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Bug Fixes and Updates

For the latest bug fixes, we recommend that you upgrade to Release 10.5(2).

Bug Search Tool

The system grades known problems (bugs) per severity level. These release notes contain descriptions of the
following bug levels:

* All severity level 1 or 2 bugs
» Significant severity level 3 bugs

* All customer-found bugs

You can search for open and resolved caveats of any severity for any release using the Cisco Bug Search tool,
an online tool available for customers to query defects according to their own needs.

To access the Cisco Bug Search tool, you need the following items:

* Internet connection
» Web browser

* Cisco.com user ID and password

Follow these steps to use Cisco Bug Search tool:

1. Access the Cisco Bug Search tool: https://tools.cisco.com/bugsearch/.
2. Log in with your Cisco.com user ID and password.

3. Ifyou are looking for information about a specific problem, enter the bug ID number in the Search for:
field and click Go.
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https://tools.cisco.com/bugsearch/
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Tip  Click Help on the Bug Search page for information about how to search for bugs, create saved searches, and
create bug groups.

Resolved Caveats

You can find the latest resolved caveat information for Unified Communications Manager and IM and Presence
Service by using the Bug Search tool, an online tool available for customers to query defects according to
their own needs.

Tip * You need an account with Cisco.com to use the Bug Search tool to find open and resolved caveats of
any severity for any release.

* You can search for Unified Communications Manager and IM and Presence Service by selecting
“Model/SW Family” in the Product drop-down list, and entering “Cisco Unified Communications” or
“Cisco Unified Communications Manager IM & Presence Service”, and allowing the Bug Search Tool
to suggest products.

Caveats for 12.0(1)

You can search for defects in the Bug Search Tool at https://bst.cloudapps.cisco.com/bugsearch/.
For a list of Open Caveats and Resolved Caveats, see the following Readme file:

» ReadMe for Cisco Unified Communications Manager Release 12.0(1)SU4

* ReadMe for Cisco Unified Communications Manager Release 12.0(1)SUS
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a-Open Caveats for Cisco Unified Communications Manager, Release 10.5(1)

Table 1: Open Caveats for Unified Communications Manager, Release 10.5(1)

Identifier Severity | Component Headline

CSCun74694 3 bat UPD BAT inserts fail when “Override Configuration
”options are enabled

CSCuo77612 3 bps-bat BAT user import is resetting the password

CSCum95475 3 car CUCM CAR Web Application Vulnerable to CSRF
Attack
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https://bst.cloudapps.cisco.com/bugsearch/
https://www.cisco.com/content/en/us/td/docs/voice_ip_comm/cucm/sustaining/cucm_b_readme-1201su4.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/sustaining/cucm_b_readme-1201su5.html
https://tools.cisco.com/bugsearch/bug/CSCun74694
https://tools.cisco.com/bugsearch/bug/CSCun77612
https://tools.cisco.com/bugsearch/bug/CSCum95475
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a-0pen Caveats for Cisco Unified Communications Manager, Release 10.5(1) .

Identifier Severity | Component Headline

CSCui28980 3 ccm-serviceability | Service Restart status is abnormal

CSCuo017302 3 ccm-serviceability | CUCM RTMT absolute path traversal file delete

CSCuo17199 3 ccm-serviceability | CUCM RTMT absolute path traversal

CSCun71682 3 cli cmdImportConfig uses insecure password encryption

CSCuo070122 3 cmcti CTlport remain to be Out of Service when another app
invokes register

CSCu076294 3 cmcti CTI reports same permanent line ID for ParkDNs
starting with non-digit

CSCuo074945 3 cmui Error occurred during find. Column (license count) not
found

CSCuo61115 3 cmui Sub CUCM does not show as available for new CUCM
Group

CSCuo17455 3 cmui CUCM should escape all text from banner text file

CSCuo055881 3 cmui Dependency issues for Access List Page

CSCuo31753 3 cmui Unified Reporting shows replication is not established

CSCuo54416 3 cp-cac CCM memory leak in mSides map at LBMInterface

CSCu064820 3 cp-callcontrol CAL level displayed different on phone

CSCu069582 3 cp-callcontrol Call index is 2 for the only call

CSCul81569 3 cp-linecontrol SDLLinkOOS causes CCM Core - LineManager::wait
RemoteLineOOS

CSCu066008 2 cp-mediacontrol | ccm core in AudioCapStructArray::copy Common Data

CSCu079182 3 cp-mediacontrol | SipInterface doesn't send SDPOfferInd with SDP to
the Media Exchange

CSCuo074745 3 cp-mediacontrol | S2 Escalation 629796265: Hold/Resume on calls from
IP phone to PSTN drop

CSCu076752 3 cp-mgcp CCM core is generated when a very long number is
called via MGCP

CSCu078952 3 cp-sip-station Single Number Reach voice mail detection (VMA) call
cant be answered

CSCuo71657 3 cp-sip-station Transcoder not inserted when phone SIP Phone codec
locked for recording

CSCu048985 3 cp-sip-station Transfer a secure call from SIP secure-device to

non-secure phone fails
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https://tools.cisco.com/bugsearch/bug/CSCui28980
https://tools.cisco.com/bugsearch/bug/CSCun17302
https://tools.cisco.com/bugsearch/bug/CSCuo17199
https://tools.cisco.com/bugsearch/bug/CSCun71682
https://tools.cisco.com/bugsearch/bug/CSCun70122
https://tools.cisco.com/bugsearch/bug/CSCun76294
https://tools.cisco.com/bugsearch/bug/CSCun74945
https://tools.cisco.com/bugsearch/bug/CSCun61115
https://tools.cisco.com/bugsearch/bug/CSCun17455
https://tools.cisco.com/bugsearch/bug/CSCun55881
https://tools.cisco.com/bugsearch/bug/CSCuo31753
https://tools.cisco.com/bugsearch/bug/CSCun54416
https://tools.cisco.com/bugsearch/bug/CSCun64820
https://tools.cisco.com/bugsearch/bug/CSCun69582
https://tools.cisco.com/bugsearch/bug/CSCun81569
https://tools.cisco.com/bugsearch/bug/CSCun66008
https://tools.cisco.com/bugsearch/bug/CSCun79182
https://tools.cisco.com/bugsearch/bug/CSCun74745
https://tools.cisco.com/bugsearch/bug/CSCun76752
https://tools.cisco.com/bugsearch/bug/CSCun78952
https://tools.cisco.com/bugsearch/bug/CSCuo71657
https://tools.cisco.com/bugsearch/bug/CSCuo48985
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Identifier Severity | Component Headline

CSCuo077984 3 cp-sip-station CSCug25138 need to be back ported

CSCun74320 3 cpi-appinstall Overly open permissions on platformConfig.xml

CSCuo071306 2 cpi-appinstall Inbound SIP IPv6 Calls from CUBE over UDP
transport exhibit failures

CSCuh19734 3 cpi-cert-mgmt Uploading certs with same CN will overwrite old cert
in Phone-VPN-trust

CSCum998390 3 cpi-0s Upgrade the Tomcat version to 7.0.52

CSCu031083 3 cpi-os Upgrade JDK to 1.7.0_55

CSCun92401 3 cpi-0s RHELG6 Kernel vulnerabilities on VOS Platform

CSCuo075130 3 cpi-0s Deprecated pam_stack module called from service
“sshd” warnings

CSCu072650 3 cpi-platform-api | Wrong Platform API version after the installation of
the UK local file

CSCun74385 3 cpi-security Weak derivation of sftpuser password from cluster
security password

CSCuo71657 3 cp-sip-station Transcoder not inserted when SIP phone codec locked
for recording

CSCun00701 3 cuc-tomcat CUCM OS Administration Vulnerable to CSRF Attack

CSCun74317 3 cuc-tomcat Potentially unsafe permissions on Tomcat directories

CSCuo019778 3 database-ids PMR 87550: Database clients leak memory after close

CSCu038244 3 gaxl Low Available Virtual Memory on Publisher after 10.5
upgrade

CSCuo058633 3 ils Route Plan Report shows Unmapped Exception error

CSCuh52778 3 ims CCMEncryption Uses Poor Random Numbers for
Cryptographic Purposes

CSCum58598 3 ims Phone web server does not limit number of failure
authentication attempt

CSCu078241 3 ipma-service Assistant which is not default (current) can change the
manager settings

CSCu065649 3 media_str_app IPVMS core occurred during load run

CSCuo076378 2 risde RTMT Alerts for services down even though they are

up
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https://tools.cisco.com/bugsearch/bug/CSCun74320
https://tools.cisco.com/bugsearch/bug/CSCun71306
https://tools.cisco.com/bugsearch/bug/CSCun19734
https://tools.cisco.com/bugsearch/bug/CSCum99839
https://tools.cisco.com/bugsearch/bug/CSCuo31083
https://tools.cisco.com/bugsearch/bug/CSCun92401
https://tools.cisco.com/bugsearch/bug/CSCun75130
https://tools.cisco.com/bugsearch/bug/CSCun72650
https://tools.cisco.com/bugsearch/bug/CSCun74385
https://tools.cisco.com/bugsearch/bug/CSCun71657
https://tools.cisco.com/bugsearch/bug/CSCun00701
https://tools.cisco.com/bugsearch/bug/CSCun74317
https://tools.cisco.com/bugsearch/bug/CSCuo19778
https://tools.cisco.com/bugsearch/bug/CSCuo38244
https://tools.cisco.com/bugsearch/bug/CSCun58633
https://tools.cisco.com/bugsearch/bug/CSCuh52778
https://tools.cisco.com/bugsearch/bug/CSCun58598
https://tools.cisco.com/bugsearch/bug/CSCun78241
https://tools.cisco.com/bugsearch/bug/CSCun65649
https://tools.cisco.com/bugsearch/bug/CSCun76378
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Open Caveats for IM and Presence Service, Release 10.5(1) .

Identifier Severity | Component Headline

CSCuo076601 3 saml-sso Certificate exception message displayed after OpenAM
SAML/SSO enabled.

CSCu058257 3 security SSO: tkssmode 0 when AgentFlow SSO enabled during
8.6.1 to 10.5 upgrade

CSCu036200 3 selfcare CUCM 10.5 - login banner removed/missing

CSCuo008984 3 selfcare Self Care: Hardcoded strings

CSCunl18651 3 selinux SELinux denials not logged in messages in CUCM
10.0(1)

CSCuo041138 3 tftp TFTP service crashes generating core dump

CSCu063567 3 ucmap About 29 seconds for page to load

CSCu072631 3 ucmap PCD does not clear the task >status when retrying a
failed task

CSCu058251 2 uds UDS returning IP Address to Jabber, Cert validation
browser pop-ups

CSCuo078788 2 voice-sipstack CUCM: crash while handling malformed SIP message

Open Caveats for IM and Presence Service, Release 10.5(1)

The following table lists open caveats that may cause unexpected behavior in the latest IM and Presence
Service release. These caveats may also be open in previous releases. Bugs are listed in alphabetical order by
component and then in numerical order by severity.

Identifier Severity | Component |Headline

CSCui28980 |3 comsarvieeability | Service Restart status is abnormal

CSCu046302 |3 config-agent | Config Agent is unable to access remote database due to duplicate
values

CSCu034292 |3 contacts Federated contacts do not appear in roster until Cisco Jabber is
restarted

CSCu020224 |3 ctigw Lync/MOC RCC client phone status not updated on device/line
failure

CSCuo31845 |3 database Services unable to register with dbmon causing missed change
notes

CSCuo060051 |3 database Composed presence incorrect for a user after 10.5.1.10000-6
upgrade

CSCui58261 |3 database Upgrade from Release 8.6(3) fails if special characters are in

custom status message
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https://tools.cisco.com/bugsearch/bug/CSCun76601
https://tools.cisco.com/bugsearch/bug/CSCun58257
https://tools.cisco.com/bugsearch/bug/CSCuo36200
https://tools.cisco.com/bugsearch/bug/CSCun08984
https://tools.cisco.com/bugsearch/bug/CSCun18651
https://tools.cisco.com/bugsearch/bug/CSCuo41138
https://tools.cisco.com/bugsearch/bug/CSCun63567
https://tools.cisco.com/bugsearch/bug/CSCun72631
https://tools.cisco.com/bugsearch/bug/CSCun58251
https://tools.cisco.com/bugsearch/bug/CSCun78788
https://tools.cisco.com/bugsearch/bug/CSCui28980
https://tools.cisco.com/bugsearch/bug/CSCuo46302
https://tools.cisco.com/bugsearch/bug/CSCuo34292
https://tools.cisco.com/bugsearch/bug/CSCuo20224
https://tools.cisco.com/bugsearch/bug/CSCuo31845
https://tools.cisco.com/bugsearch/bug/CSCuo60051
https://tools.cisco.com/bugsearch/bug/CSCui58261
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Identifier Severity | Component |Headline

CSCu056545 |3 database-imdb | Config agent core on startup

CSCu068665 |3 epe Composed presence offline stanza should contain a PIDF

CSCul87398 |3 epe Licensing users for IM and Presence capabilities can cause IDS
CPU to spike to 90%

CSCum02939 |3 epe Cisco Unified Communications Manager device remains stuck in
DND despite clearing DND from Jabber

CSCuo04714 |3 epe High Availability: IMDB replication overwriting user presence
after split brain recovery

CSCu048936 |3 esp PWS unable to send Event Notification if Endpoint registered with
FQDN

CSCuo065402 |3 gui IM and Presence Cluster Overview report missing from the System
Reports page

CSCuo065388 |3 gui IM and Presence Database Replication Debug report does not
work

CSCu059923 |3 gui Intercluster peer presence/email domains can be inadvertently
removed

CSCul55699 |3 gui-admin | Cisco Unified Presence: Rework Exception Handling to Clarify
GUI Notifications Post-Upgrade

CSCuo0l17197 |3 gui-admin | IM and Presence menu shows CCMCIP is only for legacy
(non-Jabber) which is incorrect

CSCu056484 |3 intercluster | Intercluster service jvm crashes on server reboot

CSCuo035984 |3 intercluster |ICSA unordered processing of cupowncertificates can cause cert
thrashing

CSCul25056 |3 selinux Refresh Upgrade hangs during database install from IM and
Presence Release 10.0 from pre-10.0.

CSCun57681 |3 sync-agent | Cisco Unified Communications Manager not included in
processnode after upgrade from Release 9.1 to 10.0(1)

CSCuo037125 |3 VoS 'show perf list classes' error during stat of classes in CUPS

CSCuo56564 |3 \( S DRS Restore status shows failed due to a DB restore failure
condition

CSCun59316 |3 xcp-router | 70% reduction in login throughput if IC peer can not be contacted

CSCu065513 |3 xcp-router | Presence and IM broken between publisher and subscriber after
upgrade

CSCu004591 |3 xcp-router | MDNS recovery after network down taking too long
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https://tools.cisco.com/bugsearch/bug/CSCul87398
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https://tools.cisco.com/bugsearch/bug/CSCuo35984
https://tools.cisco.com/bugsearch/bug/CSCul25056
https://tools.cisco.com/bugsearch/bug/CSCun57681
https://tools.cisco.com/bugsearch/bug/CSCuo37125
https://tools.cisco.com/bugsearch/bug/CSCuo56564
https://tools.cisco.com/bugsearch/bug/CSCun59316
https://tools.cisco.com/bugsearch/bug/CSCuo65513
https://tools.cisco.com/bugsearch/bug/CSCuo04591
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Open Caveats for IM and Presence Service, Release 10.5(1) .

Identifier

Severity

Component

Headline

CSCuo45617

3

XCp-s2s

Cisco XMPP Federation Connection Manager crashes
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