
Alarms and Messages

This chapter describes alarms and messages with the Disaster Recovery System.

• Alarms and Messages, page 1

Alarms and Messages
The Disaster Recovery System issues alarms for various errors that could occur during a backup or restore
procedure. The following table provides a list of Cisco Disaster Recovery System alarms.

Table 1: Disaster Recovery System Alarms and Messages

ExplanationDescriptionAlarm Name

DRS backup process encountered
errors while it was accessing
device.

DRF backup process has problems
accessing device.

DRFBackupDeviceError

DRS backup process encountered
errors.

Cisco DRF Backup process failed.DRFBackupFailure

DRS cannot start new backupwhile
another backup is still running.

New backup cannot start while
another backup is still running

DRFBackupInProgress

DRS internal process encountered
an error.

DRF internal process encountered
an error.

DRFInternalProcessFailure

DRS Local Agent cannot connect
to Master Agent.

DRF Local Agent cannot connect
to Master Agent.

DRFLA2MAFailure

DRS Local Agent might be down.DRF Local Agent does not start.DRFLocalAgentStartFailure

DRSMaster Agent cannot connect
to Local Agent.

DRF Master Agent does not
connect to Local Agent.

DRFMA2LAFailure
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ExplanationDescriptionAlarm Name

DRS requested a component to
back up its data; however, an error
occurred during the backup
process, and the component did not
get backed up.

DRF cannot back up at least one
component.

DRFMABackupComponentFailure

While the DRS Master Agent was
running a backup operation on a
Cisco Unified Communications
Manager node, the node
disconnected before the backup
operation completed.

The node that is being backed up
disconnected from the Master
Agent prior to being fully backed
up.

DRFMABackupNodeDisconnect

DRS requested a component to
restore its data; however, an error
occurred during the restore process,
and the component did not get
restored.

DRF cannot restore at least one
component.

DRFMARestoreComponentFailure

While the DRS Master Agent was
running a restore operation on a
Cisco Unified Communications
Manager node, the node
disconnected before the restore
operation completed.

The node that is being restored
disconnected from the Master
Agent prior to being fully restored.

DRFMARestoreNodeDisconnect

DRSMaster Agent might be down.DRF Master Agent did not start.DRFMasterAgentStartFailure

DRS backup failed because no
registered components are
available.

No registered components are
available, so backup failed.

DRFNoRegisteredComponent

No feature got selected for backup.No feature got selected for backup.DRFNoRegisteredFeature

DRS restore process cannot read
from device.

DRF restore process has problems
accessing device.

DRFRestoreDeviceError

DRS restore process encountered
errors.

DRF restore process failed.DRFRestoreFailure

Errors exist in DRS SFTP
operation.

DRF SFTP operation has errors.DRFSftpFailure

The DRF Network Message
contains a malicious pattern that
could result in a security violation
like code injection or directory
traversal. DRF Network Message
has been blocked.

DRF system detected a malicious
pattern that could result in a
security violation.

DRFSecurityViolation
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ExplanationDescriptionAlarm Name

The IPsec truststore is missing on
the node. DRF Local Agent cannot
connect to Master Agent.

The IPsec truststore is missing on
the node.

DRFTruststoreMissing

The DRFMaster Agent on the Pub
received a Client connection
request from an unknown server
outside the cluster. The request has
been rejected.

DRF Master Agent on the Pub
received a Client connection
request from an unknown server
outside the cluster. The request has
been rejected.

DRFUnknownClient

DRF backup completed
successfully.

DRF backup completed
successfully.

DRFBackupCompleted

DRF restore completed
successfully.

DRF restore completed
successfully.

DRFRestoreCompleted

DRF did not find a valid backup of
the current system after an
Upgrade/Migration or Fresh Install.

DRF did not find a valid backup of
the current system.

DRFNoBackupTaken

DRF successfully registered the
requested component.

DRF successfully registered the
requested component.

DRFComponentRegistered

DRF Registration operation failed
for a component due to some
internal error.

DRFRegistration operation failed.DRFRegistrationFailure

DRF successfully deregistered the
requested component.

DRF successfully deregistered the
requested component.

DRFComponentDeRegistered

DRF deregistration request for a
component failed.

DRF deregistration request for a
component failed.

DRFDeRegistrationFailure

DRF Backup or Restore process
encountered errors.

DRF Backup or Restore process
has failed.

DRFFailure

DRF Restore operation has
encountered an error. Restore
cancelled internally.

DRF Restore operation has
encountered an error. Restore
cancelled internally.

DRFRestoreInternalError

DRF could not access the log
directory.

DRF could not access the log
directory.

DRFLogDirAccessFailure

The server may have been
disconnected from the Unified
Communications Manager cluster.

DRF automatically de-registered
all the components for the server.

DRFDeRegisteredServer
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ExplanationDescriptionAlarm Name

DRF Scheduler is disabled because
no configured features are available
for backup

DRF Scheduler is disabled because
no configured features are available
for backup.

DRFSchedulerDisabled

DRF Scheduled backup
configuration is updated
automatically due to feature
de-registration

DRF Scheduled backup
configuration is updated
automatically due to feature
de-registration.

DRFSchedulerUpdated
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