
SAML Single Sign-On

This chapter provides information about the Security Assertion Markup Language (SAML) Single Sign-On
feature, which allows administrative users to access certain Cisco Unified Communications Manager and IM
and Presence Service applications without logging in again.

After you enable SAML Single Sign-On (SSO), users will be able to access the following web applications
without logging in again:

• Cisco Unified Communications Manager Administration

• Cisco Unified Reporting

• Cisco Unified Serviceability

• Cisco Unified CM IM and Presence Administration
• Cisco Unified IM and Presence Serviceability
• Cisco Unified IM and Presence Reporting

Only LDAP-synchronized users can access SAML SSO-enabled web applications. Local end users and
applications users cannot access them.

Note

• System Requirements for SAML SSO, on page 1
• Install SAML SSO, on page 2
• SAML SSO Settings, on page 2
• Enable SAML SSO, on page 5
• Recovery URL, on page 7
• CLI Commands for SAML SSO, on page 9

System Requirements for SAML SSO
The SAML Single Sign-On feature requires the following software components:

• Cisco Unified Communications Manager Release 10.0(1) or later.
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Ensure that DNS is configured for the Cisco Unified Communications Manager
cluster.

Note

• IM and Presence Service Release 10.0(1) or later
• An Identity Provider (IdP) Server.

• An LDAP server that is trusted by the IdP server and supported by Cisco Unified Communications
Manager.

The following IdPs using SAML 2.0 are supported:

• Microsoft Active Directory Federation Services (ADFS)

• Oracle Identity Manager

• Ping Federate

• Open Access Manager (OpenAM)

The third-party applications must meet the following configuration requirements:

• The mandatory attribute “uid” must be configured on the IdP. This attribute must match the attribute that
is used for the LDAP-synchronized user ID in Cisco Unified Communications Manager.

Cisco Unified Communications Manager currently supports only
sAMAccountName option as the LDAP attribute for user ID settings.

For information about configuring mandatory attribute mapping, see the IdP
product documentation.

Note

• The clocks of all the entities participating in SAML SSO must be synchronized. For information about
synchronizing clocks, see the “NTP Settings” section in the Cisco Unified Communications Operating
System Administration Guide.

Install SAML SSO
After you install Cisco Unified Communications Manager 10.0(1) and IM and Presence Service 10.0(1), you
can use the SAML Single Sign-On feature if you perform the necessary configuration tasks. For information
about configuration tasks that you must perform, see Enable SAML SSO, on page 5.

SAML SSO Settings
In Cisco Unified Communications Manager Administration, use the System > SAML Single Sign-On menu
path to configure SAML SSO. The table below describes the settings that are displayed on the SAML Single
Sign-On window.
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If you log in to Cisco Unified CommunicationsManager Administration as an end user without administrative
privileges and attempt to access the SAML Single Sign-On window, a 403 error is displayed. After that, if
you log in as an end user with administrative privileges in the same browser window, a 403 error is still
displayed. In such a case, you must clear the browser cache and try logging in again.

Note

DescriptionSetting

Specifies the names of all the servers in the cluster.Server Name

Displays one of the following statuses:

SAML

Indicates that the SAML SSO is enabled on the
server.

Disabled

Indicates that SAML SSO is disabled on the
server.

OpenAM

Indicates that OpenAM SSO is enabled on the
server.

Cisco Unified Communications Manager: Cisco
Unified OS Administration > Security > Single
Sign On

IM and Presence Service: Cisco Unified IM and
Presence OS Administration > Security > Single
Sign On

SSO Status

Click the Re-import Metadata icon to import IdP
metadata file from the publisher to the subscribers.

This option is displayed as N/A (Not
Applicable) for the publisher node.

Note

Re-import Metadata

Specifies the time when the IdP metadata was last
imported on the server. This field displays “Never”
if you are running the SAML SSO setup for the first
time.

Last Metadata Import
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DescriptionSetting

Click the Export Metadata icon to download the
server metadata file. A SAML metadata file must be
generated for the specified server, and downloaded
using the browser. Youmust then import this metadata
file to the IdP server.

If you change the hostname or domain of
a node, ensure that you download the
metadata from that node and upload the
file to the IdP server again. For more
information, see Update Server Metadata
After Domain or Hostname Change, on
page 8.

Important

The Export All Metadata button is enabled by
default, regardless of whether the SAML SSO state
set to active.

Export Metadata

Specifies the time when the SAML metadata file of
the specified server was last exported. This field
displays “Never” if you are running the SAML SSO
setup for the first time.

Last Metadata Export

Displays the test results of the SAML configuration
with the IdP. The test ensures that the specified server
trusts the IdP, and that the IdP trusts the specified
server. The trust relationship between the server and
the IdP depends on the success of exporting and
importing of SAML metadata files.

Displays one of the following values:

Never

Indicates that a test has not been performed on
this server.

Passed

Indicates that a test has been successfully run on
this server, and that the server and the IdP trust
one another.

Failed

Indicates that a test was attempted on the specified
server, but that either the server does not trust the
IdP, or the IdP does not trust the server, or some
other network or IdP issue prevented the test from
passing.

SSO Test
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DescriptionSetting

Click Run Test to run the SSO test. You must run
this test before enabling SAMLSSO. The SAMLSSO
setup cannot be completed until this test is successful.
To run this test, there must be at least one LDAP
synchronized user with administrator rights. Youmust
also know the password for that user ID.

You cannot run this test until the IdP
metadata file is imported to the server, and
the server metadata file is exported to the
IdP server.

Note

If you are using OpenAM as the IdP, you
must log out of the IdP before running this
test.

Note

Run Test

Click Enable SAML SSO to start the SAML SSO
configuration.

Enable SAML SSO

Click Update IdP Metadata File to update IdP
metadata on all the servers in the cluster.

Update IdP Metadata File

Click Export All Metadata to export the SAML
metadata files from each server. These files are
converted to a compressed file (.zip) for easy
download. You must extract the file and then import
each file to the IdP.

Export All Metadata

ClickFix All Disabled Servers to enable SAMLSSO
on the servers on which it is disabled.

Fix All Disabled Servers

Click View IdP Trust Metadata File to download a
copy of the IdP metadata file.

View IdP Trust Metadata File

Enable SAML SSO

The Cisco CallManager Admin, Cisco Unified CM IM and Presence Administration, Cisco CallManager
Serviceability, and Cisco Unified IM and Presence Serviceability services are restarted after enabling or
disabling SAML SSO.

Note

Perform the following steps to enable SAML SSO:

Before you begin

Ensure that the following prerequisites are met before proceeding with the steps:

• The end-user data is synchronized to the Cisco Unified Communications Manager database.
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• Verify that the Cisco Unified CM IM and Presence Cisco Sync Agent service has completed data
synchronization successfully. Check the status of this test by choosing Cisco Unified CM IM and
Presence Administration >Diagnostics > System Troubleshooter. The “Verify Sync Agent has sync'ed
over relevant data (e.g. devices, users, licensing information)” test indicates a "Test Passed" outcome if
data synchronization has completed successfully.

• At least one LDAP synchronized user is added to the Standard CCM Super Users group to enable access
to Cisco Unified Administration.

For more information about synchronizing end-user data and adding
LDAP-synchronized users to a group, see the "System setup" and "End user
setup" sections in the Cisco Unified Communications Manager Administration
Guide.

Note

• OpenAM SSO (Cisco Unified OS Administration > Security > Single Sign On or Cisco Unified IM
and Presence OS Administration > Security > Single Sign On) is disabled on all the nodes.

Procedure

Step 1 In Cisco Unified Communications Manager Administration, click System > SAML Single Sign-On.
Step 2 Click Enable SAML SSO.

A warning message is displayed to notify you that all server connections will be restarted.

Step 3 Click Continue.

A dialog box that allows you to import IdP metadata displays. To configure the trust relationship between the
IdP and your servers, you must obtain the trust metadata file from your IdP and import it to all your servers.

Step 4 Click Browse to locate and upload the IdP metadata file.
Step 5 Click Import IdP Metadata.
Step 6 Click Next.

The Next button is enabled only if the IdP metadata file is successfully imported on at least one
node in the cluster.

A new status message is added in the SAML Single Sign-On Configuration window. It provides
optional information to either skip or continue further with steps to upload the server metadata to
the IdP.

Note

Step 7 Click Download Trust Metadata Fileset to download server metadata to your system.
Step 8 Upload the server metadata on the IdP server.

After you install the server metadata on the IdP server, you must run an SSO test to ensure that the metadata
files are correctly configured.

Step 9 Click Next to continue.
Step 10 Select an LDAP-synced user with administrator rights from the list of valid administrator IDs.
Step 11 Click Run Test.
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The IdP login window displays.

You cannot enable SAML SSO until the Run Test succeeds.Note

Step 12 Enter a valid username and password.

After successful authentication, the following message is displayed:

SSO Test Succeeded

Close the browser window after you see this message.

If the authentication fails or takes more than 60 seconds to authenticate, a "Login Failed" message is displayed
on the IdP login window. The following message is displayed on the SAML Single Sign-On window:

SSO Metadata Test Timed Out

To attempt logging in to the IdP again, repeat Steps 11 and 12.

Step 13 Click Finish to complete the SAML SSO setup.

SAML SSO is enabled and all the web applications participating in SAML SSO are restarted. It may take one
to two minutes for the web applications to restart.

Enable SAML SSO on Cisco Web Dialer after an Upgrade
If Cisco Web Dialer is activated before SAML SSO is enabled, after an upgrade, SAML SSO is not enabled
on Cisco Web Dialer by default. Follow this procedure to enable SAML Single Sign-On (SSO) on Cisco Web
Dialer after an upgrade.

Procedure

Step 1 Deactivate the Cisco Web Dialer web service if it is already activated.
Step 2 Disable SAML SSO if it is already enabled.
Step 3 Activate the Cisco Web Dialer web service.
Step 4 Enable SAML SSO.

Recovery URL
The recoveryURL allows you to bypass SAMLSingle Sign-On and log in to the CiscoUnified Communications
Manager Administration and Cisco Unified CM IM and Presence interfaces for troubleshooting. For example,
enable the recovery URL before you change the domain or hostname of a server. Logging in to the recovery
URL facilitates an update of the server metadata. The recovery URL is https://hostname:8443/ssosp/local/login.
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You can also access the recovery URL from the home page of the Cisco Unified Communications Manager
and IM and Presence Service nodes, that is, the web page that displays when you enter the hostname or IP
address of the server into the web browser.

Note

Only application users with administrative privileges can access the recovery URL.Note

If SAML SSO is enabled, the recovery URL is enabled by default. You can enable and disable the recovery
URL from the CLI. For more information about the CLI commands to enable and disable the recovery URL,
see Command Line Interface Guide for Cisco Unified Communications Solutions, Release 10.0(1).

Update Server Metadata After Domain or Hostname Change
Use the following procedure to update server metadata after you change domain or hostname of a server.

SAML SSO will not be functional after domain or hostname change until you perform this procedure.Caution

If you are unable to log in to SAML Single Sign-On window even after performing this procedure, clear the
browser cache and try logging in again.

Note

Procedure

Step 1 In the address bar of the web browser, enter the following URL:

https://<Unified CM-server-name>

where <Unified CM-server-name> equals the name or IP address of the server.

Step 2 Select Recovery URL to bypass Single Sign-On (SSO) from the main window that displays.

The Cisco Single Sign-On Recovery Administration window is displayed.

If the recovery URL is disabled, you will not see the Recovery URL to bypass Single Sign-On link.
To enable the recovery URL, log into the CLI and execute the following command: utils sso
recovery-url enable.

Note

Step 3 Enter the credentials of an application user with administrator role and click Login.

The Cisco Unified CM Administration window is displayed.

Step 4 From Cisco Unified CM Administration, choose System > SAML Single Sign-On.
Step 5 Click Export Metadata to download the server metadata.
Step 6 Upload the server metadata file to the IdP.

SAML Single Sign-On
8

SAML Single Sign-On
Update Server Metadata After Domain or Hostname Change



Step 7 Click Run Test.

The IdP login window displays.

You cannot enable SAML SSO until the Run Test succeeds.Note

Step 8 Enter a valid User ID and password.

After successful authentication, the following message is displayed:

SSO Test Succeeded

Close the browser window after you see this message.

If the authentication fails or takes more than 60 seconds to authenticate, a "Login Failed" message is displayed
on the IdP login screen. The following message is displayed on the SAML Single Sign-On window:

SSO Metadata Test Timed Out

To attempt logging in to the IdP again, repeat Steps 7 and 8.

Manual Provisioning of Server Metadata
If you want to provision a single connection in your Identity Provider for multiple UC applications, you must
manually provision the server metadata while configuring the Circle of Trust between the Identity Provider
and the Service Provider. For information about configuring the Circle of Trust, refer the IdP product
documentation.

To provision the server metadata manually, you must use the Assertion Customer Service (ACS) URL.

Sample ACS URL

<md:AssertionConsumerService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://cucm.ucsso.cisco.com:8443/ssosp/saml/SSO/alias/cucm.ucsso.cisco.com"
index="0"/>

General URL syntax

https://<SP FQDN>:8443/ssosp/saml/SSO/alias/<SP FQDN>

CLI Commands for SAML SSO
This section lists the CLI commands for SAML Single Sign-On.

• utils sso enable

• utils sso disable

• utils sso status

• utils sso recovery-url enable

• utils sso recovery-url disable

• show samltrace level
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• set samltrace level

For more information about the CLI commands, see the Command Line Interface Guide for Cisco Unified
Communications Solutions, Release 10.0(1).
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