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Preface

This preface includes the following sections:
» Overview, pagd3

« Audience, pagé3

- Organization, pagé4

« Conventions, pag&4

+ Related Documentation, pad8

» Obtaining Documentation, pad8

» Obtaining Technical Assistance, pat@

Overview

TheCisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’s Guide (SIP)
provides the information you need to install, configure and manage the &lisc©86 and
CisCcOATA 188 on a Session Initiation Protocol (SIP) network.

Note The termCisco ATAs used throughout this manual to refer to both the CA§@0186 and the
CiscoATA 188, unless differences between the CiATA 186 and Cisc@TA 188 are explicitly
stated.

Audience

This guide is intended for service providers and network administrators who administer Voice over IP
(VolIP) services using the Cisé&TA. Most of the tasks described in this guide are not intended for end
users of the CiscATA. Many of these tasks impact the ability of the Cigd@\ to function on the

network, and require an understanding®ietworking and telephony concepts.

Cisco ATA 186 and Cisco ATA 188d@maklephone Aaptor Administrator's Guide for SIP (version 3.
[ oL-4654-01
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M Organization

Organization

Tablel provides an overview of the organization of this guide.

Table 1 Cisco ATA 186 and Cisco ATA 188 Analog Telephon e Adaptor Administrator’'s Guide (SIP) Organization

Chapter

Description

Chapterl, “Cisco Analog Telephone Adaptor Overview”

Provides descriptions of hardware and software features of
the CiscoATA Analog Telephone Adapr along with a brief
overview of the Session Initiation Protocol (SIP).

Chapter2, “Installing the Cisc@ATA”

Provides information about installing the Cis&DA.

Chapter3, “Configuring the Cisc@TA for SIP”

Provides information about configuring the Cig¥PA and
the various methods for configuration.

Chapter4, “Basic and Additional SIP Services”

Provides information about Blservices that the CisédA
supports.

Chapters, “Parameters and Defaults,”

Provides information on all parameters and defaults that you
can use to configure the CisédA.

Chapter6, “Call Commands”

Provides the CiscATA call commands for SIP.

Chapter7, “Configuring and Debugging Fax Services”

Provides instructions for configuring both ports of the
CisCoATA to support fax transmission.

Chapter8, “Upgrading the Cisc&TA Signaling Image”

Provides instructions for remotely upgrading Cigd@d
software.

Chapter9, “Troubleshooting”

Provides basic testing and troubleshooting procedures for the
CisCOATA.

AppendixA, “Using SIP Sup@mentary Services”

Provides end-user informatiabout pre-call and mid-call
services.

AppendixB, “Voice Menu Codes”

Provides a quick-reference list the voice configuration
menu options for the CiscATA.

AppendixC, “CiscoATA Specifications”

Provides physical specifications for the Cig€A.

AppendixD, “SIP Call Flows”

Provides Cisc®TA call flows for SIP scenarios.

AppendixE, “Recommended CiscATA Tone Parameter
Values by Country”

Provides tone parameters for various countries.

Glossary Provides definitions of commonly used terms.
Index Provides reference information.
Conventions

This document uses the following conventions:

« Alternative keywords are grouped in braces aeplarated by vertical bars (for exampbe| ¥ | z}).

» Arguments for which you supply values ardatalic font.

« Commands and keywords arelialdface font.

« Elements in square brackets ([ ]) are optional.

« Information you must enter is #vldface screen font.

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)
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Conventions l

» Optional alternative keywords are grouped in bréslkend separated by vertical bars (for example,
[x 1y |z]).
« Terminal sessions and information the system displays akeetm font.

Note  Meansreader take noteNotes contain helpful suggestions or references to material not covered in the
publication.
Timesaver Meansthe described action saves tim¥u can save time by performing the action described in the
paragraph.
ﬁ Meansthe following information will help you solve a problefhe tips information might not be
troubleshooting or even an action, but could be useful information, similar to a Timesaver.
Caution Meansreader be carefulln this situation, you might do something that could result in equipment
damage or loss of data.
Warning IMPORTANT SAFETY INSTRUCTIONS

Waarschuwing

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Use the statement number provided at the end of
each warning to locate its translation in the translated safety warnings that accompanied this
device.Statement 1071

SAVE THESE INSTRUCTIONS

BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico's en dient u op de hoogte te zijn van de standaard
praktijken om ongelukken te voorkomen. Gebruik het nummer van de verklaring onderaan de
waarschuwing als u een vertaling van de waarschuwing die bij het apparaat wordt geleverd, wilt
raadplegen.

BEWAAR DEZE INSTRUCTIES

| oL-4654-01
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W Conventions

Varoitus

Attention

Warnung

Avvertenza

Advarsel

TARKEITA TURVALLISUUSOHJEITA

Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja. Ennen kuin
kasittelet laitteistoa, huomioi sahkopiirien kasittelemiseen liittyvat riskit ja tutustu
onnettomuuksien yleisiin ehkaisytapoihin. Turvallisuusvaroitusten kadnndkset 16ytyvat laitteen
mukana toimitettujen kddnnettyjen turvallisuusvaroitusten joukosta varoitusten lopussa néakyvien
lausuntonumeroiden avulla.

SAILYTA NAMA OHJEET

IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indigue un dand&rus vous trouvez dans une situation pouvant
entrainer des blessures ou des dommages corporels. Avant de travailler sur un équipement, soyez
conscient des dangers liés aux circuits éledaties et familiarisez-ous avec les procédures
couramment utilisées pour éviter les accidenBour prendre connaissance des traductions des
avertissements figurant dans les consignessieurité traduites qui accompagnent cet appareil,
référez-vous au numéro de l'instruction situé a la fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS

WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen fuhren
kann. Machen Sie sich vor der Arbeit mit Geraten mit den Gefahren elektrischer Schaltungen und
den Ublichen Verfahren zur Vorbeugung vor Unfallen vertraut. Suchen Sie mit der am Ende jeder
Warnung angegebenen Anweisungsnummer nach der jeweiligen Ubersetzung in den ibersetzten
Sicherheitshinweisen, die zusammen mit diesem Gerat ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare infortuni alle
persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere al corrente dei pericoli
relativi ai circuiti elettrici e conoscere le procedure standard per la prevenzione di incidenti.
Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per individuare le
traduzioni delle avvertenze riportate in questo documento.

CONSERVARE QUESTE ISTRUZIONI

VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fagre til skade pa person. Fgr du
begynner & arbeide med noe av utstyret, ma du veere oppmerksom pa farene forbundet med
elektriske kretser, og kjenne til standardprosedyrer for & forhindre ulykker. Bruk nummeret i slutten
av hver advarsel for & finne oversettelsen i dersatte sikkerhetsadvarslene som fulgte med denne
enheten.

TA VARE PA DISSE INSTRUKSJONENE

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)
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Aviso

jAdvertencia!

Varning!

Figyelem

MpepynpexxpeHve

Conventions l

INSTRUGOES IMPORTANTES DE SEGURANGA

Este simbolo de aviso significa perigo. Vocé esta em uma situagcdo que podera ser causadora de
lesdes corporais. Antes de iniciar a utilizacdo de qualquer equipamento, tenha conhecimento dos
perigos envolvidos no manuseio de circuitos elétricos e familiarize-se com as praticas habituais de
prevencao de acidentes. Utilize o nimero da instrugao fornecido ao final de cada aviso para
localizar sua traducédo nos avisos de seguranigaduzidos que acompanham este dispositivo.

GUARDE ESTAS INSTRUGCOES

INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese con los
procedimientos estandar de prevencién de accidentes. Al final de cada advertencia encontraré el
nimero que le ayudara a encontrar el texto traducido en el apartado de traducciones que acompafa
a este dispositivo.

GUARDE ESTAS INSTRUCCIONES

VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada.
Innan du utfor arbete p& ndgon utrustning maste du vara medveten om farorna med elkretsar och
kanna till vanliga forfaranden for att férebygga olyckor. Anvand det nummer som finns i slutet av
varje varning for att hitta dess 6versattning i de dversatta sdkerhetsvarningar som medféljer denna
anordning.

SPARA DESSA ANVISNINGAR

FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sérilésveszélyt rejto helyzetben van. Mielott
barmely berendezésen munkat végezte, legyen figyelemmel az elektromos aramkorék
okozta kockazatokra, és ismerkedjen meg a szokasos balesetvédelmi eljarasokkal.

A kiadvanyban szereplo figyelmeztetések forditasa a késziilékhez mellékelt biztonsagi
figyelmeztetések kozétt talalhatd; a forditas az egyes figyelmeztetések végén lathaté
szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

BAXXHbIE MHCTPYKLIUX MO COBNMIOAEHUIO TEXHUKU BE3OMNACHOCTHU

ATOoT cMMBON NpeaynpexaeHns 0603HavYaeT onacHocTb. To eCTb MMeeT MecTo CUTyauus, B
KOTOPOW criegyeT onacarbCs TenecHbIX noBpexaeHui. Mepea akcnnyaTtaumein o6opyaoBaHus
BbISICHUTE, KAKMM OMACHOCTSIM MOXeT NoABepraTbCcA NonbL3oBaTesb NPy UCMOMb30BaHUU
3MeKTPUYECKUX Lienei, U 03HAaKOMbLTECH C NpaBuramMmu TeXHUKU 6e3onacHoOCTU Ans
npeaoTBpalLeHUsi BO3MOXHbIX HECYACTHLIX crlyyaeB. Bocnonb3ayiitecb HOMepoM 3asiBreHus,
npuBeAeHHbIM B KOHLIE KaXXAoro npeaynpexaeHusl, YTo6bl HANTU ero NnepeBeAeHHbIN BapuaHT
B NepeBoAe npeaynpexaeHuit no 6esonacHoCTU, NpunaraemMom K 4aHHOMY YCTPOMWCTBY.

COXPAHUTE 3TU UHCTPYKLUUA
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Related Documentation

» RFC3261 §IP: Session Initiation Protocpl

» RFC2543 §IP: Session Initiation Protocpl

» CiscoATA SIP Compliance Reference Information
http://www-vnt.cisco.com/SPUniv/SIP/doments/CiscoATASIPComplianceRef.pdf

« RFC768(User Datagram Protocol

« RFC2198 RTP Payload for Redundant Audio Data

» RFC2833 RTP Payload for DTMF Digits, Telephony Phones and Telephony Sjgnals

» RFC2327 E§DP: Session Description Protocol)

+ RFC3266(Support for IPv6 in Session Description Protocol (SDP))

« Read Me First - ATA Boot Load Information

» Cisco ATAL186 and Ciscd 88 Analog Telephone Adaptor At a Glance

« Regulatory Compliance and Safety Information for the CAEA186 and Ciscd 88

» Cisco ATARelease Notes

Obtaining Documentation

These sections explain how to obtain documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco docuatimt on the World Wide Web at this URL:

http://www.cisco.com

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Translated documentation is available at this URL:

http://www.cisco.com/public/countries_languages.shtml

Documentation CD-ROM

Cisco documentation and additional literature available in a Cisco Documentation CD-ROM
package, which is shipped with your producteDocumentation CD-ROM igpdated monthly and may
be more current than printed documentatiore TD-ROM package is available as a single onit
through an annual subscription.

Ordering Documentation

You can order Cisco documentation in these ways:

« Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation fron
the Networking Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

+ Registered Cisco.com users can order the Doatatien CD-ROM through the online Subscription
Store:

http://www.cisco.com/go/subscription

» Nonregistered Cisco.com users can order docunienttttrough a local account representative by
calling Cisco Systems Corporate Headquarters (California, U.S.A.) &a288208 or, elsewhere
in North America, by calling 80653-NETS (6387).

Documentation Feedback

Obtaining

You can submit comments electronically on Cisco.com. In the Cisco Documentation home page, click
the Fax or Email option in the “Leave Feedback’&en at the bottom of the page.

You can e-mail your comments to bug-doc@cisco.com.

You can submit your comments by mail by using the response card behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Technical Assistance

Cisco provides Cisco.com as a starting point fbteahnical assistance. Customers and partners can
obtain online documentation, troubleshooting tipgl sample configurations from online tools by using
the Cisco Technical Assistance Center (TAC) Web Site. Cisco.com registered users have complete
access to the technical support resources on the Cisco TAC Web Site.

| oL-4654-01
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Cisco.com

Cisco.com is the foundation of a suite of interactivetworked services that provides immediate, open
access to Cisco informationetworking solutions, services, programs, and resources at any time, from
anywhere in the world.

Cisco.com is a highly integrated Internet applicatamd a powerful, easy-to-use tool that provides a
broad range of features and sees to help you with these tasks:

« Streamline business processes and improve productivity

+ Resolve technical issues with online support

+ Download and test software packages

» Order Cisco learning materials and merchandise

« Register for online skill assessment, training, and certification programs

If you want to obtain customized information andvéee, you can self-register on Cisco.com. To access
Cisco.com, go to this URL:

http://www.cisco.com

Technical Assistance Center

The Cisco Technical Assistance Center (TACAvailable to all custosrs who need technical
assistance with a Cisco product,haology, or solution. Two levels of support are available: the Cisco
TAC Web Site and the Cisco TAC Escalation Center.

Cisco TAC inquiries are categorized according to the urgency of the issue:

- Priority level 4 (P4)—You need information or assistance concerning Cisco product capabilities,
product installation, or basic product configuration.

« Priority level 3 (P3)—Your network performance is degraded. Network functionality is noticeably
impaired, but most business operations continue.

» Priority level 2 (P2)—Your production network is severely degraded, affecting significant aspects
of business operations. No workaround is available.

» Priority level 1 (P1)—Your production networkdswn, and a critical impact to business operations
will occur if service is not restoregliickly. No workaround is available.

The Cisco TAC resource that you choose is based on the priority of the problem and the conditions of
service contracts, when applicable.

Cisco TAC Web Site

You can use the Cisco TAC Web Site to resolve P3 and P4 issues yourself, saving both cost and time.
The site provides around-the-cloakcess to online tools, knowledge bases, and software. To access the
Cisco TAC Web Site, go to this URL:

http://www.cisco.com/tac

All customers, partners, and resellers who havelid Gisco service contract have complete access to
the technical support resources on the Cisco TAC Web Site. The Cisco TAC Web Site requires a
Cisco.com login ID and password. If you have a valid service contract but do not have a login ID or
password, go to this URL to register:

http://www.cisco.com/register/

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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If you are a Cisco.com registered user, and you damsolve your technical issues by using the Cisco
TAC Web Site, you can open a case online by using the TAC Case Open tool at this URL:

http://www.cisco.com/tac/caseopen

If you have Internet access, we recommend ybatopen P3 and P4 cases through the Cisco TAC
Web Site.

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses priority level 1 or priority 2eieslues. These
classifications are assigned when severe netwagkad@ation significantly impacts business operations.
When you contact the TAC Escalation Center vaitR1 or P2 problem, a Cisco TAC engineer
automatically opens a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country, go to this URL:
http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operataarder to determine the level of Cisco support
services to which your company is entitled: ésample, SMARTnet, SMARTnet Onsite, or Network
Supported Accounts (NSA). When you call the center, please have available your service agreement
number and your prodt serial number.

Cisco ATA 186 and Cisco ATA 188d@maklephone Adaptor Adnistrator’'s Guide for SIP (version 3.
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Note

CHAPTER 1

Cisco Analog Telephone Adaptor Overview

This section describes the hardware and softfeatures of the Cisco Atog Telephone Adaptor
(CiscoATA) and includes a brief overview of the Session Initiation Protocol (SIP).

The CiscoATA analog telephone adaptors are handset-tetet adaptors thatlow regular analog
telephones to operate on IP-based telephony networks. Elgsupport two voice ports, each with
an independent telephone number. The Cisco ATA 188 also has an RJ-45BKBEGDdata port.

This section covers the following topics:
« Session Initiation Protocol (SIP) Overview, page 1-2
« Hardware Overview, page 1-5
- Software Features, page 1-7
» Installation and Configuration Overview, page 1-10

Figure 1-1 Cisco ATA Analog Telephone Adaptor

The CiscoATA, which operates with Cisco voice-packet gateways, makes use of broadband pipes that
are deployed through a digital subscriber line (DSL), fixed wireless-cable modem, and other Ethernet
connections.

The termCiscoATArefers to both the CiscATA 186 and the CiscATA 188, unless otherwise stated.

This guide provides information about the SIP image for the @i$80 The features and functionality
described in this guide do not necessarily pertain to the features and functionality provided by the other
protocol loads available for the Cis8®A. Each protocol load has its own administrator’s guide. If you are
looking for information about the behavior of the Ci#d@ for a protocol other than SIP, please refer to the
administration guide specific to that protocol.

| oL-4654-01
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Figure 1-2 Cisco ATA 186 as Endpoint in SIP Network
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Figure 1-3 Cisco ATA 188 as Endpoint in SIP Network
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Session Initiation Protocol (SIP) Overview

Note

Session Initiation Protocol (SIP) is the InterBgigineering Task Force (IETF) standard for real-time
calls and conferencing over Interri@totocol (IP). SIP is an ASCbased, application-layer control
protocol (defined in RFC3261) that can be used to establish, maintain, and terminate multimedia
sessions or calls between two or more endpoints.

Like other Voice over IP (MolP) protocols, SIP is designed to address the functions of signaling and
session management within a packet telephony n&tv@gnaling allows call information to be carried
across network boundaries. Session management pothié ability to contidhe attributes of an
end-to-end call.

SIP for the Cisc®TA is compliant with RFC2543.

This section contains the following topics:
- SIP Capabilities, page 1-3
« Components of SIP, page 1-3

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)

OL-4654-01]



| Chapter 1

Cisco Analog Telephone Adaptor Overview

Session Initiation Protocol (SIP) Overvievill

SIP Capabilities

SIP provides the following capabilities:

Determines the availability of the target endpoint. If a call cannot be completed because the target
endpoint is unavailable, SIP determines whethec#iked party is already on the phone or did not
answer in the allotted number of rings. SIP then returns a message indicating why the target endpoir
was unavailable.

Determines the location of the target endpd®iP supports address resolution, name mapping, and
call redirection.

Determines the media capabilities of the tamyadpoint. Using the Session Description Protocol
(SDP), SIP determines the lowest level of commservices between endpoints. Conferences are
established using only the media capabilities that are supported by all endpoints.

Establishes a session betweendhiginating and target endpoint. If the call can be completed, SIP
establishes a session betweendhdpoints. SIP also supports mid-call changes, such as adding
another endpoint to the conference or giiag the media chargeristic or codec.

Handles the transfer and termination of calls. SIP supports the transfer of calls from one endpoint
to another. During a call transfer, SIP esislids a session between the transferee and a new
endpoint (specified by the transferring partydldarminates the sessibetween the transferee and

the transferring party. At the end of a callPSerminates the sessiobstween all parties.

Conferences can consist of two or more userscamdbe established using multicast or multiple
unicast sessions.

Components of SIP

SIP is a peer-to-peer protocol. The peers in a sessmpalled User Agents (UAs). A user agent can
function in one of the following roles:

User agent client (UAC)—Alient application that initiates the SIP request.

User agent server (UAS)—A server application ttattacts the user when a SIP request is received
and returns a response on behalf of the user.

Typically, a SIP endpoint is capable of functioning as both a UAC and a UAS, but functions only as one
or the other per transaction. Whether the endpoint functions as a UAC or a UAS depends on the UA thg
initiated the request.

From an architectural standpoitite physical components of a SIP network can also be grouped into
two categories—Clients and serveffggure1-4 illustrates the architecture of a SIP network.

Note  SIP servers can interact with other application ises; such as Lightweight Directory Access Protocol
(LDAP) servers, a database application, or aemsible markup language (XML) application. These
application services provide back-eservices such as directory, aathication, and billable services.

| oL-4654-01
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Figure 1-4  SIP Architecture
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SIP clients include:

« Gateways—Provide call control. Gateways provide many services, the most common being a
translation function between SIP conferencing ends and other terminal types. This function
includes translation between transmission formats and between communications procedures. In
addition, the gateway also translates betweetcaand video codecs and performs call setup and
clearing on both the LAN side and the switched-circuit network side.

» Telephones—Can act as atta UAS or UAC. The CiscATA can initiate SIP requests and respond
to requests.

SIP Servers

SIP servers include:

» Proxy server—The proxy server is an intermeddgeice that receives Skeéquests from a client
and then forwards the requests the client’s behalf. Proxy servers receive SIP messages and
forward them to the next SIP server in the network. Proxy servers can provide functions such as
authentication, authorization, tweork access control, routing, reliable request retransmission, and
security.

» Redirect server—Receives SIP requests, stripsheuaddress in the request, checks its address
tables for any other addresses that may be mappéed tddress in the request, and then returns the
results of the address mapping to the client. Retliservers provide thdient with information
about the next hop or hops that a message should take, then the client contacts the next hop server
or UAS directly.

» Registrar server—Processes requests from UACs fistration of their cuent location. Registrar
servers are often co-located watredirect or proxy server.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Hardware Overview

Hardware Overview

The CiscoATA 186 and Cisc@\TA 188 are compact, easy to install devidegure1-5 shows the rear
panel of the Cisc&TA 186.Figurel-6 shows the rear panel of the Cis&BA 188.

Figure 1-5 Cisco ATA 186—Rear View
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Figure 1-6 Cisco ATA 188—Rear View
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The unit provides the following connectors and indicators:
« 5V power connector.

« Two RJ-11 FXS (Foreign Exchange Station) ports—The CAS#osupports two independent
RJ-11 telephone ports that can connect to any stdradelog telephone device. Each port supports
either voice calls or fax sessions, and both ports can be used simultaneously.

Note The Cisco ATA186-11 and Cisco ATA188-I1 provide 600-ohm resistive impedance. The
CiscoATA186-12 and CiscoATA188-12 provide 270 ohm + 750 ohm // 150-nF complex impedance.
The impedance option is requested when yage@lyour order and should match your specific
application. If you are not sure of the applicablafgguration, check your country or regional telephone
impedance requirements.

» Ethernet ports

— The Cisco ATA 186 has one RJ-45 10BASE-T uplink Ethernet port to connect the
CiscoATA 186 to a 10/100BASE-T hub or another Ethernet device.

— The Cisco ATA 188 has two Ethernet ports: an RJ-45 10/100BASE-T uplink port to connect the
CiscoATA 188 to a 10/100BASE-T hub or another Ethernet device and an RJ-45
10/100BASE-T data port to coaat an Ethernet-capbbdevice, such as a computer, to the
network.

Note The Cisco ATA 188 performs auto-negotiation for duplexity and speed and is capable of 10/100 Mbps,
full-duplex operation. The CiscATA 186 is fixed at 10 Mbps, half-duplex operation.

« The Cisco ATA 188 RJ-45 LED shows network link and activity. The LED blinks twice when the
CiscoATA is first powered on, then turns off if there is no link or activity. The LED blinks to show
network activity and is solid when there is a link.

« The Cisco ATA 186 RJ-45 LED is solid when the Cigd® is powered on and blinks to show
network activity.

» Function button—The function button isclated on the top panel of the unit ($8gurel1-7).

Figure 1-7 Function Button
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The function button lights when you pick up the handset of a telephone attached to th&TBisco
The button blinks quickly when the CisédA is upgrading its configuration.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Note If the function button blinks slowly, the Cis@dA cannot find the DHCP server. Check your
Ethernet connections and make stire DHCP server is available.

Pressing the function button allows you to access to the voice configuration menu. For additional
information about the voice configuration menu, see'Yfoéce Configuration Menu” section on
page3-20.

Caution  Never press the function button during an upgnameess. Doing so may interfere with the process.

Software Features

The CiscoATA supports the following protocols, services and methods:
« \oice Codecs Supported, page 1-7

» Additional Supported Signaling Protocols, page 1-8

» Other Supported Protocols, page 1-8

» CiscoATA SIP Services, page 1-8

« Fax Services, page 1-9

« Methods Supported, page 1-9

« Supplementary Services, page 1-10

Voice Codecs Supported

The CiscoATA supports the following voice codecs (check your other network devices for the codecs
they support):

- G.711p-law
e G.711A-law
- G.723.1

- G.726

- G.729

- G.729A

- G.729B

« G.729AB

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Additional Supported Signaling Protocols

In addition to SIP, the CiscATA supports the following signaling protocols:
+ H.323

« Skinny Client Control Protocol (SCCP)

+ Media Gateway Control Protocol (MGCP)

If you wish to perform a cross-protocol upgrade from SIP to another signaling image, ‘$éegtsling
the Signaling Image from a TFTP Server” section on [&de

Other Supported Protocols

Other protocols that the CiséTA supports include the following:
« 802.1Q VLAN tagging

» Cisco Discovery Protocol (CDP)

+ Domain Name System (DNS)

» Dynamic Host Configuration Protocol (DHCP)
- Internet Control Message Protocol (ICMP)

- Internet Protocol (IP)

+ Real-Time Transport Protocol (RTP)

» Transmission Control Protocol (TCP)

» Trivial File Transfer Protocol (TFTP)

» User Datagram Protocol (UDP)

CiscoATA SIP Services

For a list of required SIP parameters adl &g descriptions of all supported Cis80A SIP services and
cross references to the paramefersconfiguring these services, s€bapter4, “Basic and Additional
SIP Services.”

These services include the following features:
+ |IP address assignment—DHCP-provided or statically configured
» CiscoATA configuration by means of a TFTP server, web browser, or voice configuration menu
» VLAN configuration
« Cisco Discovery Protocol (CDP)
« Low-bit-rate codec selection
« User authentication
» Configurable tones (dial tone, busy tone, alert tone, reorder tone, call waiting tone)
- Dial plans
» Network Address Translation (NAT) Gateway
« NAT/Port Address Tranation (PAT) translation

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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» SIP proxy server redundancy

« Outbound-proxy support

« SIP session-timer support

« Privacy features

« DNS SRV support

» User-configurable, call-waiting, permanent default setting
- Comfort noise during silence period when using G.711

« Advanced audio

- Billable features

« Caller ID format

» Ring cadence format

» Silence suppression

- Hook-flash detection timing configuration

« Configurable on-hook delay

- Type of Service (ToS) configurationrfaudio and signaling ethernet packets

« Debugging and diagnostic tools

Fax Services

Note

The CiscoATA supports two modes of fax services, iniethfax signals are transmitted using the G.711
codec:

« Fax pass-through mode—Receiver-stiigled Station Identificatio@CED) tone detection with
automatic G.711A-law or G.711p-law switching.

« Fax mode—The CiscATA is configured as a G.711-only device.

How you set Cisc@TA fax parameters depends on whatwark gateways are being used. You may
need to modify the default fax parameter values eapter7, “Configuring and Debugging Fax
Services).

Success of fax transmission depends on networkittond and fax modem response to these conditions.
The network must have reasonably low network jitter, network delay, and packet loss rate.

Methods Supported

The CiscoATA supports the methods listed below. For more information, refer to RFC&2B1 (
Session Initiation Protocl

+ REGISTER
« REFER

* INVITE

« BYE

+ CANCEL

| oL-4654-01
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 NOTIFY
« OPTIONS
« ACK

Supplementary Services

SIP supplementary services arevsees that you can use to emca your telephone service. For
information on how to enable andbmeribe to these services, see ‘t@allFeatures” section on
page5-35and the'PaidFeatures” section on pafe36.

For information on how to use these services,Ag@endixA, “Using SIP Supplementary Services.”
The following list contains the SIP supplementary services that the Bigcgupports:

- Caller ID

« Call-waiting caller ID

» Voice mail indication

» Making a conference call

- Call waiting

« Call forwarding

« Callreturn

« Calling-line identification

» Unattended transfer

» Attended transfer

Installation and Configuration Overview

Table1-1 provides the basic steps required to install and configure the &T¥cto make it operational
in a typical SIP environmenthere a large number of Ciséd@As must be deployed.

Table 1-1  Overview of the Steps Required to Install and Configure the Cisco ATA and Make it Operational

Action Reference

1. Plan the network and Cisco ATA configuration.

Install the Ethernet connection.

2

3. Install and configure the other network devices.

4. Install the Cisco ATA but do not power up the CigiA yet. |What the CiscATA Package Includes, page 2-2
5

. Download the desired Cis@TA release software zip file fromChapter3, “Configuring the Cisc@TA for SIP”
the Cisco web site, then configure the Cisdé.

Power up the CiscATA.

7. Periodically, you can upgrade the Cis&bA to a new Chapter8, “Upgrading the Cisc@ATA Signaling
signaling image by using the TFTP server-upgrade methodlorage”
the manual-upgrade method.

o
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Installing the CisciATA

This section provides instructions for installing the Cisdé 186 and Cisco ATA 188. Before you
perform the installation, be sure you have met the following prerequisites:

» Planned the network and Cisco ATA configuration.

« Installed the Ethernet connection.

« Installed and configured the other network devices.
This section contains the following topics:

» Network Requirements, page 2-2

» Safety Recommendations, page 2-2

»  What the CiscATA Package Includes, page 2-2

« What You Need, page 2-3

- Installation Procedure, page 2-3

» Power-Down Procedure, page 2-6

Note  The termCisco ATAis used throughout this manual to refer to both the C4§#0186 and the
CiscoATA 188, unless differences between the Ci&tA 186 and Cisc@TA 188 are explicitly
stated.

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
[ oL-4654-01 h



Chapter 2 Installing the Cisco ATA

M Network Requirements

Network Requirements

The CiscoATA acts as an endpoint on an IP telephony network. The following equipment is required:
» Call Control system

« \oice packet gateway—Required if you are conimgrto the Public Switched Telephone Network
(PSTN). A gateway is not requiredah analog key sysin is in effect.

« Ethernet connection

Safety Recommendations

To ensure general safety, follow these guidelines:
- Do not get this product wet or pour liquids into this device.
- Do not open or disassemble this product.
« Do not perform any action thateates a potential hazard to people or makes the equipment unsafe.
» Use only the power supply that comes with the CIATA.

Warning  Ultimate disposal of this product should be handled according to all national laws and regulations.

Warning Read the installation instructions before you connect the system to its power source.

Warning  The plug-socket combination must be accessible at all times because it serves as the main
disconnecting device.

Warning Do not work on the system or connect or disconnect cables during periods of lightning activity.

Warning  To avoid electric shock, do not connect safety extra-low voltage (SELV) circuits to telephone-network
voltage (TNV) circuits. LAN ports contain SELYuiis, and WAN ports contain TNV circuits. Some
LAN and WAN ports both use RJ-45 connectors. Use caution when conneaieg.

For translated warnings, see tRegulatory Compliance and Safety Information for the CATA186
and CisccATA188manual.

What the CiscTA Package Includes

The CiscoATA package contains the following items:
» CiscoATA 186 or CisccATA 188 Analog Telephone Adaptor
» CiscoATA 186 and CisciATA 188 Analog Telephone Adaptor at a Glance

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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What You Need Il

» Regulatory Compliance and Safety Information for the CATA186 and CisciATA 188
- 5V power adaptor
- Power cord

Note The CiscoATA is intended for use only with the 5V DC power adaptor that comes with the unit.

What You Need

You also need the following items:

« Category-3 10BASE-T or 100BASE-T or betteh&tnet cable. One cabie needed for each
Ethernet connection.

A Category-3 Ethernet cable supports 10BASE-Tuip to 100 meters without quality degradation,
and a Category-3 Ethernet cable supports 100BASE-T for up to 10 meters without quality
degradation.

For uplink connections, use a crossok¢nernet cable to connect the Cig&PA to another
Ethernet device (such as a router or PC) without using a hub. Otherwise, use straight-through
Ethernet cables for both uplink and data port connections.

« Access to an IP network

» One or two analog Touch-Tone telephones or fax machines, or one of each

Installation Procedure

After the equipment is in place, segyure2-1 (for Cisco ATA 186) ofFigure2-2 (for Cisco ATA 188)
and follow the next procedure to install the Cigda\.
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W installation Procedure

Figure 2-1 Cisco ATA 186 Rear Panel Connections
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Figure 2-2 Cisco ATA 188 Rear Panel Connections
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Procedure

Stepl  Place the Cisc@TA near an electrical power outlet.

Step2  Connect one end of a telephone line cord toRhene linput on the rear panel of the Cis&BA.
Connect the other end to an analog telephone set.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Installation Procedure

If you are connecting a telephone set that was puslyjoconnected to an ae¢ telephone line, unplug
the telephone line cord from the wall jack and plug it intoRhene linput.

Warning  To reduce the risk of fire, use only No. 26 AWG or larger telecommunication line cord.
Caution Do not connect th@honeinput ports to a telephone wall jack. To avoid damaging the Gi$Aoor
telephone wiring in the building, do not connect the CIAtA to the telecommunications network.
Connect thePhoneport to a telephone only, never to a telephone wall jack.
Note The telephone must be switched to tone setting (not pulse) for the Aifctm operate properly.
Step3  (Optional) Connect the telephone linerd of a second telephone to fleone 2input port.
Note If you are connecting only one telephone to the CISEA, you must use th@hone linput port.
Step4  Connect an Ethernet cable to the uplink RJ-45 connector on the &Aliscd-or the CiscoATA 186,
this is the 10BASE-T connector; for the Cis&BA 188, this is the 10/100UPLINK connector.
Note Use a crossover Ethernet émko connect the CiscATA to another Ethernet device (such as a router or
PC) without using a hub. Otherwise eus straight-through Ethernet cable.
Step5  (CiscoATA 188 only—optional) Connect a straight-through Ethernet cable from your PC to the 10/100
PC RJ-45 connector on the Cis&A.
Step6  Connect the socket end of the power corthi Cisco-supplied 5V DC power adaptor.
Step7  Insert the power adaptor cable into the power connector on the £igco
Caution  Use only the Cisco-gplied power adaptor.

Warning  This product relies on the building’s installation for short-circuit (overcurrent) protection. Ensure that
a fuse or circuit breaker no larger than 120 VAC, 15A U.S. (240VAC, 10A international) is used on tt
phase conductors (all current-carrying conductors).
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W Power-Down Procedure

Step8

Connect the plug end of the 5V DC power adagord into an electrical power outlet.

When the Cisc®TA is properly connected and powered the green activity LED flashes to indicate
network activity. This LED is labelefiCT on the rear panel of the CisédA 186 and is labeledINK
on the rear panel of the CisédA 188.

Caution

Do not cover or block the air vents on either the top or the bottom surface of theATAsdOverheating
can cause permanent damage to the unit.

For more information about LEDs and the function button, se&Hhedware Overview” section on
pagel-5.

Power-Down Procedure

Caution

Stepl
Step2
Step3

If you need to power down Cis@YA 186 or Ciscal88 at any time, use the following power-down
procedure to prevent damage to the unit.

Procedure

Unplug the RJ45 Ethernet cable
Wait for 20 seconds.
Unplug the power cable.

Warning

This equipment contains a ring signal generator (ringer), which is a source of hazardous voltage. Do
not touch the RJ-11 (phone) port wires (conductors), the conductors of a cable connected to the RJ-11
port, or the associated circuit-board when the ringer is active. The ringer is activated by an incoming
call.
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CHAPTER 3

Configuring the CiscATA for SIP

This section describes how to configure the CIATA to operate with the Session Initiation Protocol
(SIP) signaling image and how the Cis&PA obtains the latest signaling image.

You can configure the CisclTA for use with SIP with any of the following methods:

By using a TFTP server—This is the Cisco-recommended method for deploying a large number of
CiscoATAs. This method allows you to set up a unique CI&EA configuration file or a

configuration file that is common to all Cisé@As. The CiscoATA can automatically download its
latest configuration file from the TFTP server when the CISEA powers up, is refreshed or reset,

or when the specified TFTP query interval expires.

By using manual configuration:

— Voice configuration menu—This is the method you must use if the process of establishing IP
connectivity for the Cisc@TA requires changing the default network configuration settings. These
settings are CDP, VLAN, and DHCP. You also can use the voice configuration menu to review all IP
connectivity settings. The voice configurationmaecan also be used when Web access is not
available.

— Web-based configuration—This method is convenient if you plan to deploy a small number of
CisCcoATAs in your network. To use this method, the Cisd@& must first obtain IP connectivity,
either through the use of a DHCP server or by using the voice configuration menu to statically
configure IP addresses.

This section contains the following topics:

Default Boot Load Behavior, page 3-Z'his section describes the process that the CAS¢o

follows by default when it boots up. It is very important to understand this process because, if your
network environment is not set up to follow this default behavior, you need to make the applicable
configuration changes. For exala, by default, the CiscATA attempts to contact a DHCP server

for the necessary IP addressesithieve network connectivity. However, if your network does not
use a DHCP server, you must manually configumeous IP settings as described in this section.

Specifying a Preconfigured VLAN ID or Disabling VLAN IP Encapsulation, page-3-Bis
section includes a table of the parameters you can configure for VLAN and CDP settings.

Steps Needed to Configure the Cisco ATA, page-3Fhis section provides tables that summarize
the general configuration steps you must follow to configure the @i$Ao

Configuring the Cisco ATA Using a TFTP Server, page-3Tdis section describes procedures for
configuring the Cisc®TA by using a TFTP server, which is the recommended configuration
method for the deployment of a large number of CIATAs.

Voice Configuration Menu, page 3-26This section includes information on how to obtain basic
network connectivity for the CiscATA and how to perform a factory reset if necessary.

| oL-4654-01
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W Default Boot Load Behavior

» CiscoATA Web Configuration Page, page 3-23 his section shows the CisédA Web
configuration page and contains a procedure for how to configure Bigcparameters using this
interface.

« Refreshing or Resetting the Cis8®0A, page 3-26—This section gives the procedure (via the Web
configuration page) for refreshing or resetting the C&EA so that your most recent configuration
changes take effect immediately.

« Obtaining CiscATA Configuration File After Failed Attempt, page 3-2This section gives the
formula for how soon the CiscdTA attempts to fetch its configuration file from the TFTP server
after a failed attempt.

« Upgrading the SIP Signaling Image, page 3-2Zhis section provides ferences to the various
means of upgrading your CisédA signaling image.

Note The termCisco ATAs used throughout this manual to refer to both the CA@0186 and the
CiscoATA 188, unless differences between the Ci&tA 186 and CiscTA 188 are explicitly stated.

Default Boot Load Behavior

Before configuring the CiscATA, you need to know how the default CisA®A boot load process
works. Once you understand this process) will be able to configure the CisédA by following the
instructions provided in this section and in the sections that follow.

All Cisco ATAs are shipped with a bootload signaling-protocol image. However, because this image is
not a fully functional signaling image, the image must be upgraded. The image is designed to be
automatically upgraded by a preqty configured TFTP servefo configure the Cisco ATA to
automatically upgrade to the latest signaling image, se@Jghgrading the Signaling Image from a

TFTP Server” section on pagel.

In addition, the Cisco ATA obtains its configuration file during the bootload process.
The following list summarizes the default Cis&BA behavior during its boot-up process:

1. The CiscoATA uses the Cisco Discovery Protocol (CQB)discover which VLAN to enter. If the
CiscoATA receives a VLAN ID response fnothe network switch, the Cis&YA enters that VLAN
and adds 802.1Q VLAN tags to its IP packets. If the CAf#@does not receive a response with a
VLAN ID from the networkswitch, then the CiscATA assumes it is not operating in a VLAN
environment and does not perform VLAN tagging on its packets.

Note If your network environment is not set up to handle this default behavior, make the necessary
configuration changes by referring to tt&pecifying a Preconfigured VLAN ID or Disabling
VLAN IP Encapsulation” section on page3.

2. The CiscoATA contacts the DHCP server to request its own IP address.

Note If your network environment does not contain aCmPserver, you need to statically configure
various IP addresses so that the Ci&EA can obtain network connectivity. For a list of
parameters that you must configure to obtain network connectivitfadge3-6 on page-21
For instructions on how to use the voice configuration menu, which you must use to perform this
configuration, see th&/oice Configuration Menu” section on page20.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Specifying a Preconfigured VLANdbDisabling VLAN IP Encapsulatiolll

3. Also from the DHCP server, the Cis@dA requests the IP address of the TFTP server.

4. The CiscoATA contacts the TFTP server and downloads the CAd@orelease software that
contains the correct siglting image for the CiscATA to function properly.

Note If you are not using a TFTP server, you need to manually upgrade theATido the correct
signaling image. For informatn on this procedure, see thdpgrading the Signaling Image
Manually” section on pagé-2.

5. The CiscoATA looks for a CiscoATA-specific configuration file (designated by the MAC address
of the CiscoATA and named ataxacaddress>with a possible file extension) on the TFTP server
and downloads this file if it exists. For infoation about configuration file names, see the
“Configuration Files that the cfgfmt Tool Creates” section on &g48&.

6. If the CiscoATA does not find an atavacaddress>onfiguration file, it looks for an atadefault.cfg
configuration file and downloads this file if it exists. This file can contain default values for the
CiscoATA to use.

Note  When the Cisc@TA is downloading its DHCP configuration, the function button on the top panel
blinks.

Specifying a Preconfigured VLAN ID or Disabling VLAN IP
Encapsulation

If you want the Cisco ATA to use a preconfigured VLAN ID instead of using the Cisco Discovery
Protocol to locate a VLAN, or if you want to disable VLAN IP encapsulation, reféalpbe 3-1 for a
reference to the parameters aiiid lyou may need to configure. Use the voice configuration menu to
configure these parameters. (See‘Vmce Configuration Menu” section on pa@e20for instructions
on using this menu.) Also, referTable3-2 for a matrix that indicateshich VLAN-related parameters
and bits to configure depending on your network environment.

Note  Bits are numbered from right to left, starting with bit O.
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M Specifying a Preconfigured VLAN ID or Disabling VLAN IP Encapsulation

Table 3-1 Parameters and Bits for Preconfiguring a VLAN ID

Parameter and Bits Reference
OpFlags: OpFlags, page 5-45
« Bit 4—Enable the use of user-specified voice VLAN ID.

- Bit 5—Disable VLAN encapsulation
« Bit 6—Disable CDP discovery.

VLANSetting: VLANSetting, page 5-12
» Bits 0-2—Specify VLAN CoS bit value (802.1P priority) for TGP
packets.

» Bits 3-5—Specify VLAN CoS bit value (802.1P priority) for
Voice IP packets

« Bits 18-29—User-specified 802.1Q VLAN ID

Table 3-2 VLAN-Related Features and Corresponding Configuration Parameters

VLANSetting
OpFlags Bit 4 OpFlags Bit 5OpFlags Bit §Bits 18-29
Feature
Static VLAN 1 0 1 VLAN ID
CDP-acquired 0 0 0 N/A
VLAN
No VLAN N/A 1 N/A N/A
No CDP N/A N/A 1 N/A
No CDP and no 0 1 1 N/A
VLAN

N/A indicates that the variable is notpdipable to the feature and the settingho$ varaible does not affect the feature.

Example

The following procedure shows you how to configime OpFlags and VLANSettingarameters to allow
the CiscoATA to use a user-specified VLAN ID. In thexample, the voice VLAN ID is 115 (in decimal
format).

Stepl  Set bits 4-6 of the OpFlags parameter to 1, 0, amelspectively. This setting translates to the following
bitmap:
XXXX XXXX XXXX XXXX XXXX XXXX X101 XXXX

The remaining bits of the OpFlags parameter, gisith default values, make up the following bitmap
representation:

0000 0000 0000 0000 0000 0000 Oxxx 0010
Therefore, the resulting value tife OpFlags parameter becomes the following bitmap representation:
0000 0000 0000 0000 0000 0000 0101 0010

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Steps Needed to Configure the Cisco ATl

In hexadecimal format, this value is 0x00000052.

Step2  Set bits 18-29 of the VLANSetting parameter to taceoVLAN ID 115. This setting translates to the
following bitmap

xX00 0001 1100 11XX XXXX XXXX XXXX XXXX
where 000001110011 is the binary representation of the demical value 115.

The remaining bits of the VLANSetting parametgsing all default values, make up the following
representation:

00xx xxxx xxxx xx00 0000 0000 0010 1011

Therefore, the resulting value of the VLANSetting parameter becomes the following bitmap
representation:

0000 0001 1100 1100 0000 0000 0010 1011
In hexadecimal format, this value is 0x01cc002b.

Note If you are using the voice configuration menu totketparameters, you mustre@rt hexadecimal values
to decimal values. For example, the OpFlags setting of 0x00000052 is equivalent to 82 in decimal
format, and the VLANSetting of 0x01cc002b is equivalent to 30146603 in decimal format.

Steps Needed to Configure the Cisco ATA

This section contains the following topics:
- Basic Configuration Steps in a TFTP Server Environment, page 3-5

« Basic Configuration Steps in a Non-TFTP Server Environment, page 3-7

Basic Configuration Steps in a TFTP Server Environment

Table3-3 shows the basic steps for configuring the CiatA and making it operational in a typical
SIP environment, which oludes a TFTP server.
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M Steps Needed to Configure the Cisco ATA

Table 3-3  Basic Steps to Configure the Cisco ATA in a TFTP Environment
Action Reference
1. Download the desired Cis@TA release software zip file from |“Setting Up the TFTP Server with CisédA

the Cisco web site and store it on the TFTP server.

Software” section on pag®8

2. Follow these basic steps to create a unique CA8¢o “Creating Unique and Common CisédA
configuration file, which actually entails creating two files: |Configuration Files” section on pa@e9
a. Create a Cisc@TA configuration text file that contains
parameters that are common to all Ci#d@s in your
network.
b. Create a unique Ciso®TA configuration text file that
contains parameters thate specific to a CiscATA.
Make sure to use anclude command in the unique
configuration file to pull in values from the common
configuration file.
c. Convert the unique configuration file to binary format.
d. Place the unique binary configuration file on the TFTP server.
3. Optionally, create a defautonfiguration file called “atadefault.cfg Configuration File” section on
atadefault.cfg, which the Cis@®Tl'A will download from the page3-17
TFTP server only if the unique CisédA file called
atadmacaddress (with a possible file extension) does not exist
on the TFTP server. For information about possible configuration
file names, see th&onfiguration Files that the cfgfmt Tool
Creates” section on pagel13
4. Configure the upgradecode parameter so that the @iB&avill |“Upgrading the Signaling Image from a TFTP
obtain the correct signaling imafrem the TFTP server when theServer” section on page1
CisCoATA powers up.
5. Configure the desired interval for the Cis&®A to contact the |“Configuring Refresh Inteval” section on pagé-3
TFTP server to check for a configuration-file update or an
upgrade of the signaling image file.
6. Configure the method with which the CisB®A will locate the |“Configuring the Cisco ATA to Obtain its
TFTP server at boot up time. Configuration File from the TFTP Server” section
on pages3-18
7. Power up the CiscATA.
8. If you make configuration changes to the Cigd@\ or upgrade |“Refreshing or Resetting the CisédA” section on

the signaling image on the TFTP server, you can refresh the
CisCcoATA so that these changes take effect immediately.
Otherwise, these changes wilkeaeffect when the specified
interval (Cfginterval parametevalue) for the TFTP query
expires.

page3-26
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Basic Configuration Steps in a Non-TFTP Server Environment

Table3-4 shows the basic steps for configuring the Ci&€A without using the TFTP server method.

Table 3-4 Basic Steps to Configure the Cisco  ATA Without Using the TFTP Server Method

Action Reference
1. Download the desired Cis®TA release software zip file from the Cisco web site:

a. If you are a registered CCO user. go to the following URL:
http://www.cisco.com/cgi-bin/tablebuild.pl/atal86

b. Download the zip file that contains the swdire for the applicableelease and signaling
image you are using. The contents of efilehare described next to the file name.

c. Extract the files to the desired location on your PC.

Note The file that contains the protocobsialing image has an extension of .zup.

2. Manually upgrade the Cis@®A to the correct signaling image. Upgrading the Signaling
Image Manually, page 8-2
3. Configure the Cisc@TA by using either one of the manual-configuration methods. « \Voice Configuration

Menu, page 3-20

» CiscoATA Web
Configuration Page,
page 3-23

4. Power up the CiscATA.
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Configuring the Cisco ATA Using a TFTP Server

The TFTP method of configuration is useful when you have many @iB&decause you can use a
TFTP server for remote, batch configuration of Ciad@és. A TFTP server can host one unique
configuration file for each CiscATA.

This section contains the following topics:

« Setting Up the TFTP Server with CisédA Software, page 3-8

- Configurable Features and Related Parameters, page 3-8

« Creating Unique and Common Cis8®A Configuration Files, page 3-9

- atadefault.cfg Configuration File, page 3-17

» Configuring the Cisco ATA to Obtain its Configuration File from the TFTP Server, page 3-18

Setting Up the TFTP Server with Ci8d®A Software

This section provides the procedure for the CI&TA administrator to obtain the correct CisA0A
software and set up the TFTP server with this software.

Procedure

Stepl If you are a registered CCO user. go to the following URL:
http://www.cisco.com/cgi-im/tablebuild.pl/atal186

Step2  Download the zip file that contains the softwarettee applicable release and signaling image you are
using. The contents of each file are described next to the file name. Save the zip file onto a floppy disc.

Note The file that contains the protocobsialing image has an extension of .zup.

Step3  Extract the signaling files onto the TFTP server. ®Bhisuld be the same TFTP server that will contain
the binary CiscdATA configuration file that you create (either atagcaddress with a possible file
extension or atadefault.cfg). For information about possible configuration file names, see the
“Configuration Files that the cfgfmt Tool Creates” section on [@&gd8.

Configurable Features and Related Parameters

Table4-1 on pagel-2 contains a list of all required SIP parameters. These parameters must be properly
configured for the CiscATA to work.

For descriptions of important Cisé&dA SIP services that you can cagidire, and references to their
configuration parameters, see thmportant Basic SIP Services” section on pdgéand the
“Additional SIP Services” section on pages.

Table4-4 on pagel-23lists, in alphabetical order, various features that you can configure for the
CiscoATA. Table4-4 on paget-23also includes links to the relat@arameter that allows you to
configure each of these featuresich link takes you to a detailed description of the parameter that
includes its default values.
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Configuring the Cisco ATA Using a TFTP Serlllr

For an example of how to configure parameterdlie TFTP Server configuration method, see the
“Creating Unique and Common Cis@dA Configuration Files” section on page9.

Creating Unique and Common Ci8d® Configuration Files

If you have many CiscATAs to configure, a good approachtescreate two configuration files:
» One file that will contain only pararter values unique to a specific Cis&dA.

» One file for parameters that will be configured with values common to a group of Alidso If
this file is updated, all CiscATA devices in this common group can obtain the new configuration
data in a batch-mode environment.

The following procedure demonstrates the stepsded to create these configuration files.

Note  The parameters used in this section helpstllate the process of creating a unique CAbd
configuration file, and do namnclude all required SIP paranegs in the examples. S€hapterd, “Basic
and Additional SIP Servicesfbr complete listings and descrigis of required parameters and
additional configurable feates. Also, refer back tdable3-3 on pages-6 for all main configuration
steps.

Procedure

Stepl  Use the sip_example.txt file as a template for creatitext file of values that are common to one group
of CiscoATAs. The sip_example.txt file is included the software-release zip file and contains all
default values. This file is shown without its annotations in‘@enfiguration Text File Template”
section on pagb-2.

Copy the sip_example.txt file and save it with a meaningful name, summason.txt

Step2  Configure all common parameters by editing the fistas desired. For example, you might configure
the following parameters:
UseTftp:1

DHCP:1
TFtpURL:10.10.10.1

The settings in this example indicate that a group of CA§& is using the TFTP server with an IP
address of 10.10.10.1 to obtain their configuration files. These @iB&s will use a DHCP server to
obtain their own IP addresses but not to obtaeTFTP server IP address (because the TftpURL
parameter has a configured value).

Step3  Save your changes.
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Step4

Step5

Step6

Use the sip_example.txt file again, this time asnapiate for creating a text file of values that are
specific to one CiscATA. For example, you might configure the following parameters:

UserlD:8530709
GkorProxy:192.168.1.1

Save this file of Cisc@TA-specific parameters as:
ata<macaddress.txt

wheremacaddresss the non-dotted hexadecimal versiof the MAC address of the Cis@édA you are
configuring. This non-dotted hexadecimal MACdaelss is labeled on the bottom of most CiadAs
next to the word “MAC.” The file name must be e’gd5 characters long. (However, if this filename
is supplied by the DHCP server, the name can Heragsas 31 characters and can be any name with
printable ASCII characters.)

If necessary, you can obtain the non-dotted hexadecimal MAC address by using the atapname.exe
command. For information on using the atapname.exe command, stsihg atapname.exe Tool to
Obtain MAC Address” section on pagell That section includes an example of a dotted decimal MAC
address and its corresponding non-dotted hexadecimal address.

Note The atasmacaddress.txt file should contain only those raneters whose values are different
from the file of common parameters. Parameter values in thenateddress configuration
file will overwrite any manually configured values (values configured through the web or voice
configuration menu) when the Cis@édA powers up or refreshes.

On the top line of the atawacaddress.txt file, add arinclude command to include the name of the
common-parameters file, and save the file.
include:common.txt

UserlD:8530709
GkorProxy:192.168.1.1

Run the cfgfmt.exe tool, which is bundled with the Cisdé software, on the atavacaddress.txt
text file to generate the binary configuration file. If you wish to encrypt the binary file, ség<ing
Encryption With the cfgfmt Tool” section on pagel2

The syntax of the cfgfmt program follows:

Syntax
cfgfmt [Encryption options] -sip -tptag.dat input-text-file output-binary-file
— Encryption options are described in the&sing Encryption With the cfgfmt Tool” section on
page3-12
— sip is the protocol you are using, which you must specify so that the cfgfmt tool will include
only the applicable protocol in the converted output binary file.

— Theptagdat file, provided with the CiscATA software version you are running, is used by
cfgfmt.exe to format a text input representatiomhaf parameter/value pairs to its output binary
representation. Be sure this file resideshi@ same directory from which you are running the
cfgfmt program.

— input-text-file is the input text file representation of the Cisco ATA configuration file.

— output-binary-file is the final output binary file that Cis&TA uses as the TFTP
configuration file.
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Step7

Step8

Configuring the Cisco ATA Using a TFTP Serlllr

Example
cfgfmt -sip -tptag.dat ata0al4le28323c.txt ata0al41e28323c

This example is based on a Cis&PA MAC address of 10.20.30.40.50.60, which converts to the
two-digit, lower-case hexadecimal representation of each integer as 0al41e28323c.

When you convert the ataxacaddress.txt file to a binary file, the binary file will merge the two text
files to form one Cisc@TA-specific binary configuration file for your Ciso&TA.

If the same parameter is configured with different values in these two files, the value in the
atadnacaddress.txt file takes precedence oveethalue in the common.txt file.

Store all binary configuration file(s) in the TFTP server root directory. For information about possible
configuration file names, see th@onfiguration Files that the cfgfmt Tool Creates” section on
page3-13

When the Cisc@TA powers up, it will retrieve its configuration file(s) from the TFTP server.

If you want to make configuration changes after boot up, repeat the process of creating or editing the
text files containing the desiredaaneters, then converting the ataacaddress.txt text file to the

binary file(s) and storing the binary file(s) on the TFTP server. For the configuration changes to take
effect immediately, refresh the Cis@dA. (See theé'Refreshing or Resetting the Cis@édA” section

on pages3-26.)

After being refreshed, the Cis@dA will download the updated atasacaddress>onfiguration
file(s).

Note If you do not perform a feesh procedure, the CiséTA will update its configuration the next
time it contacts the TFTP server, which is based on the configured value of the Cfginterval
parameter.

Using atapname.exe Tool @btain MAC Address

This bundled tool is useful for converting the dotted decimal version of the BI#cMAC address
(available on the CiscATA Web configuration page or from the voice configuration menu @
to its default Cisc®TA profile name. This name has the following format:

ata XXXXXXXXXXXX
where eaclhxx is the two-digit, lower-case hexadecimal representation of each integer in the dotted,

decimal version of the Cisc®TA MAC address. This is the name you use for the unique A€o
binary configuration file.
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Note

The following command and output show an example of this command.

Command Example
atapname.exe 10.20.30.40.50.60

Command Output

ata0al41e28323c

The same functionality is available from the voice configuration menu (voice men@4#yevhich
will announce the CiscATA profile name.

Using Encryption With the cfgfmt Tool

Note

Note

The EncryptKey or EncryptKeyEx parameter can be wg@hcrypt binary files that are transferred over
TFTP. You can change encryption keys for each CAid® so that only one specific Ciso®TA can
decode the information.

Cisco strongly recommends using the EncryptKepBrameter for encryption because this parameter
provides a stronger encryption than the EncryptKey parameter that was used iATAissaftware
releases prior to release 2.16.

You must use version 2.3 of tieégfmtconfiguration-file generation tool to use the new EncryptKeyEx
parameter. This tools comes bundled with Ci&atA software version 3.0. To verify that you have
version 2.3 of the cfgfmt tool type the following command:

cfgfmt

The version number of the cfgfmt tool will be returned.

You can configure the EncryptKeyEx parameter by using the Gi¥AoWeb configuration page or by
using the TFTP configuration method. (For more information, seéaheryptKeyEx” section on
pages5-7.)

You can configure the EncryptKey parameter by using the Gi$éoWeb configuration page, the
voice configuration menu, or by using the TFTP configuration method. (For more information, see the
“EncryptKey” section on pagg-6.)

By default, the Cisc@TA-specific atasnacaddress>onfiguration file(s) are not encrypted. If
encryption is required, however, you must manually configure the EncryptKeyEx or EncryptKey
parameter before yomoot up the Cisc&TA so that the TFTP metd is secure. The Cis®lA uses
the RC4 cipher algorithm for encryption.

Because the factory-fresh ATA canraatcept encrypted configuration filethe first unencrypted file, if
intercepted, can easily be read. (You would still have to know the data structure format in order to
decode the binary information frothe unencrypted file.) Therefore, the new encryption key in the
unencrypted file cabe compromised.

For security reasons, Cisco recommends thatsgtuhe UlPassword parameter (if desired) in the
configuration file and not by using one of the manual configuration methods.
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This section contains the following topics:
- Configuration Files that the cfgfmt Tool Creates, page 3-13
- cfgfmt Tool Syntax and Examples, page 3-14

Configuration Files that the cfgfmt Tool Creates

Note

Note

Note

The number of output binary configuration files that the Ci&tA produces is dependent on two
factors:

« Which encryption key parameter is used—EncryptKey or EncryptKeyEx
» The total size of the binary output

Table3-5 shows the names of the binary files that can be generated. One, two or four files can be
generated.

<macaddress in Table3-5is the MAC address of the CisédA.

If you are creating aatadefaultconfiguration file, the generated binary file name will be
atadefault.cfg.if you encrypt the text file with the EncryptKeyEx parameter; the binary file name will
beatadefault.cfgf you do not use the EncryptKeyEx parameter to encrypt the text file. For information
on creating amtadefaultconfiguration file, see thtatadefault.cfg Configuration File” section on
page3-17.

Table 3-5 Configuration Files that the Cisco  ATA May Generate

Total Binary Output Size Less |Total Binary Output Size
Than or Equal to 2,000 Bytes |Greater Than 2,000 Bytes

Value of

EncryptKeyEx

Parameter

0 ata<macaddress ata<macaddress
ata<macaddress.ex

Non-zero ata<macaddress ata<macaddress

ata<macaddress.x atadmacaddress.ex
ata<macaddress.x

ata<macaddress.xex

Place all generated binary configuration files onto the TFTP server.
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cfgfmt Tool Syntax and Examples

The syntax of the cfgfmt tool follows:

Syntax
cfgfmt [options] input output

Syntax Definitions—Options

-eRc4Passwd—This option directs the Cigdé\ to useRc4Passwas the key (up to eight
hexadecimal characters) to encrypt or decrypt the input text file. However, if theAJi&co
EncryptKey parameter in the input text file is not 0, then the value of that parameter is used to
encrypt the output binary file, alRc4Passwds ignored. Thee portion of this option means that
the CiscoATA will use theweakerencryption method.

-E—This option directs the Cisa®TA to notuse the value of the EncryptKey parameter, as set in
the input text file, to encrypt the output binary configuration file.

-XRc4Passwd—This option directs the CigdiA to useRc4Passwdwhich must be a hexadecimal
string of as many as 64 characters, as the keytoypt or decrypt the input text file. However, if
the CiscoATA EncryptKeyEx parameter in the input text file is not 0, then the value of that
parameter is used to encrype output binary file, anBc4Passwis ignored. Thex portion of this
option means that the Ciséd@A will use thestrongerencryption method.

-X—This option directs the CiscAiTA to not use the value of the EncryptKeyEx parameter, as set
in the input text file, to encrypt the output binary configuration file.

-tPtag.dat—This file, provided with the Cis@®A software version you are running, is used by the
cfgfmt tool to format a text input representation of the parameter/value pairs to its output binary
representation. Be sure this file resides ingaume directory from which you are running the cfgfmt
program.

-sip—Specify this tag if you are using the SIP protocol so that the cfgfmt tool will include only the
SIP protocol parameters in the converted output binary file.

-h323—Specify this tag if you are using the H.323 protocol so that the cfgfmt tool will include only
the H.323 protocol parameters in the converted output binary file.

-mgcp—Specify this tag if you are using the MGCP protocol so that the cfgfmt tool will include
only the MGCP protocol parameters in the converted output binary file.

-sccp—Specify this tag if you are using the SCCP protocol so that the cfgfmt tool will include only
the SCCP protocol parameters in the converted output binary file.

-g—This tag omits sensitive parameters in an aiacaddress file that was created with a version
of the cfgfmt tool prior to version 2.3.

Some parameters, specified in the ptag.dat file used byfgifimttool, are marked as sensitive
information (these parameters could include WH¥eord, UID, PWDO0). These parameters are not
included in the output binary file if thg switchis specified in the cfgfmt syntax.

Syntax Definitions—Required Parameters

Input—This is the input text file representation of the Cisco ATA configuration file.
Output—This is the final output binary file that Cis&0A uses as the TFTP configuration file.
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Syntax examples

The cfgfmt.exe syntax affects howetlEncryptKeyEx or EncryptKey pameters are used, as shown in
the following examples. In theseamples, input-text-file is the ataxacaddress>xt file that you will
convert to binary to create the atagcaddress>onfiguration file(s) for the CiscATA;
output-binary-file is that binary ataxacaddressfile, andSecretis the encryption key.

cfgfmt -sip -tptag.dat input-text-file output-binary-file

If input-text-file sets the CiscATA EncryptKey parameter to 0, then output-binary-file is not
encrypted. If the input-text-file sets EncryptKey to a non-zero value, then output-binary-file is
encrypted with that value.

cfgfmt -X -sip -tptag.dat input-text-file output-binary-file
This is an example of how you might perform encryption on a first-time Gisdo

The -X (uppercase) option means thay value specified for the Cisé@A EncryptKeyEx
parameter in input-text-file is ignored. However, becdbseretis not specified in this example,
output-binary-file is not encrypted. Nevertheless, the EncryptKeyEx parameter and its value, if
specified in input-file-text, will be included in output-binary-file for possible encryption at a later
time. The next time the Cis®TA fetches the configuration file from the TFTP server, the file will
be encrypted witlsecret

cfgfmt -X -xSecret -sip -tptag.dat input-text-file output-binary-file
This is an example of changing the encryption key from one key to another key.

The -X (uppercase) option means thay value specified for the Cisé@A EncryptKeyEx
parameter in input-text-file is ignored and the output-binary-file is encrypted withetbetkey.
However, the EncryptKeyEx parameter and its valuspécified in input-text-file, will be included
in output-binary-file.

Examples of Upgrading &tronger Encryption Key

Example 1

Step 1

Step 2

This section contains two examples of how you would upgrade your &igcoonfiguration to use the
stronger encyrption method if the current Cigd@\ firmware version was a version earlier than version

2.16.2. Versions earlier than 2.16.2 do not support the stronger EncryptKeyEx parameter.

In this example, the CiscAiTA has not yet been deployed, but its firmware version is earlier than 2.16.2.

Therefore, the CiscATA will upgrade to to firmware version 3.0 to use the EncryptKeyEx parameter

as its encryption key.

The CiscoATA in this example has a MAC address of 102030405060.

Perform the following steps:

Procedure

Create a file calledtal02030405060.thy using the applicablexample.txfile provided with the
CiscoATA software. (For example, for SIP, theaample.txt file is cakd sip_example.txt.)

Modify the ata102030405060.txtle with desired parameter kees. The value of the EncryptKey
parameter should be 0.
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Step 3

Step 4

Step5

Step 6

Note

Set the value of the EncryptKeyEx parameter to the chosen encryption key with which you want the
output binary file to be encrypted. In the EncryptKeyEx parameter specified in the configuration file,
you can also restrict the EncryptKeyEalue to apply only to the Cis@TA with a particular MAC

address. For example, if the chosen key value is 231e2a7f10bd7fe, you can specify EncryptKeyEx as:

EncryptKeyEx:231e2a7f10bd7fe/102030405060
This means that only the CisédA with the MAC address 102030405060 will be allowed to apply this
EncryptKeyEx value to its internal configuration.

Update thaupgradecodgarameter to instruct the CisédA to upgrade to firmware version 3.0 by
means of TFTP configuration. Thwgradecodgarameter is described @hapter8, “Upgrading the
CiscoATA Signaling Image.”

Run thecfgfmttool as follows:
cfgfmt -g ata102030405060.txt ata102030405060

This will generate the following two binary configuration files:
» atal02030405060
» atal02030405060.x
atal02030405060s unencrypted.
atal02030405068 is encrypted with EncryptKeyEx value.
Place these two files on the TFTP server that the G\@owill contact for its configuration files.

When the Cisc@TA powers up, it will obtain its IP address from the DHCP server. If the DHCP server
specifies the TFTP server address, the Ci&O® will contact the TFTP server obtained from DHCP
because the CisclTA is not preconfigured with a TFTP server address. The boot process is as follows:

a. The CiscoATA downloads the configuration file ata102030405060 from the TFTP server.

b. The CiscoATA applies parameter values in the fd&10203040506€o its internal
configuration while ignoring t EncryptKeyEx parameter (because the older version of the
CiscoATA does not yet recognize the EncryptKeyEx parameter).

The CiscoATA upgrades to the 3.0 firmware load.

The CiscoATA reboots.

e. The CiscoATA again downloads the configuration fiégda102030405060

f. The CiscoATA applies the value of the EncryptKeyEx parameter to its internal configuration.
g. The Cisco ATA reboots.

h. The CiscoATA EncryptKeyEx value is in effect, so from this point forward the Ci&tA will
download theatal02030405060.file at each reboot and eatime the value configured in the
Cfglntervalparameter expires.

e o

Although EncryptKeyExs encrypted in the atasacaddress file, and the atamacaddress file

does not contain other sensitive information, Cisco recommends that for absolute security you
pre-configure the CiscATA as described in this example for a private network. Alternatively, you
should remove ataracaddress onceEncryptKeyExakes effect.
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In this example, a new Cis@&TA has already been deployed (with tBecryptKeyvalue set) with a
firmware version earliethan 2.16.2. The CiscATA needs to be upgraded to version 2.16.2 firmware
or greater to usencryptKeyExparameter to encrypt its configuration file.

In this scenario, you would follow the same procedure as in Example 1, except that you would need tc
set theEncryptKeyvalue to the previously configuréthcryptKeyvalue. The difference is that the
atadmacaddress file is now encrypted witlEncryptKeybecause the CisobTA expects the

atadmacaddress file to be encrypted witEncryptKey.fie CiscoATA can then begin using the
atadmacaddress.x file that is encrypted with thEncryptKeyExparameter.

atadefault.cfg Configuration File

Stepl
Step2
Step3

Step4

You can create a configuration filealled atadefault.cfg, thatég®@mmon to all Cisco ATAs. This
configuration file is applied to a Cis@JA only if a unique configuration file (such as atagcaddress)
does not exist for the Cisé&TA on the TFTP server during the Cise®A power-up procedure.

You can use the atadefault.cfg file to provide limited functionality for when you first install the
CiscoATA. For example, if your service provider provides the ethernet connection and VolP telephony
service, you may need to call customer servicactivate the service. If the atadefault.cfg file is
configured to provide a direct nnection to the customer servicenter, you can simply pick up the
telephone and wait to be connected without using your regular phone.

The following procedure illusates how to create the Cis8®A default configuration file, convert it to
the required binary format that the Cis&BA can read, and store it on the TFTP server so that the
CiscoATA will download it during the boot-up process:

Procedure

Make a copy of the sip_example.fite and rename it atadefault.txt.
Make the desired configuration changes by editlne atadefault.txt file, then save the file.

Convert the atadefault.txt file to a binary file by running the cfgfmt.exe tool, which is bundled with the
CiscoATA software.

Note If you wish to encrypt the binarfjle for security reasons, see tHgsing Encryption With the
cfgfmt Tool” section on pag®-12 If you encrypt the file using the EncryptKeyEx parameter,
the resulting binary file will be called atadefacfg.x; if not encrypted with the EncryptKeyEx
parameter the resulting binamef name will be atadefault.cfg.

Store the binary atadefaultgc(or atadefault.cfg.x) configurationldiin the TFTP serr root directory.

During the boot-up process, the Cis&bA will download this file as its configuration file unless it first
finds a Cisco ATA-specific configuration filramed for the MAC address of the Cisco ATA.
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Configuring the Cisco ATA to ObtainGtnfiguration File from the TFTP Server

This section describes three methods for how the GASéocontacts the TFTP server to obtain its
configuration file:

« Using a DHCP Server, page 3-18
— The CiscoATA contacts the DHCP server, which progglthe IP address of the TFTP server

— The CiscoATA uses the DHCP server but the DHE&ver does not know about the TFTP
server

» Without Using a DHCP Server, page 3-20

Using a DHCP Server

When using a DHCP server, configuration settings vary depending on whether or not the DHCP server
is under the control of the Cis&TA system administrator or the service provider. The simplest
configuration is when the DHCP server is under the control of the @iB&@dministrator, in which

case the DHCP server provides the IP addressdf T P server. Depending on who controls the DHCP
server, follow the applicdé configuration procedure:

» Procedure if DHCP Server is Under Control of Cigd@& Administrator, page 3-18

» Procedure if DHCP Server is not Under Control of Ciagé Administrator, page 3-19
This section also includes the topic:

« Other DHCP Options You Can Set, page 3-19

Note If no DHCP server is found and the Cis&®A is programmed to find one, the function button
continues to blink.

Procedure if DHCP Server is Under Control of @i3éoAdministrator

Procedure

Stepl ~ On the DHCP server, set one of the following two options:
+ DHCP option 150 (TFTP server IP address)
« Standard DHCP option 66 (TFTP server name)

If you use DHCP option 150, the Cis&®A will ignore DHCP option 66. However, if you use DHCP
option 66, you must turn off DHCP option 150 or set its value to 0.

Note  You can turn off the DHCP option 150 request by using the GA320OpFlags parameter (see
the“OpFlags” section on page45).

Step2  Make sure to use defaultluas for the following Cisc@TA parameters:
« TftpURL=0
« UseTftp=1
« DHCP=1
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This completes the parameter settings and DHCP options you need to configure for this procedure. Th
CiscoATA will contact the DHCP server for the IRldress of the TFTP segwthat contains the
CiscoATA configuration file.

Procedure if DHCP Server is not Under Control of GiEAcAdministrator

This is the procedure to use if the DHCPvee is not under the control of the Cis&DA administrator,
which means that the URL of the TFTP server must be manually configured.

Procedure

Stepl  Using the voice configuration menu, set the parameter TftpURL to the IP address or URL of the TFTP
server. For more information on setting the TftpURL parameter, sé&ftp&JRL" section on pagé-5.
For information about using the Cis@dA voice configuration menu, see thiéoice Configuration
Menu” section on pagg-20.

Note If you are not using a DHCP server to provide the TFTP server locatiomysimanually
configure the TftfURL. You can do this by using the voice configuration menu without first
obtaining network connectivity for the CisédA. If you want to configure this value using the
Web configuration page, you first must obtaetwork connectivity by using the voice
configuration menu to statically cagtire IP address information (see theice Configuration
Menu” section on pagg-20).

Step2  Use the default value of 1 for the Cis8DA parameter DHCP.
Step3  Use the default value of 1 for the CisBdA parameter UseTftp.

This completes the parameter settings you need to configure for this procedure. Th&TBisdt
contact the manually configured TFBBrver that contains the CisA®A configuration file.

Other DHCP Options You Can Set

The following parameters can also be configured with DHCP:

« Boot file name of DHCP header—The ataacaddress>binary CiscATA configurationfile,
which can have a maximum of 31 characters andbeaany name with printable ASCII characters

« Client PC address

« DHCP option 1—Client Subnet Mask

» DHCP option 3—Routers on the client’s subnet

+ DHCP option 6—0ne or two Domain Name servers

- DHCP option 42—One or two Network Time Protocol servers

Note DHCP options 43 and 60 are set by the CIi&TA. Option 43 specifies the protocol and option 60
identifies the vendor class of the Cis&BA box.
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Without Using a DHCP Server

Stepl
Step2
Step3

Step4

Use the following procedure if you are not using a DHCP server in your environment but are still using
a TFTP server to obtain the CisA®A configuration file:

Procedure

Set the DHCP parameter to 0.
Set the UseTFTP parameter to 1.

Set the Cisc@TA parameter TftpURL to the IP address or URL of the TFTP server. For more
information on setting the TftpURL parameter, see“fifgpURL” section on pagé&-5.

Note If you are not using a DHCP server to provide TP server location, you must manually enter
the TftpUrl using either the voice configuration menu or the Web configuration page.

If you have done already done so, statically configure the following parameters using the voice
configuration menu (see th¥oice Configuration Menu” section on pag@e20). These are the
parameters you need to configure for the CIATA to obtain network connectivity:

« StaticlP
« StaticRoute
« StaticNetMask

Other parameters that are normally supplied by DGR be provided statidglby configuring their
values. These parameters are:

« DNSI1IP
« DNS2IP
- NTPIP

« AINTPIP
+ Domain

This completes the parameter settings you need to configure in order for theATAsttocontact the
TFTP server (without using DHCP) that walbntain the configuration file for the CisédA.

Voice Configuration Menu

The main reasons to use the voice configuration naeato establish IP connectivity for the Cig¥tA

if a DHCP server is not being used in yowatwork environment, and to reset the Cisda to its

factory values if necessary. You can also use the voice configuration menu if you need to configure a
small number of parameters or if the web interface and TFTP configuration are not available.
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Note

Voice Configuration Menu Il

Do not use the voice configuration menu to attempt to change any values that you configured by mean
of the TFTP configuration filenethod. Whenever the Cis@édA refreshes, it downloads its
atadmacaddress>onfiguration file or atadefault.cfg default configuration file from the TFTP server,
and the values in either of theefiles will overwrite the values of any corresponding parameters
configured with the voice configuration menu.

SeeChapter5, “Parameters and Defaultdgdr a complete list of parameters and their definitions. Also
seeTable4-4 on pagel-23for an alphabetical listing of configainle features and references to their
corresponding parameters.

This section contains the following topics:
« Using the Voice Configuration Menu, page 3-21
« Entering Alphanumeric Values, page 3-22
» Resetting the CiscATA to Factory Default Values, page 3-23

Using the Voice Configuration Menu

To manually configure the Cisa®TA by using the voice configuration menu and the telephone keypad,
perform the following steps:

Procedure

Stepl  Connect an analog touch-tone phone to the port lab@eme 1on the back of the CiscaTA.

Step2  Lift the handset and press the function button located on the top of theAJi&c&ou should receive
the initial voice configuration menu voice prompt.

Step3  Using the telephone keypad, entee tloice menu code for the parameter that you want to configure or
the command that you want to execute, then ptebsr a list of voice menu codes, s&gpendixB,
“Voice Menu Codes.”
Table3-6 lists the menu options that you need to configure basic IP connectivity for theATisco
after which you can use the CisA®A web configuration page to afigure additional parameters.
Note If you are using the voice configuration menu to statically configure the @iE&dP address,

you must disable DHCP by setting its value to 0.
Table 3-6  Parameters that Provide Basi ¢ IP Connectivity for the Cisco ATA
Voice Menu
Number Features
1 StaticlP—IP address of the Cis@dA.
2 StaticRoute—Default gateway for the Cis&BA to use.
10 StaticNetMask—Subnet mask of the CigETA.
20 DHCP—Set value to 0 to disable the use of a DHCP server; set value to 1 to enable
DHCP.
21 Review the IP address of the Cis&TA.
Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Table 3-6  Parameters that Provide Basic IP Connectivity for the Cisco ATA (continued)

Voice Menu

Number Features

22 Review the default router for the Cisco ATA to use.
23 Review subnet mask of the CisAdA.

Step4  Follow the voice prompts and enteethppropriate values, then press#hey.

Note Use the * key to indicate a delimiter (dot). Ferample, to enter an IP address of 192.168.3.1,
you would enter 192*168*3*1 on your telephone keypad.

Note  When entering values for a field that containsexadecimal valugpou must convert the
hexadecimal value to a decimal value in order to enter it into the voice configuration menu
system. For example, to enter the hexadecimal value 0x6A, you would enter the number 106 on
the telephone keypad.

The voice configuration menu repeats the value giiered, then prompts you to press one of the
following keys:

« 1=Change your entered value

« 2=Review your entered value

« 3=Save your entered value

» 4=Review the current saved value

Step5  Cisco strongly recommends that you set a password. Use the voice menu code 7387277 (SETPASS) to
configure a password through the voice configuration menu, after which you are prompted for the
password whenever you attempt to change a parameter value.

Step6  After completing the configuration through the voice configuration menu, pregskineto exit.

Step7  Hang up the telephone. The Cis&BA configuration refreshes. The function button fast-blinks when
the refresh completes.

Entering Alphanumeric Values

Some voice configuration menu options require you to enter alphanumeric characters. Alphanumeric
entry differs from numeric dry because you must pregsfter each character selected.

If you need to enter an alphanumeric value, thee@rompt tells you to entan alphanumeric value;
otherwise, enter a numeric value (0 to 9).

Table3-7 lists the keys on a telephone keypad #tmeir respective alphanumeric characters.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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UsingTable3-7 as a guide, enter the appropriate number key on the telephone keypad as many times a
needed to select the number, letter, or symbol required. For example, to enter 58sQ, you would enter:

SHB#TTTTTHTTTITTTT#H#

Table 3-7  Alphanumeric Characters

Key Alphanumeric Characters
1./ \ @*space return +-!1,?|~"#=$""%<>[] ;;{}(&
2abcABC
3defDEF
4ghiGHI

5jklJKL
6mnoMNO
7TpqrsPQRS
tuvTUV
9wxyzWXYZ

0

Ol | N0~ W DNk

Resetting the CiscATA to Factory Default Values

It is possible that you may, under some circumstances, want to reset thé\UAstmits factory default
values. For example, this is the only way to rec@éorgotten password without contacting your Cisco
representative.

To perform a factory reset, you must usevhie configuration menand follow these steps:

Procedure

Stepl  Press the function button on the Cig¥TA.
Step2  Press the digit822873733FACTRESET) then pres# on your telephone keypad.
Step3  Press on your telephone keypad to confirm that you want to reset the £igcahen hang up the phone.

CiscoATA Web Configuration Page

You can use the CiscATA web configuration page in a non-TFTP configuration environment, or in a
TFTP configuration environment as a read-only record of individual customer parameters.

You can display the most recent Cis&BA configuration file from the TFTP server by opening your
web browser and typing the following:

http://<ipaddress>/refresh
whereipaddresds the IP address of the CisgdA.

Figure3-1 shows and example of the CisBdA web configuration page, which displays all
configurable parameters.
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M Cisco ATA Web Configuration Page

Note Do not use the web configuration page to attemphtinge any values thatiyaonfigured by means of
the TFTP configuration file method. Whenever the Ci&TA refreshes, it downloads its
atadmacaddress>xonfiguration file(s) or atadefault.cfg default configuration file from the TFTP server,
and the values in either of these files will overwrite the values of any corresponding parameters
configured with the web configuration method.
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Figure 3-1 Cisco ATA Web Configuration Page
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Stepl
Step2
Step3

Step4

Note

Step5

Step6

You can access the web configuration page famy graphics-capable browser, such as
Microsoft InternetExplorer or Netscape. This proesd easy initial access to the CigEA
configuration within the administrator’s private network.

Follow these steps to set parameters using the web configuration page:

Procedure

Make sure that your PC and the CigftA are already networked and visible to each another.
Open your web browser.

Enter the URL for your configuration page. The default URL for the web server is:
http://IP Address / dev

For example, the configuration page for a Cisdé with the IP address 192.168.3.225 is:
http://192.168.3.225/dev
Select the values for the items that you want to configureC8apters, “Parameters and Default$gr

a complete list of parameters and their definitions. AlsoTséde4-4 on pagel-23for an alphabetical
listing of configurable features and redaces to their coesponding parameters.

Cisco strongly recommends that you set a password. Use the UlPassword parameter to configure a
password, after which you are prompted for the password whenever you attempt to change a parameter
value. Configuration parameters cannot be acceggeugh the voice configuration menu if the

password contains one or more letters and can &eged only by using the web interface or the TFTP
configuration method.

Click apply to save your changes.
The CiscoATA automatically refreshes its configuration.

Close your web browser.

Refreshing or Resetting the Cis&0A

Note

Whenever you make configuration changes to your CA§#oconfiguration file, you can refresh or

reset the Cisc@ATA for these configuration changes to immediately take effect. If you do not refresh or
reset the Cisc@ATA, the configuration changes will take effect the next time the CA§@ocontacts

the TFTP server, which occurs based on th#igared value of the Cfginterval parameter.

A refresh procedure will update the Cis&BA configuration file. A reset procedure will also update the
CiscoATA configuration file, and will additionally power-down and power-up the CAEA. A reset
should not be necessary if your only goal is to update the configuration file.

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)

OL-4654-01]



| Chapter3  Configuring the Cisco ATA for SIP

Obtaining Cisco ATA Configticn File After Failed Attemptill

Procedure to Refresh the Cis8dA

To refresh the CiscATA, enter the following command from your web browser:
http://<ipaddress/refresh

whereipaddresss the IP address of the Cis8®A that you are refreshing.

Procedure to Reset the CisAd A

To reset the CiscATA, enter the following command from your web browser:
http://<ipaddress/reset

whereipaddressis the IP address of the CisA®A that you are resetting.

Obtaining Cisc@TA Configuration File After Failed Attempt

The CiscoATA uses the following formula for determinirigpw soon to contact the TFTP server for the
CiscoATA configuration file after a failed attempt at getting the file. The result of the formula is called
therandom back-off amount

random back-off amount = Cfglnterval + random(min(1800, Cfginterval))

where

- Cfglintervalis the value of the Cfginterval configuration parameter (in seconds). For more
information about this parameter, see tGéglnterval” section on pagB-6.

- random(x) function yields a value between 0 and x-1.

« min(x,y) function yields the smaller value of x and y.

Upgrading the SIP Signaling Image

For instructions on how to upgrade the Cigd@ to the most recent SIPgialing image, refer to the
following list:

» To use the recommended TFTP method of upgrading the BiBkpsee the'Upgrading the
Signaling Image from a TFTP Server” section on p&de

- Inthe rare instance that you are nongsihe TFTP server to configure the Ci€tA and to obtain
software upgrades, you must manually upgrad@iédatest signaling image immediately after the
CiscoATA boots up. In this case, see thépgrading the Signaling Image Manually” section on
page8-2.
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CHAPTER I

Basic and Additional SIP Services

This section provides informiah about key basic and additional SIP services that the @iE&o
supports:

Important Basic SIP Services, page-4-This section includes a list of parameters that you must
configure in order for the CiscATA to function in a SIP environment.

Additional SIP Services, page 4-3This section contains information about additional, commonly
used SIP features, with references topgheameters for configing these services.

Complete Reference Table of all Cis&BA SIP Services, page 4-23This section contains a
complete listing of Cisc@&TA services supported for SIP, and includes cross references to the
parameters for configurg these services. This section includes services not described in the
sections about the key basic SIP servicestae commonly used additional SIP services.

Note The termCiscoATArefers to both the CiscATA 186 and the CiscATA 188, unless otherwise stated.

Important Basic SIP Services

This section provides descriptions and cross refe®far configuring required SIP parameters and also
for configuring other important basic SIP services:

Required Parameters, page 4-1
Establishing Authentication, page 4-2
Setting the Codec, page 4-3
Configuring Refresh Interval, page 4-3

Required Parameters

If you are using the SIP protocol, you need to supplyes for the required SIP parameters shown in
Table4-1. The Parameter column provides the namthefparameter and a cross reference which
provides a more-detailed description of the parameter.

Note  SeeChapter5, “Parameters and Defaultsfor information albut additional Cisc@TA parameters.

| oL-4654-01
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M important Basic SIP Services

Table 4-1 Required SIP Parameters and Defaults

Voice
Menu
Access |Minimum |Maximum
Parameter Value Type Description Code |Value Value Default
SIPReglnterval, pagelnteger Seconds between registration renewal203 1 86400 3600
5-19
MAXRedirect, page |Integer Maximum number of times to try 202 0 10 5
5-20 redirection
SIPRegOn, page 5-2(nteger Enable SIP registration 204 0 1 0
NATIP, page 5-21 IP address WAN address of the attached 200 0 255 0.0.0.0
router/NAT; currently only used to
support SIP behind a NAT.
SIPPort, page 5-19 |Integer Port to listen for incoming SIP request201 1 65535 5060
MediaPort, page 5-30Integer Base port to receive RTP media; only 202 1 65535 16384
used to support SIP behind a NAT
SipOutBoundProxy, |Alphanumeric |Proxy server for all outbound SIP 206 — — 0
page 5-21 string requests.
All SIP requests are sent to
SipOutBoundProxy, when configured,
instead of to the configured GKOrProxy.
GkOrProxy, page Alphanumeric |SIP proxy server address or registrar |5 — — 0
5-13 string address.

Establishing Authentication

The CiscoATA supports two levels of authentication, depending on the setting of the UseLoginID
parameter:

» IfUselLoginID is setto 0, the user ID (UIDOOID1) is used with a user-supplied password (PWDO
or PWD1) for authentication.

» If UseLoginID is set to 1, you must supply a login ID (LoginIDO or LoginID1) and a password
(PWDO or PWD1) fo authentication.

Related Configuration Parameters
« UseloginlD, page 5-18

- UIDO, page 5-15

« UID1, page 5-16

+ LoginIDO, page 5-17

» LoginID1, page 5-18

« PWDO, page 5-16

« PWD1, page 5-17
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Setting the Codec

The LBRCodec (low-bit-rate codec) parameter determines whether the G.723, G.726 or G.729A codec
in addition to G.711A-law and G.711p-law, can bedifor receiving and transmitting. For configuration
information, see theL. BRCodec” section on page-32

Configuring Refresh Interval

When the value specified in the Cfginterval paramisteeached, the CiscTA attempts to refresh its
configuration file from the TFTP server. By opening a web page for the @iBEpoyou can perform a
refresh before the scheduled refreSkt the Cfginterval parameter to an interval value (in seconds) for
refreshing the CiscATA configuration file. Cisco recommends that the interval be semi-random to
prevent many simultaneous contacts with the TFTP server. For more information, ‘sefgtherval”
section on pag6-6.

When the Cisc®TA contacts the TFTP servat,also checks to see if arpgrade signaling image has
been placed on the TFTP serversilfch an image exists, the Cis&bA will download this image.

Additional SIP Services

This section describes additional SIP services wheye applicable, provideonfiguration information
and cross references to the parameters for configuring these services. These services are listed
alphabetically.

» Advanced Audio Configuration, page 4-4

+ Billable Features, page 4-4

» Call Forwarding Setting Removal Using HTTP, page 4-5

« Call-Waiting Hang-Up Alert, page 4-5

« Comfort Noise During Silence Period When Using G.711, page 4-6
« Configurable Hook Flash Timing, page 4-7

« Configurable Mixing of Call Waiting Tone and Audio, page 4-7
« Configurable On-hook delay, page 4-7

» Configurable Reboot of CiscATA, page 4-7

- Diagnostics for Debugging, page 4-7

- Dial Plan, page 4-7

« Disabling Access To The Web Interface, page 4-8

« Display-Name Support for Caller ID, page 4-8

» Distinctive Ringing, page 4-8

« DNS SRV Support, page 4-9

» Hardware Information Display, page 4-9

« NAT Gateway, page 4-9

« NAT/PAT Translation, page 4-10

« Network Timing, page 4-10
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- Obtaining Network Status Before andt&f Getting IP Connectivity, page 4-10
« Progress Tones, page 4-13

« Real-Time Transport Protocol (RTP) Statistics Reporting, page 4-13

» Receiver-tagged VIA header, page 4-13

» Redundant Proxy Support for BYE/CANCEL Request, page 4-13

» Repeat Dialing on Busy Signal, page 4-14

» Retransmitting SIP requestadSIP Responses, page 4-15

« Setting Up and Placing a Call Without Using a SIP Proxy, page 4-15

« SipOutBoundProxy Support, page 4-16

« SIP Proxy Server Redundancy, page 4-16

» SIP Session-Timer Support, page 4-17

» Status of Phone Service Using HTTP, page 4-17

« STUN Support, page 4-18

« Stuttering Dial Tone on Unconditional Call Forward, page 4-19

« Toll Restrictions for Call Forwarding and Outgoing Calls, page 4-19

« User Configurable Call Waiting Permanent Default Setting, page 4-20

» User Configurable Timeout On No Answer for Call Forwarding, page 4-20

» \oice Prompt Confirmation for Call Waiting and Call Forwarding, page 4-20
« XML Pages of Cisc®TA Information, page 4-22

Advanced Audio Configuration

The TOS (specifies the precedence and delay of audio and signaling IP packets) and AudioMode (audio
operating mode) parameters allowuyim tune audio configuration.

Related Parameters
TOS, page 5-34
AudioMode, page 5-32

Billable Features

You can customize specific features on a subscrifiasis by changing the vas of specific bits in
several different parameterBable4-2 contains a list of billable feates and their related parameters:

Table 4-2 Billable Features and Related Parameters

Feature Related Parameters

Call Conferencing |PaidFeatures, page 5-3®allFeatures, page 5-35

Call Forwarding PaidFeatures, page 5-3BallFeatures, page 5-36onnectMode, page 5-41
SigTimer, page 5-40

Call Transfer PaidFeatures, page 5-3BallFeatures, page 5-35
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Table 4-2  Billable Features and Related Parameters (continued)

Feature Related Parameters

Call Waiting PaidFeatures, page 5-3BallFeatures, page 5-3SigTimer, page 5-40
Caller ID PaidFeatures, page 5,3BallFeatures, page 5-36allerldMethod, page 5-49
Call Return ConnectMode, page 5-4PaidFeatures, page 5-3BallFeatures, page 5-35
Polarity Polarity, page 5-51

Voice Mail Indicator |PaidFeatures, page 5-3BallFeatures, page 5-35

CallWaitCallerID is an obsolete parameter. Do not use it.

Call Forwarding Setting Removal Using HTTP

The service provider can remotely reset a call fodivay setting for which a subscriber configured an
incorrect phone number receive fowarded calls.

The service provider issues the following command, which removes call forwarding settings for both
CiscoATA phone lines:

http://  ipaddress /resetcfwd/

whereipaddresss the IP address of the CisédA whose call forwarding numbers are being removed.

This Web page is password protected. Once thecgeprovider issues this command, this Web page
shows that the current call-waitimgnd call-forwarding settings aiN/A.

Call-Waiting Hang-Up Alert

This feature provides an audible alert (ringtone) whenever the user inadvertently hangs up from a
call-waiting call while an active call is still on hold.

This section contains the following topics:
+ Enabling the Call-Waiting Hang-Up Alert Feature, page 4-6
» Default Behavior of Call-Waiting Calls, page 4-6

| oL-4654-01
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Enabling the Call-Waitinglang-Up Alert Feature
To enable the call-waiting hang-up alert feature, perform the following steps:

Procedure

Stepl  Enable bit 25 of the Cisco ATA ConnectMode parameter. (For more information, see the
“ConnectMode” section on padge4l

Step2  Make sure the call-waiting call command is set to one of the following values:
« Kf;EFh;HF; (for U.S. users)
« Kh;HFf;EF; (for U.S. users)
« Kf1l;HFf2;EFf3;AFf4;HQh;HF; (for Sweden users)

Note TheF Action-ldentifier specifies the retrieval of theld call after the active call is disconnected

when the user hangs up. For more information about call commandshapters, “Call
Commands.”

Default Behavior ofall-Waiting Calls
Without the call-waiting hang-up et feature enabled, both the eafhiting call and active call are
disconnected as soon as the user hangs up the phone.

To check whether this default behavior is ifeef, search for the apprance of the strinlg;HH within
the sequence of call-waiting call commands. The context-iderKiftenotes the beginning of the
call-waiting call commands.

With this default behavior, the call-waiting call command string could be one of the following examples:
« Kf;EFh;HH; (for U.S. users)
» Kh;HHf,EF; (for U.S. users)
»  Kf1;HFf2;EFf3;AFf4;HQh;HH; (for Swedish users)
«  Kf1;HFf2;EFf3;AFf4;HQ); (for Swedish users with no specific on-hook treatment defined)
For more information about call commands, &&&pter6, “Call Commands.”

Comfort Noise During Silence Period When Using G.711

When silence suppressi is turned on in ITU G.711, the Cis@®A calculates and émsmits its noise
level to the far end to enable the remote endpoigetterate the appropriate amount of comfort noise.

This provides the remote user with a similar experience to that of a PSTN call and prevents silent gaps
when neither party is talking.

Related Parameter
AudioMode, page 5-32-Bit 0 disables/enablesilence suppression.
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Configurable Hook Flash Timing

This feature provides the ability to adjust the hook-flash timing to meet local requirements.

Related Parameter

SigTimer, page 5-46-Bits 26 and 27 are for configuring the minimum on-hook time required for a hook
flash event, and bits 28 through 31 are for configuring maximum on-hook time.

Configurable Mixing of Call Waiting Tone and Audio

This feature allows the call-waiting tone to be mixed with the audio in an active call. Therefore, the
call-waiting tone will sound without a pause in the audio.

Related Parameter
ConnectMode, page 5-44Bit 24

Configurable On-hook delay

This feature is available only for thecipient (callee) of a call. If theallee picks up the phone and then
later hangs up to retrieve another call, the hamgswnot considered on-hook until the specified delay
expires.

Related Parameter
FeatureTimer, page 5-38Bits 8 to 12

Configurable Reboot of Ciséd A

The CiscoATA continuously monitors its Ethernet connection to the switch or hub. If this connection
is broken, the CiscATA starts an internal timer that runs until a configurable timeout period expires.
Once the timeout valuis reached, the CiscATA automatically reboots. This timeout value is
configured by using the Featuriefer2 configuration parameter. For more information, see the
“FeatureTimer2” section on page39.

Diagnostics for Debugging

You can use the following parameters to troubleshoot operation issues:
« NPrintf, page 5-73-Specify the IP addraesand port where debug information is sent.
» TraceFlags, page 5-#3Use to turn on sgxific trace features.

Dial Plan
You can set specific dial plan rules and timeout values. Many of these values are determined on a
country-by-country basis.
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[ oLas5a01 =



Chapter 4  Basic and Additional SIP Servides

MW Additional SIP Services

Related Parameters
- DialPlan, page 5-64
- DialPlanEx, page 5-72

Disabling Access To The Web Interface

To prevent tampering and unhotized access to the CisfdA configuration, the Cisco ATA built-in
web server can be disabled.

Related Parameter
OpFlags, page 5-45Bit 7

Display-Name Support for Caller ID

For caller ID purposes, you can configure a name to correspond to the phone number of tA&ACisco
input ports. This name will be displayed at the remote endpoint when a call originates from this
CisCoATA.

Related Parameters
« DisplayNameO, page 5-29for the Phone lport

» DisplayNamel, page 5-29for the Phone 2port

Distinctive Ringing
This feature allows a user to identify a calles&e on the ringing pattern the user selects for the
incoming number.

This feature is dependent on the proxy or remibde including the Alert-Info header with the
appropriate value in the INVITE message. The CI&EtA supports standard distinctive ringing pattern
1 to 5 as defined in the standdB@R-506-CORE

The following Alert-Info headr values are allowed:
» Bellcore-drl
- Bellcore-dr2
» Bellcore-dr3
« Bellcore-dr4
« Bellcore-dr5

If the Alert-Info header value is not recognized, the CI&TA plays the regular rig tone, Bellcore-drl.

Note  The Bellcore-dr5 ringing pattern is thensa as the Bellcore-drl ringing pattern.
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DNS SRV Support

The CiscoATA supports DNS SRV lookup for the SIP proxy server. If the GkOrProxy parameter value
begins with _sip._udp. or sip.udp., the Cigd#\ performs a DNS SRV lookup for the SIP proxy server.
A DNS SRV lookup results in one of the following conditions:

« Zero host is returned or DNSRV lookup failed. The CisclTA then perforns a regular DNS
A-record lookup for the given name.

* One host is returned. The single host is used as the primary proxy and AltGk is the backup proxy,
if specified.

» Two or more hosts are returned. The two hosts with the highest priorities are used as the primary
and backup proxy servers (AltGk is ignored in this case).

Related Parameters
+ GkOrProxy, page 5-13

« AltGk, page 5-14

Hardware Information Display

Cisco ATA hardware information is displayed in the lower-left corner of the GiséowWeb
configuration page.

NAT Gateway

Network Address Translation (NAT) supports port mapping and forwarding to standard default SIP
signaling port 5060 and media base port 16384, or other ports as configured in thAT@iskedia

ports are evenly numbered from the base port. NAT must support multiple port mappings. The
CiscoATA can use up to four media ports to handle conference calls on both lines. For example, if media
base port 16384 is used for one call, the next call uses port 16386 and other calls will use ports 1638¢
and 16390.

Note  Routers such as D-Link, WinRoute, and WinProxyymat route correctly iboth caller and callee are
behind the same NAT.

To configure the CiscATA to work in a NAT environment, modify the following parameters:

» StaticRoute, page 5-9Enter the LAN IP address of the NAT through which the C&taA will
communicate.

» NATIP, page 5-234-Enter the WAN IP address of the NAT through which all external SIP user
agents will communicate.

- SlPPort, page 5-19Enter a new port for SIP messages (optional).
- MediaPort, page 5-38Enter a new base port for RTP media (optional).
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NAT/PAT Translation

To maintain Network Address Translation/PAddress Translation (NAT/PAT) for a session, the
CiscoATA can be configured to periodically seaddummy UDP packet ta server (the CiscATA
does not expect any response from the server).

Related Parameters

NatTimer, page 5-22Bits 0 to 11 are for specifying the retransmission period.
NatServer, page 5-22Specify the server to which the dummy packet is sent.

Network Timing

You can fine tune your network timing with the following parameters:

TimeZone, page 5-48Use for time-stamping incoming cal{offset from Greenwich Mean Time)
with local time.

NTPIP, page 5-13Use for configuring the IP address of the Network Time Protocol server. NTP
is a protocol built on top of TCP that ensuaesurate local time-keepingith reference to radio
and atomic clocks locatl on the Internet.

AItNTPIP, page 5-12-Use to configure an alternate NTP server IP address.
ConnectMode, page 5-42Used to control the connection mode of the SIP protocol.

Obtaining Network Status Before and After Getting IP Connectivity

Using voice configuration menu co8&23#,you can obtain basic network status to use for diagnostic
purposes prior to getting IP connesty. For detailed information, see th@btaining Network Status
Prior to Getting IP Connectivity” section on pagd 1

Use the Cisc@TA Stats Web paggttp:/<Cisco ATA IP address>/stats) to display network status
information after obtaining IP connectivity. For detailed information, se&b&ining Network Status
After Getting IP Connectivity” section on pagel2

Privacy Options

The privacy options described in this section previders with stricter cortl over the appearance of
their caller line identification at the SIP mességeel. These options not only protect the user’s
anonymity at the caller site but also prevent nekalevel sniffer-type aplications from gaining access
to restricted information that is in transit.

This section contains the following topics:

Network Infrastructure Requirements, page 4-11

Anonymity for Called Party, page 4-11

Anonymous User Name Support for SIP INVITE Requests, page 4-11
Privacy Token Support for SIP Diversion Header, page 4-12
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Network Infrastructure Requirements

For user privacy to work effectively on the Cis&BA, the proxy or proxies deployed in the IP network
must be capable of the following:

» Privacy token support.

- Determining whether a third party involved in a diversion caseiggedso that the proxy can
forward private Diversion headers to that site.

« Determing that a site is nttustedand being able to change the user namésmtmymousn
Diversion headers befoiacluding these headers iasulting INVITE requests.

Gateways deployed in the IP Network must be capable of the following:
» Privacy token support

» Redirecting a number by correctly setting the presentation bits in the Redirecting Number field of
the Initial Address Message (IAM) message, basetthetevel of privacy requested in the Diversion
header.

Anonymity for Called Party

The CiscoATA provides an option to use tlnonymousiser name in the T@eader in all outgoing
SIP INVITE requests when the Cis@dA is the calling party.

To enable this option, set bit 30 of the CigdA ConnectMode parameter o For more information,
see thé¢‘ConnectMode” section on padge4l

This feature guarantees the anonymity of the caledy (in the To header) on every call that the
CiscoATA initiates. However, the main intent of this feature is to hide the identity of the called party
in the event that the call is diverted to a not-trustédress and caller-ID-restricted is configured on the
diverting CiscoATA. In this case, the proxy has the responsibility of removing user-sensitive data
before the call is sent to the not-trusted address.

The CiscoATA handles the TO header because proxiesnot allowed to change the TO header.

Anonymous User Name Suppior SIP INVITE Requests

The CiscoATA provides an option to use thnonymoususer name in thEROM andCONTACT
headers and in the= line (also called th originline) of the Session Description Protocol (SDP) header
in SIP INVITE requests to the far end. TAronymousiser name is used when the following three
conditions are met:

« The CiscoATA is acting as the caller.

« The CiscoATA Caller Line Identification Restriction (CLIR) feature is enabled, which can be
performed in one of two ways:

— By setting bit 3 of both the CallFeaturasddPaidFeatures parameters to 0. (FoiPthene2port
of the CiscoATA, you would set bit 19 to 0 for eachnaaneter.) For more information on these
parameters, see tli€allFeatures” section on pa@e35and the'PaidFeatures” section on
page5-36.

— By enabling the CLIR on a per-call basisusing the call command dial string. Enabling the
CLIR on a per-call basis requires that the dial string sequence (typié8)ythat users enter
on their dialpad prior to dialing the phone number match the specified CLIR string defined in
the call command. For more information, s&eapters, “Call Commands.”
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» Bit 27 of the CiscdATA ConnectMode parameter is set to 1. For more information, see the
“ConnectMode” section on padge4l

Example Cisc&TA INVITE Messages

The following example SIP IMITE messages show how tA@monymousiser name would appear in the
context of these messages:

INVITE sip:9401@192.168.2.146:5060;user=phone SIP/2.0

Via: SIP/2.0/UDP 192.168.2.96:5060;branch=7ccal52b-232af34f-3fOb0c31-3cea3a52-1
Via: SIP/2.0/UDP 192.168.3.117:5060;received=192.168.3.117

Supported: timer

From: "Anonymous" <sip:Anonymous@192.168.2.96;user=phone>;tag=173234376

To: <sip:9401@192.168.2.96;user=phone>

Call-ID: 1157628352@192.168.3.117

CSeq: 1 INVITE

Contact: "Anonymous" <sip:Anonymous@192.168.3.117:5060;user=phone;transport=udp>
User-Agent: Cisco ATA 186 v3.0.0 atasip (030619A)

Allow: ACK, BYE, CANCEL, INVITE, NOTIFY, OPTIONS, REFER, REGISTER

Expires: 300

Content-Length: 252

Content-Type: application/sdp

v=0

o=Anonymous 6269 6269 IN IP4 192.168.3.117

Privacy Token Support for SIP Diversion Header

Proxies typically use the privacy token value contained in the Diversion header of SIP INVITE messages
and 3xx Redirection responses to determine whetheofithe diverting party's user names should be
changed before forwarding the message to untrusted addresses.

This feature applies only when the following two conditions are met:
« The CiscoATA is the callee and is forwarding or diverting a call.

« Bit 27 of the ConnectMode parameter is set to 1. For more information, s&eoteectMode”
section on pagb-41

Before forwarding the call, the Ciséd@A appends arivacy=[full|off] field to the end of the Diversion

header in 802 Moved Temporarilynessage.

The value of therivacy=[full|off] field depends on the setting of bit 3 of the CallFeatures and
PaidFeatures parameters. (Bit 19 is the applicable bit fdPhloae2port of the CiscATA.) This bit is
for configuring either the Calldrine Identification Restriction (CLIR) or Caller Line Identification
Presentation (CLIP) feature.

« If CLIR is the configured feature, thgmivacy=full is appended to the Diversion header.
» If CLIP is the configured feature, themivacy=offis appended to the Diversion header.

For more information on CLIR and CLIP, see timllFeatures” section on page35and the
“PaidFeatures” section on page36.
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Progress Tones

Values for the following parameters (all defined in tliene Configuration Parameters” section on
page5-53) must be determined basedthie country in which the CiscATA is located:

- DialTone

« BusyTone

» ReorderTone
» RingBackTone
» CallWaitTone

« AltertTone

Real-Time Transport Protocol (RTP) Statistics Reporting

To monitor the quality of servicl®r the media stream, you can access RTP packet statistics of the two
voice ports and their channels by opening the following page on the &igcWeb server:

<Cisco ATA IP address>/rtps

For detailed information about RTP statistics reporting, seéRbel-Time Transport Protocol (RTP)
Statistics Reporting” section on pagel3

Receiver-tagged VIA header

You can disable or enable the processingréiteived= parameter in the Via header. This feature is
disabled by default.

Related Parameter
ConnectMode, page 5-44Bit 22

Redundant Proxy Support for BYE/CANCEL Request

The CiscoATA retries a BYE or CANCEL request using an alternate SIP proxy if the GkOrProxy
parameter value is configured with a domain nambe BYE request requires special consideration
because the destination claa either the SIP endpoint client or proxy server.

For a SIP user agent client, if a SIP proxy sedags not include a Record-Route header ig0& OK
response to an INVITE request, tthestination of a BYE request isetlSIP URL specified in the Contact
header of the response. This URL is usually an IP address; therefore, redundancy is not possible.

For a SIP user agent server, if #@roxy server does not include ad®rd-Route header in the original
INVITE request, the destination of a BYE requedhis SIP URL specified in thContact header of the
request. This URL is also usually an IRdegks; therefore, redundancy is not possible.

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
[ oL-4654-01 ’.m



Chapter 4  Basic and Additional SIP Servides

MW Additional SIP Services

If a Record-Route header isgsent in the SIP proxy serve®0 OKresponse to an INVITE request or
in an original INVITE request, the BYE requéstsent to the first SIP URL specified in the
Record-Route header. If the SIP URL is a proxgndm name, then proxy redundancy is possible.
Therefore, for SIP proxy redundancy to work o0BYE request, the RequestURL must be a domain
name.

Related Parameter
GkOrProxy, page 5-13

Repeat Dialing on Busy Signal

This feature allows the Ciso®TA to repeatedly call a busy numbatra periodic interal for a specific
length of time. Both the interval and total time can be specified by the user.

To use this feature, configured&eareTimer bits 0-7 and add the new command/action values "#37#;kA"
to the existing “H” context and “5;jA” to #hexisting “S” context in the CallCmd parameter.

This feature is invoked by pressing 5 after the hosg sounds. The caller then gets a beep confirmation
followed by silence. When the subscriber hangs up, the @iBAcstarts to redial at the interval
specified in FeatureTimertsi4-7. When the called party ringsetballer is notified with a special ring.

If the called party picks up the call first, the cdllgarty receives a ringback. If the caller picks up the
call first, the caller receives the ringback. This fratis automatically cancelled when the called party
rings.

Note  For this feature to work properly, the remote user agent server must ret86{Busy Here) response
to an INVITE request if it detects that the rempgety (IP or PSTN) is busy. If the server returris88
(Session Progress) respongi¢h an SDP before 486, the CiscoATA considers the call successful and
automatically cancelrepeat dialing.

Related Parameters
» FeatureTimer, page 5-38Bits 0 to 3 control the maximum time the Cis&BA redials a number.

+ FeatureTimer, page 5-38Bits 4 to 7 control the interval bgeen each redial that the Cis80A
performs.A value of zero (0) sets thealdt redial interval to 15 seconds.

» CallCmd, page 5-3+The following context commands are used as follows:

Parameter: CallCmd

Context: S (may also include ‘a’ or 'b")

Command/action: 5;jA

Description: This context command adds the service activation code to enable

repeat dialing.

Parameter: CallCmd

Context: H

Command/action: #37#;KA

Description: This context command adds the service deactivation code to disable

repeat dialing

Note  For complete information about call commands, Ghapter6, “Call Commands.”

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
[ 414 | oL-4654-01l



| Chapter4  Basic and Additional SIP Services

Additional SIP Services ll

Retransmitting SIP requests and SIP Responses

You can configure the number of Cis8®A transmission attempts for some SIP requests and responses
to requests from the SIP user agent. For detaileshich requests and responses are configurable, see
the“MsgRetryLimits” section on pagg-24.

Setting Up and Placing a Call Without Using a SIP Proxy

The CiscoATA supports direct IP-to-IP calls without using a SIP proxy. When a call is placed, the Cisco
ATA sends the INVITE request directly to the remote user agent and exepcts the usual 100/180/200
responses from the user agent.

This section contains the following topics:
» Configuration, page 4-15
- Placing an IP Call, page 4-16

Configuration
To perform the necessary configuration of the Ci&€A, follow this procedure:
Procedure
Stepl  Open your Web browser.
Step2  Enter the URLttp://< Cisco_ATA_IP_address >/dev
where Cisco_ATA_IP_address is the IP address of your @$80 This takes you to the CisoTA
Web configuration page.
Step3  Configure the following parameters as shown:
»  GkOrProxy, page 5-13-Set to the value of 0 (zero).
» UIDO, page 5-15-Set to the unique telephone number of Bine 1port of the CiscATA.
» UID1, page 5-16-Set to the unique telephone number of Bine 2port of the CisCATA.
» SIPRegOn, page 5-20Set to 0 to disable SIP registration with a SIP proxy server.
Step4  Click the Apply button to save these changes.
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Placing an IP Call

To place an IP call, dial the telephone numberthiedP address of the reteouser agent. The dial
format is shown below:

Dial Format
<phone number >** <ipaddress >#

Use the star (*) key on the teleplokeypad to represent the dot (.) in an IP address. Use the pound (#)
key on the telephone keypad to termantiie dial stringand place the call.

Note  URL dialing is not supported.

Example

To place a call to a user agent with an ID of £8%-1212 at IP address 192.168.1.100, you would enter
the following string on your telephone keypad:

4085551212**192*168*1*100#

SipOutBoundProxy Support

If the SipOutBoundProxy parameter is a fullyatjied domain name (FQDN), and DNS returns

multiple IP addresses, the first IP address eduss the primary outbound proxy and the second IP
address as the secondary outbound proxy. If SipOutBoundProxy is an IP address or if DNS returns only
one IP address, then a backup outbound proxy is not available. The AltGkTimeOut parameter determines
the backup proxy timeout value for the outbound proxy.

If the backup proxy fails, the Cis@TA automatically switches back to the primary proxy if the unit
has been using the backup proxy for at least 30 seconds. This effectively prevents thI£isom
switching indefinitely between failing primary afailing backup proxies for the same transactions.

Switching between primary and secondary proxigsaacur only for initial INVITE and REGISTER
requests. Other requests, such as CANCEL, BMEK, and re-INVITE, do not retry the backup proxy
but give up if the current proxy fails.

When SipOutBoundProxy is enabled, the Cisdéd determines whether to retry to connect with the
backup SipOutBoundProxy or backup SIP proxy if the INVITE or REGISTER requests fail. If the reason
for failure is an ICMPerror (such as an unreachable host), the CAd@oretries with the backup

outbound proxy. If failure is due to timeout whilaiting for a responser a 5xx response, the

CisCOATA retries the backup SIP proxy.

Related Parameter
» SipOutBoundProxy, page 5-21

+ AltGkTimeOut, page 5-15

SIP Proxy Server Redundancy

SIP proxy server redundancy can be enabled by egtarfully qualified domain name (FQDN) or IP
address (and optional port number) in the GkOrProxy and AltGk parameters, and by configuring the
AltGKTimeOut parameter. If you pvide hostnames for GKOrProxy or AltGk, the names are resolved
by the configured DNS. DNS results aregdw@oded in cache meory for 10 minutes.
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If DNS returns multiple IP addresses, the Cisd@ uses only the first IP address. If AltGk is setto
(disabled) and DNS returns two or moredédresses for GKOr&xy, then the CiscATA uses the first

IP address as the primary proxy and the secoratitifess as the secondary proxy. If GkOrProxy is an

IP address or DNS returns one IP address, then the backup SIP proxy is not available. A special case
exists if GkOrProxy and AltGk are the same valaad are not IP addresses. In this case, the AltGk
parameter is assumed to have the vélue

Related parameters

* GKkOrProxy, page 5-13

« AltGk, page 5-14

+ AltGkTimeOut, page 5-15

SIP Session-Timer Support

The SIP Session Timer is a keepalive mechanism 8lPasession, and is used to determine whether a
call is still active when one of the following conditions occurs:

« The user agent fails to seadBYE message to the Cis8DA at the end of a SIP session.
« The BYE message that the usgyent sends to the Cis@dA is lost because of network problems.

To avoid a a situation where a user agent waisfinitely for a BYE message, the user agent sends
periodic re-INVITE requests (or sesnirefresh requests) to the Cis&bA to keep the session alive.

The interval betwen these session-refresh requesegistiated with the use of Session-Expires/Min-SE
headers and 42%5¢ssion Interval Too Smpathessages. If the Cis&TA does not receive a
session-refresh request before thgatmted interval expires, the session is considered terminated. Both
user agents then send BYE magass and disconnect the session.

The CiscoATA supports session timing only when both ttadler and callee support this feature. Also,
the CiscoATA does not support the UPDATE methodetafore, all session-ieesh requests are
performed by means of the re-INVITE method.

Note  The CiscoATA implementation of the SIP Session Timer is based on the document
draft-ietf-sip-session-timer-11.txivhich can be found on the Internet.

Related Parameters
The following three parameters are used to configure SIP session timing:

« SessionTimer, page 5-26Example settings are included and described.
« Sessioninterval, page 5-28
» MinSessioninterval, page 5-28

Status of Phone Service Using HTTP

You can use the following command to provide the status of various call features:
http://  ipaddress /service/

whereipaddresss the IP address of the CisA®A whose status you are checking.

The Web page invoked from this command provides information about the following features:
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CWait (call waiting)—The status is shown as eitberor off.
CFwdU (call forwarding unconditional)

CFwdNA (call forwarding no answer)

CFwdB (call forward busy)

CRtn (call return number)

For all features except call waiting, the information the Web page either provides the applicable
phone number, which alsneans that the featuresbeen activated, d/A is shown if the feature has
not been activated.

STUN Support

The CiscoATA supports a Simple Traversal of UDRaligh NAT (STUN) client, as described RFC
3489 The CisccATA obtains the IP address and port mappings of the NAT and uses them accordingly
in a SIP message.

This section contains the following topics:

Types of NATs

Types of NATs, page 4-18
NAT Traversal, page 4-18
STUN Configuration Parameters, page 4-19

Four types of NATs can be used:

Full Cone NAT—This type of NAT maps all requests from the same internal IP address and port to
the same external IP address and port. Any eatdrost can send a packet to the internal host only
if the internal host had previously sent a packet through the NAT.

Restricted Cone NAT—This type of NAT maps adfjuests from the same internal IP address and
port to the same external #eldress and port. An extal host (with IP addres§) can send a packet
to the internal host only if the internal host had previously sent a packet to IP address

Port Restricted Cone NAT—Thispg of NAT maps all requests from the same internal IP address
and port to the same external IP addreskort. An external host (with IP addressnd source

port P) can send a packet to the internal host only if the internal host had previously sent a packet
to IP addresX and portP.

Symmetric NAT—In a symmetric NAT, all requed$tem the same internal IP address and port to
a specific destination IP address and port are mafupiid same external IP address and port. If the
same host sends a packet with the same soddress and port, but to a different destination, a
different mapping is used. Furthermore, only thiemal host that receives a packet can send a UDP
packet back to #internal host.

A STUN server can help facilitate traversing through most NATs, except for symmetric NATSs.

NAT Traversal

To help facilitate traversal through a NAT, the Cigd® uses the same signaling port for transmitting
and receiving SIP messages and theesaedia port for transmitting and receiving media. Before an
external host can send a packet to the CAIBd behind a NAT, the CiscATA must already have sent
a packet through the NAT.
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An external host can communicate with a Cigd@ behind a full cone NAT by sending packets to the
mapped port. If the CiscATA is behind a restricted cone NAT, an external host would have to send
packets from the same IP address that it used to receive packets from thAT®@isco

If the CiscoATA is behind a port-restricted cone NAT, an external host would have to send packets from
the same IP address and port it usedeceive packets from the CisBdA. Because a symmetric NAT
creates different mapping for every packet witthifferent destination IRddress and/or port, the
CiscoATA cannot traverse through this type of NAT.

If properly configured, the CiscATA on power up contacts the specfiSTUN server to obtain the IP
address and port mappings of the NAT beforesteging with the registration server. The Cigd®&
substitutes this mapping information into the Via and Contact headers. Each time thAT@isemds

an INVITE message, the CisédA obtains IP address and port mappings from the STUN server and
substitutes this mapping information into the Via, Contact, and S8b&hdm= headers. This allows
the SIP proxy server and remote usegrdg to to commuugate with the Cisc@&TA through most NATSs.

STUN Configuration Parameters

Two parameters control the operation of the CI&TA with a STUN server:
« NatTimer—This parameter allows the following configuration:
— Interval of keep-alive packets
— STUN mode to use
— Destination of keep-alive packets
For more information, see thBlatTimer” section on pags-22

« NatServer—This parameter is used to specify aeseoswhich keep-alive packets are sent. If the
NatServer is a STUN server and STUN mode is selected, the £T$cobtains |IP address and port
mapping information from this server.

For more information, see thBlatServer” section on page22

Stuttering Dial Tone on Unconditional Call Forward

If unconditional call forwarding is enabled, the Cig€TA plays a continuous stuttering dial tone when
the telephone handset is picked up. This reminds thethat all incoming calls are forwarded to another
number. For more information, see tt@all Forwarding in the United States” section on pAgé and
the“Call Forwarding in Sweden” section on pafjes.

Toll Restrictions for Call Forwarding and Outgoing Calls

You can configure the CisclTA to block certain numbers from call forwarding and to display certain
numbers for caller ID.

Related Dial Plan Rules
» ‘F' Rule for Call Forwarding Blocking, page 5-69

» ‘D’ Rule for Displaying Caller ID, page 5-70
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User Configurable Call Waiting Permanent Default Setting

This feature allows you to specify the default call-waiting setting for every call on a permanent basis by
means of the service activation and deactivation codes.

Related Parameter
ConnectMode, page 5-44Bit 23

User Configurable Timeout On No Answer for Call Forwarding

This feature allows you to specify the timeout before a call is forwarded to another number on no answer.

This feature is activatdaly entering the service activation cdddowed by the phone number and delay.
The entry sequence is as follows:

<Service Activation Code> <Phone Number> * <Delay> #

Delay can be from 1 to 255 seconds. If the delay is zero (0) or not provided by the user, the delay
specified in the SigTimer parameter (bits 20-25), whiak a default value of 20 seconds, is in effect.

Example

Using the U.S. Call Command parameter string, thS. service activation code is #75 and the
deactivation code is #73.

To forward calls to the number 555-1212 after a no-answer for 15 seconds, enter the following:
#755551212*15#

To deactivate this feature, enter the following:
#73

Related Parameter
SigTimer, page 5-46-Bits 20 to 25

Voice Prompt Confirmation fGall Waiting and Call Forwarding

You can configure the CiscATA to automatically call a voice announcement server whenever the
status of call-waiting or call-forarding services changes. The telephone number of the server to which
the CiscoATA will send an INVITE request is specifidiy a configurable base number and several
pre-assigned extension numbers. The extension arsrdmrrespond to the sérg and the state change

of the service.

You must configure the following information:
« Base Number, page 4-21
« Relevant Bit of OpFlags Parameter, page 4-21
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The base number is the first part of a number treatisco ATA calls, as specifiéd the dial plan using
rule ‘B.” To set this base numbasing rule plan ‘B’, you would use ‘B’ followed by the desired base
number. If, for example, the desirbdse number is 1234, you would add the rule ‘B1234’ to your dial
plan.

Each dial plan rule must be partitionedm other rules with a vertical bar ( | ).

The telephone number that the Cig€A will call will always consist ofthe base number followed by

a two-digit extension. The extensions correspondingécservice type and séce transition, as shown
below. These extensions are not configurable. Iatiministrator has configured a base number of 1234
and call forward on busy is enabled, the called number is 123403.

CiscoATA Service/Transition Extensions
» Call Waiting Enable—Extension 00

» Call Waiting Disabled—Extension 01

» Call Forward All Enabled—Extension 02

« Call Forward All Disabled—Extension 05

« Call Forward Busy Enabled—Extension 03

« Call Forward Busy Disabled—Extension 05

» Call Forward No Answer Enabled—Extension 04
« Call Forward No Answer Disabled—Extension 05

Relevant Bit of OpFlags Parameter

The relevant OpFlags parameter bit is determinethbyservice that is enkdal or disabled, and the
identity of the transition. The service types thdt prompt a call to the announcement server are call
waiting and call forward. Both dhese services can undergoegrabletransition or alisabletransition.
For the CiscATA to call the server, the apphible OpFlags bit must be s&able4-3 provides a
mapping of each relevant OpFlags bit to itsresponding service/trarigin state or states.

Table 4-3  Service/Transition and Corresponding OpFlags Bit

Service/Transition OpFlags Bit

Call Waiting Enabled Bit 18 (mask = 0x40000)
Call Waiting Disabled Bit 19 (mask = 0x80000)
Call Forward All Enabled Bit 16 (mask = 0x10000)
Call Forward All Disabled Bit 17 (mask = 0x20000)
Call Forward Busy Enabled Bit 16 (mask = 0x10000)
Call Forward Busy Disabled Bit 17 (mask = 0x20000)
Call Forward No Answer Enabled Bit 16 (mask = 0x10000)
Call Forward No Answer Disabled Bit 17 (mask = 0x20000)
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XML Pages of Cisa®TA Information

The CiscoATA provides XML pages that contain the following Cis&BA information:

Current configuration, page 4-22
Current statistics, page 4-22
Current service values, page 4-22

Current configuration

Current statistics

To obtain the XML configuration page, issue the following command:
http://  ipaddress /dev.xml

whereipaddressis the IP address of the CisA®A whose configuration you wish to access.

This XML page is only for retrieving the configuration of a Cigd®\; you cannot change
configuration values on this page.

This XML page is password protected. You can enter the password by means of your Web browser,
or you can issue the following command:

curl -d "ChangeUlPasswd= <passwd> &ChangeUlPasswd=&ChangeUIPasswd=
&apply=apply" <ip addr> /dev.xml

where<passwd>is the CiscoATA password angip addr> is the IP address of the CisAdA.

To obtain this statistics page, issue the following command:
http://  ipaddress /stats.xml

whereipaddressis the IP address of the Cis8dA whose statistics you wish to access.

This XML page is password protected. You can enter the password by means of your Web browser,
or you can issue the following command:

curl -d "ChangeUlPasswd= <passwd> &ChangeUlPasswd=&ChangeUIPasswd=
&apply=apply" <ip addr> /stats.xml

where<passwd>is the CiscoATA password angip addr> is the IP address of the CisAdA.

Current service values

To obtain this service page, issue the following command:

http://  ipaddress /service.xml

whereipaddressis the IP address of the Cis8®A whose service values you wish to access.

This XML page is password protected. You can enter the password by means of your Web browser,
or you can issue the following command:

curl -d "ChangeUlPasswd= <passwd> &ChangeUlPasswd=&ChangeUIPasswd=
&apply=apply" <ip addr> /service.xml

where<passwd>is the CiscoATA password angip addr> is the IP address of the CisAdA.
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Complete Reference Table of all Cig€bA SIP Services

Table4-4is a reference table that lists atinfigurable features for the Cis@dA (using SIP), and
includes links to the detailed descriptions of rarameters used for configuring these features.

Table 4-4  Configurable Features and Related Parameters

Configurable Feature

Related Parameter

802.1Q packet tagging

VLANSetting, page 5-12

Anonymity for called third party

ConnectMode, page 5-44Bit 30

Anonymous user name support

ConnectMode, page 5-44Bit 27

Audio compression and decompression

LBRCodec, page 5-32

Audio level of FXS ports

FXSInputLevel, page 5-5FXSOutputLevel,
page 5-52

Backup proxy configuration

AltGKk, page 5-14

Backup proxy timeout

AltGkTimeOut, page 5-15

Call forward enable/disable

ConnectMode, page 5-44Bit 17

Call forwarding—Maximum times allowed

MAXRedirect, page 5-20

Call commands

CallCmd, page 5-37TChapters, “Call
Commands”

Call features

CallFeatures, page 5-35

Caller ID format

CallerldMethod, page 5-49

Call waiting

SigTimer, page 5-40

Call-waiting call ring timeout

FeatureTimer, page 5-38

Call-waiting hang-up alert

ConnectMode, page 5-44Bit 25

Call-waiting state specified

ConnectMode, page 5-41

Cisco Discovery Protocol

OpFlags, page 5-45

CNG tone detection

AudioMode, page 5-32

Configuration update interval

Cfglnterval, page 5-6

Debugging and diagnostics

NPrintf, page 5-73TraceFlags, page 5-73
SysloglP, page 5-786yslogCtrl, page 5-75

Dial plan commands

DialPlan, page 5-64

Domain name server

DNSL1IP, page 5-10

DNS hostname lookup

ConnectMode, page 5-41

DTMF method

AudioMode, page 5-32

Encryption

EncryptKey, page 5-&ncryptkeyEx, page 5-7

Fax CED tone

AudioMode, page 5-32

Fax mode on a per-call basis

CallFeatures, page 5-35
PaidFeatures, page 5-36

Fax pass-through

AudioMode, page 5-32
ConnectMode, page 5-41
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Table 4-4  Configurable Features and Related Parameters (continued)

Configurable Feature Related Parameter

G.711 codec AudioMode, page 5-32

Hook flash AudioMode, page 5-35igTimer, page 5-40
IDs for phone lines UiDO, page 5-15

UlD1, page 5-16
IP audio and signaling packets—precedence an®S, page 5-34

delay
IP-like address in dial plan IPDialPlan, page 5-72
Login ID LoginIDO, page 5-17
LoginID1, page 5-18
Low bit-rate codec LBRCodec, page 5-32
Mixing of tones ConnectMode, page 5-41
Network Address Translation (NAT) NatServer, page 5-22
server—Maintain during session
NSE payload number ConnectMode, page 5-41
NTP IP address NATIP, page 5-21
On-hook delay FeatureTimer, page 5-38
Outbound proxy SipOutBoundProxy, page 5-21
Paid features PaidFeatures, page 5-36
Passwords for phone lines PWDO, page 5-16
PWD1, page 5-17
Polarity Polarity, page 5-51

Polarity reversal before and after caller ID sign@hklleridMethod, page 5-49

Privacy token support for SIP diversion headerConnectMode, page 5-41Bit 27

Received =tag enable/disable ConnectMode, page 5-41
Receiving-audio codec preference RxCodec, page 5-31
Redial time if line is busy FeatureTimer, page 5-38
Refresh Cisc®TA using Web server OpFlags, page 5-45
REGISTER messages ConnectMode, page 5-41
Registration removal ConnectMode, page 5-41
Reset CiscTA using Web server OpFlags, page 5-45
Retransmission interval for NAT server NatTimer, page 5-22
Retry interval if line is busy FeatureTimer, page 5-38
Ringback tone—send to caller ConnectMode, page 5-41
Ring-cadence pattern RingOnOffTime, page 5-64
RTP media port MediaPort, page 5-30
RTP packet size NumTxFrames, page 5-34
RTP statistics TraceFlags, page 5-73
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Complete Reference Table of all Cisco ATA SIP Servillls

Table 4-4  Configurable Features and Related Parameters (continued)

Configurable Feature Related Parameter

Secondary domain name server DNS2IP, page 5-11

Silence suppression setting AudioMode, page 5-32

SIP call return ConnectMode, page 5-41

SIP proxy registrar address GkOrProxy, page 5-13

SIP retransmission attempts for requests or |MsgRetryLimits, page 5-24

responses

SIP proxy registration renewal SIPReglnterval, page 5-19

SIP registration enable/disable SIPRegOn, page 5-20

SIP-request listening port SIPPort, page 5-19

SIP session-timer settings SessionTimer, page 5-28essioninterval, page

5-28 MinSessioninterval, page 5-28

Static network router probe OpFlags, page 5-45

STUN support NatTimer, page 5-22NatServer, page 5-22
TFTP file—not using internally generated namé®pFlags, page 5-45

Timing values SigTimer, page 5-40FeatureTimer, page 5-38

FeatureTimer2, page 5-39

Time zone offset TimeZone, page 5-48

Tones: BusyTone, CallWaitTone Tone Configuration Parameters, page 5-53
AlertTone, DialTone, ReorderTone, and

RingBackTone parameters

Tracing TraceFlags, page 5-73

Transmitting-audio codec preference TxCodec, page 5-31

VLAN encapsulation OpFlags, page 5-45

VLAN mode OpFlags, page 5-45

WAN address of NAT NATIP, page 5-21

Web configuration—disallowing OpFlags, page 5-45
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B Complete Reference Tableaif Cisco ATA SIP Services
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CHAPTER 5

Parameters and Defaults

This section provides information on the parameters and defaults that you can use to create your own
CiscoATA configuration file. This section also includes the voice configuration menu code for each
parameter that has such a code.

Parameters are divided into categories basetth@in functionality. The following categories of
parameters are covered in this section:

« User Interface (Ul) Secuyi Parameter, page 5-4
- Parameters for Configuration Method and Encryption, page 5-4
« Network Configuration Parameters, page 5-8
« SIP Configuration Parameters, page 5-13
» Audio Configuration Parameters, page 5-30
» Operational Parameters, page 5-35
« Telephone Configuration Parameters, page 5-49
« Tone Configuration Parameters, page 5-53
« Dial Plan Parameters, page 5-64
» Diagnostic Parameters, page 5-73
» CFGID—Version Parameter for Ciséd@A Configuration File, page 5-76
The following list contains general configuration information:
« Your configuration file must begin withtxt.
« The CiscoATA uses the following parameter types:
— Alphanumeric string
— Array of short integers
— Boolean (1 or 0)

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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M Configuration TexEile Template

Note

Note

— Bitmap value—unsigned hexadecimal integer (for specifying bits in a 32-bit integer)

Note Bits are numbered from righe left, starting with bit 0.

Note A tool called bitaid.exe is bundled with your Cis&BA software. You can use this tool
to help you configure values of Cis@dA bitmap parameters. The tool prompts you
for the necessary information.

— Extended IP address—IP address followed by port number (for example, 192.168.2.170.9001)
— IP address (e.g. 192.168.2.170)

— Integer (32-bit integer)

— Numeric digit string

The termCisco ATAis used throughout this manual to refer to both the C4§@0186 and the
CiscoATA 188, unless differences between the Ci&tA 186 and Cisc@TA 188 are explicitly
stated.

This section contains recommendedues for the United States aather countries as configuration
examples for certain parameters. For detailed recordatams of tone-parametealues by country, see
AppendixE, “Recommended CiscATA Tone Parameter Values by Country.”

Configuration Text File Template

This is a listing of the sip_example.txt text file, without its annotations, that comes bundled with the
CiscoATA software.

You can make a copy of this file and use it as a tategdor creating your own default configuration file
or CiscoATA-specific configuration file. For instructions drow to create these configuration files, see
the“Creating Unique and Common Cis@dA Configuration Files” section on page9.

The sip_example.txt fileontains all the CiscATA default values. The sections that follow this listing
describe all the parameters in this file.

#ixt

UlPassword:0

UseTftp:1

TftpURL:0

cfginterval:3600

EncryptKey:0

EncryptKeyEx:0
upgradecode:0,0x301,0x0400,0x0200,0.0.0.0,69,0,none
upgradelang:0,0x301,0x0400,0x0200,0.0.0.0,69,0,none
Dhcp:1

Staticlp:0

StaticRoute:0

StaticNetMask:0

DNS1IP:0.0.0.0

DNS2IP:0.0.0.0

NTPIP:0.0.0.0
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Configuration Text File Templatdill

AItNTPIP:0.0.0.0

VLANSetting:0x0000002b

GkOrProxy:0

AltGk:0

AltGKkTimeOut:0

uIDO0:0

uUID1:0

PWDO0:0

PWD1:0

LoginIDO0:0

LoginID1:0

UseloginlD:0

SIPPort:5060

SIPRegON:0

SIPReginterval:120

MaxRedirect:5

SipOutBoundProxy:0

NATIP:0

NatServer:0

NatTimer:0

MsgRetryLimits:0x00000000
SessionTimer:0x00000000

Sessionlinterval:1800

MinSessioninterval:1800

DisplayName0:0

DisplayName1:0

MediaPort:16384

RxCodec:1

TxCodec:1

LBRCodec:0

AudioMode:0x00150015

NumTxFrames:2

TOS:0x0000A8B8

CallFeatures:Oxffffffff

PaidFeatures:Oxffffffff
CallCmd:Af;AH;BS;NA;CS;NA;Df,EB;Ff;EP;Kf;EFh;HH;Jf;AFh;HQ;1*67;9A*82;fA#90Vv#;0l;H#72v#;
bA#TAv#,CA#TS5VH,dA#T73,eA*67,9gA*82;fA*70;iA*69;DA*99;xA;Uh;GQ;
FeatureTimer:0x00000000
FeatureTimer2:0x0000001e

SigTimer:0x01418564

ConnectMode:0x00060000

OpFlags:0x2

TimeZone:17

CallerldMethod:0x00019e60

Polarity: 0

FXSInputLevel:-1

FXSOutputLevel:-4
DialTone:2,31538,30831,1380,1740,1,0,0,1000
BusyTone:2,30467,28959,1191,1513,0,4000,4000,0
ReorderTone:2,30467,28959,1191,1513,0,2000,2000,0
RingBackTone:2,30831,30467,1943,2111,0,16000,32000,0
CallWaitTone:1,30831,0,5493,0,0,2400,2400,4800
AlertTone:1,30467,0,5970,0,0,480,480,1920
SITone:2,30467,28959,1191,1513,0,2000,2000,0
RingONnOffTime:2,4,25
DialPlan:*St4-|#St4-|911|1>#t8.rot2-|0>#t811.rat4- | 1t4>#.-
IPDialPlan: 1

NPrintf:0

TraceFlags:0x00000000

SysloglP:0.0.0.0.514

SyslogCtrl:0x00000000

The sections that follow describe these parameters.
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M User Interface (UBecurity Parameter

User Interface (Ul) Security Parameter

This parameter type contains one parameter—UIPassword.

UlPassword

Description

This parameter controls access to web page @evoonfiguration menu interface. To set a password,
enter a value other than zero. To prompt the user for this password when the user attempts to perform a
factory reset or upgrade using the voice configuration menu, sé€®iid¢ags” section on page-45.

To clear a password, change the value to 0.

You cannot recover a forgotten password unlessrgget the entire configuration of the Cig€iA (see
the“Resetting the Cisc@ATA to Factory Default Values” section on page3).

Note  When UlPassword contains letters, you caremier the password from the telephone keypad.

Value Type
Alphanumeric string

Range
Maximum nine characters

Default
0

Voice Configuration Menu Access Code
7387277

Related Parameter
OpFlags, page 5-45

Parameters for Configuration Method and Encryption

This section describes parameters for instructing the GisAchow to locate its TFTP server and how
to encrypt its configuration file. These parameters are:

« UseTFTP, page 5-5

- TftpURL, page 5-5

« Cfglinterval, page 5-6

« EncryptKey, page 5-6

« EncryptKeyEx, page 5-7
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Pameters and Defaults

UseTFTP

TftpURL

Note

Parameters for Configutian Method and Encryptionll

Settings
1—Use the TFTP server for CisédA configuration.

0—Do not use the TFTP server for Cis&BA configuration.

Value Type
Boolean

Range
Oorl

Default
1

Voice Configuration Menu Access Code
305

Related Parameters

- TftpURL, page 5-5

« EncryptKey, page 5-6

» OpFlags, page 5-4fbits 0 and 3)

Description

Use this parameter to specify the IP address or URheoTFTP server. This string is needed if the DHCP
server does not provide the TFTP serlP address. When the TftpURL parameter is set to a non-zero value,
this parameter has priority over the TFTP sei¥? address supplied by the DHCP server.

Optionally, you can include the path prefix to the TFTP file to download.

For example, if the TFTP server IP address is 192.168.2.170 or www.cisco.com, and the path to
download the TFTP file is in /atal86, yoan specify the URL as 192.168.2.170/atal86 or
www.cisco.com/atal86.

From the voice configuration menu, you can only enter the IP address; from the web server, you can
enter the actual URL.

Value Type
Alphanumeric string

Range
Maximum number of characters: 31

Default
0

| oL-4654-01
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M Parameters for Gdiguration Method and Encryption

Voice Configuration Menu Access Code
905

Related Parameters
e UseTFTP, page 5-5
- Cfglinterval, page 5-6

Cfginterval

Description

Use this parameter to specify the number cbsels between each configuration update. The Gi3éo
will also upgrade its signaling image if it detects that the TFTP server contains an upgraded image.

For example, when using TFTP for configuration, the CISEA contacts TFTP each time the interval
expires to get its configuration file.

You can set Cfginterval to a random value to achieve random contact intervals from th&Tigoo
the TFTP server.

Value Type
Decimal

Range
60 to 4294967295

Default
3600

Voice Configuration Menu Access Code
80002

EncryptKey

Description
This parameter specifies the encryption key that is used to encrypt theATSoonfiguration file on
the TFTP server.

The cfgfmt tool, which is used to create a Cigd@d binary configuration file (see thJsing
Encryption With the cfgfmt Tool” section on pagel?2), automatically encrypts the binary file when the
EncryptKey parameter has a value other than 0. The cfgfmt tool uses the rc4 encryption algorithm.

If this parameter value is set to 0, the Cigd@d configuration file on the TFTP server is not encrypted.

Note Cisco recommends using the stronger CI&€A encryption method, which requires the use of the
EncryptKeyEx parameter. For more information, see'BreryptKeyEx” section on page-7.

For examples on how to upgrade from the EncryptKey parameter to the stronger encryption method that
uses the EncryptKeyEx parameter, see'fh@mples of Upgrading to Stronger Encryption Key” section
on pages3-15.
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Parameters for Configutian Method and Encryptionll

Value Type
Hexadecimal string

Range
Maximum number of characters: 8

Default
0

Voice Configuration Menu Access Code
320

Related Parameters
 UseTFTP, page 5-5

« TftpURL, page 5-5

« EncryptKeyEx, page 5-7

EncryptKeyEx

Description

This parameter specifies an encryption key thatrienger than the key sgéed with the EncryptKey
parameter. This stronger key is used to encrypt the @i§aoconfiguration file on the TFTP server.

Note  Cisco recommends using the EncrpytKeyEx paramatdead of the Encryfiey parameter for the
strongest possible encryption of the Cigd& configuration file.

When the EncryptKeyEx parameter is set to a non-zero value, the Aicoeses this value as the
encryption key and ignores any valilat has been set for the EncryptKey parameter. The cfgfmt tool,
which is used to create a Cis8dA binary configuration file (see th&Jsing Encryption With the

cfgfmt Tool” section on pagg-12), automatically encrypts the binary file using the stronger rc4
encryption algorithm.

When EncryptKeyEXx is useftdr encryption, the CiscATA searches for the configuration file with the
format atamacaddress.x. on the TFTP server.

If the value of the EncryptKeyEparameter is 0, then the CisB®A uses the value of the EncryptKey
parameter for encryption.

Note  The cfgfmt tool (version 2.3) program generate an m@eaddress.x file in addition to an
atadmacaddress file if the EncryptKeyEx parameter is specified. You should place both such
configuration files on the TFTP server.

For examples on how to upgrade from the EncryptKey parameter to the stronger encryption method tha
uses the EncryptKeyEx parameter, see'fh@mples of Upgrading to Stronger Encryption Key” section
on pages3-15.
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M Network Configuation Parameters

Value Type
Hexadecimal string of the form:

Rc4PasswdIinHex/macinHek2
» rcd4KeylnHex_n is a hexadecimal string of one to 64 characters.

+ /maclinHex_12 is the optional extéms consisting of a forward slasH ) followed by the six-byte
MAC address of the CiscATA to which the configuration file will be downloaded.

Range
Maximum number of characters: 64

Default
0

Voice Configuration Menu Access Code
Not applicable for this parameter.

Related Parameters
« UseTFTP, page 5-5

« TftpURL, page 5-5
« EncryptKey, page 5-6

Network Configuration Parameters

This section includes the parameters for enabling or disabling the use of a DHCP server to obtain IP
address information, and parameters that you need to statically configure if you disable DHCP:

« DHCP, page 5-8

» Staticlp, page 5-9

- StaticRoute, page 5-9

- StaticNetMask, page 5-10
- DNSI1IP, page 5-10

« DNS2IP, page 5-11

« NTPIP, page 5-11

« AINTPIP, page 5-12

« VLANSetting, page 5-12

DHCP

Description

A DHCP server can be useddatomatically set the Ciso®TA IP address, the network route IP address,
the subnet mask, DNS, NTPFTP, and other parameters.

« 1—Enable DHCP
« 0—Disable DHCP
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Network Configuration Parametersil

Value Type
Boolean

Range
Oor1l

Default
1

Voice Configuration Menu Access Code
20

Related Parameters

- Staticlp, page 5-9

« StaticRoute, page 5-9

« StaticNetMask, page 5-10

» OpFlags, page 5-4fbits 3 and 11)

Staticlp
Description
Use this parameter to sitzdlly assign the CiscATA IP address if the DHCP parameter is set to 0.
Value Type
IP address
Default
0.0.0.0
Voice Configuration Menu Access Code
1
Related Parameters
« DHCP, page 5-8
» StaticRoute, page 5-9
- StaticNetMask, page 5-10
StaticRoute
Description
Use this parameter to sitzdlly assign the CiscATA route if the DHCP parameter is set to 0.
Value Type
IP address
Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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M Network Configuation Parameters

Default
0.0.0.0

Voice Configuration Menu Access Code
2

Related Parameters

« DHCP, page 5-8

- Staticlp, page 5-9

» StaticNetMask, page 5-10

StaticNetMask

Description
Use this parameter to sitzdlly assign the CiscATA subnet mask if the DHCP parameter is set to 0

Value Type
IP address

Default
255.255.255.0

Voice Configuration Menu Access Code
10

Related Parameters

« DHCP, page 5-8

- Staticlp, page 5-9

- StaticRoute, page 5-9

DNS1IP

Description

This parameter is for setting the primary domain naerger (DNS) IP address, if the DHCP server does
not provide one. If DHCP provides DNS1IP (andt ifs non-zero), this parameter overwrites the
DHCP-supplied value. Yooannotspecify a port parameter. The Cis&BA uses the default DNS port
only.

Value Type
IP address

Default
0.0.0.0
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Network Configuration Parametersil

Voice Configuration Menu Access Code
916

Related Parameter
DHCP, page 5-8

DNS2IP

Description

This parameter is for setting the secondary domamenserver (DNS) IP address, if the DHCP server
does not provide one. If DHCP provides DNS2IP (if it is non-zero), this parameter overwrites the
DHCP-supplied value. You cannot specify a port parameter. The Bigtaises the default DNS port
only.

Value Type
IP address

Default
0.0.0.0

Voice Configuration Menu Access Code
917

Related Parameter
DHCP, page 5-8

NTPIP

Description
This parameter is the NTP IP address, required if DHCP server does not provide one.

The Cisco ATA requires an NTP Server from whiotobtain Coordinated Universal Time (UTC) to
time-stamp incoming calls (H.323 and SIP) to drive an external Caller-ID device.

DHCP may also supply a NTP server. If NTPIP isdfied, it overwrites th@alue supplied by DHCP.
NTPIP is ignored if its value is 0 or 0.0.0.0.

The usemust notspecify a port parameter. The Cis&BA uses the default NTP port only.

Value Type
IP address

Default
0.0.0.0

Voice Configuration Menu Access Code
141
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M Network Configuation Parameters

AItNTPIP

Description

This parameter is the alternate NIRPaddress, if you want redundan¥pu can set this parameter to 0
or point to the same NTPIP if only one NTP server exists.

Value Type
IP address

Default
0.0.0.0

Voice Configuration Menu Access Code
142

VLANSetting

Description
This parameter is for spéging VLAN-related settings.

Bitmap definitions are as follosvfor the VLANSetting parameter:

» Bits 0-2—Specify VLAN Class of Service (CoSj tialue (802.1P priority) for signaling IP packets.
« Bits 3-5—Specify VLAN CoS bit value (802.1P priority) for voice IP packets.

» Bits 6-17—Reserved.

» Bits 18-29—User-specified 802.1Q VLAN ID.

« Bits 30-31—Reserved.

Value Type
Bitmap

Default
0x0000002b

Voice Configuration Menu Access Code
324

Related Parameter
OpFlags, page 5-45
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SIP Configuration Parameterdll

SIP Configuration Parameters

This section describes the following parameters, which include SIP port and SIP proxy configuration
parameters:

»  GkOrProxy, page 5-13

« AItGk, page 5-14

« AlItGkTimeOut, page 5-15
« UIDO, page 5-15

- PWDO, page 5-16

- UID1, page 5-16

« PWD1, page 5-17

« LoginIDO, page 5-17

« LoginID1, page 5-18

» UseloginID, page 5-18

« SIPPort, page 5-19

» SIPReglnterval, page 5-19
« SIPRegOn, page 5-20

- MAXRedirect, page 5-20

« SipOutBoundProxy, page 5-21
« NATIP, page 5-21

« NatServer, page 5-22

+ NatTimer, page 5-22

» MsgRetryLimits, page 5-24
« SessionTimer, page 5-26

- Sessioninterval, page 5-28
« MinSessionlnterval, page 5-28
« DisplayNameO, page 5-29
» DisplayNamel, page 5-29

GkOrProxy

Description

This parameter is the proxy address or registrar address.

For a SIP proxy server, this can be an IP adsliwith or without a port parameter such as
123.123.110.45, 123.123.110.45.5060, or 123.1234518061, or a URL such as sip.cisco.com, or

sip.ata.cisco.com:5061. For an IP address, a ".'aari:be used to delimit a port parameter. For a URL,
a "' must be used to indicate a port.

The default port is port number 5060.
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Note If the SIP proxy server and registration serveside on separate hardwaester the SIP registration
server address in this field.

If the hosthame specified in GKOrProxy is not aratlRiress (but is, for example, a domain name), the
CiscoATA performs a DNS A-record query on the domain name. To force the @igkdto perform a
DNS SRV query first, you must set ConnectMode parameter bit 29 to a valu¢S#e the
“ConnectMode” section on padge4l) If the query results in a zero DNS SRV entry, then the
CiscoATA performs a DNS A-record query on the hostname.

If the SRV lookup returns two hosts, they become primary and backup proxies according to their priority
(as specified in the DNS SRV RFC), and the hostnapeeified in the AltGk parameter is ignored.

If the SRV lookup returns only one host, this host is the primary proxy, and the hostname specified in
the AItGk parameter is the backup proxy.

Value Type
Alphanumeric string

Range
Maximum number of characters: 31

Default
0—Disables proxy registration and proxy-routed calls.

In this case, you can make direct IP calls by dialing the user-id@IP:port of the callee, where user-id must
be a numeric value, '@' is dialed &%",and '." and ":' are dialed as a "™*'.

The following list shows some examples of direct SIP IP dialing:
« 1234*192*168*1*10*5060
- 102*210*9*101*5061
+ 4084281002**100*123*89*10

Voice Configuration Menu Access Code
5

AltGk

Description

You have the option of using this parameter to specify a backup proxy. However, if a DNS SRV
performed on the GkOrProxy parameter returns mame tine host, the AltGk parameter is ignored. For
more information, refer to the degmtion and syntax examples in th@kOrProxy” section on

page5-13

Value Type
Alphanumeric string

Range
Maximum number of characters: 31
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SIP Configuration Parameterdll

Default
0

Voice Configuration Menu Access Code
6

AltGkTimeOut

UIDO

Description

You can use this parameter to specify the timeout in seconds before theATistails back to the
primary proxy server from the backup proxy server. Re-registration does not occur until the current
registration period expires.

Value Type
Integer

Default

0—The CiscoATA continues to use the backup proxy server until it fails before attempting to fail back
to the primary proxy server.

Range
30 to 4294967295 seconds

Voice Configuration Menu Access Code
251

Description
This parameter is the User ID (fexample, the phone number) for tAkone 1port. If the value is set
to zero, the port wilbe disabled and no dial tone will sound.

Use this parameter for registration and authenticatif a proxy server requires separate registration
and authentication IDs, use this parameter to spéleefyegistration ID only. You can use the LoginID0O
parameter specify the authentication ID.

Value Type
Alphanumeric string

Range
Maximum number of characters: 31

Default
0
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Voice Configuration Menu Access Code
3

Related Parameter
LoginIDO, page 5-17

PWDO

Description
This parameter is the password for Bteone 1port.

Value Type
Alphanumeric string

Range
Maximum number of characters: 31

Default
0

Voice Configuration Menu Access Code
4

UiD1

Description
This parameter is the User ID (fexample, the phone number) for thkone 2port. If the value is set
to zero, the port will be disabled and no dial tone will sound.

Use this parameter for registration and authenticatif a proxy server requires separate registration
and authentication IDs, use this parameter to spéleeyegistration ID only. You can use the LoginiD1
parameter specify the authentication ID.

Value Type
Alphanumeric string

Range
Maximum number of characters: 31

Default
0

Voice Configuration Menu Access Code
13

Related Parameter
LoginID1, page 5-18
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PWD1

Description
This parameter is the password for #teone 2port.

Value Type
Alphanumeric string

Range
Maximum number of characters: 31

Default
0

Voice Configuration Menu Access Code
14

LoginiDO

Description

If a proxy server requires separaggistration and authentication IDsse this parameter to specify the
authentication ID for th®honelport of the Cisc@ATA.

Note  UIDO is used for authentication if UseLoginID is 0.

Value Type
Alphanumeric string

Range
Maximum number of characters: 51

Default
0

Voice Configuration Menu Access Code
46

Related Parameters
« UIDO, page 5-15
» UseloginID, page 5-18

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
[ oL-4654-01 ’.m



Chapter5  Parameters and Defaujts

M SIP Configuration Parameters

LoginIiD1

Description

If a proxy server requires separate registration atigeatication 1Ds, use this parameter to specify the
authentication ID for th®hone2port of the CiscATA.

Note UID1 is used for authentication if UseLoginID is 0.

Value Type
Alphanumeric string

Range
Maximum number of characters: 51

Default
0

Voice Configuration Menu Access Code
47

Related Parameters
« UID1, page 5-16
» UseloginID, page 5-18

UselLoginID

Description
0—Use UIDO and UID1 as the authentication ID.

1—Use LoginID0O and LoginID1 as the authentication ID.

Value Type
Boolean

Range
Oor1l

Default
0

Voice Configuration Menu Access Code
93
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SIPPort

Description

This parameter is used to configure the port through which the @iBkdistens for incoming SIP
requests and sends outgoi®bP requests.

Value Type
Integer

Range
1 to 65535

Default
5060

Voice Configuration Menu Access Code
201

SIPReginterval

Description

Use this parameter to configure the number of seconds betweenATisgegistration renewal with
the SIP proxy server. The Cis@dA renews the registration at some percentage of time earlier than the
specified interval to prevem registration from expiring.

Value Type
Integer

Range
1 to 86400

Default
3600

Voice Configuration Menu Access Code
203
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SIPRegOn

Description
0—Disable SIP registration.

1—Enable SIP registration. When this flag is enabled, the Gi§Aaregisters with the SIP Proxy
Server that is specified in the GkorProxy parameter. The @i$8lso registers with the interval that
is specified in the SIPReglInterval parameter.

Value Type
Boolean

Range
Oorl

Default
0

Voice Configuration Menu Access Code
204

MAXRedirect

Description

This parameter specifies the maximum number of times that a called number is allowed to forward the
call to another number.

Value Type
Integer

Range
O0to 10

Default
5

Voice Configuration Menu Access Code
205
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SipOutBoundProxy

NATIP

Description

The SIP Outbound Proxy Server is a SIP proxy server which can be different from the Registration Proxy
Server (specified in the GkOrProxy parameter) andtizh all outgoing SIP requests are sent. Outgoing
SIP responses are not affected by this out-bound-proxy and are still sent according to the VIA header
and source address of the incoming SIP requests.

If the outgoing SIP request has a ROUTE header, the first route in the header is removed if it resolves
to the same IP address as the out-bound-proxy. This process guards against the case when the
out-bound-proxy also inserts its IP address into the RECORD-ROUTE header.

The OutBoundProxy parameter can be an IP addwnath or without a port parameter, such as
123.123.110.45, 123.123.110.45.5060, or 123.1AB45:5061, or a URL such as sip.cisco.com,
sip.ata.cisco.com:5061. For IP addresses, a perioddojan (:) can be used to delimit a port parameter.
For a URL, a colon (:) must be used to indicate & gbno port parameter is specified, the port 5060 is
assumed.

Value Type
Alphanumeric string

Range
Maximum number of characters: 31

Default
0

Voice Configuration Menu Access Code
206

Description
This is the WAN address of the attached router/NAT; currently only used to support SIP behind a NAT.

Value Type
IP address

Default
0.0.0.0

Voice Configuration Menu Access Code
200

| oL-4654-01
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NatServer

NatTimer

Description

This parameter allows you to specify the server to which dummy, single-byte UDP packets are sent to

maintain a NAT translation for a session.

The parameter value can be an IP address with or without a port parameter (such as 123.123.110.45 or
123.123.110.45:5060), or a URL(suchres.cisco.com or dummy.cisco.com:5061).

Syntax
<IP_address>[<.|:><Port>] | <URL>[:<Port>]

The following syntax rules apply:

+ For an IP address, a dot (.) or colon (;) can be used to delimit a port parameter.

» For a URL, a colon (:) must be used as a delimiter.

- If the port parameter is not specified, the default port 5060 is assumed.

« A value of 0 indicates that a server is not available.

Value Type
IP address or FQDN format

Range
Maximum number of characters: 47

Default
5060 is the default port if no port is specified.

Voice Configuration Menu Access Code
207

Description

The NatTimer parameter provides the following configuration:

« Interval of Keep-Alive packets

« STUN mode to use

» Destination of keep-alive packets.
SeeTable5-1 for definitions of each bit.

Value Type
Bitmap

Default
0x00000000

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)
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Voice Configuration Menu Access Code
208

Table 5-1 NatTimer Paramete r Bit Definitions

Bit Number Definition
0-11 Use these bits to specify the intal in seconds for sending keeliva packets from the SIP port and
RTP port.

Keep-alive packets are sent in the following manner:

» The packets are sent constantly for the SIR poce the keep-alive interval is reached.

« The packets are sent only during a call for the m@dirts once the keep-alive interval is reached.
Range: 0 to 2047 seconds

Default: 0 (no keep-alive packets are sent).

12-15 Reserved. These bits must be set to 0.

16-17 Use these bits with one of the following values to specify NAT traversal mode:
« 0—Send keep-alive packets only

The CiscoATA sends keep-alive packets only and does not perform any discovery or substitution
of the NAT WAN IP address or port in SIP messages.

« 1—STUN

The CiscoATA obtains IP address and port mappifigen the STUN server specified in the
NatServer parameter and substitutes thmeappings into SIP messages. The CiAtA
automatically obtains port mappings, as needed, for the following parameters:

— SIPPort
MediaPort
MediaPort + 2
— MediaPort + 4
« 2—NATIP auto-mapping

The CiscoATA obtains only the IP address mapping from the STUN server specified in the
NatServer parameter and substitutes the mapptogSIP messages. With this mode, you must
manually map the CiscATA port to an external port.

« 3—Reserved. Do not use this value.

18 Use this bit to set the destination of keep-alive UDP packets that are sent from the SIP port:

« 0—Keep-alive UDP packets are sent to the sespecified in the NatServer parameter. This
setting is normally used when only kealive packets are sent (see bits 16-17).

« 1—Keep-alive UDP packets are sent to the sespecified in the GkOrProxy parameter. This
setting is normally used when STUN mode is selected (see bits 16-17).

Related Parameters
+ NatServer, page 5-22

» GkOrProxy, page 5-13
19 Reserved.

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Table 5-1  NatTimer Parameter Bit Definitions

Bit Number Definition

20 0—This setting keeps the CisédA signaling port (SIPPort parameter value) bound to the
NAT-assigned external port during a call. This prevents the binding from expiring during a period of
inactivity when no UDP packets pass through the mapped port.
1—If this setting is selected, a NAT router may remove the signaling port binding after a period of
inactivity.
Related Parameter
SIPPort, page 5-19

21 0—This setting keeps the first Cisé@A media port (MediaPort parameter value) bound to the
NAT-assigned external port during a call. This prevents the binding from expiring during a period of
silence when no UDP packets pass through the mapped port.
1—If this setting is selected, a NAT router may remove the media port binding after a period of
inactivity.
Related Parameter
MediaPort, page 5-30

22 0—This setting keeps the second Cigd@& media port (MediaPort parameter value + 4) bound to
the NAT-assigned external port during a call. This prevents the binding from expiring during a period
of silence when no UDP paclkepass through the mapped port.
1—If this setting is selected, a NAT router may remove the media port binding after a period of
inactivity.
Related Parameter
MediaPort, page 5-30

23-31 Reserved; must be set to 0.

MsgRetryLimits

Description

This parameter is a bitmap that allows yogpecify the number of times that the CigdA retransmits
various SIP requests to the current proxy as well as the number of times that thATaisends
responses to specific requefitsm the SIP user agent.

When the Cisc@TA sends a SIP message to the remotel8kt agent, the message does not always
reach its destination for various reas. When this occurs, the Cis&dA re-sends the same message a
specified number of times before timing out.

The number of retries is configurable for the following Ciédé SIP requests:
+ REGISTER

« INVITE

« BYE

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)
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+ CANCEL
« REFER
*« NOTIFY

The number of retries is also configurable for the following CISEA responses to requests from the
SIP user agent:

» CiscoATA responses tan INVITE request
» CiscoATA final responses (200-t0-600 class responses) to an OPTIONS request
SeeTable5-2 for definitions of each bit.

Value Type
Bitmap

Default

0x00000000

Voice Configuration Menu Access Code
360

Table 5-2  MsgRetryLimits Para meter Bit Definitions

Bit Number

Definition

0-3

Number of times to retransmit the following Cis&BA SIP requests or responses to the SIP user
agent:

* NOTIFY request
* Response to an OPTIONS request
« Final response tan INVITE request
Range: 0-15
Default: 0. This means the following numbers of retransmission attempts are used:
« NOTIFY request: 6
« OPTIONS response: 10
« INVITE final response: 7

4-7

Number of times to retransmit REGISTER request.

Default: 0 (Number of attempts is 10.)

8-11

Number of times to retransmit INVITE request.
Default: 0 (Number of attempts is five.)

12-15

Number of times to retransmit BYE request.

Default: 0 (Number of attempts is four.)

16-19

Number of times to retransmit CANCEL request.
Default: 0 (Number of attempts is four.)

20-23

Number of times to retransmit REFER request.

Default: 0 (Number of attempts is five.)

24-31

Reserved. The value of these bits must be 0.

| oL-4654-01
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SessionTimer

Description

Use this parameter to configure various options of the SIP session timdial8eb-3 for bit
definitions.

Value Type
Bitmap

Default
0x00000000

Voice Configuration Menu Access Code
362

Examples
« SessionTimer: 0x00000001

With this setting, the CiscATA accepts requests from the far end for a session timer but never
initiates requests for a session timer.

By default, the Cisc&TA will not be the session refresher except if one of the following conditions
is true:

— If the caller has already specified the Cigd®\ as the refresher in the initial call setup request.
— If the party that the CiscATA called has specified that the CisB®A be the refresher.
» SessionTimer: 0x00000003

With this setting, the CiscATA is always the requester of a session timer, providing the following
condition is true:

— Session timing is supported by the far end regardless of whether the far end or th&T@isco
is the call initiator.

By default, the Cisc&TA will not be the session refresher except if one of the following conditions
is true:

— If the caller has already specified the Cigd®\ as the refresher in the initial call setup request.
— If the party that the CiscATA called has specified that the CisB®A be the refresher.
» SessionTimer: 0x00000005

With this setting, the CiscATA only accept requests from therfand for a session timer but never
initiates requests for a session timer.

By default, the Cisc@TA will not be the session refresher except if one of the following conditions
is true:

— The caller has already specified itself to as tlesigm refresher in the initial call setup request.

— The party that the CiscATA called has specified itffeas the session refresher.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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« SessionTimer: 0x00000007

With this setting, the CiscATA is always the requester of a session timer, providing the following
condition is true:

— Session timing is supported by the far end regardless of whether the far end or th&TBisco
is the call initiator.

In this mode, the CiscATA is designated as the session refresher except if one of the following
conditions is true:

— The caller has already specified itself as the sessfresher in the initial call-setup request.
— The party that the CiscATA called has specified itffeas the session refresher.

Related Parameters
- Sessioninterval, page 5-28

« MinSessionlnterval, page 5-28

Table 5-3  SessionTimer Parameter Bit Definitions

Bit Number Definition

0 Set this bit to 1 to enable the SIP session-timer feature.

1 Set this bit to 1 to request that a SIP session timer be in effect on every call if the far endpoint also
supports this feature.

2 Use this bit to select the party responsible fatiating session refreshes if the caller has not specified
the party.

This field is applicable only when the CisAdA is the callee.
Set the bit value as follows:

« 0—The caller will perform session refreshes.

» 1—The callee will perform session refreshes.

Note If the caller specifies which party will perfm session refreshes (by means of the SIP
Session-Expires field of the initial INVITE regstg, that selection takes precedence over the
configured value of this bit.

3 Reserved.
4 Set this bit to 1 to enable the collection of session debug messages.
5-31 Reserved.

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Sessionlnterval

Description
Use this parameter to configure the intervalniimber of seconds, between SIP session refreshes.

Conditions for Usage
One of the following conditions must exist for this parameter to be used:

» The CiscoATA is the caller requesting the use of a session timer.
In this case, bits 0 and 1 of thesS®nTimer parameter must be enabled.

« The CiscoATA is the callee requesting the use of a s@ssimer when none has been requested by
the calling side.

— The initial SIP INVITE request did not conta@nSession-Expires header or a Min-SE header
(for minimum session interval); however the INVITE request did includestipported:timer
line to indicate that this feature is supported.

— Bits 0 and 1 of the SessionTimer parameter must be enabled.

Value Type
Integer

Range
60 to 86400 seconds

Default
1800 seconds (one half hour)

Voice Configuration Menu Access Code
363

Related Parameters
« SessionTimer, page 5-26
» MinSessioninterval, page 5-28

MinSessioninterval

Description

This parameter is used only if the Cis&BA is the callee and if the caller has requested the use of a
session timer. The Cisc®TA then uses this parameter to date the requested refresh interval.

Use this parameter to configure the minimum reglirgerval, in number of seconds, between session
refreshes.

If the Session-Expires value in the INVITE request sent to the Cisco ATA is smaller than the value of
the MinSessioninterval parameter, the Cigd@é will reject the INVITE request and return422
Session Interval Too Smatiessage to the caller.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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If the Session-Expires value in the received INVIFEguest is greater than or equal to the CATA
MinSessioninterval, the CisodTA will accept this interval by sending200 OKmessagéeo the caller
with the refresh interval listed in the Session-Expires field andRewuired:timedine included in the
CiscoATA response.

Value Type
Integer

Range
60 to 86400 seconds

Default
1800

Voice Configuration Menu Access Code
364

Related Parameters
« SessionTimer, page 5-26

« Sessioninterval, page 5-28

DisplayNameO

Description

For caller ID purposes, you can configure a nameorrespond to the phone number of the CA5TA
Phone linput port. This name will be displayed at the remote endpoint when a call originates from this
CisCoATA.

Value Type
Alphanumeric string

Range
Maximum 31 characters

Default
0. This means that a display name will not be included in any SIP messages.

Voice Configuration Menu Access Code
5002

DisplayNamel

Description
For caller ID purposes, you can configure a nameorrespond to the phone number of the C5TA

Phone 2input port. This name will be displayed at the remote endpoint when a call originates from this
CisCoATA.

| oL-4654-01
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Value Type
Alphanumeric string

Range
Maximum 31 characters

Default
0. This means that a display name will not be included in any SIP messages.

Voice Configuration Menu Access Code
5003

Audio Configuration Parameters

This section describes the following audio paramstehich allow you to configure such items as
codecs and silence suppression:

+ MediaPort, page 5-30

+ RxCodec, page 5-31

» TxCodec, page 5-31

« LBRCodec, page 5-32

« AudioMode, page 5-32

« NumTxFrames, page 5-34
« TOS, page 5-34

MediaPort

Description

Use this parameter to specthe base port where the Cis8dA transmits and receives RTP media. This
parametemustbe an even number. Each connection tiseqext available even-numbered port for
RTP.

Value Type
Integer

Range
1 to 65535

Default
16384

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Voice Configuration Menu Access Code
202

Related Parameters
« TOS, page 5-34
« VLANSetting, page 5-12

RxCodec

Description
Use this parameter to specifgceiving-audio codec preference. The following values are valid:

*» 0—G.723 (can be selected only if LBRCodec is set to 0)
¢« 1—G.711A-law

e 2—G.711p-law

« 3—G.729a (can be selected only if LBRCodec is set to 3)
« 6—G.726-32kbps

Value Type
Integer

Range
0-3,6

Default
2

Voice Configuration Menu Access Code
36

TxCodec

Description
Use this parameter to specify the transmitting-audio codec preference. The following values are valid:

» 0—G.723 (can be selected only if LBRCodec is set to 0)
e 1—G.711A-law

e 2—G.711p-law

e 3—G.729A (can be selectedlgnf LBRCodec is set to 3

« 6—G.726-32kbps

Value Type
Integer

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Range
0-3,6

Default
2

Voice Configuration Menu Access Code
37

LBRCodec

Description

This parameter allows you specify which low-bit-rate codecs are available. The CSBdis capable
of supporting two G.723.1 connections, tGd726 connections, or one G.729 connection.

When G.723.1 is selected as thebit-rate codec, each FXS port itbaated with one G23.1 connection.

When G.729 is selected, only one &)Yort is capable of operating witie G.729 coded he allocation of
the G.729 resource to the FXS port is dynamic. The G.729 resource, if available, is allocated to an FXS port
when a call is initiated or received; thaoarce is released when a call is completed.

When G.726 is selected, the Cig¥A can support as many as two active simultaneous G.726 connections.
The allocation of the G.726 codiscdynamic. Two G.726 connections can be used by one Bigkw@oice
port for conferencing or shared by two Cig€IA voice ports.

The following values are valid:
« 0—Select G.723.1 as the low-bit-rate codec.
» 3—Select either G.729 as the low-bit-rate codec.
« 6—Select G.726-32kbps as the low-bit-rate codec.

Value Type
Integer

Range
0,30r6

Default
0

Voice Configuration Menu Access Code
300

AudioMode

Description

This parameter represents the audio operating mode. The lower 16 bits arePfooieelport, and the
upper 16 bits are for thehone 2port. Table5-4 on pagé-33 provides definitions for each bit.
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Value Type
Bitmap

Default
0x00150015

Voice Configuration Menu Access Code
312

Related Parameter
ConnectMode, page 5-41

Table 5-4  AudioMode Parameter Bit Definitions

Bit Number Definition
0 and 16 0/1—Disable/enable G.711 silence suppression.
Default: 1
1and 17 0—Enable selected low-bit-ratmdec in addition to G.711.
1—Enable G.711 only.
Default: 0
2 and 18 0/1—Disable/enable fax CED tone detection.
Default: 1
3 and 19 Reserved.
4-5 and 0—Always in-band (send and receive, do not send SDP info)
20-21:DtmiMethod 1—By negotiation (send SDP info, enable reeeidecode others’ SDP information, send
depends on others’ SDP information)
2—Always out-of-band (send SDP info, enable reeedecode others’ SDP information, always
send).
3—Reserved.
6-15 and 22-31 Reserved.
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NumTxFrames

Description

Use this parameter to select the default RTP pagilletin number of frames per packet. The Cisco ATA
default frame sizes are as follows:

e G.711 and G.729—10 ms
e (G.723.1—30 ms

For example, to receive 20 ms of/@9 packets, set the parameter to 2.

Value Type
Integer

Range
1-6

Default
2

Voice Configuration Menu Access Code
35

TOS

Description

This parameter allows you to cagiiire Type of Service (ToS) bitsy specifying the precedence and
delay of audio and signaling IP packets, as follows:

« Bits 0-7—These bits are for the ToS value for voice data packets.
Range: 0-255
Default: 184

« Bits 8-15—These bits are for ti®S value for signaling-data packets
Range: 0-255
Default: 168

« Bits 16-31—Reserved.

Value Type
Bitmap

Default
0x0000A8B8

Voice Configuration Menu Access Code
255
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Note This parameter is called UDPTOS in previous CIi&gA releases. If you are performing a Cis&bA
upgrade, the previous value of the UDPTOS puater is carried forward to the TOS parameter.

Operational Parameters

This section describes the followipgrameters, which allow you to cagnire such items as call features
and various timeout values:

» CallFeatures, page 5-35

» PaidFeatures, page 5-36
» CallCmd, page 5-37

« FeatureTimer, page 5-38
« FeatureTimer2, page 5-39
« SigTimer, page 5-40

+ ConnectMode, page 5-41
» OpFlags, page 5-45

» TimeZone, page 5-48

CallFeatures

Description
Disable/enable CallFeatures byts®g each corresponding bit to 0 or 1.

The lower 16 bits are for thehone 1port, and the upper 16 bits are for legone 2port. Table5-5
provides definitions of each bit.

Note  The subscribed featuresathcan be permanently disabled bg thser are Caller Line Identification
Restriction_Caller Line Identification Presetitan (CLIP_CLIR), call waiting and Fax mode. A
subscribed service abhle/disabled by the user can be disabled/enabled dynamically on a per-call basis.

Value Type
Bitmap

Default
Oxffffffff

Voice Configuration Menu Access Code
314
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Table 5-5

CallFeatures Parameter Bit Definitions

Bit
Number

Definition

0 and 16

Forward unconditionally

1 and 17

Forward on busy

2 and 18

Forward on no answer

3 and 19

Caller Line Identification Restriction (CLIR)—@aller Line Identification Presentation (CLIP)—1

4 and 20

Call waiting

5and 21

three-way calling

6 and 22

Blind transfer

7 and 23

Transfer with consultation. Thiservice allows the user tansfer the remote party godifferent number by first
calling that number and consulting with the callee.

8 and 24

Caller ID. This service enables the Cig€bA 186 to generate a Caller ID signal to drive a Caller ID display
device attached to the FXS line.

9 and 25

Call return

10 and 26

Message waiting indication

11 and 27

Call Waiting Caller ID. This is available only if théethod bit in CallerldMethod is set to Bellcore (FSK).

12-14
and
28-30

Reserved.

15 and 31

Fax mode. This service allows the user to set the Gidéoto Fax mode on a per-call basis. For Fax mode, use
the following settings:

« G711 codec only
» No silence suppression
+ No FAX tone detection

PaidFeatures

Description

Unsubscribe/subscribe to CallFeatsiby setting each correspondingtbieither O or 1. The lower 16
bits are for the?hone 1port, and the upper 16 bits are for fleone 2port. Table5-6 provides
definitions of each bit.

Value Type
Bitmap

Default
Ox(ffffffff

Voice Configuration Menu Access Code
315
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Table 5-6  PaidFeatures Parameter Bit Definitions

Bit Number |Definition

0 and 16 Forward unconditionally

1land 17 Forward on busy

2 and 18 Forward on no answer

3 and 19 Caller Line Identification Restriction_Call&ine Identification Presentation (CLIP_CLIR)

4 and 20 Call waiting

5and 21 three-way calling

6 and 22 Blind transfer

7 and 23 Transfer with consultation. This service allows the usdransfer the remote pgrto a different number by
first calling that number and consulting with the callee.

8 and 24 Caller ID. This service enables the Cig€bA 186 to generate a Caller ID signal to drive a Caller ID display
device attached to the FXS line.

9 and 25 Call return

10 and 26 |Message waiting indication

11 and 27 |Call Waiting Caller ID. This is available only if tidethod bit in CalleridMethod is set to Bellcore (FSK).

12-14 and |Reserved.

28-30

15 Fax mode. This service allows the user to set the GA\3éato Fax mode on a per-call basis. For Fax mode, use

the following settings:
» G.711 codec only
» No silence suppression
» No FAX tone detection

CallCmd

Description
Command table that controls call commands such as turning on/off caller ID.

For detailed information on the CallCmd parameter,Gleapter6, “Call Commands.”

Value Type
Alphanumeric string

Range
Maximum of 248 characters

| oL-4654-01
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Default

US command table:
CallCmd:Af;AH;BS;NA;CS;NA;Df;EB;Ff;EP;Kf;EFh;HH;Jf;AFh;HQ;1*67;gA*82;fA#90v#;Ol;H#72
Vi, DA#T4v#,CA#T5v#,dA#T3;e A*67;gA*82;fA*70;iA*69;DA*99;xA;Uh;GQ;

Voice Configuration Menu Access Code
930

FeatureTimer

Description
This parameter provides configurable timing valtmsvarious telephone features, as described below:

» Bits 0-3—Maximum time to spend redialing if line is busy
Range: 0 - 15

Factor: five-minute increments

Values: 0 - 75 minutes

Default: 0 (equals 30 minutes)

» Bits 4-7—Retry interval if line is busy
— Range: 0-15
— Factor: 15-second increments
— Values: 0 - 225 seconds
— Default: 0 (equals 15 seconds)

« Bits 8-12—0n-hook delay before a call is disconnected. This feature works only when the
CiscoATA is the terminating endpoint of the call. The user can hang up the phone in one room and
pick up the phone in another room without disconnecting the line.

— Range: 0-31

— Factor: five-second increments
— Values: 0 - 155 seconds

— Default: 0 (no delay)

« Bits 13-15—Amount of time the Cisc®TA waits for a "486 Busy Here" response from a PSTN
gateway after receiving a "183 Session Progress" response.

— Range: 0-7

— Factor: one-second increments
— Values: 0 to 7 seconds

— Default: 0 (no waiting)

« Bits 16-18—Configurable call waiting ring timeout. When a call arrives for a Gi$éoport that
is in use and has call-waig enabled, the CiscATA plays a call-waiting tone. If the incoming call
is not answered within a spéied period of time, the CiscATA can reject the call by returning a
"486 Busy" response tilve remote user agent.

You can configure FeatureTimer parameter bits 16-18 to specify the ringing period for incoming
call-waiting calls.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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This feature can be disabled by either using the default value 0 or by setting bits 16-18 to a value
greater than the standard timeout for an incoming call as specified in SigTimer parameter bits 14-19
When this feature is dib#ed, a "480 Temporarily Not Availableésponse is returned to the remote
user agent when the standard ring times out.

Range: 0 -7

Factor: 10-second increments

Values: 0 to 70 seconds

Default: 0 (never timeout)
» Bits 19-31—Reserved.

Value Type
Bitmap

Default
0x00000000

Voice Configuration Menu Access Code
317

FeatureTimer2

Description
This parameter provides configurable timing values for various Gi$&deatures, as described below:

« Bits 0-7—Maximum time that the Ethernet connection can be disconnected before th&T2isco
automatically reboots.

Range: 0 - 255

Factor: one-second increments

Values: 0 - 255 seconds

Default: 30 (equals 30 seconds)

Note  To disable this feature, set the value of bits 0-7 to 0.

Value Type
Bitmap

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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SigTimer

Default
0x0000001e

Voice Configuration Menu Access Code
361

Description
This parameter controls various timeout valukgble5-7 contains bit definitions of this parameter.

Value Type
Bitmap

Default
0x01418564

Voice Configuration Menu Access Code
318

Related Parameter
CallWaitTone, page 5-62

Table 5-7  SigTimer Paramete r Bit Definitions

Bit Number

Definition

0-7

Call waiting period—The period between each burst of call-waiting tone.
Range: 0 to 255 in 0.1 seconds
Default: 100 (0x64=100 seconds)

8-13

Reorder delay—The delay in plagithe reorder (fast busy) tone after the far-end caller hangs up.
Range: 0 to 62 in seconds
Default—5 (seconds)

63—Never play the reorder tone.

14-19

Ring timeout—When a call is not answered, tisithe amount of time after which Cis@dA rejects the
incoming call.

Range—o0 to 63 in 10 seconds
Default—6 (60 seconds)
0—Never times out

20-25

No-answer timeout—The time to declare no answer aitidt@ call forwarding on no answer (used in SIP
only

Range—O0 to 63 in seconds
Default—20 (0x14=20 seconds)

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)

OL-4654-01]



| Chapter5  Pameters and Defaults

Operational Parametersll

Table 5-7  SigTimer Parameter Bit Definitions (continued)

Bit Number Definition
26-27 Minimum hook flash time—The minimum on-hook time required for hook flash event.
Range: 0to 3
Default: 0 (60 ms)
Other possible values: 1=100 ms, 2=200 ms, 3=300 ms.
28-31 Maximum hook flash time—The maximum drok time allowed for hook flash event.
Range: 0 to 15
Default: 0 (1000 ms)
Other possible values: 1=100 ms, 2=200 ms, 3=3004m4$00 ms, 5=500 ms, 6=600 ms, 7=700 ms, 8=800
ms, 9=900 ms, 10=1000 ms, 11=1100 ms, 128128, 13=1300 ms, 14=1400 ms, 15=1500 ms.
ConnectMode

Description

This parameter is a 32-bit bitmap used to control the connection mode of the selected call signaling
protocol.Table5-8 provides bit definitions for this parameter.

Value Type
Bitmap

Default
0x00060400

Voice Configuration Menu Access Code
311

Table 5-8 ConnectMode Parameter Bit Definitions

Bit Number Definition
0—H.323 only |0—Enable normal start.
1—Enable fast start.
1—H.323 only |0/1—Disable/enable h245 tunneling.
2 0—Use the dynamic payload type 126/127 as the RTP payload type (fax pass-through mode) for G.711
p-law/G.711 A-law.
1—Use the standard payload type 0/8 as the paAypoad type (fax pass-through mode) for G.711
p-law/G.711 A-law.
Default: 0
3—H.323 only |0/1—Disable/enable the requirement foe thliternate gatekeeper to register.
4—H.323 only |0—Denotes a non-CisddallManager environment.
1—Enable the CiscATA to operate in a Cisc@allManager environment.
5—H.323 only |0/1—Enable/disable two-way cut-through ofie® path before reeqeang CONNECT message.
Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Table 5-8  ConnectMode Parameter Bit Definitions (continued)

Bit Number

Definition

6—H.323 only

0/1—Disable/enable using the Progress Indicator to determine if ringback is supplied by the far end with
RTP.

0/1—Disable/enable fax pass-through redundancy.
Default: 0

8-12

Specifies the fax pass-through NSE payload type. The value is the offset to the NSE payload base number
of 96. The valid range is 0-23; the default is 4.

For example, if the offset is 4, the NSE payload type is 100.

13

0—Use G.711p-lawor fax pass-through codec.
1—Use G.711A-law for fax pass-through codec.
Default: 0

14-15

0—Use fax pass-through. This setting is the default.
1—Use codec negotiation in sending fax.
2—Reserved.

3—Reserved.

16

0/1—Disable/enable SIP to remove previous strgtions before adding a new registration.
Default: 0

Note  On power up, all registrations are removed. Ablsfter some soft reboot/resets, only the latest
registration is removed.

17—SIP only

0/1—Disable/enable call forwarding performed by the C&EA. In SIP, call forwarding can be
performed locally by the CiscATA or it can be performed by the SIP proxy. If this bit is disabled, the
CiscoATA forwards the entire dial string, including service activation code, to the SIP proxy for
processing.

Default: 1

18—SIP only

0/1—Disable/enable SIP call return performed by the CiNd%w.
Default: 1

19

0/1—Disable/enable the Cis&TA to send a ringback tone to the caller.
Default: 0

20—SIP only

0/1—Disable/enable SIP to performetion=proxy in a REGISTER message.

You cannot simultaneously set bits 20 and 21 to 1. Afs@u set both these bits 0, the action parameter
is not included in the REGISTER message, forcingpttoxy server to perform the next step in the call
process.

Default: 0

21—SIP only

0/1—Disable/enable SIP to perfomction=redirect in a REGISTER message.
Default: 0

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)
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Table 5-8  ConnectMode Parameter Bit Definitions (continued)

Bit Number Definition

22—SIP only 0/1—Disable/enable SIP to procesgeaeived=tag in the VIA header to ¢vact the exernal IP addresses
used by the Network Address Translation (NAT) router.

When the Cisco ATA is operating behind a NAT, M&TIP parameter must be set to the external IP
address of the NAT router. This allows the cori€address to be placédthe Contact and SDP
headers.

In release 2.14 or later, you may leave the NAT IP address at the default value of "0" or "0.0.0.0" and let
the ATA automatically scan the Via header for a "reed" parameter. The parameter, if present, would
indicate that the CiscATA is operating behind a firewall.

The Cisco ATA proceeds as follows:

1. If the "received=" parameter is in an INVITE response, the current INVITE is canceled and a new
INVITE is sent with the new IP address extrachexn the "received=<NAT IP address>" parameter
in the Contact and SDP headers.

In addition, the Cisc@TA will cancel all previous registrations and re-register with the new IP
address in the Contact head€his step is performed only if registration is currently in an idle state.

2. If the "received=" parameter is in a REGISTERpense as a result of a REGISTER command, the
CiscoATA will cancel all previous registrations amée-register with the ne IP address extracted
from the "received=<NAT IP address>" parameter in the Contact header.

Default: 0

Note For the CiscoATA to automatically detect its presenibehind a NAT, the SIP proxy server
or remote user agent servaustinclude the "received=" paratee in the Via header in the
responses to the CiséJA if the proxy detects that the source address and port do not match
those in the Via header.

23 0/1—Disable/enable user-configuralsietting for call-waiting default.

If this value is 0 (default), the end user cannot configure the permanent default call-waiting setting for
every call. Instead, the service provider's defaall-waiting setting is used for every call.

If this value is 1, the end-user can configure thenament default call-waiting setting for every call, thus
overriding the value set by the service provider.

Default: 0
24 0/1—Disable/enable the mixing of audio and call waiting tone during a call.
Default: 0

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Table 5-8  ConnectMode Parameter Bit Definitions (continued)

Bit Number Definition
25 0—Both the call-waiting call and active call will be dropped the instant the call-waiting user hangs up
the phone.

1—This setting enables the call-waiting hang-up dkature, which alerts callaiting users that an
active call is still on hold once the user has hung up from another call. The phone will continue to ring
until the party on hold has hung up.

Note For the call-waiting hang-up feature to work, tal-waiting call command sequence must be
set appropriately. For more information on how to set this sequence, sém#ixing the
Call-Waiting Hang-Up Alert Feature” section on pagé.

Default: 0
26 Reserved.
27 0—The Cisc0ATA does not change the user namétwmnymousn the SIP URL of the FROM and

CONTACT headers in any INVITE requests ewelnen the display name is sentAsonymousAlso,
the CiscoATA does not change the user nameé\tmnymousn theo= line (also called therigin line)
of the Session Description Protocol (SDP) header in SIP INVITE requests.

1—The CiscATA exhibits the following behavior, provided that the Caller Line Identification
Restriction (CLIR) feature is enabled:

» The Cisc0ATA uses a user name #fhonymousn the following SIP headers and requests:
— FROM header
— CONTACT header
— Theo= line of the SDP header in SIP INVITE requests

For more information and examplegreests showing the usage of theonymousiser name, see the
“Anonymous User Name Support for SIP INVITE Requests” section on $dde

- The Diversion header in the INVITE request containspitieacy=[full|off] field, and this field will
have the value diull. For more information, see tfiBrivacy Token Support for SIP Diversion
Header” section on pagel2

Default: 0

Enabling the CLIR feature
CLIR is enabled in one of two ways:

« By setting bit 3 of both the CallFeatures and PaidFeatures parameters to 0. (Hoork&port of
the CiscoATA, you would set bit 19 to 0 for eachnaaneter.) For more information on these
parameters, see tH€allFeatures” section on pa@e35and the'PaidFeatures” section on
page5-36.

« By enabling CLIR on a per-call basis using thd cammand dial string. For more information, see
Chapter6, “Call Commands.If CLIR is enabled in the call comand string, this takes precedence
over the setting of bits 3 or 19 of thellEaatures and PaidFeatures parameters.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Table 5-8  ConnectMode Parameter Bit Definitions (continued)

Bit Number Definition
28 0/1—Disable/enable conference warning-tone setting.
If you set this value to 1, the CisédA, when acting as a conference bridge, sends a
three-party-conference warning tone to all parties in the conference call.
Default: 0
Specifications of the Warning Tone:
« Cadence: 0.33 seconds in duration; played every 15 seconds
« Duration: The full duration of the conference call
« Frequency: 1400 Hz
» Level: -33 dBm to =53 dBm
29 0—The CiscoATA performs only a DNS A-record query on the domain name.
1—The CiscOoATA first performs a DNS SRV query on the domain name. If the response is empty, the
CiscoATA then performs a DNS A-record query on the domain name.
Default: 0
Related Parameters
+ GkOrProxy, page 5-13
« AltGk, page 5-14
30 0—The CiscoATA does not change the user nameé\tonymousn the TO header of any INVITE
requests.
1—The CiscoATA replaces all occurrences of a usBrin the TO header in all INVITE requests with
Anonymousregardless of whether the calling party has emhbtalisabled the Calldrine Identification
Restriction (CLIR) feature.
Default: 0
31 Reserved
OpFlags
Description

This parameter enables/disables various operational features.
SeeTable5-9 on pagé-46for bit definitions of this parameter.

Value Type
Bitmap

Default
0x2

Voice Configuration Menu Access Code
323
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Related Parameters

« TftpURL, page 5-5

« DHCP, page 5-8

» VLANSetting, page 5-12

Table 5-9  OpFlags Parameter Operational Features to Turn On or Off

Bit Number

Definition

0

If Bit 0 = 0, the TFTP configuration filename suppliggithe DHCP server overwrites the default filename for
each CiscCATA.

If Bit 0 = 1, the default CiscATA filename is always used.
Default: 0

If Bit 1 = 0, the CiscoATA probes the static network router during the power-up process.
If Bit 1 = 1, static network router probing is disabled.
Default: 1

Reserved.

If Bit 3=1, the CiscoATA does not request DHCP option 150 in the DHCP discovery message; some DHCP
server do not respond if option 150 is requested.

Default: 0

If Bit 4 = 1, the CiscdATA uses the VLAN ID specified in the VLASletting parameter for VLAN IP encapsulation
(see thé'VLANSetting” section on pagé-12).

Default: 0

If Bit 5=1, the CiscoATA does not use VLANP encapsulation.
Default: 0

If Bit 6=1, the CiscOATA does not perform CDP discovery.
Default: 0

If Bit 7=1, the CiscoATA does not allow web configuration. Ontlee web server is disabled, you must
configure the Cisc@TA with the TFTP or voice configuration menu methods.

Default: 0

Examples
1. If the existing OpFlags value is 0x2, select menu option 323 from the voice configuration menu and enter
the value 130 (0x82). This disables web configuration.
If you later attempt to access the Ci&IA web configuration page, the following error messages will be
displayed.
— Netscape: The document contained no data. Try again later, or contact the
server's administrator.
— Internet Explorer: The page cannot be displayed.

2. If the existing OpFlags value is 0x82, select menu option 323 from the voice configuration menu and enter
the value 2 (0x2). This disables web configuration.

If Bit 8=1, the CiscoATA does not allow HTTP refresh access with the http://ip/refresh command.
Default: 0

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)
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Table 5-9  OpFlags Parameter Operational Fe atures to Turn On or Off (continued)

Bit Number

Definition

9

If Bit 9=1, the CiscoATA does not allow HTTP reset access with the http://ip/reset command.
Default: 0

10 Reserved.
11 If Bit 11=0,the CiscoATA requests the device hostname from the DHCP server.
If Bit 11=1, the CiscATA uses the device hostname tlmspecified in DHCP option 12.
Default: 0
12 Reserved.
13 DNS Servers For Name Resolution
If Bit 13=0 (default), use statically configured DNS IRlegkses, if available, for name resolution. If statically
configured DNS servers are not available, use DH@®Rided DNS IP addressdor name resolution.
If Bit 13=1, use both statically configured DNS IP addresses and as many as two DHCP-provided DNS IP
addresses. Therefore, the Cisco ATA can query ag/raa four DNS IP addresses in one DNS query.
Default: 0
For more information about statically configured DNS IP addresses, s€eNIsIP” section on pagb-10
and the'DNS2IP” section on pagb-11
14 DNS Servers For Name Resolution 2
If Bit 14=0 (default), use statically configured DNSd&dresses (DNS1IP and DNS2IP), if available, for name
resolution; otherwise, use DHCP-provided DNS IP addresses.
If Bit 14=1, use both statically configured (DNS1IP and DNS2IP) and DHCP-provided DNS IP addresses
(maximum of two) for name resolution.
Note This configuration bit gives predence to statically pvided DNS IP addresses over DHCP-provided
DNS IP addresses. This laitso overrides the value of OpFlags parameter bit 13.
15 Disable UDP Checksum Generation
If Bit 13=0, generate UDP checksum in outgoing UDP packets.
If Bit 13=1, disable generation of of UDP checksum in outgoing UDP packets.
Default: 0
16 Set this bit to 1 for voice prompt confirmation for the following services:
- Call Forward All Enable
« Call Forward Busy Enable
- Call Forward No Answer Enable
For more information, see tl®oice Prompt Confirmation for Call Waiting and Call Forwarding” section on
page4-20.
Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Table 5-9  OpFlags Parameter Operational Feat ures to Turn On or Off (continued)

Bit Number | Definition

17 Set this bit to 1 for voice prompt confirmation for the following services:

- Call Forward All Disable

« Call Forward Busy Disable

« Call Forward No Answer Disable

For more information, see tfgoice Prompt Confirmation for Call Waiting and Call Forwarding” section on
page4-20.

18 Set this bit to 1 for voice prompt confirmation for the following service:

« Call Waiting Enable
For more information, see tl®oice Prompt Confirmation for Call Waiting and Call Forwarding” section on
page4-20.

19 Set this bit to 1 for voice prompt confirmation for the following service:

- Call Waiting Disable
For more information, see tl¥oice Prompt Confirmation for Call Waiting and Call Forwarding” section on
page4-20.

20-27 Reserved.

28-31 To configure the CiscATA to prompt the user for the UIPasswordevhthe user attempts to perform a factory
reset or upgrade using the voice configuration menu, configure bits 28 to 31 with the value of 6. Any other value
for these bits means that the Cig®TA will not prompt the user for the UlIPassword in these cases.

The default value for these bits is 0.

TimeZone

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)

Description

This parameter is the timezone offset (in hofirein Greenwich Mean Time (GMT) for time-stamping
incoming calls with local time (to use for Caller ID display, for example). See the “Additional
Description” heading later in the description of thexameter for selectingnte offsets for timezones
that have 30-minute-factor or 45-minute-factor offset from GMT.

Local time is generated by the following formula:
« Local Time=GMT + TimeZone, if TimeZone <= 12
« Local Time=GMT + TimeZone - 25, if TimeZone > 12

Value Type
Integer

Range
0-24

Default
17
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Additional Description

Use the following list to select Timezone offget minutes) from GMT for the following cities and
countries that have 30-minute-factor and 45-minutgefiatime zone offsets. These values are integers
and can range from -720 through -60, and from 60 through 780.

« Tehran—210 = GMT + 3:30

« Kabul— 270 = GMT + 4:30

- Calcutta, Chennai, Mumbai, and New Delhi—330 = GMT + 5:30
» Kathmandu—345 = GMT + 5:45

« Rangoon—390 = GMT + 6:30

» Darwin and Adelaide—570 = GMT + 9:30

« Newfoundland—-210 = GMT - 3:30

Note  Negative timezone values must be configured through the @iB&dNeb configuration page and
cannot be configured with the voice configuration menu.

Telephone Configuration Parameters

This section includes the following parameters, which allow you to configure items such as generating
caller ID format and controlling line polarity:

» CallerldMethod, page 5-49
- Polarity, page 5-51

« FXSInputLevel, page 5-52

« FXSOutputLevel, page 5-52

CallerldMethod

Description

This 32-bit parameter specifies the signal format to use for both FXS ports for generating Caller ID
format. Possible values are:

» Bits 0-1 (method)—O0=Bellcore (FSK1=DTMF, 2=ETSI, and 3 is reserved.
If method=H (default), set the following bits:

- Bit 2—Reserved.

» Bit 3 to 8—Maximum number of digits in phone number (valid values are 1 to 20; default is 12).
+ Bit 9 to 14—Maximum number of characters imma (valid values are 1 to 20; default is 15).

» Bit 15—If this bit is enabled (it is endddl by default), send special charad®efout of area) to CID
device if the phone number is unknown.

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Bit 16—If this bit is enabled (it is endddl by default), send special charad®gprivate)to CID
device if the phone number is restricted.

Bits 17 to 27—Reserved.

Note  The CiscoATA supports the Bellcore FSK method to tuon/off the visual message waiting indicator
(VMWI) on a phonewnhen the Cisc®TA receives MWI messages from a server. The Bellcore FSK
VMWI is enabled automatically if the CallerldMetd parameter is configured to use the Bellcore
method and if the PaidFeatures and CallFeaturesnmeas (bits 11 and 27) are configured to enable
message waiting indication. (See tRaidFeatures” section on pa§e36and the'CallFeatures” section
on pages-35.)

If method=1 set the following bits:

Bit 2—Reserved.

Bits 3-6—Start digit for known numbers (valid values ageor “A,” 13 for “B,” 14 for “C,” and
15for “D.")

Bits 7-10—End digit for known numbers (valid values atdor “#,” 12 for “A,” 13 for “B,” 14 for
“C,” and 15for “D.”)

Bits 11—Polarity reversal before and after CallersiDnal (value of 0/1 disables/enables polarity
reversal)

Bits 12-16—Maximum number of digits in phone number (valid values are 1 to 20; default is 15).

Bits 17 to 19—Start digit for unknown or restricted numbers (valid value4 fme“A,” 5 for “B,”
6 for “C,” and7 for “D.”)

Bits 20 to 22—End digit for unknown or restricted numbers (valid value8 toe“#,” 4 for “A,”
5 for “B,” 6 for “C,” and7 for “D.")

Bits 23 to 24—Code to send to the CID device if the number is unknown (valid valuE®areo,”
1 for “0000000000,” an@ for “3.” 3 is reserved and should not be used.

Bits 25 to 26—Code to send to the CID device if the number is restricted (valid val@eeate0,”
and1l for “1.” 2 and3 are reserved and should not be used.

Bits 27 to 31—Reserved.

If method=2 set the following bits:

Bit 2—Set to 0 to have the Cis@dA transmit data prior to ringing by using the Ring-Pulse
Alerting Signal (RP-AS); set to 1 to have the Cigd@\ transmit data after the firsr ring.

Bits 3-8—Maximum number of digits in a phone number (valid values are 1 to 20; default is 12).
Bits 9-14—Maximum number of characters in a name (valid values are 1 to 20; default is 15).

Bit 15—If this bit is enabled (it is enddd by default), send special charadefout of area) to CID
device if telephone number is unknown.

Bit 16—If this bit is enabled (it is endddl by default), send special charad®eprivate) to CID
device if telephone number is restricted.

Bits 17-27 are reserved.
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Examples
The following examples are recommended ealfor the CallerIlMethod parameter:

« USA =0x00019e60

» Sweden = 0x006aff79 or 0x006aff61

« Denmark = 0x0000fdel or 0x033efdel
« Germany = 0x00019e62

« Austria = 0x00019e66

Value Type
Bitmap

Default
0x00019e60

Voice Configuration Menu Access Code
316

Polarity

Description

You can control line polarity of the Cisé@d@A FXS ports when a call is emected or disconnected by
configuring the Polarity bitmap parameter as follows:

« Bit0: CALLER_CONNECT_POLARITY. Polarity to use when the CigIA is the caller and the
call is connected.

— 0 =Use forward polarity (Default)
— 1 =Use reverse polarity

» Bit1l: CALLER_DISCONNECT_POLARITYPolarity to use when the CisédA is the caller and
the call is disconnected.

— 0 =Use forward polarity (Default)
— 1 =Use reverse polarity

« Bit2: CALLEE_CONNECT_POLARITY. Plarity to use when the Ciscbl'A is the callee and the
call is connected.

— 0 =Use forward polarity (Default)
— 1 =Use reverse polarity

+ Bit3: CALLEE_DISCONNECT_POLARITY. Polarity to use when the Cigd® is the callee and
the call is disconnected.

— 0 =Use forward polarity (Default)

— 1 =Use reverse polarity

Wte Bits 4-31 are reserved.
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Value Type
Bitmap

Default
0x00000000

Voice Configuration Menu Access Code
304

FXSInputLevel

Description

Use this parameter to specify the input level control (analog-to-digital path) of the ATi&deXS
ports.

Value Type
Integer

Range
-9to 2dB

Default
-1

Voice Configuration Menu Access Code
370

Related Parameter
FXSOutputLevel, page 5-52

FXSOutputLevel

Description

Use this parameter to specify the output level control (digital-to-analog path) of theATIBdeXS
ports.

Value Type
Integer

Range
-9to2dB

Default
-4
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Voice Configuration Menu Access Code

371

Related Parameter
FXSInputLevel, page 5-52

Tone Configuration Parameters

The CiscoATA supports the following tone parameters:

DialTone
BusyTone
ReorderTone
RingBackTone
CallWaitTone
AlertTone
SITone

The CiscoATA supports two types of tone-parameter syntax—basic format and extended format. Basic
format is used in most countries; use the extended format only if the country in which théTAseo
used requires this format.

This section covers all the call-progress tones that the @iB&supports, and contains the following
topics:

Tone Parameter Syntax—aBic Format, page 5-53
Tone Parameter Syntax—Extded Formats, page 5-54
Recommended Values, page 5-59

Specific Tone Parameter Information, page 5-60

This section also covers the following parametdrich is for configuring phone-ringing characteristics:

RingONnOffTime, page 5-64

Note  For detailed recommendations of teparameter values by country, skependixE, “Recommended
CiscoATA Tone Parameter Values by Country.”

Tone Parameter Syntax—Basic Format

Each tone is specified by nine integers, as follows:

parametername : NumOfFregs,Tfreql,Tfreq2,Tampl,Tamp2,Steady,OnTime,OffTime, TotalToneTime

parameternamés the name of the tone.
NumOfFreqds the number of frequency components (0, 1 or 2).

TfreqlandTfreg2are the transformed frequencies of the first and second frequencies, respectively.
Their values are calculatexdth the following formula:

32767 * cos (2*pi*F/8000)

| oL-4654-01

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (ver.i' n 3.0)



Chapter5  Parameters and Defaujts

M Tone Configuration Parameters

whereF is the desired frequency in Hz. Set this valu® ibthe frequency does not exist.
The range of each value is —32768 to 32767.

For negative values, use the 16-bit 2’'s complement value. For examples-£ate65535 or as
OXffff.

« TamplandTamp?2are the transformed amplitudes of thstfiand second frequeies, respectively.
Their values are calculatexdith the following formulas:

32767 * A * sin(2*pi*F/8000)
A (amplitude factor) = 0.5 * 10"°((k+10-(n-1)*3)/20)

whereF is the desired frequency in Hzjs the desired volume ilBm andn is the number of
frequencies. Thé symbol means$o the order of

« Steadycontrols whether the tone is constant or intermittent. A valddradicates a steady tone and
causes the CiscATA to ignore the on-time and off-time parameters. A valu® widicates an
on/off tone pattern and causes the Ci&g4 to use the on-time and off-time parameters.

« OnTimecontrols the length of time the tone is played in milliseconds (ms).

Specify each value as a number of samples wi#anapling rate of 8 kHz. The range of each value
is 0 to Oxffff. For example, for a length of 0.3 seconds, set the value to 2400.

« OffTimecontrols the length of time between audible tones in milliseconds (ms).

Specify each value as a number of samples wiamapling rate of 8 kHz. The range of each value
is 0 to Oxffff. For example, for a length of 0.3 seconds, set the value to 2400.

» TotalToneTimeontrols the length of time the tone is played. If this value is set to 0, the tone will play
until another call event stops the tone. For DialTone, DialTone2, BusyTone, ReorderTone, and
RingBackTone, the configurable value is the number of 10 ms (100 = 1 second) units.

For the remaining tones, the configurable valudaésnumber of samples with a sampling rate of 8
kHz.

Note All tones are persistent (until the Cis8®A changes state) except ftre call-waiting tone and the
confirm tone. The call-waiting tone, however, repeats automatically once every 10 seconds while the
call-waiting condition exists.

Tone Parameter Syntax—Extended Formats

Two types of extended format exist for the Ci¢d@ tone parameters:

+ Extended Format A, page 5-55This format can be used for the following tone parameters:
— DialTone
— BusyTone
— RingbackTone
— CallWaitTone
— AlertTone

+ Extended Format B, page 5-5@ his format can be used for the following tone parameters:
— ReorderTone
— SlTone
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Extended Format A

Each tone is specified by 11 integers, as follows:

parametername : NumOfFreqgs,Tfreql, Tampl,Tfreq2, Tamp2,NumOfOnOffPairs,OnTimel,
OffTime1,0nTime2,0ffTime2, TotalToneTime

parameternamés the name of the tone.

NumOfFregs= 100 + the number of frequencies in the tone. (TherefdueOfFreqs= 101 for one
frequency, and 102 for two frequencies.)

TfreqlandTfreq2are the transformed frequencies of the first and second frequencies, respectively.
Their values are calculatexdth the following formula:

32767 * cos (2*pi*F/8000)
whereF is the desired frequency in Hz. Set this valu@ tbthe frequency does not exist.
The range of each value is —32768 to 32767.

For negative values, use the 16-bit 2's complement value. For examples-&ae65535 or as
Oxffff.

TamplandTampZ2are the transformed amplitudes of thestfiand second frequeies, respectively.
Their values are calculatexdth the following formula:

32767 * A * sin(2*pi*F/8000)
A (amplitude factor) = 0.5 * 10*((k+10-(n-1)*3)/20)

whereF is the desired frequency in Hzjs the desired volume ilBm andn is the number of
frequencies. Thé symbol meanso the order of

NumOfOnOffPairgs the number of on-off pairm the cadence of the tone.
Valid values are 0, 1 and 2. Use 0 if the tone is steady.

OnTimelandOnTime2valuesare the lengths of time the tone is played for the first and second
on-off pairs of a cadence, respectively. (S&gure5-1 for a graphical representation.)

Specify each value as a number of samples wi#anapling rate of 8 kHz. The range of each value
is 0 to Oxffff. For example, for a length of 0.3 seconds, set the value to 2400.

OffTimelandOffTime2values are the lengths of time that silence is played for the first and second
on-off pairs of a cadence, respectively. (Fegure5-1for a graphical representation.)

Specify each value as a number of samples wiamapling rate of 8 kHz. The range of each value
is 0 to Oxffff. For example, for a length of 0.3 seconds, set the value to 2400.

Figure 5-1 Cadence With Two On-Off Pairs

Sound —>» <———> |

Silence —— >

OnTime_1 OnTime 2
>

D S <>
OffTime_1 OffTime_2

99267

TotalToneTimeontrols the length of time the tone is played. If this value is set to 0, the tone will play
until another call event stops the tone. For DialTone, DialTone2, BusyTone, ReorderTone, and
RingBackTone, the configurable value is the number of 10 ms (100 = 1 second) units.

For the remaining tones, the configurable valudgnésnumber of samples with a sampling rate of 8
kHz.

| oL-4654-01

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (ver.i' n 3.0)



Chapter5  Parameters and Defaujts

M Tone Configuration Parameters

Note All tones are persistent (until the CisB®A changes state) except ftre call-waiting tone and the
confirm tone. The call-waiting tone, however, repeats automatically once every 10 seconds while the
call-waiting condition exists.

Extended Format B

The ReorderTone parameter specifies the tone that the £lgcplays when the deed number is not
available or the external circuit is busy. The Sitpaeameter specifies the sjpgeinformation tone that
the CiscoATA plays when the called party is not fouad the network. These tones can consist of:

» Up to three frequencies playedrsiltaneously and cadence of up to three on-off pairs. The first
on-off pair can repeat multiple times before the second on-off pair plays.

For example, a 400 Hz frequency plays four times for 0.75 second followed by 0.1 second of silence
after each play and then plays one time for &&&ond followed by 0.4 second of silence. This
pattern can be set to repeat until another call event stops the pattern.

- Up to three frequencies playseéquentially with a cadence of up to three on-off pairs

For example, the frequencies 900 Hz, 1400 Hz, &t Hz play sequentially for 0.33 seconds each
with no silence after the first and second freguies but one second of silence after the third
frequency.

The syntax for Extendeformat B is specified by 17 integers, as follows:

parameter: Sequential , NumOfFreqgs, TFreql , Tampl, TFreq2 ,
Tamp2, TFreq3, Tamp3, NumOfOnOffPairs , OnTimel, OffTimel ,
OnTime2, OffTime2,0nTime3 , OffTime3 , NumOfRepeats,TotalToneTime

where:
- parameteris eitherReorderTone or SlTone.

« Sequentiabpecifies whether multiple frequenciesarione play simultaneously (100) or
sequentially (101). Set to 100 for a tone with one frequenS&edfuentiais 101, the number of
frequenciesNlumOfFreg} has to be the same value as inenber of on-off pairs in a cadence
(NumOfOnOffPairk

«  NumOfFreqds the number of frequencies in theéo(1, 2, or 3). The frequencies can play
simultaneously or sequentially, depending onSeguentiaketting.

» TFreql, TFreq2 andTFreq3are the transformed frequenciafsthe first, second, and third
frequencies, respectively. Calculate each value with the following formula:

32767 * cos (2 * pi * F/8000)
whereF is the desired frequency in Hz. Set this valu® ibthe frequency does not exist.
The range of each value is —32768 to 32767.

For negative values, use the 16-bit 2’'s complement value. For example, enter —1 as 65535 or as
OXffff.

« Tampl Tamp2andTamp3are the transformed amplitudes of flist, second and third frequencies,
respectively. Their values are calated with the following formula:

32767 * A * sin(2*pi*F/8000)
A (amplitude factor) = 0.5 * 10"°((k+10-(n-1)*3)/20)

whereF is the desired frequency in Hz s the desired volume in dBm, ands the number of
frequencies (ISequentials set to 101, n is equal to 1). Theymbol meanso the order of
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+  NumOfOnOffPairds the number of on-off pairs in the cades of the tone (0, 1, 2, or 3). For a
steady tone, use 0.

If this value is 0, th®©nTimel OnTime2 OnTime 30ffTimel OffTime2 andOffTime3values must
also be 0.

« OnTimelOnTime2 andOnTime3are the lengths of time that the first, second, and third on-off pairs
of a cadence play a sound, respectively. (Sgare5-2 for a graphical representation.)

Specify each value as a numbesamples with the sampling rate®kHz. The range of each value
is O to Oxffff.

For example, for a length of 0.3 seconds, set a value to 2400.

« OffTime] OffTime2 andOffTime3are the lengths of silence afteetbound of the first, second, and
third on-off pairs of a cadence, respectively.

Specify each value as a numbesamples with the sampling rate®kHz. The range of each value
is 0 to Oxffff.

For example, for a length of 0.3 seconds, set a value to 2400Fi@&e5-2 for a graphical
representation.)
Figure 5-2 Cadence with Th ree On-Off Pairs

OnTime_1 onTime 2 OnTime_3
Sound —» <“——> > <« >

Y

- > <> <>
OffTime_1 OffTime_2 OffTime_3

Silence

«  NumOfRepeats the number of times that the first on-off pair of the cadence (specified by
OnTimel OffTime) repeats before the secondaff pair (specified byOnTime2 OffTime3 plays.

For example, iINumOfRepeatis 2, the first on-off pair will play three times (it will play once and
then repeat two times), thenetsecond on-off pair will play.

« TotalToneTimas the total length of time that the tone plays. If this value is 0, the tone will play
until another call event stops the tone.

This value is in 10 ms units (100 ms = 1 second).
Two examples of Extended Format B, both using the Reorder tone, follow.

ReorderTone Parameter Examplel
Assume that you want a reorder tone in which:

« The frequencies 900 Hz, 1400 Hand 1800 Hz play sequentially.

« Each frequency plays once for 0.33 seconds.

» There is no silence after tliiest and the second frequencies.

» There is 1 second of silence after the thietfrency (before the first frequency starts again)
» The volume of each frequency is =19 dBm.

« The tone plays until another call event stops the tone.

For this reorder tone, make the following setting. $a&lgle5-10for a detailed explanation.

ReorderTone:101,3,24917,3405,14876,4671,5126,5178,3,2640,0,2640,0,
2640,8000,0,0
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Table 5-10 Reorder Tone Parameter Example 1 Explanation

Component Setting |Explanation

Sequential 101 Frequencies play sequentially

NumOfFregs 3 Three frequencies in the tone

TFreql 24917 |First frequency is 900 Hz

TAmpll 3405 First frequency volume is —19 dBm

TFreq2 14876 |Second frequency is 1400 Hz

TAmMp2 4671 Second frequency volume is —19 dBm

TFreq3 5126 Third frequency is 1800 Hz

TAmMp3 5178 Third frequency volume is —=19 dBm

NumOfOnOffPairs |3 Three on-off pairs in the cadence of the tone

OnTimel 2640 Sound in first on-off pair plays for 0.33
seconds

OffTime 0 No silence after the first sound (the second
sound plays immediately)

OnTime2 2640 Sound in second on-off pair plays for 0.33
seconds

OffTime2 0 No silence after the second sound (the third
sound plays immediately)

OnTime3 2640 Sound in third on-off pair plays for 0.33
seconds

OffTime3 8000 1 second of silence after the sound in the third
on-off pair (before the pattern repeats,
beginning with the first on-off pair)

NumOfRepeats 0 First on-off pair of the cadence plays once
(does not repeat), then the second on-off pair
plays

TotalToneTime 0 Tone plays continuously (set of three on-off

pairs of the cadence repeat continuously) until
another call event stops the tone

ReorderTone Parameter Example 2
Assume that you want a reorder tone in which:

» The only frequency is 400 Hz.

- The frequency plays six timesach time for 0.1 second followed by 0.9 second of silence.

« The frequency then plays once for 0.3 second followed by 0.7 second of silence.

« The volume of the frequency is —19 dBm.

« The tone plays until another call event stops the tone.

For this reorder tone, make the following setting. $algle5-11for a detailed explanation.
ReorderTone:100,1,31164,1620,0,0,0,0,2,800,7200,2400,5600, 0,0,5,0

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)
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Table 5-11 Reorder Tone Parameter Example 2 Explanation

Component Setting |Explanation

Sequential 100 Required setting for a tone with one frequency

NumOfFregs 1 One frequency in the tone

TFreql 31164  |First frequency is 400 Hz

TAmpl 1620 First frequency volume is —19 dBm

TFreq2 0 No second frequency

TAmMp2 0 No second frequency

TFreq3 0 No third frequency

TAmMp3 0 No third frequency

NumOfOnOffPairs |2 Two on-off pairs in the cadence of the tone

OnTimel 800 Sound in first on-off pair plays for 0.1 second

OffTimel 7200 Sound in first on-off pair is followed by 0.9
second of silence

OnTime2 2400 Sound in second on-off pair plays for 0.3
seconds

OffTime2 5600 Sound in second on-off pair is followed by 0.7
second of silence

OnTime3 0 No third on-off pair in the cadence

OffTime3 0 No third on-off pair in the cadence

NumOfRepeats 5 First on-off pair of the cadence plays six times
(plays once and then repeats five times), then
the second on-off pair plays

TotalToneTime 0 Tone plays continuously (set of two on-off
pairs of the cadence repeat continuously) until
another call event stops the tone

Recommended Values

The following settings are recommended for the US:

DialTone = "2,31538,30831,1380,1740,1,0,0,1000" (approximately -17 dBm)

BusyTone = "2,30467,28959,1191,1513,0,4000,4000,0" (approximately -21 dBm)
ReorderTone = "2,30467,28959,1191,1513000,2000,0" (approximately -21 dBm)
RingBackTone = "2,30831,30467,1943,2111,0,16000,32000,0" (approximately -16 dBm)
CallWaitTone = "1,30831,0,5493,0,0,2400,2400,4800" (approximately -10 dBm)
AlertTone = “1,30467,0,5970,0,0,480,480,1920"

SITone ="2,30467,28959,1191,1513,0,2000,2000,0" (approximately -21 dBm)

Note For detailed recommendations of teparameter values by country, seependixE, “Recommended
CiscoATA Tone Parameter Values by Country.”

| oL-4654-01
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Specific Tone Parameter Information

Brief descriptions, and lists of default values #melvoice configuration menu code for each Ci&¢A
tone parameter, appear in the following sections:

- DialTone, page 5-60

« BusyTone, page 5-61

+ ReorderTone, page 5-61
» RingbackTone, page 5-62
« CallwaitTone, page 5-62
« AlertTone, page 5-63

« SlTone, page 5-63

DialTone

Description

The CiscoATA plays the dial tone when it is ready to aptthe first digit of a remote address to make
an outgoing call.

Default values (using the Basic format)
« NumOfFreqs—2

+ Tfreql—31538

+ Tfreq2—30831

« Tampl—1380

« Tamp2—1740

« Steady—1

« OnTime—O0

»  OffTime—0

» TotalToneTime—1000

Voice Configuration Menu Access Code
920
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Description
The CiscoATA plays the busy tone when the callee is busy.

Default values (using the Basic format)
*«  NumOfFreqs—2

« Treql—30467

« Tfreq2—28959

e Tampl—1191

« Tamp2—1513

+ Steady—0

« OnTime—4000

«  OffTime—4000

- TotalToneTime—O

Voice Configuration Menu Access Code
921

Description

The CiscoATA plays the reorder tone (also known as congestion tone) if the outgoing call failed for
reasons other than busy. This is a fast-busy tone.

Default values (using the Basic format)
« NumOfFreqs—2

« Treql—30467

« Treq2—28959

« Tampl—1191

e Tamp2—1513

+ Steady—0

« OnTime—2000

»  OffTime—2000

« TotalToneTime—O

Voice Configuration Menu Access Code
922
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RingbackTone

Description
The CiscoATA plays the ring-back tonehen the callee is beingeated by the called device.

Default values (using the Basic format)
«  NumOfFreqs—2

« Tfreql—30831

« Tfreq2—30467

e Tampl—1943

« Tamp2—2111

» Steady—0

« OnTime—16000

«  OffTime—32000

- TotalToneTime—O

Voice Configuration Menu Access Code
923

CallwaitTone

Description

The CiscoATA plays the call-waiting tone when an incoming call arrives while the user is connected to
another party.

Default values (using the Basic format)
« NumOfFreqs—1

« Tfreql—30831

* Tfreq2—O0

« Tampl—5493

e Tamp2—o0

+ Steady—0

« OnTime—2400

«  OffTime—2400

« TotalToneTime—4800

Voice Configuration Menu Access Code
924

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
[ 562 | oL-4654-01l



| Chapter5  Pameters and Defaults

Tone Configuration Parameterdll

AlertTone

Description

The CiscoATA plays the alert tone as a confirmation tdhat a special event, such as call forwarding,
is in effect.

Default values (using the Basic format)
« NumOfFreqs—1

« Tfreql—30467

« Treq2—O0

e Tampl—5970

e« Tamp2—O0

+ Steady—0

« OnTime—480

« OffTime—480

- TotalToneTime—1920

Voice Configuration Menu Access Code
925

SITone

Description

The CiscoATA plays the SiTone (speciaformation tone) if the CiscATA receives ad04 (Not
Found)response, which indicates that the calpedty cannot be located on the network.

Default values (using the Basic format)
« NumOfFreqs—2

- Tfreql—30467

« Tfreq2—28959

« Tampl—1191

e Tamp2—1513

+ Steady—0

« OnTime—2000

»  OffTime—2000

« TotalToneTime—O

Voice Configuration Menu Access Code
926
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RingONnOffTime

Description
This parameter specifies the ringer cadenceepatexpressed as a triplet of integers “ayigc”.

« a—Number of seconds to turn the ring ON.
*  b—Number of seconds to turn the ring OFF.
» c—The ring frequency, fixed at 25.

Value Type
List of three integer values, separated by commas

Range
1-65535

Default
2,4,25

Recommended Values:
« United States —2,4,25

« Sweden —1,5,25

Voice Configuration Menu Access Code
929

Dial Plan Parameters

This section describes the configurable parameters related to dial plans:
» DialPlan, page 5-64

- DialPlanEx, page 5-72

- |IPDialPlan, page 5-72

DialPlan

Description

The programmable dial plan is designed for thwise provider to custmize the behavior of the
CiscoATA for collecting and sending dialedgits. The dial plarallows the Cisc®TA user to specify
the events that trigger the sending of dialed digits. These events include the following:

« The termination charaet has been entered.
» The specified dial string pieern has been accumulated.
« The specified number of dialetigits has been accumulated.

« The specified inter-digit timer has expired.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Dial Plan Parameters Il

Value Type
Alphanumeric string

Range
Maximum number of characters is 199.

If the dial plan exceeds 199 characters, use thePHREX parameter instead of the DialPlan parameter.
For more information, see thiBialPlanEx” section on pagg-72

Default
*St4-|#St4-|911|1>#t8.rot2-|0>#t811.rat4-|"1t4>#.-

Voice Configuration Menu Access Code
926

Additional DialPlan Information

The DialPlan section coains the following additional topidkat describe commands and rules for
creating your own dial plarand includes many examples:

« Dial Plan Commands, page 5-65
« Dial Plan Rules, page 5-66
» Dial Plan Examples, page 5-70

Dial Plan Commands

The following list contains commands that can be used to create you own dial plans:
» . —Wildcard, match any digit entered.

- - —Additional digits can be entered. This command can be used only at the end of a dial plan rule
(for example, 1408t5- is legal usagetbé - command, but 1408t5-3... is illegal).

« [ ]—Range, which means to match any single digithia list. Use an underscore ( _ ) to indicate a
range of digits. For example, [135] matches the digits 1, 3, and 5. Also, [1_5] matches the digits 1,
2, 3,4 and 5. The pound key (#) and asterisk (*) are not allowed in the Range command. Also, the
Repeat (rn) command does not apply to raagel, range cannot include the Subrule matching
command.

e (subrule0]| subrulel] ...|subetM)—Subrule matching. Using ti¢ and| operators allows you to specify
multiple subrules within a dial plamle so that a subrule match is readlif the entered digits fit one of
the subrules. This can be used to reduce the lentlte désired dial plan rulsy concatenating the group
of the subrules with the common rule.

For example, a dial plan rule of (1908)D|17..)555.r3 or three dial plan rules of
1900555.r3|1800555.r3|17..555.r3 are equivalent. A nsitelached if 11 digits are entered and the first
three digits are either 1900, 1800, or 17..., thedfifth, sixth, and seventh digits are all 5.

« >#—Defines the # character as a termination charadhen the termination character is entered,
the dial string is automatically sent. The termioatcharacter can be entered only after at least one
user-entered digit matches a diaaplrule. Alternatively, the commarnd can be used to defirfe
as the termination character.

» tn— Defines the timeout valug, in the unit of seconds, for the interdigit tim&alid values are 0-9
and a-z, where a-z indicates a range of 10 to 35.

| oL-4654-01
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Note

Note

Dial Plan Rules

» rn—Repeat the last pattern n times, wheiie 0-9 or a-z. The values a-z indicate a range of 10 to
26. Use the repeat modifier to specify more rules in less space.

Note The commands# andtn are modifiers, not pattes, and are ignored by time command.

* |—Used to separate multiple dial plan rules.

« ~—Logical not. Match any character except the character immediately followifgabmmand.
The” command can also be used as a negation instruction before the range or subrule matching
commands.

+ S—Seize rule matching. If a dial plan rule matchesstbquence of digits entered by the user to this
point, and the modifier S is the next command in the dial plan rule, all other rules are negated for
the remainder of the call (for example, a dial plan beginning ¥@ttvill be the only one in effect
if the user first enters thekey).

All rules apply in the order listed (whichever ridsecompletely matched fitsvill immediately send the
dial string).

No syntax check is performed by the actual implementation. The administrator has the responsibility of
making sure that the dial plan is syntactically valid.

The CiscoATA supports the following dial plan rules:

» (In Rule) for Dial Plan Blocking, page 5-66

» ‘H’ Rule to Support Hot/Warm Line, page 5-67

« ‘P’ Rule to Support Dial Prefix, page 5-67

+ ‘B’ Rule for Base Number, page 5-68

« ‘R’ Rule for Enhanced Prefix, page 5-68

« ‘C’ Rule for Call Blocking, page 5-69

» ‘F' Rule for Call Forwarding Blocking, page 5-69

« ‘X’ Rule for Call Blocking and Call Forwarding Blocking, page 5-70
« ‘D’ Rule for Displaying Caller ID, page 5-70

(In Rule) for Dial Plan Blocking

Dial plan blocking can be used to reduce the omnces of invalid dialed digits being sent and can
prevent the dialed string of a specified pattern from being sent. By adding dial plan blocking, dialed
digits are discarded after the interdigit timer expiualess one of the specified matching rules is met.

In addition, the default nine-second global interdigit timeout value is also modified with the value specified
in the dial plan blocking command:

Syntax
I'n
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wheren specifies the global interdigit timeoutdathe valid values are 1-9 and a-z (10-35).

Example
I c]911

This command specifies an interdigit timeout of #2ands, and will discard dialed digits unless 911 is
entered.

Specifying your own interdigit timeout also changes the behavior of the dial plan so that the entire dial
string, rather than being sent at timeout, is sent aslg result of a matching rule or time intended by a
matching rule.

‘H’ Rule to Support Hot/Warm Line

Hotline/Warmline, also knowas Private Line Autonti@ Ringdown (PLAR), is a line used for priority
telephone service. If the Hotlirieature is configured, the CisédA immediately dials a pre-configured
number as soon as the handset goes off hook. If the Warmline feature is configured, tAg/Ctiats a
pre-configured number if no digits were entered betbe specified timer value expired when the handset
went offhook.

Syntax

Hdnnnn
whered is a delay-in-seconds parameter 0-9(@zsupport 0 to 35 seconds delay), amhnis the
variable-length phone number to call when no digits are enteretisieconds after offhook.

Example 1
H05551212

This is a hotline configuration; the CisédA immediately dials 555-1212 when the handset goes off
hook.

Example 2
H55551212

This is a warmline configuration; the CisA®A waits for five seconds and dials 555-1212 if no digits
were entered when the handset went off hook.

‘P’ Rule to Support Dial Prefix

This rule is for automatic pre-pending the dialrggras entered by the useith a specified prefix.

Syntax
Ptnnnn

wheret is a single leading trigger charactert i§ thefirst entered digit when making a new call, it
triggers the prepending of a variabength prefix (as specified bynnn) in the dial string. Thé
character can take one of the following values:

0-9,*#, 'n' (= any of 1-9), 'N' (any of 'n* and 0), 'a’' (any of 'n',* and #), or 'A’ (any of 'a’ and 0);

Example
Pn12345

| oL-4654-01
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This rule prepends 12345 to the dial string when the first entered digit is any of 1-9. The triggered digit
is not removed from the dial string.

‘B’ Rule for Base Number

A base number the first part of a phone number that the @iB&alials when Rule ‘B’ is used in a dial
plan. The telephone number that the Ciaga calls consists of the base number followed by a
two-digit extension.

Rule ‘B’ is used for voice prompt confirmation for the call-waiting and call-forwarding features. For more
information, see th&/oice Prompt Confirmation for Call Waitg and Call Forwarding” section on pag20.

To set a base number, use ‘B’ followed by the iakbase number. For example, if the desired base
number is 1234, you would add the rule ‘B1234’ to your dial plan.

Syntax
Bnnnn

wherennnn is the base number.

Example

If the administrator has configured a base number of 1234 and call forward on busy (extension 03) is
enabled, the called number is 123403.

‘R’ Rule for Enhanced Prefix

Note

This enhanced prefix rule matches entire strings, whereas the ‘P’ rules matches only a single digit. The
‘R’ rule is for automaticly prepending a specified prefix to the dialed string. The string must be an exact
match to trigger the rule. If more than one ‘R’ rahatches, the first matched ‘R’ rule is triggered.

The ‘R’ rule also uses negation to exclude one or more leading digits before prepending the defined
prefix string.

The number of dashes) @fter theR represents the number of leading digits that will be removed
preceding the prefix.

Syntax
Rnnnn(tttt)

wheretttt is a trigger string. If the dialed numbers matigis string, this match triggers the prepending

of a variable-length prefix (as specified bgnn to the dial stringThe triggered string is not removed
from the dial string. The negation, subrule matching and range patterns can be applied to the trigger
strings.

Example 1
R1212([2_9]-)

This rule prepends 1212 to dial strings that have a leading digit of 2 to 9.

Note: ‘R’ rules can replace rsb‘P’ rules; for examplePn12345is the same aR12345([1_9]-)

Example 2
R-0033(0[1-9].r7)
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This removes the first dialed digit, then prepends30@3the dialed string. Faxample, if the number
0148336134 is dialed, the resulting string becomes 0033148336134.

Example 3
R----0(0033[1-9].r7)

This removes the first four dialed digits, then prepehttsthe dialed string. F@xample, if the number
0033148336134 is dialed, the resulting string becomes 0148336134.

Log Information
The Call Prefix <prefix>+<num> is shown in the prserv log.

‘C’ Rule for Call Blocking

This rule is for blocking call numbers.

Syntax
Cnnnn

wherennnnis the leading set of digits of the blocked call numbenncan be composed with subrule
matching and range. The rule is triggered when the leading digits of a dialed string match timmstring

The ‘C’ rule does nowork with negation.

Example:
C1900|C1888 or C(1900]1888)

This rule blocks call numbers beginning with 1900 or 1888.

Log Information
The Call Block <num>is shown in the prserv log, and a busy tone is being played.
‘F’ Rule for Call Forwarding Blocking

This rule is for blocking call forwarding numbers.

Syntax
Fnnnn

wherennnnis the leading set of digits of the blocked call forwarding numtwemncan be composed
with subrule matching and range. The rule is triggesben the leading digitsf a dialed forwarding
number match the stringnnn The ‘F’ rule does not work with negation.

Example:
F1900|F1888 or F(1900|1888)

These rules block call forwarding numbers beginning with 1900 or 1888.

Log Information
The CFWD Block:<num>is shown in the prserv log, and a busy tone is being played.
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‘X’ Rule for Call Blocking and Call Forwarding Blocking

This rule is for blocking call numbers and call forwarding numbers.

Syntax
Xnnnn

wherennnnis the leading set of digits of the blockedl camber and blocked call forwarding number;
nnnncan be composed with subrule matching and ranige.rule is triggered when the leading set of
digits of a dialed call number or forwarding number match the stmimgn The ‘F’ rule does not work
with negation.

Example
X1900[X1888 or X(1900/1888)

This rule blocks the call numbers and call forwarding numbers beginning with 1900 or 1888.

‘D’ Rule for Displaying Caller ID

This rule is for displaying caller ID at the remote site. The number must be an exact match to trigger the
rule.

Syntax
Dnnnn

wherennnnis the callee number. The caller ID will show to the calteeinautomatically becomes a
valid calling number. Alsonnnncan be composed with negation, subrule matching and range. The ‘D’
rule is checked before the ‘R’ and ‘P’ rules.

Example
D911

This rule shows the caller ID at the remote side when if the call number is 911.

Log Information
SCC Cmd[]:CLIPor CLIP:<num> are shown in the prserv log.

Dial Plan Examples

This section contains three dial plan exaespihat use many défent rules and commands.

Dial Plan Example 1 (Default Dial Plan)

The following dial plan:
*St4-|[#St4-|911|1>#18.r9t2-|0>#811.ratd- | Lt4>#.-

consists of the following rules:

« *St4-—If the first digit entered i%, all other dial plan rules are voided. Additional digits can be
entered after the initidl digit, and the timeout before automatic dial string send is four seconds.

+ #St4—Same as above, except wittas the initial digit entered.
« 911—If the dial string 911 is entered, send it immediately.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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- 1>#t8.r9t2—If the first digit entered is 1, the timeoutfbee automatic send is eight seconds. The
terminating charactef can be entered at any time to manually send the dial string. After the 11th
digit is entered, the timeout before an automsagind changes to two seconds. The user can enter
more digits until the dial string is sent by the timeout or by the user entering the # character.

- 0>#t811.rat4—If the first digit entered is 0, the timeout before automatic send is eight seconds, and
the terminating charactércan be entered at any time to mahwaknd the dial string. If the first
three digits entered are 011, then, after an additional 11 digits are entered, the timeout before an
automatic send changes to four seconds. The usesrtan more digits until the dial string is sent
by the timeout or by the user entering theharacter.

- Mt4>#.—If the first digit entered is anything other thanthe timeout before an automatic send is
four seconds. The terminating chaexct can be entered at any timertanually send the dial string.
The user can enter more digits Uitie dial string is sent by the timeout or by the user entering the
# character.

Dial Plan Example 2

The following dial plans:
AT>#... 14-|911|1t7>H.......... t1-|Otd>#.t7-

or
AT>HI6t4-|911|Lt7>#.r9t1-|Ot4>H#.17-

consist of the following rules:

« .t7>#r6t4-—You must enter at least one digit. After firet digit is entered and matched by the dial
plan, the timeout before an automatic sengkeigen seconds, and the terminating charatctan be
entered at any time to manually send the diahgtrAfter seven digits are entered, the timeout
before an automatic send changes to two seconds. Symebolat the end of the rule allows further
digits to be entered until the dial string is sent by the timeout or the user entering the # character.

« 911—If the dial string 911 is entered, send this string immediately.

« 1t7>#.r9t1—If the first digit entered is 1, the timeolbé&fore an automatic send is seven seconds,
and the terminating charactécan be entered at any time to manually send the dial string. After the
11th digitis entered, the timeout before an auticrs®nd changes to onecond. The user can enter
more digits until the dial string is sent by the timeout or by the user enteridigctieracter.

«  Ot4>#.t7—If the first digit entered is 0, the timeout before an automatic send is four seconds, and
the terminating charactércan be entered at any time to malty send the dial string. After the
second digit is entered, the timeout beforeaatomatic send changes to seven seconds. The user
can enter more digits until the dial string is sent by the timeout or by the user entering the
character.

Dial Plan Example 3

The following dial plan:
R1408([2_9].r5|[2_9].r6)|R97(911].r4)[X(1900]|1888)|F011

consists of the following rules:

« R1408([2_9].r5][2_9].r6}—The prefix 1408 will be added to any call numbers with seven or eight
digits where the leading digit is in the range of 2 to 9. For example, 5551234 will become
14085551234, but 555123 does not match this rule.

* RO9"(911|.r4)— The prefix 9 will added to any numbers except 911 and five-digit numbers. For
example, 911 will still be 911, and 51234 will still be 51234.
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DialPlanEx

Note

IPDialPlan

»  X(1900]|1888)— There will be no calls or call forwarding to numbers beginning with 1900 or 1888.
« FO011—There will be no call forwarding to humbers beginning with 011.

In Dial Plan Example 3, there are two ‘R’ rulestlse first matched rule is triggered. Therefore, 5551234
becomes 14085551234. However, 555123 will then become 9555123 because it matches the second rule.

If your dial plan exceeds 199 claa@ters, then use must use the Dialflx parameter to configure your
dial plans. The DialPlanEx paratee supports dial plans up to 499 characters in length. This range in
the number of characters is the only differencevieen the DialPlanEx and DialPlan parameters.
Therefore, all the information abbthe DialPlan parameter applies to the DialPlanEx parameter. For
more information, see th®ialPlan” section on pagb-64.

If you are not using this parameter for dial plamfoguration, be sure this parameter is set to O.

Description
This Iparameter allows for detection of IP-like deation address in DialPlan. Three values are valid:

« 0—String is dialed as is ambt treated as an IP address.

+ 1—When the Cisc@TA detects two asterisks (**), IPDial&h takes over. The user enters the
pound (#) key to terminate the digit collection, and the interdigit timeout default is not used.

» 2—When IPDialPlan is set to 2, three asterisks (***) are required for IPDialPlan to take effect.

All other values are currently undefined.

Value Type
Integer

Range
0,1lor2

Default
1

Voice Configuration Menu Access Code
310
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Diagnostic Parameters

This section describes the following parameters, which are used for diagnostic purposes:
» NPrintf, page 5-73
- TraceFlags, page 5-73
« SysloglP, page 5-74
« SyslogCtrl, page 5-75

NPrintf

Description

Use this parameter to specify the IP addrand port of a host which all CiscoATA debug messages
are sent. The prograprserv.exewhich comes bundled with the Cisé@A software, is needed to
capture the debug information.

Syntax
<HOST_IP>,<HOST_PORT>

Example

If the progranprserv.exds running on a host with IP address 192.168.2.170 and listening port 9001, set
NPrintf to 192.168.2.170.9001. This causes the CAId®to send all debug traces to that IP address.

Value Type
Extended IP address

Default
0

Voice Configuration Menu Access Code
81

TraceFlags

Description
Use this parameter to turn onexjific trace features for diagnostise. Bit values are as follows:

- Bits0to 1:
— 0 (default) is for simple debug messages.
— 1is for detailed debug messages.
— 2 and 3 are reserved.
- Bits 2-7—Reserved
- Bit 8—RTP statistics log (value¥1 to disable/enable with default 6f has the following format:
Recv[channel number]: <call duration $econds> <number of recv packets>

<number of recv octets> <number of late packets>
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<number of lost packets> <average network jitter in 1/8 ms>
<counts in speeding up local clock (adjustment for 10 ms each time)>
<counts in slowing down local clock (adjustment for 10 ms each time)>

Note Bit 8 is not used at this time.

« Bits 9 to 31—Reserved.

Value Type
Bitmap

Default
0x00000000

Voice Configuration Menu Access Code
313

SyslogIP

Description

Use this parameter forajnostic purposes; specify the IP address and port number to which the
CiscoATA should send itsyslogoutput information.

The progranprserv.exewhich is included in all CiscATA software upgrade packages, can be used to
capture syslog information if you do not have a syslog server.

Syntax
<HOST_IPaddress<HOST_POR?¥

Example

If you want to send syslog information to the host at IP address 192.168.2.170 and port number 514, do
the following:

» Configure the value of this parameter as 192.168.2.170.514

» On your PC, run the command:
prserv 514

Value Type
Extended IP address
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Default
0.0.0.0.514

Voice Configuration Menu Access Code
7975640

Related Parameter
SyslogCtrl, page 5-75

SyslogCitrl

Description

Use this parameter to turn on specific syslog tracddr@des are sent to the syslog server specified in
the SysloglP parameter.

SeeTable5-12for bit values and the corresponding types of messages to turn on for tracing.

Value Type
Bitmap

Default
0x00000000

Voice Configuration Menu Access Code
7975641

Related Parameter
SysloglP, page 5-74

Table 5-12 SyslogCtrl Parameter Definitions

Bit Number |Type of Messages to Trace
0 ARP messages.

1 DHCP messages

2 TFTP messages

3 Cisco ATA configuration-update messages.
4 System reboot messages
5-7 Reserved.

8 SIP messages

9 Cisco ATA event messages.
10 FAX messages.

11-15 Reserved.

16 RTP statistics messages.
17-31 Reserved.
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CFGID—Version Parameter for Cisdd Configuration File

Description

CFGID is a 32-bit unsigned-value parameter whose purpose is to allow the local administrator to track
the version of the CiscATA configuration file. This parametesalue assignment is entirely the
responsibility of the local administrator, ahds no significance to the operation of the Ci&€A.

Value Type
Bitmap

Default
0x00000000
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Call Commands

This section provides detailed information on call commands for the @iB&0D
« Call Command Structure, page 6-1

« Syntax, page 6-2

« Call Command Example, page 6-5

« Call Command Behavior, page 6-7

Service providers can offer masypplementary services, which cha@ activated, configured, or
deactivated in more than one way. The CallCmd parameter allows you to define the behavior of
supplementary services that the Cigd@\ supports.

Note  The termCiscoATArefers to both the CiscATA 186 and the CiscATA 188, unless otherwise stated.

Note  This section contains call command informationtfee United States arf8lweden. For information
about other countries, contact the Ciscaipment provider for a specific country.

Call Command Structure

The entry in the CallCmd field & character string composed of a sequence of instructions, which
consist of a combinatioof three elements:

» Context—The Cisc®&TA supplementary service operation is dependent upon a state and transition
process. For example, the most coomstate is IDLE, in which the Cis@&YA is on-hook, waiting
for an incoming call. Picking up the telephone handset causes theATi&do transition to the
PREDIAL state, in which the user hears a dial tone and the @iB&ds waiting to detect DTMF
digits. The Context portion of a Call Commandrgy specifies the state for which the commands
are defined.

» Input-Sequence—The input sequencsimply the input from the user, a combination of hook-flash
and DTMF digits.

» Action—This specifies the action taken by the Cigdé. The action depends on the
Input-Sequence that the user enters and the Context in which it is entered.
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Syntax

The CallCmd string has the following structure:
Context-ldentifier Command . . . Command; . . . Context-ldentifier Command,;
« Table6-1 provides a list of Context-lIdentifiey which show the state of the Cis&BA.
« Command consists of the following items:
Input-Sequence; Action-ldentifier-1 Action-ldentifier-2 [Input-Sequence]
— Input Sequenceconsists of one or more characters from the set showahle6-2.

— Table6-3 provides a list of Action Identifiergction-Identifier-1 is for the first thread of a
call; Action-Identifier-2 is for the second thread of allc&ach Action Identifier is one
character.

Each Context-ldentifier is followed by one or more commands to allow a variable number of actions to
be triggered by relevant user input commandsafoy state. Each command is composed of an
Input-Sequence that the user enters when the @i8Ads in a given state and two Action-ldentifier
characters which definedhaction that the CiscATA performs in response to the Context-ldentifier and
Input-Sequence. If the Cis&YA takes only one action, one of the two Action-Identifier characters is

a null action.

Example 6-1 Syntax Example Using One Command
Af,AH;

In this simple example, the first “A” is the Context-ldentifier, which means the @iEAds in the
CONFERENCE state, as shownTable6-1. The “f” is the input sequence, which is hook-flash, as
shown inTable6-2. Following the semicolon, the two action identifiers are “A” and “H". These
identifiers mean “NONE" and “Disconnettte call,” respectively, as shownTable6-3. Based on these
action identifiers, the CiscATA disconnects the mosécent callee, and remaiconnected to the first
party. The state of the Cisé&dA becomes CONNECTEDTable6-4 explains more about the various
states of the CiscATA.

Example 6-2  Syntax Example Using Two Commands
CN;CAf;,OF;

In this example, the first “C” is th€ontext Identifier, which means the Cis@A is in the
PREDIAL_HOLDING state, as shown ifable6-1. The “N” is the first input sequence, which is any
part of the set of digits 0|1|2|3|4|5|6]7|8|9, as showalile6-2. Following the first semicolon, the two
action identifiers are “C” and “A”, which mean “Ctinue to Dial” and “NONE,” respectively, as shown
in Table6-3.

Following this pair of action identifiers is another input sequence, “f”, which means hook-flash, as
shown inTable6-2. Next is the semicolon, always requiraftier the input sequer, followed by the
corresponding action pair, “O” and “F". These itiiars mean “Release the Call” and “Retrieve the
Call,” respectively, as shown ifable6-3.
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Context-ldentifiers

Table 6-1 Context-ldentifiers

Identifier Context (State of Cisco ATA)

A CONFERENCE

PREDIAL

PREDIAL_HOLDING

CONNECTED
CONNECTED_HOLDING
CONNECTED_ALERTING
HOLDING

CONFIGURING
CONFIGURING_HOLDING
SWAYCALLING

CALLWAITING

IDLE

RINGING

DIALING

CALLING

Reserved (ANSWERING)

Reserved (CANCELING)

Reserved (DISCONNECTING)
WAITHOOK

DIALING_HOLDING
CALLING_HOLDING

Reserved (ANSWERING_HOLDING)
Reserved (HOLDING_HOLDING)
Reserved (CANCELING_HOLDING)
Reserved (DISCRANECTING_HOLDING)
Reserved (HOLDING_ALERTING)
WAITHOOK_ALERTING
WAITHOOK_HOLDING

I o Mmoo O @

oY N </ X zg</CldnxIO|TOoZI M| X<

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
[ oL-4654-01 h



Chapter 6

Call Commangs

M Syntax

Input Sequence ldentifiers

Table 6-2 Input Sequence ldentifiers

Identifier Input Sequence

0-9,#* DTMF digits

f hook flash

o] off-hook

@ anytime; for example@f means anytime
hook- flash occurs

h on-hook

S #*

N 0]1]2|3]4]516|7|8|9

D N|S

v a variable number (1 or more) of characters

from the above list. It must be followed by a
character which acts as the terminator of this
variable part.

Action ldentifiers

Table 6-3

Action Identifiers

Identifier

Action

A

NONE

Seizure (User intends to dial or configure)

Continue to dial

Call Return

Hold the active call

Retrieve the waiting call

Cancel the call attempt

I O M MO0 @

Disconnect the call

Blind transfer the call to the number

Go to configuration mode

Release the call

Answer the incoming call

Transfer with consultation

Say busy to the caller

None

| DO TV|IO|2

Forward all calls to the given number
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Table 6-3  Action Iden tifiers (continued)

Forward on busy to the given number

Forward on no answer to the given number

Cancel call forward

CLIP for the next call

CLIR for the next call

Enable Call Waiting for the next call

-l o Q| O

o Q

Disable Call Waiting for the next call

Enable Fax Mode for the next call

x

Disable Fax Mode for the next call

Call Command Example

In addition to call commands that you configure, the CISEA has a default list of call commands to
handle common call scenarios. Configured calhmands overwrite default call commands. If any

Context-ldentifier or Input-Sequence elements appear in both the default Call Command string and the

manually entered string, the manually entered value takes precedence.

The following string shows a sample Call Command:
Bf;BAN;CA;CN;CAf;OF;Df;EB;l@f,OF;H@f;OA;Lo;BAf,BA;Mo;PA;ND;CAf,0A;Of;GA;Pf;HA;Qf,0A;Rf;OA;
Sf;OA; TD;CAf;OF;Uf;GF;Vf;HF;Wf;FF;Xf;AF;Yf;AF;Zf;AP;bf;:OF;af;OP;

In this section, the Call Command stringoi®ken down into its components as follows:

Call Command Fragment;
Context-ldentifier
Input-Sequencel; Actionl Action2;
(optional) Input-Sequence?2; Actionl Action2;

Note If you use a second input seqeenthis sequence follows the than Identifier pair without a

separating semicolon.

Refer to the preceding tables to determine the meanings of the identifiers.

Example 6-3 Call Command String

Bf;BAN;CA;
Predial
hook-flash; Seizure NONE
0]1]...]9; Continue-to-dial NONE;
CN;CAf;,OF;
Predial_Holding
0]1]...]9; Continue-to-dial NONE
hook-flash; Release-the-call Retrieve-the-waiting-call;
Df:EB;
Connected
hook-flash; Hold-the-active-call Seizure;
1@f;OF;

Configuring_Holding
hook-flash (at any time); Release-the-call Retrieve-the-waiting-call;

H@f;0A;

| oL-4654-01
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Configuring

hook-flash (at any time);

Lo;BAf;BA;
Idle
off-hook;
hook-flash;
Mo;PA;
Ringing
off-hook;
ND;CAf;OA
Dialing
O[1]...|91#*;
hook-flash;
Of,GA;
Calling
hook-flash;
Pf;HA;
Answering
hook-flash;
Qf,0A;
Canceling
hook-flash;
Rf;0A;
Disconnecting
hook-flash;
Sf,0A;
Waithook
hook-flash;
TD;CAf;,OF;
Dialing_Holding
O[1]...|9#%;
hook-flash;
Uf;GF;
Calling_Holding
hook-flash;
VF;HF;
Answering_Holding
hook-flash;
WH;FF;
Holding_Holding
hook-flash;
Xf;AF;
Canceling_Holding
hook-flash;
Yf;AF;

Release-the-call NONE;

Seizure NONE;
Seizure NONE;

Answer-the-incoming-call NONE;

Continue-to-dial NONE
Release-the-call NONE;

Cancel-the-call-attempt NONE;

Disconnect-the-call NONE;

Release-the-call NONE;

Release-the-call NONE;

Release-the-call NONE;

Continue-to-dial NONE;
Release-the-call NONE;

Cancel-the-call-attempt Retrieve-the-waiting-call;

Disconnect-the-call Retrieve-the-waiting-call;

Retrieve-the-waiting-call Retrieve-the-waiting-call;

NONE Retrieve-the-waiting-call;

Disconnecting_Holding

hook-flash;
Zf;AP;
Holding_Alerting
hook-flash;
bf,OF;
Waithook_Holding
hook-flash;
af,oP;
Waithook_Holding
hook-flash;

NONE Retrieve-the-waiting-call;

NONE Answering;

Release-the-call Retrieve-the-waiting-call;

Release-the-call Answer-the-incoming-call;
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Call Command Behavior

Table6-4 summarizes differing Call Command behavioséd on the U.S. and Sweden default call
commands.

U.S. Call Command Default
Af;AH;BS;NA;CS;NA;Df,EB;Ff;EP;Kf;EFh;HH;Jf;AFh;HQ;I*67;gA*82;fA#90v#;Ol;H#72v#;bA# 74
VH#,CA#75v#,dA#73;eA*67;gA*82;fA*70;iA*69;DA*99;xA;Uh;GQ;

Sweden Call Command Default

BS;NA;CS;NA;Df;EB;Ff0;ARf1;HPf2;EPf3;AP;Kf1;HFf2;EFf3;AFf4;HQh;HH;Jf1;HFf2;EFf3;AFf4;
HQ;Af4;HQ;I*31#;gA#31#;gA*90*v#;Ol;H*21*v#;bA*6 1*v#;dA*6 7*vH#,CAH#21#;e A#G L #;e A#6T#,e
A*31#;9A#31#;gA*43#;hA#43#;1A*69#; DA*99#;XA;Uh;GQ;

Table Notations
The following notations are used Tiable 6-4:

« FE—Farend
« AFE—Active Far End, which is a connected far end that is not placed on hold

« WFE—Waiting Far End, which is a connected éad being placed on hold, or an incoming caller
waiting to be answered

« R—Hook Flash

» ONH—OnN Hook

+ OFH—Off Hook

« 0-9,*#—DTMF digits

« v—a variable length string, usually a phone number, and does not include #

« CWT—call-waiting tone

Note  The notations ifTable6-4 include abbreviations for input sequence behavior. Refer to the tables and
syntax examples shown earlier in this section. The Summary of Commands collmbiei6-4 is based
on the actual command syntax used in the default Call Command strings for the United States and
Sweden.

Table 6-4 Call Command Behavior

Cisco ATA State and its Definition Summary of Commands (Input Sequence and Actions)

IDLE: Phone is on-hook; Cisco ATA is | = OFH—Start dial tone and go to PREDIAL state.
waiting for incoming call

+ New incoming call or a waiting call (started before it enters IDLE)—Start
ringing the phone and go to the RINGING state.

PREDIAL: Phone just went off-hook butUnited States and Sweden:
no DTMF has been entered yet;
CisCcOATA plays dial-tone

« # ,*—Stop dial-tone, go to the CONE state, and prepare to accept a
complete configuration sequence.

» 0-9: Stop dial tone, start invoking dial-plan rules, and go to the DIALING
state to accept a complete phone number.

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Table 6-4  Call Command Behavior (continued)

Cisco ATA State and its Definition Summary of Commands (Input Sequence and Actions)

DIALING: User is entering phone - R—Abort dialing, restart dial tone, and revert to PREDIAL state.
number, which is parsed with the given

dial-plan rules « Invalid phone number—Abort dialing, plays fast-busy, and go to

WAITHOOK state.
CONFIG: User configuring a » *69—Call Return

supplementary service in the United « #72v#—Forward unconditional to number specified in 'v'l (PacBell use
States 724#)

« #73—Cancel any call forwarding (PacBell use 73#).

» #74v#—Forward on busy to number sgied in 'v' (PacBell does not enable
this service from the phone).

« #75v#—Forward on no answer to numiseecified in 'v' (Pac Bell does not
enable this service from the phone).

« *67—CLIR in the next call (if global profile is CLIP)

« *82—CLIP for the next call (if global user profile is CLIR)
» *70—Disable call waiting in the next call.

« *99—Enable Fax Mode in the next call (non-standard).

- Dial-tone—Revert to PREDIAL state.

« Any complete configuration sequest+—Carry out the configuration
command, restart dial-tone, and revert to PREDIAL state.

CONFIG: User configuring a « *21*v#—Forward unconditionally to number specified in 'v'.
supplementary seice in Sweden « *67*v#—Forward on busy to number specified in 'v'.

- *61*v#—Forward on no answer to number specified in 'v".
« #21#—Cancel any call forwarding.

« #67#—Cancel any call forwarding.

« #61#—Cancel any call forwarding.

« #31#—CLIR in the next call.

e *31#—CLIR in the next call.

» *43#—Enable call waiting in the next call (Sweden allows globally disable
call waiting).

- #43#—Disable call waiting in the next call.

- *69#—Call Return

« (non-standard)*99#—Enable Fax Mode in the next call (hon-standard).
All Regions:

« R orany unrecognized sequence—Abort configuration, restart dial tone and
revert to PREDIAL state.

- Any complete configuration sequesm—Carry out the configuration
command, restart dial tone, and revert to PREDIAL state.
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Table 6-4

Call Command Behaviorll

Call Command Behavior (continued)

Cisco ATA State and its Definition

Summary of Commands (Input Sequence and Actions)

CALLING: Phone number is sent;
CisCOATA is waiting for response from
the far end

R—Cancel the outgoing call, restarts dial-tone, and revert to PREDIAL
state.

RINGING: CiscoATA is ringing the
phone to alert user of an incoming call

OFH—Stop ringing, answer thmll, and go to CONNECTED state.

CONNECTED: The Cisc@TA is
connected with one far end party;
CiscoATA may be the caller or the calle

United States and Sweden:

o R—Hold current call, play dial-tone to dial second number, and go to

PREDIAL_HOLDING state.

WAITHOOK: Far end hangs up while in
CONNECTED state; CiscATA plays
fast-busy after five seconds in this stat

R—Stop fast-busy, start dial-tone, and go to PREDIAL state.

e

CONNECTED_ALERTING: CiscATA
receives another call while in
CONNECTED state; CiscATA plays
Call Waiting tone periodically (every 10
seconds for US; every second for
Sweden)

United States:

R—Place current call on-hold, swer the waiting call, and go to
CALLWAITING state.

Sweden:

RO—Continue current call, reject the waiting call, and revert to
CONNECTED state.

R1—Disconnect current call, anewthe waiting call, and go to
CONNECTED state.

R2—Place current call on-hold, swer waiting call, and go to
CALLWAITING state.

R3—Continue with current call, answer the waiting call and go to
CONFERENCE state.

All Regions:

ONH—Disconnect current call argb to IDLE state (the CiscATA then
automatically starts ringing the phone, and goes to RINGING state).

AFE hangs up—Go to WAITHOOK_ALERTING state, continue to play
CWT.

WFE cancels the call—Stop CWT and revert to CONNECTED state.

| oL-4654-01
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Table 6-4  Call Command Behavior (continue

d)

Cisco ATA State and its Definition

Summary of Commands (Input Sequence and Actions)

CALL WAITING: Cisco ATA is
connected to two far end users on the
same line; one is in active conversation
(the active far end or AFE) while the
other is on-hold (the waiting far end or
WFE). This state is initially entered whe
the CiscoATA is connected to one of the
far ends while the other far end calls in
the CiscoATA.

t

3%

United States:
R—Place the AFE on-hold and retrieve the WFE.

ONH—The default behavior is to disaoect both the current call and the
held call, then go to the PREDIAL state.

The enhanced behavior (with the call-waiting hang-up alert feature enabled)
is to disconnect the current call, retrieve the held call, go to the

O CONNECTED state, then alert the usétthe call on hold by ringing the
phone.
Sweden:

R1—Disconnect current call, anewthe waiting call, and go to
CONNECTED state.

R2—Place the AFE on-hold and retrieve the WFE.
R3—Retrieve the WFE, and go to CONFERENCE state.

R4—Transfer the WFE to the AFE, drop out of the call, and go to PREDIAL
state.

3WAYCALLING: Cisco ATA is
connected to two far end users on the
same line; one of them is in active
conversation (the active far end or AFE
while the other is on-hold (the waiting 3
end or WFE). This state is initially
entered when the Cis@TA is
connected to one of the far ends, then
places this far end on hold and calls th
second far end.

1

e

United States:
R—Retrieve the WFE and go to CONFERENCE state.

)* ONH—Transfer the WFE to the AFErop out of the call, and go to
r PREDIAL state.

Sweden:
Same as for CALLWAITING state

CONFERENCE: Cisc@TA is
connected to two active far ends
simultaneously; CiscATA performs
audio mixing such that every party can
hear the other two parties but not
themselves.

United States:

R—Disconnect the last callee and stay connected with the first party, and
revert to CONNECTED state.

Sweden:

R4—Transfer one FE to the other, drop out of the call, and go to PREDIAL
state.

PREDIAL_HOLDING: CiscoATA user
places a connected call on-hold and
prepares to dial a second number;
CisCcoATA plays dial-tone.

United States and Sweden:

* #—Stop dial-tone, go to CONFIG_H@ING state, and mpare to collect
a configuration command.

0-9—Stop dial-tone, go to DIALIS_HOLDING state, and prepare to
complete dialing a second phone number.

All Regions:
Stop dial-tone, retrieve the WFEnNd revert to CONNECTED state.

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)

OL-4654-01]



| Chapter6 Call Commands

Table 6-4  Call Command Behavior (continue

Call Command Behaviorll

d)

Cisco ATA State and its Definition

Summary of Commands (Input Sequence and Actions)

CONFIG_HOLDING: A connected FE is
placed on hold, while the Cis@A is
entering a configuration command.

sUnited States:

*67—CLIR for the next call
*82—CLIP for the next call

#90v#—Blind transfer to the number specified in 'v'; disconnect the call and
go to PREDIAL state.

Sweden:
#31# or *31#—CLIR in the next call

*90*v#—Blind transfer to the number specified in 'v'; disconnect the call
and go to PREDIAL (non-standard) state.

All Regions:

R or any unrecognized sequence—Abort configuration, restart dial tone, and
go to PREDIAL_HOLDING state.

A complete configuration sequence-ai€y out the command, and go to
PREDIAL_HOLDING state.

DIALING_HOLDING: Cisco ATA user
is entering a second phone number to ¢
while placing a connected call on hold

Collected digits match a dial-plan rule—Call the new number, and go to
CALLING_HOLDING state

R—Abort dialing and revert to PREDIAL_HOLDING state.

CALLING_HOLDING: CiscoATA is
waiting for a second far end to respong
while placing a connected call on hold

R—Cancel the call and revert to PREDIAL_HOLDING state.

ONH—Cancel the call and transfer theitwrgg party to the callee, and revert
back to PREDIAL state.

WAITHOOK_HOLDING: The AFE
hangs-up to disconnect the current cal
while there is a WFE being put on hold

R—Retrieve the WFE and go to CONNECTED state.

AITHOOK_ALERTING: The AFE hangs
up while a waiting call alerts

R—Stop CWT, answer the waitirggll, and go to CONNECTED state.
WFE: Cancel the call; stopWT, go to WAITHOOK state.

ONH—Go to IDLE state (in which CiscATA automatically starts ringing
the phone, and goes to RINGING state).
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Note

CHAPTER ;

Configuring and Debugging Fax Services

The CiscoATA provides two modes of fax services tlae capable of internetworking with Cisco 10S
gateways over IP networks. These modes are ctdbegdass-through modendfax mode

With fax pass-through modéhe CiscoATA encodes fax traffic within the G.711 voice codec and passes
it through the Voice Over IP (VoIP) network as though the fax were a voice call. This mode uses the
Cisco proprietarjax upspeednethod.

With fax modethe CiscoATA presents itself as a device capableising only G.711 codecs; therefore,
no codec renegotiation or switchover is requireds fitaces minimum functionality and configuration
requirements on remote gatewalfax modeis recommended for environments in which G.711 fax
upspeed is not available for the supporting Cisco gateways.

This section contains the following topics:
« Using Fax Pass-through Mode, page 7-1
» Using FAX Mode, page 7-6
» Debugging the Cisco ATA 186/188 Fax Services, page 7-7

The termCisco ATAis used throughout this manual to refer to both the CA§¢0186 and the
CiscoATA 188, unless differences between the Ci&€A 186 and Cisc@TA 188 are explicitly
stated.

Using Fax Pass-through Mode

Fax pass-through modalows for maximum codec flexibilithecause users may set up a voice call
using any voice codec, then renegotiate to a G.711 codec for the fax sessionfabopass-through
mode first configure the CiscATA and supporting Cisco gateways to support the Cisco-proprietary
G.711fax upspeed method. Then, disable fax relaphefar-end gateway—either for the entire gateway
or for the dial peer engagedtine fax call with the CiscATA.

The fax upspeed method allows you to use low hig-cadecs such as G.723 and G.729 for voice calls,
and G.711 codecs for fax calls. With a fax call, the CiAEA detects a 2100-Hz CED tone or V.21
preamble flag, then informs the remote gateway of its intent to switchover to G.711 via a peer-to-peer
message. This type of message, carried as a l&igmaling Event (NSE) within the RTP stream, is
used for all fax evergignaling. The Cisc&TA can initiate and respon NSEs and can function as

either an originating or terminating gateway.
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Note  The CiscoATA can also accept standard-based protoewél codec switch requests, but cannot send
such requests. Therefore, to inteeoate with a Cisco gateway, use the Cisco-proprietary codec switch.

This section contains the following topics:
« Configuring the Cisco ATA for Fax Pass-through mode, page 7-2
« Configuring Cisco IOS Gateways to Enable Fax Pass-through, page 7-3

Configuring the Cisco ATA for Fax Pass-through mode

Fax Pass-through modequires configuring two configuration parameters:
AudioMode, page 7-2
ConnectMode, page 7-3

AudioMode

Description

The AudioMode parameter is a 32-bitwa. The lower 16 bits apply to thhone 1port of the
CiscoATA and the upper 16 bits apply to tRéone 2port of the CiscATA.

Example

The following is an example of configuring tRdone 1port of the CiscATA for fax pass-through
mode

OXXXXX0015

Translation
This setting translates to the following bitmap:
XXXX XXXX XXXX XxXX 0000 0000 0001 0101

« Bit 0 =1—Enables G.711 silence suppression (VAD)

« Bit 2 = 1—Enables Fax CED tone detiea and switchover upon detection

+ Bit4 =1, Bit 5 = 0—DTMF transmission method = out-of-band through negotiation
» Bit 6 = Bit 7 = 0—Hookflash transmission method = disable sending out hookflash

Note  The valuesxxxxin the example apply to tHehone 2port of the Cisc®ATA.

To configure the same value for tRione 2port of the CiscTA, the value would bex0015XXXX .
The configuration of one port is independent from the configuration of the other port.
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ConnectMode

Description

The ConnectMode parameter is a 32-bit value. Jdrameter settings apply to both lines of the
CiscoATA. Configure ConnectMode after configuring AudioMode fak pass-through mod€isco
recommends you use the following ConnectMode rsgttd interoperate with a Cisco I0S gateway.

Recommended Setting
0x90000400

Translation
This setting translates to the bitmap:
1001 0000 0000 0000 0000 0100 0000 0000

Bit 2 and bits 7 through 15 are the only relevant bitfdarpass-through mod&hese bits from the
example are isolated below:

XXXX XXXX XXXX XXXX 0000 0100 Oxxx x0xx
« Bit2 = 0—Uses RTP payload number 126/127 for fax upspeed to @awiG.711A-law. Set this
value to 1 if you want to use RTP payload number 0/8 for fax upspeed.

» Bit 7 = 0—Disables fax pass-through redundancy. Set this bit to 1 to enable redundancy. With
redundancy enabled, the Cis@BA sends each packet twice. Because of bandwidth and
transmission time costs, use this option onlyafwork quality is poor and all other gateways used
in the network support this feature.

- Bits{12,11,10,9,8}={0, 0, 1, 0, 0}—Sets thfset to NSE payload-type number 96 to 4. Setting
the offset to 4 results in the Cis@dA sending an NSE payload-type value of 100 by default. Valid
offset values range from 2 to 23 (NSE payload typleie of 98 to 119). Set this value to match the
value for your Cisco gateways.

Most Cisco MGCP-based t|avays, such as Cis&b08, use NSE payload type 101 by default. Most
Cisco H.323/SIP-based gateways bk®E payload type 100 by default.

« Bit 13 = 0—Uses G.711%aw for fax pass-through upspeed. Set this bit to 1 to use G.711A for fax
pass-through upspeed.

« Bit 14 = Bit 15 = 0—Enablefax pass-through modesing the Cisco proprietary method
(recommended). Set both of these bits to 1 to didalxl@ass-through mode

Configuring Cisco IOS Gateways to Enable Fax Pass-through
To configure your 10S gateways to network with Cigd@\, do the following:

Procedure

Stepl  Enable Fax Pass-through Mode, page 7-4
Step2 Disable Fax Relay Feature, page 7-5
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Note For detailed information on setting up your I0S gateways and on feature availability, refer to the
documentCisco Fax Services over.IP

Enable Fax Pass-through Mode

The supporting Cisco gateway can endhbepass-through modegsing system-levedr dial-peer-level
commands.

System Level commands

Enable the fax pass-through feature using the following system-level commands:

Procedure

Stepl  Run the following command:
voice service voip
Step2  Run the following command:

modem passthrough NSE [payload-typ@aumben codec {g71{law | g711alaw} [redundancy]
[maximum-sessionsr/alue]

The definitions of the command parameters are as follows:
« Thepayload-type parameter default is 100. Valid values are from 98 to 119.
The NSE payload number must be the same on both the Cisco ATA and the Cisco gateway.

« Thecodecparameter must be G.Za%aw for faxes sent over a T1 trunk or G.711A-law for faxes
sent over an E1 trunk.

» Theredundancy parameter enables RFC 2198 packet redundancy. It is disabled by default.

« Themaximum sessionparameter defines the number of sitaneous fax pass-through calls with
redundancy. The default is 16. Valid values are 1 to 26.

Step3  For the Cisco ATA ConnectMode parameter, turn off bits 14 and 15. This enables the sending of fax
pass-through signals and the detection of incoming fax pass-through signals using the Cisco proprietary
method.

Note The NSE payload-type number, fax pass-through codec {@&Ialv or G.711A-law) and redundancy
parameters must have tdame settings for the Cisco ATA that they have for supporting Cisco gateways.
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Dial-Peer Level Commands

Stepl

Step2

Step3

You can enabléax pass-through moder communication between a Cisco 10S gateway and the
specified Cisc@ATA using the following dial-peer level commands:

Procedure

Perform the command:
dial-peer voicetag voip
Perform the command:

modem passthrough {NSE [payload-type&aumbe] codec {g71ilaw | g71lalaw} [redundancy] |
system}

a. The default of this command is:
modem passthrough system

When using the default configuration, the dial-peer fax pass-through configuration is defined by the
voice service voipcommand. When thgystemoption is used, no other parameters are available.

When the NSE is configured in the fax passstlgh command at the dial-peer level, the fax
pass-through definition in thdial-peer command takes priority over the definition in tiace
service voipcommand.

b. Thepayload-type number, codec andredundancy parameters can also be used.
For example, the command:
modem passthrough NSE codec g7fuaw

means that the CiscdTA will use the NSE payload-type number 100, G.j#law codec, and no
redundancy irfax pass-through mode

When setting up dial-peer for fax pass-through, it is necessary to set up a pair of dial-peers for inbount
and outbound calls between the Cigd and Cisco IOS gateways. You do this by specifying the
destination-pattern andincoming-called humber Thedestination-pattern should point to the

CiscoATA, while the incoming-called number should apply to all numbers that the Bikkads

allowed to dial.

Disable Fax Relay Feature

Fax relay may be enabled by default for some I0S gateways. If you do not disable the fax relay feature
it may override the precedence okfimodem pass-through and cause thetfansmission to fail. It is
necessary to disable fax relay at the dial-peer or system level with the following command:

fax rate disable
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Using FAX Mode

Usefax modewhen the gateways in the network do not supfaottpass-through moder dial-peer
configuration.

You can set one or both lines of the Cigdd\ to G.711-onlyfax mode This mode allows the fax
machine connected to the Cis&dA to communicate directly with the far endpoint with no fax
signhaling event occurring between the two gateways.

This section contains the following topics:
« Configuring the Cisco ATA for Fax Mode, page 7-6
« Configuring the Cisco ATA for Fax Mode on a Per-Call Basis, page 7-7
» Configuring the Cisco I0S Gateway for Fax Mode, page 7-7

Configuring the Cisco ATA for Fax Mode
G.711-onlyfax modeoperation requires configation of one parameterAddioMode.

Description

The AudioMode parameter is a 32-bit valuThe lower 16 bits apply to tiRhone 1lport of the
CiscoATA, and the upper 16 bits to tirhone 2port. The following is an example of tRéone 1port
of the Cisco ATA configured for G.711-onfgx mode

Example
OXXXXX0012

Translation
This setting translates to the bitmap:
XXXX XXXX XXXX XXxX 0000 0000 0001 0010

« Bit 0 = 0—Disables G.711 silence suppression (VAD).

+ Bit1l=1—Uses G.711 only, does not user the low bit-rate codec.

» Bit 2 = 0—Disables Fax CED tone detection.

+ Bit4 =1, Bit 5 = 0—DTMF transmission method: out-of-band through negotiation

- Bit 6 = Bit 7 = 0—Hookflash transmission method: disables sending out hookflash

Note  The values<xxxin the example do not apply to tRéone 1port of the Cisc@ATA.

To configure the same value for tRhone 2port of the Cisc@TA, the value would b&x0012XXXX.
The configuration of one port is independent from the configuration of the other port.

Note The AudioMode configuration overrides the values of the following three parameters: RxCodec,
TxCodec, and LBRCodec. For example, if thesedlparameters are each set to 0 (for G.723), the
CiscoATA would still use G.711 if AudioMode is set to 0x00120012. With this configuration, the
CiscoATA sends both G.7-law and G.711A-law as preferred codecs to a peer voice gateway.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Configuring the Cisco ATA feax Mode on a Per-Call Basis

Note  The per-call-basifax modefeature is only available for the H.323 and SIP protocols.

If you want to activatédax modeon a per-call basis, configure the following parameters:

Procedure

Stepl CallFeaturesandPaidFeaturesBit 15 (for linel—mask 0x8000) and Bit 31 (for line2—mask
0x80000000) = 1: This sets the default to enddskemodeon a per-call basis.

Step2  AudioMode Bit 2 = 0: This disables fax CED tone detection.
Step3  CallCmd includes*99;xA (99 is the default; the value cée changed to any prefix code.)

To activate a call from your fax machine, ent@® (default), then enter the telephone number to which
you want to send the fax. The next call will automatically revert to normal mode.

Configuring the Cisco 10S Gateway for Fax Mode

On the Cisco gateway, disable both fax relay and fax pass-through at the dial-peer level or system leve
with the following commands:

Procedure

Stepl  Run the command:
fax rate disable
Step2  Run the command:

no modem passthrough

Debugging the Cisco ATA 186/188 Fax Services

This section includes the following debugging topics for fax services:
« Common Problems When Using IOS Gateways, page 7-7

« Using prserv for Diagnosing Fax Problems, page 7-9

« Using rtpcatch for Diagnosing Fax Problems, page 7-12

Common Problems When Using IOS Gateways

Table7-1 lists typical problems and actions that mighiveadhese problems for situations in which the
CiscoATA is using fax over a CisctDS gateway.

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Table 7-1

Solving Common Fax Problems

Problem

Action

The far-end gateway is ng
loaded with correct
software image.

Cisco recommends IOS version 12.2 (11)T or higher for the (2660
and Cisca3600, and I0S version 12.1 (3)T or higher for Ci#&5300.

The Cisco6608 supports both the NSE and NTE methodsof

pass-through modéeginning with software version

D004030145516608. To ufax pass-through modsith the Ciscd6608,

the user must select 6608 NSE mode, and the NSE payload type must be
reconfigured to match the CisédA.

The CiscdOS gateway is
not configured using the
external T1 clock.

Perform these steps:
1. Enter the following CLI commands:
Controller T1 0

clock source line

On the CiscdCallManager Gateway Configuration page, choose the
T1 line connection port. Set the clock as “external primary.”

The CiscoATA is not
loaded with the proper
software.

Cisco recommends using software version 2.14 or higher.

User is operating
CiscoATA software on an
outdated model.

Cisco recommends using Cisé®A models 186-11, 186-12, 188-11, or
188-12 (hardware platforms).

The CiscoATA is not
configured fofax modeor
fax pass-through mode

Forfax modethe AudioMode configuration parameter should be set to
OXXXXX0012 (X = value not applicable) for tHeghone 1port of the
CisCcoATA, and 0x0012XXXX for thePhone 2port.

For fax pass-through mod@&udioMode should be set to OxXXXX0015
for thePhone 1port of the Cisc®TA, and 0x0015XXXX for thePhone
2 port.

The remote gateway is nd
configured for modenfidx
pass-through mode

When the Cisc®TA is configured forfax pass-through modall remote
gateways must be configured with modéa®/pass-through modeither
on a dial-peer level or system level.

Fax relay is not disabled
on the remote gateway.

Fax relay is enabled by default on some Cisco gateways. When fax relay
is enabled, it can overridax pass-through modend cause fax failure.
Examples of the CLI commands to disable fax relay for IOS gateways are
as follows:

fax rate disablefor H.323/SIP gateways

mgcp fax t38 inhibit for MGCP gateways
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OL-4654-01]



| Chapter 7

Configuring and Debugging Fax Services

Debugging the Cisco ATA 186/188 Fax Servillls

Table 7-1  Solving Common Fax Problems (continued)

Problem Action

Fax/modem pass-throughSome Cisco gateways (such as Ci¥€248, and Cisc®608) may use
method on the remote |signhaling messages based on RFC2833 for G.711 upspeed when loaded
gateway is not compatiblewith older software images. This red is incompatible with the Cisco
with the Cisco NSE-basedNSE-based method.

method.

You must check to make sure that the image on your gateway supports the
Cisco NSE-based fax/modem pass-through. Otherwise, you must
configure the Cisc@TA to usefax mode

NSE payload types differi The CiscoATA has a configurable NSE packet payload-type value whose
between gateways. defaultis 100. This value is compae with the implementations of most
Cisco gateways. However, some Cisco gateways use 101 as the NSE
payload type.

Ensure that all gateways in your environment use the same NSE payload
type if you wish to successfully usax pass-through mode

Using prserv for Diagnosing Fax Problems

This section contains the following topics:
- prserv Overview, page 7-9

« Analyzing prserv Output for Fax Sessions, page 7-10

prserv Overview

Stepl

Step2

prserv is a tool that runs on a Microsoft Windowssled PC and serves as a log server that captures

debug information that the Cis@JA sends to your PC IP address/port. The debug information is saved
into a readable text file.

To enable your CiscATA to send debug information, you need to setNifRintf configuration
parameter to your PC IP address and an aviailport, as shown in the following procedure:

Procedure

<IP address>.<port>

<IP address> is the IP address of your PC.
<port> is any unused port (any number from 1024 to 65535) on your PC.

Note  You can the Nprintf parameter on the Ci#IA configuration web page or with the
TFTP-based configuration method.

To operate the debug capture program prserv.exe, place the prserv program in a folder on your PC. A
the DOS prompt, enter:

C:>prserv <port>

<port> is the port number you have selected. If <port> is omitted, the default port number is 9001.

| oL-4654-01
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As prserv receives debugformation from the Cisc@TA, it displays the information on the DOS screen
and saves it to the output file <port>.log.

Once you are finished capturing debug information, you can stop prserv by entering Ctrl-C at the DOS
prompt. If you restart the process without changing the name of the log file, any new debug information
is appended to the end of the original file.

Analyzing prserv Output for Fax Sessions

The debug log obtained froprserv is for detecting simple configuration problems.

Note A comprehensive understanding of the fax events requires the usertfdhteh tool (see théUsing
rtpcatch for Diagnosing Fax Problems” section on pade).

Table7-2 lists log events relevant to analyzing a fax session.

Table 7-2  Debug Log Examples

Log event

Description

[ch] Enable encoderpt>

Voice encoder typet is enabled fothe channeth, wherept can bel
for G.711p-law, 4 for G.723.1, 8 for G.711A-law, and 18 for G.729.

For example[0]Enable encoder 4 indicates that the CiscélA
transmitted G.723.1-encoded voice packets.

[ch] DPKT 1st:
<timestamp2
<timestamp2, pt pt>

The first voice packet that the CisA®A received was of RTP payload
typept for the channeth with timestamp otimestampland the local
decoding timestamp was setttmestamp?2

For example[0]DPKT 1st: 1491513359 1491512639, pt 4 indicates
that the first RTP packet that the Cis&bA received was
G.723.1-encoded for channel 0.

[ch] codec: pt1> => <pt2>

Voice codec switchover occurred. The voice encoder type switched
from ptl to pt2 for the channeth.

For example[olcodec: 4 => 0 indicates that théocal voice encoder
on the CiscoATA switched from G.723.1 to G.711p-law.

[ch] Rx MPT PT=NSEpt
NSE pkt event

Channelch received an NSE packet eventwith payload type of
NSEpt Forevent cOXXXXXX indicates a CED tone event, and
CIXXXXXX indicates a phase reversal event.

For example[0]Rx MPT PT=100 NSE pkt c0000000 indicates that the
CiscoATA received a CED tone event NSE packet with payload type of
100.

[ch] TXx MPT PT=<pt> NSE
pkt <event

Channelch transmitted an NSE packet efentwith payload type of
NSEpt Forevent cOXXXXXX indicates a CED tone event, and
CIXXXXXX indicates a phase reversal event.

For examplefo]Tx MPT PT=100 NSE pkt c0000000 indicates that the
ATA transmitted a CED tone event NSE packet with payload type of
100.
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Debugging FAX Pass-through Mode

When the Cisc®TA is configured to uséax pass-through modéhe fax call session can be established
with an arbitrary voice codec. Once the voice balh been established, ferachines can signal their
presence by means of a CED tone or V.21 prealfftdde after which the gateways send NSE packets to
initiate switchover.

Note Forfax pass-through modeheck the CiscATA debug log to verify that it is acting as an originating
gateway as well as a terminating gateway.

Terminating-Gateway Example

When the Cisc®TA is used as a terminating gateway for a fax session, make sure the following
conditions are true:

» The Cisc0ATA transmits CED-tone-event NSE packets.
« The encoder switchover to G.711 occdtsing the NSE-packet transaction.

An example debug log for a terminating gateway scenario is show below:

[0]Tx MPT PT=100 NSE pkt c0000000
[O]codec: 4 =>0
[0]Rx MPT PT=100 NSE pkt c0000000

Note The NSE response to the CED tone event is natdatory; some gateways may not send back an NSE
response.

Originating-Gateway Example

When the Cisco ATA is used as an originating gateway for a fax session, make sure that the following
conditions are true:

» The CiscoATA receives and responds to CED-tone-event NSE packets.
« The NSE payload type is the same for the received and transmitted NSE packets.
» The encoder switchover to G.711 ocguluring NSE-packet transaction.

An example debug log for an originating gateway scenario is shown below:

[0O]Rx MPT PT=100 NSE pkt c0000000
[0]Tx MPT PT=100 NSE pkt c0000000
[O]codec: 4 =>0

[O]JRx MPT PT=100 NSE pkt cO000000
[0O]JRx MPT PT=100 NSE pkt cO000000

Note If your gateway is using a legacy 10S software imagmay not send NSE packets but instead may rely
on a straightforward codec switchovaechanism. In this case, a emdswitchover event occurs rather
than an NSE packet transaction.

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Possible Reasons for Failure

If your CiscoATA does not receive CED-tone-event NSElets and codec switchover does not occur,
the failure may be due to the following reasons:

» The terminating gateway is not configured with fax/modem pass-through.

» Thefax pass-through modesed by the terminating gateway may not be compatible with the Cisco
NSE method.

If the log shows proper NSE packet transaction and G.711 upspeed for your fax session but the session
still fails, check that the following conditions are true:

« The Cisc0ATA software image version is 2.14 or above.
» The CiscoATA model number is ATA186-11, ATA186-12, ATA188-11, or ATA188-12.
« The fax relay option for the remote gateways has been disabled.

Debugging FAX Mode

When the Cisc®TA is configured withfax modeonly G.711 codecs are used. You must confirm that
only O (for G.711p-law) or 8 (for G.711A-law) appear in Ha@bleencoder andbdPKT1st debug lines.
The following example of a debug log shows that G.711p-law is used:

[0]Enable encoder 0
[O]DPKT 1st: 1491513359 1491512639, pt 0

If the numeric codes for the G.711 codecs do not appear in the log, you need to cheukdyoMiode
parameter setting on the CisAdA.

If the correct G.711 codecs appear in the logylouir fax sessions still fail, check that the following
conditions are true:

« The Cisco ATA software image version is 2.14 or above.
« The CiscoATA model number is ATA186-11, ATA186-12, ATA 188-I1, or ATA188-12.
» The fax relay option for the remote gateways has been disabled.

Using rtpcatch for Diagnosing Fax Problems

This section contains the following topics:

- rtpcatch Overview, page 7-12

« Example of rtpcatch, page 7-14

« Analyzing rtpcatch Output for Fax Sessions, page 7-16

» Using rtpcatch to Aalyze Common Causes of Failure, page 7-18
» rtpcatch Limitations, page 7-20

rtpcatch Overview
rtpcatch is a tool that provides comprehensive inforimatfor a VolP connection. The tool runs on a

Microsoft Windows-based PC and is capable of pgraim output capture file from Network Associates
(NAI) Sniffer Pro and identifies significant fax pass-through and fax relay events.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Major functions

How to Use

Stepl
Step2
Step3

Output Files

Options

Debugging the Cisco ATA 186/188 Fax Servillls

rtpcatch includes the following major functions:

Reads session data from Sniffer Pro capture files.
Analyzes media streams.
Stores media streams to files.

Reports RTP statistics such as the number of RTP packets, the number of RTP frames, the numbe
of lost packets, the number of filler packets during silence suppression periods, and the number o
erased packets.

To usertpcatch, follow these steps:

Procedure

Create a working directory fatpcatch and place the executable file rtpcatch.exe in this directory.

Copy your Network Associates Sniffer Pro capture files into this directory.

At the DOS prompt of this directory, enter the following command:

> rtpcatch <cap_file > [<prefix> ] [options ]

— <cap_file>is the NAI Sniffer capture file.

— <prefix> is the prefix prepended to the output filenames.

The output files oftpcatch include a summary file and audio stream files.

The summary file iprefix>.sumif <prefix> is specified, otherwise it ffle.sum.

Stream files are labeled with an integer tag begimmiith 00. Stream files are also tagged with the
extensiompcmfor G.711A/G.711p-lawy23for G723.1,729for G729,t38 for T.38, anccfr for Cisco
Fax Relay.

rtpcatch options include:

-fax —to output the fax events for a connection.

The output includesFAX summary 1 " as the interleaved event list for all directions, aR@X
summary 2 " as the event list for eachrdction. The repoetd events include voice codec change,
NSE signalling, and fax relay events.

-port <port0> <port1> —to discard any packets sent from/to this port.

If the NAI Sniffer capture file includes Cis@TA prserv packets, these packets can interfere with
rtpcatch analysis. Somerserv packets might be interpreted as NTE or NSE events. To prevent
such interference, you can either disable debugging output on theAJi&qdo this by setting the
Nprintf configuration parameter to 0), configure your NAI Sniffer to filter outgteerv packets,

or runrtpcatch with the -port options.

| oL-4654-01
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Note rtpcatch works best for analyzing a single VolP sessi@ommand-line options can be entered in any
order.

Example of rtpcatch

The section contains an example of usitpgatch and includes an explanation of its output:

Output

C:\>rtpcatch faxpassthru -fax

25]open file: 00.723, (G723) 2.213:10000 => 2.116:10002
26]open file: 01.723, (G723) 2.116:10002 => 2.213:10000
29] <00> 1 silence pkts from TS 1760 (seq# 3)

42] <00> 2 silence pkts from TS 4400 (seqg# 9)

47] <00> 2 silence pkts from TS 5600 (seg# 11)

55] <00> 2 silence pkts from TS 7760 (seq# 15)

101]open file: 02.pcm, (G711u) 2.116:10002 => 2.213:10000
[ 106] <02> 2 lost pkts from seg# 39

[ 107]open file: 03.pcm, (G711u) 2.213:10000 => 2.116:10002
[ 110] <03> 1 silence pkts from TS 19440 (seq# 41)

—_——————

Input file: faxpassthru.cap

<00.723>: (G723) 2.213:10000 => 2.116:10002
total 38 pkts(70 frames), lost O pkts, fill 7 silence pkts

<01.723>: (G723) 2.116:10002 => 2.213:10000
total 38 pkts(76 frames), lost O pkts, fill O silence pkts

<02.pcm>: (G711u) 2.116:10002 => 2.213:10000
total 2181 pkts(2181 frames), lost 2 pkts, fill O silence pkts

<03.pcm>: (G711u) 2.213:10000 => 2.116:10002
total 2179 pkts(2179 frames), lost O pkts, fill 1 silence pkts

[ 25]<2.213=>2.116> Codec G723

[ 26]<2.116=>2.213> Codec G723

[ 101]<2.116=>2.213> Codec G711u/D

[ 102]<2.116=>2.213> NSE PT 100, EVT 192: Up-Speed, CED tone Detected

[ 103]<2.116=>2.213> NSE PT 100, EVT 193: ECAN OFF, Phase Reversal Detected
[ 105]<2.213=>2.116> NSE PT 100, EVT 192: Up-Speed, CED tone Detected

[ 107]<2.213=>2.116> Codec G711u/D

PATH: 2.213:10000 => 2.116:10002

[ 25]Codec G723

[ 105]NSE PT 100, EVT 192: Up-Speed, CED tone Detected
[ 107]Codec G711u/D

PATH: 2.116:10002 => 2.213:10000

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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[ 26]Codec G723

[ 101]Codec G711u/D

[ 102]JNSE PT 100, EVT 192: Up-Speed, CED tone Detected

[ 103]NSE PT 100, EVT 193: ECAN OFF, Phase Reversal Detected

Explanation
The output is printed on screen and saved in the file file.sum.
The following lines are described:

e [ 25]open file: 00.723, (G723) 2.213:10000 => 2.116:10002
This indicates thattpcatch reached NAI Sniffer packet numb2s and opened a new file named
00.723 to store an audio stream consisting of G.723-compressed data. The audio path originates
from the IP address ending with 2.213 and port0D0@vritten as <2.213:1000>) and terminates at
the IP address ending with 2.116 and port 10002.

e [ 29]<00> 1 silence pkts from TS 1760 (seq# 3)
This indicates thatpcatch detected one silence RTP packethia audio path <00> and the silence
packet began at timestamp 1760. This occurred at packet number 29 with the RTP sequence numb
3.

e [ 106] <02> 2 lost pkts from seq# 39
This indicates thattpcatch detected two lost RTP packetstire audio path <02>. The missing
packets began with sequence number 39. This occurred at packet number 106.

® Summary --------------
Input file: faxpassthru.cap
<00.723>: (G723) 2.213:10000 => 2.116:10002
total 38 pkts(70 frames), lost 0 pkts, fill 7 silence pkts
This indicates that the input filename is faxpassthru.cap. The output file 00.723 contains the
G.723-compressed stream from <2.123:10000%22d.16:10002>; 38 packets (70 frames) were
processed bytpcatch. No lost packets were detecteddaeven silence packets were found.

& - FAX Summary 1 ----------
[ 25]<2.213=>2.116> Codec G723
[ 26]<2.116=>2.213> Codec G723
[ 101]<2.116=>2.213> Codec G711u/D
[ 102]<2.116=>2.213> NSE PT 100, EVT 192: Up-Speed, CED tone Detected
[ 103]<2.116=>2.213> NSE PT 100, EVT 193: ECAN OFF, Phase Reversal Detected
[ 105]<2.213=>2.116> NSE PT 100, EVT 192: Up-Speed, CED tone Detected
[ 107]<2.213=>2.116> Codec G711u/D
This indicates that the audio streams originating at <2.213> and <2.216> are G.723-compressed.
The audio stream from <2.116> was then up-sped to G.711p-law at packet number 101. The NSE
signaling packets were sent at packet number 102, 103 and 105. Finally, the audio stream from
<2.113> was up-sped to G.711p-law.

¢ emmmmeae FAX Summary 2 ----------
PATH: 2.213:10000 => 2.116:10002
[ 25]Codec G723
[ 105]NSE PT 100, EVT 192: Up-Speed, CED tone Detected
[ 107]Codec G711u/D
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PATH: 2.116:10002 => 2.213:10000

[ 26]Codec G723

[ 101]Codec G711u/D

[ 102]NSE PT 100, EVT 192: Up-Speed, CED tone Detected

[ 103]NSE PT 100, EVT 193: ECAN OFF, Phase Reversal Detected

This summarizes the fax events for each path.
The audio stream events reportedrtpcatch include:

beginning of new audio codec

silence packets

lost packets

erased packets (as in G.729)
The NSE events reported bipcatch include:
— event 32, Fax Mode, CED tone Detected (RFC2833)

— event 192, Up-Speed, CED tone Detected

— event 193, ECAN OFF, Phase Reversal Detected

— event 194, ECAN ON, Silence Detected

— event 200, T38 Fax Mode, V.21 Detected

— event 201, T38 Fax Mode ACK

— event 202, T38 Fax Mode NACK

— event 203, Modem Relay Mode, CM Tone Detected

— event Cisco Fax Relay (with RTP payload type 96)

— event Cisco Fax Relay ACK (with RTP payload type 97)

Analyzing rtpcatch Output for Fax Sessions

event 34, Modem Mode, ANSam tone Detected (RFC2833)

The following examples show the proper fax evemten gateways are configured to operate in the
following modes:

CiscoATA fax mode

CiscoATA fax pass-through mode
T.38 fax relay mode

Cisco fax relay mode

Example 7-1 Fax Mode

————— FAX Summary 1 ----------

[ 25]<2.131=>3.200> Codec G711u
[ 26]<3.200=>2.131> Codec G711u

Analysis
Both sides use G.711 for the entire fax session.
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Example 7-2  Fax Pass-through Mode

---------- FAX Summary 1 ----------

[ 25]<2.213=>2.116> Codec G723

[ 26]<2.116=>2.213> Codec G723

[ 101]<2.116=>2.213> Codec G711u/D

[ 102]<2.116=>2.213> NSE PT 100, EVT 192: Up-Speed, CED tone Detected

[ 103]<2.116=>2.213> NSE PT 100, EVT 193: ECAN OFF, Phase Reversal Detected
[ 105]<2.213=>2.116> NSE PT 100, EVT 192: Up-Speed, CED tone Detected

[ 107]<2.213=>2.116> Codec G711u/D

Analysis
» Both sides initially use G.723.
» <2.116> switches to G.711u-lawsing a dynamic payload type.
» NSE signaling packets are sent from <2.116>.
« An optional NE signaling packet is sent from <2.213>.

« <2.113> switches to G.711p-lawsing a dynamic payload type.

Note EVT 193 may not appear for some fax transmission.

Example 7-3  Fax Pass-through Mode

---------- FAX Summary 1 ----------

[ 37]<3.200=>2.53> Codec G723

[ 41]<2.53=>3.200> Codec G723

[ 136]<3.200=>2.53> Codec G711u/D

[ 137]<3.200=>2.53> NSE PT 100, EVT 192: Up-Speed, CED tone Detected
[ 140]<2.53=>3.200> Codec G711u/D

Analysis
« Both sides initially use G.723.
» <3.200> switches to G.711u-lawsing a dynamic payload type.
» NSE signaling packets are sent from <3.200>.
» <2.53> switches to G.711p-law using a dynamic payload type.

Example 7-4 T38 Fax Relay Mode

---------- FAX Summary 1 ----------
[ 15]<2.53=>3.99> Codec G711u
[ 486]<3.99=>2.53> Codec G711u
[1277]<3.99=>2.53> Codec T38
[ 1278]<2.53=>3.99> Codec T38

Analysis
« Both sides initially use G.711p-law.

« Both sides switch to T.38
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Example 7-5 Cisco Fax Relay

---------- FAX Summary 1 ----------

[ 8]<2.53=>3.99> Codec G711u

[ 248]<3.99=>2.53> Codec G711u

[ 798]<2.53=>3.99> NSE PT 96, Cisco Fax Relay

[ 799]<3.99=>2.53> NSE PT 97, EVT 192: Up-Speed, CED tone Detected
[ 800]<2.53=>3.99> NSE PT 97, Cisco Fax Relay ACK

[ 801]<2.53=>3.99> Codec C_FxRly

[ 803]<3.99=>2.53> NSE PT 96, EVT 192: Up-Speed, CED tone Detected
[ 804]<2.53=>3.99> NSE PT 97, Cisco Fax Relay ACK

[ 805]<3.99=>2.53> Codec C_FxRly

Analysis
- Both sides initially use G.711p-law.
« NSE signaling packets are sent between <2.53> and <3.99>.

« Both sides switch to Cisco fax relay.

Using rtpcatch to AnalyzZ2ommon Causes of Failure

The following examples show thigpcatch output of failed fax sessions. <3.200> is ATA; <2.53>is a
Cisco gateway.

Example 7-6  Cisco ATA Configuration Failure

---------- FAX Summary 1 ----------
[ 37]<2.53=>3.200> Codec G723
[ 39]<3.200=>2.53> Codec G723

Analysis
« <2.53> is the originating gateway and <3.200> is the terminating @iB&o

« The Cisc0ATA and the <2.53> gateway use G.723 codec.

Possible Causes for Failure
» The Cisc0ATA is not configured witifax modeor fax pass-through mode

» If the CiscoATA is the gateway for a fax sender, the remote gateway is not configureéawith
pass-through mode

Example 7-7  Fax Mode Failure

—————————— FAX Summary 1 ----------

[ 37]<2.53=>3.200> Codec G711

[ 39]<3.200=>2.53> Codec G711

[ 1820]<2.53=>3.200> NSE PT 96, Cisco Fax Relay
[ 1966]<2.53=>3.200> NSE PT 96, Cisco Fax Relay

Analysis
» <2.53> is the originating gateway and <3.200> is the terminating @iB&o

« The CiscoATA and the <2.53> gateway begin with G.711 codec.
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» The <2.53> gateway sends Cisco fax relay event packets.

Possible Cause for Failure
« Cisco fax relay option is not disabled on the gateway.

Example 7-8 Fax Pass-through Mode Failure

---------- FAX Summary 1 ----------

[ 2]<2.53=>3.200> Codec G723

[ 4]<3.200=>2.53> Codec G723

[ 106]<3.200=>2.53> Codec G711u/D

[ 107]<3.200=>2.53> NSE PT 100, EVT 192: Up-Speed, CED tone Detected
[ 1436]<3.200=>2.53> NSE PT 100, EVT 192: Up-Speed, CED tone Detected

Analysis
» <2.53> is the originating gateway, and <3.200> is the terminating CAdéa

« The Cisc0ATA upspeeds to G.711p-law and sends G.711 upspeed NSE signaling packets.
« The <2.53> gateway does not respond to the NSE signaling packets.

Possible Causes for Failure
» Fax/modem pass-through option is not enabled on the gateway.

» Fax/modem pass-through NSE payload type are configured differently on theATis@nd the
gateway.

Example 7-9 Fax Pass-through Mode Failure

---------- FAX Summary 1 ----------

[ 37]<2.53=>3.200> Codec G723

[ 39]<3.200=>2.53> Codec G723

[ 143]<3.200=>2.53> Codec G711u/D

[ 144]<3.200=>2.53> NSE PT 100, EVT 192: Up-Speed, CED tone Detected
[ 1602]<3.200=>2.53> NSE PT 100, EVT 192: Up-Speed, CED tone Detected
[ 1604]<2.53=>3.200> Codec G711u/D

[ 1820]<2.53=>3.200> NSE PT 96, Cisco Fax Relay

[ 1966]<2.53=>3.200> NSE PT 96, Cisco Fax Relay

Analysis
» <2.53> is the originating gateway, and <3.200> is the terminating @iB&0

» The Cisc0ATA upspeeds to G.711p-law and sends G.711 upspeed NSE signaling packets.
» The <2.53> gateway upspeeds to G.711p-law and then sends Cisco fax relay event packets.

Possible Cause for Failure
« Cisco fax relay option is not disabled on the gateway.

Example 7-10 Fax Pass-through Mode Failure

—————————— FAX Summary 1 ----------

[ 33]<3.200=>2.53> Codec G729

[ 39]<2.53=>3.200> Codec G729

[ 562]<2.53=>3.200> NTE PT 101, EVT 34: Modem Mode, ANSam tone Detected (RFC2833)
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[ 563]<2.53=>3.200> NTE PT 101, EVT 34: Modem Mode, ANSam tone Detected (RFC2833)
[ 565]<2.53=>3.200> NTE PT 101, EVT 34: Modem Mode, ANSam tone Detected (RFC2833)
[ 566]<2.53=>3.200> Codec G711u/D
[ 568]<2.53=>3.200> NTE PT 101, EVT 34: Modem Mode, ANSam tone Detected (RFC2833)
[ 580]<3.200=>2.53> Codec G711u/D
Analysis
» <3.200> is the originating CiscATA, and <2.53> is the terminating gateway.
« Both sides initially use G.729.
« <2.53> gateway sends NTE signaling packets, then upspeeds to G.711p-law.
* <3.200>The Cisc®TA switches to G.711p-law also, but never sends NTE signaling packets.

» Fax transmission fails because <2.53> gatewayg do¢ receive any NTE packets, and it drops the
fax call.

Possible Cause for Failure

« The CiscoATA does not support the NTE signaling method and requires that the gateways use the
NSE signaling method.

rtpcatch Limitations

» rtpcatch performs optimally when analyzing capture files containing only one VolP session.

« rtpcatch detects only G.711A, G.711p-law, G.723, G.729, T.38, Cisco fax relay, modem
pass-through with or without redundancy packets, RTCP packets and NSE packets.

« rtpcatch can handle a maximum of 20 prserv ports using the -port option.
« rtpcatch may not detect T.38 packets correctly.
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Upgrading the CiscATA Signaling Image

This section describes two methods for upgrading the Cisco ATA software for the SIP protocol:

» Upgrading the Signaling Image from a TFTP Server, page-8tiis is the Cisco-recommended
method for the SIP protocol. This method is the most efficient method and requires only a one-time
configuration change.

« Upgrading the Signaling Image Manually, page-8-This method can be used if you must manually
upgrade the image of one Cis8DA. However, this method is not the recommended upgrade
method because it is not as simple as the TFTP method.

This section also describes procedusverifying a successful image upgrade:

« Confirming a Successful Signaling Image Upgrade, page-8wcedures for using your Web
browser or the voice configuration menu are included.

Caution

Note

Do not unplug the CiscATA while the function button is bliing. Doing so can cause permanent
damage to the device. The function button blinks during an upgrade.

The termCisco ATAIs used throughout this manual to refer to both the C4§@0186 and the
CiscoATA 188, unless differences between the Ci&tA 186 and Cisc@TA 188 are explicitly
stated.

Upgrading the Signaling Image from a TFTP Server

You can configure the CiscdTA to automatically download the latest signaling image from the TFTP
server. You do this configuring the paramatpgradecoden your CiscoATA configuration file. (You
also would use this procedure if you wanted tdfgren a cross-protocol signaling image upgrade.) For
more information about setting up the configuration file, se¢@mneating Unique and Common
CiscoATA Configuration Files” section on page9.

Syntax of upgradecode Parameter
upgradecode:3,0x301,0x0400,0x0200,tftp_server_ip,69,image_id,image_fil e_name

Definitions

» The hexadecimal values that preedtie tftp_server_ip variable mtualways be the values shown
in the syntax.

| oL-4654-01
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« tftp_server_ip is the TFTP server #t contains the latesignaling image file.

- image_id is a unique 32-bit integer that differs wighch upgrade. You caletermine this 32-bit
integer value by using the build date on the image file name and prepending it with "0x". For
example, if the image_file_name is atal86-v2-14512.kxz, then the build date is 020508a, and
the image_id is 0x020508a).

- image_file_name s the firmware upgrade-image filmme. The image_file_name format is:
atal86-v{M}-{N}-{yymmdd}{a-f{ext}
— - M is the major version number
— - N is the minor version number (always two digits)

- yymmdd is a two-digit year, two-digit month, and two-digit day
- -af is the build letter{yymmdd anda-f together form the build date of the image)
— -ext must be ".kxz" for upgrading from version 2.11 and below, and can be ".zup" for

upgrading from version 2.12 and up for the Cigd@&186, but itmustbe ".zup" for upgrading
the CiscoATA188.

Process

Whenever the CiscATA administrator stores a new signaling image (denoted by a change to the
image_id), the CiscATA upgrades its firmware with the new image_file. To contact the TFTP server,
the CiscoATA uses the TFTP server IP address tkatontained within the value of thpgradecode
parameter.

Example

The upgradecode parameter value could be:
upgradecode:3,0x301,0x0400,0x0200,192.168.2.170,69,0x020723a,ata186-v2-15-020
723a.zup

This instructs the CiscATA to upgrade its firmware to atal86-v2-15-020723a.zup by downloading the
atal86-v2-15-020723a.zup file from the TFTP server IP address of 192.168.2.170. This download
occurs after the CiscATA downloads its configuration file that contains the directive from the
upgradecode parameter. Also, the upgrade occurs only if the internally cached image_id in Cisco ATA
is different from the value 0x020723a.

Upgrading the Signaling Image Manually

This section describes how to manually upgrade the Gi$éowith the most recent signaling image.
The executable file that you need is called satal86us.exe, and is bundled in th&T@isco
release-software zip file.

This section contains the following topics:
» Preliminary Steps, page 8-3
« Running the Executable File, page 8-3
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Preliminary Steps

Stepl

Step2

Step3

Step4

Before you run the executable file, bere to complete the following procedure:

Procedure

If you are a registered CCO user. go to the following URL:
http://www.cisco.com/cgi-bin/tablebuild.pl/atal186

Locate the zip file that contains the softwaretfoe applicable release éisignaling image you are

using. The contents of each file are described netktedile name. Extract the signaling image file (this

file has an extension of .zup—For example, atal86-v2-15-020723a.zup) and store it on the PC that he
connectivity with the Cisc@ATA.

Set the Cisc®TA parameter UseTftp to 0.

Note Remember to set this parameter back to 1teejou use the TFTP upgrade method at a later
time.

Follow the instructions in th&Running the Executable File” section on pa&38.

Running the Executable File

This section includes the procedure for runningekecutable file and using the voice configuration
menu to complete the upgrade process. First ctieokake sure the upgrade requirements are met and
determine the syntax to use when running the program.

This section contains the following topics:
« “Upgrade Requirements” section on pay8
« “Syntax” section on pagé-3
« “Upgrade Procedure” section on pagyd

Upgrade Requirements

Syntax

The following list contains the requirements for @gsthe satal86us.exe file and the voice configuration
menu to upgrade the CisédA to the latest signaling image:

« A network connection between the PC from which you will invoke the executable file and the
CiscoATA

« A PC running Microsoft Windows 9X/ME/NT/2000

satal86us [-any] {-h[host_ip]} {-p[port]} {-quiet} [-d1 -d2 -d3] <image file>

| oL-4654-01
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Definitions
« -any —Allow upgrade regardless of software and build versions (recommended).

+ -h[host_ip]— Set the upgrade server to a specific Idrads in cases where there may be more
than one IP address for the host. The default behavior is that the program will use the first IP address
it obtains when it runs thgethostbynamecommand.

» -p[port}— Set the server port to a specific port number (the default port number is 8000; use a
different port number only if you are setting an upgrade server other than the default).

+ -quiet —Quiet mode; send all output to log file named as [port].log (useful when running the
upgrade server as a daemon).

e -d1,-d2,-d3 —Choose a verbosity level for debugging, with -d3 being the most verbose.
« image file—This is the name of thegsialing image file to which the Cis@J¥A will upgrade.

Example

To upgrade the CiscATA to the signaling image atal86-v2-15-020723a.zup, you can use the following
syntax:

satal86us -any -d1 atal86-v2-15-020723a.zup

Upgrade Procedure

Stepl

Step2
Step3

Note

To perform the upgrade, follow these steps:

Procedure

Run the executable file (see tHeyntax” section on pagé-3) from the Microsoft Windows DOS or
command prompt. You will receive instructions on how to upgrade.

On the Cisc@ATA, press the function button to invoke the voice configuration menu.
Using the telephone keypad, enter the following:
100# ip_address_of PC  *port#

This is the IP address of the PC and the pamhber at the DOS prompt where you invoked the
satal86us.exe file.

For example, if the IP address is 192.168.1.10, and the port number is 8000 (the default), then enter:
100#192*168*1*10*8000#

When the upgrade is complete, the "UWgpde Successful” prompt will sound.

When upgrading many Cisco ATAs manually, you same the software-upgradéal-pad sequence in
your telephone's speed-dial,danse this sequence repeatedly.
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Confirming a Successful Signaling Image Upgrade

You can verify that you have successfully upgraded the Gi$éosignaling image by using one of the
following methods:

» Using a Web Browser, page 8-5
« Using the Voice Configuration Menu, page 8-5

Using a Web Browser
To use your web browser to verify a succesghdge upgrade, perform the following steps:

Procedure

Stepl  Open your web browser.

Step2  Enter the IP address of your Cis&®A Web configuration page:
http://<IP address/dev

Step3  Refresh the page to clear the cache.

The image version number and its build date shaplgear at the bottom-left corner of the Cigdé\
Web configuration page.

Using the Voice Configuration Menu
To use the voice configuration metwverify a successful image ggade, perform the following steps:

Procedure

Stepl  Pick up the telephone handset attached tdPtienelport of the Cisc@ATA.
Step2  Press the function button on the Cig¥TA.

Step3  Pressl23#on the telephone keypad to play out the image version number.
Step4  Pressl23123#on the telephone keypad to play out the image build date.
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Troubleshooting

This section describes troubleshooting procedures for the GiBto

« General Troubleshooting Tips, page 9-1

« Symptoms and Actions, page 9-2

« Installation and Upgrade Issues, page 9-3

« Debugging, page 9-4

» Using System Diagnostics, page 9-6

» Local Tone Playout Reporting, page 9-10

« Obtaining Network Status Prior to Getting IP Connectivity, page 9-11
« Obtaining Network Status After Getting IP Connectivity, page 9-12

« DHCP Status HTML Page, page 9-13

» Real-Time Transport Protocol (RTP) Statistics Reporting, page 9-13
» Frequently Asked Questions, page 9-14

» Contacting TAC, page 9-15

Note  The termCisco ATAis used throughout this manual to refer to both the CA§¢0186 and the
CiscoATA 188, unless differences between the Ci&€A 186 and Cisc@TA 188 are explicitly
stated.

General Troubleshooting Tips

The suggestions in this section are general troubleshooting tips.

» Make sure that the DHCP server is operating colreote that the function button blinks slowly
when the Cisc@TA attempts to acquire the DHCP configuration.

« If the green activity LED is not flashing after you connect the Ethernet cable, make sure that both
the power cord and the Ettmet connection are secure.

« Ifthere is no dial tone, make sure that the telephone line cord from the telephone is plugged into the
appropriate port on the Cis&TA. Make sure that your CiscATA is properly registered on your
Call Control system. Test another phone; if this phone does not work either, there may be a problen
with the current configuration or with the CisAdA.
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» A busy tone indicates that the party you called isavailable. Try your call again later. A fast-busy
tone indicates that you dialed an invalid number.

- After power up, if the function button continues to blink slowly, the CI&SEA cannot locate the
DHCP server. Check the Ethernet connectiad the availability of the DHCP server.

« The DHCP server should show an incominguest from the MAC address listed on the product
label or given by the voice prompt.

« If you place a call to another IP telephone, detagjing, and the called party answers but you
cannot detect the speaker’s voice, verify that the CA§#oand the other IP telephone support at
least one common audio codec: G.711A-law, G.711p-law, G.723.1, or G.729A.

Symptoms and Actions

Symptom Parameters with values set by using the wsedver interface or voice configuration menu
revert to their original settings.

Possible CauseYou are using TFTP for configuration (the UseTFTP parameter is set to 1). The
CiscoATA has a cached version of its configuration Skered in its flash memory; this is what
displayed or played through the web serverrfiaige or voice configuration menu. If UseTFTP is

set to 1, then the caet value of the CiscATA configuration file is synchronized with its

configuration file located at 6hTFTP server. This synchroniiat update of the cached value

occurs at approximate intervals determined by the CFGInterval parameter value as well as when the
CiscoATA powers up or resets.

Recommended Actiorf you are using TFTP for configuration, do not use the web server interface or
voice configuration menu to nddy the value of the CiscATA configuration file. Use the web

server interface or voice configuration menu only to initially configure the Gi$éoto contact

the TFTP server for the Cisé&YA configuration file.

Symptom Unable to access the web configuration page.

Possible CauseSoftware versions earlier than 2.0 require the web configuration page to be enabled
using option 80# on the voice configuration menu.

Recommended ActiodJpgrade the software.

Symptom The CiscoATA does not seem to be configured using the TFTP server.
Possible CauseThe TFTP server address not properly set.

Recommended ActiorEnsure that the TftpURL is correctly set to the URL or IP address of the TFTP
server that is hosting the configuration file for the Cisg@.. If you are using DHCP to supply the
TFTP server IP address, make stirat the TftpURL is set to 0. Also, unless the TftpURL is an IP
address, be sure that the DNIBhnd DNS2IP values are propeset to resolve the TftpURL
supplied by DHCP.
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Symptom The CiscoATA contacts the TFTP server more oftéhan specified in the Cfginterval
parameter.

Possible CauseThe ToConfig parameter is not set to 0.

Recommended ActiorAfter the CiscoATA has a valid configuration file, the ToConfig parameter
must be set to 0. If it is not set to 0, the Cigd@ will attempt to contact the TFTP server too
frequently.

Symptom Cannot place call.
Possible CauseEquipment failure on the network.
Recommended ActiorReplace defective network equipment.
Possible CauseRecipient has not registered the IP phone.
Recommended ActiorRegister the IP phone.
Possible CauseEthernet cable is not connected.

Recommended ActiorMake sure that all cables are connected.

Symptom Fast busy tone.
Possible CauseAuthentication creddial is incorrect.
Recommended ActiorVerify authentication credential, and revise if necessary.
Possible CauseRecipient has not registered the IP phone.
Recommended ActiorRegister the IP phone.
Possible CauseNo common codec between the CigkA and remote end.
Recommended ActiofChange codec to one thiatcommon with the CiscATA and the remote end.
Possible CauseRecipient is in a call with call waiting disabled.

Recommended ActiorAttempt to place the diaat a later time.

Installation and Upgrade Issues

Note The following issues apply to the manual imagepade process only. Bge upgrades must be
performed separately.
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Symptom The red LED is flashing slowly on the function button.

Possible CauseThe CiscoATA is trying to obtain the DHCP address or the software image is being
upgraded.

Possible CauseThe Ethernet cable is unplugged.

Recommended ActiorPlug in the Ethernet cable.

Symptom Voice prompt returnt/pgrade not availablenessage. This can only occur if you are using the
executable-file upgrade method.

Possible CauseYou are attempting to upgrade to the existing version.

Recommended ActionYou do not need to upgrade.

Symptom Voice prompt returngpgrade failedmessage. This can only occur if you are using the
executable-file upgrade method.

Possible CauseYou have entered an incorrect IP address.
Recommended ActiorEnter the correct IP address.
Possible CauseSoftware image is corrupted.

Recommended ActiorlJpgrade software image.

Symptom No dial tone.
Possible CauseNo user ID was entered.

Recommended ActiorEnter the correct user ID.

Symptom Incorrect dial tone.
Possible CauseCheck the web interface for your @&tone setting. The default &S.

Recommended ActiorSet the correct country DialTone value.

Debugging

The MS-DOS Windows-based debugging program tool, preserv.exe, is included in every software
upgrade package. The tooldko available from Cisc®AC. The prserv program is used in conjunction
with the NPrintf configuration parameter. This fierves as an upgrade server that captures debug
information sent by the CisclTA software to your PC’s IP address and port number. This debug file
(prserv.exe) compiles thiaformation from the Cisc@TA into a readable log file. To capture this
"NPRINTF" information, you must know the IP addreéthe PC using the prserv program, illustrated
as follows:

IP address . port
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wherelP addresss the IP address of your PC, gmatt is 9001. If another process on your PC already
uses port 9001, you may use some other value (ledaes are from 1024 to 65535). If no port value is
entered, the default value is 9001.

To enter the IP address and port number, use voice mgtion 81#. You must enter the IP address and
port number in alphanumeric format, which requireteeng the * key after evgrcharacter entered. To
enter the "." character, you siuenter the sequence 1 1#.

For example, for a computer with the IP address 172.28.78.90 and port number 9001
(172.28.78.90.9001), you would enter the following on your telephone handset:
1x7*2% 1 1*2*8* 1 1* 7% 8* 1 1* 9* 0* 1 1* 9* O0* O* 1* *

To operate the debug capture proggaservexe place the prserv program in a folder on your PC; then
at the DOS prompt of the foldarhere you have placed it, enter:

C:> prserv [-] port . log

whereport is the port number you have selected, andrhich is optional, means that a time stamp will
be included with eacmessage in the foriyy:mm:dd:hh(two-digit years, two-digit months, two-digit
days, two-digit hours). If you do not enfeort.log, debug information still ggears on your screen, but
it is not saved to a log file.

After you finish capturing debug information, you can stop the log program by entering Ctrl-C at the
DOS prompt. The log file created is nanpadt.log. If you restart the process without changing the name
of the log file, any new debug information is appended to the end of the original file.

Contact Cisco TAC for more information. See tlibtaining Technical Asistance” section on pad®
for instructions.

You should also have access to a sniffer or LAN analyzer.

Caution  For security reasons, Cisco recommends that yowotlase the web interface over the public network.
Disable the web interface, using the UIPassword parameter, before theATiscomoved from the
service provider site.
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Using System Diagnostics

The CiscoATA uses functionality of the syslog protocol for system diagnostics. For detailed
information on syslog, seRFC-3164

Note

Because the CiscATA does not have an internal clock, syslog messages provide the time offset from
the most recent CiscATA reset. The system administrator shibutake sure that the syslog relay or
syslog server adds the local timespmmpon receiving syslog messages.

Message Syntax

<Priority>Time_Offset ATA_IP [tag] : [ch]Message

Syntax Definitions

Priority means the facility and severiglues for a specific syslog message.

Priority = (facility value) * 8 + (severity value). Facility and severity definitions and values are
supplied in RFC-3164; these values can be calculated if you know the priority value.

Time_offset means the time elapsed since the most recent £lidceset.
If the time offset is less than 24 hours, this value is shown as:

hh:mm:ss

If the time offset is more than 24 hours, this value is shown as:
dd hh:mm:ss

where the firstl is the number of days elapsed sitite most recent reset, and the seabigdthe letter
d.

ATA_IP means the IP address of ATA.

tag means the tag number of the syslog messagé.tag number corresponds to a particular type
of message, such as an ARP message. You camnumacing for each type of message you want
captured by configuring the Cis@&TA parameter syslogCtrl. For more information about the
syslogCtrl parameter and for a complete listiidag numbers and their corresponding message
types, see th&SyslogCtrl” section on pagg-75.

Syslog information is sent to the syslog server that you configure by means of theATAsco
sysloglP parameter. For more information, se€'8ysloglP” section on page-74.

ch means the active line of the CisadA.
System-level messages do not contaah éeld.

Message means the syslog message. (See RFCi@&18¥essage formats and how to interpret the
meaning of each syslog message.)

The following examples show some of the different types of messages that syslog reports.
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Example—ARP Message
<62>00:00:51 192.168.3.169 [00]:ARP Update: MAC:080017014€00, IP:192.168.2.81

This message includes the following information:

« Priority=62, which means that the facility value is 7 (network new subsystem) and the severity value
is 6 (informational messages). Youno@erive this information from RFC-3164.

« The time offset is 00:00:51, which means that the most recent &Igcoeset was 51 seconds
earlier.

+ The IP address of the CisédA is 192.168.3.169

» The tag value is 00, which correspondsARP messages. This is derived frdable5-12 on
page5-75.

» The message itself begins witlRP Updateand can be interpreted by means of RFC-3164.

Example—DHCP Messages

<62>00:04:00 192.168.3.140 [01]:DHCP Reg: Srv:192.168.2.1 lease:120
<62>00:02:31 192.168.2.253 [01]:DHCP's sm: 255.255.254.0
<62>00:02:31 192.168.2.253 [01]:DHCP's rt: 192.168.3.254

These messages include the following information:

» Priority=62, which means that the facility value is 7 (network new subsystem) and the severity value
is 6 (informational messages). Yownoderive this information from RFC-3164.

« The time offset of the first message is D@D, which means that the most recent CiAtA reset
was four minutes earlier.

« The tag value is 01, which correspondPDtdCP messages. This is derived frdable5-12 on
page5-75.
« The messages include the DHCP servetd®se time, subnet mask and router.

Example—TFTP messages
<94>00:04:35 192.168.3.237 [02]:Rx TFTP file:ata00012d010828(684) ok

<94>00:00:02 192.168.3.237 [02]:Rx TFTP file:ata00012d010828(-10) fail
These messages include the following information:

» Priority=94, which means that the facility value is 11 (FTP daemon) and the severity value is 6 (
informational messages). You can derive this information from RFC-3164.

« The time offset of the first message is 303b, which means that the most recent CiAtA reset
was four minutes and 35 seconds earlier.

« The tag value is 02, which corresponddtoTP messages. This is derived frdable5-12 on
page5-75.

» The messages include TFTP filenarfik, size and transmission result.
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Example—Cisc@TA Configuration Update Message
<30>00:00:01 192.168.3.237 [03]:ATA Config Update OK

This message includes the following information:

« Priority=30, which means that the facility value is 3 (system daemon) and the severity value is 6
(informational messages). You can derive this information from RFC-3164.

« The time offset of the message is 00010:which means thdhe most recent CiscATA reset was
one second earlier.

+ The tag value is 03, which corresponds to CI&€A configuration-update messages. This is
derived fromTable5-12 on pag®&-75.

» This message shows indicatihe status of the Cis&TA configuration-file update.

Example—System Reboot Message

<31>00:00:00 192.168.3.220 [04]:Reboot from ata00012d010829(HWVersion1)
@192.168.3.220 (warmStart:0)

This message includes the following information:

« Priority=31, which means that the facility value is 3 (system daemon) and the severity value is 7
(debug-level messages). You can detivis information from RFC-3164.

» The time offset of the message is 0.

» The tag value is 04, which corresponds tsteyn-reboot messages. This is derived fi@ble5-12
on pagesb-75.

» This message includes the MAC address, Ward version and IP address of the Ci8gd#é, and
the reason for the reboot.

Example—SIP Messages

<134>00:01:51 192.168.3.169 [08]:[0]Response=100; Trying

<134>00:01:51 192.168.3.169 [08]:[0]Response=407; Proxy Authentication Required
<134>00:01:51 192.168.3.169 [08]:[0]Response=100; Trying

<134>00:01:51 192.168.3.169 [08]:[0]Response=180; Ringing

<134>00:01:53 192.168.3.169 [08]:[0]Response=200; OK

<134>02:20:33 192.168.3.199 [08]:[0]Reg Resp 100; Trying

<134>02:20:33 192.168.3.199 [08]:[0]Reg Resp 401; Unauthorized

<134>02:20:33 192.168.3.199 [08]:[1]Reg Resp 100; Trying

<134>02:20:33 192.168.3.199 [08]:[1]Reg Resp 401; Unauthorized

These messages includetfollowing information:

» Priority=134, which means that the facility value is 16 (local use 0) and the severity value is 6
(informational messages). You can derive this information from RFC-3164.

» The time offset of the first four messages is one minute and 51 seconds.

« Thetag value is 08, which corresponds to Ci&€A SIP messages. This is derived frdable5-12
on pageb-75.

« Thech (active line of the CiscATA) for the first several messages is line 0, which isRhene 1
port of the CiscATA. The active line for the last two messages is line 1, which iPtome 2port
of the CiscoATA.

» These SIP messages are displayed in the shorafoififa obtain more deitad SIP messages, see
the“TraceFlags” section on pade73 and use the prserv tool to capture logging information.
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Example—Cisc@TA Event Messages

<142>00:00:40 192.168.3.169 [09]:[0]OFFHOOK
<142>00:00:43 192.168.3.169 [09]:[0JONHOOK
<142>00:01:35 192.168.3.169 [09]:[0]OFFHOOK
<142>00:01:50 192.168.3.169 [09]:[0]DTMF 2 , insum:830200
<142>00:01:50 192.168.3.169 [09]:[0]DTMF 2 , insum:854313
<142>00:01:50 192.168.3.169 [09]:[0]DTMF 1 , insum:868411
<142>00:01:50 192.168.3.169 [09]:[0]DTMF 2 , insum:861215
<142>00:01:50 192.168.3.169 [09]:[0]DTMF 0 , insum:858638
<142>00:01:51 192.168.3.169 [09]:[0]DTMF # , insum:845590
<142>00:01:51 192.168.3.169 [09]:[0]CLIP 22120

These messages include the following information:

« Priority=142, which means that the facility value is 17 (local use 1) and the severity value is 6
(informational messages). You can derive this information from RFC-3164.

« The time offset of the first message is 40 seconds.

» The tag value is 09, which corresponds to CI&EA event messages. This is derived from
Table5-12 on pag&-75.

» Thech (active line of the CiscdTA) is line 0, which is the?hone 1port of the Cisc@ATA.

+ The messages include DTMF debugging (showing the key and the insum number), on/off hook,
Caller ID (CLIP/CLIR) and the callee number.

Example—Fax Event Messages

<150>00:00:11 192.168.3.169 [10]:[1]MPT mode 0

<150>01:07:27 192.168.3.169 [10]:[1:0]Rx FAX

<150>01:07:27 192.168.3.169 [10]:[1]Tx MPT PT=100 NSE pkt c0000000
<150>01:07:27 192.168.3.169 [10]:[1]MPT mode 2

<150>01:07:27 192.168.3.169 [10]:[1]codec: 0 => 0

<150>01:07:27 192.168.3.169 [10]:[1]MPT mode 3

<150>01:07:27 192.168.3.169 [10]:[1]Rx MPT PT=100 NSE pkt c0000000

These messages include the following information:

« Priority=150, which means that the facility value is 18 (local use 2) and the severity value is 6
(informational messages). You can derive this information from RFC-3164.

« The time offset of the first message is 11 seconds.

« The tag value is 10, which corresponds to CIB€A event messages. This is derived from
Table5-12 on pag&-75.

» Thech (active line of the CiscdTA) is line 1, which is the?hone 2port of the Cisco ATA..

« The messages include fax detection, transmitiveddSE packet status and Fax codec switch
information.

Example—RTP Statistic Messages

<182>00:01:58 192.168.3.169 [16]:[0]JRTP Tx dur:5, pkt:275, byte:44000
<182>00:01:58 192.168.3.169 [16]:[0]RTP Rx dur:7, pkt:226, byte:35921, latePkt:0 lostPkt:0
avgJitter:0

These messages include the following information:

» Priority=182, which means that the facility value is 22 (local use 6) and the severity value is 6
(informational messages). You can derive this information from RFC-3164.

» The time offset of the first message is one minute and 58 seconds.
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» The tag value is 16, which corresponds tdPRSIatistics messages. This is derived fii@ahle5-12
on pageb-75.

« Thech (active line of the CiscATA) is line 0, which is the?hone 1port of the Cisc@ATA.

« The transmission statistics include the duration, packet count and byte count. The receiving
statistics include the duration, packet count, lmgtent, last packet counst packet count and
average jitter.

Local Tone Playout Reporting

Local tones are tones that the CigfkA plays to its FXS port. Each of these tones corresponds to an
identifier, and theseone type identifierare placed into thprservdebug log. These identifiers supply
information that administrators can use to help analyze call flows for debugging purposes.

Local tones are different from other tones because local tones are not carried within the inband audio.
Instead, the CiscATA is prompted by a network event to play the tone, and the @GiSAayenerates

the tone for the exclusive purposepéying it to the attached telephone handset. For example, during

a call between the Ciso®TA and a far-end phone, the far-end user might press a digit on the dial pad,
thus sending an AVT Named Signaling Event to the CAIGS. This event prompts the CiséA to
generate a DTMF tone and to play the tone locally to the Gi$Aophone.

Table9-1 lists the tone type identifier and its description for local tone reporting.

Table 9-1 Tone Type Identifiers

Tone Type ID Description

0 Dial tone

1 Reorder tone

2 Ringback tone

3 Call-waiting tone

4 Warning tone

5 Special information tone (SIT)
6 Secondary dial tone
7 DTMF digit O

8 DTMF digit 1

9 DTMF digit 2

10 DTMF digit 3

11 DTMF digit 4

12 DTMF digit 5

13 DTMF digit 6

14 DTMF digit 7

15 DTMF digit 8

16 DTMF digit 9

17 DTMF digit A

18 DTMF digit B
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Table 9-1  Tone Type Iden tifiers (continued)

Tone Type ID Description

19 DTMF digit C

20 DTMF digit D

21 DTMF digit *

22 #

23 CPE alerting tone (CAS)

24 Prompt tone/Conference warning tone
25 Beep tone

Network Status Prior to Getting IP Connectivity

Using voice configuration menu co8&23#,you can obtain basic network status to use for diagnostic
purposes. After you enter this code, the CiatA announces a message in the following format:

e€123.D.0xX

where:
« D isthe VLAN ID (this is a non-zero value if the CisB0A has entered a VLAN)
» 0OxX is a bitmap value in hexadecimal famThe definition ofach bit is shown iffable9-2.

Table 9-2  Voice Configuration Menu Network Status Bitmap

Bit Number Description

Cisco ATA sent CDP request

VLAN ID acquired via CDP

Cisco ATA sent DHCP request

DHCP server offered IP address

Cisco ATA obtained IP address from DHCP server
Cisco ATA web server is ready

Al bW NN|F|O

Example

If the hexadecimal value provided by the voice configuration menu is 0x1d, the network status of the
CiscoATA is shown inTable9-3.

Table 9-3  Voice Configuration Menu Example Network Status

Bit Number |Description Boolean Value
0 Cisco ATA sent CDP request True

1 VLAN ID acquired via CDP False

2 Cisco ATA sent DHCP request True

3 DHCP server offered IP address True

| oL-4654-01
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Table 9-3  Voice Configuration Menu Example Network Status (continued)

Bit Number | Description Boolean Value
4 Cisco ATA obtained IP address from DHCP servéfrue
5 Cisco ATA web server is ready False

Obtaining Network Status After Getting IP Connectivity

Use the Cisc@TA Stats Web paggttp://<Cisco ATA IP address>/stats) to display the following
information:

* VLAN ID: DO
o tftpFile: S
* NTP: D1,D2,D3
e tftp: OxX
where:
— DO is the VLAN ID. It shold be non-zero if the CiscATA has entered a VLAN.

— S is the tftp filenamewhich can be either ataxacaddress or the filename supplied by the
DHCP server.

— D1 is the local time on the Cis@dA.
— D2 is the last NTP contact time
— D3 is the last succesdfNTP contact time.

D1, D2, D3 values are shown in number of seconds since 00:00:00197001-01. If no NTP
response has been received from the NTRPesethe values of D1, D2, and D3 are 0.

— OxX is a bitmap value in hexadecimal famThe definition ofach bit is shown iffable9-4.

Table 9-4  Web Configuration Menu Network Status Bitmap

Bit Number |Description

0 Cisco ATA sent request for configuration file, ataacaddress, to TFTP server
1 Cisco ATA sent request for configuratidile, atadefault.cfg, to TFTP server

4 Cisco ATA sent request for image file to TFTP server

5 Cisco ATA failed to upgradt the downloaded image file

8 Configuration file is not found

9 Bad configuration file

10 Checksum error for configuration file

11 Decode error for configuratiofile (encryption related)

12 Configuration file is processed successfully

Example

If the hexadecimal value provided by the web configuration menu is 0x1011, the network status of the
CiscoATA is shown inTable9-5.
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Table 9-5 Web Configuration Menu Example Network Status

Bit Number |Description Boolean Value
0 Cisco ATA sent request for configuration file, ataacaddress, to |True
TFTP server
1 Cisco ATA sent request for configation file, atadefault.cfg, to False
TFTP server
4 Cisco ATA sent request for image file to TFTP server True
5 Cisco ATA failed to upgrade the downloaded image file False
8 Configuration file is not found False
9 Bad configuration file False
10 Checksum error for configuration file False
11 Decode error for configuratiofile (encryption related) False
12 Configuration file is processed successfully True

DHCP Status HTML Page

You can use the following command to check the status DHCP-related information:
http:/fipaddressstats/
whereipaddresss the IP address of the CisadA.
The information you receive includes the following:
« Elapsed time since most recent renewal of CATA IP address.
» Elapsed time since mostcent successful Cis@JA registration.
» |IP address of the proxy to which the CigkA is registered.

Real-Time Transport Protocol (RTP) Statistics Reporting

To monitor the quality of servid®r the media stream, you can access RTP packet statistics of the two
voice ports and their channels by opening the following page on the £igc@eb server:

<Cisco ATA IP address>/rtps
The following RTP packet statistics are reported:

« rxDuration—the number of seconds since the beginning of reception

« rxPktCnt—the total number of RTP packets received

» rxOctet—the total number of RTP payload octets received (not including RTP header)

» latePktCnt—the tofanumber of late RTP packets received

» totalLostPktCnt—the total number of lost RTP packets received (not including late RTP packets)

« avglitter—an estimate of statistical variancehaf RTP packet inter-arrival time, measured in
timestamp unit. (Calculation is based on the formula in RFC1889.)

« txDuration—the number of seconds since the beginning of transmission
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» txPktCnt—the total number of RTP packets transmitted
« txOctet—the total number of RTP payload octets transmitted

Using the refresh feature on the RTP Statistics pgge can obtain updated, real-time RTP statistics
during a call.

Resetting Cisc&TA counters
To reset the CiscATA counters, do the following:

« Click the [Refresh] link to refrsh the current counter values.
» Click the [Line 0] link to reset line O counter values.

« Click the [Line 1] link to reset line 1 counter values.

Note Inactive lines will be indicated as such.

Frequently Asked Questions

Q. How can | recover the box if | forgot the password?

A. There are two important passwords. One is the UlPassword, which protects access to tA€ACisco
Web Server interface; the othertie EncryptKey, which protectcess to the TFTP configuration
file. If you forget the value for the UlPassword but still have access to TFTP-stored configuration
file, you can modify the UIPassword via TFTP. However, if you are not configuring the £igco
via TFTP, or if you forget both passwords, the only way you can recover the box is to have physical
access to the box and do a factory reset on the box via the box voice configuration menu interface
(Access Code: FACTRESET#).

Q. What is the maximum distance from which | can drive an analog device with aAT&®2o

A. Table9-6 provides maximum distances for this question.

Table 9-6 Ring Loads and Distances

Ring Load (per RJ-11 FXS Port) Maximum Distance
5 REN 200 feet (61 m)

4 REN 1000 feet (305 m)
3 REN 1700 feet (518 m)
2 REN 2500 feet (762 m)
1 REN 3200 feet (975 m)

The CiscoATA, however, is not designed for long distance. The simple test is to determine if the phone
or phones that are connected to the CIATA work properly in their environment.

Pay attention to the following questions:
1. Can the Cisc®TA detect on/off hook from the analog phone?
2. Can the Cisc®TA detect the DTMF signal?

3. Can you dial the remote side?
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4. Can the Cisc@TA ring the phone?
5. Is voice quality satisfactory?

If you answer no to any of the above questigros; may have a loop impedance greater than 400 ohm.
In this case, perform the following procedure.

Procedure

Stepl  Increase the wire gauge to reduce the impedance until the £i$coan detect on/off hook and DTMF
signal.

Step2  If the CiscoATA cannot ring the phone, find a phone that can ring at a lower ringing voltage. Also, try
to use only one phone instead of multiple phones in parallel.

Q. Does the Cisc@TA support an overhead paging system, and, if so, does the £igcsupport
power denial?

A. The CiscoATA supports an overhead paging systenty if that system does not require power
denial (battery removal) when a cadldisconnected. However, the Cis&BA can be configured to
reverse the voltage polarity wharcall is connected or disconnedt For more information, see the

“Polarity” section on pagé-51

Contacting TAC

Qualified customers who need tontact the Cisco Technical Assistarn€enter (TAC) must provide the
following information:
« Product codes.
- Software version number—To identify the software revision number, use the configuration menu
numberl23

« Hardware version number—To identify the hardware revision number, use the serial number and
MAC address found on the label on the bottom of the CA§#a The MAC address can also be

obtained using voice menu option 24.

« Software build information—To identify the software build information, use the voice menu option
123123

» CiscOATA serial number.

See theé'Obtaining Technical Assistance” section on pa@dor instructions on contacting TAC.

Note Customers who obtained their equipment through service providers, independent dealers and other thit
parties must contact their equipmgmovider for technical assistance.
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Using SIP Supplementary Services

SIP supplementary services are seg that you can use to enhanour telephone service. These
services include call forward, call return, cfaliwarding and conference ltiag. Use the following
parameters to enable and sulilserto supplementary services:

» CallFeatures, page 5-38Use this parameter to enable desired features.

- PaidFeatures, page 5-38Jse this parameter to subscribe or unsubscribe to enabled features.
« This section contains the following topics:

« Changing Call Commands, page A-1

» Cancelling a Supplementary Service, page A-1

« Common Supplementary Services, page A-1

Changing Call Commands

To change the command for a supplemgngervice (for examle, to changé&69 to *100), change the
context identifiers in the Call Command field on #Web configuration page. For more information, see
Chapter6, “Call Commands.”

Note  You cannot change supplementary servimgsneans of the voice configuration menu.

Cancelling a Supplementary Service

You can deactivate some supplementary services by preg€ngefore making a call. You can also
configure your system to have services disableddfgult and enabled on a call-by-call basis. Use the
32-bit Call Features plan to handle your servicethis manner. For more information, see the
“CallFeatures” section on pade35.

Common Supplementary Services

The supplementary services described in thisi@ecand their configuration and implementation,
depend on the system of the country in whiah skrvice is activated. For information about your
country’s implementation of services, caat your local Cisco equipment provider.
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This section contains the following topics:
- Caller ID, page A-2
« Call-Waiting Caller ID, page A-2
« \Voice Mail Indication, page A-2
» Unattended Transfer, page A-3
« Attended Transfer, page A-4
- Making a Conference Call in the United States, page A-4
- Making a Conference Call in Sweden, page A-4
- Call Waiting in the United States, page A-5
« Call Waiting in Sweden, page A-5
» About Call Forwarding, page A-5
» Call Forwarding in the United States, page A-5
» Call Forwarding in Sweden, page A-6
« Call Return in the United States, page A-6
- Call Return inSweden, page A-6
« Calling Line Identification Presentation, page A-6
» About Calling Line Identification Restriction, page A-6
» Calling Line Identification Restriction in the United States, page A-7
- Calling Line Identification Restriction in Sweden, page A-7

Caller ID

When the telephone rings, the Cis&bA sends a Caller ID signal the telephone between the first and
second ring (with name, telephone number, tiamg date information, if these are available).

Call-Waiting Caller ID

The CiscoATA plays a call waiting tone, then sends an off-hook Caller ID signal to the telephone
immediately after the first tone burst.

The CiscoATA sends the name, telephone number, tinng, date information, if these are available.

Voice Mail Indication

This feature allows the Ciso®TA to play an intermittent dial tone if there is a message in the user's
voice mail box.
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Unattended Transfer

This feature allows a user to transfer an existing call to another telephone number without waiting for
the dialed party to answer before the user Barmg Two methods exist for performing an unattended
transfer:

- Semi-unattended Transfer, page A-3

« Fully Unattended Transfer, page A-3

Semi-unattended Transfer

Perform the following steps to complete a semi-unattended transfer:
Procedure
Stepl  Press the flash button on the telephone handgmittthe other party on hold and get a dial tone.

Step2  Dial the telephone number to which you would like to transfer the other party.
Step3  Wait for at least one ring and then hang up your phone to transfer the other party.

Fully Unattended Transfer

Perform the following steps to complete a fully unattended transfer:

Procedure

Stepl  Press the flash button on the telephone handgmittthe other party on hold and get a dial tone.

Step2  Press#90 (the transfer service activation code) on your telephone keypad, then enter the phone numbe
to which you want to transfer the other party, then p#ess

Step3  Hang up your phone.
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Attended Transfer

Stepl
Step2
Step3

This feature allows a user to traesfin existing call to another telephone number after first consulting
with the dialed party before the user hangs uptdPe the following steps to complete an attended
transfer:

Procedure

Press the flash button on the telephone handgaittthe existing party on hold and get a dial tone.
Dial the telephone number to whichetkxisting party is being transferred.

When the callee answers the phone, you may constlitthe callee and then transfer the existing party
by hanging up your telephone handset.

Making a Conference Call in the United States

Stepl
Step2

Step3
Step4
Step5
Step6

Procedure

Dial the first number.

When the person you called answers, press the flastceiver button on the telephone handset. This
will put the first person you called on hold and you will receive a dial tone.

Dial the second person and speakmmally when that person answers.
To conference with both callers atteame time, perform a hook flash.
To drop the second call, perform a hook flash.

(Optional) To conference iadditional callers, the last person called with a CI&TA can call an
additional person, that new person can thens@iheone else, and so on. This is known as
daisy-chaining

Making a Conference Call in Sweden

Stepl
Step2

Step3
Step4

Procedure

Dial the first number.

When the person you called answers, press the flasbceiver button on the telephone handset. This
will put the first person you called on hold and a dial tone will sound.

Dial the second person and speakmally when that person answers.

Perform a hook flash, then prezdsn your telephone keypad to return to the first person. You can
continue to switch back arfdrth between the two callers.
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Step5

Step6

Call Waiting

Call Waiting

Common Supplementary Servicelll

To conference with both callers at the saimee, perform a hook flash, then pré&sen the telephone
keypad. Once you conference all threeza, the only way to drop a caller is for that caller to hang up.

(Optional) To conference iadditional callers, the last person called with a CI&TA can call an
additional person, that new persomaall someone else, and so onisTis known as “daisy-chaining.”

in the United States

If someone calls you while you are speaking on the telephone, you can answer by performing a hook
flash. You cannot conference in #iree callers, but the first person you called could call someone else
and daisy-chain them into the conference.

When the Cisc@TA is configured to use Call Waiting by default, pré&g® on your telephone keypad
to disable Call Waiting for the duration of the next call.

in Sweden

If someone calls you while you are speaking on the telephone, you can answer by performing a hook
flash then pressing on your telephone keypad, or you can conference them with the person to whom
you are already speaking by parfing a hook flash then pressiBgYou can also perform a hook flash
then press$ later during the call toreate a conference call.

Performing a hook flash then pressihfangs up the first caller andsamers the second call. If there is
no answer after one minute, the calleceives three beeps and a busy signal.

To enable call waiting for Sweden, preéd8#. When the Cisc@TA is configured to use Call Waiting
by default, presg43#to disable Call Waiting for the duration of the next call.

About Call Forwarding

In SIP, the Cisc@TA can control call forwarding and call return.
There are three types of call forwarding:
« Forward Unconditional—Forwards every call that comes in.
« Forward When Busy—Forwards calls when the line is busy.

« Forward on No Answer—Forwards calls when tHepbone is not answered after the configured
period of 0-63 seconds.

You can activate only one tifiese services at a time.

Call Forwarding in the United States

Forward Unconditional
Press#72on your telephone keypad; enter the number you want to forward call to; the# pgsis.

Forward When Busy
Press#740n your telephone keypad; enter the number to forward the calls to; ther# @gss.

| oL-4654-01
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Forward On No Answer

Press#750n your telephone keypad; enter the number you want to forward the calls to; the# press
again.

Cancelling Call Forwarding
To cancel call forwarding, pre¢¥3on your telephone keypad

Call Forwarding in Sweden

Forward Unconditional

Presg21* on your telephone keypad; enter the number you tedotward calls to; tbn press #. To cancel,
press#21#

Forward When Busy

Press67* on your telephone keypadnter the number to forwéithe calls to; then pregsTo cancel, press
HOTH

Forward On No Answer

Press*61* on your telephone keypad; enter the number you want to forward the calls to; the#. press
To cancel, presg61#

Forward On No Answer with a Specified Call Forward Delay

Press61*on your telephone keypad; enter the numlogrwant to forward the calls to; then présmd the
number of seconds for the call forward delay; then pfesgin. To cancel, preg€1#on your telephone
keypad.

Call Return in the United States

Press 69 on your telephone keypad to actiwatall return in the United States.

Call Return in Sweden

Press*69# on your telephone keypad aativate call return in Sweden.

Calling Line Identification Presentation

Calling Line Identification Presentation (CLIP) shows your identity to callers with Caller ID.

Press*82 on your telephone keypad to activate CLIP.

About Calling Line Identification Restriction

Calling Line Identification Restriction (CLIR) hides your identity from callers with Caller ID.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Common Supplementary Servicelll

Calling Line Identification Restriction in the United States

Press*67 on your telephone keypad to activate CLIR. This feature is disabled when you hang up.

Calling Line Identification Restriction in Sweden

Press*31# on your telephone keypad to activate CLTRis feature is disabled when you hang up.

Cisco ATA 186 and Cisco ATA 188d@maklephone Adaptor Adnistrator’'s Guide for SIP (version 3.
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Note

Note

APPENDIX B

Voice Menu Codes

This section contains a quick-reference listhaf voice configuration menu options for the Cigda\.
This section contains the follong tables about voice menu codes:

« TableB-1—Information Options

« TableB-2—Configuration Parameters

« TableB-3—Software Upgrade Codes

Follow each voice menu code with

The termCiscoATArefers to both the CiscATA 186 and the CiscATA 188, unless otherwise stated.

TableB-1 lists codes to return basic CisB0A information.

Table B-1  Cisco ATA Voice Menu Codes—Information Options

Voice Menu
Option Code Description
Build information 123123 Build date of the CiscATA software
Review IP address 21 Returns IP address of the Cis&bA
Review MAC address 24 Returns media access control (MAC) address of the
CiscoATA
Review network route |IP address22 Returns IP address of the network route
Review subnet mask 23 Returns subnet mask of the network route
Version number 123 Returns version number of the Cis&bA
software

| oL-4654-01
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TableB-2 lists configuration codes.

Table B-2  Cisco ATA Voice Menu Codes—Configuration Parameters

Voice Menu
Option Code Description
Alternate NTP IP address 78 IP address of the alternate NTP server

Audio mode 312 Allows finer control of the audio component to suit
certain user applications

Call features 314 Subscribed features statically enabled by the user

Caller ID method 316 Specifies the signal format when generating the
Caller ID format to use

TFTP Configuration Interval 80002 Interval (in seconds) between configuration
updates when TFTP configuration is used,

Connection mode 311 Controls the connection mode of the call signaling
protocol

Dynamic Host Configuration 20 Controls whether the CisodTA can automatically

Protocol (DHCP) obtain configuration parameters from a server over
the network

DNS 11IP 916 IP address of the primary DNS server

DNS 2 IP 917 IP address of the secondary DNS server

Encrypt key 320 Encrypts the configuration file on the TFTP server

Num Tx frames 35 Number of frames transmitted per packet

Gatekeeper/proxy server IP 5 SIP registration proxy server |IP address

address

IP address 1 IP address of the Cisd®TA

LBR codec 300 Low bit rate codec selection

Login ID O 46 Alternate user ID used for authentication

Login ID 1 47 Alternate user ID used for authentication

Media port 202 Specifies which base port the Cis&BA uses to
receive RTP media streams

Network route address 2 Network router address

NPrintf address 81 IP address of a host to which all Cis&8A debug
messages are sent

NTP server address 141 IP address of the NTP server

Paid features 315 Features subscribed to by the user

Polarity 304 Controls connect and disconnect polarity

PWD 0 4 Password associated with the primary phone line
(UIDO or LoginID0)

PWD 1 14 Password associated witte secondary phone line

(UID1 or LoginIiD1)
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Table B-2  Cisco ATA Voice Menu Codes—Configuration Parameters (continued)

Voice Menu
Option Code Description
Rx codec 36 Selects the audio codec type to use to decode

received data. The call-receiving station
automatically adjusts to the call-initiating station's
audio codec type if the call-receiving station
supports that audio codec.

Set password 7387277 Configuration interface password

Signal timers 318 Timeout values controlling the starting or stopping
of a signaling event

SIP max number of redirects 205 Maximum number of redirections the CisAdA
will attempt to reach a callee when making a call

SIP NAT IP address 200 WAN IP of the NAT

SIP outbound proxy 206 IP address of the outbound proxy server to which
all outgoing SIP requests are sent

SIP port 201 Specifies which port the Cisa®TA listens to for
incoming SIP messages

SIP protocol 38 Selects the signaling protocol

SIP registration On 204 Enables SIP registration

SIP registration period 203 Interval (in seconds) between each registration
renewal to the SIP registration server

Subnet mask 10 Specifies the subnet mask for the Cigdad\

TFTP URL 905 IP address of the TFTP server when TFTP
configuration is used

Timezone 302 Specifies offset to GMT—used to time-stamp
incoming calls for caller ID

ToConfig 80001 Identifies unconfigured or already-configured
CiscoATAs

Trace Fflags 313 Enables logging of debug information

Tx Codec 37 Selects transmitting audio codec preference

UDP TOS bits 255 Determines the precedence and delay of UDP IP
packets

UuiD 0 3 User ID (telephone number) for the PHONE 1 port

uiD 1 13 User ID (telephone number) for the PHONE 2 port

Use login ID 93 Determines which pair (UIDx, PWDx or LoginIDx,
PWDx) to use for authentication

Use TFTP 305 Enables TFTP as configuration method

| oL-4654-01
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TableB-3 lists codes used in the software upgradecpss. For information about these codes, see
Appendix, “Upgrading the Cisc@&TA Signaling Image.”

Table B-3  Cisco ATA Voice Menu Codes—Software Upgrade

Voice Menu
Option Code Description
Upgrade software 100 Used in the software processenter the IP address of
the PC
Upgrade language to English101 When upgrading softwarehanges or upgrades the
voice prompt language to English

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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APPENDIX C

CiscoATASpecifications

This section describes Cis@dA specifications:
» Physical Specifications, page C-1
« Electrical Specifications, page C-2
- Environmental Specifications, page C-2
« Physical Interfaces, page C-2
» Ringing Characteristics, page C-3
» Software Specifications, page C-3
» SIP Compliance Referendeformation, page C-5

Wte The termCiscoATArefers to both the CiscATA 186 and the CiscATA 188, unless otherwise stated.

Physical Specifications

Table C-1 Physical Specifications

Description Specification
Dimensions 1.5x6.5x5.75in. (3.8 x 16.5 x 14.6 cm) (H x W x D)
Weight 15 0z (425 g)

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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M Electrical Specifications

Electrical Specifications

Table C-2  Electrical Specifications

Description Specification

Power 0.25 to 7.5W (idle to peak)
DC input voltage +5.0 VDC at 1.5A maximum
Power adaptor Universal AC/DC

~3.3x2.0x1.3in.(~-8.5x5.0x3.2cm)

~4.8 0z (135 g) for the AC-input external power adaptor
~4 ft (1.2 m) DC cord

6 ft (1.8 m) cord

UL/CUL, CE approved

Class Il transformer

Environmental Specifications

Table C-3  Environmental Specifications

Description Specification

Operating temperature 41 to 104F (5to 46C)

Storage temperature -4 10 140F (20 to 68C)

Relative humidity 10 to 90% noncondensing, opéngt, and nonoperating/storage

Physical Interfaces

Table C-4 Physical Interfaces

Description Specification

Ethernet Two RJ-45 connectorsEEE 802.3 10BaseT standard

Analog telephone Two RJ-11 FXS voice ports

Power 5 VDC power connector

Indicators Function button with integrated status indicator
Activity LED indicating network activity

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Ringing Characteristics

Table C-5 Ringing Characteristics

Ringing Characteristics ll

Description

‘Specification

Tip/ring interfaces for &h RJ-11 FXS port (SLIC)

Ring voltage

40VRxys (typical, balanced ringing only)

Ring frequency

25 Hz

Ring waveform

Trapezoidal with 1.2 to 1.6 crest factor

Ring load

1400 ohm + 4(F

Ringer equivalence number (REN)

Up to 5 REN per RJ-11 FXS port

Loop impedance

Up to 200 ohms (plus 430-ohm maximum telephone
DC resistance)

On-hook/off-hook characteristics

On-hook voltage (tip/ring)

-50V

Off-hook current

27 mA (nominal)

RJ-11 FXS port terminating impedance optiomhe Cisco ATA186-11 and Cisco ATA188-11

provide 600-ohm resistive impedance. The Cisco
ATA186-12 and Cisco ATA188-12 provide 270 ohm
+ 750 ohm // 150-nF complex impedance.

Software Specifications

Table C-6  Software Specifications (All

Protocols)

Description

Specification

Call progress tones

Configurable for two sets of frequencies and single set of on/off
cadence

Dual-tone multifrequency (DTMF)

DTMF tone detection and generation

Fax

G.711 fax pass-through and G.711 fax mode.

Enhanced fax pass-through is supported on the Gi$Ao
Success of fax transmissions up to 14.4 kbps depends on
network conditions, and fax modem/fax machine tolerance to
those conditions. The network must have reasonably low
network jitter, network delay, and packet-loss rate.

Cisco ATA 186 and Cisco ATA 18
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M Software Specifications

Table C-6  Software Specifications (All Protocols) (continued)

Description

Specification

Line-echo cancellation

« Echo canceller for each port

« 8 ms echo length

« Nonlinear echo suppression (ERL > 28 dB for frequency
= 300 to 2400 Hz)

« Convergence time = 250 ms
- ERLE =10to20dB

« Double-talk detection

Out-of-band DTMF

« H.245 out-of-band DTMF for H.323
« RFC 2833 AVT tones for SIP, MGCP, SCCP

Configuration

« DHCP (RFC 2131)
« Web configuration via built-in Web server

« Touch-tone telephone keypad configuration with voice
prompt

« Basic boot configuration (RFC 1350 TFTP Profiling)
- Dial plan configuration

» Cisco Discovery Protocol

Quality of Service

- Class-of-service (CoS) bit-tagging (802.1P)
- Type-of-service (ToS) bit-tagging

Security

« H.235 for H.323
« RC4 encryption for TFTP configuration files

Voice coder-decoders (codecs)

Note

In simultaneous dual-port operation, the second port is
limited to G.711 when using G.729.

- G.723.1

« G.729, G.729A, G.729AB
- G.723.1

« G.711A-law

« G.711p-law

[l Cisco ATA 186 and Cis&TA 188 Analog Bgihone Adaptor Admistrator’'s Guide for SIP (version 3.0)
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SIP Compliance Reference Informatiolll

Table C-6  Software Specifications (All Protocols) (continued)

Description

Specification

\oice features

« \oice activity detection (VAD)
« Comfort noise generation (CNG)
« Dynamic jitter buffer (adaptive)

Voice-over-IP (VolIP) protocols

+ H.323v2

+ SIP (RFC 2543 bhis)

+ MGCP 1.0 (RFC 2705)

« MGCP 1.0/network-based call signalling (NCS) 1.0 profile
+ MGCPO0.1

« SCCP

SIP Compliance Reference Information

Information on how the CiscATA complies with the IETF definition of SIP as described in RF543

is found at the following URL.:

http://www-vnt.cisco.com/SPUniv/SIP/doments/CiscoATASIPComplianceRef.pdf
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SIP Call Flows

This section describes somesiacall flows for the Cisc@TA:
» Supported SIP Request Methods, page D-1

« Call Flow Scenarios for Sieessful Calls, page D-2

Wte The termCiscoATArefers to both the CiscATA 186 and the CiscATA 188, unless otherwise stated.

Supported SIP Request Methods

The CiscoATA supports the following SIP request methods:
+ INVITE—Indicates a user or service is beimgited to participate in a call session.
« ACK—Confirms that the client has receivadinal response tan INVITE request.
- BYE—Terminates a call and can be sbyteither the caller or the callee.

« CANCEL—Cancels any pending searches but dudderminate a call that has already been
accepted.

» REGISTER—Registers the address listed in the To header field with a SIP proxy.
+ NOTIFY—Notifies the user of thetatus of a transfer using REREAIso used for remote reset.
« OPTIONS
The following types of responses are used by SIP and generated by the Cisco SIP gateway:
« SIP Xxx—Informational responses
«  SIP Zx—Successful responses
» SIP Xx—Redirection responses
» SIP &x—Client Failure responses
» SIP 5x—Server Failure responses
» SIP &xx—Global Failure responses

Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’'s Guide for SIP (vergipn 3.0)
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Call Flow Scenarios for Successful Calls

This section describes calbfls for the following scenarios:
» CiscoATA-to-SIP Server—Registration without Authentication, page D-2
« CiscoATA-to-SIP Server—Registration with Authentication, page D-3
« CiscoATA-to-Cisco ATA—Basic SIP to SIP Call without Authentication, page D-6
« CiscoATA-to-CiscoATA—Basic SIP to SIP Call with Authentication, page D-12
Each of the call flows includess call diagram, action descriptions table, and a sample log file.

CiscoATA-to-SIP Server—Registration without Authentication

FigureD-1 illustrates the CiscATA registering with the SIP server. Authentication is not required for
registration.

The call flow is as follows:
1. CiscOoATA requests registration.
2. Registration is completed.

Figure D-1 Cisco ATA-to-SIP Server—Registrat ion without Authentication

Cisco ATA 186 IP network SIP server

&y — 8§

1. REGISTER

Y

2.100 Trying

A

3.200 OK

A

72117

Table D-1  Action Descriptions

Step  |Action Description

Stepl |REGISTER—CIisc®ATA to SIP server CiscoATA sends a REGISTER message to the SIP server to register
the address in the To header field.

Step2 |100 Trying—SIP Server to CisodTA SIP server returns a 100 Trying message, indicating that the
REGISTER request has been received.
Step3  |200 OK—SIP server to CiscATA SIP server returns a final 200 OK response, confirming that

registration is complete.

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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Call Flow Scenarios for Successful Calldll

Table D-2 Log Listings

1. REGISTER sip:192.168.2.97 SIP/2.0

Via: SIP/2.0/UDP 192.168.2.194

From: <sip:9301@192.168.2.97;user=phone>

To: <sip:9301@192.168.2.97;user=phone>

Call-ID: 88397253@192.168.2.194

CSeq: 1 REGISTER

Contact: <sip:9301@192.168.2.194;user=phone;transport=udp>;expires=3600
User-Agent; Cisco ATA v2.10 atal86 (0705a)

Content-Length: 0

2. SIP/2.0 100 Trying

Via: SIP/2.0/UDP 192.168.2.194

Call-ID: 88397253@192.168.2.194

From: <sip:9301@192.168.2.97;user=phone>
To: <sip:9301@192.168.2.97;user=phone>
CSeq: 1 REGISTER

Content-Length: 0

3. SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.168.2.194

Call-ID: 88397253@192.168.2.194

From: <sip:9301@192.168.2.97;user=phone>

To: <sip:9301@192.168.2.97;user=phone>

CSeq: 1 REGISTER

Contact: <sip:9301@192.168.2.194;user=phone;transport=udp>;expires="tue, 23 Oct 2001 14:24:57 GMT"
Expires: 3600

Content-Length: 0

CiscoATA-to-SIP Server—Registration with Authentication

FigureD-2 illustrates the CiscATA registering with the SIP server. Authentication is required for
registration.

The call flow is as follows:

1. CiscOoATA requests registration.

2. SIP server requests authentication credential.

3. Authentication is received and registration is completed.

Cisco ATA 186 and Cisco ATA 188d@maklephone Adaptor Adnistrator’'s Guide for SIP (version 3.
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Figure D-2 Cisco ATA-to-SIP Server—Registration with Authentication
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Table D-3  Action Descriptions

Step  |Action Description

Stepl |REGISTER—Cisc®ATA to SIP server CiscoATA sends a REGISTER message to the SIP server to
register the address the To header field.

Step2 |100 Trying—SIP server to CisadTA SIP server returns a 100 trying message, indicating that the
REGISTER request has been received.

Step3 |407 Proxy authentication required— SIP server tdS1P server returns a request for authentication.

CiscoATA
Step4 |REGISTER—CIisc®ATA to SIP server CiscoATA attempts to register using its authentication
credential.
Step5 |100 Trying—SIP server to CisodTA SIP server returns a 100 trying message, indicating that the
new REGISTER request has been received.
Step6 | 200 OK—SIP server to CisoTA SIP server returns a final 200 OK response, confirming that

the authentication credential has been verified and
registration is complete.
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Call Flow Scenarios for Successful Calldll

Table D-4 Log Listings

1. REGISTER sip:192.168.2.81 SIP/2.0

Via: SIP/2.0/UDP 192.168.2.194

From: <sip:9301@192.168.2.81;user=phone>

To: <sip:9301@192.168.2.81;user=phone>

Call-ID: 311316842@192.168.2.194

CSeq: 1 REGISTER

Contact: <sip:9301@192.168.2.194;user=phone;transport=udp>;expires=3600
User-Agent; Cisco ATA v2.10 atal86 (0705a)

Content-Length: 0

2. SIP/2.0 100 Trying

Via: SIP/2.0/UDP 192.168.2.194

Call-ID: 311316842@192.168.2.194

From: <sip:9301@192.168.2.81;user=phone>
To: <sip:9301@192.168.2.81;user=phone>
CSeq: 1 REGISTER

Content-Length: 0

3. SIP/2.0 407 Proxy Authentication Required

Via: SIP/2.0/UDP 192.168.2.194
Call-ID:311316842@192.168.2.194

From: <sip:9301@192.168.2.81;user=phone>

To: <sip:9301@192.168.2.81;user=phone>

CSeq: 1 REGISTER

Proxy-Authenticate: DIGEST realm="CISCO”, nonce="3bd5e334"
Content-Length: 0

4. REGISTER sip:192.168.2.81 SIP/2.0

Via: SIP/2.0/UDP 192.168.2.194

From: <sip:9301@192.168.2.81;user=phone>

To: <sip:9301@192.168.2.81;user=phone>

Call-ID: 311316842@192.168.2.194

CSeq: 2 REGISTER

Contact: <sip:9301@192.168.2.194;user=phone;transport=udp>;expires=3600
User-Agent: Cisco ATA v2.10 atal86 (0705a)

Proxy-Authorization: Digest
username="9301",realm="CISCO”",nonce="3bd5e334",uri="sip:192.168.2.81" response="87ac0afeb08222af706
f9e8b5c566ce2”

Content-Length: 0

5. SIP/2.0 100 Trying

Via: SIP/2.0/UDP 192.168.2.194

Call-ID: 311316842@192.168.2.194

From: <sip:9301@192.168.2.81;user=phone>
To: <sip:9301@192.168.2.81;user=phone>
CSeq: 2 REGISTER

Content-Length: 0

6. SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.168.2.194

Call-ID: 311316842@192.168.2.194

From: <sip:9301@192.168.2.81;user=phone>

To: <sip:9301@192.168.2.81;user=phone>

CSeq: 2 REGISTER

Contact: <sip:9301@192.168.2.194;user=phone;transport=udp>;expires=“tue, 23 Oct 2001 22:37:56 GMT"
Expires: 3600

Content-Length: 0
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CiscoATA-to-CiscdATA—Basic SIP to SIP Call without Authentication

FigureD-3 illustrates a call from one Cis@¥A to another. Authentication by the SIP server is not
required.

The call flow is as follows:
1. Call is established between Cis&dA A and CiscoATA B.
2. Call is terminated.

Figure D-3 Cisco ATA-to-Cisco ATA—Basic SIP to SIP Call without Authentication

Cisco ATA 186 A IP network SIP server IP network Cisco ATA 186 B
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) 9. ACK =
| 10.ck -
. Zwayvoicepath | q
11.BYE _
| 12.100 Trying i
) 13.BYE R
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A
72119
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SIP Call Flows

Table D-5 Action Descriptions

Call Flow Scenarios for Successful Calldll

Step  |Action Description

Stepl |INVITE—Cisco ATA A to SIP server CiscoATA A sends a call session INVITE request to the SIP
server to pass on to CisédA B.

Step2 |100 Trying—SIP server to CiscdTA A SIP server returns a 100 trying message, indicating that the
INVITE request has been received.

Step3  |INVITE—SIP server to Cisc&TA B SIP server sends the call session INVITE request to Giséo
B.

Step4 |100 Trying—CiscOATA B to SIP server CiscoATA B returns a 100 trying message indicating that the
INVITE request has been received.

Step5 180 Ringing—CiscATA B to SIP server CiscoATA B sends a 180 ringing response to the SIP server to
pass on to CiscATA A.

Step6 180 Ringing—SIP server to CisédA A SIP server sends the 180 ringing response to GA$A0A.

Step7 |200 OK—CiscoATA B to SIP server CiscoATA B sends a 200 OK message to the SIP server
indicating that a connection has been established.

Step8 |200 OK—SIP server to CisoblTA A SIP server passes the 200 OK message to GQiBAAA.

Step9 |ACK—CiscoATA A to SIP server Cisco ATA A sends acknowledgemeoftthe 200 OK response to
the SIP server to pass on to Cig€TA B.

Stepl0 |[ACK—SIP server to CiscATA B SIP server passes ACK response to CAEA B.

A two-way voice path is established between CiAtA A

and CiscoATA B.

Stepll

BYE—CiscoATA A to SIP server

CiscoATA A terminates the call session and sends a BYE request
to the SIP server indicating that Cis&dA A wants to terminate
the call.

Stepl2

100 Trying—SIP server to CisadTA A

SIP server returns a 100 trying message indicating that the BYE
request has been received.

Step13

BYE—SIP server to CiscATA B

SIP server passes the BYE request to CADY B.

Stepl4

200 OK—CiscoATA B to SIP server

CiscoATA B sends a 200 OK message to the SIP server
indicating that Cisc@TA B has received the BYE request.

Stepl5

200 OK—SIP server to CisclTA A

SIP server passes the BYE request to CiSTb A.
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Appendix D SIP Call Flowp

W Call Flow Scenario$or Successful Calls

Table D-6 Log Listings

1. INVITE sip:9000@192.168.2.97;user=phone SIP/2.0
Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139
To: <sip:9000@192.168.2.97;user=phone>

Call-ID: 488337201@192.168.3.175

CSeq: 1 INVITE

Contact: <sip:8000@192.168.3.175;user=phone;transport=udp>
User-Agent: Cisco ATA v2.12 atal86 (0928a)
Expires: 300

Content-Length: 253

Content-Type: application/sdp

v=0

0=8000 206154 206154 IN 1P4 192.168.3.175
s=ATA186 Call

c=IN IP4 192.168.3.175

t=00

m=audio 10000 RTP/AVP 0 18 8 101

a=rtpmap:0 PCMU/8000/1

a=rtpmap:18 G729/8000/1

a=rtpmap:8 PCMA/8000/1

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

2. SIP/2.0 100 Trying

Via: SIP/2.0/UDP 192.168.3.175

Call-1D: 488337201@192.168.3.175

From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139
To: <sip:9000@192.168.2.97;user=phone>

CSeq: 1 INVITE

Content-Length: 0

3. INVITE sip:9000@192.168.2.194;user=phone SIP/2.0
Record-Route: <sip:9000@192.168.2.97:5060;user=phone;maddr=192.168.2.97>
Via: SIP/2.0/UDP 192.168.2.97:5060;branch=140fed6e-f61cbdla-52f223b1-9beb149a-1
Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139
To: <sip:9000@192.168.2.97;user=phone>

Call-ID: 488337201@192.168.3.175

CSeq: 1 INVITE

Contact: <sip:8000@192.168.3.175;user=phone;transport=udp>
User-Agent: Cisco ATA v2.12 atal86 (0928a)

Expires: 300

Content-Length: 253

Content-Type: application/sdp

v=0

0=8000 206154 206154 IN 1P4 192.168.3.175

s=ATA186 Call

c=IN IP4 192.168.3.175

t=00

m=audio 10000 RTP/AVP 0 18 8 101

a=rtpmap:0 PCMU/8000/1

a=rtpmap:18 G729/8000/1

a=rtpmap:8 PCMA/8000/1

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15
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| AppendixD  SIP Call Flows

Table D-6

Call Flow Scenarios for Successful Calldll

Log Listings (continued)

4.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 192.168.2.97:5060;branch=140fed6e-f61cbdla-52f223b1-9beb149a-1
Via: SIP/2.0/UDP 192.168.3.175

Record-Route: <sip:9000@192.168.2.97:5060;user=phone;maddr=192.168.2.97>
From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139

To: <sip:9000@192.168.2.97;user=phone>;tag=909616993

Call-ID: 488337201@192.168.3.175

CSeq: 1 INVITE

Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 192.168.2.97:5060;branch=140fed6e-f61cbdla-52f223b1-9beb149a-1
Via: SIP/2.0/UDP 192.168.3.175

Record-Route: <sip:9000@192.168.2.97:5060;user=phone;maddr=192.168.2.97>
From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139

To: <sip:9000@192.168.2.97;user=phone>;tag=909616993

Call-ID: 488337201@192.168.3.175

CSeq: 1 INVITE

Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 192.168.3.175

Record-Route: <sip:9000@192.168.2.97:5060;user=phone;maddr=192.168.2.97>
From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139

To: <sip:9000@192.168.2.97;user=phone>;tag=909616993

Call-1D: 488337201@192.168.3.175

CSeq: 1 INVITE

Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.168.2.97:5060;branch=140fed6e-f61cbdla-52f223b1-9beb149a-1
Via: SIP/2.0/UDP 192.168.3.175

Record-Route: <sip:9000@192.168.2.97:5060;user=phone;maddr=192.168.2.97
From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139
To: <sip:9000@192.168.2.97;user=phone;tag=909616993
Call-ID: 488337201@192.168.3.175

CSeq: 1 INVITE

Contact: <sip:9000@192.168.2.194;user=phone;transport=udp>
Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 199

Content-Type: application/sdp

v=0

0=9000 206275 206275 IN 1P4 192.168.2.194

s=ATA186 Call

c=IN IP4 192.168.2.194

t=00

m=audio 10000 RTP/AVP 0 101

a=rtpmap:0 PCMU/8000/1

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15
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Appendix D

SIP Call Flowg

W Call Flow Scenario$or Successful Calls

Table D-6

Log Listings (continued)

SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.168.3.175

Record-Route: <sip:9000@192.168.2.97:5060;user=phone;maddr=192.168.2.97
From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139
To: <sip:9000@192.168.2.97;user=phone;tag=909616993
Call-ID: 488337201@192.168.3.175

CSeq: 1 INVITE

Contact: <sip:9000@192.168.2.194;user=phone;transport=udp>
Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 199

Content-Type: application/sdp

v=0

0=9000 206275 206275 IN 1P4 192.168.2.194

s=ATA186 Call

c=IN IP4 192.168.2.194

t=00

m=audio 10000 RTP/AVP 0 101

a=rtpmap:0 PCMU/8000/1

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

ACK sip:9000@192.168.2.97;user=phone SIP/2.0

Route: <sip:9000@192.168.2.194:5060;user=phone;transport=udp>
Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139

To: <sip:9000@192.168.2.97;user=phone>;tag=909616993

Call-ID: 488337201@192.168.3.175

CSeq: 1 ACK

User-Agent: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

10.

ACK sip:9000@192.168.2.194;user=phone SIP/2.0

Via: SIP/2.0/UDP 192.168.2.97:5060;branch=140fed6e-f61cbdla-52f223b1-9beb149a-
Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139

To: <sip:9000@192.168.2.97;user=phone>;tag=909616993

Call-1D: 488337201@192.168.3.175

CSeq: 1 ACK

User-Agent: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

11.

BYE sip:9000@192.168.2.97;user=phone SIP/2.0

Route: <sip:9000@192.168.2.194:5060;user=phone;transport=udp>
Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139

To: <sip:9000@192.168.2.97;user=phone>;tag=909616993

Call-1D: 488337201@192.168.3.175

CSeq: 2 BYE

User-Agent: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

12.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 19.168.3.175

Call-ID: 488337201@192.168.3.175

From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139
To: <sip:9000@192.168.2.97;user=phone>;tag=909616993
CSeq: 2 BYE

Content-Length: 0
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| AppendixD  SIP Call Flows

Call Flow Scenarios for Successful Calldll

Table D-6 Log Listings (continued)

13. BYE sip:9000@192.168.2.194;user=phone SIP/2.0

Via: SIP/2.0/UDP 192.168.2.97:5060;branch=b499b4be-d7995db7-980cd8af-e5ba35f5-1
Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139

To: <sip:9000@192.168.2.97;user=phone>;tag=909616993

Call-ID: 488337201@192.168.3.175

CSeq: 2 BYE

User-Agent: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

14. SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.168.2.97:5060;branch=b499b4be-d7995db7-980cd8af-e5ba35f5-1
Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139

To: <sip:9000@192.168.2.97;user=phone>;tag=909616993

Call-1D: 488337201@192.168.3.175

CSeq: 2 BYE

Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

15. SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.97;user=phone>;tag=2819471139
To: <sip:9000@192.168.2.97;user=phone>;tag=909616993
Call-1D: 488337201@192.168.3.175

CSeq: 2 BYE

Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0
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Appendix D SIP Call Flowp

W Call Flow Scenario$or Successful Calls

CiscoATA-to-CiscdATA—Basic SIP to SIP Call with Authentication

FigureD-4 illustrates a call from one Cis@A to another. Authentication by the SIP server is
required.

The call flow is as follows:

1. Authentication is requested for call initiated by Cigd® A.
2. Call is established between Cis&dA A and CiscoATA B.
3. Call is terminated.

Figure D-4 Cisco ATA-to-Cisco ATA—Basic SIP to SIP Call with Authentication

Cisco ATA 186 A IP network SIP server IP network Cisco ATA 186 B
N e R
|
1. INVITE o
~_ 2.100 Trying g
: 3. 407 Proxy Authentication Required
4 ACK _
5. INVITE :
~_ 6.100 Trying i
- 7.INVITE o
| 8.100 Trying i
: 9. 180 Ringing
~_ 10.180 Ringing )
| 11.200 OK
~12.200 OK )
| 13.ACK _
| 14 ack _
e Zwaywicepath | o
15. BYE _
_ 16.100 Trying i
) 17.BYE _
| 18.200 OK .
_19.200 OK )
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| Appendix D

SIP Call Flows

Table D-7  Action Descriptions

Call Flow Scenarios for Successful Calldll

Step  |Action Description

Stepl |INVITE—Cisco ATA A to SIP server CiscoATA A sends a call session INVITE request to the SIP
server to pass on to CisédA B.

Step2 |100 Trying—SIP server to CisodTA A SIP server returns a 100 Tryimgessage, indicating that the
INVITE request has been received.

Step3  |407 Proxy Authentication Required— SIP serv&iP server returns a requdst authentication to CiscATA A.

to CiscoATA A

Step4 |ACK—CiscoATA A to SIP server CiscoATA A acknowledges the request for authentication.

Step5 |INVITE—Cisco ATA A to SIP server CiscoATA A sends a call session INVITE request along with
authentication credential the SIP server to pass on to
CiscoATA B.

Step6 |100 Trying—SIP server to Ciso®TA A SIP server returns a 100 Tryimgessage, indicating that the
INVITE request has been received.

Step7 |INVITE—SIP server to Cisc&TA B SIP server sends the callss@on INVITE request to CiscATA
B.

Step8 |100 Trying—CiscOATA B to SIP server CiscoATA B returns a 100 trying message indicating that the
INVITE request has been received.

Step9 180 Ringing—CiscATA B to SIP server CiscoATA B sends a 180 ringing response to the SIP server to
pass on to CiscATA A.

Step10 180 Ringing—SIP server to Cisé&dA A SIP server sends the 180 ringing response to GA$A0A.

Stepll |200 OK—CiscoATA B to SIP server CiscoATA B sends a 200 OK message to the SIP server
indicating that a connection has been established.

Stepl2 |200 OK—SIP server to CischATA A SIP server passes the 200 OK message to GiEAAA.

Stepl3 |ACK—CiscoATA A to SIP server CiscoATA A sends acknowledgment of the 200 OK response to
the SIP server to pass on to Cig¥lA B.

Stepl4 |ACK—SIP server to CiscATA B SIP server passes ACK response to CiKktaA B.

A two-way voice path is established between CiAtA A

and CiscoATA B.

Step15

BYE—CiscoATA A to SIP server

CiscoATA A terminates the call session and sends a BYE
request to the SIP server indicating that Ci&¢A A wants to
terminate the call.

Stepl6

100 Trying—SIP server to Ciso®TA A

SIP server returns a 100 trying message indicating that the BYE
request has been received.

Stepl7

BYE—SIP server to CiscATA B

SIP server passes the BYE request to CADd B.

Step18

200 OK—CiscoATA B to SIP server

CiscoATA 186 B sends a 200 OK message to the SIP server
indicating that Cisc@TA 186 B has received the BYE request.

Step19

200 OK—SIP server to CiscAlTA A

SIP server passes the BYE request to CADA A.
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Appendix D SIP Call Flowp

W Call Flow Scenario$or Successful Calls

Table D-8 Log Listings

1. INVITE sip:9000@192.168.2.81;user=phone SIP/2.0
Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone>

Call-1D: 557188650@192.168.3.175

CSeq: 1 INVITE

Contact: <sip:8000@192.168.3.175;user=phone;transport=udp>
User-Agent: Cisco ATA v2.12 atal86 (0928a)
Expires: 300

Content-Length: 253

Content-Type: application/sdp

v=0

0=8000 177731 177731 IN I1P4 192.168.3.175
s=ATA186 Call

c=IN IP4 192.168.3.175

t=00

m=audio 10000 RTP/AVP 0 18 8 101

a=rtpmap:0 PCMU/8000/1

a=rtpmap:18 G729/8000/1

a=rtpmap:8 PCMA/8000/1

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

2. SIP/2.0 100 Trying

Via: SIP/2.0/UDP 192.168.3.175

Call-1D: 557188650@192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone>

CSeq: 1 INVITE

Content-Length: 0

3. SIP/2.0 407 Proxy Authentication Required

Via: SIP/2.0/UDP 192.168.3.175

Call-ID: 557188650@192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To:<sip:9000@192.168.2.81;user=phone>;tag=600eaef7-7c3a549a
CSeq: 1 INVITE

Proxy-Authenticate: DIGEST realm=“CISCO", nonce="3bd76584"
Content-Length: 0

4. ACK sip:9000@192.168.2.81:5060 SIP/2.0

Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To:<sip:9000@192.168.2.81;user=phone>;tag=600eaef7-7c3a549a
Call-1D: 557188650@192.168.3.175

CSeq: 1 ACK

User-Agent: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0
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| AppendixD  SIP Call Flows

Call Flow Scenarios for Successful Calldll

Table D-8 Log Listings (continued)

5. INVITE sip:9000@192.168.2.81;user=phone SIP/2.0

Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone>

Call-1D: 557188650@192.168.3.175

CSeq: 2 INVITE

Contact: <sip:8000@192.168.3.175;user=phone;transport=udp>
User-Agent: Cisco ATA v2.12 atal86 (0928a)
Proxy-Authorization: Digest username="8000",realm="CISCO”,nonce="3bd76584",
uri="sip:9000@192.168.2.81" response="6e91de67ad976997fac76f0398ef224"
Expires: 300

Content-Length: 253

Content-Type: application/sdp

v=0

0=8000 177738 177738 IN 1P4 192.168.3.175

s=ATA186 Call

c=IN IP4 192.168.3.175

t=00

m=audio 10000 RTP/AVP 0 18 8 101

a=rtpmap:0 PCMU/8000/1

a=rtpmap:18 G729/8000/1

a=rtpmap:8 PCMA/8000/1

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

6. SIP/2.0 100 Trying

Via: SIP/2.0/UDP 192.168.3.175

Call-1D: 557188650@192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone>

CSeq: 2 INVITE

Content-Length: 0

7. INVITE sip:9000@192.168.2.194;user=phone SIP/2.0

Record-Route: <sip:9000@192.168.2.81:5060;user=phone;maddr=192.168.2.81
Via: SIP/2.0/UDP 192.168.2.81:5060;branch=c0b3510a-819f9d1a-ea43c345-9604747f-1
Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869

To: <sip:9000@192.168.2.81;user=phone>

Call-1D: 557188650@192.168.3.175

CSeq: 2 INVITE

Contact: <sip:8000@192.168.3.175;user=phone;transport=udp>

User-Agent: Cisco ATA v2.12 atal86 (0928a)

Proxy-Authorization: Digest username="8000",realm="CISCQO”,nonce="3bd76584",
uri="sip:9000@192.168.2.81" response="6e91de67ad976997ffac76f0398ef224"
Expires: 300

Content-Length: 253

Content-Type: application/sdp

v=0

0=8000 177738 177738 IN IP4 192.168.3.175

s=ATA186 Call

c=IN IP4 192.168.3.175

t=00

m=audio 10000 RTP/AVP 0 18 8 101

a=rtpmap:0 PCMU/8000/1

a=rtpmap:18 G729/8000/1

a=rtpmap:8 PCMA/8000/1

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15
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SIP Call Flowg

W Call Flow Scenario$or Successful Calls

Table D-8 Log Listings (continued)

8. SIP/2.0 100 Trying

Via: SIP/2.0/UDP 192.168.2.81:5060;branch=c0b3510a-819f9d1a-ea43c345-9604747f-1
Via: SIP/2.0/UDP 192.168.3.175

Record-Route: <sip:9000@192.168.2.81:5060;user=phone;maddr=192.168.2.81>

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869

To: <sip:9000@192.168.2.81;user=phone>;tag=100585329

Call-ID: 557188650@192.168.3.175

CSeq: 2 INVITE

Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

9. SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 192.168.2.81:5060;branch=c0b3510a-819f9d1a-ea43c345-9604747f-1
Via: SIP/2.0/UDP 192.168.3.175

Record-Route: <sip:9000@192.168.2.81:5060;user=phone;maddr=192.168.2.81>

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869

To: <sip:9000@192.168.2.81;user=phone>;tag=100585329

Call-ID: 557188650@192.168.3.175

CSeq: 2 INVITE

Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

10. SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 192.168.3.175

Record-Route: <sip:9000@192.168.2.81:5060;user=phone;maddr=192.168.2.81>
From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869

To: <sip:9000@192.168.2.81;user=phone>;tag=100585329

Call-1D: 557188650@192.168.3.175

CSeq: 2 INVITE

Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

11. SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.168.2.81:5060;branch=c0b3510a-819f9d1a-ea43c345-9604747f-1
Via: SIP/2.0/UDP 192.168.3.175

Record-Route: <sip:9000@192.168.2.81:5060;user=phone;maddr=192.168.2.81
From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone;tag=100585329
Call-1D: 557188650@192.168.3.175

CSeq: 2 INVITE

Contact: <sip:9000@192.168.3.194;user=phone;transport=udp>
Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 199

Content-Type: application/sdp

v=0

0=9000 179263 179263 IN 1P4 192.168.2.194

s=ATA186 Call

c=IN P4 192.168.2.194

t=00

m=audio 10000 RTP/AVP 0 101

a=rtpmap:0 PCMU/8000/1

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15
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Table D-8

Log Listings (continued)

Call Flow Scenarios for Successful Calldll

12.

SIP/2.0 200 OK
Via: SIP/2.0/UDP 192.168.3.175

Record-Route: <sip:9000@192.168.2.81:5060;user=phone;maddr=192.168.2.81

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone;tag=100585329
Call-ID: 557188650@192.168.3.175

CSeq: 2 INVITE

Contact: <sip:9000@192.168.2.194;user=phone;transport=udp>
Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 199

Content-Type: application/sdp

v=0

0=9000 179263 179263 IN 1P4 192.168.2.194

s=ATA186 Call

c=IN IP4 192.168.2.194

t=00

m=audio 10000 RTP/AVP 0 101

a=rtpmap:0 PCMU/8000/1

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

13.

ACK sip:9000@192.168.2.81;user=phone SIP/2.0

Route: <sip:9000@192.168.2.194:5060;user=phone;transport=udp>

Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone>;tag=100585329
Call-1D: 557188650@192.168.3.175

CSeq: 2 ACK

User-Agent: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

14.

ACK sip:9000@192.168.2.194;user=phone SIP/2.0

Via: SIP/2.0/UDP 192.168.2.81:5060;branch=c0b3510a-819f9d1a-ea43c345-9604747f-1

Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone>;tag=100585329
Call-1D: 557188650@192.168.3.175

CSeq: 2 ACK

User-Agent: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

15.

BYE sip:9000@192.168.2.81;user=phone SIP/2.0

Route: <sip:9000@192.168.2.194:5060;user=phone;transport=udp>

Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone>;tag=100585329
Call-ID: 557188650@192.168.3.175

CSeq: 3BYE

User-Agent: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

16.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 19.168.3.175

Call-ID: 557188650@192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone>;tag=100585329
CSeq: 3BYE

Content-Length: 0
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Appendix D

SIP Call Flowg

W Call Flow Scenario$or Successful Calls

Table D-8

Log Listings (continued)

17.

BYE sip:9000@192.168.2.194;user=phone SIP/2.0

Via: SIP/2.0/UDP 192.168.2.81:5060;branch=424f3898-9ef87cec-82179ac3-50eeb1d3-1

Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone>;tag=100585329
Call-ID: 557188650@192.168.3.175

CSeq: 3BYE

User-Agent: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

18.

SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.168.2.81:5060;branch=424f3898-9ef87cec-82179ac3-50eeb1d3-1

Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone>;tag=100585329
Call-ID: 557188650@192.168.3.175

CSeq: 3BYE

Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0

19.

SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.168.3.175

From: <sip:8000@192.168.2.81;user=phone>;tag=3515135869
To: <sip:9000@192.168.2.81;user=phone>;tag=100585329
Call-1D: 557188650@192.168.3.175

CSeq: 3BYE

Server: Cisco ATA v2.12 atal86 (0928a)

Content-Length: 0
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Note

APPENDIX E

Recommended Cis@®l' ATone Parameter
Values by Country

This section provides tables ifcommended tone parameters for the followings countries, listed
alphabetically:

The extended tone format used by some countries is available only withATik@mftware version 3.0
or later. For more information aboutn® parameter syntax and formats, se€Tlome Configuration
Parameters” section on pa§e3

- Argentina
« Australia

« Austria

« Belgium

» Brazil

- Canada

+ China

« Columbia
* Czech Republic
« Denmark

- Egypt

» Finland

« France

« Germany

« Greece

« Hong Kong
* Hungary

» lIceland

» India

« Indonesia

« lreland

| oL-4654-01
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Appendix E Recommended Cisco ATA Tone Parameter Values by Qountry

- lIsrael
- ltaly

« Japan
« Korea

» Luxembourg
+ Malaysia

+ Mexico

« Netherlands

« New Zealand

« Norway

- Pakistan

« Panama

e Peru

« Phillippines
- Poland

« Portugal

» Russia

» Saudi Arabia
» Singapore
« Slovakia

« Slovenia

« South Africa

+ Spain

« Sweden

» Switzerland

»  Taiwan

« Thailand

«  Turkey

» United Kingdom
« United States

+ \enezuela

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
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| Appendix E Recommended Cisco ATA Tone Parameter Values by Country

Table E-1  Argentina

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,2400,1600,0

ReorderTone 1,30958,0,1757,0,0,2400,3200,0

RingbackTone 1,30958,0,1971,0,0,8000,32000,0

SITTone 1,30958,0,1757,0,0,2400,1600,0

Table E-2  Australia

Parameter Recommended Values

DialTone 2,31163,30958,1477,1566,1,0,0,0

BusyTone 1,30958,0,2212,0,0,3000,3000,0

ReorderTone 1,31163,0,2086,0,0,3000,3000,0

RingbackTone 102,31163,1477,30742,16543200,1600,3200,16000,0
SITTone 1,30958,0,2212,0,0,20000,4000,0

Table E-3  Austria

Parameter Recommended Values

DialTone 1,31000,0,3089,0,1,0,0,0

BusyTone 1,31000,0,1737,0,0,3200,3200,0

ReorderTone 1,31000,0,1737,0,0,1600,1600,0

RingbackTone 1,31000,0,1949,0,0,8000,40000,0

SITTone 101,3,24062,3640,14876,4778,5128%,3,2664,0,2664,0,2664,8000,0,0
Table E-4  Belgium

Parameter Recommended Values

DialTone 1,30958,0,4952,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,4000,4000,0

ReorderTone 1,30958,0,1757,0,0,1336,1336,0

RingbackTone 1,30958,0,1971,0,0,8000,24000,0

SITTone 1,30958,0,1757,0,0,1336,1336,0

Cisco ATA 186 and Cisco ATA 188d@maklephone Adaptor Adnistrator’'s Guide for SIP (version 3.
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Table E-5 Brazil

Parameter Recommended Values
DialTone 1,30958,0,3125,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,2000,2000,0
ReorderTone 1,30958,0,1757,0,0,2000,2000,0

RingbackTone

1,30958,0,1971,0,0,8000,32000,0

SITTone

100,1,30958,1757,0,0,0,06200,2000,2000,2000,0,0,0,0

Table E-6 Canada

Parameter Recommended Values

DialTone 2,31537,30830,1490,1859,1,0,0,0
BusyTone 2,30466,28958,1246,1583,0,4000,4000,0
ReorderTone 2,30466,28958,1246,1583,0,2000,2000,0
RingbackTone 2,30830,30466,793,862,0,8000,24000,0
SITTone 2,30466,28958,1246,1583,0,2000,2000,0

Table E-7 China

Parameter Recommended Values

DialTone 1,30742,0,5870,0,1,0,0,0

BusyTone 1,30742,0,5870,0,0,2800,2800,0

ReorderTone 1,30742,0,5870,0,0,5600,5600,0

RingbackTone 1,30742,0,5870,0,0,8000,32000,0

SITTone 100,1,30742,1856,0,0,0,0890,800,3200,3200,0,0,2,0

Table E-8 Columbia

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,2000,2000,0
ReorderTone 1,30958,0,1757,0,0,2000,2000,0
RingbackTone 1,30958,0,1971,0,0,8000,32000,0
SITTone 1,30958,0,1757,0,0,2000,2000,0
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Table E-9 Czech Republic

Parametter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,2664,2664,0

ReorderTone 1,30958,0,1757,0,0,1336,1336,0

RingbackTone 1,30958,0,1971,0,0,8000,32000,0

SITTone 1,30958,0,1757,0,0,1336,1336,0

Table E-10 Denmark

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,2000,2000,0

ReorderTone 1,30958,0,1757,0,0,2000,2000,0

RingbackTone 1,30958,0,1757,0,0,8000,32000,0

SITTone 101,3,24062,3640,14876,4778,51288,3,2664,0,2664,0,2664,8000,0,0
Table E-11 Egypt

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0

BusyTone 2,31356,30513,1102,1384,0,8000,32000,0

ReorderTone 1,30742,0,1856,0,0,4000,4000,0

RingbackTone 2,31356,31356,1237,1237,0,16000,8000,0

SITTone 1,30742,0,1856,0,0,4000,4000,0

Table E-12 Finland

Parameter Recommended Values

DialTone 1,30958,0,4952,0,1,0,0,0

BusyTone 1,30958,0,4952,0,0,2400,2400,0

ReorderTone 1,30958,0,5556,0,0,1600,2000,0

RingbackTone 1,30958,0,9545,0,0,8000,32000,0

SITTone 1,30958,0,1757,0,0,1600,1600,0
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Table E-13 France

Parameter Recommended Values
DialTone 1,30830,0,3231,0,1,0,0,0
BusyTone 1,30830,0,1817,0,0,4000,4000,0
ReorderTone 1,30830,0,1817,0,0,4000,4000,0

RingbackTone

1,30830,0,2038,0,0,12000,28000,0

SITTone

1,30830,0,1817,0,0,4000,4000,0

Table E-14 Germany

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,3840,3840,0
ReorderTone 1,30958,0,1757,0,0,1920,1920,0
RingbackTone 1,30958,0,1971,0,0,8000,32000,0
SITTone 1,30958,0,1757,0,0,1920,1920,0

Table E-15 Greece

Parameter Recommended Values

DialTone 101,30958,3587,0,0,2%500,2400,5600,6400,0
BusyTone 1,30958,0,1757,0,0,2400,2400,0
ReorderTone 1,30958,0,1757,0,0,2400,2400,0
RingbackTone 1,30958,0,3426,0,0,8000,32000,0

SITTone 1,30958,0,1757,0,0,2400,2400,0

Table E-16 Hong Kong

Parameter Recommended Values

DialTone 2,31537,30830,1833,2287,1,0,0,0

BusyTone 2,30466,28958,2215,2816,0,4000,4000,0
ReorderTone 2,30466,28958,2215,2816,0,2000,2000,0
RingbackTone 102,30830,2038,30466,22253200,1600,3200,24000,0
SITTone 2,30466,28958,1398,1777,1,0,0,0
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Table E-17 Hungary

Parameter Recommended Values
DialTone 1,30958,0,3197,0,1,0,0,0
BusyTone 1,30958,0,1737,0,0,2400,2400,0
ReorderTone 1,30958,0,1737,0,0,2400,2400,0

RingbackTone

1,30958,0,1927,0,0,9600,29600,0

SITTone

1,30958,0,1737,0,0,2400,2400,0

Table E-18 Iceland

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,2000,2000,0
ReorderTone 1,30958,0,1757,0,0,2000,2000,0
RingbackTone 1,30958,0,1971,0,0,9600,37600,0
SITTone 1,30958,0,1757,0,0,2000,2000,0

Table E-19 India

Parameter Recommended Values

DialTone 2,31356,30958,5336,6023,1,0,0,0

BusyTone 1,31163,0,9003,0,0,6000,6000,0

ReorderTone 1,31163,0,1657,0,0,2000,4000,0

RingbackTone 102,31356,3485,30958,39243200,1600,3200,16000,0
SITTone 1,31163,0,1657,0,0,20000,4000,0

Table E-20 Indonesia

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,4000,4000,0
ReorderTone 1,30958,0,1757,0,0,2000,2000,0
RingbackTone 1,30958,0,1971,0,0,8000,32000,0
SITTone 1,30958,0,1757,0,0,20000,4000,0
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Table E-21 Ireland

Parameter Recommended Values

DialTone 1,30958,0,7582,0,1,0,0,0
BusyTone 1,30958,0,6758,0,0,4000,4000,0
ReorderTone 1,30958,0,1757,0,0,48000,8000,0

RingbackTone

102,31163,3194,30742,3578200,1600,3200,16000,0

SITTone

1,30958,0,1757,0,0,48000,8000,0

Table E-22 Israel

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,4000,4000,0

ReorderTone 1,30958,0,1757,0,0,2000,2000,0

RingbackTone 1,31163,0,1859,0,0,8000,24000,0

SITTone 101,3,23620,3717,14876,4778,5129%,3,2664,0,2664,0,2664,8000,0,0

Table E-23 Italy

Parameter Recommended Values

DialTone 101,30958,3125,0,0,%600,1600,4800,8000,0
BusyTone 1,30958,0,1757,0,0,4000,4000,0
ReorderTone 1,30958,0,1757,0,0,1600,1600,0
RingbackTone 1,30958,0,1971,0,0,8000,32000,0

SITTone 1,30958,0,1757,0,0,4000,4000,0

Table E-24 Japan

Parameter Recommended Values

DialTone 1,31163,0,1657,0,1,0,0,0

BusyTone 1,31163,0,1859,0,0,4000,4000,0
ReorderTone 1,31163,0,1859,0,0,4000,4000,0
RingbackTone 2,31318,31000,1769,1949,0,8000,16000,0
SITTone 1,31163,0,1859,0,0,4000,4000,0
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Table E-25 Korea

Parameter Recommended Values

DialTone 2,31537,30830,1833,2287,1,0,0,0

BusyTone 2,30466,28958,1398,1777,0,4000,4000,0
ReorderTone 2,30466,28958,1398,1777,0,2400,1600,0
RingbackTone 2,30830,30466,1443,1568,0,8000,16000,0

SITTone 100,1,30742,1856,0,0,0,01%00,800,1600,12000,0,0,0,0
Table E-26 Luxembourg

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,4000,4000,0

ReorderTone 1,30958,0,1757,0,0,2000,2000,0

RingbackTone 1,30958,0,1971,0,0,8000,32000,0

SITTone 1,30958,0,1757,0,0,2000,2000,0

Table E-27 Malaysia

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,3840,3840,0

ReorderTone 1,30958,0,1757,0,0,2000,2000,0

RingbackTone 101,30958,1971,0,02200,1600,3200,16000,0

SITTone 1,30958,0,1757,0,0,20000,4000,0

Table E-28 Mexico

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,2000,2000,0

ReorderTone 1,30958,0,1757,0,0,2000,2000,0

RingbackTone 1,30958,0,1971,0,0,8000,32000,0

SITTone 1,30958,0,1757,0,0,2000,2000,0
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Table E-29 Netherlands

Parameter Recommended Values
DialTone 1,30958,0,3125,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,4000,4000,0
ReorderTone 1,30958,0,1757,0,0,2000,2000,0

RingbackTone

1,30958,0,4839,0,0,8000,32000,0

SITTone

1,30958,0,1757,0,0,2000,2000,0

Table E-30 New Zealand

Parameter Recommended Values

DialTone 1,31163,0,3307,0,1,0,0,0

BusyTone 1,31163,0,1657,0,0,4000,4000,0

ReorderTone 1,24916,0,3483,0,0,4000,4000,0

RingbackTone 102,31163,1316,30742,14743200,1600,3200,16000,0
SITTone 100,1,31163,1657,0,0,0,06©00,800,6000,3200,0,0,2,0

Table E-31 Norway

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,4000,4000,0
ReorderTone 1,30958,0,1757,0,0,2000,2000,0
RingbackTone 1,30958,0,3053,0,0,8000,32000,0
SITTone 1,30958,0,1757,0,0,2000,2000,0

Table E-32 Pakistan

Parameter Recommended Values

DialTone 1,31163,0,2947,0,1,0,0,0
BusyTone 1,31163,0,1657,0,0,6000,6000,0
ReorderTone 1,31163,0,1657,0,0,6000,6000,0
RingbackTone 1,30742,0,2083,0,0,8000,32000,0
SITTone 1,31163,0,1657,0,0,6000,6000,0
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Table E-33 Panama

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,2560,37200,0
ReorderTone 1,30958,0,1757,0,0,2560,37200,0

RingbackTone

1,30958,0,1971,0,0,8000,37200,0

SITTone

100,1,30958,3125,0,0,0,01240,1440,4000,1440,0,0,0,0

Table E-34 Peru

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,2000,2000,0
ReorderTone 1,30958,0,1757,0,0,2000,2000,0
RingbackTone 1,30958,0,1971,0,0,8000,32000,0
SITTone 1,30958,0,1757,0,0,2000,2000,0

Table E-35 Phillippines

Parameter Recommended Values

DialTone 1,30958,0,3125,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,4000,4000,0
ReorderTone 2,30466,28958,1398,1777,0,2000,2000,0
RingbackTone 1,30742,0,2083,0,0,8000,32000,0
SITTone 2,30466,27666,1398,2034,0,2000,2000,0

Table E-36 Poland

Parameter Recommended Values

DialTone 1,30958,0,3889,0,1,0,0,0
BusyTone 1,30958,0,5368,0,0,4000,4000,0
ReorderTone 1,30958,0,1697,0,0,4000,4000,0
RingbackTone 1,30742,0,8010,0,0,8000,32000,0
SITTone 1,30958,0,1697,0,0,4000,4000,0
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Table E-37 Portugal

Parameter Recommended Values
DialTone 1,30958,0,3889,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,4000,4000,0
ReorderTone 1,30958,0,1757,0,0,1600,1600,0

RingbackTone

1,30742,0,2083,0,0,8000,40000,0

SITTone

1,30958,0,1757,0,0,1600,1600,0

Table E-38 Russia

Parameter Recommended Values

DialTone 1,30958,0,3889,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,3200,3200,0
ReorderTone 1,30958,0,1757,0,0,1600,1600,0
RingbackTone 1,30742,0,2083,0,0,6400,25600,0
SITTone 1,30958,0,1757,0,0,1600,1600,0

Table E-39 Saudi Arabia

Parameter Recommended Values

DialTone 1,30958,0,3889,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,4000,4000,0
ReorderTone 1,30958,0,1757,0,0,4000,4000,0
RingbackTone 1,30958,0,1971,0,0,9600,36800,0
SITTone 1,30958,0,1757,0,0,4000,4000,0

Table E-40 Singapore

Parameter Recommended Values

DialTone 1,30958,0,3506,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,6000,6000,0

ReorderTone 1,30958,0,1757,0,0,2000,2000,0

RingbackTone 102,31163,3710,30742,41563200,1600,3200,16000,0
SITTone 1,30958,0,1757,0,0,20000,4000,0
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Table E-41 Slovakia

Parameter Recommended Values
DialTone 1,30958,0,3889,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,2640,2640,0
ReorderTone 1,30958,0,1757,0,0,1320,1320,0

RingbackTone

1,30958,0,1971,0,0,8000,32000,0

SITTone

1,30958,0,1757,0,0,1320,1320,0

Table E-42 Slovenia

Parameter Recommended Values

DialTone 101,30958,3125,0,0,2%500,2400,5600,6400,0
BusyTone 1,30958,0,1757,0,0,4000,4000,0
ReorderTone 1,30958,0,1757,0,0,1600,1600,0
RingbackTone 1,30958,0,1971,0,0,8000,32000,0

SITTone 1,30958,0,1757,0,0,1600,1600,0

Table E-43 South Africa

Parameter Recommended Values

DialTone 2,31415,30890,1919,2252,1,0,0,0

BusyTone 1,31163,0,1657,0,0,4000,4000,0

ReorderTone 1,31163,0,1657,0,0,2000,2000,0

RingbackTone 102,31415,1079,30890,12@63200,1600,3200,16000,0
SITTone 1,31163,0,1657,0,0,20000,4000,0

Table E-44 Spain

Parameter Recommended Values

DialTone 1,30958,0,4895,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,1600,1600,0

ReorderTone 100,1,30958,1757,0,0,0,01%00,1600,1600,4800,0,0,1,0
RingbackTone 1,30958,0,1757,0,0,12000,24000,0

SITTone 100,1,30958,1757,0,0,0,01300,1600,1600,4800,0,0,0,0
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Table E-45 Sweden

Parameter Recommended Values
DialTone 1,30958,0,3889,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,2000,2000,0
ReorderTone 1,30958,0,1757,0,0,2000,6000,0

RingbackTone

1,30958,0,1927,0,0,8000,40000,0

SITTone 101,3,24062,3640,14876,4778,5128%,3,2664,0,2664,0,2664,8000,0,0
CallWaitTone 1,30958,0,1757,0,0,1600,4000,11200
AlertTone 1,30467,0,4385,0,0,480,480,1920

Table E-46 Switzerland

Parameter Recommended Values

DialTone 1,30958,0,3506,0,1,0,0,0
BusyTone 1,30958,0,1757,0,0,4000,4000,0
ReorderTone 1,30958,0,1757,0,0,1600,1600,0
RingbackTone 1,30958,0,1927,0,0,8000,32000,0
SITTone 1,30958,0,1757,0,0,1600,1600,0

Table E-47 Taiwan

Parameter Recommended Values

DialTone 2,31537,30830,1833,2287,1,0,0,0

BusyTone 2,30466,28958,1398,1777,0,4000,4000,0
ReorderTone 2,30466,28958,1398,1777,0,2000,2000,0
RingbackTone 102,30830,1443,30466,15883200,1600,3200,16000,0
SITTone 2,30466,28958,1398,1777,0,2000,2000,0

Table E-48 Thailand

Parameter Recommended Values
DialTone 1,31163,0,2947,0,1,0,0,0
BusyTone 1,31163,0,1657,0,0,4000,4000,0
ReorderTone 1,30742,0,1856,0,0,2640,2640,0

RingbackTone

1,31163,0,1657,0,0,8000,32000,0

SITTone

100,1,31163,1657,0,0,0,0890,7200,2400,5600,0,0,5,0
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Table E-49 Turkey

Parameter Recommended Values

DialTone 1,30742,0,3301,0,1,0,0,0

BusyTone 1,30742,0,1856,0,0,4000,4000,0

ReorderTone 100,1,30742,1856,0,0,0,01%00,1600,4800,1600,0,0,2,0
RingbackTone 1,30742,0,2083,0,0,16000,32000,0

SITTone 1,30742,0,1856,0,0,1600,1600,0

Table E-50 United Kingdom

Parameter Recommended Values

DialTone 2,31537,30830,1833,2287,1,0,0,0

BusyTone 1,31163,0,1657,0,0,3000,3000,0

ReorderTone 100,1,31163,1657,0,0,0203200,2800,1800,4200,0,0,0,0
RingbackTone 102,31163,1173,30742,1314,2,3200,1600,3200,16000,0
SITTone 1,31163,0,2947,0,1,0,0,0

Table E-51 United States

Parameter Recommended Values

DialTone 2,31537,30830,1490,1859,1,0,0,0

BusyTone 2,30466,28958,1246,1583,0,4000,4000,0
ReorderTone 2,30466,28958,1246,1583,0,2000,2000,0
RingbackTone 2,30830,30466,793,862,0,8000,24000,0

SITTone 2,30466,28958,1246,1583,0,2000,2000,0

Table E-52 Venezuela

Parameter Recommended Values

DialTone 1,30958,0,3506,0,1,0,0,0

BusyTone 1,30958,0,1757,0,0,2000,2000,0

ReorderTone 1,30958,0,1757,0,0,2000,2000,0

RingbackTone 1,30958,0,1757,0,0,8000,32000,0

SITTone 1,30958,0,1757,0,0,2000,2000,0

Cisco ATA 186 and Cisco ATA 188d@maklephone Adaptor Adnistrator’'s Guide for SIP (version 3.
[ oL-4654-01 (-m



Appendix E Recommended Cisco ATA Tone Parameter Values by Qountry

Cisco ATA 186 and CBATA 188 Analog Bglhone Adaptor Admistirator's Guide for SIP (version 3.0)
| E-16 | oL-4654-01l



Numerics

10BaseT

A-law

AVT tones

C

category-3 cable

CED tone detection

GLOSSARY

10-Mbps baseband Ethernet specification using twis fd twisted-pair cabling (Categories 3, 4, or
5): one pair for transmitting data and the otherrBxeiving data. 10BASET, which is part of the
IEEE 802.3 specification, has a distance limit of approximately 328 feet (100 meters) per segment.

ITU-T companding standard us@dthe conversion between analog and digital signals in PCM
systems. A-law is used primarily in European telephone networks and is similar to the North American
p-law standard. See also companding and p-law.

Out-of-bound signaling as defined in RFC 2833.

One of five grades of UTP cabling described in the EIA/TIA-586 standard. Category 3 cabling is used
in 10BaseT networks and can transmit data at speeds up to 10 Mbps.

Called station identification. A tee-second, 2100 Hz tone generated by a fax machine answering a
call, which is used in the hand-shaking used tatse call; the response from a called fax machine to
a CNG tone.

CELP code excited linear prediction compression. Compression algorithm used in low bit-rate voice
encoding. Used in ITU-T Recommendations G.728, G.729, G.723.1.

CLIP Calling Line ldentification Presentation. Shows your identity to callers with Caller ID.

CLIR Calling Line Identification Restriction. Hidegur identity from callers with Caller ID.

CNG Comfort Noise Generation.

codec coder decoder. In Voice over IP, Voice over FeaRelay, and Voice over ATM, a DSP software
algorithm used to compress/degpress speech or audio signals.

companding Contraction derived from the opposite processesafpression and expansion. Part of the PCM
process whereby analog savalues are rounded logically to diste scale-step values on a nonlinear
scale. The decimal step number then is coded bintry equivalent prior to transmission. The process
is reversed at the receiving tdmal using the same nonlinear ssaCompare with compression and
expansion. See also a-law and p-law.
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compression

CoS

DHCP

dial peer

DNS

DSP

DTMF

E.164

endpoint

expansion

F

firewall

FolP
FQDN

FSK

The running of a data set through an algorithm tédtices the space requitedstore or the bandwidth
required to transmit the data set.i@mare with companding and expansion.

Class of service. An indication of how an upper-tagetocol requires a lower-layer protocol to treat

its messages. In SNA subarea routing, CoS definitions are used by subarea nodes to determine the
optimal route to establish a given session. A CoS definition comprises a virtual route number and a
transmission priority field.

Dynamic Host Configuration Protocol. Providesiachanism for allocating IP addresses dynamically
so that addresses can be reusén hosts no longer need them.

An addressable call endpoint. In Voice over IP @plthere are two types of dial peers: POTS and
VolP.

Domain Name System. System used on the Internet for translating names of network nodes into
addresses.

digital signal processor. A DSP segments the voice signal into frames and stores them in voice
packets.

dual tone multifrequency. Tones generated when a button is pressed on a telephone, primarily used in
the U.S. and Canada.

The international public telecommunications numbering plan. A standard set by the ITU-T which
addresses telephone numbers.

A SIP terminal or gateway. An endpoint can call and be called. It generates and/or terminates the
information stream.

The process of running a compressed data set through an algorithm that restores the data set to its
original size. Compare witbompanding and compression.

Router or access server, or several routers e@sacservers, designated as a buffer between any
connected public networks and a private networkréwall router uses accedists and other methods
to ensure the security of the private network.

Fax over IP
Fully Qualified Domain (FQDN) format “mydomain.com” or “company.mydomain.com.”

Frequency shift key.
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FXO

FXS

G.711

G.723.1

G.729A

gateway

H.245

H.323

ICMP

Glossary W

Foreignh Exchange Office. An FXO interface ceuts to the public switched telephone network
(PSTN) central office and is the interface offeredacstandard telephone. Cisco FXO interface is an
RJ-11 connector that allows an analog connectidtheaPSTN central office or to a station interface
on a PBX.

Foreign Exchange Station. An FXS interface connduestly to a standard telephone and supplies
ring, voltage, and dial tone. Cisco's FXS interfacansRJ-11 connector thatlows connections to
basic telephone service equipment, keysets, and PBXs.

Describes the 64-kbps PCM voice coding techniqu&.lfiL1, encoded voice &@ready in the correct
format for digital voice delivery in the PSTN tirough PBXs. Described in the ITU-T standard in
its G-series recommendations.

Describes a compression technique that can be used for compressing speech or audio signal
components at a very low bit rate as part ofHh&24 family of standards. This Codec has two bit
rates associated with it: 5.3 and 6.3 kbps. Tighéi bit rate is based on ML-MLQ technology and
provides a somewhat higher quality of sound. The lower bit rate is based on CELP and provides
system designers with additional flexibility. Deibed in the ITU-T standard in its G-series
recommendations.

Describes CELP compression where voice is codad8rkbps streams. There are two variations of
this standard (G.729 and G.729 Annex A) that differ mainly in computational complexity; both
provide speech quality similar to 32-kbps ADPCescribed in the ITU-T standard in its G-series
recommendations.

A gateway allows SIP or H.323 terminals tayoounicate with terminals configured to other

protocols by converting protocols. A gateway is the point where a circuit-switched call is encoded and

repackaged into IP packets.

An ITU standard that governs H.245 endpoint control.

H.323 allows dissimilar communitian devices to communicate widach other by using a standard
communication protocol. H.323 defines a comnsehof CODECSs, call setup and negotiating
procedures, and basic data transport methods.

Internet Control Message Protocol
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IVR

L
LDAP
LEC

Location Server

MGCP
MWI

H-law

NAT

NSE packets

NAT Server

NTP

Internet Protocol. Network layer protocol in the TCP/IP stack offering a connectionless internetwork
service. IP provides featurésr addressing, type-of-serviceegpfication, fragmentation and
reassembly, and security. Defined in RFC 791.

Interactive voice response. Termedsto describe systems that piderinformation in the form of
recorded messages over telephone lingssponse to user input in the form of spoken words or, more
commonly, DTMF signaling.

Lightweight DirectoryAccess Protocol
local exchange carrier.

A SIP redirect or proxy server uses a locatiorveeto get information about a caller’s location.
Location services are offered by location servers.

Media Gateway Control Protocol.
message waiting indication.

North American companding standard used in eosion between analog @uligital signals in PCM
systems. Similar to the European a-law. See also a-law and companding.

Network Address Translation. Mechanism for reducing the need for globally unique IP addresses.
NAT allows an organization withdalresses that are not globally unigoeconnect tdahe Internet by
translating those addresses into globally routalbldress spaces. Also known as Network Address
Translator.

Real-Time Transport Protocol (RTP) digit eveats encoded using the Named Signaling Event
(NSE) format specified in RFC 2833, Section 3.0.

Network Address Tranation. an Internet standard that elegha local-area network (LAN) to use one
set of IP addresses for internal traffic andecond set of addresses for external traffic.

Network Time Protocol. Protocol built on top BE€P that assures accurate local time-keeping with
reference to radio and atomic clodksated on the Internet. This protocol is capable of synchronizing
distributed clocks within milliseconds over long time periods.
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POTS

Proxy Server

PSTN

QoS

R

Redirect Server

Registrar Server

router

RTP

SCCP

SDP

Glossary W

Plain old telephone service. Bagelephone service supplying standard single-line telephones,
telephone lines, and access to the PSTN.

An intermediary program that acts as both a seawdra client for the purpesf making requests on
behalf of other clients. Requests are serviced internally or by passing them on, possibly after
translation, to other servers. A proxy interprets],afinecessary, rewrites a request message before
forwarding it.

Public switched telephone network.

Quiality of Service. The capability of a network to provide better service to selected network traffic
over various technologies, including Frame Reksynchronous Transfer Mode (ATM), Ethernet

and 802.1 networks, SONET, and IP-routed networks that may use any or all of these underlying
technologies. The primary goal of QoS is to provide priority including dedicated bandwidth,
controlled jitter and latency (required by some real-time and interactive traffic), and improved loss
characteristics.

A redirect server is a server that acceptsRr@quest, maps the address into zero or more new
addresses, and returns these addresses to the ktlgogs not initiate its own SIP request nor accept
calls.

A registrar server is a server thatcepts Register requests. A regisis typically co-located with a
proxy or redirect server and may offer location services.

Network layer device that uses one or moréring to determine the optimal path along which

network traffic should be forwarded. Routers forward packets from one network to another based on
network layer information. Occasionally called a gateway (although this definition of gateway is
becoming increasingly outdatedCompare with gateway.

Real-Time Transport Protocol. One of the IPv6 protocols. RTP is designed to provide end-to-end
network transport functions for applications tramitting real-time data, such as audio, video, or
simulation data, over multicast or unicast network services. RTP provides services such as payload
type identification, sequence numbering, tgt@nping, and delivery monitoring to real-time
applications.

Signaling connection control part.

Session Definition Protocol. An IETF protodolr the definition of Multimedia Services. SDP
messages can be part of SGCP and MGCP messages.
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SIP

SIP endpoint

SLIC

SOHO

TCP

TFTP

TN power systems

TOS

UAC

UAS

UDP

user agent

VAD

Session Initiation Protocol. Protocol developed by the IETF MMUSIC Working Group as an
alternative to H.323. SIP features are compliant with IETF RFC 2543, published in March 1999. SIP
equips platforms to signal the setup of voice and multimedia calls over IP networks.

A terminal or gateway that acts as a source or sink of Session Initiation Protocol (SIP) voice data. An
endpoint can call or be called, and it geates or terminates the information stream.

Subscriber Line Interface Circuit. An integratedcait (IC) providing cental office-like telephone
interface functionality.

Small office, home office. Networking solutioasd access technologies for offices that are not
directly connected to large corporate networks.

Transmission Control Protocol. Connection-orientesh$port layer protocol that provides reliable
full-duplex data transmission. TCP is part of the TCP/IP protocol stack.

Trivial File Transfer Protocol. Simplified version BTP that allows files to be transferred from one
computer to another over a network, usually without the use of client authentication (for example,
username and password).

A TN power system is a power distribution system with one point connected directly to earth (ground).
The exposed conductive parts of the installatiena@mnected to that jd by protective earth
conductors.

Type of service. See CoS.

User agent client. A client applitan that initiates the SIP request.

User agent server (or usagent). A server application that caats the user when a SIP request is
received, and then returns a response on beh#ikaiser. The response accepts, rejects, or redirects
the request.

User Datagram Protocol. Connectionless transpgedrlarotocol in the TCP/IP protocol stack. UDP
is a simple protocol that exchanges datagratisout acknowledgments or guaranteed delivery,
requiring that error processing and retransmissiohdralled by other protocols. UDP is defined in
RFC 768.

See UAS.

Voice activity detection. When enabl®n a voice port or a dial peer, silence is not transmitted over
the network, only audible speech. When VAD is enabled, the sound quality is slightly degraded but
the connection monopolizes much less bandwidth.
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voice packet Gateway platforms that enabigternet telephony service providers to offer residential and
gateway business-class services for Internet telephony.
VolP Voice over IP. The capability to carry normal telepiestyle voice over an IP-based Internet with

POTS-like functionality, reliability, and voice quality. VoIP enables a router to carry voice traffic (for
example, telephone calls and faxes) over an IP network. In VoIP, the DSP segments the voice signal
into frames, which then are coupled in groups af tmd stored in voice packets. VoIP is a blanket
term, which generally refers t0isco’s standard-based (for exampl.323) approach to IP voice

traffic.
X
XML eXtensible Markup Language. Designed to enable the use of SGML on the World-Wide Web. XML
allow you to define your own customized markup language.
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486 Busy Here respondemeout configuration 38
802.1Q VLAN ID 4,12

A

Action Identifiers 4

advanced audio configuration4
alphanumeric values 22

alternate gatekeeper requirement configuration settidiy
alternate NTP IP alfess configuration 12
AltGk parameter 16, 14

AIRNTPIP parameter 12

anonymity for called third party 11
Anonymous user namell, 12

ata.txt file 10

atadefault.cfg cofiguration file 17
atapname.exe Tool11

ata unique configuration file 3, 17
audio and call waiting tone mixing7
audio and call-waiting tone mixing43
audio configuration 4

audio configuration parameters30o
AudioMode parameter 32, 2, 6

audio operating mode 32
authentication 2,17, 18
authentication ID 18

B

backup proxy configuration parametet4
Bellcore (FSK) method 36

INDEX

Bellcore method for called ID 49
billable features 4
billable featureconfiguration 4
binary configuration file creation 10
blind-transfer corifjuration setting 36, 37
bootload
process 2
boot load behavior 2
BusyTone 61
BYE request 13

C

CallCmd parameter 37
Call Command behavior7
call commands

changing 1
caller ID 29,2
caller ID configuration setting 36
caller-ID-configuration setting 37
caller ID format 49
CallerldMethod parameter49
CallFeatures 35
call features 35
CallFeatures parameter3s
call forwarding

in Sweden 6

in United States 5

types 5
call forwarding configuration setting42
call forwarding setting removal5

Calling Line Identification Presentation35

calling line identification presentation (CLIP)6

| oL-4654-01

Cisco ATA 186 and Cisco ATA 188dgdklephone Aaptor Administrator's Guide for SIP (version 3.f§



W index

Calling Line Identification Restriction 35
calling line identification restriction
definition 6
in Sweden 7
in United States 7

Calling Line Identification Restriction(CLIR) 11

call-progress toes 53
Call-Progress tone parameters3, 59
Call-progress tones 13
call-progress tones 53
call return

in Sweden 6

in United States 6
call return configuration setting36
call-return configuration setting 37
call waiting 20

in Sweden 5

in United States 5
call-waiting caller ID 2
call-waiting-caller ID configuration setting37
call-waiting caller ID setting 36
call-waiting configuration setting 36, 37
call-waiting hang-up alert 5, 44
call-waiting period 40
call waiting ring timeout 38
call waiting tone 7
call-waiting tone 62
call waiting tone and audio mixing7
CallWaitTone 62
CANCEL request 13
CDP discovery setting 46
cfgfmt.exe tool 10, 15
CFGID 76
Cfglnterval parameter 6
Cisco ATA route stat configuration 9

Cisco ATA-specific configuration file 3

Cisco CallManager environment configuration settingL

Cisco Discovery Protocol (CDP)2
CLIP_CLIR 35

CLIP_CLIR setting 36, 37
CLIR 11
codec negotiation in sending faxi2
codecs 3
codec setting 3
Comfort 6
common parameters

configuration 9
conference call

in Sweden 4

in United States 4
conference warning-tone settingts
configurable reboot of Cisco ATA7
configurable reboot time 39
configurable time Ethernet is down before rebo@p
configuration

advanced audio 4

alphabetical listing of features with related
parameters 23

atadefault.cfg file 12
audio 4
authentication 2
billable features 4
call-progress tones 53
cfgfmt.exe tool 10, 15
codec 3
dial plan 7
features and related parameterz3
hook flash timing 7
methods
using TFTP and DHCP serverss, 9
Web-based 23, 25
Wed-based 26
mixing of call waiting tone and audio7
NAT/PAT translation 10
NAT gateway 9
network timing 10
on-hook delay 7
parameters
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AltGKk 16, 14
ARNTPIP 12
AudioMode 32,2,6
CallCmd 37
CallerldMethod 49
CallFeatures 35
Cfginterval 6
ConnectMode 41, 3
DHCP 8
DialPlan 64
DNS1IP 10
DNS2IP 11
Encryptkey 6, 14
FeatureTimer 38
GkOrProxy 2, 16, 13
LoginIDO 17
LoginID1 18
MAXRedirect 2
MediaPort 9, 30
MediaPort parameter2
NATIP 2,9, 21,43
NatServer 22
NatTimer 22
network timing 10
NPrintF 73
NTPIP 11
NumTxFrames 34
OpFlags 45
Polarity 51
PWDO 16

PWD1 17
RxCodec 31
SigTimer 40

SipOutBoundProxy 2, 16, 21

SIPPort 9, 19
SIPPort parameter2
SIPReginterval 2, 19
SIPRegOnN 2,20
Staticlp 9
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StaticNetMask 10
StaticRoute 9
TftpURL 5
TimeZone 48
TraceFlags 73

TxCodec 31
uiDO0 15
UiD1 16

UlPassword 4, 14
UselLoginlD 18
UseTFTP 5
VLAN Setting 12
refresh interval 3
repeat dialing on busy signali4
required parametersi
services and related parameterz3
silence suppression6
SipOutBoundProxy support16
SIP proxy server redundancyl6
timeout on no answer for call forwarding0
timing 10
tones 53
VIA header 13
configuration changes taking effect
configuration files generated13
configuration in a non-TFTP server environmemnt
configuration in a TFTP server environmert
configuration-method parameters
configuration update interval6
configuring seconds between registration renewal
congestion tone 61
ConnectMode parameter41, 3
Context-ldentifiers 3, 4
converting MAC address to hexadecimal formatt
convert unique configuration file to binary formaé

creating a text configuration file9
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DialPlan parameter 64

D .
dial plans 64
debugging 4 dial plan syntax 65
debugging, preserv.exe program DialTone 60
debugging diagnostics direct IP-to-IP calls 15
TraceFlags 7 disabling access to Web interfacée
Default 2 disabling CDP discovery 4
default boot load behavior2 disabling use of DHCP server21
default configuration file 17 disabling VLAN encapsulation 4
default values 9, 2 disabling VLAN IP encapsulation3
device hostname 47 DisPlayNameO 29
DHCP DisplayNamel 29
disabling 8 display name for caller ID 8
enabling 8 display name parameters9
DHCP discovery message46 display of hardware information9
DHCP option 12 47 Diversion header 12, 44
DHCP option 150 18, 46 DNSL1IP parameter 10
DHCP option 66 18 DNS2IP parameter 11
DHCP options 19 DNS A-record query performedi14
DHCP parameter 8 DNS SRV 45
DHCP server DNS SRV lookup 9
configuration without using DHCP 20 DNS SRV performed 14
if not under control of Cisco ATA administrator19 DNS SRV support 9
DHCP server-supplied TFTP configuration filename used downloading Cisco ATA software from CCOv, 8
configuration setting 46 DTMF Method
DHCP server usage18 always out-of-band setting33
Diagnostic 73 by negotiation 33
diagnostics 7 in band setting 33
SyslogCtrl 75 DtmfMethod configuration settings33
SysloglP 74 DTMF method for caller ID 49
types of messages to trac&s dynamic payload type 41
diagnostics for debugging7
DialPlan 7
dial plan blocking 66 E
Dial Plan Commands 65 electrical specifications 2
dial plan configuration 7 enabling SIP registration2
dial plan examples 70 enabling user-specified voice VLAN 1D4
dial plan exceeding 199 characters2 EncrpytKeyEx parameter7
DialPlanEx parameter 72 encryption 12
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encryption key 6

encryption parameter 4
EncryptKey parameter 6, 14
entering alphanumeric value2
environmental specifications2
establishing IP connectivity 20
Ethernet ports 6

ETSI method for caller ID 49
example configuration text file 2

F

factory default reset 23
failback to primary proxy 15
fax CED tone detection configuration setting3
fax mode 1,6

configuration

per-call basis 7

G.711 codec only setting36, 37

no fax tone detection setting36, 37

no silence supgssion setting 36, 37
fax mode configuration 6, 7
fax mode configuration settings36
fax-mode configuration settings37
fax pass-through 42

G.711p-law 42

G.711 A-law 42
fax pass-through mode1l
fax pass-through mode, enabling, 5
fax Pass-through mode configuration
fax pass-through redundanconfiguration setting 42
fax relay, disabling 5
fax services 1
fax services, debugging7, 9
features and related parameterz3
FeatureTimer2 parameter39
FeatureTimer parameter38
forgotten password 4
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forward-on-busy setting 36, 37
forward-on-no-answer setting36, 37
forward-unconditionally setting 36, 37
frames per packet configuratiord4
frequently asked questionsi4

Full cone NAT 18

Function button 1, 2

function button 6, 3
FXSInputLevel 52
FXSOutputLevel 52

FXS ports 6

G

G.711 silence suppression configuratiod3
G.723.1 32

G.726-32kbps 32

G.729 32

generated configuration files13
generating binary configuration file10
GkOrProxy parameter 2, 16, 13
Greenwich Mean Time offset48

H

h245 tunneling configuration settings1
hardware information display 9

hook flash time 41

hook-flash timing 7

hook flash timing configuration 7
Hotline/Warmline 67

HTTP refresh 46

HTTP reset 47

include command 10
input level of FXS ports 52
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procedure 3
INVITE request 44
IP address static configuratiord
IP dial plan configuration 72
ITUG.711 6

MsgRetryLimits parameter 24

K

keepalive mechanism for a SIP sessidry
keep-alive packets 23

L

Lightweight Directory Access Protocol (LDAP)3
line polarity 51

local tone playout reporting 10

LoginIDO parameter 17

LoginIlD1 parameter 18

log listings 3,5, 8, 14

low-bit-rate codec 33

low-bit-rate codecs 32

M

MAC address 11

making configuration changes after boot upl
maximum number of digits in phone numbes0
maximum number of times to try redirectior?
maximum redirects to another numbez0
MAXRedirect parameter 2

MediaPort 9

MediaPort parameter2, 30
message-waiting-indication setting6, 37
message waiting indicators0

methods supported9

minimum required interval for SIP session time28
mixing of call waiting tone and audio7

N

NAT/PAT translation 10

NAT/PAT translation configuration 10
NAT gateway configuration 9

NATIP 9,21

NATIP auto-mapping 23

NATIP parameter 2, 21, 43

NATs 18

NatServer 19

NatServer parameter22

NatTimer 19

NatTimer parameter 22

Network Address Translation (NAT)9
network configuration parameterss
network requirements 2

network status 11, 12

network timing 10

network timing configuration 10
no-answer timeout 40

non-dotted hexadecimal MAC address locatiaro
normal start connection mode setting1
NPrintf 7

NPrintF parameter 73

NTP IP address configuration11
NTPIP parameter 11

NumTxFrames parameter34

O

obtaining network status11, 12

obtaining non-dotted hexadecimal MAC address of Cisco

ATA 10
on-hook delay 7
on-hook delay before call is disconnectes
on-hook delay configuration7
operating parameters35
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Operational 35

OpFlags parameter45
outbound proxy server21
output level of FXS ports 52

P

paid features 36
parameters
audio configuration 30
FeatureTimer2 39
MsgRetryLimits 24
SIP session timer 26
SiTone 63
parameters and defaultsi4, 1
parameters for configuration method
parameter types 1
password 4
password for Phone 1 portl6
password for Phone 2 porti7
phone service status using HTTR7
physical interfaces 2
physical specifications 1
placing call without using SIP proxy15
Polarity 51
polarity 51
Polarity parameter 51
polarity reversal beforand after Caller ID signal 50
polarity reversal before and after caller ID sign&b
port
incoming SIP requestsi19
outgoing SIP requests19
RTP media 30
port for debug messages
configuration 73
port for incoming SIP requests2
port restricted cone NAT 18
primary domain name serverl0

priority value 6

Index W

privacy field of Diversion header44

privacy options 10

privacy token support for Diversion headet2
Private Line Automatic Ringdown (PLAR)67
Progress Indicator configuration setting2
progress tones 13

proxy server 4

proxy server for all outbound SIP requests
prserv 9, 10

PWDO parameter 16

PWD1 parameter 17

R

reboot 7

reboot time configuration 39
received= tag in VIA header43
receiving-audio codec settings31
redialing timeout 38

redirection attempts 2

redirect server 4

redirects to another number0
redundancy 12

redundant proxy support for BYE/CANCEL Requesit3
refreshing the Cisco ATA 27

refresh interval 3, 6

refresh-interval configuration 6
refresh procedure 11

REGISTER message configuration2
registrar address2

registrar server 4
registration-renewal configuration setting2
registration renewal incrementL9
registration server 14

registration with authentication3
registration without authentication2
re-INVITE method 17

reorder delay 40

Reorder Tone 61
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reorder tone 56, 61
ReorderTone parameters6
reorder tone parameter exampl&7, 58
repeat dialing on busy signali4
reporting
local tone playout 10
RTP statistics 13
required parametersi
resetting the Cisco ATA 27
resetting the Cisco ATA to factory default23
restricted cone NAT 18
retry timeout 38
reviewing default router for Cisco ATA to use22
reviewing subnet mask of Cisco ATA22
review IP address of Cisco ATA21
Ringback Tone 62
ringback tone configuration setting42
ringer cadence pattn configuration 64
ringing characteristics 3
ring loads 14
ring timeout 40
RJ-45 LED
Cisco ATA 186 6
Cisco ATA 188 6
rtpcatch 12,13, 14, 16, 18, 20
RTP frames 13
RTP media port 2, 30
RTP packets 13
RTP payload type 41
RTP statistics 13
RTP statistics reporting 13

RxCodec parameter31

S

safety recommendations2
sample configuration text file 9
secondary domain hame serverl
sending SIP requests24

sending SIP responsex4
send special character 19
send special character B0
services

basic 8

supplemental 10
services and related parameterz3
Session-Expires value29
session timing 17
setting a password4
setting the codec 3
signaling data packets34
signaling image upgrade27
SigTimer 40
SigTimer parameter 40
silence suppression6

Simple Traversal of UDP through NAT (STUN)
support 18

SIP 2,3

advanced features3

call flow scenarios 2

clients 4

request methods1

servers 4
sip_example.txt file 10
sip_example.txt sample configuration file&
sip_example.txt text file 2
SIP call return configuration setting42
SIP INVITE messages 12
SipOutBoundProxy parameter, 16, 21
SipOutBoundProxy support configuratiorié
SIPPort 9
SIPPort parameter2, 19
SIP proxy not used for call 15
SIP proxy server addres
SIP proxy server configuration parametet3
SIP Proxy Server redundancyl6
SIPRegInterval 19
SIPReglnterval parameter2, 19
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SIP registration 2 common 1

SIP registration enabled20 symmetric NAT 18

SIPRegOn parameter2, 20 syslog 6

SIP requests 24 IP address 6

SIP responses 24 priority value 6

SIP session interval 28 tag 6

SIP session refreshes8 time_offset 6

SIP Session Timer 17 SyslogCtrl 75

SIP session timer 26 SysloglP 74
minimum required interval 28 system diagnostics 6

SIP session timer parameterg6é
SIP to SIP call with authentication12

SIP to SIP call without authentications T

SITone parameter 56 TFTP server IP addressl18

SITtone parameter 63 TFTP server IP addresor URL specification 5
software download from CCO7, 8 TFTP server name 18

software specifications (all protocolsB TFTP server usages

special information tone 56, 63 TftpURL parameter 5

specifying a preconfigured VLAN ID 3 three-way calling configuration setting3é
specifying number of attempts at sending SIP requeas three-way-calling configuration setting37
specifying VLAN CoS bit value (802.1P priority) for UDP timeout configuration for failback 15

packets 4
specifying VLAN CoS bit value for TCP packets

timeout on no answer for call forwarding0

timeouts
staerard payl-oad-type41- redialing 38
statically configuring various IP addresse® retry 38

StaticlP 20 : N .
time-stamping incoming calls 48

StaticlP parameter 9

StaticNetMask 20

StaticNetMask parameter10

time zone configuration 48
TimeZone parameter 48

timing configuration 10
static network-router-probing configuration setting6

StaticRoute 20, 9

tone

reorder 56

icR rameter
StaticRoute parameter9 tone parameters53, 54

status of phone servicesl7

tone parameter syntax
strongest encryption key7
STUN 23

stuttering dial tone 19

basic format 53
extended formats 54

tones 13,53

subnet mask static configuratiorno
syntax 53

supplementary services . .
PP y trace-features configuration73

cancelling 1
g TraceFlags parameter73
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transfer with consultation 36

transfer-with-consultation configuration setting7

transmitting-audio codec settingss1
troubleshooting

general tips 1

installation 3

upgrade issues 3

two-way cut-through configuration settingt1

TxCodec 31
TxCodec parameter 31
Type of Service (ToS) bits 34

U

UIDO parameter 15
UID1 parameter 16
UlPassword parameter4, 14
UlPassword promt configuration setting!8
unconditional call forwarding 19
unique configuration file 10, 17
upgrading firmware from TFTP serven
upgrading software

using executable file 2
upgrading software from TFTP servel
upgrading the signaling image27
UselLoginlD 18
UselLoginID parameter 18
User agent client (UAC) 3
User agent server (UAS)3
user configurable timeout20
User ID 15, 16
User Interface (Ul) Parameterst
UseTFTP parameters
Using 12

\Y,

version parameter 76

version parameter for configuration file76
VIA header 13
visual message waiting indicators0

VLAN CoS bit value (802.1P priority) for TCP
packets 12

VLAN CoS bit value (802.1P priority) for UDP
packets 12

VLAN ID 12
VLAN ID example 4
VLAN IP encapsulation setting 46
VLAN-related parameters 3
VLAN Setting parameter 12
VLAN tagging 2
voice configuration menu 21
voice data packets34
Voice Menu Codes
configuration parameters2
information options 1
software upgrade 4
voice prompt confirmation bit settings47, 48

Voice prompt confirmation for call waiting and call
forwarding 20

w

WAN address of attached router/NAT2, 21
warnings
circuit breaker (15A) 5
installation 2
lightning activity 2
main disconnecting device2
No. 26 AWG 5
product disposal 2
web configuration disabling 46
Web interface access disabled

X

XML configuration page 22

[l Cisco ATA 186 and Cisco ATA 188 Analog TelephoneoAdaministrator's Guide for SIP (version 3.0)

OL-4654-01l



Index W

XML pages for Ciso ATA information 22

Cisco ATA 186 and Cisco ATA 188d@maklephone Aaptor Administrator's Guide for SIP (version 3.
[ oL-4654-01



W index

Cisco ATA 186 and Cisco ATA 188 Analog Telephon&Adaiministrator’'s Guide for SIP (version 3.0)
[ IN-12 | oL-4654-01l



	Cisco ATA 186 and Cisco ATA 188 Analog Telephone Adaptor Administrator’s Guide for SIP (version 3.0)
	Contents
	Preface
	Overview
	Audience

	Cisco Analog Telephone Adaptor Overview
	Session Initiation Protocol (SIP) Overview

	Installing the Cisco ATA


