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• Reset Password, on page 159
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Activate SAN Zone Set
Summary

Activate a SAN zone set for a Nexus device.
Description

This task activates or de-activate a SAN zone set on a Nexus device. If the Activate option is enabled,
then a rollback deactivates and removes the zone set from the ACTIVE list. Once the zone set is removed
from the ACTIVE list, the device restarts the zone merge process. If the Disable Rollback option is
selected, rollback is not permitted.

Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

YnetworkSANZone
SetIdentity

Select one or more SAN Zone setSAN Zone Set

Check this option to activate a zone set. By
default, this field is checked. Performing
rollback reactivates the zone set

Activate

Check this option if the SAN zone mode is
enhanced. By default, this field is unchecked.

Commit San Zone

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

networkSANZoneSet
Identity

Identity for San Zone Set.OUTPUT_SANZONE_SET_
IDENTITY

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC
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Add IP ACL Rule
Summary

Add an IP rule to an ACL.
Description

This task adds an IP rule to an access control list (ACL) on the device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

Ygen_text_inputChoose an ACL nameACL Name

gen_text_inputChoose a permit or deny action for the ruleAction

gen_text_inputChoose a protocol for the rule. Valid values are
tcp, udp, ip and ipv6.

Protocol

gen_text_inputChoose a source type. Valid values are any,
network prefix, network address and host.

Source Type

Ygen_text_inputEnter a source network prefix for IPv4 in the
format A.B.C.D/LEN or IPv6 in the format

Source Network
Prefix

X:X:X:X:X:X:X:X/LEN. For example: 10.23.2.
4/8 or ab:23:45:fg:kj:ty:99:78/15

Ygen_text_inputEnter a source network address for IPv4 in the
format A.B.C.D or IPv6 in the format

Source Network
Address

X:X:X:X:X:X:X:X. For example: 10.23.2.4 or
ab:23:45:fg:kj:ty:99:78.

Ygen_text_inputEnter source wildcard bits in the format A.B.C.
D. Not applicable to IPv6. For example: 10.20.2.
3.

SourceWildcard Bits

Ygen_text_inputEnter a source host addres for IPv4 in the format
A.B.C.D or IPv6 in the format

Source Host Address

X:X:X:X:X:X:X:X. For example: 10.23.2.4 or
ab:23:45:fg:kj:ty:99:78.

gen_text_inputChoose a destination type. Valid values are any,
network prefix, network address and host. The
default is any.

Destination Type

Ygen_text_inputEnter a destination network prefix for IPv4 in the
format A.B.C.D/LEN or IPv6 in the format

DestinationNetwork
Prefix

X:X:X:X:X:X:X:X/LEN. For example: 10.23.2.
4/8 or ab:23:45:fg:kj:ty:99:78/15.

Ygen_text_inputEnter a destination network address for IPv4 in
the format A.B.C.D or IPv6 in the format

DestinationNetwork
Address
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MandatoryMappable To
Type

DescriptionInput

X:X:X:X:X:X:X:X. For example: 10.23.2.4 or
ab:23:45:fg:kj:ty:99:78.

Ygen_text_inputEnter the destination wildcards in the format A.
B.C.D. Not applicable to IPv6. For example: 10.
20.2.3.

DestinationWildcard
Bits

Ygen_text_inputEnter a destination host address for IPv4 n the
format A.B.C.D or IPv6 in the format

Destination Host
Address

X:X:X:X:X:X:X:X. For example: 10.23.2.4 or
ab:23:45:fg:kj:ty:99:78.

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputACL onwhich selected operation performed.OUTPUT_ACL_NAME

nxosVDCIdentityTheVDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC

networking_nxos_ip_acl_
info

ACL name ip on which selected operation
performed.

OUTPUT_IP_ACL_NAME_
IDENTITY
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Add MAC ACL Rule
Summary

Add a MAC rule to an ACL.
Description

This task adds a media access control (MAC) rule to an access control list (ACL) on the device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ygen_text_inputChoose an ACL nameACL Name

gen_text_inputChoose a permit or deny action for the rule.
The default value is permit.

Action

gen_text_inputChooose a source type. Valid values are any
or source MAC address. The default value is
any.

Source Type

Ygen_text_inputEnter a source MAC address. For example: E.
E.E or EE-EE-EE-EE-EE-EE or
EE:EE:EE:EE:EE:EE or EEEE.EEEE.EEEE.

Source MAC address

Ygen_text_inputEnter source wildcard bits. For example: E.E.
E or EE-EE-EE-EE-EE-EE or
EE:EE:EE:EE:EE:EE or EEEE.EEEE.EEEE.

Source wildcard bits

gen_text_inputChoose the destination type. Valid values are
any or destination MAC address. The default
value is any.

Destination Type

Ygen_text_inputEnter a destinationMAC address. For example:
E.E.E or EE-EE-EE-EE-EE-EE or
EE:EE:EE:EE:EE:EE or EEEE.EEEE.EEEE.

Destination MAC
address

Ygen_text_inputEnter destination wildcard bits. For example:
E.E.E or EE-EE-EE-EE-EE-EE or
EE:EE:EE:EE:EE:EE or EEEE.EEEE.EEEE.

Destination wildcard
bits

vlanIDChoose a VLAN IDVLAN ID

Select this option to copy running configuration
to startup configuration

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter onwhich the selected
operation was performed

DATACENTER
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TypeDescriptionOutput

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputACL onwhich selected operation performed.OUTPUT_ACL_NAME

nxosVDCIdentityTheVDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC

networking_nxos_mac_
acl_info

ACL name mac on which selected operation
performed.

OUTPUT_MAC_ACL_
NAME_IDENTITY

Cisco Network Tasks
9

Cisco Network Tasks
Add MAC ACL Rule



Add Member To SAN Zone
Summary

Add a member to a zones on a Nexus device.
Description

This task adds a member to the SAN zone on a Nexus device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

YnetworkSANZone
Identity

Select a SAN ZoneSAN Zone

gen_text_inputChoose any of the listed types: pWWN,
FCALIAS, devicealias. If this field is left blank,
the value defaults to pWWN.

Type

Ygen_text_inputEnter the value for the member in this format:
hh:hh:hh:hh:hh:hh:hh:hh. For example:
11:11:11:11:11:11:11:11.

Member

Check this option if the device supports
smartzoning to enable it in the VSAN. By
default this field is unchecked

Prefer SmartZoning
Zone

Check this option if the SAN zone mode is
enhanced. By default, this field is unchecked

Commit San Zone

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

networkSANZoneIdentityIdentity for San Zone.OUTPUT_SANZONE_
IDENTITY

gen_text_inputSan Zone Member Configured.OUTPUT_SANZONE_
MEMBER

gen_text_inputSan Zone Type Configured.OUTPUT_SANZONE_TYPE
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TypeDescriptionOutput

gen_text_inputSmart Zone Type Configured.OUTPUT_SMARTZONE_
TYPE

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC

FCAliasIdentityFC alias on which selected operation
performed.

OUTPUT_SAN_FC_ALIAS

networking_san_device_
alias_identity

Device alias on which selected operation
performed.

OUTPUT_SAN_DEV_ALIAS
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Add Physical Network Account
Summary

Add a physical network account.
Description

This task adds a physical network account.
Inputs

MandatoryMappable To TypeDescriptionInput

Ygen_text_inputPod Name

gen_text_inputEnter any of the listed device
categories: Cisco ASA or Cisco

Device Category

Nexus OS. If this field is left blank,
the value defaults to Cisco ASA

Ygen_text_inputDevice IP

Ygen_text_inputProtocol

Ygen_text_inputPort

Ygen_text_inputUsername

Ygen_text_inputPassword

Provide an enable password for the
network device

Enable Password

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputDevice Inventory StatusDEVICE_INVENTORY_
STATUS
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Add SAN Zone to Zone Set
Summary

Add a SAN zone to a zone set on a Nexus device.
Description

This task adds a zone to a SAN zone set on a Nexus device.
Inputs

MandatoryMappable ToTypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

YnetworkSANZone
SetIdentity

Select a SAN Zone setSAN Zone Set

YnetworkSANZone
Identity

Select one or more SAN ZoneSAN Zone

Check this option if the SAN zone mode
is enhanced. By default, this field is
unchecked.

Commit San Zone

Check this option to reactivate zoneset
during rollback. By default, this field is
unchecked.

Reactivate Zoneset during
Rollback

Check this option to copy the the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

networkSANZoneSet
Identity

Identity for San Zone Set.OUTPUT_SANZONE_SET_
IDENTITY

networkSANZoneIdentityIdentity for San Zone.OUTPUT_SANZONE_
IDENTITY

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC
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Add or Update Username and Password
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputProvide a user nameUser Name

YpasswordProvide a passwordPassword

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

password_reset_usernamePassword Reset User NameOUTPUT_USERNAME
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Allocate Port To VDC
Summary

Allocate a physical port to a VDC.
Description

This task allocates a physical port to a virtual data channel (VDC) on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

YnxosVDCIdentitySelect a VDC nameVDC Name

Ygen_text_inputEnter one or more ports to be allocated,
separated with commas. For example:
ethernet1/4, ethernet1/5.

Select Port

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

networking_device_
interface

Network device interface on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE_INTERFACE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Assign FC Port to VSAN
Summary

Assign an FC port to a VSAN.
Description

This task makes an FC (Fiber Channel) port a member of a virtual storage area network (VSAN) on a
network device.

Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ygen_text_inputChoose a FC port for VSAN assignment.
For example: vfc1 or vfc2.

Select FC Port

fc_port_nameSelect a FC port for VSAN assignment.Select FC Port

YvsanIDChoose the VSAN ID. Valid range is 2 to
4094.

VSAN ID

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

gen_text_inputName of port on which selected operation was
performed.

PORT_NAME

vsanIDVSAN ID on which the selected operation was
performed

VSAN_ID

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Assign Port to Port Channel
Summary

Assign an ethernet port to a port channel.
Description

This task adds an ethernet port to a port channel on a network device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ygen_text_inputSelect a port to assign to a port channel.
For example: Ethernet1/1.

Select Port

Ygen_text_inputSelect a port channel to assign port.Select Port Channel Name

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

gen_text_inputName of port on which selected operation was
performed.

PORT_NAME

gen_text_inputPort channel namePORT_CHANNEL_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Assign Static MACAddress
Summary

Assign a static MAC address for a layer 3 interface on a Nexus device.
Description

This task assigns a static MAC address entry for a layer 3 interface on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ynetworking_device_
interface

Select a portSelect Port

Ynetworking_device_macSelect a MAC addressMAC Address

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field

is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

networking_device_
interface

Network device interface on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE_INTERFACE

networking_device_macNetwork device MAC Address on which
selected operation performed.

OUTPUT_NETWORKING_
DEVICE_MACADDRESS

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC
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Assign VLAN to Group
Summary

Assign a VLAN to a UCS Director group.
Description

This task assigns a VLAN on a device to a UCS Director group.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

YvlanIDChoose the VLAN ID. The valid range is
between 1 and 3967 or 4048 and 4093.

VLAN ID

Check this option to allow resource
assignment to users. By default, this field is
unchecked.

Assign To Users

YuserGroupChoose the group to assign to VLANUser Group ID

gen_text_inputEnter commentsComments

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC

vlanIDVLAN ID on which the selected operation was
performed

VLAN_ID
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Assign VXLAN to PortProfile
Summary

Assign a VXLAN port profile to a Nexus device.
Description

This task assigns a VXLAN on the Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputSelect the domain name for the VXLAN
bridge.

Bridge Name

Ygen_text_inputChoose the port profile name.Select Port Profile

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

infra_network_port_
profile_name

Name of the port profile on which the selected
operation was performed

PORT_PROFILE_NAME
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Associate Private VLAN
Summary

Associate a private VLAN on a device.
Description

This task associates the primary and secondary VLAN on a Nexus device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

YvlanIDChoose the primary VLANPrimary VLAN ID

YChoose an action to perform on
PVLAN: add or remove. Default is
add.

Action

YvlanIDCheck one or more secondary VLANsSecondary VLAN ID

Select this option to copy running
configuration to startup configuration

Check this option to copy the
running configuration to the
startup configuration. By default,
this field is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vlanIDPrimary VLAN ID on which the selected
operation was performed

PRIMARY_VLAN_ID

vlanIDSecondary VLAN ID on which the selected
operation was performed

SECONDARY_VLAN_ID

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Associate VFC Interface
Summary

Associate a VFC on a Nexus device to a VSAN.
Description

This task associates a virtual fiber channel (VFC) to a VSAN on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputChoose the VFC IDVFC Id

Ygen_text_inputEnter the VSAN ID in this format:
datacenter@device_ip@vsan_id. For
example:DefaultPod@172.29.195.162@10.

VSAN Id

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Associate VSAN to VLAN
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

YvlanIDSelect a VLAN IDVlan

Ygen_text_inputEnter the VSAN ID in this format:
datacenter@device_ip@vsan_id. For
example: DefaultPod@172.29.195.162@10.

VSAN Id

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

InfraNetwork
VLANIdentity

Identity for device vlanOUTPUT_DEVICE_VLAN_
IDENTITY

vsanIDVSAN ID on which the selected operation
was performed

VSAN_ID

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Clear SAN Zone Lock
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

YvsanIDSelect VSAN ID to clear zone lockVSAN Id

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

vsanIDVSAN ID on which the selected operation was
performed

VSAN_ID

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Configure Access
Summary

Configure access on an ethernet or port channel interface.
Description

This task configures access on an ethernet or port channel interface on a network device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ynetworking_device_
interface

Select a port.Select Port

YvlanIDSelect an Access VLAN.Access VLAN

gen_text_inputChoose a port type for spanning tree
protocol use. Port types are edge, network
and normal. The default is edge.

STP Port Type

gen_text_inputEnter an additional description to the
configure access.

Description

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

gen_text_inputAccess VLAN ID on which the selected
operation was performed

ACCESS_VLAN_ID

gen_text_inputName of port on which selected operation was
performed.

PORT_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC

networking_device_
interface

Network device interface on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE_INTERFACE
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Configure Feature
Summary

Configure a feature on a Nexus MDS device.
Description

This task configures a feature on a Cisco Multilayer Director (MDS) device.
Inputs

MandatoryMappable ToTypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

YCheck or uncheck this option to enable or
disable the feature. By default, this field is
unchecked.

Feature

Ynetworking_device_
feature

Select the name of the feature to configureFeature Name

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Configure Host Name
Summary

Configure a host name on a Nexus device.
Description

This task configures a host name on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ygen_text_inputEnter a Host Name.Host Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_device_host_
name

Host Name on which the selected operation
was performed

HOST_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Configure MACAddress Table
Summary

Configure MAC address table parameters.
Description

This task configures the MAC address table parameters, including aging time and learning mode.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputEnter the agent time for the Mac address
table in seconds. Enter 0 to disable. The

Age Time

range is from 120 to 918000 in increments
of 5. For example: 255.

InfraNetwork
VLANIdentity

Select a VLAN IDVLAN ID

gen_text_inputChoose the learning mode for the vlansVLAN Learn mode.

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Configure MST
Summary

Configure the MST mode of the spanning tree protocol for a Nexus device.
Description

This task configures multiple spanning tree (MST) mode for the spanning tree protocol on a Nexus
device.

Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

YCheck this option to enable or disable spanning
tree MST mode. By default, this field is
unchecked.

Enable MST

Ygen_text_inputSpecify the MST name to configureName

Ygen_text_inputEnter the revision of the MST as an integer
between 0 and 65535.

Revision

gen_text_inputEnter the hello time for the MST protocol. The
valid range is 1 to 10. The hello time is the wait

Hello Time

time in seconds between broadcast of
configuration BPDUs.

gen_text_inputEnter the forward time for the MST between 4
and 30. The forward time is the forward delay
timer period, in seconds.

Forward Time

gen_text_inputEnter the maximum hop count for the MST
between 1 and 255

Max Hop Count

gen_text_inputEnter the maximum age for the MST between
6 and 40

Max Age in seconds

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Configure MST INSTANCE
Summary

Configure the MST Instance for the STP on a Nexus device.
Description

This task configures multiple spanning tree (MST) mode on an interface for the spanning tree protocol
configuration on a PORT.

Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputProvide an MST instance ID to be
configured. The valid range is 1 to 4094.

MST Instance

Ygen_text_inputProvide a VLAN ID or range. Valid values
are between 1 and 4094.

VLAN

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Configure PVST
Summary

Configure the PVST mode of the spanning tree protocol for a Nexus device.
Description

This task configures per VLAN spanning tree (PVST) mode for the spanning tree protocol.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose the networking deviceSelect Device

YCheck this option to enable or disable the
spanning tree PVST mode. By default, this field
is unchecked.

Enable PVST

gen_text_inputProvide a VLAN ID or range. Valid values are
between 1 and 4094.

VLAN

YCheck this option to enable or disable the
spanning tree PVST in root mode. By default,
this field is unchecked.

PVST Root Mode

YCheck this option to enable or disable the
spanning tree PVST in root mode as primary. By
default, this field is unchecked.

PVST Root Mode
Primary

gen_text_inputEnter the maximum number of bridges between
any two end nodes. Valid range is 2 to 7.

Diameter

gen_text_inputEnter the wait time in seconds between
successive BPDU transmissions. Valid range is
1 to 10.

Hello Time

gen_text_inputChoose Priority for the PVST protocolPriority

gen_text_inputChoose Path Cost for the PVSTPathCost.

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE
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TypeDescriptionOutput

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Configure Port
Summary

Configure a Port on a Nexus device.
Description

This task configures a port on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputChoose a port.Select Port

gen_text_inputProvide the port descriptionDescription

Check or uncheck this option to enable or
disable the port. By default, this field is
checked.

Enable

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputName of port on which selected operation was
performed.

PORT_NAME

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC

networking_device_
interface

Network device interface on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE_INTERFACE
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Configure Port License
Summary

Configure a port license for an MDS device.
Description

This task configures a port license for a Nexus multilayer director (MDS) device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputChoose a port.Select Port

Check this option to acquire the license.
By default, this field is checked.

Acquire

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE
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Configure Private VLAN Port
Summary

Configure a port with private VLANs.
Description

This task configures a port with a primary and secondary private VLAN.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

Ygen_text_inputChoose the port to configure private VLAN.
For example: Ethernet1/23.

Select Port

YChoose a private VLAN port typeType

YvlanIDChoose the primary VLANPrimary VLAN ID

YChoose an action to perform on PVLAN: add
or remove. By default add is selected.

Action

YvlanIDCheck one or more secondary VLANSecondary VLAN ID

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vlanIDVLAN ID on which the selected operation was
performed

VLAN_ID

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Configure Private VLAN Port Profile
Summary

Configure a port profile with private VLANs.
Description

This task modifies a port profile with private primary and secondary VLANs configured on it.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

Ygen_text_inputEnter the port profile namePort Profile Name

YChoose a port profile type: Ethernet or
Vethernet. By default Vethernet is selected.

Port Profile Type

Check this to create port profile in trunkmode.
By default this field is unchecked.

Trunk

YChoose a private VLAN port typePrivate VLAN Type

YvlanIDChoose the primary VLANPrimary VLAN ID

Choose an action to perform on PVLAN: add
or remove. By default add is selected.

Action

YvlanIDCheck one or more secondary VLANSecondary VLAN ID

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vlanIDVLAN ID on which the selected operation was
performed

VLAN_ID

infra_network_port_
profile_name

Name of the port profile on which the selected
operation was performed

PORT_PROFILE_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Configure QOS on Nexus 1K
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose the networking deviceSelect Device

Check this option to Integrate With UCS
QOS system class policy. By default, this
field is unchecked.

Integrate with UCS QOS
Policy

YucsAccount
Name

Select UCS account nameUCS Account Name

Check this option to configure platinum class
parameters. By default, this field is
unchecked.

Configure Platinum Class

Ygen_text_inputEnter the ACLs for classifying platinum class
traffic

Platinum Class ACL
Name

gen_text_inputEnter the platinum class COS level between
0 and 7

Platinum Class COS

Check this option to configure gold class
parameters. By default, this field is
unchecked.

Configure Gold Class

Ygen_text_inputEnter the ACLs for classifying gold class
traffic

Gold Class ACL Name

gen_text_inputEnter the gold class COS level between 0 and
7

Gold Class COS

Check this option to configure silver class
parameters. By default, this field is
unchecked.

Configure Silver Class

Ygen_text_inputEnter the ACLs for classifying silver class
traffic

Silver Class ACL Name

gen_text_inputEnter the silver class COS level between 0
and 7

Silver Class COS

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Check this option to request approval to
deliver commands to the device. By default,
this field is unchecked.

Request Approval
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Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

Cisco Network Tasks
38

Cisco Network Tasks
Configure QOS on Nexus 1K



Configure QOS on Nexus 5K
Summary

Configure QOS policies on a Nexus 5k switch.
Description

This task configures quality of service (QOS) policies on a Nexus 5000 series switch.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

Check this option to integrate with UCS QOS
system class policy. By default, this field is
unchecked.

Integrate with UCSQOS
Policy

YucsAccount
Name

Select UCS account nameUCS Account Name

Check this option to configure platinum class
parameters. By default, this field is unchecked.

Configure Platinum
Class

Ygen_text_inputChoose an ACL name for classifying platinum
class traffic

Platinum Class ACL
Name

gen_text_inputChoose a QOS group. QOS group must be
between 1 and 5. The default value is 1.

Platinum Class QOS
Group

gen_text_inputChoose a COS level. COS level must be
between 1 and 7. The default value is 1.

Platinum Class COS

YvlanIDEnter an MTU value. MTU must be between
1500 and 9216. The default value is 1500.

Platinum Class MTU

Check this option to configure gold class
parameters. By default, this field is unchecked.

Configure Gold Class

Ygen_text_inputChoose an ACL name for classifying gold class
traffic

Gold Class ACL Name

gen_text_inputChoose a QOS group. QOS group must be
between 1 and 5. The default value is 1.

Gold Class QOS Group

Ygen_text_inputChoose a bandwidth percentage. Bandwidth
percentage must be between 1 and 100. The
default value is 1.

Gold Class BW
Percentage

gen_text_inputChoose a COS level. COS level must be
between 1 and 7. The default value is 1.

Gold Class COS

YvlanIDEnter an MTU value. MTU must be between
1500 and 9216. The default value is 1500.

Gold Class MTU

Check this option to configure silver class
parameters. By default, this field is unchecked.

Configure Silver Class
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MandatoryMappable To
Type

DescriptionInput

Ygen_text_inputChoose anACL name for classifying silver class
traffic

Silver Class ACL Name

gen_text_inputChoose a QOS group. QOS group must be
between 1 and 5. The default value is 1.

Silver Class QOS Group

Ygen_text_inputChoose a bandwidth percentage. Bandwidth
percentage must be between 1 and 100. The
default value is 1.

Silver Class BW
Percentage

gen_text_inputChoose a COS level. COS level must be
between 1 and 7. The default value is 1.

Silver Class COS

YvlanIDEnter an MTU value. MTU must be between
1500 and 9216. The default value is 1500.

Silver Class MTU

Check this option to configure FC class
parameters. By default, this field is unchecked.

Configure FC Class

Ygen_text_inputChoose a bandwidth percentage. Bandwidth
percentage must be between 1 and 100. The
default value is 1.

FCClass BWPercentage

Check this option to configure default class
parameters. By default, this field is unchecked.

Configure Default Class

Ygen_text_inputChoose a bandwidth percentage. Bandwidth
percentage must be between 1 and 100. The
default value is 1.

Defualt Class BW
Percentage

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Check this option to request approval to deliver
commands to the device. By default, this field
is unchecked.

Request Approval

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE
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Configure QOS on Nexus 9K
Summary

Configure QOS policies on a Nexus 9K switch.
Description

This task configures quality of service (QOS) policies on a Nexus 9000 series switch.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose the networking deviceSelect Device

Check this option to integrate with the UCS
QOS system class policy. By default, this field
is unchecked.

Integrate with UCS QOS
Policy

YucsAccount
Name

Select the UCS account nameUCS Account Name

Check this option to configure platinum class
parameters. By default, this field is unchecked.

Configure PlatinumClass

Ygen_text_inputEnter ACLs for classifying platinum class
traffic

Platinum Class ACL
Name

gen_text_inputEnter the platinum class QOS group between
0 and 7

Platinum Class QOS
Group

gen_text_inputEnter the platinum class COS level between
0 and 7

Platinum Class COS

YvlanIDEnter the MTU value. Valid MTU range is
576 to 9216.MTU less than 1500 for COS 5-7
can bring down FEX port-channels.

Platinum Class MTU

Check this option to configure gold class
parameters. By default, this field is unchecked.

Configure Gold Class

Ygen_text_inputEnter the ACLs for classifying gold class
traffic

Gold Class ACL Name

gen_text_inputEnter the gold class QOS group between 0 and
7

Gold Class QOS Group

Ygen_text_inputEnter the gold class bandwidth percentage
within the range 1 to 100

Gold Class BW
Percentage

gen_text_inputEnter the gold class COS level between 0 and
7

Gold Class COS

YvlanIDEnter anMTU value. ValidMTU range is 576
to 9216. MTU less than 1500 for COS 5-7 can
bring down FEX port-channels.

Gold Class MTU
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MandatoryMappable To
Type

DescriptionInput

Check this option to configure silver class
parameters. By default, this field is unchecked.

Configure Silver Class

Ygen_text_inputSelect ACLs for classifying silver class trafficSilver Class ACL Name

gen_text_inputEnter the silver class QOS group between 0
and 7

Silver Class QOS Group

Ygen_text_inputEnter the silver class bandwidth percentage
within the range 1 to 100

Silver Class BW
Percentage

gen_text_inputEnter the silver class COS level between 0 and
7

Silver Class COS

YvlanIDEnter anMTU value. ValidMTU range is 576
to 9216. MTU less than 1500 for COS 5-7 can
bring down FEX port-channels.

Silver Class MTU

Check this option to configure default class
parameters. By default, this field is unchecked.

Configure Default Class

Ygen_text_inputSelect default class bandwidth percentage
within the range 1 to 100

Default Class BW
Percentage

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Check this option to request approval to
deliver commands to the device. By default,
this field is unchecked.

Request Approval

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE
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Configure Retention Setting
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Select a networking device.Select Device

gen_text_inputEnter a retention period value. This is the maximum
age of the data that you want to retain. This value is

Retention Period
Value

combined with the retention period unit. For example
if the retention period unit is Month(s), enter 3 if you
want to retain data for a maximum of 3 months.

gen_text_inputChoose a retention period unit. This is the unit of
time for data retention. This value is combined with

Retention Period
Unit

the retention period value. For example, if the
retention period value is 3, choose Month(s) if you
want to retain data for a maximum of 3 months.

Outputs

TypeDescriptionOutput

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_DEVICE

gen_text_inputPurge setting durationOUTPUT_PURGE_SETTING_
DURATION

gen_text_inputPurge setting durationOUTPUT_PURGE_SETTING_
FREQUENCY
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Configure SAN Zoning
Summary

Configure SAN zones and associate zones with zonesets.
Description

This task configures zones with UCS vHBA and NetApp Fiber Channel adapters as members and then
associate the zones with the active zoneset. If there is no active zoneset available on the switch, the task
creates a new zoneset and actives it.

Inputs

MandatoryMappable To
Type

DescriptionInput

Check this option to activate the zone set after
creation. By default, this field is checked.

Activate Zone Set

Check this option to commit the SAN zone after
creation. By default, this field is unchecked.

Commit Zone

gen_text_inputChoose the server type, UCS or CIMC. The
default is UCS.

Server Account Type

YucsServiceProfile
Identity

Select a service profile.Service Profile

YcimcServer
Identity

Select a CIMC server.CIMC Server

Ygen_text_inputChoose a vHBA for fabric-A configuration. For
example: fabric_A [10:20:ab:d3:78:h6:8k:99].

Select vHBA

gen_text_inputEnter a device alias name for the vHBA. If the
selected vHBA andWWPN exist on the device,
then the device alias is not created.

Device Alias Fab A v
HBA

vlanIDEnter the VLAN ID associated with the selected
vHBA. Valid range is 2 to 4094.

VLAN ID

gen_text_inputProvide a VSAN ID associatedwith the selected
vHBA. Valid range is 2 to 4094.

VSAN ID

gen_text_inputEnter a zone A name.Zone Name

YClusterFiler
Identity

Choose a primary NetApp account for fabric A
configuration.

NetAppAccountName
(Primary)

Ygen_text_inputChoose a primary NetApp fiber channel adapter
for fabric A configuration. For example: Eng_

NetApp FC Adapter
(Primary)

fcp [Current port =
0e\WWPN=1:a:23:fs:jk:89:76:kk:ll\Operation
Status=down].

gen_text_inputEnter a device alias name for the FC adapter.
This is used as prefix if multiple FC adapters
are available.

Device Alias FC
Adapter
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MandatoryMappable To
Type

DescriptionInput

Check this option to configure a secondary
head. Default value is unchecked.

Configure Secondary
Head

YClusterFiler
Identity

Choose a secondary NetApp account for fabric
A configuration.

NetAppAccountName
(Secondary)

Ygen_text_inputChoose a primary NetApp fiber channel adapter
for fabric A configuration. For example: Eng_

NetApp FC Adapter
(Secondary)

fcp [Current port =
0e\WWPN=1:a:23:fs:jk:89:76:kk:ll\Operation
Status=down].

gen_text_inputEnter a device alias name for the FC adapter.
This is used as prefix if multiple FC adapter is
available.

Device Alias FC
Adapter

Ygen_text_inputSelect device for Fabric A configurationSelect Device

Ygen_text_inputChoose a source port to which the server is
connected. For example: ethernet1/1 or
gigabitethernet2/4.

Select Source Port

Ygen_text_inputChoose a VSAN tomap the VLAN. Valid range
is 2 to 4094.

SelectMappingVSAN

Check this option to configure zones for fabric
B. By default, this field is unchecked.

Configure Fabric B

Ygen_text_inputChoose a vHBA for fabric B configuration.Select vHBA

gen_text_inputProvide a device alias name for the fabric B v
HBA. If the provided vHBA and WWPN exist
in the device, the device alias is not created.

Device Alias Fab B v
HBA

vlanIDProvide the VLAN ID associated with the
selected vHBA. Valid range is 2 to 4094.

VLAN ID

gen_text_inputProvide the VSAN ID associated with the
selected vHBA. Valid range is 2 to 4094.

VSAN ID

gen_text_inputEnter the zone B name.Zone Name

YClusterFiler
Identity

Choose a primary NetApp account for fabric B
configuration.

NetAppAccountName
(Primary)

YClusterFiler
Identity

Choose a primary NetApp fiber channel adapter
for fabric B configuration. For example: Eng_
fcp [Current port =

NetApp FC Adapter
(Primary)

0e\WWPN=1:a:23:fs:jk:89:76:kk:ll\Operation
Status=down].

gen_text_inputEnter a device alias name for the FC adapter.
This is used as prefix if multiple FC adapter is
available.

Device Alias FC
Adapter
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MandatoryMappable To
Type

DescriptionInput

Check this option to configure a secondary
head. Default value is unchecked.

Configure Secondary
Head

YClusterFiler
Identity

Choose a secondary NetApp account for fabric
B configuration.

NetAppAccountName
(Secondary)

YClusterFiler
Identity

Choose a secondary NetApp fiber channel
adapter for fabric B configuration. For example:
Eng_fcp [Current port =

NetApp FC Adapter
(Secondary)

0e\WWPN=1:a:23:fs:jk:89:76:kk:ll\Operation
Status=down].

gen_text_inputEnter a device alias name for the FC adapter.
This is used as a prefix if multiple FC adapters
are available.

Device Alias FC
Adapter

Ygen_text_inputSelect a networking device for fabric B
configuration in the formate

Select Device

datacenter@device_ip. For example: test
Pod@10.23.210.20.

Ygen_text_inputChoose a source port to which the server is
connected. For example: ethernet1/1 or
gigabitethernet2/4.

Select Source Port

Ygen_text_inputChoose a VSAN tomap the VLAN. Valid range
is 2 to 4094.

SelectMappingVSAN

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

gen_text_inputName of the zoneset on which the selected
operation was performed for fabric A

FABRIC_A_ZONESET_NAME

gen_text_inputName of the zone that was created for
fabric A

FABRIC_A_ZONE_NAME

networking_deviceSwitch IP Address (Fabric A)FABRIC_A_DEVICE_IP

gen_text_inputVSAN ID on which the selected operation
was performed

FABRIC_A_VSAN_ID

gen_text_inputIdentity for SAN Zone ASAN_ZONE_A_IDENTITY

nxosVDCIdentityVDC Name (Fabric A)FABRIC_A_VDC_NAME

gen_text_inputName of the zoneset on which the selected
operation was performed for fabric B

FABRIC_B_ZONESET_NAME

gen_text_inputName of the zone that was created for
fabric B

FABRIC_B_ZONE_NAME
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TypeDescriptionOutput

networking_deviceSwitch IP Address (Fabric B)FABRIC_B_DEVICE_IP

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputVSAN ID on which the selected operation
was performed

FABRIC_B_VSAN_ID

gen_text_inputIdentity for SAN Zone BSAN_ZONE_B_IDENTITY

nxosVDCIdentityVDC Name (Fabric B)FABRIC_B_VDC_NAME
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Configure STP PORT
Summary

Configure PVST on an interface for the STP on a Nexus device.
Description

This task configures per VLAN spanning tree (PVST) on an interface for the spanning tree protocol
configuration on a PORT.

Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ynetworking_device_
interface

Select a portSelect Port

gen_text_inputProvide a VLAN ID or range. Valid values are
between 1 and 4094.

VLAN

Check this option to provide auto cost for the
STP port. By default, this field is unchecked.

Cost Auto

gen_text_inputProvide a cost value within the range 1 to
200000000.

Cost

gen_text_inputEnter the wait time in seconds between
successive BPDU transmissions. Valid range is
1 to 10.

Hello Time

gen_text_inputEnter the forward time for the MST between 4
and 30. The forward time is the forward delay
timer period, in seconds.

Forward Time

gen_text_inputProvide the maximum number of seconds the
information in a BPDU is valid, between 6 and
40.

Max Age

gen_text_inputChoose one of the link types for PVST: auto,
point-to-point or shared. If this field is left blank,
the default value is used.

Link Type.

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

Cisco Network Tasks
48

Cisco Network Tasks
Configure STP PORT



TypeDescriptionOutput

networking_deviceNetwork device onwhich selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

InfraNetworkInterface
Identity

Identity for network interface.OUTPUT_NET_DEVICE_
INTERFACE_IDENTITY

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC
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Configure Session Pool Properties
Summary

Configure session pool properties.
Description

This task configures session pool properties such as maximum active session and maximum wait time.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

Enter the maximum active sessions count. A
default value of 5 is set if this field is left
blank.

Maximum Active
Sessions

Enter the maximumwait time in milliseconds.
A default value of 15 seconds is set if this field
is left blank.

Maximum Wait Time

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputIdentity for Maximum Active Session.OUTPUT_MAX_ACTIVE_
SESSION

gen_text_inputIdentity for Maximum Wait Time.OUTPUT_WAIT_TIME
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Configure Smart Call Home Contact Information
Summary

Configure Smart Call Home contact information on a Nexus device.
Description

This task configures Smart Call Home contact information on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ygen_text_inputEnter a SNMP system contact name.SNMP sysContact

Yemail_address_listEnter an email address. For example:
abc@xyz.com.

Email Contact

Ygen_text_inputEnter an international phone number in
international format, including country
code. For example: +1-800-123-4567.

International Phone
Number

Ygen_text_inputEnter a Street address.Street Address

gen_text_inputEnter a contract number.Contract Number

gen_text_inputEnter a customer number.Customer Number

gen_text_inputEnter a site number.Site Number

gen_text_inputEnter a switch priority number between 0
to 7. Default and highest priority value is
7.

Switch Priority Number

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Check this option to commit. By default,
this field is unchecked.

Commit

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputSNMP sysContact.OUTPUT_SYS_CONTACT
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Configure System Level HA
Summary

Configure system level HA on a Nexus 1oooV device.
Description

This task configures system level HA on a Nexus 1000V device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

Ygen_text_inputChoose an HA supervisor role: Standalone,
Primary or Secondary. By default Standalone is

Role

selected. setting is activated on next reload while
changing the role from primary to secondary.

Check this for manual switchover. By default
this field is unchecked.

System Switchover

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nexus_vdcThe High Availability Role that was configured.OUTPUT_HA_ROLE
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Configure Trunk
Summary

Configure a trunk on an ethernet or port channel interface.
Description

This task configures a trunk on an ethernet or port channel interface on a network device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ynetworking_device_
interface

Select a port to configure trunk.Port Name

gen_text_inputEnter additional description to the configured
trunk.

Description

YvlanIDChoose a native VLAN ID.Native VLAN ID

Ygen_text_inputSelect list of VLAN to be allowed in trunk
mode

Allowed VLANs

gen_text_inputChoose a port type for spanning tree protocol
use. Port types are edge, network and normal.
default is edge.

STP Port Type

gen_text_inputEnter a MTU range within the range 1500 to
9216.

MTU

gen_text_inputSelect a port channel.Select Port Channel

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

BooleanCheck this option for Force VLAN. If
checked the existing allowed VLANs

Force VLAN

associated with the interface get removed and
only the newly selected allowed VLANs are
added. By default, this field is unchecked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

gen_text_inputNative VLAN ID on which the selected
operation was performed

NATIVE_VLAN_ID
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TypeDescriptionOutput

gen_text_inputAllowed VLAN IDsf on which the selected
operation was performed

ALLOWED_VLAN_IDS

gen_text_inputName of port on which selected operation
was performed.

PORT_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityTheVDC created on theNexus 7000 devices.OUTPUT_NEXUS_VDC

networking_device_
interface

Network device interface on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE_INTERFACE

InfraNetworkInterface
Identity

Identity for network interface.OUTPUT_NET_DEVICE_
INTERFACE_IDENTITY
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Configure VPC Domain
Summary

Configure a VPC domain.
Description

This task configures a virtual port channel (VPC) domain on a network device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ygen_text_inputProvide a domain ID as anumeric values
between 1 and 1000.

Domain ID

YipaddressEnter the source management IP address in
the format i.i.i.i. For example: 10.20.4.5.

Source Management IP
Address

YipaddressEnter the destinationmanagement IP address
in the format i.i.i.i. For example: 10.20.4.5.

Destination
Management IPAddress

Ygen_text_inputProvide a role priority as a numeric values
between 1 and 65535.

Role Priority

gen_text_inputEnter a system priority between 1 and 65535.System Priority

gen_text_inputEnter the delay restore range between 1 and
3600.

Delay Restore

BooleanCheck this option to provide a peer gateway.
By default, this field is unchecked.

Peer Gateway

BooleanCheck this option to enable auto-recovery.
By default, this field is unchecked.

Auto Recovery

BooleanCheck this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

gen_text_inputVPC Domain IDVPC_DOMAIN_ID

gen_text_inputSource management IP address on which
selected operation was performed.

SOURCE_MANAGEMENT_
IP

gen_text_inputDestination management IP address on which
selected operation was performed.

DESTINATION_
MANAGEMENT_IP
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TypeDescriptionOutput

gen_text_inputRole priority of VPC domain onwhich selected
operation was performed.

VPC_DOMAIN_ROLE_
PRIORITY

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Configure VPC PortChannel
Summary

Configure a vPC in a Nexus device.
Description

This task configures a vitual port channel (vPC) in a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

YInfraNetwork
InterfaceIdentity

Select a port channel nameSelect Port Channel Name

Check this option to configure the port
channel as a VPC peer link. By default,
this field is checked.

VPC PeerLink

Ygen_text_inputEnter a domain ID between 1 and 4096Enter Domain Id

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC

networking_device_vpc_
interface

VPC Interface Configured.OUTPUT_NET_DEVICE_
VPC_INTERFACE_IDENTITY
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Configure VTP
Summary

Configure the VTP for a Nexus device.
Description

This task configures the VLAN trunking protocol (VTP) for a Nexus device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

YCheck this option to enable or disable the VTP
feature. By default, this field is unchecked.

Enable VTP Feature

gen_text_inputProvide a domain name for the VTP protocolDomain Name

gen_text_inputChoose the VTP versionVTP Version.

gen_text_inputProvide a file name for the VTP protocolFile Name

gen_text_inputProvide a password for the VTP protocolPassword

gen_text_inputEnter any of the listed learning mode for the
VLANs: client, server, transparent or off. If

VTP mode.

this field is left blank, the default value 'client'
is used.

Check this to perform pruning for the VTP.
By default, this field is unchecked.

Pruning

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Configure VXLAN Range
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

BooleanCheck this to configure the VXLAN. By
default this field is checked.

Configure VXLAN

Ygen_text_inputEnter the VXLAN ID ranges between 4096
and 16777215. For example: 5089-10809.

VXLAN Id

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

vlanIDVXLAN ID on which the selected operation was
performed

VXLAN_ID
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Convert To Smart Zone
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

Ygen_text_inputChoose one of the listed zone types: vsan,
Fcalias, zone or zoneset. If this field is left
blank, the value defaults to vsan.

Type

Ygen_text_inputSelect the VSAN IDVSAN Id

Check this option if the SAN zone mode is
enhanced. By default, this field is unchecked.

Commit San Zone

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

vsanIDVSAN ID onwhich the selected operation was
performed

VSAN_ID

gen_text_inputSAN Zone Name on which the selected
operation was performed

SAN_ZONE_NAME

networkSANZone
Identity

Identity for San Zone.OUTPUT_SANZONE_
IDENTITY

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Copy Running To Startup Configuration
Summary

Copies the running configuration to the startup configuration.
Description

This task copies the device's running configuration to its startup configuration. This task can be used as
last task of network configuration workflow andmake the configuration changes permanent to the device
flash.

Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Outputs

No Outputs
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Create ACL Entry
Summary

Create an ACL entry.
Description

This task creates an ACL entry.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

Ygen_text_inputEnter an ACL nameACL Name

gen_text_inputChoose an ACL entry type. Valid values are IP,
IPv6 and MAC. The default is IP.

Type

gen_text_inputChoose a permit or deny action for the rule. The
default is permit.

Action

gen_text_inputChoose a protocol for the rule. Valid values are
tcp, udp, ip and ipv6. The default is ip.

Protocol

gen_text_inputChoose a source type. Valid values are any,
network prefix, network address and host. The
default is any.

Source Type

Ygen_text_inputEnter a source network prefix for IPv4 in the
format A.B.C.D/LEN or IPv6 in the format

Source Network
Prefix

X:X:X:X:X:X:X:X/LEN. For example: 10.23.2.
4/8 or ab:23:45:fg:kj:ty:99:78/15.

Ygen_text_inputEnter a source network address for IPv4 in the
format A.B.C.D or IPv6 in the format

Source Network
Address

X:X:X:X:X:X:X:X. For example: 10.23.2.4 or
ab:23:45:fg:kj:ty:99:78

Ygen_text_inputEnter source wildcard bits in the format A.B.C.
D. Not applicable to IPv6. For example: 10.20.2.
3.

SourceWildcard Bits

Ygen_text_inputEnter a source host address for IPv4 in the format
A.B.C.D or IPv6 in the format

Source Host Address

X:X:X:X:X:X:X:X. For example: 10.23.2.4 or
ab:23:45:fg:kj:ty:99:78.

gen_text_inputChoose a destination type. Valid values are any,
network prefix, network address or host. The
default is any.

Destination Type

Ygen_text_inputEnter a destination network prefix for IPv4 in the
format A.B.C.D/LEN or IPv6 in the format

Destination Network
Prefix
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MandatoryMappable To
Type

DescriptionInput

X:X:X:X:X:X:X:X/LEN. For example: 10.23.2.
4/8 or ab:23:45:fg:kj:ty:99:78/15.

Ygen_text_inputEnter a destination network address for IPv4 in
the format A.B.C.D or IPv6 in the format

Destination Network
Address

X:X:X:X:X:X:X:X. For example: 10.23.2.4 or
ab:23:45:fg:kj:ty:99:78.

Ygen_text_inputEnter destination wildcard bits in the format A.
B.C.D. Not applicable to IPv6. For example: 10.
20.2.3.

DestinationWildcard
Bits

Ygen_text_inputEnter a destination host address for IPv4 in the
format A.B.C.D or IPv6 in the format

Destination Host
Address

X:X:X:X:X:X:X:X. For example: 10.23.2.4 or
ab:23:45:fg:kj:ty:99:78.

gen_text_inputEnter a description for this ACL entryDescription

Check this option to collect stats for each ACL
entry. By default, this field is unchecked.

Per ACL Entry stats
collection

Check this option to apply ACL to the interface.
By default, this field is unchecked.

Apply ACL to
interface

networking_
device_interface

Choose an interface nameSelect Interface

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputACL on which selected operation performed.OUTPUT_ACL_NAME

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Create Device Alias
Summary

Create a device alias.
Description

This task creates a device alias on a device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ygen_text_inputEnter a device alias nameDevice Alias Name

Ygen_text_inputEnter a port WWN of the form
hh:hh:hh:hh:hh:hh:hh:hh. For example:
1a:2b:c3:4d:34:56:89:67.

Enter port WWN

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_san_device_
alias_identity

Device alias on which selected operation
performed.

OUTPUT_SAN_DEV_ALIAS

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputSan Zone Member Configured.OUTPUT_SANZONE_
MEMBER

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC
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Create Device FCAlias
Summary

Create a device fcAlias.
Description

This task creates a fiber channel alias on a device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ygen_text_inputEnter a FC alias name.FC Alias Name

YvsanIDSelect a VSAN ID. Valid range is 2 to
4094.

VSAN Id

Ynetworking_device_
member_type

Choose a member type. Default member
type is DeviceAlias.

Member Type

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC

FCAliasIdentityFC alias on which selected operation
performed.

OUTPUT_SAN_FC_ALIAS
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Create HSRP
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

YInfraNetworkInterface
Identity

Select Interface Name for HSRP
Configuration.

Interface Name

BooleanCheck the box to enable hsrp version
2. By default, the check box is
unchecked.

Enabled HSRPV2

gen_text_inputProvide Description for the selected
Interface

Description

Enable Interface.Enable Interface

ipaddressInterface IP Address in Format i.i.i.i.Interface IP Address

ipaddressIP network mask in format m.m.m.mIP Network Mask

Ygen_text_inputHSRP Group Number.HSRP Group Number

passwordAuthentication Text.Authentication Text

BooleanCheck the box to enable preempt. By
default, the check box is checked.

Preempt

gen_text_inputMin Preempt Delay Time.Min Preempt Delay Time

gen_text_inputPriority.Priority

BooleanIf selected, given threshold values will
set otherwise default threshold values

Set Threshold

will be set i.e., lower :1 , upper :
priority.

gen_text_inputLower Threshhold Time.Lower Threshhold Time

gen_text_inputUpper Threshhold Time.Upper Threshhold Time

gen_text_inputHello Interval.Hello Interval

gen_text_inputHold Time Interval.Hold Time Interval

ipaddressVirtual IP Address in Format i.i.i.i.Virtual IP Address

Select this option to copy running
configuration to startup configuration

Copy Running
configuration to Startup
configuration

Cisco Network Tasks
66

Cisco Network Tasks
Create HSRP



Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC

gen_text_inputThe Interface Name set on the device.OUTPUT_INTERFACE_NAME

InfraNetworkInterface
Identity

Identity for network interface.OUTPUT_NET_DEVICE_
INTERFACE_IDENTITY

gen_text_inputThe Interface Description set on the
device.

OUTPUT_DESCRIPTION

gen_text_inputThe Interface is enabled on the device.OUTPUT_IS_ENABLE_
INTERFACE

gen_text_inputThe Interface IP Address set on the
device.

OUTPUT_INTERFACE_IP

gen_text_inputThe HSRP Group Number set on the
device.

OUTPUT_GROUP_NUMBER

HSRPGroupNumber
Identity

The HSRP Group Number Identity.OUTPUT_HSRP_GROUP_
NUMBER_IDENTITY

passwordThe Authentication Text set on the
device.

OUTPUT_AUTHENTICATION_
TEXT

gen_text_inputThe Priority set on the device.OUTPUT_PRIORITY

gen_text_inputThe Min Preempt Delay Time set on the
device.

OUTPUT_MIN_PREEMPT_
DELAY_TIME

gen_text_inputThe Lower Threshhold Period set on the
device.

OUTPUT_LOWER_
THRESHHOLD_PERIOD

gen_text_inputThe Upper Threshhold Period set on the
device.

OUTPUT_UPPER_
THRESHHOLD_PERIOD

gen_text_inputThe Hello Interval set on the device.OUTPUT_HELLO_INTERVAL

gen_text_inputThe Hold Interval set on the device.OUTPUT_HOLD_INTERVAL

gen_text_inputThe Virtual IP Address set on the device.OUTPUT_VIRTUAL_IP
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Create IP Pool Template
Summary

Create an IP pool template on a Nexus 1000V device.
Description

This task creates an IP pool template on a Nexus 1000V device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

Ygen_text_inputEnter the IP pool template nameIP Pool Template Name

gen_text_inputEnter the IP pool template descriptionDescription

YipaddressEnter the IP address start as A.B.C.D. For
example: 2.3.4.5.

IP Address From Range

YipaddressEnter the IP address end as A.B.C.D. For
example: 4.4.5.2.

IP Address To Range

YipaddressEnter the network IP address as A.B.C.D.
For example: 182.4.3.22.

Network Address

YipaddressEnter the network subnet mask as A.B.C.D.
For example: 255.255.1.1.

Network Subnet Mask

ipaddressEnter the Gateway for IP pool template as
A.B.C.D. For example: 172.23.23.44.

Default Router

ipaddressEnter the DNS server IP as A.B.C.D. For
example: 12.3.4.5.

DNS Server

gen_text_inputEnter the DNS suffixDNS Suffix

ipaddressEnter the NetBios name server IP as A.B.C.
D. For example: 12.3.4.5.

Netbios Name Server

gen_text_inputChoose a NetBios state: enabled or disabled.
By default state is disabled.

Netbios

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP
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TypeDescriptionOutput

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputIP Pool TemplateHYPERV_N1K_IP_POOL_
TEMPLATE

InfraNetworkIPPool
TemplateIdentity

IP Pool Template IdentityHYPERV_N1K_IP_POOL_
TEMPLATE_IDENTITY
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Create Logical Network
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

Ygen_text_inputEnter the Logical network nameLogical Network Name

gen_text_inputEnter the Logical network descriptionLogical Network
Description

Check this for No mode isolation:
unchecked by default. configures HNV

No Mode Isolation

Logical network. Supported version:
Nexus1000v HyperV 5.2(1)SM3(1.1) and
later.

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputLogical NetworkHYPERV_N1K_
LOGICALNETWORK

hyperv_n1k_logical_
network_identity

Logical Network IdentityHYPERV_N1K_
LOGICALNETWORK_
IDENTITY

hypervLogicalNetwork
Identity

HyperV Logical Network IdentityHYPERV_LOGICAL_
NETWORK_IDENTITY
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Create Loopback Interface
Summary

Create Loopback Interface
Description

This task creates a Loopback Interface.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

Ygen_text_inputEnter a loopback interface number.Loopback Interface Number

gen_text_inputProvide DescriptionDescription

gen_text_inputEg: IPv4/Subnet <20.20.20.0/8>IP Address

Select this option to copy running
configuration to startup
configuration

Copy Running configuration
to Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputLoop Back Interface Number on which
the selected operation was performed

LOOPBACK_INTERFACE_
NUMBER

InfraNetworkInterface
Identity

Identity for network interface.OUTPUT_NET_DEVICE_
INTERFACE_IDENTITY

Loop Back Interface
Identity

Loop Back Interface IdentityLOOPBACK_INTERFACE_
NUMBER_IDENTITY
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Create N1K HyperV Port Profile
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ygen_text_inputEnter the port profile namePort Profile Name

gen_text_inputEnter the port profile descriptionDescription

Ynetworking_device_
port_profile_type

Choose a port profile type: Ethernet or
Vethernet. By default Ethernet is selected.

Port Profile Type

gen_text_inputChoose a channel group mode: Sub-Group
or MAC-Pinning. By default Sub-Group
is selected.

Channel Group Mode

gen_text_inputChoose a sub group type: CDP or Manual.
By default CDP is selected.

Sub Group Type

gen_text_inputCheck this to publish port profile. By
default this field is unchecked.

Publish Port Profile

gen_text_inputEnter the port profile name to publishPublish Port Profile
Name

networking_device_
port_profile_mode

Choose a mode of the port profile: Trunk
or Access. By default trunk is selected.

Mode

BooleanCheck this to enable VXLAN capability.
By default VXLAN is disabled.

Enable VXLAN
Capability

YvlanIDChoose an access VLANAccess VLAN

YvlanIDCheck one or more allowed VLANsAllowed VLANs

Check this to add the selected VLANs to
system VLANs. By default this field is
unchecked.

Add to System VLAN

YvlanIDCheck one or more system VLANsSystem VLANs

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER
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TypeDescriptionOutput

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

infra_network_port_
profile_name

Name of the port profile on which the selected
operation was performed

PORT_PROFILE_NAME

vlanIDVLAN IDs on which the selected operation
was performed

VLAN_ID_LIST

hypervVnaPortProfile
Identity

HyperV Port Profile IdentityHYPERV_PORT_
PROFILE_IDENTITY
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Create N7K VDC
Summary

Create a VDC for a Nexus 7000 device.
Description

This task creates a virtual device context (VDC) for a Nexus 7000 device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose the networking deviceSelect Device

Ygen_text_inputProvide a VDC nameVDC Name

gen_text_inputEnter one or more of these module types,
separated with commas: f1, f2, f2e, m1, m1x1 or

Module Type

m2x1. For example: f2e, m2x1. If this field is
left blank, the default value is used.

Check this option to enable the high availability
policy. By default, this field is unchecked.

HA Policy

Ygen_text_inputEnter one of the listed HA types: dual-sup or
single-sup. If this field is left blank, the value
defaults to dual-sup.

Select Type

Ygen_text_inputEnter an HA policy action: bringdown, reload or
restart. If this field is left blank, the value defaults
to bringdown.

Select HA Policy
Action

gen_text_inputProvide a VDC number. Use only numbers in
this field. If this field is left blank, the value
defaults to the first available number.

VDC Number

YpasswordProvide a VDC passwordVDC password

gen_text_inputEnter the VDC template name. If no template is
specified, the default resource template is used.

VDCTemplateName

gen_text_inputEnter a VDC Type as storage if the VDC is a
storage VDC. If this field is left blank, the VDC
defaults to default VDC.

Select VDC Type

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER
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TypeDescriptionOutput

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Create Network Segment
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

Ygen_text_inputProvide Network Segment NameNetwork Segement
Name

gen_text_inputProvide Network Segment DescriptionNetwork Segment
Description

gen_text_inputChoose a network segment type: either
Ethernet or Vethernet. By default none is
selected.

Network Segment Type

gen_text_inputEnter the IP address and subnet in the
format X.X.X.X/Y. For example: 172.23.
24.1/32.

IP Address / Subnet

InfraNetworkIPPool
TemplateIdentity

Choose an IP Pool templateIP Pool Template Name

hyperv_n1k_
network_segment_
pool_identity

Choose a network segment PoolNetwork Segment Pool
Name

hyperv_n1k_tenant_
vrf_identity

Choose a Tenant VRFTenant VRF Name

Check this option to enable system
network segmentt

System Network
Segment

Ygen_text_inputChoose a segment type: VLAN, VXLAN
or HNV. VLAN is selected by default.

Type

VXLAN and HNV Segment Types
Supported Version: Nexus1000v HyperV
5.2(1)SM3(1.1) or later.

vlanIDEnter a VLAN range between 1 and 4096Vlan

gen_text_inputEnter the segment ID between 4097 and
16777215

Segement ID

gen_text_inputChoose a private VLAN type: Primary or
Secondary. By default primary is selected.

Private VLAN Type

gen_text_inputChoose a secondary VLAN type: host or
promiscuous. By default host is selected.

Secondary VLAN Type

gen_text_inputChoose a host type: Community or
Isolated. By default Community is
selected.

Host Type
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MandatoryMappable To TypeDescriptionInput

vlanIDEnter the primary VLAN detailsPrimary VLAN

vlanIDEnter the secondary VLAN detailsSecondary VLAN

Check this to publish the network
segment. By default this field is
unchecked.

Publish Network
Segment

gen_text_inputEnter the publish network segment namePublish Network
Segment Name

Select this option to copy running
configuration to startup configuration

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputNetwork SegmentHYPERV_N1K_NETWORK_
SEGMENT

hyperv_n1k_network_
segment_identity

Network Segment IdentityHYPERV_N1K_NETWORK_
SEGMENT_IDENTITY

gen_text_inputIP Pool TemplateHYPERV_N1K_IP_POOL_
TEMPLATE

InfraNetworkIPPool
TemplateIdentity

IP Pool Template IdentityHYPERV_N1K_IP_POOL_
TEMPLATE_IDENTITY

gen_text_inputNetwork Segment PoolHYPERV_N1K_NETWORK_
SEGMENT_POOL

hyperv_n1k_network_
segment_pool_identity

Network Segment Pool IdentityHYPERV_N1K_NETWORK_
SEGMENT_POOL_IDENTITY

vlanIDVLAN ID on which the selected
operation was performed

VLAN_ID

InfraNetwork
VLANIdentity

Identity for device vlanOUTPUT_DEVICE_VLAN_
IDENTITY

vlanIDPrimary VLAN ID on which the
selected operation was performed

PRIMARY_VLAN_ID

vlanIDSecondary VLAN ID on which the
selected operation was performed

SECONDARY_VLAN_ID
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TypeDescriptionOutput

hypervLogicalNetwork
Identity

HyperV Logical Network IdentityHYPERV_LOGICAL_
NETWORK_IDENTITY

hypervLogicalNetworkDef
Identity

HyperV Network Segment Pool
Identity

HYPERV_LOGICALNETWORK_
DEF_IDENTITY

hypervIpPoolIdentityHyperV IP Pool Template IdentityHYPERV_IP_POOL_IDENTITY

hypervVMNetworkIdentityHyperV VM Network IdentityHYPERV_VM_NETWORK_
IDENTITY
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Create Network Segment Pool
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ygen_text_inputEnter the network segment Pool nameNetwork Segment Pool
Name

hyperv_n1k_
logical_network_
identity

Choose a Logical networkLogical Network Name

gen_text_inputChoose a segment type: VLAN, VXLAN or
HNV. VLAN is selected by default.

Segment Type

VXLAN and HNV Segment Types
Supported Version: Nexus1000v HyperV 5.
2(1)SM3(1.1) or later.

ipaddressEnter the multicast ip in the format x.x.x.x.
For example: 239.1.1.1.

Multicast IP

Check this for intra-port communication.
By default this field is unchecked.

Intra Port
Communication

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputLogical NetworkHYPERV_N1K_
LOGICALNETWORK

hyperv_n1k_logical_
network_identity

Logical Network IdentityHYPERV_N1K_
LOGICALNETWORK_IDENTITY

gen_text_inputNetwork Segment PoolHYPERV_N1K_NETWORK_
SEGMENT_POOL
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TypeDescriptionOutput

hyperv_n1k_network_
segment_pool_identity

Network Segment Pool IdentityHYPERV_N1K_NETWORK_
SEGMENT_POOL_IDENTITY
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Create Port Channel
Summary

Create a port channel.
Description

This task creates a port channel on network device and adds a description to it.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ygen_text_inputEnter a port channel number between 1
and 4096. Default value is 1.

Port Channel Number

gen_text_inputEnter addition description to Port
Channel.

Description

Select this option to copy running
configuration to startup configuration

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

gen_text_inputPort channel numberPORT_CHANNEL_ID

gen_text_inputPort channel namePORT_CHANNEL_NAME

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC

networking_device_
interface

Network device interface onwhich selected
operation performed.

OUTPUT_NETWORKING_
DEVICE_INTERFACE
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Create Port Profile
Summary

Create a port profile on a Nexus device.
Description

This task creates and enables a port profile on a Nexus device. The port profile is available as a distributed
port group on vCenter if there is a connection between the VSM and vCenter.

Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

Ygen_text_inputEnter name for port profilePort Profile Name

gen_text_inputEnter description for this port profileDescription

networking_device_
port_profile_type

Select the type of port profileType

networking_device_
port_profile_mode

Select the mode of port profileMode

Enable / Disable the VXLAN
Capability.

Enable VXLAN
Capability

ipaddressIP address in format i.i.i.iIP address

ipaddressIP network mask in format m.m.m.mIP network mask

ipaddressIP next-hop address in format i.i.i.iIP next-hop address

YvlanIDSelect VLANAccess VLAN

YvlanIDSelect list of VLAN to be allowed in
trunk mode

Allowed VLANs

gen_text_inputSelect input QOS policy mapQOS Policy Map

Select this option to add the selected
VLANs to System VLAN

Add to System VLAN

YvlanIDSelect list of Allowed VLANs to be
added to system VLAN

System VLANs

Select this option to copy running
configuration to startup configuration

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP
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TypeDescriptionOutput

infra_network_port_profile_
name

Name of the port profile on which the
selected operation was performed

PORT_PROFILE_NAME

vlanIDVLAN IDs onwhich the selected operation
was performed

VLAN_ID_LIST

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

networking_device_nameNetwork device name on which selected
operation is performed.

OUTPUT_NETWORKING_
DEVICE_NAME

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC

securityGrouptagIDSGT Identity.OUTPUT_SGT_IDENTITY

networking_device_port_
profile_type

Name of the port profile typePORT_PROFILE_TYPE

networking_device_port_
profile_mode

Name of the port profile modePORT_PROFILE_MODE
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Create Private VLAN
Summary

Create a private VLAN on a Nexus device.
Description

This task creates a primary or secondary private VLAN on a Nexus device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

YvlanIDEnter a valid VLAN ID between 1 and 3967
or 4048 and 4093.

VLAN ID

YChoose the private VLAN type: primary or
secondary. Primary is the default.

Private VLAN Type

Check this to overwrite the existing private
VLAN. By default this field is unchecked.

Overwrite Existing Private
VLAN

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vlanIDVLAN ID on which the selected operation was
performed

VLAN_ID

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Create SAN Zone
Summary

Create a SAN zone on a Nexus device to VSAN.
Description

This task creates a SAN zone on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

Ygen_text_inputEnter the Zone NameZone Name

Ygen_text_inputSelect the VSAN IDVSAN Id

Check this option if the SAN zone mode
is enhanced. By default, this field is
unchecked.

Commit San Zone

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

vsanIDVSAN ID onwhich the selected operation was
performed

VSAN_ID

gen_text_inputSAN Zone Name on which the selected
operation was performed

SAN_ZONE_NAME

networkSANZone
Identity

Identity for San Zone.OUTPUT_SANZONE_
IDENTITY

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC

Cisco Network Tasks
85

Cisco Network Tasks
Create SAN Zone



Create SAN Zone Set
Summary

Create a SAN zone set on a Nexus device to VSAN.
Description

This task creates a SAN zone set on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ygen_text_inputEnter the Zone set nameZone Set Name

Ygen_text_inputSelect the VSAN IDVSAN Id

Check this option if the SAN zonemode
is enhanced. By default, this field is
unchecked.

Commit San Zone

Select this option to copy running
configuration to startup configuration

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

vsanIDVSAN ID onwhich the selected operationwas
performed

VSAN_ID

gen_text_inputSAN Zone Set Name on which the selected
operation was performed

SAN_ZONE_SET_NAME

networkSANZoneSet
Identity

Identity for San Zone Set.OUTPUT_SANZONE_SET_
IDENTITY

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Create SVI
Summary
Description
Inputs

MandatoryMappable
To Type

DescriptionInput

Ynetworking_
device

Select DeviceSelect Device

Ygen_text_
input

VLAN Interface NumberVLAN
Interface
Number

networking_
vrf_
identity

Provide VRF Context NameVRF Name

BooleanCheck the box to enable ICMPRedirect. By default, the check
box is unchecked.

ICMP Redirect

gen_text_
input

Eg: IPv4/Subnet 10.10.10.0/255.255.255.0,20.20.20.0/8 or
IPv6/Subnet
X:X:X:X::X/(0-128),Y:Y::/(0-128),Z:Z:Z:Z:Z:Z:Z:Z/(0-128)

IP Address

gen_text_
input

Provide DescriptionDescription

BooleanCheck the box to enable OSPF. By default, the check box is
unchecked.

OSPF

BooleanCheck the box to enable passive-interface. By default, the
check box is unchecked.

Passive-interface

gen_text_
input

Enter an OSPF priority range between (0-255).OSPF Priority

gen_text_
input

Enter a OSPF process idOSPF Process
ID

gen_text_
input

Enter a area as an integer or ip address in the format A.B.C.
D or (0-4294967295)

Area

gen_text_
input

Enter a multi area as an integer or ip address in the format
A.B.C.D or (0-4294967295)

Multi-Area

Select this option to copy running configuration to startup
configuration

Copy Running
configuration to
Startup
configuration
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Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputVLAN Interface Number on which the
selected operation was performed

VLAN_INTERFACE_
NUMBER

InfraNetworkInterface
Identity

Identity for network interface.OUTPUT_NET_DEVICE_
INTERFACE_IDENTITY

gen_text_inputThe Interface Description set on the device.OUTPUT_DESCRIPTION

gen_text_inputThe VRF created on the device.OUTPUT_VRF

networking_vrf_identityCreate VRF Identity created on the device.OUTPUT_CREATE_VRF_
IDENTITY
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Create SXP Connection Peer
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

Check this option to enable device tracking.
By default, this field is unchecked.

EnableDevice Tracking

gen_text_inputEnter the delete hold timer period within the
range (0-64000)

Delete Hold Period

Check this option to enable SXP. By default,
this field is checked.

Enable SXP

ipaddressEnter the default SXP connection peer source
IP address in format i.i.i.i. For example: 1.2.3.
4.

Default Source IP
Address

passwordEnter the default passwordDefault Password

YipaddressEnter the SXP Connection Peer IP address in
format i.i.i.i. For example: 1.2.3.4

Peer IP Address

ipaddressEnter the SXP connection peer source IP
address in format i.i.i.i. For example: 1.2.3.4

Source IP Address

Ygen_text_inputChoose one of the listed password options:
default, None or Required. If this field is left
blank, the value defaults to None.

Password Option

YpasswordEnter the Required passwordRequired Password

Ygen_text_inputEnter one of the listed modes: Speaker or
Listener. If this field is left blank, the default
value 'Listener' is used

Mode

gen_text_inputEnter the VRF nameVRF

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER
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TypeDescriptionOutput

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC

gen_text_inputThe Device Tracking enabled on the
device.

OUTPUT_ISDEVICE_
TRACKING_ENABLE

gen_text_inputThe Delete Hold Timer set on the device.OUTPUT_DELETE_HOLD_
PERIOD

gen_text_inputThe SXP is enabled on the device.OUTPUT_ISSXP_ENABLE

ipaddressThe Default Source IP created on the
device.

OUTPUT_DEFAULT_SOURCE_
IP

passwordThe Default Password created on the
device.

OUTPUT_DEFAULT_
PASSWORD

ipaddressThe Peer IP created on device.OUTPUT_PEER_IP

SxpConnectionPeer
Identity

The SXP Connection Peer Identity.OUTPUT_SXP_CONNECTION_
PEER_IDENTITY

ipaddressThe Source IP created on the device.OUTPUT_SOURCE_IP

gen_text_inputThe Password Option created on the
device.

OUTPUT_PASSWORD_OPTION

passwordThe Required Password created on the
device.

OUTPUT_REQUIRED_
PASSWORD

gen_text_inputThe VRF created on the device.OUTPUT_VRF
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Create Static MACAddress
Summary

Create a static MAC address on a Nexus device.
Description

This task creates a static MAC address entry on a Nexus device. An existing VLAN ID is required.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ynetworking_device_
interface

Select a portSelect Port

Ygen_text_inputEnter a MAC address in one of these
formats: E.E.E, EE-EE-EE-EE-EE-EE,

MAC Address

EE:EE:EE:EE:EE:EE or EEEE.EEEE.
EEEE. For example: 00-15-E9-2B-99-3C

YInfraNetwork
VLANIdentity

Select a VLAN IDVLAN ID

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

networking_device_
mac

Network device MAC Address on which
selected operation performed.

OUTPUT_NETWORKING_
DEVICE_MACADDRESS

vlanIDVLAN ID on which the selected operation was
performed

VLAN_ID

gen_text_inputName of port on which selected operation was
performed.

PORT_NAME

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Create Tenant VRF
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ygen_text_inputEnter the Tenant VRF nameTenant VRF Name

gen_text_inputEnter the Tenant VRF descriptionDescription

hyperv_n1k_logical_
network_identity

Choose a Logical networkLogical Network Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field

is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputTenant VRFHYPERV_N1K_NETWORK_
TENANT_VRF

hyperv_n1k_tenant_vrf_
identity

Tenant VRF IdentityHYPERV_N1K_NETWORK_
TENANT_VRF_IDENTITY

gen_text_inputLogical NetworkHYPERV_N1K_
LOGICALNETWORK

hyperv_n1k_logical_
network_identity

Logical Network IdentityHYPERV_N1K_
LOGICALNETWORK_IDENTITY
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Create Uplink Network
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

Ygen_text_inputEnter the network uplink nameNetwork Uplink Name

Yhyperv_n1k_network_
segment_pool_identity

Choose a network segment poolNetwork Segement Pool

infra_network_port_
profile_name

Choose a port profilePort Profile

hyperv_n1k_network_
segment_identity

Choose a network segmentNetwork Segment

Check this to publish system
network uplink

System Network Uplink

Check this to publish network
uplink

Publish Network Uplink

gen_text_inputEnter the publish network uplink
name

Publish Network Uplink
Name

Check this option to copy the
running configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field

is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which
the selected operation was
performed

DATACENTER

gen_text_inputIP address of the device on which
the selected operation was
performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputNetwork UplinkHYPERV_N1K_NETWORK_
UPLINK

hyperv_n1k_network_
uplink_identity

Network Uplink IdentityHYPERV_N1K_NETWORK_
UPLINK_IDENTITY
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TypeDescriptionOutput

gen_text_inputNetwork Segment PoolHYPERV_N1K_NETWORK_
SEGMENT_POOL

hyperv_n1k_network_
segment_pool_identity

Network Segment Pool IdentityHYPERV_N1K_NETWORK_
SEGMENT_POOL_IDENTITY

infra_network_port_profile_
name

Name of the port profile on which
the selected operation was
performed

PORT_PROFILE_NAME

gen_text_inputNetwork SegmentHYPERV_N1K_NETWORK_
SEGMENT

hyperv_n1k_network_
segment_identity

Network Segment IdentityHYPERV_N1K_NETWORK_
SEGMENT_IDENTITY

hypervUpLinkPortProfile
Identity

HyperV Network Uplink IdentityHYPERV_NETWORK_UPLINK_
IDENTITY
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Create VFC Interface
Summary

Create a VFC on a Nexus device.
Description

This task creates a virtual fiber channel (VFC) interface on a Nexus device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputProvide a VFC ID between 1 and 8192VFC Id

Ygen_text_inputEnter a port in this format:
datacenter@device_ip@hardware@interface.

Select Port

For example: DefaultPod@172.29.195.
162@1000/10000 Ethernet@Ethernet1/10.

Ygen_text_inputEnter a switch port mode: E or F. If this field
is left blank, the value defaults to E.

Switch Port Mode

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputName of port on which selected operation was
performed.

PORT_NAME

gen_text_inputVFC Interface nameVFC_INTERFACE_NAME

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Create VLAN
Summary

Create a VLAN.
Description

This task creates a virtual LAN (VLAN) on a network device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Select a networking device.Select Device

YvlanIDProvide VLAN ID range between 1 and 3967
or 4048 and 4093.

VLAN ID

gen_text_inputEnter a VLAN name.VLAN Name

Check this option to overwrite any existing
VLAN configuration.

Overwrite ExistingVLAN

Check this option to enable the VLAN. By
default, this field is unchecked.

No Shutdown

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vlanIDVLAN ID onwhich the selected operationwas
performed

VLAN_ID

gen_text_inputVLANName on which the selected operation
was performed

VLAN_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

InfraNetwork
VLANIdentity

Identity for device vlanOUTPUT_DEVICE_VLAN_
IDENTITY

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Create VRF
Summary

Create a VRF.
Description

This task creates a VPN routing and forwarding (VRF).
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

Ygen_text_inputEnter a VRF context nameVRF Name

gen_text_inputEnter the domain nameDomain Name

gen_text_inputEnter one or more DNS servers separated
with commas or spaces. Nomore than 6 DNS

DNS Servers

servers are allowed for one VRF. For
example: cisco.com, VMware.org.

gen_text_inputEnter a route in this format: A.B.C.D/LEN.
or example: 13.2.3.1/32.

Route

ipaddressEnter a gateway IP as A.B.C.D. For example:
142.23.1.1.

Gateway

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device onwhich selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputThe VRF created on the device.OUTPUT_VRF

gen_text_inputThe VRF Identity created on the device.OUTPUT_VRF_IDENTITY

networking_vrf_identityCreate VRF Identity created on the device.OUTPUT_CREATE_VRF_
IDENTITY

gen_text_inputThe VRF created on the device.OUTPUT_DOMAIN_NAME
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Create VSAN
Summary

Create a VSAN.
Description

This task creates a virtual storage area network (VSAN) on a network device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

YvsanIDProvide a VSAN ID between 2 and 4093.VSAN ID

gen_text_inputEnter a VSAN name.VSAN Name

Check this option to Enhance the VSAN.
By default, this field is unchecked.

Enhance

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vsanIDVSAN ID on which the selected operation was
performed

VSAN_ID

gen_text_inputVSAN Name on which the selected operation
was performed

VSAN_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Create VXLAN
Summary

Create a VXLAN on a Nexus 1000V device.
Description

This task creates a VXLAN on a Nexus 1000V device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose the networking deviceSelect Device

Ygen_text_inputProvide a domain name for VXLAN bridgeBridge Name

Ygen_text_inputProvide a VXLAN ID in the range 4096 to
16000000

VXLAN Id

Check this option to set the unicast mode for
the VXLAN. By default, this field is checked.

Mode Unicast

YipaddressProvide the multicast IP address for the
VXLAN in the format i.i.i.i. For example: 224.
0.0.5.

VXLAN Group IP
Address

Check this option to set floodless learning
using the MAC. By default, this field is
checked.

Distribution learning
MAC

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

vlanIDVXLAN ID on which the selected operation was
performed

VXLAN_ID

gen_text_inputVXLAN Domain Name on which the selected
operation was performed

VXLAN_DOAMIN_NAME
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Create VXLAN Encapsulate segment
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputSelect the domain name for the
VXLAN bridge.

Bridge Name

Ygen_text_inputEnter the encapsulation profile segmentEncapsulation profile
Segment

YInfraNetwork
VLANIdentity

Select the VLAN IDVLAN ID

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter onwhich the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device onwhich the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputName of the encapsulation profile segment
on which the selected operation was
performed

ENCAPSULATION_
PROFILE_SEGMENT_NAME

infra_network_
encapsulation_profile_
segment_name

Name of the encapsulation profile segment
on which the selected operation was
performed

ENCAPSULATION_
PROFILE_SEGMENT_
NAME_IDENTITY
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Delete ACL Entry
Summary

Delete an ACL entry.
Description

This task deletes an ACL entry.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ygen_text_inputChoose an ACL name for deletionACL Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputACL on which selected operation performed.OUTPUT_ACL_NAME

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete Associate Private VLAN
Summary

Delete an associated private VLAN.
Description

This task deletes the association of the primary VLAN to a Nexus device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

YvlanIDEnter a VLAN ID between 1 and 3967 or
4048 and 4093 to delete the association.

Primary VLAN ID

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vlanIDVLAN ID on which the selected operation was
performed

VLAN_ID

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete Device Alias
Summary

Delete a device alias.
Description

This task deletes a device alias on a device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ynetworking_san_
device_alias_identity

Select one or more device alias
name(s).

Device Alias Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_san_device_
alias_identity

Device alias on which selected operation
performed.

OUTPUT_SAN_DEV_
ALIAS

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete Device FCAlias
Summary

Delete a device fcAlias.
Description

This task deletes a fiber channel alias from a device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

FCAliasIdentityChoose an FC alias nameFC Alias Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete Host Name
Summary

Delete a host name on a Nexus device.
Description

This task deletes a host name on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ynetworking_device_
host_name

Select Host Name to be deletedHost Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_device_host_
name

Host Name on which the selected operation
was performed

HOST_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete IP ACL Rule
Summary

Delete an IP ACL Rule from a Nexus 1000V device.
Description

This task deletes an IP access control list (ACL) rule for Nexus 1000V device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ynetworking_nxos_ip_
acl_info

Choose an IP ACL rule for deletionSelect IP ACL Rule

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputACL on which selected operation performed.OUTPUT_ACL_NAME
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Delete IP Pool Template
Summary

Delete an IP pool template on a Nexus 1000V device.
Description

This task deletes an IP pool template from a Nexus 1000V device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

YInfraNetworkIPPool
TemplateIdentity

Choose an IP Pool template to deleteSelect IP Pool Template
Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field

is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputIP Pool TemplateHYPERV_N1K_IP_POOL_
TEMPLATE

InfraNetworkIPPool
TemplateIdentity

IP Pool Template IdentityHYPERV_N1K_IP_POOL_
TEMPLATE_IDENTITY
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Delete Inherit Port Profile
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

Yhyperv_n1k_network_
uplink_identity

Choose a network uplink to delete the
associated port profile

Network Uplink

YChoose a port profilePort Profile

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

infra_network_port_
profile_name

Name of the port profile on which the
selected operation was performed

PORT_PROFILE_NAME

gen_text_inputNetwork UplinkHYPERV_N1K_NETWORK_
UPLINK

hyperv_n1k_network_
uplink_identity

Network Uplink IdentityHYPERV_N1K_NETWORK_
UPLINK_IDENTITY
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Delete Logical Network
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Yhyperv_n1k_logical_
network_identity

Choose a Logical network to deleteLogical Network Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputLogical NetworkHYPERV_N1K_
LOGICALNETWORK

hyperv_n1k_logical_
network_identity

Logical Network IdentityHYPERV_N1K_
LOGICALNETWORK_
IDENTITY

Cisco Network Tasks
109

Cisco Network Tasks
Delete Logical Network



Delete Loopback Interface
Summary

Delete Loopback Interface.
Description

This task deletes a Loopback Interface.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

YLoop Back Interface
Identity

Select a loopback interface to be
deleted.

Loopback Interface

Select this option to copy running
configuration to startup
configuration

CopyRunning configuration
to Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE
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Delete MAC ACL Rule
Summary

Delete a MAC ACL Rule from a Nexus 1000V device.
Description

This task deletes a MAC access control list (ACL) rule from a Nexus 1000V device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ynetworking_nxos_
mac_acl_info

Choose a MAC ACL rule for deletionSelect MAC ACL Rule

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputACL on which selected operation performed.OUTPUT_ACL_NAME
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Delete N9K QOS Profile
Summary
Description
Inputs

MandatoryMappable
To Type

DescriptionInput

Ynetworking_
device

Choose the networking deviceSelect Device

Check this option to configure platinum class
parameters. By default, this field is unchecked.

Platinum Class

Check this option to configure gold class
parameters. By default, this field is unchecked.

Configure Gold Class

Check this option to configure silver class
parameters. By default, this field is unchecked.

Configure Silver Class

Check this option to configure default class
parameters. By default, this field is unchecked.

Configure Default Class

Check this option to copy the running configuration
to the startup configuration. By default, this field
is checked.

Copy Running
configuration to Startup
configuration

Check this option to request approval to deliver
commands to the device. By default, this field is
unchecked.

Request Approval

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE
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Delete NAT
Summary

Delete a NAT table.
Description

This task deletes a NAT table from a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Yasa_device_nat_
context

Select a NAT to be deleted.Select NAT

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_security_
context_name

Security Context name on which
selected operation performed.

OUTPUT_SECURITY_
CONTEXT_NAME

NetworkNamedInterface
Identity

ASA NAT REAL INTERFACE
IDENTITY

OUTPUT_NAT_REAL_
INTERFACE_IDENTITY

NetworkNamedInterface
Identity

ASA NAT MAPPED INTERFACE
IDENTITY

OUTPUT_NAT_MAPPED_
INTERFACE_IDENTITY

NATSourceOrDestination
Identity

NAT SOURCE REAL NETWORK
OBJECT IDENTITY

OUTPUT_NAT_SOURCE_
REAL_OBJECT_IDENTITY

NATSourceOrDestination
Identity

NAT SOURCEMAPPED NETWORK
OBJECT IDENTITY

OUTPUT_NAT_SOURCE_
MAPPED_OBJECT_IDENTITY
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Delete NTP Configurations
Summary

Delete an NTP configuration from a Nexus device.
Description

This task deletes an NTP configurations from a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

networking_ntp_
peer_identity

Select a NTP server IP to be deleted.NTP Server IP

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

ipv4AddressNTP server IPOUTPUT_NTP_SERVER_IP
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Delete Network Element
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE
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Delete Network Segment
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a Networking deviceSelect Device

Yhyperv_n1k_network_
segment_identity

Choose a network segment to deleteNetwork Segment

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputNetwork SegmentHYPERV_N1K_NETWORK_
SEGMENT

hyperv_n1k_network_
segment_identity

Network Segment IdentityHYPERV_N1K_NETWORK_
SEGMENT_IDENTITY
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Delete Network Segment Pool
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Yhyperv_n1k_network_
segment_pool_identity

Choose a network segment pool to
delete

Network Segment Pool
Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field

is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputNetwork Segment PoolHYPERV_N1K_NETWORK_
SEGMENT_POOL

hyperv_n1k_network_
segment_pool_identity

Network Segment Pool IdentityHYPERV_N1K_NETWORK_
SEGMENT_POOL_IDENTITY
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Delete Port Channel
Summary

Delete a port channel.
Description

This task deletes a port channel from a device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ygen_text_inputSelect a port channel for deletion.Select Port Channel Name

Check this option to copy the running
configuration to the startup

CopyRunning configuration
to Startup configuration

configuration. By default, this field is
checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

gen_text_inputPort channel namePORT_CHANNEL_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete Port Profile
Summary

Delete the port profile from a Nexus device.
Description

This task deletes a port profile from a Nexus switch.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

Yinfra_network_port_
profile_name

Select a port profile for deletionSelect Port Profile

Select this option to copy running
configuration to startup
configuration

CopyRunning configuration
to Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

infra_network_port_
profile_name

Name of the port profile on which the selected
operation was performed

PORT_PROFILE_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC

Cisco Network Tasks
119

Cisco Network Tasks
Delete Port Profile



Delete Private VLAN
Summary

Delete a private VLAN from a device.
Description

This task delete a private VLAN from a Nexus device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

YvlanIDChoose a private VLAN to deleteVLAN ID

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vlanIDVLAN ID on which the selected operation was
performed

VLAN_ID

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete SAN Zone
Summary

Delete a SAN zone.
Description

This task deletes a zone under a VSAN on a networking device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect the networking device.Select Device

YnetworkSANZone
Identity

Select a SAN zone.SAN Zone

Check this option if the SAN zone mode
is enhanced. By default, this field is
unchecked.

Commit San Zone

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

vsanIDVSAN ID onwhich the selected operation was
performed

VSAN_ID

gen_text_inputSAN Zone Name on which the selected
operation was performed

SAN_ZONE_NAME

networkSANZone
Identity

Identity for San Zone.OUTPUT_SANZONE_
IDENTITY

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete SAN Zone Set
Summary

Delete a SAN zone set on a Nexus device.
Description

This task deletes a SAN zone set on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

YnetworkSANZone
SetIdentity

elect one or more SAN Zone setSAN Zone Set

Check this option if the SAN zone mode
is enhanced. By default, this field is
unchecked.

Commit San Zone

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

vsanIDVSAN ID onwhich the selected operation was
performed

VSAN_ID

gen_text_inputSAN Zone Name on which the selected
operation was performed

SAN_ZONE_NAME

networkSANZoneSet
Identity

Identity for San Zone Set.OUTPUT_SANZONE_SET_
IDENTITY

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete Tenant VRF
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Yhyperv_n1k_tenant_
vrf_identity

Choose a Tenant VRF to deleteTenant VRF Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputTenant VRFHYPERV_N1K_NETWORK_
TENANT_VRF

hyperv_n1k_tenant_vrf_
identity

Tenant VRF IdentityHYPERV_N1K_NETWORK_
TENANT_VRF_IDENTITY
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Delete Uplink Network
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

Yhyperv_n1k_network_
uplink_identity

Choose a network uplink to deleteNetwork Uplink

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field

is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputNetwork UplinkHYPERV_N1K_NETWORK_
UPLINK

hyperv_n1k_network_
uplink_identity

Network Uplink IdentityHYPERV_N1K_NETWORK_
UPLINK_IDENTITY
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Delete VFC Interface
Summary

Delete a VFC interface.
Description

This task deletes a Virtual Fiber Channel (VFC) interface from a configurable fiber channel on ethernet
(FCoE) Nexus device.

Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ygen_text_inputChoose the VFC interface nameSelect VFC Interface

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

gen_text_inputVFC Interface nameVFC_INTERFACE_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete VLAN
Summary

Delete a VLAN.
Description

This task deletes a virtual LAN (VLAN) from a network device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

YvlanIDChoose a VLAN ID to be deleted.VLAN ID

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vlanIDVLAN ID on which the selected operation was
performed

VLAN_ID

gen_text_inputVLAN Name on which the selected operation
was performed

VLAN_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete VRF
Summary

Delete a VRF.
Description

This task removes a VPN routing and forwarding (VRF).
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

Ynetworking_vrf_
identity

Choose a VRF context to deleteVRF Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputThe VRF created on the device.OUTPUT_VRF

gen_text_inputThe VRF Identity created on the device.OUTPUT_VRF_IDENTITY

networking_vrf_identityCreate VRF Identity created on the device.OUTPUT_CREATE_VRF_
IDENTITY
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Delete VSAN
Summary

Delete a VSAN.
Description

This task deletes a virtual storage area network (VSAN) on network devices.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

YvsanIDChoose a VSAN ID to be deleted.VSAN ID

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vsanIDVSAN ID on which the selected operation was
performed

VSAN_ID

gen_text_inputVSAN Name on which the selected operation
was performed

VSAN_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Delete VXLAN Encapsulate segment
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Yinfra_network_
encapsulation_profile_
segment_name

Select the encapsulation profile
segment

encapsulation profile
Segment

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field

is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter onwhich the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device onwhich the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputName of the encapsulation profile segment
on which the selected operation was
performed

ENCAPSULATION_
PROFILE_SEGMENT_NAME

infra_network_
encapsulation_profile_
segment_name

Name of the encapsulation profile segment
on which the selected operation was
performed

ENCAPSULATION_
PROFILE_SEGMENT_
NAME_IDENTITY
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Enable SmartZone
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

YvsanIDChoose a VSAN ID to be associated.VSAN ID

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vsanIDVSAN ID on which the selected operation was
performed

VSAN_ID

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Encapsulate VXLAN Port Profile with Segment
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputChoose the port profile name.Select Port Profile

Yinfra_network_
encapsulation_profile_
segment_name

Select the encapsulation profile
segment

encapsulation profile
Segment

Check this option to copy the
running configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field

is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter onwhich the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device onwhich the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputName of the encapsulation profile segment
on which the selected operation was
performed

ENCAPSULATION_
PROFILE_SEGMENT_NAME

infra_network_
encapsulation_profile_
segment_name

Name of the encapsulation profile segment
on which the selected operation was
performed

ENCAPSULATION_
PROFILE_SEGMENT_
NAME_IDENTITY
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Encapsulate VXLAN PortProfile
Summary

Encapsulate a VXLAN to a VLAN.
Description

This task encapsulates a VXLAN into a VLAN in a port profile.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputSelect the domain name for the
VXLAN bridge.

Bridge Name

Ygen_text_inputChoose the port profile name.Select Port Profile

YInfraNetwork
VLANIdentity

Select the VLAN IDVLAN ID

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

infra_network_port_
profile_name

Name of the port profile on which the selected
operation was performed

PORT_PROFILE_NAME
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Execute Network Device CLI
Summary

Execute CLI commands on a network device.
Description

This task executes CLI commands on a network device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device(s)

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

YEnter the list of commands to execute on the
network device

CLI Commands

Enter the undo CLI commands to execute on
the network device

Undo CLI Commands

Enter the list of error string needs to check on
the device response

Error

Outputs

TypeDescriptionOutput

gen_text_inputExternal service request ID.OUTPUT_SSH_COMMAND
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Generic Configure SAN Zoning
Summary

Configure SAN zoning on a UCS CIMC or Nexus device.
Description

This task creates generic SAN zoning on a compute or network device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Choose a service profile type for SAN
zoning

Service Profile Type

YucsServiceProfile
Identity

Choose a service profileService Profile

YUCS_CENTRAL_
SERVICE_

Choose a global service profileGlobal Service Profile

PROFILE_
IDENTITY

YcimcServerIdentityChoose a CIMC server IPCIMC Server

Check this to configure one to one zonesConfigure One to One
zones

Check this to activate the zone set after
creation

Activate Zone Set

Check this to commit the zone set after
creation

Commit Zone

Check this to enable device aliasDevice Alias

Check this to enable smart zoningPrefer SmartZoning if
device supports

Ygen_text_inputChoose the vHBA for fabric A in this
format: xx:xx:xx:xx:xx:xx:xx:xx. For
example: 20:00:00:25:B5:00:0A:1F.

Select vHBA

gen_text_inputEnter a device alias name for the vHBA -
fabric A

Device Alias Fab A v
HBA

gen_text_inputThis is a non-editable field. It displays the
VSAN associated with the vHBA.

VSAN ID

gen_text_inputEnter the zone name for configuration of
fabric A

Zone Name

gen_text_inputChoose a storage account type: NetApp,
ONTAP/EMC VNX, Block/EMC VNX,

Storage Account Type

Unified/EMC, VNXe/EMC, VMAX/EMC,
XtremIO/EMC, VPLEX/IBM Storwize,
V7000 Unified/IBM storage Array/IBM
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MandatoryMappable To
Type

DescriptionInput

Storwize V7000/IBM SAN Volume
controller. By default no account type is
selected.

gen_text_inputChoose a primary storage account name for
fabric A

Storage Account Name
(Primary)

YGENERIC_FC_
ADAPTER_LIST

Select a primary storage FC adapter for
fabric A

Storage FC Adapter
(Primary)

gen_text_inputEnter the device alias name for the primary
FC adapter. If multiple FC adapters are
available, the name is used as a prefix.

Device Alias FC
Adapter

Check this to configure secondary head for
fabric A. By default this field is unchecked.

Configure Secondary
Head

gen_text_inputChoose a secondary storage account name
for fabric A

Storage Account Name
(Secondary)

YGENERIC_FC_
ADAPTER_LIST

Select a secondary storage FC adapter for
fabric A

Storage FC Adapter
(Secondary)

gen_text_inputEnter the device alias name for secondary
FC adapter for fabric A. If multiple FC

Device Alias FC
Adapter

adapters are available, the name is used as
a prefix.

gen_text_inputEnter the secondary zone name to configure
for fabric A

Secondary Zone Name

YinfraNetCiscoSan
DeviceIdentity

Select device for Fabric A configurationSelect Device

Ygen_text_inputChoose the source port for fabric A.Select Source Port

Ygen_text_inputChoose a VSAN ID for fabric A between 2
and 4093

Select Mapping VSAN

BooleanCheck this to configure fabric B. By default
this field is unchecked.

Configure Fabric B

Ygen_text_inputChoose the vHBA for fabric A in this
format: xx:xx:xx:xx:xx:xx:xx:xx. For
example: 20:00:00:25:B5:00:0A:1F.

Select vHBA

gen_text_inputEnter the device alias name for the vHBA -
fabric B

Device Alias Fab B v
HBA

gen_text_inputThis is a non-editable field. It displays the
VSAN associated with the vHBA - fabric B.

VSAN ID

gen_text_inputEnter the zone name for configuring fabric
B

Zone Name

gen_text_inputChoose a storage account type for fabric B:
NetApp, ONTAP/EMC VNX, Block/EMC

Storage Account Type
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MandatoryMappable To
Type

DescriptionInput

VNX, Unified/EMC, VNXe/EMC,
VMAX/EMC,XtremIO/EMC,VPLEX/IBM
Storwize, V7000 Unified/IBM storage
Array/IBM Storwize V7000/IBM SAN
Volume controller. By default none is
selected.

gen_text_inputChoose a primary storage account name for
fabric B

Storage Account Name
(Primary)

YGENERIC_FC_
ADAPTER_LIST

Select a primary storage FC adapter for
fabric B

Storage FC Adapter
(Primary)

gen_text_inputEnter the device alias name for the primary
FC adapter for fabric B. If multiple FC

Device Alias FC
Adapter

adapters are available, the name is used as
a prefix.

Check this to configure the secondary head
of fabric B. By default this field is
unchecked.

Configure Secondary
Head

Ygen_text_inputChoose a secondary storage account name
for fabric B

Storage Account Name
(Secondary)

YGENERIC_FC_
ADAPTER_LIST

Select a secondary storage FC adapter for
fabric B

Storage FC Adapter
(Secondary)

gen_text_inputEnter the device alias name for secondary
FC adapter for fabric B. If multiple FC

Device Alias FC
Adapter

adapters are available, the name is used as
a prefix.

gen_text_inputEnter the secondary zone name to configure
for the fabric B

Zone Name

YinfraNetCiscoSan
DeviceIdentity

Select device for Fabric B configurationSelect Device

Ygen_text_inputSelect the source port for fabric BSelect Source Port

Ygen_text_inputSelect a VSAN ID for fabric B between 2
and 4093

Select Mapping VSAN

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

gen_text_inputName of the zoneset on which the selected
operation was performed for fabric A

FABRIC_A_ZONESET_NAME
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TypeDescriptionOutput

gen_text_inputName of the zone1 that was created for
fabric A

OUTPUT_FAB_A_ZONE_1_
NAME

gen_text_inputName of the zone2 that was created for
fabric A

OUTPUT_FAB_A_ZONE_2_
NAME

networking_deviceSwitch IP Address (Fabric A)FABRIC_A_DEVICE_IP

gen_text_inputVSAN ID onwhich the selected operation
was performed

FABRIC_A_VSAN_ID

gen_text_inputIdentity for SANZone 1 created for fabric
A

OUTPUT_FAB_A_ZONE_1_
IDENTITY

gen_text_inputIdentity for SANZone 2 created for fabric
A

OUTPUT_FAB_A_ZONE_2_
IDENTITY

gen_text_inputName of the zoneset on which the selected
operation was performed for fabric B

FABRIC_B_ZONESET_NAME

gen_text_inputName of the zone1 that was created for
fabric B

OUTPUT_FAB_B_ZONE_1_
NAME

gen_text_inputName of the zone2 that was created for
fabric B

OUTPUT_FAB_B_ZONE_2_
NAME

networking_deviceSwitch IP Address (Fabric B)FABRIC_B_DEVICE_IP

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputVSAN ID onwhich the selected operation
was performed

FABRIC_B_VSAN_ID

gen_text_inputIdentity for SANZone 1 created for fabric
B

OUTPUT_FAB_B_ZONE_1_
IDENTITY

gen_text_inputIdentity for SANZone 2 created for fabric
B

OUTPUT_FAB_B_ZONE_2_
IDENTITY

gen_text_inputPort List Identity for SAN Zone 1 created
for fabric A

OUTPUT_FAB_A_PRIMARY_
PORT_LIST_IDENTITY

gen_text_inputPort List Identity for SAN Zone 2 created
for fabric A

OUTPUT_FAB_A_SECONDARY_
PORT_LIST_IDENTITY

gen_text_inputPort List Identity for SAN Zone 1 created
for fabric B

OUTPUT_FAB_B_PRIMARY_
PORT_LIST_IDENTITY

gen_text_inputPort List Identity for SAN Zone 2 created
for fabric B

OUTPUT_FAB_B_SECONDARY_
PORT_LIST_IDENTITY

nxosVDCIdentityVDC Name (Fabric B)FABRIC_B_VDC_NAME
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Inherit Port Profile
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

Yhyperv_n1k_network_
uplink_identity

Choose a network uplinkNetwork Uplink

Yinfra_network_port_
profile_name

Choose a port profilePort Profile

Check this option to copy the
running configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field

is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

infra_network_port_
profile_name

Name of the port profile on which the
selected operation was performed

PORT_PROFILE_NAME

gen_text_inputNetwork UplinkHYPERV_N1K_NETWORK_
UPLINK

hyperv_n1k_network_
uplink_identity

Network Uplink IdentityHYPERV_N1K_NETWORK_
UPLINK_IDENTITY
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Modify Service Policy
Summary

Modify a Service Policy.
Description

This task modifies a Service Policy on a network device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

Ynetworking_device_
interface

Select an interface.Select Interface

YChoose a service policy type as QOS or
queuing. The default is QOS.

Service Policy type

Choose a service policy direction as input
or output. The default is input.

Service Policy direction

YucsPolicyMap
Identity

Select a service policy map.Select Policy Map

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

gen_text_inputName of service policy on which selected
operation was performed.

OUTPUT_SERVICE_
POLICY_TYPE

gen_text_inputName of port on which selected operation was
performed.

PORT_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC

gen_text_inputName of policy map on which selected
operation was performed.

OUTPUT_POLICY_MAP
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Provision Network
Summary

Perform network configuration related to vmWare.
Description

This task configures the VLAN and access control list (ACL) on a device based on the network
provisioning policy. When the Network Provisioning Policy is defined with a private VLAN, this task
configures both primary and secondary VLANs. If an ESX(i) host is selected, this task configures the
VLAN and ACL on a network device associated with the ESX(i) host and creates vSwitches on the host.
If network devices are selected, the VLAN and ACL are configured on the device itself. If a Nexus
1000V switch is selected, this task configures port profiles on it.

Inputs

MandatoryMappable To
Type

DescriptionInput

Check this option to set the provisioning
network vDC hosts. By default, this field is
unchecked.

Use vDC

YdeviceMultiSelectChoose one or more networking devices.Select Devices

YvDCChoose the vDC to associate with the network.Select vDC

Ygen_text_inputEnter a network provisioning policy name.Network
Provisioning Policy

vlanIDEnter a VLAN ID. A value of 0 causes the
system to automatically assign an available
VLAN ID. The valid range is 2 to 4094.

VLAN ID

vSwitchNameEnter the name of the Vswitch to be created on
the selected VMware hosts.

vSwitch Name

Outputs

TypeDescriptionOutput

gen_text_inputVLAN ID that was createdVLAN_ID

gen_text_inputPort group that was createdPORT_GROUP

gen_text_inputKernel Port group that was createdKERNEL_PORT_GROUP

vmHostComma-separated hosts on which network
provision is done.

OUTPUT_HOST_LIST
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Publish to SCVMM
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

gen_text_inputChoose a network object type to
publish

Network Object

Yhyperv_n1k_network_
uplink_identity

Choose a network uplink to publishNetwork Uplink

Yinfra_network_port_
profile_name

Choose a port profilePort Profile

Yhyperv_n1k_network_
segment_identity

Choose a network segmentNetwork Segment

gen_text_inputEnter the publish namePublish Name

Check this option to copy the
running configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field

is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which
the selected operation was
performed

DATACENTER

gen_text_inputIP address of the device on which
the selected operation was
performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

infra_network_port_profile_
name

Name of the port profile on which
the selected operation was
performed

PORT_PROFILE_NAME

gen_text_inputNetwork SegmentHYPERV_N1K_NETWORK_
SEGMENT

hyperv_n1k_network_
segment_identity

Network Segment IdentityHYPERV_N1K_NETWORK_
SEGMENT_IDENTITY

gen_text_inputNetwork UplinkHYPERV_N1K_NETWORK_
UPLINK
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TypeDescriptionOutput

hyperv_n1k_network_
uplink_identity

Network Uplink IdentityHYPERV_N1K_NETWORK_
UPLINK_IDENTITY

hypervLogicalNetwork
Identity

HyperV Logical Network IdentityHYPERV_LOGICAL_
NETWORK_IDENTITY

hypervLogicalNetworkDef
Identity

HyperV Network Segment Pool
Identity

HYPERV_LOGICALNETWORK_
DEF_IDENTITY

hypervIpPoolIdentityHyperV IP Pool Template IdentityHYPERV_IP_POOL_IDENTITY

hypervVMNetworkIdentityHyperV VM Network IdentityHYPERV_VM_NETWORK_
IDENTITY

hypervUpLinkPortProfile
Identity

HyperV Network Uplink IdentityHYPERV_NETWORK_UPLINK_
IDENTITY

hypervVnaPortProfile
Identity

HyperV Port Profile IdentityHYPERV_PORT_PROFILE_
IDENTITY
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Purge Network Device Configuration Data
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

gen_text_inputChoose a purge type. The purge types are date
and size, default value is date.

Purge Type

gen_text_inputChoose a date type. The date types are Before
Date, After Date and Between Date. The
default is Before Date.

Date Type

gen_text_inputChoose a size type. The size types are Greater
(size),Lesser (size) and Between (size). The
default is Greater (size).

Size Type

date_timeProvide a before date.Delete Before

date_timeProvide an after date.Delete After

date_timeProvide a from date.From Date

date_timeProvide a to date.To Date

gen_text_inputEnter an upper size at which to purge network
device configuration data.

Greater Size (Byte)

gen_text_inputEnter a lower size at which purge network
device configuration data.

Lesser Size (Byte)

gen_text_inputEnter a size as a range. For example: 10-20.
Network device configuration data that are
in this range will be purged.

Between Size (Byte)

gen_text_inputCheck this option to show a report. By
default, this field is unchecked.

Show Report

gen_text_inputSelect one or more rows to show report.Purge Data Report

Outputs

TypeDescriptionOutput

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE
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Push NTP Configurations
Summary

Push an NTP configuration to a Nexus device.
Description

This task pushes a network time protocol (NTP) configuration to a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

ipv4AddressEnter an NTP server IP in the format i.i.
i.i.

NTP Server IP

gen_text_inputEnter a stratum number between 1 and
15.

NTP Stratum number

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

ipv4AddressNTP server IPOUTPUT_NTP_SERVER_IP

gen_text_inputNTP Stratum number.OUTPUT_NTP_STRATUM_
NUMBER

networking_ntp_peer_
identity

NTP server IP IdentityOUTPUT_NTP_SERVER_IP_
IDENTITY
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Remove HSRP
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

YHSRPGroupNumber
Identity

HSRP Group Number.HSRP Group Number

Select this option to copy running
configuration to startup
configuration

Copy Running configuration
to Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Remove Member From SAN Zone
Summary

Remove a member from a SAN zone on a Nexus device.
Description

This task removes a member from a SAN zone on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

YnetworkSANZone
Identity

Select a SAN ZoneSAN Zone

gen_text_inputChoose one of the listed type members: p
WWN, FCALIAS or devicealias. If this field
is left blank, the value defaults to pWWN.

Type

FCAliasIdentityChoose one or more FCALIASFCALIAS

Ygen_text_inputEnter the value for the member in this format:
hh:hh:hh:hh:hh:hh:hh:hh. For example:
11:11:11:11:11:11:11:11.

Member

Check this option if the SAN zone mode is
enhanced. By default, this field is unchecked.

Commit San Zone

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

networkSANZoneIdentityIdentity for San Zone.OUTPUT_SANZONE_
IDENTITY

gen_text_inputSan Zone Member Configured.OUTPUT_SANZONE_
MEMBER

gen_text_inputSan Zone Type Configured.OUTPUT_SANZONE_TYPE

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC
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Remove N7K VDC
Summary

Remove a VDC from a Nexus 7000 device.
Description

This task removes a virtual device context (VDC) from a Nexus 7000 device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

YnxosVDCIdentitySelect a VDC nameVDC Name

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Remove Port From VDC
Summary

Remove a port from a VDC.
Description

This task de-allocates a port from a virtual device channel (VDC).
Inputs

MandatoryMappable ToTypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

YnxosVDCIdentitySelect a VDC nameVDC Name

Ygen_text_inputEnter a port in this format:
datacenter@device_ip@hardware@interface.

Select Port

For example: DefaultPod@172.29.195.
162@1000/10000 Ethernet@Ethernet1/10.

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

networking_device_
interface

Network device interface on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE_INTERFACE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Remove Private VLAN Ports
Summary

Remove private VLANs from a port.
Description

This task removes the private VLANs from a port.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ygen_text_inputProvide the port to remove private VLAN.
For example: Ethernet1/23.

Select Port

YChoose a private VLAN port typeType

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

vlanIDVLAN ID on which the selected operation was
performed

VLAN_ID

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Remove SVI
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ynetworking_vlan_
interface_identity

Select the VLAN InterfaceVLAN Interface

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE
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Remove SXP Connection Peer
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

Check this option to disable device tracking.
By default, this field is unchecked

Disable Device
Tracking

gen_text_inputCheck this option to remove the delete hold
timer period. By default, this field is unchecked.

Remove Delete Hold
Period

Check this option to disable SXP. By default,
this field is unchecked

Disable SXP

Check this option to remove the default source
IP address. By default, this field is unchecked
Default Source IP Address.

Remove Default Source
IP Address

Check this option to remove the default
password. By default, this field is unchecked

Remove Default
Password

YSxpConnection
PeerIdentity

Select the SXP connection peer IP address to
be removed.

Peer IP Address

ipaddressEnter the SXP connection peer source IP
address in format i.i.i.i. For example: 1.2.3.4

Source IP Address

gen_text_inputChoose one of the listed password options:
default, None or Required. If this field is left
blank, the value defaults to None.

Password Option

passwordEnter the Required passwordRequired Password

gen_text_inputEnter one of the listed modes: Speaker or
Listener. If this field is left blank, the default
value 'Listener' is used

Mode

gen_text_inputEnter the VRF nameVRF

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER
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TypeDescriptionOutput

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Remove San Zone From Zone Set
Summary

Remove SAN zone from zone set for the Nexus device.
Description

This task removes a SAN zone from a SAN zone set on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

YnetworkSANZoneSet
Identity

Select a SAN Zone SetSAN Zone Set

YnetworkSANZone
Identity

Select one or more SAN ZoneSAN Zone

Check this option if the SAN zonemode
is enhanced. By default, this field is
unchecked.

Commit San Zone

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

networkSANZoneSet
Identity

Identity for San Zone Set.OUTPUT_SANZONE_SET_
IDENTITY

networkSANZoneIdentityIdentity for San Zone.OUTPUT_SANZONE_
IDENTITY

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC
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Remove Static MACAddress
Summary

Remove static MAC address from a Nexus device.
Description

This task removes a static MAC address entry from a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ynetworking_device_
mac

Select a MAC addressMAC Address

Ygen_text_inputThis field shows the VLAN ID of the
selected MAC address. This field cannot
be modified.

VLAN ID

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

networking_device_macNetwork device MAC Address on which
selected operation performed.

OUTPUT_NETWORKING_
DEVICE_MACADDRESS

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Remove System VLAN Undo Configuration
Summary

Remove VLANs from a trunk on a Nexus 1000V device.
Description

This task removes system VLANs from a trunk on a Nexus 1000V device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ygen_text_inputSelect the port profile namePort Profile Name

YvlanIDEnter a list of system VLANs to be
removed between 0 and 4094, separated
by commas. For example: 5, 30.

System VLANs

Ynetworking_deviceSelect the N1K Uplink Switch A DeviceSelect N1K Uplink
Switch A

Ygen_text_inputSelect one or more trunk interface from
which control vlan need to be removed.

Select Trunk Interface

YvlanIDSelect Control VLAN ID to be removed
from the trunk

Control VLAN ID

Select a N1K Uplink Switch B DeviceSelect N1K Uplink
Switch B

Ynetworking_deviceSelect Uplink Switch B DeviceSelect Uplink Switch B

Ygen_text_inputSelect trunk interface from which control
vlan need to be removed.

Select Trunk Interface

YvlanIDSelect one or more Control VLAN ID to
be removed from the trunk

Control VLAN ID

Outputs

No Outputs
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Remove System VLAN from Port Profile
Summary

Remove system VLANs from a port profile.
Description

This task removes system VLANs from a port profile on a Nexus 1000V device.
Inputs

MandatoryMappable ToTypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Ygen_text_inputSelect the port profile nameSelect Port Profile

YvlanIDEnter a list of system VLANs to be
removed between 0 and 4094, separated by
commas. For example: 5, 30.

Select VLANs

Ynetworking_deviceSelect the N1K Uplink Switch A DeviceSelect N1K Uplink
Switch A

Ygen_text_inputSelect one or more trunk interface from
which control vlan need to be removed.

Select Trunk Interface

YvlanIDSelect Control VLAN ID to be removed
from the trunk

Control VLAN ID

Check this option to enable the N1K uplink
switch B device. By default, this field is
unchecked

Select N1K Uplink
Switch B

Ynetworking_deviceSelect the N1K Uplink Switch B DeviceSelect N1K Uplink
Switch B

Ygen_text_inputSelect one or more trunk interface from
which control vlan need to be removed.

Select Trunk Interface

YvlanIDSelect Control VLAN ID to be removed
from the trunk

Control VLAN ID

Outputs

No Outputs
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Remove VPC PortChannel
Summary

Remove VPC PortChannel.
Description

This task removes a virtual port channel (VPC) from a Nexus device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose the networking deviceSelect Device

Ygen_text_inputEnter a port channel name in this format:
datacenter@device_ip@port_channel_

Select Port Channel
Name

number@peer_link@vPC_domain_id. For
example: DefaultPod@172.29.195.
162@Po14@No@15.

Check this option to configure the port channel as
a VPC peer link. By default, this field is checked.

VPC PeerLink

YThis field shows the domain ID of the configured
vPC port channel. This field cannot be modified.

Domain Id

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Remove VXLAN
Summary

Remove a VXLAN from a Nexus 1000V device.
Description

This task removes a VXLAN from a Nexus 1000V device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputSelect the domain name for the VXLAN
bridge.

Bridge Name

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE
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Reset Password
Summary

Reset a password.
Description

This task resets a password on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ypassword_reset_usernameSelect user nameSelect User Name

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

password_reset_usernamePassword Reset User NameOUTPUT_USERNAME
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Switch Port Action
Summary

Configure a switch port to UP or DOWN.
Description

This task configures the administrative UP or DOWN state on a switch port.
Inputs

MandatoryMappable To TypeDescriptionInput

YswitchPortChoose a switch port.Select Switch Port

YChoose a switch port action, either Up
or Down. The default value is Up.

Switch Port Action

Outputs

No Outputs
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UnAssign MACAddress Port
Summary

Remove a static MAC address from the layer 3 interface on a Nexus device.
Description

This task removes the static MAC address entry from a layer 3 interface on a Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ynetworking_device_
interface

Select a portSelect Port

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

networking_device_
interface

Network device interface on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE_INTERFACE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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UnAssign VXLAN PortProfile
Summary

Remove the assignment of a VXLAN from a PortProfile Nexus device.
Description

This task removes the assignment of a VXLAN from a PortProfile Nexus device.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

Ygen_text_inputChoose the port profile name.Select Port Profile

Check this option to copy the running
configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field is

checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE
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UnAssociate VSAN from VLAN
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose the networking deviceSelect Device

YvlanIDSelect a VLAN IDVlan

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

InfraNetwork
VLANIdentity

Identity for device vlanOUTPUT_DEVICE_VLAN_
IDENTITY

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC
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Unassign VLAN from Group
Summary

Unassign a VLAN from a UCS Director group.
Description

This task unassigns a VLAN from a UCS Director group.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

YvlanIDChoose the VLAN ID. The valid range
is between 1 and 3967 or 4048 and
4093.

VLAN ID

gen_text_inputEnter commentsComments

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC

vlanIDVLAN ID on which the selected operation was
performed

VLAN_ID
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Update Device FCAlias
Summary

Update a device fcAlias.
Description

This task updates a fiber channel alias on a device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

YFCAliasIdentityChoose an FC alias nameFC Alias Name

YProvide one or more member details that
can be associated with the FC alias

Members list

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC

FCAliasIdentityFC alias on which selected operation
performed.

OUTPUT_SAN_FC_ALIAS
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Update HSRP
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

YHSRPGroupNumber
Identity

HSRP Group Number.HSRP Group Number

BooleanCheck the box to enable hsrp version
2. By default, the check box is
unchecked.

Enabled HSRPV2

passwordEnter the authentication text. The text
must be no more than 8 characters
long.

Authentication Text

BooleanCheck the box to enable preempt. By
default, the check box is checked.

Preempt

gen_text_inputMin Preempt Delay Time.Min Preempt Delay Time

gen_text_inputPriority.Priority

gen_text_inputLower Threshhold Time.Lower Threshhold Time

gen_text_inputUpper Threshhold Time.Upper Threshhold Time

gen_text_inputHello Interval.Hello Interval

gen_text_inputHold Time Interval.Hold Time Interval

ipaddressVirtual IP Address in Format i.i.i.i.Virtual IP Address

Select this option to copy running
configuration to startup configuration

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC
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TypeDescriptionOutput

gen_text_inputThe Interface Name set on the device.OUTPUT_INTERFACE_NAME

gen_text_inputThe HSRP Group Number set on the
device.

OUTPUT_GROUP_NUMBER

HSRPGroupNumber
Identity

The HSRP Group Number Identity.OUTPUT_HSRP_GROUP_
NUMBER_IDENTITY

passwordTheAuthentication Text set on the device.OUTPUT_AUTHENTICATION_
TEXT

gen_text_inputThe Priority set on the device.OUTPUT_PRIORITY

gen_text_inputThe Min Preempt Delay Time set on the
device.

OUTPUT_MIN_PREEMPT_
DELAY_TIME

gen_text_inputThe Lower Threshhold Period set on the
device.

OUTPUT_LOWER_
THRESHHOLD_PERIOD

gen_text_inputThe Upper Threshhold Period set on the
device.

OUTPUT_UPPER_
THRESHHOLD_PERIOD

gen_text_inputThe Hello Interval set on the device.OUTPUT_HELLO_INTERVAL

gen_text_inputThe Hold Interval set on the device.OUTPUT_HOLD_INTERVAL

gen_text_inputThe Virtual IP Address set on the device.OUTPUT_VIRTUAL_IP
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Update Ip Pool Template
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

YInfraNetworkIPPool
TemplateIdentity

Choose an IP pool template to updateSelect IP Pool Template
Name

YipaddressEnter the IP address start as A.B.C.D. For
example: 2.3.4.5.

IP Address From Range

YipaddressEnter the IP address end as A.B.C.D. For
example: 4.4.5.2.

IP Address To Range

YipaddressEnter the network IP address as A.B.C.D.
For example: 182.4.3.22.

Network Address

YipaddressEnter the network subnet mask as A.B.C.
D. For example: 255.255.1.1.

Network Subnet Mask

gen_text_inputEnter the IP pool template descriptionDescription

ipaddressEnter the Gateway for IP pool template as
A.B.C.D. For example: 172.23.23.44.

Default Router

ipaddressEnter the DNS server IP as A.B.C.D. For
example: 12.3.4.5.

DNS Server

gen_text_inputEnter the DNS suffixDNS Suffix

ipaddressEnter the NetBios name server IP as A.B.
C.D. For example:12.3.4.5.

Netbios Name Server

gen_text_inputChoose a NetBios state: enabled or
disabled. By default state is disabled.

Select Netbios Type

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE
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TypeDescriptionOutput

gen_text_inputIP Pool TemplateHYPERV_N1K_IP_POOL_
TEMPLATE

InfraNetworkIPPool
TemplateIdentity

IP Pool Template IdentityHYPERV_N1K_IP_POOL_
TEMPLATE_IDENTITY
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Update N1K HyperV Port Profile
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Yinfra_network_port_
profile_name

Choose a port profilePort Profile Name

gen_text_inputEnter the port profile descriptionDescription

Ynetworking_device_
port_profile_type

By default port profile type is ethernet.
This field is not editable.

Port Profile Type

gen_text_inputChoose a channel group mode:
Sub-Group orMAC-Pinning. By default
Sub-Group is selected.

Channel Group Mode

gen_text_inputChoose a sub group type: CDP or
Manual. By default CDP is selected.

Sub Group Type

gen_text_inputSelect to Publish VEthernet Port ProfilePublish Port Profile

gen_text_inputSelect to Publish VEthernet Port Profile
Name

Publish Port Profile
Name

networking_device_
port_profile_mode

Select Mode Type as Trunk or AccessMode

BooleanEnable / Disable the VXLANCapability.Enable VXLAN
Capability

YvlanIDSelect VLANAccess VLAN

gen_text_inputSelect action to add or remove VLANs
from port profile

Action

Check this to add the selected VLANs
to system VLANs. By default this field
is unchecked.

System VLAN

YvlanIDSelect list of VLAN to be allowed in
trunk mode

Allowed VLANs

Select this option to copy running
configuration to startup configuration

Copy Running
configuration to Startup
configuration
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Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

infra_network_port_
profile_name

Name of the port profile on which the selected
operation was performed

PORT_PROFILE_NAME

vlanIDVLAN IDs on which the selected operation
was performed

VLAN_ID_LIST

hypervVnaPortProfile
Identity

HyperV Port Profile IdentityHYPERV_PORT_
PROFILE_IDENTITY
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Update N7K VDC
Summary

Update the VDC for a Nexus 7000 device.
Description

This task updates a virtual device context (VDC) for a Nexus 7000 device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose the networking deviceSelect Device

YnxosVDCIdentitySelect a VDC nameVDC Name

gen_text_inputEnter one or more of these module types,
separated with commas: f1, f2, f2e, m1, m1x1

Module Type

or m2x1. For example: f2e, m2x1. If this field
is left blank, the default value is used.

Check this option to enable the high availability
policy. By default, this field is unchecked.

HA Policy

Ygen_text_inputEnter one of the listed HA types: dual-sup or
single-sup. If this field is left blank, the value
defaults to dual-sup.

Select Type

Ygen_text_inputEnter an HA policy action: bringdown, reload
or restart. If this field is left blank, the value
defaults to bringdown.

Select HA Policy
Action

gen_text_inputEnter the VDC template name. If no template is
specified, the default resource template is used.

VDCTemplate Name

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to
Startup configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Update Network Segment
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Yhyperv_n1k_network_
segment_identity

Choose a network segment to updateNetwork Segment

gen_text_inputEnter the network segment descriptionNetwork Segment
Description

gen_text_inputThis field is not-editable. Type is set
based on the network segment selected.

Network Segment Type

gen_text_inputEnter the IP address/Subnet in the format
X.X.X.X/Y. For example: 172.23.24.
1/32.

IP Address / Subnet

InfraNetworkIPPool
TemplateIdentity

Choose an IP pool templateIP Pool Template Name

hyperv_n1k_network_
segment_pool_identity

Choose a network segment poolNetwork Segment Pool
Name

hyperv_n1k_tenant_
vrf_identity

Choose a tenant VRFTenant VRF Name

Check this option to enable the system
network segment. By default this field is
unchecked.

System Network
Segment

Ygen_text_inputChoose a segment type: VLAN,VXLAN
or HNV. VLAN is selected by default.

Type

vlanIDEnter the VLAN ID between 1 and 4096.Vlan

gen_text_inputEnter the bridge domain ID between 4097
and 16777215.

Segement ID

gen_text_inputChoose a private VLAN type: Primary or
Secondary. By default primary is selected.

Private VLAN Type

gen_text_inputChoose a secondary VLAN type: Host or
Promiscuous. By default host is selected.

Secondary VLAN Type

gen_text_inputChoose a host type: Community or
Isolated. By default Community is
selected.

Host Type

vlanIDEnter the primary VLAN detailsPrimary VLAN

vlanIDEnter the secondary VLAN detailsSecondary VLAN
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MandatoryMappable To TypeDescriptionInput

gen_text_inputCheck this to publish network segment.
By default this field is unchecked.

Publish Network
Segment

gen_text_inputEnter the publish network segment namePublish Network
Segment Name

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputNetwork SegmentHYPERV_N1K_NETWORK_
SEGMENT

hyperv_n1k_network_
segment_identity

Network Segment IdentityHYPERV_N1K_NETWORK_
SEGMENT_IDENTITY

gen_text_inputIP Pool TemplateHYPERV_N1K_IP_POOL_
TEMPLATE

InfraNetworkIPPool
TemplateIdentity

IP Pool Template IdentityHYPERV_N1K_IP_POOL_
TEMPLATE_IDENTITY

gen_text_inputNetwork Segment PoolHYPERV_N1K_NETWORK_
SEGMENT_POOL

hyperv_n1k_network_
segment_pool_identity

Network Segment Pool IdentityHYPERV_N1K_NETWORK_
SEGMENT_POOL_IDENTITY

vlanIDVLAN ID on which the selected
operation was performed

VLAN_ID

InfraNetwork
VLANIdentity

Identity for device vlanOUTPUT_DEVICE_VLAN_
IDENTITY

vlanIDPrimary VLAN ID on which the
selected operation was performed

PRIMARY_VLAN_ID

vlanIDSecondary VLAN ID on which the
selected operation was performed

SECONDARY_VLAN_ID

hypervLogicalNetwork
Identity

HyperV Logical Network IdentityHYPERV_LOGICAL_
NETWORK_IDENTITY

hypervLogicalNetworkDef
Identity

HyperV Network Segment Pool
Identity

HYPERV_LOGICALNETWORK_
DEF_IDENTITY
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TypeDescriptionOutput

hypervIpPoolIdentityHyperV IP Pool Template IdentityHYPERV_IP_POOL_IDENTITY

hypervVMNetworkIdentityHyperV VM Network IdentityHYPERV_VM_NETWORK_
IDENTITY
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Update Network Segment Pool
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceChoose a networking deviceSelect Device

Yhyperv_n1k_
network_segment_
pool_identity

Choose a network segment PoolNetwork Segment Pool
Name

hyperv_n1k_logical_
network_identity

Choose a Logical networkLogical Network Name

gen_text_inputChoose a segment type: VLAN, VXLAN
or HNV. VLAN is selected by default.

Segment Type

VXLAN and HNV Segment Types
Supported Version: Nexus1000v HyperV
5.2(1)SM3(1.1) or later.

ipaddressEnter the multicast ip in the format x.x.x.
x. For example: 239.1.1.1.

Multicast IP

Check this for intra port communication.
By default this field is unchecked.

Intra Port
Communication

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputLogical NetworkHYPERV_N1K_
LOGICALNETWORK

hyperv_n1k_logical_
network_identity

Logical Network IdentityHYPERV_N1K_
LOGICALNETWORK_IDENTITY

gen_text_inputNetwork Segment PoolHYPERV_N1K_NETWORK_
SEGMENT_POOL
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TypeDescriptionOutput

hyperv_n1k_network_
segment_pool_identity

Network Segment Pool IdentityHYPERV_N1K_NETWORK_
SEGMENT_POOL_IDENTITY
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Update Port Profile
Summary

Add or remove one or more VLANs from a port profile on a Nexus device.
Description

This task updates and enables a port profile on a Nexus switch. VLANs can be added or removed from
the port profile. If the port profile is in access mode, the task can change the access VLAN. If the port
profile is in trunk mode, the task can add or remove VLANs to or from the trunk.

Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect DeviceSelect Device

Yinfra_network_port_
profile_name

Select port profile name.Port Profile Name

gen_text_inputEnter description for this port profileDescription

networking_device_
port_profile_type

Select the type of port profileType

networking_device_
port_profile_mode

Select the mode of port profileMode

Enable / Disable the VXLAN
Capability.

EnableVXLANCapability

ipaddressIP address in format i.i.i.iIP address

ipaddressIP network mask in format m.m.m.mIP network mask

ipaddressIP next-hop address in format i.i.i.iIP next-hop address

YvlanIDSelect VLANAccess VLAN

gen_text_inputSelect action to add or remove
VLANs from port profile

Action

YvlanIDAllowed VLANsAllowed VLANs

Select this option to add the selected
VLANs to System VLAN

Add to System VLAN

YvlanIDPrimary VLANPrimary VLAN ID

YvlanIDSecondary VLAN IDs to associateSecondary VLAN ID

Select this option to copy running
configuration to startup configuration

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER
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TypeDescriptionOutput

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

infra_network_port_profile_
name

Name of the port profile on which the
selected operation was performed

PORT_PROFILE_NAME

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC

securityGrouptagIDSGT Identity.OUTPUT_SGT_IDENTITY

networking_device_port_
profile_type

Name of the port profile typePORT_PROFILE_TYPE

networking_device_port_
profile_mode

Name of the port profile modePORT_PROFILE_MODE
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Update SXP Connection Peer
Summary
Description
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose a networking deviceSelect Device

Check this option to enable device tracking.
By default, this field is unchecked

Enable Device Tracking

gen_text_inputEnter the delete hold timer period within the
range (0-64000)

Delete Hold Timer
Period

Check this option to enable SXP. By default,
this field is checked

Enable SXP

ipaddressEnter the default SXP connection peer source
IP address in format i.i.i.i. For example: 1.2.
3.4

Default Source IP
Address

passwordEnter the default passwordDefault Password

ipaddressEnter the SXP connection peer source IP
address in format i.i.i.i. For example: 1.2.3.4

Source IP Address

Ygen_text_inputChoose one of the listed password options:
default, None or Required. If this field is left
blank, the value defaults to None.

Password Option

YpasswordEnter the Required passwordRequired Password

gen_text_inputEnter the VRF nameVRF

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the
selected operation was performed

DATACENTER

gen_text_inputIP address of the device on which the
selected operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000
devices.

OUTPUT_NEXUS_VDC
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TypeDescriptionOutput

gen_text_inputThe Device Tracking enabled on the
device.

OUTPUT_ISDEVICE_
TRACKING_ENABLE

gen_text_inputThe Delete Hold Timer set on the device.OUTPUT_DELETE_HOLD_
PERIOD

gen_text_inputThe SXP is enabled on the device.OUTPUT_ISSXP_ENABLE

ipaddressThe Default Source IP created on the
device.

OUTPUT_DEFAULT_SOURCE_
IP

passwordThe Default Password created on the
device.

OUTPUT_DEFAULT_
PASSWORD

ipaddressThe Peer IP created on device.OUTPUT_PEER_IP

SxpConnectionPeer
Identity

The SXP Connection Peer Identity.OUTPUT_SXP_CONNECTION_
PEER_IDENTITY

ipaddressThe Source IP created on the device.OUTPUT_SOURCE_IP

gen_text_inputThe Password Option created on the
device.

OUTPUT_PASSWORD_OPTION

passwordThe Required Password created on the
device.

OUTPUT_REQUIRED_
PASSWORD

gen_text_inputThe VRF created on the device.OUTPUT_VRF
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Update Trunk
Summary

Add or remove allowed VLANs on a trunk.
Description

This task adds or removes one or more VLANs to or from the list of allowed VLANs on a trunk.
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a networking device.Select Device

YInfraNetwork
InterfaceIdentity

Select a port on which to update trunk.Select Port

gen_text_inputChoose an action, either add or remove
VLANs from the port profile. The default
is add.

Action

YvlanIDChoose one or more VLAN to be allowed
in trunk mode.

Allowed VLANs

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

gen_text_inputAllowed VLAN IDsf on which the selected
operation was performed

ALLOWED_VLAN_IDS

gen_text_inputName of port on which selected operation was
performed.

PORT_NAME

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

nxosVDCIdentityThe VDC created on the Nexus 7000 devices.OUTPUT_NEXUS_VDC
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Update Uplink Network
Summary
Description
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

Yhyperv_n1k_network_
uplink_identity

Choose a network uplink to updateNetwork Uplink

hyperv_n1k_network_
segment_pool_identity

Choose a network segment PoolNetwork Segement Pool

infra_network_port_
profile_name

Choose a port profilePort Profile

hyperv_n1k_network_
segment_identity

Choose a network segmentNetwork Segment

Check this to publish system
network uplink

System Network Uplink

Check this to publish network
uplink

Publish Network Uplink

gen_text_inputEnter the publish network uplink
name

Publish Network Uplink
Name

Check this option to copy the
running configuration to the startup

Copy Running
configuration to Startup
configuration configuration. By default, this field

is checked.

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which
the selected operationwas performed

DATACENTER

gen_text_inputIP address of the device on which
the selected operationwas performed

DEVICE_IP

networking_deviceNetwork device on which selected
operation performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputNetwork UplinkHYPERV_N1K_NETWORK_
UPLINK

hyperv_n1k_network_
uplink_identity

Network Uplink IdentityHYPERV_N1K_NETWORK_
UPLINK_IDENTITY

hyperv_n1k_network_
segment_pool_identity

Network Segment Pool IdentityHYPERV_N1K_NETWORK_
SEGMENT_POOL_IDENTITY
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TypeDescriptionOutput

infra_network_port_profile_
name

Name of the port profile on which
the selected operationwas performed

PORT_PROFILE_NAME

gen_text_inputNetwork SegmentHYPERV_N1K_NETWORK_
SEGMENT

hyperv_n1k_network_
segment_identity

Network Segment IdentityHYPERV_N1K_NETWORK_
SEGMENT_IDENTITY

hypervUpLinkPortProfile
Identity

HyperV Network Uplink IdentityHYPERV_NETWORK_UPLINK_
IDENTITY

Cisco Network Tasks
184

Cisco Network Tasks
Update Uplink Network



Update VRF
Summary

Update a VRF.
Description

This task updates a VPN routing and forwarding (VRF).
Inputs

MandatoryMappable To TypeDescriptionInput

Ynetworking_deviceSelect a deviceSelect Device

Ynetworking_vrf_
identity

Choose a VRF context to updateVRF Name

Check this option to add or delete a route IP
and gateway. By default this field is
unchecked.

Add/Delete RouteIP
and Gateway

gen_text_inputEnter a Route as A.B.C.D/LEN. For
example: 13.2.3.1/32.

Route

ipaddressEnter a Gateway IP as A.B.C.D. For
example: 142.23.1.1.

Gateway

gen_text_inputSelect a route and gateway to deleteRoute & Gateway

gen_text_inputEnter the domain nameDomain Name

gen_text_inputEnter one or more DNS servers separated
with commas or spaces. No more than 6

DNS Servers

DNS servers are allowed for one VRF. For
example: cisco.com,VMware.org.

Check this option to copy the running
configuration to the startup configuration.
By default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_NETWORKING_
DEVICE

gen_text_inputThe VRF created on the device.OUTPUT_VRF

gen_text_inputThe VRF Identity created on the device.OUTPUT_VRF_IDENTITY

gen_text_inputThe VRF created on the device.OUTPUT_DOMAIN_NAME
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Update VXLAN
Summary

Update a VXLAN for a Nexus 1000V.
Description

This task updates a VXLAN for a Nexus 1000V device.
Inputs

MandatoryMappable To
Type

DescriptionInput

Ynetworking_
device

Choose the networking deviceSelect Device

Ygen_text_inputSelect the domain name for the VXLAN
bridge.

Bridge Name

Ygen_text_inputProvide a VXLAN ID in the range 4096 to
16000000

VXLAN Id

Check this option to set the unicast mode for
the VXLAN. By default, this field is checked.

Mode Unicast

YipaddressProvide the multicast IP address for the
VXLAN in the format i.i.i.i. For example: 224.
0.0.5.

VXLAN Group IP
Address

Check this option to set floodless learning
using the MAC. By default, this field is
checked.

Distribution learning
MAC

Check this option to copy the running
configuration to the startup configuration. By
default, this field is checked.

Copy Running
configuration to Startup
configuration

Outputs

TypeDescriptionOutput

datacenterNameName of the Datacenter on which the selected
operation was performed

DATACENTER

gen_text_inputIP address of the device on which the selected
operation was performed

DEVICE_IP

networking_deviceNetwork device on which selected operation
performed.

OUTPUT_
NETWORKING_DEVICE

vlanIDVXLAN ID on which the selected operation was
performed

VXLAN_ID

gen_text_inputVXLAN Domain Name on which the selected
operation was performed

VXLAN_DOAMIN_NAME
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