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Add ACL Entry To APIC Function Profile

Summary
Add an ACL entry to a function profile.
Description
This task adds a ACL entry to a function profile on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
Function Profile Select Function profile to add an ACL | ApicTenantFunctionProfile
Name Entry. Identity
ACL List Name Enter an ACL Entry List name. gen_text input Y
ACL Entry Name Enter an ACL Entry name. The name | gen text input Y
cannot contain an underscore ().
Protocol Select a protocol. Valid protocols are |gen text input
IP, TCP, UDP or ICMP. Default value
is IP.
Type Select Type of Network. Default gen_text input
Network Type is IP Address.
Source Network Select a source network Object. ApicTenantL4L7Function
Object ProfileNetworkObject
Identity
Source Network Select a source network Object Group. | ApicTenantL4L7Function
Object Group ProfileNetworkObjectGroup
Identity
Destination Network | Select a Destination network Object. | ApicTenantL4L7Function
Object ProfileNetworkObject
Identity
Destination Network | Select a destination network Object | ApicTenantL4L7Function
Object Group Group. ProfileNetworkObjectGroup
Identity
Source Any Check to enable Any Source. Default | gen text input
value is checked.
Source Address Enter Source IP Address, IP Address |gen_text input
Range or IP Address Subnet Mask.
Destination Any Check to enable Any Destination. gen_text_input
Default value is checked.
Destination Address | Enter Destination IP Address, IP gen_text_input
Address Range or IP Address Subnet
Mask.
Action Select an action. Specify either permit | gen_text input
or deny. The default value is 'deny'.
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Input Description Mappable To Type Mandatory
Order Enter Order of Entry. gen_text input
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity

operation was performed

TENANT NAME

Tenant Name on which the selected
operation was performed

gen_text input

TENANT IDENTITY

APIC Tenant Identity

ApicDeviceTenantldentity

FUNCTION_PROFILE
GROUP

Tenant Function Profile Group

gen_text_input

FUNCTION_PROFILE
GROUP_IDENTITY

Tenant Function Profile Group Identity

ApicTenantFunctionProfile
Groupldentity

FUNCTION PROFILE_ACL
IDENTITY

Tenant Function Profile ACL Identity

ApicTenantL4L 7Function
ProfileAclldentity
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Add APIC Bridge Group Interface To Function Profile

Summary
Add bridge group interface to a function profile.
Description
This task adds a bridge group interface to a function profile on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
Function Profile Name | Select Function profile to add Bridge | ApicTenantFunction Y
Group Interface. Profileldentity
Bridge Group ID Enter Bridge Group ID. Value is an gen_text_input Y
integer between 1 and 100.
IPv4 Address Value | Enter IPv4 Address Value. For example: | gen text input Y
10.10.10.10/11.11.11.11.
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected | gen_text input
operation was performed
TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION _PROFILE GROUP | Tenant Function Profile Group gen_text_input
FUNCTION_PROFILE Tenant Function Profile Group ApicTenantFunctionProfile
GROUP_IDENTITY Identity Groupldentity
FUNCTION_PROFILE Tenant Function Profile Identity ApicTenantFunctionProfile
IDENTITY Identity
FUNCTION_PROFILE Tenant Function Profile Bridge ApicTenantL 4L 7Function
BRIDGE GROUP_ Group Interface Identity ProfileBridgeGrouplnterface
INTERFACE IDENTITY Identity
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Add Function Config Parameters To APIC Function Profile

Summary
Add function config parameters to a function profile.
Description
This task adds function configuration parameters to a function profile on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
Function Profile Select Function profile to add ApicTenantFunctionProfile Y
Name Function Config Parameters. Identity
External Interface | Select External Interface to ApicTenantLAL7FunctionProfile | Y
configure with Function profile. Interfaceldentity
Internal Interface | Select Internal Interface to configure | ApicTenantL4L7FunctionProfile | Y
with Function profile. Interfaceldentity
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity

operation was performed

Tenant Name on which the selected
operation was performed

TENANT NAME gen_text_input

TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity

FUNCTION PROFILE GROUP

Tenant Function Profile Group

gen_text_input

FUNCTION_PROFILE
GROUP_IDENTITY

Tenant Function Profile Group
Identity

ApicTenantFunctionProfile
Groupldentity

FUNCTION_PROFILE
IDENTITY

Tenant Function Profile Identity

ApicTenantFunctionProfile
Identity

FUNCTION_PROFILE
EXTERNAL INTERFACE
IDENTITY

Tenant Function Profile External
Interface Identity

ApicTenantL 4L 7Function
Profilelnterfaceldentity

FUNCTION_PROFILE
INTERNAL INTERFACE
IDENTITY

Tenant Function Profile Internal
Interface Identity

ApicTenantL 4L 7Function
Profilelnterfaceldentity
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Add Interface To APIC Function Profile

Summary
Add an interface to a function profile.
Description
This task adds an interface to a function profile on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
Function Profile Name | Select Function profile to add | ApicTenantFunctionProfile Y
Interface. Identity
Interface Name Enter an interface name. gen_text input Y
Type Select Interface Type: External, | gen_text input
Internal, or none.
IPv4 Address IPv4 Address Value gen_text input
Security Level Security Level Value gen_text input
Bridge Group ID Select Bridge Group ID. ApicTenantL4L7FunctionProfile
BridgeGrouplInterfaceldentity
Inbound ACL Select Inbound ACL. ApicTenantL4L7FunctionProfile
Aclldentity
Outbound ACL Select Outbound ACL. ApicTenantL4L7FunctionProfile
Aclldentity
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected | gen_text input
operation was performed
TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION PROFILE GROUP | Tenant Function Profile Group gen_text input
FUNCTION_ PROFILE Tenant Function Profile Group ApicTenantFunctionProfile
GROUP_IDENTITY Identity Groupldentity
FUNCTION_PROFILE Tenant Function Profile Interface | ApicTenantL4L7Function
INTERFACE IDENTITY Identity ProfileInterfaceldentity
FUNCTION_PROFILE Tenant Function Profile Bridge ApicTenantL4L7Function
BRIDGE GROUP _ Group Interface Identity ProfileBridgeGrouplnterface
INTERFACE IDENTITY Identity
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Add Network Object Group Parameters To APIC Function Profile

Summary
Description
Inputs
Input Description Mappable To Type Mandatory
Function Profile Select Function Profile name to add ApicTenantFunction Y
Name Network Object Group Parameters. Profileldentity
Network Object Enter a Network Object Group name. gen_text input Y
Group Name
Description Enter a description for the Network gen_text_input
Object Group. Up to 128 characters are
allowed.
Network Object Select a Network Object Group Type. gen text input
Group Type Default type is Host IP Address.
Host IP Address Enter Host IP Address as IPv4 (for gen_text input
example, 10.10.10.10) or IPv6
(XX XX X).
Network Address Enter a network address as IPv4/netMask | gen_text input
(for example, 10.10.10.0/255.255.255.0)
or IPv6/prefix (X:X:X:X::X/(0-128))
Network Object Name | Enter a network Object name. ApicTenant
L4L7FunctionProfile
NetworkObjectldentity
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity

operation was performed

TENANT _NAME

operation was performed

Tenant Name on which the selected

gen_text_input

TENANT IDENTITY

APIC Tenant Identity

ApicDeviceTenantldentity

FUNCTION_PROFILE GROUP

Tenant Function Profile Group

gen_text_input

GROUP_IDENTITY

FUNCTION_PROFILE

Tenant Function Profile Group
Identity

ApicTenantFunctionProfile
Groupldentity

FUNCTION_ PROFILE
IDENTITY

Tenant Function Profile Identity

ApicTenantFunctionProfile
Identity

FUNCTION PROFILE
NETWORK_OBJECT GROUP_
IDENTITY

Tenant Function Profile Network
Object Group Identity

ApicTenantL4L7Function
ProfileNetworkObjectGroup
Identity
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Add Network Object Parameters To APIC Function Profile

Summary
Add network object parameters to a function profile.
Description
This task adds a network object parameters to a function profile on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
Function Profile Name | Select Function profile to add Network | ApicTenantFunction Y
Object Parameters. Profileldentity
Network Object Name | Enter a network object Parameter gen_text input Y
name.
Network Object Type | Select a network Object Type. Default | gen_text input
Type is FQDN.
FQDN Enter Fully Qualified Domain Name. | gen_text input
Host IP Address Enter Host IP Address. gen_text input
IP Address Range Enter IP Address Range. For example: | gen_text input
0.0.0.10-10.10.10.20.
Network IP Address Enter a network IP Address. gen_text input
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity

operation was performed

TENANT NAME Tenant Name on which the selected

operation was performed

gen_text_input

TENANT IDENTITY
FUNCTION_PROFILE GROUP

FUNCTION_PROFILE
GROUP_IDENTITY

FUNCTION_ PROFILE
IDENTITY

FUNCTION PROFILE
NETWORK_OBJECT
IDENTITY

APIC Tenant Identity ApicDeviceTenantldentity

Tenant Function Profile Group gen_text input

Tenant Function Profile Group
Identity

ApicTenantFunctionProfile
Groupldentity

Tenant Function Profile Identity ApicTenantFunctionProfile

Identity

Tenant Function Profile Network
Object Identity

ApicTenantL4L7Function
ProfileNetworkObjectldentity
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Add Service Object Parameters To APIC Function Profile

Summary

This task adds Service Object Parameters To APIC Function Profile
Description

This task allows user to add Service Object Parameters to APIC Function Profile on the APIC controller.
Inputs

Input Description Mappable To Type | Mandatory

Function Profile Name | Select Function profile to add Service | ApicTenantFunction |Y

Object Parameters. Profileldentity
Service Object Name Enter Service Object Parameters name. |gen text input Y

Description Enter a description for Service Object |gen_text input
Parameters. Up to 128 characters are
allowed.

Protocol Type Enter a protocol type. gen_text input

Service Object Type Select Service Object Type as ICMP, gen_text_input
ICMP6, TCP or UDP. Default type is
ICMP.

ICMP Code Enter Internet Control Message Protocol | gen_text input
(ICMP) Code.

ICMP Type Enter Internet Control Message Protocol | gen text input
(ICMP) Type.

ICMP6 Code Enter Internet Control Message Protocol | gen_text input
(ICMP6) Code.

ICMP6 Type Enter Internet Control Message Protocol | gen_text input
(ICMP6) Type.

TCP Destination High | Enter TCP Destination High Port range |gen text input

Port between 0 and 65535.

TCP Destination Low | Enter TCP Destination Low Port range |gen_text input

Port between 0 and 65535.

TCP Destination Enter TCP Destination Operator. gen_text_input

Operator

TCP Source High Port

Enter TCP Source High Port range
between 0 and 65535.

gen_text_input

TCP Source Low Port

Enter TCP Source Low Port range
between 0 and 65535.

gen_text_input

TCP Source Operator

Enter TCP Source Operator.

gen_text input

UDP Destination High
Port

Enter UDP Destination High Port range
between 0 and 65535.

gen_text input
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Input Description Mappable To Type | Mandatory
UDP Destination Low | Enter UDP Destination Low Port range | gen text input
Port between 0 and 65535.
UDP Destination Enter UDP Destination Operator. gen_text input
Operator
UDP Source High Port | Enter UDP Source High Port range gen_text input

between 0 and 65535.
UDP Source Low Port | Enter UDP Source Low Port range gen_text input

between 0 and 65535.
UDP Source Operator | Enter UDP Source Operator. gen_text input

Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected | gen_text input
operation was performed

TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION PROFILE GROUP | Tenant Function Profile Group gen_text_input
FUNCTION PROFILE Tenant Function Profile Group ApicTenantFunctionProfile
GROUP_IDENTITY Identity Groupldentity
FUNCTION PROFILE Tenant Function Profile Identity ApicTenantFunctionProfile
IDENTITY Identity
FUNCTION PROFILE Tenant Function Profile Service ApicTenantL4L7Function
SERVICE OBJECT IDENTITY | Object Identity ProfileServiceObjectldentity
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Add Static Route To Interface On APIC Function Profile

Summary
Add a static route to an interface on an APIC function profile.
Description
This task adds a static route to an interface on an APIC function profile.
Inputs
Input Description Mappable To Type Mandatory
Interface Name | Select Interface On an APIC Function profile | ApicTenantL4L7Function | Y
to add Static Route. Profilelnterfaceldentity
Type Select an IP Type as IPv4 or IPv6. Default |gen text input
Type is IPv4.
Gateway Address | Enter gateway address as an IPv4 address. |gen_text input Y
Network Mask Enter a network Mask. Valid range is 1 to | gen_text input Y
32.
Network Enter a network IP Address. For example: |gen_text input Y

If IP is 192.168.1.101 and subnet mask is
255.255.255.0, then the network address is

192.168.1.0.
Metric Enter the metric value as an integer. gen_text_input
Hop Count Enter the hop count value as an integer. gen_text_input
Prefix Enter the prefix to be appended to the I[P | gen_text_input Y
route name.
Tunnelled Enter tunneled value to configure Folder | gen_text input
value.
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected | gen_text input
operation was performed
TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION PROFILE GROUP | Tenant Function Profile Group gen_text input
FUNCTION PROFILE Tenant Function Profile Group ApicTenantFunctionProfile
GROUP_IDENTITY Identity Groupldentity
FUNCTION_PROFILE Tenant Function Profile Identity ApicTenantFunctionProfile
IDENTITY Identity
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Output Description Type
FUNCTION_PROFILE Tenant Function Profile Interface | ApicTenantL4L7Function
INTERFACE IDENTITY Identity ProfileInterfaceldentity
FUNCTION_PROFILE Tenant Function Profile Static Route | ApicTenantL4L7Function
STATIC ROUTE IDENTITY |Identity ProfileStaticRouteldentity
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Copy APIC Function Profile

Summary
Copy a function profile.
Description
This task copies a function profile on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
Function Profile Group | Select Function Profile Group. | ApicTenantFunctionProfile Y
Name Groupldentity
Function Profile Name Enter Function Profile name. | gen_text input Y
Function Profile Name Select an APIC Function ApicTenantFunctionProfile Y
profile. Identity
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected |gen_ text input
operation was performed
TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION_ PROFILE Tenant Function Profile Group gen_text_input
GROUP
FUNCTION_PROFILE Tenant Function Profile Group Identity | ApicTenantFunctionProfile
GROUP_IDENTITY Groupldentity
FUNCTION_PROFILE Tenant Function Profile Identity ApicTenantFunctionProfile
IDENTITY Identity
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Create APIC Function Profile

Summary
Create a function profile.
Description
This task creates a function profile on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
Function Profile Group | Select Function Profile Group. ApicTenantFunctionProfile |Y
Name Groupldentity
Function Profile Name | Enter Function Profile name. gen_text_input Y
Description Enter additional description to gen_text_input
Function profile. Up to 128
characters are allowed.
Function Name Select Function of Function profile. | ApicTenantServiceGraph Y
FunctionNodeldentity
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected |gen_ text input
operation was performed
TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION_PROFILE Tenant Function Profile Group gen_text_input
GROUP
FUNCTION_PROFILE Tenant Function Profile Group Identity | ApicTenantFunctionProfile
GROUP_IDENTITY Groupldentity
FUNCTION_PROFILE Tenant Function Profile Identity ApicTenantFunctionProfile
IDENTITY Identity
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Create L4-L7 Service Function Profile Group to APIC

Summary
Create L4-L7 service function profile group to APIC.
Description
This task creates an L4-L7 service function profile group on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
Tenant name Select Tenant to add Function Profile | ApicDeviceTenant Y
Group. Identity
Function Profile Enter Function Profile Group name. gen_text_input
Group Name
Description Enter a description of the Function gen_text input
Profile Group. Up to 128 characters are
allowed.
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected gen_text_input
operation was performed
TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION_ PROFILE Tenant Function Profile Group gen_text_input
GROUP
FUNCTION_PROFILE Tenant Function Profile Group Identity | ApicTenantFunctionProfile
GROUP_IDENTITY Groupldentity
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Create NAT Rule

Summary
This task creates NAT Rule parameters on APIC Function Profile
Description
This task allows user to create NAT rule parameters to Function Profile on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
Function Profile Select Function profile to add | ApicTenantFunctionProfileldentity | Y
Name NAT Rule.
Name Enter NAT rule name. gen_text input Y
Source Real Object | Select Source Real Object. ApicTenantL4L7FunctionProfile
NetworkObjectldentity
Source Mapped Select Source Mapped Object. | ApicTenantL4L7FunctionProfile
Object NetworkObjectldentity
Type Select NAT Rule Type. ApicCreateNATRuleTypeldentity
Destination Real Select Destination Real Object. | ApicTenantL4L7FunctionProfile
Object NetworkObjectldentity
Destination Mapped | Select Destination Mapped ApicTenantL4L7FunctionProfile
Object Object. NetworkObjectldentity
Service Real Object | Select Service Real Object. ApicTenantL4L7FunctionProfile
ServiceObjectldentity
Service Mapped Select Service Mapped Object. | ApicTenantL4L7FunctionProfile
Object ServiceObjectldentity
DNS Enter DNS for NAT Rule. gen_text_input
Order Enter Order of NAT Rule. gen_text_input
Uni-Direction Enter Uni-Direction for NAT |gen_text input
Rule.
Source Interface Select Function Profile Source | ApicTenantL4L7FunctionProfile |Y
Interface. Interfaceldentity
Destination Interface | Select Function Profile ApicTenantL4L 7FunctionProfile |Y
Destination Interface. Interfaceldentity
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected |gen text input
operation was performed
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Output

Description

Type

TENANT IDENTITY

APIC Tenant Identity

ApicDeviceTenantldentity

FUNCTION_ PROFILE
GROUP

Tenant Function Profile Group

gen_text input

FUNCTION_ PROFILE
GROUP_IDENTITY

Tenant Function Profile Group
Identity

ApicTenantFunctionProfile
Groupldentity

FUNCTION PROFILE
IDENTITY

Tenant Function Profile Identity

ApicTenantFunctionProfile
Identity

FUNCTION_PROFILE_NAT
RULES_IDENTITY

Tenant Function Profile NAT Rule
Identity

ApicTenantL. 4L 7Function
ProfileNATRuleldentity
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Delete ACL Entry From APIC Function Profile

Summary
Delete an ACL entry from a function profile.
Description
This task deletes an ACL entry from a function profile on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
ACL Name Select an ACL Entry From an ApicTenantL4L7FunctionProfile | Y
APIC Function profile. Aclldentity
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected |gen_text input
operation was performed
TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION_PROFILE Tenant Function Profile Group gen_text_input
GROUP
FUNCTION_ PROFILE Tenant Function Profile Group Identity | ApicTenantFunctionProfile
GROUP_IDENTITY Groupldentity
FUNCTION PROFILE ACL_ | Tenant Function Profile ACL Identity | ApicTenantL4L7Function
IDENTITY ProfileAclldentity
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Delete APIC Function Profile

Summary
Delete a function profile.
Description
This task deletes a function profile on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
Function Profile Name Select an APIC Function profile. | ApicTenantFunction
Profileldentity
Do you want to delete the Do you want to delete the Y
selected Function Profile? selected Function Profile?
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected gen_text_input
operation was performed
TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION_ PROFILE Tenant Function Profile Group gen_text_input
GROUP
FUNCTION_ PROFILE Tenant Function Profile Group Identity | ApicTenantFunctionProfile
GROUP_IDENTITY Groupldentity
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Delete Bridge Group Interface From APIC Function Profile

Summary
Delete a bridge group interface from a function profile.

Description
This task deletes a bridge group interface from a function profile on the APIC controller.

Inputs
Input Description Mappable To Type Mandatory
Bridge Group Select Bridge Group Interface | ApicTenantL4L7FunctionProfile |Y
Interface Name From an APIC Function profile. | BridgeGrouplnterfaceldentity

Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity

operation was performed
TENANT NAME Tenant Name on which the selected | gen_text input
operation was performed

TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION_PROFILE GROUP | Tenant Function Profile Group gen_text_input
FUNCTION_ PROFILE Tenant Function Profile Group ApicTenantFunctionProfile
GROUP_IDENTITY Identity Groupldentity
FUNCTION_ PROFILE Tenant Function Profile Identity ApicTenantFunctionProfile
IDENTITY Identity
FUNCTION_PROFILE Tenant Function Profile Bridge ApicTenantL 4L 7Function
BRIDGE_GROUP _ Group Interface Identity ProfileBridgeGrouplnterface
INTERFACE IDENTITY Identity
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Delete Function Config Parameters From APIC Function Profile

Summary
Delete function config parameters from a function profile.

Description
This task deletes function configuration parameters From a function profile. It requires an external
interface and an internal interface as inputs.

Inputs
Input Description Mappable To Type Mandatory
External Interface |Select External Interface from | ApicTenantL4L7FunctionProfile Y
Parameter. FunctionConfigExIntfldentity
Internal Interface | Select Internal Interface from | ApicTenantL4L7FunctionProfile Y
Parameter. FunctionConfigInIntfldentity
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected |gen text input
operation was performed
TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION_ PROFILE Tenant Function Profile Group gen_text_input
GROUP
FUNCTION_ PROFILE Tenant Function Profile Group Identity | ApicTenantFunctionProfile
GROUP_IDENTITY Groupldentity
FUNCTION_PROFILE Tenant Function Profile Identity ApicTenantFunctionProfile
IDENTITY Identity
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Delete Interface From APIC Function Profile

Summary
Delete an interface from a function profile.

Description
This task deletes an interface from a function profile on the APIC controller.

Inputs
Input Description Mappable To Type Mandatory
Interface Name | Select Interface From an APIC | ApicTenantL4L 7FunctionProfile |Y

Function profile. Interfaceldentity

Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity

operation was performed

TENANT NAME

Tenant Name on which the selected
operation was performed

gen_text input

TENANT IDENTITY

APIC Tenant Identity

ApicDeviceTenantldentity

FUNCTION_PROFILE GROUP

Tenant Function Profile Group

gen_text input

FUNCTION_PROFILE
GROUP_IDENTITY

Tenant Function Profile Group
Identity

ApicTenantFunctionProfile
Groupldentity

FUNCTION_PROFILE
INTERFACE_IDENTITY

Tenant Function Profile Interface
Identity

ApicTenantL 4L 7Function
Profilelnterfaceldentity

FUNCTION_PROFILE
BRIDGE_GROUP_
INTERFACE_IDENTITY

Tenant Function Profile Bridge
Group Interface Identity

ApicTenantL 4L 7Function
ProfileBridgeGrouplnterface
Identity
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Delete L4-L7 Service Function Profile Group from APIC

Summary

Delete L4-L7 service function profile group from APIC.
Description

This task deletes an L4-L7 service function profile group from the APIC controller.
Inputs

Input Description Mappable To Type Mandatory

Function Profile Group Name | Select an APIC Function Profile | ApicTenantFunction

Group. ProfileGroupldentity
Do you want to delete the Do you want to delete the Y
selected Function Profile selected Function Profile Group?

Group?
Outputs

Output Description Type

APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity

operation was performed
TENANT NAME Tenant Name on which the selected gen_text_input
operation was performed

TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity

FUNCTION_ PROFILE Tenant Function Profile Group gen_text_input

GROUP

FUNCTION_ PROFILE Tenant Function Profile Group Identity | ApicTenantFunctionProfile

GROUP_IDENTITY Groupldentity
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Delete NAT Rule

Summary

This task deletes NAT Rule parameters on APIC Function Profile
Description

This task allows user to delete NAT rule parameters from Function Profile on the APIC controller.
Inputs

Input Description Mappable To Type Mandatory

NAT Rule Name Select NAT Rule of Function | ApicTenantL4L7Function |Y

profile. ProfileNATRuleldentity

Do you want to delete the | Do you want to delete the

selected NAT Rule? selected NAT Rule?
Outputs

Output Description Type

APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity

operation was performed
TENANT NAME Tenant Name on which the selected |gen text input
operation was performed

TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity

FUNCTION_ PROFILE Tenant Function Profile Group gen_text_input

GROUP

FUNCTION_ PROFILE Tenant Function Profile Group ApicTenantFunctionProfile

GROUP_IDENTITY Identity Groupldentity

FUNCTION_PROFILE Tenant Function Profile Identity ApicTenantFunctionProfile

IDENTITY Identity

FUNCTION_PROFILE NAT | Tenant Function Profile NAT Rule | ApicTenantL4L7Function

RULES_IDENTITY Identity ProfileNATRuleldentity
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Delete Network Object Group Parameters From APIC Function
Profile

Summary

Description

Inputs
Input Description Mappable To Type Mandatory
Network Object Group Select a Network Object Group | ApicTenantL4L7Function | Y

Parameters From Function profile. | ProfileNetworkObject
Groupldentity

Do you want to delete the | Do you want to delete the selected Y
selected Parameter from Parameter from Function Profile?
Function Profile?

Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity

operation was performed

TENANT NAME Tenant Name on which the selected

operation was performed

APIC Tenant Identity

gen_text_input

TENANT IDENTITY ApicDeviceTenantldentity

FUNCTION PROFILE GROUP

Tenant Function Profile Group

gen_text_input

FUNCTION_PROFILE
GROUP_IDENTITY

Tenant Function Profile Group
Identity

ApicTenantFunctionProfile
Groupldentity

FUNCTION_PROFILE
IDENTITY

Tenant Function Profile Identity

ApicTenantFunctionProfile
Identity

FUNCTION_PROFILE
NETWORK_OBJECT GROUP_
IDENTITY

Tenant Function Profile Network
Object Group Identity

ApicTenantL4L7Function
ProfileNetworkObjectGroup
Identity
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Delete Network Object Parameters From APIC Function Profile

Summary
Delete network object parameters from a function profile.
Description
This task deletes network object parameters from a function profile on the APIC controller.
Inputs
Input Description Mappable To Type Mandatory
Network Object Name Select a Network Object Parameters | ApicTenant Y
From an APIC Function profile. | L4L7FunctionProfile
NetworkObjectldentity
Do you want to delete the | Do you want to delete the selected Y
selected Parameter from Parameter from Function Profile?
Function Profile?
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected | gen text input
operation was performed
TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION PROFILE GROUP | Tenant Function Profile Group gen_text_input
FUNCTION_ PROFILE Tenant Function Profile Group ApicTenantFunctionProfile
GROUP_IDENTITY Identity Groupldentity
FUNCTION_PROFILE Tenant Function Profile Identity ApicTenantFunctionProfile
IDENTITY Identity
FUNCTION_PROFILE Tenant Function Profile Network ApicTenantL4L7Function
NETWORK OBJECT _ Object Identity ProfileNetworkObjectldentity
IDENTITY
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Delete Service Object Parameters From APIC Function Profile

Summary
This task deletes Service Object Parameters From APIC Function Profile

Description
This task allows user to delete Service Object Parameters from APIC Function Profile on the APIC
controller.

Inputs
Input Description Mappable To Type Mandatory
Service Object Select Service Object Parameters | ApicTenantL4L7FunctionProfile | Y
Name From an APIC Function profile. |ServiceObjectldentity

Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity

operation was performed
TENANT NAME Tenant Name on which the selected | gen_text input
operation was performed

TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity
FUNCTION PROFILE GROUP | Tenant Function Profile Group gen_text_input
FUNCTION_ PROFILE Tenant Function Profile Group ApicTenantFunctionProfile
GROUP_IDENTITY Identity Groupldentity
FUNCTION_ PROFILE Tenant Function Profile Identity ApicTenantFunctionProfile
IDENTITY Identity
FUNCTION_PROFILE Tenant Function Profile Service ApicTenantL4L7Function
SERVICE OBJECT IDENTITY | Object Identity ProfileServiceObjectldentity
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Delete Static Route From Interface On APIC Function Profile

Summary
Description
Inputs
Input Description Mappable To Type Mandatory
Static Route Select Static Route From Interface | ApicTenantL4L7FunctionProfile | Y
On an APIC Function profile. StaticRouteldentity
Outputs
Output Description Type
APIC_ACCOUNT APIC Account on which the selected | ApicDeviceldentity
operation was performed
TENANT NAME Tenant Name on which the selected | gen_text input
operation was performed
TENANT IDENTITY APIC Tenant Identity ApicDeviceTenantldentity

FUNCTION_PROFILE GROUP | Tenant Function Profile Group gen_text_input

FUNCTION_ PROFILE Tenant Function Profile Group ApicTenantFunctionProfile
GROUP_IDENTITY Identity Groupldentity
FUNCTION_ PROFILE Tenant Function Profile Identity ApicTenantFunctionProfile
IDENTITY Identity
FUNCTION_PROFILE Tenant Function Profile Interface | ApicTenantL4L7Function
INTERFACE_IDENTITY Identity Profilelnterfaceldentity
FUNCTION_PROFILE Tenant Function Profile Static Route | ApicTenantL4L7Function
STATIC ROUTE_IDENTITY |Identity ProfileStaticRouteldentity
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