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Cisco UCS C-Series Servers

Cisco UCS C-Series Servers deliver unified computing in an industry-standard form factor to reduce total
cost of ownership and increase agility. Each product addresses varying workload challenges through a balance
of processing, memory, I/O, and internal storage resources.

About the Release Notes

This document describes the new features, system requirements, open caveats and known behaviors for
C-Series software release 4.3(4) including Cisco Integrated Management Controller (Cisco IMC) software
and any related BIOS, firmware, or drivers. Use this document in conjunction with the documents listed in
the Related Documentation, on page 41 section.

N

Note We sometimes update the documentation after original publication. Therefore, you should also refer to the
documentation on Cisco.com for any updates.

Revision History

Revision Date Description

Gl August 18, 2025 Updated the release notes for
4.3(4.252002) for the following
servers:

* Cisco UCS C225 M6 servers
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. Revision History

Revision

Date

Description

GO

August 7, 2025

Created release notes for
4.3(4.252001) for the following
servers:

* Cisco UCS C220 M6, C240
M6 servers

The firmware files in Cisco Host
Upgrade Utility for individual
releases are available at: Cisco UCS
C-Series Integrated Management
Controller Firmware Files, Release
4.3

F1

February 24, 2025

Updated the Security Fixessection
for the release 4.3(4.242066).

FO

December 16, 2024

Created release notes for
4.3(4.242066) for the following
Servers:

* Cisco UCS C220 M7 and
C240 M7 servers

e Cisco UCS C220 M6, C240
M6, C225 M6, C245 M6
servers and S3260 M5 servers

The firmware files in Cisco Host
Upgrade Utility for individual
releases are available at: Cisco UCS
C-Series Integrated Management
Controller Firmware Files, Release
43

A2

October 03, 2024

Updated the section Known
Behaviorsand Limitationsin
Release 4.3(4.240152) for the
release 4.3(4.240152)
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Revision History .

Revision Date Description

EO September 24, 2024 Created release notes for

4.3(4.242038) for the following
servers:

» Cisco UCS C220 M7 and
C240 M7 servers

* Cisco UCS C220 M6, C240
M6, C225 M6, C245 M6
servers and S3260 M5 servers

The firmware files in Cisco Host
Upgrade Utility for individual
releases are available at: Cisco UCS
C-Series Integrated Management
Controller Firmware Files, Release
4.3

Al August 30, 2024 Updated the section New Software
Featuresin Release 4.3(4.240152)
for the release 4.3(4.240152)

DO August 15,2024 Created release notes for
4.3(4.241063) for the following
servers:

e Cisco UCS C220 M7 and
C240 M7 servers

e Cisco UCS C220 M6, C240
M6, C225 M6, C245 M6
servers and S3260 M5 servers

The firmware files in Cisco Host
Upgrade Utility for individual
releases are available at: Cisco UCS
C-Series Integrated Management
Controller Firmware Files, Release
43
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. Cisco IMC Release Number and .ISO Image Names

Revision

Date

Description

Co

August 14, 2024

Created release notes for
4.3(4.242028) for the following
Servers:

 Cisco UCS C220 M7 and
C240 M7 servers

The firmware files in Cisco Host
Upgrade Utility for individual
releases are available at: Cisco UCS
C-Series Integrated Management
Controller Firmware Files, Release
4.3

BO

June 25, 2024

Created release notes for
4.3(4.241014) for the following
servers:

 Cisco UCS C245 M8 server

The firmware files in Cisco Host
Upgrade Utility for individual
releases are available at: Cisco UCS
C-Series Integrated Management
Controller Firmware Files, Release
4.3

A0

June 05, 2024

Created release notes for
4.3(4.240152) for the following
Servers:

e Cisco UCS C220 M7 and
C240 M7 servers

« Cisco UCS C220 M6, C240
Meo, C225 M6, C245 M6
servers and S3260 M5 servers

The firmware files in Cisco Host
Upgrade Utility for individual
releases are available at: Cisco UCS
C-Series Integrated Management
Controller Firmware Files, Release
43

Cisco IMC Release Number and .ISO Image Names

Beginning with the release 4.3, Cisco is updating the release number naming convention to align with the

ISO images.

Example: 4.3.1.YYXXXX
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Supported Platforms and Release Compatibility Matrix .

* 4. 3—Represents the main release.
» .1—Represents the first release.

For the current 4.3 main release, .1 represents the first release number.

For subsequent maintenance releases, this number will represent the related maintenance release number.
* YY—Represents the year of release.

For the current 4.3 main release, 23 is derived from the year 2023.

o XXXX—The final 4 digits represent the increasing sequence of build numbers every year.

For the first 4.3 main release, the number is 0097.

Supported Platforms and Release Compatibility Matrix

Supported Platforms in this Release

The following servers are supported in this release:

* Cisco UCS C245 M8
* Cisco UCS C220 M7
* Cisco UCS C240 M7
* Cisco UCS C220 M6
* Cisco UCS C240 M6
* Cisco UCS C245 M6
* Cisco UCS C225 M6
* Cisco UCS S3260 M5

For information about these servers, see Overview of Servers.

Cisco IMC and Cisco UCS Manager Release Compatibility Matrix

Firmware Version Equivalency Between Cisco Intersight, Cisco IMC, and Cisco UCS Manager

For more information, see Cisco UCS Equivalency Matrix for Cisco Intersight, Cisco IMC, and Cisco UCS
Manager.

Cisco IMC and Cisco UCS Manager Release Compatibility Matrix

Cisco UCS C-Series Rack-Mount Servers are managed by built-in standalone software —Cisco IMC. However,
when a Rack-Mount Server is integrated with Cisco UCS Manager, UCSM end-user interface is used to
manage the server.

The following table lists the supported platforms, Cisco IMC releases, and Cisco UCS Manager releases for
Rack-Mount Servers:
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. Cisco IMC and Cisco UCS Manager Release Compatibility Matrix

Table 1: Cisco IMC and UCS Manager Software Releases for Rack Mount Servers for Cisco IMC 4.3(4) Release

Cisco IMC Release

Cisco UCS Manager Release

Rack Mount Servers

« 4.3(4.252002)
« 4.3(4.252001)

NA

* 4.3(4.252002) - Cisco UCS
C225 M6 servers

* 4.3(4.252001) - Cisco UCS
C220 M6, C240 M6 servers

4.3(4.242066)

4.3(4f)

e Cisco UCS C220 M7 and
C240 M7 servers

* Cisco UCS C220 M6, C240
M6, C225 M6 and C245 M6
and S3260 M5 servers

4.3(4.242038)

NA

* Cisco UCS C220 M7 and
C240 M7 servers

« Cisco UCS C220 M6, C240
M6, C225 M6 and C245 M6
and S3260 M5 servers

4.3(4.242028)

NA

e Cisco UCS C220 M7 and
C240 M7 servers

4.3(4.241063)

4.3(4b)

 Cisco UCS C220 M7 and
C240 M7 servers

« Cisco UCS C220 M6, C240
M6, C225 M6 and C245 M6
and S3260 M5 servers

4.3(4.241014)

4.3(4b)

Cisco UCS C245 M8 server

4.3(4.240152)

4.3(4a)

e Cisco UCS C220 M7 and
C240 M7 servers

* Cisco UCS C220 M6, C240
M6, C225 M6 and C245 M6
and S3260 M5 servers
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Cisco IMC and Cisco UCS Manager Release Compatibility Matrix .

Table 2: Cisco IMC and UCS Manager Software Releases for Rack Mount Servers for Cisco IMC 4.3(3) Release

Cisco IMC Release Cisco UCS Manager Release Rack Mount Servers

4.3(3.240043) NA e Cisco UCS C220 M7 and
C240 M7 servers

* Cisco UCS C220 M6, C240
M6, C225 M6 and C245 M6

servers
4.3(3.240041) NA * Cisco UCS S3260 M5 servers
4.3(3.240022) 4.3(3a) * Cisco UCS C220 M7 and
C240 M7 servers

* Cisco UCS C220 M6, C240
M6, C225 M6 and C245 M6
and S3260 M5 servers

Table 3: Cisco IMC and UCS Manager Software Releases for Rack Mount Servers for Cisco IMC 4.3(2) Release

Cisco IMC Release Cisco UCS Manager Release Rack Mount Servers

4.3(2.250045) NA Cisco UCS C220 M5, C240 M5,
C480 M5 and C125 M5 servers

4.3(2.250037) 4.3(6¢) Cisco UCS C220 M5, C240 M5,
C480 M5 servers

4.3(2.250022) NA Cisco UCS C125 MS5 servers

4.3(2.250021) NA Cisco UCS C240 MS5 servers

4.3(2.250016) NA Cisco UCS C220 M5, C240 M5,
C480 M5, C125 M5 and S3260 M5
servers

4.3(2.240107) NA Cisco UCS C220 M5, C240 M5,

C480 M5, C125 M5 and S3260 M5
servers

4.3(2.240090) NA Cisco UCS C220 M5, C240 M5,
C480 M5, C125 M5 and S3260 M5
servers

4.3(2.240077) NA Cisco UCS C220 M5, C240 M5,

C480 M5, C125 M5 and S3260 M5
servers

4.3(2.240053) NA Cisco UCS C220 M5, C240 M5,
C480 M5, C125 M5 and S3260 M5
servers

Release Notes for Cisco UCS Rack Server Software, Release 4.3(4) .



. Cisco IMC and Cisco UCS Manager Release Compatibility Matrix

Cisco IMC Release

Cisco UCS Manager Release

Rack Mount Servers

4.3(2.240037)

NA

* Cisco UCS C225 M6 and
C245 M6 servers

4.3(2.240009)

NA

* Cisco UCS C220 M6, C240
M6, C225 M6 and C245 M6
servers

e Cisco UCS C220 M5, C240
M35, C480 M5, C125 M5 and
S3260 M5 servers

4.3(2.240002)

43(2)

 Cisco UCS C220 M7 and
C240 M7 servers

* Cisco UCS C220 M6, C240
M6, C225 M6 and C245 M6
servers

e Cisco UCS C220 M5, C240
M35, C480 M5, C125 M5 and
S3260 M5 servers

4.3(2.230270)

43(2)

e Cisco UCS C220 M7 and
C240 M7 servers

* Cisco UCS C220 M6, C240
M6, C225 M6 and C245 M6
servers

* Cisco UCS C220 M5, C240
M35, C480 M5, C125 M5 and
S3260 M5 servers

4.3(2.230207)

43(2)

 Cisco UCS C220 M7 and
C240 M7 servers

* Cisco UCS C220 M6, C240
M6, C225 M6 and C245 M6
servers

» Cisco UCS C220 M5, C240
M35, C480 M5, C125 M5 and
S3260 M5 servers

Table 4: Cisco IMC and UCS Manager Software Releases for Rack Mount Servers for Cisco IMC 4.3(1) Release

Cisco IMC Release

Cisco UCS Manager Release

Rack Mount Servers

4.3(1.230138)

No Support

Cisco UCS C220 M7 and C240 M7
servers
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Cisco IMC and Cisco UCS Manager Release Compatibility Matrix .

Cisco IMC Release Cisco UCS Manager Release Rack Mount Servers

4.3(1.230124) No Support Cisco UCS C220 M7 and C240 M7
servers

4.3(1.230097) No Support Cisco UCS C220 M7 and C240 M7

SCTvers

Table 5: Cisco IMC and UCS Manager Software Releases for Rack Mount Servers for Cisco IMC 4.2(3) Release

Cisco IMC Release Cisco UCS Manager Release Rack Mount Servers

4.2(3p) 4.2(30) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C480 M5, S3260 M5, and C125
MS5 servers

4.2(30) 4.2(3n) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M5, S3260 M4, S3260 M5, and
C125 M5 servers

4.2(3n) 4.2(3m) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M35, S3260 M4, S3260 M5, and
C125 M5 servers

4.2(3m) 4.2(31) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M5, S3260 M4, S3260 M5, and
C125 MS5 servers

4.2(31) 4.2(3k) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M35, S3260 M4, S3260 M5, and
C125 M5 servers

4.2(3k) NA Cisco UCS S3260 M5 servers
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Cisco IMC Release

Cisco UCS Manager Release

Rack Mount Servers

4.2(3j)

4.2(3j)

Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M35, S3260 M4, S3260 M5, and
C125 M5 servers

4.2(3i)

4.2(3i)

Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M5, S3260 M4, S3260 M5, and
C125 M5 servers

42(3g)

42(3g)

Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M35, S3260 M4, S3260 M5, and
C125 MS5 servers

4.2(3e)

4.2(3e)

Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M5, S3260 M4, S3260 M5, and
C125 M5 servers

4.2(3d)

4.2(3d)

Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M5, S3260 M4, S3260 M5, and
C125 M5 servers

4.2(3b)

4.2(3b)

Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M5, S3260 M4, S3260 M5, and
C125 MS5 servers
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Cisco IMC and Cisco UCS Manager Release Compatibility Matrix .

Table 6: Cisco IMC and UCS Manager Software Releases for Rack Mount Servers for Cisco IMC 4.2(2) Release

Cisco IMC Release Cisco UCS Manager Release Rack Mount Servers

4.2(2g) 4.2(2d) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M5, S3260 M4, S3260 M5, and
C125 M5 servers

4.2(21) 4.2(2c) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M35, S3260 M4, S3260 M5, and
C125 M5 servers

4.2(2a) 4.2(2a) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

Cisco UCS C220 M5, C240 M5,
C240 SD M5, C480 M5, C480 ML
M5, S3260 M4, S3260 M5, and
C125 M5 servers

Table 7: Cisco IMC and UCS Manager Software Releases for Rack Mount Servers for Cisco IMC 4.2(1) Release

Cisco IMC Release Cisco UCS Manager Release Rack Mount Servers

4.2(1j) 4.2(1n) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

4.2(11) 4.2(1m) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

4.2(1g) No Support Cisco UCS C225 M6 and C245 M6
servers

4.2(11) 4.2(1k) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

4.2(1e) 4.2(11) Cisco UCS C220 M6, C225 M6,
C240 M6, and C245 M6 servers

4.2(1c) No Support Cisco UCS C225 M6 and C245 M6
servers

4.2(1b) 4.2(11) Cisco UCS C220 M6 and C240 M6

SErvers
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Cisco IMC Release

Cisco UCS Manager Release

Rack Mount Servers

4.2(1a)

4.2(1d)

Cisco UCS C220 M6, C240 M6,
and C245 M6 servers

Note

Cisco UCS Manager does not
support Cisco UCS C245 M6
servers.

Table 8: Cisco IMC and UCS Manager Software Releases for Rack Mount Servers for Cisco IMC 4.1(3) Release

Cisco IMC Release

Cisco UCS Manager Release

Rack Mount Servers

4.13n)

NA

Cisco UCS C220 M5, C240 M5,
C480 M5, S3260 M5 and S3260
M4 servers

4.1(3m)

4.1(3m)

Cisco UCS C220 M5, C240 M5,
C480 M5, S3260 M5 and S3260
M4 servers

4.1(31)

4.1(3k)

Cisco UCS C480 M5, C220 M5,
C240 M5 servers

4.1(3i)

4.1(3))

Cisco UCS C220 M5, C240 M5,
C480 M5, S3260 M4, S3260 M5,
C125 MS5 servers

4.1(3h)

4.1(3i)

Cisco UCS C220 M5, C240 M5,
C480 M5, S3260 M4, S3260 M5,
C125 M5 servers

4.13g)

No Support

Cisco UCS S3260 M4 and S3260
M35 servers

4.1(30)

4.1(3h)

Cisco UCS C220 M5, C240 M5,
C480 M5, S3260 M4, S3260 M4,
S3260 M5, and C125 M5 servers

4.1(3d)

4.1(3¢)

Cisco UCS C220 M5, C240 SD
M35, C240 M5, C480 M5, C480 ML
M5, S3260 M4, S3260 M5, and
C125 M5 servers

4.1(3¢)

4.1(3d)

Cisco UCS C220 M5, C240 SD
M35, C240 M5, C480 M5, C480 ML
M5, S3260 M4, S3260 M5 and
C125 M5 servers
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Cisco IMC and Cisco UCS Manager Release Compatibility Matrix .

Cisco IMC Release Cisco UCS Manager Release Rack Mount Servers

4.1(3b) 4.1(3a) Cisco UCS C220 M5, C240 SD
M35, C240 M5, C480 M5, C480 ML
M5, S3260 M4, S3260 M5 and
C125 M5 servers

Table 9: Cisco IMC and UCS Manager Software Releases for Rack Mount Servers for Cisco IMC 4.1(2) Release

Cisco IMC Release Cisco UCS Manager Release Rack Mount Servers

4.1(2m) No Support Cisco UCS C220 M4, C240 M4 and
C460 M4 servers.

4.1(21) No Support Cisco UCS C220 M4 and C240 M4
Servers.

4.1(2k) No Support Cisco UCS C220 M4, C240 M4, and

C460 M4 servers

4.1(2)) No Support Cisco UCS C220 M4, C240 M4, and
C460 M4 servers

4.1(2h) No Support Cisco UCS C220 M4, C240 M4, and
C460 M4 servers

4.12g) No Support Cisco UCS C220 M4, C240 M4, and
C460 M4 servers

4.1(21) 4.1(2¢) Cisco UCS C220 M5, C240 SD M5,
C240 M5, C480 M5, C480 ML M5,
S3260 M5, C220 M4, C240 M4,
C460 M4, and S3260 M4 servers

4.1(2e) No Support Cisco UCS C125 MS servers

4.1(2d) No Support Cisco UCS C240 M5 and C240 SD
MS5 servers

4.1(2b) 4.1(2b) Cisco UCS C220 M5, C240 SD M5,

C240 M5, C480 M5, C480 ML M5,
S$3260 M5, C125 M5, C220 M4,
C240 M4, C460 M4, and S3260 M4
servers

4.1(2a) 4.1(2a) Cisco UCS C220 M5, C240 SD M5,
C240 M5, C480 M5, C480 ML M5,
53260 M5, C125 M5, C220 M4,
C240 M4, C460 M4, and S3260 M4
servers
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. Operating System and Browser Requirements

Table 10: Cisco IMC and UCS Manager Software Releases for Rack Mount Servers for Cisco IMC 4.1(1) Release

Cisco IMC Release

Cisco UCS Manager Release

Rack Mount Servers

4.1(1h)

4.1(1e)

Cisco UCS C220 M5, C240 M5,
C480 M5, C480 ML M5, S3260 M5,
C125 M5, C220 M4, C240 M4, C460
M4, and S3260 M4 servers

4.1(1g)

4.1(1d)

Cisco UCS C220 M5, C240 M5,
C480 M5, C480 ML M5, S3260 M5,
C125 M5, C220 M4, C240 M4, C460
M4, and S3260 M4 servers

4.1(19)

4.1(1¢)

Cisco UCS C220 M5, C240 M5,
C480 M5, C480 ML M5, S3260 M5,
C125 M5, C220 M4, C240 M4, C460
M4, and S3260 M4 servers

4.1(1d)

4.1(1b)

Cisco UCS C220 M5, C240 M5,
C480 M5, and C480 ML M5 servers

4.1(1c)

4.1(1a)

Cisco UCS C220 M5, C240 M5,
C480 M5, C480 ML M5, S3260 M5,
C125 M5, C220 M4, C240 M4, C460
M4, and S3260 M4 servers

Operating System and Browser Requirements

For detailed information about supported Operating System, see the interactive UCS Hardware and Software

Compatibility matrix.

Cisco recommends the following browsers for Cisco UCS Rack Server Software, Release 4.3(4):

Recommended Browser

Version

Minimum Recommended Browser | Minimum Recommended Operating

System

Google Chrome

Build) (x86_64)

Version 122.0.6261.129 (Official

Mac OS 14.2.1 (23C71)

Build) (64-bit)

Version 122.0.6261.131 (Official

Microsoft Windows 11 Enterprise

Build) (64-bit)

Version 123.0.6312.59 (Official

Microsoft Windows 11 Enterprise

Build) (64-bit)]

Version 123.0.6312.58 [(Official

Microsoft Windows 11 Enterprise
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Default Ports

Default Ports .

Recommended Browser

Minimum Recommended Browser
Version

Minimum Recommended Operating
System

Safari

Version 17.2.1 (19617.1.17.11.12)

Mozilla Firefox

123.0.1

Mac OS 14.2.1 (23C71)

124.0.1 (64-bit)

24.0.1

Microsoft Windows 11 Enterprise

\)

Note

browser versions.

If the management client is launched using an unsupported browser, check the help information from the For
best results use supported browsers option available in the login window for the supported

Transport Layer Security (TLS) version 1.2.

Following is a list of server ports and their default port numbers:

Table 11: Server Ports

Port Name Port Number
LDAP Port 1 389
LDAP Port 2 389
LDAP Port 3 389
LDAP Port 4 3268
LDAP Port 5 3268
LDAP Port 6 3268
SSH Port 22
HTTP Port 80
HTTPS Port 443
SMTP Port 25
KVM Port 2068
Intersight Management Port 8889
Intersight Cloud Port 8888
SOL SSH Port 2400
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Port Name Port Number
SNMP Port 161
SNMP Traps 162
External Syslog 514

Upgrade and Downgrade Guidelines

To get a complete overview of all the possible upgrade paths in Cisco IMC, see Cisco UCS Rack Server
Upgrade Support Matrix.

Downgrade Limitation for Release 4.3(4.240152):
See Cisco UCS Rack Server Upgrade Support Matrix to view your server upgrade path.
Downgrade Limitation for Release 4.3(3.240022):

In the release 4.3(3.240022), you cannot downgrade the Cisco UCS M7 servers with 5th Gen Intel® Xeon®
processors.

When you try to downgrade Cisco IMC, the following error message is displayed on CLI, GUI, Redfish API
and XML API user interfaces:

Error message during BM C downgrade with different interfaceslike CLI/WEBUI/Redfish/ XML =
“Update aborted. INCOMPATIBLE_IMAGE”

When you try to downgrade BIOS, the following error message is displayed on CLI, GUI, Redfish API and
XML API user interfaces:

CPU ID mismatch between uploaded image and the platform.

)

Note  You can downgrade Cisco UCS M7 servers with 4th Generation Intel® Xeon® Scalable Processors.

Infrastructure Upgrade and Downgradeto Release 4.3(2):
* Cisco UCS M4 servers are not supported by 4.3(2.230207) and later releases.

* You must perform firmware update after adding any new hardware component to the system.

* If you are planning to install Cisco UCS VIC 15237 or 15427 in a server, then upgrade the server to
4.3(2.230270) or later versions and then insert the adapter into the server.

If you insert Cisco UCS VIC 15237 or 15427 into the server that is running earlier versions than
4.3(2.230270), then upgrade the server to 4.3(2.230270) or later versions and power cycle the server to
recognize the adapter.

* If you are planning to install Cisco UCS VIC 15235 or 15425 in a server, then upgrade the server to
4.3(2.230207) or later versions and then insert the adapter into the server.

If you insert Cisco UCS VIC 15235 or 15425 into the server that is running earlier versions than
4.3(2.230207), then upgrade the server to 4.3(2.230207) or later versions and power cycle the server to
recognize the adapter.
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Upgrade Paths to Release 4.3.4 .

Support for Cisco UCS €245 M8 Servers
Cisco UCS C245 M8 servers are supported from the release 4.3(4.241014) onwards.

Support for Cisco UCS M7 Servers
Cisco UCS M7 servers are supported from the release 4.3(1.230097) onwards.
The following releases are for Cisco UCS M7 servers only:

- 4.3(1.230138)
. 4.3(1.230124)
« 4.3(1.230097)

Upgrade Paths to Release 4.3.4

The section provides information on the upgrade paths to release 4.3.4.

To get a complete overview of all the possible upgrade paths in Cisco IMC, see Cisco UCS Rack Server
Upgrade Support Matrix.

Cisco IMC 4.3(4.241014) release supports only Cisco UCS C245 M8 servers.

Refer to the table for upgrade paths for various Cisco UCS C-series IMC versions.

Table 12: Upgrade Paths to Release 4.3(4x)

Upgrade From Release Upgrade To Release Recommended Upgrade Path

Following Cisco UCS * 4.3(4.242066) Follow below upgrade path:
servers from the release

* 4.3(4.242038) * You can use Interactive HUU or
4.3(1.230097) Non-Interactive HUU (NIHUU) script to
* Cisco UCS C220 M7 *4.3(4.240152) update the server.
* Cisco UCS C240 M7 * 4.3(3.240043) * While updating the firmware using the
« 4.3(3.240022) NIHUU togl, use t'he Python scripts that are
released with version 4.3(4.240152).
* 4.3(2.240002) . .
» Use OpenSSL 1.0.1e-fips on the client side
*4.3(2.230270) (where the NIHUU python scripts are
running).
* 4.3(2.230207)

e Download HUU iso from here.
*4.3(1.230138)

* Download NIHUU script from here.
*4.3(1.230124)
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. Upgrade Paths to Release 4.3.4

Upgrade From Release

Upgrade To Release

Recommended Upgrade Path

Following Cisco UCS
servers from the release
4.2(3b)

* Cisco UCS C220 M6
* Cisco UCS C240 M6
* Cisco UCS C245 M6
* Cisco UCS C225 M6
* Cisco UCS C220 M5
* Cisco UCS C240 M5

* Cisco UCS C240 SD
M5

* Cisco UCS C480 M5

* Cisco UCS C480 M5
ML

* Cisco UCS S3260 M5
* Cisco UCS C125 M5

« 4.3(4.242038)
« 4.3(4.240152)
« 4.3(3.240043)
« 4.3(3.240022)
« 4.3(2.230270)
« 4.3(2.230207)
«42(3g)
. 42(3e)
« 42(3d)

Note

For Cisco UCS M5
servers, the following
releases support only
Cisco UCS S3260 M5
servers:

4.3(4.242066)
4.3(4.242038)
4.3(3.240022)

Follow below upgrade path:

* You can use Interactive HUU or
Non-Interactive HUU (NIHUU) script to
update the server.

* While updating the firmware using the
NIHUU tool, use the Python scripts that are
released with version 4.3(2.230207).

+ Use OpenSSL 1.0.1e-fips on the client side
(where the NIHUU python scripts are
running).

* Download HUU iso from here.

* Download NIHUU script from here.

Following Cisco UCS
servers from the release
4.2(2)

* Cisco UCS C220 M5
* Cisco UCS C240 M5

« Cisco UCS C240 SD
M5

* Cisco UCS C480 M5

* Cisco UCS C480 M5
ML

* Cisco UCS S3260 M5
* Cisco UCS C125 M5

* 4.3(2.240002)
* 4.3(2.230270)
* 4.3(2.230207)
*4.2(3g)
*4.2(3e)
*4.2(3d)
*4.2(3b)
Note
For Cisco UCS M5
servers, the following
releases support only

Cisco UCS S3260 M5
servers:

4.3(4.242038)
4.3(4.240152)
4.3(3.240022)

Follow below upgrade path:

* You can use Interactive HUU or
Non-Interactive HUU (NIHUU) script to
update the server.

* While updating the firmware using the
NIHUU tool, use the Python scripts that are
released with version 4.2.2.

* Use OpenSSL 1.0.1e-fips on the client side
(where the NIHUU python scripts are
running).

* Download HUU iso from here.

* Download NIHUU script from here.
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Upgrade Paths to Release 4.3.4 .

Upgrade From Release

Upgrade To Release

Recommended Upgrade Path

All Cisco UCS M6 Servers
from 4.2(1).

For the list of supported
platforms, see Table 13:
Upgrade Paths to Release
4.2(1a), on page 21.

« 4.3(4.242038)
« 4.3(4.240152)
« 4.3(3.240043)
« 4.3(3.240022)

Follow below upgrade path:

* You can use Interactive HUU or
Non-Interactive HUU (NIHUU) script to
update the server.

* While updating the firmware using the
NIHUU tool, use the Python scripts that are

* 4.3(2.240002) . .
released with version 4.2(1).
* 4.3(2.230270) . .
 Use OpenSSL 1.0.1e-fips on the client side
* 4.3(2.230207) (where the NIHUU python scripts are
running).
* Download HUU iso from here.
* Download NIHUU script from here.
Following Cisco UCS * 4.3(2.240002) Follow below upgrade path:
Servers from 4.1(3): * 4.3(2.230270) * You can use Interactive HUU or NIHUU
* Cisco UCS C220 M5 script to update the server.
* 4.3(2.230207)
* Cisco UCS C240 M5 * While updating the firmware using the
) *4.239) NIHUU tool, use the Python scripts that are
: f/{lgco UCS C240 SD « 42(3e¢) released with version 4.1(3).
» Use OpenSSL 1.0.1e-fips on the client side
. Ci *4.2(3d
Cisco UCS C480 M5 G (where the NIHUU python scripts are
* Cisco UCS C480 M5 | *4.2(3b) running).
ML Note * Download HUU iso from here.
* Cisco UCS S3260 M5 | For Cisco UCS M5

* Cisco UCS C125 M5

servers, the following
releases support only
Cisco UCS S3260 M5

servers:

4.3(4.242038)
4.3(4.240152)
4.3(3.240022)

» Download NIHUU script from here.
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. Upgrade Paths to Release 4.3.4

Upgrade From Release

Upgrade To Release

Recommended Upgrade Path

Following Cisco UCS
Servers from 4.1(2):

 Cisco UCS C220 M5
* Cisco UCS C240 M5

 Cisco UCS C240 SD
M5

* Cisco UCS C480 M5

* Cisco UCS C480 M5
ML

* Cisco UCS S3260 M5
* Cisco UCS C125 M5
 Cisco UCS S3260 M4

« 4.3(2.240002)
« 4.3(2.230270)
« 4.3(2.230207)
«42(3g)
« 42(3¢)
« 42(3d)
« 4.2(3b)

Note

For Cisco UCS M5
servers, the following
releases support only
Cisco UCS S3260 M5
servers:

4.3(4.240152)
4.3(3.240022)

Follow below upgrade path:

* You can use Interactive HUU or
Non-Interactive HUU (NIHUU) script to
update the server.

* While updating the firmware using the
NIHUU tool, use the Python scripts that are
released with version 4.1(2).

+ Use OpenSSL 1.0.1e-fips on the client side
(where the NIHUU python scripts are
running).

* Download HUU iso from here.

* Download NIHUU script from here.

Following Cisco UCS
Servers from 4.1(1):

* Cisco UCS C220 M5
* Cisco UCS C240 M5
* Cisco UCS C480 M5

* Cisco UCS C480 M5
ML

* Cisco UCS S3260 M5
* Cisco UCS C125 M5

* 4.3(2.240002)
* 4.3(2.230270)
* 4.3(2.230207)
*4.2(3g)
*4.2(3e)
*4.2(3d)
*4.2(3b)
Note
For Cisco UCS M5
servers, the following
releases support only

Cisco UCS S3260 M5
servers:

4.3(4.242038)
4.3(4.240152)
4.3(3.240022)

Follow below upgrade path:

* You can use Interactive HUU or
Non-Interactive HUU (NIHUU) script to
update the server.

* While updating the firmware using the
NIHUU tool, use the Python scripts that are
released with version 4.1(1).

» Use OpenSSL 1.0.1e-fips on the client side
(where the NIHUU python scripts are
running).

e Download HUU iso from here.

* Download NIHUU script from here.
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Firmware Files .

Upgrade From Release

Upgrade To Release

Recommended Upgrade Path

Following Cisco UCS * 4.3(2.240002) Follow below upgrade path:
Servers from 4.0(4): * 4.3(2.230270) * You can use Interactive HUU or
* Cisco UCS C220 M5 Non-Interactive HUU (NIHUU) script to
. * 4.3(2.230207) update the server.
* Cisco UCS C240 M5
. *4.2(3g)  While updating the firmware using the
* Cisco UCS C480 M5 « 42(3¢) NIHUU tool, use the Python scripts that are
« Cisco UCS C480 M5 ' released with version 4.0(4).
ML . 4.2(3d) . .
 Use OpenSSL 1.0.1e-fips on the client side
*4.2(3b) (where the NIHUU python scripts are
running).
* Download HUU iso from here.
* Download NIHUU script from here.
Table 13: Upgrade Paths to Release 4.2(1a)

Upgrade From Release

Upgrade To Release

Recommended Upgrade Path

Cisco UCS C220 M6

. 4.3(4.242038)

Cisco UCS C240 M6

« 4.3(3.240043)

Cisco UCS C225 M6

Cisco UCS C245 M6

« 4.3(3.240022)
« 4.3(2.240002)
« 4.3(2.230270)
« 4.3(2.230207)
. 42(3g)
. 42(3¢)
«42(3d)
« 42(3b)

Follow below upgrade path:

* You can use Interactive HUU or
Non-Interactive HUU (NIHUU) script to
update the server.

* While updating the firmware using the
NIHUU tool, use the Python scripts that are
released with version 4.2(1).

» Use OpenSSL 1.0.1e-fips on the client side
(where the NIHUU python scripts are
running).

* Download HUU iso from here.
* Download NIHUU script from here.

Firmware Files

Firmware Files

The C-Series software release includes the following software files:

CCO Software Type

File name(s)

Comment
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. Host Upgrade Utility

Unified Computing System (UCS)
Server Firmware

For release specific ISO versions,
see Cisco UCS C-Series Integrated
Management Controller Firmware
Files, Release 4.3

Host Upgrade Utility

Unified Computing System (UCS)
Drivers

ucs-cxxx-drivers.4.3(4.240152).iso

Drivers

Unified Computing System (UCS)
Utilities

ucs-cxxx-utils-efi.4.3(4.240152).iso
ucs-cxxx-utils-linux.4.3(4.240152).iso
ucs-cxxx-utils-vmware4.3(4.240152).iso
ucs-cxxx-utils-windows4.3(4.240152).iso

Utilities

)

Note

Host Upgrade Utility

RAID Controllers, PCI devices, and LOM) together.

Always upgrade the BIOS, the Cisco IMC and CMC from the HUU ISO. Do not upgrade individual components
(only BIOS or only Cisco IMC), since this could lead to unexpected behavior. If you choose to upgrade BIOS,
and the Cisco IMC individually and not from the HUU ISO, make sure to upgrade both Cisco IMC, and BIOS
to the same container release. If the BIOS and the Cisco IMC versions are from different container releases,
it could result in unexpected behavior. Cisco recommends that you use the Update All option from the Host
Upgrade Utility to update the firmware versions of Cisco IMC, BIOS, and all other server components (VIC,

The Cisco Host Upgrade Utility (HUU) is a tool that upgrades the Cisco UCS C-Series firmware.

The image file for the firmware is embedded in the ISO. The utility displays a menu that allows you to choose
which firmware components to upgrade. For more information on this utility, see http://www.cisco.com/en/

US/products/ps10493/products_user_guide_list.html.

For details of firmware files in Cisco Host Upgrade Utility for individual releases, see Cisco UCS C-Series

Integrated Management Controller Firmware Files, Release 4.3.

Updating the Firmware

Use the Host Upgrade Utility to upgrade the C-Series firmware. Host Upgrade Utility can upgrade the following

software components:

* BIOS

* Cisco IMC

* CMC

* Cisco VIC Adapters

* Broadcom Adapters

* LAN on Motherboard
* PCle adapter firmware

* HDD firmware
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snvp i

* SAS Expander firmware
* DCPMM Memory

* PCI Gen5 retimer

All firmware should be upgraded together to ensure proper operation of your server.

)

Note We recommend that you use the select all and Updateor Update & Activate All option from the Host Upgrade
Utility to update the firmware versions of Cisco IMC, BIOS and all other server components (VIC, RAID
Controllers, PCI devices, and LOM) together. Click EXit once you deploy the firmware.

For more information on how to upgrade the firmware using the utility, see:

http://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-c-series-rack-servers/
products-user-guide-list.html

SNMP

The supported MIB definition for this release and later releases can be found at the following link:

https://cisco.github.io/cisco-mibs/

Software Utilities
The following standard utilities are available:
* Host Update Utility (HUU)
* Server Configuration Utility (SCU)

* Server Diagnostic Utility (SDU)

The utilities features are as follows:

* Availability of HUU, SCU on the USB as bootable images. The USB also contains driver ISO, and can
be accessed from the host operating system.

New Hardware in Release 4.3.4

New Hardware in Release 4.3(4.242028)

Peripherals
The following peripherals are supported from the release 4.3(4.242028) onwards:
* Cisco Tri-mode M1 24G RAID Controller W/4GB FBWC (16 Drives) (UCSC-RAID-M1L16)

* Cisco Tri-mode M1 24G HBA Controller (16 Drives) (UCSC-HBA-M1L16)
* Cisco Tri-mode M1 24G RAID Controller W/4GB FBWC (32Drives) (UCSC-RAID-MP1L32)
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. New Hardware in Release 4.3(4.241014)

\)

Note * The above peripherals are supported on Cisco UCS C220 M7 and UCS C240 M7 servers.

* The following actions are not supported on the above peripherals:

+ Importing foreign configuration

* Clearing foreign configuration

* Retrieving storage firmware logs for a controller
* Clearing cache

+ Setting a physical drive as a controller boot drive
* Clearing a secure physical drive

* Clearing a boot drive

* Setting physical drive status auto config mode

+ Unlocking foreign configuration drives

* Verifying the security key authenticity

* Aborting the diagnostic self test

* Viewing the status of the drive self-test

* Making a global hot spare

*» Toggling physical drive status

* Preparing a drive for removal

+ Undo preparing a drive for removal

* Initializing a virtual drive

« Set a virtual drive as boot drive

New Hardware in Release 4.3(4.241014)

Cisco UCS C245 M8 Server

The Cisco UCS C245 M8 server is perfectly suited for a wide range of storage and I/O-intensive applications
such as big data analytics, databases, cogaboration, virtualization, consolidation, AI/ML and high-performance
computing supporting up to two AMD CPUs in a 2RU form factor.

The Cisco UCS C245 M8 Server extends the capabilities of the Cisco UCS server portfolio. With advanced
features like AMD Infinity Guard, compute-intensive applications will see significant performance
improvements and will reap other benefits such as power and cost efficiencies.

The Cisco UCS C245 M8 Server brings many innovations to the UCS AMD" server line. With the introduction
of PCIe Gen 5.0 expansion slots for high-speed I/O, a DDR5 memory bus, and expanded storage capabilities,
the server delivers significant performance and efficiency gains that will greatly enhance application
performance. Features include:
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New Hardware in Release 4.3(4.240152) .

* Support for up to two 4™ Gen AMD EPYC CPUs in a server designed to drive as much as 256 CPU
cores (128 cores per socket)

» Up to 24 DDRS5 DIMM slots, yielding up to 6 TB of capacity, using 256 GB DIMM:s (12 DIMM:s per
socket)

» Up to 4800 MT/s DDR5 memory

* Up to 8 x PCle Gen 4.0 slots or up to 4 x PCle Gen 5.0 slots, plus a hybrid modular LAN on motherboard
(mLOM) /OCP 3.0 slot (details below)

* Support for Cisco UCS VIC 15000 Series adapters as well as a host of third-party NIC options

* Up to 28 hot-swappable small-form-factor (SFF) SAS/SATA or NVMe drives (with up to 8 direct-attach
NVMe drives) and New tri-mode RAID controller supports SAS4 plus NVMe hardware RAID.

* M.2 boot options
* Up to two 960GB SATA M.2 drives with hardware RAID support
* Up to two 960GB NVMe M.2 drives with NVMe hardware RAID

* Support for up to Eight GPUs
* Modular LOM / OCP 3.0

* One dedicated PCle Gen4x16 slot that can be used to add an mLOM or OCP 3.0 card for additional
rear-panel connectivity

*» mLOM slot that can be used to install a Cisco UCS Virtual Interface Card (VIC) without consuming
a PCle slot, supporting quad-port 10/25/50 Gbps or dual-port 40/100/200 Gbps network connectivity

* OCP 3.0 slot that features full out-of-band management for select adapters

New Hardware in Release 4.3(4.240152)
The following new hardware are supported in Release 4.3(4.240152):
* Support for the following RAID controllers:

* Cisco boot optimized M.2 NVMe RAID controller (UCS-M2-NVRAID) with Cisco UCS C220 M7
and C240 M7 servers.

This controller supports only RAIDO, RAID1, or JBOD (default - JBOD) mode and only UEFI boot

mode.

* Support for the UCS-TPM-002D TPM module with Cisco UCS C220 M6, C240 M6, C220 M7, and
C240 M7 servers.

* Support for the following GPUs:

. Intel® Data Center GPU Flex 140, HHHL, 75W PCle with Cisco UCS C220 M7 and C240 M7
servers

« Intel” Data Center GPU Flex 170, FH-3/4L, 150W PCle with Cisco UCS C240 M7 servers

« NVIDIA® Hopper L4 70W, 24GB, 1-slot HHHL (UCSC-GPU-L4M6) with Cisco UCS C220 and
C240 M6 servers
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. New Software in Release 4.3.4

« NVIDIA" 350W, 40GB, 2-Slot FHFL L40S GPU (UCSX-GPU-L40S) on Cisco UCS C240 M7/M6
servers

. NVIDIA® H100 on Cisco UCS C240 M7/M6 servers

New Software in Release 4.3.4

New Software Features in Release 4.3(4.242028)
The following new software features are supported in Release 4.3(4.242028).

* Beginning with 4.3(4.242028) release, Cisco has released a new version of IMC with updated Ul and
security enhancements.

The new Ul has a more intuitive interface, streamlined workflows, and better integration with other
management tools.

New IMC Ul - Key Enhancements

The new IMC UI offers the following enhancements, helping administrators streamline management tasks
for Cisco UCS C-series servers more effectively.

* User Interface Improvements:

* Modernized User Interface: The new IMC Ul features a more modern and intuitive design, making
it easier for administrators to navigate and perform tasks efficiently.

* Dashboard View: Enhanced dashboard views provide at-a-glance status and health information
about the server, including CPU usage, memory utilization, power consumption, and system events.

* Improved Navigation: Streamlined menus and navigation paths make it easier to find and access
various management features and settings.

* Responsive Design: The updated Ul is designed to be responsive, meaning it adjusts well to different
screen sizes and resolutions, improving usability on tablets and other mobile devices.

* Integration with Cisco Intersight: The look and feel of the new IMC UI have been enhanced to align
with Intersight UL

» Enhanced Monitoring and Reporting: The new Ul offers improved monitoring tools that provide more
detailed and customizable reports, helping administrators to better understand the performance and health
of their servers.

* Security Enhancements: Content Security Policy (CSP) support has been implemented to enhance the
application's security.

* Quick Actions: Server life cycle events can be managed from a single interface, eliminating the need to
navigate multiple pages.

* KVM and Virtual Media: Integrated KVM allows the user to monitor the host and perform any host
related task from the new Ul

New Software Features in Release 4.3(4.240152)

The following new software features are supported in Release 4.3(4.240152).
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New Software Features in Release 4.3(4.240152) .

* Beginning with 4.3(4.240152) release, Cisco has released a new version of IMC with updated UI and
security enhancements.

The new Ul (beta version) includes features like a more intuitive interface, streamlined workflows, and
better integration with other management tools.

* Support for Transmit Enhanced Mode on Cisco UCS VIC 15000 series cards on Cisco UCS C-Series
servers.

When Transmit Enhanced Mode is enabled, Cisco IMC allows the firmware to optimize traffic forwarding
for TCP transmissions across IPv4 networks between 1000-1560 packet sizes

* Release 4.3(4.240152) qualifies the new CipherTrust KMIP server from Thales®, which is set to take
over from the old SafeNet and Vormetric servers that are being phased out. The new CipherTrust KMIP
server offers enhanced usability and an expanded feature set, but keeps the user experience the same.
Support for new CipherTrust in Cisco IMC starts with version 4.3(4.240152). For detailed instructions
on the configuration process of the CipherTrust KMIP manager, please refer to the CipherTrust Manager
user guide provided by Thales®.

* Dynamic Monitoring of select third party adapters: This release brings dynamic monitoring to several
third party adapters, adjusting fans as required for each specific adapter. The feature helps to better
optimize overall system performance and minimizes power consumption.

The following are the supported third party adapters:
* Cisco - Intel ES10CQDAZ2 2x100 GbE QSFP28 PCle NIC (UCSC-P-I8D100GF)
* Cisco-MLNX MCX623106AC-CDAT 2x100GbE QSFP56 PCle NIC (UCSC-P-M6CD100GF)
* Cisco-MLNX MCX623106AS-CDAT 2x100GbE QSFP56 PCle NIC (UCSC-P-M6DD100GF)

* Cisco-NVDA MCX623436AC-CDAB CX6Dx 2x100G QSFP56 x16 OCP NIC
(UCSC-O-N6CD100GF)

* Cisco-NVDA MCX755106AS-HEAT CX7 2x200GbE QSFP112 Gen5 x16 PCle NIC
(UCSC-P-N7D200GF)
* Beginning with 4.3(4.240152) release, Cisco IMC UI displays the following additional details for
third-party adapters:
* Third-Party Adapter Information

Table 14: Third-Party Adapter Information

Name Description

Name Name of the PCle adapter.

Vendor The vendor for the PCle adapter.

Serial Number Serial number of the PCle adapter.

Part Number Part number of the PCle adapter.
Manufacturer PCle adapter manufacturer.

Firmware Version Current firmware version of the PCle adapter.
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. Resolved Caveats

« Port Status Details

Table 15: Port Details

Name

Description

Port column

Port used to make external connection to the
adapter.

Status column

The status of the PCle adapter. This can be up
or down.

Link Speed column

Displays the speed of an adapter card installed
in PClIs slot.

WWPN column

The World Wide Port Name for the adapter.

Factory WWPN column

Factory supplied World Wide Port Name for the
adapter.

WWNN column

The World Wide Node Name for the adapter.

Factory WWNN column

The World Wide Node Name for the adapter
from factory settings.

For more information, see the following:

* Cisco UCS C-Series Integrated Management Controller GUI Configuration Guide, Release 4.3

* Cisco UCS C-Series Servers Integrated Management Controller CLI Configuration Guide, Release

43

* Cisco UCS Rack-Mount Servers Cisco IMC XML API Programmer's Guide, Release 4.3

* Cisco UCS C-Series Servers REST API Programmer's Guide, Release 4.3

Resolved Caveats

Resolved Caveats in Release 4.3(4.252001)

earlier), the NVMe drives
may fail due to
overvoltage conditions.

The issue is resolved by
upgrading the firmware.

Defect ID Symptom First Release Affected Resolved in Release
CSCwo008959 On Cisco UCS M6 servers | 4.2.3(m) 4.3(4.252001)
running older firmware
versions (2CV1C034 or
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Resolved Caveats in Release 4.3(4.242066) .

Defect ID Symptom First Release Affected | Resolved in Release
CSCw020489 On Cisco UCS M6 servers | 4.2(3h) 4.3(4.252001)
running older firmware
versions (9CV10450 or

earlier), the SSD drives
may fail due to
overvoltage conditions.

The issue is resolved by
upgrading the firmware.

CSCwo19083 On Cisco UCS M6 servers | 4.2.3(m) 4.3(4.252001)
running older firmware
versions (7CV1CS04 or
earlier), the SSD drives
(S4520, S4620) may fail
due to overvoltage
conditions.

The issue is resolved by
upgrading the firmware.

Resolved Caveats in Release 4.3(4.242066)
The following defects were resolved in Release 4.3(4.242066):

Table 16: VIC Firmware

Defect ID Symptom First Release Affected Resolved in Release
CSCwm72893 Under rare circumstances, | 4.2.3(i) 4.3(4.242066)

the Cisco UCS VIC

adapter might hang when

the eCPU hangs due to a
software issue. This
causes temporary storage
loss.

CSCwm45280 In Cisco UCS C-series | 4.2(3b) 4.3(4.242060)
servers, Cisco UCS VIC
adapter with low memory
in Intersight mode is
unable to reply to an
adapter inventory request
because the adapter is
unable to create a process
to handle the request.

Release Notes for Cisco UCS Rack Server Software, Release 4.3(4) .



. Resolved Caveats in Release 4.3(4.242038)

Defect ID

Symptom

First Release Affected

Resolved in Release

CSCwm02539

Boot from SAN may fail
to UEFI shell sporadically
when multiple servers
boot from SAN to a target
(such as IBM array) that
uses ADISC to build the
connection.

4.3(4.240152)

4.3(4.242066)

CSCwm58947

In Cisco UCS servers with
Microsoft Windows OS
and equipped with Cisco
UCS VIC adapter
configured with VXLAN,
NVGRE and RDMA, the
adapter goes into hang
state and the Windows OS
faces a fatal system error
(BSOD).

4.2(3b)

4.3(4.242066)

Resolved Caveats in Release 4.3(4.242038)

The following defects were resolved in Release 4.3(4.242038):

Table 17: Host Firmware Upgrade

Defect ID

Symptom

First Release Affected

Resolved in Release

CSCwi35681

In Cisco UCS C245 M6
server, the NUMA node
count is not retaining after
BIOS upgrade in the host
OS and reverting to the
default value.

4.3.2(240270)

4.3(4.242038)

CSCwk70990

Unable to disable the
Onboard LOM controller
(x550) in Cisco UCS
C240 M6 server.

4.3(2.230270)

4.3(4.242038)

Resolved Caveats in Release 4.3(4.241063)

The following defects were resolved in Release 4.3(4.241063):
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Resolved Caveats in 4.3(4.240152) .

Table 18: Host Firmware Upgrade

Defect ID Symptom First Release Affected Resolved in Release

CSCwk45810 In Cisco UCS M6 and M7 | 4.3.2(240053) 4.3(4.241063)
servers, the HSU Redfish
update does not get
initiated when the HSU
ISO is kept in CIFS share
and the remote CIFS share
password contains the
special characters \ or .

CSCwk29026 In Cisco UCS UCS M6 |4.3(2.230270) 4.3(4.241063)
and M7 servers using the
release version
4.3(2.230270) or later,
importing Cisco IMC
configuration causes
LDAP domain and
domain groups to not be
populated.

CSCwi52997 In Cisco UCS M7 and 4.3(4.240152) 4.3(4.241063)
C245 MBS servers, while
using network monitoring
tools or running the
SNMP walk command,
you might face issues in
retrieving data for specific
Cisco MIBs OIDs when
the CIMC is under a low
to moderate amount of
workload.

The command fails and
the following message is
displayed:

No Such Object available
on this agent at this OID.

Resolved Caveats in 4.3(4.240152)
The following defects were resolved in Release 4.3(4.240152):
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. Open Caveats

Open Caveats

Table 19: Host Firmware Upgrade

Defect ID

Symptom

First Release Affected

Resolved in Release

CSCw;j49647

Cisco UCS servers has
faulty drive notfications
in Cisco IMC Web UL.

If the data sanitization
fails for any drives, then
check the drive state.

If the storage driver is in
fault state, then the failure
is expected.

In some case, the storage
drives might be in
moderate fault. For those
drives, data sanitization
might pass in case the
drive is visible to host.

This issue is now
resolved.

4.2(3d)

4.3(4.240152)

Open Caveats in Release 4.3(4.242038)
The following defects are open in Release 4.3(4.242038):

Defect ID Symptom Workaround First Affected Release
CSCwe84825 In Cisco UCS C245 M6 | Re-apply the CBS setting | 4.3(4.242038)
servers, the configured | policy to retain the earlier
AMD CBS setting policy | settings for the BIOS
reverts to the default state | update.
when the BIOS is updated
on the host.

Open Caveats in Release 4.3(4.241014)
The following defects are open in Release 4.3(4.241014):

Defect ID

Symptom

Workaround

First Affected Release

CSCwk12507

On rare occasions, the
Qlogic adapters connected
to the Cisco UCS C245
MS server might not
enumerate as expected
after a server reboot.

Power cycle the server.

4.3(4.241014)
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Open Caveats in Release 4.3(4.240152) .

Open Caveats in Release 4.3(4.240152)
The following defects are open in Release 4.3(4.240152):
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. Open Caveats in Release 4.3(4.240152)

Defect ID

Symptom

Workaround

First Affected Release

CSCwr10524

4.3(4.240152)
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Open Caveats in Release 4.3(4.240152) .

Defect ID

Symptom

Workaround

First Affected Release

In Cisco UCS M6 servers
with firmware release
version 4.3(2.230207) and
secure VIC 15xxx
adapters, the firmware
upgrade to the release
versions 4.3(4.xxxxx) /
4.3(5.xxxxx) /
4.3(6.xxxxX) /
6.0(1.250127) using the
HUU Web Ul or NI-HUU
results in BIOS activation
failure.

The issue occurs if any
one or both of the
following secure VICs are
present:

 Cisco UCS VIC
15235

 Cisco UCS VIC
15425

If the update is initiated
through the HUU GUI,
then the interface first
displays a failure message
regarding secure VIC
activation, followed by
another message to
proceed with a host power
cycle.

After a manual host power
cycle, all the component
firmware are activated
with the latest firmware
except for BIOS.
Retriggering firmware
update does not help in
activating the BIOS
component.

If the update is initiated
through NI-HUU, then the
script execution fails with
the following error
message:

Error - Firmware update

You can perform any one
of the following
workarounds:

Perform the firmware
upgrade using the HSU
Redfish.

OR

Perform a step upgrade as
listed below:

1. Upgrade from the
release version
4.3(2.230207) to
4.3(2.230270)

2. Upgrade from the
release version
4.3(2.230270) to any
of the following
releases -

* 4.3(4.XXXXX)
* 4.3(5.XXXXX)
* 4.3(6.XXXXX)
* 6.0(1.xxxxX)

OR

Perform the following
steps in Cisco IMC Web
UI:

1. From the Apps
drop-down list, select
Administration.

2. Inthe Navigation
pane, click Firmware
M anagement menu.

3. Inthe Firmware
Management area,
select a component
from the Component
column and click
Upload.

4. The Update
Firmwar e dialog box
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. Known Behaviors and Limitations

the network speed of the
port is not available for
few Mellanox third party
adapters.

In Cisco IMC user
interfaces, the value
displayed for the
Network Port Speed
field is NA.

network speed of the port
using Host Operating
system.

Defect ID Symptom Workaround First Affected Release
failed because it timed appears.
out. Check host for
details. 5. Update the secure
VIC 15xxx firmware.
After a manual host power
cycle, all the component 6. Update the remaining
firmware are activated components by
with the latest firmware booting HUU.
except for BIOS.
Retriggering firmware
update does not help in
activating the BIOS
component.
CSCwi60571 In Cisco UCS M6 servers, | You can check the 4.3(4.240152)

Known Behaviors and Limitations

Known Behaviors and Limitations in Release 4.3(4.242028)

Known Behaviors and Limitations

The following caveats are known limitations in release 4.3(4.242028):

Defect ID

Symptom

Workaround

First Affected Release

CSCwk85509

Encryption status is stored
at array level.

Carving an encrypted
volume from a
non-secured array creates
unsecured volumes.

Encryption status of first
volume in the array is
re-used for further
volumes carved from it
and the encryption status
is ignored.

Mixing of encryption
status in an array is not
supported in
Microchip-based storage
controllers.

4.3(4.242028)
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Known Behaviors and Limitations in Release 4.3(4.242028) .

Defect ID Symptom Workaround First Affected Release

CSCwj02682 The following fields are | There is no workaround |4.3(4.242028)
not supported available in | for this issue.
Cisco Tri-mode M1 24G
HBA Controller (16
Drives)
(UCSC-HBA-M1L16):

* Pinned Cache State
* Rebuild Rate,

* Rebuild Rate
Percent,

* Supported Strip
Sizes

« Total Cache size,

* Ecc Bucket Leak
Rate

* Memory Correctable
Errors,

» Connected Sas
Expander

* Controller Flags

The following are not
standard properties for
Redfish schema and are
not supported in Cisco
Tri-mode M1 24G HBA
Controller (16 Drives)
(UCSC-HBA-M1L16):

* Oem.Cisco.Disabled
ForRemoval

* Oem.Cisco.SmartData.
PowerOnHoursPercentage

* Oem.Cisco.Media

ErrorCount
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. Known Behaviors and Limitations in Release 4.3(4.240152)

Known Behaviors and Limitations in Release 4.3(4.240152)

New Cisco IMC Ul Limitations

Beginning with the release 4.3(4.240152), Cisco has released a new version of Cisco IMC with updated Ul
and security enhancements.

)

Note These limitations are not applicable from the release 4.3(4.242028) and later releases.

The following are the limitations in the new Cisco IMC UI (beta version):

* Device Connector configuration page is not available in the new Cisco IMC UI.

* Features supporting browser-based local upload or downloads are not available in the new Cisco IMC
UL

* There can be maximum four sessions across old and new Cisco IMC UL
* You cannot terminate any active sessions in the new Cisco IMC UI from other Cisco IMC interfaces.

* No impact on logged out and inactive timed-out sessions.

Known Behaviors and Limitations

The following caveats are known limitations in release 4.3(4.240152):

Defect ID Symptom Workaround First Affected Release

CSCwi67637 In Cisco UCS M6 and M7 | You can refer Cisco PID |4.3(4.240152)
servers, the Cisco PID is |/ Product name
not listed. information available in

Third Party Adapter FRU Product ID .Catalog to

. . .., | order any third-party
Name is not aligned with dapt
Cisco Product name (PID adaptet.
Catalog Product name). | You can view the PID
Catalog in Cisco IMC to
identify the Cisco PID and
Product name for any
third-party adapter or
hardware component.
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Security Fixes in Release 4.3.4 .

Defect ID Symptom Workaround First Affected Release

CSCwi73879 To view the adapter Ensure that the third party | 4.3(4.240152)
temperature, port status or | adapters have the latest
FRU information in Cisco | and most robust firmware.

UCS M6 and M7 servers Use Host Upgrade Utility

that use third party (HUU) to update and
adapters, the firmware |, oo the firmware
(including third party

components (including
third party adapter
firmware) to latest
firmware and enable
See the section Firmware | MCTP.

Filesfor Release
4.3.4.240152 in Cisco
UCSRack Servers
Firmware Files, Release
4.3 for more information
on the minimum firmware
requirements to enable

adapters) must meet
minimum firmware
version requirements.

If the third party
management features are
not working after the
HUU Update, perform
Force Update - update
specific third-party
adapter component from

display of above . .
information for the third the list of third-party

adapter firmware.
party adapters.

Security Fixes in Release 4.3.4
Security Fixes in Release 4.3(4.242066)

Defect ID - CSCwm73506

Cisco UCS M6 servers are affected by vulnerabilities identified by the following Common Vulnerability and
Exposures (CVE) IDs:

» CVE-2024-39279—Insufficient granularity of access control in UEFI firmware in some Intel(R) processors
may allow a authenticated user to potentially enable denial of service via local access.

* CVE-2024-28047—Improper input validation in UEFI firmware for some Intel(R) Processors may allow
a privileged user to potentially enable information disclosure via local access.

* CVE-2024-36293—Improper access control in the EDECCSSA user leaf function for some Intel(R)
Processors with Intel(R) SGX may allow an authenticated user to potentially enable denial of service via
local access.

Security Fixes in Release 4.3(4.242038)

Defect ID - CSCwk90710

Cisco UCS M6 servers are affected by vulnerabilities identified by the following Common Vulnerability and
Exposures (CVE) IDs:
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. Security Fixes in Release 4.3(4.241063)

* CVE-2024-24853—Incorrect behavior order in transition between executive monitor and SMI transfer
monitor (STM) in some Intel(R) Processor may allow a privileged user to potentially enable escalation
of privilege via local access.

* CVE-2024-24980—Protection mechanism failure in some 3rd, 4th, and 5th Generation Intel(R) Xeon(R)
Processors may allow a privileged user to potentially enable escalation of privilege via local access.

+ CVE-2024-21829—Improper input validation in UEFI firmware error handler for some Intel® Processors
may allow a privileged user to potentially enable escalation of privilege via local access.

« CVE-2024-21781—Improper input validation in UEFI firmware for some Intel® Processors may allow
a privileged user to enable information disclosure or denial of service via local access.

+ CVE-2023-43753—Improper conditions check in some Intel(R) Processors with Intel® Software Guard
Extensions (Intel® SGX) may allow a privileged user to potentially enable information disclosure via
local access.

» CVE-2024-24968—Improper finite state machines (FSMs) in hardware logic in some Intel® Processors
may allow an privileged user to potentially enable a denial of service via local access.

» CVE-2024-23984—Observable discrepancy in RAPL interface for some Intel® Processors may allow
a privileged user to potentially enable information disclosure via local access.

Security Fixes in Release 4.3(4.241063)

Defect ID - CSCwk62266

Cisco UCS servers are affected by vulnerabilities identified by the following Common Vulnerability and
Exposures (CVE) IDs:

* CVE-2024-6387—A security regression (CVE-2006-5051) was discovered in OpenSSH's server (sshd).
There is a race condition which can lead sshd to handle some signals in an unsafe manner. An
unauthenticated, remote attacker may be able to trigger it by failing to authenticate within a set time
period.

Security Fixes in Release 4.3(4.240152)

Defect ID - CSCwi59840

Cisco IMC includes Third-party Software that is affected by the vulnerabilities identified by the following
Common Vulnerability and Exposures (CVE) IDs:

* CVE-2023-48795—The SSH transport protocol with certain OpenSSH extensions, found in OpenSSH
before 9.6 and other products, allows remote attackers to bypass integrity checks, such that some packets
are omitted (from the extension negotiation message), and a client and server may consequently end up
with a connection for which some security features have been downgraded or disabled, also known as
Terrapin attack.

This occurs because the SSH Binary Packet Protocol (BPP), implemented by these extensions, mishandles
the handshake phase and use of sequence numbers. For example, when there is an effective attack against
SSH's use of ChaCha20-Poly1305 (and CBC with Encrypt-then-MAC), the bypass occurs in

chacha20-poly1305@openssh.com, (and if CBC is used, then the -etm@openssh.com MAC algorithms).
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Related Documentation .

Related Documentation
For configuration information for this release, refer to the following:
* Cisco UCS C-Series Servers Integrated Management Controller CLI Configuration Guide
* Cisco UCS C-Series Servers Integrated Management Controller GUI Configuration Guide
* Cisco UCS Rack-Mount Servers Cisco IMC API Programmer's Guide

For information about installation of the C-Series servers, refer to the following:

* Cisco UCS C-Series Rack Servers Install and Upgrade Guides

The following related documentation is available for the Cisco Unified Computing System:

* Regulatory Compliance and Safety Information for Cisco UCS

* For information about supported firmware versions and supported UCS Manager versions for the rack
servers that are integrated with the UCS Manager for management, refer to Release Bundle Contents for
Cisco UCS Software.

Refer to the release notes for Cisco UCS Manager software and the Cisco UCSC Series Server Integration
with Cisco UCSManager Guide at the following locations:

* Cisco UCS Manager Release Notes

* Cisco UCS C Series Server Integration with Cisco UCS Manager Guides
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