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Preface

This preface includes the following sections:

• Audience, on page ix
• Conventions, on page ix

Audience
This guide is intended primarily for data center administrators with responsibilities and expertise in one or
more of the following:

• Server administration

• Storage administration

• Network administration

• Network security

Conventions
IndicationText Type

GUI elements such as tab titles, area names, and field labels appear in this font.

Main titles such as window, dialog box, and wizard titles appear in this font.

GUI elements

Document titles appear in this font.Document titles

In a Text-based User Interface, text the system displays appears in this font.TUI elements

Terminal sessions and information that the system displays appear in this
font.

System output

CLI command keywords appear in this font.

Variables in a CLI command appear in this font.

CLI commands

Elements in square brackets are optional.[ ]
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IndicationText Type

Required alternative keywords are grouped in braces and separated by vertical
bars.

{x | y | z}

Optional alternative keywords are grouped in brackets and separated by vertical
bars.

[x | y | z]

A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

string

Nonprinting characters such as passwords are in angle brackets.< >

Default responses to system prompts are in square brackets.[ ]

An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

!, #

Means reader take note. Notes contain helpful suggestions or references to material not covered in the
document.

Note

Means the following information will help you solve a problem. The tips information might not be
troubleshooting or even an action, but could be useful information, similar to a Timesaver.

Tip

Means the described action saves time. You can save time by performing the action described in the paragraph.Timesaver

Means reader be careful. In this situation, you might perform an action that could result in equipment damage
or loss of data.

Caution

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work
on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with standard
practices for preventing accidents. Use the statement number provided at the end of each warning to locate
its translation in the translated safety warnings that accompanied this device.

SAVE THESE INSTRUCTIONS

Warning
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C H A P T E R 1
Introduction

• Overview of the Cisco UCS C845A M8 Rack Server, on page 1
• Overview of the Server Software , on page 2
• Requirements for Server Software, on page 2
• Logging into Cisco BMC 2.0, on page 2
• Navigation and Menu, on page 3
• Dashboard, on page 5
• Server Ports, on page 7

Overview of the Cisco UCS C845A M8 Rack Server
The Cisco UCS C845A M8 Rack Server is a highly scalable, flexible, and customizable AI system based on
the NVIDIA MGX reference design for accelerated computing. With support for two to eight NVIDIA PCIe
GPUs and NVIDIA AI Enterprise software, it delivers high performance for a wide range of AI workloads –
including Generative AI fine-tuning and inference.

Cisco UCS C845A M8 servers can be configured with two to eight GPUs. Depending on the configuration,
customers can choose between the PCIe-based NVIDIA H100 NVL, H200 NVL, L40S, RTX6000 Pro, or
AMD GPU MI210. Thanks to the sophistication of the MGX design, other next-generation NVIDIA GPUs
are planned to be introduced on this same platform as these GPUs become available.

With a compute node powered by AMD’s new high-end Turin (5th Gen) CPUs, designed specifically for AI
workloads, the Cisco UCS C845A M8 provides a no-compromise solution for CPU or GPU performance
required to avoid bottlenecks within an AI server. Another benefit is the ability to configure the server with
the NVIDIA ConnectX-7 NIC and/or NVIDIA BlueField-3 DPUs to handle data traffic in and out of the
server.

Systems equipped with NVIDIA H100 NVL or H200 NVL GPU come with a five-year license for NVIDIA
AI Enterprise, a cloud-native software platform that streamlines development and deployment of
production-grade AI solutions, including AI agents, generative AI, computer vision, speech AI, and more.
Easy-to-use microservices optimize model performance with enterprise-grade security, support, and stability,
ensuring a smooth transition from prototype to production for enterprises that run their businesses on AI. For
more information, see Cisco UCS C845A M8 Rack Server Data Sheet.

Cisco UCS C845A M8 servers ship with the Cisco Baseboard Management Controller 2.0 (Cisco BMC 2.0)
firmware. Cisco BMC2.0 is a separatemanagementmodule built into themotherboard. A dedicatedARM-based
processor, separate from the main server CPU, runs the Cisco BMC 2.0 firmware. The system ships with a
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running version of the Cisco BMC 2.0 firmware. You can update the Cisco BMC 2.0 firmware, but no initial
installation is needed.

The Cisco UCS C-Series rack server supports operating systems such as Windows, Linux, Oracle and so on.
For more information on supported operating systems, see the UCS Hardware and Software Compatibility.
You can use Cisco BMC 2.0 to install an OS on the server using the KVM console and vMedia.

Overview of the Server Software
The Cisco Baseboard Management Controller 2.0 (Cisco BMC 2.0) is the management service for the Cisco
UCS C845A M8 servers. Cisco BMC 2.0 runs within the server.

The Cisco BMC 2.0 management service is used only when the server is operating in Standalone Mode. If
your server is integrated into a UCS system, you must manage it using Cisco Intersight. You may see Cisco
Intersight Help Center to get more information on how to manage the server.

Note

You can use a web-based GUI, an SSH-based CLI, or a REST API to access, configure, administer, and
monitor the server. Each interface offers different capabilities, and the tasks supported by each interface are
described in their respective configuration guides. You cannot do the following:

• Use Cisco BMC 2.0 GUI to invoke Cisco BMC 2.0 CLI.

• View a command that has been invoked through Cisco BMC 2.0 CLI in Cisco BMC 2.0 GUI.

• Generate Cisco BMC 2.0 CLI output from Cisco BMC 2.0 GUI.

Requirements for Server Software
For the latest set of browser specifications, see Cisco Baseboard Management Controller 2.0 Release Notes,
Release 2.0.

Logging into Cisco BMC 2.0

Procedure

Step 1 In your web browser, type or select the web link for Cisco BMC 2.0.
Step 2 If a security dialog box displays, do the following:

a) (Optional) (Optional) Check the check box to accept all content from Cisco.
b) Click Yes to accept the certificate and continue.

Step 3 In the log in window, enter your username and password.

When logging in for the first time to an unconfigured system, use admin as the username and password as the password.

The following situations occur when you login to the Web UI for the first time:
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• You cannot perform any operation until you change default admin credentials on the Cisco BMC 2.0 Web UI.

• You cannot close or cancel the password change pop-up window and opening it in a tab or refreshing the browser
page will continue to display the pop-up window. This pop-up window appears when you login after a factory reset.

• You cannot choose the word 'password' as your new password. If this creates problems for any scripts you may be
running, you could change it to password by logging back into the user management options, but this is ENTIRELY
at your own risk. It is not recommended by Cisco.

Step 4 Click Log In.

Navigation and Menu
Upon logging into Cisco BMC 2.0, you are directed to the Dashboard page. You will see the following
options are available:

Menu Bar

The top menu bar has the following options:

Table 1:

DescriptionName

Allows you to view the system health.Health

Allows you to perform host power operations.Host Power

Allows you to launch KVM window.Launch KVM

Allows you to refresh the BMC sensor values.Refresh

Allows you to reboot the BMC.Reboot BMC

Displays the name of the currently logged-in user.

Click to show the CIMC Host Name and a logout
button for Cisco BMC 2.0.

Logged in User Name

Navigation

The Cisco BMC 2.0 GUI left navigation pane comprises of the following drop-down list:

Dashboard

The Dashboard App displays the following information:

• Server Properties—Displays the server details like Product name, Serial Number, and so on. Also allows
you to view BIOS summary, boot order, and actions.

• Cisco BMC 2.0 Information—Displays Cisco BMC 2.0 information like IP address, MAC address, and
so on. Also allows you to view and update time zone.

Cisco Baseboard Management Controller 2.0 GUI Configuration Guide, Release 2.0
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• Chassis Status—Displays the overall server component status.

• Power Status—Indicates whether the server is powered on or off.

• Post Completion Status—Shows if the Power-On Self-Test (POST) process is completed.

• Overall Server Status—Represents the general operational status of the server.

• Temperatures—Displays the thermal status of the server components.

• Overall DIMM Status—Indicates the health status of the memory modules.

• Power Supplies—Reflects the operational status of the power supply units.

• Fans—Shows the status of the cooling fans in the server.

• Locator LED—Indicates whether the locator light of the server is activated.

• Overall Storage Status—Represents the health and status of the storage devices.

• System Identify LED—Indicates whether the system identify LED is turned on or off.

System

The System App contains the following :

• Inventory—CPU, memory, PCI adapters, power supplies, cisco VIC adapters, network adapters, storage,
SAS expander, and TPM.

• Sensors— Power Supply, Fan, Temperature, Voltage, Current, LEDs, and Storage

• Power Management—Power Cap Configuration and Power Monitoring.

• Logs—Fault summary, Fault history, System Event Log, Cisco BMC 2.0 Log, and logging controls.

Compute

The Compute App contains the following information about the server:

• BIOS—The installed BIOS firmware version and BIOS profile configuration, server boot order
configuration, I/O, Server management, Security, Processor, Memory, Power or Performance.

• Tokens

• Boot Order

• Profiles

• Secure Boot Certificate Management

• Remote Management—Virtual KVM, Virtual Media, and Serial over LAN.

• Power restore policy—Allows configuration of how the system behaves after a power disturbance, with
options such as Always On, Always Off, or Last State.

Storage

The Storage App contains the following menus:
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• Controllers

• Controller Info—General and settings information about the raid controller.

• Physical Drive Info—General physical drive and corresponding RAID information.

• Virtual Drive Info—General virtual drive and corresponding RAID information.

• NVMe Information—Displays details about installed NVMe solid-state drives, including model, serial
number, part number, manufacturer, and other related information.

Administration

The Administration App contains the following menus:

• User Management—Local User Management, LDAP, Session Management, and TACACS+.

• Networking—Network properties and network settings.

• Communication Services—HTTP, SSH, XML API, Redfish Properties, IPMI over LAN Properties,
SNMP tab includes SNMP Properties, User Settings, and Trap Destinations, and Mail Alert tab includes
SNTP Properties and SMTP Recipients.

• Communication Services—HTTP Properties, SSH Properties, XML API Properties, Redfish
Properties, Serial over LAN, TLS Configuration, and IPMI over LAN Properties

• SNMP—SNMP Properties, User Settings, and Trap Destinations

• Mail Alert—SMTP Properties and SMTP Recipients

• Security Management—Certificate Management, Security Key Management, Security Configuration,
and MCTP SPDM.

• Event Management—Enable/Disable Platform Event Filters and Reset Event Filters

• Firmware Management— Cisco BMC 2.0 and BIOS firmware information and management.

• Utilities—Last Technical Support Data Export, Cisco BMC 2.0 Last Reset, Cisco BMC 2.0 Configuration
Import/Export,Inventory Data, VIC Adapter Import/Export, Factory Default Status, Front Panel USB.

• Device Connector—Cisco Intersight management and network settings.

Dashboard
After logging into the Cisco BMC 2.0 GUI, you are directed to the Dashboard page. From this page, you can
quickly access important features and information. Below are the key properties and sections of the Overview
page:

Cisco Baseboard Management Controller 2.0 GUI Configuration Guide, Release 2.0
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System Information

Table 2: Server Properties

DescriptionName

This field displays the product name of the server.Product Name field

This field contains the unique serial number assigned
to the server.

Serial Number field

This field contains the UUID of the server.UUID field

This fields displays the running BIOS version.BIOS Version field

This field provides a description of the system.Description field

This field contains the asset tag of the server.Asset Tag field

Table 3: Cisco BMC 2.0 Information

DescriptionName

This field shows the hostname of the server.Hostname field

This field provides the IP address of the server.IP Address field

This field shows the MAC address of the server.MAC Address field

This field indicates the firmware version of the server.Firmware Version field

This field displays the current universal time.Current Time (Universal) field

This field indicates the timezone setting of the server.Timezone field

Allows you to change the timezone. See {place holder
for timezone topic}.

Select Timezone link

Status Information

Table 4: Chassis Status

DescriptionOption

Indicates whether the server is powered on or off.Power Status

Shows if the Power-On Self-Test (POST) process is
completed.

Post Completion Status

Represents the general operational status of the server.Overall Server Status

Displays the thermal status of the server components.Temperatures

Indicates the health status of the memory modules.Overall DIMM Status

Cisco Baseboard Management Controller 2.0 GUI Configuration Guide, Release 2.0
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DescriptionOption

Reflects the operational status of the power supply
units.

Power Supplies

Shows the status of the cooling fans of the server.Fans

Indicates whether the locator light of the server is
activated.

Locator LED

Represents the health and status of the storage devices.Overall Storage Status

Table 5: Inventory and LEDs

DescriptionName

This field shows the status of the system identification
LED, which can be toggled on or off to identify the
system physically.

System identify LED toggle button

Server Ports
Following is a list of server ports and their default port numbers:

Table 6: Server Ports

Port NumberPort Name

389LDAP Port 1

389LDAP Port 2

389LDAP Port 3

3268LDAP Port 4

3268LDAP Port 5

3268LDAP Port 6

22SSH Port

80HTTP Port

443HTTPS Port

25SMTP Port

2068KVM Port

8889Intersight Management Port

8888Intersight Cloud Port

Cisco Baseboard Management Controller 2.0 GUI Configuration Guide, Release 2.0
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Port NumberPort Name

2400SOL SSH Port

161SNMP Port

162SNMP Traps

514External Syslog

Cisco Baseboard Management Controller 2.0 GUI Configuration Guide, Release 2.0
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C H A P T E R 2
Installing the Server OS

• OS Installation Methods, on page 9
• Virtual KVM Console, on page 9

OS Installation Methods
Cisco UCS C845AM8 Rack Server supports several operating systems. Regardless of the OS being installed,
you can install it on your server using one of the following tools:

• KVM console

For more information on Cisco UCS Server Configuration Utility, see Cisco UCS Server Configuration Utility
Quick Start Guide.

Virtual KVM Console
The vKVM console is an interface accessible from Cisco BMC 2.0 GUI that emulates a direct keyboard,
video, and mouse (vKVM) connection to the server. The vKVM console allows you to connect to the server
from a remote location.

Here are a few major advantages of using Cisco KVM Console:

• The Cisco KVM console provides connection to KVM, SOL, and vMedia whereas the Avocent KVM
provides connection only to KVM and vMedia.

• In the KVMConsole, the vMedia connection is established at the KVMLaunchManager and is available
for all users.

• The KVM console offers you an advanced character replacement options for the unsupported characters
while pasting text from the guest to the host.

• The KVM console provides you an ability to store the vMedia mappings on Cisco BMC 2.0.

• The new web GUI allows you to operate the vKVM console within the GUI itself, without the need to
open a separate window.

Instead of using CD/DVD or floppy drives physically connected to the server, the vKVM console uses virtual
media, which are actual disk drives or disk image files that are mapped to virtual CD/DVD or floppy drives.
You can map any of the following to a virtual drive:
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• CD/DVD or floppy drive on your computer

• Disk image files (ISO or IMG files) on your computer

• USB flash drive on your computer

• CD/DVD or floppy drive on the network

• Disk image files (ISO or IMG files) on the network

• USB flash drive on the network

You can use the vKVM console to install an OS on the server.

Installing an OS Using the KVM Console

Before you begin

• Locate the OS installation image file.

• You must log in as a user with admin privileges to install an OS.

Procedure

Step 1 Load the OS installation disk into your CD/DVD drive, or copy the disk image files to your computer.
Step 2 From the top menu, click the Launch KVM icon.

Opens a KVM session in a new tab or window depending on the browser settings.

Step 3 In the KVM console, from the left navigation, select Virtual Media > Map image or Map external image

Step 4 Reboot the server and select the virtual CD/DVD drive as the boot device.

When the server reboots, it begins the installation process from the virtual CD/DVD drive. Refer to the installation guide
for the OS being installed to guide you through the rest of the installation process.

What to do next

After the OS installation is complete, reset the LAN boot order to its original setting. Always follow your OS
vendors recommended configuration, including software interoperability and driver compatibility. For more
information on driver recommendations and installation, follow the Cisco UCS Hardware Compatibility.
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C H A P T E R 3
Managing the Server

• Intersight Infrastructure Service License, on page 11
• Viewing Server Summary, on page 12
• Viewing System Inventory, on page 13
• Viewing Sensor Status, on page 19
• Configuring Time Zone, on page 20
• Server Boot, on page 20
• BIOS Tokens, on page 23
• Configuring Power Policies, on page 39

Intersight Infrastructure Service License
Cisco Intersight™ is a management platform delivered as a service with embedded analytics for your Cisco
and 3rd party IT infrastructure. Intersight Managed Mode (IMM) is a new architecture that manages the UCS
Fabric Interconnected systems through a Redfish-based standard model. Intersight Managed Mode unifies
the capabilities of the UCS Systems and the cloud-based flexibility of Intersight, thus unifying the management
experience for the standalone and Fabric Interconnect attached systems.

Cisco Baseboard Management Controller 2.0 displays the following warning if the Device Connector does
not detect a connection to Cisco Intersight Services:

The Device Connector is unable to detect a connection to Cisco Intersight.
Please check your settings and ensure that the server is claimed in
Intersight with an Intersight Infrastructure Services license to be in
compliance.( 1/5 )

You may click OK to go to Device Connector and configure the settings or click Cancel to continue.

Apart from the warning, Cisco Baseboard Management Controller 2.0 also shows the following static ribbon
at the top of screen:

Please note: Intersight Infrastrucutre Services license is required with
this server. Learn More.

You may click Learn More to get more information from Intersight Help Center.

Cisco Baseboard Management Controller 2.0 GUI Configuration Guide, Release 2.0
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This message is not displayed if the Device Connector is configured. If the Device Connector is configured
once, and later disabled, the message is displayed again.

Note

Viewing Server Summary

Procedure

Step 1 From the Navigation Pane, click Dashboard.
Step 2 Under System information, you can view the following properties:

Table 7: Server Properties

DescriptionName

This field displays the product name of the server.Product Name field

This field contains the unique serial number assigned to the
server.

Serial Number field

This field contains the UUID of the server.UUID field

This fields displays the running BIOS version.BIOS Version field

This field provides a description of the system.Description field

This field contains the asset tag of the server.Asset Tag field

Table 8: Cisco BMC Information

DescriptionName

This field shows the hostname of the server.Hostname field

This field provides the IP address of the server.IP Address field

This field shows the MAC address of the server.MAC Address field

This field indicates the firmware version of the server.Firmware Version field

This field displays the current universal time.Current Time (Universal) field

This field indicates the timezone setting of the server.Timezone field

Allows you to change the timezone. See Configuring Time
Zone, on page 20.

Select Timezone link

Step 3 Under Status information, you can view the following properties:
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Table 9: Chassis Status

DescriptionOption

Indicates the power status of the chassis.Power Status

Shows the post-completion status of the chassis.Post Completion Status

Displays the overall server status.Overall Server Status

Indicates the temperature status.Temperatures

Shows the DIMM status.Overall DIMM Status

Displays the power supply status.Power Supplies

Indicates the fan status.Fans

Shows the status of the locator LED.Locator LED

Displays the storage status.Overall Storage Status

Table 10: Inventory and LEDs

DescriptionName

This field shows the status of the system identification LED,
which can be toggled on or off to identify the system
physically.

System identify LED field

Viewing System Inventory

Procedure

Step 1 From the Navigation Pane, click System > Inventory.
Step 2 Under the System tab, you can view the following properties:

Table 11: System

DescriptionName

The model name of the server.Name column

Brief description of the server model.Description column

Indicates whether the identify LED is on or off for each
system.

Indicator LED column
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DescriptionName

Displays the manufacturer of the system.Manufacturer column

Displays the current power status of the system.Power State column

The serial number for the server.Serial Number column

The part number of the server.Part Number column

Indicates the type of system.System type column

Displays the asset tag of the system.Asset tag column

The version of the BIOS running on the server.BIOS Version column

Indicates the current state of the system.State column

Step 3 Under the Processor tab, you can view the following properties:

Table 12: Processors

DescriptionName

Displays the unique identifier for each processor entry.ID column

Displays the manufacturer of the processor.Manufacturer column

Displays the model of the processor.Model column

Displays the architecture of the processor.Processor architecture column

Indicates the type of the processor.Processor type column

Displays the part number of the processor.Part number column

Shows the current health status of the processor.Health column

Step 4 Under the Memory Controller tab, you can view the following properties:

Table 13: Memory Controller

DescriptionName

Unique identifier for the memory controller.ID column

Name of the memory controller.Name column

Total capacity of memory in MiB.Capacity MiB column

Manufacturer of the memory module.Manufacturer column

Serial number of the memory module.SerialNumber column

Part number of the memory module.Part number column
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DescriptionName

Spare part number of the memory module.Spare Part Number column

Type of the base memory module.Base module type column

Bus width of the memory in bits.Bus Width Bits column

Data width of the memory in bits.Data Width Bits column

Health status of the memory module.Health column

Operational state of the memory module.State column

Operating speed of the memory in MHz.OperatingSpeed Mhz column

Type of the memory module.Memory Type column

Supported speed ranges in MHz.AllowedSpeeds MHz column

Service label for identification.Service Label column

Step 5 Under the BaseBoard tab, you can view the following properties:

Table 14: Base Board - BaseBoard Info

DescriptionName

Name of the base board.Name column

Model number of the base board.Model column

Operational state of the base board.State column

Current power state of the base board.Power State column

Asset tag used for identifying the base board.Asset Tag column

Manufacturer of the base board.Manufacturer column

Part number of the base board.Part Number column

Serial number of the base board.Serial Number column

Table 15: Base Board - Network Interfaces Info

DescriptionName

Unique identifier for the network interface.Id column

Media Access Control (MAC) address assigned to the
network interface.

MAC Address column

Indicates whether the network interface is enabled.Interface Enabled column
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DescriptionName

Hostname associated with the network interface.HostName column

Current operational state of the network interface.State column

Table 16: Base Board - IPv6 Addresses Info

DescriptionName

Unique identifier for the IPv6 address entry.Id column

IPv6 address assigned to the network interface.Address column

Length of the subnet prefix for the IPv6 address.PrefixLength column

Source of the IPv6 address, such as static or dynamic
assignment.

AddressOrigin column

Step 6 Under the Power tab, you can view the following properties:

Table 17: Power

DescriptionName

Name of the server power component.Name column

Manufacturer of the power component.Manufacturer column

Model number of the power component.Model column

Serial number of the power component.Serial Number column

Part number of the power component.Part Number column

Health status of the power component.Health column

Operational state of the power component.State column

Step 7 Under the Thermal tab, you can view the following properties:

Table 18: Thermal - Fan Info

DescriptionName

Name of the fan component.Name column

Health status of the fan.Health column

Operational state of the fan.State column

Current speed of the fan in revolutions per minute (RPM).ReadingRPM column
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DescriptionName

The lower threshold that triggers a warning when the fan
speed decreases below this value.

Lower warning column

The lower threshold that triggers a critical alert when the
fan speed drops below this value.

Lower critical column

Table 19: Thermal - Temperature Info

DescriptionName

Name of the temperature sensor or monitored component.Name column

Health status of the temperature sensor.Health column

Operational state of the temperature sensor.State column

Current temperature reading in degrees Celsius (°C).Reading column

The upper threshold that triggers a warning when the
temperature exceeds this value.

Upper warning column

The upper threshold that triggers a critical alert when the
temperature exceeds this value.

Upper critical column

The lower threshold that triggers a critical alert when the
temperature drops below this value.

Lower critical column

The lower threshold that triggers a warning when the
temperature drops below this value.

Lower warning column

Step 8 Under the PCIE Devices tab, you can view the following properties:

Table 20: PCIe Device Info

DescriptionName

Unique identifier for the PCIe device.Id column

Class of the PCIe device.DeviceClass column

Firmware version installed on the PCIe device.FirmwareVersion column

Identifier for the PCIe device.DeviceId column

Identifier for the sub-device of the PCIe device.SubDeviceId column

Identifier for the vendor of the PCIe device.VendorId column

Identifier for the sub-vendor of the PCIe device.SubVendorId column

Operational state of the PCIe device.State column
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Step 9 Under the Storage tab, you can view the following properties:

Table 21: Storage Controller Info

DescriptionName

Unique identifier for the storage controller member.MemberId column

Name of the storage controller.Name column

Serial number of the storage controller.Serial Number column

Model of the storage controller.Model column

Firmware version installed on the storage controller.FirmwareVersion column

Operating speed of the storage controller in Gbps.SpeedGbs column

Operational state of the storage controller.State column

Step 10 Under the Network adapters tab, you can view the following properties:

Table 22: Network Adapters

DescriptionColumn

Unique identifier for the network adapter.Id column

Health status of the network adapter.Health column

Adapters information

Name of the network adapter.Name field

Vendor of the network adapter.Vendor field

Serial number of the network adapter.Serial number field

Part number of the network adapter.Part number field

Manufacturer of the network adapter.Manufacturer field

Model of the network adapter.Model field

Firmware version of the network adapter.Firmware version field

Operational state of the network adapter.Status (State) field

Ports information

Identifier of the network port.Port field

Protocol supported by the network port.Port protocol field

Current link status of the port.Link status field
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DescriptionColumn

Speed of the network link, measured in Gbps.Link speed Gbps field

Media Access Control (MAC) address of the port.MAC address field

Step 11 Under the GPU tab, you can view the following properties:

Table 23: GPU Info

DescriptionName

Unique identifier for the GPU.Id column

Name of the manufacturer of the GPU.Manufacturer column

Type of processor used in the GPU.ProcessorType column

Unique serial number of the GPU.Serial Number column

Part number assigned to the GPU by the manufacturer.Part Number column

Model name or number of the GPU.Model column

Universally unique identifier (UUID) for the GPU.UUID column

Version of the GPU hardware or firmware.Version column

Health status of the GPU.Health column

Operational state of the GPU.State column

Step 12

Viewing Sensor Status

Procedure

Step 1 From the Navigation Pane, click System > Sensors.
Step 2 You can view the following properties:

Table 24: Sensor

DescriptionName

Name of the component being monitored by the sensor.Name column

Operational state of the component being monitored.State column
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DescriptionName

Overall health of the component being monitored.Status column

The lower threshold value for the component that triggers
a critical alert.

Lower critical column

The lower threshold value for the component that triggers
a warning.

Lower warning column

The current measured value of the component.Current value column

The upper threshold value for the component that triggers
a warning.

Upper warning column

The upper threshold value for the component that triggers
a critical alert.

Upper critical column

Configuring Time Zone

Procedure

Step 1 From the Navigation Pane, click Dashboard.
Step 2 Under Cisco BMC Information, click Select Timezone.

Select Timezone dialog box is displayed.

Step 3 In the Select Timezone dialog box, select the desired timezone from the Timezone drop-down list.
Step 4 Click Confirm.

Server Boot
Using Cisco BMC 2.0, you can configure the order in which the server attempts to boot from available boot
device types. In the legacy boot order configuration, Cisco BMC 2.0 allows you to reorder the device types
but not the devices within the device types. With the precision boot order configuration, you can have a linear
ordering of the devices. In the web UI or CLI you can change the boot order and boot mode, add multiple
devices under each device types, rearrange the boot order, set parameters for each device type.

When you change the boot order configuration, Cisco BMC 2.0 sends the configured boot order to BIOS the
next time that server is rebooted. To implement the new boot order, reboot the server after you make the
configuration change. The new boot order takes effect on any subsequent reboot. The configured boot order
remains until the configuration is changed again in Cisco BMC 2.0 or in the BIOS setup.
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The actual boot order differs from the configured boot order if either of the following conditions occur:

• BIOS encounters issues while trying to boot using the configured boot order.

• A user changes the boot order directly through BIOS.

• BIOS appends devices that are seen by the host but are not configured from the user.

Note

The Current Boot Order displays the boot order actually used by BIOS when the server last booted.

Overview to UEFI Secure Boot
You can use Unified Extensible Firmware Interface (UEFI) secure boot to ensure that all the EFI drivers, EFI
applications, option ROM or operating systems prior to loading and execution are signed and verified for
authenticity and integrity, before you load and execute the operating system. When you enable UEFI secure
boot mode, the boot mode is set to UEFI mode and you cannot modify the configured boot mode until the
UEFI boot mode is disabled.

If you enable UEFI secure boot on a non-supported OS, on the next reboot, you cannot boot from that particular
OS. If you try to boot from the previous OS, an error is reported and recorded the under system software event
in the web UI. You must disable the UEFI secure boot option to boot from your previous OS.

Note

Table 25: Supported OS

VersionOS

22.04Ubuntu Server

24.04Ubuntu Core

9.4RedHat Enterprise Linux

4.16RedHat Enterprise Linux CoreOS

9.5Rocky Linux

Configuring the Boot Order

Procedure

Step 1 From the Navigation Pane, click Compute > BIOS.
Step 2 Select the Configure Boot Order tab.
Step 3 You can review the following information:
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DescriptionName

Allows you to enable to disable UEFI Secure Boot.UEFI Secure Boot drop-down list

Displays the current boot mode.Boot Mode

Allows you to choose the desired boot source.Configure one time boot device drop-down list

If the Reboot Host Immediately check box is checked, the
server is rebooted immediately and the new BIOS settings
go into effect. Otherwise the changes are saved until the
server is manually rebooted.

Reboot Host Immediately checkbox

Displays the current boot order.Current Boot Order Area list

You can rearrange the boot order of any component by
dragging items within this list.

Expected Boot Order list

Step 4 Click Save change.

Viewing the Actual Server Boot Order

Procedure

Step 1 From the Navigation Pane, click Compute > BIOS.
Step 2 Select the Configure Boot Order tab.
Step 3 Under Current Boot Order Area list, you can review the current actual boot order.

Enabling or Disabling UEFI Secure Boot

Procedure

Step 1 From the Navigation Pane, click Compute > BIOS.
Step 2 Select the Configure Boot Order tab.
Step 3 From the UEFI Secure Boot drop-down list, select Enabled or Disabled.
Step 4 Click Save change.
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Configuring a Server to Boot With a One-Time Boot Device
You can configure a server to boot from a particular device only for the next server boot, without disrupting
the currently configured boot order. Once the server boots from the one time boot device, all its future reboots
occur from the previously configured boot order.

Procedure

Step 1 From the Navigation Pane, click Compute > BIOS.
Step 2 Select the Configure Boot Order tab.
Step 3 From the Configured one time boot device drop-down, select an option.
Step 4 (Optional) Check the Reboot Host Immediately checkbox to reboot the server immediately.
Step 5 Click Save change.

BIOS Tokens

Configuring I/O BIOS Parameters

BIOS parameters listed may vary depending on the server.Note

Procedure

Step 1 From the Navigation Pane, click Compute > BIOS.
Step 2 Select the Configure BIOS tab.
Step 3 Select the I/O tab.

You can view or update the following tokens:

DescriptionBIOS Token

If the Reboot Host Immediately check box is checked, the
server is rebooted immediately and the new BIOS settings
go into effect. Otherwise the changes are saved until the
server is manually rebooted.

Reboot Host Immediately checkbox

Enables or disables IPv4 support for PXE. This can be one
of the following

• Disabled—IPv4 PXE support is not available.

• Enabled—IPv4 PXE support is always available.

IPv4 PXE Support drop-down list
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DescriptionBIOS Token

Enables or disables IPv4 support for HTTP. This can be
one of the following:

• Disabled—IPv4 HTTP support is not available.

• Enabled—IPv4 HTTP support is always available.

IPv4 HTTP Support drop-down list

Enables or disables IPv6 support for PXE. This can be one
of the following:

• Disabled—IPv6 PXE support is not available.

• Enabled—IPv6 PXE support is always available.

IPv6 PXE Support drop-down list

Enables or disables IPv6 support for HTTP. This can be
one of the following:

• Disabled—IPv6 HTTP support is not available.

• Enabled—IPv6 HTTP support is always available.

IPv6 HTTP Support drop-down list

Determines the maximum speed at which the PCI Express
interface can operate.

• Auto—Automatically selects the optimal PCI Express
link speed based on the capabilities of the connected
device and system requirements.

• GEN1—Sets the PCI Express link to operate at the
first generation speed, which is 2.5 GT/s (gigatransfers
per second).

• GEN2—Configures the PCI Express link to run at the
second generation speed of 5.0 GT/s.

• GEN3—Establishes the PCI Express link speed at the
third generation, which is 8.0 GT/s.

• GEN4—Operates the PCI Express link at the fourth
generation speed of 16.0 GT/s.

• GEN5—Sets the PCI Express link to the fifth
generation speed, which is 32.0 GT/s, providing the
highest bandwidth among the listed options.

PCIE Link Speed Capability drop-down list

SR-IOV feature allows a PCIe device to appear to be
multiple separate physical PCIe devices. This can be one
of the following:

• Disabled—SR-IOV feature is disabled.

• Enabled—SR-IOV feature is enabled.

SR-IOV Support drop-down list
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Step 4 Click Save.

Configuring Server Management BIOS Parameters

BIOS parameters listed may vary depending on the server.Note

Procedure

Step 1 From the Navigation Pane, click Compute > BIOS.
Step 2 Select the Configure BIOS tab.
Step 3 Select the Server Management tab.

You can view or update the following tokens:

DescriptionBIOS Token

If the Reboot Host Immediately check box is checked, the
server is rebooted immediately and the new BIOS settings
go into effect. Otherwise the changes are saved until the
server is manually rebooted.

Reboot Host Immediately checkbox

Allows a serial port to be used for console redirection during
POST and BIOS booting. After the OS has booted, console
redirection is irrelevant. This can be one of the following:

• Enabled—Enables console redirection during POST.

• Disabled—No console redirection occurs during
POST.

Console Redirection drop-down list

What type of character formatting is used for console
redirection. This can be one of the following:

• PC-ANSI—The PC-ANSI terminal font is used.

• VT100—A supported VT100 video terminal and its
character set are used.

• VT100-PLUS—A supported VT100-plus video
terminal and its character set are used.

• VT-UTF8—A video terminal with the UTF-8
character set is used.

Terminal Type drop-down list
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DescriptionBIOS Token

This setting determines the data transmission speed in bits
per second (bps) for serial communication. It defines the
rate at which data is sent and received over a communication
channel.

• 9600

• 19200

• 38400

• 57600

• 115200

• 230400

• 460800

• 921600

Bits per second drop-down list

Whether a handshake protocol is used for flow control.
Request to Send / Clear to Send (RTS/CTS) helps to reduce
frame collisions that can be introduced by a hidden terminal
problem. This can be one of the following:

• None—No flow control is used.

• Hardware RTS/CTS—RTS/CTS is used for flow
control.

Flow Control drop-down list

Whether the FRB2 timer is used to recover the system if it
hangs during POST. This can be one of the following:

• Disabled—The FRB2 timer is not used.

• Enabled—The FRB2 timer is started during POST
and used to recover the system if necessary.

FRB-2 Timer drop-down list

Whether the BIOS programs the watchdog timer with a
specified timeout value. This can be one of the following:

• Disabled—The watchdog timer is not used to track
how long the server takes to boot.

• Enabled—The watchdog timer tracks how long the
server takes to boot. If the server does not boot within
the length of time specified in the OS Boot Watchdog
Timer Timeout field, the Cisco BMC logs an error and
takes the action specified in the OS Boot Watchdog
Policy field.

OS Watchdog Timer drop-down list
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DescriptionBIOS Token

If OS does not boot within the specified time, OSwatchdog
timer expires and system takes action according to timer
policy. Enter an integer between 1 and 30.

OS Wtd Timer Timeout field

What action the system takes if the watchdog timer expires.
This can be one of the following:

• Do Nothing—No action is taken if the watchdog timer
expires during OS boot, allowing the system to
continue its current state without intervention.

• Reset—The server is reset if the watchdog timer
expires during OS boot.

• Power Down—The server is powered off if the
watchdog timer expires during OS boot.

• Power Cycle—The server is turned off and then back
on if the watchdog timer expires during OS boot,
effectively rebooting the system to address potential
issues.

OS Wtd Timer Policy drop-down list

Step 4 Click Save.

Configuring Security BIOS Parameters

BIOS parameters listed may vary depending on the server.Note

Procedure

Step 1 From the Navigation Pane, click Compute > BIOS.
Step 2 Select the Configure BIOS tab.
Step 3 Select the Security tab.

You can view or update the following tokens:

DescriptionBIOS Token

If the Reboot Host Immediately check box is checked, the
server is rebooted immediately and the new BIOS settings
go into effect. Otherwise the changes are saved until the
server is manually rebooted.

Reboot Host Immediately checkbox
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DescriptionBIOS Token

This option allows you to control the Security Device
support for the system. This can be one of the following:

• Disabled—The option is disabled.

• Enabled—The server is disabled.

Security Device Support drop-down list

This feature controls the status of the Trusted Platform
Module (TPM), a hardware-based security device used to
enhance system security by providing secure storage for
cryptographic keys and performing platform integrity
checks.

• Enabled—Activates the TPM, allowing it to perform
security functions such as keymanagement and system
integrity verification.

• Disabled—Deactivates the TPM, preventing it from
performing its security-related tasks.

TPM State drop-down list

Enable or Disable SHA256 PCR Bank. This can be one of
the following:

• Disabled—The server does not use this feature.

• Enabled—The server uses this feature.

SHA256 PCR Bank drop-down list

The Platform Configuration Register (PCR) is a memory
location in the TPM.Multiple PCRs are collectively referred
to as a PCR bank. A Secure Hash Algorithm 384-bit or
SHA-384PCR Bank allows to enable or disable TPM
security.

This can be one of the following:

• Disabled—The server does not use this feature.

• Enabled—The server uses this feature.

SHA384 PCR Bank drop-down list

Trusted PlatformModule (TPM) Pending Operation option
allows you to control the status of the pending operation.
This can be one of the following:

• None—No action.

• TpmClear—Clears the pending operations.

Pending operation drop-down list
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DescriptionBIOS Token

This feature secures runtime variables by requiring a
password for access or modification. It enhances system
security by preventing unauthorized changes to critical
settings during operation.

• Enabled—Requires a password to access or modify
runtime variables, adding a layer of security to prevent
unauthorized changes to system settings.

• Disabled—Allows runtime variables to be accessed
and modified without a password, which may be
suitable for environments where security is less of a
concern.

Password protection of Runtime Variables drop-down
list

Step 4 Click Save.

Configuring Memory BIOS Parameters

BIOS parameters listed may vary depending on the server.Note

Procedure

Step 1 From the Navigation Pane, click Compute > BIOS.
Step 2 Select the Configure BIOS tab.
Step 3 Select the I/O tab.

You can view or update the following tokens:

DescriptionBIOS Token

If the Reboot Host Immediately check box is checked, the
server is rebooted immediately and the new BIOS settings
go into effect. Otherwise, the changes are saved until the
server is manually rebooted.

Reboot Host Immediately checkbox
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DescriptionBIOS Token

Whether the processor uses the SecureMemory Encryption
Enable (SMEE) function, which provides memory
encryption support. This can be one of the following:

• Auto—The CPU determines how to map these
addresses.

• Disabled—The processor does not use the SMEE
function.

• Enabled—The processor uses the SMEE function.

SMEE drop-down list

Allows you to configure SNP memory coverage. This can
be one of the following:

• Auto—System decides the memory coverage.

• Disabled—The processor does not use this function.

• Enabled—This feature is enabled.

• Custom—Custom size can be defined in SNPMemory
Size to Cover.

SNP Memory (RMP Table) Coverage drop-down list

This setting controls the prefetching behavior for Level 1
(L1) cache, which can enhance processing efficiency by
loading data in advance.

• Enable—Activates burst prefetching, potentially
improving performance by preloading data into the L1
cache.

• Disable—Deactivates burst prefetching, which might
reduce performance but can save power and reduce
unnecessary data fetching.

• Auto—Automatically manages the L1 burst
prefetching based on system workload and conditions
to optimize performance and efficiency.

L1 Burst Prefetch Mode drop-down list

Allows you to configure the memory NUMA domains per
socket. This can be one of the following:

• Auto—Number of channels is set to auto.

• NPS0—One NUMA node per system.

• NPS1—One NUMA node per socket.

• NPS2—Two NUMA nodes per socket, one per
Left/Right Half of the SoC.

• NPS4—Four NUMA nodes per socket, one per
Quadrant.

NUMA nodes per socket drop-down list
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DescriptionBIOS Token

Allows for disablingmemory interleaving. Note that NUMA
nodes per socket will be honored regardless of this setting.
This can be one of the following:

• Auto—Feature is set to auto mode.

• Enabled—This feature is enabled.

• Disabled—Support is disabled.

Memory interleaving drop-down list

Whether memory blocks across the DRAM chip selects for
node 0 are interleaved. This can be one of the following:

• Disabled—Chip selects are not interleaved within the
memory controller.

• Auto—The CPU automatically determines how to
interleave chip selects.

Chipselect Interleaving drop-down list

Allows you to control the swapping of memory banks to
optimize performance or manage specific memory
configurations. It can be useful for improving memory
access patterns or adapting to hardware requirements.

• Auto—Automatically selects the optimal bank
swapping configuration based on system requirements
and capabilities.

• Disable—Prevents any bank swapping, maintaining
the memory bank configuration as initially set without
modifications.

• Swap CPU—Enables memory bank swapping
specifically tailored to optimize CPU performance and
access patterns.

BankSwapMode drop-down list

This setting determines the interval at which DRAM cells
are refreshed to maintain data integrity. A lower refresh rate
can improve performance but may increase power
consumption, while a higher rate can enhance data retention.
This can be one of the following:

• 3.9 usec

• 1.95 usec

DRAM Refresh Rate drop-down list
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DescriptionBIOS Token

It is a diagnostic tool used to identify and repair memory
faults within DDRmemory modules. By executing a series
of self-tests, the system can detect faulty cells and attempt
to restore functionality, thereby enhancing memory
reliability and performance.

• Disabled—Disables the DDR Healing BIST
functionality, preventing any memory diagnostic tests
from running.

• PMU Mem BIST—Enables the Performance
Monitoring Unit-based memory Built-In Self-Test for
fault detection.

• Self-Healing Mem BIST—Activates self-healing
capabilities to automatically detect and repair memory
faults.

• PMU and Self-Healing Mem BIST—Combines both
PMU-based and self-healing tests for comprehensive
memory diagnostics and repair.

DDR Healing BIST drop-down list

This option allows the system to attempt repairs on DRAM
during the boot process to correct any detected faults,
ensuring memory integrity and reliability.

• Enabled—Activates the boot-time repair process,
allowing the system to identify and fix memory issues
during startup.

• Disabled—Disables the boot-time repair process,
skipping any automatic DRAM fault correction during
system startup.

DRAM Boot Time Post Package Repair drop-down list

This is a specific configuration setting related to the system's
ability to perform repairs on the processor's package during
runtime.

• Enabled—The processor uses the function.

• Disabled—The processor does not use the function.

DRAM Runtime Post Package Repair drop-down list
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DescriptionBIOS Token

Select a value to indicate the number of hours to scrub the
entire memory. This can be one of the following:

• Auto—Feature is set to auto mode.

• Disabled—Support is disabled.

• 1 hour

• 4 hours

• 8 hours

• 16 hours

• 24 hours

• 48 hours

DRAM Scrub Time drop-down list

Allows you to enable Transparent Secure Memory
Encryption (TSME). This can be one of the following:

• Auto—Feature usage is set to auto.

• Disabled—The processor does not use the TSME
function.

• Enabled—The processor uses the TSME function.

TSME drop-down list

Allows you to enable Secure Nested Paging feature. This
can be one of the following:

• Disabled—The processor does not use the SEV-SNP
function.

• Enabled—The processor uses the SEV-SNP function.

• Auto—Automatically enables SEV-SNP features based
on system capabilities and requirements, optimizing
security for virtual machines without manual
configuration.

SEV-SNP Support drop-down list

Input OutputMemoryManagement Unit (IOMMU) allows
AMD processors to map virtual addresses to physical
addresses. This can be one of the following:

• Auto—The CPU determines how to map these
addresses.

• Disabled—IOMMU is not used.

• Enabled—Address mapping takes place through the
IOMMU.

IOMMU drop-down list
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DescriptionBIOS Token

Enables or disables MMIO above 4GB. This can be one of
the following:

• Disabled—The server does not map I/O of 64-bit PCI
devices to 4GB or greater address space.

• Enabled—The server maps I/O of 64-bit PCI devices
to 4GB or greater address space. Note: PCI devices
that are 64-bit compliant but use a legacy option ROM
may not function correctly with this setting enabled.

Above 4G Decoding drop-down list

Allows you to disable the PCI BME bit to mitigate the threat
from an unauthorized external DMA. This can be one of
the following:

• Disabled—PCI BME bit is disabled in the BIOS.

• Enabled—PCI BME bit is enabled in the BIOS.

BME DMA Mitigation drop-down list

Step 4 Click Save.

Configuring Processor BIOS Parameters

BIOS parameters listed may vary depending on the server.Note

Procedure

Step 1 From the Navigation Pane, click Compute > BIOS.
Step 2 Select the Configure BIOS tab.
Step 3 Select the Power/Performance tab.

You can view or update the following tokens:

DescriptionBIOS Token

If the Reboot Host Immediately check box is checked, the
server is rebooted immediately and the new BIOS settings
go into effect. Otherwise the changes are saved until the
server is manually rebooted.

Reboot Host Immediately checkbox
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DescriptionBIOS Token

Whether the processor uses AMD Secure Virtual Machine
Technology. This can be one of the following: This can be
one of the following:

• Disabled—The processor does not use SVM
Technology.

• Enabled—The processor uses SVM Technology.

SVM Mode drop-down list

Enables the streaming stores functionality. This can be one
of the following:

• Auto—Set to auto mode.

• Disabled—Feature is disabled.

• Enabled—Feature is enabled.

Streaming Stores Control drop-down list

This feature configures the mode of the Local Advanced
Programmable Interrupt Controller (APIC), whichmanages
interrupt signaling and prioritization within the CPU. This
can be one of the following:

• Auto—Set to auto mode.

• XAPIC—Set to XAPIC mode.

• X2APIC—Set to X2APIC mode.

Local APIC Mode drop-down list

AVX512 BIOS setting enables or disables the use of
AVX512 instruction set extensions, which are advanced
vector extensions used by certain Intel® processors to
improve performance for heavy computational tasks.

Adjusting this setting can affect compatibility and stability
with some software, as well as influence CPU power
consumption and heat output.

Enable or disable AVX512. This can be one of the
following:

• Auto—Set to auto mode.

• Disabled—Feature is disabled.

• Enabled—Feature is enabled.

AVX512 drop-down list
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DescriptionBIOS Token

Configures the number of active processor cores to optimize
performance and power consumption according to workload
requirements.

• Enablement Option—Allows selection from
predefined configurations of active cores, simplifying
the process of optimizing core usage for specific
performance or power goals.

• Bitmap—Enables custom selection of active cores
through a bitmap, providing precise control over which
cores are enabled or disabled for tailored performance
tuning.

DownCore Mode drop-down list

Whether the processor uses AMD Simultaneous
MultiThreading Technology, which allows multithreaded
software applications to execute threads in parallel within
each processor. This can be one of the following:

• Auto—The processor allows for the parallel execution
of multiple threads.

• Disabled—The processor does not use SMT Mode.

• Enabled—The processor uses SMT Mode.

SMT Control drop-down list

Allows you to specify the number of CCDs that are desired
to be enable in the system. This can be one of the following:

• Auto—ThemaximumCCDs provided by the processor
is enabled.

• 2 CCDs

• 3 CCDs

• 4 CCDs

• 6 CCDs

CCD Control drop-down list

Creates a layer of virtual domains on top of the physical
domains in which each CCX is declared to be in its on
domain. This can be one of the following:

• Auto—Set to auto mode.

• Disabled—UseNPS settings for domain configuration.

• Enabled— Each CCX is declared to be in its own
domain.

ACPI SRAT L3 Cache As NUMA Domain drop-down
list
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DescriptionBIOS Token

The option enables xGMI link speed. This can be one of
the following:

• Auto—Set to auto mode.

• 20Gbps—Set to 20Gbps.

• 25Gbps—Set to 25Gbps.

• 32Gbps—Set to 32Gbps.

3-link xGMI max speed drop-down list

This setting controls whether the memory (RAM) can enter
a low power state when the system is idle or during periods
of low usage. Enabling this setting typically allows the
RAM to consume less power, potentially saving energy and
reducing heat output, while disabling it keeps the RAM
fully powered for possibly quicker wake-up times at the
expense of higher power consumption. This can be one of
the following:

• Auto—Set to auto mode.

• Disabled—Feature is disabled.

• Enabled—Feature is enabled.

Power Down Enable drop-down list

Allows you to select the APB Disable value for the SMU.
This can be one of the following:

• 0—Clear ApbDis to SMU

• 1—Set ApbDis to SMU.

• Auto—The CPU determines the value.

APBDIS drop-down list

Step 4 Click Save.

Configuring Power and Performance BIOS Parameters

BIOS parameters listed may vary depending on the server.Note

Procedure

Step 1 From the Navigation Pane, click Compute > BIOS.
Step 2 Select the Configure BIOS tab.
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Step 3 Select the Power/Performance tab.

You can view or update the following tokens:

DescriptionBIOS Token

If the Reboot Host Immediately check box is checked, the
server is rebooted immediately and the new BIOS settings
go into effect. Otherwise the changes are saved until the
server is manually rebooted.

Reboot Host Immediately checkbox

Whether the AMD processor increases its frequency on
some cores when it is idle or not being used much. This can
be one of the following:

• Auto—The CPU automatically determines how to
boost performance.

• Disabled—Core performance boost is disabled.

Core Performance Boost drop-down list

Whether the AMD processors control IO-based C-state
generation andDFC-states This can be one of the following:

• Auto—The CPU automatically determines how to
control IO-based C-state generation.

• Disabled—Global C-state control is disabled.

• Enabled—Global C-state control is enabled.

Global C-state Control drop-down list

Whether the processor allows the AMDhardware prefetcher
to speculatively fetch streams of data and instruction from
memory into the L1 cache when necessary. This can be one
of the following:

• Auto—The CPU determines how to place data from
I/O devices into the processor cache.

• Disabled—The hardware prefetcher is not used.

• Enabled—The processor uses the hardware prefetcher
when cache issues are detected.

L1 Stream HW Prefetcher drop-down list

Whether the processor allows the AMDhardware prefetcher
to speculatively fetch streams of data and instruction from
memory into the L2 cache when necessary. This can be one
of the following:

• Auto—The CPU determines how to place data from
I/O devices into the processor cache.

• Disabled—The hardware prefetcher is not used.

• Enabled—The processor uses the hardware prefetcher
when cache issues are detected.

L2 Stream HW Prefetcher drop-down list
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DescriptionBIOS Token

This feature allows the system tomanage resource allocation
and performance characteristics to achieve consistent
outcomes based on the selected mode.

• Power—Optimizes the system to prioritize power
efficiency while maintaining predictable performance
levels.

• Performance—Configures the system to maximize
performance consistency, potentially at the expense
of higher power consumption.

Determinism Enable drop-down list

Step 4 Click Save.

Configuring Power Policies

Power Capping
Power capping determines how server power consumption is actively managed. When you enable power
capping option, the system monitors power consumption and maintains the power below the allocated power
limit. If the server cannot maintain the power limit or cannot bring the platform power back to the specified
power limit within the correction time, power capping performs actions that you specify in the Action field
under the Power Profile area.

Power capping is applicable only to CPUs. Other server components, such as memory or storage, are not
included in the power capping scope.

Note

Enabling CPU Power Capping

Procedure

Step 1 From the Navigation Pane, click System > Power Management.
Step 2 Under Power cap value (in watts), enter the desired power cap value in watts.

Ensure the value is between the minimum and maximum cap limits.

Step 3 Click Save to apply the power cap settings.
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Viewing CPU Power Configuration

Procedure

Step 1 From the Navigation Pane, click System > Power Management.
Step 2 You can view the following properties:

DescriptionName

Identifies the component or device.Name column

Displays the current power usage.Power Consumption column

Indicates the maximum power limit set for the component.Power Cap column

Shows the minimum allowable power limit.Cap Minimum column

Displays the maximum allowable power limit.Cap Maximum column

Configuring Power Restore Policy

Procedure

Step 1 From the Navigation Pane, click Compute > Power restore policy.
Step 2 In the Power restore policies area on the right pane, click and select the appropriate value:

• Always on—The system automatically powers on whenever power is applied, regardless of its state before the power
loss. This option ensures that the server resumes operation as soon as power is available.

• Always off—The system remains powered off when power is applied, regardless of its previous state. This option
requires manual intervention to power on the system after a power loss.

• Last state—The system restores its previous power state when power is applied. If the system was powered on
before the power loss, it powers back on. If it was powered off, it remains powered off.

Step 3 Click Save settings.
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C H A P T E R 4
Managing User Accounts

• User Management, on page 41
• LDAP Configuration, on page 45
• User Session, on page 49

User Management

Adding a User

Procedure

Step 1 From the Navigation Pane, click Administration > User management.
Step 2 Select the User management tab.
Step 3 Click Add user.

Add user window is displayed.

Step 4 In the Add user window update the following properties:

DescriptionName

Select the Enabled radio button to activate the account
immediately.

Select the Disabled radio button to create the account
without activation.

Account status radio button

Enter the desired username.

Follow the UI instructions for username rules.

Username field

Enter the password for the user.

Follow the UI instructions for password rules.

User password field

Re-enter the password to confirm.Confirm user password field
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DescriptionName

From the Privilege drop-down list, choose the appropriate
role:

Administrator—Full access and control.

Operator—Limited operational access.

ReadOnly—View-only access.

Privilege drop-down list

SelectEnabled to require the user to change their password
upon first login.

Select Disabled to allow the user to retain the initial
password.

Password Change Required radio button

Select Enabled to allow the user access to virtual media
functionality (e.g., mounting ISO files).

SelectDisabled to restrict the user's access to virtual media
functionality.

VMedia Access radio button

Step 5 Click Add user.

Editing a User

Procedure

Step 1 From the Navigation Pane, click Administration > User management.
Step 2 Select the User management tab.
Step 3 To edit a user, click the edit icon corresponding to the user row you want to edit.

Edit user window is displayed.

Step 4 In the Edit user window update the following properties:

DescriptionName

Select the Enabled radio button to activate the account
immediately.

Select the Disabled radio button to create the account
without activation.

Account status radio button

Enter the desired username.

Follow the UI instructions for username rules.

Username field

Enter the password for the user.

Follow the UI instructions for password rules.

User password field
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DescriptionName

Re-enter the password to confirm.Confirm user password field

From the Privilege drop-down list, choose the appropriate
role:

Administrator—Full access and control.

Operator—Limited operational access.

ReadOnly—View-only access.

Privilege drop-down list

SelectEnabled to require the user to change their password
upon first login.

Select Disabled to allow the user to retain the initial
password.

Password Change Required radio button

Select Enabled to allow the user access to virtual media
functionality (e.g., mounting ISO files).

SelectDisabled to restrict the user's access to virtual media
functionality.

VMedia Access radio button

Step 5 Click Save.

Enabling or Disabling a User

Procedure

Step 1 From the Navigation Pane, click Administration > User management.
Step 2 Select the User management tab.
Step 3 To enable/disable a user, check the check box corresponding to the user row you want to enable/disable.

When you check the check box, a new header row with additional options appears at the top of the table.

Step 4 Click Enable/Disable.

Managing Account Policy Settings

Procedure

Step 1 From the Navigation Pane, click Administration > User management.
Step 2 Select the User management tab.
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Step 3 Click Account policy settings.

Account policy settings window is displayed.

Step 4 In the Account policy settings window update the following properties:

DescriptionName

Enter a value between 0 and 65535.Max failed login attempts field

Select one of the following options:

Manual—Choose the Manual radio button to require
manual intervention for unlocking.

Automatic After Timeout—Choose theAutomatic After
Timeout radio button to unlock automatically after a
specified timeout.

User unlock method radio button

IfAutomatic After Timeout is selected, enter the duration
in seconds in the Timeout duration (seconds) field.

Timeout duration (seconds) field

Step 5 Click Save.

Deleting a User

Procedure

Step 1 From the Navigation Pane, click Administration > User management.
Step 2 Select the User management tab.
Step 3 To delete a user, check the check box corresponding to the user row you want to delete.

When you check the check box, a new header row with additional options appears at the top of the table.

Step 4 Click Delete.
Step 5 Alternatively, you can click the delete icon against the user row you want to delete.

Managing Password Settings

Procedure

Step 1 From the Navigation Pane, click Administration > User management.
Step 2 Select the User management tab.
Step 3 Under Password Settings, update the following properties:
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DescriptionName

Use the Complexity drop-down list to define the required
password complexity level for users. The following options
are available:

Disabled—No restrictions on password complexity are
applied.

Low—Requires passwords to meet basic complexity
requirements, such as including both letters and numbers.

Medium—Requires passwords to meet more stringent
complexity rules, such as including a combination of letters,
numbers, and special characters.

High—Enforces the strictest password rules, including the
use of uppercase and lowercase letters, numbers, special
characters, and a minimum length.

Note
Password length cannot exceed 20 bytes due to IPMI 2.0
restrictions.

Complexity drop-down list

Use the Password History drop-down list to specify the
number of previous passwords that will be stored for each
user. This prevents users from reusing recently used
passwords. The following options are available:

0—No password history is enforced. Users can reuse any
previous password.

1—The system remembers the last 1 password. Users cannot
reuse their most recent password.

2—The system remembers the last 2 passwords.

3—The system remembers the last 3 passwords.

4—The system remembers the last 4 passwords.

5—The system remembers the last 5 passwords, providing
the highest level of password reuse prevention.

Password History drop-down list

LDAP Configuration

Enabling LDAP Authentication
In the Cisco BMC 2.0, the SSH, Redfish,Webserver, and Host Console interfaces allow authentication against
an LDAP directory. However, the IPMI interface cannot authenticate against LDAP, as it requires the password
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in clear text during session setup. PAM-based authentication is implemented, ensuring that the authentication
flow is the same for both LDAP users and local users.

For LDAP user accounts, there is no LDAP attribute type corresponding to the Cisco BMC 2.0 privilege roles.
The preferred method is to group LDAP user accounts into LDAP groups. Privilege roles can then be assigned
to the LDAP group using Redfish and the GUI.

Procedure

Step 1 From the Navigation Pane, click Administration > User management.
Step 2 Select the LDAP tab.
Step 3 Under LDAP authentication, update the following properties:

DescriptionName

Check the Enable check box to activate LDAP
authentication options.

Enable check box

Enable Secure LDAP over SSL to encrypt LDAP
communications.

Ensure you have both a CA certificate and an LDAP
certificate before enabling this option.

Secure LDAP using SSL check box

Choose the appropriate service type by selecting a radio
button:

OpenLDAP—Select to use OpenLDAP as the directory
service.

Active Directory—Select to use Microsoft's Active
Directory service.

Service Type radio button

Enter the URI for the server.Server URI field

Enter the Base Distinguished Name.Bind DN field

Enter the password for the Bind DN.Bind Password field

Enter the Base Distinguished Name.Base DN field

Enter the attribute for user identification.User ID Attribute (optional) field

Enter the attribute for group identification.Group ID Attribute (optional) field

Click Adding a New Certificate for more information.Manage SSL Certificate link

Step 4 Click Save settings.
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Adding a Role Group
Group roles determine the first-level authorization for users, establishing whether access to the required
interface is permitted. For example, a user should not be able to log in to SSH if they only belong to the
webserver group and not to the SSH group. Having group roles within common user management allows
different applications to create roles for each other. For instance, an administrative user can create a new user
through the webserver, granting them the ability to log in to webserver, Redfish, IPMI, and other interfaces.

Before you begin

Ensure that LDAP authentication is enabled.

Procedure

Step 1 From the Navigation Pane, click Administration > User management.
Step 2 Select the LDAP tab.
Step 3 Click Add role group.

Add new role group window is displayed.

Step 4 In the Add new role group window update the following properties:

DescriptionName

Enter the name of the role group to identify it within the
system.

Group Name field

Select the appropriate level of access for the group from
the drop-down list:

Administrator—Full access and control.

Operator—Limited operational access.

ReadOnly—View-only access.

Group Privilege field

Step 5 Click Add.

Active Directory
The Cisco BMC 2.0 can be configured to use Active Directory for user authentication and authorization. To
use Active Directory, configure users with an attribute that holds the user role and locale information for the
Cisco BMC 2.0. You can use an existing LDAP attribute that is mapped to the Cisco BMC 2.0 user roles and
locales or you can modify the Active Directory schema to add a new custom attribute, such as the CiscoAVPair
attribute, which has an attribute ID of 1.3.6.1.4.1.9.287247.1. For more information about altering the Active
Directory schema, see http://technet.microsoft.com/en-us/library/bb727064.aspx.

Configuring the Active Directory Server
Use this procedure to create a custom attribute on the Active Directory server.
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This example creates a custom attribute named CiscoAVPair, but you can also use an existing LDAP attribute
that is mapped to the Cisco BMC 2.0 user roles and locales.

Note

Procedure

Step 1 Ensure that the Active Directory schema snap-in is installed.
Step 2 Using the Active Directory schema snap-in, add a new attribute with the following properties:

ValueProperty

CiscoAVPairCommon Name

CiscoAVPairLDAP Display Name

1.3.6.1.4.1.9.287247.1Unique X500 Object ID

CiscoAVPairDescription

Case Sensitive StringSyntax

Step 3 Add the CiscoAVPair attribute to the user class using the Active Directory snap-in:
a) Expand the Classes node in the left pane and type U to select the user class.
b) Click the Attributes tab and click Add.
c) Type C to select the CiscoAVPair attribute.
d) Click OK.

This step ensures the new attribute is associated with the user class, allowing it to be used effectively within the system.

Step 4 Add the following user role values to the CiscoAVPair attribute, for the users that you want to have access to Cisco BMC
2.0:

CiscoAVPair Attribute ValueRole

shell:roles="admin"admin

shell:roles="user"user

shell:roles="read-only"\read-only

Note
For more information about adding values to attributes, see http://technet.microsoft.com/en-us/library/bb727064.aspx.

What to do next

Use the Cisco BMC 2.0 to configure Active Directory.
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User Session

Viewing User Sessions

Procedure

Step 1 From the Navigation Pane, click Administration > User management.
Step 2 Select the Session Management tab.
Step 3 You can view the following properties:

DescriptionName

A unique identifier assigned to each active web user session
for tracking and management purposes.

Session ID column

Indicates the type of session being used, such as Redfish,
Web UI, or CLI.

Session Type column

A numerical identifier assigned to the user, distinct from
the Username.

User ID column

The account name associated with the server login session.Username column

The network address of the device accessing the server
during the session.

IP address column

Specifies the level of access or permissions assigned to the
session, such as Administrator, Operator, or ReadOnly.

Privilege column

Disconnecting a Session

Procedure

Step 1 From the Navigation Pane, click Administration > User management.
Step 2 Select the Session Management tab.
Step 3 You can delete a single sessions or multiple sessions together:

• To delete a session, click the delete icon against the session row you want to delete.

• To delete multiple sessions, check the check box corresponding to the session rows you want to delete.

When you check the check box, a new header row with additional options appears at the top of the table.
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Click Delete.
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C H A P T E R 5
Managing Remote Presence

• Configuring Virtual Media, on page 51
• Virtual KVM Console, on page 52

Configuring Virtual Media

Configuring Virtual Media

Procedure

Step 1 From the Navigation Pane, click Compute > Remote Management.
Step 2 Select the Virtual media tab.
Step 3 Update the following properties:

DescriptionName

Allows you to enable or disable virtual media.Enabling Virtual Media for image redirection toggle
button

Specifies the time interval between retry attempts for virtual
media operations.

Retry Interval field

Indicates the maximum number of retry attempts allowed
for virtual media operations.

Retry Count field

Load image from web browser

Allows you to select and upload a file (such as an ISO image
or virtual disk) from your local system to the corresponding
slot (Slot 1 or Slot 2).

Add file button

Allows you to initiate the virtual media operation for the
file uploaded to the corresponding slot.

Start button

Load image from external server
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DescriptionName

Allows you to specify and upload a file (such as an ISO
image or virtual disk) from an external server to the
corresponding slot (Slot 1 or Slot 2).

Add file button

Allows you to initiate the virtual media operation for the
file uploaded to the corresponding slot from the external
server.

Start button

Virtual KVM Console
The vKVM console is an interface accessible from Cisco BMC 2.0 that emulates a direct keyboard, video,
and mouse (vKVM) connection to the server. It allows you to connect to and control the server from a remote
location and to map physical locations to virtual drives that can by accessed by the server during this vKVM
session.

Here are a few major advantages of using Cisco KVM Console:

• The Cisco KVM console provides connection to KVM, SOL, and vMedia whereas the Avocent KVM
provides connection only to KVM and vMedia.

• In the KVMConsole, the vMedia connection is established at the KVMLaunchManager and is available
for all users.

• The KVM console offers you an advanced character replacement options for the unsupported characters
while pasting text from the guest to the host.

• The KVM console provides you an ability to store the vMedia mappings on Cisco BMC 2.0.

Instead of using CD/DVD or floppy drives physically connected to the server, the vKVM console uses virtual
media, which are actual disk drives or disk image files that are mapped to virtual CD/DVD or floppy drives.
You can map any of the following to a virtual drive:

• PXE

• HDD

• CD

• USB

You can use the vKVM console to install an OS on the server.

Table 26: Console Menu

DescriptionMenu Item

Selects KVM (Keyboard Video and Mouse) as the
active console.

KVM
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DescriptionMenu Item

Selects SOL (Serial Over LAN) as the active console.

Note
SOL is not visible if SOL is inactive; instead,
Activate SOL is visible.

SOL

Allows you to log in to an SOL session using a
username and password.

Note
Activate SOL option is visible only when the SOL
session is not active for any reason.

Activate SOL

Table 27: Power Menu

DescriptionMenu Item

Powers off the system from the virtual console
session.

Note
This option is enabled when the system is powered
on and disabled when the system is not powered on.

Power Off

Powers on the system.

Note
This option is disabled when the system is powered
on and it is enabled when the system is not powered.

Power On

Turns off the system and then back on.

Note
This option is enabled when the system is powered
on and disabled when the system is not powered on.

Power Cycle

Powers down the system.

Note
This option is enabled when the system is powered
on and disabled when the system is not powered on.

Power Down

Table 28: Boot Device Menu

DescriptionMenu Item

No boot device is selected.None

Selects PXE (Preboot Execution Environment) as the
boot device.

PXE
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DescriptionMenu Item

Selects the Hard Disk Drive (HDD) as the boot device.HDD

Selects the CD/DVD drive as the boot device.CD

Selects the BIOS Setup as the boot option.BiosSetup

Selects the USB drive as the boot device.USB

Table 29: Virtual Media Menu

DescriptionMenu Item

Allows you to map a local image (such as an ISO file)
to the virtual media.

Map Image

Allows you to unmap or eject the currently mapped
local image from the virtual media.

Eject Image

Allows you to map an image file located on an
external server to the virtual media.

Map External Image

Allows you to unmap or eject the currently mapped
external image from the virtual media.

Eject External Image

Launching KVM Console

Only the first KVM session has read-write capability. All other simultaneous sessions are read-only.Note

Procedure

Step 1 You can launch KVM from one of the following ways:
Step 2 Click the Launch KVM icon from the Menu bar.
Step 3 Alternatively, you can click Compute > Remote Management > KVM

Click the Launch KVM button.
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Configuring the Virtual KVM

Procedure

Step 1 From the Navigation Pane, click Compute > Remote Management.
Step 2 Select the KVM tab.
Step 3 You can update the following properties:

DescriptionName

Allows you to enable or disable KVM.KVM Enabling KVM makes to the guest operating
system toggle button

Specifies the port number used for KVM (Keyboard, Video,
and Mouse) communication. This value must be entered as
a numeric value and should correspond to the configured
port for KVM access on the system.

Click Save to save the changes.

KVM Port Value (in numbers) field

Defines the duration of inactivity after which an activeKVM
session will automatically time out. This ensures the security
of the session by disconnecting unused connections after
the specified time.

Click Save to save the changes.

KVM Session Timeout field

Enabling or Disabling the Virtual KVM

Procedure

Step 1 From the Navigation Pane, click Compute > Remote Management.
Step 2 Select the KVM tab.
Step 3 Click the KVM Enabling KVM makes to the guest operating system toggle button to enable or disable KVM.

When enabled, it allows access to the guest operating system.
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C H A P T E R 6
Configuring Network-Related Settings

• Network Management in Cisco BMC 2.0, on page 57
• Network Time Protocol Settings, on page 61

Network Management in Cisco BMC 2.0
Cisco BMC 2.0 offers diverse interfaces, including Web GUI, Redfish, and IPMI commands, to facilitate
comprehensive management of the BMC network. Network configuration involves tasks such as configuring
IP addresses, IP address sources, and gateways.

Fundamental network configuration features include:

• IP Addresses Source

• IP Address

• Gateways

• subnet mask

Viewing or Configuring Network Settings

The Shared NIC (eth1) is associated with the X710 OCP card. Ensure this configuration is considered when
setting up your network interfaces to optimize connectivity and performance.

When using OCP (eth1) for management traffic, the NCSI support is available only on Port 1 of the OCP
card.

Note

Procedure

Step 1 From the Navigation Pane, click Administration > Networking.
Step 2 Select the Networking Settings tab.
Step 3 Under Network Settings, update the following properties:
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DescriptionName

Specifies the fully qualified domain name (FQDN) for the
BMC.

Click the edit button to update the domain name.

Hostname field

Enable or disable the option to use the domain name for
network communications.

Use domain name toggle button

Enable or disable the option to use DNS servers for
resolving hostnames to IP addresses.

Use DNS servers toggle button

Enable or disable the option to use Network Time Protocol
servers to synchronize the BMC's clock.

Use NTP servers toggle button

Enable or disable the option to use the shared network
interface card (NIC) eth1 for network connectivity.

Use Shared NIC (eth1) toggle button

Step 4 Under eth0/eht1, you can view the following properties:

DescriptionName

Indicates the current status of the network link, showing
whether it is active (LinkUp) or inactive.

Link status field

Displays the current speed of the network connection in
megabits per second (Mbps).

Speed (mbps) field

Specifies the fully qualified domain name (FQDN) assigned
to the interface.

FQDN field

Displays the unique Media Access Control (MAC) address
assigned to the network interface.

MAC address field

Step 5 See Viewing or Adding IPv4 Address, on page 58 to update the IPv4 addresses and Viewing or Adding IPv6 Address,
on page 59 to update the IPv6 addresses.

Step 6 Click Save Settings.

Viewing or Adding IPv4 Address

Procedure

Step 1 From the Navigation Pane, click Administration > Networking.
Step 2 Select the Networking Settings tab.
Step 3 Under IPv4, update the following properties:
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DescriptionName

Specifies the current IPv4 address setting.Current address origin

Allows you to select Dynamic Host Configuration Protocol
(DHCP) for automatic IP address assignment.

DHCP radio button

Allows you to select Static IP configuration, which requires
you to manually enter the IP address, gateway, and subnet
mask details.

When you enable Static, the fields are enabled.

Static radio button

Specify the Internet Protocol (IP) address assigned to the
device, which uniquely identifies it on the network.

IP Address field

Enter the IP address of the network gateway, which serves
as the access point or router that passes traffic between the
local network and other networks or the internet.

Gateway field

Enter the network address range by specifyingwhich portion
of the IP address refers to the network and which part refers
to the device.

Subnet mask field

Viewing or Adding IPv6 Address

Procedure

Step 1 From the Navigation Pane, click Administration > Networking.
Step 2 Select the Networking Settings tab.
Step 3 Under IPv6, update the following properties:

DescriptionName

Specifies the current IPv6 address setting.Current address origin

Allows you to enable automatic IPv6 address configuration
through Dynamic Host Configuration Protocol or Stateless
Address Autoconfiguration.

DHCPv6/SLAAC radio button

Allows you to select Static IP configuration, which requires
you to manually enter the IP address and Prefix length
details.

When you enable Static, the fields are enabled.

Static radio button

Specify the Internet Protocol (IP) address assigned to the
device, which uniquely identifies it on the network.

IP Address field
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DescriptionName

Specify the prefix length to define the network portion of
the IPv6 address, which determines the size of the subnet.

Prefix length field

Click the edit icon to open the dialog box and enter the IPv6
address of the default gateway for routing traffic outside
the local network.

IPv6 default gateway field

Displays the automatically assigned link-local IPv6 address
used for communication within the local network segment;
not editable.

Link local address field

Shows the automatically configured SLAAC IPv6 address,
assigned for autonomous device communication; not
editable.

SLAAC address field

Viewing, Adding, or Deleting Static DNS IP Address

Procedure

Step 1 From the Navigation Pane, click Administration > Networking.
Step 2 Select the Networking Settings tab.
Step 3 Under Static DNS, click Add IP address.

Add IP address window is displayed.

Step 4 In the Add IP address window, update the following properties:

DescriptionName

Enter the static DNS server addresses to be used for domain
name resolution when DHCP is disabled.

Static DNS field

Step 5 Click Add.

Viewing, Adding, or Deleting Domain Name

Before you begin

You can specify up to one domain name servers only.Note
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Procedure

Step 1 From the Navigation Pane, click Administration > Networking.
Step 2 Select the Networking Settings tab.
Step 3 Under Domain name, click Add.

Add Domain address window is displayed.

Step 4 In the Add Domain window, update the following properties:

DescriptionName

Enter the domain name that identifies your network or
resource for proper addressing and access.

Domain Name field

Step 5 Click Add.
Step 6 (Optional) To delete a domain name, click the delete icon corresponding to the row you want to delete.

Network Time Protocol Settings
By default, when Cisco BMC 2.0 is reset, it synchronizes the time with the host. With the NTP service, you
can configure Cisco BMC 2.0 to synchronize the time with an NTP server. The NTP server does not run in
Cisco BMC 2.0 by default. You must enable and configure the NTP service by specifying the IP/DNS address
of at least one server or a maximum of four servers that function as NTP servers or time source servers. When
you enable the NTP service, Cisco BMC 2.0 synchronizes the time with the configured NTP server. The NTP
service can be modified only through Cisco BMC 2.0.

To enable the NTP service, it is preferable to specify the IP address of a server rather than the DNS address.Note

Configuring Network Time Protocol Settings

Configuring NTP disables the IPMI Set SEL time command.Note

Procedure

Step 1 From the Navigation Pane, click Administration > Networking.
Step 2 Select the NTP Settings tab.
Step 3 In the Configure settings area, choose between the following options:
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• Manual

• NTP

Step 4 For Manual, update the following properties:

DescriptionName

Enter in YYYY-MM-DD format.Date YYYY-MM-DD field

Enter time in HH:MM format.24-hour time (UTC) HH:MM field

Step 5 For NTP, update the following properties:

DescriptionName

Specify the first NTP server.Server 1 field

Specify the second NTP server.Server 2 field

Specify the third NTP server.Server 3 field

Step 6 Click Save Settings.
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C H A P T E R 7
Managing Storage Settings

• Managing Controller, on page 63
• Managing NVMe Drives, on page 66

Managing Controller

Viewing Controller Information

Procedure

Step 1 From the Navigation Pane, click Storage > MSTOR-RAID.
Step 2 Select the Controller Info tab.
Step 3 Under the General area, you can view the following properties:

DescriptionName

Displays the name of the product.Product Name field

Displays the unique product identifier.Product ID field

Indicates the operational status or health of the product.Health field

Shows the name of the manufacturer.Manufacturer field

Displays the serial number assigned to the product.Serial Number field

Indicates the firmware version installed on the product.Firmware Version field

Displays the unique identifier for the device.Device ID field

Indicates the sub-device identifier associated with the
product.

Sub Device ID field

Displays the unique identifier for the vendor.Vendor ID field
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DescriptionName

Indicates the sub-vendor identifier associated with the
product.

Sub Vendor ID field

Shows the RAID levels that the product supports.RAID Levels Supported field

Indicates the data transfer speed in gigabits per second.Speed (Gbs) field

Step 4 Under the Physical Drive Count area, you can view the following properties:

DescriptionName

Indicates the total number of disks currently present.Disk Present Count field

Shows the number of disks in a critical state.Critical Disk Count field

Indicates the total number of disks that have failed.Failed Disk Count field

Step 5 Under the Virtual Drive Count area, you can view the following properties:

DescriptionName

Indicates the total number of virtual drives currently
configured.

Virtual Drive Count field

Shows the number of drives that are currently offline.Offline Drive Count field

Viewing Physical Drive Information

Procedure

Step 1 From the Navigation Pane, click Storage > MSTOR-RAID.
Step 2 Select the Physical Drive Info tab.
Step 3 You can view the following properties for each drive:

DescriptionName

Displays the unique identifier for the physical drive.Id column

Indicates the type of media used in the physical drive.MediaType column

Shows the current health status of the physical drive.Health column

Indicates the operational state of the physical drive.State column

Shows the total storage capacity of the physical drive in
gigabytes.

Capacity GB column
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DescriptionName

Displays the model name or number of the physical drive.Model column

Indicates the firmware or revision version of the physical
drive.

Revision column

Drive Details

Shows the name assigned to the physical drive.Name field

Shows the current health status of the physical drive.Health field

Indicates the operational state of the physical drive.State field

Displays the name of the manufacturer of the physical drive.Manufacturer field

Indicates the unique serial number assigned to the physical
drive.

Serial Number field

Displays the model name or number of the physical drive.Model field

Indicates the type of media used in the physical drive.MediaType field

Indicates the firmware or revision version of the physical
drive.

Revision field

Shows the total storage capacity of the physical drive in
gigabytes.

Capacity GB field

Shows the block size of the physical drive in bytes.Block Size Bytes field

Indicates the data transfer speed negotiated with the physical
drive, in gigabits per second.

Negotiated Speed Gbs field

Viewing Virtual Drive Information

Procedure

Step 1 From the Navigation Pane, click Storage > MSTOR-RAID.
Step 2 Select the Virtual Drive Info tab.
Step 3 You can view the following properties:

DescriptionName

Shows the number assigned to the virtual drive. Click to
view more details about the drive.

ID column

Displays the name of the virtual drive.Name column
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DescriptionName

Shows the current health status of the drive.Health column

Displays the storage capacity of the virtual drive in
gigabytes.

Size (GB) column

Shows the RAID level of the virtual drive. Possible RAID
levels include:

• Raid 0—Simple striping.

• Raid 1—Simple mirroring.

• Raid 5—Striping with parity.

• Raid 6—Striping with two parity drives.

• Raid 10—Spanned mirroring.

• Raid 50—Striping with parity.

• Raid 60—Spanned striping with two parity drives.

• Raid 00—Spanned striping.

RAID Level column

Indicates whether the virtual drive has been designated as
a boot drive.

Boot Drive(s) column

Managing NVMe Drives

Viewing NVME Subsystem Information

Procedure

Step 1 From the Navigation Pane, click Storage > NVMe Information.
Step 2 Select the NVMe MI Subsystem tab.
Step 3 From the Select NVMe Controllers drop-down list, select the desired drive.
Step 4 Select the SubSystem Information tab to view the following properties:

DescriptionName

Indicates the major version of the NVMe subsystem.Major Version column

Indicates the minor version of the NVMe subsystem.Minor Version column
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DescriptionName

Shows the total number of ports available in the NVMe
subsystem.

No Of Ports column

Step 5 Select the Port Information tab to view the following properties:

DescriptionName

Indicates the type of port used in the NVMe subsystem.Port Type column

Shows the current data transfer speed of the link.Current Link Speed column

Displays the maximum link width supported by the port.Max Link Width column

Indicates the maximum Message Control and Transport
Protocol (MCTP) transaction unit size supported by the
port.

Max MCTP Trans Unit Size column

Shows the maximum payload size the port can handle.Max Payload Size column

Indicates the currently negotiated link width for the port.Negotiated Link Width column

Displays the unique identifier or number assigned to the
port.

Port No column

Indicates the current operational status of the port (e.g.,
Enabled, Disabled).

Port Status column

Lists the range of link speeds supported by the port.Supported Link Speeds column

DescriptionName

Indicates the type of port used in the NVMe subsystem.Port Type column

Displays the current address of the port in the subsystem.Current Address column

Shows the address of the endpoint associated with the port.EndPoint Address column

Indicates the maximum frequency supported by the
endpoint.

Max EndPoint Frequency column

Displays the maximum frequency supported by the port.Max Frequency column

Indicates the maximum Message Control and Transport
Protocol (MCTP) transaction unit size supported by the
port.

Max MCTP Trans Unit Size column

Shows whether the NVMe Basic Management Command
is supported by the port.

NVMe Basic Management Command column

Displays the unique identifier or number assigned to the
port.

Port No column
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DescriptionName

Indicates the current operational status of the port (e.g.,
Enabled, Disabled).

Port Status column

Step 6 Select the SubSytem Health Status Poll tab to view the following properties:

DescriptionName

Shows whether the drive is functioning correctly and
operational.

Drive Functional column

Displays the Power-Down Logical Unit (PDLU) status of
the system.

PDLU column

Indicates the overall temperature of the NVMe subsystem,
combining data from multiple components.

Composite Temperature column

Indicates whether the PCIe link on Port 0 is active and
operational.

Port0 PCIe LinkActive column

Indicates whether the PCIe link on Port 1 is active and
operational.

Port1 PCIe LinkActive column

Specifies whether the subsystem is in a stable state and does
not require a reset.

Reset Not Required column

Table 30: Composite Controller Status

DescriptionName

Indicates whether spare capacity is available for the NVMe
subsystem.

Available Spare field

Indicates whether there has been a change in the composite
temperature of the subsystem.

Composite Temperature Change field

Shows whether a change occurred in the controller enable
state.

Controller Enable Change Occurred field

Indicates whether the controller has encountered a fatal
error.

Controller Fatal Status field

Indicates whether the controller status has changed.Controller Status Change field

Shows whether any critical warnings have been issued for
the subsystem.

Critical Warnings field

Indicates whether an NVMe subsystem reset has occurred.NVMe SubSystem Reset Occurred field

Shows whether a namespace attribute change has occurred.Name Space Attribute Change field

Indicates whether the percentage of the drive’s capacity
used has changed.

Percentage Used field
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DescriptionName

Shows whether the NVMe subsystem is ready and
operational.

Ready field

Indicates whether the subsystem has been shut down
successfully or if there are issues.

Shut Down Status field

Shows whether a new firmware version has been activated
in the subsystem.

Firmware Activated field

Table 31: NVMe Smart Critical Warnings

DescriptionName

Indicates whether the media is in a read-only state,
preventing write operations.

Media In ReadOnly column

Shows whether the overall subsystem has experienced a
degradation in performance or functionality.

Over all Subsystem Degraded column

Indicates whether the power backup mechanism has failed
or is non-operational.

Power Backup Failed column

Shows whether the spare capacity of the subsystem is worn
out or no longer usable.

Spare Capacity WornOut column

Viewing NVME Vital Product Data Information

Procedure

Step 1 From the Navigation Pane, click Storage > NVMe Information.
Step 2 Select the NVMe MI Vital Product Data tab.
Step 3 From the Select NVMe Controllers drop-down list, select the desired drive.
Step 4 Select the Product Information tab to view the following properties:

DescriptionName

Indicates the version of the Intelligent PlatformManagement
Interface (IPMI) used by the product.

IPMI Version column

Displays the name of the manufacturer of the product.Manufacturer column

Shows the model name or number of the product.Model column

Displays the part number assigned to the product by the
manufacturer.

Part Number column
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DescriptionName

Indicates the unique serial number of the product, used for
identification.

Serial Number column

Step 5 Select the MultiRecord Information tab to view the following properties:

Table 32: NVMe MultiRecord

DescriptionName

Specifies the EPT factor for the NVMe device.EPTFactor field

Indicates the initial power supply requirements for 1.8v.Initial Power Supply Requirements 1.8v field

Specifies the initial power supply requirements for 12v.Initial Power Supply Requirements 12v field

Indicates the initial power supply requirements for 3.3v.Initial Power Supply Requirements 3.3v field

Specifies the initial power supply requirements for 5v.Initial Power Supply Requirements 5v field

Displays themaximum auxiliary power supply requirements
for 3.3v.

Max Aux Power Supply Requirements 3.3v field

Indicates themaximum power supply requirements for 1.8v.Max Power Supply Requirements 1.8v field

Specifies the maximum power supply requirements for 12v.Max Power Supply Requirements 12v field

Displays the maximum power supply requirements for 3.3v.Max Power Supply Requirements 3.3v field

Specifies the maximum power supply requirements for 5v.Max Power Supply Requirements 5v field

Indicates the maximum thermal load for the device.Max Thermal Load field

Displays the version of the record area.Record Area Version field

Table 33: NVMe PCIe Port MultiRecord

DescriptionName

Indicates whether MCTP (Management Component
Transport Protocol) is supported on the port.

Mctp Support column

Displays the maximum link width supported by the PCIe
port.

PCIe Maximum LinkWidth column

Provides detailed information about the PCIe port.PCIe Port Information column

Indicates the number assigned to the PCIe port.PCIe Port Number column

Displays the version of the PCIe record for the port.PCIe Record Version column
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DescriptionName

Lists the link speeds supported by the PCIe port.PCIe Supported LinkSpeeds column

Viewing NVMe Drive Information

Procedure

Step 1 From the Navigation Pane, click Storage > NVMe Information.
Step 2 Select the NVMe Drives tab.
Step 3 From the Select NVMe Controllers drop-down list, select the desired drive.
Step 4 You can view the following properties:

Table 34: NVMe Drives

DescriptionName

Lists the NVMe drives available in the system.Drives column

Displays the health status of the NVMe drives.Health column

Shows the storage capacity of the NVMe drives in
gigabytes.

Capacity GB column

Indicates the firmware revision installed on the NVMe
drives.

Revision column

Shows whether the indicator LED for the NVMe drive is
on or off.

Indicator LED column

Displays the unique identifier for the NVMe drive.Id field

Shows the name assigned to the NVMe drive.Name field

Indicates the health status of the NVMe drive.Health field

Indicates the operational state of the NVMe drive.State field

Displays the name of the manufacturer of the NVMe drive.Manufacturer field

Shows the serial number of the NVMe drive.Serial Number field

Displays the model name or number of the NVMe drive.Model field

Indicates the media type of the NVMe drive, such as SSD.MediaType field

Shows the firmware revision of the NVMe drive.Revision field
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DescriptionName

Displays the capacity of the NVMe drive in gigabytes.Capacity GB field

Shows the part number of the NVMe drive.Part Number field

Indicates the protocol used by the NVMe drive, such as
NVMe.

Protocol field

Displays the security capabilities of the NVMe drive.Security Capable field

Indicates whether the security features of the NVMe drive
are enabled or disabled.

Security Enable field

Enabling or Disabling NVMe Drive Locator LED

Procedure

Step 1 From the Navigation Pane, click Storage > NVMe Information.
Step 2 Select the NVMe Drives tab.
Step 3 Identify the row that corresponds to the NVMe drive to locate.
Step 4 Click the Indicator LED toggle button to turn it to the On position.

This action activates the LED for the selected drive and highlights its location in the server.
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C H A P T E R 8
Managing Certificate Security

• Viewing Certificate Details, on page 73
• Adding a New Certificate, on page 74
• Replacing a Certificate, on page 74
• Deleting a Certificate, on page 75
• Generating a Certificate Signing Request, on page 75

Viewing Certificate Details
Certificate management allows easy replacement of existing certificate and private key files with alternatives,
which may be issued by a Certification Authority (CA). This feature enables you to deploy both server and
client certificates seamlessly. Through the GUI, you can update certificates using unencrypted .pem-formatted
certificate and private key files, integrating the private key with the corresponding signed certificate.

Procedure

Step 1 From the Navigation Pane, click Administration > Security Management.
Step 2 Under Certificate Management, you can view the following properties:

DescriptionName

Displays the name or identifier of the certificate.Certificate column

Shows the authority or entity that issued the certificate.Issued by column

Indicates the recipient or entity to which the certificate was
issued.

Issued to column

Start date of the certificate validity period.Valid from column

End date of the certificate validity period.Valid until column
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Adding a New Certificate

Procedure

Step 1 From the Navigation Pane, click Administration > Security Management.
Step 2 Under Certificate Management, click Add new certificate.

Add new certificate window is displayed.

Step 3 In the Add new certificate window update the following properties:

DescriptionName

Select one of the following:

• LDAP Certificate—Used to secure and authenticate
LDAP connections. This certificate ensures encrypted
communication between the system and the LDAP
server.

• HTTPS Certificate— Used to secure web-based
communication over HTTPS. This certificate encrypts
data exchanged between the client (browser) and the
server, ensuring privacy and data integrity.

Certificate type drop-down list

ClickAdd file to browse and select the certificate file from
the client.

Add file button

Step 4 Click Add.

Replacing a Certificate

Procedure

Step 1 From the Navigation Pane, click Administration > Security Management.
Step 2 To replace a certificate, click the replace icon corresponding to the row you want to replace.

Replace certificate window is displayed.

Step 3 In the Replace certificate window, update the following properties:.

DescriptionName

You cannot change the certificate type.Certificate type field
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DescriptionName

ClickAdd file to browse and select the certificate file from
the client.

Add file button

Step 4 Click Replace.

Deleting a Certificate

Procedure

Step 1 From the Navigation Pane, click Administration > Security Management.
Step 2 To delete a delete certificate, click the delete icon corresponding to the row you want to delete.
Step 3 Click Delete to confirm.

Generating a Certificate Signing Request

Procedure

Step 1 From the Navigation Pane, click Administration > Security Management.
Step 2 Under Certificate Management, click Generate CSR.

Generate a Certificate Signing Request (CSR) window is displayed.

Step 3 In the Generate a Certificate Signing Request (CSR) window update the following properties:

DescriptionName

From the drop-down menu, choose one of the following
options:

• HTTPS Certificate—Use for securing web
communications.

• LDAP Certificate—Use for LDAP-related
authentication.

Certificate Type drop-down list

Select the country or region from the drop-down menu.Country/Region drop-down list

Enter the state name.State field

Enter the city name.City field
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DescriptionName

Enter the name of the company.Company Name field

Enter the unit within the company.Company Unit field

Enter the common name for the certificate.Common Name field

Enter a password to add an additional layer of security for
the certificate. If no password is specified, the certificate
can still be used without this added security.

Challenge password - optional

Enter the name of the contact person.Contact Person - optional field

Enter the email address.Email Address - optional field

Enter alternate names separated by spaces.Alternate Name - optional field

From the drop-down menu, choose one of the following:

• EC—Elliptic Curve cryptography for higher security
with shorter keys.

• RSA—Rivest-Shamir-Adleman algorithm for a
widely-used encryption method.

Private Key

Key Pair Algorithmdrop-down list

Step 4 Click Generate CSR to create the Certificate Signing Request.
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C H A P T E R 9
Managing Faults and Logs

• System Event Logs, on page 77
• POST Logs, on page 79
• Technical Support Logs, on page 80

System Event Logs

Viewing System Event Logs

Procedure

Step 1 From the Navigation Pane, click System > Logs.
Step 2 Select the System Event Logs tab.
Step 3 You can filter the event logs based on the following options:

• From and to dates

• Based on severity: OK, Warning, and Critical

• Search keyword using the search field

You can view the following log properties:

DescriptionName

Displays the unique identifier for each log entry.ID column
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DescriptionName

Indicates the level of importance or impact of the log entry.
This can be one of the following:

• OK—Indicates that the log entry represents a normal
or successful operation.

• Critical—Indicates a severe issue that requires
immediate attention.

• Warning—Indicates a potential issue that should be
monitored.

Severity column

Shows the date and time when the log entry was recorded.Date column

Provides a brief summary or details about the log entry.Description column

Switches the status of the l1og entry betweenResolved and
Unresolved.

Each row has its own toggle button to update the status of
that specific log entry.

Status toggle button

Exports the log entry for the corresponding row. Click the
icon to download the log entry as a file for further analysis
or archival purposes.

Export icon

Exporting Event Logs

Procedure

Step 1 From the Navigation Pane, click System > Logs.
Step 2 Select the System Event Logs tab.
Step 3 You can export all the entries, a single entry or a specific number of selected entries.

a) To export all log entries, click Export all.

Depending on your browser settings, you may be prompted to open or save the log file.

b) To export a single entry, click the export icon for the corresponding row to download the log entry as a file.

Depending on your browser settings, you may be prompted to open or save the log file.

c) To export a specific number of entries, check the check box corresponding to the log rows you want to export.

When you check the check box, a new header rowwith additional options appears at the top of the table. ClickExport.
Depending on your browser settings, you may be prompted to open or save the log file.
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Deleting System Event Logs

Procedure

Step 1 From the Navigation Pane, click System > Logs.
Step 2 Select the System Event Logs tab.
Step 3 To delete all log entries, click Delete all.

Note
It is possible to delete all entries at once, but deleting individual entries or specific selected entries is not supported.

Step 4 In the Delete Log dialog box, click Delete to confirm.

POST Logs

Viewing POST Code Logs

Procedure

Step 1 From the Navigation Pane, click System > Logs.
Step 2 Select the POST Logs tab.
Step 3 You can filter the logs based on the following options:

• From and to dates

• Search keyword using the search field

Step 4 You can view the following log properties:

DescriptionName

Displays the date and time when the POST code log was
generated.

Created column

Indicates the time offset from the system start when the
POST code was logged.

Time stamp offset column

Shows the number of times the system has booted up.Boot count column

Displays the Power-On Self-Test (POST) code.POST code column
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Exporting POST Code Logs

Procedure

Step 1 From the Navigation Pane, click System > Logs.
Step 2 Select the POST Logs tab.
Step 3 To export all log entries, click Export all.

Depending on your browser settings, you may be prompted to open or save the log file.

Technical Support Logs

Exporting Technical Support Logs

Procedure

Step 1 From the Navigation Pane, click Administration > Utilities.
Step 2 Under Export Technical Support Logs, click Export Logs.

Legacy mode configuration dialog box is displayed.

Step 3 In the Legacy mode configuration dialog box, update the following:

DescriptionName

Enter the URI of the external server to export logs. Use one
of the following formats:

• IP Address in IPv4 or IPv6 format

• Fully Qualified Domain Name (FQDN)

External Server URI field
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DescriptionName

Enter the path to store the logs on the external server. Use
alphanumeric characters and these special characters:

• / (backward slash)

• \ (forward slash)

• _ (underscore)

• - (hyphen)

• . (dot)

This field accepts up to 256 characters.

Path to Image field

Select a protocol to transfer logs to the external server.
Choose one of these options:

• TFTP—Trivial File Transfer Protocol

• SFTP—Secure File Transfer Protocol

• FTP—File Transfer Protocol

• SCP—Secure Copy Protocol

• HTTP—Hypertext Transfer Protocol

Mount Type radio buttons

Step 4 Click Save.

Downloading Technical Support Logs

Procedure

Step 1 From the Navigation Pane, click Administration > Utilities.
Step 2 Under Export Technical Support Logs, click Download Logs.

If a log file does not exist, you may see the following message:

The Collected tech support log file is not present, do you want to initiate a new
collection of logs ?

Click Confirm to continue.
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C H A P T E R 10
Configuring Utilities and Event Management

• Configuring Event Management Settings, on page 83
• Performing Cisco BMC 2.0 Factory Reset, on page 84
• Rebooting Cisco BMC 2.0, on page 84

Configuring Event Management Settings

Procedure

Step 1 From the Navigation Pane, click Administration > Event Management.
Step 2 You can update the following properties:

DescriptionName

Enable or disable all event filters at once. Use this to control
alerts for all events.

Enable/Disable all Event Filters toggle button

Enable or disable alerts for temperature sensors reporting
values outside the acceptable range.

Temperature Sensor Out of Range toggle button

Enable or disable alerts for events related to the presence
or status of the processor.

Processor Presence toggle button

Enable or disable alerts for voltage sensors reporting values
outside the acceptable range.

Voltage Sensor Out of Range toggle button

Enable or disable alerts triggered by the watchdog timer.
The watchdog timer monitors and resets the system during
unresponsive states.

Watchdog Timer toggle button

Step 3 Click Save settings.

Cisco Baseboard Management Controller 2.0 GUI Configuration Guide, Release 2.0
83



Performing Cisco BMC 2.0 Factory Reset
The Cisco BMC 2.0 is temporarily unavailable during the reboot process.

Before you begin

Ensure that all necessary configurations and settings are documented or saved externally before performing
the factory reset. This process restores the device to its default settings and removes all existing configurations.

Procedure

Step 1 From the Navigation Pane, click Administration > Utilities.
Step 2 Under Factory reset, click Restore.

The Cisco BMC 2.0 reboots, and the default settings are applied after the reboot.

Rebooting Cisco BMC 2.0

Procedure

Step 1 From the Navigation Pane, click Administration > Utilities.
Step 2 Under Reboot BMC, click Reboot BMC.

The Cisco BMC 2.0 is temporarily unavailable during the reboot process.
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C H A P T E R 11
Managing Firmware

• Firmware Management Overview, on page 85
• Viewing Firmware Components, on page 85
• Updating the BMC Firmware, on page 86

Firmware Management Overview
You can view the following firmware components:

• BMC

• BIOS

• FPGA

You can update BMC Firmware components from Cisco BMC 2.0.

Viewing Firmware Components

Procedure

Step 1 From the Navigation Pane, click Administration > Firmware Management.
Step 2 Under BMC, you can view the following:

DescriptionName

Displays the current version of the running image on the
BMC.

Version column

Step 3 Under BIOS, you can view the following:

DescriptionName

Displays the current version of the running image on the
BIOS.

Version column
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Step 4 Under FPGA, you can view the following:

DescriptionName

Displays the name of the FPGA component.Name column

Displays the current version of the running image on the
BIOS.

Version column

Updating the BMC Firmware

Procedure

Step 1 From the Navigation Pane, click Administration > Firmware Management.
Step 2 Under Update BMC firmware, click Add file.
Step 3 Select the appropriate image file from your local machine.
Step 4 Click Start update to start updating the firmware.
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C H A P T E R 12
Configuring Communication Services

• Enabling or Disabling TLS, on page 87
• Configuring IPMI, on page 88
• Configuring SSH, on page 88
• Configuring SOL Non-Volatile Bit Rate, on page 89
• Configuring Web Session Timeout, on page 89
• Enabling or Disabling OpenSSL FIPS Mode, on page 90
• Configuring Web Port Value, on page 90
• Configuring Server For Receiving Email Alerts, on page 90

Enabling or Disabling TLS
Before you begin

Ensure that the Primary Configuration or Secondary Configuration (or both) is enabled before enabling
TLS under the respective configuration.

Procedure

Step 1 From the Navigation Pane, click Administration > Communication Services.
Step 2 Select the Mail Alert tab.
Step 3 Locate the configuration (Primary or Secondary) where you want to enable TLS.
Step 4 Under the selected configuration, toggle the TLS Enable button to the enabled state to use Transport Layer Security for

securing email communication.

After enabling TLS, the following certificate fields appear:

• Cacert PEM Certificate

• Server CRT Certificate

• Server Key Certificate

Step 5 For each certificate field:
a) Click the Add File button.
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b) Select the appropriate certificate file from your local machine.
c) Confirm the upload to associate the file with the respective field.

Configuring IPMI
IPMI defines protocols for interfacing with a service processor embedded in a server platform. IPMI enables
proactive system management by monitoring system health (like temperature, fan speeds, and voltages) and
controlling hardware components to address potential issues. For instance, if the server temperature rises
above specified levels, the BMC can take corrective actions, such as increasing fan speed or reducing processor
speed, to cool the system and maintain stability.

Configuring IPMI (out-of-band)

Procedure

Step 1 From the Navigation Pane, click Administration > Communication Services.
Step 2 Select the Communication Services tab.
Step 3 Under Services, locate Network IPMI (out-of-band IPMI).
Step 4 Use the toggle button to enable or disable the feature.

Configuring SSH
Before you begin

Procedure

Step 1 a)

Step 2
Step 3
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What to do next

Configuring SOL Non-Volatile Bit Rate

Procedure

Step 1 From the Navigation Pane, click Administration > Communication Services.
Step 2 Select the Communication Services tab.
Step 3 Under SOL SSH, update the following properties:

DescriptionName

Toggle the SOL SSH option to enable the Secure Shell
(SSH) service for Serial over LAN (SOL). Use this option
if SSH access is required for managing SOL.

Enabling SOL SSH toggle button

Note
This option is visible only when SOL SSH is enabled.

Enter a numeric value in the field to specify the port for
SOL SSH. Alternatively, you can also use the up or down
arrow at the end of the field to increment or decrement the
port number by one.

SOL SSH Port Value (in numbers)

Click to save the settings.Save button

Configuring Web Session Timeout
WEB Session Timeout value determines the duration of inactivity after which the web session automatically
expires.

Procedure

Step 1 From the Navigation Pane, click Administration > Communication Services.
Step 2 Select the Communication Services tab.
Step 3 Under WEB Session Timeout, enter a numeric value between 30 Seconds to 86400 in this field to specify the session

timeout in seconds.
Step 4 Click Save.
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Enabling or Disabling OpenSSL FIPS Mode
Enabling OpenSSL FIPS mode ensures cryptographic operations comply with FIPS 140-2 standards. Use this
option if your environment requires FIPS-compliant security.

Procedure

Step 1 From the Navigation Pane, click Administration > Communication Services.
Step 2 Select the Communication Services tab.
Step 3 Under OpenSSL FIPS Mode, toggle the Enable the OpenSSL FIPS Mode button to activate Federal Information

Processing Standards (FIPS) mode.

Configuring Web Port Value
When you configure a system with a web interface, the Web Port Value determines the specific port on which
the web server accepts HTTP or HTTPS traffic.

Procedure

Step 1 From the Navigation Pane, click Administration > Communication Services.
Step 2 Select the Communication Services tab.
Step 3 Under Web Port Value (in numbers), enter a numeric value in this field to specify the port used for web access. Ensure

the value does not conflict with other services running on the system.
Step 4 Click Save.

Configuring Server For Receiving Email Alerts
Before you begin

Ensure that the Primary Configuration or Secondary Configuration toggle button is set to Enabled. You
can configure the server only after enabling the configuration.

Procedure

Step 1 From the Navigation Pane, click Administration > Communication Services.
Step 2 Select the Mail Alert tab.
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Step 3 Set the Primary Configuration or Secondary Configuration or both to enabled state.
Step 4 Under each configuration, update the following properties:

DescriptionName

Enable if the email server requires authentication. Enabling
this displays the Username and Password fields. Leave it
disabled if authentication is not needed.

Authentication toggle button

Enter the username for authentication. This field appears
only when authentication is enabled.

Username field

Enter the password for authentication. This field appears
only when authentication is enabled.

Password field

Enter the address of the email server.Server Address field

Enter the port number to connect to the email server.Port field

Enter the email address used to send alerts.Sender Email Address field

Click to add more fields for recipient email addresses.Add Recipient Email Address

Enter the first recipient email address. This is displayed by
default.

Recipient Email Address 1 field

Enable this option to use Transport Layer Security (TLS)
for securing email communication. Use this if the email
server supports or requires TLS. Leave it disabled if TLS
is not needed.

TLS Enable toggle button

Step 5 Click Save settings.

What to do next

Click Send Test Alert button to send a test email alert using the configured settings. Use this to verify that
the email alert configuration is working as expected.

Adding Email Recipients

Before you begin

Ensure that the Primary Configuration or Secondary Configuration toggle button is set to Enabled. The
Add Recipient Email Address option is only visible under the configuration that is enabled.

Procedure

Step 1 From the Navigation Pane, click Administration > Communication Services.
Step 2 Select the Mail Alert tab.
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Step 3 Under Primary Configuration or Secondary Configuration, clickAdd Recipient Email Address to add a new recipient
email address field.

Note
Recipient Email Address 1 is present by default. Each click adds an additional recipient email address field.

Step 4 Enter an email address in the newly added field.

Repeat steps 3 and 4 to add more email addresses if required.

Step 5 Click Save Settings.
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C H A P T E R 13
Managing Device Connector

• Intersight Management Mode, on page 93
• Enabling or Disabling Device Connector, on page 94
• Configuring Proxy Settings, on page 94
• Importing or Viewing Certificate, on page 95
• Checking Appliance Connection, on page 96

Intersight Management Mode
Cisco Intersight™ is a management platform delivered as a service with embedded analytics for your Cisco
and 3rd party IT infrastructure. Intersight Managed Mode (IMM) is a new architecture that manages the UCS
Fabric Interconnected systems through a Redfish-based standard model. Intersight Managed Mode unifies
the capabilities of the UCS Systems and the cloud-based flexibility of Intersight, thus unifying the management
experience for the standalone and Fabric Interconnect attached systems.

Cisco Baseboard Management Controller 2.0 displays the following warning if the Device Connector does
not detect a connection to Cisco Intersight Services:

The Device Connector is unable to detect a connection to Cisco Intersight.
Please check your settings and ensure that the server is claimed in
Intersight with an Intersight Infrastructure Services license to be in
compliance.( 1/5 )

You may click OK to go to Device Connector and configure the settings or click Cancel to continue.

Apart from the warning, Cisco BMC 2.0 also shows the following static ribbon at the top of screen:

Please note: Intersight Infrastrucutre Services license is required with
this server. Learn More.

You may click Learn More to get more information from Intersight Help Center.

This message is not displayed if the Device Connector is configured. If the Device Connector is configured
once, and later disabled, the message is displayed again.

Note
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Enabling or Disabling Device Connector

Procedure

Step 1 From the Navigation Pane, click Administration > Device Connector.
Step 2 Click the Settings icon.

The Settings navigation is displayed.

Step 3 Select General.

You can view or update the following properties:

DescriptionName

Allows you to enable or disable the Intersight management.
This can be one of the following:

• On—Enables the Intersight management. You can
claim this system and leverage the capabilities of Cisco
Intersight.

• Off—Disables the Intersight management. No
communication will be allowed to Cisco Intersight.

Device Connector toggle button

Step 4 Click Save.

Configuring Proxy Settings

Procedure

Step 1 From the Navigation Pane, click Administration > Device Connector.
Step 2 Click the Settings icon.

The Settings navigation is displayed.

Step 3 Select Proxy Configuration.

You can view or update the following properties:

DescriptionName

Allows you to enable or disable the HTTPS proxy settings.Enable Proxy toggle button

The IP address or the host name of the proxy server.Proxy Hostname/IP field
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DescriptionName

The port number of the proxy server.Proxy Port field

Enabling this option allows you to provide the credentials
for the proxy server.

Authentication toggle button

The credentials for the proxy server.Username field

Password field

Step 4 Click Save.

Importing or Viewing Certificate

Procedure

Step 1 From the Navigation Pane, click Administration > Device Connector.
Step 2 Click the Settings icon.

The Settings navigation is displayed.

Step 3 Select Certificate Manager.

You can view or update the following properties:

Table 35: Certificate Manager

DescriptionName

Allows you to select and import a CA signed certificate.

Note
The imported certificates must be in the *.pem (base64
encoded) format.

Import button

Common name of the CA certificate.Name column

Whether the certificate in the trust store was used to
successfully verify the remote server.

In Use column

The issuing authority for the certificate.Issued By column

The expiry date of the certificate.Expires column

Click to see certificate details.View Certificate icon
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DescriptionName

Allows you to delete a certificate.

Note
You cannot delete bundled certificates (certificates with
the lock icon).

Delete Certificate button

Checking Appliance Connection

Procedure

Step 1 From the Navigation Pane, click Administration > Device Connector.
Step 2 Click the Settings icon.

The Settings navigation is displayed.

Step 3 Select Connection.
Step 4 From the Check Connection drop-down list, select the appliance for which you wish to check the connection.

You can view the following properties:

Table 36: Connection

DescriptionName

Allows you to view the Addresses and Latency values
under DNS Resolution.

View Details

Allows you to view the debug logs.Debug Logs
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