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Preface

This chapter includes the following sections:

* Audience, on page v

* Document Organization, on page v

* Related Documentation, on page v

* Documentation Feedback, on page v

Audience

This guide is intended for software engineers with a background in programming and the use of APIs. Engineers
should have knowledge of XML, data systems, networking protocols, and storage protocols.

Document Organization

This REST API Reference Guide is organized into the following chapters:
* Cisco IMC REST API Overview, on page 1

* Cisco IMC REST API Examples for Supported C-Series Servers in Release 4.2, on page 5

Related Documentation

Documentation Feedback

To provide technical feedback on this document, or to report an error or omission, please send your comments
to ucs-docfeedback@external.cisco.com. We appreciate your feedback.

Cisco UCS C-Series Servers REST APl Programmer's Guide .


mailto:ucs-docfeedback@external.cisco.com

Preface |
. Documentation Feedback

. Cisco UCS C-Series Servers REST APl Programmer's Guide



CHAPTER 1

Cisco IMC REST API Overview

This chapter includes the following sections:

* Introduction, on page 1

» Redfish™ Architecture, on page 1
* Management Standard, on page 2
» Key Technologies, on page 3

* Operational Model, on page 3

Introduction

Representational state transfer (REST) or RESTful web services allow you to provide interoperability between
computer systems on the Internet. Using the REST-compliant web services you can request systems to access
and manipulate textual representations of web resources using a uniform and predefined set of stateless
operations. Cisco has now built capabilities of using RESTful APIs to configure the UCS C-series servers
using the Redfish™ technology.

Redfish™ is an open industry standard specification and schema that specifies a RESTful interface and utilizes
JSON and OData to help customers integrate solutions within their existing tool chains. It utilizes a range of
scalable IT technologies that are widely used, and by using these accepted technologies, it makes the use of
Redfish™ easier. Redfish™ is sponsored and controlled by the Distributed Management Task Force, Inc.
(DMTF), a peer-review standards body recognized throughout the industry.

For more information on DMTF and Redfish™ standards, see DMTF and Redfish™

Redfish™ Architecture

The Redfish™ API comprises a folder structure that starts with the Redfish root at “/redfish/”. In case of a
C-Series server, the root is accessed through the URI https://<Cisco IMC IP>/redfish/v1/ - the “v1” at the end
of the URI denotes the version of the API.

The URI is the primary unique identifier of resources. Redfish™ URIs consist of three parts as described in
RFC3986: Part one defines the scheme and authority of the URI, part two specifies the root service and version,
and part three defines a unique resource identifier.

For example, in the following URI: https://mgmt.vendor.com/redfish/v1/Systems/SvrID:

* https://mgmt.vendor.com is the scheme and authority
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« /redfish/v1 is the root and version

* /Systems/SvrID is the resource identifier

Redfish™ Tree Structure

The Redfish tree structure comprises a top-level root from where the RESTful interface branches out to cover
a number of “Collections” that subsequently include multiple levels within, creating a tree-like structure. You
can navigate down to this structure to find information and settings.

For example, accessing the Redfish™ structure for the controller on a C-Series server would be navigated by
using the following path: https://10.10.10.10/r edfish/v1/Systems/FCH 2005V 1EN/SimpleStor age/SL O
T-HBA

\}

Note Some portions of an API path could vary depending on the hardware configuration. For example, “SLO
T-HBA” may be different when another type of RAID controller is installed in the managed server.

Redfish™ Operations

Redfish™ uses the HTTPS method to perform operations of a RESTful API. You can specify the type of
request being made. It adheres to a standard CRUD (Create, Retrieve, Update, and Delete) format. Depending
on the desired result, you can issue the following types of commands:

* GET: View data
* POST: Create resources or use actions
* PATCH: Change one or more properties on a resource

« DELETE: Remove a resource

\}

Note Currently, HEAD and PUT operations are not supported for Redfish™ URIs.

Management Standard

IT solution models have evolved over the years and given way to several Out-of-Band (OOB) systems
management standards, or lights-out management (LOM) systems that work within emerging programming
standards and can be implemented in the embedded systems. While this has worked fairly well, there was still
a need for a single management standard that could handle the various demands of IT solutions robustly.
Expanded scale, higher security, and multi-vendor openness call for equally diverse DevOps tools and processes.

Keeping these requirements in mind, the DMTF took on the responsibility of creating a new management
interface standard, which resulted in Redfish™ version 1.0, which was formally launched in July, 2015.

Key features of the Redfish™ management standard include:
* Simple to use and highly secure
* Encrypted connections and generally heightened security

* Simple programmatic interface that can be easily managed using scripts
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* Meets Open Compute Project’s Remote Machine Management requirements

* Based on widely-used standards for web APIs and data formats

Redfish™ can support an entire range of server architectures, right from monolithic servers to converged
infrastructure and hyper-scale architecture. The Redfish™ data model is vendor neutral, and defines its own
structure and format of data that comprises server status, inventory and existing operational functions. You,
as an administrator can then automate management scripts to manage any Redfish™ compliant server, resulting
in the efficient operation of a heterogeneous server fleet.

In terms of security, Redfish™ offers a highly secure and reliable communication opportunity with its use of
HTTPS encryption as opposed to conventional management protocols. You can convey all Redfish™ network
traffic, including event notifications across the network in an encrypted packet, reducing threats significantly.

Key Technologies

HTTPS Communications

The Hypertext Transfer Protocol or HTTP is an application protocol for distributed, collaborative, hypermedia
information systems and forms the foundation of data communication for the World Wide Web. Secure HTTP
or HTTPS is a secure version of HTTP that enables secure communications by operating HTTP within a
network connection encrypted by TLS or SSL. By utilizing HTTPS, Redfish™ significantly enhances the
security of server management especially in comparison to legacy server management protocols.

RESTful Application Programming Interface

Representational State Transfer (REST) or RESTful API is a programming interface that uses the HTTP
request to retrieve information with the help of GET, POST, and DELETE data. Many IT companies use the
RESTful architecture. Leveraging this standardized approach, Redfish™ implements a RESTful API for
accessing management information and for issuing commands to change the configuration or operational state
of a server.

Operational Model

Redfish™ operations are initiated by a client using HTTPS for GET, POST, PATCH and DELETE operations
and are capable of interpreting JSON responses from the managed server. The responses provide the requested
information and indications of success or failure of the requested operation.

Redfish™ Client

RESTful API goes by the principle "Everything is a Resource". This means that every Uniform Resource
Identifier or URI represents a resource of a specific type - a service, a collection or an individual entity. Within
the Redfish™ context however, a resource can be thought of as the content of the HTTPS message returned
when accessing a URI. A variety of REST Clients can be used for gaining access to Redfish™ resources such
as:

* Applications such as the “Advanced REST Client” and “Postman” from the Google Chrome web store.
* “REST Easy” and “RESTClient” plug-ins for the Firefox browser.

» cURL, Python, and other scripting or programming languages that provide support for dealing with URIs
and for parsing JSON payloads.
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CHAPTER 2

Cisco IMC REST API Examples for Supported
C-Series Servers in Release 4.2

This chapter includes the following sections:

* Examples of Server Tasks, on page 5
» Examples of Server Tasks for 3.1(3), on page 50

Examples of Server Tasks

This chapter includes the following examples on how to use the REST API to perform common server tasks:

* Establishing Session-based Authentication, on page 7

* Retrieving Redfish Version without Authentication, on page 9
* Retrieving Service Root without Authentication, on page 10
* Retrieving Metadata without Authentication, on page 11

* Retrieving 'odata’ without Authentication, on page 13

* Retrieving Chassis Details, on page 14

* Retrieving Chassis Power Details, on page 14

* Retrieving Chassis Thermal Details, on page 16

* Retrieving Chassis Log Services Details, on page 17

* Retrieving Chassis SEL Details, on page 17

* Retrieving Chassis SEL Entries Details, on page 18

* Retrieving Details of a Specific SEL Entry, on page 19

* Retrieving Manager Details, on page 19

* Retrieving Cisco IMC Information, on page 20

* Retrieving Serial Interface Details, on page 21

* Retrieving Network Protocol Details, on page 21
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* Retrieving Ethernet Interfaces Details, on page 22

* Retrieving Message Registry Information, on page 22

* Enabling an Event Service, on page 24

* Configuring Event Subscribers, on page 24

* Retrieving a List of Subscribers, on page 24

* Retrieving Information about an Event Subscriber with Subscription Key, on page 25
 Updating Event Subscribers, on page 25

* Deleting an Event Subscription, on page 26

* Testing if an Event Receiver is Ready, on page 26

* Retrieving OEM Specific Actions, on page 26

* Retrieving Task Service, on page 28

* Retrieving Tasks, on page 28

 Updating BIOS Firmware, on page 29

* Retrieving BIOS Firmware Update Status, on page 29
» Updating Cisco IMC Firmware, on page 29

* Retrieving Cisco IMC Firmware Update Status, on page 30
* Triggering Cisco IMC Technical Support, on page 30

* Retrieving Cisco IMC Technical Support Status, on page 30
* Exporting Cisco IMC Configuration, on page 31

* Exporting Cisco IMC Configuration Status, on page 31
* Importing Cisco IMC Configuration, on page 31

* Importing Cisco IMC Configuration Status, on page 32
* Setting an Asset Tag Value, on page 32

* Setting an Indicator LED Value to 'Lit', on page 33

* Viewing Session Service, on page 34

* Sessions, on page 34

* Viewing Server ID, on page 34

* Viewing Specific System information, on page 34

* Viewing Processor Information, on page 35

* Viewing Storage Information, on page 37

* Viewing User Accounts, on page 38

* Viewing User Accounts, on page 38
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* Roles, on page 39
» Logservices, on page 40
* Thermal, on page 41

* Establishing a Session, on page 48

Examples of Server Tasks .

* Accessing the Session Details, on page 49

* Accessing Details of a Particular Session, on page 49

» Adding User, on page 50
* Deleting User, on page 50
* Modifying User, on page 50

* #unique 14 unique 14 Connect 42 section 76BFCEC610004145937D70811F4F1A83

* #unique 14 unique 14 Connect 42 section 0D1EDB4D23E7449AA48D6743EB16E4BC

* Clearing an SEL Log, on page 50

Establishing Session-based Authentication

Request:

curl -XPOST https://10.10.10.10/redfish/vl1/SessionService/
Sessions --header "Content-Type: application/json;

charset=utf-8"
--insecure -v

-d' {"UserName":

"admin",

"Password": "adminl23456"}'

Response:

* About to connect() to 10.10.10.10 port 222 (#0)

* Trying 10.10.10.10... connected

* Connected to 10.10.10.10 (10.10.10.10) port 222 (#0)
* Initializing NSS with certpath: sqgl:/etc/pki/nssdb

* warning: ignoring value of ssl.verifyhost

* skipping SSL peer certificate verification

* SSL connection using TLS RSA WITH AES 256 CBC_ SHA256
* Server certificate:

*

subject: E=null@null,CN=VASU-SL2,0U=PID,0=Cisco

Self Signed,L=San Jose,ST=California,C=US

start date:
expire date:
common name:
issuer:

VASU-SL2

L .

Dec 08 05:21:25 2016 GMT
Dec 07 05:21:25 2021 GMT

E=null@null, CN=VASU-SL2,OU=PID,

0=Cisco Self Signed,L=San Jose,ST=California,C=US

Vv Vv

User-Agent: curl/7.19.7

POST /redfish/vl/SessionService/Sessions HTTP/1.1
(x86_64-redhat-linux-gnu)

libcurl/7.19.7 NSS/3.19.1 Basic ECC z1lib/1.2.3 libidn/1.18 libssh2/1.4.2

Host: 10.10.10.10

Accept: */*

Content-Type: application/json;
Content-Length: 47

AV V V V V

HTTP/1.1 200 OK

charset=utf-8

Cisco UCS C-Series Servers REST APl Programmer's Guide .



Cisco IMC REST API Examples for Supported C-Series Servers in Release 4.2 |

. Examples of Server Tasks

< Server: Monkey

< Date: Fri, 09 Dec 2016 06:01:12 GMT

< Transfer-Encoding: Chunked

< X-Auth-Token: 801854885944ad40a8544885a4950d8a

< Status: 201

< Content-Type: application/json

< Content-Length:140

<

{
"Qodata.id":"/redfish/vl/SessionService/Sessions/27",
"Description":"Session of user: admin",
"Name":"User Session #27",
"Id":27

}

Request:

curl -GET https://10.10.10.10/redfish/vl/Managers --header
"Authorization: OAuth 801854885944ad40a8544885a4950d8a" --insecure

Response:

"Members": [{
"Qodata.id":"/redfish/v1l/Managers/CIMC"

11
"Description":"Collection of Managers",
"Q@odata.type":"#Manager.1.0.0.ManagerCollection",
"Q@odata.id":"/redfish/v1l/Managers",
"Members@odata.count":1,
"Name" :"Manager Collection",
"Qodata.context":"/redfish/vl/$metadata#Managers"

Request:

curl -GET https://10.10.10.10/redfish/v1/Managers
/CIMC --header "Authorization: OAuth 801854885944ad40a8544885a4950d8a" --insecure

Response:

"DateTimeLocalOffset":"UTC+0000",
"Id" . "CIMC"’

"Links":{
"ManagerForChassis": ["/redfish/vl/Chassis/1"],
"ManagerForServers": ["/redfish/vl/Systems/FCH1623V07J"]

}7

"ManagerType":"CIMC",

"@Qodata.context":"/redfish/vl/$metadata#Managers/Members/$entity",

"Qodata.id":"/redfish/vl/Managers/CIMC",

"VirtualMedia":{
"@Qodata.id":"/redfish/vl/Managers/CIMC/VirtualMedia"

}7
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"Description":"VASU-SL2",

"LogServices":{
"Qodata.id":"/redfish/v1l/Managers/CIMC/LogServices"

}I

"Seriallnterfaces":{
"Qodata.id":"/redfish/vl1/Managers/CIMC/SerialInterfaces"

}I

"FirmwareVersion":"3.0(1s12)",
"UUID":"B2686A10-D5B1-43A3-A808-CC88380DD77B",
"Status": {

"State":"Enabled",
"Health":"OK"
}I
"ManagerNetworkProtocol": {
"Qodata.id":"/redfish/v1l/Managers/CIMC/ManagerNetworkProtocol"
}I

"Name":"Cisco Integrated Management Controller",
"Actions": {
"#0em. ImportBmcConfig": {

"Protocol@Redfish.AllowableValues": ["TFTP","SCP","SFTP","FTP", "HTTP"],
"Passphrase@Redfish.AllowableValues": ["Passphrase"],
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues":["Valid Hostname/IP Address"],
"Target":"/redfish/v1l/Managers/CIMC/Actions/Oem. ImportBmcConfig",
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]

}I
"#0em.BmcFwUpdate": {

"Protocol@Redfish.AllowableValues": ["TFTP", "SCP", "SFTP", "FTP", "HTTP"],
"Target":"/redfish/vl/Managers/CIMC/Actions/Oem.BmcFwUpdate",
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues":["Valid Hostname/IP Address"],
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]

}I

"CommandShell": {

"MaxConcurrentSessions":4,

"ConnectTypesSupported": ["SSH", "Telnet","IPMI", "XML API"],

"ServiceEnabled":true

}I

"SerialConsole":{
"MaxConcurrentSessions":4,
"ConnectTypesSupported": ["SSH", "Telnet","IPMI", "XML API"],
"ServiceEnabled":true

}I

"Model":"UCSC-C240-M3L",

"EthernetInterfaces": {
"Qodata.id":"/redfish/vl1/Managers/CIMC/EthernetInterfaces"

Retrieving Redfish Version without Authentication

Request:

curl -GET https://10.10.10.10/redfish -k
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Response:

"y1l":"/redfish/v1/"

Retrieving Service Root without Authentication

Request:
curl -GET https://10.10.10.10/redfish/v1l -k

Response:

"Chassis": {
"Qodata.id":"/redfish/vl1/Chassis"

}l

"Qodata.id":"/redfish/v1/",

"JSONSchemas": {
"Q@odata.id":"/redfish/v1/JSONSchemas"

}l

"RedfishVersion":"1.0.0",

"EventService": {
"Qodata.id":"/redfish/vl/EventService"

}l

"Systems": {
"@odata.id":"/redfish/v1l/Systems"

}l

"Description":"Root Service",

"Name":"Cisco RESTful Root Service",
"Links": {
"Sessions": {
"Qodata.id":"/redfish/vl/SessionService/Sessions"

}
}l
"TaskService": {
"Q@odata.id":"/redfish/vl/TaskService"
}l
"Managers": {
"@odata.id":"/redfish/v1l/Managers"
}l
"Qodata.type":"#ServiceRoot.1.0.0.ServiceRoot",
"SessionService":{
"Qodata.id":"/redfish/vl/SessionService"
}l
"Qodata.context":"/redfish/vl/Smetadata#ServiceRoot",
Id":"RootService",
"AccountService":{
"Qodata.id":"/redfish/v1l/AccountService"

"

}l
"MessageRegistry": {
"Qodata.id":"/redfish/vl1/MessageRegistry"
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Retrieving Metadata without Authentication

Request:

curl -GET https://10.10.10.10/redfish/v1l/\$metadata -k

Response:

<?xml version="1.0" encoding="UTF-8"?><!--
Copyright 2014-2015 Distributed Management Task Force, Inc. (DMTF). All rights reserved.-->
<edmx:Edmx xmlns:edmx="http://docs.oasis-open.org/odata/ns/edmx" Version="4.0">

<edmx:Reference Uri="http://docs.oasis-open.org/odata/odata/
v4.0/cs01/vocabularies/Org.OData.Core.V1.xml">

<edmx:Include Namespace="Org.OData.Core.V1" Alias="OData"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/v1l/Resource.xml">
<edmx:Include Namespace="Resource.l.0.0" />

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/v1l/RedfishExtensions.xml">
<edmx:Include Namespace="RedfishExtensions.1.0.0" Alias="Redfish"/>
<edmx:Include Namespace="Validation.1.0.0" Alias="Validation"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/vl/EventService.xml">
<edmx:Include Namespace="EventService"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/v1l/AccountService.xml">
<edmx:Include Namespace="AccountService"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/vl/ComputerSystemCollection.xml">
<edmx:Include Namespace="ComputerSystemCollection"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/v1l/ChassisCollection.xml">
<edmx:Include Namespace="ChassisCollection"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/vl/ManagerCollection.xml">
<edmx:Include Namespace="ManagerCollection"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/vl/TaskService.xml">
<edmx:Include Namespace="TaskService"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/vl/SessionService.xml">
<edmx:Include Namespace="SessionService"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/vl/Message.xml">
<edmx:Include Namespace="Message"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/vl/JsonSchemaFileCollection.xml">
<edmx:Include Namespace="JsonSchemaFileCollection"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/vl/MessageRegistryFileCollection.xml">

<edmx:Include Namespace="MessageRegistryFileCollection"/>

</edmx:Reference>

<edmx:Reference Uri="http://redfish.dmtf.org/schemas/vl/SessionCollection.xml">
<edmx:Include Namespace="SessionCollection"/>

</edmx:Reference>

<edmx:DataServices>

<Schema xmlns="http://docs.oasis-open.org/odata/ns/edm" Namespace="ServiceRoot">
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<EntityType Name="ServiceRoot" BaseType="Resource.l.0.0.Resource">
<Annotation Term="OData.Description"
String="This object represents the root Redfish service."/>
<Annotation Term="OData.LongDescription"
String="This object represents the root Redfish service.
All values for resources described by this schema shall comply to the requirements

as described in the Redfish specification."/>
</EntityType>
</Schema>

<Schema xmlns="http://docs.oasis-open.org/odata/ns/edm" Namespace="ServiceRoot.1.0.0">

<EntityContainer Name="ServiceContainer">
<Singleton Name="Service" Type="ServiceRoot.ServiceRoot"/>
<Singleton Name="Systems" Type="ComputerSystemCollection.ComputerSystemCollection"/>

<Singleton Name="Chassis" Type="ChassisCollection.ChassisCollection"/>
<Singleton Name="Managers" Type="ManagerCollection.ManagerCollection"/>
<Singleton Name="Tasks" Type="TaskService.TaskService"/>
<Singleton Name="AccountService" Type="AccountService.AccountService"/>
<Singleton Name="SessionService" Type="SessionService.SessionService"/>
<Singleton Name="EventService" Type="EventService.EventService"/>
<Singleton Name="Registries"
Type="MessageRegistryFileCollection.MessageRegistryFileCollection"/>
<Singleton Name="JsonSchemas"
Type="JsonSchemaFileCollection.JsonSchemaFileCollection"/>
<Singleton Name="Sessions" Type="SessionCollection.SessionCollection"/>
</EntityContainer>

<EntityType Name="ServiceRoot" BaseType="ServiceRoot.ServiceRoot">
<Annotation Term="OData.Description"
String="This object represents the root Redfish service."/>
<Annotation Term="OData.LongDescription"
String="This object represents the root Redfish service.
All values for resources described by this schema shall comply to the
requirements as described in the Redfish specification."/>
<Property Name="RedfishVersion" Type="Edm.String" Nullable="false">
<Annotation Term="OData.Permissions" EnumMember="OData.Permissions/Read"/>
<Annotation Term="OData.Description" String="The version of the Redfish service"/>

<Annotation Term="OData.LongDescription" String="The value of this string shall
represent the version of the Redfish service.
The format of this string shall be of the format majorversion.minorversion.errata

in compliance with Protocol Version section of the Redfish specification. "/>
<Annotation Term="Validation.Pattern" String=""\\d+\\.\\d+\\.\\d+s$"/>

</Property>
</EntityType>

<ComplexType Name="Links" BaseType="Resource.Links">

<NavigationProperty Name="Sessions" Type="SessionCollection.SessionCollection">
<Annotation Term="OData.Permissions" EnumMember="OData.Permissions/Read"/>
<Annotation Term="OData.Description" String="Link to a collection of Sessions"/>
<Annotation Term="OData.LongDescription"

String="This property shall contain the link to a collection of Sessions."/>

<Annotation Term="OData.AutoExpandReferences"/>

</NavigationProperty>
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</ComplexType>
</Schema>

</edmx:DataServices>
</edmx : Edmx>

Retrieving 'odata’ without Authentication

Request:

curl -GET https://10.10.10.10/redfish/vl/odata -k

Response:
{
"Value": [{
"url":"/redfish/v1",
"name":"Service",

"kind":"Singleton"

bod
"url":"/redfish/v1/Systems",
"name":"Systems",
"kind":"Singleton"

b d
"url":"/redfish/v1/Chassis",
"name":"Chassis",
"kind":"Singleton"

b d
"url":"/redfish/v1l/Managers",
"name":"Managers",
"kind":"Singleton"

bod
"url":"/redfish/vl/TaskService",
"name" :"TaskService",
"kind":"Singleton"

bod
"url":"/redfish/vl/EventService",
"name" :"EventService",
"kind":"Singleton"

bod
"url":"/redfish/v1/AccountService",
"name" :"AccountService",
"kind":"Singleton"

bod
"url":"/redfish/vl/SessionService",
"name":"SessionService",
"kind":"Singleton"

bod
"url":"/redfish/v1/JSONSchemas",
"name" : "JSONSchemas",
"kind":"Singleton"

bod
"url":"/redfish/vl/MessageRegistry",
"name":"MessageRegistry",
"kind":"Singleton"

1

"Qodata.context":"/redfish/vl/$metadata"

"
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Retrieving Chassis Details

Request:

curl -GET https://10.10.10.10/redfish/v1/Chassis -k -u admin:Adminl23
{
"Members": [{
"Qodata.id":"/redfish/v1/Chassis/1"
11,
"Qodata.type":"#Chassis.1.0.0.ChassisCollection",
"Qodata.id":"/redfish/vl1/Chassis",
"Name":"Chassis Collection",
"Members@odata.count":"1",
"@Qodata.context":"/redfish/vl/Smetadata#Chassis"
}
{
"SerialNumber":"FCH2005V1EN",
"Links":{
"PoweredBy": ["/redfish/v1l/Chassis/1/Power"],
"CooledBy": ["/redfish/vl1/Chassis/1/Thermal"],
"ComputerSystems": ["/redfish/v1/Systems/FCH2005V1EN"],
"ManagedBy": ["/redfish/v1/Managers/CIMC"]
}7
"Qodata.id":"/redfish/v1l/Chassis/1",
"Status": {
"State":"Enabled",
"Health":"Warning"
}7
"AssetTag":"Unknown",
"Thermal": {
"@odata.id":"/redfish/v1/Chassis/1/Thermal"
}7
"@Qodata.context":"/redfish/vl/$metadata#Chassis/Members/$Sentity",
"Power":{
"@odata.id":"/redfish/v1/Chassis/1/Power"
}7
"LogServices": {
"@odata.id":"/redfish/v1/Chassis/1/LogServices"
}7
"Qodata.type":"#Chassis.1.0.0.Chassis",
"ChassisType":"Rack",
"Actions": {
"#Chassis.Reset": {
"Target":"/redfish/v1/Chassis/1/Actions/Chassis.Reset",
"ResetType@Redfish.AllowableValues": ["On", "ForceOff"]

}!
"IndicatorLED":"Off",
"Model":"UCS C240 M4s",
"Id";"l"

Retrieving Chassis Power Details

Request:

curl -GET https://10.10.10.10/redfish/v1/Chassis/1/Power -k -u
admin:Adminl23
{
"Voltages": [{
"@odata.id":"/redfish/vl/Chassis/1/Power#/Voltages/PSUl VOUT",
"Status": {
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"State":"Enabled",
"Health":"OK"
}I
"Name":"PSU1l_VvOUT",
"UpperThresholdNonCritical™:"N/A",
"MemberID":1,
"LowerThresholdFatal":"N/A",
"LowerThresholdCritical":"14.000",
"UpperThresholdCritical":"N/A",
"LowerThresholdNonCritical":"N/A",
"ReadingVolts":"11.800",
"UpperThresholdFatal™:"N/A"

b d
"@odata.id":"/redfish/v1/Chassis/1/Power#/Voltages/PSU2 VOUT",
"Status": {

"State":"Enabled",
"Health":"OK"
}I
"Name":"PSU2_VOUT",
"UpperThresholdNonCritical™:"N/A",
"MemberID":2,
"LowerThresholdFatal":"N/A",
"LowerThresholdCritical"™:"14.000",
"UpperThresholdCritical":"N/A",
"LowerThresholdNonCritical":"N/A",
"ReadingVolts":"0.000",
"UpperThresholdFatal™:"N/A"

{
"@odata.id":"/redfish/v1l/Chassis/1/Power#/Voltages/PVPP_GH",
"Status": {

"State":"Enabled",

"Health":"OK"

}I

"Name" :"PVPP_ GH",

"UpperThresholdNonCritical™:"N/A",

"MemberID":33,

"LowerThresholdFatal":"N/A",

"LowerThresholdCritical":"2.797",

"UpperThresholdCritical":"N/A",

"LowerThresholdNonCritical":"2.431",

"ReadingVolts":"2.620",

"UpperThresholdFatal™:"N/A"

1
"Q@odata.id":"/redfish/v1l/Chassis/1/Power",
"@odata.type":"#Cisco_ Power",
"PowerSupplies": [{

"SerialNumber":"DCH2012TOSR",

"FirmwareVersion":"10031006",

"Qodata.id":"/redfish/vl1/Chassis/1/Power#/PowerSupplies/PSU1",

"LineInputVoltage":"230",

"Name":"PSU1",

"MemberID":1,

"PartNumber":"341-0631-01",

"PowerSupplyType":"AC",

"Model":"DPST-1200DB A",

"LastPowerOutputWatts":"144"

"SerialNumber":"DCH2012TOF9",

"FirmwareVersion":" 1006",
"Qodata.id":"/redfish/vl1/Chassis/1/Power#/PowerSupplies/PSU2",
"LineInputVoltage":"0",
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"Name" :"PSU2",

"MemberID":2,

"PartNumber":"341-0631-01",

"PowerSupplyType":"AC",

"Model":"DPST-1200DB A",

"LastPowerOutputWatts":"0"

11y

"@odata.context":"/redfish/vl/$metadata#Chassis/Members/$entity/Power"
}

Retrieving Chassis Thermal Details

Request:

curl -GET https://10.10.10.10/redfish/v1/Chassis/1/Thermal -k -u
admin:Adminl23
{
"Fans": [{
"UpperThresholdFatal":"N/A",
"Status": {
"State":"Enabled",
"Health":"OK"
bo
"FanName":"FAN1 SPEED",
"LowerThresholdFatal":"N/A",
"PhysicalContext":"Backplane",
"MemberID":1,
"LowerThresholdNonCritical":"1600",
"LowerThresholdCritical™:"1200",
"ReadingRPM":"5500",
"UpperThresholdCritical™:"N/A",
"UpperThresholdNonCritical™:"N/A",
"@odata.id":"/redfish/v1/Chassis/1/Thermal#/Fans/1"
b d
"UpperThresholdFatal":"N/A",
"Status": {
"State":"Enabled",
"Health":"OK"
bo
"FanName" :"FAN2 SPEED",
"LowerThresholdFatal":"N/A",
"PhysicalContext":"Backplane",
"MemberID":2,
"LowerThresholdNonCritical":"1600",
"LowerThresholdCritical™:"1200",
"ReadingRPM":"5500",
"UpperThresholdCritical™:"N/A",
"UpperThresholdNonCritical™:"N/A",
"@odata.id":"/redfish/v1/Chassis/1/Thermal#/Fans/2"
bo

{
"ReadingCelsius":"37.0",
"Status": {
"State":"Enabled",
"Health":"OK"
y
"Name":"RISERl_OUTLETTMP",
"UpperThresholdNonCritical™:"N/A",
"MemberID":18,
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"LowerThresholdFatal":"N/A",
"LowerThresholdCritical":"70.0",
"@odata.id":"/redfish/vl/Chassis/1/Thermal#/Temperatures/RISER1 OUTLET
TMP",
"LowerThresholdNonCritical":"N/A",
"UpperThresholdCritical":"60.0",
"UpperThresholdFatal™:"N/A"
bt
"ReadingCelsius":"33.0",
"Status": {
"State":"Enabled",
"Health":"OK"
} 4
"Name":"RI SER2_OUTLETTMP" ,
"UpperThresholdNonCritical™:"N/A",
"MemberID":19,
"LowerThresholdFatal":"N/A",
"LowerThresholdCritical":"70.0",
"@odata.id":"/redfish/vl/Chassis/1/Thermal#/Temperatures/RISER2 OUTLET
TMP",
"LowerThresholdNonCritical":"N/A",
"UpperThresholdCritical":"60.0",
"UpperThresholdFatal™:"N/A"
11y
"Qodata.context":"/redfish/vl/$metadata#Chassis/Members/$entity/Therma
1n

Retrieving Chassis Log Services Details

Request:

curl -GET https://10.10.10.10/redfish/v1/Chassis/1l/LogServices -k -u
admin:Adminl23
{
"Members": [{
"@odata.id":"/redfish/v1/Chassis/1/LogServices/SEL"
11,
"Qodata.type":"#LogService.l.0.0.LogServiceCollection",
"Qodata.id":"/redfish/v1l/Chassis/1/LogServices",
"Name":"Log Service Collection",
"@odata.context":"/redfish/vl/$metadata#Chassis/Members/$entity/LogSer
vices"

}

Retrieving Chassis SEL Details

Request:

curl -GET https://10.10.10.10/redfish/v1/Chassis/1/LogServices/SEL -k -u
admin:Adminl23
{
"@Qodata.id":"/redfish/vl1/Chassis/1/LogServices/SEL",
"Entries": {
"Qodata.id":"/redfish/vl1l/Chassis/1/LogServices/SEL/Entries"

"Name":"SEL Log Service",
"ServiceEnabled":true,
"MaxNumberOfRecords" :3008,
"DateTime":"Tue Aug 23 23:06:50 2016\n",
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"Qodata.type":"#LogService.1.0.0",

"OverWritePolicy":"NeverOverWrites",

"Id":"SEL",
"Qodata.context":"/redfish/vl/$metadata#Chassis/Members/$entity/LogSer
vices/Members/$entity",

"Actions": {

"#LogService.ClearLog": {
"Target":"/redfish/v1l/Chassis/1/LogServices/SEL/Actions/LogService.Cle
arLog"

}I

"Description"

Retrieving Chassis SEL Entries Details

Request:

curl -GET
https://10.10.10.10/redfish/v1/Chassis/1/LogServices/SEL/Entries -k
-u admin:Adminl23

{

"Members": [{
"@odata.id":"/redfish/vl1l/Managers/1/LogSerivce/SEL/Entries/1250",
"Id":"1250",

"EntryType":"SEL",
"Severity":"Normal",
"Message":"Node Manager: Operational Capabilities, Policy
Interface:Available Monitoring:Available Power Limiting:Available ",
"Created":"2016-08-23 22:43:54 "
bod
"@Qodata.id":"/redfish/vl/Managers/1/LogSerivce/SEL/Entries/1249",
"Id"T:"1249",
"EntryType":"SEL",
"Severity":"Informational",
"Message":"LED HLTH_ STATUS: Platform sensor, FAST BLINK event
was deasserted",
"Created":"2016-08-23 22:43:26 "
bod
"@Qodata.id":"/redfish/vl/Managers/1/LogSerivce/SEL/Entries/1248",
"IdmT:"1248",
"EntryType":"SEL",
"Severity":"Informational",
"Message":"LED HLTH_ STATUS: Platform sensor, ON event was
asserted",
"Created":"2016-08-23 22:43:26 "
bod
"@odata.id":"/redfish/vl/Managers/1/LogSerivce/SEL/Entries/1247",
"IdnT:"1247",
"EntryType":"SEL",
"Severity":"Informational",
"Message":"LED FAN_ STATUS: Platform sensor, AMBER was
deasserted",
"Created":"2016-08-23 22:43:26 "
bod
"@odata.id":"/redfish/vl/Managers/1/LogSerivce/SEL/Entries/1246",
"Id":"1246",
"EntryType":"SEL",
"Severity":"Informational”,
"Message":"LED FAN_ STATUS: Platform sensor, FAST BLINK event was
deasserted",
"Created":"2016-08-23 22:43:26 "
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{
"Qodata.id":"/redfish/v1l/Managers/1l/LogSerivce/SEL/Entries/1202",

"Id":"1202",

"EntryType":"SEL",

"Severity":"Normal",

"Message":"Node Manager: Operational Capabilities, Policy

Interface:Available Monitoring:Available Power Limiting:Available

"Created":"2016-08-23 02:07:29 "

b d

"Qodata.id":"/redfish/v1l/Managers/1l/LogSerivce/SEL/Entries/1201",

"
’

"Id":"l2olll’
"EntryType":"SEL",
"Severity":"Informational",

"Message":"LED HLTH STATUS: Platform sensor, FAST BLINK event

was deasserted",

"Created":"2016-08-23 02:07:04 "

11y

"@odata.count":"1250",
"Qodata.id":"/redfish/vl1/Chassis/1/LogServices/SEL/Entries",

"Qodata.type":"#LogEntry.1.0.0.LogEntryCollection",

"Qodata.context":"/redfish/vl/$metadata#Chassis/Members/$entity/LogSer

vices/Members/$entity/Entries”

Retrieving Details of a Specific SEL Entry
Request:

curl -GET
https://10.10.10.10/redfish/v1/Chassis/1/LogServices/SEL/Entries/120
1 -k -u admin:Adminl23

{
"@odata.id":"/redfish/vl1/Chassis/1/LogServices/SEL/Entries/1201",

"EntryType":"SEL",

"Message":"LED PSU STATUS: Platform sensor, GREEN was asserted",
"@Qodata.context":"/redfish/vl/$metadata#Chassis/Members/Sentity/LogSer
vices/Members/Sentity/Entries/Members/Sentity",

"@odata.type":"#LogEntry.1.0.0",

"Severity":"Informational",

nIdn:"1201",

"Created":"2016-04-08 05:21:44 "

Retrieving Manager Details

Request:

curl -GET https://10.10.10.10/redfish/vl/Managers -k -u admin:Adminl23
{

"Members": [{
"@Qodata.id":"/redfish/v1l/Managers/CIMC"

11,
"Qodata.type":"#Manager.1.0.0.ManagerCollection",
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"Qodata.id":"/redfish/v1l/Managers",
"Name":"Manager Collection",
"Qodata.context":"/redfish/vl/$metadata#Managers"

Retrieving Cisco IMC Information
Request:
curl -GET https://10.10.10.10/redfish/v1/Managers/CIMC -k -u

admin:Adminl23
{

"Id" B "CIMC",

"Links":{
"ManagerForChassis": ["/redfish/v1l/Chassis/1"],
"ManagerForServers": ["/redfish/v1/Systems/FCH2005V1EN"]

bo

"ManagerType":"CIMC",

"@odata.context":"/redfish/vl/$metadata#Managers/Members/S$entity",

"Description":"",

"SerialInterfaces":{
"@odata.id":"/redfish/v1/Managers/CIMC/SerialInterfaces"

bo

"ManagerNetworkProtocol": {
"@odata.id":"/redfish/vl/Managers/CIMC/ManagerNetworkProtocol"

bo

"UUID":"B7F88A22-772A-468F-94EC-45E5B6405C03",

"LogServices":{
"@odata.id":"/redfish/v1/Managers/CIMC/LogServices"

bo

"FirmwareVersion":"3.0(0.270)",

"Name" :"Manager",

"Model":"UCSC-C240-M4S",

"CommandShell": {
"MaxConcurrentSessions":4,
"ConnectTypesSupported": ["SSH", "Telnet","IPMI", "XML API"],
"ServiceEnabled":true

bo

"DateTime":"Tue Aug 23 23:20:10 2016\n",

"Qodata.type":"#Manager.1.0.0.Manager",

"GraphicalConsole":{
"MaxConcurrentSessions":4,
"ConnectTypesSupported": ["KVMIP", "WebUI"],
"ServiceEnabled":true

bo

"Qodata.id":"/redfish/v1l/Managers/CIMC",

"SerialConsole": {
"MaxConcurrentSessions":4,
"ConnectTypesSupported": ["SSH", "Telnet","IPMI", "XML API"],
"ServiceEnabled":true

bo

"Actions":{
"#Manager.Reset": {

"Target":"/redfish/v1/Managers/CIMC/Actions/Manager.Reset",
"ResetType@Redfish.AllowableValues": ["On", "ForceOff"]

b

"EthernetInterfaces":{
"@odata.id":"/redfish/v1/Managers/CIMC/EthernetInterfaces"
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Retrieving Serial Interface Details

Request:

curl -GET https://10.10.10.10/redfish/v1/Managers/CIMC/SerialInterfaces -
k -u admin:Adminl23
{
"Members": [{
"Q@odata.id":"/redfish/vl/Managers/CIMC/SerialInterfaces/TTYO"

1
"Q@odata.type":"#SerialInterface.1.0.0.SerialInterfaceCollection",
"@odata.id":"/redfish/vl/Managers/CIMC/SerialInterfaces",
"Description":"Collection of Serial Interfaces for this System",

"Name":"Serial Interface Collection",
"Qodata.context":"/redfish/vl/$metadata#Managers/Members/$entity/Seria
lInterfaces"

}
Request:
curl -GET

https://10.10.10.10/redfish/vl/Managers/CIMC/SerialInterfaces/TTY0 -
k -u admin:Adminl23

{

"Qodata.id":"/redfish/vl1/Managers/CIMC/SerialInterfaces/TTYO",

"SignalType":"Rs232",

"Qodata.type":"#SerialInterface.1.0.0",

"IdU:"TTYO",

"InterfaceEnabled":false,

"Name":"Manager Serial Interface 1",
"Qodata.context":"/redfish/vl/$metadata#Managers/Members/S$entity/Seria
lInterfaces/Members/S$entity",

"PinOut":"Cisco",

"BitRate":"115200",

"DataBits":"8",

"FlowControl":"None",

"StopBits":"1",

"ConnectorType":"RJ45",

"Parity":"None",

"Description":"Management for Serial Interface"

Retrieving Network Protocol Details

Request:

curl -GET
https://10.10.10.10/redfish/v1/Managers/CIMC/ManagerNetworkProtocol
-k -u admin:Adminl23
{

"@Qodata.id":"/redfish/vl/Managers/CIMC/ManagerNetworkProtocol",

"KVMIP": {
"ProtocolEnabled":true,
"Port":2068

}!

"SNMP": {
"ProtocolEnabled":false,
"Port":161

}7

"Id":"ManagerNetworkProtocol",
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"@odata.type":"#ManagerNetworkProtocol.1.0.0",

"Name":"Manager Network Protocol",
"Qodata.context":"/redfish/vl/$metadata#Managers/Members/$entity/Manag

erNetworkProtocol",

"httpsS": {
"ProtocolEnabled":true,
"Port":443

}I
"HostName":"C240-FCH2005V1EN",

"Telnet": {
"ProtocolEnabled":true,
"Port":23

}I

"SSH": {
"ProtocolEnabled":true,
"Port":22

}I

"IPMI": {

"ProtocolEnabled":false
}I
"https": {
"ProtocolEnabled":true,
"Port":80
}I
"VirtualMedia": {
"ProtocolEnabled":true
}I
"Description":"Manager Network Service"

}

Retrieving Ethernet Interfaces Details

Request:

curl -GET https://10.10.10.10/redfish/v1/Managers/CIMC/EthernetInterfaces
-k -u admin:Adminl23
{
"Members": [{
"@odata.id":"/redfish/v1/Managers/CIMC/EthernetInterfaces/NICs"
11,
"Qodata.type":"#EthernetInterface.1.0.0.EthernetInterface",
"@odata.id":"/redfish/vl/Managers/CIMC/EthernetInterfaces",
"Description":"Collection of EthernetInterfaces for this Manager",

"Name" :"Ethernet Intefaces Collection",
"@odata.context":"/redfish/vl/$metadata#Managers/Members/$entity/Ether
netInterfaces"

}

Retrieving Message Registry Information

Request:

curl -GET https://10.10.10.10/redfish/v1/MessageRegistry -u
admin:password --insecure

Response:
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"RegistryVersion":"1.0.0",

"OwningEntity":"Cisco Systems Inc.",

"Name":"Message Registry",
"Qodata.context":"/redfish/vl/$metadata#MessageRegistry",
"Qodata.id":"/redfish/vl/MessageRegistry",
"Qodata.type":"#MessageRegistry.1.0.0.MessageRegistry",

"Language":"en",
"RegistryPrefix":"",
"Messages": {
"F0381":{
"Oem" : {

}I

"MessageId":12
}I

"Message":"",
"NumberOfArgs":0,
"Severity":"minor",
"Resolution":"Check power supply status",
"Description":"Power Supply temperature is upper non critical"
} 4
"F0395": {
"Oem" : {

"MessageId":25
}I

"Message":"",
"NumberOfArgs":0,
"Severity":"minor",
"Resolution":"Check the air intake to the server",
"Description":"Fan speed for fan-x is lower non critical"
} 4
"F0176":{
"Oem" : {

}I

"MessageId":10
}I
"Message":
"NumberOfArgs":0,

"Severity":"major",

"Resolution":"Check Cooling",

"Description":"Processor Thermal threshold has crossed
upper critical threshold"

wn
’

"Message":"",
"NumberOfArgs":0,
"Severity":"major",
"Resolution":"Check the air intake to the server",
"Description":"Fan speed for fan-x is lower critical"
"F0424":{
"Oem" : {

}

"MessageId":20
}I

"Message":"",
"NumberOfArgs":0,
"Severity":"major",

"Resolution":"Replace Battery",
"Description":"Battery voltage level is lower critical"

"Id":"Message Registry",
"Description":"This registry defines the Fault messages for Redfish"
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Enabling an Event Service

Request:

curl -XPATCH https://10.10.10.10/redfish/vl1/EventService -d
'{"ServiceEnabled":true}' -u admin:password -insecure

Response:

"Status": {

"State":"Disabled",

"Health":"OK"
y
"DeliveryRetryIntervalInSeconds":30,
"EventTypesForSubscription": ["Alert"],
"Id":"EventService",
"DeliveryRetryAttempts":3,
"ServiceEnabled":true,
"Name":"Event Service",
"Description":"Event Service represents the properties for the service"

Configuring Event Subscribers
Request:

curl -XPOST https://10.10.10.10/redfish/vl1/EventService
/Subscriptions -d '{"Protocol":"Redfish","Destination":"10.104.255.59"
,"Context":"ffff","EventTypes": ["Alert"],

"HttpHeaders": ["Authorization:BasicYWRtaW46cGFzc3dvcmQ="",
"X-MyHeader:123"]}' -u admin:password -insecure

Response:

"subscriberKey":"351357385644ea45d8544885d7655a8d"

Retrieving a List of Subscribers
Request:

curl -GET https://10.10.10.10/redfish/vl1/EventService
/Subscriptions -u admin:password -k

Response:

"Members": [{
"@odata.id":"/redfish/v1/EventService/Subscriptions
/771756785144ea475854488556157a85"

. Cisco UCS C-Series Servers REST APl Programmer's Guide



| Cisco IMC REST API Examples for Supported C-Series Servers in Release 4.2
Examples of Server Tasks .

bt
"@odata.id":"/redfish/v1/EventService/Subscriptions

/881856885144ea489854488596158a49"

11y
"Description":"List of Event subscriptions",
"Qodata.type":"#EventService.l.0.0.EventDestinationCollection",
"@odata.id":"/redfish/vl1/EventService/Subscriptions",
"Members@odata.count":2,
"Name":"Event Subscriptions Collection",
"@odata.context":"/redfish/vl/$metadata#EventService/Subscriptions"

Retrieving Information about an Event Subscriber with Subscription Key
Request:

curl -GET https://10.10.10.10/redfish/v1/EventService
/Subscriptions/771756785144ea475854488556157a85 -u admin:password -k

Response:

"Qodata.id":"/redfish/vl1/EventService/Subscriptions/771756785144ea475854488556157a85",
"Protocol":"Redfish",
"Name" :"EventSubscription 771756785144ea475854488556157a85",

"Context":"abcsd",

"Descritiom":"Event Subscription Details",
"Qodata.type":"#EventDestination.1.0.0.EventDestination",
"Destination":"10.104.255.16",
"@odata.context":"/redfish/vl/$metadata#EventService/Subscriptions/Members/$entity",
"Id":"771756785144ea475854488556157a85",

"EventTypes": ["Alert"]

Updating Event Subscribers

Request:

curl -XPATCH https://10.10.10.10/redfish/vl
/EventService/Subscriptions
/351357385644ea45d8544885d7655a8d -d
'{"Context":"Cisco"}' -u admin:password --insecure

Response:

"Descritiom":"Event Subscription Details",
"Context":"Cisco",

"Id":"351357385644ea45d8544885d7655a84d",
"Destination":"10.104.255.59",

"Protocol":"Redfish",

"Name" :"EventSubscription 351357385644ea45d8544885d7655a8d",
"EventTypes": ["Alert"]
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Deleting an Event Subscription
Request:
curl -XDELETE https://10.10.10.10/redfish/vl1/EventService

/Subscriptions/351357385644ea45d8544885d7655a8d -u
admin:password --insecure

Response:

Note: curl with verbose option enabled receives an
http response '200 OK' for the above query.

Testing if an Event Receiver is Ready
Request:

curl -XPOST https://10.10.10.10/redfish/vl1/EventService/Actions
/EventService.SubmitTestEvent -d'{"Protocol":"redfish",

"Destination":10.10.10.10","EventType":["Alert"], "Context":"mike-alert"} -u
admin:Adminl23

Response:

{"EventType":"Alert", "MessageId":"F000",
"Message":"Test event from Cisco IMC Redfish Engine",
"Context":"mike-alert"

}

Retrieving 0EM Specific Actions
Request:

curl -GET https://10.10.10.10/redfish/v1/Managers/CIMC --insecure -u
admin:password

Response:

"DateTimeLocalOffset":"UTC+0530",
nIgrTCIMC",

"Links":{
"ManagerForChassis": ["/redfish/v1/Chassis/1"],
"ManagerForServers": ["/redfish/v1/Systems/FCH2005V1E4"]

}l

"ManagerType":"CIMC",

"@odata.context":"/redfish/vl/Smetadata#Managers/Members/Sentity",

"@odata.id":"/redfish/v1l/Managers/CIMC",

"VirtualMedia": {
"@odata.id":"/redfish/vl/Managers/CIMC/VirtualMedia"

}l

"Description":"",

"LogServices": {
"Qodata.id":"/redfish/vl/Managers/CIMC/LogServices"
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}I

"Seriallnterfaces":{
"Qodata.id":"/redfish/vl1/Managers/CIMC/SerialInterfaces"

}I

"FirmwareVersion":"3.0(1S8)",
"UUID":"E320FC46-31AC-4D93-BA64-C7FE5A139628",
"Status": {

"State":"Enabled",
"Health":"OK"

}I

"Name":"Cisco Integrated Management Controller",
"Actions": {
"#0em. ImportBmcConfig": {

"Protocol@Redfish.AllowableValues": ["TFTP","SCP","SFTP","FTP", "HTTP"],
"Passphrase@Redfish.AllowableValues": ["Passphrase"],
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues":["Valid Hostname/IP Address"],

"Target":"/redfish/v1l/Managers/CIMC/Actions/Oem. ImportBmcConfig",
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]

}I
"#0em.BmcFwUpdate": {

"Protocol@Redfish.AllowableValues": ["TFTP", "SCP", "SFTP", "FTP", "HTTP"],
"Target":"/redfish/vl/Managers/CIMC/Actions/Oem.BmcFwUpdate",
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues":["Valid Hostname/IP Address"],
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]

}I

"#Manager.Reset": {
"Target":"/redfish/vl/Managers/CIMC/Actions/Manager.Reset",
"ResetType@Redfish.AllowableValues": ["ForceRestart"]

}I

"#0em.BiosFwUpdate": {

"Protocol@Redfish.AllowableValues": ["TFTP", "SCP", "SFTP", "FTP", "HTTP"],
"Target":"/redfish/v1l/Managers/CIMC/Actions/Oem.BiosFwUpdate",
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues":["Valid Hostname/IP Address"],
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]

}I
"#0em.ExportBmcConfig": {

"Protocol@Redfish.AllowableValues": ["TFTP", "SCP", "SFTP", "FTP", "HTTP"],
"Passphrase@Redfish.AllowableValues": ["Passphrase"],
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues":["Valid Hostname/IP Address"],
"Target":"/redfish/v1l/Managers/CIMC/Actions/Oem.ExportBmcConfig",
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]

}I
"#0em.BmcTechSupportExport": {

"Protocol@Redfish.AllowableValues": ["TFTP", "SCP", "SFTP", "FTP", "HTTP"],
"Target":"/redfish/vl/Managers/CIMC/Actions/Oem.BmcTechSupportExport",
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues":["Valid Hostname/IP Address"],
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]
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Retrieving Task Service

Request:

curl -GET https://10.10.10.10/redfish/v1/TaskService -u admin:password -k

Response:

"Tasks":{

"Qodata.id":"/redfish/vl1/TaskService/Tasks"
}l
"Q@odata.id":"/redfish/v1/TaskService",
"LifeCycleEventOnTaskStateChange":false,
"Name":"Tasks Service",
"ServiceEnabled":true,
"Qodata.type":"#TaskService.1.0.0",
"CompletedTaskOverWritePolicy":"Oldest",
"Q@odata.context":"/redfish/vl/Smetadata#TaskService",
"Id":"TaskService",
"Status": {

"State":"Enabled",

"Health":"OK"
}l

"Description":"Tasks Service"

Retrieving Tasks

Request:

curl -GET https://10.10.10.10/redfish/v1/TaskService/
Tasks -u admin:password -k

Response:

"Members": [{
"@odata.id":"/redfish/v1/TaskService/Tasks/BmcFwUpdate"
bt
"@odata.id":"/redfish/v1/TaskService/Tasks/BiosFwUpdate"
bt
"@odata.id":"/redfish/vl/TaskService/Tasks/BmcTechSupportExport"
bt
"@Qodata.id":"/redfish/v1/TaskService/Tasks/ImportBmcConfig"
bt
"@Qodata.id":"/redfish/v1l/TaskService/Tasks/ExportBmcConfig"
11,
"Description":"Tasks",
"Qodata.type":"#TaskCollection.1.0.0.TaskCollection",
"Qodata.id":"/redfish/vl1l/TaskService/Tasks",
"Members@odata.count":5,
"Name" :"Tasks",
"@odata.context":"/redfish/vl/$metadata#TaskService/Tasks"
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Updating BIOS Firmware
Request:

curl-XPOST https://10.10.10.10/redfish/v1/Managers/CIMC/Actions/
Oem.BiosFwUpdate -d '{"RemoteHostname":"10.10.10.10",
"RemotePath":"krigovin/FW/C220M4-BIOS-3-0-0-6.cap", "Protocol":"TFTP"}' --insecure -u
admin:password

Response:

Note: curl with verbose option enabled receives an http
response '202 Accepted' for the above query.

Retrieving BIOS Firmware Update Status

Request:

curl -GET https://10.10.10.10/redfish/v1/TaskService/Tasks/BiosFwUpdate --insecure -u
admin:password

Response:

"@Qodata.id":"/redfish/vl/TaskService/Tasks/BiosFwUpdate",
"Name":"Task BiosFwUpdate",
"@Qodata.context":"/redfish/vl/$metadata#TaskService/Tasks/Members/Sentity",
"TaskStatus":"OK",
"@odata.type":"#Task.1.0.0",
"Id":"BiosFwUpdate",
"TaskState":"Running",
"Oem" : {
"FWVersion":"C240M4.3.0.0.8.0925161827",
"UpdateStatus":"Image Download (5 %), OK"

}I
"Description":"BIOS firmware version"

Updating Cisco IMC Firmware

Request:
curl-XPOST https://10.10.10.10/redfish/vl/Managers/CIMC/Actions/

Oem.BmcFwUpdate -d '{"RemoteHostname":"10.10.10.10",

"RemotePath" : "mike/FW/upd-pkg-c220-m4-cimc.full.3.0.0.275.bin", "Protocol":"TFTP"}' --insecure
-u

admin:password

Response:

Note: curl with verbose option enabled receives an http
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response '202 Accepted' for the above query.

Retrieving Cisco IMC Firmware Update Status

Request:

curl -GET https://10.10.10.10/redfish/v1/TaskService/Tasks/
BmcFwUpdate --insecure -u admin:password

Response:

"Qodata.id":"/redfish/vl1l/TaskService/Tasks/BmcFwUpdate",
"Name":"Task BmcFwUpdate",
"Qodata.context":"/redfish/vl/$metadata#TaskService/Tasks/Members/$Sentity",
"TaskStatus":"OK",
"Qodata.type":"#Task.1.0.0",
"Id":"BmcFwUpdate",
"TaskState":"Running",
"Oem" : {

"FWVersion":"3.0(0.369)",

"UpdateStatus":"Downloading (5%)"
bo

"Description":"Cisco IMC backup firmware version"

Triggering Cisco IMC Technical Support
Request:

curl -POST https://10.10.10.10/redfish/v1/Managers/CIMC/Actions/
Oem.BmcTechSupportExport -d '{"RemoteHostname":"10.10.10.10",
"RemotePath":"/home/mike/dan/techSupport.tar.gz",

"Protocol":"SCP", "RemoteUsername": "mike",
"RemotePassword":"1234game"}' --insecure -u admin:password

Response:

Note: curl with verbose option enabled receives an http
response '202 Accepted' for the above query.

Retrieving Cisco IMC Technical Support Status
Request:

curl -GET https://10.10.10.10/redfish/v1/TaskService/Tasks/
BmcTechSupportExport --insecure -u admin:password

Response:

{

"@odata.id":"/redfish/vl/TaskService/Tasks/BmcTechSupportExport",
"Name":"Task BmcTechSupportExport",
"Qodata.context":"/redfish/vl/$metadata#TaskService/Tasks/Members/$Sentity",
"TaskStatus":"OK",
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"Qodata.type":"#Task.1.0.0",

"Id":"BmcTechSupportExport",

"TaskState":"Running",

"Oem" : {
"RemoteHostName":"10.10.10.10",
"RemotePath":"/home/mike/dan/techSupport.tar.gz",
"ExportStatus":"Collecting Data (0%)",
"Protocol":"scp",
"RemoteUsername":"mike"

}I
"Description":"BMC Technical Support Export"

Exporting Cisco IMC Configuration
Request:

curl -POST https://10.10.10.10/redfish/v1/Managers/CIMC/Actions/
Oem.ExportBmcConfig -d '{"RemoteHostname":"10.10.10.10",
"RemotePath":"/home/mike/dan/cimc_export.xml", "Passphrase":"testtest",
"Protocol":"scp", "RemoteUsername": "mike",
"RemotePassword":"1234game"}' --insecure -u admin:password

Response:

Note: curl with verbose option enabled receives an http
response '202 Accepted' for the above query.

Exporting Cisco IMC Configuration Status

Request:

curl -GET https://10.10.10.10/redfish/v1/TaskService/Tasks/
ExportBmcConfig --insecure -u admin:password

Response:

"@odata.id":"/redfish/v1l/TaskService/Tasks/ExportBmcConfig",
"Name":"Task ExportBmcConfig",
"Qodata.context":"/redfish/vl/$metadata#TaskService/Tasks/Members/$Sentity",
"TaskStatus":"OK",
"Qodata.type":"#Task.1.0.0",
"Id":"ExportBmcConfig",
"TaskState":"Completed",
"Oem" : {
"ExportStatus":"Completed"
}l

"Description":"Export BMC Configuration"

Importing Cisco IMC Configuration

Request:

curl -POST https://10.10.10.10/redfish/v1/Managers/CIMC/Actions/
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Oem. ImportBmcConfig -d '{"RemoteHostname":"10.10.10.10",
"RemotePath":"/home/mike/tom/cimc_export.xml",

"Passphrase":"testtest", "Protocol":"scp"
"RemoteUsername" : "mike",
"RemotePassword":"1234game"}' --insecure -u

admin:password

Response:

Note: curl with verbose option enabled receives an http
response '202 Accepted' for the above query.

Importing Cisco IMC Configuration Status
Request:

curl -GET https://10.10.10.10/redfish/v1/TaskService/Tasks
/ImportBmcConfig --insecure -u admin:password

Response:

"@odata.id":"/redfish/v1l/TaskService/Tasks/ImportBmcConfig",
"Name":"Task ImportBmcConfig",
"@odata.context":"/redfish/vl/$metadata#TaskService/Tasks/Members/$entity",
"TaskStatus":"OK",
"Qodata.type":"#Task.1.0.0",
"Id":"ImportBmcConfig",
"TaskState":"Running",
"Oem" : {
"ImportStatus":"Applying configuration”
}l
"Description":"Import BMC Configuration"

Setting an Asset Tag Value

Request:

curl -XPATCH https://10.10.10.10/redfish/v1/Systems
/FCH2005V1E4 -d '{"AssetTag":"Ciscol23"}' --insecure -u admin:password

Response:

"SerialNumber":"FCH2005V1E4",
"Boot": {
"BootSourceOverrideEnabled" :"Disabled",
"BootSourceOverrideTarget":"None"
}I
"Id":"FCH2005V1E4",
"AssetTag":"Ciscol23",
"PowerState":"On",
"SystemType":"Physical",
"ProcessorSummary": {
"Model":"Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz",
"Count":2

}I
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"HostName":"C240-FCH2005V1E4",
"MemorySummary" : {
"TotalSystemMemoryGiB":128,
"State":{
"HealthRollup":"OK",
"Health":"OK"
}
}I
"Description":
"UUID":"E320FC46-31AC-4D93-BA64-C7FE5A139628",
"Status": {
"State":"Enabled",
"Health":"Warning"

wn

}I

"Name":"UCS C240 M4S",

"Manufacturer":"Cisco Systems",
"IndicatorLED":"Off",

"Model":"UCS C240 M43S",
"BiosVersion":"C240M4.2.0.90.0.012520161828"

Setting an Indicator LED Value to "Lit'

Request:

curl -XPATCH https://10.10.10.10/redfish/v1/Systems
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/FCH2005V1E4 -d '{"IndicatorLED":"Lit"}' --insecure -u admin:password

Response:

"SerialNumber":"FCH2005V1E4",

"Boot": {
"BootSourceOverrideEnabled":"Disabled",
"BootSourceOverrideTarget":"None"

o

"Id":"FCH2005V1E4",

"AssetTag":"Ciscol23",

"PowerState":"On",

"SystemType":"Physical",

"ProcessorSummary": {

"Model":"Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz",
"Count":2

o

"HostName":"C240-FCH2005V1E4",

"MemorySummary" : {
"TotalSystemMemoryGiB":128,

"State":{
"HealthRollup":"OK",
"Health":"OK"

}

o

"Description":"",

"UUID":"E320FC46-31AC-4D93-BA64-C7FE5A139628",

"Status": {

"State":"Enabled",

"Health":"Warning"

o

"Name" :"UCS C240 M4S",

"Manufacturer":"Cisco Systems",

"IndicatorLED":"Lit",
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"Model":"UCS C240 M43S",
"BiosVersion":"C240M4.2.0.90.0.012520161828"

Viewing Session Service
Request:
curl -GET https://10.10.10.10/redfish/v1l/SessionService -k -u

admin:Adminl23
{

"Qodata.type":"#SessionService.1.0.0",
"Qodata.id":"/redfish/vl/SessionService",
"Sessions": {
"@odata.id":"/redfish/v1l/SessionService/Sessions"
bo
"Name":"Session Service",
"Qodata.context":"/redfish/vl/$metadata#SessionService"
}
Sessions
Request:

curl -GET https://10.10.10.10/redfish/v1l/SessionService/Sessions -k -u
admin:Adminl23
{
"Members":[],
"Qodata.type":"#SessionCollection.1.0.0.SessionCollection",
"Qodata.id":"/redfish/vl/SessionService/Sessions",
"Name":"Session Collection",
"Members@odata.count":0,
"@Qodata.context":"/redfish/vl/$metadata#SessionService/Sessions"

Viewing Server ID

Request:

curl -GET https://10.10.10.10/redfish/v1/Systems -k -u admin:Adminl23
{

"Members": [{

"@odata.id":"/redfish/v1/Systems/FCH2005V1EN"
11,

"@odata.type":"#Cisco ComputerSystemCollection",

"Qodata.id":"/redfish/v1/Systems",

"Name" :"Computer System Collection",

"@odata.context":"/redfish/vl/$metadata#Systems"

Viewing Specific System information
Request:
curl -GET https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN -k -u

admin:Adminl23

{
"SerialNumber":"FCH2005V1EN",
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"Boot": {
"BootSourceOverrideEnabled" :"Disabled",
"BootSourceOverrideTarget":"None"
}I
"Id":"FCH2005V1EN",
"AssetTag":"Unknown",
"PowerState":"On",
"SystemType":"Physical",
"ProcessorSummary": {
"Model":"Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz",
"Count":2
}I
"HostName":"C240-FCH2005V1EN",
"MemorySummary" : {
"TotalSystemMemoryGiB":128,
"State":{
"Health":"OK"

}I

"Processors":{
"Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/Processors"

}I

"Description":

"SimpleStorage": {
"@odata.id":"/redfish/v1/Systems/FCH2005V1EN/SimpleStorage"

wn
’

}I
"UUID":"B7F88A22-772A-468F-94EC-45E5B6405C03",
"Status": {
"State":"Enabled",
"Health":"Warning"
}I
"Links":{
"CooledBy": ["/redfish/v1/Chassis/1/Thermal"],
"Chassis":["/redfish/v1l/Chassis/1"],
"PoweredBy": ["/redfish/v1/Chassis/1/Power"],
"ManagedBy": ["/redfish/v1/Managers/CIMC"]
}I
"Name" :"UCS C240 M4S",
"BiosVersion":"C240M4.2.0.90.0.012520161828",
"LogServices":{
"Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/LogServices"
}I
"Actions": {
"#System.Reset": {

Examples of Server Tasks .

"Target":"/redfish/v1/Systems/FCH2005V1EN/Actions/System.Reset",
"ResetType@Redfish.AllowableValues": ["On", "ForceOff", "GracefulShutdown

"

,"ForceRestart", "Nmi"]
}
}I
"@odata.type":"#Cisco_ ComputerSystem",

"Qodata.context":"/redfish/vl/$metadata#Systems/Members/$Sentity",

"Qodata.id":"/redfish/v1/Systems/FCH2005V1EN",
"IndicatorLED":"Off",

"Model":"UCS C240 M43S",

"EthernetInterfaces": {
"Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/EthernetInterfaces"
}

Viewing Processor Information

Request:
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curl -GET https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/Processors -
k -u admin:Adminl23
{
"Members": [{
"@odata.id":"/redfish/v1/Systems/FCH2005V1EN/Processors/CPUL"
bt
"@odata.id":"/redfish/v1/Systems/FCH2005V1EN/Processors/CPU2"
11,
"@odata.type":"#Cisco ComputerProcessorCollection",
"Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/Processors",
"Name" :"Processors Collection",
"@odata.context":"/redfish/vl/$metadata#Systems/Members/$entity/Proces
sors"

curl -GET
https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/Processors/CPUl -
k -u admin:Adminl23
{
"Description":"Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz/90W 8C/20MB
Cache/DDR4 1866MHz",
"ProcessorArchitecture":"x86",
"Status": {
"State":"Enabled"
bo
"ProcessorType":"CPU",
"@odata.context":"/redfish/vl/$metadata#Systems/Members/$entity/Proces
sors/Members/$entity",
"TotalThreads":"16",
"Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/Processors/CPUL",
"TotalCores":"8",

"@odata.type":"#Cisco_ ComputerProcessor",
"Id":"l",
"Manufacturer":"Intel (R) Corporation",

"MaxSpeedMHz" :"4000",
"Model":"Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz",
"Socket":"CPUL"

curl -GET
https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/Processors/CPU2 -
k -u admin:Adminl23
{
"Description":"Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz/90W 8C/20MB
Cache/DDR4 1866MHz",
"ProcessorArchitecture":"x86",
"Status": {
"State":"Enabled"
}I
"ProcessorType":"CPU",
"Qodata.context":"/redfish/vl/Smetadata#Systems/Members/$entity/Proces
sors/Members/Sentity",
"TotalThreads":"16",
"Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/Processors/CPU2",
"TotalCores":"8",
"@odata.type":"#Cisco ComputerProcessor",
nIgr:v2n,
"Manufacturer":"Intel (R) Corporation",
"MaxSpeedMHz":"4000",
"Model":"Intel (R) Xeon (R) CPU E5-2640 v3 @ 2.60GHz",
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"Socket":"CPU2"

Viewing Storage Information

Request:

curl -GET

https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/SimpleStorage -k

-u admin:Adminl23

{
"Members": [{
"@odata.id":"/redfish/v1/Systems/FCH2005V1EN/SimpleStorage/SLOTHBA"
Hy
"@odata.type":"#Cisco_ ComputerStorageCollection",
"@odata.id":"/redfish/v1/Systems/FCH2005V1EN/SimpleStorage",

"Name":"Simple Storage Collection",
"@odata.context":"/redfish/vl/$metadata#Systems/Members/$entity/Simple
Storage"

}
curl -GET

https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/SimpleStorage/SLO
T-HBA -k -u admin:Adminl23
{
"@Qodata.id":"/redfish/v1l/Systems/FCH2005V1EN/SimpleStorage/SLOTHBA",
"Id":"SLOT-HBA",
"@odata.type":"#Cisco ComputerStorage",
"Devices": [{

"Status": {
"State":"Enabled",
"Health":"Good"

}!

"Name":"PD-1",

"Manufacturer" :"HITACHI"

bt

"Status": {
"State":"Enabled",
"Health":"Good"

}!

"Name":"PD-2",

"Manufacturer" :"HITACHI"

bt

"Name":"PD-3",

"Status": {
"State":"Absent"

}

bt

"Name":"PD-4",

"Status": {
"State":"Absent"

}

bt

"Name":"PD-5",

"Status": {
"State":"Absent"

}

bt

"Name":"PD-6",

"Status": {
"State":"Absent"
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}
bt
"Name":"PD-7",
"Status": {
"State":"Absent"
}
bt
"Name" :"PD-8",
"Status": {
"State":"Absent"
}
11y
"Status": {
"State":"Optimal",
"Health":"Ok"
}I
"Name":"Cisco 12G SAS Modular Raid Controller",
"@odata.context":"/redfish/vl/$metadata#Systems/Members/$entity/Simple
Storage/Members/S$entity"

Viewing User Accounts

Request:

curl -GET https://10.10.10.10/redfish/v1/AccountService -k -u
admin:Adminl23
}
"Accounts": {
"@Qodata.id":"/redfish/vl1/AccountService/Accounts"
}l
"Id":"AccountService",
"Name" :"Account Service",
"Qodata.context":"/redfish/vl/Smetadata#AccountService",
"@odata.type":"#AccountService.1.0.0",
"Roles": {
"@odata.id":"/redfish/vl1/AccountService/Roles"
}l
"ServiceEnabled":true,
"@odata.id":"/redfish/vl/AccountService",
"Description":"Account Service"

Viewing User Accounts

Request:

curl -GET https://10.10.10.10/redfish/v1/AccountService/Accounts -k -u
admin:Adminl23
{

"Members": [{

"Qodata.id":"/redfish/v1l/AccountService/Accounts/1"

b d

"Qodata.id":"/redfish/v1l/AccountService/Accounts/2"

b d

"Qodata.id":"/redfish/v1l/AccountService/Accounts/3"

1,
"@odata.type":"#ManagerAccountCollection.1.0.0.ManagerAccountCollectio
n",

"Qodata.id":"/redfish/v1l/AccountService/Accounts",
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"Qodata.context":"/redfish/vl/$metadata#AccountService/Accounts"

curl -GET https://10.10.10.10/redfish/v1/AccountService/Accounts/1l -k -u

admin:Adminl23
{

"@odata.id":"/redfish/vl1/AccountService/Accounts/1",

"Links":{
"Role":["/redfish/v1l/AccountService/Roles/admin"]
by
"Name" :"User Account",
"Qodata.context":"/redfish/vl/$metadata#AccountService/Accounts/Member
s/Sentity",

"Qodata.type":"#ManagerAccount.1.0.0",

"RoleId":"admin",
"Description":"User Account",
"Id":."1",

"Enabled":true,
"Locked":false,
"UserName":"admin"

curl -GET https://10.10.10.10/redfish/v1/AccountService/Accounts/2 -k -u

admin:Adminl23
{

"@odata.id":"/redfish/v1l/AccountService/Accounts/2",

"Links":{
"Role":

b

"Name" :"User Account",

["/redfish/v1/AccountService/Roles/user"]

"Qodata.context":"/redfish/vl/$metadata#AccountService/Accounts/Member

s/Sentity",

"Qodata.type":"#ManagerAccount.1.0.0",

"RoleId":"user",
"Description":"User Account",
"Id":"2",

"Enabled":true,
"Locked":false,
"UserName":"username"

Roles

Request:

curl -GET https://10.10.10.10/redfish/v1/AccountService/Roles -k -u

admin:Adminl23
{

"Members": [{

"Q@odata.id":"/redfish/vl/AccountService/Roles/admin"

Fod

"Q@odata.id":"/redfish/vl/AccountService/Roles/user"

Fod

"Qodata.id":"/redfish/v1/AccountService/Roles/read-only"

1y

"Qodata.type":"#RoleCollection.1.0.0.RoleCollection",
"Q@odata.id":"/redfish/vl/AccountService/Roles",

"Name":"Roles Collection",
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"Qodata.context":"/redfish/vl/$metadata#AccountService/Roles"

curl -GET https://10.10.10.10/redfish/v1/AccountService/Roles/admin -k -u
admin:Adminl23
{

"IsPredefined":true,

"Qodata.id":"/redfish/vl/AccountService/Roles/admin",
"AssignedPrivileges":["Login", "ConfigureManager", "ConfigureUsers", "Con
figureSelf", "ConfigureComponents"],

"Name" :"User Role",
"Qodata.context":"/redfish/vl/$metadata#AccountService/Roles/Members/$
entity",

"@Qodata.type":"#Role.1.0.0",

"OEMPrivileges":["OemClearLog", "OemPowerControl"],

"Id":"admin",
"Description":"Admin User Role"

curl -GET https://10.10.10.10/redfish/v1/AccountService/Roles/user -k -u
admin:Adminl23
{

"IsPredefined":true,

"Qodata.id":"/redfish/vl/AccountService/Roles/user",
"AssignedPrivileges":["Login","ConfigureSelf", "ConfigureComponents"],

"Name" :"User Role",
"Qodata.context":"/redfish/vl/$metadata#AccountService/Roles/Members/$
entity",

"@odata.type":"#Role.1.0.0",

"OEMPrivileges":[],

"Id" . "user",
"Description":"User Role"

curl -GET https://10.10.10.10/redfish/v1/AccountService/Roles/read-only -
k -u admin:Adminl23
{
"IsPredefined":true,
"Qodata.id":"/redfish/v1l/AccountService/Roles/read-only",

"AssignedPrivileges":["Login"],

"Name":"User Role",
"Qodata.context":"/redfish/vl/$metadata#AccountService/Roles/Members/$
entity",

"Qodata.type":"#Role.1.0.0",

"OEMPrivileges":[],

"Id":"read-only",
"Description":"ReadOnly User Role"

Logservices

Request:

curl -GET https://10.10.10.10/redfish/v1/Chassis/1/LogServices/SEL/Entries\?\$
top=2 -k -u admin:Adminl23
{

"Members": [{
"Qodata.id":"/redfish/v1l/Managers/1l/LogSerivce/SEL/Entries/1250",

"Id":"1250",

"EntryType":"SEL",
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"Severity":"Normal",

"Message":"Node Manager: Operational Capabilities, Policy

Interface:Available Monitoring:Available Power Limiting:Available ",

"Created":"2016-08-23 22:43:54 "

b d
"Qodata.id":"/redfish/v1l/Managers/1l/LogSerivce/SEL/Entries/1249",

"Idll:lll249ll’
"EntryType":"SEL",
"Severity":"Informational",

"Message":"LED HLTH STATUS: Platform sensor, FAST BLINK event

was deasserted",

"Created":"2016-08-23 22:43:26 "

11y

"@odata.count":"1250",
"Qodata.id":"/redfish/vl1/Chassis/1/LogServices/SEL/Entries",

"Qodata.type":"#LogEntry.1.0.0.LogEntryCollection",
"Qodata.context":"/redfish/vl/$metadata#Chassis/Members/S$entity/LogSer
vices/Members/$entity/Entries”

}

curl -GET https://10.10.10.10/redfish/v1/Managers/CIMC/LogServices
/SEL/Entries\?\$skip=2\&\$top=2 -u admin:adminl23 --insecure
{
"Members": [{
"EntryCode":"State Asserted",
"@odata.id":"/redfish/vl/Managers/CIMC/LogServices/SEL/Entries/279",
"EntryType":"SEL",
"Message":"PSUl PSUl _AC _OK: Power Supply sensor for PSUl, State Asserted",
"Description":"Log Entry 279",
"Name":"Log Entry 279",
"Severity":"Normal",
"IgaT:"279",
"Created":"2016-12-09 04:11:24 "
bt
"EntryCode":"State Asserted",
"@odata.id":"/redfish/vl/Managers/CIMC/LogServices/SEL/Entries/278",
"EntryType":"SEL",
"Message":"PSUl PSUl PWRGD: Power Supply sensor for PSUl, State Asserted",
"Description":"Log Entry 278",
"Name":"Log Entry 278",
"Severity":"Normal",
"IgaT:"278",
"Created":"2016-12-09 04:11:24 "
11,
"Qodata.count":"281",
"@odata.id":"/redfish/v1/Managers/CIMC/LogServices/SEL/Entries",
"Qodata.type":"#LogEntry.1.0.0.LogEntryCollection",
"Members@odata.count":2,
"@odata.context":"/redfish/vl/S$metadata#Managers
/Members/$entity/LogServices/Members/$entity/Entries"

Thermal

Request:

curl -GET
https://10.10.10.10/redfish/v1l/Chassis/1/Thermal#/Temperatures/MLOM
TMP -k -u admin:Adminl23

{

"Fans": [
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"UpperThresholdFatal™: "N/A",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"FanName": "FAN1 SPEED",
"LowerThresholdFatal": "N/A",
"PhysicalContext": "Backplane",
"MemberID": 1,
"LowerThresholdNonCritical": "1600",
"LowerThresholdCritical": "1200",
"ReadingRPM": "5500",
"UpperThresholdCritical": "N/A",
"UpperThresholdNonCritical™: "N/A",
"Qodata.id": "/redfish/vl/Chassis/1/Thermal#/Fans/1"

"UpperThresholdFatal™: "N/A",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"FanName": "FAN2 SPEED",
"LowerThresholdFatal": "N/A",
"PhysicalContext": "Backplane",
"MemberID": 2,
"LowerThresholdNonCritical": "1600",
"LowerThresholdCritical": "1200",
"ReadingRPM": "5500",
"UpperThresholdCritical": "N/A",
"UpperThresholdNonCritical™: "N/A",
"Qodata.id": "/redfish/vl/Chassis/1/Thermal#/Fans/2"

"UpperThresholdFatal™: "N/A",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"FanName": "FAN3 SPEED",
"LowerThresholdFatal": "N/A",
"PhysicalContext": "Backplane",
"MemberID": 3,
"LowerThresholdNonCritical": "1600",
"LowerThresholdCritical": "1200",
"ReadingRPM": "5500",
"UpperThresholdCritical": "N/A",
"UpperThresholdNonCritical™: "N/A",
"Qodata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/3"

"UpperThresholdFatal™: "N/A",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"FanName": "FAN4 SPEED",
"LowerThresholdFatal": "N/A",
"PhysicalContext": "Backplane",
"MemberID": 4,
"LowerThresholdNonCritical": "1600",
"LowerThresholdCritical": "1200",
"ReadingRPM": "5700",
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"UpperThresholdCritical": "N/A",
"UpperThresholdNonCritical™: "N/A",
"Qodata.id": "/redfish/vl/Chassis/1/Thermal#/Fans/4"

"UpperThresholdFatal™: "N/A",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"FanName": "FAN5 SPEED",
"LowerThresholdFatal": "N/A",
"PhysicalContext": "Backplane",
"MemberID": 5,
"LowerThresholdNonCritical": "1600",
"LowerThresholdCritical": "1200",
"ReadingRPM": "5500",
"UpperThresholdCritical": "N/A",
"UpperThresholdNonCritical™: "N/A",
"Qodata.id": "/redfish/vl/Chassis/1/Thermal#/Fans/5"

"UpperThresholdFatal™: "N/A",
"Status": {
"State": "Enabled",
"Health": "OK"
} 4
"FanName": "FAN6 SPEED",
"LowerThresholdFatal": "N/A",
"PhysicalContext": "Backplane",
"MemberID": 6,
"LowerThresholdNonCritical": "1600",
"LowerThresholdCritical": "1200",
"ReadingRPM": "5500",
"UpperThresholdCritical": "N/A",
"UpperThresholdNonCritical™: "N/A",
"Qodata.id": "/redfish/vl/Chassis/1/Thermal#/Fans/6"
}
] 4
"Q@odata.id": "/redfish/v1/Chassis/1/Thermal",
"@odata.type": "#Cisco Thermal",
"Temperatures": [
{
"ReadingCelsius": "43.0",
"Status": {
"State": "Enabled",
"Health": "OK"
} 4
"Name": "MLOM_TMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 1,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "90.0",
"@odata.id":
"/redfish/vl/Chassis/1/Thermal#/Temperatures/MLOM TMP",
"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "85.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "26.0",
"Status": {
"State": "Enabled",
"Health": "OK"
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}I
"Name": "FP_TEMP_SENSOR",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 2,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "45.0",
"@odata.id":
"/redfish/vl/Chassis/1/Thermal#/Temperatures/FP_TEMP_ SENSOR",
"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "40.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "31.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "DDR4_P1 Al TEMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 3,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "85.0",
"@odata.id":

"/redfish/vl/Chassis/1/Thermal#/Temperatures/DDR4 P1 Al TEMP",

"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "65.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "31.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "DDR4_P1 Bl TEMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 4,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "85.0",
"@odata.id":

"/redfish/vl/Chassis/1/Thermal#/Temperatures/DDR4 P1 Bl TEMP",

"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "65.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "32.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "DDR4_P1 Cl_TEMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 5,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "85.0",
"@odata.id":

"/redfish/vl/Chassis/1/Thermal#/Temperatures/DDR4 P1 Cl TEMP",

"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "65.0",
"UpperThresholdFatal™: "N/A"

. Cisco UCS C-Series Servers REST APl Programmer's Guide



| Cisco IMC REST API Examples for Supported C-Series Servers in Release 4.2
Examples of Server Tasks .

"ReadingCelsius": "31.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "DDR4_P1 D1 TEMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 6,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "85.0",
"@odata.id":
"/redfish/vl/Chassis/1/Thermal#/Temperatures/DDR4 P1 D1 TEMP",
"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "65.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "30.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "DDR4 P2 E1 TEMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 7,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "85.0",
"@odata.id":

"/redfish/vl/Chassis/1/Thermal#/Temperatures/DDR4 P2 E1 TEMP",

"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "65.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "29.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "DDR4_ P2 F1 TEMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 8,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "85.0",
"@odata.id":
"/redfish/vl/Chassis/1/Thermal#/Temperatures/DDR4 P2 F1 TEMP",
"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "65.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "33.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "DDR4 P2 Gl TEMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 9,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "85.0",
"@odata.id":
"/redfish/vl/Chassis/1/Thermal#/Temperatures/DDR4 P2 Gl TEMP",
"LowerThresholdNonCritical": "N/A",
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"UpperThresholdCritical”: "65.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "29.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "DDR4 P2 H1 TEMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 10,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "85.0",
"@odata.id":
"/redfish/vl/Chassis/1/Thermal#/Temperatures/DDR4 P2 H1 TEMP",
"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "65.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "48.5",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "P1_TEMP_SENS",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 11,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "82.0",
"@odata.id":
"/redfish/vl/Chassis/1/Thermal#/Temperatures/P1 TEMP SENS",
"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical": "77.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "45.5",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "P2_ TEMP SENS",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 12,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "82.0",
"@odata.id":

"/redfish/vl/Chassis/1/Thermal#/Temperatures/P2 TEMP SENS",

"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "77.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "32.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "PSUl_TEMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 13,
"LowerThresholdFatal": "N/A",
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"LowerThresholdCritical": "65.0",

"@odata.id":
"/redfish/vl/Chassis/1/Thermal#/Temperatures/PSUl TEMP",
"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "60.0",

"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "32.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "PSU2 TEMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 14,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "65.0",
"@odata.id":

"/redfish/vl/Chassis/1/Thermal#/Temperatures/PSU2 TEMP",

"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "60.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "36.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name": "PCH TEMP SENS",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 15,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "85.0",
"@odata.id":

"/redfish/vl/Chassis/1/Thermal#/Temperatures/PCH TEMP_ SENS",

"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "80.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "34.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name" : "RISER2_INLET_TMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 16,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "70.0",
"@odata.id":

"/redfish/vl/Chassis/1/Thermal#/Temperatures/RISER2 INLET TMP",

"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "60.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "33.0",
"Status": {
"State": "Enabled",
"Health": "OK"
}I
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"Name": "RISER1_INLET TMP",

"UpperThresholdNonCritical™: "N/A",

"MemberID": 17,

"LowerThresholdFatal": "N/A",

"LowerThresholdCritical": "70.0",

"@odata.id":
"/redfish/vl/Chassis/1/Thermal#/Temperatures/RISER]1 INLET TMP",

"LowerThresholdNonCritical": "N/A",

"UpperThresholdCritical”: "60.0",

"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "37.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name" : "RISERI_OUTLETTMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 18,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "70.0",
"@odata.id":

"/redfish/vl/Chassis/1/Thermal#/Temperatures/RISER1 OUTLETTMP",

"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "60.0",
"UpperThresholdFatal™: "N/A"

"ReadingCelsius": "33.0",
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"Name" : "RISER2_OUTLETTMP",
"UpperThresholdNonCritical™: "N/A",
"MemberID": 19,
"LowerThresholdFatal": "N/A",
"LowerThresholdCritical": "70.0",
"@odata.id":

"/redfish/vl/Chassis/1/Thermal#/Temperatures/RISER2 OUTLETTMP",

"LowerThresholdNonCritical": "N/A",
"UpperThresholdCritical”: "60.0",
"UpperThresholdFatal™: "N/A"

] 4

"Qodata.context":
"/redfish/vl/$metadata#Chassis/Members/S$entity/Thermal"
}

Establishing a Session

Request:

curl -XPOST https://10.10.10.10/redfish/vl/SessionService/Sessions --header 'Content-Type:
application/json; charset=utf-8' '-d{"Username": "admin", "Password": "passwordl23"}'
—-insecure -v

> POST /redfish/vl/SessionService/Sessions https/1.1

> User-Agent: curl/7.19.7 (i386-redhat-linux-gnu) libcurl/7.19.7

NSS/3.14.0.0 zlib/1.2.3 libidn/1.18 libssh2/1.4.2

> Host: 10.10.10.10

> Accept: */*
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Content-Type: application/Jjson; charset=utf-8
Content-Length: 46

https/1.1 200 OK

Server: Monkey

Date: Wed, 24 Aug 2016 06:12:36 GMT
Transfer-Encoding: Chunked

X-Auth-Token: a8l1a53a75544d448d7544775d355840d
Status: 201

Content-Type: application/json
Content-Length:143

~ ANANANANANNNANANANV VYV

"Qodata.id":"/redfish/vl/SessionService/Sessions/117",
"Description":"Session of user: admin",

"Name":"User Session #117",

"Id":117

Accessing the Session Details

Request:

curl -GET https://10.10.10.10/redfish/vl/SessionService/Sessions --header 'Authorization:

OAuth
a81a53a75544d448d7544775d355840d' -insecure
{

"Members": [{
"Qodata.id":"/redfish/vl/SessionService/Sessions/117"
b d
"Qodata.id":"/redfish/vl/SessionService/Sessions/116"
b d
"Qodata.id":"/redfish/vl/SessionService/Sessions/115"
b d
"Qodata.id":"/redfish/vl/SessionService/Sessions/114"
1
"@odata.type":"#SessionCollection.1.0.0.SessionCollection",
"Qodata.id":"/redfish/vl/SessionService/Sessions",
"Name":"Session Collection",
"Members@odata.count":4,
"Qodata.context":"/redfish/vl/$metadata#SessionService/Sessions"

Accessing Details of a Particular Session

Request:

curl -GET https://10.10.10.10/redfish/vl/SessionService/Sessions/117 --header 'Authorization:

OAuth
a8l1a53a75544d448d7544775d355840d' --insecure
{

"Idriv117",

"Name":"User Session #117",
"@odata.context":"/redfish/vl/$metadata#SessionService/Sessions/Member
s/Sentity",

"Oem" : {

"SessionType":"redfish",
"RemoteIP":"10.10.10.10"
}I
"@Qodata.type":"#Session.1.0.0",
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"UserName":"admin",
"Qodata.id":"/redfish/vl/SessionService/Sessions/117",
"Description":"redfish session for user admin"

}

Adding User

Request:

curl -XPOST https://10.10.10.10/redfish/v1/AccountService/Accounts/5 -d
'{"UserName":"test5", "Password":"Passwordl23","RoleId":"admin", "Enabled":"true"}' -u
admin:Admin@l123 --insecure -v

Deleting User

Request:

curl -XDELETE https://10.10.10.10/redfish/v1/AccountService/Accounts/5 -u admin:Adminl23

insecure -v

Modifying User
Request:

curl -XPATCH https://10.10.10.10/redfish/v1/AccountService/Accounts/5 -d
'{"UserName":"test5", "Password" :"Passwordl23", "RoleId":"admin", "Enabled":"false"}' -u
admin:Adminl23 --insecure -v
{

"Locked":false,

"RoleId":"admin",

"Id":"5",

"Description":"User Account",

"Enabled":false,

"Name" :"User Account",

"UserName":"testb"

Clearing an SEL Log
Request:

curl -GET https://10.10.10.10/redfish/v1/Chassis/1
/LogServices/SEL/Actions/LogService.Clearlog -d '{}' -
u admin:Adminl23 --insecure -v

Examples of Server Tasks for 3.1(3)

This chapter includes the following sections:
» Examples of Updates from Previous Releases, on page 51

» Examples of New Additions in 3.1(3) Release, on page 59
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Examples of Updates from Previous Releases
This section includes the following updates to responses from previous releases:
* Viewing Specific System Information, on page 51
* Retrieving Chassis, on page 53
* Retrieving Chassis Power Details, on page 54
* Retrieving Cisco IMC Information, on page 55
* Retrieving Details of a Specific SEL Entry, on page 57
* Retrieving Service Root without Authentication, on page 57

* Viewing User Accounts, on page 58

Viewing Specific System Information

Response:

"SerialNumber":"FCH1845V1X6",

"Id":"FCH1845V1X6",

"IndicatorLED":"Off",

"PowerState":"On",

"ProcessorSummary": {
"Model":"Intel (R) Xeon(R) CPU E5-2695 v3 @ 2.30GHz",
"Count":2

}I

"NetworkInterfaces": {
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/NetworkInterfaces"

}I

"Storage": {
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage"

}I

"BIOS": {
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/BIOS"

}I

"UUID":"C68B1C5B-C012-4C08-BACC-A45BFE15CC8F",

"Name":"UCS C220 M4L",

"@odata.type":"#Cisco_ ComputerSystem",

"Manufacturer":"Cisco Systems",

"Actions": {

"#ComputerSystem.Reset": {
"target":"/redfish/v1/Systems/FCH1845V1X6/Actions/ComputerSystem.Reset",
"ResetType@Redfish.AllowableValues": ["On", "ForceOff", "GracefulShutdown",

"ForceRestart","Nmi", "PowerCycle"]

}

}I

"EthernetInterfaces": {
"Qodata.id":"/redfish/v1l/Systems/FCH1845V1X6/EthernetInterfaces"

}I

"Boot": {
"BootSourceOverrideTarget":"None",

"BootSourceOverrideTarget@Redfish.AllowableValues": ["None", "Pxe", "Floppy", "Cd", "HAd", "BiosSetup",
"Diags"] ,
"BootSourceOverrideEnabled@Redfish.AllowableValues": ["Once", "Continuous", "Disabled"],

"BootSourceOverrideEnabled":"Disabled"

}I
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"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6",
"AssetTag":"Unknown",
"PCIeFunctions": [{
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/PCIeFunctions/L"
b
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/PCIeFunctions/MLOM"
bt
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/PCIeFunctions/HBA"
11y
"SystemType":"Physical",
"BiosVersion":"C220M4.4.0.1b.0.0629181250",
"HostName" :"svbu-ga-blr-dnl-103-bmc",
"MemorySummary" : {
"TotalSystemMemoryGiB": 64,
"State": {
"HealthRollup":"OK",
"Health":"OK"
}
}I
"Processors": {
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/Processors"
}I
"PCIeFunctions@odata.count":3,
"Description":""
"SimpleStorage": {
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/SimpleStorage"
}I
"PCIeDevices": [{
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/PCIeDevices/L"
bt
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/PCIeDevices/MLOM"
b
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/PCIeDevices/HBA"
11y
"Status": {
"State":"Enabled",
"Health":"Ok"
}I
"Links":{
"CooledBy": ["/redfish/v1/Chassis/1/Thermal"],
"Chassis":["/redfish/v1l/Chassis/1"],
"PoweredBy": ["/redfish/v1/Chassis/1/Power"],
"ManagedBy": ["/redfish/v1l/Managers/CIMC"]
}I
"SecureBoot": {
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/SecureBoot"
}I
"LogServices":{
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/LogServices"
}I
"Model":"UCS C220 M4L",
"TrustedModules": {
"InterfaceType":"TPM1 2",
"InterfaceTypeSelection":"BiosSetting",
"FirmwareVersion":"1.2",
"Status": {
"State":"Enabled",
"Health":"OK"
}
}I
"Qodata.context":"/redfish/vl/$metadata#Systems/Members/$Sentity",
"Memory": {
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/Memory"
}I
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"PCIeDevices@odata.count":3

Retrieving Chassis

Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1 | json_reformat

Response:
{
"SerialNumber": "FCH2005V1EN",
"NetworkAdapter": {
"@odata.id": "/redfish/vl/Chassis/1l/NetworkAdapter"
bo
"Qodata.id": "/redfish/v1/Chassis/1",
"WeightKg": 24,
"AssetTag": "TEST REDFISH123",
"PowerState": "On",
"Qodata.context": "/redfish/vl/S$metadata#Chassis/Members/$entity",
"ChassisType": "Rack",
"DepthMm": 766,
"Description": "It represents the properties for physical components for
This one object is intended to represent racks, rackmount servers, blades,
modular
systems, enclosures, and all other containers. The non-cpu/device centric

schema are all
accessed either directly or indirectly through this resource",
"Thermal": {

b

"@odata.id": "/redfish/vl/Chassis/1/Thermal"

"Links": {

"Drives": [
"/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA/Drives/PD-1",
"/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA/Drives/PD-2",
"/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA/Drives/PD-3",
"/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA/Drives/PD-4",
"/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA/Drives/PD-5",
"/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA/Drives/PD-6",
"/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA/Drives/PD-7",
"/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA/Drives/PD-8",
"/redfish/v1/Systems/FCH2005V1EN/Storage/FlexFlash-0/Drives/SLOT-1",
"/redfish/v1/Systems/FCH2005V1EN/Storage/FlexFlash-0/Drives/SLOT-2"

1,

"CooledBy": [

"/redfish/vl/Chassis/1/Thermal"

1,

"ComputerSystems": [
"/redfish/v1/Systems/FCH2005V1EN"

1,

"PCIeDevices": [

"/redfish/v1/Systems/FCH2005V1EN/PCIeDevice/L",
"/redfish/v1/Systems/FCH2005V1EN/PCIeDevice/MLOM",
"/redfish/v1/Systems/FCH2005V1EN/PCIeDevice/HBA"

1,

"Storage": [

"/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA",
"/redfish/v1/Systems/FCH2005V1EN/Storage/FlexFlash-0"

1,

"PoweredBy": [

"/redfish/vl/Chassis/1/Power"

any system.
standalone,

parts of the
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]I
"ManagedBy": [
"/redfish/v1/Managers/CIMC"

1
}I
"Status": {

"State": "Enabled",

"Health": "OK"
}I
"LogServices": {

"Qodata.id": "/redfish/vl/Chassis/1l/LogServices"
}I
"Name": "Computer System Chassis",
"HeightMm": 87,
"Power": {

"Qodata.id": "/redfish/vl/Chassis/1l/Power"
}I
"WidthMm": 482,

"@odata.type": "#Chassis.1.0.0.Chassis",
"Actions": {
"#Chassis.Reset": {
"Target": "/redfish/vl1/Chassis/1/Actions/Chassis.Reset",
"ResetType@Redfish.AllowableValues": [
"on",
"ForceOff"
1
}
}I
"Manufacturer": "Cisco Systems Inc.",
"IndicatorLED": "Off",
"Model": "UCS C240 M43S",
"Idr. "1v

Retrieving Chassis Power Details

Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1l/Chassis/1/Power | json_reformat

Response:

<SNIP>
"PowerControl":{
"PhysicalContext":"PowerSupply",
"PowerConsumedWatts":"184",
"PowerMetric": {
"IntervalInMin":0.0833,
"MinConsumedWatts":"182",
"AverageConsumedWatts":"187",
"MaxConsumedWatts":"197"
}
}l
"PowerSupplies": [
{
"SerialNumber": "DCH2012TOSR",
"FirmwareVersion": "10031006",
"Qodata.id": "/redfish/vl/Chassis/1l/Power#/PowerSupplies/PSUL",
"Status": {
"state": "Enabled"
}l
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"LineInputVoltage": "230",
"Name": "PSUL",
"InputRanges": [
{
"InputType": "AC",
"OutputWattage": 800,
"MaximumFrequencyHz": 63,

"MaximumVoltage": 140,
"MinimumvVoltage": 90,
"MinimumFrequencyHz": 47

"MinimumVoltage": 180,
"MaximumFrequencyHz": 63,
"MaximumVoltage": 264,
"OutputWattage": 1200,

"InputType": "AC",
"MinimumFrequencyHz": 47
}

] 4
"Manufacturer": "Cisco Systems Inc",
"MemberID": 1,
"LastPowerOutputWatts": "168",
"SparePartNumber": "341-0631-01",
"PartNumber": "341-0631-01",
"PowerSupplyType": "AC",
"Model": "DPST-1200DB A",
"LineInputVoltageType": "AC"

Retrieving Cisco IMC Information

Request:

Examples of Server Tasks for 3.1(3) .

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC

Response:

"DateTimeLocalOffset":"UTC+0000",

"Igr:TCIMCT,

"Links": {
"ManagerForChassis":["/redfish/v1/Chassis/1"],
"ManagerForServers": ["/redfish/v1/Systems/WZP21080FBD"],
"ManagerInChassis": ["/redfish/v1/Chassis/1"]

}l
"ManagerType":"CIMC",

"Qodata.context":"/redfish/vl/$metadata#Managers/Members/$Sentity",

"Qodata.id":"/redfish/v1/Managers/CIMC",
"VirtualMedia": {

"Qodata.id":"/redfish/v1l/Managers/CIMC/VirtualMedia"

}l
"Description":
"LogServices": {

wn
’

"@odata.id":"/redfish/v1l/Managers/CIMC/LogServices"

}l

"Seriallnterfaces":{

"Qodata.id":"/redfish/v1/Managers/CIMC/SerialInterfaces"

}l

"FirmwareVersion":"3.1(2.257)",

"UUID":"5C67BE5B-DA03-4067-A9DD-1DC9128A8E18",
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"Status": {
"State":"Enabled",
"Health":"OK"
}I
"ManagerNetworkProtocol": {
"Qodata.id":"/redfish/v1l/Managers/CIMC/ManagerNetworkProtocol"
}I

"Name":"Cisco Integrated Management Controller",
"Actions": {
"#0em. ImportBmcConfig": {

"Protocol@Redfish.AllowableValues": ["TFTP","SCP","SFTP","FTP", "HTTP"],
"Passphrase@Redfish.AllowableValues": ["Passphrase"],
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues": ["Valid Hostname/IP Address"],
"Target":"/redfish/v1l/Managers/CIMC/Actions/Oem. ImportBmcConfig",
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]

}I
"#0em.BmcFwUpdate": {

"Protocol@Redfish.AllowableValues": ["TFTP", "SCP", "SFTP", "FTP", "HTTP"],
"Target":"/redfish/vl/Managers/CIMC/Actions/Oem.BmcFwUpdate",
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues":["Valid Hostname/IP Address"],
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]

}I

"#Manager.Reset": {
"Target":"/redfish/vl/Managers/CIMC/Actions/Manager.Reset",
"ResetType@Redfish.AllowableValues": ["ForceRestart"]

}I

"#0em.BiosFwUpdate": {

"Protocol@Redfish.AllowableValues": ["TFTP", "SCP", "SFTP", "FTP", "HTTP"],
"Target":"/redfish/v1l/Managers/CIMC/Actions/Oem.BiosFwUpdate",
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues":["Valid Hostname/IP Address"],
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]

}I
"#0em.ExportBmcConfig": {

"Protocol@Redfish.AllowableValues": ["TFTP", "SCP", "SFTP", "FTP", "HTTP"],
"Passphrase@Redfish.AllowableValues": ["Passphrase"],
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues":["Valid Hostname/IP Address"],
"Target":"/redfish/v1l/Managers/CIMC/Actions/Oem.ExportBmcConfig",
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]

}I
"#0em.BmcTechSupportExport": {

"Protocol@Redfish.AllowableValues": ["TFTP", "SCP", "SFTP", "FTP", "HTTP"],
"Target":"/redfish/vl/Managers/CIMC/Actions/Oem.BmcTechSupportExport",
"RemoteUsername@Redfish.AllowableValues": ["Remote Server Username"],
"RemotePath@Redfish.AllowableValues":["Valid Remote Share Path"],
"RemoteHostname@Redfish.AllowableValues":["Valid Hostname/IP Address"],
"RemotePassword@Redfish.AllowableValues": ["Remote Server Password"]

}
}I
"ServiceEntryPointUUID":"5C67BE5B-DA03-4067-A9DD-1DC9128A8E18",
"DateTime":"Sat Jan 20 18:26:34 2018",
"Qodata.type":"#Manager.1.0.0.Manager",
"GraphicalConsole": {
"MaxConcurrentSessions":4,
"ConnectTypesSupported": ["KVMIP", "WebUI"],
"ServiceEnabled":false

}I
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"CommandShell": {
"MaxConcurrentSessions":4,
"ConnectTypesSupported": ["SSH", "IPMI", "XML API"],
"ServiceEnabled":true

}I

"SerialConsole":{
"MaxConcurrentSessions":4,
"ConnectTypesSupported": ["SSH", "IPMI", "XML API"],
"ServiceEnabled":true

}I

"Model" :"UCSC-C220-M5SX",

"EthernetInterfaces":{
"Qodata.id":"/redfish/vl1/Managers/CIMC/EthernetInterfaces"

Retrieving Details of a Specific SEL Entry
Request:

curl -k -u admin:xxxx https://10.10.10.10/redfish/vl/Managers/CIMC/LogServices/SEL/Entries/1

Response:

"EntryCode":"State Asserted",
"EventTimestamp":"2018-07-17 23:38:32 ",
nIgrirln,

"EntryType":"SEL",

"Name":"Log Entry 1",

"@odata.context":"/redfish/vl/Smetadata#iManagers/Menbers/Sentity/logServices/Marbers/Sentity/Entries/Memoers/Sentity",

"EventType":"StatusChange",

"@odata.type":"#LogEntry.1.0.0",

"EventIid":"1",

"Message":"FRU_RAM SEL_FULLNESS: Event Log sensor for FRU RAM, Log Area Reset/Cleared was
asserted",

"Description":"Log Entry 1",

"Severity":"Normal",

"@Qodata.id":"/redfish/v1l/Managers/CIMC/LogServices/SEL/Entries/1",

"Created":"2018-07-17 23:38:32 "

Retrieving Service Root without Authentication

Response:

{

"Chassis": {
"Qodata.id":"/redfish/v1/Chassis"

bo

"Qodata.id":"/redfish/v1/",

"JSONSchemas": {
"@odata.id":"/redfish/v1/JSONSchemas"

bo

"RedfishVersion":"1.2.0",

"EventService": {
"@odata.id":"/redfish/vl1/EventService"
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}I

"Systems": {
"Qodata.id":"/redfish/v1/Systems"

}I

"UpdateService": {
"Qodata.id":"/redfish/vl1/UpdateService"

}I

"Links":{
"Sessions": {
"Qodata.id":"/redfish/vl/SessionService/Sessions"
}
}I
"Name":"Cisco RESTful Root Service",
"Description":"Root Service",
"TaskService": {

"Qodata.id":"/redfish/v1/TaskService"
}I
"MessageRegistry": {
"Qodata.id":"/redfish/vl/MessageRegistry"
}I
"Qodata.type":"#ServiceRoot.1.2.0.ServiceRoot",
"SessionService":{
"Qodata.id":"/redfish/vl/SessionService"
}I
"@odata.context":"/redfish/vl/Smetadata#ServiceRoot",
"Managers": {
"Qodata.id":"/redfish/v1/Managers"
}I
"AccountService": {
"Qodata.id":"/redfish/v1l/AccountService"
}I

"Id":"RootService"

Viewing User Accounts

Response:

{

"Accounts": {
"Qodata.id":"/redfish/vl1/AccountService/Accounts"

}V

"AccountLockoutThreshold":0,

"Id":"AccountService",

"AccountLockoutDuration":0,

"MaxPasswordLength":20,

"MinPasswordLength":8,

"AccountLockoutCounterResetAfter":0,

"Description":"Account Service",

"PrivilegeMap": {
"Qodata.id":"/redfish/v1l/AccountService/PrivilegeMap"

}V

"Name" :"Account Service",

"Roles":{
"@odata.id":"/redfish/v1l/AccountService/Roles"

}V

"Qodata.type":"#AccountService.1.0.0",

"ServiceEnabled":true,

"AuthFailureLoggingThreshold":0,

"@odata.id":"/redfish/vl/AccountService",

"@odata.context":"/redfish/vl/$Smetadataf#AccountService"
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Examples of New Additions in 3.1(3) Release

This section includes the following examples on how to use the REST API to perform common server tasks
for 3.1(3) release:

* Retrieving Cisco IMC Managers Ethernet Interfaces and NICS, on page 60
* Retrieving Cisco IMC Log Entries, on page 61

* Retrieving BIOS Tokens, on page 62

* Configuring BIOS Tokens, on page 64

* Resetting BIOS Action, on page 65

* Retrieving Storage Collection, on page 66

* Retrieving Individual Storage Controller, on page 66

* Retrieving Individual Drives, on page 67

¢ Performing SecureErase on Drives, on page 68

* Retrieving Volumes, on page 68

* Retrieving Individual Volumes, on page 68

* Performing Initialize Action on Volumes, on page 69

* Performing SetEncryptionKey Action on Storage Controller, on page 69
* Retrieving FlexFlash Storage Information, on page 70

* Getting DHCP and NTP in ManagerNetworkProtocol, on page 70

* Retrieving Memory Collection, on page 71

* Retrieving Individual DIMM, on page 72

* Retrieving Network Adapter Collection, on page 72

* Retrieving Network Adapter, on page 73

* Performing Reset Settings to Default Action on Network Adapter, on page 74
* Retrieving Network Device Function Collection, on page 74

* Retrieving Network Device Function, on page 74

* Retrieving Network Ports Collection, on page 75

* Retrieving Network Ports, on page 76

* Retrieving Update Service, on page 76

* Retrieving Firmware Inventory, on page 77

* Retrieving Software Inventory, on page 77

* Retrieving Network Interface in System, on page 77

* Retrieving Individual Network Interface, on page 78
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* Retrieving Secure Boot, on page 78

* Configuring Secure Boot, on page 79

* Configuring Port and Protocol Enabled in Manager Network Protocol, on page 79

* Retrieving PCle Devices, on page 80
* Retrieving PCle Functions, on page 80

* Retrieving Privilege Map, on page 81

Retrieving Cisco IMC Managers Ethernet Interfaces and NICS

Request:

curl -k -u admin:xxxx https://10.10.10.10/redfish/v1/Managers/CIMC/EthernetInterfaces/NICs

Response:

{

"FQDN":"svbu-ga-blr-dnl-103-bmc",

"IPv6DefaultGateway":"::",
"I4U:TNICS",
"NameServers":["171.70.168.183","171.68.226.120"7,

"AutoNeg":true,
"@odata.context":"/redfish/vl/$metadata#Managers/Members/Sentity/

EthernetInterfaces/Members/S$Sentity",

"SpeedMbps":"10",
"HostName":"svbu-ga-blr-dnl-103-bmc",
"IPv6Addresses": {
"Address":"::",
"PrefixLength":"64",
"AddressOrigin":"Static"
by
"FullDuplex":true,
"IPv4Addresses": {
"Gateway":"10.225.78.1",
"Address":"10.225.78.210",
"SubnetMask":"255.255.255.0",
"AddressOrigin":"Static"
by
"VLAN" : {
"VLANId":1,
"VLANEnable":false
by
"InterfaceEnabled":true,
"MACAddress":"AQO:EC:F9:CD:BB:28",
"Name":"Manager Ethernet Interface",
"Links":{
"Chassis":["/redfish/v1/Chassis/1"]
by
"Qodata.id":"/redfish/vl/Managers/CIMC/EthernetInterfaces/NICs",
"Qodata.type":"#EthernetInterface.1.0.0",
"MaxIPv6StaticAddresses":1,
"MTUSize":1500,
"Description":"Manager Network Interface",
"PermanentMACAddress" :"AO0:EC:F9:CD:BB:28",

"IPv6StaticAddresses": {
"PrefixLength":"64",
"Address":"::"
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Retrieving Cisco IMC Log Entries

Request:

curl -k -u admin:xxxx https://10.10.10.10/redfish/v1/Managers/CIMC/LogServices/CIMC/Entries

Response:

{

"Members": [{

H

"EventTimestamp":"2019 May 3 11:29:45 UTC",
"Id":1,

"EntryType":"CIMC",

"Name":"Log Entry 1",

"EventType":"Alert",

"EventId":1,

"Message":" pam ldap manager (redfish:auth): Start ----------- >\n",
"Description":"Log Entry 1",
"Severity":"Informational",

"@odata.id":"/redfish/vl/Managers/CIMC/LogServices/CIMC/Entries/1",
"Created":"2019 May 3 11:29:45 UTC"

{

"EventTimestamp":"2019 May 3 11:29:41 UTC",

"Id":2,

"EntryType":"CIMC",

"Name":"Log Entry 2",

"EventType":"Alert",

"EventId":2,

"Message":" CIMC log cleared by User:admin from Interface:webgui\n",
"Description":"Log Entry 2",

"Severity":"Notice",
"@odata.id":"/redfish/vl/Managers/CIMC/LogServices/CIMC/Entries/2",
"Created":"2019 May 3 11:29:41 UTC"

{

"EventTimestamp":"2019 May 3 11:29:41 UTC",

"Id":3,

"EntryType":"CIMC",

"Name":"Log Entry 3",

"EventType":"Alert",

"EventId":3,

"Message":" obj/../../src/LogAgent.cc:956:CIMC log clear\n",
"Description":"Log Entry 3",

"Severity":"Notice",
"@odata.id":"/redfish/vl/Managers/CIMC/LogServices/CIMC/Entries/3",
"Created":"2019 May 3 11:29:41 UTC"

’

"Qodata.count":3,
"@odata.id":"/redfish/v1/Managers/CIMC/LogServices/CIMC/Entries",
"Qodata.type":"#LogEntry.1.0.0.LogEntryCollection",
"Members@odata.count":3,

"@odata.context":"/redfish/vl/$metadata#Managers/Members/Sentity/LogServices/Members/Sentity/Entries"

}

Request:

curl -k -u admin:xxxx https://10.10.10.10/redfish/v1/Managers/CIMC/LogServices/CIMC/Entries/1
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Response:

{
"EventTimestamp":"2019 May 3 11:29:45 UTC",
nrgrann,
"EntryType":"CIMC",
"Name":"Log Entry 1",

"@odata.context":"/redfish/vl/$metadata#Managers/Members/S$Sentity/LogServices/Members/$entity/
Entries/Members/Sentity",

"EventType":"Alert",

"@Qodata.type":"#LogEntry.1.0.0",

"EventId":"1",

"Message":" pam ldap manager (redfish:auth): Start ----------- >\n",
"Description":"Log Entry 1",
"Severity":"Informational",

"Qodata.id":"/redfish/v1l/Managers/CIMC/LogServices/CIMC/Entries/1",
"Created":"2019 May 3 11:29:45 UTC"

Retrieving BIOS Tokens
Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/BIOS

Response:

"Id":"BiosToken",

"Name" :"BiosToken",

"@odata.context":"/redfish/vl/$metadata#Systems/Members/$entity/BIOS",

"@odata.type":"#Cisco BiosToken",

"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/BIOS",

"Attributes": {
"IntelVT":"Enabled",
"PcieSlotRiserlLinkSpeed":"GEN3",
"AllLomPortControl":"Enabled",
"NUMAOptimize":"Enabled",
"PchUsb30Mode" :"Disabled",
"cdnEnable":"Disabled",
"EnhancedIntelSpeedStep":"Enabled",
"LegacyUSBSupport":"Enabled",
"PcieSlotMLOMLinkSpeed":"GEN3",
"QPILinkFrequency":"Auto",
"UsbPortRear" :"Enabled",
"IntelHyperThread":"Enabled",
"SrIov":"Enabled",
"PCIROMCLP":"Disabled",
"SelectMemoryRAS" :"Maximum Performance",
"CoherencySupport":"Disabled",
"PcieOptionROMs" :"Enabled",
"RedirectionAfterPOST":"Always Enable",
"TPMAdminCtrl":"Enabled",
"UsbEmul6064" :"Enabled",
"FlowCtrl":"None",
"PuttyFunctionKeyPad":"ESCN",
"PwrPerfTuning":"0S",
"PatrolScrub":"Enabled",
"BootPerformanceMode" :"Max Performance",
"CPUPowerManagement":"Performance",
"PcieSlotlOptionROM":"Enabled",
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"CpuPerformanceProfile":"Enterprise",
"PsdCoordType":"HW ALL",
"ProcessorC3Report":"Disabled",

"OSBootWatchdogTimerTimeout":"10 mins",
"PcieSlotRiser2LinkSpeed" :"GEN3",
"PcieSlotN20ptionROM" : "Enabled",
"HardwarePrefetch":"Enabled",
"OSBootWatchdogTimerPolicy":"Power Down",
"AllUsbDevices":"Enabled",
"FRB-2":"Enabled",
"UsbPortInt":"Enabled",
"comSpcrEnable":"Disabled",
"PcieSlotHBALinkSpeed" :"GEN3",
"WorkLdConfig":"Balanced",
"ConsoleRedir":"COM 0",
"RankInterLeave":"Auto",
"POPSupport":"Disabled",
"UsbXhciSupport":"Enabled",
"SataModeSelect":"AHCI",
"UsbPortKVM" :"Enabled",
"ProcessorClE" :"Enabled",
"UsbPortFront":"Enabled",
"AdjacentCachelinePrefetch":"Enabled",
"TerminalType":"VT100",
"BaudRate":"115200",
"MemoryMappedIOAbove4GB" : "Enabled",
"CpuEngPerfBias":"Balanced Performance",
"PassThroughDMA" :"Disabled",
"LomOpromControlPortO":"Enabled",
"UsbPortVMedia":"Enabled",
"QpiSnoopMode":"Auto",
"HWPMEnable":"Disabled",
"DculpPrefetch":"Enabled",
"PcieSlotMLOMOptionROM" : "Enabled",
"InterruptRemap":"Enabled",
"DemandScrub" :"Enabled",
"DirectCacheAccess":"Auto",
"CmciEnable":"Enabled",
"AutonumousCstateEnable":"Disabled",
"ChannelInterLeave":"Auto",
"IntelTurboBoostTech":"Enabled",
"PcieSlotN1lOptionROM":"Enabled",
"IntelVTD":"Enabled",
"ATS":"Enabled",
"ExecuteDisable":"Enabled",
"DcuStreamerPrefetch":"Enabled",
"PCIeSSDHotPlugSupport":"Disabled",
"PcieSlot20ptionROM":"Enabled",
"LomOpromControlPortl":"Enabled",
"CoreMultiProcessing":"All",
"VgaPriority":"Onboard",
"PackageCstateLimit":"C0O/C1",
"LocalX2Apic":"XAPIC",
"PcieSlotFrontSlot6LinkSpeed":"Auto",
"Altitude":"300 M",
"PcieSlotFrontSlot5LinkSpeed":"Auto",
"PcieSlotHBAOptionROM" : "Enabled",
"OSBootWatchdogTimer":"Disabled",
"ProcessorC6Report":"Enabled"

}I

"Actions":{
"#Bios.ResetBios": {

"target":"/redfish/v1/Systems/FCH1845V1X6/BIOS/Actions/Bios.ResetBios"
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}I

"Description":"BIOS Configuration Current Settings"

Configuring BIOS Tokens
Request:

curl -XPATCH -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/BIOS
_d'
{"TPMAdminCtrl":"Disabled", "SelectMemoryRAS":"Mirroring"}'

Response:

"Id":"BiosToken",
"Status": {
"State":"Enabled",
"Health":"OK"

}l

"Attributes":{
"TPMAdminCtrl":"Disabled",
"POPSupport":"Disabled",
"OSBootWatchdogTimerPolicy":"Power Down",
"OSBootWatchdogTimerTimeout":"15 mins",
"FRB-2":"Enabled",
"OSBootWatchdogTimer":"Enabled",
"IntelVT":"Enabled",
"AllLomPortControl":"Enabled",
"NUMAOptimize":"Enabled",
"PchUsb30Mode" :"Disabled",
"cdnEnable":"Disabled",
"CmciEnable":"Disabled",
"LegacyUSBSupport":"Enabled",
"PcieS1lotHBAOptionROM" : "Enabled",
"PcieSlot50ptionROM" :"Disabled",
"QPILinkFrequency":"Auto",
"UsbPortRear":"Enabled",
"IntelHyperThread":"Disabled",
"SrIov":"Enabled",
"PCIROMCLP" :"Disabled",
"SelectMemoryRAS" :"Mirroring",
"DirectCacheAccess":"Enabled",
"PcieOptionROMs" :"Enabled",
"RedirectionAfterPOST":"Always Enable",
"UsbEmul6064" :"Enabled",
"FlowCtrl":"None",
"PcieS1lotN1OptionROM":"Disabled",
"PwrPerfTuning":"0S",
"PatrolScrub":"Enabled",
"BootPerformanceMode":"Max Performance",
"CPUPowerManagement":"Energy Efficient",
"PcieSlotlOptionROM" :"Disabled",
"CpuPerformanceProfile":"Enterprise",
"PsdCoordType" :"HW ALL",
"ProcessorC3Report":"Disabled",
"comSpcrEnable":"Disabled",
"WorkLdConfig":"Balanced",
"PcieSlot20ptionROM" :"Disabled",
"UsbXhciSupport":"Enabled",
"UsbPortVMedia":"Enabled",

. Cisco UCS C-Series Servers REST APl Programmer's Guide



| Cisco IMC REST API Examples for Supported C-Series Servers in Release 4.2

}
}I

"PcieSlotN20ptionROM":"Disabled",
"ATS":"Enabled",

"UsbPortKVM" :"Enabled",
"AllUsbDevices":"Enabled",
"UsbPortFront":"Enabled",
"UsbPortInt":"Enabled",
"TerminalType":"VT100",
"PcieSlotHBALinkSpeed":"GEN3",
"SataModeSelect":"AHCI",
"PcieSlot40ptionROM":"Disabled",
"PcieSlotSSDSlot2LinkSpeed" :"GEN3",
"IntelTurboBoostTech":"Enabled",
"RankInterLeave":"Auto",
"QpiSnoopMode" : "Home Snoop",
"PuttyFunctionKeyPad":"ESCN",
"ProcessorClE" :"Enabled",
"ProcessorC6Report":"Enabled",
"AdjacentCachelLinePrefetch":"Enabled",
"PcieSlotRiserlSlot3LinkSpeed":"Auto",
"BaudRate":"115200",
"MemoryMappedIOAbove4GB" : "Enabled",
"CpuEngPerfBias":"Performance",
"PassThroughDMA" :"Disabled",
"LomOpromControlPortO":"Enabled",
"PcieSlot60ptionROM":"Disabled",
"DculpPrefetch":"Enabled",
"HWPMEnable":"Disabled",
"DemandScrub":"Enabled",
"PcieSlotMLOMOptionROM" : "Enabled",
"InterruptRemap":"Enabled",
"HardwarePrefetch":"Enabled",
"PcieSlotRiser2Slot4LinkSpeed" :"GEN3",
"LocalX2Apic":"XAPIC",
"ChannelInterLeave":"Auto",
"ConsoleRedir":"COM 0",
"PcieSlotFLOMLinkSpeed":"GEN3",
"CoherencySupport":"Disabled",
"IntelVTD":"Disabled",
"DcuStreamerPrefetch":"Enabled",
"ExecuteDisable":"Enabled",
"LomOpromControlPortl":"Enabled",
"PCIeSSDHotPlugSupport":"Disabled",
"PackageCstateLimit":"C6 Retention",
"CoreMultiProcessing":"All",
"PcieSlotRiserlSlotlLinkSpeed":"GEN3",
"VgaPriority":"Onboard",
"Altitude":"300 M",
"AutonumousCstateEnable":"Disabled",
"PcieSlotSSDSlotlLinkSpeed" :"GEN3",
"EnhancedIntelSpeedStep":"Enabled",
"PcieSlotRiser2Slot6LinkSpeed" :"GEN3",
"PcieSlot30ptionROM":"Disabled",
"PcieSlotRiserlSlot2LinkSpeed" :"GEN3",
"PcieSlotRiser2Slot5LinkSpeed" :"GEN3"

"Name" :"BiosToken",

"Description":"BIOS Configuration Current Settings"

Resetting BIOS Action

Request:

Examples of Server Tasks for 3.1(3) .
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curl -XPOST -k -u admin:password
https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/BIOS/Actions/Bios.ResetBios -d '{}'

Retrieving Storage Collection

Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/Storage

Response:

"Members": [{
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA"
b
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/FlexFlash-0"
1y
"Description":"Collection of storage resource instances for this system",
"@odata.type":"#Cisco_ StorageCollection",
"@odata.id":"/redfish/v1/Systems/ FCH2005V1EN /Storage",
"Members@odata.count":2,
"Name":"Storage Collection",
"@odata.context":"/redfish/vl/$metadata#Systems/Members/$entity/Storage"

Retrieving Individual Storage Controller

Request:
curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA

Response:

"Drives": [{
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Drives/PD-1"
bod
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Drives/PD-2"
b d
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Drives/PD-3"
b d
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Drives/PD-4"
}]l
"Links":{
"Enclosures": ["/redfish/v1l/Chassis/1"]
}l
"@odata.type":"#Cisco Storage",
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA",
"Volumes": {
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Volumes"
}l
"StorageControllers": {
"SerialNumber":"Sv43929084",
"SupportedbDeviceProtocols":"SATA, SAS, NVMe",
"SupportedControllerProtocols":"PCIe",
"Status":{
"State":"Enabled",
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"Health":"OK",

"HealthRollup":"OK"
}I
"Name":"Cisco 12G SAS Modular Raid Controller",
"MemberId":"RAID",
"Manufacturer":"LSI Logic",
"Model":"Cisco 12G SAS Modular Raid Controller",
"FirmwareVersion":"4.620.00-7309"

}I

"Actions": {
"#Storage.SetEncryptionKey": {
"SecurityKey@Redfish.AllowableValues": ["Security Key"],

"target":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Actions/Storage.SetEncryptionKey",

"SecurityKeyId@Redfish.AllowableValues": ["Security Key Identifier"]
}
}I
"Qodata.context":"/redfish/vl/$metadata#Systems/Members/S$entity/Storage/Members/Sentity"

Retrieving Individual Drives

Request:

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Drives/PD-1

Response:

"SerialNumber":"Z1W202J20000W502J4QN",
"Id":"PD_l",
"IndicatorLED":"Off",

"@odata.context":"/redfish/vl/$metadata#Systems/Merbers/$entity/Storage/Members/$entity/Drives/Merbers/$entity",

"CapableSpeedGbs":"6.0",
"Location":"SLOT-1",
"StatusIndicator":"OK",
"MediaType":"HDD",
"Actions": {
"#Drive.SecureErase": {

"target":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Drives/PD-1/Actions/Drive.SecureErase"

}
by

"@odata.type":"#Cisco Drives",
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Drives/PD-1",
"Links":{

"Volumes": [{

"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Volumes/VD-0"
1,
"Volumes@odata.count":1,
"Chassis":"/redfish/v1l/Chassis"
bo
"BlockSizeBytes":512,
"Status": {
"State":"Enabled",
"Health":"OK"
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}I

"Protocol":"SAS",

"Name":"PD-1",
"EncryptionStatus":"Unecrypted",
"Revision":"0003",
"EncryptionAbility":"None",
"CapacityBytes":1000204140544,
"HotspareType":"None",
"Manufacturer":"SEAGATE",
"PredictedMedialLifeLeftPercent":"0",
"Model":"ST1000NMO023",
"FailurePredicted":"false"

Performing SecureErase on Drives
Request:
curl -XPOST -k -u admin:password

https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA/Drives/PD-8/Actions/Drive. SecureErase
-d'{}'

Response:

"error":{
"message":"Specified physical drive is not FDE capable",
"code":"InternalError"

Retrieving Volumes

Request:

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Volumes

Response:

"Members": [{
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Volumes/VD-0"
}]l

"Description":"Collection of Storage resource instances",
"@odata.type":"#Cisco VolumesCollection",
"Qodata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Volumes",
"Members@odata.count":1,

"Name":"Volumes Collection",

"@odata.context":"/redfish/vl/$metadata#Systems/Members/$entity/Storage/Members/$entity/Volumes"
}

Retrieving Individual Volumes

Request:
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curl -k -u admin:password
https://10.10.10.10/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Volumes/VD-0

Response:

"Encrypted":"false",
"Status": {
"State":"Enabled",
"Health":"OK"
}l
"Operations": {
"PercentageComplete":"0",
"OperationName":"No operation in progress"
}l
"Name" :

wn
’

"@Qodata.context":"/redfish/vl/Smetadata#Systems/Merbers/Sentity/Storage/Mearbers/Sentity/Volumes/Menbers/Sentity",

"Actions":{
"#Volume.Initialize": {

"target":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HRA/Volumes/VD-0/Actions/Volume.Initialize"

}
}l
"@odata.type":"#Cisco Volumes",
"CapacityBytes":998999326720,
"Q@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Volumes/VD-0",
"Links":{
"Drives": [{
"Q@odata.id":"/redfish/vl1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Drives/PD-1"
oA
"Q@odata.id":"/redfish/vl1/Systems/FCH1845V1X6/Storage/SLOT-HBA/Drives/PD-2"
1
"Drives@odata.count":2
}l
"IdT:"o",
"VolumeType":"Mirrored",
"BlockSizeBytes":65536

Performing Initialize Action on Volumes

Request:

curl -XPOST -k -u admin:password
https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA/Volumes/VD-0/Actions/
Volume.Initialize -d'{}'

Performing SetEncryptionKey Action on Storage Controller

Request:
curl -XPOST -k -u admin:password
https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/Storage/SLOT-HBA/Actions/Storage . SetEncryptionKey

-a’'
{"SecurityKeyId":"abcd", "SecurityKey":"12345"}'
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Retrieving FlexFlash Storage Information

Request:

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/Storage/FlexFlash-0

Response:

"Drives": [{
"@odata.id":"/redfish/v1/Systems/FCH2005V1EN/Storage/FlexFlash-0/Drives/SLOT-1"
bt
"@odata.id":"/redfish/v1/Systems/FCH2005V1EN/Storage/FlexFlash-0/Drives/SLOT-2"
11,
"Links":{
"Enclosures": ["/redfish/v1/Chassis/1"]
by
"@odata.type":"#Cisco_Storage",
"@odata.id":"/redfish/v1/Systems/FCH2005V1EN/Storage/FlexFlash-0",
"Volumes":[],
"StorageControllers": {
"SupportedControllerProtocols":"USB",
"MemberId":"FlexFlash",
"Status": {
"State":"Disabled",
"Health":"OK",
"HealthRollup":"OK"
by
"Name":"Cisco FlexFlash",
"FirmwareVersion":"1.3.2 build 169",
"Model":"Cisco FlexFlash",
"Manufacturer":"Cypress"
by
"Actions":{
"#Storage.SetEncryptionKey": {
"SecurityKey@Redfish.AllowableValues": ["Security Key"],

"Target":"/redfish/v1/Systems/FCH2005V1EN/Storage/FlexFlash-0/Actions/Storage.SetEncryptionKey",
"SecurityKeyId@Redfish.AllowableValues": ["Security Key Identifier"]
}

by
"@odata.context":"/redfish/vl/Smetadata#Systems/Members/$Sentity/Storage/Members/Sentity"

Getting DHCP and NTP in ManagerNetworkProtocol

Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/Managers/CIMC/ManagerNetworkProtocol

Response:

"FQDN":"svbu-ga-blr-dnl-103-bmc",

"SNMP": {
"ProtocolEnabled":false,
"Port":161
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}I

"Id":"ManagerNetworkProtocol",

"@odata.context":"/redfish/vl/$metadata#Managers/Members/S$Sentity/ManagerNetworkProtocol",

"HostName" :"svbu-ga-blr-dnl-103-bmc",
"VirtualMedia": {
"ProtocolEnabled":true,
"Port":2068
}I

"Description":"Manager Network Service",

"KVMIP": {
"ProtocolEnabled":true,
"Port":2068

}I

"HTTP" : {
"ProtocolEnabled":true,
"Port":80

}I

"DHCP": {

"ProtocolEnabled":false,
"Port":"null"

}I

"HTTPS": {
"ProtocolEnabled":true,
"Port":443

}I

"SSH": {
"ProtocolEnabled":true,
"Port":22

}I
"@odata.type":"#ManagerNetworkProtocol.1.0.0",

"IPMI": {
"ProtocolEnabled":true,
"Port":623

}I
"Name":"Manager Network Protocol",
"@odata.id":"/redfish/v1l/Managers/CIMC/ManagerNetworkProtocol",
"NTP" : {

"ProtocolEnabled":false,

"Port":123,

"NTPServers":[" ", W, m v w on)

Retrieving Memory Collection

Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH1845V1X6/Memory

Response:

"Members": [{
"@odata.id":"/redfish/vl/Systems/FCH1845V1X6/Memory/DIMM AL"
},i@odata.id":"/redfish/vl/Systems/FCHl845V1X6/Memory/DIMM_A2"
},i@odata.id":"/redfish/vl/Systems/FCHl845V1X6/Memory/DIMM_B1"
},i@odata.id":"/redfish/vl/Systems/FCHl845V1X6/Memory/DIMM_B2"
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bt
"@odata.id":"/redfish/vl/Systems/FCH1845V1X6/Memory/DIMM C1"
bt
"@odata.id":"/redfish/v1l/Systems/FCH1845V1X6/Memory/DIMM C2"
b
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Memory/DIMM D1"
bt
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Memory/DIMM D2"
11y
"Description":"Collection of Memory resource instances for this system",
"@odata.type":"#Cisco ComputerMemoryCollection",
"Qodata.id":"/redfish/v1l/Systems/FCH1845V1X6/Memory",
"Members@odata.count":8,
"Name":"Memory Collection",
"Qodata.context":"/redfish/vl/$metadata#Systems/Members/$entity/Memory"

Retrieving Individual DIMM
Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH1845V1X6/Memory/DIMM Al

Response:

"SerialNumber":"01E7998C",
"MemoryDeviceType" :"DDR4",
"Igr."in,
"Links":{

"Chassis":["/redfish/v1/Chassis/1"]
bo
"MemoryMedia":"DRAM",
"@odata.context":"/redfish/vl/$metadata#Systems/Members/$entity/Memory/Members/Sentity",
"PartNumber":"M393A1G40DB0-CPB ",
"CapacityMiB":"8192",
"MemoryLocation": {

"Channel":"0",

"Slot":"0",

"Socket":"0"
bo
"MemoryType" : "DRAM",
"DeviceLocator":"DIMM Al",
"Name":"DIMM Al",
"@odata.type":"#Cisco ComputerMemory",
"DataWidthBits":"64",
"Manufacturer":"0xCEQO",
"OperatingSpeedMhz":"2133",
"Status":"Operable",
"@odata.id":"/redfish/v1/Systems/FCH1845V1X6/Memory/DIMM AL"

Retrieving Network Adapter Collection

Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/NetworkAdapter
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Response:

"Members": [{
"Qodata.id":"/redfish/v1l/Chassis/1/NetworkAdapter/MLOM"

11y
"Description":"Collection of NetworkAdapter resource instances for this system",
"@odata.type":"#Cisco NetworkAdapterCollection",
"Qodata.id":"/redfish/vl1/Chassis/1/NetworkAdapter",
"Members@odata.count":1,
"Name":"NetworkAdapter Collection",
"Qodata.context":"/redfish/vl/$metadata#Chassis/Members/S$entity/NetworkAdapter"

Retrieving Network Adapter
Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/NetworkAdapter/MLOM

Response:

"SerialNumber":"FCH18457F1M",

"Qodata.id":"/redfish/v1l/Chassis/1/NetworkAdapter/MLOM",

"NetworkPorts": {
"@odata.id":"/redfish/v1l/Chassis/1/NetworkAdapter/MLOM/NetworkPorts"

}l

"Name":"Adapter Card MLOM",

"@odata.context":"/redfish/vl/$metadata#Chassis/Members/$entity/NetworkAdapter/Members/$entity",

"NetworkDeviceFunctions": {
"Qodata.id":"/redfish/v1/Chassis/1/NetworkAdapter/MLOM/NetworkDeviceFunctions"
}l
"Controllers":{
"ControllerCapabilities":{
"NetworkDeviceFunctionCount":4,
"NetworkPortCount":2
}l
"FirmwarePackageVersion":"4.3(la)",
"Links": {
"NetworkPorts": [{
"Qodata.id":"/redfish/v1l/Chassis/1/NetworkAdapter/MLOM/NetworkPorts/Port-0"
b
"Qodata.id":"/redfish/v1l/Chassis/1/NetworkAdapter/MLOM/NetworkPorts/Port-1"
1y
"NetworkDeviceFunctions@odata.count":4,
"NetworkDeviceFunctions": [{
"@odata.id":"/redfish/v1/Chassis/1/NetworkAdapter/MLOM/NetworkDeviceFunctions/eth0"

b
"@odata.id":"/redfish/v1/Chassis/1/NetworkAdapter/MLOM/NetworkDeviceFunctions/ethl"

b
"@odata.id":"/redfish/v1l/Chassis/1/NetworkAdapter/MLOM/NetworkDeviceFunctions/fcO"

b
"@odata.id":"/redfish/v1l/Chassis/1/NetworkAdapter/MLOM/NetworkDeviceFunctions/fcl"

o
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"NetworkPorts@odata.count":2
}
}I
"@odata.type":"#Cisco NetworkAdapter",
"Actions": {
"#NetworkAdapter.ResetSettingsToDefault": {

"target":"/redfish/v1/Chassis/1/NetworkAdapter/MLOM/Actions/NetworkAdapter.ResetSettingsToDefault"

}
}I
"Manufacturer":"Cisco Systems Inc",
"PartNumber":"73-15890-03",
"Model":"UCS VIC 1227",
"Id":"UCSC-MLOM-CSC-02"

Performing Reset Settings to Default Action on Network Adapter
Request:

curl -XPOST -k -u admin:password
https://10.10.10.10/redfish/v1l/Chassis/1/NetworkAdapter/MLOM/Actions/
NetworkAdapter.ResetSettingsToDefault -d'{}"'

Retrieving Network Device Function Collection

Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/Chassis/1/NetworkAdapter/
MLOM/NetworkDeviceFunctions

Response:

"Members": [{
"Qodata.id":"/redfish/v1l/Chassis/1l/NetworkAdapter/MLOM/NetworkDeviceFunctions/ethO"
bod
"Qodata.id":"/redfish/v1l/Chassis/1/NetworkAdapter/MLOM/NetworkDeviceFunctions/ethl"
b d
"Qodata.id":"/redfish/vl1/Chassis/1/NetworkAdapter/MLOM/NetworkDeviceFunctions/fc0"
b d
"Qodata.id":"/redfish/v1l/Chassis/1/NetworkAdapter/MLOM/NetworkDeviceFunctions/fcl"
}]l
"Description":"Collection of NetworkDeviceFunction resource instances for this system",
"@odata.type":"#Cisco NetworkDeviceFunctionCollection",
"@odata.id":"/redfish/v1/Chassis/1/NetworkAdapter/MLOM/NetworkDeviceFunctions",
"Members@odata.count":4,
"Name" :"NetworkDeviceFunction Collection",

"@odata.context":"/redfish/vl/$metadata#Chassis/Menbers/$entity/NetworkAdapter/Mambers/$entity/NetworkDeviceFunctions"
}

Retrieving Network Device Function

Request:

curl -k -u admin:password
https://10.10.10.10/redfish/vl/Chassis/1/NetworkAdapter/MLOM/NetworkDeviceFunctions/eth0O
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Response:
{
"Ethernet": {
"MTUSize":"1500",
"MACAddress":"00:78:88:F0:94:Co"
}I
"Id" : "ethOllI

"Name":"ethO",

"Gochta.aontext": " /redfish/vl/SretadatafiChassis/Marbers/Senti ty/NetworkAdapter/Marbers/Senti ty/NetworkDevi ceFunctions/Menbers/Sent ity

"@odata.type":"#Cisco NetworkDeviceFunction",

"FibreChannel": {

"WWNSource":"ConfiguredLocally",

"WWPN" :

"FCoELocalVLANId" :"NONE",

"BootTarget": {
"BootPriority":
"LUNID":"",
"WWEN" "

wn
’

wn
’

} r
THWNN"

}I

"Qodata.id":"/redfish/v1/Chassis/1/NetworkAdapter/MLOM/NetworkDeviceFunctions/ethO",

"iSCSIBoot": {
"IPAddressType":"",
"SecondaryTargetName":
"InitiatorDefaultGateway":
"InitiatorIPAddress":"",
"SecondaryLUN":"",
"PrimaryTargetIPAddress":"",
"PrimaryLUN":"",
"SecondaryDNS":"",
"AuthenticationMethod":"None"
"InitiatorName":"",
"PrimaryTargetName":
"IPMaskDNSViaDHCP":true,
"InitiatorNetmask":"",
"PrimaryTargetTCPPort":"",
"TargetInfovViaDHCP":false,
"SecondaryTargetTCPPort":"",
"SecondaryTargetIPAddress":
"PrimaryDNS":""

nn
’

nn
’

wn
’

Retrieving Network Ports Collection

Request:

curl -k -u admin:password

’

’

https://10.10.10.10/redfish/v1/Chassis/1/NetworkAdapter/MLOM/NetworkPorts

Response:

"Members": [{

"@Qodata.id":"/redfish/vl1/Chassis/1/NetworkAdapter/MLOM/NetworkPorts/Port-0"

b
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"Qodata.id":"/redfish/v1l/Chassis/1l/NetworkAdapter/MLOM/NetworkPorts/Port-1"
11y

"Description":"Collection of NetworkPort resource instances for this system",
"@odata.type":"#Cisco NetworkPortCollection",
"Qodata.id":"/redfish/vl1/Chassis/1/NetworkAdapter/MLOM/NetworkPorts",
"Members@odata.count":2,

"Name" :"NetworkPort Collection",

"@odata.context":"/redfish/vl/$metadata#Chassis/Merbers/S$entity/NetworkAdapter/Members/$entity/NetworkPorts"
}

Retrieving Network Ports

Request:

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Chassis/1/NetworkAdapter/MLOM/NetworkPorts/Port-0

Response:

"AssociatedNetworkAddresses":"00:78:88:F0:94:BA",
"Qodata.id":"/redfish/vl1/Chassis/1/NetworkAdapter/MLOM/NetworkPorts/Port-0",
"Name" :"Port-0",

"Qodata.context": " /redfish/vl/SmetadatafiChassis/Maroers/ Senti ty/NetworkAdapter/Marbers/Senti ty/NetworkPorts/Marbers/Sentity",

"@odata.type":"#Cisco NetworkPort",
"LinkStatus":"Down",

"Id":"O",
"SupportedLinkCapabilities™: {
"LinkSpeedMbps":"-",

"LinkNetworkTechnology":"Ethernet"

}l
"PhysicalPortNumber":"0"

Retrieving Update Service

Request:

curl -k -u admin:password https://10.10.10.10/redfish/vl1/UpdateService

Response:

"FirmwareInventory": [{
"@odata.id":"/redfish/v1l/UpdateService/FirmwareInventory/slot-L"
oo
"@odata.id":"/redfish/v1l/UpdateService/FirmwareInventory/slot-MLOM"
oo
"@odata.id":"/redfish/vl/UpdateService/FirmwareInventory/slot-HBA"
oo
"@odata.id":"/redfish/v1l/UpdateService/FirmwareInventory/CIMC"
oo
"@odata.id":"/redfish/vl/UpdateService/FirmwareInventory/BIOS"

b o
"@odata.id":"/redfish/v1l/UpdateService/FirmwareInventory/FlexFlash-0"
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1
"@odata.type":"#Cisco UpdateService",
"Qodata.id":"/redfish/vl1/UpdateService",
"Qodata.context":"/redfish/vl/$metadata#UpdateService",
"SoftwareInventory": [{
"Qodata.id":"/redfish/vl/UpdateService/SoftwareInventory/PID-Catalog"
1

"ServiceEnabled":"true"

Retrieving Firmware Inventory

Request:

curl -k -u admin:password https://10.10.10.10/redfish/vl/UpdateService/FirmwareInventory/CIMC

Response:

{
"@odata.context":"/redfish/vl/$metadata#UpdateService/FirmwareInventory/Members/$entity",
"@odata.type":"#Cisco FirmwareInventory",

"@odata.id":"/redfish/vl/UpdateService/FirmwareInventory/CIMC",
"Updateable":"true",

"Name":"CIMC",

"Version":"3.1(2.129)"

Retrieving Software Inventory

Request:

curl -k -u admin:password
https://10.10.10.10/redfish/vl/UpdateService/SoftwareInventory/PID-Catalog

Response:

"@odata.type":"#Cisco SoftwareInventory",
"@Qodata.id":"/redfish/vl/UpdateService/SoftwareInventory/PID-Catalog",
"Updateable":"true",

"Name" :"PID-Catalog",
"@Qodata.context":"/redfish/vl/$metadataf#UpdateService/Softwarelnventory/Members/Sentity"

Retrieving Network Interface in System

Request:
curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/NetworkInterfaces

Response:
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"Members": [{
"Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/NetworkInterfaces/MLOM"

o

"Description":"Collection of NetworkInterface resource instances for this system",
"@odata.type":"#Cisco NetworkInterfaceCollection",
"Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/NetworkInterfaces",
"Members@odata.count":1,

"Name" :"NetworkInterface Collection",
"Qodata.context":"/redfish/vl/$metadata#Systems/Members/$entity/NetworkInterfaces"

Retrieving Individual Network Interface

Request:

curl -k -u admin:password
https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/NetworkInterfaces/MLOM

Response:

"Id":"UCSC-MLOM-CSC-02",
"Status":{
"State":"Enabled",
"Health":"Ok"
}l
"Links": {
"NetworkAdapter": ["/redfish/v1/Chassis/1/NetworkAdapter/MLOM"]

}l
"Name" :"Adapter Card MLOM",

"@odata.context":"/redfish/vl/$metadata#Systems/Members/Sentity/NetworkInterfaces/Members/Sentity",

"@odata.type":"#Cisco NetworkInterface",
"NetworkPorts": {
"@Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/NetworkInterfaces/MLOM/NetworkPorts"

}l
"@Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/NetworkInterfaces/MLOM",
"NetworkDeviceFunctions": {

"Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/NetworkInterfaces/MLOM/NetworkDeviceFunctions"

}l
"Description":"It represents the properties for Adapter Card MLOM"

Retrieving Secure Boot

Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/SecureBoot

Response:

"SecureBootCurrentBoot":"Enabled",

"Id":"SecureBoot",

"Name" :"SecureBoot",
"@Qodata.context":"/redfish/vl/$metadata#Systems/Members/$Sentity/SecureBoot",
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"@odata.type":"#Cisco_SecureBoot",

"SecureBootEnable":false,
"Qodata.id":"/redfish/v1/Systems/FCH2005V1EN/SecureBoot",
"Description":"UEFI SecureBoot configuration of this system"

Configuring Secure Boot
Request:
curl -XPATCH -k -u admin:password

https://10.10.10.10/redfish/v1/Systems/FCH2005V1EN/SecureBoot -d '
{"SecureBootEnable" : "true"}'

Response:

"SecureBootCurrentBoot":"Enabled",

"Id":"SecureBoot",

"SecureBootEnable":true,

"Name" :"SecureBoot",

"Description":"UEFI SecureBoot configuration of this system"

Configuring Port and Protocol Enabled in Manager Network Protocol

Request:

curl -k -u admin:password -XPATCH
https://10.10.10.10/redfish/v1l/Managers/CIMC/ManagerNetworkProtocol -d

'{"SSH": {"Port":"300","ProtocolEnabled":"Disabled"},
"SNMP": {"Port":"100","ProtocolEnabled":"Disabled"}}"'

Response:

"FQDN":"C240-FCH2005V1ENN",

"SNMP" : {
"ProtocolEnabled":false,
"Port":100

b

"Id":"ManagerNetworkProtocol",

"NTP": {
"ProtocolEnabled":true,
"Port":123,
"NTPServers":["10.225.101.100","cisco.com"]

b

"Name":"Manager Network Protocol",

"DHCP": {
"ProtocolEnabled":false,
"Port":68

s

"HTTPS": {
"ProtocolEnabled":true,
"Port":443

s
"HostName" :"C240-FCH2005V1ENN",
"KVMIP": {
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"ProtocolEnabled":true,

"Port":2068

}I

"SSH": {
"ProtocolEnabled":false,
"Port":300

}I

"IPMI": {
"ProtocolEnabled":false,
"Port":623

}I

"HTTP" : {
"ProtocolEnabled":true,
"Port":80

}I

"VirtualMedia": {
"ProtocolEnabled":true,
"Port":2068

}I

"Description":"Manager Network Service"

Retrieving PCle Devices

Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH2005V116/PCIeDevices/HBA

Response:

"FirmwareVersion":"0x80000B16-1.808.2",
"@Qodata.id":"/redfish/v1/Systems/FCH2005V116/PCIeDevices/L",
"Status": {

"State":"Enabled",

"Health":"Ok"
}l

"Links":{
"Chassis":"/redfish/v1/Chassis/1",
"PCIeFunction": [{

"@Qodata.id":"/redfish/v1/Systems/FCH2005V116/PCIeFunctions/L"

Pl
"PCIeFunction@odata.count":1

}l

"Name":"Intel (R) I350 1 Gbps Network Controller",
"Qodata.context":"/redfish/vl/$metadata#Systems/Members/Sentity/PCIeDevices/Members/Sentity",

"@odata.type":"#Cisco PCIeDevices",

nggn s,
"Description":"This gives information of PCIeDevices on the system"

Retrieving PCle Functions

Request:
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curl -k -u admin:password https://10.10.10.10/redfish/v1/Systems/FCH2005V116/PCIeFunctions/L

Response:

"VendorId":"0x8086",
"FirmwareVersion":"0x80000B16-1.808.2",
nrgUarLe,
"Status": {

"State":"Enabled"

"Health":"Ok"
}l
"Links":{
"StorageControllers@odata.count":0,
"Drives@odata.count":0,
"EthernetInterfaces@odata.count":2,
"PCIeDevice@odata.count":1,
"PCIeDevice": [{
"@odata.id":"/redfish/v1/Systems/FCH2005V116/PCIeDevices/L"
1
"EthernetInterfaces": [{
"@odata.id":"/redfish/vl1/Systems/FCH2005V116/EthernetInterfaces/L.1"
oA
"@odata.id":"/redfish/vl1/Systems/FCH2005V116/EthernetInterfaces/L.2"
H]
}l
"Name":"Intel (R) I350 1 Gbps Network Controller",
"SubsystemVendorId":"0x1137",
"@odata.type":"#Cisco PCIeFunctions",
"SubsystemId":"0x00d6",

"Qodata.context":"/redfish/vl/Smetadata#Systems/Members/Sentity/PCIeFunctions/Members/Sentity",

"@odata.id":"/redfish/v1/Systems/FCH2005V116/PCIeFunctions/L",
"DeviceId":"0x1521",
"Description":"This gives information of PCIeFunctions on the system"

Retrieving Privilege Map

Request:

curl -k -u admin:password https://10.10.10.10/redfish/v1/AccountService/PrivilegeMap

Response:

"PrivilegesUsed": ["Login", "ConfigureManager", "ConfigureUsers", "ConfigureSelf", "ConfigureComponents"],

"Id":"PrivilegeMap",
"Name":"Privilege Registry",
"@odata.context":"/redfish/vl/$metadata#AccountService/PrivilegeMap",
"Mappings": [{
"Entity":"Manager",
"OperationMap": {
"POST" : {
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"Privilege": ["ConfigureManager", "ConfigureUsers", "ConfigureSelf", "ConfigureComponents"]
}I
"GET": {
"Privilege":["Login", "ConfigureManager", "ConfigureUsers", "ConfigureSelf",
"ConfigureComponents", "OemClearLog", "OemPowerControl", "OemAccessVirtualMedia"]

}
}
bod

"Entity":"Chassis",

"OperationMap": {

"PATCH": {
"Privilege":["ConfigureManager", "ConfigureUsers", "ConfigureSelf","ConfigureComponents"]

}I

"POST": {
"Privilege":["ConfigureManager", "ConfigureUsers", "ConfigureSelf","ConfigureComponents"]

}I

"GET": {
"Privilege":["Login", "ConfigureManager", "ConfigureUsers", "ConfigureSelf", "ConfigureComponents",
"OemClearLog", "OemPowerControl", "OemAccessVirtualMedia"]

}
}
bod
"Entity":"Systems",

"OperationMap": {

"PATCH" : {
"Privilege": ["ConfigureManager", "ConfigureUsers", "ConfigureSelf", "ConfigureComponents"]

}I

"POST" : {
"Privilege": ["ConfigureManager", "ConfigureUsers", "ConfigureSelf", "ConfigureComponents"]

}I

"GET": {

"Privilege":["Login", "ConfigureManager", "ConfigureUsers", "ConfigureSelf",

"ConfigureComponents", "OemClearLog", "OemPowerControl", "OemAccessVirtualMedia"]

}
}
b d
"Entity":"JSONSchemas",

"OperationMap": {
"GET": {
"Privilege":["Login", "ConfigureManager", "ConfigureUsers", "ConfigureSelf",
"ConfigureComponents", "OemClearLog", "OemPowerControl", "OemAccessVirtualMedia"]

}
}
bod

"Entity":"EventService",

"OperationMap": {

"PATCH" : {
"Privilege": ["ConfigureManager", "ConfigureUsers", "ConfigureSelf", "ConfigureComponents"]

}I

"POST" : {
"Privilege": ["ConfigureManager", "ConfigureUsers", "ConfigureSelf", "ConfigureComponents"]

}I

"GET": {

"Privilege":["Login", "ConfigureManager", "ConfigureUsers", "ConfigureSelf",

"ConfigureComponents", "OemClearLog", "OemPowerControl", "OemAccessVirtualMedia"]

}
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}
bt
"Entity":"UpdateService",

"OperationMap": {
"GET": {
"Privilege":["Login", "ConfigureManager", "ConfigureUsers", "ConfigureSelf",
"ConfigureComponents", "OemClearLog", "OemPowerControl", "OemAccessVirtualMedia"]

}
}
bod

"Entity":"SessionService",

"OperationMap": {

"DELETE" : {
"Privilege": ["ConfigureManager", "ConfigureUsers", "ConfigureSelf", "ConfigureComponents"]

}I

"POST" : {
"Privilege": ["ConfigureManager", "ConfigureUsers", "ConfigureSelf", "ConfigureComponents"]

}I

"GET": {

"Privilege":["Login", "ConfigureManager", "ConfigureUsers", "ConfigureSelf",

"ConfigureComponents", "OemClearLog", "OemPowerControl", "OemAccessVirtualMedia"]

}
}
bod

"Entity":"TaskService",

"OperationMap": {
"GET": {
"Privilege":["Login", "ConfigureManager", "ConfigureUsers", "ConfigureSelf",
"ConfigureComponents", "OemClearLog", "OemPowerControl", "OemAccessVirtualMedia"]

}
}
b d
"Entity":"AccountService",
"OperationMap": {
"GET": {
"Privilege":["Login", "ConfigureManager", "ConfigureUsers",
"ConfigureSelf", "ConfigureComponents", "OemClearLog", "OemPowerControl", "OemAccessVirtualMedia"]

}
11y
"@odata.type":"#PrivilegeRegistry.vl 1 0.json",
"Qodata.id":"/redfish/v1/AccountService/PrivilegeMap",
"OEMPrivilegesUsed": ["OemClearLog", "OemPowerControl", "OemAccessVirtualMedia"],
"Description":"This resource represents the operation to privilege mappings"
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