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Preface

This chapter contains the following topics:

* Bias-Free Documentation, on page v
* Full Cisco Trademarks with Hardware License, on page v
» Communications, Services, and Additional Information, on page vii

Bias-Free Documentation
Y

Note The documentation set for this product strives to use bias-free language. For purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on age,
disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is hardcoded
in the user interfaces of the product software, language used based on standards documentation, or
language that is used by a referenced third-party product.

Full Cisco Trademarks with Hardware License

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL
ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND
ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE
FOR A COPY.

The following information is for FCC compliance of Class A devices: This equipment has been tested and
found to comply with the limits for a Class A digital device, pursuant to part 15 of the FCC rules. These limits
are designed to provide reasonable protection against harmful interference when the equipment is operated
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in a commercial environment. This equipment generates, uses, and can radiate radio-frequency energy and,
if not installed and used in accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause harmful interference, in
which case users will be required to correct the interference at their own expense.

The following information is for FCC compliance of Class B devices: This equipment has been tested and
found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC rules. These limits
are designed to provide reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If the equipment causes interference to radio or
television reception, which can be determined by turning the equipment off and on, users are encouraged to
try to correct the interference by using one or more of the following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

* Consult the dealer or an experienced radio/TV technician for help.

Modifications to this product not authorized by Cisco could void the FCC approval and negate your authority
to operate the product.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the
University of California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating
system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE
OF THESE SUPPLIERS ARE PROVIDED "AS IS" WITH ALL FAULTS. CISCO AND THE
ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING,
WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE
THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and
other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses
or phone numbers in illustrative content is unintentional and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current
online version for the latest version.

Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at
www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and
other countries. To view a list of Cisco trademarks, go to this URL: https://www.cisco.com/c/en/us/about/

legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use
of the word partner does not imply a partnership relationship between Cisco and any other company. (1721R)
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Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business results you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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Overview

Terminology

Introduction

CHAPTER 1

This chapter contains the following topics:

* Overview, on page 1

* Initial Power Up, on page 2
* Guidelines for Troubleshooting, on page 2

The key to success when troubleshooting the system hardware is to isolate the problem to a specific system
component. The first step is to compare what the system is doing to what it should be doing. Because a startup
problem can usually be attributed to a single component, it is more efficient to isolate the problem to a
subsystem rather than troubleshoot each separate component in the system.

Below is a list of terminology essential for understanding the concepts in this troubleshooting guide.

Term Definition

CPU Central Processing Unit. Common reference to both CISC (complex instruction
set computer) and RISC (reduced instruction set computer) processors

FHHL PCle card form factor, Full Height Half Length

GPU Graphics Processing Unit

NIC Network Interface Card

NVMe Non-Volatile Memory Express

oCP Open Compute Project

PCle Peripheral Component Interconnect Express. Refers to a communication like
defined within PCISIG standards body.

BMC Baseboard Management Controller

FRU Field Replace Unit

DCSCM Datacenter Secure control Module Specification
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Term Definition

IPMI

Intelligent Platform Management Interface

Initial Power Up

Problems with the initial power up are often caused by a module that is not firmly connected to the backplane
or a power supply that has been disconnected from the power cord connector.

Overheating can also cause problems with the system, though typically only after the system has been operating
for an extended period. The most common cause of overheating is the failure of a fan module.

Guidelines for Troubleshooting

When you troubleshoot issues with a C-Series Rack-Mount Server or any component in it, we recommend
that you follow the guidelines.

Guidelines Descriptions

Take screenshots of the fault
or error message dialog box
and other relevant areas.

These screenshots provide visual cues about the state of the C-Series server
when the problem occurred. If your computer does not have software to take
screenshots, check the documentation for your operating system, as it may
include this functionality

Record the steps that you
took directly before the
issue occurred.

If you have access to screen or keystroke recording software, repeat the steps
you took and record what occurs.

If you do not have access to this type of software, repeat the steps you took and
make detailed notes of the steps and what happens after each step.

Enter the show tech-support
command

The information about the current state of the server is very helpful to the Cisco
Technical Assistance Center (TAC) and frequently provides the information
needed to identify the source of the problem.

The Cisco UCS C-Series Rack Servers Family includes the following subsystems on most chassis:

» Power supply— This includes the power supply fans.

» Fan module—The chassis fan module should operate whenever system power is on. You should see the
Fan LED turn green and hear the fan module to determine whether it is operating. If the Fan LED is red,
this indicates that one or more fans in the fan module are not operating. You should immediately contact
your customer service representative.

)

Note

There are no installation adjustments that you can make if the fan module does not function properly at initial
startup.
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Diagnostic Indicator

This chapter contains the following topics:

* Diagnostic Indicator Overview, on page 3
* Front panel LED Indicators, on page 3
* Back panel LED Indicators, on page 5

Diagnostic Indicator Overview

This chapter focuses on leveraging the built-in diagnostic indicators and Light Emitting Diodes (LEDs)
commonly found on compute servers as powerful tools for rapid and effective troubleshooting. These visual
cues provide immediate insights into the operational status of various hardware components, from power
supplies and memory modules to network interfaces and storage drives, often pinpointing the exact location
and nature of a problem without requiring extensive software diagnostics. The following topics explore how
to interpret the different colors, blinking patterns, and combinations of these LEDs to quickly diagnose issues,
minimize downtime, and streamline the repair process for your server infrastructure.

* Front panel LED Indicators
* Back panel LED Indicators
* System Fan LED

* SSD and NVMe Drivers LED Indicators

Front panel LED Indicators

Use the following LED indicators to help troubleshoot the back panel components.
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Figure 1: Front panel LED Indicators

Diagnostic Indicator |

Table 1: Front panel LED Indicators

491286

Component LED Description

1 Power Supply LED

2 Power Button with LED
3 UID Button with LED
4 RJ-45 with LED

Table 2: Power Button with LED

Indicator Code

Condition

Off Power Off/Pre-S5

Green Blink S5

Green Solid On SO

Amber Solid On Fan abnormal or not installed

Table 3: UID Button with LED

Indicator Code Condition
Off UID is off
Blue Solid On UID is on /Pre-S5
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Table 4: System Fan with LED

Indicator Code Condition
Off Fan active
Red solid Fan abnormal

Table 5: NVMe SSD LED

Indicator Code Condition
Off Inactive
Green Active

Back panel LED Indicators

Use the following LED indicators to help troubleshoot the back panel components.
Figure 2: Back panel LED Indicators
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Table 6: Back panel LED Indicators

Component LED Description

1 Power Supply LED

2 Power Button with LED
3 UID Button with LED
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Component LED

Description

4

RJ-45 with LED

Table 7: Power Button with LED

Indicator Code

Condition

Off Power Off/Pre-S5

Green Blink S5

Green Solid On SO

Amber Solid On Fan abnormal or not installed

Table 8: UID Button with LED

Indicator Code Condition
Off UID is off
Blue Solid On UID is on /Pre-S5

Table 9: RJ-45 with LED

Indicator Code

Condition

Left & Right -off

No connection

Left - Amber Blinking

Link and Active on Network

Right - Amber

Link and run 100Gbps

Right - Amber

Link and run 1Gbps

Table 10: Acbel 3200W Power Supply LED

Indicator Code

Condition

Off No connection

Green Blink Active - Standby Power

Green Solid Active - Normal Power

Amber Inactive - AC Power - Off /Fail

Table 11: Delta 3200W Power Supply LED

Indicator Code

Condition

Off

Inactive - PSU not detected or installed / No AC Power Input

Green Blink

Active - Standby Power
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Indicator Code

Condition

Green Solid

Active - Normal Power
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CHAPTER 3

BIOS Related Issue

This chapter contains the following topics:

* BIOS Related Issues, on page 9

* Power-on issue, on page 9

* POST Issue, on page 10

* Boot with no display, on page 10

* OS Boot Issue, on page 10

* Error occur after a BIOS setting is changed, on page 10

* Failure occurs during ROM flash via BMC web, on page 11
* PCI device not found or found but not plugged, on page 11

BIOS Related Issues

This chapter delves into the critical area of troubleshooting issues related to the Basic Input/Output System
(BIOS), the fundamental firmware that initializes hardware components during the boot process. Understanding
and effectively troubleshooting BIOS problems is essential for maintaining system stability, optimizing
performance, and ensuring successful hardware operation.

* Power-on issue

* Error occur after a BIOS setting is changed

* POST issue

* Boot with no display

* OS boot issue

» Failure occurs during ROM flash via BMC web

* PCI device not found / found but not plugged

Power-on issue

* Problem The system has no response when the power button is pressed.

* Problem The system power/health LED is abnormal.
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* Solution Check if there’s improperly seated component (e.g., PSU, CPU, DIMMs, cables.)
* Solution Check if the BIOS image key matches (e.g., REL, DEV).

* Solution If the issue still exists, please contact Cisco Customer Support.

POST Issue

When system error occurs, please note the number on BMC web and refer to the post code table to check the
root cause.

* There are two post codes displayed during post:

» Agesa: Agesa Post Codes send 2 bytes. For example: 0xAC99
* AMI: AMI Post Codes send 1 byte. For example: 0xXX60

Boot with no display

* Problem <The system boots but has no video output.

* Solution Unplug mini-DP and plug again.

* Solution If the issue still exists, please contact Cisco Customer Support.

0S Boot Issue

* Problem The system can’t boot an installed OS.

* Solution Check if the OS is corrupted, replace it to another OS device.
* Solution System only supports UEFI mode, check if user uses the legacy OS

* Solution Check if secure boot is enabled. If yes, please disable it in BIOS menu and reboot the system.

Error occur after a BIOS setting is changed

* Problem The system can’t boot normally after settings were changed.

* Solution Clear CMOS to load default settings, and reboot system.
* Solution Flash BIOS to restore the system to default settings.

* Solution If the issue still exists, please contact Cisco Customer Support.
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Failure occurs during ROM flash via BMC web

Problem

* Problem An abnormal error windows pop up during flash.

Solution
* Solution Check if the BMC connection is normal.
* Solution Check if the network cable is loose.
* Solution Make sure system is power off.

* Solution If there’s an interrupted during a ROM flash, or the ROM image is corrupted and the server
doesn't start, re-flash the BIOS.

* Solution If you still can't access BMC web to flash BIOS, please use copy machine to flash it (e.g., SF600)

* Solution If the issue still exists, please contact Cisco Customer Support.

PCI device not found or found but not plugged

Problem

* Problem PCI device plugged but not found in PCI Subsystem Settings.

* Problem PCI device found in PCI Subsystem Settings but not plugged in the system.

Solution

* Solution Power off and reinstall the device.
* Solution Make sure PCI device can work normally.

* Solution If the issue still exists, please contact Cisco Customer Support.
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. PCI device not found or found but not plugged
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