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     [bookmark: pgfId-23144]Cisco UCS C-Series Servers Upgrade Guide for Intel Xeon v3 Series CPUs 
      
      
 
     
 
 
     
      
    
 
    
 
    
     [bookmark: pgfId-42527]
     Caution You must follow the procedures in this guide when upgrading an existing server to use Intel Xeon v3 Series CPUs. Failure to follow these procedures might result in a non-bootable server.
      
      
 
     

    
 
     [bookmark: pgfId-45356]This document describes the process for successfully upgrading a Cisco UCS C-Series server to use Intel Xeon v3 Series CPUs. Downgrade scenarios are also covered.
 
     [bookmark: pgfId-45147]The procedures in this guide support the following server:
 
     
     	 [bookmark: pgfId-45149]Cisco UCS C460 M4 server 
 
    
 
     
      
    
 
    
 
    [bookmark: pgfId-53959]Note To successfully upgrade a Cisco UCS C460 M4 server to use Intel Xeon v3 CPUs, you must also update the firmware and update the memory risers and DIMMs to DDR4 versions.

     
    

    
 
     [bookmark: pgfId-51264]This document contains the following sections:
 
     
     	 [bookmark: pgfId-51222]Minimum Software and Firmware Requirements
 
     	 [bookmark: pgfId-51223]Upgrading to Intel Xeon v3 Series CPUs
 
     	 [bookmark: pgfId-51224]Downgrading From Intel Xeon v3 Series CPUs
 
     	 [bookmark: pgfId-59769]TPM 2.0 Considerations
 
    
 
   
 
    
     [bookmark: pgfId-45206][bookmark: 48892]Minimum Software and Firmware Requirements
 
     
      [bookmark: pgfId-49350][bookmark: 76375]Cisco UCS C460 M4 Minimum Software and Firmware Requirements
 
      [bookmark: pgfId-49351]The minimum software and firmware versions required for the Cisco UCS C460 M4 server to support Intel Xeon E7-4800 or E7-8800 v3 Series EX CPUs are as follows:
 
      [bookmark: pgfId-49377]
 
      
       
        
         [bookmark: pgfId-49354]Cisco UCS C460 M4 Minimum Requirements for Intel Xeon v3 CPUs
 
        
       
         
         	
           
           [bookmark: pgfId-49358]Software or Firmware
          
  
         	
           
           [bookmark: pgfId-49360]Minimum Version
          
  
        
 
         
         	 [bookmark: pgfId-49366]Server Cisco IMC
  
         	 [bookmark: pgfId-49368]2.0(6)
  
        
 
         
         	 [bookmark: pgfId-49370]Server BIOS
  
         	 [bookmark: pgfId-49372]2.0(6)
  
        
 
         
         	 [bookmark: pgfId-55230]Low-level server firmware
  
         	 [bookmark: pgfId-55232]Updated automatically when Cisco IMC is updated using Cisco Host Upgrade Utility or Cisco UCS Manager. Otherwise, check for “update available” message as described in Low-Level Firmware Requirements.
  
        
 
         
         	 [bookmark: pgfId-52853]Cisco UCS Manager (UCSM-managed system only)
  
         	 [bookmark: pgfId-52855]2.2(5)
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-51132] Low-Level Firmware [bookmark: 23663] Requirements
 
      
       
     
 
     
 
     [bookmark: pgfId-55764]Note You will be directed to this section from the upgrade procedures only for cases in which you are not using the Cisco Host Upgrade Utility or Cisco UCS Manager to upgrade the server firmware. 

      
     

     
 
      [bookmark: pgfId-59236]Low-level server firmware controls server components such as the power sequencer, field-programmable gate arrays (FPGAs), and power supply units (PSUs). 
 
      
       
     
 
     
 
     [bookmark: pgfId-56168]Note The low-level firmware must be up-to-date before you upgrade the CPU hardware.

      
     

     
 
      [bookmark: pgfId-56055]If you update the server BIOS and Cisco IMC management firmware by using the Cisco Host Upgrade Utility (HUU) or the Cisco UCS Manager as directed in these procedures, the low-level firmware is updated automatically. If you use any other method such as the Cisco IMC interface, you must manually initiate the low-level firmware update. 
 
      
      	 [bookmark: pgfId-57090]Initiating a Low-Level Firmware Update Using the Cisco IMC GUI interface
 
      	 [bookmark: pgfId-57096]Initiating a Low-Level Firmware Update Using the Cisco IMC CLI interface
 
     
 
    
 
     
      [bookmark: pgfId-56161][bookmark: 22600]Initiating a Low-Level Firmware Update Using the Cisco IMC GUI interface
 
     
 
      Step 1[image: ] Log into the GUI interface for the server by using a browser and the IP address that was assigned to the server.
 
      [bookmark: pgfId-56550]Step 2[image: ] If not already powered on, power on the server by using the GUI interface.
 
      [bookmark: pgfId-56634]Step 3[image: ] Power off the server by using the GUI interface.
 
      
      	 [bookmark: pgfId-56689]If the server’s low-level firmware is not up-to-date, a dialog appears with the following message:
 
     
 
      
 
      
      	 [bookmark: pgfId-56699]If you do not see this dialog, all components are up-to-date and no further update is required.
 
     
 
      to initiate the low-level firmware update.
 
      [bookmark: pgfId-56966]When the low-level firmware update is finished, you can continue with replacing the hardware.
 
      
 
    
 
     
      [bookmark: pgfId-56311][bookmark: 48243]Initiating a Low-Level Firmware Update Using the Cisco IMC CLI interface
 
     
 
      Step 1[image: ] Log in to the CLI interface for the server.
 
      [bookmark: pgfId-57243]Step 2[image: ] Enter the following commands and observe the message that is returned:
 
     
      [bookmark: pgfId-57326]# scope chassis/firmware
     

     
      [bookmark: pgfId-57381]/chassis/firmware # show detail
     

     
      [bookmark: pgfId-57527]
     

      
      	 [bookmark: pgfId-57425]If the return is  Firmware update not required, all components are up to date , skip to Step 4.
 
      	 [bookmark: pgfId-57436]If the return is  Firmware update required on some components, please run update-all , continue with the following step.
 
     
 
      [bookmark: pgfId-57299]Step 3[image: ] Enter the following command:
 
     
      [bookmark: pgfId-57990]/chassis/firmware # update-all
     

     
      [bookmark: pgfId-58024]Starting firmware update process, this will take a while. Check status using show command.
     

     
      [bookmark: pgfId-58179]
     

      [bookmark: pgfId-58000]Step 4[image: ] [bookmark: 59671]When the update is done, enter the following commands:
 
     
      [bookmark: pgfId-58269]/chassis/firmware # exit
     

     
      [bookmark: pgfId-58323]/chassis # exit
     

     
      [bookmark: pgfId-58352]
     

      
 
      [bookmark: pgfId-58419]The following is an example of these commands used in an update operation.
 
     
      [bookmark: pgfId-58514]# scope chassis/firmware
     

     
      [bookmark: pgfId-58515]/chassis/firmware # show detail
     

     
      [bookmark: pgfId-58516]Firmware update required on some components, please run update-all (under chassis/firmware scope).
     

     
      [bookmark: pgfId-58517]/chassis/firmware # update-all 
     

     
      [bookmark: pgfId-58518]Starting firmware update process, this will take a while. Check status using show command
     

     
      [bookmark: pgfId-58519]/chassis/firmware # show detail
     

     
      [bookmark: pgfId-58520]Firmware update process is running, retry to get latest status.
     

     
      [bookmark: pgfId-58521]...
     

     
      [bookmark: pgfId-58522]/chassis/firmware # show detail
     

     
      [bookmark: pgfId-58523]Firmware update completed
     

     
      [bookmark: pgfId-58524]/chassis/firmware # show detail
     

     
      [bookmark: pgfId-58525]Firmware update not required, all components are up to date
     

     
      [bookmark: pgfId-58526]/chassis/firmware # exit
     

     
      [bookmark: pgfId-58501]/chassis # exit
     

    
 
     
      [bookmark: pgfId-55318][bookmark: 18954]Upgrading to Intel Xeon v3 Series CPUs
 
      
       
     
 
     
 
     [bookmark: pgfId-46061]Note These upgrade procedures require server downtime.

      
     

     
 
      [bookmark: pgfId-46062]This section contains the following topics:
 
      
      	 [bookmark: pgfId-46018]Upgrade Scenario 1: UCSM-Managed C-Series Server
 
      	 [bookmark: pgfId-47769]Upgrade Scenario 2: Standalone Server
 
      	 [bookmark: pgfId-47770]Upgrade Scenario 3: Standalone Server RMA; BIOS on Spare Server is Earlier Than the Minimum Version
 
     
 
    
 
     
      [bookmark: pgfId-47771][bookmark: 24221]Upgrade Scenario 1: UCSM-Managed C-Series Server
 
      [bookmark: pgfId-47919]This scenario assumes the following conditions:
 
      
      	 [bookmark: pgfId-47920]The server is managed by Cisco UCS Manager.
 
      	 [bookmark: pgfId-48278]The Cisco UCS Manager software is earlier than the minimum (see Minimum Software and Firmware Requirements).
 
      	 [bookmark: pgfId-47921]The C server is at a BIOS/Cisco IMC version earlier than the minimum (see Minimum Software and Firmware Requirements). 
 
      	 [bookmark: pgfId-47922]The server is using CPUs earlier than Intel Xeon v3 Series. 
 
      	 [bookmark: pgfId-54165]The server is using DDR3 memory risers and DIMMs.
 
     
 
      [bookmark: pgfId-51479]In this case, use the following procedure to upgrade the server, CPUs, memory risers, and DIMMs.
 
     
 
      .
 
      . 
 
      .
 
      for your release.
 
      
       
     
 
     
 
     [bookmark: pgfId-58669]Note If you use a method other than Cisco UCS Manager to update the integrated server’s Cisco IMC firmware, you must also manually initiate a low-level firmware upgrade. See Low-Level Firmware Requirements. 

      
     

     
 
      .
 
      for your release.
 
      [bookmark: pgfId-47933]Step 4[image: ] Decommission and then power off the server.
 
      [bookmark: pgfId-52155]Step 5[image: ] Replace the CPUs with the Intel Xeon v3 Series CPUs.
 
      .
 
      [bookmark: pgfId-52157]Step 6[image: ] Replace all the DDR3 memory risers and DIMMs in the server with new DDR4 memory risers and DIMMs.
 
      .
 
      [bookmark: pgfId-54251]Step 7[image: ] Power on the server.
 
      [bookmark: pgfId-47938]Step 8[image: ] Wait for Cisco UCS Manager to automatically discover and associate the server.
 
      
 
    
 
     
      [bookmark: pgfId-47773][bookmark: 40992]Upgrade Scenario 2: Standalone Server
 
      [bookmark: pgfId-48216]This scenario assumes the following conditions:
 
      
      	 [bookmark: pgfId-48217]The server is in standalone mode.
 
      	 [bookmark: pgfId-48218]The server is at a BIOS/Cisco IMC version earlier than the minimum (see Minimum Software and Firmware Requirements). 
 
      	 [bookmark: pgfId-48219]The server is using CPUs earlier than Intel Xeon v3 Series.
 
      	 [bookmark: pgfId-54440]The server is using DDR3 memory risers and DIMMs.
 
     
 
      [bookmark: pgfId-54743]In this case, use the following procedure to upgrade the server, CPUs, memory risers, and DIMMs.
 
     
 
      Step 1[image: ] Use the Cisco Host Upgrade Utility (HUU) to upgrade and activate the server Cisco IMC and BIOS to the minimum version for your server (or later).
 
      for your minimum release (or later) to download and use the utility package.
 
      
       
     
 
     
 
     
      [bookmark: pgfId-49578]
      Caution Be sure to update the Cisco IMC and BIOS when you select which components to update. The Cisco HUU ensures that the firmware is matched. The server will not boot if the Cisco IMC and BIOS become mismatched.
       
       
 
      

     
 
      
       
     
 
     
 
     [bookmark: pgfId-58986]Note If you use a method other than the Cisco Host Upgrade Utility to update the standalone server’s Cisco IMC firmware, you must also manually initiate a low-level firmware upgrade. See Low-Level Firmware Requirements. 

      
     

     
 
      [bookmark: pgfId-49565]Step 2[image: ] Power off the server.
 
      [bookmark: pgfId-52216]Step 3[image: ] Replace the CPUs with the Intel Xeon v3 Series CPUs.
 
      .
 
      [bookmark: pgfId-54479]Step 4[image: ] Replace all the DDR3 memory risers and DIMMs in the server with new DDR4 memory risers and DIMMs.
 
      .
 
      [bookmark: pgfId-48235]Step 5[image: ] Power on the server.
 
      
 
    
 
     
      [bookmark: pgfId-47788][bookmark: 44850]Upgrade Scenario 3: Standalone Server RMA; BIOS on Spare Server is Earlier Than the Minimum Version
 
      [bookmark: pgfId-48372]This scenario is unique to a field-service situation in which a server that is already running Intel Xeon v3 Series CPUs must be replaced (RMA), but the only replacement server available is running a BIOS earlier than the minimum version.
 
      [bookmark: pgfId-48373]This scenario assumes the following conditions:
 
      
      	 [bookmark: pgfId-48374]The server is in standalone mode.
 
      	 [bookmark: pgfId-48375]The replacement server is using Intel Xeon v3 Series CPUs (after the CPUs are transferred from the defective server).
 
      	 [bookmark: pgfId-54519]The replacement server is using DDR4 DIMMs and DDR4 memory risers (after the DIMMs and memory risers are transferred from the defective server).
 
      	 [bookmark: pgfId-48376]The replacement server is using BIOS/Cisco IMC version earlier than the minimum version for your server (see Minimum Software and Firmware Requirements). 
 
     
 
      [bookmark: pgfId-48377]Use the following procedure to upgrade the replacement server BIOS to the required version:
 
     
 
      Step 1[image: ] After you transfer the Intel Xeon v3 Series CPUs, DDR4 DIMMs, and DDR4 memory risers from the defective server to the replacement server, power on the replacement server.
 
      
       
     
 
     
 
     [bookmark: pgfId-48379]Note The server does not boot because the BIOS is an earlier version than that required for the new CPUs and memory.

      
     

     
 
      [bookmark: pgfId-48400]The Cisco Host Upgrade Utility (HUU) that is normally recommended for upgrading the Cisco IMC and BIOS cannot be used when the CPUs are non-bootable. However, the HUU ISO image contains a Zip file that has the images required for updating the server through a browser. Continue with the following steps to upgrade the server BIOS to the minimum version for your server (or later) by using a browser.
 
      [bookmark: pgfId-49092]Step 2[image: ] Download the HUU ISO file for your minimum release (or later) from Cisco.com and save it on a laptop or other computer. 
 
      for your release.
 
      [bookmark: pgfId-49155]Step 3[image: ] Mount the ISO image.
 
      [bookmark: pgfId-49159]Step 4[image: ] Extract the Zip file that is contained within the ISO image. 
 
      
       
     
 
     
 
     [bookmark: pgfId-50665]Note To determine the IP address of the target server so that you can log in to its Cisco IMC, you must connect the server to a DHCP-enabled network, as described in the next step.

      
     

     
 
      [bookmark: pgfId-49160]Step 5[image: ] Determine the IP address of the target server that you are upgrading:
 
      [bookmark: pgfId-50718] a.[image: ] Look at the physical MAC address label for the dedicated management port or the LOM1 port, depending on which port is enabled by default in the target server.
 
      [bookmark: pgfId-50733] b.[image: ] Connect an Ethernet cable for your DHCP-enabled network to the dedicated management port or the LOM 1 port.
 
      [bookmark: pgfId-50739]Your DHCP server assigns an IP address to the port.
 
      [bookmark: pgfId-50741] c.[image: ] Query your DHCP server based on the MAC address of the port that you connected. The IP address of the port that corresponds to the MAC address is listed.
 
      [bookmark: pgfId-50717]Step 6[image: ] Use the Cisco IMC GUI in a browser to log in as administrator on the IP address of the target server.
 
      [bookmark: pgfId-49168]Step 7[image: ] Use the Cisco IMC GUI to install and activate the Cisco IMC minimum version for your server (or later).
 
      .
 
      
       
     
 
     
 
     
      [bookmark: pgfId-50777]
      Caution When you install new BIOS firmware, it must be from the same software release as the Cisco IMC firmware running on the server. Do not install new BIOS firmware until after you have activated the matching Cisco IMC firmware or the server will not boot.
       
       
 
      

     
 
      [bookmark: pgfId-49178]Step 8[image: ] While logged in as administrator, use the Cisco IMC GUI to install the BIOS minimum version for your server (or later).
 
      .
 
      
       
     
 
     
 
     [bookmark: pgfId-59114]Note If you use a method other than the Cisco Host Upgrade Utility to update the standalone server’s Cisco IMC firmware, you must also manually initiate a low-level firmware upgrade. See Low-Level Firmware Requirements. 

      
     

     
 
      .
 
    
 
   
 
    
     [bookmark: pgfId-46034][bookmark: 30993]Downgrading From Intel Xeon v3 Series CPUs
 
     
      
    
 
    
 
    [bookmark: pgfId-46066]Note This downgrade procedure requires server downtime.

     
    

    
 
     [bookmark: pgfId-46067]This section contains the following topics:
 
     
     	 [bookmark: pgfId-46030]Downgrade Scenario 1: UCSM-Managed Server
 
     	 [bookmark: pgfId-46031]Downgrade Scenario 2: Standalone Server
 
    
 
     
      [bookmark: pgfId-46032][bookmark: 82266]Downgrade Scenario 1: UCSM-Managed Server
 
      [bookmark: pgfId-48480]This scenario assumes the following conditions:
 
      
      	 [bookmark: pgfId-48481]The server is managed by Cisco UCS Manager.
 
      	 [bookmark: pgfId-48583]The Cisco UCS Manager software is already at the minimum version or later (see Minimum Software and Firmware Requirements).
 
      	 [bookmark: pgfId-48482]The server is already at the BIOS/Cisco IMC minimum version or later. 
 
      	 [bookmark: pgfId-48483]The C-Series server is using the Intel Xeon v3 Series CPUs.
 
      	 [bookmark: pgfId-54643]The C-Series server is using DDR4 memory risers and DIMMs.
 
     
 
      [bookmark: pgfId-52315]Use the following procedure to downgrade to earlier supported CPUs, memory risers, and DIMMs. 
 
     
 
      Step 1[image: ] Decommission and then power off the server.
 
      [bookmark: pgfId-48486]Step 2[image: ] Replace the Intel Xeon v3 Series CPUs with the earlier supported CPUs.
 
      .
 
      [bookmark: pgfId-54844]Step 3[image: ] Replace the DDR4 memory risers and DIMMs with the earlier supported DDR3 memory risers and DIMMs.
 
      .
 
      [bookmark: pgfId-48489]Step 4[image: ] Power on the server.
 
      [bookmark: pgfId-48490]Step 5[image: ] Wait for Cisco UCS Manager to automatically discover and associate the server.
 
      
       
     
 
     
 
     [bookmark: pgfId-48503]Note The Cisco IMC bundle, including the server Cisco IMC and BIOS, is backward-compatible with earlier supported CPUs, so the following firmware downgrade steps are optional.

      
     

     
 
      [bookmark: pgfId-48504]Step 6[image: ] Optional: Downgrade your server Cisco IMC.
 
      .
 
      [bookmark: pgfId-48507]Step 7[image: ] Optional: Downgrade your server BIOS.
 
      .
 
      
 
    
 
     
      [bookmark: pgfId-47796][bookmark: 13450]Downgrade Scenario 2: Standalone Server
 
      [bookmark: pgfId-48589]This scenario assumes the following conditions:
 
      
      	 [bookmark: pgfId-48590]The C-Series server is in standalone mode.
 
      	 [bookmark: pgfId-48592]The C-Series server is using the BIOS/Cisco IMC minimum version or later (seeMinimum Software and Firmware Requirements). 
 
      	 [bookmark: pgfId-48593]The C-Series server is using the Intel Xeon v3 Series CPUs.
 
     
 
      [bookmark: pgfId-48594]Use the following procedure to downgrade to earlier supported CPUs, memory risers, and DIMMs.
 
     
 
      Step 1[image: ] Power off the server.
 
      [bookmark: pgfId-48596]Step 2[image: ] Replace the Intel Xeon v3 Series CPUs with the earlier supported CPUs.
 
      .
 
      [bookmark: pgfId-54992]Step 3[image: ] Replace the DDR4 memory risers and DIMMs with the earlier supported DDR3 memory risers and DIMMs.
 
      .
 
      [bookmark: pgfId-48600]Step 4[image: ] Power on the server.
 
      
       
     
 
     
 
     [bookmark: pgfId-48614]Note The Cisco IMC bundle, including the server Cisco IMC and BIOS, is backward-compatible with earlier supported CPUs, so the following firmware downgrade steps are optional.

      
     

     
 
      [bookmark: pgfId-48615]Step 5[image: ] Optional: Downgrade your server Cisco IMC.
 
      .
 
      [bookmark: pgfId-48618]Step 6[image: ] Optional: Downgrade your server BIOS.
 
      .
 
      
 
    
 
   
 
    
     [bookmark: pgfId-59774][bookmark: 61633]TPM 2.0 Considerations 
 
     [bookmark: pgfId-59948]Trusted platform module (TPM) version 2.0 is supported on Intel v3- or Intel v4-based platforms. 
 
     [bookmark: pgfId-59949]If there is an existing TPM 1.2 installed in the server, you cannot upgrade to TPM 2.0.
 
     [bookmark: pgfId-59950]If there is no existing TPM in the server, you can install TPM 2.0. You must first upgrade to Intel v4 code, regardless of whether the installed CPU is Intel v3 or v4. TPM 2.0 requires Intel v4 code or later.
 
     
      
    
 
    
 
    
     [bookmark: pgfId-59951]
     Caution If your Intel v3 or Intel v4 system is currently supported and protected by TPM version 2.0, a potential security exposure might occur if you downgrade the system software and BIOS to a version earlier than those shown in Table 3 below. 
      
      
 
     

    
 
     
      
    
 
    
 
    [bookmark: pgfId-59952]Note If the TPM 2.0 becomes unresponsive, reboot the server. 

     
    

    
 
     [bookmark: pgfId-60047]
 
     
      
       
        [bookmark: pgfId-60000]TPM Matrix by Intel CPU Version
 
       
      
        
        	
          
          [bookmark: pgfId-60008]Intel CPU
         
  
        	
          
          [bookmark: pgfId-60010]TPM Version Supported
         
  
        	
          
          [bookmark: pgfId-60012]Minimum Cisco IMC Version
         
  
        	
          
          [bookmark: pgfId-60014]Minimum UCS Manager (UCSM) Version
         
  
       
 
        
        	  [bookmark: pgfId-60016]Intel v3
  
        	 [bookmark: pgfId-60018]TPM 1.2
  
        	 [bookmark: pgfId-60020]2.0(3)
  
        	 [bookmark: pgfId-60022]2.2(3)
  
       
 
        
        	 [bookmark: pgfId-60026]TPM 2.0
  
        	 [bookmark: pgfId-60028]2.0(10)
  
        	 [bookmark: pgfId-60030]2.2(7) or 3.1(1)
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