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Executive Summary

Cisco Validated Designs (CVDs) deliver systems and solutions that are designed, tested, and documented to facilitate and
improve customer deployments. These designs incorporate a wide range of technologies and products into a portfolio of
solutions that have been developed to address the business needs of the customers and to guide them from design to
deployment.

Customers looking to deploy applications using shared data center infrastructure face a number of challenges. A recurrent
infrastructure challenge is to achieve the levels of IT agility and efficiency that can effectively meet the company business
objectives. Addressing these challenges requires having an optimal solution with the following key characteristics:

e Availability: Help ensure applications and services availability at all times with no single point of failure
e Flexibility: Ability to support new services without requiring underlying infrastructure modifications
e Efficiency: Facilitate efficient operation of the infrastructure through re-usable policies
e Manageability: Ease of deployment and ongoing management to minimize operating costs
e Scalability: Ability to expand and grow with significant investment protection
e  Compatibility: Minimize risk by ensuring compatibility of integrated components
e  Extensibility: Extensible platform with support for various management applications and configuration tools

Cisco and IBM have partnered to deliver a series of VersaStack solutions that enable strategic data center platforms with
the above characteristics. VersaStack solution delivers an integrated architecture that incorporates compute, storage and
network design best practices thereby minimizing IT risks by validating the integrated architecture to ensure compatibility
between various components. The solution also addresses IT pain points by providing documented design guidance,
deployment guidance and support that can be used in various stages (planning, designing and implementation) of a
deployment.

The VersaStack solution, described in this CVD, delivers a Converged Infrastructure platform (Cl) specifically designed for
high-performance Virtual Server Infrastructure (VSI), which is a validated solution jointly developed by Cisco and IBM. In
this deployment, IBM® FlashSystem g100 combines the performance of flash and Non-Volatile Memory Express (NVMe)
with the reliability and innovation of IBM FlashCore technology and the rich features of IBM Spectrum Virtualize. With the
addition of Cisco UCS Ms servers including 2™ gen Intel Xeon Scalable processors and Cisco UCS 6400 series Fabric
Interconnects, the solution provides superior compute performance and network throughput with 10/25/40/200GbE support
for ethernet using Nexus 9ooo series switches in the LAN and 32G support for fibre channel connectivity with the Cisco
MDS gooo portfolio of switches in the SAN.

The design showcases:

e (isco UCS 6400 Series Fabric Interconnects (FI)

e (Cisco UCS 5108 Blade Server chassis

e (Cisco Unified Computing System (Cisco UCS) servers with 2" gen Intel Xeon scalable processors
e  Cisco Nexus 9336C-FX2 Switches running NX-OS mode

e Cisco MDS 9132T Fabric Switches

e IBM FlashSystem 9100 NVMe-accelerated Storage

e VMware vSphere 6.7 Update 2
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Introduction

VersaStack solution is a pre-designed, integrated and validated architecture for the data center that combines Cisco UCS
servers, Cisco Nexus family of switches, Cisco MDS fabric switches, IBM Storage offerings into a single, flexible
architecture. VersaStack is designed for high availability, with no single points of failure, while maintaining cost-
effectiveness and flexibility in design to support a wide variety of workloads.

VersaStack designs can support different hypervisor options, bare metal servers and can also be sized and optimized based
on customer workload requirements. The VersaStack design discussed in this document has been validated for resiliency
(under fair load) and fault tolerance during system upgrades, component failures, and partial loss of power scenarios.

This document discusses the design of the high-performance VersaStack with flash and NVMe based solution. The solution
is a predesigned, best-practice data center architecture with VMware vSphere built on the Cisco Unified Computing System
(Cisco UCS). The solution architecture presents a robust infrastructure viable for a wide range of application workloads
implemented as a Virtual Server Infrastructure (VSI).

Audience

The intended audience of this document includes, but is not limited to, sales engineers, field consultants, professional
services, IT managers, architects, partner engineering, and customers who want to take advantage of an infrastructure built
to deliver IT efficiency and enable IT innovation.

Purpose of this Document

This document provides step-by-step configuration and implementation guidelines for setting up VersaStack. The
following design elements distinguish this version of VersaStack from previous models:

e Support for UCS 6454 Fabric Interconnects
e  Support for VIC 1400 series adapter cards on UCS Mg servers
e Support for Cisco UCS C480 M5 ML Servers, not validated in this document

e Support for the Second Generation Intel® Xeon® Scalable processor (Cascade Lake) refresh and
Intel® Optane™ Data Center persistent memory modules on UCS Intel-based M5 servers

e Improved memory RAS features on Mg servers

e IBM FlashSystem g100 release 8.2.1.6

e Support for the Cisco UCS release 4.0(4¢)

e Validation of 25GbE IP-based storage design with Nexus NX-OS switches supporting iSCSI based storage access
e Validation of VMware vSphere 6.7 U2

e 100 Gigabit per second Ethernet Connectivity

e 32 Gigabit per second Fibre Channel Connectivity

The design that will be implemented is discussed in the VersaStack with VMware vSphere 6.7 Design Guide found at:
https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/versastack vmw67_ibmfsgioo_design.html

For more information on the complete portfolio of VersaStack solutions, please refer to the VersaStack guides:


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_vmw67_ibmfs9100_design.html

Solution Overview

http://www.cisco.com/c/en/us/solutions/enterprise/data-center-designs-cloud-computing/versastack-designs.html
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Architecture

This VersaStack design aligns with the converged infrastructure configurations and best practices as identified in the
previous VersaStack releases. The solution focuses on integration of IBM Flash System 9100 in to VersaStack architecture
with Cisco UCS 4™ Generation and support for VMware vSphere 6.7 U2.

The system includes hardware and software compatibility support between all components and aligns to the configuration
best practices for each of these components. All core hardware components and software releases are listed and supported
on the following lists:

http://www.cisco.com/en/US/products/psio477/prod technical reference list.html

and IBM Interoperability Matrix:

http://[www-03.ibm.com/systems/support/storage/ssic/interoperability.wss

The system supports high availability at network, compute and storage layers such that no single point of failure exists in
the design. The system utilizes 10/25/40/100 Gbps Ethernet jumbo-frame based connectivity combined with port
aggregation technologies such as virtual port-channels (VPC) for non-blocking LAN traffic forwarding. A dual SAN 32Gbps
environment provides redundant storage access from compute devices to the storage controllers.

Physical Topology

The VersaStack infrastructure satisfies the high-availability design requirements and is physically redundant across the
network, compute and storage stacks. Figure 1 provides a high-level topology of the system connectivity.

To provide the compute to storage system connectivity, this design guides highlights two different storage connectivity
options:

e Option 1: iSCSI based storage access through Cisco Nexus Fabric
e Option 2: FC based storage access through Cisco MDS Fabric

This VersaStack design utilizes Cisco UCS platform with Cisco UCS B20o M5 half-width blades and UCS C220 Mg servers
connected and managed through Cisco UCS 6454 Fabric Interconnects and the integrated Cisco UCS manager. These high-
performance servers are configured as stateless compute nodes where ESXi 6.7 U2 hypervisor is loaded using SAN (iSCSI
and FC) boot. The boot disks to store ESXi hypervisorimage and configuration along with the block based datastores to
host application Virtual Machines (VMs) are provisioned on the IBM FSg100 storage array.

This design has following physical connectivity between the components of VersaStack:

e 4 X 10 Gb Ethernet connections port-channeled between the Cisco UCS 5108 Blade Chassis and the Cisco UCS Fabric
Interconnects

e 25 Gb Ethernet connections port-channeled between the Cisco UCS C-Series rackmounts and the Cisco UCS Fabric
Interconnects

e 100 Gb Ethernet connections port-channeled between the Cisco UCS Fabric Interconnect and Cisco Nexus gooos
e 32 Gb Fibre Channel connections port-channeled between the Cisco UCS Fabric Interconnect and Cisco MDS 9132T

e 16 Gb Fibre Channel connections between the Cisco MDS 9132T and IBM FSg100 storage array for fibre channel
block storage access

11
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e 25 Gb Ethernet connections between the Cisco Nexus gooos and IBM FSg100 storage array for iSCSI block storage
access

'ﬁ Any supported connectivity to existing customer IP and SAN Networks from the VersaStack core infrastructure is al-
lowed.

Figure 1 VersaStack Physical Topology
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VersaStack Core Infrastructure

This document guides customers through the low-level steps for deploying the base architecture. These procedures explain
everything from physical cabling to network, compute, and storage device configurations.

For detailed information about the VersaStack design, see:

https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/versastack vmw67_ibmfsqgioo_design.html

Software Revisions

Table 1 lists the hardware and software versions used for the solution validation.

It is important to note that Cisco, IBM, and VMware have interoperability matrices that should be referenced to determine
support for any specific implementation of VersaStack. See the following links for more information:

e |BM System Storage Interoperation Center

e Cisco UCS Hardware and Software Interoperability Tool
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e VMware Compatibility Guide

Table1  Hardware and Software Revisions

Layer Device Image Comments
Compute Cisco UCS Fabric Interconnects | 4.0(4c) Includes the Cisco UCS-IOM
6400 Series, Cisco UCS B-200 2208XP, Cisco UCS Manager,
M5, Cisco UCS C-220 Mg Cisco UCS VIC 1440 and Cisco
UCS VIC 1457
Cisco nenic Driver 1.0.29.0 Ethernet driver for Cisco VIC
Cisco fnic Driver 4.0.0.40 FCoE driver for Cisco VIC
Network Cisco Nexus Switches 7.0(3)I7(6) NXOS
Cisco MDS 9132T 8.4(1) FC switch firmware version
Storage IBM FlashSystem g100 8.2.1.6 Software version
Software VMware vSphere ESXi 6.7 update 2 Software version
VMware vCenter 6.7 update 2 Software version

Configuration Guidelines

This document provides details for configuring a fully redundant, highly available VersaStack configuration. Therefore,
appropriate references are provided to indicate the component being configured at each step, such as o1 and 02 or A and B.
For example, the Cisco UCS fabric interconnects are identified as FI-A or FI-B. This document is intended to enable
customers and partners to fully configure the customer environment and during this process, various steps may require the
use of customer-specific naming conventions, IP addresses, and VLAN schemes, as well as appropriate MAC addresses.

# This document details network (Nexus and MDS), compute (Cisco UCS), virtualization (VMware) and related IBM
FSg100 storage configurations (host to storage system connectivity).

Table 2 lists various VLANs, VSANs and subnets used to setup VersaStack infrastructure to provide connectivity between
core elements of the design.

Table2  VersaStack Infrastructure Configuration

VLAN Name VLAN Subnet Usage

IB-MGMT 11 192.168.160.0/22 Management VLAN to access and
manage the servers

i I-A .29.161.
¢S 3162 10.29.262.0/24 iSCSI-A path for booting both B

Series and C Series servers and
datastore access
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VLAN Name VLAN Subnet Usage

iSCSI-B 3162 10.29.162.0/24 iSCSI-B path for booting both B
Series and C Series servers and
datastore access

vMotion 3173 10.29.173.0/24 VMware vMotion traffic

Native-2 2 N/A VLAN 2 used as Native VLAN instead
of default VLAN (1)

VM Network 3174 10.29.174.0/24 VLAN to carry data traffic for both

VM and bare-metal Servers

VSAN-A 101 N/A Fabric A VSAN for FC Storage access

VSAN-B 102 N/A Fabric B VSAN for FC Storage access

Physical Infrastructure

The information in this section is provided as a reference for cabling the equipment in VersaStack environment. To simplify
the documentation, the architecture shown in Figure 2 is broken down into network, compute and storage related physical
connectivity details.

This document assumes that the out-of-band management ports are plugged into an existing management infrastructure
at the deployment site. These interfaces will be used in various configuration steps.

# Customers can choose interfaces and ports of their liking but failure to follow the exact connectivity shown in figures
below will result in changes to the deployment procedures since specific port information is used in various configura-
tion steps

# The Nexus 9336C-FX2 switches used in this design support 10/25/40/100 Gbps on all the ports. The switch supports
breakout interfaces, each 100Gbps port on the switch can be splitin to 4 X 25Gbps interfaces. The QSFP breakout cable
has been leveraged to connect 25Gbps iSCSI ethernet ports on the FSg100 storage array to the 100Gbps QSFP port on
the switch end. With this connectivity, IBM SFP transceiver on the FSg100 are not required.

Cisco UCS Connectivity to Nexus Switches

For physical connectivity details of Cisco UCS to the Cisco Nexus switches, refer to Figure 2.

Figure 2 Cisco UCS Connectivity to the Nexus Switches
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Table3  Cisco UCS Connectivity to Nexus Switches

Cisco UCS 5108
Chassis with B200

M5 Servers

- 2 Cisco Nexus
| 9336C-FX2

Cisco UCS 6454 Fl

Cisco UCS C220
M5 Servers

Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS Fabric Interconnect A Ethi/1y 10GbE Cisco UCS Chassis FEX A IOM 1/2
Cisco UCS Fabric Interconnect A Eth1/18 10GbE Cisco UCS Chassis FEX A IOM 1/2
Cisco UCS Fabric Interconnect A Ethi/19 10GbE Cisco UCS Chassis FEX A IOM 1/3
Cisco UCS Fabric Interconnect A Ethi/20 10GbE Cisco UCS Chassis FEX A IOM 1/4
Cisco UCS Fabric Interconnect A Eth1/53 100GbE Cisco Nexus 9336C-FX2 A Eth1/31
Cisco UCS Fabric Interconnect A Ethi/54 100GbE Cisco Nexus 9336C-FX2 B Eth1/31
Cisco UCS Fabric Interconnect B Ethi/1y 10GbE Cisco UCS Chassis FEX B IOM 1/2
Cisco UCS Fabric Interconnect B Eth1/18 10GbE Cisco UCS Chassis FEX B IOM 1/2
Cisco UCS Fabric Interconnect B Ethi/19 10GbE Cisco UCS Chassis FEX B IOM 1/3
Cisco UCS Fabric Interconnect B Ethi/20 10GbE Cisco UCS Chassis FEX B IOM 1/4
Cisco UCS Fabric Interconnect B Eth1/53 100GbE Cisco Nexus 9336C-FX2 A Ethi/32
Cisco UCS Fabric Interconnect B Ethi/54 100GbE Cisco Nexus 9336C-FX2 B Eth1/32
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Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS C220 M5 Server 1 VIC Port 1, Port | 25GbE Cisco UCS Fabric Interconnect A Eth1/21,
3 Eth1/22
Cisco UCS C220 Mg Server 1 VIC Port 2, Port | 25GbE Cisco UCS Fabric Interconnect B Ethi/21,
4 Ethi/22
Cisco UCS C220 Mg Server 2 VIC Port 1, Port | 25GbE Cisco UCS Fabric Interconnect A Eth1/23,
3 Eth1/24
Cisco UCS C220 Mg Server 2 VIC Port 2, Port | 25GbE Cisco UCS Fabric Interconnect B Eth1/23,
4 Eth1/24
Cisco Nexus 9336C-FX2 A Eth1/33 100GbE Cisco Nexus 9336C-FX2 B Eth1/33
Cisco Nexus 9336C-FX2 A Ethi/34 100GbE Cisco Nexus 9336C-FX2 B Ethi/34

IBM FSg100 Connectivity to Nexus Switches

For physical connectivity details of IBM FSg100 node canisters to the Cisco Nexus Switches, refer to Table 3 . This
deployment shows connectivity for a pair of IBM FSg100 node canisters. Additional nodes can be connected to open ports
on Nexus switches as needed.

Figure 3 IBM FSg100 Connectivity to Nexus gk Switches

ey e
' E 9336C-FX2

25GbE ISCSI-A 25GbE ISCSI-B
With Breakout Cable With Breakout Cable

IBM FS9100

Table 4 IBM FSg100 Connectivity to the Nexus Switches

Local Device Local Port Connection Remote Device Remote
Port

IBM FS9100 node 1 Port g 25GbE Cisco Nexus 9336C-FX2 A Ethi/12/2*

IBM FS9100 node 1 Port 6 25GbE Cisco Nexus 9336C-FX2 B Ethi/11/2*

IBM FS9100 node 2 Port 5 25GbE Cisco Nexus 9336C-FX2 A Ethi/11/2*

IBM FS9100 node 2 Port 6 25GbE Cisco Nexus 9336C-FX2 B Ethi/11/2*
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ﬂ * Breakout interfaces with one 100G QSFP port on the Nexus 9336C-FX2 is split in to 4 X 25Gbps SFP interfaces con-
nected to the IBM FSg100. Cisco QSFP100G-4SFP25G breakout cable has been leveraged for this connectivity.

Cisco UCS connectivity to SAN Fabric

For physical connectivity details of Cisco UCS to an MDS 9132T based redundant SAN fabric, refer to Figure 4.

Figure 4 Cisco UCS Connectivity to Cisco MDS SW|tches

Cisco MDS 9132T

Cisco UCS 6454 FI
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2x25GbE 2x25GbE Cisco UCS C220
— . S M5 Servers
Elme e i (B S
2x25GbE 2x25GbE
Table 5  Cisco UCS Connectivity to Cisco MDS Switches
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS Fabric Interconnect A FCa1/1 32Gbps Cisco MDS 9132T A FCa/1
Cisco UCS Fabric Interconnect A FCa/2 32Gbps Cisco MDS 9132T A FCa/2
Cisco UCS Fabric Interconnect A FCa1/3 32Gbps Cisco MDS 9132T A FCi/3
Cisco UCS Fabric Interconnect A FCa/4 32Gbps Cisco MDS 9132T A FCa/4
Cisco UCS Fabric Interconnect B FCa/1 32Gbps Cisco MDS 9132T B FCa/a
Cisco UCS Fabric Interconnect B FCa/2 32Gbps Cisco MDS 9132T B FCa/2
Cisco UCS Fabric Interconnect B FCa/3 32Gbps Cisco MDS 9132TB FC1/3
Cisco UCS Fabric Interconnect B FCa/4 32Gbps Cisco MDS 9132T B FCa/4
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Figure 5 illustrates FC connectivity for IBM FSg100 storage array. Additional nodes can be connected and configured by
following the same design guidelines.
Figure 5 IBM FSg100 and Storage System FC Connectivity

Cisco UCS 6454 Fl

' <5 Ik Cisco MDS 9132T

32Gb FC
SAN Fabric -A

32Gb FC
SAN Fabric -B

IBM FS 9100

Table6 IBM FSg1o00 Storage System FC Connectivity

Local Device Local Ports Connection Remote Device Remote Port
IBM FSg100 Node Canister 1 Porta 16Gbps Cisco MDS 9132T A FCa/s
IBM FSg100 Node Canister 1 Port 2 16Gbps Cisco MDS 9132T B FCa/s
IBM FS9100 Node Canister 1 Port 3 16Gbps Cisco MDS 9132T A FCa/6
IBM FSg100 Node Canister 1 Port 4 16Gbps Cisco MDS 9132T B FCa/6
IBM FSg100 Node Canister 2 Porta 16Gbps Cisco MDS 9132T A FCa/7
IBM FS9100 Node Canister 2 Port 2 16Gbps Cisco MDS 9132T B FCa/7
IBM FSg100 Node Canister 2 Port 3 16Gbps Cisco MDS 9132T A FC1/8
IBM FSg100 Node Canister 2 Port 4 16Gbps Cisco MDS 9132T B FCa/8
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Network Configuration

The procedures in this section describe how to configure the Cisco Nexus switches for use in a base VersaStack
environment. This procedure assumes the use of Nexus 9336C-FX2 switches running 7.0(3)I7(6) code. Configuration on a
differing model of Nexus 9000 series switch should be comparable but may differ slightly with model and changes in NX-OS

release. The Cisco Nexus 9336C-FX2 switch and NX-0S 7.0(3)17(6) release were used in validation of this VersaStack
solution, so steps will reflect this model and release.

# Connectivity between the Nexus switches and IBM FSg100 for iSCSI access depends on the Nexus gooo switch model
used within the architecture. If any supported Nexus switch with 25Gbps capable SFP ports is used, breakout cable is

not required and ports from the switch to IBM FSg100 can be connected directly using the SFP transceivers on both
sides.

r.

With Cisco Nexus gooo release 7.0(3)17(6), autonegotiation (40G/100G) is not supported on ports 1-6 and 33-36 on the
Cisco Nexus 9336C-FX2 switch. If these ports are used for connectivity, port speed and duplex should be hard set at
both ends of the connection.

Physical Connectivity

Physical cabling should be completed by following the diagram and table references in the previous sections.

Cisco Nexus gooo Initial Configuration Setup

The steps provided in this section details for the initial Cisco Nexus g336C-FX2 Switch setup. In this case, we are connected
using a Cisco Terminal Server that is connected via the console port on the switch.

Cisco Nexus A

To set up the initial configuration for the first Cisco Nexus switch <nexus-A-hostname>, follow these steps:

‘ﬁ On initial boot and connection to the serial or console port of the switch, the NX-OS setup should automatically start
and attempt to enter Power on Auto Provisioning.

1. Configure the switch:

Abort Power On Auto Provisioning [yes - continue with normal setup, skip - bypass password and basic
configuration, no - continue with Power On Auto Provisioning] (yes/skip/no) [no]: yes
Disabling POAP....... Disabling POAP
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2.

poap: Rolling back, please wait... (This may take 5-15 minutes)

--—- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]: Enter
Enter the password for "admin": <password>
Confirm the password for "admin": <password>
Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]: Enter
Configure read-only SNMP community string (yes/no) [n]: Enter
Configure read-write SNMP community string (yes/no) [n]: Enter

Enter the switch name: <nexus-A-hostname>

Mgmt0 IPv4 address: <nexus-A-mgmtO-ip>

Mgmt0 IPv4 netmask: <nexus-A-mgmtO-netmask>

Configure the default gateway? (yes/no) [y]: Enter

IPv4 address of the default gateway: <nexus-A-mgmtO-gw>
Configure advanced IP options? (yes/no) [n]: Enter
Enable the telnet service? (yes/no) [n]: Enter

Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsal: Enter
Number of rsa key bits <1024-2048> [1024]: Enter
Configure the ntp server? (yes/no) [n]: y

NTP server IPv4 address: <global-ntp-server-ip>
Configure default interface layer (L3/L2) [L2]: Enter

Configure default switchport interface state (shut/noshut) [noshut]: shut

Would you like to edit the configuration? (yes/no) [n]: Enter

Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]:

Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]: Enter

Enter

Review the configuration summary before enabling the configuration.

Cisco Nexus B

To set up the initial configuration for the second Cisco Nexus switch, follow these steps:

.=

On initial boot and connection to the serial or console port of the switch, the NX-OS setup should automatically start

and attempt to enter Power on Auto Provisioning.

Configure the switch:
Abort Power On Auto Provisioning [yes - continue with normal setup, skip - bypass password and basic
configuration, no - continue with Power On Auto Provisioning] (yes/skip/no) [no]l: yes
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Disabling POAP....... Disabling POAP
poap: Rolling back, please wait... (This may take 5-15 minutes)
--—- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]: Enter
Enter the password for "admin": <password>
Confirm the password for "admin": <password>
Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]: Enter
Configure read-only SNMP community string (yes/no) [n]: Enter
Configure read-write SNMP community string (yes/no) [n]: Enter
Enter the switch name: <nexus-B-hostname>
Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [y]: Enter
Mgmt0 IPv4 address: <nexus-B-mgmtO-ip>
Mgmt0 IPv4 netmask: <nexus-B-mgmtO-netmask>
Configure the default gateway? (yes/no) [y]: Enter
IPv4 address of the default gateway: <nexus-B-mgmtO-gw>
Configure advanced IP options? (yes/no) [n]: Enter
Enable the telnet service? (yes/no) [n]: Enter
Enable the ssh service? (yes/no) [y]: Enter
Type of ssh key you would like to generate (dsa/rsa) [rsal: Enter
Number of rsa key bits <1024-2048> [1024]: Enter
Configure the ntp server? (yes/no) [n]: y
NTP server IPv4 address: <global-ntp-server-ip>
Configure default interface layer (L3/L2) [L2]: Enter
Configure default switchport interface state (shut/noshut) [noshut]: shut
Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]: Enter

Would you like to edit the configuration? (yes/no) [n]: Enter

2. Review the configuration summary before enabling the configuration.

Enable Appropriate Cisco Nexus gooo Features and Settings

Enable Licenses

Cisco Nexus 9ooo A and Cisco Nexus gooo B

To license the Cisco Nexus switches, follow these steps:

1. Loginaadmin.
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2. Runthe following commands:

config terminal
feature udld
feature lacp

feature vpc

Set Global Configurations

Cisco Nexus 9ooo A and Cisco Nexus gooo B

To set global configurations, follow these steps on both switches:

spanning-tree port type network default
spanning-tree port type edge bpduguard default
spanning-tree port type edge bpdufilter default
port-channel load-balance src-dst l4port

ip route 0.0.0.0/0 <ib-mgmt-vlan-gateway>

copy run start

Setup NTP (optional)

The following procedure can be used to optionally enable the NTP service on the Nexus switches. The procedure includes
the setup of NTP distribution on both the mgmto port and the in-band management VLAN. The interface-vlan feature and
ntp commands are used to set this up. This procedure also assumes that the default VRF is used to route the in-band
management VLAN.

Cisco Nexus 9ooo A and Cisco Nexus 9ooo B

1. Run the following commands

feature interface-vlan

ntp server <global-ntp-server-ip> use-vrf management

ntp master 3

Add NTP Distribution Interface

Cisco Nexus A

1. From the global configuration mode, run the following commands:

interface Vlan<IB-Mgmt VLAN id>
ip address <switch-a-ntp-ip>/<ib-mgmt-vlan-netmask-length>

no shutdown
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exit

ntp peer <switch-b-ntp-ip> use-vrf default

Cisco Nexus B

1. From the global configuration mode, run the following commands:

interface Vlan<IB-Mgmt VLAN id>

ip address <switch-b-ntp-ip>/<ib-mgmt-vlan-netmask-length>
no shutdown

exit

ntp peer <switch-a-ntp-ip> use-vrf default

Create VLANSs for VersaStack IP Traffic

Cisco Nexus 9000 A and Cisco Nexus gooo B

To create the necessary virtual local area networks (VLANS), follow this step on both switches:

1. From the global configuration mode, run the following commands:

vlan <IB-Mgmt VLAN id>
name IB-MGMT-VLAN

vlan <Native VLAN id>
name Native-VLAN

vlan <vMotion VLAN id>
name vMotion-VLAN

vlan <VM Traffic VLAN id>
name VM-Traffic-VLAN
vlan <iSCSI-A VLAN id>
name iSCSI-A-VLAN

vlan <iSCSI-B VLAN id>
name iSCSI-B-VLAN

exit

copy run start

Configure Virtual Port Channel Domain

Cisco Nexus gooo A

To configure vPC domain for switch A, follow these steps:
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B

From the global configuration mode, create a new vPC domain:

‘vpc domain 10

2. Make the Nexus 9oooA the primary vPC peer by defining a low priority value:

‘ role priority 10

3. Use the management interfaces on the supervisors of the Nexus 9ooos to establish a keepalive link:

‘peer—keepalive destination <Mgmt. IP address for Switch B> source <Mgmt. IP address for Switch A>

4. Enable the following features for this vPC domain:

peer-switch

delay restore 150
peer-gateway

ip arp synchronize

auto-recovery

copy run start

Cisco Nexus gooo B

To configure the vPC domain for switch B, follow these steps:

1. From the global configuration mode, create a new vPC domain:

‘vpc domain 10

2. Make the Nexus 9oooA the primary vPC peer by defining a low priority value:

‘role priority 20

3. Usethe management interfaces on the supervisors of the Nexus gooos to establish a keepalive link:

‘peer—keepalive destination <Mgmt. IP address for Switch A> source <Mgmt. IP address for Switch B>

4. Enable the following features for this vPC domain:

peer-switch

delay restore 150
peer-gateway

ip arp synchronize
auto-recovery

copy run start

24



Network Configuration

Configure Network Interfaces for the vPC Peer Links

To configure the network interfaces for the vPC Peer links, follow these steps:

Cisco Nexus gooo A

1. Define a port description for the interfaces connecting to vPC Peer <nexus-B-hostname>.

interface Ethl/33
description VPC Peer <Nexus-B Switch Name>:1/33
interface Ethl/34

description VPC Peer <Nexus-B Switch Name>:1/34

2. Apply a port channel to both vPC Peer links and bring up the interfaces.

interface Ethl1/33,Ethl1/34
channel-group 10 mode active

no shutdown

3. Define a description for the port-channel connecting to <nexus_B_hostname>.

interface Pol0

description vPC peer-link

4. Make the port-channel a switchport and configure a trunk to allow in-band management, VM traffic, vMotion and the
native VLAN.

switchport

switchport mode trunk

switchport trunk native vlan <Native VLAN id>

switchport trunk allowed vlan <IB-MGMT VLAN id>, <vMotion VLAN id>, <VM Traffic VLAN id>, <iSCSI-A

VLAN id>, <iSCSI-B VLAN id>

5. Make the port channel and associated interfaces spanning tree network ports.

spanning-tree port type network

6. Setport speed and duplex.

speed 100000
duplex full

no negotiate

7. Make this port-channel the VPC peer link and bring it up.

25



Network Configuration

vpc peer-link
no shutdown

copy run start

Cisco Nexus gooo B

1. Define a port description for the interfaces connecting to VPC Peer <nexus_A_hostname>.

interface Ethl/33
description VPC Peer <Nexus-A Switch Name>:1/33
interface Ethl/34

description VPC Peer <Nexus-A Switch Name>:1/34

2. Apply a port channel to both VPC Peer links and bring up the interfaces.

interface Ethl/33,Ethl/34
channel-group 10 mode active

no shutdown

3. Define a description for the port-channel connecting to <nexus_A_hostname>.

interface Pol0

description vPC peer-link

4. Make the port-channel a switchport and configure a trunk to allow in-band management, VM traffic, vMotion and the
native VLAN.

switchport

switchport mode trunk

switchport trunk native vlan <Native VLAN id>

switchport trunk allowed vlan <IB-MGMT VLAN id>, <vMotion VLAN id>, <VM Traffic VLAN id>, <iSCSI-A

VLAN id>, <iSCSI-B VLAN id>

5. Make the port channel and associated interfaces spanning tree network ports.

spanning-tree port type network

6. Setportspeed and duplex.

speed 100000
duplex full

no negotiate
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7-

Make this port-channel the VPC peer link and bring it up.

vpc peer-link
no shutdown

copy run start

Configure Network Interfaces to Cisco UCS Fabric Interconnects

To configure the network interfaces for the Cisco UCS Fabric Interconnects, follow these steps:

Cisco Nexus gooo A

1.

Define a description for the port-channel connecting to <UCS Cluster Name>-A.

interface Pol3

description <UCS Cluster Name>-A

Make the port-channel a switchport and configure a trunk to allow in-band management, VM traffic, vMotion, iSCSI

and the native VLANSs.

switchport
switchport mode trunk

switchport trunk native vlan <Native VLAN id>

VLAN id>, <iSCSI-B VLAN id>

switchport trunk allowed vlan <IB-MGMT VLAN id>, <vMotion VLAN id>,

<VM Traffic VLAN id>,

<iSCSI-A

Set port speed and duplex.

speed 100000
duplex full

no negotiate auto

Make the port channel and associated interfaces spanning tree edge ports.

‘spanning—tree port type edge trunk

Set the MTU to be 9216 to support jumbo frames.

‘mtu 9216

Make this a VPC port-channel and bring it up.

vpc 13

no shutdown

27




Network Configuration

7-

10.

11.

12.

13.

Define a port description for the interface connecting to <UCS Cluster Name>-A.

interface Ethl/31

description <UCS Cluster Name>-A:53

Apply it to a port channel and bring up the interface.

channel-group 13 force mode active

no shutdown

Define a description for the port-channel connecting to <UCS Cluster Name>-B.

interface Pol4

description <UCS Cluster Name>-B

Make the port-channel a switchport and configure a trunk to allow in-band management, VM traffic, vMotion and the
native VLANSs.

switchport

switchport mode trunk

switchport trunk native vlan <Native VLAN id>

switchport trunk allowed vlan <IB-MGMT VLAN id>, <vMotion VLAN id>, <VM Traffic VLAN id>, <iSCSI-A

VLAN id>, <iSCSI-B VLAN id>

Set port speed.

speed 100000
duplex full

no negotiate auto

Make the port channel and associated interfaces spanning tree edge ports.

‘spanning—tree port type edge trunk

Set the MTU to be 9216 to support jumbo frames.

‘mtu 9216

14. Make this a VPC port-channel and bring it up.

15.

vpc 14

no shutdown

Define a port description for the interface connecting to <UCS Cluster Name>-B.
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interface Ethl/32

description <UCS Cluster Name>-B:1/53

16. Apply it to a port channel and bring up the interface.

channel-group 14 force mode active
no shutdown

copy run start

Cisco Nexus gooo B

1. Define a description for the port-channel connecting to <UCS Cluster Name>-B.

interface Pol3

description <UCS Cluster Name>-A

2. Make the port-channel a switchport and configure a trunk to allow in-band management, VM traffic, vMotion and the
native VLANSs.

switchport

switchport mode trunk

switchport trunk native vlan <Native VLAN id>

switchport trunk allowed vlan <IB-MGMT VLAN id>, <vMotion VLAN id>, <VM Traffic VLAN id>, <iSCSI-A

VLAN id>, <iSCSI-B VLAN id>

3. Setport speed.

speed 100000
duplex full

no negotiate auto

4. Make the port channel and associated interfaces spanning tree edge ports.

‘spanning—tree port type edge trunk

5. Setthe MTU to 9216 to support jumbo frames.

‘mtu 9216

6. Make this a VPC port-channel and bring it up.

vpc 13

no shutdown
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7-

10.

11.

12.

13.

Define a port description for the interface connecting to <UCS Cluster Name>-B.

interface Ethl/31

description <UCS Cluster Name>-A:1/54

Apply it to a port channel and bring up the interface.

channel-group 13 force mode active

no shutdown

Define a description for the port-channel connecting to <UCS Cluster Name>-A.

interface Pol4

description <UCS Cluster Name>-B

Make the port-channel a switchport and configure a trunk to allow in-band management, VM traffic, vMotion and the
native VLANSs.

switchport

switchport mode trunk

switchport trunk native vlan <Native VLAN id>

switchport trunk allowed vlan <IB-MGMT VLAN id>, <vMotion VLAN id>, <VM Traffic VLAN id>, <iSCSI-A

VLAN id>, <iSCSI-B VLAN id>

Set port speed.

speed 100000
duplex full

no negotiate auto

Make the port channel and associated interfaces spanning tree edge ports.

‘spanning—tree port type edge trunk

Set the MTU to be 9216 to support jumbo frames.

‘mtu 9216

14. Make this a VPC port-channel and bring it up.

15.

vpc 14

no shutdown

Define a port description for the interface connecting to <UCS Cluster Name>-A.
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interface Ethl/32

description <UCS Cluster Name>-B:1/54

16. Apply it to a port channel and bring up the interface.

channel-group 14 force mode active
no shutdown

copy run start

Enable UDLD for Cisco UCS Interfaces

Enable aggressive unidirectional link detection (UDLD) on interfaces connected to Cisco UCS.

Cisco Nexus A and Cisco Nexus B

1. From the global configuration mode, run either of the following commands depending on the connectivity:

interface Ethl/x

#For Copper cable or twinnax connections use the following command
udld aggressive
#For fibre optic connections use the following command

udld enable

Configure Network Interfaces Connected to IBM FS9100 iSCSI Ports (iSCSI Deployment)

# This configuration step can be skipped if the UCS environment does not need access to storage using iSCSI.

To configure the network interfaces for IBM FSg100 iSCSI ports, follow these steps:

Cisco Nexus gooo A & B

The 100Gbs design in this document uses a pair of Nexus 9336C-FX2 switches built with all ports being capable of the
100Gbps Quad Small Form Factor Pluggable Plus (QSFP+) type. The IBM FSg100 has 25GbpsSFP+ ports for iSCSI
connectivity. The 100Gbps QSFP+ ports on the Nexus 9336C-FX2 switches in this design have been connected to the IBM
FS9100 iSCSI ethernet SFP+ ports using a QSFP+ Breakout Cable.

Configuration of the QSFP+ ports will use the interface breakout command as shown in this example to turn the 100G
interface Ethernet 1/11 into 4x25G interfaces on both the Nexus switches:

show running-config interface Ethernetl/11

interface Ethernetl/11
no switchport

interface breakout module 1 port 11 map 25g-4x

show running-config interface Ethernetl/11/1-4
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interface Ethernetl/11/1
interface Ethernetl/11/2
interface Ethernetl1/11/3

interface Ethernetl/11/4

.=

Connectivity between the Nexus switches and IBM FSg100 for iSCSI access depends on the Nexus gooo switch model
used within the architecture. If any supported Nexus switch with 25Gbps capable SFP ports is used, breakout cable is
not required and ports from the switch to IBM FSg100 can be connected directly using the SFP transceivers on both
sides.

Cisco Nexus gooo A

1.

Define a description for the Ethernet port connecting to <FSg100 Nodez, P5>.

interface Ethernetl/11/1

description <FS9100-Nodel-iSCSI-P5>

Make the Interface access port and configure the switchport access VLAN.

switchport mode access

switchport access vlan <iSCSI-A VLAN id>

Make the interface spanning normal.

spanning-tree port type edge

Set the MTU to be 9216 to support jumbo frames.

mtu 9216
no shutdown

copy run start

Define a description for the Ethernet port connecting to <FSg100 Node2, P5>.

interface Ethernetl/11/2

description <FS9100-Node2-iSCSI-P5>

Make the Interface a access port and configure the switchport access VLAN.

switchport mode access

switchport access vlan <iSCSI-A VLAN id>

Make the interface spanning normal.

spanning-tree port type edge
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8. Setthe MTU to be 9216 to support jumbo frames.

mtu 9216
no shutdown

copy run start

Cisco Nexus gooo B

1.

Define a description for the Ethernet port connecting to <FSg100 Node1, P6>.

interface Ethernetl/11/1

description <FS9100-Nodel-iSCSI-P6>

Make the Interface access port and configure the switchport access VLAN.

switchport mode access

switchport access vlan <iSCSI-B VLAN id>

Make the interface spanning normal.

spanning-tree port type edge

Set the MTU to be 9216 to support jumbo frames.

mtu 9216

no shutdown

copy run start

Define a description for the Ethernet port connecting to <FSg100 Node1, P6>.

interface Ethernetl/11/2

description <FS9100-Node2-iSCSI-P6>

Make the Interface a access port and configure the switchport access VLAN.

switchport mode access

switchport access vlan <iSCSI-B VLAN id>

Make the interface spanning normal.

spanning-tree port type edge

Set the MTU to be 9216 to support jumbo frames.

mtu 9216

no shutdown
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copy run start

Management Uplink into Existing Network Infrastructure

Depending on the available network infrastructure, several methods and features can be used to uplink the VersaStack Pod
environment. If an existing Cisco Nexus environment is present, we recommend using vPCs to uplink the Cisco Nexus
switches included in the VersaStack environment into the infrastructure. The following procedure can be used to create an
uplink vPC to the existing environment.

Cisco Nexus 9ooo A and B using Port Channel Example

To enable management access across the IP switching environment leveraging port channel in config mode run the
following commands:

1. Define a description for the port-channel connecting to management switch.

interface po6

description IB-MGMT

2. Configure the port as an access VLAN carrying the InBand management VLAN traffic.

switchport
switchport mode access

switchport access vlan <IB-MGMT VLAN id>

3. Make the port channel and associated interfaces normal spanning tree ports.

spanning-tree port type normal

4. Make this a VPC port-channel and bring it up.

vpc 6

no shutdown

5. Define a port description for the interface connecting to the management plane.

interface Ethl/30

description IB-MGMT-SWITCH uplink

6. Apply itto a port channel and bring up the interface.

channel-group 6 force mode active

no shutdown

7. Save the running configuration to start-up in both Nexus gooos and run commands to look at port and port channel.
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Copy run start
sh int ethl/30 br

sh port-channel summary

Switch Testing Commands

The following commands can be used to check for correct switch configuration:

ﬂ Some of these commands need to run after further configuration of the VersaStack components are complete to see
complete results.

show run

show vpc

show port-channel summary
show ntp peer-status

show cdp neighbors

show 11ldp neighbors

show udld neighbors

show run int

show int

Cisco MDS 9132T Configuration (FC Deployment)

This section explains how to configure the Cisco MDS gooos for use in a VersaStack environment. Follow the steps precisely
because failure to do so could result in an improper configuration.

ﬂ If directly connecting storage to the Cisco UCS fabric interconnects or if only iSCSI storage access is required, skip this
section.

Physical Connectivity

Follow the physical connectivity guidelines for VersaStack as explained in the section Physical Infrastructure.

VersaStack Cisco MDS Base Configuration

The following procedures describe how to configure the Cisco MDS switches for use in a base VersaStack environment. This
procedure assumes you are using the Cisco MDS 9132T with NX-OS 8.3(1).

Cisco MDS 9132T A

To set up the initial configuration for the Cisco MDS A switch, <mds-A-hostname>, follow these steps:

# On initial boot and connection to the serial or console port of the switch, the NX-OS setup should automatically start
and attempt to enter Power on Auto Provisioning. Enter y to get to the System Admin Account Setup.
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Cisco MDS 9132T A

1. Configure the switch using command line.

---- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [y]: Enter

Enter the password for "admin": <password>
Confirm the password for "admin": <password>

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]: Enter

Configure read-only SNMP community string (yes/no) [n]: Enter

Configure read-write SNMP community string (yes/no) [n]: Enter

Enter the switch name : <mds-A-hostname>

Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [y]: Enter
Mgmt0 IPv4 address : <mds-A-mgmtO-ip>

Mgmt0 IPv4 netmask : <mds-A-mgmtO-netmask>

Configure the default gateway? (yes/no) [y]: Enter

IPv4 address of the default gateway : <mds-A-mgmtO-gw>

Configure advanced IP options? (yes/no) [n]: Enter

Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsal: Enter

Number of rsa key bits <1024-2048> [1024]: Enter

Enable the telnet service? (yes/no) [n]: Enter

Configure congestion/no credit drop for fc interfaces? (yes/no) [y]: Enter
Enter the type of drop to configure congestion/no_credit drop? (con/no) [c]: Enter

Enter milliseconds in multiples of 10 for congestion-drop for logical-type edge
in range (<200-500>/default), where default is 500. [d]: Enter

Enable the http-server? (yes/no) [y]: Enter

Configure clock? (yes/no) [n]: Enter

Configure timezone? (yes/no) [n]: Enter

Configure summertime? (yes/no) [n]: Enter

Configure the ntp server? (yes/no) [n]: yes

NTP server IPv4 address : <nexus-A-mgmtO-ip>

Configure default switchport interface state (shut/noshut) [shut]: Enter
Configure default switchport trunk mode (on/off/auto) [on]: auto
Configure default switchport port mode F (yes/no) [n]: yes

Configure default zone policy (permit/deny) [deny]: Enter

Enable full zoneset distribution? (yes/no) [n]: Enter
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2.

Configure default zone mode (basic/enhanced) [basic]: Enter

Review the configuration summary before enabling the configuration.

Cisco MDS 9132T B

1.

Configure the switch using command line.

--—- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [y]: Enter

Enter the password for "admin": <password>
Confirm the password for "admin": <password>

Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]: Enter

Configure read-only SNMP community string (yes/no) [n]: Enter
Configure read-write SNMP community string (yes/no) [n]: Enter

Enter the switch name : <mds-B-hostname>

Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [y]:

Mgmt0 IPv4 address : <mds-B-mgmtO-ip>

MgmtO0 IPv4 netmask : <mds-B-mgmtO-netmask>

Configure the default gateway? (yes/no) [y]: Enter

IPv4 address of the default gateway : <mds-B-mgmtO-gw>

Configure advanced IP options? (yes/no) [n]: Enter

Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsal: Enter
Number of rsa key bits <1024-2048> [1024]: Enter

Enable the telnet service? (yes/no) [n]: Enter

Configure congestion/no credit drop for fc interfaces? (yes/no) [v]:

Enter the type of drop to configure congestion/no_credit drop? (con/no)

Enter

Enter

[c]:

Enter

Enter milliseconds in multiples of 10 for congestion-drop for logical-type edge

in range (<200-500>/default), where default is 500. [d]: Enter

Enable the http-server? (yes/no) [y]: Enter

Configure clock? (yes/no) [n]: Enter

Configure timezone? (yes/no) [n]: Enter

Configure summertime? (yes/no) [n]: Enter

Configure the ntp server? (yes/no) [n]: yes

NTP server IPv4 address : <nexus—-A-mgmtO-ip>

Configure default switchport interface state (shut/noshut) [shut]: Enter

Configure default switchport trunk mode (on/off/auto) [on]: auto
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Configure default switchport port mode F (yes/no) [n]: yes
Configure default zone policy (permit/deny) [deny]: Enter
Enable full zoneset distribution? (yes/no) [n]: Enter

Configure default zone mode (basic/enhanced) [basic]: Enter

2. Review the configuration summary before enabling the configuration.
Cisco MDS 9132T Initial Configuration Setup

To perform Cisco MDS Initial configuration, follow these steps:
Enable Licenses

Cisco MDS 9132T A and Cisco MDS 9132T B

To enable the correct features on the Cisco MDS switches, follow these steps:

1. Loginasadmin.

2. Runthe following commands:

Configure terminal

feature npiv

feature fport-channel-trunk
feature 1ldp

device-alias mode enhanced

device-alias commit

Add Second NTP server

Cisco MDS 9132T A and Cisco MDS 9132T B

To configure the second NTP server, follow this step:

1. From the global configuration mode, run the following command:

ntp server <nexus-B-mgmtO-ip>

Configure Individual Ports

To configure Cisco MDS individual ports used for Cisco UCS and IBM FSg100 connectivity, follow these steps:

Cisco MDS 9132T A

To configure individual ports and port-channels for switch A, follow this step:

From the global configuration mode, run the following commands:

interface fcl/1
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switchport description <ucs-clustername>-a:1/1
channel-group 1 force
no shutdown

exit

interface fcl/2

switchport description <ucs-clustername>-a:1/2
channel-group 1 force

no shutdown

exit

interface fcl/3

switchport description <ucs-clustername>-a:1/3
channel-group 1 force

no shutdown

exit

interface fcl/4

switchport description <ucs-clustername>-a:1/4
channel-group 1 force

no shutdown

exit

interface fcl/5

switchport description <FS9100-Nodel-FC1>
switchport speed 16000

no shutdown

exit

interface fcl/6

switchport description <FS9100-Nodel-FC3>
switchport speed 16000

no shutdown

exit

interface fcl/7

switchport description <FS9100-Node2-FC1>
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switchport speed 16000
no shutdown

exit

interface fcl/8

switchport description <FS9100-Node2-FC3>
switchport speed 16000

no shutdown

exit

interface port-channell

channel mode active

switchport description <ucs-clustername>-a
no shutdown

exit

Cisco MDS 9132T B

To configure individual ports and port-channels for switch B, follow this step:

From the global configuration mode, run the following commands:

interface fcl/1

switchport description <ucs-clustername>-b:1/1
channel-group 2 force

no shutdown

exit

interface fcl/2

switchport description <ucs-clustername>-b:1/2
channel-group 2 force

no shutdown

exit

interface fcl/3
switchport description <ucs-clustername>-b:1/3
channel-group 2 force

no shutdown
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exit

interface fcl/4

switchport description <ucs-clustername>-b:1/4
channel-group 2 force

no shutdown

exit

interface fcl/5

switchport description <FS9100-Nodel-FC2>
switchport speed 16000

no shutdown

exit

interface fcl/6

switchport description <FS9100-Nodel-FC4>
switchport speed 16000

no shutdown

exit

interface fcl/7

switchport description <FS9100-Node2-FC2>
switchport speed 16000

no shutdown

exit

interface fcl/8

switchport description <FS9100-Node2-FC4>
switchport speed 16000

no shutdown

exit

interface port-channel?2
channel mode active
switchport description <ucs-clustername>-b

no shutdown
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exit

Create VSANSs

Cisco MDS 9132T A
To create the necessary VSANSs for fabric A and add ports to them, follow these steps:

From the global configuration mode, run the following commands:

vsan

vsan

vsan

exit

zone

vsan

vsan

vsan

vsan

vsan

vsan

exit

database

<vsan-a-id>

<vsan-a-id> name Fabric-A

smart-zoning enable vsan <vsan-a-id>

database

<vsan-a-id>

<vsan-a-id>

<vsan-a-id>

<vsan-a-id>

<vsan-a-id>

interface

interface

interface

interface

interface

fcl/5
fcl/6
fcl/7
fcl/8

port-channell

Cisco MDS 9132T B
To create the necessary VSANSs for fabric B and add ports to them, follow these steps:

From the global configuration mode, run the following commands:

vsan

vsan

vsan

exit

zone

vsan

vsan

vsan

vsan

vsan

vsan

exit

database

<vsan-b-id>

<vsan-b-id> name Fabric-B

smart-zoning enable vsan <vsan-b-id>

database

<vsan-b-id>

<vsan-b-id>

<vsan-b-id>

<vsan-b-id>

<vsan-b-id>

interface

interface

interface

interface

interface

fcl/5
fcl/6
fcl/7
fcl/8

port-channel?2
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Initial Storage Configuration

IBM FlashSystem g100

'ﬁ FlashSystem 9100 systems have specific connection requirements. Care must be taken to note the orientation of each
node canister in the control enclosure.

The FlashSystem 9100 control enclosure contains two node canisters. A label on the control enclosure identifies each node
canister and power supply unit (PSU). As Figure 6 shows, node canister 1 is on top and node canister 2 is on the bottom.
Because the node canisters are inverted, the location of the ports and the port numbering are oriented differently on each
node canister. It is important to remember this orientation when installing adapters and cables.

Figure 6 Orientation of the Node Canisters and PSUs

i N
2 = ] ?

For example, Figure 7 shows the top node canister. On this canister, the PCle slot and port numbering goes from right to
left. PCle adapter slot 1 contains a 4-port 16 Gbps Fibre Channel adapter, PCle slot 2 contains a 2-port 25 Gbps iWARP
Ethernet adapter, and PCle slot 3 contains a 4-port 12 Gbps SAS adapter. The onboard Ethernet and USB ports are also
shown.

<+ -»

— ¢

11T

Figure 7 Orientation of Ports on Node Canister 1

Etharnet Ethermnet
USE2 USB1 4 3 _ 21

Figure 8 shows the bottom node canister. This node canister has the same type and number of adapters installed. However,
on the bottom canister, the PCl slot and port numbering goes from left to right.

Figure 8 Orientation of Ports on Node Canister 2

PCle 1 PCle 2 PCle 3
1234 12 1234

EN00TE

12 34

Four 10 Gb Ethernet ports on each node canister provide system management connections and iSCSI host connectivity. A
separate technician port provides access to initialization and service assistant functions. Table 7 describes each port.
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Table7 ~ Summary of Onboard Ethernet Ports

On board Ethernet Port Speed Function

1

10 Gbps Management IP, Service IP, Host I/O

10 Gbps Secondary Management IP, Host I/O

10 Gbps Host I/O

10 Gbps Host I/O

1 Gbps Technician Port - DHCP/DNS for direct attach service management

The following connections are required for FlashSystem 9100 control enclosures:

Each control enclosure requires two Ethernet cables to connect it to an Ethernet switch. One cable connects to port
1 of the top node canister, and the other cable connects to port 1 of the bottom node canister. For 10 Gbps ports, the
minimum link speed is 1 Gbps. Both Internet Protocol Version 4 (IPv4) and Internet Protocol Version 6 (IPv6) are
supported.

To ensure system failover operations, Ethernet port 1 on each node canister must be connected to the same set of
subnets. If used, Ethernet port 2 on each node canister must also be connected to the same set of subnets. However,
the subnets for Ethernet port 1 do not have to be the same as Ethernet port 2.

If you have more than one control enclosure in your system, the control enclosures communicate through their Fibre
Channel ports.

Each FlashSystem 9100 node canister also has three PCle interface slots to support optional host interface adapters.
The host interface adapters can be supported in any of the interface slots. Table 8 provides an overview of the host
interface adapters.

The 2-port SAS host interface adapter supports expansion enclosures. In total, FlashSystem g100 control enclosures
can have up to 20 chain-linked expansion enclosures, 10 per port.

Table8  Summary of Supported Host Interface Adapters

Protocol Feature Ports FRU part number  Quantity supported
16 Gbs Fibre Channel AHB3 4 01YM333 0-3
25 Gbs Ethernet (RoCE)  AHB6 2 01YM283 0-3
25 Gbs Ethernet (iWARP) AHB7 2 01YM285 0-3
12 Gb SAS Expansion AHBA 4, butonly 2 are active  01YM338 0-1

for SAS expansion
chains.

ﬂ Each node canister within the control enclosure (/O group) must be configured with the same host interface

adapters.
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Each node canister has four onboard 10 Gbps Ethernet ports. A node canister can also support up to three 2-port 25 Gbps
Ethernet host interface adapters.

Table g lists the fabric types that can be used for communicating between hosts, nodes, and RAID storage systems. These
fabric types can be used at the same time.

Tableg  Communications types

Communications type Host to node Node to storage system Node to node
Fibre Channel SAN Yes Yes Yes
iSCSI Yes Yes No

10 Gbps Ethernet

25 Gbps Ethernet

iISER Yes No No

25 Gbps Ethernet

The feature codes for the 16 Gbps Fibre Channel adapter, 25Gbps iWarp adapter, and the 25Gbps RoCE adapter each
include standard SFP transceivers for each adapter. In this design the 25Gbps RoCE adapter has been leveraged for iSCSI
connectivity and the ports are connected to the Cisco Nexus 9336C-FX2 switches using breakout cables, SFP transceivers
are not required with this connectivity.

The 2-port 25 GB Ethernet adapter for iIWARP and the 2-port 25GB Ethernet adapter for RDMA over Converged Ethernet
(RoCE) both support iSER host attachment. However, RoCE and iWARP are not cross-compatible; therefore, it is important
to use the adapter that matches the iSER implementation on your SAN if iSER is planned to be implemented in the future.

# This document implements traditional iISCSI, iSER based iSCSI implementation can be configured with the support of
iSER on Cisco VIC 1400 series when available with the future releases of Cisco UCS software.

IBM Service Support Representative (SSR) Configuration

To install the FlashSystem 9100 hardware, an IBM SSR must complete the following tasks:

# You must complete the planning tasks and provide completed worksheets to the IBM SSR before they can proceed
with installing and initializing your system.

e AnIBM SSR unpacks and installs the AF7/AF8 control enclosures and any optional SAS expansion enclosures in the
rack.

e Referring to the worksheets that you completed, the IBM SSR completes the cabling.

# If the IBM SSR is aware of your intent to add the FlashSystem 9100 to an existing system, the IBM SSR installs
the FlashSystem g100 control enclosure for you but does not initialize a system on it. If you are planning on adding
a FlashSystem 9100 control enclosure to an existing Storwize® V7000 system, inform the IBM SSR of this intention. In
these cases, the IBM SSR installs the FlashSystem 9100 control enclosure for you, but does not initialize a system on it,
because the existing system is already initialized.
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After the hardware is installed, an IBM SSR connects a workstation to an AF7/AF8 control enclosure technician port and
completes the following tasks:

e Configuring the system with a name, and management and service IP addresses.

e Loggingin to the control enclosure using the management GUI and completing the system setup wizard using
information from the customer-supplied worksheets.

The SSR configuration steps are documented below.

Initialize the System

The initial configuration requires a workstation be locally attached to the Ethernet port labelled “T” on the Upper node
canister in the FSg100 enclosure. “T" refers to Tech Port and will allocate an IP address to the connected workstation using
DHCP and will redirect any DNS queries to the System Initialization page. This page shows the status of each node canister
in the enclosure and will guide you through the initialization process.

To initialize the system, follow these steps:

1. Ensure both node canisters have been detected and click Proceed.

System Initialization

Systam Initialization

Phrese varrify Lo informastion below and select Proceed (o begin yous system configuration.

Canister 12 @ Detected
”

Canister 20 @ Dtected
”

2. Click Next through the Welcome screen.
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& @ o w/fnstaljz=rvio - @ no® =

3. Select the option to define the enclosure as the first in a new system

4. Enter the network details for the management interface for the new system. This IP address is sometimes referred to
as the Management IP, or Cluster IP and will be used to manage the FSg100 system via the web interface or CLI via
SSH.
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« [N (0 hitosfinstallsorvicn A n o ® =

System Initialization

- B [

5. Acknowledge the Task Completion message.

- [ @R Pl instellsen R wWmoa& =

~ Task compearan. 1

- View mare desalis

6. The initial configuration steps are now complete, and the system will now restart the Web Server.
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Prepare FSg100 for Customer Environments

Now the Management IP is enabled, all future configuration steps are made with this interface.
To prepare the FSg100 for customer environments, follow these steps:

1. Loginusing the default credentials:

Username: superuser
Password: passwOrd

&« (<K~} U 8 ot195//971.4987 - O % nme =

FlashSystem 9100

2. Click Next to proceed through the configuration wizard.
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5//9.71.49.97 flogin In @ ® =

Welcome to Service Setup
Attach cables and power on all control enclosures and expansion enclosures before continuing.

Lacate the custemer worksheet and ensure that it has been completed by the customer before you begin this procedure.

3. Foroptimal configuration, check the box to enable the Call Home feature.

/9.71.49.97/l0gin o e® =

Call Home connects your system to service representatives who can monitor issues and respond to problems efficiently and quickly to
keep your system up and running.

* Decreases the amount of time to address technical issues by 50%.

+ Immediately notifies you and the support center of detected issues.

= Can dispatch a service representative within 2 hours

* Provides the support center with diagnestic data, beginning the problem determination process.
+ Enables ability to set up support assistance.

 Provides important data to IBM Storage Insights.

In order to function correctly. Call Home needs the following information

+ The location of the system.
* Contact information.

Send data to the support center

> Transmission Settings

IBM Privacy Policy

4. Detail the System Location.
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n@o @ =

+/  Connection to the support eenter was successfull

System Location

Service parts should be shipped to the same physical location as the system.

Company name:

VersaStack PLC ‘

System address:

[aoo0 |
city: ‘ San Jose, ‘
State or province: ‘ cA ‘
Postal code: ‘ 90210 ‘
Country or region: ‘ United States ‘ - ‘

Machine location:

Rack 33, Lab D, Building ¢ |

5. Specify the contact details.

n @ ®

Contact

Enter the contact information that support center can use to contact the customer to
resolve system errors.

@  Enter business-to-business contact infarmation. To comply with privacy regulations, personal contact information for
individuals with your organization is not recommended.

Name: [ operationscenter |
Email: ‘ OpsMon@versastack.com ‘
Phone (primary): ‘ 123123 ‘
Phone (alternate): ‘ 123123 \

Apply and Next b

6. Specify the customer’s IBM ID and contact details.
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@ £ hitps:

://9.71.49.97 login

n o @®

Initial Setup

Welcome

Call Home:

torage Insights

‘Your customer is eligible for a new offering called 18M Storage Insights. with Storage Insights, IBM ean gather log packages remotely
and provide your customers with a universal dashboard that shows the health, capacity, and performance of their IBM block storage
systems. It's easy to get them started, and it's FREE, so why wait?

To get started, identify the IEM ID of the customer.

Customer’s IBM ID: ‘ ‘

Customer doesn't have an IBM ID but wants to sign up.

The following fields were prefilled with the contact information from Call Home. Verify with the customer that the contact information can
be used for Storage Insights:

Customer's First Name!

Customer's Company: Versastack PLC

Customer's Last Name: ‘ OperationsCenter ‘

Customer's Emal: OpsMon@versastack.com

@  1f customers want more information before continuing, provide them with the Storage
Insights Fact Sheet.

torage Insights Fact Sheet

[] customeris not interested in Storage Insights.

7.

Click Next to finalize the IBM Storage Insights registration.

@ hrtpsy /8714987000 - @iy In D ® =

—

ights! Lat them know that they 1l receive an email as soon as Stomgs Insights is

8.

Review the Initial Setup summary and click Finish.
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B IBM FlashSystem 9100 X
n o e =

> C @ @ £ hiips//9.71.49.97/login =

Initial Setup

©) Welcome Summary

~} Call Home System Information

) Storage Insights E“f

Summary Code level 8213

System Initialization

+/ Task completed.

+ View more details

9. Click Close to complete the Service Initialization.

B IBM FlashSystem 9100 X
n o e =

&) C @ @ B hitps;//9.71.48.97/login =

Initial Setup

©) Welcome Summary

~} Call Home System Information

) Storage Insights

Summary

Setup Complete

@ Service installation is complete.

Contact the customer and instruct them to log in t0 9.71.49.97 with the following credentials:

Username: superuser
Password: passwOrd

Close

Customer Configuration Setup Tasks via the GUI
After completing the initial tasks above, launch the management GUI and continue configuring the IBM FlashSystem g100.

To configure the customer’s tasks, follow these steps:
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# Following e-Learning module introduces the IBM FlashSystem 9100 management interface and provides an overview
of the system setup tasks, including configuring the system, migrating and configuring storage, creating hosts, creat-
ing and mapping volumes, and configuring email notifications: Getting Started

1. Loginto the management GUI using the cluster IP address configured above.

&= ¢ @ D & hiips//9.714987 . @K mwe® =

FlashSystem 9100

2. Login using the default credentials:

Username: superuser
Password: passwOrd

3. Click Next to skip the Welcome message.
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<« ¢ @

/9.71.49.97/login e

n @ @

Welcome

Congratulations! You now have unmatched performance, availability, advanced functions and highly-scalable capacity right at your
fingertips.

w Prerequisites

« Ensure that all hardware is cabled correctly and powered on

* Obtain any optional licenses

+ Obtain email server IP address and port for Call Home and inventory emails
« (Optional) Obtain P addresses for Remate Support Proxy Servers

4. Read and accept the license agreement. Click Accept.

<« c @ ®

5//9.71.49.97/login w n @ ®

System Setup

Welcome

Read the license agreement carefully.
License Agreement

License Java Notices Non-IBM Licenses Additional Licenses and Notices

Iagree with the terms in the license agreement.

() Idonot agree with the terms in the license agreement.

5. Define new credentials for the superuser user account.
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B 18M FlashSystem 9100

&« ¢ @ @ & httpsy/9.71.49.97/l0ogin - hid n@o e =

System Setup

Change Password
sreement

The password must be reset before proceeding with system configuration.

e Password
User name: superuser
Mew password: ‘ ......... ‘
Confirm password: | _ssesssans |

6. Enterthe System Name and click Apply and Next to proceed.

hitps//9.71.49.97 /login 14d mn o e =

System Setup

Welcome System Name

License Agreement
Enter a name for the system:

(B R VersaStackFs9100

7. Enter the license details that was purchased for FlashCopy, Remote Mirroring, Easy Tier, and External Virtualization.
Click Apply and Next to proceed.
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https://9.71.49.97login

@0 ® =

Loading...

System Setup

Licensed Functions
License Agreement

Additional licenses are required to use certain system functions. For auditing purposes, retain the license:

Change Password agreement for proof of compliance.
External Virtuslization: l:l scu
O Lierce . Usage Details Used TiB  Used SCUs Total 0 SCUs Used
O Licensed Functions
Tier 0 Flash 0.00TIE  0SCUs 0.00% of SCU Capacity
Tier 1 Flash 0.00TIE  0SCUs 0.00% of SCU Capacity
Enterprise Tier 0.00TIE  0SCUs 0.00% of SCU Capacity
Nearline Ter 0.00TIE  0SCUs 0.00% of SCU Capacity

FlashCopy: TiB

Tig

[ o]
(Y

Remote Mirroring:

(@ Need Help

Apply and Next &

8. Configure the date and time settings, inputting NTP server details if available. Click Apply and Next to proceed.

& hittps;//9.71.49.97/login b d In o e =

System Setup

W

Dateand Time

License Agreement

Select time and date settings. You can enter these settings manually or specify a
Change Password Network Time Protocol (NTP) server to synchronize time on the system.

System Name

) Manually NTP Server

Licensed Functions

. IPaddress: | 9714470 |
ate and Time

Time Zone: ‘ (GMT-8:00) Pecific Time (US & Canads) ‘ - |

Sep 12,2019, 10:27:07 AM

Apply and Next

9. Enable the Encryption feature (or leave it disabled). Click Next to proceed.
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& ¢ o @ £ https//9.71.49.97flogin @ N o e =

System Setup

Encryption

Was the encryption feature purchased for this system?

Change

‘ QO wno
System Name @ ves
‘ PR Activate the encryption licenses for each enclosure.
i Date and Time i= Actions ~ G
O Eneryption
Type 4 MTM S/N Licensed n"
Control Enclosure 9B4B-AFE 78E0004

Showing 1 row | Seleeting 1 row

10. If using the encryption, select either Manual or Automatic activation and enter the authorization code or license key
accordingly.

BB 18M Flas)
<« ¢ @ @ £ hitpsy//9.71.49.97login w mn o @ =

() welcome
| Encryption
License Agreement
| as the encryption feature p
() change Password
System Name e

Licensed Functions

Ac B R - x
| “  Activate License Automatically

Dateand Time

Encryption

Enter the ization code for control

Call Home

ge Insights Type or paste the authorization code here ‘

Summary

Sha
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&« ¢ o @ # hitps//9.71.49.97/login L g In 0 @

Encry)

wn  Manual Activation

Acti Enter the license key:

Type or paste a license key of any format here | I

é B e L 1. Go to https://www.ibm.com/storage/dsfa "
1 2. Select Storwize

Call Home

3 3. Enter the following information:

Storage Insights. © Machine typs: 9848

© Serial number: 78E0004

Summary © Machine signature: DE6C-6C59-8416-D2C1

4. Enter the authorization codes that were sent with
your purchase agreement for the licensed function.

5. Copy or download the keys.

ance

'& It is highly recommended to configure email event notifications which will automatically notify IBM support centers
when problems occur.

11. Enter the complete company name and address and then click Next.

&« c @ © £ hitps://9.71.49.97 /login 143 n@oe =

System Setup

3

Call Home connects your system to service who can and respond to quickly to
keep your system up and running.

* Decreases the amount of time to address technical issues by 50%,
* Immediately notifies you and the support center of detected issues.
« Can dispatch a service representative within 2 hours.

« Provides the supp: with
* Enables abilty to set up support assistance.
* Provides important data to IBM Storage Insights.

In order to function correctly, Call Home needs the following information:

 The location of the system.
 Contact information.

Send data to the support center

> Transmission Settings

IBM Privacy Policy

12. Enter the contact person for the support center calls. Click Apply and Next.
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+ [ TR e AT AR = & n O %

v Connaction in toe sopport cantar war succaeeh !

Syslam Location

Sarvics parts should be shipped o the sams: physical location at the systal

Coenpary nama: F———py
Sysbem aidress; -

e 5an Joee

ot o prenings o

Fostal code: .

Uouniry ur regice: P— n

Maching koculivn:

Contact

The sippart canter coriacts this perzon tn rsahve isuss on e sy

-butinass comtwct isforation, T nomily with oy ragulatioes, parsceal onteck inforatisn o
th your BrRan 2ahion s not rcommended.

.- e o

liransnd Funcsinns

Date and Time Hame: [ oearmticatantar

Email: [ ——
Fheans (priman: [z
Fhanz (alternate): | azsaes

Ganeal 4 Pk Appkyand bt

'ﬁ IBM Storage Insights is required to enable performance/health monitoring required by remote IBM Support repre-
sentatives when assisting with any support issues.
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Cancel - Back Hext

13. Review the final summary page and click Finish to complete the System Setup wizard.

€ oea TR e At —B & Woo|=

System Setup

- ek

14. Setup Completed. Click Close.

Setup Completed

@ System setup is complete.
You will be redirected to the management GUL
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System Dashboard, and Post-Initialization Setup Tasks

To configure the necessary post-initialization setup tasks, follow these steps:

1. The System view of IBM FSg100 is now available, as shown below.

B VersaStackFs9100 - Dashboard X
& c @ @ © & https//9.71.49.97 /gui#dashboard . I @ ® =
1BM FlashSystem 9100 VersaStackFS9100  Dashboard A B @  superuser(secuity Admiistrator)
n
Performance [ Hode Gomparison [N
ms rean
Latency . e
Oms Ome
Bandwith
it
0 mepe
1ops
Q1ors
CPuvtLzaton it comrenas
le 1% 0% 0-; ; = = — ~
Capacity
Physical Capacity ) Volume Capacity () Capacity Savings (&
O‘% O % O % O % Ou/’a O% O %
0 bytes Obytes  Obytes Obytes  Obytes Obytes Obytes
Stored Capacty Avlable Capciy Wit Capacity Avaiable Caasity Compression  Decupliostion  Thin-Provisoning
Totzt O bytes Total Provisionsd () bytes Comprassion Ratie N/A Toeal Savings O bytes
Mbisks View Compression Details
System Health Version: 8.2.1.3 (build 147.12.1904011742000) | Cluster ID: 0000020424C0000C
J° Hardware Components B Logical Components Q@ Connectivity Compenents
V' Allonline V' Allonline V' Allonline
v

2. Inthe left side menu, hover over each of the icons on the Navigation Dock to become familiar with the options.

3. Verify the configured Management IP Address (Cluster IP) and configuring Service Assistant IP addresses for each node
canister in the system.

4. Onthe Network screen, highlight the Management IP Addresses section. Then click the number 1 interface on the left-
hand side to bring up the Ethernet port IP menu. If required, change the IP address if necessary and click OK.

GULagain.

same management IF addresses for all contral enclesares,

1 2 [
Ezharnat Farts I o —
. 2

Ethemet Port 1 (Primary)

1P Auldress.

Submet Masik | 2

Gatewmy | 271401

® 0 mowi |
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5. While still on the Network screen, select 1) Service IP Addresses from the list on the left and select each Node Canister
Upper/Lower in turn, and change the IP address for port 1, click OK.

Managamant IF Asdresscs

6. Repeat this process for port 1 on the other Node Canisters.

&« Cc o 6 71.49.97 /guitusers-users RO R In@o ® =

IBM FlashSystem 9100 Ve

d User Groups ¥
Greate User Group

AELS=E All Users
et

SecurityAdmin

Administrator 1
Name 4+ | User Group Password SSH Key "
superuser SecurityAdmin Configured No

CopyOperator

Service

Monitor

Access

Showing 1 user | Selected 0 users

Res  wme
Bandwioth O MBps oMBps 0MBps

7. Click the Access icon from the Navigation Dock on the left and select Users to access the Users screen.
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User Groups F
Create User Group

All Users

OO () AllUsers
.. .-
SecurityAdmin
Administrator
Name qp User Group

superuser SecurityAdmin

CopyQOperator

Service
Monitor

RestrictedAdmin

Select Create User.

®
Create User
Name
- ‘ VSAdmin

Authentication Mode

P~ ~
@® Local () Remote

User Group

SecurityAdmin .

Local Credentials
Users must have a password, an S5H public key, or both.

Password Verify password

SSH Public Key

Browse... | No file selected.

Cancel Create

Enter a new name for an alternative admin account. Leave the SecurityAdmin default as the User Group, and input
the new password, then click Create. Optionally, an SSH Public Key generated on a Unix server through the command
“ssh-keygen -t rsa” can be copied to a public key file and associated with this user through the Choose File

button.

Password

Configured

SSH Key

No

.=

Consider using Remote Authentication (via LDAP) to centrally manage authentication, roles, and responsibilities. For
more information on Remote Authentication, refer to Redbook: Implementing the IBM System Storage SAN Volume
Controller with IBM Spectrum Virtualize V8.2.1.

Create Storage Pools and Allocate Storage

Typically, the NVMe drives within the FlashSystem g100 enclosure are grouped together into a Distributed RAID array
(sometimes referred to as a Managed Disk or mdisk) and are added to a storage resource called a Storage Pool (sometimes
referred to as Managed Disk Group or mdiskgrp. Volumes are then created within this storage pool and presented to the
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host(s) within the UCS chassis. Data from a UCS host is striped across multiple drives for performance, efficiency and
redundancy.

Data Reduction Pools, SCSI UNMAP, and Data Deduplication

If enabling Data reduction on the pool during creation, the pool will be created as a Data Reduction Pool (DRP). Data
Reduction Pools are a new type of storage pool, implementing techniques such as thin-provisioning, compression, and
deduplication to reduce the amount of physical capacity required to store data.

When using modern operating systems that support SCSI UNMAP, the storage pool also enables the automatic de-
allocation and reclaim capacity occupied by deleted data and, for the first time, enable this reclaimed capacity to be reused
by other volumes in the pool.

Data deduplication is one of the methods of reducing storage needs by eliminating redundant copies of data. Existing or
new data is categorized into chunks that are examined for redundancy. If duplicate chunks are detected, then pointers are
shifted to reference a single copy of the chunk, and the duplicate data sets are then released.

Deduplication has several benefits, such as storing more data per physical storage system, saving energy by using fewer
disk drives, and decreasing the amount of data that must be sent across a network to another storage for backup
replication and for disaster recovery.

However, these data savings come at a cost. There is a performance overhead when using DRPs when compared to
traditional storage pools. And a percentage of the capacity of a DRP is reserved for system usage. For more information on
Data Reduction Pools and techniques, refer to the Redbook publication: Implementing the IBM System Storage SAN
Volume Controller.

1. Select Pools from the Navigation Dock and select MDisk by Pools.

IBM FlashSystem 9100  VersaStackFS9100  MDisks by Pools

@ Create Pool ‘= Actions -

Name

Unassigned MDisks (0)

2. Click Create Pool and enter the name of the new storage pool. Click Create.
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Create Pool

Name: | VS-PoolQ

Data reduction: D Enable

@ Cancel Create

3. Identify the available drives along the bottom of the window

Unazsened MUkks )

Vool & ho Sonage

4. Right-click the new Pool and select Add Storage.
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@ Create Pool = Actions ~ Default v ‘ ‘ Contains v | | Filter

Name State Capacity Data Reduction

Unassigned MDisks (0)

VS-Pool0 @ No Storage No

Rename

Modify Threshold
Add Storage

Edit Throttle...
View All Throttles...

View Resources

Delete

Properties

5. Select Internal to utilize drives within the enclosure, rather than from externally virtualized storage controllers.

Assign Storage to Pool

Quick Advanced
o] o
Internal Internal
Custom
Drive Assignment: Drives: Size:
744,21 GiB Tier 0 Flash, NvMe: EE 711 TiB
[} 1z
Pool VS-Pool0 capacity: 741 TiB
P MDisk summary
| Cancel | ‘ Assign |

6. The Managed Disk (mdisk) has now been created and allocated to the storage pool.

67



Initial Storage Configuration

&« C o ® © £ hitps//9.71.49.97/qui#physical-mdisks pd n o e =

IBM FlashSystem 9100 VersaStackFS9100  MDisks by Pools a 393 2 superuser (Security Administrator) v

® Create Pool = Actions Default - ‘ ‘ Contains ‘ Filter b

Name State Capacity Data Reduction e

Unassigned MDisks (0)
' V5-Pool0 + Online C——— Mo
mdisk0 v Online 7117TiB
Resa e Ree wime Rad viris
tatency Oms oms oms Bandwidth O MBps 0MBps 0 MBps woprs 0 0 o

7. Reference the Running Tasks window to monitor the array initialization.

< C . hitps;//9.71.49.97/gui#physical-mdisks N @0 ® =
IBM FlashSystem 9100 VersaStackFS9100  MDisks by Pools B G @  supcrusersecurity Administrato) v
A

@ Create Pool = Actions ~ Suggested Tasks 2
| Recommended Update Not Now
Name: st

There s a recommended update
available for your system. s

Unassigned MDisks (0)

~ VS-Pool0 . Configure Call Home Mot Now

Call Home will automatically send
mdisk0 . errorinformation to I5M Service
Personnel.

@  Amaynitialization

Reas  wme e
sandwicth OMBps omps 0mBps s 0 o o

'ﬁ During the initialization, the array performance will be sub-optimal. Where possible, wait for the array initialization
to complete before running resource intensive workloads.

Select a running task to see its Progress: Array Initialization
progress.
Name Progress Time Remaining +
[1] Array Initialization
Array mdisk0 1% 02:13:15

8. Select Internal, review the drive assignments and then select Assign.
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ﬁ Depending on customer configuration, select Internal Custom to manually create tired storage pools grouping to-
gether disk by capabilities. In this deployment, Flash and Enterprise class disk are utilized for Silver pool and Near-
line disks are utilized for Bronze storage pool.

9. Validate the pools are online and have the relevant storage assigned.

10. Select Volumes from the Navigation Dock and then select Volumes.

e

c @ (60N https://9.71.49.97 /gui#volumes-all

IBM FlashSystem 9100  VersaStackFS9100  Volumes

@ Create Volumes = Actions ~ All Volumes ~ E

State Synchronized Pe

No items found.

ume:
Volumes Volumes

11. Click Create Volumes.

@0 R hitps BT 4957 qumeaiumes

IBM 1 rldsysem 000 draSteErU olumes

£} oschocard
Monibaring

Create Volumes

Dbasic Hirrared Custom

Create 2 presat velume with all the bacic foatures.

Pool:

vE-Fnnll M  — —
Tokal 7.10 1B

Volume Details

Quantity:  Capacity! et

CH s Je 1|

Capacity savings:
Hene -

) Dehine ancther valume:

{51 Mead Hiaip.

Latency O g O anwttn O wegs nbange 0 Mope

12. Define the volume characteristics, paying attention to any capacity saving, and/or high availability requirements, and
specify a friendly name. Click Create.

13. Validate the created volumes.
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'ﬁ Creating volumes will be explained in following sections of this document

IBM FS9100 iSCSI Configuration (iSCSI Deployment)

‘ﬁ Cisco UCS configuration requires information about the iSCSI IQNs on IBM FSg100. Therefore, as part of the initial
storage configuration, iSCSI ports are configured on IBM FSg9100

'ﬂ This configuration step can be skipped if the UCS environment does not need to access storage environment using
iSCSI.

Two 25G ports from each of the IBM FSg100 node canisters are connected to each of Nexus 9336C-FX2 switches. These
ports are configured as shown in Table 10 .

Table10 IBM FS9100iSCSI Interface Configuration

System Port Path VLAN IP address

Node canister 1 5 iSCSI-A 3161 10.29.161.249/24
Node canister 1 6 iSCSI-B 3162 10.29.162.249/24
Node canister 2 5 iSCSI-A 3161 10.29.161.250/24
Node canister 2 6 iSCSI-B 3162 10.29.162.250/24

To configure the IBM FSg100 system for iSCSI storage access, follow these steps:

1. Loginto the IBM Management Interface GUI and navigate to Settings > Network.

2. Clickthe iSCSlicon and enter the system and node names as shown:

B VersaStackFse100 - Network X

&« c @ ® O & https;//9.71.49.97 /quitconfig-network-iscsi g n o e =
IBM FlashSystem 9100 Ver: S9100  Netwark a » @)
7 :
Management IP Addresses . . .
iSCSI Configuration
Configure system properties to connect to iSCSI-attached hosts.
2 Service IPs
Name
% System Name
Ethernet Connectivity
= Ethernet Ports
= iSCSI Aliases (optional)
_ Node Canister Name iSCST Alias iSCST Name (10N)
E iSCsI
E = B | tan.296-05 con. i -
EE| NVMe Connectivity [ nodez ] | tan.1986-03.con. 1b ok
‘ iSNS (optional)
iSNS Address
783 setings L 1

Modify CHAP Configuration

Bandwidth O MBps 0 meps 0 mMBps wrs 0 o o
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3. Note the resulting iSCSI Name (IQN) in the Table 11 to be used later in the configuration procedure

Table1a IBMFSg9100 QN

Node Example iSCSI name (IQN)
Node 1 ign.1986-03.com.ibm:2145.versastack-fsg100.node1
Node 2 ign.1986-03.com.ibm:2145.versastack-fsg100.node2

4. Click the Ethernet Ports icon

5. Click Actions and choose Modify iSCSI Hosts.

Management 1P Addresses
Ethernet Ports

arnat parts can ba usad for iSCST ar iSER (SCST) connactions, host attachmant, and remote copy.

The &

Service IPs
= Actions - =
Ftharnat Connactivi
Nama Fort  f  Stata P Spaed Host Attach n
Ethernat Ports “win_grpd
noded 1 A Unconfigurad
155l ode? 1 & Unconfigurad
nadel 2 A Unconfigured No
NVMe Connectivity
nada? 2 A Unconfigured
noded 3 & Unconfigurad
ode2 3 A Unconfigurad No
nadel 4 A Unconfigured
node? 4 Figured
nodel E i Nao
nodeZ ured Mo
nadal Maodify IF Setting: e
node2 ured
< M Kirmus n n >

6. Make sure IPv4 iSCSI hosts field is set to enable — if not, change the setting to Enabled and click Modify.
7. If already set, click Cancel to close the configuration box.
8. Foreach of the four ports listed in Table 10 Table 10 , repeat steps 1-7 .
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9.

Right-click the appropriate port and choose Modify IP Settings.

10. Enterthe IP address, Subnet Mask and Gateway information in Table 10 .

Modify Port 5 of Node nodelx

IPv4 address: | 10.29.161.249 |

5uhnetmask:| 255.255.255.0 |

Gateway: | 10.29.161.1 |

» IPv6

Cancel ‘ ‘ Modify

11. Click Modify.

12. Right-click the newly updated port and choose Modify VLAN.

Ethernet Ports

The Ethernet ports can be used for iSCSI or iISER (SCSI) connections, host attachment, and remote copy.

Name Port 1 | State P Speed Host Attach n
~io_grp0
nodel 1 A Unconfigured 1Gb/s No 1
node2 1 A Unconfigured 1Gb/s No 1
nodel 2 A Unconfigured No |
node2 2 A Unconfigured No 1
nodel 3 A Unconfigured No 1
node2 3 A Unconfigured No 1
nodel 4 A Unconfigured No 1
node2 4 A Unconfigured No 1
nodel = 10.29.161.249 25Gb/s Yes |
Modify VLAN
node2 10.29.161.250 25Gb/s Yes 1
Modify IP Settings
nodel 10.29.162.249 25Gb/s Yes 1
T .| ModifyRemote Copy
node2 10.29.162.250 25Gb/s Yes 1

Modify iSCSI Hosts

Modify Storage Ports

< Modify Maximum Transmission Unit >

13. Checkthe boxto Enable VLAN.
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Modify VLAN for port 5 on Node lx

VLAN: Enable

VLAN tag: ‘

Apply change to the failover port too
2 ports affected

14. Enterthe appropriate VLAN from Table 2 .

ﬂ This is only needed if the VLAN is not set as native VLAN in the UCS, do not enable VLAN if the iSCSI VLAN is set
as native VLAN.

15. Keepthe Apply change to the failover port too checkboxchecked.
16. Click Modify.
17. Repeat the steps for all for iSCSI ports listed in Table 10 .

18. Verify all ports are configured as shown below. The output below shows configuration for two FSg100 node canisters.

Management IP Addresses
Ethernet Ports

The Ethernet ports can be used for iSCST or iSER (SCSI) connectiens, host attachment, and remote copy.

= Actions ~ E

Service IPs

Ethernet Connectivity

Name Port 4 | State P Speed Host Attach n
Ethernet Ports ~io_grp0
nodel 1 A Unconfigured 1Gb/s No |
iSCSI node2 1 A Unconfigured 1Gb/s No |
nodel 2 A Unconfigured No |
NVMe Connectivity node2 2 A Unconfigured No |
nodel 3 A Unconfigured No |
node2 3 A Unconfigured No |
nodel 4 A Unconfigured No |
node2 4 A Unconfigured No |
nodel 5 + Configured 10.29.161.249 25bGb/s Yes |
node2 5 ~ Configured 10.29.161.250 25Gb/s Yes |
nodel 6 + Configured 10.29.162.249 25bGb/s Yes |
node2 6 + Configured 10.29.162.250 25Gb/s Yes |
< >
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Modify Interface MTU

Use the cfgportip CLI command to set Jumbo Frames (MTU gooo). The default value of port MTU is 1500. An MTU of
9000 (jumbo frames) provides improved CPU utilization and increased efficiency by reducing the overhead and increasing
the size of the payload.

To modify the interface MTU, follow these steps:

1. The MTU configuration can be verified using the command:

FS9100info lsportip <port number> | grep mtu

2. SSHtothe IBM FS9100 management IP address and use following CLI command to set the MTU for ports 5 and 6 in the
FSgio0iniogrp o:

FS9100task cfgportip -mtu 9000 -iogrp 0 5

FS9100task cfgportip -mtu 9000 -iogrp 0 6
This completes the initial configuration of the IBM systems. The next section explains the Cisco UCS configuration.
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Cisco UCS Server Configuration

This section explains the Cisco UCS setup for VersaStack infrastructure. This section includes setup for both iSCSI as well as
FC SAN boot and storage access.

# If a customer environment does require implementing some of the storage protocols explained in this deployment
guide, the relevant configuration sections can be skipped.

Cisco UCS Initial Configuration

This section provides detailed procedures for configuring the Cisco Unified Computing System (Cisco UCS) for use in a
VersaStack environment. The steps are necessary to provision the Cisco UCS C-Series and B-Series servers and should be
followed precisely to avoid configuration errors.

Cisco UCS 6454 A

To configure the Cisco UCS for use in a VersaStack environment, follow these steps:

1. Connect to the console port on the first Cisco UCS 6454 fabric interconnect.

Enter the configuration method. (console/gui) ? console

Enter the setup mode; setup newly or restore from backup. (setup/restore)? setup
You have chosen to setup a new Fabric interconnect? Continue? (y/n): y

Enforce strong password? (y/n) [yl: y

Enter the password for "admin": <password>

Confirm the password for "admin": <password>

Is this Fabric interconnect part of a cluster(select no for standalone)? (yes/no) [n]: yes
Which switch fabric (A/B)[]: A

Enter the system name: <Name of the System>

Physical Switch MgmtO IP address: <Mgmt. IP address for Fabric A>

Physical Switch MgmtO IPv4 netmask: <Mgmt. IP Subnet Mask>

IPv4 address of the default gateway: <Default GW for the Mgmt. IP >

Cluster IPv4 address: <Cluster Mgmt. IP address>

Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address: <DNS IP address>

Configure the default domain name? (yes/no) [n]: y

Default domain name: <DNS Domain Name>

Join centralized management environment (UCS Central)? (yes/no) [n]: n

Apply and save configuration (select no if you want to re-enter)? (yes/no): yes

2. Wait for the login prompt to make sure that the configuration has been saved.
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Cisco UCS 6454 B

To configure the second Cisco UCS Fabric Interconnect for use in a VersaStack environment, follow these steps:

1. Connect to the console port on the second Cisco UCS 6454 fabric interconnect.

Enter the configuration method. (console/gui) ? console
Installer has detected the presence of a peer Fabric interconnect. This
Fabric interconnect will be added to the cluster. Continue (y|n)? y
Enter the admin password for the peer Fabric interconnect: <Admin Password>
Connecting to peer Fabric interconnect... done
Retrieving config from peer Fabric interconnect... done
Peer Fabric interconnect Mgmt0O IPv4 Address: <Address provided in last step>
Peer Fabric interconnect MgmtO IPv4 Netmask: <Mask provided in last step>
Cluster IPv4 address : <Cluster IP provided in last step>
Peer FI is IPv4 Cluster enabled. Please Provide Local Fabric Interconnect MgmtO IPv4 Address
Physical switch MgmtO IP address: < Mgmt. IP address for Fabric B>
Apply and save the configuration (select no if you want to re-enter)?

(yes/no) : yes

2. Wait for the login prompt to make sure that the configuration has been saved.

Cisco UCS Setup

Log into Cisco UCS Manager

To log in to the Cisco Unified Computing System (UCS) environment, follow these steps:

1. Openaweb browser and navigate to the Cisco UCS 6454 fabric interconnect cluster address.
2. Click the Launch UCS Manager link to launch the Cisco UCS Manager User Interface.

3.  When prompted, enter admin as the username and enter the administrative password.

4. Click Login to log in to Cisco UCS Manager.

Upgrade Cisco UCS Manager Software to Version 4.0(4¢)

This document assumes the use of Cisco UCS 4.0(4¢). To upgrade the Cisco UCS Manager software and the UCS 6454
Fabric Interconnect software to version 4.0(4c), refer to Cisco UCS Manager Install and Upgrade Guides.

Anonymous Reporting

To enable anonymous reporting, follow this step:

1. Inthe Anonymous Reporting window, select whether to send anonymous data to Cisco for improving future products.
If you select Yes, enter the IP address of your SMTP Server. Click OK.
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Anonymous Reporting
Cisco Systems, Inc. will be collecting feature configuration and usage statistics which will be
sent to Cisco Smart Call Home server anonymously. This data helps us prioritize the features
and improvements that will most benefit our customers.
If you decide to enable this feature in future, you can do so from the " Anonymous Reporting”
in the Call Home settings under the Admin tab.
View Sample Data
Do you authorize the disclosure of this information to Cisco Smart CallHome?

Yes No

Don't show this message again.

Cancel

Configure Cisco UCS Call Home

It is highly recommended by Cisco to configure Call Home in Cisco UCS Manager. Configuring Call Home will accelerate
resolution of support cases. To configure Call Home, follow these steps:

1. In Cisco UCS Manager, click the Admin tab in the navigation pane on left.
2. Select All > Communication Management > Call Home.
3. Change the State to On.

4. Fillin all the fields according to your Management preferences and click Save Changes and OK to complete configur-
ing Call Home.

Communization Mansgement - Communication Management | Call Home

= Correnunicalicn Management Genaral Frofikes Call Home Policies System Irventory Arorymaus Reoorting Everts FEM

_ Admin

Cornmunicaton Sensces

DNS Manggument St : O (10N
Mansgement Interfaces Switch Priority : | Debugsing v
* UCE Central Thratting Lolan mon
States

Contact Information

Contect

Fhone

Email

Address

Ids

Contrat 1D |

Site ID A |

Emall Addresses

From | |

wepyTa: [ |

SMTP Server

Hoz: (IF Address o Hostrame) ©

Port B
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Add a Block of Management IP Addresses for KVM Access

To create a block of IP addresses for out of band (mgmto) server Keyboard, Video, Mouse (KVM) access in the Cisco UCS
environment, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Expand Pools > root > IP Pools.
3. Right-click IP Pool ext-mgmt and choose Create Block of IPv4 Addresses.

4. Enterthe starting IP address of the block, the number of IP addresses required, and the subnet and gateway infor-
mation. Click OK.

Create Block of IPv4 Addresses ? X
From : |192.168.163.181 Size o |20 s
Subnet Mask - |299.235.232.0 Default Gateway : |192.108.160.1
Primary DNS : [192.168.163.50 Secondary DNS : |192.168.163.51

# This block of IP addresses should be in the out of band management subnet.

5. Click OK.

6. Click OKin the confirmation message.

Synchronize Cisco UCS to NTP

To synchronize the Cisco UCS environment to the NTP server, follow these steps:

1. In Cisco UCS Manager, click the Admin tab in the navigation pane.

2. Select All > Timezone Management > Timezone.

3. Inthe Properties pane, select the appropriate time zone in the Timezone menu.
4. Click Save Changes, and then click OK.

5. Click Add NTP Server.
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6. Enter <NTP Server IP Address> and click OK.

7. Click OK.

Time Zone Management | Timezone

General Events

Add NTP Server Time Zone : | Amerca/MNew_York (Eastern v

NTP Servers

T, Advanced Fiter 4 Export /& Prnt

Add Additional DNS Server(s)

To add one or more additional DNS servers to the UCS environment, follow these steps:

1. In Cisco UCS Manager, click Admin.

2. Expand All > Communications Management.

3. Select DNS Management.

4. Inthe Properties pane, select Specify DNS Server.

5. Enterthe IP address of the additional DNS server.

Specify DNS Server ? X

DS Server (IP Address) : | 192.168.180.54

6. Click OK and then click OK again. Repeat this process for any additional DNS servers.

Add an Additional Administrator User

To add an additional locally authenticated Administrative user (flexadmin) to the Cisco UCS environment in case issues
arise with the admin user, follow these steps:

1. In Cisco UCS Manager, click Admin.
2. Expand User Management > User Services > Locally Authenticated Users.
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3. Right-click Locally Authenticated Users and select Create User.

4. Inthe Create User fields it is only necessary to fill in the Login ID, Password, and Confirm Password fields. Fill in the
Create User fields according to your local security policy.

5. Leavethe Account Status field setto Active.
6. Set Account Expires according to your local security policy.
7. UnderRoles, select admin.

8. Leave Password Required selected for the SSH Type field.

Create User 2 X
Lagin 10 D wersaadmin
First Mame o WersaStack
Last Name © | Administrator
Ermail
Phone
Passwaord [ —
Confirm Password © | s e
Account Status ool Active ) Inactive
Account Expires  :
Roles Locales
aas
~ | admin

facility-manager
network,
aperations

server-compule
server-equipmsnt
server-prafile

SEMEr- Security

storages

9. Click OK and then Click OK again to complete adding the user.

Enable Port Auto-Discovery Policy

To enable the port auto-discovery policy, follow these steps:

1. Setting the port auto-discovery policy enables automatic discovery of Cisco UCS B-Series chassis server ports.

2. InCisco UCS Manager, click Equipment, select All > Equipment in the Navigation Pane, and select the Policies tab on
the right.

3. Under Port Auto-Discovery Policy, set Auto Configure Server Port to Enabled.
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Equipment
Main Topology View Fabric Interconnects Servers Tharma; Decommissioned Firmware Management Policies Faults Diagnostics
Global Policies Autoconfig Policies Server Inheritance Policies Server Discovery Policies SEL Policy Power Groups Port Auto-Discovery Policy Security
Actions
Proparties
Owner . Local
Auto Configure Server Port: |1 Disabled () Enabled

4. Click Save Changes and then OK.

Enable Info Policy for Neighbor Discovery

Enabling the info policy enables Fabric Interconnect neighbor information to be displayed. To modify the info policy, follow
these steps:

1. In Cisco UCS Manager, click Equipment, select All > Equipment in the Navigation Pane, and select the Policies tab on
the right.

2. Under Global Policies, scroll down to Info Policy and select Enabled for Action.

Info Policy

Action : |( ) Disabled (e)Enabled

3. Click Save Changes and then OK.

4. Under Equipment, select Fabric Interconnect A (primary). On the right, select the Neighbors tab. CDP information is
shown under the LAN tab and LLDP information is shown under the LLDP tab.

Edit Chassis Discovery Policy

Setting the discovery policy simplifies the addition of B-Series Cisco UCS chassis and of additional fabric extenders for
further C-Series connectivity. To modify the chassis discovery policy, follow these steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane and select Equipment from the list in the left
pane.

2. Intheright pane, click the Policies tab.

3. Under Global Policies, set the Chassis/FEX Discovery Policy to match the minimum the number of uplink ports that are
cabled between any chassis IOM or fabric extender (FEX) and the fabric interconnects.

# If varying numbers of links between chassis and the Fabric Interconnects will be used, leave Action set to 1 Link.
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4. Onthe 6454 Fabric Interconnects, the Link Grouping Preference is automatically set to Port Channel and is greyed
out. On a 6300 Series or 6200 Series Fabric Interconnect, set the Link Grouping Preference to Port Channel. If Back-
plane Speed Preference appears, leave it set at 40G.

All v Equipment
Main Topalogy View Fabric Interconnects Servers Thermal Decommissioned Firmware Management Palicies
» Chassis Global Policies Autoconfig Policies Server Inheritance Policies Server Discovery Policies SEL Policy Power Groups
~ Rack-Mounts
Chassis/FEX Discovery Polic
Enclosures / id id
FEX Action * |1 Link v

» Servers Link Grouping Preference None ‘e Port Channel

~ Fabric Interconnects

5. Ifany changes have been made, Click Save Changes.

6. Click OK.

Enable Server and Uplink Ports

To enable and verify server and uplink ports, follow these steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module.
3. Expand Fixed Module.

4. Expand and select Ethernet Ports.

5. Select the ports that are connected to the Cisco UCS 5108 chassis and UCS C-Series servers, one by one, right-click and
select Configure as Server Port.

= Fabric Interconnect A (subardinate)
* Fans Fault Summary Physical Display
+ Fixed Moduls ® (7] (0]
* Ethemst Ports o o a o
B Ui W Acirrin Deswen B Fall 50 Link Dawn
Poet 5
Pl & Status Propertles
Port 7 Owverall Status 8 Down . .
Parts Additional Info © Admin config change R
Admin State  : Disabled :
Pt MAC : O0:DEFB:FF:ES:B8
Port 10 Actions Mode : Fabric
Port 11 Port Type :© Physleal
Port 12 Transceiver
Fort13 Reconfiguie ¥ Type  : H10GE GUIM
Port 14 Maockel @ 74752-9026
‘endor: CISCO-MOLEX INC
Fort 15
Serial 0 MOGC133213N
Port 16

License Datails

Licenze State : Not Applicabla

Configure as Server Port License Grace Period : 0

Configure as Uplink Port

6. Click Yes to confirm server ports and click OK.
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7. Verify that the ports connected to the UCS 5108 chassis and C-series servers are now configured as Server ports by se-
lecting Fabric Interconnect A in the left and Physical Ports tab in the right pane.

= Fabric Interconnacts [

« Fabric Intercannect & (subardinate) T Acheanced Filler 4 Export % Print | A | Uneeafigured [ Netwark | Sereer [ |FOoE Uplink | o] Unified Uspink || Sppfance Stormge | FOoF Sterage | Unibed Stoage [ Manior
» Fans Slat Aggr. Port D Fart ID MAC I¥ Role I¥ Type Overall Staws Admin State
- r
= Fixed Module - R .
1 a 17 CLO-CEFE:FFEREE Server Physica Up Enabled
Ethernet Pors
1 0 18 CO:DE:FB:FFEBBY Servar Physica Up Enaoled
Port &
! 1 Q 19 C0O:DEFB:FFEBBA Sener Physica Up Fnanled
Port & - ¢ — . |
1 Q 20 00:BEFB:FF.ERBE Sener Physica U Enabled
Port 7
1 4] 2 DODEFRFFERBC Server Physica Up Enabled
Port &
1 ] 22 C0:DE:FB:FF:EBBD Server Physica Up Enabled
Port &
1 [1] 23 CO:DE:FB:FF:EBBE Senvar Physica Up Enanled
Port 10
1 [} 24 00:DE:FB:FF.EBBF Server Physica Up Enabled
Port 11

8. Selectthe ports that are connected to the Cisco Nexus 9336C-FX2 switches, one by one, right-click and select Config-
ure as Uplink Port.

Configure as Uplink Port

Configure as FCoE Uplink Port
Configure as FCoE Storage Port

Configure as Appliance Port

9. Click Yes to confirm uplink ports and click OK.

10. Verify that the uplink ports are now configured as Network ports by selecting Fabric Interconnect A in the left and
Physical Ports tab in the right pane.

11. Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module.

12. Repeat above steps to configure server and uplink ports on Fabric Interconnect B.

Acknowledge Cisco UCS Chassis and FEX

When the UCS Fl ports are configured as server ports, UCS chassis is automatically discovered and may need to be
acknowledged. To acknowledge all Cisco UCS chassis, follow these steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Expand Chassis and select each chassis that is listed.

3. Right-click each chassis and select Acknowledge Chassis.

4. Click Yes and then click OK to complete acknowledging the chassis.

5. If Nexus FEXes are part of the configuration, expand Rack Mounts and FEX.
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6. Right-click each FEX that is listed and select Acknowledge FEX.

7. Click Yes and then click OK to complete acknowledging the FEX.

Enable Fibre Channel Ports (FC Deployment)

# The FC port and uplink configurations can be skipped if the UCS environment does not need access to IBM storage us-
ing fibre channel.

Fibre Channel port configurations differ between the 6454, 6332-16UP and the 6248UP Fabric Interconnects. All Fabric
Interconnects have a slider mechanism within the Cisco UCS Manager GUI interface, but the fibre channel port selection
options for the 6454 are from the first 8 ports starting from the first port and configured in increments of 4 ports from the
left. For the 6332-16UP the port selection options are from the first 16 ports starting from the first port, and configured in
increments of the first 6, 12, or all 16 of the unified ports. With the 6248UP, the port selection options will start from the
right of the 32 fixed ports, or the right of the 16 ports of the expansion module, going down in contiguous increments of 2.
The remainder of this section shows configuration of the 6454. Modify as necessary for the 6332-16UP or 6248UP.

To enable FC uplink ports, follow these steps.

ﬂ This step requires a reboot. To avoid an unnecessary switchover, configure the subordinate Fabric Interconnect first.

1. Inthe Equipment tab, select the Fabric Interconnect B (subordinate Fl in this example), and in the Actions pane, se-
lect Configure Unified Ports, and click Yes on the splash screen.

2. Within the Configured Fixed Ports pop-up window move the gray slider bar from the left to the right to select either 4
or 8 ports to be set as FC Uplinks.

3. Slide the leverto change the ports 1-4 to Fiber Channel. Click Finish followed by Yes to the reboot message. Click OK.

Configure Unified Ports 2 <

T maTem mavas weaee e Cwror T SAT e S o SAT S AT LA

:r =:== o %qnu.mmm-‘ H lnal Imnl

Instructions

The position of the slider determines the type of the ports.
All the ports to the left of the slider are Fibre Channel ports (Purple), while the ports to the right are Ethernet ports (Blue).

Part Transnort If Rola or Part Channal Mamharshin Nasirad f Rala

4. When the subordinate has completed reboot, repeat the procedure to configure FC ports on primary Fabric Intercon-
nect. As before, the Fabric Interconnect will reboot after the configuration is complete.

Create VSAN for the Fibre Channel Interfaces

To configure the necessary virtual storage area networks (VSANSs) for FC uplinks for the Cisco UCS environment, follow
these steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.

2. Expandthe SAN > SAN Cloud and select Fabric A.
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3. Right-click VSANs and choose Create VSAN.

4. Enter VSAN-A as the name of the VSAN for fabric A.
5. Keep the Disabled option selected for FC Zoning.

6. Click the Fabric A radio button.

7. Enter 101 asthe VSAN ID for Fabric A.

8. Enter 101 as the FCoE VLAN ID for fabric A. Click OK twice.

Create VSAN ? X

Mame :  VSAN-A

FC Zoning Settings

FC Zoning : (=) Disabled (i Enabled

Do NOT enable local zoning if tabric interconnect is connectad to an upstream FC/FCoE switch,

("1 Common{Global (s Fabric &1 Fabric B ) Both Fabrics Configured Differanthy

You are creating a local VSAN in fabric A that maps to AWLAN can be used to carry FCoE traffic and can be mapped ta this
a WSAN |1 that exists anly in fabric A WEAMN.

Enter the WSAN ID that maps to this VSAN. Enter the WLAN ID that maps to this VSAN.

WSANID: 10 FCoE WLAN : 101

9. Inthe SAN tab, expand SAN > SAN Cloud > Fabric-B.
10. Right-click VSANs and choose Create VSAN.

11. Enter VSAN-B as the name of the VSAN for fabric B.
12. Keep the Disabled option selected for FC Zoning.

13. Click the Fabric B radio button.

14. Enter 102 asthe VSAN ID for Fabric B. Enter 102 as the FCoE VLAN ID for Fabric B. Click OK twice.
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Create VSAN

Mame :  VSAN-B

FC Zoning Settings

FC Zoning @ e Disabled Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch.

Common/Global ) Fabric A (e Fabric B | Both Fabrics Configured Differantly

You are creating a local WVSAN in fabric B that maps to ANLAM can be used to camry FCoE traffic and can be mapped to this
a WSAN 1D that exists only in fabric 8, WSAN,

Enter the WSAN ID that maps to this VSAN. Enter the VLAN ID that maps to this VSAN.

VSANID: 102 FCoE VLAN : 102

Create Port Channels for the Fibre Channel Interfaces
To configure the necessary port channels for the Cisco UCS environment, follow these steps:

Fabric-A
1. Inthe navigation pane, under SAN > SAN Cloud, expand the Fabric A tree.
2. Right-click FC Port Channels and choose Create Port Channel.

3. Enter 1 forthe port channel ID and Po1 for the port channel name.

4. Click Next then choose ports 1-4 and click >> to add the ports to the port channel. Click Finish.
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Create FC Port Channel ? X
Set FC Port Channel Name Pt Channel Admin Speed : | w4 Gops B Ghos e 18gops | 32gbps
Ports Ports in the port channel
Fort SlotID WIWPEN Fort Slot I WWPN
1 20:01:00:DE... Ne data available

2 1 20:02:00:DE...
3 1 20:03:00:0E - B
4 1 20:04:00:DE...

Sleat 1D 1 St 10:

WINEN: 20071 (M)1:DE FB:FFFD:40 WWEN:

5. Click OK.

6. Select FC Port-Channel 1 from the menu in the left pane and from the VSAN drop-down field, select VSAN 101 in the
right pane.

SAN | SAN Cloud ; Fabric A ; FC Port Channels ; FC Port-Channel 1 PC1

General Ports Faults Events Statistics

Status Properties
Overall Status : 4+ Up D 1
Additional Info : Fabric ID DA
Port Type . Aggregation
Actions
Transport Type . Fc
Name 1 | PC1
Disable Port Channel Description

Add Ports VSAN . | Atvsan vsaN-a (101) ¥
Part Channel Admin Speed : Fabric Ajvsan VSAN-A (101) 8 ® 32gbps

Operational Speed(Gbps) : | Fabric Dualf/vsan default (1)

7. Click Save Changes and then click OK.

Fabric-B

1. Clickthe SAN tab. In the navigation pane, under SAN > SAN Cloud, expand the Fabric B.

2. Right-click FC Port Channels and choose Create Port Channel.
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3. Enter2 forthe port channel ID and Po2 for the port channel name. Click Next.
4. Choose ports 1-4 and click >> to add the ports to the port channel.
5. Click Finish, and then click OK.

6. Select FC Port-Channel 2 from the menu in the left pane and from the VSAN drop-down list, select VSAN 102 in the
right pane.

7. Click Save Changes and then click OK.

ﬂ To initialize a quick sync of the connections to the MDS switch, right-click the recently created port channels, disable
port channel and then re-enable the port channel.

Create Port Channels for Ethernet Uplinks

To configure the necessary Ethernet port channels out of the Cisco UCS environment, follow these steps:

'ﬁ In this procedure, two port channels are created one from each Fabric Interconnect (A and B) to both the Cisco Nexus
9336C-FX2 switches.

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Under LAN > LAN Cloud, expand the Fabric A tree.

3. Right-click Port Channels and choose Create Port Channel.

4. Enter 13 asthe unique ID of the port channel.

5. Enter Pol3 asthe name of the port channel and click Next.

Create Port Channel

Set Port Channel Name D : 13

Name : | Po13

6. Selectthe network uplink ports to be added to the port channel.

7. Click >> to add the ports to the port channel (53 and 54 in this design).
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Create Port Channel T X
Set Port Channel Name Ports Ports in the port channel
Slot 1D Aggr. Po Part MAC Slot 1D Aggr. Po, Port MAC
Mo data avallable 1 [u} o3 QO:DEF..
1 o 54 OO:DEF..
o« <D o

Click Finish to create the port channel and then click OK.

In the navigation pane, under LAN > LAN Cloud > Fabric A > Port Channels, select Port-Channel 13. Select1o00
Gbps for the Admin Speed.

Click Save Changes and OK. After a few minutes, verify that the Overall Status is Up and the Operational Speed is cor-
rect.

In the navigation pane, under LAN > LAN Cloud, expand the Fabric B tree.

Right-click Port Channels and choose Create Port Channel.

Enter 14 as the unique ID of the port channel.

Enter Po14 as the name of the port channel and click Next.

Select the network uplink ports (53 and 54 in this design) to be added to the port channel.
Click >> to add the ports to the port channel.

Click Finish to create the port channel and click OK.

In the navigation pane, under LAN > LAN Cloud > Fabric B > Port Channels, select Port-Channel 14. Select 100
Gbps for the Admin Speed.

Click Save Changes and OK. After a few minutes, verify that the Overall Status is Up and the Operational Speed is cor-
rect.

Add UDLD to Uplink Port Channels

To configure the unidirectional link detection (UDLD) on the Uplink Port Channels to the Nexus switches, follow these
steps:

1.

In Cisco UCS Manager, click LAN.
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2. Expand Policies > LAN Cloud > UDLD Link Policy.
3. Right-click UDLD Link Policy and select Create UDLD Link Policy.

4. Ifthe uplink cables to the Nexus switches are copper cables, name the Policy UDLD-Aggressive and select Enabled for
the Admin State and Aggressive for the Mode. If the uplink cables to the Nexus switches are fibre optic cables, name
the Policy UDLD-Normal Aggressive and select Enabled for the Admin State and Aggressive for the Mode. In the vali-
dation lab configuration, UDLD-Aggressive was created.

Create UDLD Link Policy ? X

Mame o UDLD-Aggressive
Admin State : | («) Enabled ( Disabled

Mode : o Mormal (e Aggressive

5. Click OK, then click OK again to complete creating the policy.

# It is important that the Nexus switch port UDLD configurations (Aggressive or Normal) match the UCS port UDLD con-
figurations.

6. Expand Policies > LAN Cloud > Link Profile.
7. Right-click Link Profile and select Create Link Profile.

8. Give the Link Profile the same name as the UDLD Link Policy above and select the UDLD Link Policy created above.

Create Link Profile ? X

MName :  UDLD-Aggressive

UDLD Link Palicy : |UDLD—Aggressive v

9. Click OK, then click OK again to complete creating the profile.
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10. Inthe navigation pane, under LAN > LAN Cloud > Fabric A > Port Channels, expand Port-Channel 13.
11. Select the first Eth Interface under Port-Channel 13.From the drop-down list, select the Link Profile created

above, click Save Changes and OK. Repeat this process for each Eth Interface under Port-Channel 13 and for
each Eth Interface under Port-Channel 14 on Fabric B.

LAN / LAN Cloud / Fabric A / Port Channels / Port-Channel 13 vPC13 | Eth Interface 1/53

General Faults Events

Actions Properties
Delete 1D © 53
Slot ID |

_ . Fabric ID C A
Disable Interface
Transport Type : Ether
Port : sys/switch-A/slot-1/switch-ether/port-53

Membership @ Up
Link Profile @ ' ypLD-Aggressive ¥

User Label

# To see that UDLD is set up correctly, log into each Nexus switch and type show udld neighbors.

Create MAC Address Pools

To configure the necessary MAC address pools for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select Pools > root.

ﬂ In this procedure, two MAC address pools are created, one for each switching fabric.

3. Right-click MAC Pools under the root organization.

4. Select Create MAC Pool to create the MAC address pool.
5. Enter MAC-Pool-A asthe name of the MAC pool.

6. Optional: Enter a description for the MAC pool.

7. Select the option Sequential for the Assignment Order field and click Next.
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Create MAC Pool ? X
Define Name and Description Name 1 MAC-Pool-A
Description
Add MAC Addresses
Assignment Order ) Default (s Seguential
Next > Cancel
Click Add.

Specify a starting MAC address.

It is recommended to place oA in the second last octet of the starting MAC address to identify all of the MAC addresses
as Fabric A addresses. It is also recommended to not change the first three octets of the MAC address.

10.

Specify a size for the MAC address pool that is sufficient to support the available blade or rack server resources. Re-
member that multiple Cisco VIC vNICs will be created on each server and each vNIC will be assigned a MAC address.

Create a Block of MAC Addresses 7 X

First MAC Address : | 00:25:85:07:0A:00 Size

To ensure unigueness of MACSs in the LAN fabric, you are strongly encouraged to use the following MAC
prefix
00:25:B5:0x:xx:xX

11.

12.

13.

14.

15.

Click OK and then click Finish.

In the confirmation message, click OK.

Right-click MAC Pools under the root organization.
Select Create MAC Pool to create the MAC address pool.

Enter MAC-Pool-B as the name of the MAC pool.
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16. Optional: Enter a description for the MAC pool.
17. Select the Sequential Assignment Order and click Next.
18. Click Add.

19. Specify a starting MAC address.

ﬂ It is recommended to place oB in the second last octet of the starting MAC address to identify all the MAC ad-
dresses in this pool as fabric B addresses. It is also recommended to not change the first three octets of the MAC
address.

20. Specify a size for the MAC address pool that is sufficient to support the available blade or rack server resources.

Create a Block of MAC Addresses ? X

First MAC Address © | 00:25:85:07:08:00 Size : | 64 >

Ta ensure unigueness of MACS in the LAN fabric, you are strongly encouraged to use the following MAC
prefix:
00:25:B500000KX

21. Click OK and then click Finish.

22. Inthe confirmation message, click OK.

Create UUID Suffix Pool

To configure the necessary universally unique identifier (UUID) suffix pool for the Cisco UCS environment, follow these
steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click UUID Suffix Pools and choose Create UUID Suffix Pool.
4. Enter UUID-Pool as the name of the UUID suffix pool.

5. Optional: Enter a description for the UUID suffix pool.

6. Keep the prefix at the derived option.

7. Change the Assignment Order to Sequential.

8. Click Next.

9. Click Add to add a block of UUIDs.

10. Keep the Fromfield at the default setting.
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11. Specify a size for the UUID block that is sufficient to support the available blade or rack server resources.

Create a Block of UUID Suffixes ? X

From : | 0000-000000000001 Size

12. Click OK. Click Finish and then click OK.

Create Server Pool

To configure the necessary server pool for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click Server Pools and choose Create Server Pool.

4. Enter Infra-Server-Pool asthe name of the server pool.

5. Optional: Enter a description for the server pool.

6. Click Next.
Create Server Pool ? X
Set Name and Description Sarvers Paoled Sarvers
) -3
FEssReE Use... | PID v b 1t 0§ Use. PID N
1 UCSB-B200-M4 1F 2 4 UCSB-B200-M5 UFrI
2 UCSB-B200-M4 1F 2 - 5 UCSE-B200-M5 UF3
3 UCSB-B200-M4 1F 2 6 UCSB-B200-M5 Ur3
B UCSB-B200-M5 1F UCSB-B200-M5 UFr3

1 UCSC-C220-M55N uw

2 UCSC-C220-MS55N uw
Mode!; Nodel:
Seral Nurriber: Serigl Number:
Vendor: Vendor:

< Prav m Cancel
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Select at least two (or more) servers to be used for the setting up the VMware environment and click >> to add them to
the Infra-Server-Pool server pool.

Click Finish and click OK.

.=

If Cisco UCS C-Series servers are leveraged in the design, create storage pool by selecting the appropriate server mod-
els intended to be used.

Create a WWNN Address Pool for FC based Storage Access

r.

This configuration step can be skipped if the UCS environment does not need to access storage environment using FC.

For FC boot as well as access to FC LUNSs, create a World Wide Node Name (WWNN) pool by following these steps:

1.

In Cisco UCS Manager, click the SAN tab in the navigation pane.
Select Pools > root.

Right-click WWNN Pools under the root organization and choose Create WWNN Pool to create the WWNN address
pool.

Enter WWNN-Pool as the name of the WWNN pool.
Optional: Enter a description for the WWNN pool.
Select the Sequential Assignment Order and click Next.
Click Add.

Specify a starting WWNN address.

Specify a size for the WWNN address pool that is sufficient to support the available blade or rack server resources. Each
server will receive one WWNN.

# Modifications of the WWNN block, as well as the WWPN and MAC Addresses, can convey identifying information

for the Cisco UCS domain.

# When there are multiple UCS domains sitting in adjacency, it is important that these blocks; the WWNN, WWPN,

and MAC, hold differing values between each set. Modify the values accordingly to make them unique.
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Create WWN Block ? X

From: | 20:00:00:25:B5:00:00:00 Size :

To ensure unigueness of WWNSs in the SAN fabric, you are strongly encouraged to use
the following WWN prefix:

20:00:00:25:b5:00xx:00

10. Click OK and click Finish.

11. In the confirmation message, click OK.

Create a WWPN Address Pools for FC Based Storage Access

ﬂ This configuration step can be skipped if the UCS environment does not need access to storage environment using FC.

If you are providing FC boot or access to FC LUNSs, create a World Wide Port Name (WWPN) pool for each SAN switching
fabric by completing the following steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select Pools > root.

3. Right-click WWPN Pools under the root organization and choose Create WWPN Pool to create the first WWPN ad-
dress pool.

4. Enter WWPN-Pool-A as the name of the WWPN pool.
5. Optional: Enter a description for the WWPN pool.

6. Select the Sequential Assignment Order and click Next.
7. Click Add.

8. Specify a starting WWPN address.

ﬂ It is recommended to place oA in the second last octet of the starting WWPN address to identify all of the WWPN
addresses as Fabric A addresses.

9. Specify a size for the WWPN address pool that is sufficient to support the available blade or rack server resources. Each
server's Fabric A vHBA will receive one WWPN from this pool.
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Create WWN Block ? X

From: | 20:00:00:25:85:07:0A:00 Size : |64 =

To ensure uniqueness of WWNs in the SAN fabric, you are strongly encouraged to use
the following WWN prefix:

20:00:00:25:b5:xxx:XX

10. Click OK and click Finish.
11. Inthe confirmation message, click OK.

12. Right-click WWPN Pools under the root organization and choose Create WWPN Pool to create the second WWPN ad-
dress pool.

13. Enter WWPN-Pool-B as the name of the WWPN pool.
14. Optional: Enter a description for the WWPN pool.

15. Select the Sequential Assignment Order and click Next.
16. Click Add.

17. Specify a starting WWPN address.

'ﬁ It is recommended to place oB in the second last octet of the starting WWPN address to identify all of the WWPN
addresses as Fabric B addresses.

18. Specify a size for the WWPN address pool that is sufficient to support the available blade or rack server resources. Each
server's Fabric B vHBA will receive one WWPN from this pool.

Create WWN Block ? X

From: | 20:00:00:25:B5:07:0B400 ‘ Size : |64 =

To ensure unigueness of WWNs in the SAN fabric, you are strongly encouraged to use
the following WWN prefix:

20:00:00:25:b5:0¢xx:XX

19. Click OK and click Finish.
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20. Inthe confirmation message, click OK.

Create IQN Pools for iSCSI Boot and LUN Access (iISCSI Deployment)

‘ﬁ This configuration step can be skipped if the UCS environment does not need access to storage using iSCSI.

To enable iSCSI boot and provide access to iISCSI LUNs, configure the necessary IQN pools in the Cisco UCS Manager by
completing the following steps:

1. Inthe UCS Manager, select the SAN tab.

2. Select Pools > root.

3. Right-click IQN Pools under the root organization and choose Create IQN Suffix Pool to create the IQN pool.
4. Enter Infra-IQN-Pool for the name of the IQN pool.

5. Optional: Enter a description for the IQN pool.

6. Enterign.1992-08.com.cisco asthe prefix

7. Select the option Sequential for Assignment Order field. Click Next.

Create IQN Suffix Pool ? X
Define Name and Description Mame o | Infra-ION-Poal

Description
Add IQN Blocks

Prefix ! ign.1982-08.com.cisco

IQM Prefix must have the following farmat: ign.yyyy ing-authority,
where naming-authanty is usually the reverse syntax of the Internet domain
name of the naming authority.

Assignment Order : Default (e Sequential

Next > Cancel

8. Click Add.

9. Enteran identifier with ucs-host as the suffix. Optionally a rack number or any other identifier can be added to the
suffix to make the IQN unique within a DC.

10. Enter 1 inthe From field.
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11. Specify a size of the IQN block sufficient to support the available server resources. Each server will receive one IQN.

12. Click OK.

Create a Block of IQN Suffixes

SulMlx : | ucs-host

From :

13. Click Finish. In the message box that displays, click OK.

Create IP Pools for iSCSI Boot and LUN Access (iSCSI Deployment)

‘ﬁ This configuration step can be skipped if the UCS environment does not need access to storage using iSCSI.

For enabling iSCSI storage access, these steps provide details for configuring the necessary IP pools in the Cisco UCS
Manager:

& Two IP pools are created, one for each switching fabric.

1. In Cisco UCS Manager, select the LAN tab.

2. Select Pools > root.

3. Right-click IP Pools under the root organization and choose Create IP Pool to create the IP pool.
4. EnteriSCSI-initiator-A forthe name of the IP pool.

5. Optional: Enter a description of the IP pool.

6. Selectthe option Sequential for the Assignment Order field. Click Next.
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10.

Ak 1Py Blacks

kel WPuh Blucks

Create IP Pool nx

R EEET T
izl

demormer Oder:  Sefadt 8 Saguents)

= Carcal

Click Add.

In the From field, enter the beginning of the range to assign an iSCSI IP addresses. These addresses are covered in Ta-
ble2 .

Enter the Subnet Mask.

Set the size with sufficient address range to accommodate the servers. Click OK.

Create Block of IPv4 Addresses

From ELEEAN T sz

Submwet Mask 0 20 FLG 2L Dhesfiault Gaterway © 00000
Frimary DWS ; C.0.0.0 Sacondary DNS : 0.0.0.0

11.

12.

13.

14.

15.

16.

17.

18.

Click Next and then click Finish.

Click OK in the confirmation message.

Right-click IP Pools under the root organization and choose Create IP Pool to create the IP pool.
Enter 1SCSI-initiator-B forthe name of the IP pool.

Optional: Enter a description of the IP pool.

Select the Sequential option for the Assignment Order field. Click Next.

Click Add.

In the From field, enter the beginning of the range to assign an iSCSI IP addresses. These addresses are covered in Ta-
ble2 .
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19. Enterthe Subnet Mask.

20. Setthe size with sufficient address range to accommodate the servers. Click OK.

Create Block of IPv4 Addresses

From FIGFTREFRES Size : [50 =
Subnet Mazk : Default Gazgway : |UULU
Frimary DHS © Secondary NS © (U000

21. Click Next and then click Finish.

22. Click OK in the confirmation message.

Create VLANS

To configure the necessary VLANSs in the Cisco UCS Manager, follow these steps for all the VLANS listed in Table 12 :

Table12 VLANs on Cisco UCS

VLAN Name VLAN
IB-Mgmt 11
iSCSI-A* 3161
iSCSI-B* 3162
Out of Band Mgmt 3171
VM Traffic 3174
vMotion 3173
Native-2 2

& *iSCSI-A and iSCSI-B VLANSs are required for iSCSI deployments only.

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select LAN > LAN Cloud.
3. Right-click VLANs and choose Create VLANSs.

4. Enter name from the VLAN Name column.
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5. Keepthe Common/Global option selected for the scope of the VLAN.
6. Enterthe VLAN ID associated with the name.
7. Keep the Sharing Type as None.

8. Click OK and then click OK again.

Create VLANs ? X

VLAN Mame/Prefix @ Mative-WLAN

Multicast Policy Name : | <not set> v Create Multicast Policy

o) Common/Global | Fabric A ) Fabric B Both Fabrics Configured Differently

You are creating global VLANS that map to the same VLAN 1Ds in all available fabrics.
Enter the range of VLAM |Ds.(e.g. " 2009-2019", " 29,35,40-45", " 23", "23,34-45")

VLANIDs: | 2]

Sharing Type : [(e1MNone [ Primary | Isolated Community

Check Overlap n Cancel

9. Click Yes and then click OK twice.

10. Repeat these steps for all the VLANs in Table 12 .

Create Host Firmware Package

Firmware management policies allow the administrator to select the corresponding packages for a given server
configuration. These policies often include packages for adapter, BIOS, board controller, FC adapters, host bus adapter
(HBA) option ROM, and storage controller.

To create a firmware management policy for a given server configuration in the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Right-click Host Firmware Packages and choose Create Host Firmware Package.
4. Enter Infra-FW-Pack as the name of the host firmware package.

5. Keep the Host Firmware Package as Simple.

6. Selectthe version 4.0(4c) for both the Blade and Rack Packages.
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7. Click OK to create the host firmware package.

8. Click OK.

Create Host Firmware Package ? X

Name Infra-FW-Pack

Description
How would you like to configure the Host Firmware Package?
» Simple ) Advanced

Blade Package - | 4.0(4c)8

v
Rack Package @ |4.0(4c]C v

Service Pack <not ser=

The images from Service Pack will take precedence over the images from Blade or Rack Package

Excluded Components:

Adapter

BIOS

Board Controller

CmMC

FC Adapters

Flex Flash Controller

GPUs

HBA Option ROM

Hest NIC

Hest NIC Option ROM
+  Local Disk

o -

Set Jumbo Frames in Cisco UCS Fabric

Jumbo Frames are used in VersaStack for the iSCSI storage protocols. The normal best practice in VersaStack has been to
set the MTU of the Best Effort QoS System Class in Cisco UCS Manager to 9216 for Jumbo Frames. In the Cisco UCS 6454
Fabric Interconnect the MTU for the Best Effort QoS System Class is fixed at normal and cannot be changed. Testing has
shown that even with this setting of normal in the 6454, Jumbo Frames can pass through the Cisco UCS fabric without
being dropped. The screenshot below is from Cisco UCS Manager on a 6454 Fabric Interconnect, where the MTU for the
Best Effort class is not configurable. To configure jumbo frames in the Cisco UCS fabric in a 6300 or 6200 series Fabric
Interconnect, follow these steps:

To configure jumbo frames in the Cisco UCS fabric, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select LAN > LAN Cloud > QoS System Class.

3. Intheright pane, click the General tab.

4. Onthe Best Effort row, enter 9216 in the box under the MTU column.

5. Click Save Changes in the bottom of the window.
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AN | LAN Cloud | QoS System Class

Owiner . Local

Priority Enabled CoS Packet Weight Weight MTU Multicast
Drop (%) Optimized

Platinum 5 10 v NIA

Gold 4 g v NiA

Silver 2 a 8 v NIA

Bronze 1 /] 7 v NIA

Best Any 5 v 50

Effort

Fibre 3 5 v 50 NIA

Channel

6. Click OK.

Create Local Disk Configuration Policy

When using an external storage system for OS boot, a local disk configuration for the Cisco UCS environment is necessary
because the servers in the environment will not contain a local disk.

# This policy should not be applied to the servers that contain local disks.

To create a local disk configuration policy for no local disks, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Right-click Local Disk Config Policies and choose Create Local Disk Configuration Policy.
4. Enter SAN-Boot asthe local disk configuration policy name.

5. Change the mode to No Local Storage.

6. Click OK to create the local disk configuration policy.
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Create Local Disk Configuration Policy ? X
Name : | SAN-Boot

Description

Mode : |No Local Storage v

FlexFlash

FlexFlash State : |(e) Disable () Enable

If FlexFlash State is disabled, SD cards will become unavailable immediately.
Please ensure SD cards are not in use before disabling the FlexFlash State.

FlexFlash RAID Reporting State : |(e) Disable [ ) Enable

FlexFlash Removable State : | Yes [ ) No (e)No Change

If FlexFlash Removable State is changed, SD cards will become unavailable temporarily.
Please ensure SD cards are not in use before changing the FlexFlash Removable State.

7. Click OK again.

Create Network Control Policy for Cisco Discovery Protocol (CDP) and Link Layer Discovery
Protocol (LLDP)

To create a network control policy that enables Link Layer Discovery Protocol (LLDP) on virtual network ports, follow these
steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select Policies > root.

3. Right-click Network Control Policies and choose Create Network Control Policy.
4. Enter Enable-CDP-LLDP as the policy name.

5. For CDP, select Enabled option.

6. For LLDP, scroll down and select Enabled for both Transit and Receive.
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7-

8.

Create Network Control Policy

?

CDP : Disabled (= Enabled
MAC Register Mode : |(e) Only Mative Vian All Host Vians

Action on Uplink Fail @ |(=) Link Down Warning
MAC Security

Forge : (e Allow Deny

LLDP
Transmit : Disabled (=) Enabled
Receive Disabled (e’ Enabled

Click OK to create the network control policy.

Click OK.

Create Power Control Policy

To create a power control policy for the Cisco UCS environment, follow these steps:

1.

In Cisco UCS Manager, click the Servers tab in the navigation pane.

Select Policies > root.

Right-click Power Control Policies and choose Create Power Control Policy.
Enter No-Power—-Cap as the power control policy name.

Change the power capping setting to No Cap.

Click OK to create the power control policy.

Click OK.
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Create Power Control Policy ? X
Name : | No-Power-CAP

Description

Fan Speed Policy : | Any v

Power Capping

If you choose cap, the server is allocated a certain amount of power based on its priority
within its power group. Priority values range from 1 to 10, with 1 being the highest priority. If
you choose no-cap, the server is exempt from all power capping.

‘@) No Cap () cap

Cisco UCS Manager only enforces power capping when the servers in a power group require
more power than is currently available. With sufficient power, all servers run at full capacity
regardless of their priority.

Create Server Pool Qualification Policy (Optional)

To create an optional server pool qualification policy for the Cisco UCS environment, follow these steps:

# This example creates a policy for selecting a Cisco UCS B200-Mg server.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Right-click Server Pool Policy Qualifications and choose Create Server Pool Policy Qualification.
4. Enter UCSB-B200-M5 as the name for the policy.

5. Choose Create Server PID Qualifications.

6. SelectUCSB-B200-M5 as the PID.
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Create Server PID Qualifications

PID : [UCSB-B200-M5 v]

7. Click OK.

8. Click OK to create the server pool policy qualification.

& The server pool qualification policy name and the PID values varies if the UCS C-Series or other B-Series server models
are used, select appropriate values based on the server model being used.

Create Server BIOS Policy

To create a server BIOS policy for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.
3. Right-click BIOS Policies and choose Create BIOS Policy.

4. Enter Infra-Host-BIOS as the BIOS policy name.
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Create BIOS Policy

Name . | Infra-Host-BIOS
Description

Reboaot on BIOS Settings Change @ [

Click OK, then OK again to create the BIOS Policy.

Select the newly created BIOS Policy.

Set the following within the Main tab of the Policy:

a. CDN Control -> Enabled
b. Quiet Boot -> Disabled

Servers | Policies / root | BIOS Policies | Infra-Host-BIOS
Main Advanced Boot Options Server Management Events
Actions

Delete

Show Policy Usage

o Cancel

Y

Properties

Name : Infra-Host-BIOS
Description

Owner : Local

Reboot on BIOS Settings Change :

Te Advanced Fiter 4 Export  # Print

BIOS Setting

Value

CON Control

Front panel lockout
POST efror pause
Quiet Boot

Resume on AC power loss

II:'\! bled

Platform Default

Platforrm Default

IUsaoec

Platform Default
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Servers | Policies | root | BIOS Policies | Infra-Host-BIOS

[ Main | Advanced Boot Options Server Management Events

Actions

Delete

Show Policy Usage

Properties

Name . Infra-Host-BIOS
Description

Owner . Local

Reboot on BIOS Settings Change

s Advanced Filter 4 Export & Print o
BIOS Setting Value

CDN Contred Enabled v

Front panel lockout Platform Default L

POST efror pause Platform Default v

Quiet Boot Disabled v

Resume on AC power loss Platforrn Default v

8. Click the Advanced tab, leaving the Processor tab selected within the Advanced tab. Set the following within the Pro-
cessor tab:

a. DRAM Clock Throttling -> Performance

b. Frequency Floor Override -> Enabled

Servers | Policles | root | BIOS Policles | Infra-Host-BIOS

Main Advanced Boot Options Server Management Events

ntel Directed 10 RAS Memaory Serial Port use PCl apl LOM and PCle Slots Trusted Platform Graphics Configuration

Ve Advanced Filer 4 Export % Print

BIOS Seting Value
Altitude Platform Detault v
CPU Hardware Power Management Platform Detault v
Boot Performance Mode Ptatform Detault v
CPU Performance Platform Default v
Core Multi Processing Platform Detauit v
DCPMM Firmware Downgrade Platform Detault v
DRAM Clock Thioming [periormance ]
Direct Cache Access Platform Detault v
Energy Parformance Tuning Platform Default v
Enhanced el SpeedStep Tech Platform Detault v
Execute Disable Bit Platform Default v
Frequency Floor Override lEra bled v ]
Inte] HyperTheeacing Tech Platform Default v
Energy EMcient Turbo Platform Detaul v
Inge| Turbo Boost Tech Platform Detaull "

9. Scroll down to the remaining Processor options and select:

a. Processor C State -> Disabled

b. Processor CiE -> Disabled
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c. Processor C3 Report -> Disabled
d. Processor C7 Report -> Disabled

e. Energy Performance -> Performance

Main Advancad Boat Options Server Management

Events
m ImeiDiected 0 RASMemory  SerislPot  USB PGl OPI LOMandPCleSkts  Trusted Platiorm  Graghics Conbguration
T, Advanced Fiter 4 Expert & Print
BIOS Setting Value
Package C State Limit Patiomm Default
Autonomous Core C-state Patiorm Default
Processor C State Disabled v
Processor C1E Disabled
Processor C3 Report Disabled v
Processor C6 Report Piatform Default v
Processor C7 Report l:userleu v l
Progessor CMCH Platform Default v
Power Technology Platform Default v
Enengy Performance I-"erf:rr"gu-'_e v I
ProcessorEppProfie Platform Defautt ¥
Platform Default v
DCU WP Prefetcher Pratforn Defaull Y
DCU Streamer Prefeqch Platform Default v
Pratform Default v
Plarionm Dedault v
10. Click the RAS Memory tab, and select:
a. LV DDR Mode -> Performance Mode
Servers | Policies | root | BIOS Policles | Infra-Host-BIOS
Main Advanced Boat Options Server Management Events
Processor inel Directed 10 RAS Memory Serial Port use PCI QP LOM and PCle Slots Trusted Platfosm Graphics Conguration
Vo Advanced Finer 4 Expon & Print
BIOS Sening Value

DOR3 Voltage Selection

DRAM Refresh Rat

Mimroring Mode

NUMA opti

izad

Memary RAS confguration

Platform Defaul

Platiorm Defaul

l;=9"3'1\&nc..= Maode

Platiorm Defaul

Platiorm Defaul

11. Click Save Changes to modify the BIOS policy.

12. Click OK.

Update Default Maintenance Policy

To update the default Maintenance Policy, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root and then select Maintenance Policies > default.
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3. Change the Reboot Policy to User Ack.
4. Checkthe boxto enable On Next Boot
5. Click Save Changes.

6. Click OKto accept the change.

Servers | Policies | root | Maintenance Policies | default

General Events

Actions Properties
Marme : default
Show Policy Usage Description
Owner : Local
Soft Shutdown Timer : | 150 Secs v
Storage Config. Deployment Policy : | Immediate ») User Ack
Reboot Policy o | Immediate (e User Ack 1 Timer Automatic

~| On Next Boot [(Apply pending changes at next reboot.)

Create vVNIC/VHBA Placement Policy

To create a vNIC/vHBA placement policy for the infrastructure hosts, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Right-click vNIC/vHBA Placement Policies and choose Create Placement Policy.
4. Enter Infra-Policy asthe name of the placement policy.

5. Click1and select Assigned Only.

6. Click OK and then click OK again.
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Create Placement Policy ? X

Name Infra-Policy

Virtual Slot Mapping Scheme : (e} Round Robin () Linear Ordered

Advanced Filter Export Print {}
Virtual Slot Selection Preference Transport

1 All ethernet,fc

2 All ethernet,fc

3 All ethernet,fc

4 All ethernet,fc

Cancel

Create vVNIC Templates

Eight different vNIC Templates are covered in Table 13 . Not all VNICs need to be created in all deployments. The vNICs
templates covered below are for iSCSI vNICs, infrastructure (management, vMotion etc.) vNICs, and data vNICs (VM traffic)
for VMware VDS. Refer to Usage column in Table 13 to see if a vNIC is needed for a particular ESXi host.

Table 13 NIC Templates and Associated VLANs

Name FabricID | VLANs Native VLAN MAC Pool Usage

vNIC_Mgmt_A A IB-Mgmt, Native-2 Native-2 MAC-Pool-A All ESXi Hosts
vNIC_Mgmt_B B IB-Mgmt, Native-2 Native-2 MAC-Pool-B All ESXi Hosts
vNIC_vMotion_A A vMotion vMotion MAC-Pool-A All ESXi Hosts
vNIC_vMotion_B A vMotion vMotion MAC-Pool-B All ESXi Hosts
vNIC_VM_A A VM Network Native-2 MAC-Pool-A All ESXi Hosts
vNIC_VM_B A VM Network Native-2 MAC-Pool-B All ESXi Hosts
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Name FabricID | VLANs Native VLAN MAC Pool Usage
vNIC_iSCSI_A A iSCSI-A iSCSI-A MAC-Pool-A iSCSI hosts only
vNIC_iSCSI_B B iSCSI-B iSCSI-B MAC-Pool-B iSCSI hosts only

Create Management vNICs

For the vNIC_Mgmt_A Template, follow these steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. EntervNIC Mgmt A asthevNICtemplate name.

6. Keep Fabric A selected.

7. Optional: select the Enable Failover checkbox.

ﬂ Selecting Failover can improve link failover time by handling it at the hardware level and can guard against any po-
tential for NIC failure not being detected by the virtual switch.

8. Select Primary Template for the Redundancy Type.

9. Leave Peer Redundancy Template as <not set>

ﬂ Redundancy Type and specification of Redundancy Template are configuration options to later allow changes to
the Primary Template to automatically adjust onto the Secondary Template.

10. Under Target, make sure that the VM checkbox is not selected.

11. Select Updating Template as the Template Type.
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Create vNIC Template ? X
Name o NI _Mgmt_A
Description
Fabric 1D : &) Fabric A ) Fabric B Enable Failover
Redundancy
Redundancy Type | Mo Redundancy (e Primary Template ( Secondary Template
Peer Redundancy Template | | oot gets v
Target
V| Adaprer
Wi
Warning
If VM is selected, a port profile by the same name will be created.
If & port profile of the same name exists, and updating template is selected, it will be overwritten
Template Type : | Initial Template () Updating Template
| VLANs ‘ VLAN Groups
T Advanced Filter 4 Export  # Print fe

12. Under VLANS, select the checkboxes for IB-Mgmt and Native-VLAN VLANSs.
13. SetNative-VLAN as the native VLAN.

14. Leave vNIC Name selected for the CDN Source.

15. Leave 1500 for the MTU.

16. Inthe MAC Pool list, select MAC_Pool A.

17. Inthe Network Control Policy list, select Enable-CDP-LLDP.
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Create vNIC Template 2 X
Select Mame Mative VLAMN WLAN 1D
o IB-Mgmt 1
ISCSI-A 3181
iSCSI-B 3162
v Native-VLAN = 2
VM-Net1 3174
wMntinn 173
Create VLAN
CDN Source ¢ (e wNIC Name () User Defined
MTU ¢ 1500
MAC Pool © MAC-Pool-A(52/64) ¥
QoS Palicy © | ¢notset> ¥

Network Control Policy :  Epable-CDP-LLDP ¥
Pin Group ' <not set> v

Stats Threshold Policy © gefaut v

Connection Policies

18. Click OK to create the vNIC template.
19. Click OK.

For the vNIC_Mgmt_B Template, follow these steps:

1. Inthe navigation pane, select the LAN tab.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template

5. EntervNIC Mgmt B asthevNICtemplate name.
6. Select Fabric B.

7. Select Secondary Template for Redundancy Type.

8. Forthe Peer Redundancy Template drop-down, select yNIC Mgmt A.

ﬂ With Peer Redundancy Template selected, Failover specification, Template Type, VLANs, CDN Source, MTU, and
Network Control Policy are all pulled from the Primary Template.

9. Under Target, make sure the VM checkbox is not selected.
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Create vNIC Template ?
Mame D VNIC_Mgmt_B
Description
Fapren () FabricA (®) Fabric B (] Ensble Faover
Redundancy
Redundancy Type : |l Mo Redundancy | Primary Template ‘e Secondary Ternplate

Peer Redundancy Template : VhIC_Mgmit_A ¥

Target
e | Adapter
| wm

Warning

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type . - Initial Template (' Updating Template
VLANS VLAN Groups
T, Advanced Filter 4 Export o Print el
Select Name Native VLAN
default
IB-MGMT
iISCSI-A

10. Inthe MAC Pool list, select MAC Pool B.
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Create VNIC Template e
VLANS | VLAN Groups
Tr Advanced Filter 4 Export o Print ie
Select Name Mative VLAN
default
IB-MGMT
iSCSI-A
iSCSsI-B
Native
ANR-MEMT
Create VLAN
CDN Source *) vNIC Name User Defined
MTU 1500
MAC Pool MAC-Pool-B(60/64) ¥
QoS Policy <not set> ¥
Network Control Palicy @ oot set>
Pin Group I <not set> v
Stats Threshold Policy ©  gafault v
Connection Policies
® Dynamic vNIC ) usNIC () WMQ
Dynamic vNIC Connection Policy © | cnot sets ¥
n Cancel

11. Click OK to create the vNIC template.

12. Click OK.

Create vMotion vNICs

For the vNIC_vMotion_A Template, follow these steps:

1.

In Cisco UCS Manager, click the LAN tab in the navigation pane.

Select Policies > root.

Right-click vNIC Templates.

Select Create vNIC Template.

Enter vNIC vMotion A asthe vNICtemplate name.

Optional: select the Enable Failover checkbox.

Keep Fabric A selected.

Select Primary Template for the Redundancy Type.
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9. Leave Peer Redundancy Template as <not set>
10. Under Target, make sure that the VM checkbox is not selected.

11. Select Updating Template as the Template Type.

Create VNIC Template ? X |
MName ¢ wNIC_wMotion_A
Description
Fabric ID o Fabric A ) Fabric B +~| Enable Failover
Redundancy
Redundancy Type ;| No Redundancy [® Primary Template | Secondary Template
Peer Redundancy Template | | cqotset> ¥
Target
v Adapter
Wit
Warning
If VM is selected, a port profile by the same name will be created.
If & port profile of the same name exists, and updating template is selected, it will be overwritten
Template Type © | Initial Template (®) Updating Template
‘ V0LANS ‘ WLAN Groups
Yo Advanced Filter 4 Export  #% Print {}
Select Mame Native VLAN
TSCSI-A
iSCSI-B
Native
O0B-MGMT
n Cancel

12. Under VLANS, select the checkboxes vMotion as the only VLAN.

13. Set vMotion asthe native VLAN.
14. For MTU, enter 9000.
15. Inthe MAC Pool list, select MAC_Pool A.

16. Inthe Network Control Policy list, select Enable-CDP-LLDP.
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Create vNIC Template ?2 X
iSCSI-B 3162
Native-VLAN : 2
VM-Net1 3174
v vMotion : 3173
Create VLAN
CDM Source : |(@)wNIC Name () User Defined
MTU . | sooo
MAC Pool " MAC-Pool-A(52/64) ¥
QoS Policy © | =notsets ¥

Network Control Palicy | Enaple-CDP-LLDP ¥
Pin Group ¢ | <not set> i

Stats Threshold Policy @ | gefaulr

Connection Policies

Dynamic vNIC [ usNIC () VMQ

usNIC Connection Policy © | cqot set= ¥

17. Click OK to create the vNIC template.
18. Click OK.

For the vNIC_vMotion_B Template, follow these steps:

1. Inthe navigation pane, select the LAN tab.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. EntervNIC vMotion B asthevNICtemplate name.
6. Select FabricB.

7. Select Secondary Template for Redundancy Type.

8. Forthe Peer Redundancy Template drop-down, select yNIC vMotion A.

# With Peer Redundancy Template selected, MAC Pool will be the main configuration option left for this vNIC tem-
plate.

9. Under Target, make sure the VM checkbox is not selected.
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Create vNIC Template

?
Name o wNIC_vMotion_B
Description
Fabric ID . ) | Enable Failover
' ) Fabric A ‘@) Fabric B L] '
Redundancy
Redundancy Type : |';'_\_. Mo Redundancy (I Primary Template (¢ Secondary Template
Peer Redundancy Templale @ | cnot spts ¥
<not set>
Target
E Adapter
L
VvNIC_Mgmt_A
Warning
IF VM is selected, a port profile by the same name will be created.
If a port prefile of the same name exists, and updating template is selected, it will be overwritten
Template Type «) Initial Template () Updating Template
VLANS WLAN Groups
Yo Advanced Filter 4 Export  #% Print -I,}
Select Name MNative VLAN
default
IB-MGMT
iSCSI-A

oy
B ] S

10. the MACPool list, select MAC Pool B.
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Create vNIC Template
WLAMNS | VLAN Groups

T Advancad Filter 4 Export M Print

Select Mame Mative VLAN
default
IB-MGMT
iSCSI-A
iSCsI-B
Native
ANR-MEMT

Create VLAN

CDN Scurce o NS Mame () User Defined

MTU o 1500

MAC Poal <not set> ¥

QoS Policy : <not set>

Metwork Contrel Policy
MAC-Pool-AlE/EA)

B MAC-Pool-B(ED/E4)

Stats Threshold Policy
Stats Threshole Foliey default(0/q)

Pin Group

Connection Policies

&) Dyramic vNIC T usMIC VMG

Cynamic wMIC Connection Policy | | chot set= v

11. Click OK to create the vNIC template.

12. Click OK.

Create Application vNICs

To create the vNIC_VM_A Template, follow these steps:

1.

10.

In Cisco UCS Manager, click the LAN tab in the navigation pane.
Select Policies > root.

Right-click vNIC Templates.

Select Create vNIC Template.

Enter vNIC VM A asthe vNIC template name.

Keep Fabric A selected.

Optional: select the Enable Failover checkbox.

Select Primary Template for the Redundancy Type.

Leave Peer Redundancy Template as <not set>.

Under Target, make sure that the VM checkbox is not selected.
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11. Select Updating Template as the Template Type.

12. Set default as the native VLAN.

?

Create vNIC Template 2 X
Marme NI WA

Description

Fabric 1D : - - . +' | Enabile Failowver

Lo Fabrc A O ) Fabric 8
Redundancy
Redundancy Type © | Mo Redundancy (e Primary Template © ) Secondary Template

Peer Redundancy Template © | cpatgat> ¥

Target
| fdaprer
Wi

Warning

It M is selected, a port profile by the same name will be created,
If & port profile of the same name exists, and updating template is selected, it will be overwritien

Template Type o |t Initizl Template (=) Updating Template

WLANS WLAN Groups

T, Advanced Filter 4 Fxport % Print fel
Salect Mame Mative VLAN

TSCST=A

iSCSI-B

Native

COB-MGMT

13. Under VLANS, select the checkboxes for any application or production VLANs that should be delivered to the ESXi
hosts.

14. For MTU, enter 9000.
15. Inthe MAC Pool list, select MAC Pool A.

16. Inthe Network Control Policy list, select Enable-CDP-LLDP.
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Create vNIC Template ? X
Select Name Mative VLAMN VLAN ID
TE-TAGITT T
iISCSI-A 3161
iSCSI-B 3162
v Native-VLAN * 2
hd VM-Netl 3174
vMotion 3173
Create VLAN
CDN Source : |{e) vNIC Name () User Defined
MTL o 8000
MAC Pool | MAC-Pool-A{52/64) ¥
QoS Policy U <notsets ¥

Metwork Control Policy © | Enaple-CDP-LLDP ¥
Pin Group . | <not set> v

Stats Threshold Policy @ | default *

Connection Policies

17. Click OK to create the vNIC template.
18. Click OK.

To create the vNIC_VM_B Templates, follow these steps:

1. Inthe navigation pane, select the LAN tab.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template

5. EntervNIC VM B asthe vNIC template name.
6. Select FabricB.

7. Select Secondary Template for Redundancy Type.

8. From the Peer Redundancy Template drop-down list, select YNIC VM A.

# With Peer Redundancy Template selected, MAC Pool will be the main configuration option left for this vNIC tem-
plate.

9. Under Target, make sure the VM checkbox is not selected.
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Create vNIC Template

MName o wMIC_VM_B
Description
Fabric ID . .
abrie 77 Fabric A &) Fabric B
Redundancy
Redundancy Type : )Mo Redundancy () Primary Template (=) Secondary Template

Peer Redundancy Template & yyic_wm_a ¥

Target =not set>
|~/| Adaptar
[ ] wm
VNIC _Mgmit_A
vNIC _vMotion_a
Warning

Enable Failover

If ¥M is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type HE e

_iInitial Termplate =) Updating Template

WLAMS VLAN Groups

Y. Advanced Filter 4 Export & Print

Select MName Mative VLAN

default
IB-MGMT '

iSCSI-A b

10. Inthe MAC Pool list, select MAC_Pool B.
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Create vNIC Template 7 X
|

Warning

If WM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selectad, it will be ovenwritten

Template Type nitial Template () Updating Template

WLANS VLAM Groups

4 Export A Print el

T Advanced Filter

Select Mame Mative VLAN

default

IB-MGMT

iSCSI-A

iSCSI-B

Native

ONR-RAGEAAT

Create VLAN

CLN Source ‘®iyNIC Name [ User Defined
MTL 1500

MAC Pool <notsets W

QoS Palicy <not set>

Metwork Control Policy :
MAC-Poal-A{B0/64)

Bl MAC-Pool-B(60/64)

default{0/0)

Pin Group

11. Click OK to create the vNIC template.

12. Click OK.

Create iSCSI vNICs

.S

The configuration steps to create iSCSI vNICs can be skipped if the UCS environment does not need to access storage
infrastructure using iSCSI.

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. EntervNIC iSCSI A asthevNICtemplate name.

6. Keep Fabric A selected.

7. Do not select the Enable Failover checkbox.

8. Keep the No Redundancy options selected for the Redundancy Type.
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9. Under Target, make sure that the Adapter checkbox is selected.
10. Select Updating Template as the Template Type.

11. Under VLANSs, select 1SCSI-A-VLAN as the only VLAN and set it as the Native VLAN.

Create vNIC Template ? X
MName o wNIC_ISCSI_A

Description

Fabric ID : (e Fabric A ) Fabric B Enable Failover

Redundancy

Redundancy Type : (e No Redundancy () Primary Template (| Secondary Template

Target
~'| Adapter
VM

Waming

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type : " Initial Template (= Updating Template
VLANs VLAN Groups
T, Advanced Filter 4 Export & Print [l
Select MName Mative VLAN
e iSCSI-A

iSCSI-B
Native
OO0B-MGMT

D —

12. For MTU, enter 9000.
13. Inthe MACPool list, select MAC_Pool A.

14. Inthe Network Control Policy list, select Enable-CDP-LLDP.
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Create vNIC Template ? X
Te Advanced Hiter T EXport = Erint 13
Select MName Mative VLAN VLAN 1D

TE=TAgITT TT
v iSCSI-A = 3161
iSCSI-B 3162
Native-VLAN 2
VM-Net1 3174
vMotion 3173

Create VLAN
CDN Source o vNIC Name () User Defined
MTU 9000
MAC Pool MAC-Pool-A(52/64) ¥
QoS Policy <not set> ¥

MNetwork Control Policy :

Pin Group

Stats Threshold Policy :

Connection Policies

Enable-CDP-LLDP ¥

- |<not set> v

default ¥

15. Click OK to create the vNIC template.

1

To create the vNIC_iSCSI_B Template, follow these steps:

1.

10.

11.

6. Click OK.

In the navigation pane, select the LAN tab.
Select Policies > root.

Right-click vNIC Templates.

Select Create vNIC Template.

Enter vNIC iSCSI B asthe vNIC template name.
Keep Fabric B selected.

Do not select the Enable Failover checkbox.

Under Target, make sure that the Adapter checkbox is selected.

Select Updating Template as the Template Type.

Keep the No Redundancy options selected for the Redundancy Type.

Under VLANS, select 1SCSI-B-VLAN as the only VLAN and set it as the Native VLAN.
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Create vNIC Template

Name T vNIC_ISCSI_E
Description

Fabric ID || Enable Failover

. Fabric A (® Fabric B
Redundancy

Redundancy Type . |(®)No Redundancy | Primary Template ( Secondary Template

Target
[v] adapter

| wm

Warning

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type : |_‘. Initial Template ;é_‘.l Updating Template
WLAMS VLAM Groups

Yo Advanced Filter 4 Export o Print {:I-

Select MName Mative VLAN
default C
1B-MGMT .
iSCSI-A ¢

v iSCSI-B C

Native L

“ Cancel

12. For MTU, enter 9000.
13. Inthe MAC Pool list, select MAC_Pool B.

14. Inthe Network Control Policy list, select Enable-CDP-LLDP.
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Create vNIC Template

Te Advanced HIter T Export = Pant e
Select Name Native VLAN VLAN D
TE=TVIgITT TT
ISCSI-A 3161
v iSCSI-B 2 3162
Native-VLAN 2
VM-Net1 3174
vMotion 3173

Create VLAN

CDN Source
MTU

MAC Pool

QoS Policy

MNetwaork Control Policy

Pin Group

Stats Threshold Policy

Connection Policies

‘®) ¥NIC Name () User Defined
9000

MAC-Pool-B(52/64) ¥

<not set> ¥

Enable-CDP-LLDP ¥

¢ =not set> v

default ¥

15. Click OK to create the vNIC template.

16. Click OK.

Create LAN Connectivity Policy

To configure the necessary Infrastructure LAN Connectivity Policy, follow these steps:

1. In Cisco UCS Manager, click LAN on the left.

2. Select LAN > Policies > root.

3. Right-click LAN Connectivity Policies.

4. Select Create LAN Connectivity Policy.

'ﬁ Use Infra-LAN-Pol as the name if hosts boot from FC only.

5. Enter iSCSI-LAN-Policy asthe name of the policy.

6. Click the upper Add button to add a vNIC.

7. Inthe Create vNIC dialog box, enter oo-Mgmt-A as the name of the vNIC.
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# The numeric prefix of “oo-" and subsequent increments on the later vNICs are used in the vNIC naming to force the
device ordering through Consistent Device Naming (CDN). Without this, some operating systems might not re-
spect the device ordering that is set within Cisco UCS.

8. Select the Use vNIC Template checkbox.
9. Inthe vNIC Template list, select 00-Mgmt-A.
10. Inthe Adapter Policy list, select VMWare.

11. Click OK to add this vNIC to the policy.

Create vNIC L

MName :  00-Mgmi-A

Use vNIC Template : @

Redundancy Pair Peer Name
VNIC Template © | o mgme_a ¥ Craate vNIC Template
Adapter Performance Profi
Addapter Policy VMWare ¥ Create Ethemst Adapter Policy

12. Click the upper Add button to add another vNIC to the policy.

13. Inthe Create vNIC box, enter 01-Mgmt-B as the name of the vNIC.
14. Select the Use vNIC Template checkbox.

15. Inthe vNIC Template list, select 01 -Mgmt-B.

16. Inthe Adapter Policy list, select VMWare.
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17.

18.

19.

20.

21.

22.

23.

Create vNIC ? X

Name : | 01-Mgmt-B
Use vNIC Tempiate :

Redundancy Pair : Peer Mame

wNIC Template: | pic Mgmt_B ¥ Create vNIC Template
Adapter Performance Profile

Adapter Policy D oyMWare ¥ Create Ethernet Adapter Policy

D -~

Click OK to add the vNIC to the policy.

Click the upper Add button to add a vNIC.

In the Create vNIC dialog box, enter 02-vMotion-2 as the name of the vNIC.
Select the Use vNIC Template checkbox.

In the vNIC Template list, select vNIC vMotion A.

In the Adapter Policy list, select VMWare.

Click OK to add this vNIC to the policy.
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Create vNIC ? X

Name :  02-vMotion-A
Use vNIC Template :
Redundancy Fair : Peer Mame :

VNIC Tempiate ©  yIC_uotion_A ¥ Create vNIC Template

Adapter Performance Profile

Adapter Policy © | yMware ¥ Create Ethernet Adapter Polic

24. Click the upper Add button to add a vNIC to the policy.

25. Inthe Create vNIC dialog box, enter 03-vMotion-B as the name of the vNIC.
26. Select the Use vNIC Template checkbox.

27. Inthe vNIC Template list, select vNIC_vMotion B.

28. Inthe Adapter Policy list, select VMWare.
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Create vNIC ?

Name :  03-vMotion-B
Use vNIC Template :

Redundancy Pair : Peer Name :

VNIC Template ©  ywiC_vMotion_B ¥ Create vNIC Template
Adapter Performance Profile

Adapter Policy b VMWare ¥ Create Ethemet Adapter Policy

D

29. Click OK to add this vNIC to the policy.

30. Click the upper Add button to add a vNIC.

31. Inthe Create vNIC dialog box, enter 04-VM-A as the name of the vNIC.
32. Select the Use vNIC Template checkbox.

33. Inthe vNIC Template list, select vNIC VM A.

34. Inthe Adapter Policy list, select VMWare.

35. Click OK to add this vNIC to the policy.
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36.

37

38.

39.

40.

Create vNIC

Name : | 04-VM-A
Use vNIC Template :

Redundancy Pair : Peer Mame :

VNIC Template ©  yic vM A ¥ Create viIC Template
Adapter Performance Profile

Adapter Policy D yMware v Creale Ethermnet Adapter Policy

Click the upper Add button to add a vNIC to the policy.

In the Create vNIC dialog box, enter 05-VM-B as the name of the vNIC.
Select the Use vNIC Template checkbox.

In the vNIC Template list, select vNIC VM B.

In the Adapter Policy list, select VMWare.
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Create vNIC ? X

Name : 05-VM_B

Use vNIC Template :

Redundancy Pair : Peer Name
VNIC Template VvNIC_ WM. B ¥ Create vNIC Template
Adapter Performance Profile
Adapter Policy S| ymware ¥ Create Ethemet Adapter Policy

41. Click OK to add this vNIC to the policy.

42. Click the upper Add button to add a vNIC.

# The following iSCSI vNICs can be skipped if hosts need FC storage access only.

43. Inthe Create vNIC dialog box, enter 06-1SCSI-A as the name of the vNIC.
44. Select the Use vNIC Template checkbox.
45. Inthe vNIC Template list, select 1SCSI-Template-A.

46. Inthe Adapter Policy list, select VMWare.

136



Cisco UCS Server Configuration

Create vNIC ?

Name :  06-iSCSI-A

Use vNIC Template :

Redundancy Fair : Peer Name :
wNIC Template © | ywiC_iSCSILA ¥ Create vNIC Template
Adapter Performance Profile
Adapter Policy D VMware v Create Ethermnet Adapter Policy

47. Click OK to add this vNIC to the policy.

48. Click the upper Add button to add a vNIC to the policy.

49. Inthe Create vNIC dialog box, enter 07-1SCSI-B as the name of the vNIC.
5o. Select the Use vNIC Template checkbox.

51. Inthe vNIC Template list, select iSCSI-Template-B.

52. Inthe Adapter Policy list, select VMWare.
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Create vNIC

Name :  07-ISCSI-B
Use vNIC Template -

Redundancy Pair = [ Peer Name :

VNIC Template | yNIC_iSCSILB ¥ Create vNIC Template

Adapter Performance Profile

Adapter Policy U ynware v Create Ethemnet Adapter Policy

53. Click OK to add this vNIC to the policy.
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Create LAN Connectivity Policy X
Mame o ISCSI-LAN-Palicy
Description

Click Add to specify one or mare ¥NICs that the server should use to connect to the LAN.

Mame MAC Address Native WLAN
vNIC 07-iSCSI-B Derived
wNIC 06-iSCSI-A Derived
vNIC 05-\VM-B Derived
wNIC 04-VM-A Derived
wNIC 03-vMation-B Derived
whIF: N2-uldatinn-A Marivad
£ A

(=) Add iSCSI wNICs

Mame Cwerlay vNIC Name

Adapter Policy MAC Address

No data available

& Add

m Cancel

Add iSCSI vNICs in LAN Policy (iSCSI Deployment)

# This configuration step can be skipped if the UCS environment does not need to access storage environment using
iSCSI.

Follow these steps only if you are using iSCSI SAN access:

L

Verify the iSCSI base vNICs are already added as part of vNIC implementation.
2. Expand the Add iSCSI vNICs section to add the iSCSI boot vNICs.

3. Select Add in the Add iSCSI vNICs section.

4. Setthenameto iSCSI—A-vNIC.

5. Selectthe 06-1SCSI-A as Overlay vNIC.

6. SettheVLANto iSCSI-A (native)VLAN.

7. Setthe iSCSI Adapter Policy to default

8. Leave the MAC Address set to None.
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Create iSCSI vNIC ?
Name I ISCSI-A-vNIC
Overlay vNIC 1 | 06-ISCSI-A v
ISCSI Adapter Policy © | cnotset> ¥ Create iSCSI Adapter Policy
VLAN ¢ |ISCSI-A (native) v

ISCSI MAC Address

10.

11.

12.

13.

14.

15.

MAC Address Assignment: Select(None used by default) v

Create MAC Pool

D

Click OK.

Select Add in the Add iSCSI vNICs section.

Set the name to iSCSI-B-vNIC.

Selectthe 07-1SCSI-B as Overlay vNIC.
Setthe VLANto iSCSI-B (native) VLAN.
Set the iSCSI Adapter Policy to default.

Leave the MAC Address set to None.
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Create iSCSI vNIC

Name © | ISCSI-B-vMNIC

?

Owerlay vNIC : | 07-I5CSI-B

iISCSI Adapter Policy © | epot get> ¥

VLAN : |iISCSI-B (native)
ISCSI MAC Address

Create iSCSI Adapter Policy

MAC Address Assignment:

Create MAC Pool

Select(None used by default) v

16. Click OK then click OK again to create the LAN Connectivity Policy.
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Create LAN Connectivity Policy ? X
Mame: 1 iSCSI-LAN-Policy
Description :

Click Add to specify one or more vNICs that the server should use to connect to the LAN.

MName MAC Address Mative VLAN
vNIC 07-ISCSI-B Derived
vNIC 06-ISCSI-A Derived
vNIC 05-VM_B Derived
vNIC 04-VM-A Derived
VNIC 03-vMotion-B Derived
uNIC N7-ulMntinn-4 Nerivar
(#) Add

(S Add iSCSI vNICs

MName Overlay vNIC Name ISCSI Adapter Policy MAC Address
ISCSI vNIC ISCSI-B-vNIC 07-iSCSI-B Derived
ISCSI vNIC ISCSI-A-vNIC 06-ISCSI-A Derived

+ Add

Create VHBA Templates for FC Connectivity (FC Deployment)

ﬂ This configuration step can be skipped if the UCS environment does not need to access storage environment using FC.

To create virtual host bus adapter (vHBA) templates for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click vHBA Templates and choose Create vHBA Template.
4. Enter Infra-vHBA-A as the vHBA template name.

5. Click the radio button to select Fabric A.

6. Inthe Select VSAN list, Choose VSAN-A.

7. Inthe WWPN Pool list, Choose WWPN-Pool-A.
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Create VHBA Template

MName
Description

Fabric ID

Redundancy

Redundancy Type

Select VSAN
Template Type
Max Data Field Size
WWPN Pool

QoS Policy

Pin Group

Stats Threshold Policy :

Infra-vHBA-A

») No Redundancy ([ Primary Template ¢

VSAN-A v Create VSAN
(e) Initial Template () Updating Template
2048

WWPN-Pool-A(64/64) ¥

<notset> ¥

<not set> v

default ¥

8. Click OK to create the vHBA template.

9. Click OK.

1 Secondary Template

10. Right-click vHBA Templates again and choose Create vHBA Template.

11. Enter Infra-vHBA-B as the vHBA template name.

12. Click the radio button to select Fabric B.

13. Inthe Select VSAN list, Choose VSAN-B.

14. Inthe WWPN Pool, Choose WWPN-Pool-B.
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Create vHBA Template ? X
MName . | Infra-vHBA-B

Description

Fabric ID : A (@B

Redundancy

Redundancy Type o |iwi Mo Redundancy Primary Template Secondary Template
Select VSAN : |VSAN-B v Create VSAN
Template Type o |iw) Initial Template Updating Template
Max Data Field Size : | 2048
WWPN Pool o | WWPN-Pool-B(32/32) w
QoS Policy | «not set> w
Pin Group o | =not set= v

Stats Threshold Policy - | default w

15. Click OK to create the vHBA template.

16. Click OK.

Create FC SAN Connectivity Policies (FC Deployment)

# This configuration step can be skipped if the UCS environment does not need to access storage environment using FC.

A SAN connectivity policy defines the vHBAs that will be created as part of a service profile deployment.
To configure the necessary FC SAN Connectivity Policies, follow these steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.

2. Select SAN > Policies > root.

3. Right-click SAN Connectivity Policies and choose Create SAN Connectivity Policy.
4. Enter Infra-FC-pol asthe name of the policy.

5. Select WWNN-Pool from the drop-down list under World Wide Node Name.
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Create SAN Connectivity Policy ?
MName 1 Infra-FC-Palicy
Description :

A server is identified on a SAN by its World Wide Node Name (WWNN). Specify how the system should assign a WWNN to the server
associated with this profile.
World Wide Node Name

WWNN Assignment: WWNN-Pool(60/64) v
Create WWNN Pool

The WWNMN will be assigned from the selected pool.
The available/total WWMNs are displayed after the pool name.

Name WWPN

No data available

D

6. Click Add. You might have to scroll down the screen to see the Add link.
7. Under Create vHBA, enter vHBA-A in the Name field.

8. Checkthe check box Use vHBA Template.

9. Fromthe vHBA Template drop-down list, select Infra-vHBA-A.

10. From the Adapter Policy drop-down list, select VMWare.

Create vHBA

Name : |vHBA-A
Use vHBA Template : [«
(]

Redundancy Pair : Peer Name :

vHBA Template : Infra-vHBA-A ¥ Create vHBA Template

Adapter Performance Profile

Adapter Policy - VMWare v Create Fibre Channel Adapter Policy
11. Click OK.
12. Click Add.
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13. Under Create vHBA, enter vHBA-B in the Name field.
14. Check the check box next to Use vHBA Template.
15. From the vHBA Template drop-down list, select Infra-vHBA-B.

16. From the Adapter Policy drop-down list, select VMWare.

Createwrea] VHBA ? X

Mame : | VHEA-B

Use vHBA Template : &

Redundancy Pair : Peer Mame :

vHBA Template : | Infra-vHEA-E ¥ Create vHBA Template

Adapter Performance Profile

Adapter Policy © | yMWare v Create Fibre Channel Adapter Policy

17. Click OK.

18. Click OK again to accept creating the SAN connectivity policy.

Create iSCSI Boot Policy (iSCSI Deployment)

# This configuration step can be skipped if the UCS environment does not need to access storage environment using
iSCSI.

This procedure applies to a Cisco UCS environment in which iSCSI interface on Controller A is chosen as the primary target.
To create boot the policy for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Right-click Boot Policies and choose Create Boot Policy.

4. Enter Boot-iSCSI-X-A asthe name of the boot policy.

5. Optional: Enter a description for the boot policy.

6. Keep the Reboot on Boot Order Change option cleared.

7. Expand the Local Devices drop-down list and select Add Remote CD/DVD.
8. Expand theiSCSI vNICs section and select Add iSCSI Boot.

9. Inthe AddiSCSI Boot dialog box, enter i SCSI-A-vNIC.
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10. Click OK.
11. Select Add iSCSI Boot.

12. Inthe AddiSCSI Boot dialog box, enter i SCSI-B-vNIC.

13. Click OK.

Create Boot Policy ?

Name :  Boot-iSCSI-X-A
Description

Reboot on Boot Order Change
Enfarce vNIC/vHBA/ISCSI Name :

Boot Mode . |(eiLegacy [ Uefi

WARNINGS:

The type (primary/secondary) does not indicate a boot order presence.

The effective order of boot devices within the same device class (LAN/Storage/iSCS) is determined by PCle bus scan order.

If Enforce vNIC/vHBA/iSCSI Name is selected and the vNIC/vHBA/iSCSI| does not exist, a config error will be reported.

If it is not selected, the vNICs/vHBAs are selected if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used.

(5 Local Devices Boot Order
= Advanced Filter Export Print 1
Add Local Disk
Add Local LUN Mame Ord..«  vNIC/v.. Type LUNN...  WWHN SlotN.., BootN.. BootP. Descri..
Add Local JBOD Remate CD/DVD !
Add 5D Card w iSCSI 2
Add Internal USB iscsl iSCSi-A  Primary
Add External USB iscsl iSCSi-B  Secon...

Add Embedded Local LUN

Add Embedded Local Disk

14. Click OK then OK again to save the boot policy.

Create FC Boot Policies (FC Deployment)

‘ﬁ This configuration step can be skipped if the UCS environment does not need to access storage environment using FC.

This procedure applies to a Cisco UCS environment in which two FC interfaces are used on each of the FSg100 node
canisters for host connectivity. This procedure captures a single boot policy which defines Fabric-A as the primary fabric.
Customer can choose to create a second boot policy which can use Fabric-B as primary fabric to spread the boot-from-san
traffic load on both the nodes in case of disaster recovery.

WWPN information from the IBM FSg100 node canisters is required to complete this section. This information can be found

by logging into the IBM FSg100 management address using SSH and issuing the commands as captured below. The
information can be recorded in Table 14 .
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r. e

Since NPIV feature is enabled on the IBM FSg9100 systems, the WWPN permitted for host communication can be dif-
ferent from the physical WWPN. Refer to the example below.

1. Verify the node_id of the FSg100 node canisters using the following command (nodex through node 2 in this example):
Isportfc

IBM_FlashSystem:VersaStack-FS9100:superuser>lspartfc

id fc_io_port_id port_id type port_speed node_id node_name WWPN nportid status attachment cluster_use adapter_location adapter_port_id
0 1 1 fc  16Gb 1 nodel 5005076810110516 720020 active switch local_partner 1 1

1 2 2 fc  16Gb 1 nodel 5005076810120516 (60040 active switch local_partner 1 2

2 3 3 fc 16Gb 1 nodel 5005076810130516 720040 active switch local_partner 1 3

3 4 4 fc 16Gb 1 nodel 5005076810140516 (60060 active switch local_partner 1 4

16 1 1 fc  16Gb 2 node2 5005076810110500 720060 active switch local_partner 1 1

17 2 2 fc  16Gb 2 node2 500507681012050D (60080 active switch local_partner 1 2

18 3 3 fc  16Gb 2 node2 500507681013050D 720080 active switch local_partner 1 3

19 4 4 fc  16Gb 2 node2 500507681614850D C600AD active switch local_partner 1 4

2. Use the following command to record the WWPN corresponding to ports connected to the SAN fabric:

Istargetportfc -filtervalue host_io_permitted=yes

IBM_FlashSystem:VersaStack-FS9100:superuser>lstargetportfc —filtervalue host_io_permitted=yes

id wWwPN WWNN port_id owning_node_id current_node_id nportid host_io_permitted virtualized protocol

2 5005076810150516 5005076810000516 1 1 1 720021 yes yes scsi

3 5005076810190516 5005076810000516 1 1 1 720022 yes yes nvme

5 5005076810160516 5065076810000516 2 1 1 C60041 yes yes scsi

6 50050768101A8516 5005076810000516 2 1 1 C60042 yes yes nvme

8 5005076810170516 5005076810000516 3 1 1 720041 yes yes scsi

9 50050768101B0516 5005076810000516 3 1 1 720042 yes yes nvme

11 50050768101808516 5065076810000516 4 1 1 C60061 yes yes scsi

12 50050768101C8516 5605076810000516 4 1 1 C60062 yes yes nvme

50 500507681015050D 500507681000050D 1 72 2 720061 yes yes scsi

51 500507681019050D 500507681000050D 1 2 2 720062 yes yes nvme

53 500507681016056D 508507681000050D 2 2 2 C60081 yes yes scsi

54 50050768101A856D 506507681000050D 2 2 2 C60082 yes yes nvme

56 500507681017050D 500507681000050D 3 2 2 720081 yes yes scsi

57 50050768101B050D 500507681000050D 3 2 2 720082 yes yes nvme

59 500507681018056D 500507681000050D 4 2 2 C600A1 yes yes scsi

60 50050768101C856D 508507681000050D 4 2 2 C600A2 yes yes nvme

Table 14 1BM FSgi00 - WWPN Information

Node Port ID WWPN Variable Fabric
FS9100 node 1 WWPN-FSg100-Node1-FC1 A
canister1

FS9100 node 3 WWPN-FSg100-Node1-FC3 A
canister1

FS9100 node 2 WWPN-FSg100-Node1-FC2 B
canister1

FS9100 node 4 WWPN-FSg100-Node1-FC4 B
canister1

FSg100 node 1 WWPN-FSg100-Node2-FC1 A
canister 2

FS9100 node 3 WWPN-FSg100-Node2-FC3 A
canister 2

FSg9100 node 2 WWPN-FSg100-Node2-FC2 B
canister 2

FS9100 node 4 WWPN-FSg100-Node2-FCy4 B
canister 2

To create boot policies for the Cisco UCS environment, follow these steps:
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In Cisco UCS Manager, click the Servers tab in the navigation pane.

Choose Policies > root.

Right-click Boot Policies and choose Create Boot Policy.

Enter Boot—-Fabric-A as the name of the boot policy.

Optional: Enter a description for the boot policy.

Keep the Reboot on the Boot Order Change check box unchecked.

Expand the Local Devices drop-down list and Choose Add Remote CD/DVD.

Expand the vHBAs drop-down list and Choose Add SAN Boot.

Create Boot Policy

Mame :  Boaot-Fabric-A

Description

Reboot on Boot Order Change
Enforce wNIC/WHBANISCS! Name :

Boot Mode © e Legacy [ Uefi

WARNINGS:

The type (primary/secondary) does not indicate a boot order presence.

The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.

If Enforce vNIC/vHBAMISCS] Name is selected and the wNIC/WHBASISCSI does not exist, a config emor will e reported.

If it is not selected, the wNICs/vHBAS are selected if they exist, otherwise the vNICvHBA with the lowest PCle bus scan order is used.

¥ Local Devices Boot Order
+ = Advanced Filter Export Print £
® CIMC Mounted vMedia
B Mame Ordere  wNICfv,., Type LUMM,., WWAWN Slot M., BootM,., BeootP,, Descr,
:%‘_. wNICs Remote CD/OVD 1
=) vHBAs
Add SAN Boot
D

10.

11.

Make sure to select Primary radio button as the Type.
Enter vHBA-A in the vHBA field.

Click OK to add the SAN boot initiator.
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Add SAN Boot ? X

vHBA : | vHBA-A

Type : (o) Primary () Secondary () Any

12. From the vHBA drop-down list, choose Add SAN Boot Target.

13. Keep 0 as the value for Boot Target LUN.
14. Enter the WWPN <WWPN-FS9100-Nodel-FC1>from Table 14 .
15. Keep the Primary radio button selected as the SAN boot target type.

16. Click OK to add the SAN boot target.

Add SAN Boot Target ? X

Boot Target LUN : 0

Boot Target WWPN : | 50:05:07:68:10:15:05:16

Type . |(e)Primary () Secondary

17. From the vHBA drop-down menu, choose Add SAN Boot Target.

18. Keep 0 as the value for Boot Target LUN.
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19. Enterthe WWPN <WWPN-FS9100-Node2-FC1>from Table 14 .

20. Click OK to add the SAN boot target.

Add SAN Boot Target ? X

Boot Target LUN : 0

Boot Target WWPN : | 50:05:07:68:10:15:05:0d

Type : Primary ‘e Secondary

n Cancel

21. From the vHBA drop-down list, choose Add SAN Boot.
22. Inthe Add SAN Boot dialog box, enter vHBA-B in the vHBA box.
23. The SAN boot type should automatically be set to Secondary.

24. Click OK to add the SAN boot initiator.
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Add SAN Boot ?

VHBA : | vHBA-B|

Type : Primary ) Secondary Any

o Cancel

25. From the vHBA drop-down list, choose Add SAN Boot Target.
26. Keep 0 as the value for Boot Target LUN.

27. Enterthe WWPN <WWPN-FS9100-Nodel-FC2>from Table 14 .
28. Keep Primary as the SAN boot target type.

29. Click OK to add the SAN boot target.
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Add SAN Boot Target

Boot Target LUN

Boot Target WWPN :

Type

0

50:05:07:68:10:16:05:16|

(e) Primary () Secondary

o Cancel

30. From the vHBA drop-down list, choose Add SAN Boot Target.

31. Keep 0 as the value for Boot Target LUN.

32. Enterthe WWPN <WWPN-FS9100-Node2-FC2> from Table 14 .

33. Click OK to add the SAN boot target.
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Add SAN Boot Target ? X

Boot Target LUN : 0

Boot Target WWPN : | 50:05:07:68:10:16:05:0d|

Type : | ) Primary (e) Secondary

34. Click OK, and then click OK again to create the boot policy.

35. Verify that your SAN boot configuration looks similar to the screenshot below.

Boot Order
4+ = Y,Advanced Filter 4 Export i Print
Name vNIC/VHBA/ISCS... Type WWN
—  w SANFPIIary VADA-A FTITEry
SAN Target Primary Primary 50:05:07:68:10:15:05:16
SAN Target Secondary Secondary 50:05:07:68:10:15:05:0D
w SAN Secondary vHBA-B Secondary
SAN Target Primary Primary 50:05:07:68:10:16:05:16
SAN Target Secondary Secondary 50:05:07:68:10:16:05:0D
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Create iSCSI Boot Service Profile Template (iSCSI Deployment)

Service profile template configuration for the iSCSI-based SAN access is covered in this section.

ﬂ This section can be skipped if iISCSI boot is not implemented in the customer environment.

To create the service profile template, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Service Profile Templates > root.

3. Right-click root.

4. Select Create Service Profile Template to open the Create Service Profile Template wizard.

5. Enter Infra-ESXi-1SCSI-Host asthe name of the service profile template. This service profile template is con-
figured to boot from storage node 1 on fabric A.

6. Selectthe "Updating Template” option.

7. Under UUID, select UUID_Pool as the UUID pool.

Create Service Profile Template ¢

. . You must enter a name for the service profile template and specify the template type. You can also specify how a ULID will be assigned to this
Identify Service Profile Template template and enter a description.

Storage Provisioning Name : | Infra-ESXi-ISCSI-Hest]

The template will be created in the following organization. Its name must be unique within this organization.
Networking Where : org-root

The template will be created in the following organization. Its name must be unique within this organization.

SAN Connectivity Type : | Initial Template () Updating Template
Specify how the UUID will be assigned to the server associated with the service generated by this template.
uuID

Zoning

VNIC/VHBA Placement UUID Assignment: UUID-Pool(60/64) v

The UUID will be assignad from the selected pool.

vMedia Pollcy The available/total UUIDs are displayed after the pool name.

Server Boot Order

Optionally enter a description for the profile. The description can contain information about when and where the service profile should be used.

Maintenance Policy

Server Assignment
Operational Policies A
MNext > m Cancel
8. Click Next.

Configure Storage Provisioning

To configure the storage provisioning, follow these steps:
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1. If you have servers with no physical disks, click the Local Disk Configuration Policy tab and select the SAN-Boot Local
Storage Policy. Otherwise, select the default Local Storage Policy.

Create Service Profile Template ¢

Cptionally specify or create a Storage Profile, and select a local disk configuration policy.
Identify Service Profile

Template

Specific Storage Profile Storage Profile Policy Local Disk Configuration Palicy

Storage Provisioning
Local Storage:| SaAN-Boot ¥

Networking
Create Local Disk Configuration Policy Mode ¢ No Local Storage
Protect Configuration : Yes
SAN Connectivity If Protect Configuration is set, the local disk configuration is
preserved if the service profile is disassociated
Zonin with the server. In that case, a configuration error will be
9 raised when a new service profile is associated with
that server if the local disk configuration in that profile is
different.
vNIC/vHBA Placement FlexFlash
FlexFlash State : Disable
vMedia Policy If FlexFlash State is disabled, SD cards will become

unavailable immediately.
Please ensure SD cards are not in use before disabling the

Server Boot Order FlexFlash State.
FlexFlash RAID Reporting State : Disable
Maintenance Policy FlexFlash Removable State : No Change

If FlexFlash Removable State is changed, SD cards will
become unavailable tamporarily.

Server Assignment Please ensure 5D cards are not in use before changing the
FlexFlash Removable State.

Operational Policies
< Prev MNext > m Cancel

2. Click Next.

Configure Networking Options

To configure the network options, follow these steps:

1. Keep the default setting for Dynamic vNIC Connection Policy.
2. Select the “Use Connectivity Policy” option to configure the LAN connectivity.
3. Select 1SCSI-LAN-Policy fromthe LAN Connectivity Policy drop-down list.

4. Select IQN Pool inInitiator Name Assignment.
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Create Service Profile Template ?

Optionally specify LAN configuration information.

Identify Service Profile
Template

Dynamic vNIC Connection Policy:
Storage Provisioning
Networking

How would you like to configure LAN connectivity?
SAN Connectivity

Simple Expert No wNICs () Use Connectivity Policy
Zoning LAN Connectivity Policy :  j5cSI-LAN-Policy ¥ Create LAN Connectivity Policy
Initiator Name
vNIC/vHBA Placement
Initiator Name Assignment: Infra-IQN-Pool(64/64) v
vMedia Policy Initiator Name :
Create ION Suffix Pool

‘Server Boot Order

The QM will be assigned from the selected pool.
The availableftotal IQNs are displayed after the pool name.

Maintenance Policy
Server Assignment

Operational Policies

< Prev Next > m Cancel

5. Click Next.

Configure Storage Options
1. Select the No vHBA option for the “"How would you like to configure SAN connectivity?” field.

2. Click Next.

Configure Zoning Options

1. Leave Zoning configuration unspecified and click Next.

Configure vNIC/HBA Placement

1. Inthe “Select Placement” list, leave the placement policy as “Let System Perform Placement.”

2. Click Next.

Configure vMedia Policy

1. Do not select a vMedia Policy.

2. Click Next.

Configure Server Boot Order

1. Select Boot-1SCSI-X-AforBoot Policy.
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Create Service Profile Template » X
Opticnally specify the boot policy for this service profile template.
Identify Service Profile
Template
Select a boot palicy.
Storage Provisioning Boot Policy: Bogot-iSCSI-X-A ¥ Create Boot Policy
Name . Boot-ISCSI-X-A
Networking o
Description

Reboot on Boot Order Change  : No
Enforce vNIC/vHBA/ISCSI Name : Yes
Boot Mode : Legacy

Zoning WARNINGS:
The type {primary/secondary) does not indicate a boot order presence.
The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.

‘SAN Connectivity

VNIG/VHBA Placement If Enforce VNIG/VHBASCSI Name is selected and the vNIC/VHBA/ISCSI does not exist, a config error will be reported
If it is not selected, the vNICs/vHBAs are selected if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used.

vMedia Policy Boot Order

+ =— Y,Advanced Filter 4 Export & Print -I:I-
Server Boot Qrder Name Order =  wNIG/HBA/ISCSIWNIC — Type LUN Name WWN SlotMu.  BootMa.. BootPath  Descripti..

Rem.. 1

Maintenance Policy

viSCSl 2
Server Assignment is ISCSI-A-WNIC Primary

is.. ISCSI-B-WNIC Second...

Operational Policies

< Prev Next > m Cancel

2. Inthe Boor order, select iSCST-A-vNIC.
3. Click SetiSCSI Boot Parameters button.

4. Inthe SetiSCSIBoot Parameters pop-up, leave Authentication Profile to <not set> unless you have independently
created one appropriate to your environment.

5. Leave the “Initiator Name Assignment” dialog box <not set> to use the single Service Profile Initiator Name defined in
the previous steps.

6. SetiSCSI-initiator-Aasthe “Initiator IP address Policy.”

7. Select iSCSI Static Target Interface option.

8. Click Add.

9. Inthe Create iSCSI Static Target dialog box, add the iSCSI target node name for Node 1 (IQN) from Table 11

10. Enterthe IP address of Node 1 iSCSI-A interface from Table 10 .
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Create iSCSI Static Target ? X
ISCSl Target Mame @ ign.1986-03.com.ibm:214
Priarity 1
Port T 3260
Authentication Profile : | cnot set> ¥ Create I5C5| Authentication Profile
IPv4 Address © [10.29.161.249| |
LUM ID L0

D

11. Click OK to add the iSCSI Static Target.
12. Keep the iSCSI Static Target Interface option selected and click Add.
13. Inthe Create iSCSI Static Target dialog box, add the iSCSI target node name for Node 2 (IQN) from Table 11 .

14. Enterthe IP address of Node 2 iSCSI-A interface from Table 10 .

159



Cisco UCS Server Configuration

Create iSCSI Static Target ?
ISCSl Target Mame @ ign.1986-03.com.ibm:214
Priority 2
Port © 3260
Authentication Profile © | cnotsets v Create ISCSI Authentication Profile
IPv4 Address S 10.29.161.250
LUN ID L0

D

15. Click OK to add the iSCSI Static Target.

16. Verify both the targets on iSCSI Path A as shown below:
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Set iISCSI| Boot Parameters

HIUELWT Nane

Initiator Narme Assignment. cnorsets v

Create 1QM Suffix Pool

WARNING: The selected pool does not contain any available entities.
You can select it, but it is recommended that you add entities to it

Initiator Address

Initiator IP Address PG|iC§I‘Z iSCS|‘iﬂiTiﬂlﬂl".ﬂ.l{50f50) v

|Pvd Address @ 0.0.0.0
Subnet Mask  : 255.255.255.0
Default Gateway : 0.0.0.0
Primary DNS : 0.0.0.0
Secondary DNS : 0.0.0.0

Create IP Fool
The IP address will be automatically assigned from the selected poaol.

#») [SCSI Static Target Interface ISCSI Auto Target Interface

Mame Priority Port Authentication Pr..  iSCSIIPV4 Addre... LUNId
iqn.1986-03.... 1 3260 10.29.161.249 1]
iqn.1986-03... 2 3260 10.29.161.250 0

() Add

Minimum one instance of ISCSI Static Target Interface and maximum two are allowed.

17. Click OK to setthe 1SCSI-A-vNIC ISCSI Boot Parameters.
18. Inthe Boor order, select iSCSI-B-vNIC.

19. Click SetiSCSI Boot Parameters button.

161




Cisco UCS Server Configuration

20.

21.

In the Set iISCSI Boot Parameters pop-up, leave Authentication Profile to <not set> unless you have independently cre-
ated one appropriate to your environment.

Leave the “Initiator Name Assignment” dialog box <not set> to use the single Service Profile Initiator Name defined in
the previous steps.

22. Set iSCSI-initiator-B asthe “Initiator IP address Policy”.
23. SelectiSCSI Static Target Interface option.
24. Click Add.
25. Inthe Create iSCSI Static Target dialog box, add the iSCSI target node name for Node 1 (IQN) from Table 11 .
26. Enter the IP address of Node 1 iSCSI-B interface from Table 10 .
Create iSCSI Static Target ? X
ISCSl Target Name | ign. 1986-03 com.ibm:214
Priority |
Port D 3260
Authentication Profile | | cnotgete v Create ISCSI Authentication Profile
IPvd Address ©10.29.162.249
LUNID t o

27.

28.

29.

30.

Click OK to add the iSCSI Static Target.
Keep the iSCSI Static Target Interface option selected and click Add.
In the Create iSCSI Static Target dialog box, add the iSCSI target node name for Node 2 (IQN) from Table 11 .

Enter the IP address of Node 2 iSCSI-B interface from Table 10 .
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Create iSCSI Static Target ?
ISCSI Target Mame @ ign.1986-03.com.ibm:214
Priarity 2
Port . 3260
Authentication Profile © | cnotser> ¥ Create ISCSI Authentication Profile
IPvd Address ¢ [10.29.162.250
LUM 1D ©0

o Y

31. Click OK to add the iSCSI Static Target.
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Set iISCSI| Boot Parameters

IR s

?

Initiator Name Assignment! cnqt sets v

Create IOQN Suffix Poal

WARNING: The selected pool does not contain any available entities.
You can select it, but it is recommended that you add entities 1o it.

Initiator Address

Initiator IP Address Folicy: ISCSI-initiator-B(50/50) ¥

IPv4 Address  © 0.0.0.0
Subnet Mask © 255.255.255.0
Default Gateway : 0.0.0.0
Frimary DNS : 0.0.0.0
Secondary DNS @ 0.0.0.0
Create IP Pool

The IP address will be automatically assigned from the selected poal.

# |SCSI Static Target Interface ISCSI Auto Target Interface

MName Priority Port Authentication Pr.,, iSCSIIPV4 Addre,., LUNId
iqn.1986-03... 1 3260 10.29.162.249 1]
iqn.1986-03... 2 3260 10.29.162.250 1]

(+) Add

Minimum one instance of ISCSI Static Target Interface and maximum two are allowed.

32. Click OK to set the iSCSI-B-vNIC ISCSI Boot Parameters.

33. Click Next to continue to the next section.

Configure Maintenance Policy

To configure the maintenance policy, follow these step:

1. Change the Maintenance Policy to default.
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Create Service Profile Template ? X
Specify how disruptive changes such as reboots, network interruptions, and firmware upgrades should be applied to the server associated with this
Identify Service Profile service profile.
Template

Storage Provisioning (=) Maintenance Policy

Select a maintenance policy to include with this service profile or create a new maintenance policy that will be accessible to all service profiles.

Nenwarking Maintenance Policy! gefauir * Create Maintenance Palicy

SAN Connectivity

Name . default
Zoning

Description

Soft Shutdown Timer © 150 Secs
VNIC/vHBA Placement 3

Storage Config. Deployment Policy : User Ack

Reboot Policy : Immediate
vMedia Policy
Server Boot Order

Maintenance Policy
Server Assignment

Operational Policies

< Prev Next > m Cancel

2. Click Next.

Configure Server Assignment

To configure server assignment, follow these steps:

1. Inthe Pool Assignment list, select Infra-Server-Pool.
2. Optional: Select a Server Pool Qualification policy.
3. Select Down as the power state to be applied when the profile is associated with the server.

4. Optional: Select "UCS-B20oM5" for the Server Pool Qualification.

ﬁ Firmware Management at the bottom of the page can be left alone as it will use default from the Host Firmware
list.
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Create Service Profile Template

Optionally specify a server pool for this service profile template.

Identify Service Profile
Template
You can select a server pool you want to associate with this service profile template.
Storage Provisioning Pool Assignment: |nfra-Server-Pool ¥ Create Server Pool
Networking Select the power state to be applied when
with the server.

SAN Connectivity
Zoning

The service profile template will be associated with cne of the servers in the selected po

If desired, you can specify an additional server pool policy gualification that the selected
VNIC/VHBA Placement the list.

Server Pool Qualification : | cnmrgers v

vMedia Policy Restrict Migration : <not set>
Server Boot Order () Firmware Managem ler, Adapter)

UCSB-B200-M5

all-chassis
Maintenance Policy

Server Assignment

5. Click Next.

Configure Operational Policies

To configure the operational policies, follow these steps:

1. Inthe BIOS Policy list, select Infra-Host-BIOS.

2. Expand Power Control Policy Configuration and select No-Power-Cap in the Power Control Policy list.
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3.

4.

Create Service Profile Template

Optionally specify information that affects how the system operates.
Identify Service Profile

Template

(=) BIOS Configuration

Storage Provisioning
If you want to override the default BIOS settings, select a BIOS policy that will be asscciated

Metworking BIOS Palicy : | nfra-Host-BIOS ¥

SAN Connectivity
(¥ External IPMI Management Configuration

Zoning
(¥ Management IP Address
vNIC/vHBA Placement
(+) Monitoring Configuration (Thresholds)
vMedia Policy
(=) Power Control Policy Configuration
Server Boot Order Power contral policy determines power allocation for a server in a given power group.
Power Control Policy © | gafauir v Create Power Contre
Maintenance Policy
<not set>

#) Scrub Policy
Server Assignment o
No-Power-CAP

+) KVM Managem: default

Operational Policies

(¥) Graphics Card Policy

Click Finish to create the service profile template.

Click OK in the confirmation message.

Create iSCSI Boot Service Profiles (iSCSI Deployment)

To create service profiles from the service profile template, follow these steps:

1.

Connect to the UCS 6454 Fabric Interconnect UCS Manager, click the Servers tab in the navigation pane.
Select Service Profile Templates > root > Service Template Infra-ESXi-iSCSI-Host.

Right-click Infra-ESXi-iSCSI-Host and select Create Service Profiles from Template.

Enter Infra-ESXi-Host-1SCSI-Host- foriSCSI deployment as the service profile prefix

Enter 1 as the Name Suffix Staring Number.

Enter the Number of servers to be deploy in the Number of Instances field.
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7-

8.

Click OK to create the service profile.

Create Service Profiles From Template ? X

Naming Prefix . Infra-ESXi-iSCSI-Host-0
Name Suffix Starting Number : 1

Number of Instances A4

n Cancel

Click OK in the confirmation message to provision four VersaStack Service Profiles.

.S

Adjust the number of Service Profile instances based on the actual customer deployment with intended number of
ESXi servers needed.

Create FC Boot Service Profile Template (FC Deployment)

In this procedure, a service profile template is created to use FC Fabric A as primary boot path.

.S

This section can be skipped if FC boot is not implemented in the customer environment.

To create service profile templates, follow these steps:

1.

In Cisco UCS Manager, click the Servers tab in the navigation pane.

Choose Service Profile Templates > root.

Right-click root and choose Create Service Profile Template. This opens the Create Service Profile Template wizard.
Enter Infra-ESXi-Host asthe name of the service profile template.

Select the Updating Template option.

Under UUID, select UUID-Poo1l as the UUID pool.

Click Next.

168



Cisco UCS Server Configuration

Create Service Profile Template ?

You must enter a name for the servica profile template and specify the template type. You can also specify how a UUID will be assigned ta this
Idemtify Service Profile Template late and anter a description

Storage Provisioning Mame | Infra-ESXi-Host

The template will be crested in the following organization. Its name must be unique within this organization.
Networking Whare ; org-root
The template will be created in the following organization. ts name must be unique within this organization.

SAN Connectivity Typa @ |7 nitial Termplate (s Updating Template
Specify how the UUID will ke assigned to the server assaciated with the service generated by this template.
uuin

Zoning

VNIC/VHBA Placement ULID Assignmant: UUID-Pool{64/64) "

The UUID will be assigned fram the selected pool.

vMedta Pollcy The available/total UUIDs are displayed after the paal name.

Server Boot Order

Optionally enter & description for the profile. The description can contain information about when and where the senvice profile should be used.
Maintenance Policy

Server Assignment

Operational Policies

B

-

Configure Storage Provisioning

1. Select the Local Disk Configuration Policy tab.
2. Selectthe SAN-Boot Local Storage Policy. This policy usage requires servers with no local HDDs.

3. Click Next.
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Identify Service Profile
Template

Storage Provisioning

Networking

SAN Connectivity

Zoning

vNIC/vHBA Placement

vhMedia Policy

Server Boot Order

Maintenance Policy

Sarver Assighment

Operational Policies

Create Service Profile Template

Y

Optionally specify or create a Storaga Profile, and salect a lacal disk configuration pelicy

Specific Starage Profile

Local Storage: 5aN-Boot v

Create Local Disk Configuration Policy

Configure Networking Options

Storage Profile Folicy

Lacal Disk Canfiguration Policy

Made : Mo Local Starage
Protect Configuration : Yes

If Protect Configuration is set, the local disk configuration is
preserved if the service profile is disassociated
with the server. In that case, a configuration error will be
raised when a new semvice profie is associsted with
that server if the local disk configuration in that prefile is
different.

FlexFlash -

FlexFlash State : Disable

If FlexFlash State iz dizabled, SD cards will become
unavailable immediatedy.
Please ensure SO cards are not in use before disabling the
FlaxFlash State.

FlexFlash RAID Reporting State : Disable

FlaxFlash Removakie Stato : Mo Change

If FlexFlash Removable State is changed, 50 cards will
became unavailable temporarily,

Please ensure 50 cards are not in use before changing the
FlexFlash Removable State.

< Prev Mext >

< —

1. Keep the default setting for Dynamic vNIC Connection Policy.

2. Select the Use Connectivity Policy option to configure the LAN connectivity.

3. Selectthe LAN-Policy asthe LAN Connectivity Policy.

4. Click Next.
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Create Service Profile Template ?
Optionally specify LAN configuration information.
Identify Service Profile
Template
Dynamic vNIC Connection Policy:
Storage Provisioning
Networking

How would you like to configure LAN connectivity
SAN Connectivity
0 Simple | Expert T Mo vhICs (8) Usa Connectivity Palicy

Zoning LAN Connectivity Policy © LAN-Policy ¥ Create LAN Connactivity Policy

Initiator Name
vNIC/vHBA Placement

Initiator Mame Asslgnment: <not sats v
viMedia Policy
Create [ON Suffix Pool
Server Boot Order WARNING: The salected pool does not contain any available entities.

You can select it, but it is recommeanded that you add entities to it

Maintenance Policy
Sarver Assignment

Operational Policies

< Prev MNext > m Cancel

Configure SAN Connectivity

1. Select the Use Connectivity Policy option to configure the SAN connectivity.
2. Selectthe Infra-FC-Policy asthe SAN Connectivity Policy.

3. Click Next.
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Identify Service Profile
Template

Storage Provisioning

Networking

SAN Connectivity

Zoning

vNIC/vHBA Placement

vMedia Policy

Server Boot Order

Maintenance Policy

Sarver Assignment

Operational Policies

Configure Zoning

1.

2.

Click Next.

Create Service Profile Template

Optionally specify disk policies and SAN configuration information.

How would you like to configure SAN connectivity?

SAN Connectivity Palicy :

Configure vNIC/HBA Placement

1.

2.

Click Next.

Infra-FC-Policy ¥

It is not necessary to configure any Zoning options.

" Simple ) Expert ) No vHBAs (#) Use Connectivity Palicy

172
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Identify Service Profile
Template

Storage Provisioning

Notworking

SAN Connectivity

WNICHHEA Placement

vMedia Policy

Sarver Boot Order

Maintenance Policy

Sarver Assignmant

Operational Policles

Create Service Profile Template ?

Spacify how vNICs and vHBAS are placad on physical network adapters

wHIC/vHBEA Placement specifies how vMNICs and vHBAs are placed on physical network adapters [mezzanina)
in a server hardware configuration independant way.

Select PRCEMENL: | Lt Systam Parform Placement v | C/eete Placement Palcy
System wil perform i of wNICs ared vHEAS based on PCI order.

MName Address Order -
vHBA vHBA-A Derived 1
vHBA vHBA-B Derived 2
wNIC 00- Mgmt-A Darived a
wHNIC 01-Mgmt-B Darived 4
wNIC 02-vMoton-A Derived 5
wNIC N3-vMntinn R Nt L3

e - X - I

Configure vMedia Policy

1. Thereis no need to set a vMedia Policy.

2. Click Next.

Configure Server Boot Order

1. SelectBoot-Fabric-A asthe Boot Policy

2. Verify all the boot devices are listed correctly

3. Click Next.
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i %
Create Service Profile Template 5
Optionally specify tha boot policy for this service profile template.
Identify Service Profile
Template
Select a boot policy,
Storage Provisioning Boot Policy: popt-Fabrdc-A ¥ Greate Boot Policy
MName : Boot-Fabric-A
Networking .
Description
Reboot on Boot Order Change - No
SAN Connectivity Enfarce VNIG/HRASCS! Name © Yes
Boot Mode : Legacy
Zoning WARNINGS:
Tha typa (primary/secondary) does not indicate a boot order presence.
Tha affective order of boot devices within the same device class {LAN/Storage/iSCSI) Is determinad by PCle bus scan order.
VNIC/vHBA Placement IT Enforce vNIG/VHBAJISCSI Name is selacted and the vNIG/VHBAJISCSI doas not exist, a config emor will be reported.
If it is not salected, the vNICS/vHBAS ara selectad if thay exist, otherwisa the wNICNHBA with the lowest PCla bus scan order is used.
vMedia Policy Boot Ordar
+ — TAdvanced Fiter 4 Export % Frint £
Server Boat Order Name Order & wNIC/WHE..  Type LUN Mame  WWN Slat Mumb... Boot Name  Boot Path Description
Remat,., 1
Maintenance Policy
» San 2
Sarver Assignmant »SAL Fabric-A Primary
B SAL Fabric-B Sacandary

Operational Policies

< Prev Mext > m Cancel

Configure Maintenance Policy

1. Choose the default Maintenance Policy.

2. Click Next.
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H 2
Create Service Profile Template P X
Spacify how disruptive changes such as reboats, network intarruptions, and firmware upgrades should be applied to the sarver associated with this
Identify Service Profile sanica profile.

Template

P . .
Storage Provisioning = Maintenance Policy
Select a maintenance policy to include with this service profile or create a new maintenance policy that will be sccessible to all service profiles.

Networking Maintanance Palley:| gefault ¥ Create Maintenance Palicy

SAN Connectivity

Zonin Mame : default
oning

Dascriptian H

Soft Shutdown Timer : 150 Secs

vNIC/vHBA Placement
Starsge Config, Deployment Policy © User Ack

Reboot Policy o Immediate
vMedia Policy

Saerver Boot Order
Maintenance Policy
Server Assignmeant

Operational Policies

< Prev Mext > m Cancel

Configure Server Assignment

1.

For the Pool Assignment field, select Infra-Server-Pool.

Optional: Select a Server Pool Qualification policy.

Select the option Up for the power state to be applied when the profile is associated with the server.
Expand Firmware Management and select Infra-FW-Pack from the Host Firmware list.

Click Next.
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Identify Service Profile
Template

Storage Provisioning

Networking

SAN Connectivity

Zoning

vNIC/vHBA Placement

vMedia Policy

Server Boot Order

Maintenance Pollcy

Server Assignment

Operational Policies

¥

Create Service Profile Template

Optionally specify a server pool for this service profile template.

You can select a server poal you want to assaciate with this service profile tamplate.

Paol Assignment: |nfra-Servar-Paal ¥ Craate Server Pagl

Select the power state to be applied when this profile Is assoclated
with the server.

Tha service profile template will be assoclated with one of the servers In the selectad poal.
If dasired, you can specify an additional server pool policy qualification that the selacted servar must meet. To do so, select the qualification fram
the list.

Server Pool Qualification © | yos_pzoo-M5
Restrict Migration
(=) Firmware Management (BIOS, Disk Controller, Adapter)

If you select a hast firmware policy for this service profile, the profile will update the firmware on the server that it is associated with.
Otherwise the systom usas the firmware already installed on the associated server.

Host Firmware Package| |nfra-FW-Pack ¥

Create Host Firmware Package

< Prev Next >

Configure Operational Policies

1.

2.

For the BIOS Policy field, select Infra-Host-BIOS.

Expand Power Control Policy Configuration and select No-Power—-Cap for the Power Control Policy field.
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Create Service Profile Template T X
Optionally specify information that affects how the system operates
Identify Service Profile
Template
=) BIOS Configuration
Storage Provisioning
If you want to override the defaull BIOS settings, select a BIOS policy that will be associated with this service profie
Networking BIOS Policy | | infra-Host-BIOS ¥
SAN Connectivity
¥ External IPMI Management Configuration
Zoning
¥ Management IP Address
wNIC/vHBA Placement
+) Monitoring Configuration (Thresholds)
vMedia Policy
=) Power Control Policy Configuration
Server Boot Order

Power contrel policy determines power allocation for a server in a given power group
Power Control Policy : No-Power-CAP ¥ Create Power Control Policy
Maintenance Policy

+) Scrub Policy
Server Assignment

o +) KVM Management Policy

+) Graphics Card Policy

o -

3. Click Finish to create the service profile template.

4. Click OK in the confirmation message.

Create FC Boot Service Profiles (FC Deployment)

To create service profiles from the service profile template, follow these steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Choose Service Profile Templates > root > Service Template Infra-ESXi-Host (Infra-ESXi-iSCSI-Host for iSCSI Deploy-
ment).

3. Right-click and choose Create Service Profiles from Template.
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All - Servers | Service Profile Templates / root / Service Template Infra-ESXi-...

General Storage Metwork ISCSI wNICs vMedia Policy Boot Order Policies Events FSM
MoaIty VNIL/VHBA Placement NULTITY SEIELLES

* root

Service Templar~ ">

Create Service Profiles From Template
Create a Clone vNIC/vHBA Placement Policy
Disassociate Template Specific vNIC/vHBA Placement Policy
- Policies Associate with Server Pool
Wirtual Slot Selection Preference
~ root Change UUID
1 All
v Adapter Policiel
» BIOS Defaus |  Change Local Disk Configuration Policy 2 All
Change Dynamic vMNIC Connection Polic 3 All
» BIOS Policies ge Dy Y
Change Serial over LAN Policy
* Boot Policies € tl
Modify vNIC/vHBA Placement
Boot Palicy B
Copy
Boot Palicy &

Ront Palicv default

4. Enter Infra-ESXi-Host- as the service profile prefix.
5. Enter 1 asthe Name Suffix Staring Number.
6. Enter the Number of servers to be deploy in the Number of Instances field.

7. Click OK to create the service profile.

X

Create Service Profiles From Template

Naming Prefix . Infra-ESXi-Host-0
Name Suffix Starting Number : 1

Number of Instances T4

8. Click OKin the confirmation message.

9. Verify that the service profiles are successfully created and automatically associated with the servers from the pool.

ﬂ Adjust the number of Service Profile instances based on the actual servers required for customer deployment.
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Backup the Cisco UCS Manager Configuration

It is recommended to backup the Cisco UCS Configuration. For additional information, go to:

https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/ucs-manager/GUI-User-Guides/Admin-Management/4-
o/b_Cisco UCS_Admin_Mamt_Guide_4-o/b_Cisco UCS_Admin_Magmt_Guide_4-o_chapter_oi1.html

‘ﬁ Refer to the Appendix for example backup procedures

Add Servers

Additional server pools, service profile templates, and service profiles can be created under root or in organizations under
the root. All the policies at the root level can be shared among the organizations. Any new physical blades can be added to
the existing or new server pools and associated with the existing or new service profile templates.

Gather Necessary WWPN Information (FC Deployment)

After the Cisco UCS service profiles have been created, each infrastructure blade in the environment will be assigned
certain unique configuration parameters. To proceed with the SAN configuration, this deployment specific information
must be gathered from each Cisco UCS blade. Follow these steps:

1. Togatherthe vHBA WWPN information, launch the Cisco UCS Manager GUI. In the navigation pane, click the Servers
tab. Expand Servers > Service Profiles > root. Select each service profile and expand to see the vHBAs.

2. Click vHBAs to see the WWPNSs for both HBAs.

Al - Servers | Sarvice Profiles | roat | Service Profle Infra-ESXi-Host-... | vHBAS

» WICs Storsge | FSM

= Infra-ESXi-Host-03
Actions World Wide Node Name
* L5 VNICS

Workd Wide Node Name | 20:00:00:25:85:00:00:02
= » VHBA vHEA-A WIAIN Pr tanc arg-roatiwwn-pocl-4

* vHBA vHBA-B

» WICs
Local Disk Palicy SAN-Boot

+ Inrs-ESXI-Host-04 X o
Local Disk Policy Ins1ance : org-rootlocal-disk-config-SaN-Boot

+ Inra-ESNi-Host -0

SAN Connectivity Policy

¥ Inifra-ESKI-Hest-11
* Inra-ESXI-Host-12 SAN Conns Ty Palicy
* Infra-ESXi-SCSI-Hast-01 SAN Connectivity Policy INStance @ ong-root/san-conn-pol-infra-FC-Policy

* Infra-ESXI-ISCSI-Hos1-02

» Sub-Organtanons

Na Change of WNIEs Is allowed due to policy.
» Service Profle Tempiates B

~ Palicies Te fvanoed Flter 4 Export o Prin

T Desired Croer & Actual Oroer Fabric O Desired Placamant  Actusl Placement  Admin Host Part Azl Host Port

» Agaptar Polcies
e A Ay 1 ANY HOHE

+ BIOS Defaurs

8 B Aty ANY HOMNE

+ BIOS Policies

3. Record the WWPN information that is displayed for both the Fabric A vHBA and the Fabric B vHBA for each service pro-
file into the WWPN variable in Table 15 . Add or remove rows from the table depending on the number of ESXi hosts.

Table 15 Cisco UCS WWPN Information

Host VvHBA Value
Infra-ESXi-Host-1 Fabric-A WWPN-Infra-ESXi-Host-1-A 20:00:00:25:bs:
Fabric-B WWPN-Infra-ESXi-Host-1-B 20:00:00:25:b5:
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Infra-ESXi-Host-2 Fabric-A WWPN-Infra-ESXi-Host-2-A 20:00:00:25:b5:
Fabric-B WWPN-Infra-ESXi-Host-2-B 20:00:00:25:b5:
Infra-ESXi-Host-3 Fabric-A WWPN-Infra-ESXi-Host-3-A 20:00:00:25:bs:
Fabric-B WWPN-Infra-ESXi-Host-3-B 20:00:00:25:b5:
Infra-ESXi-Host-4 Fabric-A WWPN-Infra-ESXi-Host-4-A 20:00:00:25:bs:
Fabric-B WWPN-Infra-ESXi-Host-4-B 20:00:00:25:b5:

Gather Necessary IQN Information (iSCSI Deployment)

After the Cisco UCS service profiles have been created, each infrastructure blade in the environment will be assigned
certain unique configuration parameters. To proceed with the SAN configuration, this deployment specific information
must be gathered from each Cisco UCS blade. Follow these steps:

1. Togatherthe vNICIQN information, launch the Cisco UCS Manager GUI. In the navigation pane, click the Servers tab.
Expand Servers > Service Profiles > root.

2. Click each service profile and then click the “iSCSI vNICs” tab on the right. Note “Initiator Name” displayed at the top of
the page under “Service Profile Initiator Name.”

General Storage Network SCSIwNICs viMedia Policy Boot Order Virtual Machines FC Zones Folicies Server Details CIMC Sessions FSM WIF
Actions Service Profile Initiator Name
Change Initiator Name ION Pool Name : Infra-IQN-Pool
Reset Initiator Name Initiator Name  : igqn.1992-08.com.cisco:ucs-host:3
No Configuration Change of vNICs/vHBAs/ISCSI vNICs is allowed due to connectivity policy.
ISCSI vNICs
+ - Advanced Filter Export Print
MName Overlay vNIC Name iSCSI Adapter Policy MAC Address
ISCSI vNIC iISCSI-A-wNIC 06-iSCSI-A Derived
ISCSI vNIC iISCSI-B-vNIC 07-iSCSI-B Derived
Table 16 Cisco UCSiSCSIIQNs
Cisco UCS Service Profile Name iSCSIIQN

Infra-ESXi-iSCSI-Host-01

ign.1992-08.com.cisco:ucs-host,

Infra-ESXi-iSCSI-Host-02

ign.1992-08.com.cisco:ucs-host,

Infra-ESXi-iSCSI-Host-03

ign.1992-08.com.cisco:ucs-host
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Cisco UCS Service Profile Name

iSCSIIQN

Infra-ESXi—iSCSI-Host-o4

ign.1992-08.com.cisco:ucs-host
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IBM FSg9100 iSCSI Storage Configuration (iSCSI Deployment)

ﬂ This configuration step can be skipped if the UCS environment does not need access to storage using iSCSI.

As part of IBM FSg100 storage configuration, follow these steps:

1. Create ESXi boot Volumes (Boot LUNSs for all the ESXi hosts)
2. Create Share Storage Volumes (for hosting VMs)
3. Map Volumes to Hosts

Table 17  List of Volumes for iSCSI on IBM FSg100*

Volume Name Capacity | Purpose Mapping

(GB)
Infra-ESXi-iSCSI-Host-01 10 Boot LUN for the Host Infra-ESXi-iSCSI-Host-01
Infra-ESXi-iSCSI-Host-02 10 Boot LUN for the Host Infra-ESXi-iSCSI-Host-02
Infra-ESXi-iSCSI-Host-03 10 Boot LUN for the Host Infra-ESXi-iSCSI-Host-03
Infra-ESXi-iSCSI-Host-o4 10 Boot LUN for the Host Infra-ESXi-iSCSI-Host-o04
Infra-iSCSI-datastore-1 2000%* Shared volume to host VMs All ESXi hosts: Infra-ESXi-iSCSI-Host-01

to Infra-ESXi-iSCSI-Host-04

Infra-iSCSI-datastore-2 2000%* Shared volume to host VMs All ESXi hosts: Infra-ESXi-iSCSI-Host-01
to Infra-ESXi-iSCSI-Host-04

Infra-iSCSI-swap 500%** Shared volume to host All ESXi hosts: Infra-ESXi-iSCSI-Host-01
VMware VM swap directory to Infra-ESXi-iSCSI-Host-o4

* Customers should adjust the names and values used for server and volumes names based on their deployment

** The volume size can be adjusted based on customer requirements

Create Volumes on the Storage System

To create volumes on the storage system, follow these steps:

1. Loginto the IBM FSg100 GUI and select the Volumes icon on the left screen and select Volumes
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IBM FlashSystem 9100  VersaStackFS9100  Volumes

@ Create Volumes ‘= Actions ~ AllVolumes ~

Name State Synchroniz

Volumes

'ﬁ You will repeat the following steps to create and map the volumes shown in Table 17 .

2. Click Create Volumes as shown below.

IBM FlashSystem 9100  VersaStackFS9100  Volumes

Name State

3. Click Basic and then select the pool (VS-Po010 in this example) from the drop-down list.

4. When creating single volumes, input quantity 1 and the capacity and name from Table 17 . Select Thin-
provisioned for Capacity savings and enter the Name of the volume. Select I/O group io_grpo.

5.  When creating multiple volumes in bulk enter the quantity required and review the Name field. The number value will
be appended to the specified volume name.

‘ﬁ IBM FSg100 and Spectrum Virtualize is optimized for environments with more than 30 volumes. Consider distrib-
uting Virtual Machines over multiple VMFS datastores for optimal performance.
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Create Volumes

Basic Mirrored Custom

Create a preset volume with all the basic features.

Pool:

V5-PoolO ‘ - ‘ | ]
Total 7.10 TiB

Volume Details

Quantity: Capacity: Name:

| 4}%{ ‘ 10 H GiB ‘v‘ ‘ Infra-ESXi-iSCSI-Host-0 H 1 ‘-‘ 4 ‘

Capacity savings:

| Thin-provisioned | v|

(® Define another volume

1/0 group:

‘ Automatic ‘ - ‘

; Summary

6. Click Create.

ﬂ During the volume creation, expand view more details to monitor the CLI commands utilized to create each vol-
ume. All commands run against the system by either the GUI or CLI will be stored in the Audit log, along with the
associated user account and timestamp.

7. Repeat steps 1-6 to create all the required volumes and verify all the volumes have successfully been created as shown
in the sample output below.
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=
IBM FlashSystem 9100  VersaStackFS9100  Volumes A :7‘2 @] superuser (Security Administrator)

~

<

Showing 6 volumes | Selecting 0 volumes

ita

Read Read Write: Read Wri
Latency Qms oms Bandwidth OME;;-s OMBps O MBps 1ops O a o

@® Creats Volumes i= Actions ~ | AllVolumes = [ cetaute v | [ contains ~ | [ Fiter
Name State Synchronized Pool Protocol Type uiD n
Infra-ESXi-iSCSI-Host-01 + Online V5-Pool0 600507681093000030000000000000...
Infra-ESXi-iSCSI-Host-02 + Online V5-Pool0 600507681093000030000000000000...
Infra-ESXi-iSCSI-Host-03 + Online V5-Paol0 600507681093000030000000000000...
Volumes Infra-ESXi-iSCSI-Host-04 + Online V5-Pool0 600507681093000030000000000000...
Infra-iSCSI-datastore-1 + Online V5-Pool0 600507681093000030000000000000...
Infra-iSCSI-swap + Online V5-Pool0 600507681093000030000000000000...

Create Host Cluster & Host objects

Host Cluster Shared & Private mappings

In traditional hypervisor environments such as VMware vSphere, each physical host requires access to the same shared
datastores (or LUNSs) in order to facilitate features such as vMotion, High Availability, Fault Tolerance. It is import for all
ESXi hosts within a vSphere cluster to have identical access to LUNs presented from the FSg100.

The Host Clusters feature in IBM Spectrum Virtualize products introduces a way to simplify administration when mapping
volumes to host environments that require shared storage.

'ﬁ It is recommended that a Host Cluster object be created for each vSphere Cluster visible in vCenter, and any ESXi hosts
within the vSphere cluster be defined as individual host objects within FSg100. This ensures that volume access is con-
sistent across all members of the cluster and any hosts that are subsequently added to the Host Cluster will inherit the
same LUN mappings.

To create host clusters and objects, follow these steps:

1. Click Hosts then click Host Clusters.
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IBM FlashSystem 9100  VersaStackFS9100

@ Create Host Cluster

Host Clusters

2. Click Create Host Cluster.

IBM FlashSystem 9100  VersaStackFS9100  Host Clusters

Create Host Cluster

ID 4 Name

3. Give the Host Cluster a friendly name.
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4.

Create Host Cluster

Name:‘ V5-UCs01 ‘

Optional: Select hosts to assign to a new host cluster. Any current volume mappings become the shared
mappings for all the hosts in the host cluster.

0 It is recommended that all hosts in a host cluster have access to the same I/O Groups.

& Default ~ ‘ | Contains ‘ | Filter ‘ %

Name 4 Status Host Type Host Mappings Pl

No items found.

< >

Showing 0 hosts [ Selecting 0 hosts

Review the summary and click Make Host Cluster.
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Create Host Cluster: Summary

An empty host cluster VS-UCS01 will be created.

Add Hosts to Host Cluster

Create iSCSI Host Definitions

To create iSCSI host definitions, follow these steps:

1. Click Hosts and then Hosts from the navigation menu.
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IBEM FlashSystem 9100  VersaStackF59100  Volumes

Board @® Create Volumes ‘= Actions - Al

Name State
Infra-ESXi-iISCSI-Host-01 + Online
Infra-ESXi-iSCSI-Host-02 + Online
Infra-ESXi-iSCSI-Host-03 + Online

Volumes Infra-ESXi-iI5C5I-Host-04 + Online

------ v Online

+ Online

2. Foreach ESXihost (Table 16 ), follow these steps on the IBM FSg100 system:

a. Click Add Host.

IBM FlashSystem 9100  VersaStackFS9100 Hosts

Actions -

Status

b. SelectiSCSI or iSER (SCSI) Host.Addthe name of the host to match the ESXi service profile name from
Table 17 . Type the IQN corresponding to the ESXi host from Table 16 and select the Host Cluster that we created
in the previous step.
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Add Host

Required Fields

Name: | Infra-ESXi-ISCSI-Host-01 |
Host connections: | iSCSI or iSER (SCSI) | - |
Host IQN: | iqn.1992-08.com.ciscoucs-host0l | [©)]

Optional Fields

CHAP secret: Enter 1 to 79 characters

CHAP username: Enter 1 to 31 characters

CHAP authentication: -

Host type:
1/0 groups: All | .
Host cluster: V5-UCSs01 | -

3. Click Add.

Map Volumes to Hosts and Host Cluster

To map volumes to hosts and clusters, follow these steps:

1. Now the Host Cluster and Host objects have been created, we need to map each LUN to the hosts.

2. Click Volumes.

IBM FlashSystem 9100  VersaStackF59100  volumes

® Create Volumes

Name

Infra-ESXi-iSCSI-Host-01

Infra-ESXi-iSCSI-Host-02

Volumes

3. Right-click the Boot LUN for each ESXi host in turn and choose Map to Host.
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IBM FlashSystem 9100  VersaStackFS9100  Volumes

@ Create Volumes i= Actions ~ All Volumes
Name State
Infra-ESXi-iSCSI=Host-n1 Onling
: A
|} Rename...
Infra-ESXi-isq : i
Infra-Esxi-is{ 'aP to Host or Host Cluster...
Volumes Infra-ESXj-is{ Shrink...
Infra-iSCSI-d[ Expand...

Infra-iSCSI-s

Medify Capacity Savings...

[T T S S S

Select the Hosts radio button, and select the corresponding Host in the list and click Next

5.

Create Mapping

Create Mappings to:

Hosts

Host Clusters

Select hosts to map to Infra-ESXi-iISCSI-Host-01

Default ~ ‘ ‘ Contains ~ | Filter A4
Name 4 Host Type Host Mappings Protocol Type Sta "!,
Infra-ESXi-iSCSI-Host-01 Generic No SCsI @ Offlii

<

Showing 1 host [ Selecting 1 host

‘Would you like the system to assign SCSI LUN IDs or manually assign these IDs?

System Assign
() Self Assign

Click Map Volumes and when the process is complete, click Close.
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Map Volumes to Infra-ESXi-iSCSI-Host-01: Summary

The following volumes will be mapped to Infra-ESXi-iSCSI-Host-01:
Name SCSIID Caching /0 Group ID New Mapping. 1

Infra-ESXi-iSCSI-Host-01 0 0 [ New |

6. Repeat steps 1-5to map a Boot volume for each ESXi host in the cluster.

7. When mapping shared volumes from Table 17 i.e. for shared VMFS datastores, right click on the volume in question (or
select multiple volumes if mapping multiple LUNs) and select Map to Host or Host Cluster.

IBM FlashSystem 9100  VersaStackFS9100  Volumes

@ Create Volumes i= Actions - All Volumes ~
Name State Sync
Infra-ESXi-iSCSI-Host-01 v Online
Infra-ESXi-iSCSI-Host-02 +" Online
Infra-ESXi-iSCSI-Host-03 + Online
Infra-ESXi-iSCSI-Host-04 + Online
Infra-iSCSI-datastore-1 +" Online
Infra-iSCSI-datastore-2 + Online
Infra-iSCSI-datastore-3 +" Online
Infra-iSCSI-datastore-4 + Online
Infra-iSCSI-datastore-5 T
{ Rename...

Infra-iSCSI-datastore-6
Map to Host or Host Cluster...

Infra-iSCSI-swap

Modify Capacity Savings...

8. Select the Host Clusters radio button.
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%
Create Mapping
~
Create Mappings to:
(0 Hosts
@  Host Clusters
Select host clusters to map to & volumes
Default ~ | ‘ Contains ‘ ‘ Filter ‘ “
Name + Status Host Count Mappings Count "!,
VS-UCs01 © Offline 1 0 1
< >
Showing 1 host cluster | Selecting 1 host cluster
Would you like the system to assign SC5SI LUN IDs or manually assign these IDs?
@  System Assign
() Self Assign
L

9. Review the summary and Click Map Volumes to confirm.
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Map Volumes to VS-UCS01: Summary

The following volumes will be mapped to VS-UCS01:

Name SCSIID Caching I/O Group ID New Mapping (13
Infra-iISCSI-datastore-1 1 0 New
Infra-iSCSI-datastore-2 2 0
Infra-iSCSI-datastore-3 3 0
Infra-iSCSI-datastore-4 4 0 New
Infra-iSCSI-datastore-5 5 0
Infra-iISCSI-datastore-6 6 0 New

o | [ |

10. Any Shared host cluster mappings will be automatically inherited by any future ESXi hosts which are defined as mem-
bers of the host cluster.
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IBM FSg100 Fibre Channel Storage Configuration (FC Deployment)

‘ﬁ This configuration step can be skipped if the UCS environment does not need access to storage using fibre channel.

As part of IBM FSg100 Fibre Channel storage configuration, follow these steps:

1. Setup Zoning on Cisco MDS switches
2. Setup Volumes on IBM FSg100

3. Map Volumes to Hosts

Create Device Aliases and SAN Zoning

The following steps will configure zoning for the WWPNs for the UCS hosts and the IBM FSg100 node canisters. WWPN
information collected from the previous steps will be used in this section. Multiple zones will be created for servers in VSAN
101 on Switch A and VSAN 102 on Switch B.

# The configuration below assumes 4 UCS services profiles have been deployed in this example. Customers can adjust
the configuration according to their deployment size.

Cisco MDS - A Switch

To create device aliases for Fabric A that will be used to create zones, follow these steps:

The WWPNs recorded in Table 15 will be used in the next step. Replace the variables with actual WWPN values.

1. From the global configuration mode, run the following commands:

device-alias database

device-alias name Infra-ESXi-Host-01 pwwn <WWPN-Infra-ESXi-Host-1-A>
device-alias name Infra-ESXi-Host-02 pwwn <WWPN-Infra-ESXi-Host-2-A>
device-alias name Infra-ESXi-Host-03 pwwn <WWPN-Infra-ESXi-Host-3-A>
device-alias name Infra-ESXi-Host-04 pwwn <WWPN-Infra-ESXi-Host-4-A>
device-alias name FS9100-Nodel-FCl pwwn <WWPN-FS9100-Nodel-FC1>
device-alias name FS9100-Nodel-FC3 pwwn <WWPN-FS9100-Nodel-FC3>
device-alias name FS9100-Node2-FCl pwwn <WWPN-FS9100-Node2-FC1>
device-alias name FS9100-Node2-FC3 pwwn <WWPN-FS9100-Node2-FC3>

device-alias commit

2. Create the zones and add device-alias members for the 4 blades.

zone name Infra-ESXi-Host-01 vsan 101

member device-alias Infra-ESXi-Host-01
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member device-alias FS9100-Nodel-FC1
member device-alias FS9100-Nodel-FC3
member device-alias FS9100-Node2-FC1

member device-alias FS9100-Node2-FC3

zone name Infra-ESXi-Host-02 vsan 101
member device-alias Infra-ESXi-Host-02
member device-alias FS9100-Nodel-FC1l
member device-alias FS9100-Nodel-FC3
member device-alias FS9100-Node2-FC1l

member device-alias FS9100-Node2-FC3

zone name Infra-ESXi-Host-03 vsan 101
member device-alias Infra-ESXi-Host-03
member device-alias FS9100-Nodel-FC1l
member device-alias FS9100-Nodel-FC3
member device-alias FS9100-Node2-FC1l

member device-alias FS9100-Node2-FC3

zone name Infra-ESXi-Host-04 vsan 101
member device-alias Infra-ESXi-Host-04
member device-alias FS9100-Nodel-FC1l
member device-alias FS9100-Nodel-FC3
member device-alias FS9100-Node2-FC1l

member device-alias FS9100-Node2-FC3

3. Add zones to zoneset.

zoneset name versastackzoneset vsan 101

member Infra-ESXi-Host-01

member Infra-ESXi-Host-02

member Infra-ESXi-Host-03

member Infra-ESXi-Host-04

4. Activate the zoneset.

zoneset activate name versastackzoneset vsan 101
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# Validate all the HBA's are logged into the MDS switch. The FSg100 nodes and the Cisco servers should be powered
on. To start the Cisco servers from Cisco UCS Manager, select the server tab, then click Serv-
ers>Service>Profiles>root, and right-click service profile then select boot server.

5. Validate that all the powered-on system’s HBAs are logged into the switch through the show zoneset command.

show zoneset active

VersaStack-MDS-A# sh zoneset active
zoneset name versastackzoneset vsan 101
zone name Infra-ESXi-Host-01 vsan 101
pwwn 20:00:00:25:05:00:0a:00 [Infra-ESXi-Host-01]
* fcid 0x720021 [pwwn 50:05:07:68:10:15:05:16] [VS-FS9100-Nodel-FC1]
* fcid 0x720041 [pwwn 50:05:07:68:10:17:05:16] [VS-FS9100-Nodel-FC3]
* fcid 0x720061 [pwwn 50:05:07:68:10:15:05:0d] [VS-FS9100-Node2-FC1]

* fcid 0x720081 [pwwn 50:05:07:68:10:17:05:0d] [VS-FS9100-Node2-FC3]

zone name Infra-ESXi-Host-02 vsan 101

pwwn 20:00:00:25:05:00:0a:01 [Infra-ESXi-Host-02]
* fcid 0x720021 [pwwn 50:05:07:68:10:15:05:16] [VS-FS9100-Nodel-FC1]
* fcid 0x720041 [pwwn 50:05:07:68:10:17:05:16] [VS-FS9100-Nodel-FC3]
* fcid 0x720061 [pwwn 50:05:07:68:10:15:05:0d] [VS-FS9100-Node2-FC1]

* fcid 0x720081 [pwwn 50:05:07:68:10:17:05:0d] [VS-FS9100-Node2-FC3]

zone name Infra-ESXi-Host-03 vsan 101

* fcid 0x7200e4 [pwwn 20:00:00:25:b5:00:0a:02] [Infra-ESXi-Host-03]
* fcid 0x720021 [pwwn 50:05:07:68:10:15:05:16] [VS-FS9100-Nodel-FC1]
* fcid 0x720041 [pwwn 50:05:07:68:10:17:05:16] [VS-FS9100-Nodel-FC3]
* fcid 0x720061 [pwwn 50:05:07:68:10:15:05:0d] [VS-FS9100-Node2-FC1]

* fcid 0x720081 [pwwn 50:05:07:68:10:17:05:0d] [VS-FS9100-Node2-FC3]

zone name Infra-ESXi-Host-04 vsan 101

* fcid 0x7200el [pwwn 20:00:00:25:05:00:0a:03] [Infra-ESXi-Host-04]
* fcid 0x720021 [pwwn 50:05:07:68:10:15:05:16] [VS-FS9100-Nodel-FC1]
* fcid 0x720041 [pwwn 50:05:07:68:10:17:05:16] [VS-FS9100-Nodel-FC3]
* fcid 0x720061 [pwwn 50:05:07:68:10:15:05:0d] [VS-FS9100-Node2-FC1]

* fcid 0x720081 [pwwn 50:05:07:68:10:17:05:0d] [VS-FS9100-Node2-FC3]
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6. Save the configuration.
copy run start

Cisco MDS - B Switch

To create device aliases for Fabric B that will be used to create zones, follow these steps:

The WWPNs recorded in Table 15 will be used in the next step. Replace the variables with actual WWPN values.

1. From the global configuration mode, run the following commands:

device-alias database

device-alias name Infra-ESXi-Host-01 pwwn <WWPN-Infra-ESXi-Host-1-B>
device-alias name Infra-ESXi-Host-02 pwwn <WWPN-Infra-ESXi-Host-2-B>
device-alias name Infra-ESXi-Host-03 pwwn <WWPN-Infra-ESXi-Host-3-B>
device-alias name Infra-ESXi-Host-04 pwwn <WWPN-Infra-ESXi-Host-4-B>
device-alias name FS9100-Nodel-FC2-NPIV pwwn <WWPN-FS9100-Nodel-FC2>
device-alias name FS9100-Nodel-FC4-NPIV pwwn <WWPN-FS9100-Nodel-FC4>
device-alias name FS9100-Node2-FC2-NPIV pwwn <WWPN-FS9100-Node2-FC2>
device-alias name FS9100-Node2-FC4-NPIV pwwn <WWPN-FS9100-Node2-FC4>

device-alias commit

2. Create the zones and add device-alias members for the 4 blades.

zone name Infra-ESXi-Host-01 vsan 102

member device-alias Infra-ESXi-Host-01

member device-alias FS9100-Nodel-FC2

member device-alias FS9100-Nodel-FC4

member device-alias FS9100-Node2-FC2

member device-alias FS9100-Node2-FC4

zone name Infra-ESXi-Host-02 vsan 102

member device-alias Infra-ESXi-Host-02

member device-alias FS9100-Nodel-FC2-NPIV

member device-alias FS9100-Nodel-FC4-NPIV

member device-alias FS9100-Node2-FC2-NPIV

member device-alias FS9100-Node2-FC4-NPIV

zone name Infra-ESXi-Host-03 vsan 102

member device-alias Infra-ESXi-Host-03

198




IBM FS9100 Fibre Channel Storage Configuration (FC Deployment)

member device-alias FS9100-Nodel-FC2-NPIV
member device-alias FS9100-Nodel-FC4-NPIV
member device-alias FS9100-Node2-FC2-NPIV
member device-alias FS9100-Node2-FC4-NPIV
1

zone name Infra-ESXi-Host-04 vsan 102
member device-alias Infra-ESXi-Host-04
member device-alias FS9100-Nodel-FC2-NPIV
member device-alias FS9100-Nodel-FC4-NPIV
member device-alias FS9100-Node2-FC2-NPIV

member device-alias FS9100-Node2-FC4-NPIV

3. Add zonesto zoneset.

zoneset name versastackzoneset vsan 102

member Infra-ESXi-Host-01

member Infra-ESXi-Host-02

member Infra-ESXi-Host-03

member Infra-ESXi-Host-04

4. Activate the zoneset.

zoneset activate name versastackzoneset vsan 102

# Validate all the HBA's are logged into the MDS switch. The FSg100 nodes and the Cisco servers should be powered
on. To start the Cisco servers from Cisco UCS Manager, select the server tab, then click Serv-
ers—>Service>Profiles>root, and right-click service profile then select boot server.

5. Validate that all the powered-on system’s HBAs are logged into the switch through the show zoneset command.

show zoneset active

VersaStack-MDS-B# sh zoneset active
zoneset name versastackzoneset vsan 102
zone name Infra-ESXi-Host-01 vsan 102
pwwn 20:00:00:25:05:00:0b:00 [Infra-ESXi-Host-01]
* fcid 0xc60041 [pwwn 50:05:07:68:10:16:05:16] [VS-FS9100-Nodel-FC2]
* fcid 0xc60061 [pwwn 50:05:07:68:10:18:05:16] [VS-FS9100-Nodel-FC4]
* fcid 0xc60081 [pwwn 50:05:07:68:10:16:05:0d] [VS-FS9100-Node2-FC2]

* fcid Oxc600al [pwwn 50:05:07:68:10:18:05:0d] [VS-FS9100-Node2-FC4]
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zone name Infra-ESXi-Host-02 vsan 102

pwwn 20:00:00:25:05:00:0b:01 [Infra-ESXi-Host-02]
* fcid 0xc60041 [pwwn 50:05:07:68:10:16:05:16] [VS-FS9100-Nodel-FC2]
* fcid 0xc60061 [pwwn 50:05:07:68:10:18:05:16] [VS-FS9100-Nodel-FC4]
* fcid 0xc60081 [pwwn 50:05:07:68:10:16:05:0d] [VS-FS9100-Node2-FC2]

* fcid 0xc600al [pwwn 50:05:07:68:10:18:05:0d] [VS-FS9100-Node2-FC4]

zone name Infra-ESXi-Host-03 vsan 102

* fcid 0xc60103 [pwwn 20:00:00:25:05:00:00:02] [Infra-ESXi-Host-03]
* fcid 0xc60041 [pwwn 50:05:07:68:10:16:05:16] [VS-FS9100-Nodel-FC2]
* fcid Oxc60061 [pwwn 50:05:07:68:10:18:05:16] [VS-FS9100-Nodel-FC4]
* fcid 0xc60081 [pwwn 50:05:07:68:10:16:05:0d] [VS-FS9100-Node2-FC2]

* fcid Oxc600al [pwwn 50:05:07:68:10:18:05:0d] [VS-FS9100-Node2-FC4]

zone name Infra-ESXi-Host-04 vsan 102

* fcid 0xc60104 [pwwn 20:00:00:25:05:00:0b:03] [Infra-ESXi-Host-04]
* fcid 0xc60041 [pwwn 50:05:07:68:10:16:05:16] [VS-FS9100-Nodel-FC2]
* fcid 0xc60061 [pwwn 50:05:07:68:10:18:05:16] [VS-FS9100-Nodel-FC4]
* fcid 0xc60081 [pwwn 50:05:07:68:10:16:05:0d] [VS-FS9100-Node2-FC2]

* fcid 0xc600al [pwwn 50:05:07:68:10:18:05:0d] [VS-FS9100-Node2-FC4]

6. Save the configuration.

copy run start

IBM FS9100 FC Configuration

As part of IBM FSg100 FC configuration, follow these steps:

1. Create ESXiboot Volumes (Boot LUNSs for all the ESXi hosts).
2. Create Share Storage Volumes (for hosting VMs).

3. Map Volumes to Hosts.

ﬂ In this deployment example, there are four ESXi hosts. The volumes listed in Table 18 will be created in this pro-
cess.

Table 18 List of FC Volumes on IBM FSg100*

| Volume Name | Capacity (GB) | Purpose Mapping
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swap directory

Volume Name Capacity (GB) | Purpose Mapping

Infra-ESXi-Host-o01 10 Boot LUN for the Host Infra-ESXi-Host-o01

Infra-ESXi-Host-02 10 Boot LUN for the Host Infra-ESXi-Host-02

Infra-ESXi-Host-03 10 Boot LUN for the Host Infra-ESXi-Host-03

Infra-ESXi-Host-04 10 Boot LUN for the Host Infra-ESXi-Host-o04

Infra-datastore-1 2000% Shared volume to host VMs All ESXi hosts: Infra-ESXi-Host-01 to Infra-ESXi-
Host-o4

Infra-datastore-2 2000% Shared volume to host VMs All ESXi hosts: Infra-ESXi-Host-01 to Infra-ESXi-
Host-o4

Infra-swap 500% Shared volume to host VMware VM | All ESXi hosts: Infra-ESXi-Host-o01 to Infra-ESXi-

Host-o4

* Customers should adjust the names and values based on their environment.

Create Volumes on the Storage System

To create volumes on the storage system, follow these steps:

1. Loginto the IBM FSg100 GUI and select the Volumes icon one the left screen and select Volumes.

IBM FlashSystem 9100  VersaStackFS9100  Velumes

@ Create Volumes

Name

Volumes

i= Actions - All Volumes ~

State Synchroniz

You will repeat the following steps to create and map the volumes shown in Table 18 .

2. Click Create Volumes as shown below.

IBM FlashSystem 9100

yoard

VersaStackFS9100

Name

Volumes

State
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3. Click Basic and the select the pool (VS-Po0o10 in this example) from the drop-down list.

4. When creating single volumes, input quantity 1 and the capacity and name from Table 18 .Select Thin-provisioned for
Capacity savings and enter the Name of the volume. Select /O group 10 grp0.

5. When creating multiple volumes in bulk enter the quantity required and review the Name field. The number value will
be appended to the specified volume name.

# IBM FSg100 and Spectrum Virtualize is optimized for environments with more than 30 volumes. Consider distrib-
uting Virtual Machines over multiple VMFS datastores for optimal performance.

Create Volumes

Basic Mirrored Custom

Create a preset volume with all the basic features.

Pool: Effective Capacity:
- | | | -

V5-Pool0 ‘ ‘ Total 6.98 TiB

Volume Details
Quantity: Capacity: Name:
‘ 4}%{ ‘ 10 H GiB ‘v‘ [ Infra-ESXi-Host-0 H 1 H 4 ‘
Capacity savings:
[ Thin-provisioned ‘ - ‘

@ | Cancel || Create and Map H Create l

6. Click Create.

# During the volume creation, expand view more details to monitor the CLI commands utilized to create each vol-
ume. All commands run against the system by either the GUI or CLI will be stored in the Audit log, along with the
associated user account and timestamp.

7. Repeat steps 1-6 above to create all the required volumes and verify all the volumes have successfully been created as
shown in the sample output below.
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1BM FlashSystem 9100 vers;

I Create volumes = Actions -

I u-ES O Host-02 o

Create Host Cluster & Host Objects

Host Cluster Shared & Private Mappings

Mz State
Infa-ESK-Host-0Z ol
Inra-ESE-Host-02 ol
nra-ESE-Host-03 ~ Qi
nfa-FEE-Hest-N4 ~ Dl
Tf-a-FER-IS0ET-Heal-0 o

Allvalurras =

Synchronized Fanl
VE-Pull:

Vi-Punl;

Vi-Foell

VE-Foeil

VE-Foell

WE-Foell

Protacal Typs

Darautt £ | Cantains Filter

U1

SILETEE1CEIN0ZABICOICCATCAICE,

GO0E0TE

P T T e T T T e

500507621 CEI02EBI00I000000I00..

ANENTEE LEINNZARICOANNANAAINN

AD0SATEE DEINNZARICOANOANCAIN

0L LUEII0ZEEINOIIIILOILD

Hast Mappings Capa

om
e

Ve

In traditional hypervisor environments such as VMware vSphere, each physical host requires access to the same shared
datastores (or LUNSs) in order to facilitate features such as vMotion, High Availability, Fault Tolerance. It isimport for all
ESXi hosts within a vSphere cluster to have identical access to LUNs presented from the FSg100.

The Host Clusters feature in IBM Spectrum Virtualize products introduces a way to simplify administration when mapping
volumes to host environments that require shared storage.

.S

It is recommended that a Host Cluster object be created for each vSphere Cluster visible in vCenter, and any ESXi hosts

within the vSphere cluster be defined as individual host objects within FSg100. This ensures that volume access is con-
sistent across all members of the cluster and any hosts that are subsequently added to the Host Cluster will inherit the

same LUN mappings.

To create host clusters and host objects, follow these steps:

1. Click Hosts then click Host Clusters.
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IBM FlashSystem 9100  VersaStackFS9100

@ Create Host Cluster

Host Clusters

2. Click Create Host Cluster.

IBM FlashSystem 9100  VersaStackFS9100  Host Clusters

Create Host Cluster

ID 4 Name

3. Give the Host Cluster a friendly name.
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Create Host Cluster

Name: | Vs-ucso1l |

Optional: Select hosts to assign to a new host cluster. Any current volume mappings become the shared
mappings for all the hosts in the host cluster.

@ Iiis recommended that all hosts in a host cluster have access to the same I/O Groups.

2 Default ~ | | Contains | | Filter | %

Name + Status Host Type Host Mappings Pl

No items found.

<

Showing 0 hosts [ Selecting 0 hosts

Need Help Cancel Mext
@

4. Review the summary and click Make Host Cluster

Create Host Cluster: Summary

An empty host cluster VS-UCS01 will be created.

5. Click Hosts and then Hosts from the navigation menu.
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IBEM FlashSystem 9100  VersaStackF59100  Volumes

@® Create Volumes ‘= Actions - Al

Name State
Infra-ESXi-iISCSI-Host-01 + Online
Infra-ESXi-iSCSI-Host-02 + Online
Infra-ESXi-iSCSI-Host-03 + Online

Infra-ESXi-iSCSI-Host-04 + Online

v Online

+ Online

For each ESXi host (Table 18 ), follow these steps on the IBM FSg100 system:

6. Click Add Host.

IBM FlashSystem 9100  VersaStackFS9100 Hosts

Actions -

Status

7. Select Fibre Channel (SCSI).Addthe name of the host to match the ESXi service profile name from Table 18 .
8. Fromthe drop-down list, select both (Fabric A and B) WWPNs corresponding to the host in Table 15 .

9. Selectthe Host Cluster that we created in the previous step.
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Add Host

Required Fields
Name:

Host connections:

| Infra-ESXi-Host-01

Fibre Channel (SCSI)

| 2000002586000400 - ®O
Host port (WWPN):

| 2000002586000B00 cl-| ®O

Optianal Fields
Host type: Generic | - |
10 groups: All | - |
Host cluster: - vs-UCs-01 -]
| Cancel Add |

10. Click Add.

Map Volumes to Hosts and Host Cluster

To map volumes to hosts and host clusters, follow these steps:

1. Click Volumes.

IBM FlashSystem 9100  VersaStackFS9100  volumes

® Create Volumes

Mame

Infra-ESXi-iSCSI-Host-01

Infra-ESXi-iSCSI-Host-02

Volumes

2. Right-click the Boot LUN for each ESXi host in turn and choose Map to Host.
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IBM FlashSystem 100  VersaSt 00 Volumes

@ Create volumes = Actions - All volumes -
Mame State Synchronized Pool
Infra-ESXi-Host-01 e 8 VS-Poell
Rename...
Infra-ESXi-Host-02 . V5-Pool
R ) Map to Host or Host Cluster..,
Infra-ESXi-Host-03 VS-Pool(
Valumes Infra-ESXi-Host-04 AL, ¥S-Pacl0
Infra-ESXi-iSC51-Host{ EXpand.. 5-Pacl)
Infra-ESXi-iSCS1-Host-|  Modify Capacity Savings... S-Pocl
Infra_Datastorel Madify Mirrar Sync Rate... VE-Pooll
Infra_Datastore? Cache Mode... W5-Pool0
Infra_Swap W5-Poold

Modifv Open ¥M3 UDID...

3. Select the Hosts radio button and select the corresponding Host in the list and click Next.

Create Mapping

Create Mappings to:
@ Hosts
() Host Clusters

Select hosts to map to Infra-ESXi-Host-01

Default ~ | I Contains | | Filter | G
Name 4 Status Host Type Host Mappings Protoca b
Infra-ESXi-Host-01 © Offline Generic Yes SCSI
Infra-ESXi-Host-02 © Offline Generic Yes SCSI
Infra-ESXi-Host-03 v Online Generic Yes SCSI
Infra-ESXi-Host-04 v Online Generic Yes SCSI
Cancel Mext b

4. Click Map Volumes and when the process is complete, click Close.
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Map Volumes to Infra-ESXi-Host-01: Summary

The following volumes will be mapped to Infra-ESXi-Host-01:

Name SCSIID Caching I/O Group ID MNew Mapping n
Infra-ESXi-Host-01 0 0

[ -« Back H Map Velumes

5. Repeat above steps to map a Boot volume for each ESXi host in the cluster.

6. When mapping shared volumes from Table 18 i.e. for shared VMFS datastores, right click on the volume in question (or
select multiple volumes if mapping multiple LUNs) and select Map to Host or Host Cluster.

@ Create Volumes = Actions ~ All Volumes ~ [
Name State Synchronized Pool Protocol Type
Infra_Datastorel ~" Online SCSI
! Rename...
Infra_Datastore2 + Online : ' 5CS1
Map to Host or Host Cluster...
Infra_Swap v Online SCSI
RAWIL v Online
RAWZ v Online
RAW3 v Online Modify Capacity Savings...
RAWA v Online Madify Mirror Sync Rate...
RAWS " Online Cache Mode...
RAWE v Online
RAWT " Online .
Remove Private Mappings...
RAWE +" Online
RAWS ~' Online SCSI
RAWLO +" Online SCST
howing 42 | Selecting 3 voll (4.4% TiB}

7. Select the Host Clusters radio button.
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Create Mapping

Create Mappings to:

() Hosts

@ Host Clusters

Select host clusters to map to 3 volumes

Default ~ l | Contains ~ | | Filter "%
Name + Status Host Count Mappings Count |18
V5-UCs-01 © Offline 2 1] &

8. Review the summary and click Map Volumes to confirm.

Map Volumes to VS-UCS-01: Summary

The following volumes will be mapped to VS-UCS-01:

Name SCSIID Caching IO Group ID New Mapping (L8
Infra_Datastorel 1 0
Infra_Datastore2 2 ] New

Infra_Swap 3 0 New

|  Back H Map Volumes |

9. Any Shared host cluster mappings will be automatically inherited by any future ESXi hosts which are defined as mem-
bers of the host cluster.
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VMware vSphere Setup for Cisco UCS Host Environment

VMware ESXi 6.7 U2

This section provides detailed instructions for installing VMware ESXi 6.7 U2 in the VersaStack UCS environment. After the
procedures are completed, multiple ESXi hosts will be provisioned to host customer workloads.

Several methods exist for installing ESXi in a VMware environment. These procedures focus on how to use the built-in
keyboard, video, mouse (KVM) console and virtual media features in Cisco UCS Manager to map remote installation media
to individual servers and connect to their boot logical unit numbers (LUNSs).

Log into Cisco UCS Manager

The IP KVM enables the administrator to begin the installation of the operating system (OS) through remote media. It is
necessary to log into the UCS environment to run the IP KVM.

To log into the Cisco UCS environment, follow these steps:

1. Open a web browser and enter the IP address for the Cisco UCS cluster address. This step launches the Cisco UCS Man-
ager application.

2. Under HTML, click the Launch UCS Manager link.

3.  When prompted, enter admin as the user name and enter the administrative password.
4. Tologinto Cisco UCS Manager, click Login.

5. From the main menu, click the Servers tab.

6. Select Servers > Service Profiles > root > Infra-ESXi-Host-o1.

# For iSCSI setup, the name of the profile will be Infra-ESXi-iSCSI-Host-0.1

7. Right-click Infra-ESXi-Host-01 and select KVM Console.
8. If prompted to accept an Unencrypted KVM session, accept as necessary.
9. Open KVM connection to all the hosts by right-clicking the Service Profile and launching the KVM console

10. Boot each server by selecting Boot Server and clicking OK. Click OK again.

Install ESXi on the UCS Servers

To install VMware ESXi to the boot LUN of the hosts, follow these steps on each host. The Cisco customer VMware ESXi
image can be downloaded from:

https://my.vmware.com/web/vmware/details?downloadGroup=OEM-ESXI67U2-CISCO&productld=742

ﬂ VMware ESXi will be installed on two Cisco UCS servers as part of the deployment covered in the following sections.
The number of ESXi servers can vary based on the customer specific deployment.
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1. Inthe KVM windows, click Virtual Media in the upper right of the screen.

2. Click Activate Virtual Devices.

3. If prompted to accept an Unencrypted KVM session, accept as necessary.

4. Click Virtual Media and select Map CD/DVD.

5. Browse to the ESXi installer ISO image file and click Open.

6. Click Map Device.

7. Click the KVM tab to monitor the server boot.

8. Resetthe server by clicking Reset button. Click OK.

9. Select Power Cycle on the next window and click OK and OK again.

10. On reboot, the machine detects the presence of the boot LUNs (sample output below).

11. From the ESXi Boot Menu, select the ESXi installer.

UMware-ESXi-6.7.0-13006603-Custom-Cisco-6.7.2.1 Boot Men

UMware-ESXi-6.7. 0—13006603 Custom-Cisco-6.7.2.1 Installe

Boot from local

Automatic boot in 1 second...

12. After the installer has finished loading, press Enter to continue with the installation.
13. Read and accept the end-user license agreement (EULA). Press F11 to accept and continue.

14. Select the LUN that was previously set up and discovered as the installation disk for ESXi and press Enter to continue
with the installation.
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15.

16.

17.

18.

19.

(naa . GHASETHE LOEDDOCEROEEE . . ) 10.00 Gib

(Esc) Cancel (F1) Details (F5) Refresh (Enter) Cont inue

Select the appropriate keyboard layout and press Enter.

Enter and confirm the root password and press Enter.

The installer issues a warning that the selected disk will be repartitioned. Press Faa to continue with the installation.
After the installation is complete, press Enter to reboot the server.

Repeat the ESXi installation process for all the Service Profiles.

o

In this deployment, we used two UCS server blades for the VMware vSphere deployment.

Set Up Management Networking for ESXi Hosts

Adding a management network for each VMware host is necessary for managing the host. To add a management network
for the VMware hosts, follow these steps on each ESXi host.

To configure the ESXi hosts with access to the management network, follow these steps:

1.

After the server has finished post-installation rebooting, press F2 to customize the system.
Log in as root, enter the password chosen during the initial setup, and press Enter to log in.
Select the Configure Management Network option and press Enter.

Select Network Adapters

Select vimnicO (if it is not already selected) by pressing the Space Bar.
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Netuwork Adapters

Select the adapters for this host’s default management network
connect ion. Use tuo or nore adapters for fault-tolerance and
load-balancing.

Device Name Harduware Label (MAC Add‘ess)
vnnicO Fea
venicl SlotlD:B(lI.... ...B?:

Connected (...
Connected
Connected
Connected
Connected
Connected
Connected
Connected

vnnic2 SlotID:O(ML... (...07:
vnnic3 SlotID:B(ML... (...07:
vmnic4 SlotID:B(ML... (...07:
vnnicS SlotID:B(ML... (...07:
vnnich SlotID:B(ML... (...B7:
vnnic? SlotID:BMML... (...07:

FEEs8EEh

<D> Vieu Details <Space> Toggle Selected <Enter> 0K <Esc> Cancel

6. Press Enter to save and exit the Network Adapters window.
7. Select the VLAN (Optional) and press Enter.

8. Enterthe <IB Mgmt VLAN> (11) and press Enter.

VLAN (optional)

If you are unsure hou to configure or use a VLAN, it is safe to

leave this option unset.

LAN ID (1-4094, or 4095 to access all VLANs):

{Enter> DK <Esc» Cancel

9. Select IPv4 Configuration and press Enter.
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10. Select the Set Static IP Address and Network Configuration option by using the Space Bar.
11. Enter the IP address for managing the ESXi host.
12. Enter the subnet mask for the management network of the ESXi host.

13. Enter the default gateway for the ESXi host.

IPv4 Conf iguration

This host can obtain network settings avtomatically if your network

include DHCP server. If it does not, the following settings must be
specified:

( ) Disable IPv4 configuration for management network
( ) Use dynamic IPv4 address and netuwork configuration
(o) Set static IPv4 address and network configuration:

IPv4 Address [ 192.168.162.101 1
Subnet Mask [ 255.255.252.0 1
Default Gateway [ 192.168.160.1 ]
<Up/Doun> Select <Space> Mark Selected <Enter> 0K <Esc> Cancel

14. Press Enter to accept the changes to the IP configuration.
15. Select the IPv6 Configuration option and press Enter.
16. Using the Space Bar, select Disable IPv6 (restart required) and press Enter.

17. Select the DNS Configuration option and press Enter.

‘ﬁ Because the IP address is assigned manually, the DNS information must also be entered manually.

18. Enterthe IP address of the primary DNS server.
19. Optional: Enter the IP address of the secondary DNS server.

20. Enter the fully qualified domain name (FQDN) for the ESXi host.

215



VMware vSphere Setup for Cisco UCS Host Environment

DNS Conf iguration

This host can only obtain DNS settings automatically if it also obtains
its IP configuration avtomatica

( ) Dbtain DNS server addresses and a hostname automatically
(o) Use the following DNS server addresses and hostname:

Primary DNS Server [ 192.168.161.22 1
Alternate DNS Server [ 1
ostname [ Infra-ESXi-Host-0l.versastack.local ]

{Up/Doun?> Select <Space> Mark Selected <{Enter> 0K <Esc> Cancel

21. Press Enter to accept the changes to the DNS configuration.
22. Press Esc to exit the Configure Management Network submenu.
23. PressY to confirm the changes and reboot the host.

24. Repeat this procedure for all the ESXi hosts in the setup.

VMware vSphere Configuration

The vSphere configuration covered in this section is common to all the ESXi servers. In the procedure below, three shared
datastores, two for hosting the VMs and another to host the VM swap files, will be mounted to all the ESXi servers.
Customers can adjust the number and size of the shared datastores based on their particular deployments.

Log into VMware ESXi Hosts Using VMware vSphere Client

To log into the ESXi host using the VMware Host Client, follow these steps:

1. Open aweb browser on the management workstation and navigate to the management IP address of the host.

N

Click Open the VMware Host Client.

3. Enter root forthe user name.

4. Enterthe root password configured during the installation process.

5. Click Login to connect.

6. Decide whether to join the VMware Customer Experience Improvement Program and click OK.

7. Repeat this process to log into all the ESXi hosts.

Install VMware Drivers for the Cisco Virtual Interface Card (VIC)

For the most recent versions, please refer to Cisco UCS HW and SW Availability Interoperability Matrix. If a more recent
driver is made available that is appropriate for VMware vSphere 6.7 U2, download and install the latest drivers.
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To install VMware VIC Drivers on the ESXi hosts using esxcli, follow these steps:

1.

Download and extract the following VIC Drivers to the Management workstation:

NFNIC Driver version 4.0.0.40:

https://my.vmware.com/web/vmware/details?downloadGroup=DT-ESXI67-CISCO-NFNIC-40040&productld=742

NENIC Driver version 1.0.29.0:

https://my.vmware.com/web/vmware/details?downloadGroup=DT-ESXI67-CISCO-NENIC-10290&productld=742

To install VIC Drivers on ALL the ESXi hosts, follow these steps:

1.

10.

11.

12.

13.

From each Host Client, select Storage.
Right-click datastorel and select Browse.
In the Datastore browser, click Upload.

Navigate to the saved location for the downloaded VIC drivers and select VMW-ESX-6.7.0-nenic-1.0.29.0-
offline_bundle-12897497.zip.

In the Datastore browser, click Upload.

Navigate to the saved location for the downloaded VIC drivers and select VMW-ESX-6.7.0-nfnic-4.0.0.40-
offline_bundle-14303978.zip.

Click Open to upload the fileto datastorel.

Make sure the file has been uploaded to both ESXi hosts.

Place each host into Maintenance mode if it isn‘t already.

Connect to each ESXi host through ssh from a shell connection or putty terminal.
Login as root with the root password.

Run the following commands on each host:

esxcli software vib update -d /vmfs/volumes/datastorel/VMW-ESX-6.7.0-nenic-1.0.29.0-offline bundle-
12897497.zip

esxcli software vib update -d /vmfs/volumes/datastorel/VMW-ESX-6.7.0-nfnic-4.0.0.40-offline_bundle-
14303978.zip

reboot

Log into the Host Client on each host once reboot is complete and exit Maintenance Mode.

Mount Required Datastores

To mount the required datastores, follow these steps on each ESXi host:

1.

From the Host Client, select Storage.
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2. Inthe center pane, select the Datastores tab.

3. Inthe center pane, select New Datastore to add a new datastore.
4. Inthe New datastore popup, select Create new VMFS datastore.
5. Click Next.

3 New datastore

Select creation type

2 Select device How would you like to create a datastore?
3 Select partitioning opti

4 Ready to complete . .
Create new VMFS datastore Create a new VMFS datastore on a local disk device

Add an extent to existing VMFS datastore
Expand an existing VMFS datastore extent

Mount NFS datastore

Back Finish

,

6. EnterInfra datastorel asthe datastore name.

7. Verifying by using the size of the datastore LUN, select the LUN configured for VM hosting and click Next.
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3 New datastore - Infra_datastore1

¥ 1 Select creation type Select device
R4 2 Select device Select a device on which to create a new VMFS partition
3 Select partitioning opti
4 Ready to complete Name
[ infra_datastore1]

The following devices are unclaimed and can be used to create a new VMFS datastore

Mame ~ | Type ~ | Capacity ~  Free space ~
) IBM i3CSI Disk (naa.6005076810800028b000000000... Disk 2TB 2TB
1 items
#
| Back || Next || Finish || GCancel

8. Accept default VMFS setting and Use full disk option to retain maximum available space.
9. Click Next

10. Verify the details and Click Finish.

11. Inthe center pane, select the Datastores tab.

12. Inthe center pane, select New Datastore to add a new datastore.

13. Inthe New datastore popup, select Create new VMFS datastore.

14. Click Next.

15. Enter Infra datastore2 asthe datastore name.

16. Verifying by using the size of the datastore LUN, select the LUN configured for VM hosting and click Next.
17. Accept default VMFS setting and Use full disk option to retain maximum available space.
18. Click Next

19. Verify the details and Click Finish.

20. Inthe center pane, select the Datastores tab.

21. Inthe center pane, select New Datastore to add a new datastore.

22. Inthe New datastore popup, select Create new VMFS datastore.
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23. Click Next.

24. Enter Infra swap as the datastore name.

25. Verifying by using the size of the datastore LUN, select the LUN configured for VM hosting and click Next.
26. Accept default VMFS setting and Use full disk option to retain maximum available space.

27. Click Next

28. Verify the details and Click Finish.

29. The storage configuration should look similar to figure shown below.

30. Repeat these steps on all the ESXi hosts.

[ Wnfra-ESXi-Host-01 versastaciciocal - Starage.

Datostores | Adapters  Devices  Persistent Memary
£ New dataston  Rogitora VM ] Datastors brovsar
Hame v | Drive Tipe v | Capacity ~  Provisioned w | Fro “ | Type
Mor-550 25GE 141 GB 108 GB WVMFS6
Man-350 278 815.34 GB 1278 WMFEE
Mon-850 278 1 T8 1MSE3GE WMFSS
Mon-350 475 GB 76.13 GB 42362 GB WMFSE

Configure NTP on ESXi Hosts

To configure NTP on the ESXI hosts, follow these steps on each host:

1. From the Host Client, select Manage.

2. Inthe center pane, select Time & date.

3. Click Edit settings.

4. Make sure Use Network Time Protocol (enable NTP client) is selected.
5. Use the drop-down to select Start and stop with host.

6. Enterthe NTP addresses in the NTP servers box separated by a comma, Nexus switch addresses can be entered if NTP
service is configured on the switches.
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@ Edit time configuration

Specify how the date and time of this host should be set.
Manually configure the date and time on this host
&
o Use Metwork Time Protocol (enable NTP client)

NTP service startup policy Start and stop manually

FHEE T 192.168.162.128, 192.168.162.129)]

P
Separate servers with commas, e.g. 10.31.21.2, fe00::2800

Save || Cancel

7. Click Save to save the configuration changes.
8. Select Actions > NTP service > Start.

9. Verify that NTP service is now running and the clock is now set to approximately the correct time.

# The NTP server time may vary slightly from the host time.

Move VM Swap File Location

To move the VM swap file location, follow these steps on each ESXi host:

1. From the Host Client, select Manage.
2. Inthe center pane, select Swap.

3. Click Edit settings.

4. Usethe drop-down list to select Infra swap. Leave all other settings unchanged.
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G Edit swap configuration
Enabled O es No
Datastore Infra_swap v
Local swap enabled O Yes No
Host cache enabled O Yes No
Save | | Cancel

5. Click Save to save the configuration changes.

Deploy VMware vCenter Appliance 6.7 (Optional)

The VCSA deployment consists of 2 stages: install and configuration. To build the VMware vCenter virtual machine, follow
these steps:

1. Download the VCSA ISO from VMware at
https://my.vmware.com/group/vmware/details?downloadGroup=VC67U2C&productld=742&rPld=35624

2. Using ISO mounting software, mount the ISO image as a disk on the management workstation. (For example, with the
Mount command in Windows Server 2012).

3. Inthe mounted disk directory, navigate to the vcsa-ui-installer > win32 directory and double-click installer.exe. The
vCenter Server Appliance Installer wizard appears.
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er Appliance Installer

vm vCenter Server Appliance 6.7 Installer

Install Upgrade Migrate Restore

4. Click Install to start the vCenter Server Appliance deployment wizard.

5. Click Next in the Introduction section.

6. Readand accept the license agreement and click Next.

(&) vCenter Server Apphance Installer

M= E3

Instaler
vm Install - Stage 1: Deploy appliance
|

l ) End user license agreement
ok .

Re ept the f ving 3
2 End user license agreement

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN YOUR
-e de yment target USE OF THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
) INSTALLATION OF THE SOFTWARE

EVALUATION LICENSE. if You a

ware is only permitte a

stand 4 ther r SFULA anF

tert

7. Inthe “Select deployment type” section, select vCenter Server with an Embedded Platform Services Controller and
click Next.
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(&) vCenter Server Applance Installer mEE
Installer

vm Install - Stage 1: Deploy appliance

Select deployment type

e iance
3 Select deployment type For more informaticn on deployment types, refer to the vSphere 6.7 Y
ADE ment targe Embedded Plattorm Services Controller
4 ADF Ent target Appliance
T h an Embedded Platfonm

Platform Services
& . M Coniroller
5 t up appliance VM

External Platform Services Controller

o
o
]

vCenter

Apgpliance

Appliance

vCenter
Server

CANCEL

BACK | NEXT

8. Inthe “Appliance deployment target”, enter the ESXi host name or IP address for the first configured VSI host, User
name and Password. Click Next.

1 Introduction

the ESXi host or vCenter Server
2 End user lic
5e leplo nt ty
ESX1 host or vCenter Server 192 168,162 101 @
4 Appliance deployment target name
5 Setup appliance VM HTTPS port 443
6 Select deployment size User name root ®
Toselesaatasio Passwora  seessses
8 Configure k ing:

9. Click Yes to accept the certificate.
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10. Enterthe Appliance name and password details in the "Set up appliance VM” section. Click Next.

Installer

Install - Stage 1: Deploy vCenter Server Appliance with an Embedded Platform Services Controller

Set up appliance VM

e e e s he ir or the ap ce 10 be dep

VM name vCenter @
4 A Set root password @
5 Set up appliance VM Confirm raot password — sessssens

6 Select deployment size

t datasto
& Configure network settings
9 Ready to complete stage

CAMNCEL

BACK NEXT

11. Inthe “Select deployment size” section, Select the deployment size and Storage size. For example, “Tiny” Deployment
size was selected in this CVD.
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@) venter Scrver Appliance Trstalier

Tnshaller

vm Install - Stage 1: Deploy appliance

3 Select deployment type
4 appliance deployment

Select deployment size

Deployment size

Storage sze

Default

Reszources required for different deployment sizes

Deplayment Size

vCPL

s | Memary (GB)

Storage (GR)

b 1 Platform S nt
@
sts (up ta) | WMs [up to
4 A00¢
) 35

CANCEL | BACK |m

12. Click Next.

13. Select preferred datastore e.g. the “Infra_datastore1” was created previously.

Center Server Appliance with an Embedded Platform Serv

s Controller

4 Apphance deployment
5 L up appliance
6 Select deployment size

7 Select datastore

8 Configure network setlings

14. Click Next.

Select datastore

Select the storage location for this apgliancs

Name Type Capacity
fatastors? VMFS e
Infra_datast  WMFS-6 278

aret

. MES B

i MES 48075

Ei Disk Mode ()

Pravisicned Thin Brovisaning
a4 GR Supported
A0 08 GE Supported
" TR Supported
[: B pporbed
CANCEL BACK | NEXT

15. Inthe “Network Settings” section, configure the following settings:
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g.
h.

Choose a Network: VM Network

IP version: IPV4

IP assignment: static

System name: <vcenter-fqdn> (optional)

IP address: <vcenter-ip>

Subnet mask or prefix length: <vcenter-subnet-mask>

Default gateway: <vcenter-gateway>

DNS Servers: <dns-server>

@ vCenter Server Appliance Installer
Installer

/A=l E3

vm |Install - Stage 1: Deploy vCenter Server Appliance with an Embedded Platform Services Controller

16.

17.

18.

19.

1 Introduction

w

w

o

w

End user license agreement

Select deployment type

Appliance deployment target

Set up appliance VM

Select deployment size

Select datastore

Configure network settings

Ready to complete stage 1

Click Next.

Configure network settings

Network

IP version

IF assignment

FQDN

IP address

Subnet mask or prefix length

Default gateway

DNS servers
Common Port
HTTP

HTTPS

jure network settings f

or this appliance

WM Network

IPva

static

vcenter.versastack.loca

192.168.162.100

2552552520

192.168.160.1

192168160 22

443

Review all values and click Finish to complete the installation.

The vCenter appliance installation will take a few minutes to complete.

Click Continue to proceed with stage 2 configuration.
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20. Click Next.
21. Inthe Appliance Configuration, configure the below settings:

a. Time Synchronization Mode: Synchronize time with the ESXi host.

# Since the ESXi host has been configured to synchronize the time with an NTP server, vCenter time can be synced
to ESXi host. Customer can choose a different time synchronization setting.

b. SSH access: Enabled.

Install - Stage 2- Set Up vCenter Server Appliance with an Embedded PSC

Jduction Appliance configuration
2 Appliance configuration
Time synchronization mode Synchronize time with the ESXi ho ~
3 SSO configuration
SSH access Enabled ~
4 Configure CEIP
5 Ready to complete
CANCEL BACK
22. Click Next.

23. Complete the SSO configuration as shown below.
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Install - Stage 2: Set Up vCenter Server Appliance with an Embedded Platform Services Controller

SSO configuration

2 Appliance configuration

* Create a new S50 domain

" 1 s
3 SSO configuration Single Sign-On domain name vsphere.local &/
4  Configure CEIP Single Sign-On user name administratar
-
5 Ready to complete Single Sign-On password @

Join an existing S50 domain

CANCEL BACK NEXT

24.

25.

26.

27.

28.

29.

30.

Click Next.

If preferred, select Join the VMware's Customer Experience Improvement Program (CEIP).
Click Next.

Review the configuration and click Finish.

Click OK.

Make note of the access URL shown in the completion screen.

Click Close.

Adjust vCenter CPU Settings

If a vCenter deployment size of Small or larger was selected in the vCenter setup, it is possible that the VCSA’s CPU setup
does not match the UCS server CPU hardware configuration. Cisco UCS B20oo and C220 servers are 2-socket servers. In this
validation, the Small deployment size was selected and vCenter was setup for a 4-socket server. This setup will cause issues
in the VMware ESXi cluster Admission Control. To resolve the Admission Control issue, follow these steps:

1.

Open a web browser on the management workstation and navigate tothe Infra-esxi-host-01 management IP
address.

Click Open the VMware Host Client.
Enter root for the user name.

Enter the root password.

Click Login to connect.
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6. Inthe center pane, right-click the vCenter VM and select Edit settings.

7. Inthe Edit settings window, expand CPU and check the value of Sockets is not greater than 2.

[T Edit setti ngs - YMware vCenter Server Appliance (ESXi 5.5 virtual machine)

[ Virtual Hardware VM Options

T3 Add hard disk ™M Add network adapter S Add other device

Cores per Socket Sockets 2
CPU Hot Plug
Reservation Mone

8. Ifthe number of Sockets is greater than 2, it will need to be adjusted. Click Cancel.

9. Ifthe number of Sockets needs to be adjusted:

10. Right-click the vCenter VM and select Guest OS > Shut down. Click Yes on the confirmation.

11. Once vCenter is shut down, right-click the vCenter VM and select Edit settings.

12. In the Edit settings window, expand CPU and change the Cores per Socket value to make the Sockets value 2.
13. Click Save.

14. Right-click the vCenter VM and select Power > Power on. Wait approximately 10 minutes for vCenter to come up.

Set Up VMware vCenter Server

To setup the VMware vCenter Server, follow these steps:

1. Using a web browser, navigate to https://<vcenter-ip>/vsphere-client.

ﬂ The VMware vSphere HTML5 Client is fully featured in vSphere 6.7U2 and can be used for setting up the vCenter if pre-
ferred by the customer. However, the Web Client is used in this document.

2. Ifthelinkis available, click Download Enhanced Authentication Plugin. Install the same by double-clicking the down-
loaded file.

3. Login using the Single Sign-On username (administrator@vsphere.local) and password created during the vCenter in-
stallation.
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vmware* vSphere Web Client fi=

I = ——
| Navigator ¥ (3 veen stacklocal | iy £ fp g | GhActons -
Le]> . ] Gelting Started ‘ Summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs  Datastores  Networks  Linked vCenter Server Systems  Exiensions  Update Manager

Whatis vCenter Sener?

vCenter Sener allows you to manage
mulfiple ESX/ESX hosls and the virtual
machines on them Because these
envronments can grow very large, vCenter .
| Server provides useful management tools |
| like the ability to organize the hosts and vrual

machines into clusters with vSphere DRS I
| and vSphere HA Multiple vCenter Senver , 2

systems can be managed by the vSphere
vCenter Server

Web Client so that their Indvidual Inventories
can be presented and managed under one
“pane of glass™

AnyvCenter Server systems for which you
have privileges and that have been registered
with the Lookup Service. or added manually
with the vCenter Registration Tool in the
Administration section, will appear in your
inventory to the left

Basic Tasks Explore Further
2 Create a folder Leam more about folders
#14 Create Datacenter Leam about datacenters

Setup Data Center, Cluster, DRS and HA for ESXi Nodes

If a new data center is needed for the VersaStack, follow these steps on the vCenter:

1. Connect to the vSphere Web Client and click Hosts and Clusters from the left side Navigator window or the Hosts and
Clusters icon from the Home center window

2. From Hosts and Clusters:

3. Right-click the vCenter icon and from the drop-down list select New Datacenter.

vmware* vSphere Web Client

f

| Navigator ¥ (O voentecyersastackiocal | iy £ T g | Ghhctons -
[e]2 B ] Gelting Started ‘ Summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs Datastores Networks  Linked vCenter Server Systems  Exiensions  Update Manager

|
ions - veenter versastack local .Fﬂ

» flavs_DC Datacenier 5 you to manage
; bsis and the virtual
B2 New Folder. Because hese
E : fow very large, vCenter b Y
| @ Deploy OVF Template ful management tools

inize the hosts and vinual
2rs witn vSphere DRS
[5g Assign License Itiple vCenter Server
faged by the vSphere
jeir indvidual Inventories
Pﬂ managed under one

| Export System Logs

Settings
vCenter HA Seftings

A b |
Tags & Custom Altributes  » Systems for which you

Add Permission. that have been registered
#ice, or added manually

Alams ¥ jistration Tool in the

5 on, will appear in your

vCenter Server

Updale Manager

Basic Tasks Explore Further
3 Create a folder Leam more about folders
#13 Create Datacenter Leam about datacenters

4. Fromthe New Datacenter pop-up dialogue enter in a Datacenter name and click OK.
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New Datacenter

(2] b

Datacenter name:

Location:

VersaStack_DJJ |

(5] vcenterversastack.local

| 0K || Cancel

Add the VMware ESXi Hosts Using the VMware vSphere Web Client

To add the VMware ESXi Hosts using the VMware vSphere Web Client, follow these steps:

1.

the drop-down list select New Cluster.

vmware* vSphere Web Client

3 [yversasack 0c | G ) 9 & 13 | {GyActions ~

From the Hosts and Clusters tab, right-click the new or existing Datacenter within the Navigation window, and from

a
w () veenter versastack local
i fig VersaStack

VS DC | L3 Actions - Versastack DC

Whatis a Datacenter?

A Ambmmm b im Mo i s mm b D O O

» [aVvs.| and virlual
@ Add Host you can acd
%' New Cluster._ ;“"" Yo wal M
New Folder

Distriouted Switch
New Virlual Machine
%8 New vApp from Libeary

ple
? dightuse
it

1 Host ™
@ Depioy OVF Template.. | D
Storage »
Edit Default VM Compatibiliy k Datacenter
42 Migrate VMs to Another Network e
b lient
Move To.
Rename
Tags & Custom Afiributes »
Add Permission Explore Further
e k Leam more about datacenters
X Deiete Leam how to create datacenters
All vRealize Orchestrator piugin Actions » ¥chine Leam about hosts
Update Manager » Leam about clusters
—'—'s'cmmwmh Leam about folders

2.
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4] New Cluster

Mame |'|.FersaStack_Cluster
Location VersaStack_DC
-~ DRS [w] Turn ON

Automation Level :
| Fully automated

*

Migration Threshold Conservative ——="—— Aggressive
« vSphere HA [w] Turn ON
Host Monitoring [v] Enable host monitoring
Admission Control [v] Enable admission control

- WM Monitoring
VM Monitoring Status

| Disabled

-

Crverrides for individual Wis can be set from the Wi
Chverrides page from Manage Settings area.

» EVC | Disable

VSAN [ ] Turn ON

OK H Cancel ‘

ﬂ If mixing Cisco UCS B or C-Series M2, M3 or M4 servers within a vCenter cluster, it is necessary to enable VMware
Enhanced vMotion Compatibility (EVC) mode. For more information about setting up EVC mode, refer to En-

hanced vMotion Compatibility (EVC) Processor Support.

3. Click OK to create the cluster.
4. Expand “VersaStack DC”.

5. Right-click “WersaStack Cluster” and select Settings.

6. Select Configuration > General in the list and select Edit to the right of General.

7. Select Datastore specified by host and click OK.
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Swap file location

() virtual machine directory
Store the swap files in the same directory as the virtual machine.

@ Datastore specified by host

Store the swap files in the datastore specified bythe hostto be used
for swap files. If not possible, store the swap files in the same
directory as the virtual machine.

[k Using a datastore that is not visible to both hosts during vMotion might
affect the vMotion performance for the affected virfual machines.

oK || cancel

8. Right-click the newly created cluster and from the drop-down list select the Add Host.

Getting Started | Summary Monitor Configure Permissions Hosts VMs D

v () vcenter.versastack local Whatis a Cluster?

w [Iq VersaStack_DC Aclusteris a group of hosts. When you add a

‘ B Add Host...
[E) Move Hosts into Cluster...

Virtual Machines

New Virtual Machine 57 ik
New vApp o |
# New Resource Pool... : Host
Deploy OVF Template. A >
> \[
Restore Resource Pool Tree... !

Storage » g\‘ ” Datacenter

vCenter Server

Host Profiles 4 vSphere Client

Edit Default VM Compatibility.

Assign License...

Settings Explore Further
Move To... Leam more about clusters
Rename... ne Leam more about resource pools
Tags & Custom Attributes »
Add Permission...
Alarms »
¥ Delete
All vRealize Orchestrator plugin Actions »
Update Manager »
VSAN »

-

9. Enterthe IP or FQDN of the first ESXi host and click Next.
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Add Host (7)

"

10.

11.

12.

13.

14.

15.

16.

1 Name and locafion Enter the name or IP address of the host to add to vCenter Server.

2 Connection seftings Host name or IP address: IInfra—ES){i—Host—(]'ﬂ
3 Hostsummary Location: [J versaStack_Cluster
4 Resource pool

Type: - (i )

5 Ready to complete

Next Cancel

Enter root for the User Name, provide the password set during initial setup and click Next.
Click Yes in the Security Alert pop-up to confirm the host’s certificate.
Click Next past the Host summary dialogue.

Provide a license by clicking the green + icon under the License title, select an existing license, or skip past the Assign li-
cense dialogue by clicking Next.

Leave lockdown mode Disabled within the Lockdown mode dialogue window and click Next.
Skip past the Resource pool dialogue by clicking Next.

Confirm the Summary dialogue and add the ESXi host to the cluster by clicking Next.
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L

17. Repeat steps 1-16 for each ESXi host to be added to the cluster.

18. InvSphere, in the left pane right-click the newly created cluster, and under Storage click Rescan Storage.
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Add Host 7l b
+~ 1 Name and location Name infra-esxi-host-01 versastack local
v 2 Conneclion settings Version VMware ESXi 6.7.0 build-13006603
+ 3 Hostsummary License ESXi
+/ 4 Assign license Networks VM Network
v 5 Lockdown mode Datastores datastored
Infra_datastore1

~ & Resource pool Infra_datastore2
WY 7 Readyio complete Infra_swap

Lockdown mode Disabled

Resources destination  VersaStack_Cluster

Back Finish Cancel
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vmware® vSphere Web Client  #=

o VersaSIack_CIusher| T B T % B | ghactons -

Navigator X

(4

e | @B 8 @

Getting Started 'Summary | Monitor  Configure  Permissions Hosts VMs Datastores Metworks Update Manager

« () veenter versastack local
VersaStack_DC
il Ver: ug

E Actions - VersaStack_Cluster
H AddHost.
@ Move Hosts into Cluster..

[ infra-esxi-hog
[ infra-esxi-hog

» [qVs_DC

New Virtual Machine
New vApp
# New Resource Pool...
?" Deploy OVF Template

Restore Resource Pool Tree..

Storage

Host Profiles

Edit Default VM Compatibility.
[5g Assign License. ..

Settings

Move To.
Rename
Tags & Custom Attributes

Add Permission
Alarms

Delete

All vRealize Orchestrator plugin Actions »

Update Manager
VSAN

Total Processors

i

£ 8

3

VersaStack_Cluster

48

Total vMotion Migratiens: 0

vl
wfficient resources to satisfy vSphere HA failover level on cluster VersaStack_Cluster in VersaStack_DC
ufficient vSphere HA failover resources

E;ter Resources

#3 New Datastore..
.' Rescan Storage....

Tag Category

This list is empty.

? Add Viriual Flash Resource Capacity...

Value

Flom Attributes

»
This list is empty

T

19. Click OK on the Rescan Storage popup window.

|:|| | »  vSphere DRS EI‘
|:|| | »  Cluster Consumers EI‘
) | | * Related Objects {m]
Description Datacenter VersaStack_DC
[+ Update Manager Compliance =]
Status -
| Scan ... Detailed Status
Assign...
[m]

ESXi Dump Collector Setup for iSCSI Hosts (iSCSI Configuration Only)

ESXi hosts booted with iSCSI need to be configured with ESXi dump collection. The Dump Collector functionality is
supported by the vCenter but is not enabled by default on the vCenter Appliance.

‘ﬁ Make sure the account used to login is Administrator@vsphere.local (or a system admin account).

To setup the ESXi dump collector for iSCSI hosts, follow these steps:

1.

Select Automatic.

Click OK.

In the vSphere web client, select Home.

In the center pane, click System Configuration.

In the Actions menu, choose Start.

In the Actions menu, click Edit Startup Type.

In the left-hand pane, select Services and select VMware vSphere ESXi Dump Collector.
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8. Select Home > Hosts and Clusters.
9. Expand the Data Center and Cluster.

10. Foreach ESXi host, right-click the host and select Settings. Scroll down and select Security Profile. Scroll down to
Services and select Edit. Select SSH and click Start. Click OK.

11. SSH to each ESXi hosts and use root for the user id and the associated password to log into the system. Type the fol-
lowing commands to enable dump collection:

[root@Infra-ESXi-Host-01l:~] esxcli system coredump network set --interface—-name vmkO --server-ipv4
192.168.162.100 --server-port 6500
[root@Infra-ESXi-Host-01l:~] esxcli system coredump network set --enable true
[root@Infra-ESXi-Host-01l:~] esxcli system coredump network check

Verified the configured netdump server is running

12. Optional: Turn off SSH on the host servers.

Configure ESXi Networking
This section covers the virtual switch (vSwitch) setup for Management, vMotion and iSCSI storage traffic and vSphere
Distributed Switch (vDS) for application traffic.

Update Management vSwitcho Configuration

This design uses a separate vSwitch for management using two uplink vNICs with Active/Passive Failover for the port group
and routing based on originating port ID for load balancing at the vSwitch level. Traffic from each vNIC take different paths
across fabric to enable redundancy and load balancing.

To update the management vSwitcho configuration, follow these steps:

1. Using a web browser, browse to vCenter’s IP address. Login to vCenter. From vSphere Web Client, navigate to the dat-
acenter and cluster where the host resides.

2. Selectthe ESXihost infra-esxi-host-01.On the right windowpane, click the Configure Tab. Navigate to Net-

working > Virtual switches and select vSwitcho from the Virtual Switches list. Click the Manage physical adapter
(third icon) to open the Manage Physical Network Adapters for vSwitcho window.

238



VMware vSphere Setup for Cisco UCS Host Environment

vmware vSphere Web Client

— —
X [ infraesxihost D versastacklocal B % [ [0 B | Spacions -
Gettng Starled  Summary  Monitor | Configure | Permisons Vs Dalastores  Meteorss  Updale Mansger

& “ \nrtual swikchas
tack
- Ston
- [ Varsastack_nc o B Em /X0
i VersaStack_Clustar R Emileh Dissovered Issees

infia-esb-host-D1.ver: Storage Devices ;
3 7 vEwilcnd -

02 versestack local e SEEmeT =

Host Cache Conhguratson
Protocel Endpoints
WG Filkers Stanclard switch: vmilch (Maragement Network)

& K

 Netwarking

Virlussl swilches

VMKamel adaptars - —
Management Network Phyzica =
Physacal adapters. nagem! [ SR
VLANID: 11 0 . vmnkcd 20000 Ful
TCPAP configuration oL ] ]
Advanced wmkD : 182 168 162901 [ ] ]

- Virtual Machinas ——
8 VI Metwork, []
WM Startup! Shildown
VLAN 1D~
Agent VM Settings WVirtuad Machines {01
Swap tila Incation

Drefaultl VM Compatibilite

3. Click the green [+] to add a second Adapter. Select an unused vmnic from the list of Network Adapters.

@ infra-esxi-host-01.versastack.local - Manage Physical Network Adapters for v Switch0 (3_}

Assigned adapters:

4

Active ardantere
| Add adapters

Standby adapters

Select a physical network adapter from
Unused adapters the list to view its details

4. Select vianicl and click OK to add the vmnic as a second Active adapter to vSwitcho.
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Failover order group: [ Active adapters - ]

Metwork Adapters:

All | Properties COP  LLDP

vmnic2
=1 vmnic3 Adapter Cisco Systems
Inc Cisco VIC

vmnic4 Ethemnet NIC
vmnics Name vmnic1
vmnic? Location PCI

0000:62:00.1
Driver nenic

Status
Status Connected E|

IE

5. Click OK to commit the change.
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“
~ Storage
Storage Adapters
Storage Devices
Datastores
Host Cache Configuration
Protocol Endpoints

Virtual swilches

G BE2 /%0
£ vewitcno R
 IsceiBootvswitch

U0 Filters Standard swilch: vSwilchl (Management Network)
w Networking
7 X
Virtual switches
VMkemel adapters - 1 -
E——— & Management Network ¥ Pnysical Adapters |
. i .. VLAN ID: 11 [l vmnicD 20000 Full (i ]]
TCPAP configuration v VMkemel Ports (1) [ vmnic1 20000 Full [ ]
Advanced vmk0 - 192.168.162.101
w Virtual Machines 2 VM Network
&l
VM Startup/Shutdown VLAN 1D
Agent VM Settings Virtual Machines (0

Swap file location
Default VM Compatibility
- System

6. While the vSwitcho of the host still selected, click the Edit Settings icon (5th icon) to open the Edit settings window.

7. Under Teaming and failover, verify the load balancing and failover configuration. Both vmnics should be listed as up-
links under Active adapters.

£t vSwitch0 - Edit Settings (7)
SIS Load balancing: [ Route based on originating virtual port | = |
SRR Network failure detection” | Link status only |~ |
EEESTENTT Motify switches: | Yas | = |
eaming and failover . .
aback == B

Failover order

Active adapters
vmnic0
vmnic1

Standby adapters

[¥s

m

@
1

Unused adapters

Select active and standby adapters. During a failover, standby adapters activate in the order specified above.

oK || cancel

8. Repeat steps 1-7 for all the ESXi hosts in the Cluster.

Create vSwitcha for vMotion

This design uses a separate vSwitch for vMotion with two uplink vNICs. To create and setup vSwitcha for vMotion, follow
these steps:
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Using a web browser, browse to vCenter’s IP address. Login to vCenter. From vSphere Web Client, navigate to the dat-

1.
acenter and cluster where the host resides
2. Selectthehost infra-esxi-host-01.On the right windowpane, select the Configure Tab. Navigate to Network-
ing > Virtual Switches. Click the Add host networking icon (st icon).
Navigator X | [} infra-esxi-host-01.versastack.local | B 2. - [y [ | {5hActions ~
|I| Getting Started  Summary  Monitor | Configure | Permissions VMs Datastores Network:
] H
J o | Q “ Virtual switches
w [ vcenter versastack local
w Storage &
w [y VersaStack_DC ﬁ Eé
« [ VersaStack_Cluster Storage Adapters F— .
[ infra-esxi-host-01 versastack local Storage Devices 17 1 Add host networking )
&, infra-esxi-host-02 versastack_local . )
s %C THEETTE it iScsiBootvSwitch -
’ - Host Cache Configuration
Protocol Endpoints
IO Filters
w Networking
Virtual switches
VMEkernel adapters
Phvsical adapters
3. Leave VMkernel Network Adapter selected within Select connection type of the Add Networking pop-up window that
is generated and click Next.
[J infra-esxi-host-01.versastack.local - Add Networking (Z} »
T —— Select connection type
Select a connection type to create.
2 Selecttargetdevice
3 Connection seffings (=) VMkeme| Network Adapter
. The VMkernel TCP/IP stack handles traffic for ESXi services such as vSphere vMotion, iSCSI,
o MFS, FCoE, Fault Tolerance, vSAN and host management.
£ [P aEg () Physical Network Adapter
4 Readyto complete A physical network adapter handles the network trafiic to other hosts on the network:.
() Virtual Machine Port Group for a Standard Switch
A port group handles the virtual machine traffic on standard switch.
Next Cancel

4. Select New Standard switch and click Next.
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@ infra-esxi-host-01.versastack.local - Add Networking

(7)
+ 1 Selectconnection type Selecttarget device
Select a target device for the new connection.
2 Selecttarget device
3 Create a Standard Switch () Select an existing standard switch
4 Connection setfings Browse...
4a Port properties
(s) New standard switch
4b IPvd settings
5 Readyto complete
Back Next Cancel
5. Within Select target device, click the New standard switch option, and click Next.
[J infra-esxi-host-01.versastack.local - Add Networking Z »
+ 1 Selectconnection type Create a Standard Switch
Assign free physical network adapters to the new switch.
v 2 Selecttarget device
3 Create a Standard Switch Assigned adapters:
4 Connection settings
4
4a Port properties Active adapters
4b IPvd settings Standby adapters
5 Readyto complete Unused adapters o L o
Back Next Cancel
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6. Within the Create Standard Switch dialogue press the green + icon below Assigned adapters.

Failover order group: [Acﬁ\.re adapters | - ]

Network Adapters:

P vmnic2 All | Properties CDP LLDP

vmnic3
T vmnicd Adapter Cisco Systems
i Inc Cisco VIC
vmnics Ethemet NIC
vmnic7 Mame vmnic2
Location PCI
0000:62:00.2
Driver nenic

Status
Status Connected El

e

OK || cancel

7. Select vmnic2 within the Network Adapters and click OK.
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[J infra-esxi-nost-01.versastack.local - Add Networking (2} »

+ 1 Selectconnection type Create a Standard Switch
Azsign free physical network adapters to the new switch.
« 2 Selecttargetdevice

3 Create a Standard Switch i . Cap
Assigned adapters: Al | Properties COP LLDP

4 Connection seffings
'l' X ‘ Adapter Cisco Systems Inc Cisco VIC Ethemnet NIC -
4a Portproperties Active arantars Mame vmnic2
4b IPvd settings wa Location PCI 0000:62:00.2
5 Readyto complete Standby adapters Driver nenic
Unused adapters Status
Status Connected
Configured speed, Duplex 20000 Mb, Full Duplex
Actual speed, Duplex 20000 Mb, Full Duplex
Networks No networks
Network /O Control
Status Allowed
DirectPath I/O
Status Mot supported
@ The physical NIC does not support DirectPath /0.
SR-0V
Status Mot supported -
cE|
Back Next Cancel

8. Whilesstillin the Create a Standard Switch dialogue, click the green + icon one more time.
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Failover order group: [S‘tﬂndbyadapters | - ]

Metwork Adapiers:

All | Properties CDOP  LLDP

vmnic4
B Adapter Cisco Systems
vmnics Inc Cisco VIC E|

vmnic? Ethernet NIC
Mame vmnic3

Location PCI
0000:62:00.3

Driver nenic

Status
Status Connected Izl

e

0K | [ cancel

9. Selectvmnic3, and from the Failover order group drop-down list, select Standby adapters. Click OK.
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[J infra-esxi-host-01.versastack.local - Add Networking @ »

+ 1 Selectconnection type Create a Standard Switch
Assign free physical network adapters to the new switch.
" 2 Selecttargetdevice

3 Create a Standard Switch Assigned adapters: | Al | Properies CDP  LLDP

4 Connection seftings

+ X 4+ 3 Adapter Cisco Systems Inc Cisco VIC Ethernet NIC N
<2 Fripepeins Active adapters Name vmnic3
4b IPv4 settings (New) vmnic2 Location PCI 0000:62:00.3
5 Readyto complete Standby adapters Driver nenic
(New) vmnic3 Status
Unused adapters Status Connected
Configured speed, Duplex 20000 Mb, Full Duplex
Actual speed, Duplex 20000 Mb, Full Duplex
Metworks Mo networks

Network 'O Control
Status Allowed

DirectPath 1/O

Status Mot supported
© The physical NIC does not suppart DirectPath 1/0.
SR-I0V
Status Mot supported -
Back Next Cancel

10. Click Next.
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[ infra-esxi-host-01.versastack.local - Add Networking QN

+ 1 Selectconnection type Port properties
Specify VMkernel port settings.
" 2 Selecttargetdevice

+ 3 Create a Standard Switch VMkemel port sefings

4 Connection seftings

_ Network label: [VMkemel viOtion
4b IPvd setiings VLANID: 3173 ZI
5 Readyto complete IF settings: | IPva | M |
TCP/IP stack: [ Defautt B3

Available semvices

Enabled services: [3] viviotion
[] Provisioning
|:| Fault Talerance logging
[]Management
[]vSphere Replication
[] vSphere Replication NFC
] vsaN

Back Next Cancel

11. Within Port properties under Connection settings, set the Network label to be VMkernel vMotion, set the VLAN ID to
the value for <vMotion VLAN id>, and checkmark vMotion traffic under Available services. Click Next.
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[ infra-esxi-host-01.versastack.local - Add Networking QN

+ 1 Selectconnection type IPv4 settings

Specify Vidkerne! IPvd settings.
v 2 Selecttargetdevice
3 Create a Standard Switch () Obtain IPv4 settings automatically
4 Connection setlings ») Use static IPv4 setfings

v 4a Port properties IPv4 address: 10 . 20 173101

s Subnet mask 255 255 255 . (]

5 Readyto complete )
Y p Default gateway: [] Override default gateway for this adapter

DNS server addresses: 192.168.161.22

Back Next Cancel

12. Enter<vMotion IP Address> inthe filed for IPv4 address, and <vMotion Subnet Mask> forthe Subnet
mask. Click Next.
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[J infra-esxi-host-01.versastack.local - Add Networking () »
+ 1 Selectconnection type Ready to complete
Review your settings selections before finishing the wizard.
" 2 Selecttargetdevice
v 3 Create a Standard Switch New standard switch: vSwitch1
4 Connection setfings Assigned adapters: vmnic2, vmnic3

v B MNew port group: VMkernel vMOtion

VLAN ID: 373
W D FEETTEE TCPAP stack: Default
4 5 Readyio complete viotion: Enabled

Provisioning: Disahled

Fault Tolerance logging: Disabled

Management: Disabled

vSphere Replication: Dizabled

vSphere Replication NFC: Disahled

VSAN: Disabled

IPv4 settings

IPv4 address: 10.29.173.101 (static)
Subnet mask: 255.255.255.0
Back Finish Cancel

13. Confirm the values shown on the Ready to complete summary page and click Finish to create the vSwitch and VMker-

nel for vMotion.

14. Within the Configure tab for the host, under Networking -> Virtual switches, make sure that vSwitcha is selected, and
click on the pencil icon under the Virtual Switches title to edit the vSwitch properties to adjust the MTU for the vMotion

vSwitch.

[, Infra-gsxi-host-01.versastack.local
Gefting Started  Summary  Monitor

“

w Storage
Storage Adapters
Storage Devices
Datastores
Host Cache Configuration
Protocol Endpoints
VO Filters

~ Networking

[ vetalswiches |
VMkemel adapters
Physical adapters
TCPAP configuration
Advanced

w Virtual Machines
VM Startup/ Shutdown
Agent VM Settings
Swap file location

Default VM Compatibility

15. Enter 9000 in the Properties dialogue for the vSwitcha — Edit Settings pop-up that appears. Click OK to apply the

change.

B 2 b 2 B | {gactons -

Configure | F VMs D
Virtual swilches

2 MY/ X0
$ vSwitcno
§it iscsiBootvSwitch
£ vSwitch1

Edit settings

Standard switch: vwitch1 [VMkemel WWOBon)

7 X

Discovered lss.

s

Update Manager
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'@ VMkemal vMOtion

VLAN ID: 3173
v VMkemel Ports (1)
vmk2 : 10.28.173.101

o ¥ Physical Adapters
‘ q ¢ [l vminic2 20000 Ful [i ]l
[ vmnic3 20000 Ful [i]
o)
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&% vSwitch1 - Edit Settings

Number of ports: Elastic

Traffic shaping

Teaming and failover

SIETD MTU (Bytes): lsooo

| oK

] [ Cancel

16. Click the VMkernel adapters under Networking for the host, and with the VMkernel for vMotion (vmkz2) selected, click

the pencil icon to edit the VMkernel settings.

Getting Started  Summary  Monitor | Configure | Permissions VMs Datastores  Metworks Update Manager

' VMkemel adapters
~ Storage . .
8 @l /s X B
Storage Adapters
= ‘ 5 .p UE0EE Net Edit settings
orage Devices
vmki | @ TSTTEOOPG
Datastores vmk0 & Management Netw...
Host Cache Configuration vmk2 & VMkernel vMOtion
Protocol Endpoints
IfO Filters
+ Networking

Virtual switches

VMkemnel adapters
VMkemel network adapter: vimk2

[ TR S

Switch IP Address

$f iscsiBootvSwitch 10.29.161.153
3 vSwitchd 192.168.162.101
£% vSwitch1 10.29.173.101

TCP/IP Stack
Default
Default
Default

17. Click the NIC settings in the vmk2 — Edit Settings pop-up window that appears and enter gooo for the MTU value to use

for the VMkernel. Click OK to apply the change.
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vmk2 - Edit Settings ?)

Port properties MTU: | 9000 %l
IPv4 settings

IPvi settings

Analyze impact

[ ok |[ cancel |

18. Repeat steps 1-17 for each host being added to the cluster, changing the vMotion VMkernel IP to an appropriate unique
value for each host.

Configure iSCSI Adapters (iISCSI Deployment Only)

The base ESXi installation will set up one vmkernel adapter for the iSCSI boot, with a generated vSwitch named
iScsiBootvSwitch. vSwitch changes will be needed, as well as the creation of a second vmkernel adapter used for the B side
iSCSI boot. To make the vSwitch changes and create the vmkernel adapter, follow these steps for each host:

Adjust iSCSI A vSwitch MTU
To adjust iSCSI A vSwitch MTU, follow these steps:

1. Fromthe vSphere Web Client, select the installed iSCSI host, click the Configure tab, and select the Virtual switches
section from the Networking section on the left.

2. Selectthe iScsiBootvSwitch and click the pencil icon to open up Edit settings for the vSwitch.
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“ Virtual switches
- Storage DG E™/SXO
Storage Adapters . i ) [
Storage Devices P Edit settings B
Datastores 1 iScsiBoatvSwitch -~
Host Cache Configuration 7 vswent
Protocol Endpoints
VO Fitters Standard switch: iScsiBootvSwitch (iScsiBootPG)
- Metworking
o
VMkernel adapters _— T ) . - -
. 8 iScsiBootPG o ’_,7 ¥ Physical Adapters |
2 VLAN ID: — [ vmnicG 20000 Full [ ]
TCPAP configuration v VMkemel Ports (1) .
Advanced vmk1 : 10.29.161.153 e
+ Virtual Machines ' e
VM Startup/ Shutdown
Agent VM Settings
Swap file location L )

Default VM Compatibility
~ System
Licensing

3. Within the Properties section, change the MTU from 1500 to gooo and click OK to save the changes.

- -
/5\

£t iScsiBootvSwitch - Edit Settings o

Number of ports: Elastic
<=zl MTU (Bytes): | a000] 3:

Traffic shaping

Teaming and failover

[ OK ][ Cancel ]

4. Click the vmka entry within the 1 ScsiBootPG and select the pencil icon on the left to edit the settings of the vmker-
nel adapter.
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" Virtual swilches
~ Slorage -
Storage Adapters :2 @m2/x0
Storage Devices ﬂw_ vawich0 _
Datastores £ iScsiBootvSwitch =
Host Cache Configuration @ vEwitchl
Protocol Endpoints
VO Filters Standard switch: iScsiBootvSwitch (wnk1)
~ Networking
o
VMEernel adapters Edit settings lem—e_ = = S e
Physical adapters r
TCPAP configuration :ti-l:;:e‘l-ﬁ"ov ) |: E \ LDTs S o
Advanced (CvmkT02916175 @

w Virtual Machines
VM Startup/ Shutdown
Agent VM Settings
Swap Mile location
Default VM Compatibility
~ System
Licensing
Time Configuration

Authentication Services
5. Select NIC settings on the left side of the Edit Settings window and adjust the MTU from 1500 to go00.

ey

vimk1 - Edit Settings

Port properties MTU: |m
-
IPv4 settings

IPV6 settings

Analyze impact

[ OK H Cancel ]

6. Click the IPvy4 settings for vmka and change the IPv4 settings from the Cisco UCS Manager iSCSI-initiator-A assigned IP
to one thatis not in the IP block.
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vmk1 - Edit Settings

Port properties () No IPvd settings

NIC settings () Obtain IPv4 settings automatically

IPv4 setfings (&) Use static IPv4 settings

IPvi seftings IPv4 address: 10 . 29 161 . 11|

Analyze impact Subnet mask: 255 .255.255. 0
Default gateway: [] Override default gateway for this adapter
DNS server addresses: 192.168.161.22

OK ][ Cancel

7. Click OK to apply the changes to the vmkernel adapter.

Create iSCSI B vSwitch and vmkernel Adapter
To create the iSCSI B vSwitch and vmkernel adapter, follow these steps:

1. Click the Add host networking icon under Virtual switches.

Getling Started Summary Monitor | Configure | Permissions  VMs  Datastores MNetworks Update Manager

“" Virtual switches
« Storage
Qe EmE /S X0
Storage Adapters )
Swib Discovered Issues

Storage Devices " Add host networking

Datastores {1t iScsiBootvSwitch -
Host Cache Configuration E- vSwitchi -
Protocol Endpoints
IO Filters Standard switch: i ScsiBootvSwitch (vnk1)
« Networking
IS K

Virtual switches

2. Leave VMkernel Network Adapter selected and click Next.

3. Change the Select target device option to New standard switch and click Next.
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+ 1 Selectconnection type Selectiarget device

Select a target device for the new connection.

¥d 7 Selectiamget device

3 Create a Standard Switch () Select an existing standar
4 Connection seffings
4a Port properties
(») New standard switch
4b IPvd settings

5 Readyto complete

d switch

Browse...

| Back || Next | Finsn

4. Click the green plus icon under Assigned adapters and select vmnicy from the listed adapters in the resulting window.

Failover order group: [Mtive adapters | - ]

Metwork Adaplers:

All | Properties CDP LLDP

Adapter Cisco Systems
Inc Cisco VIC
Ethernet NIC

Name vmnic?

| Location PCI
0000:62:00.7

Driver nenic

Status
Status Connected E|

e,

oK || cancel |
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5. Click OK to add the vmnic to the vSwitch and click Next.
6. (Optional) Enter a relevant name for the Network label.

[ infra-esxi-host-01.versastack.local - Add Networking (Z) B

+ 1 Selectconnection type Port properties
Specify VWkernel port seftings.
" 2 Selecttargetdevice

v/ 3 Create a Standard Switch VWkemel port seffings

4 Connection settings

" . Network label: |VMkemnel-SCSI-B] |
4b IPv4 setlings VLANID: None 0) [~ |
5 Readyto complete I settings: | IPva | v |
TCPIIP stack: | Default B3k

Available senices

Enabled services: [] wiotion
] Provisioning
[] Fault Tolerance logging
[]Management
[]vSphere Replication
[] vSphere Replication NFC
[]vsan

Back Next Cancel

7. Click Next.

8. Change the option for IPv4 settings to Use static IPv4 settings and enter valid IP and subnet mask information that is
outside of the iSCST-initiator-B pool.
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[J infra-esxi-host-01.versastack.local - Add Networking 7l »

+ 1 Selectconnection type IPv4 setings

Specify VWkernel IPvd settings.
" 2 Selecttarget device

v 3 Create a Siandard Switch () Obtain IPv4 settings automatically

4 Connection settings (*) Use static IPv4 settings
¥ 4a Port properties |Pv4 addrass: 10 . 29 162 . 111
El P EITTR Subnet mask: 255 255 255 . 0
5 Readyto complete .
b ¥ Default gateway: [] Override default gateway for this adapter
DNS server addresses: 192 168.161.22
Back Next Cancel

9. Click Next and click Finish in the resulting Summary window.

Setup iSCSI Multipathing
To setup the iSCSI multipathing on the ESXi hosts, follow these steps:

1. From the vSphere Web Client, select the host and select the Configure tab within the host view.

2. Select Storage Adapters from within the Storage section and vmhba64 under the iSCSI Software Adapter listing.

3. Select the Targets tab under the Adapter Details.
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[} infra-esxi-nost.01.versastack.local | [ | B | 3 Actions v

Getting Started  Summary  Monitor | Configure | Permissions VMs Datastores Networks Update Manager

LY Storage Adapters

w Storage + % .Q. | [%_

Storage Adapters
Adapter Type Status Identifier

SRR Lewisburg SATA AHCI Controller

Datastores vmhba0 Block SCSI | Unknown
Host Cache Configuration iSCSI Software Adapter
Protocol Endpoints vmhbat4 iSCsI Online ign. 1992-08.com.ciscoucs-host:3
11O Filters
w Networking

Virtual switches
VMkernel adapters
Physical adapters
TCP/IP configuration
Advanced
« Virtual Machines
VM Startup/Shutdown
Agent VM Settings
Swap file location
Default VM Compatibility
w System
Licensing Adapter Defails

Time Configuration

o . Properties Devices Paths | Targets | Metwork Port Binding  Advanced Options
Authentication Services

Certificate [ Dynamic Discovery | Static Discovery ]

Power Management

Advanced System Settings
iISC5| server

System Resource Reservation
4. With Dynamic Discovery selected, click Add.

5. Enterthe first iSCSlinterface IP address for IBM FSg100 Node 1 storage from Table 10 and click OK.
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vmhbat4 - Add Send Target Server

o)

iISCSI Server: |11].25‘. 161.249

Paort:

Authentication Setiings

|Z| Inherit settings from parent

6. Click OK and repeat the previous step to add all IP addresses for all the FSg100 nodes.
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Storage Adapters

+ @ 58 K-

Adapter Typs Status |dentifier Targets Devices Paths
Lewisburg SATA AHCI Controller

B3 vmhba0 Block SCSI | Unknown 0 0 0

iSCSI Software Adapter
/0 [ vmhbat4 iSCsl Online ign.1992-08.com.cisco:ucs-host.3 1 4 4

Due to recent configuration changes, a rescan of this storage adapter is recommended.

Adapter Details

Properties Devices Paths | Targets | Metwork Port Binding  Advanced Options

[ Dynamic Discovery | Static Discovery ]

ISCS| server

10.29.161.249:3260
10.29.161.250:3260
10.29.162.249:3260
10.29.162.250:3260

7. Rescan the storage adapters with the third icon at the top of the page.

8. Click OK on the pop-up window.

Storage Adapters

+ B 58

Adapter Typ= Status |dentifier Targets
Lewisburg SATA AH Rescans the host's storage adapter to discover

vmhba0 newly added storage devices. 0
iSC S| Software Adapter

& vmhbat4 ISCsl Online iqn.1992-08_com.cisco:ucs-host.3 1

9. Observed Paths should now be four times what it previously was.
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Properties  Devices | Paths | Targets  Metwork Port Binding  Advanced Options

| Enable || Disable |

Runtime Name
vmhbaé4:C0:TO:LO
vmhbaé4:C0:TO:L1
vmhbaG4:COTOL2
vmhba64:CO:TOL3
vmhbat4:C1:T1:L0
vmhba4:C1:T1:L1
vmhbag4:C1:T1:L2
vmhba64:C1:T1:L3
vmhbat4:C1:TO:LO
vmhbag4:C1:TO:L1
vmhbat4:C1:TO:L2
vmhba64:C1:TO:L3

Target LUN Status
ign.1986-03.com.ibm:2145.versa... 0 @ Active (I10)
ign.1986-03.com.ibm:2145.versa... 1 @ Active (IF1O)
ign.1986-03.com.ibm:2145.versa... 2 @ Active
ign.1986-03.com.ibm:2145.versa... 3 @ Active (I5O)
ign.1986-03.com.ibm:2145.versa... 0 @ Active
ign.1986-03.com.ibm:2145.versa... 1 @ Aclive
ign.1986-03.com.ibm:2145. versa... 2 @ Active (I/10)
ign.1986-03.com.ibm:2145.versa... 3 @ Active
ign.1986-03.com.ibm:2145. versa... 0 @ Active (I510)
ign.1986-03.com.ibm:2145 versa. . 1 @ Active (5O)
ign.1986-03.com.ibm:2145 versa. . 2 @ Active
ign.1986-03.com.ibm:2145 versa. .. 3 @ Active (51O)

Create a VMware vDS for Application and Production Networks

Production networks will be configured on a VMware vDS to allow additional configuration, as well as consistency between
hosts. To configure the VMware vDS, click the right-most icon within the Navigation window, and follow these steps:

1. Right-click the Datacenter (VersaStack DC inthe example screenshot below), select from the drop-down list Dis-
tributed Switch > New Distributed Switch.

-

Navigator

) § | [lgVersastack DC | I %J 89 2 B | {ghActions

(]

'Geﬂing Started | Summary Monitor Configure Permissions Hosts & Clusters  WMs  Datastores b

| |8 8

Q

w [ veenter versastack local
g VersaStack_DC

b [la¥S_DC

Whatis a Datacenter?

Adatacenter is the primary container of

[ Actions - VersaStack_DC s such as hosts and virtual

Migrate VMs to Another Network...

Move To...
Rename...
Tags & Custom Aftributes

Add Permission...
Alarms

Delete

Update Manager

T AddHost.. Nentony obrects. Typicaly. you
%P New Cluster... ers,and clusterstoa Virtual Machines
New Folder » Cluster;:"“' = -«
&, New Distribuled Switch__ s i
New Virtual Machine » | P Import Distributed Switch... k\ Y, e
I El e vApp from Library... unisinthir terpris e 3 % Host ™
#@ Deploy OVF Template... ~— ¢ |
‘\-..\_\ //
Storage » = x“\.__ _— -
Edit Default VM Compatibility... {\| Datacenter

vCenter Server

vSphere Client

b st
i cluster
| new virtual machine
itastore

All vRealize Orchestrator plugin Actions »

]
s Creae distributed switch
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2. Provide arelevant name for the Name field and click Next.

&= New Distributed Switch (7 »

1 Name and location Mame and locafion

Specify distributed switch name and location.
2 Selectversion

3 Edit seffings Mame: IApp-DSwilcﬂ I
4 Readyto complete

Location: [z VersaStack_DC

Next Cancel

3. Leave the version selected as Distributed switch: 6.6.0 and click Next.
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= Wew Distributed Switch 2N
+ 1 Name and location Selectversion
Specify a distributed switch version.
J Edit setfings (=) Distributed switch: 6.5.0

, This version is compatible with VIMware ESXi version 6.6 and later. The following new features are
4 Readyto complete : ) )
available: MAC Learning.
() Distributed switch: 6.5.0
This version is compatible with VMware ESXi version 6.5 and later. The following new features are
available: Port Mirroring Enhancements.
() Distributed switch: §.0.0
This version is compatible with VMware ESXi version 6.0 and later. The following new features are
available: Network I/O Control version 3, and IGMP/MLD snooping.

Back Next Cancel

4.

Change the Number of uplinks from 4 to 2. If VMware Network I/O Control is to be used for Quality of Service, Leave
Network I/O Control Enabled. Otherwise, Disable Network I/O Control. Enter VM-Net-3174 for the name of the default
Port group to be created. Click Next.
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&= New Distributed Switch o

+ 1 Name and location Edit seftings
Specify number of uplink ports, resource allocation and default port group.
v 2 Selectversion

3 Edit setfings

Number of uplinks: 2 %‘
4 Readyto complete —

Network /O Control. | Enabled | ~ |

Default port group: [+ Create a default port group

Port group name: IVM—Net—31T4 I

Back Next Cancel

5. Review the summary in the Ready to complete page and click Finish to create the vDS.
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&= New Distributed Switch 6

M

+ 1 Name and location

Ready to complete
Review your settings selections before finishing the wizard.

" 2 Selectversion

v 3 Editsettings Mame: App-DSwitch
Number of uplinks: 2
Network I/ Control: Enabled
Default port group: VM-Net-3174

Suggested next actions
Mew Distributed Port Group
[Z> Add and Manage Hosts

@ These actions will be available in the Actions menu of the new distributed switch.

Back Finish Cancel

10.

Right-click the newly created App-DSwitch vDS by selecting the Networking sub-tab of Hosts and Clusters of the
Navigator window, and select Settings > Edit Settings...

Click the Advanced option for the Edit Settings window and change the MTU from 1500 to 9o000.
Click OK to save the changes.
Right-click the VM-Net~-3174 Distributed Port Group, and select Edit Settings...

Click VLAN, changing VLAN type from None to VLAN, and enter in the appropriate VLAN number for the first applica-
tion network.
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& VM-Net- 174 - Edit Settings (7}

General VLAN type: WVLAN |-
Advanced VLAN ID: 374 B

Security

Tramc shaping

Teaming and Bilover
Monitoring

Trafc Miering and marking

Miscellaneous

oK Cancel )y

& The application Distributed Port Groups will not need to adjust their NIC Teaming as they will be Active/Active
within the two vNICs uplinks associated to the App-DSwitch, using the default VMware Route based on originating
virtual port load balancing algorithm.

11. Click OK to save the changes.

12. Right-Click the App-DSwitch, selecting Distributed Port Group > New Distributed Port Group... for any additional
application networks to be created, setting the appropriate VLAN for each new Distributed Port Group.

Add the ESXi Hosts to the vDS
With the vDS and the distributed port groups created within the vDS in place, the ESXi hosts will be added to the vDS.

To add the ESXi Hosts to the vDS, follow these steps:

1. Within the Networking sub-tab of Hosts and Clusters of the Navigator window, right-click the vDS and select Add and
Manage Hosts...
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Navigator X

@ App-DSwitch | w &2 |@_}\[ﬁun5v

e
]

8 e |

w [5) veenter.versastack local
w [lg VersaStack_DC
€3 VM Network

Actions - App-DS3witch
Distributed Port Group
fg Add and Manage Hosis..

&2 Migrate VMs to Another Network...
Upgrade b
Settings »
Move To...

Rename....

Tags & Custom Attributes 3

Alarms »
3 Delete

2. Leave Add hosts selected and click Next.

Getting Started | Summary Monitor Configure  Permissions Ports Hosts  VMs  Networ

Whatis a Distributed Switch?

Adistributed switch acts as a single virtual
switch across all associated hosts. This
allows virtual machines to maintain
consistent network configuration as they
migrate across hosts.

vEphere
Distributed

Distributed virtual netwarking configuration
Switch

consists ofthree pars. The first part takes
place atthe datacenter level, where
distributed switches are created, and hosts
and distributed port groups are added to
distributed switches. The second part takes
place atthe host level, where host ports and
networking senices are associated with
distributed switches either through individual
host networking configuration or using host
profiles. The third part takes place atthe
virtual machine level, where virtual machine
MNICs are connected to distributed port groups
either through individual virtual machine NIC
configuration or by migrating virtual machine
networking from the distributed switch itself.

Basic Tasks Explore Further
[ Add and manage hosts Leam more about distributed
&a Manage this distributed switch switches
Create a new port group Leam how to set up a network with
2 distributed switch
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[> Add and Manage Hosts

1 Selectiask Selecttask
Select a task to perform on this distributed switch.

Select hosts

[F I %]

Select network adapter tasks (=) Add hosts

e e Add new hosts to this distributed swiich.

4 ;
adapters () Manage host networking
5 Manage VMkemel network Manage networking of hosts attached to this distributed switch.
adapters ;
; () Remove hosts
& Analyre impact Remove hosts from this distributed switch.
7 Ready to complete

() Add hostand manage host networking (advanced)
Add new hosts and manage networking of hosts already attached to this distributed switch. Use
this option to unify the network configuration of new and existing hosts.

3. Click the green + icon next to New hosts...
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c)

[> Add and Manage Hosts

v 1 Selecttask Select hosts

Select hosts to add to this distributed switch.
2 Selecthosts

3 Select network adapter tasks o New hosts

Manage physical network
adapters

Manage VMkemel network
adapters

Host Host Status

This list is empty.

6 Analyze impact

7 Ready to complete

Configure identical network settings on multiple hosts (template mode). (]

Back Next Cancel

4. Inthe Select new hosts pop-up that appears, select the hosts to be added, and click OK to begin joining them to the
vDS.
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(q Filter

© ncompatible Hosts

Host
™ @ infra-esxi-host-01.versastack... = Connected

¥ [ infra-esxi-host-02 versastack... = Connected

Host State Cluster
[J VersaStack_Cluster

[J versastack_Cluster

5. Click Next.

6. Atthe bottom of the dialog box, select Configure identical networking settings on multiple hosts and click Next.
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[> Add and Manage Hosts (7)
+ 1 Selecttask Select hosts
Select hosts to add to this distributed switch.
2 Selecthosts
3 Selecttemplate host o New hosts
4 Select network adapter tasks - P
Manage physical network g (New) infra-esxi-host-01.versastack local Connected
adapters (template mode) ) )
Manage VMkemel network ‘@ (Mew) infra-esxi-host-02 versastack local Connected
adapters (template mode)
7 Analyze impact
2 Ready to complete
[w] Configure identical network settings on multiple hosts (template mode). (i ]
Back Next Cancel

7. Select a host to use as a template and click Next.
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[> Add and Manage Hosts (7)
' 1 Selectask Select template host
Select a template hostto apply its netwark configuration on this switch to the other hosts.
v/ 2 Selecthosts
3 Selecttemplaie host
4 Select network adapter asks Host 1 a Physical Adapters - On This Switch / All Wiikernel Adapters - On This Switch 7 All
TS PTTERE | THET (+) f] infra-esxi-nost-01.versa.. 08 014
adapters (template mode) . . ;
T T TR (U fg infra-esxi-host-02 versast_.  0/8 0r4
adapters (template mode)
7 Analyze impact
2 Ready to complete
Services (infra-esxi-host-01.versastack.local) .
Fault Tolerance logging: -
Management: wvmk0
Provisioning: -
vSphere Replication: -
vSphere Replication MFC: -
wrhdntinn- umlsD T
Back Next Cancel

8. Unselect Manage VMkernel adapters (template mode) if it is selected and click Next.
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[> Add and Manage Hosts (7)
+ 1 Selectlask Select network adapter tasks
Select the network adapter tasks to perform.
" 2 Selecthosts
v 3 Selecttemplate host [/] Manage physical adapters (template mode)
4 Select network adapter tasks Add physical network adapters to the distributed switch, assign them to uplinks, or remove existing
ones.
Manage physical network
adapters (template mode) [] Manage VWkemel adapters (template mode)
& Analyze impact Add VMkernel network adapters to this distributed switch, migrate them from other switches,
assign them to distributed port groups, configure their settings, or remove existing ones.
7 Ready to complete
[] Migrate virtual machine networking
Migrate WM network adapters by assigning them to distributed port groups on the distributed
switch.
Sample distributed switch
VMkernel port group Uplink port group Mdanelge physical
¥ VMkernel poris — ¥ Uplink ataplers
B vimk O ~—d [E vmnic
VM port group
w Virtual Machines
& vm o
Back Next Cancel

9. Foreach vmnic (vmnic4 and vmnics) to be assigned from the Host/Physical Network Adapters column, select the vmnic
and click the Assign uplink.
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| [> Add and Manage Hosts

v 1 Selectiask Manage physical network adapters (template mode)
Add or remove physical networl adapters to this distributed switch.
" 2 Selecthosts
v 3 Selecttemplate host ) Configure or review physical network adapter assignments for the template host in this switch.
" 4 Selectnetwork adapter tasks B Assign uplink @ View setings
5 Manage physical network —— :
adapters (emplate mode) HosUPhysic pccign the selected physical network adapter Uplink
6 Analyze impact to an uplink on this switch. -
ic1 Switch0 -
7 Readyto complete vmnie awie
vmnic2 vSwitch -
vmnic3 vSwitch -
vmnic4 = =
vmnics - -

© Apply the physical network adapter assignments on this switch for the template host to all hosts.

', Applyto all W™ Resetall
HostiPhysical Network Adapters 14 InUse by Switch Ulpiirkc
- ‘@ infra-esxi-host-02.versastack local
On this switch
- On other switches/unclaimed

vmnicQ vSwitchQ =
vmnic1 vSwitchQ -
vmnic2 vSwitch =

Back Next

10. Assign the first to Uplink 1 and assign the second to Uplink 2.
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Uplink 2

(Auto-assign)

11. Repeat steps 1-10 until all vmnics have been assigned.
12. Click Next.

13. Click Apply to all to create the same configuration on the other host.
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[> Add and Manage Hosts (7)
' 1 Selectiask Manage physical network adapters (template mode)
Add or remove physical networl adapters to this distributed switch.
v 2 Selecthosts
v 3 Selecttemplate host @) Configure or review physical network adapter assignments for the template host in this switch.
WL SHRETALITEI TS S Assign uplink 2™ Reset changes @ View settings
5 Manage physical network - ) ) )
adapters (iemplate mode) HostiPhysical Network Adapters 14 InUse by Switch Uplink Uplink Port Group
& Analyze impact vmnic0 vSwitchQ - - -
vmnici v3witch0 - -
7 Readyto complete
vmnic2 vSwitch1 - -
vmnic3 vSwitch - -
vmnice iScsiBootvSwitch - -
vmnic? vSwitch2 - -
0 Apply the physical network adapter assignments on this switch for the template host to all hosis.
l. Applyto all @™ Resetall
Host/Physical Net  * = * o T Uplink Uplink Port Group
. Apply to all hosts the configuration of physical
- g infra-es! papyork adapters on the template host for
On this this switch.
« On other switches/unclaimed
vmnicO vSwitchQ - -
vmnic1 vSwitchQ - -
vmnic2 vSwitch1 - -
Back Next F Cancel

14. Verify the configuration has been applied to the second host and Click Next.
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[[Z> Add and Manage Hosts (7)
V' 1 Selectiask Manage physical network adapters (template mode)
Add or remove physical network adapters to this distributed switch.
v 2 Selecthosts
v 3 Selectiemplate host @) Configure or review physical network adapter assignments for the template host in this switch.
W4 SHRETECTTE TR Assign uplink @™ Resetchanges ﬁ View seftings
5 Manage physical network - ) ) )
adapters (lemplate mode) HostiPhysical Metwork Adapters 14 InUse by Switch Uplink Uplink Port Group
& Analyze impact vmnic0 vSwitchQ - - -
vmnici vSwitch0 - -
T Readyto complete
vmnic2 vSwitch1 - -
vmnic3 vSwitch1 - -
vmnicé iScsiBootvSwitch - -
vmnic? vSwitch2 - -
0 Apply the physical netweork adapter assignments on this switch for the template host to all hosts.
‘ Applyto all @™ Resetall
HostiPhysical Metwork Adapters 1 4 InmUse by Switch Uplink Uplink Port Group
- ‘@ infra-esxi-host-02.versastack.local -
~ On this switch
vmnic4 (Assigned) - Uplink 1 App-DSwitch-DVUplink_...
vmnic5 (Assigned) - Uplink 2 App-DSwitch-DVUplink_..
~ 0On other switches/unclaimed
vmnicO vSwitch0 - -
Back Next Finish Cancel

15. Proceed past the Analyze impact screen if no issues appear.

278



VMware vSphere Setup for Cisco UCS Host Environment

[ Add and Manage Hosts (?)
v 1 Selecttask Analyze impact
Review the impact this configuration change might have on some network dependent semvices.
+ 2 Selecthosts
+ 3 Selecttemplate host Overall impact status: @ MNo impact
v/ 4 Selectnetwork adapter tasks Host ! Impact Analysis per Service 1 a Status
+ 5 Manage physical network ~ [ infra-esxi-host-01.versastack local

adapters (template mode)

= iISCSI & Noimpact
6 Analyze impact

- @ infra-esxi-host-02 versastack_local
0 e e isCS @ No impact

No items selected

Back Next Cancel

16. Review the Ready to complete summary and click Finish to add the hosts to the vDS.
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[ Add and Manage Hosts

Y

1 Selectfask
2 Selecthosts
3 Selecttemplate host

4 Select network adaptertasks

Manage physical network
adapters (emplate mode)

6 Analyze impact

"4l 7 Readyto complete

L O O T O S

Readyto complete
Review your settings selections before finishing the wizard.

Number of managed hosts
Hosts to add: 2

Number of network adapters for update
Physical network adapters: 4
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VersaStack Configuration Backups

Cisco UCS Backup

Automated backup of the Cisco UCS domain is important for recovery of the Cisco UCS Domain from issues ranging from
catastrophic failure to human error. There is a native backup solution within Cisco UCS that allows local or remote backup
using FTP/TFTP/SCP/SFTP as options and is detailed below.

Backups created can be a binary file containing the Full State, which can be used for a restore to the original or a
replacement pair of fabric interconnects. Alternately this XML configuration file consisting of All configurations, just
System configurations, or just Logical configurations of the Cisco UCS Domain. For scheduled backups, options will be Full
State or All Configuration, backup of just the System or Logical configurations can be manually initiated.

To schedule the backup, follow these steps within the Cisco UCS Manager GUI:

1. Select Admin within the Navigation pane and select All.
2. Click the Policy Backup & Export tab within All.
3. ForaFull State Backup, All Configuration Backup, or both, specify the following:

a. Hostname : <IP or FQDN of host that will receive the backup>

b. Protocol: [FTP/TFTP/SCP/SFTP]

c. User: <account on host to authenticate>

d. Password: <password for account on host>

e. Remote File: <full path and filename prefix for backup file>

f.  Admin State: <select Enable to activate the schedule on save, Disable to disable schedule on save>

g. Schedule: [Daily/Weekly/Bi Weekly]
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General Folicy Backup & Export

Full State Backup Policy

Hostname @ | 192.168.160.99

Protocol 2 |(OFTP () TFTP (81 SCP (1 SFTP
User . root

Password @ sessssss

Remote File @ jvarfwww/htmlfvs/configs/ucs/6454 full

Admin State :

i Disable (s Enable

Schedule

(i Daily ) Weekly () Bi Weekly

Max Files : 0

Description :  Database Backup Policy

All Configuration Backup Policy

Hostname @ 192.168.160.99

Pratocaol : |(JFTP () TFTP (s)SCP (I SFTP
User © root

Password ssssses

Remote File : | jvarfwww/htmlfvs/configs/ucs/6454.config

Admin State :

i Disable (s)Enable

Schedule i Dally ) Weekly (») Bi Weekly

Max Files : 0

Description :  Configuration Export Policy

Backup/Export Config Reminder

Admin State : |(e) Disable () Enable

4. Click Save Changes to create the Policy.
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Cisco Nexus and MDS Backups

The configuration of the Cisco Nexus 9ooo and MDS gooo switches can be backed up manually at any time with the copy
command, but automated backups can be put in place with the NX-OS feature scheduler. An example of setting up
automated configuration backups of one of the VersaStack 9336C-FX2 switches is shown below:

AA10-9336-FX2-A# conf t

Enter configuration commands, one per line. End with CNTL/Z.
AA10-9336-FX2-A(config)# feature scheduler
AA10-9336-FX2-A(config)# scheduler logfile size 1024
AA10-9336-FX2-A(config)# scheduler job name backup-cfg
AA10-9336-FX2-A(config-job)# copy running-config tftp://192.168.160.242/9336/$ (SWITCHNAMW) —
cfg.$ (TIMESTAMP) vrf management
AA10-9336-FX2-A(config-job) # exit

AA10-9336-FX2-A(config)# scheduler schedule name daily
AA10-9336-FX2-A(config-schedule)# job name backup-cfg
AA10-9336-FX2-A(config-schedule)# time daily 2:00

AA10-9336-FX2-A(config-schedule)# end

Show the job that has been setup:

AA10-9336-FX2-A# show scheduler job

Job Name: backup-cfg

copy running-config tftp://192.168.160.242/9336/$ (SWITCHNAMW) -cfg.$ (TIMESTAMP) vrf management

AA10-9336-FX2-A# show scheduler schedule

Schedule Name : daily
User Name : admin
Schedule Type : Run every day at 2 Hrs 0 Mins

Last Execution Time : Yet to be executed

backup-cfg -NA-

285



Appendix

For detailed information about the scheduler, go to:
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7 -

x/system_management/configuration/guide/b _Cisco Nexus 9000 Series NX-

OS_System Management_Configuration _Guide 7x/b_Cisco_Nexus 9000 Series NX-

OS_System Management Configuration Guide 7x_chapter 01010.html

VMware VCSA Backup

Basic backup of the vCenter Server Appliance is also available within the native capabilities of the VCSA, though within the
default solution this is manually initiated for each backup operation. To create a backup, follow these steps:

1. Connectto the VCSA Console at https://<VCSA IP>:5480
2. Click Backup In the left side menu.
Summae (Z) Before tzking 2 Dackup, 3 BackUD SErver MUt 02 £0T up and canfigured such that the apolance has access to it The Protocs's supported for backun are FTRS, HTTRS, SCP, FTF, NFS, SME and HTTR,
Manitor
Backup Schedule
Access St
Metworking
Activity | =sackur now
Firewal
Services
Uplate
Administratie e
Syskag
Backup
3. Click Configure to open up the Backup Appliance Dialogue.
4. Fillin all the fields based on your requirement.
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Appendix

Create Backup Schedule

A
WL

Backup location

Backup server credentials

Schedule (1)

g

Encrypt backup (optional)}

Number of backups to retain

Data

sCp:/192.168.160.242:22 /versastack/vmware

User name

Password

Daily d n 59
Encryption Password
Confirm Password

© Retain all backups

() Retain last

Stats, Events, and Tasks

root

sesannae

P.M. Etc/UTC

sesunnas

sesasnas

backups

616 MB

54 MB

CANCEL CREATE

5.

Review and click CREATE to create the backup schedule.
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