
              

                                                                                                                                                                                             
                                                                                                                                                                                                                                                                                                                                        

 

 

 

VersaStack Solutions with Red Hat OpenShift 

Container Platform 4.3 and IBM FlashSystem 

Family 

Design and Deployment Guide for VersaStack User Provi-

sioned Infrastructure for Red Hat OpenShift Container Plat-

form with Cisco UCS, Cisco ACI, IBM FlashSystem Family, 

and VMware vSphere 6.7U3 

Published: June 2020 

 
In partnership with: 

 



 

 

 

2 
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Executive Summary 

To help organizations with their digital transformation and to enhance their cloud-native and application 

modernization practices, Cisco and IBM have partnered to produce this Cisco Validated Design (CVD) for the 

VersaStack™ user provisioned infrastructure for Red Hat OpenShift Container Platform solution, featuring the IBM 

FlashSystem family. 

VersaStack™ Solutions bring together a comprehensive set of converged infrastructure and software-defined 

technologies from IBM and Cisco designed for quick deployment and rapid time to value. The solution includes 

Cisco UCS integrated infrastructure together with IBM’s simplified, distributed storage portfolio to deliver 

extraordinary levels of agility and efficiency. Combining Red Hat OpenShift with VersaStack™ helps achieve the 

speed, flexibility, security and scale required for application modernization and digital transformation initiatives. It 

also improves efficiency, and delivers better data protection, lower risk, and the flexibility to scale this highly 

available enterprise-grade infrastructure stack to accommodate new business requirements and other changes 

over time. For many organizations, this means adopting micro-services and DevOps practices and moving away 

from monolithic application development practices as a first step in creating more business value from their 

applications.   

This CVD supports all products in the IBM FlashSystem family, delivering both hybrid and all-flash options, and 

running on IBM Spectrum Virtualize software – a common data management software layer enabling hybrid and 

multi-cloud deployments. The FlashSystem family products are all NVMe-enabled, with performance and 

scalability that spans entry enterprise/midrange enterprise to high-end enterprise level clients.   

IBM FlashSystem storage is enabled for Red Hat® OpenShift® Container Platform deployments through CSI Plug-

Ins. Error! Reference source not found. Red Hat® OpenShift®, an enterprise-ready Kubernetes container platform 

with full-stack automated operations to manage hybrid cloud and multi-cloud deployments, is optimized to 

improve developer productivity and promote innovation. Red Hat OpenShift includes everything needed for hybrid 

cloud, enterprise container and Kubernetes development and deployments. It includes an enterprise-grade Linux® 

operating system, container runtime, networking, monitoring, container registry, authentication, and authorization 

solutions. 

This document provides a reference architecture that includes design and deployment guidance, best practices, 

and other recommendations. With this guide, one can simplify the digital transformation and address many of the 

associated challenges, including cost and risk reduction, scalability, operational flexibility, and security. 
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Business Challenges 

Businesses are increasingly expecting technology to be a centerpiece of every new change. Traditional 

approaches to leverage technology are too slow in delivering innovation at the pace at which business 

ecosystems are changing. 

Furthermore, there is a rapid industry transition underway. With most organizations now using a mix of cloud 

models and more than one public cloud provider, and billions of US dollars expected to be spent in 2020 on 

hybrid multi-cloud infrastructure, hybrid multi-cloud is the new normal - and it is impacting strategic storage and 

infrastructure choices. 

In order to keep up with new technologies or stay one step ahead, enterprises will have to overcome key 

challenges to accelerate product development, add value and compete better at lower cost. 

To succeed, organizations must adopt new technologies, such as the cloud, by updating existing IT infrastructure 

to accommodate new requirements, including those related to, hybrid cloud and multi-cloud environments, 

security and data privacy. They must implement new processes and methodologies such as DevOps and micro-

services, and they need to address gaps in their current available skill sets.  

One observation that is worth unpacking is that the speed of Hybrid Multi-cloud adoption is being driven by the 

idea that developers can build once and deploy anywhere, freeing them to innovate with speed and agility. Open 

innovations like Linux and Java were aimed at this goal and each spawned entire industries. VMware made it 

possible to move virtual machines from one x86 platform to another. Today, however, we've reached an apex with 

container technology such as Red Hat OpenShift Container Platform.  

The need to move fast along the digital transformation path leaves organizations with very little room for errors 

when making decisions about their infrastructure and its related services. The speed of transformation further 

increases the exposure to risks associated with any changes. 

Even though cloud-based services can accelerate the digital transformation that customers are seeking, using 

public cloud-based services exclusively can be difficult, and a complete transition might take a significant amount 

of time. In some cases, it is simply not possible because of regulations or other constraints related to data 

sensitivity, privacy, and security.  

Solution 
The VersaStack™ user provisioned infrastructure for Red Hat OpenShift platform solution, featuring IBM 

FlashSystem addresses many of these challenges because it allows organizations to move faster with less risk. 

This solution provides more flexibility and options for managing, operating, and scaling IT infrastructures along the 

digital transformation journey, while operating in a predictable and economical cost structure. 
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Another key aspect of the solution is minimizing risks by providing more flexibility. VersaStack is a highly flexible 

and scalable CI platform that is based on a unified architecture. With VersaStack, you can start small and grow as 

your business needs grow.  





https://www.cisco.com/c/en/us/solutions/data-center-virtualization/versastack-solution-cisco-ibm/index.html
https://www.cisco.com/c/en/us/solutions/data-center-virtualization/versastack-solution-cisco-ibm/index.html
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 VersaStack UPI for OpenShift Container Platform  Figure 2

 

Solution Benefits 
Successful digital transformation requires solution that provides software, processes, and systems together in a 

digital-ready infrastructure that is simple, intelligent, automated, and highly secure.  

VersaStack combined with the OCP platform provides faster deployment, higher efficiency, a highly scalable and 

flexible stack, and less risk. These intrinsic capabilities improve developer productivity, reduce build times, and 

optimize storage with advanced data management capabilities. The solution helps VersaStack customers to 

modernize existing applications, develop new cloud-native solutions, and leverage cloud-based services. 

OpenShift Container Platform helps customers accelerate their digital transformation because it contains all the 

required tools needed out-of-the-box for consuming on-premises, cloud-based services.  

IBM FlashSystem storage, built with IBM Spectrum Virtualize software, is targeted for hybrid multi-cloud solutions 

and enterprise deployments. Storage Class Memory (SCM) and IBM FlashCore technology bring the performance 

needed for demanding workloads and AI-driven Easy Tier ensures data is effortlessly positioned on the right 

storage tier for the right workload. 

IBM FlashCore Modules bring unprecedented levels of efficiency with as much as 4PB of data in only 2 rack units. 

3-site replication, including replication to the cloud, and improved scalability and data reduction in the cloud 

transform hybrid multi-cloud deployments and lower critical costs. 
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 Hosting Enterprise Applications on VersaStack for OCP  Figure 4

 

Additional workloads and applications beyond OCP can be hosted on the VersaStack CI platform. This deployment 

model can also accommodate IBM enterprise applications that can run on a VM as part of the vSphere 

environment or in a bare metal fashion directly on the Cisco UCS servers if they are not containerized. The 

flexibility of the platform to scale improves ROI and other aspects of productivity and, in addition, offers customers 

more confidence that the platform supports their changing needs over time. 

Regarding application modernization, each customer develops their own plan for transforming monolithic 

applications to a cloud-native topology and the process can be very complex. Therefore, a reliable, flexible, and 

scalable platform at the infrastructure level that complements the value proposition of the OCP software platform 

can have tremendous value.  







https://www.intersight.com/help/getting_started#cisco_intersight_overview
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Cisco UCS Fabric Interconnects  
The Cisco UCS Fabric Interconnects (FIs) provide a single point for connectivity and management for the entire 

Cisco Unified Computing System. Typically deployed as an active-active pair, the system’s fabric interconnects 

integrate all components into a single, highly available management domain controlled by the Cisco UCS Manager. 

Cisco UCS FIs provide a single unified fabric for the system that supports LAN, SAN and management traffic using 

a single set of cables. 

The 4th generation (6454) Fabric Interconnect (Figure 7) leveraged in this VersaStack design provides both 

network connectivity and management capabilities for the Cisco UCS system. The Cisco UCS 6454 offers line-

rate, low-latency, lossless 10/25/40/100 Gigabit Ethernet, Fibre Channel over Ethernet (FCoE), and 32 Gigabit 

Fibre Channel functions. 

 Cisco UCS 6454 Fabric Interconnect  Figure 7

 

Cisco UCS 5108 Blade Server Chassis  
The Cisco UCS 5108 Blade Server Chassis (Figure 8) delivers a scalable and flexible blade server architecture. 

The Cisco UCS blade server chassis uses an innovative unified fabric with fabric-extender technology to lower 

total cost of ownership by reducing the number of network interface cards (NICs), host bus adapters (HBAs), 

switches, and cables that need to be managed. Cisco UCS 5108 is a 6-RU chassis that can house up to 8 half-

width or 4 full-width Cisco UCS B-Series Blade Servers. A passive mid-plane provides up to 80Gbps of I/O 

bandwidth per server slot and up to 160Gbps for two slots (full-width). The rear of the chassis contains two I/O 

bays to house Cisco UCS Fabric Extenders for enabling uplink connectivity to the pair of FIs for both redundancy 

and bandwidth aggregation. 

 Cisco UCS 5108 Blade Server Chassis  Figure 8

 

 

Cisco UCS 2408 Fabric Extender  
The Cisco UCS 2408 Fabric Extender has eight 25-Gigabit Ethernet, FCoE-capable, Small Form-Factor Pluggable 

(SFP28) ports that connect the blade chassis to the fabric interconnect. Each Cisco UCS 2408 provide 10-Gigabit 

Ethernet ports connected through the midplane to each half-width slot in the chassis, giving it a total 32 10G 

interfaces to Cisco UCS blades. Typically configured in pairs for redundancy, two fabric extenders provide up to 

400 Gbps of I/O from FI 6454's to 5108 chassis. 
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 Cisco UCS 2408 Fabri c Extender  Figure 9

 

Cisco UCS B- Series Blade Servers 
Cisco UCS B-Series Blade Servers are based on Intel Xeon processors; they work with virtualized and non-

virtualized applications to increase performance, energy efficiency, flexibility, and administrator productivity.  The 

latest Cisco UCS M5 B-Series blade server models come in two form factors; the half-width Cisco UCS B200 

Blade Server and the full-width Cisco UCS B480 Blade Server.  Cisco UCS M5 server uses the latest Intel Xeon 

Scalable processors with up to 28 cores per processor. The Cisco UCS B200 M5 blade server supports 2 

sockets, 3TB of RAM (using 24 x128GB DIMMs), 2 drives (SSD, HDD or NVMe), 2 GPUs and 80Gbps of total I/O 

to each server. The Cisco UCS B480 blade is a 4-socket system offering 6TB of memory, 4 drives, 4 GPUs and 

160 Gb aggregate I/O bandwidth.  

The Cisco UCS B200 M5 Blade Server (Figure 10) has been used in this VersaStack architecture. 

 Cisco UCS B200 M5 Blade Server  Figure 10

 

Each supports the Cisco UCS VIC 1400 series adapters to provide connectivity to the unified fabric. 

For more information about Cisco UCS B-series servers, 

see: https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-b-series-blade-

servers/datasheet-c78-739296.html 

Cisco UCS C- Series Rack Servers 
Cisco UCS C-Series Rack Servers deliver unified computing in an industry-standard form factor to reduce TCO 

and increase agility. Each server addresses varying workload challenges through a balance of processing, 

memory, I/O, and internal storage resources.  The most recent M5 based Cisco UCS C-Series rack mount 

models come in three main models; the Cisco UCS C220 1RU, the Cisco UCS C240 2RU, and the Cisco UCS 

C480 4RU chassis, with options within these models to allow for differing local drive types and GPUs. 

The enterprise-class Cisco UCS C220 M5 Rack Server (Figure 11) has been leveraged in this VersaStack design. 

 Cisco UCS C220 M5 LFF Server  Figure 11

 

For more information about Cisco UCS C-series servers, see: 

https://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-c-series-rack-servers/datasheet-

listing.html 

https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-b-series-blade-servers/datasheet-c78-739296.html
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-b-series-blade-servers/datasheet-c78-739296.html
https://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-c-series-rack-servers/datasheet-listing.html
https://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-c-series-rack-servers/datasheet-listing.html
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Cisco UCS Virtual Interface Card 1400  
The Cisco UCS Virtual Interface Card (VIC) 1400 Series provides complete programmability of the Cisco UCS I/O 

infrastructure by presenting virtual NICs (vNICs) as well as virtual HBAs (vHBAs) from the same adapter according 

to the provisioning specifications within UCSM. 

The Cisco UCS VIC 1440 is a dual-port 40-Gbps or dual 4x 10-Gbps Ethernet/FCoE capable modular LAN On 

Motherboard (mLOM) adapter designed exclusively for the M5 generation of Cisco UCS B-Series Blade Servers. 

When used in combination with an optional port expander, the Cisco UCS VIC 1440 capabilities are enabled for 

two ports of 40-Gbps Ethernet. In this CVD, Cisco UCS B200 M5 blade servers were equipped with Cisco VIC 

1440. 

The Cisco UCS VIC 1457 is a quad-port Small Form-Factor Pluggable (SFP28) mLOM card designed for the M5 

generation of Cisco UCS C-Series Rack Servers. The card supports 10/25-Gbps Ethernet or FCoE. The card can 

present PCIe standards-compliant interfaces to the host, and these can be dynamically configured as either NICs 

or HBAs. In this CVD, Cisco VIC 1457 was installed in Cisco UCS C240 M5 server. 

2nd Generation Intel® Xeon® Scalable Processors 
This VersaStack architecture includes the 2nd generation Intel Xeon Scalable processors in all the Cisco UCS M5 

server models used in this design. These processors provide a foundation for powerful data center platforms with 

an evolutionary leap in agility and scalability. Disruptive by design, this innovative processor family supports new 

levels of platform convergence and capabilities across computing, storage, memory, network, and security 

resources.  

Cascade Lake (CLX-SP) is the code name for the next-generation Intel Xeon Scalable processor family that is 

supported on the Purley platform serving as the successor to Skylake SP. These chips support up to eight-way 

multiprocessing, use up to 28 cores, incorporate a new AVX512 x86 extension for neural-network and deep-

learning workloads, and introduce persistent memory support. Cascade Lake SP–based chips are manufactured in 

an enhanced 14-nanometer (14-nm++) process and use the Lewisburg chip set. 

Cisco Umbrella (optional)  
Cisco Umbrella is the delivery of secure DNS through Cisco’s acquisition of OpenDNS.  Cisco Umbrella stops 

malware before it can get a foothold by using predictive intelligence to identify threats that next-generation 

firewalls might miss.  Implementation is easy as pointing to Umbrella DNS servers, and unobtrusive to the user 

base outside of identified threat locations they may have been steered to.  In addition to threat prevention, 

Umbrella provides detailed traffic utilization as shown in Figure 12. 

 Traffic Breakdown of Activity Seen through Cisco Umbrella  Figure 12

 



https://www.cisco.com/c/dam/en/us/products/collateral/security/router-security/opendns-product-overview.pdf
https://www.cisco.com/c/en/us/products/servers-unified-computing/workload-optimization-manager/index.html
https://www.cisco.com/c/en/us/products/servers-unified-computing/workload-optimization-manager/index.html




https://www.cisco.com/c/en/us/products/switches/nexus-9364c-switch/index.html
https://www.cisco.com/c/en/us/products/switches/nexus-9336c-fx2-switch/index.html
https://www.cisco.com/c/en/us/products/cloud-systemsmanagement/application-policy-infrastructure-controller-apic/index.html
https://www.cisco.com/c/en/us/products/cloud-systemsmanagement/application-policy-infrastructure-controller-apic/index.html




http://www03.ibm.com/systems/storage/spectrum/virtualize/index.html
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DRAID  
Distributed RAID functionality is managed by IBM Spectrum Virtualize, which enables a storage array to distribute 

RAID5 or RAID6 to the largest set of drives. For example, on traditional RAID5, if 8 drives were used the data was 

striped across 7 and the parity was on 8.  

DRAID enhanced this method by specifying the stripe width and the number of drives separately. As a result, the 

setup still has 7 data stripes protected by a parity stripe, but the 8 drives are selected from the larger set. In 

addition, with distributed sparing, each drive in the array gives up some of its capacity to make a spare instead of 

an unused spare drive.  

DRAID6  
DRAID6 is advised for FS9100, 9200, 7200 and 5100 systems, and is the only allowed option from the GUI. 

DRAID5 is configurable using the CLI. DRAID6 creates spare space across all NVMe SSDs or FCMs on the array 

and, during failure, the array rebuilds data using the spare space faster than traditional RAID rebuilds. 

IBM FlashSystem Family Overview  
While each member of the FlashSystem family shares a common enclosure and internal architecture principles, 

the performance of each platform covers a wide range of application requirements. 

 

FlashSystem 5100 
Formerly known as the IBM Storwize V5100, the FlashSystem 5100 is a virtualized, software-defined storage 

system comprised of hardware components and a required licensed software product, IBM Spectrum Virtualize 

Software. All functional capabilities for FlashSystem 5100 system are provided through IBM Spectrum Virtualize 

software. The two models within the 5100 series, 424 and AF4 are designed to meet modern high-performance 

storage requirements, including ultra-low latency, cost-effectiveness, operational efficiency, and mission-critical 

reliability.  

It is built on a flash-optimized design, with an end-to-end NVMe strategy to bring extremely low latencies to 

organizations of all sizes. FlashSystem 5100 model AF4 is an all-flash storage system that supports NVMe 

FlashCore Modules and industry-standard NVMe flash drives in the control enclosure. Model AF4 attaches to 

expansion enclosures Models AFF and A9F which support SAS Flash drives. FlashSystem 5100 model 424 is a 
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hybrid storage system that supports NVMe FlashCore Modules and industry-standard flash NVMe drives in the 

control enclosure. Model 424 attaches to expansion enclosures models 12F, 24F, and 92F which support SAS 

Flash drives and SAS HDD Drives. 

FlashSystem 7200  
FlashSystem 7200 is an evolution of the previous generation Storwize V7000, with the same basic enclosure 

hardware (metalwork only) as the other members of the FlashSystem family supporting up to 24 NVMe Flash 

drives or FCM, with up to four SCM drives per enclosure. 

One of the main differences between the previous V7000 hardware is that all six PCIe slots can be populated with 

Host Interface Cards (HIC) – where previously two were always reserved for a SAS expansion attachment card. 

You therefore now have the option of still using a SAS expansion card if you wish to expand the capacity beyond 

what is supported by the base 24 slots. 

However, with FCM, having a maximum usable capacity (before data reduction) of 38.4 TB, the base enclosure 

can hold some 750TB of usable capacity, after RAID, and before data reduction. Add in the maximum FCM 

compression capability of 88TB per FCM, and that is over 1.5PB of effective usable capacity from hardware FCM 

compression alone. 

Other notable updates are a base cache memory increase to 256GiB, upgradable in two stages to 1.5TiB. The 

CPU’s are updated to use Intel’s Cascade Lake family with 32 cores per enclosure. All PCIe slots are 16 lane 

Gen3 to allow full bandwidth capability to each FibreChannel 32Gbit 4 port card. Up to 24x 32Gbit ports per 

enclosure. 

FlashSystem 9200  
The FlashSystem 9200 is an evolution of the 9150 and follows the same basic principles and specifications of the 

7200 with significantly more horsepower. 

FlashSystem 9200 can also support up to 1.5TiB of cache but provides 64 cores per enclosure allowing for even 

more system throughput, particularly when making use of the advanced functions provided by the embedded 

Spectrum Virtualize software. 

IBM FlashSystem 9200 
This section describes the FlashSystem 9200 architectural components.  

Integral to the IBM FlashSystem 9200 solution is the IBM FlashCore technology. The recent evolution of this 

technology saw the introduction of inline hardware compression and decompression with the IBM FlashSystem 

model AE3 enclosure. 

The IBM FlashSystem 9200 system with IBM FlashCore Modules NVMe type drives features built-in hardware data 

compression as standard, and this data reduction is “always on”. This compression is implemented in hardware by 

using field-programmable gate arrays (FPGAs) within each module and a modified dynamic GZIP algorithm. With 

this approach, the solution can deliver the level of performance that you expect without compression, with the 

added benefit of better utilization of the physical storage. Compression and decompression are transparent above 

the IBM FlashCore Modules except for management of space. Performance is not affected and scales linearly with 

the number of instances.  

IBM FlashSystem 9200 Control Enclosure Data Reduction Pool compression can increase the effective capacity of 

your flash memory up to 5x, decreasing the cost for effective capacity up to 80 percent. Data Reduction Pool 

supports active data, unlike other data reduction solutions.  
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 IBM FlashSystem GUI Dashboard  Figure 19

 

This is the default view that is displayed after the user logs on to the system. The IBM FlashSystem family systems 

also provides a CLI, which is useful for advanced configuration and scripting. The FlashSystem family systems 

support Simple Network Management Protocol (SNMP), email notifications that uses Simple Mail Transfer Protocol 

(SMTP), and syslog redirection for complete enterprise management access. 

IBM Call Home  
Call home connects the system to IBM Service Personnel who can monitor and respond to system events to 

ensure that your system remains up and running. The call home function opens a service alert if a serious error 

occurs in the system, automatically sending details of the error and contact information to IBM Service Personnel. 

If the system is entitled for support, a Problem Management Record (PMR) is automatically created and assigned 

to the appropriate IBM support team. The information provided to IBM in this case would be an excerpt from the 

Event Log containing the details of the error, and client contact information from the system. This enables IBM 

Service Personnel to contact the client and arrange service on the system, which can greatly improve the speed 

of resolution by removing the need for the client to detect the error and raise a Support call themselves. 

IBM Storage Insights  
IBM Storage Insights is an IBM Cloud software as a service offering that can help you monitor and optimize the 

storage resources in the system and across your data center. IBM Storage Insights monitors your storage 

environment and provides status about multiple systems in a single dashboard. You can view data from the 

perspectives of the servers, applications, and file systems. Two versions of IBM Storage Insights are available: IBM 

Storage Insights and IBM Storage Insights Pro.  

When you order the IBM FlashSystem storage, IBM Storage Insights is available for free. With this version, you can 

monitor the basic health, status, and performance of various storage resources. 

IBM Storage Insights Pro is a subscription-based product that provides a more comprehensive view of the 

performance, capacity, and health of your storage resources. In addition to the features offered by IBM Storage 

Insights, IBM Storage Insights Pro provides tools for intelligent capacity planning, storage reclamation, storage 

tiering, and performance troubleshooting services. Together, these features can help you reduce storage costs 

and optimize your data center.  
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 OpenShift Container Platform Lifecycle Overview  Figure 22

 

IBM CSI Driver for Block Storage  
IBM block storage CSI driver is leveraged by Kubernetes persistent volumes (PVs) to dynamically provision for 

block storage used with stateful containers. 

IBM block storage CSI driver is based on an open-source IBM project (CSI driver), included as a part of IBM 

storage orchestration for containers. IBM storage orchestration for containers enables enterprises to implement a 

modern container-driven hybrid multi-cloud environment that can reduce IT costs and enhance business agility, 

while continuing to derive value from existing systems. 

By leveraging CSI (Container Storage Interface) drivers for IBM storage systems, Kubernetes persistent volumes 

(PVs) can be dynamically provisioned for block or file storage to be used with stateful containers, such as 

database applications (IBM Db2, MongoDB, PostgreSQL, and so on) running in Red Hat OpenShift Container 

Platform and/or Kubernetes clusters. Storage provisioning can be fully automatized with additional support of 

cluster orchestration systems to automatically deploy, scale, and manage containerized applications. 

 Integration of IBM® Block Storage Systems and CSI Driver in a Kubernetes Environment  Figure 23
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Solution Design 

This section provides an overview of the hardware and software components used in this solution, as well as the 

design factors to be considered in order to make the system work as a single, highly available cohesive solution. 

Architectural Overview  
The VersaStack UPI for Red Hat OpenShift Container Platform provides an end-to-end architecture with Cisco 

and IBM technologies that demonstrate support for OCP workloads with high availability and server redundancy. 

The architecture consists of OCP Software components deployed on VersaStack architecture with Cisco UCS B-

Series blade servers and IBM FlashSystem storage attached to the Cisco Nexus 9336C-FX2 switches in ACI 

mode. This infrastructure provides iSCSI and FC boot options for hosts with block-level access to shared storage.  

The OpenShift Container Platform in this solution has been deployed on Red Hat Enterprise Linux CoreOS VMs 

running on VersaStack that consists of VMware vSphere 6.7 U3 hypervisor, installed on Cisco UCS M5 servers. 

The ESXi nodes supporting Red Hat OpenShift Container Platform environment and the OCP worker nodes access 

internet Small Computer System Interface (iSCSI) volumes for the boot and VMware data stores and the 

application persistent volumes respectively. 

The VersaStack with ACI and IBM FS9100 architecture has been leveraged as the user provisioned infrastructure 

for OpenShift Container Platform deployment. For detailed design and deployment information, refer the following 

Design and Deployment guides: 

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ciscoaci_fs9100_design.

html 

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ibm_9100nvme.html 

Figure 24 illustrates a base design. Each of the components can be scaled easily to support specific business 

requirements. For example, additional OCP nodes can be deployed to scale the OCP environment or even blade 

chassis can be deployed to increase compute capacity, additional storage controllers or disk shelves can be 

deployed to improve I/O capability and throughput, and special hardware or software features can be added to 

introduce new features. 

In case of customers having infrastructure services such as Active Directory, DNS, NTP and VMWare vCenter 

services already available in their data center, these services can be leveraged to manage the VersaStack system 

with Red Hat OpenShift Container Platform. 

Figure 24 provides a high-level overview of the VersaStack UPI for OCP architecture. 

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ciscoaci_fs9100_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ciscoaci_fs9100_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ibm_9100nvme.html
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The physical connectivity is shown in Figure 29. Two 25GbE ports from each IBM FlashSystem are connected to 

each of the two Cisco Nexus 9336C-FX2 switches providing an aggregate bandwidth of 100Gbps for storage 

access. The 25Gbps Ethernet ports between the FlashSystem I/O Group and the Cisco Nexus fabric are utilized 

by redundant iSCSI-A and iSCSI-B paths, providing redundancy for link and device failures. Additional links can be 

added between the storage and network components for additional bandwidth if needed.  

The Cisco Nexus 9336C-FX2 switches used in the design support 10/25/40/100 Gbps on all the ports. The 

switch supports breakout interfaces, where each 100Gbps port on the switch can be split in to 4 X 25Gbps 

interfaces. In this design, a breakout cable is used to connect the 25Gbps iSCSI ethernet ports on FlashSystem 

storage array to the 100Gbps QSFP port on the switch end. With this connectivity, IBM SFP transceivers on the 

FlashSystem are not required. 

 Connectivity between the Cisco Nexus switches and IBM FlashSystem for iSCSI access depends on the 
Nexus 9000 switch model used within the architecture. If other  supported models of the Cisco Nexus 
switch es with 25 Gbps capable SFP ports are used, breakout cable is not required and ports from the 
switch to IBM FlashSystem can be connected directly using the SFP transceivers on both sides.  

 IBM FlashSystem -  iSCSI Connectivity with Cisco Nexus 9336C - FX2 ACI Leaf Switc h Figure 29

 

VersaStack Compute Connectivity  
The VersaStack compute design supports both Cisco UCS B-Series and C-Series deployments. Cisco UCS 

supports the virtual server environment by providing robust, highly available, and integrated compute resources 

centrally managed from Cisco UCS Manager in the Enterprise or from Cisco Intersight Software as a Service 

(SaaS) in the cloud. In this validation effort, multiple Cisco UCS B-Series and C-Series ESXi servers are booted 

from SAN using iSCSI storage presented from the IBM Flash System. 
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 Virtual Networking Diagram for a Cisco UC S B200 M5 ESXi Host  Figure 32

 

Red Hat OpenShift Container Platform Architecture  
For the purpose of this CVD, the team deployed a highly available and scalable OpenShift Container Platform 

cluster. The nodes are deployed as VMs on supported RHCOS guest OS. Figure 33 illustrates the architectural 

view of OpenShift Container Platform. 







https://docs.openshift.com/container-platform/4.3/networking/configuring-networkpolicy.html
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Using Ingress Controllers and Routes 
The Ingress Operator manages Ingress Controllers and wildcard DNS. Using an Ingress Controller is the most 

common way to allow external access to an OpenShift Container Platform cluster. 

An Ingress Controller is configured to accept external requests and proxy them based on the configured routes. 

This is limited to HTTP, HTTPS using SNI, and TLS using SNI, which is sufficient for web applications and services 

that work over TLS with SNI. 

 

Using Load Balancer 
This method allows traffic to nonstandard ports through an IP address assigned from a pool. 

If you do not need a specific external IP address, you can configure a load balancer service to allow external 

access to an OpenShift Container Platform cluster. 

A load balancer service allocates a unique IP. The load balancer has a single edge router IP, which can be a virtual 

IP (VIP), but is still a single machine for initial load balancing. 

 Using a NodePort 
NodePort is used to expose the service on a static port on all nodes in the cluster as shown in below.  

NodePorts are in the 30000-32767 range by default, which is unlikely to match a service’s intended port.  

For service and application access the administrator must ensure the external IPs are routed to the nodes and 

local firewall rules on all nodes allow access to the open port. The DNS wildcard feature can be used to configure 

resolution for a subset of names to an IP address in the cluster.  
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Using a Service External IP 
One method to expose a service is to assign an external IP address directly to the service you want to make 

accessible from outside the cluster. 

The external IP address that you use must be provisioned on your infrastructure platform and attached to a cluster 

node. 

With an external IP on the service, OpenShift Container Platform sets up sets up NAT rules to allow traffic arriving 

at any cluster node attached to that IP address to be sent to one of the internal pods. This is similar to the internal 

service IP addresses, but the external IP tells OpenShift Container Platform that this service should also be 

exposed externally at the given IP. The administrator must assign the IP address to a host (node) interface on one 

of the nodes in the cluster. Alternatively, the address can be used as a virtual IP (VIP). 

These IPs are not managed by OpenShift Container Platform and administrators are responsible for ensuring that 

traffic arrives at a node with this IP. 



https://docs.openshift.com/container-platform/4.3/welcome/index.html
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 OpenShift Container Platform Nodes  Figure 35

 

OpenShift Cluster Node connectivity on VersaStack  
The compute resources in this architecture are grouped into a VMware ESXi infrastructure cluster. Servers in the 

cluster host the virtual machines used for OCP infrastructure deployment. High availability features available in 

VMware vSphere are leveraged to provide virtualization layer resiliency. 

Red Hat OpenShift Container Platform deployment utilizes one dedicated port group on the application VMware 

distributed switch (VDS) within the VMware ESXi servers on VersaStack. This is the physical underlay network for 

OpenShift SDN for communication between the PODs across the cluster nodes. The OCP management nodes 

have one virtual NIC connected to OCP port group for communication between the OCP nodes. The Worker 

nodes have three virtual NICs, one NIC connected to OCP port group for communication between the OCP 

nodes, the other two NIC’s connected to the iSCSI port groups to enable iSCSI storage access to the IBM 

FlashSystem. The OCP worker nodes need iSCSI storage access for dynamic storage provisioning. 
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 VMware ESXi Host and OCP Nodes Connectivity  Figure 36

 

VersaStack Storage Design for OCP 
The VersaStack for OCP is based on IBM FlashSystem storage system with Spectrum Virtualize version 8.3.1. IBM 

CSI driver for block storage is an add-on component that needs to be installed on the OpenShift Container 

Platform cluster. IBM CSI enables the integration between the storage and OCP cluster. 

The block storage on the IBM FlashSystem storage arrays support both fibre channel and iSCSI protocols. For the 

purpose of this validated design, iSCSI was used for the ESXi servers’ boot and also for the underlying datastores 

and for additional applications that may be hosted on the VersaStack stack. 

Dynamic Storage Provisioning 
Dynamic provisioning is a feature that is native to Kubernetes and that allows a cluster developer to order storage 

with a pre-defined type and configuration without knowing all the details about how to provision the physical 

storage device. To abstract the details for the specific storage type, the cluster admin must create storage 

classes that the developer can use. 

OpenShift adds to Kubernetes a number of VolumeProviders, which provide access to enterprise storage, such as 

iSCSI, Fibre Channel, Gluster, or a cloud block volume service such as OpenStack Cinder. 

OpenShift also provides dynamic provisioning of storage for applications by way of the StorageClass resource. 

Using dynamic storage, you can select different types of back-end storage. The back-end storage is segregated 

into different tiers depending on the needs of your application. For example, a cluster administrator can define a 

StorageClass with the name of “fast,” which makes use of higher quality back-end storage, and another 

StorageClass called “slow,” which provides commodity-grade storage. When requesting storage, a user can 

specify a PersistentVolumeClaim with an annotation that specifies the value of the StorageClass they prefer. 

To order the storage, you must create a PVC. The PVC determines the specification for the storage that you want 

to provision. After the PVC is created, the storage device and the PV are automatically created for you. 

https://cloud.ibm.com/docs/containers?topic=containers-kube_concepts#storageclasses
https://cloud.ibm.com/docs/containers?topic=containers-kube_concepts#storageclasses
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of the converged infrastructure are addressed in a previously published CVDs which can be found from the 

following links: 

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ciscoaci_fs9100_design.

html 

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ibm_9100nvme.html 

Additional crucial element of resiliency is provided at the hypervisor level (VMware vSphere) managed by vCenter. 

In our specific reference there are four physical servers for the four ESXi hosts. Three are required in order to 

support three master nodes, which is the required number of nodes for highly available OCP platform. The fourth 

host is then used for high availability and is redundant until a failure. The fourth server also will be used to host 

additional Worker nodes. It is important to size the entire set of compute, network and storage to accommodate 

the expected workloads not only from the perspective of the OCP nodes but also to account for user applications.  

Mapping the OCP nodes to an ESXi server is not important and infrastructure teams can rely on the hypervisor 

layer to automatically manage the VMs affectively across the available pool of resources.  

It is critical however to prevent a situation in which the Master nodes, that have critical role in the availability of the 

service, from being hosted on the same underlying ESXi server. Only one Master node should be allowed on each 

of the ESXi servers. Since there are three Master nodes in our cluster, we will need a fourth ESXi server as a 

standby to host nodes from a failed ESXi. Given the number of total nodes and expected total workloads, our 

recommendation is to have the fourth ESXi server in order to have the proper redundancy. That makes the 

topology of physical ESXi servers as N + 1. In larger environments with more nodes the topology may call for N + 

2 or more.  

Infrastructure teams can configure rules in the VMware environment to manage this level of resiliency. In our CVD 

testing the team configured VMware DRS Anti-Affinity rules to make sure that no more than one Master node will 

be hosted per ESXi server. 

The team also tested an ESXi failure and observed the expected behavior of the impacted running nodes failing 

over to other available resources in the pool, including the fourth ESXi hosting the Master server from the failed 

ESXi.  

VMware vMotion provides the functionality of moving VMs automatically across the available pool of resources and 

according to set of rules if defined by the administrator. vMotion networks were also defined on the ESXi host to 

handle the associated network traffic. 

Scalability  
VersaStack is highly scalable and flexible converged infrastructure stack from which OCP customers can benefit. 

Various components with in VersaStack can scale easily and can be managed with the same element 

management system. Cisco UCS servers can be easily added, additional network ports and modules can be 

added and also storage capacity and additional controllers can be added, all in a non-disruptive fashion, allowing 

organization to scale easily as they add data and services to the platform. Without impacting the availability of the 

service.   

In some cases, scalability will have multiple dimensions, so not just vertically by adding more memory or capacity 

to the storage system but also horizontally by adding more units of compute, network ports and storage 

controllers. New UCS units may include higher core count and more memory than previously deployed servers, 

which will support higher total of workload.  

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ciscoaci_fs9100_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ciscoaci_fs9100_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ibm_9100nvme.html
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This flexibility in how the VersaStack platform can scale helps organization optimize the balance between 

performance and cost and allow them to allocate the right amount of resources to the required task and change 

that easily if and when needed. 

Sizing and Performance 
This is a general recommendation and not specific to a customer environment. It is important to properly size the 

solution with all of its components by a qualified Engineer / Architect per the specific requirements of the 

customer. There is no one size fits all approach, hence specific sizing and performance testing were excluded 

from the CVD. However, Cisco, Red Hat, IBM, and their partners, do all provide tools and/or resources to help 

organizations optimize the sizing of the solution to meet the required performance in the most economical way. 

For example, at the Cisco UCS level, customers have the option to include servers with different processors and 

core counts, and with the combination of the right amount of memory the servers can be optimized for the right 

cost-performance configuration. The same strategy is applicable across all the layers of VersaStack including 

network and storage. 

It is important to size the servers to meet the minimal requirements of the OCP platform, to account for failures of 

servers and by that to make sure that VMware DRS related rules can be followed upon server failure with enough 

resources available for VMware to redistribute the VMs from the failing host or when performing upgrades and 

other maintenance tasks. 

Example Sizing Guidelines (Worker Nodes)  
Determine how many nodes and pods are required for your OpenShift Container Platform cluster. Cluster 

scalability correlates to the number of pods in a cluster environment. That number influences the other numbers in 

your setup. See Cluster Limits for the latest limits for objects in OpenShift Container Platform. 

Environment sizing can be done according to tested cluster maximums or according to your application 

requirements. While planning your environment, determine how many pods are expected to fit per node: 

Required Pods per Cluster / Pods per Node = Total Number of Nodes Needed 

If you want to scope your cluster at 2500 pods, assuming the 250 maximum pods per node, you would need at 

least ten nodes: 

2500 / 250 = 10 

If you increase the number of nodes to 15, the pods per node distribution changes to 167 pods per node. 

The current maximum number of pods per node is 250. However, the number of pods that fit on a node is 

dependent on the application itself. Consider the application’s memory, CPU, and storage requirements. 

Consider a sample application environment having the following components: 

Pod type Pod quantity Max memory CPU cores Persistent storage 

apache 100 500 MB 0.5 1 GB 

node.js 200 1 GB 1 1 GB 

https://docs.openshift.com/container-platform/4.3/scalability_and_performance/planning-your-environment-according-to-object-maximums.html
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Solution Deployment 

Architecture  
This section provides the details about the deployment of OpenShift Container Platform 4.3 on the VersaStack 

Converged Infrastructure as tested and validated in our lab. It focuses on configurations and settings that are 

specific to OCP and it does not cover generic details on how to set up the hardware components of the 

VersaStack or vSphere, which were explained in a previously published CVDs and other technical publications 

from Cisco and IBM. 

For detailed instructions to set up the VersaStack infrastructure, refer to the following CVDs: 

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ciscoaci_fs9100_design.

html 

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ibm_9100nvme.html 

Figure 38 illustrates the logical topology of the OpenShift container platform along with the required infrastructure 

services required as deployed in the validation lab. 

 Validated -  OpenShift Container Platform Logical Topology  Figure 38

 

Deployment Hardware and Software  
The deployment of hardware and software for VersaStack with OpenShift Container Platform is detailed in the 

following sections. 

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ciscoaci_fs9100_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ciscoaci_fs9100_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ibm_9100nvme.html


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/versastack_ibm_9100nvme.html
http://www-03.ibm.com/systems/support/storage/ssic/interoperability.wss
http://www.cisco.com/web/techdoc/ucs/interoperability/matrix/matrix.html
http://www.vmware.com/resources/compatibility/search.php
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Configuration Guidelines  
This document provides the details to configure a fully redundant, highly available configuration for a VersaStack 

POD with OpenShift Container Platform environment. VersaStack infrastructure deployment is beyond the scope 

of this document and the following information is provided for reference. General reference is made to which 

component is being configured with each step, either 01 or 02 or A and B. For example, node01 and node02 are 

used to identify the two IBM storage controllers that are provisioned with this document, and Cisco Nexus A or 

Cisco Nexus B identifies the pair of Cisco Nexus switches that are configured. The Cisco UCS fabric interconnects 

are similarly configured.  

The focus of this document is to provide details of steps required to provision multiple Cisco UCS hosts and 

OpenShift Container Platform nodes, and these examples are identified as: ESXi-Infra-iSCSI-Host-01, ESXi-Infra-

iSCSI-Host-02 and control-plane-0, control-plane-0-1 and so on. to represent infrastructure hosts and OCP 

nodes deployed respectively in this document.  

This document is intended to enable you to fully configure the customer environment. In this process, various 

steps require you to insert customer-specific naming conventions, IP addresses, and VLAN schemes, as well as 

to record appropriate MAC addresses. Table 3 lists the VLANs necessary for VersaStack deployment and is 

provided for reference. In this table, app VLANs are dynamically assigned VLANs from the APIC-Controlled 

VMware vSphere Distributed Switch. 

 VersaStack Necessary VLANs  Table 3  
VLAN Name VLAN Subnet Usage 

Out-of-Band-Mgmt 111 192.168.160.0/22 VLAN for out-of-band management 

interfaces 

IB-MGMT 11 172.20.100.0/22 Management VLAN to access and 

manage the servers 

iSCSI-A 3161 10.29.161.0/24 
iSCSI-A path for booting both Cisco 

UCS B Series and Cisco UCS C 

Series servers and datastore access 

iSCSI-B 3162 10.29.162.0/24 iSCSI-B path for booting both Cisco 

UCS B Series and Cisco UCS C 

Series servers and datastore access 

vMotion 3173 10.29.173.0/24 VMware vMotion traffic 

Native-VLAN 2 N/A VLAN 2 used as Native VLAN instead 

of default VLAN (1)  

App-vDS-VLANs 1400-1499 10.1.160.0/22 VLANs for Application VM Interfaces 

residing in vDS based port groups 

(OCP environment also uses VLAN 

from this range) 

VersaStack Storage Configuration 
The following storage elements were configured according to the Error! Reference source not found. section of 

this document.  



https://192.168.162.14/
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Storage Controllers and Storage Pool Configuration  
This solution adheres to enterprise-grade requirements for redundancy and high availability. As described in the 

Technology Overview section, the IBM FlashSystem 7200 storage system has a high availability pair configuration 

which comprised of two storage controllers (2-nodes), and in the case of FlashSystem 7200 model, they are 

embedded within a single chassis. The nodes are both active and if one fails, the other controller (partner) will take 

over for continuous operation and availability of all storage services. The Storage nodes have redundant paths via 

two SAN fabrics to provide redundancy at switch and port level. 

1. The nodes were configured as shown below in the system management UI. 

 

2. The list of the create Storage Pools is shown below.  

 

Network Configuration of the IBM FlashSystem  
1. IBM FlashSystem – Storage nodes and IQN names details. 
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2. IBM FlashSystem – List of Network Interfaces for iSCSI access. 

 

3. IBM FlashSystem – Storage Fabric VLANs for iSCSI access. 
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iSCSI LUNs 
iSCSI LUNs were configured to support and enable SAN boot of the four ESXi servers and to present storage 

capacity for the data stores. 

1. iSCSI boot LUNs for ESXi servers. 

 

2. iSCSI datastore LUNs for ESXi servers. 
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Configuring Host Clusters  
When managing how volumes are mapped to Hosts, IBM Spectrum Virtualize incorporates the concept of Hosts 

and Host Clusters. In VersaStack configuration, each VMware ESXi (or physical server) instance is defined as an 

independent Host object within IBM FlashSystem. If each VMware ESXi host has multiple associated IQN ports, it is 

recommended that all ports associated with each physical host be contained within a single host object.   

A Host Cluster was defined for each vSphere cluster. When mapping volumes from FlashSystem designed for 

VMFS Datastores, shared Host Cluster mappings have been used.  

However, the SAN boot volumes are mapped to the specific host via private mappings. This will ensure that they 

remain accessible to only the corresponding VMware ESXi host.  

To configure the host clusters, follow these steps: 

1. Host Cluster and Volume Mapping. 

 

2. Volumes mapped to Host Cluster. 
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Data Protection (Optional) 
1. Data protection can be enabled on the volumes by OCP environment, this helps customers recover their OCP 

environment if a disaster strikes or to protect against human errors. All IBM FlashSystem features and capabili-

ties with local and remote replication can be leveraged for this purpose. 

 

VersaStack Network Configuration  

 The initial setup and network configurations for  the VersaStack system are beyond the scope of this 
document . 

Create an OCP Application Tenant with the Cisco ACI APIC 
This section details the steps for creating OpenShift Container Platform application using Cisco APIC GUI. This 

tenant will comprise of one network tier which will be mapped to an EPG on the ACI fabric. 

To deploy the Application Tenant and associate it to the VM networking, follow these steps: 

Configure Tenant 
1.  In the APIC Advanced GUI, select Tenants. 

2. At the top select Tenants > Add Tenant. 

Name the Tenant VSV- OCP.  
For the VRF Name, also enter VSV- OCP_VRF.   Leave the Take me to this tenant when I click 
finish checkbox checked.  
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3. Click Submit to finish creating the Tenant. 

Configure Bridge Domains 
To configure bridge domains, follow these steps: 

1. In the left pane expand Tenant VSV-OCP > Networking. 

2. Right-click the Bridge Domain and select Create Bridge Domain. 

 In this deployment, one bridge domain will be created to host Web and App application tiers. Cu s-
tomers can choose to create two Bridge Domains for each tier.  

Name the Bridge Domain VSV- OCP_BD 

3. Select VSV-OCP_VRF from the VRF drop-down list. 

4. Select Custom under Forwarding and enable Flood for L2 Unknown Unicast. 
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5. Click Next. 

6. Under L3 Configurations, make sure Limit IP Learning to Subnet is selected and select EP Move Detection 

Mode – GARP based detection.   

7. Select the + option to the far right of Subnets. 
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8. Provide the appropriate Gateway IP and mask for the subnet. 

9. Select the Scope options for Advertised Externally and Shared between VRFs.  

10. Click OK. 
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11. Click Submit. 

Create Application Profile for OpenShift Container Platform  
To create an application profile for Application-B, follow these steps: 

In the left pane, expand tenant VSV- OCP, right - click Application Profiles and select 
Create Application Profile .  
Name the Application Profile VSV- OCP_AP and click Submit  to complete adding the 
Application Profile.  
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Create End Point Groups 
To create the EPGs for Application-B, follow these steps: 

EPG VSV-OCP_EPG 

1. In the left pane expand Application Profiles > VSV-Application-B. 

2. Right-click Application EPGs and select Create Application EPG. 

Name the EPG VSV- OCP_EPG.   Leave Intra EPG Isolation Unenforced.  
From the Bridge Domain drop - down list, select VSV- OCP_BD.  

3. Check the check box next to Associate to VM Domain Profiles. 



Solution Deployment                                                                                                                                                                                                                                                                                                                               

 

 

 

 

78 
 

 

4. Click Finish. 

5. Right-click the newly created EPG and select Add VMM Domain association. 

6. From the Domain Profile drop-down list, select VMware domain. If customers have deployed both VDS and 

AVS domains, both the domain will be visible in the drop-down list as shown below. In this example, VMware 

domain for VDS is selected to deploy the EPG. 
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Change the Deployment Immediacy and Resolution Immediacy to  Immediate .  

7. Click Submit. 

8. At this point, one new port-group should have been created on the VMware VDS. Log into the vSphere Web 

Client browse to Networking > VDS and verify. 
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Configure Contracts  

OCP- Tier to Shared L3 Out Contract  
To enable OCP VMs to communicate outside the Fabric, Shared L3 Out contract defined in the Common Tenant 

will be consumed by the Web EPG. To enable Web VMs to access networks outside the fabric, follow these steps: 

1. In the left navigation pane, expand Tenants > VSV-OCP > Application Profiles > VSV-OCP_AP > Application 

EPGs > EPG VSV-OCP_EPG 

2. Right-click Contract and select Add Consumed Contract. 

In the Add Consumed Contract window, from the Contract drop - down list, select  Allow -
Shared - L3Out .  

 

3. Click Submit to complete adding the Consumed Contract. 

With the association of contracts to the OCP EPG, the OpenShift Container Platform application environment now 

has access to outside (L3Out) networks. 

 If the nexus switches are deployed in Standalone mode in VersaStack, create the necessary port - group 
manually using vCenter on the VersaStack application (VDS) switch to support OCP traffic . 


















































































































































































































