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Executive Summary
I ————————————

Cisco Validated Designs (CVDs) deliver systems and solutions that are designed, tested, and documented to facilitate and
improve customer deployments. These designs incorporate a wide range of technologies and products into a portfolio of
solutions that have been developed to address the business needs of the customers and to guide them from design to
deployment.

Customers looking to deploy applications using shared data center infrastructure face a number of challenges. A recurrent
infrastructure challenge is to achieve the levels of IT agility and efficiency that can effectively meet the business objectives.
Addressing these challenges requires having an optimal solution with the following key characteristics:

e Availability: Helps ensure applications and services availability at all times with no single point of failure
¢ Flexibility: Ability to support new services without requiring underlying infrastructure modifications

e Efficiency: Facilitate efficient operation of the infrastructure through re-usable policies

e Manageability: Ease of deployment and ongoing management to minimize operating costs

e Scalability: Ability to expand and grow with significant investment protection

e  Compatibility: Minimize risk by ensuring compatibility of integrated components

Cisco and IBM have partnered to deliver a series of VersaStack solutions that enable strategic data center platforms with
the above characteristics. VersaStack solution delivers an integrated architecture that incorporates compute, storage and
network design best practices thereby minimizing IT risks by validating the integrated architecture to ensure compatibility
between various components. The solution also addresses IT pain points by providing documented design guidance,
deployment guidance and support that can be used in various stages (planning, designing and implementation) of a
deployment.

The Cisco Application Centric Infrastructure (ACI) based VersaStack solution, covered in this CVD, delivers a converged
infrastructure platform specifically designed for software defined networking (SDN) enabled data centers. The design
showcases:

e ACl enabled Cisco Nexus gooo switching architecture

Cisco Unified Compute System (UCS) servers with Intel Broadwell processors

Storage designs covering both IBM Storwize V7000 Unified and IBM FlashSystem Vgooo storage systems

e VMware vSphere 6.0U1b hypervisor

Cisco MDS Fibre Channel (FC) switches for SAN connectivity
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Introduction

VersaStack solution is a pre-designed, integrated and validated architecture for the data center that combines Cisco UCS
servers, Cisco Nexus family of switches, Cisco MDS fabric switches and IBM Storwize and FlashSystem Storage Arrays into
a single, flexible architecture. VersaStack is designed for high availability, with no single points of failure, while maintaining
cost-effectiveness and flexibility in design to support a wide variety of workloads.

VersaStack design can support different hypervisor options, bare metal servers and can also be sized and optimized based
on customer workload requirements. VersaStack design discussed in this document has been validated for resiliency (under
fair load) and fault tolerance during system upgrades, component failures, and partial as well as complete loss of power
scenarios.

VersaStack with ACl solution is designed to simplify the data center evolution to a shared cloud-ready infrastructure based
on an application driven policy model. Cisco ACl integration with VersaStack platform delivers an application centric
architecture with centralized automation that combines software flexibility with the hardware performance.

Audience

The intended audience of this document includes, but is not limited to, sales engineers, field consultants, professional
services, IT managers, partner engineering, and customers who want to take advantage of an infrastructure built to deliver
IT efficiency and enable IT innovation.

Purpose of this document

This document provides step by step configuration and implementation guidelines for setting up VersaStack with ACI
system. The following design elements distinguish this version of VersaStack from previous models:

e Validation of the Cisco ACl release 1.3 with IBM FlashSystem Vgooo and IBM Storwize V7000 Unified
e  Support for the Cisco UCS release 3.1 and Intel Broadwell based My servers
e Support for IBM software release 7.6.0.4 and IBM File Module software release 1.6.1
¢ Validation of IP-based storage design supporting both NFS and iSCSI based storage access
e  Support for Fiber Chanel storage utilizing Cisco MDS 9148S
e Application design guidance for multi-tiered application using Cisco ACl application profiles and policies
e  Support for application segregation utilizing ACl multi-tenancy
e Integration of Cisco ASA firewall appliance for enhanced application security
For more information on previous VersaStack models, please refer the VersaStack guides at:

http://www.cisco.com/c/en/us/solutions/enterprise/data-center-designs-cloud-computing/versastack-designs.html
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Architecture

VersaStack with Cisco ACl architecture aligns with the converged infrastructure configurations and best practices as
identified in the previous VersaStack releases. The system includes hardware and software compatibility support between
all components and aligns to the configuration best practices for each of these components. All the core hardware
components and software releases are listed and supported on both:

Cisco compatibility list:

http://www.cisco.com/en/US/products/psi10477/prod_technical reference list.html

IBM Interoperability Matrix:

http://www-03.ibm.com/systems/support/storage/ssic/interoperability.wss

The system supports high availability at network, compute and storage layers such that no single point of failure exists in
the design. The system utilizes 10 and 40 Gbps Ethernet jumbo-frame based connectivity combined with port aggregation
technologies such as virtual port-channels (vPC) for non-blocking LAN traffic forwarding. A dual SAN 8/16 Gbps
environment provides redundant storage access from compute devices to the storage controllers.

Physical Topology

This VersaStack with Cisco ACl solution utilizes Cisco UCS platform with Cisco UCS B20o Mg half-width blades and Cisco
UCS C220 M4 rack mount servers connected and managed through the Cisco UCS 6248UP Fabric Interconnects and
integrated UCS manager. These high performance servers are configured as stateless compute nodes where VMware ESXi
6.0 U1b hypervisor is loaded using SAN (iSCSI and FC) boot. The boot disks to store the ESXi hypervisor image and
configuration along with the block and file based datastores to host application virtual machines (VMs) are provisioned on
the IBM storage devices.

As in the non-ACl designs of VersaStack, link aggregation technologies play an important role in VersaStack with ACI
solution providing improved aggregate bandwidth and link resiliency across the solution stack. The IBM Storwize V7000
Unified File Modules, Cisco UCS, and Cisco Nexus 9000 platforms support active port channeling using 802.3ad standard
Link Aggregation Control Protocol (LACP). In addition, the Cisco Nexus gooo series features virtual Port Channel (vPC)
capability which allows links that are physically connected to two different Nexus devices to appear as a single "logical" port
channel. Each Cisco UCS Fl is connected to both the Cisco Nexus 9372 leaf switches using virtual port-channel (vPC) enabled
10GbE uplinks for a total aggregate bandwidth of 40GBps. Additional ports can be easily added to the design for increased
bandwidth. Each Cisco UCS 5108 chassis is connected to the Fls using a pair of 20GbE ports from each |0 Module for a
combined 40GbE uplink. Each of the Cisco UCS C220 servers connect directly into each of the Fls using a 10Gbps converged
link for an aggregate bandwidth of 20Gbps per server.

To provide the storage system connectivity, this deployment guide covers two different storage connectivity options:
e Option 1:iSCSI based storage design validated for IBM FlashSystem Vgooo

e Option 2: FC and NFS based storage design validated for IBM Storwize V7000 Unified

ﬂ While both IBM FlashSystem Vgooo and IBM Storwize V7000 Unified support iSCSI and FC connectivity, the storage connectivity
models presented in this design guide are only intended to provide a reference connectivity model. All the possible storage connec-
tivity designs on different controllers are not covered.
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iSCSI based storage design with IBM FlashSystem V9000

IBM FlashSystem Vgooo based VersaStack design option is shown in Figure 1 below. This design utilizes an all-IP based
storage access model where IBM FlashSystem Vgooo is connected directly to the Cisco Nexus 9372 leaf switches without
requiring Fiber based switching infrastructure*. A10GbE port from each IBM FlashSystem Vgooo controller is connected to
each of the two Nexus 9372 leaf switches providing an aggregate bandwidth of 40Gbps.

'ﬂ * Fibre Channel switching infrastructure is required for IBM Vgooo controller and storage enclosure connectivity

Figure 1 iSCSI based storage design with IBM FlashSystem Vgooo
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FC and NFS based storage design with IBM Storwize V7000 Unified

IBM Storwize V7000 unified based VersaStack design option is shown in Figure 2 below. This design utilizes an FC based
storage access model where IBM Storwize V7000 controller is connected to the Cisco UCS Fabric Interconnects through a
dedicated Cisco MDS 9148S based redundant FC fabric. This design also covers NFS based storage connectivity by utilizing
IBM Storwize V7000 Unified File Modules. The IBM Storwize V7000 Unified File Modules are connected to the Cisco Nexus
9372 leaf switches using 10GbE connectivity as shown below.
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Figure 2 FC and NFS based storage design with IBM Storwize V7000 Unified
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The reference architecture covered in this document leverages:
e One Cisco UCS 5108 Blade Server chassis with 2200 Series Fabric Extenders (FEX)
e Two* Cisco UCS B200-My Blade Servers
e Two* Cisco UCS C220-M4 Rack-Mount Servers
e Two Cisco UCS 6248UP Fabric Interconnects (Fl)
e Three Cisco Application Policy Infrastructure Controllers (APIC-M2)
e  Two Cisco Nexus 9336 ACI Spine Switches
e  Two Cisco Nexus 9372 ACl leaf Switches
e Two Cisco MDS 9148S Fabric Switches
e Onedual node IBM FlashSystem Vgooo
e  One dual controller IBM Storwize V7000 Unified
e Two IBM Storwize V7000 Unified File Modules
e VMware vSphere 6.0 update 1b

e  Cisco Application Virtual Switch (AVS) **
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# * The actual number of servers in customer environment will vary.

# ** This deployment guide covers both VMware Virtual Distributed Switch (VDS) and Cisco AVS.

This document guides customers through the low-level steps for deploying the base architecture. These procedures cover

everything from physical cabling to network, compute and storage device configurations.

For detailed information regarding the design of VersaStack, see:
http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/versastack aci vmw6 design.html

Software Revisions

Table 1 below outlines the hardware and software versions used for the solution validation. It is important to note that Cisco,
IBM, and VMware have interoperability matrices that should be referenced to determine support for any specific
implementation of VersaStack. See the following links for more information:

e |BM System Storage Interoperation Center

e Cisco UCS Hardware and Software Interoperability Tool

Table 1 Hardware and software revisions

Layer Device Image Comments
Compute Cisco UCS Fabric Interconnects | 3.1(19) Includes the Cisco UCS-IOM
6200 Series, Cisco UCS B20oo 2208XP, Cisco UCS Manager,
Mg, Cisco UCS C220 M4 and Cisco UCS VIC 1340
Cisco ESXi eNIC Driver 2.3.0.7 Ethernet driver for Cisco VIC
Cisco ESXi fnic Driver 1.6.0.25 FCoE driver for Cisco VIC
Network Cisco Nexus Switches 11.3(2f) iINXOS
Cisco APIC 1.3(2f) ACl release
Cisco MDS 9148S 6.2(13b) FC switch firmware version
Storage IBM FlashSystem Vgooo 7.6.0.4 Software version
IBM Storwize V7000 Unified 7.6.0.4 Software version
IBM Storwize V7000 Unified File | 1.6.1 Software version
Modules
Software VMware vSphere ESXi 6.0 updateib Software version
VMware vCenter 6.0 update 1b Software version
Cisco AVS 5.2(1)SV3(2.25) Software version

Configuration Guidelines

This document provides details for configuring a fully redundant, highly available configuration. Therefore, appropriate
references are provided to indicate the component being configured at each step, such as o1 and 02 or A and B. For
example, the Cisco UCS fabric interconnects are identified as FI-A or FI-B. This document is intended to enable customers
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and partners to fully configure the customer environment and during this process, various steps may require the use of
customer-specific naming conventions, IP addresses, and VLAN schemes, as well as record appropriate MAC addresses.

# This document covers network (ACI), compute (UCS), virtualization (VMware) and related storage configurations (host to storage
system connectivity). For basic setup of IBM V7000 and IBM Vgooo systems, the document will refer to existing IBM V7000 and IBM
Vgooo VersaStack documentation.

Physical Infrastructure

The information in this section is provided as a reference for cabling the equipment in an ACl with VersaStack environment.
To simplify the cabling requirements, both IBM Vgooo base iSCSI design covered in Figure 1 and IBM V7000 unified based
FC/NFS design covered in Figure 2 is broken down into network, compute and storage related physical connectivity and
shown below.

This document assumes that the out-of-band management ports are plugged into an existing management infrastructure
at the deployment site. These interfaces will be used in various configuration steps.

'ﬁ Customers can choose interfaces and ports of their liking but failure to follow the exact connectivity shown in figures below will re-
sultin changes to the deployment procedures because specific port locations are used in various configuration steps

ACI Network Connectivity
Figure 3 and Table 3 provide physical connectivity details of the Cisco ACl network.

Figure 3 Physical Connectivity - ACI Network
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Table 2 — ACI Network Connectivity
Local Device Local Port Connection Remote Device Remote
Port
Cisco APIC1-3 Mgmt./CIMC GbE Existing OOB Mgmt. Switch Any

Cisco APIC1-3 Ethi/a GbE Existing OOB Mgmt. Switch Any
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Local Device Local Port Connection Remote Device Remote
Port
Cisco APIC1-3 Etha/2 GbE Existing OOB Mgmt. Switch (select a Any
different switch for redundancy)
Cisco Nexus 9372 (A and B) Mgmto GbE Existing OOB Mgmt. Switch Any
Cisco Nexus 9372 A Ethi/a 10GbE Cisco APIC1 Eth2/1
Cisco Nexus 9372 A Ethi/2 10GbE Cisco APIC 2 Eth2/1
Cisco Nexus 9372 A Ethi/3 10GbE Cisco APIC3 Eth2/1
Cisco Nexus 9372 B Ethi/a 10GbE Cisco APIC1 Eth2/2
Cisco Nexus 9372 B Ethi/2 10GbE Cisco APIC 2 Eth2/2
Cisco Nexus 9372 B Ethi/3 10GbE Cisco APIC3 Eth2/2
Cisco Nexus 9372 A Ethi/49 40GbE Cisco Nexus 9336 A Ethi/a
Cisco Nexus 9372 A Ethi/50 40GbE Cisco Nexus 9336 B Ethi/a
Cisco Nexus 9372 B Ethi/49 40GbE Cisco Nexus 9336 A Ethi/2
Cisco Nexus 9372 B Ethi/s0 40GbE Cisco Nexus 9336 B Ethi/2

IBM V9000 based iSCSI connectivity design

For physical connectivity details of an IP only iSCSI based connectivity design, Figure 4 through Figure 6 show Cisco UCS
and IBM Vgooo connectivity to the Cisco ACl infrastructure.
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Figure 4 Cisco UCS connectivity for IBM Vgooo based iSCSI design

Table 3 UCS connectivity for iSCSI design

E | Cisco Nexus 9372

Cisco UCS 6248

Fabric Interconnects

Cisco UCS 5108

Blade Server Chassis

Legend

10GbE
10GbE Converged

Virtual Port-Channel eezzrTII

Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS Fabric Interconnect A Ethi/1 10GbE Cisco UCS Chassis FEX A IOM 1/1
Cisco UCS Fabric Interconnect A Ethi/2 10GbE Cisco UCS Chassis FEX A IOM 1/2
Cisco UCS Fabric Interconnect A Ethi/27 10GbE Cisco Nexus 9372 A Ethi/27
Cisco UCS Fabric Interconnect A Eth1/28 10GbE Cisco Nexus 9372 B Eth1/28
Cisco UCS Fabric Interconnect B Ethi/1 10GbE Cisco UCS Chassis FEXB IOM 1/1
Cisco UCS Fabric Interconnect B Ethi/2 10GbE Cisco UCS Chassis FEX B IOM 1/2
Cisco UCS Fabric Interconnect B Eth1/28 10GbE Cisco Nexus 9372 A Eth1/28
Cisco UCS Fabric Interconnect B Ethi/27 10GbE Cisco Nexus 9372 B Ethi/27
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Figure 5 Cisco UCS C-Series server connectivity to UCS Fabric Interconnects
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Fabric Interconnects

Table 4 Cisco UCS C-Series connectivity to UCS Fabric Interconnects

Legend

10GbE Converged

Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS C220-M4 1 Port 1 10GbE Cisco UCS Fabric A Ethi/1g
Cisco UCS C220-M4 1 Port 2 10GbE Cisco UCS Fabric B Eth1/1g
Cisco UCS C220-M4 2 Port1 10GbE Cisco UCS Fabric A Ethi1/16
Cisco UCS C220-My 2 Port 2 10GbE Cisco UCS FabricB Eth1/16
Figure 6 IBM Vgooo connectivity for iSCSI design
Cisco Nexus
9372
Legend
10Gbps Ethernet —

Port5

IBM FlashSystem

V9000 controllers
Table 5 IBM Vgooo connectivity for iSCSI design
Local Device Local Port Connection Remote Device Remote
Port
IBM Vgooo Controller A Port 4 10GbE Cisco Nexus 9372 A Etha/17
IBM Vgooo Controller A Port g 10GbE Cisco Nexus 9372 B Ethi/17
IBM Vgooo Controller B Port 4 10GbE Cisco Nexus 9372 A Eth1/18
IBM Vgooo Controller B Port g5 10GbE Cisco Nexus 9372 B Eth1/28
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IBM V7000 based FC/NFS connectivity design

For physical connectivity details of an FC/NFS based connectivity design, Figure 7 through Figure g show Cisco UCS and IBM
V7000 connectivity to the ACl infrastructure.

Figure 7 UCS connectivity for IBM 7000 based FC/NFS design

Cisco Nexus 9372

Cisco UCS 6248
Fabric Interconnects

Cisco UCS 5108
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Legend

10GbE

10GbE Converged
FCSAN A

FCSAN B

Virtual Port-Channel
FC Port-Channel

FC1/31
FC1/32
FC1/31
FC1/32

5’ mnEnE mmmman maml e mmmme Cisco MDS 9148S
Table 6 Cisco UCS connectivity for IBM V7000 Unified (FC and NFS)
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS Fabric Interconnect A Ethi/a 10GbE Cisco UCS Chassis FEX A IOM 1/2
Cisco UCS Fabric Interconnect A Etha/2 10GbE Cisco UCS Chassis FEX A IOM 1/2
Cisco UCS Fabric Interconnect A Ethi/27 10GbE Cisco Nexus 9372 A Ethi/27
Cisco UCS Fabric Interconnect A Eth1/28 10GbE Cisco Nexus 9372 B Eth1/28
Cisco UCS Fabric Interconnect A FCa/32 8Gbps Cisco MDS 9148S A FC1/32
Cisco UCS Fabric Interconnect A FC1/32 8Gbps Cisco MDS 9148S A FC1/32
Cisco UCS Fabric Interconnect B Ethi/a 10Gbs Cisco UCS Chassis FEX B IOM 1/2
Cisco UCS Fabric Interconnect B Etha/2 10GbE Cisco UCS Chassis FEX B IOM 1/2
Cisco UCS Fabric Interconnect B Eth1/28 10GbE Nexus 9372 A Eth1/28
Cisco UCS Fabric Interconnect B Ethi/27 10GbE Nexus 9372 B Ethi/27
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Local Device Local Port Connection Remote Device Remote
Port

Cisco UCS Fabric Interconnect B FC1/31 8Gbps Cisco MDS 91485 B FC1/31

Cisco UCS Fabric Interconnect B FC1/32 8Gbps Cisco MDS 91485 B FC1/32

Figure 8 IBM V7000 connectivity for FC storage access

IBM Storwize V7000
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Table 7 IBM V7000 connectivity for FC storage access

Legend

FC WSAN-A —
FC WSAN-B
FC Port-Channel €22

Local Device Local Port Connection Remote Device Remote
Port
IBM V7000 Node 1 Port 3 8Gbps Cisco MDS 9148S A FCa/1
IBM V7000 Node 1 Port 4 8Gbps Cisco MDS 9148S A FCa/2
IBM V7000 Node 2 Port 3 8Gbps Cisco MDS 91485 B FCa/1
IBM V7000 Node 2 Port 4 8Gbps Cisco MDS 91485 B FCa/2
Figure g IBM V7000 Unified File Module connectivity
Cisco Nexus
9372
Legend
IBM Storwize V7000
Unified File Modules 10Gbps Ethernet

Table 8 IBM V7000 Unified File Module connectivity

Virtual Port-Channel

Local Device Local Port Connection Remote Device Remote
Port
IBM V7000 Unified File Module 1 Porta 10GbE Cisco Nexus 9372 A Ethi/19
IBM V7000 Unified File Module 1 Port 2 10GbE Cisco Nexus 9372 B Ethi/20
IBM V7000 Unified File Module 2 Port 1 10GbE Cisco Nexus 9372 A Ethi/19
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Local Device Local Port Connection Remote Device Remote
Port
IBM V7000 Unified File Module 2 Port 2 10GbE Cisco Nexus 9372 B Ethi/20
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Initial Storage Configuration
_________________________________________________________________________________________________________________________________|

Storage System Base Configurations

Cisco and IBM have collaborated to deliver a number of VersaStack CVDs covering initial setup and base configuration of
both IBM FlashSystem Vgooo and IBM Storwize V7000 Unified. This deployment guide covers setting up the network and
storage configuration used in the VersaStack with ACI design after the initial storage system setup has been performed.
Refer to the following deployment guides on www.cisco.com for setting up a new IBM systems including setting up Cisco
MDS switches for storage system component connectivity.

IBM Flash System Vgooo Base configuration:

http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/Versastack vmw6_flash.html# Tocs49475184

IBM Storwize V7000 Unified Base Configuration:

http://www.cisco.com/c/dam/en/us/td/docs/unified computing/ucs/UCS_CVDs/Versastack ngk vmwss.pdf

IBM FlashSystem V9000 iSCSI configuration (iSCSI storage access setup only)

ﬂ Cisco UCS configuration requires information about the iSCSI IQNs on IBM Vgooo. Therefore, as part of the initial storage configura-
tion, iSCSI ports are configured on IBM vgooo

Two 10G ports from each of the IBM FlashSystem Vgooo nodes are connected to each of Nexus 9372 Leaf switches. These
ports are configured as shown in Table 9:

Table g IBM FlashSystem Vgooo0 iSCSI interface configuration

System Port Path VLAN IP address Gateway

Node 1 4 iSCSI-A 3031 192.168.181.251/24 192.168.181.254
Node 1 5 iSCSI-B 3041 192.168.182.251/24 192.168.182.254
Node 2 4 iSCSI-A 3031 192.168.181.252/24 192.168.181.254
Node 2 5 iSCSI-B 3041 192.168.182.252/24 192.168.182.254

To configure the IBM Vgooo system for iSCSI storage access, complete the following steps:

1. Loginto the IBM Vgooo GUI and navigate to Settings > Network.

o iscsi
2. Clickthe iSCSlicon » and enter the system and node names as shown:



http://www.cisco.com/
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/Versastack_vmw6_flash.html#_Toc449475184
http://www.cisco.com/c/dam/en/us/td/docs/unified_computing/ucs/UCS_CVDs/Versastack_n9k_vmw55.pdf
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- a I Management IP Canfigure system properties to connect to iSCSl-attached hosts.
\_ J Addresses
i Name
AL
i I Service IP Addresses System Name
| VersaStack
=
i
~. Ethernet Ports
e -, iSC5I Aliases (optional)
l'_..! 4
- wwcsl Node Name iSC Sl Alias iSCSI Name (1QN)
o] - o node1 | | ign.1986-@3.com. ibm: 2145.versastack. nodel

iSCSI Configuration

i ‘Fibre Channel

B | Lty Fibre Char R
\"‘D w {T’)ﬂe ivity node2 |
' ' ""li'_‘.. Fibre Channel Ports
]
-

ign.1986-83.com.ibm: 2145, versastack.node2

iSNS (optional)

iSN5 Address

Modify CHAP Configuration

3. Note the resulting iSCSI Name (IQN) in the Table 10 to be used later in the configuration procedure

Table 10 IBM FlashSystem Vgooo IQN
Node IQN
Node 1

Node 2

_J Ethernet Ports

5. Click Actions and choose Modify iSCSI Hosts.

4. Click the Ethernet Ports icon
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BTN :ihcrnet ports
(o)

> Management IP The Ethernet ports can be used for iS¢
Addresses —
i= Actions [ =W S

Modify VLAN
Service IP Addresses 2 > ‘
Modify IP Settings

Modify Remote Copy

Ethernet Ports ‘ | Modify iﬁSl Hosts
Modify Stérage Ports
=
iSCSI m— .

6. Make sure IPv4 iSCSI hosts field is set to enable — if not, change the setting to Enabled and click Modify.

Modify iSC Sl Hosts X
IPv4 iSC Sl hosts: ‘Enabled
IPv6 iSC S| hosts: Disabled

i

7. If already set, click Cancel to close the configuration box.
8. Foreach of the four ports listed in Table g, repeat the steps g —17.
9. Right-click on the appropriate port and choose Modify IP Settings.

10. Enterthe IP address, Subnet Mask and Gateway information in Table g (gateway will be configured later during ACl set-
up).
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IPv4 address: \ ‘

Subnet mask: ‘ ‘

Gateway: | | I

b IPv6

N

11. Click Modify.

12. Right-click on the newly updated port and choose Modify VLAN.

I chernet ports
> ;G Management IP The Ethernet ports can be used for iSCSI connections, host attachment, anc
\ Addresses

i= Actions | O\ Filter

q I Service IP Addresses

( 5 h nodet 1 A Unconfigur..,
Ethernet Ports node2 A\ Unconfigur...

Modify iSC S| Hosts
Modify Storage Ports

F node2
\’;.. Fibre Channel Ports
node1

13. Checkthe check box to Enable VLAN.

1
L ) nodet 2 /A Unconfigur...
4 g node2 2 A\ Unconfigur...
node1 3 e
node2 3 MdHify VLAN
g - . Fibre Channel aodeZ A g:yy
% Connectivity Modify IP Settings
node1 4 -
Modify Remote Copy
5
5
6

14. Enterthe appropriate VLAN from Table g.
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VLAN: [] Enable

VLAN tag: *

v| Apply change to the failover port too

v

15. Keep the Apply change to the failover port too check box checked.
16. Click Modify.

17. Repeat the steps for all for iSCSI ports listed in Table g.

18. Verify all four ports are configured as shown below.

BT et ports

Management IP The Ethernet ports can be used for iSCSI connections, host attachment, and remote copy.
Addresses

| i= Actions | X Filter

Service IP Addresses

B

io_grp0
J_f; node1 1 A\ Unconfigur... 1Gb/s No
~ Ethernet Ports node2 1 A\ Unconfigur... 1Gbh/s No
nodet 2 A\ Unconfigur... No
L! § node2 2 A\ Unconfi
gur... No
4 iSCSI
&7 w node1 3 /A Unconfigur... No
- node2 3 /A Unconfigur... No
E 4 Fibre Channel
=) = Y Connectivity node2 4 v~ Configured 192.168.191.252 10Gbis Yes
L‘:] m node1 4 v~ Configured 192.168.191.251 10Gb/s Yes
T node2 5 v~ Configured 192.168.192.252 10Gb/s Yes
~ Fibre Channel Ports ,
node1 5 v Configured 192.168.192.251 10Gb/s Yes
v node2 6 A\ Unconfigur... No
— nodet 6 A\ Unconfigur... No
& node2 7 /A Unconfigur... No
nodet 7 A\ Unconfigur... No

This completes the initial configuration of the IBM systems. The next section covers the Cisco UCS configuration.
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Server (UCS) Configuration

This section covers the Cisco UCS setup for VersaStack infrastructure with ACI design. This section includes setup for both
iSCSI SAN boot and iSCSI LUN access for IBM Vgooo as well as FCoE boot and FCoE LUN access for IBM V7000.

# If a customer environment does require implementing some of the storage protocols covered in this deployment guide, the relevant
configuration sections can be skipped.

Table 11 shows various VLANs, VSANs and subnets used to setup infrastructure (Foundation) tenant to provide connectivity
between core elements of the design.

Table 11 Infrastructure (Foundation) Tenant Configuration

VLAN Name VLAN Subnet
IB-MGMT 111 192.168.160.0/22
Infra-iSCSI-A 3030 192.168.181.0/24
infra-iSCSI-B 3040 192.168.182.0/24
Infra-NFS 3050 192.168.180.0/24
vMotion 3000 192.168.179.0/24
Native-2 2 N/A

VDS Pool 1101-1120 Multiple — Tenant Specific
AVS-Infra 4093 N/A

VSAN-A 101 N/A

VSAN-B 102 N/A

Cisco UCS Initial Configuration

This section provides detailed procedures for configuring the Cisco Unified Computing System (Cisco UCS) for use in a
VersaStack environment. The steps are necessary to provision the Cisco UCS C-Series and B-Series servers and should be
followed precisely to avoid improper configuration.

Cisco UCS 6248 A

To configure the Cisco UCS for use in a VersaStack environment, complete the following steps:

1. Connect to the console port on the first Cisco UCS 6248 fabric interconnect.

Enter the configuration method. (console/gui) ? console

Enter the setup mode; setup newly or restore from backup. (setup/restore)? setup
You have chosen to setup a new Fabric interconnect? Continue? (y/n): y

Enforce strong password? (y/n) [yl: y

Enter the password for "admin": <password>

Confirm the password for "admin": <password>
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Is this Fabric interconnect part of a cluster(select 'no' for standalone)?
(yes/no) [n]l: y

Which switch fabric (A/B)[]: A

Enter the system name: <Name of the System>

Physical Switch MgmtO IP address: <Mgmt. IP address for Fabric A>
Physical Switch MgmtO IPv4 netmask: <Mask>

IPv4 address of the default gateway: <Default GW for the mgmt. IP >
Cluster IPv4 address: <Cluster Mgmt. IP address>

Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address: <DNS IP address>

Configure the default domain name? (yes/no) [n]: y

Default domain name: <DNS Domain Name>

Join centralized management environment (UCS Central)? (yes/no) [n]: n

Apply and save configuration (select 'no' if you want to re-enter)? (yes/no): Y

2. Wait for the login prompt to make sure that the configuration has been saved.

Cisco UCS 6248 B

To configure the second Cisco UCS Fabric Interconnect for use in a VersaStack environment, complete the following steps:

1. Connect to the console port on the second Cisco UCS 6248 fabric interconnect.

Enter the configuration method. (console/gui) ? console

Installer has detected the presence of a peer Fabric interconnect. This
Fabric interconnect will be added to the cluster. Continue (yln)? vy

Enter the admin password for the peer Fabric interconnect: <Admin Password>
Physical switch MgmtO IP address: < Mgmt. IP address for Fabric B>

Apply and save the configuration (select 'no' if you want to re-enter)?
(yes/no): y

2. Wait for the login prompt to make sure that the configuration has been saved.

Cisco UCS Software Upgrade

Log in to Cisco UCS Manager

To log in to the Cisco Unified Computing System (UCS) environment, complete the following steps:

1. Open a web browser and navigate to the Cisco UCS 6248 fabric interconnect cluster address.
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2. Under HTML, click the Launch UCS Manager link to launch the Cisco UCS Manager HTML5 User Interface.
3.  When prompted, enter admin as the user name and enter the administrative password.
4. Click Login to log in to Cisco UCS Manager.

5. Respond to the pop-up on Anonymous Reporting and click OK.

Upgrade Cisco UCS Manager Software to Version 3.1(19)

This document assumes the use of Cisco UCS 3.1(1g). To upgrade the Cisco UCS Manager software and the UCS 6248 Fabric
Interconnect software to version 3.1(1g), refer to Cisco UCS Manager Install and Upgrade Guides.

Configure Cisco UCS Call Home

It is highly recommended by Cisco to configure Call Home in UCSM. Configuring Call Home will accelerate resolution of
support cases. To configure Call Home, complete the following steps:

1. In Cisco UCS Manager, click the Admin tab in the navigation pane.
2. Select All > Communication Management > Call Home.
3. Change the State to On.

4. Fillin all the fields according to your Management preferences and click Save Changes and OK to complete configuring
Call Home.


http://www.cisco.com/en/US/products/ps10281/prod_installation_guides_list.html
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M Storage Admin  » ® General

Filter: [ Al -

Profiles

Call Home Policies System Inventory

Events

Admi
Admin

‘BB Al

~ 7, Faults, Events and Audit Log

Switch Priority - (Criticall

-

Throttling :|() Off (&) On

Ta Faults

hA

» Events States.

7. Audit Logs

7, Syslog Contact Informati
Core Files Contact :|
[ ¢ TechSupport Files

) Fhone :
Ta Settings

* (& User Management Email -

» & Authentication Address -
» & LDAP
» & RADIUS | s
> (& TACACS+ Customer ID -
~ 88 User Services

Confract ID :

» 8 Locales
Site ID -

» 8 Locally Authenticated Users

» 8% Remotely Authenticated Users
Email Addresses

» 88 Roles
* AP Key Management From :
A KeyRing default Reply To -
- E Communication Management
SMTP Server
£ Communication Services Host (IP ﬁg;eg‘:;

i DNS Management
A Management Interfaces

Port : 25 |

» [ UCS Central

Add Block of Management IP Addresses for KVM Access

To create a block of IP addresses for out of band (mgmto) server Keyboard, Video, Mouse (KVM) access in the Cisco UCS

environment, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Expand Pools > root > IP Pools.

3. Right-click IP Pool ext-mgmt and choose Create Block of IPv4 Addresses.

F5M

Anonymous Reporting

4. Enterthe starting IP address of the block, the number of IP addresses required, and the subnet and gateway infor-

mation. Click OK.
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2 Create Block of IPv4 Addresses X

Create a Block of IPv4 Addresses

From /192 168.163.161 Size :| 20 =
Subnet Mask °|255.255.252.0 Default Gateway :|192.168.163.1
Primary DNS :192.165.163.50 Secondary DNS :[192.168.163.51 |

[ oK | [ Cancel |

# This block of IP addresses should be in the out of band management subnet.

5. Click OK.

6. Click OKin the confirmation message.

Synchronize Cisco UCS to NTP

To synchronize the Cisco UCS environment to the NTP server, complete the following steps:

1. In Cisco UCS Manager, click the Admin tab in the navigation pane.

2. Select All > Timezone Management > Timezone.

3. Inthe Properties pane, select the appropriate time zone in the Timezone menu.
4. Click Save Changes, and then click OK.

5. Click Add NTP Server.

6. Enter <NTP Server IP Address> and click OK.

7. Click OK.

Edit Chassis Discovery Policy

Setting the discovery policy simplifies the addition of B-Series Cisco UCS chassis and of additional fabric extenders for
further C-Series connectivity. To modify the chassis discovery policy, complete the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane and select Equipment from the list in the left
pane.

2. Intheright pane, click the Policies tab.
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3. Under Global Policies, set the Chassis/FEX Discovery Policy to match the minimum the number of uplink ports that are
cabled between any chassis IOM or fabric extender (FEX) and the fabric interconnects.

4. Setthe Link Grouping Preference to Port Channel.

5. Click Save Changes.

6. Click OK.

Fault Summary

D<) \'% A A

0 2 0 0

4 Equipment Servers LAN SAN

Filter: | All .
y Ecupment
&) Chassis

v&® Rack-Mounts

g FEX

&% Servers

Enable Server and Uplink Ports

@ & New ¥ ‘ iOptions | (i ) | "\ Pending Activities | 33 Find
£5 Equipment
P »|d Qémain Topology View Ezxz Fabric Interconnects <p Servers

Global Policies Autoconfig Policies Server Inheritance Policies

Chassis/FEX Discovery Policy
Action : 2 Link v

Link Grouping Preference :|() None (e) Port Channel

To enable server and uplink ports, complete the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.

N

3. Expand Fixed Module.

4. Expand and select Ethernet Ports.

Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module.

5. Select the ports that are connected to the Cisco UCS 5108 chassis and UCS C-Series servers, one by one, right-click and

select Configure as Server Port.

Fault Summary

>} v A A
0 2 0 0
2l Equipment Servers LAN SAN >
Filter: | All v

vE& Equipment
=) Chassis
va® Rack-Mounts
Ty FEX
% Servers
vEX Fabric Interconnects

4 +- Fabric Interconnect A (primary)

> Fabric Interconnect B (subordinate)

(€] @ New ¥ | [/ Options | o |

s |4 Find | @) Exit |
5% Equipment v Fabric Interconnects v Fabric Interconnect A (primary)

General Physical Ports Fans PSUs Physical Display F

Fault Summary Physical Display

Q V A A
o o 0 0

Overall Status : ¢ Operable Propert
Thermal : ¢ OK

Ethernet Mode :End Host

Configure@ Server Port
Uplink Port

Configure'z

P{ Configure as FCoE Uplink Port

6. Click Yes to confirm server ports and click OK.

7. Verify that the ports connected to the UCS 5108 chassis and C-series servers are now configured as Server ports by se-
lecting Fabric Interconnect A in the left and Physical Ports tab in the right pane.
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Fault Summary

v A A

0 12 0 2
< Equipment Servers LAN SAN
Filter: | All
~£8 Equipment
vy Chassis

» & Chassis 1
» & (Chassis 2
va® Rack-Mounts
@ FEX
% Servers
vEm Fabric Interconnects
" Faoe mcomecta prma |
Jte

N nterconnect B (subordinate

4

»

Q @ New v | | Options 0 | 44 Find | [@Exit |
£ Equipment v  EZE Fabric Interconnects v g8 Fabric Interconnect A (primary)
General Physical Ports Fans PSUs Physical Display FSM
Ethernet Ports FC Ports
& =) @ Filter wBport (Print
Name Slot PortID MAC IfRole
v BB Eived Module
=llport 1 1 00:2A'6A6B:3C:A8  Server
“Bport2 2 00:2ABA6B:3CAY  Server
Mport3 3 00:2A:6A:6B:3C:AA  Server
~Bport4 4 00:2A'6ABB:3C:AB  Server
~Hports 5 00:2A6ABB:3CAC  Unconfigured
“Bports 6 00:2A:6A:6B:3C:AD  Unconfigured

Faults

If Type

Physical
Physical
Physical
Physical
Physical
Physical

Events

[ Fabric Interconnect A (

Neighbors

Overall Status

tup
T up
T up
T up
W Sfp Not Present
W sfo Not Present

Statistics

Admin State

¥ Enabled
¥ Enabled
¥ Enabled
¥ Enabled
3 Disabled
¥ Disabled

8. Select the ports that are connected to the Cisco Nexus 9372 leaf switches, one by one, right-click and select Configure

as Uplink Port.

9. Click Yes to confirm uplink ports and click OK.

10. Verify that the uplink ports are now configured as Network ports by selecting Fabric Interconnect A in the left and
Physical Ports tab in the right pane.

11. Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module.

12. Repeat steps 3-10 to configure server and uplink ports on Fabric Interconnect B.

Acknowledge Cisco UCS Chassis and FEX

When the UCS Fl ports are configured as server ports, UCS chassis is automatically discovered and may need to be
acknowledged. To acknowledge all Cisco UCS chassis, complete the following steps:

B

N

3. Right-click each chassis and select Acknowledge Chassis.

Expand Chassis and select each chassis that is listed.

4. Click Yes and then click OK to complete acknowledging the chassis.

In Cisco UCS Manager, click the Equipment tab in the navigation pane.

ﬂ If Cisco Nexus 2232PP FEXes are part of the configuration, expand Rack-Mounts and FEX and acknowledge the FEXes one by one.

Enable Fibre Channel Ports (IBM V7000 Unified Only)

To enable FC uplink ports, complete the following steps.

# This step requires a reboot. To avoid an unnecessary switchover, configure the subordinate Fabric Interconnect first.

1. Inthe Equipment tab, select the Fabric Interconnect B (subordinate Fl in this example), and in the Actions pane, select
Configure Unified Ports, and click Yes on the splash screen.
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Fault Summary Q@ ©) T Newv |[Soptons | @ @ |/ PendingActiviies | 33 Find | [@) Exit |
0 0 0 3 é’é Equipment v Fabric Interconnects v Fabric Interconnect B (subordinate)
4 Equipment Servers LAN SAN > » General Physical Ports Fans PSUs Physical Display FSM Fa
Filter: [ All - "
Fault Summary Physical Display
vE& Equipment
» =) Chassis e v A A
0 0 0 0
va® Rack-Mounts
FEX
@ ¥ Up B Admin Down M Fail ™ Link Down
va® Servers Status
4 Server 1 2
- Overall Status : ¢ Operable Properties
» &%= Server 2
vEm Fabric Interconnects TSIl el Name :B
vz Fabric Interconnect A (primary) Ethernet Mode :End Host ProductName :CiscoUCS 6248UP
» (8 Fans FC Mode :End Host Vendor :Cisco Systems, Inc.
veod N Admin Evac Mode :Off
» &8 Fixed Module I Revision :0
» B8 PSUs ; Oper Evac Mode :Off
A{ << Fabric Interconnect B (subordinate) Available Memory :13.365 (GB) 1
> g Fans Actions 2
| Locator LED :
» 228 Fixed Modul S
Seqioode ExE Configure Evacuation
» B Psus » Part Details
-ﬂiConfigur—:- Unified Ports

2. Slide the lever to change the ports 31-32 to Fiber Channel. Click Finish followed by Yes to the reboot message. Click OK.

X

A Configure Unified Ports

Unified Computing System Manager
Configure Fixed Module Ports

Instructions
The position of the slider determines the type of the ports.
‘All the ports to the left of the slider are Ethernet ports (Blue), while the ports to the right are Fibre Channel ports (Purple).

3. When the subordinate has completed reboot, repeat the procedure to configure FC ports on primary Fabric Intercon-
nect. As before, the Fabric Interconnect will reboot after the configuration is complete.

Create VSAN for the Fibre Channel Interfaces

To configure the necessary virtual storage area networks (VSANs) for FC uplinks for the Cisco UCS environment, follow
these steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.

2. Expandthe SAN > SAN Cloud and select Fabric A.
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3. Right-click VSANs and choose Create VSAN.

4. Enter VSAN-A as the name of the VSAN for fabric A.
5. Keep the Disabled option selected for FC Zoning.

6. Click the Fabric A radio button.

7. Enterio1 asthe VSAN ID for Fabric A.

8. Enterio1 asthe FCoE VLAN ID for fabric A. Click OK twice.

A Create VSAN X

Create VSAN

Name | VSAN-A
FC Zoning Settings

FC Zoning : @ Disabled () Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch.

(C) Common/Global (s) Fabric A(C) Fabric B Both Fabrics Configured Differently

You are creating a local VSAN in fabric A that maps to AWLAN can be used to carry FCoE traffic and can be mapped to this
a VSAN ID that exists only in fabric A. WSAN.
Enter the WSAN |D that maps to this WSAN. Enter the WLAN ID that maps to this VSAN.
WSANID 101 FCoEWLAN | 101
| oK | | Cancel |

9. Inthe SAN tab, expand SAN > SAN Cloud > Fabric-B.
10. Right-click VSANs and choose Create VSAN.

11. Enter VSAN-B as the name of the VSAN for fabric B.
12. Keep the Disabled option selected for FC Zoning.

13. Click the Fabric B radio button.

14. Enter 102 asthe VSAN ID for Fabric B. Enter 102 as the FCoE VLAN ID for Fabric B. Click OK twice.
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A Create VSAN X

Create VSAN

Name : VSAN-B
FC Zoning Settings

FC Zoning :|(@) Disabled O Enabled
Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch.

(O Common/Global O Fabric A Fabric B() Both Fabrics Configured Differently

You are creating a local VSAN in fabric B that maps to AVLAN can be used to carry FCoE traffic and can be mapped to this
a VSAN ID that exists only in fabric B. VSAN.
Enter the VSAN ID that maps to this VSAN. Enter the VLAN ID that maps to this VSAN.
VSANID : 102 FCoEVLAN : 102
OK | | Cancel

Create Port Channels for the Fibre Channel Interfaces

To configure the necessary port channels for the Cisco UCS environment, complete the following steps:

Fabric-A
1. Inthe navigation pane, under SAN > SAN Cloud, expand the Fabric A tree.

2. Right-click FC Port Channels and choose Create Port Channel.
3. Enter1forthe port channel ID and Poz for the port channel name.

4. Click Next then choose ports 31 and 32 and click >> to add the ports to the port channel. Click Finish.
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A Create Port Channel

Unified Computing System Manager
Add Ports

Create Port Channel

1. ¥ Set Port Channel Name

[»

2 ' Add Ports Port Channel Admin Speed :| Auto | v |
Ports Ports in the port channel
Port SlotID WWPN Port Slot 1D WWPN
No data available &)l 1 20:1F:00:24:...
32 1 20:20:00:2A....
=
e
Slot ID: Slat ID:
WWPN: WWPN: |
-
<Prev | [ Next> | | Flniﬁh Cancel |
5. Click OK.

6. Select FC Port-Channel 1 from the menu in the left pane and from the VSAN drop-down field, select VSAN 101 in the

right pane.

Fault Summary

& VvV A A

0 0
dors LAN SAN VM b
Fiiter: [ All v
=] SAN
*¢{) SAN Cloud
vz Fabric A

»=ill FC Port Channels
ME=i FC Por-Channel 1

-4
-

» <l FCoE Port Channels

» =il Uplink FC Interfaces

» <l Uplink FCoE Interfaces

*=] VSANs

=] VSAN VSAN-A (101}

»

Q 0 New ¥ | [/ Options | @ @ | /3, Pending Activiies | 42 Find | [G] Exit |

=]san v ¢ISAN Cloud v Em Fabric A » =Ml FC Port Channels v <& FC Port-Channel 1

General Ports Faults

Status

Overall Status : 7 Failed

Additional Info : No operational

members
Actions
-[a_ Disable Port Channel

=™ sdd ports

7. Click Save Changes and then click OK.

Events Statistics

Properties

(DI |

Fabric ID A

Port Type
Transport Type :Fc

: Aggregation

Name :| Po1

Description -

VBAN

:|Fabric Dualvsan default (1] |

Port Channel Admin Speed :| Auto

| v]

Operational Speed(Gbps) :0
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Fabric-B

1.

7-

Click the SAN tab. In the navigation pane, under SAN > SAN Cloud, expand the Fabric B.
Right-click FC Port Channels and choose Create Port Channel.

Enter 2 for the port channel ID and Poz for the port channel name. Click Next.

Choose ports 31 and 32 and click >> to add the ports to the port channel.

Click Finish, and then click OK.

Select FC Port-Channel 2 from the menu in the left pane and from the VSAN drop-down field, select VSAN 102 in the
right pane.

Click Save Changes and then click OK.

'ﬁ To initialize a quick sync of the connections to the MDS switch, right-click the recently created port channels, disable port channel

and then re-enable the port channel. Create Uplink Port Channels to Cisco Nexus Switches.

Create Port Channels for Ethernet Uplinks

To configure the necessary Ethernet port channels out of the Cisco UCS environment, complete the following steps:

'ﬁ In this procedure, two port channels are created one from each Fabric Interconnect (A and B) to both the Cisco Nexus 9372 leaf

switches.

In Cisco UCS Manager, click the LAN tab in the navigation pane.
Under LAN > LAN Cloud, expand the Fabric A tree.

Right-click Port Channels and choose Create Port Channel.
Enter 11 as the unique ID of the port channel.

Enter Po11 as the name of the port channel and click Next.

A Create Port Channel

Unified Computing System Manager

Create Port Channel Set Port Channel Name
1. ¥ Set Port Channel
Name D11
2. ¥ Add Ports

Name : Pol1|
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10.

11.

12.

13.

14.

15.

Select the network uplink ports to be added to the port channel.

Click >> to add the ports to the port channel (27 and 28).

Click Finish to create the port channel and then click OK.

In the navigation pane, under LAN > LAN Cloud, expand the Fabric B tree.
Right-click Port Channels and choose Create Port Channel.

Enter 12 as the unique ID of the port channel.

Enter Po12 as the name of the port channel and click Next.

Select the network uplink ports (27 and 28) to be added to the port channel.
Click >> to add the ports to the port channel.

Click Finish to create the port channel and click OK.

.=

Since the ACl fabric is not configured as yet, the port channels will remain in down state.

Create MAC Address Pools

To configure the necessary MAC address pools for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Pools > root.
# In this procedure, two MAC address pools are created, one for each switching fabric.
3. Right-click MAC Pools under the root organization.
4. Select Create MAC Pool to create the MAC address pool.
5. Enter MAC-Pool-A as the name of the MAC pool.
6. Optional: Enter a description for the MAC pool.
7. Select the option Sequential for the Assignment Order field and click Next.
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A Create MAC Pool X
Unified Computing System Manager
Create MAC Poaol Define Name and Description '

1. ¥ Define Name and
Description Name : MAC-Pool-A

2. ¥ Add MAC Addresses Description :

Assignment Order :|() Default @ Sequential

8. Click Add.

9. Specify a starting MAC address.

'& It is recommended to place oA in the second last octet of the starting MAC address to identify all of the MAC addresses as Fabric A
addresses. It is also recommended to not change the first three octets of the MAC address.

10. Specify a size for the MAC address pool that is sufficient to support the available blade or rack server resources. Re-
member that multiple Cisco VIC vNICs will be created on each server and each vNIC will be assigned a MAC address.

A Create a Block of MAC Addresses X

Create a Block of MAC Addresses o

First MAC Address :\ 00:25:B5:06:04.:00 | Size :

To ensure uniqueness of MACs in the LAN fabric, you are strongly encouraged to use the following MAC
prefix:
00:25:B5 000X

ok | [ cancel

11. Click OK and then click Finish.

12. Inthe confirmation message, click OK.

13. Right-click MAC Pools under the root organization.

14. Select Create MAC Pool to create the MAC address pool.
15. Enter MAC-Pool-B as the name of the MAC pool.

16. Optional: Enter a description for the MAC pool.

17. Select the Sequential Assignment Order and click Next.
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18. Click Add.

19. Specify a starting MAC address.

ﬂ It is recommended to place oB in the second last octet of the starting MAC address to identify all the MAC addresses in this pool as
fabric B addresses. It is also recommended to not change the first three octets of the MAC address.

20. Specify a size for the MAC address pool that is sufficient to support the available blade or rack server resources.

A Create a Block of MAC Addresses X

Create a Block of MAC Addresses ?

First MAC Address :| 00:25:B5:06:08:00 Size :| 64 =

To ensure uniquenass of MACS in the LAN fabric, you are strongly encouraged to use the following MAC
prefix:
00:25:B5:XX:XXXX

| oK | | Cancel |
21. Click OK and then click Finish.

22. Inthe confirmation message, click OK.

Create UUID Suffix Pool

To configure the necessary universally unique identifier (UUID) suffix pool for the Cisco UCS environment, complete the
following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click UUID Suffix Pools and choose Create UUID Suffix Pool.
4. Enter UUID-Pool as the name of the UUID suffix pool.

5. Optional: Enter a description for the UUID suffix pool.

6. Keep the prefix at the derived option.

7. Click Next.

8. Click Add to add a block of UUIDs.

9. Keep the From field at the default setting.

10. Specify a size for the UUID block that is sufficient to support the available blade or rack server resources.
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A Create a Block of UUID Suffixes X

Create a Block of UUID Suffixes

From:| 0000-000000000001 Size 1|32 -

qk—,] | Cancel

11. Click OK. Click Finish and then click OK.

Create Server Pool

To configure the necessary server pool for the Cisco UCS environment, complete the following steps:

1.

In Cisco UCS Manager, click the Servers tab in the navigation pane.
Select Pools > root.

Right-click Server Pools and choose Create Server Pool.

Enter Infra-Server-Pool as the name of the server pool.

Optional: Enter a description for the server pool.

Click Next.

Select at least two (or more) servers to be used for the setting up the VMware environment and click >> to add them to
the Infra-Pool server pool.

Click Finish and click OK.

Create a WWNN Address Pool for FC based Storage Access (IBM v7000 Only)

For FC boot as well as access to FC LUNs, create a World Wide Node Name (WWNN) pool by completing the following
steps:

1.

In Cisco UCS Manager, click the SAN tab in the navigation pane.
Select Pools > root.

Right-click WWNN Pools under the root organization and choose Create WWNN Pool to create the WWNN address
pool.

Enter WWNN-Pool as the name of the WWNN pool.

Optional: Enter a description for the WWNN pool.
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6. Select the Sequential Assignment Order and click Next.
7. Click Add.
8. Specify a starting WWNN address.

9. Specify a size for the WWNN address pool that is sufficient to support the available blade or rack server resources. Each
server will receive one WWNN.

A Create WWN Block X

Create WWN Block

From :| 20:00:00:25:65:00:00:00 Size 1| 32 =

To ensure uniqueness of WWHs in the SANM fabric, you are strongly encouraged to use
the following WWHN prefix:

20:00:00:25:b5 00K xx

ok | [ cancel
.-J‘I'l'n . s

10. Click OK and click Finish.

11. Inthe confirmation message, click OK.

Create a WWPN Address Pools for FC Based Storage Access (IBM v7000 Only)

If you are providing FCoE boot or access to FCoE LUNSs, create a World Wide Port Name (WWPN) pool for each SAN
switching fabric by completing the following steps:

1. InCisco UCS Manager, click the SAN tab in the navigation pane.
2. Select Pools > root.

3. Right-click WWPN Pools under the root organization and choose Create WWPN Pool to create the first WWPN address
pool.

4. Enter WWPN-Pool-A as the name of the WWPN pool.
5. Optional: Enter a description for the WWPN pool.

6. Select the Sequential Assignment Order and click Next.
7. Click Add.

8. Specify a starting WWPN address.
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# It is recommended to place oA in the second last octet of the starting WWPN address to identify all of the WWPN addresses as Fab-
ric A addresses.

9. Specify a size for the WWPN address pool that is sufficient to support the available blade or rack server resources. Each
server's Fabric A vHBA will receive one WWPN from this pool.

A Create WWN Block X

Create WWN Block

From :| 20:00:00:25:85:00:0A:00 Size :| 32| -

To ensure unigueness of WWHNs in the SAM fabric, you are strongly encouraged to use
the following WWH prefix:

20:00:00:25: b5 XXX

| OK | | Cancel
nk . )

10. Click OK and click Finish.
11. Inthe confirmation message, click OK.

12. Right-click WWPN Pools under the root organization and choose Create WWPN Pool to create the second WWPN ad-
dress pool.

13. Enter WWPN-Pool-B as the name of the WWPN pool.
14. Optional: Enter a description for the WWPN pool.

15. Select the Sequential Assignment Order and click Next.
16. Click Add.

17. Specify a starting WWPN address.

ﬂ It is recommended to place oB in the second last octet of the starting WWPN address to identify all of the WWPN address-
es as Fabric B addresses.

18. Specify a size for the WWPN address pool that is sufficient to support the available blade or rack server resources. Each
server's Fabric B vHBA will receive one WWPN from this pool.
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A Create WWN Block X

Create WWN Block

From :| 20:00:00:25:85:00:08:00 Size | 32| =

To ensure uniqueness of WWHNs in the SAN fabric, you are strongly encouraged to use
the following WWHMN prefix:

20:00:00:25: b5 00X XX

D"JJI; | Cancel :|
19. Click OK and click Finish.

20. Inthe confirmation message, click OK.

Create IQN Pools for iISCSI Boot and LUN Access (IBM v9000 Only)

To enable iSCSI boot and provide access to iISCSI LUNs, configure the necessary IQN pools in the Cisco UCS Manager by
completing the following steps:

1. Inthe UCS Manager, select the SAN tab.

2. Select Pools > root.

3. Right-click IQN Pools under the root organization and choose Create IQN Suffix Pool to create the IQN pool.
4. Enterinfra-ign-Pool for the name of the IQN pool.

5. Optional: Enter a description for the IQN pool.

6. Enterign.1992-08.com.cisco as the prefix

7. Select the option Sequential for Assignment Order field. Click Next.
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A Create IQN Suffix Pool X
Unified Computing System Manager
Create ION Suffix Pool Define Name and Description

1. ¥ Define Name and
Description Name : infra-ign-Pool

2. Jadd 1QN Blocks Description :

Prefix :|ign.1992-08.com.cisco %

IQN Prefix must have the following format: ign.yyyy-mm.naming-authority, where
naming-authority is usually the reverse syntax of the Internet domain name of the naming
authority.

Assignment Order :|() Default (®) Sequential

8. Click Add.
9. Enter an identifier with ucs-host as the suffix.
10. Enter1inthe From field.

11. Specify a size of the IQN block sufficient to support the available server resources. Each server will receive one IQN.

12. Click OK.
A Create a Block of IQN Suffixes X
Create a Block of IQN Suffixes 9

Suffix :| ucs-host

From :| 1

Size | 32 -

| Oﬁ cancel |
13. Click Finish. In the message box that displays, click OK.

Create IP Pools for iISCSI Boot and LUN Access (IBM v9000 Only)

For enabling iSCSI storage access, these steps provide details for configuring the necessary IP pools in the Cisco UCS
Manager:

ﬂ Two IP pools are created, one for each switching fabric.

1. In Cisco UCS Manager, select the LAN tab.
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2. Select Pools > root.

3. Right-click IP Pools under the root organization and choose Create IP Pool to create the IP pool.
4. EnteriSCSl-initiator-A for the name of the IP pool.

5. Optional: Enter a description of the IP pool.

6. Select the option Sequential for the Assignment Order field. Click Next.

7. Click Add.

8. Inthe From field, enter the beginning of the range to assign an iSCSI IP addresses. These addresses are covered in Table
11.

9. Enterthe Subnet Mask.
10. Set the size with sufficient address range to accommodate the servers. Click OK.

A Create Block of IPv4 Addresses X

Create a Block of IPv4 Addresses

From :/192.168.181.1 Size [ 32 ~

-| 9£ -

Subnet Mask Default Gateway :/0.0.0.0

Primary DNS :|0.0.0.0

w

econdary DNS :/0.0.0.0

11. Click Next and then click Finish.

12. Click OK in the confirmation message.

13. Right-click IP Pools under the root organization and choose Create IP Pool to create the IP pool.
14. EnteriSCSl-initiator-B for the name of the IP pool.

15. Optional: Enter a description of the IP pool.

16. Select the Sequential option for the Assignment Order field. Click Next.

17. Click Add.
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18. Inthe From field, enter the beginning of the range to assign an iSCSI IP addresses. These addresses are covered in Table
11.

19. Enter the Subnet Mask.
20. Set the size with sufficient address range to accommodate the servers. Click OK.

A Create Block of IPv4 Addresses X

Create a Block of IPv4 Addresses

From :[192 1631821 Size | 32 —
Subnet Mask 2552552550 Default Gateway :/0.0.0.0
Primary DNS :|0.0.0.0 Secondary DNS :/0.0.0.0

21. Click Next and then click Finish.

22. Click OK in the confirmation message.

Create VLANS

To configure the necessary VLANs in the Cisco UCS Manager, complete the following steps for all the VLANs listed in Table
12:

Table 12 VLANs on the UCS System

VLAN Name VLAN
IB-MGMT 111
Infra-iSCSI-A* 3030
infra-iSCSI-B* 3040
Infra-NFS** 3050
vMotion 3000
Native-2 2
APIC-Pool- 1101-1120
AVS-Infra 4093

* Infra-iISCSI-A/B VLANs are only needed for IBM Vgooo iSCSI deployments
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** |nfra-NFS VLAN only needed for IBM vyo00 Unified File Modules deployments

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select LAN > LAN Cloud.
3. Right-click VLANs and choose Create VLANS.
4. Enter name from the VLAN Name column.
5. Keepthe Common/Global option selected for the scope of the VLAN.
6. Enterthe VLAN ID associated with the name.
7. Keep the Sharing Type as None.
8. Click OK, and then click OK again.
A Create VLANS

Create VLANs

VLAN Name/Prefix :| Native-2
Mutticast Policy Name [ <notset=| 7] E3 Create Multicast Policy

(%) Common/Global ) Fabric A(C) Fabric B(C) Baoth Fabrics Configured Differently

You are creating global VLANs that map to the same VLAN IDs in all available fabrics
Enter the range of VLAN IDs.(e.g. "2009-2019", 29,35 40-45", "23", "23,34-45")

VLANIDs ;| 2

Sharing Type :|(® None O Primary O Isolated (O Community

9. Click Yes, and then click OK twice.

# For defining a range of VLANs from a single screen, refer to figure below. In the figure, APIC-Pool- prefix will be appended to all the
VLAN names (for example, APIC-Pool-1101, APIC-Pool-1102 and so on).
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A Create VLANs

Create VLANs

VLAN Name/Prefix :| APIC-Pool-

Multicast Policy Name :[<notset= ¥ E¥ Create Multicast Policy

(&) Common/Global O) Fabric A(Q Fabric B(O Both Fabrics Configured Differently

You are creating global VLANSs that map to the same VLAN IDs in all available fabrics.
Enter the range of VLAN IDs.(e.g. "2009-2019", "29,35 40-45", "23", "23,34-45")

VLAN IDs :| 1101-1200

Sharing Type :|(@® None O Primary O Isolated (O Community

10. Repeat these steps for all the VLAN in Table 12.

Create Host Firmware Package

Firmware management policies allow the administrator to select the corresponding packages for a given server
configuration. These policies often include packages for adapter, BIOS, board controller, FC adapters, host bus adapter
(HBA) option ROM, and storage controller.

To create a firmware management policy for a given server configuration in the Cisco UCS environment, complete the
following steps:

1.

In Cisco UCS Manager, click the Servers tab in the navigation pane.

Select Policies > root.

Right-click Host Firmware Packages and choose Create Host Firmware Package.
Enter Infra-FW-Pack as the name of the host firmware package.

Keep the Host Firmware Package as Simple.

Select the version 3.1(1g) for both the Blade and Rack Packages.

Click OK to create the host firmware package.

Click OK.
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ﬁ Create Host Firmware Package

Create Host Firmware Package

Name :| Infra-FW-Pack

Description -

How would you like to configure the Host Firmware Package?

(®) Simple ) Advanced

Blade Package :|3.1(1q)B | v
Rack Package :[3_1[1g}C | Tl
M-Series Package :|=notset= | A

Excluded Components:

Adapter

Hast NIC

CIMC

Board Contraller

Set Jumbo Frames in Cisco UCS Fabric

To configure jumbo frames in the Cisco UCS fabric, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select LAN > LAN Cloud > QoS System Class.

3. Intheright pane, click the General tab.

4. Onthe Best Effort row, enter 9216 in the box under the MTU column.

5. Click Save Changes in the bottom of the window.

6. Click Yes, and then OK.

€« C'  (xb#ps://192.168.163.40/app/3_
it Apps Y Bookmarks ik APIC 62 i APIC VS

Fault Summary

Q@ VvV A A

1_1e/index.html#

‘ Q 22| New ¥ | [ Options |

=]ian v () LAN Cloud

o) 0 0
4 s taunment Servers LAN » »||  LANUplinks VLANs
Filter: [ All . o
Priority Enabled Co$
=] LAN -

-

> Ex3 Fabric A Platinum 5

» g Fabric B

> fjf QoS System Class Gold 7

» =] LAN Pin Groups :

» & Threshold Policies Silver P

» =] VLAN Groups

» =] VLANs Bronze 1
¥} Appliances

c Best v Any
» g3 Fabric A | Effort
» g Fabric B |
Fibre v 3
VI
iz Channel

S AR

nding Activities | &3 Find | [@] Exit |

MAC Identity Assignment

QoS

Weight
(%)

N/A

N/A

N/A

N/A

50

50

Global Policies Faults
MTU

normal v
normal v
normal v
normal v
9216| v]
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Create Local Disk Configuration Policy

When using an external storage system, a local disk configuration for the Cisco UCS environment is necessary because the
servers in the environment will not contain a local disk.

'ﬁ This policy should not be applied to the servers that contain local disks.

To create a local disk configuration policy for no local disks, complete the following steps:

1. InCisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Right-click Local Disk Config Policies and choose Create Local Disk Configuration Policy.
4. Enter SAN-Boot as the local disk configuration policy name.

5. Change the mode to No Local Storage.

6. Click OK to create the local disk configuration policy.

A Create Local Disk Configuration Policy X

Create Local Disk Configuration Policy

Name : SAN-Boot

Description :

Mode :|No Local Storage K2

FlexFlash
FlexFlash State :|(s) Disable (O Enable

If FlexFlash State is disabled, SD cards will become unavailable immediately.
Please ensure SD cards are not in use before disabling the FlexFlash State.

FlexFlash RAID Reporting State :|(s) Disable (O Enable

7. Click OK again.

Create Network Control Policy for Cisco Discovery Protocol and Link Layer Discovery
Protocol

To create a network control policy that enables Cisco Discovery Protocol (CDP) and Link Layer Discovery Protocol (LLDP)
on virtual network ports, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click Network Control Policies and choose Create Network Control Policy.
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4. Enter Enable-LLDP-CDP as the policy name.
5. For CDP, select the Enabled option.
6. For LLDP, select Enabled for both Transmit and Receive.

7. Click OK to create the network control policy.

& Create Network Control Policy

Create Network Control Policy

CDP :|() Disabled (s) Enabled |

MAC Register Mode :|@ Only Mative Vian () All Host Vlans

Action on Uplink Fail :|@ Link Down () Waming ‘
MAC Security

Forge :|@ Allow () Deny |

LLDP

Transmit - |() Disabled (3) Enabled |

Receive :|C| Dizabled (=) Enabled | R

| OK | | Cancel |

8. Click OK.

Create Power Control Policy

To create a power control policy for the Cisco UCS environment, complete the following steps:

1. InCisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Right-click Power Control Policies and choose Create Power Control Policy.
4. Enter No-Power-Cap as the power control policy name.

5. Change the power capping setting to No Cap.

6. Click OK to create the power control policy.

7. Click OK.
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A Create Power Control Policy

Create Power Control Policy

Name : MNo-Power-Cap

Description -

Fan Speed Folicy | any v
Power Capping

If you choose cap, the server is allocated a certain amount of power based on its priority within
its power group. Priority values range from 1 to 10, with 1 being the highest priority_ If you
choose no-cap, the server is exempt from all power capping.

|@ No Cap () cap |

Cisco UCS Manager only enforces power capping when the servers in a power gqroup require more
power than is currently available. With sufficient power, all servers run at full capacity regardless of
their priority.

| OK | Cancel

Create Server Pool Qualification Policy (Optional)

To create an optional server pool qualification policy for the Cisco UCS environment, complete the following steps:

# This example creates a policy for selecting a Cisco UCS B200-Mj server.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Right-click Server Pool Policy Qualifications and choose Create Server Pool Policy Qualification.
4. Enter UCSB-B200-My as the name for the policy.

5. Choose Create Server PID Qualifications.

6. Select UCSB-B200-My as the PID.

7. Click OK.

8. Click OK to create the server pool policy qualification.

Create Server BIOS Policy

To create a server BIOS policy for the Cisco UCS environment, complete the following steps:
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1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click BIOS Policies and choose Create BIOS Policy.

4. EnterInfra-Host-BIOS as the BIOS policy name.

5. Change the Quiet Boot setting to disabled.

A Create BIOS Policy

Unified Computing System Manager

Create BIOS Policy Main
1. ¥ Main i
55| doroceanr Name :|Infra-Host-BIOS
3. Uintel Directed 10 Description |
LI ras Memo
o RS 2 Reboot on BIOS Settings Change L)
5 LJSeriaI Port o
5 \JUSB Quiet Boot :{;@;disabled (O enabled ) Platform Default \
T 4 PCI Post Error Pause :lbﬁi‘sﬁiled () enabled @ Platform Default }
B :
i Resume Ac On Power Loss | stay-off O last-state O reset (8) Platform Default ‘
9. L1 Lom and PCle Slots =
10. O Trusted platform Front Panel Lockout :|O) disabled O enabled (8) Platform Default |
11. J Graphics Configuration Consistent Device Naming : O disabled O enabled (8) Platform Default |

12. U Boot Options
13. J Server Management

6. Click Next.

7. Onthe next screen labeled as Processor, make changes as captured in the following figure for high compute perfor-
mance.
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Turbo Boost

Enhanced Intel Speedstep
Hyper Threading

Core Multi Processing

Execute Disabled Bit
Virtualization Technology (VT)
Hardware Pre-fetcher

Adjacent Cache Line Pre-fetcher

DCU Streamer Pre-fetch

| all

:|D disabled (s) enabled () Platform Default

:|O disabled (s) enabled () Platform Default

:|O disabled (s) enabled () Platform Default

M

:|O disabled (s) enabled () Platform Default

:|O disabled (s) enabled () Platform Default

:|O disabled () enabled (s) Platform Default

:|O disabled () enabled (s) Platform Default

DCU IP Pre-fetcher :|O disabled () enabled (s) Platform Default

Direct Cache Access :|O disabled (s) enabled () Platform Default

Processar C State :|O disabled () enabled (s) Platform Default

|

|

|

|

/| O disabled O enabled (& Platform Default |

|

|

|

Processor C1E |

:|O disabled () enabled (s) Platform Default

M

/| O disabled O enabled (& Platform Default |

M

M

Processor C3 Report :| Platform Default

Frocessor C6 Report

Processor C7 Report :| Platform Default

CPU Performance 3|enterpriae

Max Variable MTRR Setting :|O auto-max O 8 (& Platform Default |

Local X2 APIC :|O xapic () x2apic (O auto (s) Platform Default |

8. Click Next and under the screen labeled Intel Direct 10, make changes as captured in the following figure.

VT For Directed 10 | disabled (3) enabled () Platform Default |

Interrupt Remap Z|I:::I disabled () enabled (=) Platform Default |

Coherency Support Z|I:::I disabled () enabled (=) Platform Default |

ATS Support :|(C disabled O enabled (&) Platform Default |

Pass Through DMA Support | disabled () enabled (&) Platform Default |

9. Click Next and under the screen labeled RAS Memory, make changes as captured in the following figure.
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Memory RAS Config | maximum-performance | v

NUMA :|O disabled (3) enabled O Platform Default |

v DDR Mode :|O power-saving-mode (s) performance-mode () auto () Platiorm Default

DRAM Refresh Rate | Platform Default | v

DDR3 Voltage Selection :|O ddr3-1500mv () ddr3-1350mv {(®) Platform Default |

10. Click Finish to create the BIOS policy.

11. Click OK.

Update Default Maintenance Policy

To update the default Maintenance Policy, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root and then select Maintenance Policies > default.
3. Change the Reboot Policy to User Ack.

4. Click Save Changes and OK.

5. Click OK to accept the change.

Actions Properties

=
)}

Name :default
Show Policy Usage Description :

Owner :Local

Reboot Policy :|/(O Immediate (®) User Ack (O Timer Automatic

On Next Boot (Apply pending changes at next reboot.)

Create VNIC/VHBA Placement Policy

To create a vNIC/VHBA placement policy for the infrastructure hosts, complete the following steps:

1.

In Cisco UCS Manager, click the Servers tab in the navigation pane.

Select Policies > root.

Right-click vNIC/vHBA Placement Policies and choose Create Placement Policy.
Enter Infra-Policy as the name of the placement policy.

Click 1 and select Assigned Only.

Click OK and then click OK again.
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A Create Placement Policy

Create Placement Policy

Name
Virtual Slot Mapping Scheme

& Filter = Export (< Print

Virtual Slot
1

2

. Infra-Policy

:|® Round Robin O Linear Ordered

Selection Preference

Assigned Only
All
All
All

Create VNIC Templates

Eight different vNIC Templates are covered in Table 13 below. Not all the VNICs need to be created in all deployments. The

vNICs templates covered below are for iSCSI vNICs, infrastructure (storage, management etc.) vNICs, and data vNICs (VM
traffic) for VMware VDS or Cisco AVS. Refer to Usage column in Table 13 below to see if a vNIC is needed for a particular

ESXi host.
Table 13 vNIC Templates and associated VLANs
Name FabricID | VLANs Native VLAN MAC Pool Usage
Infra-vNIC-A A IB-Mgmt, Infra-NFS*, Native- | Native-2 MAC-Pool-A All ESXi Hosts; * Infra-
2, vMotion NFS VLAN only
needed when using
IBM v7000 Unified File
Modules
Infra-vNIC-B B IB-Mgmt, Infra-NFS*, Native- | Native-2 MAC-Pool-B All ESXi Hosts; * Infra-
2, vMotion NFS VLAN only
needed when using
IBM v7000 Unified File
Modules
Infra-iSCSI-A A Infra-iSCSI-A Infra-iSCSI-A MAC-Pool-A iSCSI hosts only (IBM
V9000)
Infra-iSCSI-B B Infra-iSCSI-B Infra-iSCSI-B MAC-Pool-B iSCSI hosts only (IBM
V9000)
Infra-vNIC-VDS-A | A APIC-Pool-1101 through APIC- MAC-Pool-A All hosts using APIC
Pool-1200 controlled VDS as
distributed switch
Infra-vNIC-VDS-B B APIC-Pool-1101 through APIC- MAC-Pool-B All hosts using APIC
Pool-1200 controlled VDS as
distributed switch
Infra-vNIC-AVS-A A AVS-Infra MAC-Pool-A All hosts using APIC

controlled AVS as
distributed switch
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Infra-vNIC-AVS-B B AVS-Infra MAC-Pool-B All hosts using APIC
controlled AVS as
distributed switch

Repeat the following steps for all the required vNICs in a customer deployment scenario (Table 13):

1. InCisco UCS Manager, select the LAN tab.

2. Select Policies > root.

3. Right-click vNIC Templates and choose Create vNIC Template.

4. Enter Name (listed in Table 13) of the vNIC template name.

5. Select Fabric A or B as listed in Table 13. Do not select the Enable Failover check box.
6. Under Target, make sure that the VM check box is not selected.

7. Select Updating Template for Template Type.

8. Under VLANS, select all the VLANSs as listed in Table 13.

9. Setappropriate VLAN as Native VLAN; if a Native VLAN is not listed in the Table 13; do not change the Native VLAN pa-
rameters.

10. Under MTU, enter gooo.

11. From the MAC Pool list, select appropriate MAC pool as listed in Table 13.
12. From the Network Control Policy list, select Enable-CDP-LLDP.

13. Click OK to complete creating the vNIC template.

14. A sample screenshot for a vNIC is shown below.
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A Create vNIC Template X

Create vNIC Template

4 Filter = Export (= Print

v
Select Name Native VLAN

v/ =l ApiC-Pool-1101 O
v =l APIC-P00I-1102 O
vl =l APIC-Po0I-1103 O
™ =l ApIC-Pool-1104 O
vl =l APIC-Po0I-1105 O
v =l APIC-P00I-1106 O
™ =l ApIC-Pool-1107 O

vl =l APIC-Po0I-1108 O ’
— &)

Create VLAN
CDN Source :|(®) vNIC Name () User Defined
MTU : 9000
MAC Pool :[ MAC-Pool-B(32/32) ¥

QoS Policy :|<notset= ¥

Network Control Policy :[Enable-LLDP-CDP | ¥ |

Pin Group : =notset= v

Stats Threshold Policy :|default' ¥

Connection Policies

(® Dynamic vNIC O usNIC O VMQ

Dynamic vNIC Connection Policy :| <notset= | ¥

15. Click OK.

16. Repeat the process to define all the necessary vNIC templates.

Create LAN Connectivity Policies

A LAN connectivity policy defines the vNICs that will be created as part of a service profile deployment. Depending on the
storage protocol in use and distributed switch selected, LAN connectivity policy will differ. Refer to Table 14 for a list of
vNICs that need to be created as part of LAN connectivity policy definition.

Table 14 vNIC list for LAN connectivity policy
vNIC Name vNIC Template Usage
vNIC-A Infra-vNIC-A All ESXi Hosts

vNIC-B Infra-vNIC-B All ESXi Hosts
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vNIC-VDS-A Infra-vNIC-VDS-A Hosts using APIC
controlled VDS as
distributed switch

vNIC-VDS-B Infra-vNIC-VDS-B Hosts using APIC
controlled VDS as
distributed switch

vNIC-AVS-A Infra-vNIC-AVS-A All hosts using APIC
controlled AVS as
distributed switch

vNIC-AVS-B Infra-vNIC-AVS-B All hosts using APIC
controlled AVS as
distributed switch

vNIC-iSCSI-A Infra-iSCSI-A iSCSI hosts only - IBM
V9000

vNIC-iSCSI-B Infra-iSCSI-B iSCSI hosts only - IBM
V9000

To configure the necessary Infrastructure LAN Connectivity Policies, complete the following steps:

Adding vNICs in LAN policy

The steps in this procedure would be repeated to create all the necessary vNICs covered in Table 14.

1.

9.

In Cisco UCS Manager, click the LAN tab in the navigation pane.

Select LAN > Policies > root.

Right-click LAN Connectivity Policies and choose Create LAN Connectivity Policy.
Enter Infra-lan-policy as the name of the policy.

Click Add to add a vNIC.

In the Create vNIC dialog box, the name of the vNIC from Table 14.

Select the Use vNIC Template checkbox.

In the vNIC Template list, select the corresponding vNIC template from Table 14.

For the Adapter Policy field, select VMWare.

10. Click OK to add this vNIC to the policy.
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A& Create vNIC

Create vNIC

Name : vMNIC-A
Use yNIC Template
Bl Create vNIC Template

VNIC Template :|infra-vMIC-A | ¥

Adapter Performance Profile

Adapter Policy 3 Ed Create Ethemnet Adapter Policy

11. Click Add to add another vNIC to the policy.
12. Repeat the above steps to add all the vNICs as defined in Table 14.

13. Verify that the proper vNICs have been created for your VersaStack Implementation. A sample output for FC only hosts
is shown below.

Mame :infra-lan-pol
Description

Cwner :Local
Click Add to specify one or more vMNICs that the server should use to connect to the LAN.

Name MAC Address Mative VLAM
» =l i wNIC-A Derived
» -l yic vNIC-B Derived
» =l ynic vNIC-VDS-A Derived
» -l yNIC vNIC-VDS-B Derived

Adding iSCSI vNICs in LAN policy

Complete the following Steps only if you are using iSCSI SAN access:
1. Verify the iSCSI base vNICs are already added as part of vNIC implementation (steps 1-14).

Description

Cwner :Local
Click Add to specify one or more vNICs that the server should use to connect to the LAN.

MName MAC Address Mative VLAN
» llynic wNIC-A Derived
» =l yNiC wNIC-AVS-A Derived
» =l NIC WNIC-AVS-B Derived
» =l yNiC vNIC-B Derived
» Wl yNiC yNIC-iSCSI-A Derived

» —llyNiC vNIC-iSCSIB Derived
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2. Expand the Add iSCSI vNICs section to add the iSCSI boot vNICs.

3. Click Add in the iSCSI vNIC section to define an iSCSI boot vNIC.

A Create LAN Connectivity Policy

Create LAN Connectivity Policy

Description
Click Add to specify one or more vNICs that the server should use to connect to the LAN.
Mame MAC Address
=l yniC vNIC-ACLB Derived
=l yNiC vNIC-ACLA Derived
=Hvnic iscsiB Derived
=Bynic iscsLA Derived
=W ynic vNIC-B Derived
=W vniC vNIC-A Derived

3 Delete [EH Add [Zh Modify
+ Add iSCSI vNICs

Mame Owerlay vMIC Name iSCS| Adapter Policy
Mo data available

@J 5 Delete [ Modify

4. EnteriSCSI-A as the name of the vNIC.
5. Select Infra-iSCSI-A for Overlay vNIC.
6. SettheiSCSI Adapter Policy to default.
7. Setthe VLAN to Infra-iSCSI-A (native).
8. Leave the MAC Address set to None.

9. Click OK.
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A Create iSCSI vNIC

Create iISCSI vNIC

Name : iISCSI-A
Overlay vNIC : iSCSI-A | v
ISCSI Adapter Policy :[<notset>| ¥ ]| Create iSCSI Adapter Policy
VLAN :[infra-ISCSI-A (native) [ v |

iSCSIMAC Address

MAC Address Assignment: | Select(None used by default)

Create MAC Pool

10. Click Add in the iSCSI vNIC section again.
11. EnteriSCSI-B as the name of the vNIC.
12. Set the Overlay vNIC to Infra-iSCSI-B.

13. Setthe iSCSI Adapter Policy to default.
14. Setthe VLAN to Infra-iSCSI-B (native).
15. Leave the MAC Address set to None.

16. Click OK.

17. Verify that the iSCSI vNICs are created correctly.
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A Create LAN Connectivity Policy

Create LAN Connectivity Policy

Description

Click Add to specify one or more vNICs that the server should use to connect to the LAN.
MAC Address

Name

v

=@ yNiC vNIC-ACI-B
=@l yniC vNIC-ACIA
-Bynic iscsiB
=#ynic iscsi-A
=@l ynic vNIC-B
=@ yNic vNIC-A

Add iSCSI vNICs

Name

-@iscsivNiC iscSI-B
-liscsivNiC isCSIA

Derived
Derived
Derived
Derived
Derived
Derived

QOverlay vNIC Name
ISCSI-B
iISCSI-A

Delete

Native VLAN
Add Modify
iSCSI Adapter Policy MAC Address
default RY Derived
Derived

18. Click OK then OK again to create the LAN Connectivity Policy.

Create VHBA Templates for FC Connectivity (IBM V7000 only)

To create virtual host bus adapter (vHBA) templates for the Cisco UCS environment, follow these steps:

1.

In Cisco UCS Manager, click the SAN tab in the navigation pane.

Select Policies > root.

Right-click vVHBA Templates and choose Create vHBA Template.

Enter Infra-vHBA-A as the vHBA template name.

Click the radio button to select Fabric A.

In the Select VSAN list, Choose VSAN-A.

In the WWPN Pool list, Choose WWPN-Pool-A.
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A Create vHBA Template

Create vHBA Template

Name :|infra-vHBA-A
Description :
FabricID /(@A OB
Select VSAN :|VSAN-A v | Ed Create VSAN
Template Type :|(®) Initial Template (O Updating Template

Max Data Field Size :| 2048

WWPN Pool ;[ WWPN-Pool-A(32/32) | ¥ |

QoS Policy :| =notset=| ¥

Pin Group : =notset= v

Stats Threshold Policy :| default| ¥

8. Click OK to create the vHBA template.

9. Click OK.

10. Right-click vHBA Templates again and choose Create vHBA Template.
11. Enter Infra-vHBA-B as the vHBA template name.

12. Click the radio button to select Fabric B.

13. Inthe Select VSAN list, Choose VSAN-B.

14. Inthe WWPN Pool, Choose WWPN-Pool-B.
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A Create vHBA Template

Create vHBA Template

Name : infra-vHBA-B
Description :
FabriciD :|(OA ®B
SelectVSAN :|VSAN-B v Create VSAN

Template Type :|(®) Initial Template (O Updating Template

Max Data Field Size : 2048

WWPN Pool :[WWPN-Pool-B(32/32) | ¥

QoS Policy :[<notset> | ¥

Pin Group :|<notset= v

Stats Threshold Policy :| default ¥

15. Click OK to create the vHBA template.

16. Click OK.

Create FC SAN Connectivity Policies (IBM V7000 only)

A SAN connectivity policy defines the vHBAs that will be created as part of a service profile deployment.

To configure the necessary Infrastructure LAN Connectivity Policies, complete the following steps:

1.

In Cisco UCS Manager, click the SAN tab in the navigation pane.

Select SAN > Policies > root.

Right-click SAN Connectivity Policies and choose Create SAN Connectivity Policy.
Enter Infra-FC-Boot as the name of the policy.

Select WWNN-Pool from the drop-down list under World Wide Node Name.
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A Create SAN Connectivity Policy

Create SAN Connectivity Policy

Name : Infra-FC-Boot

Description :

A server is identified on a SAN by its World Wide Node Name (WWNN}. Specify how the system st
with this profile.
World Wide Node Name

WWNN Assignment; WWNN-Pool(32/32) Z|

Create WWNN Pool

The WWNN will be assigned from the selected pool.
The available/ftotal WWNNs are displayed after the pool name.

6. Click Add.

7. Under Create vHBA, enter Fabric-A in the Name field.

8. Checkthe check box Use vHBA Template.

9. From the vHBA Template drop-down list, select infra-vHBA-A.

10. From the Adapter Policy drop-down list, select VMWare.

A Create vHBA

Create vHBA

Name :| Fabric-A
Use vHBA Template :#/
Ed Create vHEA Template

vHBA Template | infra-vHBA-A | ¥

Adapter Performance Profile

Adapter Policy : Ed Create Fibre Channel Adapter Policy
11. Click OK.
12. Click Add.

13. Under Create vHBA, enter Fabric-B in the Name field.
14. Checkthe check box next to Use vHBA Template.

15. From the vHBA Template drop-down list, select infra-vHBA-B.
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16. From the Adapter Policy drop-down list, select VMWare.

A Create vHBA

Create vHBA

Name :| Fabric-A
Use vHBA Template :#
Ed Create vHBA Template

vHBA Template :|infra-vHBA-A | ¥

Adapter Performance Profile
Adapter Policy :[ViMWware [7] ER Create Fibre Channel Adapter Policy
17. Click OK.

18. Click OK again to accept creating the SAN connectivity policy.

Create iISCSI Boot Policy (IBM V9000 Only)

This procedure applies to a Cisco UCS environment in which iSCSI interface on Controller A is chosen as the primary target.
To create boot the policy for the Cisco UCS environment, complete the following steps:

1. InCisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Boot Policies and choose Create Boot Policy.

4. Enter Boot-iSCSI-A as the name of the boot policy.

5. Optional: Enter a description for the boot policy.

6. Keep the Reboot on Boot Order Change option cleared.

7. Expand the Local Devices drop-down menu and select Add CD/DVD.
8. ExpandtheiSCSI vNICs section and select Add iSCSI Boot.

9. Inthe AddiSCSI Boot dialog box, enter iSCSI-vNIC-A.

10. Click OK.

11. Select Add iSCSI Boot.

12. Inthe Add iSCSI Boot dialog box, enter iSCSI-vNIC-B.

13. Click OK.



Server (UCS) Configuration

Actions Properties
ﬁ D:’lr:‘t:’ Name
g Show Policy Us Description :
g Owner
Reboot on Boot Order Change :
Enforce vNICAVHBA/AISCSI Name
Boot Mode
Warning

The type (primary/secondary) does not indicate a boot order presence.

:Boot-iSCSI-A

:Local

R4

:|@® Legacy O Uefi

The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.
If Enforce vNIC/VHBA/ISC SI Name is selected and the vNIC/VHBA/ISCSI does not exist, a config error will be reported.
Ifitis not selected, the vNICs/VHBAs are selected if they exist, otherwise the vNIC/VHBA with the lowest PCle bus scan order is used.

» Local Devices Boot Order

» CIMC Mounted vMedia

Name Or.. a
@ coovp 1
» VNICs — a iscs| 2
» vHBAs 5‘ 90
Hiscs

» iSCSI vNICs

14. Click OK then OK again to save the boot policy.

Create FC Boot Policies (IBM v7000 Only)

& (= @ Filter o>Export (< Print

vNICAWHBA/SCSI ... | Type WWN
iISCSI-VNIC-A Primary
iISCSI-vNIC-B Secondary

LUN _..

This procedure applies to a Cisco UCS environment in which two FC interfaces are used on the IBM Storwize V7000 Node 1
and two FCinterfaces are used on Node 2. This procedure captures a single boot policy which defines Fabric-A as the

primary fabric. Customer can choose to create a second boot policy which can use Fabric-B as primary fabric to spread the
boot-from-san traffic load on both the nodes in case of disaster recovery.

WWPN information from the IBM v7000 is required to complete this section. This information can be found by logging into
the IBM Storwize GUI and hovering the mouse over the FC ports as shown in the figure below. The information can be

recorded in Table 15.



Server (UCS) Configuration

Actions | [E

a_,' i ID: 3 (host adapter 2 canister 1)
8 State: v Active
(i,a 50050768082320FC

Table 15 IBM V7000 Unified — WWPN Information

Node Port ID WWPN Variable

Node 1 3 WWPN-Node-1-Fabric-A
Node 1 4 WWPN-Node-1-Fabric-B
Node 2 3 WWPN-Node-2-Fabric-A
Node 2 4 WWPN-Node-2-Fabric-B

To create boot policies for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Choose Policies > root.

3. Right-click Boot Policies and choose Create Boot Policy.

4. Enter Boot-Fabric-A as the name of the boot policy.

5. Optional: Enter a description for the boot policy.

6. Keep the Reboot on the Boot Order Change check box unchecked.

7. Expand the Local Devices drop-down list and Choose Add CD/DVD.
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A Create Boot Policy X

Create Boot Policy

Name : Boot-Fabric-A

~
Description :
Reboot on Boot Order Change -0
Enforce vNIC/VHBA/SCS| Name -V
Boot Mode :|(s) Legacy () Uefi
WARNINGS:
The type (primary/secondary) does not indicate a boot order presence.
The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.
If Enforce vNIC/vHBA/ISCSI Name is selected and the vNIC/vHBAVISCSI does not exist, a config error will be reported.
If it is not selected, the vNICs/vHBASs are selected if they exist, otherwise the vNIC/VHBA with the lowest PCle bus scan order is used.
+ Local Devices Boot Order
- Filter = Export Print G
M Add Local Disk H =4 wort sy
. Name Order « VNIC/v...  Type WWN LUNN... SlotN... BootN... BootP... Descr...
Add Local LUN 2
B Add Loca @coovo 1
B Add Local JBOD
B Add SD Card v
- e

| OK | | Cancel |

8. Expand the vHBAs drop-down list and Choose Add SAN Boot.

v vHBAs

(@ Add SAN Boot

9. Inthe Add SAN Boot dialog box, enter Fabric-A in the vHBA field.
10. Make sure that the Primary radio button is selected as the SAN boot type.

11. Click OK to add the SAN boot initiator.

A Add SAN Boot X

Add SAN Boot ;

vHBA : Fabric-A

Type :|® Primary () Secondary

| OK | | Cancel |
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12. From the vHBA drop-down menu, choose Add SAN Boot Target.

v vHBAs

@ Add SAN Boot

&) Add SAN Boot Target

13. Keep o as the value for Boot Target LUN.

14. Enter the WWPN <WWPN-Node-1-Fabric-A> from Table 15.

15. Keep the Primary radio button selected as the SAN boot target type.

16. Click OK to add the SAN boot target.

A Add SAN Boot Target X

Add SAN Boot Target

Boot Target LUN - 0D

Boot Target WWPN :| 50:05:07:68:0c:21:22:71

Type :|(®) Primary () Secondary

| OK | | Cancel

17. From the vHBA drop-down menu, choose Add SAN Boot Target.
18. Keep o as the value for Boot Target LUN.
19. Enterthe WWPN <WWPN-Node-2-Fabric-A> from Table 15.

20. Click OK to add the SAN boot target.
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A Add SAN Boot Target X

Add SAN Boot Target

Boot Target LUN :| O

Boot Target WWPN :| 50:05:07:68:0c:51:22:71

Type : Primary (®) Secondary

| OK Cancel

21. From the vHBA drop-down list, choose Add SAN Boot.
22. Inthe Add SAN Boot dialog box, enter Fabric-B in the vHBA box.
23. The SAN boot type should automatically be set to Secondary.

24. Click OK to add the SAN boot initiator.

A Add SAN Boot X

Add SAN Boot

vHBA : Fabric-B

Type :] Primary () Secondary

| OK | | Cancel

25. From the vHBA drop-down list, choose Add SAN Boot Target.
26. Keep o as the value for Boot Target LUN.

27. Enter the WWPN <WWPN-Node-1-Fabric-B> from Table 15.
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28. Keep Primary as the SAN boot target type.

29. Click OK to add the SAN boot target.

A Add SAN Boot Target X

Add SAN Boot Target

Boot Target LUN : 0

Boot Target WWPN | 50:05:07:68:0c:22:22:67

Type :|(®) Primary (") Secondary

(oK) [Cancel
30. From the vHBA drop-down list, choose Add SAN Boot Target.
31. Keep o as the value for Boot Target LUN.

32. Enter the WWPN <WWPN-Node-2-Fabric-B> from Table 15

33. Click OK to add the SAN boot target.

A Add SAN Boot Target X

Add SAN Boot Target

Boot Target LUN : 0

Boot Target WWPN :| 50:05:07-68:0c:52:22:67

Type : Primary (s) Secondary

| oK | | Cancel

34. Click OK, and then click OK again to create the boot policy.
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35. Verify that your configuration looks similar to the screenshot below.

Boot Order
[+ (= @ Fiter =Export (3 Print Sy
Name O..a  VNIC... Type WWN LUN... Slot... | Boot.. Boot.. Des...
@ coovp 1
v S san 2
v = san Primary Fabr... Prim...
= san Target Primary Prim__.  50:056:07:68:0C:21:22:71 0
=l san Target Secondary Sec...  50:05:07:68:0C:51:22:71
v 3 SAN Secondary Fabr.. Sec...
=l san Target Primary Prim...  50:05:07:68:0C.22:22:67
= san Target Secondary Sec...  50:05:07:68:0C:52:22:67

Create iISCSI Boot Service Profile Template (IBM V9000 only)

Service profile template configuration for the IBM Vgoo0 iSCSI based SAN access is covered in this section.
To create the service profile template, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Service Profile Templates > root.
3. Right-click root and choose Create Service Profile Template. This opens the Create Service Profile Template wizard.

4. Enterinfra-ESXi-iSCSI-Host as the name of the service profile template. This service profile template is configured to
boot from storage node 1 on fabric A.

5. Select the Updating Template option.
6. Under UUID, select UUID-Pool as the UUID pool.

7. Click Next.

A Create Service Profile Template X

Unified Computing System Manager

Create senvice Profie Template  ld@Ntify Service Profile Template
You must enter a name for the service profile template and specify the template type. You can also specify how a UUID will be assigned to this template and

1. ¥ Identify Service enter a description.

Profile Template
2. B Storage Provisioning
3 B ] Networking
4. L san connectivity

Name : infra-ESXi-iSCSI-Host

The template will be created in the following organization. Its name must be unigue within this organization.
Where :org-root

The template will be created in the following organization. Its name must be unique within this organization.

5. Jzoning Type :|O Initial Template (&) Updating Template
6. LIyNIC/vHBA Placement Specify how the UUID will be assigned to the server associated with the service generated by this template.
7. JuMedia Policy uuID
8. a Server Boot Order
9. B Maintenance Policy
401 Sonver Assignment UUID Assignment: UUID-Pool(28/32) LI

11. B ] Operational Policies

The UUID will be assigned from the selected pool.
The available/total UUIDs are displayed after the pool name.
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Configure Storage Provisioning:

1. In Storage Provisioning window, select the Local Disk Configuration Policy tab.
2. Select the option SAN-Boot for Local Storage Policy. This policy usage requires servers with no local HDDs.

3. Click Next.

A Create Service Profile Template

Unified Computing System Manager

Create Senvice Profie Template. ~ Storage Provisioning

Optionally specify or create a Storage Profile, and select a local disk configuration policy.
1. ¥ Identify Service Profile

Template Specific Storage Profile Storage Profile Policy Local Disk Configuration Policy
2. ¥ Storage Provisioning e
: {SAN-Boot ¥}
] dNetwodqng ocal Storage| SAN-Boot ¥
4. 1 san Connectivity .
5 JZ ] Create Local Disk Configuration Policy Mode S Mot ocal S 00a0n
. =1Z0ning Protect Configuration :Yes
6. VNIC/vHBA Placement If Protect Configuration is set, the local disk configuration is
7. Aymedia Policy preserved if the service profile is disassociated
3 with the server. In that case, a configuration error will be raised
8. . Server Boot Order when a new service profile is associated with
9 L I8eintonance Policy that server if the local disk configuration in that profile is
3 3 different.
10. A Server Assignment FlexFlash
3 L]Operational Policies FlexFlash State :Disable

If FlexFlash State is disabled, SD cards will become
unavailable immediately.
Please ensure SD cards are notin use before disabling the
FlexFlash State.

FlexFlash RAID Reporting State :Disable

Configure Networking Options:

1. Inthe Networking window, keep the default setting for Dynamic vNIC Connection Policy.

N

Select the Use Connectivity Policy option to configure the LAN connectivity.
3. Select the infra-iSCSI-Pol as the LAN Connectivity Policy.
4. Selectinfra-ign-Pool for Initiator Name Assignment.

5. Click Next.
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A Create Service Profile Template

Unified Computing System Manager

Create Service Profile Template Netwo rkmg
Optionally specify LAN configuration information.

1. ¥ Identify Service Profile

Dynamic vNIC Connection Policy] Select a Policy to use (no Dynamic vNIC Policy by default) | ¥ |

Template
2. Y Storage Provisioning
3. ¥ Networking Create Dynamic vNIC Connection Policy
4. ) saN connectivity
5 B Zoning
g JVNIC/VHBA Picaanent How would you like to configure LAN connectivity?
7. dumedia Policy O simple O Expert(O No vNICs (@) Use Connectivity Policy
8. [ server Boot Order LAN Connectivity Policy :[infra-SCSI-Pol | ¥ | Create LAN Connectivity Policy
9. I Maintenance Policy Initiator Name

10. 4 Server Assignment
11. ) operational Policies Initiator Name Assignment: l infra-ign-Pool(32/32) ﬂ

Initiator Name :
Create IQN Suffix Pool
The IQN will be assigned from the selected pool. %

The availableftotal IQNs are displayed after the pool name.

Configure SAN Connectivity:

6. Select the No vHBAs option for the How would you like to configure SAN connectivity? field and continue on to the next
section.

7. Click Next.

Configure Zoning

1. ForiSCSI boot option, it is not necessary to configure any Zoning options. Click Next.

Configure vNIC/VHBA Placement

1. Inthe vNIC/vHBA Placement window, for the field Select Placement, select Infra-Policy.
2. Choose vCon 1 and assign the vHBAs/vVNICs to the virtual network interfaces policy in the following order:

— vVvNIC-A

— VNIC-B

— VNIC-VDS-A OR vNIC-AVS-A (depending on distributed switch in use)
— vNIC-VDS-B OR vNIC-AVS-B (depending on distributed switch in use)
— VNIC-iSCSI-A

— VNIC-iSCSI-B

3. Click Next.
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vMNIC/HBA Flacement specifies how vNICs and vHBAs are placed on physical network adapters (mezzanine)
in a senver hardware configuration independent way.

Select Placement: | Infra-Policy "| El Create Placement Policy

Virtual Network Interface connection provides a mechanism of placing vMNICs and vHBAs on physical network adapters.
vMICs and vHBAs are assigned to one of Virtual Metwark Interface connection specified below. This assignment can be
performed explicitly by selecting which Virtual Network Interface connection is used by vNIC or vHBA ar it can be done
automatically by selecting "any™.

vMNIC/HBA placement on physical network interface is controlled by placement preferences.

Please select one Virtual Network Interface and one or more vMICs or vHBAs

Virtual Netwark Interfaces Policy (read only)
Mame Order - Selection Prefe_ .

Name - v B ycon 1 Assigned Only =
No data available =l ic wNIC-A
=l yNIC WNIC-AVS-A
=l yniC vNIC-AvS-B
=il yNiC vNIC-B
=l niC vNICSCSIA
=l yniC vNIC-SCSIHB
Bvcon2 All

- =

vNICs vHBAs

== 3ssign ==

=< remove =<

[y e T o T Y

A Move Up + Move Down

Configure vMedia Policy

1. Do not configure a vMedia Policy.

2. Click Next.

Configure Server Boot Order
1. Select Boot-iSCSI-A for Boot Policy.

2. Inthe Boot Order pane, expand iSCSI and select iSCSI-A.
3. Click SetiSCSI Boot Parameters.

4. Leave the Initiator Name Assignment dialog box <not set> to use the single Service Profile Initiator Name defined in the
previous steps.

5. SetiSCSl-initiator-A as the Initiator IP address Policy.

6. Keep theiSCSI Static Target Interface selected and click to Add.
7. Inthe Create iSCSI Static Target field, add the iSCSI target node name for Node 1 (IQN) from Table 10.

8. Enterthe IP address of Node 1 Port 4.
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iSCSI Target Name : ibm:2145.versastack.node

Friority 1
Port :| 3260
Authentication Profile 3 Create iSCSI Authentication Profile

IPv4 Address :192.168.191.251

o 0

| oK | | Cancel |
9. Click OK to add the iSCSI static target.
10. Keep the iSCSI Static Target Interface option selected and click to Add.

11. Inthe Create iSCSI Static Target dialog box, add the iSCSI target node name for Node 2 (IQN) from Table 10.

12. Enterthe IP address of Node 2 Port 4.

ISCSI Target Mame ;| ibm:2145 versastack. node?

Priarity 2
Port :| 3260
Authentication Profile :[ <notset= [ 7] Create iSCSI Authentication Profile

IPv4 Address 1192 168.191.252

D :|0

[ oK | | Cancel |
13. Click OK.

14. Verify both the targets on iSCSI Path A as shown below:
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Set iSCSI| Boot Parameters ?

WARNING: The selected pool does not contain any available entities. -
You can select it, butitis recommended that you add entities to it.

Initiator Address

InitiatnrIF'AddressF'UIicv:| imE e '|

IPvd4 Address :0.0.0.0

Subnet Mask :255.255.255.0
Default Gateway :0.0.0.0

Primary DNS :0.0.0.0
Secondary DNS :0.0.0.0

K3 Create IP Pool
M Reset Initiator Address

The IP address will be automatically assigned from the selected pool.

(®) iSCSI Static Target Interface O iSCSI Auto Target Interface

Name Prio...« | Port Auth... | iSCSIIPV4 Addr... | LUN Id
igqn.1986-03.com.ibm:2145 versastack node 1 3260 192 168.191.251 0
ign.1986-03 com.ibm:2145 versastack.node2 2 3260 192 168.191.252 0

| OK | | Cancel |
15. Click OK.

16. Inthe Boot Order pane, select iSCIS-B.
17. Click SetiSCSI Boot Parameters.
18. Inthe SetiSCSI Boot Parameters dialog box, set the leave the “Initiator Name Assignment” to <not set>.

19. Inthe SetiSCSI Boot Parameters dialog box, set the initiator IP address policy to iSCSl-initiator-B.
20. Keep the iSCSI Static Target Interface option selected and click the button for Add.

21. Inthe Create iSCSI Static Target dialog box, add the iSCSI target node name for Node 1 (IQN) from Table 10.

22. Enterthe IP address of Node 1 Port 5
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iSCSI| Target Name ;| ibm:2145 versastack.node |

Priority 1
Port ;| 3260
Authentication Profile 3 Create iSCSI Authentication Profile

IPv4 Address 192 168.192.251

o 0

| Ok | | Cancel |
23. Click OK to add the iSCSI static target.

24. Keep the iSCSI Static Target Interface option selected and click the button for Add.

25. Inthe Create iSCSI Static Target dialog box, add the iSCSI target node name for Node 2 (IQN) from Table 10.

26. Enter the IP address of Node 2 Port 5.

iISCSI Target Mame ;| ign. 1936-03.com.ibm:2145
Priority -2
Port :| 3260
Authentication Profile :[<not set- ¥ | Create iSCSI Authentication Profile

IPv4 Address :[192 168 192 252

o |0

[ oK | | Cancel |
27. Click OK.

28. Verify both the targets on iSCSI Path A as shown below:
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A SetiSCS| Boot Parameters X

Set iISCSI| Boot Parameters 7

IPv4 Address :0.0.0.0

Subnet Mask :255.255.255.0
Default Gateway :0.0.0.0

Frimary DNS :0.0.0.0
Secondary DNS [0.0.0.0

Ed Create IP Pool
3 Resat Initiator Address

The IP address will be automatically assigned from the selected pool.

(®) ISCSI Static Target Interface () iSCS| Auto Target Interface

Mame Priarity Fart Auth__. | iISCSIIPV4 Address LUN Id =
iqn.1986-03 com.ibm:2145 versastack.node2 ) 3260 192 168192 252 ]
iqn.1986-03.com.ibm:2145 versastack.node1 1 3260 192.168.192 251 1]

29. Click OK.

30. Review the table to make sure that all boot devices were created and identified. Verify that the boot devices are in the
correct boot sequence.

31. Click Next to continue to the next section.

Configure Maintenance Policy

1. Select the default Maintenance Policy from the drop-down list.

2. Click Next.
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| A\ s reEe = i K
Unified Computing System Manager

Create Service Profile Template Maintenance Policy @

Specify how disruptive changes such as reboots, network interruptions, and firmware upgrades should be applied to the server associated with this service

1. ¥ Identify Service Profila ~ Profile.
Template
2. ¥ Storage Provisioning ¥ Maintenance Policy
3. v Networking .
ect a maintenance policy to include with this service profile or create a new maintenance policy that will be accessible to all service profiles.
4. SAN Connectivity
5 \"'Zuning Maintenance Policy,| default| ¥ Create Maintenance Policy

6. VNIC/vHBA Placement
7.+ vMedia Policy
8. ¥ Server Boot Order

9. v Maintenance Policy [%
10 I—‘|Ser\ﬂer Assignment
11. D operational policies No maintenance policy is selected by default.

The service profile will immediately reboot when disruptive changes are applied.

Configure Server Assignment

1. Inthe Pool Assignment list, select Infra-Server-Pool

2. Optional: Select a Server Pool Qualification policy.

3. Select Up as the power state to be applied when the profile is associated with the server.

4. Expand Firmware Management at the bottom of the page and select Infra-FW-Pack from the Host Firmware list.
5. Click Next.

A Create Service Profile Template

Unified Computing System Manager

Create Service Profile Template ~ S€IVer Assignment

Optionally specify a server pool for this service profile template.

S . :
1. ¥dentify Senvice Profile 'y, 21 selecta server pool you want to associate with this service profile template.

Template

2. ¥ Storage Provisioning Pool Assignment; Infra-Server-Pool | ¥ Create Server Pool

3. ¥ Networking

4. ¥ SAN Connectivity Selectthe power state to be applied when this profile is associated
5‘ . with the server.

. ¥ Zoning ; -
U Down

6. ¥/ YNIC/vHBA Placement ©Up0 Do

7. ¥ vMedia Policy

8. ¥ Server Boot Order

9. ¥ Maintenance Policy
10. ¥ Server Assignment The service profile template will be associated with one of the servers in the selected pool.
1. B Operational Policies If desired, you can specify an additional server pool policy qualification that the selected server must meet. To do so, select the qualification from the list.

Server Pool Qualification :[<notset=| ¥ |
Restrict Migration L

w Firmware Management (BIOS, Disk Controller, Adapter)

Ifyou select a host firmware policy for this service profile, the profile will update the firmware on the server that it is associated with.
Otherwise the system uses the firmware already installed on the associated server.

Host Firmware Package| Infra-FW-Pack ¥

Create Host Firmware Package



Server (UCS) Configuration

Configure Operational Policies
1. Inthe BIOS Policy list, select Infra-Host-BIOS.

2. Expand Power Control Policy Configuration and select No-Power-Cap in the Power Control Policy list.

A Create Service Profile Template

Unified Computing System Manager

Create Senvice Profile Template ~ OP€rational Policies

Optionally specify information that affects how the system operates.

1. ¥ Identify Service Profile

Template v BIOS Configuration

2. ¥ Storage Provisioning : ; : ; ; ) ; :
3 If you want to override the default BIOS settings, select a BIOS policy that will be associated with this service profile

3. ¥ Networking
4. ¥ SAN Connectivity BIOS Policy :|Infra-Host-BIOS | ¥
5. ¥ Zoning [
6. ¥ VNIC/vHBA Placement
i~ V, YMexlia Policy » External IPMI Management Configuration
8. ¥ Server Boot Order
9. ¥ Maintenance Policy

/ A
10, Server Assignment » Management IP Address

11. ¥ Operational Policies
» Monitoring Configuration (Thresholds)

v Power Control Policy Configuration

Power control policy determines power allocation for a server in a given power group.

Power Control Policy :| No-Power-Cap | ¥ Create Power Control Policy

» Scrub Policy

» KVM Management Policy %

3. Click Finish to create the service profile template.

4. Click OKin the confirmation message.

Create FC Boot Service Profile Template (IBM v7000 Only)

In this procedure, a service profile template is created to use FC Fabric A as primary boot path.
To create service profile templates, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Choose Service Profile Templates > root.

3. Right-click root and choose Create Service Profile Template. This opens the Create Service Profile Template wizard.
4. Enterinfra-ESXi-Host as the name of the service profile template.

5. Select the Updating Template option.
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6. Under UUID, select UUID-Pool as the UUID pool.

7. Click Next.

A Create Service Profile Template X

Create Senvice Profile Template 1d€Ntify Service Profile Template
You must enter a name for the service profile template and specify the template type. You can also specify how a UUID will be assigned to this template and
1. V Identify Service enter a description.
Profile Template

2 LJStorage e Name :| Infra-ESXi-Host

3 0 Networking The template will be created in the following organization. Its name must be unique within this organization.
B - Where :org-root
4. = SAN Connectivity The template will be created in the following organization. Its name must be unigue within this organization.
5. Jzoning Type. <O Inital Template @ Updating Tempiate
5 DVNIC/VHBA Rlacerient Specify how the UUID will be assigned to the server associated with the service generated by this template.
7. U vMedia Policy w-
8. I server Boot Order
9. Imaintenance Policy
10. B Server Assignment LA e SR EO0I2/A2) LI

11. Joperational Policies

The UUID will be assigned from the selected pool.
The available/total UUIDs are displayed after the pool name.

Configure Storage Provisioning:
1. Select the Local Disk Configuration Policy tab.

2. Select the SAN-Boot Local Storage Policy. This policy usage requires servers with no local HDDs.
3. Click Next.

A Create Service Profile Template

Unified Computing System Manager

Create Service Profile Template StO rage PTOVISIOH 'ng
Optionally specify or create a Storage Profile, and select a local disk configuration policy.

1. ¥ Identify Service Profile

Template Specific Storage Profile Storage Profile Policy Local Disk Configuration Policy
2. ¥ Storage Provisioning
] B Networking Local Storage| SAN-Boot ¥
4. ) san connectivity .
5 L]Z 3 Create Local Disk Configuration Policy Muds - Hatocals:otago
s LONING Protect Configuration :Yes
6. LIvNIC/vHBA Placement If Protect Configuration is set, the local disk configuration is
7. U vMedia Policy preserved ifthe service profile is disassociated
B with the server. In that case, a configuration error will be raisec
8. L Senver Boot Order [k when a new service profile is associated with
a1 Malntenance Policy that server if the local disk configuration in that profile is
different.
10. a Server Assignment FlexFlash
11. Joperational Policies FlexFlash State :Disable

If FlexFlash State is disabled, SD cards will become
unavailable immediately.
Please ensure SD cards are not in use before disabling the
FlexFlash State.

FlexFlash RAID Reporting State :Disable
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Configure Networking Options:

1. Keep the default setting for Dynamic vNIC Connection Policy.

2. Select the Use Connectivity Policy option to configure the LAN connectivity.
3. Select the infra-LAN-Policy as the LAN Connectivity Policy.

4. Click Next.

A Create Service Profile Template

Unified Computing System Manager

Create Service Profile Tempiaste. - N€tworking
Optionally specify LAN configuration information.

1. ¥ Identify Service Profile

Dynamic vNIC Connection Policy] Select a Policy to use (no Dynamic vNIC Policy by default) | ¥ |

Template
2. Y Storage Provisioning
3. ¥ Networking Create Dynamic vNIC Connection Policy
4. Lsan connectivity
5 4 Zoning
6. L UNIC/vHBA Placement How would you like to configure LAN connectivity?
7. Qumedia Policy O simple O Expert(Q NovNICs (® Use Connectivity Policy
8. U server Boot Order LAN Connectivity Policy :[infra-LAN-Policy | ¥ | Create LAN Connectivity Policy
9. Amaintenance Policy Initiator Name
10. 4 Server Assignment ‘
11. Joperational Policies Initiator Name Assignment: | =notset= _'J

Create IQN Suffix Pool

WARNING: The selected pool does not contain any available entities.
You can selectit, butitis recommended that you add entities to it.

Configure SAN Connectivity:

1. Select the Use Connectivity Policy option to configure the SAN connectivity.
2. Select the infra-FC-Boot as the SAN Connectivity Policy.

3. Click Next.
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A Create Service Profile Template

Unified Computing System Manager

Create Senvice Profile Tempiate. ~ SAN Connectivity
Optionally specify disk policies and SAN configuration information.
1. ¥ Identify Service Profile
Template
2. ¥ Storage Provisioning

How would you like to configure SAN connectivity?
(O simple O Expert() No vHBAs () Use Connectivity Policy

3. ¥ Networking SAN Connectivity Policy :|Infra-FC-Boot ¥ Create SAN Connectivity Policy
4. ¥ SAN Connectivity
5. J Zoning

6. I yNIC/vHBA Placement

7. deedia Policy

8. L server Boot Order

9. U maintenance Policy
10. B Server Assignment
11. 4 Operational Policies

Configure Zoning

1. Itis not necessary to configure any Zoning options.

2. Click Next.

Configure vNIC/HBA Placement

1. Forthe Select Placement field, select the Infra-Policy.
2. Choose vCon1 and assign the vHBAs/vVNICs to the virtual network interfaces policy in the following order:

— VvHBA Fabric-A

— VvHBA Fabric-B

— VNICVNIC-A

— VvNICVvNIC-B

— VNICVNIC-VDS-A OR vNIC-AVS-A (depending on distributed switch in use)
— VNICVNIC-VDS-B OR vNIC-AVS-A (depending on distributed switch in use)

3. Review to verify that all vNICs and vHBAs were assigned to the policy in the appropriate order.
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System will perform automatic placement of vMICs and vHBAs based on PCl arder.

Name Address Crder
Wl \1BA Fabric-A Derived 1
=l \1BA Fabric-B Derived 2
=l yNic wNIC-A Derived 3
=l yniC vNIC-B Derived 4
=il yNic wNIC-VDS-A Derived 5
=il yniC vNIC-VDS-B Derived G
4. Click Next.

Configure vMedia Policy

1. Thereis no need to set a vMedia Policy.
2. Click Next.
Configure Server Boot Order
1. Select Boot-Fabric-A as the Boot Policy.
2. Verify all the boot devices are listed correctly.

3. Click Next.
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A Create Service Profile Template

Unified Computing System Manager

Sreate Senvice Profie Template.  S€rver Boot Order
Optionally specify the boot policy for this service profile template.

=

. ; : 3
. ¥ Identify Service Profile e Ty

Template
2. ¥ Storage Provisioning Boot Policy; Boot-Fabric-A | ¥ | Create Boot Policy
3. ¥ Networking
4. ¥V SAN Connectivity Name :Boot-Fabric-A
5. ¥ Zoning Description :
6. ¥ vNIC/vHBA Placement Reboot on Boot Order Change :No
7. ¥ vMedia Policy Enforce vNICAHBA/SCSI Name :Yes
8.  Server Boot Order Boot Mode :Legacy
9. | Maintenance Policy WARNINGS:
10. B Server Assignment The type (primary/secondary) does not indicate a boot order presence.
1. B Operational Policies The effective order of boot devices wjthin the same device class (LAN/Storage/iSCSI) @s determined by Pple bus scz
If Enforce vNIC/VHBA/iSC SI Name is selected and the vNICAVHBA/NSCSI does not exist, a config error will be reporl
Ifitis not selected, the vNICs/vHBAs are selected if they exist, otherwise the vNIC/VHBA with the lowest PCle bus sc:
Boot Order
& |= & Filter wExport (S Print
Name O..a |WwNIC.. |Type | WWN LUN...
@ coovo 1
v= San 2
v =l saN Primary Fabr.. Prim...
=] SAN Target Primary Prim... 50:05:07:68:0B:23:20:FC
= SAN Target Second... Sec...  50:05:07:68:0B:23:20:FD
N aSAN Secondary Fabr... Sec...
Slsan Target Primary Prim... 50:05:07:68:0B:24:20:FC
=] SAN Target Second... Sec... 50:05:07:68:0B:24:20:FD

Configure Maintenance Policy

1. Choose the default Maintenance Policy.

2. Click Next.
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[ A Create Sewvice Profile Template 'S
Unified Computing System Manager
7]

Create Service Profile Template Maintenance PO'ICY
Specify how disruptive changes such as reboots, network interruptions, and firmware upgrades should be applied to the server associated with this service

1 \'/]dentiﬂ‘r Service Profile profile.
Template
2. Storage Provisioning ¥ Maintenance Policy
3.+ Networking
Selecta maintenance policy to include with this service profile or create a new maintenance policy that will be accessible to all service profiles.
4. ¥/ SAN Connectivity
5. ¥ Zoning Maintenance Policy?| default ¥ Create Maintenance Policy

6. v vNIC/VHBA Placement
7. vMedia Policy
8. v Server Boot Order
9. ¥ Maintenance Policy
10 I—K]S_ier\«:!r Assignment [%

gL M esrmire st No maintenance policy is selected by default.

The service profile will immediately reboot when disruptive changes are applied

Configure Server Assignment

1. Forthe Pool Assignment field, select Infra-Server-Pool.

2. Optional: Select a Server Pool Qualification policy.

3. Select the option Up for the power state to be applied when the profile is associated with the server.
4. Expand Firmware Management and select Infra-FW-Pack from the Host Firmware list.

5. Click Next.

A Create Service Profile Template

Unified Computing System Manager

Create Senvice Profle Tempiate ~ S€FVer Assignment

Optionally specify a server pool for this service profile template.

-t

¢ ) )
Identify Service Profile You can select a server pool you want to associate with this service profile template.

Template
2. ¥ Storage Provisioning Pool Assignment] Infra-Server-Pool | ¥ | Create Server Pool
3. ¥ Networking S 3 = 7
4. V' SAN Connectivity fv?t}wetcrt;h:ep:\?;::er state to be applied when this profile is associated
5. ¥ Zoning — i
6. ¥ vNIC/vHBA Placement (©®Up; ) Down
7. ¥ vMedia Policy
8. ¥ Server Boot Order
9. ¥ Maintenance Policy
10. ¥ Server Assignment The service profile template will be associated with one of the servers in the selected pool.

If desired, you can specify an additional server pool policy qualification that the selected server must meet. To do so, select the qualification from the list.
Server Pool Qualification :[=notset= | ¥ |

Restrict Migration @/

11. JOpemtionaI Policies

v Firmware Management (BIOS, Disk Controller, Adapter)

Ifyou select a host firmware policy for this service profile, the profile will update the firmware on the server that it is associated with.
Otherwise the system uses the firmware already installed on the associated server.

Host Firmware Package] Infra-FW-Pack ¥

Create Host Firmware Package
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Configure Operational Policies
1. Forthe BIOS Policy field, select Infra-Host-BIOS.

2. Expand Power Control Policy Configuration and select No-Power-Cap for the Power Control Policy field.

A Create Service Profile Template

Unified Computing System Manager

Create Senvice Profle Template ~ OPerational Policies

Optionally specify information that affects how the system operates.
1. ¥ Identify Service Profile
Template v BIOS Configuration
2. ¥ Storage Provisioning
3. ¥ Networking
4. ¥'SAN Connectivity BIOS Policy :[Infra-Host-BIOS | ¥ |
5. ¥ Zoning <
6. ¥ VNIC/vHBA Placement
7. ¥ vMedia Policy
8. ¥ Server Boot Order
9. ¥ Maintenance Policy
10. V¥ Server Assignment
11. ¥ Operational Policies

If you want to override the default BIOS settings, select a BIOS policy that will be associated with this service profile

» External IPMI Management Configuration
» Management IP Address
» Monitoring Configuration (Thresholds)

v Power Control Policy Configuration

Power control policy determines power allocation for a server in a given power group.

Power Control Policy :| No-Power-Cap | ¥ Create Power Control Policy

» Scrub Policy

» KVM Management Policy k

3. Click Finish to create the service profile template.

4. Click OK in the confirmation message.

Create Service Profiles

To create service profiles from the service profile template, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Choose Service Profile Templates > root > Service Template Infra-ESXi-Host (Infra-ESXi-iSCSI-Host for IBM V9000 iSCSI
Deployment).

3. Right-click and choose Create Service Profiles from Template.
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Fault Summary Q & New ¥ | [ Options | ® | A\ Pending Activities | @3 Find | [@]Exit |
0 0 0 0 «p Servers v Service Profile Templates v &, root ¥ Service Template Infra-ESXi-H...
4 Equipment Servers LAN » » General Storage Network iSCSIvNICs Boot Order Policies Events
ESacy) Al ¥ Actions Properties
v<p "Srer-.'ers = srvice Profiles From Template Name :Infra-ESXi-Host
=E oarvie
v=5 Service Profiles i s Description
v, root = Create a Clone v ‘ .
9 !}‘ Sub-Organizations IR Temple Unigue Identifier :Derived from pool (UUID-Pool)

~[i@ service Profile Templates Power State : ¢ Up

v &8, root

ociate with Server Poo

Type :Updating Template

g ; R .
° i Creat Profiles From Template » Associated Server Pool
» =l iSCSI vNI¢ D
=0 v Create a~=fe | . =
3 HHEE i jagement IP Address » Maintenance Policy
» il vNICs Disassociate Template |

4. Enter Infra-ESXi-Host- (Infra-ESXi-iSCSI-Host- for IBM Vgooo deployment) as the service profile prefix.
5. Enter1asthe Name Suffix Staring Number.

6. Enter the Number of servers to be deploy in the Number of Instances field.

'ﬁ Four service profiles were deployed during this validation — two on UCS C-series servers and two on UCS B-series servers.

7. Click OK to create the service profile.

ﬁ Create Service Profiles From Template X

Create Service Profiles From Template :

Naming Prefix ;| Infra-ESXi-Host-0
Name Suffix Starting Number ;|1

Number of Instances :| B I

| Ok | | Cancel |
8. Click OK in the confirmation message.

9. Verify that the service profiles are successfully created and automatically associated with the servers from the pool.

Backup the Cisco UCS Manager Configuration

It is recommended that you backup your Cisco UCS Configuration. Refer to the link below for additional information:

http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/ucs-manager/GUI-User-Guides/Admin-Management/3-
1/b_Cisco UCS Admin_Mgmt_Guide 3 1/b Cisco UCS Admin_Magmt_ Guide 3 1 chapter 01001.html
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Adding Servers

Additional server pools, service profile templates, and service profiles can be created under root or in organizations under
the root. All the policies at the root level can be shared among the organizations. Any new physical blades can be added to
the existing or new server pools and associated with the existing or new service profile templates.

Gather Necessary WWPN Information (FC Deployment — IBM V7000)

After the Cisco UCS service profiles have been created, each infrastructure blade in the environment will be assigned
certain unique configuration parameters. To proceed with the SAN configuration, this deployment specific information
must be gathered from each Cisco UCS blade. Complete the following steps:

1. Togatherthe vHBA WWPN information, launch the Cisco UCS Manager GUI. In the navigation pane, click the Servers
tab. Expand Servers > Service Profiles > root. Select each service profile and expand to see the vHBAs.

2. Click vHBAs in the general tab to see the WWPNs for both HBAs.

4 Equipment Servers LAN » ® Storage FSM
! h Actions World Wide Node Name
¥ DEIVers = -1 World Wide Node Name :20:00:1
~=5 Senvice Profiles WWNN Pool :WWNN
=l
v &3, root WWHNN Pool Instance :aorg-roc
FfEEJ Infra-ESXi-Host-01 (B200 M4} x Reset WWNM Address
"f_',E, Infra-ESXi-Host-02 (B200 M4} SAN Connectivity Policy

» =l iISCSIwNICs

SAN Connectivity Paolic

v = VNICs SAN Connectivity Palicy Instance

*=5 Infra-ESXi-Host-03 (C220 M3)
» =il iISCSI¥NICs

=il vHBAs - No Configuration Change of vNICsivHBAs/ISC Sl vNICs is allowed due to connectivil
» =il vHBA Fabric-A =
r e
=l vHBA Fabric-B & Filter = Export S Print
r il vNICS .
» == Infra-ESXi-Host-04 (C220 M4) R RERTH SR o
» = Infra-ESXiiSCSI-Host-11 (B200 M3) W \HBA Faric-A 20:00:00:25:85:00:04:01 !
» =5 Infra-ESXi-SCSI-Host-12 (B200 M3) 8 HBA Fabric-8 UL Gt (B -
== . . s L R L 4 e o B 44

3. Record the WWPN information that is displayed for both the Fabric A vHBA and the Fabric B vHBA for each service pro-
file into the WWPN variable in Table 16.

Table 16 UCS WWPN Information

Host vHBA Value

Infra-ESXi-Host-1 Fabric-A WWPN-Infra-ESXi-Host-1-A 20:00:00:25:b5:
Fabric-B WWPN-Infra-ESXi-Host-1-B 20:00:00:25:b5:

Infra-ESXi-Host-2 Fabric-A WWPN-Infra-ESXi-Host-2-A 20:00:00:25:bs;:
Fabric-B WWPN-Infra-ESXi-Host-2-B 20:00:00:25:bs:
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Infra-ESXi-Host-3 Fabric-A WWPN-Infra-ESXi-Host-3-A 20:00:00:25:bs:
Fabric-B WWPN-Infra-ESXi-Host-3-B 20:00:00:25:bs:
Infra-ESXi-Host-4 Fabric-A WWPN-Infra-ESXi-Host-4-A 20:00:00:25:b5:
Fabric-B WWPN-Infra-ESXi-Host-4-B 20:00:00:25:b5:

Gather Necessary IQN Information (iISCSI Deployment — IBM V9000)

After the Cisco UCS service profiles have been created, each infrastructure blade in the environment will be assigned
certain unique configuration parameters. To proceed with the SAN configuration, this deployment specific information
must be gathered from each Cisco UCS blade. Complete the following steps:

1.

To gather the vNICIQN information, launch the Cisco UCS Manager GUI. In the navigation pane, click the Servers tab.

Expand Servers > Service Profiles > root.

2.

Click each service profile and then click the “iSCSI vNICs" tab on the right. Note “Initiator Name” displayed at the top of

the page under “Service Profile Initiator Name

Fault Summary

@ VvV A

1 0
4 Equipment Servers LAN » 2
Filter: | All .
Y a@ Servers a
+=5 Senvice Profiles
& root

» =5 Infra-ESXi-Host-01 (B200 M4)
» 5 Infra-ESXi-Host-02 (B200 M4)
» =5 Infra-ESXi-Host-03 (C220 M3)
» =5 Infra-ESXi-Host-04 (C220 M4)

= Infra-ESXi-iSCSkHost-11 (B200 M3)

Table 17 Cisco UCS iSCSI IQNs

4

® | /i Pending Activities | @ Find | [@] Exit |

@ =24

sz Servers * 55 Service Profiles » 22 root v =5 Service Profile Infra-ESXi-iSC...

& New ¥ | [/ Options | @

General Storage Network iSCSIVNICs Boot Order Virtual Machines

Actions Service Profile Initiator Name

= IGM Pool Name  infra-ign-Pool

Initiator Name  :ign.1992-08.com.cisco:ucs-host:1
I Reset Initiator Name

Mo Configuration Change of vNICs/ivHBAs/iSC SIvNICs is allowed due to connectivity policy.

Cisco UCS Service Profile Name

iSCSIIQN

Infra-ESXi-Host-1

ign.1992-08.com.cisco:ucs-host:

Infra-ESXi-Host-2

ign.1992-08.com.cisco:ucs-host:

Infra-ESXi-Host-3

ign.1992-08.com.cisco:ucs-host:

Infra-ESXi-Host-4

ign.1992-08.com.cisco:ucs-host:
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IBM v9000 iSCSI Storage Configuration

IBM FlashSystem V9000 iSCSI Configuration

As part of IBM V9000 iSCSI configuration, complete the following steps:
e Setup Volumes
e Map Volumes to Hosts

Table 18 List of Volumes on IBM vgooo

Volume Name Capacity (GB) | Purpose Mapping

Infra-ESXi-Host-01 10 Boot LUN for the Host Infra-ESXi-Host-01

Infra-ESXi-Host-02 10 Boot LUN for the Host Infra-ESXi-Host-02

Infra-ESXi-Host-03 10 Boot LUN for the Host Infra-ESXi-Host-03

Infra-ESXi-Host-o04 10 Boot LUN for the Host Infra-ESXi-Host-03

Infra-datastore-1 1000% Shared volume to host VMs All ESXi hosts: Infra-ESXi-Host-o01 to Infra-ESXi-

Host-o4

Infra-swap 300% Shared volume to host VMware VM | All ESXi hosts: Infra-ESXi-Host-o1 to Infra-ESXi-

swap directory Host-o4

* Customers can adjust these values based on the size of their environment.

Create VVolumes on the Storage System

Log into the IBM vgooo GUI and select the Pools icon one the left screen and select Volumes

{ Volumes by Pool J_,

{ Volumes by Host J_,

Following steps will be repeated to create and map all the volumes shown in Table 18.

3. Click Create Volumes as shown in the figure.
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Volumes

{ Create Vjlumes | iS Actions | O\ Filter
I %/ ; ?;-K‘ “;.‘

4. Click Basic and the select the pool from the drop-down menu.

| Create Volumes

Basic Mirrored

Quick Volume Creation - —— Advanced ——
15
Custom

Input quantity 1 and the capacity and name from Table 18. Select Thin-provisioned for Capacity savings and enter the
Name of the volume.

5.

R R L)

Quantity: Capacity: Capacity savings: Name:
(1 =1 10|(GiB - | [Thin-provisioned - | [infra-esxi-iscsi-host-01 | @
1O group: | Automatic -]

Summary

1 volume

Volume name: infra-esxi-iscsi-host-01
1 volume in pool FS900-Hybrid

Caching 'O group: Automatic
Accessible 'O group: Automatic

Total real capacity: 204.80 MiB
Total virtual capacity: 10.00 GiB

Create Create and Map to Host

6. Click Create.

Repeat the steps above to create all the required volumes and verify all the volumes have successfully been created as
shown in the sample output below.

7
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Volumes

+ Create Volumes | i= Actions | °\ Filter

Infra-ESXi-Host-01 v Online 3 10.00 GiB mdiskgrp0 No 6005076 -
Infra-ESXi-Host-02 v Online (@ 10.00 GiB mdiskgrp0 No 6005076
Infra-ESXi-Host-03 v Online & 10.00 GiB mdiskgrp0 No 600507
Infra-ESXi-Host-04 v’ Online 3 10.00 GiB mdiskgrp0 No 6005076 7
Infra_datastore_1 v Online B 500.00 GiB  mdiskgrp0 No 6005076 2
infra_swap v’ Online @ 100.00 GiB mdiskgrp0 No 6005076 3

Map Volumes to Hosts
1. Click Hosts.

Volumes

+ Create Volumes | i= Actions | A\ Filter

Y prpsas,

Infra-ESXi-Host-01 v’ Online
Infra-ESXi-Host-02 v' Online
Infra-ESXi-Host-03 v’ Online
Infra-ESXi-Host-04 v’ Online
L.! Infra_datastore_1 v’ Online
infra_swap v’ Online

Volumes by Host

2. Follow the procedure below to add all ESXi hosts (Table 17) to the IBM gooo system.

3. Click Add Host.

| # Add Host | iE Actions | X Filter | Bl
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4. SelectiSCSI Host.
5. Add the name of the host to match the ESXi service profile name from Table 17.

6. Typethe IQN corresponding to the ESXi host from Table 17 and click Add Port to List.

Add Host

Host Name (optional): ‘ -Irnrfra---E' SXHSC S-I:I_i_ oéf:i 1

iSCSI Ports

ign.1992-08.com.cisco:ucs-host:1

Port Definitions
You have not added any iSCSI ports yet.

Use CHAP authentication (all ports)

7. Click Add Host.

8. Click Volumes.

{ Volumes by Pool P

{ Volumes by Host

8
&
ﬂ (_\
+d

ki
S
ol

9. Right-click the Boot LUN for the ESXi host and choose Map to Host.
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e

Infra-ESXi-iSCSI-Host-A1.____.« Online.____i5..10.00 GIB mdiskgrp0

Infra-ESXi-iSC SI-H¢ 00 GiB mdiskgrp0
Infra_datastore_1 Create Volumes 00 GiB mdiskgrp0
infra_swap Map tq-Host 00 GiB mdiskgrp0

Unmap All Hosts
View Mapped Hosts
Duplicate Volume

Rename

Shrink

Expand

Migrate to Another Pool

Export to Image Mode

Delete

Volume Copy Actions »

Properties

10. From the drop-down menu, select the newly created iSCIS host.

Modify Host Mappings X

11. Click Map Volumes and when the process is complete, click Close.
12. Repeat the steps 9-11 to map shared volumes from Table 18 to the host as well.

13. Repeat the steps outlined in this procedure to add all the ESXi hosts to the storage system and modify their volume
mappings to add both the boot LUN as well as the shared volumes to the host.
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IBM v7000 Fibre Channel Storage Configuration

As part of IBM Storwize V7000 Fibre Channel configuration, complete the following steps:
e Setup Zoning on Cisco MDS switches
e Setup Volumes on IBM V7000

e Map Volumes to Hosts

Cisco MDS 9148S SAN Zoning

The following steps will configure zoning for the WWPNs from the server and the IBM Storwize V7000. WWPN information
collected from the previous steps will be used in this section. Multiple zones will be created for servers in VSAN 101 on
Switch A and VSAN 102 on Switch B.

'& Host to storage connectivity zones are separate from IBM cluster configuration zone. This section only covers host to storage con-
nectivity. IBM cluster configuration is part of base storage configuration.

'& The configuration below assumes 4 UCS services profiles have been deployed in this example. Customers can adjust the configura-
tion according to their deployment size.

Cisco MDS - A Switch

The configuration below assumes 4 UCS services profiles have been deployed. Customers can adjust the configuration
according to their deployment.

Log in to the MDS switch and complete the following steps.

1. Configure the ports and the port-channel for UCS.

interface port-channell (For UCS)
channel mode active
switchport rate-mode dedicated

!

interface fcl/1 (IBM Node 1)
port-license acquire
no shutdown

!

interface fcl/2 (IBM Node 2)
port-license acquire
no shutdown

!

interface fcl/31 (UCS Fabric A)
port-license acquire
channel-group 1 force
no shutdown

!

interface fcl/32 (UCS Fabric A)
port-license acquire
channel-group 1 force
no shutdown
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2. Create the VSAN.

vsan database
vsan 101 interface port-channell
vsan 101 interface fcl/1
vsan 101 interface fcl/2

3. The WWPNs recorded in Table 15 and Table 16 will be used in the next step. Replace the variables with actual WWPN
values.

device-alias database

device-alias name Infra-ESXi-Host-01 pwwn <WWPN-Infra-ESXi-Host-1-A>
device-alias name Infra-ESXi-Host-02 pwwn <WWPN-Infra-ESXi-Host-2-A>
device-alias name Infra-ESXi-Host-03 pwwn <WWPN-Infra-ESXi-Host-3-A>
device-alias name Infra-ESXi-Host-04 pwwn <WWPN-Infra-ESXi-Host-4-A>
device-alias name V7000-Nodel-Fabric-A pwwn <WWPN-Node-l-Fabric-A>
device-alias name V7000-Node2-Fabric-A pwwn <WWPN-Node-2-Fabric-A>
device-alias commit

4. Create the zones and add device-alias members for the 4 blades.

zone name Infra-ESXi-Host-01 wvsan 101
member device-alias Infra-ESXi-Host-01
member device-alias V7000-Nodel-Fabric-A

member device-alias V7000-Node2-Fabric-A
|

zone name Infra-ESXi-Host-02 wvsan 101
member device-alias Infra-ESXi-Host-02
member device-alias V7000-Nodel-Fabric-A

member device-alias V7000-Node2-Fabric-A
|

zone name Infra-ESXi-Host-03 wvsan 101
member device-alias Infra-ESXi-Host-03
member device-alias V7000-Nodel-Fabric-A

member device-alias V7000-Node2-Fabric-A
|

zone name Infra-ESXi-Host-04 vsan 101
member device-alias Infra-ESXi-Host-04
member device-alias V7000-Nodel-Fabric-A

member device-alias V7000-Node2-Fabric-A
|

5. Add zones to zoneset.

zoneset name V7000-zoneset vsan 101
member Infra-ESXi-Host-01
member Infra-ESXi-Host-02
member Infra-ESXi-Host-03
member Infra-ESXi-Host-04

6. Activate the zoneset.

zoneset activate name V7000-zoneset vsan 101



IBM v7000 Fibre Channel Storage Configuration

# Validate all the HBA's are logged into the MDS switch. The Vgooo and the Cisco servers should be powered on. To start the Cisco
server's from Cisco UCS Manager, select the server tab, then click Servers—-> Service> Profiles>root, and right-click service profile,
for ex VM-Host-Infra-o1 then select boot server.

7. Validate that all the powered on system'’s HBAs are logged into the switch through the show zoneset command.

show zoneset active
MDS-9148S-A# show zoneset active

zoneset name V7000-zoneset vsan 101

zone name Infra-ESXi-Host-01 vsan 101
* fcid 0x440201 [pwwn 20:00:00:25:05:00:0a:00] [Infra-ESXi-Host-01]
* fcid 0x440000 [pwwn 50:05:07:68:00:23:20:fc] [V7000-Nodel-Fabric-A]

* fcid 0x440100 [pwwn 50:05:07:68:0b:23:20:£d] [V7000-Node2-Fabric-A]

zone name Infra-ESXi-Host-02 vsan 101
* fcid 0x440202 [pwwn 20:00:00:25:b5:00:0a:01] [Infra-ESXi-Host-02]
* fcid 0x440000 [pwwn 50:05:07:68:00:23:20:fc] [V7000-Nodel-Fabric-A]

* fcid 0x440100 [pwwn 50:05:07:68:00:23:20:fd] [V7000-Node2-Fabric-A]

zone name Infra-ESXi-Host-03 wvsan 101
* fcid 0x440203 [pwwn 20:00:00:25:05:00:0a:02] [Infra-ESXi-Host-03]
* fcid 0x440000 [pwwn 50:05:07:68:00:23:20:fc] [V7000-Nodel-Fabric-A]

* fcid 0x440100 [pwwn 50:05:07:68:00:23:20:£fd] [V7000-Node2-Fabric-A]

zone name Infra-ESXi-Host-04 vsan 101

* fcid 0x440204 [pwwn 20:00:00:25:b5:00:0a:03] [Infra-ESXi-Host-04]

* fcid 0x440000 [pwwn 50:05:07:68:00:23:20:fc] [V7000-Nodel-Fabric-A]
* fcid 0x440100 [pwwn 50:05:07:68:00:23:20:fd] [V7000-Node2-Fabric-A]

8. Save the configuration.
copy run start

Cisco MDS - B Switch

The configuration below assumes that 4 UCS service profiles have been deployed. Customers can adjust the configuration
according to their deployment.
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Log into the MDS switch and complete the following steps:

1. Configure the ports and the port-channel for UCS.

interface port-channel?2 (For UCS)
channel mode active
switchport rate-mode dedicated

!

interface fcl/1 (IBM Node 1)
port-license acquire
no shutdown

|

interface fcl/2 (IBM Node 2)
port-license acquire
no shutdown

|

interface fcl/31 (UCS Fabric B)
port-license acquire
channel-group 2 force
no shutdown

|

interface fcl/32 (UCS Fabric B)
port-license acquire
channel-group 2 force
no shutdown

2. Create the VSAN.

vsan database
vsan 102 interface port-channel?
vsan 102 interface fcl/1
vsan 102 interface fcl/2

3. The WWPNs recorded in Table 15 and Table 16 will be used here. Replace the variables with actual WWPN values.

device-alias database

device-alias name Infra-ESXi-Host-01 pwwn <WWPN-Infra-ESXi-Host-1-B>
device-alias name Infra-ESXi-Host-02 pwwn <WWPN-Infra-ESXi-Host-2-B>
device-alias name Infra-ESXi-Host-03 pwwn <WWPN-Infra-ESXi-Host-3-B>
device-alias name Infra-ESXi-Host-04 pwwn <WWPN-Infra-ESXi-Host-4-B>
device-alias name V7000-Nodel-Fabric-B pwwn <WWPN-Node-l-Fabric-B>
device-alias name V7000-Node2-Fabric-B pwwn <WWPN-Node-2-Fabric-B>
device-alias commit

4. Create the zones and add device-alias members for the 4 servers.

zone name Infra-ESXi-Host-01 vsan 102
member device-alias Infra-ESXi-Host-01
member device-alias V7000-Nodel-Fabric-B

member device-alias V7000-Node2-Fabric-B
|

zone name Infra-ESXi-Host-02 wvsan 102
member device-alias Infra-ESXi-Host-02
member device-alias V7000-Nodel-Fabric-B

member device-alias V7000-Node2-Fabric-B
|
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zone name Infra-ESXi-Host-03 wvsan 102
member device-alias Infra-ESXi-Host-03
member device-alias V7000-Nodel-Fabric-B

member device-alias V7000-Node2-Fabric-B
|

zone name Infra-ESXi-Host-04 wvsan 102
member device-alias Infra-ESXi-Host-04
member device-alias V7000-Nodel-Fabric-B

member device-alias V7000-Node2-Fabric-B
|

5. Add zones to zoneset.

zoneset name V7000-zoneset vsan 102
member Infra-ESXi-Host-01
member Infra-ESXi-Host-02
member Infra-ESXi-Host-03
member Infra-ESXi-Host-04

6. Activate the zoneset.

zoneset activate name V7000-zoneset vsan 102

# Validate all the HBA's are logged into the MDS switch. The Vgooo and the Cisco servers should be powered on. To start the Cisco
server's from Cisco UCS Manager, select the server tab, then click Servers—>Service> Profiles>root, and right-click service profile,
for ex VM-Host-Infra-o1 then select boot server.

7. Validate the all powered on systems HBA's are logged into the switch using the following command:

show zoneset active

zone name Infra-ESXi-Host-01 vsan 102

* fcid 0x940201 [pwwn 20:00:00:25:05:00:0b:00] [Infra-ESXi-Host-01]

* fcid 0x940000 [pwwn 50:05:07:68:0b:24:20:fc] [V7000-Nodel-Fabric-B]
* fcid 0x940100 [pwwn 50:05:07:68:00:24:20:fd] [V7000-Node2-Fabric-B]

zone name Infra-ESXi-Host-02 wvsan 102

* fcid 0x940202 [pwwn 20:00:00:25:05:00:0b:01] [Infra-ESXi-Host-02]

* fcid 0x940000 [pwwn 50:05:07:68:0b:24:20:fc] [V7000-Nodel-Fabric-B]
* fcid 0x940100 [pwwn 50:05:07:68:00:24:20:fd] [V7000-Node2-Fabric-B]

zone name Infra-ESXi-Host-03 wvsan 102

* fcid 0x940203 [pwwn 20:00:00:25:05:00:0b:02] [Infra-ESXi-Host-03]

* fcid 0x940000 [pwwn 50:05:07:68:0b:24:20:fc] [V7000-Nodel-Fabric-B]
* fcid 0x940100 [pwwn 50:05:07:68:00:24:20:fd] [V7000-Node2-Fabric-B]

zone name Infra-ESXi-Host-04 wvsan 102

* fcid 0x940204 [pwwn 20:00:00:25:05:00:0b:03] [Infra-ESXi-Host-04]

* fcid 0x940000 [pwwn 50:05:07:68:0b:24:20:fc] [V7000-Nodel-Fabric-B]
* fcid 0x940100 [pwwn 50:05:07:68:00:24:20:fd] [V7000-Node2-Fabric-B]

8. Save the configuration.

copy run start
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Configuration

IBM Storwize V7000 Configuration

As part of V7000 configuration, complete the following steps:

e Create ESXiboot Volumes (Boot LUNSs for all the ESXi hosts)

e Create Share Storage Volumes (for hosting VMs)

e Map Volumes to Hosts

In this deployment example, there are four ESXi hosts — following volumes will be created in this process:

Table 19 List of volumes on IBM V7000

swap directory

Volume Name Capacity (GB) | Purpose Mapping

Infra-ESXi-Host-o1 10 Boot LUN for the Host Infra-ESXi-Host-o01

Infra-ESXi-Host-02 10 Boot LUN for the Host Infra-ESXi-Host-02

Infra-ESXi-Host-03 10 Boot LUN for the Host Infra-ESXi-Host-03

Infra-ESXi-Host-04 10 Boot LUN for the Host Infra-ESXi-Host-03

Infra-datastore-1 1000% Shared volume to host VMs All ESXi hosts: Infra-ESXi-Host-o01 to Infra-ESXi-

Host-o4
Infra-swap 300% Shared volume to host VMware VM | All ESXi hosts: Infra-ESXi-Host-o01 to Infra-ESXi-

Host-o4

* Customers can adjust these values based on the size of their environment.

Create Volumes on the Storage System

1. Loginto the IBM vyo00 GUI and select the Pools icon in the left pane and select Volumes.

™ Voumes )

Volumes
3 \.‘hulumes by Pool

Volumes by Host

2. Repeat the following steps to create and map the volumes shown in Table 19.

3. Click Create Volumes.
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Volumes

4. Click Thin-Provision and select the pool as shown in the figure.

Create Volumes

Select a Preset

Generic Thin-Provision Mirror Thin Mirror Compressed

Select a Pool

[ Fitter | B S Showing 1 pool | Selecting 1 poc

mdiskgrp0 [}? v Online (3 1943TiB 19.44TiB

5. Input quantity as 1, the capacity as required (atleast 10GB) and the name from Table 19.

Create Volumes

Select a Preset

- ] a
Generic Thin-Provision Mirror Thin Mirror Compressed

Select a Pool

Primary Pool: mdiskarp0 ﬁ

Volume Details

Quantity | 1 *| capacity| 10| |GiB ~| Name|ESXi-Host-01)| &)

Summary: 1 thin-provisioned volume, 10.00 GiB virtual capacity, 204.80 MiB real capacity, 19.43 TiB free in pool
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6. Click Create.
7. Repeat the steps above to create all the required volumes.

8.  Verify all the volumes have been successfully created.

»

€ Volumes

| ¥ Create Volumes | i= Actions | °\ Filter

Infra-ESXi-Host-01 v Online (@ 10.00 GiB mdiskgrp0 No 600507 4
Infra-ESXi-Host-02 v Online (3 10.00 GiB mdiskgrp0 No 6005076
Infra-ESXi-Host-03 v Online (3 10.00GiB mdiskgrp0 No 600507
Infra-ESXi-Host-04 v’ Online (3 10.00 GiB mdiskgrp0 No 600507 7
Infra_datastore_1 v’ Online (@ 500.00 GiB mdiskgrp0 No 6005076 2
infra_swap v' Online @ 100.00 GiB mdiskgrp0 No 6005076 3

Map Volumes to Hosts

1. Select Host Icon in the left pane and click Hosts.

Volumes

| 4 Create Volumes | i= Actions | . Filter

e
tate

Infra-ESXi-Host-01 v’ Online
Infra-ESXi-Host-02 v" Online
Infra-ESXi-Host-03 v’ Online
Infra-ESXi-Host-04 v’ Online
L.! Infra_datastore_1 v' Online
infra_swap v’ Online

sl

Host Mappings
l ! Volumes by Host

2. Follow the procedure below to add all ESXi hosts (Table 16) to the IBM V7000 system.

3. Click Add Host.
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| # Add Host | iE Actions | ™ Filter | Bl
Name tatus

4. Select the Fibre Channel Host.
5. Add the name of the host to match the ESXi service profile name from Table 16.
6. From the drop-down menu, select both (Fabric A and B) WWPNs corresponding to the host in Table 16.

"

I Add Host x

T—_— Host Name (optional): | Infra-E SXi-Host-01

Fibre Channel Ports

j Rescan
Port Definitions
v’ 20000025BS000A00 x
v’ 20000025B5000B00 x
Advanced Settings
/O Group Host Type
v| io_grp0 ©) Generic (default)
v| io_grp1 HP/UX
v| io_grp2 OpenVMS
v| io_grp3 TPGS

7. Click Add Host.

8. Right-click on the newly created host and select Modify Mappings.
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\‘ + Add Host | iE Actions | N Filter | (=]

o— T P e 7

Infra-ESXi-Host-01 Generic 2 No

Add Host

Modify Mappings
Unmap 'l Volumes
Import Mappings
Rename

Remove
L.! Properties

9. Select the Boot LUN corresponding to the host and the shared volumes to the column on the right labelled as Volume
Mapped to the Host.

Modify Host Mappings

Host: | Infra-ESXi-Host-01 ~ |

Unmapped Volumes Volumes Mapped to the Host
> A Filter | (3 - £ o Fitter | &
Nan ‘Capa UID SCS UID
Infra-ESXi-Host-01 10.00 GiB 600507640%080058800000000000004

Infra-ESXi-Host-02 10.00 GIiB_ 6005076 B No items found.
Infra-ESXi-Host-03 10.00 GiB 600507 ﬁ

Infra-ESXi-Host-04 10.00 GiB 6005076 7

Infra_datastore_1 500.00 GiB 6005076 2 E

infra_swap 100.00 GiB 6005076 3

Showing 6 volumes | Selecting 0 volumes

Showing 0 mappings | Selecting 0 mappings

10. Click Map Volumes. Once the process is complete, the Host Mappings column should show Yes as shown in the below
screenshot.
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+ Add Host | iZ Actions | ™ Filter | 5]

Infra-ESXi-Host-01 v’ Online Generic 2 Yes

11. Repeat the steps above to add all the ESXi hosts in the environment and modify their mappings.
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IBM v7000 Unified File Module Configuration
I ————————————

As part of IBM Storwize V7000 File Module configuration, following steps will be completed:
e Setup File System
e Setup NFS Shares

The shares created in this step will be mounted on to ESXi hosts after ACI based fabric is configured to enable NFS
communication between File Modules and the ESXi hosts. The network configuration is covered in the upcoming section.

Create File System
1. Loginto the IBM vyoo0o0 File Module GUI and select the File System icon one the left pane and click File Systems.

e

@1 Date and Time

‘3 Licensed Functions ﬁ

m Update Software Syster
81418

GUI Preferences

: ¢
File Systems J
{ File Sets )
{ Snapshots ‘_,
{ Quotas )
| Services )

2. Click Create File System.

File Systems

meat%ile,;ystemi i= Actions Refresh |
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3. Enterinfra-nfs-datastore-1 as the name of the file system.
4. Click Edit.

Create File System

Single Pool Compressed Migration-ILM Custom

File System Name:

' Infra-nfs-datastore-1

Owner: Owning group:

o o ==

File system pool name:
system

5. Checkthe check boxes to allow Read, Write and Execute privileges.

Access Control

Owner: ‘Owning group:
root \ | root
Access Control List:
Type Name Access Read Write Execute Access Mask Inheritance
| Special Owner -| | Amow ~| [+ [+ [+ | rwmxdDaAnNcCos | IS
[ Special Group -] [Alow -] = 7] = [rwmxdDaAnNc-s | @) ©)
| Everyone -| | Amow ~ | [+ [+ [+ | rwmxdDaAnNc--s | =)
6. Click OK.

7. Setthe Size of the File System to 500GB (or choose a size depending on the environment).
8. Click OK.
9. Click Next to Review the Access Control information and click Yes.

10. Wait for the file system to be created; it might take a few minutes. On completion, click Close.

Create a Share

1. Click the File Icon in the left pane and click Share.
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File Systems

\ # Create File System | i= Actions Refresh La:

ho infra-nfs-datastore-1
‘?ﬂ system

IF $1460558768654
IF $1460558768843
IF $1460558769102
IF 1460558769294
IF $1460558817237
IF $1460558817427
IF $1460558817638
IF $1460558817224

e
(Fie Systems )

Sh

File Sets !

2. Click Create Share to add a share.

{'f‘ Cleate fiharg] | i= Actions | X Filter | [g] '

3. Onthe Create Share screen, select NFS and the share type.

4. Click Browse next to Path.
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Create Share

Custom

Share name:

[

Owner: Qwning group:
* *

5. Select the File System created in the last step.

6. Click OK.

Browse

Create Directory

| (=} infra-nfs-datastore-1

Path:

| fibm/infra-nfs-datastore-1

g corce |

d

7. Add infra-nfs-datastore-1 as the share name.
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8. Click Create NFS Client.

- Create Share

CIFS NFS Custom
Path:
|' fibmfinfra-nfs-datastore-1 | Browse
Share name:

| infra-nfs-datastore-1 |

Owner: Owning group:
root root Edit

Add NFS client. Reorder the clients as needed.
[ # Create NFSclient | i= Actions | (5]

Nar Address || Access lype {Root Squashing | Port Security | Security Type

173

Showing 0 tems | Selected 0 item:

Bl Noitems found.

9. Add the NFS IP subnet information from Table 11 (192.168.180.0/24).

10. Change the Access type to Read/Write.

Add NFS Client x

Name or IP address: | 192.168.180.0/24 |

Access type: [ Read/MWrite - ]
Root squashing: | Root Squash = [
Security type: | System (sys) - |
Anonymous UID: | 2
Anonymous GID: | #]
Port security: [ secure v]

11. Click Add.
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12. Click OK to create the share.

13. Review the Share information and note the path in Table 20 to be used late in the document.

14. Create other NFS shares using the procedure listed above (if needed).

[+ Create Share | = Actions | O Filter | &

infra—rlfs—dLastcreJ File System % libmliinfra-nfs-datastore-1 ] v

Table 20 IBM V7000 Unified File Module — NFS Shares
Share Name Share Path Purpose
infra-nfs-datastore f/ibm/infra-nfs-datastore-1 NFS datastore for Hosting VMs
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Network (Cisco ACI) Configuration

This section provides a detailed configuration procedure of the Cisco ACI Fabric and Infrastructure (Foundation) Tenant for
the use in a VersaStack environment.

Physical Connectivity

Follow the physical connectivity guidelines for VersaStack as covered in Figure 3.

In ACI, both spine and leaf switches are configured using APIC, individual configuration of the switches is not required. Cisco
APIC discovers the ACl infrastructure switches using LLDP and acts as the central control and management point for the
entire configuration.

Cisco Application Policy Infrastructure Controller (APIC) Setup

This sub-section guides you through setting up the Cisco APIC. Cisco recommends a cluster of at least 3 APICs controlling
an ACl Fabric.

1. Onthe back of the first APIC, connect the M port, the Eth1-1 and Ethi-2 ports to the out of band management switch-
es. The M port will be used for connectivity to the server’s Cisco Integrated Management Controller (CIMC) and the
Eth1-1/2 ports will provide HTTPS and SSH access to the APIC.

ﬂ Cisco recommends connecting E1-1 and Eth1-2 to two different management switches for redundancy.

2. Using the supplied KVM dongle cable, connect a keyboard and monitor to the first APIC. Power on the machine, and
using <F8> key enter the CIMC Configuration Utility. Configure the CIMC with an OOB management IP address. Make
sure Dedicated NIC Mode and No NIC Redundancy are selected to put the CIMC interface on the M port. Also set the
CIMC password.

3. Save the CIMC configuration using <F10> and use <ESC> to exit the configuration tool.

# The following configuration can be completed using the same KVM console or CIMC connection

Press Enter to start APIC initial Setup.

+

# Make sure the CIMC Version is 2.0(3i). If it is not, go to Cisco UCS C220M3 downloads and download the version 2.0(3i) Cisco UCS
Host Upgrade Utility and upgrade all server firmware following the Cisco Host Upgrade Utility 2.0(3) User Guide.



https://software.cisco.com/download/release.html?mdfid=284296253&softwareid=283850974&release=2.0(9f)&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/lomug/2-0-x/b_huu_2_0_3.html
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10.

11.

12.

13.

14.

15,

16.

17.

File View Macros Tools Power Virtual Media Help

csh-dss ANAAB3INzaClkcIMAAACBAJIFc?INpS2nd3cBNYZHW? LgootexyCPQTZHEEXDaLZ5a3J +AgNF
kJEE11nCSg3wuBsYNn+folf Inxa00DyeB8FtenXAy-5Se4-PROnf fAUADADCE Btgkd261a4130Jf Y6k

D+EoP25NC2 j-DhPkAhsUm+gP jlgam+tLwBS5cDaP - AARAAFQDZsdSH3 + +BMM7v+4kZmuSef 93EPOQAANIAB
1dR4Z65i694MGDygLXUugp3T1JgRIs9q7?INzd34f PXaXPyiETIEDhrmIFB16bibJukXDhiz?SHCEMSM
zfvBAIKJP lznpiQeMIq-BM] +cu+GCa+ub jmllg lvin+s6ZMWUhDSJZ jtDelEwkIRwKkkf R1T434 juyF8n+
nskvAuviBgAAATBFm jGN1aHXBECuv16VUWP o X ILTCOwbuBgoQ47?J=z5KIJRBHn3VIRAGNBUP00kPIm?E j9

ZBkHF pRHegqZsULuBbuY, jPJ4qytUGeSLGEsIruilU4WKigcMALpSqeSxdBh(5RVIXg 1d ~HyRuFgUnAr
AdDmUI?WMOrelxzPqu3FNKZGGw==

hiz setup wutility will guide you throuwgh the basic configuration of
he system. Setup configures only enough connectivity for management

of the system.

Note: setup is mainly used for configuring the system initially,
hen no configuration is present. 5o setup always assumes system
efaults and not the current system configuration values.

ress Enter at anytime to assume the default values. Use ctrl-c

t anytime to restart from the beginmning.

luster configuration ...
Enter the fabric mame [ACI Fabricill:

Press <Enter> to accept the default fabric name. This value can be changed if desired.

Press <Enter> to select the default value for the field Enter the number of controllers in the fabric. While the fabric can
operate with a single APIC, a minimum 3 APICs are recommended for redundancy and to overcome the split brain condi-
tion.

Enter the controller number currently being set up under Enter the controller ID (1-3). Remember only controller number
1 will allow you to setup the admin password. Remaining controllers and switches sync their passwords to the admin
password set on the controller 1.

Enter the controller name or press <Enter> to accept the default.

Press <Enter> to select the default pool under Enter the address pool for TEP addresses. If this subnet is already in use,
select a different range.

Enter the VLAN ID for the fabric’s infra network or the fabric’s system VLAN. A recommended ID for this VLAN is 4093
specially when using Cisco AVS.

Press <Enter> to select the default address pool for Bridge Domain (BD) multicast addresses.

Press <Enter> to disable IPv6 for the Out-of-Band Mgmt Interface.

Enter an IP and subnet length in the out of band management subnet for the Out-of-band management interface.
Enter the gateway IP address of the out of band management subnet.

Press <Enter> to select auto speed/duplex mode.

Press <Enter> to enable strong passwords.

Enter the password for the admin user.
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18. Re-enter this password.

19. The Complete configuration is displayed. If all values are correct, press <Enter> to exit the configuration without any
changes.

20. The APIC will continue configuration and continue boot up until the login: prompt appears.

21. Repeat the above steps for all APIC controllers adjusting the controller ID as necessary.

Cisco ACI Fabric Discovery

This section details the steps for Cisco ACI Fabric Discovery, where leaf switches, spine switches and APICs are
automatically discovered in the ACI Fabric and shows assigned node ids. Cisco recommends a cluster of at least 3 APICs
controlling an ACI Fabric.

1. Loginto the APIC Advanced GUI using a web browser, by browsing out of band IP address configured for APIC in the last
step. Select the Basic Mode from the Mode drop-down list and login with the admin user id and password.

ﬂ In this validation, Google Chrome was used as the web browser. It might take a few minutes before APIC GUI is available after the
initial setup

Application Centric Infrastructure - ACI

Please sign in to connect to APIC

User ID:  admin

Password: -eeeeen

Mode: Basic v

LOGIN |

i"'lllll
cisco

|

2. Take appropriate action to close any warning screens.
3. Atthetopinthe APIC home page, select the Fabric tab.
4. Inthe left pane, select and expand Fabric Membership.

5. Asingle Leaf will be listed on the Fabric Membership page as shown:

Basic Mode
ol I Il | h System Tenants Fabric VM Networking Admin Operations
Cisco

welcome, admin -

Inventory

Fabric Membership ﬁ i

B Topobogy
» 5 podt
» I Fabric Membership o¥ ACTIONS ~
» M8 Unmanaged Fabric Nodes
BB Unreachable Nodes

Serial Number Node ID Node Name Rack Name Model Role [ Decomissioned Supported Model  SSL Certificate

M Disabled Interfaces and Decommissioned Switches sabiirkees 0 NSK-C9372PX leaf 0000 False True na

» I VLAN Domains
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6. Connect to the two leaf and two spine switches using serial consoles and login in as admin with no password (press en-
ter). Use show inventory to get the leaf's serial number.

show inventory
NAME: "Chassis", DESCR: "Nexus C9372PX Chassis"
PID: N9K-C9372PX , VID: V02 , SN: SAL19079QG6

7. Match the serial numbers from the leaf listing to determine whether Leaf 1 or Leaf 2 has appeared under Fabric Mem-
bership.

8. Inthe APIC GUI, under Fabric Membership, double click the leaf in the list. Enter a Node ID and a Node Name for the
Leaf switch and click Update.

Fabric Membership

o¥
Serial Number Node ID Node Name Rack Mame Model Role P
SAL19079QG6 601 % ||ADE-9372-1] w» NI9K-C9372PX leaf 0.0.0.0

CANCEL

9. The fabric discovery will continue and all the spines and leaves will start appearing under Fabric Membership one after
another.

ﬂ It may be necessary to click the refresh button to see new items in the Fabric Membership list.

10. Repeat steps 7-9 to assign Node IDs and Node Names to these switches. Continue this process until all switches have
been assigned Node IDs and Node Names. All switches will also receive IPs in the TEP address space assigned during
the initial setup of the APIC.

Fabric Membership E] i

O i ACTIONS ~
Serial Number Node ID + Node Name Rack Name Model Role P Decomissioned Supported Model SSL Certificate
SAL1815Q3EN 301 A03-9396-1 NOK-CH396PX leaf 10.0 240 60/32 False True yes
SAL1815Q7WC 302 A03-9396-2 NOK-CI396PX leaf 10.0.240.58/32 False True yes
SAL19079QG6 601 ADB-9372-1 NOK-CH372PX leaf 10.0. 240 63/32 False True yes
SAL1914CN83 602 ADB-9372-2 NOK-CH372PX leaf 10.0.240.59/32 False True yes
SAL1920F3EG 701 A07-9336-1 NYK-CH336PQ spine 10.0. 240 62/32 False True yes
SAL1920F3E0 702 AD7-9336-2 NOK-C336PQ spine 10.0.240.61/32 False True yes

11. Click Topology in the left pane. The discovered ACI Fabric topology will appear. It may take a few minutes and you will
need to click the refresh button for the complete topology to appear.
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POD -1

Dashboard Configure Operational

O¥Y¥BEEfoHAGD-

A07-9336-1 A07-9336-2
e —
AD3-9396-1 AD6-9372-1 AD6-9372-2
[ Emm | e e
ems s

'ﬁ The topology shown in the capture above is a sample topology containing 4 leaf switches, 2 spine switches, and a single APIC. Cus-
tomer topology will vary depending on number and type of devices. While a single APIC is captured in this topology, Cisco recom-
mends a cluster of at least 3 APICs in a production environment.

Initial ACI Fabric Setup

This section details the steps for initial setup of the Cisco ACI Fabric, where the software release is validated, out of band
management IPs are assigned to the leaves and spines, NTP is setup, and the fabric BGP route reflectors are set up.

Software Upgrade
1. Inthe APIC Basic GUI, at the top select Admin > Firmware.
2. This document was validated with ACl software release 1.3(2f). Select Fabric Node Firmware in the left pane under

Firmware Management. All switches should show the same firmware release and the release version should be at mini-
mum ngooo-11.3(2f). The switch software version should also match the APIC version.
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Firmware Management ] . .
Fabric Node Firmware

I Controller Firmware

[ ] Catalog Firmware
o¥
M Fimware Repository
B8 Dovnoad Tasks Firmware Default Policy
Default Firmware Version: select an option -
All Nodes
Node id Node name  Model Current Firmware Status Role

=@ Current Firmware: n9000-11.3(2f) (6 Nodes)

301 AD3-9396-1  NOK-C9396PX n9000-11.3(2f) Upgraded successfully on 2016-08-12T15:50:2.. leaf

‘| 302 A03-9396-2 NOK-C9396PX n9000-11.3(2f) Upgraded successfully on 2016-08-12T15: . leaf
601 ADB-9372-1  NOK-C9372PX n9000-11.3(2f) Upgraded successfully on 2016-08-12T15:38:4.. leaf
602 ADB-9372-2  NOK-C9372PX n9000-11.3(2f) Upgraded successfully on 2016-08-12T15: .
701 AD7-9336-1  NOK-CO336PQ n9000-11.3(2f) Upgraded successfully on 2016-08-12T15:55:5..
702 A0T-9336-2 N9K-C9336PQ n9000-11.3(2f) Upgraded successfully on 2016-08-12T15:56:0...  spine

3. Ifthe APICs have not already been upgraded, click Admin > Firmware > Controller Firmware. If all APICs are not at the
same release at a minimum of 1.3(2f), follow the Cisco APIC Controller and Switch Software Upgrade and Downgrade
Guide to upgrade both the APICs and switches to a minimum release of 1.3(2f) on APIC and 11.2(2f) on the switches.

Setting up Out of Band Management IP Addresses for Leaf and Spine Switches

1. To add out of band management interfaces for all the switches in the ACI Fabric, select System > In Band & Out of Band
2. Click Out-of-Band Management Configuration in the left pane.

3. Click + under Properties in the right pane as shown in the screenshot below.

alraln System Tenants Fabric VM Networking Operations

cisco

QuickStart | Dashboard | Controllers | System Settings | In Band & Out Of Band | Faulls

Out-of-Band Management Configuration i

&l Inband Management Configuration

B out-or-Band Management Configuration | L Fauts  History
(o 4 @

Properties

= Node IPV4 Address IPV4 Gateway IPVE Address IPVE Gateway

Na items have been found.
Select Actions to create a new tem,

4. Select the Node/Switch from the drop-down list.
5. Enter IP address with mask and Gateway address.

6. Click Update.


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/apic_upgrade_downgrade/b_APIC_Software_Upgrade_Downgrade_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/apic_upgrade_downgrade/b_APIC_Software_Upgrade_Downgrade_Guide.html
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Out-of-Band Management Configuration i

Faults History

o ¥ o
Properties
Nodes:
s X+
“ Node IPV4 Address IPV4 Gateway IPV6 Address IPV6 Gateway
301 - [192.168.163.15/22| 192.168.160.1 [e-a- 20012110 [e.g 2001::3 |

‘ CANCEL ‘

7. Repeat the process to provide an out of band management IP address for all the switches.

8. Direct SSH access to the switches should now be available.

Setting NTP Server

This procedure will allow customers to setup an NTP server for synchronizing the fabric time.

1. Tosetup NTP in the fabric, select System > System Settings.

2. Inthe left pane under System Settings, click NTP.

T System Tenants Fabric VM Networking
Cisco

QuickStart | Dashboard | Controllers | System Settings | In Band & Out Of Band | Faults

System Settings

Date and Time Policy - NTP

» I BFD
E Management Access O i
& ne )
E. Port Tracking Propertles

» Il Switch Policies Name: default

» Il QOS Class Policies
BGP Route Reflector I

DN Administrative State: | disabled enabled
@ Date-Time
Authentication State: JRGEELIES enabled

NTP Servers:

Description:  optona

Host Name/IP Address

3. Make sure Administrative State is set to enabled.
4. Click + underthe NTP servers.
5. Enterthe IP address of the NTP server.

6. From the Management EPG, select default (Out-of-Band).
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7. Click SUBMIT.

Create Providers o b 4

Specify the information about the NTP Server

Name: 192.168.160.254

Description: |optional

Preferred: [_]
Minimum Polling Interval: 4 —]
Maximum Polling Interval: 6 :
Management EPG: default (Out-of-Band) v i@

SUEMIT CANCEL |

Setting BGP Route Reflectors

In this ACI deployment, both the spine switches are set up as BGP route-reflectors to distribute the leaf routes throughout
the fabric.

1. To configure BGP Route Reflector settings, select System > System Settings.
2. Inthe left pane under System Settings, select BGP Route Reflector.

3. Enter 101 as the Autonomous System Number. The AS number can be modified based on the customer environment.

afraln System Tenants Fabric VM Networking Admin Operations
cisco
QuickStart | Dashboard | Controllers | System Settings | In Band & Owt Of Band | Faults
System Settings ] . M
— BGP Route Reflector Policy - BGP Route Reflector ﬁ i
» M BFD
& Management Access Faults His
& nre o+ ACTIONS
& Pon Tracking vx
Properties
Name: default
Description:
Autonomous System Number: 101 $
Route Reflector Nodes: E
Node ID Node Name

4. Click + in the right pane and select the Spine-1 switch ID.

5. Optional: Add description.
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Create Route Reflector Node Policy Ep o x

Specify route reflector node EP id

Spine Node: 701 v @

Description: | Spine-1

‘ & ” CANCEL |
6. Click SUBMIT.
7. Click + again and set the second Spine Node as a Route Reflector.
Create Route Reflector Node Policy Ep om

Specify route reflector node EP id

Spine Node: 702 v @

Description: | Spine-2|

8. Click SUBMIT.

9. Click SUBMIT CHANGES if the system generates a warning.

Setting DNS

To set the DNS server and the domain, complete the following configuration steps:

1. Forsetting up DNS, select System > System Settings.
2. Inthe left pane under System Settings, select DNS.
3. Inthe right pane under Properties, select default (Out-of-Band) from the drop-down list for the Management EPG.

4. Click + to add DNS Providers.
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alaln
cisco

QuickStart | Dashboard | Controllers | System Setings | In Band & Out Of Band | Faults

B

System Tenants Fabric

VM Networking Operations

DNS Profile - DNS
& Management Access Poicy [T
B nre

O .
& Port Tracking o¥ ACTIONS

Properties
Name: default
Description

Enter the IP address of the DNS

5.

Management EPG: default (Out-of-Band)
DNS Providers

@

~ Address Preferrsd

No ems h:
Select Actions

n found.
ew item.

server and check the Preferred check box if applicable.

DNS Profile - DNS

o¥
Properties
Name: default

Description: | optional

Management EPG: default (Out-of-Band)

> @

DNS Providers:

4 Address

Preferred

192.168.163.50]

| O

6. Click UPDATE.

7-

CANCEL

Add additional DNS servers if applicable.

8. Add DNS Domains by clicking the + and typing the DNS Domain Name and click UPDATE.
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DNS Profile - DNS

O ¥

Properties

vescripuon:

Management EPG: default (Out-of-Band)  + @

DNS Providers:

=~ Address Preferred
192.168.163.50 False
192.168.163.51 False
DNS Domains:
~ Name Default Description
versapod-locall U

CANCEL

9. Click SUBMIT.

Set the TimeZone
1. To setup the correct timezone for the ACI fabric, select System > System Settings.

2. Inthe left pane under System Settings, select Date-Time.

3. Inthe right pane under Properties, select the correct Time Zone from the drop-down list.
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ol l' ol I I System Tenants Fabric VM Networking Operations
Cisco

QuickStart | Dashboard | Controllers | System Settings | In Band & Out Of Band | Faults

) O
Datetime Format - Date-Time

» I BFD
E Management Access
& nre
. o¥
E Port Tracking
» I Switch Policies Properties

» I QOS Class Policies Time Zone: Coordinated Universal Time

Al sl iy

E BGP Route Reflector

Display Format:

& ons Atlantic/Cape_Verde

ﬂ Date-Time Offset State: Allantic/Faroe
Atlantic/Madeira
Atlantic/Reykjavik

Atlantic/South_Georgia

Atlantic/St_Helena

Atlantic/Stanley

Australia/Adelaide ®
Australia/Brisbane

Australia/Broken_Hill

Australia/Currie

Aunctralia/Danuin

4. Click SUBMIT.

Set up Fabric Access Policy Setup

This section details the steps to create various access policies creating parameters for CDP, LLDP, LACP, etc. These policies
will be used during vPC and VM domain creation. To define fabric access policies, complete the following steps:

1. Loginto APIC Advanced GUI as shown in the screenshot.

Application Centric Infrastructure - ACI

Please sign in to connect to APIC

User ID: admin

Password: «..ee...

Mode: Advanced -

LOGIN |

ol
Ccisco

2. Inthe APIC Advanced GUI, select and expand Fabric > Access Policies > Interface Policies > Policies.

Create Link Level Policy

This procedure will create link level policies for setting up the 1Gbps and 10Gbps link speeds.

1. Inthe left pane, right-click Link Level and select Create Link Level Policy.
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2. Name the policy as 1Gbps-Link and select the 1Gbps Speed.

Create Link Level Policy om

Specify the Physical Interface Policy Identity

Name: 1Gbps-Link

Description: | optional

Label:

Auto Negotiation: n on

Speed: 1 Gbps v

Link debounce interval (msec): 100 —

Forwarding Error Correction:‘ CL74-FC-FEC | CL91-RS-FEC disable-FEC

‘ sSUBMIT ” CANCEL |

3. Click SUBMIT to complete creating the policy.

4. Intheleft pane, right-click on Link Level and select Create Link Level Policy.
5. Name the policy 10Gbps-Link and select the 10Gbps Speed.

6. Click SUBMIT to complete creating the policy.

Create CDP Policy

This procedure will create policies to enable or disable CDP on a link.

1. Inthe left pane, right-click CDP interface and select Create CDP Interface Policy.

2. Name the policy as CDP-Enabled and enable the Admin State.
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Create CDP Interface Policy om

Specify the CDP Interface Policy Identity

Name: CDP-Enabled|

Description: | opliona

Label:

Admin State: Disabled Enabled

‘ SuUBMIT ” CANCEL |

3. Click SUBMIT to complete creating the policy.
4. Inthe left pane, right-click on the CDP Interface and select Create CDP Interface Policy.
5. Name the policy CDP-Disabled and disable the Admin State.

6. Click SUBMIT to complete creating the policy.

Create LLDP Interface Policies

This procedure will create policies to enable or disable LLDP on a link.

1. Inthe left pane, right-click LLDP Interface and select Create LLDP Interface Policy.

2. Name the policy as LLDP-Enabled and enable both Transmit State and Receive State.

Create LLDP Interface Policy o b 4

Specify the LLDP Interface Policy Properties

Mame: LLDP-Enabled

Description: |opfion

Label:

Receive State: Dizsabled Enabled

Transmit State: Disabled Enabled

‘ SUBMIT I| CANCEL |
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3. Click SUBMIT to complete creating the policy.

4. Intheleft, right-click the LLDP Interface and select Create LLDP Interface Policy.

5. Name the policy as LLDP-Disabled and disable both the Transmit State and Receive State.
6. Click SUBMIT to complete creating the policy.

Create Port-Channel Policy

This procedure will create policies to set LACP active mode configuration and the MAC-Pinning mode configuration.

1. Inthe left pane, right-click the Port Channel and select Create Port Channel Policy.

2. Name the policy as LACP-Active and select LACP Active for the Mode. Do not change any of the other values.

Create Port Channel Policy o ®

Specify the Port Channel Policy

Name: LACP-Active

Description:

Label:

Mode: LACP Active -

Caontrol: Fast Select Hot Standby Ports
Graceful Convergence
[ Load Defer Member Ports

[] Suspend Individual Port

CHECK ALL | UNCHECK ALL

Minimum Mumber of Links: 1

4»

Mot Applicable for FEX PC/VPC

Maximum Number of Links: 18

i»

Mot Applicable for FEX PC/VPC

‘ SuBmIT ” CANCEL I

3. Click SUBMIT to complete creating the policy.
4. Inthe left pane, right-click Port Channel and select Create Port Channel Policy.

5. Name the policy as MAC-Pinning and select MAC Pinning for the Mode. Do not change any of the other values.
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Create Port Channel Policy om

Specify the Port Channel Policy

Name: MAC-Pinning

Description: | opfiona

Label:

Mode: MAC Pinning -

Minimum Number of Links: 1
Mot Applicable far FEX PC/VPC

1

Maximum Number of Links: 15
Mot Applicable for FEX PC/VPC

1

‘ suBMIT ” CANCEL I

6. Click SUBMIT to complete creating the policy.

Create BPDU Filter/Guard Policies

This procedure will create policies to enabled or disabled BPDU filter and guard.

1. Inthe left pane, right-click Spanning Tree Interface and select Create Spanning Tree Interface Policy.

2. Name the policy as BPDU-Filter-Guard-Enabled and select both the BPDU filter and BPDU Guard Interface Controls.
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Create Spanning Tree Interface Policy o X

Define the STP Interface Policy

Name: BPDU-Filter-Guard-Enabled

Description: | optiona

Label:

Interface controls: BPDU filter enabled
BPDU Guard enabled

3. Click SUBMIT to complete creating the policy.
4. Intheleft pane, right-click Spanning Tree Interface and select Create Spanning Tree Interface Policy.

5. Name the policy as BPDU-Filter-Guard-Disabled and make sure both the BPDU filter and BPDU Guard Interface Con-
trols are cleared.

6. Click SUBMIT to complete creating the policy.

Create Global VLAN Policy

This procedure will create policies to enable global scope for all the VLANS.

1. Intheleft pane, right-click on the L2 Interface and select Create L2 Interface Policy.

2. Name the policy as VLAN-Scope-Global and make sure Global scope is selected.
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Create L2 Interface Policy o X

Define the L2 Interface Policy

Name: VLAN-Scope-Global|

Description: |optional

VLAN Scope: Global scope Port Local scope

‘ SUBMIT |CANCEL

3. Click SUBMIT to complete creating the policy.

Create Firewall Policy

This procedure will create policies to disable Firewall.

1. Intheleft, right-click Firewall and select Create Firewall Policy.

2. Name the policy Firewall-Disabled and select Disabled for Mode. Do not change any of the other values.

Create Firewall Policy o X

Specify the Firewall Policy Properties

Mame: Firewall-Disabled

Description: | optional

Mode: Enabled | Learning ‘
SysLog

Administrative State: enabled -

Included Flows: Denied flows

Polling Interval (seconds): g0 =
Log Level: infarmation -
Dest Group: select an option -

‘ suBmMIT ” CANCEL |
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3. Click SUBMIT to complete creating the policy.

Create Virtual Port Channels (vPCs)

This sub-section details the steps to setup vPCs for connectivity to the Management Network, Cisco UCS and IBM Storage.

VPC - Management Switch

Complete the following steps to setup vPCs for connectivity to the existing Management Network.

# This deployment guide covers configuration for a pre-existing Cisco Catalyst management switch. Customers can adjust the config-
uration depending on their management connectivity.

1. Inthe APIC Advanced GUI, at the top select Fabric > Inventory > Topology.

2. Intheright pane, select Configure.

3. Click ADD SWITCHES. Select both the leaf switches and select ADD SELECTED.
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ADD SWITCHES

Switch Id Name

301 A03-8396-1
302 A03-8396-2
601 A06-9372-1
602 A06-9372-2

CANCEL

4. On both the switches, select the port connected for your In-Band Management connection.

5. Select CONFIGURE VPC.
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Topology - Spines: 2 - Leaves: 4 ﬁ] i

Topology Configure

BACK TO TOPOLOGY ADD SWITCHES ¥ port Channel M vPC F L2 Interface
L3 M conn. toFex M Selected

A06-9372-1 (Node-601) ©  A06-9372-2 (Node-602) [x]

o1 [oaJos{or[oa] [ 1a[ 5[ 17 | 19[21 | 3]s} o] KR as[ar asl1[salaslar [l fot[oafosloroa]111a] 17 18]21[za[es]ar as] " RRYas[ar as[ | salaslr
520406 oa[ 0] 12{ 4 15[ 9 20[z2] 4] o 8[30] 52[a e[ss] ao[sz] e o] s | [cz[o[o6[oa[ o[ 2[ra[ s[vs] 20[z2] e] o] [0} 5z[3a]e[ss] o[zl ae]s] s

Summary

|
Port Channels @ Virtual Port Channels @ Fabric Extenders
Switch Ports. Switch 1 Ports Switch2  Ports Switch Fex

CLEAR PORT CONF.

3

6. Forthe Policy Group Name, enter Mgmt-Switch. Select the appropriate policies as shown in the screenshot below.

& In this validation, Cisco Catalyst switch was configured with a 1Gbps ports based port-channel in trunk mode.
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Topology - Spines: 2 - Leaves: 4 ﬁ i
-
CONFIGURING VPC Pronii W0 2w

©  A06-9372-2 (Node-602) (]

[01]aosfo7os| 11[13]15] 17| 18] 21 |23] 2527 |20 31 fEEY 35 37| 39] 1| 43] a5 | 7|

A06-9372-1 (Node-601)

o01)03]os|o7]oa]11]13]|15]17]19]21]23] 25| 27| 29| 31 g} 35|37 | 39| 41| 43| 45|47
16|18 20 22| 24| 26|28 30| 32| 34| 36| 38 40| 42| 44| 46|48

0204|0608 10]12] 14] 16 18] 20| 22] 24 | 6] 28 | 30| 32] 34| 36| 38| 0] 42 a4 | 46 | a3

‘

Polcy Group. gmi-Switch STP Interface Policy: BPDU-Filter-Guard-Di + (3
Description: optional Egress Data Plane Policing Policy: seiect a value ~
Ingress Data Plane Policing Policy: W

Link Level Policy: 1Gbps-Link - @ Port Channel Policy: LACP-Active  ~
CDP Policy: CDP-Enabled = @ Storm Control Interface Policy: seciect a value -

MCP Policy: select a value - L2 Interface Policy: VLAN-Scope-Global ~ ()
LLDP Policy: LLDP-Disabled . @ Attached Entity Profile: select an option N

default

7. Forthe Attached Entity Policy field, select Create Attachable Access Entity Profile.

8. Name the profile as aep-Mgmt-Switch. Click + to add a Physical Domain.

9. From the drop-down list, select Create Physical Domain.

10. Inthe Create Physical Domain window, name the Domain as pd-Mgmt-Switch.

11. From the VLAN Pool drop-down list, select create VLAN Pool.

12. Inthe create VLAN Pool window, name the VLAN Pool as vp-Mgmt-Switch. Select Static Allocation.
13. Click + to add an Encapsulation Block.

14. Enterthe in-band management VLAN for both the From and To parts of the Range. Select Static Allocation.



Network (Cisco ACI) Configuration

Create Ranges 6 p 4

15.

16.

17.

18.

19.

Specify the Encap Block Range

Type: VLAN
Range: 11 -1

Allocation Mode: Dynamic Allocation Inherit allocMode from parent

\
oK CANCEL
L&)

Click OK to complete creating the range.

Click SUBMIT to complete creating the VLAN Pool.

Click SUBMIT to complete creating the Physical Domain.

Click UPDATE and SUBMIT to complete creating the Attachable Access Entity Profile.

Click APPLY CHANGES to complete creating the vPC. Click OK for the confirmation message.

VPC — UCS Fabric Interconnects

Complete the following steps to setup vPCs for connectivity to the UCS Fabric Interconnects.

Cisco Nexus 9372

Cisco UCS 6248
Fabric Interconnects

In the APIC Advanced GUI, select Fabric > Inventory > Topology.

In the right pane, select Configure.

Click ADD SWITCHES. Select both the leaf switches and select ADD SELECTED on both the switches. Select the port
connected for the UCS Fabric Interconnect A.

For the Policy Group Name, enter <FI-A-Name>. Select the appropriate policies as shown in the screenshot.
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—— . [ ] | | |
CONFIGURIG VPC T R e e
A06-9372-1 (Node-601) ©  A06-9372-2 (Node-602) [x]

01]osfos]o7Joo] 11]13]15]17] 19] 21 [23] 26 [Eg 20] 31 [ESY 35 {37 | 30]a1|as]as |47} o1 ]o3fos]o7[os|11]13]15]17]19]21|23|25]27] 29] 31 [EEY 35|37 | 30]a1 |43 ] a5 a7]
02]04 0608 ] 10]12]14] 16]18] 20|22 24 | 26] 28 ] 30| 32] 34| 56| 38 | 40| a2] 44|45 |4l Jo2]04] 06 0] 10]12]14] 16] 18] 20]22] 24| 26 KLY a0] 32 34|36 38| a0] 42] a4 [as | 48

Pdlcy'?alon_ll.g) AOB-6248-A STP Interface Policy: BPDU-Filter-Guard-Er
Description: optional Egress Data Plane Policing Policy: select a value -
Ingress Data Plane Policing Policy: W
Link Level Policy: 10Gbps-Link - @ Port Channel Policy: LACP-Active - @
CDP Policy: CDP-Enabled - @ Storm Control Interface Policy: select a value -
MCP Policy: select a value - L2 Interface Policy: VLAN-Scope-Global ~ (3
LLDP Policy: LLDP-Enabled - @ Attached Entity Profile: select an option -
aep-Mgmt-Switch
‘d‘llﬂ“
l Create Attachable
Access Entl"y Profile

5. From the Attached Entity Policy drop-down list, select Create Attachable Access Entity Profile.
6. Name the profile as aep-<UCS-Name>.
7. Check the check box Enable Infrastructure VLAN, if planning on deploying AVS.

8. Click + to add a Physical Domain.
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Create Attachable Access Entity Profile (i 1%

Specify the name, domains and infrastructure encaps

Name: A06-UCS-6248

Description:

Enable Infrastructure VLAN:

Domains (VMM, Physical or %
External) To Be Associated To
Interfaces: Domain Profile Encapsulation

‘ SuBMIT ” CANCEL |

9. From the drop-down list, select Create Physical Domain.

10. Inthe Create Physical Domain window, name the Domain as pd-<UCS-Name>.
11. From the VLAN Pool drop-down list, select create VLAN Pool.

12. Inthe create VLAN Pool window, name the VLAN Pool as vp-<UCS-Name>. Select Static Allocation.
13. Click + to add an Encapsulation Block.

14. Create multiple ranges to add the following VLANSs:

15. Native-2 VLAN (2)

16. In-band Management VLAN (111)

17. vMotion VLAN (3000)

18. iSCSI-AVLAN (3030)

19. iSCSI-B VLAN (3040)

20. NFS VLAN (3050)
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Create VLAN Pool

Specify the Pool identity

Name: yp-A06-UCS-6248

Description:

Allocation Mode: | Dynamic Allocation

Encap Blocks: _ Sl
VLAN Range Allocation Mode
[11] Static Allocation
[3000] Static Allocation k
21. Verify all the necessary VLANSs are added to the UCS VLAN pool
22. Click SUBMIT to complete creating the VLAN Pool.
Create Physical Domain (i 1%

Specify the domain name and the VLAN Pool

Name: pd-A06-UCS-6248

VLAN Pool: vp-A06-UCS-6248(static) - @

Security Domains: b

Select Name Description

o

23. Click SUBMIT to complete creating the Physical Domain.

24. Click UPDATE and SUBMIT to complete creating the Attachable Access Entity Profile.
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Create Attachable Access Entity Profile (i ]%¢

Specify the name, domains and infrastructure encaps

Name: A06-UCS-6248

Description: optional

Enable Infrastructure VLAN:

Domains (VMM, Physical or X +
External) To Be Associated To
Interfaces: Domain Profile Encapsulation

pd-A06-UCS-6248 (Physical) v

w&am CANCEL

{ SUBMIT ” CANCEL I

25. Click APPLY CHANGES to complete creating the vPC. Click OK for the confirmation message.

26. Repeat the steps above to add VPC for UCS Fabric Interconnect B. Do not create a new AEP and reuse the AEP created
for Fabric Interconnect A.

" Port Channel EVPC L2 Interf;
CONFIGURING VPC L o toFex Moo
A06-9372-1 (Node-601) ©  A06-9372-2 (Node-602) %]

01]osos|o7Joa]11]13]15]17]19] 21| 23] 25 EZh 20| 31 Y as 37| ao]a1as[as |47l Woios[os|o7Joa]11]13]15[17]19]21 |23]2s [Egh 20] 31 [EEY 35|37 ] 3041 [a3] as] 47
02] 04]06|08| 10]12] 14] 16| 18] 20| 22] 24| 26 E&Y 30| 32|34 | 36| 38| o] 42| a4 | 45|48l Ho2]04 |06 |08[10]12]14]16] 18] 20] 22| 24| 26 KLY 30[32] 34 36| 38 | a0] 42| s | 46 ] a8

Policy Sammtlsp A06-6248-B STP Interface Policy: BPDU-Filter-Guard-Er = (]
Deseription: optional Egress Data Plane Policing Policy: select a value -
Ingress Data Plane Policing Policy: seiect a value =

Link Level Policy: 10Gbps-Link - @ Port Channel Policy: LACP-Active - @
CDP Policy: CDP-Enabled - @ Storm Control Interface Policy: select a value -

MCP Policy: soloct 2 valve - L2 Interface Policy: VLAN-Scope-Global -+ (G
LLDP Policy: LLDP-Enabled = (@ Attached Entity Profile: AQ6-UCS-6248 + ()
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27. Click APPLY CHANGES to complete creating the vPC. Click OK for the confirmation message.

VPC — IBM Unified File Module (IBM v7000 Unified NFS Deployment only)

Follow the steps below to setup vPCs for connectivity to the IBM File Modules.

Cisco Nexus
9372

Legend

IBM Storwize V7000

Unified File Modules 10Gbps Ethernet ~ —

1. Inthe APIC Advanced GUI, at the top select Fabric > Inventory > Topology.
2. Intheright pane, select Configure.

3. Click ADD SWITCHES. Select both the leaf switches and select ADD SELECTED on both the switches, select the port
connected for the IBM File Module 1.

4. Forthe Policy Group Name, enter <File Module 1>. Select the appropriate policies as shown in the screenshot.

Topology - Spines: 2 - Leaves: 4 @ i
Port Channel MlvPC L2 Interface
BACK TO SUMMARY
CONFIGURING VPC L3 M conn. 1o Fex M Selected
A06-9372-1 (Node-601) ©  A06-9372-2 (Node-602) [x]
01{03os|o7{os|11]13| 15|17 |§Y 21| 23| 25 |l 26 31 |EE} 35| 37| 39 a1 43[ a5 | 47 01|o3|os|o7|oa|11{13| 15|17 Y 21| 23| 25 |gZ] 29 31 |} 35| 37| 38 41] 43| a5 | 47
02|04 |06)08)10]12|14]16|18]20§22|24 ?E)ERO 32|34|36]38)40)42|44 46|48 02]04)06]08|10)12|14|16]18]|20)22|24 ?5 3013234 36|38 |40 42|44 | 46|48

Policy Group 1M-v7000-FM-1 STP Interface Policy: BPDU-Filter-Guard-Er = (I
Description: Egress Data Plane Policing Policy: -
Ingress Data Plane Policing Policy: —.
Link Level Policy: 10Gbps-Link - @ Port Channel Policy: LACP-Active - @
CDP Policy: CDP-Disabled . @ Storm Control Interface Policy: -
MCP Policy: - L2 Interface Policy: w @
LLDP Policy: LLDP-Disabled = @ Attached Entity Profile: .
A0B-UCS-6248
aep-Mgmt-Switch
default

5. From the Attached Entity Policy drop-down list, select Create Attachable Access Entity Profile.
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6. Name the profile as aep-<File Module Name>.

7. Click + to add a Physical Domain.

Create Attachable Access Entity Profile (i ]%

Specify the name, domains and infrastructure encaps

Name: aep-IBM-V7000-FM

Description: | optiona
Enable Infrastructure VLAN: [
Domains (VMM, Physical or &
External) To Be Associated To
Interfaces: Domain Profile Encapsulation p—

| SUBMIT ” CANCEL |

8. From the drop-down list, select Create Physical Domain.

9. Inthe Create Physical Domain window, name the Domain as pd-<File Module Name>.

10. From the VLAN Pool drop-down list, select create VLAN Pool.

11. Inthe create VLAN Pool window, name the VLAN Pool as vp-<File Module Name>. Select Static Allocation.
12. Click + to add an Encapsulation Block.

13. Add NFS VLAN (3050) to the range.

Create Ranges i]%
Specify the Encap Block Range
Type: VLAN
Range: 3051 - 3051
From To

Allocation Mode: Dynamic Allocation Inherit allocMode from parent

14. Click OK and then Click SUBMIT to complete creating the VLAN Pool.
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Create Physical Domain o b 4

Specify the domain name and the VLAN Pool

Name: pd-IBM-V7000-FM

VLAN Pool: vp-IBM-V7000-FM(static) v P

Security Domains: EY

Select Name Description

SUBMIT CANCEL

15. Click SUBMIT to complete creating the Physical Domain.

16. Click UPDATE and SUBMIT to complete creating the Attachable Access Entity Profile.

Create Attachable Access Entity Profile i]%

Specify the name, domains and infrastructure encaps

Name: aep-IBM-V7000-FM

Description; optional

Enable Infrastructure VLAN: []

Domains (VMM, Physical or x +
External) To Be Associated To
Interfaces: Domain Profile Encapsulation
Physical Domain - pd-IBM-V7000-FM from:vlan-3051 to:vian-3051

sun:h,fr CANCEL

17. Click APPLY CHANGES to complete creating the vPC. Click OK for the confirmation message.

18. Repeat the steps above to add VPC for IBM File Module 2. Do not create a new AEP and reuse the AEP created for File
Module 1.
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Port Channel EVPC W L2 Interface
SRR conFiGuRING vPe Lo ! Comn.toFox HSoecud
A06-9372-1 (Node-601) ©  A06-9372-2 (Node-602) [x]

15] 17 |§EY 21| 23| 25 |2l 20| 31 [E) 35| 37 | 39| 41| 43| a5 47 01|03]0s|o7]os|11]13|15| 17 B 21| 23| 25 |Zh 29| 31 [E&Y 35| 37| 39 41| 43 45| 47
18 |E8) 22| 24| 26 [EZ] 30| 32| 34| 36| 38| 40| 42| 44 45| 48 16| 18 £ 22| 24| 26 [ 30| 32| 34| 36| 38| 40| 42| 44| 46| 48]

Policy &mmtg) IBM-V7000-FM-2 STP Interface Policy: BPDU-Filter-Guard-Er « ()
Description: optional Egress Data Plane Policing Policy: sciect a value -

Ingress Data Plane Policing Policy: seiect a value

-

Link Level Policy: 10Gbps-Link - @ Port Channel Policy: |ACP-Active - @
CDP Policy: CDP-Disabled - @ Storm Control Interface Policy: select a value >
MCP Policy: select a value : L2 Interface Policy: VLAN-Scope-Global @
LLDP Pollcy: LLDP-Disabled < @ Attached Entity Profile: aep-IBM-V7000- v 3

BACK TO SUMMARY

19. Click APPLY CHANGES to complete creating the vPC. Click OK for the confirmation message.

Configure individual ports for iISCSI Access (IBM V9000 iSCSI setup only)

This section details the steps to setup four individual ports to provide four separate iSCSI paths between the IBM Vgooo and
Cisco Nexus 9372 leaf switches.

The physical connectivity between IBM Vgooo and Cisco Nexus 9372 switches is shown in the figure below:

Cisco Nexus
9372

Legend

10Gbps Ethernet

Port4

IBM FlashSystem
V9000 controllers

Table 21 shows all the configuration parameters for setting up these four iSCSI links.

Table 21 iSCSI Port Configuration Parameters

Leaf Switch | Switch | IBM Controller | Description | AEP Physical VLAN Pool VLAN
Port Controller | Port Domain
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Nexus 93721 | 17 Vg000-1 Port 4 Vg000-1- aep-Vgoo00- pd-Vgooo- vp-Vgo00- 3031
iSCSI-A iSCSI-A iSCSI-A iSCSI-A

Nexus 93721 | 18 V9000-2 Port 4 V9000-2- aep-Vgooo0- pd-Vgooo- vp-V9o00- 3031
iSCSI-A iSCSI-A iSCSI-A iSCSI-A

Nexus 93722 | 17 Vg000-1 Port 5 Vg000-1- aep-Vgooo- pd-Vgooo- vp-Vgo00- 3041
iSCSI-B iSCSI-B iSCSI-B iSCSI-B

Nexus 93722 | 18 Vg000-2 Port 5 Vg000-2- aep-Vgooo- pd-Vgooo- vp-Vgo00- 3041
iSCSI-B iSCSI-B iSCSI-B iSCSI-B

1. Inthe APIC Advanced GUI, select Fabric > Inventory > Topology.

2. Intheright pane, select Configure.

ﬂ Refer to Table 21 for the information required during the following configuration. ltems marked by {} will need to be updated ac-
cording to Table 21.

3. Click ADD SWITCHES. Select the first Nexus 9372 switch and click ADD SELECTED.

ADD SWITCHES

Switch Id Name

am A03-9396-1
302 A03-9396-2
601 AQB-9372-1
602 AQE-9372-2

4. Onthe switch, select the port {17} connected to the IBM Vgooo controller.
5. Select CONFIGURE PORT.

6. For Description, enter {V9000-1-iSCSI-A}. Select the policies as shown in the screenshot below.

Interface
Description: ‘Va000-1-iISCSI-A STP Interface Policy: BPDU-Filter-Guard-Er ~
Egress Data Plane Policing Policy: -
Link Level Policy: 10Gbps-Link > Ingress Data Plane Policing Policy: v
CDP Policy: CDP-Disabled - @ Storm Control Interface Policy: -
MCP Palicy: —. L2 Interface Policy: VLAN-Scope-Global « (B
LLDP Policy: LLDP-Disabled - @ Attached Entity Profile: -

A0B-UCS-6248
aep-1BM-V7000-FM
aep-IBM-V7000-iSCSI-A
aep-Mgmt-Switch
default

P
Credte Attach]ble
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7. From the Attached Entity Profile drop-down list, select Create Attachable Access Entity Profile.
8. Name the profile {aep-V9000-iSCSI-A}. Click + to add a Physical Domain.

9. From the drop-down list, select Create Physical Domain.

10. Inthe Create Physical Domain window, name the Domain {pd-Vg9000-iSCSI-A}.

11. From the VLAN Pool drop-down list, select create VLAN Pool.

12. Inthe create VLAN Pool window, name the VLAN Pool {vp-V9000-iSCSI-A}. Select Static Allocation.
13. Click + to add an Encapsulation Block.

14. Enterthe VLAN {3031} for both the From and To parts of the Range. Select Static Allocation.

15. Click OK to complete creating the range.

16. Click SUBMIT to complete creating the VLAN Pool.

17. Click SUBMIT to complete creating the Physical Domain.

18. Click UPDATE and SUBMIT to complete creating the Attachable Access Entity Profile.

19. Click APPLY CHANGES to complete creating the Port. Click OK for the confirmation message.

20. Repeat the steps above to configure all four iSCSI ports.

ﬂ Each AEP policy will be defined only once on the first time use.

Configuring Common Tenant for Management Access

This section details the steps to setup in-band management access in the Tenant common. This design will allow all the
other tenant EPGs to access the common management segment. Various constructs of this design are shown in the figure
below:
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Mgmt Switch
1. Inthe APIC Advanced GUI, at the top select Tenants > common.

2. Inthe left pane, expand Tenant common and Networking.

Create VRFs
1. Right-click on VRF and select Create VRF.

2. Enter vrf-Common-IB-Mgmt as the name of the VRF.

3. Click FINISH.
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Create VRF

STEP 1 > VRF

Specify Tenant VRF

Name: yri-Comman-1B-Mgmt

Description:

Policy Control Enforcement Preference: S0V

Policy Control Enforcement Direction: Ingress

End Point Retention Policy: select a value -

This pelicy only applies 1o remote
L3 entries

Manitoring Policy: select a value -

DMS Labels:
anter namas saparated by comma
Route Tag Policy: select a value -

Create A Bridge Domain: []
Configure BGP Policies: ]
Configure OSPF Policies: []
Configure EIGRP Policies: ]

4. Right-click the VRF and select Create VRF.
5. Enter vrf-Common-Outside as the name of the VRF.

6. Click FINISH.

'ﬁ VRF vrf-Common-Outside is not required for management access but will be utilized later to provide Shared L3 access.

Create Bridge Domains

1. Inthe APIC Advanced GUI, select Tenants > common.

2. Inthe left pane, expand Tenant common and Networking.

3. Right-click on the Bridge Domain and select Create Bridge Domain.
4. Name the Bridge Domain as bd-Common-IB-Mgmt

5. Select common/vrf-Common-IB-Mgmt from the VRF drop-down list.

6. Select Custom under Forwarding and enable the flooding as shown in the figure.
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Create Bridge Domain

STEP 1 > Main 1. Main 2. L3 Configurations

Specify Bridge Domain for the VRF

Mame: bd-Common-1B-Mgmt

28

Description: | option

VRF: commonjvrf-Common-IB «

Forwarding: Custom -

L2 Unknown Unicast: Flood -

L3 Unknown Multicast Fleoding: Flood -
Multl Destination Flooding: Flood in BD -

End Point Retention Palicy: =select 2 value -

This policy only applies to local LZ L3 and
remote L3 entries

IGMP Snoop Policy: select a2 value -

7. Click NEXT.

8. Do not change any configuration on next screen (L3 Configurations). Select NEXT.
9. No changes are needed Advanced/Troubleshooting. Click FINISH.

10. Right-click on the Bridge Domain and select Create Bridge Domain.

11. Name the Bridge Domain as bd-Common-Outside.

'ﬁ The bridge domain bd-Common-Outside is not needed for setting up common management segment and will be utilized later in the
document when setting up Shared L3 Out

12. Select the common/vrf-Common-Outside.

13. Select Custom under Forwarding and enable the flooding as shown in the figure.
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Create Bridge Domain

STEP 1 > Main 1. Main 2. L3 Configurations

Specify Bridge Domain for the VRF

MName: bd-Common-Outside

Description: | optional

VRF: common/urf-Commen-01 « @

Forwarding: Custom -

L2 Unknown Unicast: Flood -

L3 Unknown Multicast Flooding: Flood -
Multi Destination Flooding: Flood in BD -

End Point Retention Palicy: =elect a value -

This pelicy only applies to Tocal LZ 13 and
remote L3 entries

IGMP Snoop Policy: select a2 value -

14. Click NEXT.
15. Do not change any configuration on next screen (L3 Configurations). Select NEXT.

16. No changes are needed Advanced/Troubleshooting. Click FINISH.

Create Application Profile

1. Inthe APIC Advanced GUI, select Tenants > common.
2. Inthe left pane, expand Tenant common and Application Profiles.
3. Right-click on the Application Profiles and select Create Application Profiles.

4. Enter ap-Common-Mgmt as the name of the application profile.
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Create Application Profile om

Specify Tenant Application Profile

Name: ap-Common-Mgmt|

Description: |optional

Tags: e
enter tags separated by comma
Monitoring Policy: select a value -
EPGs
+
Name BD Domain Staic Path Static Path VAN Provided Contract  C0n2uMed
Contract

o\

5. Click SUBMIT.

Create EPG
1. Expand the ap-Common-Mgmt application profile and right-click on the Application EPGs.

2. Select Create Application EPG.

Tenemt common mhad Application EPGs

B Quick Start
4 A Tenant common
4 I Application Profiles Q¥
48 ap-Common-Mgmt

| Applwi*'- EBZe
b B uSeg E Creatg Application EPG '

M L4-L7 Service Parameters
[ & default

3. Enter epg-Common-IB-Mgmt as the name of the EPG.

4. Select common/bd-Common-IB-Mgmt from the drop-down list for Bridge Domain.
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Create Application EPG

STEP 1 > Identity

Specify the EPG Identity

Mame:

Description:

Tags:

QoS class:

Customn QoS:

Intra EPG Isolation:
Bridge Domain:

Monitoring Policy:

Associate to WM Domain Profiles:
Statically Link with Leaves/Paths:

5. Click FINISH.

Set Domains

epg-Common-IB-Mgmt

optional

-
enter tags separated by comma
Unspecified -
select a value -
Enforced Unenforcad
select a value ]
common/bd-Common-IB- &

Mgmt

common/bd-Common-
Outside

commaon/default

Create Bridge Domain

1. Expand the newly create EPG and click Domains.

2. From the ACTIONS drop-down list, select Add Physical Domain Association.

Tenant common E
M Quick Start

4 A Tenant common

Domains (VMs and Bare-Metals)

4 M Application Profiles O i
4 @ ap-Common-Mgmt
4 I Application EPGs
4 @ EPG epg-Common-IB-Mgmt

~ Damain Profile

Deployment

Domain Type Immediacy

Resolution Immediacy  State

Primary VLAN For
Micro-Seg

Port E| @
Secon [F]

Micro-

I Domains (VMs and Bare-Metals)
I static Bindings (Paths)

Il Static Bindings (Leaves)

Il Contracts

Il Static EndPoint

No items have been found.

Select Actions to create a new item.

3. Select the pd-Mgmt-Switch as the Physical Domain Profile.

4. Change the Deploy Immediacy and Resolution Immediacy to Immediate.

Add L3 External Domain Association

|; I Delete
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Add Physical Domain Association Ot

Choose the Physical domain to associate

Physical Domain Profile: pd-Mgmt-Switch > i@

Deploy Immediacy: Immadlate On Demand

Resalution Immediacy: Immediate On Demand Pre-provision

SUMIT CANCEL

5. Click SUBMIT.

Set Static Bindings (Paths)
1. Inthe left pane, Right-click on the Static Bindings (Paths).

Application EPGs

I Quick Start

4 A Tenant commaon
4 I Application Profiles O i
F ﬁ ap-Common-Mgmt
4 [ Application EPGs
A @ EPG epg-Common-IB-Mgmit

Bare-Metals)

=« Mame

epg-Comman-1B-Mgmt

Il Domains (e

Ml Static Bi tl)s)
Il Static Binc ves)
Il Contracts
Bl Static EndPoint

» IM Subnets

Il L 4-L7 Virual IPs
Il L 4-L7 IP Address Pool
Il L4-L7 Service Parameters I

2. Select Deploy Static EPG on PC, VPC, or Interface.

3. Inthe next screen, for the Path Type, select Virtual Port Channel and from the drop-down list, select the VPC for Mgmt
Switch.
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Deploy Static EPG On PC, VPC, Or Interface

Select PC, VPC, or |

Path Type

Path:
Primary VLAN:

Port Encap:

Deployment Immediacy:

nterface

Virtual Port Channel

:| Port I Direct Port Channel

-0

[A06-6248-A]

[AD6-6248-8]

[1BM-V7000-FM-1]

Mode:

topology/pod-1/protpaths-601-602/pathep-

topology/pod-1/protpaths-601-602/pathep-

topology/pod-1/protpaths-601-602/pathep-

topology/pod-1/protpaths-601-602/pathep-

[1BM-V7000-FM-2]

topology/pod-1/protpaths-601-602/pathep-

[Mgmt-Switch]

7

4. Enter the management VLAN under Port Encap.

5. Change Deployment Immediacy to Immediate.

6. Setthe Modeto

Trunk.

Deploy Static EPG On PC, VPC, Or Interface

Select PC, VPC, or Interface

Path Type
Path:

: | Port | Direct Port Channel Virtual Port Channel

topology/pod-1/protpaths-601-602/pathe| + ({3

Primary VLAN:

Port Encap:

Deployment Immediacy:

Mode

For example, vian-1

vian-11|

For example, vian-1

e

. Access (B02.1P) | Access (Untagged)

7. Click SUBMIT.

CANCEL |
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Create Provided Contract

1. Inthe left pane, right-click on Contracts and select Add Provided Contract.

Tenant common E
i BLLC] ot

I Quick Start

4 X Tenant common

4 M Appiication Profiles o 4

48 ap-Commaon-Mgmt
« Tenant Name Contract Name

4 I Application EPGs
Vi @ EPG epg-Common-IB-Mgmt
Il Domains (VMs and Bare-Metals)
I Static Bindings {Paths)
I Static Bindings (Leaves)

-(}on’ﬂ'q

Bl Static |
» I Subne
M a7
M L4L7 Add Consumed Contract Interface

I L4-L7 Service Parameters |‘ ‘ '

2. Inthe Add Provided Contract window, select Create Contract from the drop-down list.

Add Provided Contract o b 4

Select a contract

Contract: common/default > @

Qos: énommonfdefﬂult

Contract Label: PR
Cre ]
Subject Label: =%

sSuBMIT CANCEL

3. Name the Contract as Allow-Common-IB-Mgmt.
4. Setthe scope to Global.

5. Click + to add a Subject to the Contract.
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Create Contract o b ¢

Specify ldentity Of Contract

Name: Allow-Common-I1B-Mgmt

Scope: Global -

QoS Class: Unspecified -

Target DSCP: nspecified

Description: |optional

Subjects: @‘

Marme Description

ﬂ Following steps create a contract to allow all the traffic between various tenants and the common management segment.
Customers are encouraged to limit the traffic by setting restrictive filters.

6. Name the subject as Allow-All-Traffic.
7. Click + under Filter Chain to add a Filter.

8. Click +to add a Filter Identity.

Create Contract Subject

Specify Identity Of Subject

Mame: Ajllow-All-Traffic

Description: gptional

Target DSCP: unspecified

Apply Both Directions:
Reverse Filter Ports:

Filter Chain
Filters T L4-L7 SERVIC
Name Servic

select an option

-

Name Tenant

PRIORITY

= Tenant: commaon

i A commaon
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9. Name the Filter as Identity Allow-All.

10. Click +to add an Entry to the Filter.

11. Name the Entry Allow-All and select the IP EtherType. Leave the IP Protocol set at Unspecified.

12. Click UPDATE.

Create Filter

Specify the Filter Identity

Name:  aAllow-All-Filter

Description: | optional

Entries:

Name EtherType ARP Flag

Allow-All P

13. Click SUBMIT to add the Filter.

Match Source Port / Range Destination Port / Range
Only Stateful

Fragmen From To From To

False  False

14. Inthe Create Contract Subject window, click UPDATE to add the Filter Chain to the Contract Subject.

Create Contract Subject

Specify Identity Of Subject

Name:  Allow-All-Traffic

Description: optional

Target DSCP: unspecified

Apply Both Directions:
Reverse Filter Ports:

Filter Chain

Filters

MName

common/Allow-All-Filter

UFII_&TE CANCEL

L4-L7 SERVICE GRAPH
Service Graph: select an option -

PRIORITY

15. Click OK to add the Contract Subject.

| oK I | CANCEL I
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ﬂ The Contract Subject Filter Chain can be modified later.

16. Click SUBMIT to finish creating the Contract.

17. Click SUBMIT to finish adding a Provided Contract.

Deploy Foundation Tenant

This section details the steps for creating the Foundation Tenant in the ACI Fabric. This tenant will host infrastructure
connectivity between the compute (VMware on UCS) and the storage (IBM) environments. To deploy the Foundation
Tenant, complete the following steps.

1. Inthe APIC Advanced GUI, select Tenants > Add Tenant.
2. Name the Tenant as Foundation.

3. Forthe VRF Name as well enter Foundation. Keep the check box Take me to this tenant when I click finish, checked.
Create Tenant Om

Specify tenant details

Name: Foundation

Description:
Tags: v
enter tags separated by comma
Monitoring Palicy: -

Security Domains: E

Select MNarme Description

VRF Name: Foundation|

Take me to this tenant when | click finish

SUE,&TI' CANCEL

4. Click SUBMIT to finish creating the Tenant.

Create Bridge Domain
1. Inthe left pane, expand Tenant common and Networking.

2. Right-click on the Bridge Domain and select Create Bridge Domain.

3. Name the Bridge Domain bd-Foundation-Internal.
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4. Select Foundation/Foundation from the VRF drop-down list.

5. Select Custom under Forwarding and enable the flooding as shown in the figure.

Create Bridge Domain

STEP 1 > Main 1. Main 2. L3 Configurations

Specify Bridge Domain for the VRF

MName: bd-Foundation-Internal

Description:

VRF: Foundation/Foundation +

Forwarding: Custom -

L2 Unknown Unicast: Flood -

L3 Unknown Multicast Flooding: Flood -
Multi Destination Flooding: Flood in BD -

End Point Retention Policy: =& I -

uoolicy only applies to local LZ L3 and
remate L3 entries

IGMP Snoop Policy: J -

6. Click NEXT.
7. Do not change any configuration on next screen (L3 Configurations). Select NEXT.

8. No changes are needed for Advanced/Troubleshooting. Click FINISH to finish creating Bridge Domain.

Create Application Profile for Management Access

1. Inthe left pane, expand tenant Foundation, right-click on the Application Profiles and select Create Application Profile.
2. Name the Application Profile as ap-Mgmt and click SUBMIT to complete adding the Application Profile.

Create EPG for Management Access

1. Inthe left pane, expand the Application Profiles and right-click the Application EPGs and select Create Application EPG.
2. Name the EPG as epg-IB-Mgmt.

3. From the Bridge Domain drop-down list, select Bridge Domain Foundation/bd-Foundation-Internal.
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Create Application EPG

STEP 1 > Identity

Specify the EPG Identity

Name: epg-IB-Mgmt

Description:
Tags: v
enter tags separated by comma
QoS class: Unspecified -
Custom QoS: v

Intra EPG Isolation: Unenforced

Bridge Domain: Foundation/bd-Foundal + 3

Monitoring Policy: v

Associate to VM Domain Profiles: []
Statically Link with Leaves/Paths: [

4. Click FINISH to complete creating the EPG.

5. Inthe left pane, expand the Application EPGs and name the EPG as epg-IB-Mgmt.

6. Right-click on the Domains and select Add Physical Domain Association.

7. From the drop-down list, select the previously defined pd-<UCS Name> (pd-A06-UCS-6248) Physical Domain Profile.

8. Select Immediate for both the Deploy Immediacy and the Resolution Immediacy.

Add Physical Domain Association (i ]%¢

Choose the Physical domain to associate

Physical Domain Profile: pd-A06-UCS-6248 v i@

Deploy Immediacy: BT B
Resolution Immediacy: On Demand | Pre-provision ‘

| {4;;@_{{; , | CANCEL

9. Click SUBMIT to complete the Physical Domain Association.
10. Right-click Static-Bindings (Paths) and select Deploy EPG on PC, VPC, or Interface.

11. Inthe Deploy Static EPG on PC, VPC, Or Interface Window, select the Virtual Port Channel Path Type.
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12. From the drop-down list, select the VPC for UCS Fabric Interconnect A.

13. Enter <UCS Management VLAN> (111) for Port Encap.

14. Select the Immediate for Deployment Immediacy and for Mode select Trunk.

Deploy Static EPG On PC, VPC, Or Interface ﬂ X

Select PC, VPC, or Interface

Path Type: | Port I Direct Port Channel Virtual Port Channel

Path: topology/pod-1/protpaths-601-602/pathe| +

Primary VLAN:

For example, vian-1

Port Encap: vlan-111

For example, vian-

Deployment Immediacy: Immediate

Mode: Access (802.1P) | Access (Untagged)

SUBMIT CANCEL

15. Click SUBMIT to complete adding the Static Path Mapping.

16. Repeat the above steps to add the Static Path Mapping for UCS Fabric Interconnect B.

Static Bindings (Paths)

I Quick Start
4 & Tenant Foundation
4 I Application Profiles
4 & ap-Mgmt
4 I Application EPGs
4 ® EPG epg-1B-Mgmt

I Domains (VMs and Bare-Matals)
I Static Bindings (Paths)
I Static Bindings (Leaves)

O ¥HHAE

« Path Prirary WLAMN For Micro-Seg m;;_n;:gp}{l
= Node: Node-601-602
Mode-601-602/A08-6248-A vlan-111
Mode-601-602/A08-6248-B vlan-111

17. Inthe left menu, right-click Contracts and select Add Consumed Contract.

18. From the drop-down list for the Contract, select common/Allow-Common-IB-Mgmt
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Add Consumed Contract

(i]%

Select a contract

Contract: common/Allow-Common-IB-Marr «

QoS: Unspecified -

Contract Label:

Subject Label:

19. Click SUBMIT.

Connection to the IB-Management segment through tenant common should be enabled now. This EPG will be utilized to
provide ESXi hosts as well as the VMs access to the existing management subnet.

Create Application Profile for ESXi Connectivity

1. Inthe left pane, under the Tenant Foundation, right-click Application Profiles and select Create Application Profile.
2. Name the Profile ap-ESXi-Connectivity and click SUBMIT to complete adding the Application Profile.

Following EPGs and the corresponding mappings will be created under this application profile. Depending on the customer
storage design, not all the EPGs need to be configured.

'ﬂ Refer to Table 22 for the information required during the following configuration. Items marked by {} will need to be updated ac-
cording to Table 22. The bridge domain used for all the EPGs is Foundation/bd-Foundation-Internal.

Table 22 EPGs and mappings for ap-ESXi-Connectivity

Deployment only)

pd-Ao06-UCS-6248

VPC for UCS FI-B VLAN
3050

EPG Name Default Gateway IP | Domain Static Path - UCS FI Static Path - IBM
epg-NFS (IBM 192.168.180.254/24 pd-IBM-V7000-FM; VPC for UCS FI-A VLAN VPC for V7000 FM 1 VLAN
V7000 NFS 3050 3051

VPC for V7000 FM 2
VLAN 3051

epg-vMotion

192.168.179.254/24

pd-Ao06-UCS-6248

VPC for UCS FI-A VLAN
3000

VPC for UCS FI-B VLAN
3000

epg-iSCSI-A (IBM
V9000 iSCSI
Deployment only)

192.168.181.254/24

pd-V9000-iSCSI-A;

pd-Ao6-UCS-6248

VPC for UCS FI-A VLAN
3030

VPC for UCS FI-B VLAN
3030

Leaf 9372-1 Port E1/21 for
IBM Vgooo 1 VLAN 3031

Leaf 9372-1 E1/22 for IBM
Vgooo 2 VLAN 3031
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epg-iSCSI-B (IBM 192.168.182.254/24 pd-V9000-iSCSI-B; VPC for UCS FI-A VLAN Leaf 9372-2 Port E1/21 for
V9000 iSCSI 3040 IBM Vgooo 1 VLAN 3041
Deployment only) pd-A06-UCS-6248

VPC for UCS FI-B VLAN Leaf 9372-2 E1/22 for IBM
3040 V9000 2 VLAN 3041

Create EPGs

1.

7-

8.

Add Physical Domain Association (i ] %¢

In the left pane, expand Application Profiles. Right-click on the Application EPGs and select Create Application EPG.
Name the EPG {epg-NFS}.

From the Bridge Domain drop-down list, select Bridge Domain Foundation/bd-Foundation-Internal

Click FINISH to complete creating the EPG.

In the left pane, expand the Application EPGs and EPG {epg-NFS}.

Right-click Domains and select Add Physical Domain Association.

From the drop-down list, select the previously defined pd-<UCS Name> {pd-Ao6-UCS-6248} Physical Domain Profile.

Select Immediate for both Deploy Immediacy and Resolution Immediacy.

Choose the Physical domain to associate

Physical Domain Profile: pd-A06-UCS-6248 v @

Deploy Immediacy: BT s
Resolution Immediacy: On Demand I Pre-provision ‘

| @ I CANCEL

Click SUBMIT to complete the Physical Domain Association.

10. Repeat the Add Physical Domain Association steps (6-10) to add all the EPG specific domain from Table 22.
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Tenant Foundation E

I Quick Start

4 & Tenant Foundation

Domains (VMs and Bare-Metals)

4 MR Application Profiles O i
4 & ap-ESXi-Connectivity
4 I Application EPGs + Domain Profile Domain Type :::::-::gir;::t Resolution Immediacy  State
4 ® EPG epg-NFS

B Domains (VMs and Bare-Metals) pd-A0B-UCS-6248 Physical Domain Immediate Immediate formed
B static Bindings (Paths) pd-IBM-V7000-FM Physical Domain Immediate Immediate formed
W Static Bindinks (Leaves)
I Contracts

11.

12.

13.
14.

15.

Deploy Static EPG On PC, VPC, Or Interface o X

Right-click on the Static-Bindings (Paths) and select Deploy EPG on PC, VPC, or Interface.

In the Deploy Static EPG on PC, VPC, Or Interface Window, select the appropriate Path Type from Table 22. For exam-
ple, for UCS Fabric Interconnect, select Virtual Port Channel.

From the drop-down list, select the VPC for UCS Fabric Interconnect A.
Enter <UCS NFS VLAN> {3050} for Port Encap.

Select Immediate for Deployment Immediacy and for Mode select Trunk.

Select PC, VPC, or Interface

16.

17.

Deployment Immediacy: Immmllate On Demand

Path Type: | Port Direct Port Channel Virtual Port Channel

Path: topology/pod-1/protpaths-601-602/pathe| = [
Primary VLAM:
For example, vian-1

Port Encap: vian-3050
For example, vian-1

Mode: Trunk Access (BOZ1P) Access (Untagged)

Click SUBMIT to complete adding the Static Path Mapping.

Repeat the above steps to add all the Static Path Mapping for the EPG listed in Table 22.
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Tenant Foundation E . i :
Static Bindings (Paths)
I Quick Start
4 & Tenant Foundation
4 W Application Profiles o+
V] & ap-ESXi-Connectivity Port E (ors dary VLAN F
. N rt Encap r >econaary or
4 Im Application EPGs & Path Primary WLAN For Micro-Seg Micro-Seg)
d n
® EPG epg-NFS & Nede: Node-601-602
8 Domains (VMs and Bare-Metals)
Node-601-602/A06-6248-A vlan-3050
I Static Bindings (Paths)
I Static Bindings (Leaves) NS G A plagiey
I Contracts MNode-601-602/1BM-V7000-FM-1 vlan-3051
B static EndPoint Node-601-602/1IBM-V7000-FM-2 vlan-3051
» Il Subnets

18. Inthe left pane, right-click on Subnets and select Create EPG Subnet.
19. Enterthe Default Gateway IP address and subnet from the Table 22.

20. Leave the field Scope as Private to VRF.

Create EPG Subnet o ®

Specify the Subnet Identity

Default Gateway IP: 192.168.180.254/24
address/mask

Treat as virtual IP address: [
Scope: [v] Private to VRF

[ Advertised Externally
[[] Shared between VRFs

Description: | optional

Subnet Control: ND RA Prefix
] Querier IP

‘ CAMNCEL

L
Sl

21. Click SUBMIT.

22. Repeat these steps to create epg-vMotion, epg-iSCIS-A and epg-iSCSI-B using the values listed in Table 22.

Application EPGs

I Quick Start
4 &% Tenant Foundation
4 M Application Profiles < i
4 & ap-ESXi-Connactivity
= Name Description QoS Class Intra EPG Isolation
epg-iISCSI-A Unspecified Unenforced
» ( EPG epg-NFS i P
» ® EPG epg-iSCSIA epg-iSCSI-B Unspecified Unenforced
» ® EPG epgiscsi8 epg-NFS Unspecified Unenforced
> © PG spg-yMotion epg-vMation Unspecified Unenforced
» Il uSeg EPGs
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After the EPG configuration is complete, proceed with the VMware configuration as covered in the next section.
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VMware vSphere Configuration

VMware ESXi 6.0 Ulb

This section provides detailed instructions for installing VMware ESXi 6.0 U1b in the validation environment. After the
procedures are completed, multiple booted ESXi hosts will be provisioned.

Several methods exist for installing ESXi in a VMware environment. These procedures focus on how to use the built-in
keyboard, video, mouse (KVM) console and virtual media features in Cisco UCS Manager to map remote installation media
to individual servers and connect to their boot logical unit numbers (LUNSs).

Log in to Cisco UCS Manager

The IP KVM enables the administrator to begin the installation of the operating system (OS) through remote media. It is
necessary to log in to the UCS environment to run the IP KVM.

To log in to the Cisco UCS environment, complete the following steps:

1. Open a web browser and enter the IP address for the Cisco UCS cluster address. This step launches the Cisco UCS Man-
ager application.

2. Under HTML, click the Launch UCS Manager link.

3.  When prompted, enter admin as the user name and enter the administrative password.
4. Tologinto Cisco UCS Manager, click Login.

5. Fromthe main menu, click the Servers tab.

6. Select Servers > Service Profiles > root > Infra-ESXi-Host-o1.

# For IBM Vgooo0 iSCSI setup, the name of the profile will be Infra-ESXi-iSCSI-Host-01

7. Right-click Infra-ESXi-Host-o01 and select KVM Console.
8. If prompted to accept an Unencrypted KVM session, accept as necessary.
9. Open KVM connection to all the hosts by right-clicking the Service Profile and launching the KVM console

10. Boot each server by selecting Boot Server and clicking OK. Then click OK again.

Install ESXi on the Servers

To install VMware ESXi to the boot LUN of the hosts, complete the following steps on each host:

1. Inthe KVM window, click Virtual Media.
2. Click Activate Virtual Devices.

3. If prompted to accept an Unencrypted KVM session, accept as necessary.
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4. Click Virtual Media and select Map CD/DVD.

5. Browse to the ESXi installer ISO image file and click Open.

6. Click Map Device.

7. Click the KVM tab to monitor the server boot.

8. Resetthe server by clicking Reset button. Click OK.

9. Select Power Cycle on the next window and click OK and OK again.

10. Onreboot, the machine detects the presence of the boot LUNs (sample output below).

KWM Cansole I Properties

Cisco VIC FC, Boot Driver Uersion 4.101d)
(C) 2010 Cisco Systems, Inc.

IBH 500507680b2320f c: 000

IBH 500507680b2320f d : 000
Option ROM installed successfully

Cisco VIC FC, Boot Driver Uersion 4.101d)
(C) 2010 Cisco Systems, Inc.

IBH 500507680b2420f c : 000

IBH 500507680b2420f d : 000
Option ROM installed successfully

11. From the ESXi Boot Menu, select the ESXi installer.
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Unware-E3Xi-6.0.0-338012Z4-Custom—Cisco-6.0.1.2 Boot Menu

Unware-E3Xi-6.0.0-3380124-Custom-Cisco-6.0.1.2 Ianstaller
Boot from local disk

Automatic boot in 6 seconds...

12. Afterthe installer has finished loading, press Enter to continue with the installation.
13. Read and accept the end-user license agreement (EULA). Press F1a to accept and continue.

14. Select the LUN that was previously set up and discovered as the installation disk for ESXi and press Enter to continue
with the installation.

15. Select the appropriate keyboard layout and press Enter.

16. Enter and confirm the root password and press Enter.

17. Theinstaller issues a warning that the selected disk will be repartitioned. Press F11 to continue with the installation.
18. After the installation is complete, press Enter to reboot the server.

19. Repeat the ESXi installation process for all the Service Profiles.

Set Up Management Networking for ESXi Hosts

Adding a management network for each VMware host is necessary for managing the host. To add a management network
for the VMware hosts, complete the following steps on each ESXi host.

To configure the ESXi hosts with access to the management network, complete the following steps:

1. Afterthe server has finished post-installation rebooting, press F2 to customize the system.
2. Login asroot, enter the password chosen during the initial setup, and press Enter to log in.
3. Select the Configure Management Network option and press Enter.

4. Select vmnico (if it is not already selected) by pressing the Space Bar.
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Network Adapters

Select the adapters for this host’s default management network

connection. Use two or more adapters for fault-tolerance and
load-balancing.

Device Mame Harduare Label (MAC Address) 5Status

[X]1 vmnicB MLOM Slot: ... Connected (...)
[ | vonicl MLOM Slot: (...06:0b:00) Connected (...)
L 1 vnnic2 Chassis slo... (...06:0a:01) Connected ( )
[ 1 vnnic3 Chassis slo... (...06:0b:01) Connected ( )
<D> View Details <Space> Toggle Selected <Enter> 0K <Esc> Cancel

5. Press Enter to save and exit the Network Adapters window.
6. Selectthe VLAN (Optional) and press Enter.

7. Enter the <IB Mgmt VLAN> (111) and press Enter.

VLAN (optional)

If you are unsure how to configure or use a VLAN. it is safe to
leave this option unset.

LAN ID (1-4094, or 4095 to access all VLANs): [ 111_ 1

{Enter> DK <Esc> Cancel

8. Select IPv4 Configuration and press Enter.

9. Select the Set Static IP Address and Network Configuration option by using the Space Bar.
10. Enterthe IP address for managing the ESXi host.

11. Enter the subnet mask for the management network of the ESXi host.

12. Enter the default gateway for the ESXi host.

IPv4 Conf iguration

This host can obtain network settings automatically if your network

includes a DHCP server. If it does not, the following settings must be
specified:

( ) Disable IPv4 configuration for management network
( ) Use dynanic IPv4 address and netuwork configuration
(o) Set static IPv4 address and network configuration:

IPv4 Address [ 192.168.163.101 1
Subnet Mask [ 255.255.252.0 1
Default Gateway [ 192.168.160.1 1

Up/Doun> Select <Space> Mark Selected {Enter> 0K <Esc> Cancel
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13. Press Enter to accept the changes to the IP configuration.
14. Select the IPv6 Configuration option and press Enter.
15. Using the Space Bar, select Disable IPv6 (restart required) and press Enter.

16. Select the DNS Configuration option and press Enter.

ﬂ Because the IP address is assigned manually, the DNS information must also be entered manually.

17. Enterthe IP address of the primary DNS server.

18. Optional: Enter the IP address of the secondary DNS server.

19. Enter the fully qualified domain name (FQDN) for the ESXi host.
20. Press Enter to accept the changes to the DNS configuration.

21. Press Esc to exit the Configure Management Network submenu.
22. PressY to confirm the changes and reboot the host.

23. Repeat this procedure for all the ESXi hosts in the setup.

Download VMware vSphere Client

To download the VMware vSphere Client, complete the following steps:

1. Open aweb browser on the management workstation and navigate to the management IP address an any ESXi servers.

2. Download and install the vSphere Client for Windows.

Download VMware vSphere CLI

To download the VMware Remote CLI, complete the following steps:

1. Click the following link:
https://my.vmware.com/web/vmware/details?downloadGroup=VCLI600&productld=491

2. Select the OS and Click Download to download the vSphere remote CLI.
3. Saveit to destination folder.

4. Install the program on your management workstation.

Log in to VMware ESXi Hosts Using VMware vSphere Client

To log in to the ESXi host using the VMware vSphere Client, complete the following steps:

1. Openthe recently downloaded VMware vSphere Client and enter the management IP address of the host.

2. Enterroot for the user name.


https://my.vmware.com/web/vmware/details?downloadGroup=VCLI600&productId=491
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3.

4.

5.

Enter the root password configured during the installation process.
Click Login to connect.

Repeat this process to log into all the ESXi hosts.

Install VMware Drivers for the Cisco Virtual Interface Card (VIC)

Download and extract the following VMware VIC Drivers to the Management workstation:

fnic Driver version 1.6.0.25

enic Driver version 2.3.0.7

Complete the following steps to install VMware VIC Drivers on ALL the ESXi hosts:

1.

10.

11.

12.

13.

14.

15.

From each vSphere Client, select the host in the inventory.

Click the Summary tab to view the environment summary.

From Resources > Storage, right-click datastore1 and select Browse Datastore.
Click the fourth button and select Upload File.

Navigate to the saved location for the downloaded VIC drivers and select fnic_driver_1.6.0.25-offline_bundle-
3642682.zip.

Click Open and Yes to upload the file to datastorex.
Click the fourth button and select Upload File.

Navigate to the saved location for the downloaded VIC drivers and select ESXi60-enic-2.3.0.7-offline_bundle-
3642661.zip.

Click Open and Yes to upload the file to datastorex.

Make sure the files have been uploaded to both ESXi hosts.
In the ESXi host vSphere Client, select the Configuration tab.
In the Software pane, select Security Profile.

To the right of Services, click Properties.

Select SSH and click Options.

Click Start and OK.

The step above does not enable SSH service and the service will not be restarted when ESXi host reboots.

16.

17.

Click OK to close the window.

Ensure SSH is started on each host.


https://my.vmware.com/group/vmware/details?downloadGroup=DT-ESXI6X-CISCO-FNIC-16025&productId=491
https://my.vmware.com/group/vmware/details?downloadGroup=DT-ESXI6X-CISCO-FNIC-16025&productId=491
https://my.vmware.com/group/vmware/details?downloadGroup=DT-ESXI60-CISCO-ENIC-2307&productId=491
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18. From the management workstation, start an ssh session to each ESXi host. Login as root with the root password.
19. Atthe command prompt, run the following commands to account for each host:

esxcli software vib update -d /vmfs/volumes/datastorel/fnic driver 1.6.0.25-
offline bundle-3642682.zip

esxcli software vib update -d /vmfs/volumes/datastorel/ESXi60-enic-2.3.0.7-
offline bundle-3642661.zip

reboot

20. After each host has rebooted, log back into each host with vSphere Client.

Set Up VMkernel Ports and Configure Virtual Switch

To set up the VMkernel ports and the virtual switches on the ESXi hosts, complete the following steps:

1. From vSphere Client, select the host in the inventory.

2. Click the Configuration tab.

3. Click Networking in the Hardware pane.

4. Click Properties on the right side of vSwitcho.

5. Select the vSwitch configuration and click Edit.

6. From the General tab, change the MTU to gooo.

7. Click OK to close the properties for vSwitcho.

8. Select the Management Network configuration and click Edit.

9. Change the network label to VMkernel-MGMT and check the Management Traffic checkbox.

10. Click OK to finalize the edits for Management Network.

11. Select the VM Network configuration and click Edit.

12. Change the network label to IB-MGMT and enter <<Management VLAN>> (111) in the VLAN ID (Optional) field.
13. Click OK to finalize the edits for VM Network.

14. Click Add to add a network element.

15. Select VMkernel and click Next.

16. Change the network label to VMkernel-vMotion and enter <<vMotion VLAN>> (3000) in the VLAN ID (Optional) field.
17. Select the Use This Port Group for vMotion checkbox.

18. Click Next to continue with the vMotion VMkernel creation.
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19. Enterthe IP address <<vMotion IP address>> and the subnet mask <<vMotionSubnet>> for the vMotion VLAN interface
for the ESXi Host.

20. Click Next to continue with the vMotion VMkernel creation.

21. Click Finish to finalize the creation of the vMotion VMkernel interface.
22. Select the VMkernel-vMotion configuration and click Edit.

23. Change the MTU to gooo.

24. Click OK to finalize the edits for the VMkernel-vMotion network.

# VMkernel port for NFS (steps 25 through 34 below) is only needed when configuring IBM Storwize V7000 Unified for NFS
storage connectivity

25. Click Add to add a network element.

26. Select VMkernel and click Next.

27. Change the network label to VMkernel-NFS and enter <<NFS VLAN>> (3050) in the VLAN ID (Optional) field.

28. Click Next to continue with the NFS VMkernel creation.

29. Enterthe IP address <<NFS IP>> and the subnet mask <<NFS SUBNET>> for the NFS VLAN interface for the ESXi host.
30. Click Next to continue with the NFS VMkernel creation.

31. Click Finish to finalize the creation of the NFS VMkernel interface.

32. Select the VMkernel-NFS configuration and click Edit.

33. Change the MTU to gooo.

34. Click OK to finalize the edits for the VMkernel-NFS network.

35. Click the Network Adapter tab at the top of the window and click Add.
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|J-_-T,J vSwitchO Properties
‘Ports  Network Adapters |

Metwork &dapter | Speed | Observed 1P ranges |
BB vmnicd 20000 F... 192.168.160.1-192.168.160... |
Add... Eciit..... Remove

=] E3

— Adapter Details
Cisco Systems Inc Cisco VIC Ethernet NIC

MName: vminicO
Location: PCI 0000:06:00.0
Driver: enic

—Status
Link Status: Connected
Configured Speed, Duplex: 20000 Mb, Full Duplex
Actual Speed, Duplex: 20000 Mb, Full Duplex
iISCSI Port Binding: Disabled
Networks:

[¥-192.168.160.1-192. 168. 160,254 ( VLAN 111)

36. Select vmnica and click Next.

37. Make sure vmnic1 is added to the Active Adapters and click Next.
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=] Add Adapter Wizard =10
Failover Order
Mew adapters wil carry traffic for the vSphere standard switch and its port groups unless
spedfied otherwise.
Adapter Policy Failover Order:
NIC Order Select active and standby adapters for this port group. During a
Summary failover, standby adapters activate in the order spedified below,
Configuration | Surnrnary |
vSwitch 128 Ports |
WMkernel-MGMT vMotion and IP StoragePort

Marme | Speed | Mebworks | Maye Up |
Active Adapters

E® vmnicd 20000 Full 192.168.160.1-192.168.1... | = _Move Down |
Ef vmnict 20000 Full 192.168.160.1-192.168.1...

Standby Adapters

38. Click Finish.

< Back | Mext = I Cancel |

39. Close the dialog box to finalize the ESXi host networking setup.

Hardware

Processors

Memory

Storage
Networking
Storage Adapters
Network Adapters
Advanced Settings
Power Management

Software

Licensed Features

Time Configuration

DMS and Routing

Authentication Services

Power Management

Virtual Machine Startuni/Shitdown

y
View: |v5phere Standard Switch vSphere Distributed Switch
Networking
Standard Switch: vSwitch0 Remove... Properties...
Virtuz| Machine Port Group — - Phiysica| Adaptars
A IB-Mgmt 8. EE vmnicd 20000 Full |53
V0LAN ID: 111 L.m vmnicl 20000 Full §3
VMkame| Port
1 WMkernel-NF5 8
vmk2 : 192.168.180.101 | VLAN ID: 3050
VMkame| Port
[ WMkernel-vMotion g—"—
vmk1 : 192.168.179.101 | VLAN ID: 3000
VMkzmea! Port
3 | WMkernel-MGMT g-n-
vmk0 : 192.168.163.101 | VLAN ID: 111
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Set Up iSCSI VMKkernel Ports and vSwitches (IBM V9000 iSCSI deployment Only)

To set up the iISCSI VMkernel ports and the virtual switches on the ESXi hosts, complete the following steps:

1. From vSphere Client, select the host in the inventory.
2. Click the Configuration tab.

3. Inthe Configuration screen select Networking in the left.

Modify iSCSI Boot vSwitch
1. Click Properties next to the iSCSIBootvSwitch.

2. Inthe popup, select VMkernel and click Edit.
3. Rename the VMkernel port to VMkernel-iSCSI-A.

4. Change MTU to gooo.

ﬂ It is important to not set a VLAN ID here because the iSCSI VLAN was set as the Native VLAN of the vNIC and these iSCSI packets
should come from the vSwitch without a VLAN tag.

|"_j VMkernel-iSC5I-A Properties

General IIP Settings | Security | Traffic Shaping I NIC Teaming

—Port Properties
Network Label: fVMkerneli5CSI-A
VLAN ID (Optional): INone ()] j
vMotion: ™ Enabled
Fault Tolerance Loagging: " Enabled
Management Traffic: " Enabled
i5CSI Port Binding: ™| Enabled
—MIC Settings
MTL: |9tmu| E:

5. Click OK.
6. Select the vSwitch configuration and click Edit.

7. Change the MTU to gooo.
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|J-_-T,J iscsiBootvSwitch Properties - (Ol =] |

Paorts | Metwork Adapters I

%) iScsiBootvSwitch Properties

Configuration | Summary | B General | Secun'tvl Traffic Shaping | MIC Teaming |

3T vswitch 120 Ports | :
—wSphere Standard Switch Properties
& vMkemel-sCSEA vMotionand IP ... = Seh

— Mumber of Ports: Il?_U 'I

& Changes will not take effect until the system is restarted.

— Advanced Properties

MTU: |9000I 3:

8. C(lick OK.
9. Click Close.
Standard Switch: iScsiBootySwitch Remaove... Properties...

WMk=rnz! Port Physica| Adapters
A | VMkernel-iSCSI-A e E® vmnicd 40000 Full |3
vmk1 : 192.168.181.1

Create iSCSI-B vSwitch

1. Inthe Networking screen select Add Networking.

2. Inthe popup, select VMkernel to add a VMkernel port in the Infrastructure iSCSI-B subnet. Click Next.
3. Select vmnicg and click Next.

4. Label the Network VMkernel-iSCSI-B. Do not add a VLAN ID.
5. Click Next.

6. Enteran IP Address for this ESXi host’s iSCSI-B interface.

7. Click Next.

8. Click Finish.

9. Click Properties to the right of the newly created vSwitch.
10. Select the vSwitch configuration and click Edit.

11. Change the MTU to goo0 and click OK.

12. Select the VMkernel-iSCSI-B configuration and click Edit.

13. Change the MTU to 9000 and click OK.

14. Click Close.
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Networking

Virtual Machine Port Group
1 IB-Mgmt

B |2 virtual machine(s) | VLAN ID: 111

I0M-44
I0M-41

VMkarmel Port
1 WMkernel-NFS

vmk4 : 192.168.180.111 | VLAN ID: 3050

VMkarmel Port
L1 WMkernel-vMaotion

vmk3 : 192.168.179.111 | VLAN ID: 3000

VMkarmel Port
1 WMkernel-MGMT

vmk0 : 192.168.163.111 | VLAN ID: 111

VMkarmel Port
L vMkernel-iSC5I-4

vmkl : 192.168.181.1

Standard Switch: vSwitch1

WMkarnzl Port
LA YMkernel-iSCSI-B

vmk2 : 192,168,182.1

Setup iSCSI Targets

1. Inthe left pane under the Hardware, select Storage Adapters.

— - Physical Ada

@
&
&
g—q b-

g—q b-

g—q b-

Standard Switch: iScsiBootvSwitch

ptars

o B vmnicl 40000 Full B3
BB vmnicd 40000 Full §3

Remowe... Properties...
Phiysical Adapters
Q. EB) vmnic4 40000 Full | B3
Remowe... Properfies...
Phiysical Adapters
@ B vmnics 40000 Full | §3

2. Select the iSCSI Software Adapter and click Properties.

Advanced Settings
Power Management

Software

Licensed Features
Time Configuration
DMS and Routing
Authentication Services

e Storage Adapters Add... Remaove Refresh Rescan All...
brocessors Device | Type [
iSCSISoftware Adapter
Memary
Storzae |:@ wvmhba32 iSCsI iqn.1992-08.com.cisco:ucs-host1:
MegaRAID SAS SKINNY Controller
MNetworking
& vmhbao SCEI
» Storage Adapters
Metwork Adapters

Power Management
Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location

3. IntheiSCSl Initiator Properties window, click the Dynamic Discovery tab.

Details
wmhba32
Model: i5CSI Software Adapter
iSCSI Name: ign. 1992-08,com, dsco:ucs-host: 1

4. Click Add. Enter the first iSCSl interface IP address for IBM Vgooo storage from Table g and click OK.

5. Repeat the previous step to add all four IP addresses.
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ET,J i5CS1 Initiator (vmhba32) Properties

General I Metwork Configuration  Dynamic Discovery | Static Discovery I
Send Targets

Discover iSCSI targets dynamically from the following locations (IPv4, host name):

15251 Server Location |
192.168.181.251:3260
192.168.181.252:3260
192.168.182.251:3260
192.168.182.252:3260

6. Click Close.
7. Click Yes to Rescan the host bus adapter.

8. Repeat this procedure for all the iSCSI ESXi Hosts.

Mount Required Datastores

To mount the required datastores, complete the following steps on each ESXi host:

1. From the vSphere Client, select the host in the inventory.

2. Click the Configuration tab.

3. Click Storage in the Hardware window.

4. From the Datastore area, click Add Storage to open the Add Storage wizard.
5. Select Disk/LUN and click Next.

6. Verifying by using the size of the datastore LUN, select the LUN configured for VM hosting and click Next.
7. Accept default VMFS setting and click Next.

8. Click Next for the disk layout.

9. Enterinfra-datastore-1 as the datastore name.

10. Click Next to retain maximum available space.

11. Click Finish.

12. Select the second LUN configured for swap file location and click Next.

13. Accept default VMFS setting and click Next.

14. Click Next for the disk layout.

15. Enterinfra_swap as the datastore name.
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16. Click Next to retain maximum available space.
17. Click Finish.

18. The storage configuration should look similar to figure shown below.

19. Repeat these steps on all the ESXi hosts.

Hardware View: |Datastores Davices
Health Status Datastores Refresh
Processors Identification | Device | Drive Type | Capacity Free  Type Last Update Hardware A
Memory i@ datastorel IEM Fibre Channel... Non-5D 2.50 GB 1.92 GB VMFS5 2/22/2016 3:21:54 PM Supported
» Storage £ infra-datastore-1 18M Fibre Channel... Non-SD 499.75 GB  498.80 GB VMFSS 2/22/2016 5:58:55 PM Supported
Networking & infra-swap IBM Fibre Channel... Non-SD 99.75 GB 98.80 GB VMFS5 2/22/2016 3:21:54PM Supported
Stor Adapters
Network Adapters

Configure NTP on ESXi Hosts

To configure Network Time Protocol (NTP) on the ESXi hosts, complete the following steps on each host:

1. From the vSphere Client, select the host in the inventory.

2. Click the Configuration tab.

3. Click Time Configuration in the Software pane.

4. Click Properties.

5. Atthe bottom of the Time Configuration dialog box, click NTP Client Enabled.
6. Atthe bottom of the Time Configuration dialog box, click Options.

7. Inthe NTP Daemon (ntpd) Options dialog box, complete the following steps:

— Click General tab in the left pane and select Start and stop with host.
— Click NTP Settings in the left pane and click Add.

— Inthe Add NTP Server dialog box, enter <NTP Server IP Address> as the IP address of the NTP server and click
OK.

— Inthe NTP Daemon Options dialog box, select the Restart NTP service to apply changes checkbox and click OK.

— Click OK.

8. Inthe Time Configuration dialog box, verify that the clock is now set to approximately the correct time.

Move VM Swap File Location

To move the VM swap file location, complete the following steps on each ESXi host:

1. From the vSphere Client, select the host in the inventory.

2. Click the Configuration tab.



VMware vSphere Configuration

3. Click Virtual Machine Swapfile Location in the Software pane.

4. Click Edit at the upper-right side of the window.

5. Select the option Store the swapfile in a swapfile datastore selected below.
6. Select the infra-swap datastore to house the swap files.

7. Click OK to finalize the swap file location.

(&) virtual Machine Swapfile Location

—Swapfile Location

Store the swapfile in the same directory as the virtual machine.
Thizs is a recommended option.

| Store the swapfile in a swapfile datestore selected below,
é This option could degrade vMotion performance for the affected virtual machines.

Marne | Capaciky | Provisioned | Free | Type | Thin Provis

[infra-datastore.. 499,75 GB 1.25TB 478.98 GB WMFS Supported

[infra-swap] 299,75 GB 9231 GB 20744 GB VMFS Supported

[datastorel] 2,50 GB  &00.00 MB 1.91 GB VMFS Supported
VMware vCenter 6.0U1b

The procedures in the following subsections provide detailed instructions for installing the VMware vCenter 6.0U1b Server
Appliance in an environment. After the procedures are completed, a VMware vCenter Server will be configured.

Install the Client Integration Plug-in

1. Download the .iso installer for the version 6.0U1b vCenter Server Appliance and Client Integration Plug-in

2. Mount the ISO image on the management workstation.

3. Inthe mounted ISO directory, navigate to the vcsa directory and double-click VMware-ClientIntegrationPlugin-
6.0.0.exe. The Client Integration Plug-in installation wizard appears.
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i VMware Client Integration Plug-in 6.0.0 I;li-

Welcome to the installation wizard for the
VMware Client Integration Plug-in 6.0.0

This wizard will install the YMware Client Integration Flug-in
6.0.0 on your computer.,

To continue, dick Next.

Client Integration
Plug-in

Back Mext | | Cancel

4. Onthe Welcome page, click Next.
5. Read and accept the terms in the End-User License Agreement and click Next.
6. Click Next.

7. Click Install.

Building the VMware vCenter Server Appliance

To build the VMware vCenter virtual machine, complete the following steps:

1. Inthe mounted iso top-level directory, double-click vcsa-setup.html.
2. Allow the plug-in to run on the browser when prompted.

3. Inthe Home page, click Install to start the vCenter Server Appliance deployment wizard.
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4.

r

vCenter~ Server Appliance” 6.0

Read and accept the license agreement, and click Next.

'E VMware vCenter Server Appliance Deployment

1 End User License Agreement

2

a
J

4
5
6
7
8

9

Connect to target server
Set up virtual machine
Select deployment type
Set up Single Sign-on
Single Sign-on Site
Select apphiance size
Select datastore

Configure database

10 Network Settings

11 Ready to compiete

End User License Agreement
Please read the following license agreement before proceeding.

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN YOUR USE OF
THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE
SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE, YOU (THE
INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE
AGREEMENT (‘EULA"). IF YOU DO NOT AGREE TO THE TERMS OF THIS EULA, YOU MUST NOT
DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU MUST DELETE OR RETURN THE UNUSED
SOFTWARE TO THE VENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30) DAYS AND REQUEST
AREFUND OF THE LICENSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE.

EVALUATION LICENSE. If You are licensing the Software for evaluation purposes, Your use of the Software is
only permitted in a non-production environment and for the period limited by the License Key. Notwithstanding
any other provision in this EULA, an Evaluation License of the Software is provided “AS-1S™ without
indemnification, support or warranty of any kind, expressed or implied

1. DEFINITIONS.

1.1 “Affiliate” means, with respect to a party, an entity that is directly or indirectly controlled by or is under

« »

-

[¥] 1 accept the terms of the license agreement. | Print

5.

Back ‘ Next ] Finish \ Cancel

In the Connect to target server page, enter the ESXi host name, User name and Password.
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[ﬁ' VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Connect to target server

Specify the ESXi host or vCenter Server on which to deploy the vCenter Server Appliance.
2 Connect to target server hecily . ploy pp

3 Set up virtual machine FQDN or IP Address: ‘ infra-esxi-host-01.versapod.local |

4 Select deployment type

5 Setup Single Sign-on Hsarrame: [ fogt I o
0 SINGIC SHITOR e Password: [ l

7 Select appliance size

8 Select datastore A\ Before proceeding, if the target is an ESXi host:

9 Configure database
« Make sure the ESXi hostis notin lock down mode or maintenance mode.

« When deploying to a vSphere Distributed Switch (VDS), the appliance must be deployed to an ephemeral
11 Ready to complete portgroup. After deployment, it can be moved to a static or dynamic portgroup.

10 Network Settings

6. Click Next.
7. Click Yes to accept the certificate.

8. Enterthe Appliance name and password details in the Set up virtual machine page.

[ vMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Set up virtual machine
Specify virtual machine settings for the vCenter Server Appliance to be deployed.

+ 2 Connectto target server

3 Set up virtual machine Appliance name: [AOS-VC1 ] )

4 Select deployment type

5 Set up Single Sign-on 0S user name: root
6 Single Sign-on Site
OS password:
7 Select appliance size ' l 'l I i ]
8 Select datastore
Confirm OS password: l l

2 Configure database
10 Network Settings
11 Ready to complete

9. Click Next.

10. Inthe Select deployment type page, select the option Install vCenter Server with an embedded Platform Services Con-
troller.
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[ VMware vCenter Server Appliance Deployment
o S

+ 1 End User License Agreement
+ 2 Connect to target server
+ 3 Setup virtual machine

5 Set up Single Sign-on

6 Single Sign-on Site

7 Select appliance size

8 Select datastore

9 Configure database

10 Network Settings

11 Ready to complete

Select deployment type
Select the services to deploy onto this appliance.

vCenter Server 6.0 requires a Platform Services Controller, which contains shared services such as Single
Sign-On, Licensing, and Certificate Management. An embedded Platform Services Controller is deployed on the
same Appliance VM as vCenter Server. An external Platform Services Controller is deployed in a separate Appliance
VM. For smaller installations, consider vCenter Server with an embedded Platform Services Controller. For larger
installations with multiple vCenter Servers, consider one or more external Platform Services Controllers. Refer to
the vCenter Server documentation for more information.

Note: Once you install vCenter Server, you can only change from an embedded to an external Platform Services
Controller with a fresh install.

Embedded Platform Services Controller

(® Install vCenter Server with an Embedded
Platform Services Controller

External Platform Services Controller

(" Install Platform Services Controller

(" Install vCenter Server (Requires External
Platform Services Controller)

11. Click Next.

[ Back ][ Next ]l Finish |[ Cancel ]

12. Inthe Set up Single Sign-On page, select the option Create a new SSO domain.

13. Enter the SSO password, Domain name and Site name.
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[ VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Set up Single Sign-on (550)

2 Connect to target server Create or join a S50 domain. An S50 configuration cannot be changed after deployment.

+ 3 Set up virtual machine (@) Create a new SSO domain
« 4 Select deployment type () Join an SSO domain in an existing vCenter 6.0 platform services controller

5 Setup Single Sign-on -
Conter 530 Username: _ admiisalor

6 Select appliance size

7 Select datastore vCenter 330 Password: | [ | i )
§ Configure database
9 Network Settings Confirm password: | sssnenee |
10 Ready to complete _
550 Domain name: | vsphere local | 0
550 Site name: | Cisco | A

/M, Before procesding, make sure that the vCenter Single Sign-On domain name used is different than your
Active Directory domain name.

| Back || MNet || Finisn @

14. Click Next.

15. Select the appliance size as Small (up to 100 hosts, 1,000 VMs) as shown in the screenshot.
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E‘ VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Select appliance size
2 Connect to target server pecify a deployment size for the new appliance

+ 3 Setup virtual machine Appliance size:

Small (up to 100 hosts, 1,000 VMs) ‘
+ 4 Select deployment type

+ 5 Setup Single Sign-on

6 Select appliance size

Description:
7 Select datastore

8 Configure database This will deploy a Small VIV configured with 4 vCPUs and 16 GB of memory and requires 150 GB of disk space.
This opflion contains vCenter Server with an embedded Platform Services Controller.
9 Network Settings

10 Ready to complete

| Back || mext || Finisn

16. Click Next.

17. Inthe Select datastore page, select infra-datastore-1. Check the checkbox for Enable Thin Disk Mode.

H VMware vCenter Server Appliance Deployment

1 End User License Agreement  Select datastore

Select the storage location for this deployment
+ 2 Connectto target server

AU B s The following datastores are accessible. Select the destination datastore for the virtual machine configuration files
4 Select deployment type and all of the virtual disks.

+ 5 Setup Single Sign-on

« 6 Select appliance size Name Type Capacity Free Provisioned Thin Provisioning

7 Select datastore datastore1 VMFS 25GB 1.92GB 0.58 GB true

8 EADpm NIz infra-datastore-1 VMFS 499.75 GB 47614 GB 236168 true
9 Network Settings
infra-swap VMFS 99.75 GB 988 GB 0.95 GB true

10 Ready to complete

[v Enable Thin Disk Mode (i)

Back H_I{g;t || Finish Cancel
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18. Click Next.

19. Select Use an embedded database in the Configure database page. Click Next.

20. Inthe Network Settings page, configure the following:
e Choose a Network: IB-Mgmt
e IP address family: IPV4
e Network type: static
e Network address: <vcenter-ip>
e  System name: <vcenter-fqdn>
e Subnet mask: <vcenter-netmask>
e Network gateway: <vcenter-gateway>
e Network DNS Servers
e Configure time sync: Use NTP servers
e Enable SSH
21. Click Next.

ﬁ' VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement

+ 2 Connectto target server MNetwork type: | static -

+” 3 Setup virtual machine

v 4 Select deployment type Network address: | 192.168.163.100 |

+ 5 Setup Single Sign-on

« B Select appliance size gzztri?s;ame [FQDN orIP | ADB-VC1.versapod.local

+~ T Select datastore

+ B Configure database Subnet mask: | 2552552520 |
10 Ready to complete Network gateway: | 192.168.160.1 |

Network DNS Servers | 192.168.163.50 |

(separated by commas)

Configure time sync:

ynchronize appliance time with ESXi host

(2) Use NTP servers (Separated by commas)

192.168.160.254

[+ Enable ssh

Before proceeding make sure there is time synchronization between ESXi host and the NTP servers. If not,

deployment will fail.

Back || MNext § Finisn

22. Review the configuration and click Finish.

Cancel |
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[ﬁ' VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Ready to complete

Please review your settings before starting the installation.
+ 2 Connect to target server

+ 3 Setup virtual machine Target server info: infra-esxi-host-01.versapod.local
Name: A0B-VC1

v 4 Select deployment type Installation type: Install

+ 5 Setup Single Sign-on Deployment type: Embedded Platiorm Services Controller

6 Select appliance size Deployme_nt Small (up to 100 hosts, 1,000 VMs)
configuration:

w 7 Selectdatastore Datastore: infra-datastore-1

+ 8 Configure database Disk mode: thin

2 Network mapping: Network 1 to IB-Mgmt
Nz Halwork: Saritigs IP allocation: IPv4 | static

10 Ready to complete Host Name

Time synchronization: 192.168.160.254
Database: embedded

Properties: SSH enabled = True
SS0 User name = administrator
SSO Domain name = vsphere.local
SSO Site name = A06
Network 1 IP address = 192.168.163.100
Host Name = A06-VC1.versapod.local
Network 1 netmask = 255.255.252.0
Default gateway = 192.168.160.1
DNS =192.168.163.50

| Back Next || Finigh ]

23. The vCenter appliance installation will take a few minutes to complete.

Setup vCenter Server

1. Using a web browser, navigate to <vCenter IP Address>.

2. Click the link Log in to vSphere Web Client.

vmware

Getting Started
To access vSphere remotely, use the

vSphere Web Client.

Log in to vSphere Web Client

For help, see

vSphere Documentation

vCenter Servers

ﬁ If prompted, run and install the VMWare Remote Console Plug-in.
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3. Loginas root, with the root password entered above in the vCenter installation.

vmware® vSphere Web Client  f= Administra HERELOCAL » | Help « |

(2} Home 3 mlarms X x

J Hume\‘ | All (D) \ New (D) Acknowl..

Inventories

|54 vcenter Inventory Lists

] Hosts and Clusters @ !!! ﬂ =

Vs and Templates vCenter Hosts and WMs and Storage Networking Content
8 storage Inventory Lists Clusters Templates Libraries

€3 Networking
Policies and Profiles @ 0’
€3 Hybrid Cloud Manager

_J vRealize Orchestrator " Hybrid Cloud vRealize
o Manager Orchesfrator

| # Work In Progress

&% Administration

Tasks

[T Events = —
1 IS 5
| Log Browser
Task Console  Event Console vCenter Host Profiles VM Storage Customization

7 Tags Operations Policies Specification
Manager Manager

@, New Search > E Watch How-to Videos
= saved Searches s &

Recent Tasks

Task Mame Target Status Initiator Queued For Start Time Completion Time

Setup Datacenter, Cluster, DRS and HA

To setup the vCenter Server, complete the following steps:

1. Inthe vSphere Web Client, navigate to the vCenter Inventory Lists > Resources > vCenter Servers.
2. Select the vCenter instance.

3. Goto Actions in the toolbar and select New Datacenter from the drop-down.
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vmware® vSphere Web Client #i=

Navigator X | (7] Ao6.vC1.versapod.ocal | Actions ~

4 vCenter InventoryL.. | b ') J Getting Started | Summary I [ Actions - ADE-VC1.versapod. local
Tl New Datacenter..
[ vCenter Servers n

] New Folder..
Whatis vCenter Server?

ersapod.local
vCenter Server allows you to ¥ Deploy OVF Template .

multiple ESX/ESXi hosts and Export System Logs
machines on them. Bacause

environments can grow very [Eg Assign License... J_:‘G\\J

Senver provides useful manal

like the ability to organize the Settings [ JJ o (S
machines inta clusters with P i

and vSphere HA Nultiple vCe Tags 4 J
systems can be managed b =
Web Client so that their indi Add Permission... e

can be presented and manac
"pane of glass™

Alarms

AnywCenter Server systems for which you
have privileges and that have been registered
with the Lookup Service, or added manually
with the vCenter Registration Tool in the
Administration section, will appear in your
inventory to the left.

) viCenter Server

4. Enter a name for the datacenter and click OK.

New Datacenter (Z) w
Datacenter name: IAUE—DC'1| I
Location: [E ADE-VCI...
[ O{TI [ Cancel l
l.

5. Make sure the system takes to the newly created Datacenter. Go to Actions in the toolbar and select New Cluster from
the drop-down.

6. Inthe New Cluster window, provide a cluster name, enable DRS, vSphere HA and Host monitoring.
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4 New Cluster

2 »

MName
Location

~ DRS
Automation Level
Migration Threshold
~ vSphere HA

Host Monitoring
+ Admission Control

Admission Control Status

Policy

« VM Monitoring
WM Monitoring Status

Monitoring Sensitivity

» EVC

» Virtual SAN

7. Click OK.

|A05—CIuster |

ADE-DC1
[ Turn ON

Fully automated | -

Consenative ——="—— Aggressive
[ Turn ON

[¥] Enable host monitaring

Admission control will prevent powering on WMs that violate availability
constraints

[W] Enable admission control

Specify the type of the policy that admission control should enforce.
O Host failures clustertolerates: © :
@ Percentage of cluster resources reserved as failover spare capacity:

Reserved failover CPU capacity: E % CPU

Resened failover Memaory capacity: E % Memary

[ Disabled [-]

Owverrides for individual s can be set from the W\ Cverrides page
from Manage Settings area.

Low ———" High

Disable E3
[ Turm ON

'& If mixing Cisco UCS B or C-Series M2, M3 or Mg servers within a vCenter cluster, it is necessary to enable VMware Enhanced vMotion
Compatibility (EVC) mode. For more information about setting up EVC mode, refer to Enhanced vMotion Compatibility (EVC) Pro-

cessor Support.

Add Hosts to the Cluster

To add a host to the newly created Cluster, complete the following steps:

1. Select the newly created cluster in the left.

2. Goto Actions in the menu bar and select Add Host from the drop-down list.

3. Inthe Add Host window, in the Name and Location screen, provide the IP address or FQDN of the host.


http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1003212
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1003212
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1003212
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T Add Host

1 Name and location Enter the name or IP address ofthe hostto add to vCenter Server.
2 Connection settings Host name or IP address: Iinfra-esxi—host-m
J Hostsummary Location: B A0S-Cluster

4 Resource pool

Type: ESXi
5 Readyto complete L 7 0

4. Inthe Connection settings screen, provide the root access credentials for the host.
5. Click Yes to accept the certificate.

6. Inthe Host summary screen, review the information and click Next.

7. Assign a license key to the host Click Next.

8. Inthe Lockdown mode screen, select the appropriate lockdown mode. For this validation, the lockdown mode was set
to Disabled. Click Next.

9. Inthe Resource pool screen, click Next.

10. Inthe Ready to complete screen, review the summary and click Finish.

T Add Host
+ 1 Name and location Mame infra-esxi-host-01.versapod.local
+" 2 Connection setings Version YWilware ESXi 6.0.0 build-3380124
«» 3 Hostsummary License Evaluation License
+ 4 Assign license
Mehuorks WM Metwaork
+ 5 Lockdown mode IB-Wgmt
+ 6 Resource pool Datastares datastore

infra-datastore-1
4 T Readyto complete infra-swap

Lockdown mode Disabled

Resources destination ADE-Cluster

11. Repeat this procedure to add other Hosts to the cluster.

12. InvSphere, in the left pane right-click the newly created cluster, and under Storage click Rescan Storage.
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vmware* vSphere Web Client fi=

[ A06-Cluster1 | Actions +

Navigator |

4 vCenter Inventory L... D Getting Started  Summary  Monitor | Manage | Related Objec!

B clusters [ 2]

| mngs Scheduled Tasks | Alarm Definitions ‘ Tags | Permissi

[J Actions - ADS-Cluster?

B aps-clu ) Ada Host. VMHost Rules
[, Move Hosts into Cluster... * | Add | | Edit | E
New Virual Machine 3 Mame

New vApp b
¥ New Resource Pool...
¥ Deploy OVF Template...

Restore Resource Pool Tree... ent

Ll L
Storage » New Datastore...
Host Profiles ) Rescan Storage...

@ Add Virtual Flash Resource Capacity...

Edit Default WM Compatibility. ..

ESXi Dump Collector Setup for iSCSI Hosts (IBM V9000 Only)

ESXi hosts booted with iSCSI need to be configured with ESXi dump collection. The Dump Collector functionality is

supported but the vCenter but is not enabled by default on the vCenter Appliance.

1. Inthe vSphere web client, select Home.

2. Inthe center pane, click System Configuration.

3. Inthe left hand pane, select Services and select VMware vSphere ESXi Dump Collector.
4. Inthe Actions menu, choose Start.

5. Inthe Actions menu, click Edit Startup Type.

6. Select Automatic.
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r =

1 VYMware vSphere ESXi Dump Collector {(vc.texans.... 2?)

Select the startup type for this senvice:
(=) Automatic
The senice starts automatically when the O3S starts.

) Manual
You muststart the senice manually after the OF starts.

) Disabled
The senvice is disabled when the O3 stars.

oK || cancel

7. Click OK.
8. Select Home > Hosts and Clusters.
9. Expand the DataCenter and Cluster.

10. Foreach ESXi host, right-click the host and select Settings. Scroll down and select Security Profile. Scroll down to Ser-
vices and select Edit. Select SSH and click Start. Click OK.

11. SSH to each ESXi hosts and use root for the user id and the associated password to log into the system. Type the follow-
ing commands to enable dump collection:

esxcli system coredump network set —--interface-name vmk0 --server-ipvié
<vcenter-ip> --server-port 6500
esxcli system coredump network set —--enable true

esxcli system coredump network check

12. Optional: Turn off SSH on the host servers.
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Cisco ACI — Virtual Machine Networking

This deployment guide covers both APIC-controlled VMware VDS as well as APIC-controlled Cisco AVS in VXLAN switching
mode. Customers can choose to deploy any of these two distributed switching architecture and the customers can also
choose to deploy both the switching architectures preferable on different ESXi hosts at the same time. In this deployment,
both Cisco AVS and VMware VDS were deployed at the same time on different ESXi hosts.

Deploying VM Networking for vSphere Distributed Switch (VDS)

The VMware VDS is a distributed Virtual Switch (DVS) that uses VLANSs for network separation and is included in vSphere
with Enterprise Plus licensing. For installing the VDS in this VersaStack, complete the following steps:

To add the VDS in the APIC Advanced GUI, complete the following steps:

1. Loginto the APIC Advanced GUI using the admin user.
2. Atthetop, click VM Networking.

3. Intheleft pane, select VMware.

4. Intheright pane, click + to add a vCenter Domain.

5. Inthe Create vCenter Domain window, enter a Virtual Switch Name. The name used in the deployment below is Ao6-
VC-VDS.

6. Make sure VMware vSphere Distributed Switch is selected.

7. Select the aep-<UCS> (aep-A06-6248) from the Associated Attachable Entity Profile drop-down list to associate the
VDS with the UCS Physical Domain.

Create VLAN Pool
1. From the VLAN Pool drop-down list select Create VLAN Pool.

Create vCenter Domain

Specify vCenter domain users and controllers

Virtual Switch Name: A06-VC-VDS

LUUERSTTIVIHE  VMware vSphere Distributed Switch  IRe S

Associated Attachable Entity Profile: aep-A06-6248 v i3

VLAN Pool: O v®

Security Domains: i
y Create VLAI@
Name Description

2. Inthe Create VLAN Pool window, name the pool vp-<Virtual Center>-VDS-Pool. The name used in this deployment is
vp-Ao06-VDS-Pool.
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3. Make sure Dynamic Allocation is selected. Click + to add a VLAN range.

4. Inthe Create Ranges window, enter the VLAN range that was entered in the Cisco UCS for the APIC-VDS VLANSs. Refer
to Table 12 to find the range.

5. Select the option Dynamic Allocation for Allocation Mode.

Create Ranges o m

Specify the Encap Block Range

Type: VLAN
Range: 1101 - 1120

From )

Allocation Mode: Dynamic Allocafion Inherit allochMode from parent Static Allocation |

| OK I| CANCEL I

6. Click OK to create the VLAN range.

7. Click SUBMIT to create the VLAN Pool.

Create vCenter Credentials
1. Click the + sign to the right of vCenter Credentials.

2. Inthe Create vCenter Credential window, for vCenter Credential Name, <vcenter-name>-VDS-Creds. The name used for
this deployment is Ao6-VC.

3. ForUsername enter root.

4. Enter and confirm the password for root.

Create vCenter Credential o b 4

Specify account profile

MName: AQB-VC

Description: | optional

Usermame: root

Password: e

Confirm Password:  we...

=

5. Click OK to complete adding the credential.
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Add vCenter Server

1. Click + on the right of vCenter/vShield to add the vCenter server for APIC.

2. Inthe Add vCenter/vShield Controller window, select Type vCenter.

3. Enteraname for the vCenter. The name used in this deployment is Ao6-VCa.
4. Enterthe vCenter IP Address or Host Name.

5. For DVS Version, select DVS Version 6.0

6. Enable Stats Collection.

7. For Datacenter, enter the exact vCenter Datacenter name (A06-DCa).

8. Do notselect a Management EPG.

9. ForvCenter Credential Name, select the vCenter credentials created in the last step (Ao6-VC).

Add vCenter/vShield Controller om

Specify controller profile
Type: @ vCenter

() vCenter + vShield

vCenter Controller
MName: A0DB-VC1

Host Name (or IP Address): 192.168.163.100

DVS Version: DVS Version 6.0 -

Stats Collection: | Disabled Enabled

Datacenter: AQB-DC1

Management EPG: zelect -

Associated Credential: a06-vC -

L3 ‘ oK ” CANCELI

10. Click OK to add the vCenter Controller.
11. Inthe Create vCenter Domain Window, select the MAC Pinning+ as the Port Channel Mode.
12. Check the check boxes for both CDP and LLDP vSwitch Policy.

13. Select the Disabled for the Firewall Mode.
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Specity vCenter domain users and controllers

Virtual Switch Name: AQ6-VC-VDS

LUUERSUIG N VMware vSphere Distributed Switch

Associated Attachable Entity Profile: aep-A06-6248 ~ @
VLAN Pool: yp-A08-VDS-Poal{dynamic) - @
Security Domains: +
Name Diescription
wCenter Credentials: X +
Profile Name Username Drescription
AQB-VC rogt
vCenter/vShield: X +
Marme IP Type Stats Collection
AQB-VC1 192.168.163.100 vCenter Enabled

Port Channel Mode:

vSwitch Palicy: [#] CDP LLDP

Firewall Mode: Disabled -

14. Click SUBMIT to complete creating the vCenter Domain and adding the VDS.
15. Loginto the vCenter vSphere Web Client and navigate to Networking.

16. Adistributed switch should have been added.
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vmware® vSphere Web Client

Related Objects

' Navigator F () A06-VC1.versapod.local Actions -
| | -
4 Home [Py '@ )U Getting Started | Summary Monitor Manage
P ® 8 &

[=! A06-VC1.versapod.local > " What is vCenter Server?
v [l A06-DC1 | vCenter Server allows you to manage multiple

— i AD6-VC-VDS i ESX/ESXi hosts and the virtual machines on
LS them. Because these environments can grow
» @mA06-VC-VDS very large, vCenter Server provides useful

QlB-Mgmt management tools like the ability to organize
the hosts and virtual machines into clusters
A08-DC2
v. with vSphere DRS and vSphere HA. Multiple
€) 1B-Mgmt vCenter Server systems can be managed by

the vSphere Web Client so that their individual
inventories can be presented and managed
under one "pane of glass”.

Any vCenter Server systems for which you

[ have privileges and that have been registered
with the Lookup Service, or added manually
with the vCenter Registration Tool in the
Administration section, will appear in your
inventory to the left.

Basic Tasks

#7 Create a folder
Create Datacenter

Add VMware ESXi Host Servers to VDS

To add the VMware ESXi Hosts to the VDS, complete the following steps:

1. Loginto the vSphere Web Client.

2. Fromthe Home screen, select Networking under Inventories.

vCenter Server

L

Explore Further

Learn more about folders
Learn about datacenters

3. Inthe left, expand the Datacenter and the VDS folder. Select the VDS switch.

vmware* vSphere Web Client

Navigator X
4 Home )

G 2 8 | a|
w [F) ADE-VC1 versapod local
w EJADB-VC-VDS
&= ADG-VCVDS
€3 1B-Mgmt

e @ o M

4. Right-click on the VDS switch and select Add and manage hosts.

5. Inthe Add and Manage Hosts window, make sure the option Add hosts is selected; click Next.

6. Click + to add New hosts.
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7. Inthe Select new hosts window, select all of the relevant ESXi hosts.

Select new hosts

@ Incompatible Hosts [ @ Filter -

Hoat Host State Cluster

¥ [J infra-esxi-host-01.versapod.l... = Connected [ A0s-Cluster

¥ [J infra-esxi-host-02.versapod.l... = Connected [P A0s-Clustert

¥ [J infra-esxi-host-03.versapod.l... = Connected [ A0s-Clustert

¥ [J infra-esxi-host-04.versapod.l... Connected [J A0s-Cluster

il [ Find - 4 items
.78 Cancel

8. Click OK to complete the host selection.
9. Click Next.
10. Select Manage physical adapters.

11. Click Next.

12. On the hosts, select the appropriate vmnics (vmnic2 and vmnic3), click Assign uplink, and then click OK.

[[;> Add and Manage Hosts

+ 1 Select task Manage physical network adapters
Add or remove physical network adapters to this distributed switch.
/' 2 Select hosts

v o3 Select network adapter
tasks

adapte

5 Analyze impact

%ign plink © View settings
[ Phufial Network Adapters 14 InUse by Switch Uplink
- ‘@ infra-esxi-host-01.versapod.local
On this switch
6 Ready to complete + On other switches/unclaimed
wvmnicO wSwitch0 =
wmnic1 wawitch0 -
vmnic2 - -
wmnic3 - -
- infra-esxi-host-02.versapod.local
On this switch
~ On other switches/unclaimed

wmnicO vEwitch0 -
vmnic1 wSwitch0 -
wmnic2 - -

wvmnic3 - =

Uplink Port Group
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13. Repeat this process until all vmnics (2 per host) have been assigned.

[7> Add and Manage Hosts

v 1 Select task
+ 2 Select hosts

v o3 Select network adapter
tasks

Manage physical network
adapters

5 Analyze impact

4

6 Ready to complete

14. Click Next.

Manage physical network adapters
Add or remove physical network adapters to this distributed switch.

Assign uplink @ Reset changes Q\iiew seltings

Host/Physical Network Adapters
wmnic3 (Assigned)

~ On other switches/unclaimed

vmnic0
vmnic1

- ﬁ infra-esxi-host-03.versapod.local

+ On this switch
vmnic2 (Assigned)
vmnic3 (Assigned)

~ On other switches/unclaimed

vmnicO
vmnic1

= ﬁ infra-esxi-host-04.versapod.local

~ On this switch
vmnic2 (Assigned)
vmnic3 (Assigned)

~ On other switches/unclaimed

vmnicO
vmnic1

14 InUse by Switch

wvSwitch0
vSwitcho

wSwitch0
vSwitchl

vSwitchO
wSwitchO

15. Verify that these changes will have no impact and click Next.

16. Click Finish to complete adding the ESXi hosts to the VDS.

Uplink
[Auto-assign)

[Auto-assign)
[Auto-assign)

[Auto-assign)
(Auto-assign)

Back

17. With the VDS selected, in the center pane select the Related Objects tab.

Uplink Port Group
ADB-VC-VDS-DVUplinks-302

ADE-VC-VDS-DVUplinks-302
ADE-VC-VDS-DVUplinks-302

ADB-VC-VDS-DVUplinks-302
ADB-VC-VDS-DVUplinks-302

Next Cancel

18. Under Related Objects, select the Hosts tab. Verify the ESXi hosts are now part of the VDS.

vmware* vSphere Web Client #=

Navigator X 3 A06VCVDS | Actions v
< 4 Home Getting Started  Summary  Monitor Manage | Related Objects |
U @ 8]e| : : . — .
v@A{Jﬁ—VCLversap-od_local [Hmts | Virtual Machines | VM Templates in Folders | Distributed Port Groups | Uplink Port Groups l
AQB-DCA
v {4 Actions ~
- [ ADG-VC-VDS
= ADB-VC-VDS 3 Name 1a|Siate Siatus Cluster
&5 A0B-VC-VDS-DVU... [ infra-esxi-host-01.versapod.l... | Cennected @ Normal [J Ao6-Clusteri
£, quarantine @ infra-esxi-host-02.versapod.l... | Connected & Mormal [ A0B-Cluster1
| €3 I1B-Mgmt [g infra-esxi-host-03.versapod.l... | Connected @ Normal [J A0s-Cluster1
+ [ln A0B-DC2 [ infra-esxi-host-04.versapod.l.. | Connected @ Normal [J A06-Clustert
€3 1B-Mgmt
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Deploying VM Networking for Cisco Application Virtual Switch (AVS)

The AVS in VXLAN switching mode uses VXLANSs for network separation. For installing the AVS in this VersaStack
environment, complete the following steps:

Install Cisco Virtual Switch Update Manager (VSUM) Virtual Appliance

To install VSUM into your VersaStack Management Cluster, complete the following steps:

1. Download and unzip the VSUM Release 2.0 .zip file from Cisco VSUM 2.0 Download.

2. Inthe Nexus1oov-vsum.2.0.pkg folder that is unzipped from the downloaded zip, unzip the Nexusiooov-vsum.2.0.zip
file.

3. Loginto vSphere Web Client as the VersaStack Admin user.

4. Fromthe Home screen, in the left pane, select VMs and Templates.

5. Select the vCenterin the left and using the Actions pulldown in the center pane, select Deploy OVF Template.
6. If a Security Prompt pops up, click Allow to allow the Client Integration Plugin to run.

7. Inthe Deploy OVF Template window, select Local file, then Browse and browse to the Nexus1000v-vsum.2.0.ova file
downloaded and unzipped above.

8. Select the file and click Open.

Deploy OVF Template 2)
1 Source Select source
Selectthe source location
4 1a Selectsource
1b Review details Enter a URL to download and install the OWF package from the Internet, or browse to a location accessible from your com puter,

such as a local hard drive, a network share, ora CD/DVD drive.

2 Desfination
_JURL

S | |v|

(=) Local file

|' Browse... | TAWSUMNexus 1000v-vsum.2.0-pkg\Nexus 1000v-vsum.2.0\Nexus 1000v-vsum.2.0.ova

Next Cancel

9. Click Next.


https://software.cisco.com/download/release.html?mdfid=282646785&flowid=42790&softwareid=286280428&release=2.0&relind=AVAILABLE&rellifecycle=&reltype=latest
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1

1

1

1

1

1

1

1

0. Review the details and click Next.

1. Click Accept to accept the License Agreement and click Next.

2. Give the VM a name and select the appropriate Datacenter (Ao6-DCa).

3. Click Next.

4. Select the appropriate Cluster (Ao6-Cluster1) and click Next.

5. Select infra-datastore-1 and make sure the Thin Provision virtual disk format is selected. Click Next.
6. Make sure the IB-Mgmt Network is chosen and click Next.

7. Fillin all IP, DNS, and vCenter properties for the VSUM Appliance and click Next.

'ﬂ The VSUM IP address should be in the IB-MGMT subnet.

1

1

2

2

2

8. Review all the values and click Finish to complete the deployment of the VSUM Appliance.
9. Inthe left pane, expand the vCenter and Datacenter. Right-click the VSUM VM and select Power > Power On.
0. Right-click the VSUM VM again and select Open Console. When a login prompt appears, close the console.

1. Logout and Log back in to the vSphere Web Client.

2. Verify that Cisco Virtual Switch Update Manager now appears in the center pane under Inventories.

vmware* vSphere Web Client A= O | flexadming com ~ | Help ~ | (SRR -
Navigator X | (2} Home 3 aarms b 8%
9 J Home ‘ ‘ All (D) ‘ Mew (03 Acknowl
EXEDN | oo C
[F4 vCenter Inventory Lists > - N
y +]
EJ Hosts and Clusters > L—“/ H_ﬂ L g & [j @
@ W5 and Templales H vCenter Hosts and Wi and Storage Networking Content Hybrid Cloud
E storage > Inventory Lists Clusters Templates Libraries Manager
£3 Networking b
it Policies and Profiles > ~° @
[ '
N -
&) Hybrid Cloud Manager > Avorkin Progress X
| vRealize Orchestrator vRealize Cisco Virtual
J > Orchestrator Switch Update
&% Administration > LR

Add VM Networking for AVS in APIC

1.

To add the AVS in the APIC Advanced GUI, complete the following steps:

Log into the APIC Advanced GUI using the admin user.
At the top, select VM Networking. In the left pane, select VMware.

From VM Networking > Inventory > VMware, on the right, click + to add a vCenter Domain.

4. Inthe Create vCenter Domain window, enter a Virtual Switch Name. A suggested name is <vcenter-name>-AVS. Select

the Cisco AVS.
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7-

8.

For Switching Preference, select Local Switching.
For Encapsulation, select VXLAN.
For Associated Attachable Entity Profile, select aep-<UCS Name> (aep-A06-6248).

For the AVS Fabric-Wide Multicast Address, enter a Multicast Address. For this deployment, 230.0.0.1 was used.

Create VXLAN Pool

1.

For the Pool of Multicast Addresses (one per-EPG), use the drop-down list to select Create Multicast Address Pool.

Create vCenter Domain

Specify vCenter domain users and controllers

Virtual Switch Name: AQB-VC-AVS

Virtual Switch: | VMware vSphere Distributed Switch Cisco AVS

Switching Preference: | Mo Local Switching Local Switching

Encapsulation: ) VLAN VXLAN
Associated Attachable Entity Profile: aep-AQ6-6248 - @

AVS Fabric-Wide Multicast Address: 230.0.0.1

Must Use a Multicast Address different from the Pool
of Multicast Addresses.

Pool of Multicast Addresses (one per-EPG): select an optlon ~ @

Security Domains: .
Create Muhlca%ddr&ss Poal

Marmea Description

2. Name the pool map-<vcenter-name>-AVS.

3. Click +to create an Address Block.

4. Enteramulticast address IP Range. The range used in this validation is 230.0.0.2 t0 230.0.0.250.
Create Multicast Address Block om

Specify the Multicast Address Block Range

IP Range: 230.0.0.2 - 230.0.0.250
From To

5.

6.

e
K - |

Click OK to complete creating the Multicast Address Block.

Click SUBMIT to complete creating the Multicast Address Pool.
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Create vCenter Credentials

1. Click + to add vCenter Credentials.

2. Inthe Create vCenter Credential window, name the account profile <vcenter-name>-AVS-Creds. Name used in this de-
ployment is Ao6-VC-AVS-Creds.

3. ForUsername, enter root.

4. Enter and confirm the use root password.

Create vCenter Credential (i ] %

Specify account profile

Mame: AQB-VC-AVS-Creds

Description:

Usermame: root

Password: e

Confirm Password: ...

k OK CANCEL

5. Click OK to complete adding the vCenter credentials.

Add vCenter Server

1. Click + to add the vCenter server for APIC to vCenter communication.

2. Inthe Create vCenter Controller window, enter <vcenter-name>-AVS for Name. Name used in this deployment is Ao6-
VC-AVS.

3. Enterthe vCenter IP Address or Host Name.

4. For DVS Version, select DVS Version 6.0.

5. For Datacenter, enter the exact vCenter Datacenter name. vCenter Datacenter used in this deployment is Ao6-DCa2.
6. Do notselect a Management EPG.

7. For Associated Credential, select <vcenter-name>-AVS-Creds.
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Specify controller prof

Type

Mame:
Host Name (or IP Address):
DVE Version:

Datacenter:

ile
. wCenter
ADB-VC-AVS

192.168.163.100

DVS Version 6.0

ADG-DC2

Management EPG:

Associated Credential:

Click OK to complete

10. ForvSwitch Policy, se

11.

AQB-VC-AVS-Creds

adding the vCenter Controller.

For Port Channel Mode, select MAC Pinning+.
lect both CDP and LLDP. Do not select BPDU Guard or BPDU Filter.

For Firewall Mode, select Disabled.
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Specify vCenter domain users and controllers

Virtual Switch Name: AQ6-VC-ANS

Virtual Switch: | WMware vSphere Distributed Switch Cisco AVS
Switching Preference: | No Local Switching

Encapsulation: (0 VLAN @ WXLAN
Associated Attachable Entity Profile: aep-A06-6248 - @

AVS Fabric-Wide Multicast Address: 230.0.0.1

Must Use a Multicast Address different from the Pool
of Multicast Addresses.

Pool of Multicast Addresses (one per-EPG): map-A06-VC-AVS - @
Security Domains: +
Name Description
vCenter Credentials: X +
Profile Mame Username Description

AQB-VC-AVS-Creds root

vCenter: x +
Name IF Type Stats Collection
AQB-VC-AVS 192.168.163.100 vCenter Disabled
Port Channel Mode: MAC Pinning+ -
vSwitch Policy: [4] CDP LLDP [JePoU Guard [| BPDU Fitter
Firewall Mode: Disabled &

CANCEL

12. Click SUBMIT to add Cisco AVS.

Add VMware ESXi Host Servers to AVS
To add the VMware ESXi Hosts to the AVS, complete the following steps:

1. Download Cisco AVS version 5.2(1)SV3(1.25), by going to Cisco AVS Download and navigating to version
5.2(1)SV3(1.25). Download the CiscoAVS_1.25-5.2.1.5V3.1.25-pkg.zip file, but do not unzip it.

2. Loginto the vSphere Web Client as the VersaStack Admin.
3. From the Home screen, select Cisco Virtual Switch Update Manager under Inventories.

4. Under Basic Tasks, select AVS.


https://software.cisco.com/download/release.html?mdfid=286025832&flowid=71262&softwareid=282088129&release=5.2(1)SV3(1.25)&relind=AVAILABLE&rellifecycle=&reltype=latest
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5. Under Image Tasks, select Upload.
6. Ontheright under Upload switch image, click Upload.
7. Click Choose File.

8. Navigate to the CiscoAVS_1.25-5.2.1.5V3.1.25-pkg.zip file, select it and click Open.

wifian],

cisco Yirtual Switch Update Manager

Virtual Switch Image File Uploader

Getting started File Upload

Virtual Switch Image File Uploader feature
provides a provision to dynamically upload
switch images. User can upload all required
Mexus 1000v and AVS switch version images Choose File | CiscoAVS 1. 25-pkg.zip
only once from local file system.

Select file:

User can continue to do the different operations

for Nexus 1000v and AVS switch. Once user File Name: CiscoAVS_1.25-5.2.1.8V3.1.25-pkg.zip
uploads the Nexus 1000v switch software
version once. it resides in VSUM repository. User File Size: 50.84MB
can import the switch images from Cisco.com or
here. File Type: Cisco AVS
Upload H Cancel

9. Click Upload to upload the file.

10. Click OK.

11. Close the Cisco Virtual Switch Update Manager tab in the browser and return to vSphere Web Client.

12. Click Refresh at the lower right. CiscoAVS_1.25 should now appear in the list of Manage Uploaded switch images.
13. Inthe left pane under the Basic Tasks, select AVS.

14. Click Configure.

15. Ontheright, select the Ao6-DC2 Datacenter.

16. Select the AVS for the Distributed Virtual Switch.
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vmware® vSphere Web Client #= O | root@localos ~ | Help =

— S—

Navigator K | Cisco Virtual Switch Update Manager

History EJ o
£} Home Getting Started
[Z5 vCenter Inventory Lists 5 This is your portal 1o Install, Add Hosts, Monitor and Upgrade

the Cisco Nexus 1000V. The Cisco VSUM also allows you to
[} Hosts and Clusters > Add and Upgrade Hosts on the Cisco Application Virtual 1) Choose an avallable Datacenter
VMs and Templates > Switen. )
[ Storage 5y Basie Taske A0B-DC1
asic Tas|

€3 Networking > ADE-DC2
I% Policies and Profiles > AVS | Nexus1000V

Hybrid Cloud Manager > —
g & Configure
() vRealize Orchestrator >

& Information
&%, Administration by
2) Choose an assoclated Distributed Virtual Switch
Tasks
name

Events
m ADB-VC-AVS
| Log Browser

Image Tasks
&7 Tags
E upload
), New Search > =
[ Saved Searches >
Monitor ‘ Menagi
Help =
Choose a distributed virtiual switch to monitor. migrate or uporade the v
k&=

17. Click Manage.
18. In the center pane, under Manage, select the Cisco AVS tab.

19. Inthe center pane, select the Add Host — AVS tab.

20. Using the pulldown, select the 5.2(1)SV3(1.25) Target Version. Click Show Host.

vmware® vSphere Web Client  #=

| Navigator X o AOGVC-AVS  Actions ~
4 Home 10 Geting Started  Summary  Monitor | Manage | Related Objects
| # ADG-VC-AVS I
| B Hosts [ o) [ Settings |Narm Definitions ‘ Tag5| Permissions ‘ Network Protocol Proﬂles| Ports |C‘lsmAV5

G Virtual Machines D Overview | Add Host - AVS | Upgrade - AVS
£ Distributed Port Groups [0

=4 Uplink Port Groups (1| || & AVS Version

Target Version [5.2(1)5v3(1.25) |~ |

Show Host

21. Expand VMware Cluster (Ao6-Cluster2) and select all the relevant ESXi hosts.

22. Click Suggest.
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23. Under PNIC Selection, select the two vmnics per host set up for AVS. Make sure to select the vmnics for all the hosts.

vmware* vSphere Web Client A= ) | ot@localos ~ | Help ~
. Navigator X | 2 A06VC-AVS | Actions ¥ =
< = - e =
4 Home L0) Getting Started  Summary  Monitor | Manage ‘ Related Objects
== ADG-VC-AVS
! Q Hosts m [ Settings | Alarm Definitions ‘ Tags ‘ Permissions | Network Protocol Profiles | Ports | Cisco AVS]

(B Virual Machines L0 Overview | Add Host - AVS | Upgrade - AVS
£ Distrbuted Port Groups [0
E& Uplink Port Groups [ 1] @) PNIC Selection (7] -

>> Please select Less than 8 PNIC per Host

PNIC Recommendation Back

infra-esxi-iscsi-host-11.versapod.local

Seleet PNIC Nama In Use Assigned Port Profile
vmnics vSwitch1 -- X
|2| vmnic2 -- uplink
vmnic1 wSwitch0
vmnicd iScsiBootvSwitch
v vmnicd -- uplink
vmnicl vSwitch0

Iinfra-esxl-iscsi-host-12.versapod.local

PNIC Name In Usa Assigned Port Profile -

Finsh |

Select

24. Click Finish to install the Virtual Ethernet Module (VEM) on each host and add the host to the AVS. The process might
take a few minutes.

25. Inthe left pane, select Hosts. The ESXi hosts should now show up as part of the AVS.

vmware* vSphere Web Client  #=

I
Navigator X = A0GVC-AVS | Actions ~

4 Home (o) Getting Started  Summary  Monitor  Manage | Related Objects |
] & 8 | 2] L
+ [F] ADE-C1.versapod.local
b [Ig ADG-DCH

+ [lg ADE-DC2
+ ETJADB-VC-AVS

= ADGNVC-AVS > I [J infra-esxi-iscsi-host-11.versa.. | Connected @ Normal [J AD6-Cluster2
[J AD6-Cluster2

€3 IB-Mgmt [@ infra-esxi-iscsi-host-12.versa... | Connected @ Normal

mus Virtual Machines | WM Templates in Folders | Distributed Port Groups | Uplink Port Groups ]

By | 85 Actions ~

Nams 1 a|State Status Cluster

Add Second VXLAN Tunnel Endpoint (VTEP) to Each ESXi Host for Load Balancing
To add a second VTEP to each ESXi host in the Cisco AVS for load balancing, complete the following steps:

1. Inthe vSphere Web Client, from the Home screen, select Hosts and Clusters.
2. Intheleft pane, expand vCenter, Datacenter, and Cluster. Select the first ESXi host.

3. Inthe center pane, under the Manage tab, select the Networking tab. Select VMkernel adapters.
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4. Inthelist of VMkernel ports, make sure the vtep VMkernel port has been assigned an IP address in the ACI Fabric system
subnet (10.0.0.0/16 by default).

5. Click + to add a VMkernel port.

6. Inthe Add Networking window, make sure VMkernel Network Adapter is selected and click Next.
7. Leave Select an existing network selected and click Browse.

8. Select vtep and click OK.

9. Make sure vtep is now in the text box and click Next.

10. Make sure the Default TCP/IP stack is selected. Do not enable any services. Click Next.

11. Leave Obtain IPv4 settings automatically selected and click Next.

[ infra-esxi-iscsi-host-11.versapod.local - Add Networking

4
v

v
v
v

1 Select connection type Ready to complete
Review your settings selections before finishing the wizard.
2 Select target device
3 Connection settings Distributed port group: vtep
3a Port properties Distributed switch: ADS-VC-AVS
3b IPv4 settings TCPR/P stack: Default
vMotion traffic: Disabled
Provisioning traffic: Disabled
Fault Tolerance logging: Disabled
Management traffic: Disabled
yv3phere Replication traffic: Disabled
yv3phere Replication NFC traffic: Disabled I
Virtual SAN traffic: Dizabled

IPvd settings
DHCP: Enabled

12. Click Finish to complete adding the VTEP.
13. Verify that the just added VTEP obtains an IP address in the same subnet as the first VTEP.

14. Repeat this procedure to add a VTEP to all the remaining ESXi hosts.
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Connectivity to Existing Infrastructure — Shared L3 Out

ACI Shared Layer 3 Out Setup

This section provides a detailed procedure for setting the Shared Layer 3 Out in tenant “common” to connect to Nexus 7000
core switches. The configuration utilizes four interfaces between the pair of the ACl leaf switches and the pair of Nexus

7000 switches. The routing protocol being utilized is OSPF. Some highlights of this connectivity are:

e Adedicated bridge domain bd-Common-Outside and associated dedicated VRF vrf-Common-Outside is configured in

tenant common for external connectivity.

e The shared Layer 3 Out created in Tenant common “provides” an external connectivity contract that can be

“consumed” from any tenant.

e Each of the two Nexus 7000s is connected to each of the two Nexus gooo leaf switches.

e Sub-interfaces are configured and used for external connectivity.

e The Nexus 7000s are configured to originate and send a default route to the Nexus gooo leaf switches using OSPF.

e AClleaf switches advertise tenant subnet back to Nexus 7000 switches

e The physical connectivity is shown in the Figure 10 ACI Shared Layer 3 Out Connectivity Details

Figure 10 ACI Shared Layer 3 Out Connectivity Details
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Nexus 7000 — Sample Configuration

The following configuration is a sample from the virtual device contexts (VDCs) of two Nexus 7004s.

ﬂ The Nexus 7000 configuration below is not complete and is meant to be used only as a reference

Nexus 7004-1

feature ospf

feature interface-vlan

!

vlan 100
name OSPF-Peering

|

interface V1anl00
no shutdown
mtu 9216
no ip redirects
ip address 10.253.253.253/30
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0

!

interface Ethernet3/1
description To A06-9372-1 E1/47
no shutdown

!

interface Ethernet3/1.301
description To A06-9372-1 E1/47
encapsulation dotlg 301
ip address 10.253.253.2/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown

|

interface Ethernet3/2
description To A06-9372-2 E1/47
no shutdown

|

interface Ethernet3/2.302
description To A06-9372-2 E1/47
encapsulation dotlg 302
ip address 10.253.253.6/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown

!

interface Ethernet3/5
switchport
switchport mode trunk
switchport trunk allowed wvlan 100
mtu 9216

|

interface loopback0
ip address 10.253.254.1/32
ip router ospf 10 area 0.0.0.0
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router ospf 10
router-id 10.253.254.1

area 0.0.0.10 nssa no-summary no-redistribution default-information-originate
|

Nexus 7004-2

feature ospf
feature interface-vlan
!
vlan 100
name OSPF-Peering
!
interface V1anl00
no shutdown
mtu 9216
no ip redirects
ip address 10.253.253.254/30
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
|
interface Ethernet3/1
description To A06-9372-1 E1/48
no shutdown
|
interface Ethernet3/1.303
description To A06-9372-1 E1/48
encapsulation dotlg 303
ip address 10.253.253.10/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown
!
interface Ethernet3/2
description To A06-9372-2 E1/48
no shutdown
!
interface Ethernet3/2.304
description To A06-9372-2 E1/48
encapsulation dotlqg 304
ip address 10.253.253.14/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown
|
interface Ethernet3/5
switchport
switchport mode trunk
switchport trunk allowed wvlan 100
mtu 9216
!
interface loopback0
ip address 10.253.254.2/32
ip router ospf 10 area 0.0.0.0
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router ospf 10
router-id 10.253.254.2

area 0.0.0.10 nssa no-summary no-redistribution default-information-originate
|

Configuring ACI Shared Layer 3 Out in Tenant Common
Configure External Routed Domain
1. Atthe top, select Fabric > Access Policies.
2. Intheleft pane, expand Physical and External Domains.
3. Right-click External Routed Domains and select Create Layer 3 Domain.
4. Name the Domain N7K-SharedL30ut.
5. From the Associated Attachable Entity Profile drop-down list, select Create Attachable Entity Profile.

6. Name the Profile aep-N7K-SharedL30ut and click NEXT.

Create Attachable Access Entity Profile

STEP 1 > Profile 1. Profile

Specify the name, domains and infrastructure encaps

MName: aep-N7K-SharedL30ut

Description:

Enable Infrastructure VLAN: [ ]

7. Click FINISH to continue without specifying interfaces.

8. Backin the Create Layer 3 Domain window, use the VLAN Pool drop-down list to select Create VLAN Pool.
9. Name the VLAN Pool vp-N7K-SharedL30ut

10. Select Static Allocation.

11. Click + to add an Encap Block.

12. Inthe Create Ranges window, enter the VLAN range as shown in Figure 10 (301-304).

13. Select Static Allocation.
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Create Ranges om

Specify the Encap Block Range

Type: VLAN
Range: 301 - 304
From To

Allocation Mode: | Dynamic Allocation Inherit allocMode from parent Static Allocation

Kl =

14. Click OK to complete adding the VLAN range.

15. Click SUBMIT to complete creating the VLAN Pool.

Create Layer 3 Domain o x

Specify the Layer 3 Domain
Name: N7K-SharedL3Out
Associated Attachable ~NTK-
Entity Profile: aep-N7K-SharedL30ut > @
VLAN Pool: |vp-N7K-SharedL30ut]-static > @

Security Domains: e

Select Name Description

16. Click SUBMIT to complete creating the Layer 3 Domain.

Configure Leaf Switch Interfaces

1. Atthetop, select Fabric > Inventory.

2. Intheleft pane, select Topology. On the right pane, select Configure.

3. Inthe center pane, select ADD SWITCHES.

4. Using the shift key, select the two leaf switches connected to Nexus 7000s and select ADD SELECTED.
5. Onthe two switches, select the 4 ports connected to the Nexus 7000s.

6. Onthe lower right, select CONFIGURE PORT.

7. Select the appropriate policies as shown below.
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Topology - Spines: 2 - Leaves: 4

N i

Port Channel VPG L2 Interface
BACK TO SUMMARY
_ CONFIGURING INTERFACE L3 M conn. to Fex M Selected
AQ6-9372-1 (Node-601) Q AQB-9372-2 (Node-802) Q
01|03 05|07 |08 11{13] 15|17 |EE}F1N 23| 25 |fi] 20|31 [E&] 35|37 30| 41] 43| 45 ] 01|03 05| 07|08 11{13] 15| 17 |EEYFAN 23] 25 [E3] 20| 31 [EE] 35| 37| 30| 41] 43| 45 ]
0204 0s 08 10) 12] 14| 16 18 [E]>8 24| 26 |B5 30| 32| 34 | 36| 38 | 40| 42| 44| 45 | 020408 08 10|12 14| 16] 18 [EZ]P=1 24| 26 | 30| 32| 34 | 36| 38| 40| 42| 4 | 45 |
Interface
Description: N7K-SharedL30ut STP Interface Policy: BPDU-Filter-Guard-Di « [
Egress Data Flane Policing Policy: -
Link Level Policy: 10Gbps-Link - @ Ingress Data Plane Policing Policy: v
CDP Policy: CDP-Enabled v @ Storm Control Interface Policy: -
MCPF Policy: - L2 Interface Policy: VLAN-Scope-Global « @
LLDP Policy: LLDP-Enabled - @ Attached Entity Profile: aep-N7K-Shared ~ (I

ﬂ The STP Interface Policy selected in the figure above is BPDU-Filter-Guard-Disabled

8. Select APPLY CHANGES to configure the ports. Click OK for the Success confirmation.
Configure External Routed Networks under Tenant common

1. Atthetop, select Tenants > common.

2. Inthe left pane, expand Tenant common and Networking.

3. Right-click External Routed Networks and select Create Routed Outside.

4. Name the Routed Outside Nexus-7K-Shared.

5. Checkthe check box next to OSPF.

6. Entero0.0.0.10 (configured in the Nexus 7000s) as the OSPF Area ID.

7. From the VRF drop-down list, select common/Common-Outside.

8. From the External Routed Domain drop-down list, select N7K-SharedL30ut.

9. Click +to add a Node Profile.
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Create Routed Outside (i ] %

STEP 1 > Identity 1. Identity 2. External EPG Networks

Define the Routed Qutside

OSPF Area ID¢ 0.0.0.10

Tags: - OSPF Area [v] Send redistributed LSAs into NSSA area
enter tags separaled by comma Contro: Originate summary LSA
Route Contral Enforcement: [ Import [ suppress forwarding address in translated LSA

OSPF Area Type: N area Regular area | Stub area ‘
Target DSCP: unspecified e o %

OSPF Area Cost: 1 -
VRF: comman/vrf-Common-COutsid = 3 - ¥

External Routed Domain: N7K-SharedL30ut - @

Route Profile for Interleak: select a value

-

Route Control For Dampening: +

Address Family Type Route Dampening Policy

Nodes And Interfaces Protocol Profiles

Name Description DSCP Nodes

10. Name the Node Profile Node-601-602 (601 and 602 are Node IDs of leaf switches connected to Nexus 7000).
11. Click + to add a Node.
12. Inthe select Node and Configure Static Routes window, select Leaf switch 601 from the drop-down list.

13. Provide a Router ID IP address — this address will be configured as the Loopback Address. The address used in this de-
ployment is 10.253.254.3.
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Select Node

Select Node and Configure Static Routes

Node [D: |Iopo|ogy;pad—1!n0de—ﬁﬂ1

Router ID: 10.253.254.3|

Use Router ID as Loopback Address:
Loopback Addresses:

IP
10.253.254.3

Static Routes:

IF Address

14. Click OK to complete selecting the Node.

15. Click + to add another Node.

16. Inthe select Node window, select Leaf switch 602.

17. Provide a Router ID IP address — this address will be configured as the Loopback Address. The address used in this de-

ployment is 10.253.254.4.

18. Click OK to complete selecting the Node.

Specify the Node Profile

Name: Node-601-602

Description: | optional

Target DSCP: unspecified

Nodes: X +
Node ID Router 10 Loopback Address
topology/pod-1/n...  10.253.254.3
topology/pod-1/n...  10.253.254.4
OSPF Interface Profiles: e 2
Name Description OSPF Policy

19. Click + to create an OSPF Interface Profile.

20. Name the profile Nexus-7K-Int-Ptof.
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21. Using the OSPF Policy pulldown, select Create OSPF Interface Policy.

Create Interface Profile

Specify the Interface Profile

Name: Mexus-7K-Int-Prof

Description: | optional

ND policy: select a value -

Egress Data Plane Policing Policy: select 2 value -

Ingress Data Plane Policing Policy: select 2 value -

OSPF Profile

Authentication Type: No authentication -
Authentication Key:
Confirm Key:

OSPF Policy: select 2 value -

default
BFD Interface Pr®®"
Authentication Type:

Create OSPF Int e Policy
BFD Interface Policy: select 2 value -

Interfaces

22. Name the policy ospf-Nexus-7K.
23. Select the Point-to-Point Network Type.

24. Select the MTU ignore Interface Controls.
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Create OSPF Interface Policy o X

Define OSPF Interface Policy

Name: ogpf-Nexus-7K

Description: |optional

Network Type: | Broadcast Point-to-point Unspecified
Priority: 1 —

Cost of Interface: unspecified

Interface Controls: [_| Advertise subnet
[leFD
MTU ignore
[[] Passive participation
CHECK ALL UNCHECK ALL

Hello Interval (sec): 10

Dead Interval (sec): 40

Retransmit Interval {(sec): 5

AF |4}k |4y (4>

Transmit Delay (sec): 1

EI%B-T CANCEL

25. Click SUBMIT to complete creating the policy.
26. Select Routed Sub-Interface under Interfaces.

27. Click + to add a routed sub-interface.

ﬁ For adding Routed Sub-interfaces, refer to Figure 10 for Interface, IP and VLAN details

28. Inthe Select Routed Sub-Interface window, select the interface on Nexus 9372-1 (Node 601) that is connected to Nexus
7004-1.

29. Enter vlan-<interface vlan> (301) for Encap.
30. Enterthe IPv4 Address as shown in Figure 10 (10.253.253.1/30)

31. Leave the MTU set to inherit.
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Select Routed Sub-Interface i]¥%

Specify the Interface

Path: | topology/pod-1/paths-601/pathep-| | |

Encap: vlan-301
For example, vian-1
IPv4 Primary [ IPvE Preferred Address: 10.253.253.1/30
addressfmask
IPv4 Secondary / IPv6 Additional

Addresses: &
Address

MAC Address: (0:22:BD:F8:19:FF

MTU (bytes): inherit

Link-local Address:

32. Click OK to complete creating the routed sub-interface.

33. Repeat these steps to all four sub-interfaces shown in Figure 10. The Routed Sub-Interfaces will be similar to the figure
shown below.

Interfaces

Routed Interfaces svi Routed Sub-Interface

Routed Sub-interfaces x +
Path Encap IF Address MAC Address MTLU [bytes)
Mode-601/eth1/47 vlan-301 10.253.253.1/30 00:22:.BD:F&:19:FF inherit
Mode-601/eth1/48 vlan-303 10.253.253.9/30 00:22:BD:F&:19:FF inherit
Node-602/eth1/47 vlan-302 10.253.253.5/30 00:22:.BD:F&:19:FF inherit
Node-602/eth1/48 vian-304 10.253.253.13/30 00:22:BD:F&:19:FF inherit

34. Click OK to complete creating the Node Interface Profile.

=
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Specify the Node Profile

Name: Node-601-602

Description: | opticnal

Target DSCP: unspecified

Nodes: X +

Nede ID Router ID Static Routes Loopback Address
topology/pod-1/n...  10.253.254.3

OSPF Interface Profiles: X +

Marme Description Interfaces OSPF Policy

‘ OK ” CANCEL |

35. Click OK to complete creating the Node Profile.

36. Click NEXT on Create Routed Outside Screen.
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Define the Routed Quiside

OSPF Area ID: 0.0.0.10

Tags: - OSPF Area [v] Send redistributed LSAs into NSSA area
enler tags separated by comma SeDmi: Originate summary LSA
Route Control Enforcement: [ Import [l suppress forward ing address in translated LSA
OSPF Area Type:
Target DSCP: ynspecified i NSSA area Regular area | Stub area ‘

QOSPF Area Cost: 1 —

VRF: common/vrf-Common-Qutsid: « &

External Routed Domain: N7K-SharedL30ut - @

Route Profile for Interleak:

-

Route Control For Dampening: +

Address Family Type Route Damgening Policy

Nodes And Interfaces Protocol Profiles

Name Description DSCP Nedes
Node-601-802 Unspecified 601, 602

PREVIOU NEXT CANCEL
eeevous | R o= |

37. Click +to create an External EPG Network.
38. Name the External Network Default-Route.

39. Click +to add a Subnet.

4o. Enter 0.0.0.0/0 as the IP Address. Select the checkboxes for External Subnets for the External EPG, Shared Route Con-
trol Subnet, and Shared Security Import Subnet.
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Create Subnet

(i )%

Specify the Subnet

IP Address: 0.0.0.0/0

address/mask

scope: ] Export Route Control Subnet

External Subnets for the External EPG
Shared Route Control Subnet
Shared Security Import Subnet

OSPF Route

L ! select an option
Summarization Policy: e

aggregate: Aggregate E

] Aggregate Shared Routes

Route Control Profile:

Mame

Direction

OK

CANCEL

41. Click OK to complete creating the subnet.
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Create External Network

Define an External Network

Name: Default-Route

Tags: -
antar tags separated by comma
QoS class: Unspecified -
Description: | opfiona

Target DSCP: ynspecified

Shared Route Control Subn...
Shared Security Import Sub._..

Subnet

X 4
IP Address Scope Aggregate Route Control Profile Route Summarization Policy
0.0.0.0/0 External Subnets for the Ex...

OK ” CANCEL |

42.
43.
4.
45.
46.
47.
48.
49.

50.

Click OK to complete creating the external network.

Click FINISH to complete creating the External Routed Networks.

In the left pane, expand Security Policies, Right-click on Contracts and select Create Contract.

Name the contract Allow-Shared-L3-Traffic.

Select the Global Scope to allow the contract to be consumed from all tenants.
Click + to add a contract subject.

Name the subject Allow-Shared-L3-Out.

Click + to add afilter.

From the drop-down list, select the Allow-All-Filter from Tenant common.
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Create Contract Subject

Specify Identity Of Subject

Name: Allow-Shared-L3-All

Description: optional

Target DSCP: unspecified

Apply Both Directions:
Reverse Filter Ports:

51.

52.

53.

54.

Filter Chain
X +

Filters L4-L7 SERVICE GRAPH
Name Service Graph: szlect
select an option -

- PRIORITY

+ QoS:

Marme Tenant

@ Tenant: cammen

% Allow-All-Filter common

) am commaon

() default commaon

™ est commaon
Click UPDATE.

Click OK to complete creating the contract subject.
Click SUBMIT to complete creating the contract.

In the left pane expand Tenant common, Networking, External Routed Networks, Nexus-7K-Shared, and Networks. Se-
lect Default-Route.
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Tenant common H

External Network Instance Profile - Default-Route
I Quick Start

4 A Tenant common
» Il Application Profiles
4 W Networking

» I Bridge Domains o i
» Il VAFs .
» Il External Bridged Networks Properties
Name: Default-Route
4 Il External Routed Networks
Tags: -
» I Set Action Rule Profiles e e = [
» Il Match Action Rule Profiles Description: | optional
4 B Nexus-TK-Shared
» Il Logical Mode Profiles
- pcTag: 16387
“ Networks ConﬁguedIVHF name: vrf-Common-Outside
» E’ Lk i ) Resolved VRF: uniftn-common/ctx-vri-Common-QOutside
» Il Route Profiles QoS Class: Unspecified -
> B defaut Target DSCP: unspecified
» Il Route Profiles O
55. Inthe right pane under Policy, select Contracts.
56. Click +to add a Provided Contract.
57. Select the common/Allow-Shared-L3-Traffic contract.
External Network Instance Profile - Default-Route i

1

m Operational Stats Health Faults History

General Subject Labels EPG Labels
o+ [ 100 |
Properties
Provided Confracts:

Name Tenant Type QoS Class Match Type State
select a value hd

Unspecified « AtleastOne w unformed
. common/Allow-

Common-1B-Mgmt

UPDATE I CANCEL

- common/Allow-
Consumed Contracts: Shared-L3-Traffic:
W +
common/default
(ETHE Tenant Type Qo5 Class State

No items have been found.
Select Actions to create a new item.

58. Click UPDATE.

ﬂ Tenant EPGs can now consume the Allow-Shared-L3-Traffic contract and route traffic outside fabric. This deployment example
shows Allow-All filters. More restrictive contracts can be created for more restrictive access outside the Fabric.
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Onboarding an Application Tenant
I ————————————

This section details the steps for creating a sample two-tier application called App-A. This tenant will comprise of a Web
and App tier which will be mapped to relevant EPGs on the ACl fabric.

To deploy the Application Tenant and associate it to the VM networking, complete the following steps:

Configure Tenant

1. Inthe APIC Advanced GUI, select Tenants.
2. Atthetop select Tenants > Add Tenant.
3. Name the Tenant App-A.

4. Forthe VRF Name, also enter App-A. Leave the Take me to this tenant when | click finish checkbox checked.

Create Tenant o ®

Specify tenant details

Name: App-A
Description: | opliona
Tags: -
entar tags separ ated b'_-' comma
Monitoring Policy: default - @

Security Domains: N

Select Mame Description

VRF Name: App-A|

Take me to this tenant when | click finish

| SuBMIT ” CANCEL I

5. Click SUBMIT to finish creating the Tenant.

Configure Bridge Domains
1. Inthe left pane expand Tenant App-A > Networking.

2. Right-click on the Bridge Domain and select Create Bridge Domain.
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'& In this deployment, two different bridge domains will be created to host Web and App application tiers to keep the exter-
nal and application-internal traffic separated. Customers can choose to create a single Bridge Domain to host both.

3. Name the Bridge Domain bd-App-A-External, leave the Forwarding set at optimize, and click NEXT, NEXT and click
SUBMIT to complete adding the Bridge Domain.

Create Bridge Domain

STEP 1 > Main 1. Main 2. L3 Configurations

Specify Bridge Domain for the VRF

Name: bd-App-A-External

Description: | optional

VRF: App-A/App-A - i@
Forwarding: optimize -
End Point Retention Policy: select a value -

This policy only apphies to Tocal LZ L3 and
remote L3 entries

IGMP Snoop Policy: select a value -

4. Repeat the steps above to add another Bridge Domain called bd-App-A-Internal.

Create Bridge Domain

STEP 1 > Main 1. Main 2. L3 Configurations

Specify Bridge Domain for the VRF

Mame: bd-App-A-Internal

Description; | optional

VRF: App-A/App-A - @
Forwarding: optimize -
End Point Retention Policy: select a value -

This policy only applies to Tocal LZ L3 and
remote L3 entries

IGMP Snoop Policy: select a value *
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Configure Application Profile

1. Inthe left pane, right-click Application Profiles and select Create Application Profile.

2. Name the Application Profile App-A and click SUBMIT.

Create Application Profile om

Specify Tenant Application Profile

Name: App-A

Description: | optional

Tags: -
enter tags separated by comma
Menitoring Policy: select a value -
EPGs
+
Consumed
Name BD Domain Static Path Static Path VLAN  Provided Contract s
Contract

g (v |

Configure End Point Groups
EPG App-A-Web
1. Inthe left pane expand Application Profiles > App-A.
2. Right-click Application EPGs and select Create Application EPG.
3. Name the EPG App-A-Web. Leave Intra EPG Isolation Unenforced.
4. From the Bridge Domain drop-down list, select App-A/bd-App-A-External.

5. Check the check box next to Associate to VM Domain Profiles.
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Create Application EPG

STEP 1 > Identity

Specify the EPG Identity

Name: App-A-Web

Description: | optional

Tags: -

enter tags separated by comma
QoS class: Unspecified -
Custorn QoS: select a value -

Intra EFG Isolation: Enforced Unenforced

Bridge Domain: App-A/bd-App-A-Exte « [

Monitoring Policy: select a value -

Associate to VM Domain Profiles:
Statically Link with Leaves/Paths: [_]

6. Click NEXT.
7. Click + to Associate VM Domain Profiles.

8. From the Domain Profile drop-down list, select VMware domain. If customers have deployed both VDS and AVS do-
mains, both the domain will be visible in the drop-down list as shown below. In this example, VMware domain for VDS is

selected to deploy the EPG.
Create Application EPG i]%
STEP 2 > Domains 1. Identity 2. Domains

Specify the VM Domain

Associated VM X +
Domain Profiles:

Port Encap {or

Domain Profile Dﬂploy_msm Resolution Immediacy  Secondary VLAN for Pr.lman.r VLAN for Alow Mlm.)'
Immediacy X Micro-Seg Segmentation
Micro-Seg)
VMware/ADB- + On Demand w |mmediate ¥ Valid Encap Example: vian- Valid Encap Example: vian- O
| VMware/A0B-VC- L LY
AVS UPDATE I CANCEL

VMware//K)6-VC-
VDS
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9. Change the Deployment Immediacy and Resolution Immediacy to Immediate.

10. Click UPDATE.

11. Click FINISH to complete creating the EPG.

12. Inthe left pane expand EPG App-A-Web, right-click on the Subnets and select Create EPG Subnet.

13. Forthe Default Gateway IP, enter a gateway IP address and mask. In this deployment, the GW address configured for
Web VMs is 10.10.0.254/24.

14. Since the Web VM Subnet is advertised to Nexus 7000s and to App EPG, select Advertise Externally and Shared between
the VRFs.

Create EPG Subnet o b 4

Specify the Subnet Identity

Default Gateway IP: 10,10.0.254/24
addressfmask

Treat as virtual IP address: [ ]
Scope: [ Private to VRF

Advertised Externally
Shared between VRFs

Description: | optional

Subnat Control: ND RA Prefix
[ Querier IP

el | = |

15. Click SUBMIT.

ﬁ At this point, a new port-group should have been created on the VMware VDS. Log into the vSphere Web Client, browse to
Networking > VDS and verify.

vmware® vSphere Web Client #=

Mavigator L | 2 App-AlApp-AlApp-A-Web | Actions v
<4 Home D Getting Started Summary Monitor  Manage | Related Objects |_
o 2 B8 e
+ (5 AUB-VC versapodlocal [Virtual Machines | VM Templates n Folders | Hosts |
v [l AOB-DC1 5 %
«EJADB-VCDS ’

- o= ADB-VC-VDS M g Status
IEﬂ,l.P\{Jﬁ—\.-"C—\.I"DS—D\I"LI|:)|inl!:s—302 This list i:
<2, quarantine

I €3 1B-Mgmt




Onboarding an Application Tenant

EPG App-A-App
1. Inthe left pane expand Application Profiles > App-A.

2. Right-click Application EPGs and select Create Application EPG.
3. Name the EPG App-A-App. Leave Intra EPG Isolation Unenforced.
4. From the Bridge Domain drop-down list select App-A/bd-App-A-Interna.

5. Check the check box next to Associate to VM Domain Profiles.

Create Application EPG

STEP 1 > Identity 1. Identity

Specify the EPG Identity

Name: App-A-App

Description: | optional

Tags: -

enter tags separated by comma
QoS class: Unspecified -
Custom Qo5: select 2 value -

Intra EPG Isolation: Unenforced

Bridge Domain: App-A/bd-App-A-inter «

Monitoring Policy: select 2 value -

Associate to VM Domain Profiles:
Statically Link with Leaves/Paths: [

6. Click NEXT.
7. Click + to Associate VM Domain Profiles.
8. From the Domain Profile drop-down list, select VMware domain. If customers have deployed both VDS and AVS do-

mains, both the domain will be visible in the drop-down list as shown below. In this example, VMware domain for VDS is
selected to deploy the EPG.
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Create Application EPG i]%

STEP 2 = Domains 1. Identity 2. Domains

Specify the VM Domain

Associated VM x +
Domain Profiles:

Port Encap {or

Domain Profile Deploy.ment Resolution Immediacy  Secondary VLAN for Pr.lman.r VLAN for Allow Mlm.)'
Immediacy X Micro-Seg Segmentation
Micra-Seg)

VMware/ADB- + On Demand w |mmediate ¥ Valid Encap Example: vian- Valid Encap Example: vian- O
| VMware/AOB-VC- | b 10

AVS UPDATE I CANCEL

VMware//K)6-VC-

VDS

9. Change the Deployment Immediacy and Resolution Immediacy to Immediate.

10. Click UPDATE.

11. Click FINISH to complete creating the EPG.

12. Inthe left pane expand EPG App-A-App, right-click on the Subnets and select Create EPG Subnet.

13. Forthe Default Gateway IP, enter a gateway IP address and mask. In this deployment, the GW address configured for
App VMs is 10.10.1.254/24.

14. Since the App VMs only need to communicate with Web VMs EPG, select Private to VRFs.

Create EPG Subnet [i]%

Specify the Subnet Identity

Default Gateway IP: 10.10.1.254/24|

address/mask

Treat as virtual IP address: [

Scope: [7] Private to VRF
[] Advertised Externally
[] shared between VRFs

Description: |optional

Subnet Contral: ND RA Prefix
[ Querier IP

SUBMIT CANCEL

15. Click SUBMIT.
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'ﬁ At this point, a new port-group should have been created on the VMware VDS. Log into the vSphere Web Client, browse to

Networking > VDS and verify.

vmware® vSphere Web Client

Navigator

fi=

& [ ADG-VC1.versapod.local

Actions -

» EADB-VCVDS
v o= ADBVC-VDS
=8 ADG-VC-VDS-DVUplinks-302
o App-AlADP-A|APD-A-ADD
= App-AlADP-AlApp-A-Web
équaramine
€3 1B-Mgmt

Configure Contracts

App-Tier to Web-Tier Contract

Provided Contract in EPG App-A-App

4 Home @
L =] a
[=! ADB-\'C1.versapod.local >
- Aﬂﬁ-Dm

J Getting Started | Summary Monitor  Manage

What is vCenter Server?

vCenter Server allows you to manage multiple
ESX/ESXi hosts and the virtual machines on
them. Because these ervironments can grow
very large, vCenter Server provides useful
management tools like the ability to organize
the hosts and virtual machines into clusters
with vSphere DRS and vSphere HA. Multiple
vCenter Server systems can be managed by
the vSphere Web Client so that their individual
inventories can be presented and managed
under one "pane of glass". k‘

In the left pane, expand Tenant App-A > Application Profiles > App-A > Application EPGs > EPG App-A-App.

1. Inthe APIC Advanced GUI, select Tenants > App-A.

2.

3. Right-click on Contract and select Add Provided Contract.

4. Inthe Add Provided Contract window, from the Contract drop-down list, select Create Contract.
5. Name the Contract Allow-App-to-Web-Comm.

6. Select Tenant for Scope.

7. Click + to add a Contract Subject.

8. Name the subject Allow-App-to-Web.

9. Click +to add a Contract filter.

10. Click + to add a new Subject.



Onboarding an Application Tenant

Create Contract Subject

Specify Identity Of Subject

MName Tenant

= Tenant: common

Allow-All-Filter comman
) amp commaon
FO default common
@ est comman
L4-L7 SERVICE GRAPH
'@ icmp comman Service Graph: sq
commaon/Allow-All-Filter -
PRIORITY
UPDATE CANCEL Ges: |

11.

12.

For Filter Identity Name, enter Allow-All.

Enter Allow-All as the name of Entries.

Create Filter

Specify the Filter Identity

13.

14.

15.

16.

17.

Name: Allow-All

Description: | optional

Entries:
Match Source Port / Ral
Mame EtherType ARP Flag IP Protocol Only Stateful ———————
Fragmen rom To
|AIIDW-AI1 | Unspecified é:gl_%‘-:;-u: fig Unspecified Unspecified Unspi
I
UPDATE CANCEL

From the EtherType drop-down list, select IP.

Click UPDATE.

Click SUBMIT.

Click UPDATE in the Create Contract Subject window.

Click OK to finish creating the Contract Subject.
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Create Contract o X

Specify ldentity Of Contract

Name: Allow-App-to-Web-Comm

Scope: Tenant -
QoS Class: Unspecified -
Target DSCP: unspecified "

Description: [optional

Subjects: x +

Name Description

Allow-App-to-Web

18. Click SUBMIT to complete creating the Contract.
19. Click SUBMIT to complete adding the Provided Contract.

Consumes Contract in EPG App-A-Web
1. Inthe left pane expand Tenant App-A > Application Profiles > App-A > Application EPGs > EPG App-A-Web.

2. Right-click on Contracts and select Add Consumed Contract.

3. Inthe Add Consumed Contract window, use the drop-down list to select the contract defined in the last step, App-
A/Allow-App-to-Web-Comm.

Add Consumed Contract 6 4

Select a contract

Contract: v
QosS: App-AlAIIow-App-to-We%-igomm -
Contract Label: common/Allow-Common-IB-Mgmt

Subject Label: common/default

' Create Contract

CANCEL

4. Click SUBMIT to complete adding the Consumed Contract.

'ﬁ The communication between Web and App tiers of the application should be enabled now. Customers can use more restrictive con-
tracts to replace the Allow-All contract defined in this example.
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Web-Tier to Shared L3 Out Contract

To enable App-A’s Web VMs to communicate outside the Fabric, Shared L3 Out contract defined in the Common Tenant
will be consumed in the App-A-Web EPG. Complete the following steps to enable traffic rom Web VMs to outside the
fabric:

1. Inthe APIC Advanced GUI, select Tenants > App-A
2. Intheleft pane, expand Tenant App-A > Application Profiles > App-A > Application EPGs > EPG App-A-Web
3. Right-click on Contracts and select Add Consumed Contract.

4. Inthe Add Consumed Contract window, use the drop-down list to select Common/Allow-Shared-L3-Traffic.

Add Consumed Contract o #

Select a contract

Contract: select a value v @'

QoS: App-A/Allow-App-to-Web-Comm -

Contract Label: common/Allow-Common-1B-Mgmt

Subject Label: common/Allow-Shared-L3-Traffic

common/default

Create Contract | SUBMIT CANCEL

5. Click SUBMIT to complete adding the Consumed Contract.

6. Loginto the core Nexus 7000 switch to verify App-A-Web EPG’s subnet (10.10.0.0/24) is being advertised

AQ7-7004-1-ACI# show ip route ospf

IP Route Table for VRF “default"

'*' denotes best ucast next-hop

'#%' denotes best mcast next-hop

'[x/y]’ denotes [preference/metric]
'%<string>' in via output denotes VRF <string>

10.253.253,8/30, ubest/mbest: 1/0

*via 10,253.253,254, Vianl0d, [110/44], 00:00:08, ospf-10, inter
10.253.253.12/30, ubest/mbest: 1/0

*via 10.253.253.254, Vianl0Q, [110/447, ©90:00:11, ospf-10, inter
10.253.254.2/32, ubest/mbest: 1/0

*via 10.253.253.254, Vianl0®, [110/41], 22w2d, ospf-10, intra
AQ7-7004-1-ACI# show ip route ospf
IP Route Table for VRF “"default"
'#' denotes best ucast next-hop
'#%' denotes best mcast next-hop
'[x/y]’ denotes [preference/metric]
‘%<string>' in via output denotes VRF <string>

10.10.0.0/24, ubest/mbest: 2/0
*via 10.253.253.1, Eth3/1.301, [11e/20], W:BO:BZ, ospf-10, nssa type-2
*via 10.253.253.5, Eth3/2.302, [110/20], 00:00:02, ospf-10, nssa type-2
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Configuring L4-L7 Services — Network Only Stitching Mode

This procedure details an ACI L4-L7 VLAN Stitching feature. In this design, a pair of Cisco ASA-5585 firewall devices in a
High Availability configuration is connected to the ACI Fabric. The firewalls are connected to Cisco Nexus 9372 leaf switches
as shown in Figure 11.

Figure 11 — Cisco ASA Physical Connectivity

Cisco ASA 5585

Cisco Nexus 9372
Leaf

Legend

1GbE
10GbE
Port-Channel i)

VLAN Stitching does not make use of device packages therefore ASA devices need to be configured using CLI or ASDM.
However, Cisco ACl fabric will configured as shown in this section to provide the necessary traffic/VLAN “stitching”. The
VLANSs and IP subnet details utilized in this setup are shown in Figure 12.
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Figure 12 — Cisco ASA Logical Connectivity

ASA 5585 Primary
App-A Routed Context

10.10.0.100/24 192.168.245.100/24

Po2.501 Po2.601
B Inside-Pri I Outside-Pri [

Failover Connection

ASA 5585 Sec.
App-A Routed Context

10.10.0.101/24 192.168.245.101/24

I----*-------------ﬂ-

.

BD: bd-App-A-External

VRF: vrf-Common-Outside

Po2.501 Po2.601
B nside-Sec il Outside-Sec |

Nexus-7K

Legend

ASA Inside Path
ASA Outside Path

BD: bd-Common-Outside

Tenant: App-A

Cisco ASA — Sample Configuration

The following configuration is a sample from the ASA devices.

'ﬁ The Cisco ASA configuration below is not complete and is meant to be used only as a reference.

Cisco ASA System Context

interface TenGigabitEthernet0/6

channel-group 2 mode active

interface TenGigabitEthernetQ/7

channel-group 2 mode active

interface Port-channel?2
description To Nexus 9K Leaf

lacp max-bundle 8
|

interface Port-channel2.501
description Inside Interface for Context N1

vlan 501
|

interface Port-channel2?2.601
description Outside Interface for Context N1

vlan 601
|

context N1

allocate-interface Port-channel2?2.501
allocate-interface Port-channel2.601




Configuring L4-L7 Services — Network Only Stitching Mode

config-url diskO:/Nl.cfg
join-failover-group 1
|

Cisco ASA Context for Application App-A

|
interface Port-channel2.501

nameif inside

security-level 100

ip address 10.10.0.100 255.255.255.0 standby 10.10.0.101
|

interface Port-channel2.601

nameif outside

security-level 0
ip address 192.168.249.100 255.255.255.0 standby 192.168.249.101
|

object network Inside-Net

subnet 10.10.0.0 255.255.255.0
!

access-list permit-all extended permit ip any any

access-list outside access in extended permit ip any any
!

object network Inside-Net

nat (any,outside) dynamic interface

|

access-group outside access in in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.249.254 1
!

Create Gateway for ASA Outside interfaces in tenant common
Create Subnet under Bridge Domain
1. In APIC advanced GUI, click on Tenant > Common.
2. Expand Tenant Common > Networking > Bridge Domain > bd-Common-Outside.
3. Right-click on the Subnets and select Create Subnet.

4. Enterthe gateway IP address and subnet and set the scope as shown in the figure below. The GW IP address used in this
validation is 192.168.249.254/24.
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Create Subnet o 4

Specify the Subnet Identity

Gateway IP: 192 168.249.254/24
address/mask

Treat as virtual IP address: []
Make this IP address primary: [

Scope: [ Private to VRF
Advertised Externally
[ Shared between VRFs

Description: | optional

Subnet Control: ND RA Prefix
[ querier 1P
L3 Out for Route Profile: select 5 value

Route Profile: select value

‘ SUBMIT ” CANCEL I

5. Click SUBMIT.

Create Subnet under Bridge Domain

1. Click the Bridge Domain bd-Common-Outside and in the right pane under Policy, select L3 Configurations.

2. Click + to Associate L3 Out.

3. From the drop-down list, select common-7K-Shared and click UPDATE.

Bridge Domain - bd-Common-Qutside i
M Quick Start
4 A Tepant common Qperational Stats Health Faults History

» I Application Profiles Main Advanced/Troubleshooting
4 I Networking
4 I Bridge Domains < i m
b = pd-Common-IB-Mgmt
b &= pd-Common-Outside
» = default

» M VRFs

Properties
Operational Value for Unicast Routing: true
Custom MAC Address: (0;22:8D:F8:19:FF
Virtual MAC Address: Not Configured

» I External Bridged Networks
Subnets:

» I External Routed Networks +
» Il Route Profiles ~ Gateway Address Scope Primary IP Address Virtual IP Subnet Control
» I Protocol Policies 192,168.249.254/24 Advertised Externally False False
Bl L4-L7 Service Parameters
» I Security Policies *
» Il Troubleshoot Policies
» i Monitoring Policies Enforce subnet check for IP learning: O
» M L4-L7 Services EP Move Detection Mode: [ ] GARP based detection
Associated L3 Outs: X +
~ L3 out

ccommon/Nexus-7K-Shared

UPD"&"E CANCEL
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4. Click SUBMIT.

Create Port-Channels for Cisco ASA Devices

This section details setup of port-channels for the Cisco ASA-5585 devices as shown in Figure 11.

1. From the Cisco APIC Advanced GUI, at the top, select Fabric > Inventory.
2. Intheleft pane select Topology and then select Configure.
3. Select ADD SWITCHES.

4. Select the leaf switch the first ASA is attached to. Click ADD SELECTED.

5. Selectthe ports (45 and 46) that are connected the first ASA. On the lower right, click CONFIGURE PC.

6. Name the Policy Group ASA5585-1.

7. Select the appropriate policies as shown in the screenshot.

CONFIGURING PC

ADB-9372-1 (Node-601)

01]o3os|o7 {09 11]13] 15] 17 |EEEIN 23] 25

27
02|o4|os|o0a|10]12] 14 16|18 [ER]F1 24 | 26 [E5]

Port Channel
Policy&roup ASA5585-1 STP Interface Policy:
ame:
Description: Egress Data Plane Policing Policy:

Ingress Data Plane Policing Policy:

Link Level Palicy: 10Gbps-Link - @ Part Channel Policy:
CDP Policy: CDP-Disabled - @ Storm Control Interface Paolicy:
MCP Policy: = L2 Interface Policy
LLDP Policy: LLDP-Disabled - @ Attached Entity Profile:

Port Channel VPC

L2 Interface

L3 M conn. to Fex M selected

[ ]

31 |E5] 35/ 37|39 41| 43 [
3

2|34 35 38| 40| 42| 44 [[]

BPDU-Filter-Guard-Er +

v

-

LACP-Active - @

-

: VLAN-Scope-Global «

é‘\lln -

'ﬁ The STP interface Policy in the figure above is set to BPDU-Filter-Guard-Enabled

8. From the Attached Entity Profile drop-down list, select Create Attachable
9. Name the profile aep-ASA5585. Click + to add a Domain.
10. From the drop-down list, select Create Physical Domain.

11. Inthe Create Physical Domain window, name the Domain pd-ASA558s.

Access Entity Profile.
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12.

13.

14.

15.

16.

From the VLAN Pool drop-down list, select Create VLAN Pool.
In the Create VLAN Pool window, name the VLAN Pool VP-ASA.
Select Static Allocation. Click + to add a VLAN range to the pool.

In the Create Ranges window, input the From and To values for VLANSs to be used for the firewall Inside and Outside
VLANS. Select Static Allocation.

Click OK to complete creating the VLAN range.

Create VLAN Pool om

Specify the Pool identity

Name: vp-ASAS585

k
Description:
Allocation Mode: | Dynamic Allocation [ ETHET BT
Ercap Blocks: X +
VLAN Range Allocation Mode
[501-508] Static Allocation
[601-605] Static Allocation

‘ SUBMIT ” CANCEL I

In this validation, two different ranges of 5 VLANs (total 20 VLANSs) are added to the pool. VLANs 501-505 are to be used to configure
up to 5 tenant context inside interfaces. VLANs 601-605 are to be used for up to 5 tenant context outside interfaces. Customers can
adjust these ranges based on number of tenants.

17.

18.

19.

20.

21.

22.

23.

24.

Click SUBMIT to complete creating the VLAN Pool.

Click SUBMIT to complete creating the Physical Domain.

Click UPDATE.

Click SUBMIT to complete creating the Attachable Access Entity Profile.

Click APPLY CHANGES to complete creating the Port-Channel.

Click OK for the confirmation.

On the second leaf switch, select the ports that are connected the second ASA.

Repeat the above procedure to configure the port-channel to second ASA.
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'ﬁ There is no need to create a new Attached Entity Profile. From the drop-down list, select the aep-ASA5585 configured in the last

step.
e Port Channel VPC L2 Interface
SACRIR S CONFIGURING PC L3 M conn. to Fex M Selected
AQ6-8372-2 (Node-602) Q
01]03)05{o7|0a) 11|13 15|17 [REYFAN 23 25 |2l 20 |31 |EE] 35| 37| 30 41 | 43 |l
02|04 06|08 10] 12|14 16|18 [ELYE5A 24 | 26 [EEY 30| 32 | 34 36| 38 ) 40] 42| 44 ]
Port Channel
Policy Group asa5585-2 STP Interface Policy: BPDU-Filter-Guard-Er + 5]
MName:
Description: Egress Data Plane Policing Policy: -
Ingress Data Plane Paolicing Policy: -
Link Level Palicy: 10Gbas-Link . @ Paort Channel Policy: ACP-Active - @
CDF Policy: CDP-Disabled . @ Storm Control Interface Policy: -
MCP Policy: - L2 Interface Policy: VLAN-Scope-Global « [
LLDP Palicy: LLDP-Disabled - @ Attached Entity Profile: aep-ASAS5585 - @

Create Tenant L4-L7 Device and Service Graph

This section covers L4-L7 Device and Service Graph setup for tenant App-A.

1. From the Cisco APIC Advanced GUI, select Tenants > App-A.
2. Inthe left pane expand Tenant App-A, Application Profiles, Three-Tier-App, Application EPGs, and EPG Web.

Remove the Existing Connectivity through L3 Out

The Shared L3 connectivity configured previously must be removed and replaced by ASA Firewall contracts.

1. Under EPG Web, select Contracts.

2. Right-click on the Allow-Shared-L3-Traffic contract and select Delete to remove this contract association.
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—— B Contracts
I Quick Start
4 2 Tenant App-A
4 M Application Profiles O i
4 & Appa
4 -m;pplicmion EPGs =« Tenant Name Contract Mame Contract Type zr::;ﬂ::e';
' @ EPG App-A-App = Contract Type: Contract
“ ® EPG App-A-Web App-A Allow-App-to-Web-Comm Contract Consumed
Il Domains (VMs and Bare-Metals)
@ Static Bindings (Paths) S 0 Dalm:'mq““f"'a'm Contract Consumed
I Static Bindings (Leaves)
8 Contracts Save as ...
@8 Static EndPoint | Fost...

3. Click YES for the confirmation.
4. Inthe left pane, expand Subnets and select EPG subnet.

5. Under the Properties area, uncheck the check box Advertised Externally. If the Web EPG is connected to the Core-
Services, then keep the option Shared between VRFs selected. Otherwise, select Private to VRF.

.
Subnet - 10.10.0 254/24

I Cuick Start
4 X Tenant App-A
4 I Application Profiles
4 & app-a
4 I Application EPGs
» & EPG App-A-App

S35 4

Properties

4 ® EPG App-A-Web
I Domains (VMs and Bare-Metals)
Il static Bindings (Paths)
I static Bindings (Leaves)
I Ccontracts
I Static EndPoint

4 I subnets

» B 10.10.0.25424
I | 417 Virtual IPs
I 417 IP Address Poal
I L4-L7 Service Parameters

IP Address: 10.10.0.254/24
Treat as virtual IP address: [

Scope

. [¥] Private to VRF
[] Advertised Externally
[] Shared between VRFs

Subnet Control: [] Querier IP

IP Address Pools:

6. Click SUBMIT to complete modifying the subnet.

« Name Start IP

End IP

ﬁ At this point, log into the Nexus 7000 and verify the subnet defined under the EPG has disappeared from the routing table

and is not learnt via OSPF anymore.

Create L4-7 Devices

1. Inthe left pane expand Tenant App-A and L4-L7 Services.

2. Right-click on the L4-L7 Devices and select Create L4-L7 Devices.
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3. Inthe Create L4-L7 Devices window, uncheck the Managed check box.

4. Name the Device ASA5585-<context name>. This deployment uses the ASA5585-N1 as the name.
5. Select the Firewall as Service Type.

6. Forthe Physical Domain, select pd-ASA558s.

7. Select the HA Cluster Mode.

8. Forthe Function Type, select GoTo.

STEP 1 = General

Please select device package and enter connectivity information.

General Device 1
Managed: [
Name: ASAS585-N1

Device Interfaces:

Service Type: Firewall = e
Device Type: VIRTUAL
Physical Domain: pd-ASAS585 - @
Mode: (&) Single Node @ HA Cluster
Function Type: GoTo it
Device 2
Device Interfaces:
MName

9. Under Device 1, Click + to add the Device Interface.
10. Name the Device Interface ASA5585-1-PC.

11. From the drop-down list, select Path Type PC.

12. Select the PCfor the first ASA.

13. Click UPDATE.

14. Under Device 2, click + to add the Device Interface.
15. Name the Device ASA5585-2-PC.

16. From the drop-down list, select Path Type PC.

17. Select the PC for the second ASA.

18. Click UPDATE.
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Device 1
Device Interfaces: x
MName Path
ASAB585-1-PC MNode-601/AS5A5585-1
Device 2
Device Interfaces: X
MName Path
ASAB585-2-PC MNode-602/A5A5585-2
19. Under Cluster, click + to add a Concrete Interface.
20. Name the interface outside.
21. From the drop-down list, select both the ASA-1 and ASA-2 devices.
22. For Encap, input vlan<App-A-outside-VLAN-ID> (Vlan-601).
23. Click UPDATE.
24. Under Cluster, click + to add a second Concrete Interface.
25. Name the interface inside.
26. From the drop-down list, select both the ASA-1 and ASA-2 devices.
27. For Encap, input vlan<App-A-inside-VLAN-ID> (VLAN 501).
28. Click UPDATE.
Cluster
Cluster Interfaces: X +
MName Concrete Interfaces Encap
outside Device1/ASA5585-1-PC Device2/ASA5585-2-PC vlan-801
inside Device1/ASA5585-1-PC, Device2/ASAS585-2-PC vlan-601

‘ {Eﬁj | ‘ CANCEL |
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29. Click FINISH to complete creating the L4-Ly Device.
Create L4-L7 Service Graph Template
1. Right-click L4-L7 Service Graph Templates and select Create L4-L7 Service Graph Template.
2. Inthe Create L4-L7 Service Graph Template window, name the Graph ASA-5585-N1-Context.
3. Make sure Graph Type is set to Create A New One.
4. Dragthe ASA5585-Na Firewall icon to between the two EPGs.
5. Select the Routed Firewall.
Create L4-L7 Service Graph Template o b 4

Drag device clusters to create graph nodes.

s 5 P :
Graph Type: © Create A New One (©) Clone An Existing One

E App-A /ASAS585-N1 (Firewall)

Consumer Provider
Drag
i : C :::::: - @
ASAS5585-N1

N1
Please drag a device from devices table and drop it here to create a service node.

ASA5585-N1 Information
Firewall: @ Routed © Transparent

SUU&,’ CANCEL

6. Click SUBMIT to complete creating the Service Graph Template.

Apply Service Graph Template
7. Inthe left, expand L4-L7 Service Graph Templates and select the ASA5585-N1 Template.

8. Right-click the ASA-App-A-Context Template and select Apply L4-L7 Service Graph Template.

4 MW L4-L7 Services
4 MW L4-L7 Service Graph Templates

b * ASA5585-""
@ Apply L4-L7 Service Graph Template

v

Il Router config)
B Function Profi Edit L4-L7 Service Graph Template

v

B L4-L7 Device: B Delete

v

v

[} Imported Devi E3 Remove Related Objects Of Graph Template

v

I Devices Sele¢ Save as ...

v

I Deployed Gra
I Deployed Devices

Post ...

v

9. Inthe Apply L4-L7 Service Graph Template to EPGs window, from the Consumer EPG drop-down list, select com-
mon/Nexus-7K-Shared/epg-Default-Route.
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10. From the Provider EPG drop-down list, select App-A/App-Alepg-App-A-Web.

'ﬁ These EPG selections place the firewall between the Shared-L3-Out and App-A Web EPGs.

11. Under Contract Information, leave Create A New Contract selected and name the contract Allow-ASA-Traffic.

Apply L4-L7 Service Graph Template To EPGs

STEP 1 > Contract 1. Contract

Config A Contract Between EPGs
EPGs Information

Consumer EPG / External Network: common/Nexus-7K-Shared/epg-1 « 3 Provider EPG / External Network: App-A/App-A/epg-App-A-Web  « [ >

Contract Information

Contract: @ Create A New Contract (©) Choose An Existing Contract Subject

Contract Name: Allow-ASA-Traffic|

Nao Filter (Allow All Traffic):

12. Click NEXT.

13. Under Consumer Connector, from the BD drop-down list, select common/bd-Common-Outside.
14. Under Consumer Connector, from the Cluster Interface drop-down list, select outside.

15. Under Provider Connector, from the BD drop-down list, select App-A/bd-App-A-External.

16. Under Provider Connector, from the Cluster Interface drop-down list, select inside.
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Apply L4-L7 Service Graph Template To EPGs o X

STEP 2 > Graph 1. Contract 2. Graph
Config A Service Graph
O Consumer Provider
= Ed
— EPG c — B
== App-A JASA5585-N1 (Firewall) =
ASAS5585-N1
Default-Route App-A-Web
N1
ASAB585-N1 Information
Firewall: routed
Consumer Conneclor
Type: @ General () Route Peering
BD: common/bd-Common-Outside - @
I Bﬂaﬁi Domain that connects the two devices
Cluster Interface: outside - @
Provider Cannector
Type: @ General © Route Peering
BD: App-A/bd-App-A-External - @
The Bridge Domain that connects the two devices
Cluster Interface: |nside - @
| PREVIOUS ” ” CANCEL I

17. Click FINISH to compete applying the Service Graph Template.

18. Inthe left pane expand Deployed Graph Instances and Allow-ASA-Traffic-ASA5585-N1.

19. Select Function Node — N1.

20. Verify that the Function Connectors display values for Encap and interfaces.

Function Node - N1

(o 4

Properties
Name: N1
Function Type: GoTo
Devices: ASA5585-N1

-

Cluster Interfaces: ~ Name Concrete Interfaces Encap
inside ASA5585-N1_Device 1/[ASA5585-1-PC], ASA5585-N1_Device 2/[ASA5585-2-PC] vlan-601
outside ASA5585-N1_Device 1/[ASA5585-1-PC], ASA5585-N1_Device 2/[ASA5585-2-PC] vlan-601

Function Connectors: ~ Name Encap Class ID
consumer vlan-601 16388
provider vlan-601 16389

21. For VMs with interfaces in the Web EPG, set the default gateway to the ASA’s inside interface IP (10.10.0.100/24).

1

History
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22. The ASA in this deployment was configured to NAT all the Web tier traffic to ASA’s outside interface IP address

23. Log into the Nexus 7000 and verify the 192.168.249.0/24 subnet is not being advertised from the leaf switches.

A07-7004-1-ACI# show ip route 192.168.249.0/24
IP Route Table for VRF "default"

'*' denotes best ucast next-hop
denotes best mcast next-hop
'[x/y]"' denotes

'$<string>'

T %

[preference/metric]
in via output denotes VRF <string>

192.168.249.0/24, ubest/mbest: 2/0
*via 10.253.253.1, Eth3/1.301,

[110/20], 4dl7h, ospf-10,
*via 10.253.253.5, Eth3/2.302,

nssa type-2
[110/20], 4d17h, ospf-10,

nssa type-2
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