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interconnect supports multiple traffic classes over a lossless Ethernet fabric from the server through the 

fabric interconnect. Significant TCO savings can be achieved with an FCoE optimized server design in which 

network interface cards (NICs), host bus adapters (HBAs), cables, and switches can be consolidated. 

The Cisco UCS 6332 32-Port Fabric Interconnect is a 1-rack-unit (1RU) Gigabit Ethernet, and FCoE switch 

offering up to 2.56 Tbps throughput and up to 32 ports. The switch has 32 fixed 40-Gbps Ethernet and FCoE 

ports. 

Both the Cisco UCS 6332UP 32-Port Fabric Interconnect and the Cisco UCS 6332 16-UP 40-Port Fabric 

Interconnect have ports that can be configured for the breakout feature that supports connectivity between 

40 Gigabit Ethernet ports and 10 Gigabit Ethernet ports. This feature provides backward compatibility to 

existing hardware that supports 10 Gigabit Ethernet. A 40 Gigabit Ethernet port can be used as four 10 

Gigabit Ethernet ports. Using a 40 Gigabit Ethernet SFP, these ports on a Cisco UCS 6300 Series Fabric 

Interconnect can connect to another fabric interconnect that has four 10 Gigabit Ethernet SFPs. The breakout 

feature can be configured on ports 1 to 12 and ports 15 to 26 on the Cisco UCS 6332UP fabric interconnect. 

Ports 17 to 34 on the Cisco UCS 6332 16-UP fabric interconnect support the breakout feature. 

Cisco Nexus 9332PQ Switch  

The Cisco Nexus® 9000 Series Switches include both modular and fixed-port switches that are designed to 

overcome these challenges with a flexible, agile, low-cost, application-centric infrastructure. 

Figure 5 Cisco 9332PQ  

 

The Cisco Nexus 9300 platform consists of fixed-port switches designed for top-of-rack (ToR) and middle-

of-row (MoR) deployment in data centers that support enterprise applications, service provider hosting, and 

cloud computing environments. They are Layer 2 and 3 nonblocking 10 and 40 Gigabit Ethernet switches 

with up to 2.56 terabits per second (Tbps) of internal bandwidth. 

The Cisco Nexus 9332PQ Switch is a 1-rack-unit (1RU) switch that supports 2.56 Tbps of bandwidth and 

over 720 million packets per second (mpps) across thirty-two 40-Gbps Enhanced QSFP+ ports 

All the Cisco Nexus 9300 platform switches use dual- core 2.5-GHz x86 CPUs with 64-GB solid-state disk 

(SSD) drives and 16 GB of memory for enhanced network performance. 

With the Cisco Nexus 9000 Series, organizations can quickly and easily upgrade existing data centers to 

carry 40 Gigabit Ethernet to the aggregation layer or to the spine (in a leaf-and-spine configuration) through 

advanced and cost-effective optics that enable the use of existing 10 Gigabit Ethernet fiber (a pair of 

multimode fiber strands).  

Cisco provides two modes of operation for the Cisco Nexus 9000 Series. Organizations can use Cisco® NX-

OS Software to deploy the Cisco Nexus 9000 Series in standard Cisco Nexus switch environments. 

Organizations also can use a hardware infrastructure that is ready to support Cisco Application Centric 

Infrastructure (Cisco ACI ) to take full advantage of an automated, policy-based, systems management 

approach. 
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Cisco UCS Manager 

Cisco UCS® Manager (Figure 6) provides unified, embedded management of all software and hardware 

components of the Cisco Unified Computing System  (Cisco UCS) across multiple chassis, rack servers and 

thousands of virtual machines. It supports all Cisco UCS product models, including Cisco UCS B-Series 

Blade Servers, C-Series Rack Servers, and Cisco UCS Mini, as well as the associated storage resources and 

networks. Cisco UCS Manager is embedded on a pair of Cisco UCS 6300 or 6200 Series Fabric 

Interconnects using a clustered, active-standby configuration for high availability. The manager participates 

in server provisioning, device discovery, inventory, configuration, diagnostics, monitoring, fault detection, 

auditing, and statistics collection. 

Figure 6 Cisco UCS Manager 

 

An instance of Cisco UCS Manager with all Cisco UCS components managed by it forms a Cisco UCS 

domain, which can include up to 160 servers. In addition to provisioning Cisco UCS resources, this 

infrastructure management software provides a model-based foundation for streamlining the day-to-day 

processes of updating, monitoring, and managing computing resources, local storage, storage connections, 

and network connections. By enabling better automation of processes, Cisco UCS Manager allows IT 

organizations to achieve greater agility and scale in their infrastructure operations while reducing complexity 

and risk. The manager provides flexible role- and policy-based management using service profiles and 

templates. 

Cisco UCS Manager manages Cisco UCS systems through an intuitive HTML 5 or Java user interface and a 

command-line interface (CLI). It can register with Cisco UCS Central Software in a multi-domain Cisco UCS 

environment, enabling centralized management of distributed systems scaling to thousands of servers. Cisco 

UCS Manager can be integrated with Cisco UCS Director to facilitate orchestration and to provide support 

for converged infrastructure and Infrastructure as a Service (IaaS). 

The Cisco UCS XML API provides comprehensive access to all Cisco UCS Manager functions. The API 

provides Cisco UCS system visibility to higher-level systems management tools from independent software 

vendors (ISVs) such as VMware, Microsoft, and Splunk as well as tools from BMC, CA, HP, IBM, and others. 

ISVs and in-house developers can use the XML API to enhance the value of the Cisco UCS platform 

according to their unique requirements. Cisco UCS PowerTool for Cisco UCS Manager and the Python 

Software Development Kit (SDK) help automate and manage configurations within Cisco UCS Manager. 
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Solution Design  

Deployment Architecture  
The reference architecture use case provides a comprehensive, end-to-end example of deploying Scality 

object storage on Cisco UCS S3260 (Figure 8).  

The first section in this Cisco Validated Design covers setting up the Cisco UCS hardware; the Cisco UCS 

6332 Fabric Interconnects (Cisco UCS Manager), Cisco UCS S3260 Storage servers, Cisco UCS C220 M4 

Rack Servers, and the peripherals like Cisco Nexus 9332 switches. The second section explains the step-

by-step installation instructions to install Scality RING. The final section includes the functional and High 

Availability tests on the test bed, performance, and the best practices evolved while validating the solution. 

Figure 8 Cisco UCS SDS Architecture  
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Solution Overview  
The current solution based on Cisco UCS and Scality object Storage is divided into multiple sections and 

covers three main aspects. 

Hardware Requirements  

This CVD describes the architecture, design and deployment of a Scality object Storage solution on six Cisco 

UCS S3260 Storage Server, each with two Cisco UCS C3X60 M4 nodes configured as Storage servers and 

3 Cisco UCS C220 M4S Rack servers as three Connector nodes and one Supervisor node. The whole 

solution is connected to the pair of Cisco UCS 6332 Fabric Interconnects and to pair of upstream network 

switch Cisco Nexus 9332PQ. 

The detailed configuration is as follows: 
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The connectivity of the solution is based on 40 Gbit. All components are connected together via 40 QSFP 

cables. Between both Cisco Nexus 9332PQ switches are 2 x 40 Gbit cabling. Each Cisco UCS 6332 Fabric 

Interconnect is connected via 2 x 40 Gbit to each Cisco UCS 9332PQ switch. And each Cisco UCS C220 

M4S is connected via 1 x 40 Gbit and each Cisco UCS S3260 M4 server is connected with 2 x 40 Gbit cable 

to each Fabric Interconnect. 
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Figure 10  Physical Cabling of the Solution  

  

The exact cabling for the Cisco UCS S3260 Storage Server, Cisco UCS C220 M4S, and the Cisco UCS 6332 

Fabric Interconnect is illustrated in Table 3  . 
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Table 3   Cabling Information 
Local Device  Local 

Port  
Connection  Remote Device  Remote 

Port  
Cable  

Cisco Nexus 
9332              
Switch A  

Eth1/1 40GbE Cisco Nexus 9372 

Switch B 

Eth1/1 QSFP-H40G-CU1M 

Eth1/2 40GbE Cisco Nexus 9372 

Switch B 

Eth1/2 QSFP-H40G-CU1M 

Eth1/17 40GbE Cisco UCS Fabric Inter-

connect A 

Eth1/17 QSFP-H40G-CU1M 

Eth1/18 40GbE Cisco UCS Fabric Inter-

connect B 

Eth1/17 QSFP-H40G-CU1M 

Eth1/23 40GbE Top of Rack (Upstream 

Network) 

Any QSFP+ 4SFP10G 

MGMT0 1GbE Top of Rack (Manage-

ment) 

Any 1G RJ45 

Cisco Nexus 
9332              
Switch B  

Eth1/1 40GbE Cisco Nexus 9372 

Switch B 

Eth1/1 QSFP-H40G-CU1M 

Eth1/2 40GbE Cisco Nexus 9372 

Switch B 

Eth1/2 QSFP-H40G-CU1M 

Eth1/17 40GbE Cisco UCS Fabric Inter-

connect A 

Eth1/18 QSFP-H40G-CU1M 

Eth1/18 40GbE Cisco UCS Fabric Inter-

connect B 

Eth1/18 QSFP-H40G-CU1M 

Eth1/23 40GbE Top of Rack (Upstream 

Network) 

Any QSFP+ 4SFP10G 

MGMT0 1GbE Top of Rack (Manage-

ment) 

Any 1G RJ45 

Cisco UCS 
6332                           
Fabric Inte r-
connect A  

Eth1/1 40GbE S3260 Chassis 1 - SIOC 

1 (right) 

port 1 QSFP-H40G-CU3M 

Eth1/2 40GbE S3260 Chassis 1 - SIOC 

2 (left) 

port 1 QSFP-H40G-CU3M 
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Local Device  Local 
Port  

Connection  Remote Device  Remote 
Port  

Cable  

Eth1/3 40GbE S3260 Chassis 2 - SIOC 

1 (right) 

port 1 QSFP-H40G-CU3M 

Eth1/4 40GbE S3260 Chassis 2 - SIOC 

2 (left) 

port 1 QSFP-H40G-CU3M 

Eth1/5 40GbE S3260 Chassis 3 - SIOC 

1 (right) 

port 1 QSFP-H40G-CU3M 

Eth1/6 40GbE S3260 Chassis 3 - SIOC 

2 (left) 

port 1 QSFP-H40G-CU3M 

Eth1/7 40GbE S3260 Chassis 4 - SIOC 

1 (right) 

port 1 QSFP-H40G-CU3M 

Eth1/8 40GbE S3260 Chassis 4 - SIOC 

2 (left) 

port 1 QSFP-H40G-CU3M 

Eth1/9 40GbE S3260 Chassis 5 - SIOC 

1 (right) 

port 1 QSFP-H40G-CU3M 

Eth1/10 40GbE S3260 Chassis 5 - SIOC 

2 (left) 

port 1 QSFP-H40G-CU3M 

Eth1/11 40GbE S3260 Chassis 6 - SIOC 

1 (right) 

port 1 QSFP-H40G-CU3M 

Eth1/12 40GbE S3260 Chassis 6 - SIOC 

2 (left) 

port 1 QSFP-H40G-CU3M 

Eth1/17 40GbE C220 M4S - Server1  - 

VIC1387 

VIC - 

Port 1 

QSFP-H40G-CU1M 

Eth1/18 40GbE C240 M4S - Server2  - 

VIC1387 

VIC - 

Port 1 

QSFP-H40G-CU1M 

Eth1/19 40GbE C240 M4S - Server3  - 

VIC1387 

VIC - 

Port 1 

QSFP-H40G-CU1M 

Eth1/20 40GbE C240 M4S - Server4  - 

VIC1387 

VIC - 

Port 1 

QSFP-H40G-CU1M 



Solution Design 
 
 

26 
 

Local Device  Local 
Port  

Connection  Remote Device  Remote 
Port  

Cable  

Eth1/25 40GbE Nexus 9332 A Eth 1/25 QSFP-H40G-CU1M 

Eth1/26 40GbE Nexus 9332 B Eth 1/25 QSFP-H40G-CU1M 

MGMT0 40GbE Top of Rack (Manage-

ment) 

Any 1G RJ45 

L1 1GbE UCS 6332 Fabric Inter-

connect B 

L1 1G RJ45 

L2 1GbE UCS 6332 Fabric Inter-

connect B 

L2 1G RJ45 

Cisco UCS 
6332                           
Fabric Inte r-
connect B  

Eth1/1 40GbE S3260 Chassis 1 - SIOC 

1 (right) 

port 2 QSFP-H40G-CU3M 

Eth1/2 40GbE S3260 Chassis 1 - SIOC 

2 (left) 

port 2 QSFP-H40G-CU3M 

Eth1/3 40GbE S3260 Chassis 2 - SIOC 

1 (right) 

port 2 QSFP-H40G-CU3M 

Eth1/4 40GbE S3260 Chassis 2 - SIOC 

2 (left) 

port 2 QSFP-H40G-CU3M 

Eth1/5 40GbE S3260 Chassis 3 - SIOC 

1 (right) 

port 2 QSFP-H40G-CU3M 

Eth1/6 40GbE S3260 Chassis 3 - SIOC 

2 (left) 

port 2 QSFP-H40G-CU3M 

Eth1/7 40GbE S3260 Chassis 4 - SIOC 

1 (right) 

port 2 QSFP-H40G-CU3M 

Eth1/8 40GbE S3260 Chassis 4 - SIOC 

2 (left) 

port 2 QSFP-H40G-CU3M 

Eth1/9 40GbE S3260 Chassis 5 - SIOC 

1 (right) 

port 2 QSFP-H40G-CU3M 

Eth1/10 40GbE S3260 Chassis 5 - SIOC 

2 (left) 

port 2 QSFP-H40G-CU3M 
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Local Device  Local 
Port  

Connection  Remote Device  Remote 
Port  

Cable  

Eth1/11 40GbE S3260 Chassis 6 - SIOC 

1 (right) 

port 2 QSFP-H40G-CU3M 

Eth1/12 40GbE S3260 Chassis 6 - SIOC 

2 (left) 

port 2 QSFP-H40G-CU3M 

Eth1/17 40GbE C220 M4S - Server1  - 

VIC1387 

VIC - 

Port 2 

QSFP-H40G-CU1M 

Eth1/18 40GbE C240 M4S - Server2  - 

VIC1387 

VIC - 

Port 2 

QSFP-H40G-CU1M 

Eth1/19 40GbE C240 M4S - Server3  - 

VIC1387 

VIC - 

Port 2 

QSFP-H40G-CU1M 

Eth1/20 40GbE C240 M4S - Server4  - 

VIC1387 

VIC - 

Port 2 

QSFP-H40G-CU1M 

Eth1/25 40GbE Nexus 9332 A Eth 1/26 QSFP-H40G-CU1M 

Eth1/26 40GbE Nexus 9332 B Eth 1/26 QSFP-H40G-CU1M 

MGMT0 40GbE Top of Rack (Manage-

ment) 

Any 1G RJ45 

L1 1GbE UCS 6332 Fabric Inter-

connect A 

L1 1G RJ45 

L2 1GbE UCS 6332 Fabric Inter-

connect A 

L2 1G RJ45 
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Figure 11  Network Layout of the Solution  
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10. Enter the cluster name UCS-FI - 6332  for the system name. 

11. Enter the Mgmt0 IPv4 address. 

12. Enter the Mgmt0 IPv4 netmask. 

13. Enter the IPv4 address of the default gateway. 

14. Enter the cluster IPv4 address. 

15. To configure DNS, answer y . 

16. Enter the DNS IPv4 address. 

17. Answer y  to set up the default domain name. 

18. Enter the default domain name.  

19. Review the settings that were printed to the console, and if they are correct, answer yes  to save the 

configuration.  

20. Wait for the login prompt to make sure the configuration has been saved.  

Example Setup for Fabric Interconnect A  
           ----  Basic System Configuration Dialog ----   

 

  This setup utility will guide you through the basic configuration of  

  the system.  Only minimal configuration including IP connectivity to  

  the Fabric interconnect and its clustering mode is performed through these 
steps.  

 

  Type Ctrl - C at any time to abort configuration and reboot system.  

  To back track or make modifications to al ready entered values,  

  complete input till end of section and answer no when prompted  

  to apply configuration.  

 

  Enter the configuration method. (console/gui) ? console   

  Enter the setup mode; setup newly or restore from backup. (setup/restore) ? 
setup   

  You have chosen to setup a new Fabric interconnect. Continue? (y/n): y   

  Enforce strong password? (y/n) [y]: n  
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  Enter the password for "admin":  

  Confirm the password for "admin":  

  Is this Fabric interconnect part of a cluster(select 'no' fo r standalone)? 
(yes/no) [n]: yes   

  Enter the switch fabric (A/B): A  

  Enter the system name:   UCS- FI - 6332   

  Physical Switch Mgmt0 IP address : 192.168.10.101   

  Physical Switch Mgmt0 IPv4 netmask : 255.255.255.0   

  IPv4 address of the default gateway : 192.168.10.1   

  Cluster IPv4 address : 192.168.10.100   

  Configure the DNS Server IP address? (yes/no) [n]: no  

  Configure the default domain name? (yes/no) [n]: no  

  Join centralized management environment (UCS Central)? (yes/no) [n]: no  

 

  Following configurations will be applied:  

 

    Switch Fabric=A  

    System Name=  UCS- FI - 6332  

    Enforced Strong Password=no  

    Physical Switch Mgmt0 IP Address=1 92. 168.10.10 1  

    Physical Switch Mgmt0 IP Netmask=255.255.255.0  

    Default Gateway=1 92.168.10 .1  

    Ipv6 value=0   

 

    Cluster Enabled=yes  

    Cluster IP Address=1 92.168.10.100   

    NOTE: Cluster IP will be configured only after both Fabric Interconnects are 
initialized.  

          UCSM will be functional only after peer FI is configured  in clustering 
mode.  

 

  Apply and save the configuration (select 'no' if you want to re - enter)? 
(yes/no): yes   
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  Applying configuration. Please wait.  

 Configuration file -  Ok  

 

Cisco UCS 6300 Series Fabric Interconnect  

UCS- FI - 6332 - A login:  

Configure Fabric Interconnect  B 

1. Connect to the console port on the second Cisco UCS 6332 Fabric Interconnect. 

2. When prompted to enter the configuration method, enter console  to continue. 

3. The installer detects the presence of the partner Fabric Interconnect and adds this fabric interconnect to 

the cluster. Enter y  to continue the installation.  

4. Enter the admin password that was configured for the first Fabric Interconnect. 

5. Enter the Mgmt0 IPv4 address. 

6. Answer yes  to save the configuration. 

7. Wait for the login prompt to confirm that the configuration has been saved.  

Example Setup for Fabric Interconnect B  
           ----  Basic System Configuration Dialog ----   

 

  This setup utility will guide you through the basic configuration of  

  the system. Only minimal configuration including IP connectivity to  

  the Fabric interconnect and its clustering mode is performed through these 
steps.  

 

  Type Ctrl - C at any time t o abort configuration and reboot system.  

  To back track or make modifications to already entered values,  

  complete input till end of section and answer no when prompted  

  to apply configuration.  

 

  Enter the configuration method. (console/gui) ? cons ole   
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  Installer has detected the presence of a peer Fabric interconnect. This Fabric 
interconnect will be added to the cluster. Continue (y/n) ? y   

 

  Enter the admin password of the peer Fabric interconnect:  

    Connecting to peer Fabric interconnect.. . done  

    Retrieving config from peer Fabric interconnect... done  

    Peer Fabric interconnect Mgmt0 IPv4 Address: 1 92.168.10.101   

    Peer Fabric interconnect Mgmt0 IPv4 Netmask: 255.255.255.0  

    Cluster IPv4 address           : 1 92.168.10.100   

 

    Peer FI is IPv4 Cluster enabled. Please Provide Local Fabric Interconnect 
Mgmt0 IPv4 Address  

  Physical Switch Mgmt0 IP address : 192.168.10.102   

 

  Apply and save the configuration (select 'no' if you want to re - enter)? 
(yes/no): yes   

  Applying conf iguration. Please wait.  

  Configuration file -  Ok  

 

Cisco UCS 6300 Series Fabric Interconnect  

UCS- FI - 6332 - B login:  

Logging into Cisco UCS Manager  

To login to Cisco UCS Manager, complete the following steps: 

1. Open a Web browser and navigate to the Cisco UCS 6332 Fabric Interconnect cluster address. 

2. Click the Launch link to download the Cisco UCS Manager software. 

3. If prompted to accept security certificates, accept as necessary. 

4. Click Launch UCS Manager HTML. 

5. When prompted, enter admin  for the username and enter the administrative password. 

6. Click Login to log in to the Cisco UCS Manager.  

Configure NTP Server  

This section describes how to configure the NTP server for the Cisco UCS environment. 
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1. Select Admin  tab on the left site. 

2. Select Time Zone Management. 

3. Select Time Zone . 

4. Under Properties  select your time zone. 

5. Select Add NTP Server. 

6. Enter the IP address of the NTP server. 

7. Select OK. 

Figure 12  Adding a NTP server -  Summary 

 

Initial Base Setup of the Environment  

Configure Global Policies  

This section describes how to configure the global policies. 

1. Select the Equipment  tab on the left site of the window. 

2. Select Policies  on the right site. 

3. Select Global Policies. 

4. Under Chassis/FEX Discovery Policy select Platform Max under Action. 

5. Select 40G under Backplane Speed Preference. 
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6. Under Rack Server Discovery Policy select Immediate  under Action. 

7. Under Rack Management Connection Policy select Auto Acknowledged  under Action. 

8. Under Power Policy select Redundancy N+1. 

9. Under Global Power Allocation Policy select Policy Driven . 

10. Select Save Changes. 

Figure 13  Configuration of Global Policies  
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Label Each Server for Identification  

To label each server (provides better identification), complete the following steps: 

1. Select the Equipment  tab on the left site. 

2. Select Chassis > Chassis 1 > Server 1. 

3. In the Properties  section on the right go to User Label  and add Storage - Node1 to the field. 

4. Repeat the previous steps for Server 2  of Chassis 1  and for all other servers of Chassis 2  6 accord-

ing to Table 2. 

5. Go to Servers > Rack - Mounts > Servers >  and repeat the step for all servers according to Table 4  

. 

Table 4   Server Label 
Server  Name  

Chassis 1 / Server 1 Storage-Node1 

Chassis 1 / Server 2 Storage-Node2 

Chassis 1 / Server 3 Storage-Node3 

Chassis 1 / Server 4 Storage-Node4 

Chassis 1 / Server 5 Storage-Node5 

Chassis 1 / Server 6 Storage-Node6 

Chassis 1 / Server 7 Storage-Node7 

Chassis 1 / Server 8 Storage-Node8 

Chassis 1 / Server 9 Storage-Node9 

Chassis 1 / Server 10 Storage-Node10 

Chassis 1 / Server 11 Storage-Node11 

Chassis 1 / Server 12 Storage-Node12 

Rack-Mount / Server 1 Supervisor 

Rack-Mount / Server 2 Connector-Node1 

Rack-Mount / Server 3 Connector-Node2 

Rack-Mount / Server 4 Connector-Node3 
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Figure 15  Labeling of Rack Servers 

 

Create KVM IP Pool 

To create a KVM IP Pool, complete the following steps: 

1. Select the LAN tab on the left site. 

2. Go to LAN > Pools > root > IP Pools > IP Pool ext-mgmt. 

3. Right-click Create Block of IPv4 Addresses. 

4. Enter an IP Address in the From field. 

5. Enter Size  20. 

6. Enter your Subnet Mask . 

7. Fill in your Default Gateway . 

8. Enter your Primary DNS  and Secondary DNS  if needed. 

9. Click OK. 

  



Deployment Hardware and Software 
 
 

39 
 

Figure 16  Create Block of IPv4 Addresses  

 

Create MAC Pool  

To create a MAC Pool, complete the following  steps: 

1. Select the LAN tab on the left site. 

2. Go to LAN > Pools > root > Mac Pools and right-click Create MAC Pool . 

3. Type in UCS-- MAC- Pools  for Name. 

4. (Optional) Enter a Description  of the MAC Pool. 

5. Set Assignment Order as Sequential. 

Figure 17  Create MAC Pool 
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6. Click Next . 

7. Click Add. 

8. Specify a starting MAC address. 

9. Specify a size of the MAC address pool, which is sufficient to support the available server resources, for 

example, 100. 

Figure 18  Create a Block of MAC Addresses  

 

10. Click OK. 

11. Click Finish . 

Create UUID Pool 

To create a UUID Pool, complete the following steps: 

1. Select the Servers  tab on the left site. 

2. Go to Servers > Pools > root > UUID Suffix Pools and right-click Create UUID Suffix Pool . 

3. Type in UCS- UUID- Pools  for Name. 

4. (Optional) Enter a Description  of the MAC Pool. 

5. Set Assignment Order to Sequential  and click Next. 
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Figure 19  Create UUID Suffix Pool 

 

6. Click Add. 

7. Specify a starting UUID Suffix. 

8. Specify a size of the UUID suffix pool, which is sufficient to support the available server resources, for 

example, 25. 

Figure 20  Create a Block of UUID Suffixes 

 

9. Click OK. 

10. Click Finish  and then OK. 

Create VLANs 

As mentioned previously, it is important to separate the network traffic with VLANs for Storage-Management 

traffic and Storage-Cluster traffic, External traffic, and Client traffic (optional). Table 5  lists the configured 

VLANs.  
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 Note: Client traffic is optional. We used Client traffic, to validate the functionality of NFS & S3 connectors.  

Table 5   VLAN Configurations 
VLAN Name  Function  

10 Storage-Management Storage Management traffic for Supervisor, Connector 

& Storage Nodes 

20 Storage-Cluster Storage Cluster traffic for Supervisor, Connector & 

Storage Nodes  

30 Client-Network 

(optional) 

Client traffic for Connector & Storage Nodes 

79 External-Network External Public Network for all UCS Servers 

 

To configure VLANs in the Cisco UCS Manager GUI, complete the following steps: 

1. Select LAN in the left pane in the Cisco UCS Manager GUI. 

2. Select LAN > LAN Cloud > VLANs and right-click Create VLANs . 

3. Enter Storage-Management for the VLAN Name. 

4. Keep Multicast Policy Name as <not set>. 

5. Select Common/Global  for Public. 

6. Enter 10 in the VLAN IDs  field. 

7. Click OK and then Finish . 
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Figure 21  Create a VLAN 

  

8. Repeat the steps for the rest of the VLANs Storage-Cluster, Client Network, and External-Network. 

Enable CDP 

To enable Network Control Policies, complete the following steps: 

1. Select the LAN tab in the left pane of the Cisco UCS Manager GUI. 

2. Go to LAN > Policies > root > Network Control Policies and right-click Create Network - Control Policy . 

3. Type in Enable - CDP in the Name field. 

4. (Optional) Enter a description in the Description  field. 

5. Click Enabled  under CDP. 

6. Click All Hosts VLANs under MAC Register Mode. 

7. Leave everything else untouched and click OK. 

8. Click OK. 
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Figure 22  Create a Network Control Policy  

  

QoS System Class 

To create a Quality of Service System Class, complete the following steps: 

1. Select the LAN tab in the left pane of the Cisco UCS Manager GUI. 

2. Go to LAN > LAN Cloud > QoS System Class. 

3. Enable Priority Platinum & Gold and set Weight  10 & 9 respectively and MTU to 9216 and Best Effort 

MTU as 9216 . 

4. Set Fibre Channel Weight to None . 

5. Click Save Changes  and then OK. 
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Figure 23  QoS System Class 

  

QoS Policy Setup  

Based on the previous QoS System Class, setup a QoS Policy with the following configuration: 

1. Select the LAN tab in the left pane of the Cisco UCS Manager GUI. 

2. Go to LAN > Policies > root > QoS Policies and right-click Create QoS Policy . 

3. Type in Storage - Mgmt in the Name field. 

4. Set Priority  as platinum  and leave everything else unchanged. 

5. Click OK and then OK. 

Figure 24  QoS Policy Setup 

  

6. Repeat the steps to create Qos Policy for Storage-Cluster and Set Priority as Gold. 
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vNIC Template Setup  

Based on the previous section, creating VLANs, the next step is to create the appropriate vNIC templates. 

For Scality Storage we need to create four different vNICs, depending on the role of the server. Table 6   

provides an overview of the configuration. 

Table 6   vNIC Table 
Name  vNIC 

Name  
Fabric 
Interconnect  

Failover  VLAN MTU 
Size 

MAC Pool  Network 
Control Policy  

Storage -
Mgmt  

Storage-

Mgmt 

A Yes Storage-

Mgmt  10 

9000 UCS-

MAC-

Pools 

Enable-CDP 

Storage -
Cluster  

Storage-

Cluster 

B Yes Storage-

Cluster - 20 

9000 UCS-

MAC-

Pools 

Enable-CDP 

Client -
Network  

Client-

Network 

A Yes Client-

Network  

30 

1500 UCS-

MAC-

Pools 

Enable-CDP 

External -
Mgmt  

External-

Mgmt 

A Yes External-

Mgmt -79 

1500 UCS-

MAC-

Pools 

Enable-CDP 

 

To create the appropriate vNICs, complete the following steps: 

1. Select the LAN tab in the left pane of the Cisco UCS Manager GUI. 

2. Go to LAN > Policies > root > vNIC Templates and right-click Create  vNIC Template . 

3. Type in Storage - Mgmt in the Name field. 

4. (Optional) Enter a description in the Description  field. 

5. Click Fabric A as Fabric ID and enable failover. 

6. Select default  as VLANs and click Native  VLAN. 

7. Select UCS- MAC- Pools  as MAC Pool. 

8. Select Storage - Mgmt as QoS Policy. 

9. Select Enable-CDP as Network Control Policy. 

10. Click OK and then OK. 
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Figure 25  Setup the vNIC Template for Storage - Mgmt vNIC 

 

11. Repeat the steps for the vNICs Storage-Cluster, Client-NIC and External-Mgmt. Make sure you select 

the correct Fabric ID, VLAN and MTU size according to Table 6  . 
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Ethernet Adapter Policy Setup   

By default, Cisco UCS provides a set of Ethernet adapter policies. These policies include the recommended 

settings for each supported server operating system. Operating systems are sensitive to the settings in these 

policies. 

 Note: Cisco UCS best practice is to enable Jumbo Frames MTU 9000 for any Storage facing Networks 
(Storage- Mgmt & Storage - Cluster). Enabling jumbo frames on specific interfaces, guarantees 39Gb/s 
bandwidth on the Cisco UCS fabric. For Jumbo Frames MTU9000, y ou can use default Ethernet Adapter 
Policy predefined as Linux.  

If the customer deployment scenarios only supports only MTU1500, you can still modify the Ethernet Adapter 

policy resources Tx & Rx queues to guarantee 39Gb/s bandwidth.  

To create a specific adapter policy for Red Hat Enterprise Linux, complete the following steps: 

1. Select the Server  tab in the left pane of the Cisco UCS Manager GUI. 

2. Go to Servers > Policies > root > Adapter Policies and right-click Create Ethernet Adapter Policy. 

3. Type in RHEL in the Name field. 

4. (Optional) Enter a description in the Description  field. 

5. Under Resources  type in the following values: 

a. Transmit Queues: 8 

b. Ring Size: 4096  

c. Receive Queues: 8 

d. Ring Size: 4096  

e. Completion Queues: 16 

f. Interrupts: 32 

6. Under Options enable Receive Side Scaling (RSS). 

7. Click OK and then OK. 
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Figure 26  Adapter Policy for RHEL 

 

Boot Policy Setup  

To create a Boot Policy, complete the following steps: 

1. Select the Servers  tab in the left pane. 

2. Go to Servers > Policies > root > Boot Policies and right-click Create  Boot Policy . 
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3. Type in a Local - OS- Boot  in the Name field. 

4. (Optional) Enter a description in the Description  field. 

Figure 27  Create Boot Policy  

 

5. Click Local Devices > Add Local CD/DVD and click OK. 

6. Click Local Devices > Add Local LUN and Set Type as  and click OK. 

7. Click OK. 

Create LAN Connectivity Policy  Setup 

To create a LAN Connectivity Policy, complete the following steps: 

1. Select the LAN tab in the left pane. 

2. Go to Servers > Policies > root > LAN Connectivity Policies and right-click Create LAN Connectivity Poli-

cy for Storage Servers. 

3. Type in Storage - Node in the Name field. 

4. (Optional) Enter a description in the Description  field. 

5. Click Add. 
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Figure 28  LAN Connectivity Policy  

  

6. Type in Storage - Mgmt  in the name field.  

7. .  

8. Select vNIC templa - -down list. 

9. If you are using Jumbo Frame MTU 9000, Select default Adapter Policy as Linux  from the drop-down 

list.  

 Note: If you are using MTU 1500, Select Adapter Policy as RHEL created before  from the drop - down li st.  
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Figure 29  LAN Connectivity Policy  

 

10. Repeat the vNIC creation steps for Storage-Cluster, Client-Network, and External-Network. 

Create Maintenance Policy Setup  

To setup a Maintenance Policy, complete the following steps: 

1. Select the Servers  tab in the left pane. 

2. Go to Servers > Policies > root > Maintenance Policies and right-click Create Maintenance Policy. 

3. Type in a Server - Maint  in the Name field. 

4. (Optional) Enter a description in the Description  field. 

5. Click User Ack under Reboot Policy. 

6. Click OK and then OK. 

7. Create Maintenance Policy. 
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Create Power Control Policy Setup  

To create a Power Control Policy, complete the following steps: 

8. Select the Servers  tab in the left pane. 

9. Go to Servers > Policies > root > Power Control Policies and right-click Create  Power C ontrol Policy . 

10. Type in No- Power - Cap in the Name field. 

11. (Optional) Enter a description in the Description  field. 

12. Click No Cap  and click OK. 

13. Create Power Control Policy. 
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Creating Chassis Profile  
The Chassis Profile is required to assign specific disks to a particular server node in a Cisco UCS S3260 

Storage Server as well as upgrading to a specific chassis firmware package. 

Create Chassis Firmware Package  

To create a Chassis Firmware Package, complete the following steps: 

1. Select the Chassis  tab in the left pane of the Cisco UCS Manager GUI. 

2. Go to Chassis > Policies > root > Chassis Firmware Package and right-click Create  Chassis Firmware 
Package . 

3. Type in UCS- S3260- FW in the Name field. 

4. (Optional) Enter a description in the Description  field. 

5. Select 3.1.(2b) C form the drop-down menu of Chassis Package . 

6. Select OK and then OK. 

7. Create Chassis Firmware Package. 
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Create Chassis Maintenance Policy  

To create a Chassis Maintenance Policy, complete the following steps: 

1. Select the Chassis  tab in the left pane of the Cisco UCS Manager GUI. 

2. Go to Chassis > Policies > root > Chassis Maintenance Policies and right-click Create  Chassis Maint e-
nance Policy . 

3. Type in UCS- S3260- Main  in the Name field. 

4. (Optional) Enter a description in the Descriptio n field. 

5. Click OK and then OK. 

6. Create Chassis Maintenance Policy. 
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Create Disk Zoning Policy  

To create a Disk Zoning Policy, complete the following steps: 

7. Select the Chassis tab in the left pane of the Cisco UCS Manager GUI. 

8. Go to Chassis > Policies > root > Disk Zoning Policies and right-click Create Disk Zoning Policy. 

9. Type in UCS-S3260-Zoning in the Name field. 

10. (Optional) Enter a description in the Description field. 

11. Create Disk Zoning Policy. 
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12. Click Add. 

13. Select Dedicated under Ownership. 

14. Select Server 1 and Select Controller 1. 

15. Add Slot Range 1-28 for the top node of the Cisco UCS S3260 Storage Server and click OK. 

16. Add Slots to Top Node of Cisco UCS S3260. 
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17. Click Add. 

18. Select Dedicated under Ownership. 

19. Select Server 2 and Select Controller 1. 

20. Add Slot Range 29-56 for the bottom node of the Cisco UCS S3260 Storage Server and click OK. 

21. Add Slots to Bottom Node of Cisco UCS S3260. 

  

Create Chassis Profile Template  

To create a Chassis Profile Template, complete the following steps: 

22. Select the Chassis tab in the left pane of the Cisco UCS Manager GUI. 

23. Go to Chassis > Chassis Profile Templates and right-click Create Chassis Profile Template. 
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24. Type in S3260-Chassis in the Name field. 

25. Under Type, select Updating Template. 

26. (Optional) Enter a description in the Description field. 

27. Create Chassis Profile Template. 

  

28. Select Next . 

29. Under the radio button Chassis Maintenance Policy , select your previously created Chassis Mainte-

nance Policy. 

30. Chassis Profile Template  Chassis Maintenance Policy. 
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31. Select Next . 

32. Select the + button and select under Chassis Firmware Package  your previously created Chassis 

Firmware Package Policy. 

33. Chassis Profile Template  Chassis Firmware Package. 
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34. Select Next . 

35. Under Disk Zoning Policy  select your previously created Disk Zoning Policy. 

36. Chassis Profile Template  Disk Zoning Policy 

  

37. Click Finish  and then click OK. 

Create Chassis Profile from Template  

To create the Chassis Profiles from the previous created Chassis Profile Template, complete the following 

steps: 

1. Select the Chassis  tab in the left pane of the Cisco UCS Manager GUI. 

2. Go to Chassis > Chassis Profiles and right-click Create Chassis Profiles from Template. 

3. Type in S3260- Chassis  in the Name field. 

4. Leave the Name Suffix Starting Number untouched. 

5. Enter 6 for the Number of Instances  for all connected Cisco UCS S3260 Storage Server. 



Deployment Hardware and Software 
 
 

62 
 

6. Choose your previously created Chassis Profile Template . 

7. Click OK and then click OK. 

8. Create Chassis Profiles from Template. 

  

Associate Chassis Profile  

To associate all previous created Chassis Profile, complete the following steps: 

1. Select the Chassis tab in the left pane of the Cisco UCS Manager GUI. 

2. Go to Chassis > Chassis Profiles and select S3260-Chassis. 

3. Right-click Change Chassis Profile Association. 

4. Under Chassis Assignment, choose Select existing Chassis. 

5. Under Available Chassis, select ID 1. 

6. Click OK and then click OK again. 

7. Repeat the steps for the other four Chassis Profiles by selecting the IDs 2  6. 

8. Associate Chassis Profile. 
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Creating Storage Profiles  

Setting Disks for Cisco UCS C220 M4 Rack - Mount Servers to Unconfigured - Good 

To prepare all disks from the Rack-Mount Servers for storage profiles, the disks have to be converted from 

JBOD to Unconfigured-Good. To convert the disks, complete the following steps: 

1. Select the Equipment  tab in the left pane of the Cisco UCS Manager GUI. 

2. Go to Equipment > Rack-Mounts > Servers > Server 1 > Disks. 

3. Select both disks and right-click Set JBOD to Unconfigured - Good. 

4. Repeat the steps for Server 2- 4. 

5. Set Disks for C220 M4 Servers to Unconfigured-Good. 
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Create Storage Profile for Cisco UCS S3260 Storage Server  

To create the Storage Profile for Boot LUNs for the top node of the Cisco UCS S3260 Storage Server, 

complete the following steps:  

1. Select Storage  in the left pane of the Cisco UCS Manager GUI. 

2. Go to Storage > Storage Profiles and right-click Create Storage Profile . 

3. Type in S3260- OS- Node1 in the Name field. 

4. (Optional) Enter a description in the Description  field. 

5. Click Add. 

6. Type in OS- BootLUN  in the Name field. 

7. Configure as follow: 

a. Create Local LUN 

b. Size (GB) = 1 

c. Fractional Size (MB) = 0 

d. Auto Deploy 

e. Select Expand To Available 

f. Click Create Disk Group Policy 

g. Create Local LUN 
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h. Type in RAID1- DG in the Name field. 

i. (Optional) Enter a description in the Description  field. 

j. RAID Level = RAID 1 Mirrored. 

k. Select Disk Group Configuration (Manual ). 

l. Click Add. 

m. Type in 201  for Slot Number . 

n. Click OK and then again Add. 

o. Type in 202  for Slot Number . 

p. Leave everything else untouched. 

q. Click OK and then OK. 

r. Select your previously created Disk Group Policy for the Boot SSDs by selecting the radio button un-

der Select Disk Group Configuration . 

s. Select Disk Group Configuration. 
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t. Click OK,  click OK again, and then click OK. 

u. Storage Profile for the top node of Cisco UCS S3260 Storage Server. 
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8.  To create the Storage Profile for the OS boot LUN for the bottom S3260 Node2 of the Cisco UCS S3260 

Storage Server, repeat the same steps for Disk slot 203 and 204 . 

Create Storage Profile for Cisco UCS C220 M4S Rack - Mount Servers 

To create a Storage Profile for the Cisco UCS C220 M4S, complete the following steps: 

1. Select Storage in the left pane of the Cisco UCS Manager GUI. 

2. Go to Storage > Storage Profiles and right-click Create Storage Profile. 

3. Type in C220-OS-Boot in the Name field. 

4. (Optional) Enter a description in the Description field. 

5. Click Add. 

6. Create Storage Profile for Cisco UCS C220 M4S. 

  

7. Type in Boot in the Name field. 
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8. Configure as follow: 

a. Create Local LUN. 

b. Size (GB) = 1  

c. Fractional Size (MB) = 0 

d. Select Expand To Available. 

e. Auto Deploy. 

f. Click Create Disk Group Policy. 

g. Type in RAID1- DG- C220 in the Name field. 

h. (Optional) Enter a description in the Description  field. 

i. RAID Level = RAID 1 Mirrored. 

j. Select Disk Group Configuration (Manual ). 

k. Click Add. 

l. Type in 1 for Slot Number . 

m. Click OK and then again Add. 

n. Type in 2 for Slot Number . 

o. Leave everything else untouched. Click OK and then OK. 

p. Create Disk Group Policy for C220 M4S. 
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9. Select your previously created Disk Group Policy for the C220 M4S Boot Disks with the radio button un-

der Select Disk Group Configuration . 

10. Create Disk Group Configuration for C220 M4S. 



Deployment Hardware and Software 
 
 

70 
 

  

11. Click OK and then click OK and click OK again. 

Creating a Service Profile Template  

Create Service Profile Template for Cisco UCS S3260 Storage Server Top and Bottom Node  

To create a Service Profile Template, complete the following steps: 

1. Select Servers in the left pane of the Cisco UCS Manager GUI. 

2. Go to Servers > Service Profile Templates > root and right-click Create Service Profile Template. 

Identify Service  Profile Template  

1. Type in Scality-Storage-Server-Template in the Name field. 

2. In the UUID Assignment section, select the UUID Pool you created in the beginning. 

3. (Optional) Enter a description in the Description field. 

4. Identify Service Profile Template. 
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5. Click Next . 

Storage Provisioning  

1. Go to the Storage Profile Policy tab and select the Storage Profile S3260-OS-Node1 for the top node of 

the Cisco UCS S3260 Storage Server you created before. 

2. Click Next. 

3. Storage Provisioning. 
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Networking  

1. Keep the Dynamic vNIC Connection Policy field at the default. 

2. Select LAN connectivity to Use Connectivity Policy created before. 

3. From LAN Connectivity drop- -Node lick Next. 



Deployment Hardware and Software 
 
 

73 
 

  

4. Click Next  to continue with SAN Connectivity. 

5. Select No vHBA for How would you like to configure SAN Connectivity? 

6. Click Next  to continue with Zoning. 

7. Click Next . 

vNIC/vHBA Placement  

1. Select Let system Perform placement  form the drop-down menu. 

2. Under PCI order section, Sort all the vNICs. 

3. Make sure the vNICs order listed as External-Mgmt > 1, then followed by Storage-Mgmt > 2, Storage-

Cluster > 3 and Client-Network > 4. 
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4. Click Next  to continue with vMedia Policy. 

5. Click Next . 

Server Boot Order  

1. local - OS- Boot Boot Policy. 

2. Server Boot Order. 

3. Click Next . 
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Maintenance Policy  

1. From the Maintenance Policy drop-down list,  select the Maintenance Policy you previously created un-

der. 
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2. Click Next . 

3. For Server Assignment, keep the default settings. 
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4. Click Next . 

Operational Policies  

1. Under Operational Policies, for the BIOS Configuration, select the previously created BIOS Policy 

- Under Power Control Policy Configuration, select the previously created Power Policy 

-Power-  
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2. Click Finish  and then click OK. 

3. Repeat the steps for the bottom node of the Cisco UCS S3260 Storage Server, but change the following: 

a. Choose the Storage Profile for the bottom node you previously. 

Create Service Profile Template for Cisco UCS C220 M4S  

The Service Profiles for the Cisco UCS Rack-Mount Servers are very similar to the above created for the 

S3260. The only differences are with the Storage Profiles, Networking, vNIC/vHBA Placement, and BIOS 

Policy. The changes are listed here: 

1. In the Storage Provisioning tab, choose the appropriate Storage Profile for the Cisco C220 M4S you pre-

viously created. 
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2. In the Networking tab, keep the Dynamic vNIC connection policy as default and select the LAN connec-

tivity policy from the drop-down list the tor- previously created. 

3. Click Next. 
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4. Configure the vNIC/vHBA Placement in the following order as shown in the screenshot below: 
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5. In the Operational Policies tab, under BIOS Configuration, select the previously created BIOS Policy 

- Under Power Control Policy Configuration, select the previously created Power Policy 

-Power-Cap     
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Create Service Profiles from Template  

Now create the appropriate Service Profiles from the previous Service Profile Templates. To create the first 

profile for the top node of the Cisco UCS S3260 Storage Server, complete the following steps: 

1. Select Servers from the left pane of the Cisco UCS Manager GUI. 

2. Go to Servers > Service Profiles and right-click Create Service Profiles from Template. 

3. Type in Scality-Storage-Node in the Name Prefix field. 

4. Leave Name Suffix Starting Number as 1. 

5. Type in 12 for the Number of Instances. 

6. Choose Scality-Storage-Node-Template as the Service Profile Template you created before for the top 

node of the Cisco UCS S3260 Storage Server. 

7. Click OK and then click OK again. 

8. Create Service Profiles from Template for all the S3260 M4 nodes. 
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9. Repeat steps 1-7 for the next Service Profile for the Cisco UCS C220 M4S Rack-Mount Server and 

choose the appropriate Service Profile Template Scality-Connector-Node-Template you previously cre-

ated for the Cisco UCS C220 M4 S Rack-Mount Server. 

10. Create Service Profiles from Template for the C220 M4S for Connector Nodes. 

 

Creating Port Channel for Uplinks  

Create Port Channel for Fabric Inter connect A/B  

To create Port Channels to the connected Nexus 9332PQ switches, complete the following steps: 

1. Select the LAN tab in the left pane of the Cisco UCS Manager GUI. 
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2. Go to LAN > LAN Cloud > Fabric A > Port Channels and right-click Create Port Channel. 

3. Type in ID 10. 

4. Type in vPC10 in the Name field. 

5. Click Next. 

6. Select the available ports on the left 25-26 and assign them with >> to Ports in the Port Channel. 

 

7. Click Finish and then OK. 

8. Repeat the same steps for Fabric B under LAN > LAN Cloud > Fabric B > Port Channels and right-click 

Create Port Channel. 

9. Type in ID 11. 

10. Type in VPC11 name in the Name field. 

11. Click Next. 

12. Select the available ports on the left 25-26 and assign them with >> to Ports in the Port Channel. 

13. Click Finish and then click OK. 

Configuration of Nexus 9332PQ Switch A and B  
Both Cisco UCS Fabric Interconnect A and B are connected to two Cisco Nexus 9332PQ switches for 

connectivity to Upstream Network. The following sections describe the setup of both Cisco Nexus 9332PQ 

switches. 
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Initial Setup of Nexus 9332PQ Switch A and B  

To configure Switch A, connect a Console to the Console port of each switch, power on the switch, and 

complete the following steps: 

1. Type yes . 

2. Type n. 

3. Type n. 

4. Type n. 

5. Enter the switch name. 

6. Type y . 

7. Type your IPv4 management address for Switch A. 

8. Type your IPv4 management netmask for Switch A. 

9. Type y . 

10. Type your IPv4 management default gateway address for Switch A. 

11. Type n. 

12. Type n. 

13. Type y  for ssh service. 

14. Press <Return>  and then <Return> . 

15. Type y  for ntp server. 

16. Type the IPv4 address of the NTP server. 

17. Press <Return> , then <Return>  and again <Return> . 

18. Check the configuration and if correct then press <Return>  and again <Return> . 

The complete setup looks like the following: 

          ----  System Admin Account Setup ----   

 

 

Do you want to enforce secure password standard (yes/no) [y]: no  
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  Enter the password for "admin":  

  Confirm the password for "admin":  

 

         ----  Basic System Configuration Dialog VDC: 1 ----   

 

This setup utility will guide you through the basic con figuration of  

the system. Setup configures only enough connectivity for management  

of the system.  

 

Please register Cisco Nexus9000 Family devices promptly with your  

supplier. Failure to register may affect response times for initial  

service calls. Nex us9000 devices must be registered to receive  

entitled support services.  

 

Press Enter at anytime to skip a dialog. Use ctrl - c at anytime  

to skip the remaining dialogs.  

 

Would you like to enter the basic configuration dialog (yes/no): yes   

  Create anoth er login account (yes/no) [n]:  

  Configure read - only SNMP community string (yes/no) [n]: no  

  Configure read - write SNMP community string (yes/no) [n]: no  

  Enter the switch name : N9k- Fab- A  

  Continue with Out - of - band (mgmt0) management configuration? (y es/no) [y]:  yes   

    Mgmt0 IPv4 address : 192.168.10.103   

    Mgmt0 IPv4 netmask : 255.255.255.0   

  Configure the default gateway? (yes/no) [y]: yes  

    IPv4 address of the default gateway : 192.168.10.1   

  Configure advanced IP options? (yes/no) [n]: no  

  Enable the telnet service? (yes/no) [n]: no  

  Enable the ssh service? (yes/no) [y]: yes  
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    Type of ssh key you would like to generate (dsa/rsa) [rsa]: rsa  

    Number of rsa key bits <1024 - 2048> [1024]: 1024  

  Configure the ntp server? (yes/no) [n]: yes  

    NTP server IPv4 address : 192.168.10.2  

  Configure default interface layer (L3/L2) [L3]:  L2   

  Configure default switchport interface state (shut/noshut) [shut]: shut  

  Configure CoPP system profile (strict/moderate/lenient/dense) [strict]:  

The follow ing configuration will be applied:  

  password strength - check  

  switchname N9k - Fab- A  

vrf context management  

ip route 0.0.0.0/0 192.168.10.1   

exit  

  no feature telnet  

  ssh key rsa 1024 force  

  feature ssh  

  ntp server 192.168.10.2  

  no system defaul t switchport  

  system default switchport shutdown  

  copp profile strict  

interface mgmt0  

ip address 192.168.10.103  255.255.255.0  

no shutdown  

 

Would you like to edit the configuration? (yes/no) [n]: no  

 

Use this configuration and save it? (yes/no) [y]: yes  

 

[########################################] 100%  

Copy complete.  
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User Access Verification  

N9k- Fab- A login:  

 Note: Repeat the same steps for the Nexus 9332PQ Switch B with the exception of configuring  a different 
IPv4 management address 192.168.10.104 as described in step 7.  

Enable Features on Cisco Nexus 9332PQ Switch A and B  

To enable the features UDLD, VLAN, HSRP, LACP, VPC, and Jumbo Frames, connect to the management 

interface via SSH on both switches and complete the following steps on both Switch A and B: 

Switch A  

N9k- Fab- A# configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

N9k- Fab- A(config)# feature udld  

N9k- Fab- A(config)# feature interface - vlan  

N9k- Fab- A(config)# feature hsrp  

N9k- Fab- A(config)# feature lacp  

N9k- Fab- A(config)# feature vpc  

N9k- Fab- A(config)# system jumbomtu 9216  

N9k- Fab- A(config)# exit  

N9k- Fab- A(config)# copy running - config startup - config   

Switch B  

N9k- Fab- B# configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

N9k- Fab- B(config)# feature udld  

N9k- Fab- B(config)# feature interface - vlan  

N9k- Fab- B(config)# feature hsrp  

N9k- Fab- B(config)# feature lacp  

N9k- Fab- B(config)# feature vpc  

N9k- Fab- B(config)# s ystem jumbomtu 9216  

N9k- Fab- B(config)# exit  

N9k- Fab- B(config)# copy running - config startup - config  
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Configuring VLANs on Nexus 9332PQ Switch A and B  

To configure the same VLANs Storage-Management, Storage-Cluster, Client Network and External 

Management, as previously created in the Cisco UCS Manager GUI, complete the following steps on Switch 

A and Switch B: 

Switch A  

N9k- Fab- A# config terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

N9k- Fab- A(config)# vlan 10  

N9k- Fab- A(config - vlan)# n ame Storage - Management   

N9k- Fab- A(config - vlan)# no shut  

N9k- Fab- A(config - vlan)# exit  

N9k- Fab- A(config)# vlan 20  

N9k- Fab- A(config - vlan)# name Storage - Cluster  

N9k- Fab- A(config - vlan)# no shut  

N9k- Fab- A(config - vlan)# exit  

N9k- Fab- A(config)# vlan 30  

N9k- Fab- A(config - vlan)# name Client - Network  

N9k- Fab- A(config - vlan)# no shut  

N9k- Fab- A(config - vlan)# exit  

N9k- Fab- A(config)# vlan 79  

N9k- Fab- A(config - vlan)# name External - Mgmt 

N9k- Fab- A(config - vlan)# no shut  

N9k- Fab- A(config - vlan)# exit  

 

N9k- Fab- A(config)# interface vlan10  

N9k- Fab- A(config - if)# description Storage - Mgmt  

N9k- Fab- A(config - if)# no shutdown  

N9k- Fab- A(config - if)# no ip redirects  

N9k- Fab- A(config - if)# ip address 192.168.10.253/24  

N9k- Fab- A(config - if)# no ipv6 redirects  

N9k- Fab- A(config - if)# hsrp version 2  

N9k- Fab- A(config - if)# hsrp 10  



Deployment Hardware and Software 
 
 

90 
 

N9k- Fab- A(config - if - hsrp)# preempt  

N9k- Fab- A(config - if - hsrp)# priority 10 

N9k- Fab- A(config - if - hsrp)# ip 192.168.10.1  

N9k- Fab- A(config - if - hsrp)# exit  

N9k- Fab- A(config - if)# exit  

 

N9k- Fab- A(config) # interface vlan20  

N9k- Fab- A(config - if)# description Storage - Cluster  

N9k- Fab- A(config - if)# no shutdown  

N9k- Fab- A(config - if)# no ip redirects  

N9k- Fab- A(config - if)# ip address 192.168.20.253/24  

N9k- Fab- A(config - if)# no ipv6 redirects  

N9k- Fab- A(config - i f)# hsrp version 2  

N9k- Fab- A(config - if)# hsrp 20  

N9k- Fab- A(config - if - hsrp)# preempt  

N9k- Fab- A(config - if - hsrp)# priority 10 

N9k- Fab- A(config - if - hsrp)# ip 192.168.20.1  

N9k- Fab- A(config - if - hsrp)# exit  

N9k- Fab- A(config - if)# exit  

 

N9k- Fab- A(config)# interface vlan3 0  

N9k- Fab- A(config - if)# description Client - Network   

N9k- Fab- A(config - if)# no shutdown  

N9k- Fab- A(config - if)# no ip redirects  

N9k- Fab- A(config - if)# ip addre ss 192.168.3 0.253/24  

N9k- Fab- A(config - if)# no ipv6 redirects  

N9k- Fab- A(config - if)#  hsrp version 2  

N9k- Fab- A(config - if)# hsrp 20  

N9k- Fab- A(config - if - hsrp)# preempt  

N9k- Fab- A(config - if - hsrp)# priority 10 

N9k- Fab- A(config - if - hsrp)# ip 192.168.3 0.1  

N9k- Fab- A(config - if - hsrp)# exit  
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N9k- Fab- A(config - if)# exit  

N9k- Fab- A(config)# copy running - config startup - config  

Switch B  

N9k- Fab- B# config terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

N9k- Fab- B(config)# vlan 10  

N9k- Fab- B(config - vlan)# name Storage - Management   

N9k- Fab- B(config - vlan)# no shut  

N9k- Fab- B(config - vlan)# exit  

N9k- Fab- B(config)# vlan 20  

N9k- Fab- B(config - vlan)# name Storage - Cluster  

N9k- Fab- B(config - vlan)# no shut  

N9k- Fab- B(config - vlan)# exit  

N9k- Fab- B(config)# vlan 3 0  

N9k- Fab- B(config - vlan)# name Client - Network   

N9k- Fab- B(config - vlan)# no shut  

N9k- Fab- B(config - vlan)# exit  

N9k- Fab- B(config)# vlan 79   

N9k- Fab- B(config - vlan)# name External - Mgmt  

N9k- Fab- B(config - vlan)# no shut  

N9k- Fab- B(config - vlan)# exit  

 

N9k- Fab- B(config)# interface vlan10  

N9k- Fab- B(config - if)# description Storage - Mgmt 

N9k- Fab- B(config - if)# no ip redirects  

N9k- Fab- B(config - if)# ip address 192.168.10.254/24  

N9k- Fab- B(config - if)# no ipv6 redirects  

N9k- Fab- B(config - if)# hsrp version 2  

N9k- Fab- B(config - if)# hsrp 10  

N9k- Fab- B(config - if - hsrp)# preempt  

N9k- Fab- B(config - if - hsrp) # priority 5 

N9k- Fab- B(config - if - hsrp)# ip 192.168.10.1  
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N9k- Fab- B(config - if - hsrp)# exit  

N9k- Fab- B(config - if)# exit  

 

N9k- Fab- B(config)# interface vlan20  

N9k- Fab- B(config - if)# description Storage - Cluster  

N9k- Fab- B(config - if)# no ip redirects  

N9k- Fab- B( config - if)# ip address 192.168.20.254/24  

N9k- Fab- B(config - if)# no ipv6 redirects  

N9k- Fab- B(config - if)# hsrp version 2  

N9k- Fab- B(config - if)# hsrp 20  

N9k- Fab- B(config - if - hsrp)# preempt  

N9k- Fab- B(config - if - hsrp)# priority 5  

N9k- Fab- B(config - if - hsrp)# ip 192.168.20.1  

N9k- Fab- B(config - if - hsrp)# exit  

N9k- Fab- B(config - if)# exit  

 

N9k- Fab- B(config)# interface vlan3 0  

N9k- Fab- B(config - if)# description Client - Network   

N9k- Fab- B(config - if)# no shutdown  

N9k- Fab- B(config - if)# no ip redirects   

N9k- Fab- B(config - if)# ip addre ss 192.168.30.254 /24  

N9k- Fab- B(config - if)# no ipv6 redirects  

N9k- Fab- B(config - if)# hsrp version 2  

N9k- Fab- B(config - if)# hsrp 20  

N9k- Fab- B(config - if - hsrp)# preempt  

N9k- Fab- B(config - if - hsrp)# priority 5  

N9k- Fab- B(config - if - hsrp)# ip 192.168.3 0.1  

N9k- Fab- B(config - if - hsrp)# exit  

N9k- Fab- B(config - if)# exit  

N9k- Fab- B(config)# copy running - config startup - config  



Deployment Hardware and Software 
 
 

93 
 

Configure vPC and Port Channels on Cisco Nexus C9332PQ Switch A and B  

To enable vPC and Port Channels on both Switch A and B, complete the following steps: 

vPC and Port Channels for Peerlink on Switch A  

N9k- Fab- B# config terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

N9k- Fab- A(config)# vpc domain 2  

N9k- Fab- A(config - vpc - domain)# peer - keepalive destination 192.168.10.104   

Note:  

 -------- :: Management VRF will be used as the default VRF :: --------   

N9k- Fab- A(config - vpc - domain)# peer - gateway  

N9k- Fab- A(config - vpc - domain)# exit  

 

N9k- Fab- A(config)# interface port - channel 1  

N9k- Fab- A(config - if)# description vPC peerlink for N9k- Fab- A and N9k- Fab- B  

N9k- Fab- A(config - if)# switchport  

N9k- Fab- A(config - if)# switchport mode trunk  

N9k- Fab- A(config - if)# spanning - tree port type network  

N9k- Fab- A(config - if)# speed 40000  

N9k- Fab- A(config - if)# vpc peer - link  

Please note that spanning tree port type is changed to "network" port type on 
vPC peer - link.  

This will enable spanning tree Bridge Assurance on vPC peer - link provided the 
STP Bridge Assurance  

(which is enabled by def ault) is not disabled.  

N9k- Fab- A(config - if)# exit  

 

N9k- Fab- A(config)# interface ethernet 1/1  

N9k- Fab- A(config - if)# description connected to peer N9k- Fab- B port  1  

N9k- Fab- A(config - if)# switchport  

N9k- Fab- A(config - if)# switchport mode trunk  

N9k- Fab- A(c onfig - if)# speed 40000  

N9k- Fab- A(config - if)# channel - group 1 mode active  

N9k- Fab- A(config - if)# exit  
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N9k- Fab- A(config)# interface ethernet 1/ 2  

N9k- Fab- A(config - if)# description connected to peer N9k- Fab- B port 2  

N9k- Fab- A(config - if)# switchport  

N9k- Fab- A(config - if)# switchport mode trunk  

N9k- Fab- A(config - if)# speed 40000  

N9k- Fab- A(config - if)# channel - group 1 mode active  

N9k- Fab- A(config - if)# exit  

N9k- Fab- A(config)# copy running - config startup - config  

 

vPC and Port Channels for Peerlink on Swit ch B  

N9k- Fab- B# config terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

N9k- Fab- B(config)# vpc domain 2  

N9k- Fab- B(config - vpc - domain)# peer - keepalive destination 192.168.10.103   

Note:  

 -------- :: Management VRF will be used as the d efault VRF :: --------   

N9k- Fab- B(config - vpc - domain)# peer - gateway  

N9k- Fab- B(config - vpc - domain)# exit  

 

N9k- Fab- B(config)# interface port - channel 1  

N9k- Fab- B(config - if)# description vPC peerlink for N9k- Fab- A and N9k- Fab- B  

N9k- Fab- B(config - if)# switchpor t  

N9k- Fab- B(config - if)# switchport mode trunk  

N9k- Fab- B(config - if)# spanning - tree port type network  

N9k- Fab- B(config - if)# speed 40000  

N9k- Fab- B(config - if)# vpc peer - link  

Please note that spanning tree port type is changed to "network" port type on 
vPC peer - link.  

This will enable spanning tree Bridge Assurance on vPC peer - link provided the 
STP Bridge Assurance  

(which is enabled by default) is not disabled.  
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N9k- Fab- B(config - if)# exit  

 

N9k- Fab- B(config)# interface ethernet 1/1  

N9k- Fab- B(config - if)# description connected to peer N9k- Fab- A port 1  

N9k- Fab- B(config - if)# switchport  

N9k- Fab- B(config - if)# switchport mode trunk  

N9k- Fab- B(config - if)# speed 40000  

N9k- Fab- B(config - if)# channel - group 1 mode active  

N9k- Fab- B(config - if)# exit  

 

N9k - Fab- B(config)# interface ethernet 1/2  

N9k- Fab- B(config - if)# description connected to peer N9k- Fab- A port 2  

N9k- Fab- B(config - if)# switchport  

N9k- Fab- B(config - if)# switchport mode trunk  

N9k- Fab- B(config - if)# speed 40000  

N9k- Fab- B(config - if)# channel - group 1 mode active  

N9k- Fab- B(config - if)# exit  

N9k- Fab- B(config)# copy running - config startup - config  

 

vPC and Port Channels for Uplink from Fabric Interconnect A and B on Switch A  

N9k- Fab- B# config terminal  

Enter configuration commands, one per line. En d with CNTL/Z.  

N9k- Fab- A(config)# interface port - channel 10  

N9k- Fab- A(config - if)# description vPC for UCS FI - A port 2 5 & 26  

N9k- Fab- A(config - if)# vpc 10  

N9k- Fab- A(config - if)# switchport  

N9k- Fab- A(config - if)# switchport mode trunk  

N9k- Fab- A(config - if)# s witchport  trunk allowed vlan 10,20,30,79   

N9k- Fab- A(config - if)# spanning - tree port type edge trunk  

Edge port type (portfast) should only be enabled on ports connected to a single  

 host. Connecting hubs, concentrators, switches, bridges, etc...   to this  
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 interface when edge port type (portfast) is enabled, can cause temporary 
bridging loops.  

 Use with CAUTION  

N9k- Fab- A(config - if)# mtu 9216  

N9k- Fab- A(config - if)# exit  

 

N9k- Fab- A(config)# interface port - channel 11  

N9k- Fab- A(config - if)# description vPC f or UCS FI - B port 2 5 & 2 6  

N9k- Fab- A(config - if)# vpc 1 1  

N9k- Fab- A(config - if)# switchport  

N9k- Fab- A(config - if)# switchport mode trunk  

N9k- Fab- A(config - if)# switchport trunk allowed vlan  10,20,30,79  

N9k- Fab- A(config - if)# spanning - tree port type edge trunk  

Edge port type (portfast) should only be enabled on ports connected to a single  

 host. Connecting hubs, concentrators, switches, bridges, etc...   to this  

 interface when edge port type (portfast) is enabled, can cause temporary 
bridging loops.  

 Use wit h CAUTION  

N9k- Fab- A(config - if)# mtu 9216  

N9k- Fab- A(config - if)# exit  

 

N9k- Fab- A(config)# interface ethernet 1/2 5  

N9k- Fab- A(config - if)# switchport  

N9k- Fab- A(config - if)# switchport mode trunk  

N9k- Fab- A(config - if)# description Uplink from UCS FI - B port 2 5  

N9k- Fab- A(config - if)# channel - group 1 0 mode active  

N9k- Fab- A(config - if)# exit  

 

N9k- Fab- A(config)# interface ethernet 1/2 6  

N9k- Fab- A(config - if)# switchport  

N9k- Fab- A(config - if)# switchport mode trunk  

N9k- Fab- A(config - if)# description Uplink from UCS FI - B port 25  
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N9k- Fab- A(config - if)# channel - group 11 mode active  

N9k- Fab- A(config - if)# exit  

N9k- Fab- A(config)# copy running - config startup - config  

  

vPC and Port Channels for Uplink from Fabric Interconnect A and B  on Switch B  

N9k- Fab- B# config terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

N9k- Fab- B(config)# interface port - channel 10  

N9k- Fab- B(config - if)# description vPC for UCS FI - A port 2 5 & 2 6  

N9k- Fab- B(config - if)# switchport  

N9k- Fab- B(config - if)# switchport mode trunk  

N9k- Fab- B(config - if)# switchp ort trunk allowed vlan 10,20,30,79  

N9k- Fab- B(config - if)# spanning - tree port type edge trunk  

Edge port type (portfast) should only be enabled on ports connected to a single  

 host. Connectin g hubs, concentrators, switches, bridges, etc...   to this  

 interface when edge port type (portfast) is enabled, can cause temporary 
bridging loops.  

 Use with CAUTION  

N9k- Fab- B(config - if)# vpc 10  

N9k- Fab- B(config - if)# mtu 9216  

N9k- Fab- B(config - if)# exi t  

 

N9k- Fab- B(config)# interface port - channel 11  

N9k- Fab- B(config - if)# description vPC for UCS FI - B port 25 & 26  

N9k- Fab- B(config - if)# switchport  

N9k- Fab- B(config - if)# switchport mode trunk  

N9k- Fab- B(config - if)# switchp ort trunk allowed vlan 10,20,30,7 9 

N9k- Fab- B(config - if)# spanning - tree port type edge trunk  

Edge port type (portfast) should only be enabled on ports connected to a single  

 host. Connecting hubs, concentrators, switches, bridges, etc...   to this  

 interface when edge port type (portfast) is enabled, can cause temporary 
bridging loops.  
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 Use with CAUTION  

N9k- Fab- B(config - if)# vpc 11  

N9k- Fab- B(config - if)# mtu 9216  

N9k- Fab- B(config - if)# exit  

 

N9k- Fab- B(config)# interface ethernet 1/2 5  

N9k- Fab- B(config - if)# switchport  

N9k- Fab- B(config - if)# switchport mode trunk  

N9k- Fab- B(config - if)# description Uplink from UCS FI - A port 26  

N9k- Fab- B(config - if)# channel - group 10 mode active  

N9k- Fab- B(config - if)# exit  

 

N9k- Fab- B(config)# interface ethernet 1/2 6  

N9k- Fab- B(config - if)# switchport  

N9k- Fab- B(config - if)# switchport mode trunk  

N9k- Fab- B(config - if)# description Uplink from UCS FI - B port 2 6  

N9k- Fab- B(config - if)# channel - group 1 1 mode active  

N9k- Fab- B(config - if)# exit  

N9k- Fab- B(config)# copy runnin g- config startup - config  

Verification C heck of Cisco Nexus C9332PQ Configuration for Switch A and B  

Switch A  

N9k- Fab- B# config terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

N9k- Fab- A(config)# show vpc brief  

Legend:  

                (*) -  local vPC is down, forwarding via vPC peer - link  

 

vPC domain id                      : 2  

Peer status                        : peer adjacency formed ok  

vPC keep - alive status              : peer is alive  

Configuration consistency status   : success  
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Per - vlan consistency status        : success  

Type - 2 consistency status          : success  

vPC role                           : secondary  

Number of vPCs configured          : 4  

Peer Gateway                       : Enabled  

Dual - active excluded V LANs        : -   

Graceful Consistency Check         : Enabled  

Auto - recovery status               : Disabled  

Delay - restore status               : Timer is off.(timeout = 30s)  

Delay - restore SVI status           : Timer is off.(timeout = 10s)  

 

vPC Peer - link s tatus  

---------------------------------------------------------------------   

id    Port    Status Active vlans  

--    ----    ------  --------------------------------------------------   

1    Po1    up     1,10,20   

 

vPC status  

--------------------------------- -------------------------------------   

id    Port    Status Consistency Reason                      Active vlans  

--    ----    ------  -----------  ------                      ------------   

10  Po10  up     success      suc cess                    10,20,30,79  

                                                         

11  Po11  up     success      success                    10,20,30,79  

                                                          

N9k- Fab- A(config)#  

N9k- Fab- A(config)# show port - channel summary  

Flags:   D -  Down        P -  Up in port - channel (members)  

        I -  Individual   H -  Hot - standby (LACP only)  

        s -  Suspended    r -  Module - removed  

        S -  Switched     R -  Routed  

        U -  Up (port - channel)  



Deployment Hardware and Software 
 
 

100 
 

        p -  Up in delay - lacp mode (member)  

        M -  Not in use. Min - links not met  

--------------------------------------------------------------------------------   

Group Port -        Type      Protocol   Member Ports  

      Channel  

------------------------------------------------------- -------------------------   

1     Po1(SU)      Eth       LACP      Eth1/ 1(P)    Eth1/2(P)  

10   Po10(SU)    Eth       LACP      Eth1/25(P)      

11   Po11(SU)    Eth       LACP      Eth1/26(P)      

N9k- Fab- A(config)#  

Switch B  

N9k- Fab- B# config terminal  

Enter config uration commands, one per line. End with CNTL/Z.  

N9k- Fab- B(config)# show vpc brief  

Legend:  

                (*) -  local vPC is down, forwarding via vPC peer - link  

 

vPC domain id                      : 2  

Peer status                        : peer adjacency formed ok  

vPC keep - alive status              : peer is alive  

Configuration consistency status   : success  

Per - vlan consistency status        : success  

Type - 2 consistency status          : success  

vPC role                           : primary  

Number of vPCs configured          : 4  

Peer Gateway                       : Enabled  

Dual - active excluded VLANs         : -   

Graceful Consistency Check         : Enabled  

Auto - recovery status               : Disable d  

Delay - restore status               : Timer is off.(timeout = 30s)  

Delay - restore SVI status           : Timer is off.(timeout = 10s)  
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vPC Peer - link status  

---------------------------------------------------------------------   

id    Port    Status Active v lans  

--    ----    ------  --------------------------------------------------   

1    Po1    up     1,10,20,30,79  

 

vPC status  

----------------------------------------------------------------------   

id    Port    Status Consistency Reason                      Act ive vlans  

--    ----    ------  -----------  ------                      ------------   

10  Po10  up     success      su ccess                    10,20,30,79  

                                                           

11  Po11  up     success      suc cess                    10,20,30,79  

                                                          

N9k- Fab- B(config)#  

N9k- Fab- B(config)# show port - channel summary  

Flags:   D -  Down        P -  Up in port - channel (members)  

        I -  Individual   H -  Hot - standby (LACP only)  

        s -  Suspended    r -  Module - removed  

        S -  Switched     R -  Routed  

        U -  Up (port - channel)  

        p -  Up in delay - lacp mode (member)  

        M -  Not in use. Min - links not met  

--------------------------------------------------------- -----------------------   

Group Port -        Type      Protocol   Member Ports  

      Channel  

--------------------------------------------------------------------------------   

1     Po1(SU)      Eth       LACP      Eth1/31(P)    Eth1/32(P)  

10   Po10(SU)    Eth       LACP      Eth1/2 5(P)     

11   Po11(SU)    Eth       LACP      Eth1/2 6(P)     

N9k- Fab- B(config)#  
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The formal setup of the Cisco UCS Manager environment and both Cisco Nexus 9332PQ switches is now 

finished and the next step is installing the Red Hat Enterprise Linux 7.3 Operating System. 

Installing Red Hat Enterprise Linux 7.3 Operating System  
The following section provides the detailed procedures to install Red Hat Enterprise Linux 7.3 on Cisco UCS 

C220 M4S and Cisco UCS S3260 Storage Server. The installation uses the KVM console and virtual Media 

from Cisco UCS Manager. 

 Note: This requires RHEL 7.3 DVD/ISO media for the installation  

Installation of RHEL 7.3 on Cisco UCS C220 M4S  

To install Red Hat Linux 7.3 operating system on Cisco UCS C220 M4S, complete the following steps: 

1. Log into the Cisco UCS Manager and select the Equipment tab from the left pane. 

2. Go to Equipment > Rack-Mounts > Server > Server 1 (Supervisor) and right-click KVM Console. 

3. Launch KVM Console. 

4. Click the Activate Virtual Devices in the Virtual Media tab. 

5. In the KVM window, select the Virtual Media tab and then click Map CD/DVD. 

6. Browse to the Red Hat Enterprise Linux 7.3 installation ISO image and select then Map Device. 

  

7. In the KVM window, select the Macros > Static Macros > Ctrl-Alt-Del button in the upper left corner. 

8. Click OK and then click OK to reboot the system. 

9. In the boot screen with the Cisco Logo, press F6 for the boot menu. 
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10. When the Boot Menu appears, select Cisco vKVM-Mapped vDVD1.22. 

 

11. When the Red Hat Enterprise Linux 7.3 installer appears, press the Tab button for further configuration 

options. 

 Note: We prepared a Linux Kickstart file with all necessary options for an automatic install. The Kickstart file 
is located on a server in the same subnet. The content of the Kick start file for the Cisco UCS C220 M4S, 
connector node can be found in Appendix A . In addition, we configured typical network interface names 
like eth1 for the Storage - Management network.  

12. At the prompt type: 

inst.ks=http://192.168.10.2/Scality - ks.cfg net.ifnames=0 biosdevname=0 
ip=192.168.10.160::192.168.10.1:255.255.255.0:Supervisor:eth1:none 
nameserver=192.168.10.222  
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13. Repeat the previous steps for Connector-Node1, Connector-Node2, and Connector-Node3. 

Installing RHEL 7.3 on Cisco UCS S3260 Storage Server  

To install RHEL 7.3 on Cisco UCS S3260 storage server, complete the following steps: 

1. Log into the Cisco UCS Manager and select the Equipment tab from the left pane. 

2. Go to Equipment > Chassis > Chassis 1 > Server 1 (Storage-Node1) and right-click KVM Console. 

3. Launch KVM Console. 

4. Click the Activate Virtual Devices in the Virtual Media tab. 

5. In the KVM window, select the Virtual Media tab and click Map CD/DVD. 

6. Browse to the Red Hat Enterprise Linux 7.3 installation ISO image and select then Map Device. 

  

7. In the KVM window, select the Macros > Static Macros > Ctrl - Alt - Del  button in the upper left 

corner. 

8. Click OK and then OK to reboot the system. 

9. In the boot screen with the Cisco Logo, press F6 for the boot menu. 



Deployment Hardware and Software 
 
 

105 
 

  

10. When the Boot Menu appears, select Cisco vKVM - Mapped vDVD1.22 . 

 

11. When the Red Hat Enterprise Linux 7.3 installer appears, press the Tab button for further configuration 

options. 

 Note: We prepared a Linux Kickstart file with all necessary options for an automatic install. The Kickstart file 
is located on a server in the same subnet. The content of the Kickstart file for the Cisco UCS S3260 Sto r-
age Server can be found in Appendix B . In addition, we configured typical network interface names like 
eth1 for the Storage - Management network.  

12. At the prompt type:  

inst.ks=http://192.168.10.2/Scality - ks.cfg net.ifnames =0 biosdevname=0 
ip=192.168.10.164::192.168.10.1:255.255.255.0:Storage - Node1:eth1:none 
nameserver=192.168.10.222   
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13. Repeat the previous install steps for the remaining Storage-Node2 to Storage-Node12. 

Post- Installation Steps for Red Hat Enterprise Linux 7.3  

The Supervisor node is responsible for all management and installation of the whole environment. The 

following steps make sure that all nodes have the same base setup for the following Scality Prerequisite 

installation. 

Configure /etc/hosts and Enable Password - less Login 

To configure /etc/hots and enable a password-less login, complete the following steps: 

1. Modify the /etc/hosts file on Supervisor Node according to Table 7  and include all IP address of all 

nodes. An example is shown in Appendix C  Example /etc/hosts File. 

Table 7   IP Addresses for Storage Nodes, Connector Nodes and Supervisor Node 
Hostname  Storage - Mgmt  Storage - Cluster  Client - Network  

Supervisor  192.168.10.160 192.168.20.160  

Connector - Node1  192.168.10.161 192.168.20.161 192.168.30.161 

Connector - Node2  192.168.10.162 192.168.20.162 192.168.30.162 

Connector - Node3  192.168.10.163 192.168.20.163 192.168.30.163 

Storage - Node1  192.168.10.164 192.168.20.164  

Storage - Node 2 192.168.10.165 192.168.20.165  

Storage - Node3  192.168.10.166 192.168.20.166  

Storage - Node4  192.168.10.167 192.168.20.167  

Storage - Node5  192.168.10.168 192.168.20.168  

Storage - Node6  192.168.10.169 192.168.20.169  

Storage - Node7  192.168.10.170 192.168.20.170  

Storage - Node8  192.168.10.171 192.168.20.171  

Storage - Node9  192.168.10.172 192.168.20.172  

Storage - Node1 0 192.168.10.173 192.168.20.173  

Storage - Node11  192.168.10.174 192.168.20.174     

Storage - Node1 2 192.168.10.175 192.168.20.175     

 

2. Login to Supervisor Node and change /etc/hosts. 
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supervisor # ./scality - ring - 6.3.0.r161125113926.ff4fa5b.hf4_centos_7.run --  --  -
- ssd - detection=sysfs -- no- preload  

3. This command launches the installer with two options.   

a. --ssd- ifies the SSDs by looking at the value in 

 

b. --no-

would attempt to download all Scality packages from the online Scality repo prior to continuing with 

the installation.  This causes unacceptable delays in some installations. 

4. When launched, the installer should prompt for supervisor credentials.  In this example, the credentials 

are admin/admin, but you can obviously make these as complex as you would like.  

 

5. The IP chosen for the Supervisor should be the IP dedicated to the management of the Scality cluster.  In 

this case, 192.168.10.160 is the IP of the internally-facing network planned for management, so it has 

been selected. 

  

6. When you choose the supervisor IP, the supervisor will install and then prompt the administrator to iden-

tify the servers in the environment. 

Copyright Scality 2014Copyright Scality 2014

Supervisor Installation

Enter a login for supervisor access

Username: admin

<  OK  > <  Cancel  >

Copyright Scality 2014Copyright Scality 2014

Supervisor Installation

Select the IP you want to use for the Supervisor

128.107.79.201
192.168.10.160

<  OK  > <  Cancel  >
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7. In this case, the supervisor server and connectors are in a unique group of four because their hardware 

characteristics do not match the storage servers. 

  

8. split later in the in-

stallation process. 

Copyright Scality 2014Copyright Scality 2014

Supervisor is installing.
This may take a few minutes.

Copyright Scality 2014Copyright Scality 2014

Group naming

Servers are grouped by their hardware characteristics. Only server disks suitable for node installation 
are listed. You can split groups in a later step. Groups will not be used after installation.

Select a group of servers that you want to name. You must name at least one group. Select 0 if you do 
not want to name additional groups:

0     End group naming
1     4 servers, 24 CPUs, 256GB RAM, no HDD, no SSD, 2 nics
2     12 servers, 24 CPUs, 256GB RAM, 26 HDDs for 236TB, 2 SSDsfor 1490GB,

2 nics

<  OK  > <  Cancel  > < Details >
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9. Name it the split later in the installation process. 

  

10. Select the remaining 12-server group. 

Copyright Scality 2014Copyright Scality 2014

Group naming

Servers are grouped by their hardware characteristics. Only server disks suitable for node installation 
are listed. You can split groups in a later step. Groups will not be used after installation.

Select a group of servers that you want to name. You must name at least one group. Select 0 if you do 
not want to name additional groups:

0     End group naming
1     4 servers, 24 CPUs, 256GB RAM, no HDD, no SSD, 2 nics
2     12 servers, 24 CPUs, 256GB RAM, 26 HDDs for 236TB, 2 SSDsfor 1490GB,

4 nics

<  OK  > <  Cancel  > < Details >

Copyright Scality 2014Copyright Scality 2014

Group naming

Enter a name for the group of 4 machines described by:
24 CPUs, 256GB RAM, no HDD, no SSDs, 2 nics

Name: connectors

<  OK  > <  Cancel  >
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11.  

 

12. When you name the storage group, you will be asked if you want to further split this group into smaller 

subsets of servers.  This will allow for role assignment of servers later in the installation. 

13. Select the connectors group and move the supervisor to its ow  

Copyright Scality 2014Copyright Scality 2014

Group naming

Servers are grouped by their hardware characteristics. Only server disks suitable for node installation 
are listed. You can split groups in a later step. Groups will not be used after installation.

Select a group of servers that you want to name. You must name at least one group. Select 0 if you do 
not want to name additional groups:

0     End group naming
1     4 servers, 24 CPUs, 256GB RAM, no HDD, no SSD, 2 nics
2     12 servers, 24 CPUs, 256GB RAM, 26 HDDs for 236TB, 2 SSDs for 1490GB,

4 nics

<  OK  > <  Cancel  > < Details >

Copyright Scality 2014Copyright Scality 2014

Group naming

Enter a name for the group of 12 machines described by:
24 CPUs, 256GB RAM, 26 HDDs for 236TB, 2 SSDs for 1490GB, 4 nics

Name: storage

<  OK  > <  Cancel  >
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14.  

  

15.  

  

Copyright Scality 2014Copyright Scality 2014

Group splitting

Groups may be split to assign different roles to identical servers.

Select a group of servers that you want to split.
Select���³DONE�  ́if you do not want to split a group, or after you have finished splitting groups.

DONE End group splitting
connectors 4 servers, 24 CPUs, 256GB RAM, no HDD, no SSD, 2 nics
storage 12 servers, 24 CPUs, 256GB RAM, 26 HDDs for 236TB, 

2SSDs for 1490GB, 2 nics

<  OK  > <  Cancel  >

Copyright Scality 2014Copyright Scality 2014

Group splitting

Select the machines to move from the gr�R�X�S���³connectors�  ́to a new group:

[    ]  connector-node1 192.168.10.161
[    ]  connector-node2 192.168.10.162
[    ]  connector-node3 192.168.10.163
[ * ]   supervisor 192.168.10.160

<  OK  > <  Cancel  >

Copyright Scality 2014Copyright Scality 2014

Group splitting

Enter a name for the new group:

Name: supervisor

<  OK  > <  Cancel  >
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16. Select connector-node1, connector-node2, and connector- -

 

 

17. -  

  

18.  

Copyright Scality 2014Copyright Scality 2014

Group splitting

Select the machines to move from the gr�R�X�S���³connectors�  ́to a new group:

[ * ]   connector-node1 192.168.10.161
[ * ]   connector-node2 192.168.10.162
[ * ]  connector-node3 192.168.10.163

<  OK  > <  Cancel  >

Copyright Scality 2014Copyright Scality 2014

Group splitting

Enter a name for the new group:

Name: nfs-connectors

<  OK  > <  Cancel  >
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19. -  

 

20. .  

Copyright Scality 2014Copyright Scality 2014

Group splitting

Groups may be split to assign different roles to identical servers.

Select a group of servers that you want to split.
Select���³DONE�  ́if you do not want to split a group, or after you have finished splitting groups.

DONE End group splitting
nfs-connectors 3 servers, 24 CPUs, 256GB RAM, no HDD, no SSD, 2 nics
storage 12 servers, 24 CPUs, 256GB RAM, 26 HDDs for 236TB, 

2SSDs for 1490GB, 2 nics

<  OK  > <  Cancel  >

Copyright Scality 2014Copyright Scality 2014

Role attr ibution

Select a group of servers to which you want to assign a role:

<  OK  > <  Cancel  >

DONE End role assignments
nfs-connectors 3 servers, 24 CPUs, 256GB RAM, no HDD, no SSD, 2 nics
storage 12 servers, 24 CPUs, 256GB RAM, 26 HDDs for 236TB, 

2SSDs for 1490GB, 2 nics
supervisor 1 server, 24 CPUs, 256GB RAM, no HDD, no SSD, 2 nics
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21. Select the storage group and assign the roles. 

  

22.  

Copyright Scality 2014Copyright Scality 2014

Role attr ibution

Select a group of servers to which you want to assign a role:

<  OK  > <  Cancel  >

DONE End role assignments

storage 12 servers, 24 CPUs, 256GB RAM, 26 HDDs for 236TB, 
2SSDs for 1490GB, 2 nics

supervisor 1 server, 24 CPUs, 256GB RAM, no HDD, no SSD, 2 nics
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23. End role assignments. 

   

24. should be 

the same as you selected for the supervisor at the beginning of the installation. 

Copyright Scality 2014Copyright Scality 2014

Role attr ibution

Select the roles to affect the gr�R�X�S���³storage� .́ Only one of CDMI, Local FS, NFS, CIFS can be selected 
at the same time

[ * ]  Storage
[ * ]  ElasticSearch
[ ]  Local FS Connector
[ ]  NFS Connector
[ ]  CIFS Connector
[ ]  CDMI Connector
[ ]  RS2 Connector
[ * ]  Sproxyd Connector

<  OK  > <  Cancel  >

Please ensure 
all three 

boxes are 
checked

Copyright Scality 2014Copyright Scality 2014

Role attr ibution

Select a group of servers to which you want to assign a role:

<  OK  > <  Cancel  >

DONE End role assignments
supervisor 1 server, 24 CPUs, 256GB RAM, no HDD, no SSD, 2 nics
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25.  

 

26. 
 the management NIC because it is on the 192.168.10.x network (same as the su-

pervisor).  

 is used for Public External access.  

Copyright Scality 2014Copyright Scality 2014

NIC selection

Select a group of servers to which you want to assign NIC

<  OK  > <  Cancel  >

storage 12 servers, 24 CPUs, 256GB RAM, 26 HDDs for 236TB, 
2SSDs for 1490GB, 2 nics

nfs-connectors 3 servers, 24 CPUs, 256GB RAM, no HDD, no SSD, 2 nics

Copyright Scality 2014Copyright Scality 2014

NIC selection

Select the Data Access NIC you want to use for group storage

<  OK  > <  Cancel  >

eth0
eth1
eth2
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27. Set -  

  

28.  

 is  

 

Copyright Scality 2014Copyright Scality 2014

NIC selection

Select the Management NIC you want to use for group storage

<  OK  > <  Cancel  >

eth0
eth1
eth2

Copyright Scality 2014Copyright Scality 2014

NIC selection

Select the Data Access NIC you want to use for group nfs-connectors

<  OK  > <  Cancel  >

eth0
eth1
eth2
eth3

Copyright Scality 2014Copyright Scality 2014

NIC selection

Select the Management NIC you want to use for group nfs-connectors

<  OK  > <  Cancel  >

eth0
eth1
eth2
eth3
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29.   

  

30.  

  

31. disks.  

 

Copyright Scality 2014Copyright Scality 2014

RING creation

Enter a name for the new RING

name: DATA

<  OK  > <  Cancel  >

Copyright Scality 2014Copyright Scality 2014

RING creation

Make a selection from the list of eligible server groups (those that have enough memory to allocate the 
server to the RING���³DATA� )́.

[ * ]   storage 12 servers, 24 CPUs, 256GB RAM, 26 HDDs for 236TB, 2SSDs 
for 1490GB, 2 nics

<  OK  > <  Cancel  >

Copyright Scality 2014Copyright Scality 2014

RING creation

The ri�Q�J���³DATA�  ́resides on servers with SSDs and spinning disks. Select the type of disk to use:

Spinning
SSD 

<  OK  > <  Cancel  >
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32. 
for 12 storage node configuration. 

  

33. Create the META RING: 

  

34.  

  

Copyright Scality 2014Copyright Scality 2014

RING creation

Select a data+coding ARC schema for the RING���³DATA� :́

0    9+3 (Recommended)
1    8+4
2    7+5
3    6+6
4    14+4 (2 disk groups)

<  OK  > <  Cancel  >

Copyright Scality 2014Copyright Scality 2014

RING creation

Do you want to create another ring?

<  Yes  > <  No  >

Copyright Scality 2014Copyright Scality 2014

RING creation

Enter a name for the new RING

name: META

<  OK  > <  Cancel  >
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35. META RING. 

  

36.  

  

37. .  

  

38.  

Copyright Scality 2014Copyright Scality 2014

RING creation

Make a selection from the list of eligible server groups (those that have enough memory to allocate the 
server to the RING���³META� )́.

[ * ]   storage 12 servers, 24 CPUs, 256GB RAM, 26 HDDs for 236TB, 2SSDs 
for 1490GB, 2 nics

<  OK  > <  Cancel  >

Copyright Scality 2014Copyright Scality 2014

RING creation

The ri�Q�J���³META�  ́resides on servers with SSDs and spinning disks. Select the type of disk to use:

Spinning
SSD 

<  OK  > <  Cancel  >

Copyright Scality 2014Copyright Scality 2014

RING creation

Select a data redundancy method for the ri�Q�J���³META�  ́containing this group: storage : 12 servers, 24 
CPUs, 256GB RAM, 26 HDDs for 236TB, 2 SSDs for 1490GB, 4 nics

Replication
ARC + Replication

<  OK  > <  Cancel  >
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39. End RING creations to move forward to the Summary page: 

  

40.  

  

41.  

Copyright Scality 2014Copyright Scality 2014

RING creation

Select the maximum Class of Service for the RING���³META� :́

1
2
3
4
4+
5

<  OK  > <  Cancel  >

Copyright Scality 2014Copyright Scality 2014

RING creation

Do you want to create another ring?

<  Yes  > <  No  >

Copyright Scality 2014Copyright Scality 2014

Repository settings

Enter your Scality update repository user name
Cancel to keep local repository

name:

<  OK  > <  Cancel  >
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The installation will progress through screens similar to this while it installs and configures the RING. 

 

 

 

Copyright Scality 2014Copyright Scality 2014

Recapitulation

Storage:
META, on SSD drives, with max replication CoS4+:

12 servers with:
24 CPUs, 256GB RAM, 26 HDDs for 236TB, 2 SSDs for 1490GB, 4 nics

DATA, on spinning drives, with redundanc�\���µARC9+���¶:
12 servers with:
24 CPUs, 256GB RAM, 26 HDDs for 236TB, 2 SSDs for 1490GB, 4 nics

Cluster:

Connectors:
Sproxyd:

12 servers with:
24 CPUs, 256GB RAM, 26 HDDs for 236TB, 2 SSDs for 1490GB, 4 nics

NFS:
3 servers with:
24 CPUs, 256GB RAM, no HDD, no SSD, 2 nics

< Accept > <  Modify  >

Copyright Scality 2014Copyright Scality 2014

Applying the configuration

Deploying the configuration to the servers.

Copyright Scality 2014Copyright Scality 2014

Applying the configuration

Calculating the keyspace for the ri�Q�J���³META�´
while the ring configuration is being applied.
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onfiguration is s  

 

When you see this screen, the installation has successfully completed. 

  

42. Verify the post Scality RING installation: 

Copyright Scality 2014Copyright Scality 2014

Applying the configuration

Keyspace calculation done, continuing RING configuration

Copyright Scality 2014Copyright Scality 2014

Applying the configuration

RING configuration still being applied.
Elapsed time is 45 seconds.

Software is being installed on nodes.

Copyright Scality 2014Copyright Scality 2014

All configurations done.
Continue to http://192.168.10.160:3080/sup/Local/volumes/new
Status report available in /tmp directory
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a. Log into the supervisor with the credentials you specified during the installation. 

        

b. Click the DATA RING. 

  

c. Verify the RING is green.  Click the Online Connectors number (in this case, 24). 
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d.  

  

Post- Installation for Scality RING  

The following steps make sure that all Storage nodes are ready to address any failover scenarios.  

Configure Global Tasks Settings and RING Protection 

To perform the and , complete the following 

steps: 

1. In the supervisor, go to RINGs > Administration > Tasks . 
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2. In the supervisor, go to RINGs > Administration > General and set the node numbers appropriately.  On 

this RING, makes sure minimum number of nodes to 67, the optimal number of nodes to 72, and the ex-

pected number of RUNNING nodes to 72.  These changes, along with the tasks throttling limits the num-

ber of tasks which are started when storage servers fail. 

 

Scality S3 Connector Installation  
To install Scality S3 Connector, complete the following steps: 

1. All Scality S3 Connector documents and downloads are available at https://docs.scality.com.  Scroll 

down on this page to find the S3 Connector link. 

 

2. You can download the Federation file manually and copy it into your environment, or you can download 

from command line with the appropriate Scality credentials: 

https://docs.scality.com/
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# wget -- http - user= scality us er  -- ask - password 
https://docs.scality.com/download/attachments/32226064/Federation - GA6.3.2.tar.gz  

    

3. Verify the password-less ssh access to all servers in the environment via the data access NIC (in this 

case, 192.168.20.x). 

4. Download and install ansible-2.1.1. 

# wget http://releases.ansible.com/ansible/ansible - 2.1.1.0.tar.gz  

  

5. Extract the ansible-2.1.1 file  

# tar zxvf ansible - 2.1.1.0.tar.gz  

  

6. -  

http://releases.ansible.com/ansible/ansible-2.1.1.0.tar.gz
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    # pip install file:///root/ansible - 2.1.1.0/                    

 

8. Uncompress the Federation file in /root. 

# tar zxvf Federation - GA6.3.2.tar.gz  

  

9. Change the directory to the Federation directory and make a copy of the env/client-template directory in 

preparation for editing config files. 

# cd Federation - GA6.3.2  

# cp - r env/client - template env/myCONF  

 Note: The first file to edit provides the credentials to Docker Hub.  You create these credentials yourself at 
https://hub.dock er.com/  and then request  Scality to grant your Docker ID access to the appropriate Doc k-
er repos.  

      # vi env/myCONF/group_vars/credentials_hub_docker_com.yml  

 

        env_hub_docker_com:  

            username: <put - your - login - here>  

            email: < put - your - email - here>  

            password: <put - your - password - here > 

10. Edit the env/myCONF/inventory file to define the roles for all the servers in the S3 environment.  The top 

part of the file is all you should edit.  The example that follows is for a single-site deployment.  All five 

servers are listed in [active_majority_site]. 

      # vi env/myCONF/inventory  

        [active_majority_site]  

        192.168.20.164  

        192.168.20.165  

        192.168.20.166  

        192.168.20.167  

        192.168.20.168  






























































































