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Executive Summary

Executive Summary

Cisco Validated Designs consist of systems and solutions that are designed, tested, and documented to
facilitate and improve customer deployments. These designs incorporate a wide range of technologies and
products into a portfolio of solutions that have been developed to address the business needs of our
customers.

This document discusses the design principles and implementation steps that go into the FlashStack
solution, which is a validated Converged Infrastructure (Cl) jointly developed by Cisco and Pure Storage.
The solution is a predesigned, best-practice data center architecture with VMware vSphere built on the
Cisco Unified Computing System (UCS), Pure Storage FlashArray//X all flash array delivering iSCSI storage,
and new to this design, the Cisco Application Centric Infrastructure (ACI).

Cisco ACl is a holistic architecture that introduces hardware and software innovations built upon the Cisco
Nexus 9000® Series product line. Cisco ACI provides a centralized policy-driven application deployment
architecture that is managed through the Cisco Application Policy Infrastructure Controller (APIC). Cisco ACI
delivers software flexibility with the scalability of hardware performance.

The solution architecture presents a robust infrastructure viable for a wide range of application workloads
implemented as a Virtual Server Infrastructure (VSI).



Solution Overview

Solution Overview
]

Introduction

In the current industry there is a trend for pre-engineered solutions which standardize the data center
infrastructure, offering the business operational efficiencies, agility and scale to address cloud, bimodal IT
and their business. Their challenge is complexity, diverse application support, efficiency and risk. All these
are met by FlashStack with:

e Reduced complexity and automatable infrastructure and easily deployed resources

e Robust components capable of supporting high performance and high bandwidth virtualized
applications

e Efficiency through optimization of network bandwidth and in-line storage compression with de-
duplication

e Risk reduction at each level of the design with resiliency built into each touch point throughout

Cisco and Pure Storage have partnered to deliver this Cisco Validated Design, which uses best of breed
storage, server and network components to serve as the foundation for virtualized workloads, enabling
efficient architectural designs that can be quickly and confidently deployed.

In this document we will describe a reference architecture detailing a Virtual Server Infrastructure composed
of Cisco Application Centric Infrastructure (ACI) networking, Cisco UCS Compute, and the Pure Storage
FlashArray//X delivering a VMware vSphere 6.5 U1 hypervisor environment.

What's New in this FlashStack Release

This version of the FlashStack VSI Design introduces Cisco ACI 3.1, which delivers a holistic architecture
with centralized automation and policy-driven application profiles that delivers software flexibility with
hardware performance. This is validated with the Pure Storage FlashArray//X NVMe all-flash array along
with Cisco UCS B200 M5 Blade Servers featuring the Intel Xeon Scalable Family of CPUs.

Specific technology changes to this document that differ from the previous FlashStack VSI Design:
e Cisco Application Centric Infrastructure (ACI)
e Cisco UCS Manager 3.2(3) providing some Speculative Execution Vulnerability (Spectre) fixes

This design focuses on a 40Gb iSCSi storage implementation to take advantage of the policy-driven
networking of Cisco ACI. Fibre Channel storage can be configured within a Cisco ACI implemented
FlashStack VSI, but the storage networking would sit in adjacency, and not be configured by Cisco ACI.

Audience

The audience for this document includes, but is not limited to; sales engineers, field consultants, professional
services, IT managers, partner engineers, and customers who want to take advantage of an infrastructure
built to deliver IT efficiency and enable IT innovation.
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Purpose of this Document

This document discusses the design, and details a step-by-step configuration and implementation for
FlashStack within an established Cisco ACI placement. The Cisco ACI Spine considered to be in place and
the dedicated Leafs are added as part of the deployment instructions. The components will be centered
around the Cisco UCS 6332-16UP Fabric Interconnect and the Pure Storage FlashArray//X70, with the Spine
deployed as Cisco Nexus 9504 Modular Switches, and the Leaf being Cisco Nexus 93180LC-EX switches
with both supporting up to 100G connections. This all comes together to deliver a Virtual Server
infrastructure on Cisco UCS B200 M5 Blade Servers running VMware vSphere 6.5 UL.
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FlashStack with ACI Design

FlashStack System Overview

The FlashStack Virtual Server Infrastructure (VSI) is a validated reference architecture, collaborated on by
Cisco and Pure Storage, built to serve enterprise datacenters. The solution is built to deliver a VMware
vSphere based environment, leveraging the Cisco Unified Computing System (UCS), Cisco ACI implemented
with Cisco Nexus switches, and Pure Storage FlashArray as shown in Figure 1.

Figure 1 FlashStack with AClI Components
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This design features a subset of components implemented with Cisco ACI. The compute is centered around
the Cisco UCS 6332-16UP and the FlashArray//X or the FlashArray//M provide the capabilities of 40G or
10G iSCSI for storage communication. This managed compute and storage is delivered to Cisco UCS B200
M5 servers, with all of this extended to the network via a pair of Cisco Nexus 93180LC-EX switches
configured within ACI as leafs to established Cisco Nexus 9504 spines.

FlashStack with Application Centric Infrastructure

This FlashStack VSI with Cisco ACI design consists of Cisco Nexus 9500 and 9300 based spine/leaf
switching architecture controlled using a cluster of three Application Policy Infrastructure Controllers (APICs).
With the Nexus switches in place, the platform delivers an intelligently designed, high port density, low
latency network, supporting up to 100G connectivity.

Cisco ACI delivers a resilient fabric to satisfy today's dynamic applications. ACI leverages a network fabric
that employs industry proven protocols coupled with innovative technologies to create a flexible, scalable,
and highly available architecture of low-latency, high-bandwidth links. This fabric delivers application
instantiations using profiles that house the requisite characteristics to enable end-to-end connectivity.

The ACI fabric is designed to support the industry trends of management automation, programmatic policies,
and dynamic workload provisioning. The ACI fabric accomplishes this with a combination of hardware,
policy-based control systems, and closely coupled software to provide advantages not possible in other
architectures.
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Cisco ACI Fabric

The Cisco ACI fabric consists of three major components:

e The Application Policy Infrastructure Controller (APIC) - The Cisco APIC is the unifying point of
automation and management for the Cisco ACI fabric. The Cisco APIC provides centralized access to
all fabric information, optimizes the application lifecycle for scale and performance, and supports
flexible application provisioning across physical and virtual resources. The Cisco APIC exposes
northbound APIs through XML and JSON and provides both a command-line interface (CLI) and GUI
which utilize the APIs to manage the fabric.

e Spine switches - The ACI spine switch provides the mapping database function and the connectivity
among leaf switches. A spine switch can be the modular Cisco Nexus 9500 series (used in this
design) equipped with ACI ready line cards or fixed form-factor switch such as the Cisco Nexus
9336PQ. Spine switches provide high-density 40 Gigabit Ethernet connectivity between the leaf
switches.

e Leaf switches - The ACI leaf provides physical connectivity for servers, storage devices and other
network elements as well as enforces ACI policies. A leaf typically is a fixed form factor switch such
as the Cisco Nexus 93180LC-EX switch used in the current design. Leaf switches also provide the
connection point to the existing enterprise or service provider infrastructure. The leaf switches
provide both 10G and 40G Ethernet ports for connectivity.

Figure 2 Cisco ACI Fabric Architecture
ACI Fabric

(x) @ @
@H pu o @“\ Application Policy
- — - -~ S Infrastructure Controller

The ACI switching architecture, illustrated in Figure 2, is presented in a leaf-and-spine topology where every
leaf connects to every spine using 40G Ethernet interface(s).

Cisco ACl Tenant Model

The ACI Tenant sits within the ACI Fabric to deliver policy-based connectivity to physical and virtual devices
defined as End Point Groups. The primary components for delivering the tenant model are:

e Tenant: A tenant is a logical container which can represent an actual tenant, organization, application
or a construct to easily organize information. From a policy perspective, a tenant represents a unit of
isolation. All application configurations in Cisco ACI are part of a tenant. Within a tenant, one or more
VRF contexts, one or more bridge domains, and one or more EPGs can be defined according to
application requirements.

12
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The FlashStack with ACI design requires creation of an infrastructure tenant called ""FSV-
Foundation®* to provide compute to storage connectivity for iSCSI based SAN environment as well as
to provide access to the management infrastructure. The design also utilizes the predefined
""common'' tenant to provide in-band management infrastructure connectivity for hosting core
services required by all the tenants such as DNS, AD etc. In addition, each subsequent application
deployment requires creation of a dedicated tenant.

# FSV is used in this document as an identifying prefix within the ACI fabric for the FlashStack Virtual Server Infrastruc-
ture configuration. This prefix is optional, but also provides some insight into the tenancy potential while implement-
ing ACL.

e VRF: Tenants can be further divided into Virtual Routing and Forwarding (VRF) instances (separate IP
spaces) to further separate the organizational and forwarding requirements for a given tenant.
Because VRFs use separate forwarding instances, IP addressing can be duplicated across VRFs for
multitenancy. In the current design, each tenant is typically supported by its own VRF, along with
shared access to a dedicated VRF in the common tenant for L3-Out.

e Application Profile: An application profile models application requirements and contains one or
more End Point Groups (EPGS) as necessary to provide the application capabilities. Depending on the
application and connectivity requirements, FlashStack with ACI design uses multiple application
profiles to define multi-tier applications as well as to establish storage connectivity.

e Bridge Domain: A bridge domain represents an L2 forwarding construct within the fabric. One or
more EPGs can be associated with one bridge domain or subnet. In ACI, a bridge domain represents
the broadcast domain and the bridge domain might not allow flooding and ARP broadcast depending
on the configuration. The bridge domain has a global scope, while VLANs do not. Each endpoint
group (EPG) is mapped to a bridge domain. In FlashStack with ACI, a bridge domain can have one or
more subnets associated with it and one or more bridge domains together form a tenant network.

e End Point Group: An End Point Group (EPG) is a collection of physical and/or virtual end points that
require common services and policies. An EPG example is a set of servers or VMs on a common
VLAN segment providing a common function or service. While the scope of an EPG definition is much
wider, in the simplest terms an EPG can be defined on a per VLAN basis where all the servers or
VMs on a common LAN segment become part of the same EPG.

In the FlashStack with ACI design, various application tiers, ESXi VMkernel ports for Management,
iSCSI and vMotion, and interfaces on the Pure Storage FlashArray are mapped to various EPGs. The
design details are covered in the following sections.

e Contracts: Contracts define inbound and outbound traffic filter, QoS rules and Layer 4 to Layer 7
redirect policies. Contracts define the way an EPG can communicate with another EPG(s) depending
on the application requirements. Contracts are defined using provider-consumer relationships; one
EPG provides a contract and another EPG(s) consumes that contract. Contracts utilize filters to limit
the traffic between the applications to certain ports and protocols.

Figure 3 illustrates the relationship between various ACI elements as deployed in the validated architecture.
As shown in the figure, a Tenant can contain one or more application profiles and an application profile can
contain one or more EPGs. Devices in the same EPG can talk to each other without any special configuration.
Devices in different EPGs can talk to each other using contracts and associated filters. A tenant can also
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contain one or more VRFs and bridge domains. Different application profiles and EPGs can utilize the same
VRF or the bridge domain.

Figure 3
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End Point Group (EPG) Mapping in a FlashStack Environment

In FlashStack with ACI, traffic is associated with an EPG in one of the following ways:

e Statically mapping a Path/VLAN to an EPG (Figure 4).

e Associating an EPG with a Virtual Machine Manager (VMM) domain thereby allocating a VLAN
dynamically from a pre-defined pool in APIC (Figure 5).
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Figure 4 ACI - Static Path Binding
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Figure 5 ACI - EPG Assigned to Virtual Machine Manager
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Statically mapping of Path/VLAN to an EPG is useful for:

Mapping iSCSI VLANs on both the Cisco UCS and the Pure Storage FlashArray to appropriate EPGs
e Mapping bare metal servers to an EPG

e Mapping vMotion VLANs on the Cisco UCS/ESXi Hosts to an EPG

Mapping the management VLAN(S) from the existing infrastructure to an EPG in the common tenant.
This EPG is utilized for in-band management access by both ESXi hosts and the VMs

Dynamically mapping a VLAN to an EPG by defining a VMM domain is useful for:
e Deploying VMs in a multi-tier Application requiring one or more EPGs

e Deploying application specific IP based storage access within the application tenant environment

Virtual Machine Networking

The Cisco APIC automates the networking for all virtual and physical workloads including access policies and
L4-L7 services. When connected to the VMware vCenter, APIC controls the VM related virtual distributed
switching as detailed in the following sections.
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Virtual Machine Manager (VMM) Domains

In a VMware vCenter environment, Cisco APIC controls the creation and configuration of the VMware
vSphere Distributed Switch (vDS) or the Cisco Application Virtual Switch (AVS, which is not covered in this
document). Once the virtual distributed switches are deployed, APIC communicates with the switches to
publish network policies that are applied to the virtual workloads including creation of port groups for VM
association. A VMM domain can contain multiple EPGs and hence multiple port groups. To position an
application, the application administrator deploys the VMs using VMware vCenter and places the VMNIC into
the port group defined for the appropriate application tier.

Onboarding Infrastructure Services

In an ACI fabric, all the applications, services and connectivity between various elements are defined within
the confines of tenants, application profiles, bridge domains and EPGs. The tenant configured to provide the
infrastructure services is named FSV-Foundation. The FSV-Foundation tenant enables compute to storage
connectivity for accessing iSCSI datastores, enabled VMware vMotion traffic and provides ESXi hosts and
VMs access to existing management infrastructure. The Foundation tenant comprises of a single bridge
domain called Foundation-Internal. This bridge domain is shared by all the EPGs in the FSV-Foundation
tenant. Since there are no overlapping IP address space requirements, FSV-Foundation tenant consists of a
single VRF called FSV-Foundation.

FSV-Foundation tenant is configured with two different Application Profiles:

e Host-Connectivity: This application profile contains EPGs to support compute to storage connectivity
as well as VMware vMotion traffic. The three EPGs defined under this application profile are: Infra-
iISCSI-A, Infra-iSCSI-B and vMotion

e Infra-IB-Mgmt: This application profile provides ESXi host and VMs connectivity to existing In-Band
Management (IB-Mgmt) segment through the common tenant (details covered later in this section)

Foundation Tenant EPG Design for iSCSI based Storage

Figure 6 provides an overview of ACI design covering connectivity details and the relationship between
various ACI elements for the iISCSI based storage access.
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Figure 6 ACI - Foundation Tenant EPG Design for iSCSI Storage
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The following ACI constructs are defined the FSV-Foundation Tenant configuration for the iSCSI based
storage access:

e Tenant: FSV-Foundation

e VRF: FSV-Foundation

e Bridge Domain: Foundation-Internal

e Application Profile Host-Connectivity consist of three EPGs:

— ISCSI-A statically maps the VLANs associated with iSCSI-A interfaces on the FlashArray//X
controllers (VLAN 101) and Cisco UCS Fabric Interconnects (101)

— iISCSI-B statically maps the VLANSs associated with iISCSI-B interfaces on the FlashArray//X
controllers (VLAN 102) and Cisco UCS Fabric Interconnects (102)

— vMotion statically maps vMotion VLAN (1110) on the Cisco UCS Fabric Interconnects
e Application Profile Infra-IB-Mgmt consist of one EPG:

— Infra-IB-Mgmt statically maps the management VLAN (115) on the Cisco UCS Fabric
Interconnects. This EPG is configured to provide the Infra VMs and ESXi hosts access to the
existing management network as covered in the next section. This EPG utilizes the bridge domain
FSV-Common-IB-Mgmt from the common tenant where it receives the external source of the
management VLAN (115) within the FSV-Common-Core-Services EPG.
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'ﬂ When associating differing end points into the EPGs, it is not necessary for the VLANSs to match, the EPG will handle
VLAN association through VXLAN encapsulation in the fabric.

Enabling Management Access through Common Tenant

To provide ESXi hosts and VMs access to management segment and common services such as Active
Directory (AD), Domain Name Services (DNS), management and monitoring software etc., inter-tenant
contracts are utilized. Cisco ACI fabric provides a predefined tenant named common to host the common
services that can be easily shared by other tenants in the system. The policies defined in the common tenant
are usable by all the tenants without any special configurations. By default, in addition to the locally defined
contracts, all the tenants in ACI fabric can “consume” the contracts “provided” in the common tenant.

In the FlashStack environment, access to the management segment is provided through an FSV-Core-
Services EPG as shown in Figure 7.

Figure 7 ACI - Providing Management Access through the common Tenant
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To provide this access:

EPG FSV-Common-Core-Services is defined in the common tenant.

FSV-Common-Core-Services statically maps the management VLAN (115) on the current
management switch

FSV-Common-Core-Services “provides” a contract Allow-Common-Core-Services

ESXi hosts and infrastructure related VMs become part of the EPG Infra-IB-Mgmt in the FSV-
Foundation tenant and access the management segment by “consuming” the Allow-Common-Core-
Services contract.

Tenant VMs can also access the common management segment by “consuming” the same contract

The contract filters can be configured to only allow specific services related ports
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This division of resources sitting on the IB-Mgmt network implements a separation model that can be used
when requiring differentiation of access between systems as shown in Figure 8.
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Figure 8 Differentiation of access created with Contracts
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Onboarding Multi-Tier Application

The ACI constructs for a multi-tier application deployment include defining a new tenant, VRF(s), bridge
domain(s), application profile(s), end point group(s), and the contract(s) to allow communication between
various tiers of the application. Figure 9 provides an overview of the constructs required for deploying a
sample two-tier application.

To deploy a sample two-tier application, following elements are configured:
e A new Tenant called FSV-App-A is defined to host the application
e A VRF called FSV-App-A is defined under the tenant to provide the tenant IP address space
e A bridge domain App-A-Internal is created in the tenant

e An optional bridge domain App-A-External is created in the tenant for additional L2 segregation of
incoming user traffic

e An application profile, App-A is utilized to deploy the application.
e Two EPGs, Web and App are associated with the VMM domain to host Web and App/DB tiers of the

application
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e A contract to allow communication between the two application tiers is defined. This contract is
“provided” by the EPG App and “consumed” by the EPG Web

e Each of these App-A EPGs will additionally consume contracts for the FSV-Common-Core-Services
EPG to receive access to common infrastructure services like Active Directory

Figure 9 ACI - Attaching Application EPGs with VMware vDS
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The following subsections describe the deployment details for how this is connected to the VMware vDS.

Port Group creation for VMware vDS

When application EPGs are attached to a VMware vDS based VMM domain, Cisco APIC assigns VLANs from
a pre-defined pool and uses its connection to the VMware vCenter to create a new port groups on the
VMware vDS. These port groups are used to deploy application VMs in the appropriate application tier. The

port group name is determined using following format: “Tenant_Name | Application Profile_Name |
EPG_Name”.

For example, as shown in Figure 9, when the Web EPG is defined under application profile App-A (that
belongs to tenant FSV-App-A), a VLAN from the dynamic VLAN pool (2201 in this example) gets assigned
to this EPG and a new port group named FSV-App-A|App-A|Web is automatically created on the VMware
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vDS. When a virtualization administrator assigns a VM NIC to this port group, all the network policies
including security (contracts), L4-L7 and QoS automatically get applied to the VM communication.

External Network Connectivity - Shared Layer 3 Out

In order to connect ACI fabric to existing infrastructure, the ACI leaf nodes are connected to the existing
enterprise core routers/switches. In this design, a Cisco Nexus 7000 was configured as the enterprise core
router. Figure 10 illustrates the physical connectivity details. Each of the leaf switches is physically
connected to each of the core router for redundancy using a 10GbE connection.

ﬂ A pair of adjacent 9372 leaf switches were used in connecting to the enterprise core to utilize 10GbE as dedicated bor-
der leaf switches. A single pair of Cisco Nexus gooo based leaf switches can be used to provide all the FlashStack con-
nectivity including the layer 3 connectivity to existing infrastructure by either selecting a differing model of leaf that
supports lower than 40GbE, or utilizing CVR-QSFP-SFP10G QSFP modules in the 93180LC-EX switches used in this de-
sign to convert the QSFP ports to SFP ports.

Figure 10 ACI - Physical Connectivity to Existing Infrastructure
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The design utilizes shared Layer 3 Out configuration to provide routed connectivity to external networks as a
shared service. Shared Layer 3 Out functionality can be deployed as a shared service in any tenant. In the
FlashStack with ACI validated design, this functionality in configured in the common tenant. As shown in
Figure 11, a single “External Routed Network” is configured under tenant common to connect ACI
infrastructure to Cisco Nexus 7000s using OSPF. Some of the ACI constructs used in this design are:

e A unique private network and a dedicated external facing bridge domain is defined under the
common tenant. This private network (VRF) is setup with OSPF to provide connectivity to external
infrastructure. The private network configured under the tenant common is called vrf-Common-
Outside is and the bridge domain is called bd-Common-Outside.

e Four unique VLANSs (sub-interfaces) are configured between ACI leaf switches and the core router;
one for each of the four physical paths. The VLANSs utilized are 301-304 (as seen in Figure 8).

e OSPF routing is enabled on all the four paths between the Cisco Nexus 9000 and the Cisco Nexus
7000 enterprise router

e On Cisco ACI fabric, common tenant learns a default route from the Cisco Nexus 7000 switches and
advertises routable subnets to the core infrastructure.
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e Cisco Nexus 7000 switches can optionally use OSPF metrics to influence path preferences.

Figure 11 ACI - Connectivity to Existing Infrastructure
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After common tenant is configured with the Layer-3 connectivity, all the other tenants can share this
connection through contracts to access existing enterprise infrastructure as shown in Figure 12. The external
routed network, Nexus-7K, “provides” a contract named Allow-Outside-All. When the application tenant
EPGs “consume” this contract, the “public” IP subnet(s) defined under the application tenant EPGs get
advertised to the enterprise network. The application EPGs also learns the default route from the tenant
common. The filters under the contract control the traffic that can be sent and received from the shared L3
out. In the FlashStack with ACI design, each tenant is configured with a dedicated VRF as well as a
dedicated bridge domain and these constructs are not shared with other tenants.

'ﬁ Tenant advertised prefixes for a shared Layer 3 out must to be unique; overlapping tenant subnets are not supported.
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Figure 12 ACI - Tenant Contracts for Shared L3 Out
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FlashStack with Cisco ACI - Components

FlashStack with ACI is designed to be fully redundant in the compute, network, and storage layers. There is
no single point of failure from a device or traffic path perspective. Figure 13 illustrates how the various
elements are connected together.
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Figure 13 FlashStack Design with Cisco ACI and FlashArray//X
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ﬂ Adjacent leaf switches used for management connectivity as well as shared L3 connectivity shown elsewhere in this
design, are not pictured in this topology.

Fabric: Link aggregation technologies play an important role in FlashStack with ACI providing improved
aggregate bandwidth and link resiliency across the solution stack. The Cisco Unified Computing System, and
Cisco Nexus 9000 platforms support active port channeling using 802.3ad standard Link Aggregation
Control Protocol (LACP). Port channeling is a link aggregation technique offering link fault tolerance and
traffic distribution (load balancing) for improved aggregate bandwidth across member ports. In addition, the
Cisco Nexus 9000 series features virtual Port Channel (vPC) capabilities. vPC allows links that are physically
connected to two different Cisco Nexus 9000 Series devices to appear as a single *'logical'* port channel to
a third device, essentially offering device fault tolerance. Note in Figure 13 that vPC peer links are no longer
needed. The peer link is handled in the leaf to spine connections and any two leaves in an ACI fabric can be
paired in a vPC. The Cisco UCS Fabric Interconnects benefit from the Cisco Nexus vPC abstraction, gaining
link and device resiliency as well as full utilization of a non-blocking Ethernet fabric. The FlashArray iSCSI
ports connect into the Cisco Nexus 9000 and are independently reachable for each FlashArray controller
interface configured as an iSCSI adapter.

Compute: Each Cisco UCS 5108 chassis is connected to the FIs using a pair of ports from each 10 Module
for a combined 40G uplink as illustrated in Figure 14. Optional configurations could include Cisco UCS C-
Series connected by directly attaching the Cisco UCS C-Series servers into the Fls to provide a uniform
look-and-feel across blade and standalone servers within a common Cisco UCS Manager interface.
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Figure 14 FlashStack Compute Connectivity
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# Cisco UCS C-Series servers are supported within FlashStack, but were not included as part of the validation associated
with this CVD.

Storage: The ACI-based FlashStack design is an end-to-end IP-based storage solution that supports SAN
access by using iSCSI. The solution provides a 10/40GbE fabric that is defined by Ethernet uplinks from the
Cisco UCS Fabric Interconnects and Pure Storage FlashArrays connected to the Cisco Nexus switches as
shown in Figure 15. Optionally, the ACI-based FlashStack design can be configured for SAN boot or
application LUN access by using Fibre Channel (FC) by bringing Cisco MDS switches into the design to sit in
parallel to the ACI network, but this is not covered in the design.

Figure 15 FlashStack Storage Connectivity
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The virtual environment this supports is within VMware vSphere 6.5 U1, and includes virtual management
and automation components from Cisco and Pure Storage built into the solution, or as optional add-ons.

The implementation section of this document will provide a low-level example of steps to deploy this base
architecture that may need some adjustments depending on the customer environment. These steps include
physical cabling, network, storage, compute, and virtual device configurations.
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Solution Architecture

The FlashStack architecture brings together the proven data center strengths of the Cisco UCS compute and
Cisco Nexus network switches delivering storage from the leading visionary in all flash arrays. This
collaboration creates a simple, yet powerful and resilient data center footprint for the modern enterprise.
The design, illustrated in Figure 16, is physically redundant at each point within topology, providing high
speed NVMe storage, the latest Intel Scalable processors, end to end 40Gb connectivity, and a secure,
scalable architecture built with Cisco ACI.

Figure 16 FlashStack Physical Topology
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To further explain the interconnection between these components, look at the first layer of the UCS compute
illustrated in Figure 17:
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Figure 17 FlashStack UCS Physical Topology
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The Cisco UCS B200 M5 server is shown to be equipped with the VIC 1340 Converged Network Adapter
and a Port Expander, allowing an aggregate 80GBps of bandwidth between the server’s connections to the
Cisco UCS 2304 Fabric Extender (IOM - 1/0 Module). Each port within the VIC (0 vs 1, mapping to the vs B
sides of the fabric), connects into eight 10G KR lanes coming through the UCS 5108 Chassis, four from each
IOM that are automatically port-channeled. Continuing from the IOM, there are two 40G connections coming
from their respective Cisco UCS 6332-16UP Fabric Interconnects. These connections going between the
IOM and the Fabric Interconnects carry converged Ethernet and Fibre Channel over Ethernet traffic, that is
configured as a port channel by the chassis discovery policy within the Cisco UCS Manager setup.

Within the next section of connectivity shown in Figure 18, there are virtual port channels (vPC) of 40G
Ethernet connections configured by the ACI fabric to present Nexus 93180LC-EX Leaf switches as a single
switch to each of the Fabric Interconnects.
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Figure 18 Fabric Interconnect to ACI Leaves

Reaching the next layer of connections, the ACI Leaf to Spine connections are shown in Figure 19:

Figure 19 ACI Leaves to ACI Spines
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e Cisco Nexus 93180LC-EX - 100Gb capable, LAN connectivity to the Cisco UCS compute resources
and handling iSCSI traffic between the Cisco UCS Fabric Interconnect and the Pure Storage
FlashArray//X, configured as ACI Leafs.

e Cisco Nexus 9504 - Modular switch acting as the ACI Spines.

e Cisco UCS 6332-16UP Fabric Interconnect - Unified management of Cisco UCS compute, and that
compute’s access to storage and networks.

e Cisco UCS B200 M5 - High powered, versatile blade server, which was conceived for virtual
computing.

e Pure Storage FlashArray//X70 - All flash storage implemented with inline compression and
deduplication in a simple and resilient manner.
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Virtualization layer components and managers of the architecture also include:

e Cisco UCS Manager - Management delivered through the Fabric Interconnect, providing stateless
compute, and policy driven implementation of the servers it manages.

e Cisco UCS Director (optional) - Automation of the deployment of Cisco infrastructure, complete
provisioning of servers as vSphere resources, and accompanying storage from the Pure Storage
FlashArray.

e Cisco UCS Manager Plugin for VMware vSphere Web Client - Cisco UCS Manager functionality
brought into the vCenter web based interface.

e Cisco ACI Plugin for VMware vSphere Web Client - Basic ACI configuration and monitoring features
from within the vCenter.

e VMware vSphere and VMware vCenter - Hypervisor and Virtual Machine Manager.
e VMware vDS - Distributed Virtual Switch for the vSphere environment.

e Pure Storage vSphere Web Client Plugin - Easy to use management of volumes within the vSphere
Web Client.

Additional Design Considerations

Management Connectivity

Out-of-band management is handled by an independent switch that could be one currently in place in the
customer’s environment. Each FlashStack physical device had its management interface carried through this
Out-of-band switch, with in-band management carried as a differing VLAN within the solution for ESXi,
vCenter and other virtual management components.

Out-of-band configuration for the components configured as in-band could be enabled, but would require
additional uplink ports on the 6332-16UP Fabric Interconnects if the out of band management is kept on a
separate out of band switch. A disjoint layer-2 configuration can then be used to keep the management and
data plane networks completely separate. This would require 2 additional vNICs (for example, OOB-Mgmt-
A, OOB-Mgmt-B) on each server, which are associated with the management uplink ports.

Jumbo Frames

Jumbo frames are a standard recommendation across Cisco designs to help leverage the increased
bandwidth availability of modern networks. To take advantage of the bandwidth optimization and reduced
consumption of CPU resources gained through jumbo frames, they were configured at each network level to
include the virtual switch and virtual NIC.

This optimization is relevant for VLANs that stay within the pod, and do not connect externally. Any VLANs
that are extended outside of the pod should be left at the standard 1500 MTU to prevent drops from any
connections or devices not configured to support a larger MTU.
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Cisco UCS Server vSphere Configuration

Cisco UCS B-Series servers are installed with ESXi 6.5 U1 using Cisco VIC 1340 adapters to provide
separate virtual NICs for the combined management and infrastructure traffic versus application virtual NICs.
Within vSphere these hosts were further divided into differing clusters that supported either the virtual
infrastructure management components, or the production application virtual machines. For each of these
clusters, both VMware High Availability (HA) and VMware Distributed Resource Scheduler (DRS) are
enabled.

VMware HA is turned on for the clusters to allow automated recovery of active VMs in the event of a physical
failure in the underlying ESXi host it resides upon. Depending upon application priority or being up versus
having resource guarantees, HA Admission Control might be turned off to allow power-on of VMs in failure
scenarios where resources may be constrained.

For VMware DRS, Automation Level should be set as comfortable to the customer. Further into DRS
configuration certain infrastructure and application VMs should be set up under DRS Groups Manager and
Rules to have placement rules applied for them. These rules can be set to include:

o Keep Virtual Machines Together - For VMs that work with each other that can take advantage of
increased performance by being adjacent to each other within the same hypervisor.

e Separate Virtual Machines - For VMs with some form of application level high availability to guarantee
that member VMs are not impacted by the same hardware fault.

¢ Virtual Machines to Hosts - VM to host association that may be relevant for reasons such as
licensing.

A fixed VMware vDS (virtual distributed switches) was configured for Infrastructure to support the
management and vMotion traffic. This infrastructure vDS could have instead been a set of standard
vSwitches, but were deployed as a vDS to allow for a quick, standardized virtual network configuration of
added hosts as the FlashStack grows. Separate vNIC uplinks have been created for management versus
vMotion traffic, but are brought in as uplinks to the common Infrastructure vDS and associated to the
appropriate distributed port group through pinning. This pinning is set to make management traffic active on
the A side of the fabric and vMotion active on the B side of the fabric, allowing both types of traffic that are
primarily local to the ESXi cluster to stay within one of these respective sides of the fabric to avoid an
unnecessary hop up through the Nexus leaf switches. iSCSI traffic carried within standard vSwitches.

For the Application traffic, the Cisco APIC is leveraged to implement a vDS within the vCenter that the APIC
will control as port groups and VLANSs are allocated. The layout for the virtual switching configuration is
illustrated in Figure 20.
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Figure 20 vDS Shown on an iSCSI Booted Cisco UCS BZOO M5 Server
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B200 M5 Virtual Interfaces on VIC 1340

Additional standard tasks and best practices include the following:
e A vMotion vmkernel interface is added to each host during the initial setup.
e NTP is set on each ESXi server.
e Shared storage added to each ESXi host in FlashStack using the Pure Storage vSphere Web Plugin.
e Cisco ESXi nenic network adapter drivers were applied to each server.

e An ESXi swap datastore is specified to easily allow for separation of VM swapfiles, to make them
excludable from snapshots and backup purposes.
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Implementation Guidelines
___________________________________________________________________________________________________________________________|

Software Revisions

Table 1 lists the software versions for hardware and virtual components used in this solution. Each version
used has been certified within interoperability matrixes supported by Cisco, Pure Storage, and VMware. For
more supported version information, consult the following sources:

e Cisco UCS Hardware and Software Interoperability Tool
e Pure Storage Interoperability (note, this interoperability list requires a support login form Pure)

¢ VMware Compatibility Guide

e Cisco ACI Recommended Release

o Cisco ACI Virtualization Compatibility

# If you select a version that differs from the validated versions below, it is highly recommended to read the release notes
of the selected version to be aware of any changes to features or commands that may have occurred.

Tablex Software Revisions

Layer Device Image Comments
Compute Cisco UCS Fabric 3.2(3d)* Includes the Cisco
Interconnects 6300 UCS IOM 2304 and
Series, UCS B-200 M5 Cisco UCS VIC 1340
Network Cisco Nexus 9000 ACI 13.1(1i)
Mode
Cisco APIC 3.1(1i)
Storage Pure Storage 4.10.5
FlashArray//X70
Software Cisco UCS Manager 3.2(3d)* Initial validation on
3.2(2e)
VMware vSphere ESXi 6.5 U1* VMware Source
Cisco Custom ISO ESXi650-
201803401-BG and
ESXi650-
201803402-BG
applied after initial
validation

33


http://www.cisco.com/web/techdoc/ucs/interoperability/matrix/matrix.html
https://support.purestorage.com/FlashArray/Getting_Started/Compatibility_Matrix
http://www.vmware.com/resources/compatibility/search.php
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/aci/virtualization/matrix/virtmatrix.html
https://my.vmware.com/group/vmware/details?downloadGroup=OEM-ESXI65U1-CISCO&productId=614

Implementation Guidelines

Layer Device Image Comments

VMware vSphere nenic 1.0.13.0
driver for ESXi

VMware vCenter 6.5 Ulg* Initial validation on
6.5 Ule

Pure Storage vSphere 3.0 The 2.5.1 version is

Web Client Plugin provided with Purity
4.10.5, but will
default to

provisioning of
VMFS-5 datastores
within the plugin. To
enable the option of
VMFS-6 through the
plugin, a support
request can be
made with Pure to
enable access to the
3.0 plugin.

Cisco UCSM plugin for the 2.0.3 Cisco Source
Sphere Web Client

* Availability of Speculative Execution vulnerability patches and updated software from VMware and Cisco
were released after initial validation completed. These patches and releases were installed and limited runs
of validation tests were performed to check for continued behavior.

Configuration Workflow

Figure 21 illustrates the configuration workflow used in this solution.

34


https://software.cisco.com/download/release.html?i=!y&mdfid=286282669&softwareid=286282010&release=2.0.3&os

Implementation Guidelines

Figure 21 Configuration Workflow
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The FlashStack with ACI deployment workflow will require configuration of certain components before
working on others. The order of steps in this implementation guide are laid out with the intent of best
capturing the sequence of those dependencies.

Configuration Guidelines

This document details the step by step configuration of a fully redundant and highly available Virtual Server
Infrastructure built on Cisco and Pure Storage components. References are made to which component is
being configured with each step, either 01 or 02 or A and B. For example, controller-1 and controller-2 are
used to identify the two controllers within the Pure Storage FlashArray//X that are provisioned with this
document, and Cisco Nexus A or Cisco Nexus B identifies the pair of Cisco Nexus leaf switches that are
configured. The Cisco UCS fabric interconnects are similarly configured. Additionally, this document details
the steps for provisioning multiple Cisco UCS hosts, and these examples are identified as: VM-Host-iSCSI-
01, VM-Host-iSCSI-02 to represent iSCSI booted infrastructure and production hosts deployed to the fabric
interconnects in this document.

This document is intended to enable you to fully configure the customer environment. In this process, various
steps require you to insert customer-specific naming conventions, IP addresses, and VLAN schemes, as well
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as to record appropriate MAC addresses. Table 2 describes the VLANs necessary for deployment as

outlined in this guide.

Table2 Necessary VLANs

VLAN VLAN Purpose ID Used in Customer Deployed
Name Validating this Value
Document
Native VLAN to which untagged frames are 2
assigned
iISCSI-A VLAN for iSCSI A 101
iISCSI-B VLAN for iSCSI B 102
IB-Mgmt Common Infrastructure within the 115
FlashStack
vMotion VLAN for VMware vMotion 1110
VM-App- VLAN for Production VM Interfaces 2201-2220
[2201-
2220]

FlashStack Cabling

This section details a cabling example for a FlashStack environment. To make connectivity clear in this
example, the tables include both the local and remote port locations.

This document assumes that out-of-band management ports are plugged into an existing management
infrastructure at the deployment site.

Figure 22 illustrates the cabling configuration used in this FlashStack design.
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Figure 22 FlashStack Cabling in the Validated Topology
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Table 3 through Table 8 provide the connectivity information for the components shown in Figure 22.

Controller0

Controller1

& Ports 25-32 on the Nexus 93180LC-EX switches come as fabric ports intended for Spine connections. Uplinks for the
UCS and FlashArray have been set within ports 1-24, but ports 25-28 can additionally be adjusted from fabric ports to

uplink ports if necessary.

Table3 Cisco Nexus 93180LC-EX-A Cabling Information
Local Device Local Connection Remote Device Remote Port
Port
Cisco Nexus 93180LC-EX Eth1/23 40GbE FlashArray//X70 Controller 1 CTO.ETHS8
A
Eth1/24 40GbE FlashArray//X70 Controller 2 CT1.ETH8
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Local Device Local Connection Remote Device Remote Port
Port
Eth1/1 40GbE Cisco UCS 6332-16UP FI A Eth 1/39
Eth1/2 40GbE Cisco UCS 6332-16UP FI B Eth 1/39
Eth1/31 40GbE Cisco Nexus 9504 A (Spine) Eth 4/3
Eth1/32 40GbE Cisco Nexus 9504 B (Spine) Eth 4/3
MGMTO GbE GbE management switch Any

Table4 Cisco Nexus 93180

LC-EX-B Cabling Information

Local Device Local Connection Remote Device Remote Port
Port
Cisco Nexus 93180LC-EX Eth1/23 40GbE FlashArray//X70 Controller 1 CTO.ETH9
B
Eth1/24 40GbE FlashArray//X70 Controller 2 CT1.ETH9
Eth1/1 40GbE Cisco UCS 6332-16UP FI A Eth 1/40
Eth1/2 40GbE Cisco UCS 6332-16UP FI B Eth 1/40
Eth1/31 40GbE or Cisco Nexus 9504 A (Spine) Eth 4/4
100GbE
Eth1/32 40GbE or Cisco Nexus 9504 B (Spine) Eth 4/4
100GbE
MGMTO GbE GbE management switch Any
Tables Cisco UCS 6332-16UP FI A Cabling Information
Local Device Local Connection Remote Device Remote Port
Port
Cisco UCS 6332-16UP FI A Eth1/17 40GbE Cisco UCS Chassis 1 2304 IOM 1/1
FEX A
Eth1/18 40GbE Cisco UCS Chassis 1 2304 IOM 1/2
FEX A
Eth1/39 40GbE Cisco Nexus 93180LC-EX A Eth1/1
Eth1/40 40GbE Cisco Nexus 93180LC-EX B Eth1/1
MGMTO GbE GbE management switch Any
L1 GbE Cisco UCS 6332-16UP FI B L1
L2 GbE Cisco UCS 6332-16UP FI B L2
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Table6 Cisco UCS 6332-16UP FI B Cabling Information

Local Device Local Connection Remote Device Remote Port
Port
Cisco UCS 6332-16UP FI B Eth1/17 40GbE Cisco UCS Chassis 1 2304 IOM 1/1
FEX B
Eth1/18 40GbE Cisco UCS Chassis 1 2304 IOM 1/2
FEX B
Eth1/39 40GbE Cisco Nexus 93180LC-EX A Eth1/2
Eth1/40 40GbE Cisco Nexus 93180LC-EX B Eth1/2
MGMTO GbE GbE management switch Any
L1 GbE Cisco UCS 6332-16UP FI B L1
L2 GbE Cisco UCS 6332-16UP FI B L2

Table7 Pure Storage FlashArray//X70 Controller 1 Cabling Information

Local Device Local Connection Remote Device Remote Port
Port

FlashArray//X70 Controller EthO GbE GbE management switch Any

! ETHS8 40GbE Cisco Nexus 93180LC-EX A Eth 1/23
ETHO 40GbE Cisco Nexus 93180LC-EX B Eth 1/23

Table8 Pure Storage FlashArray//X70 Controller 2 Cabling Information

Local Device Local Connect Remote Device Remote Port
Port ion

FlashArray//X70 Controller EthO GbE GbE management switch Any

2 ETH8 40GbE Cisco Nexus 93180LC-EX A Eth 1/24
ETHO 40GbE Cisco Nexus 93180LC-EX B Eth 1/24
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Cisco ACI Fabric Configuration

|
This section provides detailed instructions for the Cisco ACI Fabric configuration of the Cisco Nexus
93180LC-EX (Leaf) switches through the Cisco APIC. The Cisco Nexus 9504 (Spine) switches used have
been previously configured and are not part of these instructions. In deploying Cisco ACI, some changes
may be appropriate for a customer’s environment, but care should be taken when stepping outside of these
instructions as it may lead to an improper configuration.

Figure 23 ACI Configuration Workflow
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Initial Setup and Fabric Discovery

Physical Connectivity

Physical cabling should be completed by following the diagram and table references in the previous section
FlashStack Cabling.

Cisco Application Policy Infrastructure Controller (APIC) Verification

This section verifies the setup the Cisco APIC. To verify the APIC, complete the following steps:

1. Log into the APIC GUI using a web browser by browsing to the out-of-band IP address configured for
APIC. Login with the admin user id and password.
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bl
cisco

APIC

Version 3.1(1i)

User ID:

Password:

2. Take appropriate action to close any warning or information screens.
3. Atthe top in the APIC home page, select the System tab followed by Controllers.

4. On the left, select the Controllers folder. Verify that at least 3 APICs are available and have redundant
connections to the fabric.

e = X-X-X-X:;
€isco AP|C System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

Controllers

Controllers @ = o Controllers 00

C» Quick start o =

I > & Controllers

E Controller Policies

BB06-9372-1

=

BBOZ-APIC-1
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# Only one APIC is present in the lab setting shown above, but in a production setting there should be 3 APICs present.

Cisco ACl Fabric Discovery

This section details the steps for adding the two Nexus 93180LC-EX leaf switches to the fabric. These
switches are automatically discovered in the ACI Fabric and are manually assigned node IDs. To add the leaf
switches, perform the following steps:

1. Atthe top in the APIC home page, select the Fabric tab, and Inventory within the options of Fabric.

2. In the left pane, select and expand Fabric Membership.

3. The two 93180LC-EX Leaf Switches will be listed on the Fabric Membership page with Node ID O as

shown:

Fabric Membership e0
o 4 .

Serial Number  Pod ID Node ID RL TEP Pool Node Rack « Model Role IP Supported SSL Status

Name Name Model Certificate

FDO213821TS 1 0 0 NIK-CO93180LC-EX  leaf 0.0.0.0 rue nfa

FDO21471CTF 1 0 0 NIK-CO93180LC-EX  leaf 0.0.0.0 e n/a

SAL190790G6 1 201 0 BBOG: NIK-CO372PX leaf 10.12. True yes Active

FOX2130P4DX 1 21 4] BBOG NIK-CO9504 spine 10.12. True yes

FOX2131P25... 1 212 4] BBOG NIK-C9504 spine 10.12. True yes Active

4. Connect to the two Nexus 93180LC-EX leaf switches using serial consoles and login in as admin with no
password (press enter). Use show inventory to get the leaf’s serial number.

(none) login: admin
hAhkhkhkhkhhkkhkhhkhhkhhkhkhkhkhhkhhkhhhkhhkhhkhhkhhhkhkhkhhkhhhkh bk hhkhhhkhhkhhkhkhkhkhhkhhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkkhkhkkkhkhkkx
Fabric discovery in progress, show commands are not fully functional

Logout and Login after discovery to continue to use show commands.
Ak hkhkkhk kA hhkhhkhhhkhhkhhhkhhk bk hhkhkhkhkhhkhkk bk hhkhkkhkhhkhkk bk hkhkhkkhkhkhkhkkhkhkhkhkdkhkhkhkhkdkhkhkhkhkkhkhkhkhkkhkhkkhkxk*k

(none) # show inventory
NAME: "Chassis", DESCR: "Nexus C93180LC-EX chassis"
PID: N9K-C93180LC-EX , VID: V02 , SN: FDO21471CTF

NAME: "Slot 1 ", DESCR: "24x40G/12x100G "
PID: N9K-C93180LC-EX , VID: v02 , SN: FDO21471CTF

NAME: "GEM ", DESCR: "6x40/100G Switch "
PID: N9K-C93180LC-EX , VID: v02 , SN: FDO21471CTF

5. Match the serial numbers from the leaf listing to determine the A and B switches under Fabric Member-
ship.

6. In the APIC GUI, under Fabric Membership, double click the A leaf in the list. Enter a Node ID and a
Node Name for the Leaf switch and click Update.
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Fabric Membership e 0
o + %
Serial Number  Pod ID Node ID RL TEF Fool Node Rack « Model Role IP Supported S5L Status
Name Name Model Certificate
FDO213821TS 1 0 0 NIK-CO3180LC-EX  leaf 0.0.0.0 True nfa
FDO21471CTF |1 ~ll203 ~llo - | MNOK-CI3180LC-EX  [leaf  [.[0.0.00  Tre nia

SAL1%0790G6 1 201 0 m 72PX leaf 1012,  True yes Active

FOX2130P4DX 1 21 4] = =04 spine 1012 True yes Active

FOX2131P25.. 1 212 0 BBOG-... N9K-C9504 spine 10120  True yes Active

7. Repeat step 6 for the B leaf in the list.

8. Click Topology in the left pane, then select View Pod for the configured Pod. The discovered ACI Fabric
topology will appear. It may take a few minutes for the Nexus 93180LC-EX Leaf switches to appear and
you will need to click the refresh button for the complete topology to appear.

Topology - Pod: 1 ©0
Topology Global End-Points Interface Interfaces And Policies Troubleshooting
“ o o+

Pod 1 - 10.12.0.0/16

Show Zones

No ) Yes

BB06-9372-1 BBO8-93180LC-EX-A BBO8-93180LC-EX-B

Leaf Node Details
BBO2-APIC-1 BBOG-9504 1® ? 3 <:8)
Mame: BBOB-93180LC-EX-A
Node Id: 203
Fabric State: active
Model: NSK-C93180LC-EX
Serial: FDO21471CTF
Mem in uselkb):
Mem available(kb):
User CPU(%):
Kernel CPU{%):
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Initial ACI Fabric Setup Verification

This section details the steps for initial setup of the Cisco ACI Fabric, where the software release is
validated, out of band management IPs are assigned to the new leaves, NTP setup is verified, and the fabric
BGP route reflectors are verified.

Software Upgrade

This document was validated with ACI software release 3.1(1i). Select Admin -> Firmware within the top
tabs, and Fabric Node Firmware in the left pane. All switches should show the same firmware release and
the release version should be at minimum n9000-13.1(1i). The switch software version should also match
the APIC version.

1. If a software upgrade is needed, begin the process within the APIC GUI, by selecting from the top Admin

> Firmware:
Fabric Node Firmware e 0
Faults History
o 4
Firmware Default Palicy
Enforce Bootscript Version 0
Validation:
All Nodes
+ Node Mode Model Current Firmware Status Role Firmware Group Maintenance
id name Group
= Current Firmware: n9000-13.1(11) (6 Nodes)
201 BBOG6-93 n3000-13.1(11) sfully on 2018-01-0...  leaf Odd-Leaf Odd-Devices
202 BBOG-93 ng000-13.1(11) 2018-03-2...  leaf Even-Leaf Even-De’
205 BBO8-93 n9000-13.1(11) 2018-01-1... leaf Odd-Leaf Odd-Devices
20F BB0&-93 n000-13.1(11) cessfully on 2018-01-1 eaf Even-Leaf Even-Devices
21 BBOG-95 n9000-13.1(1i) 2018-01-0... spine Odd-Spine Odd-Devices
212 BBO&-95 NOK-C9504 ne000-13.1(11) Upgraded successfully on 2018-01-0...  spine Even-Spine Even-Devices

2. Click Admin > Firmware > Controller Firmware. If all APICs are not at the same release at a minimum of

3.1(1i), follow the Cisco APIC Controller and Switch Software Upgrade and Downgrade Guide to up-
grade both the APICs and switches to a minimum release of 3.1(1i) on APIC and 13.1(1i) on the switch-
es.

Setting up Out of Band Management IP Addresses for New Leaf and Switches

To add out of band management interfaces for all the switches in the ACI Fabric, complete the following
steps:

1. Select Tenants > mgmt.

2. Expand Tenant mgmt on the left. Right-click Node Management Addresses and select Create Static
Node Management Addresses.

3. Enter the node number range for the new leaf switches (203-204 in this example).
4. Select the checkbox for Out-of-Band Addresses.
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5. Select default for Out-of-Band Management EPG.

6. Considering that the IPs will be applied in a consecutive range of two IPs, enter a starting IP address and
netmask in the Out-Of-Band IPV4 Address field.

Create Static Node Management Addresses 0D
Specify policy name and a node range, and set their |Ps.
Node Range: | 203 - | 204

Config: ] Out-Of-Band Addresses
[ In-Band Addresses

Out-0Of-Band Addresses
QOut-0f-Band Management EPG: | default i @

Out-Of-Band IPV4 Address: | 172.26.163.89/24
mask

address/

Out-0Of-Band IPV4 Gateway: | 172.26.163.1] |

Out-0Of-Band IPVE Address:
address/mask

Qut-Of-Band IPVE Gateway:

7. Enter the out of band management gateway address in the Gateway field.
8. Click SUBMIT, then click YES.

9. On the left, expand Node Management Addresses and select Static Node Management Addresses. Veri-
fy the mapping of IPs to switching nodes.
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Static Node Management Addresses o
o * %~
Node Type EPG IPV4 Address IPV4 Gateway IPVG Address IPVG Gateway
pod-1/node-201 Out-Of-Band default 172.26.163.27/24 172.26.163.1
pod-1/node-211 Out-Of-Band default 172.26.163.58/24 172.26.163.1
pod-1/node-212 Out-Of-Band default 172.26.163.59/24 172.26.163.1
pod-1/node-205 Out-Of-Band default 172.26.163.89/24 172.26.163.1
pod-1/node-206 Out-0Of-Band default 172.26.163.90/24 172.26.163.1

Direct out-of-band access to the switches should now be available for SSH.

Verifying Time Zone and NTP Server
This procedure allows customers to verify the setup of an NTP server for synchronizing the fabric time. To
verify NTP setup in the fabric, complete the following steps:

1. Select and expand Fabric > Fabric Policies > Pod Policies > Policies > Date and Time.

2. Select default. In the Datetime Format - default pane, verify the correct Time Zone is selected and that
Offset State is enabled. Adjust as necessary and click Submit and Submit Changes.

3. On the left, select Policy default. Verify that at least one NTP Server is listed.

Date and Time Policy - Policy default 00

Properties
MName: default

Description:

Administrative State: | disabled m

Server State: [l enabled

Authentication State: sl enabled
D

Authentication Keys:

Key Trusted Authentication Type

NTP Servers:

Host Name/IP Address Preferred Minimum Maximum Management EPG
Polling Interval FPolling Interval

172.26.163.254 False 4 (i} default (Out-of-Band)
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# If necessary, on the right use the + sign to add NTP servers accessible on the out of band management subnet. Enter an
IP address accessible on the out of band management subnet and select the default (Out-of-Band) Management EPG.
Click Submit to add the NTP server. Repeat this process to add all NTP servers.

Verifying Domain Name Servers
To verify optional DNS in the ACI fabric,

1. Select and expand Fabric > Fabric Policies > Global Policies > DNS Profiles > default.
2. Verify the DNS Providers and DNS Domains.

3. If necessary, in the Management EPG drop-down list, select the default (Out-of-Band) Management
EPG. Use the + signs to the right of DNS Providers and DNS Domains to add DNS servers and the DNS
domain name. Note that the DNS servers should be reachable from the out-of-band management sub-
net. Click SUBMIT to complete the DNS configuration.

DNS Profile - default 00
Policy History
C ¥ W
Properties
Name: default
Description:
Management EFG: w
DNS Providers:
+ Address Preferred
192.168.160.5 False
192.168.160.5 False
DNS Domains:
+ MName Default Description
flashstack.cisco.com False

Defining BGP Route Reflectors

In this ACI deployment, both the spine switches should be set up as BGP route-reflectors to distribute the
leaf routes throughout the fabric. This set of steps can be skipped if the BGP route reflectors have been
previously set up. To define the BGP Route Reflector, complete the following steps:

1. Select and expand System > System Settings > BGP Route Reflector.
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2. Verify that a unique Autonomous System Number has been selected for this ACI fabric. If necessary, use

the + sign on the right to add the two spines to the list of Route Reflector Nodes. Click SUBMIT to com-
plete configuring the BGP Route Reflector.

BGP Route Reflector Policy - BGP Route Reflector

Policy Faults History
o 2 .
Properties
Name: default
Description:

Autonomous System Number:

<>

Route Reflector Nodes:

Node ID Node Name

Description
211 BB0O6-9504-1
212 BBO6-9504-2
External Route Reflector Nodes:
Mode ID Mode Mame Description

3. To verify the BGP Route Reflector has been enabled, select and expand Fabric > Fabric Policies > Pod

Policies > Policy Groups. Under Policy Groups make sure a policy group has been created and select it
The BGP Route Reflector Policy field should show “default.”
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Pod Policy Group - ppg-Pod1 00
Policy Faults History

Properties
MName: ppg-Podl

Description:

Date Time Policy: | |v

Resolved Date Time Policy: default
ISIS Policy: | |-

Resolved ISIS Policy: default
COOP Group Policy: | |v

Resolved COOP Group Policy: default
BGP Route Reflector Policy: |defa.lt |v @

Resolved BGP Route Reflector Policy: default

Management Access Policy: | |v

Resolved Management Access Folicy: default
SNMP Policy: | |

Resolved SNMP Policy: default
MACsec Policy: || |v

Resolved MACsec Policy: default
4. |If a Policy Group has not been created, on the left, right-click Policy Groups under Pod Policies and se-
lect Create Pod Policy Group.

5. In the Create Pod Policy Group window, name the Policy Group podl-policygrp. Select the default BGP
Route Reflector Policy.

6. Click SUBMIT to complete creating the Policy Group.
7. On the left expand Profiles under Pod Policies and select Pod Profile default > default.

8. Verify that the configured Fabric Policy Group identified above (ppg-Pod1 in our example) is selected. If
the Fabric Policy Group is not selected, use the drop-down list to select it and click Submit.

Pod Selector - default 00
Policy Faults History
O 4 %

Properties
MName: default

Description:

Type: ALL
Fabric Policy Group: |ppg-FPod1 b @
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Fabric Access Policy Configuration

This section details the steps to create various access policies creating parameters for CDP, LLDP, LACP,
etc. These policies are used during vPC and VM domain creation. In an existing fabric, these policies may
already exist. The existing policies can be used if configured the same way as listed.

Create Link Level Policies

This procedure will create link level policies for setting up the 1Gbps, 10Gbps, and 40Gbps link speeds.
Prior to creating Link Level Policies, you need to define the Fabric Access Policies.
To define fabric access policies, complete the following steps:

1. Log into the APIC GUL.
2. Navigate to Fabric > Access Policies > Interface Policies > Policies.

To create Link Level Policies, complete the following steps:

1. In the left pane, right-click Link Level and select Create Link Level Policy.
2. Name the policy as 1Gbps-Auto and select the 1Gbps Speed.

Create Link Level Policy (2 1]

Name: | 1Gbps-Auto

Description: | optiona

Alias:

Auto Negotiation: | off u

Speed:

Link debounce interval (msec): | 100

Forwarding Error Correction: . CL74-FC-FEC CL91-RS-FEC disable-FEC m

3. Click Submit to complete creating the policy.

4. In the left pane, right-click on Link Level and select Create Link Level Policy.
5. Name the policy 10Gbps-Auto and select the 10Gbps Speed.

6. Click Submit to complete creating the policy.

7. In the left pane, right-click on Link Level and select Create Link Level Policy.
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8. Name the policy 40Gbps-Auto and select the 40Gbps Speed.

9. Click Submit to complete creating the policy.

Create CDP Policy

To create policies to enable or disable CDP on a link, complete the following steps:

1. In the left pane, right-click CDP interface and select Create CDP Interface Policy.
2. Name the policy as CDP-Enabled and enable the Admin State.

Create CDP Interface Policy (2]

Name: |C'_‘—' Erabled|

Description: | option

Alias:

Admin State: | Disabled

L swm:
3. Click Submit to complete creating the policy.
4. |In the left pane, right-click on the CDP Interface and select Create CDP Interface Policy.
5. Name the policy CDP-Disabled and disable the Admin State.

6. Click Submit to complete creating the policy.

Create LLDP Interface Policies

To create policies to enable or disable LLDP on a link, complete the following steps:

1. In the left pane, right-click LLDP Interface and select Create LLDP Interface Policy.

2. Name the policy as LLDP-Enabled and enable both Transmit State and Receive State.
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Create LLDP Interface Policy [7]%]
Name: ‘__J-' Enabled
Description: |optional
Alias:
Receive State: | Disabled
Transmit State: | Disabled

s
3. Click Submit to complete creating the policy.
4. |In the left, right-click the LLDP Interface and select Create LLDP Interface Policy.
5. Name the policy as LLDP-Disabled and disable both the Transmit State and Receive State.

6. Click Submit to complete creating the policy.

Create Port-Channel Policy

To create policies to set LACP active mode configuration, LACP Mode On configuration, and the MAC-
Pinning mode configuration, complete the following steps:

1. In the left pane, right-click the Port Channel and select Create Port Channel Policy.

2. Name the policy as LACP-Active and select LACP Active for the Mode. Do not change any of the other
values.
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Create Port Channel Policy [2]x]
Specify the Port Channel Policy

Name: |LACP

Description: | optional

Alias:
Mode: | LACP Active ~

Control: | Suspend Individual Port (x| Graceful Convergence (% w

Fast Select Hot Standby Ports (=

Minimum Number of Links: | 1

{»

Maximum Number of | 16
Links: por Appicable for EEX PC

<>

3. Click Submit to complete creating the policy.

4. |In the left pane, right-click Port Channel and select Create Port Channel Policy.

5. Name the policy as MAC-Pinning and select MAC Pinning-Physical-NIC-load for the Mode. Do not
change any of the other values.
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Create Port Channel Policy (2 Ix]
Specify the Port Channel Policy
Name: | MAC-Pinning

Description: | optional

Alias:
Mode: | MAC Pinning-Physical-NIC-load o
Minimum Number of Links: |1 c
Maximum Number of | 16 -

Links: pot Applicable for FEX PCIVPG

6. Click Submit to complete creating the policy.

7. In the left pane, right-click Port Channel and select Create Port Channel Policy.

Create BPDU Filter/Guard Policies

To create policies to enable or disable BPDU filter and guard, complete the following steps:

1. In the left pane, right-click Spanning Tree Interface and select Create Spanning Tree Interface Policy.

2. Name the policy as BPDU-FG-Enabled and select both the BPDU filter and BPDU Guard Interface Con-

trols.
Create Spanning Tree Interface Policy (2 ]
Define the STP Interface Policy

Name: | BPDU-FG-Enabled

Description: | optional

Alias:

Interface controls: BPDU filter enabled
BPDU Guard enabled
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3. Click Submit to complete creating the policy.
4. |In the left pane, right-click Spanning Tree Interface and select Create Spanning Tree Interface Policy.

5. Name the policy as BPDU-FG-Disabled and make sure both the BPDU filter and BPDU Guard Interface
Controls are cleared.

6. Click Submit to complete creating the policy.

Create Global VLAN Policy

This procedure will create policies to enable global scope for all the VLANS.

1. In the left pane, right-click on the L2 Interface and select Create L2 Interface Policy.

2. Name the policy as VLAN-Scope-Global and make sure Global scope is selected. Do not change any of
the other values.

Create L2 Interface Policy (2]

Name |'-,-_.‘\\ Scope-Global|

Description: | optiona

QinQ: | corePort doubleQtagPort edgePort
Reflective Relay (802.1Qbg) enabled
VLAN Scope Port Local scope

3. Click Submit to complete creating the policy.

Create Firewall Policy

To create policies to disable Firewall, complete the following steps:

1. In the left pane, right-click Firewall and select Create Firewall Policy.

2. Name the policy Firewall-Disabled and select Disabled for Mode. Do not change any of the other values.
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Create Firewall Policy (2 TX]

Mame: |Firewa

Description: | option

vy )
SysLog
Administrative State: |enablec
Included Flows:
Polling Interval (seconds): |60

Log Level: |information

Dest Group: |select an optio

el G

3. Click Submit to complete creating the policy.

Connectivity Configuration

This subsection details the steps to setup vPCs and individual interfaces coming from the leaf used for

connectivity.

ﬂ This deployment guide explains the configuration for a pre-existing Cisco Nexus management switch. Cus-
tomers can adjust the management configuration depending on their connectivity setup. The In-Band Man-
agement Network will provide connectivity of Management Virtual Machines and Hosts in the ACI fabric to ex-
isting services on the In-Band Management network outside of the ACl fabric. In this validation, a 10GE vPC
from two 10GE capable leaf switches in the fabric is connected to a port channel on a Nexus 5K switch outside
the fabric. This VPC can also be created on the Nexus 93180LC-EX leaves by using Cisco QSA adapter (CVR-

QSFP-SFP10G) with SFP-10G-SR.

VPC - Management Switch

To setup vPCs for connectivity to the existing In-Band Management Network, complete the following steps:

1. Connect to the APIC GUI and select Fabric > Access Policies > Quick Start.
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Eth1/31 |Eth1/32

Eth1/21 Eth1/21

2. In the right pane, select Configure an interface, PC and VPC.

3. In the configuration window, configure a VPC domain between the leaf switches by clicking “+” under
VPC Switch Pairs. If a VPC Domain already exists between the two switches being used for this vPC,
skip to step 8.

&

VPC Domain Id « Switch 1 Switch 2
4. Enter a VPC Domain ID (10 in this example).

5. From the drop-down list, select Switch A and Switch B IDs to select the two leaf switches.

Select two switches to be paired for WVPC

Only switches with interfaces in the same VPC policy group can be paired together.
VPC Domain ID: | 10 =
Switch 1: | 101 W
Switch 2: | 102 W

Interfaces in VPC: Can not find the interfaces to form a VPC
Save Cancel

6. Click SAVE.

7. Click the “+” under Configured Switch Interfaces.

Configure Interface, PC, And VPC

(e

©

Switches Interfaces IF Type Attached Device Type
8. From the Switches drop-down list on the right, select both the leaf switches being used for this vPC.
9. Leave the system generated Switch Profile Name in place.

10. Click the big green “+” to configure switch interfaces

57



Cisco ACI Fabric Configuration

Select Switches To Configure Interfaces: @ Quick

Switches: [101-102 Switch Profile Name: | Switch101-102_Profile

H

11. Configure the various fields as shown in the screenshot below. In this screenshot, port 1/21 on both leaf
switches is connected to Cisco catalyst switch using 10Gbps links:
a. Interface Type: VPC

b. Interfaces: 1/21

(optional change) Interface Selector Name: Switch101-102_1-ports-21

e o

Link Level Policy: 10Gbps-Link
e. STP Interface Policy: BPDU-FG-Disabled
f. Port Channel Policy: LACP-Active
g. CPD Policy: CDP-Enabled
LLDP Policy: LLDP-Disabled
i. L2 Interface Policy: VLAN-Scope-Global
j. Attached Device Type: External Bridged Devices
k. Domain Name: Mgmt-Switch

. VLAN Range: 115
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Select Switches To Configure Interfaces: @ Quick © Advanced
Switches: Switch Profile Name:
Interface Type: @ Individual @ PC @ VPC
Interfaces: | 1/2 Interface Selector Name: | Switch101-102_1-ports-21
Interface Policy Group: e 7 Choose One
Link Level Palicy: v @ CDP Policy: | CDP-Enabled - @
MCP Policy: | select a value v LLDP Policy: | LLDP-Disabled v @
STP Interface Policy: | BPDU-FG-Disabled v @ Menitoring Policy: | select a value ~
Storm Control Policy: | select a value v L2 Interface Policy: | VLAN-Scope-Globa v @
Port Security Policy: | select a value \

Ingress Data Plane [___ Egress Data Plane [_

Policing Policy: R - : Policing Policy:

Priority Flow Ceontrol [ __,_ = . .
select a value A IPv4 NetFlow Monitor

Palicy: salact 8 valus -
Policy
Paolicy:
Slow Drain Palicy: | select a value
o R 7 IPvE NetFlow Meonitor
& ] —
Policy:
Fibre Channel Interface [__ " e » - L .
Policy: Layer2-Switched (CE
. type) NetFlow Monitor | select a value —

Policy:

Domain Name: | Mgm

VLAN Range: 115

ﬂ CDP has been selected for the discovery policy in this configuration, but this can be changed to LLDP if desired, as long
as the change is consistent across all VPC, UCS and VSwitch Policy configuration. One of these discovery policies will
need to be enabled for the vDS configuration to work.

12. Click Save.
13. Click Save again to finish the configuring switch interfaces

14. Click Submit.

ﬂ To validate the configuration, log into the Nexus switch and verify the port-channel is up (show port-channel sum-
mary).

VPC — UCS Fabric Interconnects

To setup vPCs for connectivity to the UCS Fabric Interconnects, complete the following steps:

ﬂ The VLANs configured for Cisco UCS are shown in Table g .
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e S~ =] =======c——c—-=-F

Cisco UCS 6332-16UP _
Fabric Interconnects ! B

lEih I.l'4|:l|]

e s e s s m -

Tableg VLANS for Cisco UCS Hosts

Name VLAN
Native 2
iISCSI-A 101
iSCSI-B 102
vMotion 1110
Infra-1B-Mgmt 115

1. Begin the configuration from the APIC GUI by selecting Fabric > Access Policies > Quick Start.
2. In the right pane under Steps, select Configure and interface, PC and VPC.

3. Inthe configuration window, configure a VPC domain between the 93180LC-EX leaf switches by clicking
“+” under VPC Switch Pairs.

[+

VPC Domain Id « Switch 1 Switch 2
4. Enter a VPC Domain ID (10 in this example).

5. From the drop-down list, select 93180LC-EX Switch A and 93180LC-EX Switch B IDs to select the two
leaf switches.

Select two switches to be paired for VPC.
Only switches with interfaces in the same VPC policy group can be paired together.
VPC Domain ID: | 10 =
Switch 1: | 205 W

Switch 2: | 206 v

nterfaces in VPC: Can not find the interfaces to form a VPC.

Save Cancel

6. Click Save.

7. Click the “+” under Configured Switch Interfaces.
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8. Select the two Nexus 93180LC-EX switches under the Switches pulldown.

Select Switches To Configure Interfaces: @ Quick @ Advanced

Switches: 205-206 e Switch Profile Name: | Switch205-206_Profile

H

9. Click 9 on the right to add switch interfaces

10. Configure various fields as shown in the screenshot below, selecting or entering the following or equiva-
lent values for connecting the Nexus 93180LC-EX leafs to the Cisco UCS Fabric Interconnect A:
a. Interface Type: VPC

b. Interfaces: 1/1

(optional change) Interface Selector Name: Switch205-206_UCS6332-16UP-A

e o

Link Level Policy: 40Gbps-Link
e. STP Interface Policy: BPDU-FG-Enabled
f. Port Channel Policy: LACP-Active
g. CPD Policy: CDP-Enabled
LLDP Policy: LLDP-Disabled
i. L2 Interface Policy: VLAN-Scope-Global
j. Attached Device Type: External Bridged Devices
k. Domain Name: FlashStack-UCS
.  VLAN Range: 2,101,102,1110,115
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121

Switches: Switch Profile Name:
Interface Type: 20 Individual (2 PC & VPC D FC
Interfaces: |1/1 Interface Selector Name: |Switch205-206_LICS6332-16UP-A
Selact interfaces by typing, e.g. 1/17=18.
Interface Policy Group: & Create One IZ} Choose One
Link Lavel Policy: |40Gbps-Link v | i CDP Palicy: |CDP-Enabled ~| i
MCP Policy: |select a value w LLDP Policy: |LLDP-Disabled w
STP Interface Policy: | BFDU-FG-Enabled w | [ Monitoring Policy: |select a value
Storm Control Policy: |select a value - L2 Interface Policy: |VLAM-Scope-Globa w | @
Port Security Policy: |select a value -
Ingress Data Plane |_qioeq 5 vaie v Egress Data Plane | .00t 2 yale w
Policing Policy: Policing Policy:
Priarity Flow Control |_. o0t 2 value ., .
Policy: IPwd NetFlow Monitor -elact a value -
Policy:
Slow Drain Policy: |select a2 value ~ )
IPvE MetFlow Monitor [_oocs 2 vaine .
Policy:
Fibre Channel Interface [__ -+ - o= .
Policy: select a value o Layer2-Switched {CE
) type) NetFlow Monitor [3818ct 2 value -
Policy:
Paort Channel Policy: |LACP-Active w | [
Attached Device Type: |External Bridged Devices W
Domain: & Create One 2 Choose One Domain Name: |FlashStack-UCE
VLAN: & Create One 2 Choose One VLAN Range: |2,101,102,1110,115
Fleass use comma to separete YLANS

Submit

11. Click Save.

12. Click Save again to finish the configuring switch interfaces.

13. Click Submit.

14. From the right pane under Steps, select Configure and interface, PC and VPC.

15. Select the switches configured in the last step under Configured Switch Interfaces.

Configured Switch Interfaces

Switches Interfaces IF Type Attached Device Type
2086,...
142 VPC L2 (WVLAMs: 2,1110,1156,..
11 VPG L2 (VLAMs: 2,1110,115, .

16. Click 0 on the right to add switch interfaces.
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17. Configure the various fields as shown in the screenshot below, selecting or entering the following or
equivalent values for connecting the Nexus 93180LC-EX leafs to the Cisco UCS Fabric Interconnect B,
with the last steps selecting the previous External Bridge Domain (FlashStack-UCS):

Interface Type: VPC

a.
b. Interfaces: 1/2

o o

Link Level Policy: 40Gbps-Link

e. STP Interface Policy: BPDU-FG-Enabled

f. Port Channel Policy: LACP-Active

g. CPD Policy: CDP-Enabled

LLDP Policy: LLDP-Disabled

i. L2 Interface Policy: VLAN-Scope-Global

j- Attached Device Type: External Bridged Devices

k. Domain Name: Choose One

I. External Bridge Domain: FlashStack-UCS

Switches:

Interface Typa: L

nterfaces:

Individual & PC

12

Switch Profile Name:

& VPC o FC

Interface Selector Name: |Switch205-206_UCS56332-16UP-B |

(optional change) Interface Selector Name: Switch205-206_UCS6332-16UP-B

0

nterface Policy Group: '@ Create One Choose One
Link Level Policy: |40Ghbt nk i) CDP Policy: |CDP-Enabled il
MCP Policy: [se e LLDF Policy: |LLDP-Disabled
STP Interface Policy: |BPOU-FG-Enabled =] Monitoring Policy: |se
Storm Control Policy: | s L2 Interface Policy: |WLAM-Scope-Globa i)
Paort Security Policy: |se IT:
Ingress Data Plane |, Egress Data Plane |
Policing Policy: Policing Policy:
Priority Flow Contral |_ - _—
Policy: IPvd NetFlow Mol itor |, ’
Policy:
Slow Drain Policy: |56 _ .
IPv& NetFlow Monitor |
Policy:
Fibre Channel Interface [__ . I . . -
Policy: La..lle 2 S_NI.C'TEd '."E :
type) NetFlow Monitor | 5518 MELIE
Policy:
Port Channel Policy: (LACP-Active il
Attached Device Type: |External Bridged Devices
Domain: @ Creste Ona _} Choose One Domain Name: |FlashStack-UCS
VLAN: & Create One C

18. Click Save.

hoose One VLAN Range: |2,101,102,1110,115

Cancel Submit
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19. Click Save again to finish the configuring switch interfaces

20. Click Submit.

21. Optional: Repeat this procedure to configure any additional UCS domains.

Interface Configuration — FlashArray//X iSCSI Adapter Connections

To setup connectivity to the FlashArray//X iSCSI adapters, complete the following steps:

The VLANSs configured for iSCSI services to the FlashArray//X are shown in Table 10 .

# Because Global VLAN Scope is being used in this environment, unique VLAN IDs must be used for each different entry
point into the ACl fabric. Note that the VLAN IDs for the same named VLANSs are different.

Cisco Nexus 93180LC-EX

m
=
£

=

Fih 1134

0. F i

CTLEthi

CI0.Eth
CTL.EthE

FlashArray//X

Tablezo VLANSs for Storage

Name VLAN
Infra-iSCSI-A 101
Infra-iSCSI-B 102

1. Inthe APIC GUI, select Fabric > Access Policies > Quick Start.
2. In the right pane, select Configure and interface, PC and VPC.

3. Click on the “+” sign under Configured Switch Interfaces on the left.
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Configured Switch Interfaces

Switches Interfaces IF Type Attached Device Type

s 201
1/48 ndividua L3 (WVLANs: 301-304)
1/29 ndividua L2 (WVLAMS: 250,163,115)
1747 ndividua L3 (WVLANS: 301-304)

205,...

111 VFC L2 (WVLAMs: 200,801-902,...
1/2 VPC L2 (VLANS: 200,901-902,...

4. Select the A side leaf, (205 in our example).

Select Switches To Configure Interfaces: @ Quick @ Advanced
Switches: |205 W Switch Profile Name: | Switch205_Profile
O
1 d Name Type ’
[ 201 BBOG-9372... leaf
I 205 BBO8-9318.. leaf
[F 206 BBO8-9318.. leaf

Cancel Save

5. Click 3 on the right to add switch interfaces.

6. Configure the various fields as shown in the screenshot below, selecting or entering the following or
equivalent values for connecting the Nexus 93180LC-EX leafs to the FlashArray//X A ports for controller
0 and 1:
Interface Type: Individual

a.
b. Interfaces: 1/23-24

(optional change) Interface Selector Name: Switch206_FlashArrayX-A

o o

Link Level Policy: 40Gbps-Link
e. STP Interface Policy: BPDU-FG-Enabled
f. CPD Policy: CDP-Disabled
g. LLDP Policy: LLDP-Disabled

L2 Interface Policy: VLAN-Scope-Global
i. Attached Device Type: Bare Metal
j- Domain Name: FlashArrayX-A

k. VLAN Range: 101
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Select Switches To Configure Interfaces: @ Quick @ Advanced
Switches: Switch Profile Name:
Interface Type: @ Individual © PC @ vPC
Interfaces: 1/23-24 Interface Selector Name: | Switch205_FlashArrayX-A

yping, e.g. 1/17-18.

Selectinterfaces

Interface Policy Group: @ Create One © Choose One

Link Level Policy: 40Gbps-Link w @ CDP Policy: | CDP-Disabled w @
MCP Policy: | select a value L LLDP Policy: | LLDP-Disabled ~ @
STP Interface Policy:  BPDU-FG-Enabled w @ Monitoring Policy: |select a value w
Storm Control Policy: | select a value ~ L2 Interface Policy: | VLAN-Scope-Global v @
Port Security Policy: | select a value w
\ngres; I_Jata Plgne select a value " Egress Data P\::me select a value .
Policing Policy: Policing Policy:
Priarity Flow Control | o2 4 value
Policy: —— - e 1Pv4 NetFlow Mon.\tor select a value v
Policy:
Slow Drain Policy: | select a value i
IPvE NetFlow Mon.\tor select a value -
Policy:
Fibre Channel Interface .
Poliey: select a value hd Layer2-Switched (CE
’ ype) NetFlow Monitor | select a value v
Policy:
Attached Device Type: Bare Metal ~
Domain: @ Create One © Choose One Domain Name: | FlashArrayX-A
VLAN: @ Create One @ Choose One VLAN Range:

COMMa 10 58|

Cancel Save

7. Click Save.

8. Click Save again to finish the configuring switch interfaces.

9. Click Submit.

10. In the APIC GUI, select Fabric > Access Policies > Quick Start.
11. In the right pane, select Configure and interface, PC and VPC.
12. Click the “+” sign under Configured Switch Interfaces on the left.

Confgured Switch Interfaces

Switches Interfaces IF Type Attached Device Type
e 20
1/48 Individual L3 (VLAMS: 301-304)
1/29 Individual L2 (VLAMs: 250,163,115)
1/47 Individual L3 (VLANs: 301-304)
b 205,...
111 VPC L2 (VLAMs: 200,901-902,..
/2 VPC L2 (VLAMs: 200,901-802,...
R 205
1/23-24 Individual L2 (VLAMs: 801)
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13. Select the B side leaf, (206 in our example).

Select Switches To Configure Interfaces: @ Quick @ Advanced
Switches: |2I3-6 s Switch Profile Name: | Switch206_Profile
%)
[ d Name Type
m 20 BBOG6-9372 leaf
[ 205 BBOB-9318 leaf
I 206 BBOB-9318.. leaf

Cancel Save

14. Click 9 on the right to add switch interfaces.

15. Configure the various fields as shown in the screenshot below, selecting or entering the following or
equivalent values for connecting the Nexus 93180LC-EX leafs to the FlashArray//X A ports for controller
0 and 1:
Interface Type: Individual

a.
b. Interfaces: 1/23-24

(optional change) Interface Selector Name: Switch206_FlashArrayX-B

o o

Link Level Policy: 40Gbps-Link
e. STP Interface Policy: BPDU-FG-Enabled
f. CPD Policy: CDP-Disabled
g. LLDP Policy: LLDP-Disabled

L2 Interface Policy: VLAN-Scope-Global
i. Attached Device Type: Bare Metal
j-  Domain Name: FlashArrayX-B

k. VLAN Range: 102
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Select Switches To Configure Interfaces: @ Quick @ Advanced
Switches: Switch Profile Name:
Interface Type: @ Individual © PC @ vPC
Interfaces: | 1/23-24 Interface Selector Name: | Switch206_FlashArrayx-B
Selectinterfaces by typing, e.g. 1/17-1

Interface Policy Group: @ Create One @ Choose One

Link Level Policy: | 40Gbps-Link W CDP Policy: | CDP-Disabled ~
MCP Policy: |select a value ~ LLDP Policy: | LLDP-Disabled ~
STP Interface Policy: |BPDU-FG-Enabled w Monitoring Policy: | select a value w
Storm Control Policy: | select a value v L2 Interface Policy: | VLAN-Scope-Global ~
Port Security Policy: |select a value w
Ingress Data Plane | .o ioer 4 yale » Egress Data Plane | oo oo o -
Policing Policy: - Policing Policy:
Priority Flow Control [__,_ "
Policy: select a valug ~ 1Py4 NetFlow Monitor [ ooy o
Policy:
Slow Drain Policy: |select a value v
IPv6 NetFlow Mon.\tor celect a value -
Policy:
Fibre Channel Interface T
Policy: select a value v Layer2-Switched (CE
. type) NetFlow Monitor | Select a value ~
Policy:
Attached Device Type: Bare Metal ~
Domain: @ Create One @ Choose One Domain Name: | FlashArrayX-B
VLAN: @ Create One @ Choose One VLAN Range: [ 102

Please use comma to separate VLANS.

Cancel Save

16. Click Save.
17. Click Save again to finish the configuring switch interfaces.

18. Click Submit.

Configuring Common Tenant for Management Access

This section details the steps to setup in-band management access in the Tenant common. The tenant
common This design will allow all the other tenant EPGs to access the common management segment for
Core Services VMs such as AD/DNS.
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In the APIC GUI, at the top select Tenants > common, and in the left pane, expand Tenant common and
Networking to complete the tasks in the following sections.

Create VRF
1. Right-click VRFs and select Create VRF.
2. Enter FSV-Common-IB-Mgmt as the name of the VRF.

Create VRF (2T}

Specify Tenant VRF

Description: |optional

Palicy Control Enforcement Preference: BNEMGEIEEREN  Unenforced

Policy Control Enforcement Direction: | Egress m

BD Enforcement Status: [ ]

Endpoint Retention Policy:

This palicy only applies ta ramote
L3 entries

enter names separated by comma

Route Tag Policy: v
Create A Bridge Domain:
Configure BGP Policies: []
Configure OSPF Policies: []
Configure EIGRP Policies: []

<]

Previous

3. Click Next.
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4. Name the Bridge Domain FSV-Common-IB-Mgmt
5. Change Forwarding to Custom
6. Change L2 Unknown Unicast to Flood.

7. Check Enabled for the Arp Flooding option.

| Create VRF o |
STEP 2 > Bridge Domain LR
Specify Bridge Domain for the VRF
Name: | FSV-Commen-|B-Mgmt El IGMP Snoop Policy: select a value '
Alias: E| Monitoring Policy: | select a value ~
| Description: | optional ND policy: | select a value v
L2 Unknown Unicast: | Flood ~

Type: | fc Multi Destination Flooding: | Flood in BD ~

Unicast Routing: Enabled

Forwarding: | Custom ~
ARP Flooding: ] Enabled

Endpoint Dataplane Leaming:
Limit IP Learning To Subnet:
L3 Unknown Multicast Flooding: | Flood v
Virtual MAC Address: | not-applicable E|

Config BD MAC Address:
MAC Address: | 00:22:BD:F8:19:FF ]

Previous Cancel Finish

8. Click Finish.

Create Application Profile

1. In the APIC GUI, select Tenants > common.

2. In the left pane, expand Tenant common and Application Profiles.

w

Right-click the Application Profiles and select Create Application Profiles.

A

Enter FSV-Common-IB-Mgmt as the name of the application profile.
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Create Application Profile (2]
Specify Tenant Application Profile
Name: |F5‘¢1-Co|rmsn—ll3—Mg~n
Alias:
Description:
Tags:

enter tags separated by comma

Monitoring Palicy:

A
EPGs
+
MName Alias BD Domain Switching Static Path Static Path Provided Consumed
Mode VLAN Contract Contract

5. Click Submit.

Create EPG
1. Expand the FSV-Common-IB-Mgmt Application Profile and right-click the Application EPGs.

2. Select Create Application EPG.
3. Enter FSV-Common-Core-Services as the name of the EPG.

4. Select FSV-Common-IB-Mgmt from the drop-down list for Bridge Domain.
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i Create Application EPG (2 T¥] ‘

STEP 1 > Identity

Specify the EPG Identity
Name: |FSV-Commen-Core-Servicedt]
Alias: g

Description: |optional

Tags: E |~

enter tags separated by comma
QoS class: | Unspecified ~
Custom Qo3: |select a value v
Data-Plane Policer: | select a value w

Intra EPG Isclation: | Enforced
Preferred Group Member: Include
Flood on Encapsulation: BBE=GEVEN  Enabled

Bridge Domain: | FSW-Commaon-1B-Mgmt |« @
Maonitoring Policy: |select a value v
FHS Trust Control Policy: |select a value v

Assoclate to VM Domain Profiles: []
Statically Link with Leaves/Paths: []
EPG Contract Master: +

Application EPGs

5. Click Finish.

Set Domains for the EPG

1. Expand the newly created EPG and click Domains.
2. Right-click Domains and select Add L2 External Domain Association.

3. Select the Mgmt-Switch as the L2 External Domain Profile.

Add L2 External Domain Association (2 1]

Choose the L2 External domain to associate

L2 External Domain Profile: | Mgmt-Switch e @

Cancel Submit

4., Click Submit.
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Right-click Domains and select Add L2 External Domain Association.
Select the FlashStack-UCS as the L2 External Domain Profile.

Click Submit.

.S

The Mgmt-Switch and FlashStack-UCS L2 External Domain Profiles were created during the earlier VPC creation pro-
cess for each of these connections.

Set Static Ports

1. In the left pane, right-click on Static Ports.
2. Select Deploy Static EPG on PC, VPC, or Interface.
3. For the Path Type, select Virtual Port Channel and from the Path drop-down list, select the VPC for
Mgmt-Switch configured earlier.
4. Enter the IB-Mgmt VLAN under Port Encap.
5. Change Deployment Immediacy to Immediate.
6. Set the Mode to Trunk.
Deploy Static EPG On PC, VPC, Or Interface (21X

Path Type Port Direct Port Channe Virtuzl Port Channed

s

73



Cisco ACI Fabric Configuration

7. Click Submit.

Create EPG Subnet

To create a subnet gateway for this Core Services EPG to provide Layer 3 connectivity to Tenant subnets,
complete the following steps:

1. In the left pane, right-click Subnets and select Create EPG Subnet.

2. In CIDR notation, put in an IP address and subnet mask to serve as the gateway within the ACI fabric for
routing between the Core Services subnet and Tenant subnets.

# This IP should be different than the existing IB-MGMT subnet gateway. In this lab validation, 10.1.164.254/24 is the IB-
MGMT subnet gateway and is configured externally to the ACI fabric. 10.1.164.1/24 will be used for the EPG subnet
gateway. Set the Scope of the subnet to Shared between VRFs.

Create EPG Subnet (2 ¥}

Default Gateway IP: | 10.1.164.1/24

Treat as virtual IP address: []

Scope: [] Private to VRF

Shared between VRFs
Description:

Subnet Control: @
[] No Default SVI Gateway
[ Querier IP

3. Click Submit to create the Subnet.

Create Provided Contract

1. In the left pane, right-click Contracts and select Add Provided Contract.

2. In the Add Provided Contract window, select Create Contract from the drop-down list.
3. Name the Contract FSV-Allow-Common-Core-Services.

4. Set the scope to Global.

5. Click + to add a Subject to the Contract.

# The following steps create a contract to allow all the traffic between various tenants and the common man-
agement segment. Customers are encouraged to limit the traffic by setting restrictive filters.
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6. Name the subject Allow-All-Traffic.
7. Click + under Filter Chain to add a Filter.
8. From the drop-down Name list, select common/default.

9. In the Create Contract Subject window, click Update to add the Filter Chain to the Contract Subject.

Create Contract Subject (7 Ix]

Name: | Allow-All-Traffic
Alias:
Description:
Target DSCP: | Unspecified i
Apply Both Directions:
Reverse Filter Pons:

Filter Chain
Filters ¥ L4-L7 SERVICE GRAPH
Mame Directives Service Graph: ~
I common/default none

PRIORITY
QoS: -

10. Click OK to add the Contract Subject.

ﬂ The Contract Subject Filter Chain can be modified later.
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Create Contract (2 ]
Specify Identity Of Contract

Name: | FSV-Allow-Common-Core-Services

Alias:
Scope: Global i
QoS Class: | Unspecified i
Target DSCP: | Unspecified i
Description:
Tags: i
enter tags separated by comma
Subjects:

o
+

Name Description
| Allow-All-Traffic

11. Click Submit to finish creating the Contract.

Add Provided Contract (2 Ix]

Select a contract
Contract: |FSV-Allow-Common-Core-Service |~ @
QoS: | Unspecified u
Contract Label:

Subject Label:

12. Click Submit to finish adding a Provided Contract.

Create Storage Security Filters in Tenant common(optional)

To create Security Filters for iSCSI networks, complete the following steps. This section can also be used to
set up other filters necessary to your environment.

1. Inthe APIC GUI, at the top select Tenants > common.
2. On the left, expand Contracts.

3. Right-click Filters and select Create Filter.
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4. Name the filter iSCSI.
5. Click the + sign to add an Entry to the Filter.
6. Name the Entry iSCSI and select EtherType IP.

7. Select the tcp IP Protocol and enter 3260 for From and To under the Destination Port / Range by back-
spacing over Unspecified and entering the number.

8. Click Update to add the Entry.

Create Filter (7 1]

Name: |i5CS

Alias:
Description:
Entries: ¥
Name Alias  EtherType ARPFlag  IP Protocol Match  Stateful Source Port / Range Destination Port / Range TCP Session Rules
From To From To
I iSCSI P tcp False False  unspecified unspecified 3260 3260 Unspecified

9. Click Submit to complete adding the Filter.

'& By adding these Filters to Tenant common, they can be used from within any Tenant in the ACI Fabric.

Configure FSV-Foundation Tenant

This section details the steps for creating the Foundation Tenant in the ACI Fabric. This tenant will host
infrastructure connectivity for the compute (VMware vSphere hosts on UCS nodes) and the storage
environments.
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To deploy the FSV-Foundation Tenant, complete the following steps.

1. In the APIC GUI, select Tenants > Add Tenant.

2. Name the Tenant as FSV-Foundation.
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3. For the VRF Name, enter FSV-Foundation. Keep the check box “Take me to this tenant when | click fin-
ish” checked.

Create Tenant (2 <]

MName: | FSV-Foundation
Alias:

Deseription:

Tags: ~

GUID:

Provider GUID Account Name

Monitoring Policy: i
Security Domains:

MName Description

VRF Name: | FS\-Foundation

Take me to this tenant when | click finish

4. Click Submit to finish creating the Tenant.

Create Bridge Domain

1. Inthe left pane, expand Tenant FSV-Foundation and Networking.
2. Right-click Bridge Domains and select Create Bridge Domain.
3. Name the Bridge Domain Foundation-Internal.

4. Select FSV-Foundation from the VRF drop-down list.

5. Select Custom under Forwarding and set Flood for L2 Unknown Unicast.
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Create Bridge Domain o
Name:  Foundation-Intemal
Alias:
Description:
VRF: | FSV-Foundation ~
Forwarding: | Custom ~
L2 Unknown Unicast: | Flood ~
L3 Unknown Multicast Flooding: | Flocd ~
Multi Destination Flooding: | Flood in BD ~

ARP Flooding: [#] Enabled
Clear Remote MAC Entries: []

Endpoint Retention Policy: v
IGMP Snoop Policy: i3
Previous Next
6. Click Next.

7. Do not change any configuration on the next screen (L3 Configurations). Select Next.

8. No changes are needed for Advanced/Troubleshooting. Click Finish to finish creating Bridge Domain.

Create Application Profile for Infrastructure IB-Management Access

1. In the left pane, expand tenant FSV-Foundation, right-click on Application Profiles and select Create
Application Profile.

2. Name the Application Profile as Infra-IB-Mgmt and click Submit to complete adding the Application Pro-
file.

Create EPG for Infra Access

This EPG will be used for vSphere hosts and management virtual machine infrastructure that are in the IB-
Mgmt subnet, but that do not provide ACI fabric Core Services. For example, AD server VMs could be
placed in the Core Services EPG defined earlier to provide DNS services to tenants in the Fabric. The
vCenter VM can be placed in the Infra EPG. It will have access to the Core Services VMs, but will not be
reachable from Tenant VMs.

1. In the left pane, expand the Application Profiles and right-click the Infra-IB-Mgmt Application Profile and
select Create Application EPG.

2. Name the EPG Infra-IB-Mgmt.
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3. From the Bridge Domain drop-down list, select Bridge Domain FSV-Common-IB-Mgmt from Tenant

common.
Create Application EPG (2]}
Specify the EPG Identity
Mame: | Infra-IB-Mgmt
Alias:
Description: | Optiona
Tags: w
enter tags separated by comma
QoS class: | Unspecified w
Custom QoS: |select a value v
Data-Plane Policer: | select a value w

Intra EPG Isolation: | Enforced
Preferred Group Member: Include
Flood on Encapsulation: Enabled

Bridge Domain: | FSV-Common-IB-Mgmt |+
Monitoring Policy: | select a value w
FHS Trust Control Policy: | select a value w
Associate to VM Domain Profiles: [[]
Statically Link with Leaves/Paths: []
EPG Contract Master: +

Application EPGs

Previous Cancel Finish

4. Click Finish to complete creating the EPG.

5. Opening up the created EPG in the left menu, right-click Domains and select Add L2 External Domain
Association.

6. Select the FlashStack-UCS L2 External Domain Profile and click Submit.
7. In the left menu, right-click Static Ports and select Deploy Static EPG on PC, VPC, or Interface.

8. Select the Virtual Port Channel Path Type, then for Path select the vPC for the UCS Fabric Interconnect
A.

9. For Port Encap leave VLAN selected and fill in the UCS IB-Mgmt VLAN ID.

10. Set the Deployment Immediacy to Immediate and click Submit.
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Deploy Static EPG On PC, VPC, Or Interface (7 ]<]

Select PC, VPC, or Interface
Path Type: | Port Direct Port Channel \firtual Port Channal

Path: | Switch205-206_UE |~

Port Encap (or Secondary VLAN for Micro-Seg): |VLAN |+ 115

eger Vake

Deployment Immediacy: n Demand

Primary WLAM for Micro-Seg: |VLAN |

Tteger Yake
Mode: Access (BOZ2.1P) Access [Untagged)

IGMF Snoop Static Group: -+
Group Address Source Address

Cancel Submit

11. Repeat steps 7-10 to add the Static Port mapping for the UCS Fabric Interconnect B.
12. In the left menu, right-click Contracts and select Add Consumed Contract.

13. From the drop-down list for the Contract, select FSV-Allow-Common-Core-Services from Tenant com-
mon.

Add Consumed Contract (2 ]

Select a contract
Contract: | FSV-Allow-Common-Core-Service |~ (&
QoS: |Unspecified ~
Contract Label:

Subject Label:

14. Click Submit.

This EPG is utilized to provide vSphere hosts as well as the VMs that do not provide Core Services access to
the existing in-band management network.
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Create Application Profile for Host Connectivity

1.

2.

In the left pane, under the Tenant FSV-Foundation, right-click Application Profiles and select Create Ap-
plication Profile.

Name the Profile Host-Connectivity and click Submit to complete adding the Application Profile.

The following EPGs and the corresponding mappings are created under this application profile.

Table11 EPGs and mappings for Application Profile Host-Connectivity

EPG Name Bridge Domain Domain Static Port - Compute | Static Port - Storage
vMotion Foundation-Internal L2 External: VPC for all UCS Fls N/A
FlashStack-UCS VLAN 1110
Infra-iSCSI-A Foundation-Internal L2 External: VPC for all UCS Fls Interface for
FlashStack-UCS VLAN 101 FlashArrayX
VLAN 101
Physical: FlashArrayX-
A
Infra-iSCSI-B Foundation-Internal L2 External: UCS VPC for all UCS Fls Interface for
VLAN 102 FlashArrayX
Physical: FlashArrayX- VLAN 102
B

Create EPG for vMotion

1. In the left pane, expand Application Profiles > Host-Connectivity. Right-click Application EPGs and select
Create Application EPG.

2. Name the EPG vMotion.

3. From the Bridge Domain drop-down list, select Foundation-Internal.

4. Click Finish to complete creating the EPG.

5. Inthe left pane, expand the Application EPGs and EPG vMotion.

6. Right-click Domains and select Add L2 External Domain Association.

7. From the drop-down list, select the previously defined FlashStack-UCS L2 External Domain Profile.

Add L2 External Domain Association (2 Tx]

L2 External Domain Profile: FlashStack-UCS e
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8. Click Submit to complete the L2 External Domain Association.

9. Right-click on Static Ports and select Deploy EPG on PC, VPC, or Interface to add the UCS A side VPC
for vMotion traffic.

10. In the Deploy Static EPG on PC, VPC, Or Interface Window, select the Virtual Port Channel Path Type.
11. From the drop-down list, select the A side UCS Fabric Port VPC(Switch205-206_UCS6332-16UP-A).
12. Enter the VLAN from Table 11 for vMotion

13. Select Immediate for Deployment Immediacy and for Mode select Trunk.

| Deploy Static EPG On PC, VPC, Or Interface o9

Path Type:  Port Direct Port Channel Wirtual Port Channel

Path: | Switch205-206_UE} |+ i

Port Encap (or Secondary VLAN for Micro-Seg): VLAN |~ [1110
nteger Value

Deployment Immediacy: Cn Demand

Primary VLAMN for Micro-Seg: VLAN |~
ntager Value

Mode: Access (802.1P) Access (Untagged)

IGMP Snoop Static Group:

Group Address Source Address

14. Click Submit to complete adding the Static Path Mapping.

15. Right-click Static Ports and select Deploy EPG on PC, VPC, or Interface to add the UCS B side VPC for
vMotion traffic.

16. In the Deploy Static EPG on PC, VPC, Or Interface Window, select the Virtual Port Channel Path Type.
17. From the drop-down list, select the B side UCS Fabric Port VPC (Switch205-206_UCS6332-16UP-B).
18. Enter the VLAN from Table 11 for vMotion {1110}.

19. Select Immediate for Deployment Immediacy and for Mode select Trunk.
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| Deploy Static EPG On PC, VPC, Or Interface 09

Select PC, VPC, or Interface
Path Type:  Port | Direct Port Channel  [IRIEIE e =T

Path: | Switch205-206_UE}

Port Encap (or Secondary VLAN for Micro-Seg): WVLAN |~

integer Value

Deployment Immediacy: On Demand

Primary VLAN for Micro-Seg: |WVLAN |«
Integer Valug

Mode: Access (B0Z.1F) Access (Untagged)
IGMP Snoop Static Group: +
Group Address Source Address

20. Click Submit to complete adding the Static Path Mapping.

Create EPG foriSCSI-A
1. Right-click Application EPGs and select Create Application EPG.

2. Name the EPG Infra-iSCSI-A.

3. From the Bridge Domain drop-down list, select Foundation-Internal.
4. Click Finish to complete creating the EPG.

5. In the left pane, expand the Application EPGs and EPG Infra-iSCSI-A.
6. Right-click Domains and select Add L2 External Domain Association.

7. From the down-down list, select the FlashStack-UCS L2 External Domain Profile.

Add L2 External Domain Association (2 ]
Choose the L2 External domain to associate

L2 External Domain Profile: | FlashStack-UCS v @
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8.

9.

Right-click Domains and select Add Physical Domain Association.

From the drop-down list, select the FlashArrayX-A Physical Domain Profile.

Add Physical Domain Association (2 T

10.

11.

12.

13.

14.

15.

Physical Domain Profile: | FlasharrayX-A e

Click Submit to complete the Physical Domain Association.

Right-click Static Ports and select Deploy EPG on PC, VPC, or Interface to add the UCS Fabric Intercon-
nect A VPC for iSCSI traffic.

In the Deploy Static EPG on PC, VPC, Or Interface Window, select the Virtual Port Channel Path Type.
From the drop-down list, select the A side UCS Fabric Port VPC (Switch205-206_UCS6332-16UP-A).
Enter the UCS VLAN from Table 11 for iSCSI A {101}.

Select Immediate for Deployment Immediacy and for Mode select Trunk.

86



Cisco ACI Fabric Configuration

Deploy Static EPG On PC, VPC, Or Interface (7 1<}

Path Type: | Fom Direct Port Channel “Wirtual Port Channel

Path: | Switch205-206_UE

Port Encap (or Secondary VLAN for Micro-5Seg): |VLAN 101

16.

17.

Deployment Immediacy: EEEE] On Demand

Primary VLAN for Micro-Seg: |VLAN

Mode: BRI Apcess (BOZ1P) Access (Untagged)
GMP Snoop Static Group: -+

Group Address Source Address

Click Submit to complete adding the Static Path Mapping.

Optional, repeat these steps to create a Static Path Mapping to UCS Fabric Interconnect B VPC Path.

Enabling the A side iSCSI traffic through Fabric Interconnect B is necessary if later configuring VM-FEX (not covered in
this design).

18.

19.

20.

21.

22.

Right-click on Static Ports and select Deploy EPG on PC, VPC, or Interface to add the FlashArrayX-A
side Interfaces for iSCSi traffic.

In the Deploy Static EPG on PC, VPC, Or Interface Window, select the Port Path Type.
From the drop-down list, select the first path to the port {1/23} to use.
Enter VLAN from Table 3 {101} for Port Encap.

Select Immediate for Deployment Immediacy and for Mode select Access (802.1P).
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Deploy Static EPG On PC, VPC, Or Interface (2]

Path Type: Direct Port Channel | Virual Port Ghannel

MNode: BBOE-33180LC-EX-A (Node-! ~

Ex: topology/ped- Tinade-

Path: eth1/23 ~

Ex: topology/ped-1/paths-101/pathep-|eth1/23]

Port Encap (or Secondary VLAN for Micro-Seg): VLAM |~

Deployment Immediacy: On Demand

Primary VLAN for Micro-Seg: VLAN |~
integer Value

Mode:  Trunk Access (B02.1P) Access (Untagged)

IGMP Snoop Static Group: +

Group Address Source Address

23. Click Submit to complete adding the Static Path Mapping.
24. Repeat steps 17-22 for the second port {1/24} going to the FlashArrayX-A.

Create EPG for iSCSI-B
1. Right-click Application EPGs and select Create Application EPG.

2. Name the EPG Infra-iSCSI-B.

3. From the Bridge Domain drop-down list, select Foundation-Internal.
4. Click Finish to complete creating the EPG.

5. Inthe left pane, expand the Application EPGs and EPG Infra-iSCSI-B.
6. Right-click Domains and select Add L2 External Domain Association.

7. From the down-down list, select the FlashStack-UCS L2 External Domain Profile.
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Add L2 External Domain Association (2 ]

L2 External Domain Profile: | FlashStack-UCS — @

8. Right-click Domains and select Add Physical Domain Association.
9. From the drop-down list, select the FlashArrayX-B Physical Domain Profile.

Add Physical Domain Association (2 ]

Physical Domain Profile: | FlashArrayX-B P @

10. Click Submit to complete the Physical Domain Association.

11. Right-click Static Ports and select Deploy EPG on PC, VPC, or Interface to add the UCS Fabric Inter-
connect B VPC for iSCSI traffic.

12. In the Deploy Static EPG on PC, VPC, Or Interface Window, select the Virtual Port Channel Path Type.
13. From the drop-down list, select the B side UCS Fabric Port VPC (Switch205-206_UCS6332-16UP-B).
14. Enter the UCS VLAN from Table 11 for iSCSI B {102}

15. Select Immediate for Deployment Immediacy and for Mode select Trunk.
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Deploy Static EPG On PC, VPC, Or Interface 0D

Port Encap {or Secondary VLAN for Micro-Seg): |VYLAN 102

16.
17.

18.

19.
20.
21.

22.

Path Typa: | Pont Direct Port Channel \irtual Part Channel

Path: | Switch205-206_UEE

Deployment Immediacy: BETRELEE] On Demand

Primary WLAM for Micro-Seq: |VLAN

Mode: RIS Access (B02.1F) Access [Untagged)
GMP Snoop Static Group: =

Group Address Source Address

<D
Click Submit to complete adding the Static Path Mapping.

Optional, repeat these steps to create a Static Path Mapping to UCS Fabric Interconnect B VPC Path.

Right-click Static Ports and select Deploy EPG on PC, VPC, or Interface to add the FlashArrayX-B side
Interfaces for iSCSi traffic.

In the Deploy Static EPG on PC, VPC, Or Interface Window, select the Port Path Type.
From the drop-down list, select the first path to the port {1/23} to use.
Enter VLAN from Table 3 {102} for Port Encap.

Select Immediate for Deployment Immediacy and for Mode select Access (802.1P).
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Deploy Static EPG On PC, VPC, Or Interface (2 1]

Path Type: m Direct Port Channel | Virtual Port Channel

Node: |[BBOS-93180LC-EX-B (Node-2

Path: |eth]

X topology/pod—1/paths-1a1/pathep-[eth1/23
Port Encap (or Secondary VLAN for Micro-Seg): |VLAN |~

Deployment Immediacy: ©On Demand

Primary VLAN for Micro-Seg: |VLAN |~
ntager Value

Mode: = Trunk Access (802.1P) Access (Untagged)
IGMP Snoop Static Group:

Group Address Source Address

23. Click Submit to complete adding the Static Path Mapping.
24. Repeat steps 20-23 for the second port {1/24} going to the FlashArrayX-B.

Configure EPG Subnets for Host-Connectivity EPGs (Optional)

Creating EPG subnets and gateways for those subnets can help if troubleshooting is required at some point
on these networks. The list of EPG Subnets used in this deployment are listed in Table 12 .

Tablea2 EPGs and Subnets for the Host-Connectivity Application Profile

EPG Name Subnet

vMotion 192.168.110.254/24
Infra-iSCSI-A 192.168.101.254/24
Infra-iISCSI-B 192.168.102.254/24

1. On the left under the corresponding EPG within the Host Connectivity of the FSV-Foundation tenant,
right-click subnets and select Create EPG Subnet.

2. In the Create EPG Subnet window, enter the Subnet from Table 12 as the Default Gateway IP.
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Create EPG Subnet (2 1]

Specify the Subnet Identity

Default Gateway IP: | 192.168.110.254/24
address/mask

Treat as virtual IP address: [|

Scope: [¥] Private to VRF
[ advertised Externally
[[] shared between VRFs

Description: | optiona

Subnet Control: @

[ No Default VI Gateway
[ querier IP

3. Click Submit to complete adding the subnet.

4. Repeat the above steps to complete adding the EPGs and subnets in Table 12.
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Connectivity to Existing Infrastructure — Shared L3 Out

ACI Shared Layer 3 Out Setup

This section provides a detailed procedure for setting the Shared Layer 3 Out in tenant “common” to
connect to Nexus 7000 core switches. The configuration utilizes four interfaces between the pair of the ACI
leaf switches and the pair of Nexus 7000 switches. The routing protocol being utilized is OSPF. Some
highlights of this connectivity are:

e A dedicated bridge domain bd-Common-Outside and associated dedicated VRF vrf-Common-
Outside is configured in tenant common for external connectivity.

e The shared Layer 3 Out created in Tenant common “provides” an external connectivity contract that
can be “consumed” from any tenant.

e Each of the two Nexus 7000s is connected to each of the two Nexus 9000 leaf switches.
e Sub-interfaces are configured and used for external connectivity.

e The Nexus 7000s are configured to originate and send a default route to the Nexus 9000 leaf
switches using OSPF.

e ACI leaf switches advertise tenant subnet back to Nexus 7000 switches
The physical connectivity is shown in Figure 24.

Figure 24 ACI Shared Layer 3 Out Connectivity Details
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VRF: vrf-Common-Outside

Ext. Routed Network: Nexus-7K-Shared

/Ngam OSPF ueam\

- i Router ID: 10.252.255.1 = = i Router ID: 10.252.255.1 1 =
: 10.252.231.1/30  10.252.231.9/30 I 10.252.231.5/30 10.252.231.13/30

, 1
i - |
! !
| 10.252.231.10/30 10.252.231.14/30
! !
! !
, [
! !
! !
, !

Nexus 7004-2
Loopback: 10.252.255.22

Nexus 7004-1 :
\ Loopback: 10.252.255.21

Nexus 7000 — Sample Configuration

The following configuration is a sample from the virtual device contexts (VDCs) of two Nexus 7004s.

ﬂ The Nexus 7000 configuration provided below is not complete and is meant to be used only as a reference.

Nexus 7004-1

feature ospf

|

interface Ethernetd/4
description To 9372-1 E1/47
no shutdown

|

interface Ethernet4/4.301
description To 9372-1 E1/47
encapsulation dotlg 301
ip address 10.252.231.2/30

ip ospf network point-to-point
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ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown

|

interface Ethernet4/8
description To 9372-2 E1/47
no shutdown

|

interface Ethernet4/8.302
description To 9372-2 E1/47
encapsulation dotlg 303
ip address 10.252.231.6/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10

no shutdown

interface loopback0
ip address 10.252.255.21/32

ip router ospf 10 area 0.0.0.0

router ospf 10
router-id 10.252.255.21

area 0.0.0.10 nssa no-summary no-redistribution default-information-
originate

Nexus 7004-2
feature ospf
|
interface Ethernet4/4
description To 93180-1 E1/48

no shutdown
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|

interface Ethernet4/4.303
description To 93180-1 E1/48
encapsulation dotlg 302
ip address 10.252.231.10/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown

!

interface Ethernet4/8
description To 93180-2 E1/48
no shutdown

|

interface Ethernet4/8.304
description To 93180-2 E1/48
encapsulation dotlg 304
ip address 10.252.231.14/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10

no shutdown

interface loopback0
ip address 10.252.255.22/32

ip router ospf 10 area 0.0.0.0

router ospf 10
router-id 10.252.255.2

area 0.0.0.10 nssa no-summary no-redistribution default-information-
originate
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Configuring AClI Shared Layer 3 Out in Tenant Common

Configure External Routed Domain

1. At the top, select Fabric > Access Policies.
2. In the left pane, expand Physical and External Domains.
3. Right-click External Routed Domains and select Create Layer 3 Domain.

4. Give the domain an appropriate Name, N7K-SharedL30ut in our example.

| Create Layer 3 Domain [2]<] |

Specify the Layer 3 Domain

Name: [N7K-SharedL30u]

Associated Attachable
Entity Profile:

VLAN Pool: \_,

Security Domains: (v] o

Select Name Description

5. From the Associated Attachable Entity Profile drop-down list, select Create Attachable Entity Profile.

6. Give the Profile an appropriate similar name, and click Next.

Create Attachable Access Entity Profile (2]}

| STEP 1> Profile m 2. Association To Interfaces

| Specify the name, domains and infrastructure encaps ‘

Name: | N7K-SharedL30ut

Description:

Enable Infrastructure VLAN: []

7. Click Finish to continue without specifying interfaces.

8. Back in the Create Layer 3 Domain window, use the VLAN Pool drop-down list to select Create VLAN
Pool.

9. Name the VLAN Pool N7K-SharedL30Out_vlans.
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10. Select Static Allocation.

11. Click + to add an Encap Block.

12. In the Create Ranges window, enter the VLAN range as shown in Table 10 (301-304).

13. Select Static Allocation.

09

Create Ranges
Specify the Encap Block Range

Type: VLAMN
Range: |VLAN | - [vian || [304
nteger Valug nteger Valua
Allocation Mode: | Dynamic Allocation Inherit allocMode from parent Static Allocation

BGIW  External or On the wire encapsulations Internal

14. Click OK to complete adding the VLAN range.

15. Click Submit to complete creating the VLAN Pool.

Create Layer 3 Domain (2 1]
Specify the Layer 3 Domain

Name: | N7K-SharedL30ut

A“mia‘eé’n’::;a;:';n?: N7K-SharedL30ut @
VLAN Pool: | N7K-SharedL30ut(static) ~ @
Security Domains: A °
Select Name Description

16. Click Submit to complete creating the Layer 3 Domain.

Configure Leaf Switch Interfaces
1. Inthe APIC Advanced GUI, select Fabric > Access Policies > Quick Start.

2. In the right pane, select Configure and interface, PC and VPC.
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3. Click the + icon underneath the listing of Configured Switch Interfaces on the left hand side.

Select Switches To Configure Interfaces: @ Quick © Advanced
Switches: |201-202 ] Switch Profile Name: | Switch201-202_Profile
itch

B Name Type

201 BBOG-9372..  leaf

202 BB0G-9372... |eal

[ 205 BBOB-9318...  leaf lﬁ
I3

[ 208 BB0O8-9318.. leaf

4. Click the drop-down list for Switches and select the two leafs that have been cabled to connect to the
Nexus 7Ks.

5. Click 0 in the right pane to add switch interfaces.

6. Configure the various fields as shown in the screenshot below. In this screen shot, port 1/47 and 1/48
are configured using 10Gbps links to connect up to the Nexus 7K switches.

Select Switches To Configure Interfaces: @ Quick D Advanced
Switches: |201-202 @ |~ Switch Profile Name: | Switch201-202_Profile
Interface Type: @ Individual © PC @ vrC
Interfaces: | 1/47-48 Interface Selector Name: | Switch201-202_1-ports-47-48
Select interfaces by typing, e.g. 1/17-18

Interface Policy Group: @ Create Cne © Choose One

Link Level Policy: | 10Gbps-Link ~ CDP Policy: CDP-Enabled ~
MCP Policy: | select a value w LLDP Policy: | LLDP-Disabled ~
STP Interface Policy: | BPDU-FG-Disabled w Maonitoring Policy: |select a value w
Storm Control Policy: | select a value - L2 Interface Policy: | VLAN-Scope-Glabal ~
Port Security Policy: | select a value w
Ingress Data Plgne select a value ~ Egress Data Plgne select a value ~
Policing Policy: Policing Policy:
Priority Flow Control [0t 2 yaiue — )
Policy: FelEll = vl IPv4 NetFlow Mon.nor select a value —
Palicy:
Slow Drain Policy: |select a value w )
IPv6 NetFlow Mon_nor select a value —
Policy:
Fibre Channel Interface o
Policy: select a value v Layer2-Switched (CE
' type) NetFlow Monitor | Select a value -
Policy:
Attached Device Type: External Routed Devices w
Domain: £ Create One @ Choose One External Route Domain: | N7K-SharedL30ut ~

Cancel Save

7. Click Save.

8. Click Save again to finish the configuring switch interfaces
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9. Click Submit.

Configure External Routed Networks under Tenant Common

1. Atthe top, select Tenants > common.

2. In the left pane, expand Tenant common and Networking.

3. Right-click External Routed Networks and select Create Routed Outside.

4. Name the Routed Outside Nexus-7K-Shared.

5. Check the check box next to OSPF.

6. Enter 0.0.0.10 (configured in the Nexus 7000s) as the OSPF Area ID.

7. From the VRF drop-down list, select vif-Common-QOutside.

8. From the External Routed Domain drop-down list, select N7K-SharedL30Out.

Create Routed Outside

STEP 1 > Identity
Define the Routed Outside

Mame: | Nexus-7K-Shared

Alias:

Description:
Tags: —

enter tags separated by comma
PIM: [
Route Control Enforcement:[] Import

Target DSCP: | Unspecified ~
VRF: |vrf-Common-Outside ~ @
External Routed Domain: | N7K-SharedL30ut ~ @
Route Profile for Interleak: ~

Route Control For Dampening:

Address Family Type

Nodes and Interfaces Protocol Profiles

MName Description

2. External EPG Networks |
Provider Label:
enter names separated by comma
Consumer Label:
enter names separated by comma
[]8GP OSPF
OSPF Area ID: |0.0.0.10
OSPF Area
Control: 21 seng redistributed LSAS into NSSA area
QOriginate summary LSA
[ Suppress forwarding address in translated LSA
OSPF Area Type: Regulararea | Stub area
OSPF Area Cost: |1 =
+

Route Dampening Policy

DSCP Nodes

Previous Cancel

9. Under Nodes and Interfaces Protocol Profiles, click + to add a Node Profile.

10. Name the Node Profile Node-201-202.

11. Click + to add a Node.

12. In the select Node and Configure Static Routes window, select Leaf switch 201 from the drop-down list.
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13. Provide a Router ID IP address - this address will be configured as the Loopback Address. The address
used in this deployment is 10.252.255.1.

14. Click OK to complete selecting the Node.
15. Click + to add another Node.
16. In the select Node window, select Leaf switch 202.

17. Provide a Router ID IP address - this address will be configured as the Loopback Address. The address
used in this deployment is 10.252.255.2.

18. Click OK to complete selecting the Node.

Create Node Profile (2 ]<]

Name: 201-202

Description: | optiona
Target DSCP: | Unspecifiad v
Nodes: ¥

Node ID Router ID Static Routes Loopback Address
topology/pod-1/ 10.252.255.1 10.252.255.1

I topologyf/pod-1/...  10.252.255.2 10.252.255.2

OSPF Interface Profiles:

Name Description Interfaces OSPF Policy

19. Click + to create an OSPF Interface Profile.

20. Name the profile Nexus-7K-Int-Prof.
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Create Interface Profile (7 <]
STEP 1 > Identity 2. Protocol Profiles 3. Interfaces
Specify the Interface Profile

MName: | Nexus-7K-Int-Prof

Description: | optiona

ND poliey: | select a value ~
Egress Data Plane Policing Policy: | select a value w
Ingress Data Plane Policing Policy: | select a value ~
NetFlow Monitor Policies: +
NetFlow IP Filter Type NetFlow Moritor Policy

Config Protocol Profiles:

Previous Cancel Next

21. Click Next

22. Using the OSPF Policy drop-down list, select Create OSPF Interface Policy.
23. Name the policy ospf-Nexus-7K.

24. Select the Point-to-Point Network Type.

25. Select the MTU ignore Interface Controls.
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Create OSPF Interface Policy (2 1>

Name: | ospf-Nexus-7K

Description: | 0ptiona
Network Type: | Broadcast JNEGISGEGINIEN  Unspecified
Priority: | 1 -

Cost of Interface: | unspecified

Interface Controls: @

[ advertise subnet
e
MTU ignare
[ Passive participation
Hello Interval (sec): |10
Dead Interval (sec): |40

Retransmit Interval (sec): |5

LX<

Transmit Delay (sec): |1

26. Click Submit to complete creating the policy.
27. Click Next.
28. Click + to add a routed sub-interface.

29. Select Routed Sub-Interface under Interfaces.

L For adding Routed Sub-interfaces, refer to Figure 6 for Interface, IP and VLAN details

30. In the Select Routed Sub-Interface window, for Path, select the interface on Nexus 9372-1 (Node 201)
that is connected to Nexus 7004-1.

31. Enter vlan-<interface vlan> (301) for Encap.
32. Enter the IPv4 Address as shown in Table 12 (10.252.231.1/30)

33. Leave the MTU set to inherit.
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Select Routed Sub-Interface (2]}
Specify the Interface
Node: |BBO6-9372-1 (Node-201) v
Ex: topology/

Path: eth1/47
Ex: topalo

-1/nade-1

paths- 101 /pathep-[eth1/23]

Description: | optional

nteger Value
IPv4 Primary / IPv6 Preferred Address: | 10.252.231.1/30
addressimask
IPv4 Secondary / IPvE Additional

Addresses:
Address

MAC Address: | 00:22:BD:FB:1%:FF
MTU (bytes): |inherit

Link-local Address:

34. Click OK to complete creating the routed sub-interface.

35. Repeat these steps to all four sub-interfaces. The Routed Sub-Interfaces will be similar to the screen-
shot below.

| Create Interface Profile (21X}

STEP 3 > Interfaces 1. Identity 2. Protocol Profiles

{ Specify the Interfaces

Routed Interfaces SV Routed Sub-Interface
Routed Sub-Interfaces ¥ +
Path IP Address MAC Address MTU (bytes)
Pod-1/Node-201/eth1/47 10.252.231.1/30 00:22:BD:F8:19:FF inherit
Pod-1/Node-201/eth1/48 10.252.231.9/30 00:22:BD:FB:19:FF inherit
Pod-1/Node-202/eth1/47 10.252.231.5/30 00:22:BD:F8:19:FF inherit
1 IPod*‘Ir’NodeQOZ{ethUdB 10.252.231.13f30 00:22:BD:F8:19:FF inherit

36. Click OK to complete creating the Interface Profile.
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Create Node Profile
Specify the Node Profile
Name: |Node-201-202

Description: | 0ptiona

Target DSCP: | Unspecified
Nodes:
Node ID

topologyfpod-1/
I topologyfpod-1/...

QSPF Interface Profiles:

MName

I Nexus-7K-Int-Prof

Router ID

10.252.255.1
10.252.255.2

Description

Static Routes

12 >

¥+
Loopback Address
10.252.255.1
10.252.255.2
I
Interfaces OSPF Policy

[eth1/47], [eth1/47], [eth1/48], [eth1/48]

ospf-Nexus-7K

37. Click OK to complete creating the Node Profile.

38. Click NEXT on Create Routed Outside Screen.

Create Routed Outside

STEP 1 > Identity

Define the Routed Outside

Name: | Nexus-7K-Shared @
Alias: @

Description: |Optiona
Tags: B |~

enter tags separated by comma
PiM: []

Route Control Enforcement:[] Import
Target DSCP: | Unspecified B~
VRF: |wrf-Common-Outside ~| @
External Routed Domain: | N7K-SharedL30ut ~| @

Route Profile for Interleak: | select a value
Route Control For Dampening:

Address Family Type

Nodes and Interfaces Protocol Profiles

Name Description

Node-201-202

1. Identity

Provider Label: @
anter names separated by comma
Consumer Label: @
enter names separated by comma
Oeer OSPF
OSPF Area ID: [0.0.0.10 ®

OSPF Area ®
Control: ] seng redistributed LSAs into NSSA area
Originate summary LSA
[ suppress forwarding address in translated LSA

OSPF Area Type: JRNEELEETCEES Regular area

Stub area
OSPF Area Cost: 1 0]
Route Dampening Policy
DsCP Nodes
Unspecified 201, 202
Previous

39. Click + to create an External EPG Network.

40. Name the External Network Default-Route.
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41. Click + to add a Subnet.

42. Enter 0.0.0.0/0 as the IP Address. Select the checkboxes for External Subnets for the External EPG,
Shared Route Control Subnet, and Shared Security Import Subnet.

Create Subnet 0D
Specify the Subnet

IP Address: | 0.0.0.0/0

address/mask

scope: | Export Route Control Subnet

External Subnets for the External EPG
Shared Route Control Subnet

Shared Security Import Subnet

OSPF Route

oo X select an option ~
Summarization Policy:

aggregate:

[] Aggregate Shared Routes
Route Control Profile: n

Name Direction

43. Click OK to complete creating the subnet.
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Create External Network Q09!

Name: | Default-Route

Alias:
Tags: v
ter rate comma
QoS class: | Unspecified w
Description: | optiona
Target DSCP: | Unspecified o

Preferred Group Member: Include

Subnet
i+
IP Address Scope Aggregate Route Control Profile Route Summarization
Policy
0.0.0.0/0 External Subnets for the Ex...
Shared Route Contral Subn...
Shared Security Import Su...
=0
44. Click OK to complete creating the external network.
45. Click Finish to complete creating the Routed Outside.
46. In the left pane, Right-click on Contracts and select Create Contract.
47. Name the contract Allow-Shared-L3-Out.
48. Select the Global Scope to allow the contract to be consumed from all tenants.
49. Click + to add a contract subject.
50. Name the subject Allow-Shared-L3-Out.
51. Click + to add a filter.
52. From the drop-down list, select the default from Tenant common.

107



Connectivity to Existing Infrastructure - Shared L3 Out

Create Contract Subject (2 Ix]

Name: | Allow-Shared-L3-Out
Alias:
Description:  optiona
Target DSCP: Unspecified “
Apply Both Directions:
Reverse Filter Ports:

Filter Chain
Filters T+ L4-L7 SERVICE GRAPH
Narme Directives Service Graph: | select an option ~

I|:omrrom'defa.lt ‘ none
PRIORITY

53. Click Update.
54, Click OK to complete creating the contract subject.
55. Click Submit to complete creating the contract.

56. In the left pane expand Tenant common, Networking, External Routed Networks, Nexus-7K-Shared, and
Networks. Select Default-Route.

57. In the right pane under Policy, select Contracts.
58. Click + to add a Provided Contract.

59. Select the common/Allow-Shared-L3-Traffic contract.
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External Network Instance Profile - Default-Route 00
Operationa Stats Health Faults History
General tracts Subject Labels EPG Labels

nherited Contracts

O +

Hroperties

Provided Contracts:

Mame Tenant Type QoS Class Match Type State
Allow-Shared-L... commaon Contract Unspecified AtleastOne formed
Consumed Contracts:
Mame Tenant Type QoS Class State
Taboo Contracts:
Name Tenant State

60. Click Update.

ﬂ Tenant EPGs can now consume the Allow-Shared-L3-Traffic contract and route traffic outside fabric. This deployment
example shows default filter to allow all traffic. More restrictive contracts can be created for more restrictive access
outside the Fabric.

109



FlashArray Storage Configuration

FlashArray Storage Configuration

FlashArray Initial Configuration

The following information should be gathered to enable the installation and configuration of the FlashArray.
An official representative of Pure Storage will help rack and configure the new installation of the FlashArray.

Table13 FlashArray Setup Information
Global Array Settings

Array Name (Hostname for Pure Array):

Virtual IP Address for Management:

Physical IP Address for Management on Controller O (CTO):

Physical IP Address for Management on Controller 1 (CT1):

Netmask:

Gateway IP Address:

DNS Server IP Address(es):

DNS Domain Suffix: (Optional)

NTP Server IP Address or FQDN:

Email Relay Server (SMTP Gateway IP address or FQDN): (Optional)

Email Domain Name:

Alert Email Recipients Address(es): (Optional)

HTTP Proxy Server and Port (For Purel): (Optional)

Time Zone:

When the FlashArray has completed initial configuration, it is important to configure the Cloud Assist phone-
home connection in order to provide the best pro-active support experience possible. Furthermore, this will
enable the analytics functionalities provided by Purel.
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o Help = Sign Out
ﬁ PURESTORF‘\G F Welcome pureuser
DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES Search Hosts and Volumes QI
System Health Support Connectivity

Configuration Remote Assist

Array Status: Disconnected Connect

Metworking

Phone Home
‘Support Conneclivity

Alerts Automatic Phone Home: Enabled Disable
SHMP
Manual Phone Home: Today's Logs v Send Now
System Time
Directory Service Support Logs
Banner
Download Logs: 2014_08_05 to | 2014_08_05 Download from CTO Download from CT1

ul

The Support Connectivity sub-view allows you to view and manage the Purity remote assist, phone home,
and log features.

The Remote Assist section displays the remote assist status as ""Connected' or ""Disconnected.” By default,
remote assist is disconnected. A connected remote assist status means that a remote assist session has
been opened, allowing Pure Storage Support to connect to the array. Disconnect the remote assist session
to close the session.

The Phone Home section manages the phone home facility. The phone home facility provides a secure direct
link between the array and the Pure Storage Technical Support web site. The link is used to transmit log
contents and alert messages to the Pure Storage Support team so that when diagnosis or remedial action is
required, complete recent history about array performance and significant events is available.

By default, the phone home facility is enabled. If the phone home facility is enabled to send information
automatically, Purity transmits log and alert information directly to Pure Storage Support via a secure network
connection. Log contents are transmitted hourly and stored at the support web site, enabling detection of
array performance and error rate trends. Alerts are reported immediately when they occur so that timely
action can be taken.

Phone home logs can also be sent to Pure Storage Technical support on demand, with options including
Today's Logs, Yesterday's Logs, or All Log History.

The Support Logs section allows you to download the Purity log contents of the specified controller to the
current administrative workstation. Purity continuously logs a variety of array activities, including
performance summaries, hardware and operating status reports, and administrative actions.

Adding an Alert Recipient

The Alerts sub-view is used to manage the list of addresses to which Purity delivers alert notifications, and
the attributes of alert message delivery. You can designate up to 19 alert recipients. The Alert Recipients
section displays a list of email addresses that are designated to receive Purity alert messages. Up to 20 alert
recipients can be designated. The list includes the built-in flasharray-alerts@purestorage.com address,
which cannot be deleted.
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The Relay Host section displays the hostname or IP address of an SMTP relay host, if one is configured for
the array. If you specify a relay host, Purity routes the email messages via the relay (mail forwarding) address
rather than sending them directly to the alert recipient addresses.

In the Sender Domain section, the sender domain determines how Purity logs are parsed and treated by
Pure Storage Support and Escalations. By default, the sender domain is set to the domain name please-
configure.me.

It is crucial that you set the sender domain to the correct domain name. If the array is not a Pure Storage test
array, set the sender domain to the actual customer domain name. For example, mycompany.com.

The email address that Purity uses to send alert messages includes the sender domain name and is
comprised of the following components:

<Array_Name>-<Controller_Name>@<Sender_Domain_Name>.com
To add an alert recipient, complete the following steps:

1. Select System > Configuration > Alerts.

2. In the Alert Recipients section, click the menu icon and select Add Alert Recipient. The Create Alert User
dialog box appears.

3. In the email field, enter the email address of the alert recipient.

4. Click Save.
@ Help | Terms of Use | Log Out
Welcome pureuser
“ PURESTORAGE '
DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM m Search Hosts and YWolumes Q
System Health Alerts
ferespen =
Array EMAIL ENABLED
Networking flasharray-alens@purestorage.com
Support Connectivity Relay Host
None configured
SHNMP
Sender Domain
System Time
Directory Service please-configure.me
Banner
ul
Syslog Server
SSL Certificate
SMIS .

Configuring the Domain Name System (DNS) Server IP Addresses

To configure the DNS server IP addresses, complete the following steps:

1. Select System > Configuration > Networking.
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2. In the DNS section, hover over the domain name and click the pencil icon. The Edit DNS dialog box ap-

pears.

3. Complete the following fields:

a. Domain: Specify the domain suffix to be appended by the array when doing DNS lookups.

b. DNS#: Specify up to three DNS server IP addresses for Purity to use to resolve hostnames to IP ad-
dresses. Enter one IP address in each DNS# field. Purity queries the DNS servers in the order that the

IP addresses are listed.

4. Click Save.

iSCSI Interface Configuration

The iSCSI traffic is carried on two VLANS, A (101) and B (102) that are configured in our example with the

following values:

Table14 iSCSI A FlashArray//X Interface Configuration Settings

Device Interface IP Netmask Gateway
(Optional)

FlashArray//X70 Controller | CTO.ETH8 | 192.168.101.41 255.255.255.0 192.168.101.254

1

FlashArray//X70 Controller | CT1.ETH8 | 192.168.101.42 255.255.255.0 192.168.102.254

2

Table 15 iSCSI B FlashArray//X Interface Configuration Settings

Device Interface P Netmask Gateway
(Optional)

FlashArray//X70 Controller | CTO.ETH9 | 192.168.102.41 255.255.255.0 192.168.101.254

1

FlashArray//X70 Controller | CT1.ETH9 192.168.102.42 255.255.255.0 192.168.102.254

2

To configure iSCSI interfaces for environments deploying iSCSI boot LUNs and/or datastores, complete the

following steps:

1. Select System > Configuration > Networking.

2. Click the ellipsis (...) on the far right side of ct0.ethO and select edit.

3. Select the Enabled check mark box within the Edit Network Interface dialogue window, enter the Ad-
dress and Netmask from Table 14 above, and set the MTU to 9000 to enable jumbo frames.
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Edit Network Interface x

Name: ct0.eth8

Enabled: @

Address: 192.168.101.41
Netmask: | 255.255.255.0
Gateway: 192.168.101.254
MAC: 3c:fd:fe:a6:04:c1
MTU: 9000

Service(s): iscsi

Cancel

4. Click Save.

5. Repeat these steps for ct0.eth9, ctl.eth8, and ctl.eth9 using values from Table 14 and Table 15 .

Directory Service Sub-View

The Directory Service sub-view manages the integration of FlashArrays with an existing directory service.
When the Directory Service sub-view is configured and enabled, the FlashArray leverages a directory
service to perform user account and permission level searches.

ﬂ Configuring the directory services is optional.
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Community | Help | Log Out
@ PURESTOR AG F Welcome pureuser
DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM m Search Hosts and Volumes Q
System Health Directory Service
Configuration
_ Er‘lab\ed: Enahled
Array
URI: Idaps:/linkins-w2k3-ad1 jenkins-w2k3.dev.purestorage com:3259
Networking

Idaps:/ljnkins-w2k3-ad1 jenkins-w2k3.dev.purestorage. com:636
Support Connectivity

Base DN: DC=jenkins-w2k3,DC=dev, DC=purestorage, DC=com
Alerts
SNMP Bind User: Idapreader
System Time Bind Password: i
Directory Service
Group Base: OU=8AN,CU=IT CU=US
Banner
i Array Admin Group: pureadmins,ClU=PureStorage
Syslog Server Storage Admin Group: pureusers, OlU=Pure1
S5L Certificate Read Only Group: purereadonly OU=Pure1
Connected Arrays Check Peer: Disabled
Host Connections CA Certificate: [ View ]

T Edit Test

The FlashArray is delivered with a single local user, named pureuser, with array-wide (Array Admin)
permissions.

To support multiple FlashArray users, integrate the array with a directory service, such as Microsoft Active
Directory or OpenLDAP.

Role-based access control is achieved by configuring groups in the directory that correspond to the
following permission groups (roles) on the array:

e Read Only Group. Read Only users have read-only privileges to run commands that convey the state
of the array. Read Only uses cannot alter the state of the array.

e Storage Admin Group. Storage Admin users have all the privileges of Read Only users, plus the
ability to run commands related to storage operations, such as administering volumes, hosts, and
host groups. Storage Admin users cannot perform operations that deal with global and system
configurations.

e Array Admin Group. Array Admin users have all the privileges of Storage Admin users, plus the ability
to perform array-wide changes. In other words, Array Admin users can perform all FlashArray
operations.

When a user connects to the FlashArray with a username other than pureuser, the array confirms the user's
identity from the directory service. The response from the directory service includes the user's group, which
Purity maps to a role on the array, granting access accordingly.

To configure the directory service settings, complete the following steps:

1. Select System > Configuration > Directory Service.
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2. Configure the Directory Service fields:

a.

Enabled: Select the check box to leverage the directory service to perform user account and per-
mission level searches.

URI: Enter the comma-separated list of up to 30 URIs of the directory servers. The URI must include
a URL scheme (Idap, or Idaps for LDAP over SSL), the hosthame, and the domain. You can optionally
specify a port. For example, Idap://ad.company.com configures the directory service with the host-
name "‘ad™ in the domain **company.com* while specifying the unencrypted LDAP protocol.

Base DN: Enter the base distinguished name (DN) of the directory service. The Base DN is built from
the domain and should consist only of domain components (DCs). For example, for
Idap://ad.storage.company.com, the Base DN would be: “DC=storage,DC=company,DC=com”

Bind User: Username used to bind to and query the directory. For Active Directory, enter the
username - often referred to as sAMAccountName or User Logon Name - of the account that is used
to perform directory lookups. The username cannot contain the characters " []:;|=+*?<>/\,
and cannot exceed 20 characters in length. For OpenLDAP, enter the full DN of the user. For exam-
ple, ""CN=John,0U=Users,DC=example,DC=com".

Bind Password: Enter the password for the bind user account.

Group Base: Enter the organizational unit (OU) to the configured groups in the directory tree. The
Group Base consists of OUs that, when combined with the base DN attribute and the configured
group CNs, complete the full Distinguished Name of each groups. The group base should specify
""OU="" for each OU and multiple OUs should be separated by commas. The order of OUs should get
larger in scope from left to right. In the following example, SANManagers contains the sub-
organizational unit PureGroups: ""*OU=PureGroups,0OU=SANManagers"".

Array Admin Group: Common Name (CN) of the directory service group containing administrators
with full privileges to manage the FlashArray. Array Admin Group administrators have the same privi-
leges as pureuser. The name should be the Common Name of the group without the ""CN="" specifi-
er. If the configured groups are not in the same OU, also specify the OU. For example, "puread-
mins,OU=PureStorage"’, where pureadmins is the common name of the directory service group.

Storage Admin Group: Common Name (CN) of the configured directory service group containing
administrators with storage related privileges on the FlashArray. The hame should be the Common
Name of the group without the ""CN="" specifier. If the configured groups are not in the same OU, al-
so specify the OU. For example, ""pureusers,OU=PureStorage"’, where pureusers is the common
name of the directory service group.

Read Only Group: Common Name (CN) of the configured directory service group containing users
with read-only privileges on the FlashArray. The name should be the Common Name of the group
without the ""CN="" specifier. If the configured groups are not in the same OU, also specify the OU.
For example, ""purereadonly,OU=PureStorage"’, where purereadonly is the common name of the di-
rectory service group.

Check Peer: Select the check box to validate the authenticity of the directory servers using the CA
Certificate. If you enable Check Peer, you must provide a CA Certificate.

CA Certificate: Enter the certificate of the issuing certificate authority. Only one certificate can be
configured at a time, so the same certificate authority should be the issuer of all directory server cer-
tificates. The certificate must be PEM formatted (Base64 encoded) and include the **'----- BEGIN
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CERTIFICATE----- "and "'----- END CERTIFICATE----- " lines. The certificate cannot exceed 3000
characters in total length.
3. Click Save.

4. Click Test to test the configuration settings. The LDAP Test Results pop-up window appears. Green
squares represent successful checks. Red squares represent failed checks.

SSL Certificate Sub-View

Purity creates a self-signed certificate and private key when you start the system for the first time. The SSL
Certificate sub-view allows you to view and change certificate attributes, create a new self-signed
certificate, construct certificate signing requests, import certificates and private keys, and export certificates.

Help  Terms Log Out
o PURESTORAGE Welcome pureuser
DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM
System Health I SSL Certificate =
Configuration
Status: self-signed
Array Key Size: 2048
Networking
Issued To: db.example.com
Support Connectivity
Issued By: db.example.com
Alerts
SNMP Valid From: 2014-08-02 17:26:03
System Time Valid To: 2024-07-30 17:26:03
Directory Service Country: us
Banner State/Province: FL
ul i -
Locality: Mountain View
Syslog Server
Organization: Pure Storage Inc.
SSL Certificate
Organizational Unit: Pure Storage, Inc.
Connected Arrays
Email:
Connections -

Creating a self-signed certificate replaces the current certificate. When you create a self-signed certificate,
include any attribute changes, specify the validity period of the new certificate, and optionally generate a
new private key.
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Create Self-Signed Certificate x

Generate new key:

Key Size: 2048 v
Country: us

State/Province: FL

Locality: Mountain View

Organization: Pure Storage Inc

Organizational Unit: | Pure Storage, Inc.

Common Name: db.example.com
Email:
Days: 3650

When you create the self-signed certificate, you can generate a private key and specify a different key size.
If you do not generate a private key, the new certificate uses the existing key.

You can change the validity period of the new self-signed certificate. By default, self-signed certificates are
valid for 3650 days.

CA-Signed Certificate

Certificate authorities (CA) are third party entities outside the organization that issue certificates. To obtain a
CA certificate, you must first construct a certificate signing request (CSR) on the array.

Construct Certificate Signing Request x

Country: us
State/Province: FL

Locality: Mountain View
Organization: Pure Storage Inc.

Organizational Unit: | Pure Storage, Inc.
Common Name: db.example.com

Email:

The CSR represents a block of encrypted data specific to your organization. You can change the certificate
attributes when you construct the CSR; otherwise, Purity will reuse the attributes of the current certificate
(self-signed or imported) to construct the new one. Note that the certificate attribute changes will only be
visible after you import the signed certificate from the CA.
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Send the CSR to a certificate authority for signing. The certificate authority returns the SSL certificate for you
to import. Verify that the signed certificate is PEM formatted (Base64 encoded), includes the **----- BEGIN
CERTIFICATE----- "and "'---—-- END CERTIFICATE----- " lines, and does not exceed 3000 characters in

total length. When you import the certificate, also import the intermediate certificate if it is not bundled with

the CA certificate.

Import Certificate

Certificate: Choose File | sample.crt
Intermediate Certificate (optional): Choaose File | Mo file chosen
Key (optional): Choose File | sample key

| Key Passphrase (optional):

|

If the certificate is signed with the CSR that was constructed on the current array and you did not change the
private key, you do not need to import the key. However, if the CSR was not constructed on the current array
or if the private key has changed since you constructed the CSR, you must import the private key. If the

private key is encrypted, also specify the passphrase.
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Cisco UCS Compute Configuration

|
This section provides detailed instructions for the configuration of the Cisco UCS 6332-16UP Fabric
Interconnects used in this FlashStack solution. As with the Nexus Switches covered beforehand, some
changes may be appropriate for a customer’s environment, but care should be taken when stepping outside
of these instructions as it may lead to an improper configuration.

Figure 25 Cisco UCS Configuration Workflow

‘ Cisco UCS 6332-16UP Fabric Interconnect Configuration
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Physical Connectivity

Physical cabling should be completed by following the diagram and table references in section FlashStack
Cabling.

Cisco UCS Base Configuration

The initial configuration dialogue for the Cisco UCS 6332-16UP Fabric Interconnects will be provide the
primary information to the first fabric interconnect, with the second taking on most settings after joining the
cluster.

To start on the configuration of the Fabric Interconnect A, connect to the console of the fabric interconnect
and step through the Basic System Configuration Dialogue:

---- Basic System Configuration Dialog ----
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This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to

the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.

To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted

to apply configuration.

Enter the configuration method. (console/gui) ? console

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup

You have chosen to setup a new Fabric interconnect. Continue? (y/n): y

Enforce strong password? (y/n) [y]: <Enter>
Enter the password for "admin'": ****&xxx%
Confirm the password for "admin": *x**xx*x*

Is this Fabric interconnect part of a cluster(select 'no' for standalone)? (yes/no) [n]:

Enter the switch fabric (A/B) []: A

Enter the system name: <<var_ucs_6332_clustername>>

Physical Switch MgmtO IP address : <<var_ucsa_mgmt_ip>>

Physical Switch MgmtO IPv4 netmask : <<var_oob_mgmt mask>>

IPv4 address of the default gateway : <<var_oob_gateway>>
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Cluster IPv4 address : <<var_ucs_mgmt vip>>

Configure the DNS Server IP address? (yes/no) [n]l: y

DNS IP address : <<var_nameserver_ntp>>

Configure the default domain name? (yes/no) [n]: y

Default domain name : <<var_dns_domain_ name>>

Join centralized management environment (UCS Central)? (yes/no) [n]: <Enter>

Following configurations will be applied:

Switch Fabric=A

System Name=bb08-6332

Enforced Strong Password=yes

Physical Switch MgmtO IP Address=192.168.164.51
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.164.254

Ipve value=0

DNS Server=10.1.164.9

Domain Name=flashstack.cisco.com

Cluster Enabled=yes
Cluster IP Address=192.168.164.50
NOTE: Cluster IP will be configured only after both Fabric Interconnects are initialized.

UCSM will be functional only after peer FI is configured in clustering mode.

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

Applying configuration. Please wait.

Configuration file - 0Ok
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Continue the configuration on the console of the Fabric Interconnect B:

Enter the configuration method. (console/gui) [console] ?

Installer has detected the presence of a peer Fabric interconnect. This Fabric interconnect
will be added to the cluster. Continue (y/n) ? vy

Enter the admin password of the peer Fabric interconnect:
Connecting to peer Fabric interconnect... done
Retrieving config from peer Fabric interconnect... done
Peer Fabric interconnect Mgmt0O IPv4 Address: 192.168.164.51
Peer Fabric interconnect Mgmt0O IPv4 Netmask: 255.255.255.0

Cluster IPv4 address : 192.168.164.50

Peer FI is IPv4 Cluster enabled. Please Provide Local Fabric Interconnect MgmtO IPv4 Address

Physical Switch MgmtO IP address : 192.168.164.52

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

Applying configuration. Please wait.

Cisco UCS Manager Setup

Log in to Cisco UCS Manager

To log in to the Cisco Unified Computing System environment, complete the following steps:

1. Open a web browser and navigate to the Cisco UCS fabric interconnect cluster address.
2. Click the Launch UCS Manager link within the opening page.
3. If prompted to accept security certificates, accept as necessary.

4. When the Cisco UCS Manager login is prompted, enter admin as the user name and enter the adminis-
trative password.

5. Click Login to log in to Cisco UCS Manager.

123



Cisco UCS Compute Configuration

Upgrade Cisco UCS Manager Software to Version 3.2(3d)

This document assumes the use of Cisco UCS 3.2(3d). To upgrade the Cisco UCS Manager software and
the Cisco UCS Fabric Interconnect software to version 3.2(3d), refer to Cisco UCS Manager Install and

Upgrade Guides.

Anonymous Reporting

During the first connection to the Cisco UCS Manager GUI, a pop-up window will appear to allow for the
configuration of Anonymous Reporting to Cisco on use to help with future development. To create
anonymous reporting, complete the following step:

1. Inthe Anonymous Reporting window, select whether to send anonymous data to Cisco for improving fu-
ture products, and provide the appropriate SMTP server gateway information.

Anonymous Reporting

Cisco Systems, Inc. will be collecting feature configuration and usage statistics which will be
sent to Cisco Smart Call Home server anonymously. This data helps us prigritize the features
and improvements that will most benefit our customers.

If you decide to enable this feature in future, you can do so from the "Anonymous Reporting”
in the Call Home sefttings under the Admin tab.

View Sample Data

Do you authorize the disclosure of this information to Cisco Smart CallHome?
®Yes' 'No

SMTP Server

Host (IP Address or Hostname).

Port:| 25

Don't show this message again.

Co o=

2. If there is a desire to enable or disable Anonymous Reporting at a later date, it can be found within Cisco
UCS Manager under: Admin -> Communication Management -> Call Home, which has a tab on the far
right for Anonymous Reporting.

Synchronize Cisco UCS to NTP

To synchronize the Cisco UCS environment to the NTP server, complete the following steps:

1. In Cisco UCS Manager, click the Admin tab in the navigation pane.

2. Select Timezone Management and click Timezone.
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Time Zone Management .| TimeZone Management / Timezone

~ Time Zone Management General Events

Actions Properties
NTP Server{ America/Lima ;l
America/Los_Angeles (Pacific Time)
¥, Advanceq
— America/Maceio (Alagoas, Sergipe)
Name

America/Managua

America/Manaus (E Amazonas)

America/Marigot

America/Martinique

America/Matamoros (US Central Time - Goahuila, Durango, Nuevo Leon, Tamaulipas near US border)
America/Mazatian (Mountain Time - S Baja, Mayarit, Sinaloa)

America/Menominee (Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties)
America/Merida (Central Time - Campeche, Yucatan)

America/Mexico_City (Central Time - most locations)

America/Miguelon

America/Moncton (Atlantic Time - New Brunswick)

America/Monterrey (Mexican Central Time - Coahulla, Durango, Nuevo Leon, Tamaulipas away from US border)
America/Montevideo

America/Montreal (Eastern Time - Quebec - most locations)

America/Montserrat

America/Nassau

Arm

/New

)

America/Nipigon (Eastern Time - Ontario & Quebec - places that did not observe DST 1967-1973)

‘ork (Eastern Ti

America/Nome (Alaska Time - west Alaska)

America/Noronha (Atlantic islands)

America/North_Dakota/Center (Central Time - North Daketa - Oliver County)
America/North_Dakota/New_Salem (Central Time - North Dakota - Morton County (except Mandan area))
America/Ojinaga (US Mountain Time - Chihuahua near US border)

America/Panama

America/Pangnirtung (Eastern Time - Pangnirtung, Nunavut)

America/Paramaribo

America/Phoenix (Mountain Standard Time - Arizona)
@ Logged in as admin@192.168.164.50 ;'

Arnarira !/ Dart—oi1-Drinea

3. Inthe Properties pane, select the appropriate time zone in the Timezone menu.
4. Click Save Changes and then click OK.
5. Click Add NTP Server.

6. Enter <<var_oob_ntp>> and click OK.

Add NTP Server ? X

NTP Server: | 192.168.164.254

7. Click OK.
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Configure Cisco UCS Servers

Edit Chassis Discovery Policy

Setting the discovery policy simplifies the addition of B-Series Cisco UCS chassis. To modify the chassis
discovery policy, complete the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane and select Policies in the list on
the left under the drop-down list.

2. Under Global Policies, set the Chassis/FEX Discovery Policy to match the number of uplink ports that are
cabled between the chassis or FEX (fabric extenders) and the fabric interconnects.

3. Set the Link Grouping Preference to Port Channel.

Policies Policies

-
Port Auto-Discovery Policy Glabal Policies Autoconfig Policies  Server Inheritance Policies Server Discovery Policies SEL Policy Power Groups Port Auto-Discovery Policy
Chassis/FEX Discovery Policy
Action 2 Link v

Link Grouping Preference  : None (#) Port Channel

Backplane Speed Preference : |'s) 40G | 4x10G

4. Leave other settings alone or change if appropriate to your environment.
5. Click Save Changes.

6. Click OK.

Enable Server and Uplink Ports

To enable server and uplink ports, complete the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module.
3. Expand Ethernet Ports.

4. Select the ports that are connected to the chassis, right-click them, and select “Configure as Server
Port.”
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Fabric Interconnects -

v Fabric Interconnects
v Fabric Interconnect A (primary)
» Fans
v Fixed Module
» FCPorts
» PSUs

> Fabric Interconnect B (subordinate)

5. Click Yes to confirm server ports and click OK.

Fabric

Ethemnet Ports

/ Fabric

A (prima... / Fixed Module / Ethemet Ports

Yo AdvancedFiter 4 Export @ Print [/ All [/|Unconfigured || Network ||Server |/|FCOE Uplink |,/] Unified Uplink |,/|Appliance Storage > Ee
Slot Aggr. Port ID Port ID MAC If Role If Type Overall Status Admin State
1 0 1 00:DE:FB:07:C9:8C  Unconfigured Physical % Admin Down % Disabled =
1 o 2 00:DE:FB:07:C9:8D Unconfigured Physical 4 Admin Down ' Disabled
1 0 3 00:DE:FB:07:C9:8E  Unconfigured Physical ¥ Admin Down ¥ Disabled
1 [} a4 00:DE:FB:07:C9:8F  Unconfigured Physical ¥ Admin Down ¥ Disabled
1 0 5 00:DE:FB:07:C9:90  Unconfigured Physical V Sfp NotPresent ¥ Disabled
1 0 6 00:DE:FB:07:C9:91  Unconfigured Physical VY Sip Not Present ¥ Disabled
1 [} 7 00:DE:FB:07:C9:92  Unconfigured Physical V Sfp Not Present ¥ Disabled
1 o 8 00:DE:FB:07:C9:93  Unconfigured Physical V SfoNotPresent ¥ Disabled
1 o 9 00:DE:FB:07:C9:94  Unconfigured Physical WV Sfp NotPresent ¥ Disabled
1 0 10 00:DE:FB:07:C9:95 Unconfigured Physical V Sfp Not Present ¥ Disabled
1 0 1 00:DE:FB:07:C9:96  Unconfigured Physical V Sfp NotPresent ¥ Disabled
1 [ 12 00:DE:FB:07:C9:97  Unconfigured Physical V SfpNotPresent ¥ Dissbled
1 0 13 00:DE:FB:07:C9:98  Unconfigured Physical V SfpNotPresent ¥ Disabled
1 0 12 00:DE:FB:07:C9:99  Unconfigured Physical Y Sfp NotPresent ¥ Disabled =
1 0 15 00:DE:FB:07:C9:9A  Unconfigured Physical V Sfp NotPresent ¥ Disabled
1 () 16 00:DE:FB:07:C9:9B  Unconfigured Physical V Sip Not Present ¥ Disabled
1 o 17 00:DE:FB:07:C9:9C Uk Bhucical — ¥ Disabled
1 ) 18 00:DE:FB:07:C9:A0  Unconfigured] wn ¥ Disabled
1 0 19 00:DE:FB:07:C9:A4 Urconﬁuure  Present ¥ Disabled
1 0 20 00:DE:FB:07:C9:A8 Unconfigured] Confgure as Uplink Port t Present ¥ Disabled
1 0 21 00:DE:FB:07:C3:AC Unconfigured] ~ Configure as FCoE Uplink Port k Present ¥ Disabled
1 ) 2 00:DEFB:07:CO:B0  Unconfigured| COMMgUre as FCOE Storage Port [T o\ 8 piabied
1 0 23 00:DE:FB:07:C9:B4  Unconfigured| confioue’se Appiance ol t Present ¥ Disabled
. B I . b= i =

6. Verify that the ports connected to the chassis are now configured as server ports.

7. Select ports 39 and 40 that are connected to the Cisco Nexus switches, right-click them, and select
Configure as Uplink Port.
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Ethernet Ports
* Fabric Interconnects

Fabric Interconnects . Fabric Interconnects / Fabric Interconnect A (prima... / Fixed Module / Ethemet Ports

v Fabric Interconnect A (primery) D Yo Advanced Filter 4 Export & Print | Al [ s|Unconfigured | /| Network [ s|Server | s|FCoE Uplink || Unified Uplink || Appliance Storage » T+
» Fans Slot Agar. Port ID Port ID MAC If Role If Type Overall Status Admin State
v Fixed Modus @ o oS = =rveT FrysTCaT —Up T EREEREd 0|
1 o 18 00:DE:FB:07:C9:A0  Server Physical t up + Enabled
» FC Pors 1 0 9 00:DE:FB:07:C8:A4  Unconfigured Physical V Sfp NotPresent ¥ Disabled
» PSUs 1 o 20 00:DE:FB:07:C9:AB  Unconfigured Physical WV Sip Not Present ¥ Disabled
> Fabric Interconnect B (subordinate) 1 0 21 00:DE:FB:07:C9:AC  Unconfigured Physical ¥ Sip Not Present ¥ Disabled
1 (] 22 00:DE:FB:07:C9:B0  Unconfigured Physical WV Sfp Not Present ¥ Disabled
1 o 23 00:DE:FB:07:C9:B4  Unconfigured Physical V Sfp Not Present ¥+ Disabled
1 o 24 00:DE:FB:07:C8:88  Unconfigured Physical V Sfp NotPresent ¥ Disabled
1 o 25 00:DE:FB:07:C9:BC  Unconfigured Physical V Sfp Not Present ¥+ Disabled
1 o 26 00:DE:FB:07:C8:C0  Unconfigured Physical V¥ Sfp Not Present ¥ Disabled
1 (] 27 00:DE:FB:07:C9:C4  Unconfigured Physical V Sfp Not Present ¥ Disabled
1 o 28 00:DE:FB:07:C9:C8 Unconfigured Physical V Sip Not Present ¥+ Disabled
1 o 29 00:DE:FB:07:C9:CC  Unconfigured Physical........ "V Sin Mot Present... ¥ Disabled
1 o 30 00:DE:FB:07:C9:D0  Unconfigured Physi = Disabled
1 o 31 00:DE:FB:07:C9:D4  Unconfigured Phys{ Configure as Server Port Disabled
1 0 32 00:DE:FB:07:C8:08  Unconfigured Physi Disabled
1 o 33 00:DE:FB:07:C2:DC  Unconfigured Physf CONMQUre as FCOE Uplink Port Disabled
Configure as FCoE Storage Port
1 o 34 00:DE:FB:07:C9:E0  Unconfigured Physi Disabled
Configure as Appliance Port
1 o 35 00:DE:FB:07:C9:E4  Unconfigured Phys} Disabled
1 o 36 00:DE:FB:07:C8:E5  Unconfigured Physi _F Disabled
1 o 37 00:DE:FB:07:C8:E6  Unconfigured Physi Disabled
1 o 38 00:DE:FB:07:C9:E7  Unconfigured Physi Disabled
1 o 1 00:DE:FB:07:CO.E8  Unconfigured Physt ZF Disabled
1 0 40 00:DE:FB:07:C:E9  Unconfigured Physical ¥ Admin Down } Disabled B

'ﬁ The last 6 ports of the UCS 6332 and UCS 6332-16UP Fls will only work with optical based QSFP transceivers and AOC

cables, so they can be better utilized as uplinks to upstream resources that might be optical only.

8. Click Yes to confirm uplink ports and click OK.

9. Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module.

10. Expand Ethernet Ports.

11. Select the ports that are connected to the chassis, right-click them and select Configure as Server Port.

12. Click Yes to confirm server ports and click OK.

13. Select ports 39 and 40 that are connected to the Cisco Nexus switches, right-click them, and select

Configure as Uplink Port.

14. Click Yes to confirm the uplink ports and click OK.
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Acknowledge Cisco UCS Chassis

To acknowledge all Cisco UCS chassis, complete the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Expand Chassis and select each chassis that is listed.

3. Right-click each chassis and select Acknowledge Chassis.

Acknowledge Chassis X

A Are you sure you want to acknowledge Chassis 1 ?
This operation will rebuild the network connectivity between the Chassis and the Fabrics it is connected
to.
Currently there are 2 active links to Fabric A and there are 2 active links to Fabric B.

4. Click Yes and then click OK to complete acknowledging the chassis.

Create Pools

Create MAC Address Pools

To configure the necessary MAC address pools for the Cisco UCS environment, complete the following
steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select Pools > root.
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L In this procedure, two MAC address pools are created, one for each switching fabric.

3. Right-click MAC Pools under the root organization.

4. Select Create MAC Pool to create the MAC address pool.
5. Enter MAC_Pool_A as the name of the MAC pool.

6. Optional: Enter a description for the MAC pool.

7. Select Sequential as the option for Assignment Order.

Create MAC Pool ? X
Define Mame and Description Mame | MAC _Paal_a|
Description
Add MAC Addresses
Assignment Crder Default (o Sequential
Mext = Cancel
8. Click Next.
9. Click Add.

10. Specify a starting MAC address.

'ﬂ For Cisco UCS deployments, the recommendation is to place OA in the next-to-last octet of the starting MAC address
to identify all of the MAC addresses as fabric A addresses. In our example, we have carried forward the of also embed-
ding the extra building, floor and Cisco UCS domain number information givingus 00:25:B5:91:1A:00 as our first
MAC address.

11. Specify a size for the MAC address pool that is sufficient to support the available blade or server re-
sources.
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Create a Block of MAC Addresses

First MAC Address : | 00:25.B5:91:1A:00 Size : [32 B

To ensure uniqueness of MACs in the LAN fabric, you are strongly er ged to use the foll
prefic
00:25:B5500xx:x%

12. Click OK.

13. Click Finish.

14. In the confirmation message, click OK.

15. Right-click MAC Pools under the root organization.

16. Select Create MAC Pool to create the MAC address pool.
17. Enter MAC_Pool_B as the name of the MAC pool.

18. Optional: Enter a description for the MAC pool.
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Create MAC Poaol ? X
Define Name and Description Name : MAC_Pool_B
Descrigbon
Add MAC Addresses
Assignment Order Default (* Sequential
Next = Cance

19. Click Next.
20. Click Add.

21. Specify a starting MAC address.

'ﬁ For Cisco UCS deployments, it is recommended to place OB in the next to last octet of the starting MAC address to
identify all the MAC addresses in this pool as fabric B addresses. In our example, we embedded the extra building, floor
and Cisco UCS domain number information givingus 00:25:B5:91:1B:00 as our first MAC address.

22. Specify a size for the MAC address pool that is sufficient to support the available blade or server re-
sources.
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Create a Block of MAC Addresses

First MAC Address - | 00:25.85:91:18.:00 Size : [32 0

To ensure uniqueness of MACs in the LAN fabric, you are strongly encouraged to use the following MAC
prefic
00:25:B5500xx:%%

23. Click OK.
24. Click Finish.
25. In the confirmation message, click OK.

Create UUID Suffix Pool

To configure the necessary universally unique identifier (UUID) suffix pool for the Cisco UCS environment,
complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Pools > root.

w

Right-click UUID Suffix Pools.
4. Select Create UUID Suffix Pool.

5. Enter UUID_Pool as the name of the UUID suffix pool.
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Create UUID Suffix Pool ?
Define Namea and Description Marne L UuID_pPaal

Descripbon
Add ULID Blocks

Prafic o |iw Denved other

Aesignmant Order - Default (» Saguential

Next = Cancel

6. Optional: Enter a description for the UUID suffix pool.
7. Keep the prefix at the derived option.

8. Select Sequential for the Assignment Order.

9. Click Next.

10. Click Add to add a block of UUIDs.
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Create a Block of UUID Suffixes

From : | 0000=000000000001 Size: | 33

11. Keep the From: field at the default setting.

12. Specify a size for the UUID block that is sufficient to support the available blade or server resources.
13. Click OK.

14. Click Finish.

15. Click OK.

Create Server Pool

To configure the necessary server pool for the Cisco UCS environment, complete the following steps:

& Consider creating unique server pools to achieve the granularity that is required in your environment.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click Server Pools.

4. Select Create Server Pool.

5. Enter Infra_Pool as the name of the server pool.
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Create Server Pool P X
Name ;| Infra_Pool
Description :
Add Servers
Mext > Cancel

6. Optional: Enter a description for the server pool.
7. Click Next.

8. Select two (or more) servers to be used for the VMware management cluster and click >> to add them to
the Infra_Pool server pool.
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Create Server Pool ? X
Set Name and Description Servers Pocled Servers
s £
Add Servers
Ch SI R u PID A s [+ Ch SI R u PID A S (&
11 U. u. F. 32 Mo data available
1 2 U. U. F. 32 >
1 3 u. % _ F. 20
1 4 U L 16
15 u ¥ F 20
16 u. ¥ F. 20
17 u P F 2
1 8 u. % _ F. =20
Model: UCSB-B200-MS Model:
Serial Number: FCH21147T2D Serial Number:
Vendor Cisco Systems Inc Vendor:
9. Click Finish.
10. Click OK.

Create IQN Pools for iSCSI Boot
To configure the necessary IQN pools for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click SAN on the left.

2. Select Pools > root.

3. Right-click IQN Pools.

4. Select Create IQN Suffix Pool to create the IQN pool.
5. Enter IQN-Pool for the name of the IQN pool

6. Optional: Enter a description for the IQN pool

7. Enter ign.1992-08.com.cisco as the prefix.

8. Select Sequential for Assignment Order

9. Click Next.

10. Click Add.
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11. Enter ucs-host as the suffix.

12. If multiple Cisco UCS domains are being used, a more specific IQN suffix may need to be used.
13. Enter 1 in the From field.

14. Specify the size of the IQN block sufficient to support the available server resources.

15. Click OK.

Create a Block of IQN Suffixes

Suffix - | ucs-host

From : |1

Size @ [ 14

Cancel

16. Click Finish.

Add a Block of IP Addresses for KVM Access

To create a block of IP addresses for in band server Keyboard, Video, Mouse (KVM) access in the Cisco UCS
environment, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Pools > root > IP Pools.

3. Right-click IP Pool ext-mgmt and select Create Block of IPv4 Addresses.
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Create Block of IPv4 Addresses 7 X

Subnet Mask ; [£93.292.£50.0 Default Gateway

Primary DMS ;. [0.0.0.0 Secondary DNS

ﬂ Gancc'

4. Enter the starting IP address of the block and the number of IP addresses required, and the subnet and
gateway information.

5. Click OK to create the block of IPs.
6. Click OK.

Create IP Pools for iSCSI Boot

To configure the necessary IP pools iSCSI boot for the Cisco UCS environment, complete the following
steps:

1. In Cisco UCS Manager, click LAN on the left.

2. Select Pools > root.

3. Right-click IP Pools.

4. Select Create IP Pool.

5. Enter iSCSI-Pool-A as the name of IP pool.

6. Optional: Enter a description for the IP pool.

7. Select Sequential for the assignment order.

8. Click Next.

9. Click Add to add a block of IP address.

10. In the From field, enter the beginning of the range to assign as iSCSI IP addresses.
11. Set the size to enough addresses to accommodate the servers.

12. (Optional) Specify a Default Gateway if one was created for the Infra-iSCSI-A EPG Subnet.

139



Cisco UCS Compute Configuration

Create Block of IPv4 Addresses 7 X |
From . [192.188.701.121 Size :
Subnet Mask : |299.295.235.0 Default Gateway 192.168.101.254

Prirmary DNS : |0.0.0.0

13. Click OK.

14. Click Next.

15. Click Finish.

16. Right-click IP Pools.

17. Select Create IP Pool.

18. Enter iISCSI-Pool-B as the name of IP pool.

19. Optional: Enter a description for the IP pool.

20. Select Sequential for the assignment order.

21. Click Next.

22. Click Add to add a block of IP address.

23. In the From field, enter the beginning of the range to assign as iSCSI IP addresses.
24. Set the size to enough addresses to accommodate the servers.

25. (Optional) Specify a Default Gateway if one was created for the Infra-iSCSI-B EPG Subnet.
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Create Block of IPv4 Addresses

Cancel

26. Click OK.
27. Click Next.

28. Click Finish.

Set Packages and Policies

Create Host Firmware Package

Firmware management policies allow the administrator to select the corresponding packages for a given
server configuration. These policies often include packages for adapter, BIOS, board controller, FC adapters,

host bus adapter (HBA) option ROM, and storage controller properties.

To create a firmware management policy for a given server configuration in the Cisco UCS environment,

complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Expand Host Firmware Packages.

4. Select default.

5. Inthe Actions pane, select Modify Package Versions.

6. Select the version 3.2(3d)B for the Blade Package, and optionally set version 3.2(3d)C for the Rack

Package.

7. Leave Excluded Components with only Local Disk selected.
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Modify Package Versions %
Blade Package : |3.2(3d)B -

Rac 2(ad v

Service Pachk <not set> v

The images from Service Pack will take precedence over the images from Blade or Rack Package

Excluded Components:

Adapter

BIOS

Board Controller

CIMC

FC Adapters

Flex

GPUs

HBA Option ROM

Host NIC

Host NIC Option ROM
+| Local Disk

ash Controller

NVME Mswitch Firmware

OK Apply Cancel Help

8. Click OK to modify the host firmware package.

Create Server Pool Qualification Policy (Optional)

To create an optional server pool qualification policy for the Cisco UCS environment, complete the following
steps:

# This example creates a policy for Cisco UCS B20oo Mg servers for a server pool.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Server Pool Policy Qualifications.

4. Select Create Server Pool Policy Qualification.

5. Name the policy uCs-B200M5.

6. Select Create Server PID Qualifications.

7. Select UCS-B200-M5 from the PID drop-down list.
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Create Server PID Qualifications

PID : |UCSB-B200-Mg|
UCSB-B420-M4

B230-BASE-M2

B440-BASE-M2

UCSB-EX-M4-3
N20-B6625-2

N20-B6625-1

UCSC-C3X60-SVRNB
UCSC-C3X60-M4SRB
UCSC-C3K-M4SRB
UCSB-B420-M3
UCSB-B22-M3
UCSB-EX-M4-1
UCSB-EX-M4-2
UCSB-B480-M5

UCSC-C24-M3S2
UCSC-C24-M3L
UCSC-C22-M3L
UCSC-C22-M3S

8. Click OK.
9. Optionally select additional qualifications to refine server selection parameters for the server pool.
10. Click OK to create the policy then OK for the confirmation.

Download Cisco Custom Image for ESXi 6.5 U1

The VMware Cisco Custom Image will need to be downloaded for use during installation by manual access
to the UCS KVM vMedia, or through a vMedia Policy covered in the subsection that follows these steps. To
download the Cisco Custom Image, complete the following steps:

1. Click the following link: VMware vSphere Hypervisor Cisco Custom Image (ESXi) 6.5 U1.

'ﬁ You will need a user id and password on vmware.com to download this software.
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2. Download the .iso file.

Create vMedia Policy for VMware ESXi 6.5 U1 Install Boot (optional if manually attaching ISO through KVM)

A separate HTTP web server is required to automate the availability of the ESXi image to each Service Profile
on first power on. The creation of this web server is not covered in this document, but can be any existing
web server capable of serving files via HTTP that are accessible on the OOB network that the ESXi image
can be placed upon.

Place the Cisco Custom Image VMware ESXi 6.5 U1 ISO on the HTTP server and complete the following
steps to create a vMedia Policy:

1. In Cisco UCS Manager, select Servers on the left.

2. Select Policies > root.

3. Right-click vMedia Policies.

4. Select Create vMedia Policy.

5. Name the policy ESXi-6.5U1-HTTP.

6. Enter “Mounts ISO for ESXi 6.5 Ul” in the Description field.
7. Click Add.

8. Name the mount ESXi-6.5U1-HTTP.

9. Select the CDD Device Type.

10. Select the HTTP Protocol.

11. Enter the IP Address of the web server.

# Since DNS server IPs were not entered into the KVM IP earlier, it is necessary to enter the IP of the web server
instead of the hostname.

12. Leave “None” selected for Image Name Variable.
13. Enter Vmware-ESXi-6.5.0-5969303-Custom-Cisco-6.5.1.2.iso as the Remote File name.

14. Enter the web server path to the ISO file in the Remote Path field.

144



Cisco UCS Compute Configuration

Create vMedia Mount 7 X

Name ESXi=6.5U1-HTTP

Device Type * DD HDD

Protocol MNFS CIFS (&) HTTP HTTPS

Hostname/IP Address 192 168.164 155

Image Name Vanable &) None Service Profile Name

Remote File Vmware-ESXi-6.5.0-5969303-Custom-Cisco-6.5.1
Remote Path fsoftware/Viware/

Username

Password

Remap on Eject

o Cancel

15. Click OK to create the vMedia Mount.

16. Click OK then OK again to complete creating the vMedia Policy.

# For new servers added to the Cisco UCS environment the vMedia service profile template can be used to install
the ESXi host. On first boot the host will boot into the ESXi installer. After ESXi is installed, the vMedia will not
be referenced as long as the boot disk is accessible.

Create Server BIOS Policy

The settings for the BIOS policy used are based on the specifications for virtualized workloads covered in
this white paper: https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-
b-series-blade-servers/whitepaper_c11-740098.pdf Additional info on these settings, as well as other
workload specifications can be found in the white paper. To create a server BIOS policy for the Cisco UCS
environment, complete the following steps:

1. In Cisco UCS Manager, click Servers on the left.
2. Select Policies > root.

3. Right-click BIOS Policies.

4. Select Create BIOS Policy.

5. Enter VM-Host as the BIOS policy name.
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Create BIOS Policy ? X

Name : VM-Host
Description

Reboot on BIOS Settings Change : [

“ Gancel

6. Select and right-click the newly created BIOS Policy.
7. Within the Main tab of the Policy:

a. Change CDN Control to enabled.

b. Change the Quiet Boot setting to disabled.

Policies / root / BIOS Policies /| VM-Host

‘ Main

Advanced Boot Options Server Management Events

Actions

Delete

Show Palicy Usage

Properties

Name : VM-Host
Description

Owmer : Local

Reboot on BIOS Settings Change :

Yo Advanced Filter 4 Export /& Print

o3
BIOS Tokens Settings
[ CDN Control Enabled v]
Front panel lockout prm Default W
N Control [

POST error pause Platform Default

[_ Quiet Boot Disabled ']

Resume on AC power loss

Platform Default

Save Changes Reset Values

8. Click the Advanced tab, leaving the Processor tab selected within the Advanced tab.
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9. Set the following within the Processor tab:

T 9

o o

Package C State Limit -> CO C1 State
Processor C State -> Disabled
Processor O State -> Disabled
Processor O1E State -> Disabled
Processor O3 State -> Disabled
Processor O6 State -> Disabled
Processor O7 State -> Disabled

Power Technology -> Custom
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PCI P LOM and PCle Sioes Trusted Placform Gra» P

T Advarced Fiter 4 Expart o Print o
BIOS Setting Value
wetude | Fracform Defauk -
£8U Hardware Bower Marsgeman: | Pracioem Defauk "
Eaat Perfermance Moss [Flaztarm Defaut "
CEU Barsrmarce | Practarm Detauk .
Cars Mut Processing |=‘I|.-'urr'| Defauk "
DAAM Clock Trroeting | Praciem Defauk "
Dirser Cashe Azcess [Fraztarm Defaut "
Erargy Performarce Turing | Prastarm Dataut "
Trnanoed Inoel Sosesfomp Tecn [Fraciorm Defaui ]
Exscune Disable Sir | Pracioem Defauk -
Fraquansy Floar Coammoe Iﬁdem Diefaul "
Ietal HyzarTaressing Tasn [ Ptactorm Detauk .
Imt=| Turbs Booat Tesh [Fraciorm Defaui ]
Ireal Virtuslization Tachaslagy [Prastarm Defauk "
Cnarnel lrearissang Iﬁdem Diefauk "
BIC etminin | Pactarm Datauk B
amary ntarizaiing [Fractorm Defaui "
Siark Inesriaaving [Prastarm Defauk "
Subs NUMA Clussering [Fraztarm Defaur "
Lesal X2 dsio | Pactarm Detauk "
Max Variatle MTRR Seting [Fractorm Defaui "
B STATE Coardination Stacirm Defauk
Package & St Limit S0C) Sues
Frocesesr O Stae | Disatied
Bracessar OF [isatied
Processor 03 Rszart [Disatled
Procassar CE Regan I:!.uelsd
Pracessor C7 Resart Digakled
Procassar CWC Placiorm Defauk
Powwar Teahnology Custom
Energy Performarsce Placiorm Defauk v
Lsacers Cashe Line Brafascha | Pataem Detaut B
DOU 1P Srafatonar [Prastarm Defauk "
DO Streamer Frafesch [Prastarm Defauk .
marduare Frefecrer Iﬁadem Ciefaul "
L1 Pratesh | Pastorm Detauk .
LLT Prefersh [Prastarm Defauk -
BT Prafaszh [Fteciorm Defauk "
Demand Serub [Hadem Diedaul: v
Barel Sorubs [ Prataem Detaut .
Viarlzad Cordguraton | Platiorm Detaut B
Add Calmes rfa

Save Changes { Reset Values )
10. Click Save Changes.
11. Click OK.

Update the Default Maintenance Policy
To update the default Maintenance Policy, complete the following steps:
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1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Select Maintenance Policies > default.

4. Change the Reboot Policy to User Ack.

5. (Optional: Click “On Next Boot” to delegate maintenance windows to server owners).

Policies - Policies / root /| Maintenance Policies / default
 BIOS Policies =l General | Events

SRIOV

Actions Properties

usNIC

VM-Host Name : default
~ Boot Policies Show Policy Usage Description

Boot Policy default Ovmer . Local

Boot Poliey diag Soft Shutdown Timer : [150 Secs v

Boot Policy utlty

Storage Config. Deployment Policy : | Immediate (s User Ack

+ Diagnostics Policies
+ Graphics Card Policies Reboot Policy o [ Immediate ‘s User Ack | Timer Automatic
* Host Firmware Packages |Lv| 0n Nest Boot appy pending changes at next reboot )

default

IPMI Access Profiles

KVM Management Policies
= Local Disk Config Policies
default
SAN-Boot
* Maintenance Policies
Management Firmware Packages
» Memory Policy
= Power Control Policies
default

No-Power-Cap

Power Sync Policies

Scrub Policies

Serial over LAN Policies

Server Pool Policies

« Server Pool Policy Qualifications
all-chassis

UCS-B200M5

Threshold Policies

ISCSI Authentication Profiles

* vMedia Policies

WMedia Policy ESX-0.5-HTTP o Reset Values

6. Click Save Changes.
7. Click OK to accept the change.

Create Local Disk Configuration Policy (Optional)

A local disk configuration for the Cisco UCS environment is necessary if the servers in the environment do
not have a local disk.

'ﬁ This policy should not be used on servers that contain local disks.

To create a local disk configuration policy, complete the following steps:
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1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Local Disk Config Policies.

4. Select Create Local Disk Configuration Policy.

5. Enter SAN-Boot as the local disk configuration policy name.

6. Change the mode to No Local Storage.

7. Click OK to create the local disk configuration policy.

Create Local Disk Configuration Policy ? X
Name : | SAN-Boot

Description

Mode - | Mo Local Storage v

FlexFlash

FlexFlash State : |(®) Disable Enable

I FlexFlash State is
Please ensure 5D ¢

sabled, SD cards will become unavailable immediately
= are not in use before disabling the FlexFlash State

FlexFlash RAID Reporting State : | (#) Disable

If FlexFlash Removable State is chang
Please ensure SD cards are not in us

FlexFlash Removable State B Yes No

o Cancel

8. Click OK.

Create Power Control Policy

To create a power control policy for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.
3. Right-click Power Control Policies.

4. Select Create Power Control Policy.

150



Cisco UCS Compute Configuration

5. Enter No-Power-Cap as the power control policy name.

6. Change the power capping setting to No Cap.

Create Power Control Policy ?7 X
Mame : | No-Power-Cap

Description

Fan Speed Policy : | Any v

Power Capping

If you choose cap, the server is allocated a certain amount of power based on its pricrity
within its power group. Priority values range from 1 to 10, with 1 being the highest priority. If
you choose no-cap, the server is exempt from all power capping.

®) Mo Cap cap

Cisco UCS Manager only enforces power capping when the servers in a power group require
more power than is cumrently available. With sufficient power, all servers run at full capacity
regardless of their priority

o Cance‘

7. Click OK to create the power control policy.
8. Click OK.

Create Network Control Policy for Cisco Discovery Protocol

To create a network control policy that enables Cisco Discovery Protocol (CDP) on virtual network ports,
complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click Network Control Policies.

4. Select Create Network Control Policy.

5. Enter Enable CDP as the policy name.

6. For CDP, select the Enabled option.

7. Click OK to create the network control policy.
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Create Network Control Policy T X
cDP : Disabled (e Enabled il
MAC Register Mode : | /e Only Native Vian All Host Vians
Action on Uplink Fail : |/« Link Down Warning
..... rity
Forge .a Allow Deny
LLDP
Transmit : |(e) Disabled Enabled |
Receive : |/ Disabled Enabled | =l
Cancel
8. Click OK.

Configure UCS LAN Connectivity

Create Uplink Port Channels

To configure the necessary port channels out of the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

# In this procedure, two port channels are created: one from fabric A to both Cisco Nexus switches and one from fabric B

to both Cisco Nexus switches.

2. Under LAN > LAN Cloud, expand the Fabric A tree.

3. Right-click Port Channels.

4. Select Create Port Channel.

5. Enter a unique ID for the port channel, (5 in our example to correspond with the upstream ACI fabric vPC
the port channel is connecting to, but this alignment is optional).

# The upstream vPC can be determined by connecting to one of the management interface of the Nexus 93180LC-EX
and running the show port-channel summary command to look for the interface configured to connect to this UCS port
channel, or by looking at the APIC GUI within Fabric->Inventory->Pod 1->[Nexus Leaf]->Interfaces->VPC Interfaces.

6. With 5 selected, enter vPC-5-ACT as the name of the port channel.
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Create Port Channel

1] 0|5

Name : |vPC-5-ACI
Add Ports

Next >

?

Cancel

7. Click Next.
8. Select the following ports to be added to the port channel:

e SlotID 1 and port 39

e SlotID 1 and port 40
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Create Port Channel ? X
Set Port Channel Name Ports Ports in the port channel
Slot ID Aggr. Po.. Port MAC Slot ID Aggr. Po... Port MAC
Add Ports
0 40 00:DEF... No data available
0 39 00:DEF... -

< Prev m Cancel

9. Click >> to add the ports to the port channel.

10. Click Finish to create the port channel.

11. Click OK.

12. In the navigation pane, under LAN > LAN Cloud, expand the fabric B tree.
13. Right-click Port Channels.

14. Select Create Port Channel.

15. Enter a unique ID for the port channel, (4 in our example to correspond with the upstream ACI fabric
vPC, but this alignment is purely optional).

16. With 4 selected, enter vPC-4-ACT as the name of the port channel.
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Create Port Channel
Set Port Channel Name ID : 4

Name : vPC-4-ACI
Add Ports

Next >

?

Cancel

17. Click Next.
18. Select the following ports to be added to the port channel:

e SlotID 1 and port 39

e SlotID 1 and port 40
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Create Port Channel ? X
Set Port Channel Name Ports Ports in the port channel
Slot ID Aggr. Po.. Port MAC Slot ID Aggr. Po.. Port MAC
Add Ports
0 39 00:DE:F No data available
0 40 00:DEF... .

< Prev m Cancel

19. Click >> to add the ports to the port channel.
20. Click Finish to create the port channel.

21. Click OK.

Create VLANSs

To configure the necessary virtual local area networks (VLANS) for the Cisco UCS environment, complete the
following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select LAN > LAN Cloud.

3. Right-click VLANSs.

4. Select Create VLANS.

5. Enter Native-VLAN as the name of the VLAN to be used as the native VLAN.
6. Keep the Common/Global option selected for the scope of the VLAN.

7. Enter the native VLAN ID.

8. Keep the Sharing Type as None.
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Create VLANs 7 X

WLAN Name/Prefix | Native-VLAN

Muticast Policy Mame : | <not set> w Create Multicast Pelicy

=) Common/Global Fabric A Fabric B Both Fabrics Configured Differently

You are creating global VLANs that map to the same VLAN IDs in all available fabrics.

Enter the range of VLAN IDs.(e.g. " 2009-2019", "29,35,40-45", "23", " 23,34-45")
WLAM IDs 2
Sharing Type : |(®) None Brimary Isolated Community

Check Overlap n Cancel

9. Click OK and then click OK again.

10. Expand the list of VLANSs in the navigation pane, right-click the newly created Native-VLAN and select
Set as Native VLAN.

11. Click Yes and then click OK.

12. Right-click VLANS.

13. Select Create VLANs

14. Enter IB-Mgmt as the name of the VLAN to be used for UCS management traffic.
15. Keep the Common/Global option selected for the scope of the VLAN.

16. Enter the In-Band management VLAN ID.

17. Keep the Sharing Type as None.
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N e -
Create VLANs v
VLAN Mame/Prefix o | IB=Mgmt

Multicast Policy Name : | <not set> v Create Multicast Policy

*' Common/Global Fabric A Fabric B { ' Both Fabrics Configured Differently

You are creating global VLANs that map to the same WVLAN [Ds in all available fabrics
Enter the range of VLAN |Ds.(e.g. " 2009-2019", " 29,35,40-45", " 23", " 23,34-45"

VLANIDs: | 113

Sharing Type : |(®) None Primary Isclated () Community

Check Overlap n Cancel

18. Click OK and then click OK again.

19. Right-click VLANS.

20. Select Create VLANS.

21. Enter vMotion as the name of the VLAN to be used for vMotion.

22. Keep the Common/Global option selected for the scope of the VLAN.
23. Enter the vMotion VLAN ID.

24. Keep the Sharing Type as None.
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—
Create VLANs ?
VLAN Name/Prefix | vMotion
Mukticast Policy Mame . | <not set> v Create Multicast Policy

®) Common/Global Fabric A Fabric B Both Fabncs Configured Differently

You are creating global VLANs that map to the same VLAN IDs in all available fabrics
Enter the range of VLAN IDs.(e.g. " 2009-2019", "29 35 40-45" , " 23", " 23,34-457)

VIAN IDs: | 1110

Sharing Type : |(e) Nons Prmary |solated Community

Check Overlap o Cancel

1. Click OK and then click OK again.

2. Right-click VLANSs.

3. Select Create VLANS.

4. Enter 1SCSI-A-VLAN as the name of the VLAN to be used for iSCSI-A.
5. Keep the Common/Global option selected for the scope of the VLAN.
6. Enter the iSCSI-A VLAN ID.

7. Keep the Sharing Type as None.
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-
Create VLANs ?
VLAM Name/Prefix o ISCSI-A-VLAN
Multicast Policy Name : |<not set> v Create Multicast Policy

* Common/Global Fabric A Fabric B Both Fabrics Configured Differently

You are creating global VLANSs that map to the same VLAN IDs in all available fabrics
Enter the range of VLAN IDs.(e.g. " 2009-2019", "29,35,40-45", " 23", "23,34-45")

VLAN IDs: | 101

Sharing Type : |(®) None { ' Primary Isolated ) Community

Check Overlap o Cancel

25. Click OK and then click OK again.

26. Right-click VLANSs.

27. Select Create VLANS.

28. Enter 1SCSI-B-VLAN as the name of the VLAN to be used for iSCSI-B.
29. Keep the Common/Global option selected for the scope of the VLAN.
30. Enter the iSCSI-B VLAN ID.

31. Keep the Sharing Type as None.
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Create VLANs ?
VLAN Name/Prefix o | ISCSI-B-VLAN
Multicast Policy Name : | <not set> A4 Create Multicast Policy

¢ Common/Global Fabric A (_ Fabric B Both Fabrics Configured Differently

You are creating global VLANs that map to the same VLAN [Ds in all available fabrics.
Enter the range of VLAN IDs.(e.g. " 2009-2019", "29,35,40-45", " 23", " 23,34-45")

VLANIDs: | 102

Sharing Type : |(® MNone i ' Primary { ) lsolated { ) Community

Check Overlap o Cancel

32. Click OK and then click OK again.

33. Right-click VLANSs.

34. Select Create VLANS.

35. Enter vM-App- as the prefix of the VLANSs to be used for VM Traffic.
36. Keep the Common/Global option selected for the scope of the VLAN.
37. Enter the VM-Traffic VLAN ID range.

38. Keep the Sharing Type as None.
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Create VLANSs ? X

Check Overlap m Cancel

39. Click OK and then click OK again.

Create vNIC Templates

To create the multiple virtual network interface card (vNIC) templates for the Cisco UCS environment,
complete the steps in the following sections.

Create Management vNICs

For the vNIC_Mgmt_A Template, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. Enter vNIC Mgmt A as the vNIC template name.

6. Keep Fabric A selected.

7. Optional: select the Enable Failover checkbox.

# Selecting Failover can improve link failover time by handling it at the hardware level, and can guard against any poten-
tial for NIC failure not being detected by the virtual switch.

8. Select primary Template for the Redundancy Type.
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9. Leave Peer Redundancy Template as <not set>

'ﬂ Redundancy Type and specification of Redundancy Template are configuration options to later allow changes to the
Primary Template to automatically adjust onto the Secondary Template.

10. Under Target, make sure that the VM checkbox is not selected.
11. Select Updating Template as the Template Type.

12. Under VLANS, select the checkboxes for IB-Mgmt and Native-VLAN VLANS.

Create vNIC Template ? X
Name o WNIC_Mgmi_A

Description

Fabric ID : *! Fabric A Fabric B +| Enable Failover

Redundancy

Redundancy Type : Mo Redundancy (®' Primary Template Secondary Template
Peer Redundancy Template : | crotsat> w
Target
«| Adapter
VM
Waming

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type : Initial Template (®) Updating Template
VLAMNS VLAN Groups
Y. Advanced Fiter # Export i Print 'l:l'
Select Name Native VLAN
default
W IB-Mgmt
iSCSI-A-VLAN

iISCSI-R-VI AN

o C.d"c‘:l

13. Set Native-VLAN as the native VLAN.
14. Leave vNIC Name selected for the CDN Source.
15. Leave 1500 for the MTU.

16. In the MAC Pool list, select MAC_Pool A.
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17. In the Network Control Policy list, select Enable CDP.

Metwaork Contral Palicy :

Pin Group

Stats Threshold Policy

Connection Policies

Create vNIC Template ?
| VLIBING | WLAN Groups
Ye Advanced Filker 4 Export i Print el
Select Name Mative VLAMN
default
v IB-Mgmit
iSCSI-A-VLAN
iSCSI-B-VLAN
v Native -VLAN =
VM-App-2201
Create VLAN
CDN Source [® vNIC Name User Defined
MTU 1500
MAC Poal MAC_Pool_A{20/64)
0oS Policy znot sat> v

Enable_CDP v
<not set> v

default »

*) Dynamic vNIC (_} usNIC VMO

Dynamic wNIC Connection Policy : | <not set> »

18. Click OK to create the vNIC template.

1

9. Click OK.

For the vNIC_Mgmt_B Template, complete the following steps:

1.

2.

In the navigation pane, select the LAN tab.
Select Policies > root.

Right-click vNIC Templates.

Select Create vNIC Template

Enter vNIC Mgmt B as the vNIC template name.

Select Fabric B.
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7. Select Secondary Template for Redundancy Type.

8. For the Peer Redundancy Template pulldown, select vNIC_Mgmt_A.

'ﬁ With Peer Redundancy Template selected, Failover specification, Template Type, VLANs, CDN Source, MTU, and Net-
work Control Policy are all pulled from the Primary Template.

9. Under Target, make sure the VM checkbox is not selected.

Create vNIC Template ? X
Name o |wNIC_Mgmt_B

Description

Fabric ID : Fabric A ®) Fabric B Enable Failover

Redundancy

Redundancy Type : Mo Redundancy Prnmary Template (® Secondary Template

Peer Redundancy Template : | <not sei> »

Target <not set>
+| Adapter
VM
VINIC_ApDD_A
wNIC_vMotion_A
Waming

If VM iz selected, a port profile by the same name will be created.
If a port profile of the same name exisis, and updating template is selected, it will be overwritien

Template Type . |\®)Initial Template (' Updating Template
VLAMs WLAMN Groups
T, Advanced Fiter 4 Export % Primt i
Select MName Matrve WLAN
default I
IB-Mgmt
iISCSI-A-VLAN

SNSRI AN

“ Cnnccl

10. In the MAC Pool list, select MAC_Pool_B.
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Create vNIC Template ”

| WLANE | VLAMN Groups

T, Advanced Filter 4 Export % Print 'u'

= . T h e U A
oSt Name Natve WLAN

default
IBE-Mgmt
iSCS1-A-VLAN
iSCSI-B-VLAN
Native-VLAN

VM-App-2201

Create VLAN

CDM Source o [[®eNIC Name Uzer Defined
MTU ;| 1500

MAC Poal o | MAC_Pool_B(21/64)

QoS Policy “not set> ¥

Network Control Palicy © | <pat set> w

Pin Group <not set> v
Stats Threshold Policy © | default »

Connection Policies

*; Dynamic vNIC usNIC VMO

Dynamic vNIC Connection Policy @ | <not set>

n Cnncc'

11. Click OK to create the vNIC template.
12. Click OK.

Create vMotion vNICs

For the vNIC_vMotion_A Template, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. Enter vNIC vMotion A as the vNIC template name.

6. Keep Fabric A selected.
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7. Optional: select the Enable Failover checkbox.

8. Select Primary Template for the Redundancy Type.

9. Leave Peer Redundancy Template as <not set>

10. Under Target, make sure that the VM checkbox is not selected.

11. Select Updating Template as the Template Type.

. %
Create vNIC Template ?
Name : | wMIC_vMotion_A
Descripticn
Eabric ID - *: Fabric A Fabric B +'| Enable Failover
Redundancy
Redundancy Type : Mo Redundancy (® Primary Template Secondary Template
Peer Redundancy Template : | <notset> v
Target
+| Adapter
VM
Waming
If VM is selected, a port profile by the same name will be created,
If @ port profile of the same name exists, and updating template is selected, i will be overwniten
Template Type . Initial Template '®' Updating Template
VLAN Groups
Y+ Advanced Finer 4 Export s Print f o
Sel=ct Name MNative VLAN
default
IB-Mgmt
iSCSI-A-VLAN
SOSI-R AN

12. Under VLANS, select the checkboxes for vMotion and Native-VLAN.
13. Set Native-VLAN as the native VLAN.

14. For MTU, enter 9000.

15. In the MAC Pool list, select MAC_Pool_A.

16. In the Network Control Policy list, select Enable_CDP.
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Create vNIC Template !
| VLANS | VLAN EFOUPS
Ys Advanced Filker 4 Export % Print el
Select Name Native VLAN
T RpP-ZZ T
VM-App-2217
VM-App-2218
VM-App-2219
VM-App-2220
o vMation
Create VLAN
CDM Source ;@) wNIC Name User Defined
MTU o | 9000
MAC Pocl o | MAC_Pool_A(20/64)
QoS Policy | <notsst> v
MNetwork Contral Policy © | Enable_CDP v
Pin Group : | <not set> v
Stats Threshold Policy © | default
Connection Policies
#! Dynamic vNIC usMIC VO
Dynamic vNIC Connection Policy © | <not set> »
“ Cancel

17. Click OK to create the vNIC template.
18. Click OK.

For the vNIC_vMotion_B Template, complete the following steps:

1. Inthe navigation pane, select the LAN tab.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template

5. Enter vNIC_vMotion_B as the vNIC template name.
6. Select Fabric B.

7. Select Secondary Template for Redundancy Type.
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8. For the Peer Redundancy Template pulldown, select vNIC_vMotion_A.

ﬁ With Peer Redundancy Template selected, MAC Pool will be the main configuration option left for this vNIC template.

9. Under Target, make sure the VM checkbox is not selected.

Create vNIC Template X
Name o | wNIC_vMotion_B

Description

Fabric ID Fabric A ® Fabric B Enable Failover

Redundancy

Redundancy Type : Mo Redundancy () Prmary Template (® Secondary Template

Peer Redundancy Template : | <not sei> »

Tarnei <not set>
| Adapter
WM
) wNIC _App_ A
vNIC_Mgmit_A
vNIC_viMotion_A
Waming

If VM is selected, a port profile by the same name will be created.
If @ port profile of the same name exists, and updating template is selected, it will be overwniien

Template Type o |(®0 Initial Template Updating Template
WVLANS VLAN Groups
Y. Advanced Finer 4 Export /% Primt IF
Select Narme MNatrve VLAN
default
IB-Mgmt
iSCSI-A-VLAN

SrSl-R-VI AN

10. In the MAC Pool list, select MAC_Pool_B.
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. ~
Create vNIC Template ?
| WLANE | VAN aroups
T, Advanced Filker 4 Export o Print -ﬁ-
Select Narne Natrve VLAN
default
IB-Mgmit
iSCSI-A-VLAN
iSCSI-B-VLAN
Mative-VLAN
VM-App-2201
Create VLAN
CDN Source [(&7wNIC Name User Defined
MTU 1500
MAC Pool <nat set> ¥
QoS Policy <not set>
Network Control Policy
MAC_Pool_a{20/64)
Pin Group :
MAC_Pool_B(21/64)
Stats Threshold Policy : default(0/0)
Connection Policies
* Dynamic wNIC _) usNIC VMO
Dynamic vNIC Connection Policy © | «pot set> »

11. Click OK to create the vNIC template.

1

2. Click OK.

Create Application vNICs

For the vNIC_App_A Template, complete the following steps:

1.

2.

Select Policies > root.
Right-click vNIC Templates.
Select Create vNIC Template.
Enter vNIC App A as the vNIC template name.

Keep Fabric A selected.
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7. Optional: select the Enable Failover checkbox.

8. Select Primary Template for the Redundancy Type.

9. Leave Peer Redundancy Template as <not set>

10. Under Target, make sure that the VM checkbox is not selected.
11. Select Updating Template as the Template Type.

12. Set default as the native VLAN.

Create vNIC Template 7 X

Name cOWNIC_App_A

Description

Fabric ID : ®) Fabric A Fabric B + | Enable Failover

Redundancy

Redundancy Type : No Redundancy (® Primary Template Secondary Template
Peer Redundancy Template : | <not set>
Target
+ | Adapter
VM

Warmning

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type : Initial Template () Updating Template

VLAN= VLAN Groups

Te Advanced Fiter 4 Export /& Print el

Seect Name Native v

default
IB-Mgmit
iSCSI-A-VLAN

iSCSI-R-VI AN

o Cancel

13. Under VLANS, select the checkboxes for full range of application VLANs (VM-App-[2201-2220]) that will
be delivered to the ESXi hosts.

ﬂ If a limited number of application/tenant VLANs will be used, selections can be limited to those immediately needed,
with others added later as this is an updating template.

14. Do not set a Native VLAN.
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15. For MTU, enter 9000.
16. In the MAC Pool list, select MAC Pool A.

17. In the Network Control Policy list, select Enable CDP.

Create vNIC Template V
VLANS | VLAIN aroups
Y, Advanced Filter 4 Export M Print ¥
Select Name Mative VLAN
o VM-App-2216
" VM-App-2217
o VM-App-2218
o VM-App-2219
W VM-App-2220
vMaotion
Create VLAN
CDN Source : [(®) yNIC Name ) User Defined
MTU 9000
MAC Poal o | MAC_Pocl_Al24/64) »
QoS Policy T | <notset> w

Network Contrel Policy : | Enable_CDP v
Pin Group . | <not set> v

Stats Threshold Policy © | default

Connection Policies

o Dynamic vNIC usNIC VMO

Dynamic vNIC Connection Policy © | «not sats w

18. Click OK to create the vNIC template.

19. Click OK.

For the vNIC_App_B Templates, complete the following steps:

1. Inthe navigation pane, select the LAN tab.

2. Select Policies > root.

w

Right-click vNIC Templates.

4. Select Create vNIC Template
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5. Enter vNIC App B as the vNIC template name.
6. Select Fabric B.
7. Select Secondary Template for Redundancy Type.

8. For the Peer Redundancy Template pulldown, select vNIC_App_A.

'ﬁ With Peer Redundancy Template selected, MAC Pool will be the main configuration option left for this vNIC template.

9. Under Target, make sure the VM checkbox is not selected.

Create vNIC Template 7 X

Mame  WNIC_App_B

Description

Fabric ID : Fabric A *! Fabric B Enable Failover

Redundancy

Redundancy Type : No Redundancy Primary Template (#) Secondary Template

Peer Redundancy Template : | <not set> v
<not ser>
Target

+| Adapter

VM

vNIC_Mgmt_A

vNIC _vivlotion_A

Waming

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be averwritten

Template Type o |(#) Intial Template Updating Template
VLANs VLAN Groups
T Advanced Filter 4 Export & Print 'I:}
Select Name Native VLAN
default I
IB-Mgmt
iSCSI-A-VLAN

iSCSI-R-\I1 AN

o c u"GUI

10. In the MAC Pool list, select MAC_Pool B.
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Create vNIC Template

| WLANS | VLAMN Groups

Yo Advanced Fiter 4 Export 4% Print

Select

Mame

Create VLAN
CDN Source
MTU

MAC Pool

QoS Policy

Netwark Contral Palicy :

Pin Group

Stats Threshold Paolicy -

Connection Policies

default
IB-Mgmit
iSCSI-A-VLAN
iISCSI-B-VLAN
Native-VLAN

VM-App-2201

®) wNIC Name User Defined
1500

MAC_Pool_B(21/64) w

<not set> ¥

=not set> w

<not set> ¥

default w

#) Dynamic vNIC usNIC VMO

Dynamic vNIC Connection Policy © | <potset> »

o C H'ICEI

11. Click OK to create the vNIC template.

1

2. Click OK.

Create iSCSI vNICs

In Cisco UCS Manager, click the LAN tab in the navigation pane.

1.

2.

Select Policies > root.
Right-click vNIC Templates.
Select Create vNIC Template.
Enter vNIC iSCSI A as the vNIC template name.
Keep Fabric A selected.

Do not select the Enable Failover checkbox.

Keep the No Redundancy options selected for the Redundancy Type.
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8. Under Target, make sure that the Adapter checkbox is selected.
9. Select Updating Template as the Template Type.

10. Under VLANS, select iSCSI-A-VLAN as the only VLAN and set it as the Native VLAN.

~ ~
Create vNIC Template ? X
MName : |VNIC_iSCSI_A
Description
Fabric ID : ®! Fabric A Fabric B Enable Failover
Redundancy
Redundancy Type 1 |#) No Redundancy Primary Template Secondary Template
Target
«| Adapter
WM
Waming
If VM is selected, a port profile by the same name will be created.
If @ port profile of the same name exists, and updating template is selected, it will be overwmtien
Template Typs : Initial Template @ Updating Template
VLANS VLAN Groups
T, Advanced Filter 4 Export & Print {]-
Select Name Native WVLAN
default I
IB-Mgmt
v iSCSI-A-VLAN =
iSCSI-B-VLAN
MNative-VLAN

a cnncbl

11. For MTU, enter 9000.
12. In the MAC Pool list, select MAC_Pool_A.

13. In the Network Control Policy list, select Enable_CDP.
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Create vNIC Template
| VLANS | VLA Qroups
T Advanced Fileer 4 Export o Print
Select MName
default
IB-Mgmit
o iISCSI-A-VLAN
iSCSI-B-VLAN
Native-VLAN
VM-App-2201
Create VLAN
CDN Source : [(®wNIC Name () User Defined
MTU : | 8000
MAC Pool © | MAC_Pool_A(20/54) »
QoS Policy © | <not set> ¥
MNetwork Contrel Policy © | Enable_CDP w»
Pin Group . | <not set> v
Stats Threshold Policy © | default
Connection Policies
*) Dynamic vMNIC {_) usNIC WM
Dynamic vNIC Connection Policy : | zpot set>

Cancel

14. Click OK to create the vNIC template.

15. Click OK.

For the vNIC_iSCSI_B Template, complete the following steps:

1. In the navigation pane, select the LAN tab.

2. Select Policies > root.
3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. Enter vNIC iSCSI_B as the vNIC template name.

6. Keep Fabric B selected.

7. Do not select the Enable Failover checkbox.
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8. Keep the No Redundancy options selected for the Redundancy Type.
9. Under Target, make sure that the Adapter checkbox is selected.
10. Select Updating Template as the Template Type.

11. Under VLANS, select iSCSI-B-VLAN as the only VLAN and set it as the Native VLAN.

Create vNIC Template D X
MNarme : [WNIC_iSCSI_B

Descripticn

Fabric ID . Fabric A ® Fabric B Enahble Failover

Redundancy

Redundancy Type : |(®) No Redundancy Prmary Template Secondary Template

Target
«| Adapter
VM

Waming

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwntien

Template Type : Initial Template (* Updating Template
VLANS VLAN Groups

Te Advanced Fiker 4 Export % Print ﬂ-

Select Name Natrve VAN
default
IB-Mgmt
iISCSI-A-VLAN

v iSCSI-B-VLAN B

Native-VLAN

12. For MTU, enter 9000.
13. In the MAC Pool list, select MAC_Pool_B.

14. In the Network Control Policy list, select Enable_CDP.
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Create vNIC Template ? X
| VLIS | WLAN Groups
T, Advanced Filter 4 Export % Print -I}
Select Name Native VLAN
default
IB-Mgmt
iSCSI-A-VLAN
« iSCSI-B-VLAN =
Native-VLAN
VM-App-2201
Create VLAR
CDN Source o (@ wNIC Name User Defined
MTU : | 9000
MAC Poal ¢ | MAC_Pool_B(21/64) ¥
(oS Policy D enotssts w
Network Contral Policy : | Enable_CDP v
Pin Group : [ <not set> v
Stats Threshold Policy © | default
Connection Policies
®) Dynamic vNIC usNIC VMO
Dynamic vNIC Connection Policy : | <nat set> ¥
o Cancel

15. Click OK to create the vNIC template.
16. Click OK.

Set Jumbo Frames in Cisco UCS Fabric

To configure jumbo frames and enable quality of service in the Cisco UCS fabric, complete the following
steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select LAN > LAN Cloud > QoS System Class.

3. Inthe right pane, click the General tab.

4. On the Best Effort row, enter 9216 in the box under the MTU column.

5. Click Save Changes in the bottom of the window.
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LAN Cloud - LAN Cloud / QoS System Class
+ LAN Cloud General | Evenis  FSM
w Fabric A
Actions Properties
* Port Channels
* Port-Channel 151 vPC-151-Nexus Owner : Local
» Uplink Eth Interfaces
> VLANs Priarity Enabled CoS Packet Weight Weight MTU Multic:
» VP Optimization Sets Drop (%) Optimi
v FabicB Platinum = 5 = 10 v NiA normal =
» Port Channels
> Uplink Eth Interfaces Gold = 1 " B v NA normal =
» VLANs Silver r 2 & 8 v N/A normal =
» VP Optimization Sets
QoS System Class Bronze r 1 F 7 v oNA " ]
» LAN Pin Groups
Best [ Any 7 v 50 216 L]
+ Threshold Policies Effort
» VLAN Groups Fibre =2 3 - 5 v 50 N/A
 VLANS Channel
4| | |

Create LAN Connectivity Policy

To configure the necessary iSCSI Infrastructure LAN Connectivity Policy, complete the following steps:

1. In Cisco UCS Manager, click LAN.

2. Select LAN > Policies > root.

3. Right-click LAN Connectivity Policies.

4. Select Create LAN Connectivity Policy.

5. Enter iISCSI-LAN-Policy as the name of the policy.

6. Click the upper Add button to add a vNIC.

7. Inthe Create vNIC dialog box, enter 00-Mgmt-A as the name of the vNIC.
8. Select the Use vNIC Template checkbox.

9. In the vNIC Template list, select 00-Mgmt-A.

10. In the Adapter Policy list, select VMWare.
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11. Click OK to add this vNIC to the policy.

Create vNIC 2 X

Name : | 00-Mgmt-A
Use vNIC Template : ¥
Redundancy Pair Peer Name

VNIC Template : | <notset> v Create vNIC Template

<not set>
Adapter Perforr
Adapter Policy | ynic_app_A Create Ethemet Adapter Policy
vNIC_App_B

VNIC_Mgmt_B
VNIC_iSCSI_A
VvNIC_iSCSI_B
VNIC_vMotion_A

vNIC_vMotion_B

12. Click Add to add another vNIC to the policy.

13. In the Create vNIC box, enter 01-Mgmt-B as the name of the vNIC.
14. Select the Use vNIC Template checkbox.

15. In the VNIC Template list, select 01-Mgmt-B.

16. In the Adapter Policy list, select VMWare.
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Create vNIC ? X

o Cancel

17. Click OK to add the vNIC to the policy.

18. Click the upper Add button to add a vNIC.

19. In the Create vNIC dialog box, enter 02-vMotion-A as the name of the vNIC.
20. Select the Use vNIC Template checkbox.

21. In the vNIC Template list, select vNIC_vMotion_A.

22. In the Adapter Policy list, select VMWare.

23. Click OK to add this vNIC to the policy.
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Create vNIC ? X

Name : | 02-vMotion-A

Use vNIC Template:

Redundancy Pair : Peer Name

WNIC Template : | yNIC_uMotion_A ¥ Create WNIC Template

<not set>
Adapter Perfori

Adapter Policy | ynic_app_A Create Ethernet Adapter Policy

VNIC_App_B

VNIC_Mgmt_A
VvNIC_Mgmt_B
VNIC_iSCSI_A
vNIC_iSCSI_B

VNIC_vMotion_B

o Caneel

24. Click the upper Add button to add a vNIC to the policy.

25. In the Create vNIC dialog box, enter 03-vMotion-B as the name of the vNIC.
26. Select the Use vNIC Template checkbox.

27. In the vNIC Template list, select vNIC_vMotion_B.

28. In the Adapter Policy list, select VMWare.
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Create vNIC B >

29.

30.

31.

32.

33.

34.

35.

Click OK to add this vNIC to the policy.

Click the upper Add button to add a vNIC.

In the Create VNIC dialog box, enter 04-App-2 as the name of the vNIC.
Select the Use vNIC Template checkbox.

In the VNIC Template list, select vNIC_App_A.

In the Adapter Policy list, select VMWare.

Click OK to add this vNIC to the policy.

183



Cisco UCS Compute Configuration

Create vNIC 7 X

36. Click the upper Add button to add a vNIC to the policy.

37. In the Create VNIC dialog box, enter 05-App-B as the name of the vNIC.
38. Select the Use vNIC Template checkbox.

39. In the vNIC Template list, select vNIC_App_B.

40. In the Adapter Policy list, select VMWare.

Create vNIC ? X

41. Click OK to add this vNIC to the policy.
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42. Click the upper Add button to add a vNIC.

43. In the Create VNIC dialog box, enter 06-1SCSI-A as the name of the vNIC.
44. Select the Use vNIC Template checkbox.

45. In the vNIC Template list, select iISCSI-Template-A.

46. In the Adapter Policy list, select VMWare.

Create vNIC ? X

o Cancel

47. Click OK to add this vNIC to the policy.

48. Click the upper Add button to add a vNIC to the policy.

49. In the Create VNIC dialog box, enter 07-1SCSI-B as the name of the vNIC.
50. Select the Use vNIC Template checkbox.

51. In the vNIC Template list, select iSCSI-Template-B.

52. In the Adapter Policy list, select VMWare.
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Create vNIC ?

Name - 07-iSCSI-B
Use wNIC Template : ¥
Redundancy Pair : [ Peer Name -
VNIC Template : | yNIC_ISCSI_B v Create wNIC Template

<not set>
Adapter Perfory

Adapter Policy | yNIC_App_A Create Ethernet Adapter Policy

VNIC_App_B
VNIC_Mgmt_A
vNIC_Mgmt_B
VNIC_ISCSI_A

wNIC

VNIC_vMotion_A

VNIC_vMotion_B

53. Click OK to add this vNIC to the policy.

54. Expand the Add iSCSI vNICs.

Create LAN Connectivity Policy ?
Name iISCSI-LAN-Policy
Description :
Click Add to specify one or more vNICs that the server should use to connect to the LAN.
Name MAC Address Native VLAN
wNIC 07-iSCSI-B Derived
wNIC 06-iSCSI-A Derived
vNIC 05-App-B Derived
wNIC 04-App-A Derived
wNIC 03-vMotion-B Derived
| wNIC 02-vMotion-A Derived
[i] Delete (+) Add @ Modify
(= Add iSCSI vNICs
Name Overlay vNIC Name iSCSI Adapter Policy MAC Address
No data available
(*) Add Delete
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55. Select Add in the Add iSCSI vNICs section.

56. Set the name to iISCSI-A-vNIC.

57. Select the 06-iSCSI-A as Overlay vNIC.

58. Set the VLAN to iSCSI-A-VLAN (native).

59. Set the iSCSI Adapter Policy to default

60. Leave the MAC Address set to None.

Name

Overlay vNIC

VLAN

iSCSI Adapter Policy

iSCSI MAC Address

Create iSCSI vNIC

iSCSI-A-vNIC

06-iSCSI-A v

default v e A
|-A-VLA e v

apter Policy

MAC Address Assignment

Select(None used by default)

Cancel

61. Click OK.

62. Select Add in the Add iSCSI vNICs section.

63. Set the name to iISCSI-B-vNIC.

64. Select the 07-iSCSI-A as Overlay vNIC.

65. Set the VLAN to iSCSI-B-VLAN.

66. Set the iSCSI Adapter Policy to default.

67. Leave the MAC Address set to None.
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Create iSCSI vNIC ? X
Name ISCSI-B-VNIC

Overlay vNI 7 B v

SCSI Adapter Policy default v e | Adapter P

MAC Address Assignment Select(None used by default v

° Cance[

68. Click OK, then click OK again to create the LAN Connectivity Policy.

Create Boot Policy

This procedure creates a boot policy for iISCSI boot off of the FlashArray//X pointing to the two iSCSI
interfaces on controller 1 (ct0.eth8 and ct0.eth9) and the two iSCSI interfaces on controller 2 (ctl.eth8 and
ctl.eth9).

To create a boot policy for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click Servers on the left.

2. Select Policies > root.

3. Right-click Boot Policies.

4. Select Create Boot Policy.

5. Enter Boot-iSCSI-X-A as the name of the boot policy.

6. Optional: Enter a description for the boot policy.

ﬂ Do not select the Reboot on Boot Order Change checkbox.

7. Keep the Reboot on Boot Order Change option cleared.

8. Expand the Local Devices drop-down menu and select Add Remote CD/DVD.
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9. Expand the iSCSI vNICs drop-down menu and select Add iSCSI Boot.
10. In the Add iSCSI Boot dialog box, enter i SCST-A-vNIC.

11. Click OK.

12. Select Add iSCSI Boot.

13. In the Add iSCSI Boot dialog box, enter i SCSI-B-vNIC.

14. Click OK.

15. Expand CIMC Mounted Media and select Add CIMC Mounted CD/DVD.

Create Boot Policy ? X

Mame cot-iSCS51-X-A
Disscription

Reboot on Boot Order Changs

Enforce wNICHHBASSCS! Name : &
Boot Mode &) Legacy Uefi
WARNINGS:

The type (primary/sacond
he effective order of boat
If Enif wNICIVHBASSCSI

If it is not selected, the vNIC

ndicate a boot order prassnce

1 the same device class (LAN/Storage/iSC5
salectad and the WK
vHEAS are selected if the

determined by PCle bus scan arder
onfig errar will be reparted
ith the lawest PCle bus scan order is used

+) Local Devices Boot Order

+ = TeAcvanced Fiter 4 Export ¥ Print £
b me - Ll LT = P T ype Wy L - = = L
=) vHBAS Remote COYDVD

w ISCSI
=} ISCSI vNICs iSCSI CSI-A-vNIC | Priemary

iSCSI SCSI-E-vhIC Secondary
CIMC Mounted COIDVD

=) CIMC Mounted vMedia

+) EFl She

16. Click OK to create the policy.

Create Service Profile Template

In this procedure, one service profile template for Infrastructure ESXi hosts is created for iSCSI A boot.

To create the service profile template, complete the following steps:
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1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Service Profile Templates > root.

3. Right-click root.

4. Select Create Service Profile Template to open the Create Service Profile Template wizard.

5. Enter VM-Host-iSCSI-A as the name of the service profile template. This service profile template is
configured to boot from FlashArray//X controller 1 on fabric A.

6. Select the “Updating Template” option.

7. Under UUID, select UUID_Pool as the UUID pool.

Storage Provisioning

MNetworking

SAN Connectivity

Zoning

wNIC/vHBA Placement

whiedia Policy

Server Boot Order

Maintenance Policy

Server Assignment

Dperational Policies

Create Service Profile Template 1 X

You rrust enter a name for the servics profile template and specify the tamplate typs. You can also specify how a UUID will be asssgned to this
template and anter 8 description

arne W-Host-iSCS51-4A

The template will be created in the following organizaton. [t name must be unigue within this organization
Where . org-root

The template wil be created in the fellowing organization. lis name must be unigue within this organization
Typs Initial Template () Updating Templats

Specify how the ULID will ba assigned to the server associated with the sarics ganarated by this tamplate.
LD

UUID Assignment ULAD_Peasl(21/32) "

The UUID will b= assignad from the selsctad pool
The available/total LWIDs are displayed after the pool name

Optionally enter a descnption for the profile. The descripbon can contam infarmation about when and where the senace profile should be usad

Next = Finish Cancel

8. Click Next.

Configure Storage Provisioning

1. If you have servers with no physical disks, click the Local Disk Configuration Policy tab and select the
SAN-Boot Local Storage Policy. Otherwise, select the default Local Storage Policy.
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Create Service Profile Template ?

Optionally specify or create a Storage Profile, and select a local disk configuration policy.
Identify Service Profile

Template

Specific Storage Profile Storage Profile Policy Local Disk Configuration Policy

Storage Provisioning
Local Storage:| SAN-Boot

Networking Select Local Storage Policy to use

Create Loca Mode : No Local Storage
Create a Specific Storage Policy Protect Configuration : Yes
SAN Connectivity If Protect Configuration is set, the local disk configuration is

preserved if the service profile is disassociated

. SAN-Boot with the server. In that case, a configuration error will be
Zoning raised when a new service profile is associated with

default that server if the local disk configuration in that profile is
different.
vNIC/vHBA Placement FlexFlash
FlexFlash State : Disable
If FlexFlash State is disabled, SD cards will become
vMedia Policy unavailable immediately.

Please ensure SD cards are not in use before disabling the
FlexFlash State.
Server Boot Order FlexFlash RAID Reporting State @ Disable

Maintenance Policy
Server Assignment

Operational Policies

2. Click Next.

Configure Networking Options
To configure the network options, complete the following steps:

1. Keep the default setting for Dynamic vNIC Connection Policy.
2. Select the “Use Connectivity Policy” option to configure the LAN connectivity.
3. Select iSCSI-LAN-Policy from the LAN Connectivity Policy pull-down.

4. Select IQN_Pool in Initiator Name Assignment.
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Create Service Profile Template ? X

Optionally specify LAN configuration information.
Identify Service Profile

Template _
Dynamic vNIC Connection Policy:| Select a Policy to use (ne Dynamic vNIC Policy by default) v
Storage Provisioning

Create Dynamic vNIC Connection Policy

Networking
How would you like to configure LAN connectivity?

SAN Connectivi - - : -

ty () Simple () Expert{ ) No vNICs (®) Use Connectivity Policy

Zoning LAN Connectivity Policy iSCSI-LAN-Policy » Create LAN Connectivity Policy
Initiator Name

wNIC/HBA Placement .

Initiator Name Assignment: IQN-Pool(16/16) v
. - . <not set>
vMedia Policy Initiator Name :

Create ION Suffix Pool
Server Boot Order The IQN will be assigned from the select defaul:(O;'C]

The available/total IQNs are displayed af
KIN-Pool(16/16)
Maintenance Policy

Server Assignment

Operational Policies

< Prev Next > @ Cancel

5. Click Next.

Configure Storage Options

1. Select the No vHBA option for the “How would you like to configure SAN connectivity?” field.
2. Click Next.

Configure Zoning Options

1. Leave Zoning configuration unspecified, and click Next.

Configure vNIC/HBA Placement

1. Inthe “Select Placement” list, leave the placement policy as “Let System Perform Placement”.
2. Click Next.

Configure vMedia Policy

1. Do not select a vMedia Policy.
2. Click Next.

Configure Server Boot Order

1. Select Boot-isSCSI-X-A for Boot Policy.
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Create Service Profile Template ?

Optionally specify the boot policy for this service profile template.
Identify Service Profile

Template
Select a boot palicy.
Storage Provisioning Boot Palicy] Boot-iSCSI-X-A ¥ Create Boot Palicy
Name © Boot-iSCSI-X-A
Networking Description :
Reboot on Boot Order Change : No
SAN Connectivity Enforce vNIC/VHBA/ISCS| Name : Yes
Boot Mode . Legacy
Zoning WARNINGS:
The type (primary/secondary) dees not indicate a boot order presence.
The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.
VNIC/vHBA Placement If .Er.lforce wNIC/vHBAISCSI Name is selected ar'c.i_the wiN I(?.i’vHEIAHS(_:SI does not.exm. a _conﬁg error will be reported.
If it is not selected, the vNICs/vHBAs are selected if they exist, otherwise the vMNIC/vHBA with the lowest PCle bus scan order is used.
Boot Order
vMedia Policy
4+ = T,Advanced Filter 4 Export & Print ﬂ
MName Order wNIC WVHBARSCSI wNIC Type ~ WWN LUN Na. Slot Nu... Boot Na. Boot Path  Descripti...
CIMC. 3
Maintenance Policy Rem
» 905 2
Server Assignment
i5.. ISCSI-A-vNIC Primary
Operational Policies iS... iSCSI-B-vNIC Second...
Modify iSCSIvNIC Set iSCSI Boot Parameters

< Prev Next > m Cancel

2. In the Boor order, select iISCSI-A-vNIC.
3. Click Set iSCSI Boot Parameters button.

4. Inthe Set iSCSI Boot Parameters pop-up, leave Authentication Profile to <not set> unless you have in-
dependently created one appropriate to your environment.

5. Leave the “Initiator Name Assignment” dialog box <not set> to use the single Service Profile Initiator
Name defined in the previous steps.

6. SetiSCSI_IP_Pool_A as the “Initiator IP address Policy”.
7. Select iSCSI Static Target Interface option.
8. Click Add.

9. Enter the iSCSI Target Name for ct0.eth8. To get the iSCSI target name of the FlashArray//X, login to the
Pure Web console and navigate to SYSTEM -> Connections -> Target Ports.
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o PURESTORAGE

DASHBOARD

STORAGE

System Health Target Ports

Configuration e

CTO.ETHE
Connected Arrays

CTO.ETHY

PROTECTION

ANALYSIS SYSTEM MESSAGES

NAME SPEED

I ign.2010-06.com.purestorage:flasharray.491a50eccb3c035 40 Gbis

I ign.2010-06.com.purestorage:flasharray.491a50eccb3c035 40 Gbis

FAILOVER

Help = Terms | Log Out

Welcome pureuser

Search Hosls and Volumes

PORT NAME SPEED FAILOVER

CT1.ETHB I ign.2010-06.com.purestorage flasharray.491a50eccb3c035 40 Gbis

CT1.ETH9 I ign.2010-06.com.purestorage:flasharray.491a50eccb3c035 40 Gbis

10. Find the targets from connecting to the controller via ssh using the pureuser login and run the pureport

list command:

Name WWN
Failover

CTO.ETH8 -
06.com.purestorage:
CTO.ETH9 -
06.com.purestorage:
CTO0.FCO 52:4A:93:
CT0.FC1 52:4A:93:
CTO0.FC2 52:4A:93:
CT0.FC3 52:4A:93:
CTO0.FC6 52:4A:93:
CTO0.FC7 52:4A:93:
CT1.ETH8 -
06.com.purestorage:
CT1.ETH9 -
06.com.purestorage:
CT1.FCO 52:4A:93:
CT1.FC1 52:4A:93:
CT1.FC2 52:4A:93:
CT1.FC3 52:4A:93:
CT1.FC6 52:4A:93:
CT1.FC7 52:4A:93:

pureuser@cspg-rtp-2> pureport list

Portal

192.168.101.
flasharray.491a50eccb3c035

192.168.102.
flasharray.491a50eccb3c035
76:87:FF:47:00 -

76:87:FF:47:01 -

76:87:FF:47:02 -

76:87:FF:47:03 -

76:87:FF:47:06 -

76:87:FF:47:07 -

192.168.101.
flasharray.491a50eccb3c035

192.168.102.
flasharray.491a50eccb3c035
76:87:FF:47:10 -

76:87:FF:47:11 -

76:87:FF:47:12 -

76:87:FF:47:13 -

76:87:FF:47:16 -

76:87:FF:47:17 -

41:3260

41:3260

42:3260

42:3260

ION
ign.2010-

ign.2010-

ign.2010-

ign.2010-

11. Leave the Port set to 3260, Authentication Profile as <not set>, provide the appropriate IPv4 Address
configured to ct0.eth8, and set the LUN ID to 1.

194

Q




Cisco UCS Compute Configuration

Create iSCSI Static Target ? X
ISCSI| Target Mame | ign.2010-06.com.purestol
Priority 1
Part : | 3260
Authertication Profile © | <not set> w Create iSCS| Authentication Profile
IPvd Address : [19z2.788.701.41
LUN ID 1

o ca neel

12. Click OK to add the iSCSI Static Target.
13. Click Add again to add another iSCSI Target for the iISCSI-A-vNIC that will associate with ctl.eth8.

14. Enter the same iSCSI Target Name, leave the Port set to 3260, the Authentication Profile as <not set>,
provide the appropriate IPv4 Address configured to ctl.eth8, and set the LUN ID to 1.

Create iISCSI Static Target 7 X
iISCS| Target Name @ | ign.2010~-06.com.purestol
Priority L2
Port 1 | 3260
Authentication Profile © | <not set> w sate Authentication Profile
IPvd Address : [192.168.101.42
LUN ID 1

15. Click OK to add the iSCSI Static Target.
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Set iISCSI Boot Parameters ? X

WARNING: The selected pool does not contain any a

You can select it, but it is recommended that you add e

Initiator IP Address Policy: iSCSI-Pool-A{11/12) v

0.0.0.0

255.255.255.0
v . 0.0.0.0

0.0.0.0

0.0.0.0

The IP a S5 be automatically assigned from the selected pool

#) [SCSI Static Target Interface () iSCSI Auto Target Interface
iqn.2010-06. 92.168.101.4
ign.2010-06. 2 3260 92.168.101.42
+) Add

Minimum cne instance of iSCSI Static Target Interface and maximum two are allowed.

a Cancel

16. Click OK to set the iISCSI-A-VNIC ISCSI Boot Parameters.
17. In the Boor order, select iSCSI-B-vNIC.
18. Click Set iSCSI Boot Parameters button.

19. In the Set iISCSI Boot Parameters pop-up, leave Authentication Profile to <not set> unless you have in-
dependently created one appropriate to your environment.

20. Leave the “Initiator Name Assignment” dialog box <not set> to use the single Service Profile Initiator
Name defined in the previous steps.

21. Set iSCSI_IP_Pool_B as the “Initiator IP address Policy.”
22. Select iSCSI Static Target Interface option.
23. Click Add.

24. Enter the same iSCSI Target Name, leave the Port set to 3260, the Authentication Profile as <not set>,
provide the appropriate IPv4 Address configured to ctO.eth9, and set the LUN ID to 1.
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Create iSCSI Static Target 7 X
ISCS| Target Name ign.2010-06.com.purestol

Priority 1

Port 3260

Authentication Profile <not set> ¥ Create iSCSI Authentication Profile

Pvd Address 192.168.102.41

LUN ID 1

o Cancel

25. Click OK to add the iSCSI Static Target.
26. Click Add again to add another iSCSI Target for the iISCSI-B-vNIC that will associate with ctl.eth9.

27. Enter the same iSCSI Target Name, leave the Port set to 3260, the Authentication Profile as <not set>,
provide the appropriate IPv4 Address configured to ctl.eth9, and set the LUN ID to 1.

Create iISCSI Static Target ? X
ISCS| Target Name  : | ign.2010-06.com.purestol
Priority : 2
Port 1| 3260
Authentication Profile : | <not set> v ~reats ISLS! Authentication Profle
Pyd Address . 92.168.102,42
LUN ID (1

o ca neel

28. Click OK to add the iSCSI Static Target.
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?

Set iISCSI Boot Parameters

WARNING: The selected pool does not contain any available entities.
You can select it, but it is recommended that you add entities to it.

Initiator Address

Initiator IP Address Policy:| iSCSI-Pool-B(11/12)

|Pva Address  © 0.0.0.0

Subnet Mask . 255.255.255.0
Default Gateway : 0.0.0.0
Primary DNS © 0.0.0.0

Secondary DNS : 0.0.0.0
Create IP Pool
Reset Initiator Address

The IP address will be automatically assigned from the selected pool.

*) iSCSI Static Target Interface | iSCS| Auto Target Interface

Name Priority Port Authentication Pr... iSCS| IPV4 Address LUNId
igqn.2010-06.... 1 3260 92.168.102.4
iqn.2010-06... 2 3260 192.168.102.42

# Add

Minimum one instance of iISCSI Static Target Interface and maximum two are allowed.

29. Click OK to set the iSCSI-B-vNIC ISCSI Boot Parameters.
30. Click Next to continue to the next section.

Configure Maintenance Policy

1. Change the Maintenance Policy to default.
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2.

Create Service Profile Template ? X

Specify how disruptive changes such as reboots, network intemuptions, and firmware upgrades should be applied to the server associated with this
Mentify Service Profile service profile

Template

=) Maintenan s
Storage Provisioning Vaintenance Policy

Select a maintenance pohcy to include with this senvice profile or create 2 new maintenance policy that will be accessible to all service profiles

MNetworking Mairterance Pelity: Select (no policy wsed by default) w

Create Maintenance Policy

Selact (no pollcy used by default)
SAMN Connectivity

e rrarmtenancs paley s selected by default.

The service profile will immediately reboot when disruptive changes are applied,
wMIC/VHBA Placement

vMedia Policy
Server Boot Order
Maintenance Policy
Server Assignment

Operational Policies

< Prev Hext = m Cancel

Click Next.

Configure Server Assignment(optional)

To configure server assignment, complete the following steps:

1.

2.

4,

In the Pool Assignment list, select Infra Pool.
Optional: Select a Server Pool Qualification policy.
Select Down as the power state to be applied when the profile is associated with the server.

Optional: Select “UCS-B200M5” for the Server Pool Qualification.

ﬁ Firmware Management at the bottom of the page can be left alone as it will use default from the Host Firmware list.
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the list.

Server Pool Qualification -
vMedia Policy <not set> ¥

Restrict Migration : <not set>
Server Boot Order
# Firmware Managewmler. Adapter)
Maintenance Policy
all-chassis

Server Assignment

Operational Policies

< Prev

o .
Create Service Profile Template 7 X
Optionally specify a server pool for this service profile template.
Identify Service Profile
Template
You can select a server pool you want to associate with this service profile template.
Storage Provisioning Pool Assignment:| |nfra Poal v
- Create Server Pool
Networking Select the power state to be applied when this profile is associated
with the server.
SAN Connectivity */Up ) Down
Zoning
The service profile template will be associated with one of the servers in the selected pool.
WNIC/VHBA Place t If desired, you can specify an additional server pool policy qualification that the selected server must meet. To do so, select the qualification from

Next > m Cancel

5. Click Next.

Configure Operational Policies

To configure the operational policies, complete the following steps:

1. Inthe BIOS Policy list, select VM-Host.

2. Expand Power Control Policy Configuration and select No-Power-Cap in the Power Control Policy list.
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Create Service Profile Template 2 X

Optionally specify information that affects how the system operates.
Identify Service Profile

Template

|»

(= BIOS Configuration
Storage Provisioning
If you want to override the default BIOS settings, select a BIOS policy that will be associated with this service profile

Netwarking BIOS Policy : | yM-Host ¥

< | »
SAN Connectivity _I

# External IPMI Management Configuration
Zoning

(# Management IP Address
vNIC/vHBA Placement

(# Monitoring Configuration (Thresholds)
vMedia Policy

=) Power Control Policy Configuration
Server Boot Order
Power control policy determines power allocation for a server in a given power group.
t ver Control icy
Maintenance Policy Power Control Policy : | <pot set> v e Laner. ontnd Eckoy
<not set>

Server Assignment

(# Scrub Policy

Operational Policies No-Power-Cap

# KVM Managem
default

# Graphics Card Policy

=

* Prev m cancel

3. Click Finish to create the service profile template.
4. Click OK in the confirmation message.

Create vMedia Service Profile Template

If the optional ESXi 6.5 U1 vMedia Policy is being used, a clone of the created service profile template will be
made to reference this vMedia Policy. The clone of the service profile template will have the vMedia Policy
configured for it, and service profiles created from it, will be unbound and re-associated to the original
service profile template after ESXi installation. To create a clone of the VM-Host-iSCSI-A service profile
template, and associate the vMedia Policy to it, complete the following steps:

1. Connect to UCS Manager, click Servers on the left.

2. Select Service Profile Templates > root > Service Template VM-Host-iSCSI-A.
3. Right-click Service Template VM-Host-iSCSI-A and select Create a Clone.

4. Name the clone VM-Host-iSCSi-A-vM and click OK.

5. Select Service Template VM-Host-iSCSi-A-vM.

6. In the right pane, select the vMedia Policy tab.

7. Under Actions, select Modify vMedia Policy.
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8. Using the drop-down list, select the ESXi-6.5U1-HTTP vMedia Policy.

9. Click OK then OK again to complete modifying the Service Profile Template.

Create Service Profiles

To create service profiles from the service profile template, complete the following steps:

1. Connect to the UCS 6332-16UP Fabric Interconnect UCS Manager, click the Servers tab in the naviga-
tion pane.

2. Select Service Profile Templates > root > Service Template VM-Host-iSCSI-A-vM.
3. Right-click vM-Host-iSCSI-A-vM and select Create Service Profiles from Template.
4, Enter VM-Host-1SCSI-0 as the service profile prefix.

5. Leave 1 as “Name Suffix Starting Number.”

6. Leave 2 as the “Number of Instances.”

7. Click OK to create the service profiles.

Create Service Profiles From Template 7 X

Naming Prefix VM-Host-iSCSI-0
Name Suffix Starting Number 1

Number of Instances 2

8. Click OK in the confirmation message to provision two FlashStack Service Profiles.

# When VMware ESXi 6.5 U1 has been installed on the hosts, the host Service Profiles can be unbound from the VM-
Host-iSCSI-A-vM and rebound to the VM-Host-iSCSI-A Service Profile Template to remove the vMedia mapping from
the host, to prevent issues at boot time if the HTTP source for the ESXi ISO is somehow not available.
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FlashArray Storage Deployment

The Pure Storage FlashArray//X is accessible to the FlashStack, but no storage has been deployed at this
point. The storage to be deployed will include:

e [ESXiiSCSI Boot LUNs
e VMFS Datastores

The iISCSI Boot LUNs will need to be setup from the Pure Storage Web Portal as they are assigned directly to
the host object with a LUNID of 1, and the VMFS datastores will be directly provisioned from the vSphere
Web Client after the Pure Storage vSphere Web Client Plugin has later on been registered with the vCenter,
these are assigned to the host group object and are visible to all hosts within the host group.

Figure 26 FlashArray//X Storage Deployment Workflow

Host Port Identification

iISCSI Boot LUNs will be mapped by the filer using the assigned Initiator Name to the provisioned service
profiles. This information can be found within the service profile, within the iSCSI vNICs tab:

Service Profiles |/ root |/ Service Profile VM-Host-iSCSI-01
General Storage Network iSCSIvNICs Boot Order Virtual Machines FC Zones Policies Server Details CIMC Sessions FSM VIF Paths Faults Events vMedia Policy

Actions Service Profile Initiator Name

ION Pool Name © IQN-Pool
Initiator Name .[km.‘lmz-oamdsm:m-lmﬂ:'l]

Reset Initiator Name
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Host Registration

For Host registration, complete the following steps:

1. Host entries can be made from the Pure Storage Web Portal from the STORAGE tab, by selecting the +
box next to Hosts appearing in the left side column.

Help | Terms | Log Out

o PURESTORAGE Welcome pureuser

DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES Sea ‘olumes
Create Host Group : -
Used

/olumes ] Snapshots Shared Space System Emply Space
o I 0 h o .o 23.00T

I Hosts (0) EGLEREGITER0)]

No hosts have been created.

2. After clicking the Create Host option, a pop-up will appear to create an individual host entry on the
FlashArray.

Create Host

Name: ||

Create Multiple... Cancel

3. To create more than one host entry, click the Create Multiple... option, filling in the Name, Start Number,
Count, and Number of Digits, with a “#” appearing in the name where an iterating number will appear.

Create Multiple Hosts

Enter name pattern in the form 'prefix#suffix'.
Name: VM-Host-iSCSI-#
Start number: 1

Count: 2

Number of Digits: 2

Create Single...

4. Click Create to add the hosts.
5. For each host created, select the host from within the STORAGE tab, and click the Host Ports tab within

the individual host view. From the Host Ports tab select the gear icon pull-down and select Configure
iISCSI IQNs.
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o PURESTORAGE

DASHBOARD STORAGE

~ Hosts [+]

PROTECTION ANALYSIS SYSTEM MESSAGES

Provisioned Total Reduction
~ D= VM-Host-iSCSI-01 | )

Help | Terms | Log Out
Welcome pureuser

Search Hosts and Volumes Q

Data Reduction | —

E= Production

= VM-Host-FC-01

” Volumes i Snapshots
o o

S Used
T

== VM-Host-FC-02

- VM-HostiSCSL01 Gonnected Volumes (0) ICLETINION Protection (0)  Detalis (0)
D= VM-HostiSCSI-02

oof0 =
No host ports have been configured.

Configure Fibre Channel WWWNs.
Configure ISCS| IQNs
Remove Ports

6. A pop-up will appear for Configure iSCSI IQNs for Host <host being configured>. Within this pop-up,
enter the IQN Initiator Name found within the service profile for the host being configured.

Configure iSCSI IQNs for Host == VM-Host-iSCSI-01 x

Type or paste one or more IQN strings separated by white space or commas.

Port IQNs: | ign.1992-08.com.cisco:ucs-host:1

Cancel m

7. After adding the IQN, click Confirm to add the Host Ports. Repeat these steps for each host created.

Private Volumes for each ESXi Host

To create private volumes for each ESXi host, complete the following steps:

1. Volumes can be provisioned from the Pure Storage Web Portal from the STORAGE tab, by clicking the +
box next to Volumes appearing in the left side column.

Community

Help | Terms of Use
Welcome pureuser

o PURESTORAGE

DASHBOARD

Log Out

STORAGE PROTECTION

AMALYSIS

SYSTEM

MESSAGES

» Hosts +

e[
o ]

Provisioned
10.57 TB

Total Reduction

» Volumes 3100 to 1

Data Reduction
585t 1 -

Volumes (10)

NAME # HOSTS

PROVISIONED VOLUME 5 SHAPSHOTS REDUCTION SERIAL

2. A pop-up will appear to create a volume on the FlashArray.
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Create Volume

MName:

Provisioned Size:

Create Multiple... Cancel |

3. To create more than one volume, click the Create Multiple... option, filling in the Name, Provisioned Size,
Staring Number, Count, and Number of Digits, with a “#” appearing in the name where an iterating num-
ber will appear.

Create Multiple Volumes

Enter name pattern in the form 'prefixf#suffix’.

Name: ‘ VM-Host-ISCSI-#

Provisioned Size: ‘ 10

Start number: ‘ 1

Count: ‘ 7

Number of Digits: ‘ 7

| Create Single... |

4. Click Create to provision the volumes to be used as iSCSI boot LUNs.

5. Go back to the Hosts section under the STORAGE tab. Click one of the hosts and select the gear icon
drop-down list within the Connected Volumes tab within that host.

Help | Terms | Log Out

‘ ’ Welcome pureuser logged In as array_admin to cspg-rp-2
PURESTORAGE g
DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES
~ Hosts B - o= VM-Host-iSCSI-01 | ;'ruvismned :rutal Reduction -Daza Reduction =
» Used
N

E= Production
= [ Volumes I Snapshots
== VM-Host-FC-01 o o

o= VM-Host-FC-02

I [PV YN Host Ports (1) Protection (0)  Detalls (0)

= VM-HostiSCS§1-02

oof0 =

Caoc voures

Disconnect Yolumes

No volumes have been connected.

Download CSV

6. From the drop-down list, select Connect Volumes, and a pop-up will appear.
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Connect Volumes to Host = VM-Host-iSCSI-01 %

Existing Volumes Create New Volume Selected Volumes
1 selected Clear All
v 9 VM-Host-ISCSI1-01 g VM-Host-ISCSI-01 106G @
9 Vh-Host-ISCEI-02
& Production
test
VM-Host-FC-01
9 VM-Host-FC-02

S VM-Swap

| Cancel ‘ﬁ

7. Select the volume that has been provisioned for the host, click the + next to the volume and select Con-
firm to proceed.

8. Repeat the steps for connecting volumes for each of the host/volume pairs configured.

Host Groups

The Host entries allow for the individual boot LUNs to associate to each ESXi host, but the shared volumes to
use as VM datastores need Host Groups to have those volumes shared amongst multiple hosts.

To create a Host Group in the Pure Storage Web Portal, complete the following steps:

1. Select the STORAGE tab and click the + box next to Hosts appearing in the left side column.

Help | Terms | Log Out
Welcome pureuser

O PURESTORAGE

DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES Search Hosts and Volumes QI

~ Hosts + VCveals Host ;)wé! :qm Reductior w':u:c Reduction m
| Create Host Group
| Used Total
0 /23007
o= VM-Host-FC-01 = -
Volumes i Snapshots Shared Space System Empty Space
o= VM-Host-FC-02 Bo 0 i 0 oo 23.00T
I Hosts @)
120f2 =
NAME HOST GROUP INTERFACE #VOLUMES  PROVISIONED VOLUMES REDUCTION
o= VM-Host-FC-01 FC 1 10006 0.00
o= VM-Host-FC-02 FC 1 10006 000

2. Select the Create Host Group option and provide a name for the Host Group to be used by the ESXi
cluster.
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Create Host Group

Name: | Production

Create Multiple... Cancel m

3. With Hosts still selected within the STORAGE tab, click the gear icon pull-down within the Hosts tab of
the Host Group created, and select Add Hosts.

Help | Terms Log Out

o PURESTORAGE Welcome pureuser

DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES Search Hosts and Volumes Q

~ Hosts 1 = ’; Production ;I‘N)\UIEJ :f-;ldl Reduction -Dd'a Reduction

o
#= Production .
sones [ svsras
= VI-Host-FC-01 Ko 0
o= Vi-Host-FC-02 I

I Hosts (0) Connected Volumes (0} Protection (0)

No hosts have been added.

4. Select the check box next to each host, and click Confirm to add them to the Host Group.

Add Hosts to Host Group £ Production

Existing Hosts Create New Host Selected Hosts
v 2 selected Clear All
v o= VM-HostHSCSI-01 o= VM-Host-SCSI-01 Q

v| o= VM-Host-ISC5I-02 o= VM-Host-ISC5I-02 Q

| Cancel |m

Infrastructure Datastore

Tenant VM datastores can be created through the Pure vSphere Web Plugin, but if vCenter is to be installed

within the FlashStack, a base infrastructure datastore will need to be created through the Pure Web Console
before installation of the vCenter Appliance.

To create a datastore and associate it to the hosts that will be created, perform the following steps:
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1. Select the + icon next to the Volumes section of the Storage tab to create an Infrastructure volume.

Help | Terms | Log Out

o PURESTORAGE Welgome pureuser logged In as aray_sdmin to cspg-Ttp-2

Provisioned Total Reduction

~ Hosts | ;507" 00101 46.6t0 1

0% fun

Used Total
2183G/23.00T

Volumes Snapshots Shared Space i System Empty Space
308.29 M 383G 17.711G 0 2298T

Create Volume

HOST GROUP INTERFACE # VOLUMES PROVISIONED VOLUMES REDUCTION
Name: ‘ Infrastructure ‘ Production FC 5 3997 304.80 M 56011 -
Provisioned Size: | 1 ‘ (&) Pradution FC 5 398T 30491 M 560101 o

Production iscs 5 399T 27025 M 857101 wen

oo Ao . e e

557t01 «en

2. Specify an appropriate Name, set the Provisioned Size desired, and click Create.

3. Select the newly created volume from within the Volumes section and click the menu selection bar on
the far right within the Connected Host Groups sub-tab.

Help | Terms | Log Out
Welcome pureuser logged In as aray_admin to cspg-rtp-2
(‘ PURESTORAGE
DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES Search Hosts and Volumes Q
» Hosts = (=] Infrastructure | ;P::l:laned Tmal Reduction ?ata Reduction =
~ Volumes ‘ ) Lesc
E Volumes I Snapshots
0 o

i@ Prod-FC-1 Connected Hosts (0) [eGLSCELERYISSN (M Snapshots (0)  Protsction (0)  Detalls

& Prod-FC-2

& Prod-sCSI 00f0 E]

=] = —
& Prod-ISCSl-2 No host groups have been connected. Connect Host Groups

=)

& Production Disconnect Host Groups

& VM-Host-FC-01
& VM-Host-FC-02
& VM-HostiSCSI01

& VM-HostiSCSI-02

4. Click the Connect Host Groups option from the drop-down list.
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Connect Host Groups to Volume & Infrastructure

Existing Host Groups Create New Host Group Selected Host Groups

S 1-1 of 1 1 selected Clear Al

= — N
v| 2= Production &= Production [x]

LUN: | automatic

5. Select the Host Group previously created and select Confirm to add the volume to the Host Group.
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vSphere Deployment

ESXi Installation

This section provides detailed instructions to install VMware ESXi 6.5 Ul in a FlashStack environment. After
the procedures are completed, the iISCSI SAN booted ESXi hosts will be configured.

Figure 27 vSphere Deployment Workflow

»
—»

Several methods exist for installing ESXi in a VMware environment. These procedures focus on how to use
the built-in keyboard, video, mouse (KVM) console and virtual media features in Cisco UCS Manager to map
remote installation media to individual servers and connect to their boot logical unit numbers (LUNS).

Download Cisco Custom Image for ESXi 6.5 U1

The VMware Cisco Custom Image will be needed for use during installation by manual access to the UCS
KVM vMedia, or through a vMedia Policy covered in a previous subsection. If the Cisco Custom Image was
not downloaded during the vMedia Policy setup, download it now by completing the following steps:

1. Click the following link: VMware vSphere Hypervisor Cisco Custom Image (ESXi) 6.5 U1.

2. You will need a user id and password on vmware.com to download this software.

3. Download the .iso file.
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Log in to Cisco UCS 6332-16UP Fabric Interconnect

The IP KVM enables the administrator to begin the installation of the operating system (OS) through remote
media. It is necessary to log in to the UCS environment to run the IP KVM.

To log in to the Cisco UCS environment, complete the following steps:

1. Open a web browser to https:// <<var_ucs_mgmt_vip>>
2. Select the Launch UCS Manager Section in the HTML section to pull up the UCSM HTML5 GUI.
3. Enter admin for the Username, and provide the password used during setup.

4. Within the UCSM select Servers -> Service Profiles, and pick the first host provisioned as VvM-Host-
i8CSI-01.

5. Click the KVM Console option within Actions, and accept the KVM server certificate in the new window
or browser tab that is spawned for the KVM session.

6. Click the link within the new window or browser tab to load the KVM client application.

Set Up VMware ESXi Installation

# Skip this step if you are using vMedia policies. 1SO file will already be connected to KVM.

To prepare the server for the OS installation, complete the following steps on each ESXi host:

1. Inthe KVM window, click Virtual Media icon @ in the upper right of the screen.
2. Click Activate Virtual Devices.

3. Click Virtual Media again and select Map CD/DVD.

4. Browse to the ESXi installer ISO image file and click Open.

5. Click Map Device.

6. Click the KVM tab to monitor the server boot.

7. Boot the server by selecting Boot Server and clicking OK, then click OK again.

Install ESXi
To install VMware ESXi to the iSCSI bootable LUN of the hosts, complete the following steps on each host:

1. Onreboot, the machine detects the presence of the ESXi installation media. Select the ESXi installer
from the boot menu that is displayed.

2. After the installer is finished loading, press Enter to continue with the installation.
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3. Read and accept the end-user license agreement (EULA). Press F11 to accept and continue.

4. Select the LUN that was previously set up as the installation disk for ESXi and press Enter to continue
with the installation.

5. Select the appropriate keyboard layout and press Enter.

6. Enter and confirm the root password and press Enter.

7. The installer issues a warning that the selected disk will be repartitioned. Press F11 to continue with the
installation.

8. After the installation is complete, if using locally mapped Virtual Media, click the Virtual Media tab and
clear the v mark next to the ESXi installation media. Click Yes.

# The ESXi installation image must be unmapped to make sure that the server reboots into ESXi and not into the install-

er. If using a vMedia Policy, this will be unnecessary as the vMedia will appear after the installed OS.

9. From the KVM window, press Enter to reboot the server.

10. Repeat these steps for each additional host provisioned.

Set Up Management Networking for ESXi Hosts

Adding a management network for each VMware host is necessary for managing the host. To add a
management network for the VMware hosts, complete the following steps on each ESXi host:

To configure the ESXi host with access to the management network, complete the following steps:

1.

2.

9.

After the server has finished rebooting, press F2 to customize the system.
Log in as root, enter the corresponding password, and press Enter to log in.
Select the Configure the Management Network option and press Enter.

Select Network Adapters option leave vmnicO selected, arrow down to vmnicl and press space to se-
lect vmnicl as well and press Enter.

Select the VLAN (Optional) option and press Enter.

Enter the <<var_ ib mgmt vlan_ id>> and press Enter.

From the Configure Management Network menu, select IPv4 Configuration and press Enter.
Select the Set Static IP Address and Network Configuration option by using the space bar.

Enter <<var vm host iscsi 01 ip>> for the IPv4 Address for managing the first ESXi host.

10. Enter <<var ib mgmt vlan netmask length>> for the Subnet Mask for the first ESXi host.
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11. Enter <<var ib mgmt gateway>> for the Default Gateway for the first ESXi host.
12. Press Enter to accept the changes to the IPv4 configuration.

13. Select the DNS Configuration option and press Enter.

# Because the IP address is assigned manually, the DNS information must also be entered manually.

14. Enter the IP address of <<var nameserver ip>> for the Primary DNS Server.
15. Optional: Enter the IP address of the Secondary DNS Server.

16. Enter the fully qualified domain name (FQDN) for the first ESXi host.

17. Press Enter to accept the changes to the DNS configuration.

18. Select the IPv6 Configuration option and press Enter.

19. Using the spacebar, select Disable IPv6 (restart required) and press Enter.

20. Press Esc to exit the Configure Management Network submenu.

21. Press Y to confirm the changes and return to the main menu.

22. The ESXi host reboots. After reboot, press F2 and log back in as root.

23. Select Test Management Network to verify that the management network is set up correctly and press
Enter.

24. Press Enter to run the test.
25. Press Enter to exit the window, and press Esc to log out of the VMware console.

26. Repeat these steps for additional hosts provisioned, using appropriate values.

Set Up iSCSI adapters

The iISCSI adapters can be configured through slightly differing steps if hosts are added into an existing
vCenter server, but if a vCenter is to reside within the FlashStack, the initial iISCSI adapter configuration will
need to occur through direct configuration of the first ESXi host with the vSphere Web Client. To set up the
adapters, complete the following steps.

1. Connect to the first ESXi host with a web browser.
2. Login with the root User name and provide the password set during the ESXi install.
3. Click the Network option within the left side Navigator window and select the Virtual switches tab within

Networking.
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4. Right-click the iScsiBootvSwitch, selecting Edit settings.

5. Change the MTU to 9000.

2/ Edit standard virtual switch - iScsiBootv Switch

&, Add uplink

MTU | 9000 ﬂ

Uplink 1 wmnict - Up, 40000 mbps hd
v Link discovery Clickto expand
v Security Clickto expand
} NIC teaming Clickto expand
¥ Traffic shaping Clickto expand

Save || Cancal
L

6. Click Save to apply changes.

7. Select the VMkernel NICs tab, right-click vmk1, (which should be the A side iISCSI adapter that was cre-
ated at install time), and select Edit settings.

8. Change the MTU to 9000 and adjust the IPv4 Address to be an IP outside of the UCS iSCSI-A IP Pool.

7 Edit settings - vmk1

Port group iScsiBootPG v
MTU a000 =
IP version 1Pvd only v

= |Pv4 settings

Configuration T DHCP  Static

Address . 192.168.101.23

Subnet mask l?!—'\F\ 255.255.0
TCPIP stack Default TCPAP stack -
Senvices

™ wiation I Provisioning I Fault tolerance logging

r Management - Replication I NFC replication

Save Cancel

9. Click Save.

10. Select the Virtual switches tab, and click on the Add standard virtual switch option.
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11. Set the vSwitch Name to iScsiBootvSwitch-B, increase the MTU to 9000, and select vmnic7 for Uplink 1.

(== Add standard virtual switch - iScsiBootvSwitch-B

58 Add uplink

vSwitch Name [iscsiBoonswitcn-8

MTU | 9000 =

Uplink 1 vmnic? - Up, 40000 mbps v
¥ Link discovery Click o expand
» Security Clickto expand

Add Cancel
4

12. Click the Add button to create the vSwitch.
13. Click the VMkernel NICs tab within Networking, and select the Add VMkernel NIC option.
14. Provide the following settings for the new VMkernel NIC:

a. Leave the Port group as New port group
b. Enter iScsiBootPG-B for the New port group name

Select iScsiBootvSwitch-B as the Virtual switch

o o

Leave VLAN ID as O

e. Adjust MTU to 9000

f. Leave IP version at IP version as IPv4 only

g. Select static for the IPv4 settings

Enter an appropriate address on the iSCSI B network that is not in the UCS iSCSI-B IP Pool.

i. Leave TCP/IP stack and Services unchanged.
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i Add VMkernel NIC
Fort group New port group v
Mew port group 1Scs|BootPG-B
Wirtual switch iScsciBootvSwitch-B v
VLAN 1D =
MTU (9000 =
IP version IPvé only v
* |Pv4 settings
Configuration " DHCP * Static
Address 192.168.102.23
Subnet mask 255.255.255.0
TCRAP stack Default TCPIIP stack v
Services " wMotion I Provisioning ™ Faulttolerance logging
r Management r Replication T nFC replication
| Create Cancel
- T a

15. Click Create to add the VMkernel NIC.
16. Repeat these steps on each additional ESXi hosts created.

Setup iSCSI Multipathing
To setup the iISCSI multipathing on the ESXi hosts complete the following steps:

1. From the vSphere Web Client connected to the host, select Storage from within the Navigator options.

2. Click the Adapters tab within Storage, select the iSCSI Software Adapter, and click the Configure iSCSI

option.
vmware EsXi 100l@10.1.16423 v | Help~ |
“TZ Navigator * || 3 esxi-3.cisco.com - Storage |
~ [ Host Datastores Adapters Devices
Manage
Monitor Configure iSCSI ¥ Rescan | C Refresh | ¥ Actions Q Search
5 Virtual Machines Name ~  Model v | Status ~ | Driver ~
£ Storage ¥ vmhba0 Lewisburg SATA AHCI Controller Unknown vmw_ahci _‘.I
» € Networking ¥ vmhba1 IMegaRAID SAS Invader Controller Unknown Isi_mr3
E vmhbat4 iSCSI Software Adapter Online iscsi_vmk ;l
3items
4

‘ vmhbaé4 i
[ Mode! iSCSI Software Adapter
I

‘ Driver iscsi_vmk
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3. Click Add dynamic target and enter the IP for the first FlashArray iSCSI adapter(ctO.eth8).

& Configure iSCSI - vimhba64

iSCSl enabled " Disabled ® Enabled

» Mame & alias iqn.1992-08. com.ciscoucs-host1

» CHAF authentication

Do not use CHAP v
N -
Mutual CHAP authentication Do nol use CHAP -
F Advanced settings Click to expand

Metwork port bindings @ Add port binding

WMkernel MIC ~ | Portgroup ~ | |Pvd address w

Mo port bindings

Statictargets &3 Add static target Q
Target ~ Address ~  Port w
iqn.2010-06.com.purestorage:flasharray491a50ecch3c03s 192.168.101.42 3260
Dynamictargets &3 add dynamictarget B8} Remove dynamictarget ' Edit seftings Q
Address ~ | Port w
192 168 1D1.41| 3260
Save configuration Cancel

4. Repeat the previous step for each additional iISCSI adapter (ctO.eth9, ctl.eth8, ctl.eth9).
5. Click Save configuration.
6. Select the Devices tab within Storage, and click on the Rescan option.

7. Repeat these steps on each additional ESXi host created.

vCenter Installation (optional)

The vCenter Installation steps are optional if using a pre-existing vCenter that sits somewhere else in the
data center. These steps will cover the installation of the vCenter Appliance to the first host after the
addition of the Infrastructure datastore to the first ESXi host. Begin this optional installation with the
following steps:

1. Connect to the first ESXi host with a web browser.
2. Login with the root User name and provide the password set during the ESXi install.

3. Right-click the Storage option within the left side Navigator window, and select New Datastore from the
drop-down list.
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vmware ESXi 001@10.1.16423 ~ | Help ~ | (Gt
‘ T+ Navigator | [ esxi-3.cisco.com - Storage
~ [ Host Datastores Adapters Devices
Manage
Tar 9 New datastore | g RegisteravM (g Datastore browser | ' Refresh | (@ search
%) Virtual Machines Name ~ | Drive Type ~ | Capacity ~ | Provisioned ~ Free ~ Type ~  Thin provisio... ~ | Access v
= Storage [ EA datastored ssD 25G8 597 1B 1.92 GB VMFSS Supported Single
» @ Networkil B _Storage

1items
& New dalaslore #

(& Browlcreate a new datastore

£ Register a Vil

& Configure iSCsI
. L]

4. Leave Create new VMFS datastore selected from the New datastore dialogue window for Select creation
type, and click Next.
5. The previously provisioned Infrastructure volume should show up as available within the Select device
section, enter Infrastructure for the datastore Name and click Next.
6. Leave Use full disk selected within the first pulldown within Select partitioning options, and change the
second pull-down from VMFS 5 to VMFS 6.
7. Review the options shown for Ready to complete, and click Finish to provision the datastore.
'ﬁ If not previously downloaded, the vCenter Server Appliance ISO can be downloaded from
https://my.vmware.com/group/vmware/details?productld=614&downloadGroup=YC65U1G
8. Click Networking within the Navigator window, and select the Port groups tab.
vmware EsXi 001@101.16423 ~ | Heip~ | (&
3 Nawigator | £4 esw3.cisco.com - Networking
~ [ Host Port groups Virtual switches Physical NICs VMkemel NICs TCPAP stacks Firewall rules
Manage
Monitor €3 2ad port group C Refresh Q
2 Virtwal Machines MName v Active ports v VLANIDD v Type ~  vSwitch v Wis
» 3 Storage - Qw 0 0 Standard port group =) 0
m Q 2 1 1ns Standard port group &8 vSwatch NIA
<} 1 0 Stangard port group = f NA
Q 1 0 Standard port group &8 iScsciB tch-B NiA
9. Right-click the VM Network and select the Edit settings option from the drop-down list.
10. Adjust the VLAN ID from 0 to 115 and click Save.
11. Mount the ISO for the vCenter Server Appliance to the system you have the vSphere Web Client connec-
tion to the first ESXi host on.
12. With the ISO mounted, open up the installer.exe from the vcsa-ui-installer\win32 folder within the drive
the ISO is mounted to.
13. Click the Install option from the Installer window.
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() vCenter Server Apphance Tnstaler w = mEE
 Installer
vm vCenter Server Appliance 6.5 Installer @English

Install
nstall a new vCenter Server Appliance or Platform Services Controller Appliance

Upgrade

Upgrade an existing vCenter Server Appliance

Migrate

Migrate from an existing vCenter Server for Windows to a vCenter Server Appliance

Restore

Restore from a previously created vCenter Server Appliance backup

® O © 6

14. Click Next through the Introduction.
15. Select the | accept the terms of the license agreement check box, and click Next.

16. Leave vCenter Server with an Embedded Platform Services Controller selected and click Next.

'ﬁ An External Platform Services Controller can be used to scale to multiple vCenters, but is not covered in this document.

17. Specify the IP for the first ESXi host and provide the username and password.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Appliance deployment target
Specify the appliance deployment target settings. The target is the ESXi host or vCenter Server instance on which the
appliance will be deployed

+ 1 Introduction

+ 2 End user license agreement

< BT ESXi host or vCenter Server name 10.1.164.23
4 Appliance deployment target HTTPS port 443
User name root
o Password ~ aesesee

Back Next Cancel

18. Click Next and click Yes to acknowledge the Certificate Warning.

19. Adjust the VM name if desired, and provide an appropriate root password for the appliance in the Set up
appliance VM screen. Click Next.
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20. Adjust the Deployment size as necessary in the Select deployment size screen and click Next.
21. Select the previously provisioned Infrastructure datastore for the vCenter and click Next.

22. Specify the System name and appropriate IP information for the vCenter.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Configure network settings

1 Introduction
v Configure network settings for this vCenter Server with an Embedded Platform Services Controller,

+ 2 End user license agreement

Network VM Network v | (i
+ 3 Selectdeployment type
IP version IPvd v
+ 4 Appliance deployment target
IP assignment static_ v
+ 5 Setup appliance VM
+ 6 Select deployment size System name ve.flashstack cisco.com i
+ T Selectdatasiore IP address 10.1.164.100
8 Configure network setfings
Subnet mask or prefix length 255.255.255.0 U
Default gateway 10.1.164.254
DNS servers 10.1.164.9

Back Next Cancel

23. Click Next.

24. Verify the installation summary in the final screen.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Ready to complete stage 1

1 Introduction
v Review your settings before starling the appliance deployment
+ 2 End user license agreement
Deployment Details
+ 3 Selectdeploymenttype Target ESXi host 10.1.164.23
VM name VMware vCenter Server Appliance
+ 4 Appliance deploymenttarget
Deployment type vCenter Server with an Embedded Platform Services Controller
v 5 Setup appliance VM Deployment size Tiny
+ 6 Selectdeployment size Datastore Details
Datastore, Disk mode Infrasiructure, thick

+ T Selectdatasiore
Network Details

+ 8 Configure network settings Network WM Network

IP settings 1Pvd | static
9 Ready mplete stage 1

IP address 10.1.164.100
System name ve flashstack. cis
Subnet mask or prefix length 255.255.255.0
Default gateway 10.1.164.254
DNS servers 10.1.1649

Back Finish Cancel

25. Click Finish to start the deployment.
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Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

0 You have successfully deployed the vCenter Server with an Embedded
Platform Services Controller.

Deployment complete

To proceed with stage 2 of the deployment process, appliance setup, click Continue
f you exit, you can continu ppliance setup at any time by logging in to the vCenter Server Appliance
Management Interface https/ive flashstack.cisco.com:5480/

Continue Close

26. After the deployment, click Continue to being the stage 2 of the install.

27. Click Next past the Introduction screen of the Stage 2 dialogue.

28. Specify appropriate IB Mgmt NTP server(s) within the Appliance configuration dialogue, optionally enable
SSH to the appliance, and click Next.

Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

v 1 Rkeduction Appliance configuration
2 Appliance configuration Time synchronization mode Synchronize time with NTP servers v
NTP servers (comma-separated list) 10.1.164 254
88H access Enabled v

Back Next Cancel

29. Specify a Single Sign-On domain name, confirm a valid password for the Single Sign-On user in the next
screen, and set the Site name.
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Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

v 1 Introduction SS0 configuration

Single Sign-On domain name
+ 2 Applianca configuration Single Sign-On domain name vsphere.local

- Single Sign-On user name administrator
3 S0 configuration

Single Sign-On password

Confirm password

Site name FlashStack

o In vCenter 6 5, joining a vCenter with embedded PSC to an external PSC is not supported. For more information on
recomr opologies, refer to the vCenter Server documentation

Back Next Cancel

30. Click Next.

31. Choose to opt in, or opt out of VMware’s Customer Experience Improvement Program, and click Next.

32. Verify the Stage 2 installation specifications.

Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

Ready to complete

+ 1 Introduction . .
Review your settings before finishing the wizard.

+ 2 Appliance configuration

Network Details =
+ 3 SSOconfiguration Network configuration Assign static IP address

IP version IPv4
+ 4 Configure CEIP

Hostname vc flashstack.cisco.com
+ 5 Ready to complete IP Address 10.1.164.100

Subnetmask 2552552550

Gateway 10.1.16425
DNS servers 10.1.164.9

Appliance Details

Time synchronization mode Synchronize time with NTP servers

NTP Server 10.1.164.254

SS5H access Enabled

$50 Details

Domain name vsphere local

Site name FlashStack

User name administrator -
Back Finish Cancel

33. Click Finish to install.

Create FlashStack Datacenter

If a new Datacenter is needed for the FlashStack, complete the following steps on the vCenter:

1. Connect to the vSphere Web Client for the vCenter and click Hosts and Clusters from the left side Navi-
gator window, or the Hosts and Clusters icon from the Home center window.

223



vSphere Deployment

vmware* vSphere Web Client A=

O | Administrator@VSPHERE LOCAL ~

(IEC RN o search

|| # Work In Progress

X | G} Home
{ Back Home |
[aone  |[CEEE
) Hosts and Clusters >
N =l ]
[ Vs ana Templates > i 51 E ) 5 =
B storage > Hosts and Wis and Storage Nebworking Content Global
€ Networing > Clusters Templates Lioraries Inventory Lists
[& Content Libraries >
Operations and Policies
[ Global Inventory Lists >
[ Policies and Profilss > @ E j.l \w_‘ @; B
@ Update Manager > — — —
EwntConsole  WMSiorage  Customization Update HostProfiles
£ Adminisiration > olicies Specification Manager
o] Tasks
] Tee Administation
[ Events.
& Tags & Custom Atributes e?\ & '2 IHIB ] 'E Al e
\ All (D) New (0)  Acknow!

& New Search > Roles System Licensing Gustomer \Realize
H sawed Searches Configuration Experience Operatons

Improvement Manager

Piug-ins for installation
o) o
it Choet Raalive )
@ Watch How-to Videos

vmware' vSphere Web Client  #=

O | Adminisrator@VSPHERELOCAL ~ | Hep ~ | (CYEEEE

Navigator X [ pure-vc-65.earthquakes.cisco.com

| fq £3 %@ /& | @hActions -

2 8 9

4 Back ljﬁemng started | Summary Montor Configwe Permissions Datacenters Hosts & Clusters VMs Datastores Networks  Linked vCenter Server Systems  Extensions _ Update Manager

{21 pure-vc-65.carthquake e

o New Datacenter..

#3 New Folder.

@ Deploy OVF Template
Export System Logs

[Eg Assign License.

Settings
vCenter HA Settings

Tags & Custom Attributes ’

Add Permission.
Alarms »

Update Manager »

(5 Actions - pure-vc-65 earthquakes.cisco.com ost

Add Virtual Machine

fr. The

jects .
You N

e
2nters to

Explore Further

To get starfed click Create Datacenter

fly Create Datacenter

Leam more about folders
Leam about datacenters

Complete setup

3. From the New Datacenter pop-up dialogue enter in a Datacenter name and click OK.

New Datacenter

'y
7) »

Datacenter name: |Flash5ta|:kvACI

Location:

(& w.flashstack.cisco.com

ssaiBoud Ul (0) 5

[ 0K ][ Cancel J

Add the VMware ESXi Hosts Using the VMware vSphere Web Client

To add the VMware ESXi Hosts using the VMware vSphere Web Client, complete the following steps:

1. From the Hosts and Clusters tab, right-click the new or existing Datacenter within the Navigation win-
dow, and select New Cluster... from the drop-down list.
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vmware* vSphere Web Client fi=

U | Administrator@VSPHERE LOCAL » | Help ~

| Navigator X | [ FlashStack-AC | ﬁi‘@}s}; 5 | {ghActions ~ =
Lsfﬁ J Getting Started [ Summary Monitor Configure Permissions Hosts & Clusters VMs  Datastores  Networks  Update Manager

| 4 7@ Ei (%]
~ [l vc flshisiack ceaco.com Create Da nter o Add Host Add Virtual Machine Complete setup

s FlashStagiedie -
[Bq Actions - FiashStack-ACI

ﬂ Add Host er that uses virtualization

New Foider » ahosttothe inventory

Distributed Switch » [ Anaveontofa woemer Virtual Machines
New Virtual Machine

#8] New vApp from Library

%9 Deploy OVF Template

» Cluster
fter running ESX or ESX i~
1thave ESXor ESXi (
Mware Web site for :

> his product.

Storage
must know the credentials

® account (typically

ot) and the location of the :

k .k\ Datacenter
Move To. vCenter Server

Edit Default VM Compatibifity.

£2 Migrate VMs to Another Network

Rename.
Tags & Custom Attributes »

Add Permission.

Alarms » o
X Delete r Server setup, click Add a host. ERreEuTEes
All vCenter Orchestrator plugin Actions  » Leam more about datacenters
Update Manager Leamn how to create datacenters
Leam about hosts
Leam about clusters
Leam about folders

2. Enter a name for the new cluster, select the DRS and HA check mark boxes, leaving all other options
with defaults.

%J New Cluster

Name |Proouctisn
Location FlashStack-AC|
~ DRS [ Tum ON
Automation Level
Fullyautomated | ~
Migration Threshold Consenvative ———"——— Aggressive
~ vSphers HA [w] Turn ON

Host Monitoring

[w] Enable nost monitoring

Admission Control [#] Enable admission control

- WM Monitoring

VM Monitoring Siatus | Disabled | S ]

Overrides for individual WWs can be set from the WM
Cverndes page from Manage Settings area.

» EVC [ Disable [+

VSAN [[] Tum ON

Admission control may need to be disabled when creating a smaller cluster. Adjust these settings as appropriate to
your failover and capacity expectations.

3. Click OK to create the cluster.
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4. Right-click the newly created cluster and select the Add Host... drop-down list.

vmware* vSphere Web Client = O | Administrator@VSPHERE LOCAL ~ | Help
Navigator X | [P production | ] [B %8 B | ghactions v =
i Back Getting Started | Summary Monitor Configwe Permissions Hosts VMs Datastores Networks  Update Manager

Whatis a Cluster?

Acluster is a group of hosts. When you add a
hostto a cluster, the hosts resources
Acluster's resources. The
resources of all hosts

a ve Hosts into Cluster. Cluster
MSphere High Availability Q
New Virtual Machine » Stributed Resource &)
New vApp » 10 the VSAN solutions

% New Resource Pool

7~

Restore Resource Pool Tree.

Storage »

Host Profiles »

Eg Assign License

| Settings Explore Further |
Move To. Leam more about clusters
Rename. ¥ Leam more about resource pools
Tags & Custom Attributes »

Add Permission
Alarms »

r Orchestrator plugin Actions »

Jpdate Manager »

5. Enter the IP or FQDN of the first ESXi host and click Next.

% Add Host 7L »
Enter the name or IP address of the host to add to vCenter Server.
2 Connecfion setlings Host name or IP address: I’ji 164 2‘\ I
J Hostsummary Lecation E’ Production
Type - O

Next Cancel

6. Enter root for the User Name, provide the password set during initial setup, and click Next.
7. Click Yes in the Security Alert pop-up to confirm the host’s certificate.
8. Click Next past the Host summary dialogue.

9. Provide a license by clicking the green + icon under the License title, select an existing license, or skip
past the Assign license dialogue by clicking Next.

10. Leave lockdown mode Disabled within the Lockdown mode dialogue window and click Next.

11. Skip past the Resource pool dialogue by clicking Next.
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12. Confirm the Summary dialogue and add the ESXi host to the cluster by clicking Next.

1 Name and location Name 10.1.164.23
v 2 Connection settings Wersion ViMware ESXi 6.5.0 build-5969303
" 3 Hostsummary License Ewaluation License
v 4 Assign license Networks WM Network
v 5 Lockdown mode s datastore1 (2)
BEE Infrastructure
" G Resource pool
Lockdown mode Disabled

Ll 7 Readyto complete

Resources destination Production

Back Next Finish | | Cancel

13. Repeat these steps for each ESXi host to be added to the cluster.

14. Secondary hosts will need to rescan for storage to make the Infrastructure datastore accessible to them.
This can be performed from the Configure tab of the host view, selecting Storage Adapters within the
Storage category.

[ Scan for new Storage Devices

Rescan all host bus adapters for new storage devices.
Rescanning all adapters can be slow.

[V Scan for new VMFS Volumes

Rescan all known storage devices for new VMFS volumes that have been added
since the last scan. Rescanning known storage for new file systems is faster than
rescanning for new storage.
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15. Click OK to scan and recognize the VMFS volume holding the Infrastructure datastore.

Configure Virtual Networking

The virtual network deployment scenario sets up one dedicated infrastructure vDS with management and
vMotion traffic, two dedicated vSwitches for the respective A and B iSCSI networks that have already been

set up on the local ESXi configuration, and one APIC implemented application vDS that can be dynamically
configured with tenant needs.

'ﬂ This specific layout of the virtual networking is not required within FlashStack, but care should be taken when deviating
from these steps to not impact functionality.

FlashStack Infrastructure vDS

To configure the first VMware vDS, complete the following steps:

1. Connect to the vSphere Web Client and click Networking from the left side Navigator window, or the
Networking icon from the Home center window.

2. Right-click the FlashStack-ACI datacenter and select Distributed Switch > New Distributed Switch.

vmware: vSphere Web Client  f= U | Adminiswator@VSPHERELOCAL ~ | Hep - | (EN GG

Navigator X [nFlashStack-ACl | T 9J &3 &= 9 | {ShActons ~ =" # Work In Progress ) §

4 Back

g @ 8 a

~ (G ve flashstack.cisco.com

Getting Started | Summary  Monitor Configure Permissions Hosts & Clusters  VMs  Datastores  Networks  Update Manager

7 Add Host Add Virtual Machine Complete setup
[P Actions - FlashStack-AC
0 Aca Host luter that uses vinualization

% New Ciuster 8 ESX0r ESX, to un virtual
New Folder » 19:a hostto the inventory

New Virtual Machine

#8) New vApp from Library
¥ Deploy OVF Template..

Storage

Ju must know the credentials

Edit Default VM Compatibility. itive account (typically
foot) and the location ofthe
Migrate VMs to Another Network...
&2 Mg - : ork Datacenter
Move To
Rename.
Tags & Custom Altributes »
3 Alarms X x
Add Permission..
Alarms » Al (0) New (D)  Acknowl
Explore Further
3 Delete enter Server setup, click Add a host.
Leam more about datacenters
All vCenter Orchestrator plugin Actions »
it Leam how to create datacenters
Update Manager 30
T Sluster Leam about hosts
Leam about clusters
Leam about folders

3. Give the Distributed Switch a descriptive name, Infra-DSwitch in our example, and click Next.

4. Make sure Distributed switch: 6.5.0 is selected and click Next.
5. Leave the Number of uplinks at 4. If VMware Network 1/0 Control is to be used for Quality of Service,
leave Network I/0 Control Enabled. Otherwise, Disable Network 1/0 Control. Enter IB-Mgmt for the

name of the default Port group to be created. Click Next.

6. Review the information and click Finish to complete creating the vDS.
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£ New Distributed Switch N
+ 1 Name and location Readyto complete
Review your setiings selections before finishing the wizard.
W 2 Selectversion
+~" 3 Editsettings Name: Infra-DSwitch
Bl 4 Readyto complete Version: 650
Number of uplinks: 4
Network I/C Control: Enabled
Default port group: 1B-Mgmt
Suggested next actions
% New Distributed Port Group
ﬂ?g Add and Manage Hosts
@ These actions will be avallable in the Actions menu of the new distributed switch.
Back Next Finish Cancel

7. Right-click the newly created vDS on the left, and select Settings -> Edit Settings...

vmware* vSphere Web Client

e

x|

L

GaInfraDSwitch | 2, & [ £ c» | {ghActons v

U | Administrator@VSPHERE LOCAL ~

| Help ~

| # Work In Progress.

@

v [Iy FlashStack-ACI

Gemnqstanedlsummary Monitor Configure Permissions Ports Hosts VMs  Networks

8 ea]|

(3 ve flashstack cisco.com

| & Actions - Infra-DSwitch

Distributed Port Group

[ Acd and Manage Hosts
42 Migrate VMs to Another Network

Upgrade

Move To.
Rename
Tags & Custom Attributes

Alarms

Delete

Whatis a Distiibuted Switch?

Adistributed switch acts as a single virtual
switch across all associated hosts. This

chines to maintain
¥k configuration as they
josts.

I networking configuration
parts, The first part takes

Edit Private VLAN
Edit NetFlow.
Edit Health Check.

Export Configuration
Restore Configuration

wirtual machine NIC

configuration or by migrating virtual machine
networking from the distributed switch itself.

Basic Tasks Explore Further
[ Add and manage hosts Leam more about distributed
g Manage this distributed switch switches
Create a new group Leam how to set up a network with a
= Bty distributed switch

Q2 Alams X x

[ a@ New (0)  Acknow.

8. Click the Advanced option on the left side of the Edit Settings window, and adjust the MTU from 1500 to

9000.
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(& Infra-DSwitch - Edit Settings ?
General MTU (Bytes): 9000 =
o
Mutticast filtering mode: Basic hd
Discovery protocol
Type Cisco Discavery Protacol -
Operation Listen >

Administrator contact
Name:

Other details

0K Cancel

9. Click OK to save the changes.
10. On the left, expand the FlashStack ACI datacenter and the newly created vDS.
11. Right-click the IB-Mgmt Distributed Port Group, and select Edit Settings...

12. Click VLAN, changing VLAN type from None to VLAN, and enter in the appropriate VLAN number for the
IB-Mgmt network.

13. Click on the Teaming and Failover and move the Uplinks 3 & 4 to the Unused uplinks state, and move the
Uplink 2 to the Standby uplinks state.

# Movement of Uplink 2 to standby is guiding Management traffic to stay within the A side fabric contained within Uplink
1to prevent unnecessary traffic hops up into the Nexus switch to traverse between fabrics. Uplinks 3 & 4 are set as un-
used as these are the vMotion vNICs and will be used by the other Distributed Port Group in this vDS.

&% IB-Mgmt - Edit Settings 2
General Load balancing Route based on originating virtual port -
Aanced MNetwork failure detection: Link status only -
Security Notify switches: Yes -
Traffic shaping .

Failback: Yes v
VLAN
Monitoring + &
Traffic filtering and marking Active uplinks
Miscellaneous Uplin 1
Standby uplinks
Uplink 2
Unused uplinks
Uplink 2
[l Uplink 4

Select active and standby uplinks. During a failover, standby uplinks activate in the order specified above

OK Cance
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14. Click OK to save

the changes.

15. Right-click the infrastructure vDS (Infra-DSwitch), and select Distributed Port Group -> New Distributed

Port Group...

vmware* vSphere Web Client fi=

' Navigator

| @@ Infra-DSwitch | g & [ &R o | {Siactions ¥

U | AdmostmorgvsPERELOCAL - | Heb - | (CEEETID

| # Work In Progress X

4 Back
o 2 B8 |
+ (3 ve flashstack cisco.com
v [By FlashStack-ACI l

Getting

2 BNgmt | & Actions - Infra-DSwitch

& Infra-DSwi

{ Add and Manage Hosts
£2 Migrate VMs to Another Network.

Upgrade
Settings

Move To.
Rename.

Tags & Custom Attributes

Alarms

Delete

Started | Summary Monitor Configure Permissions Ports Hosts VMs  Networks

Whatis a Distributed Switch?

Adistributed switch acts as a single virtual
switch across all associated hosts. This

ito maintain

Import Distributed Port Group.
|
| & Manage Distributed Port Groups.

* fevel, where

, 2created, and hosts
Ups are added to
1e second part takes
Nhere host ports and
3 associated with

» her through individual
Jration or using host

» akes place atthe
here virtual machine
gistributed port groups

Basic Tasks
{7 Add and manage hosts
ga Manage this distributed switch
£, Create a new port group

virtual machine NIC

configuration or by migrating virtual machine
networking from the distributed switch itself.

Explore Further

Leam more about distributed
switches

Leam how to set up a network with a
distributed switch

\ All (0) New (0)  Acknowl..

16. Name the new Port Group vMotion and click Next.

17. Change the VLAN type from None to VLAN, select the VLAN ID appropriate for your vMotion traffic, and
select the Customize default policies configuration check box under the Advanced section.

2, New Distributed Port Group

()0
+ 1 Selectname and N
Setgeneral properties of the new port group
v BT
3 Configure policies (
Port binding | Static binding [+ ]
3a Security =
Port allocation: | Elastic |~ ]
@ Eiastic port groups automatically increase or decrease the number of ports as needed.
Number of ports 8 ,:,;’
B Network resource pool [ (defaulty 1+
4 Editadditional setings VLAN
5 Readyto complete VLAN type: ‘4\&»‘ ‘ = ‘
VLANID 1110 B
Advanced
[V] Customize default policies configuraton
Back Next Cancel

18. Click Next.

19. Click Next through the Security and Traffic Shaping sections.
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20. Within the Teaming and failover section, move Uplinks 1 & 2 to the Unused uplinks section, and move
Uplink 3 to the Standby uplinks section.

ﬂ Teaming for the vMotion Distributed Port Group will be a mirror of teaming on the Infrastructure Distributed Port
group. Uplinks 1 & 2 are unused because they are used by the Infrastructure Distributed Port group, and Uplink 3 will
be moved to standby to guide vMotion traffic to stay within the B side fabric contained within Uplink 4.

&, New Distributed Port Group N

Teaming and failover

+ 1 Selectname and location
Contrels load balancing, network failure detection, switches notification, failback, and uplink failover order.

~" 2 Configure setiings

3 Configure policies

Load balancing Route based on originating virtual port -
~  3a Security R

Network failure detection: Link status only =
v 3b Traffic shaping

Notify switches: Yes -

Failoack: Yes .

3d Monitoring

Failover order

+ $

Active uplinks
Uplink 4

Standby uplinks
Uplink 3

Unused uplinks
Uplink 1
Uplink 2

Select active and standby uplinks. During a failover, standby uplinks activate in the order specified above.

Back Next Cancel

21. Click Next.
22. Click Next past Monitoring, Miscellaneous, and Edit additional settings sections.

23. Review the Ready to complete section.
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%2 New Distributed Port Group 7 m

Ready 0 complet
Review the changes before proceeding.

<

1 Selectname and locafion

<

2 Configure semings

3 Configure policies Distributed port group name

3a Security
3b Traffic shaping

3¢ Teaming and failover

3d Monitoring
3e Migcallaneous

4 Edit additional settings

Finish Cancel

m
&

24. Click Finish to create the Distributed Port Group.

FlashStack Application vDS

The second VMware vDS for application use will be configured through the Cisco APIC allowing for the
required configuration to occur within the ACI fabric and the vCenter vDS with a single set of steps.

To create the Application vDS from the APIC Advanced GUI, complete the following steps:

1. Log into the APIC Advanced GUI using the admin user.

2. At the top, click Virtual Networking.

3. Inthe center pane within Quick Start, select the Create a vCenter Domain Profile option under Steps.
4. In the Create vCenter Domain window that appears, enter the vDS name as it should appear in vCenter.
5. Leave VMware vSphere Distributed Switch selected for the vSwitch.

6. Select the UCS Attachable Entity Profile.

7. For VLAN Pool, select Create VLAN Pool from the pull-down options.

8. Provide a Name for the pool to be associated to the vDS.

9. Leave the Allocation Mode set to Dynamic Allocation.

10. Click on the + icon at the right side of the Encap Blocks section.

11. Set an appropriate VLAN range.

12. Set the Allocation Mode to Dynamic Allocation.
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13. Leave the Role as External or On the wire encapsulations.

Create Ranges [7]<]
Specify the Encap Block Range
Type: VLAN
Integer Value Integer Value
Allocation Mode: JEENETITAEAleElsl) Inherit allocMode from parent Static Allocation

LW External or On the wire encapsulations  [EEUHEIGED

14. Click OK.
Create VLAN Pool (7 ]
Specify the Pool identity

Mame: | Application-VLAN-Pool B

Description: | optiona

Allocation Mode: JERTET e lelet:1] Static Allocation

o
.

Encap Blocks:

WVLAN Range Allocation Mode Rale

I [2201-2220] Dynamic Aliocation External or On the wire en...

Cancel Submit

15. Click Submit.
16. Click the + icon at the right side of the vCenter Credentials section.

17. Specify a Name for the credentials, along with the appropriate account Username and Password.

| Create vCenter Credential (2 Tx]
Specify account profile
Name: Administrator B

Description: | optiona

Username: administrator@vsphere.local 1]

Password: | =eee- @

Confirm Password: | ---

Cancel
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ﬂ The vCenter Administrator account is used in this example, but a dedicated APIC account can be created within the
vCenter using the minimum set of needed privileges as specified here:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-
x/virtualization/b ACI Virtualization Guide 3 1 1/b ACI Virtualization Guide 3 1 1 chapter oii.html#concept 49
54018D4D4943BBBB565949752BA1Fg.

18. Click OK.

Create vCenter Domain [>T

Virtual Switch Name: | FSV-Application 1]

WL TEIRSTVIGUM  VMware vSphere Distributed Switch Cisco AVS Cisco AVE

Associated Attachable Entity Profile: | FlashStack-UCS_AtEntityP M|
Delimiter: 5]
Access Mode: | Read Only Mode
Endpoint Retention Time (seconds): | 0 @ C
VLAN Poal: | Application-VLAN-Poal{dynamic) [F] |+
Security Domains:
Name Description
vCenter Credentials: ¥
Profile Name Usemame Description
I Administrator administrator@vsph..

19. Click the + icon at the right side of the vCenter section.

20. In the Add vCenter Controller window, enter a name for the vCenter. The name used in this deployment
is FSV-vCenter.

21. Enter the vCenter IP Address or Host Name.

22. For DVS Version, leave as vCenter Default.

23. Set Stats Collection to Enabled.

24. For Datacenter, enter the exact vCenter Datacenter name (FlashStack-ACI).
25. Do not select a Management EPG.

26. For vCenter Credential Name, select the vCenter credentials created in the last step (Administrator).
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Add vCenter Controller (7 Ix]
Specify controller profile

vCenter Controller

Mame: |FSV-vCenter ®
Host Name (or IP Address): | 10.1.164.100 ]
DVS Version: |vCenter Default v

Stats Collection:  Disabled
Datacenter: | FlashStack-ACI ®
Management EPG: | select an option B~
Associated Credential: | Administrator B~

«<®
27. Click OK to add the vCenter Controller.

28. In the Create vCenter Domain Window, select the MAC Pinning-Physical-NIC-load as the Port Channel
Mode.

29. Select CDP vSwitch Policy.

30. Leave the Netflow Exporter Policy unselected.

Create vCenter Domain (2 ]<]
I Specify vCenter domain users and controllers
vCenter Credentials: o+
Profile Name Usemame Description
I Administrator administrator@vsph...
vCenter: o+
Mame P Type Stats Collection
I FSV-vCenter 10.1.164.100 vCenter Enabled

Port Channel Mode: | MAC Pinning-Physical-NIC-load |~

vSwitch Policy: @ CDP © LLDP © Neither

NetFlow Exporter Policy: |select an option |+

31. Click Submit to create the vDS within the FlashStack vCenter.

32. Log into the vCenter vSphere Web Client and navigate to Networking.
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33. A distributed switch should have been added.

A=

vmware® vSphere Web Client

Navigator X | = FsvApplication | 2 8 [ #2 ca | {5yActions ~
4 Back Getting Staned| Summary | Monitor Configure Permissions Ports Hosts VMs  Networks
ﬁ EI 8 ﬁ L FSV-Application
- [[ve flashstack cisco.com Menufacturer: VM are, Inc.
i FlashStack-ACI ersion: 650

w [ FSV-Application
&= FSV-Application-DV..
£ quarantine
w & Infra-DSwitch
&IB-MQ mt
alnl’ra-DS\'.'ltch-D\fL:plln.. .

= VMaotion
34.

35.

Upgrades avaiable

—_

v Switch Details O

(-]

» Features (m]

= Notes 0| |~ Tags jm|

In the APIC GUI, select Tenants > common.

Under Tenant common, expand Application Profiles > FSV-Common-IB-Mgmt > Application EPGs >

Common-Core-Services.

36.

37.

Under the Common-Core-Services EPG, right-click Domains and select Add VMM Domain Association.

Use the pulldown to select the FSV-Application VMM Domain Profile. Select Immediate Deploy Immedi-

acy and change no other values. Click Submit to create the Common-Core-Services port group in the

vDS.

Add VMM Domain Association

Choose the VMM domain to associate

o0

VMM Domain Profile: | FSV-Application

Deploy Immediacy: On Demand
Resolution Immediacy:

Delimiter: ]

On Demand Pre-provision

Allow Micro-Segmentation: []

VLAN Mode: Static

Allow Promiscuous: |Reject w
Forged Transmits: | Reject v
MAGC Changes: |Reject w

Add ESXi hosts to the Infrastructure vDS

To add the VMware ESXi Hosts to the Infrastructure vDS, complete the following steps:

1. Log into the vSphere Web Client.

2. From the Home screen, select Networking under Inventories.
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3. Inthe left, expand the Datacenter and the VDS folder. Select the Infra-DSwitch that was created for
management and vMotion traffic.

vmware* vSphere Web Client L H

Navigator X | cinfraDswitch | 2 & [ 42 gz | {ShActons +
A Back Gefting Started | Summary | Monitor Configure  Permissions Ports  Hosts  VMs  Networks
B B 8 |ea| Infra-DSwitch
[ ve lashstack cisco.com Menufsciurer: VMwsre, Inc
« [ FlashStack-ACI Version: 650

~ [FSv-Application .
v @ FSV-Application i

B8 FSv-Application-DV.
2, quarantine

Actions - Infra-DSwitch
2 18-Mgmt =

\nra-DS Distributed Port Group » 0| | » Features o
nfra-DSy
= BN 7 d and Manage Hosis..
Vot
£ 2 Migrate VMs to Another Network ol |+ Tags o
Upgrade ro Assigned Tag Category Description
Semngs » This list is empty.
Move To.
Edit
Rename.
Tags & Gustom Attributes =
m]
Alarms yo
e
Delete § listis empty. ;
N Assign
T
Edi

4. Right-click the VDS switch and select Add and manage hosts.
5. In the Add and Manage Hosts window, make sure the option Add hosts is selected and click Next.
6. Click + to add New hosts.

7. In the Select new hosts window, select all of the relevant ESXi hosts.

Select new hosts (x)
@ Incompatible Hosts Q Filter -
Host Hosi State Cluster
¥ @ 10116423 Connected §J Production
[+ @ 10.1.164.24 Connected ) Production
il [ Fino - 2items [{5Copy~

OK Cancel

8. Click OK to complete the host selection.

9. Click Next.
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10. Leave Manage physical adapters and Manage VMkernel adapters both selected.
deployed within the FlashStack, also select Migrate virtual machine networking.

If the vCenter has been

[z Add and Manage Hosts

v 1 Selectiask
v 2 Selecthosts

3 Select network adapier tasks

Ners

6 Analyze impact
7 Migrate VM networking

2 Readyto complete

Select network adapier tasks
Select the network adapter tasks to perform

[ Manage physical adapters
Add physical network adapters to the distributed switch, assign them to uplinks, or remaove existing
ones.

[ Manage VWkemel adaptars
Add or migrate ViMkernel network adapters to this distributed switch, assign them fo distributed port
groups, configure VMkernel adapter seitings, or remove existing ones.

[/] Migrate virtual machine networking
Migrate VM network adapters by assigning them to distributed port groups on the distributad
switeh

Sample distributed switch

Manage
adapters

Manage VMEkernel
adapters

Migrate virtual machines (S NNEEOIRCROUPI

networking v Virtual Machines

& vm o

Back Next

physical

Cancel

11. Click Next.

12. Select vmnicl from the Host/Physical Network Adapters column.
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+ 1 Selecttask
+ 2 Selecthosts

+ 3 Selectnetwork adapter asks
4 Manage physical network

adaplers

Manage VMkemel network
adapters

6 Analyze impact
7 Migrate VM networking

2 Readyto complete

Add or remove physical network adapters to this distributed switch.

Bl Assign uplink o Resetchanges @ Miew settings
HostPhysical Network Adspters
~ 9 10116423

©On this switch

+ On other switches/unclaimed

@@ vmnicO vSwitchD

=8 vmnic1 -

[l vmnic2 -

B8 vmnic3 -

B8 vmnic4 =

8 vmnics -

[l vmnicE iScsiBootvSwitch

B vmnic7 iScsciBootvSwitch-B
~ g 10116424

©n this switch
~ ©On other switchesfunclaimed

[l vmnicO vSwitchD

[ vmnic1 =

B vmnic2 -

B vmnic3 =

1a InUse by Switch

Uplink

Back

Uplink Port Group

Finish

13. Click the Assign uplink option.

Uplink 1

Uplink 3
Uplink 4
(Auto-assign)

14. Select Uplink 2 and click OK.

240




vSphere Deployment

'ﬁ vmnico assignment to Uplink 1 is left out at this point to maintain connectivity to the vCenter. If the vCenter has not
been deployed to the FlashStack, vmnico assignment to Uplink 1 can occur at this time.

[7> Add and Manage Hosts

v 1 Selecttask
v 2 Selecthosts
" 3 Select network adapier tasks

= Manage VMkemel network

~ ada

6 Analyze impact

T Migrate VM networking

omplete

4 Manage physical network : :
adapiers Host/Physical Network Adapeers

Manage physical network adapters
Add or remowve physical network adapters to this distributed switch.

& Assign uplink w™ Resetchanges @ View settings
14 InUse by Switch
- “Q 10.1.164.23
» On this switch
(=8 vmnic1 (Assigned) -
~ On other switches/unclaimed
vmnicO vSwitchD
vmnic2 -
vmnic3 -
vmnic4 =
vmnics -
vmnicé iScsiBootvSwitch
vmnic7 iScsciBootvSwitch-B
~ g 101.164.24
Cn this switch
~ ©On other switches/unclaimed
vmnic vSwitch0
vmnic1 -
vmnic2 -
vmnic3 =

Uplink

Uplink 2

Back Next

Uplink Port Group

Infra-DSwitch-DVUplinkc ..

Cancel

15. Repeat this step for vmnic2-3, assigning them to uplinks 3-4 in corresponding sequence.

7> Add and Manage Hosts

v 1 Selecttask
v 2 Selecthosts
+ 3 Selectnetwork adapter tasks

= Manage VMkemel network

© ada

6 Analyze impact

VM networking

0 complete

4 Manage physical network ; .
adapiers HostPhysical Network Adapters

Manage physical network adapters
Add or remove physical network adapters to this distributed switch.

.-’\53|gn uplink w™ Resetchanges e\ﬂew seflings
14 InUse by Switch
- “Q 10.1.164.23
» On this switch
[ vmnic1 (Assigned) -
vmnic2 (Assigned) -
vmnic3 (Assigned) -
~ On other switches/unclaimed
vmnicO
vmnic4 -
vmnics -
vmnicé iScsiBootvSwitch
vmnic? iScsciBootvSwitch-B
~ g 10.1.164.24
Cn this switch

vSwitch0

~ On other switches/unclaimed
vmnicO
vmnic 1 -
vmnic2 -
vmnic3 =

vSwitchO

Uplink

Uplink 2
Uplink 3
Uplink 4

Back Next

Uplink Port Group

Infra-DSwitch-DWVUplink. ..
Infra-DSwitch-DVUplinkc ..
Infra-DSwitch-DVUplink...

Cancel
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16. Repeat these assignment for all additional ESXi hosts being configured.

{7> Add and Manage Hosts

+ 1 Selecttask
v 2 Selecthosts
" 3 Selectnetwork adapter tasks

Ma ical network adapte

Add or remove physical network adapters to this distributed switch.

A55|gn uplink ™ Resetchanges BWE\a'se‘.'mgs

4 Manage physical network :
adapiers Host/Physical Network Adspters

- Manage VMkemel network
“ adapters

6 Analyze impact
T Migrate VM networking

8 Readyto complete

- “Q 10.1.164.23

+ On this switch
[ vmnic1 (Assigned)
vmnic2 (Assigned)
vmnic3 (Assigned)

+ On other switches/unclaimed
vmnicO
vmnic4
vmnics
vmnicé

14 InUse by Switch

vSwitchD

iScsiBootvSwitch

Uplink: Uplink Port Group

Uplink 2
Uplink 3
Uplink 4

Infra-DSwitch-DVUplink....
Infra-DSwitch-DVUplink. ..
Infra-DSwitch-DVUplink. ..

vmnic7 iScsciBootvSwitch-B - -
~ g 10.1.164.24
~ ©On this switch
vmnic1 (Assigned) =
vmnic2 (Assigned) -
vmnic3 (Assigned) -
~ ©On other switches/unclaimed
vmnicO

Infra-DSwitch-DVUplink. ..
Infra-DSwitch-DVUplink....
Infra-DSwitch-DVUplink. ..

Uplink 2
Uplink 3
Uplink 4

vSwitchD — =

Back Next Cancel

17. Click Next.

[[7> Add and Manage Hosts

+ 1 Selecttask

v 2 Selecthosts

v 3 Selectnetwork adapter tasks
L'

4 Manage physical network
adapters

5 Manage VWkemel network
adaplers

6 Analyze impact

7 Migrate VM networking

8 Readyto complete

Manage VMKemel network adapters
Manage and assign VWkernel network adapters to the distributed switch.

A VMEemel network adapters with the waming sign might lose network connectivity unless they are migrated to the distributed switch
Select a destination port group to migrate them

éAssugn port group
Host"VMkernel Network Adapters.
-4 10116423
On this switch
~ On other swilches
F vmk0
vmk1
[ vmk2
» ¥ 10116424
On this switch
+ On other swilches

1 a InUse by Switch

vSwitch0
iScsiBootvSwitch
iScsciBootvSwitch-B

“ View settings

Souree Port Group

Management Network
iScsiBootPG
iScsiBootPG-B

Destinasion Port Group

Do not migrate
Do not migrate
Do not migrate

ﬂ vmk0 vSwitch0 Management Network Do not migrate
vmk1 iScsiBootvSwitch iScsiBootPG Do not migrate
vmk2 iScsiBootvSwitch-B iScsiBootPG-B Do not migrate
Back Next Cancel

18. Select the vmkO of the first host and click on the Assign port group option.
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Assign destination port group (x)

[ Show all columns

MName

2, IB-Mgmt
& VMotion

M (o Finc - 2items [{3Copy~

|. 0K | Cancel |

19. Select the IB-Mgmt destination port group and click OK.

20. Repeat this step for all additional hosts being configured.

[ Add and Manage Hosts

' 1 Selecttask Manage VMkemel network adapters
Manage and assign VWhkernel network adapters to the distributed switch.

v 2 Selecthosts
v 3 Selectnetwork adapter tasks A VMkernel network adapters with the waming sign might lose network connectivity unless they are migrated to the distributed switch
v 4 Manage physical network Select a destination port group to migrate them
adapters
, t " A
5 Manage Vilkemel neiwork £, Assign port group # Editadapter W Resetchanges @ View settings
adaplers Host\Vikernel Network Adapters 1 & InUse by Switch Source Port Group Destinstion Port Group
6 Analyze impact - u 10.1.164.23
7 Migrate VM networking ~ On this switch
8 Readyto complete E:! vmk0 (Reassigned) vSwitchD Management Netwark 1B-Mgmt

+ On other switches

vmk1 iScsiBootvSwitch iScsiBootPG Do not migrate
vmk2 iScsciBootvSwitch-B iScsiBootPG-B Do not migrate
~ ¥ 10116424

+ On this switch
ﬂ vmkiD (Reassigned) vSwitchD Management Network 1B-Mgmit

+ On other switches
vmkl iScsiBootvSwitch iScsiBootPG Do not migrate
vmk2 iScsiBootvSwitch-B iScsiBootPG-B Do not migrate

Back Next Cancel

21. Click Next.
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22. Click Next past Analyze impact.

23. If the vCenter has been deployed, expand the Virtual Machine within the Host listing, select the Network
adapter and click Assign port group.

[ Add and Manage Hosts >
+ 1 Selecttask Migrate VM networking
Select vitual machines or network adapters to migrate to the distributed switch
v 2 Selecthosts
~" 3 Selectnetwork adapter tasks Assign VMs or network adapters to a destination port group to migrate them. Press and hold down the CTRL key, and then click the
v o4 Manage physical network VMs to select multiple items
adapters
: n View settin
7 e Manage VMkemel network & Assign portgroup WM Resetchanges (@ View seftings
adaplers Hest\irtual MachineMetwork Adapter 14 NIC Count Source Port Group Desfination Port Group
v 6 Analyz impact ~ 4 10.1.164.23
7 Migrate VM networking ~ & VMware vCenter Server Appliance
8 Readyto complete Network adapter 1 VM Network Do not migrate
Back Next Cancel

24. Select the IB-Mgmt Network from the provided options and click OK.
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[ Add and Manage Hosts
1 Selecttask Migrate VM networking
Selectvirtual machines or network adapters to migrate to the distributed switch
v 2 Selecthosts
+ 3 Selectnetwork adapter tasks Assign VMs or network adapters to a destination port group to migrate them. Press and hold down the CTRL key, and then click the
v 4 Manage physical network WMs to select multiple items.
adapters
igr r j 1 W I
« » Manage VMkemel network & Assign portgroup wh Resetchanges (@ View setings
adapters Host/Virtusl Machine/Network Adapier 14 NIC Count Source Port Group Destination Port Group
v 6 Analyze impact ~ 4 10.1.164.23
7 Migrate VM networking ~ 3 VMware vCenter Server Appliance 1
8 Readyto complete Network adapter 1 WM Network IB-Mgmt
Back Next Cancel
25. Click Next.
[ Add and Manage Hosts
« 1 Selecttask Ready to complete

Review your settings selections before finishing the wizard.

v 2 Selecthosts
' twork k:

¥ SRR RS Number of managed hosts
v Manage physical network

4 adapters Hosts to add: 2
o Manage VWikemel network Number of network adapters for update

adapters Physical network adapters: ]

+ 6 Analyee impact Reassigned VMkernel network 2
v

~ adapters:
7 Migrate VM networking

"4 & Readyto complete

Virtual machine adapters:

Back Finish Cancel

26. Review the settings and click Finish to apply.

27. Select the first host, and select Virtual switches within the Configure tab.
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vmware* vSphere Web Client fi= U | Administrator@VSPHERELOCAL = | Help ~|

Navigator X Broateas | B B [ [ B | Becions v
<4 Back > Getting Started  Summary  Monitor | Configure | Permissions VMs Datastores Networks Update Manager
| o a8 a
w [ ve.flashstack.cisco.com
- .:\ﬂshslackvACI

“ Virual swiiches

- Storage aelms /[Xe
Switch

- B Production SRR e Discoversd issues -
B ECER | oo o i iz o -
R 10.1.164.2¢ Datastores. 1t vswitcho -
{5 VMuware vCenter Serv o8t Cactta G & , _
Protocol Endpoints -
WO Filters Standard switch: vSwitch0 (VM Network)
+ Networking
P ¢
Virtual switches
VMkernel adapters
® VM Network v Physical Adapters

Physical adapters
VLAN ID: 1115 [l vmnicO 40000 Full

TCP/IP configuration Virtual Machines (0)

Advanced

w Virtual Machines
VM Startup/Shutdown
Agent VM Settings
Swap file location
Default VM Compatibility

28. Select vSwitchO and click the red X icon under Virtual switches to remove the Switch.

29. Select the Infra-DSwitch vDS within Virtual switches.

vmware* vSphere Web Client = U | Administator@VSPHERELOCAL ~ | Help

Navigator B Broatea | B @ - (1) B | Eactions -

{4 Back | » Getting Started  Summary  Monitar | Configure | Permissions  VMs  Datastores  Networks  Update Manager
B a

Jje |8 8 g | « Virtual switches

w [ v flashstack.cisco.com

[l FlashStack-ACI DELILS 8 @ BX®O
~ BJ Production Storage Adapiers Switch Discovered lssues

B TN oo oo e -

[ 10.1.164.24 Datastores.

fit iscsiBootvswitch -
Host Cache Configuration fit iscsciBootvSwitch-8 -
Protocol Endpoints

(& VMware vCenter Serv.

1O Filters Distributed switch: Infra-D Switch (IB-Mgm1)
Networkin
. 0 a (assigned portgroups) |~ | @
Virtual switches
VMkernel adapters Assigned port groups filter applied, showing: 2 12

Physical adapters

TCPIIP configuration 2, 15-Mgmt 5]

VLAN ID: 1115

v_Infra-DSwitch-DVUplinks-10 [}
Uplink 1 {0 NIC Adapiers)
» I Uslink 2 (1 NIC Adapter)

Advanced
 Virtual Machines » VMkernel Ports (1)

VM Startup/Shutdown 1 vl Machines (1)

Agent VM Setfings i

‘Swap file location

Default VM Compatibility

~ System

» [ Uplink 3 (1 NIC Adapter)
» [ Uplink 4 (1 NIC Adapter)

30. Click the third icon under Virtual switches to Manage the physical network adapters connected to the vir-
tual switch.

31. Select Uplink 1 and click the green + icon to Assign Physical Adapter to the Switch.
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Assign Physical Adapter to the Switch

Uplink: ( Unlink 1 [+]
Metwork adapter:

[ an | Properties cOP  LLOP
vmnic4
vmnics Adapter Cisto S',’Stems -

Inc Cisco VIC
Ethernet NIC

Name vmnicO

Location PCI
0000:62:00.0

Driver nenic

Status
Status Connected

-

FE]

32. With vmnicO selected, click OK to assign the Network adapter.
33. Click OK to apply the assignment.

34. Perform these steps for each additional ESXi host deployed.

Add ESXi Hosts to the Application vDS
To add the VMware ESXi Hosts to the Application vDS, complete the following steps:

1. Log into the vSphere Web Client.
2. From the Home screen, select Networking under Inventories.

3. Inthe left, expand the Datacenter and the vDS folder. Select the FSV-Application vDS that was created
by the APIC.
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vmware® vSphere Web Client s

Navigator X | cFsV-Application | 2 2 [ &2 o | {ghActions -~
4 Back Getting Started Summary‘MorlilDr Configure  Permissions Ports Hosts WMs  Networks
g @ - <] \_ FSV-Appication

- (B ve flashstack.cisco.com Menufacturer /s sre. e
v [ FlashStack-ACI

Version 6.5.0
~ CJFSV-Application ;" Upgrades availsble
[ =Fov-Aonicpmpmm -

& Actions - FS\-Application )
Distributed Port Group »
& QLaran gy p—Ty——

- & nfra-DSwiteh 2 Migrate VMs to Another Network
2 18-Mgmt

= FS\V-Aog

Legrace v »  Fealures
= Infra-DSwitg |_ gl | =}
2 vMotion Settings v r = — =

Move To... - | 2

Rename Assigned Tag Category Description

Tags & Custom Aftributes v This list is empty.

Alarms » —

Delete E

Attribute Value

This list is empty e
sign

Edit

4. Right-click the VDS switch and select Add and manage hosts.
5. In the Add and Manage Hosts window, make sure the option Add hosts is selected; click Next.
6. Click + to add New hosts.

7. In the Select new hosts window, select all of the relevant ESXi hosts.

Select new hosts

@ Incompatible Hosts Q Filter -

Host Host State Cluster

# @ 10.1.164.23 Connected J Production

[ [@ 10.1.164.24 Connected EJ Production

i [ Finc - | 2items [5Copy~
oK Cancel

8. Click OK to complete the host selection.
9. Click Next.

10. Leave Manage physical adapters selected and de-select both of the other options.
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()

[ Add and Manage Hosts

Selectnetwork adapter asks
Selectthe network adapter tasks to perform.

v 1 Selectiask

v 2 Selecthosts

3 Selectnetwork adapier asks [¥] Manage physical adapters

Manage physical network Add physical natwork adapters to the distributed switch, assign them to uplinks, or remove existing
adapters ones
5 Analyze impact []hhnage \Wkemel adapters

Add or migrate VMkernel network adapters to this distributed switch, assign them to distributed port

6 Readyto complete
groups, configure WMkernel adapter settings, or remove existing ones.

[ Migrate virtual machine networking
Migrate VM network adapters by assigning them to distributed port groups on the distributed
switch.

Sample distributed switch

Manage physical
adapters

WMkernel port group
¥ WMkernel ports —

[ vmk O

v Uplink
vmnic

WM port group
v Virtual Machines

& vm ]

Back Next FInis Cancel
11. Click Next.
12. Select vmnic4 from the Host/Physical Network Adapters column.
[ Add and Manage Hosts (?)
v 1 Selectiask Manage physical network adapters
Add or remove physical network adapters to this distributed switch.
+ 2 Selecthosts
D SR T TS F& Assign uplink @ View settings
4 Manage physical network
adapiers Host/Physical Network Adspters 1a InUse by Switch Upink Uplink Part Group
5 Analyze impact 'ﬂ 10.1.164.23 .
6 Readyto complete SILESEL BN
~ On other switches/unclaimed
vmnicQ Infra-DSwitch = =
vmnic1 Infra-DSwitch - -
vmnic2 Infra-DSwitch - -
vmnic3 Infra-DSwitch - -
vmnic4 = = =
vmnics - - -
vmnic6 iScsiBootvSwitch - -
vmnic? iScsciBootvSwitch-B - -
~ g 10.1.164.24
On this switch
~ On other switches/unclaimed
vmnicO Infra-DSwitch
vmnic1 Infra-DSwitch - -
vmnic2 Infra-DSwitch - -
vmnic3 Infra-DSwitch - -
Back Next Finis Cancel
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13. Click the Assign uplink option.

uplink2
uplink3
uplink4

uplinks

uplinké
uplink?
uplink3
(Auto-assign)

o)

14. Leave Uplink 1 selected and click OK.

v 1 Selecttask ma
Add or remove physical network adapters to this distributed switch.
+ 2 Selecthosts
/3 Selectnetworkadaplertasks g o i0n ulink 1y Resetchanges @ View settings
Manage physical network
adapiers Host/Physical Network Adspters 14 InUse by Switch Uplink Uplink Port Group
Manage VMkemel network - 10116423 -]
adapiers ~ On this switch
6 Anahze impact @l vmnic1 (Assigned) = Uplink 2 Infra-DSwitch-DVUplink_..
7 Migrate VM networking + On other switches/unclaimed
8 Readyto complete [ vmnicO vBwitch - -
[ vmnic2 - - -
B8 vmnic3 - - -
B8 vmnic4 = = =
B vmnics - - -
B vmnicé iScsiBootvSwitch = =
B vmnic? iScsciBootvSwitch-B - -
- ﬁ 10.1.164.24
©n this switch
~ ©On other switches/unclaimed
B vmnicO vSwitch0 - - -
[ vmnic1 = = =
[ vmnic2 - - -
[ vmnic3 - - -
—_— M
Back Next Finish Cancel

15. Repeat this process for vmnic5, assigning it to uplink2.
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L The uplinks created for this vDS by the APIC will be 8 even though we are only using 2. Adjustments to the uplink count
directly from vCenter should not be made as this can lead to misconfigurations of what the APIC is expecting for this
vDS.

{[7> Add and Manage Hosts ?)

v 1 Selecttask Manage physical network adapters

Add or remove physical network adapters to this distributed switch
v 2 Selecthosts

v 3 Selectnetwork adapter tasks
4 Manage physical network —~
adapters HosY

nysical Network Adspters 1 A inUse by Switch Uplink Uplink Port Group
- <§| 10.1.164.23 -

+ On this switch

uplink @™ Resetchanges O\ﬂe'.'rsetfngs

vmnic4 (Assigned) - uplink1 FSV-Application-DVUpli
vmnic5 (Assigned) - uplink2 FSV-Application-DVUpli...
v On other switches/unclaimed
vmnicO Infra-DSwitch
vmnic1 Infra-DSwitch
[l vmnic2 Infra-DSwitch - -
[ vmnic3 Infra-DSwitch
[l vmnicé iScsiBootvSwitch
vmnic7 ScsciBootvSwitch-B - -
v ¢ 10.1.164.24
On this switch
v On other switches/unclaimed
vmnic0 Infra-DSwitch
vmnic1 Infra-DSwitch
vmnic2 Infra-DSwitch = =
vmnic3 Infra-DSwitch - - .

Back Next Cance!

16. Repeat these assignment for all additional ESXi hosts being configured.
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[[7> Add and Manage Hosts (%)

+ 1 Selecttask e physical network adapte
Add or remove physical network adapters to this distributed switch.
+ 2 Selecthosts

EsEkEctne oo ple R e B& fssign uplink @M Resetchanges @@ View seffings

4 Manage physical network
(]deml"!s Host/Physical Network Adapters 14 InUse by Switch Uplink Uplink Port Group

5 Analyze impact = On other switches/unclaimed

& Readyk compiek vmnicO Infra-DSwitch - -
vmnic1 Infra-DSwitch - -
vmnic2 Infra-DSwitch - -
vmnic3 Infra-DSwitch - -
vmnict iScsiBootvSwitch - -
vmnicT iScsciBootvSwitch-8 - -

- ﬁ 10.1.164.24
~ On this switch

vmnic4 (Assigned) - uplink1 FSV-Application-DVUpii....
vmnic5 (Assigned) - uplink2 FSV-Application-DVUpli... ..
~ On other switches/unclaimed
vmnicO Infra-DSwitch = -
vminic1 Infra-DSwitch - —

vmnic2 Infra-DSwitch - -

vmnic3 Infra-DSwitch — =

vmnicé iScsiBootvSwitch - -

vmnic7 IScsiBootvSwitch-B = =

Back Next Cancel
17. Click Next.
18. Click Next past Analyze impact.
[[> Add and Manage Hosts (7)
« 1 Selecttask Ready to complete
Review your seftings selections before finishing the wizard
+/ 2 Selecthosts
RS LCEEEE Number of managed hosts
v Manage physical network .
4 adapters Hosts to add 2
+ 5 Analyze impact Number of network adapters for update
Physical network adapters: 4
Bl 6 Readyto complete
Back Nex Finish Cancel J

19. Review the settings and click Finish to apply.
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Add a vMotion vmkernel

1. Select the VMkernel adapters within the Configure tab for the first host.

vmware* vSphere Web Client A= O | Administrator@VSPHERE LOCAL ~ |
Navigator X R101.16423 | B 2 [ (1) [ | {gyActons - =
4 Back Getting Started  Summary  Monitor | Configure | Permissions VMs Datastores Networks Update Manager
g “ ‘VMkemel adapters
‘ w Storage = Q j' e =
c St Adapters = A T T
v J Production Orous fpry Device Network Label Swien P Address TCP/P Stack Moten Provsioning  FTlogging  Msnagement  vSphersRepl vSphers Rer
I O stoooe Dovices vkt @ iScsiBootPG £ iscsisootvswitch 192.168.101.23 Default Disabled  Disabled  Disabled  Disabled  Disabled | Disabled
@ 10.1.164.24
QVM s LI M vmk2 @ iScsiBootPG-8 $it iscsciBootvswitch-8 | 192.168.102.23 Default Disabled ~ Disabled  Disabled  Disabled  Disabled  Disabled
Mware vCenter Serv. ~ ~
@ Host Cache Configuration . vmk0 & 18-Mgmt & Infra-DSwitch 10.1.164.23 Default Disabled Disabled Disabled Enabled Disabled Disabled
Protocol Endpoints
/O Filters
« Networking

Virtual switches
Physical adapters
TCPIIP configuration
Advanced

2. Click the first icon under VMkernel adapters to Add host networking.
3. Leave VMkernel Network Adapter selected and click Next.

4. Leave Select an existing network selected and click Browse.

Select Network

()

| show all columns |

< Q
Name Distributed Switch
% 18-Mgmt Infra-DSwitch
£, vMotion Infra-DSwitch

M ar - 2items [[Copy~

OK ] | Cancel |

5. Select the vMotion network from the Distributed Switch and click OK.
6. Click Next.

7. Select the vMotion option under Available services.
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[ 10.1.164.23 - Add Networking 2

+ 1 Select connection type Portproperties
Specify VMkernel port settings
v 2 Selecttargetdevice

3 Connection settings

3a Port properties

3b IPv4 settings

VMkemel port settings
Network label

TCP/IP stack | Defauit * |0

mplete
Available services

Enabled services: [\ wotion
[ Provisioning
[CJ Fault Tolerance logging
[[] Management
[[]vSphere Replication
[[] vSphere Replication NFC
[Jvsan

Back Next Cancel

8. Click Next.

9. Select the Use static IPv4 settings option and provide an appropriate IPv4 and Subnet mask settings for
vMotion traffic to use between the ESXi hosts.

[ 10.1.164.23 - Add Networking ?) b

1 Selactconnection ype 1Pv4 satings
Specify Vidkerne! IPvd settings
+ 2 Selectiargetdevice
3 Connection settings () Obtain IPv4 settings automatically

~  3a Portproperties (2) Use static IPv4 settings

3b IPv4 settings 1Pv4 address: 192 . 168 . 110. 23

4 Readyto complets

Subnet mask: 255.255.255. 0
Default gateway [C] Override default gateway for this adapter
DNS server addresses: 10.1.164.9

Back Next Cancel

10. Click Next.

11. Review the Ready to complete summary and click Finish to add the vMotion VMkernel adapter.

12. Select the provisioned VMkernel adapter within the Configure tab for the host.
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vmware* vSphere Web Client s 0 | Administrator@VSPHERELOCAL ~ | Help ~
Navigator X 10446423 | B B [ [y (B | BhActions ~ =
e —
4 Back | b Gefting Started  Summary  Monitor { Configure ] Permissions  VMs  Datastores Metworks  Uipdate Manager
([ | &
J B & 8 E_ “ VMkemel adapiers
- @ v flashstack cisco.com N
v [lq FlashStack-ACI BT = (a Fiter =)
+ [ Production S e Switeh |P Address TCPIIP Stack iotien Provisioning  F
B 10.1.164.23 | storage Devices vmki | § iScsiBootPG it iScsiBootvSwitch 192.168.101.23 Default Disabled Disabled | |
10.1.164.24
& ERRRnees vmk2 | @ iStsiBootPG-8 §if iScsciBootvSwitch-B | 192.168.102.23 Defauit Disabled Disabled I
{5 ViMiware vCenter Serv. . . .
Host Cache Configuration [ vmk0 | 2 1B-Mgmt Infra-DSwitch 10.1.164.23 Default Disabled Disabled |
Protocol Endpoints vmk3 2 vMotion = Infra-DSwitch 192.168.110.23 Default Enabled Disabled |
1O Filters
+ Networking
Virtual switches (| H v
.
VMKemel network adapter: vnk3
Physical adapters
TCPAP configuration [ A ] Properties  |P Setings  Policies
Advanced Port properties B
« Virtual Machines Network label vMotion
VM Startup/Shutdown TCFIIP stack Default
Agenl VM Settings Enabled services wvMotion
Swap file location |Pvé settings
Default VM Compatibility pHCE Disabled
1Pv4 address 192.168.110.23 (static)
e Subnet mask 255.255.255.0
Licensing Default gateway 10.1.164 254
Time Configuration DNS server addresses 10.1.164.9
Authentication Services NIC settings -
Cerfificate
. e
v
13. Click the third icon over to edit the settings for the vMotion VMkernel
14. Select the NIC settings option and change the MTU from 1500 to 9000.
wmk3 - Edit Settings (?)
Port properties MTU: | 9000 : ]
NIC setlings
IPv4 settings
Analyze impact
oK ] [ Cancel

15. Click OK to apply the changes
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16. Repeat these steps for each additional ESXi host deployed.

Pure Storage vSphere Web Client Plugin

The Pure Storage vSphere Web Client Plugin will be accessible through the vSphere Web Client after
registration through the Pure Storage Web Portal.

'ﬂ The Purity 4.10.5 release comes with the 2.5.1 version of the plugin, which will work, but will provision VMFS-5 datas-
tores, instead of the recommended VMFS-6 datastores. The example below shows an early release of the 3.0 plugin,
which can be installed to the FlashArray by submitting a support request with Pure Support asking for the plugin up-
grade. This is not a requirement, but to use VMFS-6 datastores in the absence of the upgraded plugin, LUNs would
need to be manually provisioned through the Purity Web Console, and VMFS-6 datastore would be created from the
LUNs within vCenter.

To access the Pure Storage vSphere Web Client Plugin, complete the following steps:

1. Go to System -> Plugins -> vSphere.

o PURESTORAGE

DASHBOARD STORAGE PROTECTION ANALYSIS SYSTEM MESSAGES

System Health W | vSphere
Configuration

vCenter Host: 10.1.164.100
Connected Arrays Administrator User: administrator@vsphere loc:
Connections Administrator Password: | sseessene

Connect

Users

Available Version: 3.0.99999
Plugins Installed Version:

vSphere Install Update Uninstall Cancel

Apps

2. Enter the vCenter Host IP or FQDN, the Administrator User to connect with, the password for the Admin-
istrator User, and click Connect. Once connected, select the Install button to register the plugin.

3. With the plugin registered, connect to the vSphere Web Client and select the Pure Storage Plugin from
the Home page.

vmware: vSphere Web Client =

Navigator X (] Home
4 Back Home |
iventores

[E] Hosts and Clusters >
(& VMis and Templates >
3 storage >
>
>
N

— Y 1 =l
Hosts and Vs and Storage Netwarking Content

Global Pure Storage
Clusters Templates Libraries Inventory Lists.

€3 Networking
[E] Content Libraries

Operations and Policies
=4 Rinhal Invantar | ists

256



vSphere Deployment

4. Click Add FlashArray within the options under the Object tab.

vmware: vSphere Web Client  #= ©) | Administrator@VSPHERELOCAL » | Help v

Navigator X FlashArray

d Back Objects ‘
i} Home

g Role Based Access Conir_. 4 Add FlashAmay
EJ Hosts and Clusters

(2] Wi and Templates
E] Storage

6 Networking

Content Libraries
[&5 Global Inventory Lists

FlashArmay Aliss FlashAmsy URL Oniine Compsibie

This list is empty.

ik Policies and Profiles
@, Update Manager

Vv v v v v v v

&% Agministration

[£] Tasks
[@ Events

<7 Tags & Custom Aftributes

@, New Search >
[ sawed Searches >

|

5. Enter the FlashArray Name, FlashArray URL, Username and Password in the Add FlashArray pop-up
window.

Add FlashArray X

FlashArray Name
CSFG-RTF-2

FlashArray URL
152168164 .40

Usermame
PUrewuser

Password

add Cancel

6. Click Add to register the FlashArray//X within the plugin.

Add Datastores

These steps add a datastore to place VMs on the FlashArray//X and optionally a second datastore for
keeping their swapfiles.

'ﬁ A dedicated swapfile location will not provide a performance increase over the existing all flash datastores created
from the FlashArray//X, but can be useful to have these files in a separate location to have them excluded from snap-
shots and backups.

1. Right-click the cluster and select the Pure Storage -> Create Datastore option from the drop-down list.
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vmware* vSphere Web Client f= U | Adminisrator@VSPHERELOCAL v | Help |
ﬂ Bmmlﬂ&ﬁ%a\@NWﬂSv =
| <4 Back Getting Started | Summary | Monitor Configure Permissions Hosts VMs Datastores Networks Update Manager
‘ J 9 \ _@L.& Production cPu FREE: 127.70GHz -
- ve.flashstack cisco.com o [}
@ FlashStack-ACI rl Total Procensors: o USED: 200.00 MHz CAPACITY: 128.00 GHz.
v [ FlashStack- \ Total vNotion Mgrations: 0
B Bt MEMORY FREE: 748.54 GB
ﬁ i I- @ ISED: 18.47 GB P, 785.01 G
! :18.4 < Cl
ﬁ Add Host L 1 G CAPACITY: 1GB
B Move Hosts into Cluster STORAGE FREE: 780.32 GB
New Virtual Machine » CAPACITY: 1.00 T8
New vApp »o
® New Resource Pool l 1 | » vSphere DRS
% Deploy OVF Template.
| |+ Cluster Consumers
Restore Resource Pool Tree [ E| |
sabled Resource pools 0 |
Storage 3
3 VAppS 0 |
Host Fosice > abled » Virtual machines |
Edit Defauit VM Compatibilty. iabled | 3
g Assign License E " [~ Related Objects ol
= 2
Settings - — Datacenter [y FlashStack-ACI \
Move To. 3list is emty. z
[ ~ Update Manager Compliance o
Rename. l | pd ge! P |
Tags & Custom Attributes » Dlals ‘
Add Permission. l Scan .. Detailed Status
Alarms » :
3¢ Delete l

All vCenter Orchestrator plugin Actions

Create Snapshots

5 —3  Configure Multipathing i -
- Configure iSCSI -
D Recenionincis L) Secenttenls, ]. Update Cluster Protection _[
| viewed |  Created 9~ Add Host Group

2. Give the Datastore Name a value appropriate for VM store in the environment, select a starting size for
the Datastore Size, click the VMFS 6 selection under VMFS Options, and click Create to provision the
volume.
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Create Datastore X

Datastore Type
=) VMF3
Wol
Datastore Name
Praduction
Datastore Size
2 B -
VMF S Options
VMFS 5
=) VMFS 6

Select Pure Storage Array
CSPG-RTP-2 v

Select Host ! Cluster

Pure Storage Protection Group {optional) Joined L b

d Protection Group Name

Cancel

3. Optionally, repeat these similar steps to create a swap datastore to be used by the ESXi hosts. Right-
click the cluster and select the Pure Storage -> Create Datastore option from the drop-down lis.

4. Give the Datastore Name a value appropriate for VM swapfiles on the ESXi host, select a starting size for
the Datastore Size, click the VMFS 6 selection under VMFS Options, and click Create to provision the
volume.

Configure ESXi Hosts in the Cluster

With the hosts added and the base vCenter configuration complete, some additional configurations will be
needed for each ESXi host provisioned for the FlashStack.

Configure ESXi Settings

A couple of base settings are needed for stability of the vSphere environment, as well as optional
enablement of SSH connectivity to each host for the updating of drivers.

To configure ESXi settings, complete the following steps:

1. Select the first ESXi host to configure with standard settings.

2. Select the Configure tab and select Time Configuration within the options on the left under System, and
click Edit within Time Configuration.

259



vSphere Deployment

vmware® vSphere Web Client fi=

O | Administrator@VSPHERELOCAL ~ | Help ~|

Navigator X

[ 10.1.164.23

4 Back
v |@ B8 @
+ (51 ve flashstack cisco.com
~ [lgFlashStack-ACI
~ ) Production
[, 10118424
(55 VMware vCenter Serv...

B & 0 [ (| Bactons -

Gefting Started  Summary  Monilor | Configure | Permissiors VMs  Dalastores  Networks  Update Manager

“
~ Storage
Storage Adapters
Storage Devices

Datastores

Time Configuration

Date & Time: 2/15/2015 1:40 PM
NTP Client: Disabled
NTP Service Status:  Stopped

NTP Servers:

Host Cache Configuration
Protocol Endpoints
1O Filters

~ Networking
Virtual switches.
VMkernel adapters
Physical adapters
TCPAP configuration
Advanced

~ Virtual Machines
VM Startup/Shutdown

Agent VM Settings
Swap file location
Default VM Compatibility

~ System
Licensing
Authentication Services
Certificate

3. Select Use Network Time Protocol (Enable NTP client), enter the NTP Server(s), select Start and stop
with port usage for NTP Service Startup Policy, and click Start within NTP Service Status.

4. Click OK to submit the changes.

[ 10.1.164.23: Edit Time Configuration (?)

Specify how the date and time on this host should be set.

() Manually configure the date and fime on this host

=) Use MNetwork Time Protocol (Enable NTP client)
NTP Service Status: Stopped
Start

The NTP Service settings are updated when you click Start, Restart, or Stop.

NTP Service Startup Policy: Start and stop with port usage | -

Start when any ports are open and stop when all ports are closed

NTP Servers 10.1.184 254

Separate servers with commas, &g 10.31.21.2, fe00:2300

| ok || cancel ]

5. (Optional) Click Security Profile within the Configure tab under the System section for the host.

'ﬁ Security Profile settings of ESXi Shell and SSH are enabled for the update of the nenic driver later. These steps are
unnecessary if using VMware Update Manager and these drivers are being handled by being included into a configured
baseline. If SSH is enabled for updates, it is recommended to later disable this service if it is considered a security risk
in the environment.
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vmware* vSphere Web Client fi=

—_—
| Navigator B F104.16425 | B 2 [ [y B | @ ectons =
A Back Getting Started  Summary  Monitor ‘ Configure ‘ Permissions VMs Datastores Networks  Update Manager
[ | & 8 @
“ Firewall Edit h
~ [@ ve flashstack cisco.com
[l FlashStack-ACI VBRI T + Incoming Connections
~ [ Production el aCOperE CIM Server 5983 (TCP) Al
R 10.1.164.23 I TCP/P configuration
CIM Secure Server 5980 (TCF) All
[ 101.164.24 Advanced
CIM SLP 427 (UDPTCP All
i VMware vCenter Serv.. w Virtual Machines { '
DVSSync 5301 5302 (UDP) All
VM Startup/ Shutdown
NFC 902 (TCP) All
Agent VM Settings
) i DHCP Client 68 (UDP) All
Swap file location
P ]
Default VM Compatibility SIIRE S 53 (UoF) A
|
- System Fault Tolerance 8300 (TCP) Al
Licensing vSphere High Availability Agent 8182 (UDPTCP) Al
Time Configuration iofiltervp 4080 (TCP) All
Authentication Services SNMP Server 161 (UDF) Al
Certificate ‘SSH Server 22(TCP) Al
Power Management whMotion 8000 (TCP) Al
Advanced System Settings vSphere Web Client 602,443 (TCP) All
System Resource Reservation vSphere Web Access 80 (TCP) All
Security Profile ~ Outgoing Connections
System Swap CIM SLP 427 (UDP,TCP) All
Host Profile DVSSyne 8301,8302 (UDP) All
+ Hardware HBR 4404631031 (TCF) All
Processors NFC 802 (TCP) All
IR - woL 9 (UDF) Al
[ — > DHCP Client 62 (UDP) Al M

6. Scroll down to the Services section within Security Profile and click Edit.

[ 10.1.164.23: Edit Security Profile (Z) »

To provide access to a service or client, check the corresponding box.
By default, daemons will start automatically when any of their poris are opened, and stop when all of their ports are closed.

Mame Daemon

Direct Console Ul Running -
ESXi Shell Stopped

SSH Stopped

Load-Based Teaming Dasmon Running

Active Directory Service Stopped

NTP Daemon Running -

- Service Details  Stopped
Status Stopped
Start Shoo B et

Note: Action will take place immediately

Startup Policy | Start and stop with port usage | - |

Start automatically if any ports are open, and stop when all ports are closed

| ok || cancel |

7. Select the ESXi Shell entry, change the Startup Policy to Start and stop with port usage, and click Start.
Repeat these steps for the SSH entry. Click OK.
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8. If an optional ESXi swap datastore was configured earlier, click the cluster the hosts have been added to,
select the Configure tab, and select General within Configuration.

vmware* vSphere Web Client A=

= U | Administralor@VSPHERE.LOCAL ~

' Navigator X [f production | § B B #E © | Gactons ~

4 Back

Getting Started  Summary MOnItO[|Cunﬁgure | Permissions  Hosts WMs Datastores  Networks  Update Manager

(v | & 8 @& |,

General Edit ..
~ [ ve flashstack cisco.com .
|~ g FlashStack-ACI v senvices Swap file location Virlual machine directory
i Production vSphere DRS
B 10.1.164.23 vSphere Availability Default VM Compatibility
[, 10.1.184.24 » VSAN This is the default compatibility for virtual machine creation.
& VMware vCenter Serv...
General

Compatibilty ~ Use datacenter setting and host version
Disk Management

Cluster

Health and Performance

iSCSI Targets

iISCSl Initiator Groups

Configuration Assist

Updates
 Configuration

Licensing

VMware EVC

VM/Host Groups

VM/Host Rules

VM Overrides

Host Options

Profiles

/O Filters

9. Click the Edit button to the right of Swap file location.

10. Change the selected option to Datastore specified by host.

[} Production - Edit Cluster Settings (7) »

Swap file location

() virtual machine directory ) . _
Store the swap files in the same directory as the virtual machine.

(=) Datastore specified by host
Store the swap files in the datastore specified by the hostto be used
for swap files. If not possible, store the swap files in the same
directory as the virual machine.

/ﬂ Using a datastore that is not visible to both hosts during vMotion might
affect the vMotion performance for the affected virtual machines

oK ' cancel

11. Click OK.

12. Within the first ESXi host, select Swap file location from the Virtual Machines section of the Configure
tab.
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vmware’ vSphere Web Client LB

[umigamr X | R10118423 | B 2 [ [1n B | @BhActions - |
4 Back

J'—E' T @ a @

Getting Started  Summary Mnnitnflcﬂnﬁgurel Permissions  WMs  Datastores  Metworks  Update Manager

“« Swap file location
w [ ve flashstack cisco.com
w [ FlashStack-AC ViMkernel adapters This host is in a cluster which specifies that the virtual machine swapfiles are to be stored in swapfie datastore.
+ B Production Physical adapters The host inherits this configuration. In order to change it, you must edit the cluster settings.
R 10.1.164.23 I TCPAP configuration The swap files will be stored in the location specified below. Note that individual machines can override this setting
@10,1 164 24 Advanced

Default Swapfile Location No dalastore specified. Location defaults to the virtual machine directory.
G VMware vCenter Serv. + Virtual Machines

VM Startup/Shutdown
Agent VM Settings
Default VM Compatibility
« System
Licensing
Time Configuration
Authentication Services
Certificate
Power Management
Advanced System Settings
System Resource Reservation
Security Profile
System Swap
Host Profile
w Haraware

Processors

Memory

13. Click Edit.

14. Select the provisioned datastore for VM swap use.

[ 10.1.164.23 - Edit Swap File Location (2w

Selecta location to store the swap files.

Store the swap files in the same directory as the virtual machine.

A\ Store the swap files in the specified datastore. If not possible, stere the swap files in the same directory as the virtual machine.
Using a datastore that is not visible to both hosts during vMotion might affect the viviotion performance for the affected virtual

machines.
Name Capacity Provisioned Free Space Type Thin Provisionad
VM-Swap 1,023.75 GB 6.66 GB 1,017.09 GB VMFS Supported
Production 200TB 870.31 GB 1.15TB VMFS Supported
datastore? (2) 250GB 597.00 MB 192GB VMFS Supported
Infrastructure 1,023.75 GB 241.26 GB 782.49GB VMFS Supported

15. Click OK to add it as a Swap File location.

16. Repeat these steps on each ESXi host being added into the cluster.
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Install VMware Driver for the Cisco Virtual Interface Card (VIC)

The Cisco Custom Image for VMware vSphere 6.5 U1 comes with the currently specified nenic 1.0.6.0 for
Ethernet traffic from the ESXi host, which has a recommendation for upgrade to the 1.0.13.0 version of the
nenic. For the most recent versions, please refer to Cisco UCS HW and SW Availability Interoperability
Matrix. VMware Update Manager can be used for these updates, but is not covered in this document.

To install VMware VIC Drivers on the ESXi hosts using esxcli, complete the following steps:

1. Download and extract the driver bundle to the system the vSphere Web Client is running from.

2. Within the vSphere Web Client, select one of the datastores common to all of the hosts.

vmware® vSphere Web Client #= U | Administrator@VSPHERELOCAL = | Help ~
Navigator X | B mtrastrucre | (7 (g & E (| Shactions v =
4 Back Getting Started Summary Monitor Configure Permissions | Files | Hosts VMs  FlashArmray Snapshot Objects  Pure Storage
o 2 ‘ a8 ‘ e [Infrastructure]
w (& ve.flashstack.cisco.com
v [l FlashStack-ACI [ @ Search ¢ o
B datastore , M Size Modited Type Path
datastore1 (
»Csoasr | C3 sdost Folder fInasiucture] scdof
n cure
B Production » £3.dvsData | 3 -dvsData Folder [Infrastructure] .dvsData
EVM-Swap » EJVMware v £ VMware vCenter Server Ap... Folder [Infrastructure] ViMware vCente..
» £ vSphered [ .vSphere-HA Folder [Infrastructure] .vSphere-HA

3. Click the Upload a file to the Datastore button.

4. Select and upload the offline_bundle (VMW-ESX-6.5.0-nenic-1.0.13.0-offline_bundle-7098243.zip)
from the extracted driver download.

5. Place all hosts in Maintenance mode requiring update.
6. Connect to each ESXi host through ssh from a shell connection or putty terminal.
7. Login as root with the root password.

8. Run the following command (substituting the appropriate datastore directory if needed) on each host:

esxcli software vib update -d /vmfs/volumes/Infrastructure/VMW-ESX-6.5.0-nenic-
1.0.13.0-offline bundle-7098243.zip

9. Reboot each host by typing reboot from the SSH connection after the command has been run.

10. Log into the Host Client on each host once reboot is complete.

ESXi Spectre Patch

The ESXi installation ISOs available at the time of the writing of this CVD do not incorporate recently released
fixes for the Speculative Execution (Spectre) vulnerability. The patches released to address these fixes are
available within release ESXi650-201803001 via download from VMware. Details of these patches are
addressed in VMware bulletins ESXi650-201803401-BG and ESXi650-201803402-BG.
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These patches should be installed using the VMware Update Manager, or can be installed using the manual
installation method mentioned in the previous section with:

esxcli software vib update -d /vmfs/volumes/Infrastructure/ESXi650-201803001.zip

Further details of the implementation of these patches can be found at:
https://kb.vmware.com/s/article/52085

ESXi Dump Collector Setup for iSCSI-Booted Hosts

ESXi hosts booted with iSCSI using the VMware iSCSI software initiator need to be configured to do core
dumps to the ESXi Dump Collector that is part of vCenter. The Dump Collector is not enabled by default on
the vCenter Appliance.

To setup the ESXi Dump Collector, complete the following steps:

1. In the vSphere web client, select Home.

2. In the center pane, click System Configuration under the Administration section.
3. Inthe left pane, select Services.

4. Under services, click VMware vSphere ESXi Dump Collector.

5. In the center pane, click the green start icon to start the service.

6. In the Actions menu, click Edit Startup Type.

7. Select Automatic.

8. Click OK.

9. Connect to each ESXi host via ssh as root

10. Run the following commands:

esxcli system coredump network set -v vmk0O -j <vcenter-ip>
esxcli system coredump network set —-e true

esxcli system coredump network check

Cisco UCS Manager Plug-in for VMware vSphere Web Client

The Cisco UCS Manager Plug-in for VMware vSphere Web Client allows administration of UCS domains
through the VMware’s vCenter administrative interface. The capabilities of the plug-in include:

e View Cisco UCS physical hierarchy
e View inventory, installed firmware, faults, power and temperature statistics

e Map the ESXi host to the physical server
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e Manage firmware for Cisco UCS B and C series servers
e Launch the Cisco UCS Manager GUI

e Launch the KVM consoles of UCS servers

e Switch the existing state of the locator LEDs

The installation is only valid for VMware vCenter 5.5 or higher, and will require revisions of .NET Framework
4.5 and VMware PowerCLI 5.1 or greater on the system used to install Cisco UCS Manager Plugin from.

Cisco UCS Manager Plug-in Installation

To begin the plug-in installation on a Windows system that meets the previously stated requirements,
complete the following steps:

1. Download the plugin and registration tool from:
https://software.cisco.com/download/release.html?mdfid=286282669&catid=282558030&softwareid=2

86282010&release=2.0.3

2. Place the downloaded ucs-vcplugin-2.0.3.zip file on an accessible web server previously used for host-
ing the VMware ESXi ISO.

3. Extract the Cisco_UCS_Plugin_Registration_Tool 1 1 3.zip and open the executable file within it.
4. Leave Register Plugin selected for the Action and fill in:

a. |IP/Hostname
b. Username

Password

o

d. URL that plugin has been uploaded to
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s Cisco UCS Plugin Registration Tool v1.1.3 |
This tool registers junregisters the Cisco UCS Plugin for VMware vSphere Web Client s uaifug
CiScCo
Action
& Reister Plug s icter Pluai
vienter Details

IPfHostname  [10.1.164. 100

Username |aa-r-.inistratnr @vsphere Jocal
Password I::::::::z
Plugin Location

URL of the plugin location in HTTPHTTPS server
Ex: hittps:/10. 10, 10. 1/plugins fucs-voplugin-1.0. 1.7ip

|htm:.".-'1'3 2. 168, 164, 155/software fucs-veplugin-2.0. 3. 2]

5. A pop-up will appear explaining that ‘allowHttp=true’ will need to be added to the webclient.properties
file on the VCSA in the /etc/vmware/vsphere-client directory.

| Information [ X

. , You have provided a HTTP URL. For Cisco UCS Plugin to download
| through HTTP during vSphere Web Client launch, ‘allowHttp=true’
= must be added in file '‘webdlient.properties’ located in below path

File location for vSphere Web Client 6.x and above releases:
Windows: C:\\ProgramData\\VvMware\\vCenterServer\\cfg
\\vsphere-dient

vCenter Server Appliance: [etc/vmware fvsphere-client

File location for vSphere Web Client 5.x releases:

Windows: C:\\ProgramData\\VMware\\vSphere Web Client
vCenter Server Appliance: fvar/lib/vmware/vsphere-dient

ey

6. Take care of this issue after the plugin has been registered, click OK to close the Information dialogue
box.

7. Click Submit to register the plugin with the vCenter Server Appliance.

8. To resolve the change needed for the HTTP download of the vSphere Web Client launch, connect to the
VCSA with ssh using the root account and edit /etc/vmware/vsphere-client/webclient.properties to add
“allowHttp=true” or type:
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echo ’'allowHttp=true’ >> /etc/vmware/vsphere-client/webclient.properties

L This will add “allowHttp=true” to the end of the webclient.properties file. Make sure to use two greater than
symbols “>>" to append to the end of the configuration file, a single greater than symbol will replace the entire
pre-existing file with what has been sent with the echo command.

9. Reboot the VCSA.

FlashStack UCS Domain Registration

Registration of the FlashStack UCS Domain can now be performed. The account used will correlate to the
permissions allowed to the plugin, admin will be used in our example, but a read only account could be used
with the plugin if that was appropriate for the environment.

To register the UCS Domain, complete the following steps:

1. Opening up the vSphere Web Client.

2. Select the Home from the Navigator or drop-down list, and double click the Cisco UCS icon appearing in
the Administration section.

vmware' vSphere Web Client A= ) | Administralor@VSPHERELOCAL ~ | Help

Navigator X | () Home |

4 Back Home |

| [J Hosts and Clusters > _ - % |
@] Vs and Templates > JZL‘ =) ﬂ S A If=| L‘ ] o
E Swrage > Hosts and Vs and Storage Networking Content Giogal Pure Storage
€ Networking > Clusters Tempiates Libraries Inventory Lists
[& Contsnt Libraries >
Operations and Policies
[5) Global Inventory Lists >
i Policies and Profiles > = ;] [ S0 L!
: ] ] 0 & .

& Update Manager >

TaskConsole  EveniConsole ~ \MSiorage  Customization Update Host Profiles
&, Administration > Policies Specification Vanager
[] Task:
(] Tasks Adminis ration
3 Events
7 Tags & Custom Attributes 8?\ (] 'z I 3 A
< (e 11"} ]
Q New Search > Roles System Licensing Customer WRealize CiscoUCS
| saved searches > Configuration Experience Operatons

Improvement Manager
© Pure Storage Plug-ins for Installation
Cisco UCS
@ o
Hybrid Cloud \Realize
Manager Orchesirator

B watch How-to Videos

3. Click the Register button and provide the following options in the Register UCS Domain dialogue box that
appears:

a. UCS Hostname/IP
b. Username

Password

o

d. Port (if different than 443)

e. Leave SSL selected and click the Visible to All users option
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Register UCS Domain (X)

UCS Hostname/npP* 192 168.164 .50

Usemame*® | admin
Password” wrwETEE
Port* | 443
S5L ™
Visible to All users |

[ OK J[ Cancel ]

4. Click OK to register the UCS Domain.

Using the Cisco UCS vCenter Plugin

1. The plugin can now enable the functions described at the start of this section by double-clicking the
registered UCS Domain:

vmware* vSphere Web Client fi= U | Administrator@VSPHERELOCAL = | Help

Navigator X | Cisco UCS Management Center

4 Back | Home ‘ Proactive HA Registration

(i} Home
st
Registered UCS Domains CISCO

) Hosts and Clusters
&) WMs and Templates
B storage

€3 Networking

[ Content Lipraries
|55 Global Inventory Lists

Plugin Version:  2.003)

UGS Hostname!iP Usemame S5 Port Wisiole to AN users Connection State

A 192.168.164 50 admin 7 443 7 T

3 Policies and Profiles
@, Undate Manager

VIV VWV VWV VYV VYV

&5 Administration

[z] Tasks
Tl Events

&7 Tags & Custom Altributas

), New Search ?
H saved Searches >

£ Pure Storage

This will display the components associated to the domain:
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vmware® vSphere Web Client s

~ Navigator

X

bb03.6332 | L | {GjActions +

U | Administrator@VSPHERE LOCAL ~

| Help ~|

4 Back

bb08-6332

& Chassis
% Rack Mounts
Em Fabric Interconnects

| Summary | Monitor Manage Relaled Objects

bbos-8332
Version:

Virtual IPv4 Address
HA Configuration:
Chassis:

ESXi Servers
Mon-ESKi Servers:
VMs:

Fault Summary
3.2{2d)
192.168164.50
cluster
2
- 0
- 0

-

-
-
1

alaln
cisco

Q2T A2 AT

2. Selecting within the chassis or rack mounts will provide a list of ESXi or non-ESXi servers to perform op-
erations on the following:

vmware® vSphere Web Client

fis

U | Administrator@VSPHERE LOCAL ~

; MNavigator X | chassis1 | {ghActons ~
4 Back Summary Monitor Manage | Related Objects
Db0B-6332 )
il Chassis m [Nnn ESXi Servers | ESXi Seners
= Rack Mounis L0 B Enter Maintenance Mode [ Reboot | {53 Actions = [B (q Filer )
EH Fabric Interconnects - Name 1 a|State Status Cluster Consumed CPU % Consumed Memory % u
Chasoh @ 10118423 Connected @ Nomal B} Production 0 31 :

u chassis-2

3. In addition to viewing and working within objects shown in the UCS Plugin’s view of the UCS Domain, di-

rect access of UCS functions provided by the plugin can be selected within the drop-down list of hosts

registered to vCenter or within the Summary page of the ESXi host:
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vmware® vSphere Web Client A= Administrator@VSPHERELOCAL » | Help ~]
. . > - —
_ Navigator | 10116425 B = [y [ | &hActons ~ -
4 Back Getting Started | Summary | Monitor  Configure  Permissi WMs D Update Manager
i ‘_? L@ 8 8 10.4.164.23 cru FREE: 8370 BHz |-
{5 vc flashstack cisco.com . e -
M FlashStack-ACI Hyporvisor, Virore £520, €.5.0, 868300 USED: 285.00 MHz CAPACITY: 8247 GHz
w [In FlashStack- Modek Cisco Systems Inc UCSE-B200-M5
MEMORY FREE: 308.33 GB
~ [ Production Frocessor Type:  IntedR) Xeon(R) Pigtinum §153 CFU @ 2006Hz s
[,10.1.164.24 HCs B STORAGE FREE: 2.60 T8
ter Sery ; L
G VMware vCenter Serv.. Virtual Mac hines 1 USED: 1.10 T8 CAPACITY: 4.00 T8
State: Connectes
Ugtirme: 2 hours
=
L=
»  Hardware | | » Configuration (m]
» Tags M| | = Custom Attributes (m]

Adrioute Value

= Related Objects

I AutoDeploy Ma.
Cluster [l Production

* Cisco UCS a]
ucs bb08-6332
Server Location 1"
uuip 5aaBeTfe-7226-11e7-0000-00000000000¢ Edit
Service Profile org-rootiis-ViM-Host-ISCSI-01
Serial R —— ~ Update Manager Compliance o
Overall Status t ok Status -

Scan ... Detailed Status
[ Launcn kv | Launch ucsm | [@) Tum Locator LED On | 'é||';"':|c"' d

For full installation instructions and usage information, please refer to the Cisco UCS Manager Plug-in for
VMware vSphere Web Client User Guide.

Cisco ACl vCenter Plugin

The ACI vCenter Plugin will allow completion of basic ACI fabric configurations within the vSphere Web
Client connection to the vCenter. Installing this plugin will require availability of the plugin package from a
web server that is accessible to the vCenter server, and invocation of the installation script from a system
with the VMware vSphere PowerCLI installed.

1. Using web browser, go to the APIC at https://<apic-ip>/vcplugin.
2. Download the vcenter-plugin-3.1.1000.9.zip Plugin Archive, and the ACIPlugin-Install.ps1.

3. Transfer the vcenter-plugin-3.1.1000.9.zip file contained in the extracted vcenter-plugin-3.1.1000.9
folder to the web server used for the UCS vMedia and or the UCS Manager Plugin installation.

4. Copy the extracted ACIPlugin-Install.ps1to the system with PowerCLI in place if it was not the download
host.

5. In a PowerCLI session, run the ACIPlugin-Install.ps1 script.
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-3.1.11i% ed swecenter—pl

3.1 livwecenter—-plugin=3

Pleage spedfy server oredential blugin-3.1.1iivwcenter—p

Liser name: |ﬂ m.nmh’atnr.ﬂwﬂphwe.nralﬂ J

Password: |H»nutu|

3.1.1888.%.=ip

weenter—-plugin=3.1.1ivwcenter—-plugin-3

B.1.164.160
: http:r 7192 168 .164.155s0f twareveenter—plugin=3.1.10668.79 .

P
TPE SHA1 Thumbprint:

6. Enter the address to the vCenter and the http source for the plugin bundle, provide the appropriate
vCenter credentials to the pop-up.

7. After disconnecting from any current vCenter connections through the vSphere Web Client, the plugin
should show up within the Home screen:

vmware: vSphere Web Client  f= O | Administrator@VSPHERELOCAL ~ | Help
Navigator X (i} Home
4 Back Home

_ nventories

) Hosts and Clusters >
@) Wis and Templates > (1] j | [
E3 Storage > Storage ~ Globa Pure
€. Networking > kSt ]
[d Content Libranes >
D 1S 2 s

[ Giobal Inventory Lists >

4 Policies and Profiles > -

=J =
@ Update Manager >
I3 Cisco ACI Fabric > REKSOBS0N0 (o SV O fostRxo
& Administration >
Administration

| Tasks

(A Events

a ol

& i 7\
(7 Tags & Custom Attributes
Roles System Cisco UCS

3, New Search > Configuration

[ sawed searches >

Pure Storage

Pure Storage Best Practices for vSphere

The Pure Storage FlashArray has a few necessary changes for VMware ESXi. The following are some
requirements and considerations:

e Virtual Disk Types: Pure Storage recommends thin type virtual disks for the majority of virtual
machines. Thin virtual disks are the most flexible and provide benefits such as in-guest space
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reclamation support. For virtual machines that demand the lowest possible latency with the most
consistent performance, eagerzeroedthick virtual disks should be used. The use of zeroedthick (aka
“lazy” or “sparse”) is discouraged at all times.

e Virtual Machine SCSI adapter: Pure Storage recommends using the Paravirtual SCSI adapter in virtual
machines to provide access to virtual disks/RDMs. The Paravirtual SCSI adapter provides the highest
possible performance levels with the most efficient use of CPU during intense workloads. Virtual
machines with small I/O requirements can use the default adapters if preferred.

e Volume sizing and volume count: Pure Storage has no recommendations around volume sizing or
volume count. The FlashArray volumes have no artificially limited queue depth, not on the volume
level or the port level. A single volume can use the entire performance of the FlashArray if needed. In
the case of very large volumes, or volumes serving intense workloads it might be necessary to
increase internal queues inside of ESXi (HBA device queue, Disk.SchedNumReqOutstanding, virtual
SCSI adapter queue).

e VMFS-6 is the recommended datastore type to enable automatic Run Space Reclamation (UNMAP)
to ensure the FlashArray capacity usage accurately reflects the actual usage inside of VMware.

e With iSCSI configured for the FlashArray, disable DelayedAck and increase the Login Timeout to 30
seconds (from a value of 5).

Description
LoginTimeout iSCS! option : Time in seconds initiator wil..

ISCSI option : Time in seconds initiator wil...

LogoutTimeout

RecoveryTimeout  iSCSI option : Time in seconds thatcan el... {10

NoopTimeout iSCSI option : Time in seconds thatcanel.. (10 [

Noopinterval iSCS! option : Time in seconds in betwee...

InitR2T Whether to allow initiator to ...

iSCSI option :

Immed@ateData ISCS!I option : Whether to aliow initiator 10 ... (/] Enabled

DelayedAck iscmowm:wmmmawmao- 1
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Onboarding an Application Tenant

This section details the steps for creating a sample two-tier application called FSV-App-A. This tenant will
comprise of a Web and an App tier which will be mapped to relevant EPGs on the ACI fabric.

To deploy the Application Tenant and associate it to the VM networking, complete the steps in the following
sections.

Configure Tenant
1. Inthe APIC Advanced GUI, select Tenants.

2. At the top select Tenants > Add Tenant.
3. Name the Tenant FSV-App-A.

4. For the VRF Name, also enter FSV-App-A. Leave the Take me to this tenant when | click finish check-
box checked.

Create Tenant (2 Tx]
Name: |FSV-App-A ]
Alias: @
Description: | ¢ptiona

Tags: [ -
ter tags separated b M

GUID:
Pravider GUID Account Mame

Monitoring Policy: | select a value v

Security Domains:

Name Description

VRF Name: | FSV-App-A @

Take me to this tenant when | click finish

5. Click Submit to finish creating the Tenant.
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Configure Bridge Domains

At least one bridge domain will need to be created. In the following steps, an internal versus an external
bridge domain is created to allow an optional insertion of a firewall between EPGs connecting from the
differing bridge domains. Insertion and configuration of this firewall is not covered in this document.

1. In the left pane expand Tenant FSV-App-A > Networking.
2. Right-click the Bridge Domain and select Create Bridge Domain.

3. Name the Bridge Domain App-A-External, select FSV-App-A for the VRF, select Forwarding as Custom,
and change L2 Unknown Unicast to Flood.

Create Bridge Domain (7 Ix]
> Ma

Name: | App-A-Externa ]
Alias: ]

Description: | 0ptiona

Type:

VRF: ~
Forwarding:  Custom v
L2 Unknown Unicast: | Flood ~
L3 Unknown Multicast Flooding: | Flood v
Multi Destination Flooding: | Flood in BD v

ARP Flooding: /] Enabled
Clear Remaote MAC Entries: [

Endpoint Retention Policy: | select a value

IGMP Snoop Palicy:

Previous Next

4. Click Next.

5. Within the L3 Configurations section, select the checkbox for GARP based detection of the EP Move De-
tection Mode.
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Create Bridge Domain

STEP 2 > L3 Configurations
Specify Bridge Domain for the VRF

Unicast Routing: Enabled

Config BD MAC Address:

MAC Address: 00:22:BD:F8:19:FF |
Virtual MAC Address: not-applicable m
Subnets:

Gateway Address Scope

Endpoint Dataplane Learning:
Limit IP Learning To Subnet: []
EP Move Detection Mode: GARP based detection
DHCP Labels:

Name Scope

Associated L3 Outs:

L3 Qut

1. Main

00

2. L3 Configurations 3. Advanced/Troubleshooting

4L
Primary IP Address Subnet Control
I
DHCP Option Policy
+

Previous Cancel Next

6. Next and click Finish to complete adding the Bridge Domain.

7. Repeat the steps above to add another Bridge Domain named App-A-Internal.

Configure Application Profile

1. In the left pane, right-click Application Profiles and select Create Application Profile.

2. Name the Application Profile App-A and click Submit.
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Create Application Profile (2 Tx] ‘
Specify Tenant Application Profile
Name: | App-A @
Alias: ]
Description: | optiona
Tags: @ |v
enter tags separated by comm;
Monitoring Policy: | select a value v
. EPGs
+
MName Alias BD Domain Switching Static Path Static Path Provided Consumed
Mode VLAN Contract Contract

Configure End Point Groups

EPG for Web
1. In the left pane expand Application Profiles > App-A.

2. Right-click Application EPGs and select Create Application EPG.
3. Name the EPG Web. Leave Intra EPG Isolation Unenforced.
4. From the Bridge Domain drop-down list, select App-A-External.

5. Check the check box next to Associate to VM Domain Profiles.
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Create Application EPG

STEP 1 > Identity

Specify the EPG Identity
Name:
Alias:

Description:

Tags:

QoS class:
Custom QoS:

Data-Plane Policer:

Intra EPG Isolation:
Preferred Group Member:

Flood on Encapsulation:
Bridge Domain:
Monitoring Policy:

FHS Trust Control Policy:

Associate to VM Domain Profiles:

Web [1=]
1]
optional
| |~
enter tags separated by comma
Unspecified w
select a value W
select a value w

Disabled Enabled

App-A-External ~ @
select a value v
select a value -

Statically Link with Leaves/Paths: [

EPG Contract Master:

Application EPGs

00

1. Identity 2. Domains

Previous

6. Click Next.

7. Click + to Associate VM Domain Profiles.

8. From the Domain Profile drop-down list, select VMware/FSV Application domain profile.
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Create Application EPG (71
1. Identity 2. Domains.
STEP 2 : [)Olnd s L I -
Specify the VM Domain
Associated VM i +
Domain Profiles:
Domain Deployment Resalution Delimiter Encap Mode Port Encap Allow Micro- Switching
Profile Immediacy Imrmediacy (or Segmentation  Mode
Secondary
WVLAN for
Micro-Seg)
vian-10
VMware)| Immediate |« || Pre-provisior| « Auto O

w
Exal
(e ‘

Previous Cancel Finish

9. Change the Deployment Immediacy to Immediate.

10. Change the Resolution Immediacy to Pre-provision.

11. Click Update.

12. Click Finish to complete creating the EPG.

13. In the left pane expand EPG Web, right-click on the Subnets and select Create EPG Subnet.

14. For the Default Gateway IP, enter a gateway IP address and mask. In this deployment, the GW address
configured for Web VMs is 172.18.101.254/24.

15. Since the Web VM Subnet is advertised to Nexus 7000s and to App EPG, select Advertise Externally and
Shared between the VRFs.
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Create EPG Subnet OD

Specify the Subnet Identity

Default Gateway IP: |172.18.101.254/24 @]
address/mask

Treat as virtual IP address: [

Scope: [ Private to VRF
Advertised Externally
Shared between VRFs

Description: | opticna

Subnet Control; @

[J No Default SVI Gateway
[ querier IP

16. Click Submit.

L At this point, a new port-group should have been created on the VMware VDS. Log into the vSphere Web Cli-
ent, browse to Networking > VDS and verify.

vmware* vSphere Web Client  fi= U | Administrator@VSPHERELOCAL ~ | Help~ |
Navigator X 2 FSV-App-AjApp-AlWeb 25 | {GjActions ~ =~ | #
— | =
4 Back Getting Started | Summary | Monitor  Configure  Permissions  Ports  Hosts  VMs.
Y =
= —
L? @ a8 e | FSV-App-AlApp-AWeb PORTS FREE: 2 z
« [ v flashstack cisco.com . . E)
e b Port binding: ~ Static binding —rry ey E
~ Ein FlashStack- For allocation: Basti <
- [JFSV-Application [ VLANID 202 B
- @ FSV-Applcation m
2, common|FSV-Common-1B-MgmiFSV-C.
£ FSV-App-AlApp-AlWeb
alFS\,-AQ:Hcallor\-]\.’l.mm?s-'\5
2, quarantine . .
© W etk ~ Distributed Port Group Details o) [+ Policies o
VM Network
- & Infra-DSwitch Distributed switch & Fsv-Application
+ Custom Attributes o
& 18-Mgmt Network protocol profile —
4 Infra-DSwitch-DVUplinks-10 Hosts 3
& Moton Virtual machines 5
» Tags m]

1. Inthe left pane expand Application Profiles > App-A.

2. Right-click Application EPGs and select Create Application EPG.

3. Name the EPG App. Leave Intra EPG Isolation Unenforced.

4. From the Bridge Domain drop-down list select FSV-App-A/App-A-Internal.

5. Check the check box next to Associate to VM Domain Profiles.
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Create Application EPG (2 <]

STEP 1 > Identity 2. Domains

Specify the EPG Identity |
Name: App
Alias:

Description: | optional

Tags: ~

enter ags separaled by comma
QoS class: | Unspecified ~
Custom QoS: | select a value v

Data-Plane Policer:

Intra EPG Isolation: ~ Enforced
Preferred Group Member: Include
Flood on Encapsulation: JNREEREREY  Enabled

select a value ~

Bridge Domain: | App-A-Internal v
Monitoring Policy: | select a value ~
FHS Trust Control Policy: | select a value ~

Associate to VM Domain Profiles:
Statically Link with Leaves/Paths: [ ]
EPG Contract Master: +

Application EPGS

Previous Next

6. Click Next.

7. Click + to Associate VM Domain Profiles.

8. From the Domain Profile drop-down list, select VMware/FSV-Application domain profile.
9. Change the Deployment Immediacy to Immediate.

10. Change the Resolution Immediacy to Pre-provision.
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Create Application EPG 7 1]

Slen e bomars o

Specify the VM Domain

Associated VM T +
Domain Profiles:
Domain Deployment Resalution Delimiter Encap Mode Port Encap Allow Micro- Switching
Profile Immediacy Immediacy (or Segmentation  Mode
Secondary
VLAN for
Micro-Seq)

vian-1
VMware/ Immediate | || Pre-provisior |+

Previous Cancel Finish

11. Click Update.
12. Click Finish to complete creating the EPG.
13. In the left pane expand EPG App-A-App, right-click on the Subnets and select Create EPG Subnet.

14. For the Default Gateway IP, enter a gateway IP address and mask. In this deployment, the GW address
configured for App VMs is 172.18.102.254/24.

15. Since the App VMs only need to communicate with Web VMs EPG, select Private to VRFs.

Create EPG Subnet (7 ]x]
Specify the Subnet Identity
Default Gateway IP: | 172.18.102.254/24
address/mask
Treat as virtual IP address: []

Scope: [ Private to VRF
[ Advertised Externally
Shared between VRFs

Deseription: | 0ptiona

Subnet Contral: @

[ No Default SVI Gateway
[ querier 1P

16. Click Submit.
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L At this point, a new port-group should have been created on the VMware VDS. Log into the vSphere Web Cli-
ent, browse to Networking > VDS and verify.

U | Administrator@VSPHERELOCAL ~ |

vmware® vSphere Web Client  fi=

Navigator X | 2 FsV-App-AlApp-AlApp | & | {G}Actons -

4 Back Getting Started | Summary | Moitor Configure  Permissions  Ports  Hosts Vs

PorTe FReE 0

FSV-App-AApE-A AP
s

Y . o —
&

‘
erleaton ==

mmon|F SV-Common-1B-MamtF SV-C
X FSV-App-AlApp-AlAop
& FSV-App-AlApp-AlWeb
on-DVUBinks-15

5531001 U IOM (0) s

~  Distributed Port Group Details ol [» policies [=
Distributed switch & FSV-Application
» Custom Attributes [=
Network protocol profile —

Hosts 3

witch-DVUplinks-1
h-DVUplinks-10 Virtual machines 0

an
& vMoton

» Tags [=]

Configure Contracts

App-Tier to Web-Tier Contract

Provided Contract in EPG App-A-App
1. Inthe APIC Advanced GUI, select Tenants > FSV-App-A.

2. In the left pane, expand Tenant FSV-App-A > Application Profiles > App-A > Application EPGs > App.
3. Right-click on Contract and select Add Provided Contract.

4. Inthe Add Provided Contract window, from the Contract drop-down list, select Create Contract.

Add Provided Contract 09

Select a contract

Contract: |es\e:t a value A |

[ ]
Qos: Allow-Common-IB-Mgmt b
common
Contract Label: 1]
Allow-Shared-L30ut-All
Subject Label: | opmmon g

FSV-Allow-Common-Core-Services
common

default
commen Cancel Submit

5. Name the Contract Allow-Web-to-App.
6. Select Tenant for Scope.

7. Click + to add a Contract Subject.

8. Name the subject Allow-Web-to-App.

9. Click + to add a Contract filter.
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[y o I ———
Create Contract Subject [>T}

{ Specify Identity Of Subject

Name: | Allow-Web-to-App
Alias:
Description: | optional
Target DSCP: | Unspecified ~
Apply Both Directions:
Reverse Filter Ports:

Filter Chain

Filters L4-L7 SERVICE GRAPH

Name Directives Service Graph: | select an option ~
select an option || none x

Update

PRIORITY

10. Click + to add a new Subject.

Create Contract Subject

1 Specify Identity Of Subject

Name: | Allow-Web-1o-App
Alias:
Description: |optional
Target DSCP: | Unspecified v
Apply Both Directions:
Reverse Filter Ports:

Filter Chain

-
+

Filters L4-L7 SERVICE GRAPH
Name Directives Service Graph: | select an option ~

I select an option ~ | none (x

! - Uz -
Name Tenant Qos: ¥

= Tenant: common

1 © Allow-All common
® arp common
© default common
© est common

I ® IsSCsi common

mbers |
@ icmp common

11. For Filter Identity Name, enter Allow-Web-A-All.

12. Click + to add an entity.
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‘ Create Filter [21¥]

Specify the Filter Identity |

Name: | Allow-Web-A-All
Alias

Deseription: | optional

Enties

Name Alias  EtherType ARPFlag  IP Protocol Match ~ Stateful Source Port f Range Destination Port / Range TCP Session Rules
Only
Fragments From To From To

Cancel Submit

13. Enter Allow-All as the name of Entries.

14. From the EtherType drop-down list, select IP.

! Create Filter o0
Specify the Filter Identity
Name: | Allow-Web-A-All
Alias:

Description: | optional

Entries: ¥ O+
Name  Alias EtherType ARP Flag IP Pratocol Match  Stateful Source Port / Range Destination Port / Range TCP Session Rules
Erglgmem:; From To From To
I Allow-A P “ Unspecified “ O

15. Click Update.
16. Click Submit.

17. Click Update in the Create Contract Subject window.
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. - —_— . ———
Create Contract Subject (2 1]
Specify Identity Of Subject

Name: |Allow-\Web-to-App
Alias:
Description: | optiona
Target DSCP: | Unspecified v
Apply Both Directions:
Reverse Filter Ports:
Filter Chain
Filters L L4-L7 SERVICE GRAPH
Name Directives Service Graph: | select an option v

FS\V-App-Af/Allow-Web-A-All |~ || none *
PRIORITY

< -

18. Click OK to finish creating the Contract Subject.

i Create Contract (2 <] |
Specify Identity Of Contract

Name: | Allow-Web-1o-App

Alias:
Scope: Tenant v
QoS Class: | Unspecified ~
Target DSCP: | Unspecified ~

Description:  optional

Tags: b

enter tags separated by comma

Subjects:

-
+

Name Description

| Atlow-web-to-app

19. Click Submit to complete creating the Contract.

20. Click Submit to complete adding the Provided Contract.

Consume Contract in EPG App-A-Web
1. In the left pane expand Tenant FSV-App-A > Application Profiles > App-A > Application EPGs > Web.

2. Right-click Contracts and select Add Consumed Contract.
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3. Inthe Add Consumed Contract window, use the drop-down list to select the contract defined in the last
step, App-A/Allow-App-to-Web.
Add Consumed Contract o
Contract: |pelect a value ]
QoS: FallUERN Rl v
Contract Label:
Allow-Common-IB-Mgmt
Subject Label: | oommaon B
Allow-Shared-L30ut-All
FSV-Allow-Common-Core-Services
comman Submit
default
Create Contract
4. Click Submit to complete adding the Consumed Contract.
ﬂ The communication between Web and App tiers of the application should be enabled now. Customers can use more
restrictive contracts to replace the Allow-All contract defined in this example.
5. Repeat these steps to add the FSV-Allow-Common-Core-Services as a consumed contract to the Web
EPG.
6. Repeat these equivalent steps to add FSV-Allow-Common-Core-Services as a consumed contract to

the App EPG.

Web-Tier to Shared L3 Out Contract

To enable App-A’s Web VMs to communicate outside the Fabric, Shared L3 Out contract defined in the
Common Tenant will be consumed in the Web EPG. To enable traffic from Web VMs to outside the fabric,
complete the following steps :

1.

2.

In the APIC Advanced GUI, select Tenants > FSV-App-A.
In the left pane, expand Tenant FSV-App-A > Application Profiles > App-A > Application EPGs > Web.
Right-click Contracts and select Add Consumed Contract.

In the Add Consumed Contract window, use the drop-down list to select common/Allow-Shared-L30Out-
All.
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Add Consumed Contract (2 I
Select a contract
Contract: Hsele-:l a value | (]
Qos:  Allow-Common-IB-Mgmt “

common

Contract Label:
Allow-Shared-L30ut-All
Subject Label: [N
Allow-Web-to-App

FSV-App-A

default

common Submit

FSV-Allow-Common-Core-Services

common

Create Contract

5. Click Submit to complete adding the Consumed Contract.

6. Log into the core Nexus 7000 switch to verify App-A-Web EPG’s subnet (172.18.101.0/24) is being ad-
vertised.

BB@Z2-7004-1-MultiSite# show ip route ospf

IP Route Table for VRF “default"

'*" denotes best ucast next-hop

"**' denotes best mcast next-hop

"[x/y]" denotes [preference/metric]
'%<string>' in via output denotes VRF <string>

0.9.0.0/9, ubest/mbest: 1/0

*via 10.252.250.3, Eth4/12, [110/1], 4w4d, ospf-108, type-2, tag 10
10.252.232.0/30, ubest/mbest: 1/0

*via 10.252.231.1, Eth4/4.301, [116/8], 4wdd, ospf-1@, intra
10.252.255.1/32, ubest/mbest: 1/@

*via 10.252.231.1, Eth4/4.301, [110/5], 6w5Sd, ospf-1@, intra
10.252.255.22/32, ubest/mbest: 1/0

*via 10.252.250.2, Eth4/12, [11@/5], 4wld, ospf-1@, intra
172.18.101.0/24, ubest/mbest: 1/@

*via 10.252.231.1, Eth4/4.301, [110/20], ©00:48:06, ospf-10, nssa type-2
BB@Z-7004-1-MultiSite# ||

With the provisioning of the Web and App EPGs and the application of the created contracts, the
environment is how set for both tiers to have access to the Core Services network to reach AD and similar
services, while the App tier is protected to limit access down to the Web tier initiated IP conversations.
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Validation

A high-level summary of the FlashStack validation is provided in this section. The solution was validated for
basic data forwarding by deploying virtual machine running IOMeter tool as well as basic tests of
connectivity and isolation within L2 and L3 as implemented within ACI. The system was validated for
resiliency by failing various aspects of the system under load. Examples of the types of tests executed
include:

e Access between tenant EPGs

e Failure and recovery of iSCSI booted ESXi hosts in a cluster

e Service Profile migration between blades

e Failure of partial and complete IOM links

e Failure and recovery of redundant links to FlashArray controllers

e Storage link failure between one of the FlashArray controllers and the fabric interconnect

e Load was generated using IOMeter tool and different 10 profiles were used to reflect the different
profiles that are seen in customer networks
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Summary

This FlashStack release delivers an application centric architecture for enterprise and cloud datacenters
using Cisco UCS Blade Servers, Cisco Fabric Interconnects, Cisco Nexus 9000 switches, utilizing iSCSI
attached Pure Storage FlashArray//X. FlashStack is designhed and validated using compute, network and
storage best practices for high performance, high availability, and simplicity in implementation and
management.

This CVD validates the design, performance, management, scalability, and resilience that FlashStack
provides to customers. This validation included a full deployment and documentation of the latest supported
releases of all products involved. Testing of component failures within each layer of the design, as well as
network traffic verification to differing segments connected within the Cisco ACI fabric configuration.
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Reference Sources for Components in this Design
___________________________________________________________________________________________________________________________|

Products and Solutions
Pure Storage FlashArray//X:

https://www.purestorage.com/products/flasharray-x.html
Cisco Unified Computing System:
http://www.cisco.com/c/en/us/products/servers-unified-computing/index.html

Cisco UCS 6300 Series Fabric Interconnects:

http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-6300-series-fabric-
interconnects/index.html

Cisco UCS 5100 Series Blade Server Chassis:

http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-5100-series-blade-server-
chassis/index.html

Cisco UCS B-Series Blade Servers:

http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-b-series-blade-servers/index.html
Cisco UCS Adapters:

http://www.cisco.com/c/en/us/products/interfaces-modules/unified-computing-system-
adapters/index.html

Cisco UCS Manager:

http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-manager/index.html

Cisco Nexus 9000 Series Switches:
http://www.cisco.com/c/en/us/products/switches/nexus-9000-series-switches/index.html
Cisco Application Centric Infrastructure:

https://www.cisco.com/c/en_au/solutions/data-center-virtualization/aci.html

VMware vCenter Server:

http://www.vmware.com/products/vcenter-server/overview.html

VMware vSphere:

https://www.vimware.com/products/vsphere
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