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Part Number  Description  

Drive bays, HS 

Cisco UCS VIC1340 Converged Network Adapter  

The Cisco UCS Virtual Interface Card (VIC) 1340 (Figure 9. ) is a 2-port 40-Gbps Ethernet or dual 4 x 10-Gbps 

Ethernet, Fibre Channel over Ethernet (FCoE)-capable modular LAN on motherboard (mLOM) designed exclu-

sively for the M5 generation of Cisco UCS B-Series Blade Servers. When used in combination with an optional 

port expander, the Cisco UCS VIC 1340 capabilities are enabled for two ports of 40-Gbps Ethernet. 

The Cisco UCS VIC 1340 enables a policy-based, stateless, agile server infrastructure that can present over 256 

PCIe standards-compliant interfaces to the host that can be dynamically configured as either network interface 

cards (NICs) or host bus adapters (HBAs). In addition, the Cisco UCS VIC 1340 supports Cisco® Data Center 

Virtual Machine Fabric Extender (VM-FEX) technology, which extends the Cisco UCS fabric interconnect ports to 

virtual machines, simplifying server virtualization deployment and management. 

 Cisco UCS VIC 1340  Figure 9. 

 

 

Figure 9. illustrates the Cisco UCS VIC 1340 Virtual Interface Cards Deployed in the Cisco UCS B-Series B200 

M5 Blade Servers. 





















 

 

 

 

What are VMware RDS hosted sessions?  

An RDS host is a server computer that hosts applications and desktop sessions for remote access. An RDS host 

can be a virtual machine or a physical server.  

An RDS host has the Microsoft Remote Desktop Services role, the Microsoft Remote Desktop Session Host ser-

vice, and Horizon Agent installed. Remote Desktop Services was previously known as Terminal Services. The 

Remote Desktop Session Host service allows a server to host applications and remote desktop sessions. With 

Horizon Agent installed on an RDS host, users can connect to applications and desktop sessions by using the 

display protocol PCoIP or Blast Extreme. Both protocols provide an optimized user experience for the delivery of 

remote content, including images, audio and video.  

The performance of an RDS host depends on many factors. For information on how to tune the performance of 

different versions of Windows Server, see 

http://msdn.microsoft.com/library/windows/hardware/gg463392.aspx.  

Horizon 7 supports at most one desktop session and one application session per user on an RDS host.  

When users submit print jobs concurrently from RDS desktops or applications that are hosted on the same RDS 

host, the ThinPrint server on the RDS host processes the print requests serially rather than in parallel. This can 

cause a delay for some users. Note that the print server does not wait for a print job to complete before pro-

cessing the next one. Print jobs that are sent to different printers will print in parallel.  

If a user launches an application and also an RDS desktop, and both are hosted on the same RDS host, they 

share the same user profile. If the user launches an application from the desktop, conflicts may result if both ap-

plications try to access or modify the same parts of the user profile, and one of the applications may fail to run 

properly.  

The process of setting up applications or RDS desktops for remote access involves installing applications. If you 

plan to create application pools, you must install the applications on the RDS hosts. If you want Horizon 7 to au-

tomatically display the list of installed applications, you must install the applications so that they are available to 

all users from the Start menu. You can install an application at any time before you create the application pool. If 

you plan to manually specify an application, you can install the application at any time, either before or after cre-

ating an application pool. 

IMPORTANT 

When you install an application, you must install it on all the RDS hosts in a farm and in the same location on each RDS host. If 

you do not, a health warning will appear on the View Administrator dashboard. In such a situation, if you create an applica-

tion pool, users might encounter an error when they try to run the application.  

When you create an application pool, Horizon 7 automatically displays the applications that are available to all users rather than 

individual users from the Start menu on all of the RDS hosts in a farm. You can choose any applications from that list. In 

addition, you can manually specify an application that is not avail-able to all users from the Start menu. There is no limit on 

the number of applications that you can install on an RDS host. 

Farms, RDS Hosts, and Desktop and Application Pools  

With VMware Horizon, you can create desktop and application pools to give users remote access to virtual ma-

chine-based desktops, session-based desktops, physical computers, and applications. Horizon takes advantage 

http://msdn.microsoft.com/library/windows/hardware/gg463392.aspx
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 VMware Horizon design overview  Figure 15. 

 

 Horizon VDI and RDSH desktop delivery based on display protocol (PCoIP/Blast/RDP)  Figure 16. 
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This solution uses the NetApp AFF A300 controller, as shown in Figure 17.  and Figure 18. This controller pro-

vides the high-performance benefits of 40GbE and all-flash SSDs, offering better performance than previous 

models, and occupying only 3U of rack space versus 6U with the AFF8040 systems. When combined with the 

2U disk shelf of 3.48TB disks, this solution provides ample horsepower and over 83TB of raw capacity, all while 

occupying only 5U of valuable rack space. This configuration makes it an ideal controller for a shared workload 

converged infrastructure. The AFF A800 controller would be an ideal fit for situations in which more performance 

is required.  

The FlexPod reference architecture supports a variety of NetApp FAS controllers such as FAS9000, FAS8000, 

FAS2600 and FAS2500; AFF A-Series platforms such as AFF8000; and legacy NetApp storage.  

For more information about the AFF A-Series product family, see: 

http://www.NetApp.com/us/products/storage-systems/all-flash-array/aff-a-series.aspx 

Note  

The 40GbE cards are installed in the expansion slot 2 and the ports are e2a, e2e. 

 NetApp AFF A300 front view  Figure 17. 

 

 NetApp AFF A300 rear view  Figure 18. 

 

NetApp ONTAP 9.6  

Storage efficiency  

Storage efficiency has always been a primary architectural design point of the NetApp ONTAP data management 

software. A wide array of features allows businesses to store more data using less space. In addition to dedupli-

cation and compression, businesses can store their data more efficiently by using features such as unified stor-

age, multitenancy, thin provisioning, and NetApp Snapshot® technology. 

http://www.netapp.com/us/products/storage-systems/all-flash-array/aff-a-series.aspx


 

 

 

 

Starting with ONTAP 9, NetApp guarantees that the use of NetApp storage efficiency technologies on AFF sys-

tems reduce the total logical capacity used to store customer data by 75 percent, a data reduction ratio of 4:1. 

This space reduction is a combination of several different technologies, such as deduplication, compression, and 

compaction, which provide additional reduction to the basic features provided by ONTAP. 

Compaction, which was introduced in ONTAP 9, is the latest patented storage efficiency technology released by 

NetApp. In the NetApp WAFL® file system, all I/O takes up 4KB of space, even if it does not actually require 4KB 

of data. Compaction combines multiple blocks that are not using their full 4KB of space together into one block. 

This one block can be more efficiently stored on the disk-to-save space. This process is illustrated in Figure 19.  

 Storage efficiency  Figure 19. 

 

NetApp Storage Virtual Machines  

A cluster serves data through at least one and possibly multiple storage virtual machines (SVMs, formerly called 

Vservers). An SVM is a logical abstraction that represents the set of physical resources of the cluster. Data vol-

umes and network logical interfaces (LIFs) are created and assigned to an SVM and may can on any node in the 

cluster to which the SVM has been given access. An SVM can own resources on multiple nodes concurrently, 

and those resources can be moved nondisruptively from one node to another. For example, a flexible volume 

can be nondisruptively moved to a new node and aggregate, or a data LIF can be transparently reassigned to a 

different physical network port. The SVM abstracts the cluster hardware and it is not tied to any specific physical 

hardware. 

An SVM can support multiple data protocols concurrently. Volumes within the SVM can be joined together to 

form a single NAS namespace, which makes all of an SVM's data available through a single share or mount point 

to NFS and CIFS clients. SVMs also support block-based protocols, and LUNs can be created and exported by 

using iSCSI, FC, or FCoE. Any or all of these data protocols can be configured for use within a given SVM. 

Because it is a secure entity, an SVM is only aware of the resources that are assigned to it and has no 

knowledge of other SVMs and their respective resources. Each SVM operates as a separate and distinct entity 

with its own security domain. Tenants can manage the resources allocated to them through a delegated SVM 

administration account. Each SVM can connect to unique authentication zones such as Active Directory, LDAP, 

or NIS. A NetApp cluster can contain multiple SVMs. If you have multiple SVMs, you can delegate an SVM to a 



 

 

 

 

specific application. This allows administrators of the application to access only the dedicated SVMs and associ-

ated storage, increasing manageability, and reducing risk. 

SAN Boot  

NetApp recommends implementing SAN boot for Cisco UCS servers in the FlexPod Datacenter solution. Doing 

so enables the operating system to be safely secured by the NetApp AFF storage system, providing better per-

formance. In this design, FC SAN boot is validated.  

In FC SAN boot, each Cisco UCS server boots by connecting the NetApp AFF storage to the Cisco MDS switch. 

The 16G FC storage ports, in this example 0g and 0h, are connected to Cisco MDS switch. The FC LIFs are cre-

ated on the physical ports and each FC LIF is uniquely identified by its target WWPN. The storage system target 

WWPNs can be zoned with the server initiator WWPNs in the Cisco MDS switches. The FC boot LUN is exposed 

to the servers through the FC LIF using the MDS switch; this enables only the authorized server to have access 

to the boot LUN. Refer to Figure 20. for the port and LIF layout 

 FC -  SVM ports and LIF layout  Figure 20. 

 

Unlike NAS network interfaces, the SAN network interfaces are not configured to fail over during a failure. In-

stead, if a network interface becomes unavailable, the host chooses a new optimized path to an available net-

work interface. ALUA is a standard supported by NetApp that is used to provide information about SCSI targets, 

which allows a host to identify the best path to the storage. 

NetApp ONTAP FlexGroup  

NetApp ONTAP FlexGroup volumes make it easier to expand the file share capacity or performance needs by 

adding more NetApp FlexVol® member volumes, which can span across multiple storage nodes. Files are not 

striped but instead are placed systematically into individual FlexVol member volumes that work together under a 

single access point. 



 

 

 

 

 

ONTAP FlexGroup technology supports features such as SMB 3.x multichannel, antivirus scanning for SMB, vol-

ume autosize autogrow/autoshrink), and qtree (for quotas).  

For more information, see TR-4557: NetApp ONTAP FlexGroup Volumes. 

Quality of Service  

Storage Quality of Service (QoS) guarantees performance of critical workloads that are not degraded by com-

peting workloads. A throughput ceiling on a competing workload to limit its impact on system resources, or set a 

throughput floor for a critical workload, ensuring that it meets minimum throughput targets, regardless of de-

mand by competing workloads. 

https://www.netapp.com/us/media/tr-4557.pdf


 

 

 

 

 

Starting with ONTAP 9.4, a non-shared QoS policy group can be used to specify the defined throughput ceiling 

or floor that applies to each member workload individually. A Shared policy group with throughput ceilings, the 

total throughput for the workloads assigned to the shared policy cannot exceed the specified ceiling. The 

throughput floors shared policy group can be applied to single workload only. 

Adaptive Quality of Service  

Adaptive quality of service (AQoS) enables an IT organization to deliver predictable and agile services, aligning 

performance and cost to the needs of the applications. It does this by enabling a range of service levels aligned 

to application I/O requirements.  

AQoS allows you to define IOPS per terabytes based on allocated or used space. AQoS defines the expected 

IOPS (floor) and peak IOPS (ceiling) based on given capacity. As the capacity size changes, the limit also varies. 

This is a to VDI environments where the volume size expands or shrinks based on the number of deployed desk-

tops. 

AQoS also allows you to define the static value for minimum IOPS (when the volume size is less than 1TB). The 

minimum limit is only available on AFF systems. AQoS policy groups are always nonshared. The defined ceiling 

or floor throughput applies to each member workload individually. 

Table 3.  AQoS workloads 

Workload Support  Supported with ONTAP 9.6?  

Volume Yes 

File Yes 



 

 

 

 

Workload Support  Supported with ONTAP 9.6?  

LUN Yes 

SVM Yes 

FlexGroup volume Yes 

Multiple workloads per policy group Yes 

Nonshared policy groups Yes 

Table 4.  Three default Adaptive QoS policy groups 

Default Policy Group  Expected IOPS per TB 
(Floor)  

Peak IOPS per TB (Cei l-
ing)  

Absolute Min i-
mum IOPS  

Extreme 6,144 12,288 1,000 

Performance 2,048 4,096 500 

Value 128 512 75 

If a volume is assigned with performance AQoS, and if the allocated space is 10TB, it receives a minimum of 

20,480 guaranteed IOPS. When the volume is 2TB, it receives a minimum of 4,096 guaranteed IOPS. 

Active IQ Unified Manager  

NetApp Active IQ® Unified Manager is a graphical management product that provides comprehensive monitoring 

and key management capabilities for ONTAP systems to help manage the availability, capacity, protection, and 

performance risks of your storage systems. You can deploy Unified Manager on a Linux server, on a Windows 

server, or as a virtual appliance on a VMware host. 

Unified Manager allows you to monitor your clusters. When issues occur in the cluster, Unified Manager notifies 

you about the details of such issues through events. Some events also provide you with a remedial action that 

you can take to rectify the issues. You can configure alerts for events so that when issues occur, you are notified 

through email, and SNMP traps. 

Unified Manager enables to manage storage objects in your environment by associating them with annotations. 

You can create custom annotations and dynamically associate clusters, SVMs, and volumes with the annotations 

through rules. 

Unified Manager allows you to report different views of your network, providing actionable intelligence on ca-

pacity, health, performance, and protection data. You can customize your views by showing and hiding columns, 

rear-ranging columns, filtering data, sorting data, and searching the results. You can save custom views for re-

use, download them as reports, and schedule them as recurring reports to distribute through email. 



 

 

 

 

Unified Manager allows you to plan the storage requirements of your cluster objects by using the information 

pro-vided in the capacity and health charts, for the respective cluster object. 









 

 

 

 

Many user profile solutions require SMB File Share. With ONTAP, NetApp AFF provides many feature of SMB3 

and also secure multi-tenancy. FlexGroup Volume not only allows the volume to grow petabytes in size, but also 

effectively utilizes the resources across the storage nodes to provide better performance. If a need arises for 

unified global namespace across the countries, Global File Cache can be explored. 

Vmware Horizon design fundamentals  

Designing a Vmware Horizon environment for a mixed workload  

With VMware Horizon 7 the method you choose to provide applications or desktops to users depends on the 

types of applications and desktops you are hosting and available system resources, as well as the types of users 

and user experience you want to provide. 

Table 5.  Designing a VMware Horizon Environment 

Environment  Details  

Server OS machines  You want: Inexpensive server-based delivery to minimize the cost of deliv-

ering applications to a large number of users, while providing a secure, 

high-definition user experience.  

Your users: Perform well-defined tasks and do not require personalization 

or offline access to applications. Users may include task workers such 

as call center operators and retail workers, or users that share work-

stations.  

Application types: Any application. 

Desktop OS machines You want: A client-based application delivery solution that is secure, pro-

vides centralized management, and supports a large number of users 

per host server (or hypervisor), while providing users with applications 

that display seamlessly in high-definition.  

Your users: Are internal, external contractors, third-party collaborators, and 

other provisional team members. Users do not require off-line access 

to hosted applications.  

Application types: Applications that might not work well with other applica-

tions or might interact with the operating system, such as .NET frame-

work. These types of applications are ideal for hosting on virtual ma-

chines.  

Applications running on older operating systems such as Windows XP or 

Windows Vista, and older architectures, such as 32-bit or 16-bit. By 

isolating each application on its own virtual machine, if one machine 

fails, it does not impact other users. 

Remote PC access You want: Employees with secure remote access to a physical computer 

without using a VPN. For example, the user may be accessing their 

physical desktop PC from home or through a public WIFI hotspot. De-

pending upon the location, you may want to restrict the ability to print 

or copy and paste outside of the desktop. This method enables BYO 



 

 

 

 

Environment  Details  

device support without migrating desktop images into the datacenter.  

Your users: Employees or contractors that have the option to work from 

home, but need access to specific software or data on their corporate 

desktops to perform their jobs remotely.  

Host: The same as Desktop OS machines.  

Application types: Applications that are delivered from an office computer 

and display seamlessly in high definition on the remote user's device. 

For the Cisco Validated Design described in this document, a mix of Remote Desktop Server Hosted sessions 

(RDSH) using RDS based Server OS and VMware Horizon pooled Linked Clone Virtual Machine Desktops using 

VDI based desktop OS machines were configured and tested.  

The mix consisted of a combination of both use cases. The following sections discuss design decisions relative 

to the VMware Horizon deployment, including the CVD test environment. 

  









 

 

 

 

Vendor  Product / Component  Version / Build / Code  

NetApp  VCS 9.6P1 

NetApp AFF A300 ONTAP 9.6P4 

Logical architecture  
The logical architecture of the validated solution which is designed to support  5-6000 users within a single 42u 

rack containing 32 blades in 4 chassis, with physical redundancy for the blade servers for each workload type is 

illustrated in Figure 22.  

 Logical architecture overview  Figure 22. 

 

Configuration guidelines  
The Vmware Horizon solution described in this document provides details for configuring a fully redundant, high-

ly-available configuration. Configuration guidelines are provided that refer to which redundant component is be-

ing configured with each step, whether that be A or B. For example, Nexus A and Nexus B identify the pair of 

Cisco Nexus switches that are configured. The Cisco UCS Fabric Interconnects are configured similarly.   

This document is intended to allow the reader to configure the Vmware Horizon 7.10 customer environment as a 

stand-alone solution.   
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VLANs 

The VLAN configuration recommended for the environment includes a total of eight VLANs as outlined in Table 

7. 

Table 7.  VLANs configured in this CVD 

VLAN Name  VLAN ID VLAN Purpose  

Default 1 Native VLAN 

In-Band-Mgmt 60 In-Band management interfaces 

Infra-Mgmt 61 Infrastructure Virtual Machines 

VDI-Network 102 RDSH, Persistent and Non-Persistent  

vMotion 66 VMware vMotion 

NFS-Vlan 63 NFS storage access 

CIFS-Vlan 62 CIFS storage access 

OOB-Mgmt 164 Out of Band management interfaces 

VSANs 

Two virtual SANs configured for communications and fault tolerance in this design as outlined in Table 8. 

Table 8.  VSANs configured in this study 

VSAN Name  VSAN ID Purpose  

VSAN 400 400 VSAN for Primary SAN communi-

cation 

VSAN 401 401 VSAN for Secondary SAN commu-

nication 



 

 

 

 

 

  



 

 

 

 

Solution Configuration 
This section details the configuration and tuning that was performed on the individual components to produce a 

complete, validated solution. 

How to read deployment commands  

The guide uses the following conventions for commands that you enter 

at the command-line interface (CLI). 

Commands to enter at a CLI prompt: 

configure terminal  

Commands that specify a value for a variable (variable is in bold ital-

ics): 

ntp server 10.4.0.1  

Commands with variables that you must define (definition is bracketed 

in bold and italics): 

class - map [highest class name]  

Commands at a CLI or script prompt (entered commands are in bold): 

Router# enable  

Long command lines that wrap on a printed page (underlined text is 

entered as one command): 

police rate 1000  pps burst 10000  
packets conform - action  

Solution cabling  
The following sections detail the physical connectivity configuration of the FlexPod 6000 seat mixed workload 

Vmware Horizon environment. 

The information provided in this section is a reference for cabling the physical equipment in this Cisco Validated 

Design environment. To simplify cabling requirements, the tables include both local and remote device and port 

locations.  

The tables in this section contain the details for the prescribed and supported configuration of the NetApp AFF 

A300 storage array to the Cisco 6454 Fabric Interconnects through Cisco MDS 9132T 32-Gbps FC switches. 

Note  

This document assumes that out-of-band management ports are plugged into an existing management infrastructure at the 

deployment site. These interfaces will be used in various configuration steps. 

Note  

Be sure to follow the cabling directions in this section. Failure to do so will result in necessary changes to the deployment pro-



 

 

 

 

cedures that follow because specific port locations are mentioned. 

Figure 23. shows a cabling diagram for a configuration using the Cisco Nexus 9000, Cisco MDS 9100 Series, 

and NetApp AFF A300 array. 

 FlexPod 5 - 6000 seat cabling diagram  Figure 23. 
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 Initial setup of Cisco UCS Manager on primary fabric interconnect  Figure 24. 

 



 

 

 

 

 Initial setup of Cisco UCS Manager on secondary fabric interconnect  Figure 25. 

 

Step 6.  Log into the Cisco Unified Computing System (Cisco UCS) environment by opening a web 
browser and navigate to the Cisco UCS Fabric Interconnect cluster address configured above. 

Step 7.  Click the Launch UCS Manager  link to download the Cisco UCS Manager software. If prompted, 
accept the security certificates. 

 Cisco UCS Manager web interface  Figure 26. 

 

Step 8.  When prompted, enter the user name and password. Click Log In  to log into Cisco UCS Manag-
er. 







 

 

 

 

 

 Set fabric interconnects to fibre channel end host mode Procedure 3.

Step 1.  Configure the FC Uplink ports connected to Cisco UCS MDS 9132T 32-Gbps FC switch, set the 
Fabric Interconnects to the Fibre Channel End Host Mode.  

Step 2.  Verify that Fabric Interconnects are operating in FC End- Host Mode . 

 

Note  

Fabric Interconnect automatically reboot if switched operational mode; perform this task on one FI first, wait for FI to come up 

and follow the same on second FI. 



 

 

 

 

 Configure FC SAN uplink ports Procedure 4.

Step 1.  Go to Equipment > Fabric Interconnects > Fabric Interconnect A > General tab > Actions  pane, 
click Configure Unified Ports . 

 

Step 2.  Click Yes  to confirm in the pop-up window. 

 

Step 3.  Move the slider to the right. 

Step 4.  Click OK. 

Note  

Ports to the left of the slider will become FC ports. The unified ports of the Cisco UCS 6454 are configured in sets of four. For 

our CVD, we configured the first four ports on the FI as FC Uplink ports. 

Note  



 

 

 

 

Applying this configuration will cause the immediate reboot of Fabric Interconnect and/or Expansion Module(s). 

 

Step 5.  Click Yes  to apply the changes. 

Step 6.  After the FI reboot, your FC Ports configuration will look like Figure 29.   

Step 7.  Follow steps 1-6 on Fabric Interconnect B. 

 FC Uplink Ports on Fabric Interconnect A  Figure 29. 

 

 Configure the server ports to initiate chassis and blade discovery  Procedure 5.

Step 1.  Go to Equipment > Fabric Interconnect s > Fabric Interconnect A > Fixed Module > Ethernet 
Ports . 

Step 2.  Select the ports (for this solution ports are 17-24) which are connected to the Cisco IO Modules 
of the two Cisco UCS B-Series 5108 Chassis. 

Step 3.  Right-click and select Configure as Server Port . 



 

 

 

 

 Configure server port on Cisco UCS Manager Fabric Interconnect for chassis/server discovery  Figure 30. 

 

Step 4.  Click Yes  to confirm and click OK. 

Step 5.  Repeat steps 1-4 to configure the server port on Fabric Interconnect B. 

When configured, the server port will look like Figure 31. on both Fabric Interconnects. 

 Server ports on Fabric Interconnect A  Figure 31. 

 

Step 6.  After configuring Server Ports, acknowledge the Chassis. Go to Equipment >Chassis > Chassis  
1 > General > Actions  > Acknowledge Chassis . Repeat this step to acknowledge chassis 2-4. 

Step 7.  After acknowledging the chassis, acknowledge all the servers placed in the chassis. Go to 
Equipment > Chassis 1 > Servers > Server 1 > General > Actions > Server Mai ntenance > Re - acknowledge  
and click OK. Repeat this step to acknowledge all eight servers. 

Step 8.  When the acknowledgement of the servers is completed, verify the port-channel of the Internal 
LAN. Go to the LAN tab > Internal LAN > Internal Fabric A > Port Channe ls  as shown in Figure 32.  



 

 

 

 

 Internal LAN Port Channels  Figure 32. 

 

 Configure ethernet LAN uplink ports Procedure 6.

Configure network ports that are used to uplink the fabric interconnects to the Cisco Nexus switches. 

Step 1.  In Cisco UCS Manager, in the navigation pane, click the Equipment tab . 

Step 2.  Select Equipment > Fabric Interconnects > Fabric Interconnect A > Fixed Module . 

Step 3.  Expand Ethernet Ports . 

Step 4.  Select ports (for this solution ports are 49-50) that are connected to the Nexus switches, right-
click them, and select Configure as Network Port . 

 Network uplink port configuration on fabric interconnect configuration  Figure 33. 

 

Step 5.  Click Yes  to confirm ports and click OK. 

Step 6.  Verify the ports connected to the Cisco Nexus upstream switches are now configured as network 
ports. 

Step 7.  Repeat steps 1-6 for Fabric Interconnect B. The screenshot below shows the network uplink 
ports for Fabric A. 





 

 

 

 

Step 5.  Select Ethernet ports 49- 50 for the port channel. 

 

Step 6.  Click Finish . 

Step 7.  Repeat steps 1-6 for the Port Channel configuration on FI-B making sure the port channel id is 
unique. 

 Port Cannels configured for this solution  Figure 35. 

 

 Configure VLAN Procedure 8.

Configure the necessary virtual local area networks (VLANs) for the Cisco UCS environment. 

Step 1.  In Cisco UCS Manager, click the LAN tab in the navigation pane. 

Step 2.  Select LAN > LAN Cloud . 

Step 3.  Right-click VLANs . 



 

 

 

 

Step 4.  Select Create VLANs . 

 

Step 5.  Enter In- Band- Mgmt  for the name of the VLAN to be used for Public Network Traffic. 

Step 6.  Keep the Common/Global  option selected for the scope of the VLAN. 

Step 7.  Enter 60 as the ID of the VLAN ID. 

Step 8.  Keep the Sharing Type as None . 

Step 9.  Click OK. 

 

Step 10.  Repeat steps 1-9 to create the required VLANs. Figure 36. shows the VLANs configured for this 
solution. 



 

 

 

 

 VLANs configured for this solution  Figure 36. 

 

Tech tip  

Create both VLANs with global across both fabric interconnects. This makes sure the VLAN identity is maintained across the 

fabric interconnects in case of a NIC failover. 

 Configure VSAN Procedure 9.

Configure the necessary virtual storage area networks (VSANs) for the Cisco UCS environment. 

Step 1.  In Cisco UCS Manager, click the SAN tab in the navigation pane. 

Step 2.  Select SAN > SAN Cloud . 

Step 3.  Under VSANs, right-click VSANs. 

Step 4.  Select Create VSANs . 

 

Step 5.  Enter the name of the VSAN. 

Note  







 

 

 

 

Configure IP, UUID, Server, MAC, WWNN,  and WWPN Pools  

 IP pool creation Procedure 1.

An IP address pool on the out of band management network must be created to facilitate KVM access to each 

compute node in the Cisco UCS domain.  

Step 1.  In Cisco UCS Manager, in the navigation pane, click the LAN tab. 

Step 2.  Select Pools  > root > Sub - Organizations > FlexPod - CVD > IP Pools . 

Step 3.  Right-click IP Pools  and select Create IP Pool . 

 

Step 4.  For Assignment Order select Sequential  to assign the IP in sequential order then click Next . 

 

Step 5.  In the navigation pane select IPv4 Block  and click Add . 



 

 

 

 

Step 6.  Enter the starting IP address of the block and the number of IP addresses required and the sub-
net and gateway information as shown below then click OK. 

 

Step 7.  Click Next . 

 

Step 8.  Click Finish  and then click OK. 



 

 

 

 

 

 UUID Suffix Pool creation Procedure 2.

Configure the necessary universally unique identifier (UUID) suffix pool for the Cisco UCS environment. 

Step 1.  In Cisco UCS Manager, click the Servers  tab in the navigation pane. 

Step 2.  Select Pools > root > Sub - Organization > FlexPod - CVD. 

Step 3.  Right-click UUID Suffix Pools  and then select Create U UID Suffix Pool . 

 

Step 4.  Enter the name of the UUID name. 

Step 5.  Optional: Enter a description for the UUID pool. 

Step 6.  Keep the Prefix at the Derived  option and for the Assignment Order select Sequential  click Next . 



 

 

 

 

 

Step 7.  Click Add  to add a block of UUIDs. 

Step 8.  Create a starting point UUID as per your environment. 

Step 9.  Specify a size for the UUID block that is sufficient to support the available blade or server re-
sources then click OK. 



 

 

 

 

 

Step 10.  Click Finish  and then click OK. 

 

 Server Pool creation Procedure 3.



 

 

 

 

Configure the necessary server pools for the Cisco UCS environment. 

Note  

Consider creating unique server pools to achieve the granularity that is required in your environment. 

Step 1.  In Cisco UCS Manager, click the Servers  tab in the navigation pane. 

Step 2.  Select Pools > root > Sub - Organization > FlexPod - CVD > right-click Server Pools > Select 
Create Server Pool . 

 

Step 3.  Enter the name of the server pool. 

Step 4.  Optional: Enter a description for the server pool then click Next . 



 

 

 

 

 

Step 5.  Select the servers for the deployment and click >> to add them to the server pool. In our case, 
we added thirty workload servers in this server pool. 

Step 6.  Click Finish  and then click OK. 



 

 

 

 

 

 MAC Pool creation Procedure 4.

Configure the necessary MAC address pools for the Cisco UCS environment. 

Step 1.  In Cisco UCS Manager, click the LAN tab in the navigation pane. 

Step 2.  Select Pools > root > Sub - Organization > FlexPod > right-click MAC Pools  under the root or-
ganization. 

Step 3.  Select Create MAC Pool  to create the MAC address pool. 



 

 

 

 

 

Step 4.  Enter a name for MAC pool. For the Assignment Order select Sequential . Click Next . 

 

Step 5.  Click Add  to add a block of MAC addresses.  

Step 6.  Enter the seed MAC address and provide the appropriate number of MAC addresses to be provi-
sioned. 

Step 7.  Click OK. 



 

 

 

 

 

Step 8.  Click Finish  then click OK. 

 

Step 9.  Repeat steps 1-8 to create MAC Pool B and assign a unique MAC Addresses. 



 

 

 

 

 Configur ed MAC Pools  Figure 38. 

 

 WWNN Pool creation Procedure 5.

Configure the necessary WWNN (World Wide Node Name) pools for the Cisco UCS environment. 

Step 1.  In Cisco UCS Manager, click the SAN tab in the navigation pane. 

Step 2.  Select Pools > Root > Sub - Organization > FlexPod - CVD > WWNN Pools > right-click WWNN 
Pools > Create WWNN Pool . 

 

Step 3.  Assign a name and for the Assignment Order select Sequential  and click Next . 



 

 

 

 

 

Step 4.  Click Add WWN Blocks  to add a block of Ports. 

Step 5.  Enter the Block for WWN and size of the WWNN Pool. 

 

Step 6.  Click OK. 

Step 7.  Click Finish  then click OK. 



 

 

 

 

 

 WWPN Pool Creation Procedure 6.

Configure the necessary WWPN pools for the Cisco UCS environment. 

Note  

We created two WWPN as WWPN-A Pool and WWPN-B and World Wide Port Name as shown below. These WWNN and 

WWPN entries will be used to access storage through SAN configuration. 

Step 1.  In Cisco UCS Manager, click the SAN tab in the navigation pane. 

Step 2.  Select Pools > Root > WWPN Pools > right-click WWPN Pools > Create WWPN Pool . 



 

 

 

 

 

Step 3.  Assign a name and for the Assignment Order select Sequential  and click Next . 

 

Step 4.  Click Add  to add a block of Ports. 

Step 5.  Enter a Block for WWN and size. 

Step 6.  Click OK. 



 

 

 

 

 

Step 7.  Click Finish  and click OK. 

 

Step 8.  Repeat steps 1-7 to configure the WWPN Pool Block and assign the unique block IDs. 



 

 

 

 

 Configured WWPN Pools  Figure 39. 

 

 Set Jumbo Frames in Cisco Fabric Interconnect Procedure 7.

Configure jumbo frames and enable quality of service in the Cisco UCS fabric. 

Step 1.  In Cisco UCS Manager, click the LAN tab in the navigation pane. 

Step 2.  Select LAN > LAN Cloud > QoS System Class . 

Step 3.  In the right pane, click the General  tab. 

Step 4.  On the Best Effort row under the MTU column, enter 9216  in the box. 

Step 5.  Click Save Changes . 

Step 6.  Click OK. 

 

 Create host firmware package Procedure 8.

Firmware management policies allow the administrator to select the corresponding packages for a given server 

configuration. These policies often include packages for adapter, BIOS, board controller, FC adapters, host bus 

adapter (HBA) option ROM, and storage controller properties. 

Create a firmware management policy for a given server configuration in the Cisco UCS environment, 





 

 

 

 

Step 7.  Click OK to create the network control policy. 

  

 Create power control policy Procedure 10.

Create a power control policy for the Cisco UCS environment. 

Step 1.  In Cisco UCS Manager, click the Servers  tab in the navigation pane. 

Step 2.  Select Policies > root > Sub - Organization > FlexPod - CVD > Power Control Policies . 

Step 3.  Right-click Power Control Policies . 

Step 4.  Select Create Power Control Policy . 

Step 5.  For the Name, enter NoPowerCap  for the power control policy name. 

Step 6.  For the Description, enter FlexPod - Motomel  or a description of your choice. 

Step 7.  For Power Capping, select No Cap . 

Step 8.  Click OK to create the power control policy. 



 

 

 

 

 

 Create server BIOS policy Procedure 11.

Create a server BIOS policy for the Cisco UCS environment. 

Step 1.  In Cisco UCS Manager, click the Servers  tab in the navigation pane. 

Step 2.  Select Policies > root > Sub - Organization > FlexPod - CVD > BIOS Policies . 

Step 3.  Right-click BIOS Policies . 

Step 4.  Select Create BIOS Policy . 

Step 5.  For the BIOS policy name, enter B200M5 - BIOS. 

Step 6.  Click OK to create the policy. 



 

 

 

 

 

Step 7.  Leave all BIOS Settings set to Platform Default . 

 Configure maintenance policy Procedure 12.

Update the default maintenance policy. 

Step 1.  In Cisco UCS Manager, click the Servers  tab in the navigation pane. 

Step 2.  Select Policies > root > Sub - Organization > FlexPod - CVD > Maintenance Policies . 

Step 3.  Right-click Maintenance Policies  to create a new policy. 

Step 4.  Enter the name for Maintenance Policy 

Step 5.  Change the Reboot Policy to User Ack .  

Step 6.  Check On Next Boot  for applying pending changes at next reboot. 

Step 7.  Click OK to create the policy. 



 

 

 

 

 

 Create vNIC templates Procedure 13.

Create multiple virtual network interface card (vNIC) templates for the Cisco UCS environment. 

Step 1.  In Cisco UCS Manager, click the LAN tab in the navigation pane. 

Step 2.  Select Policies > root > Sub - Organization > FlexPod - CVD > vNIC Template . 

Step 3.  Right-click vNIC Templates . 

Step 4.  Select Create vNIC Template . 

Step 5.  Enter the name for the vNIC template. 

Step 6.  Keep Fabric A  selected. Do not select the Enable Failover checkbox. 

Step 7.  For Redundancy Type, select Primary Template . 

Step 8.  For Template Type, select Updating Tem plate . 

Step 9.  Under VLANs, select the checkboxes for the VLANs to add as part of the vNIC Template. 

Step 10.  Select Native VLAN  for the native VLAN. 

Step 11.  For MTU, enter 9000 . 

Step 12.  In the MAC Pool drop-down list, select your MAC Pool configured for Fabric A. 

Step 13.  In the Network Control Policy list, select CDP_Enabled . 

Step 14.  Click OK to create the vNIC template. 



 

 

 

 

 

Step 15.  Repeat steps 1-14 to create a vNIC Template for Fabric B. For Peer redundancy Template, select 
Template vNIC - A created in the previous step. 



 

 

 

 

 

Step 16.  Verify that Template vNIC-A Peer Redundancy Template is set to vNIC- B. 

 

 Create vHBA templates Procedure 14.

Create multiple virtual host bus adapter (vHBA) templates for the Cisco UCS environment 

Step 1.  In Cisco UCS Manager, click the SAN tab in the navigation pane.  

Step 2.  Select Policies > root > Sub - Organization > FlexPod - CVD > vHBA Template . 

Step 3.  Right-click vHBA Templates . 

Step 4.  Select Create vHBA Template . 

Step 5.  For the name, enter vHBA- A. 

Step 6.  For Fabric ID, select Fabric A . 

Step 7.  For Select VSAN, choose the VSAN created for Fabric A from the drop-down list. 

Step 8.  For Template Type, select Updating Template . 

Step 9.  For Max Data Field Size, enter 2048 . 

Step 10.  For WWPN Pool, from the drop-down list select the WWPN Pool for Fabric A (created earlier). 



 

 

 

 

Step 11.  Leave the remaining fields as-is. 

Step 12.  Click OK. 

 

Step 13.  Repeat steps 1-12 to create a vHBA Template for Fabric B. 







 

 

 

 

Interfaces as explained in the following section. 

Step 2.  From the Cisco UCS Manager and go to Servers > Policies > root > Sub Organization > 
FlexPod - CVD > Boot Policies . Right-click and select Create Boot Policy . 

 

Step 3.  For the name, enter SAN for the boot policy. 

 

Step 4.  Expand the Local Devices drop-down list and choose Add CD/DVD . 

 

Step 5.  Expand the vHBAs drop-down list and select Add SAN Boot . 

 

Note  

The SAN boot paths and targets will include primary and secondary options in order to maximize resiliency and number of 



 

 

 

 

paths. 

Step 6.  In the Add SAN Boot dialog box, for vHBA enter hba0 , and for Type select Primary . Click OK to 
add SAN Boot. 

 

Step 7.  Select Add SAN Boot Target  to enter the WWPN address of the storage port. For the Boot Tar-
get LUN enter 0 for the value. For the Boot Target WWPN, enter the WWPN for FC port AFF300-01:0g for 
NetApp and click OK to add the SAN Boot Primary Target. 

 

Step 8.  Add a secondary SAN Boot target using the same hba0. For the Boot Target LUN, enter 0 and for 
the Boot Target WWPN, enter the WWPN for FC port AFF300-02:0g for NetApp, and for Type select Secondary . 

 

Step 9.  Repeat steps 1-8 to add a secondary san boot for hba1 . 

Step 10.  Click OK to create Boot Policy 





 

 

 

 

 

Step 3.  For Local Storage, select SAN- Boot  and for Mode, select No Local Storage . 



 

 

 

 

 

Step 4.  In the networking window, select Expert  and click Add  to create vNICs. Add one or more vNICs 
that the server should use to connect to the LAN. 







 

 

 

 

 vHBA1 Figure 41. 

 

 All vHBAs  Figure 42. 

 

Step 9.  Skip zoning; for this FlexPod Configuration, the Cisco MDS 9132T 32-Gbps is used for zoning. 

Step 10.  For Select Placement, select Let System Perform Placement . Click Next . 



 

 

 

 

 

Step 11.  For the Boot Policy, select A300Boot  for the Boot Policy which you created earlier. 



 

 

 

 

 

The default setting was retained for the remaining maintenance and assignment policies in the configuration. 

However, they may vary from site-to-site depending on workloads, best practices, and policies. For example, 

we created a maintenance policy, BIOS policy, Power Policy, as detailed below. 

Step 12.  For the Maintenance Policy, select UserAck , which requires user acknowledgement prior to re-
booting the server when making changes to the policy or pool configuration tied to a service profile. 



 

 

 

 

 

Step 13.  For the Pool Assignment, you can select a server pool policy to automatically assign a service 
profile to a server that meets the requirement for the server qualification based on the pool configuration or you 
can select Assign Later  if you want manual assignment. 

Step 14.  On the same page you can configure the Host Firmware Package Policy  that helps to keep the 
firmware in sync when associated to server. 








































































































































































































































































































































































































































































































































































