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About the Cisco Validated Design Program

The Cisco Validated Design (CVD) program consists of systems and solutions designed, tested, and
documented to facilitate faster, more reliable, and more predictable customer deployments. For more
information, go to: https://www.cisco.com/go/designzone.
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Executive Summary

Cisco Al PODs are modular, pre-validated infrastructure solutions designed to support the full Al lifecycle,
including training, fine-tuning, and inference workloads. Built on Cisco UCS compute, Cisco Nexus
networking, and industry-leading GPUs, Cisco Al PODs provide a scalable, secure, and operationally
efficient foundation for enterprise Al deployments in data center and edge environments. The architecture
takes a building-block approach using Scale Unit Types, enabling organizations to start with deployments
of 32-, 64-, or 128-GPU clusters. These foundational building blocks can then scaled incrementally and
predictably to support 256, 512, or higher GPU clusters as requirements evolve. Cisco Al PODs are
validated to simplify design, deployment, and day-to-day operations while supporting a broad range of Al
use cases.

The solution is based on one of several design options presented in the Cisco Al POD for Enterprise
Training and Fine-Tuning Design Guide. The implementation details enable infrastructure engineers and
Al/ML practitioners to quickly build, configure, and operationalize a high-performance Al cluster.

Within this architecture, Cisco E-Box, based on Cisco UCS C225 M8 servers, provides a flexible, CPU-
optimized compute platform for Al infrastructure services, data processing, and supporting control-plane
functions. Cisco Al PODs enable centralized lifecycle management through Cisco Intersight and Nexus
Dashboard, delivering consistent provisioning, automation, and operational visibility across the Al
infrastructure. This approach supports Al workloads such as large language models (LLMs), generative Al,
retrieval-augmented generation (RAG), and analytics, while allowing configurations to be aligned with
performance, scalability, and cost requirements.

When combined with VAST Data, Cisco Al PODs deliver a validated, high-performance storage
architecture optimized for data-intensive Al workloads. VAST Data provides a single, global namespace
with file and object access, enabling efficient data sharing across Al training and inference workflows
without data duplication. Deployed on Cisco UCS-based platforms, the VAST Data architecture enables
independent scaling of performance and capacity, delivering predictable low latency and high throughput
as Al environments expand.

The integrated solution of Cisco Al PODs, Cisco Nexus Dashboard Cisco E-Box (Cisco UCS C225 M8), and
VAST Data provides a cohesive Al-ready infrastructure that simplifies data access, supports efficient GPU
utilization, and reduces operational complexity. Centralized management through Cisco Intersight,
combined with VAST Data’s parallel data services, enables consistent operations, enterprise-grade
security, and high availability. Backed by Cisco Validated Designs and partner validation, this solution helps
organizations deploy and scale Al workloads with reduced risk and increased confidence.

This deployment guide, together with the Al POD Design Guide and the GitHub repo for this solution,
serves as the complete Al POD Cisco Validated Design for Enterprise Training and Fine-tuning. The
complete portfolio of Cisco Al POD CVDs is available here: Cisco Validated Design Zone for Al-Ready
Infrastructure.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 4 of 272


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://www.cisco.com/c/en/us/solutions/design-zone/ai-ready-infrastructure.html
https://www.cisco.com/c/en/us/solutions/design-zone/ai-ready-infrastructure.html

Solution Overview
This chapter contains the following:
Introduction

Audience

Purpose of this document

Solution summary
Introduction

Cisco Al PODs integrated with VAST Data offers a comprehensive, scalable infrastructure designed to
accelerate Al and machine learning workloads. This solution combines Cisco UCS servers, Cisco Nexus
switches, and VAST Data storage—with the advanced GPU-accelerated compute capabilities of Cisco Al
PODs. Together, they provide a validated, high-performance platform optimized for Al lifecycle tasks such
as training, inferencing, and deployment. Leveraging technologies like Cisco UCS X-Series modular
systems, NVIDIA GPUs, and software platforms including NVIDIA Base Command Manager, this integrated
environment simplifies Al infrastructure management through Cisco Intersight. The combined solution
delivers high-speed networking, persistent storage, and automation to reduce complexity and enable
enterprises to efficiently scale Al workloads with security and operational visibility.

Audience

The intended audience of this document includes but is not limited to IT architects, sales engineers, field
consultants, professional services, IT managers, partner engineering, and customers who want to take
advantage of an infrastructure built to deliver IT efficiency and enable IT innovation.

Purpose of this document

This document provides deployment guidance around setting up Cisco Al PODs with Cisco UCS C885A M8
servers along with VAST Data Al training and fine-tuning use cases. This document introduces various
design elements and explains various considerations and best practices for a successful deployment.

Solution summary

The Cisco Al POD solution in this document is a fully integrated solution with high-density compute, high-
performance networking, scale-out storage, and a robust software stack, designed for Enterprise Training
and Fine-Tuning. This guide provides detailed implementation guidance for deploying a 32-GPU cluster
and covers the configuration of compute, network, storage, and the software stack required to support
distributed training and fine-tuning workloads. It also includes the platform level validations to ensure that
the integrated subsystems are functioning as expected. The integrated solution consists of the following
components:

« Cisco UCS C885A M8 Servers: Four nodes, each equipped with eight NVIDIA H200 GPUs (SXM) and
dual AMD EPYC processors. These servers provide the primary compute power for distributed training
and fine-tuning. Within the server, GPUs are interconnected via NVIDIA NVLink, delivering 900 GB/s of
bidirectional bandwidth per node.

o Cisco UCS X-Series Direct: A dedicated management cluster used to host the management services.

« Network: Dual-fabric architecture (Backend and Frontend) utilizing Cisco Nexus 9000 Series switches,
managed and deployed using Cisco Nexus Dashboard.
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« Backend (East-West) Fabric: Four Cisco Nexus 9332D-GX2B switches connected in a two-tier spine-
leaf Clos-based topology. This fabric provides a dedicated, non-blocking 400GbE environment for GPU-
to-GPU communication via RoCEv2.

o Frontend (North-South) Fabric: Four Cisco Nexus 9332D-GX2B switches, two as compute +
management leaf switches and two as dedicated storage leaf switches. This fabric provides connectivity
for cluster management, storage |I/O, and user access.

e VAST Data on Cisco EBox: VAST Data platform is deployed on Cisco EBox based on Cisco UCS C225
M8 servers, provides a CPU-dense, flexible platform well suited for Al data services, metadata
processing, and infrastructure control functions, enabling efficient integration of VAST Data within Cisco
Al POD architectures aligned to NVIDIA reference designs.

o Cisco Intersight: Provides hardware health monitoring and visibility for the Cisco UCS C885A M8 GPU
nodes while managing the complete lifecycle of the Cisco UCS X-Series management cluster.

o Cisco Nexus Dashboard: Serves as the centralized automation and operations platform for both the
Backend and Frontend network fabrics.

o NVIDIA Al Enterprise (NVAIE): A comprehensive suite of Al software that includes optimized drivers,
CUDA libraries, and the NVIDIA Collective Communications Library (NCCL) required for performant
distributed training.
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Solution Design
This chapter contains the following:

Al POD Design
VAST Data Design

Solution Components
Physical Topology

Connectivity Design

Sub-system Design Details
VLAN Configuration

Software Revisions

Al POD Design

The Cisco Al POD architecture is a modular, building-block design using Scale Unit Types that can be
predictably and incrementally scaled to support large GPU clusters as described in the Cisco Al POD for
Enterprise Training and Fine-Tuning Design Guide. This implementation is based on Scale Unit - Type 1
(see Figure 1), a 32-GPU cluster using Cisco UCS dense GPU servers, Cisco Nexus networking, VAST Data
on Cisco EBox, integrated into a unified infrastructure stack.

Figure 1. Al POD - Scale Unit - Type 1
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Cisco Al PODs with VAST Data meets the following general design requirements:
« Resilient design across all layers of the infrastructure with no single point of failure
« Scalable design with the flexibility to add compute capacity, storage, or network bandwidth as needed
¢ Modular design that can be replicated to expand and grow as the needs of the business grow
« Flexible design that can support different models of various components with ease
« Simplified design with the ability to integrate and automate with external automation tools

« Cloud-enabled design which can be configured, managed, and orchestrated from the cloud using GUI or
APIs

The following figure illustrates the logical infrastructure stack, validated in this solution:
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VAST Data Design

For the Al POD networking and server design, please refer to the Cisco Al POD for Enterprise Training and
Fine-Tuning Design Guide. This document focuses on the VAST Data design integrated with Cisco Al
PODs.

The storage system and architecture are critical components of Al training, fine-tuning, and inference
environments. Al workloads require extremely high performance, linear scalability, and secure shared
access to data in order to efficiently read large training datasets and write model checkpoints, logs,
embeddings, and other artifacts throughout the Al lifecycle. A primary storage requirement for Al training is
very high-throughput, low-latency sequential reads, as massive datasets must be rapidly streamed into
GPU memory at the start of each training epoch, while also supporting highly parallel metadata operations.

The VAST Data platform is deployed on Cisco EBox leveraging Cisco UCS C-Series servers. The solution
implements a disaggregated, shared-nothing architecture that separates compute (VAST CNodes) from
storage capacity (VAST DNodes) both deployed on each Cisco EBox node This architecture enables
independent scaling of performance and capacity while presenting a single global namespace across the
entire cluster, simplifying data access for Al workloads running on Cisco Al PODs.

Each VAST Data EBox node is connected redundantly to a pair of Cisco Nexus 9332D-GX2B leaf switches
using high-speed Ethernet connectivity. The existing deployment is configured with 200GbE front-end
networking, including NFSv3, NFSv4.x, and NFS over RDMA (NFS-RDMA) for ultra-low-latency data
access, as well as S3 object access to the same underlying data without data duplication. When equipped
with NVIDIA ConnectX 7 adapters, VAST Data enables high-bandwidth, RDMA-accelerated data paths
optimized for GPU-dense environments.

VAST Data’s parallel, distributed metadata architecture eliminates traditional file system bottlenecks,
allowing all clients to access all storage nodes concurrently. This design enables massive parallel 1/0O,
consistent low latency, and linear performance scaling as additional CNodes and DNodes are added. Al
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workloads benefit from parallel data access patterns without the constraints of controller-based storage
architectures.

The VAST Data platform supports GPU-accelerated workloads using NVIDIA GPUDirect Storage, enabling
direct data movement between VAST storage and GPU memory, bypassing CPU bottlenecks and reducing
latency. This capability is particularly beneficial for large-scale Al training and fine-tuning workloads
deployed on Cisco UCS C885A GPU servers, where maximizing GPU utilization is critical.

Aligned with NVIDIA Enterprise Reference Architecture (ERA) guidance, the VAST Data on Cisco UCS
design enables scalable Al infrastructure by independently scaling VAST nodes alongside Cisco UCS GPU
compute nodes. This architecture provides a high-performance, resilient, and operationally simple storage
foundation for Al training, fine-tuning, and inference within Cisco Al POD environments.

Solution Components

This section provides the specific hardware and software details used in this deployment (Table 1).

e

Cisco UCS C885A M8 Servers 4 Nodes

Table 1.  Solution Components

Component (PID)

UCS GPU Cluster

NVIDIA H200 SXM5 GPUs 32 GPUs (total), 8 GPUs per server 141GB of HBM3e memory each

NVIDIA ConnectX-7 NICs 8 NICs per server 1x 400GbE NIC for connecting to backend
fabric

NVIDIA BlueField-3 NICs 1 NIC per server 2x 200GbE NIC for connecting to frontend
fabric

Backend Fabric
Cisco Nexus 9332D-GX2B 2 Spine, 2 Leaf Switches 400GDbE fabric

Frontend Fabric

Cisco Nexus 9364D-GX2A 2 Spine Switches 400GDbE from Spine to Leaf
Cisco Nexus 9332D-GX2B 2 Compute, 2 Storage Leaf 200GDbE to compute, 2x 200GbE to each
Switches VAST EBox node

UCS Management Cluster
Cisco UCS X-Series Direct

UCS X9508 Chassis (UCSX-9508) 1

UCS X Direct 100G (UCSX- 2

S9108-100G)

VIC 15231 MLOM (UCSX-ML- 3 (2x100G mLOM) To connect to frontend fabric
V5D200G)

Storage
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VAST Data 12 x Cisco EBox nodes 2x 200G from each node for VAST internal
network
2x 200G from each node for VAST external
network
Software
NVIDIA Al Enterprise (NVAIE) Licenses required
Cisco Nexus Dashboard 3 3-node physical cluster
Cisco Intersight N/A SaaS platform
VAST Data N/A VAST Data storage and compute Licenses
Physical Topology

The physical topology for Al PODs with VAST Data and NVIDIA Base Command Manager is as follows:
o Cisco UCS C885A M8 servers each with 8 NVIDIA H200 GPUs

o Cisco UCS X9508 Chassis with eight Cisco UCS X210c Compute Nodes for management and supporting
services

o Fifth-generation Cisco UCS X-Series Direct Fabric Interconnects 9108 to support 100GbE connectivity
from various components

e High-speed Cisco NX-OS-based Nexus 9332D-GX2B and 9364D-GX2A switching design to support
100GE and 400GE connectivity

o VAST Data on Cisco UCS, comprising of 12x Cisco UCS C225 M8N nodes certified for Cisco EBox
The software components of this solution consist of:

¢ Cisco Intersight to deploy, maintain, monitor and support the Cisco UCS server components

o Cisco Nexus Dashboard to deploy, maintain, and support the Cisco Nexus Switching Fabrics

+ NVIDIA Base Command Manager to orchestrate training workloads on Ubuntu

« VAST Data on Cisco EBox

Al PODs with VAST Data Topology

Figure 2 shows various hardware components and the network connections for Al PODs with VAST Data.
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Figure 2. Al PODs with VAST Data Topology
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The key functional building blocks of this design are:

« Backend (East-West) Fabric is a dedicated, non-blocking 400GbE fabric optimized for inter-node GPU-
to-GPU communication. The fabric is built using a minimum of 2 leaf switches and 2 spine switches. It
can be scaled to support a max. cluster size of 128 GPUs by adding leaf pairs and larger clusters by
adding spine pairs.

o Frontend (North-South) Fabric is a 400GbE-capable spine-leaf fabric providing connectivity for
management, user access, and storage. This fabric uses 2 spine switches and 4 leaf switches as listed
below. This fabric can also be scaled as needed by adding or upgrading links or adding switch pairs.

o Compute/Management Leaf Pair: Provides 200GbE connectivity for the Cisco UCS C885A nodes and
Cisco UCS X-Series Direct management clusters.

o Dedicated Storage Leaf Pair: Provides 400GbE connectivity to VAST Data on Cisco EBox , isolating
storage 1/O from other frontend traffic.

e Scale Unit - Type 1: This building block consists of four Cisco UCS C885A M8 servers connected to two
backend leaf switches, forming a 32-GPU cluster. The Cisco UCS C885A M8 servers connect to the
backend and frontend fabrics using E-W NICs (8 per server) and N-S NICs (1 per server), respectively.
This design can scale by adding more scale units of the same or different types. Additional N-S NICs can
also be added as needed — for example, to provide dedicated, high-speed access to storage.

o VAST Data on Cisco EBox leveraging Cisco UCS C225 M8 servers is configured in Intersight Standalone
mode with a minimum of twelve (12) nodes for VAST cluster.

Figure 3 details a high-level deployment of VAST on Cisco UCS C225 M8 (EBox) nodes.
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Figure 3. VAST Data on Cisco UCS C225 M8 server
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The deployment includes:
e 12 x Cisco UCS C225 M8 servers (EBox) certified for VAST
o 2 x Cisco Nexus 9332D-GX2B or Nexus 9364D-GX2A (leaf switches)
e 2 optics
o Optics (passive cables)
- 24x QDD-2Q200-CU3M (400G QSFP56-DD to 2x200G QSFP56 Copper Breakout Cable, 3m)
- 4x QDD-400-CU3M (400G Passive Cable, 3m)
o Optics and Fiber

- On 400G switch side, 24x QDD-400G-DR4-S (400G QSFP-DD Transceiver, MPO-16 APC, 100m
OM4 MMF),

- On CX7 side, 48x QSFP-200G-SR4-S (200GBASE SR4 QSFP56 Transceiver, MPO, 100m over
OM4 MMF)

- MPO breakout cable (Breakout MMF patchcord: MPO-16 to 2X MPO-12)
Note: For certified optics see: https://tmgmatrix.cisco.com.

Connectivity Design

The physical connectivity of the Al POD is designed to maximize throughput and minimize latency. For the
32-GPU cluster, a 2-way rail-optimized topology is implemented. This section details the Connectivity
Design and port mapping used in this validated design.

Backend (East-West) Connectivity

The backend fabric is engineered for non-blocking connectivity between GPU servers in the cluster. This is
achieved by ensuring that the number of uplinks from leaf-to-spine are equal in number and bandwidth to
the number of downlinks from leaf-to-UCS server. As shown in Eigure 4, the total number of 400GbE host-
facing ports on the leaf switches (32 ports across 4 nodes) is matched by an equal number of 400GbE
uplinks to the spine layer, ensuring that GPU synchronization traffic never encounters oversubscription
bottlenecks.
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Figure 4. Non-Blocking Connectivity
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Backend (E-W) Fabric

Each Cisco UCS C885A node is connected to the two leaf switches in the fabric using a 2-way rail-
optimized topology. To achieve this, the 8 x 400GbE connections from each server are distributed across
the two leaf switches in the Scale Unit - Type 1. This ensures that GPUs of the same rank, across all nodes
in the Scale Unit, connect to the same physical leaf switch, minimizing the network hops required for
critical collective operations.

Table 2. Backend Fabric Connectivity

UCS C885A (1-4) NICs 1, 3, 5,7 Leaf Switch 1 400GbE Access VLAN
UCS C885A (1-4) NICs 2, 4, 6, 8 Leaf Switch 2 400GbE Access VLAN
Leaf Switch 1 16 x Uplinks - evenly  Spine Switch 1-2 400GbE Routed
distributed across
Spines
Leaf Switch 2 16 x Uplinks - evenly  Spine Switch 1-2 400GbE Routed
distributed across
Spines

Each Cisco UCS C885A server was equipped with 8 x NVIDIA ConnectX-7 (1 x 400GbE) NICs, one per
GPU for connecting to the backend fabric. NVIDIA BlueField-3 NICs can also be used as E-W NICs.

Figure 5 illustrates the backend topology used to validate this solution.
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Figure 5. Backend Fabric - UCS GPU Node Connectivity
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Frontend (North-South) Connectivity

The frontend fabric provides the data path for cluster management, storage, services and external access.
Each Cisco UCS C885A server connects to the compute/leaf switches in the frontend fabric using 2 x
200GDbE links. The uplinks to the frontend fabric are configured as a LACP bond for high availability. The
management and storage access traffic are deployed in different VLANs and trunked on this bonded
interface.

The Cisco UCS X-Series management cluster also connect to the same compute leaf switches that the
Cisco UCS C885A servers connect to. These leaf switches also provide access to Cisco Intersight and
Nexus Dashboard for managing this environment.

VAST Data on Cisco EBox, in this design connects to dedicated frontend storage leaf switches using
multiple high bandwidth 400GbE links to support concurrent NFS and S3 traffic.

Table 3.  Frontend Fabric Connectivity

UCS C885A Nodes Compute Leaf Pair 2-Port LACP Bond VLAN Trunk (Management &
Storage)
UCS X-Series Direct Compute Leaf Pair Multi-Port LACP Port- VLAN Trunk
Channel (Management/Control)
Plane)
VAST Data Storage Leaf Pair VAST unified connectivity ~ VLAN Trunk (NFS & S3)
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(VAST internal network and
VAST Client Network on
same laf pair switches)

The detailed connectivity from UCS C885A nodes to the compute/management leaf pair is shown in Eigure
6.

Figure 6. Frontend Fabric - UCS GPU Node Connectivity
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Connectivity for VAST Data on Cisco EBox

In the deployment both the internal/southbound network ports (from network adapter in PCI Slot 3) and the
external/customer/northbound network ports (from network adapter in PCl slot 1) are connected to the
same pair of 400G Cisco Nexus switches.

Figure 7 details the connectivity of Cisco UCS C225 M8 server (EBox) with a single pair of Cisco Nexus
9332D-GX2B switches.
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Figure 7.

EBox unified network connectivity
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Figure 8. Unified network with 12 x UCS C225 M8N server (12x EBox)
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The following are the labelling instructions for Figure 8:
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o SWA is defined as switch A.

o SWB is defined as switch B.

o Ports marked in blue and red are used for VAST internal network.

e Ports marked in light and dark green are used for connectivity to customer network or external network.

« Number of uplinks or connections to spine switches is dependent on the number of EBox connected to
the switch pair. If you have 12 EBox nodes, you need 4x 400G uplinks from each switch.

« In this deployment, a 400G to 2x 200G breakout cable (QDD-2Q200-CU3M) was used allowing
connections to 400G ports on switch side and 200G ports on CX7 adapter for each EBox. For example:

o EBox1 and EBox2 both marked with SWA-11 connects to Port 11 of Switch A
o EBox1 and EBox2 both marked with SWB-11 connects to Port 11 of Switch B

Out-of-Band Management Connectivity

All switches and servers in the topology are connected to dedicated Out-of-Band (OOB) management
network and for initial provisioning via CIMC and Redfish and as a backup path to access the devices.

The VAST EBox nodes management ports (MGMT/enp65s0f0) are also connected to same Out-of-Band
(OOB) management network.

Figure 9. Out-of-Band Management Connectivity
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Sub-system Design Details

This section provides the specific design details for the compute, network, and storage sub-systems for
solution validated in Cisco labs.
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Backend (East-West) Fabric

The backend fabric is a lossless, low-latency, high-throughput ethernet fabric, designed to support the
stringent performance requirements of GPU-to-GPU RDMA communication. This fabric is exclusively for
inter-node RDMA over Ethernet (RoCEv2) GPU communication. As stated earlier, this fabric is deployed as
a two-tier spine-leaf Clos topology using a MP-BGP VXLAN EVPN architecture, providing a multi-tenant
environment with flexible support for both scalable Layer 2 and Layer 3 overlays across an IP underlay. In
this design, a layer 2 overlay where all 32 GPUs reside in a single logical broadcast domain, simplifying the
communication patterns required by Al frameworks.

Table 4. UCS GPU Node Connectivity to Backend Fabric

UCS C885A Nodes (1-4)  1/1,1/3,1/5,1/7 Rail Optimized (2- Backend Leaf 1 Access VLAN (3590)
(Access Ports) way) mapped to L2 VNI
(33590)
UCS C885A Nodes (1-4) 1/2,1/4,1/6, 1/8 Rail Optimized (2- Backend Leaf 2 Access VLAN (3590)
(Access Ports) way) mapped to L2 VNI
(33590)

The fabric is deployed using pre-built fabric templates available in Nexus Dashboard, implementing a
prescriptive, best-practice design for the backend fabric as shown in Figure 10. Though the templates
implement a specific configuration, organizations still have the flexibility of customizing some or all aspects
of the template as needed.

Figure 10. Nexus Dashboard Template for Backend Fabric

‘tisce’ Nexus Dashboard Q Q ® K amn
N < Fabrics
ABOEADeCE Create/Onboard Fabric Whatis a fabric?
USTER
o
@ Select a category seIOCt ] type
Home Croate new LAN fabric Switches in this fabric will be configured sutomatically based on the option you choose,
w o Select a type
Manage N - ¥
a £\ Nexus (NX-0S) andjor &, -,
i u an e o3
@ @
Analyze
& Classic LAN $ = ' o
- - - -
do ; y «* - - -
) Automats the provisioning of a 2 or 3-tier Traditional Classical Ethemet
Admin Network

A

Autormate a Nexus INX-0S) labric foe top performance Al networks using
RoCEvz

() AlRouted
s using Nexus 9000 serles switches

‘ Fabric type Al Data Center VXLAN EVPN - iBGP
ments

< (® AIVXLANEVPN
VXLAN EVPN d el vith Nexus 9000 and/or Nexus

optimized for Al deployments.

@ External and inter-fabric connectivity

£ Routed

Automate a BGP-based CLOS fabric on Cisco Nexus {NX-0S| switches

(&) IP Fabric for Media

Automa
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on of IP-based broadcast production networks on Cisco
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When the connectivity is in place, these templates enable the fabric to be provisioned and deployed
quickly. The 2-spine, 2-leaf backend fabric in this design with over 400 lines of configuration (see Figure
11) was deployed in minutes.

Figure 11. Backend Fabric - Initial Deployment using Al Template

"dies” Nexus Dashboard Q 0O ® | Q amn
Deploy Configuration - AIPOD-BE-FABRIC X
AIPOD-ND-CL
USTER o
© ]
~ Conlfig Preview Deploy Progress
Home
Fitter by attributes
\\/
’
Manage Switch Name IP address Status Status description Progress @
Q BE-LF2 10.115.90.59 @ success Deployment completed. e
Executed 419 [ 418
Analyze
BE-LF1 10115.90.58 @ success Deployment completed. =
S Executed 419 [ 418
Admin
BE-5P1 Y 10ms59080 @ success Deployment completed. C—
Executed 508 / 508
BE-SP2 10.115.90.81 @ success Deployment pletes
Executed 508 / 508

The design uses QoS features outlined below to create a lossless environment for RoCEv?2 traffic,
preventing packet drops during bursty synchronization events. The QoS policy is implemented (default) by
the deployed Al/ML template.

« Traffic Classification: A dedicated class-map (COS 3) is used to identify RoOCEv2 synchronization traffic.

 Priority Flow Control (PFC): PFC is enabled on COS 3 to provide hop-by-hop flow control. This ensures
that in the event of congestion, the switch can signal the upstream device to pause transmission,
preventing packet drops.

« Explicit Congestion Notification (ECN): ECN is configured with specific WRED (Weighted Random Early
Detection) thresholds. This allows the Nexus switches to mark packets when buffers begin to fill,
signaling the GPU endpoints to throttle their transmission rate before PFC is triggered, maintaining a
smooth data flow.

e MTU: A global MTU of 9000 (Jumbo Frames) is applied across all links in the fabric to ensure large Al
data packets are processed efficiently without fragmentation.

In this implementation, the default QoS policy in the deployed template was modified to support this
design. The key changes are:

e MTU for PFC3 traffic changed from X to Y.

« QoS Bandwidth Allocation changed to allocate more bandwidth for RDMA traffic since this backend
fabric is dedicated to this type of traffic. The only other traffic in this network is a small amount of control
and management traffic.

The Cisco UCS GPU nodes are added to the Red Hat OpenShift cluster as worker nodes. The networking
connectivity to the backend fabric is deployed and provisioned using Kubernetes NMState Operator and
NVIDIA’s Network Operator. The GPU Direct RDMA and overall deployment of GPU is implemented using
NVIDIA’s GPU Operator . All operators are available from Red Hat’s Operator Hub, directly accessible from
OpenShift cluster console.
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The Layer 2 (overlay) connectivity between the 4 Cisco UCS C88A M8 nodes across the backend fabric
requires the following changes on the Cisco UCS nodes.

Frontend (North-South) Fabric

The frontend fabric provides Cisco UCS GPU nodes with connectivity to management, services, storage,
and to other networks within and external to the enterprise. In a hybrid deployment, inferencing traffic from
users and application also use this fabric.

Similar to the backend fabric, the frontend is also deployed in a two-tier spine-leaf Clos-based topology,
using a MP-BGP VXLAN EVPN architecture. Both Layer 2 and Layer 3 overlays are used to logically
segment the different types of traffic on this network.

Quality of Service (QoS), including PFC and ECN, was deployed to ensure that NFS RDMA traffic to VAST
Storage was prioritized across the frontend fabric when there is congestion.

VLAN Configuration

Table 5 lists VLANs configured for setting up the environment along with their usage.

Table 5. VLAN Usage

VLAN ID IP Subnet used in this
deployment

2* Native-VLAN Use VLAN 2 as native VLAN instead of default VLAN (1)

550* OOB-MGMT-VLAN Out-of-band management VLAN to connect 10.115.90.0/26; GW:
management ports for various devices 10.115.90.1

703 Ubuntu-BareMetal- Routable VLAN used for Ubuntu management 10.115.90.64/26; GW:

MGMT 10.115.90.126
3051 NFS Used for Ubuntu storage 192.168.51.0/24
10 VAST- Used for discovery of nodes during VAST cluster install

Discovery_VLAN10

3056 VAST- VAST external storage network 192.168.56.24
Client_VLAN_3056

69 VAST- VAST internal network
Storage_VLAN_69

Table 6 lists the VMs or bare metal servers necessary for deployment as outlined in this document.

Table 6. Virtual Machines

Virtual Machine VLAN IP Address Comments
Description

AD1 703 10.115.90.123 Hosted on pre-existing
management
infrastructure

AD2 703 10.115.90.124 Hosted on pre-existing
management
infrastructure

NVIDIA Base 703 10.115.90.115 Hosted on pre-existing
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Virtual Machine VLAN IP Address

Description

Command Head Node

Software Revisions

Table 7 lists the software revisions for various components of the solution.

Table 7.  Software Revisions
Layer
Compute Cisco UCS C885A M8 Firmware
Package

Cisco UCS X210c M6

Cisco UCS Fabric Interconnect 9108
100G

Network Cisco Nexus Dashboard

Cisco Nexus 9332D-GX2B NX-0S

Cisco Nexus 9364D-GX2A NX-0OS

Storage VAST OS
VAST VMS
Software NVIDIA H200 GPU Driver - Ubuntu

NVIDIA H200 GPU CUDA Version-
Ubuntu

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

Comments

management
infrastructure

1.1(0.250025)

5.3(5.250021)

4.3(5.240162)

4.1.1g
10.4(5)
10.4(5)

vast-0s-12.14.27-
1879753

release-5.3.3-hf5-
2058254

570.133.20

12.8

Upgrades all server components
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Network Switch Configuration
This chapter contains the following:

Cisco Nexus Dashboard Setup
Cisco Nexus Frontend Fabric Setup

Cisco Nexus Backend Fabric Setup
Cisco Nexus Dashboard Setup

In this lab configuration, Cisco Nexus Dashboard is used to create and configure the Backend and Frontend
Fabrics. Nexus Dashboard is available in both physical and virtual form factors. In this lab configuration,
three Nexus Dashboard physical nodes were installed into a cluster. See Nexus Dashboard Capacity
Planning and Cisco Nexus Dashboard Data Sheet to determine the form factor and cluster size for your
deployment, then install Nexus Dashboard

Cisco Nexus Frontend Fabric Setup

In this setup, the Nexus Frontend Fabric consisted of 2 spine and 4 leaf switches. This fabric was cabled as
listed in Table 3. The fabric switch details are listed in Table 8.

Table 8. Frontend Fabric Switch Details

FE-LF1 Leaf 10.115.90.52 10.4(5) Cisco Nexus 9332D-GX2B
FE-LF2 Leaf 10.115.90.53 10.4(5) Cisco Nexus 9332D-GX2B
FE-SLF1 Storage Leaf 10.115.90.54 10.4(5) Cisco Nexus 9332D-GX2B
FE-SLF2 Storage Leaf 10.115.90.55 10.4(5) Cisco Nexus 9332D-GX2B
FE-SP1 Spine 10.115.90.50 10.4(5) Cisco Nexus 9364D-GX2A
FE-SP2 Spine 10.115.90.51 10.4(5) Cisco Nexus 9364D-GX2A

Physical Connectivity

Note: Follow the physical connectivity guidelines for AIDPODs with VAST Data as explained in Connectivity
Design section.

Initial Configuration of Switches

The following procedures describe this basic configuration of the Cisco Nexus frontend fabric switches for
use in the existing environment. This procedure assumes the use of Cisco Nexus 9000 10.4(5), the Cisco
suggested Nexus switch release at the time of this validation.

Procedure 1. Set up initial configuration from a serial console

Step 1. Set up the initial configuration for each backend fabric switch as listed in Table 8.
Step 2. Configure the switch.

Note: On initial boot, the NX-OS setup automatically starts and attempts to enter Power on Auto Provisioning.
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Abort Power On Auto Provisioning [yes - continue with normal setup, skip - bypass password and basic

configuration, no - continue with Power On Auto Provisioning] (yes/skip/no) [no]: yes
Disabling POAP....... Disabling POAP
poap: Rolling back, please wait... (This may take 5-15 minutes)

---- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [y]: Enter

Enter the password for "admin": <password>

Confirm the password for "admin": <password>

Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]: Enter

Configure read-only SNMP community string (yes/no) [n]: Enter

Configure read-write SNMP community string (yes/no) [n]: Enter

Enter the switch name: <nexus-hostname>

Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]: Enter
MgmtO IPv4 address: <nexus-out_of band mgmt0-ip>

MgmtO IPv4 netmask: <nexus-mgmtO-netmask>

Configure the default gateway? (yes/no) [y]: Enter

IPv4 address of the default gateway: <nexus-mgmtO-gw>

Configure advanced IP options? (yes/no) [n]: Enter

Enable the telnet service? (yes/no) [n]: Enter

Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsa]: Enter

Number of rsa key bits <1024-2048> [2048]: Enter

Configure the ntp server? (yes/no) [n]: Enter

Configure default interface layer (L3/L2) [L2]: Enter

Configure default switchport interface state (shut/noshut) [noshut]: Enter
Enter basic FC configurations (yes/no) [n]: n

Configure CoPP system profile (strict/moderate/lenient/dense) [strict]: Enter

Would you like to edit the configuration? (yes/no) [n]: Enter

Step 3. Review the configuration summary before enabling the configuration:

Use this configuration and save it? (yes/no) [y]: Enter

Step 4. Repeat this procedure for all switches listed in Table 8.

Deploy Frontend Fabric Using Nexus Dashboard

The procedures outlined in this section will use Cisco Nexus Dashboard (ND), specifically the fabric
templates provided by ND, to deploy the frontend (FE) fabric in the Al POD solution. The frontend fabric is a
2-tier, 3-stage spine-leaf Clos topology, built using Cisco Nexus 9000 series data center switches. Once
the fabric is deployed, ND will be used to provision connectivity between various infrastructure
components connected to the frontend fabric. The Cisco UCS GPU servers in the Al POD training cluster
will use the frontend (N-S) NIC to connect to the FE fabric.

The procedures in this section will:
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o Deploy a VXLAN EVPN fabric on the frontend leaf and spine switches, connected in a 2-tier spine-leaf
topology.

« Enable Virtual Port Channel (vPC) peering on compute/management leaf pairs and storage leaf pairs in
the frontend fabric.

« Provision connectivity to UCS servers that will be used to host the control plane and workload
management components for the Al workloads running on UCS GPU servers.

« Provisioning external connectivity from the frontend fabric to other enterprise internal and external
networks. This includes connectivity to Cisco Intersight, and other SaaS services used in the Al POD
solution.

o Provision any connectivity required to bring up the storage system.

o Enable connectivity between UCS management and storage, as well as from UCS GPU nodes to storage.

Procedure 1. Deploy VXLAN EVPN fabric on the two-tier spine and leaf switches

Step 1. From a web browser go to the management IP of any node in the Nexus Dashboard cluster.
Log in using the admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.
Step 3. Click Actions and select Create Fabric from the drop-down list.

cisea MNexUs Dashboard

s + Fabrics
. . .
T Create/Onboard Fabric Whatis a fabric?
USTER
a Select a categor:
o Select a category gory
Home Select if you want to create a new fabric or onboard and automate configuration of an existing fabric.
Learn more
X
Manage @ Create new LAN fabric
Select this option to provision a new netwark comprising of Cisco NX-05, 105-XE, 105-XR, and/or 3rd
Q party devices through Nexus Dashbeard.
Analyze
o () ©Onboard existing LAN fabric
Admin

Select this option to pr
canfiguration and ta m
thraugh Meaxus Dashboard.

erve an existing Cisco NX-05, 105-XE, 105-XR devices network's
Jautomate the deployment of VXLAM, IP Media and Ethernet fabrics

() Onboard ACI fabric Connect APIC Cluster
Satup multi-cluster connectivity for your ACI fabric by onbaarding yaur APIC cluster.
< Cancel

Step 4. Select Create new LAN fabric. Click Next.
Step 5. Select VXLAN and radio button for Data Center VXLAN EVPN for the fabric type. Click Next.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 25 of 272



‘tith’ Nexus Dashboard

Q QO ® | Q amin

A “ Fabrics
2 Create/Onboard Fabric

AIPOD-ND-CL
USTER

Whatiis a fabric?

o
Select a category Select a type
b

Home Creats new LAN fabric

b e Select a type
VXLAN

Analyze

& Classic LAN 2 54 2 «3
- -

Automate
Classical

er Traditicnal

Admin

Fabric type  Data Center VXLAN EVPN - iBGP

(® Data Center VXLAN EVPN

(C) Campus VXLAN EVPN
F AN EVPN C.

d CLOS faoric on Cisco Nexus

Cancel m

Step 6.

For Configuration Mode, keep the Default option. Specify Name, Location, and BGP ASN for

fabric. Also select the Licensing tier for fabric from the options available. Premier is required for advanced
network analytics and day 2 operations. Click the ? icon to see the features available in each tier.

Q @ | ,Q admin

.y + Fabries
APOD-ND-CL Create/Onboard Fabric Whatis a fabric?
USTER
)
Select a category Settings
Home: rasta naw LAN fahriz These are the recommended sellings Tor configuring the parameters and capabililiss of the new Tabric
Configuration mode (71
-
X Select a type
LA Default () Advanced
Manage WHLAN (®) Defau () Advance
MName * - -t
o ettings «* «*
Q et [ Enter fabric name J
Analyze
fon*
Location ._: ": '__: ._:
Ny - + + +
a [ San Joss, US ]
Admin
BGP ASH*
] Fabric type  Data Center VXLAM EVEN - IBGP
License tier for fabric (2
(@) Essentils () Advantage () Premier
Enabled features
Telemelr,' @
4
Cancel
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Step 7. Click Next.

-y “ Fabrics
woono-c.  Create/Onboard Fabric Whatis a fabric?
USTER
o .
@ Select a category Settings
Horme [ LM Fabiric T e the recomme
.\ Configuration mode (0
Y Seloct a type .
Mamage @ i @ petzu O advanced
Mame * - o
-+ -
- -
Settings
Q © s e [ AMIPOD-FE-FABRIC ]
Analyze
Location® - = - -+
* - * *
) «* - - «*
o Raleigh, US
Adrain
BGP ASN™
[ B5101 ] Fabre type  Data Center VELAN EVPN - [BGP
14294 5| 1-85535[.0-65
License tier for fabric (0
()} Essentials O Advantage @ Premisr
Enabled features
Telemetry
<
Cancel

Step 8. In the Summary view, verify the settings and click Submit.

o + Fabrics
L Create/Onboard Fabric What s a fabric?
USTER
o
@ Select a category Summary
Hama Create new LAN fabric Review your selactions balow.
X @ Select a type
Manage VELAN Category ~
Setlings Fabric category  Mew LAN fabric
& @ Cafault
Anglyze
© sy - -
L]
Admin
Fabric type WHLAN

Fabric sub-type  Data Center VELAM EVPM - iBGF

Settings ~
Name AIPOD-FE-FABRIC
Location Raleigh, LS
\ License tier for fabric Premier
Security domain al
‘Overlay routing protocol ingp
BGP ASM 85101
Enabled features Telemetry
Telemetry collection inBand
Telemetry streaming via ipvd
Telemetry VRF default

Telemetry source interface  loophackD

cancel m
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.O. @ R admin

AIPCD-ND-CL
USTER

o

Home

¥

Manage

Q
Analyze

Admin

€ Fabrics

Create/Onboard Fabric
Select a category
Create new LAN fabric

Select a type
WELAN

Settings

Default

@ Summary
e Fabric creation

What is a fabric?|
Fabric creation

f you close the session, your fabric will still be created. You can aceess it any time in the Manage —» Fabrics section,
where you can add switches to it by clicking on the Actions menu and then on Add Switches

= ) =

Enabling services for fabric..

{ Cancel

When Fabric Creation completes, you should see the following:

‘el Nexus Dashboard

Q Q @ Q admin

AIPOD-ND-CL
USTER

Homa

a

Manage

Q

Analyze

L]
Admin

“ Fabrics

Create/Onboard Fabric

What is a fabric?

Alldone!
The fabric AIPOD-FE-FABRIC, has successfully been created/onboarded to Nexus Dashbeard.

You can madify any of these settings from Manage > Fabrics = Actions by clicking 'Edit Fabric Settings'

View fabric details Add switches to fabric | Create another fabric

Step 9.
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Select Manage > Fabrics and then select the FE fabric. From the Actions drop-down list, select
Edit fabric settings. Select the Fabric management tab and the Manageability tab. Add the NTP Server IPs
and the NTP Server VRF (management) and click Save.
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bl Nexus Dashboard

o Edit AIPOD-BE-FABRIC Settings >
upﬁg;ﬁ-m General Fabric management Telemetry External streaming

— General P -] ication wPC P 1 ity Ad d Freeform Resources Manageability Bootstrap Configuration Backup Flow Monitor

Home D Inband Management

switches with enly Inband connectivity

-
X DNS Server IPs
Manage
[ 10.115.90123,10.115.90.124 J
a Comma s st of IP Addresses(va/ve)
e DNS Server VRFs*
[ management J
o One VRF for all DNS servers or a comma separated kst of VAFs, one per DNS serve
Admin
NTP Server IPs/Hostnames
l 10101.217.202,10.81.254.202,72.163.32.44 ]
Comma separated list of IP addresses (vd/v6) and/or hostnames

NTP Server VRFs*

[ managemany

& VIRF for all NTF

Syslog Server IPs/Hostnames

[ )

Comma separated list of IP addresses (v4/vE) and/or hostnames

Syslog Server Severity

Comma separated list of Syslog severity values, one per Syslog server (Min:0, Max:7)

Syslog Server VRFs

One VRF for all Syslog servers or a comma separated list of VRFs, one per Syslog serve

AAA Freeform Config

€ : >
s (D

Note: The above screenshot and the following screenshot show the BE fabric but are the same for the FE
fabric.

Step 10. Select the Freeform tab and optionally enter the info shown in the screenshot modified for your
timezone. Click Save.
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sl Nexus Dashboard Q QO ® | Q admin

& Edit AIPOD-BE-FABRIC Settings

x

AIPOD-ND-CL : .
USTER General Fabric management Telemetry External streaming
o General Parameters  Replication vPC  Protocols Security Advanced Freef ity p Config ion Backup  Flow Monitor
flome Leaf Pre-Interfaces Freeform Config
- clock timezone EST -5 0
./\ clock summer-time EDT 2 Sunday March 02:00 1 Sunday November 02:00 60
Manage
Q
Analyze
do
Admin

Additional CLIs, added before intertace configurations, for all Leafs as captured from Show Running Configuration

Spine Pre-Interfaces Freeform Config

clock timezone EST -50
clock summer-time EDT 2 Sunday March 02:00 1 Sunday November 02:00 60

Additional CLIs, added before interface configurations, for all Spines as captured from Show Running Configuration

ToR Pre-Interfaces Freeform Config

Step 11. If you want to add switches without a reload, click View fabric details. Select Fabric
Management > Advanced tabs and scroll down to find the field for Add switches without Reload and
change setting to enable. Click Save, followed by Got it in the pop-up window.

Step 12. From the Manage > Fabrics view, click the fabric name to add switches to the fabric.

Step 13. Click Actions and select Add Switches from the drop-down list.
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.Y
o
AIPOD-ND-CL
USTER

&

Home

X

Q
Analyze

do

Adrmin

AIPOD-FE-FABRIC

Refresh | Wiew in topology m ><

. - . . © - o P Ediit fabric setti
Owverview ¥y G tivity and security i g P a Integra abric ings
Add switches
Recalculate and deploy
Anomaly level @ Healthy Advisory level @ Healthy Recent activity iew all
Mo anomalies found Mo advisories found Configuration >
Fabric updated successfully: AIPOD-FE-FABRIC by o
1 minuies ago Wionitoring b
Enabled telemetry on AIPOD-FE-FABRIC by admin | Maintenance 5
General 15 minutes ago
Fabric name Type Fabric created successfully: AIPOD-FE-FABRIC oy 4 5=V b
AIPOD-FE-FABRIC Data Center VXLAN Th minutes sga
EVFM - iBGP
License tier
G BGP ASN
Inventory View hardware resources  View capacity
65101
Security domain
all Fabric group 0 switchas. E=4 0 vrc pairs I
e
Conlig-syne status
Deployment status
Ha
5 - © Enablad O other devices '31
| Telemnetry status
> WA In-band Pyd Telemetry
- @ Enablad AIPOD
S::i':’;i;“”p st - Interfaces () Physical @ &l View intarface statistics
0 total
Switches software version Fabric bugs
HIA Show more

W Up 0] m Down (0l (D m Admin cown (0]

WA (O]

Step 14.

Step 15.

In the pop-up window, click Set Default Credentials.

A

Warning

Cancel

When changing device configuration, Nexus Dashboard uses the device credentials provided by the user. Do you want to set device credentials now?

Specify Username and Password. Click Save.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

Page 31 of 272



Nexus Dashboard

cisco
o Add switches - Fabric: AIPOD-FE-FABRI™
AIPOD-ND-CL Switch Addition Mechanism* Set DefaUIt Cl‘ed entla|5 X
USTER @ Discover
_
Seed Switch Details Username*
Home
Seed IP* [ admin ]
’ Sea ]
X [ - Password*
Manage
@ Ex:'2.2.2.20" or "10.10.10.40-60" of [ seeseee Show ]
22221
Q Confirm password*
Analyze
Authentication / Privacy* [[ cerenend| Show ]l
4o [ Ve (] Robot
Aomin Username* Robot selection allows all users with appropriate roles, to push
[ configurations to devices without setting up device credentials.
pMaxHopss Cancel m
[2 |
Step 16. Click Ok.
Step 17. Specify Seed IP, Username and Password. Adjust Max hops as needed. Click Discover
Switches.
1s Dashboard Q Q ® £ admin
. Add switches - Fabric: AIPOD-FE-FABRIC X
APODND-CL Switch Addition Mechanism®
USTER (®) Discover
o~
o Seed Switch Details
Seed IP*
a [ 10115.20.4
Manage
Ex: "2.2.2.20" or “1010.10.40-60" or *2.2.2.20,
2.2.2.21° 2
Q a
Analyze E
Authentication [ Privacy* <
MDS . =
do [ J A
Admin
Username* Password™*
[ admin ] [ ........ Show ]
Max Hops* [:] Set as lual device write d
N
Preserve Config
n Unchecking this will elean up the configuration on switch(es)
Step 18. Click Confirm in the pop-up Warning.
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Warning

All switch configuration other than management, will be removed immediately after import. Do you want to proceed?

Step 19. Filter the discovered switch list as needed to view just the switches you want to add.

Q 0 @ 'Q admin

. Add switches - Fabric: AIPOD-FE-FABRIC X
< le
.
AIPOD-ND-CL Switch Addition Mechanism*
USTER @ Discover
o
Home Seed Switch Details
Fabiric Switch Authentication Protocol Usamame
AIPOD-FE-FABRIC 10.115.890.4 md5 admin
\l<
Manage Password Max Hops Preserve config
2 @ Disabled
D Set as individual device write
Q credential
Analyze
& Back
0
Admin

Discovery Results

Switch Mame contains FE Edit Clear All
D Switch Name Serial Number IP Address Model Version Status &
D FE-LF2 FLMZB40D035P 10.115.90.53 NOK-C9332D-GX2B 10.4(5) . Manageable
D FE-3P2 FDO2B5302K8 10.115.80.51 NIK-CI364D-G¥2A 10.4(5) . Manageable
D FE-LF1 FLMZB4D036L 10.115.90.52 NOK-C9332D-GX2B 10.4(5) . Manageable
D FE-5LF1 FLMZB400340 10.115.80.54 NOK-C9332D-GX2B 10.4(5) . Manageable
D FE-5P1 FDO2ZB5302HM 10.115.80.50 NIK-CI364D-G¥2A 10.4(5) . Manageable
D FE-SLF2 FLMZB3B0TWN 10.115.90.55 NOK-C9332D0-GX2B 10.4(5) . Manageable

Step 20. Select all switches to be added. Click Add switches.
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Huatlie
€I5ED

. Add switches - Fabric: AIPOD-FE-FABRIC >
g - 7 Faonc SWItEh Authentcatcn Fratccal usarname
HLte Alemeh AIPOD-FE-FABRIC 10.015.20.4 md5s admin
USTER
Password Max Hops Preserve config
= @ Disabled
. D Set as individual device write
e credential
o
X € Back
Manage -
a Discovery Results
Analyze Switch Name contains FE Edit Clear All
-] D Switch Name Serial Number IP Address Model Version Status *  Progress =]
Admin
FE-LF2 FLMZB40035P 10.115.80,53 NIK-CE3320-GXIB 10,415} ) switch Added ————
FE-5P2 FDO2B5302K9 10.115.80.51 MNAK-CBIGAD-GHIA 10.4(5} .Swilch Addad —
FE-LF1 FLM2840036L 10.115.80.52 MIK-CB3320-GXRIB 10.4(5) . Switch Added ——
FE-SLF1 FLMZBA003AD 10.115.80.54 NAK-CB3320-GXIR 10.4(5) . Switch Added ———
FE-5P1 FDO2B5302HM 10115.80.50 MNAK-CBIGAD-GHIA 10.4(5} .Wilch Addad —
FE-5LF2 FLMZEIE0TWH 10.115.80.55 MNIK-CE3320-GRIB 10.4(5) @ switch Added ——
Step 21. Click Close when all switches have been added.
Step 22. From the Manage > Fabrics, select the fabric and click the Inventory tab.
Step 23. For each switch in the list, verify Role is correct. To change the role, select the switch and then

click the lower Actions button and select Set role from the drop-down list.

‘dses’ N

. AIPOD-FE-FABRIC Retresh = <
AIP?JZ;:E-CL Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies  Advisories  Integrations  Histor
o~ Switches  VPC pairs Other devices
Homea
Filter by attributes
X . :
Manage D Name Anomaly level IP address Model :::f::l:::n Role Serlal number o Add switches
Configuration H
. ? ] FE-LF1 © Healthy 101159052 NK-C9332D-GX2B  @NA spine  FLM2840036L  { Discovery »
nalyze
Set role
[ Fe-LFz © Healthy 101158053 NOK-C83320-GX28  @INA Spine  FLM2B40035P
0 WPC pairing
Ados [] FE-SLF1 @ Hoalthy 101159054 NOK-C93320D-GXzB  @INA Spine  FLM28400340 4 7o pairing
[] FE-sLF2 @ Healtny 101159055 NOK-CO3320-GK2E  @NA Spine  FLM2B380TWN
Maintenance H
[ re-se © Healthy 10115.90.50  NOK-CO384D-GX24  @INA Leaf FDO285302HM 4 o
Deleta switchies)
[ Fe-sp2 © Healthy 101159051 NOK-CO3B4D-GK2A  @INA Leaf FDO285302K8 @ ok
Step 24. In the Select Role pop-up window, select the correct role from the list and click Select.
Step 25. Click OK in the pop-up warning to perform Recalculate and deploy to complete the change.
Step 26. Repeat steps 1 - 25 to select and confirm the role for all switches in the fabric.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

Page 34 of 272



Q Q ® Q admin

) AIPOD-FE-FABRIC Refresh | View in topology m %
i
"D:::[::'c' Overview Inventory Connectivity Segmentationand security Confi ion polici Ar Advisories  Integrations  History
s Switches  VPCpairs  Other devices
Hame
Filter by attributes
\' Confil i
onfiguration . .
Manage D Hame Anomaly level P address Model sync status Rale Serial number Discovery status ok B
3 O Fe-Lk1 @ Healthy 10715.80.52 MOK-CH3E2D-GXZE @ NA Leaf FLMZBA003EL ® ok
Analyze D FE-LF2 & Healthy 10.115.80.53 N2K-C2232D-GXIB 0 na Leal FLM2240035P @ ok
. [j FE-SLF1 & Healthy 10.115.80.54 NIK-CH33ZD-GXIE . & Leaf FLMZEA00340D . Ck
Admin (] FE-SLF2 @ Heslthy 101150055  NOK-COI320-GXIE @ NA Leaf FLMZB3501WN ®ox
D FE-5P1 8 Healthy 10.115.80.50 MNIK-CHIBAD-GHIZA L 1 Spine FDO2E5302HM @ ok
[ Fe-spz @ Healthy 10115.80.51 MOK-CHIEAD-GXZA @ NA Spine FoO2Ea502K ® ok

Step 27. Click the upper Actions button and select Recalculate and deploy from the drop-down list. If it
says one is already in progress, wait a few minutes and repeat the steps. You should see the Fabric as
Out-of-sync with some Pending Config (lines of config) change.

Step 28. Click Deploy All.

Q Q @ | ‘Q admin

AIPOD-ND-CL
USTER
Config Preview
oy
Hame Filter by attributes
s " . . .
X Switch Serial ) Pending Status Resync
IP Add Ral Fabric Stat Pi
Manage Mame i ole Humber abrie us Config Description rograss Switch @
K
FE-LF1 10,115.90,52 Leaf FLMZE40035L @ out-of-Syne 385 Lines Cut-af- — Resync 2
Q 0115.90.F 23l 036 ¥ E syne v 2
Analyze £
2
. ¢ X Out-of- 2
FE-LF2 10.115.90.53 Leaf FLM2840035F ) Out-0f-Syne 395 Lines syne —— Resync L
- &
Admin out-of-
FE-SLF1 10115.90.54 Laal FLM28400340 @ Out-Of-Sync 351 Lines Syne — Resync
< Cut-of-
FE-SLF2 10115.90.55 Leaf FLM2EIE0TAHN @) Out-0f-Sync 351Lines Syne —— Resync
Y . Out-of-
FE-SP1 10115.90.50 Sping FOO2B530ZHM @ Out-of-Syne 459 Lines Sync — Resync
. - . Out-of-
FE-3P2 10.115.90.51 Spina FDO285302K8 @) Out-Of-Sync 459 Linas Syne — Rosync

Step 29. Click Close.
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Q O @ ,Q admin
AIPOD-ND-CL
USTER
Config Preview Deploy Progress
Py
Home
Filter by attributes
‘\I
. Switch Name * 1P address Status Status description Progress @
i
FE-LF1 10.115,80.52 @ success Deployment complatad, ——— =
Q Exeruted 324 [ 334 2
Analyza E
FE-LF2 10.115.80.53 @ success Deployment completed. —— <]
Executed 394 [ 334 a
o
Admin
FE-5LF1 10.115.80.54 @ success Deployment completad. ———
Executed 350/ 350
FE-5LF2 10.115.80.55 @ success Deployment completad. —
Executad 350/ 350
FE-5P1 10.115.80.50 @ success Deployment completad. —
Executed 458 [/ 458
FE-SP2 10.115,20,51 @ success Deployment complatad. ———
Executed 458 [/ 458
Step 30. ND will identify issues in hardware, connectivity, software and so on, reflected by the Anomaly

level. To view the flagged anomalies, go to Anomalies. Address each anomaly to prevent issues later,
either by resolving them or acknowledging them.

cisco Q Q @ | Q admin
- AIPOD-FE-FABRIC Refresh | View in topology pd
E L]
‘“'pg';'T"E‘z'c'- entory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations  History
o~ [ Grouped ~ ] [ (O Active now ~ ] [ Unacknowledged ~ ] [ Root cause and uncorrelated anomalies ~ ]
Home
Filter by attributes
K
Manage
Anomaly level Category ~
a r ® Critical 7 Connectivity 8 Configuration 3
Analyze 17 = pajor 1
‘ ™ ‘Warning 3
-]
Admin
Uncorrelated
- @
Anomaly type Level v Category Root-cause (1) anomalies O {(:J}
OSPF Neighbor Lost ©) Critical Connactivity - 7
Interface Flap T & Major cannectivity 1
Fabric Configuration @ Warning Configuration 3
Step 31. Review the Advisories and resolve or acknowledge them.
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bl Nexus Dashboard Q Q ® Q. admin

. AIPOD-FE-FABRIC Refresh m X

e

AIPOD-ND-CL entory Connectivity Segmentation and security Configuration polici A li Advisories Integrations History
USTER —

[ @Active now ~ ] [ Unacknowledged ~ ]

o~
Home
Filter by attributas

K
LT Advisory level Category ~

Q B Major 8 PSIRT 12
e 12 ® wiarning &

L]
Admin
D Title Advisory level Category Modes &
FE-5P2

D CSCwm09739: Cisco Nexus 3000 and 9000 Series Switches

Major B5IRT AlPOD-FE-FABRIC
Command Injection Vulnerability °

View all (2 total)

FE-S5P2
@ Warning PSIRT AlPOD-FE-FABRIC
View all (2 total)

[j CSCwh77779: Cisco NX-0S Software Python Parser Escape
Vulnerability

) . FE-SLF2
C] 3;2&::131?":‘86 Cisco NX-05 Software Command Injection & warning BSIRT APOD-EE-FABRIC
¥ View all (4 total)
CSCwk61235: Critical CVE in component openssh. Upgrade to latest Fe-sp2
0O ‘ P P -UPg © Major PSIRT AIPOD-FE-FABRIC

version.
View all (2 total)

FE-SP2
O Major PSIRT AIPOD-FE-FABRIC
View all (2 total)

D CSCwk41797: Cisco Nexus 3000 and 9000 Health Monitoring
Diagnostics Denial of Service Vulnerability

FE-SLF2
D CSCwh77780: Cisco NX-05 Software Python Parser Escape Serey pSIRT AIPOD-FE-FABRIC
Vulnerability View all (4 total)
i o FE-SLF2
D C5Cwk41797: Cisco Nexus 3000 and 9000 Health Monitoring © Maijor psIRT APOD-EE-FABRIC

Diagnostics Denial of Service Vulnerability View all {4 total)

FE-SLF2
O Major PSIRT AlIPOD-FE-FABRIC

Wiaar all (A batal)

D CSCwm09739: Cisco Nexus 3000 and 9000 Series Switches
c d Injection Vulnerability

Step 32. Evaluate and upgrade to Cisco recommended Nexus OS release.

Step 33. Start attaching compute, storage, and other end devices to the cluster.

Enable vPC Pairing on Compute/Management Leaf Switches in the FE Fabric

To enable vPC pairing on the compute/management in the FE fabric, follow the procedures below.

Procedure 1. Enable vPC pairing for compute/management leaf switches in the FE fabric

Step 1. From a web browser go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.
Step 3. Select the FE fabric and click the Inventory tab.

Step 4. To enable VPC pairing on the leaf switches that connect to UCS compute (GPU and
management) nodes, select the first leaf switch in the leaf pair.

Step 5. Click the lower Actions button and select VPC pairing from the drop-down list.
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* Nexus D

. AIPOD-FE-FABRIC Retresh [ Viewintopoioy | ([ X
s
LUl R HEL Overview | tory Cor ivity S ation and security  Configuration policies Anomalies  Advisories Integrations Histor
USTER
~ Switches VPC pairs  Other devices
Home
Filter by attributes
X
D Mame Anomaly level IP address. Model Add switches
Manags
Configuratian *
FE-LF1 & Haalthy 10:115.80.52 NOK-CB3320-GX2B
Q Discovary *
Analyze [ Fe-LF2 © Healthy 10115.80.53 NEK-C83320-GX2B
Sel role
[ Fe-sLk1 © Haalthy 10115.80.54 NOK-CB3320-GX2B o
(-] VPC pairing
Admin
[ Fe-siLF2 & Haalthy 10115.20.55 NOK-CB332D-GX2B ToR paifing
D FE-5P1 © Healthy 10015.80.50 MEK-CH3640-GXZA
[ Fe-spz © Haalthy 10115.90.51 NEK-CH3640-GHZA haintenance *
Delete switchies)

Step 6. Select the VPC peer switch for the first compute/management leaf. Enable Virtual Peerlink.
Step 7. Click Save.
Step 8. Click OK in the Success pop-up window.

Success

Please perform "Recalculate and deploy" in the fabric to complete this change pricr to "Deploy"

Step 9. Select the two leaf switches in the vPC pair that are now Out-of-sync from the configuration
change. Click the Actions button and select Recalculate and deploy from the drop-down list.

Step 10. Click Deploy All.
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‘Heea Nexus Dashboard

. Deploy Configuration - AIPOD-FE-FABRIC <
i)
AIPGD-ND-CL . e
USTER ,_o: oD
-
Config Preview
S
Home
Filter by attributes
K
M . . . Pending Status . -y
anage Switch Name P Address Role Serial Number  Fabric Status N Progress Resynec Switch (3}
Config Description ™
Q
£
Q FE-LFZ 10.115.80.52 Leaf FLMZE40035F i Out-Of-Sync 101 Lines Out-of-Sync — Resync ]
Analyze =
=
(]
o FE-LF1 10.115.90.52 Leaf FLM2B40036L @ out-of-Sync 101 Lines Cut-of-Syn Resync &
Admin
FE-SLF2 10.115.20.55 Leaf FLMZBIE0TWN @ in-sync 0 Lines In-Sync —— Resync
FE-5P2 10.115.80.51 Spine FDO285302K8 W n-sync O Lines In-Synec — Resync
FE-SLF1 10.115.80.54 Leaf FLM2E400340 i In-Sync 0 Lines In-Syne —— Resync
FE-5P1 1015.80.50 Spine FOO2A5302HM i In-Sync 0 Lines In-Sync — Resync

Step 11. When the configuration deployment completes successfully, click Close.

Step 12. From the Inventory tab, go to VPC pairs tab to see the newly created vPC pair.

Enable vPC Pairing on Storage Leaf Switches in the Frontend Fabric

To enable vPC pairing for the storage leaf switches in the FE fabric, follow the procedures below.

Procedure 1. Enable vPC pairing for storage leaf switches in the FE fabric

Step 1. Repeat the steps in the previous procedure to configure storage leaf switches in the FE fabric
as vPC peers.

Step 2. From the Inventory tab, go to VPC pairs tab to see the newly created vPC pairs.

Step 3. From the navigation menu, go to Manage > Fabric and select the FE fabric and then the
Topology tab, you should now see the 2 Leaf switch pairs grouped in a box, indicating they are vPC peers.

Q O @ | Q admin

. AIPOD-FE-FABRIC Refresh | View intopology Actions ~ X
4
pr'[s’:r’;:'c'- Overview Inventory Connectivity Segmentation and security Configuration polici Ar li Advisories Integrations Histor
. Switches VPCpairs  Other devices
Home
Filter by attributes
X
Manage Peer one name Peer one ID Peer one role Peer two name Peer two ID Peer two role Intended peer name {3
FE-LF1 FLMZBADDIEL Seconhdary FE-LFZ FLMZ840035P Primary
Q
Avalyzs FE-SLF1 FLMZ2B840034D Secondary FE-SLF2 FLMZE3E0TWN Primary
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asco Nexus Dashboard

L] -
£ Welcome, admin Refresh
L
AIPOD-ND-CL
USTER Overview Topology Dashboards
PN
" All fabrics > AIPOD-FE-FABRIC Operational status | Config-sync status
ome
[ Filter by attributes ]
Manage
Q — EE—  —1 ‘,_|
Net VRF
Analyze \ 8 \ E 0 X D 0
Networks VRFs VCenter VMs OpenShift VMs
-]
Admin
— 3
- =
«? «* |
FE-SP1 FE-SP2
e ) ) )
e + L -
«? | « | ‘ « ‘ A
FE-LF1 FE-LF2 FE-SLF1 FE-SLF2 +

@ Give feedback

Modify QoS Policy on FE fabric (VAST Data)

Assumptions and Prerequisites

Assumes that you have selected the Al Fabric template with default QoS policy enabled. This section
describes how to modify this default policy for the software version used in this CVD.

Setup Information

Table 9. Setup Information for BE Fabric QoS

Parameter Type

QoS Policy Template

Default/Original Policy Template Name 400G | Al_Fabric_QOS_400G

New Policy Template Name

PFC MTU 9216
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Parameter Type Parameter Name | Value Parameter Type/Other Info

MTU for c-8g-ng3 9216 Default for this release: 4200

Deployment Steps
To change the QoS policy deployed in the frontend fabric, follow the procedures below, using the setup
information listed in Table 9.

Procedure 1. Create new template from default QoS policy template

Step 1. From a web browser go to Cisco Nexus Dashboard. Use the management IP of any node in the
ND cluster. Log in using admin account.

Step 2. Go to Manage > Template Library.
Step 3. Filter on QOS in top search bar.

Step 4. Select the default QoS policy that was applied when the BE fabric was deployed using the
default Al fabric template.

Step 5. Click Actions.

Step 6. Select Duplicate template from the drop-down list.

a0 ® | Q amn

Template Library Refresh
AIPOD-ND-CL
USTER
Mama contains qos Edit Claar All
)
Create new lemplals
Home B Hame 4 Supported L SubType  Modified Tags ipti
Platforms . -
Ediil template properls:
- )
X ..,,-’Is.teln; oif_;" Ediit. templatz content
Managa [ AiFabc_oos_100s Mgk POLICY DEVICE 2025-06-08 05:01:58 ges el PO Tar
with FRG and| - pualicate template
preﬂon’lnan'.
Q De ate template
Analyza Syslom Qous
[ Al Fabric @05 256 e POLICY DEVICE 2025-08-08 05:01:53 905 AINL ’:t"r:th""n? Impart
o predarrinant| IMpert as 7ip
Admin .
System Qog § Impart fram gt
AlFabri_GO5_400G MEK POLICY DEVICE 025 08 08 05:01:58 QoS _AIML a?:::zir::\g; Expart
pfﬁﬂ{"l"il\ﬂl\'. EIF'JH @ glt
System Qo3 Marking and Queuing
i 005 o VICE 5-08-08 05:01:5 S policy Tar NBK Cloudse: i
(7] AlFabric_0oS_500 MEK POLICY DEVICE 20256-05-08 05:01:58 QoS AL o e for
predomrinanty 2000 u
1114 Rows Selecled Rows per page [ 25 v ] 1| 2 »
Step 7. In the Template Properties section, specify a new name for the QoS policy template.
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Duplicate template

AMPOO-ND-CL
USTER

o o Template Properties

Hame

¥

Manage

Q

Analyze

Admin

Template Nama*
VAST_Unified QOS_2006

8®

Description

Serias HW with P

> and ECN for systems with

Tags

Qos_AML X

Supported Platforms*

TNk ) N3k (] n3soo [ Nsk [] Nssoo [ Nssoo [ ] Nek [ ] N7K N9k [] Mos

) NoK-9000v (] 10S-XE (] 10S-XR [ Others (| AllNexus Switches

Template Type*
POLICY

Sub Template Type*
DEVICE

] voc

Content Type*
TEMPLATE CLI

Step 8. In the Template Content section, modify the network-qos class c-8g-nq3 to
SDEFAULT_QUEUE_MTU which is 9216. Click Finish.

kel
2
i
£
&
a

Duplicate template

@ Template Properties

o Template Content

Step 9. Go to Manage > Fabrics. Select the FE fabric from the list and click the FE fabric name.

VAST_Unified_Q0S_200G 9 nelp
38 bancwldth rercining percent ®
39 class type queuing c-out-8g-q3
4 bancwidth rercining percent 50
41 rancoe- detect miaim. throshold 150 kbytes maximun-thresnold 3800 kbytes crop-pronability 7
42 class type queuing c-out-8g-q2
43 bancwidth rersining percent B
4 W00 queuing ¢ out 3q-q1
45 néwidth rercining percent &
46 cle queuing c-out-8q-q-cefault
47
48 clo
49 priority level 1
5@
51 03 qos. retnork
52 e network qos c-4q-ngd
53 use pfc-cos 3 LI
5 u SSOEFAULT QUELC-NTUSS|
55 loss type network-qos c-3q-ng-defoult
56 ntu SSOEFAULT_QUEUE_NTUSS
57
58+ 11 (SSDISABLE_WATCHOOG_INTERVALSS PR
5
e e
61 priority flow control watch dog-interval on
6.
63
64 system cos
65 service-policy network-4os Qos_network
L service-policy type queuing output (OS_EGRESS_PORT
67 %
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Jies’ Nexus Dashboard Q Q @ | Q smn

Fabrics Refresn
AIPOD-ND-CL

USTER Fabrics  Fabric groups

o
Home Filter by Sitidutes | actions v

X . y Connectivit Fabric L&
ared Name Type Anomaly level Advisory level License tier ASN . o Features o

a

- AIPOD-BE-FABRIC Al VILAN EVPN - BGP © Healty © Warning Premver 65200 T NIA © Telematry (AIPOD-ND
Anawyze

° @ APORFEFABRIC Y Data Cantor VKLAN EVPN - 8GR © Healtry © Warning Preervur £5101 1o NiA © Telematry (AFOD-ND

Adewins

Step 10. Go to Actions > Edit Fabric Settings from the drop-down list. Select the Fabric Management
tab and click the Advanced tab. Scroll through the Edit AIPOD-FE-Fabric Settings and check the Enable Al
QOS and Queuing Policies option. From the Al QOS and Queuing Policies drop-down list, select the
VAST_Unified_QOS_200G policy created in the previous steps. Click Save.

e Nexus Dashboard Q Q ® | Q admin

Edit AIPOD-FE-FABRIC Settings

AIPOD-ND-CL
USTER NOK R-Series Platform Queuing Policy
o~ Que ) Policy tor all R-Serk
He .
Gl Other NSK Platform Quauing Policy
l \ queung Policy for all ather ¢ ca n the fat
Manage
Enable Al QoS and Queuing Policies
A g Palicias Specitis 10 NSK Cloud Scalh swach fabeic for &1 patwoek werkiaa
Analyze Al QoS & Queuing Policy*
| VAST Unified_Q0S.2006
bt Queang Palcy Based an predommnant fabic Ik sased: 800G | AC
Admn

Priority flow control watch-dog interval

I

¥ Give feedback

o). Leave L ystem delau

("] Eenable Real Time Interface Statistics Coflection

Interface Statistics Load Interval

Spanning Tree Root Bridge Pratocol

| unmanagea

uring root Brdge? rovsts; Rapl VLAN Sp § Tree. mat Multipie Spanning Tree, unmanaged (detaultl: STP Rant not managed by i

Spanning Tree VLAN Range

Cancel a

Step 11. From the AIPOD-FE-Fabric, click the Actions tab and select Recalculate and Deploy.
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Recaiculating config on switches

N
70% - Generating Berder Configuration

Step 12. Click Deploy All.

& Deploy Configuration - AIPOD-FE-FABRIC X
AIPOD-ND-CL
it ] ©)
PN Config Preview Deploy Progress
Home
X Fitsr by attributas 1
e Switch Name 1P Address Role Serial Number Fabric Status g Config Progress Resyne Switeh @
’ FE-LF2 10.415.80.53 Leal FLM28400359 @ out-or-syno 126 Lines Out-of-Syne — Rezync
Analyze
de FE-SLF2 10115.9055 Leal FLM283601WN @ out-ot-5ync 14 Lines Out-of-Sync ——— Resync
Admin
FE-SLFI 101158054 Leat FLM2840034D @ oot-sync 414 Lines Out-of-Syne —— Resync
FE-SPI 10115.80.50 ::l'r:"("'"’"’ FDO285302HM ® cu-ot-sync 198 Lines Out-of-Syne — Resync
FE-SPZ 10.115.9051 ;’:_“0'"""" FDO28530249 @ ow-ot-sync 198 Lines Out-ot-Syne r— Resync
FE-LF1 101158052 Leat FLM2840036L @ ow-otsync 126 Lines Out-ot-Syne a— Resync

- CEm
| ]

Step 13. Confirm the successful deployment to FE Fabric.
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‘deee’ Nexus Dashboard

Deploy Configuration - AIPOD-FE-FABRIC X
AIPOD-ND-CL
USTER
% 2]
~ Config Preview Deploy Progress
Home
Filter by attributes
Manage Switch Name 1P address Status Status description Progress &
Q - &
FE-LF2 10.115.90.53 @ success Deployment completed
Analyze Executed 126 / 126
° FE-SLF2 10115.90.55 @ success Deployment complated 3
Admin Executed 414 / 414 H
$
FE-SLF1 10.115.80.54 @ success Deployment completed g
Executed 414 { 214 s
-]
FE-SP1 10.115.90.50 @ success Deployment completed

Executed 196 /198

FE-SP2 10.115.20.51 .SUCC[SS Deployment completad S —
Executed 198 / 188
FE-LF1 10115 80.52 @ success Depio)
Executed 128 {126
13
 coee )
Enable Layer 2 Connectivity to Management UCS X-Direct from FE fabric
Table 10. Setup Parameters for FE Fabric: Layer 2 Connectivity to Management UCS X-Direct
Leaf Switches FE-LF1, FE-LF2
Management UCS UCS X-Direct with (-A, -B) uplinks; Both With multiple servers
uplinks are dual-homed to FE-LF1 & FE-LF2
Virtual Port Channel (vPC) To UCS X-Direct Management UCS-X Direct Chassis
vPC/PC1 - ID 15 To UCS X-Direct: Side-A
vPC Pair FE-LF1, FE-LF2
Ports 1/5,1/7 FI-A: Ports 1/1-4 (PC-11)
vPC/PC2 - ID 16 To UCS X-Direct: Side-B
Ports 1/6, 1/8 FI-B: Ports 1/1-4 (PC-12)

To enable Layer 2 connectivity to the management of the Cisco UCS X-Series Direct chassis from the FE
fabric, follow the procedures below. You will be configuring two vPCs to the management UCS X-Series
Direct, one for -A side and another for -B side. Each vPC will use multiple ports on each compute leaf
switch pair to connect to -A and -B uplinks on UCS X-Series Direct chassis.

Procedure 1. Deploy first vPC to Management UCS X-Series Direct

Step 1. From a web browser go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 45 of 272



Step 3. Select the FE fabric and go to Connectivity > Interfaces tab.

Step 4. Click the lower Actions button and select Create interface.

duile Nexus Dashboard Q Qo ® Q adi

cisco

AIPOD-FE-FABRIC Refresh m

e
v
““’3‘;;:';'0'- Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations Hist
2 Interfaces Interface groups Links Routing policies L3 neighbors Endpoints Routes Inter-fabric Flows Virtual Infrastructure
Home
Filter by attributes
K
’
Admi ion... Create interface
Manage (] Interface Switch e Operation.. o ason Policies
status status
Q () mgmto FE-LF1 T up T up ok int_mgmt Configuration N
Analyze S .
D Vian1 FE-LF1 J, Down J- Down pominitatively NA Interface group >
down
o Maintenance >
Admin L. back0 FE-LF1 (V] U k int_fabric_| b
(7} vLoopbac T up T up o int_fabric_loopbg . 5
D Loopback1 FE-LF1 T Up T up ok int_fabric_loopba
Step 5. In the Create interface window:

Specify the Type of interface as virtual Port Channel (vPC) from the drop-down list.
For the Select a vPC pair, select the compute leaf switch vPC pair from the drop-down list.

Specify a vPC ID for the first vPC to the UCS X-Direct (-A side). Port Channel IDs from each switch to
the first UCS node should match the vPC ID (see screenshot below).

Leave the Policy as int_vpc_trunk_host.
Enable checkbox for Config Mirroring to configure both vPC peer switches identically.
Specify Peer-1 Member Interfaces that connects to first UCS node.

Leave other fields as-is.
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‘tses’ Nexus Dashboard Q Q ®
. Create interface
AIPOD-ND-CL
USTER Type*
[ virtual Port Channel (vPC) J
oS
Home Select a vPC pair*
{ FE-LF1---FE-LF2 v
b %
’
Manage vPC ID*
s J
Q
Analyze Policy*
int_vpc_trunk_host >
do Policy Options
Admin

General Parameters  Storm Control

Peer-1Port-Channel ID*

€ J

Peer-1 VPC port-channel number (Min:1, Max:4086)

Peer-2 Port-Channel ID*

s ]

Peer-2 VPC port-channel number (Min:1, Max:4086)

Enable Config Mirroring
If enabled, Peer-1 config will be copied to Peer-2
Peer-1 Member Interfaces

[ el/5,e1/7 J

A list of member interfaces for Peer-1 [e.g. e1/5,eth1/7-9]

Peer-2 Member Interfaces
el/5,e1/7

A list of member interfaces for Peer-2 [e.g @1/5,eth1/7-9]

Port Channel Mode*

(s ]

Channel made options: on, active and passive

Enable BPDU Guard*

(e )

¢ Scroll down and fill remaining fields: Native VLAN, Peer-1 PO Description, and select the checkbox for

Copy PO Description to copy the description to second vPC peer’s Port Channel.
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asco Nexus Dashboard

. Create interface
< »
v
AHIDHDCL Enable BPDU Guard*
USTER -
[ true l
N Enable spanning-tree bpduguard: true='enable’, false="'disable’, no="return to default settings'
Home Configure BPDU Filter
[ \

Configure spanning-tree bpdufilter, no='return to default settings'

Manage
Spanning-tree Link-type
Q ‘ auto ‘
Analyze cify a link type for spanning tree protecol use, default is auto
Enable Port Type Fast
“o Enable spanning-tree edge port behavior
Admin
MTU*
‘ jumbo ]

MTU for the Port Channel

SPEED

| Auto }

Port Channel Speed

Peer-1Trunk Allowed Vians*

none 1

Allowed values: 'none’, ‘all', or vian ranges {ex: 1-2 0-2000,3000)

Peer-2 Trunk Allowed Vlans
none

Allowed values: 'nong’, ‘all', or vlan ranges (ex: 1-200,500-2000,3000)

Peer-1Native Vian

2

Set native VLAN for Peer-1 VPC port-channel

Peer-2 Native Vian

2

Yo

Set native VLAN for Peer-2 VPC pc

Peer-1PO Description

| To UCS X-Series Direct - A

Add description ta Peer-1 VPC port-channel (Max Size 2

Peer-2 PO Description

To UCS X-Series Direct - A

Add description to Peer-2 VPC port-channel (Max Size 254)

Copy PO Description

Step 6. Click Save.
Step 7. Click Preview.
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- el IR £ "

Pending config - AIPOD-FE-FABRIC - vPC15 - FE-LF1

Pending config  Side-by-side comparison

1 interface ethernetl/5

2 no spanning-tree port type edge trunk
3 interface ethernetl/7

4 no spanning-tree port type edge trunk
5 1interface port-channellS

6 switchport

7 switchport mode trunk

8 switchport trunk allowed vlan none

9 mtu 9216

10 vpc 15

11 spanning-tree bpduguard enable

12 spanning-tree port type edge trunk

13 switchport trunk native vlan 2

14 description To UCS X-Series Direct - A
15 no shutdown

16 configure terminal

17 1interface ethernetl/S5

18 channel-group 15 force mode active

19 description To UCS X-Series Direct - A
20 no shutdown

21 configure terminal

22 interface ethernetl/7

23 channel-group 15 force mode active

24 description To UCS X-Series Direct - A
25 no shutdown

Step 8. Click Close, then click Cancel.
Step 9. Click Deploy. The Pending Config is the configuration shown in the previous step.

"dsce’ Nexus Dashboard Q Q ® | Qf
A Deploy interfaces configuration
< »
AIPOD-ND-CL
USTER
D
G = \“/
Home Config preview Deploy progress
X
’
Manage
Filter by attributes
Q Fabric name Device name Interface Admin status Operation Status Pending config o
Analyze
AIPOD-FE- 2
FABRIC FE-LF1 vPC15 26 Lines
do
Admin AIPOD-FE- .
FABRIC FE-LF2 vPC15 26 Lines

Step 10. Click Deploy Config.

Step 11. Verify that all the interfaces and port-channels are up on each switch in the vPC leaf pair that
connects to the UCS X-Series Direct (-A side). It may take a few minutes for the vPC to go from Not
discovered to consistent state.

Step 12. Repeat this procedure for the second vPC to UCS X-Series Direct (-B side).
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Enable Layer 2 Connectivity to UCS GPU Nodes from FE Fabric

To enable layer 2 connectivity to UCS GPU nodes, you will be configuring four vPCs, one per Cisco UCS
C885A node. Each vPC will use one port on each switch in the compute leaf pair to connect to the UCS
node.

Note: The VAST NFS client, which builds on the standard Linux kernel NFS driver, has the option of local
ports, which specifies multiple client-side IPs for outgoing traffic (NFSv3 only). If you use this options,
vPC on GPU nodes is not required.

Table 11. Setup Parameters for FE Fabric: Layer 2 Connectivity to UCS GPU Nodes
Leaf Switches FE-LF1, FE-LF2

UCS Nodes 4 x UCS C885A GPU Nodes, each dual-homed to
FE-LF1 & FE-LF2

Virtual Port Channel (vPC) To UCS C885As UCS GPU Nodes
vPC/PC1 - ID 111

vPC Pair FE-LF1, FE-LF2

Ports 1/1 On each Leaf switch
vPC/PC2 - ID 112

vPC Pair FE-LF1, FE-LF2

Ports 1/2 On each Leaf switch
vPC/PC3 - ID 113

vPC Pair FE-LF1, FE-LF2

Ports 1/3 On each Leaf switch
vPC/PC4 - ID 114

vPC Pair FE-LF1, FE-LF2

Ports 1/4 On each Leaf switch

To enable Layer 2 connectivity to UCS C885A GPU nodes from the FE fabric, follow the procedures below.

Procedure 1. Deploy first vPC to first UCS C885A GPU node

Step 1. From a web browser go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the navigation menu, go to Manage > Fabrics.
Step 3. Select the FE fabric and go to Connectivity > Interfaces tab.

Step 4. Click the lower of Actions button and select Create interface.
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ubalv Nexus Dashboard

cisco

.
A
AIPOD-ND-CL
USTER

Home

-4

Manage

Q
Analyze

Admin

Step 5.

AIPOD-FE-FABRIC

Overview Inventory Connectivity Segmentation and security

Configuration policies

Q O @ | Qadmm

Refresh | View intopology >(

Anomalies Advisories

Integrations  Histor

Create interface

Configuration
Interface group
Maintenance

Bulk actions

Interfaces  Interface groups Links Routing policies L3 neighbors Endpoints Routes Inter-fabric Flows  Virtual Infrastructure
Filter by attributes
Admin Operation...
() Interface Switch P Reason Policies
status status
D mgmt0 FE-LF1 T up T up ok int_mgmt
Administrativel
O viam FE-LF1 {4 Down 4 bown SLALL S\
down
[(J vLoopbacko FE-LF1 T up T up ok int_fabric_loopba
D Loopback1 FE-LF1 ™ up ™ Up ok int_fabric_loopba

In the Create interface window:

« Specify the Type of interface as virtual Port Channel (vPC) from the drop-down list.

>

o For the Select a vPC pair, select the compute leaf switch VPC pair from the drop-down list.
« Specify a vPC ID for the vPC to the first UCS GPU node. Peer-1 and Peer-2 Port-Channel ID should

match that of the vPC ID.

o Leave the Policy as int_vpc_trunk_host.

« Enable checkbox for Config Mirroring.

« Specify Peer-1 Member Interfaces that connects to first UCS node.
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whalv - Nexus Dashboard

cisco
= Create interface
i
' Type*
AIPOD-ND-CL yp
USTER [ virtual Port Channel (vPC) ]
A Select a vPC pair*
Home FE=LET===FE-LE2: » I
'\’ vPC ID*
’,
Manage [ m ]
Policy*
Q
Analyze int_vpc_trunk_host >
Policy Options
do
Admin General Parameters  Storm Control

Peer-1Port-Channel ID*

[T'I'I ]

Peer-1 VPC port-channel number (Min:1, Max:4096)

Peer-2 Port-Channel ID*

[ m ]

Peer-2 VPC port-channel number (Min:1, Max:4096)

Enable Config Mirroring

If enabled, Peer-1 config will be copied to Peer-2

Peer-1 Member Interfaces

[ eth1/1 ]

A list of member interfaces for Peer-1 [e.g. €1/5eth1/7-9]

Peer-2 Member Interfaces
eth1/1

A list of member interfaces for Peer-2 [e.g. e1/5,eth1/7-8]

Port Channel Mode*

[seee )

Channel mode opticns: on, active and passive

Enable BPDU Guard*

(1 )

Enable spanning-tree bpduguard: true="enable’, false='disable’, no="return to default settings'

o Specify Peer-1 Native VLAN.
o Specify Peer-1 PO Description.

« Select the checkbox for Copy PO Description to copy PO description to all member interfaces.
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I
bl Nexus Dashboard

= Create interface

Peer-1Ti lans*
AIPOD-NDLCL eer-1 Trunk Allowed Vlans

USTER [ none }
\
Allowed values: 'none’, 'all', or vian ranges (ex: 1-20C
~
Peer-2 Trunk Allowed Vlans
Home
none
\v Allowed values: 'none’, 'all!, or vian ranges (ex: 1-200,500-2¢
Manage Peer-1 Native Vlan
2
Q Set native VLAN for Peer-1 VP
Analyze
Peer-2 Native Vlan
lo 2
Admin ar-2 VPC port-channe

Peer-1PO Description

[ PC-111 to Al-POD: C885A-1 J

Add description ta Peer-1 VPC port-channel (Max Size 254)
Peer-2 PO Description
PC-111 to Al-POD: C885A-1

Add description to Pear-2 VPC

Copy PO Description

Check this to copy PO description to all member interfaces: Peer-1 PO Desc to Peer-1 members, Peer-2 PO Desc 1o Peer-2 members

Enable Auto-Negotiation

Enable link auto-negatiation

Enable CDP

Enable COP on member intarfaces

Step 6. Additional configuration changes can be made later as needed. Click Save.

Step 7. Click Preview to view the Pending config changes.

b Nexus Dashboard Q 0 O
" Preview interfaces configuration
AIPOD-ND-CL
USTER

Filter by attributes

2~

Home Fabric name Device name Interface Admin status Operation Status Pending config
AIPOD-FE-FABRIC FE-LF1 vPCIN 19 Lines

.\I

: AIPOD-FE-FABRIC FE-LF2 vPCIN 19 Lines

Manage

Step 8. Click Pending Config for each switch to see the configuration.
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cisco
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Pending config - AIPOD-FE-FABRIC - vPC111 - FE-LF1

Pending config  Side-by-side comparison

1 1interface ethernetl/1

2 no spanning-tree port type edge trunk
3 1interface port-channellll

4 switchport

5 switchport mode trunk

6 switchport trunk allowed vlan none

7 mtu 9216

8 vpc 111

9 spanning-tree bpduguard enable

10 spanning-tree port type edge trunk

11 switchport trunk native vlan 2

12 description PC-111 to AI-POD: (885A-1
13 no shutdown

14 configure terminal

15 interface ethernetl/1

16 channel-group 111 force mode active
17 description PC-111 to AI-POD: (885A-1
18 no shutdown

19 configure terminal

Step 9. Click the X in the top right corner and select Deploy and Deploy config to deploy the Pending
config changes.

Step 10. Click Close when deployment completes successfully.

Step 11. Verify that all the interfaces and port-channel is up on each switch in the leaf switch pair that
connects to the UCS node. It may take a few minutes for the vPC to go from Not discovered to consistent
state.

Step 12. Repeat this procedure to provision layer 2 connectivity from the compute/management leaf
switches to the remaining 3 UCS nodes in the cluster.
(Ubuntu) Enable Layer 2 Connectivity to NVIDIA BCM Nodes

If running Ubuntu on the Cisco UCS C885A M8 nodes under NVIDIA BCM, to enable Layer 2 connectivity to
the BCM (UCS) node(s) from the FE fabric, you will be configuring two vPCs from the same BCM node: one
to compute/management leaf pair and another storage leaf pair.

Table 12. Setup Parameters for FE Fabric: Layer 2 Connectivity to NVIDIA BCME Nodes

Virtual Port Channel (vPC) To BCME Node Management/Control/Workload

Management Node

vPC/PC1 - ID 17

vPC Pair FE-LF1, FE-LF2
Ports 1/21

vPC/PC1 - ID 18

vPC Pair FE-SLF1, FE-SLF2
Ports 1/24

To enable Layer 2 connectivity to the BCM (UCS) node(s) from the FE fabric, follow the procedures below.
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|
Procedure 1. Deploy first vPC to BCM node from compute leaf switch pair

Step 1. From a web browser go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the navigation menu, go to Manage > Fabrics.
Step 3. Select the FE fabric and go to Connectivity > Interfaces tab.

Step 4. Click the lower Actions button and select Create interface.

‘Al Nexus Dashboard Q Q ® | Q admn
7 AIPOD-FE-FABRIC Refresh | Viewin topology m X
<
“"3‘;’:‘;"3" Overview Inventory Ci ivity  Seg ion and security  Configuration policies Anomalies Advisories Integrations Histor
e Interfaces  Interface groups Links Routing policies L3 neighbors Endpoints Routes Inter-fabric  Flows  Virtual Infrastructure
Home
Filter by atiributes
\\/ ——————
7
Admin Operation... Create interface
Manage i ici
g D Interface Switch Stitiia A Reason Policies
Q (] magmto FE-LF1 T Up T up ok int_mgmt Contiguration o)
Analyze -
O viam FE-LF1 J Down & Down :‘:.’:r'\"'s"a“”e'y NA Interface group >
20 Maintenance >
Admin M) a 4 u i
[_] Loopbacko FE-LF1 T up T up ok int_fabric_loopba Bullcactlons 5
\J Loopback1 FE-LF1 T up T up ok int_fabric_loopba
O Port-channel500 FE-LF1 T up T up ok int_vpc_peer_link_po
() Ethernetift FE-LF1 Tup Joown kot int_trunk_host
connected
Link not g
[:] Ethernet1/2 FE-LF1 T up L Down int_trunk_host
connected
Link not B
(] Etheretya FE-LF1 Tup & Down int_trunk_host
connected
[C] Ethernet1/a FE-LF1 T up T™ue ok int_trunk_host
Step 5. In the Create interface window:

« Specify the Type of interface as virtual Port Channel (vPC) from the drop-down list.
e For the Select a vPC pair, select the leaf switch pair from the drop-down list.

« Specify a vPC ID for the first vPC to the BCME node. Port Channel IDs from each switch to the first UCS
node should match the vPC ID (see screenshot below).

e Leave the Policy as int_vpc_trunk_host.
« Enable checkbox for Config Mirroring to configure both vPC peer switches identically.

o Specify Peer-1 Member Interfaces that connects to the BCME node.
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‘dsés’ Nexus Dashboard Q O ® | Q admin

. Create interface XK
e
v
AIPOD-ND-CL
USTER Type*
‘ virtual Port Channel (vPC) ’ |
o = .
Home Select a vPC»;.)air'
(
‘ FE-LF1---FE-LF2 v
K
Manage vPC ID*
L7 |
Q -
Analyze Policy*
int_vpc_trunk_host >
] Policy Options
Admin

General Parameters  Storm Control

Peer-1Port-Channel ID* |

|17 \
= =
Peer-1VPC port-channel number (Min:1, Max:4096) S |
a
Peer-2 Port-Channel ID* E [
o
|7 \ 2
) o
Peer-2 ort-channel number (Min:1, Max:4096) A

Enable Config Mirroring

f enabled, Peer-1 config will be copied to Peer-2

Peer-1Member Interfaces

[ elj21 = ]

A list of member Interfaces for Peer-1 [e.g.

Peer-2 Member Interfaces

eli21

A list of member inte Peer-2 [e.g. e

Port Channel Mode*

| active ‘

Channel mode options: on, active and passive

Enable BPDU Guard*

1 true ‘

panning-tree bpduguard: trues="enable’, false='disable’, no="return to default settings'

Ena

Configure BPDU Filter

e \

Step 6. Scroll down and fill remaining fields: Native VLAN (optional), Peer-1 PO Description, Copy PO
Description.
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‘tscs’ Nexus Dashboard Q 0 | Q admin
A Create interface X
v
AIPOD-ND-CL Configure BPDU Filter
USTER ‘ ‘
no
o Configure spanning-tree bpdufilter, no="return to default settings
Home Spanning-tree Link-type
auto ‘
K Specify a link type for spanning tree protocol use, default is auto
Manage
Enable Port Type Fast
Enable spanning-tree edge part behavior
Q
Analyze MTU‘
‘ jumbo ‘
fo MTU for the Port Channe!
A SPEED
| Auto ‘

Port Channel S

Peer-1Trunk Allowed Vlans*

=

o

‘ none ‘ 3

°

Allowed values: 'none' or vlan ranges (ex: 1 2000,3000 3

<

s

Peer-2 Trunk Allowed Vians o)

none B
Allowed values: 'none’, ‘all, or vian ranges (ex: 1-2¢

Peer-1 Native Vian

native VLAN for P

1 VPC port-channel

Peer-2 Native Vian

Set native VLAN for Peer-2 VPC port-channe!

Peer-1PO Description

To RTP5-BCM-MGMT-1: 10.115.90.115

Add description to Peer-1 VPC port-channel (Max Size 254)

Peer-2 PO Description

To RTPS-BCM-MGMT-1: 10.115.90.11

Add description to Peer-2 port-channel (Max Size 254)

. Copy PO Description

Cheack this to copy PO description to all member interfaces: Peer-1 PO De:

to Peer-1 members, Peer-2 PO Desc 1o Peer-2 members

Enable Auto-Negotiation

[ sove |
Step 7. Click Save.
Step 8. Click Preview.
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Pending config - AIPOD-FE-FABRIC - vPC17 - FE-LF1

Pending config Side-by-side comparison

1 interface ethernetl/21

2 no spanning-tree port type edge trunk
3 interface port-channell?

4 switchport

5 switchport mode trunk

6 switchport trunk allowed vlan none

7 mtu 9216

8 vpc 17

9

spanning-tree bpduguard enable

10 spanning-tree port type edge trunk

11 description To RTP5-BCM-MGMT-1: 10.115.90.115
12 no shutdown

13 configure terminal

14 1interface ethernetl/21

15 channel-group 17 force mode active

16 description To RTP5-BCM-MGMT-1: 10.115.90.115
17 no shutdown

18 configure terminal

Step 9. Click Close, the click Cancel.
Step 10. Click Deploy. The Pending Config is the configuration shown in the previous step.

‘ecs’ Nexus Dashboard Q Q ® | Q amin

- Deploy interfaces configuration X

' AIPOD-ND-CL
USTER

| o G
- N 4 ‘ -

Home Config preview

K

Manage

v Give feedback

Filter by attributes

Q :
| Analyze Fabric name Device name Interface Admin status g:::‘a;wn Pending config &)
, AIPOD-FE-FABRIC FE-LF1 vPC17 18 Lines
do
Admin AIPOD-FE-FABRIC FE-LF2 vPC17 18 Lines

Step 11. Click Deploy Config.

Step 12. Verify that all the interfaces and port-channels are up on each switch in the vPC leaf pair that
connects to the BCME node. It may take a few minutes for the vPC to go from Not discovered to consistent
state.

Step 13. Repeat this procedure for the second vPC from storage leaf pair to BCME node.
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(Ubuntu) Enable Layer 2 Connectivity to UCS GPU Nodes from FE Fabric

If running Ubuntu on the Cisco UCS C885A M8 nodes under NVIDIA BCM, to enable Layer 2 connectivity to
UCS C885A GPU nodes from the FE fabric, you will be configuring four vPCs, one per Cisco UCS C885A
node. Each vPC will use one port on each switch in the compute leaf pair to connect to the UCS node.

Table 13. Setup Parameters for FE Fabric: Layer 2 Connectivity to UCS GPU Nodes
Leaf Switches FE-LF1, FE-LF2

UCS Nodes 4 x UCS C885A GPU Nodes Each node is dual-homed to FE-LF1 &
FE-LF2

Virtual Port Channel (vPC) To UCS C885As UCS GPU Nodes

vPC/PC1 - ID 111 To UCS C885A-1

vPC Pair FE-LF1, FE-LF2

Ports 11 On each Leaf switch

vPC/PC2 - ID 112 To UCS C885A-2

vPC Pair FE-LF1, FE-LF2

Ports 1/2 On each Leaf switch

vPC/PC3 - ID 113 To UCS C885A-3

vPC Pair FE-LF1, FE-LF2

Ports 1/3 On each Leaf switch

vPC/PC4 - ID 114 To UCS C885A-4

vPC Pair FE-LF1, FE-LF2

Ports 1/4 On each Leaf switch

To enable Layer 2 connectivity to UCS C885A GPU nodes from the FE fabric, follow the procedures below.
You will be configuring four vPCs, one per Cisco UCS C885A node. Each vPC will use one port on each
switch in the compute leaf pair to connect to the UCS node.

Procedure 1. Deploy first vPC to first UCS C885A GPU node

Step 1. From a web browser go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.
Step 3. Select the FE fabric and go to Connectivity > Interfaces tab.

Step 4. Click the lower Actions button and select Create interface.
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ubalv Nexus Dashboard

cisco

.
A
AIPOD-ND-CL
USTER

Home

-4

Manage

Q
Analyze

Admin

Step 5.

AIPOD-FE-FABRIC

Overview Inventory Connectivity Segmentation and security

Configuration policies

Q O @ | Qadmm

Refresh | View intopology >(

Anomalies Advisories

Integrations  Histor

Create interface

Configuration
Interface group
Maintenance

Bulk actions

Interfaces  Interface groups Links Routing policies L3 neighbors Endpoints Routes Inter-fabric Flows  Virtual Infrastructure
Filter by attributes
Admin Operation...
() Interface Switch P Reason Policies
status status
D mgmt0 FE-LF1 T up T up ok int_mgmt
Administrativel
O viam FE-LF1 {4 Down 4 bown SLALL S\
down
[(J vLoopbacko FE-LF1 T up T up ok int_fabric_loopba
D Loopback1 FE-LF1 ™ up ™ Up ok int_fabric_loopba

In the Create interface window:

« Specify the Type of interface as virtual Port Channel (vPC) from the drop-down list.

>

o For the Select a vPC pair, select the compute leaf switch VPC pair from the drop-down list.
« Specify a vPC ID for the vPC to the first UCS GPU node. Peer-1 and Peer-2 Port-Channel ID should

match that of the vPC ID.

o Leave the Policy as int_vpc_trunk_host.

« Enable checkbox for Config Mirroring.

« Specify Peer-1 Member Interfaces that connects to first UCS node.
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whalv - Nexus Dashboard

cisco
= Create interface
i
' Type*
AIPOD-ND-CL yp
USTER [ virtual Port Channel (vPC) ]
A Select a vPC pair*
Home FE=LET===FE-LE2: » I
'\’ vPC ID*
’,
Manage [ m ]
Policy*
Q
Analyze int_vpc_trunk_host >
Policy Options
do
Admin General Parameters  Storm Control

Peer-1Port-Channel ID*

[T'I'I ]

Peer-1 VPC port-channel number (Min:1, Max:4096)

Peer-2 Port-Channel ID*

[ m ]

Peer-2 VPC port-channel number (Min:1, Max:4096)

Enable Config Mirroring

If enabled, Peer-1 config will be copied to Peer-2

Peer-1 Member Interfaces

[ eth1/1 ]

A list of member interfaces for Peer-1 [e.g. €1/5eth1/7-9]

Peer-2 Member Interfaces
eth1/1

A list of member interfaces for Peer-2 [e.g. e1/5,eth1/7-8]

Port Channel Mode*

[seee )

Channel mode opticns: on, active and passive

Enable BPDU Guard*

(1 )

Enable spanning-tree bpduguard: true="enable’, false='disable’, no="return to default settings'

o Specify Peer-1 Native VLAN.
o Specify Peer-1 PO Description.

« Enable checkbox for Copy PO Description to copy PO description to all member interfaces.
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AIPOD-ND-CL
USTER

Home

X

Manage

Q

Analyze

Admin

Create interface

Peer-1 Trunk Allowed Vians*

(v J

Allowed values: ‘'none’, ‘all’, or vlan ranges (ex: 1-200,500-2000,3000)

Peer-2 Trunk Allowed Vlans
none

Allowed values: ‘'none’, ‘all’, or vlan ranges (ex: 1-200,500-2000,3000)

Peer-1 Native Vlan

[ 703 J

Set native VLAN for Peer-1 VPC port-channel

Peer-2 Native Vlan
703

Set native VLAN for Peer-2 VPC port-channel

Peer-1 PO Description

PC-111 to AlI-POD: C885A-1 ]

Add description to Peer-1 VPC port-channel (Max Size 254)
Peer-2 PO Description
PC-111 to AlI-POD: C885A-1

Add description to Peer-2 VPC port-channel (Max Size 254)

Copy PO Description
Check this to copy PO description to all member interfaces: Peer-1 PO Desc to Peer-1 members, Peer-2 PO Desc to Peer-2 members

Enable Auto-Negotiation
Enable link auto-negotiation

Enable CDP

Enable CDP on member interfaces

o Select the checkbox for Disable LACP Suspend-individual .

« Leave everything else as is. Additional configuration changes can be made later as needed.
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cisea Nexus Dashboard

" Create interface h ¢
e
v
AlIPOD-ND-CL
USTER Port Duplex Mode
[ auto - ]
) Caonfigurs the port duplex mods
Home

Bandwidth in kilobits

X [ l

=1-100000000=

Manage

Inherit Bandwidth in kilobits

» [ |

Analyze X - R R . . "
<1-100000000> Configure all sub-interfaces of this part-channel to inherit the bandwidth value configured

{4 bisable LACP Suspend-individual
Admin If disabled, lacp will put the port to Individual state and not suspend the part in case the port does nat get LACP BPCU fram the peer ports in the part-channel
D Enable LACP vPC-convergence

Enakle lacp convergence for vPC port-channels

LACP Port Priority
[ 32768 ]

[P Give feedback

<1-65535> Set LACP port priarity on member interfaces, default is 32768

LACP Timer Rate

(o 3

Set the rate at which LACP contral packets are sent to an LACP-suppaorted interface: normal rate (30 secands), fast rate (1 second], rate is set an member interfaces, dafault
is nermal

Peer-1 PO Freeform Config

Step 6. Click Save.
Step 7. Click Preview.

Step 8. To view the Pending config changes, click the Pending Config column for each switch (X lines)
to see the configuration. The configuration is provided as a reference from one leaf switch.

Step 9. Click the X in the top right corner and select Deploy and Deploy config to deploy the Pending
config changes.

Step 10. Click Close when deployment completes successfully.

Step 11. Verify that all the interfaces and port-channel is up on each switch in the leaf switch pair that
connects to the UCS node. It may take a few minutes for the vPC to go from Not discovered to consistent
state.

The deployed configuration on one leaf switch is provided as a reference below:
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interface port-channellll
description PC-111 to AI POD: C885A-1
switchport
switchport mode trunk
switchport trunk native vlan 703
switchport trunk allowed vlan none
spanning-tree port type edge trunk
spanning-tree bpduguard enable
mtu 9216
no lacp suspend-individual
vpc 111

interface Ethernetl/1
description PC-111 to AI POD: C885A-1
switchport
switchport mode trunk
switchport trunk native vlan 703
switchport trunk allowed vlan none
mtu 9216
channel-group 112 mode active
no shutdown

Step 12. Repeat this procedure to provision layer 2 connectivity from the compute/management leaf
switches to the remaining 3 UCS nodes in the cluster.
Enable In-Band Management Connectivity to UCS GPU and Management Nodes

The In-band management (IB-MGMT) network in the FE fabric will provide the following connectivity:

« Connectivity from control, management and services nodes to the UCS GPU nodes where the Al
workload is running.

« Connectivity to other networks (networks outside this FE fabric to other networks within the enterprise or
external to the enterprise).

Table 14. Setup Parameters for FE Fabric: In-Band Management Connectivity to UCS Management and GPU Nodes
IB-MGMT Network

Name IB-MGMT_VN30000_VLAN703

Layer 2 Only No

IB-MGMT VRF

VRF Name FE-MGMT_VN50000

VRF ID 50000 (System Proposed)
VLAN ID 2000 (System Proposed)

VRF Interface Description = FE-MGMT VRF
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VRF Description Frontend Fabric - Management VRF
IB-MGMT Network Contd.

Network ID 30000

VLAN ID 703

IPv4 Gateway/Netmask 10.115.90.126/26

VLAN Name IB-MGMT_VLAN

Interface Description IB-MGMT

UCS C885A GPU Nodes

vPC Leaf Switch Pair FE-LF1, FE-LF2 vPC Leaf Switch Pair
UCS C885-A Node-1 Port-Channel 111

Interface

UCS C885-A Node-2 Port-Channel 112

Interface

UCS C885-A Node-3 Port-Channel 113

Interface

UCS C885-A Node-4 Port-Channel 114

Interface

Management UCS X-Direct
Chassis

vPC Leaf Switch Pair FE-LF1, FE-LF2
UCS X-Direct (-A Uplinks) Port-Channel 15

UCS X-Direct (-B Uplinks) Port-Channel 16

To deploy the in-band management network and enable connectivity to the UCS GPU nodes, follow the
procedures below.

Procedure 1. Deploy In-Band Management Connectivity for UCS GPU Nodes

Step 1. From a web browser go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the navigation menu, go to Manage > Fabrics.
Step 3. Select the FE fabric and go to Segmentation and Security > Networks tab.

Step 4. Click the lower Actions button and select Create from the list.
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‘tsed' Nexus Dashboard Q @ @ | R admn

cisco

.. AIPOD-FE-FABRIC = <
AIPOD-ND-CL . P . . " " = . o . "
USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations
- Metworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions L4-L7 Services
Home
Filter by attributes
~)<
Manage Create
9 O Network NetworkID  VRF name IPva ; 1Pv6 ’ Network VLAMID VLAN
name g ylpr.. g yfpr.. status
Q
Analyze
-]
Admin
Impart

Step 5. In the Create Network window, specify the following:
¢ Network name for the IB-MGMT network.
« Leave unchecked the Layer 2 only checkbox as IB-MGMT is a layer 3 overlay network.

¢ VRF name. If a VRF hasn't been created already, you have an option from this window to also create a
VRF.

el Nexus Dashboard

“ Create Network
« ¢ »
AIPOD-ND-CL
USTER Metwork name*

[ IB-MGMT_VNI30000_VLAN703

S
Home Layer 2 only
‘K VRF name*
Q o VRF name is required
Analyze

« To create a new VRF, click on Create VRF. In the Create VRF window, specify VRF ID (or use default),
VLAN ID (or click the Propose VLAN button to let system define a VLAN), and optionally other parameters

as shown in the following screenshot.
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el Nexus Dashboard Q Q0 ® | Q admn

. Create VRF X
- »
AIPOD-ND-CL
USTER VRF name*
[ FE-MGMT_VNIS0000 ]
S
Home VRF ID*
[ 50000 ]
*‘
- VLAN ID
[ 2000 ] Propose VLAN
Q VRF Template*
Analyze
Default VRF_Universal »
° VRF Extension Template*
Admin Default_VRF_Extension_Universal >

[ Give feedback

General Parameters Advanced TRM Route Target VRF Lite

VRF VLAN Name

[ J

If » 32 chars, enable 'system vlan long-name' for MX-0S5, disable VTPv1 and VTPv2 or switch to WVTPv3 for 105 XE. Not applicable to L3VNI w/c VLAN config

VRF Interface Description
[ FE-MGMT VRF ]

Mot applicable to L3VNI w/o VLAN config

VRF Description

[ Frontend Fabric - Management VRF ]

Downstream VNI

Step 6. Click Create to create the VRF and return to the Create Network window.
Step 7. In the Create Network window, specify the following:

o Network ID or use default.

e« VLAN ID or click Propose VLAN to let system define a VLAN.

¢ In the General Parameters tab, specify IP Gateway/Netmask, VLAN Name and Interface Description.
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Nexus Dashboard

& Create Network X
v
AIPOD-ND-CL
e [ IB-MGMT_VNIZ0000_VLANTO3 ]
Layer 2 only
a O
Home
VRF name*
.K [ FE-MGMT_VNIS0000 ] w
Manage
Network ID*
[ 30000 ]
Q
Analyze VLAN ID
(e )
-]
Admin Metwork template*

Default_Network_Universal >

Network extension template*

Default_Network_Extension_Universal »

NSV MG E Ll Please click only to generate a New Multicast Group address and override the default value!

General Parameters Advanced

[ Give feedback

IPv4 Gateway/NetMask
[ 10.115.90.126/26 ]

example 192.0.2.1/24

IPv6 Gateway/Prefix List

[ | )

34,2007:db8

example 2007:dbE

VLAN Name
[ IB-MGMT_VLAN ]

If = 32 chars, enable 'system vlan long-name' for NX-03, disable VTPv1 and VTPv2 or switch to VTPv3 for 105 XE

Interface Description

[ IB-MGMT ]

- c=3

Step 8. Click Create to create the Network.
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‘dsh' Nexus Dashboard Q Q ® | K admin

AIPOD-FE-FABRIC Refresh = <

AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integra
o Networks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
Filter by attributes
X
Manage . IPvE Net k 1
D Network name Network ID VRF name IPv4 gateway/prefix M etwor VLANID VLANname &
gatew..  status
1B-
. () momT_VNI30000 30000 FE 10.115.90.126/26 Ona 703 o
Analyze . MGMTVNIS0000 MGMT_VLAN
_VLAN703
o
Admin

Step 9. Select newly created network and deploy it on both leaf pairs. Click the lower Actions button
and select Multi-attach from the list.

‘tses’ Nexus Dashboard Q Q ® | Q admn
. AIPOD-FE-FABRIC v (oo ) (R X
L

AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integra
= Metworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home

Filter by attributes
)\I
Manage Create
s @ "MK NetworkiD VRFname V4 IPv6 Network — yianiD  via
name gateway/p.. gateway/p.. status Ei
it
° 8 Multi-attach
Analyze MGMT_V o . ulti-attac
NI30000 30000 MGMT_VNISO 10.115.80.126/. @ Na 703 MGM Multi-detach
_VLAN70O
° 3
Deplo
Admin ploy
Import
Export
Delete
Add to interface group
Remove from interface group

Step 10. Select the Leaf switch pairs. Enabling this network on storage leaf pairs as shown below may
not be necessary in all deployments.
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‘deea’ Nexus Dashboard Q Q @ | K admin
- Multi-Attach of Networks X
v
AIPOD-ND-CL
USTER q
P Select Switches Summary
Home
Select Switches to attach all Selected Networks (1) %
X 3
- Total No. of Attachment : 2 E
anage &
Filter by attributes g
2
w: Switch IP Address  Serial Number  Model Number Role VPCPeer  PeerlP Peer Serial  PeerM: o, s
Analyze b 9 Number Numbe
NOK-
° FE-LF1 10115.90.52 FLM2840036L N9K-C9332D-GX2B leaf FE-LF2 10.115.90.53 FLM2840035! C9332(
Admin GX28
NOK-
FE-SLF1 10115.90.54 FLM2840034D N9K-C9332D-GX2B leaf FE-SLF2 10.115.90.55 FLM283601W C9332(
GX2B

geance; m

Step 11. Click Next.

‘deca’ Nexus Dashboard Q Q ® | Q admn
. Multi-Attach of Networks >
e
AIPOD-ND-CL
USTER o ()
- R
o~ Select Switches Select Interfaces Summary
Home
4
Select Interfaces 4
” =
X Filter by attributes 'E
Manage "u"
=
" Peer Switch ToR . . o
MNet kN Switch N . Interf List Acti
a D etwork Name witchName Switches  INterfacesLi @ ction = A

Analyze 1B- [ ]
O MGMTVNI30000VLAN703 ' & oHF! FE-sLR2
° 8-
[ )
Admin O MGMT_VNI30000_VLANTO3 slect Interface:

Previous m

Step 12. Select each switch pair in the list and click Select interfaces to deploy this network as a trunked
VLAN (VLAN 703) on the selected interfaces. Select the interfaces on the compute leaf switches that
connect to the UCS GPU nodes. Additional interfaces can be added later as needed.
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asca Nexus Dashboard Q L ® | L admin

. Multi-Attach of Networks )4
o e
=
AIPOD-ND-CL
USTER
. Select Switches Select Interfaces Sumrmary
Home 5
o
Select Interfaces §
o @
\\ Filter by attributes ‘;
Manage g
P Switch ToR
D Metwork Name Switch Name eer swite ° . Interfaces List (O Action {Q} a
Hame Switches
Q
Analyze 1B- [ ]
Festt FEsLR2 [ suec irtaces
D MGMT_VNIZ0000VLANTOS
° 0 IB- FE-LF1 EE-LF2 [ FE-LF1{pol11,po112,p0113,po114) FE-LF2(pal1l,pi }
Admin MGMT_VMNIZ0000_ VLANTOS ! § ! :

e
Step 13.  Click Next.

asco Nexus Dashboard Q Q ® £ admin

. Multi-Attach of Networks X

AIPOD-ND-CL
USTER ) v ; 'o‘

A\ Select Switches Select Interfaces Summary

Home

Summary
L%

Manage Netw

N
N
[[+]
(=}

x
[
o

-1

k-1
@
o

2
®

3

o

Q

Analyze
O Deploy later
Admin (®) Proceed to full switch deploy(recommended)

D Proceed to individual network deploy

Step 14. Click Save.
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sl

csco Nexus Dashboard

. Deploy Configuration - AIPOD-FE-FABRIC X
o«
.
AIPOD-ND-CL
USTER I/-:-\_I
L 2)
o~ Config Preview Deploy Progress
Home
Filter by attributes -
¢ y (Reeyrc 1]
2
Manage Pendi Stat 5]
Switch Name IP Address Role Serial Number  Fabric Status en _mg . us_ . Progress Resync Switch &) H
Config Description ;
>
Q (]
Analyze FE-SLF2 10.115.80.55 Leaf FLM283601WN @ Out-Of-Sync 61Lines Qut-of-Sync ——— Resync a8
0 FE-SLF1 10.115.80.54 Leaf FLM28400340 @ Out-Of-Sync 61 Lines Qut-of-Sync —e——— Resync
Admin
FE-LF1 10.115.80.52 Leaf FLM2B40036L @ out-of-5yne Y 105 Lines Qut-of-Sync —— REsync
FE-LFZ 10.115.90.53 Leaf FLMZB40035P @ out-0f-Sync 105 Lines Qut-of-Sync ———— Resync

Close Deploy All

Step 15. Click Pending Config to see the configuration being deployed. The pending configuration on
one leaf switch is provided as a reference at the end.

Step 16. Click Deploy All.

AIPOD-ND-CL
USTER .
© o
- -
o~ Caonfig Preview Deploy Progress
Home
Filter by attributes
a ¥
a
Manage Switch Name IP address Status Status description Progress @ B
&
2
Q FE-SLF2 10.115.90.55 @ success Deployment completed, ———— [
Analyze Exscuted 61/ 61 B
FE-SLF1 10.115.80.54 @ success Deployment complated. e —
o Exscuted 61/ 61
Admin
FE-LF1 10.115.80.52 @ success Deployment completed. ——
Executed 105 /105
FE-LF2 10.115.80.53 @ success Deployment completed. ——

Executed 105 /105

Step 17. Click Close.
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csco. Nexus Dashboard

AIPOD-ND-CL
USTER

Home

X

Manage

Q

Analyza

Admin

Step 18.

aseo Nexus Dashboard

AIPOD-FE-FABRIC

Overview Inventory Connectivity Segmentation and security Configuration policies

Metworks WRFs  Security groups  Security contracts  Security ion: Protocol definiti

Network name == |B-MGMT_VNIZ0000VLANTOZ

Q Q @ | Q admin

Refresh | View in topology X

Anomalies  Advisories Integrations History

L4-L7 Services

Edit Clear All
IPvd
D Metwork name Metwork ID  VRF name " Metwork status ~ VLANID @
gateway/prefix
[:] IB-MGMT_VNIZ0000_VLAN7O3 30000 FE-MGMT_VNISO000 10.15.80126/28 @ DEPLOYED 703

Click the Network name to verify that the network was successfully deployed on the relevant
switches and interfaces.

AIPOD-ND-CL
USTER

Home

%

Manage

Q

Analyze

Admin

Network Overview - IB-MGMT_VNI30000_VLAN703

Overview Network Attachments VRF

Network Info

Network Name Network ID VRF name Status

18- 20000 FE-MGMT_VNISO000 @ oerLoveD

MGMT_VNIZ0000_VL...

Fabric Name VLAN ID Network Template Network

AIPOD-FE-FABRIC 703 Default_Network_Uni...  Extension
femplate

Default_Network_Ext...

Attached Roles Association

W eal 4
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asee’ Nexus Dashboard Q Q ® Q. admin

. Network Overview - IB-MGMT_VNI30000_VLAN703 [ Actions - EEIEEUNEING
A'Pzz;tg'm Overview Network Attachments VRF
Py
Home Filter by attributes
Network Confi ti Switch
b4 [7] Network name etwor VLANID Switch Ports ontiguration pttachment wite Fabric name [}
D status role
Manage
IB- AIPOD-FE-
O MGMT VNIZ0000 30000 703 FE-SLF2 NA @ DEPLOYED Attached leaf FABRIC
Q
Analyze IB- 7 FE- 1 A A leat AIPOD-FE-
[:I MGMT VNI30000 30000 03 E-5LF M @ DEPLOYED ttached ea FABRIC
o IB- AIPOD-FE-
7 FE-LF1 6 Port Attach leaf
Ao O MGMT viisooo( 30000 03 E-L orts @ DEPLOYED ttached ea FABRIC
= AIPOD-FE-
0 7 FE-LF2 6 Port Attach leaf
O MGMT VNIZ0o0( 30000 03 orts @ oEPLOYED ttached ea FABRIC
4 items found Rows per page l 50 l

asee MNexus Dashboard

. Network Overview - IB-MGMT_VNI30000_VLAN703 [ Actions « LT
PRI Overview Network Attachments VRF

USTER

ol
Home Filter by attributes

K D VRF name Config status VRF ID &
Manage [ FE-MGMT_VNIS0000 @ DEPLOYED 50000

Q
Analyze

The configuration deployed on one compute leaf switch is provided below:
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Auto (Visual Basic .NET) )

hnterface port-channell1ll
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-111 to AI-POD: C885A-1
no shutdown
switchport trunk allowed vlan 703
configure terminal
interface port-channell12
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-112 to AI POD: C885A-2
no shutdown
switchport trunk allowed vlan 703
configure terminal
interface port-channell13
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-113 to AI POD: C885A-3
no shutdown
switchport trunk allowed vlan 703
configure terminal
interface port-channelilil4
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-114 to AI POD: C885A-4
no shutdown
switchport trunk allowed vlan 703
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configure terminal
vlan 2000
vn-segment 50000
configure terminal
vrf context fe-mgmt_vni50000
description Frontend Fabric - Management VRF
vni 50000
rd auto
address-family ipv4 unicast
route-target both auto
route-target both auto evpn
address-family ipv6 unicast
route-target both auto
route-target both auto evpn
exit
interface V1an2000
description FE-MGMT VRF
vrf member fe-mgmt_vni50000
ip forward
ipv6 address use-link-local-only
no ip redirects
no ipvé redirects
mtu 9216
no shutdown
configure terminal
router bgp 65101
vrf fe-mgmt_vni50000
address-family ipv4 unicast
advertise 12vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
maximum-paths ibgp 2
exit
address-family ipv6 unicast
advertise 12vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
maximum-paths ibgp 2
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configure terminal
interface nvel
member vni 50000 associate-vrf
member vni 30000
mcast-group 239.1.1.0
configure terminal
vlan 703
vn-segment 30000
name IB-MGMT_VLAN
configure terminal
interface Vl1an7@3
description IB-MGMT
vrf member fe-mgmt_vni50000
no ip redirects
no ipvé redirects
ip address 10.115.90.126/26 tag 12345
fabric forwarding mode anycast-gateway
no shutdown
configure terminal
configure terminal
evpn
vni 30000 12
rd auto
route-target import auto
route-target export auto
configure terminal

To deploy in-band management connectivity to Management UCS X-Series Direct on the compute leaf
switches in the FE fabric, follow the procedures below.

Procedure 2. Deploy in-band management connectivity for management UCS X-Direct chassis

Step 1. From a web browser go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the navigation menu, go to Manage > Fabrics.
Step 3. Select the FE fabric and go to Segmentation and Security > Networks tab.

Step 4. Select the previously deployed in-band management network from the list.
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‘Jscs’ Nexus Dashboard Q O ® | Q admin

AIPOD-FE-FABRIC Refresh m X

AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations History
“ Metworks VRFs  Security groups  Security contracts  Security associations Protocol definitions  L4-L7 Services
Home
a< Network hame == |B-MGMT_VNIZ0000_ VLANTO3 Edit Clear All
LHEED D Network name MNetwork ID VRF name IPv4 gateway/prefix Network status VLAN ID VLAN name @
o® 30000 FE 10.115.90.126/26 @ oepLoveD 703 IB-MGMT_VLAN
Q MGMT_VNIZ0000_VLAN7O3 MGMT_VMISOO00 T -
Analyze

Step 5. Click the lower Actions button and select Multi-attach from the list.

‘dsth’ Nexus Dashboard Q 0 @ | Q admin
- AIPOD-FE-FABRIC Refresh [ View in topology m X
&
AIPOD-ND-CL . N
USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations History
o MNetworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
¥ Metwaork name == |B-MGMT_VNIZ0000 VLANIOZ Edit Clear All
o
banage MNetwork name Network ID VRF name IPv4 gateway/prefix Metwork status VLAN ID Create |
1P 30000 = 10.115.80.126/2 [ 703 Edit
v E 115,801 DEPLOYED 3
Q . MGMT_VNIZ0000_VLANTO3 WGMT_VMISO000 /26 )
Analyze Multi-attach
Multi-detach
-]
Depl
Admin Py
1/1 Rows Selected Rows pell |mport

Step 6. Select the leaf switch pair from the list which the UCS X-Series Direct system connects.

thids” Nexus Dashboard Q Q @ | A amn
PN Multi-Attach of Networks )4
AIPOD-ND-CL
USTER { )
- \_‘_/
N Select Switches
Homs
Select Switches to attach all Selected Networks (1} =
i -
X £
Total Ma. of Attachment : 1 a
Manage k]
Filtar by attributes =
[}
. Peer Serial &
Analyze D Switch IP Address Serial Number Model Number Role VPC Peer Peer IP Ni'::h:rrla Peer Model Number &
a FE-LF1 101158052 FLK2B40036L MEK-CE3320-GHZE leaf FE-LFZ 100152053 FLMZB40035P MOK-C3320-GH2B
Gl D FE-5LF1 10115.80.54 FLMZ2B400340 MEK-CE3320-GHZE leaf FE-5LF2 10159055 FLMZBIE0TWHN MOK-CO3320-GH2B
D FE-SP1 10.015.80.50 FDOZB5302HM MNBK-CB3G4D-GX2A border galeway spine
D FE-S5PZ 10.015.80.51 FDOZB5202K9 MNBK-CB364D-GX2A border galeway spine

Step 7. Click Next.

Step 8. Click Select Interfaces to the right of the leaf switch pair to add the interfaces that connect to
management UCS X-Series Direct.
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tees’ Mexus Dashboard Q o @ |Qadmin

o Multi-Attach of Networks X
.
AIPOD-ND-CL
USTER
s Select Switches Select Interfaces Summary E
2
=l
Home @
2
Select Interfaces 2
A - o
Filter by attributas a
Manage
D Network Name Switch Name Peer Switch Name Interfaces List () Action @
Q
el (] 1B-MGMT_VNIZ0000VLANZO3 FE-LF1 FE-LF? FE-LF1(po15-16,pa111-114) FE-LF2{po15-16,p0111 l
L-]
Admin

m

Step 9. Click Next.

‘tsts’ Nexus Dashboard Q Q ® | Q admin
2 Multi-Attach of Networks ) e
AIPOD-ND-CL
USTER

o~ Selact Switches Select Interfaces Summary
Home

Summary
K

Manage

[ Give feedback

Q
Analyze

O Deploy later
Admin @ Proceed to full switch deploy{recommendead)

O Proceed to individual netwerk deplay

(oo
Step 10. Click Save.

Step 11. Click Deploy All.
Step 12. Click Close.

csco. Nexus Dashboard

AIPOD-FE-FABRIC Refresh X

AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations History
3 Metworks VRFs  Security groups  Security contracts Security iation: Protocol definiti L4-L7 Services
Home
.\, Network name == 1B-MGMT_VNIZ0000_VLANTO 3 Edit Clear All
Manage Pva
D Metwork name Metwork ID  VRF name . Network status ~ VLANID @
gateway/prefix
Q
BIEReD ] 1B-MGMT_VNIZ0000_VLAN7O3 30000 FE-MGMT_¥NIS0000 10.115.90.126/28 @ oEPLOYED 703
o
Admin
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Step 13. Click the Network name to verify that the network was successfully deployed on the relevant
switches and interfaces.

The configuration deployed on one compute leaf switch is provided below as a reference:

interface port-channell5
description To UCS X-Series Direct - A
switchport
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 703
spanning-tree port type edge trunk
spanning-tree bpduguard enable
mtu 9216
vpc 15

interface Ethernetl/5
description To UCS X-Series Direct - A
switchport
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 703
mtu 9216
channel-group 15 mode active
no shutdown

interface Etherneti1/7
description To UCS X-Series Direct - A
switchport
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 703
mtu 9216
channel-group 15 mode active
no shutdown

(Ubuntu) Enable In-Band Management Connectivity to BCM Node(s)

To deploy in-band management connectivity to BCM node connected to compute leaf switches in the FE
fabric, you will be deploying this network on the compute Leaf switch pair that connects to the BCM node.

Table 15. Setup Parameters for FE Fabric: In-Band Management Connectivity to BCME Nodes

Parameter Type Parameter Name | Value Parameter Type

IB-MGMT Network

Name IB-MGMT_VN30000_VLAN703
IB-MGMT VRF
VRF Name FE-MGMT_VN50000
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Parameter Type Parameter Name | Value Parameter Type

Management BCME Node
vPC Leaf Switch Pair FE-LF1, FE-LF2

BCM Interface Port-Channel 17

To deploy in-band management connectivity to BCM node connected to compute leaf switches in the FE
fabric, follow the procedures below.

Procedure 1. Enable in-band management connectivity to BCM node

Step 1. From a web browser go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the navigation menu, go to Manage > Fabrics.

Step 3. Select the FE fabric and go to Segmentation and Security > Networks tab.

Step 4. Select the previously deployed in-band management network from the list.

Wsih' Nexus Dashboard Q Q0 ® | Q admn
. AIPOD-FE-FABRIC Retresh [ view intopotogy | ([ualg) X
>

AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations History
* Metworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
a< Network hame == |B-MGMT_VNIZ0000_ VLAN7TO3 Edit Clear All

LHEED D Network name MNetwork ID VRF name IPv4 gateway/prefix Network status VLAN ID VLAN name @
Q o® 30000 FE 10.115.90.126/26 @ oepLoveD 703 IB-MGMT_VLAN
MGMT_VNIZ0000_VLAN7O3 MGMT_VMISOO00 -
Analyze

Step 5. Click the lower Actions button and select Multi-attach from the list.

el Nexus Dashboard

AIPOD-FE-FABRIC Refresh m X

AIPQD-ND-CL
USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations History
o MNetworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
¥ Network name == IB-MGMT_VHIZ0000VLANTOS Edit Clear All
e
Maraos MNetwork name Network ID VRF name IPv4 gateway/prefix MNetwork status VLAN ID Create |
IB- FE- Edit
Q MGMT_VNI3Z0000_VLAN7O3 20000 MGMT_VNIS0000 (ClIEER1ze22 T Zod
Analyze Multi-attach
Multi-detach
(-]
Depl
Admin Fiay
111 Rows Selected Rows pell |mport

Step 6. Select the leaf switch pair from the list that the BCME node connects.
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a 0 @ | 8 admin

& Multi-Attach of Networks
AIPOD-ND-CL
USTER
4
N Select Switches
Homs

Select Switches to attach all Selected Metworks (1)

a8
o
« :
Total Ma. of Attachment : 1 a
Manage k]
Filtar by attributes _g
[}
A
a D X . Peer Serial =
Analyze Switch IP Address Serial Number Model Number Role VPC Peer Peer IP Nurmber Peer Model Number
a FE-LF1 10115.80.52 FLMZB40036L MEK-CE3320-GXZB lzaf FE-LFZ 100152053 FLMZB40035P MNIK-CO3320-GH2E
Sl D FE-5LF1 10115.80.54 FLMZB400340 MEK-CE3320-GHZB leaf FE-5LF2 10159055 FLMZB3B01WN MNIK-CO3320-GHLE
D FE-SP1 10.015.80.50 FDOZB5302HM MNBK-CB3G4D-GX2A border galeway spine
D FE-S5PZ 10.015.80.51 FDOZB5202K9 MNBK-CB364D-GX2A border galeway spine
Step 7. Click Next.
"d&ts’ Nexus Dashboard 0 ® | Q admin
- Multi-Attach of Networks »
AIPOD-ND-CL
USTER ; °
- ¥
o~ Salact Switches Select Interfaces
Home
Select Interfaces h
‘\, Filter by attributes
Managa
ﬂ Network Name Switch Name Peer Switch Mame  ToR Switches Interfaces List () Action (=1 %
N 18- . 8
E- = FE-LF1[po15-16,pa111-114) FE-LF2{po15-18,po111 £ LE o
Analyze :] MGMT VNIZ0000 VLs FE-LF1 FE-LF2 |pola-16,pa } po o | k]
o
2
g
° &
Admin
Step 8. Click Select Interfaces to the right of the network name to add the interfaces that connect to

the BCM node.

. Select Interfaces of FE-LF1,FE-LF2 & IB-MGMT_VNI30000_VLAN703 X
AIPOD-ND-CL
USTER
Interface/Ports contains 17 Edit Clear All
Py
- Interface/Ports SwitchMame Channel Humbear Port Type Port Description Meighbor Info @ o
ome. ri]
a
_ ; to rtpS-bem-mgmt-1: 3
P Port-channell7? FE-LF1 17 trunk BT g
X r
Manage 1o rtpS-bom-mgmt-1: %
Port-channel17 FE-LF2 17 trunk e A
Q D Ethernat1/17 FE-LF1 NA trunk
Analyze
D Ethernat117 FE-LF2 NA Lrunk
]
Admin —
14/4 Rows Selected Rows per page | 10 l E]
Step 9. Click Save.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

Page 82 of 272



el Nexus Dashboard

. Multi-Attach of Networks )4
o e
v
AIPOD-ND-CL
USTER
. Zelect Switches Select Interfaces Summary
Home =
[=3
Select Interfaces ]
s ) ) B
‘\ Filter by attributes 2
Manage ‘g
(L]
D Network Name Switch Name Paer Switch Name ToR Switches Interfaces List () Action {C}} B
@ 1B (
Anal - - . FE-LF1{po15-17,pal11-114) FE-LF2{pa15-17, 0111-]
nalyze D MGMT ¥YNIZ0000.VL, FE-LF1 FE-LF2 l [ P ) (o (4] elect Interfaces
-]
Admin

Step 10. Click Next.

el Nexus Dashboard Q Q @ | A admin
. Multi-Attach of Networks )4
AIPOD-ND-CL
USTER

s Select Switches Select Interfaces Summary
Home
Summary
X

Manage

[ Give feedback

Q

Analyze

o Deploy later
Admin @ Proceed to full switch deploy{recommended)

O Proceed to individual netwerk deplay

Step 11. Click Save.
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Nexus Dashboard Q QO ® | Q admn

@ Deploy Configuration - AIPOD-FE-FABRIC X
AIPOD-ND-CL
USTER
. Config Preview
Home
=
E]
Filter by attributes Resync All o
x g
]
Manage I
o Switch Name IP Address Role Serial Number Fabric Status Pending Config Status_ . Progress Resync Switch @ E
Description I
a
Q
Analyze FE-LF1 10.115.80.52 Leaf FLMZ840036L @ out-of-Syne 10 Lines Out-of-Sync ——— Resync
(-] FE-LF2 10.115.90.53 Leaf FLMZ2840035P @ out-0f-Sync 10 Lines Out-of-Sync Resync
Admin

Close Deploy All

The configuration deployed on one compute leaf switch is provided below as a reference:

Pending Config - AIPOD-FE-FABRIC - FE-LF1

Pending Config Side-by-Side Comparison

interface port-channell?
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
description To RTP5-BCM-MGMT-1: 10.115.90.115
no shutdown
switchport trunk allowed vlan 703
configure terminal

Step 12. Click Deploy All.
Step 13. Click Close.

et Nexus Dashboard

. AIPOD-FE-FABRIC Refresh X

AIPOD-ND-CL

USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations History
3 Metworks VRFs  Security groups  Security contracts Security iation: Protocol definiti L4-L7 Services

Home

.\, Network name == 1B-MGMT_VNIZ0000_VLANTO 3 Edit Clear All
Manage Pva

D Metwork name Metwork ID  VRF name . Network status ~ VLANID @
gateway/prefix

Q

BIEReD ] 1B-MGMT_VNIZ0000_VLAN7O3 30000 FE-MGMT_¥NIS0000 10.115.90.126/28 @ oEPLOYED 703
o
Admin
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Step 14. Click the Network name to verify that the network was successfully deployed on the relevant

switches and interfaces.

Enable Layer 2 Connectivity on FE Fabric for VAST Data on Cisco EBox

This section details configuring the Layer 2 connectivity from the FE fabric to VAST storage.

Table 16. Setup Parameters for FE Fabric: VAST Internal Storage Network and VAST External Network

Parameter Type

Parameter Name | Value

Name

Layer 2 Only
Network ID
VLAN ID
VLAN Name

Interface Description

Name

Layer 2 Only
Network ID
VLAN ID
VLAN Name

Interface Description

VAST Client network
Layer 2 Only
Network ID

VLAN ID

VLAN Name

Interface Description

VAST-Storage-Network_VNI_30069
Enable checkbox

30069

69

VAST-Storage_VLAN_69

VAST-Client-Network_VNI_30069, vast internal
network traffic

VAST-Discovery_VNI_30010
Enable checkbox

30010

10

VAST-Storage_VLAN_10

VAST-Discovery_VNI_30010, VAST cluster node
discovery VLAN, native VLAN on vast storage port

VAST-Client-Network_VNI_33056
Enable checkbox

33056

3056

VAST-Client_VLAN_3056

VAST-Storage-Network_VNI_33056

Table 17. FE Fabric ports for Layer 2 Connectivity to Cisco EBox nodes

Parameter Type
Leaf Switches
VAST Storage

FE-SLF1

Parameter Name | Value Parameter Type

FE-SLF1, FE-SLF2

To Storage Leaf Switches
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Parameter Type Parameter Name | Value Parameter Type

VAST internal Storage network Ports 1/9to 1/14 Each 400GbE port is configured as 2x
200GbE breakout port

VAST External network Ports 1/15 to 1/20 Each 400GbE port is configured as 2x
200GbE breakout port

FE-SLF2

VAST internal storage Network Ports 1/9to 1/14 Each 400GbE port is configured as 2x
200GbE breakout port

VAST External network Ports 1/15 to 1/20 Each 400GbE port is configured as 2x

200GbE breakout port

To enable Layer 2 connectivity from the FE fabric to VAST EBox nodes, follow the procedures below.

Procedure 1. Configure breakout ports on Storage leaf switches

Step 1. From a web browser go to the Nexus Dashboard. Use the management IP of any node in the
ND cluster. Log in using admin account.

Step 2. From the navigation menu, go to Manage > Fabrics.
Step 3. Select the FE fabric and go to Connectivity > Interfaces tab.

Step 4. Select Filter on the storage leaf switches (SLF) and select the VAST internal storage ports that
connect to VAST EBox nodes. From the Actions drop-down list, select Interface Group > Add.

"dsés’ Nexus Dashboard Q Q ® | Q amin
AIPOD-FE-FABRIC Refresh [ View in topology m X
AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations History
2 interfaces  Interfacegroups  Links Routingpolicies L3 neighbors  Endpoints Routes Inter-fabric  Flows  Virtual Infrastructure
Home
| ¥ Switch contains SLF Edit Clear All Actions v
Manage .
d 190
B interface Switch A:":"" Otpf'a“c'"a Roason Policies Overlay networ  15&)
status status X
Q
- Link not
Analyze ) Etherneti/o FE-SLF1 + 4 Down Int_trunk_host NA
’ . N d » connected
Link not
° Ethernet1/10 FE-SLF1 up 4 Down s int_trunk_host NA
A connected
imin
Etherneti/ 1 FE-SLF1 *up & Down i Int_trunk_host NA
connected
Link not
Ethernet1/12 FE-SLF1 T up 4 Down Int_trunk_host NA
connected
Link not i
Ethernet1/13 FE-SLF1 Tup 4 Down int_trunk_host NA
connected
Link not
Ethernet1/14 FE-SLF1 ™ up & Down Int_trunk_host NA
connected
Link not
Ethornet)/15 FE-SLF1 Tup 4 Down int_trunk_host NA
connected
Link not
Ethermet1/16 FE-SLF1 T & Down ’ int_trunk_host NA
connected
Link not
[7] Ethernenfiz FE-SLF1 T up 1 Down ; int_trunk_host NA
connected
Link not
themet1/ -SL P + Down ¢ 5 int_trunk_host NA
L) E s FE-SLF1 Ty Do Sohnactes
BN Link not
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Link not
& Ethemett/o FE-SLF2 T e & Down int_trunk_host NA
connected
INK N
B Ethemeniio FE-SLF2 Tup $oowm: a0t int_trunk_host NA
connected
Link not
B cethemetyn FE-SLF2 T up 4 Down int_trunk_host NA
connected
Link not
Ethernet1/12 FE-SLF2 Tup J Down Int_trunk_host NA
connected
13
@ cethemetinia FE-SLF2 T up 4 Down SAWEROL int_trunk_host NA
connected
Link not
Ethernet1/14 FE-SLF2 T up 4 Down int_trunk_host NA
connected
& Link not
B Ethermet1/is FE-SLF2 T ue & Down int_trunk_host NA
connected
13
. Ethernet1/16 FE-SLF2 Tup < Down o ot int_trunk_host NA
connected
Link no
Ethernet1/17 FE-SLF2 T up 4 pown platles int_trunk_host NA
connected
Link not
B Ethernert/ia FE-SLF2 T up 4 Down int_trunk_host NA
connected
- : I = Link not

Step 5. Click Action and select Configuration > Breakout.

el

asco Nexus Dashboard @ R admin
A AIPOD-FE-FABRIC Refresh m X
AIPOD-ND-CL
USTER Overview y C ivity g ation and security  Configuration policies Anomalies Advisories Integrations History
~

interfaces  Interface groups  Links  Routingpolicies L3 neighbors  Endpoints  Routes  Inter-fabric  Flows  Virtual Infrastructure

¥ Switch contains SLF Edit  Clear ANl Actions ~

Manage [ Create interface |
Admin Operational
B interface Switch o “‘:"’“ O™ Reason Policies |
| Edit configuration
Q
— & Link not
Analyze Ethemetl/7 FE-5LF2 T up 4 Down connactid int |ru§ aate subinterface H Configuration >
K Multi-attach Interface group >
Link not
° Ethernet1/8 FE-SLF2 Tup + Down ted int_trul
connected Maintenance ’
Admin 3
~ i Link not Noad s % action:
Ethernet1/9 FE-SLF2 T up 4 Down ey int_tru| Preview Buk actions
connec
Deploy | Delete
S - Link not L
Ethernet1/10 FE-SLF2 T up 4 Down it Int_tru: 2 NX
connectea No shutdown
> Link not Shutdow
Ethemet1/11 FE-SLF2 T up 4 Bown o int_try| SOV NA
connected
Breakout
Link not
Ethernet/12 FE-SLF2 T up 4 pown SR int_tru: NA
connecte
Link not
- Ethernet1/13 FE-SLF2 T up 4 Down int_trunk_host NA
connected
Link not
Ethemet1/14 FE-SLF2 Tup 4 Down _;“M_ua int_trunk_host NA
i Link not
Ethernet1/15 FE-SLF2 " up + Down ted int_trunk_host NA
connecte
~ Link not
Ethernet1/16 FE-SLF2 ™ up & Down iad int_trunk_host NA
connecta
Link not
Ethernet1/17 FE-SLF2 Tup 4 Down -enn’:jreu int_trunk_host NA
. Link not
EthernetiNg FE-SLF2 Tup 4 Down AN int_trunk_host NA
< -~ N Link not
B cethemenne FE-SLF2 T Up 4 Down KRB Int_trunk_host NA
- Link not
B Ethemen/20 FE-SLF2 Tup 4 Down e int_trunk_host NA
connects
XCVR not
Ethernetl/21 FE-SLF2 T up 4 Down Ksarted int_trunk_host NA
inserted

Step 6. Select 200g-2x and click Breakout.
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Breakout Interfaces

Selected Interfaces

FE-SLF1: Ethernet1/9

FE-SLF1: Ethernet1/10
FE-SLF1: Etherneti/T

FE-SLF1: Ethernet1/12
FE-SLF1: Ethernet1/13
FE-SLF1: Ethernet1/14
FE-SLF1: Ethernet1/15
FE-SLF1: Ethernet1/16
FE-SLF1: Ethernet1/17
FE-SLF1: Ethernet1/18
FE-SLF1: Ethernet1/19
FE-SLF1: Ethernet1/20
FE-SLF2: Ethemet1/9

FE-SLF2 : Ethernet1/10
FE-SLF2 : Ethernet1/11
FE-SLF2: Etheret1/12
FE-SLF2: Ethernet/13
FE-SLF2 : Ethernet1/14
FE-SLF2: Ethernet1/15
FE-SLF2: Ethernet/16
FE-SLF2 : Ethernet/17
FE-SLF2 ! Ethernet1/18
FE-SLF2: Ethernet1/18
FE-SLF2: Ethernet1/20

Breakout
(O 10g-4x
O sog-2x
O 100g-2x
O 100g-8x
O 400g-2x

Step 7. Verify the 200G breakout ports are configured successfully.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 88 of 272



Nexus Dashboard Q Qg ® R admin
AIPOD-FE-FABRIC Refresh | View in topology m X
AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations History
* Interfaces  Interface groups  Links  Routingpolicies L3 neighbors  Endpoints Routes  Inter-fabric  Flows  Virtual Infrastructure
Home
¥ Switch contains SLF Edit Clear All Actions v
Weage " Admin Operational ue
Interface Switch Reason Policies Overlay networ =, (0
status status "
Q [ Ethernet1/9/2 FE-SLF1 "3 Down 3 Down s int_trunk_host NA
down
Analyze
Administrativel
( Ethernet1/10/1 FE-SLF1 4 Down 4 Down B i int_trunk_host NA
- down
°
Admin g Administratively
Ethernet1/10/2 FE-SLF1 4 Down L Down int_trunk_host NA
aown
Administrativel
| Ethernet’/111 FE-SLF1 4 Down 4 Down sl ik ic int_trunk_host NA
— down
Administ I
Ethernet1/11/2 FE-SLF1 4 Down 4 Down EAISTAITTY Int_trunk_host NA
o 1
Adminis 0 i
Ethernet1/12/1 FE-SLF1 4 Down & Down DAY Int_trunk_host NA $
down g
¢
Administrativel
Ethernet1/12/2 FE-SLF1 4 Down 4 Down 50l e int_trunk_host NA g
down
Administrativel
Ethernet1/13/1 FE-SLF1 & Down J Down e b/ int_trunk_host NA
Administrativel
Ethernet1/13/2 FE-SLF1 ' Down & Down y int_trunk_host NA
down
Administrativel
Ethernet1/14/1 FE-SLF1 4 Down & Down u"'"m" ey int_trunk_host NA
own
2 Administratively
Ethernet1/14/2 FE-SLF1 4 Down + Down Fol int_trunk_host NA
Jowr!
Administratively
[[] Ethementjisn FE-SLF1 4 Down 4 Down -, int_trunk_host NA
aown
Administrativel
Ethernet1/15/2 Y *FE SLF1 J Down 4 Down “ L vy int_trunk_host NA
— Jowr
" Administratively
Ethernet1/16/1 FE-SLF1 4 Down L Down o int_trunk_host NA
own
Administrativel
Ethernet1/16/2 FE-SLF1 4 Down 4 Down SEnStratvay int_trunk_host NA
aown
Fthamat1/17/1 FF-SIF1 L Newn L Dewn Adminisiratvely int trunk hast NA

Procedure 2. Create Networks for VAST Data

The section details the creation of network deployed for VAST Data. The three networks created are:
e VAST-Client-Network_VNI_30069
e VAST-Discovery_VNI_30010
e VAST-Client-Network_VNI_33056

Step 1. From a web browser go to the Nexus Dashboard. Use the management IP of any node in the
ND cluster. Log in using admin account.

Step 2. From the navigation menu, go to Manage > Fabrics.
Step 3. Select the FE fabric and go to Segmentation and Security > Networks tab.

Step 4. Click the lower Actions button and select Create from the menu.
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asco Nexus Dashboard

Q .0 @ | Q admin

AIPOD-FE-FABRIC Refresh X

AIPOD-ND-CL

USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations Histo
o Metworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
3
Filter by attributes o
- 2=
b 3|
b
M Create | |
e D Network name Network ID VRF name 1Pva 1Pv6 Network VLAN ID v o
gateway/p... gateway/p.. status 5
N 8 Fe- I8 .
Anal 901286/
nalyze [J MeMT.VNI30000 30000 MGMT vNisoogo  10115:90126/ @ oepLovED 703
_VLAN703
-]
Admin
Impaort
1items found Rows pe
Step 5. In the Create Network window, specify the following:

¢ Network name: VAST-Storage-Network_VNI_30069
« Enable checkbox for Layer 2 only.

o Network ID or use 30069.

e VLAN ID 69.

¢ In the General Parameters tab, specify VLAN Name and Interface Description.
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‘asco Nexus Dashboa

AIPOD-ND-CL
USTER

Home

x

Manage
Q

Analyze

Admin

Step 6.

AIPOD-ND-CL
USTER

Home

X

Manage

Q

Analyze

Admin

Create Network

Network name*

VAST-Storage-Network_VNI_30089

Layer 2 only

VRF name*

Network ID* *
30089

VLANID

Network template*

Network extension template*

General Parameters  Advanced

IPva Gateway/NetMask

IPv6 Gateway/Prefix List

VLAN Name
VAST-Storage VLAN_69
e vian long-name’ for NX able
Interface Description

VAST-Storage-Network]

MTU for L3 interface

IPv4 Secondary Gateway List (Max 16)

Verify created network.

xus Dashboard

AIPOD-FE-FABRIC

Overview Inventory Connectivity

Segmentation and security

Networks VRFs Security groups Security contracts

Network name contains VAST

Security associations

Configuration policies Anomalies

Protocol definitions  L4-L7 Services

Retresn [ Viewin topotony | ([RRNRRE) X

Advisories

admin

™ Rive faadhank

=

Q Q ® | K sdmin

Integrations  History

Edit Clear All ‘ l Actions v

Pva 1Pvé
Network name Network ID VRF name Network status VLANID VLAN name Interface group
gateway/prefix  gateway/prefix
VAST- k
Storage- VAST
NA O Na 69 - a
Network_VNI Storage_VLAN_69
30069
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Step 7. Repeat steps 1 - 6 to create VAST Discovery network. From a web browser go to the Nexus
Dashboard. Use the management IP of any node in the ND cluster. Log in using admin account.

Step 8. From the navigation menu, go to Manage > Fabrics.

Step 9. Select the FE fabric and go to Segmentation and Security > Networks tab.

Step 10. Click the lower Actions button and select Create from the menu.

‘teta’ Nexus Dashboard Q Q ® | K amin
. AIPOD-FE-FABRIC Refresh | View in topology ><
e
v
AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations Histo
o Metworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
il
Filter by attributes L]
X B
b
Manage IPvd IPVE MNet k Create | -
< D Network name Network ID  VRF name . v etwor VLANID v 2
g yip.. g v/p status o
Q I8 5
Analyze () MeMT_VNIZ0000 30000 FE- 10.115.80.126/; @ oePLoveED 703 8
- MGMT_VNISO000 ST
_VLAN703
-]
Admin
Import
1items found Rows pe

Step 11. In the Create Network window, specify the following:
¢ Network name: VAST-Discovery_VNI_30010
« Enable checkbox for Layer 2 only.
o Network ID or use 30010.
« VLANID 10.

¢ In the General Parameters tab, specify VLAN Name and Interface Description.
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Nexus Dashboard Q Q ® £ admin

- Create Network X
AIPOD-ND-CL
USTER Network name*
‘[ VAST_Discovery ¥NI_30010
~
Home Layer 2 only
X VRF name*
Manage ( i
|
|
Q Network ID*
Anslyze [ 30010 |
VLANID
°

e[ | =

Network template*

@ Give feedback

Generate Multizast I# ? K only to ganerato a New Multicast Graup ac the defat A
General Parameters  Advanced
IPva Gateway/NetMask

IPvB Gateway/Prefix List

VLAN Name

Step 12. Confirm creation of the network.

AIPOD-FE-FABRIC Refresh | View in topology m

AIPOD-ND-CL
UsTER Overview Inventory Connectivity Segmentationand security Configuration policies  Anomal Ad e ntegration History
Networks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Homa
L o bute Actions v
Manage — ¢
| Network name Network ID VRF name Pvd gatewaylprefix  1PvB gstewsy/prefix  Network status VLANID VLAN name Interface group &
8 -
A ] MGMT_VNI30000 3000 ot 10.115.90.126/26 ® verLoveo 703 B8-MGMT.VLAN
nalyze “VLANDO3 MGMT_VNIS0000
L]
Admn
VAST-Client
] Network_VNI_330 1056 NA o 1056 VAST
] Networ 0 3305 A 1056
P ClentVLAN_3056

VAST-Storage-

VAST
work_VNI_300 30069 NA O A (2]

Storage VLAN_69

Step 13. Repeat steps 1 - 12 to create VAST Client network. Click the lower Actions button and select
Create from the menu.
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asco Nexus Dashboard

Q .0 @ | Q admin

AIPOD-FE-FABRIC Refresh X

AIPOD-ND-CL

USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations Histo
o Metworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
3
Filter by attributes Actions ~ @
- 2=
\ |
3
Manage IPvd IPVE MNet k Create | -
g D Network name Network ID VRF name v etwor VLAN ID v o
gateway/p... gateway/p.. status 5
8
N 8 Fe- I8
Analyze MGMT_VNI30000 30000 1011520126/ DEPLOYED 703
v D - MGMT_VNISO000 'r e
_VLAN703
-]
Admin

Impaort

1items found

Rows pe

Step 14. In the Create Network window, specify the following:
o Network name: VAST-Client-Network_VNI_33056
« Enable checkbox for Layer 2 only
o Network ID or use 33056
o VLAN ID 3056

¢ In the General Parameters tab, specify VLAN Name and Interface Description
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. Create Network X
AIPOD-ND-CL
USTER Network name*

VAST-Client-Network_VNI_33056

~
Home Layer 2 only
'N VRF name*
Manage
Q Network ID*
Analyze 12055
VLAN ID
o
Admin 3056 Propose VLAN

Network template*

Network extension template*

m ’ ‘ . o ! " o s

General Parameters  Advanced *

' Cive faadhant

IPv4 Gateway/NetMask

IPv6 Gateway/Prefix List

vy bA:-1/64,2(
VLAN Name
VAST-Client_VLAN_3056
enable “systam via ame' for NX able VTPV
Interface Description

VAST-Client-Network

MTU for L3 interface

IPv4 Secondary Gateway List (Max 16) A

Filter by attribute:

Step 15. Confirm creation of all three networks deployed in this solution.
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AIPOD-FE-FABRIC Refresh | View in topology X
AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations History
& Networks VRFs  Securitygroups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
tor by attribites Actions A
M r
S B Network name Network ID VRF name 1Pva gateway/prefix  IPV6 gate Network status VLANID VLAN name
Q . fe
(] MoMT_VNI30000 30000 = . 101 PLOYED 703 B-MGMT.VLAN
Analyze = MGMT.VNIS0000
VLAN703
o
Admin
1
VAST-Client-
" VAST-
( Network_VNI_330 33058 NA L LT 3056 2
Coont VLAN_3056
58
VAST-Storage-
I VAST-
[] Network_VNi_300 3006% NA o 6o ’
= Storage VLAN_69
69
VAST_Discovery, VAST-
> 001 NA NA 10
& VNI_30010 50049 ® S Discovery VLANIO

Procedure 3. Deploy VAST Internal storage network

This procedure details the following:

« Configure VAST native Discovery VLAN for ports 1/9/1 to port 1/14/2 on each leaf switch (FE-SLF1 and
FE-SLF2).

e Add ports to Interface groups: VAST-Internal-Storage_Interface_Group

o Attach VAST-Discovery_VNI_30010, add network to interface group and Deploy network on the storage
leaf switches of the FE Fabric (FE-SLF1 and FE-SLF2)

o Attach VAST-Storage-Network_VNI_30069, add network to interface group and Deploy network on the
storage leaf switches of the FE Fabric (FE-SLF1 and FE-SLF2)

Step 1. Go to the Connectivity tab and select the ports 1/9/1 to 1/14/2 (VAST internal storage ports) .
You can filter using storage leaf name (SLF) to narrow down the selection.
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X

Manage
Q

Analyze

Admin

Step 2.

AIPOD-ND-CL
USTER

Home

Step 3.
Save.

Nexus Dash

AIPOD-FE-FABRIC

Overview Inventory

Connectivity Segmentation and security

Configuration policies

History

Interfaces Interface groups Links Routing policies L3 neighbors Endpoints Routes Inter-fabric Flows Virtual Infrastructure
Switch containg SLF Admin status == Down Edit CiearAll | Actions v
Admin Operational
& Intertace Switeh P Reason Policles Overlay network Sync status Anomaly level 3
status status
) . . Administratively
Ethernet1/11/2 FE-SLF2 4 Down & Down 4 Int_trunic_host NA @ 1n-Sync © Healthy
own
Administrativel:
Ethernet1/12/1 FE-SLF2 4 Down 4 Down o ¥ Int_trunk_host NA @ n-sync © Healthy
Administrativel
Ethornet1/12/2 FE-SLF2 4 Bown 4 Down ;:wn MBIty int_trunk_host NA @ in-sync © Healthy
Administrativel
Ethernet1/13/1 FE-SLF2 4 Down 4 Down it ittt int_trunk_host NA @ in-Sync © Healthy
down
st &9 Administratl
Ethernet1/13/2 FE-SLF2 4 down L Down 5 Int_trunk_host NA @ n-syne © Healthy
down
Administrativet
B Eethermennan FE-SLF2Z 4 Down J Down i 4 int_trunk_host NA @ n-sync © Healthy
=D Administratively
Ethernet1/14/2 FE-SLF2 J bown | Down int_trunk_host NA @ in-Sync © Healthy

down

When all VAST storage ports are selected, click Actions > Bulk Actions > Normalize.

Elge]
AIPOD-FE-FABRIC
Overview y ©

and security

Configuration policies

Anomalies

Advisories

Integrations  History

Qa g 0

Interfaces  Interfacegroups  Links  Routingpolicies  L3neighbors  Endpoints  Routes  Inter-fabric  Flows  Virtual Infrastructure
Switch containg S Admin status == Down Edit Clear All Actions A
Admin Operational -
B interface Switch g Reason Policies Overlay network Sync status
status status Gutation
= Aaministrative | configuration
Vian FE-SLF1 & Down & Down ‘f matratively NA NA e
) down
Interface group
Administrativel Maintenance
Ethernet1/9/1 FE-SLFT 4 Dawn & Down iy ¥ Int_trunk_host NA
n
‘ Bulk actions.
Administrativel Delete
Ethernet/9/2 FE-SLF1 4 Down L pawn s v Int_trunk_host NA (
Ncr'nallzé
Agministratively
Ethernet1/10/1 FE-SLF1 4 Down L Down G bkl int_truni_host NA @ in-sync © Healthy
Admi vel
Ethernet1/10/2 FE-SLF1 & Down 4 pawn :‘g”n”'s"a" .y int_trunk_host NA @ n-sync © Haalthy
i
Administrativel
Ethernet/11/1 FE-SLF1 4 Down L bown e % int_trunk_host NA @ n-symc © Haalthy
Administrativel:
Ethernet1/11/2 FE-SLF1 L Down J Down el valy int_trunk_host NA @ in-Sync @ Haalthy

24/26 Rows Selected

down

Rows per page | 100 [

Select trunk policy int_trunk_host. Select interface group as VAST-Storage-Network and click
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Select Attached Policy
Template

[Q Search Attached Policy Template

int_routed_host
for

int_shared_trunk_host
Interface p for
switchport

int_trunk_classic
Interface for
with spanning tree config

int_trunk_host
Interface for

Step 4. On the Normalize interfaces Policy screen, scroll down to native vlan and enter native VLAN as
10 (VAST node discovery VLAN). Ensure Enable interface is checked. Click Save.
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Normalize Interface Policies

Interface(s)

[ FE-SLF1

Policy*

General Parameters  Storm Control

Enable BPDU Guard*

[
| o

Configure BPDU Filter
o
spanning-tree bpdufifter, no='ratum to gef
Spanning-tree Link-type
auto
Spacity g 1res pratos
Enable Port Type Fast

Enable spani

MTU*

| Jumbo

Trunk Allowed Vians*

none

Native Vian

| 1d

Interface Description

ST - Storage Internal Network

Add de he intectace (M 541

B Enable Auto-Negotiation

Enatle link aute-ne

Enable CDP

nan n the interface

Crahla D Nrahan Dart

2/1-2,eth1/10/1-2,e1h1/11/1-2,eth1/12/

N3/1-2, eth1/14/1-2, FE-SLF2

eth1/9/1-2,e1h1/10/1-2, eth}/1111-2,eth/12/1-2, eth1/13/1-2,01h/14/1-2
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Normalize Interface Policies

AIPOD-NO-CL
USTER Debounce Timer

| 100
~ «0-201 ik debounca timar (it o s -l

Home
Debounce Link-up Timer

S |

Enable Error Detection

Forwarding Error Correction

Freeform Config

nterfacs
Enable Interface

|_| Enable Netflow

Netfiow Monitor

Step 5. Verify the changes to the ports with native VLAN as 10 and QoS Policies.

Pending config - AIPOD-FE-FABRIC - Ethernet1/9/1 - FE-SLF1

Pending config  Side-by-side comparison

interface ethernet1/9/1
switchport
switchpert mode trunk
switchport trunk allosed vlan none
mtu 9216
spanning-tree port type edge trunk
switchport trunk native viaen 18
description To VAST - Storage Internal Network
priority-flon-control rede on
priority-flon-control match-dog-interval on
11 service-policy type qos input QOS_CLASSIFICATION
12 ro shutdown
13 configure terminal

SCo NI AN

Step 6. Click Deploy Config.
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AIPOD-ND-CL
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Home

T
Manage
Q
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Admin

Step 7.

AIPOD-ND-CL
USTER

o~

Home

¥

Manage

Q
Anatyze

Admin

Step 8.
Step 9.
Step 10.

Deploy interfaces configuration

@ Give feedback

Config preview Deploy [
ite

Fabric name Device name Interface Admin status Operation Status Pending config &
AIPOD-FE-FABRIC FE-SLF1 Ethemet)/9/1 L down J bown 13 Lines
AIPOD-FE-FABRIC FE-SLF1 Ethemet1/9/2 & Down 4 Down 13 Lines

£-FABRIC FE-SLF1 & Down L Down 13 Lines
AIPODFE-FABRIC FE-SLF1 Ethemet1/10/2 L Dawn 4 Down 13 Lines
AIPOD-FE-FABRIC FE-SLF1 Ethemety/11/1 4 pawn 4 Down 13 Lines
AIPOD-FE-FABRIC FE-SLF1 4 oawn L Down 13 Lines
AIPOD-FE-FABRIC FE-SLF1 Ethernet)/12/1 L dawn 4 Down 13 Lines
AIPOD-FE-FABRIC FE-SLF1 Ethemer12{2 & Down L Down 13 Lines

Ensure the storage port interfaces are up.

lexus Dashboard

AIPOD-FE-FABRIC

Overview Inventory Connecti

ity Segmentationand security Configuration policies Anomalies Advisories Integrations History
Interfaces  Interface groups  Links  Routingpolicies L3 neighbors  Endpoints  Routes  Inter-fabric  Flows  Virtual Infrastructure

Switch cantaing SLF

Q Q @ | R

Edit  Ciear All Actions v 1

B interface Switch ::'::: Z‘:T:'ic'"a' Reason Policies Overlay network  Sync status Anomaly level KAC)
Ethernet1/11/1 FE-SLF2 Tup ™up ok Int_trunk_host NA ® n-sync © Healthy
Ethernet1/11/2 FE-SLF2 T Tup ok int_trunk_host NA ® in-sync © Healthy
Ethernet/12]1 FE-SLF2 Tw T up ok Int_trunk_host NA @ in-sync © Healthy
Ethernet1/12/2 FE-SLF2 Tu T up ok Int_trunk_host NA @ in-Sync © Healthy
Ethernet1/13/1 FE-SLF2 Tup T Up ok int_trunk_host NA @ In-Sync © Healthy
Ethernet1/13/2 FE-SLF2 T up T up ok int_trunk_host NA @ In-Sync © Healthy
Ethemnet1/14/1 FE-SLF2 T uop T up ak Int_trunk_host NA @ In-sync © Heslthy
13 -
p | 100 (1] 2

From the navigation menu, go to Manage > Fabirics.

Select the FE fabric and go to Connectivity > Interfaces tab.

Select ports 1/9/1 to 1/14/2 on both FE-SLF1 and FE-SLF2. From the Action drop-down list,
select interface group > Add.
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asco Nexus Dashboard

AIPOD-ND-CL
USTER

Home

Step 11.

Storage_lInterface_Group, select interface type as ethernet. Click Create and then click Save.

AIPOD-FE-FABRIC

Overview y C

Interfaces  Interface groups

Links  Routing policies

y g ation and security

L3 neighbors

Endpoints  Routes Inter-fabric

a Q@ @

admin

ratrosn (Viewintopoiooy | (NI ¥

Configuration policies Anomalies Advisories Integrations History

Flows  Virtual Infrastructure

Actions A
eate e l

Edit configuration

Filtar by attribute:
B interface Switch s Operation™!  Reason Policies
] Ethernet1/32 FE-SLF2 T up Tup ok int_fabric_num_11_1
Ethernet/33 FE-SLF2 T up 4 Down f;:i:" int, uu
N Remove
| Ethernetl/34 FE-SLF2 ™ up T o ok Int_trunk_host
Ethernet1/9/1 FE-SLF2 T up Tup ok int_trunk_host
Ethernet1/9/2 FE-SLF2 ~up Tup ok Int_trunk_host
B cthemension FE-SLF2 T up T up ok int_trunk_host
& cethernetifiof2 FE-SLF2 T up T up ok int_trunk_host
B Ethemeniin FE-SLF2 T up T up ok Int_trunk_host
B cethemenimzz FE-SLF2 Tup Tu ok Int_trunk_host
8 cthemenizn FE-SLF2 Tup T up ok int_trunk_host
B Ethemetinz2 FE-SLF2 Tup Tue ok int_trunk_host
B Etherneninan FE-SLF2 T up Tup ok Int_trunk_host
B ethemen/1zz2 FE-SLF2 T up Tup ok int_trunk_host
B Ethemetinan FE-SLF2 ™ up Tup ok int_trunk_host
Ethernet1/14)2 FE-SLF2 up $iooia; 0ot int_trunk_host
connected
Ethernet1/151 FE-SLF2 ™up T up ok Int_trunk_host
Ethernet/15/2 FE-SLF2 Tup Tue ok Int_trunk_host
Ethernet1/16/1 FE-SLF2 T up T o ok int_trunk_host

Configuration
Interface group

Maintena

Bulk actions

Delete

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

NA

Click create Interface group and name the interface group as VAST -Internal-
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Q Q @ | K admin

Create interface group

AIPOD-ND-CL
USTER Fabric name*
AIPOD-FE-FABRIC
~
Interface Group Name*
Home
I VAST-Internal-Storage_interface_Group
x
Intarface Type®
— (®) Ethernet () Port-Channal () vpC () ANY
Q
Akt Policy
o
Admin

A

Step 12.
Step 13.

Step 14.
and select Add to interface group from the list.

From the navigation menu, go to Manage > Fabrics.

[ Give feedback

:

Select the FE fabric and go to Segmentation and Security > Networks tab.

Select VAST discovery network, VAST-Discovery_VNI_30010, click the lower Actions button

‘ties' Nexus Dashboard Q Q ® | Q amn

AIPOD-FE-FABRIC

AIPOD-ND-CL
USTER

Overview

Inventory € ivity and ity Configuration policies

) Networks VRFs  Security groups  Security contract Security Protocol

ilter by at utes
X

B Network name Network ID VRF name 1Pv4 Pv6

A

L4-L7 Services

Network status

a B
o (] moMT_vN130000
o _VLAN703

3060¢
30000 MGMT_YNIS0000

10.115.90.126/26

NetApp
[T NFs_vNI30001V
LAN3051

30001 NA
Adenin

NetApp-
| NFS_VNI30002.V
LAN3052

30002 NA

~ Pure-
33054 NA
U Nes.vni_33osa &

VAST-Chlent-
|} Network_VNI_330
56

33056 NA

VAST-Storage-
Network_VNI_300
89

30069 NA

VAST_Discovery._

PN A
VNI_30010 0010 A

Step 15.
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®na

VLANID

703

3051

3052

3054

History

Refresh | View in topology m X

Actions ~
Create

VLAN name
Edit
IB-MGMT_VLAN Multi-attach
Multi-detach
Deploy
Import
Export
Delete
Pure- Add to interface group
NFS_VLAN_3054
Remove trom interface group

VAST-

Storage VLAN_69

VAST-
Discovery VLANIO

Select the Interface group VAST -Internal-Storage_Interface_Group and click Save.
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Step 16.

Nexus

AIPOD-ND-CL
USTER

Home

Manage
Q

Analyze

Admin

Step 17.

Add to interface group

Selected Networks*

Interface Group*

nteenal-Storage_Interface_Group

Create intertace group

[ Give feedback

Select VAST Discovery Network, click the Actions button and select the click Deploy.

shboard

AIPOD-FE-FABRIC

Anomalies  Advisories

Overview y C ity ion and ity Configuration policies

Networks VRFs  Security groups  Security contracts  Security Protocol L4-L7 Services
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Q O ® | Q smn
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LAN3051
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NetApp-
NFS_VNI30002.V 30002 NA
LAN3052

@ oEPLOYED

—~ Pure-
( 33054 NA
) NFs.vNI33054 =

@ oepLovED
VAST-Client-

(] Network VNI_330
56

NA OnNa

VAST-Storage
[] Network VNI_300 30069 NA O na
89

30010 NA

VAST_Discovery_
VNI_30010

@ PeNDING

1/7 Ro

From the Deploy Configuration screen, click Deploy.
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AIPOD-ND-CL
USTER
fiter by attributas
~
ot Network name Fabric name Switch name Sarial number P address Role Network status Pending config Progress @
,;\.- VAST_Dis: VNI_30 AIPOD-FE-FABRIC FLM28380TWN leaft @ Proviaw In-Progra: Calculating. -
Manage
VAST_Dis: (VNI_30 AIPOD-FE-FABRIC FE-SLF1 FLM2840034D 10115.80.54 leaf @ Preview In-Progre: Calculating.. —
Q
Anaslyze
o x
¥
Admin L3 2
£
H
&
s
2
o
a

2 items found Rowms per pa

Close

Step 18. Verify successful deployment and click Close.
Q Q ® | K smn

o Nexus Dashboa

. Deploy Configuration - AIPOD-FE-FABRIC

AIPOD-ND-CL
USTER

How Network name Fabric name Switch name Serial number IP address Role Network status Status description Progress

K VAST_Discovery VNI_30 AIPOD-FE-FABRIC FE-SLF2 FLM2B360TWN 10115.20.55 leat @ n-sync

Manage

VAST_Discovery VNI_30 AIPOD-FE-FABRIC FE-SLF1 FLMZB40034D 10115.80.54 eaf @ m-sync
Q

Analyze

Acmin

Step 19. Select the VAST discovery network, click the lower Actions button and select Multi-attach from
the list.
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Step 20.

APOD-ND-CL
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Home

Analyze
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Step 21.

oard

AIPOD-FE-FABRIC
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Connectivity

Networks VRFs  Security groups

Filtor by attr

B Network name

Network ID

Security

Segmentation and security

Configuration policies

VRF name

Security

Protocol

Anomalies

Pva

1PV6 g

Advisories

L4-L7 Services

Network status

Integrations

VLANID

History

Q QO ® | KR

Refresh | View in topology Actions 4

VLAN name

B-
C | MGMT_VNI30000
VLAN703

NetApp-
[C] NFs_vNIZ0001V
LAN3051

NetApp-
[C] NFs_vNIZ0002.V
LAN3052

) Pure-
NFS_VNI_33054

VAST-Client-
] Network VNI_330
56

VAST-Storage

|| Network_VNI_300
89

VAST_Discovery_
VNI_30010

1/7 Rows Selected

30000

30001

30002

30069

30010

FE-

10.115.90.126/26

MGMT_VNISO000

NA
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Select the FE_SLF1 and click Next.

duce’ Nexus Dashboard Q Q ® | Q admin
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@ oEPLOYED

@ oEPLOYED

@ oePLOYED

@ oepLovED

3054

3056

IB-MGMT_VLAN

NetApp-
NFS_VLAN3051

NetApp-
NFS_VLAN3057

Pure:
NFS_VLAN_3054

VAST-
Client VLAN_ 3056

VAST-
Storage VLAN_69

VAST-

VLANIO

Edit

Mul:i-mm@

Multi-detach

Deploy

mport
Export
Delete

Add to interface group

from interface group

VAST-internal-

Multi-Attach of Networks ¥
Select Switches umm
Select Switches to attach all Selected Networks (1)
Total No. of Attachment - 1
Filter by aliritates
Switch IP Address Serial Number Model Number Role VPC Peer Peer IP Peer Serial Number Peer Model Number @

) FE-LRY 101159052 FLM2840036L NgK-C9332D-GX28 leat FE-LF2 10115.80.53 FLM2840035P NIK-£9332D-GX2B =
) %
FE-SLF1 10.115.90.54 FLM284003 NOK-C93320 leaf FE-SLF2 1015.90.55 NOK- K

2
a
) FE-sP1 10.115.90.50 FDO285302HM NIK-CA364D-GX2A
) FE-se2 10115.90.51 FDO285302K9 NOK-CO36AD-GX2A Dordergataumy.

spine

Select VAST Discovery VNI and click Next.
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USTER ‘/, o
o~ Select Switches Select Interfaces i
Home

Select Interfaces

X Filter by attributes Bulk Paste

Mariage
Network Name Switch Name Pecr SwitchName  ToR Switches Interfaces List @) Action @
Q
Analyze
VAST_Discovery VNI FE-SLF1 FE-SLF2 Select Interfaces
o
Admin

[P Give feedback

=) = €3

Step 22. Keep the default recommended option of Proceed to Full Switch Deployment and click Save.
‘dss” Nexus Dashboard Q Q @ | K sdmin

Multi-Attach of Networks X

AIPOD-ND-CL
USTER 3 > o
v/ v

Select Interfaces Summary

Home

X

Summary
| Manage

Analyze

o
Admin

y lator

@® *rc

2 to full switch ceploylrecommended)

Procesd to individual network deploy

@ Give feedback

Cancel

[

Step 23. Click Deploy All.
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USTER °
o Config Preview E ess
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Filter o
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Do Switch Name IP Address Role Serial Number Fabric Status Pending Config Status Description  Progress Resyne Switch o)
= FE-5LFZ Leaf @ sy OlLines In-Sync c— Resync
Analyze
° FE-SLF1 10115.90.54 Leaf FLM2B40034D @ n-syne OLines In-Syne — Resyne
Admin

[ Give feedback

-8

Step 24. Verify the port attachments to both Storage leaf.

duth Nexus Dashboard Q Q @ | Q amin
) Network Overview - VAST_Discovery_VNI_30010 m Refresh X
"P?JZ'I'::C" Overview Network Atfachments  VRF
—_—
N -
o Fittar Actions v
X [C] Networkname Network ID VLANID Switch Ports Configuration status  Attachment Switch role Fabric name ®
Manage
[[] vAST_Discovery.vNI_3C 30010 FE-SP2 NA ®na Detached bf'd gatewsy AIPOD-FE-FABRIC
Q
Analyze
] iscovery VNI_3C 30010 FE-LF1 NA Ona Detached leaf AIPOD-FE-FABRIC
L
Admin ¢ e border gateway
() very VNI_3C 3 FE-SP NA @ Ka AIPOD-FE-FABRIC
& pine
&
| VAST_Discovery NNI_3¢ FE-LF2 NA O na leaf AIPOD-FE-FABRIC g
| VAST_Discovery ¥VNI_3C 30010 10 FE-SLFZ 12 Ports @ oerLoven Attached leaf AIPOD-FE-FABRIC
O Discovery VNI_3C 30010 10 FE-SLF1 12 Ports @ perLoveD leat AIPOD-FE-FABRIC

Step 25. Select VAST internal storage network, VAST-Storage-Network_VNI_30069, click the lower
Actions button and select Add to interface group from the list.
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Step 26. Select the Interface group, VAST-Internal-Storage_Interface_Group and click Save.
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Step 27. Select VAST Storage Network, click the Actions button and select Deploy.
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From the Deploy Configuration screen, click Deploy.
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Verify the successful deployment and click Close.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

Rows per page | 1C

Page 110 of 272



L |
asee’ Nexus Dashboard aQa Q ® 8 admin

. Deploy Configuration - AIPOD-FE-FABRIC P4
AIPOD-ND-CL
USTER
Fi 1! ate
~
el Network name Fabric name Switch name Serial number 1P address Role Network status Pending config Progress
VAST-Storag
" VAST-Stoges AIPOD-FE-FABRIC FE-SLF2 FLMZE: leaf @ ouT-0F-sYNC 36 Lines —_—
X Network VNI_30060
Manage
AIPOD-FE-FABRIC FE-SLF1 FLM2B40034D 101158054 @ ouT-OF-SYNC 36 Lines U
Q
Analyze
L]
Admin *
2 items found Rows per page | 10~ | [1

Step 30.

Select the VAST storage network, click the lower Actions and select Multi-attach from the list.
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Step 31. Select FE_SLF1 and click Next.
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Step 32. Select VAST internal Storage VNI and click Next.
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Step 33. Keep the default recommended option of Proceed to Full Switch Deployment and click Save.
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Step 35. Verify successful the deployment of network VAST-Discovery_VNI_30010 and click Close.
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Procedure 4. Deploy VAST External Client Network

This procedure details the following:
e Add ports and network to Interface groups: VAST-Client-Network

o Attach VAST-Client-Network_VNI_33056, add network to interface group and Deploy network on the
front end Fabric (FE-Fabric)

Step 1. Select the VAST discovery network VAST_Client-Network_VNI_33056, click the lower Actions
button and select Add to interface group from the list.
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Step 2. Select the Interface group VAST-Client-Network and click Save. If it doesn’t exist create the
interface group.
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Step 3. Select VAST Client Network, click the Actions button and select Deploy.
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From the Deploy Configuration screen, click Deploy.
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Step 5. Verify a successful deployment and click Close.
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Step 6. Select the VAST Client network VAST-Client-Network_VNI_33056, click the lower Actions
button and select Multi-attach from the list.
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Step 7. Select the FE_SLF1 and click Next.
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Step 8. Add the VAST client network to the port channel interfaces for the GPU nodes connected to the
FE-LF1 and FE-LF2 client leaf switches. In the existing deployment theses are port channel 111, port

channel 112, port channel 113 and port channel 114. Also add the BCM nodes and X-Series management
nodes to allow access to VAST client network.

Step 9. Select the VAST-Client-Network and click Select interfaces.
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Step 10. Select the port channel interfaces for 4x C885 GPU nodes on FE-LF1 and FE-LF2 . Also add
the BCM nodes and X-Series management nodes to allow access to VAST client network. Click Save.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 119 of 272



Q Q ® | Q amn

A Select Interfaces of FE-LF1,FE-LF2 & VAST-Client-Network_VNI_33056 X

APOO-ND-CL
USTER

Filter by attributes

~
e Interface/Ports SwitchName Channel Number Port Type Port Description Neighbor Info
"
"B Fort-channelis FE-LF1 15 trunk 0 UCs X-series direct - a
M
s, Port-channei1s FE-LFI 16 trunk 10 ues x-serles direct - b
Q
© p-mgmit-1
Analyzs Port-channe1? FE-LF1 17 trunk wtcnr ot T
590115
o -
Admin Port-channei1l FE-LF1 m trunk pe-111 to ai-pod: c8853-1 2
2
3
&
Port-channei12 FE-LF1 n2 trunk pe-112 10 &l pod: cB85a-2 é
a
Port-channei113 FE-LF1 13 teunk

Port-channet114 FE-LF1 14 trunk pe-114 to ai pod: ¢885a-4
Port-channeils FE-LF2 b 15 trunk 10 ues x-serles direct - a

B ronche

8/50 Rows Se

FE-LF2 16 trunk e series direct - b

Rows per page

Step 11. Verify the port channel and click Next.
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Step 12. Click Save.
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Step 13. The configuration to deploy is shown below. Click Pending Config to see the configuration
being deployed. The pending configuration on one leaf switch is provided as a reference at the end. Click
Deploy All.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 121 of 272



- ______________________________________________________________________________________________________|
csce Nexus Dashboard Q Q ® L admin

X

A Deploy Configuration - AIPOD-FE-FABRIC

AIPOD-ND-CL
USTER o

Config Preview

~
Home
Fitter by @
Manage o
Switch Name 1P Address Role Serial Number Fabric Status Pending Config Status Description Progress Resync Switch (]
Q
FE-LF1 Leaf @ Out-Of-Sync 05 Lines hY Out-of-Sync —_— Resync
Analyze
° FE-LF2 Leaf FLM28 @ out-Of-Sync 95 Lines Out-of-Sync —_— Resync %
Admin 2
£
S
-]
Qa Q ® £ admin
Deploy Configuration - AIPOD-FE-FABRIC %
AIPOD-ND-CL
USTER @, °
e Config Praviow Deploy Progress
Hame
Fiter by &
M ;s
0w Switch Name 1P address Status Status description Progross 1)
Q g R
FE-LF1 10.115.20.52 @ success Deployment completed.
Analyze Executed 85 / 95
° FE-LF2 10.115.90.53 @ success Deployment comp %
Admin 2
s
b
&
©
a
X
Close

Step 15. Verify a successful deployment.
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Step 16.

Rows per page | 50 | (

Verify a successful deployment and propagation of configurations from Nexus Dashboard

controller to nexus switches. Select the FE fabric and go to Segmentation and Security > Networks. Click

Action and click Recalculate and Deploy.
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7 items found

Step 17. Verify in-sync status of FE Fabric.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

Discovery VLANIO Storage_Interface_Gro

Rows per page | 50 1

Page 123 of 272



Q 0 ® | Q amn

- Deploy Configuration - AIPOD-FE-FABRIC
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Q FE.&1FS P p £1 RIS &
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Analyze
o FE-SLF1 10.115.90.54 Leat FLM2B40034D @ in-$ync 0 Lines n-Sync —_— Resync x
7}
Admin 2
3
b
3
FE-LF2 10115.90.53 Leat FLM28400359 @ in-symc Olines n-Syne — Resync g
°
a
FE-LF1 10.115.8052 Leaf FLMZ8400361 @ n-symc 0 Lines n-Syne — Resync

Border Gateway

FE-5P1 10115.90.50 FROZ85302HM In-Sync oL n-Sync —_— Rosy!
Sais 2 @ in-sym ines yn osync
Border Gateway
FE-SP2 1015.90.51 In-Sync O lLines — Resy
’ Spine @ in-sym s esync

Step 18. Click Resync All to confirm synchronization of FE Fabric.

s Dashboard

2 Deploy Configuration - AIPOD-FE-FABRIC X
APOD-ND-CL
USTER °
e Config Preview oy F
Home

Fiiter by atuibutes

Manas
2 Switch Name 1P Address Role Sarial Number Fabric Status Panding Config Status Description  Progress Resync Switch
FE-SLF2 101152 Leat FLM283801WN @ in-symc 0 Linos n-Sync — Resync
Analyza
° 10.115.90.54 Leaf @ n-sync 0 Lines n-S — Resync x*
Adenin -
FE-LF2 101159 Leaf FLM28¢ @ in-syme 0 Lines n-Sync — Resync ®
[
a
FE-LF1 Leat FLM2B40 @ in-syme 0 Lines n-Sync cm— Resync
Border Gateway
FE-SP1 10.115.80.50 Siina b FDO285302HM @ n-syme OLines — Resync
Spine
rder Gateway
FE-SP2 10115.90.51 Pofiier e FDO285302Ka @ in-sync 0 Lines n-Sync — Resyne

Spine

Cisco Nexus Backend Fabric Setup

In this setup, the Nexus Backend Fabric consisted of 2 spine and 2 leaf switches. This fabric was cabled
according to Table 4. The fabric switch details are listed in Table 18.
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Table 18. Backend Fabric Switch Details

BE-LF1 Leaf 10.115.90.58 10.4(5) Cisco Nexus 9332D-
GX2B

BE-LF2 Leaf 10.115.90.59 10.4(5) Cisco Nexus 9332D-
GX2B

BE-SP1 Spine 10.115.90.60 10.4(5) Cisco Nexus 9364D-
GX2A

BE-SP2 Spine 10.115.90.61 10.4(5) Cisco Nexus 9364D-
GX2A

Physical Connectivity

Note: Follow the physical connectivity guidelines in the Connectivity Design section.

Initial Configuration of Switches

The following procedures describe this basic configuration of the Cisco Nexus backend fabric switches for
use in the solution. This procedure assumes the use of Cisco Nexus 9000 10.4(5), the Cisco suggested
Nexus switch release at the time of this validation.

Procedure 1. Set Up Initial Configuration from a serial console

Step 1. Set up the initial configuration for each backend fabric switch as listed in Table 18.
Step 2. Configure the switch.

Note: On initial boot, the NX-OS setup automatically starts and attempts to enter Power on Auto Provisioning.

Abort Power On Auto Provisioning [yes - continue with normal setup, skip - bypass password and basic
configuration, no - continue with Power On Auto Provisioning] (yes/skip/no) [no]: yes

Disabling POAP....... Disabling POAP

poap: Rolling back, please wait... (This may take 5-15 minutes)

---- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]: Enter
Enter the password for "admin": <password>
Confirm the password for "admin": <password>
Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]: Enter
Configure read-only SNMP community string (yes/no) [n]: Enter
Configure read-write SNMP community string (yes/no) [n]: Enter
Enter the switch name: <nexus-hostname>
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]: Enter
MgmtO IPv4 address: <nexus-out_of band mgmt0-ip>
Mgmt0 IPv4 netmask: <nexus-mgmtO-netmask>
Configure the default gateway? (yes/no) [y]: Enter
IPv4 address of the default gateway: <nexus-mgmtO-gw>
Configure advanced IP options? (yes/no) [n]: Enter

Enable the telnet service? (yes/no) [n]: Enter
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Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsal: Enter

Number of rsa key bits <1024-2048> [2048]: Enter

Configure the ntp server? (yes/no) [n]: Enter

Configure default interface layer (L3/L2) [L2]: Enter

Configure default switchport interface state (shut/noshut) [noshut]: Enter
Enter basic FC configurations (yes/no) [n]: n

Configure CoPP system profile (strict/moderate/lenient/dense) [strict]: Enter

Would you like to edit the configuration? (yes/no) [n]: Enter

Step 3. Review the configuration summary before enabling the configuration.

Use this configuration and save it? (yes/no) [y]: Enter

Step 4. Repeat this configuration for all switches listed in Table 18.

Deploy BE Cluster

Procedure 1. Deploy BE Cluster

Step 1. From a web browser go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

€ 5 C @ ©NotSecure hitpsif/10.115.90.21 Q% e @D 9 13 O

Temp-Read B4-C885 OAl-Use-Cases AVCC Learn §f ngu-parlilioning—g... [ InterCloud [ Teols [ InterCloud-DC » [ All Bookmarks

'I )& 4 =
et K Al
o . > cisco
-~ ' Bre®
| .:’
Welcome to

Nexus Dashboard

Version 4.1(1g)

Usemame

| admin ‘

Password

[rnenes show |

Step 2. Go to Manage > Fabrics.
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USTER Fabrics  Fabric groups
~
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staty
Manags
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Q
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Step 4.

tets Nexus Dashboard

+ Fabrics

Create/Onboard Fabric

~

Home

o Select a category
en

R LAN fatek

category

| Selecta

Selsct if yo
X @ Create new LAN fabric
Mansge

Select Create Fabric from the drop-down list.

Q O ® | Q sdmin

What is a fabric?

nfiquratic

c. Learn more

Saloct this
Q
Analyze

sption to provision a naw network campris

ng af Cisco N

Y5-XE, 10S-XR, andior 3rd party d

rraugh Nexus Dashboard.

) Onboard existing LAN fabric
°
Admin

onboarding yaur APIC chist

Cancel

Step 5. Select Create a new LAN fabric.

Step 6. Click Next.
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£ Routed
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Step 7. For the Backend (E-W) Al/ML fabric, select Al > Al VXLAN EVPN to manage and setup a high-
speed 400GbE/800GbE fabric for GPU-to-GPU connectivity.

Step 8. Click Next.

‘dses’ Nexus Dashboard Q0 @ Q umn
oy & Fabrics
APOD-ND-CL Create/Onboard Fabric Whatis a fabric?
USTER
~ z
@ Select a category Settings
Home Create aw LAN fabrc These are the recommended settings for configuring the parametecs and capabiities of the naw fabric.
Configuration mode
b4 @ Seloct atype B
S5 % @ Defaut () Advanced
hex: - -
Name * - -
Q o Settings | meOD-BE-FABRIC %E@&
au | |
Andyze
Location*
54 -t - -2
3o | Reseign, us i - - p2d bd
Admin
BGP ASN™
| 5200 ; R
Fabric type Al Dala Center VXLAN EVPN - iBGP
4294967285 |

e
Cance =) 23
Step 9. To configure the Backend (BE) fabric, under Configuration Mode, specify the following:
o Leave the radio button enabled for Default.
« Specify Name, Location, and BGP ASNH.
« Select one of the Licensing options for the fabric - click the ? icon to get more details on the options.

o (Optional) Enable Telemetry feature.
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Step 10. Enable the radio button for Advanced in the Configuration Mode section to see additional
configuration options for the fabric.

Dashboard

© Fabrics
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() selecta categary
= omat Thass are the recommendad settings for confiquring the parameters and capabilities of the new fabric

1 v | A Tair
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3 () seiectatype b
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A, " () petauit @ dvanced
Name * b b4

" Settings =S —
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| Rateign, us [ ¢
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| as200

£29496729% | 1-6°

Al QoS & Queuing Policy

006 v

License tier for fabric

() Essentials () Advantage (@) Premier
Enabled features

Telematry @

Talomotry collection

() out-af-band @) In-bund

Telemetry streaming via

® pvs (O IPve

Telemetry VRF *

| deraut |

Telemetry source Interface

| loopbickd [

Security domain* ()

| al v

—
Cancel l LR Noxt

Step 11. Verify QoS and Telemetry settings reflect your setup.
Step 12. In the Advanced Settings menu, select the Resource tab.

Step 13. Click Next.
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Step 14. Change the IP address for this fabric from the default values to prevent overlap with frontend
fabric, also managed by the same Nexus Dashboard. For this CVD validation, the first octet was changed
from 10 to 20. The Backend fabric is isolated from other networks with no external connectivity so it could
be kept as frontend but there will be alerts and warnings on Nexus dashboard, so the change is primarily
done for this reason.
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Switch Loopback DHCP Scope End Address
Enable AAA Config

Bootstrap Freeform Config

Lisabled

Cancel

Step 17. Review the Fabric Summary settings.

Click Submit.

Step 18.

o) D

A ¢ Fabrics
o Create/Onboard Fabric
USTER
o s 3 &
(1/) Select a category Fabric creation
Homa. c cw LA fabre
% N
X () setectatype
Pharingw A
o
a (&) Sellllngs
Avaeosd
Analyze
f %,
() Advancad settings
°
Admin
)
() summary

© Foniccreston |

Cancel

Step 19.
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Wait for the Fabric creation to complete.

(

Craating fabric

What is a fabric?

B8 'fyou close the session, weur fabric will still te creates. You can access it any time in the Managa — Fabrics section, whare you can add
switches 10 It oy cicking on the Actions menu and then on Add Switches.

Page 137 of 272



Q 0 ® Q smn

+ Fabrics

RS Create/Onboard Fabric Whatis a fabric?

usTER

Home All done!

The has successfully bean

a5 from Managa > Fabrics > Actiors by clicking 'Edit Fabric Settings'

VETRELLEEMEIEN | Add switches to fabric | Creste another fabric

Step 20. Click View Fabric Details to see the dashboard for the newly created BE Fabric.

Nexus Dashboard Q L ® | A sdmin
AIPOD-BE-FABRIC retresh [ view intopotosy | () X
AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Confi ion policies i Advisories Integrations History
~
Home Anomaly level @ Healthy Advisory level @ Heanhy Recent activity View all
No ancmalies found No aavisories found
Enabled telematry an AIPOD-BE-FABRIC &y aamin
X 2 minutas age
Manage Fabric created successiully: AIPOD-BE-FABRIC by admin
General 0 minutes age
a Fatric nama Typa
Analyze AIPOD-BE-FABRIC AIVXLAN EVPN - iBGP
Inventory View hardwsre resources  View capacity
Licenss lier BGP ASN
do S Premiar 85200 %
Admin e B 0 Switches 054 0 VP pairs o) 0 Gther devices )
Security domain Fabriz graup
i - N/A
- e
Config-syne status Deployment status ~
A itk Interfaces () Physical @ Al View interface statistics
<—[ @ na © Ensbled
0 total
Talemetry status Telematry
& WA In-band 1PvA © Ensbled  APOD-NO-CLUSTER
Swilches saftware varsian Fakric bugs B Up ol B Down ()@ M Admindoan(0) - NA ()
N/A Show more
Connectivity
Active Endpaints L3 neighi:ars Inter-fabric
Analytics summary 0 0 0
Conformance Congestion
Unavallable & Unavailable & Segmentation and security
VRFs Securily greups Networks
Traffic analytics 0 0 O

Not Enabled

Energy Management

Navigata tc tha Enargy Managamant paga 1a ganerate a roport

External traffic (Last 7 days)

Step 21. Select Manage > Fabrics and then select the BE fabric. From the Actions drop-down list, select
Edit fabric settings. Select the Fabric management tab and the Manageability tab underneath. Add the NTP
Server IPs and the NTP Server VRF (management) and click Save.
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Nexus Dashboard

P Edit AIPOD-BE-FABRIC Settings >
AIPOD-ND-CL . .
USTER General Fabric management Telemetry External streaming
— General P -] ication wPC P 1 ity Ad d Freeform Resources Manageability Bootstrap Configuration Backup Flow Monitor
Home D Inband Management
Manage switches with only Inband connectivity
¥
- DNS Server IPs
Manage
[ 1oms.801231015.90124 ]
Ci tof IP Ag 6)
Q
Analyza DNS Server VRFs*
[ management
— One VRF for all DNS servers of a comm. st of VRFs
Admin
NTP Server IPs/Hostnames
[ 10101.217.202,10.81.254.202,72.163.32.44 ]
Comma separated list of IP addresses (vd4/v6) and/or hostnames
NTP Server VRFs*
[ managemany ]
ne VIRF for all NTP servers or a comma separated list of VRFs, one per NTP server

Syslog Server IPs/Hostnames

AAA Freeform Config

€ : >
s (D

Step 22. Select the Freeform tab and optionally enter the info shown in the screenshot modified for your
timezone. Click Save.
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Q Q ® | A admn

‘tuds' Nexus Dashboard

Edit AIPOD-BE-FABRIC Settings x
v
AIPOD-ND-CL : .
USTER General Fabric management Telemetry External streaming
o General Parameters  Replication vPC  Protocols Security Advanced Freeform Resources ity p Config ion Backup  Flow Monitor
fome Leaf Pre-Interfaces Freeform Config
- clock timezone EST -50
./\ clock summer-time EDT 2 Sunday March 02:00 1 Sunday November 02:00 60
Manage
Q
Analyze
o
Admin
Additional CLIs, added before interface configurations, for all Leals as captured shor < rat)
Spine Pre-Interfaces Freeform Config
clock timezone EST -5 0
clock summer-time EDT 2 Sunday March 02:00 1 Sunday November 02:00 60
Additional CLIs, added before interface configurations, for all Spines as captured fro Cor a3
ToR Pre-Interfaces Freeform Config
»

4
Cancel m

Procedure 2. Add Spine and Leaf switches to the BE Fabric

Step 1. If you want to add switches without a reload, go to Manage > Fabrics.

‘st Nexus Dashboard Q Q ® K amn

Fabrics Refresh
APOD-ND-CL
USTER Fabrics Fabric groups
Fay
Homa Filter by attributes
X " ) ) . Create faoric
’ Name Type Anomaly level Advisory level License tier
Manage Edit fabric sattings
- -BE- % VPN - iBGP Heatt Health:
(®) AIPOD-BE-FABRIC Al VXLAN EVPN - iBG @ Healthy L ¥ Premier Delete fabric
Q =
Analyze (O AIPOD-FE-FABRIC Data Center VXLAN EVPN - IBGP © Healthy © Waming Premier
‘o
Admin

Step 2. From the Actions menu, select Edit Fabric Settings.
Step 3. Click Fabric Management > Advanced tabs and scroll down to find the field for Add switches
without Reload and change setting to Enable. Click Save.
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Step 4. In the Warning message, click Got it.

A Warning

Please perfarm “Recalculate and deploy" if there are any switches in

the fabric prior to Deploy.

Step 5. From the Manage > Fabrics view, click the BE fabric name to add switches to the fabric.

AIPOD-BE-FABRIC
Edit fabric settings
Overview y Co ivi and ity C policies i Advisorles Integrat|
S— Ada switches
3 Recalculate and deploy
Homeo Anomaly level @ Healthy Advisory level © Healthy Recent activity ) ew all
. S A Configuration >
No anomalies found No advisories found
‘K Flbtfc updated successfully: AIPOD-BE-FABRIC by & Monitoring N
b 11 minutes ago
Maisgy Enabled telometry on AIPOD-BE-FABRIC by agmin | Maintenance >
General S4p 23,2025
Telemetry >
Q Fabric name Type Fabric created successfully: AIPOD-BE-FABRIC by ad
Anatyze AIPOD-BE-FABRIC AIVXLANEVPN - Sepagadad
iBGP
License tier
do Fremior BGP ASN Inventory View hardware resources  View capacity
Admin 85200
Security domain
all Fabric group 0 switches = 0 VEC pairs )
N/A
Caenfig-sync status
Deployment status.
NA
e © Enabled 0 other devices ey
Telemsatry status
© NIA In-bana 1Py Talemetry
© Ensbled  AIPOD-NE-
CLUSTER Interfaces () Physical @ All View interface statistics
3 3 2 0O total
Switches software version Fabric bugs o
N/A Show more
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Step 6. Click Actions > Add switches. Specify the following:
o SeedIP
o Username and Password
o Number of hops

« Uncheck Preserver Config

“tsce’ Nexus Dashboard Q L ® | Q amin
Add switches - Fabric: AIPOD-BE-FABRIC X
AIPOD-ND-CL Switch Addition Mechanism*
g @ Discover
o
Home Seed Switch Details
Seed IP*
K
’ | 10m5.80.4
Manage
o Ex:*2.2.2.20° or *10.10.30,40-60" or "2.2.2.20,
Q 22227
Analyze
Authentication / Privacy*
-
do | mos g
Admin §
Username* Password* -
s
‘ admin 1| seeesses Show ‘ o
g a
Max Hops* j Set as individual device write cradential

[

Preserve Config

o Unchecking this will clean up the configuraticn on switch(es)

Step 7. Click Discover Switches.

Step 8. Click Confirm. Filter the discovered switch list as needed to view just the switches you want to
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&

Warning

All switch other than will be after import. Do you want to proceed?

e (D

Step 9. Select the switches to add to the BE Cluster.

@ Add switches - Fabric: AIPOD-BE-FABRIC b4
W
AIPOD-NO-CL Switch Addition Mechanism*
UsTER @ Discover
«®
Home Seed Switch Details
Fabric Switch Authentication Protacol Username
X[ AIPOD-BE-FABRIC 10.115.90.4 mdS admin
' Password Max Hops Preserve config
1 Disabled
Q 0 Set as individual device write @ bh
credential
Analyze
20 € Back
Admin
Discovery Results
Switch antaing BE Edit Clear All

B switchName Serial Number IP Address Model Version Status Progi &)
BE-SPZ FDO283618UU 10.115.80.61 NOK-C9364D-GX2A 10.4(5) .m
B se-Lr2 FLM28400117 10115.80.59 N9K-C93320D-GX2B 10.4(5) @ Manageable
- BE-SP1 FDO2834008X 10.115.90.60 NOK-CI364D-GX2A 10.4{5} o Manageable
. BE-LF1 FLM2840035L 10.115.90.58 N9K-CA332D-GX2B 10.4(5} [ ) Manageable

Step 10. Click Add Switches.
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ek’ Nexus Dashboard

Add switches - Fabric: AIPOD-BE-FABRIC X
AIPOD-ND-CL Switch Addition Machanism*
eyen @ Discover
o
Home Seed Switch Details
Fabric Switch Authentication Protocol Usernams
X AIPOD-BE-FABRIC 10.115.90.4 mdS admin
’
. Password Max Hops Presarve config
1 @ Dizabled
a — Set as individual device write
' cradential
Analyze
2 € Pack 2
3o Bag s
Admin §
" 3
Discovery Results =
2
Switeh Name centains BE Edit Clear ARl g
) switchName Serial Number IP Address Model Version Status Progress @
BE-5P2 FDO283613UU 10115,90.61 NSK-C9364D-GX24 ¥ 10.4(5) @ in Progress —_—
RE-LF2 FLMZB400117 10115.80.58 NSK-C9332D-GX2R 10.4i5) @ in Pragrass —
BE-SP1 FDO2834005X 10.115.90.60 NSK-CO364D-GX24 10.415) @ in Progress —
BE-LF1 FLM2840035L 101159052 NSK-C93320-GX2B 10.415) W in Progress —

Step 11. When the Status changes from Status to Switch Added, click Close.

Step 12. From the Manage > Fabrics, select the fabric and click Inventory tab.

Step 13. For each switch in the list, verify Role is correct.

‘ies: Nexus Dashboard Q Q ® Q admn
AIPOD-BE-FABRIC x
AIPOD-ND-CL
USTER Overview y C ivity ion and security  Configuration policies Anomalies  Advisories Integrations History
a Switches VPCpairs Other devices
Home
Filter by attritutes
X
M, - i i Add switches
g [) name Anomaly level IP address Model Contigration syno s
status
Cenfiguration >
Q
Anatyza BE-LF1 © Healthy 10.115.90.58 NOK-CO3320-5X28 o Discovery >
Set role
x
do BE-LF2 © Healthy 10115.90.58 N9K-CB3320-GX2B @na 2
Admin 3
&
) se-sm © Healthy 10115.90.60 NOK-C364D-CX2A LT 2
o
-]
[ se-sp2 © Haalthy 10115.90.61 NOK-CO264D-GX24 o Maintenance N
Delete switcn(es)

Step 14. To change the role, select the switch and then click Actions and select Set role from the drop-
down list.

Step 15. In the Select Role pop-up window, select the correct role from the list and click Select.
Step 16. Click OK in the pop-up warning to perform Recalculate and deploy to complete the change.

Step 17. Repeat steps 14-16 to select role for all switches in the fabric.
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dseo’ Nexus Dashboard Q L @ | K admin
; AIPOD-BE-FABRIC Rofrosh actions ~ D
APOD-ND-CL
USTER Overview y C Ivity and security  Configuration polici A I Advisories Integrations History
) Switches VPCpairs Other devices
Home
Fiter by attributes
X
Manage O Name Anomaly level 1P address Model :&r:::ulauun oyne Role &G
o) [ se-Le1 © Healtly 10.115.90.58 NOK-CO3320-GX28 o Leaf
Analyze
[j BE-LF2 © Healthy 10.115.90.59 NOK-CS3320-0X28 ®na Leaf
do E| BE-SP1 @ Healthy 10.115.90.60 NOK-CS364D-GX2A ®onn Spine
Admin
[:| BE-SP2 © Healthy 10.115.90.61 NOK-CS354D-GX2A ®na Spina

Step 18. Click the main Actions button and select Recalculate and deploy from the drop-down list. If it
says one is already in progress, wait a few minutes and repeat the steps.

us Dashboard

N AIPOD-BE-FABRIC Retresh | Viewintopology m X

AIPOD-ND-CL
USTER Ovarview y C Ity tion and security  Conflguration policies  Anomalles Advisorles  Integrations  History
3 Switches  VPC palre  Other devices
Hame
Fitar by attributes Actlons v
£ Recaiculating config on switches e~ 3
™ Configuration sync 3
Man, 1@
aga ] Name Anomaly [0V quuuy odsl Pl e Rolo 4@ E
- 20% - Generating Spine Configuration s
Q [ serm © Healthy IK-083320 GXaA N Leat g
Analyze =
{] Be-tF2 © Healthy #K-C933 28 Sna Lt
do ] se-sm © Healtty 10158080 INUK-CO364D-GX2A LA Spine
Adrnin
E\ BE-SP2 © Moolthy. 10.115,20.61 NBK-CO3640-GX2A o na Spine

You should see the Fabric as Out-of-sync with some Pending Config (lines of config) changes from the
recalculation as shown below:

b Newus D. 33 Q Q ® Q admin
& Deploy Configuration - AIPOD-BE-FABRIC X
>
APOD-ND-CL _
USTER o z
a~ Canfig Preview Deploy Progress
Home
» (sesme) 3
Manage
iz SwitchName  IP Addrass Rola SerialNumber  Fabric Status Ponding Config U Progress Resync Switch & i
Description ¢
£
S a
i BE-LF2 10115.90.59 Leaf FLM28400117 @ Out-Of-Syac 420Lines Cut-of-Sync — Ragyie
do BE-LET 10115.9C.58 Leat FLM2840035L @ out-0f-Sync 420 Lines Out-of-Syne — Resync
Admin
BE-SP1 10115.90.60 Spine FDO263400SX @ Out-Of-Sync 509 Lines Cut-of-Sync — R8T
BE-5P2 10.115.90.61 Spine FDO263618UU @ Out-of-Sync 509 Lines Outof-Sync — RéSyC
- D

Step 19. Click the Pending Config lines for any of the switches to view the exact changes that will be
deployed. Click Close.
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Step 20. Click Deploy All.

‘its’ Nexus Dashboard Q Q ® Q admin
Deploy Configuration - AIPOD-BE-FABRIC G
AIPOD-ND-CL
USTER < —
@ 2]
~ Config Preview Deploy Progress
Home
Filter by attributes )
X g
’ -]
Manage Switch Name 1P address Status Status description Progress @ B
s
=
Q BE-LF2 10115.90.50 @ success Depioyment complated. —— 9
Executed 419/ 418 a
Analyze
BE-LF1 10115.90.58 @ success Deployment completed —
o Executed 419 / 419
Admin
8E-SP1 Y 101150060 @ success Depiayment completad. ——
Executed 508 / 508
BE-SP2 10115.90.61 @ success Deployment completed

e
Exacuted 508 / 508

Step 21. When the configuration deployment completes successfully, click Close.

‘ies Nexus Dashboard Q Q ® 9 admin
AIPOD-BE-FABRIC Rotresn ((view intopoooy | ([N ¥
AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations History
o
Home Anomaly level @ Heatthy vel © Healthy Recent activity View all
No ancmalies found found
- Ci d for fabric AIPOD-BE-FABRIC by
X admin
Manage 0 minules ago
General c jon save action for fabric: AIPOD-BE-FABRIC by
Q Fabric name Type wainy
% minutes age
Analyze AIPOD-BE-FABRIC Al VXLAN EVPN - %
iBGP Successfullv set the role for switch BE-SP2 (FDO283618UU) to snine by admin
License tier
s Premier BOPASN Inventory View hardware resources  View capacity
Admin 65200
Security domain
all Fabric grovp 4 switches - 0 vpe pairs 3
N/A *
Config-sync status §
@ in-Sync Daployment status 2
© Enabled 0 other devices n g
Telemelry stalus S
© NotOK In-band IPvd Telemstry a
@ Enabled AFOD-
AR Interfaces (0 Physical (@ All View interface statistics
216 total
10.4(5) Show more
W Upi82) ™ Downi132) G) ™ Admindown {2) NA (0]
Analytics summary
Conformance Congestion Consctivity;
Unavallable & Healthy & Active Engpoints L3 neighoors Inter-fabric

0 0 0

Traffic analytics

Not Enabled 7 " A
Segmentation and security

VRFs Security groups Networks

Energy Management o o 0

INavigate to the Energy Managemant page to generate a report

Procedure 3. Review fabric state and upgrade software as needed

ND may identify issues in hardware, connectivity, software and so on, reflected by the Anomaly level. To
view the flagged anomalies, go to Anomalies in the top menu bar. Address each anomaly to prevent issues
later, either by resolving them or acknowledging them.

Step 1. Review the Advisories and resolve or acknowledge them.
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Step 2. Evaluate and upgrade to the most current Cisco recommended Nexus OS release.

The BE fabric is now ready for connecting to UCS GPU nodes to enable GPU-to-GPU communication
across the BE fabric.

Modify QoS Policy on BE fabric

Assumptions and Prerequisites
Assumes that you have selected the Al Fabric template with default QoS policy enabled. This section will
modify this default policy for the software version used in this CVD.

Setup Information

Table 19. Setup Information for BE Fabric QoS

Parameter Type Parameter Name | Value Parameter Type / Other Info

QoS Policy Template

Default/Original Policy Template Name 400G | Al_Fabric_QOS_400G

New Policy Template Name AIPOD-BE-QO0S-400G

PFC MTU 9216 Default for this release: 4200
Bandwidth Percent for ‘c-out-8qg-q3’ 90 Default = 50

Bandwidth Percent for ‘c-out-8qg-qg-default’ 90 Default = 50

Deployment Steps
To change the QoS policy deployed in the backend fabric, follow the procedures below using the setup
information provided in Table 19.

Procedure 1. Create new template from default QoS policy template

Step 1. From a web browser go to Cisco Nexus Dashboard. Use the management IP of any node in the
ND cluster. Log in using admin account.

Step 2. Go to Manage > Template Library.
Step 3. Filter on ‘QOS’ in top search bar.

Step 4. Select the default QoS policy that was applied when the BE fabric was deployed using the
default Al fabric template.

Step 5. Click Actions.

Step 6. Select Duplicate template from the drop-down list.
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a0 ® | Q amn

Template Library Refresh
AIPOD-HD-CL
USTER
Mama contains qos Edit Claar All
)
Create new lemplals
Home B Hame 4 Supported L SubType  Modifisd Tags ipti
Platforms . -
Ediil template properls:
o4 =0 =]
X ..,,-’Is.teln; oil‘;k Ediit. templatz content
REIR [ AlFaorc_oos_100G MEK POLICY DEVICE Z025-UE-08 05:01:58 qos_amL PO
with FRG and| - pualicate template
pfeﬂﬂrrlnﬁn'.
Q De ate template
Analyza Syslom Qus
: Impert
() &l Fabric 003 258 MSK FOLICY DEVICE 2025-08-08 05:01:58 T8 AINL -‘:m]:--* . mper
o predarinant{ Impert as 7ip
Admin .
System Qog § Impart fram gt
AlFabric_QOS_400G MK POLICY DEVICE 2025 0508 0507158 QoS _AIML ::'l"hc;iir:‘g; Expart
predaminanty g0 o
System Qo3 Marking and Queuing
D Al_Fabric_QO5_8000 MGk FOLICY DEVICE 2026-08-02 05:01:52 QosS_AIML
predomrinanty 2000 up inks
1114 Rows Selecled Rows per page [ 25 v ] 1| 2 »

Step 7. In the Template Properties section, specify a new name for the QoS policy template.

el N PEELENG
ahe Duplicate template b4
AIPQD-ND-CL
USTER Template Namea*
" o Tomplate Properties ‘ [ AIPOD-BE-QO5- 400G J
Hatme Description
2 System Qo3 Marking and Queuing pelicy fer N9K Cloudscale Serles HW
K with PFC and ECM for systams with predominantly 400G uplinks
Manage
Tags
Q l QoS_AIML % l -§
Analyze %
Supported Platforms* 3
e
M;ﬂ [ wk (] wak [) M3s00 (] M5K [ | N5500 [ | NS6OO0 g

[] wek ) now @ wek [) mos ] voc [ Nek-sooov
[7] 1os-xE [] 105-XR [ Others [_] All Nexus Switches

Template Type*
[ POLICY . ]

Sub Template Type*
[ CEVICE - ]

Content Typa*
[ TEMPLATE_CLI - ]

Step 8. In the Template Content section, modify the bandwidth percent for two queues: c-out-89-q3
to 90 and c-out-8g-q to 10. Scroll down and change PFC MTU to 9216.

Note: Bandwidth Percent for the above queues can be adjusted as needed for your environment.
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@(IsMandatory=false, DisplayName="Disable Watch Dog Interwal")

boolean DISABLE_WATCHDOG_INTERVAL {
defaultvalue = false;
b

@(IsMandatory=false, DisplayMame="Default queus MTU")
integer DEFAULT_QUEUE_MTU {

defaultValue = 9216;

b

@ IsMandatory=false, DisplayMame="WRED Min BW Threshold for AI 400G",

Section="Hidden")

integer AI_QOS_400G_MIN_BW {
defaultValue=950;

b

i

Hitemplate content

class-map type gos match-any ROCEv2
match dscp 26

class-map type gas match-any CNP
match dscp 48

policy-map type gos QOS_CLASSIFICATION
class ROCEvZ
sel gqos-group 3
class CNP
| set gos-group 7
class class-default
sel gos-group O

policy-map type queuing QOS_EGRESS_PORT
class type queuing c-out-8q-gb
bandwidth remaining percent @
class type queuing c-out-8g-g5
bandwidth remaining percent @
class type queuing c-out-8gq-q&
bandwidth remaining percent @
class type queuing c-out-8g-g3
bandwidth remaining percent 90
if($$AI_00S_400G_MIN_BWES = "") {

random-detect minimum-threshold 15@ kbytes maximum-threshold 3800 kbytes

drop-probability 7 weight @ ecn
4

else {

random-detect minimum-thresheld 95@ kbytes maximum-threshold 3800 kbytes

drop-probability 7 weight @ ecn
}
class type queuing c-out-8g-g2
bandwidth remaining percent @
class type queuing c-out-8g-gl
bandwidth remaining percent @
class type queuing c-out-8q-g-default
bandwidth remaining percent 10
class type queuing c-out-8g-g7
priority level 1

policy-map type network-qos qos_network
class type network-gqos c-8g-ng3
pause pfc-cos 2
mtu 9216
class type network-gqos c-8g-ng-default
mtu $$DEFAULT_QUEUE_MTU$S

if ($$DISABLE_WATCHDOG_INTERVAL$S = "true") {
}

else {

priority-flow-control watch-dog-interval on

}

system gos
service-policy type network-gos gos_network
service-policy type queuing output QOS_EGRESS_PORT

i
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Step 9. Go to Manage > Fabrics. Select the BE fabric from the list and click on the BE fabric name.

Step 10. Navigate Actions and Edit Fabric Settings from the drop-down list. In the General tab, select
the new QoS policy template from the drop-down list for Al QoS & Queueing Policy.

"ol Nexus Dashboard Q Q ® | K admin
- Edit AIPOD-BE-FABRIC Settings X
Alng;:ﬁ_c" General Fabric management Telemetry External streaming
s Name *
Home
\, Type
Manage
Location*®
Q [ Raleigh, US ]
Analyze %
o
Overlay routing protocol 3
>
< s
Admin s
BGP ASN* I
[ 65200 ]

Al QoS & Queuing Policy

l AIPOD-BE-QOS-400G v J

License tier for fabric @

(O) Essentials () Advantage (®) Premier
Enabled features

B Telemetry @

Telemetry collection

Cancel

Enable GPU-to-GPU Networking between UCS GPU nodes across BE Fabric
Assumptions and Prerequisites
Setup Information

Table 20. Setup Information for GPU-to-GPU networking across BE Fabric

Parameter Type Parameter Name | Value Parameter Type / Other Info

BE Network

Network Name BE-MLPerf_VNI_33590
Layer 2 Only Enable checkbox
Network ID 33590
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Parameter Type Parameter Name | Value Parameter Type / Other Info

VLAN ID 3590
VLAN Name BE-MLPerf_VLAN_3590
Interface Description BE-MLPerf_VLAN
Ports Connecting to UCS Servers Assumed to be same on all leaf switches
Interface List Ethernet 1/1-8
Port type Access port (int_access_host) Default = trunk port
(int_trunk_host)
Enable port type fast Enable checkbox
Deployment Steps

To enable GPU-to-GPU network between UCS GPU nodes across the backend fabric, follow the
procedures below using the setup information provided in Table 20.

Procedure 1. Configure ports going to UCS GPU nodes

Step 1. Filter the relevant interfaces going to UCS GPU nodes.

Step 2. Select the ports. Click the second of two Actions and select Configuration > Shutdown from the
drop-down list to administratively shut the ports going to UCS GPU nodes.

Q Q @ | 2 admin

AlIPOD-BE-FABRIC Retresh | View intapolagy X
AIPOD-KO-CL
USTER Overview Inventory Connectivity Segmentation and security  Configuration policies grati History
= Intarfaces  Interface groups Links  Routing policies L3 neighbors  Endpoints  Rowtes  Inter-fabric  Flows  Virtual Infrastructura
Hurme
X Operaticnal status == Up Switch cantains BE-LF Policies == int_trunk_hst Saced == 2DDGE Edit Clear Al
Managa =
B interface Switch Admin Operational g oson Palicies Overtay e
status status . X
Edit canfiguration
a —_—
Analyze Etharnat1f1 BE-LF1 T Up T e ak int_trunk_hest | Creats subnterface Canfiguraticn » |
Interface greug H
o Ethernet!/2 BE-LF1 T up T Up ak int_trunk_host
Maintenance 3
Admin
B Ethemati/s SE-LF1 T up A up ok int_trunk_host | Previsw Bulk actions ’ -
- 2
Deploy &
Ethernetlfd BE-LF1 T up T up ak int_trunk_host - & i
Ho shutdown e
Shutday &
B cthemen/s BE-LF1 1 e 1 up ok int_trunk_host utdewn - &
Ethernat!f& RE-LF1 T up T up ak int_trunk_host 1
B Ethemety7 BE-LF1 T up T up ak Int_trunk_host NA [ 1}
Etharmeti/& BE-LF1 T up T up ak int_trunk_host MA L 1
Ethernet1f1 BE-LF2 T up T ue ak Int_trunk_host NA { 11
Ethemnatl/2 BE-LFZ T up T up ok int_trunk_host & -
Ethernet!/3 BE-LF2 T up T up ak int_trunk_host NA [ 1}
B Ethemetia BE-LF2 T up T un ok int_trunk_host NA [ T
16/17 Rows Selected FRows per page
h
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Step 3. Select the shutdown ports. Click the second of two Actions and select Edit Configuration to
configure all ports going to UCS GPU nodes.

Q0 @ | K s

AIPOD-BE-FABRIC Refresh B <

APOD-ND-CL 25 5 » & i Gy " " g ¥ o
USTER Overview Inventory Connectivity Segmentation and security C g policies A History
a Interfsces  Interfacegroups  Links  Routing policies L3 nei Routes fabric  Flows  Virtual Infrastructure
Home
.\ Admin statug == Dowa < Paticias M _host Edit Clear ANl
¢
Manage Create interface
Admin Operational i
Interface Switch i Reason Policies Overlay notwork
status status
Fait
Q Administrativen
A tratively i
y: fd Ethemet11 SE-LF1 Down Down int_trunk_host NAa Confiqurstion >
Analyze (] ! = v ¥ down s iile
“ g Intartace group >
10 Ethemetif2 BE-LFI 4 bown Loown  COMMETENEN oy trunk_host A
down Mantenance >
imin
Administratively
Ethemet1/3 SELF1 4 own Goown ISR Int_trunk_host A Btk actoms 5
o
Delate 3
Administrativery o
Ethernati/a SE-LF1 L town LOoun  AOMINEHENEN e trunkhost A WSy i é
]
Administratively e
Ethernetl/5 SE-LF1 L Don J Down S int_trunk_host NA @ In-Sync | o
down A
Administrativery
Ethernet1/6 SE-LF1 4 pown  own i S int_trunk_host A @ in-syne 1
- Edrinist :
Ethernet1/7 BE-LF1 & Down & Down o int_trunk_host N& @ in-sync |
doven
Administratvely
Ethemet1/8 SE-LF1 J Down 4 Down S e, int_trunk_host N @ In-sync |
Administratvely
Ethemat1f1 BE-LF2 L Down g T int_trunk_host N @ in-sync |
don
Administratively
Ethernet1/2 SE-LF2 4 Down 4 Down d:f'"n' NEY Int_trunk_host NA @ In-syne |
Ethemati/2 BE-LF2 L Down 4 Down ’;"’“'"""‘" i int_trunk_host NA @ in-sync \
down
Administratively
Ethemnet1/a BE-LFZ & Down & Down i :‘:‘s ke int_trunk_host NA @ In-Sync |
)
Ethernati/s SE-LF2 & bown Loown  AOMINSTENER i grunkhost WA ® in-sync !
76/16 Rows Selsctes Rows per page | 100 ~ I E]

[ S

Step 4. Configure the first port going in the above list.
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Q Q @ | K sdmn

Edit interface(s) »
AIPCD-ND-CL
USTER 10f 16 Selected Interface(s) :
Intarface
2 BE-LF1: Ethemett/1
Home
Palicy*
N int_trunk_host >
Managa. Attachments®
>
Q
Analyza Poile
do General Paramatars  Storm Control
Admin
Enable BPDU Guard*
(= .
3
Erabie sEanning-tiee BOJUGUSY: Uues ensbie), fyse="Uisenls, ro= et i3 defat seitrgs 2
3
Configura BPDU Filtar g
[ no | °
: : ™ 7 a
ol spanning-tiee oo fit, aa="(00n 16 ctault sarti s

Spanning-tree Link-type

[ avto ‘

acky 2 Ink 1yFe far SRANNIng 166 Fratoso use, deradt & auto

Enable Port Type Fast

Cagbhe spareing-lies sdge pot Lebavio

MTU*

[ jumbo

MU fer tha Trartace

SPEED"
[ huta [

Intariaze Speed

Trunk Allowed Vlans*

Aeseed vares: o, sl o wien ranges fex: 1200500 200030001

Step 5. Click int_trunk_host under Policy. In the Select Attached Policy Template pop-up window,
select int_access_host from the drop-down list.
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Select Attached Policy
Template

[Q Search Attached Policy Template

epl_routed_intf
Interface template for creating a routed port for
the Endpoint Locator (EPL) feature

int_access_host
Interface template for creating an access
switchport

int_dot1q_tunnel_host
Interface template for creating a dot1q tunnel
switchport

int_freeform
Interface template for an interface using freeform

Step 6. Click Select.

Step 7. Make any other changes as needed. Click Save and click Next until all ports have been
configured.

Step 8. Click Save.
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Nexus Dashboard

- Editinterface(s)

AIPOD-ND-CL
USTER

16 of 16 Selected Interface(s) :
Interface

BE-LF2: Ethametl/8

Policy*

Attachments*

O Network >
Policy Options
General Parsmeters  Storm Control

Enable BPDU Guard*

‘v trua

Enanla spanarg ran EpAUgLARY: trua- ¢

Configure BPDU Filter

g tree

Enabie Port Type Fast
Frabie spanning-tree cdgn ROt hahavia

MTU*

Jumea

MTU %ar 1he Intectace

SPEED*

Auto

ot

Access Vian

Step 9. Click Deploy.
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asco. Nexus Dashbo

Q Q 6 Q admin

- Deploy interfaces configuration X
v
AIPOD-ND-CL
USTER
~
Home Config preview Deplo
K
Manage
Filtar by attr
Q Fabric name Device name Interface Admin status Operation Status Pending config @}
Analyze
AIPOD-BE-FASRIC BE-LF1 Et etl)l & Dawn & bown 12 Lines
do
Admi AIPOD-BE-FABRIC BE-LF1 eti/2 & Down & Down 12 Lines
dmin
AIPOD-BE-FABRIC BE-LF1 Ethernet)3 & Down 4 Down 12 Lines
3
AIPOD-BE-FABRIC BE-LF1 Ethernet)/4 J Down J Down 12 Lines é
@
2
AIPOD-BE-FASRIC BE-LF1 Ethernetd/s & Down J Down 12 Lines o
o)
AIPOD-BE-FABRIC BE-LF1 Ethernet’ & Down 4 Down 12 Lines a8
AIPOD-BE-FABRIC BE-LF1 Ethernet/? J Down J Dawn 12 Lines
AIPOD-BE-FASRIC BE-LF1 Ethernet/a J Dawn J Cown 12 Lines
AIPOD-BE-FASRIC BE-LF2 Ethernet & Down 4 Down 12 Lines
AIPOD -BE-FABRIC BE-LF2 Ethernet)2 & Down J Down 12 Lines
AIPOD-BE-FABRIC BE-LF2 Ethernet1/3 & awn & bawn 12 Lines
AIPOD-BE-FASRIC BE-LF2 Etherneti/4 & Down & Down 12 Lines
AIPOD-BE-FABRIC BE-LF2 Ethern: & Down J Down 12 Lines
AIPOD-BE-FABRIC BE-LF2 Ethernet)/e & Dawn & Down 12 Lines
AIPOD-BE-FASRIC BE-LF2 Ethernet/7 4 Dawn 4 Down 12 Lines
AIFOD-BE-FABRIC BE-LF2 Ethernet /8 & Down & Down 12 Lines

16 items found Rows per page | 20 ~ ‘ 1

Depiay Cantfig

Step 10. Click the line count for each port in the Pending Config column to see the configuration being
deployed.

Pending config - AIPOD-BE-FABRIC - Ethernet1/1 - BE-LF1 X

Pending config  Side-by-side comparison

1 interface etherneti/1

2 no switchport trunk allowed vlan none
3 no spanning-tree port type edge trunk
4 ne switchport mode trunk

5 interface ethernetl/1

& switchport

7 switchport mode access

8 rtu 9216

9 spanning-tree bpduguard enable

18 spanning-tree port type edge

11 no shutdown

12 configure terminal

Step 11. Click Close.
Step 12. Click Deploy Config.
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“dscs’ Nexus Dashboard Q R @ | Q admin

AIPOD-BE-FABRIC Refresh X

AIPOO-ND-CL
USTER Overview y C ivity ionand security  Configuration policies Anomalies Advisories Integrations  History
A Interfaces  Interfaccgroups  Links  Routing policies L3 ncighbors  Endpoints  Routes Inter-fabric  Flows  Virtual Infrastructure
Homa
X
Manage " )
- k Admin Operational - 108 o
Interface Switch Reason Policies Overlay network ¢ &
u status status Y. =@
Q -
(7] ethernenint BE-LF1 T U T ok int_access_host NA
Analyze e
() Ethernetij2 BE-LF1 T up T up ok int_access_host NA
do
Adin [ Ethernenys BE-LF1 Tup Tup ok int_access_host NA
[[] ethernetisa BE-LF1 Tup Tup ok int_access_host NA
k]
[ ethernett/s BE-LF1 tup T ok int_access_host NA 2
&
(] Ethernot1ie BE-LF1 Tup Tup ok int_access_host NA ¢
2
D Ethernet1)7 BE-LF1 Tup T up ok int_access_host N& a
[ Etherenijs BE-LF1 Tup T up ok int_access_host NA
[C] ethernetij1 BE-LF2 1 up T up ok int_access_host NA
[ Eethernenj2 BE-LF2 Tup Tup ok int_access_host NA
[J Ethernetiia BE-LF2 T up T up ok int_access_host NA
[) Ethernenja BE-LF2 Tup ™ up ok Int_access_host NA
[[] Ethernetijs BE-LF2 up Tup ok int_access_host NA
[[J Etherneti/s BE-LF2 T up Tup oK int_access_host NA
() Ethernet1j7 BE-LF2 Tup Tup ok int_access_host N&
[ Ethernenjs BE-LF2 Tup Tup ok int_sccess_host N&

Procedure 2. Deploy L2 overlay network in the BE fabric for inter-node UCS connectivity

Step 1. From a web browser go to the Nexus Dashboard. Use the management IP of any node in the
ND cluster. Log in using admin account.

Step 2. From the navigation menu, go to Manage > Fabrics.

Step 3. Select the BE Fabric from the list and click the BE fabric name.

‘tstb” Nexus Dashboard

Fabrics Refresh
AIPOD-ND-CL
USTER Fabrics  Fabric groups
~
x
Home Filter by attrioutes 2
3
s
s c 3
onned o
K Name 4 Type Anomaly level Advisory level Uicense tler ASN B S
status 2
Manage Q
- a8
() AIPOD-BE-FABRIC Y AIVELAN EVPN - RGP © cntical © Waring Pramdar 85200 Tw
Q
aiivze () AIPOD-FE-FABRIC Data Conter YXLAN EVPN - iBGP © Haalthy © Waming Pramiar £5101 1 U
3o
Admin
2 items found Raws per page { 10 v ] E]
A P

Step 4. Go to the Segmentation and Security > Networks tab. To deploy the BE network on UCS nodes,
click the lower Actions button and select Create from the drop-down list.
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“duts’ Nexus Dashboard Q O @ | K sdmin

AIPOD-BE-FABRIC Retrosh X

v

APOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Confi ion policies i Advisories Integrations History
® Networks VRFs  Security groups  Security Security ati Protocol definiti L4-L7 Services
Home
% Filte by atrbules
Mai Creat
“ne \j Network name Network ID VRF name P Lo 2 Network status VLANID VLAN name s
gateway/prefix gateway/prefix
¥
Q 2
Analyze %
1
o)
e -]
Admin
Impert
No rows found
Step 5. In the Create Network window, specify the following:

o Network name.

« Enable checkbox for Layer 2 only or VRF name if it is a Layer 3 network.
o Network ID (or use default).

e VLAN ID (or use Propose VLAN for system to allocate).

o For a Layer 3 network, if VRF hasn't been created already, you have an option from this window to also
create a VRF (click Create VRF).
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' Nexus Dashboard Q Q ® | K admin
. Create Network b4
AIPOD-ND-CL Network name*
USTER
[ BE-MLPerf_VNI_33590 ]
* Layer 2 only
Home
VRF name*
o I ]
Manage
Network ID*
Q [ 33590 ]
Analyze
VLANID
o [ ==
Admin

Network template*

Default_Network_Universal >

Network extension template*

Default_Network_Extension_Universal >

Generate Multicast 1P gl

Ad

se click only to rride the default value!

[ Give feedback

IPv4 Gateway/NetMask

C )

example 192

IPv6 Gateway/Prefix List

example 2001:db8::1/64,2001:db9::1/64

VLAN Name
EE-MLPGH_\/LAN_SSQO

If > 32 enable 'system vian long-name' fo S, disable V

Interface Description

[ BE-MLPerf VLAN ]

MTU for L3 interface

[ 1
L

Step 6. Click Create to create the Layer 2 overlay network.

o Nexus Dashboard Q Q @ | K admin
" AIPOD-BE-FABRIC Refresh [ View in topology m X
AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integr:
2 Networks VRFs Securitygroups Security contracts  Security associations  Protocol definitions  L4-L7 Services 5%
Home §
°
Filter by attributes §
x ®
’ 2
o
Manage
o [CJ Network name NetworkiD VRFname 4 eve Helwork VLAN ID VLAN name & a
gateway/p.. gateway/p.. status
= () BE-MLPerf_VNI_33590 33590 NA O A 3590 BE
Analyze S MLPerf VLA

Step 7. Select the newly created network and deploy it on both leaf pairs. Click the lower Actions
button and select Multi-attach from the list.
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vl

csco Nexus Dashboard Q Q @ | K admin

AIPOD-BE-FABRIC —_—— X

AIPOD-ND-CL
| USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integr
1
x Networks VRFs  Security groups  Security Security jation Protocol definitions  L4-L7 Services X
Home E
2
Filter by attributes 2
K ]
’ 2
o
Mana: Pva IPv6 Net k Create I
= Network name NetworkID  VRF name 5 Y o a
gateway/p.. gateway/p.. status edi
it
Q "
Analyze BE-MLPerf_VNI_33590 33590 NA ®na Multi-attach
Multi-detach
0 Deploy
Admin
Import
1/1 Rows Selected Rows pe Export

Step 8. Select both BE Leaf Switches.

‘dseb’ Nexus Dashboard Q Q @ | Q admn
" Multi-Attach of Networks X
AIPOD-ND-CL
USTER 0 7 S
(1 )]
~ Select Switches Summary
Home f
Select Switches to attach all Selected Networks (1) é
¥ &
. . s
Manage Total No. of Attachment : 2 s
Filter by attributes A
Q 5 2 Peer Serial
Analyze Switch IP Address Serial Number Model Number Role VPC Peer Peer IP Number &
= BE-LF1 10.115.80.58 FLM2840035L N9K-C9332D-GX2B leaf
ol BE-LF2 10.115.80.59 FLM28400117 N9K-C9332D-GX28 leaf

= e
4

Step 9. Click Next. Select the row for the first switch and click Select Interfaces to select the interfaces
going to the UCS C885A nodes on that switch.

[N

el Nexus Dashboard Q Q ® Q admin
. Multi-Attach of Networks X
e
AIPOD-ND-CL
USTER
7 Select Switches Select Interfaces Summary
Home 3
o
Select Interfaces ]
Ay st b st 8
B Filter by attributes =
Manage g
Peer A
a D Network Name Switch Name Switch ToR Switches Interfaces List OO Action @
Name
Analyze

(]

BE-
MLPerf VNI33500 5 [ }
Admin BE- )

O Mipervnisaseo  PELF2 [ J seiectinertaces |
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Step 10. Select all ports on the first switch that connect to UCS GPU nodes.

ahd Nexus Dashboard Q O @ | A admn
Select Interfaces of BE-LF1 & BE-MLPerf_VNI_33590 D4
AIPOD-ND-CL
USTER
Filter by attributes
~
Interface/Ports SwitchName Channel Number Port Type Port Description Neighbor Info &
Home
-
Ethernet1/3 BE-LF1 NA access §
K T
’ Ethernetl/4 BE-LF1 NA access .§
Manage g
Ethernet1/5 BE-LF1 NA access g
Q Ethernet1/6 BE-LF1 NA access
Analyze
Ethernet!/7 BE-LF1 NA access
L] i Ethernet1/8 BE-LF1 NA access
Admin

8/18 Rows Selected Rows:parpage:; | 100¥ 2 2
9
.

[

Step 11. Click Save.

"dseh’ Nexus Dashboard Q Q ® | Q admn
. Multi-Attach of Networks 74
ey
v
AIPOD-ND-CL
USTER > = -
V) :o;
~ Select Switches Select Interfaces Summary
Home
3
Select Interfaces ]
T
X Filter by attributes Bulk Paste g
2
Manage b4
i [0
Network Name Switch Name pecpswitch Tul? Interfaces List O Action @ A
Name Switches
Q
Analyze BE-
- eth1/1-
MLPerf VNI_33590 BE-LF1 L*’( 8 ] Select Interfaces

‘o BE-
Admin MLPerfvNi_33ss0 obF2 [ ]

\ (o) () (2D

Step 12. Repeat steps 1 - 11 for the second leaf switch to select the ports going to the UCS GPU nodes
on that switch. (Repeat for any remaining leaf switches if you have more than two).

Step 13. Click Next.
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Q O @ | ,Q admin

ek Nexus Dashboard

. Multi-Attach of Networks

Ceaey
v

AIPOD-ND-CL
USTER S >\ 2=
< % o

Select Switches Select Interfaces Summary

Home
Summary
X

Manage

@ Give feedback

L]
B 2
o

Q

Analyze

() Deploy later

Admin
(®) Proceed to full switch deploy(recommended)

C) Proceed to individual network deploy

canes &
4

Step 14. Click Save.
Q O @ ‘ Qadmin

X

‘dutls Nexus Dashboard

. Deploy Configuration - AIPOD-BE-FABRIC

AIPOD-ND-CL
USTER ; °} ~

Deploy Progress

Config Preview

Home
k-
Filter by attributes w 2
v (Resync an) [
' g
Manage Switch Serial Pending Status Resync e
Fabri P G >
Name 1P Address Role Number abric Status Config Description rogress Switch @ ]
a a
Out-of-
Analyzs BE-LF1 10115.90.58  Leaf FLM2840035L @ Out-0f-Sync 86 Lines g;,.c — Resync
2 . Out-of-
L] BE-LF2 10115.80.59  Leaf FLM28400117 @ Out-Of-Sync 86 Lines Sync e—— Resync
Admin

Close Deploy All

4

Note: Pending configuration being deployed on leaf switches is included at the end as a reference.

Step 15. Click Deploy All.
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‘tieh’ Nexus Dashboard Q Q @ | K admin

. Deploy Configuration - AIPOD-BE-FABRIC D
ey
AIPOD-ND-CL
USTER
s Config Preview Deploy Progress
Home
-
o
Filter by attributes 2
X -l
’ g
Manage Switch Name IP address Status Status description Progress )] E
(7}
a8
Q BE-LF1 10.115.90.58 @ success E;‘:";’I’; '::;m ‘
Analyze " = Executed 86 / 86
) BE-LE2 10.115.90.59 @ success Deployment
do completed. Executed 86 [ 86
Admin

(oo ]
Step 16. Click Close.

Step 17. Click the network name and verify status is deployed.

(o} O admin
. Network Overview - BE-MLPerf_VNI_33590 [ Actions - LRI
AlPOnND:CL Overview Network Attachments VRF
USTER
-~
Network Info Network Status
Home
Network Name Netwc VRF name Status
3 BE- 33580 NA @ oepLovED
X MLPerf_VNI_33590
Manage
Fabric Name VLAN ID WERRDE E:
Q AIPOD-BE-FABRIC 3590 §
Analyze Template 2
Default_Network_E... s
(5]
do A
Admin = = S . g

Attached Roles Association
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cisco. Nexus Dashboard

- Network Overview - BE-MLPerf_VNI_33590 Refresh
o« I»
5
AIPOD-ND-CL Overview Network Attachments VRF
USTER
o
s Filter by attributes
Network . Configurat... . .
B [:] NetworkID  VLANID Switch Ports g Attachment Switchrole  Fabric name &
name status
Manage
BE- AIPCD- ™
33530 3590 BE-LF1 8 Ports DEPLOYED Attached leaf BE- &
Q D MLPerf_VMNI_3: ® FABRIC g
Analyze -.3-
BE- AIPOD- g
33530 3590 BE-LF2 8 Ports DEPLOYED Attached leaf BE- o
E] MLPerf_VMNI_3: L4 a
-} FABRIC
Admin
Step 18. Click the X in the top right corner to close this window.
Step 19. Filter the newly deployed network 16 ports. Verify the status of all ports.
Wl Nexus Dashboard Q Q ® | L admin
<. AIPOD-BE-FABRIC =
AIPOD-NO-CL
USTER Overview y Ci ivity g ion and ity Configuration policies A i Advisori i History
A Interfaces  Interfacegroups Links  Routing policies L3 nelghbors  Endpoints  Routes  Inter-fabric  Flows  Virtual Infrastructure
Home
Overlay network == BE-MLParf VNI_335580 Edit Clear All
X
Managa z :
D Interface Switch :::‘I: 3:;:"“"" Reason Policies Overlay network Sync status Anomaly level KA
9 — BE-
Analyze () Etherneti/t BE-LF1 T U T up ok int_access_host MLPerf VNI_33590 @ n-sync @ Healthy
fo [ Ethernety2 BE-LF1 T up 1 up ok int_access_host ZTPM—VNL”SQO ® n-sync © Healthy g
Admin &
k]
{] Ethernet1/3 BE-LF1 T up T up k. int_access_host ilEI:Porf,VNI,_sssso @ n-Sync @ Healthy g
[:[ Ethernet1/4 BE-LF1 ™ up T up 3 Int_sccess_host :‘EL-Pcrf,VNI,SSSQO ® n-Sync @ Healthy
|:\ Ethernet1/5 BE-LF1 T up T up ak Int_access_host :dEL;me VNI33590 @ n-Sync @ Healthy
.’::! Ethernet1/6 BE-LF1 T up T up 03 Int_sccess_host :AEL-PcrLVNLSSSQO @ n-sync @ Hoalthy
M & > BE- 7
(] Ethernet1/7 BE-LF1 T us Tup ok int_access_host MLPEH VIR 33860 @ n-sync © Hoatthy
p— » . BE-
(] Ethemet1/s BE-LF1 T up Tup ok int_access_host MUFSrf:NL33560 @ n-sync © Heatthy
[0 Eethemetin BE-LF2 Tue Tup ok int_access_host BMEL-PE"_VNI_3JEQO @ in-sync © Heatthy
16 items found Rows per page l 100 ~ ' [3

Step 20. Verify that ports on both switches are Up with an In-Sync status.
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VAST Data Cluster Configuration

This chapter contains the following:

CIMC IP_Configuration

Claim EBox Nodes on Cisco Intersight

Create Server Policies

Create UCS Server Profile Template

Derive and Deploy UCS Server Profile

Day 0 EBox Firmware Upgrade
VAST OS Installation

VAST Cluster Bootstrap

VAST Cluster Initial Setup and Validation

This chapter describes the step-by-step procedures to configure VAST Data Cluster on Cisco EBox nodes
built upon the Cisco UCS C225 M8 platform. The VAST Data EBox nodes are configured in Intersight
Standalone Mode (ISM).

The process flow illustrated below elaborates on the high-level steps to configure Cisco UCS C225 M8
server and install operating system:

Create Deployment

Configuration

« Identify VAST release

« Network configuration

« Rack and Stack

« Cabling

« |P allocation

« €225 M8 EBox SSD and
SCM drive slot validation

—

Cisco IMC
Confguration

| « Setup CIMC IP

« DNS and NTP configuration
« Verify connection to Cisco
Intersight

Cisco Intersight

confguration

« Claim EBox nodes on Cisco
Intersight

«» Create Server Policies

» Create Server Profile
Template

« Derive Server Profile

+ Deploy Profile on EBox nodes

» Day O Firmware Upgrade

0S Installation

« Install VAST operating System
+ OS Install through Intersight
= OS inslall through KVM
< 0§ install through USB

VAST Cluster Bootstrap
« Bootstrap YAST cluster

= Discover EBox nodes

= Install Cluster
+ Confgure Cluster

Note: VAST Cluster bootstrap (marked in blue) are a high level illustration and not part of this document. VAST
Cluster installation should always be executed under VAST SME guidance

CIMC IP Configuration

Note: CIMC IP configuration requires local access to the server nodes.

Procedure 1. Configure CIMC IP

Step 1.

Connect a USB keyboard and VGA monitor to the server using one of the following methods:

« Connect an optional KVM cable (Cisco PID N20-BKVM) to the KVM connector on the front panel.
Connect your USB keyboard and VGA monitor to the KVM cable.

Or

« Connect a USB keyboard and VGA monitor to the corresponding connectors on the rear panel.

Step 2.
Step 3.

Power On the Server.
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CISCO

Copyright (c) 2024 Cisco systems,

Inc.
Press <F2> BTNS Setun :

* <F6> Boot Menu : <F7>
Press <F8> CIMC Setup <F12> Network Boot -

Bius version : C225M8.4.3.5c.0.12
Platform ID : c2z2sMs e

Processor(s) AMD EPYC 3454p 48-Core Processor
Total Memory = 384 GB Effective Memory = 384 g8
Memory Operating Speed 4800 Mhz

Cisco IMC IPv4 Address : 0.0.0,0
Cisco IMC MAC Address : EC:F4:0C:96:E4:7E

Entering CIMC Configuration Utility ..,

) ViewSonic
ol P Py e

Step 4. The first time that you enter the Cisco IMC Configuration Utility, you are prompted to change
the default password. The default password is password. The Strong Password feature is enabled. Setup

CIMC User Details

(Press Enter to Save / Continue)
——————
Enter current C

Re-Enter new CIMC password

Step 5. From the Cisco IMC Configuration utility, edit the following details. The details are also
displayed the screenshot below with edits marked in red.

+ NIC mode to dedicated.
« Select IP (Basic) configuration.

Note: This CIMC IP should be taken from IP configuration table created in Cabling and IP configuration sheet

« Enter CIMC IP, prefix, gateway and Preferred DNS Server.
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o Select NIC redundancy to none.

Cisco IMC Configuration Utility Version 2.0 Cisco Systems, Inc.

*’k*MWMWW**W*WW*M*WW*M*W*mm*mﬂmmm**w*****mmm

NIC Properties
NIC mode
Dedicated:
Shared OCP:

Cisco Card:

NIC redundancy
None:
Active-stan
Active-act

VLAN (Advanced)

VLAN enabled:
VLAN ID:
Shared OCP Ext: Priority:
IP (Basic)

DHCP enabled

CIMC IP: 10.108.0.182

Prefi et: 255.255.255.0

Gateway: 10.10.0.254

Pref DNS Server: 0.0.0.0
Smart Access USB

Enabled [1] .
seieioioiloioloioioisikicicicisicioricioloiaioioloioicieickekekiokioiololoioiicioicioiolciololskicitiviciciiciniiiciolcibibiniololololoinioloiok
<Up/Douwn>Selection <F10>Save <Space>EnablesDisable <FS5>Refresh <ESC>Exit
<F1>Additicnal settings

Network settings configured

Step 6. Press F10 to save the configuration and exist During bootup, press F8 when prompted to open
the Cisco IMC Configuration Utility.

Step 7. When the configuration is saved, press ESC to exit the screen.

Claim EBox Nodes on Cisco Intersight
This procedure details how to claim Cisco UCS C225 M8 nodes on Cisco Intersight.

Procedure 1. Claim EBox Nodes on Cisco Intersight

Note: This procedure requires local access to the server nodes.

Step 1. Log into Cisco Intersight account. If this is the first time, create a Cisco Intersight Account. For
detailed steps, see: Cisco Intersight Account Creation.

Step 2. Open a web browser and enter Cisco IMC IP, log in with the username: admin and the
password as configured during CIMC configuration process.
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& English v

Cisco Integrated Management
Controller

C225-WZP29029IN1

UWIVNIM

show ||

Step 3. From the drop-down list, select Dashboard > Administration.

[ = IR > O & 101080177

s’ Cisco Integrated Management Controller OO 0@ A@® | ] Hmnenuz

©Q  Flease note: Intersight Infrastructure Services bicense 1s required with this
serverlgarn More,

Dashboard

Server Details KVM Console o @

Yokt Name st Name
UCS €225 MEN WZP29029TN1 10.308.0.177 C225-WZP29029TN1

105 V " ysoe .
GSFIDAT7-TE70-4F9A-86BE C225M8.4.3 5¢.0.1202241036 ECF40CIRETIC That Jun 19, 2025, 06:27:21 PM
BAD4529CI10F
f —— "
4.3(5.250007) urc

UCSC-C225-MaN =
Certificate Check

Chassis Status > Processors & Memory
Overall Server Status Moderate fout Overall DIMM Status Good ° 1 A
393216
48 X d
Power Suppiies Favk o Starage Status Good ° 4800
Theea
9% 0
"
Power State O . Temperature Goot & Fans Good ©
‘ 3932%
48
POST Completion Status Net-Complesed o Locator LED O . L =
150

Quick Actions

Step 4. From the navigation pane, click Device Connector and verify the connection of the node to
Cisco Intersight. As shown below, you need to update the DNS and NTP configuration to successfully
resolve Intersight domain name.
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Adminotrs

pote: Intersight Infrastructire Services license is required with this

Learn More,

o User Management

Device Connector

wliuh ;:
eisco  Cisco Integrated Management Controller

Networking

* Commumcation Services
N DoV Conechol 0 b onirlir et ssabies the T ST ——— — P
€ Secunty Managament
f’ Device Connector Scttings ) Refresh

%% Event Management ‘

Firmviars Mankgement WZP290297N1
N usstios

. © wismet o ©gn

DNS apgears 1o be coob gus Nt 10 194w 8 NS narma of INtersigin Iteesght may be in msitenacs
L « Qiagrostic Inform ease ch oanectin loo. Open Settings
Ramedztions

 Verity the DN a s 310 Open Settings

VA O DIviCo CEnnector

Step 5. Click open settings and update NTP and DNS servers.

roller

jht Infrastructure Services license is required with this

©  Pleaze note: Inters

serverLearn More,

o User Management

Device Connector

Networking
*  Communication Services
san e o stes the capabiites of torciy . 50 (nformation 00Ut COAGUNG e ek oM —m—
() Secunty Maragement
Settings
$°  Event Management

Firmware Management
NTP Server

Device Connector

@

NTP Server

= 2
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ties' Cisco Integrated Management Controller

©  Piesse note: Intersight Inrastructure Services foense s required whth ths

serverLeamn Mose,

o User Management

Networking Device Connector m

Communication Sarvices

0 Securty Management
Settings
.
Event Management
& Fiemware Management ONS Contearation =
©  Coafigure DNS settings for IMC Software

X Unsties

Domais Name

@ Device Connector |

DNS Server

DS Server

[ cancer u[#

Step 6. Ensure the server is not already claimed, copy the Device ID and Claim Code which is used to
claim the server on Cisco Intersight.

‘wes’ Cisco Integrated Management Controller

o User Management

% Netwarking Device Connector m

% Communication Senvices
Tihe Dt Conmecton -5 an wbedded mansgemeet contretr Tl snatien T Copst | Ses of Cisco Iaraght, 4 C0x-tased mansgemnent platfon For detaimd nio/mabon a0 corfgung I'w dedce commecics, puase vt Hetp Conter
U} Secunty Management S
Device Connector Settings Refresh
B

Event Management

5 Fimware Mansgement

=]
A Unilties
e “ C] .................... @ N e ; ‘ —

Dut dewice |2 318 NOY CRIMEC. To Cm e device 0pen 1260 Itarsignt, cTeete & mew 3ccouRt a0a folom o Open
o Wntersight

Step 7. Log into Cisco Intersight, go to System > Targets.
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Intersight

4 results

Claimed By
Standalone M8 S a few seconds ago andhiman@cisco.com
Standsione M 12 minutes ago anchiman@cisco.com
Standalone M8 Server © minutes ago anchiman@cisco.com

Standsione M8 Server 17 minutes ago andhiman@cisco.com

Rows per page

Step 8. Click Clain New Target.
dueh Intersight
Targets
Top Targets by Types

® Heatthy & Stancaione MEIM7_.. 4

Type Claimed Time Claimed By

Standalons M8 Server a few 59c0NdS 890 anchiman@cisco.com
Standsione M8 Server 12 mnutes ago ANCTHIMANECISCO COm
Standalone MB Server 9 minutes ago anchiman@cisco.com

Standalone M8 Server 17 minutes ago anchimang@cisco.com

Rows per page ‘

Step 9. From Select Target Type, select Cisco UCS Server (Standalone) and click Start.
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uca Intersight

« ¢ Targ

Select Target Type

Filters

¥ Avallable for Ciaiming

on = Cisco UCS Domakn (Intersight
Cisco UCS Server (Standalone) Managed)

Cisco UCS Domain (UCSM Managed)

Cisco UCS C880 Redfish Server

Platform Services
Cisco Intersight Appliance Cisco Assist

e

Cisco MDS Switch Cisco Nexus Switch Cisco APIC

Step 10. From Claim a new Target, enter the Device ID and Claim Code from Cisco IMC. Click Claim.

duis' Intersight

~§ « Targets

Claim a New Target

Claim Cisco UCS Server (Standalone) Target
To claim your target, provide the Device ID, Claim Code and select the appropriate Resource Groups.
General

Ciaim Code

200297N1 o} 0 '
EEE—

Resource Groups

@ Select resource groups, i required. This is not mandatory, since by default, the claimed target will be added to “AIF type r8S0Urce GIoups.

(] Name

)

NO ITEMS AVAILABLE

Step 11. Cisco Intersight starts the claim process of the Cisco UCS C225 M8 node. Ensure the server
serial number is listed in the Target screen.
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tes' Intersight

. Targets

Your target has boen successfully claimed

* All Targets ®
S results
Top Targets by Types

5 Standak

Type Caimed Time Claimed By

Standalone M8 Server @ fow seconds ago andhman@cisco.com

Rows per page | 10

Step 12. Repeat steps 1 -11 to claim all the servers on Cisco Intersight.

el Intersight

© Targets

* All Targ

Health

12 Foatthy 12 12

Status. B Claimed Time
Connectad
Connected
Connnctad
Connected
Connectod
Connected
Connected
Connactad

Connected

O00D00O0DO0OD0OO00OO

Standalone M8 Server

Create Server Policies

Cisco Intersight server policies are used to define and manage the configuration of Cisco UCS servers,
both in Intersight Managed Mode (IMM) and Intersight Standalone Mode (ISM). These policies cover
various aspects like BIOS settings, local disk configurations, boot security, and maintenance windows.
They ensure consistency, efficiency, and flexibility in server management by allowing administrators to
apply predefined configurations across multiple servers.

The following is the list of Server Policies to enable VAST Data cluster on Cisco UCS C225 M8 node:
e« Compute policies:
o Basic input/output system (BIOS)
o Boot Order
> Power
o Storage policy to define the RAID1 configuration on M.2 Boot SSD

¢ Management Policies:
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o |PMI over LAN
o Serial over LAN

o Local User - enables IPMI username password. Once configured , same username password would
be used to access KVM and local Cisco IMC Dashboard

> Virtual KVM - enables tunned/remote access to KVM of each VAST cluster node
Procedure 1. Create BIOS Policy
Tabe 21 lists the required configuration for the BIOS policy.

Table 21. BIOS settings for VAST Data on Cisco UCS C225 M8 nodes

Boot Options IPV4 HTTP Support disabled
IPV6 HTTP Support disabled
IPV6 PXE Support disabled
Processor Local APIC Mode X2APIC
PCI enabled
Server Management Console Redirection COMO

Step 1. Go to the Cisco Intersight Dashboard and click Configure > Policies. Click Create Policy.

el Intersight

. Policies

* All Policies

NO ITEMS AVAILABLE

Step 2. From Select Policy Type, select UCS Server and BIOS. Click Start.
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Intersight

4 & Policies

Filters

Platform Type
Om
@) UCS Sarver

(@ NV

(O uCs Chassis
() HyperFlex Cluster

(O Kubemetes Cluster

Policies

Select Policy Type

(O Agapter Configuration

(® nmios

(O Boot Order

() Certificate Management

(O Device Connector

(O Drive Security

(O Ethernet Adapter

(O Ethernet Network

(O Ethemet Natwork
Control

(O Ethernet Network Group

(O FEthernet QoS

O FC7one

(O Fibre Channel Adapter
(O Fibre Channel Network
(O Fibre Channel QoS

O Fimware

O IMC Access

O 1PMI Over LAN

O iscst Adapter

Q) iscsi Boot

() isCS1 Static Target

O LAN Connectivity

O 1pap

O Local User

O memory

(O Network Connectivity
O NP

O Persistent Memory
QO power

O SAN Connectivity
O Scrub

QO sbcard

(O Serial Over L AN

(O server Pool Qualification
O st

O snme

QO ssH

O storage

QO sysiog

QO Themmal

O Virtual KvM

O virtual Media

Step 3. Enter name of the Policy and click Next.

Step 4. From Policy detail, select the UCS Server (Standalone) tab. Select the BIOS options as listed in
Table 21. The BIOS policy attribute selection are detailed below. Click Create.

— Boot Options

Number of Retries (O Cool Down Time (sec) ©

[ platform-default [ platform-default

Boot Option Retry © IPV4 HTTP Support O

[ platform-default [ disabled

IPv4 PXE Support () IPV6 HTTP Support

[ disabled

[ disabled

IPV6 PXE Support (O Network Stack

[ disabled [ platform-default

Onboard SCU Storage Support (O Onboard SCU Storage SW Stack O

[ platform-defauit [ platform-default

Power ON Password (O P-SATA Mode (O

[ platform-default [ platform-defauit

SATA Mode VMD Enablement (©

[ platform-defauit ] [ platform-default
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PCI

ASPM Support ©

IOH Resource Allocation (O

[ platform-default

[ platform-default

Memory Mapped IO above 4GiB (O

MMCFG BASE

[ platform-default

[ platform-default

Onboard 10Gbit LOM ()

Onboard Gbit LOM (©

[ platform-default

[ platform-default

NVMe SSD Hot-Plug Support ©

Re-Size BAR Support (O

[ platform-default

[ platform-default

SR-I0V Support ()  BIOS Token for setting SR-IOV Support configuration.

enabled

VGA Priority

] [ platform-default

Processor

Adjacent Cache Line Prefetcher (O

Altitude ()

[ platform-default

] [ platform-default

Autonomous Core C State (O

CPU Autonomous C State (O

[ platform-default

] [ platform-defauit

Boot Performance Mode (O

APBDIS O

[ platform-default

] [ platform-default

l platform-default

J l platform-default

EDC Control Throttle

Fixed SOC P-State (O

[ platform-defauit

[ platform-default

DF C-States (O

DF PState Frequency Optimizer (O

[ platform-default

[ platform-default

DLWM Support O

Power Down Enable (O

[ platform-defauit

[ platform-defauit

Preferred 10 7xx2 ®

Preferred 10 7xx3 (©

[ platform-default

[ platform-default

xGMI Force Link Width ©

CCD Control ®

[ platform-default

[ platform-default

CPU Downcore control 7xx3

Downcore control F19 MAOh-AFh ©

[ platform-defauit

[ platform-defauit

CPU Downcore control F19 M10h-1Fh (O

CPU SMT Mode ©

[ platform-defauit

[ platform-default

Core Watchdog Timer Enable

Local APIC Mode

[ platform-defauit

] [ X2APIC
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Server Management

Assert NMi on PERR (© Assert NMi on SERR ©

platform-default v platform-default v

Baud Rate © Consistent Device Naming ©®

platform-default v platform-defauit v

Adaptive Memory Training (O BIOS Techlog Level (O

platform-default v platform-defauit v

OptionROM Launch Optimization © Console Redirection

platform-default . com-0 v

Flow Control (O FRB-2 Timer (O

platform-default v platform-default

Legacy OS Redirection (O 0OS Boot Watchdog Timer (O

platform-default platform-default

0OS Boot Watchdog Timer Policy O 0OS Boot Watchdog Timer Timeout (©

platform-default platform-default

Out-of-Band Mgmt Port (© Putty KeyPad ©

platform-default platform-default

Procedure 2. Create S ge Policy

Note: The Storage Policy enables RAID1 across 2x M.2 Boot drives.

Step 1. Go to the Cisco Intersight Dashboard and click Configure > Policies. Click Create Policy.
Step 2. Select UCS Server > Storage option and click Start.
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el Intersight

« Policies

Select Policy Type

Filters

Platform Type
O
®) UCS Server

() UCS Domain

(O UCS Chassis
O HyperFlex Cluster

(O Kubemetes Cluster

Step 3.
Step 4.

(O Adapter Configuration O FCZone O Loap

O mos (O Fibre Channel Adapter O Local User

(© Boot Order (O Fibre Channel Network O Memory

O certificate Management (O Fibre Channel QoS (O Network Connectivity

(O Device Connector O Firmware O N

O Drive Security O MC Access (O Persistent Memory

O Fthemet Adapter O 1PMI Over LAN O Power

O Ethemet Network Q) isCs1 Adapter (O SAN Connectivity

~ Ethemet Network

O Control

(O Ethemet Network Group

) isCSi Boot QO seub
() isCS1 Static Target Q) socard

QO Ethemat QoS () LAN Connectivity

Add a name to the Storage Policy and click Next.
Select UCS Server (Standalone), enable M.1 RAID Configuration.

default for Slot of the M.2 RAID controller. Click Create.

‘el Intersight

» [ Policies > Storage

Create

Policy Details

Add policy detads.

General Configuration

(I Use JBOD drives for Virtual Drive creation
Unused Disks State (7 Secure JBOD Disk Siots
[ Mo change _] [ secure s800 Dis

@D M2 RAID Configuration

Virtual Drive Name Siot of the M.2 RAID controller f..

| MStorBootVd | MSTOR-RAID-1 (MSTOR-RA

(D MRAD/RAID Controlier Configuration

(I MRAID/RAID Single Drive RAIDO Configuration

(P Hybrid Siot Configuration

(O Serial Over LAN

O server Pool Quatfication
O smrp

O swwp

QO ssu

®) Storage

O Sysiog

O Themal

O Virtual kv

O Virtuat Media

MSTOR-RAID is selected by

C © § Do an ® K

UCS Sarvar (Standalcos)

Procedure 3. Create Boot Order Policy

Note:

media mount point.

Step 1.
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The Boot Order Policy enables boot for the RAID1 virtual drive created on 2x M.2 cards and virtual

Go to the Cisco Intersight Dashboard and click Configure > Policies. Click Create Policy.
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Step 2. Select UCS Server > Boot Order and click Start.
du Intersight

 Policies

Select Policy Type
Filters

Platform Type ) Adapter Configuration O FCczone O Loap O Secial Over LAN
D) BI0S (O Fiore Channal Adapter O Local User (O Server Pool Qualification

Boot Order () Fiore Channel Network O Memory O smrp

7 ®) cartifitthe Management () Fiore Channel QoS (O Network Connectivity O snwp
O ucs chassis - -

O HyperFlax Chuster D) Device Connector Q Firmware O N Q ssH
(O Kubemetes Cluster (O Drive Security O IMC Access O Persistent Memory O storage

) Ethernet Adapter () 1PM1 Over LAN ) power () sysiog

_) Ethernet Network () isCsi Adsprer (O SAN Connectivity O Themal

~, Ethernat Network
)

Q) iscsi Boot O scrwd O Virtual KVM
Control e s -’

(O ethemet Network Group () ISCSi Static Target O socara O Virtust Mecia

(O Ethermet QoS (O LAN Connectivity

Step 3. Add a name to the Boot Order Policy and click Next.
Step 4. Under Policy details:
o Select the UCS Server (Standalone) option.

Add virtual media (vmedia) as boot device and name the device as vmedial or any name as per your
naming convention.

Add another boot target as local disk. Name the boto target device as local-disk-boot or any name as
per your naming convention. In the Slot field, enter MSTOR-RAID as shown below.

Ues' Intersight

~f' Policies » Boot Order

Create

Policy Details
Add policy details.
UGS Server (Standalone)

Configured Boot Mode
@) Unifiad Extensible Firmware Interface (UEFI) | () Legacy

(D Enable Secure Boot

Local Disk (iocal-disk-boot)

Device Name Siot

Iv local-disk-boot O ] [ MSTOR-RAID

Bootioader Name Bootioader Description

Bootioader Path

Virtual Media (vmedia)
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Step 5. Ensure the first boto target is Local Disk and the Slot for Local Disk is MSTOR-RAID.
Step 6. Click Create.

Procedure 4. Create Power Policy

Step 1. Go to the Cisco Intersight Dashboard and click Configure > Policies. Click Create Policy.
Step 2. Select UCS Server > Power and click Start.
Step 3. Add a name to the Power Policy and click Next.

Step 4. From the Policy detail screen, select UCS Server (Standalone) and Power Restore Policy as
Always On and Processor Package Power Limit (PPL) as Maximum.

Step 5. Click Create.

Policy Details

Add policy details.

Configuration
Power Restore
I Always On

Processor Package Power Limit(PPL)

| Maximum

Procedure 5. Create IPMI over LAN Policy

Step 1. Go to the Cisco Intersight Dashboard and click Configure > Policies. Click Create Policy.
Step 2. Select UCS Server > IPMI over LAN and click Start.

Step 3. Add a name to the Policy and click Next.

Step 4. From the Policy detail screen, select UCS Server (Standalone), ensure Privilege Level is admin
and click Create.
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dees' Intersight

IPMI Over LAN

' Create

General Policy Details

| Add policy details.

@D Enable IPMI Over LAN

Privilege Level

Step 5. Click Create.

Procedure 6. Create Local User Policy

Step 1. Go to the Cisco Intersight Dashboard and click Configure > Policies. Click Create Policy.

Step 2. Select UCS Server > Local User and click Start.

Step 3. Add a name to the Policy and click Next.

Step 4. From the Policy detail screen, select UCS Server (Standalone):
« Disable Enforce Strong Password
o Change the Password History to 0 (password never expires)

o Add a New user with username admin, Role admin and password as adminvastdata
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etk Intersight

Step 5.
Note:

Note:

Add poficy details.

UCS Server (Standaiono)
Password Properties
(D Enforce Strong Password (D Ensble Password Expiry

Pass

[o | CHB Aways send user Passwora

Local Users

) ™his policy will remove existing user accounts other than the ones configured with this policy. However, the default admin user account ks not
deleted from the endpoint device. You can only enable/disable or change account password for the admin account by creating a user with the
user name and role as ‘admir’. If there are no users in the policy, only the admin user account will be available on the endpoint device. By
default, IPMI support is enabled for all users

Click Create.

During initial deployment, the password should be kept as adminvastdata with Role admin. You can
change access the KVM and CIMC local dashboard through this username and password

The same username password is used for VAST IPMI access of nodes. In the event you change the IPMI
password through VAST cluster, you should ensure to change the admin password for local user
through the User Policy.

Procedure 7. Create Serial Over LAN Policy

Step 1.
Step 2.
Step 3.
Step 4.

Go to the Cisco Intersight Dashboard and click Configure > Policies. Click Create Policy.
Select UCS Server > Serial Over LAN and click Start.
Add a name to the Policy and click Next.

From the Policy detail screen, select UCS Server (Standalone), and ensure default selected is:

¢ COM Port as comO
« Baud Rate as 115200
e SSH Port as 2400
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*Intersight Q Search

Pollcles > Serlal Over LAN

Create

7) General Policy Details
I Agic policy detsils

@D Enable Serls) Dver LAN
coMPart @
&=

Baud Rate

[ 15200

SSH Port

[ 2400

Step 5. Click Create.

Procedure 8. Create Virtual KVM Policy

Step 1. Go to the Cisco Intersight Dashboard and click Configure > Policies. Click Create Policy.
Step 2. Select UCS Server > Virtual KVM and click Start.
Step 3. Add a name to the Policy and click Next.

Step 4. From the Policy detail screen, select UCS Server (Standalone), and enable Allow Tunneled
vKVM.

Step 5. Click Create.

el Intersight

» ['policies » Virtual KVM

Create

Policy Details
Add policy details.

Al Platforms UCS Server (Standatone)
@D Enable Virtual KVM

Max Sessions

Remote Port

[ 2068

") Enable Video Encryption

) Aliow Tunneled vKVM

@
@D Enabie Local Server Video
@@
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Create UCS Server Profile Template

A server profile template enables resource management by simplifying policy alignment and server
configuration. All the policies created in previous section would be attached to Server Profile Template.
You can derive Server Profiles from templates and attach to Cisco UCS C-Series nodes for VAST Data. For
more information, go to: https://www.intersight.com/help/saas/features/servers/configurefiserver profiles.

Table 22. Policies required for Server profile template

Compute Policies Storage Policies Management Policies

BIOS Policy RAID1 for 2x M.2 Boot card IPMI Over LAN Policy
Boot Order Policy Local User Policy
Power Policy Serial Over LAN Policy

Virtual KVM Policy

The following screenshot displays all the seven Sever Policies created to create Server Profile Template for
VAST Data nodes:

e Intersight
. Policies
% All Policies

8 results

Type Last Update

Boot Order a few seconds ago

Storage 2 minutes 3go

Virtual KVM 3 minutes ago
UCS Server Serial Over LAN 3 minutes ago
UCS Server Local User 4 minutes ago

IPMI Over LAN

L3

UCS Chassis Power 7 minutes ago

6 minutes ago

(] Name
0O
a
O
O
O
O
O
O

BIOS 7 minutes ago

Rows per page | 10 |

Procedure 1. Create UCS Server Profile Template

Step 1. From the navigation pane, select Configure > Templates > UCS Server Profile Template and
click Create UCS Server Profile Template.
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‘s’ Intersight

. Templates

UCS Chassis Profile Templates UCS Domain Profile Templates Pre T vNIC Templates vHBA Templates

* AN UCS Server Profil..

0 results
Sync Status

No data available

Usage - Target Platform

f

VS AVAILAB
Templates MS AVAILABLE

Step 2. Name the Server Profile Template, select Target Platform as UCS Server (Standalone) and click
Next.

et Intersight

~ | « ucs Server Profile Temp

Create UCS Server Profile Template

® I General

Enter a name, description, tag and select a platform for the server profils tempiate.
2 Compute Configuration
Organization

Management Configuration | default
Storage Configuration Name

5 Network Configuration
't Platform

—. UCS Server () UCS Server (FI-
(Standalone) 7 Attached)

Set Tags

Summary

Description

Step 3. From the Compute Configuration section, select the previously created policies as detailed
below:

« BIOS Policy
e Boot Order Policy
e Power Policy

Step 4. Click Next.
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dud Intersight

€ UCS Server Profile Templates

Management Configuration

Storage Configuration

Network Configuration

Summary

Step 5.
below:

IPMI Over LAN Policy
Local User Policy
Serial Over LAN Policy
o Virtual KVM Policy
Step 6. Click Next.

“dyea Intersight

+ UCS Server Profile Templates

General

Compute Configuration

4 Storage Configuration

S Network Configuration

6 Summary

Templates

Create UCS Server Profile Template

Compute Configuration

Create or select existing Compute policies that you want to associate with this template.

BIOS

Boot Order

Firmware

Memory

Persistent Memory

Power

Thermal

Virtual Media

Create UCS Server Profile Template

Management Configuration

Create or select existing Management policies that you want to associate with this

Certificate Management

Device Connector

IPMI Over LAN

LDAP

Local User

Network Connectivity

NTP

Serial Over LAN

SMTP

SNMP

SSH

Sysiog

Virtual KVM
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© vast-blos

© vast-bootorder

© vast-power

From the Management Configuration section, select the previously created policies as detailed

tempiate.

© vast-pmi

© vast-localuser

© vast-sol

vast-vkvm

e |
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Step 7. From the Storage Configuration section, select the previously created Storage Policy as
detailed below, then click Next.

ul Intersight

€ UCS Server Profile Templates

Create UCS Server Profile Template

General Storage Configuration

Create or select existing Storage policies that you want to associate with this template.
Compute Configuration
Drive Security
() Management Configuration
SD Card

. Storage O vast-storage

5 Network Configuration

6 Summary

Templates

Step 8. No Server Policies are selected in Network Configuration section. Click Next.

Step 9. Verify the Server Profile Template Summary (Compute, Management and Storage
Configuration) and click Close.

‘tues' Intersight

« UCS Server Profile Templates

Create UCS Server Profile Template

General Summary

Verify details of the template and the policies, resolve errors, and deploy.
Compute Configuration
General
() Management Configuration
5 Name

Organization
vast-template default

Storage Configuration
arget Platform

() Network Configuration UCS Server (Standalone)

Management Configuration Storage Configuration Network Configuration

vast-bios
vast-bootorder

vast-power
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i Intersight

€ UCS Server Profile Templates

Create UCS Server Profile Template

General Summary

Verity details of the template and the policies, resolve errors, and deploy.
~) Compute Configuration
General

Management Configuration

) Storage Configuration SNRESompot

Target Platform

Network Configuration UCS Server (Standalone)

Compute Configuration M C Storage Configuration

IPMI Over LAN
Local User
Serial Over LAN

Virtual KVM

it Intersight

csco

& UCS Server Profile Templates

Create UCS Server Profile Template

©) General Summary

Verify details of the template and the policies, resolve errors, and deploy.
Compute Configuration
General

Management Configuration

Name

Storage Configuration bonodtoma cooce

Torget Pistform
Network Configuration UCS Server (Standalone)

Compute Configuration Management Configuration

Storage

Templates

Derive and Deploy UCS Server Profile

In this procedure, the Server Profiles are derived from Server Profile Template and deployed on Cisco UCS
C-Series nodes certified for the VAST Data.

Network Configuration

vast-ipmi
vast-localuser
vast-sol

vast-vkvm

Network Configuration

vast-storage

Note: The Server Profile Template specific to the VAST Cluster was configured in the previous section.

Procedure 1. Derive and deploy UCS Server Profile
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Step 1. Select Configure > UCS Server Profile Template and identify the VAST Server Profile Template
created.

tee' Intersight

. Templates

UCS Chassis Profile Templates UCS Domain Profile Templates ' Temg VNIC Templates VvHBA Templates

* All UCS Server Profil.
1 results
Sync Status

No data available

[:} Name Target Platform Last Update

O - 0 UCS Server (Standalone) 42 minutes ago

Hows per page | 10 |

Step 2. Click the ellipses and select Derive Profiles.
“tueke Intersight

. Templates

UCS Chassis Profile Templates UCS Domain Profile Templates file T VNIC Templates vHBA Templates

¥ All UCS Server Profil... {
1 results
Sync Status

No data available

Sync Status :  Target Platform & : Last Update

0 UCS Server (Standaione) 42 minutes ago

——  Derive Pigfiies
Rows per page | 10

Clone

Delote

Edit

Step 3. Select all the Cisco UCS C225 M8 nodes which are claimed to create VAST cluster. Ensure the
Assign Now option is selected by default. Click Next.
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“tees' Intersight

UCS Server Profile Templates » vast-template

Derive

® General

Select the server(s) that need to be assigned to profile(s) or specify the number of profiles that you want to
2 Details derive and assign the servers later.

Source UCS Server Profile Template

3 Summary

Name

Target Piatforr
UCS Server (Standalone)

Server Assignment

12 results
Templates Health : Model - Serial Number
4 Warming UCSC-C225-M8N WZP290297PA

£ Waening UCSC-C225-M8N WZP280297PE

Selected 120112 | Show Selected oloct A Rows per page | 10

Step 4. Edit the Server Profile Name prefix and click Next.

tu Intersight

UCS Server Profile Templates vast-template
Derive

- [P — o

| vast-tempiate DERIVED-5 @ [ default C225-WZP290297NU

[ 6 Name Organization Assigned Serve
| vast-tempiate_DERIVED-6 2 [ default C225-WZP290207NZ

3 Summary

7 Name Organization Assigned Serve
| vast-template DERIVED-7 S [ defaul C225-WZP200297P0

8 Name Organization Assigned
| vast-template DERIVED-8 > | [ detouit C225-WZP290297P1

9 Name Organization Assig

[ vast-tompiate_perIvED-9 ® [ default C225-WZP290297P5

10 Name Organization Assigned Serve
[ vast-tempiste_perIvED-10 @ [ etoun €225-W2P200207P6

1 Name Organization Assigned Server

| vast-template DERIVED-11 @ [ detaun C225-WZP200297PA

12 Name Organization Assigned Server

| vast-template_DERIVED-12 (&) l default C225-W2ZP200297PE

Step 5. In the summary section, ensure all the Server Policies are part of the template and click Derive.
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i Intersight

A UCS Server Profile Templates > vast-template

Derive

Summary

Summary of the profiles that need to be derived from the profile template.
General
Name
vast-template

Target Platform

UCS Server (Standalone)

UCS Server Profiles

Name Assigned Server

vast-template DERIVED-11 C225-“WZP290297PA
vast-template DERIVED-12 C225-°WZP290297PF

Templates Compute Configuration M f i Storage Configuration Network Configuration

IPMI Over LAN vast-ipmi
Local User vast-jocaluser
Serial Over LAN vast-sol

Virtual KVM vast-vkvm

Step 6. From the navigation pane, go to Profiles > UCS Server Profiles. Ensure Profiles are attached to
UCS C225 M8 server nodes and are in Not Deployed state.

ek Intersight Q search

@ The trial period for infrastructure Service and Cloud Orchestrator s active. During the trial period, the Advantage tier faatures of infrastructure
Service and Cloud Orchestrator are available. v

Profiles

HyperFlex Cluster Profiles UCS Chassis Profiles UCS Domain Profiles

Server Profil

Q Search | fters 12 results

Inconsistency Reason Tempiate Sync Status Target Platform

or 3 Standaione 12
No data a ble

Target Platform UCS Server Template Template Sync St... Last Update

O0OOoODoDOoOOoOoOoo)o

UCS Server (Standalone) oK 2 few seconds ago
UCS Server (Standalone) lat a fow seconds ago
UCS Server {Standatone) t a few seconds ago
ch'aewev (Stancalone) a few seconds ago
UCS Server (Standalone) t-1 2 fow seconds 390
UCS Server (Standalone) t a few seconds ago
UCS Server (Standalons) t a few seconds ago

UCS Server (Standalone) L o fow seconds ago

Step 7. To select all profiles, select the Name checkbox and click the ellipses and select Deploy.
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il Intersight Q search

@ The trial period for infrastructure Service and Cloud Orchestrator is active. During the trial period, the Advantage tier features of infrastructure
Service and Cloud Orchestrator are available

Profiles

HyperFlex Cluster Profiles UCS Chassis Profiles UCS Domain Profiles

* All UCS Server Profil

Saarch | Filt 12 results

Inconsistency Reason Template Sync Status Target Platform

Degloy
Activate

oK 12 Standalone 12
Unassign Server No data avallable

Sync with Template

Target Platform UCS Server Template Template Sync St.. Last Update

UCS Server (Standalone) on( & few seconds ago
UCS Server (Standalons) a few seconds ago
UCS Server (Standalone) # few seconds ago
UCS Server (Standalone) a few seconds ago
UCS Server (Standalone) 8 few seconds ago
UCS Server (Standalone) a few seconds ago
UCS Server (Standalone) 3 fow seconds ago

UCS Server (Standalone) a few seconds ago

Step 8. Select Reboot immediately and warning for potential disruption and select Deploy. Click the
ellipses and select Derive Profiles. The Server Profiles deploy on each of UCS C225 node with the policy
driven state applicable for VAST nodes on UCS C225 M8 servers.

Deploy (12 UCS Server Profiles)

Selected UCS server profiles will be deployed to their assigned servers.

A Some servers are powered on. Deploying and activating the profiles may cause a reboot and
disruption. If deploying policy configurations requires an immediate reboot, check Reboot
immediately to activate.

v More Details

¥ Reboot immediately to activate.

¥ | understand that potential disruption may occur during profile deployment.

Note: The process enables validation, deployment, and activation of the Server Profiles on each UCS C225
M8 node. Each node is rebooted. This process may take around 15 to 20 minutes.
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tete' Intersight

Step 9.

‘avea Intersight

Note:

Q search

3
) The trial period for Infrastructure Service and Cloud Orchestrator is active. During the trial period, the Advantage tier features of Infrast(
Service and Cloud Orchestrator are available.

'
Profiles

Template Sync Status Target Platform

oK 12 Stancelone 12

]

Target Platform UCS Server Template Template Sync St...
UCS Server (Standalone) v oK

UCS Server (Standalone)
UCS Server (Standalone)
UCS Server (Standalone)
UCS Server (Standaione)

UCS Server (Standaione)

) 0000000

UCS Server (Standalone)

UCS Server (Standalone)

UCS Server (Standalone)

UCS Server (Standaione)

UCS Server (Standalone)

2 2 A RBEIES RS

(@)
(@)
()
o
O

Monitor the execution flow and progress of Server Profile deployment:

UCS Server (Standaione)

« Requests

Deploy Server Profile

Details

Progress
n Progress
Wait for storage subsystem initisitzation

Validate Virtual KVM Poficy

ompleted

Name
Deploy Server Profile

Validate Boot Order Policy

0
6854746109616e3101aafa04
Validate Power Policy for Servar

Target Type ezt
Rack Server Validate IPMI Over LAN Policy
Compieted

Target Name
Validate Usel Policy

Completed

Source Type Validate Serial Over LAN Policy

Sorver Profile ompleted

Validate BIOS Policy

Source Name omplated
vast-template_DERIVED-6

Wait For BIOS POST Completion
Inltiator Vaildate user access to the storage policies
andhimang@c

Validate user access to the compute and management policies
Start Time 2 Validate user access to the profile
Jun 19, 2025 4:34 PM

Propare Server Profile Deploy

@ 8K

©  Deploying successtully started for 12 UCS Server
Profiles

Last Update
2 few seconds ago
a few soconds ago
a few seconds ago
a few seconds ago
a few seconds ago
a few seconds ago
a few seconds ago
a few seconds ago
a few seconds ago
2 few seconds ago
a few seconds ago
a few seconds ago

node. Each node is rebooted. This process may take around 15 to 20 minutes.
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it Intersight Q search - oA ® R

|
) The trial period for Infrastructure Service and Cloud Orchestrator is active. During the trial period, the Advantage tier features of Infrast( 2
©  Deploying successtully started for 12 UCS Server

Service and Cloud Orchestrator are available.
Profiles

'
Profiles

Inconsistency Reason Template Sync Status Target Platform

oK 12 Stancelone 12
No data available

]

Target Platform UCS Server Template Template Sync St... Last Update

UCS Server (Standalone) ¢ ox a few seconds ago
UCS Server (Standalone) a few seconds ago
UCS Server (Standalone) a few seconds ago
UCS Server (Standalone) a few seconds ago
UCS Server (Standaione) a few seconds ago
UCS Server (Standaione) a few seconds ago
UCS Server (Standalone) a faw seconds ago
UCS Server (Standalone) a fow seconds ago
UCS Server (Standalone) o few seconds ago
UCS Server (Standalone) a few seconds ago

UCS Server (Standalone) a few seconds ago

00000000000 0o

2 2 A RBEIES RS

UCS Server (Standaione) a few seconds ago

Step 10. Go to Operate > Servers and ensure the Server Profile is deployed successfully.
‘tud Intersight
. Servers
& AllSorvers ®
s 12resits
HoL Status Bundle Version Utlity Storage | | Fimware Version

(@ Incomplets 12 Yes 12
Healthy 12 12 4.3{5,250030) 12

Name

Management IP Firmware Version CPU Capaci... © UCS Domain
10108.0.180 4.3(5.250030) N
10.108.0177 v 4.3(5.250030)
10108.0175 t .2 0030}
10108.0173 t 4.3(5.250030)
10108.0181 v 4.3(5.250030)
UCSC-C225-M8N 101080176 4,3(5.250030)
UCSC-C225-M8N 10.108.0171 4.3(5.250030)
UCSC-C225-M8N 10108.0172 A 4.3(5.250030)

S-M8N 9 4.3(5.250030)

O
O
O
O
O
O
O
O
O
O
O

4.3(5.250030)

Day 0 EBox Firmware Upgrade

Prior to installing VAST software, it is highly recommended to upgrade the Cisco UCS C225 M8 server
firmware to the recommended Cisco UCS C-Series Firmware release.

Day 0 node firmware upgrade can be executed parallelly across all the server nodes. Intersight firmware
upgrades for servers in Standalone mode or for servers deployed for VAST are streamlined through the
Intersight platform. This process involves selecting the device, choosing the target firmware, and initiating
the upgrade.

Note: This procedure should only be initiated during first time node configuration. It could be also used for
cluster expansion or during replacement of cluster node
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Note: You should identify the correct firmware version through VAST support or VAST installation SME.

Procedure 1. Upgrade the Day 0 EBox firmware

Step 1. Identify the Cisco C225 M8 firmware validated for VAST. At the time of writing this install guide
the validated firmware Version was 4.3(5.250030)

Step 2. From the navigation pane, go to Operate > Servers. Select the servers which are either part of
new cluster, or which are being added to an existing cluster.

Step 3. Select the Servers checkbox.
‘dses’ Intersight

. Servers

12 results

HCL Status Bundile Version Utiiity Storage

@ Incomplete 12 Yes 12
® Werning 1 ;

Healthy 11

Health e :  ManagementlP - :  Firmware Version - CPUCapaci... (

© Hoalthy ICSC-C225-MEN 10108.0180 4.3(5.250001)
© Haalthy UCSC-C225-M8N 10108.0177 4.3(5.250001)
© Haalthy UCSC-C225-M8N 10108.0175 4:3(5.250001)
© Hoalthy UCSC-C225-M8N 10108.0173 4.3(5.250001)
© Haalthy UCSC-C225-M8N 10.108.0181 4.3(5.250001)
A Waming UCSC-C225-M8N 10108.0176 4.3(5.250001)
& Heaithy UCSC-C225-M8N 10108.0171 4.3(6.250044)
© Hesithy >SC-C225-M8N 10108.0372 4.3(5.250001)
© Healthy SC-C225-M8N 10108.0178

© Healthy UCSC-C225-M8N 10.108.0182

Rows per page } 10

Step 4. Click the ellipses and select Upgrade Firmware.
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el Intersight

Servers

% All Servers &

Power

System

Profile
Fabric Inter

VMware

Install Operating System

Upgrade Firmware

Start Alarm Suppression
Configure

Stop Alarm Suppression

Profiles Set License Tier

Step 5. Select start and click Next. In the General options, ensure UCS C225 M8 nodes are selected.
‘et Intersight

< & Servers

Upgrade Firmware

@ coner | General

Ensure selected servers meet requirements for firmware upgrade.
2 Version
B  Toimprows firmware image download performance for Cisco UCS servers in Infarsight Standalons and UCSM Managed modes, content
3) Summary dalivery netwark (CON) integration and suppart arm tentatively plannad for the second quarter of 2025 (April - June). To achiave fastar
downloads aftar the change, update proxy or firewall settings 1o allow access to appropeate ragional domains, aither «on inl Tht com
S eante Al Lintarsight com. | @am mars at Hal;

12 rasults
: User Label C - Firmware Version 2 Utility Storage

uc 25-MEN 4.3(5.250001)

UCSC-C225-MBN 4.3(5.250001)

UCSC-C225-MBN 4.3(5.250001)

UCSC-C225-MBN 4.3(5.250001)

UCSC-C225-MBN 4.3(5.250001)

4.3(5.250001)

250001)

UCSC-C225-MBN 4.3(5.250001)

UCSC-C225-MBN 4.3(5.250001)

UCSC-C225-MBN 4.3(5.250001)

Step 6. Select the firmware version for the group of UCS C225 M8 nodes.

Note: By default, the storage controller and drive firmware is upgraded. The Advanced Mode enables you to
deselect the firmware upgrade for storage controller and drive firmware.
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‘e Intersight

A & Servers

Upgrade Firmware

Version
Sedact 3 firmware version to upgrade the servers to.
3 Summary

B The selected firmware bundie will be downloaded from intersight.com. All the server componants will be upgraded along with drives and
storage controllers. Use Advanced Made to exclixie upgrade of drives and storage controllers.

(I Advanced Mode

Bresults

ReleaseDste - Description

4.3(6,250044} 70073 MiB  May 22, 2025 10:3. Cisco UCS Host Upgrade Utility
4.316.250040) 70049 MIB  May 1, 2025 12:59 Cisco UCS Host Upgrade Utikty
4.3(5.250033) 70513 MIB  May 20, 2025 112 Cisco UCS Host Upgrade Utiity
) 4.3(5.250030) 70587 MIB  Mar 25, 2025 10:57...  Cisco UCS Host Upgrade Utiity

() 43(5.250001) 69519 MIB  Jan 15, 2025 7:00 ... Cisco UCS Host Upgrade Utiiity

(O aa3(5.240021) 63480 MIB  Oct 21,2024 B:00 ...  Cisco UCS Host Upgrade Utliity

Selected10f6  Show Selected  Unselect A rzcwsoe«oaqe[m

Step 7. Verify the Firmware upgrade summary. The selected firmware will be downloaded on local
utility storage of each of the server end points. Once the download complete the firmware upgrade
workflow will be executed. Click Upgrade.

‘el Intersight

€ Servers

Upgrade Firmware

) General Summary

= Confirm configuration and initiate the uparade.
) Version

e

Firmware

Version Size

4.3(5.250030) « 705.87 MiB
Servers to be Upgraded

Q Search | Fifters 12 results

Name - User Label - Model . Firmware Version - Utility Storage

UCSC-C225-MBN 4.3(5.250001)
UCSC-C225-MBN 4.3(5.250001)
UCSC-C225-M8N 4.3(5.250001)
UCSC-C225-M8N 4.3(5.250001)
UCSC-C225-M8N 4.3(5.250001)
UCSC-C225-MBN 4,3(5.250001)
UCSC-C225-M8N 4.3(5.250001)
UCSC-C225-M8N 4.3(5.250001)
UCSC-C225-M8BN 4.3(5.250001)

UCSC-C225-M8N 4.3(5.250001)

Step 8. In the Upgrade Firmware popup, confirm firmware upgrade and click Upgrade.
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Upgrade Firmware

After clicking upgrade below, firmware download to Utility
Storage begins immediately. Installation starts on the first
boot after the download has successfully completed.
Installation can be initiated once the server Firmware
Status is "Pending next boot" by performing a host reboot
or Power Cycle of the server.

Upgrade

Step 9. When the firmware is downloaded and staged locally to utility storage of each server end point.
Acknowledge server reboot and wait for Server Firmware to upgrade successfully.

€ Requests
Upgrade Firmware

Details Execution Flow

Progress
Wait for the server reboot.

Name ) Ensure server meet requirements to continue upgrade. Please acknowledge to continue with server power cycle. Learn more at

Upgrade Firmware

D
68549f8a696f6e3101ad3368

Target Type
Rack Server

Target Name

Find image source to download.
Source Type

Upgrade Firmware i mplete in endpoint.
ully

Source Name Initiate image download to endpoint.
C225-WZP290297P1 Download request for version 4.3(¢

Initiator

andhiman@cisco.com

Start Time
Jun 19, 2025 7:38 PM

Step 10. Verify successful Server Firmware upgrade to 4.2(5.250030) across all the nodes.
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* Intersight

s Servers

* All Servers &

s 12 results

HCL Status Bundie Version Utility Storage Armware Version

@) Incomplete 12 Yes 12
Healthy 12 12 43(5.250020) 12 12 4.3(5.250030) 12

Management [P :  Firmware Version :  CPUCapaci.. © :
10:108.0180 t 4.3(5.250030)

UCSC-C225-M8N 10108.0177 4.3(5.250030)

UCSC-C225-M8N 10.108.0175 ¥ 4.3(5.250030)

UCSC-C225-M8N 10108.0173 4.3(5.250030)

UCSC-C225-M8N 10108.0181 4.3(5.250030)

UCSC-C225-M8N 10.108.0176 4.3(5.250030)

UCSC-C225-M8N 10108.0171 4.3(5.250030)

UCSC-C225-M8N 10108.0172 ) 4.3(5.250030)

UCSC-C225-M8N 10.108.0179 ¥ 4.3(5.250030)

UCSC-C225-M8N 10.108.0.182 ] 4.3(5.250030)

Note: You should identify the correct firmware version either through Installation team or through VAST
support.

VAST Data OS Installation

The base OS installation occurs prior to the VAST cluster bootstrap process is executed through one of
three ways:

1. OS installation through Cisco Intersight
2. OS installation through KVM

3. OS installation through USB drive
This section details a step-by-step procedure to install the base OS through Cisco Intersight and KVM.
Both procedures require a local copy of VAST operating System.

Note: Identify the correct base operating system version to be installed on UCS C225 M8 servers for VAST. At
the time of creating this install guide, the available VAST OS version was vast-0s-12.14.17-1818066.

Note: This procedure can be executed either only on UCS C225 M8 nodes during new VAST cluster setup or
for additional nodes for expansion of an existing cluster.

Procedure 1. Install VAST OS through Cisco Intersight OS Installation feature

This procedure details the process to install the VAST operating system through the Cisco Intersight OS
installation feature.

Note: Before proceeding to installing VAST OS through Intersight Install feature, please ensure virtual media
(vmedia) has the lowest priority in the Boot Order policy as shown below:
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‘tieh: Intersight

4« Policies

vast-bootorder

Details Configuration

Name Conflgured Bo: @
vast-bootorder - - - Unified Extensible Firmwars Interface (UEF)
13 results
Enable
Platform Type  Type LastUp.. off

Type Server Profile f Jul 11, 202 Boot Devices
Boot Order Server Profile 22 ZpP2 Jui 10, 20! Local Disk

Target Platform Server Profile 4 Jun 30, 2 Virtual Media

Server Profile Jun 30, 2 Enable
Last Update E

3 3 5 Yes
Jun 19, 2025 4:33 PM Server Profile < Jun 27, 20

. Dev

UCS Server Server Profile 2 f Jun 27,20
Organization vmedia

UCS Server Server Profile 25-WZP2 Jun 27,20

Type

UCS Server Server Profile 2 2 Jun 27,20 Virtual Media

Tags
rver Server Profile Jun 27, 20 Sub-Type

None
UCS Server Server Profile

Note: This feature is only supported with the Intersight Advantage Tier License.

Note: Make sure the VAST operating system ISO is available from a local repository, for example an
HTTPS/NFS/CIFS server. This is a one-time process for each version of the VAST OS ISO.

Step 1. Log into Cisco Intersight and click System.

Step 2. Click Software Repository and click the OS Image Links tab.

Step 3. Click Add OS Image Link.

Step 4. Add the location of VAST operating system ISO (NFS/CIFS or HTTPS server) and click Next.

“dids’ Intersight Q search

) The trial period for Infrastructure Service and Cloud Orchestrator is active. During the trial period, the Advantage tier features of Infrastructure
Service and Cloud Orchestrator are available.

OS Image Links

® = General

Specify the Operating System source to be used during the installation process.

Organization

cefaunt

8.1.8/vast-05-12.1417-1818066 lso

Step 5. Enter a name for the Repository, for the Vendor enter Rocky Linux, and for the Version enter
Rocky Linux 8.6. Click Add.
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el Intersight Q search

@ The trial period for Infrastructure Service and Cloud Orchestrator is active. During the trial period, the Advantage tier features of infrastructure
Service and Cloud Orchestrator are available.

OS Image Links

Details
Review Operating Systam image details, modify as required, and save the Opaerating System image.

Name

I VAST-0S

Vendor Version

Rocky Linux | | Rocky Linux 8.6
Set Tags Description

E

Step 6. Verify that the OS Repository is successfully created in Cisco Intersight.
Wl Intersight Q search C @ @ Qe az O® a

£ The trial period for Infrastructure Service and Cloud Orchestrator is active. During the trial period, the Advantage tier features of infrast

Successfully created VAST-0S
Service and Cloud Orchestrator are available. I ] -y

Software Repository

Firmware Links k SCU Links OS Configuration Files

¥ All OS Image Links &

s lresults

Vendor - Version File Location - - Last Update

Rocky Linux Rocky Linux 8.6 hitps://10.108.1.8/vast-0s-12. a few seconds ago

Rows per page | 10

Step 7. From the navigation pane, click Operate>Servers and select the Cisco UCS C-Series nodes
ready for the OS deployment.

Step 8. Click the ellipses and select Install Operating System.
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whals Intersight Q searcn

© The trial period for Infrastructure Service and Cloud Orchestrator is active. During the trial period, the Advantage tier features of Infrastructure
Service and Cloud Orchestrator are available.

Servers

12 results

Utility Storage Firmware Version

Yes 12
4.3(5250001) 1
4.316.250044) 1

12

VMware
InstaROperating System

Model Monagement P : Firmware Version
Upgrade Firmware

UCSC-C225-MBN 10108.0.178 1 ] 4.3(5.250001)
Start Alarm Suppression

UCSC-C225-M8N 10108.0.174 4.3(5.250001)
Stop Alarm Suppression

Set License Tier

Step 9. Make sure the servers are already selected and click Next.

el Intersight Q search

@ The trial period for Infrastructure Service and Cloud Orchestrator is active. During the trial period, the Advantage tier features of infrastn
ice and Cloud Orchestrator are available.

Install Operating System

a General

Selnct the servers for the Operating System instaltation
Operating System

Configuration
Server Configurat

Instaliation Target Searct liters 12 resuits

Summary Lot
UCSC-C225-M8N
UCSC-C225-M8N
UCSC-C225-MBN
UCSC-C225-M8N
UCSC-C225-M8N
UCSC-C225-M8N
UCSC-C225-M8N

UCSC-C225-M8N

UCSC-C225-M8N

CPU Capaci.. ©

Rows per page l 10

Sertal Number

WZp200297MY

WZP290297N1

WZP290297NK

WZP290297NS

WZP200287NU

WZP200297NZ

WZP290287P0

WZP200297P1

WZP290297PS

Step 10. Select the Operating System repository which was previously created with the VAST operating

system ISO and click Next.
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il Intersight Q search

@) The trial period for Infrastructure Service and Cloud Orchestrator Is active. During the trial period, the Advantage tier features of Infrastructure
Service and Cloud Orchestrator are available.

Install Operating System

General Operating System

Select an Operating System from the list or add a new image to the repository.

Configuration
Sedect Operating System image

Server Configuration Utility
nstallation Target

Summary

(i ] Selected sarvers bolong 1o : ‘default’. You can choose to install Operating System from one of the common organizations. Learm more at

1results
File Location . Vendor . Version

) VAST-08 htips://10.1081.8/vast-03  Rocky Linux Rocky Linux 8.6

Selected 10f 1 Rows per page | 10

Step 11. From Configuration, click Embedded and click Next (the OS configuration file is already part of
VAST ISO).

el Intersight Q search

@ e trial period for Infrastructure Service and Cloud Orchestrator is active. During the trial period, the Advantage tier features of infrastructure
Service and Cloud Orchestrator are available.

Install Operating System

General Configuration

Select a configuration source and provide the necessary configuration parameters
Operating System

Select Configuration Source

Server Configuration Utility

Installation Target

B Operating System image must include a configuration file. For an exsmple of the configuration file, see |oi;

Summary

Step 12. Click Next. No SCU Link is required.
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Wt Intersight Q search

@ e trial period for Infrastructure Service and Cloud Orchestrator is active. During the trial period, the Advantage tier features of infrastructure
Service and Cloud Orchestrator are available.

Install Operating System

General Server Configuration Utility

Sedect a Software Configuration Utility from the st or add & new image to the repository

) Operating System
) Configuration

5 Installation Target

Select Sesver Configuration Utility

8 Summary

) server Configuration Utisty images are fitered based on the Operating System image selection. Leam more at Help Cantar

) Search | * Fiiters O results

NO ITEMS AVAILABLE

Step 13. Click Next. In the Installation target screen. VAST ISO automatically identifies the Installation
target as the RAID1 virtual drive on 2x M.2 internal drives configured in the Boot Order Server Policy.

Step 14. Verify the summary and click Install.
ke Intersight Q search

@ The trial period for Infrastructure Service and Cloud Orchestrator Is active. During the trial period, the Advantage tier features of infrastructure
Service and Cloud Orchestrator are available.

Install Operating System

) General Summary
Verify details of your selections, make changes where required and proceed to install the Operating System
) Opersting System

Configuration
Operating System image

Server Configuration Utility Jame versice
VAST-08 Rocky Linux 8.6
Installation Target

Rocky Linux

Configuration
Embedded
Selectod Sorvers

C225-WZP200297TMY Serial WZP290287MY
©225-WZP290297N1 Seriak: W7

C225-WZP200297NK Secial: WZP200207NK

Step 15. Accept the warning for overwriting the existing OS image on the node and click Install.
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Existing Operating System, if any, will be overwritten and system

flles wiil be deleted. Configuration changes required to facilitate
0S instaliation will be made and restored at completion.

Step 16. Monitor the OS installation progress and wait for completion. Depending on the network
bandwidth between the node management network and the repository network, it can take up to 20 to 30
minutes for the OS installation to complete.

vl Intersight

Requests ~ Operating System instail

Operating System Install on Cisco UCS Server

Details 0 Execution Flow

Status Set Server Power State
Success arver Power cycled successfully
Set Server Boot Order
Name
InstallOSIMM
Validate Mount Status
D Virtual Media mount success?

854801169616e3101ab8e03
- e Mount Virtual Media

Mounting virtual media for Operating System: Rox
Target Type
Rack Server Validate install Configuration

nfiguration validated

Targot Name 5 Handle Staged Policies on Cisco UCS Server
Validate Vmedia On Server V

Source Type Retrieve Server Configuration

Rack Server Server configurations retrieved successtully

Source Name

Process Workfiow Input Task

Worikflow Inputs p

Initiator

andhiman@cisco.com

Start Time

Jun 19, 2025 5:24 PM

Step 17. Since this is an embedded installation without the Cisco Server Configuration utility, Cisco
Intersight displays the OS installation completion in about five minutes. Open a virtual KVM session and
monitor the OS install progress. Since this is an automated install, you are not required to provide any
inputs on the virtual KVM screen. The OS installation progress is shown below:
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“Bide Intersight C225WZP290297MY (vast-tempiate_DERIVED-1) | Tunselod KVM Conscle An Dhimen 2

Console

Step 18. Ensure OS is successfully installed on Cisco UCS C-Series nodes. Log in with
vastdata/vastdata to verify successful OS installation.

el intersight C225-WZP290297NZ (vast-template_DERIVED-6) | KVM Console ~ UCSC-C225M8N  WZP290297NZ

Console Rocky Linux 8.6 (Green Obsidian)

Kernel 4.18.8-425.13.1.el8.ciqf ipscompliant.37.1.x86_64 on an x86_64
File
localhost login: vastdata
View Password:
Last login: Thu Jul 18 2 8:88 ¢ » on ttyl
Last login: Tue Jul s
Last login: Tue Jul
[vastdata@localhost

Macros

Tools

Power

Boot Device

Virtual Media

Chat

Procedure 2. Install the VAST OS through virtual media

This procedure details the process to install the operating system through virtual media. You need to open
a virtual KVM session for each node. Virtual KVM session can be accessed through Cisco Intersight or
logging into node CIMC IP. During the OS installation, it is recommended to open vKVM through node
CIMC IP. Access the vKVM through the user created in Local User policy (admin/<<password>>)

Step 1. Log into Intersight, go to Infrastructure Service > Operate > Servers and identify the node
management IP.

Step 2. Log into vKVM with the username/password as defined in the user access policy.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 206 of 272



&« C © Not '.r:( Hits5//10,108.0,172/kvm/ )

1 Bl RackTables (@) DMZVEvR

Sign In

Usemame *

admin .IL

Step 3. From the KVM screen, go to Virtual Media > vKVM Mapped vDVD.
ek vkvM KVM Console  UCSC-C22
Console
File
View
Macros
Tools
Power
Boot Device

Virtual Media Create Image

Chat VKVN@W vDVD

VKVM-Mapped vHDD

vKVM-Mapped viFDD

CIMC-Mapped vDVD

CIMC-Mapped vHDD

Step 4. Select the VAST operating system ISO from your local file system and click Map Drive.
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Map Virtual Media - CD/DVD

vast-0s-12.14 17-181806

Step 5. Modify the Boot Device to Any Virtual Media, this will implement a one-time boot through virtual
media and override the default Boot Order Policy. Selected one time boto media avoids manually selecting
virtual media mapped ISO on node bootloader prompt.

el vKVM KVM Console  UCSC-C225-M8N
Cconsole
File
\T
Macros
Tools
Power
Bool Device

Vinual Media > Local HDD

Chat Any Vgual Media

Step 6. Click Power and then click Reset System to reset the power cycle on the node. The ISO
automatically loads (with virtual Media having highest priority in Boot Order Server Policy).
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NGO KVM Console  UCSC-C225-M8

Console

View
Macros
Tools
Power

DU UCYRLE ’ FPower O Syﬂl(‘?m

Virtual Media Reset‘Wslem

Chat Power Cycle Syslem

Step 7. The ISO automatically identifies the drives to install the VAST operating system ISO; the OS
installation completes in about 15 to 20 minutes.

Step 8. Repeat this procedure for all the other UCS C225 M8 nodes to be configured for the VAST
cluster.

VAST Cluster Bootstrap

This section details the VMS bootstrap process.

Note: The VMS bootstrap process detailed below is only for reference. The VAST support or install team
would execute these steps either by connecting a laptop directly to the EBox tech support network port
or by connecting a back-to-back network connection from EBox tech support port to a local jump
server.

Note: Configure a laptop or jump server device network with 192.168.2.3/24 to connect to the bootstrap
node. All EBox tech support ports are configured with IP 192.168.2.2/24

Note: If you don’t have access to a data center, you can open a KVM session to any VAST EBOX node. Assign
the VAST node management IP address to the management port(enp65s0f0) of the EBox node and run
vast_bootstrap.sh with the --interface option.

Procedure 1. Configure the VAST Cluster bootstrap

Step 1. SSH to 192.168.2.2 (vastdata/vastdata).
Step 2. Copy vms release to /userdata/bundles (release-5.3.0-sp8-hf6-1872389.vast.tar).
Step 3. Copy vast_bootstrap.sh script to /userdata/bundle. Change permissions to 777.

Step 4. Execute vast_bootstrap.sh.
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Step 5. Run the node discovery broadcast of mac address on internal switch:

enpls0fl: flags=4163<UP, BROADCAST,RUNNING,MULTICAST> mtu 1500
inet6 fe80::4911:69e:fe3a:b93f prefixlen 64 scopeid 0x20<link>
inet6 fe80::bae9:24ff:fe3a:b93f prefixlen 64 scopeid 0x20<link>
ether b8:e9:24:3a:b9:3f txqueuelen 1000 (Ethernet)
RX packets 22156 Dbytes 5988804 (5.7 MiB)
RX errors 0 dropped 0 overruns 0 frame 0O
TX packets 10949 Dbytes 2574792 (2.4 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions O

Step 6. Modify the cisco docker RPM to FALSE (non Hyperfabric deployment).
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Step 7. Log into https://192.168.2.2 with username/password (admin/123456) and wait for EBox
nodes to discover (Recommended an Incognito browser window).

© included nodes

Cluster install

© Discovery state is completed Discover again |  Deep Discover

Internal network topology  ETH

Selected: FRaes 12/12 | FNodes 1212

B 5 EBaWD
G 10 Elaw2rIso;

EFFEEREEEEEE
sFFEEEEEETRE

B 12 EBaxWZF2S0297NZ(1)

Step 8. Label the units as per the CIMC IP of nodes (ascending order). Use the serial number of nodes
to identify. This can be extracted from Intersight Server dashboard:
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Internal network topology  ETH

Selected: EBoxes 8/11 | ENodes8/11

Define per all Defineperall ¥  Define per all Define per all

. EBox-WZP290297P6 (1)
EBox-WZP290297NU (1)
EBOX-WZP290297NK (1)

. EBOX-WZP290297PE (1)

. EBOX-WZP290297PA (1)

. EBox-WZP290297NS (1)

. EBox-WZP290297MY (1)
EBox-WZP290297P1 (1)
EBox-WZP290297P0 (0/1)

10. EBax-WZP290297P5 (0/1)
11. EBox-WZP290297N1 (0/1)

Step 9. Click Generate setting to continue to the next screen. Sort from U1 to U12.

Internal network topology  ETH

; EBowes 8/11 | ENodes8/12

Define pe Define Define per all

. EBax-WZP290297P6 (1)

. EBax WZP2!
. EBox-WZP2:

FBax WZP2!
. EBox-WZI

FRax WZP290297P0 (01)

10. EBox-WZP290297FS (0/1)
EBox WZP290297N1 (0/1)

Step 10. Add the cluster configuration details as shown in the screenshot below:
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Required settings

Step 11. Edit the customized network settings. Set the Data VLAN to 69 and select QoS as PFC.

Step 12. From the Advanced Settings tab, select the SCM section layout as EBox.
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Customired Fields

Step 13. From the General Settings tab, add NTP server, ensure B2B IPMI is disabled. Click Install
Cluster.
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Step 14. Monitor the cluster installation progress, wait for a successful cluster deployment.

5]
©
a
-
®
&
°

GVAST @ vast repa 2a10 Online.
release 5.1.0-4p8 16 1872989

Activities

Fomers ()

2025/07/ | 12163 [UTCOT:00 Custer deploy COMPLETED

2025/07/08 | 115713 (UTC-07:00) Host discovery COMPLETED

WS008 Task chsstir_doploy (2) succoediod (st

Create ssh by hastname config fles
Conatid Clustor vast-atpt- 210
i licrriam was cremtid siceomahdly
Crrnting a4 Home
Default parsseon sor IndeAnuctRlity was 5t sucoesstul )
SPOK_QUIVK_KO_DETH was changed e 4
Dlstribute nathee rep certiicates set successfully
Default Cluster S3 certificates were st successhully
Weiting fox st D crustion
Symcng Images
Chuster vast-rip4-anll state ONUNE

JMS/OTAH 1IIR0E  Clustervast mpé-aall state: ACTWATING

Step 15. Log into cluster VIP, (admin/123456) and confirm a successful VAST Data cluster installation.
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@ 2310-vast Online
release-5.3.3-hi7-2198162

Tenants Dashboard

Data Reduction 4.8:1

® 0% Used 0% Awdliary 100% Free
Usable 6.038 GB Usable 0 Bytes Usable 635.191 T8
Logical 33.179 GB Logical 0 Bytes Logical 3.068 PB

1.83% Metadata usage % inode usage

e FNC e —

1212 1213 1274

Total Bandwidth  — Total IOPS

“
g
1212 1224

There were 1 unsuccessful login attempt
since last login at Jan 23, 15:26 Bandwidth ® Readiastency @ write Latency

VAST Cluster Initial Setup and Validation
This section details the initial setup of VAST Cluster.

Note: See the VAST KB Article for detailed configuration for initial cluster setup.

Procedure 1. Configure Virtual IP Pool

Virtual IP pools are ranges of IP addresses that VAST Cluster can use for listening for data traffic.

VAST Data recommends a minimum of two virtual IPs per CNode. For optimal load balancing, it is
encouraged to have four virtual IPs per EBox. The existing cluster had 4x 12(EBox), 48 virtual IP in the VIP
pool. For detailed steps, go to Configuring Network Access. The screenshot below displays the VIP
created with northbound VLAN:

Network Access

Virtual P S BGP Configueatiors HGP Connections.

Filers {0)

=
-
L]
&«
°

PROTOCOLS

Procedure 2. Configure DNS-Based Virtual IP Balancing and DNS Forwarding

The VAST Cluster compute load is designed to be balanced across all of the CNodes. VAST Cluster
features a DNS server that can handle virtual IP distribution and simplify DNS administration. The DNS
server returns a single virtual IP per query and is automatically updated of virtual IP pool changes.
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https://kb.vastdata.com/documentation/docs/quick-start-configuration-guide

There are several ways to use the DNS server. It is also possible to configure virtual IP distribution on your
external DNS server. There are several advantages to configuring virtual IP distribution through the VAST
Cluster DNS server.

You can choose to configure the DNS-based virtual IP distribution in one of two ways:

e Using VAST Cluster DNS: In which DNS queries for subdomains are forwarded via an external DNS
server to a single domain and queries are distributed to specific virtual IP pools according to
subdomains.

e Using an external DNS server: In which DNS queries are forwarded by an external DNS server to all
virtual IPs and the client randomly selects a virtual IP.

The existing solution leverages VAST Cluster DNS. For more details, go to VAST Cluster DNS Configuration
and VAST DNS With Microsoft DNS and Delegation.

Procedure 3. Validate Cluster Install

To validate the sanity of VAST EBox cluster, customers can run vast sanity test which confirms base
performance if VAST EBox cluster.

Note: You need to get the VAST sanity test kit from VAST support. This kit is an elbencho-based script to
sanity check a cluster's read and write performance.

The screenshot below details the test results. The results are for sanity validation of the cluster and should
not be used as an indication of actual performance of the cluster:

aipod-vast vastdata@Rack-DB11-U11-DN1 vperfsanity:$S ./vperfsanity_run.sh -w -r vast-vip
Collecting information about the cluster to start run...

Restarting elbencho service...

DBoxes: 11 | Files: 704 | Filesize: 64G | Size total: 44T

Command line:
"artifacts/elbencho” --hostsfile "artifacts/cnodes_mgmt_ips.elbencho” -c "artifacts/s3cred.
e "artifacts/elbencho-results.csv" --s3fastput --s3fastget -t 64 -b 16m --s3endpoints "http

LAST DONE

Elapsed time 2 12m4.724s 17m46.041s
Objects/s : 0 0
I0PS : 3281 2704
Throughput MiB/s : 52520 43279
Total MiB : 38062820 46137344
Objects total g 1 704

Waiting for burst / post-burst phase to finish...

(You can press any key to skip waiting. Update interval: 30s; max wait time: 30m:00s)
Elapsed time at last status check: 29m:56s

Still bursting / post-bursting, but reached wait timeout. (Wait time: 30m:27s)

Command line:
"artifacts/elbencho” --hostsfile "artifacts/cnodes_mgmt_ips.elbencho” -c "artifacts/s3cred.
e "artifacts/elbencho-results.csv" --s3fastput --s3fastget -t 64 -b 16m --s3endpoints "http

Elapsed time ¥ 3m8.144s 3m53.152

Objects/s - 0 3
IOPS S 13206 12367
Throughput MiB/s : 211334 197885
Total MiB : 39761480 46137344
Objects total > 1 704

aipod-vast vastdata@Rack-DB11-U11-DN1 vperfsanity:$ D
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Procedure 4. Configure and Test NFSoRDMA

NFSoRDMA is supported for both NFSv3 and NFSv4,1, Remote Direct Memory Access (RDMA) is a
protocol that allows for a client system to copy data from a storage server’s memory directly into that
client’s own memory. NFSoRDMA is available in VAST-NFS for RHEL 7.X. and is highly recommended over
the built-in version as it contains the most recent bug fixes and optimizations.

The current network fabric enables RDMA over Converged Ethernet (RoCE). The test client setup to
configure and test NFSoORDMA is displayed below.

See NFESoRDMA to learn more about VAST NFS features and go to: https://vastnfs.vastdata.com/ to
download VAST NFS packages.

FE-SP1 FE-SP2
Mexus 9364D-GX2A MNexus 9364D-GX2A
10.115.90.50 10.115.90.51
\ Eth1/7-9 / \
B2 gy Eviae
Eth1/10-12 Eth1.4-6
Eth1/7-8 .
Ethi/1-3
3x400G
/’3X4OOG 3x4D 408G x400G 3x400G 3Ix400G 3x400G
Eth1/30-32 Eth1/p 3G-32 Kth1/27-29 EtH1/30-32 Eih1/27-29 Eth1/30-32

FE-LF1 FE-LF2 FE-SLF1 FE-SLF2
Mexus 9332D-GX2B Mexus 9332D-GX2B Mexus 9332D-GX2E Mexus 9332D-GX2E
10.115.90.52 10.115.90.53 10.115.90.54 10.115.20.55

- %”5,1 to BBt enflisito
Eth 1”& Eth 1i2qi2 EIN42 - e 120z
enpl29s0i1
200G 200G
2%200G /
x200G N onp1s0f1
enp129s0f0 enp1s0f0
UCSC-C225-MBN
i Y
Test Client for NFSoRDMA o
C225 M8 with 2x CX7 @)
. o
@]

UCSC-C225-MBN
Total 11 EBox

The following steps setup NFSoRDMA on the test client. (Test Client for NFSORDMA C225 M8 with 2x
CX7). The test client was installed with Ubuntu 22.04.4 LTS with kernel 6.8.0-87-generic.

Step 1. Verify the OFED driver version:

vastclient@vastclient-UCSC-C225-M8N:~$ ofed info -s

OFED-internal-25.07-0.9.7:

Note: In event OFED driver is not installed, see How to Install MLNX OFED Driver. You can also install NVIDIA
CUDA for GPU nodes.

Step 2. Download and install VAST NFS driver. See VAST NES for installation steps.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 218 of 272



https://kb.vastdata.com/documentation/docs/nfs-features-for-enhanced-performance-1
https://vastnfs.vastdata.com/
https://enterprise-support.nvidia.com/s/article/howto-install-mlnx-ofed-driver
https://docs.nvidia.com/cuda/cuda-installation-guide-linux/
https://docs.nvidia.com/cuda/cuda-installation-guide-linux/
https://vastnfs.vastdata.com/docs/4.5/download.html

vastclient@vastclient-UCSC-C225-M8N:~$ vastnfs-ctl status
version: 4.5.1-vastdata-OFED-internal-25.07-0.9.7

kernel modules: sunrpc

services: rpcbind.socket rpcbind

rpc_pipefs: /run/rpc pipefs

Step 3. Download elbencho:

wget https://github.com/breuner/elbencho/releases/download/v3.0-35/elbencho-static-x86 64.tar.gz

Step 4. Identify IP config on Test Client:

vastclient@vastclient-UCSC-C225-M8N:~$ ip -br a

lo UNKNOWN 127.0.0.1/8 ::1/128

ens4f0np0 Up 10.115.90.144/27 £fe80::b65d:bed8:37bf:819/64
ens4flnpl ) 192.168.2.3/24 fe80::657:1ea3:a8el:abb2/64
ens3f0np0 9)24 10.30.56.9/24 fe80::4a0b:5bb0:ce9:69bc/64
ens3flnpl up 10.30.56.8/24 feB80::b9%7:e861:4e43:11d1/64
ens1fOnp0 uP 10.30.56.6/24 fe80::1393:92¢c3:9fab:86db/64
enslflnpl 9)24 10.30.56.7/24 fe80::cc7e:5cb7:8717:d4el/64

Step 5. Mount the NFS view on test client. These Views are created on VAST Cluster. To identify
different mount options, see VAST NFS mount parameters.

sudo mount -t nfs -o vers=3,rdma,nconnect=16,localports=10.30.56.6-10.30.56.9, remoteports=10.30.56.11-
10.30.56.27,spread_reads, spread writes 10.30.56.11:/view-c225 /mnt/c225-rdma-localport/

Step 6. Test NFSoRDMA:

./elbencho -w -b Im -t 64 -s 20g --iodepth 16 --infloop --direct --rand /mnt/c225-rdma/filel[1-4]

./elbencho -r -b Im -t 64 -s 20g --iodepth 16 --infloop --direct --rand /mnt/c225-rdma/filel[1-4]

Step 7. Monitor the results on VAST VMS Dashboard:

Note: The results shown below are for demonstration and should not be taken as actual cluster performance.
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g ¥ alpod-vast Online
vaY il release-5.3.3-hf2-2008894

? Showing Live
Cluster Bandwidth and... | & @

Intersampling Status:

off @

Defined Time: Last 10 Vv Aggregation Type: Avg v Select Object: v
minutes

Cluster aipod-vast
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Cisco UCS C885A Configuration

This chapter contains the following:

Set up Cisco Intersight Resource Group

This section details the configuration of the Cisco UCS C885A 8-GPU servers. These servers can currently
be monitored by Cisco Intersight, but policy-based configuration will come in the future. The following
sections go through updating server firmware and configuring the servers for an Al training environment.
This procedure will need to be followed for each C885A server. The server should be installed according to
the Cisco UCS C885A M8 Server Installation and Service Guide and cabled according to the Cisco UCS
C885A Connectivity Design section. Setup the Cisco BMC with either a static or DHCP IP address.

Set up Cisco Intersight Resource Group

Procedure 1. Initial C885A Setup

Step 1. From a web browser, connect to https://<BMC IP>. The default user id is root, and the default
password is “password.” The first time you connect, you will be asked to set a strong password.

Step 2. When connected, click Select Timezone. From the drop-down list to select the current
Timezone. Click Confirm.

Step 3. Go to Settings > Network. Ensure that all necessary network information is in place, including
DNS servers and DNS Search domain.
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Network

Configure BMC network settings

Network settings

Hostname £ Use domain name Use DNS servers Use NTP servers
C885A'W|H2903000? C) Enabled C) Enabled C) Enabled

Use Shared NIC (eth1)
Disabled

ETHO eth1

Link status Speed (mbps)
LinkUp 1000

Interface settings

FQDN MAC address
C885A-WIH29030007 ec:f4:0c:ce:aa:31
IPv4

IPv4 addresses

Current address origin
Static

IP address source

DHCP
© Static
IP address Gateway Subnet mask
10.115.67.162 10.115.67.129 255.255.255.192

Step 4. Go to Settings > Date and time. Enter up to three NTP servers and click Save settings. After
these settings have been saved return to this screen and verify the correct time.
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Date and time

BMC GPU
Date 24-hour time
2025-11-17 19:19:51 EST

Configure settings

Manual
Date 24-hour time
YYYY-MM-DD HH:MM
2025-11-17 19:19
QO NTP
Server 1 Server 2 Server 3
171.68.38.65 171.68.38.66

Step 5. Go to Security and access > Policies. Enable both BMC shell (via SSH) and Network IPMI (out-
of-band IPMI).

Policies

BMC shell (via SSH)
Allow access to shell sessions via SSH, through port 22 on the BMC. @ Enabled

Network IPMI (out-of-band IPMI)
Allow remote management of the platform via IPMI. Tools such as @ tnabled

ipmitool require this setting to be enabled.
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|
Procedure 2. Configure C885A BIOS Settings

Step 1. Configure the C885A BIOS Settings to work with Al applications.

Step 2. Go to Configure > Configure BIOS > I/O. Configure settings as shown without selecting Reboot
Host Immediately. If any changes are made, click Save.

Configure

Restore Defaults

CONFIGURE BIOS Configure Boot Order

1/0 Server Management Security Processor Memory Power/Performance

Note: Default values are shown in bold.

Reboot Host Immediately

@
“

PCIE Link Speed Capability | Auto PCle ARI Support | Auto

PCle Ten Bit Tag Support | Auto

“

|IPv4 PXE Support | Enabled

“

IPv6 PXE Support | Disabled

O

IPv4 HTTP Support | Enabled

O

IPv6 HTTP Support | Disabled < SR-IOV Support | Enabled s
Step 3. Go to Configure > Configure BIOS > Server Management. Configure settings as shown without

selecting Reboot Host Immediately. If any changes are made, click Save.
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Configure

Restore Defaults

CONFIGURE BIOS Configure Boot Order

1/0 SERVER MANAGEMENT Security Processor

Note: Default values are shown in bold.

Reboot Host Immediately

O

FRB-2 Timer | Enabled
OS Wtd Timer Timeout 10 ®

Console Redirection Enabled s

“»

Terminal Type | ANSI

Memory Power/Performance

OS Watchdog Timer

OS Wtd Timer Policy

Bits per second

Flow Control

Disabled

Reset

115200

None

O

O

O

Step 4. Go to Configure > Configure BIOS > Security. Configure settings as shown without selecting
Reboot Host Immediately. If any changes are made, click Save.
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Configure

Restore Defaults

CONFIGURE BIOS Configure Boot Order

1/O Server Management SECURITY Processor Memory Power/Performance

Note: Default values are shown in bold.

Reboot Host Immediately

Password protection of Runtime
Variables

L13
L13

Enable Security Device Support | Enable

LL3

SHAZ256 PCR Bank Enabled

i

Pending operation None

L1

SHA384 PCR Bank | Disabled

Step 5. Go to Configure > Configure BIOS > Processor. Configure settings as shown without selecting
Reboot Host Immediately. If any changes are made, click Save.
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Configure

Restore Defaults

CONFIGURE BIOS Configure Boot Order

/0 Server Management Security PROCESSOR

Note: Default values are shown in bold.

Reboot Host Immediately

Memory Power/Performance

SVM Mode | Enabled = APBDIS |1 %

AVX512 | Auto s Global C-state Control | Disabled B

Streaming Stores Control | Auto = DF PState Frequency Optimizer | Enabled =

Power Down Enable | Disabled s xGMI Force Link Width | Auto e

CCD Control | Auto s SMT Control | Auto s

Local APIC Mode | Auto s 3-link xGMI max speed | 32Gbps =
ACPI SRAT L3 Cache As NUMA N
Domain Auto s

Step 6. Go to Configure > Configure BIOS > Memory. Configure settings as shown without selecting

Reboot Host Immediately. If any changes are made, click Save.

Note: IOMMU should be Enabled.
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Configure

Restore Defaults

CONFIGURE BIOS Configure Boot Order

1/0 Server Management Security Processor MEMORY

Note: Default values are shown in bold.

Reboot Host Immediately

“

L1 Burst Prefetch Mode | Auto

IOMMU | Enabled

“

“»

Chipselect Interleaving | Auto

DRAM Refresh Rate | 3.9 usec

“

DDR Healing BIST | Disabled

“

TSME | Disabled

O

Memory interleaving | Auto s

“

Above 4G Decoding | Enabled

Power/Performance

SMEE

DRAM Boot Time Post Package

Repair

BankSwapMode

DRAM Scrub Time

DRAM Runtime Post Package

Repair

NUMA nodes per socket

SEV-SNP Support

BME DMA Mitigation

Disable

Disable

Auto

24 hours

Disable

Auto

Auto

Disabled

“»

“

“»

“»

“»

“

@

Step 7. Go to Configure > Configure BIOS > Power/Performance. Configure settings as shown and

select Reboot Host Immediately. Click Save.
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Configure

Restore Defaults

CONFIGURE BIOS Configure Boot Order

/0 Server Management Security Processor Memory POWER/PERFORMANCE

Note: Default values are shown in bold.

Reboot Host Immediately

“

Core Performance Boost | Auto Global C-state Control Disabled $

L1 Stream HW Prefetcher | Auto

“

L2 Stream HW Prefetcher | Auto

"

"

Determinism Enable Power

Procedure 3. Disable BlueField Internal CPU (DPU)

Power Profile Selection | High Performance Mode®

CPPC | Auto :

Note: If you have BlueField-3 (BF-3) NIC Cards in your frontend or N-S network, it is often desirable to
configure the two 200G or 100G ports in an LACP bond. It has been determined that if the DPUs in the
BF-3 NICs are enabled, the LACP PDUs to the switches are blocked. It is necessary to disable the DPUs
for the LACP vPC port-channels on the Cisco Nexus switches to function properly. This will need to be
done on all N-S BF-3 NICs on all the Cisco UCS C885As.

Step 1. In the Cisco UCS C885A BMC interface, select Hardware status > Inventory and LEDs >
Network adapters. Identify the adapter(s) being used for the frontend network, expand them, and note the
MAC addresses.
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Network adapters

Q, 11 items

ID Health

~ FHHL_11 © oK

Adapters information

Name: BlueField-3 P-Series DPU 200GbE/NDR200 dual-port Manufacturer: Mellanox Technologies Ltd.
Vendor: Mellanox Technologies Ltd. Model: B3220 DPUs

Serial number. MT24376002UP Firmware version: 32.44.1036

Part number: 900-9D3B6-00SV-AAD Status (State): Enabled

Ports information

Port: NetworkPort_2 MAC address: C4:70:BD:B8:7C:ED
Port protocol: Ethernet

Link status: LinkUp

Link speed Gbps: 100

Port: NetwarkPort_1 MAC address: C4:70:BD:B8:7C:EC
Port protocol: Ethernet

Link status: LinkUp

Link speed Gbps: 100

Step 2. Select Operations > KVM and click Launch KVM. The KVM will open in a separate window. On
Windows, the KVM will open in full screen but can be sized down.
Step 3. From the Host Power drop-down list, select Power Cycle and click Confirm.

Step 4. When the server comes back up and you see Press <DEL> or <ESC> to enter setup, press
either of those keys. You should then see an Entering Setup message.

NI
CISCO
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Step 5. Use the right arrow key to move to the Advanced tab and then Arrow down until you find an
Nvidia Network Adapter with a MAC address that matches what was queried in Step 1. When the adapter
is highlighted, press Enter to open it. Arrow down to BlueField Internal Cpu Configuration and press Enter
to open it. Arrow down to the field to the right of Internal Cpu Offload Engine and use the arrow keys and
Enter key to set the field to Disabled. Hit the ESC key twice to back out to the device selection page.
Repeat this process for all BF-3 ports connected to the frontend network. Press F4 to Save and Exit and
click Yes to verify. The server reboots with the DPUs.

Internal Cpu 0ffload [Disahled)
Engine Internal Cpu Offload Engine

Procedure 4. Claim Cisco UCS C885A to Intersight

Cisco UCS C885A servers can be claimed into Cisco Intersight to provide detailed hardware and
monitoring information. You can also access the BMC interface and the KVM interface from Intersight. To
claim a C885A server into Intersight, complete the following steps.

Step 1. In the Cisco UCS C885A BMC interface, select Device connector on the left. At the same time,
in Cisco Intersight in the account where you want to claim the C885A servers, select System > Targets.
Click Claim a New Target and then select Cisco UCS Server (Standalone). Click Start. Select all resource
groups you would like to place the server in. Copy and paste the Device ID and Claim Code from the
C885A Device connector page and click Claim. After the target is claimed to Intersight, the status will
update on the C885A Device connector page.
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Settings w
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Security and access W .
WIH29030007 E
Resource management .

HT-RTPS-APOD &
Device connector Unclaim

temet Infersight
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Step 2. When the server is claimed into Intersight, it will appear under Operate > Servers. Server
Inventory and Metrics can be viewed and the server’s BMC and KVM interfaces can be brought up from
Intersight. In order for either of these interfaces to be reached, the machine that is logged into Intersight
must have routable access to the C885As’ BMC IP addresses.

€ Servers

C885A-WIH29030007 @ Heattny

Inventory Metrics

Details Properties Events

Health

Cisco UCSC-885A-M8 Alarms No Alarms
© Healthy

Name - - Acknowledged Suppressed
C885A-WIH29030007

No Alarms

Requests No Requests

Advisories No Ad

PID
UCSC-885A-M8

Vendor

Cisco Systems, Inc.

Locator LED @D Health Overlay

0000000000000000000000000000
CPU Capacity (GHz)
480.0

License Tier 2

Advantage
Threads
Management Moc

Standalone

Firmwa

1.0.38 CPU Cores Enabled

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 232 of 272



Power

System

Properties Events Launch BMC

Launch vKVM

Cisco UCSC-885A-M8 Alarms

Open TAC Case

ey Set License Tier

Collect Tech Support Bundle
No Alarms

Requests No Requests

Advisories No Advisories

Procedure 5. Update Cisco UCS C885A Firmware

It is important to update Cisco UCS C885A firmware to at least the Suggested Release from
https://software.cisco.com/download/home/286337202/type/283850974/release/1.1(0.250025). This
procedure will show an update to what is currently the latest release - version 1.2(0.250011). The firmware
will need to be updated individually on each server. The firmware downloads include a PCIE Switch Update
Tool to update the PCle switches between the GPUs and backend NIC cards, a server firmware upgrade
script to update mainly BIOS and BMC firmware, a firmware tar.gz file containing the updated firmware,
and a firmware hardware update utility ISO to update firmware in all hardware NICs in the server. At the
time of publication, only the version 1.2 firmware includes the PCIE Switch Update Tool.

Step 1. Download all the desired UCS C885A M8 firmware release files from
https://software.cisco.com.

Step 2. If your download included The PCIE Switch Update Tool, it can be run on Ubuntu 22.04.5 LTS
or on RHEL 9.4 and run the following:

unzip pcie-switch-update-too0l-04.18.00.00.zip

chmod +x pcie-switch-update-to00l1-04.18.00.00.run

scp pcie-switch-update-t00l1-04.18.00.00.run core@<c885a-hostname-or-IP>:/var/home/core/
ssh core@<c885a-hostname-or-IP>

sudo ./pcie-switch-update-to00l-04.18.00.00.run

Enter option 1. If the Firmware Version is less than 04.18.00.00, then rerun the tool and select option 2.
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If option 2, was entered, answer yes to the question.

Step 3. When the update is completed, drain the node and reboot the node. SSH back into the node
and rerun the tool to verify the firmware update.

Step 4. The C885A BIOS and BMC update can be done from a Linux machine. For this update, power
off the C885A:

sudo dnf install python3.11
pip3.11 install prettytable
tar -xzvf ucs-c885a-m8-upgrade-script-vl.5.tar.gz

python3.11 ucs-c885a-m8-upgrade-vl.5.py -B ucs-c885a-m8-1.2.0.250011.tar.gz -U <user> -P <password> -I <BMC-
IP> -D

Step 5. If any of the firmware components require update, run:

python3.11 ucs-c885a-m8-upgrade-v1l.5.py -B ucs-c885a-m8-1.2.0.250011.tar.gz -U <user> -P <password> -I <BMC-
IP> -F

Note: The update will take at least 15 minutes to complete.

Step 6. To upgrade the remaining firmware on the server, launch the server’s KVM interface. To launch
the KVM from Intersight, select Operate > Servers. Click the three dots to the right of the UCSC-885A-M8
server and select Launch vKVM. To launch the KVM from the BMC interface, select Operations > KVM and
click Launch KVM. Once in the KVM window, use the Virtual Media pulldown and Map image to map the
HUU ISO file to the KVM. Then use the Boot Device pulldown to select a one-time boot from CD. Finally,
use the Host Power pulldown to power cycle the C885A and reboot from the HUU ISO CD. Follow the
prompts to update the remaining firmware.

Procedure 6. Set Boot Order if Using NVIDIA Base Command Manager (BCM)

If you use NVIDIA BCM to run training and fine-tuning jobs on the C885A servers, the server boot order
needs to be set to PXE boot from the first front-end or N-S NIC. Complete the following steps to set this
boot order on all Cisco UCS C885A servers.

Note: Since the front-end NICs are mainly used in a bond, the “no lacp suspend individual command” should
be present on all switch ports connected to the C885A front-end NICs.

Step 1. In the Cisco UCS C885A BMC interface, select Hardware status > Inventory and LEDs >
Network adapters. Identify the adapter(s) being used for the frontend network, expand them, and note the
MAC addresses.

Step 2. From the server’s BMC interface, select Configure > Configure Boot Order. Scroll down to find
the first N-S NIC by MAC address with PXE. Use the up arrow on the right to move this NIC to the top of
the list. Select Reboot Host Immediately and click Save.
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Contigure

Restore Defaults

Configure BIOS CONFIGURE BOOT ORDER

UEFI Secure Boot Disabled =
Boot Mode UEFI
Configure one time boot device None =

Reboot Host Immediately

Current Boot Order Expected Boot Order

» MAC:CA70BDBY0BOS UEFI: PXE IPv4 Nvidia
Network Adapter - C4:70:BD:B9:0B:08

e UEFI: Built-in EFI Shell

* ubuntu

* MAC:C470BDBY0B09 UEFI: PXE IPv4 Nvidia
Network Adapter - C4:70:BD:B9:0B:09

MAC:C470BEDBO0B0S UEFI: PXE IPv4
Nvidia Network Adapter -
C4:70:BD:B9:0B:08

UEFL: Built-in EFI Shell
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NVIDIA Base Command Manager
This chapter contains the following:

Install and Configure NVIDIA BCM

NVIDIA Base Command Manager (BCM) 10 was used in this lab validation to run ML Commons and other
tests under the Simple Linux Utility for Resource Management (SLURM). BCM was used as a PXE boot
target for the Cisco UCS C885A HGX Worker nodes to load an Ubuntu 22.04.4 LTS-based image with
NVIDIA GPU utilities and software. NVIDIA BCM was installed on Ubuntu22.04.4 LTS in this validation on a
single Cisco UCS C220 head node. BCM can also be installed on a pair of head nodes in an HA
configuration. The BCM head node was connected to the front-end fabric compute leafs (where the
C885As were also connected) with an LACP bonded connection that consisted of 2-100G connections
from the Cisco VIC. On the bond, an IP in the management subnet was assigned and connected to a vPC in
the fabric where the native VLAN for the vPC corresponded to the VLAN for the management subnet.
Tagged VLAN interfaces on the bond allowed NFS and NFS over RDMA connections to storage. The
NVIDIA BCM nodes were cabled according to Table 23 and mounted NFS storage from the NetApp
Storage controllers.

Table 23. NVIDIA BCM Node Assignment

Head Node Cisco UCS C220 rtp5-hgx-mgt-06 10.115.90.115/26 10.115.90.7/26
Worker Cisco UCS C885A M8 rtp5-hgx-hgpu-009  10.115.90.105 10.115.67.161
Worker Cisco UCS C885A M8 rtp5-hgx-hgpu-010 10.115.90.106 10.115.67.162
Worker Cisco UCS C885A M8 rtp5-hgx-hgpu-011 10.115.90.107 10.115.67.163
Worker Cisco UCS C885A M8 rtp5-hgx-hgpu-012 10.115.90.108 10.115.67.164

Table 24. NVIDIA BCM Network Info

Netmask Bits Base Address

internalnet 26 10.115.90.64 eth.cluster
ipminet 26 10.115.67.128 ipmi.cluster
storagenet 24 192.168.51.0 storage.cluster

Install and Configure NVIDIA BCM

Procedure 1. Install NVIDIA BCM

NVIDIA BCM was installed on a Cisco UCS C-Series server using the NVIDIA Base Command Manager 10
Installation Manual. In the installation, Ubuntu 22.04.4 LTS was used as the underlying OS, and the SLURM
Workload Manager and a type 2 network was installed.

Procedure 2. Configure BCM and Worker Nodes
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Step 1. Using NVIDIA Base Command Manager 10 Administrator Manual, section 2, bring up the BCM
View GUI.

Step 2. Using NVIDIA Base Command Manager 10 Administrator Manual, section 3, configure BCM.

Step 3. Using NVIDIA Base Command Manager 10 Administrator Manual, section 5, set up PXE boot
and provision nodes with the base Ubuntu image.

Step 4. On one node, install all necessary drivers and tools, grab this image, and apply it to the other
nodes.

Step 5. You can now run workloads such as SLURM on the nodes. For more information, see NVIDIA
Base Command Manager 10 Administrator Manual, section 7. Training Applications Run under NVIDIA
BCM.
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Cisco UCS C885A Validation

This chapter contains the following:

MLPerf Training

GPU Direct Storage Setup
This chapter details the validation of Cisco UCS C885A GPU node validation.
MLPerf Training

The MLPerf Training benchmark suite comprises full system tests that stress models, software, and
hardware for a range of machine learning (ML) applications. The open-source and peer-reviewed
benchmark suite provides a level playing field for competition that drives innovation, performance, and
energy efficiency for the entire industry.

The MLPerf Training v5.1 benchmark suite highlighting the rapid evolution and increasing richness of the Al
ecosystem as well as significant performance improvements from new generations of systems.

Llama 2 70B-LoRA: Efficient LLM Fine-Tuning

The Llama 2 70B-LoRA utilizes the massive Llama 2 70B general LLM, fine-tuning it with Parameter-
Efficient Fine-Tuning (PEFT) on the SCROLLS GovReport dataset. The primary task is high-quality
document summarization, with results measured against the industry-standard ROUGE algorithm.
Reflecting the trend toward complex, detailed analysis, the model is configured with a long context window
of 8,192 tokens.

Model Llama 2 70B (70 billion parameters)

Method LoRA (Low-Rank Adaptation): This Parameter-Efficient Fine-Tuning (PEFT) technique
drastically reduces training time and cost by only updating a small subset of the total
parameters.

Task Document Summarization on the SCROLLS GovReport dataset, designed for instruction

following and general productivity tasks.

Accuracy Performance is measured until the model reaches a target quality, evaluated using the
ROUGE algorithm for summary accuracy.

Context The model utilizes a long context length of 8,192 tokens, reflecting the growing need for
LLMs to process and understand lengthy documents.

Setup instructions:
https://qithub.com/micommons/training results v5.1/tree/main/Cisco/benchmarks/llama2 70b lora/imple

mentations/nemo
GPU Direct Storage Setup

This section details the high-level steps to setup GPU direct on Cisco UCS C885A server. If you need to
setup only NFSoRDMA, see Procedure Configure and Test NFSoRDMA.

GDS was invented by NVIDIA to provide improved latency and maximal bandwidth to GPUs by bypassing
the CPU. VAST-NFS also enables support for GDS.
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GDS requires an RDMA-capable network and correspondingly an RDMA-enabled mount. | can be used
with or without multipath.

The current network fabric enables RDMA over Converged Ethernet (RoCE). The frontend connectivity of
Cisco UCS C885A is illustrated below:

FE-SP1 FE-SP2
Mexus 9364D-GX2A Nexus 9364D-GX2A
10.115.90.50 10.115.80.51
\ Eth1/7-g / \
BMA0A2  piina Ethids

Eth1/10-12 Ethi/d-6
Eth1/7-9
Ethi/1-3

3x400G

}4006 3x400G 3x400G
Ethi/30-32 Et‘l-'n 2729 Eth1/30-32
N
FE-LF1 FE-LF2 FE-SLF1 FE-SLF2
Nexus 8332D-GX2B MNexus 9332D-GX2B Nexus 9332D-GX2B Nexus 83320D-GX2B
10.115.80.52 10,11 5.90.53 10.115.90.54 10.115.90.55
D 1o E}H o BnUSA10 gpfsm 1o
BN 1142 B ege BINI42 ) et 12002
\ enp129s0H /
200G 200G
1x200G 4
x200G N\ enpisii
enp129s010 /¢ 4ot
UCSC-C225-MBN
-
O
Cisco UCS C885A O
with 1x BlueField3 O
\ y, UCSC-C225-MB8N

Total 11 EBox

Procedure 1. Set up GPU Direct Storage

In this setup, GDS was setup on Ubuntu 22.04.4 with Linux kernel 5.15.0-1025-nvidia. Subsequent steps
detail the process to update/modify the kernel version and install CUDA toolkit. The following figure
displays the KVM snapshot shot of Cisco UCS C885A GPU node:
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Host Power \ v Virtual Media

Update the Linux kernel to 5.15.0-1025-nvidia:

#apt install linux-headers-5.15.0-1025-nvidia linux-image-5.15.0-1025-nvidia linux-modules-5.15.0-1025-
nvidia linux-modules-nvidia-£fs-5.15.0-1025-nvidia linux-nvidia-headers-5.15.0-1025

#apt update

root@rtp5-hgx-hgpu-011: /usr/local# apt install linux-headers-5.15.0-1025-nvidia linux-image-5.15.0-1025-
nvidia linux-modules-5.15.0-1025-nvidia linux-modules-nvidia-fs-5.15.0-1025-nvidia linux-nvidia-headers-
5.15.0-1025
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
Suggested packages:
fdutils linux-doc | linux-nvidia-source-5.15.0 linux-nvidia-tools
linux-modules-extra-5.15.0-1025-nvidia
The following NEW packages will be installed:
linux-headers-5.15.0-1025-nvidia 1inux-image-5.15.0-1025-nvidia linux-modules-5.15.0-1025-nvidia
linux-modules-nvidia-fs-5.15.0-1025-nvidia linux-nvidia-headers-5.15.0-1025
0 upgraded, 5 newly installed, © to remove and 303 not upgraded.
Need to get 51.9 MB of archives.
After this operation, 242 MB of additional disk space will be used.
Get:1 http://archive.ubuntu.com/ubuntu jammy-updates/main amd64 linux-nvidia-headers-5.15.0-1025 all 5.1
5.0-1025.25 [12.8 MB]
:2 http://archive.ubuntu.com/ubuntu jammy-updates/main amd64 linux-headers-5.15.0-1025-nvidia amd64 5
.0-1025.25 [3,314 kB]
:3 http://archive.ubuntu.com/ubuntu jammy~uqdates/main amd64 linux-modules-5.15.0-1025-nvidia amd64 5
.0-1025.25 [23.7 MB]
:4 http://archive.ubuntu.com/ubuntu jammy-updates/main amd64 linux-image-5.15.0-1025-nvidia amd64 5.1
5.0-1025.25 [11.4 MB]
Get:5 http://archive.ubuntu.com/ubuntu jammy-updates/main amd64 linux-modules-nvidia-fs-5.15.0-1025-nvid
ia amd64 5.15.0-1025.25 [611 kB]
Fetched 51.9 MB in 3s (17.9 MB/s)
Selecting previously unselected package linux-nvidia-headers-5.15.0-1025.
ﬂReading database ... 95%

Step 2. Click OK to confirm update to Linux Kernel 5.15.0-1025-nvidia.
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vastclient@vastclient-UCSC-C225-M8N: ~ root@rtp5-hgx-hgpu-011: /usr/local

ackage configuration

Pending kernel upgrade |
Newer kernel available

The currently running kernel version is 5.15.0-113-generic which is not the expected kernel
version 5.15.0-1025-nvidia.

Restarting the system to load the new kernel will not be handled automatically, so you should
consider rebooting.

Step 3. Remove old kernel (5.15.0-113, update grub and reboot . After reboot, ensure the kernel is
updated to 5.1.5.0-1025-nvidia.

# apt remove “dpkg -1 |grep 5.15.0-113-genericlawk '{print $2}'"
#update-grub

#reboot

root@rtp5-hgx-hgpu-011:~# apt remove 'dpkg -1 |grep 5.15.0-113|awk '{print $2}'’

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
linux-generic linux-headers-5.15.0-161 linux-headers-5.15.0-161-generic linux-headers-generic
linux-image-5.15.0-161-generic linux-image-generic linux-modules-5.15.0-161-generic
Llinux-modules-extra-5.15.0-161-generic

Suggested packages:
fdutils linux-doc | linux-source-5.15.0 linux-tools

The following packages will be REMOVED:
linux-headers-5.15.0-113 linux-headers-5.15.0-113-generic linux-image-5.15.0-113-generic
linux-modules-5.15.0-113-generic linux-modules-extra-5.15.0-113-generic

The following NEW packages will be installed: =
linux-headers-5.15.0-161 linux-headers-5.15.0-161-generic linux-image-5.15.0-161-generic
linux-modules-5.15.0-161-generic linux-modules-extra-5.15.0-161-generic

The following packages will be upgraded:
linux-generic linux-headers-generic linux-image-generic

3 upgraded, 5 newly installed, 5 to remove and 300 not upgraded.

Need to get 113 MB of archives.

After this operation, 1,396 kB of additional disk space will be used.

Do you want to continue? [Y/n] y

Get:1 http://archive.ubuntu.com/ubuntu jammy-updates/main amd64 linux-modules-5.15.0-161-generic amd64 S

.15.0-161.171 [22.7 MB]

Get:2 http://archive.ubuntu.com/ubuntu jammy-updates/main amd64 1linux-image-5.15.0-161-generic amd64 5.1

5.0-161.171 [11.6 MB]
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root@rtp5-hgx-hgpu-011:~# update-grub

Sourcing file "/etc/default/grub'’

Sourcing file " /etc/default/grub.d/bcm-standalone.cfg'

Sourcing file '/etc/default/grub.d/init-select.cfg’

Generating grub configuration file

Found background: /boot/grub/bcm.png

Found background image: /boot/grub/bcm.png

Found linux image: /boot/vmlinuz-5.15.0-1025-nvidia

Found initrd image: /boot/initrd.img-5.15.0-1025-nvidia

Found linux image: /boot/vmlinuz-5.15.0-161-generic

Found linux image: /boot/vmlinuz-5.15.0-113-generic

Found initrd image: /boot/initrd.cm.img-5.15.0-113-generic.orig
Warning: os-prober will not be executed to detect other bootable partitions.
Systems on them will not be added to the GRUB boot configuration.
Check GRUB_DISABLE_OS_PROBER documentation entry.

Adding boot menu entry for UEFI Firmware Settings

done

root@rtps-hgx-hgpu-011:~# reboot]}

root@rtp5-hgx-hgpu-011:~# uname -r
5.15.0-1025-nvidia
root@rtp5s-hgx-hgpu-011:~# [

Step 4. Download CUDA toolkit 13.0.2:

|# wget https://developer.download.nvidia.com/compute/cuda/13.0.2/local installers/cuda-repo-debianl2-13-0-
| local 13.0.2-580.95.05-1 amd64.deb
root@rtp5-hgx-hgpu-011:~# wget https://developer.download.nvidia.com/compute/cuda/13.0.2/local_installer
s/cuda-repo-debian12-13-0-local_13.0.2-580.95.05-1_amd64.deb
--2025-11-10 21:10:56-- https://developer.download.nvidia.com/compute/cuda/13.0.2/local_installers/cuda
-repo-debian12-13-0-local_13.0.2-580.95.05-1_amd64.deb
Resolving developer.download.nvidia.com (developer.download.nvidia.com)... 23.212.62.149, 23.212.62.142
Connecting to developer.download.nvidia.com (developer.download.nvidia.com)|23.212.62.149|:443... connec
ted.
HTTP request sent, awaiting response... 200 OK
Length: 4164919918 (3.9G) [application/x-deb]
Saving to: ‘cuda-repo-debian12-13-0-local_13.0.2-580.95.05-1_amd64.deb’

95.05-1_amd64.deb 11%[===> ] 458.52M 44.7MB/s eta 86s

Step 5. Install the CUDA toolkit repository:

# sudo dpkg -i cuda-repo-debianl2-13-0-local 13.0.2-580.95.05-1 amd64.deb

root@rtp5-hgx-hgpu-011:~# sudo dpkg -i cuda-repo-debian12-13-0-local_13.0.2-580.95.05-1_amd64.deb
Selecting previously unselected package cuda-repo-debian12-13-0-local.

(Reading database ... 233037 files and directories currently installed.)

Preparing to unpack cuda-repo-debian12-13-0-local_13.0.2-580.95.05-1_amd64.deb

Unpacking cuda-repo-debian12-13-0-local (13.0.2-580.95.05-1)

Setting up cuda-repo-debian12-13-0-local (13.0.2-580.95.05-1)

The public cuda-repo-debian12-13-0-local GPG key does not appear to be installed.
To install the key, run this command:
sudo cp /var/cuda-repo-debian12-13-0-local/cuda-67A2CB52-keyring.gpg /usr/share/keyrings/

root@rtpS5-hgx-hgpu-011:~#

root@rtp5-hgx-hgpu-011:~# sudo cp /var/cuda-repo-debian12-13-0-local/cuda-*-keyring.gpg /usr/share/keyri
ngs/

Step 6. Install the CUDA toolkit:

#sudo dpkg -i cuda-repo-debianl2-13-0-local 13.0.2-580.95.05-1 amd64.deb
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#sudo cp /var/cuda-repo-debianl2-13-0-local/cuda-*-keyring.gpg /usr/share/keyrings/
#sudo apt-get update

#sudo apt-get -y install cuda-toolkit-13-0

root@rtp5-hgx-hgpu-011:~# sudo dpkg -1 cuda-repo-debian12-13-0-local_13.0.2-580.95.05-1_amd64.deb
Selecting previously unselected package cuda-repo-debian12-13-0-local.

(Reading database ... 233037 files and directories currently installed.)

Preparing to unpack cuda-repo-debian12-13-0-local_13.0.2-580.95.05-1_amd64.deb ...

Unpacking cuda-repo-debian12-13-06-local (13.0.2-580.95.05-1)

Setting up cuda-repo-debian12-13-0-local (13.0.2-580.95.05-1)

The public cuda-repo-debian12-13-0-local GPG key does not appear to be installed.
To install the key, run this command:

sudo cp /var/cuda-repo-debian12-13-0-local/cuda-67A2CB52-keyring.gpg /usr/share/keyrings/
root@rtp5-hgx-hgpu-011:~#

root@rtp5-hgx-hgpu-011:~# apt-get update

Get:1 file:/var/cuda-repo-debian12-13-0-local InRelease [1,572 B]

Get:1 file:/var/cuda-repo-debian12-13-0-local 1InRelease [1,572 B]

Get:2 file:/usr/share/doca-host-3.1.0-091000-25.07-ubuntu2204/repo ./ InRelease [1,888 B]
Get:2 file:/usr/share/doca-host-3.1.0-091000-25.07-ubuntu2204/repo ./ InRelease [1,888 B]
Get:3 file:/var/cuda-repo-debian12-13-0-local Packages [52.5 kB]

Hit:4 http://archive.ubuntu.com/ubuntu jammy InRelease

Hit:5 http://archive.ubuntu.com/ubuntu jammy-updates InRelease

Hit:6 http://archive.ubuntu.com/ubuntu jammy-backports InRelease

Hit:7 http://archive.ubuntu.com/ubuntu jammy-security InRelease

0% [Connecting to updates-us-east.brightcomputing.com]

root@rtp5-hgx-hgpu-011:~# sudo apt-get -y install cuda-toolkit-13-0
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

Step 7. Verify successful installation of GPU Direct storage (GDS):

‘# python3 /usr/local/cuda/gds/tools/gdscheck.py -p

root@rtp5-hgx-hgpu-011: /usr/local/cuda/gds/tools# python3 gdscheck.py -p
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ENVIRONMENT:

DRIVER CONFIGURATI
NVMe P2PDMA

NVMe

NVMeOF

SCSI

ScaleFlux CSD
NVMesh

DDN EXAScaler

IBM Spectrum Scale
NFS

BeeGFS

ScaTeFS

WekaFs

Userspace RDMA

Unsupported
Unsupported
Unsupported
Unsupported
Unsupported
Unsupported
Unsupported
Unsupported
Unsupported
Unsupported
Unsupported
Unsupported
Unsupported

--Mellanox PeerDirect : Disabled

--rdma library : Not Loaded (libcufile_rdma.so)
--rdma devices : Not configured
--rdma_device_status : Up: © Down: ©

CUFILE CONFIGURATIO

properties.use_pci_p2pdma : false
properties.use_compat_mode : true

properties.force_compat_mode

properties.gds_rdma_write_support
properties.use_poll_mode : false
properties.poll_mode_max_size_kb

properties.max_batch_io_size

128

false

true

4

properties.max_batch_io_timeout_msecs : 5
properties.max_direct_io_size_kb

properties.max_device_cache_size_kb
properties.per_buffer_cache_size_kb

16384
131072
1024
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fs.scatefs.posix_gds_min_kb: ©
fs.weka.rdma_write_support: false
fs.gpfs.gds_write_support: false
fs.gpfs.gds_async_support: true
profile.nvtx : false
profile.cufile_stats : ©
miscellaneous.api_check_aggressive
execution.max_1io_threads : 4
execution.max_1io_queue_depth : 128
execution.parallel_io : true
execution.min_io_threshold_size_kb : 8192
execution.max_request_parallelism : 4
properties.force_odirect_mode : false
properties.prefer_iouring : false

I
1262144 supports I0MMU : Pass-through Enabled
1262144 supports I0MMU : Pass-through Enabled
1262144 supports I0MMU : Pass-through Enabled
1262144 supports IOMMU : Pass-through Enabled
1262144 supports I0MMU : Pass-through Enabled
1262144 supports IOMMU : Pass-through Enabled
1262144 supports I0MMU : Pass-through Enabled
1262144 supports I0MMU : Pass-through Enabled

NVIDIA
NVIDIA
NVIDIA
NVIDIA
NVIDIA
NVIDIA
NVIDIA
NVIDIA

Lo S S S S S S

IOMMU: Pass-through or enabled

WARN: GDS is not guaranteed to work functionally or in a performant way with iommu=on/pt
Nvidia Driver Info Status: Supported only on (nvidia-fs version <= 2.17.4)

Cuda Driver Version Installed: 12080

Platform: UCSC-885A-M8-H21, Arch: x86_64(Linux 5.15.0-1025-nvidia)

Platform verification succeeded

root@rtp5-hgx-hgpu-011: /usr/local/cuda/gds/tools#

Step 8. Run nvidia-smi to verify GPUs in the node:

# nvidia-smi

root@rtpS5-hgx-hgpu-011: /usr/local/cuda/gds/tools# nvidia-smi

Driver Version: 570.195.03

Persistence-M - Volatile Uncorr. ECC
Pwr:Usage/Cap GPU-Util Compute M.

NVIDIA H200 00000000:03:00.0 Off
34C PO / 143771MiB Default
Disabled

NVIDIA H200 00000000:31:00.0 Off
PO / 143771MiB Default
Disabled

NVIDIA H200 00000000:51:00.0 Off

PO / 143771MiB Default
Disabled

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 245 of 272




NVIDIA H200 63:00.0 Off
35C PO / 143771MiB Default
Disabled

NVIDIA 00000000:83:00.0 Off
/ 143771MiB Default
Disabled

NVIDIA 00000000:AB:00.0 Off
/ 143771MiB Default
Disabled

NVIDIA 00000000:CB:00.0 Off
/ 143771MiB Default
Disabled

NVIDIA 00000000 :E5:00.0 Off
/ 143771MiB 3 Default
Disabled

Processes:
GPU GI Type Process name

Step 9. Download the CUDA toolkit 13.0.2 and verify CUDA Toolkit headers exist, CUDA runtime library
exists, GDS development headers exist and GDS runtime library exists:

# find /usr/local/cuda/ /usr/local/cuda* -name cuda_runtime.h

find /usr/local/cuda/ /usr/local/cuda* -name libcudart.so
find /usr/local/cuda/ /usr/local/cuda* -name cufile.h
find /usr/local/cuda/ /usr/local/cuda* -name libcufile.so

root@rtp5-hgx-hgpu-011: /usr/local/cuda/gds/tools# find /usr/local/cuda/ /usr/local/cuda* -name cuda_runt
ime.h

find Jusr/local/cuda/ Jusr/local/cuda* -name libcudart.so

find /Jusr/local/cuda/ /usr/local/cuda* -name cufile.h

find Jusr/local/cuda/ Jusr/local/cuda* -name libcufile.so
Jusr/local/cuda/targets/x86_64-1inux/include/cuda_runtime.h
Jusr/local/cuda-13.0/targets/x86_64-1inux/include/cuda_runtime.h
Jusr/local/cuda/targets/x86_64-1inux/1lib/1libcudart.so
Jusr/local/cuda-13.0/targets/x86_64-1inux/lib/libcudart.so
Jusr/local/cuda/targets/x86_64-1inux/include/cufile.h
Jusr/local/cuda-13.0/targets/x86_64-1inux/include/cufile.h
Jusr/local/cuda/targets/x86_64-1inux/1lib/1libcufile.so
Jusr/local/cuda-13.0/targets/x86_64-1inux/lib/libcufile.so
root@rtp5-hgx-hgpu-011: /usr/local/cuda/gds/tools#

Step 10. Verify VAST NFS drivers are loaded:

# vastnfs-ctl status

version: 4.0.36-vastdata-OFED-internal-25.07-0.9.7

kernel modules: sunrpc compat_nfs_ssc lockd nfs_acl auth_rpcgss rpcsec_gss_krb5 nfs nfsv3 nfsv4
rpc_pipefs: /run/rpc_pipefs

root@rtp5-hgx-hgpu-011: /usr/local/cuda/gds/tools#
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Step 11. Mount a NFS View. The NFS view is created on VAST Storage:

|# mkdir /mnt/vast-nfs

# sudo mount -t nfs -o vers=3,rdma,nconnect=16, remoteports=10.30.56.11-
10.30.56.27,spread reads, spread writes 10.30.56.11:/view-c225 /mnt/vast-nfs/

root@rtp5-hgx-hgpu-011: /opt# mkdir /mnt/vast-nfs
root@rtp5-hgx-hgpu-011: /opt# sudo mount -t nfs -o vers=3,rdma,nconnect=16,remoteports=10.30.56.11-10.30.
56.27,spread_reads,spread_writes 10.30.56.11:/view-c225 /mnt/vast-nfs/

Created symlink /run/systemd/system/remote-fs.target.wants/rpc-statd.service — /lib/systemd/system/rpc-s
tatd.service.

root@rtpS5-hgx-hgpu-011: /opt# I

Step 12. Verify GDS module is loaded:

‘# python3 /usr/local/cuda/gds/tools/gdscheck.py -p

rootértbs-héx-hibu-on:'/o'pt# python3 /usr/local/cuda/gds/tools/gdscheck.py -p
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GDS release version: 1.15.1.6
libcufile version: 2.12
Platform: x86_64

NVMe P2PDMA : Unsupported

NVMe : Unsupported
NVMeOF : Unsupported

SCSI : Unsupported
ScaleFlux CSD : Unsupported
NVMesh : Unsupported

DDN EXAScaler : Unsupported

IBM Spectrum Scale : Unsupported

NFS : Unsupported
BeeGFS : Unsupported
ScaTeFS : Unsupported
WekaFsS : Unsupported
Userspace RDMA : Unsupported
--Mellanox PeerDirect : Disabled
--rdma library : Not Loaded (libcufile_rdma.so)
--rdma devices : Not configured
--rdma_device_status : Up: © Down: ©

properties.use _pci_p2pdma : false
properties.use_compat_mode : true
properties.force_compat_mode : false
properties.gds_rdma write _support : true
properties.use_poll_mode : false
properties.poll_mode _max_size kb : 4
properties.max_batch_io_size : 128

Step 13. Load the GPU Direct Storage module:

# lsmod |grep nvidia

‘ modprobe nvidia-fs ‘

lsmod |grep nvidia ‘
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root@rtp5-hgx-hgpu-011: /opt# lsmod |grep nvidia
_uvm 1748992 2
_drm 110592 ©
_modeset 1540096 1 _drm
90492928 91 _uvm, _modeset
drm_kms_helper 315392 5 drm_vram_helper,ast, _drm
drm 622592 8 drm_kms_helper,drm_vram_helper,ast, ,drm_ttm_helper, _drm,ttm

root@rtp5-hgx-hgpu-011: /opt# modprobe nvidia-fs
root@rtp5-hgx-hgpu-011:/opt# lsmod |grep nvidia
_fs 262144 ©
_uvm 1748992 2
_drm 110592 ©
_modeset 1540096 1 _drm
90492928 91 _uvm, _modeset
drm_kms_helper 315392 5 drm_vram_helper,ast, _drm
drm 622592 8 drm_kms_helper,drm_vram_helper,ast, ,drm_ttm_helper,

Step 14. Run gdscheck.py and verify successful load of GDS module:

# python3 /usr/local/cuda/gds/tools/gdscheck.py -p

root@rtpS5-hgx-hgpu-011: /opt# python3 /usr/local/cuda/gds/tools/gdscheck.py -p
GDS release version: 1.15.1.6

nvidia_fs version: 2.15 libcufile version: 2.12

Platform: x86_64

NVMe P2PDMA : _Unsupported
NVMe : Supported
NVMeOF : Unsupported
SCSI : Unsupported
ScaleFlux CSD : Unsupported
NVMesh : Unsupported
DDN EXAScaler : Unsupported
IBM Spectrum Scale : Unsupported
NFS :_Supported
BeeGFS : Unsupported
ScaTeFS : Unsupported
WekaFs : Unsupported
Userspace RDMA : Unsupported
--Mellanox PeerDirect : Disabled
--rdma library : Not Loaded (libcufile_rdma.so)

Step 15. Disable AMD_IOMMU. Add the line in /etc/default/grub.conf, run update-grub and reboot:

GRUB_CMDLINE LINUX DEFAULT="quiet splash iommu=pt amd iommu=off"
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GRUB_DEFAULT=0

GRUB_TIMEOUT_STYLE=hidden

#GRUB HIDDEN TIMEOUT=0

GRUB_TIMEOUT=10

GRUB DISTRIBUTOR=1sb release -i -s 2> /dev/null || echo Debian’
#GRUB CMDLINE LINUX DEFAULT=

GRUB CMDLINE LINUX DEFAULT=
GRUB_CMDLINE_LINUX=

root@rtpS-hgx-hgpu-011:~/elbencho# update-grub

Sourcing file "/Jetc/default/grub'

Sourcing file " /etc/default/grub.d/bcm-standalone.cfg'

Sourcing file " /etc/default/grub.d/init-select.cfg'

Generating grub configuration file

Found background: /boot/grub/bcm.png

Found background image: /boot/grub/bcm.png

Found linux image: /boot/vmlinuz-5.15.6-1025-nvidia

Found initrd image: /boot/initrd.img-5.15.0-1025-nvidia

Found 1linux image: /boot/vmlinuz-5.15.0-161-generic

Found initrd image: /boot/initrd.img-5.15.0-161-generic

Found linux image: /boot/vmlinuz-5.15.06-113-generic

Found initrd image: /boot/initrd.cm.img-5.15.0-113-generic.orig
Warning: os-prober will not be executed to detect other bootable partitions.
Systems on them will not be added to the GRUB boot configuration.
Check GRUB_DISABLE_OS_PROBER documentation entry.

Adding boot menu entry for UEFI Firmware Settings

done

root@rtpS5-hgx-hgpu-011:~/elbencho# l

Step 16. Run gdsio to verify GPU direct storage access to VAST cluster:

# /usr/local/cuda/gds/tools/gdsio -f /mnt/vast-nfs/gdscheck -x 0 -I 0 -s 128M -i 4K -d O
root@rtp5-hgx-hgpu-011:~# Jusr/local/cuda/gds/tools/gdsio -f /mnt/vast-nfs/gdscheck -x © -I © -s 128M -1
4K -d ©

IoType: READ XferType: GPUD Threads: 1 DataSetSize: 131072/131072(KiB) IOSize: 4(KiB) Throughput: 0.06123

54 GiB/sec, Avg_Latency: 305.781097 usecs ops: 32768 total_time 10.117812 secs
root@rtp5-hgx-hgpu-011:~# ||

Step 17. Run long running test with gdsio (using single GPU) and verify throughput on VAST VMS
Dashboard:

Note: The results shown below are for demonstration and should not be taken as actual cluster performance

# for i in {1..10};do /usr/local/cuda/gds/tools/gdsio -f /mnt/vast-nfs/gdscheck -x 0 -I 0 -s 1000000M -i 1M
-d 0;done
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Step 18. To spread reads and writes across multiple GPU, you can create the following script and run
and monitor on the VAST VMS Dashboard:

Jusr/local/cuda/gds/tools/gdsio -f /mnt/vast-nfs/gdscheck1
Jusr/local/cuda/gds/tools/gdsio -f /mnt/vast-nfs/gdscheckil

Jusr/local/cuda/gds/tools/gdsio -f /mnt/vast-nfs/gdscheckil

Jusr/local/cuda/gds/tools/gdsio -f /mnt/vast-nfs/gdscheck1l
Jusr/local/cuda/gds/tools/gdsio -f /mnt/vast-nfs/gdscheckil
Jusr/local/cuda/gds/tools/gdsio -f /mnt/vast-nfs/gdscheck1l

Cluster Bandwidth e Showing Live Data 0

Intersampling Status
Defined Time: Last 10 v Aggregation Type: Avg v Select Object: v

ff
minutes o .

2025-11-10 14:58:02 (UTC-08:00) Cluster aipod-vast Customized Analyti
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Cluster Bandwidth

Cluster Bandwidth and Latency
Cluster Block Bandwidth

Cluster Block I0PS

Cluster Block I0PS and Bandwidth
Cluster Block 10PS and Latency

Cluster Block Latency

Cluster Block Metadata IOPS
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This completes the configuration and validation of GPU Direct Storage executed from Cisco UCS C885A
with VAST NFS mount point.
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This appendix contains the following:

Appendix A - References

Appendix B - Cabling

Appendix C - Bill of Materials

Appendix A - References

Al POD Solutions

Design Zone for Al Ready Infrastructure: https://www.cisco.com/c/en/us/solutions/design-zone/ai-ready-
infrastructure.html

GitHub Repo for Cisco UCS Solutions: https://github.com/ucs-compute-solutions

Backend Fabric

General
Evolve your Al/ML Network with Cisco Silicon One:
https://www.cisco.com/c/en/us/solutions/collateral/silicon-one/evolve-ai-ml-network-silicon-one.html

Doubling all2all Performance with NVIDIA Collective Communlcatlon L|brary 2.12:

library-2-12/

Cisco Masswely Scalable Data Center Network Fabric DeS|gn and Operation Whlte Paper

cli- 743245 html

QoS References
Network Best Practices for Artificial Intelligence Data Center:
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2921.pdf

Cisco Data Center Networking Blueprint for AI/ML Appllcatlons

ai-ml-applications.html

RoCE Storage Implementatlon over NX-0OS VXLAN Fabrics:

vxlan-fabrics.html

Load Balancing References
Nexus Improves Load Balancing and Brlngs UEC Closer to Adoptlon (Blog):

Cisco Al Networking for Data Center with NVIDIA Spectrum-X Solution Overview:
https://www.cisco.com/c/en/us/products/collateral/networking/cloud -networking-switches/nexus-9000-

switches/ai-networking-dc-nvidia-spectrum-x-so.html

Meet Cisco Intelligent Packet Flow: https://www.cisco.com/c/en/us/products/collateral/ios-nx-o0s-
software/nx-os-software/intelligent-packet-flow-solution-overview.html
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https://www.cisco.com/c/en/us/solutions/collateral/silicon-one/evolve-ai-ml-network-silicon-one.html
https://developer.nvidia.com/blog/doubling-all2all-performance-with-nvidia-collective-communication-library-2-12/
https://developer.nvidia.com/blog/doubling-all2all-performance-with-nvidia-collective-communication-library-2-12/
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/white-paper-c11-743245.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/white-paper-c11-743245.html
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2921.pdf
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-data-center-networking-blueprint-for-ai-ml-applications.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-data-center-networking-blueprint-for-ai-ml-applications.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/roce-storage-implementation-over-nxos-vxlan-fabrics.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/roce-storage-implementation-over-nxos-vxlan-fabrics.html
https://blogs.cisco.com/datacenter/nexus-improves-load-balancing-and-brings-uec-closer-to-adoption
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking-switches/nexus-9000-switches/ai-networking-dc-nvidia-spectrum-x-so.html
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking-switches/nexus-9000-switches/ai-networking-dc-nvidia-spectrum-x-so.html
https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/nx-os-software/intelligent-packet-flow-solution-overview.html
https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/nx-os-software/intelligent-packet-flow-solution-overview.html

Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide, Release 10.5(x):
https://www.cisco.com/c/en/us/td/docs/dcn/nx-o0s/nexus9000/105x/unicast-routing-configuration/cisco-

nexus-9000-series-nx-o0s-unicast-routing-configuration-guide/m-configure-dynamic-load-
balancing.html

Al-Ready Infrastructure: A New Era of Data Center Design: https://blogs.cisco.com/datacenter/ai-ready-

infrastructure-a-new-era-of-data-center-design

Why Cisco Nexus 9000 with Nexus Dashboard for Al Networking White Paper:
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking-switches/nexus-9000-
switches/nexus-9000-ai-networking-wp.html

Cisco Nexus 9000 Series Switches for Al Clusters Whlte Paper with Performance Valldatlon Insights:

series- swrtches ai-clusters-wp.html

NVIDIA

(PXN) Doubling all2all Performance with NVIDIA Collective Communication Library 2.12:
https://developer.nvidia.com/blog/doubling-all2all-performance-with-nvidia-collective-communication-

library-2-12/
NVIDIA Collective Communications Library (NCCL): https://developer.nvidia.com/nccl

NIVIDIA Enterprise Reference Architecture (NVIDIA does not provide links that can be shared. However, the
exact titles are provided below. Cisco has access to these using NVIDIA’s Partner Portal:

e« ERA-00003-001_v04 - NVIDIA HGX H100+H200+B200 8-GPU and NVIDIA Spectrum Platforms - 28th
February 2025

« ERA-00010-001_v01 - Network Deployment Guide NVIDIA SpectrumX Platforms - 4th July 2025 (2)
GPUDirect: https://developer.nvidia.com/gpudirect

Splunk
UnIocklng Al Performance Splunk Observablllty for Cisco Secure Al Factory W|th NVIDIA

factorv with- nvrdla

Cisco UCS Al Servers
Cisco UCS Hardware Compatibility List (HCL) Tool: https://ucshcltool.cloudapps.cisco.com/public/

Cisco’s Transceiver Matrix Group:
https://tmgmatrix.cisco.com
https://copi.cisco.com
https://optsel.cisco.com

Cisco UCS C885A M8 Server
Cisco UCS C885A M8 Data Sheet: https://www.cisco.com/c/en/us/products/collateral/servers-unified-

computing/ucs-c-series-rack-servers/ucs-c885a-m8-ds.html

Cisco UCS C885A M8 Spec Sheet: https://www.cisco.com/c/dam/en/us/products/collateral/servers-

unified-computing/ucs-c-series-rack-servers/ucs-c885a-m8-rack-server-spec-sheet.pdf
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https://blogs.cisco.com/datacenter/ai-ready-infrastructure-a-new-era-of-data-center-design
https://blogs.cisco.com/datacenter/ai-ready-infrastructure-a-new-era-of-data-center-design
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking-switches/nexus-9000-switches/nexus-9000-ai-networking-wp.html
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking-switches/nexus-9000-switches/nexus-9000-ai-networking-wp.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/nexus-9000-series-switches-ai-clusters-wp.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/nexus-9000-series-switches-ai-clusters-wp.html
https://developer.nvidia.com/blog/doubling-all2all-performance-with-nvidia-collective-communication-library-2-12/
https://developer.nvidia.com/blog/doubling-all2all-performance-with-nvidia-collective-communication-library-2-12/
https://developer.nvidia.com/nccl
https://developer.nvidia.com/gpudirect
https://blogs.cisco.com/datacenter/unlocking-ai-performance-splunk-observability-for-cisco-secure-ai-factory-with-nvidia
https://blogs.cisco.com/datacenter/unlocking-ai-performance-splunk-observability-for-cisco-secure-ai-factory-with-nvidia
https://ucshcltool.cloudapps.cisco.com/public/
https://tmgmatrix.cisco.com/
https://copi.cisco.com/
https://optsel.cisco.com/
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c885a-m8-ds.html
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c885a-m8-ds.html
https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c885a-m8-rack-server-spec-sheet.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c885a-m8-rack-server-spec-sheet.pdf

Cisco UCS 0885A M8 Server Installation and Serwce Gwde

nstallatlon—gwdes list.html

Cisco UCS C885A M8 At-a-Glance: https://www.cisco.com/c/en/us/products/collateral/servers-unified-

computing/ucs-c-series-rack-servers/ucs-c885a-m8-aag.html

Cisco UCS C845A M8 Server

Cisco UCS C845A M8 Rack Server Data Sheet:
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-
servers/ucs-c845a-m8-rack-server-ds.html

Cisco UCS C845A M8 Al Server Spec Sheet:
https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-

servers/ucs-c845a-m8-rack-server-spec-sheet.pdf
Cisco UCS C845A M8 Al Servers Memory Guide:

servers/ucs 0845Am8 -memory-qguide.pdf

Cisco UCS C845A M8 Rack Server At a Glance:

servers/ucs 0845a m8-rack-server-aag.html

Cisco UCS C880A M8 Server
Cisco UCS C88OA M8 Rack Server Data Sheet:

servers/ucs c8803 m8-rack-server-ds.html

Cisco UCS C880A M8 Rack Server Spec Sheet:

servers/ucs- 0880a m8-rack-server-spec-sheet.pdf

Cisco Nexus Switches

Cisco Nexus 9332D-GX2B and Nexus 9364D-GX2A Switch Data Sheet:
https://www.cisco.com/site/us/en roducts collateral/networking/switches/nexus- 9000 -series-

sg2- swﬂch ds htm

Cisco Nexus Dashboard 4.1: Data Center Management for the Al Era - Cisco Blogs:
https://blogs.cisco.com/datacenter/announcing-the-new-nexus-dashboard-for-simplifying-data-center-

operations-in-the-ai-era

Cisco Nexus Dashboard 4.1.1 Release notes: https://www.cisco.com/c/en/us/td/docs/dcn/nd/4x/release-
notes/cisco-nexus-dashboard-release-notes-411.html

Cisco Nexus Dashboard Data Sheet: https://www.cisco.com/c/en/us/products/collateral/data-center-

analytics/nexus-dashboard/datasheet-c78-744371.html
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https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c885a-m8-aag.html
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c885a-m8-aag.html
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c845a-m8-rack-server-ds.html
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c845a-m8-rack-server-ds.html
https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c845a-m8-rack-server-spec-sheet.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c845a-m8-rack-server-spec-sheet.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c845Am8-memory-guide.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c845Am8-memory-guide.pdf
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c845a-m8-rack-server-aag.html
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c845a-m8-rack-server-aag.html
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c880a-m8-rack-server-ds.html
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c880a-m8-rack-server-ds.html
https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c880a-m8-rack-server-spec-sheet.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/ucs-c880a-m8-rack-server-spec-sheet.pdf
https://www.cisco.com/site/us/en/products/collateral/networking/switches/nexus-9000-series-switches/nexus-9300-gx2-series-fixed-switches-data-sheet.html%23tabs-35d568e0ff-item-4bd7dc8124-tab
https://www.cisco.com/site/us/en/products/collateral/networking/switches/nexus-9000-series-switches/nexus-9300-gx2-series-fixed-switches-data-sheet.html%23tabs-35d568e0ff-item-4bd7dc8124-tab
https://www.cisco.com/site/us/en/products/collateral/networking/switches/nexus-9000-series-switches/nexus-9300-gx2-series-fixed-switches-data-sheet.html%23tabs-35d568e0ff-item-4bd7dc8124-tab
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/nexus-9364e-sg2-switch-ds.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/nexus-9364e-sg2-switch-ds.html
https://blogs.cisco.com/datacenter/announcing-the-new-nexus-dashboard-for-simplifying-data-center-operations-in-the-ai-era
https://blogs.cisco.com/datacenter/announcing-the-new-nexus-dashboard-for-simplifying-data-center-operations-in-the-ai-era
https://www.cisco.com/c/en/us/td/docs/dcn/nd/4x/release-notes/cisco-nexus-dashboard-release-notes-411.html
https://www.cisco.com/c/en/us/td/docs/dcn/nd/4x/release-notes/cisco-nexus-dashboard-release-notes-411.html
https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/nexus-dashboard/datasheet-c78-744371.html
https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/nexus-dashboard/datasheet-c78-744371.html

Cisco Data Center Networking (DCN) Licensing Ordering Guide:
https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/nexus-dashboard/quide-c07-
744361.html

(Internal) Cisco Nexus Dashboard 4.1 release updates - Seller Guide:
https://salesconnect.seismic.com/Link/Content/DCb3d1cbc5-fb94-4583-86fe-c64261203275

(Internal) EMEA Cloud & Al Infrastructure PVT May 2025 - Exploring the Nexus Dashboard 4.x releases -
PDF: https://salesconnect.seismic.com/Link/Content/DC7cce6697-d173-4ddf-892¢c-3d6813a17816

VAST Data
VAST Data: https://www.vastdata.com/whitepaper
Appendix B - Cabling

Table 25. Cisco Nexus Backend Fabric Cable Connections

I = R R

BE-LF1 mgmt0 1G management switch

BE-LF1 Eth1/1 400G C885A-1 CX-7 1
BE-LF1 Eth1/2 400G C885A-1 CX-73
BE-LF1 Eth1/3 400G C885A-1 CX-75
BE-LF1 Eth1/4 400G C885A-1 CX-77
BE-LF1 Eth1/5 400G C885A-2 CX-7 1
BE-LF1 Eth1/6 400G C885A-2 CX-73
BE-LF1 Eth1/7 400G C885A-2 CX-75
BE-LF1 Eth1/8 400G C885A-2 CX-77
BE-LF1 Eth1/9 400G C885A-3 CX-7 1
BE-LF1 Eth1/10 400G C885A-3 CX-7 3
BE-LF1 Eth1/11 400G C885A-3 CX-75
BE-LF1 Eth1/12 400G C885A-3 CX-77
BE-LF1 Eth1/13 400G C885A-4 CX-7 1
BE-LF1 Eth1/14 400G C885A-4 CX-73
BE-LF1 Eth1/15 400G C885A-4 CX-75
BE-LF1 Eth1/16 400G C885A-4 CX-77
BE-LF1 Eth1/17 400G BE-SP1 Eth1/1

BE-LF1 Eth1/18 400G BE-SP1 Eth1/2
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o= RN R N =

BE-LF1 Eth1/19 400G BE-SP1 Eth1/3

BE-LF1 Eth1/20 400G BE-SP1 Eth1/4

BE-LF1 Eth1/21 400G BE-SP1 Eth1/5

BE-LF1 Eth1/22 400G BE-SP1 Eth1/6

BE-LF1 Eth1/23 400G BE-SP1 Eth1/7

BE-LF1 Eth1/24 400G BE-SP1 Eth1/8

BE-LF1 Eth1/25 400G BE-SP2 Eth1/1

BE-LF1 Eth1/26 400G BE-SP2 Eth1/2

BE-LF1 Eth1/27 400G BE-SP2 Eth1/3

BE-LF1 Eth1/28 400G BE-SP2 Eth1/4

BE-LF1 Eth1/29 400G BE-SP2 Eth1/5

BE-LF1 Eth1/30 400G BE-SP2 Eth1/6

BE-LF1 Eth1/31 400G BE-SP2 Eth1/7

BE-LF1 Eth1/32 400G BE-SP2 Eth1/8

BE-LF2 mgmtO0 1G management switch

BE-LF2 Eth1/1 400G C885A-1 CX-7 2
BE-LF2 Eth1/2 400G C885A-1 CX-7 2
BE-LF2 Eth1/3 400G C885A-1 CX-76
BE-LF2 Eth1/4 400G C885A-1 CX-7 8
BE-LF2 Eth1/5 400G C885A-2 CX-7 2
BE-LF2 Eth1/6 400G C885A-2 CX-7 2
BE-LF2 Eth1/7 400G C885A-2 CX-76
BE-LF2 Eth1/8 400G C885A-2 CX-78
BE-LF2 Eth1/9 400G C885A-3 CX-7 2
BE-LF2 Eth1/10 400G C885A-3 CX-7 2
BE-LF2 Eth1/11 400G C885A-3 CX-76
BE-LF2 Eth1/12 400G C885A-3 CX-7 8
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BE-LF2 Eth1/13 400G C885A-4 CX-72
BE-LF2 Eth1/14 400G C885A-4 CX-7 2
BE-LF2 Eth1/15 400G C885A-4 CX-76
BE-LF2 Eth1/16 400G C885A-4 CX-7 8
BE-LF2 Eth1/17 400G BE-SP1 Eth1/9
BE-LF2 Eth1/18 400G BE-SP1 Eth1/10
BE-LF2 Eth1/19 400G BE-SP1 Eth1/11
BE-LF2 Eth1/20 400G BE-SP1 Eth1/12
BE-LF2 Eth1/21 400G BE-SP1 Eth1/13
BE-LF2 Eth1/22 400G BE-SP1 Eth1/14
BE-LF2 Eth1/23 400G BE-SP1 Eth1/15
BE-LF2 Eth1/24 400G BE-SP1 Eth1/16
BE-LF2 Eth1/25 400G BE-SP2 Eth1/9
BE-LF2 Eth1/26 400G BE-SP2 Eth1/10
BE-LF2 Eth1/27 400G BE-SP2 Eth1/11
BE-LF2 Eth1/28 400G BE-SP2 Eth1/12
BE-LF2 Eth1/29 400G BE-SP2 Eth1/13
BE-LF2 Eth1/30 400G BE-SP2 Eth1/14
BE-LF2 Eth1/31 400G BE-SP2 Eth1/15
BE-LF2 Eth1/32 400G BE-SP2 Eth1/16
BE-SP1 mgmt0 1G management switch

BE-SP1 Eth1/1 400G BE-LF1 Eth1/17
BE-SP1 Eth1/2 400G BE-LF1 Eth1/18
BE-SP1 Eth1/3 400G BE-LF1 Eth1/19
BE-SP1 Eth1/4 400G BE-LF1 Eth1/20
BE-SP1 Eth1/5 400G BE-LF1 Eth1/21
BE-SP1 Eth1/6 400G BE-LF1 Eth1/22
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BE-SP1 Eth1/7 400G BE-LF1 Eth1/23
BE-SP1 Eth1/8 400G BE-LF1 Eth1/24
BE-SP1 Eth1/9 400G BE-LF2 Eth1/17
BE-SP1 Eth1/10 400G BE-LF2 Eth1/18
BE-SP1 Eth1/11 400G BE-LF2 Eth1/19
BE-SP1 Eth1/12 400G BE-LF2 Eth1/20
BE-SP1 Eth1/13 400G BE-LF2 Eth1/21
BE-SP1 Eth1/14 400G BE-LF2 Eth1/22
BE-SP1 Eth1/15 400G BE-LF2 Eth1/23
BE-SP1 Eth1/16 400G BE-LF2 Eth1/24
BE-SP2 mgmt0 1G management switch

BE-SP2 Eth1/1 400G BE-LF1 Eth1/25
BE-SP2 Eth1/2 400G BE-LF1 Eth1/26
BE-SP2 Eth1/3 400G BE-LF1 Eth1/27
BE-SP2 Eth1/4 400G BE-LF1 Eth1/28
BE-SP2 Eth1/5 400G BE-LF1 Eth1/29
BE-SP2 Eth1/6 400G BE-LF1 Eth1/30
BE-SP2 Eth1/7 400G BE-LF1 Eth1/31
BE-SP2 Eth1/8 400G BE-LF1 Eth1/32
BE-SP2 Eth1/9 400G BE-LF2 Eth1/25
BE-SP2 Eth1/10 400G BE-LF2 Eth1/26
BE-SP2 Eth1/11 400G BE-LF2 Eth1/27
BE-SP2 Eth1/12 400G BE-LF2 Eth1/28
BE-SP2 Eth1/13 400G BE-LF2 Eth1/29
BE-SP2 Eth1/14 400G BE-LF2 Eth1/30
BE-SP2 Eth1/15 400G BE-LF2 Eth1/31
BE-SP2 Eth1/16 400G BE-LF2 Eth1/32
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Table 26. Cisco Nexus Frontend Fabric Cable Connections

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF1

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

mgmtO
Eth1/1
Eth1/2
Eth1/3
Eth1/4
Eth1/5
Eth1/6
Eth1/7
Eth1/8
Eth1/20/1
Eth1/20/2
Eth1/20/3
Eth1/20/4
Eth1/21
Eth1/27
Eth1/28
Eth1/29
Eth1/30
Eth1/31
Eth1/32
mgmt0
Eth1/1
Eth1/2
Eth1/3
Eth1/4
Eth1/5

Eth1/6

Speed

1G

200G

200G

200G

200G

100G

100G

100G

100G

100G

100G

100G

100G

100G

400G

400G

400G

400G

400G

400G

1G

200G

200G

200G

200G

100G

100G

management switch
C885A-1

C885A-2

C885A-3
C885A-4
S9108-A

S9108-B

S9108-A

S9108-B
C225M6-1
C225M6-2
C225M6-3
C225M6-4
RTP5-BCM-MGMT
FE-SP1

FE-SP1

FE-SP1

FE-SP2

FE-SP2

FE-SP2
management switch
C885A-1

C885A-2

C885A-3
C885A-4

S9108-A

S9108-B
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BF 1

BF 1

BF 1

BF 1

Eth1/5 UCS X-Series Direct

Eth1/5 UCS X-Series Direct

Eth1/6 UCS X-Series Direct

Eth1/6 UCS X-Series Direct

VIC 1

VIC 1

VIC 1

VIC 1

VIC 1 BCM Head Node

Eth1/7

Eth1/8

Eth1/9

Eth1/7

Eth1/8

Eth1/9

BF 2

BF 2

BF 2

BF 2

Eth1/7 UCS X-Series Direct

Eth1/7 UCS X-Series Direct
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FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-LF2

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

Eth1/7
Eth1/8
Eth1/20/1
Eth1/20/2
Eth1/20/3
Eth1/20/4
Eth1/21
Eth1/27
Eth1/28
Eth1/29
Eth1/30
Eth1/31
Eth1/32
mgmt0
Eth1/24
Eth1/27
Eth1/28
Eth1/29
Eth1/30
Eth1/31
Eth1/32
mgmt0
Eth1/24
Eth1/25
Eth1/26
Eth1/27

Eth1/28

100G

100G

100G

100G

100G

100G

100G

400G

400G

400G

400G

400G

400G

1G

100G

400G

400G

400G

400G

400G

400G

1G

100G

100G

100G

400G

400G

S9108-A

S9108-B
C225M6-1
C225M6-2
C225M6-3
C225M6-4
RTP5-BCM-MGMT
FE-SP1

FE-SP1

FE-SP1

FE-SP2

FE-SP2

FE-SP2
management switch
RTP5-BCM-MGMT
FE-SP1

FE-SP1

FE-SP1

FE-SP2

FE-SP2

FE-SP2
management switch
RTP5-BCM-MGMT
NetApp-01
NetApp-02

FE-SP1

FE-SP1
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Eth1/8

Eth1/8

VIC 2

VIC 2

VIC 2

VIC 2

VIC 2

Eth1/10

Eth1/11

Eth1/12

Eth1/10

Eth1/11

Eth1/12

PCle3 1

Eth1/1

Eth1/2

Eth1/3

Eth1/1

Eth1/2

Eth1/3

PCle3 2

e3a

e3a

Eth1/4

Eth1/5

UCS X-Series Direct

UCS X-Series Direct

BCM Head Node
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FE-SLF1 Eth1/29 400G FE-SP1 Eth1/6
FE-SLF1 Eth1/30 400G FE-SP2 Eth1/4
FE-SLF1 Eth1/31 400G FE-SP2 Eth1/5
FE-SLF1 Eth1/32 400G FE-SP2 Eth1/6
FE-SP1 mgmt0 1G management switch

FE-SP1 Eth1/1 400G FE-SLF1 Eth1/27
FE-SP1 Eth1/2 400G FE-SLF1 Eth1/28
FE-SP1 Eth1/3 400G FE-SLF1 Eth1/29
FE-SP1 Eth1/4 400G FE-SLF2 Eth1/27
FE-SP1 Eth1/5 400G FE-SLF2 Eth1/28
FE-SP1 Eth1/6 400G FE-SLF2 Eth1/29
FE-SP1 Eth1/7 400G FE-LF1 Eth1/27
FE-SP1 Eth1/8 400G FE-LF1 Eth1/28
FE-SP1 Eth1/9 400G FE-LF1 Eth1/29
FE-SP1 Eth1/10 400G FE-LF2 Eth1/27
FE-SP1 Eth1/11 400G FE-LF2 Eth1/28
FE-SP1 Eth1/12 400G FE-LF2 Eth1/29
FE-SP1 Eth1/63.4 100G Uplink Router

FE-SP1 Eth1/64.4 100G Uplink Router

FE-SP2 mgmtO0 1G management switch

FE-SP2 Eth1/1 400G FE-SLF1 Eth1/30
FE-SP2 Eth1/2 400G FE-SLF1 Eth1/31
FE-SP2 Eth1/3 400G FE-SLF1 Eth1/32
FE-SP2 Eth1/4 400G FE-SLF2 Eth1/30
FE-SP2 Eth1/5 400G FE-SLF2 Eth1/31
FE-SP2 Eth1/6 400G FE-SLF2 Eth1/32
FE-SP2 Eth1/7 400G FE-LF1 Eth1/30
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FE-SP2 Eth1/8 400G FE-LF1 Eth1/31
FE-SP2 Eth1/9 400G FE-LF1 Eth1/32
FE-SP2 Eth1/10 400G FE-LF2 Eth1/30
FE-SP2 Eth1/11 400G FE-LF2 Eth1/31
FE-SP2 Eth1/12 400G FE-LF2 Eth1/32
FE-SP2 Eth1/63.4 100G Uplink Router

FE-SP2 Eth1/64.4 100G Uplink Router

Table 27. NVIDIA BCM Cabling

T e o

Head Node  Management management switch CIMC
Head Node VICO 100G FE-LF1 Eth1/21

Head Node VIC1 100G FE-LF2 Eth1/21

C885A-1 Management 1G management switch CIMC
C885A-1 BF 0 200G FE-LF1 Eth1/1 N-S
C885A-1 BF 1 200G FE-LF2 Eth1/1 N-S
C885A-1 CX-71 400G BE-LF1 Eth1/1 E-W
C885A-1 CX-7 2 400G BE-LF2 Eth1/1 E-W
C885A-1 CX-73 400G BE-LF1 Eth1/2 E-W
C885A-1 CX-7 4 400G BE-LF2 Eth1/2 E-W
C885A-1 CX-75 400G BE-LF1 Eth1/3 E-W
C885A-1 CX-76 400G BE-LF2 Eth1/3 E-W
C885A-1 CX-77 400G BE-LF1 Eth1/4 E-W
C885A-1 CX-78 400G BE-LF2 Eth1/4 E-W
C885A-2 Management 1G management switch CiMC
C885A-2 BF 0 200G FE-LF1 Eth1/2 N-S
C885A-2 BF 1 200G FE-LF2 Eth1/2 N-S
C885A-2 CX-71 400G BE-LF1 Eth1/5 E-W
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C885A-2 CX-7 2 400G BE-LF2 Eth1/5

C885A-2 CX-7 3 400G BE-LF1 Eth1/6 E-W
C885A-2 CX-7 4 400G BE-LF2 Eth1/6 E-W
C885A-2 CX-75 400G BE-LF1 Eth1/7 E-W
C885A-2 CX-7 6 400G BE-LF2 Eth1/7 E-W
C885A-2 CX-77 400G BE-LF1 Eth1/8 E-W
C885A-2 CX-7 8 400G BE-LF2 Eth1/8 E-W
C885A-3 Management 1G management switch CIMC
C885A-3 BF O 200G FE-LF1 Eth1/3 N-S
C885A-3 BF 1 200G FE-LF2 Eth1/3 N-S
C885A-3 CX-71 400G BE-LF1 Eth1/9 E-W
C885A-3 CX-7 2 400G BE-LF2 Eth1/9 E-W
C885A-3 CX-73 400G BE-LF1 Eth1/10 E-W
C885A-3 CX-7 4 400G BE-LF2 Eth1/10 E-W
C885A-3 CX-75 400G BE-LF1 Eth1/11 E-W
C885A-3 CX-7 6 400G BE-LF2 Eth1/11 E-W
C885A-3 CX-77 400G BE-LF1 Eth1/12 E-W
C885A-3 CX-7 8 400G BE-LF2 Eth1/12 E-W
C885A-4 Management 1G management switch CIMC
C885A-4 BF O 200G FE-LF1 Eth1/4 N-S
C885A-4 BF 1 200G FE-LF2 Eth1/4 N-S
C885A-4 CX-71 400G BE-LF1 Eth1/13 E-W
C885A-4 CX-7 2 400G BE-LF2 Eth1/13 E-W
C885A-4 CX-7 3 400G BE-LF1 Eth1/14 E-W
C885A-4 CX-7 4 400G BE-LF2 Eth1/14 E-W
C885A-4 CX-75 400G BE-LF1 Eth1/15 E-W
C885A-4 CX-7 6 400G BE-LF2 Eth1/15 E-W
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C885A-4

C885A-4

Head Node

Head Node

Head Node

CX-77

CX-7 8

Management
VICO

VIC1

400G

400G

1G

100G

100G

Table 28. VAST EBox cluster cabling

Vast C225-1

Vast C225-2

Vast C225-3

Vast C225-4

Vast C225-5

Vast C225-6

Vast C225-7

Vast C225-8

Vast C225-9

Vast C225-

10

Vast C225-
11

Vast C225-
12

Vast C225-1

Vast C225-2

PCIE3-CX7-
Port2

PCIE3-CX7-
Port2

PCIE3-CX7-
Port2

PCIE3-CX7-
Port2

PCIE3-CX7-
Port2

PCIE3-CX7-
Port2

PCIE3-CX7-
Port2

PCIE3-CX7-
Port2

PCIE3-CX7-
Port2

PCIE3-CX7-
Port2

PCIE3-CX7-
Port2

PCIE3-CX7-
Port2

PCIE1-CX7-
Port2

PCIE1-CX7-
Port2

Speed

200G

200G

200G

200G

200G

200G

200G

200G

200G

200G

200G

200G

200G

200G

BE-LF1

BE-LF2

management switch

FE-LF1

FE-LF2

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1

FE-SLF1
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Eth1/16

Eth1/16

Eth1/21

Eth1/21

1/9/01

1/9/02

1/10/01

1/10/02

1/11/01

1/11/02

1/12/01

1/12/02

1/13/01

1/13/02

1/14/01

1/14/02

1/15/01

1/15/02

E-W

CIMC

VAST internal network

VAST internal network

VAST internal network

VAST internal network

VAST internal network

VAST internal network

VAST internal network

VAST internal network

VAST internal network

VAST internal network

VAST internal network

VAST internal network

VAST external network

VAST external network

Page 265 of 272



o= RN R N =

Vast C225-3 PCIE1-CX7- 200G FE-SLF1 1/16/01 VAST external network
Port2

Vast C225-4 PCIE1-CX7- 200G FE-SLF1 1/16/02 VAST external network
Port2

Vast C225-5 PCIE1-CX7- 200G FE-SLF1 1/17/01 VAST external network
Port2

Vast C225-6 PCIE1-CX7- 200G FE-SLF1 1/17/02 VAST external network
Port2

Vast C225-7 PCIE1-CX7- 200G FE-SLF1 1/18/01 VAST external network
Port2

Vast C225-8 PCIE1-CX7- 200G FE-SLF1 1/18/02 VAST external network
Port2

Vast C225-9 PCIE1-CX7- 200G FE-SLF1 1/19/01 VAST external network
Port2

Vast C225- PCIE1-CX7- 200G FE-SLF1 1/19/02 VAST external network

10 Port2

Vast C225- PCIE1-CX7- 200G FE-SLF1 1/20/01 VAST external network

11 Port2

Vast C225- PCIE1-CX7- 200G FE-SLF1 1/20/02 VAST external network

12 Port2

Vast C225-1 PCIE3-CX7- 200G FE-SLF1 1/9/01 VAST internal network
Port1

Vast C225-2 PCIE3-CX7- 200G FE-SLF2 1/9/02 VAST internal network
Port1

Vast C225-3 PCIE3-CX7- 200G FE-SLF2 1/10/01 VAST internal network
Port1

Vast C225-4 PCIE3-CX7- 200G FE-SLF2 1/10/02 VAST internal network
Port1

Vast C225-5 PCIE3-CX7- 200G FE-SLF2 1/11/01 VAST internal network
Port1

Vast C225-6 PCIE3-CX7- 200G FE-SLF2 1/11/02 VAST internal network
Port1

Vast C225-7 PCIE3-CX7- 200G FE-SLF2 1/12/01 VAST internal network
Port1

Vast C225-8 PCIE3-CX7- 200G FE-SLF2 1/12/02 VAST internal network
Port1

Vast C225-9 PCIE3-CX7- 200G FE-SLF2 1/13/01 VAST internal network
Port1
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Vast C225- PCIE3-CX7- 200G FE-SLF2 1/13/02 VAST internal network

10 Port1

Vast C225- PCIE3-CX7- 200G FE-SLF2 1/14/01 VAST internal network

11 Port1

Vast C225- PCIE3-CX7- 200G FE-SLF2 1/14/02 VAST internal network

12 Port1

Vast C225-1 PCIE1-CX7- 200G FE-SLF2 1/15/01 VAST external network
Port1

Vast C225-2 PCIE1-CX7- 200G FE-SLF2 1/15/02 VAST external network
Port1

Vast C225-3 PCIE1-CX7- 200G FE-SLF2 1/16/01 VAST external network
Port1

Vast C225-4 PCIE1-CX7- 200G FE-SLF2 1/16/02 VAST external network
Port1

Vast C225-5 PCIE1-CX7- 200G FE-SLF2 1/17/01 VAST external network
Port1

Vast C225-6 PCIE1-CX7- 200G FE-SLF2 1/17/02 VAST external network
Port1

Vast C225-7 PCIE1-CX7- 200G FE-SLF2 1/18/01 VAST external network
Port1

Vast C225-8 PCIE1-CX7- 200G FE-SLF2 1/18/02 VAST external network
Port1

Vast C225-9 PCIE1-CX7- 200G FE-SLF2 1/19/01 VAST external network
Port1

Vast C225- PCIE1-CX7- 200G FE-SLF2 1/19/02 VAST external network

10 Port1

Vast C225- PCIE1-CX7- 200G FE-SLF2 1/20/01 VAST external network

11 Port1

Vast C225- PCIE1-CX7- 200G FE-SLF2 1/20/02 VAST external network

12 Port1

Appendix C - Bill of Materials
The Bill of Materials deployed in this solution is split into two sections:
1. Cisco UCS C885A GPU nodes with backend fabric and front end fabric including the management

infrastructure. This can be found under Bill of Materials section in Cisco Al POD for Enterprise Training and
Fine-Tuning Design Guide. This may change as per the end user deployment specifications.

2. VAST Storage Bill of Materials which includes 2x Cisco Nexus 9332D-GX2B switches and 11x Cisco UCS
EBox nodes. This is the minimum requirements to deploy and run a VAST cluster as tested in this solution.
The following table lists the Bill of Material for VAST Cluster deployed on Cisco UCS EBox nodes.
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1.1

1.1.3

1.2.0.1

1.2.4

1.2.5
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VAST-DATA-MLB

DC-MGT-SAAS

SAAS-AI

DC-MGT-IS-SAAS-AD

SVS-DCM-SUPT-BAS

DC-MGT-UCSC-1S

DC-MGT-ADOPT-BAS

UCSC-C225M8N-EBOX

CON-LTNCO-UCSC2M8X

ISM-MANAGED

UCS-CPU-A9454P

UCS-MRX32G1RE3

UCSC-RIS1C-225M8

UCSC-RIS3C-225M8

UCSC-0-ID10GC-D

UCS-NVB15T301L

UCS-NVB960M1H

UCSC-P-N7D200GFO

UCSC-P-N7D200GFO

UCS-M2-960G-D

UCS-M2-HWRAID-D

UCSC-PSU1-1200W-D

VAST Software and Hardware MLB

Cisco Intersight SaaS

Artificial Intelligence Use Case

Infrastructure Services SaaS/CVA -

Advantage

Cisco Support Standard for DCM

UCS Central Per Server - 1 Server

License

Intersight - Virtual adopt session
http://cs.co/requestCSS

UCS C225 M8 1U Rack Server for VAST

EBOX

CX LEVEL 1 8X7XNCDOS UCS C225 M8

1U Rack Server for VAST wit

Deployment mode for C Series Servers in

Standalone mode

AMD 9454P 2.75GHz 290W 48C/256MB

Cache DDR5 4800MT/s

32GB DDR5-5600 RDIMM 1Rx4 (16Gb)
C225 M8 1U Riser 1C PCle Gen5 x16 FH
C225 M81U Riser 3C PCle Gen5 x16 FH

Intel X710T2LOCPV3G1L 2x10GbE RJ45

OCP3.0 NIC

15.3TB 2.5in U.2 15mm SolidigmP5316

HgPerf LowEnd <0.5X NVMe

960GB 2.5in U.3 15mm Micron XTR Hg

Perf Ext End 60X NVMe

NVIDIA OEM MCX755106AS-HEAT
2x200GbE QSFP112 PCle Gen5 NIC

NVIDIA OEM MCX755106AS-HEAT
2x200GbE QSFP112 PCle Gen5 NIC

960GB M.2 SATA Micron G2 SSD

Cisco Boot optimized M.2 Raid controller

1200w AC Titanium Power Supply for C-

series Rack Servers

11

11

11

11

132

11

11

88

11

11

22

11
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1.2.14 CAB-C13-C14-2M Power Cord Jumper, C13-C14
Connectors, 2 Meter Length

1.2.15 CIMC-LATEST-D IMC SW (Recommended) latest release 11
for C-Series Servers.

1.2.16 UCSC-RAIL-D Ball Bearing Rail Kit for C220 & C240 11
M7/M8 rack servers

1.2.17 UCS-TPM2-002D-D TPM 2.0 FIPS 140-2 MSW2022 11
compliant AMD M8 servers

1.2.18 UCSC-HSLP-C225M8 UCS C225 M8 Heatsink 11

1.2.19 UCSC-0OCP3-KIT-D C2XX OCP 3.0 Interposer W/Mech Assy 11

1.3 N9K-C9332D-GX2B Nexus 9300 Series, 32p 400G Switch 2

1.3.0.1 CON-L1TNCD-N9KC9D3X CX LEVEL 1 8X7NCD Nexus 9300 Series, 2
32p 400G QSFP-DD

1.3.1 MODE-NXOS Mode selection between ACI and NXOS 2

1.3.2 NXK-AF-PI Dummy PID for Airflow Selection Port- 2
side Intake

1.3.3 NXOS-CS-10.5.4M Nexus 9300, 9500, 9800 NX-0OS SW 2
10.5.4 (64bit) Cisco Silicon

1.3.4 NXK-ACC-KIT-1RU Nexus 3K/9K Fixed Accessory Kit, TRU 2
front and rear removal

1.3.5 NXA-SFAN-35CFM-PI Nexus Fan, 35CFM, port side intake 12
airflow /w EEPROM

1.3.6 NXA-PAC-1500W-PI Nexus 1500W PSU port-side Intake 4

1.3.7 CAB-TA-NA North America AC Type A Power Cable 4

1.3.8 NXOS-SLP-INFO-9K Info PID for Smart Licensing using Policy 2
for N9K

1.3.9 DCN-AI Select if this product will be used for Al 2

ML Applications

1.3.10 C1ATTN9300XF2-3Y Data Center Networking Advantage Term 2
N9300 XF2, 3Y

Initial Term - 36.00 Months | Auto Renewal Term - 0 Months | Billing Model
- Prepaid Term

1.3.11 SVS-LT1N9KA-XF2-3Y Cisco Support Enhanced for DCN 2
Advantage Term N9300 XF2, 3Y

Initial Term - 36.00 Months | Auto Renewal Term - 0 Months | Billing Model
- Prepaid Term
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1.3.12

1.3.13

1.4

2.0

DCN-ADOPT-BAS Nexus(DCN) - Virtual adopt session
http: //cs co/requestCSS

Initial Term - 36.00 Months | Auto Renewal Term - 0 Months | Billing Model
- Prepaid Term

SW-AI Select if this product will be used for Al 2
ML Applications

Initial Term - 36.00 Months | Auto Renewal Term - 0 Months | Billing Model
- Prepaid Term

QSFP-200-CU3M= 200G QSFP56 to QSFP56 Passive 44
Copper Cable, 3m

QDD-400-A0OC5M= 400G QSFP-DD Active Optical Cable, 5M 12
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