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About the Cisco Validated Design Program

The Cisco Validated Design (CVD) program consists of systems and solutions designed, tested, and
documented to facilitate faster, more reliable, and more predictable customer deployments. For more

information, go to: http://www.cisco.com/go/designzone.
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Executive Summary

This document provides prescriptive step-by-step procedures for deploying a Cisco Al POD solution with
Everpure FlashBlade//S for enterprise training and fine-tuning. The solution is based on one of several design
options presented in the Cisco Al POD for Enterprise Training and Fine-Tuning Design Guide. The
implementation details enable infrastructure engineers and Al/ML practitioners to quickly build, configure, and
operationalize a high-performance Al cluster.

Cisco Al PODs are modular, validated infrastructure solutions that are designed to meet enterprise Al
infrastructure requirements. These solutions integrate dense GPU platforms, high-performance networking,
storage, enterprise-class Kubernetes, and MLOps to deliver a complete stack for enterprise Al initiatives. The
architecture takes a building-block approach using Scale Unit Types, enabling organizations to start with
deployments of 32-, 64-, or 128-GPU clusters. These foundational building blocks can then scaled
incrementally and predictably to support 256, 512, or higher GPU clusters as requirements evolve.

This solution was built and validated in Cisco labs and consists of Cisco UCS C-Series GPU servers, specifically
Cisco UCS C885A M8 servers, in a dual-fabric architecture. The designs include a backend (East-West) fabric
optimized for low-latency GPU-to-GPU communication and a frontend (North-South) fabric for cluster
management, services, storage 1/O, and other connectivity. Both fabrics are deployed using pre-built, best-
practice templates available in Cisco Nexus Dashboard. The solution also includes a Cisco UCS X-Series
Direct-based cluster for management and other services, provisioned and managed using Cisco Intersight in
the cloud.

Storage is provided by Everpure FlashBlade//S, an all-flash, scale-out, file and object platform. The procedures
detail the configuration of FlashBlade to support the Al data pipeline using both NFS-based file services for
active training datasets and S3-compatible object storage to serve as a data and model repository. Portworx by
Everpure, backed by NFS storage on Pure FlashBlade//S, is also included in the solution to provide persistent
data services to containers natively in Kubernetes. This multi-protocol approach ensures the storage layer
supports the entire data lifecycle, from initial ingestion to long-term archiving.

The solution supports both Linux and Kubernetes software stacks but was validated with Red Hat OpenShift to
provide customers with a consistent, enterprise-class software stack for training that aligns with Al inference
and non-Al environments that may already be in place. For organizations requiring a comprehensive
development environment to accelerate Al initiatives, the solution also includes Red Hat OpenShift Al as an
MLOps platform to manage the lifecycle of Al initiatives, from model development to production deployment.

Centralized management is provided through Cisco Intersight and Nexus Dashboard, enabling automation and
operational visibility. Intersight manages the complete lifecycle of the Cisco UCS X-Series management cluster
while providing hardware visibility and monitoring for the UCS dense GPU nodes. The solution validation
includes functional verification and platform-level validation using the NVIDIA Collective Communications
Library (NCCL) to ensure the cluster performs as expected.

This deployment guide, along with the Cisco Al POD for Enterprise Training and Fine-Tuning Design Guide and
the associated GitHub repository, serves as the full set of deliverables for this Al POD CVD. To access all Cisco
Al POD CVDs, navigate to: Cisco Validated Design Zone for Al-Ready Infrastructure.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 4 of 395


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://github.com/ucs-compute-solutions/Cisco-AI-POD
https://www.cisco.com/c/en/us/solutions/design-zone/ai-ready-infrastructure.html

Solution Overview

This chapter contains the following:
Introduction

Audience

Purpose of this document

Solution Summary
Introduction

Al/ML is rapidly transforming enterprise organizations, driving a need for reliable, scalable, and secure Al-ready
infrastructure. This guide provides detailed procedures for deploying a complete Al infrastructure stack for
model training and fine-tuning in enterprise data centers.

The solution in this guide consists of a 4-node, 32-GPU cluster utilizing Scale Unit - Type 1 as the foundational
building block. This configuration was validated using Cisco UCS C885A M8 servers with NVIDIA H200 GPUs,
connected to two network fabrics and integrated with high-performance file and object storage provided by
Everpure FlashBlade//S. Cisco Nexus Dashboard (ND) is used to provision and manage the two fabrics
(Backend/East-West, Frontend/North-South), built using Cisco Nexus 9000 Series switches.

Audience

This guide is for IT architects, infrastructure engineers, and Al/ML practitioners responsible for the deployment,
configuration, and operation of Al/ML infrastructure in enterprise data centers. Basic understanding of Cisco
UCS compute platforms, Cisco Nexus networking, enterprise storage concepts, and Kubernetes is assumed.

Purpose of this document

While the Al POD Design Guide details the architecture and design options, this CVD document provides the
configuration procedures for building and operationalizing a specific Cisco Al POD design. By following the
procedures in this document, engineering teams can build and quickly operationalize an Al cluster that aligns
with established best practices.

Solution Summary

The Cisco Al POD solution in this document is a fully integrated solution with high-density compute, high-
performance networking, scale-out storage, and a robust software stack, designed for Enterprise Training and
Fine-Tuning. This guide provides detailed implementation guidance for deploying a 32-GPU cluster and covers
the configuration of compute, network, storage, and the software stack required to support distributed training
and fine-tuning workloads. It also includes comprehensive validations to ensure that the integrated subsystems
are functioning as expected. The integrated solution consists of the following components:

« Cisco UCS C885A M8 Servers: Four nodes, each equipped with eight NVIDIA H200 GPUs (SXM) and dual
AMD EPYC processors. These servers provide the primary compute power for distributed training and
fine-tuning. Within the server, GPUs are interconnected via NVIDIA NVLink, delivering 900 GB/s of
bidirectional bandwidth per node.

o Cisco UCS X-Series Direct: A dedicated management cluster used to host the control plane and
management services for the Red Hat OpenShift cluster with UCS C885A worker nodes.

« Network: Dual-fabric architecture (Backend and Frontend) utilizing Cisco Nexus 9000 Series switches,
managed and deployed using Cisco Nexus Dashboard.
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o Backend (East-West) Fabric: Four Cisco Nexus 9332D-GX2B switches connected in a two-tier spine-leaf
Clos-based topology. This fabric provides a dedicated, non-blocking 400GbE environment for GPU-to-
GPU communication via RoCEv2.

o Frontend (North-South) Fabric: Four Cisco Nexus 9332D-GX2B switches, two as compute + management
leaf switches and two as dedicated storage leaf switches. This fabric provides connectivity for cluster
management, storage |I/O, and user access.

o Cisco Intersight: Provides hardware health monitoring and visibility for the Cisco UCS C885A M8 GPU
nodes while managing the complete lifecycle of the Cisco UCS X-Series management cluster.

¢ Cisco Nexus Dashboard: Serves as the centralized automation and operations platform for the network
fabrics in the solution, providing full life-cycle management and best-practice based templates to quickly
deploy and stand up both the backend and frontend fabrics.

o Everpure FlashBlade//S500: An all-flash, scale-out, unified file and object storage platform providing up
to 6PB of storage capacity per system. In this CVD, FlashBlade is configured to provide high-performance
NFS file services for active training datasets and S3-compatible object storage for data ingestion and to
serve as a model and pipeline-artifacts repository.

« Everpure eXternal Fabric Modules (XFM): A pair of 400GbE fabric modules is deployed as an aggregation
layer to connect the FlashBlade to the Nexus storage leaf switches in the frontend fabric. XFM is
Everpure's dedicated, multi-chassis fabric component for building scalable FlashBlade systems. The XFM
pair provides a high-bandwidth internal network and Top-of-Rack (ToR) uplinks to enable a scale-out
architecture capable of supporting up to 10 FlashBlade chassis and a total storage capacity of 60PB. The
tight integration with Purity//FB enables the entire system to be managed as a single, unified system
regardless of the number of chassis deployed.

o Portworx by Everpure: Kubernetes-native data platform that provides a complete container data
management solution. It provides file services natively to Kubernetes containers for persistent storage,
backup, disaster recovery and data security.

« Red Hat OpenShift: The solution is validated using Red Hat OpenShift Container Platform, providing a
secure, enterprise-class Kubernetes-native environment for containerized Al workloads.

o NVIDIA Al Enterprise (NVAIE): A comprehensive suite of Al software that includes optimized drivers,
CUDA libraries, and the NVIDIA Collective Communications Library (NCCL) required for performant
distributed training.

« Red Hat OpenShift Al: Integrated to provide a collaborative development environment. It enables data
scientists to manage the entire lifecycle of Al initiatives, from data preparation and model development to
pipeline orchestration.

¢ Splunk Observability Cloud: Delivers full-stack visibility by correlating metrics and telemetry across the
compute, network, and storage layers to accelerate troubleshooting.
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Solution Design

This chapter describes the specific infrastructure design that was built and validated in Cisco labs to provide a
high-performance environment for enterprise model training and fine-tuning.

This chapter contains the following:
High-Level Design
Solution Components

Solution Topology

Design Overview

Connectivity Design

Subsystem Design Details
High-Level Design
The Cisco Al POD architecture is a modular, building-block design using Scale Unit Types that can be

predictably and incrementally scaled to support large GPU clusters as described in the Cisco Al POD for

Enterprise Training and Fine-Tuning Design Guide. Figure 1 illustrates the logical infrastructure stack,
highlighting the key components and layers integrated and validated in this solution.
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Figure 1. Logical Infrastructure Stack
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Solution Components

This section provides the specific hardware and software components used in this deployment.

Table 1.  Solution Components

UCS GPU Cluster
Cisco UCS C885A M8 Servers 4 Nodes
NVIDIA H200 SXM5 GPUs 32 GPUs (total), 8 GPUs per server 141GB of HBM3e memory each
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NVIDIA ConnectX-7 NICs 8 NICs per server

NVIDIA BlueField-3 NICs 1 NIC per server

Backend Fabric
Cisco Nexus 9332D-GX2B 2 Spine, 2 Leaf Switches

Frontend Fabric
Cisco Nexus 9364D-GX2A 2 Spine Switches
Cisco Nexus 9332D-GX2B 2 Compute, 2 Storage Leaf Switches

UCS Management Cluster

Cisco UCS X-Series Direct
UCS X9508 Chassis (UCSX-9508) 1
UCS X Direct 100G (UCSX-S9108-100G) 2

UCS X210c M7 Servers (UCSX-210C-M7) 3 OpenShift Control Nodes

VIC 15231 MLOM (UCSX-ML-V5D200G) 3 (2x100G mLOM)

Storage - Unified File and Object

Everpure FlashBlade//S500 1

Everpure XFM-8400R2 2

Red Hat OpenShift

Red Hat NFD Operator N/A

NVIDIA GPU Operator N/A

NVIDIA Network Operator N/A
Portworx Enterprise (Operator) N/A
Red Hat NMState Operator N/A

Red Hat OpenShift Al Operator N/A

NVIDIA Al Enterprise (NVAIE) N/A
Red Hat OpenShift Al N/A
Cisco Nexus Dashboard 3
Cisco Intersight N/A
Splunk Observability Cloud N/A
Solution Topology

Software

1x 400GbE NIC > backend fabric

2x 200GbE NIC > frontend fabric

400GbE fabric

400GDbE from Spine to Leaf

200GDbE to UCS, 400GbE to storage

To connect to frontend fabric

Fabric modules providing 400GbE
aggregation

Workload Orchestrator

Portworx by Everpure

MLOps Platform
3-node physical cluster
SaaS platform

SaaS platform

The solution architecture consists of two independent fabrics, the backend and frontend, implemented as a
two-tier spine-leaf (Clos) topology to ensure predictable, low-latency communication across the cluster. Both
fabrics utilize an MP-BGP VXLAN EVPN architecture, providing flexible Layer 2 and Layer 3 overlays across a

high-performance IP underlay.
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The fabrics are centrally managed by Cisco Nexus Dashboard, while Cisco Intersight is used for the Cisco UCS
compute servers. Figure 2 illustrates the end-to-end solution topology that was built and validated in Cisco
labs.

Figure 2. Solution Topology
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Design Overview
The key building blocks of this Al POD solution are:

Backend (East-West) Fabric: A dedicated, non-blocking 400GbE fabric utilizing a spine-leaf Clos topology and
optimized for inter-node GPU-to-GPU communication. For this CVD, the fabric was built using two Nexus spine
switches and two leaf switches. This fabric can be scaled to support a 128-GPU cluster by adding leaf pairs,
and further expansion by adding both spine and leaf pairs.

Frontend (North-South) Fabric: A 400GbE-capable spine-leaf fabric providing connectivity for all other
services, including management, user access, storage, and other services. In this design, the fabric consists of
two spine switches and four leaf switches as outlined below. This fabric can also be scaled as needed by
adding or upgrading links or adding switch pairs.

« Compute/Management Leaf Pair: Provides 200GbE connectivity for Cisco UCS C885A nodes and 100GbE
connectivity for the Cisco UCS X-Series Direct management cluster, utilizing multiple links in each case.

o Dedicated Storage Leaf Pair: Provides 400GbE connectivity to Everpure XFMs that connect to the
FlashBlade//S storage in the solution. Multiple links are used to connect the leaf switches to the storage
subsystem. This architecture enables storage to scale as GPU clusters expand to support enterprise
needs.

The frontend fabric can also be scaled by adding switch pairs or by upgrading to higher-bandwidth links.
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Scale Unit Types: The implementation in this CVD is based on Scale Unit - Type 1 (Figure 3), providing a 32-
GPU cluster utilizing Cisco UCS C885A M8 servers with H200 GPUs, Cisco Nexus 9000 Series switches,
Everpure FlashBlade//S, and Red Hat OpenShift integrated to deliver a unified infrastructure stack. To form this
32-GPU cluster, four Cisco UCS C885A M8 servers are connected to two 32-port, 400GbE Nexus 9332D-
GX2B leaf switches in the backend fabric. Each server connects to the backend and frontend fabrics using eight
East-West (E-W) NICs and one North-South (N-S) NIC, respectively.

Figure 3. AIPOD - Scale Unit - Type 1
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This design can scale to a 128-GPU cluster by adding scale units of the same type, and to larger cluster sizes
by adding both spine pairs and scale units. Note that scale unit types do not need to remain uniform during
expansion, provided the backend fabric remains non-blocking and the switches have sufficient port density to
support the configuration.

Connectivity Design

The physical connectivity of the Al POD is designed to maximize throughput and minimize latency while
maintaining architectural predictability and consistency as the cluster scales to support evolving needs. This
section details the cabling and connectivity implemented in this design.

Backend (East-West) Connectivity

The backend fabric is engineered to provide non-blocking connectivity between GPU servers in the cluster.
This is achieved by ensuring that the number of uplinks from leaf-to-spine are equal in number and bandwidth
to the number of downlinks from leaf-to-UCS server. As illustrated in Figure 4, the total number of 400GbE
host-facing ports on the leaf switches (32 ports across 4 nodes) is matched by an equal number of 400GbE
uplinks to the spine layer, ensuring that GPU synchronization traffic does not encounter oversubscription issues
due to a lack of bandwidth.
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Figure 4. Non-Blocking Connectivity
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Each Cisco UCS C885A node is connected to the two leaf switches in the fabric using a 2-way rail-optimized
topology. To achieve this, the eight 400GbE connections from each server are distributed across the two leaf
switches in the Scale Unit - Type 1. This ensures that GPUs of the same rank, across all nodes in the Scale Unit,
connect to the same physical leaf switch, minimizing the network hops required for critical collective operations.

Table 2. Backend Fabric Connectivity

UCS C885A (1-4) NICs 1, 3,5,7 Leaf Switch 1 400GbE Access VLAN
UCS C885A (1-4) NICs 2, 4, 6, 8 Leaf Switch 2 400GbE Access VLAN
Leaf Switch 1 16 x Uplinks - evenly distributed Spine Switch 1-2 400GbE Routed

across Spines

Leaf Switch 2 16 x Uplinks - evenly distributed Spine Switch 1-2 400GbE Routed
across Spines

Each Cisco UCS C885A server is equipped with eight NVIDIA ConnectX-7 (1 x 400GbE) NICs, one per GPU to
connect to the backend fabric. NVIDIA BlueField-3 NICs can also be used for East-West connectivity.

Figure 5 illustrates the backend topology used to validate this solution.
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Figure 5. Backend Fabric - UCS GPU Node Connectivity
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Frontend (North-South) Connectivity

The frontend fabric provides connectivity for cluster management, storage, services, users, and other networks,
both inside and outside the enterprise. The frontend fabric utilizes link aggregation and 802.1Q trunking to
provide a resilient, high-bandwidth path for all traffic. Table 3 lists the endpoint connectivity used in the
frontend fabric.

Table 3. Frontend Fabric Connectivity

VLAN Trunk

UCS C885A Nodes Compute Leaf Pair 2-Port LACP Eond (Management & Storage)
UGS X-Series Direct Compute Leaf Pair Multi-Port LACP VLAN Trunk (Management/Control)
Port-Channel Plane)
. . VLAN Trunk
Everpure XFMs Storage Leaf Pair Multi-Port LACP Bond (NFS & S3)

Each Cisco UCS C885A server is equipped with one NVIDIA BlueField-3 B3220 (2 x 200GbE) NIC for
connecting to the frontend fabric. The two ports on the frontend NIC are bundled into an LACP port channel.
This bond is configured as a VLAN trunk, allowing management and storage traffic to share the high-speed
path while remaining logically isolated. Additional NICs can be added as needed to meet evolving requirements.
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The detailed connectivity from Cisco UCS C885A nodes to the compute/management leaf pair is shown in

Figure 6.

Figure 6.

Frontend Fabric - UCS GPU Node Connectivity
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The Cisco UCS X-Series management cluster connects to the same compute leaf switches using multiple
100GbE links (Figure 7). The frontend fabric also provides connectivity to Cisco Intersight in the cloud, which is

used to deploy and manage this environment.
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I ———————
Figure 7. Frontend Fabric - UCS Management Connectivity
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For a high-bandwidth connectivity to Everpure FlashBlade//S storage, Everpure XFMs are deployed as a
storage aggregation layer to connect to a pair of dedicated storage leaf switches. The Everpure XFMs use a
LACP port channel to connect to the storage leaf switches, with multiple 400GbE links to support concurrent,
high-bandwidth access to NFS and S3-compatible object storage. The detailed connectivity from Pure
FlashBlade to the storage leaf pair is shown in Figure 8.
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Figure 8. Frontend Fabric - Everpure Connectivity
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Out-of-Band Management Network

A dedicated 1GbE/10GbE Out-of-Band (OOB) management network is deployed to connect to all devices in the
solution. This ensures that administrators have backup access to server consoles, management ports on NVIDIA
BlueField-3 NICs, Nexus management ports, and storage controllers, independent of the state of the high-
speed data fabrics. This network is also used for the initial provisioning of Cisco UCS C885A servers (via Cisco
BMC, Redfish). Cisco provides a 48 port T0GBASE-T switch (Cisco Nexus 93108TC-FX3) that can be used for
this network.
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Figure 9. Out-of-Band Management Connectivity
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Subsystem Design Details

This section outlines the design of the compute, network, storage, and other subsystems in the validated Al
POD solution.

Cisco Nexus Dashboard and Cisco Intersight are used to provide unified management for the network and
compute infrastructure, respectively. A three-node Nexus Dashboard cluster is deployed on dedicated servers
within the enterprise network. This cluster must be operational before the backend and frontend fabrics can be
deployed.

Backend (East-West) Fabric

The backend fabric is a lossless, low-latency, high-throughput ethernet fabric, designed to support the
stringent performance requirements of GPU-to-GPU RDMA communication. This fabric is exclusively for inter-
node RDMA over Ethernet (RoCEv2) GPU communication. As stated earlier, the fabric is deployed as a two-tier
spine-leaf Clos topology using a MP-BGP VXLAN EVPN architecture, which provides a multi-tenant
environment with flexible support for both scalable Layer 2 and Layer 3 overlays across an IP underlay.

The fabric is deployed using a pre-built Al VXLAN EVPN fabric template available in Cisco Nexus Dashboard.
This template implements a prescriptive, best-practice design for the backend fabric as shown in Figure 10.
While the template provides a specific configuration, organizations retain flexibility to customize the template as
needed.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 17 of 395


https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/nexus9000/sw/vxlan_evpn/VXLAN_EVPN.pdf

Figure 10. Nexus Dashboard Template for Backend Fabric
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Once the switches are physically connected in a Clos-based spine-leaf topology, these templates enable the
fabric to be provisioned and deployed quickly. In this design, the two-spine, two-leaf backend fabric would
have required 400 lines (Figure 11) of manual configuration but it was deployed in minutes using the template
workflow.

Figure 11. Backend Fabric - Initial Deployment using Al Template

"s¢s" Nexus Dashboard Q 0 ® | Q admn
. Deploy Configuration - AIPOD-BE-FABRIC X
v
AIPOD-ND-CL
USTER 5
Y e
~ Config Preview Deploy Progress
Home
Filter by attributes
Xy
Manage Switch Name IP address Status Status description Progress )
Q BE-LF2 10.115.80.59 @ success Deployment completed. e,
Executed 418 / 419
Analyze
BE-LF1 10.115.90.58 @ success Deployment completed. —
< Executed 419 / 418
Admin
BE-SP1 Y 10.115.20.60 @ success Deployment completed. Cr—
Executed 508 / 508
BE-SP2 10.115.90.61 @ success Deployment completed. e

Executed 508 / 508

To enable inter-node GPU-to-GPU communication across the backend fabric, this design uses a Layer 2
overlay where all 32 GPUs in the cluster reside in the same VLAN. This is a viable option for enterprise
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deployments with multiple, smaller workloads that require a smaller subset of a larger cluster for any given
workload. Alternatively, a Layer 3 overlay can also be used to enable this connectivity. The UCS GPU worker
node configurations may need to change to align with the design used.

To create a lossless environment for RoCEv?2 traffic, a default QoS policy is implemented by the deployed Al/ML
template to enable the following QoS features on the backend fabric.

« Traffic Classification: A dedicated class-map (COS 3) is used to classify RoCEv2 synchronization traffic.

« Priority Flow Control (PFC): PFC is enabled on COS 3 to provide hop-by-hop flow control. In the event of
congestion, this ensures that the switch can signal the upstream device to pause transmission, preventing
packet loss.

« Explicit Congestion Notification (ECN): ECN is configured with specific WRED (Weighted Random Early
Detection) thresholds. As buffers begin to fill, this enables the Nexus switches to mark packets signaling
GPU endpoints to throttle their transmission rate before PFC is triggered, maintaining a smooth data flow.

o MTU: A global MTU of 9000 (Jumbo Frames) is applied across all links in the fabric to ensure large Al
data packets are switched efficiently without fragmentation.

In this design, the default QoS policy within the deployed template was modified as listed:

« MTU for PFC3 traffic changed from 4200 to 9216

« QoS Bandwidth Allocation for the RoCEv2 queue was adjusted to 90 percent since the backend fabric
primarily carries GPU-to-GPU RDMA traffic. The remaining bandwidth is allocated to control,
management, and monitoring traffic.

Frontend (North-South) Fabric

The frontend fabric provides UCS GPU nodes with connectivity to management, services, storage, and to other
networks, both within and external to the enterprise. In a hybrid deployment, inferencing traffic from users and
application also use this network for reachability to Al models hosted on the UCS GPU nodes.

Similar to the backend fabric, the frontend also uses a two-tier spine-leaf Clos topology with MP-BGP VXLAN
EVPN to provide connectivity. In this design, both Layer 2 and Layer 3 overlays are used (Table 4) to segment
the different types of traffic being transported across this network.

Table 4.  Traffic Segmentation and Overlays in Frontend Fabric

Traffic Type Overlay Type |VLAN m MTU

10.115.90.64/26 GW:

In-Band Management Layer 3 703 10.115.90.126 1500
Storage Data - NFS Layer 2 3054 192.168.54.0/24 9000
Storage Data - Object Layer 3 703* 10.115.90.64/24 1500

Note: In an OpenShift environment, object store access is through the OpenShift Cluster IP network. This
traffic is routed to the Everpure object store network in the same VRF.

This fabric is also deployed using a pre-built Nexus Dashboard fabric template (Data Center VXLAN EVPN) but
one that aligns with the needs of a frontend fabric. It also implements a prescriptive, best-practice design
(Figure 12) with the flexibility to customize as needed.
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Figure 12. Nexus Dashboard Template for Frontend Fabric
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As with the backend fabric, the pre-built template enables the frontend fabric (two-spine, four-leaf) with ~400
lines of configuration (Figure 13) to be deployed in minutes.

Figure 13. Frontend Fabric - Initial Deployment using Template
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Quality of Service (QoS), including PFC and ECN, was also deployed in this fabric to provide lossless
connectivity for the RDMA traffic to Everpure FlashBlade//S. VLANs and overlays provide network isolation for
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the different traffic types traversing the fabric, but bandwidth fairness is achieved through the QoS policies
deployed in the fabric. A dedicated queue is assigned to storage RDMA traffic to ensure consistent
performance during data-intensive training. Similar to the backend, an MTU of 9216 is used for PFC and the
bandwidth allocation is adjusted to ensure fair treatment.

The template deployed in the frontend does not include a QoS policy by default. For the CVD, a new QoS
policy was created to reflect the 200GbE design used in this design. The new policy was created by duplicating
an existing policy and making the necessary adjustments. Customers should review the available QoS policies
and customize it as needed to meet the needs of their environments.

Everpure FlashBlade//S

The storage sub-system provides a unified platform for both file and object data protocols using Everpure
FlashBlade. In this design, Everpure XFM-8400R2 modules serve as a storage aggregation layer, bundling
individual links into a high-capacity 400GbE port-channel that connect to dedicated storage leaf switches in the
frontend fabric. As storage demands grow, the scale-out architecture enables enterprises to incrementally
scale their deployment, both by adding capacity within a FlashBlade//S system or by adding more systems as
shown in Eigure 14.

Figure 14. Everpure FlashBlade//S with XFM-8400R2 Design
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The NFS and object store traffic to and from Pure FlashBlade//S are segmented using different VLANs and
trunked on the port channels from the XFMs to the storage leaf switches. NFS traffic uses a Layer 2 overlay
while the S3 object store traffic uses a Layer 3 overlay across the frontend fabric.

Table 5. Everpure FlashBlade//S VLANs

00B-MGMT 550 N/A 10.115.90.14/26 Pure One/Mgmt. Access
(XFM-VIP)
Pure-NFS_VLAN_3054 3054 19 33054 192.168.54.0/24 FE: NFS Storage Data
Pure-S3-OBJ_VLAN 570 19 30570 10.115.90.208/29 FE: Object Store Data
703 111-114 30703 10.115.90.64.0/26 FE: UCS C885A (Client side)

Portworx by Everpure provides persistent storage for the Kubernetes workloads in this design. It functions as a
Container Storage Interface (CSI) plugin to enable dynamic storage provisioning for workloads running on
OpenShift. The solution also includes a Kubernetes operator that automates deployment, configuration, and
upgrades within the cluster.

For Al deployments, Portworx by Everpure is backed by NFS file systems running on Pure FlashBlade, as shown
in Figure 15. The design utilizes the nconnect=16 mount option in the defined Storage Class, allowing the
compute nodes to establish multiple parallel TCP sessions to the Everpure FlashBlade. This ensures the
frontend uplinks are fully utilized during data-intensive training phases. Additionally, the Red Hat NMState
Operator is deployed to provision the storage networking required to enable NFS storage access from the UCS
worker nodes in the OpenShift cluster.

Figure 15. Pure FlashBlade as NFS backend storage for Red Hat OpenShift
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Al (Kubernetes) workloads running on the OpenShift cluster also have direct access to object stores deployed
on Everpure FlashBlade//S. A dedicated network and interface is provisioned on the Everpure for this and the
storage access traffic from these workloads will be routed to this network to access the S3 buckets.

A quick CLI based example of deploying and validating NFS using RDMA using Everpure FlashBlade//S is
provided in the Al POD GitHub repo (see Everpure folder). The specifc deployment steps used in this CVD in
provided in later sections.

Cisco UCS Compute

A Cisco UCS X-Series Direct system with three servers is deployed as control nodes for the OpenShift cluster.
These servers are provisioned using a Server Profile Template in Cisco Intersight and deployed as bare-metal
nodes using the Cisco Intersight integration in the Red Hat Assisted Installer workflow.

The initial configuration of these servers requires at least one network interface to be configured with the
OpenShift cluster IP network VLAN to bring the cluster up. The necessary VLANs for control, management, and
auxiliary services are trunked over the virtual port channel (vPC) to the Cisco UCS X-Series Direct chassis.

Once the cluster is operational, the Cisco UCS C885A GPU nodes are added as worker nodes. This is done as a
follow-on step because these servers require different provisioning and networking configurations compared to
the Cisco UCS X-Series servers. Also, unlike the GPU nodes, Cisco UCS X-Series server’s use:

o Server Profile Templates and Profiles in Cisco Intersight for initial configuration.
o Cisco Intersight integration within the Red Hat Assisted Installer for bare metal deployments.

Post-deployment, Cisco Intersight is used for ongoing operations and management of all servers.

Red Hat OpenShift

The OpenShift cluster is deployed using the recommended Red Hat Assisted Installer available via the Red Hat
Hybrid Cloud Console, a SaaS-based service in the cloud. The installer requires DNS and DHCP services, and
external connectivity to the Red Hat Hybrid Cloud Console to be in place before the installation can start. An
OpenShift Installer workstation (any Linux distribution) is also required to deploy and manage the cluster.

Three servers in the Cisco UCS X-Series Direct are deployed as a highly available control plane for the
OpenShift cluster. The OpenShift cluster is implemented as a compact cluster, allowing the Cisco UCS X-Series
servers to also function as worker nodes to host other services and workloads. In this design, these servers
host secondary DHCP and DNS services by leveraging OpenShift Virtualization. The design and deployment of
OpenShift Virtualization is outside the scope of this document.

As stated earlier, the UCS GPU nodes are added as worker nodes to the same OpenShift cluster. The
networking connectivity to the frontend fabric is provisioned at install time. The remaining configuration is done
using OpenShift operators once the cluster is up and running with GPU worker nodes. All required operators are
available via the Red Hat Operator Hub and are directly accessible from the OpenShift cluster console. The
following operators are used to provision the GPU worker nodes in this design.

« Red Hat Node Feature Discovery (NFD) Operator is responsible for discovering and exposing the
hardware capabilities of the NVIDIA GPUs and NICs in the UCS worker nodes. NFD labels the nodes with
hardware-specific information (for example, PCl vendor code, CUDA capabilities, kernel version),
enabling NVIDIA GPU and Network operators to deploy and configure the devices accordingly. The NFD
operator detects and labels the NVIDIA NIC and GPU as shown. Multiple labels are added for a given
hardware, but the presence of a NVIDIA GPU and NIC is indicated by the following labels:

o feature.node.kubernetes.io/pci-10de.present=true (GPU)
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o feature.node.kubernetes.io/pci-15b3.present=true (NIC)

« Red Hat NMState Operator provides a declarative, Kubernetes-native way to manage node-level
networking across the OpenShift cluster. Instead of manually configuring each server, you define the
desired network state (such as IP addresses, MTU, and interface bonding) through a Kubernetes API. For
this CVD, the NMState operator is used to adding storage interfaces with VLAN trunking, changing MTU
to support jumbo frames etc. By using this operator, the network configuration becomes part of the
cluster's desired state and by applying it to all worker nodes (for example) makes it easier to scale the Al
POD by automatically applying the correct settings to new nodes as added.

o Portworx Enterprise by Everpure Operator provides persistent storage for Kubernetes’ workloads within
the Cisco Al POD. It functions as a CSI plugin to enable dynamic storage provisioning and management
for Al pipelines running on Red Hat OpenShift. The operator automates the deployment, simplifying the
lifecycle management of the storage environment as the cluster scales. Portworx also provides a
dashboard that is directly accessible from the OpenShift cluster console to manage the environment.

« NVIDIA Network Operator automates the provisioning of high-performance networking for the NVIDIA
NICs in the UCS GPU nodes. By managing the installation of necessary drivers and libraries, such as
MOFED, it enables low-latency communication between GPUs. The associated Network Cluster Policy is
used to enable GPUDirect RDMA and GPUDirect Storage (GDS), ensuring the backend fabric is optimized
for high-bandwidth Al workloads.

« NVDIA GPU Operator simplifies the management of NVIDIA GPUs by automating the installation of drivers,
the container toolkit, and monitoring tools. It ensures that GPU resources are correctly exposed to the
OpenShift scheduler and ready for Al tasks. The associated GPU Cluster Policy works in conjunction with
the Network Operator to enable GPUDirect RDMA and GPUDirect Storage, allowing for direct data
transfers between GPU memory and the network.

« Red Hat OpenShift Al Operator is used to deploy and enable a comprehensive MLOps environment for
the cluster. It manages the full lifecycle of Al workloads—from model development and training to
serving—and coordinates with additional operators to provide a seamless, end-to-end Al pipeline.

Deploying the NVIDIA Network Operator with a cluster policy enabled for RDMA will cause new drivers to be
loaded on all NVIDIA NICs in the node, including the frontend NIC used as the OpenShift Cluster IP, resulting in
a temporary outage during this time. It is recommended that you deploy a jump host with direct access to the
cluster via Intel OCP NICs on the Cisco UCS C885A servers to ensure backup access to the cluster in the event
of a problem.

The Al POD design implements GPUDirect RDMA to accelerate distributed training and fine-tuning across the
backend fabric and GPUDirect Storage for high-speed storage access via the frontend fabric. While this can
be deployed using various methods, this CVD uses a multi-tenant approach that allows multiple pods on the
same worker node to share the RDMA device (NIC). Specifically, a MacvlanNetwork Custom Resource
Definition (CRD) is used to provision IP addressing and enable network access across the shared physical
network interface for both the backend and frontend fabrics to support GPUDirect RDMA and GPUDirect
Storage, respectively.

The Layer 2 (overlay) connectivity used for inter-node GPU communication between the 4 Cisco UCS C88A M8
nodes in the backend fabric also requires the following changes to be implemented on node.
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sysctl -w net.ipv4.conf.all.arp_filter=0
sysctl -w net.ipv4.conf.default.arp_filter=0
sysctl -w net.ipv4.conf.all.arp_ignore=1
sysctl -w net.ipv4.conf.default.arp_ignore=1
sysctl -w net.ipv4.conf.all.rp_filter=0
sysctl -w net.ipv4.conf.default.rp_filter=0
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Solution Deployment

This section details the deployment of the specific Al POD design discussed in the previous section, based on
validation in Cisco labs. This chapter contains the following:

Deployment Overview

Deploy Cisco Nexus Dashboard

Deploy Frontend Fabric using Nexus Dashboard
Deploy Backend Fabric using Nexus Dashboard
Deploy NFS Storage on Everpure FlashBlade

Deploy Object Store on Everpure FlashBlade

Deploy UCS Management Nodes from Cisco Intersight
Deploy Red Hat OpenShift on UCS Servers

Initial Setup of Cisco UCS C885A GPU Servers

Add Cisco UCS C885A GPU Servers to OpenShift Cluster
Set up Networking for Storage Access

Deploy Portworx to provide Persistent Storage

Set up Portworx for NFS over TCP Access to Storage
Deploy NVIDIA GPU Operator

Deploy GPUDirect RDMA on Backend Fabric
Validate - GPUDirect RDMA

Set up Portworx for NFS over RDMA Access to Storage
Set up Portworx for GPUDirect Storage

Deploy Red Hat OpenShift Al for MLOps

Validate End-to-End Solution

Deployment Overview

This section provides a high-level overview of the steps involved in deploying the end-to-end solution. The
sections that follow will provide the detailed procedures for each step. A summary view of these
implementation steps are provided in Table 6.

Table 6. Deployment Overview

Deployment Action

Deploy a 3-node Nexus Dashboard (ND) Cluster

CVD 01 e Set up the first node in a 3-node Nexus Dashboard cluster

o Use the cluster bring up workflow to (1) complete the setup of the first node, (2) deploy remaining nodes in the
cluster and (3) bring up the 3-node ND cluster.
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m Deployment Action

Deploy Frontend (FE) Network Fabric

e Use Nexus Dashboard blueprint/template to deploy a VXLAN EVPN Fabric on the FE switches connected in a 2-
tier Spine-Leaf topology

o Enable Virtual Port-Channel (vPC) peering on Compute/Management leaf pairs in FE fabric.
e Enable vPC peering on Storage Leaf switch pairs to connect to Everpure XFM modules

e Enable Layer 2 Connectivity to Management UCS X-Direct from FE fabric

e Enable Layer 2 Connectivity to UCS GPU Nodes from FE Fabric

¢ Enable IB-MGMT Connectivity for Cisco UCS (GPU + Management) Nodes

e Enable Layer 2 Connectivity to Everpure FlashBlade//S from FE Fabric

CVD_02

e Enable NFS Storage Data Access to Everpure FlashBlade//S
e Enable S3-compatible Object Store Data Access to Everpure FlashBlade//S

« Enable external connectivity from the FE fabric to access SaaS services (Cisco Intersight, Red Hat Hybrid Cloud
Console) and other services outside this fabric

e Enable QoS for storage RDMA traffic in the FE fabric

Deploy Backend (BE) Network Fabric

e Use Nexus Dashboard blueprint/template to deploy a VXLAN EVPN Fabric on the BE switches connected in a
CVD_03 2-tier Spine-Leaf topology

e Enable QoS for inter-node GPU-to-GPU RDMA traffic in the BE fabric
e Enable GPU-to-GPU networking between UCS GPU nodes across the BE fabric using a Layer 2 overlay

Deploy NFS Storage on Everpure FlashBlade//S

e Prepare Hardware: Coordinate site power/cooling and complete the Installation Workbook to define your
network parameters.

e Configure Networking: Log into the FlashBlade CLI or portal to create the required subnets and two specific

CVD 04 DataVIPs for pod connectivity.
B e Provision NFS Storage: Create the filesystem with your desired capacity and enable the NFSv3 protocol.

e Route and Mount: Verify routing from compute nodes to storage using the NFS data interface. Mount the
filesystem using NFS over RDMA with aggregate mount options.

¢ Validate Installation: Run the mount command on compute nodes to confirm the filesystem is active with the
correct RDMA and nconnect settings.

Deploy S3-compatible Object Store on Everpure FlashBlade//S

e Configure Networking: Log into the FlashBlade CLI or portal to create the required subnets and specific
DataVIPs for pod connectivity.

CVD_05 e Provision Object Store: Create an account and quota for the account. Create user, access policies, S3 buckets
and access key to access the S3 buckets.

e Route: Verify routing from compute nodes to storage using the S3 Object data interface. Deploy workload to
verify access.

Deploy UCS Management Servers from Cisco Intersight

o Create Server Profile Template for UCS servers for use as OpenShift control (optionally as worker nodes) in the
CVvD_06 OpenShift cluster with Cisco UCS C885A GPU nodes. Servers should have at least one interface provisioned in
the cluster management network (same as in-band management in this deployment).

e Deploy server profile to provision a minimum of 3 servers to provide high availability.

Deploy Red Hat OpenShift on Bare Metal UCS Management Servers

e Setup prerequisites for deploying the cluster such as setting up an installer workstation, DNS, DHCP and so on.

CVvD_07 o Deploy an installer machine to remotely manage the OpenShift cluster and to serve as an HTTP server to load
OpenShift images on Cisco UCS C885 servers (later). Generate public SSH keys on the installer to enable
SSH access to OpenShift cluster post-install.

> Add DNS records for cluster APl and Ingress Virtual IP (VIP)
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CVvD_08

CVD_09

CVvD_10

CVD_11

CVD_12

Deployment Action

> Add DHCP pool for OpenShift cluster nodes to use. Configure DHCP options for NTP, Gateway (for routed
subnets) and DNS.

e Deploy OpenShift cluster using Assisted Installer workflow from Red Hat Hybrid Cloud Console
(console.redhat.com). Use Cisco Intersight integration to seamlessly discover and deploy OpenShift on bare
metal UCS management/control nodes.

Complete post-deployment setup

o Save installation files - kubeconfig and kubeadmin password

> Download oc tools

o Setup power management for the UCS bare metal hosts in the newly deployed cluster
> Reserve resources for system components on control and worker nodes

o Setup NTP on control and worker nodes

> Setup a second administrative user (htpasswd used in this setup)

Initial Setup of Cisco UCS C885A GPU Servers
e Configure NTP, DNS, Security policies, BIOS settings and other basic setup on Cisco UCS via Cisco BMC.
e Setup Intersight Management - Claim and add UCS C885A nodes in Cisco Intersight.

e Collect MAC addresses of the frontend NIC from all UCS C885A Nodes. The first port will be provisioned as the
cluster IP network in OpenShift. You can collect this from Intersight or via Cisco BMC.

e Create DHCP reservations for the mac addresses collected above.

o Create DNS records for the reserved DHCP IP addresses.

o Setup/Verify that the BlueField-3 NICs are in NIC mode (vs. DPU mode).

e Setup/Verify that the NVIDIA CX-7 cards are in Ethernet mode (vs. InfiniBand/IB).

« Create machine configuration files on installer VM. UCS C885A will require a Bare Metal Host (BMH) config. file
using the above frontend NIC MAC address.

o Verify Redfish access to the UCS-C885A.

e Upgrade to latest firmware for all components on the UCS C885A. Use Cisco UCS Hardware Compatibility
(HCL) tool and Intersight HCL check to confirm the latest version is deployed on the node.

Add Cisco UCS C885A nodes to the OpenShift cluster from Red Hat Hybrid Cloud Console

e Networking configuration for UCS C885A worker nodes is specified using Static IP, bridges and bonds option
in the Assisted Installer. The two ports on the FE NIC are configured as an LACP bond with the OpenShift
Cluster IP VLAN added as trunked VLAN to this bond. You will need the mac address of both FE interfaces
collected earlier.

e Set up UCS server as a bare metal host from OpenShift cluster console (or via CLI from OpenShift Installer
machine)

e Provision power management for UCS C885A using Redfish

Set up Networking for Storage Access using NFS
e Deploy Red Hat Kubernetes NMState Operator
o Configure UCS worker node(s) for NFS storage access

o Verify the connectivity to Everpure FlashBlade using NFS network

Deploy persistent storage using Portworx by Everpure

e Create API token on Everpure FlashBlade for use by Portworx

e Deploy Kubernetes secret to securely access Everpure FlashBlade

o Generate Portworx Enterprise Specification from Portworx Central

e Deploy Portworx Enterprise Operator from Red Hat OpenShift Cluster Console

o Verify that Portworx cluster is up and running in OpenShift

Setup Portworx for NFS over TCP access to storage

e Create Storage Class for NFS over TCP to Everpure FlashBlade
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m Deployment Action

« Provision the newly created storage classes as the default storage class (Optional)

e Create a Persistent Volume Claim to verify setup

Deploy NVIDIA GPU Operator in Red Hat OpenShift

e Deploy Red Hat Feature Discovery Operator. Verify that the worker nodes with GPUs are identified and labelled.
Label should be (pcie-10de.present=true)

CVD_13 o Deploy NVIDA GPU Operator
. Enable Data Center GPU Monitoring (DCGM) dashboard in OpenShift cluster console
: . . dat t loud hift/I

o Set up taints on worker nodes and tolerations on workloads (or Pods)

Deploy GPUDirect RDMA on Backend Fabric

e Log into intersight.com and collect MAC Addresses for all E-W and N-S NICs and interface names for the
C885As.

e Create and apply unique node label to UCS C885A nodes
e Create a new machine config pool with only UCS C885 GPU nodes
e Create persistent Interface Naming for all NVIDIA NICs
o Verify that NVIDIA network devices are present and labelled
o Create password for core user to access node
CVD_14  « Disable IRDMA and RPCRDMA Kernel Modules
e Deploy NVIDIA Network Operator from Red Hat Cluster Console
e Configure NIC Cluster Policy for NVIDIA Network Operator
e Set MTU to 9000 on NVIDIA backend NICs
e Create MAC VLAN Network to provision backend interfaces
e Deploy ARP and RP policies
e Update GPU Cluster Policy
Note: If you run into issues with NIC Cluster policy coming up, you may need to put Portworx into maintenance
mode and/or remove GPU operator.
Validate GPUDirect RDMA
e Deploy workload to test and verify GPUDirect RDMA
o Use IB_WRITE tests to validate RDMA traffic across backend fabric
e Use NCCL tests to validate inter-node GPU-to-GPU RDMA traffic across backend fabric

CVD_15

Setup Portworx for NFS over RDMA access to storage
e Provision Kubernetes storage class to use NFS over RDMA with Portworx, backed by FlashBlade
e Put Portworx in maintenance mode
« Remove previously deployed NVIDIA GPU operator(if present)
CVD 16 e Update NVIDIA NIC Cluster policy to use RDMA

- e Deploy GPU Operator and Cluster Policy
e Take Portworx out of maintenance mode
e Validate NFS over RDMA to Everpure

Note: Unlike deployment steps for “Deploy GPUDirect RDMA on Backend Fabric” earlier, the above procedures
put Portworx in maintenance mode and removes GPU cluster policy before NIC cluster policy update.

Setup Portworx for GPUDirect Storage

cvD 17 e Provision Kubernetes storage class to use NFS over RDMA with Portworx, backed by FlashBlade
- e Put Portworx in maintenance mode

« Remove previously deployed NVIDIA GPU operator(if present)
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CVvD_18

CVvD_19

CVD_20

Deployment Action

e Update NVIDIA NIC Cluster policy to use RDMA
e Deploy GPU Operator and Cluster Policy

e Take Portworx out of maintenance mode

¢ Validate GPUDirect Storage to Everpure

Note: Unlike deployment steps for “Deploy GPUDirect RDMA on Backend Fabric” earlier, the above procedures
put Portworx in maintenance mode and removes GPU cluster policy before NIC cluster policy update. Deploy
GPU Cluster Policy

Deploy Red Hat OpenShift Al for MLOps
e Add users and administrator groups in OpenShift to enable for access to OpenShift Al web UI.

« Deploy Persistent storage for Al/ML efforts. In this solution, the ML engineer’s work (image, environment) is
saved on persistent volumes, backed by Everpure FlashBlade.

e Deploy S3-compatible object store. In this CVD, it used as model repository and to store pipeline artifacts on
Everpure FlashBlade

e Deploy prerequisite operators for OpenShift Al - Service Mesh Operator, Red Hat OpenShift Serverless, Red
Hat Authorino

e Deploy Red Hat OpenShift Al Operator. The environment is now ready for accelerating and operationalizing
enterprise Al/ML efforts at scale.

e Modify Storage Classes for persistent storage - enable ReadWriteMany for training and fine-tuning workloads

Validate solution using fine-tuning workload in OpenShift Al

e Setup workbench for the workload in OpenShift Al

e Setup GitHub access from workbench and deploy workload
e Monitor GPU utilization

Validation summary

e GPU Functional Validation - Sample CUDA Application
e GPU Burn Test: https://github.com/wilicc/gpu-burn

o IB_WRITE Tests

o NCCL Tests

e MLPerf

Deploy Cisco Nexus Dashboard

The procedures detailed in this section explain how to deploy a 3-node Nexus Dashboard (ND) cluster. The
Cisco Nexus Dashboard provided templates are used to deploy both the backend and frontend fabrics in the Al

POD solution.

The procedures in this section will:

o Setup the first node in a 3-node Nexus Dashboard Cluster using CIMC management.

« Use the web Ul and cluster bring up workflow to complete the setup of the first node, deploy remaining

nodes in the cluster and bring up the 3-node ND cluster.

Assumptions and Prerequisites

o QOut-of-band/CIMC access to the first Nexus Dashboard node in the cluster.

« Access to Nexus Dashboard ISO image on a local or remote (NFS/HTTP) server.

« DNS and NTP services are available for use by Nexus Dashboard cluster
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Setup Information

Table 7.  Setup Parameters for Nexus Dashboard

Parameter Type Parameter Name | Value Additional Information

Nexus Dashboard Management ND-MGMT
CIMC IP for first ND (ND-1) 10.115.90.7/26
ND-MGMT IP for first ND 10.115.90.21/26
Gateway IP 10.115.90.1/26

Cluster Bringup Workflow

Basic Information

Cluster Name AIPOD-ND-CLUSTER
Implementation Type LAN (default)
Configuration

DNS Server 64.102.6.247

DNS Search Domain cisco.com

1.ntp.esl.cisco.com
Add at least two NTP sources for

NTP 2.ntp.esl.cisco.com redundancy
3.ntp.esl.cisco.com

Proxy Skip Proxy

Advanced Settings <Using defaults>

Node Details: ND-1

General

Hostname ND-1 First ND Node

Type Primary

Management Network

IP Address <Same as ND-MGMT > Provided above

Gateway <Same as ND-MGMT> Provided above

Data Network

ND-DATA: IP for ND-1 10.115.90.225/27

ND-DATA: Gateway 10.115.90.254
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Parameter Type Parameter Name | Value Additional Information

Node Details: ND-2

CIMC IP

Username

Password

General

Hostname

Type

Management Network

IP Address

Gateway

Data Network

ND-DATA: IP for ND-2

ND-DATA: Gateway

Node Details: ND-3

CIMC IP

Username

Password

General

Hostname

Type

Management Network

IP Address

Gateway

Data Network

ND-DATA: IP for ND-3

ND-DATA: Gateway

10.115.90.8

admin

<specify>

ND-2

Primary

10.115.90.22/26

10.115.90.1

10.115.90.226/27

10.115.90.254

10.115.90.9

admin

<specify>

ND-3

Primary

10.115.90.23/26

10.115.90.1

10.115.90.227/27

10.115.90.254
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Parameter Type Parameter Name | Value Additional Information

Persistent IPs 10.115.90.228-.238

Deployment Steps

To deploy a 3-node Nexus Dashboard cluster, complete the procedures below using the setup information
provided in this section.

Bring up first node in a 3-node Nexus Dashboard cluster

Procedure 1. Deploy first Nexus Dashboard cluster node

Step 1. SSH into the first node:

C220-WZP23360FT5# scope sol
C220-WZP23360FT5 /sol # set enabled yes
C220-WZP23360FT5 /sol *# commit

C220-WZP23360FT5 /sol # show
Enabled Baud Rate(bps) Com Port SOL SSH Port

yes 115200 com@ 2400
C220-WZP23360FT5 /sol #

C220-WZP23360FT5 /sol #exit

Step 2. Mount the Nexus Dashboard ISO from a HTTP server using remote vMedia:

C220-WZP23360FTS5# scope vmedia

C220-WZP23360FT5 /vmedia # map-ww image
http://10.115.90.67/software/nd-dk9.4.1.1g.1is0
Server username: admin

Server password:

Confirm password:

C220-WZP23360FT5 /vmedia # show mappings detail
Volume image:
Map-Status: OK
Drive-Type: CD
Remote-Share: http://10.115.90.67/software/
Remote-File: nd-dk9.4.1.1g.iso
Mount-Type: ww
Mount-Options: username=admin,password=%*%xxxxx, noauto
C220-WZP23360FT5 /vmedia #

Step 3. Connect to Host over Serial Over LAN or go to next step and using vKVM from a browser.
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C220-WZP23360FT5
CISCO Serial Over LAN:
Press Ctrl+x to Exit the session

Step 4. From a browser, go back to CIMC of the node and open the vKVM console.

€ ¢ [ © NotSecure  hes:(110,115.90.7findex. himi#CIMC r @ @ D OB o
Temp-Read B4-CBBE OAl-Use-Cases AVCC Learn Rafay Events Health 83 0 gpu-partitioning-g.. [ InterCloud [ Tools [ interCloud-DC [ BigData » 3 All Bookmarks
admin@
A / Chassis [ Summary est Power [} Launch v o 0
Server Properties Cisco Integrated Management Controller (Cisco IMC) Information
Product Name: SE-NODE-G2 Hostname: C220-WZP23360FTS
Serial Number: WZP23360FTS IP Address: 10115907
PID: SE-NODE-G2 MAC Address: 34:ED:1B:B2:F9-BEC
uuiD:  2555984D-E40D-491B-ADEB-DCDIEBC2EZEE Firmware Version:  4.1(3b)
BIOS Version:  C220M5.4.1.3e.0.1210201720 Current Time (UTC):  Tue Sep 2 19:10:43 2025
Description: Local Time:  Tue Sep 2 18:10:43 2025 UTC +0000 (Local}
Asset Tag: | Unknown Timezone: UTC Select Timezone

Step 5. Click Launch vKVM from the top menu. In the newly opened vKVM viewer window, click Reset
System.

[ ] [ ] C220-WZP23360FT5 - vKVM Console

© Mot Secure  hitps://10.115.90.7/htmifkvmViewer.html

clSco admin - C

File VWiew Macros Tools Power BootDevice Virtual Media Help

Power Off System
Reset System (warm boot)

Power Cycle System (cold boot)

Step 6. Click OK in the next pop-up window.

[ ] [ ] C220-WZP23360FT5 - vKVM Console

© Not Secure  Bes:/[10.115.90.7/html/kvmViewer.html

You are about to execute a server control action. Are you
sure you want to continue?

Cancel

Step 7. Monitor the booting process.
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O [ ] C220-WZP23360FT5 - vKVM Console

Not Secure  Bttps:(/10.115.90.7/htmi/kvmViewer.html

Al \iks 1en ' admin - C220-WZP23360FT5 &3

CIsCo

File View Macros Tools Power BootDevice Virtual Media Help

Configuring and testing memory..

Step 8. Go to Macros to define the User Defined Macros for F6.

il admin - C

Cisco

File View Macros Tools Power BootDevice Virtual Media Help

Static Macros >

User Defined Macros » | F6

Manage

IIr
CISCO

1P
IMC MAl

Entering Boot Mernu ...

Step 9. Click F6 to bring up the boot menu when you see Entering Boot Menu in vKVM.
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i J : [ ar admin - C220-WZP23360FT5 L

File View Macros Tools Power BootDevice Virtual Media Help

3

Static Macros

User Defined Macros » | F&

Manage

InIr
CISCO

Entering Boot Henu ...

Step 10. Use Up/Down arrow keys to select UEFI: Cisco CIMC-Mapped vDVD as the boot device from
the boot menu.

UEFI: Built-in

Step 11. Wait until you see the message to login to Serial Over LAN (SOL) console.
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admin - C220-WZP23360F T Q

File View Macros Tools Power BootDevice WVirtual Media Help

tac

: Power-on or

Media

Step 12. Switchback to the SSH terminal session and you should see the following messages on the
host console:

[ 17.634019] sd 20:0:0:7: Power-on or device reset occurred

[ 17.645164] sd 20:0:0:7: [sdk] Media removed, stopped polling

[ 17.657851] sd 20:0:0:7: [sdk] Attached SCSI removable disk

[ 17.671999)] ixgbe 0000:3b:00.0 mgmt@: renamed from eth®

[ 17.692748) ixgbe 0000:3b:00.1 mgmtl: renamed from ethl

# # HHH # # # # HHHEH HHEHH #  HHEHE #  # HEHH  HH #
pimimrmrmig T .,:_,.;

## ## ## # ## # ## ## #t## tH ## #
it #o# #

# # # wHHE # # it e # WOWEEET HEEER mneer mREe o R rarainsary
HHEAE  # #

# H# H# # # H# # H # # H H B # H# # # #
# #o# #

# #OWHEHE B HEE IHERE WHEEE O# 8 HEH R # HRHEE D O# 8
# o

2025/09/02 19:59:01 info Starting Installer

Install options:

- http:
- scp:
- peer:

To speed up the install, enter one of above url options. Type 'skip' to use

local media:
?
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Step 13. Type skip to use the previously CIMC-mounted vMedia image.

Step 14. Once the installation completes successfully, the node will be powered off. Unmount the
vMedia and power on the host.

[ oK ] Finished LVM event activation on device 8:17.
Wed Sep 3 ©3:34:26 UTC 2025: '/etc/bootstrap/02-storage-setup.sh' succeded
Wed Sep 3 ©03:34:26 UTC 2025: Executing /etc/bootstrap/03-setup-logging.sh
Stopping Journal Service...
[ oK ] Stopped Journal Service.
Starting Journal Service...
[ oK ] Started Journal Service.

Wed Sep 3 03:34:27 UTC 2025: '/etc/bootstrap/03-setup-logging.sh’' succeded
Wed Sep 3 03:34:27 UTC 2025: Executing /etc/bootstrap/04-setup-ssh.sh

Wed Sep 3 03:34:36 UTC 2025: '/etc/bootstrap/@4-setup-ssh.sh' succeded

Wed Sep 3 03:34:36 UTC 2025: Executing /etc/bootstrap/@5-networking-setup.sh
Wed Sep 3 03:34:36 UTC 2025: '/etc/bootstrap/05-networking-setup.sh' succeded
Wed Sep 3 03:34:36 UTC 2025: Executing /etc/bootstrap/@6-systemd.sh

Wed Sep 3 03:34:36 UTC 2025: '/etc/bootstrap/06-systemd.sh' succeded

[ oK 1 Started ND Recovery console service.
[ oK ] Finished nd-boot-setup.
Starting Initial cloud-init job (pre-networking) ...
[ 299.157504] cloud-init[8330]: Cloud-init v. 23.1.2-@ubuntu@~22.04.1 running
'init-local' at Wed, 03 Sep 2025 03:34:36 +0000. Up 299.13 seconds.

Press any key to run first-boot setup on this console...
Step 15. Press any key to run first-boot setup.

Wed Sep 3 03:56:30 UTC 2025: Starting Nexus Dashboard setup
utility

Welcome to Nexus Dashboard 4.1.1g

Press Enter to manually bootstrap your first primary node ...

Step 16. Press Enter to manually bootstrap your first primary node...
Step 17. Specify admin password, IP Address/Mask for Management Network, and Gateway.

Welcome to Nexus Dashboard 4.1.1g
Press Enter to manually bootstrap your first primary node ...

Admin Password:

Reenter Admin Password:

Management Network:
IP Address/Mask: 10.115.90.21/26
Gateway: 10.115.90.1

Please review the config
Cluster Leader: true
Management Network:
Gateway: 10.115.90.1
IP Address/Mask: 10.115.90.21/26

Re-enter config?(y/N):N
System configured successfully

Initializing System on first boot. Please wait..
Wed Sep 3 04:06:50 UTC 2025: Nexus Dashboard setup complete.
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Step 18. Wait for the setup to complete and you see the following message on the console.
System up, please wait for UI to be online.

System UI online, please login to https://10.115.90.21 to
continue.

Nexus Dashboard localhost ttyS@localhost login:

Complete Deployment and Setup of Nexus Dashboard Cluster using Workflow

Procedure 1. Install and setup remaining nodes and bring up Nexus Dashboard cluster

Step 1. From a browser, go to the management IP of the Nexus Dashboard. Log in using admin
account.

0 e &y Cisco Integrated Managemer X > Nexus Dashboard X -

¢ > G @ ©Notsecure hitps://10.115.90.21 Q¥ @ o0 O v nr O

Temp-Read B4-C885 OAl-Use-Cases AVCC 88 ngu-partitioning-g... [ InterCloud [ Tools [ InterCloud-DC » 3 All Bookm|

i

]
cisco

Welcome to Nexus
Dashboard
Version 4.1(1g)
l Password *
[[ Show ]l
—/I
[N

Step 2. Cancel the pop-up windows titled Meet Nexus Dashboard. You should be redirected to the
initial setup wizard or Journey screen.

Step 3. From Cluster bringup, click Go.
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Dashboard

Journey

Admin

Getting started

it

an each stap ta fini
Dashboard.

25%

Key features

Cheack out each o
o learn all the ways Maxus D,
enhance your daily operati

0%

work! 1 out of 4 steps complated. Click
salling up Mexus

board can

tivities.

Meet Nexus Dashboard

®

Discover the new user nce of the unified Mexus Dashboard

\
J
M

Cluster bringup

Initial deployment pracess that trings all required functionality onling

() 3) Systemstatus  Cluster bringup required

Centralized view of the overall health and status of Nexus Dashbeard

() 4) Create and onboard fabrics  Cluster bringup required

Onboard ACIar NX-05 lak s Mexus Dashboard

Overview  Cluster bringup required Create and onboard fabric required
Centralized view of all your fabrics
() Topology  Cluster bringup required Craate and anbaard fabric required

View a customizabla t

oy of your fabric devices and how they are connected

Learn more

Learn more

Learn more

Learn more

Learn more

Go

Go

il Nexus Dashboard

€ Journey

Admin

Cluster Bringup

o Basic information

Basic information

Frovide basic information about this cluster

n Cluster name cannot be changed after Cluster Bringup.
Changing this will reguire a cluster rebuild.

Cluster name «

[ AIPOD-ND-CLUSTER

Select the Nexus Dashboard implementation type
®) LAN (default)
inciudes NX-0S and ACI us

O san

includes fiber channel and starage use ¢

Cancel

,Q admin

Step 4.

radio button for LAN (Default). Click Next.
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,Q admin

e Nexus D

“ Journey

Admin

Cluster Bringup

Configuration
Erovige the cluster name and configure the DNS, NTP and praxy ta set up Nexus Dashboard and bring up the user
interface

o Configuration
I PvE ©

@ Basic information

DNS * o~

DS provider IP address™

© Add DN provider

DNS search domain

@ Add DN search domain

NTP will ba dizabled until DNS provider is addad

C’ MTP authentication

NTP host Key ID Preferred
© nsanms
Proxy (optional) Skip Proxy -~
B Proxy configuration will ba disabled until DMS Provider is added

Ignore hosts

© sddin

Step 5. In the Cluster Bringup workflow, for Configuration, for DNS, click Add DNS provider and
specify a DNS Server IP.

‘il Nexus Dashboard

“ Journey
Admin Cluster Bringup
@ Basic information Conflguratlon
Fravide the cluster name and configure the DNS, NTP and proxy ta set up Nexus Dashboard and bring up the user
interface

o Canfiguration
D Fvs ©

DNS =

DHNS provider IP address*

GA102.6.247 &

#dd DNS provider

DNS search domain

cisco.com &

@ hadd DNS search domain

Step 6. (Optional) Repeat this step to add multiple DNS servers.
Step 7. (Optional) Add DNS search domain.
Step 8. For NTP, click Add NTP hostname/IP address and specify NTP server IP or hostname.
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Step 9. (Optional) Repeat this step to add multiple NTP servers. Minimum of two NTP servers are

recommended. Click the checkbox to select one as Preferred.

NTP *

a MNTP authentication

a Add NTP hostname/IP address

NTP host* Key ID Preferred

1.ntp.esl.cisco.com Yes o W
2.ntp.esl.cisco.com No & m
3.ntp.esl.cisco.com No & W

Step 10. (Optional) For Proxy, provide Proxy server information. Otherwise, click Skip Proxy in the

section and click Confirm in the pop-up warning message.

Step 11. (Optional) For Advanced Settings, expand Advanced settings to specify App/Service subnets
from the default settings (not recommended).

‘el Nexus Dashboard Q admin
cisco.com & m
Admin @ ad DNS search domain
<

NTP * o
(’ MTF authentication
NTP host* Key ID Preferred
1.ntp.esl.cisco.com Yes & o
2.ntp.esl.cisco.com Mo & W
3.ntp.esl.cisco.com No & T
o Add NTP hostname/IP address

Proxy (@ (optional) Add Proxy -~

@ You have chosen to skip proxy configuration
If you would like to configure proxy click on add proxy to add the configuration details.
Add Proxy
Advanced settings o~
B 2pp subnets cannot be changed after Cluster Bringup. Changing these will require a cluster rebuild.

App netwark @ Service network (O
[ 17217.0016 l [ 100.80.0.0/16 ]

=) €2

Step 12. Click Next.
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etk Nexus Dashboard

,Q admin

& Journey

Admin

Cluster Bringup

@ Basic information Node details

Register Nexus Dashboard nodes to form a cluster and adjust thelr settings to allow communication between them and your
@ Configuration

fabrics. Learn more
o Mode details |

e APIC

- 'd
6 Management Network ) O @ﬂmoaﬂ c)—@—() (D) oata Hetwark 9 Mexus Switches
e

Other Cisco and
Third Party Davicas

“ Based on the number of nodes you have addad to your Nexus Dashboard cluster, your scale capacity will change.
< View Nexus Dashboard capacity planning tool

Cluster connectivity * &

® L2

() BGP
Serial number Mame Type Management network Data network Configuration status
WZPZ3360FTS Primary  |Pvd address: 10.115.90.21/26  |Pvd address: - & Incomplate Vs
|Pvd gateway: 10.115.901 |Pwd gateway: -
WLAN: -

@ Add node

Cancel

Step 13. In the Cluster Bringup workflow, for Node Details, click Incomplete to the right of the serial
number for the first primary ND node to complete the setup.
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‘dita’ Nexus Dashboard £ admin

Edit node x

Admin
General

Name +

( )

Serial number

WZP233B0FTS

Type

| Primary

Management network

IPv4 address/mask

10.115.80.21/26

IPvd gateway

10.115.80

IPvE address/mask

IPvE gateway

Data network ©
IPvd address/mask -

IPvd gateway *

( )

IPvE address/mask

IPvE gateway

VLAN @

Cancel

Step 14. In the Edit node window, specify hostname for first ND. Leave Type as Primary. Everything
else should already be filled in under General and Management network sections below it.

B Node name and data network cannot be changed after Cluster Bringup. Changing this will require a cluster rebuild.
Step 15. Scroll down to Data network section. Specify IP address/mask and gateway info for the data
network.

Step 16. (Optional) specify a VLAN ID if you're not using a native VLAN on the link towards the fabric. If a
VLAN is specified, the fabric facing links/ports on the ND node and switch it connects to will need to be
configured for trunking.
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asco Nexus Dashboard

Admin

Edit node

General

Name =

ND-1

Serial number

WZP23360FTS

Type *

[Primary

Management network

IPv4 address/mask

10.115.80.21/26

IPvd gateway

10.115.801

IPv6 address/mask

IPvE gateway

Data network

IPv4 address/mask *

[10.115.90.225;2?

IPv4 gateway =

(1011590254

IPv6 address/mask

IPvE gateway

VLAN ©

Step 17.
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Click Save.

Page 45 of 395




‘tes’ Nexus Dashboard

« Journey
Admin C
Cluster Bringup
L ) Node details
Basic information

Register Nexus Dashboard nodes to form a cluster and adjust their settings to allow communication
between them and your fabrics. Learn more

@ Configuration

o Node details | 0 e

P ( )
D) Management betwark (3 O QNnu:I c._‘\%aj—? (D pataNetwork ) terus swincnes
—_

Other Cisco and
Third Farty Devices

n Based on the number of nodes you have added to your Nexus Dashboard cluster, your scale

capacity will change.View Nexus Dashboard tool
Cluster connectivity * (0
@® L2
() sGP
Serial number  Name Type Management Data network Configuration
network status
WEPZ3360FTS ND-1  Primary IPv4 address: IPv4 address: @ Successful Ve m‘
101159021126 10115.90.225(27
IPvd gateway: IPvd gateway:
10.015.90. 10.115.80.254
WVLAMN: -
© Add node

Step 18. Click Add Node to add a second Primary node to the cluster.

Step 19. In the Add node window, specify CIMC (IP address, Access info). Click Validate.

‘tees’ Nexus Dashboard

Add node

Admin

Deployment details
ﬂ Mode name and data network cannot be changed after Cluster Bringup. Changing this will require a cluster rebuild,

CIMC IP addrass+ @

[10m5508 ]
Username*

[admin ]
Password *

[ . Show ] Validate

Step 20. If the CIMC verification succeeds, after a couple of minutes, remaining fields in the Add node
window will become available.

Step 21. For Name, specify hostname for second ND node. For Type, select Primary from the drop-
down list.

n Node name and data network cannot be changed after Cluster Bringup. Changing this will require a cluster rebuild.
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et Nexus Dashboard

Add node

Admin

Deployment details

n Node name and data network cannot be changed after Cluster Bringup. Changing this will require a cluster rebuild.

CIMC IP address = @

[10115.30.8 |

Username =

[aamin ]

Password *
[ sow ] ©

General

Narme *
[np-2 ]

Serial number

WIPZ3360FPZ

Type *

[Prlmary ]

Primary o
Secondary

Standby

Step 22. For the Management network and Data network, specify IP address/mask, gateway info for
the second ND node.
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Nexus Dashboard Q admin

Add node x

Admin
General

Name *

-2 )

Serial number

WZP23260FPZ

Type *
[ Primary J

Management network ©

IPv4 address/mask *
(101158022126 ]

IPvd gateway +

[10.115.90_1 ]

IPv6 address/mask

IPvE gateway

Data network ©

IPv4 address/mask =

(10115 80226727 ]

IPvd gateway +

[10.115.90_254 ]

IPv6 address/mask

IPvE gateway

VLAN ©

S m

Step 23. Click Save.
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aseo Mexus Dashb

Cluster Bringup
Admin
@ - . Node details
Basic information
Register Mexus Dashboard nodes to form a cluster and adjust their settings to allow communication
between them and your fabrics. Learn more
@ Configuration
o Node details | © »rc
- o (TS
Other Cisco and
Third Farty Devices
n Based on the number of nodes you have added to your Nexus Dashboard cluster, your scale
capacity will change.View Nexus Dashboard capacity planning tool
Cluster connectivity * (0
@
() BGP
Serial number Name Type Management Data network Configuration
network status
WZP23360FTS ND-1  Primary  IPvd address: IPvd address: O successtul /1]
10115.20.21/26  10115.90.225/27
IPvd gataway: IPvd gataway:
10.115.201 10115.90.254
VLAN:
WZP23360FPZ ND-2  Primary  |Pv4 address: IPv4 address: @ successful / ‘@'
10115.20.22/26  10115.90.226/27
IPvd gateway: IPvd gateway:
10115801 10.115.890.254
VLAN: -
© Add node
n Invalid cluster configuration. Only 1 or 3 primary nodes are supported. Standby and secondary
nodes are only applicable to clusters configured with 3 primary nodes,
Cancel
Step 24. Repeat steps 1 - 23 for second ND Node to add a third primary node to ND cluster.

3 Node name and data network cannot be changed after Cluster Bringup. Changing this will require a cluster rebuild.
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Dashboard R, admin

Add node x

Admin
CIMC IP address= ©

[10m5.90.9 ]

Username =

|'a:|min |

Password *

Show | =

General

MName =

[np-2

Sarial number

WZP23360F03

Type *

| Primary

Management network

IPv4 address/mask +

[10115.9023/26 ]

IPvd gateway

[ 10m15.900 ]

IPv6 address/mask

IPvG gateway

Data network

IPvd address/mask +

| 10m5.90.227/27 ‘.|

IPv4 gateway +

[10115.80.254 ]

IPvE address/mask

IPvE gateway

-

Step 25. Click Save.
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cisca Nexus Dashboard

< Journey

Admin

Cluster Bringup

. ) Node details
Basic information

@ Configuration

° Node details
. Mode 1 [
| ©),toter 0

between them and your fabrics. Learn more

1
(\LZ’/I
J

o echludﬂ 20

O @uNodeS o—r

Cluster connectivity * (@
® L2
(O BoP

Serialnumber  Name Type Management
network

Register Nexus Dashboard nodes to form a cluster and adjust their settings to allow communication

o
J[w (D) oatanavwork

n Based on the number of nodes you have added to your Mexus Dashboard cluster, your scale
capacity will change.View Nexus Dashboard capacity planning tool

6 o
e Nexus Switches

Other Cisca and
Third Party Devices

Data net' k

C fi a’ xiu n
status

WZP23360FTS  ND-1 Primary  IPv4 address:
10.115.80.21/26
IPv4 gateway:
10.115.80.1

WEPZ23360FPZ  ND-2 Primary  IPv4 address:
10.115.80.22/26
IPv4 gateway:
10.115.80.1

WZP23380FQ3 ND-3  Primary  IPv4 address:
10.115.80.23/26
IPvd gateway:
10015.201

Cancel

IPv4 address:
10.115.90.225/27
IPvd gateway:
10.115.90.254
WVLAN: -

IPvd address:
1015.80.226/27
IPvd gateway:
10115.90.254
VLAN: -

IPv4 address:
10.115.890.227/27
IPvd gateway:
10.115.80.254
VLAN: -

© successful Ve @’

@ Ssuccessful 7 T

@ successful /7 W

Step 26. Click Validate.
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asco’ Nexus Dashboard £ admin
& Journey
Admin .
Cluster Bringup
@ fasia Persistent IPs

Persistent IPs are assigned to services within the Nexus Dashboard cluster. If the cluster nodes are L2 adjacent, these IPs need to
be from the same subnet as the Data Interfaces subnet. When deploying L3 BGP peering between ncdes, the persistent IPs can be
@ Confi¢ in a different subnets.

o Persi¢ | ~ @ Node1 IP Address

e
Pinary  Servics
IP Address
(E) Node2
-]
Primary  Service IP Address

@o Node:d IP Address O—J

B3 o/5 persistent IPs addresses are configured

IPv4 address(es)

Add IP address(es)

Gane

Step 27.

Specify Persistent IPs - one by one or a range. Minimum of 5 must be provided. In L2 mode,

they must be from the same subnet as ND Data Network subnet.

B3 0/5 persistent IPs addresses are configured

IPv4 address(es)

10.115.90.228-238|

20" or "10.10.10.0-60" o

Add IP address(es)

Cancel

Step 28. Click Add IP address(es).
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& Journey
Admin .
Cluster Bringup
@ Bas Persistent IPs
Persistent IPs are assigned Lo services within the Nexus Dashboard cluster, If the cluster nodes are L2 adjacent, these IPs need to
be from the same subnet as the Data Interfaces subnet. When deploying L3 BGP peering between nodes, the persistent IPs can be
@ Co in a different subnets.
@ No S Cluster =====s=sesasas -
o Pe | ) IP hddress
: Node 1 ]
: ®e ;
. Primary _ Sanicn ;
: IP Address .
] @auwez 0 €D) ataNatwork
3 Primery  Sarvice IP Address I —
@,""“” IP Addrass
3 Frinary  Sarvice ;
< 5 : :
(E) Noden ]
. L] 1
: Zazondary :
n 11/5 persistent IPs addresses are configured
Data persistent IP address
10.115.90.228 & i
10.115.90.229 & il
10.115.90.230 & m
10.015.90.231 & T
10115.80.232 & T
10.115.80,233 ¢ w
10.115.90,234 & m
10.115.90,235 S mw
10.115.90.236 & m
Cancel m
Step 29. Click Next.
Step 30. In the Summary view, expand each section and verify all settings.
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& Journey

Cluster Bringup

Basic information
Configuration
MNode details

Persistent IPs

O © OO0

Summary

Mote: ance installation is complete Mexus Dashboard will reboot and you will need ta log back in

n The following items cannot be changed after Cluster Bringup: Cluster name, App subnets and

Mode name. Changing these will require a cluster rebuild.

[ Basic information

Journey

Cluster Bringup

|
Summary | [ Configuration v}
‘ HNode details V‘
< Persistent IP details 1
Cancel m
Click Save.

Cluster Bootstrap

Duplicate IPs check for nodes data network and external services

Installation activity

@

Initialize node

less than a minute ago

Duplicate IPs check for nodes data network and external services

less than a minute ago

Setup boot time configuration

less than a minute ago

Upload system configuration to all nodes

less than a minute ago

Execute cluster validation tests

less than a minute ago

Admit nodes to cluster

less than a minute ago

Bootstrap Kubernetes cluster

less than a minute ago
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Step 32. Once the workflow finishes, the Cluster Install begins.

asco Nexus Dashboard B 8 admin

Admin
Cluster Install

Deploy ND core infrastructure services

73%

Installation activity
ND-1 View details
——— 73%

Deploy MD core infrastructure
services

ND-2 View details

—— 73%

Deploy MD core infrastructure
services

ND-3 View details
—— 73%

Deploy MD core infrastructure
services

Step 33. Once cluster install completes, the services will be activated. This can take ~ 30 min. for this
stage to complete.

us Dashboard

° System Software Refresh

Admin
Nexus Dashboard releases

4119
- Activating Services 50 %

What's new? Release details

Cluster software

Current software version Nodes Last update
4119 Primary 3 September 03, 2025, 11:45:22 AM
View history and logs

Step 34. Once ND cluster deployment completes, you will see the following status on first ND node at:
https://10.115.90.21/system-software.
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il Nexus Dashboard Q Q@ @ | K admin

&> System Software Refresh
AIPOD-ND-CL
USTER
N Dash rd rel Add i
" exus Dashboard releases
Home
4119

\\ @ Running
Manage

What's new? Release details

Q
Analyze
2o Cluster software
Admin Current software version Modes Last update

411g Primary 3 Sep 03, 2025,12:13:118 PM
View history and logs

Step 35. You should now see more options on the left navigation menu and not just Admin as was the
case earlier.

Step 36. SSH into ND nodes and verify the cluster is healthy:

ND-1 login: rescue-user
Password:

rescue-useraND-1:~$
rescue-useraND-1:~$ acs health

Status

All components are healthy
rescue-user@ND-1:~$

Step 37. From a browser, log back into any of the ND nodes and go to Admin > System Status.
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85’ Nexus Dashboard Q Q@ @ | Q admn

-
& System Status Refresh
v
AIPOD-ND- q . P
Ipzz;:ﬁ CL Overview Nodes Anomalies Advisories Telemetry Resources
P
Anomaly level @ Healthy Connectivity to Intersight 4 Not connected Setup Proxy
Homs No anomalies found
Manage Fabrics View all
0 fabrics are currently onboarded on your platform.
Q
Analyze . .
Connectivity status Fabric type
do
Admin
License tiers
Cluster nodes View all
3 nodes are currently a part of AIPOD-ND-CLUSTER cluster. 2 out of 3 nodes are healthy,
° ND-1 active ° ND-2 active ° ND-3 active
Primary Primary Frimary

Step 38. You can view how the previously allocated pool of persistent IPs are allocated as various
capabilities are deployed on the fabrics being managed by this ND cluster as shown below.
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‘hees’ Nexus Dashboard

External pools x
.
AIPOD-ND-CL
St Persistent management IPs
. 1P Usage Assignment
Home e Add IP address
X Persistent data IPs
Manage
1P Usage Assignment
Q 10.115.90.228 Mot In Use ¢ o
Analyze
10.115.90.229 Not In Use o m
do
et 10.115.90.230 Mot In Use & W
10.115.90.231 Mat In Use & T
10.115.90.232 Mot In Use & 1
10.115.90.233 Mot In Use ¢ o
3§
10.115.90,234 In Use Telemetry collector-2 & o =
=
10.115.90.235 In Use Telemetry collector-2 & %
S
<]
10.115.90.236 In Use Telemetry collector-1 [~ ] ~
10115.90.237 In Use SMMP lrap and syslog recaiver 2
10115.90.238 In Use Switch Bootstrap server & m
o Add IP address

Step 39. Review the overall status and addressing any remaining steps by stepping through the
different options in the left navigation menu. For example, some optional but recommended steps could
be:

o From Admin > Intersight, claim ND nodes in cisco.intersight.com using the account (for example Al-POD)
that is managing the compute nodes in the solution

e« From Admin > Backup and Restore, setup backup and restore to save the ND configuration.

« From Analyze > Anomalies and Advisories, review and take action or acknowledge them if they are not
relevant to your environment.

« From Admin > System Settings, review options in the Fabric Management tab.
« From Admin > System Settings, review options in the Flow Collection tab to enable Telemetry
Deploy Frontend Fabric using Nexus Dashboard

The procedures outlined in this section will use Cisco Nexus Dashboard, specifically the fabric templates
provided by ND, to deploy the frontend fabric in the Al POD solution. The frontend fabric is a 2-tier, 3-stage
spine-leaf Clos topology, built using Cisco Nexus 9000 series data center switches. Once the fabric is
deployed, ND will be used to provision connectivity between various infrastructure components connected to
the frontend fabric. The Cisco UCS GPU servers in the Al POD training cluster will use the frontend (N-S) NIC to
connect to the frontend fabric.

The procedures in this section will:

« Deploy a VXLAN EVPN fabric on the frontend leaf and spine switches, connected in a 2-tier spine-leaf
topology

« Enable Virtual Port Channel (vPC) peering on compute/management leaf pairs and storage leaf pairs in
the frontend fabric
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¢ Provision L2 and in-band management connectivity to UCS server that will be used to host the control
plane and workload management components for the Al workloads running on UCS GPU servers.

e Provisioning external connectivity from the frontend fabric to other enterprise internal and external
networks. This includes connectivity to Cisco Intersight, Red Hat Hybrid Cloud Console and other SaaS
services used in the Al POD solution.

¢ Provision Layer 2 and Layer 3 connectivity to Everpure FlashBlade//S from front end fabric as needed.

« Enable reachability between UCS nodes and Everpure FlashBlade//S to enable access to NFS and object
data stores.

« Enable QoS in frontend fabric to ensure losses RDMA to the storage system.
Deploy VXLAN EVPN Fabric using Nexus Dashboard Templates

Assumptions and Prerequisites
¢ Nexus Dashboard cluster deployed
« All switches in the frontend fabric cabled in a spine-leaf topology

¢ Reachability from ND cluster to switches so that they can be discovered and added to the fabric
Setup Information

Table 8. Setup Parameters for FE Fabric: Deploy VXLAN EVPN Fabric

Parameter Type Parameter Name | Value Parameter Type

Create new LAN fabric workflow

Type VXLAN

Fabric Type Data Center VXLAN EVPN
Configuration Mode Default

Name AIPOD-FE-Fabric
Location Raleigh, US

BGP ASN 65101

License Tier for fabric Premier

Enabled Features Telemetry

Add switches without a reload Enabled

Set Default Credentials
Username admin
Password <specify>

Add Switches
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Parameter Type Parameter Name | Value Parameter Type

Seed IP  <specify>
Username Admin
Password <specify>

Max Hops <specify>
In this setup, the Nexus frontend fabric consisted of 2 spine and 4 leaf switches. The fabric switch details are
listed in Table 9.

Table 9. Setup Parameters for FE Fabric: Fabric Switch Details

FE-LF1 Compute/Management Leaf 10.115.90.52 10.4(5) Cisco Nexus 9332D-GX2B
FE-LF2 Compute/Management Leaf 10.115.90.53 10.4(5) Cisco Nexus 9332D-GX2B
FE-SLF1 Storage Leaf 10.115.90.54 10.4(5) Cisco Nexus 9332D-GX2B
FE-SLF2  Storage Leaf 10.115.90.55 10.4(5) Cisco Nexus 9332D-GX2B
FE-SP1 Spine 10.115.90.50 10.4(5) Cisco Nexus 9364D-GX2A
FE-SP2 Spine 10.115.90.51 10.4(5) Cisco Nexus 9364D-GX2A

Deployment Steps
To deploy a VXLAN EVPN Frontend Fabric, follow the procedures below.

Procedure 1. Deploy VXLAN EVPN fabric on the two-tier spine and leaf switches

Step 1. From a browser, go to the management IP of any node in the Nexus Dashboard cluster. Log in
using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.

Step 3. Click Actions and select Create Fabric from the drop-down list.
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‘dieh’ Nexus Dashboard
- + Fabrics
Wit
. . .
T Create/Onboard Fabric Whatis a fabric?
USTER
a Select a categor:
o Select a category gory
Home Select if you want to create a new fabric or onboard and automate configuration of an exist
Learn more
X
Manage @ Create new LAN fabric
Select this option to provision a new netwark comprising of Cisco NX-035, I05-XE, 105-%R, and/or 3rd
Q party devices through Mexus Dashbeard,
Analyze
o () ©Onboard existing LAN fabric
Admin Select this option to preserve an existing Cisco NX-05, 105-XE, 105-XR devices network's
automate the deployment of VXLAM, IP Media and Ethernet fabrics

canfiguration and ta man
thraugh Mexus Dashboz

(2) Onboard ACI fabric Connect APIC Cluster

y onbaarding your APIC cluster,

Satup multi-cluster connectivity for your ACI fatri

< Cancel

Step 4. Select Create new LAN fabric box. Click Next.

dmin

Qa Q0 @ | A

cisco. Nexus Dashboard

What is a fabric?

A “ Fabrics
e Create/Onboard Fabric
USTER
~
Select a category Selecta type
Home Create new LAN fabric ches in this fabric vall ased on the opt
¥ Q Select a typo € VXLAN
Manage WXLAN
Automa LAN BGP EVPN fabric for Cisco Nexus o~ @
% )y pd -
Q
Analyze
..0 .'0 ‘-0 *-.
P «° b o
0 or Traditional
Admin
Fabric type  Data Center VXLAN EVPN - iBGP
© Al
(® Data Center VXLAN EVPN

(IBGP ¢
switches

Nexus 9000 and/or 3

(O) Campus VXLAN EVPN

& Routed

Automa

Select VXLAN and radio button for Data Center VXLAN EVPN for the fabric type. Click Next.

Cancel

Step 5.
Page 61 of 395
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‘teeh’ Nexus Dashboard Q Q @ | 9 admin

£ & Fabrics
AIROD-HD-CL Create/Onboard Fabric Whatis a fabric?
USTER
- .
Select a category Settlngs
Home Create new LAN Tabric Thase are the recommended settings for configuring the parameters and capabilities of the new fabric.
X Configuration mode &
r
Select a type
WRLAN Default () Advanced
Manage WELAN ® O
Name * ": “:
e Settings [ . ] ol bl
Q - Enter fabric name
Analyze
Location™ - - - -
* * * -
- - «* «* Had «*
o San Jose, US |
Adrnin
BGP ASN™
[ Enler BGF AZN ] Fabric type  Data Certer VXLAN EVPN - iBGP
1-4234057795 | 1-635
License tier for fabric (2
@ Esszantials O Advantage O Pramiar
Enabled features
Telemetry @
<
Cancel

Step 6. For Configuration Mode, keep the Default option. Specify Name, Location, and BGP ASN for
fabric. Also select the Licensing tier for fabric from the options available. Premier is required for
advanced network analytics and day 2 operations. Click the ? icon to see the features available in each
tier.

dids Nexus 5 o ® | 9 admin
' + Fabrics
L
TERUEEL Create/Onboard Fabric What is a fabric?
USTER
_~ "
Select a category Settlngs
Homa Create new LAM fabric Thegse are the recommended setlings Tor configuring the parameters and capabilities of the new fabric,
Configuration mode ()
v
ar Select a type
— VELAN Default () Advanced
Mame * 2 <
o Settings - - -
« Defaut [ APOD-FE-FABRIC ]
Analyze
Location*® - - - -
b bod b b
o l Raleigh, US J
hdmin
BGP ASH*

] Fabric type  Data Center VXLAM EVPM - iBGP

License tier for fabric (2

() Essentials  (C) Advantage  (8) Premier
Enabled features

Telemetry @

Step 7. Click Next.

Step 8. In the Summary view, verify the settings and click Submit.
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APOD-ND-CL
USTER

Homea

Y

Manage

Q

Analyze

Admin

& Fabrics

Create/Onboard Fabric

Solect a category
Create new LAN fabiic

Settings
Carault

Summary

Review your selections below.

What is a fabric?

Category s
Fabric category  Mew LAN fabric
Type ~
Fabric type WHLAN
Fabric sub-type  Data Center VELAM EVPM - iBGF
Settings ~
Name AIPOD-FE-FABRIC
Location Raleigh, LS
\ License tier for fabric Premier
Security domain al
‘Overlay routing protocol ingp
BGP ASM 85101
Enabled features Telemetry
Telemetry collection inBand
Telemetry streaming via ipvd
Telemetry VRF default

Telemetry source interface  loophackD

Cancel

Click Submit.

AIPCD-ND-CL
USTER

Home

¥

Manage

Q
Analyze

Admin

Fabrics

Create/Onboard Fabric

@
©
©
©
o

Select a category

Select a type
WELAN

Settings

Default

Summary

Fabric creation

Fabric creation

f you close the session, your fabric will still be created. You can ac
where you can add switches to it by ¢

it amy time in the Manage
:king on the Actions menu and then on Add Switches.

Enabling services for fabric..

{ Cancel

What is a fabric?|

» Fabrics section,

Step 10.

When Fabric Creation completes, you will see the following:
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‘dséh’ Nexus Dashboard Q 0 @ | R amn

e “ Fabrics
. . . -
woonoc.  Create/Onboard Fabric Whatis a fabric?

USTER

o

oS Alldone!

The fabric AIPOD-FE-FABRIC, has successfully been created/onboarded to Nexus Dashbeard.
‘.\’ You can madify any of these settings from Manage > Fabrics > Actions by clicking 'Edit Fabric Set

Manage
View fabric details Add switches to fabric | Create another fabric

Q

Analyze

L]
Admin

Step 11. To add switches to this new fabric without a reload, click View fabric details. Select Fabric
Management > Advanced tabs and scroll down to find the field for Add switches without Reload and
change setting to enable. Click Save, followed by Got it in the pop-up window.

Step 12. From the Manage > Fabrics view, click the fabric name to add switches to the fabric.

Q Q @ | A admn

\ AIPOD-FE-FABRIC metresn [ viewintopotogy | ([ETRRRRR X
e
AIPOD-ND-CL o - - " " " . . n " P Ediit fabric settings
T Overview Inventory Connectivity Segmentationand security C guration | Advisories  Integral
Add switches
o~ Recalculate and deploy
Anomaly level @ Healthy Advisory level @ Healthy Recent activity ew all
Hoeme o anomalies found Mo advisories found Caonfiguration >
Fabric updated successfully: AIPOD-FE-FABRIC by -
\\’ 1 minvies ago Wionitoring >
M Enabled telemetry on AIPOD-FE-FABRIC by admin | Maintenance i
General 15 minutes ago
a Fabric: name Type Fabric created successfully: AIPOD-FE-FABRIC by § felemstry >
AIPOD-FE-FABRIC Data Center VXLAN 15 minuas sgo
EtEE EVEN - iB0P
License tier
Pramier BGP ASH N . By
o 65101 Inventory View hardware resources  View capacity
LI Security domain
ol Fabric group 0 switchas = 0 vre pars =)
NiA
Conlig-syns slatus
e Deployment status .
E @ Enabled 0 other devices ‘:_g
| Telernetry status
> © NA In-band [Ped Telemetry
- @ Enablad  AIPOD
Security group status ND- o~ . . o
& Dizabled CLUSTER interfaces () Physical () Al View interface statistics
izables -
0 total
Switches software version Fabric bugs
HfA Show more
W Up (o) ® Down (0] (3 = Admin cown (0] WA (O]

Step 13. Click Actions and select Add Switches from the drop-down list.
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A
Warning

When changing device configuration, Nexus Dashboard uses the device credentials provided by the user. Do you want to set device credentials now?

Cancel Set Default Credentials

Step 14. In the pop-up window, click Set Default Credentials.

Step 15. Specify username and password. Click Save.

Set Default Credentials

Username*

| admin )

Password*

Confirm password*

I.-tttttl Show

[] Robot

Robot selection allows all users with appropriate roles, to push
configurations to devices without setting up device credentials.

Cancel EE'E

Step 16. Click Ok.

Step 17. Specify Seed IP, username and password. Adjust Max hops as needed. Click Discover
Switches.
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"di Ne

s Dashboard

~ Add switches - Fabric: AIPOD-FE-FABRIC X
NPOD:NIJ-CL Switch Addition Mechanism®
USTER (®) Discover
e
Seed Switch Details
Home
Seed IP*
X$ [ 10.115.90.4
Manage
Ex: "2.2.2.20" or "10.10.10.40-60" or "2.2.2.20,
2.2.2.21° 5
Q 2
Analyze §
Authentication | Privacy* ®
=
5 [ MDS y J g
Admin
Username* Password*
[ admin ] [ . Show
Max Hops* D Set as individual device write
]
Preserve Config
n Unchecking this will clean up the configuration an switchies)
Step 18. Click Confirm in the pop-up Warning.
1
-
Warning
All switch configuration other than management, will be removed immediately after import. Do you want to proceed?

Step 19.

Filter the discovered switch list as needed to view only the switches you want to add.
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Dashboard

USTER

Home

a

Manage

Q

Analyze

Admin

AIPOD-MD-CL

Add switches - Fabric: AIPOD-FE-FABRIC

Switch Addition Mechanism*

@ Discover

Seed Switch Details

Fabiric Switch Authentication Protocol Usamame

AIPOD-FE-FABRIC 10.115.890.4 md5 admin

Password Max Hops Preserve config

2 @ Disabled
D Set as individual device write
credential
& Back
Discovery Results
Switch Name contains FE Edit Clear All

D Switch Name Serial Number IP Address Model Version Status @}
D FE-LF2 FLMZB40D035P 10.115.90.53 NOK-C9332D-GX2B 10.4(5) . Manageable

D FE-3P2 FDO2B5302K8 10.115.80.51 NIK-CI364D-G¥2A 10.4(5) . Manageable

D FE-LF1 FLMZB4D036L 10.115.90.52 NOK-C9332D-GX2B 10.4(5) . Manageable

D FE-SLF1 FLMZB400340 10.115.80.54 NOK-C9332D-GX2B 10.4(5) . Manageable

D FE-SP1 FDO2ZB5302HM 10.115.80.50 NIK-CI364D-G¥2A 10.4(5) . Manageable

D FE-SLF2 FLMZB3B0TWN 10.115.90.55 NOK-C9332D0-GX2B 10.4(5) . Manageable

Step 20.

Select all switches to be added. Click Add switches.

AIPOD-ND-CL
USTER

Home

.«

Manage

Q

Analyze

Admin

Add switches - Fabric: AIPOD-FE-FABRIC >
Faonc Switcn AUTnenticaucn Fratccol usarname
AIPOD-FE-FABRIC 10115804 mds admin
Password Max Hops Preserve config
z
D Set as individual device write
credential
& Back
Discovery Results
Switch Name contains FE Edit Clear All
D Switch Name Serial Number IP Address Model Version Status ‘
FE-LFZ FLMZBA0035P 10.715.80.53 MNIK-CE3320-GXIB 10.4(5] ) switeh Added
FE-SP2 FDOZ2BE302KS 10.915.80.51 NEK-CBIEAD-GX2A 10.4(5} @ switch Addad
FE-LF1 FLM2840036L 10.115.80.52 MOK-CE3320-GXZB 10.4(5) @ switch Added
FE-SLF1 FLMZEAD034D 10.115.20,54 NIK-C3332D-GX2B 10.4(5) @ switch Added
FE-EP1 FDO2BE302HM 10.015.80.50 NEK-CBIE4D-GX2A 10.4(5) @ switch Addad
FE-5LFZ FLMZEIE0TWHN 10.415.80.55 MIK-CE3320-GRIB 10.4(51 @ switch Added
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Step 21. Click Close when all switches have been added.
Step 22. From the Manage > Fabrics, select the fabric and click Inventory tab.

Step 23. For each switch in the list, verify Role is correct. To change the role, select the switch and then
click the lower Actions button and select Set role from the drop-down list.

aluiln Nexus Dashboard

. AIPOD-FE-FABRIC D
&
LML L Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies  Advisories  Integrations  Histor
USTER
o~ Switches  VPC pairs Other devices
Homea
Filter by attributes
‘K
i Add switch
Manage D Name Anomaly level IP address Model Configuration Role Serlal number o switehes
synec status
Configuration H
a D FE-LF1 @ Healthy 10.115.90.52 MOK-C2332D-GXZB O na Spine FLK2B40036L { Discovery >
Analyze
Set role
D FE-LF2 1© Healthy 10.115.90.53 MNOK-CO3320-GXIE A Spine FLM2B40035P L
0 WPC pairing
Ados [] FE-SLF1 @ Hoalthy 101159054 NOK-C93320D-GXzB  @INA Spine  FLM28400340 4 7o pairing
D FE-SLF2 @ Healthy 10.115.90.55 MOK-C2332D-GXZB O na Spine FLM2B3S0TWNN L
Maintenance H
a FE-5P1 1@ Healthy 10.115.90.50 MNIK-CR3E4D-GH2A O na Leaf FDOZBS302HM L o
Deleta switchies)
D FE-5P2 ® Healthy 10.115.90.57 NAK-CRA3E4D-GHIA ®na Leaf FDOZES3I0ZKD ® ok

Step 24. In the Select Role pop-up window, select the correct role from the list and click Select.
Step 25. Click Ok in the pop-up warning to perform " Recalculate and deploy" to complete the change.

Step 26. Repeat steps 1 - 25 to select and confirm the role for all switches in the fabric.

Qa Q @ 0 admin

) AIPOD-FE-FABRIC Refresh | View in topology m %
v
AIF:::[::-CI Overview Inventory Connectivity Segmentationand security Confi ion polici Ar i Advisories  Integrations  History
o~ Switches  VPC pairs  Other devices
Home
Filter by attributes
\' Confil i
onfiguration . -
Iy b b +,
Manage D Name Anomaly level P address Model sync status Rale Serial number Discovery status [id) @g
3 O Fe-Lk1 & Healthy 10715.80.52 MOK-CH3E2D-GXZE @ NA Leaf FLMZBA003EL ® ok
Analyze D FE-LF2 & Healthy 10.115.80.53 N2K-C2232D-GXIB 0 na Leaf FLM2240035P @ ok
. [j FE-SLF1 & Healthy 10.115.80.54 NIK-CH33ZD-GXIE . & Leaf FLMZEA00340D . Ck
Ao (] FE-SLF2 @ Healthy 101150055  NOK-COI320-GXIE @ NA Leat FLM283601WN ®ox
D FE-5P1 8 Healthy 10.115.80.50 MNIK-CHIBAD-GHIZA L 1 Spine FDO2E5302HM @ ok
[ Fe-spz & Healthy 10115.80.51 MOK-CHIEAD-GXZA @ NA Spine FoO2Ea502K ® ok

Step 27. Click the upper Actions button and select Recalculate and deploy from the drop-down list. If it
says one is already in progress, wait a few minutes and repeat the steps. You should see the Fabric as
Out-of-sync with some Pending Config (lines of config) change.
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Q Q @ | ‘Q admin

AIPOD-ND-CL
USTER
Config Preview
oy
Hame Filter by attributes
s " . . .
X Switch Serial ) Pending Status Resync
IP Add Ral Fabric Stat Pi
Manage Mame i ole Humber abrie us Config Description rograss Switch @
K
FE-LF1 10,115.90,52 Leaf FLMZE40035L @ out-of-Syne 385 Lines Cut-af- — Resync 2
Q 0115.90.F 23l 036 ¥ E syne v 2
Analyze £
2
. ¢ X Out-of- 2
FE-LF2 10.115.90.53 Leaf FLM2840035F ) Out-0f-Syne 395 Lines syne —— Resync L
- &
Admin out-of-
FE-SLF1 10115.90.54 Laal FLM28400340 @ Out-Of-Sync 351 Lines Syne — Resync
< Cut-of-
FE-SLF2 10115.90.55 Leaf FLM2EIE0TAHN @) Out-0f-Sync 351Lines Syne —— Resync
Y . Out-of-
FE-SP1 10115.90.50 Sping FOO2B530ZHM @ Out-of-Syne 459 Lines Sync — Resync
. - . Out-of-
FE-3P2 10.115.90.51 Spina FDO285302K8 @) Out-Of-Sync 459 Linas Syne — Rosync

Step 28. Click Deploy All.

AIPOD-ND-CL
USTER
Config Preview Deploy Progress
s
Home
Filter by attributes
X
. Switch Name * 1P address Status Status description Progress @
=
8
FE-LF1 10.115,80.52 @ success Deployment complatad, ——— =
Q Exeruted 324 [ 334 2
Analyza E
FE-LF2 10.115.80.53 @ success Deployment completed. —— <]
Executed 394 [ 334 &
-]
Admin
FE-SLF1 10115.80.54 @ success Deployment campletad. —
Executed 350/ 350
FE-SLF2 10115.80.55 @ success Deplayment campletad. ——
Executad 350/ 350
FE-5P1 10.15.80.50 @ success Deployment completad. ——
Execulad 458 / 458
FE-SP2 10.115,20,51 @ success Deployrment completad. ———
Executed 458 / 458

Step 29. Click Close.

Step 30. ND will identify issues in hardware, connectivity, software etc., reflected by the Anomaly level.
To view the flagged anomalies, go to Anomalies in the top menu bar. Address each anomaly to prevent
issues later, either by resolving them or acknowledging them.
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. AIPOD-FE-FABRIC Refresh [ View in topology X
"
‘“'pg';'T"E‘z'c'- entory Connectivity Segmentation and security  Configuration policies Anomalies Advisories Integrations History
o~ [ Grouped ~ ] [ (O Active now ~ ] [ Unacknowledged ~ ] [ Root cause and uncorrelated anomalies ~ ]
Home
Filter by attributes
K
Manage
Anomaly level Category ~
Q r Conneclivity & Conliguration 3
Analyze 11
‘ ™ ‘Warning 3
-]
Admin
Uncorrelated
- @
Anomaly type Level v Category Root-cause (1) anomalies O {c:}
OSPF Neighbor Lost ©) Critical Connactivity - 7
Interface Flap T & Major cannectivity - 1
Fabric Configuration @ Warning Caonfiguration - 3
Step 31. Review the Advisories and resolve or acknowledge them.

e N

AIPOD-ND-CL
USTER

Home

K

Manage

Q

Analyze

Admin

AIPOD-FE-FABRIC

Refresh | View in topology m ><

entory Connectivity Segmentation and security  Configuration pol A li Advi Integrations  History
[ @ Active now ~ ] [ Unacknowledged ~ ]
Filter by attributas
Advisory level Category ~
PSIRT 12
12
D Title Advisory level Category Modes &
i ; i FE-5P2

D CSCwm09739: Cisco Nexus 3000 and 9000 Series Switches © Major PSIRT AIPOD-EE-FABRIC
Command Injection Vulnerability ’ View all (2 total)

D CSCwh77779: Cisco NX-0S Software Python Parser Escape @ Warning — :IEP_SE%FE-FABRIC
Vulnerability View all (2 total)
CSCwh77786: Ci NX-05 Soft c d Injecti FE-SLF2

O \.ruln:rrahilit Feisee oftware Fommandimection © warning PSIRT AIPOD-FE-FABRIC

¥ View all (4 total)
. = FE-5P2

D CSCwk61235: Critical CVE in component openssh. Upgrade to latest © Major PSIRT AIPOD-FE-FABRIC

version. View all {2 total)
. - FE-5P2

D CSCwk41797: Cisco Nexus 3000 and 9000 Health Monitoring © Major PSIRT AIPOD-EE-FABRIC
Diagnostics Denial of Service Vulnerability View all (2 total)
CSCwh77780: Cisco NX-05 Software Python Parser Escape FE-SLF2

O verabiity v P © Warning PSIRT AIPOD-FE-FABRIC

uinerability View all (4 total)
i itori FE-SLF2

D CSCwk41797: Cisco Nexus 3000 and 9000 Health Monitoring © Major PSIRT AIPOD-FE-FABRIC

Diagnostics Denial of Service Vulnerability View all {4 total)
a ; . FE-SLF2
D CSCwm09739: Cisco Nexus 3000 and 9000 Series Switches © Major PSIRT AIPOD-FE-FABRIC

c d Injection Vulnerability

Wiaar all (A batal)
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Step 32. Evaluate and upgrade to Cisco recommended Nexus OS release.

Step 33. Now you can start attaching compute, storage and other end devices to the cluster.

Enable vPC Pairing on Compute/Management Leaf Switches in the FE Fabric

Assumptions and Prerequisites

« Compute/Management Leaf Switches discovered and added to the frontend fabric.
Setup Information

Table 10. Setup Parameters for FE Fabric: Enable vPC Pairing on Compute/Management Leaf Switches

Parameter Type Parameter Name | Value Parameter Type

vPC Pairing to Compute/Management Leaf Switches

Enable Virtual Peerlink Enabled

Leaf Switches

Leaf 1 FE-LF1
Leaf 2 FE-LF2
Deployment Steps

To enable vPC pairing on the compute/management in the frontend fabric, follow the procedures below.

Procedure 1. Enable vPC pairing for compute/management leaf switches in the FE fabric

Step 1. From a browser, go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.
Step 3. Select the frontend fabric and click Inventory tab.

Step 4. To enable VPC pairing on the leaf switches that connect to UCS compute (GPU and
management) nodes, select the first leaf switch in the leaf pair.

Step 5. Click the lower Actions button and select VPC pairing from the drop-down list.
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* Nexus D

. AIPOD-FE-FABRIC Retresh [ Viewintopoioy | ([ X
s
LUl R HEL Overview | tory Cor ivity S ation and security  Configuration policies Anomalies  Advisories Integrations Histor
USTER
~ Switches VPC pairs  Other devices
Home
Filter by attributes
X
D Mame Anomaly level IP address. Model Add switches
Manags
Configuratian *
FE-LF1 & Haalthy 10:115.80.52 NOK-CB3320-GX2B
Q Discovary *
Analyze [ Fe-LF2 © Healthy 10115.80.53 NEK-C83320-GX2B
Sel role
[ Fe-sLk1 © Haalthy 10115.80.54 NOK-CB3320-GX2B o
(-] VPC pairing
Admin
[ Fe-siLF2 & Haalthy 10115.20.55 NOK-CB332D-GX2B ToR paifing
D FE-5P1 © Healthy 10015.80.50 MEK-CH3640-GXZA
[ Fe-spz © Haalthy 10115.90.51 NEK-CH3640-GHZA haintenance *
Delete switchies)

Step 6. Select the VPC peer switch for the first compute/management leaf. Enable Virtual Peerlink.
Step 7. Click Save.

Success

Please perform "Recalculate and deploy" in the fabric to complete this change prior to "Deploy"

Step 8. Click Ok in the Success pop-up window.

Step 9. Select the two leaf switches in the vPC pair that are now Out-of-sync from the configuration
change. Click the upper Actions button and select Recalculate and deploy from the drop-down list.
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el Nexus Dashboard Q Q ® | Q admin

. Deploy Configuration - AIPOD-FE-FABRIC <
o
AIPGD-ND-CL i e
USTER (1) @
k. S—
Config Preview Deploy Progress
FS
Home
Filter by attributes
K
Manage Switch Name P Address Role Serial Number  Fabric Status Pending Status Progress Resync Switch (&)
Config Description 4 -
Q
£
Q FE-LFZ 10.115.80.52 Leaf FLMZE40035F i Out-Of-Sync 101 Lines Out-of-Sync — Resync ]
Analyze =
=
(]
o FE-LF1 10.115.90.52 Leaf FLM2B40036L @ out-of-Sync 101 Lines Cut-of-Syn Resync &
Admin
FE-SLF2 10.115.20.55 Leaf FLMZBIE0TWN @ in-sync 0 Lines In-Sync —— Resync
FE-5P2 10.115.80.51 Spine FDO285302K8 W n-sync O Lines In-Synec — Resync
FE-SLF1 10.115.20.54 Leaf FLMZBA0034D @ in-sync 0 Lines In-Syno —— Resync
FE-5P1 10115.90.50 Spine FOO2A5302HM i In-Sync O Lines In-Synec — Resync

Step 10. Click Deploy All.
Step 11. When the configuration deployment completes successfully, click Close.

Step 12. In the Inventory tab, go to VPC pairs tab to see the newly created vPC pair.
Enable vPC Pairing on Storage Leaf Switches in the Frontend Fabric

Assumptions and Prerequisites

o Storage Leaf Switches discovered and added to the frontend fabric
Setup Information

Table 11. Setup Parameters for FE Fabric: Enable vPC Pairing on Storage Leaf Switches

Parameter Type Parameter Name | Value Parameter Type

vPC Pairing to Storage Leaf Switches

Enable Virtual Peerlink Enabled

Leaf Switches

Leaf 1 FE-SLF1
Leaf 2 FE-SLF2
Deployment Steps

To enable vPC pairing for the storage leaf switches in the frontend fabric, follow the procedures below.

Procedure 1. Enable vPC pairing for storage leaf switches in the FE fabric
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Step 1.

Repeat the previous procedure to configure storage leaf switches in the frontend fabric as vPC

peers.
Step 2. In the Inventory tab, go to VPC pairs tab to see the newly created vPC pairs.
e Nexus Dashboard Q Q @ | 8 admin
N AIPOD-FE-FABRIC Refresh Actions « Y
pr'[s’:r’;:'c'- Overview Inventory Connectivity Segmentation and security Configuration polici Ar li Advisories Integrations Histor
. Switches VPCpairs  Other devices
Home
Filter by attributes
n\)
Manage Peer one name Peer one ID Peer one role Peer two name Peer two ID Peer two role Intended peer name {3
FE-LF1 FLMZBA0D3EL Secondary FE-LFZ FLMZE40035P Primary
hna%ze FE-SLF1 FLMZB840034D0 Secondary FE-SLF2 FLMZEIEOTWN Primary
Step 3. From the left navigation menu, go to Manage > Fabric and select the frontend fabric.
Step 4. Select the Topology tab. You should see the 2 Leaf switch pairs grouped in a box, indicating

they are part of the same vPC pair.

mmm
Cisco

Nexus Dashboard

Welcome, admin

AIPOD-ND-CL
USTER Overview Topology
N
All fabrics > AIPOD-FE-FABRIC
Home

Dashboards

Operational status | Config-sync status

Q 0O ® | Q admin

Refresh

[ Filter by attributes

q\

Manage
Q
Net
Analyze | 8
Networks
Q
Admin
| o=
-
7
FE-LF1

L 0
VCenter VMs

FE-SLF1

|

o,

Openshift VMs

[» Give feedback

+ >

FE-SLF2

©
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Enable Layer 2 Connectivity to Management UCS X-Direct from FE fabric

To enable Layer 2 connectivity to management UCS X-Direct chassis, you will configure two vPCs, one for -A
side and another for -B side. Each vPC will use multiple ports on each compute leaf switch pair to connect to -
A and -B uplinks on the Cisco UCS X-Direct chassis.

Assumptions and Prerequisites
« Compute/management leaf switches deployed as a vPC pair

« Management UCS-X Direct cabled using multiple uplinks to frontend compute/management leaf switches
Setup Information

Table 12. Setup Parameters for FE Fabric: Layer 2 Connectivity to Management UCS X-Direct

Parameter Type Parameter Name | Value Parameter Type
Leaf Switches FE-LF1, FE-LF2
Management UCS UCS X-Direct with (-A, -B) uplinks; Both With multiple servers
uplinks are dual-homed to FE-LF1 & FE-
LF2
Virtual Port Channel (vPC) To UCS X-Direct Management UCS-X Direct Chassis
vPC/PC1 - ID 15 To UCS X-Direct: Side-A
vPC Pair FE-LF1, FE-LF2
Ports 1/5,1/7 FI-A: Ports 1/1-4 (PC-11)
vPC/PC2 - ID 16 To UCS X-Direct: Side-B
Ports 1/6, 1/8 FI-B: Ports 1/1-4 (PC-12)

Deployment Steps
To enable Layer 2 connectivity to management Cisco UCS X-Direct chassis from the frontend fabric, follow the
procedures below using the setup information provided in this section.

Procedure 1. Deploy first vPC to Management UCS X-Direct

Step 1. From a browser, go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.
Step 3. Select the frontend fabric and go to Connectivity > Interfaces tab.
Step 4. Click the lower Actions button and select Create interface.
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il Nexus Dashboard Q o ® Q adi

. AIPOD-FE-FABRIC Refresh

Fias)
A'Pzts’;:g'c‘- Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations Hist
o Interfaces  Interface groups Links Routing policies L3 neighbors Endpoints Routes Inter-fabric Flows  Virtual Infrastructure
Home
Filter by attributes
.\’
’
Admin Operation... Create interface
Manage [] Interface Switch = P Reason Policies
status status
Q () mgmto FE-LF1 1 up T up ok int_mgmt Configuration 5
Analyze o 7 E
() Viam FE-LF1 4 Down §iomey  /\dministratively NA Interface group >
down
o Maintenance >
Admin FE-LF1 U Uy i i
D Loopback0 FE-LF T up T up ok int_fabric_loopba Bulk actions 5
(() Loopback1 FE-LF1 T up T up ok int_fabric_loopba
Step 5. In the Create interface window:

« Specify the Type of interface as virtual Port Channel (vPC) from the drop-down list.
¢ For the Select a vPC pair, select the compute leaf switch vPC pair from the dropdown list.

« Specify a vPC ID for the first vPC to the UCS X-Direct (-A side). Port Channel IDs from each switch to
the first UCS node should match the vPC ID (see screenshot below).

o Leave the Policy as int_vpc_trunk_host.
« Enable checkbox for Config Mirroring to configure both vPC peer switches identically.
« Specify Peer-1 Member Interfaces that connects to first UCS node.

« Leave other fields as is.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 76 of 395



‘tses’ Nexus Dashboard Q Q ®
. Create interface
AIPOD-ND-CL
USTER Type*
[ virtual Port Channel (vPC) J
oS
Home Select a vPC pair*
{ FE-LF1---FE-LF2 v
b %
’
Manage vPC ID*
s J
Q
Analyze Policy*
int_vpc_trunk_host >
do Policy Options
Admin

General Parameters  Storm Control

Peer-1Port-Channel ID*

€ J

Peer-1 VPC port-channel number (Min:1, Max:4086)

Peer-2 Port-Channel ID*

s ]

Peer-2 VPC port-channel number (Min:1, Max:4086)

Enable Config Mirroring
If enabled, Peer-1 config will be copied to Peer-2
Peer-1 Member Interfaces

[ el/5,e1/7 J

A list of member interfaces for Peer-1 [e.g. e1/5,eth1/7-9]

Peer-2 Member Interfaces
el/5,e1/7

A list of member interfaces for Peer-2 [e.g @1/5,eth1/7-9]

Port Channel Mode*

(s ]

Channel made options: on, active and passive

Enable BPDU Guard*

(e )

¢ Scroll down and fill remaining fields: Native VLAN, Peer-1 PO Description, and select the checkbox for

Copy PO Description to copy the description to second vPC peer’s Port Channel.
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asco Nexus Dashboard

. Create interface
< »
v
AHIDHDCL Enable BPDU Guard*
USTER -
[ true l
N Enable spanning-tree bpduguard: true='enable’, false="'disable’, no="return to default settings'
Home Configure BPDU Filter
[ \

Configure spanning-tree bpdufilter, no='return to default settings'

Manage
Spanning-tree Link-type
Q ‘ auto ‘
Analyze cify a link type for spanning tree protecol use, default is auto
Enable Port Type Fast
“o Enable spanning-tree edge port behavior
Admin
MTU*
‘ jumbo ]

MTU for the Port Channel

SPEED

| Auto }

Port Channel Speed

Peer-1Trunk Allowed Vians*

none 1

Allowed values: 'none’, ‘all', or vian ranges {ex: 1-2 0-2000,3000)

Peer-2 Trunk Allowed Vlans
none

Allowed values: 'nong’, ‘all', or vlan ranges (ex: 1-200,500-2000,3000)

Peer-1Native Vian

2

Set native VLAN for Peer-1 VPC port-channel

Peer-2 Native Vian

2

Yo

Set native VLAN for Peer-2 VPC pc

Peer-1PO Description

| To UCS X-Series Direct - A

Add description ta Peer-1 VPC port-channel (Max Size 2

Peer-2 PO Description

To UCS X-Series Direct - A

Add description to Peer-2 VPC port-channel (Max Size 254)

Copy PO Description

Step 6. Click Save.
Step 7. Click Preview.
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‘Heeh Nexus Dashboard Qa 0 ®

- el IR £ "

Pending config - AIPOD-FE-FABRIC - vPC15 - FE-LF1

Pending config  Side-by-side comparison

1 interface ethernetl/5

2 no spanning-tree port type edge trunk
3 interface ethernetl/7

4 no spanning-tree port type edge trunk
5 1interface port-channellS

6 switchport

7 switchport mode trunk

8 switchport trunk allowed vlan none

9 mtu 9216

10 vpc 15

11 spanning-tree bpduguard enable

12 spanning-tree port type edge trunk

13 switchport trunk native vlan 2

14 description To UCS X-Series Direct - A
15 no shutdown

16 configure terminal

17 1interface ethernetl/S5

18 channel-group 15 force mode active

19 description To UCS X-Series Direct - A
20 no shutdown

21 configure terminal

22 interface ethernetl/7

23 channel-group 15 force mode active

24 description To UCS X-Series Direct - A
25 no shutdown

Step 8. Click Close and then click Cancel.
Step 9. Click Deploy. The Pending Config is the configuration shown in the previous step.

"dsce’ Nexus Dashboard Q Q ® | Qf
A Deploy interfaces configuration
< »
AIPOD-ND-CL
USTER
D
G = \“/
Home Config preview Deploy progress
X
’
Manage
Filter by attributes
Q Fabric name Device name Interface Admin status Operation Status Pending config o
Analyze
AIPOD-FE- 2
FABRIC FE-LF1 vPC15 26 Lines
do
Admin AIPOD-FE- .
FABRIC FE-LF2 vPC15 26 Lines

Step 10. Click Deploy Config.

Step 11. Verify that all the interfaces and port-channels are up on each switch in the vPC leaf pair that
connects to the UCS X-Direct (-A side). It may take a few minutes for the vPC to go from Not discovered
to consistent state.
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Procedure 2. Deploy second vPC to Management UCS X-Direct

Step 1. Repeat the previous procedure for the second vPC to UCS X-Direct (-B side).

‘tits’ Nexus Dashboard Q 0 0
. Create interface
AIPOD-ND-CL
USTER Type*
virtual Port Channel (vPC) l
P
Home Select a vPC pair*
FE-LF1---FE-LF2 v l
K
Manage vPC ID*
|16 ’
Q
Analyze Policy*

int_vpc_trunk_host >

Polic

Admin
General Parameters  Storm Control

Peer-1Port-Channel ID*

|18

Peer-1 VPC port-channel number (Min:1, Max:4096)
Peer-2 Port-Channel ID*

| 16

Peer-2 VPC port-channel number (Min:1, Max:4096)

Enable Config Mirroring

f enabled, Peer-1 config will be copied to Peer-2

Peer-1 Member Interfaces

| el/6e1/8

th1/7-9]

A list of member interfa

Peer-2 Member Interfaces
e1/6,e1/8

A list of membe

r interfaces for Peer-2 [e.g

Port Channel Mode*

‘ active

Channel made options: on, active and passive

Enable BPDU Guard*

)
‘ true

Enable spanning-tree bpduguard: true="enable’, false= ='return to default settings'

Configure BPDU Filter

‘no

Configure spanning-tree bpdufilter, no='return to default settings
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‘ases’ Nexus Dashboard Qa0 0
. Create interface
e
AIPOD-ND-CL Configure BPDU Filter
USTER E ]
no ‘
R Configure spanning-tree bpdufilter, no="return to default settings'
Home Spanning-tree Link-type
auto ‘
\\’
’ Specify a link type for spanning tree protecol use, default is auto
Manage
Enable Port Type Fast
Enable spanning-tree edge port behavier
Q
Analyze MTU*
| jumbo ‘
30 MTU for the Port Channel '
Admin
SPEED
| Auto ‘

Port Channel Speed

Peer-1Trunk Allowed Vlans*

none ‘

Allowed values: ‘none’, ‘all', or vlan ranges (ex: 1-200,500-2000,3000)

Peer-2 Trunk Allowed Vlans
none

Allowad values: ‘none’, ‘all', or vlan ranges (ex: 1-200,500-2000,3000

Peer-1 Native Vlan

| 2

Set native VLAN for Peer-1VPC port-channe!

Peer-2 Native Vian

2

Set native VLAN for Peer-2 VPC port-channel

Peer-1PO Description

To UCS X-Series Direct - B

Add description to Peer-1 VPC port-channel (Max Size 254)

Peer-2 PO Description

To UCS X-Series Direct - B

Add description to Peer-2 VPC port-channel (Max Size 254)

Copy PO Description

Check this to copy PO dascription to all member interfaces: Pear<1 PO Desc to Peer-1 members, Peer-2 PO Desc to Peer-2 members

Enable Auto-Negotiation

Enable link auto-negotiation

Step 2. Click Save.
Step 3. Click Deploy then click Deploy Config.

Step 4. Verify that all the interfaces and port-channels are up on each switch in the vPC leaf pair that
connects to the UCS X-Direct (-B side). It may take a few minutes for the vPC to go from Not discovered
to consistent state.

Enable Layer 2 Connectivity to UCS GPU Nodes from FE Fabric

To enable layer 2 connectivity to UCS GPU nodes, you will be configuring four vPCs, one per Cisco UCS C885A
node. Each vPC will use one port on each switch in the compute leaf pair to connect to the UCS node.
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Assumptions and Prerequisites
« Compute/management leaf switches deployed as a vPC pair

¢ Frontend NICs on UCS GPU nodes dual-homed to compute/management leaf switches
Setup Information

Table 13. Setup Parameters for FE Fabric: Layer 2 Connectivity to UCS GPU Nodes

Parameter Type Parameter Name | Value Parameter Type

Leaf Switches FE-LF1, FE-LF2

4 x UCS C885A GPU Nodes, each dual-

UCS Nodes homed to FE-LF1 & FE-LF2

Virtual Port Channel (vPC) To UCS C885As UCS GPU Nodes
vPC/PC1 - ID 111

vPC Pair FE-LF1, FE-LF2

Ports 1/1 On each Leaf switch
vPC/PC2 - ID 112

vPC Pair FE-LF1, FE-LF2

Ports 1/2 On each Leaf switch
vPC/PC3 - ID 113

vPC Pair FE-LF1, FE-LF2

Ports 1/3 On each Leaf switch
vPC/PC4 - ID 114

vPC Pair FE-LF1, FE-LF2

Ports 1/4 On each Leaf switch

Deployment Steps
To enable Layer 2 connectivity from the frontend fabric to UCS C885A GPU nodes, follow the procedures below
using the setup information provided in this section.

Procedure 1. Deploy first vPC to first UCS C885A GPU node

Step 1. From a browser, go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.
Step 3. Select the frontend fabric and go to Connectivity > Interfaces tab.
Step 4. Click the lower Actions button and select Create interface.
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ubalv Nexus Dashboard

cisco

.
A
AIPOD-ND-CL
USTER

Home

-4

Manage

Q
Analyze

Admin

Step 5.

« Specify the Type of interface as virtual Port Channel (vPC) from the drop-down list.

AIPOD-FE-FABRIC

Overview Inventory Connectivity Segmentation and security

Configuration policies

Q O @ | Qadmm

Refresh | View intopology >(

Anomalies Advisories

Integrations  Histor

Create interface

Configuration
Interface group
Maintenance

Bulk actions

Interfaces  Interface groups Links Routing policies L3 neighbors Endpoints Routes Inter-fabric Flows  Virtual Infrastructure
Filter by attributes
Admin Operation...
() Interface Switch P Reason Policies
status status
D mgmt0 FE-LF1 T up T up ok int_mgmt
Administrativel
O viam FE-LF1 {4 Down 4 bown SLALL S\
down
[(J vLoopbacko FE-LF1 T up T up ok int_fabric_loopba
D Loopback1 FE-LF1 ™ up ™ Up ok int_fabric_loopba

In the Create interface window:

>

¢ For the Select a vPC pair, select the compute leaf switch VPC pair from the dropdown list.
« Specify a vPC ID for the vPC to the first UCS GPU node. Peer-1 and Peer-2 Port-Channel ID should

match that of the vPC ID.

o Leave the Policy as int_vpc_trunk_host.

« Enable checkbox for Config Mirroring.

« Specify Peer-1 Member Interfaces that connects to first UCS node.
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whalv - Nexus Dashboard

cisco
= Create interface
i
' Type*
AIPOD-ND-CL i
USTER [ virtual Port Channel (vPC) ]
A Select a vPC pair*
Home FE=LET===FE-LE2: »
'\’ vPC ID*
’,
Manage [ m ]
Policy*
Q
Analyze int_vpc_trunk_host >
Policy Options
do
Admin General Parameters  Storm Control

Peer-1Port-Channel ID*

[T'I'I ]

Peer-1 VPC port-channel number (Min:1, Max:4096)

Peer-2 Port-Channel ID*

[ m ]

Peer-2 VPC port-channel number (Min:1, Max:4096)

Enable Config Mirroring

If enabled, Peer-1 config will be copied to Peer-2

Peer-1 Member Interfaces

[ eth1/1 ]

A list of member interfaces for Peer-1 [e.g. €1/5eth1/7-9]

Peer-2 Member Interfaces
eth1/1

A list of member interfaces for Peer-2 [e.g. e1/5,eth1/7-8]

Port Channel Mode*

[seee )

Channel mode options: on, active and passive

Enable BPDU Guard*

(1 )

Enable spanning-tree bpduguard: true="enable’, false='disable’, no="return to default settings'

o Specify Peer-1 Native Vlan.
o Specify Peer-1 PO Description.

« Enable the checkbox for Copy PO Description to copy PO description to all member interfaces
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I
bl Nexus Dashboard

= Create interface

Peer-1Ti lans*
AIPOD-NDLCL eer-1 Trunk Allowed Vlans

USTER [ none }
\
Allowed values: 'none’, 'all', or vian ranges (ex: 1-20C
~
Peer-2 Trunk Allowed Vlans
Home
none
\v Allowed values: 'none’, 'all!, or vian ranges (ex: 1-200,500-2¢
Manage Peer-1 Native Vlan
2
Q Set native VLAN for Peer-1 VP
Analyze
Peer-2 Native Vlan
lo 2
Admin ar-2 VPC port-channe

Peer-1PO Description

[ PC-111 to Al-POD: C885A-1 J

Add description ta Peer-1 VPC port-channel (Max Size 254)
Peer-2 PO Description
PC-111 to Al-POD: C885A-1

Add description to Pear-2 VPC

Copy PO Description

Check this to copy PO description to all member interfaces: Peer-1 PO Desc to Peer-1 members, Peer-2 PO Desc 1o Peer-2 members

Enable Auto-Negotiation

Enable link auto-negatiation

Enable CDP

Enable COP on member intarfaces

Step 6. Additional configuration changes can be made later as needed. Click Save.

Step 7. Click Preview to view the Pending config changes.

b Nexus Dashboard Q 0 O
" Preview interfaces configuration
AIPOD-ND-CL
USTER

Filter by attributes

2~

Home Fabric name Device name Interface Admin status Operation Status Pending config
AIPOD-FE-FABRIC FE-LF1 vPCIN 19 Lines

.\I

: AIPOD-FE-FABRIC FE-LF2 vPCIN 19 Lines

Manage

Step 8. Click the Pending Config for each switch to see the configuration.
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B e N S S OIS D S TN es

Pending config - AIPOD-FE-FABRIC - vPC111 - FE-LF1

Pending config  Side-by-side comparison

1 1interface ethernetl/1

2 no spanning-tree port type edge trunk
3 1interface port-channellll

4 switchport

5 switchport mode trunk

6 switchport trunk allowed vlan none

7 mtu 9216

8 vpc 111

9 spanning-tree bpduguard enable

10 spanning-tree port type edge trunk

11 switchport trunk native vlan 2

12 description PC-111 to AI-POD: (885A-1
13 no shutdown

14 configure terminal

15 interface ethernetl/1

16 channel-group 111 force mode active
17 description PC-111 to AI-POD: (885A-1
18 no shutdown

19 configure terminal

Step 9. Click the X in the top right corner and select Deploy and Deploy config to deploy the Pending
config changes.

Step 10. Click Close when deployment completes successfully.

Step 11. Verify that all the interfaces and port-channel is up on each switch in the leaf switch pair that
connects to the UCS node. It may take a few minutes for the vPC to go from Not discovered to consistent
state.

Procedure 2. Deploy vPCs to remaining UCS C885A GPU nodes

Step 1. Repeat the previous procedure to provision layer 2 connectivity from the compute/management
leaf switches to the remaining 3 UCS nodes in the cluster.

Step 2. Verify that all the interfaces and port-channel is up on each switch in the leaf switch pair that
connects to the UCS nodes. It may take a few minutes for the vPC to go from Not discovered to
consistent state.
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AIPOD-FE-FABRIC Refresh m

AIPOD-ND-CL .
USTER Overview y Cor tivity S ion and security  Config ion polici A lii Advisories  Integrations  History
= Interfaces  Interface groups  Links  Routing policies L3 nelghbors  Endpoints  Routes  Inter-fabric  Flows  Virtual Infrastructure
Home
"Interface” contains "11°; "Overlay network” == "IB-MGMT_VNIZ0000_VLANTOZ",; Apply Clear All Actions ~
\’

Managa . . Admin . P k4

D Interface Switch . Palicies Sync status Ancmaly level  Description VPCID MTU Maode g
Q
Aralyze D Port-channell11 FE-LF1 T up int_vpc_trunk_po_11_1 @ In-Sync © Healthy PC-111 to AI-POD: CEE5A-1 M 9216 trunk
o D Port-channel111 FE-LFZ T up int_vpe_trunk_po_111 @ In-Sync © Healthy PC-111 te Al-POD: CE85A-1 m 9218 trunk

Adrnin
] port-channeliiz FE-LF1 Aup  intvpe_trunk_po 111 @ in-Sync @ Healthy PC-112 to Al POD: CBBSA-Z nz 5216 trunk
D Port-channel112 FE-LF2 T up int_vpc_trunk_po_111 @ in-sync @ Healthy PC-112 to Al POD: CRBSA-Z nz 8218 trunk
D Port-channel113 FE-LF1 T up int_vpc_trunk_po_111 @ in-sync @ Healthy PC-113 to Al POD: CEESA-3 na 2218 trunk
D Port-channell13 FE-LFZ T up int_vpc_trunk_po_11_1 @ In-Sync © Healthy PC-113 to Al POD: CEE5A-3 13 926 trunk
] port-channeliia FE-LF1 Aup  intvpe_trunk_po 111 @ in-Sync G Healtiy PC-114 to Al POD: CBA5A-4 14 5216 trunk
D Port-channel114 FE-LFZ T up int_vpe_trunk_po_111 @ in-sync @ Healthy PC-114 to Al POD: CES5A-4 14 9216 trunk
D vPCI11 FE-LF1~FE-LFZ int_vpc_trunk_host @ n-sync & NiA 9216 trunk
D vPC112 FE-LF1~FE-LFZ int_vpc_trunk_host @ n-sync & NiA 9216 trunk
D vPCTI3 FE-LF1~FE-LFZ int_vpc_trunk_host @ In-Sync & Nl 8218 trunk
D vPC114 FE-LF1~FE-LFZ int_vpec_trunk_host @ in-Sync & Nl 8218 trunk

12 items found Rows par page | 100 ~ | 1

Enable In-Band Management Connectivity to UCS GPU and Management Nodes

The In-band management (IB-MGMT) network in the frontend fabric will provide the following connectivity:

¢ Connectivity from control, management and services nodes to the UCS GPU nodes where the Al
workload is running

« Connectivity to other networks (networks outside this frontend fabric to other networks within the
enterprise or external to the enterprise)

In a Red Hat OpenShift environment, this network will also serve as the Cluster IP network for the OpenShift
cluster running on UCS management (Kubernetes Control) nodes and UCS GPU (Kubernetes Worker) nodes.

Assumptions and Prerequisites
o Layer 2 connectivity in place from frontend fabric to UCS management/control nodes

e Layer 2 connectivity in place from frontend fabric to UCS GPU nodes is in place
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Setup Information

Table 14. Setup Parameters for FE Fabric: In-Band Management Connectivity to UCS Management and GPU Nodes

Parameter Name | Value

Parameter Type Parameter Type

IB-MGMT Network

Name

Layer 2 Only

IB-MGMT VRF

VRF Name

VRF ID

VLAN ID

VRF Interface Description

VRF Description

IB-MGMT Network Contd.
Network ID

VLAN ID

IPv4 Gateway/Netmask

VLAN Name

Interface Description

UCS C885A GPU Nodes

vPC Leaf Switch Pair

UCS C885-A Node-1 Interface
UCS C885-A Node-2 Interface
UCS C885-A Node-3 Interface
UCS C885-A Node-4 Interface
Management UCS X-Direct Chassis
vPC Leaf Switch Pair

UCS X-Direct (-A Uplinks)

UCS X-Direct (-B Uplinks)

IB-MGMT_VN30000_VLAN703

No

FE-MGMT_VN50000

50000

2000

FE-MGMT VRF

Frontend Fabric - Management VRF

30000

703

10.115.90.126/26

IB-MGMT_VLAN

IB-MGMT

FE-LF1, FE-LF2

Port-Channel 111

Port-Channel 112

Port-Channel 113

Port-Channel 114

FE-LF1, FE-LF2

Port-Channel 15

Port-Channel 16
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Deployment Steps
To deploy the in-band management network and enable connectivity to the UCS GPU nodes, follow the
procedures below.

Procedure 1. Deploy In-Band Management Connectivity for UCS GPU Nodes

Step 1. From a browser, go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.
Step 3. Select the frontend fabric and go to Segmentation and Security > Networks tab.
Step 4. Click the lower Actions button and select Create from the list.
‘tsed' Nexus Dashboard Q Q @ | Q admin
AIPOD-FE-FABRIC Refresh [ nctions - [N
AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations
- Metworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions L4-L7 Services
Home
.)\) Filter by attributes
I O Network NetworkID  VRF name IPva ; IPv6 ’ Network VLANID VLAN Create
name g ylpr.. g y/pr.. status
Q
Analyze
]
Admin
Impart
Step 5. In the Create Network window, specify the following:

« Network name for the IB-MGMT network.
« Leave unchecked the Layer 2 only checkbox as IB-MGMT is a layer 3 overlay network.

+ VRF name. If a VRF hasn't been created already, you have an option from this window to also create a
VRF.
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asco. Nexus Dashboard

“ Create Network
« »
AIPOD-ND-CL
USTER Metwork name*
[ IB-MGMT_VNI3OODD_VLAN?03|
o~
Home Layer 2 only
‘K VRF name*
Q o VRF name is required
Analyze

» To create a new VRF, click Create VRF. In the Create VRF window, specify VRF ID (or use default), VLAN
ID (or click Propose VLAN to let system define a VLAN), and optionally other parameters as shown

below:
‘et Nexus Dashboard Q Q0 ® | Q admn
. Create VRF X
- »
AIPOD-ND-CL
USTER VRF name*
[ FE-MGMT_VNIS0000 ]
S
Home VRF ID*
[ 50000 ]
K‘
. VLAN ID
[ 2000 ] Propose VLAN
Q VRF Template*
Analyze
Default VRF_Universal »
° VRF Extension Template*
Admin Default_VRF_Extension_Universal >

[ Give feedback

General Parameters Advanced TRM Route Target VRF Lite

VRF VLAN Name

[ J

If » 32 chars, enable 'system vlan long-name' for MX-0S5, disable VTPv1 and VTPv2 or switch to WVTPv3 for 105 XE. Not applicable to L3VNI w/c VLAN config

VRF Interface Description

[ FE-MGMT VRF ]

Mot applicable to L3VNI w/o VLAN config

VRF Description

[ Frontend Fabric - Management VRF ]

Downstream VNI

Step 6. Click Create to create the VRF and return to the Create Network window.

Step 7. In the Create Network window, specify the following:
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o Network ID or use default.
o VLAN ID or click Propose VLAN button to let system define a VLAN.

¢ In the General Parameters tab, specify IP Gateway/Netmask, VLAN Name and Interface Description.

cisco. Nexus Dashboard

& Create Network X
v
AIPOD-ND-CL
e [ IB-MGMT_YNIZ0000_VLAN7O3 ]
Layer 2 only
a® O
Home
VRF name*
a [ FE-MGMT_VNIS0000 ] [ create v |
Manage
Network ID*
[ 30000 ]
Q
Analyze VLAN ID
= )
o
Admin Network template*

Default_Network_Universal >

Network extension template*

Default_Network_Extension_Universal »

[N NG E Ll Please click only to generate a New Multicast Group address and override the default value!

General Parameters Advanced

[ Give feedback

IPv4 Gateway/NetMask

[ 10.115.90.126/26 ]

example 192.0.2.1/24

IPv6 Gateway/Prefix List

[ )

example 2001:db8::1/64,2001:db9:1/64

VLAN Name
[ IB-MGMT_VLAN ]

If = 32 chars, enable 'system vlan long-name' for NX-03, disable VTPv1 and VTPv2 or switch to VTPv3 for 105 XE

Interface Description

[ IB-MGMT ]

Step 8. Click Create to create the Network.
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‘et Nexus Dashboard Q QR ® | K admin

AIPOD-FE-FABRIC Refresh = <

AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integra
o Networks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
Filter by attributes
X
Manage . IPvE Net k 1
D Network name Network ID VRF name IPv4 gateway/prefix M etwor VLANID VLANname &
gatew..  status
1B-
. () momT_VNI30000 30000 FE 10.115.90.126/26 Ona 703 o
Analyze . MGMTVNIS0000 MGMT_VLAN
_VLAN703
o
Admin

Step 9. Select newly created network and deploy it on both leaf pairs. Click the lower Actions button
and select Multi-attach from the list.

‘tses’ Nexus Dashboard Q Q ® | Q admn
. AIPOD-FE-FABRIC v (oo ) (R X
L

AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integra
= Metworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home

Filter by attributes
>4
Manage Create
s Network  \etworkiD  VRFname 3 IPv6 Network — yianiD  via
name gateway/p.. gateway/p.. status Ei
it
° 8 Multi-attach
Analyze MGMT.V - o ulti-attac
NI30000 30000 MGMT_VNISO 10.115.80.126/. @ Na 703 MGM Multi-detach
_VLAN70O
° 3
Deplo
Admin ploy
Import
Export
Delete
Add to interface group
Remove from interface group

Step 10. Select the Leaf switch pairs. Enabling this network on storage leaf pairs as shown below may
not be necessary in all deployments.
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‘deea’ Nexus Dashboard Q Q @ | K admin
- Multi-Attach of Networks X
v
AIPOD-ND-CL
USTER q
P Select Switches Summary
Home
Select Switches to attach all Selected Networks (1) %
X 3
- Total No. of Attachment : 2 E
anage &
Filter by attributes g
2
w: Switch IP Address  Serial Number  Model Number Role VPCPeer  PeerlP Peer Serial  PeerM: o, s
Analyze b 9 Number Numbe
NOK-
° FE-LF1 10115.90.52 FLM2840036L N9K-C9332D-GX2B leaf FE-LF2 10.115.90.53 FLM2840035! C9332(
Admin GX28
NOK-
FE-SLF1 10115.90.54 FLM2840034D N9K-C9332D-GX2B leaf FE-SLF2 10.115.90.55 FLM283601W C9332(
GX2B

geance; m

Step 11.  Click Next.

‘deca’ Nexus Dashboard Q Q ® | Q admn
. Multi-Attach of Networks >
e
AIPOD-ND-CL
USTER o ()
— - R
o~ Select Switches Select Interfaces Summary
Home
4
Select Interfaces 4
” =
X Filter by attributes 'E
Manage "u"
=
" Peer Switch ToR . . o
MNet kN Switch N . Interf List Acti
a D etwork Name witchName Switches  INterfacesLi @ ction = A

Analyze 1B- [ ]
O MGMTVNI30000VLAN703 ' & oHF! FE-sLR2
° 8-
[ )
Admin O MGMT_VNI30000_VLANTO3 slect Interface:

Previous m

Step 12. Select each switch pair in the list and click Select interfaces button on the right to deploy this
network as a trunked VLAN (VLAN 703) on the selected interfaces. For now, select the interfaces on the
compute leaf switches that connect to the UCS GPU nodes. Additional interfaces can be added later as
needed.
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asca Nexus Dashboard Q L ® | L admin

. Multi-Attach of Networks )4
o e
=
AIPOD-ND-CL
USTER
. Select Switches Select Interfaces Sumrmary
Home 5
o
Select Interfaces §
o @
\\ Filter by attributes ‘;
Manage g
P Switch ToR
D Metwork Name Switch Name eer swite ° . Interfaces List (O Action {Q} a
Hame Switches
Q
Analyze 1B- [ ]
Festt FEsLR2 [ suec irtaces
D MGMT_VNIZ0000VLANTOS
° 0 IB- FE-LF1 EE-LF2 [ FE-LF1{pol11,po112,p0113,po114) FE-LF2(pal1l,pi }
Admin MGMT_VMNIZ0000_ VLANTOS ! § ! :

e |
Step 13. Click Next.

asco Nexus Dashboard Q Q ® £ admin

. Multi-Attach of Networks X

AIPOD-ND-CL
USTER ) v ; 'o‘

A\ Select Switches Select Interfaces Summary

Home

Summary
L%

Manage Netw

N
N
[[+]
(=}

x
[
o

-1

k-1
@
o

2
®

3

o

Q

Analyze
O Deploy later
Admin (®) Proceed to full switch deploy(recommended)

D Proceed to individual network deploy

Step 14. Click Save.
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sl

csco Nexus Dashboard

. Deploy Configuration - AIPOD-FE-FABRIC X
ey
5
AIPOD-ND-CL
USTER I/':'\.I
L
o~ Config Preview Deploy Progress
Home
\\‘ Filter by attrioutes x
2
Mahage i T
9 Switch Name IP Address Role Serial Number  Fabric Status Pend_mg smtus_ . Progress Resync Switch &) H
Config Description ;
>
Q [}
Analyze FE-SLF2 10.115.80.55 Leaf FLM283601WN @ Out-Of-Sync 61Lines Qut-of-Sync ——— Resync a8
0 FE-SLF1 10.115.80.54 Leaf FLM28400340 @ Out-Of-Sync 61 Lines Qut-of-Sync —e——— Resync
Admin
FE-LF1 10.115.80.52 Leaf FLM2B40036L @ out-of-5yne 105 Lines Qut-of-Sync —— REsync
FE-LFZ 10.115.90.53 Leaf FLMZB40035P @ out-0f-Sync 105 Lines Qut-of-Sync ———— Resync
Step 15. Click Pending Config to see the configuration being deployed. The pending configuration on

one leaf switch is provided as a reference at the end.

Click Deploy All.

Step 16.

AIPOD-ND-CL
USTER .
© o
- . _
o~ Caonfig Preview Deploy Progress
Home
Filter by attributes
a
Manage Switch Name IP address Status Status description Progress @
Q FE-SLF2 10.115.90.55 @ success Deployment completed, ——
Analyze Exscuted 61/ 61
FE-SLF1 10.115.80.54 @ success Deployment complated. e —
o Exscuted 61/ 61
Admin
FE-LF1 10.115.80.52 @ success Deployment completed. ——
Executed 105 /105
FE-LF2 10.115.80.53 @ success Deployment completed. ——
Executed 105 /105
Step 17. Click Close.
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csco. Nexus Dashboard

Q Q ® | Qarjmin
AIPOD-FE-FABRIC Refresh X

AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations History
3 Metworks WRFs  Security groups  Security contracts  Security ion: Protocol definiti L4-L7 Services
Home
.\, Network name == IB-MGMT_VNIZ0000 VLANTO3 Edit Clear All
Manage Pva
D Metwork name Metwork ID  VRF name " Metwork status ~ VLANID @
gateway/prefix
Q
BIEReD ] 1B-MGMT_VNIZ0000_VLAN7O3 30000 FE-MGMT_¥NIS0000 10.115.90.126/28 @ oEPLOYED 703
o
Admin
Step 18.

Click the Network name to verify that the network was successfully deployed on the relevant
switches and interfaces.

aseo Nexus Dashboard

. Network Overview - IB-MGMT_VNI30000_VLAN703 2 reiesn X
blHLEsRiRE Overview Network Attachments VRF
USTER
_
Metwork Info Network Status
Home
Network Name Network ID VRF name Status
. 18- 20000 FE-MGMT_VNIS0000 @ oerLoveD
X MGMT_VNIZ0000.VL ..
Manage
Fabric Name VLAN ID Network Template Network
Q AIPOD-FE-FABRIC 703 Default_Network_Uni...  Extension
Analyze femplate
Default_Network_Ext...
-]
T - e R

Attached Roles Association

W eal 4
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asee’ Nexus Dashboard Q Q ® Q. admin

. Network Overview - IB-MGMT_VNI30000_VLAN703 [ Actions - EEIEEUNEING
A'Pzz;tg'm Overview Network Attachments VRF
Py
Home Filter by attributes
Network Confi ti Switch
b4 [7] Network name etwor VLANID Switch Ports ontiguration pttachment wite Fabric name [}
D status role
Manage
IB- AIPOD-FE-
O MGMT VNIZ0000 30000 703 FE-SLF2 NA @ DEPLOYED Attached leaf FABRIC
Q
Analyze IB- 7 FE- 1 A A leat AIPOD-FE-
[:I MGMT VNI30000 30000 03 E-5LF M @ DEPLOYED ttached ea FABRIC
o IB- AIPOD-FE-
7 FE-LF1 6 Port Attach leaf
Ao O MGMT viisooo( 30000 03 E-L orts @ DEPLOYED ttached ea FABRIC
= AIPOD-FE-
0 7 FE-LF2 6 Port Attach leaf
O MGMT VNIZ0o0( 30000 03 orts @ oEPLOYED ttached ea FABRIC
4 items found Rows per page l 50 l

asee MNexus Dashboard

. Network Overview - IB-MGMT_VNI30000_VLAN703 [ Actions « LT
PRI Overview Network Attachments VRF

USTER

ol
Home Filter by attributes

K D VRF name Config status VRF ID &
Manage [ FE-MGMT_VNIS0000 @ DEPLOYED 50000

Q
Analyze

The configuration deployed on one compute leaf switch is provided below as a reference. For complete switch
configs, see Al POD GitHub repo.
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https://github.com/ucs-compute-solutions/Cisco-AI-POD/tree/main/Nexus/CONFIGS

Auto (Visual Basic .NET) )

hnterface port-channell1ll
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-111 to AI-POD: C885A-1
no shutdown
switchport trunk allowed vlan 703
configure terminal
interface port-channell12
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-112 to AI POD: C885A-2
no shutdown
switchport trunk allowed vlan 703
configure terminal
interface port-channell13
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-113 to AI POD: C885A-3
no shutdown
switchport trunk allowed vlan 703
configure terminal
interface port-channelilil4
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-114 to AI POD: C885A-4
no shutdown
switchport trunk allowed vlan 703
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configure terminal
vlan 2000
vn-segment 50000
configure terminal
vrf context fe-mgmt_vni50000
description Frontend Fabric - Management VRF
vni 50000
rd auto
address-family ipv4 unicast
route-target both auto
route-target both auto evpn
address-family ipv6 unicast
route-target both auto
route-target both auto evpn
exit
interface V1an2000
description FE-MGMT VRF
vrf member fe-mgmt_vni50000
ip forward
ipv6 address use-link-local-only
no ip redirects
no ipvé redirects
mtu 9216
no shutdown
configure terminal
router bgp 65101
vrf fe-mgmt_vni50000
address-family ipv4 unicast
advertise 12vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
maximum-paths ibgp 2
exit
address-family ipv6 unicast
advertise 12vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
maximum-paths ibgp 2
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configure terminal
interface nvel
member vni 50000 associate-vrf
member vni 30000
mcast-group 239.1.1.0
configure terminal
vlan 703
vn-segment 30000
name IB-MGMT_VLAN
configure terminal
interface Vl1an7@3
description IB-MGMT
vrf member fe-mgmt_vni50000
no ip redirects
no ipvé redirects
ip address 10.115.90.126/26 tag 12345
fabric forwarding mode anycast-gateway
no shutdown
configure terminal
configure terminal
evpn
vni 30000 12
rd auto
route-target import auto
route-target export auto
configure terminal

To deploy in-band management connectivity to Management UCS X-Direct on the compute leaf switches in the
frontend fabric, follow the procedures below.

Procedure 2. Deploy in-band management connectivity for management UCS X-Direct chassis

Step 1. From a browser, go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.

Step 3. Select the frontend fabric and go to Segmentation and Security > Networks tab.

Step 4. Select the previously deployed in-band management network from the list.
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‘Jscs’ Nexus Dashboard Q O ® | Q adnin

AIPOD-FE-FABRIC Refresh m X

AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations History
“ Metworks VRFs  Security groups  Security contracts  Security associations Protocol definitions  L4-L7 Services
Home
a< Network hame == [B-MGMT_VNIZ0000_ VLAN7O3 Edit Clear All
LHEED D Network name MNetwork ID VRF name IPv4 gateway/prefix Network status VLAN ID VLAN name @
o® 30000 FE 10.115.90.126/26 @ oepLoveD 703 IB-MGMT_VLAN
Q MGMT_VHNIZ0000_VLAN7O3 MGMT_VMNISOO00D T -
Analyze

Step 5. Click the lower Actions button and select Multi-attach from the list.

‘dsth’ Nexus Dashboard Q 0 @ | Q admin
- AIPOD-FE-FABRIC Refresh [ View in topology m X
ip
AIPQD-ND-CL . .
USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations History
o MNetworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
¥ Network name == IB-MGMT_VHIZ0000VLANTOS Edit Clear All
e
banage MNetwork name Network ID VRF name IPv4 gateway/prefix Metwork status VLAN ID Create |
1P 0000 = 10.115.80.126/2 [ 703 Edit
I 115,901 DEPLOYED 3
Q . MGMT_VNI3Z0000_VLAN7O3 2 MGMT_VNIS0000 g 28 )
Analyze Multi-attach
Multi-detach
(-]
Depl
Admin Py
1/1 Rows Selected Rows pell |mport

Step 6. Select the leaf switch pair from the list that the UCS X-Direct system connects to.

thids” Nexus Dashboard Q Q @ | A amn
PN Multi-Attach of Networks )4
AIPOD-ND-CL
USTER { ':‘\I
- Sy
N Select Switches Select Interfaces
Homs
Select Switches to attach all Selected Networks (1} =
i -
X £
Total Ma. of Attachment : 1 a
Manage k]
Filtar by attributes =
[}
. Peer Serial &
Analyze D Switch IP Address Serial Number Model Number Role VPC Peer Peer IP Ni'::h:rrla Peer Model Number &
a FE-LF1 10115.80.52 FLMZB40036L MEK-CE3320-GXZB lzaf FE-LFZ 100152053 FLMZB40035P MNIK-CO3320-GH2E
Sl D FE-5LF1 10115.80.54 FLMZB400340 MEK-CE3320-GHZB leaf FE-5LF2 10159055 FLMZB3B01WN MNIK-CO3320-GHLE
D FE-SP1 10.015.80.50 FDOZB5302HM MNBK-CB3G4D-GX2A border galeway spine
D FE-S5PZ 10.015.80.51 FDOZB5202K9 MNBK-CB364D-GX2A border galeway spine

o
Step 7. Click Next.

Step 8. Click Select Interfaces button to the right of the leaf switch pair to add the interfaces that
connect to management UCS X-Direct.
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tees’ Mexus Dashboard Q o @ |Qadmin

o Multi-Attach of Networks X
.
AIPOD-ND-CL
USTER
s Select Switches Select Interfaces Summary E
2
=l
Home @
2
Select Interfaces 2
A - o
Filter by attributas a
Manage
D Network Name Switch Name Peer Switch Name Interfaces List () Action @
Q
el (] 1B-MGMT_VNIZ0000VLANZO3 FE-LF1 FE-LF? FE-LF1(po15-16,pa111-114) FE-LF2{po15-16,p0111 l
L-]
Admin

@
Step 9. Click Next.

el Nexus Dashboard Q Q ® | Q admin
2 Multi-Attach of Networks ) e
AIPOD-ND-CL
USTER

o~ Selact Switches Select Interfaces Summary
Home

Summary
K

Manage

[ Give feedback

Q
Analyze

O Deploy later
Admin @ Proceed to full switch deploy{recommendead)

O Proceed to individual netwerk deplay

(s
Step 10. Click Save.

Step 11. Click Deploy All.
Step 12. Click Close.

csco. Nexus Dashboard

AIPOD-FE-FABRIC Refresh X

AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations History
3 Metworks VRFs  Security groups  Security contracts Security iation: Protocol definiti L4-L7 Services
Home
.\, Network name == 1B-MGMT_VNIZ0000_VLANTO 3 Edit Clear All
Manage Pva
D Metwork name Metwork ID  VRF name . Network status ~ VLANID @
gateway/prefix
Q
BIEReD ] 1B-MGMT_VNIZ0000_VLAN7O3 30000 FE-MGMT_¥NIS0000 10.115.90.126/28 @ oEPLOYED 703
o
Admin
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Step 13. Click the Network name to verify that the network was successfully deployed on the relevant
switches and interfaces.

Step 14. The configuration deployed on one compute leaf switch is provided below as a reference. For
complete switch configs, see solution GitHub repo.

interface port-channell5
description To UCS X-Series Direct - A
switchport
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 703
spanning-tree port type edge trunk
spanning-tree bpduguard enable
mtu 9216
vpc 15

interface Etherneti1/5
description To UCS X-Series Direct - A
switchport
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 703
mtu 9216
channel-group 15 mode active
no shutdown

interface Etherneti1/7
description To UCS X-Series Direct - A
switchport
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan 703
mtu 9216
channel-group 15 mode active
no shutdown

Enable Layer 2 Connectivity to Everpure from FE Fabric

To enable Layer 2 connectivity from the frontend fabric to Everpure FlashBlade, you will configure one vPC on
the storage leaf switch pair. The vPC will use two ports on each switch to connect to the first XFM (XFM-1) and
two ports to connect to the second XFM (XFM-2). A virtual peer link is used within the frontend fabric, avoiding
the need for additional cross-links between storage leaf switches. The detailed connectivity design is shown in
Figure 16.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 103 of 395


https://github.com/ucs-compute-solutions/Cisco-AI-POD/tree/main/Nexus/CONFIGS

Figure 16. Connectivity Design from Storage Leaf Switches to Everpure FlashBlade
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Assumptions and Prerequisites
o Storage leaf switches deployed as a vPC pair

« Everpure XFMs cabled and connect to both storage leaf switches using multiple links
Setup Information

Table 15. Setup Parameters for FE Fabric: Layer 2 Connectivity to Pure FlashBlade//S

Parameter Type Parameter Name | Value Parameter Type

Leaf Switches FE-SLF1, FE-SLF2

Everpure FlashBlade 1 vPCs to both Everpure XFMs

Virtual Port Channel (vPC) To UCS C885As UCS GPU Nodes
vPC/PC - ID 19

vPC Pair FE-SLF1, FE-SLF2
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Parameter Type Parameter Name | Value Parameter Type

On each Leaf switch (connects to p21-

I U=z 22 on each XFM)
_ On each Leaf switch (connects to p23-
Ports 1/3-4 24 on each XFM)
VLANSs
Pure-NFS_VLAN_3054 3054 For NFS Storage Data Access
Pure-S3-OBJ_VLAN 570 For Object Store Data Access
Deployment Steps

To enable Layer 2 connectivity from the frontend fabric to Everpure FlashBlade, follow the procedures below.

Procedure 1. Deploy vPC to Everpure FlashBlade

Step 1. From a browser, go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.

Step 3. Select the frontend fabric and go to Connectivity > Interfaces tab.
Step 4. Click the lower Actions button and select Create interface.
‘tses’ Nexus Dashboard Q O ® | Q admin
AIPOD-FE-FABRIC Refresh [ actions [N
AIPOD-ND-CL
USTER verview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations Hist
- Interfaces  Interface groups Links  Routing policies L3 neighbors  Endpoints Routes Inter-fabric  Flows  Virtual Infrastructure
Home
a\’ Filter by attributes
S D Interface Switch Admin Operational Reason Policies Create interface
status status
Q .
. D mgmt0 FE-LF1 ™ up T up ok int_mgmt Configuration N
() Viam FE-LF1 J Down L Down ’:g;”;”isrra“"'e"" NA Interface group >
o ° Maintenance >
min
(J vian703 FE-LF1 T e Tue ok NA Bulk actions >
(] wvian2000 FE-LF1 T up T up ok NA
Step 5. In the Create interface window:

« Specify the Type of interface as virtual Port Channel (vPC) from the drop-down list.
o For the Select a vPC pair, select the storage leaf switch VPC pair from the drop-down list.

o Specify a vPC ID for the vPC to the Everpure XFMs. Peer-1 and Peer-2 Port-Channel ID should match
that of the vPC ID.

o Leave the Policy as int_vpc_trunk_host.

« Enable the checkbox for Config Mirroring.
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« Specify Peer-1 Member Interfaces that connect to the Everpure XFMs.

el Nexus Dashboard

- Create interface
L g »
AIPOD-ND-CL
USTER Type*
[ virtual Port Channel (vPC) ]
o~
Home Select a vPC pair*
‘ FE-SLF1---FE-SLF2 v I
X}
Manage vPC ID*
e ]
Q
Analyze Palicy*
int_vpc_trunk_host >
-] Policy Options
Admin

General Parameters Storm Control

Peer-1Port-Channel ID*

(e ]

Peer-1VPC port-channel number (Min:1, Max:4096)

Peer-2 Port-Channel ID*

e J

Peer-2 VPC port-channel number (Min:1, Max:4096)

Enable Config Mirroring

If enabled, Peer-1 config will be copied to Peer-2

Peer-1 Member Interfaces

[ a1/1-4 ]

A list of member interfaces for Peer-1 [e.g. e1/5,eth1/7-9]

Peer-2 Member Interfaces
al/1-4

A list of member interfaces for Peer-2 [e.g. e1/5,eth1/7-9]

Port Channel Mode*

[acive )

Channel mode options: on, active and passive

Enable BPDU Guard*

I true - ]

« Specify Peer-1 PO Description.

« Enable checkbox for Copy PO Description to copy PO description to all member interfaces
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cisco Nexus Dashboard

B Create interface
L »
-
AIPOD-ND-CL Configure spanning-tree bpdufilter, no="return to default settings’
USTER
Spanning-tree Link-type
o~ [ auto
Home Specify a link type for spanning tree protocol use, default is auto

Enable Port Type Fast

K Enable spanning-tree edge port behavior
Manage
MTU*
[ jumbo ]
Q
MTU faor the Port Channel
Analyze
SPEED
-] [ Auto d ]
Admin

Part Channel Speed

Peer-1 Trunk Allowed Vians*

[rn )

Allowed values: 'none', ‘all’, or vlan ranges (ex: 1-200,500-2000,3000)

Peer-2 Trunk Allowed Vians
none

Allowed values: 'none', ‘all|, or vlan ranges (ex: 1-200,500-2000,3000)

Peer-1 MNative Vlan

[

Set native VLAN for Peer-1 VPC port-channe!

Peer-2 Native Vlan

Set native VLAN for Peer-2 VPC port-channe

Peer-1 PO Description
To Pure Storage: XFM-1, XFM-2

Add description to Peer-1VPC port-channel (Max Size 254)

Peer-2 PO Description
To Pure Storage: XFM-1, XFM-2

Add description to Peer-2 VPC port-channel (Max Size 254)

Copy PO Description
Check this to copy PO description to all member interfaces: Pear-1 PO Desc to Peer-1 members, Peer-2 PO Desc to Peer-2 membars

Step 6. Additional configuration changes can be made later as needed. Click Save.

Step 7. Click Preview to view the Pending config changes.
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"dih Nexus Dashboard Qa o 6 Q admin

. Preview interfaces configuration X

AIPOD-ND-CL
USTER

Filter by attributes

P

Home Fabric name Device name Interface Admin status Operation Status Pending config (=)
K AIPOD-FE-FABRIC FE-SLF1 vPC19 39 Lines

Manage AIPOD-FE-FAERIC FE-SLF2 vPC19 39 Lines

Step 8. Click the Pending Config for each switch to see the configuration.

interface ethernetl/1
no spanning-tree port type edge trunk
interface etherneti/2
no spanning-tree port type edge trunk
interface ethernet1l/3
no spanning-tree port type edge trunk
interface ethernetl/4
no spanning-tree port type edge trunk
interface port-channell9
switchport
switchport mode trunk
switchport trunk allowed vlan none
mtu 9216
vpc 19
spanning-tree bpduguard enable
spanning-tree port type edge trunk
description To Pure Storage: XFM-1, XFM-2
no shutdown
configure terminal
interface ethernet1l/1
channel-group 19 force mode active
description To Pure Storage: XFM-1, XFM-2
no shutdown
configure terminal
interface ethernetl/2
channel-group 19 force mode active
description To Pure Storage: XFM-1, XFM-2
no shutdown
configure terminal
interface ethernet1/3
channel-group 19 force mode active
description To Pure Storage: XFM-1, XFM-2
no shutdown
configure terminal
interface ethernetl/4
channel-group 19 force mode active
description To Pure Storage: XFM-1, XFM-2
no shutdown
configure terminal
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Step 9. Click the X in the top right corner and select Deploy and Deploy config to deploy the Pending
config changes.

Step 10. Click Close when deployment completes successfully.

Step 11. Verify that all the interfaces and port-channel is up on each switch in the leaf switch pair that
connects to Everpure XFM-1 and XFM-2. It may take a few minutes for the vPC to go from Not discovered
to consistent state.

Everpure - Enable NFS Storage Data Access to Everpure FlashBlade//S

Assumptions and Prerequisites
o Layer 2 connectivity in place from frontend fabric to Everpure FlashBlade//S

o Layer 2 connectivity in place from frontend fabric to UCS worker nodes
Setup Information

Table 16. Setup Parameters for FE Fabric: NFS Storage Data Access to Everpure FlashBlade//S
Parameter Type Parameter Name | Value Parameter Type

NFS Storage Data Network(s)

Name Pure-NFS_VNI_33054
Layer 2 Only Enable checkbox
Network ID 33054

VLAN ID 3054

VLAN Name Pure-NFS_VLAN_3054
Interface Description Pure-NFS

Everpure FlashBlade

Leaf Switch Pair FE-SLF1, FE-SLF2

vPC 19

Port Channel 19 Members: e1/1-4

Leaf Switch Pair FE-LF1, FE-LF2

VPC 15,16, 111-114 Lo Management LOSX Direct, UCS
Port Channel 15,16, 111-114 Members: e1/1-4

Deployment Steps
To enable NFS storage data access from the frontend fabric to Everpure FlashBlade, follow the procedures
below using the setup information provided in this section.
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|
Procedure 1. Enable NFS Storage Data Access to Everpure FlashBlade

Step 1. From a browser, go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.

Step 3. Select the frontend fabric and go to Segmentation and Security > Networks tab.

Step 4. Click the lower Actions button and select Create from the menu.

el Nexus Dashboard Q O @ | Q admin
- AIPOD-FE-FABRIC Refrash | View intopology m »
v
AIPOD-ND-CL . L . . ) . . . A . .
USTER Overview Inventory Connectivity Segmentation and security Configuration policies  Anomalies  Advisories Integrations  History
N Networks VRFs  Security groups  Security tract: il iati Protocol initi L4-L7 Services

Home

Filter by attributes

Actions ~
n(
Manage: IPva Network Create
E] Metwork namea Metwork ID VRF name gatewayjprefix status VLAN ID VLAN namea
Q
Analyze D IB-MGMT_VNIZ0000_VLANTO2 F0000 FE-RGMT_VMISGO0R 10115.80926/26 @ DEPLOYED 703 IB-MGMT_VLAMN
Step 5. In the Create Network window, specify the following:

« Network name

Enable checkbox for Layer 2 only.

Network ID or use default.

VLAN ID or click Propose VLAN button to let system define a VLAN.

In the General Parameters tab, specify VLAN Name and Interface Description.
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Q Q @ ‘ Q admin

. Create Network X
AIPOD-ND-CL
USTER Network name*®
| Pure-NFS_VNI_33054
o
Home Layer 2 only
‘\' VRF name*
Manage NA ]
Q Network ID*
Analyze ( 33054 |
VLAN ID
o p
Network template*

Default_Network_Universal »

Network extension template*

Default_Metwork_Extension_Universal »

[EUT PN ETEC W Please click only to generate a Mew Multicast Group address and override the default value!

General Parameters  Advanced

IPv4 Gateway/NetMask

‘ )

example 192.0.21/24

IPv6 Gateway/Prefix List

example 2001.db&:1/64,2001:db9::1/64

VLAN Name

Pure-NFS_VLAN_3054 ‘

f > 3Z chars, enable ‘system vian lang-name’ far MX-035, disable VTPv1 and VTPvZ or switch ta VTPv3 for 105 XE

Interface Description

[ Pure-NFS J

MTU for L3 interface

GE-B216. MX-05 Specific

IPv4 Secondary Gateway List (Max 16) ~

Filter by attributes
close]

Step 6. Click Create to create the NFS Storage Data Network.

Step 7. Select the newly created network. Click the lower Actions button and select Multi-attach from
the list.
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AIPOD-FE-FABRIC Refresh m X

NP?,[;_T'E:CL Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations History
P Metworks VRFs  Security groups  Security contracts  Security iations  Protocol definiti L4-L7 Services
Home
Network name == IB-MGMT_VHIZ0000_VLANTOZ Network name contains Pure Edit Clear All
Xy
anage Creata
=2 = MHetwork name MNetworkID  VRF name Pud Network VLANID VLAN name
gateway/prefix status Edit
Q :
_ . Multi-attach
Analyze D IB-MGMT_VNIZ0000_VLANTO3 30000 FE-MGMT_VNISDOD0 10115.80026/26 @ DEFLOYED 703 IB-MGMT_VLAN
Kulti-detach
o Pure-NFS_VNI_33054 33054 A @ DEPLOYED 2054 Pure-NFS_ VLAN_3054 Deploy
Admin
Step 8. Select the compute and storage Leaf switch pairs.
"dets’ Nexus Dashboard Q QO ® | Q admin
. Multi-Attach of Networks X
e
AIPOD-ND-CL
USTER '0
A Select Switches Select Interfaces S
Home
Select Switches to attach all Selected Networks (1) <
% ]
i Total No. of Attachment : 2 8
Manage g
Filter by attributes e
2
o
2 D 2 . PeerS a
Analyze Switch IP Address Serial Number Model Number Role VPC Peer Peer IP Numbe o
o FE-LF1 10.115.90.52 FLM2840036L NOK-C8332D-GX28B leaf FE-LF2 10.115.20.53 FLM28
Admin
FE-SLF1 10.115.90.54 FLM2840034D N9K-C8332D-GX2B leaf FE-SLF2 10.115.90.55 FLM28
o
Step 9. Click Next.
Step 10. Select the Network Name and the first leaf pair to add the network to from the list.
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tiseo Nexus Dashboard Q Q ®

| R admin

. Multi-Attach of Networks

AIPOD-ND-CL
USTER oo

(2)

~ Select Switches Select Interfaces Summary

Home

E 3
]
a
Select Interfaces =
1
X Filter by attributes Bulk Paste b
>
Manage o
] ) ToR - ) a

= MNetwork Name Switch Name Peer Switch Name . Interfaces List () Action @}

a Switches

Analyze

Pure- [
- O sy | )
Aumin MFS_VNI_33054 J

Cancel m

Step 11. Click Select interfaces button on the right to deploy this network as a trunked VLAN on the
selected interfaces.

Hees’ Nexus Dashboard Q o ® | Q. admin
. Multi-Attach of Networks X
AIPOD-ND-CL
USTER D
'\ f J
. Select Switches Select Interfaces Summary
Home %
2
Select Switches to attach all Selected Networks (1) H
X 2
" Total Mo. of Attachment: 2 .g
anage o
Filter by attributes a
= " . Peer Serial
Analyze D Switch IP Address Serial Number Meodel Number Role VPC Peer Peer IP Number Peer Model Number &
. FE-LF1 10.115.80.52 FLM2840036L MNEK-CO332D-GX2B leaf FE-LF2 10.115.90.53 FLMZ840035F NEK-CO332D-GX2B
Admin FE-SLF1 10.115.80.54 FLM28400340 MNOK-CO332D-GX2B leaf FE-SLF2 10.115.90.55 FLMZB360TWN  NIK-CI332D-GX2B

[ Nt
Step 12. Click Save.
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"dses” Nexus Dashboard Q Q ® | Q amn

. Multi-Attach of Networks X
AIPOD-ND-CL
ey - —
USTER (V) Io\ (2)
S - S
~~ Select Switches Select Interfaces Summary -
o
Home %
L
Select Interfaces &
o
"\’ Filter by attributes Bulk Paste 5
Manage a8
= Network Name Switch Name Peer Switch Name Interfaces List (O Action &
Q
Analyze Pure- FE-SLF1 FE-SLF2 [ FE-SLF1(po19) FE-SLF2(pa19) ]
NFS_WNI_33054

Pure-
Admin
o

Step 13. Repeat steps 1 - 12 to add the same network to the second leaf pair interfaces. The interfaces
in this case will be to UCS compute nodes that will access NFS storage on Everpure FlashBlade. Additional
interfaces can be added later as needed.

‘tits’ Nexus Dashboard Q QO ® | QA admin
. Multi-Attach of Networks »
AIPOD-ND-CL
USTER ) A o
© o ®
~ Select Switches Select Interfaces Summary
x
Home E
k-l
Select Interfaces 5
‘\; Filter by attributes Bulk Paste 2
Manage ;
Network Name Switch Name Peer Switch Name Interfaces List (O Action &
Q
Analyze iy FE-SLF1 FE-SLF2 [ FE-SLF1{p019) FE-SLF2(po1g) l
NFS_VNI_33054
NFs [ | CrD
v -| | FE-LF1{pol15,pol6,polllpell2,polld,polld) FE-L
Ado‘ . NFS_VNI_33054 (RELFD FE-LF2 (pal5,p P p P p ) Select Interfaces
min

Cancel Previous m

Step 14. Click Next.
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'dets’ Nexus Dashboard Q Q ® | A admin

. Multi-Attach of Networks )¢

AIPOD-ND-CL
USTER

A
o
-

o~ Select Switches Select Interfaces Summary

Home

Summary
¥

Manage

[P Give feedback

Q

Analyze

o O Deploy later

Admin
@ Proceed to full switch deploy(recommended)

(O) Proceed to individual network deploy

Step 15. Click Save.

bl Nayus Dashboard Q Q @ | A admin

AIPOD-ND-CL
USTER N
2]
.___.)
s Config Preview v Prograss
Home
~\’ Filter by attributes %
M. g
SHEgE . ) . Pendin Status Resync
Switch Name  IP Address Role Serial Number Fabric Status ) a - Progress _y @ 8
Config Description Switch =
3
Q . Out-of- g
Analyze FE-SLFZ 10.115.80.55 Leaf FLMZ8360TWN @) Out-Of-Sync 25 Lines Sync e Resync
. QOut-of-
-] FE-SLF1 10.115.80.54 Leaf FLM2840034D @ Out-Of-Sync 25 Lines 5 ———— Resync
Admin yne
. Out-of-
FE-LF1 10115.90.52 Leaf FLMZ2B40036L . Out-Of-Sync 81 Lines Sync —eeee——— Resync
. Out-of-
FE-LF2 10115.80.53 Laaf FLM2840035P @) Out-Of-Sync 81Lines Sync —— Resync

Close Deploy All

Step 16. Click Pending Config to see the configuration being deployed. The pending configuration from
one leaf switch is provided as a reference at the end.

Step 17. Click Deploy All.
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alaln
cisco

Nexus Dashboard

Qa Q ®

= Deploy Configuration - AIPOD-FE-FABRIC
AIPOD-ND-CL )
USTER (‘_//
Config Preview
N
Home

Filter by attributes

Deploy Progress

| ,0\ admin

X

2
o
a
X g
Switch Name IP address Status Status description Progress @} T
Manage E
=
FE-SLF2 10.115.80.55 @ success Deployment completed. ————— =
Q Executed 25 / 25 a
Analyze
FE-SLF1 10.115.80.54 @ success Deployment completed. ——
Executed 25/ 25
Q
admin FE-LF1 10.115.90.52 @ success Deployment completed, ———
Executed 81/ 81
FE-LF2 10.115.90.53 @ success Deployment completed. —————
Executed 81/ 81
Step 18. Click Close.
‘tists’ Nexus Dashboard Q Q @ | Q admn
. AIPOD-FE-FABRIC =
AIPOD-ND-CL
USTER iew Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integrations History
=® Metworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
“\, Network name == IB-MGMT_VNI30000_VLANTO3 Network name contains Pure Edit Clear All
Manage
Network IPv4 Network
[:] Network name D VRF name gateway/prefix status VLANID VLAN name @
. IO\ D IB-MGMT_VNI30000_VLAN703 30000 FE-MGMT_VNISO000 10.115.90126/26 @ peEPLOYED 703 IB-MGMT_VLAN
nalyze
D Pure-NFS_VNI_33054 33054 MNA @ DEPLOYED 3054 Pure-NFS_VLAN_305
Step 19. Click the Network name to verify that the network was successfully deployed on the relevant

switches and interfaces.
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il
Cisco

Nexus Dashboard

. Network Overview - Pure-NFS_VNI_33054

AIPOD-ND-CL

Overview Network Attachments VRF
USTER
S
Network Info
Home
Network Name Network ID VRF name
K Pure-NFS_VNI_33054 33054 MA
Manage
Fabric Name VLAN ID Network Template
AIPOD-FE-FABRIC 3054 Default_Network_Uni...
Q
Analyze
o Interface Group IPv4 Gateway IPv6 Gateway
o ais s

Attached Roles Association

B |=af 4

s Dashboard

m Refresh X

Network Status

Status
@ CEPLOYED

Network
Extension
Template
Default_MNetwork_Ext...

W DEPLOYED 4
W MNAZ

Mcast Group

. Network Overview - Pure-NFS_VNI_33054 Refresh 3
BRI Overview Network Attachments VRF
USTER
o ; .
Home | Filter by attributes J | Actions v
. Configura... Switch .
\’ D Network name L Network ID VLAN ID Switch Ports g Attachment Fabricn @}
status role
Manage
D Fure-NFS_VMNI_23054 33054 3054 FE-SLF2 Port-channel12 @ DEPLOYED Attached leaf AIROD-F
Q D Fure-NFS_VMNI_23054 33054 3054 FE-SLF1 Port-channel12 @ DEPLOYED Attached leaf AlIPOD-F
Analyze
D Fure-NFS_VMNI_23054 33054 3054 FE-LF1 6 Ports @ DEPLOYED Attached leaf AIPOD-F
Mﬂ D Pure-NFS_VNI_33054 33054 3054 FE-LF2 6 Ports @ DEPLOYED Attached leaf AIPOD-F
imin
Step 20. The configuration deployed on one storage and compute leaf switch is provided below as a

reference. For complete switch configs, see solution GitHub repo.

« Storage Leaf - Deployed Configuration

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

Page 117 of 395


https://github.com/ucs-compute-solutions/Cisco-AI-POD/tree/main/Nexus/CONFIGS

interface port-channell9
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
description To Pure Storage: XFM-1, XFM-2
no shutdown
switchport trunk allowed vlan 3054
configure terminal
vlian 3054
vn-segment 33054
name Pure-NFS_VLAN_3054
configure terminal
interface nvel
member vni 33054
mcast-group 239.1.1.0
configure terminal
configure terminal
evpn
vni 33054 12
rd auto
route-target import auto
route-target export auto
configure terminal

o« Compute Leaf - Deployed Configuration
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interface port-channellll
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-111 to AI-POD: C885A-1
no shutdown
switchport trunk allowed vlan 703,3054
configure terminal
interface port-channell12
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-112 to AI POD: C885A-2
no shutdown
switchport trunk allowed vlan 703,3054
configure terminal
interface port-channel113
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-113 to AI POD: C885A-3
no shutdown
switchport trunk allowed vlan 703,3054
configure terminal
interface port-channelll4
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description PC-114 to AI POD: C885A-4
no shutdown
switchport trunk allowed vlan 703,3054
configure terminal
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interface port-channell5
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description To UCS X-Series Direct - A
no shutdown
switchport trunk allowed vlan 703,3054
configure terminal
interface port-channellé
switchport
switchport mode trunk
mtu 9216
spanning-tree bpduguard enable
spanning-tree port type edge trunk
switchport trunk native vlan 2
description To UCS X-Series Direct - B
no shutdown
switchport trunk allowed vlan 703,3054
configure terminal
vlian 3054
vn-segment 33054
name Pure-NFS_VLAN_3054
configure terminal
interface nvel
member vni 33054
mcast-group 239.1.1.0
configure terminal
configure terminal
evpn
vni 33054 12
rd auto
route-target import auto
route-target export auto
configure terminal

Everpure - Enable S3-compatible Object Store Data Access to Everpure FlashBlade//S

Assumptions and Prerequisites
o Layer 2 connectivity in place from frontend fabric to Everpure FlashBlade//S

¢ In-Band management connectivity to UCS worker nodes in place
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Setup Information
Table 17.
Parameter Type
Object Store Data Network(s)
Name
Layer 2 Only
IB-MGMT VRF
VRF Name
VRF ID
VLAN ID
VRF Interface Description
VRF Description
S3-0BJ Network
Network ID
VLAN ID
IPv4 Gateway/Netmask
VLAN Name
Interface Description
Everpure FlashBlade
Leaf Switch Pair
vPC

Port Channel

Deployment Steps

Parameter Name | Value

Pure-S3-OBJ_VNI_30570

No

FE-MGMT_VN50000
50000

2000

FE-MGMT VRF

Frontend Fabric - Management VRF

30570

570
10.115.90.214/29
Pure-S3-OBJ_VLAN

Pure-S3-0OBJ

FE-SLF1, FE-SLF2
19

19

Setup Parameters for FE Fabric: Object Store Data Access to Everpure FlashBlade//S

Parameter Type

(System Proposed)

(System Proposed)

Network ID

VLAN ID

Members: e1/1-4

To enable S3-compatible object store data access to Everpure FlashBlade//S, complete the following steps.

Procedure 1. Enable S3-compatible object store date access

Step 1.
cluster. Log in using admin account.

Step 2.
Step 3.

From the left navigation menu, go to Manage > Fabrics.
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From a browser, go to Nexus Dashboard. Use the management IP of any node in the ND

Select the frontend fabric and go to Segmentation and Security > Networks tab.

Page 121 of 395



Step 4. Click the lower Actions button and select Create from the menu.

"duth Nexus Dashboard Q Q ® | A admin
: AIPOD-FE-FABRIC Refresh ) 4
“'pzzi’éﬁ'm Overview Inventory Connectivity Segmentation and security Configuration policies Anomalies Advisories Integratic
o~ Metworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home

Metwork name contains Pure Edit Clear All

\f
Manage
(] Network name NetworkiD VRFname V4l NeWork oy b ViANname Interface
gat.. g.. status group
Q Pure- Pure-
oD O NFE VN|_33084 33054 NA @ DEPLOYED 3054 NFS_VLAN_3054
Step 5. In the Create Network window, specify the following:

¢ Network name
« VRF name - select the previously deployed VRF from the drop-down list.
« Network ID or use default.

e VLAN ID or click Propose VLAN button to let system define a VLAN.

« In the General Parameters tab, specify IP Gateway/Netmask, VLAN Name, and Interface Description.
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AIPOD-ND-CL
USTER

Home
X
Manage

Analyze

Admin

Step 6.
Step 7.

fees Nexus Dashboard Q o @ | £ admin

"
AIPOD-ND-CL
USTER

Home

¥

Manage

Q

Analyze

Admin

Create Network X

MNetwork name*

[ Pure-53-0BJVNI_30570

Layer 2 only

O

VRF name*

[ FE-MGMT_VNIS0000 ] m

Network ID*

[ 30570 J

VLANID

(s )

Metwork template*

Default_Metwork_Universal »

Metwork extension template*

[ Give feedback

Default_Metwork_Extension_Universal »

[POEECL e Please click only to generate a New Multicast Group address and override the default value!

General Parameters  Advanced

IPv4 Gateway/NetMask
10.115.90.214/29 ]

example 192.0.21/24

IPv6 Gateway/Prefix List

[ ]

example 2007:db&:1/64,2007:db9:1/64

VLAN Name
[ Pure-53-0BJ_VLAN ]

If = 32 chars. enable 'svstem vlan lona-name’ for MX-03. disable YTPv1 and VTPvZ or switch to VTPv3 for 105 XE

Click Create to create the Object Store Data Network.

Select the newly created network.

AIPOD-FE-FABRIC Refresh X

Overview Inventory Connectivity Segmentation and security Configuration policies  Anol

Networks VRFs  Security groups  Security contracts Security associations Protocol definitions L4-L7 &

Network name contains Pure Edit Clear All

Network IPv4 IPv6 Metwork
= name NetworkID  VRF name gateway/.. gateway/.. status VLANID ©

Pure-

(] wrsvni 33054 NA @ oePlOYED 3054
_33054

Pure-

s3- FE-
J15.80.214 NA
opyivn %70 MGMT VNS0 1011990214/ ® s70

_30570
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Page 123 of 395



Step 8. Click the lower Actions button and select Multi-attach from the list.

el Nexus Dashboard Q QO @ | Q admin
~ AIPOD-FE-FABR'C Refresh | View in topology )(
@
AIPOD-ND-CL Overview Inventory Connectivity Segmentation and security Configuration policies  Anoi
USTER
—~ Networks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 S
Home
Metwork name contains Pure Edit Clear All
X
Rlanc0s Network IPva IPv6 Netw] ="'
(—| NetworkID  VRF name
name gatewayf... gateway/.. statu| .
Q
Pure- Multi-attach
Analyze () nFs_Ni 33054 NA @0
33054 Multi-detach
Q Pure- Deploy
Admin
53- FE-
v 30570 10115.90.214, N4
2 OBJ_VNI MGMT_VNISO! / N import
_30570
Export
Delete
Add to interface group
Remove from interface group

Step 9. Select the storage Leaf switch pairs.

<« C O NotSecure  htps:(f10.115.90.21/manage a & @ O © @ @

AIPOD-ND-CL

— o
2 E
UsTER L 2 &)
Select Switches Select Interfaces Summary
o
Home
Select Switches to attach all Selected Networks (1)
x
Total Mo. of Attachment : 1 o
Manage Filter by atlributes 2
k=
3
Q Switch IP Address Serial Number Model Number Role VPC Peer Peer IP Peer Serial Peer Modlel & 2
Analyze Number Number o
a
D FE-LF1 10.118,20.52 FLMZB40038] NIK-CO332D-GX28 leaf FE-LF2 10.1E.20.53 FLMZ840035P gig—BC9332D-
o
Admnin
- NOK-CR332D-
FE-5LF1 10.115.80.54 FLMZ840034D0 MEK-CO3320-GXZB leaf FE-5LF2 10.115.80.55 FLMZE3E01WHN GX2B
bordar
C] FE-ZP1 10.1E.20.50 FDO2B5302HM NIK-CO3IE40-GH2A galaway
spine
border
D FE-5P2 10.115.80.51 FDOZB5302KE MNEK-CO3G4D-GH2ZA gateway

o
Step 10. Click Next.

Step 11. Select the Network Name associated with storage leaf pair to add the network to from the list.
Step 12. Click Select interfaces on the right of the Network Name to deploy this network as a trunked

VLAN on the selected interface(s).
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Step 13.
Step 14.
Step 15.

Click Save.
Click Next.
Click Save.

asco. Nexus Dashboard

AIPOD-ND-CL

USTER

Home

X

Manage
Q

Analyze

Admin

Step 16.

Deploy Configuration - AIPOD-FE-FABRIC

Q L ® | Q. admin

o T
() )
- Sy
Config Preview Deploy Progress
=
o
38
Filter by attributes -m B
8
g
Switch Serial . Pendin Status ko
IP Address  Role Fabric Status N 9 - Progress O ©
Name Number Config Description fal
. Qut-of-
FE-SLF2 10.115.90.55  Leaf FLM283601W @ Out-Of-Sync 33 Lines sync —
. Qut-of-
FE-SLF‘IY 10.115.90.54  Leaf FLM2840034! @ Out-Of-Sync 33 Lines sync C—

one leaf switch is provided below as a reference.
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Close Deploy All

Click Pending Config to see the configuration being deployed. The pending configuration from
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‘dses’ Nexus Dashboard Q Q ® | A amn

Pending Config - AIPOD-FE-FABRIC - FE-SLF2 X

Pending Config  Side-by-Side Comparison

spanning-tree port type edge trunk
description To Pure Storage: XFM-1, XFM-2
no shutdown
switchport trunk allowed vlan 57@,3054
configure terminal
vlan 57@
vn-segment 30578
name Pure-S3-0BJ_VLAN
configure terminal
interface V1an57@
vrf member fe-mgmt_vniS0e0e
no ip redirects
no ipve redirects
ip address 10.115.98.214/29 tag 12345
fabric forwarding mode anycast-gateway
no shutdown
configure terminal
interface nvel
member wvni 3@570
mcast-group 239.1.1.8
configure terminal
configure terminal
evpn
wni 30578 12
rd auto
route-target import auto
route-target export auto
configure terminal

Step 17. Click Close or X in the top right corner to close.
Step 18. Click Deploy All.

"dees’ Nexus Dashboard Q Q ©® | K amin
A AIPOD-FE-FABRIC Refresh | View in topology X
AlPﬂg:;lF:{-CL Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations
—~ Metworks VRFs  Security groups  Security contracts  Security associations  Protocol definitions  L4-L7 Services
Home
Matwark name contains Pure Edit Clear All
X
MEnEeS 1Pva 1Pv6 Network Interf
D Metwork name Network ID  VRF name VLANID VLAN name @
gateway/.. gatewa.. status groug
" [ Pure Y 33054 NA @ oepLoven 3054 Pure-
RuELER NFS_VNI_33054 NFS_VLAN_3054
Pure-53- FE- Pure-53-
30570 10.115.90.214 DEPLOYED 570
° D OBJ_VNI_30570 MGMT_VNIS0000 ! o OBJVLAN
Admin

Step 19. Click Close.

Step 20. Click the Network name to verify that the network was successfully deployed on the relevant
switches and interfaces.
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Enable External Connectivity from Frontend Fabric

This is a placeholder to enable external connectivity to access SaaS services such as Cisco Intersight and Red
Hat Hybrid Cloud Console that will be required later to complete the setup. External connectivity will depend on
the organization’s existing policies and therefore the configuration for this is outside the scope of this CVD.
However, the configuration used in this CVD setup is included in the Nexus switch configurations provided in
the Al POD GitHub repo - this access is provided via the Spine switches in the setup, serving as Border
Gateways to the rest of the enterprise and external networks.

Enable QoS for Frontend Fabric

To provide low-latency, lossless RDMA connectivity for storage data access using either NFS over RDMA and
GPUDirect Storage, a QoS policy is deployed in the frontend fabric as detailed in this section.

Assumptions and Prerequisites
Frontend fabric has been deployed and setup.

Setup Information

Table 18. Setup Parameters for FE Fabric: QoS

Parameter Type Parameter Name | Value Parameter Type

Modified QoS Policy

Name AIPOD-FE-QOS-200G
Priority Flow Control (PFC) MTU 9216 Default = 4200

Fabric Settings

Al QoS and Queueing Policies Enable Checkbox

Al QoS and Queueing Policy AIPOD-FE-QOS-200G jﬁﬁgtn:lomﬁed poliey from drop-
Interface Settings

Priority Flow Control Enable Checkbox

QoS Enable Checkbox

Deployment Steps
To deploy QoS on the frontend fabric, follow the procedure below.

Procedure 1. Modify default QoS policy for FE fabric

Step 1. From a browser, go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Template Library.
Step 3. Use Filter to view all templates that contain QOS in the name.

Step 4. Select the Al_Fabric_QoS_100G policy.
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Step 5. Click the lower Actions button and select Duplicate template from the menu.

'yl Nexus Dashboard

& Template Library Refresh

AIPOD-ND-CL
USTER

MName contains QOS Edit Clear All

P
Home . Supported Creale new lemplate
= Mame Type Sub Type Medified Tags
Platforms ; )
Edit template properties
&
‘,\ Edit template content
Manage Al_Fabric_Q0S_100G NaK POLICY DEVICE 2025-08-08 05:01:58 QoS_AIML
Duplicate template
Q Delele tlemplate
Analyza
) . Import
[:l Al_Fabric_QOS_25G NGk PoLICY DEVICE 2025-08-08 05:01:58 QoS_AIML
o Import as zip
Admi
min Import from git
D Al_Fabric_Q05_400G MNEK POLICY DEVICE 2025-08-08 05:01:58 QoS_AIML Export
Export to git

Step 6. For Template Properties, specify a Template Name for the new template. Adjust the
Description as needed.

el Nexus Dashboard Q Q @ | A admin
P Duplicate template )4
AIPOD-ND-CL
USTER Template Name*
o Template Properties | [ AIPOD-FE-QCS-2000 J
o~
Home Description
2 System QoS Marking and Queuing policy for NSK Cloudscale
.\, Series HW with PFC and ECH for systems with predominantly
2000 unlinlke
Manage
Tags
QoS_AIML 3 ]
a l
Analyze

Supported Platforms*
o [ nak (] N3k [ N3s00 [ NSk ] NsS00 [ ] N5800
Admin
() nek [] N7k NoK (] mps [ ] vbc [ ] No9K-9000v

[) 1os-xE [ ] 10s-XR [ ] Others [ | All Nexus Switches

[P Give feedback

Template Type*

[ POLICY ~ ]
Sub Template Type*

[ DEVICE J
Content Type*

[ TEMPLATE_CLI v J

 ner
Step 7. Click Next.

Step 8. For Template Content, scroll down to policy-map type network-qos qgos_network, and
change the MTU for PFC from 4200 to default of 9216 as shown below.
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‘tues’ Nexus Dashboard Q O @ | Q admin

. Duplicate template p 4
« L
-
AIPOD-ND-CL
USTER reimne REY DIy runL olLe
AIPOD-FE-QOS5-200G i Ne Effors
? I WL Now - [XCode ] [Ace V] [12 ]
. elp &4 o WWarnings
. @ Template Properties g
39 closs type queuing c-out-8q-93
Home 40 bandwidth remaining percent 58
a Template Content 41 random-detect minimum-threshold 158 kbytes maximum-threshold 3@0@ kbytes drop-probab
42 closs type queuing c-out-Bg-g2
% 43 bandwidth remaining percent @
44 closs type queuing c-out-Bg-gl
Manage 45 bandwidth remoining percent @ >
46 closs type queuing c-out-8g-g-default g
47 bandwidth remaining percent 58 -]
Q 48 closs type queuing c-out-8q-q7 2
48 priority level 1 =
Analyze g 2
51 policy-map type network-qos gos_network o
52 closs type network-gos c-8g-ng3 a
a 53 pause pfc-cos 3
et 54 mbu $SDEFAULT_QUEUE_MTUSS|
55 closs type network gos c 8q nq default
56 mtu $SOEFAULT_QUEUE _MTU$S
57
S8+ 1f ($$DISABLE_WATCHDOG_INTERVALSS == “true") {
59 1}
6@~ else {
61 priority- flow control watch-dog-interval on
B2
63
64 system gos
65 service-policy type network-gos qos_network
66 service-policy type queuing output QOS_EGRESS_PORT
67 ##
68

Cancel m

Step 9. Click Finish.

Procedure 2. Deploy modified QoS policy in Frontend Fabric

Step 1. From a browser, go to Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account

Step 2. From the left navigation menu, go to Manage > Fabrics.

Step 3. Select the frontend fabric.

Step 4. Click the upper Actions button and select Edit fabric settings.
Step 5. Go to Fabric management > Advanced.

Step 6. Scroll down and enable the checkbox for Enable Al QoS and Queuing Policies.
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il Nexus Dashboard

A Edit AIPOD-FE-FABRIC Settings X

AIPOD-ND-CL
USTER Enable Al QoS and Queuing Policies
Configures QoS and Queuing Palicies specific to N9K Cloud Scale switch fabric for Al network workloads
Py . .
Al QoS & Queuing Policy*
Home

[ 4006 ) ]

Queuing Policy based on predominant fabric link speed: 800G / 400G / 100G [ 25G

\)<

Manage Priority flow control watch-dog interval
Q Acceptable values from 101 to 1000 (milliseconds). Leave blank for system default (100ms).
Analyze

[:] Enable Real Time Interface Statistics Collection

Valid for NX-0S only and External Non-ND Telemetry Receiver

Admin

Step 7. For Al QoS & Queuing Policy, select the modified QoS policy from the drop-down list.

‘tsea’ Nexus Dashboard Q L @ | K ami
N Edit AIPOD-FE-FABRIC Settings
AIPOD-ND-CL
USTER Enable Al QoS and Queuing Policies
Configures QoS and Queuing Policies specific to N9K Cloud Scale switch fabric for Al network workloads
() Al QoS & Queuing Policy*
Home

AIPOD-FE-QOS5-200G 4

Queuing Policy based on predominant fabric link speed: 800G [ 400G /100G [ 25G

X

Manage Priority flow control watch-dog interval
Q Acceptable values from 101 to 1000 (milliseconds). Leave blank for system default (100ms).
Analyze

C] Enable Real Time Interface Statistics Collection
Valid for NX-0S only and External Non-ND Telemetry Receiver

Admin

Step 8. Click Save.
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A Warning

Please perform "Recalculate and deploy” if there are any switches in

the fabric prior to Deploy.

Step 9. In the pop-up window, review the warning and click Got It.

. APOD-FE-FAB..

\.J
AIPOD-ND-CL Edit fabric settings
USTER Overview Inventory Connectivity Segmentation anc
Add switches
a* Recalculate and deploy
Home Anomaly level @ Healthy Advisory leve| ) )
h .| Configuration >
Mo anomalies found 14 total warning
» occurred inthe | ponitoring 5
X
Manage Maintenance >
General Telemetry >
(e}

Step 10. Click the upper Actions button and select Recalculate and deploy from the menu.

Q O @ | R admin

B Deploy Configuration - AIPOD-FE-FABRIC 4
N
AIPOD-ND-CL
USTER .-@ (2\
- 2
o~ Config Preview Deploy Prograss
Home
Filter by attribute
K liter by attricutes
Manage Switeh  * Serial . Pending Status Resync
Name IP Address Role Number Fabric Status Config Deseription Progress Switeh L= %
o
Q - @ 126 Qut-of- %
Analyzs FE-LF1 101159052  Leaf FLMZ2840036 @ Out-0f-Syne Lines syne — RS YNC £
S
5
-af- A
do FE-LF? 101159053 Leaf FLMZ8400351 @ Out-0f-Syne 126 Out-of —— Resync -~
N Lines Sync
Admin
426 Qut-of-
-5LF 15,80, | Out-0f- ) ——
FE-SLF1 10.115.90.54  Leaf Y FLMZ840034) @ Out-0f-Sync Lines Syne Resync
FE-SLE2  10115.90.55 Leaf FLM283601W @ Out-0f-Syne 426 Out-of- — Resyne
Lines Sync
198 Qut-of-
FE-5P1 1M5.20.50  Border Gat Spl FOO2A5302H Out-0f-5 —— R
order Gataway Spine ® out yne Lings Sync esync
198 aut-af
FE-5P2 10115.20.51  Border Gateway Spine FD0285302K @ Out-0f-Sync N ut-a — Resync
Lines Syne
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Step 11. Click Deploy All.
Step 12. Click Close.

Procedure 3. Enable Priority Flow Control on interfaces

Step 1. From a browser, go to Nexus Dashboard. Use the management IP of any node in the ND

cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.

Step 3. Select the frontend fabric and go to Connectivity > Interfaces.

Step 4. Select the first interface and click the lower Actions button and select Edit interface.

Step 5. Scroll down to the bottom and enable the following QoS related settings.

Q Q ® | A admin

il Nexus Dashboard

B Edit interface(s)
a e
AIPOD-ND-CL Provide the Layer 2 Monitor Name
USTER

Netflow Sampler

X

v Give feedback

P
Home Netflow sampler name, applicable to N7K only
. Enable priority flow control

\ Enable priority flow control

Manage
' Enable QoS Configuration
Enable to configure a QoS Policy for this interface. If Al Queuing is enabled on the fabric, will use
Q the QOS_CLASSIFICATION policy. Enter a custom policy below to override

Analyze

a0

Step 6. Click Save.
Step 7. Click Deploy.

‘el Nexus Dashboard

Q o e | Q admin

. Deploy interfaces configuration X
-
AIPOD-ND-CL Filter by attributes E
USTER o
3
Admi o] ti Pendi 2
Fabric name Device name Interface min peration en _|ng o o
= status Status config g
Home A
AIPOD-FE-FABRIC FE-LF1 vPCIM 14 Lines
‘K AIPOD-FE-FABRIC FE-LF2 vPCIM 14 Lines
Manage
.

Step 8. Click Pending config to see configuration that will be deployed on the interface on each

switch.
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I Pending config - AIPOD-FE-FABRIC - vPC111 - FE-LF1 X

Pending config Side-by-side comparison

interface port-channellll

switchport

switchport mode trunk

mtu 9216

spanning-tree bpduguard enable

spanning-tree port type edge trunk

switchport trunk native vlan 2

description PC-111 to AI-POD: C885A-1

no shutdown
10 priority-flow-control mode on
11 priority-flow-control watch-dog-interval on
12 service-policy type qos input QOS_CLASSIFICATION
13 switchport trunk allowed vlan 7@3,3051-3052,3054,3056
14 configure terminal

Woo U WM

\
Step 9. Click Deploy Config.

Step 10. Repeat this procedure for all remaining interfaces on both leaf switches access the storage
system.

Deploy Backend Fabric using Nexus Dashboard

The procedures detailed in this section use Cisco Nexus Dashboard, specifically the fabric templates provided
by ND, to deploy the backend fabric in the Al POD solution. This fabric is a 2-tier, 3-stage spine-leaf Clos
topology, built using Cisco Nexus 9000 series data center switches. Once the fabric is deployed, ND will be
used to provision GPU-to-GPU connectivity between UCS GPU nodes in the Al POD training cluster. The UCS
GPU nodes will using the backend (E-W) NICs to connect to the backend fabric.

The procedures in this section:

e Deploy a VXLAN EVPN fabric using Nexus Dashboard templates. The backend leaf and spine switches
are connected in a 2-tier spine-leaf topology

o Modify default QoS policies to support Al training workloads
« Enable GPU-to-GPU networking between UCS GPU nodes across the backend fabric

Deploy VXLAN EVPN Fabric using Nexus Dashboard Templates

Assumptions and Prerequisites
¢ Nexus Dashboard cluster deployed
o All switches in the backend fabric cabled in a spine-leaf topology

« Reachability from ND cluster to switches so that they can be discovered and added to the fabric
Setup Information

Table 19. Setup Information for BE Fabric

Parameter Type Parameter Name | Value Parameter Type / Other Info

Fabric Template
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Parameter Type

Parameter Name | Value

Parameter Type / Other Info

Fabric Type

Settings

Configuration Mode

Fabric Name

Location

BGP ASN

Licensing tier for fabric

Enable Features

Add Switches without Reload

Switch Discovery

Seed IP

Authentication/Privacy

Username and Password

Max Hops

Preserve Config

Switch Role

Al > Al VXLAN Fabric

Default

AIPOD- BE-Fabric

Raleigh, US

65200

Premier

Telemetry

enable

<specify>

MD5

<specify>

Disable Checkbox

See next table

Radio button

Radio button

Dropdown list

Select a value from private ASN range
(64512 - 65535), different from that used
on the FE fabric

Radio button
Radio button

Fabric Management > Advanced

Other options available

This will remove the config on the switch
when it is added to the fabric

In this setup, the Nexus Backend Fabric consisted of 2 spine and 2 leaf switches. The fabric switch details are

listed in Table 20.

Table 20. Setup Information for BE Fabric: Fabric Switch Details

BE-LF1 Leaf
BE-LF2 Leaf
BE-SP1 Spine
BE-SP2 Spine
Deployment Steps

OOB IP

10.115.90.58

10.115.90.59

10.115.90.60

10.115.90.61

10.4(5)

10.4(5)

10.4(5)

10.4(5)

Cisco Nexus 9332D-GX2B

Cisco Nexus 9332D-GX2B

Cisco Nexus 9364D-GX2A

Cisco Nexus 9364D-GX2A

To deploy the backend fabric, follow the procedures below using the setup information provided above.
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Procedure 1. Deploy BE Fabric using Nexus Dashboard Template

Step 1. From a browser, go to Cisco Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

¢ 5 C @ ©NotSecure hitps:/[10.115.90.21 a*¥ @ @0 9 a3 O
Temp-Read B4-CB85 OAl-Use-Cases AVCC Learn g8 ) gpu-partitioning-g.. [ InterCloud [ Tools [ InterCloud-DC » [ All Bookmarks
g e
cisco
Welcome to
Nexus Dashboard
Version 4.1(1g)
Usemame
|adm|n
Passward

[ ereranns Show

Step 2. Go to Manage > Fabrics.

25 Fabrics Rafrash
APCR-ND-CL

USTER Fabrics  Fabric groups

PN

Home Fiter by sttribuaes

'l\’ Name L Type Anomaly level Advisory level License tier ASN co’:"“my i R
Manage status r

() AIPOD-FE-FABRIC Data Center ¥XLAN EVPN - [BGP © Hualtny © Warning Premier 85101 T up NIA
Q

Analyee

Step 3. Click Actions.
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ashboard

& Fabrics Refrazh
ARODNEG-CL
USTER Fabrics  Fabric groups
~
Home Filter by attrib

Actions A

’
X Name 4 Type Anomaly level Advisory level License tier ASN it
statu)
Manage
7)  AIPOD-FE-FABRIC tar WXLAN EVEN - iBGP © Healthy © Wamng Praeninn Ty
Q
Anddyze

Step 4. Select Create Fabric from the drop-down list.

admin
- 4 Fabrics

it Create/Onboard Fabric What s a fabric?
USTER

Hame

Salact if you want to craate a new

Craate narw LAM tanrc

or anboard and automata configuration of an existng faboc, Learn more

~
@ serectacategony | Select a category

@) Create new LAN fabric
Manage

Soloct 1hs option baard

Q

Analyze

@ Onboard existing LAN fabric

ices network's configura

and to monitor/automate ti

Admin

() Onboard ACI fabric Connect APIC Cluster

Setup multi-ciuster connect

£ Canosl m

Step 5. Select Create a new LAN fabric. Click Next.

1s Dashboard Qa admin
& 4 Fabrics
PR Create/Onboard Fabric What is a fabric?
USTER
~ pa
() selectacategory Selecta type
Hame " Croato new LAN tatiric Switches in this fabric will be 1 on the aption you chaass
N o Salact a typa & VXLAN
Managa .
: ! a8 P2
5 @
Anelyze
‘o :: :: :: ::
Admin

Fabrictype Al Cata Center VXLAN EVPN - iRGP

() AlRoutad

Autamat
RoCEvZ2,

: for top perlarmance Al nelvworks using

based Clos fabrics wsing Nexus 9000 =

cptimized for Al deployments,
< (@ AIVXLANEVEN
N EVPN deploymen

) series swiches o

with Nexus 9

@ External and inter-fabric connectivity ¥

ptmized for Al deoloy
Monitor

sture that ine

& Routed

e aBG fabric on Cisco Nexus NX-OS) swilches,

(&) IP Fabric for Media

1 of IP-b

ed braadesst production networks
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Step 6. For the Backend (E-W) Al/ML fabric, go to Al > Al VXLAN EVPN to manage and setup a high-
speed 400GbE fabric for GPU-to-GPU connectivity. Click Next.

seo Nexus Dashboard

& Fabrics

DO NDEL. Create/Onboard Fabric Whatis a fabric?
USTER
& :
@ Selact a category Settings
Home Sreate new LAN fabric These are the racommendad settings fer configuring the parameters and capabifies of the tew labric.
Configuration mode
X @I Salact a type ,_
Dafault () Advanced
als % @ oottt (O Advancad . =
- -
Name* b b4
Setti )
Q o i | npoD-pE-FARRIC @
Analyze
Location®
- - - -
S s - -
P | Raleigh, US - pe - b
Admin
BGP ASN*
|,b”2°r" ) Fabrictype Al Data Center VKLAN EVPN - iBGP
4264987205 | 1-8553510-65535
License tier for fabric
() Essontivis () Advantage (@) Pramier
$ Enabled featuras
Telemelry
cance () 23

Step 7. To configure the backend fabric, under Configuration Mode, specify the following:
o Leave the radio button enabled for Default.
« Specify Name, Location, and BGP ASN (from the private ASN range: 64512 - 65535).
« Select a Licensing tier for the BE fabric - see " ?" icon to get more details on the available options.
o (Optional) Enable Telemetry feature.

Step 8. Enable the radio button for Advanced in the Configuration Mode section to see additional
configuration options for the fabric.
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‘o’ Nexus Dashboard

« Fabrics
o Create/Onboard Fabric What s a fabric?
USTER
~ : "
G/) Select a category Settings
Home ~ watw ey | AN Talei Tnas2 are tne racommendad settings for configuring the parameters and capablities of the naw fabric.
= Configuration modae |
X (©) selectatype a
e N (O Detautt :\a.':-"ced
= «3 -3
Name - -
o Sottings e )
Q S errad AIPOD-BE-FARRIC | @
Analyze
Location®
> - - -
- - - «
do | Raleigh, Us | pe b b berd
Admin

Overlay routing protocol

® Bop (O eBoP Fabric type Al Data Center VXLAN EVPN - iBGP
BGP ASN®

| 85200

1-4294967285 |

Al QoS & Queuing Policy

AGOG

License tler for tabric

(O Essentials () Advantage (@) Premier
Enabled features

Telemetry

Telemetry collection ©

(O out-cl-band (@) In-band

Telemetry streaming via

® et (O IPve
Telemetry VRF *
| derear |

Telemetry source Interface *

| Ioopbiscko

Security domain*(

- 2
() 20

Step 9. Verify QoS and Telemetry settings. Adjust as needed for your setup. Click Next.

Step 10. In the Advanced Settings menu, select the Resource tab. Note that the ND provided IP
addressing scheme is in place for the underlay.
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‘dses’ Nexus Dashboard

Q Q ® | Q smin

AIPOD-ND-CL
USTER

~

Home

Manage

| X
Q

Analyze

o
Admin

Step 11.
fabric, also managed by the same Nexus Dashboard.

Note:

& Fabrics

Create/Onboard Fabric

==
() selecta category
™= Cruste new LAN fatri
(~) selectatype

v L1

(/) settings
o Acvanoad

o Advanced sottings

Advanced settings

The tosowing aptional settings will ba deploved and/or uses

General P; R wC

|_J Manual Underlay IP Address Allocation

Chacking e wil dissbie Cynamic Unuerlgy 12 Acdress Alosstivrs

Underlay Routing Loopback IP Range*®

‘ 10.2.0.0022

Typcally Lacphack0 P Address Range

Underlay VTEP Loopback IP Range*

‘\ 1030022

Underlay RP Loopback IP Range*

| 10.254252.0122

Lor Phisrtom RP (P ddceess Rarge

Underlay Subnet IP Range®

1040016

Ardress (ange 1o 235490 Numbe

Underlay MPLS Loopback IP Range

Liscd for VXLAN ta MALS SRILOP Hardatt

Underlay Routing Loopback IPv8 Range

Underlay VTEP Loopback IPv6 Range

Typ cally Lacprackl snd Anycast Leonback IPVE Andross Range

Underlay Subnet IPv8 Range

Audress aige 1o avsgn Numberes sod Pasr Urk 54119

Underlay RP Laopback IPY6 Range

BGP Router ID Ranga for IPv6 Underiay

Cancel

What is a fabric?

Bootstrap  Configuration Backu

=)

Change the IP address for this fabric from the default values to prevent overlap with frontend
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For this CVD validation, the first octet was changed from 10 to 20. The backend fabric is isolated from
other networks with no external connectivity so the addressing could be kept the same as frontend, but
the Nexus dashboard will generate alerts and warnings to indicate this overlap so changing it to avoid
this.
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AIPOD-ND-CL
USTER

Mansge

Q

Analyze

Admin

Step 12.

Scroll down and change the VRF Lite Subnet IP Range. Click Next.

€ Fabrics

Create/Onboard Fabric

Select a catagory
Create new LAN fabr

Select atype
#

/) Settings

Aivanoa:

Advanced settings

Advanced settings

The lofoming

nal set

ved andor used when deploying this fabric,

General icati wPC Security  Ad: ced Freeform

[] Manual Underlay IP Address Allocation

ra thz wil disatle C

Underlay Routing Loopback IP Range*
[ 20.200122 |

wpcslly

Underlay Subnet IP Range*
I 40.4.0016 |

Addres ra

Underlay MPLS Loopback IP Range

s

R 0P Hardatt

Underlay Routing Loopback IPv6 Range

P

Underlay VTEP Loopback IPv6 Range

Typcally L oopback! 2 Angaast |Loanback IPVE

Underlay Subnet IPvé Range

24 1373¢ 10 25590 Kumberas and Pacr Link 541 15

Underlay RP Loopback IPY6 Range

Anycast RE IPVE

BGP Router ID Range for IPv6 Undertay

Cancel
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s Dashboard

. ¢ Fabrics
e Create/Onboard Fabric What iz a fabric?
USTER
A~ -
() setect a category Summary
Home = Greata new L AN fanrc Feviaws your selections balow
X (/) selectatype
Manage — Category 2
() settings ; AN
a ), Sette Fabric category  Maw LAN fabric
Andyze 5
G} Advanced sattings Type ~
do
Admin
o Summary Fabric type A
Fabric sub-type A1 Data Center VXLAN EVPN - 8GP
Settings A
< Name AIPCD BE-FABRIC
Location Raleigh, US
License tier for fabric Premiar
Security domain al
Overlay routing protocol ibap
BGP ASN 65200
Al QoS & Queuing Policy 200G
Enabled features Telemetry
Telamatry collaction inBand
Telemetry streaming via ipvd
Telemetry VRF defaut
Tolometry source interface  loopbacke
Advanced settings ~
General
Enable IPv6 Underlay Disatiad Anycast Gateway MAC
Enable IPv6 Link-Local Address  Disatiad Enabla Performance Monitoring
Underlay Subnet IPvé Mask - Fabric Interface Numbering r2p

Cancel
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asca Nexus Dashboard

AIPOD-ND-CL
USTER

Home
X
Manage

Anslyze

Admin

Cancel

Hid:

Repli

Advanced settings

Ganara

Enable IPv6 Underiay Disabled
Enable IP6 Link-Local Address  Disabled
Underlay Subnet IPv6 Mask

Underlay Routing Protocel osp!

Route-Reflectors 2

Enable Al QoS and Queulng Policles  £nabled

Replication Mode
IPvE Multicast Group Subnet =
Default MDT IPv4 Address for TRM VRFs -
Default MDT IPv6 Address for TRM VRFs
Underlay Primary RP Loopback Id =
Underlay Backup RP Loopback 1d -
Undarlay Second Backup RP Loophack Id
Underlay Third Backup RP Loopback Id -
Enable MVPN VRI ID Generation
MVPN VRIID Range

vPC

wPC Poor Link VLAN Range

Make vPC Poer Link VLAN as Native VLAN
vPC Peer Keep Allve option

wPC Auto Recovery Time (In Seconds)
vPC Dolay Restore Time (In Saconds)

vPC Delay Restore Time for ToR (in
Seconds)

vPC Peer Link Port Channel ID
wPC IPvB ND Synchronize

vPC advertise-pip
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Anycast Gateway MAC 2020.000

Q 0 ® | Q aim

Enable Performance Monitoring  Disabied

Fabric Interface Numbering p2p

Underlay Subnet IP Mask 30

0

bled
managemsnt
360

150

30

500
Enabled

Disabled

Enable MVPN VRI ID Re-allocation

Multicast Group Subnet

Auto Generate New Multicast Group address
Underlay Multicast Group Address Limit
Enable IPv4 Tenant Routed Multicast (TRM)
Enable IPv6 Tenant Routed Multicast (TRMvS)
Rendezvous-Points

RP Made

Underlay RP Loopback Id

Enable tha same vPC Damain Id for all vPC

Pairs

vPC Domain Id

VvPC Layer-3 Peer-Router Option

Enable Qos for Fabric vPC-Peering

Qos Policy Name

Use Specific vPC/Port-Channel ID Range
vPC/Port-Channel ID Range

VPC advertise-pip on Border only

VPC Domain Id Range

Disatled
23212.0/25
Disabled
128
Disatled

Disabled

Disabled

Enabled

Cisabled

Enabled

11000

) B
3
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AIPOD-ND-CL
USTER

Analyze

Admin

Cancel

Undertay Routing Loopback Id
Underlay VTEP Loopback Id
Underlay Anycast Loopback Id
Undertay Routing Protocol Tag
OSPF Authentication Key ID

OSPF Authentication Key

15-IS Level

15-IS NET Area Number

Enable IS-IS Network Point-to-Point
Enable IS-IS Authentication

15-1S Authentication Keychain Name
15-1S Authentication Key ID

15-1S Authentication Key

Set IS-1S Overload Bit

1S-IS Overload Bit Elapsed Time

BGP Authentication Key Encryption
Type

BGP Authentication Key

Security Group Name Prefix
Security Group Tag (SGT) ID Range
Security Groups Pre-provision
Enable MACsec

MACs=ec Cipher Suite

MACsoc Primary Key String

UNDERLAY

Disabled

Disabled

Lisabled

Disabled

MACsec Primary Cryptographic Algorithm -

MACsec Fallback Kay String

MACsec Fallback Cryptographic Algorithm -

Enable DCI MACsec
Enable QKD

DCI MACsec Cipher Suite
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Disabled

Disabled

RF_Universa..

Generate BGP EVPN Neighbor Description
PIM Hello Authentication Key

Enable BFD For iBOP

Enable BFD For OSPF

Enable BFD For ISIS

Enable BFD For PIM

Enable BFD Authentication

BFD Authentication Key ID

BFD Authentication Key

IBGP Peer-Template Config

Leaf/Bordar/Bordar GatawayiBGP Peer-Tamplate
Config

OSPF Area Id

Enable OSPF Authentication
Enabie BGP Authentication
Enable PIM Hello Authentication

Enable BFD

DCI MACsec Primary Key String

DCIMACsec Piimary Cryptographic Algorithm
DCIMACsec Fallback Key String

DCI MACsec Fallback Cryptographic Algorithm
QKD Profile Name

KME Server IP

KME Sarver Port Number

Trustpaint Label

Ignore Certificate

MACsec Status Report Timer

Enable Security Groups

PTP Source VLAN Id

Enabled

Lisabled

Lisabled

0000

Disabled

Disabled

Disabled

Cisabled

Disabled

Disabled
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AIPOD-ND-CL
USTER

Home

X

Manage

Q

Analyze

Admin

Cancal

Advanced
VRF Template

Network Template

VRF Extansion Tamplate
Network Extension Template
Overlay Mode

Enabla L3VNI wjo VLAN

PVLAN Sacondary Network
Template

Site Id

Intra Fabric Interface MTU

Layer 2 Host Intaerface MTU
Unshut Host Interfaces by Default
Power Supply Mode

CoPP Profile

VTEP HoldDown Time

Browntield Overlay Network Name
Format

Skip Overlay Netwark Interface
Attachments

Enable CDP for Bootstrapped
Switch

Enable VXLAN OAM

Probe Interval

Racavery Interval

Enable Tanant DHCP

Enable NX-API

Enable LA-L7 Services Re-direction
Enabla Strict Config Compliance
Enabla AAA IP Authorization
Enable ND as Trap Host

Anycast Border Gateway advertise-

Leaf Pre-Interfaces Freeform Config
Spine Pre-Interfaces Freeform Config
ToR Pre-Interfaces Freeform Config

Leaf Post-Interfaces Freeform Config
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Default_VRF_Universa..

Default_Netw:

k_Univ...
Default VRF_Extensio.

Defaull_Network_Ex

655200
9216
9216
Enabled
ragundant
strict

180

Auto_Net VNISSVNISS....

bledd

Disabled

Enatl

Cesabled
Cisabled
Disablad
Enabled

Cesabled

PTP Source VLAN Id
Underlay MPLS Loopback Id

1S-1S NET Area Number for MPLS
Handoff

Enable TCAM Allocation
Enabla Default Queuing Policies

N8K Cloud Scale Platform Gueuing
Palicy

NIK R-Series Platform Queuing Policy
Othaer N8K Platform Queuing Policy
Priority flow control watch-dog interval

Enable Real Time Interface Statistics
Collection

Interface Statistics Load Interval
Spanning Tree Root Bridge Protocol
Spanning Tree VLAN Range

MST Instance Range

Spanning Tree Bridge Priority

Set Allowed Vian On Leaf-ToR Pairing
Enable Private VLAN (PVLAN)
¥connect HoartBeat Interval

Enable Southbound Loap Detection
NX-API HTTPS Port Number

Enabla HTTP NX-AP|

Add Switches without Reload

Enable Precision Time Protocol (PTR)
Enable MPLS Handoff

NX-APIHTTP Port Numbar

PTP Source Loopback Id

PTP Domain Id

- Spine Post-Interfaces Freeform Config -

- ToR Post-Interfaces Freeform Config -

- Intra-fabric Links Additional Config

Enabled

Disablad

unmanaged

none

Enablad

disa

Di

d

Dizabiad

80
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Manage

Q

Analyze

Admin

Cancel

Loaf Pro-Intarfaces Froaform Config -
Spine Pro-Interfaces Freaform Config -
ToR Pre-Interfaces Freeform Config -

Leaf Post-Interfaces Freeform Config

e

Manual Underlay IP Address
Allocation

Disablad

Underlay MPLS Loopback IP -
Range

Underlay Routing Loopback IPv6 -
Range

Underlay VTEP Loopback IPv8 -
Range

Underlay Subnat IPv6 Range
Underlay RP Loopback IP6

Range

BGP Router ID Range for IPvE
Underlay

Layer 2 VXLAN VNI Range 30000~
42000

Layer 3 VXLAN VNI Range

El
5
Network VLAN Range 230

Spina Post-Interfacas Frecform Config
ToR Post-Interfaces Fraeform Config -

Intra-fabric Links Additional Config -

VRF Lite Subnet IP Range
VRF Lite Subnet Mask

VRF Lite IPvE Subnet Range
VRF Lite IPvE Subnet Mask

Auto Allocation of Unigue IP on VRF Extension over
VRF Lite IFC

Per VRF Per VTEP Laopback IPva Auta-
Provisioning

Par VRF Per VTEP IPva Pool for Loopbacks

Per VRF Por VTEP Loopback IPvé Auta-
Provisioning

Per VRF Per VTEP IPv6 Pool for Loopbacks
Service Level Agreement (SLA) ID Range
Tracked Object ID Range

Service Network VLAN Range

2999

Route Map Sequence Number Range

VREVLAN Range 200032298 Underlay Routing Loopback IP Range
Subinterface Dot1q Range 251 Underlay VTEP Loopback IP Range
VRFLits Doploymant meni Underlay RP Loopback IP Range
Auto Deplay far Pear Disablad Uity Subhet 18 Range

Auto Deploy Default VRE Disabled

Auto Deploy Dafault VRF for Disablad

Paor

Redistribute BGP Routa-map
Name

geability
DNS Server IPs ]
DNS Server VRFs i
NTP Server IPs/Hostnames ]
NTP Server VRFs il

Syslog Server IPs/Hostnames (|
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Syslog Server Sevenity [
Syslog Server VRFs 4]
AAA Freeform Config 7
Banner -

Inband Management Disabled

20330016
30
1¢00::233:0/112
126

Disabled

bled

isabled

10000-19899
100-299

30003198

1-65534
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v Redistribute BGP Route-map -

APOD-ND-CL Name
USTER
« Managesbiiity
o DNS Server IPs n Syslag Server Severity ]
K DNS Server VRFs u Syslog Server VRFs u
N NTP Server [Ps/Hostnames i] AAA Frecform Config -
NTP Server VRFs n Banner -
Q Syslog Server IPs/Hostnames (] Inbend Management  Disabled
Anstyze
strap
fo
Admin Enable Bootstrap Disatsied Seed Switch Fabric Interfaces -

Enable Local DHCP Server Disabiled Spine Switch Fabric Interfaces -

DHCP Version - External DHCP Server IP Addresses u
DHCP Scope Start Address. - Bootstrap Seed Switch Loopback Interface ID -
DHCP Scope End Address B Switch Loopback DHCP Scope Start Address -
Switch Mgmt Default Gateway - Switch Loopback DHCP Scope End Address -

Switch Mgmt IP Subnet Prefix Enable AAA Config Disablad

Switch Mgmt IPv6 Subnet Prefix - Bootstrap Freeform Config -

DHCP Multi Subnet Scope -

Canliguration Backup
Hourly Fabric Backup
Scheduled Fabric Backup -

Scheduled Time

Flow Meniter

Enabla Netflow Disablad
Netfiow Exporter -
Netflow Record

Natfiow Manitor

cancel Back | m

Step 13.
Step 14.

Review the Fabric Summary settings.

Click Submit.

Q O @ R s

" ¢ Fabrics

What is a fabric?

APOOSAEOL Create/Onboard Fabric

USTER
~ ~ i i
({) Selecta catgory Fabric creation
Home Croste row LAN abric
x \fa Solact atype B 'f¥ou closa the session, your fabric will 2til be craated, You can access it any time in the Manags —* Fabrics saction, where you can add
A switches to it by chcking on the Actions meny and then on Add Switches.
Manage
P i
Q 2, f‘]“’""’
Analyze A
) Q} Advanced settings (
o
Admin |

Step 15.

i
‘\{) Summary

© Foviccreston

Wait for the Fabric creation to complete.

Cancel
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Yids' Nexus Da

« Fabrics

N Create/Onboard Fabric

usTER

~

Hormw All done!
Tra fabric 4IPOD-HE-FABRIC, has su
X

Manage

You can madify any of

Anslyze

o
Adiin

Step 16.

‘dseh Nexus Dashboard

3 m A £

atings

What iz a fabric?

Click View fabric details to see the dashboard for the newly created backend fabric.

—— X

AIPOD-BE-FABRIC
AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Ci
~
Hame Anomaly level © Heaithy Advisory level @ Healthy
No ancmalies found No advisories found
| Manage
General
a Fabric name Type
Analyza AIPOD-BE-FABRIC AIVXLAN EVPN - iBGP
License tier BGP ASN
4o Praenisr 65200
Admin
Security domain Fabric group
all N/A
Config-sync status Deployment status
@na © Enabied
Talemetry status Telematry

O WA In-band Pud © Enabled  APCC-ND-CLUSTER

Switches software versian Eabric bugs
N/A Show mare
Analytics summary
Conformance Congestion
Unavailable © Unavailable ©

Traffic analytics
Not Enabled -

Energy Management
Navigate to the Enargy Management paga to generats a raport.

External traffic (Last 7 days)

Recaivad
- : .
Bytes of Lotal 1raffic

Advisories Integrations  History

Recent activity View all

Enabled telemetry on AIPOD-BE-FABRIC by sdmin

1 minaes age

Fabric created successtully: AIPOD-BE-FABRIC by admin

Inventory View hardware resources  View capacity
0 switches = 0 vec pairs &) 0 other devices

Interfaces () Physical @ Al

W Upi0) ®m Oown (01 (D W Admindown (0)  NA (D)
Connectlvity
Active Endpoints L3 naighbors

0 0

Segmentation and security

VRFs Security groups

0 0

=1

View interface statistics

0 total

ntar-facric

Networks

0

Procedure 2. (Optional) Disable reload of switches added to the BE fabric

Step 1.
reload, go to Manage > Fabrics.

Step 2.
Step 3.
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Select the radio button for the backend fabric deployed earlier.

From the Actions menu, select Edit Fabric Settings.

By default, any switches added to the fabric will go through a reload. To add switches without a
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& Fabrics Refresh

USTER Fabrics  Fabric groups

Home Filter by attributes

X % N B . Craate faoric
’ Name > Type Ancmaly level Advisory level License tier
Manage Edit fabric sattings.

(® AIPOD-BE-FABRIC Al VXLAN EVPN - iBGP @ Healthy © Healthy Premier Delete fabric

(O AIPOD-FE-FABRIC Data Center VXLAN EVPN - IBGP © Healthy © Waming Premicr

Analyze

Admin

Step 4. Select Fabric Management > Advanced tabs and scroll down to find the field for Add
switches without Reload. Select enable from the drop-down list. Click Save.

A Warning

Please perform “Recalculate and deploy" if there are any switches in

the fabric prior to Deploy.

Step 5. In the pop-up Warning window, review the message and click Got it.

Procedure 3. Discover and add Spine and Leaf switches to the BE Fabric

Step 1. From the Manage > Fabrics view, click the backend fabric name to add switches to the fabric.
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Q Q ® | K sdmin

»,  AIPOD-BE-FABRIC Retesn [ ciors ~ IS

AIPOD-ND-CL Eqit fabric settings
USTER Overview y Ci ivity gl ion and security  Configuration policies Anomalies  Advisories Integrati
—_ Add switchues
@ Recalculate and deploy
Home Anomaly level @ Healthy Advisory level @ Healthy Recent activity . Bw all
omates fi R Configuration >
No anomalies found No advisories found
X TSTT \f;f«.:ﬁfed successtully: AIPOD-BE-FABRIC 0y a{ \opiecring 5
Manage Enabled telemetry on AIPOD-BE-FABRIC by agmin | Maintenance >
General Sep 23, 2025
Telemetry >
Q Fabric name Type Fabric created successfully: AIPOD-BE-FABRIC by ad
Anatyze AIPOD-BE-FABRIC AIVXLAN EVPN - Sep 23,2025
iBGP
License tier
RGP ASI g g .
o Premier ASN Inventory View hardware resources  View capacity
Admin 65200
Security domain
all Fabric group O switches = 0 vec pairs $23
N/A
Config-sync status
o Deployment status o =
© Enabled Other devices 2 z
Telemetry status §
© NIA In-bana IPvd elemetry -§
© Enabled AIPDD-ND- =
CLUSTER — " Py 2ot 5
CLUSTER Interfaces () Physical @ Al View interface statistics 3
5 0 total a
Switches software version Fabric bugs
N/A Show more

Step 2. Click Actions > Add switches. Specify the following:
o SeedIP
« Authentication/Privacy
o Username and Password
e Max Hops

¢ Uncheck Preserve Config

s Nexus Dashboard Qa Q ® Q admin

. Add switches - Fabric: AIPOD-BE-FABRIC b %
AIPOD-ND-CL Switch Addition Mechanism*
USTER (® Discover
~
Horve Seed Switch Details
Seed IP*
-
X [ 10115.90.4
Manage
o Ex: ©2.2.2.20* or "10.10.10.40-60" or “2,2.2.20,
Q 22221
Analyze
Authentication / Privacy*
-
2 ]
&o | MDS ) 3
Admin §
Username* Password* s
| =
‘ admin sescases Show o
— a
Max Hops* C Set as individual device write credential

Preserve Config

o Unchecking this will clean up the configuration an switch{es)
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Step 3. Click Discover Switches.

All switch configuration other than

Step 4. Click Confirm. Filter the discovered switch list to view just the switches you want to add.

b

Warning

[ Give feedback

after import. Do you want to proceed?

ot D

é@; Add switches - Fabric: AIPOD-BE-FABRIC b &
v
AIPOD-ND-CL Switch Addition Mechanism*
VSTER @ Discover
a
Home Seed Switch Details
Fabric Switch Authentication Protecol Username
X AIPOD-BE-FABRIC 10.115.80.4 mds admin
a
' Password Max Hops Preserve config
1 @ oisabled
Q D Set as individual device write g
credential
Analyze
N € Back
Admin
Edit Clear All
. Switch Name Serial Number 1P Address Model Version Status Progi &
& eesez FDO283618UU 10115.80.61 NIK-C9364D-GX2A 10.4(5) @ Manageabie
& se-Lr2 FLM28400117 10115.80.58 N9K-C93320-GX28 10.4(5) @ Manageable
BE-SP1 FDO283400SX 10.115.20.60 NIK-CO364D-GX2A 10.4(5) ® Manageable
e BE-LF1 FLM2840035L 10.115.80.58 NIK-C9332D-GX2B 10.4(5) @ Manageable
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Step 5. Click Add Switches.

‘dies’ Nexus Dashboard Qa Q@ ©® Q admin
Add switches - Fabric: AIPOD-BE-FABRIC X
AIPOD-ND-CL Switch Addition Mechanism*
MR (®) Discover
~
Home Seed Switch Details
Fabric Switch Authentication Protocol Username
X AIPOD-BE-FAERIC 10.115.80.4 mdS admin
Manage
Password Max Hops Preserve config
y ! ® Dizabled
a 0 Set as individual device write
! credential
Anstyze
2 € Back %
;i I 2
Admin 4
" 3
Discovery Results 3
z
Switch Narme contains BE Edit Clear All g
‘,_. Switch Name Serial Number IP Address Model Version Status Progress @
BE-SP2 FDO282618UU 10.115.80 61 NSK-C2354D-GX24 YW 10.4(5) @ nPrograss —
BE-LF2 FLM28400117 10.115.80.59 N9K-C2332D-GX2R 10.4(5) @ in Prograss —
BE-SP1 FCO26824008X 10.115.90.60 NIK-C9364D-CX24 10.4(5) @ inProgress —
BE-LF1 FLM2840035L 10.115.90.58 N9K-C3332D-GX28B 10,415} W In Progress —

Step 6. When the Status changes from In Progress to Switch Added, click Close.

Procedure 4. Verify/change role for switches added to the BE fabric

Step 1. From the left navigation menu, select Manage > Fabrics and select the backend fabric from the
list. From the fabric view, click the Inventory > Switches tab.

Step 2. For each switch in the list, verify Role is correct. To change the role, select the switch and then
click Actions and select Set role from the drop-down list.

“dseh Nexus Dashboard Q Q ® K admin
- AIPOD-BE-FABRIC = <
AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Config ion policies A i Advisories  Integrations  History
®a Switches VPCpairs  Other devices
Home
Fitter by attributes
N
M M Confi ti
st ) Name Anomaly level |P address Modol D RO
status
Configuration >
Q
Anslyze BE-LF1 © Healthy 10.115.80.58 NOK-CI3320-GX2B ®na Discovery 4
Set role
=
lo BE-LF2 @ Healthy 10.115.80.59 N9K-C8332D-GX28B Ona §
Admin E
‘:} BE-sSP1 © Healthy 10.115.90.60 NOK-CO3640-0GX2A ®na £4
o
E a8
(] Be-sp2 @ Healthy 10.115.80.61 NOK-CI364D-GX2A @ P N
Delete swilchles)

Step 3. In the Select Role pop-up window, select the correct role from the list and click Select.

Step 4. Click OK in the pop-up window with the warning to perform Recalculate and deploy to apply
the change.
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Step 5. Repeat steps 1 - 4 to change the role for other switches in the fabric.

el

asco Nexus Dashboard Q Q ® L admin
AIPOD-BE-FABRIC Refresh | View intopology w X
AIPOD-ND-CL
USTER Overview y C ivity Seg ion and security  Configuration polici A i Advisori Integrati History
® Switches VPCpairs Other devices
Home
Filter by attnbutes
X s
Manage D Name Anomaly level IP address Model :;:Sguratmn one Role RRA=d
Q [ se-LR1 © Healthy 10115.80.58 N9K-C3332D-GX28 ®na Lual
Analyze
D BE-LF2 © Healthy 10115.90.59 NGK-C9232D-GX28 @®na Leaf
do D BE-SP1 © Healthy 10115.80.60 NOK-CO364D-GX2A @ na Spine
Admin
[) se-sp2 © Healthy 10115.80.61 NIK-CI364D-GX2A o Spine

Step 6. Click the upper Actions button and select Recalculate and deploy from the drop-down list. If it
says one is already in progress, wait a few minutes and repeat the steps.

see Nexus Dashboard Q O @ | K admin
AIPOD-BE-FABRIC Rofresn actions « [
AIPOD-ND-CL :
VSTER Overview y Ci vity S ation and security  Config: policies A 1l Advisories Integrations History
@ Switches VPCpairs  Other devices
Home
Filwr by attributen Actions: v I x
X Recalculating config on switches §
Manage [ Name LU — odel :"_:':f"""m Sk Role &, &) ]
20% - Generating Spine Configuration £
Q [7) se-tr1 © Hoalthy K-CE3320-GX28 @A Lual g
Analyze s
[] se-Lr2 © Hoalthy W-CH332D-GX28 @ Leaf
do (] se-sm © Heatthy. 10115,50.50 NEIC-CE384D-6X2A @ Spine
Admin
[ se-spz © Healthy 10115:50.51 NOK-CH384D-GX2K N Spine

Step 7. You should see the Fabric as Out-of-sync with a count for lines of config. in the Pending
Config column based on the above recalculation.

"dies’ Nexus Dashboard Q Q ® K admin
& Deploy Configuration - AIPOD-BE-FABRIC b 4
W
AIPOD-ND-CL
USTER ‘ @
~ Config Preview Deploy Progress
Homa
x Fiter by attributes "g
’
Manage 3
Switch Name P Address Role Serial Number Fabric Status Pending Config status_ 3 Progress Resync Switch = &
Description o
s
Q 5
Analyza BE-LF2 10.115.90.58 Leat FLM28400117 @ out-of-sync 420 Lines Out-of-Syne — ReSyNC
%o BE-LFY 10.115.20.58 Leaf FLM2840035L @ out-of-sync 420 Lines Qut-of-Sync C— Resync
Admin
BE-SP1 10.115.90.50 Spine FD0282400SX ® out-of-Sync 5089 Lines Qut-of-Sync — Resync
BE-SP2 10.115.90.81 Spine FOO0283678UU @ out-of-Sync 508 Lines Out-of-Sync — Resync
.- -]

Step 8. To view the exact changes that will be deployed on each switch, click the lines of config in the
Pending Config column for that switch. Click Close.

Step 9. Click Deploy All.
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s’ Nexus Dashboard Q 0 ® | Q amn

Deploy Configuration - AIPOD-BE-FABRIC X
AIPOD-ND-CL
USTER N 1
% o
~ Caenfig Preview Deploy Progress
Home
Fllter by attributes E
X
Manage Switch Name IP address Status Status description Progress i) §
s
-
Q BE-LF2 10115.90.59 @ success Deployment o
Executed 419 / 419 -]
Analyze
BE-LF1 10115.90.58 @ success Deployment P!
EPY Exacuted 419 / 419
Admin
BE-SP1 Y 161158060 @ success Depl
Execuled 508 / 508
BE-SP2 10:115.90.61 @ success Deployment P!

Executed 508 / 508

Step 10. When the configuration deployment completes successfully, click Close.

‘dses’ Nexus Dashboard Q Q ® Q asdmin
AIPOD-BE-FABRIC X
v
APOD-ND-CL
USTER Overview Inventory Connectivity Segmentation and security Confi ion policies i Advisories  Integrations  History
P
Home Anomaly level @ Healthy Advisory level @ Healthy Recent activity View all
No anomalies found No advisories found
i Confi i fully for fabric AIPOD-BE-FABRIC by
‘-\ admin
Manage D minutss ag,
General Confi jon save action for fabric: AIPOD-BE-FABRIC by
Q Fabric name Type admin
S minutes ago
Analyze AIPOD-BE-FABRIC AIVXLAN EVPN -
iBGP Successfully set the role for switch BE-SP2 (FDO283618UU) to spine bv admin
License tier
3 GP AS
° Pramler BGPASN Inventory View hardware resources  View capacity
Admin 65200
Secunty domain
all Fabric group 4 switches = 0 vpc paies 32
N/A *
Config-sync status §
ployment status
®usme Osployment st o -~ B
© Enabled Other devices Ry =
Talemetry status 3
© NotoK In-band IPvé Telemotry a
© Enabled 400~
NEs. Interfaces () Physical @ A View interface statistics
CLUSTER
216 total
10.4(s) Show more
®m Upi82) mDownl(132) ) W Admindowni2) — NA{0)

Analytics summary

Conformance Congestion Connectivity

Unavailable © Healthy & Active Endpeints L3 neignhbors Inter-faoric

Traffic analytics

Not Enabled
Segmentation and security
VRFs Security groups Nelworks
Energy Management 0 0 0

Navigate to the Ensrgy Management page to generate a report.

Procedure 5. Review fabric state and upgrade software as needed

Step 1. ND may identify issues in hardware, connectivity, software and so on, reflected by the Anomaly
level. To view the flagged anomalies, go to Anomalies in the top menu bar. Address each anomaly to
prevent issues later, either by resolving them or acknowledging them.

Step 2. Review the Advisories and resolve or acknowledge them.
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Step 3. Evaluate and upgrade to the most current Cisco recommended Nexus OS release.

The backend fabric is now ready to connect to the UCS GPU nodes to enable GPU-to-GPU communication
across the backend fabric.

Modify QoS Policy on backend fabric

This procedures in this section will modify the default QoS policy deployed by the Al/ML fabric template used to
deploy and configure the backend fabric.

Assumptions and Prerequisites
o Backend VXLAN fabric deployed
o Al Fabric template with default QoS policy enabled

Table 21. Setup Information for BE Fabric QoS

Parameter Type Parameter Name | Value Parameter Type / Other Info

QoS Policy Template

Default/Original Policy Template Name 400G | Al_Fabric_QOS_400G

New Policy Template Name AIPOD-BE-QOS-400G

PFC MTU 9216 Default for this release: 4200
Bandwidth Percent for ‘c-out-8qg-q3’ 90 Default = 50

Bandwidth Percent for ‘c-out-8q-q-default’ 90 Default = 50

Deployment Steps
To change the QoS policy deployed in the backend fabric, follow the procedures below using the setup
information provided in this section.

Procedure 1. Create new template from default QoS policy template

Step 1. From a browser, go to Cisco Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. Go to Manage > Template Library.
Step 3. Filter on QOS in the top search bar.

Step 4. Select the default QoS policy that was applied when the backend fabric was deployed using
the default Al fabric template.

Step 5. Click Actions.

Step 6. Select Duplicate template from the drop-down list.
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a0 ® | Q amn

Template Library Refresh
AIPOD-HD-CL
USTER
Mama contains qos Edit Claar All
)
Create new lemplals
Home B Hame 4 Supported L SubType  Modifisd Tags ipti
Platforms . -
Ediil template properls:
o4 =0 =]
X ..,,-’Is.teln; oil‘;k Ediit. templatz content
REIR [ AlFaorc_oos_100G MEK POLICY DEVICE Z025-UE-08 05:01:58 qos_amL PO
with FRG and| - pualicate template
pfeﬂﬂrrlnﬁn'.
Q De ate template
Analyza Syslom Qus
: Impert
() &l Fabric 003 258 MSK FOLICY DEVICE 2025-08-08 05:01:58 T8 AINL -‘:m]:--* . mper
o predarinant{ Impert as 7ip
Admin .
System Qog § Impart fram gt
AlFabric_QOS_400G MK POLICY DEVICE 2025 0508 0507158 QoS _AIML ::'l"hc;iir:‘g; Expart
predaminanty g0 o
System Qo3 Marking and Queuing
D Al_Fabric_QO5_8000 MGk FOLICY DEVICE 2026-08-02 05:01:52 QosS_AIML
predomrinanty 2000 up inks
1114 Rows Selecled Rows per page [ 25 v ] 1| 2 »

Step 7. In the Template Properties section, specify a new name for the QoS policy template.

Dashboard

ahe Duplicate template b4
AIPOD-ND-CL
USTER Template Namea*
" o Tomplate Properties ‘ [ AIPOD-BE-QO5- 400G J
Hatme Description
2 System Gos Marking and Queuing policy for NSK Cloudscale Serles HW
K with PFC and ECM for systams with predominantly 400G uplinks
Manzge
Tags
Q l QaS_AIML X l _;}
Analyze %
Supported Platforms* 3
e
° [ wk (] wak [) M3s00 (] M5K [ | N5500 [ | NS6OO0 g
Adriin

[] wek ) now @ wek [) mos ] voc [ Nek-sooov
[7] 1os-xE [] 105-XR [ Others [_] All Nexus Switches

Template Type*
[ POLICY . ]

Sub Template Type*
[ CEVICE - ]

Content Typa*
[ TEMPLATE_CLI - ]

Step 8. In the Template Content section, modify the bandwidth percent for two queues: c-out-8q-q3
to 90 and c-out-8q-q to 10. Also, scroll down and change PFC MTU to 9216.

Note: Bandwidth Percent for the above queues can be adjusted as needed for your environment.
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@(IsMandatory=false, DisplayName="Disable Watch Dog Interwal")
boolean DISABLE WATCHDOG_INTERVAL {

defaultvalue = false;

IH

@(IsMandatory=false, DisplayMame="Default queus MTU")
integer DEFAULT_QUEUE_MTU {

defaultValue = 9216;

b

@ IsMandatory=false, DisplayMame="WRED Min BW Threshold for AI 400G",
Section="Hidden")

integer AI_QOS_400G_MIN_BW {

defaultValue=950;

b

class-map type gos match-any ROCEv2
match dscp 26

class-map type gas match-any CNP
match dscp 48

policy-map type gos QOS_CLASSIFICATION
class ROCEvZ
sel gqos-group 3
class CNP
| set gos-group 7
class class-default
sel gos-group O

policy-map type queuing QOS_EGRESS_PORT
class type queuing c-out-8q-gb
bandwidth remaining percent @
class type queuing c-out-8g-g5
bandwidth remaining percent @
class type queuing c-out-8g-qé
bandwidth remaining percent @
class type queuing c-out-8g-g3
bandwidth remaining percent 90
if($$AI_00S_400G_MIN_BWES = "") {
random-detect minimum-threshold 15@ kbytes maximum-threshold 3800 kbytes
drop-probability 7 weight 0 ecn
4
else {
random-detect minimum-thresheld 95@ kbytes maximum-threshold 3800 kbytes
drop-probability 7 weight @ ecn
}
class type queuing c-out-8g-q2
bandwidth remaining percent @
class type queuing c-out-8g-gl
bandwidth remaining percent @
class type queuing c-out-8q-g-default
bandwidth remaining percent 10
class type queuing c-out-8q-q7
priority level 1

policy-map type network-qos qos_network
class type network-gos c-8q-ng3
pause pfc-cos 2
mtu 9216
class type network-gos c-8g-ng-default
mtu $$DEFAULT_QUEUE_MTU$S

if ($$DISABLE_WATCHDOG_INTERVAL$S = "true") {
}

else {

priority-flow-control watch-dog-interval on

}

system gos
service-policy type network-gos gos_network
service-policy type queuing output QO5S_EGRESS_PORT

pra
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Step 9. Go to Manage > Fabrics. Select the backend fabric from the list and click the backend fabric
name.

Step 10. Go to Actions and Edit Fabric Settings from the drop-down list. In the General tab, select the
new QoS policy template from the drop-down list for Al QoS & Queueing Policy.

el Nexus Dashboard

& Edit AIPOD-BE-FABRIC Settings x
Alnggﬁ_c" General Fabric management Telemetry External streaming
o~ Name *
Home
\, Type
Manage
Location*®
Q [ Raleigh, US ]
Analyze %
o
Overlay routing protocol 3
>
< s
Admin 2
o
BGP ASN* I
[ 65200 ]

Al QoS & Queuing Policy

I AIPOD-BE-QOS-400G v ]

License tier for fabric @

(O) Essentials () Advantage (®) Premier
Enabled features

B Telemetry @

Telemetry collection

Cancel

Step 11. To view the applied QoS configuration on the backend fabric switches, see the UCS Solutions
GitHub Repo for the CVD. The complete configs for each switch in the fabric are provided in the GitHub
repo (Nexus folder).

Enable GPU-to-GPU Networking between UCS GPU Nodes across Backend Fabric

Assumptions and Prerequisites

o Backend VXLAN EVPN fabric deployed
Setup Information

Table 22. Setup Information for GPU-to-GPU networking across BE Fabric

Parameter Type Parameter Name | Value Parameter Type / Other Info

BE Network
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Parameter Type Parameter Name | Value Parameter Type / Other Info

Network Name BE-MLPerf_VNI_33590
Layer 2 Only Enable checkbox
Network ID 33590
VLAN ID 3590
VLAN Name BE-MLPerf_VLAN_3590
Interface Description BE-MLPerf_VLAN
Ports Connecting to UCS Servers Assumed to be same on all leaf switches
Interface List Ethernet 1/1-8
Port type Access port (int_access_host) Default = trunk port (int_trunk_host)
Enable port type fast Enable checkbox
Deployment Steps

To enable GPU-to-GPU network between UCS GPU nodes across the backend fabric, follow the procedures
below using the setup information provided in Table 22.

Procedure 1. Configure ports going to UCS GPU nodes

Step 1. Filter the relevant interfaces going to UCS GPU nodes.

Step 2. Select the ports. Click the second of two Actions and select Configuration > Shutdown from
the drop-down list to administratively shut the ports going to UCS GPU nodes.
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AIPDD-ND-CL
USTER

Home

x

Managa

Anabyze

Admin

L

Step 3.

configure all ports going to UCS GPU nodes.

AIPOD-BE-FABRIC

Overview Inventory Connectivity Segmentation and security

Intarfaces  Interface groups

Operaticnal status == Up

Links

Switch cantains BE-LF

L3 neighbors

Palicies == int_trunk_nost

Configuration policies

Endpoints

Routes

Refresh | View in topology X

Intar-fabric

Spped == 200GE

Flows  Wirtual Infrastructurs

Edit

History

Clear All

Configuration H

Interface groug H
Maintenans: H

Bulk actions H

—

B Interface Switch Admin Cperational g ssan Pulicies Owertay e
status status

Ethernat1fl BE-LF1 T Up T up ok int_trunk_host
Ethernet]f2 BE-LF1 T up T up ak int_trunk_host
B Ethemati/s SE-LF1 T up A up ok int_trunk_host | Previsw

Caploy
Ethernetl/a BE-LF1 T up T up ak int_trunk_host

Ho shutdown
B Ethemetifs SE-LF1 1 up T up ok int_trunk_nost | Shutdown
Ethernet!/& BE-LF1 T up T un ak int_trunk_host
B Ethemety7 BE-LF1 T up T ue ok Int_trunk_host MNA
Ethemnatl/& BE-LF1 T v T v ak int_trunk_host Ma
Ethernetlf1 BE-LFZ T up T ue ak Int_trunk_kost MNA

Ethernetlfz BE-LF2 T up + Un ak int_trunk_host NA

Ethernetf3 BE-LFZ T up Tup ok int_trunk_host N
B Ethemetia BE-LF2 T up T un ok int_trunk_host NA

1B/17 Rows Selected

Rews per page

=
]
"
%
2
g
&

Select the shutdown ports. Click the lower Actions button and select Edit Configuration to
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APOD-ND-CL
USTER

Home

X

Manage

Q

Analyze

Admin

[ S

Step 4.
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Dashbi

Q Q @ | R s

Refresh | Viewin topology m by 4

AIPOD-BE-FABRIC
Overview Inventory Connectivity Segmentation and security  Config; policies A History
Interfaces  Interfacegroups  Links  Routing policies L3 Routes f Flows  Virtual Infrastructure
Dawa I host Edit Clear All
Create interface
Admin Operational 34
Interface Switch i Reason Policies Overlay notwork
status status
Fait
A tratively A
Ethemet1/1 SE-LF1 4 bown 4 Down d:';'['\"“ TEEY int_trunk_host NA Confiquration
“ 7 Intartace group
Ethemati/2 SE-LF1 4 Down BiDows UMV int_trunk_host A
domn sntenance
Administratively
Ethemet1/3 SELF1 4 Down L Down 3 "'”"' o Int_trunk_host A Bulk actions
o
Delete
Administrativery
Ethernati/a SE-LF1 L town LOoun  AOMINEHENEN e trunkhost A WSy
Ethernetl/5 SE-LF1 L Don J Down sl int_trunk_host NA ® in-sync
down
Administrativery
Ethernet1/6 SE-LF1 4 Down L Down i Y int_trunk_host A @ n-sync
Ethernet1/7 BE-LF1 & Down & Down o int_trunk_host Na @ in-sync
dom
Administratvely
Ethemet1/s SE-LF1 |, Down 4 Down o b int_trunk_host MA ® n-sync
= Administratively 5
Ethernetif1 BE-LF2 L Down L Down it ? int_trunk_host NA @ in-sync
domn
Administratively
Ethernet1/2 SE-LF2 4 pown 4 oown d:,'”n' i int_trunk_host N @ n-syne
Ethemati/2 BE-LF2 L Down 4 Down ’;"’“'"""‘“ K int_trunk_host NA @ in-sync
domn
Administratively
Ethemneti/a SE-LFZ & Down Goown  CREIEVEY it trunk host NA @ in-sync
ol
Ethemeti/s SE-LF2 L bown Gty  oministratvey int_trunk_host N @ in-sync

16/16 Rows Selectes

Configure the first port from the list.

Roms pereage [ 100 |

O

[ Give feedback
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Q Q @ | K sdmn

Edit interface(s) »
AIPCD-ND-CL
USTER 10f 16 Selected Interface(s) :
Intarface
2 BE-LF1: Ethemett/1
Home
Palicy*
N int_trunk_host >
Managa. Attachments®
>
Q
Analyza Poile
do General Paramatars  Storm Control
Admin
Enable BPDU Guard*
(= .
3
Erabie sEanning-tiee BOJUGUSY: Uues ensbie), fyse="Uisenls, ro= et i3 defat seitrgs 2
3
Configura BPDU Filtar g
[ no | °
: : ™ 7 a
ol spanning-tiee oo fit, aa="(00n 16 ctault sarti s

Spanning-tree Link-type

[ avto ‘

acky 2 Ink 1yFe far SRANNIng 166 Fratoso use, deradt & auto

Enable Port Type Fast

Cagbhe spareing-lies sdge pot Lebavio

MTU*

[ jumbo

MU fer tha Trartace

SPEED"
[ huta [

Intariaze Speed

Trunk Allowed Vlans*

Aeseed vares: o, sl o wien ranges fex: 1200500 200030001

Step 5. Click int_trunk_host under Policy. In the Select Attached Policy Template pop-up window,
select int_access_host from the drop-down list.
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Select Attached Policy
Template

[Q Search Attached Policy Template

epl_routed_intf
Interface template for creating a routed port for
the Endpoint Locator (EPL) feature

int_access_host
Interface template for creating an access
switchport

int_dot1q_tunnel_host
Interface template for creating a dot1q tunnel
switchport

int_freeform
Interface template for an interface using freeform

Step 6. Click Select.

Step 7. Make any other changes as needed. Click Save and click Next until all ports have been
configured.

Step 8. Click Save.
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i

AIPOD-ND-CL
USTER

Home

X

Manage

Q

Analyze

Step 9.
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Nexus Dashboard

Edit interface(s)

16 of 16 Selected Interface(s) :

Interface

BE-LF2 : Ethemet
Policy*
int_access_host >
Attachments*

0 Network >

General Parameters  Storm Control

Enable BPDU Guard*

( true

[nabie spanning-tree dpduguand: trug="enatie’ false="dia

Configure BPDU Filter

16! nz="raturn te detault settngs’

Spanning-tree Link-type

ning-trae bpdufitter, no=

efun to cafault sattings

‘ auto

Enable Port Type Fast

MTU*

& type for sparning tree pro

sl use, dafault

l jumbo

MIU for the intarface

SPEED™

1:

Click Deploy.

> Give feedback
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e Nexus Dashboard

0 Deploy interfaces configuration p <
AIPOD-ND-CL
USTER
@
~
Home Config preview s
Xy
Manage
Fliter by attributes
Q Fabric name Device name Interface Admin status Operation Status Pending config (@)
Analyze
AIPOD-BE-FABRIC BE-LF1 Ethemeti/1 4 Down 4 Down 12 Lines
% E-LF hotlf D Down
in AIPOD-BE-FABRIC BE-LF1 Ethemetl/2 & Down + 12Lines
AIPCD-BE-FABRIC BE-LF1 Ethernet1/3 & Dawn J Down 12 Lines
3
AIPOD-BE-FABRIC BE-LF1 Ethemet/4 4 Down - Down 12 Lines é
8
AIPCD-BE-FABRIC BE-LF1 Ethemetl/5 & Down v Down 12 Lines E
3
AIPCD-BE-FABRIC BE-LF1 Ethemetl/s J Dawn J Down 12Lines a
AIPCD-BE-FABRIC BE-LF1 Ethemetl/7 & Down & Down 12 Lines
AIPCD-BE-FABRIC BE-LF1 Ethernet1/8 & Down L Down 12 Lines
AIPCD-BE-FABRIC BE-LF2 Ethemetl1 L Dawn J» Down 12 Lines
AIPCD-BE-FABRIC BE-LF2 Ethemetl/2 & Down J» Down 12 Lines
AIPCD-BE-FABRIC BE-LF2 Ethemet1/3 J Dawn J Down 12 Lines
AIPCD-BE-FABRIC BE-LF2 Ethemet1/4 & Down & Dowmn 12 Lines
AIPCD-BE-FABRIC BE-LF2 Ethernetl/5 & Down J Down 12 Lines
AIPCD-BE-FARRIC BE-LF2 Ethemet1/6 & Down 4 Down 12 Lines
AIPCD-BE-FABRIC BE-LF2 Ethemetl)7 & Down & Down 12Lines
AIPCD-BE-FABRIC BE-LF2 Ethemet1/8 & Dawn J Down 12Lines
16 items found Rows per page { 20 ~ ]

{3

Step 10. Click the line count for each port in the Pending Config column to see the configuration being
deployed.

[

Pending config - AIPOD-BE-FABRIC - Ethernet1/1 - BE-LF1

Pending config  Side-hy-side comparison

1 interface ethernetl/1
2 no switchport trunk allowed vlan none
3 no spanning-tree port type edge trunk
4 no switchport mode trunk
5 interface ethernetl/1
6 switchport

7 switchport mode access

8 mtu 9216

9 spanning-tree bpduguard enable
10 spanning-tree port type edge
11 no shutdown

12 configure terminal

Step 11. Click Close.
Step 12. Click Deploy Config.
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‘diets’ Nexus Dashboard Q Q ® | A amin
AIPOD-BE-FABRIC retresn ( viewintopoiogy | ([ X
AIPOD-ND-CL X . ) . X . o X o . )
USTER Overview y Ci vity and security  Confi ation p -~ I Advisories Integrations History
a Interfaces  Interface groups Links  Routing policies L3 neighbors  Endpoints Routes Inter-fabric Flows  Virtual Infrastructure
Hamo
| X Policies == int_access_host Edit Clear All
-
Manage . N
D Interface Switch Ariain Dperationsl Reason Policies Overlay network ¢ S5O
status status 2
Q — :
Arakjes (] Ethernetift BE-LF1 T up Tup ok int_access_host NA
(] Ethernerij2 BE-LF1 T Uup Tup ok int_access_host NA
‘o 2=
Adinin (] Etherneti/a BE-LF1 T up TUp ok int_access_host N&
(] Ethemeti/a BE-LF1 T Up T up ok int_access_host N
%
| Ethernet1/5 BE-LF1 1 up 1T up ok int_access_hast NA |
b4
(] Ethernetife BE-LF1 T Up Tup ok int_access_host NA $
2]
(] Ethernetij7 BE-LF1 T up Tup ok int_access_host NA A
(] Ethernetie BE-LF1 T ue Tup ok int_access_host NA
[] Ethernetift BE-LF2 T up Tup ok int_access_host NA
[J Eetherneti/2 BE-LF2 T Tup ok int_access_host NA
|:| Ethernet1/3 BE-LF2 T U Tup ok int_access_host NA
(] Etherneti/a BE-LF2 T e Tup ok int_access_host NA
[J etherneti/s BE-LF2 T up Tup ok Int_access_host NA
[J Etherneni/e BE-LF2 T up 1 up ok int_access_host NA
[ ethemensz BE-LF2 e Tup ok int_access_host NA
[J Ethemenys BE-LF2 T up 1 up ok int_access_host NA

Procedure 2. Deploy L2 overlay network in the BE fabric for inter-node UCS connectivity

Step 1. From a browser, go to the Nexus Dashboard. Use the management IP of any node in the ND
cluster. Log in using admin account.

Step 2. From the left navigation menu, go to Manage > Fabrics.

Step 3. Select the backend Fabric from the list and click the backend fabric name.

“dste’ Nexus Dashboard Q Q @ | Q admin
Fabrics Refresh
AIPOD-ND-CL
USTER Fabrics  Fabric groups
Py
*
Home Filter by attributes E
°
$ Connec E
\ Name A Type Anomaly level Advisory level License tier ASN 5 & @ g
status -3
Manage [}
= a
Q) AIPOD-BE-FABRIC Y Al VXLAN EVPN - iBGP © Critical @ Warning Premier 55200 T up
Q
Analyze O AIPOD-FE-FABRIC Data Center VXLAN EVPN - iBGP © Healthy © Warning Premier 65101 T up
L]
Admin
2 items found Rows per page | 10 v
A 4

Step 4. Go to the Segmentation and Security > Networks tab. To deploy the backend network on
UCS nodes, click the lower Actions button and select Create from the drop-down list.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 165 of 395



“sds’ Nexus Dashboard Q Q ® | Radmn

AIPOD-BE-FABRIC Refresh m X

AIPOD-ND-CL
USTER Overview y C ivity ion and i Configuration policies Anomalies Advisories Integrations History
o Networks VRFs  Security groups  Securlity Security Protocol L4-L7 Services
Home
A
Ma e Create
il [7] Networkname  Network ID VRF name s % wa % Network status ~ VLANID VLAN hame =
o gateway/prefix gateway/prefix
x
°
9 g
Analyze 3
s
&2
& o
do a
Admin
Import
o row 4
Step 5. In the Create Network window, specify the following:

o Network name

« Enable checkbox for Layer 2 only or VRF name if it is a Layer 3 network
o Network ID (or use default)

o VLAN ID (or use Propose VLAN for system to allocate).

o For a Layer 3 network, if VRF hasn't been created already, you have an option from this window to also
create a VRF (click Create VRF).
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' Nexus Dashboard Q Q ® | K admin
. Create Network b4
AIPOD-ND-CL Network name*
USTER
[ BE-MLPerf_VNI_33590 ]
* Layer 2 only
Home
VRF name*
o I ]
Manage
Network ID*
Q [ 33590 ]
Analyze
VLANID
o [ ==
Admin

Network template*

Default_Network_Universal >

Network extension template*

Default_Network_Extension_Universal >

Generate Multicast 1P gl

Ad

se click only to rride the default value!

[ Give feedback

IPv4 Gateway/NetMask

C )

example 192

IPv6 Gateway/Prefix List

example 2001:db8::1/64,2001:db9::1/64

VLAN Name
EE-MLPGH_\/LAN_SSQO

If > 32 enable 'system vian long-name' fo S, disable V

Interface Description

[ BE-MLPerf VLAN ]

MTU for L3 interface

[ 1
L

Step 6. Click Create to create the Layer 2 overlay network.

o Nexus Dashboard Q Q @ | K admin
" AIPOD-BE-FABRIC Refresh [ View in topology m X
AIPOD-ND-CL
USTER Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integr:
2 Networks VRFs Securitygroups Security contracts  Security associations  Protocol definitions  L4-L7 Services 5%
Home §
°
Filter by attributes §
x ®
’ 2
o
Manage
o [CJ Network name NetworkiD VRFname 4 eve Helwork VLAN ID VLAN name & a
gateway/p.. gateway/p.. status
= () BE-MLPerf_VNI_33590 33590 NA O A 3590 BE
Analyze S MLPerf VLA

Step 7. Select the newly created network and deploy it on both leaf pairs. Click the lower Actions
button and select Multi-attach from the list.
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asco Nexus Dashboard

.
« e
.

AIPOD-ND-CL
USTER

>

Home

K

Manage

Q

Analyze

Admin

L

Step 8.

AIPOD-BE-FABRIC

Networks VRFs  Security groups  Security contracts

Security associations

a Q 6

Q admin

Refresh | View in topology Actions v X

Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integr

Protocol definitions

L4-L7 Services

asco Nexus Dashboard

AIPOD-ND-CL
USTER

Home

X

Manage

Q

Analyze

Admin

[N

Step 9.

=
o
o
2
T
Filter by attributes 3
o
2
o
1Pv4 IPv6 Network Create I
Network name NetworkID  VRF name > a
gateway/p.. gateway/p.. status i
Edit
BE-MLPerf_VNI_33590 33590 NA ®na Multi-attach
Multi-detach
Deploy
Import
1/1 Rows Selected Rows pe Export
Select both backend Leaf Switches.
Q O ® | R admin
Multi-Attach of Networks M
Select Switches Summary
x
Select Switches to attach all Selected Networks (1) E
o
@
Total No. of Attachment : 2 $
Filter by attributes g
Switch IP Address Serial Number Model Number Role VPC Peer Peer IP Foar Serial @
Number
BE-LF1 10115,90.58 FLM2840035L NOK-C9332D-GX2B leaf
BE-LF2 10.115.80.59 FLM28400117 N9K-C9332D-GX2B leaf

=) €D
4

Click Next. Select the row for the first switch and click Select Interfaces on the far right to
select the interfaces going to the UCS C885A nodes on that switch.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

Page 168 of 395



‘e Nexus Dashboard Q Q ® | Q admin

» Multi-Attach of Networks b 4
v
AIPOD-ND-CL
USTER () :o; (3)
~ Select Switches Select Interfaces Summary
Home x
3
Select Interfaces §
¥ 2 o
> Filter by attributes ;
M: 2
anage s
Peer A
Q D Network Name Switch Name Switch ToR Switches Interfaces List O Action (@)
Name
Analyze
af ( |
5 MLPerf VNI_33590

Admin BE- :
U Mipertynissseo  BELF2 { J

lCancell Previous m |

Step 10. Select all ports on the first switch that connect to UCS GPU nodes.

‘tses’ Nexus Dashboard Q Q ® | Q admin
D Select Interfaces of BE-LF1 & BE-MLPerf_VNI_33590 X
AIPOD-ND-CL
USTER

Filter by attributes

Interface/Ports i Ch I Numb Port Type Port Description Neighbor Info @
Home
x
Ethernet1/3 BE-LF1 NA access E
X g
@ Ethernet1/4 BE-LF1 NA access o
Manage g
Ethernet1/5 BE-LF1 NA access o
a8
Q Ethernetl/6 BE-LF1 NA access
Analyze
Ethernet1/7 BE-LF1 NA access
do Ethernet1/8 BE-LF1 NA access
Admin —
8/18 Rows Selected Rows per page | 10 v @ 2 >

Step 11. Click Save.
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“tuds Nexus Dashboard Q Q ® | K admin

- Multi-Attach of Networks X
AIPOD-ND-CL
USTER () _:e“
~ Select Switches SelectInterfaces Summary
Home
3
SelectInterfaces a
T
N Filter by attributes Bulk Paste 3
Manage 8
Peer Switch  ToR o
Network Name Switch Name 4 Interfaces List () Action [ A
Name Switches
Q
Analyze BE

MLPerf.VNI33590 o - Le : Select Interfaces
fo BE-
Admin MLPerfVNI33590 0 2 { ]

\ =) = 3

Step 12. Repeat steps 1 - 11 for the second leaf switch to select the ports going to the UCS GPU nodes
on that switch. Repeat for any remaining leaf switches if you have more than two.

asco’ Nexus Dashboard Q Q @ | Q admin
" Select Interfaces of BE-LF2 & BE-MLPerf_VNI_33590 X
AIPOD-ND-CL
USTER

Filter by attributes

~
Interface/Ports SwitchName Channel Number Port Type Port Description Neighbor Info &
Home
Etherneti/1 BE-LF2 NA access
X
4 Ethernet1/2 BE-LF2 NA access 2
Manage E
Ethernet1/3 BE-LF2 NA access -
>
o
Q Ethernet1/4 BE-LF2 NA access A
Analyze
Ethernet/S BE-LF2 NA access
‘o Ethernet1/6 BE-LF2 NA access
Admin
Ethernetl/7 BE-LF2 NA access
Ethernet1/8 BE-LF2 NA access
8/18 Rows Selected Rows per page | 10 v E] 2 )

== c3
A
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asco Nexus Dashboard

Q Q ® l Q admin

X

[ Give feedback

[P Give feedback

. Multi-Attach of Networks
AIPOD-ND-CL
USTER (7 ; =
A\ Select Switches Select Interfaces Summary
Home
Select Interfaces
4 Filter by attributes Bulk Paste
Manage
Network Name Switch Name Fieer Switch TOB Interfaces List © Action °&
Name Switches
Q
Analyze BE- { ]
MLPerfVNI_33590 BE-LF1 I Select Interfaces
2 e BE-LF2 [emn-a J
Admin MLPerf_VNI_33590
Step 13. Click Next.
‘dsco’ Nexus Dashboard Q O @ | Q admin
. Multi-Attach of Networks X
e
v
AIPOD-ND-CL =
USTER \’/ ) o‘
s Select Switches Select Interfaces Summary
Home
Summary
.\I
Manage
1 2
Q
Analyze
lo () Deploy later
Admin

@ Proceed to full switch deploy(recommended)

O Proceed to individual network deploy

Step 14. Click Save.
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asco. Nexus Dashboard Q Q ® | Q admin

. Deploy Configuration - AIPOD-BE-FABRIC X
I
v
AIPOD-ND-CL
USTER 0 ‘ )
s Config Preview Deploy Progress
Home
3
§ Filter by attributes %
o 8
lanage Switch Serial : Pending Status Resync ®
>
Name Idssee Reis Number ERAlcSats Config Description Progress Switch @ o
a
Q . QOut-of-
Analyze BE-LF1 10.115.90.58  Leaf FLM2840035L @ Out-0f-Sync 86 Lines ayhe —— ReSyNC
- Qut-of-
o BE-LF2 10115.80.59  Leaf FLM28400117 @ Out-0f-Sync 86 Lines s o— Resync
Admin ync
S 4

Note: Pending configuration being deployed on leaf switches is included at the end as a reference.

Step 15. Click Deploy All.

‘tses’ Nexus Dashboard Q 0 ® | K adm
. Deploy Configuration - AIPOD-BE-FABRIC D4
E .
AIPOD-ND-CL
USTER e
% Config Preview Deploy Progress
Home
s
Filter by attributes 3
~\/ °
’ 2
Manage Switch Name IP address Status Status description Progress @ E
3
I a8
Q BE-LF1 10115.90.58 @ success Deployment e
A completed. Executed 86 [ 86
nalyze
BE-LF2 10115.90.59 @ success Deploymet
2o completed. Executed 86 / 86
Admin

|

Step 16. Click Close.

Step 17. Click the network name and verify status is deployed.
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asco’ Nexus Dashboard Q Q 0® R admin

. Network Overview - BE-MLPerf_VNI_33590 [ Actions ~ LTS
AFODND-eL Overview Network Attachments  VRF
USTER
Py
Network Info Network Status
Home
Network Name Network ID VRF name Status
BE- 33590 NA @ oePLOYED
K MLPerf_VNI_33590
Manage
Fabric Name VLAN ID Network W DEPLNED 2 f_f
Q AIPOD-BE-FABRIC 3590 Template §
Analyze Default_Network_U... Temp 2
Default_Network_E... f'g’
o
2o a
Admin ' . - B e o -

Attached Roles Association

cisco. Nexus Dashboard

- Network Overview - BE-MLPerf_VNI_33590 Refresh
EIGELHES Overview Network Attachments VRF
USTER
Fa
s Filter by attributes v
Network . Configurat... . .
K [:] Metwork ID VLAN ID Switch Ports d Attachment  Switch role Fabric name @
name status
Manage
BE- AIPOD- 9
O 33580 3590 BE-LF1 8 Ports @ DEPLOYED  Attached leaf BE- &
. o
Q MLPerf_VNI_3 FABRIC -]
Analyze uﬁ-
BE- AIPOD- g
E] 33580 3580 BE-LF2 8 Ports @ DEPLOYED  Attached leaf BE- o
o MLPerf_VNI_3: FABRIC a
Admin

Step 18. Click X in the top right corner to close this window.

Step 19. Filter the newly deployed network 16 ports. Verify the status of all ports.
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“de: Nexus Dashboard Q Q @ | R admin

% AIPOD-BE-FABRIC Refresh [ View in topotogy X
&
AIPOD-ND-CL « o ; . . ; : 25 % y .
USTER Overview Inventory Ci Y and security C guration poli A Advisories Integrations History
a Interfaces  Interface groups  Links  Routingpolicies L3 nelghbors  Endpoints  Routes  Inter-fabric  Flows  Virtual Infrastructure
Home
x Overlay network «= BE-MLParf VNI_33580 Edit Clear All
7
paeTage Admin Operati
= jperational s 190 o
Ls)
E] Interface Switch Giatie Rty Reason Policies Overlay network Sync status Anomaly level KA
Q BE-
Analyze [J Ethemetin BE-LF1 T up T up ok int_access_host R e @ n-sync © Haarthy
= 2 x
do [3 Ethernet1/2 BE-LF1 T up ™ up ok int_access_host e @ in-sync © Healthy g
o - MLPerf_VNI_33590 &
Admin 2
BE- 2
g int_a - Heatt 3
(] Etheret1/3 BE-LF1 1 up T up ok int_access_host S SCCAaEGE @ in-sync © Healthy g
(] Eethemetija BE-LF1 Tup Tup ok Int_access_host BE- @ in-sync © Heaithy
= o MLPerf_VNI_33590
BE-
thernet1/5 -LF1 U u int host in-! © Heart
D Ethernet1/ BE-L T up T up ok int_access_hosf MLPerf_VNI_33590 @ in-sync hy
(] Ethemetiie BE-LF1 Tup Tup ok intaccess_host oo @ n-syne © Hesithy
a » MLPerf_VNI_33590
[J ethemet1/7 BE-LF1 T up T up ok Int_access_host oe @ in-sync © Heaithy
a o MLPerf_VNI_33590
[[] ethemetijs BE-LF1 1 up 1 up ok int_access_host oF- @ wn-sync © Heatthy
MLPerf_VNI_33590
BE-
t1/1 = U Y g i t n-S © Healt!
(] Ethernetty BE-LF2 T up T up ok int_access_hos MLPerf.VNI_33590 @ o-syne hy
16 Items found Rows per page @

Step 20. Verify that ports on both switches are Up with an In-Sync status
Deploy NFS Storage on Everpure FlashBlade

This section outlines the procedures for provisioning NFS storage on Everpure FlashBlade. Portworx use this
NFS storage as backend to provision persistent storage for the Al/ML workloads running on Cisco UCS C885A
worker nodes in the Al POD training cluster.

The datastores are provisioned using management portal running on Everpure FlashBlade. The portal is
accessible through an out-of-band management interface. The UCS GPU nodes will use the frontend fabric NIC
to access storage on Everpure FlashBlade. When Red Hat OpenShift is deployed and Cisco UCS C885As nodes
are added to this cluster as worker nodes (later in the document), NFS storage data access can be validated
from each Cisco UCS C885A GPU node by performing controlled read and write operations using native NFS
tooling. Successful NFS mount and file I/O confirm network connectivity, protocol access, and

permissions. Once workloads are deployed, access can be additionally confirmed by observing active client
connections and data activity from the FlashBlade management and data flow over the frontend interfaces.

Deploying NFS storage on Everpure FlashBlade involves the following tasks:
« Configure subnet for NFS storage access
¢ Create NFS endpoint for NFS storage access

o Export NFS filesystem and specify access policies

Assumptions and Prerequisites
« Initial setup and configuration of Everpure FlashBlade is complete and ready for provisioning datastores

o Network connectivity from storage leaf pairs in the frontend fabric to Everpure FlashBlade has been
provisioned for NFS.

« LAG interface provisioned on Everpure FlashBlade
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o Server provisioned on Everpure FlashBlade

Setup Information

Table 23.

Parameter Type

NFS Subnet

Subnet Name

Prefix

VLAN

Gateway IP

MTU

LAG

NFS Network

Interface Name

Subnet

Address

Services

Selected Server

Export NFS Filesystem

Setup Parameters for NFS Storage Setup on Everpure FlashBlade

Parameter Name | Value

Pure-NFS-v3054

192.168.54.0/24

3054

N/A

9000

uplink

NFS-2_INT

Same as Subnet Name above

192.168.54.15

data

_array_server

Parameter Type

L2; Not routed

See prerequisite list above

See prerequisite list above

Server Name Same as “Selected Server’ above

File System Name <specify>

File System Type <specify>

Export Policy <specify> Enabled = True
Deployment Steps

To deploy NFS datastores on Everpure FlashBlade, complete the procedures below using the setup information
provided in this section.

Create Subnet for NFS Storage Access

Procedure 1. Subnet for NFS storage access

Step 1. From a browser, log into the management portal on Everpure FlashBlade.
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Step 2. From the left navigation menu, in the network section, go to Settings > Subnets & Interfaces.
Step 3. In the Create Subnet window, specify the following:

o Name for Subnet used for NFS storage access

o Prefix - IP Subnet

> VLAN (if tagged)

o Gateway IP (if routed)

o MTU - should be same end-to-end

o LAG - interface that will carry the tagged VLAN for NFS storage access. Assumed to be setup prior to
starting this configuration.

& > ©  ©NotSecure hips:[10.115.90.14/settings/subnets @ D D

Create Subnet

Pure-NFS-v3054
192.168.54.0/24
3054

e.g., 1.2.2501 or fd0l:abed:e120::2

Step 4. Click Create.
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Fa @ @ HotSecure  Bbpsy/10.115.80.14/setings/subneats @ O [o- @
g3 ) gpu-parttioning-g.. [ interCleud [ Tools [ InterCloud-DC [ Bighata [ Ucs2 [ CCA-0SF [ OS Training [ UCS Solutions [ Persanal [ Cisco Tools 3 [ ANl Beokmarks

1

PURESTORAGE Settings o

-&‘- Subnets & Interfaces

Subnets t2cf2 4 3
SYETEM Narme & Ennbled Prefix VLAN Gty MTU LAG Sarvices
Aerts anc Mofificalions Ay
Array Details Pure-MFS.
Truse: 192 168 54,074 054 000 uplinike daln = m
Attached Policies
Menitaring nett Truse 10115.90.0/26 o 105501 1500 . maragement, support E
NTP Servers
Suppat Interfaces t4ofd 4
HARDAYARE Mame & Enebled  Server Subnet Address VLAN Mask Gateway MTU Service
Bladus Any -
Drives -
- MFS-Z_INT  True aray_server  Pure-NFSA3054 1921685415 3054 255.255.255.0 2000 data E @
Harchware
Satti fmiadmind  True - netl 1015.9012 a 255255256192  10115.901 1500 suppart
= |ngS METWORK
Conmectors mZadmind  True - nett 104159003 i 255255255192 1015904 1500 suppart
Dlagnostics wir() True et 104158014 =] 56256256192 1015901 1500 managimin|
DNS

Create NFS Endpoint for NFS Storage Access

Procedure 1. NFS endpoint for NFS storage access
Step 1. From a browser, log into the management portal on Everpure FlashBlade.
Step 2. From the left navigation menu, in the network section, go to Settings > Subnets & Interfaces.
Step 3. In the Create Network Interface window, specify the following:
o Name for Interface used for NFS storage access
o Subnet - previously configured subnet for NFS storage access
o Address (IP address from the previously configured subnet)
> Services - data (for storage data as opposed to management or support)

o Selected Server - specify NFS server
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<« c © Not Secure  hitps:/10.115.90.14/settings/subnets

Create Network Interface

NFS-2_INT
Pure-NFS-v3054

Address 192.168.54. 15

Services

Selected Server array_server

Step 4. Click Create.

Step 5. Verify the deployed configuration as shown below.

PURESTORAGE « [ERLEE o
ﬁ'.‘ 2> Metwork Interfaces » NFS-2_INT

Search Settings Details Attached Policies

SYITEM Name NES-2 INT Mo policies found.
Aerts ang Motifications Enabled  True

Array Detalls

Server AlTay_server
Attached Polcies Subnet Pura-MF5-3
Manitaring Address 1921685415
NTP Servers WLAN 3054
Support Mask 2552552550
MTU 000
HARDYIARE
Service data
Blades
1
PURESTORAGE « [REEINEEE o

-&.‘- » Subnets & Interfaces » Pure-NFS-v3054

Search Settings

Details = Interfaces 1oil 4
SYSTER Name Pure-MFSv3054 Name & Enabled Server Address Mask Service
Alerls and Nolifications Enabled True Any
i Prefix 152168.54.0/24

Aray Details ! NFS.2_ INT True array_server 1827685415 2552562560  dalo =z m
VLAN 3054

Attached Policles
Gateway

Manitor

anitering MTU 2000
NTP Servers LAG uplink
Suppart Services daty

Export NFS Filesystem and Specify Access Policies

Procedure 1. NFS filesystem and access policies

Step 1. From a browser, log into the management portal on Everpure FlashBlade.

Step 2. From the left navigation menu, go to Storage > Servers.
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Step 3. Click the server name specified in previous procedure.

Step 4. Edit the NFS server configuration to specify a file system to export. Specify the File System
name, Type, export Policy and Enabled (True). Choose default policy or specify a policy that meets the
needs of your environment.

Step 5. Verify the deployed configuration as shown below.

PURESTORAGE Storage o
Array Servers File Systems Object Store
SreEE (1) » Servers » B _amay_server
Flle System Exports 1oetE ¢ 3 4 i
Export Name File System Type Palicy Share Policy Enabled Status
n Al o
Sronce-1 Bronca-1 NFS default - True = m
mils-lest nfslest NF5 il True = m
pr_zlfzBaeb-pvc-06ddbe06-1c28-4b32-0438-6B05627e20b2  pe_alfaZzeb-pvc-0..  NFS - - True = Eu'
pi_atfzBash-puc-1a6%3434-1229-4113-8d43-849a1bda3b3e px_alfadzeb-pvc-i. MNFS - - True =T
pe_alaBael-pyve-1Ta7bdbe-Oabl-410-2131-e09e 6 BIECe NF5 True = m
p_alfeBaeb-pyve-2daliBiG-27Tbe-46ae-h9e5-996036200480 NF5 - - True [E4 Eu'
px_slfzBaeb-pvc-G04cad 20-86f3-40e4-a218-70RETE54 2150 NF5 - - True =
pe_atfzBaeh-pvc-T7ab3d 54-2c0e-4543-b281-b2adedcBcEalb m_alfaBaeb-pyc-7..  NFS - - True (=)
pu_alfaBaeb-pyve-le23a1c0-892e-4214-07ca-OhES2 2986741 pe_allaBaeb-pyc-le..  NFS defaul - True = F]]-
ox_sfsBach-pvc-fod1a665-Tdon-4107-9654-62087e798d62  pr_aiSachpvcic.,  NFS - . True = m
Interfaces Hofl 4 3
Name & Enabled Subnet Address WLAN Mask Gateway MTL Setvice
Any
NFS5-2_INT True Pure-MF5-v3054  192168.5415 3054 250.255.255.0 5000 data = Eu'
DNS Settings £ Directory Service Test Active Directory Account 4+ test
MName management MFS Configuration = Name
Domain aipod.local Computer Name -
PURESTORAGE Policies o
E;] MFS Export » default
Search Policies .
NFS Export Rules Haft =}
FILE SYSTEMS Cliant Parmission Security | Access Anon UID  Anon GID  Transport Security  Secure fileid-32bit atima Index
Audit Al - Al . || [ T v | A
Policles STEE nw =5 no-squash - - nene False Falze True 1
QoS
SME . . X +
Details H File System Exports 1302 4 %
Snapsnot
WoRM Name default Export Mame Sarver File System  Enabled Status
Type rifs-export Al
QBUECT STORE
Enabled  Trus Bronco-1 aray_.. Bronco- True
Obyject Stare Access
nfs-lest AFFAY .., s-les| True
ACMINSTRATIVE ACCESS
Password p_olfoSaeh-puc-fc23a1c0-8520-4214- 07co-008922986101 ooy .. pe_atfaBo. True

55H Certificate Authority

Deploy Object Store on Everpure FlashBlade

This section outlines the procedures for provisioning S3-compatible object store(s) on Everpure FlashBlade.
This is needed in the different life-cycle stages of an Al/ML workload. For example, it can be used as a model
repo or to store results from automated pipeline runs and related metadata.

The datastores are provisioned using the Everpure management portal running on the FlashBlade. The UCS
GPU nodes will use the frontend fabric NIC to access storage on Everpure FlashBlade. When Red Hat OpenShift
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is deployed with Cisco UCS C885A as worker nodes in the cluster (later in the document), object store access
can be validated from each Cisco UCS C885A GPU node by performing controlled read and write operations
using native object store tooling. Successful object PUT/GET operations, confirm network connectivity, protocol
access, and permissions. Once workloads are deployed, access can be additionally confirmed by observing
active client connections and data activity from the FlashBlade management and data flow over the frontend
interfaces.

Note: In an OpenShift deployment, access to the object store(s) is through the OpenShift cluster IP. In this
design, traffic routed from the cluster IP subnet to the object store subnet in the same VRF.
Deploying S3-compatible object store on Everpure FlashBlade involves the following tasks:
« Configure subnet for object store access
« Create an Account and specify quota for the object store account
« Create a user, specify access policies, and generate Access Key to access the S3 bucket

o Create S3 bucket(s) for use

Assumptions and Prerequisites
« Initial setup and configuration of Everpure FlashBlade is complete, and ready for provisioning data stores.

« Network connectivity from storage leaf pairs in the frontend fabric to Everpure FlashBlade has been
provisioned for object store.

Setup Information

Table 24. Setup Parameters for Object Store on Everpure FlashBlade

Parameter Name | Value Parameter Type

Parameter Type

Object Store Subnet

Subnet Name S3-OBJ_NNET

Prefix 10.115.90.208/29

VLAN 570

Gateway IP 10.115.90.214 L2; Not routed

MTU 9000

LAG uplink See prerequisite list above

Object Store Network

Interface Name S3-OBJ_INT

Subnet Same as Subnet Name above
Address 10.115.90.210

Services data
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Parameter Type Parameter Name | Value Parameter Type

Selected Server _array_server See prerequisite list above

S3 Account and User

Account Name aipod-s3-account

Username rhoai-admin

S3 Bicket

Bucket Name <specify>

Quota <specify>
Deployment Steps

To deploy S3-compatible object store on Everpure FlashBlade, complete the procedures below using the setup
information provided in this section.

Create Subnet for Object Store Access

Procedure 1. Subnet for object store access

Step 1. From a browser, log into the management portal on Everpure FlashBlade.

Step 2. From the left navigation menu, in the network section, go to Settings > Subnets & Interfaces.

P @ O NotSeswre  hitps10.115.80.14/setting s/subnets r D 9@ ®
g3 0 gpu-parttioning-g... [ interCloud [ Tools [ InterCloud-DC [ BigData [J Ucs0 [ CCA-08F [ OS5 Training [ UCS Salutions [ Persanal [0 Cisco Tools 3 [ ANl Beokmarks

1

Settings [}
1‘# » Subnets & Interfaces

Search Settings

Subnets t2cf2 4
SYETEM Narme & Enabled Prefix VLAN Gty MTU LAG Sarvices
Aerts anc Mofificalions Ay
Array Details Pure-MFS.
Truse: 192 168 54,074 054 000 uplinike dala = m
Attached Policies C
Menitaring nett Truse 10115.90.0/26 o 105501 1500 . maragement, support E
NTP Servers
Support Interfaces t4oia 4 §
HARDAYARE Mame & Enebled  Server Subnet Address VLAN Mask Gateway MTU Service
Bladus Ay .,
Drives ——
- MFS-Z_INT  True aray_server  Pure-NFSA3054 1921685415 3054 255.255.255.0 2000 data E @
Harchware
Satti fmiadmind  True - netl 1015.9012 a 255255256192  10115.901 1500 suppart
eHings METWERK
Connectars mZadmind  True - nett 104159003 i 255255255192 1015904 1500 suppart
Dlagnostics wirgy True et 104158014 =] 56256256192 1015901 1500 managimin|
DNS

Step 3. In the Create Subnet window, specify the following:
o Name for Subnet used for Object Store access
o Prefix - IP Subnet
o VLAN (if tagged)
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o Gateway IP
o MTU - should be same end-to-end

o LAG - previously configured interface that will carry the tagged VLAN for object store access
&« [&] © Not Secure  hips:([10.115.90.14/settings/subnets

Create Subnet

S3-0BJ_NET

10.115.90.208/29

10.115.90.214
9000

uplink

Create Network Interface for Object Store Data Access

Procedure 1. Network interface for object store data access

Step 1. From a browser, log into the management portal on Everpure FlashBlade.
Step 2. From the left navigation menu, in the network section, go to Settings > Subnets & Interfaces.
Step 3. In the Create Network Interface window, specify the following:

o Name for Interface used for NFS storage access

o Subnet - previously configured subnet for NFS storage access

o Address (IP address from the previously configured subnet)

> Services - data (for storage data as opposed to management or support)

o Selected Server - specify server
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© Not Secure  hitps:[f10.115.90.14/settings/subnets

Create Network Interface

Subnet

Address

Services

Selected Server

S3-0BJ_INT

S3-OBJ_NET

10.115.90. P10

data

_array_server

Cancel

Step 4. Click Create.
<« c © Mot Secure  hittps:[10.115.90.14(storage/servers|_array_server r @ o 2 @ @
PURESTORAGE Storage
Array Servers File Systems Object Store
Storage -
ED » Server £2 _array_server
File System Exports 133 <4 &
Export Name File System Type Policy Share Policy Enabled Status
Bronco-1 NFS True ]
px_atfaBaeb-pve-fc23alc0-892e-42f4-b7ca-0bB9229861al NFS True ﬁ
Protocol Disable -
px_atfaBaeb-pve-fc23a1c0-892e-4214-b7ca-0bB9229861a1 SMB r False 4 &
Interfaces t2c0f2 4§
Name & Enabled Subnet Address VLAN Mask Gateway MTU Service
iy
N True *ure-MNFS-, 1 192168.54 4 3054 255.255.255.0 2000 data m
True S3-081_M 10M5.90.210 570 255255255248 10M5.90.214 9000 data m
DMNS Settings = Directory Service Test Active Directory Account + Te:
Name management NFS Configuration Name
Cemain aipod.Jocal Computer Name
Nameservers 10115.90.123, 10.115.90.124 Enabled False Join QU
Source URIs Domain
Services management, data Base DN
Bind User

Bind Password

Create Account and Provision User

Procedure 1. Account and user

Step 1.
Step 2.

From a browser, log into the management portal on Everpure FlashBlade.

From the left navigation menu, go to Storage > Object Store.
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Step 3. In the Accounts section, click '+' to create an account and specify quotas.

Step 4. Click the created account. In the Users section, click '+' to add a user.

Step 1: Create User

Account Name aipod-s3-account

User Name rhoai-admin

Step 5. In Step 1: Create User window, specify username. Click Create.

Step 2: Add Access Policies to user 'aipod-s3-account/rhoai-admin’

Available Policies Selected Policies

14 selected Clear all
aipod-s3-account/aipod-s3-access-policy aipod-s3-account/aipod-s3-access-policy
pure:policy/bucket-configure pure:policy/bucket-configure
pure:policy/bucket-create pure:policy/bucket-create
purespolicy/bucket-delete pure:policy/bucket-delete
pure:palicy/bucket-info pure:policy/bucket-info
pure:policy/bucket-list pure:policy/bucket-list
pure:palicy/full-access pure:palicy/full-access
pure:policy/object-delete pure:policy/object-delete
pure:policy/object-list pure:policy/ohject-list

pure:policy/object-lock pure:policy/object-lock
Create a new Access Policy

The full-access policy grants full rights for now and in the future as new policies and permissions are added!

Step 6. In Step 2: Add Access Policies window, choose the relevant access policies for the newly
created user. Click Add.

Step 3: Add Access Key to user 'aipod-s3-account/rhoai-admin’

@ Create a new key O Import an existing key

Step 7. In Step 3: Add Access Key to User window, choose the radio button for Create a new key.
Click Create. This action generates the Access Key ID and Secret Access Key for the user.
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Access Key

+ Access key created successfully!

User Name  aipod-s3-accountrhoai-admin

Access Key ID  PSFBSAZROMLCIDFEPBBLEPOKNPMKHPBEKIADPEIMA

Secret Access Key Show

This is the only time that secret access keys can be viewed or
downloaded. You cannot recover them later. Howewver, you can
create new access keys at any time.

o] o

Step 8. In the Access Key window, copy and save all the information in a secure place. You will need
this information to access the S3 bucket when it is created.

Deploy S3 Bucket on Everpure FlashBlade

Procedure 1. S3 bucket on Everpure FlashBlade

Step 1. From the left navigation menu, go to Storage > Object Store.

Step 2. In the Buckets section, click '+' to create a new S3 bucket. Specify a Bucket Name and Quota
Limit. Click Create.

Step 3. The S3 bucket is now ready for use. Repeat this procedure as needed to deploy additional
buckets.
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“« (& @ Mot Secure  hitps:f{10.115.90.14/storagefobjectstore b4 @ D 3 03 @

PURESTORAGE Storage

Array Servers File Systems Object Store

Storage

[} > Object Store

Guota Limit  Virtual Data Reduction Unique Destroyed  Tota Object Count  User Count  Role Count

20007 0.00 - 000 0.00 000 ‘o 1 Q
Accounts Space  Public Access LE TR
Name & Quota Limit Available Wirtual = Hard Limit Created
All «| Al =

aipad-s3-account 2T - 000 False 2025-11-04 16:12:52 = m
Access Keys +1of1 3
Access Key ID Enabled User & Created

All - All
PSFESAZRIGKLNPKKJLACEDBENIGLOKNLBAFGKGOCD True aipad-s2-account/aipod-admin 20251-04 16:32:46 E
Buckets w Space  Eradication Config | Objectlock | Public Access 120f2 =4 3§
Name & Account Quota Limit Available Virtual Hard Limit Created Versioning Bucket Type

Al v Al v All w All

medekrepo alpod-s3-acc... 27T - 0.00  False 2025 11-0417:01:36  nene multl-site-writable E
pipeline-artif.,  aipod-s3-acc.. 27T - 000 False 2025-11-0417:02.35  none multi-site-writable H

Destroyed (0) w

Deploy UCS Management Nodes from Cisco Intersight

This section serves as a placeholder to provision a Cisco UCS X-Direct system with 3 servers as OpenShift
control nodes. This deployment is not covered in this document as this information can be found in several
CVDs on Design Zone. A PDF of the relevant sections from a similar deployment will be made available in the Al
POD GitHub repo (UCS section). These CVDs can be used to generate a server profile template in Cisco
Intersight that captures the configuration of these servers. To provision the UCS control nodes in the cluster, the
server profile template can be used to instantiate multiple server profiles to individually provision each server.

The UCS control nodes should be configured minimally with one network interface in the OpenShift Cluster
management (same as IB-MGMT VLAN) network. Additional interfaces (for example, storage) can be added
later using the Red Hat NMState operator in OpenShift. In this CVD, the control nodes are also worker nodes
(OpenShift compact cluster) in order to host services and other virtual machines using OpenShift virtualization.
The deployment of OpenShift virtualization and services VMs is outside the scope of this document.

It is important to note that Red Hat OpenShift Assisted Installer provides a key integration for Cisco Intersight
that simplifies the installation of OpenShift on bare metal servers. As shown in Figure 17, the Assisted Installer
workflow includes a link to add servers directly from Cisco Intersight.
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Figure 17. Assisted Installer - Cisco Intersight

Add hosts x

@ Discovery ISO is ready to be downloaded.

Adding hosts instructions

1. Download the Discovery ISO (onto a USB drive, attach it to a
virtual media, etc.) and use it to boot your hosts.

2. Keep the Discovery ISO media connected to the device
throughout the installation process and set each host to
boot only one time from this device.

3. Booted hosts should appear in the host inventory table. This
might take a few minutes.

Add hosts from Cisco Intersight [

Discovery ISO URL
https://api.openshift.com/api/assisted-images/bytoken/eyJh... N
Command to download the ISO:
wget -O discovery_image_acl0O-ocp.iso 'https;//api.openshift.. Il

O Never share your downloaded I1SO with any else. Forwarding it
might put your credentials and personal data at risk.

Download Discovery ISO Close ‘ Edit ISO configuration

This integration allows the UCS servers managed by Cisco Intersight to be discovered within the Red Hat
OpenShift Assisted Installer (Figure 18), enabling a seamless installation of either the discovery or full ISO.
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Figure 18. Select Servers
[1eils

‘tiste Intersight

Execute Workflow: Boot servers frot

Execute Workflow

General

Organization* (O

[ AI-POD_ORG d J

Workflow Inputs

IS0 URL*

[ hitps:{fapi.openshift.com/fapifassisted-images/byloken/aey)

Servers* Mo Servers Selected &

Select Servers

(9]
T

Name

= Filters 10 results

Platform Type

Mgmt Ip Addr.. {5

Al-Pod-UCS-1-3

Al-Pod-UCS5-1-2

Al-Pod-UCS-1-4

Al-Pod-UCS-1-5

Al-Pod-UCS-1-8

CBELA-WIHZS030007

CEESA-WIHZ2020001

CEESA-WIHZ2030004

CBBBA-WIHZS020006

Al-Pad-UCS-1-1

BO00000O00\®AO

Selected 3 of 10 Show Selected

Unselect All

IMCElade

IMCElade

IMCElade

IMCElade

IMCEBlade

UCsCass

UCSCaEs

UCSCaEE5

ucscass

IMCEBlade

10.115.80.73

10:115.80.72

1011567162

1011567163

1011567164

10,115.67.161

10.115.80.71

Rows per page | 10 -

For more information on this feature,

see:

https://intersight.com/help/saas/orchestration/tutorial workflow/workflow OpenShift

Deploy Red Hat OpenShift on UCS Servers

This section details the procedures to bring up a Red Hat OpenShift cluster using Cisco UCS servers. The
provisioned UCS servers (via Cisco Intersight, Redfish, or GUI) will serve as control and worker nodes in the

cluster.

The cluster will first be brought up as a compact cluster where control nodes are also worker nodes. The three
control nodes in this deployment will be Cisco UCS X-series M8 servers in a Cisco UCS X-Series Direct

chassis.

The Cisco UCS C885A M8 GPU servers will then be added to this cluster as worker nodes.

The procedures in this section:

o Setup prerequisites for deploying the cluster such as setting up an installer workstation, DNS, DHCP, and

SO on

o Deploy OpenShift cluster using Assisted Installer workflow from Red Hat Hybrid Cloud Console

(console.redhat.com)

o Post-deployment setup such as saving downloading oc tools, saving kubeconfig file, reserving resources
for system components, NTP, and so on

Assumptions and Prerequisites

o Cisco Intersight Account and licenses to access and manage UCS servers in the OpenShift cluster

o Red Hat Account to access Red Hat Hybrid Cloud Console (console.redhat.com)

¢ DNS, DHCP server deployed and ready for provisioning IP and DNS info for the UCS nodes in the cluster
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Setup Information

Table 25. Red Hat OpenShift Setup Information

Parameter Name | Value Additional Information

Parameter Type

OpenShift Installer machine

NTP

DNS Server

DHCP Server

10.115.90.65/26

1.ntp.esl.cisco.com
2.ntp.esl.cisco.com

3.ntp.esl.cisco.com

Primary: 10.115.90.123/26
Secondary: 10.115.90.124/26

Primary: 10.115.90.123/26
Secondary: 10.115.90.124/26

Red Hat OpenShift Cluster Prerequisites: DNS Setup

Base Domain

OpenShift Cluster Name

Sub-Domain

IP subnet for OpenShift Cluster

Default Gateway IP

APIVIP

Ingress VIP

aipod.local

ocp-c885

apps

10.115.90.64/26

10.115.90.126/26

api.ocp-c885.aipod.local

*.apps.ocp-c885.aipod.local

Red Hat OpenShift Cluster Prerequisites: DHCP Setup

OpenShift Control Nodes (UCS-X)

OpenShift Worker Nodes (UCS-C885A)

Red Hat OpenShift: Install Cluster
OpenShift Cluster Name

Base Domain

10.115.90.[83-85]/26

10.115.90.[86-891/26

ocp-c885

aipod.local
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Add at least two NTP sources for
redundancy

Windows AD Server used in this CVD.
Secondary is hosted on UCS
Management nodes using OpenShift
Virtualization

Windows AD server used in this CVD.
Secondary is hosted on UCS
Management nodes using OpenShift
Virtualization

10.115.90.81/26

10.115.90.82/26

vNIC: eno5
Compact Cluster so also worker nodes

CIMC IPs: 10.115.90.[.71-73]/26

UCS GPU Nodes
CIMC IPs: 10.115.67.[161-164]/26
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Deployment Steps

To deploy Red Hat OpenShift on an Al cluster with Cisco UCS management and worker (GPU) servers,
complete the procedures in this section using the setup information provided above.

Setup Prerequisites
To setup the prerequisites for installing a Red Hat OpenShift cluster, complete the procedures in this section
using the setup information provided in this section.

Procedure 1. Deploy and setup an installer workstation to manage the OpenShift cluster

Step 1. Deploy a Linux (Rocky Linux, RHEL, others) workstation to manage the OpenShift cluster using
CLL

Step 2. When the workstation is up and running, enable network connectivity to the IP subnet for the
OpenShift cluster being deployed.

Step 3. From the OpenShift Installer machine, create a new directory (for example: ocp-c885) for
storing all data related to the new cluster being deployed.

Step 4. To enable SSH access to OpenShift cluster, go to the newly created directory and run the
following commands to generate a SSH key pair to enable SSH access to the OpenShift cluster nodes.

Note: This must be done prior to cluster deployment. You can use either rsa or edcsa algorithm.

cd <new directory for cluster>
ssh-keygen -t rsa -N '' -f <path>/<file name>
eval "$(ssh-agent -s)"

ssh-add <path>/<file name>

[admin@ai-pod-c885-mgmt ocp-c885]% ssh-keygen -t rsa -N '' —f ~/.ssh/id_rsa
Generating public/private rsa key pair.

Your identification has been saved in /home/admin/.ssh/id_rsa

Your public key has been saved in /home/admin/.ssh/id_rsa.pub

The key fingerprint is:

SHA256:2nMGvhAsé6WoWKUrkxqeD@jrM6Q2MNzV2evwlimwlYzA adminQai-pod-c885-mgmt
The key's randomart image is:

+-———[RSA 3072]-——+

I I
I I
| I
[ - o I
|+ .E + S |
|+=0= 0 = . |
|0=%.0 0 = = |
|=B*0 o B.B . |
| +*0. LK. |
+-———[SHA256]——-— +

[admin@ai-pod-c885-mgmt ocp-c8851% [

Step 5. Verify that the ssh-agent process is running and if not, start it as a background task as shown
below:

[admin@ai-pod-c885-mgmt ocp-c885]% eval "$(ssh-agent -s)"
Agent pid 4187
[admin@ai-pod-c885-mgmt ocp-c8851%

Step 6. Add the SSH private key identity to the SSH agent for your local user.
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[admin@ai-pod-c885-mgmt ocp-c8851%

[admin@ai-pod-c885-mgmt ocp-c885]% ssh-add ~/.ssh/id_rsa
Identity added: /home/admin/.ssh/id_rsa (admin@ai-pod-c885-mgmt)
[admin@ai-pod—c885-mgmt ocp-c8851% N

Note: The SSH keys generated above will be provided to the Red Hat OpenShift Assisted Installer later in the
installation process. The installer adds these keys to the ignition files used in the initial configuration of
OpenShift nodes. You will then be able to SSH as user core without a password from this installer
workstation once OpenShift is deployed.

Procedure 2. Add DNS records for OpenShift cluster API and Ingress IP address

Step 1. On the DNS server, create a domain (for example, ocp-c885) and sub-domain (apps) under
the parent/base domain (for example, aipod.local).

Note: For this CVD, a Windows AD server is used for DNS.

The DNS configuration for this cluster is shown below:

2, DNS Manager b ] X
File Action View Help

o0 T XE 2 H6| 8 EE

& QNS Name Type Data
v § A-POD-AD1 Blapps
- F°’W"ddL°°',‘“'°dZ|°“°I‘ [Flai-pod-ca85-mgmt Host (A) 10.115.90.65
g msccs-aipodiocal || B api Host (A) 10.115.90.81
v .| aipod.local -
> [Elcontrol-0 Host (A) 10.115.90.83
) i [Flcontrol-1 Host (A) 10.115.90.84
3 tep Flcontrol-2 Host (A) 10.115.90.85
1 _udp [Flocp-cass-nfs-lif Host (A) 192.168.51.121
| DomainDnsZone: [Flocp-c88s-nfs-li Host (A) 192.168.51.122
% ForestDnsZones || [-]ocp-c885-s3-lif Host (A) 10.115.90.120
7 ocp-aid [Flocp-ca85-s3-1if Host (A) 10.115.90.119
v | ocp-c885 ﬂocp-c885-53-|if Host (A) 10.115.90.118
| apps ﬂotp-cS&S-sB-lif Host (A) 10.115.90.117

Procedure 3. Add DHCP Pools and configure the DHCP options for NTP, DNS, Gateway

Step 1. On the DHCP server, create DHCP scopes for OpenShift control and worker node subnets. For
this CVD, the DHCP service is enabled on a Windows AD server. See setup information in this section for
the IP addressing on the nodes.

Step 2. For each scope, the DHCP options for DNS, Router and NTP are configured as shown below:

Option Name Vendor Value Class / Policy Name
%012 Host Name Standard worker-0 None
%1015 DNS Domain Name Standard ocp-c885.aipod.local None
|z 003 Router Standard 10.115.90.126 None
i) 006 DNS Servers Standard 10.115.90.123, 10.115.90.124 None
iz, 042 NTP Servers Standard 10.101.217.202, 10.81.254.202, 72.1... None

Install the Red Hat OpenShift Cluster

To deploy the Red Hat OpenShift Cluster, complete the procedures in this section using the setup information
previously provided.

Procedure 1. Install OpenShift cluster using Assisted Installer from Red Hat Hybrid Cloud Console

Step 1. From a browser, go to console.redhat.com and log in with your Red Hat account.
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Step 2. Go to Red Hat OpenShift > OpenShift tile.

@ Red Hat Openshift

Build, run, and scale container-based applications - now
with developer tools, CI/CD, and release management.

OpenShift 2

Step 3. Click OpenShift.

Step 4. From the left navigation pane, select Cluster List.

Step 5. Click Create cluster.

o, 55 Red Hat Hybrid Cloud Consale =

Q -] @ Help Archana Sharma =

OpenShift OpenShift ¥ Cluster List *

Cluster List c
Dverview
Cluster Management

Filter by name or 1D... Y Cluster type = . Registercluster | View cluster archives
Dashboard - -

View cluster requests ® | Viewonly my clusters @
Cluster List

Step 6. Go to the Datacenter tab.

Step 7. In the Assisted Installer section, click Create Cluster.

OpenShift OpenShift

Chester Lt »  Chuster Type
Overview

Select an OpenShift cluster type to create

Cluster Management

Dashboard
& Cloud & Datacenter 0 Laocal

Cluster List
Advisor »

Assisted Installer
Vulnerability Dashboard 3

The easiest way to install OpenShift on your own infrastructure with step-by-step guidance, preflight validations, and smart
Subscriptions » defaults. This method supports multiple architectures.
Cost Management 3 Create cluster Run Agent-based Installer locally @

Step 8. In the Install OpenShift with the Assisted Installer workflow, for Cluster Details, specify the

Cluster name and Base domain. Select the OpenShift version from the drop-down list. Leave everything
else as is.
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= o i RedHat Hybrid Cloud Console =

Cluster List

Advisor >
o Cluster details
Wulnerability Dashboard »
Subscriptions »
Cost Management »
Products

Advanced Cluster Management [

Advanced Cluster Security ¥

OpenShift Al >

Openshift Virtualization

Operators
Resources

Learning Resources

Developer Sandbox B

Downloads

Releases

OpenShift OpenShift
Clyster List » Assisted Clusters » Mew cluster
Cverview
Cluster Management Install OpenShift with the Assisted Installer
Dashboard

Assisted Installer documentation ¥  What's new in Assisted Installer?

Cluster details
@ | I'minstalling on a disconnected/air-gapped/secured environment
Cluster name *

ocp-cBE5 L]

Base domain

aipod.local

Enter the name of your domain [domainname] or [demainname.com]. This
cannot be changed after cluster installed. Al DNS records must include the
cluster rame and be subdomains of the base you enter. The full cluster address.
will be:

ocp-c8B5.aipod local

OpenShift version *
OpenShift 41826 -

Learn mere about OpenShift releases B

CPU architecture

xB6_64 -

] Editpull secret &

Integrate with external partner platforms

Mo platform integration -

Mumber of control plane nodes @

3 (highly available cluster) -

O Include custom manifests @

Additionel manifests wil be applied at the nstal time for advanced
zonfiguration of the duster,

Hosts' network configuration

® DHCP only ) StaticIP, bridges, and bonds

@ Developer Preview

Step 9. Scroll down to the end of the page and click Next.

Step 10. For Operators, skip all options. Click Next.

Note: Multiple operators (network, GPU, storage, and so on) will be deployed later, after the cluster is

deployed.

Step 11. For Host Discovery, click Add Hosts.
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= o  E Fed Hat Hybrid Clous Console =

Cluster is not ready yet.

The fallowing requirement must be met:

tor et the reg

P -
Mext ,  Back _:l Cancel

] Archana Sharr|
) Install OpenShift with the Assisted Installer

CpenShift

Assisted Installer doc ion 4 What's new in Assisted Installer?
Owerview
Cluster Management
Dashboard 1 Cluster details Host discovery

- -,
Cluster List | Addhosts |
Cluster Lis 2 Operators . v
Advisor , @ Run workioads on control plane nodes @
O Host discovery
Vulnerability Dashboard » @ Information & Troubleshosting
o . . wing up?
Subscriptions » Pinimum hardware Hosts not showing up
Cast Management » 5 Metworking Host Inventory
Praduct:
roduets [ Oselected = Actions =
Advanced Cluster Management B
Advanced Cluster Security H H. f R. 1 5. 1 - 1 o T 1 “ 1
OpenShift Al »
OpenShift Viruakzation (£ ((.))
Operaters
Resources Waiting for hosts...
Learning Resources Hests might take a few minutes to appear here after booting.
© Hosts not showing up?

Developer Sandbox B
Downloads
Releases

The cluster must have exactly 3 dedicated control plane nodes. Add or remave hasts, or change their reles.

L & View duster events

Step 12. In the Add Hosts pop-up window, for the Provisioning Type, choose Minimal image file from

the drop-down list.

Step 13. For the SSH public key, upload the SSH keys previously generated on the Installer workstation.

Keep everything else as is.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

Page 194 of 395



Add hosts

( © To add hosts to the cluster, generate a Discovery ISO. ]

Provisioning type
Minimal image file - Download an ISO that fetches content on boot - |

S5H public key @
id_rsa.pub | Clear

ssh-rsa
AAAABINZaClycZEAAAADAQABAAABgQCNxFPZmQrAwvnPO2ZXs4X l
JWTILsmLOZyF2rA45JSEm8+KZD +bdMLLmmKfLsGBVVkbbSuhufb
M2wwBt2IbSdNzLdP52t3Lm537bclOfWnu/%jeBIIW7 JpDUbjp5S55spG
THzcfAHXEPIUEBSBZgCPk57V9tG62 +Ove+a/i4ip3QwF REVZWITKT

B T L T L R L T TR T e

Paste the content of a public ssh key you want to use to connect to the hosts inte this field.

Learn more [

) Show proxy settings

If hasts are behind a firewall that requires the use of a praxy, provide additienal infarmation
about the proxy.

[ Configure cluster-wide trusted certificates

If the cluster hosts are in a netwerk with a re-encrypting (MITM) proxy or the cluster needs
to trust certificates for other purposes (e.g. container image registries),

Cancel

Click Generate Discovery ISO.
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Add hosts

4 ™
@ Discovery ISO is ready to be downloaded.

Adding hosts instructions

1. Download the Discovery ISO (onto a USB drive, attach it to a virtual
media, etc.) and use it to boot your hosts.

2. Keep the Discovery 1ISO media connected to the device throughout
the installation process and set each host to boot enly one time from
this device.

3. Booted hosts should appear in the host inventory table. This might
take a few minutes.
. J

Add hosts from Cisco Intersight [

Discovery ISO URL
https://api.openshift.com/api/assisted-images/bytoken/ey JhbGciO... L]
Command to download the 1ISO:

wget -O discovery_image_ocp-c885.is0 'https:/fapi.openshift.comy... L]

© Never share your downloaded ISO with anyone else. Forwarding it
might put your credentials and personal data at risk.

Close Edit ISO configuration

Step 15. In the Add hosts window, click the link to Add Hosts from Cisco Intersight to deploy the
Discovery ISO on selected servers to start the installation process.

Step 16. You should now be directed to Cisco Intersight. Log in with your Cisco Intersight account that is
used to manage the UCS servers in the OpenShift cluster.
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asco. INtersight

Execute Workflow

General

Organization* @O

Execute Workflow: Boot servers from ISO URL

Workflow Instance Name &

[ AI-POD_ORG ’

] [ Workflow Instance Name

Workflow Inputs

ISO URL*

[ https://api.openshift.com/api/assisted-images/bytoken/ey hbGeiOi iUz TNilsINRScCIBIkpXVCJ9.eylleHAIOJE3Njl zM:( l

Servers* Mo Servers Selected ¢

Step 17. In the Execute Workflow: Boot Servers from ISO URL window. For Organization, choose the
Intersight organization that the UCS servers are part of. For Servers, click the pencil icon to the right of the
No Servers Selected and select the UCS servers that will be part of the OpenShift cluster.

e Intersight

Execute Workflow: Boot servers frot

Execute Workflow

General

Organization* (O

[ AI-POD_ORG J

Workflow Inputs

IS0 URL*

[ hitps:{fapi.openshift.com/fapifassisted-images/byloken/aey)

Servers* Mo Servers Selected &

Select Servers

Name

= Filters 10 results

Platform Type

Mgmt Ip Addr.. {55

Al-Pod-UCS-1-3

Al-Pod-UCS5-1-2

Al-Pod-UCS-1-4

Al-Pod-UCS-1-5

Al-Pod-UCS5-1-6

CBELA-WIHZS030007

CEESA-WIHZ2020001

CEESA-WIHZ2030004

CE8EA-WIH22020006

Al-Pad-UCS-1-1

BO00CO0OO0OO0OO0OEA8AO

Selected 3 of 10 Show Selected

IMCElade

IMCElade

IMCElade

IMCElade

IMCEBlade

UCsCass

UCSCaEs

UCSCaEE5

ucscass

IMCEBlade

Unselect All Rows per page | 10 -

10:115.80.73

10:115.80.72

1011567162

1011567163

10.115.67.164

10,115.67.181

10.115.80.71

Step 18. Click X to cancel the Select Servers window.
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atliailis
cisco

Intersight

Execute Workflow: Boot servers from ISO URL

Execute Workflow

General

Organization *

[ AI-POD_ORG

o Workflow Instance Mame ()

ce Name

e ] | Workflow Inst

Workflow Inputs

IS0 URL*

[ https:/fapi.openshift.com/api/assisted-images/bytokenfeyhbGeiOiJiUzITMilsInREc ClEIkpXVC I8 ey leHAIOJE3N|lzM: G

Servers® 3 Servers & =l Collapse

Al-Pod-UCS5-1-1
Al-Pod-UCS-1-2
Al-Pod-UCS5-1-3

Cancel

|ScheduIeExecution

Step 19.

The selected servers should now show up in the list. Click Execute to initiate a download of the

Discovery ISOs to the selected servers that will serve as control (or worker nodes) in the OpenShift cluster.

= Workflows Create Workflow
L] My Workflows  Sample Workflows s Al Workflows @
Dashboards
. [ C ] = Filters 62 results
o
o
Operata
Validaticn Status Last Execution Status = Top 5 Workflows by Execution Count Top 5 Workflow Categories System Defined To 32
® Hypercoverged 22 |
g'\ 0 invalid 1 (=) Success 2 ” - Yes G2 -
Configure ® Boot servers from |, 10 51 7 ‘
) vasid 61 ‘ . tan 7 1
- B Terratorm Cloud &
o]
o
analyze
[_' Dizplay Mame Descr... System De.. Defau... Executions Last Ewecu.. Failed.. Valida... La ¢
ste []  Beot servers fram 150 URL Boct serve..  Yes 1 10 @ Success Disabled 2 valid Ne oo

Step 20.
the UCS servers.

In the Workflows view, click the Requests icon in the top menu bar to monitor the booting of

C search C ® «@9® 0 ar @ 0
Requests x
4 All Raq
[ 0 Searz = Fitters 211 rasults th Export
Status Exacution Type
0 Failed 12 Exmcute 211
© success 195
[T Mama Status Initiator Targat Typa Target Mamo Start Time Duration [ &
[ 2 Sucewa AsnaMAECisE... Al-Fad-U05-1-3 M5
O [y asiianas AlFa 30
[ @ Buccess shamafise.. AlFod-USS 13 %
[ addSerearsFramiGo 2 Sucrean ashammagieise... Al-Fad-UCS-1-1, A-Fad-U05.. 3 minutes ago Fmis
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Step 21. You can also monitor the progress also by logging into the KVM console of each server. From
the left navigation menu, select Operate > Servers and then select one of the servers from the list. Click
the ellipses to the right of each server and select Launch vKVM from the drop-down list.

il Intersight

Virtual Media

= chat

Step 22. If the discovery image is loading correctly, you should see the above message at some point
during the boot process. This will take about 5 minutes to complete.

Step 23. Once the discovery image is loaded on all the nodes, return to the Hybrid Cloud Console and
Assisted Installer. Click Close.

Step 24. After a several more minutes, you should start seeing the servers show up one by one as nodes
in the Assisted Installer, in the Host Discovery > Host Inventory section. You can click View Cluster
events to view relevant events.

Step 25. When all servers have booted from the Discovery ISO, they will appear in the Host Inventory
list.

Step 26. For each server, under Role, specify whether it is a control, worker or compact node.
Step 27. Edit the hostname of each node by clicking on the default/current hostname.

Step 28. Expand each node and verify NTP is synced.

Daenst 1
Clyster List * Azsizied Clusiers * ccp-cBES
Install OpenShift with the Assisted Installer
Assistod Installer decumentation BF - What's new in Assisted Installer?
| Cluster dotails Host discovery
i Addhosts )
2 Operatars
L @
9 Host diseovery
0 Infarmation & Troukleshooting
Minirnure hardwars requiremernts  Hosts not showing up?
Host Inventory
[ Oselected = Actlors =
Ho.. 1 Role 1 st. 1 Discoveredon | [= Me. I Tot. I - 1
¥ gl Cantral pane node, Waorker = @ Ready 1572025, 226:02 AM nz2 125Tie SHL3IGE i
> a zontral Contrel slans node, Worker = ® Feady 1T/2025, 72316 AM ') 100 TiE 120 TR H
¥ contrgl-2 Conitrel plane node, Worker = © heady 152025, 23253 AM nz SO0 GE 168 T8 i
{ Back ) Canenl (| @ i custer cvents
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Step 29. Scroll down and click Next.

ThGenshi

ClisterList > Assisted Clusters > ocp-ciSs
Install OpenShift with the Assisted Installer

Assisted Installer documentation [ What's new in Assisted Installer?

1 Cluster details Storage

Hestna., T Role 1 Status [ Totalst. | Mumber... 1 [N |
2 Qperators

3 control-0 Cantrol plane nade, Warker @ Beady 51031 GB 10
3 Host discovery
> contrel-1 Control plane nade, Warker @ Ready 12078 o] H
o Storage
1 control-2 Control plane node, Warker @ Beady 166 TE n H
Metworking

All boatable disks, except for read-only disks, will be formatted during installation, Make sure to back up any critical data before proceeding.

[ Rack | Cancel [ B Viewcluster events |
S —~ e -~

Step 30. Expand each node and confirm that the M.2 boot disk is set as the Installation disk. Click Next.

Step 31. For Networking, choose Cluster-Managed Networking. For Machine network, select the
correct subnet from the list. Specify the API and Ingress IP in the corresponding fields. Leave everything
else as is.
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OpenShift

Cluster List »  Assisted Clusters » ocp-cB85

Install OpenShift with the Assisted Installer

Assisted Installer documentation [ What's new in Assisted Installer?

1 Cluster details Networking
Network Management
2 Operators @® Cluster-Managed Netwarking

O User-Managed Networking @
3 Host discovery

Networking stack type
4 Storage ® ®
Machine network *

e Metworking
10.115.90.64,/26 (10.115.90.64 - 10.115.90.127) v

APIIP @ *
10.15.90.81
IngressIP @ *
10.115.90.82
[J Use advanced networking
Configure advanced networking properties (e.g. CIDR ranges).

Host SSH Public Key for troubleshooting after installation

Use the same host discovery SSH key

Step 32. Scroll down and verify that all nodes have a Ready status.
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O e e L e e S T

(5] Networking
APIIP @ -

cangereat 101159081
IngressiP @ *
10.115.80.82
[ Use advanced netwarking
Configure advanced networking properties {e.g. CIDR ranges).

Host SSH Public Key for troubleshooting after i il

Use the same host discovery SSH key

- T F - T
H... 1 R.. t S.. 1 A 1 1 P, 1

> contrel-0 Control @ Ready enoS 10.115.80.83/26 - 00:25:b5:b5:0a:00
plane
node,
Waorker

IPv4 ad... MAC address 1 {~

> control-1 Control @ Ready enoS 10.115.90.84/26 - 00:25:b5:b5:0a:02
plane
node,
Warker

> control-2 Control @ Ready enos 10.115.90.85/26 - 00:25:b5:b5:0a:04
plane
node,
Warker

| Back Cancel | B View cluster events |

Step 33. When all nodes are in a Ready status, click Next.

Step 34. Review the information. Click Install cluster to begin the cluster installation.

ocp-c885

Installation progress

Started on
/52025, 311,08 AM

Installing 35%
O

2 @
Contrel Planes Initialization

Installing 2 contral plane Pending
node

PULHTECIE NN | Download kubeconfig

Download Installation Logs

G View cluster events |

@ Download and save your kubeconfig file in a safe place. This file will be
automatically deleted from Assisted Installer's service in 20 days.

~ Hostimventory {3) 3

Ho.. 1 Role 1 Status | Discaweredan | cP. 1 Me. I To.. 1
3 cortral-0 Contrel plane nede, Worker i Installing 2/7 TMPSF2025, 23302 AM n2 125 TiB 51031 GB H
3 coritral-1 Contrel plane nede, Worker i Iestalling 247 TfSF2025, 23306 AM 60 100 Tie 12078 1
3 conltral-2 Contrel plane node, Worker (boolstrap) i Iestalling 2410 TS 202, 2253 A m2 51200 GiB TEETE 1
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Step 35. On the Installation progress page, expand Host inventory. The installation will take 30-45
minutes.

OpenShift

Cluster List » Assisted Clusters » ocp-cB885

ocp-c885

Installation progress
Started on

11/5/2025, 3:11:09 AM

Installed on 11/5/2025, 3:45:15 AM

Control Planes Initialization

3 control plane nedes Completed

installed

[ @ Installation completed successfully ]

- ~ -,
Launch OpenShift Console [ Download kubeconfig | | View cluster events |

Download Installation Logs

Web Console URL
https://console-openshift-console.apps.ocp-c885.aipod.ocal 4
© Not able to access the Web Console?

Username

kubeadmin

Password

0 Download and save your kubeconfig file in a safe place. This file will be automatically deleted from
Assisted Installer's service in 20 days.

0 Add new hosts by generating a new Discovery 150 under your cluster's "Add hosts" tab on

console.redhat.com/openshift [£.

Step 36. Scroll down to view the Host inventory. If the installation completes successfully, all nodes
should have a Installed status.

v Hostimventory (2) &

Hos.. 1 Role 1 Status 1 Discoveredon 1 cP. 1 Mem.. 1 To.. 1
» contral-0 Control plane node, Warker @ Installed /52025, 2:35:02 AM nz 125 T8 510.31GB
» contral-1 Control plane node, Worker @ Installed /542025, 233106 AM 160 100 TiE 120 TE
3 contral-2 Control plane node, Warker (bootstrap) @ Installed 1/5/2025, 2:32:53 AM 12 51200 GiB 168 TE

¥ Cluster summary

Step 37. You can expand each node and verify its configuration (for example, interface, IP addresses,
and so on).
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Step 38. Proceed to the post-installation setup in the next section.

Post-Install Setup
Once the OpenShift cluster is installed, complete the post-installation tasks and other verifications in this
section using the setup information previoulsy provided.

Procedure 1. Download and save important installation files - kubeconfig and kubeadmin password

Step 1. In the cluster install window, click Download kubeconfig to download and save kubeconfig file
in a safe location as instructed.

OpenShift

Cluster List » Assisted Clusters » ocp-c885

ocp-c885

Installation progress

Started on
11/5/2025, 3:11:09 AM

Installed on 11/5/2025, 3:45:15 AM

Control Planes Initialization

3 control plane nodes Completed

installed

[ @ |Installation completed successfully ]

' ™~ ™,
Launch OpenShift Console | Download kubeconfig | | View cluster events |
\‘\._ _./I .\\_ — 4

Download Installation Logs

Web Console URL
https://conscle-openshift-console.apps.ocp-c885.aipod.local £
© Not able to access the Web Console?

Username

kubeadmin

Password

©® Download and save your kubeconfig file in a safe place. This file will be automatically deleted from
Assisted Installer's service in 20 days.

© Add new hosts by generating a new Discovery ISO under your cluster’s "Add hosts" tab on
console.redhat.com/openshift [£.

Step 2. Copy the file to the OpenShift Installer machine.
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asharma@ASHARMA-M-WPRG OCP-CB85 % scp kubeconfig admin@l®.115.98.65:~/ocp-c885

admin@1@.115.98.65's password:

kubeconfig 100%
12KB 458.2KB/s 88:e0

asharma@ASHARMA-M-WPRG OCP-C885 %

Step 3. From the installer workstation, run the following commands to create the following directories
and move the file to specific location in the cluster directory.

[admin@ai-pod-c885-mgmt ~]$ cd ocp-c885
[admin@ai-pod-c885-mgmt ocp-c885]$ mkdir auth
[admin@ai-pod-c885-mgmt ocp-c885]$% cd auth/
[admin@ai-pod-c885-mgmt auth]$ mv ../kubeconfig
[admin@ai-pod-c885-mgmt auth]$ 1s

kubeconfig

[admin@ai-pod-c885-mgmt auth]$
[admin@ai-pod-c885-mgmt auth]$ mkdir ~/.kube

[admin@ai-pod-c885-mgmt authl]$ cp kubeconfig ~/.kube/config

[admin@Pai-pod-c885-mgmt ~1%

[admin@ai-pod-c885-mgmt ~1% cd ocp-c885
[adminPai-pod-c885-mgmt ocp-c8851%

[admin@ai-pod-c885-mgmt ocp-cB8851% mkdir auth
[adminPai-pod-c885-mgmt ocp-c8851%

[adminRai-pod-c885-mgmt ocp-c8851% cd auth/
[adminPai-pod-c885-mgmt authl$

[adminPai-pod-c885-mgmt authl$ mv ../ /kubeconfig .
[adminRai-pod-c885-mgmt authl$ ls

kubeconfig

[adminRai-pod-c885-mgmt authl$

[adminRai-pod-c885-mgmt authl$ mkdir ~/.kube

mkdir: cannot create directory '/home/admin/.kube': File exists
[admin@ai-pod-cB885-mgmt authl$

[admin@ai-pod-c885-mgmt authl$ cp kubeconfig ~/.kube/config
[admin@ai-pod-c885-mgmt authl$

Step 4. Return to post-cluster installation page on Red Hat Hybrid Cloud Console. Click the icon next to
kubeadmin password to copy the password.

Web Console URL

https://console-openshift-console.apps.ocp-c885.aipod.local £

© Not able to access the Web Console?

Username

kubeadmin

Password H

Step 5. On the installer machine, in a terminal window, run the following commands to copy and save

the kubeadmin password in a location specified below:

echo <paste password> > ./kubeadmin-password

[admin@ai-pod-c885-mgmt authl$ pwd

/home/admin/ocp-c885/auth

[adminPai-pod-c885-mgmt authl$

[admin@ai-pod-c885-mgmt authl$ echo 5ch5X-NgRSQ-xGrZF-jugTZ > ./kubeadmin-password
[admin@ai-pod-c885-mgmt authl$

[admin@ai—pod-c885-mgmt authl$ 1s

kubeadmin-password kubeconfig

[admin@ai-pod-c885-mgmt authl$ [

Procedure 2. Download oc tools
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Step 1. Return to the post-cluster installation page on Red Hat Hybrid Cloud Console and click Launch
OpenShift Console to login to the newly deployed OpenShift cluster.

Step 2. Pop-up window shows options for accessing the OpenShift cluster console without DNS
issues. You may need to add a DNS entry for downloads-openshift-console.apps.ocp-c885.aipod.local
as well.

OpenShift Web Console troubleshooting

In order to access the OpenShift Web Console, use external DNS server or local configuration to resclve its hostname. To do so, either:
~ Option 1: Add the following records to your DNS server (recommended)

apl.ocp-c885.aipod. local A 10.115.99.81
* . apps.ocp-c885.aipod.local A 10.115.90.82

> Option 2: Update your local fetc/hosts or fete/resolv.conf files

Launch OpenShift Console | Close |

Step 3. Once you have DNS entries in place for the new cluster, click Launch OpenShift Console
again. Log in using the kubeadmin and the kubeadmin password.

RedHat == 5 \ecadmin=
OpenShi = o @ kube:admin

Guick Starts

Wou are Ingged in as a temporary ssministrative user, Update the duster QAuth configuration +2 2low other

2% Adrmini

Documentation [

Overview Crermand | ina Taals

Home

Share Feadhack
Cluster

About
Wo . )
e " ~ Getting started resources (@ Lamming Portal [ *
) OpenGbft Rlag
Networking Setup your duster ild with guided docurmentation plore
Metwarkirg ] P yeur ol 2 Build with guided d taats ="

Step 4. From the top menu bar, click the ? icon and select Command Line Tools from the drop-down

Red Hat o] A
OpensShift - S

+]

2] kube:admin

‘fou are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to leg in.

% Administrator

Command Line Tools

Home
Operators Copy login command &

Workloads

oc - OpenShift Command Line Interface (CLI)

Metworking ) i o . i i .
With the OpenShift command line interface, you can create applications and manage OpenShift projects from a terminal,
The ac binary offers the same capabilities as the kubect! Binary, but it is further extended to natively support OpenShift Container Platferm features,
c for Linux for xB6_64 &

< for Mac for x86_84 &

Windows for xB6_64 &

r Linux for ARM 64

r Mac for ARM 645

r Linux for IBM Power, little endian @

c for Linux for IBM Z &

Storage

* Drownl

Builds.

Observe

* LICENSE

Compute

Step 5. Click Download oc for Linux for x86_64. Links to other tools are also available on this page.

Step 6. Copy the file to the OpenShift Installer machine.
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asharma@ASHARMA-M-WPRG OCP-C885 % scp oc.tar admin@1®.115.98.65:~/ocp-cB885

admin@1@,115.9@.65's password:

oc.tar 10@% 176MB  12.2MB/s 88:14
asharma@ASHARMA-M-WPRG OCP-C885 %

asharma@ASHARMA-M-WPRG OCP-C885 %

Step 7. Move and save the file in a sub-directory in the cluster directory as shown below.

[admin@ai-pod-c885-mgmt ocp-c885]$ pwd
/home/admin/ocp-c885

[admin@ai-pod-c885-mgmt ocp-c885]$ mkdir client
[admin@ai-pod-c885-mgmt ocp-c885]$ cd client
[admin@ai-pod-c885-mgmt client]$ mv ../oc.tar
[admin@ai-pod-c885-mgmt client]$ tar xvf oc.tar

oc

[admin@ai-pod-c885-mgmt client]$ 1s

oc oc.tar

[admin@ai-pod-c885-mgmt client]$ sudo mv oc /usr/local/bin

[sudo] password for admin:

[admin@ai-pod-cBB5-mgmt ocp-c8851% pwd
/home/admin/ocp-c885

[admin@ai-pod-c885-mgmt ocp-c8851%
[adminPai-pod-cB85-mgmt ocp-c8851% mkdir client
[adminPai-pod-cB85-mgmt ocp-cB8851%
[admin@ai-pod-cBBE-mgmt ocp-c885]1% cd client
[admin@ai-pod-cBB85-mgmt client]$ mv ../oc.tar .
[admin@ai-pod-cBB85-mgmt client]$ tar xvf oc.tar
oc

[admin@ai-pod—c885-mgmt client]$ 1s

oc oc.tar

[admin@ai-pod-cB85-mgmt client]$ sudo mv oc /usr/local/bin
[sudo] password for admin:
[admin@ai-pod-cBB85-mgmt client]$

Step 8. To enable oc tab completion for bash, run the following:

[admin@ai-pod-c885-mgmt client]$ oc completion bash > oc bash completion

[admin@ai-pod-c885-mgmt client]$ sudo mv oc bash completion /etc/bash completion.d/

Step 9. Verify the status of the nodes in the cluster. You can also confirm that SSH as core user (no
password) to the nodes work.

[adminRai-pod-cBB5-mgmt client]$ oc get nodes

NAME STATUS ROLES AGE VERSION
control-@ Ready control-plane, master,worker Hh35m v1l.31.13
control=1 Ready control=-plane master,worker 6h35m v1.31.13
control-2 Ready control-plane,master,worker &h15m vl1.31.13
[admin@Pai-pod-c885-mgmt client]$ oc get nodes —o wide

NAME STATUS ROLES AGE VERSION INTERNAL-IP EXTERNAL-IP 05-IMAGE
KERNEL-VERSION CONTAINER-RUNTIME

control-@ Ready control-plane, master,worker  6h35m v1.31.13 10.115.90.83 <none> Red Hat Enterprise

Linux Core0S 418.94.202510881222-8  5.14.0-427.93.1.el19_4.x86_64  cri-o://1.31.13-2.rhaos4.18.9it15789b8.el9

control-1 Ready control-plane,master,worker 6h35m v1.31.13 18.115.90.84 <nones> Red Hat Enterprise

Linux Core0S 418.94,202510081222-9 5.14,0-427.93.1.e19_4.xB6_64 cri-o://1.31.13-2.rhaos4.18.git15789b8.el?

control-2 Ready control-plane, master,worker 6h15m vl.31.13 10.115.98.85 <none> Red Hat Enterprise

Linux Core0S 418.94.282510081222-8 5.14.8=-427.93.1.el9_4.xB6_b64 cri-o://1.31.13-2.rhaos4.18.9it15789hb8.e19
[admin@ai-pod-cB85-mgmt client]$ [

Procedure 3. Set up Power Management for Bare Metal Hosts

Step 1. From the OpenShift cluster console, go to Compute > Bare Metal Hosts.
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Red Hat
OpenShift

kubeadmin =

‘fou are logged in as a tamperary administrative user. Update the cluster Ofuth configuration to allow athers to log in.

Crondobs

Project: All Projects =

Bare Metal Hosts

T Filer = Name = Search by name
Mane Status Mode Role Management Add... Serial Number
) control-0 @ Unmanaged @ contral-0 contral-plane, master, - FCH2E387E7H i
Ma pewer management warker
IR control-1 @ Unmanaged (D contral control-plane, master, FCH263278RK i
Mo powar managament worker
) cortrol-2 © Unmanaged @ contral-2 control-plane, master, - FCH26387E7F

Builds Ma powar management worker

Step 2. For each Bare Metal Host, click the ellipses to the right of the host.

Step 3. Select Edit Bare Metal Host and enable the checkbox for Enable power management. Specify
the BMC IP address, username and password that was previously provisioned in the Local User policy for

the server from Cisco Intersight. Also verify that the boot MAC address is the correct one for the specified

IP address.

Note: If you’re using a dedicated network for managing the hosts out-of-band, specify the mac address and
IP for that interface for Power Management. For an IPMI connection to the server, use the BMC IP
address. However, for Redfish to connect to the server, use this format for the BMC address:
redfish:///redfish/v1/Systems/<serial_number_of_server> and check Disable Certificate Verification.

Step 4. Click Save.

Step 5. In Compute > Bare Metal Hosts, the status of each host should display as Externally
Provisioned with the Management Address populated. Now you can manage the power on the OpenShift
hosts from the OpenShift cluster console.

Step 6. Repeat steps 1 - 5 for the remaining bare metal hosts in the cluster.

Procedure 4. (Optional) Reserve resources for system components on control and worker nodes

Red Hat recommends reserving cpu and memory resources for system components (kubelet, kube-proxy, etc.)
on the nodes. OpenShift can automatically determine the optimal system-reserved CPU and memory resources
for the nodes and update the nodes with these values when they start. This requires creating a KubeletConfig
Custom Resource (CR) and setting the autoSizingReserved: true parameter in this CR.

Step 1. For worker nodes, from the OpenShift cluster console, click the + icon in the top menu bar
and select Import YAML from the drop-down list. Paste the following into the Import YAML window.

apiVersion: machineconfiguration.openshift.io/vl
kind: KubeletConfig
metadata:
name: dynamic-node
spec:
autoSizingReserved: true
machineConfigPoolSelector:
matchLabels:

pools.operator.machineconfiguration.openshift.io/worker:
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RedHat
OpenShift

o @ kube:admin =

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

= Administrator

Froject: All Projects =

Home
Import YAML

Drag and drop YAML or JSOMN files into the editor, or ma nually enter files and use to separate each definition,

© Opt + F1 Accessibility help @ View shortcuts Shaw toaltips

Events

Operators

I R
Create | Cancel )

Step 2. Click Create.

A2 © kube:admin =

OpenShift

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to login.

8 Administrator

KubeletConfigs ¥ KubeletContig details

(@ dynamic-node Actions »

Details  YAML

SR KubeletConfig details

AP Explor
Mame

dynamic-nade

GpEEEE Labels Edit &

Worklo

Annatations
Networking 1annatation &

Created at

& Nov 5, 2025, 10:07 AM

Storage

Step 3. Repeat steps 1-3 for control nodes using the following configuration:

apiVersion: machineconfiguration.openshift.io/vl
kind: KubeletConfig
metadata:
name: dynamic-node-control-plane
spec:
autoSizingReserved: true
machineConfigPoolSelector:
matchLabels:

pools.operator.machineconfiguration.openshift.io/master:
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RedHat - o

OpenShift kubezadmin =

You are logged in as a temparary administrative user. Update the cluster OAuth configuration to allow others to leg in.

o Administrator

Froject: All Projects =

Import YAML

Drag and drop YAML or JSOM files into the editor, or manually enter files and use to separate each definition.

Overview
Projects

i © Opt + F1

9 View shartcuts Show tooltips

AP Explarer iguration.

Events

Operators

Workloads

MNetworking

Cancel

Storage

Step 4. Click Create.

Red Hat

= OpenShift = A2 O @ kube:admin+

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

= Administrator
KubeletConfigs »  KubeletConfig details

Home (@ dynamic-node-control-plane Actions =

Details YAML

KubeletConfig details

Name

dynamic-nede-cantrol-plane

Operators Labels Edit &
Ma labels
Workloads
Annctations
Networking Tannotation &
Created 5t o

7

Storage

@ nov 5, 2025, 10:08 AM

Procedure 5. Setup NTP on control and worker nodes

Step 1. Log into the OpenShift Installer machine and create a new sub-directory for storing machine
configs in the previously created cluster directory as shown below. Also download butane for creating the
configuration files.

mkdir machine-configs
cd machine-configs
curl https://mirror.openshift.com/pub/openshift-v4/clients/butane/latest/butane --output butane

chmod +x butane
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[admin@ai-pod-c885-mgmt ocp—c8851%

[adminPai-pod-c885-mgmt ocp-c8851% pwd

/home/admin/ocp-c885

[adminPai-pod-c885-mgmt ocp-c8851% ls

auth client

[adminRai-pod-c885-mgmt ocp—c8851% mkdir machine-configs

[admin@ai-pod-cB885-mgmt ocp—-cB885]% cd machine-configs/

[adminPai-pod-c885-mgmt machine-configs]$ curl https://mirror.openshift.com/pub/openshift-vé4/clients/butane/latest/but
ane ——output butane

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 9911k 160 9911k 2} @ 7653k ® 9:00:01 ©0:00:01 ——:——:-- 7653k

[adminPai-pod-c885-mgmt machine-configs]$
[adminPai-pod-c885-mgmt machine-configsl]$ chmod +x butane
[admin@ai-pod-cB885-mgmt machine-configsl$

Step 2. Create the following files for control and worker nodes with the correct NTP IPs. Place the files
in the machine-configs sub-directory.

File Name: 99-control-plane-chrony-conf-override.bu

variant: openshift
version: 4.18.0
metadata:
name: 99-control-plane-chrony-conf-override
labels:
machineconfiguration.openshift.io/role: master
storage:
files:
- path: /etc/chrony.conf
mode: 0644
overwrite: true
contents:
inline: |
driftfile /var/lib/chrony/drift
makestep 1.0 3
rtcsync
logdir /var/log/chrony
server l.ntp.esl.cisco.com iburst
server 2.ntp.esl.cisco.com iburst

server 3.ntp.esl.cisco.com iburst

File: 99-worker-chrony-conf-override.bu

variant: openshift
version: 4.18.0
metadata:
name: 99-worker-chrony-conf-override
labels:
machineconfiguration.openshift.io/role: worker
storage:
files:
- path: /etc/chrony.conf

mode: 0644
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overwrite: true
contents:
inline: |
driftfile /var/lib/chrony/drift
makestep 1.0 3
rtcsync
logdir /var/log/chrony
server l.ntp.esl.cisco.com iburst
server 2.ntp.esl.cisco.com iburst

server 3.ntp.esl.cisco.com iburst

Step 3. Create the .yaml files from the butane files with butane:

./butane 99-control-plane-chrony-conf-override.bu -o ./99-control-plane-chrony-conf-override.yaml

./butane 99-worker-chrony-conf-override.bu -o ./99-worker-chrony-conf-override.yaml

Step 4. Apply the configuration to the OpenShift cluster:

oc create -f 99-control-plane-chrony-conf-override.yaml

oc create -f 99-worker-chrony-conf-override.yaml

[admin@ai-pod-c885-mgmt machine-configs]$

[admin@ai-pod-c885-mgmt machine-configs]$ vi 99-control-plane-chrony-conf-override.bu

[admin@ai-pod-c885-mgmt machine-configs]$

[admin®ai-pod-cBBS-mgmt machine-contigs]$ ./butane 99-control-plane-chrony-conf-override.bu -o ./99-control-plane-chro
ny-conf—override.yaml

[admin@Pai-pod-c885-mgmt machine-configsl$

[admin@ai-pod-cB885-mgmt machine-configs]$ oc create -f 99-control-plane-chrony-conf-override.yaml
machineconfig.machineconfiguration.openshift.io/99-control-plane-chrony-conf-override created

[admin@ai-pod-c885-mgmt machine-configs]$

[admin@ai-pod-c885-mgmt machine-configs]$ vi 99-worker-chrony-conf-override.bu

[admin@ai-pod-c885-mgmt machine-configs]$

[admin®ai-pod-cBBS-mgmt machine-contigs]$ ./butane 99-worker-chrony-conf-override.bu -o ./99-worker-chrony-conf-overri
de.yaml

[admin@Pai-pod-c885-mgmt machine-configsl$

[admin@ai-pod-cB885-mgmt machine-configs]$ oc create -f 99-worker-chrony-conf-override.yaml
machineconfig.machineconfiguration.openshift.io/99-worker-chrony-conf-override created

[admin®ai-pod-c885-mgmt machine-configsl$

Step 5. Over the next 20-30 minutes each of the nodes will go through the Not Ready state and
reboot. You can monitor this by going to Compute > MachineConfigPools in the OpenShift Console. Wait
until both pools have an Update status of Up to date.

Step 6. Go to Compute > Nodes and verify that all nodes are operational and scheduling is enabled.

Procedure 6. Set up a second admin user

The default administrative user in a new OpenShift cluster is kube:admin. To setup an additional administrator,
complete the following steps. You will also need this to be an administrator in OpenShift Al.

Note: The default OpenShift administrator (kube:admin) does not have Administrator privileges in OpenShift
Al. You will not have a Settings menu in OpenShift Al for if you use this to login.

Step 1. SSH into the OpenShift Installer machine.
Step 2. Go to the cluster directory.
Step 3. Run the following command to create an user with administrator privileges:

Note: You can specify any username; admin is used in the example below.

htpasswd -c -B -b ./admin.htpasswd admin <specify password>
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[rootRai-pod-c885-mgmt ocp-c8851#

[rootRai-pod-c885-mgmt ocp-c885]# htpasswd —c -B —b ./admin.htpasswd admin Hlghvelt
Adding password for user admin

[rootRai-pod-c885-mgmt ocp-c885]# more admin.htpasswd
admin:$2y$053Up3C00iJsfO0YBKGo8AX1ulc1IMG2sYFMEO7xQ0/QWETPBSGGLlh7y
[rootPai-pod-c885-mgmt ocp-c885]# B

Step 4. Copy the contents of the admin.htpasswd.

Step 5. From a browser, log into the OpenShift Cluster Console.

Step 6. You should see a blue message bar at the top indicating that you’re logged in as a temporary
administrative user. Click the link to Update the cluster OAuth configuration.

— RedHat 5 cubiesadmin -
= Openshift HOa o @ kube:admin
You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.
Overview
Step 7. In the Cluster OAuth configuration window, for IDP, choose HTPasswd from the drop-down
list.

Step 8. In the Add Identify Provider:HTPasswd window, paste the contents of the admin.htpasswd
file as shown below:

= Red Hat = _ [+] 7] kube:admin «

OpensShift

‘You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to login.

Add Identity Provider: HTPasswd

HTPasswd validates usernames and passwords against a flat file generated using the htpasswd
command.

Name *
htpasswd
Unigue name of the new identity provider. This cannot be changed later.

HTPasswd file *

| Browse... |

Upload an HTPasswd file created using the htpasswd command.

admin:$2ySOSSNANISSONLEPZ2waxF . 213uXJAnu52zc@vJRgdwMZe12qKnPAkUQan

| Cancel

Step 9. Click Add.

Step 10. Logout and log back into OpenShift cluster console using kubeadmin account.
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Step 11. Go to User Management > Users.

Step 12. Choose the user that was previously created using htpasswd. Click the username.

Step 13. In the User > User Details window, go to RoleBindings tab.

Step 14. Click Create binding.

Step 15. In the Create Rolebinding window, click Cluster-wide role binding (ClusterRoleBinding).
Step 16. Specify a name, such as oai-admin.

Step 17. For Role Name, choose cluster-admin from the drop-down list.

Red Hat
OpenShift A2

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allo
@2 Administrator

Create RoleBinding

Associate a user/group to the selected role to define the type of access and resources that are
allowed.

Home

Operators
Binding type
Workdoads O Mamespace role binding (RoleBinding)

Grant the permissions to a user or set of users within the selected namespace.
Serverless ® Cluster-wide role binding (ClusterRoleBinding)

Grant the permissions to a user or set of users at the cluster level and in all namespaces.

Networking

RoleBindin
Storage s
Name *
Builds rhoai-admin
Observe
Role
Compute
Role name *
User Management @D cluster-admin =
Users
Groups Subject
ServiceAccounts User
Group

Roles

ServiceAccount
RoleBindings

Subject name *

Administration admin

Portworx

Step 18. Click Create.
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Step 19. Logout and then log back into the Red Hat OpenShift cluster console. If you were previously
logged in, you may need to open a browser window in Incognito mode to log in using the new account.

Step 20. Click htpasswd to login using the new admin user.

RedHat
OpenShift

Log in with

kube:admin

htpasswd

Initial Setup of Cisco UCS C885A GPU Servers

This section details the procedures for the initial setup of Cisco UCS C885A GPU servers. Cisco Intersight is
currently limited to monitoring, so the setup is primarily done through Cisco BMC. The following procedures will
address some of the prerequisites for adding the Cisco UCS C885A nodes as worker nodes to the OpenShift
cluster.

The procedures in this section will:

o Configure NTP, DNS and other basic setup on UCS via Cisco BMC. See Cisco UCS C885A M8 Server
Installation and Service Guide for more info on the initial setup.

¢ Setup Intersight Management - Claim and add UCS C885A nodes in Cisco Intersight. You will need an
Intersight account and licenses. For more info, see: Managing UCS C885 M8 servers.

¢ Collect MAC addresses of the frontend NIC from all UCS C885A Nodes. The first port will be provisioned as the
cluster IP network in OpenShift. You can collect this from Intersight or via Cisco BMC. You can also
collect NIC ID (slot) and MAC addresses for all NICs in the system. The NIC ID will be used later to
determine the interface name.

o Create DHCP reservations for the mac addresses previously collected.
e Create DNS records for the reserved DHCP IP addresses.

o Create machine configuration files on installer VM. Cisco UCS C885A will require a Bare Metal Host
(BMH) config. file using the above frontend NIC MAC address. You can also configure this later.

o Verify Redfish access to the UCS-C885A.
« Setup/Verify that the BlueField-3 NICs are in NIC mode (vs. DPU mode).
» Setup/Verify that the NVIDIA CX-7 cards are in Ethernet mode (vs. InfiniBand/IB).
o Upgrade to latest firmware for all components on the Cisco UCS C885A. Use Cisco UCS Hardware
Compatibility (HCL) tool and Intersight HCL check to confirm the latest version is deployed on the node.
Assumptions and Prerequisites

o Out-of-band access to the BMC on the Cisco UCS C885A servers is setup. See Cisco UCS C885A M8
Server Installation and Service Guide.
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o Cisco Intersight Account and licenses to manage the UCS C885A servers in the OpenShift cluster.
« Red Hat Account to access Red Hat Hybrid Cloud Console (console.redhat.com).

« OpenShift Installer Machine has been deployed and setup. Installer machine will be used for CLI and SSH
access to OpenShift cluster. You will also use this machine to create, store and deploy machine configs
to the cluster at various stages.

« Red Hat OpenShift cluster has been deployed - Cisco UCS C885A nodes will be added to this cluster

e Set up backup SSH access to Cisco UCS C885A nodes using the Intel OCP NIC. This can be a jump-
server with direct access (same subnet) to the node via Intel OCP NIC. No routing can be enabled on this
NIC since the OpenShift cluster can only have one default gateway which is through the frontend NIC.
Intel OCP is intended as a backdoor access in the event of driver or other issues that impact the frontend
NIC.

Setup Information

Table 26. Cisco UCS C885A: CIMC IP Access Details

UCS C885A-1 10.115.67.161 < new: username/password > root/password
UCS C885A-2 10.115.67.162 < new: username/password > root/password
UCS C885A-3 10.115.67.163 < new: username/password > root/password
UCS C885A-4 10.115.67.164 < new: username/password > root/password

Parameter Type Parameter Name | Value Additional Information
OpenShift Installer machine 10.115.90.65/26

1.ntp.esl.cisco.com

Add at least two NTP sources for

NTP 2.ntp.esl.cisco.com redundancy

3.ntp.esl.cisco.com

Primary: 10.115.90.123/26 Screenshots below will show Cisco LAB

DNS Server Secondary: 10.115.90.124/26 DNS servers: 64.102.6.247, 173.37.137.85
Intersight Account Name Cisco-IT-RTP5-AI-POD UCS servers will be part of this account
Device ID <collect from each UCS C885A>

Claim Code <collect from each UCS C885A>

Table 27 lists the primary Frontend (N-S) NIC details collected from each UCS GPU server. They can be
collected via CIMC or through Intersight - procedures for this are provided below. The two ports on each NIC
will be configured as a LACP bond (requires Frontend BlueField-3 NICs to be in NIC mode).
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Table 27. Cisco UCS C885A: Frontend (N-S) NIC Details

UCS Node Primary FE/N-S Slot ID MAC Address of first port

UCS C885A-1 FHHL_13 C4:70:BD:B9:13:FO ens213f0np0 (Port 0)
C4:70:BD:B9:13:F1 ens213fOnp1 (Port 1)
UCS C885A-2 FHHL_13 C4:70:BD:B8:B2:4A ens213f0np0 (Port 0)
C4:70:BD:B8:B2:4B ens213fOnp1 (Port 1)
UCS C885A-3 FHHL_13 C4:70:BD:B9:0B:08 ens213fonp0 (Port 0)
C4:70:BD:B9:0B:09 ens213fOnp1 (Port 1)
UCS C885A-4 FHHL_13 C4:70:BD:B8:CF:28 ens213f0np0 (Port 0)
C4:70:BD:B8:CF:29 ens213fOnp1 (Port 1)

Note: ens213fOnp0 - ‘13’ is the slotH and ‘0’ is the portH; port 0 and port 1 will be bonded, and the bond will
use the mac address of port 0.

Table 28 lists the DHCP reservations using the first MAC address on the front end NIC. This will serve as the
OpenShift cluster management IP on each node.

Table 28. Cisco UCS C885A: DHCP Reservations for Frontend (N-S) NICs

UCS Node Primary FE/N-S Slot ID MAC Address of first port IP Address

UCS C885A-1 FHHL_13 C4:70:BD:B9:13:FO 10.115.90.86
UCS C885A-2 FHHL_13 C4:70:BD:B8:B2:4A 10.115.90.87
UCS C885A-3 FHHL_13 C4:70:BD:B9:0B:08 10.115.90.88
UCS C885A-4 FHHL_13 C4:70:BD:B8:CF:28 10.115.90.89

Deployment Steps
For the initial setup of Cisco UCS C885A servers, complete the procedures in this section using the setup
information provided above. Repeat for each server in the cluster.

Setup Cisco BMC password and Time zone
To configure BMC password and time zone, complete the procedures below using the setup information
provided in this section.

Procedure 1. Cisco BMC password and time zone setup

Step 1. From a browser, go to the Cisco BMC IP address of the Cisco UCS C885A node. Log in using
default userid (root) and password (“password”). Set up a strong password the first time you connect.

Step 2. Click Select Timezone. Use the drop-down list to select a timezone. Click Confirm.

Setup NTP
To configure NTP, complete the procedures below using the setup information provided in this section.
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|
Procedure 1. NTP setup

Step 1. From a browser, go to the BMC IP address of the Cisco UCS C885A node and log in.

Step 2. From the left navigation menu, select Settings > Date and time.

Step 3. Specify up to 3 NTP Servers. Verify reachability to the NTP servers IPs prior to using it here.

wuafs | Cisco Integrated g —
Host P - 2 Refresh
CISCO  Controller UCSC-885A-M8-H21 WIH29030004 i
Overview BEMC GPU
|~ Logs v
E  Hardware status w Date 24-hour time
2025-10-06 21:27:59 EDT
o2 Operations v
B Settings ~
Date and time : :
BN Conigure setings
Network
Manual
Power restore policy
Date 24-hour time
Security and access w YYYY-MM-DD HH:MM
Ed Resource management v 2025-10-06 21:27
92 Configure
€ E O NTP
Bl s Server 1 Server 2 Server 3
1.ntp.cisco.com 2.ntp.cisco.com 3.ntp.cisco.com

Save settings

Step 4. Click Save settings.

Setup DNS
To configure DNS, complete the procedures below using the setup information provided in this section.

Procedure 1. DNS setup

Step 1. From a browser, go to the BMC IP address of the Cisco UCS C885A node and log in.

Step 2. From the left navigation menu, select Settings > Network. Scroll down to the Static DNS
section.
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—~ Reboot = ,
Host Power ~ ‘» Refresh (@, (&) admin -

e isco Intec agement
cisco 5A-M8-H21 WIH290 Health BMC

Overview

~  Logs v Static DNS
E  Hardware status v _.
® Add IP address
2= Operations v
IP address
3 Settings ~
64.102.6.247 o}

Date and time

.
173.37137.85 mj

Power restore policy

z)  Security and access v

Resource management v .
Domain name

& Configure

&S Device connector

Nameserver

Mo items available

Step 3. Click Add IP address to add a DNS entry.
Step 4. Repeat this procedure for additional entries.
Step 5. (Optional) Specify a domain name for the CIMC interface in the Domain name section.

Configure Security and Access Policies
To configure Security and Access policies, complete the procedures in this section.

Procedure 1. Security and access policies configuration

Step 1. From a browser, go to the BMC IP address of the Cisco UCS C885A node and log in.

Step 2. From the left navigation menu, select Security and access > Policies. Enable both BMC shell
(via ssh) and Network IPMI (out-of-band IPMI).

Policies

BMC shell (via S5H)
Allow access to shell sessions via SSH, through port 22 on the BMC. @ Enabled

Network IPMI (out-of-band IPMI)
Allow remote management of the platform via IPMI. Tools such as @ Enabled

ipmitool require this setting to be enabled.

Configure BIOS Settings
To configure BIOS Settings, complete the procedures in this section.

Procedure 1. BIOS setting configuration

Step 1. Use a browser to go to the BMC IP address of the UCS C885A node and log in.

Step 2. From the left navigation menu, select Configure > Configure BIOS.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 219 of 395



Step 3. Select the I/O tab. Configure settings as shown without selecting Reboot Host Immediately. If
any changes are made, click Save.

Configure

Restore Defaults

CONFIGURE BIOS Configure Boot Order
/o Server Management Security Processor Memory Power/Performance
Note: Default values are shown in bold.

Reboot Host Immediately

PCIE Link Speed Capability | Auto % PCle ARI Support | Auto s

“»

PCle Ten Bit Tag Support | Auto

“

IPv4 PXE Support | Enabled

IPv6 PXE Support | Disabled

“»
“»

IPvd HTTP Support | Enabled

IPv6 HTTP Support | Disabled B SR-IOV Support | Enabled s

Step 4. Select the Server Management tab. Configure settings as shown without selecting Reboot
Host Immediately. If any changes are made, click Save.

Configure

Restore Defaults

CONFIGURE BIOS Configure Boot Order

/O SERVER MANAGEMENT  Security Processor Memory  Power/Performance

Note: Default values are shown in bold.

Reboot Host Immediately

FRE-2 Timer | Enabled B 0OS Watchdog Timer | Disabled s

05 Wtd Timer Timeout 10 ® 05 Witd Timer Policy | Reset 5
Console Redirection Enabled = Bits per second 115200 =
Terminal Type | ANSI 5 Flow Control = None 5

P{‘EE‘ET

Step 5. Select the Security tab. Configure settings as shown without selecting Reboot Host
Immediately. If any changes are made, click Save.
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Configure

Restore Defaults

CONFIGURE BIOS

Reboot Host Immediately

Password protection of Runtime
Vanables

Pending operation

SHA384 PCR Bank

/0 Server Management

Configure Boot Order

SECURITY

Note: Default values are shown in bold.

Enable

None

Disabled

Processor

“w

Memory Power/Performance

Security Device Support

SHA256 PCR Bank

Enable

Enabled

“w

“»

Step 6.

Immediately. If any changes are made, click Save.

Select the Processor tab. Configure settings as shown without selecting Reboot Host

Configure

Restore Defaults

CONFIGURE BIOS

Configure Boot Order

/O Server Management Security PROCESSOR Memory Power/Performance
Note: Default values are shown in bold.
Reboot Host Immediately
SVM Mode | Enabled = APBDIS 1 %
AVX512 | Auto % Global C-state Control | Disabled s
Streaming Stores Control | Auto H DF PState Frequency Optimizer | Enabled s
Power Down Enable | Disabled B xGMI Force Link Width = Auto &
CCD Control | Auto % SMT Control Auto s
Local APIC Mode @ Auto * 3-link xGMI max speed 32Gbps ]
ACPI SRAT L3 Cache As NUMA
Domain GIE o
Step 7. Select the Memory tab. Configure settings as shown without selecting Reboot Host

Immediately. If any changes are made, click Save.
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Configure

Restore Defaults

CONFIGURE BIOS

Configure Boot Order

/O Server Management Security

Note: Default values are shown in bold.
Reboot Host Immediately

L1 Burst Prefetch Mode | Auto

IOMMU | Enabled

Chipselect Interleaving | Auto
DRAM Refresh Rate | 3.9 usec
DDR Healing BIST | Disabled
TSME | Disabled

Memory interleaving | Auto

Above 4G Decoding | Enabled

Processor

MEMORY

DRAM Boot Time Post Package

DRAM Runtime Post Package

Power/Performance

SMEE | Disable

Disable
Repair !

BankSwapMode | Auto

DRAM Scrub Time | 24 hours

Disable
Repair !

MUMA nodes per socket | Auto

SEV-SNP Support | Auto

BME DMA Mitigation | Disabled

Step 8.

Immediately. Click Save.

Configure

Restore Defaults

CONFIGURE BIOS

Configure Boot Order

/0 Server Management Security

Note: Default values are shown in bold.
Reboot Host Immediately
Core Performance Boost | Auto
L1 Stream HW Prefetcher | Auto

Determinism Enable | Power

CPPC | Auto

Processor

“w

“w

Memory

POWER/PERFORMANCE

Global C-state Control | Disabled

L2 Stream HW Prefetcher | Auto

“"

Power Profile Selection | High Performance Mode®

Set up Intersight Management - Claim and add Cisco UCS C885A Nodes in Cisco Intersight

Select the Power/Performance tab. Configure settings as shown and select Reboot Host

To configure Cisco UCS C885A for Intersight management, complete the procedures below using the setup
information provided in this section.
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|
Procedure 1. Claim and add UCS C885A nodes in Cisco Intersight
Step 1. From a browser, go to the BMC IP address of the Cisco UCS C885A node and log in.

Step 2. From the left navigation menu, select Settings > Device Connector.

Step 3. Click Settings from the top menu bar.

R A= L= = v = Reboot

aliale UCSC-88 8- Host Power~ 3 Refresh  © (@ admin ~

SR _ o naans Health BMC

.

Overview Device connector

=~ Logs “

The Device Connector management controller enables secure infrastructura management through Cisco Intersight. Learn about
B  Hardware status ~ Configuring Device Connector.
22 Operations v Settings >3
8 Settings v General
) ©  When this option is ON. vou can claim this system and leverage the
Security and access e DNS Configuration capabilities of Cisco Intersight. If it is OFF, no communication will be
allowed 1o Cisco Intersight. Learn More

Resource management v NTP Gonfiguration
&  Configure Praxy Configuration () Device Connector

Device connector S L

Connection Cancel Save

Step 4. In the General section, enable Device Connector and click Save.

Step 5. In the DNS and NTP Configuration sections, verify the previously configured settings.

Step 6. (Optional) In the Proxy Configuration section, specify a proxy if required for internet access.
Step 7. In the Certificate Manager section, import certificates as needed.

Step 8. In the Connection section, check connectivity to Intersight instance (EMEA or North America).

il | egrated Management C J [1] . Reboot

Host Power ~ 3 Refresh [+ (@ root ~
CISCO H2s WIH2 4 Health oo BMC .

Ed  Overview s ) ) ) R
he Device Connestor managemsent controllar enables szcure infrastructure management through Cizco Imtersight. Leam about Configuring Device Connector.

& Logs v
Settings
B Hardware status w
General
= Operations - Check Connection ~ Lest Check Run Time  a few seconds age
J5 Configuration
i@ Settings ~ @  Connection check successiul.

NTP Configuration

Date and time

North America Connection Test Results Debug Logs

Metwork : .
DNS Resolution (&) View Detalls
Power rastore policy Connection
. TCP Connection 2 View Details
Security and access b
TLS Connection (=) View Detalls
EE Resource management .
@ Configure Bandwidth Test (& View Details

Device connector
Close

Step 9. Click Close.

Step 10. From the left navigation menu, go back to Device Connector and collect Device ID and Claim
Code. Save this info temporarily.

Step 11. From a browser, go to intersight.com and log in to your intersight account.
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Step 12. From the left navigation menu, select System > Targets. Click Claim a New Target.
Step 13. Select UCS Standalone Server.
Step 14. Click Start.
Step 15. Paste the Device ID and Claim Code here that was copied from the UCS C885A CIMC GUI.
Step 16. Click Claim.
Step 17. Return to UCS C885A’s BMC and check the status. It should have a status of Claimed.
I::Ills' éL"' g e Host Power = 2 Refresh & R:::;t & admin -
5 Overview .
) Device connector
|~ Logs v
E Hardware status 2 Tha Device Connector management controller ensbles sscure infrastructure menagement through Cisco Intersight. Leam sbout
Canfiguring Device Connector,
= Operations v
Device Connector {<} Settings ) Refresh
{8 Settings ~
ALLCW CONTROL
Date and time Device ID
Netwark WIH29030004 [
Ponerrestare policy l;l s aeaas @ sssss O Cleimad to Account
Dowice Connecion Internet Intersight Cizco [TRTPS A1 POD @
Security and access ~ ‘ Unclaim
Resource management ~
Power @ Claimed
& Configure N -
Device connector

Step 18.
as Targets in Intersight.

4t Intersight

Repeat steps 1 - 17 for the remaining Cisco UCS C885A nodes. You should now see all nodes

Targets Claim a New Target
| ]
L # Al Targets &+
Dashboards
1 885 ® | = Fi sults "
— [ L1 885 5L Filters 4 results
&
Operate
Health Connection Top Targets by Types Vendor )
o‘\ (&) Connected 4
Configure ® Healthy 4 No Tpr,'S ® Cizsco Systems, Inc. 4
b
Analyze
D Name Health Status Type Claimed Time {,
-;_- D CBESA-WIH29020006 @ Healthy @ Connected Standalone ME Sarver Aug 23, 2025 8:10 AN
Automate
(] csasa-wiH20030007 & Healthy @ Connected Standalone M8 Server Aug 11, 2025 3:43 PM
D CBASA-WIH29030004 & Healthy & Connectad Standalone M8 Server Aug 11, 2025 8:45 PM
L]
System D CBAS5A-WIH29020001 & Healthy & Connected Standalone M8 Server Aug 11, 2025 8:44 PM
Step 19. Once the server is claimed into Intersight, it will appear under Operate > Servers. Server

Inventory and Metrics can be viewed and the server’s BMC and KVM interfaces can be brought up from
Intersight. In order for either of these interfaces to be reached, the machine that is logged into Intersight

must have routable access to the C885As’ BMC IP addresses.
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€ Servers

C885A-WIH29030007 & Heaitny

Inventory Metrics

Details Properties Events

Health

© Healthy
Name Y - Acknowledged Suppressed
C885A-WIH29030007

Cisco UCSC-885A-M8 Alarms No Alarms

No Alarms

Requests No Requests

Advisories

PID
UCSC-885A-M8

ndor

Cisco Systems, Inc.

Revision

on Locator LED @D Health Overlay

0000000000000000000000000000

CPU Capacity (GHz)
i 480.0
Advantage

1D

ageme -} 1
Standalone
Adapters
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Power
System

Properties Events Launch BMC

Launch vKVM

Cisco UCSC-885A-M8 1 Alarms

Open TAC Case

" Set License Tier
Collect Tech Support Bundle
No Alarms

Requests No Requests

Advisories No Advisories

Collect MAC address for Frontend NIC(s) on all Cisco UCS C885A Nodes
You can collect the NIC and MAC information for all frontend NICs on UCS C885A from either Intersight or
CIMC. Procedures for both are provided in this section.

To collect MAC address information via Intersight, follow the procedures in this section.

Procedure 1. Collect MAX information using Cisco Intersight

Step 1. From a browser, go to intersight.com and log in using your account
Step 2. From the left navigation pane, select Operate > Servers.
Step 3. Select the hostname for the Cisco UCS C885A node from the server list.

Step 4. Select the Inventory tab. Expand Network Adapters section and select the FHHL NIC used as
your primary N-S NIC and IP for your OpenShift cluster.

Step 5. In the right window, select the Interfaces tab. Note the MAC Address of DCE 1 interface.
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Q) search

. £ Servers
C8B85A-WIH29020001 @ neanry
.I
Dashboards General Inventory Metrics
o
Ch @ Expand All Adapter FHHL_13
Oparate
LY Motherboard General Interfaces
L] —
Configure
Bool
Lo DCE Interfaces
B Management Controller
Analyze .
Name OperState MAC Address o
~ CPUs
e 1 LinkLp CATUBDBR:DEDE
Automate -
- Memory 2 LinkUp C4:70:B0:B9:0B:09
Metwork Adapters
o NIC Interfaces
System Adapter FHHL_13
Adapter LP_1
@ N Hame MAC Address QoS Policy &
Adapter LP_2
e Adapter LP_3
Adapter LP_A MO ITEMS AVAILABLE
Adapter LP_S
Adapter LP_E
Adapter LP_7
Adapter LP 8
Adapter OCP_I_NIC

Procedure 2. Collect MAC information using Cisco BMC
Step 1. From a browser, go to the BMC IP address of the Cisco UCS C885A node and log in.

Step 2. From the left navigation menu, select Hardware status > Inventory and LEDs.

Step 3. Go to Network Adapters and select the frontend (N-S) FHHL NIC used as your primary NIC
(OpenShift cluster IP). The ‘13’ in the NIC ID: FHHL_13 indiciates that this NIC is in slot 13.

Reboot
S & admin ~
& Overview Systemn  BMC manager Chassis DIMMslot  Storage  Fans  Power supplies  Processors  METWORK ADAPTERS  GPU
& Logs v
B Hardware status ~ Metwork adapters
Sensors Search 1Ditems
27 Operations i
+] Health
i Settings v
= security and access w FHHL 13 @ ox
5 Resource management
Bl 4 ¥ ~ LP [ Jel
& Configure
¢ Device connector ~ Lp 2 @ 0K
w LP_3 @ oK
v LP.a @ ok
o LE 5 @ 0K
e LE & @ oK
v Le7 @ ok
~ LrE G oK
-~ OCEI_NIC @ oK
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Step 4. Click the arrow to expand this NIC.

Host Power - Refrash
Health

B Overview System  BMC manager Chassis DIMM slot  Storage  Fans  Power supplies  Processors METWORK ADAPTERS  GPLU
[ Logs ~
E  Hardware status ~ Network adapters

Inventory and LEDs

Sensors Search 10 items
= Operations V

[} Health
i Settings v
-~ FHHL_12

[]  Security and access ~ = QoK

Resource management e Adapters information

#  Configure
Mame: BlueField-3 P-Series DPU 200GBEMNDR200 Manufacturer: Mellanox Technologies Lid.

¢ Device connector dual-port Mode: B3220 DPUs
vendar: Mellanox Technologles Ltd. Firrware version: 32.44,1036

Serial number: MT24376003H2
Bart numier: 900-903E6-005V-AAD
Ports information

Status (State): Enabled

Port: MetworkPort_1 MAG address: C4:70:BD-BBICF28
Port pretocol; Ethemnet

Link status: LinkDown

Link speed Ghps: 0

Port: MetworkPort_2 MAC address: C4:70:BD:BEICF:29
Port protocol: Ethernet

Link status: LinkDown

Link speed Ghps: 0

Step 5. Note the MAC address of first port i.e. NetworkPort_1.

Step 6. Repeat this procedure to collect mac-addresses for all UCS C885A nodes. Save this
information.

Setup NIC Mode on NVIDIA BlueField-3 NICs
NVIDIA BlueField-3 NICs will need to be in NIC mode when using a LACP bond to connect to the frontend (N-
S) fabric.

Procedure 1. NIC mode on NVIDIA BlueField-3 NICs setup

Step 1. From a browser, go to the BMC IP address of the Cisco UCS C885A node and log in.
Step 2. From the left navigation pane, select Operations > KVM.

Step 3. Click Launch KVM.

Step 4. In the KVM window, from the Host Power drop-down list, power-cycle the server.

Step 5. When you see the following, press ESC to enter setup.
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vitfuan]n,
CIsco

Host Power / Boot Device Virtual Media

e
CISCO

Step 6. Use arrow keys to select Advanced tab from the menu bar.

Step 7. Use arrow keys to go down the list and select the first NVIDIA BlueField Network Adapter.

ll'lcllll
CISCO

Host Power v Boot Device v Virtual Media

Aptio Setup - AMI
Advanced ecur | t AV E

Tls Auth Configuration Configure Device
RAM Disk Configuration . |Parameters.

AMD PBS .
Nvidia Network Adapter - BB:E9:24:FD:E9:52
YLAN Configuration (MAC:BBES24FDESS2)

MAC :BBE924FDESS2-1Pvd Network Configuration
MAC :BBE924FDESS2-HTTP Boot Configuration
MAC: BBES24FDESS2-1Pve Network Configuration
KIOXIA NVMe SSD OF-00-0

KIOXIA NVMe SSD 10-00-0 B

KIOXIA NVMe SSD 23-00-0 i ] Select Screen
KIDXIA NyMe SSD 24-00-0 |14 select Item
Nvidia Network Adapter - BB:E3:24:FD:E9:22 . |Enter: Select

VLAN Configuration (MAC:BBES24FDEJ22) . |+/-: Change Opt.

MAC :BBE924FDES22-1Pv4 Network Configuration E F1: General Help
MAC:BBES24FDES22-HTTP Boot Configuration E F2: Previous Values
MAC:BBE924FDE922-1Pv6 Network Configuration |F3: Optimized Defaults
F4: Save & Exit

ESC: Exit

Y A T S N B, A G AR ZRS R RN AR A 2 S OB

Step 8. Press Enter. Use arrow keys to select BlueField Internal CPU Configuration.

Step 9. Select Internal Cpu Offload Engine. Use arrow keys to disable this setting.
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alaln Host Power Boot Device Virtual Media
cisco

Aptio Setup - AMI
Advanced

Internal Cpu Model [EMBEDDED CPU] pefines whether the
Internal Cpu Page [ECPF] Internal CPU is used as
Supplier an offload engine
Internal Cpu Eswitch [ECPF]

Manager
Internal Cpu IB Vport0  [ECPF]

+¢: Select Screen

t4: Select Item

Enter: Select

+/-: Change Opt.

Fi: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESC: Exit

Setup Ethernet mode on NVIDIA CX-7 NICs
If you need to change the NVIDIA NICs from InfiniBand to Ethernet mode, follow the procedures in this section.

Procedure 1. Ethernet mode on NVIDIA CX-7 NICs setup

Step 1. From a browser, go to the BMC IP address of the Cisco UCS C885A node and log in.
Step 2. From the left navigation pane, select Operations > KVM.
Step 3. Click Launch KVM.

Step 4. In the KVM window, use the Host Power drop-down list from the top menu to power-cycle the
server.

Step 5. When you see the following, press ESC to enter setup.

il Host Power Boot Device v~ Virtual Media
CISCO

CISCO
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Step 6. Use the arrow keys to select Advanced tab from the menu bar.

Step 7. Use the arrow keys to go down the list and select the NVIDIA Network Adapter.

ol l | "I" Host Power ¢ Boot Device : Virtual Media
CISco

» Nvidia Network Adspter - C4:70:BD:B8:CF:28

Step 8. Press Enter. Select the Network Link Type setting and change it to Ethernet
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Host Power Boot Device Virtual Media

Network Link Tupe [Ethernet]

Step 9. Repeat steps 1 - 8 to change the settings on any remaining NVIDIA BlueField-3 or CX-7
adapters.

Step 10. Go to Save & Exit to Save Changes and Exit BIOS setup.
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Host Power / Boot Device Virtual Media
Cisco

Save Changes and Exit

Create a Bare Metal Host Machine configuration file

To create Bare Metal Host (BMH) machine configuration files for each Cisco UCS C885A node being added to
the OpenShift cluster, complete the procedures in this section. You will need the previously collected frontend
NIC MAC address info. The OpenShift installer VM will also be used in this procedure.

Procedure 1. Setup bare metal host machine configuration file

Step 1. SSH into OCP Installer machine to create the configuration file. You can also create this file
elsewhere but all configuration files are saved on this machine so it can be easily deployed to the cluster.
Back up these files in case if you need it in the future.

Step 2. Go to the previously created cluster directory and then to machine-configs sub-directory.

Step 3. Create the following YAML file. Specify a name and provide the previously collected MAC
address from the node as the bootMACAddress. Save it using a unique file name, one for each Cisco UCS
C885A node.
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apiVersion: metal3.io/vlalphal
kind: BareMetalHost
metadata:

name: worker-3

namespace: openshift-machine-api
spec:

online: True

bootMACAddress: C4:70:BD:B8:CF:28

customDeploy:

method: install_coreos
externallyProvisioned: true

Step 4. Save and exit. We will deploy this file later in the deployment process.

Step 5. Repeat this procedure for each Cisco UCS C885A node that will be added to the cluster.
Verify Redfish access to Cisco UCS C885A Server

Procedure 1. Redfish access to Cisco UCS C885A server verification

Step 1. SSH into OpenShift Installer machine.

Step 2. Run the following command:

curl -k -u admin:'my password' -H 'content-type: application/json' -X GET
https://10.115.67.164/redfish/v1/Systems/system

Step 3. Sample output from the setup is shown below:

admin@ai-pod-c885-mgmt ocp-c885]$ curl -k -u admin:'my_password' -H 'content-
type: application/json' -X GET https://10.115.67.164/redfish/v1/Systems/
{
"modata.id": "/redfish/v1/Systems",
"modata.type": "#ComputerSystemCollection.ComputerSystemCollection",
"Members": [

{
"®odata.id": "/redfish/v1/Systems/system"
}'
{
"modata.id": "/redfish/v1/Systems/HGX"
}
]l
"Members@odata.count": 2,
"Name": "Computer System Collection”

}
[[admin@ai-pod-c885-mgmt ocp-c8851$

Step 4. You can further drill down using data.id values from above. For example:
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admin@ai-pod-c885-mgmt ocp-c885]% curl -k -u admin:'my_password' -H 'content-
type: application/json' -X GET https://10.115.67.164/redfish/v1/Systems/system

admin@ai-pod-c885-mgmt ocp-c885]$% curl -k -u admin:'my_password' -H 'content-
type: application/json' -X GET https://10.115.67.164/redfish/v1/Systems/HGX

Upgrade Firmware

It is important to update Cisco UCS C885A firmware to at least the Suggested Release from
https://software.cisco.com/download/home/286337202/type/283850974/release/1.1(0.250025). This
procedure will show an update to what is currently the latest release - version 1.2(0.250011). The firmware will
need to be updated individually on each server. The firmware downloads include a PCle Switch Update Tool to
update the PCle switches between the GPUs and backend NIC cards, a server firmware upgrade script to
update mainly BIOS and BMC firmware, a firmware tar.gz file containing the updated firmware, and a firmware
hardware update utility ISO to update firmware in all hardware NICs in the server.

Note: At the time of publication, only the version 1.2 firmware includes the PCle Switch Update Tool.

Procedure 1. Firmware upgrade

Step 1. Download all the desired Cisco UCS C885A M8 firmware release files from
https://software.cisco.com.

Step 2. If your download included The PCIE Switch Update Tool, it can be run on Ubuntu 22.04.5 LTS
or on RHEL 9.4, since Red Hat CoreOS 4.16-4.18 is based off RHEL 9.4, the PCle switch update can be
done from CoreQOS. To upgrade the PCle switch software with Red Hat CoreOS 4.18, from the OpenShift
Installer VM where the pcie-switch-update-tool-04.18.00.00.zip file was downloaded to, run the following:

unzip pcie-switch-update-to0l-04.18.00.00.zip
chmod +x pcie-switch-update-t001-04.18.00.00.run
scp pcie-switch-update-to0l-04.18.00.00.run core@<c885a-hostname-or-IP>:/var/home/core/

ssh core@<c885a-hostname-or-IP>

sudo ./pcie-switch-update-too0l-04.18.00.00.run

Enter option 1. If the Firmware Version is less than 04.18.00.00, then rerun the tool and select option 2.
If option 2, was entered, answer yes to the question.

Step 3. When the update is completed, drain the node and reboot the node. SSH back into the node
and rerun the tool to verify the firmware update.

Step 4. The C885A BIOS and BMC update can be done from a Linux machine. In this example, it was
done from the OpenShift Installer VM running RHEL 9.6. For this update, power off the C885A.

sudo dnf install python3.11
pip3.11 install prettytable

tar -xzvf ucs-c885a-m8-upgrade-script-vl.5.tar.gz
python3.11 ucs-c885a-m8-upgrade-vl.5.py -B ucs-c885a-m8-1.2.0.250011.tar.gz -U <user> -P <password> -I <BMC-
IP> -D

Step 5. If any of the firmware components require update:

python3.11 ucs-c885a-m8-upgrade-vl.5.py -B ucs-c885a-m8-1.2.0.250011.tar.gz -U <user> -P <password> -I <BMC-
IP> -F

Note: The update will take at least 15 minutes to complete.
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Step 6. To upgrade the remaining firmware on the server, launch the server’s KVM interface. To launch
the KVM from Intersight, select Operate > Servers.

Step 7. Click the ellipses to the right of the UCSC-885A-M8 server and select Launch vKVM. To
launch the KVM from the BMC interface, select Operations > KVM and click Launch KVM. Once in the
KVM window, use the Virtual Media pulldown and Map image to map the HUU ISO file to the KVM.

Step 8. From the Boot Device drop-down list to select a one-time boot from CD.

Step 9. From the Host Power drop-down list, power cycle the C885A and reboot from the HUU ISO
CD.

Step 10. Follow the prompts to update the remaining firmware.

Add Cisco UCS C885A GPU Servers to OpenShift Cluster

The OpenShift cluster is deployed the Red Hat-recommended Assisted Installer from Red Hat's SaaS platform
(Hybrid Cloud Console), as described in the previous section. In this section, Cisco UCS C885A GPU nodes will
be added as worker nodes to the same cluster. As of this writing, there are specific differences in networking,
Intersight integration, and other features that make the process of adding Cisco UCS C885A nodes to an
OpenShift cluster distinct from that of other Cisco UCS worker nodes.

Note: Cisco UCS C885A nodes should be deployed as worker nodes in an OpenShift cluster. Other Cisco
UCS nodes, such as Cisco UCS X-series and Cisco UCS C-2xx series, can be deployed as control
nodes, worker nodes or both.

The OpenShift Cluster is deployed as a compact cluster using a Cisco UCS X-series Direct chassis, with Cisco
UCS servers operating as both control and worker nodes. The Cisco UCS servers are also running OpenShift
Virtualization and host the management VM components needed to support the OpenShift environment. The
Cisco UCS C885A nodes will be added as additional worker nodes to this cluster.

The procedures in this section:

e Add Cisco UCS C885A nodes to the OpenShift cluster from Red Hat Hybrid Cloud Console. The
networking configuration is specified using Static IP, bridges and bonds option in the Assisted Installer.
The two ports on the FE NIC are configured as an LACP bond with the OpenShift Cluster IP VLAN added
as trunked VLAN to this bond. You will need the mac address of both FE interfaces previously collected.

o Set up UCS server as a bare metal host from OpenShift cluster console.

¢ Provision power management for Cisco UCS C885A using Redfish.

Assumptions
¢ Cisco Intersight Account and licenses to manage the Cisco UCS C885A servers in the OpenShift cluster.
« Red Hat Account to access Red Hat Hybrid Cloud Console (console.redhat.com).
« DNS, DHCP server deployed and provisioned for the Cisco UCS C885A worker nodes.
¢ Red Hat OpenShift cluster has been deployed. Cisco UCS C885A nodes will be added to this cluster.
¢ Out-of-band CIMC access to the Cisco UCS C885A nodes has been setup.

« Intel OCP NIC on each server has been setup for SSH access from a directly connected workstation
(jump host). In an OpenShift deployment, the workstation must be on the same subnet (not routed) as the
Intel NIC. This provides backup access to the nodes in the event of a networking issue.

Setup Information

Table 29 lists the setup parameters and other information necessary for the procedures in this section.
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Table 29. Cisco UCS C885A: CIMC IP Access Details

UCS C885A-1 10.115.67.161 < username/password >
UCS C885A-2 10.115.67.162 < username/password >
UCS C885A-3 10.115.67.163 < username/password >
UCS C885A-4 10.115.67.164 < username/password >

Table 30 lists the previously deployed OpenShift cluster info in which the Cisco UCS C885A will be added.

Table 30. Cisco UCS C885A: OpenShift cluster Info

OCP Installer VM 10.115.90.65 < username/password >
OCP Cluster Name ocp-c885.aipod.local Hybrid Cloud Console
OCP Cluster Console URL https://console-openshift-console.ocp-c885.aipod.local < username/password >

From installer VM or any other

SSH Keys < collect > mgmt. nodes with SSH access

Deployment Steps
To add a Cisco UCS C885A server to an existing OpenShift Cluster, use the procedures outlined below. Repeat
the procedure to add more UCS C885A nodes to the same cluster.

Add Cisco UCS C885A Node to the OpenShift Cluster from Red Hat Hybrid Cloud Console

Procedure 1. Add Cisco UCS C885A node to the OpenShift Cluster

Step 1. From a browser, go to Red Hat Hybrid Cloud Console (HCC) at console.redhat.com and log in
with your account.

Step 2. Go to Red Hat OpenShift tile and click OpenShift.
Step 3. From the left navigation menu, under Cluster Management, click Cluster List.

Step 4. Find your cluster in the list and click the cluster name.
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‘ 28 Red Hat Hybrid Cloud Console =

Cpenshift GpenShift

Cluster List  » ocp-cB885
Overview

ocp-c885

Cluster Management

Dashboard
> Alerts and recommendations  ({EJ)

Cluster List
Advisor 3 Overview Maonitoring @ Access contral
Vulnerability Dashbeoard >
Subscriptions » Details
Caost Management b3

Cluster ID
Products 370070aza-44b-44ce-bef2-5ffdEbBaad B4
Advanced Cluster Management Type

QCP
Advanced Cluster Security 3

Region
OpenShift Al ¥ MiA
CpenShift Virtualization B Provider

Bare Metal
Operators

Version
Resources

OpenShift: 41646 @ Update

Learning Resources Life cycle state: | Maintenance suppart

Step 5.
«

Select the Add Hosts tab.

#if Red Hat Hybrid Cloud Conscle ~

Cluster history Support

Status
@ Ready

Total vCPU
384 vCPU

Actions *

Add Hosts

Total memory

2AGTIE

Nodes

Contral plane: 3
Compute: MN/A

¢

Archana Sharma =

Archana Sharma =

c

OpenShift OpenShift
Chuster Lt * ocp-cB85

Overview
Cluster Management OCP-CBSS Actions =
Dashboard

» Alerts and recommendations o
Cluster List
e - Cverview Monitaring @ Access control Cluster history Support Add Hosts
Vulnerability Dashboard 3

Host Discovery
Subscriptions >
Cost Management > Add hosts
Products
Advanced Cluster Management O Information & Troubleshooting

Minimum hardware requirements  Hosts not showing up?

Advanced Cluster Security >
OpenShift Al > Hostname T Role Status Discover... CPU Cor... Memery Total 5...

OpenShift Virtualization

Operators

Resources

()

Waiting for hosts...

Learning Resources

Hosts might take a few minutes to appear here after booting.

Developer Sandbox (£
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Step 6. Click Add Hosts box in the Host Discovery section.

Add hosts

Choose the settings for adding a new host

@ custercesis Cluster details

2 Generate y1SO

CPU architecture

3 Download discovery ISO x86_64

Hosts' network configuration
® DHCPonly O StaticlP, bridges, and bonds

Back Cancel

Step 7. Select Static IP, bridges, and bonds. Click Next.
Step 8. Select the radio button for YAML view to configure using YAML.
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Add hosts

he settings for adding a new hao:

1 Cluster details Static network configurations
Metwork configuration can be done using either the form view or YAML view. Configurations done in this step are for
o Static network configurations y -
discovering hosts.
3 Generate discovery IS0 Configure via : O Formview @ YAML view
4 Downlaad discovery ISO Upload, 3p, oF copy and paste a YAML file that contains MMState into the editor for network configurations,
Each host a s the MAC to interface name mapping. Learn more about NMState '
¥ Hostl
& & YAML
Start editing
Drag and drop a file or upload one.
Start from scratch
MNext I Back Cancel

Step 9. Click Browse to upload a pre-defined YAML file or Start from scratch to configure it directly in
the window. The static network configuration for the C885A in this setup is provided below. Note the
interface names (derived from NIC ID/Slot) and that DHCP is enabled on the trunked VLAN on the bond and
not on the bond itself in order to support both OpenShift Cluster IP management VLAN and Storage Access
VLAN on the same frontend NIC. Adjust as needed for your deployment scenario.

interfaces:
- name: bond0

description: Bond with ports ens213f0np0 and ens213flnpl

type: bond
state: up
ipvé:

dhcp: false

enabled: false
ipv6:

enabled: false
link-aggregation:

mode: 802.3ad

options:

miimon: '100'

port:

- ens213£f0np0

- ens213flnpl
mtu: 9000

- name: bond0.703
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description: vlan 703 using bondO
type: vlan
state: up
vlan:
base-iface: bond0
id: 703
ipv4:
dhcp: true
enabled: true

mtu: 1500

Add hosts

1 Cluster details

e Static network configurations L] S E o YAML
) ) 1 interfaces:
3 Generate discovery ISO 2 - name: bond®

3 description: Bond with ports ens213f8np@ and ens213flnpl
4 Download discovery 150 4 type: bond

5 state: up

] ipwd:

7 dhep: false

8 enabled: false

9 ipve:

18 enabled: false

11 link-aggregation:

12 mode: BOZ.3ad

13 options: —

14 miimon: ‘188"

15 port:

16 - ens213ifanpd

17 - ens213ifinpl

18 mtu: 9088

19 - name: hondd.783

28 description: wlan 783 using bond@

21 type: vlan

22 state: up

MAC to interface name mapping

MAC address * nterface name *

Next Back Cancel

Step 10. Scroll down and provide MAC to Interface name mapping for both ports in the bond.
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Add hosts

Choose tings for adding a new host

4 type: bond

3 ioup
1 Cluster details

dhcp: false
enabled: false

o Static network configurations

ipv6:
3 Generate discovery ISO 19 enabled: false
11 Link-aggregation:

4 Download discovery ISO 12 mode: 8082.3ad

‘100’
15 port:
16 - ens213fénp@
17 - ens213flnpl
i mtu: 9800
19 name: bond@.703
20 description: vlan 7@3 using bond@
21 type: vian
22 state: up

MAC to interface name mapping (2)

MAC address * Interface name *
c4:70:bd:b8:cf:28 ens213fOnp0
MAC address * Interface name *

c4:70:bd:b8:cf:29 ens213fOnp]

© Add another MAC to interface name mapping

‘ Back | Cancel

Step 11.  Click Next.

Step 12. Specify whether to use minimal ISO (default) or Full ISO. Upload or paste SSH keys previously
generated for the cluster from the Installer VM (~/.ssh directory).
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Add hosts

enerate Discovery

1 Cluster details

Z  Static network configurations
© To add hosts to the cluster, generate a Discovery ISO.

e Generate discovery 150

4 Download discovery IS0 Provisioning type

Minimal image file - Downlead an 1SC that fetches content on boot -
SSH public key (7)

Drag a file here or browse to upload Browse...  Clear

ssh-ed25519

Paste the content of a public ssh key you want ta use to connect to the hasts into this field. Learn more

1 Show proxy settings

If hosts are behind a firewall that requires the use of a proxy, provide additional infarmation about the proxy.
[ Configure cluster-wide trusted certificates

If the cluster hosts are in a network with a re-encrypting (MITM) praxy or the duster needs to trust

certificates for other purposes (e.g. container image registries)

Generate Discovery ISO Cance

Step 13. Click Generate Discovery ISO.

Add hosts

C th

Download Discovery ISO

1 Cluster details

2 Static network configurations

2 Generate discovery IS0 e Discovery IS0 is ready to be downloaded.

@O oownioad discovery 150 Adding hosts instructions
1. Download the Discovery ISO (onto a USE drive, attach it to a virtual media, etc.) and
use it to boot your hosts,

2. Keep the Discovery 150 media connected to the device throughout the installation
process and set each host to boot only one time from this device.

3. Booted hosts should appear in the host inventory table. This might take a few minutes.

Add hosts from Cisco Intersight B

Discovery ISO URL
https://api.openshift.com/api/assisted-images/bytoken/eyJhbGeiOiJIUzIINilsInR5CIElL.. W

Command to download the I1SO:
wget -0 discovery_image_ocp-c885.iso ‘https:/api.openshift.com/api/assisted-images... L]

© Never share your downloaded IS0 with anyone else. Forwarding it might put your credentials and
personal data at risk.

Download Discovery ISO Close | Edit ISO configuration

Step 14. Click Download Discovery ISO.
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Step 15. Click Close.
Step 16. Go back to Cisco Intersight.

Step 17. From left navigation menu, go to Operate > Servers and select the UCS C885A from the list of
servers. Click the server name.

Step 18. Click Actions and select Launch vKVM from the drop-down list.

w4 Intersight Q search
. € Servers
a C885A-WIH29030004 @ Healtny
ﬁ‘: Power
Dashboards General Inventory Metrics
System
< Details Properties Events Launch IMC
Operate
Launch vKVM
Health
X — Alarms P
e @ Healthy Open TAC Case
Configure — Active Acknowle . o T
Set License Tier
C885A-WIH29030004
e
VY Collect Tech Suppert Bundle
Analyze Management
10.115.67.164
- Serial Requests @2
Automate WIH29030004 X .
+ Advisories No Advisaries
Mac A e
-] EC:F4:0C:CE:AA:2C
3 " Locator
System ower (O
. Pa ) on LED off @
) UCSC-885A-M8
‘:‘g r
Settings Vendor L eapas]
Cisco Systems, Inc. 2 480.0
256 1
- U Cor \dapter
128 10

0000000000000000000000000000

Step 19. In the vKVM window, go to Virtual Media in the top meny bar.

Host Power Boot Device Virtual Media

Map image

Map external image

BLK10: Ali

Step 20. Select Map image from the drop-down list.

Host Power Boot Device Virtual Media A

Eject image

Map external image
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Step 21. Click Drop file here or click to upload. Select the previously downloaded Discovery ISO. Click
Open. Click Upload.

Step 22. Go to Boot device in the top menu bar. Select CD from the drop-down list.

Host Power Virtual Media

Step 23. Go to Host Power and select Power cycle from the drop-down list.

Host Power Virtual Media

Power Off

Power Cycle

Power Down

Step 24. Click Confirm in the pop-up window. The server will now reboot and load the Discovery ISO.
Booting RHEL CoreOS (Live) shown below indicates that Discovery ISO is being loaded. If you have issues
with loading discovery ISO from KVM console - see the next step.

Host Power Virtual Media

Step 25. Skip this step if you can load the Discovery ISO as indicated by the message in the above
screenshot. If not, go to CIMC of the node, log in and go to Configure > CONFIGURE BOOT ORDER. Find
UEFI: Linux File-CD Gadget 0515 from the list. Use arrow-keys to move it to the top-of the list in the
Expected Boot Order. If you don’t see this, try mounting the virtual media image from the KVM console
again. Also, change one time boot device to CD and then select Reboot Host immediately. The CIMC
menus on C885A can take some time to load so wait a few minutes for it to load completely.

afrale | Clscoln

, o HostPower= IRefresh oo @ admin~

CISCO HZ1 WIH 4 Health X " A - )
o Configure
& Logs ~
E  Hardware status v Restore Defaults
== Operations o Configure BIOS CONFIGURE BOOT ORDER
2 Settings v UEFI Secuire Boot R .
Iz Security and access ~ Baoot Mode UEFI
z@ Resource management o Cenfigure cne time boot device o -

& Configure Reboot Host Immediately
¢ Device connector

Current Boot Order Expected Boot Order

= UEFI; Linux File-CD Gadget 0515
+ RedHat Boot Manager
+ LIEFI: Built-in EFI Shell

UEFI: Linux File-CD Gadget 0515
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Step 26. Click Save Changes and monitor the booting process in the KVM console.

Step 27. Once the Discovery ISO boots up, you should see output like the one shown in the screenshot
below. Verify hostname, interfaces, and IP address details are correct before proceeding.

Host Power Virtual Media

idmapped la re currently not supported

s detected:

Step 28. Remove mapped Virtual Media image and Boot Device (set to None) if it did not automatically
get disabled.

Step 29. From a browser, log back into Red Hat Hybrid Cloud Console. Go to OpenShift > Cluster List >
<name_of_cluster> > Add Hosts. The newly added worker should show up after a few minutes. Wait for
the Status to become Ready.

Step 30. Expand the newly added node and verify that the installation diskselected is the M.2 boot
drive(~960GB drive). Also verify that the role, hostname and so on are correct and that NTP has synced.

o, i RedHat Hybrid Cloud Consale ~

= Q, k- (7] Archana Sharma =
OpenShift -
Host details
uuID Memory capacity Hardware type
dSbb766f-ae35-3633-7924-9834d5¢e5103 225 TiB Bare metal
Manufacturer CPU model name BMC address
Cisco Systems, Inc. AMD EPYC 9554 64-Core Processor 10015.67164
Product CPU cores and clock speed Boot mode
UCSC-885A-M8-H21 256 cores (hyper-threaded) at 3,763 MHz uefi
Serial number CPU architecture
WIH29030004 x86_64
17 Disks
Name Rale Limita.. Format? Drivet.. Size Serial Model WWN @
nvme0n] MNone = S50 192TE  YEZOADKKOLF3Z  KIOXIA eui 01000000000000008ce38ee3055a2efa
KCMYIRUGTTS2

mumeldnl  None = 55D 192TE  YEZ0AOTGOLF3  KIOXIA eu 01000000000000008ce38ee3055cH13c
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o, 5 RedHat Hybrid Cloud Console =

OpanShift

mvmednl

nvme7nl

nvrnednl

nvrmednl

NICs

Name

bondd

bond0.703

Installation

disk

MNone =

Mone =

Mone =

enplds0uduic2

ens20np0
ens202npd
ens203npl

ens204npd

550

550

55D

550

MAC address

cd7bd:b8:cf28

cd70bd bich28

Zaed5hebfa53

b&:ed:24:td:e9:62

b&:ed:24:fdeab?

bi:eS:24:fd:e9:22

b#:e9:24:fd:e9:52

o = Red Hat Hybrid Cloud Console ~

CpenShift

ens204npd

ens20anpl

ens206npd

ens207npd

ens208np0

ens213f0np0

b8ieS:24:fde9:52

b&e9afdeb22

bE:e9:24:fde9:72

b:e9:24:-fd.cf.d2

bE:e9:24fdaff2

c4d 70 bdbE:cf28

ens213finpl c4:70bd:b8:cf29
ens21f0 ecedai OeZaac
ens2ifi ecefalOe2aad
GPUs

Vendor Vendor ID
ASPEED Technalogy, Inc. 1203
NVIDIA Carparation 10de
NVIDIA Corporation 10de
NVIDIA Carparation 10de
NVIDIA Corporation 0de
NVIDIA Corporation 10de
NVIDIA Carporation 10de
NVIDIA Corporation 10de
MNYIDIA Carpaoration 10de

Install ready

-

| ‘iew cluster events

Q o e Archana Sharma =
.
96020 OC2443IWO0IC  SSSTCPRJ- Ui 36TE0156324b0b 79
GB GWIEOP
192TB  YEZOAOGDOLF3  KICMIA £u1.01000000000000008<e38ee3055a0db2
KCMYIRUGITS2
192TB YEZOAQKTOLF3  KIOXIA ewi.01000000000000008ce3Bea3055a3102
KCMYIRUGITS2
192TB YEZOAQFMOLFZ  KIOXIA ewi.01000C00000000008ce38e23055a0755
KCMYIRUGITS2
IPv4 address IPvE address Speed
200000 Mbps
10.015.90.89/26 200000 Mbps
N/
A00000 Mbps
400000 Mbps
400000 Mbps
400000 Mbps
Q -] [7] Archana Sharma =
400000 Mbps
400000 Mbps
400000 Mbps
400000 Mbps
400000 Mbps
100000 Mbps
120000 Mbps
N/A
N/A
Model Device ID Address
ASPEED Graphics Family 2000 Q000:74:.00.0
GHIOO [H200 SXM 141GE] 2335 0000:03:00.0
GHIOD [H200 SXM 141GE] 2335 Q00031000
GHIOD [H200 S¥M 141GE] 2335 Q00051000
GHI0OD [H200 5XM 141GE] 2335 Q000063000
GHIOOD [H200 SXM 141GEB] 2335 Q000:83:00.0
GHIOO [H200 SXM 1G] 2335 0000:ab:00.0
GHIDD [HZ200 5XM 141GE] 2335 Q000ch:00.0
GHI00 [H200 5XM NGB 2335 0000:e5:00.0
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Step 31. Click Install ready hosts to complete the installation process.
Step 32. Click View cluster events to the view the installation process events from this view.
Step 33. Click Close.

Step 34. Once the installation completes, you should see a status of Installed. If not, the server may still
be in the booting process.

Step 35. Go back to KVM console to monitor and verify installation status.

Step 36. Confirm that a Boot Device is not selected. Virtual Media also should not have an image
mapped.

Step 37. Once the installation completes, you might see output similar to the screenshot below:

Host Power 5 Boot Device v Virtual Media

Step 38. Go back to CIMC for the server and go to Configure > CONFIGURE BOOT ORDER. Red Hat
Enterprise Linux should now be at the top of both Current and Expected Boot Order columns.
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i
cisco

Host Power ~
Health

Overview

Configure

|~ Logs v
E  Hardware status v Restore Defaults
== Operations - Configure BIOS CONFIGURE BOOT ORDER
B Settings v UEFI Secure Boot Disabled A
[z)  Security and access v Boot Mode UEFI
Resource management ~ Configure one time boot device None -
Boner Reboot Host Immediately

Configure

& Device connector Current Boot Order Expected Boot Order

+ Red Hat Enterprise Linux

. Red Hat Enterprise Linux
« UEFI: Built-in EFI Shell

Step 39.
progress from KVM Console.

Reboot/Power Cycle the server once more to make sure it boots the RHCOS image. Monitor

Step 40. Once the node comes back online, go back to Red Hat Hybrid Cloud Console. Note the BMC
IP address and mac-address for bondO/cluster IP.

= ‘ HE Red Hat Hybric Cloud Conscle = qQ -] 1]
CpeanShift CpeniSaift
Host details
Overview uuio Memory capacity Hardware type
d9bb7E6f-ae35-3633-7924-9834d5ce5103 225TiB Bare metal
Cluster Managemeant
Manufacturer CPU model name BMC address
Dashboard Cisco Systems, Inc. AMD EPYC 9554 64-Cara Processar 101567164
Chster List Product CPU cores and clock speed Boot made
UCSC-883A-MB-H21 256 cores (hyper-threaded) at 3763 MHz uefi
Adisor L Serial number CPU architecture
WIH29030004 «85_64
Wulnerabilivy Deshboard ¥
8 i RedHat Hybrid Cloud Console ~
= Q o o
OpenShift OpenShift
NICs
Cwerview
MName MAC address IPv4 address IPv6 addr... Speed
Cluster Management
bond0 ¢4 70:bd:b8icf:28 200000 Mbps
Dashboard
bond0.703 c4:70:bd:b8:cf:28 10.115.50.89/26 200000 Mbps
Step 41. With the OpenShift install on the node complete, go and log into the OpenShift Cluster Console

to finish the remaining setup.
Set up UCS server as a Bare Metal Host from OpenShift Cluster Console

Procedure 1.

UCS server as Bare Metal Host from OpenShift Cluster Console setup

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. From the left navigation menu, select Compute > Bare Metal Hosts.
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RedHat = &0 PP
OpenShift b & 10 [+] [ 2] admin

Project: All Projects =

Compute
Bare Metal Hosts

Machines

3 T Filter = Name = Search by name.. /
MachineSets
Name Status MNode Role Manageme... Serial Numb...
ineHealthCheck:
ineHealthCheck GO control-0 @ Extarnally @ control-t.ocp control-plane, redfish, 10158071 FCH26387E7H H
Bare Metal Hosts pravisioned c8B5aipodlocal  master, worker fradfish/vl/Systems
JFCHZEIBVETH
MachineCaonfigs G control-1 @ Externally @ control-1 cantrol-plane, redfish:/ 10159072  FCH2G6387BRK i
provisionad master, worker fradfish/vl/Systems
MachineConfigPools JFCHZEIBVERK
G control-z @ Externally @ control-2 control-plane, redfish, 10159073  FCH2ZE387E7F i
provisicnad master, worker fradfish/vl/Systems
JFCH2ZE3BTETF

User Management

Step 3. For Project, select openshift-machine-api from the drop-down list.
Step 4. Click Add Host from the top right corner of the window. Select New with Dialog.

Step 5. Specify hostname of node. Provide bond0 MAC address (collected earlier) as Boot MAC
Address. You can also apply BMH yaml file that you created in the Initial Setup of UCS C885A section.
Disable power management for now. This will be enabled later, once the node has been added to the
cluster successfully.

RedHat
OpensShift

C N You are logged in as a temporary administrative user. Update the cluster ©OAuth configuration
ronJobs

Project: openshift-machine-api +
Jobs

DaemonSets

Add Bare Metal Host
ReplicaSets

ReplicationContrallers Expand the hardware inventory by registering a new Bare Metal Host,

HearizentalPodAutoscalers Name *

PodDisruptionBudgets worker-0

Provide a unique name for the new Bare Metal Host.

Networking

Description
Storage
%
Builds
Boot mode
Observe UEFI -

Compute

Boot MAC Address *

Nodes c470:bd:bB:cf28

Machines The MAC address of the NIC connected to the network that will be used to provision the host.

MachineSets [ | Enable power management
Provide credentials for the hosts baseboard management controller (BMC) device to enable OpenShift

MachineAutoscalers : o ) B ] -
chineAutoscale to cantrol its power state. This is required for automatic machine health check remediation.

MachineHealthChecks

Bare Metal Hosts Cancel
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Step 6. Click Create.

Step 7. In the Bare Metal Host > Bare Metal Host Details window for this host, select YAML from the
menu. Edit the YAML file and add externallyProvisioned: true in the spec: section as shown.
You are logged in as a temporary administratve user. p!e e cluster OAUTHh con iquration to al jow others 1o 04 1N.

Project: openshift-machine-api =

Bare Metal Hosts »  Bare Metal Host details
G worker-0 Actions +
Qverview Details YAML Network Interfaces Disks Events

* Opt + F1 A Show tooltips O View sidebar

Step 8. Click Save and Reload.

Step 9. From the left navigation menu, go to Compute > Bare Metal Hosts to see a list of all hosts and
their current state. The newly added host should have a status of Unmanaged with no power
management.

Step 10. From the left navigation menu, go to Compute > Nodes. The new worker node should be in
Discovered state. Click Discovered.
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Red Hat —
OpenShift c e kube:admin

You are lagged in as a temporary administrative user. Update the duster Qduth eonfiguration to allow others

Nodes

Y Fiter = Mame » Search oy rame.. m
Mame T Status Roles Pods Memary CPU Filesyst... Created Instanc...
@ control-0 @ Ready control-plane, G 27HE GIB 1468 cores /112 4186 GBS @ Now 5, 2025,
master, worker 10075 GiE Cores praiiel.) 32280
D contrel-l - @ Ready " 1014 cores /160 A3BI GBS & Mews, 2025 -
Certificate approval reguired x cores P 392 AM
This node hes requested to jon the cluster. After
@ contrel-2 1248 cores /112 3765 GIB/ & Mows, 2025, - i
will begn running workloads. ores prxiclel:) 347 AM
Request - - @ New s, 2025, -
@D srsieex 553 PM

Created
B Mov S, 2025, 552 P

Appr Deny

Step 11. Click Approve for the certificate signing request from the node to join the cluster.

Red Hat
OpenShift

[+ 2] kubesadmin *

You are lagged in as a temparary administrative vser Update the sluster Oauth eonfiquration to allow others to lag in.

Hame

Nodes

T Filer = MName =  Srar m
Netwarking Mame 1 Status Rales Pods Mermary cpu Filesyst.. Created Instanc._.
@ convol-0 @ Ready control-plane, 36 i 1574 cores / 12 & Mows, 2028, - i
10075 Gl rores 327 A
E— @ convral Reacy conlrol-plene, 48 1952 Gl 1628 cores ; @ Mo s, 2025, -
AU raster, workes 10075 GE 180 cores 2233 GiE 322 AM
@ convol2 @ Ready cotrol-plzre, 76 2157 GiB S 1315 cores /112 3767 GIB / @ How 5, 2025,
master, workes s 2213 GiB A2 AM
pute (@ worker-0 @ NotReady  worker - - - - @ Nows, 2028, - i
Approvel recuiied S01PM

Modes

Step 12. Click Not Ready and click Approve again.

= p - | o @ kubeadmin~

You are lngged in as a temparary administrative user. Update the duster OAuth configuration te allew others to log in.

Home

Nodes

Warkloads b Mame = Sear m
Net Mame T Status Rolas Pods Memary cPU Filesyst... Created Instanc...
@ contral-0 & Ready control-plane, BE 7Le GBS | 767 cores /112 4LE7 GBS & Mow 5, 2025, H
, warkes 10075 GiB € 2233 GiB 32200
@ contral-l & Reacy a7 19.6 Gill/ 1773 cares £ 4408 Gill f & Novs, 2075, - H
10075 GiR 180 cores 233 GiR 32200
D contral-2 & Reacy control-plane, 78 FEOEGIB} 148 cores /N2 377 GIB/ 7733 @ Nows 2095, - H
raster, warkes S035GiE cofes GiB 342 AM
@ worker-0 & Ready warkes - FEIEGIR S22 1061cores 1533 GiB & Mows, 2025 - H
TiB 256 cores 8937 GiB a:01PM

The status should now change to Ready.

Step 13. From the left navigation menu, go to Compute > Machinesets. Click the ellipses to the right of

the machineset and select on Edit Machine Count from the menu.
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“« & @ Not Secure  hitps:j/console-openshift-console.apps.ocp-c886 aipod.local/k8s/ns/openshift-machine-a... &, ¢ @ u3 ORI &1 3]

Edit Machine count

MachineSets maintain the proper number of healthy machines

- +

Step 14. In the pop-window, increment the count by 1 to add this one node. Click Save.

Step 15. From the left navigation menu, go to Compute > Machines. Note the last 5 characters in the
hostname of the newly added machine.

Red Hat FT W +

OpensShift

ou are logged in as a temporary adminstrative vser Update the doster O8uth configuration to allow athers to log in.

Project: openshift-machine-apl =

Machines @

Mame w  Search by rame !
Mame T Mode Phase Provider state Region Awailability zone
@ vep-cass-tvrz- () contre @ Provisioned as node
master-0

@ vep-cass-towz- () conwrel @ Provisioned as nede
master-1

@ ocp-cEas-tovrz- () control-2 Provisianed as nedre
master-2

Q) ocp-cBBS-thurz- - Provisianing

worker-0-plpef

Step 16. From the left navigation menu, go to Compute > Bare Metal Hosts. Select another host (other

than the node being added). Go to YAML tab and go to the spec section.
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= g:‘: rs?r'\:ift #H O AN © @ admin~
Networking Project: openshift-machine-api =
) Bare Metal Hests > Bare Metal Hest details
Storage
2 control-2 Actions =

Builds
Overview  Details  YAML  MNetwork Interfaces  Disks  Events

Observe

 0pt + F1 Accessibility help 9 View shartcuts Shaw taaltips 0 view sidebar

Compute

Nodes

Machines

Mac

Machine, Brs
MachineHealthChecks

Bare Metal Hosts

MachineConfigs

User Management

Administration Save Reload Cancel & Dowinload l

Step 17. Select and copy the consumerRef section from this host so that it can be pasted it into the
spec section of the new host. Pay close attention to the spacing.

Step 18. Click Cancel. Go back to Bare Metal Hosts list and select the newly added node.

Step 19. Go to the YAML tab. Paste the above to the end of the spec: section. Edit the name to reflect
the this node’s name by adding the 5 characters (saved earlier) to the end. Verify spacing is correct.
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RedHat

Openshift ai Az o @ kubeadmin =

You are legged in as 4 temparary administrative user Update the doster Oauth eonfiguration te allow others to log in.

Project: apenshift-machine-api =

Operatars
Bare Wetal Hosts » Bare Metal Host details
G worker-0 Actions =
Overview  Details  YAML  Metwork Interfaces  Disks  Events

Storage % Qpt +|F1 Ao 8 vir Show tacitips

Builds

Administration

Portworx

Cluster

Step 20. Click Save and Reload.

Step 21. From the left navigation menu, go to Compute > Machines. The newly added machine should
now show as Provisioned.

Step 22. Click the new machine and select the YAML tab. To link this machine to the node, copy the
providerlD from the machine YAML file.
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*fou are.

pod in as a temparary administrative

Project: apenshift-machine-api  +
Machines ¥ Machine details

(@ ocp-c885-thvrz-worker-0-plpvf  rrovsone

Details YAML

Metworking Events

sibility help

Storage

Builc

Compute

h

Machines

MachineHealthChecks

Bare Metal Hos

achin

rachin

Step 23.

i Az © @

kubeadmin =

ar, Update the cluster Ofwth configuration to allow others to lag in

Actions =

B View shortcuss Show tooltips @ View sidebar

From the left navigation menu, go to Compute > Nodes. Select the new node and edit its

YAML file. Go to spec: section. Delete the {}, and then paste the providerID as shown. Note the spacing.

RedHat
Openshift

Modes ¥ Mede details

) worker-O & peasy

YAML

Terminal

© opt 4+ F1

*¥ou are logged in as a temporary sdministrative usar, Update the duster Ot corfiguration to allow others to login.

Acticns -

Sherw toaltips

@ worker-0 has been updated to verslon 254365

Step 24.

Click Save and Reload.
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Step 25. The baremetal host should now be linked to the node. Verify by navigating to Compute >
Machines.

ReclHat oAz
OpenShift

o @ kube:admin =

‘fiou are logged in as a temporary acministrative user. Update the gluster OAuth corfiguraticn to allow others to lagin.

Home

Project: openshift-machine-api =

Operatars

Machines

Waorkloads

Metworking Name « Search by name...

Storage Mame 1 Mods Phasa Provider stata Ragion Awailability zona
) ocp-cBAS-thurz D contral-a & Frovisioned as node
Builds naster-d
D contral-1 & Provisioned as node H
ol
@ ocp-cias-tbviz- @ contral-2 @ Provisioned as node - - - H
Compute master-2
Nades @ ocp-ciastbviz- @ worker-0 @ Provisioned as node

worker-0-plpyf

Machines.

Home

Project; openshift-machine-api =

Operatars

MachineSets
Warkloads
§ T AT Name v  Search by name !
Storage Marme T MNamespace Machines Instance type CPU Memary
B cop-cBas-tvrz- @B openshift-machine-  1of 1 machine 255 cores 226743 GiE
Builds warker-0 api

Step 27. Now that the node is added to the cluster, you can now provision the node for Power
management.

Enable Power Management for Cisco UCS C885A using Redfish

Procedure 1. Configure Power Management for Cisco UCS C885A using Redfish

Step 1. From the left navigation menu, go to Compute > Bare Metal Hosts.

Step 2. Select the new host and click the ellipse to the right of the host. Select Edit Bare Metal Host
from the menu.

Step 3. Click Enable Power Management. Specify the Redfish URL using BMC IP address collected
earlier (for example: redfish://10.115.67.164/redfish/v1/Systems/system). Enable the checkbox to Disable
Certificate Verifcation. Specify BMC Username and BMC Password.
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RedHat = Ao
OpenShift # Az © @

“You are logged in as a temparary administrative user. Update the cluster Dfuth configuration ta allow others to log in.

CronJobs

Project: openshift-machine-api =

Jobs
Dae Description
ReplicaSets
ReplicationCantrellers #
Heri . Boot mode
UEFI -

ticnBudgets

I'-]f_itwgrking Beot MAC Address *

cAT0bd:b8:ct28
e
Storage The MAC address of the NIC connected to the netwark that will be used to provision the host
Builds Enable power management

Frovide credentials for the hosts baseboard management controller (BMC) device to enable OpenShift
to sentrol its pewer state, This is requined fer autormatic machine health check remediation,
Observe

Baseboard Management Console (BMC) Address *

Compute
CLIEELS redfishyf 1011567154, /redfish/vl/Systems/system

The LURL for comrmuniciting with the hasts sieard management contraller device,

Disable Certificate Werification
Dizable verification of server certificates when using HTTPS to connect to the BMC. This is required
when the server certificate is self-signed, but is insecure because it allows a man-in-the-middle to

intercept the connection.

BMC Username *

admin

BMC Password *

User Management

Cance |

Administraticn

Step 4. Click Save. If it was successful, you will see the status of the new Bare Metal Host as
Externally Provisioned.

D) worker-0 @ Externally provisioned - - redfishof 101567164 redf -
ish/wl/Systems/systenm

Step 5. Repeat this procedure for the remaining Cisco UCS C885A worker nodes.
Set up Networking for Storage Access
The procedures in this section:

o Deploy Red Hat Kubernetes NMState Operator

« Setup networking for accessing storage using NFS

o Verify that the storage system is reachable from worker nodes

Red Hat NMState Operator will be used to configure the storage networking interfaces on the OpenShift
worker nodes. Since the cluster was deployed as a compact cluster, this includes the control nodes which also
function as worker nodes.

Note: The NMState Operator can be used to add or change networking on the OpenShift cluster though it is
first deployed in this section to provision storage access networking on the UCS nodes.
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Assumptions and Prerequisites

Setup Information
This information is provided in line with the deployment steps.

Deployment Steps
To setup networking on UCS worker nodes for NFS storage access, follow the procedures below.

Procedure 1. Deploy Red Hat Kubernetes NMState Operator

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. From the left navigation menu, go to Operators > OperatorHub. In the search box, enter
nmstate. Click the Kubernetes NMState Operator tile when it shows up.

g:‘:.:lf:]ft B A7 [+] @ kubeadmin »
ens:

ou are logged in as a temparary administrative user. Update the cluster Outh configuration to allow others to log in.

Project: All Projects =

OperatorHub

Discever Operators fram the Kuberneles community and Red Hat partners, curated by Red Hal, You can purchase commeraal saftware threugh
Red Hat Marketplace @. You can install Operators on your clusters to provide optional add-ons and shared services to your developers. After installation, the
Operatar capabilities will appear in the Developer Catzlog praviding a self-service experience.

I Al ltems All lterns
&) /Machine Learning .
' Q nmstate x 1items
Application Runtime

Operators Hig Data

Clowud Provider

CperatorHub

FRed Hat

Database r

nimstata
Developer Tools

Kubernetes NMState Operator
Develepment Tools

provided by Red Hat, ne.
Drrivers and plugin:

Pods Integration & Delvery Kubernetes NMState is &

N Lagalng & Tracing declaritive means of configuring
Deployments MetworkManager.
Medernization & Migration

Monizaring

Step 3. Click Install. Leave everything as is. Click Install.

Step 4. Once the operator is installed, click View Operator.

Step 5. Scroll down to the bottom of the Details tab. Verify that the install completed successfully.
Step 6. Select the NMState tab.

Step 7. Click Create NMState. Use the defaults and click Create.
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] Red Hat
- OpensShift

& Administrator

Installed Operators

Workloads

Serverless

Configure UCS worker node(s) for NFS Storage Access

Procedure 1.

Step 1.
Step 2.

Project: openshift-nmstate -

Installed Operators »  Oparator details

Kubernetes NMState Operator
wrstate  418.0-202510230851 provided by Red Hat, Inc.

Details  YAML  Subscripticn Events

NMStates

Mame = Soearch by name..
Mame Kind
B nmstate MMState

NMState

Log into OpenShift installer workstation.

Status

UCS worker node(s) for NFD storage access setup

ag 4] 2] admin

Actions =

Create NMState

Labels

Mo labels

Go to the machine-configs sub-directory In the cluster directory and create the following

NodeNetworkingConfigurationPolicy file to deploy an NFS interface on the first worker node.

Note: If using DHCP, a single policy can be created and applied to all worker nodes.
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[admin@ai-pod-c885-mgmt machine-configs]$ cat 99-worker-0-c885-nfs.yaml
apivVersion: nmstate.io/v1l
kind: NodeNetworkConfigurationPolicy
metadata:
name: ocp-nfs-policy-worker@
spec:
nodeSelector:
kubernetes.io/hostname: 'worker-0'
desiredState:
interfaces:
- name: bond0.3054
type: vlan
state: up
mtu: 9000
vlan:
base-iface: bond@
id: 3054
ipvé:
enabled: true
dhcp: false
address:
- ip: 192.168.54.114
prefix-length: 24

Step 3. Deploy the configuration policy to the OpenShift cluster:

oc create -f 99-worker-0-c885-nfs.yaml

Step 4. Repeat steps 1 - 3 for the remaining nodes in the cluster.

Step 5. From the left navigation menu, go to Networking > Node NetworkConfigurationPolicy. You
should now see policies as shown.

— : 1 #H A © @ admin~

Home NodeNetworkConfigurationPolicy
Operators
T Filter = Name = oop-nf ! m
Worl
Name  cep-nf X Clear all filters
Serverless
Mame T Matched nodes. Enactment states
Netwerking (TSR ccp-nfs-policy-contreld Tnedes v 1 fzilable
IR ccp-nfs-policy-contrei 1nedes 1 fwailable
[l cop-nis-policy-contrel2 Tredes 1 fwailable
[Rs5 cop-nfs-policy-warkerD Tnodes w1 fwailable
[R5} cop-nfs-policy-warkerl 1nodes w1 fwailable

figurationPalicy
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Step 6. Use ssh core@<node IP> to connect to each worker node and verify the configuration and
setup using the commands below:

ip address show <interface name>
ethtool <physical interface name>

ifconfig <interface_name>

Verify the connectivity to Everpure FlashBlade//S

Procedure 1. Connectivity to Everpure FlashBlade//S verification

Step 1. SSH into the OpenShift installer machine.
Step 2. Use ssh core@<node IP> to connect to the first worker node.

Step 3. Verify connectivity to Everpure FlashBlade by pinging its storage data interface from storage
access interface on the UCS node.

Deploy Portworx to provide Persistent Storage

This section details the procedures for deploying and setting up Portworx by Everpure to provide persistent
storage for Al (Kubernetes) workloads in Red Hat OpenShift. The persistent storage will be provisioned on
Everpure FlashBlade//S using NFS.

The procedures in this section:
o Create API token on Everpure FlashBlade for use by Portworx
« Deploy Kubernetes secret to securely access Everpure FlashBlade
« Generate Portworx Enterprise Specification from Portworx Central
o Deploy Portworx Enterprise Operator from Red Hat OpenShift Cluster Console

o Verify that Portworx cluster is up and running in OpenShift

Assumptions and Prerequisites

o Everpure FlashBlade’s Management endpoint IP is reachable from all OpenShift nodes on the in-band
management network.

¢ Network connectivity from UCS nodes to frontend fabric for accessing NFS datastores on Everpure
FlashBlade has been setup.

o Everpure FlashBlade’s NFS Storage Data endpoint IP is reachable from all OpenShift nodes on the
storage data network.

Setup Information

This information is provided in line with the deployment steps.

Deployment Steps

To deploy Portworx operator and setup Kubernetes networking to access storage, complete the procedures in
this section using the setup information provided above.

Create User and API Token on Everpure FlashBlade for use by Portworx

Procedure 1. User and API token on Everpure FlashBlade setup

Step 1. From a browser, go Everpure management portal on Everpure FlashBlade and log in.
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Step 2. From the left navigation menu, go to Settings > Users and Polices.

Step 3. In the Users section, click the ellipses. Select Create user... from the drop-down list to create
a user and specify role as Storage Admin in Access Policies. This user will be associated with an API
token that will be used to establish secure communication between Portworx Enterprise and Everpure
Flashblade. The token serves as a key for Portworx to authenticate with FlashBlade and perform storage
operations on behalf of the authorized user.

“ O @ MotSecure  hitps:10.115.80.14/settings users ¥r [ L (O]
Settings
D% > Users
Saarch Setings
o = Users +2olz %
Anay Deleis
Mama & Role Typa Public Kay AP Token Explras Leckout Remaining
Atnchad Policos
a1l - Al
Manitaring
NP Semvers admin anay_gcimin local
Suppurl oUreUsE” Ay aomin tocal - - - - H
HARCWARE
Blades Attached Policles
Drives Mo palices found. Pl oken
Hardwars | Cranto AP Taken...

Resrs

A0 Toske

HETWORK
Canrectars Reset Lockout

Settings [iagnastics

Step 4. Click the ellipses and select Create API Token.

E @ ntmiprevisw.gitbub.iofthtips. % | @ Installation on a Bare ketal k% | ¥ nstall Portworowith Pure St x| @ Install Partwore with Pure 210 % % Pure-FB-S600-1| PureStors. X 4

« G D NotSecure  Bies10.115.90.14/settings users * O 2O @

APl Token
pureuser
T-63cBB3ac-04e6-4654-04d3-c0124B247alc

2025-11-05 12:19:56

202512-02 1219:56

Step 5. In the API Token window, for Expires, specify the number of weeks (for instance 24) before the
token expires. Leave this field blank if you don’t want the token to expire. Click Create. Copy and save
the newly created API key as it will be used later to create a Kubernetes Secret for use by Portworx.

Create and Deploy Kubernetes Secret to Securely Access Everpure FlashBlade

Procedure 1. Kubernetes Secret to Securely Access Everpure FlashBlade setup

To establish secure communication between Portworx and Everpure FlashBlade, a Kubernetes secret is created
to securely store the FlashBlade configuration details. This secret allows Portworx to access this information
within the Kubernetes environment.

Step 1. SSH into the OpenShift installer workstation.

Step 2. Go to the OpenShift cluster directory. Create a sub-directory called portworx to save all
portworx related configuration files.

Step 3. Create a JSON configuration file: pure.json containing key information from Everpure
FlashBlade: Management IP address, API token for the authorized user, and NFS endpoint IP. You can
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add multiple NFS endpoints to the same file, from multiple Everpure FlashBlades or FlashArray. You can
locate the IP information from the Everpure portal under Settings > Network Interfaces.

« & © HotSecurm  Bbesy[10.115.90.14/settings/netwark-interfaces/NFS-1 & @ O 2O @

PURESTORAGE Settings

¢ > Network Interfaces > NFS-1
i 11
— Digtails Attached Policies
YSTEN Name NFSAt Mo palicies found
Altrts and Nesifications Enabled  True
Array Ditais Server

Afaried Folitios Subnel  Pure-Nrs

Mealteing Address 1831685474
NTP Servers WLAM 3054
Suport Mask 2552552550
MTU 8000
Service data

[admin@ai-pod-c885-mgmt portworx]$ vi pure.json

{
"FlashBlades": [
{
"MgmtEndPoint": "10.115.90.14",
"APIToken": "T-63c983ac-ed4e6-465a-a4d3-c01248247afc",
"NFSEndPoint": "192.168.54.14"
}
]
}
{ =
"FlashBlades": [
{

"MgmtEndPoint": "10.115.98.14",
"APIToken®™: "T-63c983ac-e4eb-465a-a4d3-cB1248247afc",
"NFSEndPoint®: "192,168.54.1K"

¥

Step 4. Create and deploy Kubernetes secret using the above JSON file as shown. The secret must
have the name: px-pure-secret so that Portworx can correctly identify and access the Kubernetes secret
upon startup.

[admin@ai-pod-c885-mgmt portworx]$ pwd
/home/admin/ocp-c885/portworx
[admin@ai-pod-c885-mgmt portworx]$ 1s
pure.json

[admin@ai-pod-c885-mgmt portworx]$ oc create secret generic px-pure-secret --namespace portworx --from-
file=pure.json=/home/admin/ocp-c885/portworx/pure.json

secret/px-pure-secret created

[admin@ai-pod-c885-mgmt portworx]$ pwd

/home/admin/ocp-c885/portworx

[admin@Pai—pod—c885-mgmt portworx]$

[admin@ai-pod-c885-mgmt portworx]$ ls

pure.json

[adminRai-pod-c885-mgmt portworx]$

[admin@ai-pod-c885-mgmt portworx]$ oc create secret generic px-pure-secret --namespace portworx ——from-file=pure.json=
/home/admin/ocp-c885/portworx/pure.json

secret/px—pure-secret created
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Step 5. Go back to the OpenShift cluster console. From the left navigation menu, go to Workloads >
Secrets to verify the deployed configuration.

RedHat

. . # an © @ admin v
OpenShift N
. Project: portworx. =
% Administrator
Details  YAMI
Home
Secret details
Operators
Name Type
p-pure-secret Opague
Workloads
MNames;
Pods amespace
@ portworx
Deployments
Labels Edit &
DeploymentCanfigs T
Mo labels
StatefulSets
Secrets Annotations
0 annotations #
ConfigMaps
Created at
CronJabs @ Nov 5, 2025, 412 PM
Owner
Mo awner
Data @ Hide values
HaorizontalPodAutoscalers
pure.json
PodDisruptionBudgets L]
Serverless d

“FlashBlades': [
i
Networking ‘MgmtEndPoint”: "10.115.9@.14",
'BPIToken”: "T-63c583ac-eded-4652-a4d3-c@l248247afc”
'NFSEndFoint”: "152.168.54.15"
Storage i
1
I3
tps;, le-openshift- le.apps -cB85.aipod.locallkBs ns/portwondbatch-vi~Job

For more information on setting up Everpure FlashBlade as Direct Access Storage Backend for Portworx, see:
https://docs.portworx.com/portworx-enterprise/platform/install/pure-storage/flashblade/prepare

Generate Portworx Enterprise Specification from Portworx Central

Procedure 1. Portworx Enterprise specification from Portworx Central setup

Step 1. From a browser, log into Portworx Central at https://central.portworx.com/landing/login.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 265 of 395
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https://central.portworx.com/landing/login

T

c 23 https://central.portworx.com/specGen/dashboard & ¥ @ &3 O @ @

~

e Welcome to Portworx Central!

o Portworx is the trusted Kubernetes data platform for building stateful applications on a multi-cloud, enterprise-grade, and
: scalable data platform. Designed for platform engineering teams, Portworx offers self-service provisioning of storage,

= disaster recovery, and backup to enhance platform engineering productivity.

@

Explore our products

Choose tha right solution for your needs.

% Portworx Enterprise E Portworx Backup
Enterprise-grade cloud-native storage, fer high availability, Lo Asa ative backup and y solution designed for modarn
data protection, and airtight security. Built for organizations that can't afford i ications, PX Backup simplifies complex data protection across clusters, clouds, and
and demand ili because your deserve nothing less. ragions—so your workloads stay portable, protected, and always recoverable wharn it

counts the most,
Awailable Features:

Ayailable Features:
~  High-perfarmance, Kubernetes-native storage for stateful applications

«  Agentless, Kubemetes-native backup and restare
~  Effortless scaling to thousands of nodes across clusters and clouds

~  Applicatien-consistent protection across clusters, clouds, and on-premises
~ Ahways-on high availability and zero RPD disaster recovery

«  Rapid, granular restores for entire applications or specific objects
~ Advanced security, eneryption, and granular data protection

~  Built-in

] ion and air-gapped recovery features
~  Integrated virtualization support for KubeWirt virtual machines

~ Automated, policy-driven backup scheduling and retention

A capacity mar with pilot and Cloud Drives

«  Compliance-ready auditing and centralized management at scale

WView Product Documentation —»

View Product Documantation —»

Step 2. In the Portworx Enterprise section, click Generate Cluster Spec.

Step 3. In the Generate Cluster Spec. wizard, in Step1: Select Your Platform section, for Platform,
select ON-PREMISES > DAS/SAN from the drop-down list for using Everpure FlashBlade as the backend
storage.
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« >
)
o
=
®
Step 4.

c 25 https://central.portworx.com/specGenfwizard

Generate Spec

Step 1: Select Your Platform

Portworx Version *

Platform *

In the Step 2: Kubernetes Distribution,

34 v
~
CLOUD
aws  AWS
3 Google Cloud
I\ Azure
O Oracle
ON-PREMISES

vSphere
VMware Tanzu

Pura FlashArray

drop-down list. For Namespace, provide the same namespace used earlier (portworx).

“

g

o F O

[©]

>

C 23 https:ffcentral.portworx.comfspecGen/fwizard

Generate Spec
Step 1: Select Your Platform
Portworx Version *

Platform *

Step 2: Select Kubernetes Distribution
Distributicn Name *
Namespace *

Step 3: Summary

34

DAS/SAN

e % @ 0D 9@ @

R

Partwor: will automatically scan for already provisioned disks,
To modify this, click the "Customize" button in Step 3,

OpenShift 4+ v
portwars
!

'E;S Version 1310 7

Cluster Name Prefix & px-cluster &

Licenze Type Enterprise

Flatform DAS/SAN

K#s Distribution Openshift 4+

Portwork Operator & Enabled

Customize @
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Step 5. Verify information in the Step 3: Summary section and click Save & Download.

&« 5 @ % httpsifjcentral portworx.com/specGen/wizard Q % @ O o @ ®

Save Spec x

Spec Nama* @
PX-Spec

Spec Tags*® @

This is an Operator based deployment. Ensure to enable the Portwors
Operater on tha Dpanshift Operater Hub,

@ Ensure that the "portworx” namespace is created before
applying the following spec,

kubectl apply -f ‘httpe://install.portworx.co @ 0
niE.47oparatar=trueknc=falseskbvar=1.31. 8kns=p
ortwarsbb=truskicp=6Rr=17001Ac=px-cluster-Toee
5a33-308a-43aB-J4B6-SbacTler14380sf t=Truekato
rk=trusdcsi=truekaut-falsedtel-trusdat-kis'

To learn more, visit cur documentation site. [4

Step 6. Specify a Spec Name. Copy the kubectl command to apply the Portworx cluster spec on the
OpenShift cluster later. Click Download Spec and save the file.

Step 7. Copy the spec file to the OpenShift installer workstation. Save the file in the portworx sub-
directory under the cluster directory.
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[admin@ai-pod-c885-mgmt portworx]$ more portworx_enterprise.yaml
# SOURCE: https://install.portworx.com/3.470perator=trued&mc=false&kbver=1.31.08&ns=portworx&b=true&iop=
6&r=17001&c=px—-cluster-7@ee5a33-308a-43aB-94086-9bacf@3efli3kosTt=truedstork=truedcsi=true&aut=falseldte
l=true&st=k8s
kind: StorageCluster
apivVersion: core.libopenstorage.org/vl
metadata:
name: px-cluster-70ee5a33-308a-43a8-94R6-9bacf@3eflsl
namespace: portworx
annotations:
portworx.io/install-source: "https://install.portworx.com/3.47operator=truedmc=false&kbver=1.31.088&
ns=portworx&b=truefiop=6&r=17001&c=px-cluster-70eeb5a33-308a—-43a8-94086-%bacT@3efl43&kosTt=truedstork=tru
ekcsi=trueRaut=false&tel=true&st=k8s"
portworx.io/is—openshift: "true"
spec:
image: portworx/oci-monitor:3.4.1
imagePullPolicy: Always
kvdb:
internal: true
storage:
useAll: true
secretsProvider: k8s
startPort: 17681
stork:
enabled: true
args:
webhook-controller: “"true"
runtimeOptions:
default-io—profile: "&"
csi:
enabled: true
monitoring:
telemetry:
enabled: true
prometheus:
exportMetrics: true
[admin@ai-pod-c885-mgmt portworx1$ [

Deploy Portworx Enterprise Operator from Red Hat OpenShift Cluster Console

Procedure 1. Portworx Enterprise Operator from Red Hat OpenShift Cluster Console setup

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. From the left navigation menu, go to Operators > OperatorHub. In the search box, enter
Portworx.

pied ot FH ) e it
OpenShift i A3 © @ kube:admin

*fou are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to legin.

= Administrator
Project: All Projects =

Home

OperatorHub
Operators . . :
Discover Cperators from the Kubemetes cornrnunity and Red Hat partrers, curated by Red Hat. You can purchase commercial seftware through Red Hat Marketplace & You
ean imstall Operators on your dusters to provide eptional add-ons and shared serviees to your devel After installation, the Operator ca ilities will appear in the
OperatorHub i . :
Operata Developer Catalog providing @ seif-service experionce,
| allitems Al ltems
Al#Machire Learning | -
[Q Portworyd ® 1items
Applicaten Runtime
Metwarking Big Cata
Cloud Pravider
Storage Certified
Starage Database @ portwar '
Dreveloper Too's
Builds Portworx Enterprise
Developmant Tools
previded by Portwor by
Drrivers and pluging PureStorage

Intagration & Delivary
Loging & Trasing Cloud native storage solution for
Compute production worklaads
Modernizetion & Migration

Monitoring

User Management
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Step 3. Click the Portworx Enterprise tile when it shows up.

2. POrtworx Enterprise *
25,40 provicded by Partwors by PureStorage
Install
Channel Portwone-Enterprize is the maost widely-used and refizble cloud-native storage solution for production
workloads and provides high-availability, data pretection and security for containerized applications.
stable A
Portwon Entemprise enables you o migrate entire applications, including data, between clusters ina
Versi single data center or cloud, or between clouds, with a single kubect! command.
2540 - The claud native storage and data managernent platform that enterprises trust to manage datain
containers now has an operator which simpliifies the install, configuration, upgrades and manages the
Fortwon Entemprise cluster lifecycle.
Capabillty level
& Basic Install Learn more about the Portworx Enterprise the data platform for Kubemnetes
1
@ Seamless Upgrades T I;aarm mare about the platform features, please visit our product features page
@ Full Litecycla
|
@ Deep Insights About Portworx
|
& Auto Pilot Pertwen s the solution for running stateful containers in preduction, designed with DevOps in rmind.
With Partwars, users can ma any database or statelul service on any infrastrusture wsing any
Source containes scheduler, induding Kubernetes, Mesosphere DC/OS, and Docker Swarm. Portwors sehes
Certified the five most commen prabiems Devips teams encounter when running stateful services in
production: persistence, high availability, data automnation, security, and support for multiple data
Provider stores and infrastrecture,

Portwene by PureStorage. :
by 9 How tao install StorageCluster

Infrastructure features Te customize your eluster's configuration {specification), use the Spec Generator fram PX-Central.

Disconnected
Prerequisite

Repository Ensure parts I7001-17020 on worker nodes are reachable from master 2nd other worker nodes.
N/A

Tutorials
Contalner image

= Fortworx Enterprise on Cpenshift
registry.connectredhatco

Stateful applications on Kubermetes

myportwang/openstorage-
operstongshaz5e:tatBles = Fortwors Enterprise on Kubernotes
1669007 Ieaskzbafag0 » Kafka on Kubermetes
032ad0B595fd4ebf2653
QdeCTcieaedaSsss - on Kubernetes

» FostgreSOL on Kubernetes
Created at « MangoDR on Kubermetes
@ 0ct16, 2025, 1213 AM » Cazsandra on Kubemetes

Step 4. Click Install.

Red Hat
Q hift

e kube:admin

cluster OAuth eonfig on to allow othe 3 | i

Yau are logged in as a temporary administrative user, Update the

Operalortut » Operatar Installation

Install Operator

Iratall your Operatar by subseribing to one of the update channels to keep the Cperator up to date. The strategy determines either manual or automatic updates,

Update channel * & o Partworx Enterprise
lledd Operatars stabile - prenie
Provided APls
Version *
Warkloads
2540 - €3 Storage Cluster  © Required

Starage Cluster installs Partwars in the
Installation mode = cluster. It has all the necessary
configurations to setup and update a

O namespaces on the cluster (default) Portwerx cluster

Operator will be able in all Narm

B4 specific namespace on the cluster

Operat
Installed Namespace * ED Starage Made
Select Project - Do ol create Storage Mode as it s

internally created by the operatar. It
represents the status of a Portwars
node.

Create Project

Administration

Step 5. For Installation mode, select the radio button for A specific namespace on the cluster.
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Step 6. For Installed Namespace, click Create Project and specify a Name (portworx) in the Create
Project window.

Create Project x

An OpenShift project is an alternative representation of a Kubernetes namespace.
Learn more about warking with projects &

Mame* (@

portworx

Display name

Description

.- =

Step 7. Click Create to create a namespace with the specified name.
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RedHat
ft

OperstorHus ¥ Cperator Installation

Install Operator

Update channel * &
stable

Version =
2540

MNetw
Installation mode *

2 all namespaces on the cluster (default)
Operator will be available in all M

LY specific namespace on ¢
Operator will be available i

Installed Namespace *

@D rortwenx

Update approval * @

& Automatic

L Manual

Consale plugin *

% Enable

~ Disable

Enabling eonsele plugin

Kubarna
enabling.

ommand

fance

Click Install.

Step 8.

Red Hat
OpensShift

% Administrator

Home

erators

OperatorHub

Installed Operators
Worklo

Metworking

Compute

ser Management

the Inggad in usaer. Make sure yau ts

Portworx Enterprise

arovided by Partwars by Pures

Provided APIs

- &3 Storage Cluster 0 Required

Storage Cluster installs Portwor in the
cluster. It has all the necesszary
configurations to setup and update 2

Partwe

o

&) Storage Node

- Da not create Storage
internally created by the operator. It
represents the status of a Portwon:

nede,

This console plugin will be able to provide a custom interface and run any

it hafare

Portworx Enterprise o

portwaork-operatery

Installed operator: custom resource required

The Cperater has installed successfully. Create the required custom resource to be able
1o use this Cperator,

E® StorgeCluster 0 Required
Clowd native storage selution for production werkloads

Wiew installed Operators in Mamespace portwars
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Step 9. Once the operator deploys, click Create StorageCluster.
Step 10. Select YAML view.

Step 11. Copy and paste the specification that was generated in the Generate Portworx Enterprise
Specification section into the text editor.

Step 12. Click Create.

Step 13. You can also deploy the previously saved storage cluster specification via CLI from the
OpenShift Intaller machine as shown below:

[admin@ai-pod-c885-mgmt portworx]$ oc create —-f portworx_enterprise.yaml
storagecluster.core.libopenstorage.org/px—cluster-70ee5a33-308a-43a8-9406—9bacf03ef1l43 created
[admin@ai-pod-c885-mgmt portworx1$ M

Step 14. The system deploys Portworx, and displays the Portworx instance in the Storage Cluster tab of
the Installed Operators page.

Step 15. Scroll down to the bottom of the Details tab. Verify that the install completed successfully.

Step 16. For more information on deploying Portworx Operator on Red Hat OpenShift, see:
 https://docs.portworx.com/portworx-enterprise/platform/install/pure-storage
o https://docs.portworx.com/portworx-enterprise/platform/kubernetes/flasharray/install/install-flashblade

o https://docs.portworx.com/portworx-enterprise/platform/install/bare-metal/openshift-non-
airgap#install-portworx-operator-using-openshift-console

Verify that Portworx cluster is up and running in OpenShift

Procedure 1. Portworx cluster running in OpenShift verification

Step 1. From a browser, log into the OpenShift cluster console.

Step 2. From the left navigation menu, go to Portworx > cluster. Monitor the status of the cluster.
Scroll down and verify that all nodes are listed as being part of the portworx cluster. The local drive
information on each of the nodes are displayed but that can be ignored as we are not using local storage.
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admin =

*fou are logged in as a temporary administrative user. Update the duster Odwith configuration to allow athers to bog in.

Portworx
ity O INFOE WARNIMNG/ERROR
[ — Cluster Detalls Activity "
M; i
ame 210PM & Readiness probe fa.. »
Worl pr-cluster-70ee5a33-308a-43a8-9406-3bacfl3efl42
ZUPM Mk Liveness probe fail. »
Varsian ‘Operator Varsion
- ZIPM 4 Readiness probe fai. »
41 540
ZVPM 4 Liveness probe »
Status Manitaring Status
Initializing Enabled Z0PM A Erres creatiog: pod... ¥
2Z1PM & Readiness probe fai. »
Telemetry Status Stork Version
Enabled 2541 200PM fh  Readiness prebe fa.. ¥
0P & >
License Number of nodes ZI0PM & Health check na
Compute O Storage Mode(s) Z10PM B Health check notifi..
O Storageless Modea(s)
-— & »
r Manag
-— b Posthttpgstorc-geni. ¥
Administration -— i Post "hitpifstork-se »
-— #  PostUhttpstork-zenvi.
& Post hitpfstorc-servi. ¥
Walumes Pocls
Mame Mamespace PViC Status Attached No... Replica Capacity

m o @
You are lagged in as a temperary administratve user. Update the cluster DAuth configuration to all o log in.
- F Reaciness prol
License MNumber of nodes G:0ZFM & Liveness probe fail.. ¥

Operatars
Trial (expires on Sat Dec 06 2025) 4 Storage Mode!s)

L4 - creating: 3
0 Storsgeless Nada(s) 41PM A Emor creating: pods ..

Valumes Paols
Mame MNamespace PVC Status Artached Node Replica Capacity
Mo results found
Mo d. found
0-00f0 « 0 ofD
Mode Summary

Mame P Status P Version Used / Total Capacity

control-0 10M590.83 status ok 41.0-e9dded7 12GiB / 252GiB

warkar-( 10M5.90.89 status ok 3.410-29dde?7 4GGIB f ZBEISGIE
User Management

control-1 nN590.84 s ok 2410-e9dde?7 1268 f B94GiE
Adm control-2 101150085 status ok 2.410-29dde?7 12GIE / 1341GIB

Step 3. From OpenShift installer machine, verify the status of the cluser. It will take a few minutes for all
the PODs to come up and be in a READY state.
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[adminPai—pod-c885-mgmt portworx]$ oc get all

NAME

pod/portworx-api-fpgp7
pod/portworx-api-h9g29
pod/portworx-api-mt799
pod/portworx-api-vg52w
pod/portworx—kvdh-r2bnw
pod/portworx—kvdb-z2ch2
pod/portworx—kvdh—zh8h5
pod/portworx—operator-bdé8f4dbb-946pv

READY
2/2
2/2
2/2
2/2
1/1
1/1
1/1
1/1

pod/px-cluster-78ee5a33-308a-43a8-9486—9%bacT@3ef143-dh8sm  1/1
pod/px-cluster-78ee5a33-308a-43a8-9486—9%bacT@3ef143-16d]g 1/1
pod/px-cluster-78ee5a33-308a-43a8-9486-9bacT@3ef143-1cBré 1/1
pod/px-cluster-78ee5a33-3@08a-43a8-9486-%bacT@3ef143-qgdmBw 1/1

pod/px-csi-ext-6446c9b488-5T125 4i4
pod/px-csi-ext—6446c9b488-mxIVX 4/4
pod/px-csi-ext—6446c9b488—-tvrbx 4ik
pod/px-plugin-57c7cf6cs47-775m9 1/1
pod/px-plugin-57¢c7cféc47-mez18 1/1
pod/px—plugin-proxy—-76978f5c55-wzb5d 1/1
pod/px-telemetry—-phonehome-97gtf 1/2
pod/px-telemetry-phonehome-mwnll 1/2
pod/px-telemetry-phonehome-tp9qv 1/2
pod/px-telemetry-phonehome-wcz7s 1/2
pod/px-telemetry-registration-7fcécd4796-zcjf2 2/2
pod/stork-7df7964b4T-9hjt2 1/1
pod/stork-7df7964b4 f—cxwnm 1/1
pod/stork-7df7964b4f—jev2y 1/1
pod/stork-scheduler—65f688f7b-6dbg7 1/1
pod/stork-scheduler-65f688f7b-bblsx 1/1
pod/stork-scheduler-65f688f7b-hs8rf 1/1
NAME TYPE CLUSTER-IP
service/portworx-api ClusterIP 172.38.125.252
service/portworx-kvdb-service ClusterIP 172.38.212.68
service/portworx-operator-metrics ClusterIP 172.38.215.199
service/portworx-service ClusterIP 172.308.76.243
service/px-csi-service ClusterIP None
service/px-plugin ClusterIP 172.3@.135.231
service/px—plugin—proxy ClusterIP 172.30.18@.122
service/stork-service ClusterIP  172.30.150.61
NAME DESIRED  CURRENT  READY
daemonset.apps/portworx-api &4 4 &
daemonset.apps/px-telemetry-phonehome & &4 [:]
NAME READY UP-TO-DATE
deployment.apps/portworx-operator 1/1 1
deployment.apps/px-csi-ext 3/3 3
deployment.apps/px—plugin 2/2 2
deployment.apps/px—plugin-proxy 1/1 1
deployment.apps/px—telemetry-registration 1/1 1
deployment.apps/stork 3/3 3
deployment.apps/stork-scheduler 3/3 3

NAME DESIRED
replicaset.apps/portworx-operator-bdé8f4dbb 1
replicaset.apps/px-csi-ext-6446c9b4B8 3
replicaset.apps/px-plugin-57c7cfécs? 2
replicaset.apps/px-plugin-proxy-76978f5c55 1
replicaset.apps/px—telemetry-registration-7fcécd4796 1
replicaset.apps/stork-7df7944b4f 3
replicaset.apps/stork-scheduler-65f688f7b 3

apps.openshift.io/vl DeploymentConfig is deprecated in v4.14+, unavailable in v4.l@eee+

STATUS RESTARTS AGE
Running 4 (127m ago) 128m
Running 4 (127m ago) 128m
Running 7 (126m ago) 128m
Running 9 (17m ago) 2em
Running @ 126m
Running @ 126m
Running @ 126m
Running @ 131m
Running 2] 128m
Running 2] 128m
Running %] 28m
Running 2] 128m
Running & (127m ago) 128m
Running 9 (126m ago) 128m
Running & (127m ago) 128m
Running @ 128m
Running @ 128m
Running @ 128m
Running @ 126m
Running 2] 126m
Running 2] 126m
Running %] 28m
Running @ 126m
Running @ 128m
Running @ 128m
Running @ 128m
Running @ 128m
Running @ 128m
Running @ 128m

EXTERNAL-IP PORT(S)

<none> 9881/TCP,98208/TCP,9021/TCP

<none> 9819/TCP

<none> 8999/TCP

<none> 9881/TCP,90828/TCP,9021/TCP

<none> <none>

<nones 9443/TCP

<none> 8@/TCP, 443/TCP

<none> 8099/TCP, 443/TCP
UP-TO-DATE  AVAILABLE NODE SELECTOR
A 4 <none>
4 @ <nonex>

AVAILABLE AGE

1 131m

3 128m

2 128m

1 128m

1 126m

3 128m

3 128m

CURRENT READY AGE

1 1 131m

3 3 128m

2 2 128m

1 1 128m

1 1 126m

3 3 128m

B 3 128m

AGE

128m
128m
131m
128m
128m
128m
128m
128m

AGE
128m
126m

Step 4. SSH into each node as user core. Verify portworx status is operational on each node and that
you have a valid license. Ignore all information regarding local drives and local storage since we’re using

Everpure FlashBlade in this setup.
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[core@worker—@ ~1% sudo /fopt/pwx/bin/pxctl status
Status: PX is operational
Telemetry: Healthy
Metering: Disabled or Unhealthy
License: Trial (expires in 3@ days)
Node ID: 3bleb9c8-de7b-4c69-a9d9-113bcB7758ac
IP: 18.115.98.89
Local Storage Pool: 2 pools

POOL I0_PRIORITY RAID_LEVEL USABLE USED STATUS ZONE REGION

2] HIGH raide 7.8 TiB 14 GiB Online default default

1 HIGH raide 18 TiB 16 GiB Online default default

2 HIGH raide 18 TiB 16 GiB Online default default
Local Storage Devices: 16 devices

Device Path Media Type Size Last-Scan

B:1 Jdev/nvmelnl STORAGE _MEDIUM_NWVME 1.7 TiB 85 Nov 25 23:85 UTC
B:2 /dev/nvmelénl STORAGE _MEDIUM_NWVME 1.7 TiB B85 Nov 25 23:85 UTC
B:3 Jdev/nvme2nl STORAGE _MEDIUM_NWVME 1.7 TiB 85 Nov 25 23:85 UTC
B:4 /dev/nvmesnl STORAGE _MEDIUM_NWVME 1.7 TiB B85 Nov 25 23:85 UTC
1:1 Jdev/nvmeénl STORAGE _MEDIUM_NWVME 1.7 TiB 85 Nov 25 23:85 UTC
1:2 /dev/nvmellnl STORAGE _MEDIUM_NWVME 1.7 TiB B85 Nov 25 23:85 UTC
1:3 Jdev/nvmeSnl STORAGE _MEDIUM_NWVME 1.7 TiB 85 Nov 25 23:85 UTC
1:4 /dev/nvmednl STORAGE _MEDIUM_NWVME 1.7 TiB B85 Nov 25 23:85 UTC
1:5 Jdev/nvmelSnl STORAGE _MEDIUM_NWVME 1.7 TiB B85 Nov 25 23:85 UTC
1:6 /dev/nvmednl STORAGE _MEDIUM_NWVME 1.7 TiB B85 Nov 25 23:85 UTC
2:1 Jdev/nvmelénl STORAGE _MEDIUM_NWVME 1.7 TiB B85 Nov 25 23:85 UTC
2:2 /dev/nvme7nl STORAGE_MEDIUM_NVME 1.7 TiB 85 Nov 25 23:85 UTC
2:3 Jdev/nvme3nl STORAGE _MEDIUM_NWVME 1.7 TiB B85 Nov 25 23:85 UTC
2:4 /dev/nvmelenl STORAGE_MEDIUM_NVME 1.7 TiB @5 Nov 25 23:85 UTC
2:5 Jdev/nvmednl STORAGE _MEDIUM_NWVME 1.7 TiB B5 Nov 25 23:85 UTC
2:6 /dev/nvmelZnl STORAGE_MEDIUM_NWVME 1.7 TiB B5 Nov 25 23:85 UTC
total - 28 TiB

Cache Devices:
* No cache devices

Cluster Summary
Cluster ID: px-cluster-78ee5a33-368a-43a8-9486-%bacTB3efl43
Cluster UUID: alfaBaeb-5046-4237-acb7-céédba8fdlch
Scheduler: kubernetes
Total Nodes: 4 node(s) with storage (4 online)

Ip 1D SchedulerNodeName Auth StorageNode
Used Capacity Status StorageStatuVersion Kernel as

16.115.98.83 6ef79737-6ac5-4chd-abb3-abe38135a21d control-@ Disabled Yes
12 GiB 252 GiB Online Up 3.4.1.0-e9dde77 5.14.8-427.93.1.el9_4.xB6_64 Red Hat Enterprise Linux Co
re0S 418.94.2025106881222-8

18.115.90.84 510e@83c-25b3-4ceB-8378-T45284458854 control-1 Disabled Yes
12 GiB 894 GiB Online Up 3.4.1.08-e9dde?7 5.14.8-427.93.1.e19_4.x86_64 Red Hat Enterprise Linux Co
reQS 418.94.282518881222-8

16.115.90.89 3bl16b%cB-de7b-4c69-a9d9-113bcB7758ac worker-@ Disabled Yes
46 GiB 28 TiB Online Up (This node) 3.4.1.0-e9dde77 5.14.8-427.93.1.el9_&4.xB6_64 Red Hat Enterprise
Linux Core0S 418.94.282510881222-8

18.115.9@.85 B1el19186-1543—-448e—bcdB8-c24T39d@b759 control-2 Disabled Yes
12 GiB 1.3 TiB Online Up 3.4.1.08-e9dde?7 5.14.8-427.93.1.e19_4.x86_64 Red Hat Enterprise Linux Co
reQS 418.94.282518881222-8

Warnings:

WARNING: Internal Kvdb is not using dedicated drive on nodes [10.115.98.85 18.115.98.84]. This configur
ation is not recommended for production clusters.
Global Storage Pool
Total Used : 83 GiB
Total Capacity : 3@ TiB
Collected at: 2825-11-86 88:15:42 UTC
[core@worker—-8 ~1%

You can also execute the same command OpenShift Installer workstation:

oc exec <pod-name> -n portworx -- /opt/pwx/bin/pxctl status

Set up Portworx for NFS over TCP Access to Storage

Storage Class configuration in Kubernetes specifies how persistent storage should be created and managed in
Kubernetes. It specifies the back-end type (pure_file for FlashBlade), NFS export rules that control access to
the mounted filesystem, and mountOptions. Everpure FlashBlade is provisioned as Direct Access filesystem.
The rules for accessing NFS storage on FlashBlade is defined in accessModes in the Persistent Volume Claim
(PVC) configuration. This rule is also set in the storage class for the following access modes as listed below:

e *(rw): ReadWriteOnce, ReadWriteMany, and ReadWriteOncePod. This setting allows clients to perform
both read and write operations on the storage.

« *(ro): ReadOnlyMany. This setting ensures that the storage can only be accessed in read-only mode,
preventing modifications to the data.
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Also, no_root_squash is recommended in the storage class export rules to prevent any permission issues.
FlashBlade exports use root_squash by default. If your pod sets an fsGroup, this may result in permission
errors (e.g., permission denied, Ichown failed). To prevent this, set the parameters.pure_export_rules field to
*(rw,no_root_squash) in the StorageClass object.

The procedures in this section:

« Create Storage Class for NFS over TCP to Everpure FlashBlade

o Create a Persistent Volume Claim to verify setup

Assumptions and Prerequisites

o Everpure FlashBlade’s Management endpoint IP is reachable from all OpenShift nodes on the in-band
management network.

o Everpure FlashBlade’s NFS Storage Data endpoint IP is reachable from all OpenShift nodes on the
storage data network.

o Portworx by Everpure operator has been deployed and setup.

Setup Information

This information is provided in line with the deployment steps.

Deployment Steps

To provision Portworx to use NFS over TCP to access storage on Everpure FlashBlade, complete the
procedures below using the setup information provided in this section.

Create Storage Class for NFS over TCP to Everpure FlashBlade

Procedure 1. Set up storage class for NFS over TCP to Everpure FlashBlade

Step 1. SSH into the OpenShift installer workstation.
Step 2. Go to the portworx sub-directory in the OpenShift cluster directory.

Step 3. Create storage class configuration (.yaml file).

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: px-fb-sc-3054
provisioner: pxd.portworx.com
parameters:
pure_nfs_endpoint: "192.168.54.15"
pure_export_rules: '#(rw,no_root_squash)'
backend: "pure_file"
volumeBindingMode: Immediate
mountOptions:
- nfsvers=3
- tep
reclaimPolicy: Delete
allowVolumeExpansion: true

Note: Optional: You can nconnect=16 in the mountOptions section of the above YAML file to support multiple
parallel connections and ensure that users can fully saturate the available bandwidth on the frontend links.
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Step 4. Verify the corresponding FlashBlade NFS export rules settings as shown below:

“ (e © Mot Secure  Btbps:/10.115.90.14/palicles/nfs-expartfdefault

Edit NFS Export Rule

Policy default
Hame default]
Client .

To input the subnet use CIDR notatian
fou can use wildcards in hastnames and FRDMs

Permissian ) Read-Only ® Read-Write
Security Protocol [ kros 0 krbi5i O krbSp sy5

~

Access O no-squash = rootsquesh @ allsguash

Anonymous UID Numbers
Anonymous GID Mumbers
Required Transpart ® none O tls ) mutual-ts
Security
Other [ ] Restrict elient ports 1o secure ports anly (Secure)

[C] Use 32 bit Inades Instead of &4 bit Inades (fileld-32611)

Update timestamp when acoessed falime)

Step 5. Create and deploy the storage class to the OpenShift cluster:

oc apply -f <storage class config.yaml>

Step 6. (Optional) Make the provisioned storage class the default class:

oc patch storageclass <storage_class_name.yaml> -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}"'

Step 7. The final deployed storage class configuration should be as follows:

kind: StorageClass
apiVersion: storage.k8s.io/vl
metadata:
name: px-fb-sc-3054
annotations:
storageclass.kubernetes.io/is-default-class: 'true'
provisioner: pxd.portworx.com
parameters:
pure nfs endpoint: "192.168.54.15"
pure_export rules: '*(rw,no_root squash)'
backend: "pure file"
volumeBindingMode: Immediate
mountOptions:
- nfsvers=3
- tcp

reclaimPolicy: Delete
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allowVolumeExpansion: true

Step 8. Use oc get storageclasses.storage.k8s.io to view the storage classes, including the default
storage classes.

For more information, see:
o https://docs.portworx.com/portworx-enterprise/provision-storage/create-pvcs/pure-flashblade

o https://docs.portworx.com/portworx-enterprise/how-to-gquides/csi-topologyH#enable-on-a-new-cluster

Create a Persistent Volume Claim to verify setup

Procedure 1. Persistent volume claim setup verification

Step 1. From the OpenShift Installer machine, create the following PVC configuration (.yaml) file:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

name: pure-check-pvc-fb-rwm
spec:

accessModes:

- ReadWriteMany

resources:

requests:

storage: 10Gi

storageClassName: px-fb-sc-3054

Step 2. Create and deploy the PVC to the OpenShift cluster:

oc apply -f <pvc_name.yaml>

Step 3. Verify the status of the PVC via CLI or from OpenShift cluster console:

‘oc get pvc
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w

Administratar
Portworx
Home
Lo WARNING/ETR
Chaster Detalle Activity [ INFOE WARNING/ERROR
A6PM A Madesnotinquan. ¥
AEM A Models notinouor., ¥
W Used &
AN0AGI Free: 1o A0M e Models notin cuore., ¥
B Tomak 17G2Gi AkakM & faledtosend callbe., »
Mz BOLEY fh Hezdiness prose fa.. ¥
Metwarking - .
me
p-tluster-70eeSa33-106a-4315-3406-2baci03el43 ltaBaeb-5046-A237-ack 7 dich AWM & Readiness probefall..
AMPM B Liveress pobe fails.. »
Version Cperator Version
341 2540 AMPM B Readiness probe fail. »
Stats Manitoring Status AMPM fh Liveress pobe fails.. »
Running Enakled AMPM & Readiness probe fail. ¥
e Telemetry Status Stork Version AMPM B Liveress pobe fails.. ¥
Enabled 2541 GOOPM A Randiness prosa fal. ¥
User Management
TManagemen Licenae Mumber af nodes GOIFM A Livenass prabefail
Trial feepires on Sat Dec 05 225 4 Sterage Nodels
e =P = b ! 44PNl Frorcrastng poss. ¥
Administration 0 Storageless Nodas)
Portwors
Cluster
Wolumes e Fook
Mame Name... PVC Status Mtac... Replica Cap..
25827 /0 - deee-adadddledal portwsn pe-check-puc P 3 Pl
pri-le23alc0-802e- 121 A-£Tca-0bBIZ2E] porles pe-check-pre-tb-rom UP - - 105G il
2,
B

For more information, see: https://docs.portworx.com/portworx-enterprise/platform/provision-storage/create-

pvcs/pure-flashblade
Deploy NVIDIA GPU Operator

This section details the procedures for deploying and setting up the NVIDIA GPU Operator. The operator will
automate the life-cycle management of all software components on the NVIDIA GPUs so they can be used by
workloads running on the OpenShift cluster. Some of the components deployed by the operator include:

o NVIDIA Drivers: To enable CUDA execution on the GPUs.
« NVIDIA Container Toolkit: To allow containers to interact with the GPU.
« Kubernetes Device Plugin: To expose the GPUs to the Kubernetes scheduler.

e DCGM Exporter: For monitoring GPU metrics and health.

For more information on NVIDIA GPU Operator, see:
https://docs.nvidia.com/datacenter/cloud-native/gpu-operator/latest/overview.html

The procedures in this section will:
o Deploy Red Hat Node Feature Discovery Operator
¢ Deploy NVIDA GPU Operator
« Enable Data Center GPU Monitoring (DCGM) dashboard in OpenShift cluster console

« Set up taints on worker nodes and tolerations on workloads (or Pods). For more information, see the Red
Hat documentation:
https://docs.redhat.com/en/documentation/openshift container platform/4.18/html/nodes/controlling-

od-placement-onto-nodes-schedulinginodes-scheduler-taints-tolerations-about nodes-scheduler-
taints-tolerations

Note: This CVD uses Red Hat’s Node Feature Discovery Operator instead of the NVIDIA GPU Feature
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Discovery (GFD) for node labeling.

Assumptions and Prerequisites

o OpenShift cluster is deployed and operational.

Setup Information

This information is provided in line with the deployment steps.
Deployment Steps

Prerequisite: Deploy Red Hat Node Feature Discovery Operator
To deploy NVIDIA's GPU Operator in Red Hat OpenShift, the Red Hat Node Feature Discovery (NFD) Operator
must be deployed first. Complete the following steps to deploy this operator.

Note: This CVD uses Red Hat NFS instead of NVIDIA’s GPU Feature Discovery Operator for node labeling.

Procedure 1. Deploy Red Hat node feature discovery operator

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. From the left navigation menu, go to Operators > Operator Hub.

Step 3. In the search box, enter Node Feature Discovery.

RedHat B 0 Lube admin «
Openshift BH 40 © @ kube:admin

“You are legged in as a terperary administrative user. Update the chuster Qfuth configuration to allow others to log in.

0 Administrator

Project: All Projects =

OperatorHub

Discowver Operators from the Kubernetes community and Red Hat partrers, curated by Red Hat. You can purchase commercial sefoware through Red Hat Marketplace B You can
install ©perators onyour clusters to provide optional add-ons and shared services to your developers. After ion, the Operator bilities will appear in the Developer
Catalog providing a self-service exparience.

| aniems All lterns

AlfMachine Learning
@, Naode Feature Discovery x Zitems

Application Runtime
Hig Date
Cloud Provider

Metwerking Databasa O Community O Red Hat

Developer Tools

Storage Made Feature Discovery Nede Feature Discovery
Deelaprrant Tasls
Operator Operator
Drivers and plugins provided by Red Hat provided by Red Hat
Builds
Intagraticn & Dalivery
Logging & Tracing The Mode Feature Discovery The Mede Feature Discovery
Operator manages the detection Operator manages the detection
Madernization & Migrati of hardware features and... of hardware features and..

Moritorin
Campute » N

Step 4. Choose Node Feature Discovery Operator tile provided by Red Hat. Click the second Node
Feature Discovery Operator tile (not the Community) provided by Red Hat when it shows up.
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Node Feature Discovery Operator x
418.0-202510210939 provided by Red Hat

Channel The MNode Feature Discovery Operator manages the detection of hardware features and configuration
in & Kubernates cluster by labeling the nodes with hardware-specific information. The Node Feature
Discovery (MFD) will label the host with node-specific attributes, like PCI cards, kernel, or OS5 version,
and many more,

stable -

Version
MFD consists of the following software components:

418.0-20251021.. =
The NFD Operator is based on the Operator Framework an open source toolkit to manage

Kubernetes native applications, called Operators, in an effective, automated, and scalable way.

Capabillity level
? Basic Install NFD-Master
& Seamless Upgrades
| Full Lif I MFD-Master is the daemon responsible for communication towards the Kubernetes AP That is, it
9 u ecycle receives labeling requests from the werker and modifies node objects accordingly.
& Deep Insights
|
_! Auto Pilat NFD-Worker
Source MFD-Worker is & daemon responsible for feature detaction. It then communicates the information to
nfd-master which does the actual node labeling. Cne instance of nfd-worker is supposed to be
Red Hat running on each node of the cluster.
Provider
NF D-Topology-Updater
Red Hat

MFD-Topology-Updater is a daemeon responsible for examining allocated resources on a worker node
Infrastructure features 1o account for resources available to be allocated to new pod on a per-zone basis {(where a zone can
be a NUMA node). It then communicates the infarmation to nfd-master which does the
ModeResourceTopology CR creation corresponding to all the nodes in the cluster. One instance of
nfd-topelogy-updater is supposed to be running on each node of the cluster.

Disconnected
Designed for FIPS

Prowu-awars

Step 5. In the Node Feature Discovery Operator window, click Install.
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Red Hat
Openshift

Operators.

OperatorHub

Installed Operators

Workloads

Metworking

Storage

Builds

Compute
Nodes
Machines
M

MachineAutoscalers

MachineHealthChecks

MachineCaonfigPoals

OperalerHub ¥ Operater Installation

Install Operator

Update channel * &

stable -
Version *
418.0-202510210239 -

Installation mode *

Operator
® A epecific namespace on the clustar
Operator will be available in a single Mamespace an

Installed Namespace *

® Operator recommended Namespace: G openshift-nfd

O Select a Mamespace

@ Namespace creation

Mamespace openshift-nfd does not exist and will be created,

| Enable Operator recommended cluster manitaring an this Namespace

Update approval * &

& putomatic

- Manual

Install | Cancel

i AT

*You are logged in as a temparary administrative user. Update the cluster OAuth configuration to allow others te log in.

Install your Operater by subscribing to ane of the update channels ta keep the Cperator up to date. The strateqy determines either manual or automatic updates.

S

pravided by Red Hat

Provided APls

@ MaodeFeatureDiscovery

The MaodeFeatureDiscovery instance is
the CustamBesource being watched by
the NFD-0Operator, and halds all the
needed infermation to setup the
behaviour of the master and warker
pods

(i3 NodeFeatureGroup

Net available

(T3} ModeFeatureRule

MNeodeFeatureRule resource specifies a
canfiguration for feature-based
customization of node objects, such as
node labeling.

([ NodeFeature

Mot avzilable

Node Feature Discovery Operator

Step 6. Keep the default settings (A specific namespace on the cluster). The operator will be
deployed in the openshift-nfd namespace. Click Install. This will take several minutes on large servers like
Cisco UCS C885A with 8 GPUs, 8+ NICs, and so on.

In OpenShift 4.18 release used in validation, an additional DNS entry for api-int.ocp-c885.aipod.local
had to be added for this operator to deploy successfully.

Note:

RedHat

Az cubeadmin «
OpenShift a1 o @ kube:admin

You are lagge

n as a temporary administrative user, Update the cluster OAuth configuration to allow ath g in.
= Adminis

Home
('\. MNode Feature Discovery Operator
nfd.418.0-202510210838 provided by Red Hat

Operators

OperatorHub

Installed Oper Installed operator: ready for use

Wiew installed Operators in Mamespac

Workloads

i
Se

Step 7. When the Node Feature Discovery Operator installation completes, click View Operator.

Step 8. From the top menu bar, go to the NodeFeatureDiscovery tab.
Step 9.

Step 10.

Click Create NodeFeatureDiscovery.

Keep the default settings and click Create.
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Step 11. Verify that the nfd-instance has a status of: Available, Upgradeable

as

c @

kubesadmin =

You are lagged inas a temporary administrative user, Update the chster Ofuth corfizuration ta allaw athers ta log in.

Project: apenshift-nfd =

astalled Cperators * Coerstor details

(\. Mode Feature Discovery Operatar
Actons =
£18,0-FREI0N09ES provided by Fod Hat L

Details YAML Subscription Ewvants Allinstances ModeFeaturaDiscavery ModeFeatureGroup ModeFeatureRule ModeFeature
Installed Operators

ModeFeatureDiscoveries Croate HodeFratur

Mama = Sesrc by name

Marme Kind Status Labels Last updated

ZED rfd-instance odeFeaturaliiscovery Conditions Available, Ma labels B M 6, 2025, 607 BM
Ungreseasie

Step 12. To confirm that NFD labelled the worker nodes with NVIDIA GPUs correctly, go to Compute >
Nodes and a choose a worker node with GPU.

Step 13. Go to the Details tab and verify that the worker node has the label for NVIDIA GPUs (pci-10de).

feature.node.kubernetes.io/pci-10de.present=true

Step 14. You can also use the following CLI commands from OpenShift Installer workstation to verify this
across all nodes:

oc get nodes -1 feature.node.kubernetes.io/pci-10de.present
oc get node -o json | jgq '.items[O].metadata.labels | with entries(select(.key |
startswith ("feature.node.kubernetes.io")))"

[admin®ai-pod-c885-mgmt machine-configs]$

[admin@ai-pod-c885-mgmt machine-configs]$ oc get nodes -1 feature.node.kubernetes.io/pci-l@de.present
NAME STATUS ROLES AGE VERSION

worker-1.ocp-c885.aipod.local Ready worker 88m v1.31.13

[adminRai-pod-c885-mgmt machine-configs]$ oc get nodes -1 feature.node.kubernetes.io/pci-15b3.present
NAME STATUS ROLES AGE VERSION

worker-1.ocp-c885.aipod.local Ready worker 88m v1.31.13

[adminPai-pod-cB885-mgmt machine-configsl$

Deploy the NVIDIA GPU Operator on Red Hat OpenShift

Procedure 1. NVIDIA GPU operator on Red Hat OpenShift deployment

Step 1. From a browser, log into OpenShift Cluster Console.
Step 2. From the left navigation menu, go to Operators > Operator Hub.

Step 3. In the search box, enter GPU Operator.
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Red Hat
OpensShift

a3 © © kube:admin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

o Administrator

Project: openshift-nfd =

Home
OperatorHub

Operators
E Discover Operators fram the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software

through Red Hat Marketplace G You can install Operators on your dusters to provide optional add-ons and shared services to your

EEEEE developers. After installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience.

Installed Operators
| Ailitems All ltems

Workloads AlfMachine Learning P
Q, GPU Operater x Titems
Application Runtime

Serverless Big Data
Cloud Provider
Networking Database H Certified

Developer Tools
NVIDIA GPU Operator
provided by NVIDIA Corporation

Storage

Development Tools

Drrivers and plugins
Builds

Integration & Delivery Automate the management and

Legging & Tracing monitering of NVIDIA GPUs.
Observe

Medemization & Migration

Step 4. Click the (Certified) NVIDIA GPU Operator tile.

. NVIDIA GPU Operator x

nwioia

2510.0 provided by NVIDIA Corporation

Channel Kubernetes provides access to special hardware rescurces such as NVIDIA GPUs, NICs, Infiniband
adapters and ather devices through the device plugin framework, However, configuring and managing
9
v2510 M nodes with these hardware resources requires configuration of multiple software components such as
drivers, container runtimes or ather libraries which are difficult and prone to errors, The NVIDIA GPU
Version Operator uses the operator framewaork within Kubernetes to automate the management of all NVIDIA
software components needed to provision and monitor GPUs. These components include the MYIDIA
2510.0 v drivers {to enable CUDA), Kubernetes device plugin for GPUs, the NVIDIA Container Runtime,
automatic node labelling and NVIDIA DCGM exporter. Visit the official site of the GPU Operatar for
Capability level mare information. For getting started with using the GPU Operator with OpenShift, see the
X instructions here.
& Basic Install
& Seamless Upgrades
@ Full Lifecycle
& Deep Insights

Step 5. Click Install.
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Red Hat - i o
OpenShift # A3z © @ kube:admin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others ta log in.
2 Administrator

OperatorHub  »  Operatar Installation

Ho Install Operator

Install your Operater by subscribing te one of the update channels to keep the Operator up te date. The strategy determines either manual
Operato or automatic updates.

OperatorHub

Update channel * @ NVIDIA GPU Operator
Installed Operators
V2510 - provided by NVIDIA Corporation
Provided APls
Workloads Version *
25100 - (E3 ClusterPalicy
Serverless
ClusterPolicy allows you to configure
Installation mode * the GPU Operatar

Networking
All namesp.

= on the cluster (default)

This mode is not supported by this Operator

Storage

® p specific namespace on the cluster
Operater will be available in a single Namespace only. (IIE) NVIDIADriver
Bu
NVIDIACriver allows you to deploy the
Installed Namespace * NVIDIA driver
Observe ® Operator recommended Mamespace: nvidia-gpu-

operator

O Selecta Mamespace

) Namespace creation

Mamespace nvidia-gpu-operater does not exist and will be
created.

Machines
MachineSets
Update approval * @

MachineHealthChecks

Bare Metal Hosts

MachineConfigs

MachineConfigPoals m Cancel

Step 6. Keep the default settings (A specific namespace on the cluster: nvidia-gpu-operator) and click
Install.

RedHat - o

OpenShift (2] kube:admin v

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.
% Administrator

Home

. NVIDIA GPU Operator 0
Operators gpu-operator-certifiedv2510.0 provided by NVIDIA Corporation

OperatorHub

Installed Operators Installed operator: ready for use

View Operator View installed Operators in Namespace nvidia-gpu-operator
Workloads

Nl
o

Serverless

Step 7. When the installation completes, click View Operator.

Step 8. Go to the ClusterPolicy tab, then click Create ClusterPolicy. The platform assigns the default
name of gpu-cluster-policy.

Step 9. Keep the default settings and click Create.
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Step 10. Wait for the gpu-cluster-policy status to become Ready.

RedHat - o .
OpenShift 10 @ admin

Froject; rvidia-gpu-operator =

&% Administrator

Installed Operators 3 Operater details
m NVIDIA GPU Operatar
Actions =
2510.0 provided by NVIDIA Corporation

Details YAML Subscription Events Allinstances ClusterPolicy NVIDIADriver

Home

Operators

ClusterPolicies Create ClusterPolicy

Mame = Search by name..

MName Kind Status Labels
Metworking
gpu-cluster-palicy ClusterPelicy State: ready Me labels

Step 11. Log into the OpenShift Installer machine and check the status of the servers with GPUs by
running the following:

oc project nvidia-gpu-operator

oc get pods

Step 12. Connect to one of the nvidia-driver-daemonset containers and view the GPU status:

oc exec -it <name of nvidia driver daemonset> —-- nvidia-smi (OR)
oc exec -it <name of nvidia driver daemonset> —-- Dbash

nvidia-smi

Enable NVIDIA GPU DCGM Monitoring on Red Hat OpenShift

Procedure 1. Set up NVIDIA GPU DCGM monitoring on Red Hat OpenShift

Step 1. From a browser, log into OpenShift cluster console.

Step 2. From the left navigation menu, go to Observe > Dashboards.

Step 3. In the Dashboard section, select NVIDIA DCGM Exporter Dashboard from the drop-down list.
Step 4. You can now use the OpenShift console to monitor the NVIDIA GPUs.

For more information, see: https://docs.nvidia.com/datacenter/cloud-native/openshift/latest/enable-gpu-
monitoring-dashboard.html

Setup Taints and Tolerations

Taints and Tolerations are used to ensure that Al/ML workloads requiring GPU resources are deployed only on
nodes equipped with GPUs. They enable OpenShift to control the placement (or not) of workloads (or Pods) on
worker nodes.

Taints prevent workloads/pods from being scheduled on a node unless it has a matching toleration.
Tolerations allow workloads/pods to be scheduled on nodes that have a matching taint. One or more taints can
be applied to a node. Taints are applied to nodes while tolerations are appled to workloads/pods. In an Al
cluster, it is critical to have the NoSchedule taint on the GPU-dense worker nodes to prevent OpenShift from
scheduling non-Al workloads on these nodes that can result in resource contention and degrade performance
for high-priority training jobs.
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Unlike Node affinity rules that place workloads (or Pods) on a preferred set of nodes, taints have the opposite
effect of keeping workloads (or Pods) from being scheduled on certain nodes.

For more information, see:
https://docs.redhat.com/en/documentation/openshift container platform/4.18/html/nodes/controlling-pod-
placement-onto-nodes-scheduling#nodes-scheduler-taints-tolerations-about nodes-scheduler-taints-

tolerations.

Procedure 1. Configure taints on OpenShift worker nodes with GPUs
Step 1. From a browser, log into OpenShift cluster console.

Step 2. From the left navigation menu, go to Compute > Nodes.
Step 3. Choose a worker node with GPU from the list.

Step 4. Go to the YAML tab.

Step 5. Click Actions and choose Edit node from the drop-down list.

Step 6. Add the following to the spec: section of the YAML configuration:

taints:
- key: nvidia.com/gpu

effect: NoSchedule

Edit taints
Ky Walue Effect

nvidiz.com/gpu oo MNeSchedule - (-]
© Add mone

Step 7. Click Save.

Procedure 2. Configure tolerations on Pods allowing workloads requiring GPUs deployed on nodes with

matching taints

Step 1. Go to Workloads > Pods.
Step 2. For Project, choose nvidia-gpu-operator from the drop-down list.

Step 3. Search and find the pod name that starts with: nvidia-driver-daemonset that is running on the
worker node where you deployed the taint.

Step 4. From the Details tab, click the pencil icon add the following if it doesn’t already exist:

tolerations:
- key: nvidia/gpu
operator: Exists

effect: NoSchedule
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Edit tolerations

Key Operatar Value
nvidizcom/gou Exists
node kubemetes infnot-ready Exists

node kubemetes isjunreachable Exists

nodekubemetes io/disk-pressure Exists

node kubernetes io/pid-pressure Exists

node kubemates infunschedulable Exists

© Add more

Step 5. Click Save.

Validate - Deploy GPU workload
This is a placeholder step to verify that GPUs can be allocated to workloads and functioning as expected. For
this CVD, this was done using one of the relevant validation methods detailed in the Solution Validation >

Validation Summary section.
Deploy GPUDirect RDMA on Backend Fabric

This section details the procedures for deploying and setting up GPUDirect RDMA for GPU-to-GPU

Effac

NoSchedule

MNoExecute

MoExecute

NaSchedule

NaSchedule

MaScheduls

MNaScheduls

= .

communication across the backend fabric. This requires both NVIDIA network and GPU Operators to be
provisioned. The operators will automate the life-cycle management of all software components on NVIDIA

NICs and GPUs for use by Al workloads running on the OpenShift cluster.

The procedures in this section:

Collect MAC Addresses for all E-W and N-S NICs and interface names for the Cisco UCS C885As

Create and apply unique node label to Cisco UCS C885A nodes

Create a new machine config pool with only Cisco UCS C885 GPU nodes

Create Persistent Interface Naming for all NVIDIA NICs.
Verify that NVIDIA network devices are present and labelled
Create password for core user to access node

Blacklist Kernel Modules

Set MTU to 9000 on NVIDIA backend NICs

Deploy NVIDIA Network Operator from Red Hat Cluster Console
Create NIC Cluster Policy for NVIDIA Network Operator

Set MTU to 9000 on NVIDIA backend NICs

Create MAC VLAN Network to provision backend interfaces
Deploy ARP and RP policies on UCS GPU Nodes

Create GPU Cluster Policy for NVIDIA GPU Operator
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Assumptions and Prerequisites

e Any BlueField-3 NICs in the system should be converted to NIC Mode. Default is DPU mode. This can be
configured through the BIOS.

e Cisco UCS C885A nodes are claimed in Intersight account.

« Red Hat’s Node Feature Discovery Operator deployed. Confirm that all NVIDIA GPUs and NICs have been
detected and labelled correctly. See the Deploy NVIDIA GPU Operator section for more information.

o Kubernetes NMState Operator deployed

¢ Intel OCP NIC on each server has been setup for SSH access from a directly connected workstation
(jump host). In an OpenShift deployment, the workstation must be on the same subnet (not routed) as the
Intel NIC. This provides backup access to the nodes in the event of a networking issue.

Setup Information

This information is provided in line with the deployment steps.

Deployment Steps
To deploy GPUDirect RDMA on UCS C885A nodes, complete the procedures in this section using the setup
information provided above.

Collect MAC address for all NVIDIA NICs on Cisco UCS C885A nodes from Cisco Intersight

Procedure 1. Collect MAX address for NVIDIA NICs from Cisco Intersight

Step 1. Use a browser to navigate to intersight.com and log into the account used to manage the UCS
servers in the cluster.

Step 2. From the left navigation menu, go to Operate > Servers.
Step 3. Select the first UCS C885A node in the cluster and select the Inventory tab.

Step 4. Expand the Network Adapters section and for each frontend and backend adapter, note the
MAC Address listed in the DCE Interfaces section of the page.
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Step 5. Repeat this procedure for remaining nodes in the cluster.
Put Portworx in maintenance mode

Procedure 1. Set up Portworx in maintenance mode

Step 1. SSH into the OpenShift installer workstation.
Step 2. Go to the OpenShift cluster directory.

Step 3. Delete or migrate applications using Portworx to non-UCS C885A nodes in the cluster:

oc adm cordon <node>
oc delete pod <pod-name>

Step 4. Enter maintenance mode:

‘pxctl service maintenance --enter

Step 5. Exit maintenance mode:

‘pxctl service maintenance --exit

Step 6. Put node back into use:

‘oc adm uncordon <node>

Create and apply a unique node label to Cisco UCS C885A GPU Nodes

Procedure 1. Configure a unique node label to Cisco UCS C885A GPU nodes

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 2. Go to the cluster directory.
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Step 3. Run the following commands to label the first UCS C885A node in the cluster:

$ oc get nodes
$ oc label node <node name> node-role.kubernetes.io/<label-key>=<label-value>

$ oc get node worker-0 --show-labels

[admin@ai-pod-c885-mgmt ocp-c885]% oc get nodes

NAME STATUS ROLES AGE
VERSION

control-@ Ready control-plane,master,worker  4d16h
v1.31.13

control-1 Ready control-plane,master,worker  4dil6h
v1.31.13

control-2 Ready control-plane,master,worker  4di15h
v1.31.13

worker-0 Ready worker 2d22h
v1.31.13

worker-1.ocp-c885.aipod.local Ready worker 3d2h
v1.31.13

[admin@ai-pod-c885-mgmt ocp-c885]%

[admin@ai-pod-c885-mgmt ocp-c885]% oc label node worker-0 node-
role.kubernetes.io/worker-ucs-c885a=

node/worker-2 labeled

Step 4. Repeat this procedure for all Cisco UCS C885A nodes in the cluster.

Create a new machine config pool with only Cisco UCS C885A GPU worker nodes

Procedure 1. Set up a new machine config pool with Cisco UCS C885A GPU worker nodes

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 2. Go to the cluster directory.

Step 3. In the machine-configs sub-directory (created earlier), create a new machineconfigpool for
C885A nodes using the new label as shown below:

apiVersion: machineconfiguration.openshift.io/v1l
kind: MachineConfigPool
metadata:

name: worker-ucs-c885a
spec:

machineConfigSelector:

matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,worker-ucs-c885a]}

nodeSelector:

matchLabels:

node-role.kubernetes.io/worker-ucs-c885a: ""
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[adminPai-pod-c885-mgmt machine-configsl$
[admin@ai-pod-c885-mgmt machine-configsl]$ cat label-c885-nodes.yaml
apiVersion: machineconfiguration.openshift.io/vl
kind: MachineConfigPool
metadata:
name: worker-ucs-cB85a
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,worker-ucs-c885al}
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker-ucs—-c885a: ""
[admin@ai-pod-c885-mgmt machine-configsl$

Step 4. Deploy (oc create or oc apply) the above configuration to the OpenShift cluster.

Step 5. Monitor the progress as shown. Note that this will take a few minutes. You can also launch

vKVM from Cisco Intersight and monitor progress from the server console.

[adnind@ai-pod-c8E5-mgmt machine—configs]$ oc get mep

[adnin@ai-pod-c885-mgmt machine—configs]s

HAME CONFIG UPDATED  UPDATIMG ~ DEGRADED ~ MACHINECOUNT ~ READYMACHINECOUNT  UPDATEDMACHINECOUNT — DEGRADEDMACHINECOUNT  AGE

master rendered-naster-67965dtaffdidslardeleddel9391ea3 True False False 3 3 3 [ 4d16h
worker rendered-worker-b@514299f28923561780bP6aTacelTa True False False ] ] ] @ 4dléh
worksr-ucs-c@B3a  rendered-worker-ucs-c885a-h@514299738923541700b%6a7ar87al  True False False 2 2 2 [ 15m

Create persistent interface naming for all NVIDIA NICs

In some scenarios, the device names for the NVIDIA NICs on the system do not persist on reboot. You can

avoid this making device names persistent using Machine Configuration files.

Procedure 1. Set up persistent interface naming for all NVIDIA NICs

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.

Step 2. Go to the cluster directory.

Step 3. Run the following command:

[core@worker-0 ~1$ ifconfig | grep -A 1 '“ens'
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[coreaworker-@ ~1$ ifconfig | grep -A 1 '“ens’
ens201np0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
ether b8:e9:24:fd:e9:62 txqueuelen 1000 (Ethernet)

ens202np0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
ether b8:e9:24:fd:ea:b2 txqueuelen 1000 (Ethernet)

ens203np@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
ether b8:e9:24:fd:e9:22 txqueuelen 1000 (Ethernet)

ens204np@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
ether b8:e9:24:fd:e9:52 txqueuelen 1000 (Ethernet)

ens205np0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
ether b8:e9:24:fd:eb:22 txqueuelen 1000 (Ethernet)

ens206np@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
ether b8:e9:24:fd:e9:72 txqueuelen 1000 (Ethernet)

ens207np@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
ether b8:e9:24:fd:df:d2 txqueuelen 1000 (Ethernet)

ens208np0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
ether b8:e9:24:fd:df:f2 txqueuelen 1000 (Ethernet)

ens213fonp@: flags=6211<UP,BROADCAST,RUNNING,SLAVE,MULTICAST> mtu 9000
ether c4:70:bd:b8:cf:28 txqueuelen 1000 (Ethernet)

ens213finpl: flags=6211<UP,BROADCAST,RUNNING,SLAVE,MULTICAST> mtu 9000
ether c4:70:bd:b8:cf:28 txqueuelen 1000 (Ethernet)

ens21f0: flags=4099<UP,BROADCAST ,MULTICAST> mtu 1500
ether ec:e7:a7:0e:2a:ac txqueuelen 1000 (Ethernet)

ens21fl: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
ether ec:e7:a7:0e:2a:ad txqueuelen 1000 (Ethernet)
[coreaworker-0 ~]1%

Step 4. In the machine-configs sub-directory created earlier, save the mac addresses and interface
names for the eight (1-port) backend NICs and 1 (2-port) frontend NIC.

Step 5. For bonded interfaces, collect the mac address of the second interface as shown below. The
frontend NIC is in a bond and will have identical mac address due to the bond.

ip address show <interface name of second interface in the bond>

[coreaworker-0 ~]$ ip address show ens213filnpl
51: ens213finpl: <BROADCAST,MULTICAST,SLAVE,UP,LOWER_UP> mtu 9000 qdisc mq
master bond@® state UP group default qlen 1000

link/ether c4:70:bd:b8:cf:28 brd ff:ff:ff:ff:ff:ff permaddr
Cc4:70:bd:b8:cf:29

altname enp56s0finpl
[coregworker-0 ~]%
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Step 6. In the machine-configs sub-directory, create a copy of the file. Edit the new file (for example,
70-persistent-net.rules) with the collected information formatted as shown below:

SUBSYSTEM=="net",ACTION=="add",ATTR{address}=="b8:e9:24:fd:e9:62",ATTR{type}=="1",NAME="ens201np0"

SUBSYSTEM=="net", ACTION=="add",ATTR{address}=="b8:e9:24:fd:ea:b2",ATTR{type}=="1",NAME="ens202np0"

SUBSYSTEM="net" ,ACTION="add" ,ATTR{address}="b8:e9:24:fd:e9:62" ,ATTR{type}="
1" ,NAME="ens201np0@"

SUBSYSTEM="net" ,ACTION="add" ,ATTR{address}="b8:e9:24:fd:ea:b2" ,ATTR{type}="
1" ,NAME="ens202np0@"

SUBSYSTEM="net" ,ACTION="add" ,ATTR{address}="b8:e9:24:fd:e9:22" ,ATTR{type}="
1" ,NAME="ens203np0@"

SUBSYSTEM="net" ,ACTION="add" ,ATTR{address}="b8:e9:24:fd:e9:52" ,ATTR{type}="
1" ,NAME="ens204np0@"

SUBSYSTEM="net" ,ACTION="add" ,ATTR{address}="b8:e9:24:fd:eb:22" ,ATTR{type}="
1" ,NAME="ens205np0@"

SUBSYSTEM="net" ,ACTION="add" ,ATTR{address}="b8:e9:24:fd:e9:72" ,ATTR{type}="
1" ,NAME="ens206np0"

SUBSYSTEM="net" ,ACTION="add" ,ATTR{address}="b8:e9:24:fd:df:d2" ,ATTR{type}="
1" ,NAME="ens207np0@"

SUBSYSTEM="net" ,ACTION="add" ,ATTR{address}="b8:e9:24:fd:df:f2" ,ATTR{type}="
1" ,NAME="ens208np0d"

SUBSYSTEM="net" ,ACTION="add" ,ATTR{address}="c4:70:bd:b8:cf:28" ,ATTR{type}="
1",NAME="ens213f0Onp0"

SUBSYSTEM="net" ,ACTION="add" ,ATTR{address}="c4:70:bd:b8:cf:29" ,ATTR{type}="
1",NAME="ens213f1np1l"

Step 7. Repeat steps 1 - 6 for each node. Add the formatted mac and interface names to the same file.
Step 8. Convert that file into a base64 string without line breaks and set the output to the variable
PERSIST.

PERSIST= cat 70-persistent-net.rules| base64 -w 0°

echo $PERSIST
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[admin@ai-pod-cB85-mgmt machine-configs]$ PERSIST="cat 7@8-persistent-net.rules| baseé4 -w @°

[admin@ai-pod-cBB5-mgmt machine-configs]$% echo $PERSIST
ULVCULLTVEVNPTOibmvaIixBQ1RITO49PSIhZGAiLEFUVFIZYWRkemYzc3@9PSI1i0Dpl0ToyNDpmZDpl0To2MiIsQVRUUNtBeXBlfTB?IFEILESBTUU? ImVucz IwWMWSWMCIKULY
CUL1TVEVNPTBibmVRIixBQ1RITR49PSINZGAiLEFUVFI7YWRkemYVzc389P511i00p10ToyNDpmZDplYTpiMiIsQVRUUNTAeXBlfTOYIJEILESBTUUS IMVucz IwMmSwWMCIKULVCUL
1TVEVNPT@ibmV@IixBQLRITO4FPSINZGQILEFUVFI7YWRKkcmVzc309PS)i0Dpl0ToyNDpmZDploToyMiIsQVRUUNt@eXBlfT@9IJELILESBTUUSIMVuczIwM25wMCIKULVCULLTY
EVNPT@ibmV@IixBA1RITO49PSINZGRiLEFUVFI7YWRkemYzZc389P5]1i00pl0ToyNDpmZDploTolMiTsQVRUUNt@eXB1FTO9IJELILESBTUUSIMVucz IWNGEWMCTKULVCULLTVEVN
PTBibmVAIixBQLRITO4IPSINZGQRILEFUVFI7YWRKkemYzc3@9PS]i0Dpl0ToyNDpmZDplYjoyMiIsQVRUUNtBeXBlfTO9IFELILESBTUU ImVucz IWNWSWMCIKULVCULLTVEVNPTR
ibmveIixBQ1RITA4PPSINZGAILEFUVFIZYWRkemyzc389PSIi0Dp10TayNDpmZDpl0To3MilsQVRUUNtAeXB1FTA9IJEILESBTUUS IMVuez IWNmSWMCIKULVCULITVEVNPT@ibm
VeIixBQIRITA49PSINZGQiILEFUVFI7YWRkemVzc389PSIi0Dpl0ToyNDpmZDpkZipkMiIsQVRUUNt@eXB1FTASIJEILESBTUUSIMVucz IWN25wMCIKULYCUL1TVEVNPTEibmyval
ixBQIRITO49PSINZGAILEFUVFI7YWRkemVzc3@9PSIi00p10ToyNDpmZDpkZjpmMiIsQVRUUNtBeXB1fTRQIJEILESBTUUSImVuc zIwOGEWMCIKULVCULITVEVNPTAibmVeIixB
Q1RITBLIPSINZGRIiLEFUVFI7YWRkcmYzc389PSIjNDo3MDpiZDpioDpiZjoy0CIsQVRUUNtBeXBlfTB9IFEILESBTUUS IMVucZIxM2YwbnAwIgpTVUITWVNURUBSPSIUZXQiLEF
DVELIPTj@9ImFkZCIsQVRUUNthZGRYZXNzfTA9ImMOO] cwOmIkOmI40mNmOjI5IixBYVFRSe3R5cGVIPTOIMSISTKFNRTO1ZWEzMjEZZjFucDEICINVAINZULRFTTEYIm51dCIsqQU
NUSUSOPTR1iYWRKIixBVFRSe2FkZHI1c3NPTR1iYjgoZTkeMiQeZmA6ZWAS0DIiLEFUVFI7dHIwWZX89PSIxIix0QULIFPSI1bnMyMDFucDAICINVALINZULRFTTE9ImS1dCIsQUNUS
USOPTOiYWRKIixBVFRSe2FKZHI1c3NIPTR1YigoZTkeMIQ6ZmA6ZWYSNDILLEFUVFI7dH1wZX@9PSIxIix0QUIFPSI1hbnMyMDIucDALICINVQINZULRFTTRZIMS1dCIsQUNUSUSD
PTOiYWRKIixBVFRSe2FkZHI1c3NIPTAiYIgoZThaMIQ6ZmA6ZTcoNI TILEFUVFI7dHIWZX@9PSIxIix0QUIFPSI1bnMyMDNUCDALICINVQINZULRFTTES Im51dCI sQUNUSUSOPTS
iYWRKIixBVFRSe2FkZHI1cINGPTAiYjgb6ZThéMIQ6ZmA6ZTco0TIiLEFUVFI7AHIWZXBIPSIxIix0QULIFPSI1bnMyMDRUcDAICINVAINZULRFTTA9Im51dCI sQUNUSUSOPTEIYW
RkIixBVFRSe2FKZHILc3NGPTRiYigéZTkéMIQEZMQ6ZTgSNDIILEFUVFI7dHIWZX@9PSIxIix0QULIFPSI1bnMyMDOVUcDAICINVQINZULRFTTE9IMS1dCIsQUNUSUSOPTAIYWRKI
ixBVFRSe2FkZHI1c3N9PTRLYigboZTh6MIQEZmASZTeaNZIILEFUVFI7dHIWZX@IPSIxIix0QULIFPSI1bnMyMDZucDALCINYVQINZULIRFTTOSIMS1dCIsQUNUSUSOPTROLYWRKIixB
VFRSe2FkZHI1c3NIPTOiYIg6ZTkEMIQEZMAGZEYENZI1ILEFUVFI7dHIWZXB9PSIxI1ix0QUIFPSI1bnMyMDducDALICINVQINZUIRFTTRYImS1dCI sQUNUSUSOPTR1YWRKIixBYVFR
Se2FkZHI1c3N9PTBiYjg6ZTkoMIQ6ZmMQ6ZjAG0DIILEFUVFI7dHIWZX@9PSIxIix0QULIFPSI1bnMyMDhucDAICINVQINZULIRFTTA9IM51dCIsQUNUSUROPTAIYWRKIixBVFRSe2
FkZHI1c3N9PTO1iYzQoeNzASYMASY JgbYjI6NGEILEFUVFI7dHIwZXB9PSIxIix0QULIFPSI1bnMyMTNMMGEWMCIKULVCULITVEVNPTAibmV@IixBA1RITA49PSINZGQILEFUVFITY
WRkcmVzc389PSIjNDo3MDpiZDpi0DpiMjo@YilsQVRUUNtOeXBLlfT@PIJEILESBTUUSImVUczIxM2YxbnAxIgo=

[adminiai-pod-cB85-mgmt machine-configsl$

[admin®ai-pod-c885-mgmt machine—configs]$

Step 9. Create a machine configuration file (for example, 99-machine-config-udev-network.yaml) and
set the base64 encoding in the custom resource file as shown below:

cat <<EOF > 99-machine-config-udev-network.yaml
apiVersion: machineconfiguration.openshift.io/v1l
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker

name: 99-machine-config-udev-network

spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,$PERSIST
filesystem: root
mode: 420
path: /etc/udev/rules.d/70-persistent-net.rules
EOF
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[admin@ai-pod-c885-mgmt machine-configs]$ cat <<EOF > 99-machine-config-udev-network.yaml
apiVersion: machineconfiguration.openshift.io/vl
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-machine-config-udev-network

spec:
config:
ignition:
version: 3.2.8
storage:
files:
— contents:
source: data:text/plain;baseé4,$PERSIST
filesystem: root
mode: 420
path: /etc/udev/rules.d/7@0-persistent-net.rules
EOF

[adminPai-pod-c885-mgmt machine-configsl$

Step 10. Apply the configs using the following commands:

oc apply -f 99-machine-config-udev-network.yaml

Step 11. Monitor the status of the machine config changes. The status of the UPDATING column should
be True. It will take a few minutes.

[admin@ai-pod-c885-mgmt machine-configs]$ oc get mcp
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUN
T READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT AGE
master rendered-master—-57965d4affd3341la7delcd8e29391eal True False False 3
3 3 2} 5d15h
worker rendered-worker—2149e8bbcdc9bé564f34aa9%e7f933el True False False a
2} 8 2} 5d15h
worker-ucs—c885a rendered-worker—ucs—c885a—-aB8l1418d2c268bacfs5239f5cébeidfay False True False 2
2} 8 2} 22h
[admin@ai-pod-cB885-mgmt machine-configsl$

Verify that NVIDIA network devices are present and labelled

This is a prerequisite for deploying the NVIDIA Network Operator. If the NVIDIA NICs are present, the previously
deployed Node Feature Discovery Operator (NFD) would have labelled the node with the relevant PCle and
other information. To confirm this, follow the procedures below.

Procedure 1. NVIDIA network devices verification

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.

Step 2. Run the following command. There should be a pci-15b3.present=true line for every node in
the cluster as shown below:

oc describe node | grep -E 'Roles|pci' | grep pci-15b3

[admin@ai-pod-c885-mgmt machine-configs]$

[adminPai-pod-c885-mgmt machine-configsl]$ oc describe node | grep -E 'Roles|pci' | grep pci-15b3
feature.node.kubernetes.io/pci-15b3.present=true
feature.node.kubernetes.io/pci-15b3.sriov.capable=true
feature.node.kubernetes.io/pci-15b3.present=true
feature.node.kubernetes.io/pci-15b3.sriov.capable=true

[admin@ai-pod-c885-mgmt machine-configsl$ [

Create password for core user to access node
By default, Red Hat Enterprise Linux CoreOS (RHCOS) creates a user core on the nodes in your cluster that can
be accessed without a password if SSH keys were provided at install time. However, if the node is not
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accessible via ssh core@<node_ip> or oc debug node/<node_hostname>, this procedure allows you to setup
a password for user ‘core’ that will allow you to login to the node via vKVM. You can also use this password for
SSH via Intel OCP NICs - you will need to copy the SSH edcsa/rsa keys to the jump host used to access the
node.

Procedure 1. Set up password for core user for node access

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 2. Go to the cluster directory. Go to the previously created machine-configs sub-directory.

Step 3. Run the following command to create a hashed password:

mkpasswd -m SHA-512 <password>

Step 4. Create a machine config YAML file (for example, core-hash-password.yaml) with the following
configuration. Specify the hashed password above as the password for the variable passwordHash:

apiVersion: machineconfiguration.openshift.io/vl
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: set-core-user-password
spec:
config:
ignition:
version: 3.4.0
passwd:
users:
- name: core

passwordHash: <password>

apiVersion: machineconfiguration.openshift.io/vl
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: set—core-user—password
spec:
config:
ignition:
version: 3.4.8
passwd:
users:
- name: core
passwordHash: $6$7IMFVDTOLECCE@UWSWBLVUSXKEQLlmHx1wTKwsQfIYpTItNSB9KtAIgEKzBzixfvDACCdtoVBqYwSDFzI9¢cBgz.r0rd. 8x6I1tBezX. [

Step 5. Save the file in the machine-configs sub-directory.

Step 6. Apply the YAML config to OpenShift cluster:

oc apply -f <file-name>.yaml

[admin@ai-pod-cB85-mgmt machine-configs]$ oc apply -f core-hash-password.yaml
machineconfig.machineconfiguration.openshift.io/set-core-user-password created

[[admin®ai-pod-c885-mamt machine-confiasl1$
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Step 7. The nodes do not reboot. However, the machine config pools should get updated. Confirm that
it does. It should transition from Updating > True to Updated > True after a few minutes.

[admin@ai-pod-c885-mgmt machine-configs]$ oc get mcp

NAME CONFIG UPDATED UPDATING
DEGRADED MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT AGE

master rendered-master-57965d4affd334la7delcd8e29391eal True False False
3 3 3 0 4d17h

worker rendered-worker-809a037ecb8082feed4d853cl3bldabd? True False False
0 0 0 0 4d17h

worker-ucs-c885a rendered-worker-ucs-c885a-b0514299£3892356170bb9%6a7ac087a2 False True False
2 1 1 0 69m

[admin@ai-pod-c885-mgmt machine-configs]$

[adminfai-pod-cE35-ngnt machine-canfigs]S oc get mep

AME CONFIG UPDATED  UPDATING  DEGRADED  MACHIMECOUNT ~ READYMACHINECOUMT  UPDATEDMACHIMECOUNT — DEGRADEDMACHIMECOUNT  AGE
master rendered-master-8756sdiaffdidslaidelcdbelsivleal True False False 3 3 3 ] 4d17h
WoTker rendered-warker-289a@37echBAB2 fep4dasicldnldasd? Trug Felse False ] ] ] ] Ld17h
worker-ucs-c@BSa  rendered-worker-ucs-cB85a-b@514299FIBG2IGL1TAbLPEETecHETaZ  False True False 2 1 1 B G%n

[adminfai-pod-cBa6-ngnt machine-centigs]s

Step 8. Verify that the password is in place using the following commands. Also confirm that it works
by logging into the node from vKVM console launched from Cisco Intersight or by initiating an SSH from
jump host to the node via Intel OCP NIC.

oc debug node/<node_name>
chroot /host

cat /etc/shadow

[admin@ai-pod-c885-mgmt machine-configs]$ oc debug node/worker—8

Temporary namespace openshift-debug-nbc4p is created for debugging node...

Starting pod/worker-e-debug-fm7mec ...

To use host binaries, run “chroot /host’

Pod IP: 18.115.98.89

If you don't see a command prompt, try pressing enter.

sh-5.1# chroot /host

sh-5.1# cat /etc/shadow | grep core:
core:$657IMFYDTOLECCEBUWSWbLYUSXKEQLImHx1wTKwaQ T IYpTItNE@9KtAIgEkzBz ixfvDACCdtoVBgYwSDFzI9cBgz . rOrd. @x6I1tBOzZX. (20367 :8:99999:7: 1 :
sh—5.1#

Blacklist Kernel Modules

When the NIC cluster policy for the NVIDIA Network Operator is deployed, the NVIDIA DOCA-OFED drivers are
loaded on all NVIDIA ConnectX and BlueField-3 adapters on the nodes in the OpenShift cluster. However,
certain kernel modules (e.g., irdma) can prevent the NVIDIA network drivers from loading properly. To prevent
this, these modules should be blacklisted so they are not loaded during the server boot process. This is done
using OpenShift MachineConfigs and requires a reboot of the node.

If the OpenShift cluster has a mix of worker nodes, these MachineConfigs should be applied specifically to the
Cisco UCS C885A M8 nodes by using the appropriate role (for example, worker-ucs-c885a).

Note: While the example below shows blacklisting of both rpcrdma and irdma modules, blacklist rpcrdma only
if it is required for your specific environment, as it may not be necessary in all deployments.

Procedure 1. Set up blacklist kernel module

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 2. Go to the cluster directory. Go to previously created machine-configs sub-directory.

Step 3. Run the following command to create a machine config YAML file (for example, 99-machine-
config-blacklist-irdma.yaml):
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cat <<EOF > 99-machine-config-blacklist-irdma.yaml
apiVersion: machineconfiguration.openshift.io/vl
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker-ucs-c885a

name: 99-worker-blacklist-irdma

spec:
kernelArguments:
- "module blacklist=rpcrdma,irdma"
EOF

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker-ucs-c885a
name: 99-worker-blacklist-irdma
spec:
kernelArguments:
- "module_blacklist=rpcrdma,irdma"

Step 4. Apply the machine config YAML file to the OpenShift cluster:

oc apply -f 99-machine-config-blacklist-irdma.yaml

oc apply —-f 99-machine-config-blacklist—-irdma.yaml

[admin®ai-pod-c885-mgmt machine-configsl$ I

machineconfig.machineconfiguration.openshift.io/99-worker-blacklist-irdma created

Step 5. Verify that the Machine Config Pool is getting updated with the new configuration. You can

monitor progress using the following command:

oc get mcp

[adnin@ai-pod-cBBS-mgnt machine-cenfigs]s ec get mop

master rendered-master-67966déafrdilslaidelcdBe?9391eal True False False

worker rendered-worker—664381dad8abbeceb@5 581171391615 True False False L] @
worker-ucs-c885a  rendered-worker-ucs—cB65a-86%a837echfbE2Mee4dd53c13bldadd?  False True False 3 @
[admin@ai-pod-c885-mgmt machine-confipgsls

[}
[}

HAME CONFIG UPDATED  UPDATING  DEGHADED  MACHIMECOUNT  READYMACHINECOUNT — UPDATEDMACHINECOUNT — DEGRADEDMACHIMECOUNT  AGE
3 3 ]

L]
L]

4d17h
4d17h
&lm

Step 6. You can also monitor progress from OpenShift Cluster console as shown or by launching a

vKVM console to the worker nodes from Cisco Intersight.
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OpenShift admin

Storage
MachineConfigPools

PersistentVolumes

PersistentVolumeClaims - ,
MName =  Search by name.. /

StorageCl

VA T MName Configuration Degraded Update status
master ({I[® rendered-master- False @ Up to date

VolumeSnapshotClz
olumesnapsh 57965d4affd3341a7delcd8e29391ea3

WVolumeSn: tContents

(& worker (@@ rendered-worker- False @ Up to date
664301dadBa54eceb02f581T71301615

Builds

worker-ucs-cB85a GB rendered-worker-ucs-cB85a False {2 Updating
809a037ecb8082feedd853c13b1datd?
Cbserve

Step 7. Once the status via CLI (output of oc get mcp) transitions to UPDATING: False and UPDATED:
True or Update Status transitions from Updating to Up to date in the Openshift cluster console, you can
verify that the kernel modules have been removed using the following commands:

oc debug node/<node_name>
chroot /host

lsmod|grep irdma

[admin@ai-pod-c885-mgmt ~1$ oc debug node/worker-o

Temporary namespace openshift-debug-7zqz4 is created for debugging node...
Starting pod/worker—-@-debug-j22dk ...

To use host binaries, run “chroot /host®

Pod IP: 10.115.90.89

If you don't see a command prompt, try pressing enter.

sh-5.1#

sh-5.1# chroot /host

sh-5.1# 1smod | grep irdma

sh-5.1# [

Set MTU to 9000 on NVIDIA Backend NICs
The NVIDIA NICs connecting the Cisco UCS C885A nodes to the backend fabric defaults to an MTU of 1500. To
change the MTU to 9000, complete the following procedures.

Procedure 1. Set up MTU to 9000 on NVIDIA backend NICs

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 2. Navigate to the cluster directory.

Step 3. Create a sub-directory to save the files in and create a NodeNetworkConfigurationPolicy
YAML file with the following configuration. This configuration applies to all UCS nodes in the machine
config pool: worker-ucs-c885a as shown below.

Note: The ipv4: section under each interface is used to configure the physical interface which is n

apiVersion: nmstate.io/vl
kind: NodeNetworkConfigurationPolicy
metadata:

name: be-nncp-jumbo-worker-0

spec:
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# This selector applies the policy to all nodes with the specific worker role.
# This is more scalable than targeting individual hostnames.
nodeSelector:
node-role.kubernetes.io/worker-ucs-c885a: ""
desiredState:
interfaces:
- name: ens201lnp0

type: ethernet

state: up
mtu: 9000
ipv4:

enabled: true
dhcp: true
- name: ens202np0

type: ethernet

state: up
mtu: 9000
ipvé:

enabled: true
dhcp: true
- name: ens203np0

type: ethernet

state: up
mtu: 9000
ipvéd:

enabled: true
dhcp: true
- name: ens204np0

type: ethernet

state: up
mtu: 9000
ipv4:

enabled: true
dhcp: true
- name: ens205np0

type: ethernet

state: up
mtu: 9000
ipvé:

enabled: true
dhcp: true

- name: ens206np0

type: ethernet

state: up
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mtu: 9000
ipv4:
enabled: true
dhcp: true
- name: ens207np0

type: ethernet

state: up
mtu: 9000
ipvd:

enabled: true
dhcp: true
- name: ens208np0

type: ethernet

state: up
mtu: 9000
ipvéd:

enabled: true

dhcp: true

Disable PCle Access Control Services

Access Control Services (ACS) is a PCle 1/O virtualization technology that can impact GPUDirect, including
GPUDirect RDMA and GPUDirect Storage, by preventing direct communication between devices (GPU<->NIC)
on the same PCle bus. While ACS provides security in virtualized environments, it can degrade performance by

redirecting this traffic through the PCle Root Complex (CPU).

To ensure optimal, direct RDMA communication, NVIDIA recommends disabling ACS as outlined here. This can
be done either in BIOS (if supported) or by using a script after the system is operational. In OpenShift

environments, the script can be deployed as a MachineConfig; it must first be encoded in base64.

The original script before base64 encoding is provided below:

#!/bin/bash
# must be root to access extended PCI config space
if [ "SEUID" -ne 0 ]; then

echo "ERROR: $0 must be run as root"

exit 1

fi

for BDF in “lspci -d "*:*:*" | awk '{print $1}'"; do

# skip 1f it doesn't support ACS
setpci -v -s ${BDF} ECAP ACS+0x6.w > /dev/null 2>&l
if [ $? -ne 0 ]; then

#echo "S${BDF} does not support ACS, skipping"

continue
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logger "Disabling ACS on “lspci -s ${BDF} "
setpci -v -s ${BDF} ECAP_ACS+0x6.w=0000
if [ $? -ne 0 ]; then
logger "Error disabling ACS on ${BDF}"
continue
fi
NEWﬁVAL=\setpci -v -s ${BDF} ECAP_ACS+0x6.w | awk '{print SNF} '
if [ "S${NEW VAL}" != "0000" ]; then
logger "Failed to disable ACS on ${BDF}"
continue
fi
done

exit 0

Procedure 2. Disable ACS on OpenShift worker nodes

To disable ACS on OpenShift worker nodes using the script (above), complete the following steps:
Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.

Step 2. Navigate to the cluster directory and go to the previously created machine-configs sub-
directory.

Step 3. Create a file (for example, disable-acs.sh) with the above script.

Step 4. Convert the file into a base64 string without line breaks using the following command and copy
the output to a file.

SOMEVAR=cat <file name> | base64 -w 0

Step 5. Copy the output.

Step 6. Create a machineconfig file (for example, 99-machine-config-disable-acs.yaml) with the
following information. Insert the base64 encoded script or output as a single line in the source: section,
prefixed with data:text/plain;charset=utf-8;base64, as shown below:

apiVersion: machineconfiguration.openshift.io/v1l
kind: MachineConfig
metadata:
name: 99-machine-config-disable-acs
labels:
machineconfiguration.openshift.io/role: worker
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- name: 99-machine-config-disable-acs
enabled: true

contents: |
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storage:
files:
- filesystem: root
path: /usr/local/bin/disable-acs.sh
contents:
source: data:text/plain;charset=utf-8;base64, $SOMEVAR
verification: {}
mode: 0755

overwrite: true

Step 7. Deploy the YAML file to the OpenShift cluster:

oc apply -f 99-machine-config-disable-acs.yaml

Step 8. Monitor the progress of the machine config update. The noes will reboot after applying
changes. You can monitor the progress as follows. The nodes should all be in the Ready state, but will
cycle through states, such as Ready,SchedulingDisabled, NotReady or SchedulingDisabled:

oc get nodes --watch

oc get mcp

Step 9. SSH into the nodes and verify that ACS was disabled using the following command. If lines
show “SrcValid-", then ACS is disabled. For more information, see the NCCL documentation.

sudo lspci -vvv | grep ACSCtl

Disable PCle IOMMU

The PCle Input/Output Memory Management Unit (IOMMU) provides memory isolation and protection by
providing address translations for I/O devices which requires routing through the PCle root complex (CPU).
However, this can have a negative impact for GPUDirect RDMA performance, particularly for GPUDirect
Storage. NVIDIA recommends disabling this as outlined in the following two documents:

GPUDirect Storage Best Practices Guide

CUDA Toolkit Documentation v13.1 Update 1: GPUDirect RDMA

IOMMU can be disabled in BIOS or by adding specific kernel boot parameters via an OpenShift MachineConfig.
The kernel parameters can be either (iommu=off Or amd_iommu=off)

Note: Deployments using GPUDirect RDMA with SR-IOV where IOMMU=PT is required will not see a
performance impact per NVIDIA documentation above.

Procedure 1. Disable IOMMU

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.

Step 2. Navigate to the cluster directory. Navigate to previously created machine-configs sub-
directory.
Step 3. Run the following command to create a machine config YAML file (for example, 99-machine-

config-blacklist-irdma-iommu.yaml).

cat <<EOF > 99-machine-config-blacklist-irdma-iommu.yaml
apiVersion: machineconfiguration.openshift.io/v1l
kind: MachineConfig

metadata:
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labels:
machineconfiguration.openshift.io/role: worker-ucs-c885a
name: 99-worker-blacklist-irdma-iommu
spec:
kernelArguments:

- "module blacklist=rpcrdma,irdma"
- amd iommu=off
- iommu=off

EOF

Step 4. Apply the machine config YAML file to the OpenShift cluster:

oc apply -f 99-machine-config-blacklist-irdma-iommu.yaml

Step 5. Verify that the Machine Config Pool is getting updated with the new configuration. You can
monitor progress using the following command:

oc get mcp

Step 6. You can also monitor progress from OpenShift Cluster console as shown or by launching a
vKVM console to the worker nodes from Cisco Intersight.

— RedHat : Al
= OpenShift = EE

Storage
MachineConfigPools

PersistentVolumes

(+] (2] admin«

Pei ntVelumeClaims
= MName =  Search by name.. /

Storage

RN Name Configuration Degraded Update status
master ({I[® rendered-master- False @ Up to date
57965d4affd3341a7delcd8e29391ea3
(& worker (@@ rendered-worker- False @ Up to date
664301dad8a54eceb09f581171301615
worker-ucs-cB85a GB rendered-worker-ucs-cB85a False {2 Updating

809a037ecb8082feedd853c13b1datd?

Chbserve

Step 7. Once the status via CLI (output of oc get mcp) transitions to UPDATING: False and UPDATED:
True or Update Status transitions from Updating to Up to date in the Openshift cluster console, you can
verify that iommu is disabled using the following command.

/usr/local/cuda/gds/tools/gdscheck -p

Remove the previously deployed NVIDIA GPU operator
This is an optional but recommended step to remove the previously deployed NVIDIA GPU operator to avoid
conflicts. The NVIDIA GPU Operator will be redeployed later, after the NVIDIA Network Operator is deployed.

Procedure 1. Remove deployed NVIDIA GPU operator

Step 1. From a browser, log into the OpenShift Cluster Console.
Step 2. From the left navigation menu, go to Operators > Installed Operators.

Step 3. Filter on NVIDIA in the Search box.
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- OpenShift = aAanv O © admin

Project: All Projects =
= Administrator

Home Installed Operators

- Servicelersions within this Mamespace. Far more information, see the Understanding Operators documentation & Or
Operators

wsing the Operator SCKE

OperatorHub

Installed Operatars. Name v | NVIDIA £
s Mame  HviDn X Clear all filters
Serverless Managed

Name 1 MNamespace Namespaces Status Provided APIs
Metworking NVIDIAGPU @ nvidiz-gpu-cperatar nvidia-gpu-operator @ Succeeded ClusterPalicy H
= Operator Up te date MVICIAD v
25100 Edit Subscription

Storage
Uninstall Operator

Euilds

Step 4. Click the ellipses to the right of NVIDIA GPU Operator and select Uninstall Operator in the
pop-up.

Deploy NVIDIA Network Operator from Red Hat Cluster Console

The NVIDIA Network Operator lifecycle manages the NVIDIA NICs in the Cisco UCS C885A server and related
components such as drivers and device plugins to support inter-node GPUDirect RDMA across backend fabric.
The operator also impacts and manages the frontend NICs and is necessary for implementing GPUDirect
Storage via the frontend fabric.

This step only deploys the NVIDIA Network Operator. The NIC Cluster Policy for the operator will be deployed
later. Deploying the operator will have minimal impact to the system unlike the cluster policy.

Procedure 1. Deploy the NVIDIA Network Operator from the Red Hat Cluster Console

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. From the left navigation menu, go to Operators > Operator Hub.
Step 3. In the search box, enter NVIDIA.

Step 4. Click the NVIDIA Network Operator tile.
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Step 5. Click Install.

RedHat
OpenShift

&3 Administr:

Search
APl Ex

Evs

Operators

OperaterHub

Warkloads
Serverless

Networking

Storage

rsistentVolurr
PersistentVolumeClaim
Storag
Walum.
VaolumeSnapshotClasses

VolumeSnapshetContents

Step 6.

nvIDiA

Channel

2570 provided by NVIDIA

stable -

Version

2570 -

computing clusters.

Capability level
& Basic Install
|

OperatorHub *  Operator Installation

Install Operator

<3 NVIDIA Network Operator

Auto Pilat containing NVIDIA GPU hardware.
Source
see the GitHub repo
Certified

NVIDIA Network Operator

The NVIDIA Metwork Operator simplifies the provisioning and management of NVIDIA netwarking
resources in a Kubernetes cluster. The eperator automatically installs the required host networking
saftware - bringing together all the needed components te pravide high-speed network cannectivity.
These camponents include the NVIDIA netwarking driver, Kubernetes device plugin, CNI plugins, IP
address management (IPAM) plugin and others. The NVIDIA Network Operator works in conjunction
with the NVIDIA GPU Operator te deliver high-threughput, low-latency networking for scale-aut, GPU

The Metwork Operator uses Mode Feature Discovery (NFD) labels in order ta properly schedule
resources, MNodes can be labelled manually or using the NFD Operator. An example of
NodeFeatureDiscovery configuration is available in the decumentation. The following NFD labels
are used: Teature_ nede.kubernetes. io/peil-15b3 present for nodes containing NVIDLA
Metworking hardware, feature . node.kubernetes. io/poi-1@de. present fornodes

The Metwork Operator is open-source, For more infarmation on contributions and release artifacts,

[+ (2] admin

Install your Operator by subscribing to one of the update channels to keep the Cperator up to date. The strategy determines either manual

or automatic updates.

Update channel * @

stable

Version *

RI0

Installation mode *

All namespaces on the cluster {default)
This mode is not supported by this Operator

® 4 specific nameaspace on the cluster

Operator will be available in a single Namespace only.

Installed Namespace *

® Operator recommended Mamespace: @ nvidia-network-
operator

O Selecta Mamespace

(i ] MNamespace creation
Mamespace nvidia-network-operator does not exist and will
be created.

Update approval * @

® putomatic

L Manual

Cancel

Keep the defaults. Click Install.
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API Explorer View Operator Wiew installed Operators in Mamespace nvidia-network-cperator

Events

Step 7. Click View Operator and scroll to the bottom of the page to verify that the operator deployed
successfully.

You can also verify that the Network Operator is deployed from CLI using the following steps:
Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.

Step 2. Run the following command. The network operator controller manager should be present on
each node with an NVIDIA NIC. In this setup, only Cisco UCS C885A worker nodes have NVIDIA NICs.

oc get pods -n nvidia-network-operator

[admin@ai-pod-c885-mgmt machine-configs]$

[adminPai-pod—c885-mgmt machine-configs]$ oc get pods -n nvidia-network-operator

NAME READY STATUS RESTARTS AGE
nvidia—-network-operator-controller-manager-65787dd479-xw9jm  1/1 Running @ 3h48m
[admin@Pai-pod-c885-mgmt machine-configs]$

Deploy NVIDIA GPU Operator from Red Hat Cluster Console
The procedure below only deploys the NVIDIA GPU Operator. The GPU cluster policy will be deployed later.
Deploying the operator will have minimal impact to the system unlike the cluster policy.

Procedure 1. Deploy NVIDIA GPU Operator from the Red Hat console

Step 1. From a browser, log into OpenShift Cluster Console.
Step 2. From the left navigation menu, go to Operators > Operator Hub.

Step 3. In the search box, enter GPU Operator.
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Step 4. Click the (Certified) NVIDIA GPU Operator tile.
Step 5. Keep the default settings. Click Install twice.

Step 6. When the installation completes, click View Operator and verify that the operator deployed
successfully.

Create NIC Cluster Policy for NVIDIA Network Operator
This procedure deploys a NIC Cluster Policy for the NVIDIA Network Operator. Before deploying this policy, it is
highly recommended that you have the following in place. Verify that you have:

e SSH access via Intel OCP NIC from a directly connect jump host
o Password set up for user: core

Note: Deploying this policy will unload the existing in-tree drivers on the NVIDIA NICs and load newer drivers
specified through the operator. This will impact the frontend NVIDIA NICs used by the OpenShift cluster.
Plan for some outage during this time.

Procedure 1. Create a NIC cluster policy for NVIDIA network operator

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. From the left navigation menu, go to Operators > Installed Operators.
Step 3. Click the NVIDIA Network Operator from the list.

Step 4. From the top menu, select the NicClusterPolicy tab.

Step 5. Click Create NicClusterPolicy on the right to create a policy.

Step 6. Modify the default policy as listed below. Specify a name for the policy in the metadata section
(for example, nic-cluster-policy.yaml).

o For ofedpriver, add all the env variables listed. The "name: ENTRYPOINT DEBUG" is to enable mofed
container logs for debugging purposes and therefore optional. Mofed/ofed drivers are loaded when the
NicClusterPolicy is deployed.
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o (Optional) Comment out NVIDIA's IPAM as Red Hat whereabouts with MacvlanNetwork will be used
instead to configure the networking to connect to the backend fabric

o For RDMASharedDevicePlugin, the devices in the resource list (ifNames) will depend on which NICs
(packend, frontend) NICs you are enabled GPUDirect RDMA for. In this example, the 8 backend NICs are
specified as shared NVIDIA GPUDirect RDMA device. To enable the GPUDirect Storage, another resource
(rdma_shared device b) should be created with the frontend NICs.

« The configuration below is the default policy (for the versions used in CVD validation) with few changes
listed above. All others were left as is.

apiVersion: mellanox.com/vlalphal
kind: NicClusterPolicy
metadata:
name: nic-cluster-policy
spec:
nvIpam:
enableWebhook: false
image: nvidia-k8s-ipam
imagePullSecrets: []
repository: ghcr.io/mellanox
version: v0.2.0
ofedDriver:
env:
- name: CREATE IFNAMES UDEV
value: "true"
- name: RESTORE_DRIVER ON_POD TERMINATION
value: "true"
- name: UNLOAD STORAGE MODULES
value: "true"
- name: ENTRYPOINT_ DEBUG
value: "true"
forcePrecompiled: false
image: doca-driver
imagePullSecrets: []
livenessProbe:
initialDelaySeconds: 30
periodSeconds: 30
readinessProbe:
initialDelaySeconds: 10
periodSeconds: 30
repository: nvcr.io/nvidia/mellanox
startupProbe:
initialDelaySeconds: 10
periodSeconds: 20
terminationGracePeriodSeconds: 300

upgradePolicy:
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autoUpgrade: true
drain:
deleteEmptyDir: true
enable: true
force: true
podSelector: ""
timeoutSeconds: 300
maxParallelUpgrades: 1
safeload: false
version: doca3.1.0-25.07-0.9.7.0-0
rdmaSharedDevicePlugin:
config: |
{
"configList": [
{
"resourceName": "rdma shared device a",
"rdmaHcaMax": 63,
"selectors": {
"ifNames": [
"ens201lnp0",
"ens202np0",
"ens203np0",
"ens204np0",
"ens205np0",
"ens206np0",
"ens207np0",

"ens208np0"

}
image: k8s-rdma-shared-dev-plugin
imagePullSecrets: []
repository: nvcr.io/nvidia/mellanox

version:

Step 7. Click Create.
Step 8. Verify NIC Cluster Policy state is Ready as shown below:
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Step 9. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 10. Go to the cluster directory and then to the previously created machine-configs sub-directory.

Step 11. Save the deployed NicClusterPolicy as a YAML file (for example, network-sharedrdma-nic-
cluster-policy.yaml). Note that this configuration file will be slightly different from what you’d use to do an
initial deployment. This version will have post-deployment info as shown but has the core configuration is
still intact.

oc get nicclusterpolicy -o yaml > <file name>

[admin@ai-pod-c885-mgmt machine-configs]$ oc get nicclusterpolicy -o yaml
apiVersion: vl
items:
- apiVersion: mellanox.com/vlalphal
kind: NicClusterPolicy
metadata:
creationTimestamp: "2025-11-10T05:57:422"
generation: 1
name: nic-cluster-policy
resourceVersion: "6035479"
uid: 2a9cbc64-4b5a-4e98-906a-4a35c0cbb7£9
spec:
nvIpam:
enableWebhook: false
image: nvidia-k8s-ipam
imagePullSecrets: []
repository: ghcr.io/mellanox
version: v0.2.0
ofedDriver:
env:
- name: CREATE IFNAMES UDEV
value: "true"
- name: RESTORE_DRIVER ON_POD TERMINATION

value: "true"
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- name: UNLOAD STORAGE MODULES
value: "true"
- name: ENTRYPOINT DEBUG
value: "true"
forcePrecompiled: false
image: doca-driver
imagePullSecrets: []
livenessProbe:
initialDelaySeconds: 30
periodSeconds: 30
readinessProbe:
initialDelaySeconds: 10
periodSeconds: 30
repository: nvcr.io/nvidia/mellanox
startupProbe:
initialDelaySeconds: 10
periodSeconds: 20
terminationGracePeriodSeconds: 300
upgradePolicy:
autoUpgrade: true
drain:
deleteEmptyDir: true
enable: true
force: true
podSelector: ""
timeoutSeconds: 300
maxParallelUpgrades: 1
safeLoad: false
version: doca3.1.0-25.07-0.9.7.0-0
rdmaSharedDevicePlugin:
config: |
{
"configList": [
{
"resourceName": "rdma_ shared device a",
"rdmaHcaMax": 63,
"selectors": {
"ifNames": [
"ens201lnp0",
"ens202np0",
"ens203np0",
"ens204np0",
"ens205np0",

"ens206np0",

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 314 of 395




}

image:

"ens207np0",

"ens208np0"

k8s-rdma-shared-dev-plugin

imagePullSecrets: []

repository: nvcr.io/nvidia/mellanox

version:

status:

appliedStates:

state:

kind:

name:

state:

name:

state:

name:

state:

name:

state:

name:

state:

name:

state:

name:

state:

name:

state:

name:

state:

name:

state:

name:

state:

name:

state:

name:

state:

List

metadata:

resourceVersion:

state-multus-cni
ignore
state-container-networking-plugins
ignore
state-ipoib-cni
ignore
state-whereabouts-cni
ignore
state-OFED
ready
state-SRIOV-device-plugin
ignore
state-RDMA-device-plugin
ready
state-ib-kubernetes
ignore
state-nv-ipam-cni
ready
state-nic-feature-discovery
ignore
state-doca-telemetry-service
ignore
state-nic-configuration-operator
ignore
state-spectrum-x-operator

ignore

ready

[admin@ai-pod-c885-mgmt machine-configs]$

sha256:a87096761d155eeb6£470e042d2d167bb466d57e63b4aba957£57d745e15a9b2
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Step 12. Verify the that the mofed pods on each node are up and running:

[admin@ai-pod-c885-mgmt machine-configs]$ oc get pods -n nvidia-network-operator

NAME READY STATUS RESTARTS AGE
mofed-rhcos4.18-7d66£7789d-ds-967]jz 2/2 Running 2 20m
mofed-rhcos4.18-7d66£7789d-ds-wxfw8 2/2 Running 0 20m
nv-ipam-controller-65d58f7c47-hssx6 1/1 Running 0 54m
nv-ipam-controller-65d58£f7c47-ws9wb 1/1 Running 0 54m
nv-ipam-node-brt9f 1/1 Running 0 54m
nv-ipam-node-dhgbp 1/1 Running 1 54m
nv-ipam-node-k2mé6r 1/1 Running 0 54m
nv-ipam-node-mxt2c 1/1 Running 2 54m
nv-ipam-node-r6tl6 1/1 Running 0 54m
nvidia-network-operator-controller-manager-65787dd479-xw9jm 1/1 Running 0 5h37m
rdma-shared-dp-ds-£ftn48 1/1 Running 0 19m
rdma-shared-dp-ds-mp58x 1/1 Running 0 3m28s

Step 13. Verify the that all containers in the mofed pods are up and running. Confirm for each node. If
mofed pods and containers are up and running, it is likely that the correct mofed drivers got loaded:

oc describe pod <mofed pod name>

Note: The mofed drivers, based on mix5_core kernel drivers, will get loaded on all NVIDIA Mellanox adapters
in the system. This includes both backend and frontend NICs.

Step 14. Verify that the correct mofed/ofed drivers are running using the following commands:

oc get pods -n nvidia-network-operator | grep mofed

oc rsh -c mofed-container mofed-rhcos4.<remaining_ Pod name>
ofed info -s

ibdev2netdev -v

lsmod|grep rdma

lsmod|grep irdma

lsmod|grep rpcrdma

[admin@ai-pod-c885-mgmt ocp-c885]$ oc get pods

NAME READY STATUS RESTARTS AGE

mofed-rhcos4.18-7d66£7789d-ds-btgd4b 2/2 Running 0 6m34s
mofed-rhcos4.18-7d66£7789d-ds-£f2r8v 2/2 Running 0 6m34s
nvidia-network-operator-controller-manager-845d95£fd79-2gq6d9 1/1 Running 0 14m
rdma-shared-dp-ds-whsl18 1/1 Running 0 26s

rdma-shared-dp-ds-zjkpg 1/1 Running 0 28s

[admin@ai-pod-c885-mgmt ocp-c885]S

[admin@ai-pod-c885-mgmt ocp-c885]$ oc rsh -c mofed-container mofed-rhcos4.18-7d66£7789d-ds-btgdb
sh-5.1# ofed info -s
OFED-internal-25.07-0.9.7:

sh-5.1# ibdev2netdev -v
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0000:69:00.0 mlx5_0 (MT4129 - 30-100363-01) MCX715105AS-WEAT CX-7 1x400GbE QSFP112 PCIe Gen5 x16 VPI NIC fw
28.43.2026 port 1 (ACTIVE) ==> ens202np0 (Up)

0000:4b:00.0 mlx5 1 (MT4129 - 30-100363-01) MCX715105AS-WEAT CX-7 1x400GbE QSFP112 PCIe Gen5 x16 VPI NIC fw
28.43.2026 port 1 (ACTIVE) ==> ens201lnpO (Up)

0000:09:00.0 mlx5 2 (MT4129 - 30-100363-01) MCX715105AS-WEAT CX-7 1x400GbE QSFP112 PCIe Gen5 x16 VPI NIC fw
28.43.2026 port 1 (ACTIVE) ==> ens204np0 (Up)

0000:2b:00.0 le573 (MT4129 - 30-100363-01) MCX715105AS-WEAT CX-7 1x400GbE QSFP112 PCIe Gen5 x16 VPI NIC fw
28.43.2026 port 1 (ACTIVE) ==> ens203np0 (Up)

0000:£1:00.0 mlx5 4 (MT4129 - 30-100363-01) MCX715105AS-WEAT CX-7 1x400GbE QSFP112 PCIe Gen5 x16 VPI NIC fw
28.43.2026 port 1 (ACTIVE) ==> ens205np0 (Up)

0000:¢c5:00.0 mlx5 5 (MT4129 - 30-100363-01) MCX715105AS-WEAT CX-7 1x400GbE QSFP112 PCIe Gen5 x16 VPI NIC fw
28.43.2026 port 1 (ACTIVE) ==> ens206np0 (Up)

0000:97:00.0 mlx5 6 (MT4129 - 30-100363-01) MCX715105AS-WEAT CX-7 1x400GbE QSFP112 PCIe Gen5 x16 VPI NIC fw
28.43.2026 port 1 (ACTIVE) ==> ens207np0 (Up)

0000:24:00.0 mlx5 7 (MT4129 - 30-100363-01) MCX715105AS-WEAT CX-7 1x400GbE QSFP112 PCIe Gen5 x16 VPI NIC fw
28.43.2026 port 1 (ACTIVE) ==> ens208np0 (Up)

0000:38:00.0 mlx5 bond 0 (MT41692 - 900-9D3B6-00SV-AAQ) BlueField-3 P-Series DPU 200GbE/NDR200 dual-port
QSFP-DD112, PCIe Gen5.0 x16 FHHL, Crypto Disabled, 32GB DDR5, BMC, Tall Bracket fw 32.44.1036 port 1
(ACTIVE) ==> bond0 (Up)

sh-5.1#%

Create MAC VLAN Network to provision backend interfaces

Procedure 1. Set up the MAC VLAN network to provision backend interfaces

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 2. Go to the cluster directory.
Step 3. Create a sub-directory (for example, mac-vlan-network) to save the configuration files in.

Step 4. Create a MacvlanNetwork YAML file with the following configuration for each interface on the
node. The configuration files for the first interface is shown below:

[admin@ai-pod-c885-mgmt ocp-c885]$ cat mac-vlan-network/mac-vlan-network-0.yaml
apiVersion: mellanox.com/vlalphal
kind: MacvlanNetwork
metadata:
name: be-mac-vlan-network-0
spec:
networkNamespace: default
master: ens201lnp0

mode: bridge

mtu: 9000
ipam: '{"type": "whereabouts", "range": "192.168.2.0/24" }'
Step 5. Repeat steps 1 - 4 for the remaining 6 backend interfaces on the node. You should have 8 of

these files per node. Create and move the files to a node specific directory (for example, worker-0).
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[admin@ai-pod-c885-mgmt ocp-c885 worker-0]$ 11 mac-vlan-network/

total 32

-rw-r--r--, 1
-rw-r--r--. 1
-rw-r--r--, 1
-rw-r--r——. 1
-rw-r--r—. 1
-rw-r--r-—-. 1
-rw-r--r-—. 1
-rw-r--r--. 1
drwxr-xr-x. 2

admin
admin
admin
admin
admin
admin
admin
admin
admin

admin
admin
admin
admin
admin
admin
admin
admin
admin

238
303
304
306
304
304
304
305

97

Configuration for each interface:

[admin@ai-pod-c885-mgmt ocp-c885]% cat mac-vlan-network/mac-vlan-network-0.yaml

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

apiVersion: mellanox.com/vlalphal

kind: MacvlanNetwork

metadata:

name: be-mac-vlan-network-0

spec:

networkNamespace: default

master: ens2
mode: bridge
mtu: 9000

01lnp0

12
12
12
12
12
12
12
12
12

16
16

134
:35
16:
16:
16:
16:
16:
16:
13:

35
35
36
36
36
37
46

mac-vlan-network-0.

mac-vlan-network-1

mac-vlan-network-3
mac-vlan-network-4
mac-vlan-network-5
mac-vlan-network-6
mac-vlan-network-7
orig

ipam: '{"type": "whereabouts", "range": "192.168.2.0/24" }'

[admin@ai-pod-c885-mgmt ocp-c885]% cat mac-vlan-network/mac-vlan-network-1.yaml

apiVersion: mellanox.com/vialphal

kind: MacvlanNetwork

metadata:

name: be-mac-vlan-network-1

spec:

networkNamespace: default

master: ens202np0

mode: bridge
mtu: 9000

ipam: '{"type": "whereabouts", "range": "192.168.2.0/24" }'

[admin@ai-pod-c885-mgmt ocp-c885]% cat mac-vlan-network/mac-vlan-network-2.yaml

apiVersion: mellanox.com/vlalphal

kind: MacvlanNetwork

metadata:

name: be-mac-vlan-network-2

spec:

networkNamespace: default

master: ens2@3np0

mode: bridge
mtu: 9000

ipam: '{"type": "whereabouts", "range":

"192.168.2.0/24" }'
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[admin@ai-pod-c885-mgmt ocp-c885]$% cat mac-vlan-network/mac-vlan-network-3.yaml
apiVersion: mellanox.com/vlalphal
kind: MacvlanNetwork
metadata:
name: be-mac-vlan-network-3
spec:
networkNamespace: default
master: ens204np@
mode: bridge
mtu: 9000
ipam: '{"type": "whereabouts", "range": "192.168.2.0/24" }'

[admin@ai-pod-c885-mgmt ocp-c885]% cat mac-vlan-network/mac-vlan-network-4.yaml
apiVersion: mellanox.com/vlalphal
kind: MacvlanNetwork
metadata:
name: be-mac-vlan-network-4
spec:
networkNamespace: default
master: ens205np0@
mode: bridge
mtu: 9000
ipam: '{"type": "whereabouts", "range": "192.168.2.0/24" }'

[admin@ai-pod-c885-mgmt ocp-c885]$ cat mac-vlan-network/mac-vlan-network-5.yaml
apiVersion: mellanox.com/vlalphal
kind: MacvlanNetwork
metadata:
name: be-mac-vlan-network-5
spec:
networkNamespace: default
master: ens206np0
mode: bridge
mtu: 9000
ipam: '{"type": "whereabouts", "range": "192.168.2.0/24" }'

ﬂadminaai—pod—CBSS—mgmt ocp-c885]% cat mac-vlan-network/mac-vlan-network-6.yaml
apiVersion: mellanox.com/vlalphal
kind: MacvlanNetwork
metadata:
name: be-mac-vlan-network-6
spec:
networkNamespace: default
master: ens207np@
mode: bridge
mtu: 9000
ipam: '{"type": "whereabouts", "range": "192.168.2.0/24" }'

Step 6. Deploy the configuration to the OpenShift cluster:
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[admin@ai-pod-c885-mgmt ocp-c885 worker-0] oc create -f mac-vlan-network/mac-
vlan-network-@.yaml
[admin@ai-pod-c885-mgmt ocp-c885 worker-0] oc create -f mac-vlan-network/mac-
vlan-network-1.yaml
[admin@ai-pod-c885-mgmt ocp-c885 worker-0] oc create -f mac-vlan-network/mac-
vlan-network-2.yaml
[admin@ai-pod-c885-mgmt ocp-c885 worker-0] oc create -f mac-vlan-network/mac-
vlan-network-3.yaml
[admin@ai-pod-c885-mgmt ocp-c885 worker-0] oc create -f mac-vlan-network/mac-
vlan-network-4.yaml
[admin@ai-pod-c885-mgmt ocp-c885 worker-0] oc create -f mac-vlan-network/mac-
vlan-network-5.yaml
[admin@ai-pod-c885-mgmt ocp-c885 worker-0] oc create -f mac-vlan-network/mac-
vlan-network-6.yaml
[admin@ai-pod-c885-mgmt ocp-c885 worker-0] oc create -f mac-vlan-network/mac-
vlan-network-7.yaml

Step 7. Verify that the networks were deployed:

[admin@ai-pod-c885-mgmt ocp-c8851% oc get macvlannetworks
NAME STATUS AGE
be-mac-vlan-network-e ready 2025-11-18T22:42: 462
be-mac-vlan—-network-1 ready 2025-11-18T22:42:50Z
be-mac-vlan-network-2 ready 2025-11-18T22:42:532Z
be-mac-vlan-network-3 ready 2025-11-18T22:42:56Z
be-mac-vlan-network-4 ready 2025-11-18T22:42:59Z
be-mac-vlan-network->5 ready 2025-11-18T22:43:822
be-mac-vlan-network-6 ready 2025-11-18T22:43:85Z
be-mac-vlan-network-7 ready 2025-11-18T22:43:88Z

[admin@ai-pod-c885-mgmt ocp-cB8851% oc get macvlannetworks.mellanox.com be-mac-vlan-network-@ -o yaml
apiVersion: mellanox.com/vlalphal
kind: MacvlanMetwork
metadata:
annotations:
operator.macvlannetwork.mellanox.com/last-network-namespace: default
creationTimestamp: "2025-11-18T22:42:46Z"
generation: 1
name: be-mac-vlan-network-8
resourceVersion: "18466191"
uid: @df52b5e-da9c-4568-8a7b-443dfb82debf
spec:
ipam: '{"type": "whereabouts", "range": "192.168.2.8/24" }'
master: ens28lnpl
mode: bridge
mtu: 9888
networkNamespace: default
status:
macvlanNetworkAttachmentDef: k8s.cni.cncf.io/vl/namespaces/default/NetworkAttachmentDefinition/be-mac-vlan-network-@
state: ready

Step 8. From a browser, log into the OpenShift Cluster Console.
Step 9. From the left navigation menu, go to Operators > Installed Operators.
Step 10. Select the NVIDIA Network Operator from the list.

Step 11. From the top menu bar, select the MacvlanNetwork tab. Confirm that the State is ready for
each network as shown below:
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Reduat HH g i, iy
OpensShift # as O € admin =

) Preject: nvidia-network-operatar - =
& Administrator

Installed Cperators » Operator detalls

Home . NVIDIA Netwark Operatar
e actions =
=i 2570 provided by NVIDIA
Operators
Operatorkub Details  YAML  Subscription  Events  Allinstances  HostDeviceMetwork  IPolBMetwork  MacvlanMNetwork  NicClusterPolicy
Installed Operators
MacvlanNetworks Create MacvianNetwork

Mame = Search by name £

Mame Kind Status Labels Last updated

@D be-mac-vian-netwark-0 MacvlanMetwark State: ready @ Nov 4, 2025, 10:20 AM
@ be-mac-vian-netwark-1 Macvlankletwark State: ready Mo labels @ Now o, 2025, 10020 AM
@ be-mac-vian-netwark-2 Macvlankletwark State: ready Mo labels & Mo 1, 2025, 10:20 AM
@ be-mac-vlan-netwark-3 Macwlantletwark State: ready Mo labels B Mo 1, 2025, 10:20 AM
D be-mac-an-netwark-4 Maelantletwark State: ready Mo labels @ New 14, 2025, 10:20 AM
) be-rmac-an-netwark-5 Maelantletwark State: ready Mo labels B Mo td, 2005, 10:21 AM
@bc mac-vian-network-G Macvlanhetwark State: ready Mo labels @ Hov 4, 2025, 10:21 AM
@ be-mac-vian-network-7 Macvlanketwark State: ready Mo lsbels @ Nov 4, 2025, 10:21 AM

Step 12. Repeat this procedure to configure the interfaces on remaining nodes.

Deploy ARP and RP policies
When layer 2 (overlay) is used for inter-node connectivity across the backend fabric, deploy the following
Address Resolution Protocol (ARP) and Reverse Path (RP) policies.

Procedure 1. Deploy ARP and RP policies

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 2. Go to the cluster directory and then to the previously created machine-configs sub-directory.

Step 3. Create a file (for example, arp-rp-filter.conf) with the following configuration:

sysctl -w net.ipvéd.conf.all.arp filter=0

sysctl -w net.ipvéd.conf.default.arp filter=0

sysctl -w net.ipvd.conf.all.arp_ignore=1

sysctl -w net.ipvé4.conf.default.arp ignore=1

sysctl -w net.ipvéd.conf.all.rp filter=0

sysctl -w net.ipvd.conf.default.rp filter=0

Step 4. Convert the file into a base64 string without line breaks using the following command. Copy the
output to a variable:

SOMEVAR=cat <file name> base6d -w 0

Step 5. Create a machineconfig file (for example, 99-machine-config-arp-rp-policies.yaml) with the
following information. Insert the base64 output after ‘base64, in the source: section by referencing the
above variable as shown below:

apiVersion: machineconfiguration.openshift.io/v1l
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kind: MachineConfig
metadata:
name: 99-machine-config-arp-rp-policies
labels:
machineconfiguration.openshift.io/role: worker
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- name: 99-machine-config-arp-parameters
enabled: true
contents: |
storage:
files:
- filesystem: root
path: "/etc/sysctl.d/arp-rp-filter.conf"
contents:
source: data:text/plain;charset=utf-8;base64, $SOMEVAR
verification: {}
mode: 0755

overwrite: true

Step 6. Deploy the YAML file to the OpenShift cluster:

‘oc apply -f 99-machine-config-arp-rp-policies.yaml

Step 7. Monitor the progress of the machine config update. Wait a few minutes.

‘oc get mcp

Step 8. SSH into at least one node and verify the commands took effect.
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I
[rootdsample-be-workload-worker-0 ~]# sysctl -a [ grep arp_ignore
net.ipv4.conf.all.arp_ignore = 1

net.ipv4.conf.default.arp_ignore = 1
net.ipv4.conf.eth@.arp_ignore = 1

net.ipv4.conf.lo.arp_ignore = 1
net.ipv4.conf.netl.arp_ignore =
net.ipv4.conf.net2.arp_ignore =
net.ipv4.conf.net3.arp_ignore =
net.ipv4.conf.net4.arp_ignore =
net.ipv4.conf.net5.arp_ignore =
net.ipv4.conf.net6.arp_ignore =
net.ipv4.conf.net7.arp_ignore =
net.ipv4.conf.net8.arp_ignore =

L R

[root@sample-be-workload-worker-0 ~1# sysctl -a | grep rp_filter
net.ipv4.conf.all.rp_filter = @

net.ipv4.conf.default.rp_filter = 0

net.ipv4.conf.eth@.rp_filter = 0@

net.ipv4.conf.lo.rp_filter = 0
net.ipv4.conf.netl.rp_filter =
net.ipv4.conf.net2.rp_filter
net.ipv4.conf.net3.rp_filter =
net.ipv4.conf.net4.rp_filter =
net.ipv4.conf.nets.rp_filter =
net.ipv4.conf.netb.rp_filter =
net.ipv4.conf.net7.rp_filter =
net.ipv4.conf.net8.rp_filter =

2 e 9 2 8 8 @

[rootdsample-be-workload-worker-0 ~]# sysctl -a | grep arp_filter
net.ipv4.conf.all.arp_filter = 0@

net.ipv4.conf.default.arp_filter = 0
net.ipv4.conf.eth®.arp_filter = 0

net.ipv4.conf.lo.arp_filter = @
net.ipv4.conf.netl.arp_filter =
net.ipv4.conf.net2.arp_filter =
net.ipv4.conf.net3.arp_filter =
net.ipv4.conf.net4.arp_filter =
net.ipv4.conf.net5.arp_filter =
net.ipv4.conf.netb.arp_filter =
net.ipv4.conf.net7.arp_filter =
net.ipv4.conf.net8.arp_filter = 0
[root@sample-be-workload-worker-0 ~]#

=D~~~ T~ =~

Create GPU Cluster Policy for NVIDIA GPU Operator

Procedure 1. Set up the GPU cluster policy for NVIDIA GPU operator

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. From the left navigation menu, go to Operators > Installed Operators.
Step 3. Click the NVIDIA GPU Operator from the list.

Step 4. From the top menu, select the GPUClusterPolicy tab.

Step 5. Click Create GPUCIlusterPolicy on the right to create a policy.
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Step 6. From YAML mode, modify the default policy by adding the following in the driver: section as

shown below:

rdma:

enabled: true

Complete configs below:

apivVersion: nvidia.com/vl
kind: ClusterPolicy
metadata:
name: gpu-cluster-policy
spec:
vgpuDeviceManager:
config:
default: default
enabled: true
migManager:
config:
default: all-disabled
name: default-mig-parted-config
enabled: true
operator:
defaultRuntime: crio
initContainer: {}
runtimeClass: nvidia
use ocp driver toolkit: true
dcgm:
enabled: true
gfd:
enabled: true
dcgmExporter:
config:
name: ''
serviceMonitor:
enabled: true
enabled: true
cdi:
default: false
enabled: true
driver:
licensingConfig:
nlsEnabled: true
secretName: ''
kernelModuleType: auto
certConfig:

name: ''
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rdma:
enabled: true
kernelModuleConfig:
name: ''
upgradePolicy:
autoUpgrade: true
drain:
deleteEmptyDir: false
enable: false
force: false
timeoutSeconds: 300
maxParallelUpgrades: 1
maxUnavailable: 25%
podDeletion:
deleteEmptyDir: false
force: false
timeoutSeconds: 300
waitForCompletion:
timeoutSeconds: 0
repoConfig:
configMapName: "'
virtualTopology:
config: "'
enabled: true
useNvidiaDriverCRD: false
devicePlugin:
config:
name: ''
default: "'
mps:
root: /run/nvidia/mps
enabled: true
gdrcopy:
enabled: false
kataManager:
config:
artifactsDir: /opt/nvidia-gpu-operator/artifacts/runtimeclasses
mig:
strategy: single
sandboxDevicePlugin:
enabled: true
validator:
plugin:

env: []
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nodeStatusExporter:

enabled: true

daemonsets:

rollingUpdate:

maxUnavailable: '1'

updateStrategy: RollingUpdate

sandboxWorkloads:

defaultWorkload: container

enabled: false

gds:

enabled: false

vgpuManager:

enabled: false

vfioManager:

enabled: true

toolkit:

installDir: /usr/local/nvidia

enabled: true

Step 7.

Verify that the GPU Cluster Policy is deployed and in Ready state. You are now ready to

validate GPUDirect RDMA across the backend fabric by deploying a workload on the GPU worker nodes.
Validate - GPUDirect RDMA

This section outlines the steps taken to verify the GPUDirect RDMA configuration deployed in the previous
section. Though there are multiple ways in which this can be validated, this CVD used the following approach.

Note: The GitHub repo for the tools used here is: https://github.com/schmaustech/nvidia-tools-image.

Deploy workload to test and verify GPUDirect RDMA

Procedure 1. Test and verify GPUDirect RDMA

Step 1.
Step 2.
Step 3.
Step 4.

SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Go to the cluster directory.
Create a sub-directory to save the configuration files.

Create a serviceaccount YAML file with the following configuration:

apiVersion: vl

kind: ServiceAccount

metadata:

name:

nvidiatools

namespace: default
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https://github.com/schmaustech/nvidia-tools-image

[admin@ai-pod-c885-mgmt ocp-c885]$% oc get sa nvidiatools -o yaml
apiVersion: vi
kind: ServiceAccount
metadata:

creationTimestamp: "2025-11-11T16:07:252"

name: nvidiatools

namespace: default

resourceVersion: "8087839"

uid: f7a974f0-2274-48af-b298-8abeaB86758b0
[admin@ai-pod-c885-mgmt ocp-c8851%

Step 5. Give priveleged access to nvidiatools:

oc -n default adm policy add-scc-to-user privileged -z nvidiatools

[admin@ai-pod-c885-mgmt ocp-c885]% oc -n default adm policy add-scc-to-user

privileged -z nvidiatools

clusterrole.rbac.authorization.k8s.io/system:openshift:scc:privileged added:

"nvidiatools”
[admin@ai-pod-c885-mgmt ocp-c885]%

Step 6. Create sample workload pod on one node:
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[admin@ai-pod-c885-mgmt ocp-c885]$% cat sample-be-workload-worker-0.yaml
apiVersion: vil
kind: Pod
metadata:

name: sample-be-workload-worker-0|

namespace: default

annotations:

k8s.vl.cni.cncf.io/networks: '[

{ "name": "be-mac-vlan-network-0" },
{ "name": "be-mac-vlan-network-1" },
{ "name": "be-mac-vlan-network-2" },
{ "name": "be-mac-vlan-network-3" },
{ "name": "be-mac-vlan-network-4" },
{ "name": "be-mac-vlan-network-5" },
{ "name": "be-mac-vlan-network-6" },
{ "name": "be-mac-vlan-network-7" }
1
spec:
serviceAccountName: nvidiatools
nodeSelector:
kubernetes.io/hostname: worker-
containers:

- image: quay.io/edge-infrastructure/nvidia-tools:0.1.5
name: sample-be-workload-worker-0
imagePullPolicy: IfNotPresent
securityContext:

privileged: true
capabilities:
add: ["IPC_LOCK"]
resources:
limits:
nvidia.com/gpu: 8
rdma/rdma_shared_device_a: 8
requests:
nvidia.com/gpu: 8
rdma/rdma_shared_device_a: 8
tolerations:
- key: nvidia.com/gpu
operator: Equal
value: '100°'
effect: NoSchedule
[admin@ai-pod-c885-mgmt ocp-c8851%

Step 7. Repeat step 6 to create another workload pod on second node. Specify a different name in the
metadata and containers sections. Also specify hostname of second node in the nodeSelector section.
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[admin@Pai-pod-c885-mgmt ocp-c885]% cat sample-be-workload-worker—1.yaml
apiVersion: vi
kind: Pod
metadata:
name: sample-be-workload-worker-1
namespace: default
annotations:
kBs.vl.cni.cncf.io/networks: '[{ "name": "be-rdma-shared-network" }]'
spec:
serviceAccountName: nvidiatools
nodeSelector:
kubernetes.io/hostname: worker-1.ocp-c885.aipod.local
containers:
- image: quay.io/edge-infrastructure/nvidia-tools:98.1.5
name: sample-be-workload-worker-1
resources:
limits:
nvidia.com/gpu: &
rdma/rdma_shared_device_a: 1
requests:
nvidia.com/gpu: &
rdma/rdma_shared_device_a: 1
tolerations:
- key: nvidia.com/gpu
operator: Equal
value: '1e8'
effect: NoSchedule
[admin@ai-pod-c885-mgmt ocp-c8851%

Step 8. Deploy both workloads:

[admin@ai-pod-c885-mgmt ocp-c885]$% oc create -f sample-be-workload-worker-
0.yaml
pod/sample-be-workload-worker-0 created

[admin@ai-pod-c885-mgmt ocp-c885]$% oc create -f sample-be-workload-worker-
1.yaml

pod/sample-be-workload-worker-1 created

[admin@ai-pod-c885-mgmt ocp-c8851%

[adminRai-pod-c885-mgmt ocp-c885]% oc get pods

NAME READY  STATUS RESTARTS  AGE
sample-be-workload-worker-@ 1/1 Running e 18m
sample-be-workload-worker-1 1/1 Running %} mlés
admin@ai-pod-c885-mamt ocp-c885]1% N

Step 9. Though the Pods are in a running state, it may take another 5min for all tools to be downloaded.
Run the following commands:

oc logs sample-be-workload-worker-0

oc logs sample-be-workload-worker-1

Step 10. Look for the following in the logs:

All components for the container have been Installed!
Testing and tool usage is Ready!

[admin@ai-pod-c885-mgmt ocp-c8851$ [J

Step 11. Note that once Pods are running, you can verify the networking setup by rsh-ing into pod:

oc rsh sample-be-workload-worker-0

oc rsh sample-be-workload-worker-1
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[admin@ai-pod-c885-mgmt ocp-c885]% oc get pod

NAME READY  STATUS RESTARTS  AGE
sample-be-workload-worker-@ 1/1 Running a 9m3Gs
sample-be-workload-worker-1  1/1 Running a 73s

[admin@ai-pod-cB85-mgmt ocp-c8B85]%
[root@sample-be-workload-worker-9 ~]1
[root@sample-be-workload-worker-@ ~1# oc rsh s:

sh-5.1# source ./.bashrc

IB_WRITE Validation Tests

Procedure 2. Validate IB_Write

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 2. Go to the OpenShift cluster directory.

Step 3. Run the following commands to start a IB_WRITE test between two IP addresses on different
UCS nodes across the backend fabric.

On the first workload Pod: Server side

[root@sample-be-workload-worker-0 ~]# ib write bw -R --tos=41 -s 65536 -F -x 4 -m 4096 --report gbits -q 16
-D 60 --use _cuda=0 --use_ cuda_dmabuf -d mlx5 1 -p 10000 --source ip <local IP address_on BE NIC>

On the second workload Pod: Client side

root@sample-be-workload-worker-1 ~]# ib write bw -R --tos=41 -s 65536 -F -x 4 -m 4096 --report gbits -q 16 -
D 60 --use_cuda=0 --use_cuda_dmabuf -d mlx5 1 -p 10000 --source_ip <local_ IP_ address_on_ BE_NIC>
<remote IP address_on BE NIC>

Step 4. A sample output from ib_write_bw test used in CVD validation is provided below. The results
show an average bandwidth of 392 Gb/s for this test run across a VXLAN backend fabric. Complete results
and associated scripts are available in the Al POD GitHub repo (Validation folder).

Server side:

[root@sample-be-workload-worker-0 ~]# ib_write bw -R --tos=41 -s 65536 -F -x 4 -m 4096 --report gbits -q 16
-D 60 --use_cuda=0 --use_cuda_dmabuf -d mlx5 1 -p 10000 --source_ ip 192.168.2.1

WARNING: BW peak won't be measured in this run.

Perftest doesn't supports CUDA tests with inline messages: inline size set to 0O

KA A A A A A A A A A A AR AR AR A AR AR AR AR KA AR KKK KKK

* Waiting for client to connect... *
B R R
initializing CUDA

Listing all CUDA devices in system:
CUDA device 0: PCIe address is 03:00

CUDA device 1: PCIe address is 31:00

CUDA device 2: PCIe address is 51:00
CUDA device 3: PCIe address is 63:00
CUDA device 4: PCIe address is 83:00

CUDA device 5: PCIe address is AB:00
CUDA device 6: PCIe address is CB:00

CUDA device 7: PCIe address is E5:00

Picking device No. 0
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https://github.com/ucs-compute-solutions/Cisco-AI-POD

[pid = 17100, dev = 0] device name = [NVIDIA H200]

creating CUDA Ctx

making it the current CUDA Ctx

CUDA device integrated: 0

using DMA-BUF for GPU buffer address at 0x7£9343e00000 aligned at 0x7£9343e00000 with aligned size 2097152
allocated GPU buffer of a 2097152 address at 0x224e0e0 for type CUDA MEM DEVICE

Calling ibv_reg dmabuf mr (offset=0, size=2097152, addr=0x7£9343e00000, fd=70) for QP #0

RDMA Write BW Test

Dual-port : OFF Device : mlx5 1
Number of gps : 16 Transport type : IB
Connection type : RC Using SRQ : OFF
PCIe relax order: ON Lock-free : OFF
ibv_wr* API : ON Using Enhanced Reorder : OFF
CQ Moderation 01

CQE Poll Batch : Dynamic

Mtu : 4096[B]

Link type Ethernet

GID index HE

Max inline data : 0[B]

rdma _cm QPs : ON

Data ex. method : rdma cm TOS : 41

Waiting for client rdma cm QP to connect

Please run the same command with the IB/RoCE interface IP

local address: LID 0000 QPN 0x0483 PSN 0x912d72

GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:

GID: 00:00:00:

00:00:00:00:00:00:00
LID 0000 QPN 0x0484
00:00:00:00:00:00:00
LID 0000 QPN 0x0485
00:00:00:00:00:00:00
LID 0000 QPN 0x0486
00:00:00:00:00:00:00
LID 0000 QPN 0x0487
00:00:00:00:00:00:00
LID 0000 QPN 0x0488
00:00:00:00:00:00:00
LID 0000 QPN 0x0489
00:00:00:00:00:00:00
LID 0000 QPN 0x048a
00:00:00:00:00:00:00
LID 0000 QPN 0x048Db
00:00:00:00:00:00:00

1255

:255

1255

:255

1255

:255

1255

:255:

PSN

PSN

PSN

PSN

PSN

PSN

PSN

PSN

:255:

255:192:168:

0x842£74

:255:192:168:

Ox4bedae

:255:192:168:

0x6d2665

:255:192:168:

0x85cdl4

:255:192:168:

0x409eeb

:255:192:168:

0x380d4d

:255:192:168:

0x9213c2

:255:192:168:

0x998f3e

255:192:168:

02:

02:

02:

02:

02:

02:

02:

02:

02:

01

01

01

01

01

01

01

01

01
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local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:

local address:

GID: 00:00:00

LID 0000 QPN 0x048c
00:00:00:00:00:00:00
LID 0000 QPN 0x048d
00:00:00:00:00:00:00
LID 0000 QPN 0x048e
00:00:00:00:00:00:00
LID 0000 QPN 0x048f
00:00:00:00:00:00:00
LID 0000 QPN 0x0490
00:00:00:00:00:00:00
LID 0000 QPN 0x0491
00:00:00:00:00:00:00
LID 0000 QPN 0x0492
00:00:00:00:00:00:00

:255

1255

:255

1255

:255

1255

PSN

PSN

PSN

PSN

PSN

PSN

PSN

:255:

0x22ee8

:255:192:168:

0x39%e6cC

:255:192:168:

Oxaa3c8f

:255:192:168:

0xcl30ct

:255:192:168:

0x3babd0

:255:192:168:

0x48cde

:255:192:168:

0x2falfa

255:192:168:

remote address: LID 0000 QPN 0x0483 PSN 0x65dcOb

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x0484 PSN Oxfbfc99

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x0485 PSN 0xb9846f

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x0486 PSN 0x73bc92

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x0487 PSN Oxbc2c3d

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x0488 PSN 0Oxblf95b

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x0489 PSN 0x9cafle

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x048a PSN 0x78bfbf

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x048b PSN 0x9217f7

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x048c PSN 0x369bad

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x048d PSN Oxaaec4dd

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x048e PSN 0x4a8b5c

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x048f PSN Oxcaecl8

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x0490 PSN Oxefffeb

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x0491 PSN 0xb3373f

GID: 00:00:00:

00:00:00:00:00:00:00:255:255:192:168:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

01

01

01

01

01

01

01

02

02

02

02

02

02

02

02

02

02

02

02

02

02

02
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remote address: LID 0000 QPN 0x0492 PSN Ox4eef97

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:02

#bytes #iterations BW peak[Gb/sec] BW average [Gb/sec] MsgRate [Mpps]

65536 22419779 0.00 392.40 0.748448
deallocating GPU buffer 00007£9343e00000
destroying current CUDA Ctx

[root@sample-be-workload-worker-0 ~]1#

Client side:

root@sample-be-workload-worker-1 ~]# ib write bw -R --tos=41 -s 65536 -F -x 4 -m 4096 --report gbits -q 16 -
D 60 --use cuda=0 --use cuda dmabuf -d mlx5 1 -p 10000 --source ip 192.168.2.2 192.168.2.1

WARNING: BW peak won't be measured in this run.
Perftest doesn't supports CUDA tests with inline messages: inline size set to 0O
initializing CUDA
Listing all CUDA devices in system:

CUDA device 0: PCIe address is 03:00
CUDA device 1: PCIe address is 31:00
CUDA device 2: PCIe address is 51:00
CUDA device 3: PCIe address is 63:00
CUDA device 4: PCIe address is 83:00
CUDA device 5: PCIe address is AB:00
CUDA device 6: PCIe address is CB:00

CUDA device 7: PCIe address is E5:00

Picking device No. 0

[pid = 17095, dev = 0] device name = [NVIDIA H200]

creating CUDA Ctx

making it the current CUDA Ctx

CUDA device integrated: 0

using DMA-BUF for GPU buffer address at 0x7£fdd07e00000 aligned at 0x7fdd07e00000 with aligned size 2097152
allocated GPU buffer of a 2097152 address at 0x1679100 for type CUDA_MEM DEVICE

Calling ibv_reg dmabuf mr(offset=0, size=2097152, addr=0x7£f£dd07e00000, £fd=70) for QP #0

RDMA Write BW Test

Dual-port : OFF Device : mlx5 1

Number of gps : 16 Transport type : IB

Connection type : RC Using SRQ : OFF

PCIe relax order: ON Lock-free : OFF

ibv_wr* API : ON Using Enhanced Reorder : OFF
TX depth : 128

CQ Moderation : 1

CQE Poll Batch : Dynamic

Mtu : 4096 [B]
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Link type Ethernet
GID index 4
Max inline data : 0[B]

rdma_cm QPs

ON

Data ex. method : rdma cm

local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:
local address:
GID: 00:00:00:

local address:

GID: 00:00:00

LID 0000 QPN 0x0483
00:00:00:00:00:00:00
LID 0000 QPN 0x0484
00:00:00:00:00:00:00
LID 0000 QPN 0x0485
00:00:00:00:00:00:00
LID 0000 QPN 0x0486
00:00:00:00:00:00:00
LID 0000 QPN 0x0487
00:00:00:00:00:00:00
LID 0000 QPN 0x0488
00:00:00:00:00:00:00
LID 0000 QPN 0x0489
00:00:00:00:00:00:00
LID 0000 QPN 0x048a
00:00:00:00:00:00:00
LID 0000 QPN 0x048b
00:00:00:00:00:00:00
LID 0000 QPN 0x048c
00:00:00:00:00:00:00
LID 0000 QPN 0x048d
00:00:00:00:00:00:00
LID 0000 QPN 0x048e
00:00:00:00:00:00:00
LID 0000 QPN 0x048f
00:00:00:00:00:00:00
LID 0000 QPN 0x0490
00:00:00:00:00:00:00
LID 0000 QPN 0x0491
00:00:00:00:00:00:00

LID 0000 QPN 0x0492

:00:00:00:00:00:00:00:

1255

:255

1255

:255

1255

:255

1255

:255

1255

:255

1255

1255

:255

1255

:255

PSN

PSN

PSN

PSN

PSN

PSN

PSN

PSN

PSN

PSN

PSN

PSN

PSN

PSN

PSN

PSN

255:

0x65dc0b

:255:192:168:

0xfbfc99

:255:192:168:

0xb9846f

:255:192:168:

0x73bc92

:255:192:168:

Oxbc2c3d

:255:192:168:

0xb1£95b

:255:192:168:

Ox9cafle

:255:192:168:

0x78bfbf

:255:192:168:

0x9217£7

:255:192:168:

0x369bad

:255:192:168:

Oxaaec4d

:255:192:168:

0x4a8b5c

:255:192:168:

Oxcaecl8

:255:192:168:

Oxefffeb

:255:192:168:

0xb3373f

:255:192:168:

Ox4eef97

255:192:168:

remote address: LID 0000 QPN 0x0483 PSN 0x912d72

GID: 00:00:00

:00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x0484 PSN 0x842f74

GID: 00:00:00

:00:00:00:00:00:00:00:255:255:192:168:

remote address: LID 0000 QPN 0x0485 PSN Ox4bedae

GID: 00:00:00

:00:00:00:00:00:00:00:255:255:192:168:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02:

02

02

02

02

02

02

02

02

02

02

02

02

02

02

02

02

01

01

01
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remote address: LID 0000 QPN 0x0486 PSN 0x6d2665

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x0487 PSN 0x85cdl4

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x0488 PSN 0x409%eeb6

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x0489 PSN 0x380d4d

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x048a PSN 0x9213c2

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x048b PSN 0x998f3e

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x048c PSN 0x22ee8

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x048d PSN 0x39e6c

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x048e PSN Oxaa3c8f

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x048f PSN Oxcl30cf

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x0490 PSN 0x3babd0

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x0491 PSN Ox48cde

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
remote address: LID 0000 QPN 0x0492 PSN 0x2falOfa

GID: 00:00:00:00:00:00:00:00:00:00:255:255:192:168:02:01
#bytes #iterations BW peak[Gb/sec] BW average[Gb/sec] MsgRate [Mpps]
65536 22419779 0.00 392.40 0.748448
deallocating GPU buffer 00007£dd07e00000

destroying current CUDA Ctx

[root@sample-be-workload-worker-1 ~]#

NCCL Validation Tests

Procedure 1. Validate NCCL

Step 1. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 2. Go to the OpenShift cluster directory.

Step 3. Run the following commands to verify the setup:

oc get pods
From mofed container in the mofed pod for NVIDIA Network Operator: ibdev2netdev -v
oc rsh sample-be-workload-worker-0

source ./.bashrc

show gids
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rdma link
mst status -v
nvidia-smi topo -m

show_gids
ip a

arp -na
netstat -rn

sysctl -a | grep arp ignore
sysctl -a | grep arp filter
sysctl -a | grep rp_ filter

ping <ip_address_of all remote be_ interfaces>

Step 4. Run the following commands to start a NCCL test between two IP addresses on different UCS
nodes across the backend fabric:

mpirun --allow-run-as-root \
-H <Nodel IP Address>,<Node2 IP Address>, \
-np 2 \
-bind-to none -map-by slot \
-mca btl “openib \
-mca plm rsh args "-p 20024" \
-x NCCL_DEBUG=VERSION \

all reduce perf -b 8 -e 16G -f2 -g 8

Step 5. A sample output from the all_reduce_perf test between two Cisco UCS C885A nodes across a
VXLAN backend fabric is shown below. Results show a busBw of 387GB/s for this test run across the
nodes using 16 H200 GPUs.
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[root@sample-be-workload-worker-@ ~]#

[root@sample-be-workload-worker-@ ~]# mpirun --allow-run-as-root \
-H 192.168.2.1:1,192.168.2.9:1 \
-np 2\
-bind-to none -map-by slot \
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-mca plm_rsh_args "—p 20024" \
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all_reduce_perf -b 8 —e 166G -f2 -g 8
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Set up Portworx for NFS over RDMA Access to Storage

Assumptions and Prerequisites

« GPUDirect RDMA across the backend fabric was deployed and validated using NVIDIA GPU and NIC
Operators and associated cluster policies
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e Portworx, using NFS over TCP to FlashBlade//S, was deployed and validated

Setup Information

This information is provided in line with the deployment steps.

Deployment Steps

To provision Portworx to use NFS RDMA to access storage on Everpure FlashBlade, complete the procedures in
this section.

Provision Kubernetes storage class to use NFS over RDMA with Portworx backed by FlashBlade

Procedure 1. Set up Kubernetes storage class for NFS over RDMA

Step 1. SSH into the OpenShift installer workstation.
Step 2. Go to the portworx sub-directory in the OpenShift cluster directory.

Step 3. Create a new storage class configuration (.yaml file) as shown below:

kind: StorageClass
apiVersion: storage.k8s.io/vl
metadata:
name: px-fb-sc-3054-nfs-rdma
provisioner: pxd.portworx.com
parameters:
pure_nfs_endpoint: "192.168.54.15"
pure export rules: '*(rw,no_root squash)'
backend: "pure file"
volumeBindingMode: Immediate
mountOptions:
- proto=rdma
- nconnect=16
reclaimPolicy: Delete

allowVolumeExpansion: true

Step 4. Create and deploy the storage class to the OpenShift cluster:

oc apply -f <storage class config.yaml>

Step 5. (Optional) Make the provisioned storage class the default class:

oc patch storageclass <storage_class name.yaml> -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}"'

Step 6. Use oc get storageclasses.storage.k8s.io to view all storage classes, including the default
classes.

Step 7. Use the command below to view the deployed storage class:

oc get storageclass <storage class name> -o yaml

The deployed configuration is shown below:
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Put Portworx in maintenance mode
Before making changes to the NIC Cluster Policy in the next procedure, put Portworx into maintenance mode on
the Cisco UCS C885A nodes using the following procedure.

Procedure 1. Set up Portworx in maintenance mode

Step 1. SSH into the OpenShift installer workstation.

Step 2. Go to the OpenShift cluster directory.

Step 3. Delete or migrate applications using Portworx to non-UCS C885A nodes in the cluster:

oc adm cordon <node>
oc delete pod <pod-name>

Step 4. Enter maintenance mode:

pxctl service maintenance --enter

Remove previously deployed NVIDIA GPU operator

This is an optional but recommended step to remove the previously deployed NVIDIA GPU operator so as to
prevent potential conflicts. The NVIDIA GPU Operator will be re-deployed later, after the NVIDIA Network
Operator is deployed.

Procedure 1. Remove deployed NVIDIA GPU operator

Step 1. From a browser to go and log into the OpenShift Cluster Console.

Step 2. From the left navigation menu, go to Operators > Installed Operators.
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Step 3. Filter on NVIDIA in the Search box.

— RedHat =oap dimin»
- OpenShift E A O @ admin

Project: All Projects =
= Administrator

Home Installed Operators

Installed Pty repres y ClusterService\Versicns within this Mamespace. For more information, see the Understanding Operators documentation o, Or
sian wsing the Operator SCKE.

Operators

OperatorHub
ot NWIDHA !
Installed Operatars. =me v
s Mame  HviDn X Clear all filters
Serverless Managed
Name 1 MNamespace Namespaces Status Provided APIs
Metworking NVIDIAGPU @ nvidiz-gpu-cperatar nvidia-gpu-operator @ Succeeded ClusterPalicy H
= Operator Up o date MWIDIAD v
25100 Edit Subscription
Storage avided by
providedoy Uninstall Operator
NVIDIA
Builds Carporation

Step 4. Click the ellipses to the right of NVIDIA GPU Operator and select Uninstall Operator in the
pop-up.

Update NVIDIA NIC Cluster policy to use RDMA

Procedure 1. Configure NVIDIA NIC cluster policy to use RDMA

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. From the left navigation menu, go to Operators > Installed Operators.

Step 3. Click the NVIDIA Network Operator from the list.

Step 4. From the top menu, select the NicClusterPolicy tab.

Step 5. Right-click the ellipses to the right of existing NIC cluster Policy and edit the policy.

Step 6. Add the following to the existing NVIDIA NIC Cluster Policy (in the spec: section) as shown
below:

env:
- name: ENABLE NFSRDMA

value: 'true'
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Step 7. Click Save.

Step 8. Verify that NIC Cluster Policy state is in Ready state.

Step 9. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 10. Go to the cluster directory and then to the previously created machine-configs sub-directory.

Step 11. Save the deployed NicClusterPolicy as a new YAML file (for example, nic-cluster-policy-nfs-
rdma.yaml). Note that this configuration file will be slightly different from what you’d use to do an initial
deployment. This version will have post-deployment info as shown but has the core configuration is still
intact.

Step 12. Verify the that the mofed pods on each node are up and running:

oc get pods -n nvidia-network-operator

Step 13. Verify the that all containers in the mofed pods are up and running. Confirm for each node. If
mofed pods and containers are up and running, it is likely that the correct mofed drivers got loaded.

oc describe pod <mofed pod name>

Deploy GPU Cluster Policy and Cluster Policy

The GPU Cluster Policy was deployed in the Deploy GPUDirect RDMA section Procedure 8. Create GPU Cluster
Policy for NVIDIA GPU Operator. If you removed it before reconfiguring the NIC Cluster policy, this serves as a
reminder to re-deploy the GPU Cluster policy using the procedures provided in the earlier section.

Note: No configuration changes to GPU Cluster Policy

Take Portworx out of maintenance mode

Procedure 1. Remove Portworx from maintenance mode on the Cisco UCS C885A nodes
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Step 1. SSH into the OpenShift installer workstation.
Step 2. Go to the OpenShift cluster directory.

Step 3. Exit maintenance mode:

‘pxctl service maintenance --exit

Step 4. Put node back into use:

oc adm uncordon <node>

Set up Portworx for GPUDirect Storage

For more information on GPUDirect Storage Configuration and Benchmarking, see:
https://docs.nvidia.com/gpudirect-storage/configuration-guide/index.html

Assumptions and Prerequisites

« GPUDirect RDMA across the backend fabric was deployed and validated using NVIDIA GPU and NIC
Operators and associated cluster policies

o Portworx, using NFS over RDMA to FlashBlade//S, was deployed and validated

Setup Information

This information is provided in line with the deployment steps.

Deployment Steps

To provision Portworx to use GPUDirect Storage to access storage on Everpure FlashBlade, complete the
procedures in this section.

Provision Kubernetes storage class for GDS with Portworx backed by FlashBlade

Procedure 1. Provision Kubernetes storage class

Step 1. SSH into the OpenShift installer workstation.
Step 2. Go to the portworx sub-directory in the OpenShift cluster directory.
Step 3. Create a new storage class configuration (.yaml file) as shown below.

Note: Storage class configuration is the same for GDS and NFS over RDMA.

kind: StorageClass
apiVersion: storage.k8s.io/vl
metadata:

name: px-fb-sc-3054-gds
provisioner: pxd.portworx.com
parameters:

pure nfs endpoint: "192.168.54.15"

pure export rules: '*(rw,no_root squash)'

backend: "pure file"
volumeBindingMode: Immediate
mountOptions:

- proto=rdma

- nconnect=16
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reclaimPolicy: Delete

allowVolumeExpansion: true

Step 4. Create and deploy the storage class to the OpenShift cluster:

oc apply -f <storage class config.yaml>

Step 5. (Optional) Make the provisioned storage class the default class:

oc patch storageclass <storage_class name.yaml> -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}"'

Step 6. Use oc get storageclasses.storage.k8s.io to view all storage classes, including the default
classes.

Step 7. Use the command below to view the deployed storage class:

oc get storageclass <storage_class_name> -o yaml

The deployed configuration is shown below:

RedHat
OpenShift

a0 © @ admin

StorageClasses * StorageClass details

px-fb-sc-3054-gds Actions ~

2 Administrator

Home

Details  YAML Partworx

Operators

Opt + F1 Accessibility help @ View shortcuts Show tooltips O View sidebar

Workloads

Serverless

Networking

Storage

PersistentVolumes

Put Portworx in maintenance mode
Before making changes to the NIC Cluster Policy in the next procedure, put Portworx into maintenance mode on
the Cisco UCS C885A nodes using the following procedure.

Procedure 1. Set up Portworx in maintenance mode

Step 1. SSH into the OpenShift installer workstation.
Step 2. Go to the OpenShift cluster directory.

Step 3. Delete or migrate applications using Portworx to non-UCS C885A nodes in the cluster:

oc adm cordon <node>
oc delete pod <pod-name>

Step 4. Enter maintenance mode:
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pxctl service maintenance --enter

Remove previously deployed NVIDIA GPU operator

This is an optional but recommended step to remove the previously deployed NVIDIA GPU operator so as to
avoid any potential conflicts. The NVIDIA GPU Operator will be re-deployed later, after the NVIDIA Network
Operator is deployed.

Procedure 1. Remove deployed NVIDIA GPU operator

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. From the left navigation menu, go to Operators > Installed Operators.

Step 3. Filter on NVIDIA in the Search box.

— RedHat = AN © @

OpensShift admin +

Project: All Projects =
= Administrator
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s Mame  HviDn X Clear all filters
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Metworking NVIDIAGPU @ nvidiz-gpu-cperatar nvidia-gpu-operator @ Succeeded ClusterPalicy H
= Operator Up o date MWIDIAD v
25100 Edit Subscription
Storage avided by
providedoy Uninstall Operator
NVIDIA
Builds Carporation

Step 4. Click the ellipses to the right of NVIDIA GPU Operator and select Uninstall Operator in the
pop-up.

Update NVIDIA NIC Cluster policy to use RDMA

Procedure 1. Set up NVIDIA NIC cluster policy to use RDMA

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. From the left navigation menu, go to Operators > Installed Operators.

Step 3. Click the NVIDIA Network Operator from the list.

Step 4. From the top menu, select the NicClusterPolicy tab.

Step 5. Right-click the ellipses to the right of existing NIC cluster Policy and edit the policy.

Step 6. Add the following to the existing NVIDIA NIC Cluster Policy (in the spec: section) as shown
below:

ofedDriver:
env:
- name: ENABLE NFSRDMA

value: 'true'
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Step 7. Add a new resourceName to the policy, in the rdmaSharedDevicePlugin: section. The
interfaces name should reflect the frontend NIC interfaces

Note: Add a comma to the end of first resource such as resourceName: rdma shared device a before adding
the following:

config: |
{
"configList": [
by
"resourceName": "rdma shared device b",
"rdmaHcaMax": 63,

"selectors": {
"ifNames": [
"ens213f0np0",

"ens213flnpl"
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Step 8. Click Save.

Step 9. Verify that the NIC Cluster Policy state is in Ready state.

Step 10. SSH and log into the OpenShift Installer machine used to manage the OpenShift cluster.
Step 11. Go to the cluster directory and then to the previously created machine-configs sub-directory.
Step 12. Save the deployed NicClusterPolicy as a new YAML file (for example, nic-cluster-policy-
gds.yaml). Note that this configuration file will be slightly different from what you’d use to do an initial
deployment. This version will have post-deployment info as shown but has the core configuration is still
intact.

Step 13. Verify the that the mofed pods on each node are up and running:

oc get pods -n nvidia-network-operator

Step 14. Verify the that all containers in the mofed pods are up and running. Confirm for each node. If
mofed pods and containers are up and running, it is likely that the correct mofed drivers got loaded:

oc describe pod <mofed pod name>
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Deploy GPU Operator and Cluster Policy

The GPU Cluster Policy was deployed in the Deploy GPUDirect RDMA. If you removed it before reconfiguring
the NIC Cluster policy, this serves as a reminder to re-deploy the GPU Cluster policy using the procedures
provided below.

Procedure 1. Deploy GPU operator and cluster policy

Step 1. From a browser, log into OpenShift Cluster Console.

Step 2. From the left navigation menu, navigate to Operators > Operator Hub.

Step 3. In the search box, enter GPU Operator.

Red Hat
OpensShift

a3 © © kube:admin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

o Administrator

Project: openshift-nfd =

Home
OperatorHub

Operators
E Discover Operators fram the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software
through Red Hat Marketplace G You can install Operators on your dusters to provide optional add-ons and shared services to your

S developers. After installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience.

Installed Operators

| Ailitems All ltems
Workloads AlfMachine Learning .
Q, GPU Operater x Titems
Application Runtime
Serverless Big Data
Cloud Provider
Networking Database H Certified
Developer Tools
Storage vl T NVIDIA GPU Operator
evelopment Tools provided by NVIDIA Corporation
Drrivers and plugins
Builds
Integration & Delivery Automate the management and
Legging & Tracing monitering of NVIDIA GPUs.
Observe
Medernization & Migration
Step 4. Click the (Certified) NVIDIA GPU Operator tile.
NVIDIA GPU Operator x

2510.0 provided by NVIDIA Corperation

Install

Channel Kubernetes provides access to special hardware rescurces such as NVIDIA GPUs, NICs, Infiniband
adapters and ather devices through the device plugin framework, However, configuring and managing
9
v2510 M nodes with these hardware resources requires configuration of multiple software components such as
drivers, container runtimes or ather libraries which are difficult and prone to errors, The NVIDIA GPU
Version Operator uses the operator framewaork within Kubernetes to automate the management of all NVIDIA
software components needed to provision and monitor GPUs. These components include the MYIDIA
2510.0 v drivers {to enable CUDA), Kubernetes device plugin for GPUs, the NVIDIA Container Runtime,
automatic node labelling and NVIDIA DCGM exporter. Visit the official site of the GPU Operatar for
Capability level mare information. For getting started with using the GPU Operator with OpenShift, see the
X instructions here.
& Basic Install
& Seamless Upgrades
@ Full Lifecycle
& Deep Insights

Step 5. Click Install.
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Step 6. Keep the default settings (A specific namespace on the cluster: nvidia-gpu-operator) and
click Install again.

RedHat

OpenShift ©

(2] kube:admin v

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.
% Administrator

Home

NVIDIA GPU Operator

©

Operators gpu-operator-certifiedv25.10.0 provided by NVIDIA Corporation
OperatorHub
Installed Operators Installed operator: ready for use
View installed Operators in Namespace nvidia-gpu-operator
Workloads

Serverless

Step 7. When the installation completes, click View Operator.
Step 8. From the top menu, select the GPUCIlusterPolicy tab.
Step 9. Click Create GPUCIlusterPolicy on the right to create a policy.
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Step 10. From YAML mode, modify the default policy by adding the following in the driver: section as
shown.

rdma:
enabled: true

gds:
enabled: true
image: nvidia-fs
repository: nvcr.io/nvidia/cloud-native

version: 2.26.6

The above image details will result in the following GDS driver to be loaded (view from NGC catalog).

« S m %7 catalog.ngc.nvidia.com/orgs/nvidiafteams/cloud-native/containers/nvidia-fs/tags?version=2.26.6-rhel9.6 e

ZANVIDIA. NGC Catalog or= Search

Get Container -

& sigrad

2.26.6-thcos4.18 &

Step 11. Complete configs below:

apiVersion: nvidia.com/vl
kind: ClusterPolicy
metadata:
name: gpu-cluster-policy
spec:
vgpuDeviceManager:
config:
default: default
enabled: true
migManager:
config:
default: all-disabled
name: default-mig-parted-config
enabled: true
operator:

defaultRuntime: crio
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initContainer: {}
runtimeClass: nvidia
use ocp_driver toolkit: true
dcgm:
enabled: true
gfd:
enabled: true
dcgmExporter:
config:
name: ''
serviceMonitor:
enabled: true
enabled: true
cdi:
default: false
enabled: true
driver:
licensingConfig:
nlsEnabled: true
secretName: ''
kernelModuleType: auto
certConfig:
name: ''
rdma:
enabled: true
kernelModuleConfig:
name: ''
upgradePolicy:
autoUpgrade: true
drain:
deleteEmptyDir: false
enable: false
force: false
timeoutSeconds: 300
maxParallelUpgrades: 1
maxUnavailable: 25%
podDeletion:
deleteEmptyDir: false
force: false
timeoutSeconds: 300
wailtForCompletion:
timeoutSeconds: 0
repoConfig:

[

configMapName:
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virtualTopology:
config: "'
enabled: true
useNvidiaDriverCRD: false
devicePlugin:
config:
name: ''
default: "'
mps:
root: /run/nvidia/mps
enabled: true
gdrcopy:
enabled: false
kataManager:
config:
artifactsDir: /opt/nvidia-gpu-operator/artifacts/runtimeclasses
mig:
strategy: single
sandboxDevicePlugin:
enabled: true
validator:
plugin:
env: []
nodeStatusExporter:
enabled: true
daemonsets:
rollingUpdate:
maxUnavailable: '1'
updateStrategy: RollingUpdate
sandboxWorkloads:
defaultWorkload: container
enabled: false

gds:
enabled: true

image: nvidia-fs
repository: nvcr.io/nvidia/cloud-native
version: 2.26.6
vgpuManager:
enabled: false
vfioManager:
enabled: true
toolkit:
installDir: /usr/local/nvidia

enabled: true
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Step 12. Verify that the GPU Cluster Policy is deployed and in Ready state.

Take Portworx out of maintenance mode

Procedure 1. Remove Portworx from maintenance mode on the Cisco UCS C885A nodes

Step 1. SSH into the OpenShift installer workstation.
Step 2. Navigate to the OpenShift cluster directory.

Step 3. Exit maintenance mode:

‘pxctl service maintenance --exit ’

Step 4. Put node back into use:

‘oc adm uncordon <node> ’

Deploy Red Hat OpenShift Al for MLOps

Red Hat OpenShift Al is a complete platform for the entire lifecycle of your Al/ML projects. In this section, you
will deploy Red Hat OpenShift Al as an MLOPs platform in the solution to accelerate your Al/ML projects.

Deployment Steps

The first half of this section focusses on enabling KServe single-model serving platform to serve large models
such as Large Language Models (LLMs) in Red Hat OpenShift Al. If you’re only using OpenShift Al for multi-
model serving, then you can skip this section. KServe orchestrates model serving for different types of models
and includes model-serving runtimes that support a range of Al frameworks.

For this CVD, KServe is deployed in advanced deployment mode which uses Knative serverless, deployed using
OpenShift Serverless Operator. Automated Install of KServe is deployed on the OpenShift cluster by configuring
OpenShift Al Operator to configure KServe and its dependencies. KServe requires a cluster with a node that has
at least 4 CPUs and 16GB of memory.

Note: See the Red Hat documentation for the most uptodate information on the prerequisites for a given
OpenShift Al release. For the procedures outlined in this section, see this documentation

Deploy Red Hat OpenShift Service Mesh Operator on a OpenShift Cluster
To support KServe for single-model serving, deploy Red Hat OpenShift Service Mesh Operator on OpenShift
cluster as detailed below.

Note: At the time of the writing of this CVD, only OpenShift Service Mesh v2 is supported. Also, only deploy
the operator is deployed - no additional configuration should be done for automatied install of KServe.

Procedure 1. Deploy Red Hat OpenShift service mesh operator on a OpenShift cluster

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. Go to Operators > Operator Hub and search for OpenShift Service Mesh.
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https://docs.redhat.com/en/documentation/red_hat_openshift_ai_self-managed/2.19/html/installing_and_uninstalling_openshift_ai_self-managed/installing-and-deploying-openshift-ai_install#requirements-for-openshift-ai-self-managed_install

RedHat

- OpenShift

*You are logged in as a temporary administrative user. Update the cluster Ofuth configuration to allow others to log in.

Administrator

Project: All Projects

Home
OperatorHub

Operators
Discover Operators from the Kubemetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through Red Hat Marketplace . You can

install Operators on your clusters to provide optional add-ons and shared services te your developers. After installation, the Operator capabilities will appear in the Developer

OperatorHub - iding a self-seryi i
Catalog providing a self-service experience.

Installed Ope

| A items Allltems

Workloads AlfMachine Learning it

Q OpenShilt Service Mesh x ftems

Application Runtime

orking Big Data

Cloud Provider

Storage Database 0 Red Hat . Red Hat ]ﬁk fed Hat

Developer Toals

Builds Kiali Operator Red Hat OpenShift Service Red Hat OpenShift Service
Development Toals
provided by Red Hat Mesh 2 Mesh 3
@ Drivers and plugins provided by Red Hat, Inc. provided by Red Hat, Inc.
Integratian & Delivery This productized operator
Logging & Tracing provides Kiali and QSSMC., Kiali is The OpenShift Service Mesh 2 The OpenShift Service Mesh
Compute " o Micrati the lstio observability and... Operator enabiles you to install, Operatar enables you toinstall,
odernization & Migration configure, and manage an... configure, and manage an...
Muonitaring
User Management
Netwerking

Step 3. Click the Red Hat OpenShift Service Mesh 2 tile.

# Red Hat OpenShift Service Mesh 2 x

2611-0 provided by Red Hat, Inc.

Install

Channel Red Hat OpenShift Service Mesh 2 is a platform that provides behavioral insight and operational
contral over a service mesh, providing a uniform way to connect, secure, and monitor microservice

stable T applications.
Version Overview
260-0 - Red Hat OpenShift Service Mesh 2, based on the open source lstio project, adds a transparent layer
on exisling distributed applications withoul requiring any changes ta the service code. You add Red
Capability level Hat OpenShift Service Mesh 2 support to services by deploying a special sidecar proxy throughout

your ervironment that inter all network communication between microservices. You configure
ol Basic Install and manage the service mesh using the control plane features,
& Seamless Upgrades
! \ Full Lifecs Red Hat OpenShift Service Mesh 2 provides an easy way to ereate a network of deployed services
i that provides discovery, load balancing, service-to-service authentication, failure recovery, metrics,
e and monitering. A service mesh also provides more complex operational functionality, including A/B
testing, canary releases, rate limiting, access control, and end-te-end authentication.

Source Core Capabilities
Red Hat Red Hat OpenShift Service Mesh 2 supparts unifarm application of a number of key capabilities
across a network of services:
Provider
= Traffic Management - Contral the flow of traffic and API calls between services, make calls
Red Hat, Inc.

mare reliable, and make the netwark more rabust in the face of adverse conditions.

.

Infrastructure features Service Identity and Security - Provide services in the mesh with a verifizble identity and

provide the ability to protect service traffic as it flows over networks of varying degrees of
Dizconnected

Designed for FIPS

Container Netwaork
Interface access policies are enforced and resources are fairly distributed among consumers. Palicy

trustworthiness.

Palicy Enforcement - Apply organizational policy to the interaction between services, ensure

Prosy-aware changes are made by configuring the mesh, not by changing application code.

Telemetry - Gain understanding of the dependencias between services and the nature and
Valid Subscriptions Mew of traffic between them, providing the ability te quickly identify issues.
OpenShift Container

Flatform Joining Projects Into a Mesh

OpenShift Platf Plus
pensl atiorm Flus Once an instance of Red Hat CpenShift Service Mesh 2 has been installed, it will only exercise contral

over services within its own project. Other projects may be added inte the mesh using one of twe

Repository methods:
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Step 4. Click Install.

— RedHat m 'y ’
= OpenShift 2 0 © 1

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

= Administrator
OperatartHub »  Operator Installation

Home Install Operator
Install your Operator by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either manual or automatic updates.
Operators
OperatorHub Update channel * @ Red Hat OpenShift Service Mesh 2
Installed Operator: stable - provided by Red Hat, Inc.
Provided APls
Version *
Workloads
2611-0 - EL[E5) Istio Service Mesh Control
Flane
Netwarking
Installation mode * An Istio control plane installation
Storage ® Al namespaces on the cluster (default)
Operator will be available in all Namespaces

Build A specific namespace on the cluster
unds L .
This mode is not suppeorted by this Operator m Istio Service Mesh Member
Marks the containing namespace as a
Observe .

Installed Namespace member of the referenced Service Mesh
@ openshift-operators -
Compute

Update approval * @
User Management ELLD Istio Service Mesh Member

- )
Automatic Rl

O

R J Manual
Administration A list of namespaces in Service Mesh

Portworx

Cluster

Step 5. Keep the default settings. The operator will be deployed in the openshift-operators
namespace.

Step 6. Click Install.

Red Hat
OpensShift

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

2 Administrator

Home

Operators

Red Hat OpenShift Service Mesh 2 o

servicemeshoperatorv2 6.1 provided by Red Hat, Inc.

OperatorHub

Installed Operators

Workloads Installed operator: ready for use

View Operator View installed Operators in Namespace openshift-operators

Networking

Storage

Step 7. Click View Operator and verify that the operator deployed successfully.
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Deploy Red Hat OpenShift Serverless on OpenShift cluster
To support KServe for single-model serving, deploy the Red Hat OpenShift Serverless Operator on the
OpenShift cluster as detailed below.

Note: Only deploy the operator - no additional configuration should be done for automatied install of KServe.

Procedure 1. Deploy Red Hat OpenShift Serverless on OpenShift cluster

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. Go to Operators > Operator Hub and search for OpenShift Serverless.

(Rl):g\rvsagift . L+ (2] kube:admin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.
2 Administrator

Project: All Projects =

Home
OperatorHub

Operators
P Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through

Red Hat Marketplace . You can install Operators on your clusters to provide optional add-ons and shared services to your developers. After

OperatorHub installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience.

Installed Operators

| Anttems All Items
Workloads AlfMachine Learning 2 it
| Q, CpenShift Ser\.rerlessi | x nems
Application Runtime
Networking Big Data
Cloud Provider
: Red Hat Red Hat
Storage Database a5h = gon ’
Developer Tools
Builds OpenShift Serverless Logic Red Hat OpenShift Serverless
Development Tools .
Operator provided by Red Hat
Drivers and plugins provided by Red Hat
Observe _ ;
Integration & Delivery Deplay and manage event-driven
Logging & Tracing OpenShift Serverless Logic serverless applications and
Compute Kubernetes Operator for functions using Knative.

Modernization & Migration deploying workflow applications...

Monitorin
User Management > d

Step 3. Click the Red Hat OpenShift Serverless tile.
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Install

136 provided by Red Hat

Froxy-aware
Disconnected

Valid Subscriptions

OpenShift Container
Platferm
OpenShift Platform Plus

Click Install.

Step 4.
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Red Hat OpenShift Serverless

Channel The Red Hat OpenShift Serverless operatar provides a collection of APIs that enables containers,
microservices and functions to run "serverless”. Serverless applications can scale up and down (to
stable M zero) on demand and be triggered by a number of event socurces, OpenShift Serverless integrates
with a number of platform services, such as Monitering and it is based on the open source project
Version Knative.
1361 b -
Prerequisites
Capability level Knative Serving (and Knative Eventing respectively) can only be installed into the knative-
) serving { knative-eventing ) namespace. These namespaces will be automatically created
@ Basic Install . .
when installing the operator.
@ Seamless Upgrades
® Full Lifecycle The compeonents provided with the OpenShift Serverless cperator require minimum cluster sizes on
B OpenShift Centainer Platform. For more information, see the documentation on Getting started with
e OpenShift Serverless,
Auto Pilot
Source Supported Features
Red Hat + Easy to get started: Provides a simplified developer experience to deploy and run cloud
native applications on Kubernetes, providing powerful abstractions.
Provider » Immutable Revisions: Deploy new features performing canary, A/B or blue-green testing with
Red Hat gradual traffic rollout following best practices.
* Use any programming language or runtime of choice: From Java, Python, Go and
Infrastructure features JavaScript to Quarkus, SpringBoot or Nodejs.
Designed for FIPS * Automatic scaling: Removes the requirement to configure numbers of replicas or idling

behavior. Applications automatically scale to zero when not in use, or scale up te meet
demand, with built in reliability and fault tolerance

Event Driven Applications: You can build loosely coupled, distributed applications that can be
connected to a variety of either built in or third party event sources, powered by operators.

Ready for the hybrid cloud: Pravides true, portable serverless functionality, that can run

anywhere OpenShift Container Platform runs. You can le

need it.
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— RedHat T 5 )
- OpenShift #H A2 O © kube:ad

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

o Administrator
OperatorHub  »  Operator Installation

Install Operator

Install your Operator by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either manual or

Home

automatic updates.

Operators
OperatorHub
Update channel * @ Red Hat OpenShift Serverless
Installed Operators ctable - provided by Red Hat
Provided APIs
Workloads Version *
1361 - (@ Knative Serving
Networking A platform for streamlined application
Installation mode * deployment, traffic-based auto-scaling

from zero to N, and traffic-split rollouts

Storage ® All namespaces on the cluster (default)

Operator will be available in all Namespaces.

Builds A specific namespace on the cluster
This mode is not supported by this Operator
(3 Knative Eventing
Observe
Installed Namespace = An event-driven application platform

that leverages CloudEvents with a

® Operator recommended Namespace: @ openshift-serverless . )
simple HTTP interface

Compute
) Select a Namespace

User Management
Li ] Mamespace creation

- ) Namespace openshift-serverless does not exist and will be .
Administration o] @ Knative Kafka

An extension to Knative Eventing,
Portworx merging HTTP accessibility with Apache

* 3
Update approval * @ Kafka's proven efficiency and reliability

Cluster ® Automatic

m canc el

Step 5. Keep the default settings. The operator will be deployed in a new openshift-serverless
namespace.

Step 6. Click Install.

— RedHat . .
- OpenShift 4 © @ kube:admin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

¢ Administrator

Home

Red Hat OpenShift Serverless

ided by Red Hat

Operators

Workloads

Installed operator: ready for use

View Operator View installed Operators in Namespace openshift-serverless

Networking

Storage

7

N

J
i
d
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Step 7. Click View Operator and verify that the operator deployed successfully.

Deploy Red Hat Authorino on OpenShift Cluster
To support KServe for single-model serving, deploy the Red Hat Authoring Operator on the OpenShift cluster to
add an authorization provider as detailed below.

Note: Only deploy the operator - no additional configuration should be done for automatied install of KServe.

Procedure 1. Deploy Red Hat Authorino on OpenShift cluster

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. Go to Operators > Operator Hub and search for Authorino.

= g‘;‘ar:'SaI:ift #oOAC 2] kube:admin v

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

& Administrator

Project: All Projects =

Home
OperatorHub

Operators
P ° Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through

Red Hat Marketplace . You can install Operators on your clusters to provide optional add-ons and shared services to your developers. After

torHub . - . . . - . .
OperatorHul installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience,

Installed Operators

| Anitems All ltems

Workloads AlfMachine Learning .
[0. Authering | x 2items

Application Runtime
MNetworking Big Data

Cloud Provider

Storage Database Red Hat a Community

Developer Tools

Builds Devel ¢ Tool Authorino Operator Authorino Operator
cvslopment Toals provided by Red Hat provided by Red Hat
Drrivers and plugins
Observe
Integration & Delivery Enables authentication and The operator to manage
autherization for Gateways and instances of Authorine

Logging & Tracing
Compute applications in a Gateway API...
Modernization & Migraticn

Step 3. Click the Red Hat - Authorino Operator tile.
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Click Install.

Authorino Operator
1.2.4 provided by Red Hat

Install

Capability level

@ Basic Install

Source

Red Hat

Provider
Red Hat

Infrastructure features

Disconnected

Valid Subscriptions

Red Hat Connectivity Link

Repository

https:/fgithub.com/Kua
drant/authoring

operator &

Container image

registry.redhat.io/rhel-1/au
thorino-rhel9-operator@s
ha256:0b60bbSafa3las4
9d0eac9331f6024e46lab
3aedSbifb2d461dd4dbad
deebebd

Created at

@ sep 25,2025, 9:37 AM
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sali e = a0 wberadmin v
OpenShift - 2 O @ kube:admin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

& Administrator
OperatorHub  *  Operator Installation

Home Install Operator
Install your Cperator by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either manual or
Operators autematic updates.
OperatorHub
Update channel * @ . Authorino Operator
Installed Operators 'e"
stable - provided by Red Hat
Provided APls
Workloads Versian *
124 - @ AuthConfig

Networking
AP to describe the desired protection

Installation mode * for a service

Storage

® Al namespaces on the cluster (default)
Operator will be available in all Namespaces.

Builds

= A specific namespace on the cluster

oAuthorino

This mode is not supported by this Operator

Observe _ .
API to create instances of autherine

Installed Namespace *

Compute @ openshift-operators -

User Management Update approval * @

® Automatic

Administration
' Manual

Portworx

Install Cance

Step 5. Keep the default settings. The operator will be deployed in the openshift-operators
namespace.

Step 6. Click Install.

RedHat i
OpenShift

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

o Administrator

Home

Operators - Authorino Operator

authorino-operatorvl.2.4 provided by Red Hat
OperatorHub

Installed Operators

Installed operator: ready for use

Workloads
View Operator View installed Operators in Namespace openshift-operators

Networking

Step 7. Click View Operator and verify that the operator deployed successfully.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 360 of 395



Deploy Red Hat OpenShift Al Operator
This section details the procedures for deploying Red Hat Openshift Al on a Red Hat OpenShift cluster to enable
an MLOps platform to develop and operationalize Al/ML use cases.

Prerequisites

OpenShift cluster deployed with a minimum of 2 worker nodes, each with at least 8 CPUs and 32 GiB
RAM available for OpenShift Al to use. Additional cluster resources maybe required depending on the
needs of the individual Al/ML projects supported by OpenShift Al.

OpenShift cluster is configured to use a default storage class that can be dynamically provisioned to
provide persistent storage.

Access to S3-compatible object store with write access.

Model Repo to store models that will used for model serving in inferencing use cases

o Pipeline Artifacts to store data science pipeline runs logs, results and other artifacts or metadata.

o Data storage to store large data sets that maybe used by data scientists to test or experiment with.
o Input or Output data for Distributed Workloads

Identity provider configured for OpenShift Al (same as Red Hat OpenShift Container Platform). You cannot
use OpenShift administrator (kubeadmin) for OpenShift Al. You will need to define a separate user with
cluster-admin role to access OpenShift Al.

Internet Access, specifically access to the following locations. cdn.redhat.com

o subscription.rhn.redhat.com

o registry.access.redhat.com

o registry.redhat.io

° quay.io

If using NVIDIA GPUs and other NIVIDA resources, then above access should include:
o ngc.download.nvidia.cn

o developer.download.nvidia.com

Verify that the following perquisites from the previous section have been successfully deployed. The
following are required to support the different uses cases that were validated as a part of this solution.
See Solution Validation section of this document for more details on these use cases.

o Red Hat OpenShift Serverless Operator to support single-model serving of large models using Kserve.
o Red Hat OpenShift Service Mesh to support single-model serving.

o Red Hat Authorino Operator to add an authorization provider to support single-model serving.

Procedure 1. Deploy Red Hat OpenShift Al Operator on the OpenShift Cluster

Step 1. From a browser, log into the OpenShift Cluster Console.

Step 2. Go to Operators > Operator Hub and search for OpenShift Al.
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Red Hat
OpenShift

= Administrator

Home

Operators

OperatorHub

Installed Operators

Workloads

MNetworking

Storage

Builds

Observe

Compute

Project: All Projects =

OperatorHub

Az

© ©

You are logged in as a temporary administrative user. Update the cluster QAuth configuration to allow others to log in.

kube:admin+

Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through

Red Hat Marketplace . You can install Operators on your clusters to provide optional add-ons and shared services to your developers, After

installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience.

I All ltems All Items

Al/Machine Learning Q
OpenShift Al

Application Runtime

Big Data
Cloud Provider
Database Community
Developer Tools
Open Data Hub Operator

Devel ant Tool:
evelopment Tools provided by ODH

Drivers and plugins

Integration & Delivery Red Hat OpenShift Alis a

Logging & Tracing complete platform for the entire

lifecycle of your Al/ML projects....

Modernization & Migration

Step 3. Click the Red Hat OpenShift Al tile.
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ReclHat Red Hat
Dpenshift Al

Red Hat OpenShift Al
provided by Red Hat, Inc.

Operator for deployment and
management of Red Hat
Openshift Al

2 items
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P Hat
Spenhift Al

Install

Channel

stable -

Version

2250 -

Capability level

@ Basic Install

@ Seamless Upgrades
@ Full Lifecycle

Source

Red Hat

Provider
Red Hat, Inc.

Infrastructure features

Disconnected
Designed for FIPS

Valid Subscriptions
OpenShift Al

Repository

https:;//github.com,/red-
hat-data-
services,/thods

operator &

Container image

registry.redhat.io/rhoai/od

Click Install.

Step 4.

Step 5.
namespace.
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Red Hat OpenShift Al

2250 provided by Red Hat, Ine.

Red Hat OpenShift Al is a complete platform for the entire lifecycle of your AlYML projects.

When using Red Hat OpenShift Al, your users will find all the tocls they would expect from a modern
AML platform in an interface that is intuitive, requires no local install, and is backed by the power of
your OpenShift cluster.

Your Data Scientists will feel right at home with quick and simple access to the Notebook interface
they are used to. They can leverage the default Notebook Images (Including PyTorch, tensorflow, and
CUDA), or add custom ones, Your MLOps engineers will be able to leverage Data Science Pipelines to
easily parallelize and/or schedule the required workloads. They can then guickly serve, monitor, and
update the created Al/ML models. They can do that by either using the provided out-of-the-beox
OpenVino Server Model Runtime or by adding their own custom serving runtime instead. These
activities are tied together with the concept of Data Science Projects, simplifying both organization
and collaboration.

But beyond the individual features, one of the key aspects of this platform is its flexibility. Mot anly can
you augment it with your ewn Customer Waorkbench Image and Custem Medel Serving Runtime
Images, but you will also have a consistent experience across any infrastructure footprint. Be itin the
public cloud, private cloud, on-premises, and even in disconnected clusters. Red Hat OpenShift Al can
be installed on any supported OpenShift. It can scale out or in depending on the size of your team and
its computing requirements,

Finally, thanks to the operator-driven deployment and updates, the administrative load of the platform
is very light, leaving everyone more time to focus on the work that makes a difference.

Components

Dashboard

Curated Workbench Images (including CUDA, PyTorch, TensarFlow, code-server, TrustyAl)

Ability to add Custom Images

Ability to leverage accelerators (such as NVIDIA GPU)

Data Science Pipelines (including Elyra notebook interface)

Model Serving using ModelMesh and Kserve.

Ability to use other runtimes for serving

Model Monitoring

Distributed workloads (KubeRay, CodeFlare, Kueue, Training Operator)

XAl explanations of predictive models (TrustyAl)

Index and manage medels, versions, and artifacts metadata (Model Registry)

Keep the default settings. The operator will be deployed in the redhat-ods-operator
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Red Hat
OpenShift

A? [+] (2] kube:admin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

% Administrator

Home

Operators

OperatorHub

Installed Operators

Workloa

Networking

Storage

Builds

Observe

Compute

User Management

Administration

Portworx

Step 6.

Click Install.

OperatorHub  »  Operator Installation

Install Operator

Install your Operator by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either manual or

automatic updates.

Update channel * @

stable

Version *

2250

Installation mode *

‘® All namespaces on the cluster (default)
Operator will be available in all Namespaces.
A specific namespace on the cluster

This mode is not supported by this Operator
Installed Namespace *

L select a Namespace

Operator recommended Namespace: @ redhat-ods-operator

(i ] MNamespace creation

Mamespace redhat-ods-operator does not exist and will be

created.

Update approval * @
® Automatic

'~ Manual
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Red Hat OpenShift Al

A

=
provided by Red Hat, Inc.

Provided APls

(2E]9 Data Science O Required
Cluster

DataScienceCluster is the Schema for
the datascienceclusters AP,

((EE) DsClnitialization

DSClnitialization is the Schema for the
dscinitializations API.

0 Auth

Authis the Schema for the auths API

(37 Hardware Profile

HardwareProfile is the Schema far the
hardwareprofiles API.
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RedHat admin v
Openshift e kube:admin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

;. Administrator

Home
Red Hat OpenShift Al

rhods-operator.2.25.0 provided by Red Hat, Inc

i

Operators

OperatorHub

Installed Operators Installed operator: custom resource required

The Operator has installed successfully. Create the required custom resource to be able
to use this Operator,

Workloads
. DataScienceCluster @ Required
Networking Operator for deployment and management of Red Hat OpenShift Al
Storage
Create DataScienceCluster
Builds View installed Operators in Namespace redhat-ods-operator
al
=

Step 7. When the installation completes, click Create DataScienceCluster.

Step 8. For Configure via:, enable the radio button for YAML view.
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Red Hat
OpenShift

You are logged in as a temporary administrative user. Update the cluster OAuth configu
& Administrator
Project: redhat-ods-operator +

Home
Create DataScienceCluster

Operators Create by manually entering YAML or JSON definitions, or by dragging and dropping a file into the editor.
OperatorHub - ) o .
Configure via: Formview @ YAML view
Installed Operators
X Opt + F1 Accessibility help © View shortcuts Show tooltips

Workloads

app.kubernetes.io/part-of: rhods-operator
app.kuberne 10/manag y: kustom
app. kuberne io/created-by: rhods—operator

Networking

codeflare:
gementState: Managed

Storage

Builds

ingr
certifica

Observe

18"/ °[H shiftDefaultIngress
Compute Managed

erv

managementState: Managed

stry:
User Management 4 : o
istriesN space: rhoai-model-registries
: Managed
Administration managel state: Removed
tru
Portworx lmeval:
permitCode
permitOnli
anagementState: Managed

agementState: Managed
terQueueName: default
: default

: Managed

rhods-notebooks

Cancel & Download

Step 9. Review the OpenShift Al components under spec > components. Verify that kserve
component’s managementState is Managed.

Step 10. Click Create.
Step 11. Go to the All instances tab and verify that the default-dsc status is Ready.
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= Administrator

Home

Operators

OperatorHub

Installed Operators

Workloads

Servel

Networking

Storage

Builds

Observe

Compute

User Management

RedHat
OpenShift

Project: redhat-ods-operator

Installed Operators *  Operator details

Red Hat OpenShift Al

You are logged in as a temperary administrative user. Update the cluster OAuth configuration to allow others to log in.

Az

(+] (7] kube:admin~

2 - ) Actions =
2.25.0 provided by Red Hat, Inc.
YAML Subscription Events All instances Data Science Cluster DSClnitialization Auth Hardware Profile
A" |n5tance5 Show operands in: @ gl namespaces O Current namespace only
Y Filter ~ Name =  Search by name... !
MName Kind Mamespace Status Labels
0 auth Auth - Phase: @ Ready Mo labels
default-dsc DataScienceCluster - Phase: @ Ready appkubemetesi..=rhods-..
app.kubemetes.io... =defaul..
app.kubermnetesia/... =kust...
app.kubermnet.. =datascien...
app.kubermnetes... =rhods-o._..
@ default-dsci DSClnitialization Phase: @ Ready Mo labels

Step 12. Log into the OpenShift Al. From Red Hat OpenShift, you can click the square tile and choose
Red Hat OpenShift Al from the drop-down list. You can also directly access the OpenShift Al URL (see
below) - you may need to first add a DNS entry to enable this.

28 Administrator

Home

Operators

| OperatorHub

RedHat
OpenShift

L+ 2] admin -

Froject: All Projects =

OperatorHub

Discover Operatars from the Kubernetes community and Red Hat partners, curated by Red H.
install perators on your clusters to provide aptional add-ons and shared services to your dey
Cataleg providing a self-service experience.

o OpenShift Cluster Manager =

o Red Hat Hybrid Cloud Console &

sugh Red Hat Marketplace &. You can

CpenShift Self Managed Services silities will appear in the Developer

@ Red Hat Openshift Al B

Step 13. Log in using a non-default admin (other than kube:admin) account. If you use the default
account, you may not see the Settings menu in OpenShift Al.

Step 14. Click htpasswd if this was previously setup.

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

Page 367 of 395



RedHat
OpenShift

Log in with

kube:admin

htpasswd

Step 15. You can now start setting up and use the environment to manage your Al/ML projects.

< ¢] © NotSecure  hitps://rhods-dashboard-redhat-ods-applications.apps.ocp-c885.aipod.local e @ 9 9 @ ® :
— 4 RedHat . .
= : ia kubeiadmin =
OpenShift Al . © ¢ '
ome ) Data Science Projects { Create project
Data science projects
assisted-installer istio-system knative-eventing knative-serving
Models >
Data science pipelines > Created Created Created Created
11/5/2025, 3:15:00 AM 1/5/2025, 7-55:52 PM 11/5/2025, 7:50:18 PM 1/5/2025, T:50:18 PM
Experiments >
Owner Owner Owner Owner
D Stupiisdluprtichet Unknown Unknown Unknown Unknown

Applications >
4of 12projects  Go to Data Science Projects
Resources
Settings 5 Train, serve, monitor, and manage Al/ML models

Organize your work with projects Create and train medels Manage models

v Get oriented with learning resources

»

Creating a basic workbench OpenShift Al tutorial - Fraud detection Red Hat OpenShift Al
example by Red Hat
Quick start | 10 minutes by Red Hat
Documentation
This quick start walks you through creating a Tuterial  1haur
basic workbench, OpenShift Al provides an environme

Use OpenShift Al to train an example model develop, train, serve, test, and moni
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Set up access to S3-compatible object store

In addition to the persistent storage provided by Everpure Portworx, Al workloads often require object store(s)
for various types of data generated during its lifecycle—from training and fine-tuning to production inference. In
this CVD, where OpenShift Al that provides the development environment and toolsets for the Al lifecycle
stages, object stores are used as mode repositories and for storing pipeline execution results.

Procedure 1. Set up access to S3-compativle object store

Step 1. Log into OpenShift Al using the direct URL or from OpenShift as outlined in the previous

section.
Step 2. From the left navigation menu, go to Settings > Connection types.

— 8 RedHat "
- OpenShift Al i -

Home

2k Connection types
Data science projects

to decrease the time required to add connections to data sources and sinks,

(] C admin

Create and manage connection types for users in your erganization. Connection types include customizable fields and optional default values

Medels »
Data science pipelines 5 T Keyword - Q Filter by keyword Create connection type
Experiments »
Madel serving

ettt ke Mame T Category compatibility Creator [ Created | Enable [ @
Applications ¥ OCI compliant registry - vl Container regi... ©OC| compliant... Pre-installed 2hours ago

Connect to an OCI-
Resources compliant container registry...
Settings v 53 compatible object stora... Object storage 53 compatible... Pre-installed 2 heurs aga o i

Connect to storage systems
Workbench images that are compatible with...

Cluster settings

URI - vl URI URI Pre-installed 2 hours aga H

Accelerator profiles Establish connections by
using Uniform Resource...

Serving runtimes

Connection types

Storage classes

Maodel registry settings

User management

Step 3. Select the S3 compatible Object Store from the list and to duplicate, click the ellipses.
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Red Hat
OpenShift Al
Home

Data science projects
Models

Data science pipelines
Experiments
Distributed workloads
Applications
Resources

Settings

Workbench images
Cluster settings
Accelerator profiles
Serving runtimes
Connection types
Storage classes

Model registry settings

User management

»

Connection types  »  Create connection type

Create connection type

Type details

Connection type name *

Copy of 53 compatible object storage - v

The resource name will be ct-copy-of-s3 ible-object-storage-v1.

Edit resource name (B

Connection type description
Connect to storage systems that are compatible with Amazon 53, enabling integration with
other S3-compatible services and applications.

Category *

Object sterage X Select a category x -

Enable

Enable users in your organization to use this connection type when adding connections.

- -
Fields | Select a model serving compatible type | @

(2] n C admin -

-,

l [T Preview |

[ O This connection type is compatible with the 53 compatible object storage model serving type.

Create Cancel

Step 4. In the Create connection type window, edit the Connection type name, and add
environmental variables for the following using information from Everpure FlashBlade.

o ACCESS_KEY_ID

o SECRET_ ACCESS_KEY

o« S3_ENDPOINT: Specify the S3 endpoint IP that was provisioned on Everpure FlashBlade earlier.

o S3_BUCKET: Specify a S3 bucket that was provisioned on Everpure FlashBlade earlier.
o DEFAULT_REGION: us-east-1 (could be something else).
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Edit field

Name "

Aocess koy

Description @

Environment variable © @

[ pecess kevn

For highest campatibilty, fied must corslst of apharumenc charssters, (-3, (), o (L)

|| Deferinput
This field requires inzut at runtime. To set a cefaut value, uncheck the Deferred input checkbox.

Default value

PSFRSASROMLCID BPRELEPOKNPMEHPEEKACPEIMA

b{} nol enler sensitive nlormation, Deleull values are visisle Lo users in your organization.
[ Default value is read-orly

B Field is required

Edit field x
Mame *

Secret key

Description @

“

Environment variable * @

SECRET_ACCESS_KEY

Far highest ¢ ihility, field rust consist of i C-hioerdl)
Type -
Text - Short -
[ Deferinput
This fleld requires Input at runtime. Te s2t a default value, uncheck the Deferred input checkbe.
Default value

CFAZFECSadlf7act/ec33354BB90E2a84d3cBENT

[ not entar sansitive information. Default values are visible to users in your crganization.
[ Default value is read-only

[ Fieldis required

e Cancel
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Edit field x
Name *

Endpeint

Description @

Environment variable = &

S3_EMDPOINT

For highest comgatibility, field must consist of alphanumeric charactars, { -1, {_Lor(.)

Type ~

Tewt - Short -

[ Defer inpul

This field raquires input at runtime, To set a default value, unchack the Deferred input checkbox

Default value

[ rte:ynons30.210]

D ot ertar sansitive infarmstion, Default values are sible t users in wour arganization,
[ Default value is read-only

B Field is required

e Cancel

Edit field

MName *

| Bucket

Description (@

Environment variable * @

| 53_BUCKET

field ist af i (-ni_hor(.}

Type ~
| Text - Shart -
[ Deferinput

This fie'd raquires input at runtime. T set & default value, uncheck tha Deferred aput chackbeo,

Default value

|l model—mpol
Do not enter seng tive nformation. Default values 2 vsible to users inyour organizaton.
[ Default value is read-only

[~ Field s required
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Red Hat
OpenShift Al

Home

Dats science projects
Models

Drata science pipelines
Experiments
Distributed workloads
Applications
Resources

Seltings

Warkbeneh images
Cluster settings
Acceleratar profiles
Serving runtimes
Connection types
Storage classes

Madel registry settings.

User management

Edit field
MName *

Reqion

Description @

Environment variable * @

DEFAULT_REGION

Far highast compatibility, field must consist of alphanumeric charactars, (- 1.

Type ©
Test - Short
[ Defer input

This field requires input at runtime, To sel 8 default value, uncheck the Defered inpul checkbosx.

Default value

Ad

EN

us-east-1

Do net enter seasitive inforration, Default values are visih 13 Users in your arganzation

[ Default value is read-only

[ Field is required

E Ganeel

Step 5. Review the configured information.

Red Hat

OpenShift Al

Home

Data science projects

Models

Data science pipelines

Experiments

Distributed workloads

Applications

Resources

Settings
Workbench images
Cluster settings
Accelerator profiles
Serving runtimes
Connection types
Storage classes
Madel registry settings

User management

Connection types *  Create connection type
Create connection type

Type details

Connection type name

Al POD 53 Object Store

The resource name will be et-ai-pod-s3-object-store.

Edit reseuree name (B

Cennection type description

Connect to storage systems that are compatible with

Amazon 53, enabling integration with other S3-compatible

Category ~

Object storage % Select a category x

Enable

Enable usersin your organization to use this connection type

when adding connections.

Fields Select a model serving compatible type =

@

( © This connection type is compatible with the 53

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

)

a = e n C admin -

Preview connection type x

This preview shows the user view of the connection type form,
and is for reference only. Updates in the developer view are
automatically rendered in the user view.

Connection details

Cennection name *

Edit resource name @

Connection description

Accesskey * @

PSFESAZROMLCIDFEPBELEPOKNPMKHPEE...

Secretkey * @

DF42FEQSadif7act/ec33334BB00E2a8443¢B..

Endpoint * &
http:10.115.90.210
Region @
He-past-]
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Step 6. Click Create.

Step 7. This procedure can also be done from within a specific workbench as opposed to globally.

Modify Storage Classes for Persistent Storage

Al training and fine-tuning workloads typically require ReadWriteMany access to the persistent data stores to
read and write training data. The storage classes that were created in earlier section for NFS over TCP, NFS
over RDMA and GPUDirect Storage are seamlessly available from within OpenShift Al. OpenShift Al
administrators can modify these storage classes to enable multiple workloads, running in multiple worbenches,
to have this access as detailed.

Procedure 1. Modify storage classes for persistent storage

Step 1. Log into OpenShift Al using the direct URL or from OpenShift as outlined in the previous
section.

Step 2. From the left navigation menu, go to Settings > Storage classes. You can see that the
previously deployed storage classes are available from withing OpenShift Al without any additional work on
behalf of OpenShift or OpenShift Al administrators. However, OpenShift Al administrators can control
access by disabling some, or making specific ones default from within OpenShift Al as shown below:

c @ RedHat EH dri
- OpenShift Al » Ll * S admin =
Applications > pr-fo-sc @ [ ] Set as defal /E/202E, 10:42:39 BM
Resources
pr-fo-sc-2 @ [ o] O Set as default 1/10/2025, 7:28:30 PM
Settings v
Werkbench images px-fo-sc-3054 @ o @ Setas default TW/10Y2025, 7:28:30 PM
Drefault
Cluster settings
pr-fb-5c-3054-gds @ (] Set as defal 2025, 120835
Hardware profiles AM
Serving runtimes
pr-fb-sc-3054-nfs-rdma [ o] O Setas default 111872025, 121755 AM
Connection types @
Storage classes sterk-snapshot-se @ ] Set as default 11/5/2025, 3:45:52 PM
Maodel registry settings
User management Nn-16of1e = «“ < 2 of2 > »

Step 3. To modify the storage class settings, select the storage class from the list and click the
ellipses. Click Edit.

“« (&) © Mot Secure  hitps:jjrhods-dashboard-redhal-ods-applications.apps.ocp-cBE... G [ O R @
= Red Hat o
= ‘Openshlﬂm W e [ & admin

Edit storage class details

p-fh-sc | RO B0, 100055 M H
[ @ Editing these details will not affect the storage class in OpenShift. J

pr-fh-sc-2 | AWO | RWK TFH/2025, BZBE0 PM H
OpenShift storage class
pr-fb-sc-3054  Default

pr-fh-se-3054 | RWo  RWx FHA0RE, TiR0:30 P H
Provisioner

§ § | pxd.portworx.com I
pa-Th-se-3054-gds | AW /16/2025, 12:08:35 i
A

Display name ~

p-fb-se-3054-rfs-rdma | WD | px-fb-5c-3054 TIFRS0ES, 1E13R6 AN 3
Description

stork-snapshot-sc AW /52025, 54532 PM 1
@ Cance < 2 of2  » »
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Step 4. In the Access mode enablement section, specify the access mode for the storage class as
shown below:

&« c © NotSecure  hitps:ffrhods-dashboard-redhat-ods-applications.apps.ocp-c88... @ ¥ -@
= RedHat as
= OpenShift Al i 0
Edit storage class details x
px-fb-sc | RWO Description Tye/2c
pu-fb-sc-2  RWO  RWX “ 01072

. Access mode enablement & |
px-fb-sc-3054 RWO  RWX n10/2

Supported by default. The storage can be attached to a single workbench at a given
time.

px-fb-sc-3054-gds  RWO 1/18/2:
ReadWriteMany (RWX) AM
The storage can be attached to many workbenches simultaneously.
px-fb-5c-3054-nfs-rdma  RWO [ ReadOnlyMany (ROX) /1842
The storage can be attached to many workbenches as read-only.

stork-snapshot-sc RWO O ReadWriteOncePod (RWOP) /572

The storage can be attached to a single pod on a single node as read-write,

cancel ¢

Step 5. Click Save.

& @ © NotSecure  hips:/rhods-dashboard-redhat-ods-applications.apps.ocp-c88.. & ¥r @ 0 3D [E @
= RedHat - .
= OpenShift Al 4 = @ “ C admin
Harme . i o N

[1 Data science projects {_ stortbasic workbench |

Data science projects View your existing projects or create new projocts

Madels »
T Hame * Q, Filter by name
Data science pipelines ¥
1-10ct15 - 1 of2 ¥ »
Experiments »
e Name 1 Craated 1 Werkbanches (5
Applications »
MPOD - Demol & TBS2CS, 70503 FM o4
edriin
Rescurces
Settings o assisted-installer @ Y5055, 31500 AM Bo@o £
Workbench images istic-systern @ 1)/5/2025, 7:55:52PM po@o
Cluster settings
knative-eventing (@ TYG0ES, FEOE P ko@o '

Hardware profies

Serving runtimes

Validate End-to-End Solution

This section details the steps taken to verify the end-to-end solution in this CVD. The validation was done using
OpenShift Al. The Al workload utilized multiple nodes and GPUs in the Al POD Cluster. The use case code used
is available in the Al POD GitHub repo for this CVD (RHOAI folder).

Set up workbench for the workload in OpenShift Al

Procedure 1. Configure workbench for the workload in OpenShift Al
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https://github.com/ucs-compute-solutions/Cisco-AI-POD

Step 1. To deploy the workload, create a project and workbench in OpenShift Al with specific

resources required by the workload that will run in the workbench.

Note: For this testing, four identical workbenches were deployed.

Red Hat .
OpenShift Al

i
-]
0

/& Workbenches @

Mame T Workbench image Hardware profile Status T
¥ AIPOD-DEMOI-WEZ £ @ Jupyter | FyTarch | CLDA | Pythan NVIDIA - 100% Stap
Al
20252 & Late=t
» APOD-DEMOI-WE B @ upyter | PyTarch | CUDA | Pythan MWVIDIA - 100% ("B Funning ] Stap
12
@ Latest
¥ AIPOD-DEMOZ-WEI £ @ Jupyter | FyTarch | CLBA | Pythan NVIDIA - 100% Stop
ez

20052 (BaT3cac) @ Latest
» APOD-DEMOZ-WEZ & @ upyter | PyTarch | CUDA | Pythan MWIDIA - 100% ['» Furning ] Stap
iz

The configuration parameters for one workbench is shown below:

= RedHat "
- OpenShift Al N

m
o
Lol

Data Science Projects ¥ AIPCD - Dems] * AIPOD-DEMCI-WBZ » Editworkbench

Edit AIPOD-DEMO1-WB2

Madify properties for your workbench.

Jumnp to section Mame *

AIPOD-DEMOT-WEZ

Mame and description

Resource name (3

Warkbench image
aipod-demel-wh

Deployment size Description

Ervirenment varizbles

Cluster storage

Update workbench Cancel

Workbench image, hardware profiles for the NVIDIA GPUs used by the workload are shown below:

e RedHat 2
= ‘OpenShiftAl P ent

Jump to section Workbench image

Image selection *

Narme and description Jupyter | PyTorch | CUDA | Python 312 -

Workhench image Version selection *

z 2025.2 -
Deployment size
Softwara: CUDA V28, Python w312, PyTarch v2 7

2 v Maver over 3 versizn to view its inchided packages.
Envirenment variables
@ View package information
Cluster storage
Connections "
Deployment size
Hardware profile *

NVIDIA - 100% - @ View details

Ful GPU (I00%)

Update workbench Cance!
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The CPU, Memory and GPU resources requested for the workload that will run in the workbench are shown
below:

= Red Hat .
= ‘Openshiﬂ.&l A W @ (& admin

Jump to sectian
NVIDIA - 100% - @ View details

Full GPLU (100%)
Name and descriptian CPU: Reguest = 2 Cores; Limit = 2 Cores; Memory: Request = 4 Gig; Limit = 4 GiB; GPU: Request = 1; Limit =1

w Customize resource requests and limits
Workbench image

CPUrequests @ CPU limits @
Deployment size
- 8 + Cores = = & + Cores =
Erwircnment variables Min = | Cores, Max = 47 Cores Min = 1 Coras, Max = 42 Coras
Cluster starage Memory requests (@ Memary limits @
- 32 + GiE - - 3z + GiE =
Connections
Min = 2 GIiB, Max = 96 Gi Min = 2 Gil, Max = 96 GiB
GPUrequests (& GPU limits &
- 4 4+ - 4+

Canecel

Environment variables and storage for the workload are shown below:

= ‘mﬂmm A = @ [ & admin *

Jump to section

Environment variables
Marme and description

© Add variable
Workbench image
Deployment sz Cluster storage | Atlach existing storage | | Create storage |
Environment variables .
Hame Access mode (D) Storage size Mount path
Cluster storage aipod-demol-wh-storage .. ReadWriteOnce (RWO) Man 53GIB foptfapp- H

rocl s

Connecticns

Connections Attach existing connections

Cancel

You can also select the select the storage class for the storage as shown below:
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= Red Hat
- OpenShift Al
Edit storage
Jumnp to section
Ads storage and aptisaly canrect it with an sxisting workbench
reame

Mame and o

Workbench image
g Resource name (@

Deployment size aipod-demal-wh2-storage-3

Description
Environment variables

Cluster starage

Storage class

Cennections

p-fh-sc-3054

@ The storage class cannat be changed after creation.

[P

Ganee

Step 2.
configuration and bring up the workbench.

RedHat
Openshift Al

Cverview Workbenches Pipelines Models Cluster storage Connections Permissions

/7 Workbenches ®

Mame T Workbench image Hardware prefile
3 o - £ Jupyter | PyTarch | CUDA | Pythar MDA - 100%:
i
& Latest
3 7@ Jupyter | PyTarch | CUDA | Pythar MVIEIA - 105
e
& Latest
» 2 @ Jupyter | PyTarch | CUDA | Pythar MDA - 100%:
an
& Latest
3 ¥ & Jupyser | PyTarch | CUDH | Pythar BT - 00

auw

& Latest

Once the configuration is in place, click Create or Update workbench to deploy the

admin =

4 8 OH(

Settings

Status T

7 Starting

Pod assigned

i Startng - i

Pad assigned

D Startng Stop H

If the resources can be allocated with the specified image deployed, the workbenches will be in Running state

as shown below:

< c

Red Hat
‘OpenShift Al

/# Workbenches @

Mame | Warkbench image Hardware prafile
»  APOD-DEMOLWEZ B2 @ iy | PyTarch | CLIDA | Fython NVIDIA - 100%
EiH
30063 (Ac73cac) @ Latest
* AIPOD-DEMCI-WEN & @ :;'l‘;s"-ﬁ" PyTerch | CUDA | Fython NWIDIA, - 100%
& Lawes:
» AIPOD-DEMOZ-WEI B B Jugyter | PyTarch | CUDA | Pyihen NWIDIA - 100%
3n
O Latest
> AROD-DEMOZWEZ B @ iy | PyTarch | CLDA | Fython WWIDIA - 100%

31z
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admin =

a = e-t

States [
a ston :
B Running Stop
i
a=D Stop i
a st ,
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Set up Git Hub access from workbench and deploy workload

Procedure 1. Configure Git Hub access from workbench and deploy workload

Step 1. Click Running to access the workbench. Add the Github repo - see UCS Solution Repo for this
CVD - OpenShift Al folder for more details.

Step 2. You can now kickoff the workload from within the workbench as shown below:

€« c © NotSecure  hitps:/faipod-demol-wb1-ai-pod-demol.apps.ocp-c885.aipod.lo... € ¥ @ O 2 @ @ :

File Edit View Run Kernel Git Tabs Settings Help

)

+ &) T ¥ [® gpu_training_dema.ipynbh X+ L3

¢ P o a5 Bl it \ =
m/ - [RHOAI[ noteboaks | B+ XD » = ¢ » Code ~ RunasPipeline © @ # Python312 O =

Name . Modified # Cell 1t Inports, Commegmrenremmooretesm and GPU sanpler €
« [ gpu_training_de.., 3d ago import os

import math 1

import time

import csv

import random

import threading

impart subprocess

from datetime import datetime, timezone

from typing import List, Dict, Optional

i ¢ 9 B

£

i

import torch
import torch.nn as nn
import torch.optim as optim

ik

import warnings

warnings.filterwarnings("ignore", category=FutureWarning)

warnings. filterwarnings{"ignore", category=UserWarning, module="tgdm")
warnings.filterwarnings{"ignore", category=DeprecationWarning, module="tqdm"}

o
&o

»

from torch.utils.data import Dataset, Dataloader
from torch.cuda.amp import autocast, GradScaler
from_tgdm.notebook import tgdm

Step 3. Repeat this procedure for all workbenches. Same workload will run on all workbenches.

Monitor GPU infrastructure utilization
You can see the results from within the workbench or monitor the GPU utilization across multiple nodes as
shown below:

&« c @ Not Secure  hitps://aipod-demol-wb1-ai-pod-demol.apps.ocp-c885.al.. €, ¢ @ o 9 @ @

File Edit View Run Kernel Git Tabs Settings Help

» B + C T @ W gpu_training_demo.ipynb % | + %y
e ineli i 0=
m/ - [RHOAI [ notebooks / B+ X O M » 8 & » Code ~ Run as Pipeline @ gt & Python312 O =
D name . Modified print(f"\nGPU samples CSV: {PARAMS['CSV_PATH']}")
» M| gpu_training_de.. 18m ago
o #
Per—-GPU Utilization & Memory Summary:
= GPU @: avg_util=73.1% | max_util=99.8% | avg_mem=7151 MiB | max_mem=15533 MiB
|— {total=143771 MiB}
GPU 1: avg_util=69,5% | max_util=93.8% | avg_mem=6849 MiB | max_mem=14825 MiB
T {total=143771 MiB)
& GPU 2: avg_util=69.5% | max_util=95.0% | avg_mem=6934 MiB | max_mem=13671 MiB
{total=143771 MiB)
. GPU 3: avg_util=67.8% | max_util=96.8% | avg_mem=6924 MiB | max_mem=13543 MiB
iy {total=143771 MiB)
B Effective average utilization across 4 GPU(s): 70.0%
=== Final Training Summary ===
Total time: 412.86s
23 Total images seen: 748288
Overall avg throughput: 1816.@ img/s
Last epoch: #5 | time=83.13s | avg_loss=6.9898 | throughput=1881.4 img/s | batch
» _size=768
GPU samples CSV: fopt/fapp-root/src/data/gpu_samples.csv
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TEMP (C)

GPU Cluster Utilization Summary (Tue Nov 18 81:15:52 AM EST 2025)

Refreshing every 5 seconds... {Press Ctrl+C to stop)

NODE GPU UTIL(%) MEMORY (MiB) POWER (W)

worker-@ 2] 70 % 3707 / 143771 420.79 W 51 C
worker-8 1 77 % 4119 / 143771 412.75 W 44 C
worker-8 2 55 % 4031 / 143771 396.37 W 46 C
worker—8 3 69 % 4159 / 143771 486.08 W 56 C
worker-@ 4 78 % 4379 [/ 143771 409.65 W 51 C
worker-@ 5 49 % 4851 / 143771 482.67 W 46 C
worker-8 -] 73 % 4851 / 143771 411.53 W 58 C
worker-8 7 72 % 3727 / 143771 403.34 W 44 C
worker-1 2] 71 % 5739 / 143771 412,44 W 51 C
worker-1 1 67 % 5315 / 143771 419.35 W 45 C
worker-1 2 69 % 5383 / 143771 422 .42 W 49 C
worker-1 3 78 % 5645 / 143771 483.23 W 51 C
worker-1 4 67 % 2449 [ 143771 412.25 W 51 C
worker-1 5 41 % 2573 / 143771 395.67 W 49 C
worker-1 6 69 % 4369 / 143771 421.19 W 54 C
worker-1 7 46 % 5343 / 143771 421.55 W 47 C
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Solution Validation

This chapter provides a summary of the validation tests, along with the hardware and software versions used to
build and verify the solution in Cisco labs.

This chapter contains the following:
Hardware and Software Components Matrix
Interoperability Matrices

Validation Summary

Visibility and Monitoring

Solution GitHub Repo
Hardware and Software Components Matrix

Table 31 lists the software versions for all the components that were used to validate the solution in Cisco labs.
Table 31. Hardware and Software Matrix
-
Backend Fabric
Cisco Nexus 9332D-GX2B NXOS 10.4(5) Spine and Leaf switches
Frontend Fabric
Cisco Nexus 9364D-GX2A NXOS 10.4(5) Spine switches
Cisco Nexus 9332D-GX2B NXOS 10.4(5) Compute and Storage Leaf Switches
UCS GPU Compute

Cisco UCS C885A M8 Server

Firmware 1.1(0.250025)
NVIDIA H200 GPU Driver 570.133.20 Minimum version
CUDA Version 12.8 Minimum version

UCS Management

Cisco UCS X-Series Direct

Cisco UCS X9508 Chassis (UCSX-9508) N/A

Cisco UCS X Direct 100G (UCSX-S9108-100G) 4.3(5.240162)

Cisco UCS X210c M7 Compute Nodes
(UCSX-210C-M7)

Minimum of 3 nodes as control nodes

5.2(2.240080) for OpenShift or NVIDIA BCME

Cisco VIC 15231 MLOM (UCSX-ML-V5D200G) 5.3(3.91) 2x100G mLOM
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Component (PID) Software/Firmware _

Storage - Unified File and Object

Everpure FlashBlade//S500 Purity//GB 4.6.0

Everpure XFM Modules N/A

Kubernetes

Red Hat OpenShift 4.18.26 Workload Orchestration

Red Hat NFD Operator 4.18.0-202510210939

Portworx Enterprise (Operator) 25.4.0 Portworx by Everpure

NVIDIA GPU Operator 25.10.0

NVIDIA Network Operator 25.7.0

Red Hat NMState Operator 4.18.0-202510230851

Red Hat OpenShift Al Operator 2.25.0 Additional operators maybe required

Software, Tooling and Management

NVIDIA Al Enterprise (NVAIE) 7.3 Licenses required

Red Hat OpenShift Al 2.25 MLOps Platform

Cisco Nexus Dashboard 4.1(1)g 3-node physical cluster
Cisco Intersight N/A SaaS platform

Splunk Observability Cloud N/A SaaS platform

Interoperability Matrices

The interoperability matrices for the different components in the solution are provided in Table 32.

Table 32. Interoperability

Interoperability Matrix and Other Relevant Links

Cisco UCS Hardware Compatibility

Matrix (HCL) https://ucshcltool.cloudapps.cisco.com/public

https://resources.nvidia.com/en-us-ai-enterprise/en-us-nvidia-ai-enterprise/nvidia-ai-
enterprise-licensing-quide?pflpid=5224&Ib-mode=preview

NVIDIA Licensing

NVIDIA Certification https://www.nvidia.com/en-us/data-center/products/certified-systems

NVIDIA Al Enterprise Qualification and https://www.nvidia.com/en-us/data-center/data-center-gpus/qualified-system-
Certification catalog/?&searchTerm=Cisco

NVIDIA Driver Lifecycle, Release and
CUDA Support
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Validation Summary

GPU Functional/Load Tests

The following GPU focused validation was completed:
¢ GPU Functional Validation - Sample CUDA Application.

e GPU Stress/Load Test using GPU Burn Tests from: https://github.com/wilicc/gpu-burn. The test iterates
up to max. GPU utilization to ensure that the GPU is performing (Tflop/s) as it should before we add
Al/ML workloads to Red Hat OpenShift.

The following sections provide the results of the sanity tests.

Sample CUDA Application Test
Configuration YAML file:

apiVersion: vl
kind: Pod
metadata:
name: vectoradd
spec:
restartPolicy: OnFailure
containers:
- name: vectoradd
image: nvidia/samples:vectoradd-cudall.6.@-ubid
resources:
Timits:
nvidia.com/gpu: 1
securityContext:
capabilities:
add: ["SYS_ADMIN"]

Red Hat

OpenShift

You are logged in as a temporan

Operators Project: gpu-burn-ns  +

OperatorHub Pods > Pod details

Installed Operators [P} cuda-vectoradd © completed

Workloads Details  Metrics  YAML Environment Logs Events  Terminal

Pods
Log stream ended. @ cuda-vectoradd =« Currentlog = Q

Deployments

DeploymentConfigs 6 lines

1 [Vector addition of 50008 elements]
Copy input data from the host memory to the CUDA device
CUDA kernel launch with 196 blocks of 256 threads
Copy output data from the CUDA device to the host memory
Test PASSED
Done

StatefulSets

Secrets

ConfigMaps

GPU Burn Test
The GPU Burn Test is used to stress testing the GPUs on the UCS C885A M8 servers in the solution. It allows
for long-running load tests, ensuring that no failures occur on the GPUs even with consistent heavy load. This
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validates that the GPUs can handle the sustained stress levels expected during Al training. For this CVD, this
test confirms the hardware stability of the Cisco UCS servers under peak utilization.

Sample results from executing the test on a Cisco UCS C885A is provided below. The test iterates up to max.
GPU utilization to ensure that the GPUs are performing (Tflop/s) as it should.

Note:

Before starting the test, verify that the GPUs are available and not used by any workloads.

[admin@ai-pod-c885-mgmt ocp-c885]1% oc project nvidia-gpu-operator
Already on project "nvidia-gpu-operator" on server "https://api.ocp-c885.aipod.local:6443".
[admin@ai-pod-c885-mgmt ocp-c885]%

[admin@ai-pod-c885-mgmt ocp-c885]1% oc rsh nvidia-driver-daemonset-418.94.202510081222-0-6nrtx

sh-5.1# nvidia-smi
Tue Nov 18 85:01:50 2025

| NVIDIA-SMI 580.95.05

Driver Version: 580.95.05

CUDA Version: 13.0

GPU

|
| Name Persistence-M | Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp  Perf Pwr:Usage/Cap | Memory-Usage | GPU-Util Compute M. |
I | I MIG M. |
! = = ==|
| @ NVIDIA H200 On | 00000000:03:00.0 Off | 0 |
| N/A 35C PO 77W /  700W | @MiB / 143771MiB | 0% Default |
| | | Disabled |
| 1 NVIDIA H200 On | 00000000:31:00.0 Off | 0 |
| NJA 31C Po 8ew / 700w | OMiB / 143771MiB | 0% Default |
| | | Disabled |
| 2 NVIDIA H200 on | 00000000:51:00.0 Off | o |
| N/A 33C PO 79W / 700w | @MiB / 143771MiB | 0% Default |
| | | Disabled |
| 3 NVIDIA H200 On | 00000000:63:00.0 Off | 0 |
| NJA 35C P@ 78W / 700w | @MiB / 143771MiB | 0% Default |
| | | Disabled |
| 4 NVIDIA H200 On | 00000000:83:00.0 Off | 0 |
| N/A 35C PO 77W /  700W | @MiB / 143771MiB | 0% Default |
| | | Disabled |
| 5 NVIDIA H200 on | 00000000:AB:00.0 Off | 0 |
| NJA 32C Po 75W /700w | OMiB / 143771MiB | 0% Default |
| | | Disabled |
| 6 NVIDIA H200 on | 00000000:CB:00.0 Off | o |
| NJA 34C P@ 78W / 700w | OMiB / 143771MiB | 0% Default |
| | | Disabled |
| 7 NVIDIA H200 On | ©00000000:E5:00.0 Off | 0 |
| NJA 31C P@ 75W / 700w | OMiB / 143771MiB | 0% Default |
| | | Disabled |
| Processes: |
| GPU GI (I PID Type Process name GPU Memory |
| ID 1ID Usage |
I ===|
| No running processes found |
sh-5.1#
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Figure 19. GPU Burn Test on a UCS C885A M8 node
GPU @: NVIDIA H200 (UUID: GPU-eb3a3881-02e4-7677-2a80-02be7d889f4b)

GPU 1: NVIDIA H200 (UUID: GPU-02942f66-4d53-2a8e-2bbf-578991812163)
GPU 2: NVIDIA H200 (UUID: GPU-@b2f5c@5-bb43-ea93-569f-b01d308bc904)
GPU 3: NVIDIA H200 (UUID: GPU-8e@4b7fe-af6e-5bf7-dbal-02386bda3780)
GPU 4: NVIDIA H200 (UUID: GPU-b7e220e9-6cd8-61da-c070-5bc21ad62b63)
GPU 5: NVIDIA H200 (UUID: GPU-a99d65a@-7a35-bd22-5a98-831lae2e8f55f)
GPU 6: NVIDIA H200 (UUID: GPU-9eea7a2b-3e3f-aba7-acd9-223433ecc@ad)
GPU 7: NVIDIA H200 (UUID: GPU-1448d162-18bf-db83-44c7-0fafbe9292c2)

26.7% proc'd: 8018 (1708 Gflop/s) - @ (@ Gflop/s) — @ (@ Gflop/s) - @ (@ Gflop/s) - @ (@ Gflop/s) - @ (@ Gflop
Summary at: Wed Oct 8 13:35:59 UTC 2025
26.7% proc'd: 16036 (1529154 Gflop/s) - @ (@ Gflop/s) — @ (@ Gflop/s) — @ (@ Gflop/s) - @ (@ Gflop/s) - @ (0 G
Summary at: Wed Oct 8 13:36:30 UTC 2025
37.0% proc'd: 2678012 (1528963 Gflop/s) — 2613868 (1557769 Gflop/s) - 2742156 (1581786 Gflop/s) - 2597832 (152
Summary at: Wed Oct 8 13:37:01 UTC 2025
47.3% proc'd: 5436204 (1527582 Gflop/s) - 5420168 (1559871 Gflop/s) - 5588546 (1581357 Gflop/s) - 5348006 (152
Summary at: Wed Oct 8 13:37:32 UTC 2025
57.7% proc'd: 8186378 (1523981 Gflop/s) — 8226468 (1558798 Gflop/s) — 8434936 (1579720 Gflop/s) - 8098180 (152
Summary at: Wed Oct 8 13:38:03 UTC 2025

68.0% proc'd: 10944570 (1528430 Gflop/s) - 11032768 (1556364 Gflop/s) - 11281326 (1578520 Gflop/s) - 10848354
Summary at: Wed Oct 8 13:38:34 UTC 2025
78.3% proc'd: 13694744 (1526722 Gflop/s) — 13839068 (1560419 Gflop/s) - 14119698 (1582825 Gflop/s) - 13590510
Summary at: Wed Oct 8 13:39:05 UTC 2025
88.7% proc'd: 16444918 (1529979 Gflop/s) - 16637350 (1558908 Gflop/s) - 16966088 (1582015 Gflop/s) - 16340684
Summary at: Wed Oct 8 13:39:35 UTC 2025
98.7% proc'd: 19106894 (1526460 Gflop/s) - 19363470 (1562135 Gflop/s) - 19732298 (1580398 Gflop/s) - 19002660

Killing processes.. done
Tested 8 GPUs:

GPU @: OK
GPU 1: OK
GPU 2: OK
GPU 3: OK
GPU 4: OK
GPU 5: OK
GPU 6: OK
GPU 7: OK

The use case code for GPU Stress/Load Test using GPU Burn Tests is available in Al POD GitHub repo. The
original code is available at: https://qithub.com/wilicc/gpu-burn

NVIDIA Certification

Cisco provides a portfolio of NVIDIA-Certified UCS servers optimized for Al, high-performance computing
(HPC), and accelerated workloads. These systems have been tested and validated for optimal performance and
include the Cisco UCS C885A with H200 GPUs used in this CVD.

For a complete list of NVIDIA Certified Servers, see: https://marketplace.nvidia.com/en-us/enterprise/qualified-

system-catalog/?limit=15

MLPerf Benchmarking

This section summarizes the MLPerf benchmarking tests that were executed on the UCS C885A nodes in this
CVD lab setup. The results from this validation are published and available in MLCommons, in the MLPerf
Training Results section. The benchmarking results for the UCS C885A M8 nodes with NVIDIA H200 SXM GPUs
that were used in this Al POD setup are available here.

Test Suite Overview
The MLPerf Training benchmark suite comprises full system tests that stress models, software, and hardware
for a range of machine learning (ML) applications. The open-source and peer-reviewed benchmark suite
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provides a level playing field for competition that drives innovation, performance, and energy efficiency for the
entire industry.

The MLPerf Training v5.1 benchmark suite highlighting the rapid evolution and increasing richness of the Al
ecosystem as well as significant performance improvements from new generations of systems.

Setup instructions are here:
https://qithub.com/mlcommons/training results v5.1/tree/main/Cisco/benchmarks/llama?2 70b lora/implemen
tations/nemo

Llama 2 70B-LoRA: Efficient LLM Fine-Tuning

The Llama 2 70B-LoRA utilizes the massive Llama 2 70B general LLM, fine-tuning it with Parameter-Efficient
Fine-Tuning (PEFT) on the SCROLLS GovReport dataset. The primary task is high-quality document
summarization, with results measured against the industry-standard ROUGE algorithm. Reflecting the trend
toward complex, detailed analysis, the model is configured with a long context window of 8,192 tokens.

Feature Detail

Model Llama 2 70B (70 billion parameters)

Method LoRA (Low-Rank Adaptation): This Parameter-Efficient Fine-Tuning (PEFT) technique
drastically reduces training time and cost by only updating a small subset of the total
parameters.

Task Document Summarization on the SCROLLS GovReport dataset, designed for instruction

following and general productivity tasks.

Accuracy Performance is measured until the model reaches a target quality, evaluated using the
ROUGE algorithm for summary accuracy.

Context The model utilizes a long context length of 8,192 tokens, reflecting the growing need for
LLMs to process and understand lengthy documents.

Note: Ubuntu was deployed on the UCS C885A nodes for this testing.

NCCL Tests

The NVIDIA Collective Communications Library (NCCL) provides topology-aware communication primitives to
accelerate multi-GPU and multi-node training. NCCL includes both collective and point-to-point primitives,
such as all-reduce, all-gather, broadcast, all-to-all, reduce, and send/receive operations. These are optimized
for communication between NVIDIA GPUs within a node and across multiple nodes and are leveraged by
higher-layer applications and frameworks commonly seen in Al training and fine-tuning.

NCCL tests are used to evaluate the performance of these collective operations across different types of
interconnects (NVLink and RoCEv2). These low-level tests enable a quick validation that the GPUs and the end-
to-end connectivity between them meet the latency and bandwidth expectations for a given collective
operation within and across nodes. In this CVD, these tests confirm that the integrated solution (Cisco UCS
servers, NVIDIA GPUs, and Cisco Nexus backend fabric) is functioning correctly and performing as expected.

See the Validate - GPUDirect RDMA section of this document for additional details on the NCCL tests used in
this CVD to validate GPUDirect RDMA across the backend fabric.

For more information on NCCL and NCCL tests, see:
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IB Write Tests

The InfiniBand (IB) Write (ib_write) is another test to quickly validate that the network is performing as it should. This
test uses RDMA write operations across the backend fabric to measure the bandwidth and latency. A similar test is also
available for RDMA read operations across the fabric.

In this CVD, IB write tests are used to validate the RoCEv2 network performance across all paths between the
nodes, via the backend NICs in Cisco UCS. These tests confirm that the back Nexus fabric Cisco Nexus fabric—
provides the high-speed connectivity required for GPU-to-GPU communication across the cluster.

See the Validate - GPUDirect RDMA section of this document for additional details on the ib_write tests used in
this CVD to validate RDMA writes across the backend fabric.

For more information on IB Performance Tests, see: https://qgithub.com/linux-rdma/perftest

End-to-End Validation

Red Hat OpenShift Al is leveraged as an MLOps platforms to deploy and validate a fine-tuning workload using
the GPU resources in the cluster. See the Validate End-to-End solution section of this document for additional
details on the workload and testing. The use case code is provided in the Al POD GitHub repo (RHOAI folder).

Visibility and Monitoring

Splunk Observability Cloud provides dashboards that provide end-to-end visibility to monitor the health and
performance of the Cisco Al PODs infrastructure. Splunk uses OpenTelemetry Collector deployed on Red Hat
OpenShift clusters and other components to ingest data into the Al POD dashboard as shown in the figure

below. The dashboard can be customized as needed to monitor specific components, sub-systems or the
complete solution as needed.

splunk>  splunk Observability Cloud

IT RTP5 -DC1: AIPOD

Al POD OVERVIEW RAG APP TOKENOMICS HOSTS OCP CLUSTER GPUS Al FABRIC - FE Al FABRIC - BE VECTOR DATABASE

Ovarrides:  Filtar 1 - Chart resolution B ~

Current GPUMod... [ - J e |20 - u utilization | 30m

GPU Memary Used 105 [ GPU Utilization | 10s

worker-2
= L]

Dashboards.

GPU Utlllzatlon  10s o GPU Memory Used | 108

For more information, see:
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: .splunk.com/en/splunk-observability-cloud/observability-for-ai/su
metrics-and-metadata/cisco-ai-pods
https://qithub.com/signalfx/splunk-opentelemetry-examples/tree/main/collector/cisco-ai-ready-pods
Solution GitHub Repo

The Al POD GitHub repository provides configurations, validated use case code, scripts and other useful tips

and information, and is accessible here: https://github.com/ucs-compute-solutions/Cisco-Al-POD
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Conclusion

The Cisco Al POD is a robust, full-stack infrastructure solution designed to simplify the enterprise Al journey
from initial training to production-grade inference. While the Cisco Al POD portfolio supports the entire Al/ML
lifecycle, this specific Cisco Validated Design focuses on the high-performance infrastructure required for
enterprise Al training and fine-tuning. Serving as a prescriptive implementation guide that complements the Al
POD Design Guide, this document details the integration of Cisco UCS C885A servers with NVIDIA H200 GPUs,
Cisco Nexus backend and frontend fabrics, and Everpure FlashBlade to provide the high-bandwidth, low-
latency foundation necessary for Al workloads.

The architectural approach of the Al POD ensures that the environment is right-sized for current enterprise
needs while utilizing modular Scale Units to enable a scale-out architecture that grows with evolving
requirements. By leveraging Cisco Nexus Dashboard, Cisco Intersight, and Red Hat OpenShift, the design
provides the operational simplicity required to manage complex Al pipelines. Portworx by Everpure CSI for Red
Hat OpenShift provides the persistent storage required for data-intensive training phases, backed by NFS file
systems on Pure FlashBlade//S systems. Red Hat OpenShift Al serves as the foundational MLOps platform that
runs seamlessly on OpenShift and integrates various Al/ML tools and frameworks to simplify the overall Al
lifecycle.

The validation procedures conducted in Cisco labs confirm that the integrated hardware and software stack is
functioning and performing as needed to support architectural expectations and enterprise-scale Al adoption.
Combined with solution-level support through Cisco TAC, this deployment provides a reliable, future-ready
platform that can evolve alongside new technology trends and security requirements. By leveraging CVD,
organizations can build a consistent, simple, and highly performant environment tailored for the rapid pace of Al
innovation.
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Appendix

This appendix contains the following:
Appendix A - References
Appendix A - References

Al POD Solutions

Design Zone for Al Ready Infrastructure: https://www.cisco.com/c/en/us/solutions/design-zone/ai-ready-
infrastructure.html

GitHub Repo for Cisco UCS Solutions: https://github.com/ucs-compute-solutions

Backend Fabric

General

Evolve your Al/ML Network with Cisco Silicon One: https://www.cisco.com/c/en/us/solutions/collateral/silicon-

one/evolve-ai-ml-network-silicon-one.html

Doubling all2all Performance with NVIDIA Collective Communlcatlon L|brary 2.12:

library-2-12/

Cisco Masswely Scalable Data Center Network Fabric Desrgn and Operation Whlte Paper

743245 html

QoS References
Network Best Practices for Artificial Intelligence Data Center:
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2921.pdf

Cisco Data Center Networking Blueprint for AI/ML Appllcatlons

ggllcauons html

RoCE Storage Implementauon over NX-0OS VXLAN Fabrics:

fabrlcs html

Load Balancing References
Nexus Improves Load Balancing and Brlngs UEC Closer to Adopt|on (Blog):

Cisco Al Networking for Data Center with NVIDIA Spectrum-X Solution Overview:
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking-switches/nexus-9000-
switches/ai-networking-dc-nvidia-spectrum-x-so.html

Meet Cisco Intelligent Packet Flow: https://www.cisco.com/c/en/us/products/collateral/ios-nx-0s-

software/nx-os-software/intelligent-packet-flow-solution-overview.html
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https://developer.nvidia.com/blog/doubling-all2all-performance-with-nvidia-collective-communication-library-2-12/
https://developer.nvidia.com/blog/doubling-all2all-performance-with-nvidia-collective-communication-library-2-12/
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/white-paper-c11-743245.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/white-paper-c11-743245.html
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2025/pdf/BRKDCN-2921.pdf
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-data-center-networking-blueprint-for-ai-ml-applications.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-data-center-networking-blueprint-for-ai-ml-applications.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/roce-storage-implementation-over-nxos-vxlan-fabrics.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/roce-storage-implementation-over-nxos-vxlan-fabrics.html
https://blogs.cisco.com/datacenter/nexus-improves-load-balancing-and-brings-uec-closer-to-adoption
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking-switches/nexus-9000-switches/ai-networking-dc-nvidia-spectrum-x-so.html
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https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/nx-os-software/intelligent-packet-flow-solution-overview.html
https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/nx-os-software/intelligent-packet-flow-solution-overview.html

Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide, Release 10.5(x):
https://www.cisco.com/c/en/us/td/docs/dcn/nx-o0s/nexus9000/105x/unicast-routing-configuration/cisco-

nexus-9000-series-nx-os-unicast-routing-configuration-guide/m-configure-dynamic-load-balancing.html

Al-Ready Infrastructure: A New Era of Data Center Design: https://blogs.cisco.com/datacenter/ai-ready-

infrastructure-a-new-era-of-data-center-design

Why Cisco Nexus 9000 with Nexus Dashboard for Al Networking White Paper:
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking-switches/nexus-9000-
switches/nexus-9000-ai-networking-wp.html

Cisco Nexus 9000 Series Switches for Al Clusters Whlte Paper with Performance Valldatlon Insights:

series- swrtches -ai-clusters-wp.html

NVIDIA

https://docs.nvidia.com/datacenter/cloud-native/gpu-operator/latest/release-

library-2-12/
NVIDIA Collective Communications Library (NCCL): https://developer.nvidia.com/nccl

NVIDIA Enterprise Reference Architecture (NVIDIA does not provide links that can be shared. However, the
exact titles are provided below. Cisco has access to these using NVIDIA’s Partner Portal:

« ERA-00003-001_v04 - NVIDIA HGX H100+H200+B200 8-GPU and NVIDIA Spectrum Platforms - 28th
February 2025

« ERA-00010-001_v01 - Network Deployment Guide NVIDIA SpectrumX Platforms - 4th July 2025 (2)
GPUDirect: https://developer.nvidia.com/gpudirect
GPUDirect RDMA: https://docs.nvidia.cn/cuda/gpudirect-rdma/index.html#supported-systems
GPUDirect Storage: https://docs.nvidia.com/gpudirect-storage/index.html

Network Operator: https://docs.nvidia.com/networking/display/kubernetes25100/advanced/doca-
drivers.html#example-of-nicclusterpolicy

Splunk
Unlocklng Al Performance Splunk Observablllty for Cisco Secure Al Factory W|th NVIDIA

factorv with- nV|d|a

Security
Cisco Al Defense: https://www.cisco.com/site/us/en/products/security/ai-defense/index.html

Al Defense on Cisco Al PODs Reference Architecture:
https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/Al defense on Cisco Al PODs r
eference architecture.html

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. Page 392 of 395


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/105x/unicast-routing-configuration/cisco-nexus-9000-series-nx-os-unicast-routing-configuration-guide/m-configure-dynamic-load-balancing.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/105x/unicast-routing-configuration/cisco-nexus-9000-series-nx-os-unicast-routing-configuration-guide/m-configure-dynamic-load-balancing.html
https://blogs.cisco.com/datacenter/ai-ready-infrastructure-a-new-era-of-data-center-design
https://blogs.cisco.com/datacenter/ai-ready-infrastructure-a-new-era-of-data-center-design
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking-switches/nexus-9000-switches/nexus-9000-ai-networking-wp.html
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking-switches/nexus-9000-switches/nexus-9000-ai-networking-wp.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/nexus-9000-series-switches-ai-clusters-wp.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/nexus-9000-series-switches-ai-clusters-wp.html
https://docs.nvidia.com/datacenter/cloud-native/gpu-operator/latest/release-notes.html%23:~:text=Container%20Device%20Interface%20(CDI)%20is,0%20integration
https://docs.nvidia.com/datacenter/cloud-native/gpu-operator/latest/release-notes.html%23:~:text=Container%20Device%20Interface%20(CDI)%20is,0%20integration
https://developer.nvidia.com/blog/doubling-all2all-performance-with-nvidia-collective-communication-library-2-12/
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https://blogs.cisco.com/datacenter/unlocking-ai-performance-splunk-observability-for-cisco-secure-ai-factory-with-nvidia
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https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html

Cisco UCS Al Servers

Cisco UCS Hardware Compatibility List (HCL) Tool: https://ucshcltool.cloudapps.cisco.com/public
Cisco’s Transceiver Matrix Group:

https://tmamatrix.cisco.com

https://copi.cisco.com

https://optsel.cisco.com

Cisco UCS C885A M8 Server
Cisco UCS C845A M8 Server: https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-

computing/ucs-c-series-rack-servers/ucs-c845a-m8-rack-server-spec-sheet.pdf

Cisco UCS C885A M8 Data Sheet: https://www.cisco.com/c/en/us/products/collateral/servers-unified-

computing/ucs-c-series-rack-servers/ucs-c885a-m8-ds.html

Cisco UCS C885A M8 Spec Sheet: https://www.cisco. com[c[dam[en[us[Qroducts[colIateral[servers unified-

Cisco UCS C885A M8 At-a-Glance: https://www.cisco.com/c/en/us/products/collateral/servers-unified-

computing/ucs-c-series-rack-servers/ucs-c885a-m8-aaqg.html

Cisco UCS C845A M8 Server
Cisco UCS C845A M8 Rack Server Data Sheet: https://www.cisco.com/c/en/us/products/collateral/servers-

unified-computing/ucs-c-series-rack-servers/ucs-c845a-m8-rack-server-ds.html

CISCO UCS 0845A M8 Al Server Spec Sheet: https://www.cisco. com[c[dam[en[us[Qroducts[collateral[servers—

servers/ucs 0845Am8 -memory-quide.pdf

Cisco UCS C845A M8 Rack Server At a Glance: https://www.cisco.com/c/en/us/products/collateral/servers-

unified-computing/ucs-c-series-rack-servers/ucs-c845a-m8-rack-server-aag.html

Cisco UCS C880A M8 Server

Cisco UCS C880A M8 Rack Server Data Sheet: https://www.cisco.com/c/en/us/products/collateral/servers-

unified-computing/ucs-c-series-rack-servers/ucs-c880a-m8-rack-server-ds.html

Cisco UCS 0880A M8 Rack Server Spec Sheet:

servers/ucs- c880a m8-rack-server-spec-sheet.pdf

Cisco Nexus Switches

Cisco Nexus 9332D-GX2B and Nexus 9364D-GX2A Switch Data Sheet:
https://www.cisco.com/site/us/en/products/collateral/networking/switches/nexus-9000-series-
switches/nexus-9300-gx2-series-fixed-switches-data-sheet.htmlH#tabs-35d568e0ff-item-4bd7dc8124-tab
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Cisco Nexus 9364E SG2 Switch Data Sheet:

SWItCh ds. html

Cisco Nexus Dashboard 4.1: Data Center Management for the Al Era - Cisco Blogs:
https://blogs.cisco.com/datacenter/announcing-the-new-nexus-dashboard-for-simplifying-data-center-
operations-in-the-ai-era

Cisco Nexus Dashboard 4.1.1 Release notes: https://www.cisco.com/c/en/us/td/docs/dcn/nd/4x/release-
notes/cisco-nexus-dashboard-release-notes-411.html

Cisco Nexus Dashboard Data Sheet: https://www.cisco.com/c/en/us/products/collateral/data-center-
analvtics/nexus-dashboard/datasheet-c78-744371.html

Cisco Data Center Networking (DCN) Licensing Ordering Guide:
https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/nexus-dashboard/quide-c07 -
744361.html

(Internal) Cisco Nexus Dashboard 4.1 release updates - Seller Guide:
https://salesconnect.seismic.com/Link/Content/DCb3d1cbc5-fb94-4583-86fe-c64261203275

(Internal) EMEA Cloud & Al Infrastructure PVT May 2025 - Exploring the Nexus Dashboard 4.x releases - PDF:
https://salesconnect.seismic.com/Link/Content/DC7cce6697-d173-4ddf-892c-3d6813a17816

Everpure
Everpure: https://www.purestorage.com/
Everpure FlashBlade: https://www.purestorage.com/products/unstructured-data-storage.html

Portworx by Everpure: https://www.purestorage.com/products/cloud-native-applications/portworx.html
FlashStack: https://www.purestorage.com/products/integrated-platforms/flashstack.html

Red Hat OpenShift

Red Hat OpenShift Operators: https://www.redhat.com/en/technologies/cloud-computing/openshift/what-are-
openshift-operators

Red Hat OpenShift Ecosystem catalog: https://catalog.redhat.com/software/search?deployed as=Operator
NVIDIA Tools Repo: https://github.com/schmaustech/nvidia-tools-image

Red Hat OpenShift Al

https://www.redhat.com/en/products/ai/openshift-ai

https://ai-on-openshift.io/getting-started/openshift-ai
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