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Communications, Services, Bias-free Language,
and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.

Bias-Free Language

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be

present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on standards documentation, or language that is used by a referenced third-party product.
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CHAPTER 1

Introduction to Intersight Managed Mode Server
Bios Tokens

* Introduction to Intersight Managed Mode Server BIOS Tokens, on page 1

Introduction to Intersight Managed Mode Server BIOS Tokens

Intersight Managed Mode provides two methods for making global modifications to the BIOS settings on
servers in Cisco UCS domain. You can create one or more BIOS policies that include a specific grouping of
BIOS settings that match the needs of a server or set of servers, or you can use the Cisco provided predefined
BIOS policy settings which are optimized for particular server platforms and use cases.

Both the BIOS policy and the default BIOS settings for a server platform enables you to fine tune the BIOS
settings for a server managed by IMM.

Depending on the specific workload requirements of a data center such as CPU-intensive, I/O-intensive, or
energy-efficient operations and so on, Cisco provides optimized, ready-to-use BIOS token configurations.
These configurations are designed to streamline policy deployment and enhance system performance by
aligning BIOS settings with workload demands. Additionally, custom policies can be created to meet unique
requirements.

Cisco Intersight Managed Mode supports the following M5, M6, M7, and M8 servers:

* Cisco UCS C220 M8, Cisco UCS C240 M8, Cisco UCS X210c M8, and Cisco UCS X410c M8 Compute
Node

N

Note The platforms are supported from the following firmware versions onwards:

* For Cisco UCS C220 M8 and Cisco UCS C240 M8 from 4.3(6.250039)
* For Cisco UCS X210c M8 from 5.4(0.250037)
* Cisco UCS X410c M8 from 6.0(2.260040)

* Cisco UCS C225 M8 and Cisco UCS X215¢ M8 Compute Node
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A

Note The platforms are supported from the following firmware versions onwards:

* For Cisco UCS C225 M8 from 4.3(5.240021)

* For Cisco UCS X215¢ M8 from 5.3(0.240016)

* Cisco UCS C245 M8
* Cisco UCS X210¢c M7 Compute Node
* Cisco UCS X410c M7 Compute Node
* Cisco UCS X210c M6 Compute Node
* Cisco UCS C220 M7
* Cisco UCS C240 M7
* Cisco UCS C220 M6
* Cisco UCS C225 M6
* Cisco UCS C240 M6
* Cisco UCS C245 M6
* Cisco UCS C220 M5
* Cisco UCS C240 M5
* Cisco UCS C480 M5
* Cisco UCS B200 M6
* Cisco UCS B200 M5
* Cisco UCS B480 M5

)

Note The Version column in the table denotes the minimum firmware version where the BIOS token is supported
and its consecutive version support.

\}

Note For tokens having long value description, the Values column can be seen blank. In this case, you can scroll
down the column to see their values.

)

Note  All tokens also include a 'Platform default' option. The Platform default is identified by the setting in bold
font. The BIOS uses the value for this attribute contained in the BIOS defaults for the server type and vendor.
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What's New

\}

Note

versions. It does not cover any versions prior to 4.3(3a).

This document includes BIOS token information starting from 4.3(3a) and continue to cover all subsequent

Table 1: New/Changed BIOS Tokens for 6.0(x)

BIOS Token Platform New/Changed

Reset After Sync-Flood C845A New

Delay Reset After Sync-Flood | C845A New

DF Cstates C845A Changed

Table 2: New/Changed BIOS Tokens for 6.0(2.260040)

BIOS Token Platform New/Changed

Speculative L ock C220 M8, C240 M8, X210c M8, |New
X410c M8, XE1X0M8

CPU Frequency Control C245 M8, C225 M8, X215¢ M8 | New

Uncore Frequency Scaling O | C220 M8, C240 M8, X210c M8, |New
X410c M8, XE1X0M8

Uncore Frequency Scaling X410c M8 New

GPU Direct CPU1 X410c M8 New

GPU Direct CPU2 X410c M8 New

GPU Direct CPU3 X410c M8 New

GPU Direct CPU4 X410c M8 New

110 eDPC Support X410c M8 New

Total Memory Encryption X410c M8 New

(TME)

Multikey Total Memory X410c M8 New

Encryption (MK-TME)

SW Guard Extensions (SGX) X410c M8 New

SGX Factory Reset X410c M8 New

SGX Packageinfo In-Band X410c M8 New

Access
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BIOS Token Platform New/Changed
SGX QoS X410c M8 New
Select Owner EPOCH Input type | X410c M8 New
SGX Write Enable X410c M8 New
SGX Auto MP Registration X410c M8 New
Agent

SProcessor Epoch O X410c M8 New
SProcessor Epoch 1 X410c M8 New
SGX PUBKEY HASHO X410c M8 New
SGX PUBKEY HASH1 X410c M8 New
SGX PUBKEY HASH?2 X410c M8 New
SGX PUBKEY HASH3 X410c M8 New
UMA X410c M8 New
Virtual Numa X410c M8 New
XPT Remote Prefetch X410c M8 New
LLC Dead Line X410c M8 New
Enhanced CPU Performance X410c M8 New
UPI Link Enablement X410c M8 New
UPI Power Manangement X410c M8 New
UPI Link Speed X410c M8 New
UPI Link Frequency Select X410c M8 New
LIMIT CPU PA to 46 Bits X410c M8 New
Adaptive Refresh Management | X410c M8 New
Level

Rank Margin Tool X410c M8 New
Trust Domain Extension (TDX) | X410c M8 New
TDX Secure Arbitration Mode |X410c M8 New
(SEAM) L oader

MMIO High Base X410c M8 New
MMIO High Granularity Size |X410c M8 New
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BIOS Token Platform New/Changed
|OAT Configuration X410c M8 New
DFX OSB X410c M8 New
Re-Size BAR Support X410c M8 New
PreBoot DM A Protection X410c M8 New
UEFI Memory Map Special X410c M8 New
Purpose Memory Flag

ACPI SRAT Special Purpose X410c M8 New
Memory Flag

Latency Optimized Mode X410c M8 New
Run Time Post Package Repair | X410c M8 New
USB Port Front X410c M8 New
USB Port KVM X410c M8 New
USB Port:M.2 Storage X410c M8 New
Memory Thermal Throttling X410c M8 New
Mode

Enhanced Memory Test X410c M8 New
IPv4AHTTP Support X410c M8 New
IPv6 HTTP Support X410c M8 New
DMA Control Opt-In Flag X410c M8 New
Error Check Scrub X410c M8 New
PRMRR Size X410c M8 New
FRB 2 Timer X410c M8 New
OSBoot Watchdog Timer Policy | X410c M8 New
OSWatchdog Timer Timeout | X410c M8 New
OS Boot Watchdog Timer X410c M8 New
Flow Control X410c M8 New
Baud rate X410c M8 New
Terminal type X410c M8 New
Consoleredirection X410c M8 New
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BIOS Token Platform New/Changed
Security Device Support X410c M8 New
Trusted Platform Module State | X410c M8 New
SHA-1 PCR Bank X410c M8 New
SHA256 PCR Bank X410c M8 New
SHA384 PCR Bank X410c M8 New
TPM Pending Operation X410c M8 New
TPM Minimal Physical Presence| X410c M8 New
Intel(R) VT X410c M8 New
NUMA X410c M8 New
Select Memory RAS X410c M8 New
Configuration

Select PPR Type X410c M8 New
Memory Mapped | O above 4GB | X410c M8 New
Hardware Prefetcher X410c M8 New
Adjacent CacheLine Prefetcher | X410c M8 New
DCU Streamer Prefetch X410c M8 New
DCU IP Prefetcher X410c M8 New
Processor C1E X410c M8 New
Processor C6 Report X410c M8 New
Intel Turbo Boost Tech X410c M8 New
P STATE Coordination X410c M8 New
Boot Performance Mode X410c M8 New
Enhanced Intel Speedstep(R) X410c M8 New
Technology

Enhanced Memory Test X410c M8 New
Configurable TDP Level X410c M8 New
Intel Hyper Threading Tech X410c M8 New
CDN Control X410c M8 New
Processor CMCI X410c M8 New
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BIOS Token Platform New/Changed
Adaptive Memory Training X410c M8 New
OptionROM Launch X410c M8 New
Optimization

BIOS Techlog L evel X410c M8 New
VMD Enable X410c M8 New
Core Multi Processing X410c M8 New
Workload Configuration X410c M8 New
Sub Numa Clustering X410c M8 New
KTI Prefetch X410c M8 New
XPT Prefetch X410c M8 New
Power Performance Tuning X410c M8 New
Energy Performance X410c M8 New
Package C State Limit X410c M8 New
LLC Prefetch X410c M8 New
IPV6 PXE Support X410c M8 New
Energy Efficient Turbo X410c M8 New
Processor EPP Profile X410c M8 New
Patrol Scrub X410c M8 New
Intel Speed Select X410c M8 New
Intel Dynamic Speed Select X410c M8 New
BME DMA Mitigation X410c M8 New
Partial Memory Mirror Mode | X410c M8 New
Partial Mirror percentage X410c M8 New
Memory Size Limit in GB X410c M8 New
Network Stack X410c M8 New
IPV4 PXE Support X410c M8 New
IPV6 PXE Support X410c M8 New
XGMI Link Configuration C245M6, C225M6 Updated

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



Introduction to Intersight Managed Mode Server Bios Tokens |
. What's New

Table 3: New/Changed BIOS Tokens for 6.0(1.250229)

BIOS Token Platform New/Changed
GPU Direct CPU1 X210c M8 New

GPU Direct CPU2 X210c M8 New

Table 4: New/Changed BIOS Tokens for 6.0(1a.0)

BIOS Token Platform New/Changed
Uncor e Frequency Scaling XEI1X0MS New
Uncore Frequency Scaling 10 XE1X0MS8 New
C1 Auto Demotion XE1X0MS8 New
C1 Auto UnDemotion XEI1X0MS New
Partial Mirror percentage XE1X0MS New
PCle Slot MSTOR RAID OptionROM XE1X0MS New
PCle Slots CDN Contral XEIX0MS New
PCle Slot n Link Speed XE1X0MS New
PCle Slot n Option ROM XEI1X0MS New
PCle RAS Support XE1X0MS8 New
Power ON Password XE1X0MS8 New
Multikey Total Memory Encryption (MK-TME) XE1X0MS8 New
Total Memory Encryption (TME) XE1X0MS8 New
SGX Auto MP Registration Agent XE1X0MS8 New
SGX QoS XEIX0MS New
SGX Write Enable XEI1X0MS New
Sgx-Epoch XE1X0MS8 New
SProcessor Epoch 0 XE1X0MS New
SProcessor Epoch 1 XE1X0MS8 New
SGX PubKey Hashn XE1X0MS New
UMA XE1X0MS New
NUMA XE1X0MS New
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what's New [J]
BIOS Token Platform New/Changed
Virtual Numa XE1X0MS8 New
LLC Dead Line XE1X0MS New
IPV6 HTTP Support XE1X0MS New
IPVAHTTP Support XE1X0MS New
DMA Control Opt-In Flag XE1X0MS8 New
Error Check Scrub XE1X0MS8 New
PRMRR Size XE1X0MS New
Core Multi Processing XE1X0MS New
Select Owner EPOCH Input Type XE1X0MS8 New
IPV4 PXE Support XE1X0MS New
IPV6 PXE Support XE1X0MS New
Network Stack XE1X0MS New
Consistent Device Naming (CDN) Control XE1X0MS8 New
Enhanced Memory Test XE1X0MS New
BME DMA Mitigation XE1X0MS New
MMI0O High Granularity Size XE1X0MS8 New
MMIO High Base XE1X0MS New
Select Memory RAS Configuration XEI1X0MS New
Memory mapped | O above 4GB XE1X0MS New
Adjacent Cache Line Prefetcher XE1X0MS New
DFX OSB XE1X0MS New
Processor CMCI XE1X0MS8 New
Configurable TDP Level XE1X0MS New
Energy Performance XE1X0MS8 New
Enhanced Intel SpeedStep Tech XE1X0MS8 New
Processor EPP Profile XE1X0MS8 New
IOAT Configuration XE1X0MS8 New
Har dware Prefetcher XE1X0MS8 New

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



Introduction to Intersight Managed Mode Server Bios Tokens |
. What's New

BIOS Token Platform New/Changed
CPU Hardwar e Power Management XE1X0MS New
Intel Dynamic Speed Select XE1X0MS8 New
Intel Hyper Threading Tech XE1X0MS8 New
Intel Turbo Boost Tech XEI1X0MS New
Intel Speed Select XE1X0MS New
Intel Trusted Execution Technology Support XE1X0MS8 New
Intel(R) VT XE1X0MS New
DCU IP Prefetcher XE1X0MS New
KTI Prefetch XE1X0MS New
LLC Prefetch XE1X0MS New
XPT Prefetch XE1X0MS New
XPT Remote Prefetch XE1X0MS New
DCU Streamer Prefetch XE1X0MS8 New
Package C State XE1X0MS8 New
Patrol Scrub Configuration XE1X0MS New
Processor C1E XE1X0MS New
Processor C6 Report XE1X0MS New
EIST PSD Function XE1X0MS8 New
Sub Numa Clustering XE1X0MS New
Workload Configuration XE1X0MS New
USB Port Front XE1X0MS New
USB Port KVM XE1X0OMS New
USB Port:M.2 Storage XE1X0MS New
Sha-1 XE1X0MS New
Sha256 XE1X0MS New
Sha384 XE1X0MS New
Trusted Platform Module State XE1X0MS8 New
Trust Domain Extension XE1X0MS8 New
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what's New [J]
BIOS Token Platform New/Changed
TDX SecureArbitration Mode (SEAM) L oader XE1X0MS New
TPM Pending Operation XE1X0MS8 New
TPM Minimal Physical Presence XE1X0MS New
Front NVME n Link Speed XE1X0MS New
Front NVME n Option rom XE1X0MS8 New
Baud Rate XE1X0MS8 New
CDN Contral XE1X0MS New
Adaptive Memory Training XE1X0MS New
Adaptive Refresh Management Level XE1X0MS8 New
BIOS Techlog L evel XE1X0MS New
OptionROM Launch Optimization XE1X0MS New
Console Redirection XEI1X0MS New
Flow Control XE1X0MS8 New
FRB 2 Timer XE1X0MS New
OS Boot Watchdog Timer Policy XEI1X0MS New
OSWatchdog Timer Timeout XE1X0MS8 New
OSWatchdog Timer Policy XE1X0MS8 New
Terminal Type XE1X0MS New
Boot Performance Mode XE1X0MS New
Select PPR Type XE1X0MS New
Memory Thermal Throttling Mode XE1X0MS8 New
Memory SizeLimitin GB XE1X0MS8 New
QPI Link Frequency Select XE1X0MS New
110 eDPC Support XE1X0MS8 New
P STATE Coordination XE1X0MS8 New
SGX Factory Reset XE1X0MS8 New
SGX Package Information In-Band Access XE1X0MS8 New
Security Device Support XE1X0MS New
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BIOS Token Platform New/Changed
LIMIT CPU PA to 46 Bits XE1X0MS New
Turbo Mode XEIX0MS New
Power Performance Tuning XE1X0MS8 New
CDN Support for LOM XE1X0MS New
Software Guard Extensions (SGX) XE1X0MS8 New
NUMA Optimized XE1X0MS New
Above 4G Decoding XEI1X0MS New
CoresEnabled XEI1X0MS New
Latency Optimized Mode XE1X0MS8 New
Runtime Post Package Repair XEIX0MS New
ACPI SRAT Special Purpose Memory Flag XE1X0MS New
UEFI Memory Map Special Purpose Memory Flag XE1X0MS New
Energy Efficient Turbo XE1X0MS8 New
Rank Margin Tool XE1X0MS8 New
Re-Size BAR Support XE1X0MS New
PreBoot DM A Protection XE1X0MS8 New
CPU Performance XE1X0MS8 New
Security Device Support XE1X0MS8 New
Table 5: New/Changed BIOS Tokens for 6.0(1b)/6.0(1.250120)
BIOS Token Platform New/Changed
110 eDPC Support X210c M8, X210c M7, X410c M7 | New
CDN Support for LOM C220 M8, C240 M8, X210c M8, |Changed

X210c M7, X410¢c M7 Note

Support for the bios discontinued.

Table 6: New/Changed BIOS Tokens for 4.3(6c)

BIOS Token Platform New/Changed
110 eDPC Support C225 M8, C245 M8, X215¢ M8 | New
Sub NUMA Clustering C220 M8, C240 M8, X210c M8 | Changed
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what's New [J]

Table 7: New/Changed BIOS Tokens for 4.3(6a)

BIOS Token Platform New/Changed
Latency Optimized Mode C220 M8, C240 M8, X210c M8 |New
PreBoot DM A Protection C220 M8, C240 M8, X210c M8 |New
Runtime Post Package Repair C220 M8, C240 M8, X210c M8 |New
MLOM OptionROM C220 M8, C240 M8 New
MLOM Link Speed C220 M8, C240 M8 New
Rear NVME n Link Speed C240 M8 New
Rear NVME n OptionROM C240 M8 New
PCle Slot MSTOR RAID OptionROM C220 M8, C240 M8 New
PCle Slots CDN Control C220 M8, C240 M8 New
Power ON Password C220 M8, C240 M8 New
VGA Priority C220 M8, C240 M8 New
USB Port Rear C220 M8, C240 M8 New
USB Port Front X210c M8 New
Multikey Total Memory Encryption (MK-TME) | C220 M8, C240 M8, X210c M8 | New
Total Memory Encryption (TME) C220 M8, C240 M8, X210c M8 |New
SGX QoS C220 M8, C240 M8, X210c M8 |New
Select Owner EPOCH Input Type C220 M8, C240 M8, X210c M8 |New
SGX Write Enable C220 M8, C240 M8, X210c M8 |New
SGX Auto MP Registration Agent C220 M8, C240 M8, X210c M8 |New
Sgx-Epoch C220 M8, C240 M8, X210c M8 |New
SProcessor Epoch 1 C220 M8, C240 M8, X210c M8 |New
SGX PubKey Hashn C220 M8, C240 M8, X210c M8 |New
UMA C220 M8, C240 M8, X210c M8 |New
NUMA Optimized C220 M8, C240 M8, X210c M8 |New
UPI Link Enablement C220 M8, C240 M8, X210c M8 |New
UPI Power M anangement C220 M8, C240 M8, X210c M8 |New
LLC Dead Line C220 M8, C240 M8, X210c M8 |New
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BIOS Token Platform New/Changed
Enhanced CPU Performance C240 M8, X210c M8 New
IPV6 HTTP Support C220 M8, C240 M8, X210c M8 |New
IPV4HTTP Support C220 M8, C240 M8, X210c M8 |New
DMA Control Opt-In Flag C220 M8, C240 M8, X210c M8 |New
Error Check Scrub C220 M8, C240 M8, X210c M8 |New
PRMRR Size C220 M8, C240 M8, X210c M8 |New
UEFI Memory Map Special Purpose Memory | C220 M8, C240 M8, X210c M8 | New
Flag

ACPI SRAT Special Purpose Memory Flag C220 M8, C240 M8, X210c M8 |New
Re-Size BAR Support C220 M8, C240 M8, X210c M8 |New
Core Multi Processing C220 M8, C240 M8, X210c M8 |New
Select Owner EPOCH Input Type C220 M8, C240 M8 New
VMD Enablement C220 M8, C240 M8, X210c M8 |New
IPV4 PXE Support C220 M8, C240 M8, X210c M8 |New
IPV6 PXE Support C220 M8, C240 M8, X210c M8 |New
Network Stack C220 M8, C240 M8, X210c M8 |New
MRAIDnN Link Speed C240 M8 New
MRAID n OptionROM C240 M8 New
MRAID Option ROM C220 M8 New
MRAID Link Speed C220 M8 New
Consistent Device Naming (CDN) Control C220 M8, C240 M8, X210c M8 |New
Enhanced Memory Test C220 M8, C240 M8, X210c M8 |New
BME DMA Mitigation C220 M8, C240 M8, X210c M8 |New
MMI0O High Granularity Size C220 M8, C240 M8, X210c M8 |New
MMI10O High Base C220 M8, C240 M8, X210c M8 |New
Partial Mirror percentage C220 M8, C240 M8, X210c M8 |New
Memory RAS Configuration C220 M8, C240 M8, X210c M8 |New
Memory mapped | O above 4GB C220 M8, C240 M8, X210c M8 |New
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BIOS Token Platform New/Changed
PRMRR Size C220 M8, C240 M8, X210c M8 | New
Adjacent Cache Line Prefetcher C220 M8, C240 M8, X210c M8 |New
DFX OSB X210c M8 New
Processor CMCI C220 M8, C240 M8, X210c M8 |New
Configurable TDP Level C220 M8, C240 M8, X210c M8 |New
Energy Performance C220 M8, C240 M8, X210c M8 |New
Enhanced Intel SpeedStep Tech C220 M8, C240 M8, X210c M8 |New
Processor EPP Profile C220 M8, C240 M8, X210c M8 |New
IOAT Configuration C220 M8, C240 M8, X210c M8 |New
Hardwar e Prefetcher C220 M8, C240 M8, X210c M8 |New
CPU Hardware Power M anagement C220 M8, C240 M8, X210c M8 |New
Intel Dynamic Speed Select C220 M8, C240 M8, X210c M8 |New
Intel Hyper Threading Tech C220 M8, C240 M8, X210c M8 |New
Intel Turbo Boost Tech C220 M8, C240 M8, X210c M8 |New
Intel(R) VT C220 M8, C240 M8, X210c M8 |New
DCU IP Prefetcher C220 M8, C240 M8, X210c M8 |New
KTI Prefetch C220 M8, C240 M8, X210c M8 |New
LLC Prefetch C220 M8, C240 M8, X210c M8 |New
Package C State C220 M8, C240 M8, X210c M8 |New
Patrol Scrub Configuration C220 M8, C240 M8, X210c M8 |New
Processor C1E C220 M8, C240 M8, X210c M8 |New
Processor C6 Report C220 M8, C240 M8, X210c M8 |New
P STATE Coordination C220 M8, C240 M8, X210c M8 |New
UPI Link Speed C220 M8, C240 M8, X210c M8 |New
Sub Numa Clustering C220 M8, C240 M8, X210c M8 |New
Uncore Frequency Scaling C220 M8, C240 M8, X210c M8 |New
Workload Configuration C220 M8, C240 M8, X210c M8 |New
XPT Prefetch C220 M8, C240 M8, X210 M8 | New
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BIOS Token Platform New/Changed
Intel Speed Select C220 M8, C240 M8, X210c M8 | New
USB Port KVM X210c M8 New
USB Port:M.2 Storage X210 M8 New
Sha-1 C220 M8, C240 M8, X210c M8
Sha256 C220 M8, C240 M8, X210c M8 |New
Sha384 C220 M8, C240 M8, X210c M8 |New
Trusted Platform Module State C220 M8, C240 M8, X210c M8 |New
Trust Domain Extension C220 M8, C240 M8, X210c M8 |New
TDX SecureArbitration Mode (SEAM) Loader | C220 M8, C240 M8, X210c M8 | New
TPM Pending Operation C220 M8, C240 M8, X210c M8 |New
TPM Minimal Physical Presence C220 M8, C240 M8, X210c M8 |New
Intel Trusted Execution Technology Support C220 M8, C240 M8, X210c M8 |New
Rear NVME nLink Speed C240 M8 New
Rear NVME noption rom C240 M8 New
Front NVME n Link Speed C220 M8, C240 M8 New
Front NVME n ption rom C220 M8, C240 M8 New
Baud Rate C220 M8, C240 M8, X210c M8 |New
CDN Control C220 M8, C240 M8, X210c M8 |New
Adaptive Memory Training C220 M8, C240 M8, X210c M8 |New
BIOS Techlog L evel C220 M8, C240 M8, X210c M8 |New
OptionROM L aunch Optimization C220 M8, C240 M8, X210c M8 |New
Console Redirection C220 M8, C240 M8, X210c M8 |New
Flow Control C220 M8, C240 M8, X210c M8 |New
FRB 2 Timer C220 M8, C240 M8, X210c M8 |New
OS Boot Watchdog Timer Policy C220 M8, C240 M8, X210c M8 |New
OSWatchdog Timer Timeout C220 M8, C240 M8, X210c M8 |New
OSWatchdog Timer C220 M8, C240 M8, X210c M8 |New
Terminal Type C220 M8, C240 M8, X210c M8 |New
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what's New [J]

BIOS Token Platform New/Changed
PCle Slot:MLOM Link Speed C220 M8, C240 M8 New
PCle Slot n Link Speed C220 M8, C240 M8 New
PCle Slot n Option ROM C220 M8, C240 M8 New
PCle Slot:MLOM OptionROM C220 M8, C240 M8 New
Boot Performance Mode C220 M8, C240 M8, X210c M8 |New
Select PPR Type C220 M8, C240 M8, X210c M8 |New
PCle RAS support C220 M8, C240 M8, X210c M8 |New
Memory Thermal Throttling Mode C220 M8, C240 M8, X210c M8 |New
Memory SizeLimitin GB C220 M8, C240 M8, X210c M8 |New
External SSC Enable C220 M8, C240 M8, X210c M8 |New
QPI Link Freguency Select C220 M8, C240 M8, X210c M8 |New
110 eDPC Support C220 M8, C240 M8 New
DCU Streamer Prefetch C220 M8, C240 M8, X210c M8 |New
P STATE Coordination C220 M8, C240 M8, X210c M8 |New
SGX Factory Reset C220 M8, C240 M8, X210c M8 |New
SGX Package Information In-Band Access C220 M8, C240 M8, X210c M8 |New
Security Device Support C220 M8, C240 M8, X210c M8 |New
LIMIT CPU PA to 46 Bits C220 M8, C240 M8, X210c M8 |New
Table 8: New/Changed BIOS Tokens for 4.3(5c)
BIOS Token Platform New/Changed
UEFI Memory Map Special Purpose Memory | C220 M7, C240 M7, X210c M7, | New
Flag X410c M7
ACPI SRAT Special Purpose Memory Flag C220 M7, C240 M7, X210c M7, |New

X410c M7
CCD Contral C245 M8, C225 M8, X215¢ M8 | Changed
Power Profile Selection F19h C245 M8, C225 M8, X215¢ M8 |Changed
CPU Downcore control F19 M 10h-1Fh C245 M8, C225 M8, X215¢ M8 | Changed
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Table 9: New/Changed BIOS Tokens for 4.3(5a)
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BIOS Token Platform New/Changed
PCleSlot:MLOM Link Speed C225 M8 New
PCle Slot:MLOM OptionROM C225 M8 New
PCle Slot n OptionROM C225 M8 New
PCleSlot MSTOR Link Speed C225 M8 New
PCle Slot MSTOR RAID OptionRO C225 M8 New
MRAID n Link Speed C225 M8 New
MRAID n OptionROM C225 M8 New
Front NVME n Link Speed C225 M8 New
Front NVME n OptionROM C225 M8 New
Rear NVME n Link Speed C225 M8 New
Rear NVME n OptionROM C225 M8 New
VGA Priority C225 M8 New
FRB 2 Timer C225 M8, X215¢ M8 New
OS Watchdog Timer Policy C225 M8, X215¢ M8 New
OSWatchdog Timer Timeout C225 M8, X215¢ M8 New
OSWatchdog Timer C225 M8, X215¢ M8 New
Flow Control C225 M8, X215¢ M8 New
Baud rate C225 M8, X215¢ M8 New
Terminal type C225 M8, X215¢ M8 New
Consoleredirection C225 M8, X215¢ M8 New
Security Device Support C225 M8, X215¢ M8 New
Trusted Platform Module State C225 M8, X215¢ M8 New
SHA-1 PCR Bank C225 M8, X215¢c M8 New
SHA256-PCR-Bank C225 M8, X215¢c M8 New
SHA384 PCR Bank C225 M8, X215¢c M8 New
Above 4G Decoding C225 M8, X215¢c M8 New
CDN Control C225 M8, X215¢c M8 New
PCle Slots CDN Control C225 M8, X215¢c M8 New
Power ON Password C225 M8, X215¢c M8 New
Core Performance Boost C225 M8, X215¢ M8 New
Ln Stream HW Prefetcher C225 M8, X215¢ M8 New

. Cisco UCS Server BIOS Tokens in Intersight Managed Mode




| Introduction to Intersight Managed Mode Server Bios Tokens

what's New [J]
BIOS Token Platform New/Changed
NUMA Nodes per Socket C225 M8, X215¢c M8 New
Chipselect Interleaving C225 M8, X215¢ M8 New
Bank Group Swap C225 M8, X215¢ M8 New
Determinism Slider C225 M8, X215¢c M8 New
| Pv4 PXE Support €225 M8, X215¢ M8 New
IPV6 PXE Support C225 M8, X215¢c M8 New
IOMMU C225 M8, X215¢c M8 New
SMT Mode C225 M8, X215¢c M8 New
CPU Downcore control F19 M 10h-1Fh C225 M8, X215¢ M8 New
Downcore control F19 M AOh-AFh C225 M8, X215¢c M8 New
SR-IOV Support C225 M8, X215¢c M8 New
SMEE C225 M8, X215¢c M8 New
BIOS Techlog L evel C225 M8, X215¢c M8 New
OptionROM Launch Optimization C225 M8, X215¢ M8 New
PCle ARI Support C225 M8, X215¢ M8 New
Re-Size BAR Support C225 M8, X215¢ M8 New
TSME C225 M8, X215¢ M8 New
IPv4 HTTP Support (225 M8, X215¢ M8 New
IPv6 HTTP Support C225 M8, X215¢c M8 New
Network Stack C225 M8, X215¢c M8 New
SEV-SNP Support C225 M8, X215¢c M8 New
CPPC C225 M8, X215¢c M8 New
Power Profile Selection F19h C225 M8, X215¢ M8 New
SNP Memory Coverage C225 M8, X215¢ M8 New
SNP Memory Sizeto Cover in MB C225 M8, X215¢c M8 New
BME DMA Mitigation C225 M8, X215¢c M8 New
Post Package Repair C225 M8, X215¢ M8 New
Runtime Post Package Repair C225 M8, X215¢ M8 New
APBDIS C225 M8, X215¢c M8 New
CCD Controal C225 M8, X215¢ M8 New
Streaming Stores Control C225 M8, X215¢c M8 New
ACPI SRAT L3 Cache AsNUMA Domain C225 M8, X215¢ M8 New
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BIOS Token Platform New/Changed
DF C-States C225 M8, X215¢ M8 New
SEV-ES ASID Space Limit C225 M8, X215¢ M8 New
Local APIC Mode C225 M8, X215¢ M8 New
DRAM Scrub Time C225 M8, X215¢c M8 New
PCle Ten Bit Tag Support C225 M8, X215¢ M8 New
4-link XxGMI max speed C225 M8, X215¢ M8 New
Memory Interleaving C225 M8, X215¢ M8 New
DF PState Freguency Optimizer C225 M8, X215¢c M8 New
AV X512 C225 M8, X215¢ M8 New
Power Down Enable C225 M8, X215¢c M8 New
XGMI Force Link Width C225 M8, X215¢c M8 New
Memory Refresh Rate C225 M8, X215¢ M8 New
TPM Pending Operation C225 M8, C245 M8, X215¢ M8 |New
Enhanced Memory Test C225 M8, C245 M8, X215¢ M8 |New
Enhanced CPU Performance C225 M8, C245 M8, X215¢ M8 |New
Burst and Postponed Refresh C225 M8, C245 M8, X215¢ M8 |New
Global C State Control C225 M8, C245 M8, X215¢ M8 |Changed
Table 10: New/Changed BIOS Tokens for 4.3(4h)

BIOS Token Platform New/Changed
DF PState Frequency Optimizer C245 M8 New
AVX512 C245 M8 New
Power Down Enable C245 M8 New
Fixed SOC P-State SP5 F19h €245 M8 New
XGMI ForceLink Width C245 M8 New
4-link XxGMI max speed C245 M8 New
SEV-ES ASID Space Limit C245 M8 New
Runtime Post Package Repair C245 M8 New
Re-Size BAR Support C245 M8 New
Power Profile Selection F19h C245 M8 New
CPU Downcore control F19 M 10h-1Fh C245 M8 New
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BIOS Token Platform New/Changed
Downcore control F19 MAOh-AFh C245 M8 New
CPPC C245 M8 New
SMT Mode C245 M8 New
SVM Mode C245 M8 New
IPVAHTTP Support C245 M8 New
IPV6 HTTP Support C245 M8 New
IPV4 PXE Support C245 M8 New
IPV6 PXE Support C245 M8 New
PCle ARI Support C245 M8 New
MRAID n Link Speed C245 M8 New
MRAID n OptionROM C245 M8 New
PCle Slot MSTOR Link Speed C245 M8 New
PCleSlot n Link Speed C245 M8 New
Front NVME n Link Speed C245 M8 New
Front NVME n OptionROM C245 M8 New
PCleSlot:MLOM Link Speed C245 M8 New
PCle Slot:MLOM OptionROM C245 M8 New
PCle Slot n OptionROM C245 M8 New
Rear NVME n Link Speed C245 M8 New
Rear NVME n OptionROM C245 M8 New
SingleRoot 1/0 Virtualization (SR-10V) Support | C245 M8 New
PCle Slots CDN Control C245 M8 New
Consistent Device Naming C245 M8 New
BME DMA Mitigation C245 M8 New
Burst and Postponed Refresh C245 M8 New
IOMMU C245 M8 New
Bank Group Swap C245 M8 New
Chipset Interleave C245 M8 New
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BIOS Token Platform New/Changed
DRAM Scrub Time C245 M8 New
Post Package Repair C245 M8 New
SMEE C245 M8 New
Memory Mapped | O above 4GB C245 M8 New
VGA Priority C245 M8 New
Core Performance Boost C245 M8 New
Global C State Control C245 M8 New
Ln Stream HW C245 M8 New
Deter minism Slider C245 M8 New
Transparent Secure Memory Encryption C245 M8 New
Burst and Postponed Refresh C245 M8 New
APBDIS C245 M8 New
Streaming Stores Control C245 M8 New
DF C-States C245 M8 New
CCD Contral C245 M8 New
ACPI SRAT L3 Cache AsNUMA Domain C245 M8 New
Local APIC Mode C245 M8 New
PCle Ten Bit Tag Support C245 M8 New
SMT Mode C245 M8 New
Baud Rate C245 M8 New
BIOS Techlog L evel C245 M8 New
OptionROM Launch Optimization C245 M8 New
Console Redirection C245 M8 New
Flow Control C245 M8 New
FRB-2 Timer C245 M8 New
OS Boot Watchdog Timer C245 M8 New
OS Boot Watchdog Timer Policy C245 M8 New
OS Boot Watchdog Timer Timeout C245 M8 New
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BIOS Token Platform New/Changed
Terminal Type C245 M8 New
SHA-1 PCR Bank C245 M8 New
SHA?256 PCR Bank C245 M8 New
SHA384 PCR Bank C245 M8 New
Trusted Platform Module State C245 M8 New
Security Device Support C245 M8 New
Memory Interleaving C245 M8 Changed
Dram Scrub Time C245 M8 Changed
CCD Contral C245 M8 Changed
SEV-SNP Support C245 M8 Changed
Memory Refresh Rate C245 M8 Changed
Table 11: New/Changed/Deprecated BIOS Tokens for 4.3(4a)
BIOS Token Platform New;/Changed
DFX OSB X410c M7, X210c M7 New
SHA384 PCR Bank” C225 M6, C245 M6, C220 M6, C240 M6, x210 | New

M6, B200 M6
Local APIC Mode” C245 M6, C225 M6 New
DRAM Scrub Time C245 M6, C225 M6 New
Memory Interleaving C245 M6, C225 M6 New
PCle Ten Bit Tag Support C245 M6, C225 M6 New
EDC Control Throttle C245 M6, C225 M6 New
DLWM Support C245 M6, C225 M6 New
Memory Clock Speed 7xx3 (AMD 3rd Gen | C245 M6, C225 M6 New
CPU)
Memory Clock Speed 7xx2 (AMD 2nd | C245 M6, C225 M6 New
Gen CPU)
XGMI Link Configuration C245 M6, C225 M6 New
Preferred 1O 7xx3 (AMD 3rd Gen CPU) |C245 M6, C225 M6 New
Preferred 1O 7xx2 (AMD 2nd Gen CPU) |C245 M6, C225 M6 New
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BIOS Token Platform New/Changed
CoreWatchdog Timer Enable C245 M6, C225 M6 New
Serial Mux C245 M6, C225 M6 New
Memory Refresh Rate C245 M6, C225 M6 New
Power Performance Tuning X410c M7, X210¢c M7, C220 M7, C240 M7 New
PRMRR Size X410c M7, X210c M7, C220 M7, C240 M7 Changed
DCPMM Firmware Downgrade X410c M7, X210c M7, C220 M7, C240 M7 Deprecated
CR QoS X410c M7, X210c M7, C220 M7, C240 M7 Deprecated
NVM Performance Setting X410c M7, X210c M7, C220 M7, C240 M7 Deprecated
CR FastGo Config X410c M7, X210c M7, C220 M7, C240 M7 Deprecated
Snoopy mode for AD X410¢c M7, X210c M7, C220 M7, C240 M7 Deprecated
Snoopy for 2L M X410c M7, X210c M7, C220 M7, C240 M7 Deprecated
Volatile Memory M ode X410¢c M7, X210¢c M7, C220 M7, C240 M7 Deprecated
eADR X410c M7, X210c M7, C220 M7, C240 M7 Deprecated
Memory Bandwidth Boost X410c M7, X210c M7, C220 M7, C240 M7 Deprecated

Note SHA384 PCR Bank Bios token supports PID models UCS-TPM-002D and UCS-TPM-002D-D.

Note For Local APIC Mode Bios token, Compatability values are not supported for AMD EPYC 7XX2 series.

Table 12: New/Changed BIOS Tokens for 4.3(3c)

BIOS Token Platform

New/Changed

MMI10O High Granularity Size| X410c M7, X210c M7, C220 M7, C240 M7 | New

MMI0O High Base X410c M7, X210c M7, C220 M7, C240 M7 | New

IOAT Configuration X410c M7,X210c M7, C220 M7, C240 M7 | New

Table 13: New/Changed BIOS Tokens for 4.3(3a)

BIOS Token Platform New/Changed

Trust Domain Extension (TDX) X410c M7,X210c M7, C220 M7, C240 M7 | New
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BIOS Token Platform New/Changed
TDX SecureArbitration Mode (SEAM) X410c M7,X210c M7, C220 M7, C240 M7 | New
L oader
SHA384 PCR Bank X410 M7, X210c M7, C220 M7, C240 M7 | New
QpiLinkSpeed X410c M7,X210c M7, C220 M7, C240 M7 | Changed
C1 Auto demotion X410c M7,X210c M7, C220 M7, C240 M7 | Changed
C1 Auto UnDemotion X410c M7,X210c M7, C220 M7, C240 M7 | Changed

For more information on BIOS tokens, see Cisco UCS Server BIOS Tokens in Intersight Managed Mode.
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CHAPTER 2

Supported Platforms

* Intel Supported Platforms, on page 27

* AMD Supported Platforms, on page 83

» XE-Series M8 Supported Platforms, on page 114
* Intel M8 Supported Platforms, on page 145

» AMD M8 Supported Platforms, on page 199

* Intel M7 Supported Platforms, on page 247

* Intel M6 Supported Platforms, on page 313

* AMD M6 Supported Platforms, on page 385

* Intel M5 Supported Platforms, on page 408

* AMD MS5 Supported Platforms, on page 519

Intel Supported Platforms

BIOS tokens applicable for Intel (B200 M5, B480 M5, C220 M5, C240 M5, C480 M5, S3260 M5, B200
M6, C220 M6, C240 M6, X210c M6, C220 M7, C240 M7, X210c M7, X410c M7, C220 M8, C240 M8,
X210c M8, X410c M 8) Platforms

Name Description Versions Values

Number of Number of attempts to [ 4.1(1) and later | Infinite. 13, 5

Retries boot. * Infinite—The system attempts all
Note configured boot options and repeats
Applicable for B200 until the system boots or is interrupted
M35, B480 M5, C480 manually.

M35 platforms only.
P Y * 5, 13—The system attempts all

configured boot options and repeats
the selected number of times until the
system boots or is interrupted. If all
attempts fail, the system prompts to
continue. Value 13 is the default value
for Cisco UCS B200 M5 and 5 is the
default value for Cisco UCS B480 MS5.
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Supported Platforms |

Name Description Versions Values
Cool Down Time | The time to wait (in | 4.1(1) and later 15 sec, 45 sec, 90 sec
(sec) seconds) before the - 15, 45, 90— System waits for the
next boot attempt. .
. selected time in seconds before the
This can be one of the
. next boot attempt.
following:
Note
Applicable for B200
M5, B480 M5, C480
MS5 platforms only.
Boot Option Whether the BIOS 4.1(1) and later | Disabled, Enabled
Retry retries NON-E.FI + Disabled—Waits for user input before
based boot options retrying NON-EFI based boot options
without waiting for fymg P ’
user input. « Enabled—Continually retries
Note NON-EFI based boot options without
Applicable for B200 waiting for user input.
MS5, B480 M5, C480
MS5 platforms only.
IPVAHTTP Enables or disables |4.2(1) and later | Disabled, Enabled
Support IPv4 support for + Disabled—IPv4 HTTP support is not
HTTP. .
available.
» Enabled—IPv4 HTTP support is made
available.
IPV6HTTP Enables or disables  [4.2(1) and later | Disabled, Enabled
Support IPV6 support for * Disabled—IPv6 HTTP support is not
HTTP. .
available.
» Enabled—IPv6 HTTP support is made
available.
IPV4 PXE Enables or disables  [4.2(1) and later | Disabled, Enabled
Support IPv4 support for PXE. + Disabled—IPv4 PXE support is not
available.
» Enabled—IPv4 PXE support is made
available.
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Name Description Versions Values
IPV6 PXE Enables or disables  [4.2(1) and later | Disabled, Enabled
Support IPv6 support for PXE.

+ Disabled—IPv6 PXE support is not
available.

» Enabled—IPv6 PXE support is made
available.

Networ k Stack

This option allows
you to enable or
disable the complete
network style of the
system.

4.1(1) and later

Disabled,Enabled

+ Disabled—Network Stack support is
not available.

» Enabled—Network Stack support is
available.

Power ON
Password

This token requires
that you set a BIOS
password before using
the F2 BIOS
configuration. If
enabled, password
needs to be validated
before you access
BIOS functions such
as IO configuration,
BIOS set up, and
booting to an
operating system
using BIOS.

Note

Applicable for B200
M5, B480 M5, C480
MS5 platforms only.

4.1(1) and later

Disabled, Enabled

* Disabled—Power On Password is
disabled.

» Enabled—Power On Password is
enabled.

P-SATA
OptionROM

This options allows
you to select the
P-SATA mode.

4.1(1) and later

Disabled, LSI SW RAID, AHCI
» Disabled—P-SATA mode is disabled

* LSI SW RAID—Sets both SATA and
SSATA controllers to RAID mode for
LSI SW RAID.

* AHCI—The controller enables the
Advanced Host Controller Interface
(AHCI) and disables RAID.
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Name Description Versions Values
SATA Mode This options allows |4.1(1) and later | AHCI, LSISW RAID, Disabled
you to select the . i . .
SATA mode. Disabled—SATA mode is disabled
* LSl SW RAID—Sets both SATA and
sSATA controllers to RAID mode for
LSI SW RAID
* AHCI—The controller enables the
Advanced Host Controller Interface
(AHCI) and disables RAID.
VMD Enablement | Whether NVMe SSDs | 4.1(1) and later | Disabled, Enabled
that are connected to + Disabled—Hot swap of NVMe SSDs
the PCle bus can be .
that are connected to the PCle bus is
hot swapped. It also not allowed
standardizes the LED ot atiowed.
status light on these « Enabled—Hot swap of NVMe SSDs
drives. LED status that are connected to the PCle bus is
lights can be allowed.
optionally
programmed to
display specific
Failure indicator
patterns.
Note
Not applicable on
S3260 M5 platform.
Intel VT for Whether the processor | 4.1(1) and later Enabled, Disabled
directed 10 uses InFel . + Disabled—The processor does not use
Virtualization irtualization technol
Technology for virtualization technology.
Directed I/O (VT-d). » Enabled—The processor uses
virtualization technology.
Intel(R) VT-d Whether the processor [4.1(1) and later | Enabled, Disabled
Coherency supports Intel VT-d + Disabled—The processor does not
Support Coherency.
support coherency.
» Enabled—The processor uses VT-d
Coherency as required.
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Name Description Versions Values
Intel VTD ATS | Whether the processor | 4.1(1) and later | Disabled, Enabled
Support supports Intel VT-d

Address Translation
Services (ATS).

+ Disabled—The processor does not
support ATS.

» Enabled—The processor uses VT-d
ATS as required.

PreBoot DMA The BIOS setting that | 4.3(6a) Disabled, Enabled
Protection aims to prevent + Disabled—Options are Disabled.
unauthorized Direct
Memory Access + Enabled—Options are Enabled.
(DMA) during the
boot process,
potentially protecting
against malicious
devices from gaining
access to system
memory.
ACS Control Access Control 4.0(4) and later | Enabled, Disabled
GP'U n where n Services (ACS) allow « Disabled Disables peer-to-peer
varies from 1-14 | the processor to . .
) communication between multiple
enable or disable .
devices for GPUs.
peer-to-peer
communication » EnabledEnables peer-to-peer
between multiple communication between multiple
devices for GPUs. devices for GPUs.
Note
Applicable for C480
MS platform only.
CDN Support for | Whether the Ethernet |4.0(4) and later | Enabled, Disabled
LOM Networking Identifier

naming convention is
according to
Consistent Device
Naming (CDN) or the
traditional way of
naming conventions.

+ Disabled OS Ethernet Networking
Identifier is named in a default
convention as ETHO, ETH1 and so on.

» Enabled OS Ethernet Network
Identifier is named in a consistent
device naming (CDN) convention
according to the physical LAN on
Motherboard (LOM) port numbering;
LOM Port 0, LOM Port 1 and so on.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. Intel Supported Platforms

Supported Platforms |

Name Description Versions Values
External SSC This option allows 4.1(2) and later | Enabled, Disabled, OP3_Percent,
Enable you to Enable/Disable OP5_Percent, Hardware, Off
the Clock Spread
Spectrum of the Note
p 0P3_Percent, OP5_Percent, Hardware, Off
external clock - ey
options are available for M7 servers only.
generators.
110 eDPC This option allows a |4.2(1) and later | Disabled, On fatal error, On fatal and
Support downstream link to be non-fatal error
disabled after an
uncorrectable error,
making recovery
possible in a
controlled and robust
manner.
LOM Port n Whether Option ROM | 4.0(4) and later | Disabled, Enabled, Legacy only, UEFI only
OptionROM, is available on the * Disabled—The expansion slot is not
where n ranges LOM port n .
from 0-3 available.
’ Note . .
Applicable for C220 » Enabled—The expansion slot is
M6 and C240 M6 available.
platforms only. * UEFI only—The expansion slot is
available only for UEFL.
+ Legacy only—The expansion slot is
available only for legacy.
PClePLL SSC Whether all PCIe PLL |4.1(2) and later 0-255 (Unit is (n/10)%)
Per cent SSC ports are enabled

or disabled.
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Name Description Versions Values
MRAIDnN Link This option allows 4.0(2) and later Auto, Disabled, GEN 1, GEN 2, GEN 3,
Speed where n you to restrict the GEN 4, GEN 5
ranges from I-2. ﬁ?/g}l]l)lm speed of + Disabled—The maximum speed is not
) restricted.
Note ) .
Applicable for C220 » Enabled—The maximum speed is
M35, C240 M5, C220 restricted.
M6, €220 M7, and + Auto—The maximum speed is set
€240 M8 platforms automatically.
only.

* GEN 1—2.5GT/s (gigatransfers per
second) is the maximum speed
allowed.

* GEN 2—5GT/s is the maximum speed
allowed.

* GEN 3—8GT/s is the maximum speed
allowed.

* GEN 4—16GT/s is the maximum
speed allowed.

Note
Applicable for M7, M8 servers only.
* GEN 5—32GT/s is the maximum
speed allowed.
Note
Applicable for M7, M8 servers only.
MRAIDn Whether Option ROM [ 4.0(2) and later | Disabled, Enabled
v?}?et:lrce)r:ll:ignMes ﬁ;‘:ﬂ;blzr(:n the + Disabled—The expansion slot is not
from 12 & port. available.
’ Note . .
Applicable for C220 » Enabled—The expansion slot is
MS, C240 M5, C220 available. .
M6, C220 M7, and
C240 MS platforms
only.
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Name Description Versions Values
PCle Slot Whether the server  [4.2(1) and later | Disabled, Enabled
MSTOR RAID |can use the Option . . .
OptionROM ROMs present in the aDI:SZL?d—Op tion ROM is not
PCle MSTOR RAID. varane
Note » Enabled—Option ROM is available.
Applicable for B200
M5, B480 M5, C220
M5, C240 M5, C480
M5, C220 M6, C240
Mé6, C220 M7, C240
M7, C220 M8, and
C240 M8 platforms
only.
NVME n Link This option allows 4.0(2) and later Disabled, Auto, GEN1, GEN2, GEN3,
Speed where n you to restrict the GEN4, GEN5
ranges from 0-6 maximum speed of an . o . .
and 13-24. NVME card installed Dlsta.blteg Maximum speed is not
in the PCle slot. restricted.
Note * Auto—The maximum speed is set
NVME 24 Link automatically.
Speed supports C220 + GEN 1—2.5GT/s (gigatransfers per
M7 and C240 M7 second) is the maximum speed
servers, and X210c allowed.
M7 server.
* GEN 2—5GT/s is the maximum speed
allowed
* GEN 3—8GT/s is the maximum speed
allowed
* GEN 4—16GT/s is the maximum
speed allowed
* GEN 5—32GT/s is the maximum
speed allowed
NVME n This options allows |4.0(2) and later | Enabled, Disabled
OptionROM you to control the . . .
where N ranges Option ROM Disabled—Option is not restricted.
from 0-6. execution of the PCle « Enabled—Option is restricted.
adapter connected to
the SSD:NVMe slot n.
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Name Description Versions Values

PCleSlot n Link |Link speed for PCle |4.0(1) and later Disabled, Auto, GEN1, GEN2, GEN3,
Speed where n Slot designated by slot GEN4, GEN5

ranges from 1 10 8 | n. GENS is supported only for speeds 1 to 6.

+ Disabled—Maximum speed is not
restricted.

* Auto—The maximum speed is set
automatically.

* GEN 1—2GT/s (gigatransfers per
second) is the maximum speed
allowed.

* GEN 2—5GT/s is the maximum speed
allowed

* GEN 3—8GT/s is the maximum speed
allowed

* GEN 4—16GT/s is the maximum
speed allowed

* GEN 5—32 GT/s is the maximum
speed allowed

PCleSlot:LOM | To configure link 4.0(1) and later Disabled, Auto, GEN1, GEN2, GEN3
Link Speed speed for PCle

Slot:LOM. + Disabled—Maximum speed is not

restricted.

* Auto—The maximum speed is set
automatically.

* GEN 1—2GT/s (gigatransfers per
second) is the maximum speed
allowed.

* GEN 2—5GT/s is the maximum speed
allowed

* GEN 3—8GT/s is the maximum speed
allowed

PCle Slot Whether Option ROM [ 4.0(2) and later | Disabled, Enabled, Legacy only, UEFI only
nOptionROM , |is available on the
where n ranges port.

from 1 to 8

+ Disabled—The expansion slot is not
available.

» Enabled—The expansion slot is
available.
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2Link

you to restrict the

maximum speed of an

adapter card installed
in PCle slot 1 and 2.

Name Description Versions Values

Front NVME n This option allows 4.0(4) and later Disabled, Auto, GEN1, GEN2, GEN3,

Link Speed where | you to restrict the GEN4, GEN5

N ranges from 1 to | maximum speed of an . i . .

12. NVME card installed ?Iﬁbieg_Mammum speed is not
in the front PCle slot. estricted.

For C245 M8 . .

platform, n ranges . Auto—The maximum speed is set

from 1 to 4. automatically.

* GEN 1—2.5GT/s (gigatransfers per
second) is the maximum speed
allowed.

* GEN 2—5GT/s is the maximum speed
allowed

* GEN 3—8GT/s is the maximum speed
allowed

* GEN 4—16GT/s is the maximum
speed allowed

* GEN 5—32GT/s is the maximum
speed allowed

Front NVME n | This options allows |4.2(1) and later | Enabled, Disabled

OptionROM you to control the . . .

where N ranges Option ROM Disabled—Option is not restricted.

from 1 to 24. execution of the PCle « Enabled—Option is restricted.
adapter connected to

For €245 M8 the SSD:NVMe sslot n.

platform, n ranges

from 1 to 4.

PCleLOM:1 and | This option allows 4.0(1) and later | Enabled, Disabled

+ Disabled—Option is not restricted.
» Enabled—Option is restricted.

Slot Mezz State

This option allows
you to configure the
Mezz state for PCle
slot.

4.0(1) and later

Disabled, Enabled, Legacy only, UEFI only

* Disabled—The expansion slot is not
available.

» Enabled—The expansion slot is
available.

* UEFI only—The expansion slot is
available only for UEFI.

* Legacy only—The expansion slot is
available only for legacy.
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Description

Versions

Values

PCleSot:MLOM
Link Speed

This option allows
you to restrict the
maximum speed of an
MLOM adapter.

4.0 (1) and later

Auto, Disabled, GEN 1, GEN 2, GEN 3,
GEN 4, GEN 5

+ Disabled—The maximum speed is not
restricted.

* Auto—The maximum speed is set
automatically.

* GEN 1—2.5GT/s (gigatransfers per
second) is the maximum speed
allowed.

* GEN 2—5GT/s is the maximum speed
allowed.

* GEN 3—8GT/s is the maximum speed
allowed.

* GEN 4—16GT/s is the maximum
speed allowed.

* GEN 5—32GT/s is the maximum
speed allowed.

PCleSlot:MLOM
OptionROM

Whether Option ROM
is available on the
MLOM port.

4.0(1) and later

Disabled, Enabled, Legacy only, UEFI only

+ Disabled—The expansion slot is not
available.

» Enabled—The expansion slot is
available.

* UEFI only—The expansion slot is
available only for UEFI.

* Legacy only—The expansion slot is
available only for legacy.
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Description

Versions

Values

MRAID Link
Speed

This option allows
you to restrict the
maximum speed of
MRAID.

4.0(2) and later

Auto, Disabled, GEN 1, GEN 2, GEN 3,
GEN 4, GEN 5

+ Disabled—The maximum speed is not
restricted.

* Auto—The maximum speed is set
automatically.

* GEN 1—2.5GT/s (gigatransfers per
second) is the maximum speed
allowed.

* GEN 2—5GT/s is the maximum speed
allowed.

* GEN 3—8GT/s is the maximum speed
allowed.

* GEN 4—16GT/s is the maximum
speed allowed.

* GEN 5—32GT/s is the maximum
speed allowed.

PCleSot:MRAID
OptionROM

Whether Option ROM

is available on the
MLOM port.

4.0(2) and later

Disabled, Enabled, Legacy only, UEFI only

+ Disabled—The expansion slot is not
available.

» Enabled—The expansion slot is
available.

PCle Slot
nOptionROM
where n ranges
from 1 to 8

Whether Option ROM

is available on the
port.

4.0(2) and later

Disabled, Enabled, Legacy only, UEFI only

+ Disabled—The expansion slot is not
available.

» Enabled—The expansion slot is
available.
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Name Description Versions Values

RAID Link Speed | This option allows 4.0(1) and later | Disabled, Auto, GEN1, GEN2, GEN3
you j[o restrict the + Disabled—Maximum speed is not
maximum speed of restricted
RAID. estricted.

* Auto—The maximum speed is set
automatically.

* GEN 1—2GT/s (gigatransfers per
second) is the maximum speed
allowed.

* GEN 2—5GT/s is the maximum speed
allowed

* GEN 3—8GT/s is the maximum speed
allowed

PCle Slot RAID | Whether Option ROM |4.0(1) and later | Enabled, Disabled
OptionROM is available on the . . .
RAID slot or not. Disabled—Option is not restricted.
» Enabled—Option is restricted.
Rear NVME n This option allows 4.0(4) and later Auto, Disabled, GEN 1, GEN 2, GEN 3,
Link Speed, where | you to restrict the GEN 4, GEN 5
n ranges from 1 to | maximum speed of « Disabled—The maximum speed is not
4, rear NVME. .
restricted.
Note . .
NVME 4 Link Speed * Auto—The maximum speed is set
supports C240 M7 automatically.
servers, X210c M7, » GEN 1—2.5GT/s (gigatransfers per
and C240 M8 server. second) is the maximum speed
allowed.

* GEN 2—5GT/s is the maximum speed
allowed.

* GEN 3—8GT/s is the maximum speed
allowed.

* GEN 4—16GT/s is the maximum
speed allowed.

* GEN 5—32GT/s is the maximum
speed allowed.

Rear NVME n Whether Option ROM [4.0(4) and later | Enabled, Disabled

OptionROM, is available on the rear . . .
where n ranges NVME or not. Disabled—Option is not restricted.
from 1 to 4. « Enabled—Option is restricted.
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Description

Versions

Values

PCle Slot:Riser
Link Speedn,

where nis 1 and 2.

This option allows
you to restrict the
maximum speed of
Riser.

4.0(4) and later

Disabled, Auto, GEN1, GEN2, GEN3

+ Disabled—Maximum speed is not
restricted.

* Auto—The maximum speed is set
automatically.

* GEN 1—2GT/s (gigatransfers per
second) is the maximum speed
allowed.

* GEN 2—5GT/s is the maximum speed
allowed

* GEN 3—8GT/s is the maximum speed
allowed

PCle Slot:Riser
nSlotx Link
Speed, where nis
1 and 2 and X is
from 1 to 6.

This option allows
you to restrict the
maximum speed of
Riser in the X slot .

4.0(2) and later

Disabled, Auto, GEN1, GEN2, GEN3

+ Disabled—Maximum speed is not
restricted.

* Auto—The maximum speed is set
automatically.

* GEN 1—2GT/s (gigatransfers per
second) is the maximum speed
allowed.

* GEN 2—5GT/s is the maximum speed
allowed

* GEN 3—8GT/s is the maximum speed
allowed

PCle Slot:SAS
OptionROM

Whether Option ROM

is available on SAS
slot or not.

4.0(2) and later

Disabled, Enabled, Legacy only, UEFI only

+ Disabled—The expansion slot is not
available.

» Enabled—The expansion slot is
available.

* UEFI only—The expansion slot is
available only for UEFI.

* Legacy only—The expansion slot is
available only for legacy.
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Name Description Versions Values

PCle This option allows 4.0(2) and later Disabled, Auto, GEN1, GEN2, GEN3
Slo.t: FrontSSD you j[o restrict the + Disabled—Maximum speed is not
nLink Speed, maximum speed of restricted

where nis 1 and 2. | Front SSD. estricted.

* Auto—The maximum speed is set
automatically.

* GEN 1—2GT/s (gigatransfers per
second) is the maximum speed
allowed.

* GEN 2—5GT/s is the maximum speed
allowed

* GEN 3—8GT/s is the maximum speed
allowed

Re-Size BAR Allows to enable or  |4.3(4b) and later | Enabled, Disabled
Support disable Re-sizable

BAR support setup Note

¢ By default it is Enabled for AMD

tem. platforms and Disabled for Intel platforms.
PCle SlotsCDN | PCle Slots Consistent | 4.0(2) and later | Enabled, Disabled

Control where,
CDN refers to
Consistent Device
Naming

Device Naming
(CDN) control allows
PCle slots to be
named in a consistent
manner. This makes
PCle slot names more
uniform, easy to
identify, and persistent
when the
configuration changes
are made.

Note

Applicable for C240
M5, C220 M6, C240
M6, C220 M7, C240
M7, C220 M8, C240
MS platforms only.

+ Disabled—Option is not restricted.
» Enabled—Option is restricted.
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Description

Versions

Values

Consistent Device
Naming (CDN)
Control

PCle Slots Consistent
Device Naming
(CDN) control allows
PCIe slots to be
named in a consistent
manner. This makes
PClIe slot names more
uniform, easy to
identify, and persistent
when the
configuration changes
are made.

Note

Applicable for B200
M5, B480 M5, C220
M5, C240 M5, C480
MS5, S3260 M5, B200
M6, C220 M6, C240
M6, X210c M6, C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8 platforms
only.

4.0(2) and later

Enabled, Disabled
+ Disabled—Option is not restricted.

» Enabled—Option is restricted.

ACPI SRAT
Special Purpose
Memory Flag

Enables or disables
the ACPI SRAT SP
Memory flag when the
UEFI Memory Map
Special Purpose Flag
is enabled.

Note

Applicable tor C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, X210c
M8, and X410c M8
platforms only.

4.3(5b) and later

Disabled, Enabled
+ Disabled—Options are Disabled.
» Enabled—Options are enabled.
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Name Description Versions Values

UEFI Memory Changing the UEFI | 4.3(5b) and later | Disabled, Enabled

Map Special Memory 'Map'Spemal « Disabled—Options are Disabled.
Purpose Memory | knob settings impacts
Flag CXL cards on certain + Enabled—Options are enabled.
operating systems.
Note
Applicable tor C220

M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, X210c
M8, and X410c M8,
platforms only.

Enhanced Enables enhanced 4.0(1) and later | Disabled, Enabled, Auto

Memory Test memory tests during + Disabled—Options are Disabled.
the system boot and
increases the boot time + Enabled—Options are enabled.

based on the memory.
* Auto—Option is in auto mode.
Note

Applicable for B200
M5, B480 M5, C220
M5, C240 M5, C480
MS5, S3260 M5, B200
M6, C220 M6, C240
M6, X210c M6,C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8
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BME DMA
Mitigation

Allows you to disable
the PCI BME bit to
mitigate the threat
from an unauthorized
external DMA

Note

Applicable for B200
M5, B480 M5, C220
M5, C240 M5, C480
MS5, S3260 M5,B200
M6, C220 M6, C240
M6, X210c M6,C225
M6, C245 M6,C220

M7,C240M7,X210c
M7, X410c M7,M8,

C220 M8, C240 M8,
X210c M8 platforms
only.

4.0(1), 4.0(2),
4.0(4), 4.1(1),
4.2(1), 4.3(4b).
4.3(5a)

Enabled, Disabled
+ Disabled—Option is not restricted.

» Enabled—Option is restricted.

MM IO High
Granularity Size

Selects the allocation
size that is used to
assign
memory-mapped I/O
(MMIO) resources.

4.3(3¢) and later

1G, 4G, 16G, 32G, 64G, 256G, 1024G,
Auto

Note
Auto and 32G option is applicable to M8
intel platforms only.

MMI10O High Base

The base memory size
according to
memory-address
mapping for the I/O
(MMIO resources)

4.3(3c) and later

512G, 1T, 2T, 4T, 16T, 24T, 32T, 40T, 56T,
Auto

Note
Auto option is applicable to M8 intel
platforms only.
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Name Description Versions Values
CR QoS Prevents DRAM and [4.1(2) and later | Disabled, Recipe 1, Recipe 2, Recipe 3,
overall system BW Mode 0, Mode 1, Mode 2
drop in the presence of . .
concurrent DCPMM Disabled—Feature disabled.
BW saturating + Recipe 1—6 modules, 4 modules per
threads, with minimal socket optimized
impact to homogenous )
DDRT-only usages, * Recipe 2—2 modules per socket
Good for multi-tenant optimized
use cases, VMs, and * Recipe 3—1 module per socket
SO on. Targeted for optimized
App Direct, but also
improves memory * Mode 0—Disable the PMem QoS
mode. Targets the Feature
“worst-case”
degradations * Mode 1—M2M QoS Enable;CHA
QoS Disable
Note
Applicable for B200 * Mode 2— M2M QoS Enable; CHA
M5, B480 M5, C220 QoS Enable
M5, C240 M5, C480
M5, S3260 M5, B200 Note
M6, C220 M6, C240 Mode 0, Mode 1, Mode 2 options are
M6, and X210c M6 applicable for M6 servers only.
platforms only.
CR FastGo CR FastGo Config 4.1(2) and later | Auto, Option 1—S5, Enable Optimization,
Config improves DDRT Disable Optimization
non-temporal write
bandwidth when Note
FastGO is disabled. Enable Optimization, Disable Optimization

When FastGO is
enabled, it gives a
faster flow of NT
writes into the uncore,
When FastGO is
disabled, it lessens NT
writes queueing up in
the CPU uncore,
thereby improving
sequentially at
DCPMM, resulting in
improved bandwidth.

options are available for M6 servers only.
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Versions

Values

DCPMM
Firmware
Downgrade

To configure DCPMM
Firmware Downgrade.

Note

Applicable for B480
M5, C220 M5, C240
MS5, C480 M5,S3260
M5, B200 M6, C220
M6, C240 M6, and
X210c M6 platforms
only.

4.0(1) and later

Disabled, Enabled
+ Disabled—Options are Disabled.

» Enabled—Options are enabled.

Memory Refresh
Rate

To configure the
refresh interval rate
for internal memory.

Note

Applicable for B200
M5, B480 M5, C220
M5, C240 M5, C480
MS5, S3260 M5,B200
M6, C220 M6, C240
M6, X210c M6, C220
M7,C240M7,X210c
M7, and X410c M7
platforms only.

4.0(1) and later

Auto, 1x Refresh, 2x Refresh, 3x, 4x

Note
1x Refresh is the default for M5, M7, M8
servers.

eADR Support

Extended
asynchronous DRAM
refresh (eADR)
ensures that CPU
caches lines with data
are flushed at the right
time and in the desired
order and are also
included in the power
fail protected domain.

Note

Applicable for B200
Mo, C220 M6, C240
M6, X210c M6,C220
M7,C240M7,X210c
M7, and X410c M7
platforms only.

4.2(1) and later

Disabled, Enabled, Auto
+ Disabled—Options are Disabled.
» Enabled—Options are enabled.

* Auto—Option is in auto mode.
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Name Description Versions Values
Memory Allows to boost the  [4.2(1) and later | Disabled, Enabled
Bandwidth Boost | memory bandwidth. « Disabled—Options are Disabled.
Note .
Applicable for C220 » Enabled—Options are enabled.
M6, C240 M6, B200
M6, and X210c M6
platforms only.
Memory Size Limits the capacity in [4.0(2) and later | O - 65535 with a step size of 1
Limitin GB Partial Memory

Mirror Mode up to 50
percent of the total
memory capacity. The
memory size can
range from 0 GB to
65535 GB in
increments of 1 GB.

Note

Applicable for B200
M5, B480 M5, C220
M5, C240 M5, C480
MS5, S3260 M5, B200
M6, C220 M6, C240
M6, X210c M6, C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8 platforms
only.
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Memory Thermal
Throttling Mode

Provides a protective
mechanism to ensure
the memory
temperature is within
the limits. When the
temperature exceeds
the maximum
threshold value, the
memory access rate is
reduced and
Baseboard
Management
Controllerf (BMC)
adjusts the fan to cool
down the memory to
avoid DIMM damage
due to overheat

Note

B200 M5, B480 M5,
C220 M5, C240 M5,
C480 M5, S3260 M5,
B200 M6, C220 M6,
C240 M6, X210c M6,
C220 M7, C240 M7,
X210c M7, X410c
M7, C220 M8, C240

4.0(1) and later

CLTT with PECI, Disabled
* Disabled—Options are Disabled.

* CLTT with PECI—Closed Loop
Thermal Throttling (CLTT) with
Platform Environment Control
Interface (PECI).

M5, B480 M5, C220
M5, C240 M5, C480
MS5, S3260 M5, B200
M6, C220 M6, C240
M6, X210c M6, C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8 platforms
only.

M8, X210c M8
NUM A Optimized | Whether the BIOS 4.0(1) and later | Enabled, Disabled
supports NUMA. + Disabled—The BIOS does not support
Note NUMA.
Applicable for B200

» Enabled—The BIOS includes the
ACPI tables that are required for
NUMA-aware operating systems. If
you enable this option, the system must
disable Inter-Socket Memory
interleaving on some platforms.
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M5, B480 M5, C220
M5, C240 M5, C480
M5, S3260 M5, B200
Mo, C220 M6, C240
M6, X210c M6, C220
M7,C240M7,X210c
M7, and X410c M7
platforms.

Name Description Versions Values
NVM enables efficient major | 4.0(2) and later | BW Optimized, Latency Optimized,
Performance mode arbitration Balanced Profile
Satting betmeen DR and » BW Optimized—Optimized for DDR
the DDR channel to il)n(tii 21DRT BW. This is the default
optimize channel BW ption.
and DRAM latency. « Latency Optimized—Better DDR
latency in the presence of DDRT BW.
Available for M5 servers only.
+ Balanced Profile—Optimized for
Memory mode.
Operation Mode | This option allows 4.2(1) and later | Test-Only, Test and Repair
you to configure
Operation Mode.
Panic and High | Controls the delayed |4.2(1) and later | High, Low
Water mark refresh capability of « High—The memory controller is
the memory .
controller allowed to postpone up to a maximum
' of eight refresh commands. The
Note memory controller executes all the
Applicable for B200 postponed refreshes within the refresh

interval. For the ninth refresh
command, the refresh priority becomes
Panic and the memory controller
pauses the normal memory transactions
until all the postponed refresh
commands are executed.

L ow—The memory controller is not
allowed to postpone refresh
commands.

Note

It is recommended to leave this setting
in the default state (Low) which will
help to reduce susceptibility to
Rowhammer-style attacks.
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Supported Platforms |

error-prevention
mechanism in memory
controllers. PCLS
statically encodes the
locations of the faulty
nibbles of bits into a
sparing directory
along with the
corresponding data
content for
replacement during
memory accesses.

Note

Applicable for B200
M6, C240 M6, C220
M6, X210c M6, C220
M7,C240M7,X210c
M7, and X410c M7
platforms only.

Name Description Versions Values
Partial Cache Partial cache line 4.2(1) and later | Disabled, Enabled
Line Sparing sparing (PCLS) is an

Note
For M7 servers, Disabled is the default

value.

+ Disabled—Options are Disabled.
» Enabled—Options are enabled.
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Name Description Versions Values
Partial Memory |enables you to 4.1(1) and later | Disabled, Percentage, Value in GB
Mirror Mode partially mirror by GB « Disabled—Options are Disabled,
or by a percentage of
the memory capacity. * Percentage—The amount of memory
Depending on the to be mirrored in the Partial Memory
option selected here, Mode is defined as a percentage of the
you can define either total memory.
a partial mirror
percentage or a partial * Valuein GB—The amount of memory
mirror capacity in GB to be mirrored in the Partial Memory
in available fields. Mode is defined in GB.
You can partially Note
mirror up to 50 Partial Memory Mirror Mode is
percent of the memory mutually exclusive to standard
capacity. Mirroring Mode.
Note Partial Mirrors 1-4 can be used in any
Applicable for B200 number or configuration, provided
M5, B480 M5, €220 they do not exceed the capacity limit
M5, €240 M5, C480 set in GB or Percentage in the related
M5, S3260 M5, B200 options.
M6, C220 M6, C240
M6, X210c M6, C220
M7, C240 M7, X210¢ Note o .
M7, X410¢ M7, C220 Value in GB option is not applicable for
M8, C240 M8, and M8 platforms.
X210c M8 platforms
only.
Partial Mirror Limits the amount of [4.1(1) and later | 0.00 - 50.00 with a step size of 0.01
Per centage available memory to

be mirrored as a
percentage of the total
memory. This can
range from 0.000.01
% t0 50.00 % in
increments of 0.01 %.

Note

Applicable for B200
M5, B480 M5, C220
M5, C240 M5, C480
MS5,S3260 M5, B200
M6, C220 M6, C240
M6, X210c M6, C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8 platforms
only.
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Description

Versions

Values

Partial Mirrorn
Sizein GB, where

N ranges from 1 to
4.

Limits the amount of
memory in Partial
Mirrorn in GB. This
can range from 0 GB
to 65535 GB in
increments of 1 GB.

Note

Applicable for B200
M5, B480 M5, C220
M5, C240 M5, C480
MS5, S3260 M5, B200
Mo, C220 M6, C240
M6, X210c M6, C220
M7,C240M7,X210c
M7, and X410c M7
platforms only.

4.1(1) and later

0- 65535 with a step size of 1

PCleRAS
Support

Whether the PCle
RAS port is enabled or
disabled.

Note

Applicable for B200
M5, B480 M5, C220
M5, C240 M5, C480
M5, S3260 M5, B200
Mo, C220 M6, C240
M6, X210c M6,C220
M7,C240M7,X210c
M7,X410c M7, C220
M&, C240 M8, and
X210c M8 platforms
only.

4.0(1) and later

Disabled, Enabled
+ Disabled—This option is Disabled.

» Enabled—This option is enabled.

Runtime Post
Package Repair

Enables the soft
post-package repairs
of the corrected
memory errors during
OS runtime.

Note

Applicable for C220
M8, C240 M8, X210c
M8, and X410c M8
platforms only.

4.3(4b) and later
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Name Description Versions Values

Memory RAS How the memory 4.0(1) and later | Maximum Performance, Mirroring,

Configuration reliability, availability, Lockstep, Mirror Mode 1LM, Partial Mirror
and serviceability Mode 1LM, Sparing, ADDDC Sparing
(RAS) is configured

* Maximum Performance—Optimizes
the system performance and disables
all the advanced RAS features.

for the server.

Mirroring—System reliability is
optimized by using half the system
memory as backup. This mode is used
for UCS M4 and lower blade servers

L ockstep—If the DIMM pairs in the
server have an identical type, size, and
organization and are populated across
the SMI channels, you can enable
lockstep mode to minimize memory
access latency and provide better
performance. Lockstep is enabled by
default for B440 servers.

Mirror Mode 1L M—Mirror Mode
1LM will set the entire 1LM memory
in the system to be mirrored,
consequently reducing the memory
capacity by half. This mode is used for
UCS M5 and M6 blade servers.

Partial Mirror Mode 1L M—Partial
Mirror Mode 1LM will set a part of the
1LM memory in the system to be
mirrored, consequently reducing the
memory capacity by half. This mode
is used for UCS M5 and M6 blade
Servers.

Sparing—System reliability is
optimized by holding memory in
reserve so that it can be used in case
other DIMMs fail. This mode provides
some memory redundancy, but does
not provide as much redundancy as
mirroring.

ADDDC Sparing—System reliability
is optimized by holding memory in
reserve so that it can be used in case
other DIMMs fail. This mode provides
some memory redundancy, but does
not provide as much redundancy as
mirroring.
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ability to repair faulty
memory cells by
replacing them with
spare cells.

Note

Applicable for B200
M5, B480 M5, C220
M5, C240 M5, C480
MS5, S3260 M5, B200
M6, C220 M6, C240
M6, X210c M6,C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8 platforms
only.

Name Description Versions Values
Select PPR Type |Post Package Repair |4.1(1) and later | Disabled, Hard PPR
(PPR) provides the

+ Disabled—Options are Disabled.

* Hard PPR—This results in a
permanent remapping of damaged
storage cells.
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Name Description Versions Values
Snoopy Modefor |Enables snoop-mode |4.0(1) and later | Disabled, Enabled
2LM for DCPMM accesses

while maintaining
directory on all
DRAM accesses.
Snoops maintain
cache coherence
between sockets.
Directory reduces
snoops by keeping the
remote node
information locally (in
memory). Directory
lookups and updates
add memory traffic

Directory is a good
tradeoff for DRAM,
but not necessarily for
DCPMM. For
non-NUMA
workloads, when the
feature is enabled,
directory updates to
DCPMM are
eliminated, thereby
helping DDRT
bandwidth bound
workloads. The
directory is disabled
for far memory
accesses and instead
snoops remote sockets
to check for
ownership. Directory
is used only for
DRAM (near
memory).

+ Disabled—This option is Disabled.
» Enabled—This option is enabled.
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Description

Versions

Values

Snoopy M ode for
AD

Enables snoop-mode
for DCPMM accesses
while maintaining
directory on all
DRAM accesses.
Snoops maintain
cache coherence
between sockets.
Directory reduces
snoops by keeping the
remote node
information locally (in
memory). Directory
lookups and updates
add memory traffic.

Directory is a good
tradeoff for DRAM,
but not necessarily for
DCPMM. For
non-NUMA
workloads, when the
feature is enabled,
directory updates to
DCPMM are
eliminated, thereby
helping DDRT
bandwidth bound
workloads. The
directory is disabled
for accesses to AD
and instead snoops
remote sockets to
check for ownership.
Directory is used only
for DRAM accesses.

4.0(1) and later

Disabled, Enabled
+ Disabled—This option is Disabled.

» Enabled—This option is enabled.
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Description

Versions

Values

UMA

As the name implies,
UMA based clustering
is the suggested
clustering mode when
the processor is
configured as Uniform
Memory Access
(UMA) node, i.e. SNC
is disabled.

Note

Applicable for C220
M6, C240 M6, B200
M6, X210c M6, C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8 platforms
only.

4.2(1) and later

Disable-All-2All, Hemisphere-2-clusters,
Quadrant-4-clusters

Note
For M7 servers, the default value is
Quadrant-4-clusters.

Note
Quadrant-4-clusters option is not applicable
for M8 platforms.

Volatile Memory
Mode

Allows the memory
mode configuration.

Note

Applicable for C220
M6, C240 M6, B200
M6, X210c M6
platforms only.

4.0(2) and later

1LM, 2L M

* 1L M—Configures 1 Layer
Memory(1LM).This is the default
value for M7 servers.

* 2L M—Configures 2 Layer
Memory(1LM).

Error Check
Scrub

Allows you to enable
a memory device to
perform memory
checking, correction
and count errors.

Note

Applicable for C220
M7,C240M7,X210c
M7,X410c M7, C220
MBS, C240 M8, and
X210c M8 platforms
only.

4.0(2) and later

Disabled, Enabled with result collection,
Enabled without result collection
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Description

Versions

Values

Rank Margin
Tool

Allows automated
memory margin
testing and is used to
identify DDR margins
at the rank level.

Note

Applicable for C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8 platforms
only.

4.0(2) and later

Enabled, Disabled

Adaptive Refresh
M anagement
Level

Selects Adaptive
Refresh Management
(ARFM) Level when
refresh management
(RFM) is required.

Note

Applicable for C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8 platforms
only.

4.0(2) and later

Default, Level A, Level B, Level C
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Name Description Versions Values
Memory Mapped | Whether to enable or |4.0(1) and later | Disabled, Enabled
10 above 4GB disable memory + Disabled—This option is Disabled.
mapped I/O of
64-bitPCI devices to + Enable—This options is enabled.
4GB or greater
address space. Legacy
option ROMs are not
able to access
addresses above 4GB.
PCI devices that are
64-bit compliant but
use a legacy option
ROM may not
function correctly with
this setting enabled.
Note
Applicable for B200
M5, B480 M5, C220
M5, C240 M5, C480
M5, S3260 M5, C125
M5, B200 M6, C220
M6, C240 M6, X210c
M6, C220 M7, C240
M7, X210c M7,
X410cM7,C220 M8,
C240 M8, and X210c
platforms only. M8
VGA Priority Allows you to set the [4.0(2) and later | Offboard, Onboard, Onboard VGA
priority for VGA Disabled
gﬁﬁ?;f:g::gigces » Onboar d—Priority is given to the
are found in the onboard VGA device. BIOS post
system screen and OS boot are driven through
’ the onboard VGA port
Note o
Applicable for C220 + Offboard Priority is given to
M5, C240 M5, C220 thePCIE Graphics adapter. BIOS post
M6, C240 M6, C220 screen and OS boot are driven through
M7, C240 M7, C220 the external graphics adapter port.
M8, amd C240 M8 - Onboard VGA Disabled —Priority
platforms only. is given to the PCIE Graphics adapter,
and the onboard VGA device is
disabled
Note
The vKVM does not function when
the onboard VGA is disabled.
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Description

Versions

Values

Optimized Power
Mode

Automatically varies
processor speed and
power usage based on
processor utilization
to increase
performance per watt.
Most effective under
moderate utilization.

Note

Applicable for C220
M7,C240M7,X210c
M7, and X410c M7
platforms only.

4.3(2) and later

Disabled, Enabled
* Disabled—This option is Disabled.

» Enable—This options is enabled.

C1Auto
Demotion

If enabled, CPU
automatically demotes
to C1 based on
un-core auto-demote
information.

Note

Applicable for C220
M6, C240 M6, B200
M6, X210c M6, C220
M7,C240M7,X210c
M7, and X410c M7
platforms only.

4.0(2) and later

Disabled, Enabled, Auto
+ Disabled—This option is Disabled.

» Enable—This options is enabled.

C1Auto
UnDemotion

Select whether to
enable processors to
automatically
undemote from C1.

Note

Applicable for C220
Mo, C240 M6, B200
M6, X210c M6, C220
M7,C240M7,X210c
M7, and X410c M7
platforms only.

4.0(2) and later

Disabled, Enabled, Auto
+ Disabled—This option is Disabled.

» Enable—This options is enabled.
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Name Description Versions Values

Enhanced CPU | Enhances CPU 4.0(2) and later | Disabled, Auto

Performance pe?for'mance by + Disabled—This option is Disabled.
adjusting server
settings automatically. « Auto—Allows to adjust server settings
Note to increase the processor performance.
Applicable for C220
M6, C240 M6, B200 Note o _
M6, X210c M6, C220 Enabling this fuqctlonallty may increase
M7, C240 M7, X210c power consumption.
M7,X410c M7, C220
MS, C240 M8, and
X210c M8 platforms
only.

LLC Dead Line |In CPU non-inclusive |4.0(2) and later | Disabled, Enabled, Auto

cache scheme,
Mid-Level Cache
(MLC) evictions are
filled into the
Last-Level Cache
(LLC). When lines are
evicted from the
MLC, the core can
flag them as dead (not
likely to be read
again). The LLC has
the option to drop
dead lines and not fill
them in the LLC.

Note

Applicable for C220
M6, C240 M6, B200
M6, X210c M6, C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8 platforms
only.

* Disabled—The dead lines are always
dropped and are never filled into the
LLC.

» Enable—Allows the LLC to fill dead
lines into the LLC if there is free space
available. This is the default option.

e Auto—The CPU determines the LLC
dead line allocation.
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UPI Link
Enablement

Enables the number of
Ultra Path
Interconnect (UPI)
links required by the
processor.

Note

Applicable for C220
M6, C240 M6, B200
M6, X210c M6, C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8 platforms
only.

4.0(2) and later

Auto, 1,2, 3

UPI Power
M anangement

The UPI power

management can be
used for conserving
power on the server.

Note

Applicable for C220
M6, C240 M6, B200
M6, X210c M6, C220
M7,C240M7,X210c
M7,X410c M7, C220
M8, C240 M8, and
X210c M8 platforms
only.

4.0(2) and later

Disabled, Enabled
+ Disabled—This option is Disabled.

» Enable—This options is enabled.

XPT Remote
Prefetch

This feature allows an
LLC request to be
duplicated and sent to
an appropriate
memory controller in
a remote machine
based on the recent
LLC history to reduce
latency.

Note

Applicable for C220
Mo, C240 M6, B200
M6, X210c M6, C220
M7,C240M7,X210c
M7,X410c M7, C220
MBS, C240 M8, and
X210c M8 platforms
only.

4.0(2) and later

Disabled, Enabled
+ Disabled—This option is Disabled.
» Enable—This options is enabled.

e Auto—The CPU determines the
functionality.
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Name Description Versions Values

Latency A set of BIOS settings | 4.3(6a) Disabled, Enabled

Optimized Mode | that prioritize loW « Disabled—Options are Disabled.
latency and consistent

performance over » Enabled—Options are enabled.
energy efficiency or
other optimizations.

Note

Applicable for C220
M8, C240 M8, X210c
M8, and X410c M8
platforms only.

QPI Link The Intel QuickPath |4.0(4) and later | Auto, 9.6 GT/s, 10.4 GT/s, 11.2GT/s,
Frequency Select | Interconnect (QPI) 12.8GT/s, 14.4GT/s, 16.0GT/s, 20.0GT/s,
link frequency, in 16.0GT/s, 20.0GT/s,24.0GT/s, Auto, Use
megatransfers per Per Link Setting
second (MT/s). Note

9.6 GT/s, 10.4 GT/s options available for
M35 and M6 servers only. 11.2GT/s for M6
and 12.8GT/s, 14.4GT/s, 16.0GT/s,
20.0GT/s for M7.

Note

16.0GT/s, 20.0GT/s,24.0GT/s, Auto, Use
Per Link Setting is applicable for M8
servers only.

Legacy USB Whether the system [4.2(1) and later | Auto,Enabled, Disabled
Support supports legacy USB

devices.

Note

Applicable for B200

M5, B480 M5, C220
M5, C240 M5, C480
M35, S3260 M5, C240
M6, C220 M6, B200
M6, and X210c M6
platforms only.
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USB Port Front

Whether the front
panel USB devices are
enabled or disabled.

Note

Applicable for C240
M5, C220 M5, C480
M5, B200 M6, X210c
M6, X210c M7,
X410c M7, X210c
M8, and X410c M8
platforms only.

4.2(1) and later

Enabled, Disabled

USB Port Internal

Whether the internal
USB devices are
enabled or disabled.

Note

Applicable for C240
M5, C220 M5, C480
M5, C220 M6, and
C240 M6 platforms
only.

4.2(1) and later

Enabled, Disabled

USB Port KVM

Whether the USB Port
KVM devices are
enabled or disabled.

Note

Applicable for C240
M5, C220 M5, C480
MS5,B200 M6, X210c
M6, X210c M7,
X410c M7, X210c
MBS, and X410c M8
platforms only.

4.2(1) and later

Enabled, Disabled

USB Port Rear

Whether the USB port
rear devices are
enabled or disabled.

Note

Applicable for C240
M5, C220 M5, C480
M5, C220 M6, C240
Mo, C220 M7, C240
M7, C220 M8, and
C240 M8 platforms
only.

4.2(1) and later

Enabled, Disabled
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Name Description Versions Values
USB Port:M.2 Whether the SD card [4.2(1) and later | Enabled, Disabled
Storage drives are enabled or
disabled.
Note
Applicable for C220
M35, C240 M5, C480
M35, B200 M6, X210c
M6, X210c M7,
X410c M7, X210¢
M8, and X410c M8
platforms only.
PRMRR Size Processor Reserved  |4.3(2) and later Invalid Config, 1G, 2G, 4G, 8G, 16G, 32G,
Memory Range 64G, 128G, 256G, 512G, 128M, Auto,
Registers (PRMRR) is 256M, 512M
the size of the
. Note
protected region in the 128M, Auto, 256M, 512M options are
system DRAM. available only for M7 servers.
Adjacent Cache | Whether the processor [4.0(2) and later | Disabled, Enabled
Line Prefetcher | fetches cach'e 11'nes in « Disabled—This option is Disabled.
even/odd pairs instead
of fetching just the + Enable—This option is enabled.
required line.
AutonomousCore| Enables CPU 4.0(2) and later | Disabled, Enabled
C State Autonomous C-State,
which converts the
HALT instructions to
the MWAIT
instructions.
Boot Performance| Allows the user to 4.0(2) and later | Max Performance, Max Efficient, Set by
Mode select the BIOS Intel NM
performance state that Note
1s set l?efore the Set by Intel NM option is not applicable
operating system for M8 intel platforms.
handoff.
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DFX OSB

Controls the
Opportunistic Snoop
Broadcast (OSB)
feature. OSB is used
by CHA to broadcast
snoops under lightly
loaded ring or Intel
UPI link condition. It
is used to reduce the
latency due to the
directory lookup.

4.3(4a) and later

Auto, Enabled, Disabled

Processor CMCI

Allows the CPU to
trigger interrupts on
corrected machine
check events. The
corrected machine
check interrupt
(CMCI) allows faster
reaction than the
traditional polling
timer.

4.0(2) and later

Disabled, Enabled

ConfigurableTDP
Level

Allows you to set a
customized value for
Thermal Design
Power (TDP).

4.0(2) and later

Normal, Level 1, Level 2
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Name Description Versions Values
Core Multi Sets the state of 4.0(2) and later | All, 1 through 86
Processing logical Processor cores * All— Enables multiprocessing on all
per CPU ina package. logical processor cores
If you choose All as gicalp '
the value, Intel Hyper + 1 through 86—Specifies the number
Threading technology of logical processor cores per CPU that
is also enabled. can run on the server. To disable
multiprocessing and have only one
logical processor core per CPU running
on the server, choose 1.
Note
For M6 servers, it ranges from 1
through 48.
Note
1, 2, and 3 options are not applicable
for M8 servers.
Note
From 65 to 86 is applicable for M8
servers only.
Note
From 1 to 64 is applicable for M7
servers only.
Energy Allows you to 4.0(2) and later | Performance, Balanced Perfor mance,
Performance determine whether Balanced power, power

system performance or
energy efficiency is
more important on this
server.

CPU Performance

CPU performance by
adjusting server
settings automatically.

4.0(2) and later | Disabled, Enabled

Energy Efficient
Turbo

When energy efficient
turbo is enabled, the
optimal turbo
frequency of the CPU
turns dynamic based
on CPU utilization.
The
power/performance
bias setting also
influences the energy
efficient turbo.

4.0(2) and later | Disabled, Enabled
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Enhanced Intel

Speedstep(R)
Technology

Whether the processor
uses Enhanced Intel
SpeedStep
Technology, which
allows the system to
dynamically adjust
processor voltage and
core frequency. This
technology can result
in decreased average
power consumption
and decreased average
heat production.

4.0(2) and later

Disabled, Enabled

Processor EPP
Enable

Allows you to
determine whether
system performance or
energy efficiency is
more important on this
server.

4.0(2) and later

Disabled, Enabled

Processor EPP
Profile

Allows you to
determine whether
system performance or
energy efficiency is
more important on this
server.

4.0(2) and later

Performance, Balanced Per for mance,

Balanced power, power

Execute Disable
Bit

Classifies memory
areas on the server to
specify where the
application code can
execute. As a result of
this classification, the
processor disables
code execution if a
malicious worm
attempts to insert code
in the buffer. This
setting helps to
prevent damage,
worm propagation,
and certain classes of
malicious buffer
overflow attacks.

4.0(2) and later

Disabled, Enabled
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|OAT
Configuration

Enables or disables
the CPM (Content
Processing Module) in
IOAT (Intel® I/O
Acceleration
Technology)
accelerators.

4.3(3c) and later

Disabled, Enabled

Local X2 Apic

Allows you to set the
type of Advanced
Processor Interrupt
controller (APIC)
architecture.

4.0(2) and later

Disabled, Enabled

Hardware
Prefetcher

Whether the processor
allows the Intel
hardware prefetcher to
fetch streams of data
and instructions from
memory into the
unified second-level
cache when necessary.

4.0(2) and later

Disabled, Enabled

CPU Hardware
Power
M anagement

Enables processor
Hardware Power
Management
(HWPM).

4.0(2) and later

Disabled, HWPM Native M ode, HWPM
0OOB Mode, Native Mode with no Legacy

IMC Interleaving

This BIOS option
controls the
interleaving between
the Integrated
Memory Controllers
(IMCs).

4.0(2) and later

Auto, 1-way Interleave, 2-way Interleave

Intel Dynamic
Speed Select

Intel Dynamic Speed
Select modes allow
you to run the CPU
with different speeds
and cores in auto
mode.

4.0(2) and later

Disabled, Enabled
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Description

Versions

Values

Intel
Hyper Threading
Tech

Whether the processor
uses Intel
Hyper-Threading
Technology, which
allows multithreaded
software applications
to execute threads in
parallel within each
processor.

4.0(2) and later

Disabled, Enabled

Intel Turbo Boost

Tech

Whether the processor
uses Intel Turbo Boost
Technology, which
allows the processor
to automatically
increase its frequency
if it is running below
power, temperature, or
voltage specifications.

4.0(2) and later

Disabled, Enabled

Intel(R) VT

Whether the processor
uses Intel
Virtualization
Technology for
Directed I/0 (VT-R)

4.0(2) and later

Disabled, Enabled

DCU IP
Prefetcher

Whether the processor
uses the DCU IP
Prefetch mechanism
to analyze historical
cache access patterns
and preload the most
relevant lines in the
L1 cache.

4.0(2) and later

Disabled, Enabled

KTI Prefetch

KTI prefetch is a
mechanism to get the
memory read started
early on a DDR bus.

4.0(2) and later

Disabled, Enabled, Auto

Note
Auto option is not applicable for M5
servers.

LLC Prefetch

Whether the processor
uses the LLC Prefetch
mechanism to fetch

the date into the LLC.

4.0(2) and later

Disabled, Enabled
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Name Description Versions Values
Package C State | The amount of power |4.0(2) and later | No Limit, Auto, CO C1 State, C2, C6 Non
Limit available to the server Retention, C6 Retention
compone?nts when Note
they are idle. C6 Retention option is not applicable for
MS servers.
Patrol Scrub It sets the interval for {4.0(2) and later | Disabled, Enabled
a full memory scan. » Enable—The system periodically
reads and writes memory searching for
ECC errors. If any errors are found,
the system attempts to fix them. This
option may correct single bit errors
before they become multi-bit errors,
but it may adversely affect
performance when the patrol scrub is
running.
+ Disable—The system checks for
memory ECC errors only when the
CPU reads or writes a memory address.
Patrol Scrub It sets the interval for |4.0(2) and later Enabled, Disabled, Enable at End of POST
Configuration a full memory scan. « Enable—The system periodically
reads and writes memory searching for
ECC errors. If any errors are found,
the system attempts to fix them. This
option may correct single bit errors
before they become multi-bit errors,
but it may adversely affect
performance when the patrol scrub is
running.
+ Disable—The system checks for
memory ECC errors only when the
CPU reads or writes a memory address.
Note
Enabled option is applicable for M6 servers
only.
Processor C1E Allows the processor [4.0(2) and later | Disabled, Enabled
to transition to its
minimum frequency
upon entering C1.
This setting does not
take effect until after
you have rebooted the
server.
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frequency running.

Name Description Versions Values
Processor C6 Whether the processor | 4.0(2) and later | Disabled, Enabled
Report sends the C6 report to
the operating system.
P STATE Allows you to define [4.0(2) and later | SW All, HW All, SW Any
Coordination how BIOS Note
Note communicates the SW Any option is available for M5 servers
. P-state support model
It is also called to th i only.
EIST PSD o the operating
F .o system. There are 3
unction in
UCSM models as defined by
' the Advanced
Configuration and
Power Interface
(ACPI) specification.
Power Determines if the 4.0(2) and later | BIOS, OS, PECI
Performance BIOS or Operating
Tuning System can turn on the Note Lo .
PECI option is available for M6 and M7
energy performance servers only
bias tuning. The '
options are BIOS and
operating system.
UPI Link Allows you to select |4.0(2) and later Auto, 9.6GT/S, 10.4GT/S, 11.2GT/S,
Frequency Select | different UPI link 12.8GT/s, 14.4GT/s, 16.0GT/s, 20.0GT/s,

24.0GT/s, Use Per Link Setting

Note
* 12.8GT/s, 14.4GT/s, 16.0GT/s,
20.0GT/s options are available for M7
servers only.

* 11.2GT/S option is available for M6
server only.

* 16,20, 24, Auto, Use Per Link Setting
is applicable for M8 servers only
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Name Description Versions Values
Sub Numa Whether the CPU 4.0(2) and later Disabled, Enabled, Auto, SNC2, SNC4
Clustering supports sub NUMA
L . Note
clustermg, in which * Auto option is available for M5, M7,
the tag directory and
and M8 servers only.
the memory channel
are always in the same « Enabled option is available for M6
region. and M8 servers only.
+ Disabled option is available for M6,
M7, and M8 servers only.
* SNC2, SNCA4 options are available
for M7 servers only.
DCU Streamer Whether the processor | 4.0(2) and later | Disabled, Enabled, Auto
Prefetch uses the DCU IP
. Note
Prefetch meghan} sm Auto option is applicable to M8 intel
to analyze historical
platforms only.
cache access patterns
and preload the most
relevant lines in the
L1 cache.
UncoreFrequency | Allows you to 4.0(2) and later | Disabled, Enabled, Mode 0, and Mode 1
Scaling configure the scaling
of the uncore Note . .
p fthe Mode 0 and Mpde lis appllc'able for M8
fequency o servers only with Mode 1 being default.
processor.
UncoreFrequency | Adjusts the frequency | 6.0(1a.0) and later | Mode 1, Mode 0
Scaling 10 of processor uncore
components
responsible for I/O
operations to optimize
power and
performance.
Workload This feature allows for | 4.0(2) and later | Balanced, |O Sensitive
Configuration workload
optimization.
XPT Prefetch Whether XPT prefetch | 4.0(2) and later | Auto, Disabled, Enabled

is used to enable a
read request that is
sent to the last level
cache to issue a copy
of that request to the
memory controller
prefetcher.
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Name Description Versions Values
X2APIC Opt-Out | Prevents the operating | 4.2(3) and later | Disabled, Enabled
Flag system from enabling
extended xAPIC
(x2APIC) mode when
the OS is not working
with x2APIC.
Intel Speed Select | Allows you to adjust |4.0(2) and later | Auto, Base, Config 1, Config 2, Config 3,
different cores to Config 4
operate n different * Config 1 and Config 2 are options
frequencies to have a . )
available for M5 servers only with
better power
. Base as the default.
efficiency.
The values Config 1 * Auto is the default for MS.
and Config 2 are not
supported on Cisco
UCS M6 and M7
servers.
For Cisco UCS M6
and Cisco UCS M7
servers, the values
Config 3 and Config
4 (4th Gen Intel Xeon
Scalable processors
and 5th Gen Intel
Xeon Scalable
processors) are
equivalent to the
values Config 1 and
Config 2 (3rd Gen
Intel Xeon Scalable
processors).
110 eDPC The eDPC (Enhanced | 4.3(6c¢) and later | Disabled, On Fatal Error, On Fatal and
Support Downstream Port Non-Fatal Errors
Containment) a.l lows + Disabled—eDPC support is turned off;,
a downstream link to .
. and the system does not take any action
be disabled after an . S
uncorrectable error, to disable downstream links in
. response to errors.
enabling recovery
possible in a » On Fatal Error—eDPC is enabled
controlled and robust only for fatal errors.is not supported
manner. This can be on Cisco UCS €225 M8, Cisco UCS
one of the following: C245 M8, and X215¢ M8 servers.
+ On Fatal and Non-Fatal
Errors—eDPC is enabled for both
fatal and non-fatal errors.
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Description

Versions

Values

Baud Rate

What Baud rate is
used for the serial port
transmission speed. If
you disable Console
Redirection, this
option is not available.

4.2(1) and later

9.6k, 19.2k, 38.4k, 57.6k, 115.2k

CDN Control

Consistent Device
Naming allows
Ethernet interfaces to
be named in a
consistent manner.
This makes Ethernet
interface names more
uniform, easy to
identify, and persistent
when adapter or other
configuration changes
are made.

4.2(1) and later

Enabled, Disabled

AdaptiveMemory
Training

When this token is
enabled, the BIOS
saves the memory
training results
(optimized
timing/voltage values)
along with
CPU/memory
configuration
information and reuses
them on subsequent
reboots to save boot
time. The saved
memory training
results are used only if
the reboot happens
within 24 hours of the
last save operation.

4.2(1) and later

Enabled, Disabled
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Optimization

the PCI Slot level, and
is enabled by default.
In configurations that
consist of a large
number of network
controllers and storage
HBAs having Option
ROMs, all the Option
ROMs may get
launched if the PCI
Slot Option ROM
Control is enabled for
all. However, only a
subset of controllers
may be used in the
boot process. When
this token is enabled,
Option ROMs are
launched only for
those controllers that
are present in boot
policy.

Name Description Versions Values
BIOS Techlog This option denotes | 4.2(1) and later | Maximum, Minimum, Normal
Level ;Il:e];%fopg ?:Crﬁizsa%z * Maximum—Critical messages will be
g e displayed in the log file. This is the
default option

* Minimum—Warning and loading
messages will be displayed in the log
file.

* Normal—Normal and information
related messages will be displayed in
the log file.

OptionROM The Option ROM 4.2(1) and later | Enabled, Disabled
Launch launch is controlled at
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Description

Versions

Values

Console
Redirection

Allows a serial port to
be used for console
redirection during
POST and BIOS
booting. After the
BIOS has booted and
the operating system
is responsible for the
server, console
redirection is
irrelevant and has no
effect

4.2(1) and later

Disabled, COM 0, COM 1

* COM O enables serial port for console
redirection during POST. This option
is valid only for M6 blade servers and
rack-mount servers.

* COM 1 or serial-port-b enables serial
port B for console redirection and
allows it to perform server
management tasks. This option is only
valid for rack-mount servers.

Flow Control

Whether a handshake
protocol is used for
flow control. Request
to Send / Clear to
Send (RTS/CTS)
helps to reduce frame
collisions that can be
introduced by a
hidden terminal
problem.

4.2(1) and later

None, RTC-CTS

FRB 2 Timer

Whether the FRB2
timer is used for
recovering the system
if it hangs during
POST.

4.2(1) and later

Enabled, Disabled

OS Boot
Watchdog Timer

Whether the BIOS
programs the
watchdog timer with a
predefined timeout
value. If the operating
system does not
complete booting
before the timer
expires, the CIMC
resets the system and
an error is logged.

4.2(1) and later

Enabled, Disabled

OS Boot
Watchdog Timer
Policy

What action the
system takes if the
watchdog timer
expires.

4.2(1) and later

Power-off, Reset
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Name Description Versions Values
OSWatchdog What timeout value [4.2(1) and later | 5 minutes, 10 minutes, 15 minutes, 20
Timer Timeout | the BIOS uses to minutes
configure the
watchdog timer.
Terminal Type What type of character | 4.2(1) and later PC-ANSI, VT100, VT100-PLUS, VT-UTF8
formatting is used for
console redirection.
Multikey Total MK-TME allows you [4.2(1) nnd later | Enabled, Disabled
Memory to have multiple
Encryption encryption domains
(MK-TME) with one with own
key. Different
memory pages can be
encrypted with
different keys.
Software Guard | Allows you to enable |4.2(1) and later | Enabled, Disabled
Extensions (SGX) | Software Guard
Extensions(SGX)
feature.
Total Memory Allows you to provide | 4.2(1) and later Enabled, Disabled
Encryption the capability to
(TME) encrypt the entirety of
the physical memory
of a system.
Select Owner Allows you to change | 4.2(1) and later SGX Owner EPOCH activated, Change to
EPOCH Input the seed for the New Random Owner EPOCHs, M anual
Type security key used for User Defined Owner EPOCHSs, SGX
the locked memory Owner EPOCH deactivated
region that is created. Note
SGX Owner EPOCH deactivated option is
applicable for M8 servers only.
SGX Auto MP Allows you to enable [4.2(1) and later | Enabled, Disabled
Registration the registration
Agent authority service to
store the platform
keys.
SGX Epoch 0 Allows you to define |4.2(1) and later 0 - fEFFTTr with a step size of 1
the SGX EPOCH
owner value for the
EPOCH number
designated by 0.
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Name Description Versions Values
SGX Epoch 1 Allows you to define [4.2(1) and later | O - At with a step size of 1
the SGX EPOCH
owner value for the
EPOCH number
designated by 1.
SGX Factory Allows the system to [4.2(1) and later | Enabled, Disabled
Reset perform SGX factory
reset on subsequent
boot.
SGX PubKey Allows you to set the [4.2(1) and later SGX PUBKEY HASHO, SGX PUBKEY
Hashn where n Software Guard HASH1, SGX PUBKEY HASH2, SGX
ranges from 0 to 3. | Extensions (SGX) PUBKEY HASH3
value. « SGX PUBKEY HASHO—Between
7-0.
* SGX PUBKEY HASH1—Between
15-8.
*+ SGX PUBKEY HASH2—Between
23-16.
* SGX PUBKEY HASH3—Between
31-24.
SGX Write Allows you to enable [4.2(1) and later | Enabled, Disabled
Enable SGX Write feature.
SGX Package Allows you to enable [4.2(1) and later | Enabled, Disabled
Information SGX Package Info
In-Band Access |In-Band Access.
SGX QoS Allows you to enable [4.2(1) and later | Enabled, Disabled
SGX QoS.
SHA-1PCR Bank | The Platform 4.2(1) and later | Enabled, Disabled
Configuration
Register (PCR) is a Note .
& W18 For C245 M8, it is Disabled by default.
memory location in
the TPM. Multiple
PCRs are collectively
referred to as a PCR
bank. A Secure Hash
Algorithm 1 or SHA-1
PCR Bank allows to
enable or disable TPM
security.
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Description

Versions

Values

SHA?256 PCR
Bank

The Platform
Configuration
Register (PCR) is a
memory location in
the TPM. Multiple
PCRs are collectively
referred to as a PCR
bank. A Secure Hash
Algorithm 256-bit or
SHA-256PCR Bank
allows to enable or
disable TPM security.

4.2(1) and later

Enabled, Disabled

SHA384 PCR
Bank

*

The Platform
Configuration
Register (PCR) is a
memory location in
the TPM. Multiple
PCRs are collectively
referred to as a PCR
bank. A Secure Hash
Algorithm 384-bit or
SHA-384PCR Bank
allows to enable or
disable TPM security.

4.3(3a) and later

Enabled, Disabled

Trusted Platform
Module State

Whether to enable or
disable the Trusted
Platform Module
(TPM), which is a
component that
securely stores
artifacts that are used
to authenticate the
server.

4.2(1) and later

Enabled, Disabled

Trust Domain
Extension

Whether to enable or
disable the Trust
Domain Extension
(TDX), which protects
the sensitive data and
applications from
unauthorized access.

4.3(3a) and later

Enabled, Disabled
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Description

Versions

Values

TDX Secure
Arbitration Mode
(SEAM) L oader

Whether to enable or
disable the TDX
Secure Arbitration
Mode (SEAM)
Loader, which helps
to verify the digital
signature on the Intel
TDX module and load
it into the
SEAM-memory range.

4.3(3a) and later

TDX Secure Arbitration Mode (SEAM)
L cader

TPM Pending
Operation

Trusted Platform
Module (TPM)
Pending Operation
option allows you to
control the status of
the pending operation.

4.2(1) and later

None, TpmClear

TPM Minimal
Physical Presence

Whether to enable or
disable TPM Minimal
Physical Presence,
which enables or
disables the
communication
between the OS and
BIOS for
administering the
TPM without
compromising the
security.

4.2(1) and later

Enabled, Disabled

Intel Trusted
Execution
Technology
Support

Whether to enable or
disable Intel Trusted
Execution Technology
(TXT), which
provides greater
protection for
information that is
used and stored on the
business server.

4.2(1) and later

Enabled, Disabled

Security Device
Support

It controls the entire
TPM functionality.

4.2(3) and later

Enabled, Disabled
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Description

Versions

Values

DMA Control
Opt-In Flag

Enabling this token
enables Windows
2022 Kernel DMA
Protection feature. The
OS treats this as a hint
that the [IOMMU
should be enabled to
prevent DMA attacks
from possible
malicious devices.

4.2(2) and later

Enabled, Disabled

LIMIT CPU PA
to 46 Bits

Limits CPU physical
address to 46 bits to
support the older
Hyper-v CPU
platform.

4.2(2) and later

Enabled, Disabled

GPU Direct CPU1

When enabled, ACS
is disabled for GPUs
on the specified CPU
in systems using the
UCXS-580P.

6.0(1.250229)

Enabled, Disabled

GPU Direct CPU2

When enabled, ACS
is disabled for GPUs
on the specified CPU
in systems using the
UCXS-580P.

6.0(1.250229)

Enabled, Disabled

GPU Direct CPU3

When enabled, ACS
is disabled for GPUs
on the specified CPU
in systems using the
UCXS-580P.

6.0(2x)

Enabled, Disabled

GPU Direct CPU4

When enabled, ACS
is disabled for GPUs
on the specified CPU
in systems using the
UCXS-580P.

6.0(2x)

Enabled, Disabled

\)

Note SHA384 PCR Bank Bios token supports PID models UCS-TPM-002D and UCS-TPM-002D-D.
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BIOS Tokens applicable for AMD (C125 M5, C225M 6, C245 M 6, C225M 8, C245 M 8, X215¢c M 8, C845A

AMD Supported Platforms .

Values

4.2(1) and later

Disabled, Enabled

* Disabled—IPv4 HTTP support is
not available.

 Enabled—IPv4 HTTP support is
made available.

4.2(1) and later

Disabled, Enabled

* Disabled—IPv6 HTTP support is
not available.

» Enabled—IPv6 HTTP support is
made available.

4.2(1) and later | Disabled, Enabled

* Disabled—IPv4 PXE support is
not available.

» Enabled—IPv4 PXE support is
made available.

4.2(1) and later | Disabled, Enabled

* Disabled—IPv6 PXE support is
not available.

» Enabled—IPv6 PXE support is
made available.

M 8) Platforms
Name Description
IPVAHTTP Enables or disables IPv4
Support support for HTTP.
IPV6HTTP Enables or disables IPv6
Support support for HTTP.
IPV4 PXE Support | Enables or disables I[Pv4
support for PXE.
IPV6 PXE Support | Enables or disables IPv6
support for PXE.
Network Stack This option allows you to
enable or disable the
complete network style
of the system.

4.1(1) and later | Disabled,Enabled

» Disabled—Network Stack support
is not available.

» Enabled—Network Stack support
is available.
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Power ON
Password

This token requires that
you set a BIOS password
before using the F2 BIOS
configuration. If enabled,
password needs to be
validated before you
access BIOS functions
such as 10 configuration,
BIOS set up, and booting
to an operating system
using BIOS.

4.1(1) and later

Disabled, Enabled

» Disabled—Power On Password is
disabled.

» Enabled—Power On Password is
enabled.

PCle ARI Support

Whether all ARI support
ports are enabled or
disabled.

4.2(1) and later

Disabled, Enabled, Auto

« Disabled—This option is
Disabled.

» Enabled—This options is enabled.

* Auto—PCle ARI Support is in
auto mode.
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MRAIDnN Link
Speed where n
ranges from 1-2.

This option allows you to
restrict the maximum
speed of MRAID.

4.0(2) and later

Auto, Disabled, Gen 1, Gen 2, Gen 3,
Gen 4, Gen 5

* Disabled—The maximum speed
is not restricted.

+ Enabled—The maximum speed is
restricted.

* Auto—The maximum speed is set
automatically.

» Gen 1—2.5GT/s (gigatransfers per
second) is the maximum speed
allowed.

* Gen 2—5GT/s is the maximum
speed allowed.

» Gen 3—8GT/s is the maximum
speed allowed.

* Gen 4—16GT/s is the maximum
speed allowed.

Note
Applicable for M7, M8 servers
only.

* Gen 5—32GT/s is the maximum
speed allowed.

Note
Applicable for M7, M8 servers
only.
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PCle Slot MSTOR | This option allows you to | 4.2(1) and later | Auto, Disabled, Gen 1, Gen 2, Gen 3,
Link Speed restrict the maximum Gen 4, Gen 5
Zzze?e(r)f an MSTOR * Disabled—The maximum speed
ptet. is not restricted.
Note . .
Applicable for C225 M6 * Auto—The maximum speed is set
C245 M6. C245 M8, automatically.
€225 M8 platforms + Gen 1—2.5GT/s (gigatransfers per
only. second) is the maximum speed
allowed.
» Gen 2—5GT/s is the maximum
speed allowed.
» Gen 3—8GT/s is the maximum
speed allowed.
» Gen 4—16GT/s is the maximum
speed allowed.
» Gen 5—32GT/s is the maximum
speed allowed.
Note
Applicable for M8 servers only.
PCle Slot MSTOR | Whether the server can  |4.2(1) and later | Disabled, Enabled
RAID OptionROM ui:ste}ft glpttlll(;nplé(;Ms + Disabled—Option ROM is not
MSTOR RAID available.
Note » Enabled—Option ROM is
Applicable for C225 M6, available.
C245M6, C225 M8, and
C245 MS platforms
only.
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NVME n Link
Speed where n
ranges from 0-6 and
13-24.

This option allows you to
restrict the maximum

speed of an NVME card
installed in the PCle slot.

Note
Applicable for C225 M8
and C245 MS platforms
only.

4.0(2) and later

Disabled, Auto, GEN1, GEN2, GEN3,
GEN4, GEN5S

+ Disabled—Maximum speed is not
restricted.

* Auto—The maximum speed is set
automatically.

» Gen 1—2.5GT/s (gigatransfers per
second) is the maximum speed
allowed.

» Gen 2—5GT/s is the maximum
speed allowed

* Gen 3—8GT/s is the maximum
speed allowed

» Gen 4—16GT/s is the maximum
speed allowed

* Gen 5—32GT/s is the maximum
speed allowed

NVME n
OptionROM where
n ranges from 0-6.

This options allows you
to control the Option
ROM execution of the
PCle adapter connected
to the SSD:NVMe slot n.

4.0(2) and later

Enabled, Disabled
+ Disabled—Option is not restricted.

» Enabled—Option is restricted.
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PCleSlot nLink |Link speed for PCle Slot
Speed where n designated by slot n.
ranges from 1 to § .

Note

For C245 M8
platform, n ranges
from 1 to 8.

4.0(1) and later

Disabled, Auto, GEN1, GEN2, GEN3,
GEN4, GENS

GENS is supported only for speeds 1 to
6.

+ Disabled—Maximum speed is not
restricted.

* Auto—The maximum speed is set
automatically.

» Gen 1—2GT/s (gigatransfers per
second) is the maximum speed
allowed.

» Gen 2—5GT/s is the maximum
speed allowed

* Gen 3—8GT/s is the maximum
speed allowed

» Gen 4—16GT/s is the maximum
speed allowed

* Gen 5—32 GT/s is the maximum
speed allowed

PCle Slot:MLOM | This option allows you to
Link Speed restrict the maximum
speed of an MLOM
adapter.

4.0 (1) and later

Auto, Disabled, Gen 1, Gen 2, Gen 3,
Gen 4, Gen 5

* Disabled—The maximum speed
is not restricted.

* Auto—The maximum speed is set
automatically.

» Gen 1—2.5GT/s (gigatransfers per
second) is the maximum speed
allowed.

» Gen 2—5GT/s is the maximum
speed allowed.

* Gen 3—8GT/s is the maximum
speed allowed.

» Gen 4—16GT/s is the maximum
speed allowed.

» Gen 5—32GT/s is the maximum
speed allowed.
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PCleSlot:MLOM
OptionROM

Whether Option ROM is
available on the MLOM
port.

4.0 (1) and later

Disabled, Enabled, Legacy only, UEFI
only

* Disabled—The expansion slot is
not available.

 Enabled—The expansion slot is
available.

» UEFI only—The expansion slot
is available only for UEFIL.

+ L egacy only—The expansion slot
is available only for legacy.

MRAID Link
Speed

This option allows you to
restrict the maximum
speed of MRAID.

4.0(2) and later

Auto, Disabled, Gen 1, Gen 2, Gen 3,
Gen 4, Gen 5

+ Disabled—The maximum speed
is not restricted.

» Auto—The maximum speed is set
automatically.

» Gen 1—2.5GT/s (gigatransfers per
second) is the maximum speed
allowed.

* Gen 2—5GT/s is the maximum
speed allowed.

» Gen 3—8GT/s is the maximum
speed allowed.

* Gen 4—16GT/s is the maximum
speed allowed.

» Gen 5—32GT/s is the maximum
speed allowed.

PCle Slot:MRAID
OptionROM

Whether Option ROM is
available on the MLOM
port.

4.0(2) and later

Disabled, Enabled, Legacy only, UEFI
only

+ Disabled—The expansion slot is
not available.

» Enabled—The expansion slot is
available.
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PCle Slot
nOptionROM
where n ranges from
1to8

Whether Option ROM is
available on the port.

4.0(2) and later

Disabled, Enabled, Legacy only, UEFI
only

+ Disabled—The expansion slot is
not available.

 Enabled—The expansion slot is
available.

Front NVME n
Link Speed where n
ranges from 1 to 12.

For C245 M8
platform, n ranges
from 1 to 4.

This option allows you to
restrict the maximum
speed of an NVME card
installed in the front PCle
slot.

4.0(4) and later

» Disabled—Maximum speed is not
restricted.

» Auto—The maximum speed is set
automatically.

» Gen 1—2.5GT/s (gigatransfers per
second) is the maximum speed
allowed.

» Gen 2—5GT/s is the maximum
speed allowed

» Gen 3—8GT/s is the maximum
speed allowed

* Gen 4—16GT/s is the maximum
speed allowed

* Gen 5—32GT/s is the maximum
speed allowed

Front NVME n This options allows you |4.2(1) and later | Enabled, Disabled

OptionROM where | to control the Option . . .
nranges from 1 to |ROM execution of the Disabled—Option s not restricted.
24. PCle adapter connected » Enabled—Option is restricted.
For C245 M8 to the SSD:NVMe slot n.

platform, n ranges

from 1 to 4.

PCle Slot Whether Option ROM is | 4.0(2) and later | Disabled, Enabled, Legacy only, UEFI
nOptionROM available on the port. only

\lzvil;:rge n ranges from + Disabled—The expansion slot is

not available.

» Enabled—The expansion slot is
available.
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Rear NVME n
Link Speed, where
nranges from 1 to 4.

This option allows you to
restrict the maximum
speed of rear NVME.

4.0(4) and later

Auto, Disabled, Gen 1, Gen 2, Gen 3,
Gen 4, Gen 5

* Disabled—The maximum speed
is not restricted.

* Auto—The maximum speed is set
automatically.

» Gen 1—2.5GT/s (gigatransfers per
second) is the maximum speed
allowed.

» Gen 2—5GT/s is the maximum
speed allowed.

* Gen 3—8GT/s is the maximum
speed allowed.

» Gen 4—16GT/s is the maximum
speed allowed.

* Gen 5—32GT/s is the maximum
speed allowed.

Rear NVME n
OptionROM, where
nranges from 1 to 4.

Whether Option ROM is
available on the rear
NVME or not.

4.0(4) and later

Enabled, Disabled
+ Disabled—Option is not restricted.

 Enabled—Option is restricted.

PCle Slot:Riser
nSlotx Link Speed,
where nis 1 and 2
and X is from 1 to 6.

This option allows you to
restrict the maximum
speed of Riser in the X
slot .

4.0(2) and later

Disabled, Auto, GEN1, GEN2, GEN3

+ Disabled—Maximum speed is not
restricted.

» Auto—The maximum speed is set
automatically.

* Gen 1—2GT/s (gigatransfers per
second) is the maximum speed
allowed.

* Gen 2—5GT/s is the maximum
speed allowed

» Gen 3—8GT/s is the maximum
speed allowed
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support setup item.

PCle Slot:SAS Whether Option ROM is |4.0(2) and later | Disabled, Enabled, Legacy only, UEFI
OptionROM available on SAS slot or only
not. + Disabled—The expansion slot is
not available.

 Enabled—The expansion slot is
available.

* UEFI only—The expansion slot
is available only for UEFIL.

+ L egacy only—The expansion slot
is available only for legacy.

PCle This option allows you to | 4.0(2) and later | Disabled, Auto, GEN1, GEN2, GEN3
Slot:FrontSSD restrict the maximum « Disabled—Maximum speed is not
nLink Speed, where | speed of Front SSD. . p

. restricted.
nis 1 and 2.

» Auto—The maximum speed is set
automatically.

» Gen 1—2GT/s (gigatransfers per
second) is the maximum speed
allowed.

* Gen 2—5GT/s is the maximum
speed allowed

» Gen 3—8GT/s is the maximum
speed allowed

Single Root 1/0 Controls the Single Root |4.3(4b) and later | Enabled, Disabled
Virtualization I/O Virtualization.
(SR-I0OV) Support | SR-IOV allows a device,

such as a network

adapter, to separate

access to its resources

among various PCle

hardware functions.
Re-Size BAR Allows to enable or 4.3(4b) and later |Enabled, Disabled
Support disable Re-sizable BAR

Note

By default it is Enabled for AMD
platforms and Disabled for Intel
platforms.
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PCle Slots CDN
Control where,
CDN refers to
Consistent Device
Naming

PCle Slots Consistent
Device Naming (CDN)
control allows PCle slots
to be named in a
consistent manner. This
makes PCle slot names
more uniform, easy to
identify, and persistent
when the configuration
changes are made.

Note

Applicable to C225 M6,
C245 M6, C225 M8,
C245 M8, and X215¢
M8 platforms only.

4.0(2) and later

Enabled, Disabled
+ Disabled—Option is not restricted.

» Enabled—Option is restricted.

Consistent Device
Naming (CDN)
Control

PClIe Slots Consistent
Device Naming (CDN)
control allows PCle slots
to be named in a
consistent manner. This
makes PCle slot names
more uniform, easy to
identify, and persistent
when the configuration
changes are made.

Note

Applicable for C125 M5,
C225 M6, C245 M6,
C225 M8, C245 M8, and
X215¢ M8 platforms
only.

4.0(2) and later

Enabled, Disabled
+ Disabled—Option is not restricted.

» Enabled—Option is restricted.

UEFI Memory
Map Special
Purpose Memory
Flag

Changing the UEFI
Memory Map Special
knob settings impacts
CXL cards on certain
operating systems.

4.3(5b) and later

Disabled, Enabled
+ Disabled—Options are Disabled.

» Enabled—Options are enabled.

Enhanced Memory
Test

Enables enhanced
memory tests during the
system boot and increases
the boot time based on
the memory.

4.0 (1) and later

Disabled, Enabled, Auto
+ Disabled—Options are Disabled.
» Enabled—Options are enabled.

* Auto—Onption is in auto mode.
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BME DMA
Mitigation

Allows you to disable the
PCI BME bit to mitigate
the threat from an
unauthorized external
DMA

Note

Applicable for C225 M6,
C245 M6, C225 M8,
C245 M8, X215¢ M8
platforms only.

4.0 (1), 4.002),
4.0(4), 4.1(1),
4.2(1), 4.3(4b).
4.3(5a)

Enabled, Disabled
* Disabled—Option is not restricted.

* Enabled—Option is restricted.

Burst and

Postponed Refresh

Allows the memory
controller to defer the
refresh cycles when the
memory is active and
accomplishes the refresh
within a specified
window. The deferred
refresh cycles may run in
a burst of several refresh
cycles.

Note

Applicable for C225 M6,
C245 M6, C245 M8,
C225 M8, and X215¢

4.0 (1) and later

Enabled, Disabled
* Disabled—Option is not restricted.

* Enabled—Option is restricted.

C225 M6, C245 M6,
C245 M8, C225 M8,
C245 M8, and X215c¢
M8 platforms only.

M8 platforms only.

IOMMU Input Output Memory  |4.0(2) and later | Disabled, Enabled, Auto
Management . . .
Unit(IOMMU) allows Disabled—Options are Disabled.
AMD processors to map * Enabled—Options are enabled.
virtual addresses to
physical addresses. * Auto—Option is in auto mode.
Note Note
Applicable for C125 M5, To disable IOMMU, the system must

be configured with L ocal APIC Mode
set to XAPIC.
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Bank Group Swap

Determines how physical
addresses are assigned to
applications.

Note

Applicable for C125 M5,
C225 M6, C245 M6,
C245 M8, C225M8, and

4.0 (1) and later

Disabled, Enabled, Auto
* Disabled—Options are Disabled.
* Enabled—Options are enabled.

» Auto—Option is in auto mode.

X215¢ M8 platforms
only.

Chipset Interleave | Whether memory blocks | 4.2(1) and later | Disabled, Enabled, Auto
across the DRAM chip * Disabled—Options are Disabled.
selects for node 0 are
interleaved. + Enabled—Options are enabled.
Note _ » Auto—Option is in auto mode.
Applicable for C125 M5,

C225 M6, C245 M6,
C245 M8, C225 M8, and
X215¢ M8 platforms
only.

Note
Enabled option is available for M8
servers only.

DRAM Scrub Time

The value that represents
the number of hours to
scrub the whole memory.

Note

Applicable for C245 M6,
C225 M6, C245 M8,
C225 M8, and X215¢
M8 platforms only.

4.3(4a) and later

Disabled, 1 hour, 4 hours, 6 hours, 8
hours, 12 hours, 16 hours, 24 hours, 48
hours, Auto

Note
12 hours option is available for M8
servers only.

SNP Memory
Coverage

This option selects the
operating mode of the
Secured Nested Paging
(SNP) Memory and the
reverse Map Table
(RMP). The RMP is used
to ensure a one-to-one
mapping between system
physical addresses and
guest physical addresses.

Note

Applicable for C225 M6,
C245 M6, C245 M8,
C225 M8, and X215¢
M8 platforms only.

4.2(1) and later

Disabled, Enabled, Auto, Custom
* Disabled—Options are Disabled.

* Enabled—Options are enabled.
* Auto—Option is in auto mode.

* Custom—Options are customized.
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SNP Memory Size
to Cover in MiB

Allows you to configure
SNP memory size.

Note

Applicable for C225 M6,
C245 M6, C225 M8,
C245 M8, and X215¢

4.2(1), 4.3(4b),
4.3(5a)

0 - 1048576, with 8192 as the default.

Interleaving Size

memory blocks to be
interleaved. It also
determines the starting
address of the interleave
(bit 8,9, 10 or 11).

Note

Applicable for C125 M5,
C225 M6, and C245 M6
platforms only.

M8 platforms only.
NUMA Nodesper |Allows you to configure |4.2(1) and later | Auto, NPSO, NPS1, NPS2, NPS4
Socket the numb.er of NUMA * NPSO—Zero NUMA node per
(Non-Uniform Memory Ket
Access) nodes per CPU socket.
socket. * NPS1—One NUMA node per
Note socket.
Applicable for C225 M6, * NPS2—Two NUMA nodes per
C245 M6, C225 M8, socket.
C245M8, andX215¢ M8
platforms only. * NPS4—Four NUMA nodes per
socket.
» Auto—Number of channels are set
to auto.
Memory Determines the memory |4.0(2) and later | Auto, Channel, Die, none, Socket,
Interleaving blocks to be interleaved. Disabled, Enabled
It als.o determines the * Avaialble options for M5:Auto,
starting address of the Channel. Die. none. Socket
interleave (bit 8, 9, 10 or annet, Lie, none, Socke
11). + Avaialble options for M6:Auto,
Note Disabled
Applicable for C125 M5, * Avaialble options for M8:Auto,
€225 M6, C245 Mo, Enabled, Disabled
C225 M8, C245 M8, and
X215¢ M8 platforms
only.
Memory Determines the size of the | 4.0(2) and later | 1 KB, 2 KB, 4KB, 256 Bytes, 512

Bytes, Auto

Note
4KB option is available for M6 server
only.
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SEV-SNP Support

Allows you to enable the
Secure Nested Paging
feature.

Note

Applicable for C225 M6,
C245 M6, C225 M8,
C245 M8, and X215¢

4.2(1) and later

Disabled, Enabled, Auto
* Disabled—Options are Disabled.

* Enabled—Options are enabled.

M8 platforms only.
Memory Refresh | To configure the refresh 4.0 (1) and later | Auto, 1x Refresh, 2x Refresh, 3x, 4x
Rate interval rate for internal
Note
memory. 1x Refresh is the default for M5, M7,
Note MBS servers.
Applicable for C225 M6, .
€245 M6, C225 MS, 2x Rerfresh is the default for AMD M6
€245 M8, and X215¢ SCIVELs.
M8 platforms only.
DRAM SW To configure DRAM SW | 4.0 (1) and later | Disabled, Enabled
Thermal Throttling | thermal throttling. « Disabled—Options are Disabled.
Note
Applicable for C125 M5 * Enabled—Options are enabled.

platform only.

Post Package Post Package Repair 4.2(1) and later | Disabled, Hard PPR

Repair (PPR) P rovides the ability * Disabled—This option is Disabled.
to repair faulty memory
cells by replacing them » Hard PPR—This results in a
with spare cells. permanent remapping of damaged

storage cells.
Runtime Post Enables the soft 4.3(4b) and later |Disabled, Enabled
Package Repair post-package repairs of

the corrected memory
errors during OS runtime.

Note

Applicable for C225 M8,
C245 M8, and X215¢
M8, platforms only.
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stored on system
memory.

Note

Applicable for C125 M5,
C225 M6, C245 Mo,
C225 M8, C245 M8, and
X215c M8 platforms
only.

Secured Encrypted | Enables running 4.2(1) and later | 253 ASIDs, 509 ASIDs, Auto
Virtualization encrypted virtual
machines (VMs) in which 253 ASIDs
the code and data of the « 509 ASIDs
VM are isolated.
» Auto
Note
Applicable for C125 M5, Note
C225 M6, C245 M6, It is recommended to leave this
C225 M8, C245 M8, and setting in the default state of Auto
X215¢ M8 platforms to mitigate Rowhammer-style
only. attacks.
SMEE Whether the processor  |4.0(4) and later | Disabled, Enabled, Auto
uses the.Secure Memory * Disabled—This option is Disabled.
Encryption Enable
(SMEE) function, which + Enabled—This option is enabled.
provides memory
encryption support. * Auto—This option is set to auto
mode.
Note
Applicable for C125 M5, Note
€225 M6, C245 M6, Auto is the default for M6 and M8
C225 M8, C245 M8, and Servers.
X215¢ M8 platforms
only.
Transparent Provides transparent 4.1(3) and later | Disabled, Enabled, Auto
SecureMemory | hardware memory + Disabled—This option is Disabled.
Encryption encryption of all data

» Auto—This option is set to auto
mode.
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Memory Mapped
10 above 4GB

Whether to enable or
disable memory mapped
I/O of 64-bitPCI devices
to 4GB or greater address
space. Legacy option
ROMs are not able to
access addresses above
4GB. PCI devices that are
64-bit compliant but use
a legacy option ROM
may not function
correctly with this setting
enabled.

Note

Applicable for C225 M6,
C245 M6, C225 M8,
C245 M8, and X215¢
M8, platforms only.

4.0 (1) and later

Disabled, Enabled

Disabled—This option is
Disabled.

Enable—This options is enabled.

VGA Priority

Allows you to set the
priority for VGA
graphics devices if
multiple VGA devices are
found in the system.

Note
Applicable for C225 M8
and C245 M8 platforms
only.

4.0(2) and later

Offboard, Onboard, Onboard VGA
Disabled

Onboar d—Priority is given to the
onboard VGA device. BIOS post
screen and OS boot are driven
through the onboard VGA port

Offboard Priority is given to
thePCIE Graphics adapter. BIOS
post screen and OS boot are driven
through the external graphics
adapter port.

Onboard VGA Disabled
—Priority is given to the PCIE
Graphics adapter, and the onboard
VGA device is disabled

Note

The vKVM does not function
when the onboard VGA is
disabled.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. AMD Supported Platforms

Supported Platforms |

Core Performance
Boost

Whether the AMD
processor increases its
frequency on some cores
when it is idle or not
being used much

Note

Applicable for C125 M5,
C225 M6, C245 M6,
C225 M8, C245 M8,
X215¢ M8 platforms
only.

4.0(2) and later

Disabled, Auto
* Disabled—This option is Disabled.

* Auto—The CPU automatically
determines how to boost
performance.

Global C State
Control

Whether the AMD
processors control
10-based C-state
generation and DF
C-states.

Note

Applicable for C125 M5,
C225 M6, C245 M6,
C225 M8, C245 M8, and
X215¢ M8 platforms
only.

4.0(2) and later

Auto, Disabled, Enabled

» Auto—This options is set to auto
mode.

* Disabled—This option is Disabled.

» Enable—This options is enabled.

Ln Stream HW
Prefetcher, where n
value is 1 and 2.

Whether the processor
allows the AMD
hardware prefetcher to
speculatively fetch
streams of data and
instruction from memory
into the L1 or L2 cache
when necessary.

Applicable for C125 MS5,
C225 M6, C245 M6,
C225 M8, C245 M8, and
X215c M8 platforms
only.

4.0(2) and later

Auto, Disabled, Enabled

» Auto—This options is set to auto
mode.

* Disabled—This option is Disabled.

* Enable—This options is enabled.
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Deter minism Slider

Allows AMD processors
to determine how to
operate.

Note

Applicable for C125 M5,
C225 M6, C245
M6,C225 M8, C245 M8,
and X215¢ M8 platforms
only.

4.0(2) and later

Auto, Performance, Power

» Auto—The CPU automatically
uses default power determinism
settings.

* Performance—Processor operates
at the best performance in a
consistent manner.

» Power—Processor operates at the
maximum allowable performance
on a per die basis.

Efficiency Mode | Allows you to configure [4.0(2) and later | Auto, Enabled

Enable powet cgnsumptlon based * Enabled—This option is enabled.
on efficiency.
Note * Auto—The CPU automatically
Appllcable for C225 M6 uses default settlngs.
and C245 M6 platforms
only.

CPPC Allows you to configure |4.0(2) and later | Auto, Disabled, Enabled
Collaborative Processor * Enabled—This option is enabled.
Performance Control.
Note * Disbled—This option is disabled.
Applicable for C225 M6, » Auto—The CPU automatically
€245 M6, C225 M8, uses default settings.
C245 M8, and X215¢
MS platforms only.

Enhanced CPU Enhances CPU 4.0(2) and later | Disabled, Auto

Performance performanf:e by adjusting * Disabled—This option is Disabled.
server settings
automatically. » Auto—Allows to adjust server
Note settings to increase the processor
Applicable for C245 M8 performance.
and X215¢ M8 platforms
only. Note

Enabling this functionality may
increase power consumption.

AV X512 The 512-bit extension of |4.3(4b) and later | Auto, Enabled, Disabled
the 256-bit Advanced
Vector Extensions (AVX)
SIMD instructions.

Power Down Enable or disable the 4.3(4b) and later |Auto, Enabled, Disabled

Enable DDR power down mode.
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Power Profile
Selection F19h

The DF P-state selection
in the profile policy is
overridden by the P-state
range, the BIOS option or
the APB_DIS BIOS
option.

where, F refers to the
processor family and M
denotes the model.

Note

F19 tokens are
expanding support to
include F1A family
processors.

4.3(4b) and later

High Performance M ode, Efficiency
Mode, Maximum IO Performance
Mode, Balanced Memory Performance
Mode

SEV-ESASID
Space Limit

The SEV-ES and SNP
guests must use ASIDs in
the range of 1 through
1007.

4.3(4b) and later

1-1007, with 1 as the default

XGMI ForceLink
Width

The force xGMI link
width.

4.3(4b) and later

Auto, 0, 1,2

TSME

Provides hardware
memory encryption of all
the data stored on system
DIMMs that is invisible
to the OS and slightly
increases the memory
latency.

4.3(4b) and later

Enabled, Disabled, Auto

4-link XxGM1 max
speed

Specifies the maximum
frequency used for XGMI
P-state in a 4-link

topology.

4.3(4b) and later

20 Gbps, 25 Gbps, 32 Gbps, Auto

Fixed SOC P-State
SP5 F19h

Forced P-State to be
independent or
dependent, as reported by
the ACPI _PSD object. It
changes the SOC P-State
if APBDIS is enabled.

where, F refers to the
processor family.

Note

F19 tokens are
expanding support to
include F1A family
processors.

4.3(4b) and later

0 - 2 with 0 as the default.
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Fixed SOC P-State

Forced P-State to be
independent or
dependent, as reported by
the ACPI _PSD object. It
changes the SOC P-State
if APBDIS is enabled.

4.3(4b) and later

Auto, Po, P1, P2,P3

DF PState

Frequency
Optimizer

Enable or Disable the DF
P-state CCLK effective
frequency optimizer.

4.3(4b) and later

Auto, Enabled, Disabled

PRMRR Size

Processor Reserved
Memory Range Registers
(PRMRR) is the size of
the protected region in
the system DRAM.

4.3(2) and later

Invalid Config, 1G, 2G, 4G, 8G, 16G,
32G, 64G, 128G, 256G, 512G, 128M,
Auto, 256M, 512M

Note
128M, Auto, 256M, 512M options are
available only for M7 servers.

Burst and
Postponed Refresh

Allows the memory
controller to defer the
refresh cycles when the
memory is active and
accomplishes the refresh
within a specified
window. The deferred
refresh cycles may run in
a burst of several refresh
cycles.

4.0(2) and later

Disabled, Enabled

APBDIS

Allows you to select the
Algorithm Performance
Boost (APB) Disable
value for the SMU.

4.0(2) and later

Auto, 0, 1

* Auto—Sets an auto ApbDis for
the SMU. This is the default
option.

* 0—Clear ApbDis to SMU
» 1—Set ApbDis to SMU
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Downcor e control
F19 MAOh-AFh

Provides the ability to
remove one or more cores
from operation is
supported in the silicon.
It may be desirable to
reduce the number of
cores due to operating
system restrictions, or
power reduction
requirements of the
system. This item allows
the control on the number
of cores that are running.
This setting can only
reduce the number of
cores from only those
available in the processor.

Note

This is applicable only
for AMD processors of
family 19h and for
models AOh-AFh.
where, F refers to the
processor family and M
denotes the model

4.0(2) and later
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Auto, TWO (1 + 1), TWO (2 +0),
THREE (3 + 0), FOUR (2 + 2), FOUR
4+0)",

"SIX (3 + 3)"

ONE (1 +0), TWO (2 + 0), THREE (3
+0), FOUR (4 + 0), FIVE (5 + 0), SIX
(6 + 0), SEVEN (7 + 0), EIGHT (8 +
0), NINE (9 + 0), TEN (10 + 0),
ELEVEN (11 + 0), TWELVE (12 +0),
THIRTEEN (13 + 0), FOURTEEN (14
+0), FIFTEEN (15 + 0)

» Auto—The CPU determines how
many cores must be enabled. This
is the default option.

* ONE (1 + 0)—One core enabled
on one CPU complex.

* TWO (2 +0)—Two cores enabled
on one CPU complex.

* THREE (3 + 0)—Three cores
enabled on one CPU complex.

* FOUR (4 + 0)—Four cores
enabled on one CPU complex.

* FIVE (5+ 0)—Five cores enabled
on one CPU complex.

* SI X (6 + 0)—Six cores enabled on
one CPU complex.

* SEVEN (7 + 0)—Seven cores
enabled on one CPU complex.

* EIGHT (8 + 0)—Eight cores
enabled on one CPU complex.

* NINE (9 + 0)—Nine cores enabled
on one CPU complex.

* TEN (10 + 0)—Ten cores enabled
on one CPU complex.

* ELEVEN (11 + 0)—Eleven cores
enabled on one CPU complex.

* TWELVE (12 + 0)—Twelve
cores enabled on one CPU
complex.

* THIRTEEN (13 + 0)—Thirteen
cores enabled on one CPU
complex.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. AMD Supported Platforms

Supported Platforms |

* FOURTEEN (14 + 0)—Fourteen
cores enabled on one CPU
complex.

e FIFTEEN (15 + 0)—Fifteen cores
enabled on one CPU complex.

Downcore control

Provides the ability to
remove one or more cores
from operation is
supported in the silicon.
It may be desirable to
reduce the number of
cores due to operating
system restrictions, or
power reduction
requirements of the
system. This item allows
the control on the number
of cores that are running.
This setting can only
reduce the number of
cores from only those
available in the processor.

4.0(2) and later

Auto, TWO (1 + 1), TWO (2 +0),
THREE (3 + 0), FOUR (2 + 2), FOUR
(4 +0), SIX (3 + 3)

» Auto—The CPU determines how
many cores must be enabled. This
is the default option.

* TWO (1 + 1)—One core enabled
on one CPU complex.

* TWO (2 +0)—Two cores enabled
on one CPU complex.

* THREE (3 + 0)—Three cores
enabled on one CPU complex.

* FOUR (4 + 0)—Four cores
enabled on one CPU complex.

* FIVE (5+ 0)—Five cores enabled
on one CPU complex.

* SIX (3+3)—Six cores enabled on
one CPU complex.
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CPU Downcore
control F19
M 10h-1Fh

Provides the ability to
remove one or more cores
from operation is
supported in the silicon.
It may be desirable to
reduce the number of
cores due to operating
system restrictions, or
power reduction
requirements of the
system. This item allows

the control on the number

of cores that are running.
This setting can only
reduce the number of
cores from only those
available in the processor.

Note

This is applicable only
for AMD processors of
family 19h and for
models 10h-1Fh. where,
F refers to the processor
family and M denotes
the model

Note

F19 tokens are
expanding support to
include F1A family
processors.

4.3(4b) and later

Auto, ONE (1 + 0), TWO (2 + 0),
THREE (3 + 0), FOUR (4 + 0), FIVE
(5 +0), SIX (6 + 0), SEVEN (7 + 0),
EIGHT (8 +0), NINE (9 + 0), TEN (10
+0), ELEVEN (11 + 0), TWELVE (12
+0), THIRTEEN (13 +0), FOURTEEN
(14 + 0), FIFTEEN (15 + 0)

Streaming Stores
Control

Enables the streaming
store functionality.

4.0(2) and later

Auto, Disabled, Enabled

Fixed SOC P-State

This option defines the
target P-state when
APBDIS (to disable
Algorithm Performance
Boost (APB)) is set. The
P-x specify a valid
P-state for the processor
installed.

4.0(2) and later

Auto, PO, P1, P2, P3

» Auto—Sets a valid P-state suitable
for the processor. This is the
default option.

* PO to P3—Highest-performing
SOC P-state to lowest-performing
SOC P-state.
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DF C-States

When long duration
idleness is expected in a
system, this control
allows the system to
transition into a DF
C-state which can set the
system into an even lower
power state.

4.0(2) and later

Auto, Disabled, Enabled

CCD Control

Allows you to specify the
number of
charge-coupled device
CCDs that are desired to
be enable in the system.

4.0(2) and later

Auto, 2 CCDs, 3 CCDs, 4 CCDs, 6
CCDs, 8 CCDs, 10 CCDs

Note
* 2 CCDs, 3 CCDs, 4 CCDs, 6
CCDs options are available only
for M6 servers.

* 2 CCDs, 4 CCDs, 6 CCDs, 8
CCDs, and 10 CCDs options are
available only for M8 servers.

CPU Downcore
control 7xx3chk m5
and m6 and update

Provides the ability to
remove one or more cores
from operation is
supported in the silicon.
It may be desirable to
reduce the number of
cores due to operating
system restrictions, or
power reduction
requirements of the
system. This item allows
the control on the number
of cores that are running.
This setting can only
reduce the number of
cores from only those
available in the processor.

4.0(2) and later

Auto, ONE (1 + 0), TWO (2 + 0),
THREE (3 + 0), FOUR (4 + 0), FIVE
(5 +0), SIX (6 + 0), SEVEN (7 + 0)
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Downcor e control

Provides the ability to
remove one or more cores
from operation is
supported in the silicon.
It may be desirable to
reduce the number of
cores due to operating
system restrictions, or
power reduction
requirements of the
system. This item allows
the control on the number
of cores that are running.
This setting can only
reduce the number of
cores from only those
available in the processor.

4.0(2) and later

Auto, TWO (1 + 1),TWO (2 + 0),
THREE (3 + 0), FOUR (2 +2), SIX (3
+3)

ACPI SRAT L3
Cache AsNUMA
Domain

Creates a layer of virtual
domains on top of the
physical domains in
which each Cisco
Compatible Extensions is
declared to be in its on
domain.

4.2(1) and later

Auto, Disabled, Enabled

Cisco xGMI Max
Speed

This option enables 18
Gbps XGMI link speed.

4.002)

Disabled, Enabled

EDC Control
Throttle

Enables or disables the
EDC Shutdown
Protection which
enhances the utilization
tracking to avoid EDC
shutdown responses to
specific aggressive
workloads.

4.3(4a) and later

Auto, Enabled, Disabled

DLWM Support

This value controls the
Dynamic Link Width
Management (DLWM)
feature.

When the platform can
support either an 8 lane
or 16 lane xGMI
operation, the dynamic
adjustment feature
provides power savings.

4.3(4a) and later

Auto, Enabled, Disabled

Local APIC Mode"

Selects the APIC mode to
be used.

4.3(4a) and later

Compatibility, XAPIC, X2APIC, Auto
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PCleTen Bit Tag |Enables the PCle ten bit |4.3(4a) and later | Auto, Enabled, Disabled
Support tags for the supported
devices.
SMT Mode Whether the processor |4.0(2) and later | Disabled, Enabled, Auto, Off
uses AMD Simultaneous
MultiThreading Note . .
. Off options are available for M5
Technology, which .
. servers only with Auto as the default.
allows multithreaded
software applications to
execute threads in parallel
within each processor.
SVM Mode Whether the processor | 4.0(2) and later | Disabled, Enabled
uses AMD Secure Virtual
Machine Technology.
Memory Clock Allows the memory clock | 4.3(4a) and later | Auto, 800 MHz, 933 MHz, 1067 MHz,
Speed 7xx3 (AMD |to be further reduced 1200 MHz, 1333 MHz, 1467MHz, 1600
3rd Gen CPU) from the maximum MHz, 1633 MHz, 1667MHz, 1700
platform limit. MHz, 1733 MHz, 1767 MHz, 1800
MHz, 400 MHz
Memory Clock Allows the memory clock | 4.3(4a) and later | Auto, 667 MHz, 800 MHz, 933 MHz,
Speed 7xx2 (AMD | to be further reduced 1067 MHz, 1200 MHz, 1333 MHz,
2nd Gen CPU) from the maximum 1467 MHz, 1600 MHz
platform limit.
XGMI Link Configures the number of | 4.3(4a) and later | Auto, 2 xGMI Links, 3 xGMI Links, 4
Configuration xGMI2 links used on a xGMI Links
multi-socket system.
Preferred 10 Enables the feature for a |4.3(4a) and later | Auto, Bus
7xx3(AMD 3rd Gen | preferred bus as a
CPU) performance
improvement.
Preferred 1O 7xx2 | Enables the feature for a |4.3(4a) and later | Auto, Manual
(AMD 2nd Gen preferred bus as a
CPU) performance
improvement.
Core Watchdog Enables or disables CPU |4.3(4a) and later | Auto, Enabled, Disabled
Timer Enable watchdog timer.
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110 eDPC Support

The eDPC (Enhanced
Downstream Port
Containment) allows a
downstream link to be
disabled after an
uncorrectable error,
enabling recovery
possible in a controlled
and robust manner.

4.3(6c) and later

Disabled, On Fatal Error, On Fatal and
Non-Fatal Errors

Note

The value On Fatal Error is not
supported on C225 M8, C245 M8, and
X215¢ M8 servers.

* Disabled—eDPC support is turned
off, and the system does not take
any action to disable downstream
links in response to errors.

+ On Fatal Error—eDPC is
enabled only for fatal errors.is not
supported on Cisco UCS C225
M8, Cisco UCS C245 M8, and
X215¢c M8 servers.

» On Fatal and Non-Fatal
Errors—eDPC is enabled for both
fatal and non-fatal errors.

Baud Rate

What Baud rate is used
for the serial port
transmission speed. If
you disable Console
Redirection, this option
is not available.

4.2(1) and later

9.6k, 19.2k, 38.4k, 57.6k, 115.2k

CDN Control

Consistent Device
Naming allows Ethernet
interfaces to be named in
a consistent manner. This
makes Ethernet interface
names more uniform,
easy to identify, and
persistent when adapter
or other configuration
changes are made.

4.2(1) and later

Enabled, Disabled

BIOS Techlog
Level

This option denotes the
type of messages in BIOS
tech log file.

4.2(1) and later

Maximum, Minimum, Normal

» Maximum—-Critical messages will
be displayed in the log file. This is
the default option

* Minimum—Warning and loading
messages will be displayed in the
log file.

» Normal—Normal and information
related messages will be displayed
in the log file.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. AMD Supported Platforms

Supported Platforms |

OptionROM
Launch
Optimization

The Option ROM launch
is controlled at the PCI
Slot level, and is enabled
by default. In
configurations that
consist of a large number
of network controllers
and storage HBAs having
Option ROMs, all the
Option ROMs may get
launched if the PCI Slot
Option ROM Control is
enabled for all. However,
only a subset of
controllers may be used
in the boot process. When
this token is enabled,
Option ROMs are
launched only for those
controllers that are
present in boot policy.

4.2(1) and later

Enabled, Disabled

Console
Redirection

Allows a serial port to be
used for console
redirection during POST
and BIOS booting. After
the BIOS has booted and
the operating system is
responsible for the server,
console redirection is
irrelevant and has no
effect

4.2(1) and later

Disabled, COM 0, COM 1

* COM 0 enables serial port for
console redirection during POST.
This option is valid only for M6
blade servers and rack-mount
servers.

* COM 1 or serial-port-b enables
serial port B for console
redirection and allows it to perform
server management tasks. This
option is only valid for rack-mount
Servers.

Flow Control

Whether a handshake
protocol is used for flow
control. Request to Send
/ Clear to Send
(RTS/CTS) helps to
reduce frame collisions
that can be introduced by
a hidden terminal
problem.

4.2(1) and later

None, RTC-CTS

FRB 2 Timer

Whether the FRB2 timer
is used for recovering the
system if it hangs during
POST.

4.2(1) and later

Enabled, Disabled
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OSBoot Watchdog
Timer

Whether the BIOS
programs the watchdog
timer with a predefined
timeout value. If the
operating system does not
complete booting before
the timer expires, the
CIMC resets the system
and an error is logged.

4.2(1) and later

Enabled, Disabled

OSBoot Watchdog
Timer Policy

What action the system
takes if the watchdog
timer expires.

4.2(1) and later

Power-off, Reset

OSWatchdog
Timer Timeout

What timeout value the
BIOS uses to configure
the watchdog timer.

4.2(1) and later

5 minutes, 10 minutes, 15 minutes, 20
minutes

Serial Mux

Enables or disables the
serial mux configuration.

4.3(4a) and later

Serial Mux

Terminal Type

What type of character
formatting is used for
console redirection.

4.2(1) and later

PC-ANSI, VT100, VT100-PLUS,
VT-UTF8

SHA-1 PCR Bank

The Platform
Configuration Register
(PCR) is a memory
location in the TPM.
Multiple PCRs are
collectively referred to as
a PCR bank. A Secure
Hash Algorithm 1 or
SHA-1 PCR Bank allows
to enable or disable TPM
security.

4.2(1) and later

Enabled, Disabled

Note
For C245 M8, it is Disabled by default.

SHA256 PCR Bank

The Platform
Configuration Register
(PCR) is a memory
location in the TPM.
Multiple PCRs are
collectively referred to as
a PCR bank. A Secure
Hash Algorithm 256-bit
or SHA-256PCR Bank
allows to enable or
disable TPM security.

4.2(1) and later

Enabled, Disabled
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SHA384 PCR Bank

£

The Platform
Configuration Register
(PCR) is a memory
location in the TPM.
Multiple PCRs are
collectively referred to as
a PCR bank. A Secure
Hash Algorithm 384-bit
or SHA-384PCR Bank
allows to enable or

4.3(3a) and later

Enabled, Disabled

Sync Flood is detected.
The delayed minutes
range from 5 to 255
minutes 0 ~ 4.

disable TPM security.
Trusted Platform | Whether to enable or 4.2(1) and later | Enabled, Disabled
Module State disable the Trusted

Platform Module (TPM),

which is a component

that securely stores

artifacts that are used to

authenticate the server.
TPM Pending Trusted Platform Module | 4.2(1) and later | None, TpmClear
Operation (TPM) Pending

Operation option allows

you to control the status

of the pending operation.
Security Device It controls the entire TPM |4.2(3) and later | Enabled, Disabled
Support functionality.
Reset After Enable AB to forward |6.0(2x) Enable, Disable, Auto
Sync-Flood downstream sync-flood

message to system

controller.
Delay Reset After | This control delay time | 6.0(2x) 0, 255. Default is 5.
Sync-Flood for system reset when a

\}

Note

SHA384 PCR Bank Bios token supports PID models UCS-TPM-002D and UCS-TPM-002D-D.

XE-Series M8 Supported Platforms

BIOS Tokens applicable for Unified Edge (XE-Series M 8) Platforms
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Name Description Versions |Supported |Values
Models
XE1X0M8
IPVAHTTP Enables or disables IPv4 | 60(1260001) | v/ Disabled, Enabled
Support support for HTTP. and later « Disabled—IPv4 HTTP support
is not available.
» Enabled—IPv4 HTTP support
is made available.
IPV6HTTP Enables or disables IPv6 | 60(1260001) | v Disabled, Enabled
Support support for HTTP. and later « Disabled—IPv6 HTTP support
is not available.
» Enabled—IPv6 HTTP support
is made available.
IPV4 PXE Enables or disables IPv4 | 60(1260001) | v/ Disabled, Enabled
Support support for PXE. and later « Disabled—IPv4 PXE support
is not available.
» Enabled—IPv4 PXE support
is made available.
IPV6 PXE Enables or disables IPv6 | 60(1260001) | v Disabled, Enabled
Support support for PXE. and later « Disabled—IPv6 PXE support
is not available.
» Enabled—IPv6 PXE support
is made available.
Network Stack | This option allows you | 60(1260001) | v/ Disabled,Enabled
to enable or disable the |and later « Disabled—Network Stack
complete network style support is not available
of the system. PP '
» Enabled—Network Stack
support is available.
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naming convention is
according to Consistent
Device Naming (CDN)
or the traditional way of
naming conventions.

Note

Applicable for C220
M3, C240 M8, X210c
M8 platforms only.

Name Description Versions |Supported |Values
Models
XE1X0M8
Power ON This token requires that | 6.0(1260001) | v/ Disabled, Enabled
Passwor d you setaBIOS password | and later . Disabled—Power On
before using the F2 Password is disabled
BIOS configuration. If )
enabled, password needs « Enabled—Power On
to be validated before Password is enabled.
you access BIOS
functions such as IO
configuration, BIOS set
up, and booting to an
operating system using
BIOS.
PreBoot DMA | The BIOS setting that | 60(1260001) | v/ Disabled, Enabled
Protection aims to prevent and later .
. . * Disabled
unauthorized Direct
Memory Access (DMA) ——Options are Disabled.
during the boot process, « Enabled
potentially protecting .
against malicious devices ——Options are Enabled.
from gaining access to
system memory.
CDN Support | Whether the Ethernet | 60(1260001) | v/ Enabled, Disabled
for LOM Networking Identifier |and later

* Disabled OS Ethernet
Networking Identifier is named
in a default convention as
ETHO, ETH1 and so on.

 Enabled OS Ethernet Network
Identifier is named in a
consistent device naming
(CDN) convention according
to the physical LAN on
Motherboard (LOM) port
numbering; LOM Port 0, LOM
Port 1 and so on.
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Name Description Versions |Supported |Values
Models
XE1X0M8

110 eDPC This option allows a 6.0(1260001) | v Disabled, On fatal error, On fatal
Support downstream link to be | and later and non-fatal error

disabled after an

uncorrectable error,

making recovery

possible in a controlled

and robust manner.

Note

Applicable for C220 M8

and C240 M8 platforms

only.
PCle Slot Whether the server can | 60(1260001) | v/ Disabled, Enabled
MSTOR RAID |use the Option ROMs | and later . . .
OptionROM present in the PCle Dlsgbl ed—Option ROM s not

MSTOR RAID available.

Note  Enabled—Option ROM is

Applicable for C220 M8 available.

and C240 M8 platforms

only.
PCleSlot n Link speed for PCle Slot | 60(1260001) | v/ Disabled, Auto, GEN1, GEN2,
Link Speed designated by slot n. and later GEN3, GEN4, GEN5
where n ranges .

GENS is supported only for speeds

from 1to 8. Lt 6.
ggtrecz 45 M8 + Disabled—Maximum speed is
platform, n not restricted.

ranges from 1 to
8.

* Auto—The maximum speed
is set automatically.

» Gen 1—2GT/s (gigatransfers
per second) is the maximum
speed allowed.

» Gen 2—5GT/s is the
maximum speed allowed

* Gen 3—8GT/s is the
maximum speed allowed

* Gen 4—16GT/s is the
maximum speed allowed

* Gen 5—32 GT/s is the
maximum speed allowed
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Name Description Versions |Supported |Values
Models
XE1X0M8

Front NVME n | This option allows you |6.0(1260001) | v/ Disabled, Auto, GEN1, GEN2,

Link Speed to restrict the maximum | and later GEN3, GEN4, GEN5

where nranges |speed of an NVME card . . .

from 1 to 12. installed in the front Dlsable(’ti—Mammum speedis

PCle slot not restricted.

For C245 M8 ' .

platform, n * Auto—The maximum speed

ranges fr’om lto is set automatically.

4. » Gen 1—2.5GT/s (gigatransfers
per second) is the maximum
speed allowed.

* Gen 2—5GT/s is the
maximum speed allowed
* Gen 3—8GT/s is the
maximum speed allowed
* Gen 4—16GT/s is the
maximum speed allowed
* Gen 5—32GT/s is the
maximum speed allowed

Front NVME n | This options allows you | 60(1260001) | v/ Enabled, Disabled

OptionROM to control the. Option and later « Disabled—Option is not

where nranges | ROM execution of the restricted

from 1 to 24. PCle adapter connected '

For C245 M8 to the SSD:NVMe slot n. « Enabled—Option is restricted.

platform, n

ranges from 1 to

4.

PCle Whether Option ROM is | 60(1260001) | v/ Disabled, Enabled, Legacy only,

Slot:MLOM available on the MLOM | and later UEFI only

OptionROM port.

« Disabled—The expansion slot
is not available.

» Enabled—The expansion slot
is available.

* UEFI only—The expansion
slot is available only for UEFIL.

* Legacy only—The expansion
slot is available only for
legacy.
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Name Description Versions |Supported |Values
Models
XE1X0M8
PCle Slot Whether Option ROM is | 60(1260001) | v/ Disabled, Enabled, Legacy only,
nOptionROM , | available on the port. and later UEFT only
where n ranges + Disabled—The expansion slot
from 1 to 8 : :
is not available.
» Enabled—The expansion slot
is available.
Re-Size BAR | Allows to enable or 6.0(1260001) | v Enabled, Disabled
Support disable Re-sizable BAR |and later Note
support setup ftem. By default it is Enabled for AMD
platforms and Disabled for Intel
platforms.
PCleSlotsCDN | PCle Slots Consistent | 60(1260001) | v/ Enabled, Disabled
Control where, |Device Naming (CDN) |and later . .
CDN refers to | control allows PCle slots lepiei—Optlon 1s not
Consistent to be named in a restricted.
Device Naming | consistent manner. This « Enabled—Option is restricted.
makes PCle slot names
more uniform, easy to
identify, and persistent
when the configuration
changes are made.
Consistent PCle Slots Consistent | 60(1260001) | v/ Enabled, Disabled
Device Naming | Device Naming (CDN) |and later . .
(CDN) Control |control allows PCle slots rDISt‘;;liblteg—Optlon Is not
to be named in a estrcted.
consistent manner. This + Enabled—Option is restricted.
makes PCle slot names
more uniform, easy to
identify, and persistent
when the configuration
changes are made.
ACPI SRAT Enables or disables the | 60(1260001) | v/ Disabled, Enabled
Special Purpose | ACPI SRAT SP Memory | and later « Disabled—Options are
Memory Flag |flag when the UEFI .
. Disabled.
Memory Map Special
Purpose Flag is enabled. « Enabled—Options are

enabled.
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Name Description Versions |Supported |Values
Models
XE1X0M8
UEFI Memory |Changing the UEFI 6.0(1260001) | v Disabled, Enabled
Map Special Memory .Map.Spe(nal and later « Disabled—Options are
Purpose knob settings impacts Disabled
Memory Flag |CXL cards on certain ’
operating systems.  Enabled—Options are
enabled.
Enhanced Enables enhanced 6.0(1260001) | v Disabled, Enabled, Auto
Memory Test | memory tests during the | and later « Disabled—Options are
system boot and Disabled
increases the boot time ’
based on the memory. « Enabled—Options are
enabled.
* Auto—Option is in auto mode.
BME DMA Allows you to disable the | 60(1260001) | v Enabled, Disabled
Mitigation PCI BME bit to mitigate | and later « Disabled—Option is not
the threat from an .
. restricted.
unauthorized external
DMA * Enabled—Option is restricted.
MMIO High Selects the allocation 6.0(1260001) | v 1G, 4G, 16G, 32G, 64G, 256G,
Granularity size that is used to assign | and later 1024G, Auto
Size memory-mapped I/O
MMIO) resources Note . .
( : Auto and 32G option is applicable
to M8 intel platforms only.
MMIO High The base memory size | 60(1260001) | v/ 512G, 1T, 2T, 4T, 16T, 24T, 32T,
Base according to and later 40T, 56T, Auto
memqw-?ddiﬁs SI/O Note
Iﬁiﬂgg orthe Auto option is applicable to M8
( resources) intel platforms only.
Memory Size |Limits the capacity in | 60(1260001) | v/ 0- 65535 with a step size of 1
Limitin GB Partial Memory Mirror |and later
Mode up to 50 percent of
the total memory
capacity. The memory
size can range from 0
GB to 65535 GB in
increments of 1 GB.
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Name Description Versions |Supported |Values
Models
XE1X0M8
Memory Provides a protective 6.0(1260001) | v CLTT with PECI, Disabled
Thermal mechanism to ensure the | and later . .
. . * Disabled—Options are
Throttling memory temperature is Disabled
Mode within the limits. When '
the temperature exceeds * CLTT with PECI—Closed
the maximum threshold Loop Thermal Throttling
value, the memory (CLTT) with Platform
access rate is reduced Environment Control Interface
and Baseboard (PECD).
Management Controllerf
(BMC) adjusts the fan to
cool down the memory
to avoid DIMM damage
due to overheat
NUMA Whether the BIOS 6.0(1260001) | v Enabled, Disabled
Optimized supports NUMA. and later « Disabled—The BIOS does not
support NUMA.

* Enabled—The BIOS includes
the ACPI tables that are
required for NUMA-aware
operating systems. If you
enable this option, the system
must disable Inter-Socket
Memory interleaving on some
platforms.
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Name Description Versions |Supported |Values
Models
XE1X0M8
Partial Memory | enables you to partially | 6.0(1260001) | v/ Disabled, Percentage, Value in GB
Mirror Mode | mirror by Gli (Lr by a and later « Disabled—Options are
percentage o t. e Disabled.
memory capacity.
Depending on the option * Percentage—The amount of
selected here, you can memory to be mirrored in the
define either a partial Partial Memory Mode is
mirror percentage or a defined as a percentage of the
partial mirror capacity in total memory.
GB in available fields.
You can partially mirror * Value in GB—The amount of
up to 50 percent of the memory to be mirrored in the
memory capacity. Partial Memory Mode is
defined in GB.
Note
Partial Memory Mirror Mode
is mutually exclusive to
standard Mirroring Mode.
Partial Mirrors 1-4 can be
used in any number or
configuration, provided they
do not exceed the capacity
limit set in GB or Percentage
in the related options.
Note
Value in GB option is not
applicable for M8 platforms.
Partial Mirror |Limits the amount of 6.0(1260001) | v 0.00 - 50.00 with a step size of 0.01
Percentage available memory to be |and later
mirrored as a percentage
of the total memory. This
can range from 0.000.01
% to 50.00 % in
increments of 0.01 %.
PCleRAS Whether the PCIe RAS | 60(1260001) | v/ Disabled, Enabled
Support g;)sr; l;seznabled or and later « Disabled—This option is
’ Disabled.
* Enabled—This option is
enabled.
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Name Description Versions |Supported |Values

Models

XE1X0M8
RuntimePost | Enables the soft 6.0(1260001) | v Disabled, Enabled
Package Repair | post-package repairs of |and later

the corrected memory
errors during OS
runtime.
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and serviceability (RAS)
is configured for the
server.

Name Description Versions |Supported |Values
Models
XE1X0M8

Memory RAS |How the memory 6.0(1260001) | v

Configuration |reliability, availability, |and later
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Description

Versions

Supported
Models

XE1X0M8

Values

Maximum Performance, Mirroring,
Lockstep, Mirror Mode 1L M,
Partial Mirror Mode 1LM, Sparing,
ADDDC Sparing

* Maximum
Performance—Optimizes the
system performance and
disables all the advanced RAS
features.

Mirroring—System reliability
is optimized by using half the
system memory as backup.
This mode is used for UCS M4
and lower blade servers

Lockstep—If the DIMM pairs
in the server have an identical
type, size, and organization
and are populated across the
SMI channels, you can enable
lockstep mode to minimize
memory access latency and
provide better performance.
Lockstep is enabled by default
for B440 servers.

Mirror Mode 1LM—Mirror
Mode 1LM will set the entire
1LM memory in the system to
be mirrored, consequently
reducing the memory capacity
by half. This mode is used for
UCS M5 and M6 blade
servers.

Partial Mirror Mode

1| LM—Partial Mirror Mode
1LM will set a part of the ILM
memory in the system to be
mirrored, consequently
reducing the memory capacity
by half. This mode is used for
UCS M5 and M6 blade

SCrvers.

* Sparing—System reliability is
optimized by holding memory
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Name Description Versions |Supported |Values

Models

XE1X0M8
in reserve so that it can be used
in case other DIMMs fail. This
mode provides some memory
redundancy, but does not
provide as much redundancy
as mirroring.

+ ADDDC Sparing—System
reliability is optimized by
holding memory in reserve so
that it can be used in case other
DIMM s fail. This mode
provides some memory
redundancy, but does not
provide as much redundancy
as mirroring.

Select PPR Post Package Repair 6.0(1260001) | v Disabled, Hard PPR
T PPR) provi h nd later . .
Pe gbilitgf It)oor\e/:;;i ;afllty ndlae " Disabled—Options are
Disabled.
memory cells by
replacing them with * Hard PPR—This results in a
spare cells. permanent remapping of
damaged storage cells.
UMA As the name implies, 6.0(1260001) | v Disable-All-2All,
UMA based clustering is | and later Hemisphere-2-clusters,
the suggested clustering Quadrant-4-clusters
mode when the processor
is configured as Uniform Note
Memory Access (UMA) For M7 servers, the default value
node, i.e. SNC is is Quadrant-4-clusters.
disabled. Note
Quadrant-4-clusters option is not
applicable for M8 platforms.
Error Check Allows you to enable a | 60(1260001) | v/ Disabled, Enabled with result
Scrub memory device to and later collection, Enabled without result
perform memory collection
checking, correction and
count errors.
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Name Description Versions |Supported |Values
Models
XE1X0M8

Rank Margin | Allows automated 6.0(1260001) | v Enabled, Disabled
Tool memory margin testing | and later

and is used to identify

DDR margins at the rank

level.
Adaptive Selects Adaptive Refresh | 60(1260001) | v/ Default, Level A, Level B, Level C
Refresh Management (ARFM) | and later
Management | Level when refresh
Level management (RFM) is

required.
Memory Whether to enable or 6.0(1260001) | v Disabled, Enabled
Mapped IO disable memory mapped | and later : . .
above4GB | I/O of 64-bitPCI devices » Disabled—This option is

Disabled.

to 4GB or greater

address space. Legacy » Enable—This options is

option ROMs are not enabled.

able to access addresses

above 4GB. PCI devices

that are 64-bit compliant

but use a legacy option

ROM may not function

correctly with this setting

enabled.
Enhanced CPU | Enhances CPU 6.0(1260001) | Disabled, Auto
Performance | performance by adjusting | and later

server settings
automatically.

* Disabled—This option is
Disabled.

* Auto—Allows to adjust server
settings to increase the
processor performance.

Note
Enabling this functionality may
increase power consumption.
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Name Description Versions |Supported |Values
Models
XE1X0M8
LLC Dead Line|In CPU non-inclusive | 60(1260001) | v/ Disabled, Enabled, Auto
cache scheme, and later . .
Mid-Level Cache (MLC) Disabled—The dead lines are
. . always dropped and are never
evictions are filled into filled into the LLC
the Last-Level Cache ted mto the ’
(LLC). When lines are » Enable—Allows the LLC to
evicted from the MLC, fill dead lines into the LLC if
the core can flag them as there is free space available.
dead (not likely to be This is the default option.
read again). The LLC
has the option to drop » Auto—The CPU determines
dead lines and not fill the LLC dead line allocation.
them in the LLC.
XPT Remote | This feature allows an | 60(1260001) | v/ Disabled, Enabled
Prefetch LLC' request to be and later « Disabled—This option is
duplicated and sent to an .
. Disabled.
appropriate memory
controller in a remote » Enable—This options is
machine based on the enabled.
recent LLC history to
reduce latency. » Auto—The CPU determines
the functionality.
Latency A set of BIOS settings | 60(1260001) | v/ Disabled, Enabled
Optimized that prioritize 10v.v and later « Disabled—Options are
Mode latency and consistent .
Disabled.
performance over energy
efficiency or other « Enabled—Options are
optimizations. enabled.
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even/odd pairs instead of
fetching just the required
line.

Name Description Versions |Supported |Values
Models
XE1X0MS8
QPI Link The Intel QuickPath 6.0(1260001) | v Auto, 9.6 GT/s, 10.4 GT/s,
Frequency Interconnect (QPI) link |and later 11.2GT/s, 12.8GT/s, 14.4GT/s,
Select frequency, in 16.0GT/s, 20.0GT/s, 16.0GT/s,
megatransfers per second 20.0GT/s,24.0GT/s, Auto, Use Per
(MT/s). Link Setting
Note
9.6 GT/s, 10.4 GT/s options
available for M5 and M6 servers
only. 11.2GT/s for M6 and
12.8GT/s, 14.4GT/s, 16.0GT/s,
20.0GT/s for M7.
Note
16.0GT/s, 20.0GT/s,24.0GT/s,
Auto, Use Per Link Setting is
applicable for M8 servers only.
USB Port Front | Whether the front panel |6.0(1260001) | v/ Enabled, Disabled
USB devices are enabled | and later
or disabled.
USB Port KVM | Whether the USB Port | 60(1260001) | v/ Enabled, Disabled
KVM devices are and later
enabled or disabled.
USB Port Rear | Whether the USB port | 60(1260001) Enabled, Disabled
rear devices are enabled | and later
or disabled.
USB Port:M.2 | Whether the SD card 6.0(1260001) | v Enabled, Disabled
Storage drives are enabled or and later
disabled.
PRMRR Size |Processor Reserved 6.0(1260001) | v Invalid Config, 1G, 2G, 4G, 8G,
Memory Range Registers | and later 16G, 32G, 64G, 128G, 256G, 512G,
(PRMRR) is the size of 128M, Auto, 256M, 512M
the protected region in
the system DRAM Note
M : 128M, Auto, 256M, 512M options
are available only for M7 servers.
Adjacent Cache | Whether the processor | 60(1260001) | v/ Disabled, Enabled
Line Prefetcher | fetches cache lines in and later

* Disabled—This option is
Disabled.

* Enable—This option is
enabled.
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Description

Versions

Supported
Models

XE1X0M8

Values

Boot
Performance
Mode

Allows the user to select
the BIOS performance
state that is set before the
operating system
handoff.

60(1260001)
and later

v

Max Performance, Max Efficient,
Set by Intel NM

Note
Set by Intel NM option is not
applicable for M8 intel platforms.

DFX OSB

Controls the
Opportunistic Snoop
Broadcast (OSB) feature.
OSB is used by CHA to
broadcast snoops under
lightly loaded ring or
Intel UPI link condition.
It is used to reduce the
latency due to the
directory lookup.

60(1260001)
and later

Auto, Enabled, Disabled

Processor
CMCI

Allows the CPU to
trigger interrupts on
corrected machine check
events. The corrected
machine check interrupt
(CMCI) allows faster
reaction than the
traditional polling timer.

60(1260001)
and later

Disabled, Enabled

Configurable
TDP Leve

Allows you to set a
customized value for
Thermal Design Power
(TDP).

60(1260001)
and later

Normal, Level 1, Level 2
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Name Description Versions |Supported |Values

Models

XE1X0M8
CoreMulti Sets the state of logical | 60(1260001) | v/ All, 1 through 86
Processing processor cores per CPU | and later

* All— Enables multiprocessing

in a package. If you on all logical processor cores.

choose All as the value,

Intel Hyper Threading * 1 through 86—Specifies the
technology is also number of logical processor
enabled. cores per CPU that can run on

the server. To disable
multiprocessing and have only
one logical processor core per
CPU running on the server,
choose 1.

Note
For M6 servers, it ranges from
1 through 48.

Note
1, 2, and 3 options are not
applicable for M8 servers.

Note
From 65 to 86 is applicable
for M8 servers only.

Energy Allows you to determine | 6.0(1260001) | v/ Performance, Balanced
Performance | whether system and later Perfor mance, Balanced power,
performance or energy power

efficiency is more
important on this server.

Energy When energy efficient | 60(1260001) | v/ Disabled, Enabled
Efficient Turbo | turbo is enabled, the and later

optimal turbo frequency

of the CPU turns

dynamic based on CPU

utilization. The
power/performance bias
setting also influences
the energy efficient
turbo.
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Description

Versions

Supported
Models

XE1X0M8

Values

Enhanced I ntel

Speedstep(R)
Technology

Whether the processor
uses Enhanced Intel
SpeedStep Technology,
which allows the system
to dynamically adjust
processor voltage and
core frequency. This
technology can result in
decreased average power
consumption and
decreased average heat
production.

60(1260001)
and later

v

Disabled, Enabled

Processor EPP
Profile

Allows you to determine
whether system
performance or energy
efficiency is more
important on this server.

60(1260001)
and later

Performance, Balanced
Perfor mance, Balanced power,
power

|OAT
Configuration

Enables or disables the
CPM (Content
Processing Module) in
IOAT (Intel® 1/0
Acceleration
Technology)
accelerators.

60(1260001)
and later

Disabled, Enabled

Hardware
Prefetcher

Whether the processor
allows the Intel hardware
prefetcher to fetch
streams of data and
instructions from
memory into the unified
second-level cache when
necessary.

60(1260001)
and later

Disabled, Enabled

CPU Hardware
Power
M anagement

Enables processor
Hardware Power
Management (HWPM).

60(1260001)
and later

Disabled, HWPM Native M ode,
HWPM OOB Mode, Native Mode
with no Legacy

Intel Dynamic
Speed Select

Intel Dynamic Speed
Select modes allow you
to run the CPU with
different speeds and
cores in auto mode.

60(1260001)
and later

Disabled, Enabled
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Name Description Versions |Supported |Values
Models
XE1X0M8
Intel Whether the processor | 60(1260001) | v/ Disabled, Enabled
Hyper Threading | uses Intel and later
Tech Hyper-Threading
Technology, which

allows multithreaded
software applications to
execute threads in
parallel within each

processor.
Intel Turbo Whether the processor | 60(1260001) | v/ Disabled, Enabled
Boost Tech uses Intel Turbo Boost | and later

Technology, which
allows the processor to
automatically increase its
frequency if it is running
below power,
temperature, or voltage
specifications.

Intel(R) VT Whether the processor | 60(1260001) | v/ Disabled, Enabled
uses Intel Virtualization |and later
Technology for Directed

/O (VT-R)
DCU IP Whether the processor | 60(1260001) | v/ Disabled, Enabled
Prefetcher uses the DCU IP and later

Prefetch mechanism to
analyze historical cache
access patterns and
preload the most relevant
lines in the L1 cache.

KTI Prefetch | KTI prefetch is a 6.0(1260001) | v/ Disabled, Enabled, Auto
mechanism to get the and later Note
memory read started . .
carly on a DDR bus. ﬁ.;t(;e(;sgfsn is not applicable for
LLC Prefetch | Whether the processor  |[4.0(2) and | v Disabled, Enabled

uses the LLC Prefetch | later
mechanism to fetch the
date into the LLC.
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Name Description Versions |Supported |Values
Models
XE1X0M8
Package C State| The amount of power | 60(1260001) | v/ No Limit, Auto, CO C1 State, C2,
Limit available to the server |and later C6 Non Retention, C6 Retention
components when they Note
are idle, C6 Retention option is not
applicable for M8 servers.
Patrol Scrub It sets the interval fora | 60(1260001) | v/ Disabled, Enabled
full memory scan. and later « Enable—The system
periodically reads and writes
memory searching for ECC
errors. If any errors are found,
the system attempts to fix
them. This option may correct
single bit errors before they
become multi-bit errors, but it
may adversely affect
performance when the patrol
scrub is running.

* Disable—The system checks
for memory ECC errors only
when the CPU reads or writes
a memory address.

Processor C1E | Allows the processor to | 60(1260001) | v/ Disabled, Enabled
transition to its minimum | and later
frequency upon entering
C1. This setting does not
take effect until after you
have rebooted the server.
Processor C6 | Whether the processor | 60(1260001) | v/ Disabled, Enabled
Report sends the C6 report to | and later
the operating system.
P STATE Allows you to define 6.0(1260001) | v SW All, HW All, SW Any
Coordination |how BIOS and later Note
Note communicates the P-state SW Any option is available for M5
It is also called suppor't model o the servers only.
EIST PSD operating system. There
F . are 3 models as defined
unction n
UCSM. by the Advanced
Configuration and Power
Interface (ACPI)
specification.
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Name Description Versions |Supported |Values
Models
XE1X0M8
Sub Numa Whether the CPU 6.0(1260001) | v Disabled, Enabled, Auto, SNC2,
Clustering supports sub NUMA and later SNC4
clustering, in which the
tag directory and the Note L .

+ Auto option is available for
femory channel are M5, M7, and M8 servers only.
always in the same
region. * Enabled option is available for

M6 and MS servers only.

* Disabled option is available
for M6, M7, and M8 servers
only.

* SNC2, SNC4 options are
available for M7 servers only.

DCU Streamer | Whether the processor | 60(1260001) | v/ Disabled, Enabled, Auto
Prefetch uses the DCU IP and later
Prefetch mechanism to Note .o .
L Auto option is applicable to M8
analyze historical cache .
intel platforms only.
access patterns and
preload the most relevant
lines in the L1 cache.
Uncore Allows you to configure | 60(1260001) | v/ Disabled, Enabled, Mode 0, and
Frequency the scaling of the uncore | and later Mode 1
Scaling frequency of the Note
processor. Mode 0 and Mode 1 is applicable
for M8 servers only with Mode 1
being default.
Uncore Adjusts the frequency of | 60(1260001) | v/ Mode 1, Mode 0
Frequency processor uncore and later
Scaling 10 components responsible
for I/O operations to
optimize power and
performance.
Workload This feature allows for | 60(1260001) | v/ Balanced, 1O Sensitive
Configuration |workload optimization. |and later
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Name Description Versions |Supported |Values
Models
XE1X0M8
XPT Prefetch | Whether XPT prefetch is | 60(1260001) | v/ Auto, Disabled, Enabled
used to enable a read and later

request that is sent to the
last level cache to issue
a copy of that request to
the memory controller

prefetcher.
Intel Speed Allows you to adjust 6.0(1260001) | v Auto, Base, Config 1, Config 2,
Select different cores to operate | and later Config 3, Config 4

in different frequencies
to have a better power
efficiency.

* Config 1 and Config 2 are
options available for M5
servers only with Base as the

The values Config 1 and default.

Config 2 are not

supported on Cisco UCS

M6 and M7 servers.

For Cisco UCS M6 and
Cisco UCS M7 servers,
the values Config 3 and
Config 4 (4th Gen Intel
Xeon Scalable
processors and 5th Gen
Intel Xeon Scalable
processors) are
equivalent to the values
Config 1 and Config 2
(3rd Gen Intel Xeon
Scalable processors).

 Auto is the default for M8.
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Name Description Versions |Supported |Values
Models
XE1X0M8
110 eDPC The eDPC (Enhanced | 6.0(1260001) | v/ Disabled, On Fatal Error, On Fatal
Support Downstream Port and later and Non-Fatal Errors
Containment) allows a
downstream link to be Note
disabled aft The value On Fatal Error is not
1sabled arter an supported on C225 M8, C245 M8,
uncorrectable error,
. and X215c M8 servers.
enabling recovery
possible in a controlleq « Disabled—eDPC support is
and robust manner. This
turned off, and the system does
can be one of the . .
. not take any action to disable
following: . .
downstream links in response
to errors.

+ On Fatal Error—eDPC is
enabled only for fatal errors.is
not supported on Cisco UCS
C225 M8, Cisco UCS C245
M8, and X215¢ M8 servers.

+ On Fatal and Non-Fatal
Errors—eDPC is enabled for
both fatal and non-fatal errors.

Baud Rate What Baud rate is used | 60(1260001) | v/ 9.6k, 19.2k, 38.4k, 57.6k, 115.2k
for the serial port and later
transmission speed. If
you disable Console
Redirection, this option
is not available.
CDN Control | Consistent Device 6.0(1260001) | Enabled, Disabled
Naming allows Ethernet | and later

interfaces to be named in
a consistent manner. This
makes Ethernet interface
names more uniform,
easy to identify, and
persistent when adapter
or other configuration
changes are made.
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Name Description Versions |Supported |Values
Models
XE1X0M8

Adaptive When this token is 6.0(1260001) | v Enabled, Disabled
Memory enabled, the BIOS saves | and later
Training the memory training

results (optimized

timing/voltage values)

along with CPU/memory

configuration

information and reuses

them on subsequent

reboots to save boot

time. The saved memory

training results are used

only if the reboot

happens within 24 hours

of the last save

operation.
BIOS Techlog | This option denotes the |6.0(1260001) | v/ Maximum, Minimum, Normal
Level glp Oe SO feTl? Sliaggfe_lslel.n and later . M.aximur.n—Criti(.:al messages

will be displayed in the log
file. This is the default option

* Minimum—Warning and
loading messages will be
displayed in the log file.

* Normal—Normal and
information related messages
will be displayed in the log
file.
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Description

Versions

Supported
Models

XE1X0M8

Values

OptionROM
Launch
Optimization

The Option ROM launch
is controlled at the PCI
Slot level, and is enabled
by default. In
configurations that
consist of a large number
of network controllers
and storage HBAs
having Option ROMs, all
the Option ROMs may
get launched if the PCI
Slot Option ROM
Control is enabled for
all. However, only a
subset of controllers may
be used in the boot
process. When this token
is enabled, Option ROMs
are launched only for
those controllers that are
present in boot policy.

60(1260001)
and later

v

Enabled, Disabled

Console
Redirection

Allows a serial port to be
used for console
redirection during POST
and BIOS booting. After
the BIOS has booted and
the operating system is
responsible for the
server, console
redirection is irrelevant
and has no effect

60(1260001)
and later

Disabled, COM 0, COM 1

* COM 0 enables serial port for
console redirection during
POST. This option is valid
only for M6 blade servers and
rack-mount servers.

* COM 1 or serial-port-b enables
serial port B for console
redirection and allows it to
perform server management
tasks. This option is only valid
for rack-mount servers.

Flow Control

Whether a handshake
protocol is used for flow
control. Request to Send
/ Clear to Send
(RTS/CTS) helps to
reduce frame collisions
that can be introduced by
a hidden terminal
problem.

60(1260001)
and later

None, RTC-CTS
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physical memory of a
system.

Name Description Versions |Supported |Values
Models
XE1X0M8
FRB 2Timer | Whether the FRB2 timer | 60(1260001) | v/ Enabled, Disabled
is used for recovering the | and later
system if it hangs during
POST.
OS Boot Whether the BIOS 6.0(1260001) | v Enabled, Disabled
Watchdog programs the watchdog |and later
Timer timer with a predefined
timeout value. If the
operating system does
not complete booting
before the timer expires,
the CIMC resets the
system and an error is
logged.
OS Boot What action the system | 60(1260001) | v/ Power-off, Reset
Watchdog takes if the watchdog and later
Timer Policy |timer expires.
OSWatchdog | What timeout value the | 60(1260001) | v 5 minutes, 10 minutes, 15 minutes,
Timer Timeout | BIOS uses to configure |and later 20 minutes
the watchdog timer.
Terminal Type | What type of character | 6.0(1260001) | v/ PC-ANSI, VT100, VT100-PLUS,
formatting is used for | and later VT-UTF8
console redirection.
Multikey Total | MK-TME allows you to | 60(1260001) | v/ Enabled, Disabled
Memory have multiple encryption | and later
Encryption domains with one with
(MK-TME) own key. Different
memory pages can be
encrypted with different
keys.
SoftwareGuard | Allows you to enable 6.0(1260001) | v Enabled, Disabled
Extensions Software Guard and later
(SGX) Extensions(SGX)
feature.
Total Memory | Allows you to provide | 6.0(1260001) | v/ Enabled, Disabled
Encryption the capability to encrypt |and later
(TME) the entirety of the
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Name Description Versions |Supported |Values
Models
XE1X0M8
Select Owner | Allows you to change the | 60(1260001) | v/ SGX Owner EPOCH activated,
EPOCH Input |seed for the security key | and later Change to New Random Owner
Type used for the locked EPOCHSs, Manual User Defined
memory region that is Owner EPOCHS, SGX Owner
created. EPOCH deactivated
Note
SGX Owner EPOCH deactivated
option is applicable for M8 servers
only.
SGX Auto MP | Allows you to enable the | 60(1260001) | v/ Enabled, Disabled
Registration registration authority and later
Agent service to store the
platform keys.
SGX Epoch 0 | Allows you to define the | 60(1260001) | v/ 0 - AT with a step size of
SGX EPOCH owner and later 1
value for the EPOCH
number designated by 0.
SGX Epoch 1 | Allows you to define the | 60(1260001) | v/ 0 - Tt with a step size of
SGX EPOCH owner and later 1
value for the EPOCH
number designated by 1.
SGX Factory | Allows the system to 6.0(1260001) | v Enabled, Disabled
Reset perform SGX factory and later
reset on subsequent boot.
SGX PubKey | Allows you to set the 6.0(1260001) | SGX PUBKEY HASHO, SGX
Hashn where n | Software Guard and later PUBKEY HASH1, SGX PUBKEY
ranges from 0 to | Extensions (SGX) value. HASH2, SGX PUBKEY HASH3
3 * SGX PUBKEY
HASHO—Between 7-0.
* SGX PUBKEY
HASH1—Between 15-8.
* SGX PUBKEY
HASH2—Between 23-16.
* SGX PUBKEY
HASH3—Between 31-24.
SGX Write Allows you to enable | 60(1260001) | v/ Enabled, Disabled
Enable SGX Write feature. and later
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Description

Versions

Supported
Models

XE1X0M8

Values

SGX Package
Information
In-Band Access

Allows you to enable
SGX Package Info
In-Band Access.

60(1260001)
and later

v

Enabled, Disabled

SGX QoS

Allows you to enable
SGX QosS.

60(1260001)
and later

Enabled, Disabled

SHA-1 PCR
Bank

The Platform
Configuration Register
(PCR) is a memory
location in the TPM.
Multiple PCRs are
collectively referred to
as a PCR bank. A Secure
Hash Algorithm 1 or
SHA-1 PCR Bank allows
to enable or disable TPM
security.

60(1260001)
and later

Enabled, Disabled

Note
For C245 M8, it is Disabled by
default.

SHA?256 PCR
Bank

The Platform
Configuration Register
(PCR) is a memory
location in the TPM.
Multiple PCRs are
collectively referred to
as a PCR bank. A Secure
Hash Algorithm 256-bit
or SHA-256PCR Bank
allows to enable or
disable TPM security.

60(1260001)
and later

Enabled, Disabled

SHA384 PCR
Bank

*

The Platform
Configuration Register
(PCR) is a memory
location in the TPM.
Multiple PCRs are
collectively referred to
as a PCR bank. A Secure
Hash Algorithm 384-bit
or SHA-384PCR Bank
allows to enable or
disable TPM security.

60(1260001)
and later

Enabled, Disabled
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Name Description Versions |Supported |Values
Models
XE1X0M8

Trusted Whether to enable or 6.0(1260001) | v Enabled, Disabled
Platform disable the Trusted and later
Module State | Platform Module (TPM),

which is a component

that securely stores

artifacts that are used to

authenticate the server.
Trust Domain | Whether to enable or 6.0(1260001) | v Enabled, Disabled
Extension disable the Trust Domain | and later

Extension (TDX), which

protects the sensitive

data and applications

from unauthorized

access.
TDX Secure Whether to enable or 60(1260001) | v TDX Secure Arbitration Mode
Arbitration disable the TDX Secure |and later (SEAM) Loader
Mode (SEAM) | Arbitration Mode
L cader (SEAM) Loader, which

helps to verify the digital

signature on the Intel

TDX module and load it

into the SEAM-memory

range.
TPM Pending | Trusted Platform Module | 60(1260001) | v/ None, TpmClear
Operation (TPM) Pending and later

Operation option allows

you to control the status

of the pending operation.
TPM Minimal | Whether to enable or 6.0(1260001) | v Enabled, Disabled
Physical disable TPM Minimal |and later
Presence Physical Presence, which

enables or disables the
communication between
the OS and BIOS for
administering the TPM
without compromising
the security.
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Description

Versions

Supported
Models

XE1X0M8

Values

Execution
Technology
Support

Intel Trusted

Whether to enable or
disable Intel Trusted
Execution Technology
(TXT), which provides
greater protection for
information that is used
and stored on the
business server.

60(1260001)
and later

v

Enabled, Disabled

Support

Security Device

It controls the entire
TPM functionality.

60(1260001)
and later

Enabled, Disabled

Opt-In Flag

DMA Control

Enabling this token
enables Windows 2022
Kernel DMA Protection
feature. The OS treats
this as a hint that the
IOMMU should be
enabled to prevent DMA
attacks from possible
malicious devices.

60(1260001)
and later

Enabled, Disabled

to 46 Bits

LIMIT CPUPA

Limits CPU physical
address to 46 bits to
support the older
Hyper-v CPU platform.

60(1260001)
and later

Enabled, Disabled

110 eDPC
Support

This option allows a
downstream link to be
disabled after an
uncorrectable error,
making recovery
possible in a controlled
and robust manner.

6.0(1260001)
and later

Disabled, On fatal error, On fatal
and non-fatal error

C1Auto
Demotion

If enabled, CPU
automatically demotes to
C1 based on un-core
auto-demote information.

60(1260001)
and later

Disabled, Enabled, Auto

* Disabled—This option is
Disabled.

» Enable—This options is
enabled.
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Intel M8 Supported Platforms .

Name Description Versions |Supported |Values
Models
XE1X0M8

C1Auto Select whether to enable | 60(1260001) | v/ Disabled, Enabled, Auto

UnDemotion processors to and later « Disabled—This option is
automatically undemote .

Disabled.
from CI1.
» Enable—This options is
enabled.

SProcessor Allows you to define the | 60(1260001) | v/ Values are:

Epoch 0 SGX EPOCH owner and later « The Minimum value is 0
value for the EPOCH Hm vat '
number designated by n. * The Maximum value is

fIEFEEFEETereee.
* The Unit is Hash byte 7-0,

SProcessor Allows you to define the | 60(1260001) | v/ Values are:

Epoch 1 SGX EPOCH owner and later « The Minimum value is 0
value for the EPOCH Hm vat '
number designated by n. * The Maximum value is

fIEFAEFeEreereee.
¢ The Unit is Hash byte 7-0,

Speculative The confl_lock metric | 6.0(1260001) | v/

L ock counts how many times |and later
lock conflicts occur.

Intel M8 Supported Platforms

BIOS Tokens applicable for Intel M8 (C220 M 8, C240 M 8, X210c M 8, X410c M 8) Platforms

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8
IPV4 Enables or 4.2(1) |/ v v v Disabled, Enabled
HTTP disables IPv4 and . Disabled—IPva
Support | support for later .
HTTP support is not
HTTP. .
available.
» Enabled—IPv4
HTTP support is
made available.
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Supported Platforms |

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3
IPV6 Enables or 42(1) |V v v v Disabled, Enabled
HTTP disables IPv6 and . Disabled—IPv6
Support | support for later .
HTTP support is not
HTTP. .
available.

» Enabled—IPv6
HTTP support is
made available.

IPV4 PXE | Enables or 42(1) | v v v Disabled, Enabled
Sopt el ford e
PP ’ PXE support is not
available.
 Enabled—IPv4 PXE
support is made
available.
IPV6 PXE | Enables or 42(1) |V v v v Disabled, Enabled
ot gl o obios_s
PP ' PXE support is not
available.

» Enabled—IPv6 PXE
support is made
available.

Network | This option 4.1(1) | v v v Disabled,Enabled
Stack allows you to and . Disabled—Network
enable or disable | later .
Stack support is not
the complete dable
network style of ava ’
the system. » Enabled—Network
Stack support is
available.
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Intel M8 Supported Platforms .

Description

Versions

Supported Models

Values

C220 M8 | C240 M8

X210c
M8

X410c
M8

Power ON
Password

This token
requires that you
set a BIOS
password before
using the F2
BIOS
configuration. If
enabled,
password needs
to be validated
before you
access BIOS
functions such as
10 configuration,
BIOS setup, and
booting to an
operating system
using BIOS.

4.1(1)
and
later

v v

Disabled, Enabled

» Disabled—Power
On Password is
disabled.

» Enabled—Power On
Password is enabled.

VMD
Enablement

Whether NVMe
SSDs that are
connected to the
PCle bus can be
hot swapped. It
also standardizes
the LED status
light on these
drives. LED
status lights can
be optionally
programmed to
display specific
Failure indicator
patterns.

4.1(1)
and
later

Disabled, Enabled

* Disabled—Hot swap
of NVMe SSDs that
are connected to the
PCle bus is not
allowed.

* Enabled—Hot swap
of NVMe SSDs that
are connected to the
PClIe bus is allowed.
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Supported Platforms |

convention is
according to
Consistent
Device Naming
(CDN) or the
traditional way
of naming
conventions.

Note
Applicable for
C220 M8, C240
M8, X210c M8
platforms only.

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8
PreBoot | The BIOS 4.3(6a) |V v v v Disabled, Enabled
DMA setting that aims .
Protection |to prevent " Disabled
unauthorized —Options are
Direct Memory Disabled.
Access (DMA) e Enabled
during the boot )
process, ——Options are
potentially Enabled.
protecting
against
malicious
devices from
gaining access to
system memory.
CDN Whether the 4.04) |V v v Enabled, Disabled
Support Ethemet. and . Disabled OS
for LOM | Networking later .
Identifier Etherpet Networkng
. Identifier is named in
naming

a default convention
as ETHO, ETH1 and
SO on.

Enabled OS
Ethernet Network
Identifier is named in
a consistent device
naming (CDN)
convention
according to the
physical LAN on
Motherboard (LOM)
port numbering;
LOM Port 0, LOM
Port 1 and so on.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8
External | This option 41Q2) |V v v Enabled, Disabled,
SSC allows you to and OP3_Percent,
Enable Enable/Disable |later OP5_Percent, Hardware,
the Clock Spread Off
Spectrum of the
eftemal clock Note
OP3_Percent,
generators. OP5_Percent, Hardware,
Applicable for Off options are available
C220 M8, C240 for M7 servers only.
M8, X210c M8
platforms only.
10 eDPC | This option 42(1) | v v v Disabled, On fatal error,
Support |allows a and On fatal and non-fatal
downstream link | later error
to be disabled
after an
uncorrectable
error, making
recovery

possible in a
controlled and
robust manner.

Note
Applicable for
C220 M8 and
C240 M8
platforms only.
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Supported Platforms |

platform only.

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3
MRAIDnN | This option 4.02) |V v Auto, Disabled, Gen 1,
Link allows you to and Gen 2, Gen 3, Gen 4, Gen
Speed restrict the later 5
where n maximum speed :
ranges of MRAID. Dlsabled—The .
from 12 maximum speed is
" | Note not restricted.
Applicable for

maximum speed is
restricted.

Auto—The
maximum speed is
set automatically.

Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

Gen 2—5GT/sis the
maximum speed
allowed.

Gen 3—8GT/sis the
maximum speed
allowed.

Gen 4—16GT/s is
the maximum speed
allowed.

Note
Applicable for M7,
MBS servers only.

Gen 5—32GT/s is
the maximum speed
allowed.

Note
Applicable for M7,
MBS servers only.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c X410c
M8 M8
MRAID n | Whether Option |4.0(2) v Disabled, Enabled
OptionROM | ROM is and i -
where n available on the |later Dlsabl.ed The.
ranges MRAID port expansion slot is not
from 1-2 ’ available.
" | Note

Applicable for * Enable.d—The.

C240 M8 expansion slot is

platform only. available. .
PCleSlot | Whether the 42(1) |« v Disabled, Enabled
MSTOR |server canuse |and . .
RAID the Option later I[:IOS;I/[bl'ed—tOptlon
OptionROM | ROMs present in availalﬁeno

the PCle ’

MSTOR RAID.  Enabled—Option

Note ROM is available.

Applicable for

C220 M8 and

C240 M8

platforms only.
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. Intel M8 Supported Platforms

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c

M3 M8
PCleSlot |Link speed for |4.0(1) |V v Disabled, Auto, GEN1,
n Link PCle Slot and GEN2, GEN3, GEN4,
Speed designated by | later GENS5
Where n slot n. GENS is supported only
ranges for speeds 1 to 6
from 1 to 8 P ’

« Disabled—Maximum

Note speed i no
For C245 restricted.
M3 * Auto—The
platform, maximum speed is
N ranges set automatically.
from 1 to
8. * Gen 1—2GT/s

(gigatransfers per
second) is the
maximum speed
allowed.

* Gen 2—5GT/sis the
maximum speed
allowed

* Gen 3—8GT/s is the
maximum speed
allowed

* Gen 4—16GT/s is
the maximum speed
allowed

* Gen 5—32 GT/s is
the maximum speed
allowed
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c

M3 M3

PCle This option 4.0(1) | v Auto, Disabled, Gen 1,
Sa:MLOM | allows you to and Gen 2, Gen 3, Gen 4, Gen
Link restrict the later 5
Speed maximum speed .

of an MLOM Disabled—The

maximum speed is
adapter.

not restricted.

Auto—The
maximum speed is
set automatically.

Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

Gen 2—5GT/sis the
maximum speed
allowed.

Gen 3—8GT/sis the
maximum speed
allowed.

Gen 4—16GT/s is
the maximum speed
allowed.

Gen 5—32GT/s is
the maximum speed
allowed.
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. Intel M8 Supported Platforms

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3

Front This option 4.04) |V v Disabled, Auto, GEN1,
NVME n |allows you to and GEN2, GEN3, GEN4,
Link restrict the later GENS
Speed maximum speed P .
where n of an NVME Dlsablt'ad—Maxu’num

. . speed is not
ranges card installed in restricted
from 1 to |the front PCle :
12. slot. » Auto—The
For C245 maximum speed is
MS set automatically.
platform, n - Gen 1—2.5GT/s
ranges (gigatransfers per
from 1 to second) is the
4. maximum speed

allowed.

* Gen 2—5GT/s is the
maximum speed
allowed

* Gen 3—8GT/s is the
maximum speed
allowed

* Gen 4—16GT/s is
the maximum speed
allowed

* Gen 5—32GT/s is
the maximum speed
allowed

Front This options 42(1) |« v Enabled, Disabled

NV.M En fallowsyouto and (Slots + Disabled—Option is
OptionROM | control the later 11-24) t restricted

where n Option ROM ’ not restricted.
ranges execution of the » Enabled—Option is
from 1 to |PCle adapter restricted.

24, connected to the

For C245 rSISD:NVMe slot

M8 ’

platform, n

ranges

from 1 to

4.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c

M3 M3

PCle This option 4.0(1) | v Auto, Disabled, Gen 1,
Sa:MLOM | allows you to and Gen 2, Gen 3, Gen 4, Gen
Link restrict the later 5
Speed maximum speed .

of an MLOM Disabled—The

maximum speed is
adapter.

not restricted.

Auto—The
maximum speed is
set automatically.

Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

Gen 2—5GT/sis the
maximum speed
allowed.

Gen 3—8GT/sis the
maximum speed
allowed.

Gen 4—16GT/s is
the maximum speed
allowed.

Gen 5—32GT/s is
the maximum speed
allowed.
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. Intel M8 Supported Platforms

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c

M8 M8
PCle Whether Option |4.0(1) |V v Disabled, Enabled,
So:MLOM [ROM is and Legacy only, UEFI only
OptionROM | available on the |later . Disabled—The
MLOM port. . .
expansion slot is not
available.
» Enabled—The
expansion slot is
available.

* UEFI only—The
expansion slot is
available only for
UEFIL.

* Legacy only—The
expansion slot is
available only for
legacy.
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S d Platf
Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c
M8 M8

MRAID | This option 4.02) |V Auto, Disabled, Gen 1,

Link allows you to and Gen 2, Gen 3, Gen 4, Gen
Speed restrict the later 5
maximum speed

of MRAID. » Disabled—The

maximum speed is
not restricted.

Auto—The
maximum speed is
set automatically.

Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

Gen 2—5GT/sis the
maximum speed
allowed.

Gen 3—8GT/sis the
maximum speed
allowed.

Gen 4—16GT/s is
the maximum speed
allowed.

Gen 5—32GT/s is
the maximum speed
allowed.

PCle Whether Option [4.0Q2) |V Disabled, Enabled,
Sa:MRAID [ ROM is and Legacy only, UEFI only
OptionROM | available on the |later . Disabled—The

MLOM port. . .
expansion slot is not
available.

» Enabled—The
expansion slot is
available.
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Supported Platforms |

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3

PCleSlot | Whether Option [4.0(2) |V v Disabled, Enabled,
nOpicnROM | ROM s and Legacy only, UEFI only
, where n | available on the |later . Disabled—The
ranges port. . .

expansion slot is not
from 1 to 8 :

available.

» Enabled—The
expansion slot is
available.

Rear This option 4.0(4) v Auto, Disabled, Gen 1,
NVME n |allows you to and Gen 2, Gen 3, Gen 4, Gen
Link restrict the later 5
Speed, maximum speed O
wheren | of rear NVME. Dlsa.bled_The .
maximum speed is
ranges .
not restricted.
from 1 to
4. + Auto—The

maximum speed is
set automatically.

* Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

* Gen 2—5GT/s is the
maximum speed
allowed.

* Gen 3—8GT/sis the
maximum speed
allowed.

* Gen 4—16GT/s is
the maximum speed
allowed.

* Gen 5—32GT/s is
the maximum speed
allowed.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8

Rear Whether Option |4.0(4) v Enabled, Disabled
NVMEn |ROM is and . e
OpticnROM, | available on the |later E(;f?lglteg;gptlon s
where n rear NVME or '
ranges not. + Enabled—Option is
from 1 to restricted.
4.
Re-Size |Allowstoenable |4.3(4b) |V v v v Enabled, Disabled
BAR or disable and Note
Support  |Re-sizable BAR | later By default it is Enabled

§upp0ﬁ setup for AMD platforms and

ftem. Disabled for Intel

platforms.

PCle Slots| PCIe Slots 4.0Q2) |V v Enabled, Disabled
CON Con§1stent . and + Disabled—Option is
Control Device Naming | later ot restricted
where, (CDN) control '
CDN refers | allows PCle slots » Enabled—Option is
to to be named in a restricted.
Consistent | consistent
Device manner. This
Naming makes PCle slot

names more
uniform, easy to
identify, and
persistent when
the configuration
changes are
made.
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. Intel M8 Supported Platforms

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3
Consistent | PClIe Slots 4.002) |V v v v Enabled, Disabled
Devu_:e Con§1stent . and « Disabled—Option is
Naming |Device Naming |later .
(CDN) (CDN) control not restricted.
Control allows PCle slots « Enabled—Option is
to be named in a restricted.
consistent
manner. This
makes PCle slot
names more
uniform, easy to
identify, and
persistent when
the configuration
changes are
made.
ACPI Enables or 43(5b) |V v v v Disabled, Enabled
SRAT disables the and . .
Special | ACPI SRAT SP | later * Disabled—Options
are Disabled.
Purpose |Memory flag
Memory |when the UEFI » Enabled—Options
Flag Memory Map are enabled.
Special Purpose
Flag is enabled.
UEFI Changing the  |4.3(5b) |V v v v Disabled, Enabled
Memory | UEFI Merpory and « Disabled—Options
Map Map Special later .
Special knob settings are Disabled.
Purpose |impacts CXL « Enabled—Options
Memory |cards on certain are enabled.
Flag operating
systems.
Enhanced | Enables 4.0(1) | v v v Disabled, Enabled, Auto
Memory |enhanced and « Disabled—Options
Test memory tests later .
. are Disabled.
during the
system boot and « Enabled—Options
increases the are enabled.
boot time based
on the memory. * Auto—Option is in
auto mode.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8

BME Allows youto [4.0(1),|v v v v Enabled, Disabled
DMA disable the PCI [4.0(2), . ..
Mitigation | BME bitto  |4.0(4), » Disabled—Option is

mitigate the 4101, not restricted.

threat from an  |4.2(1), « Enabled—Option is

unauthorized 4.3(4b). restricted.

external DMA | 4.3(5a)
MMIO Selects the 433c) |V v v v 1G, 4G, 16G, 32G, 64G,
High allocation size | and 256G, 1024G, Auto
Granularity | that is used to | later
Size assign Note .o

) d Auto and 32G option is
%n&r{/glgl; pe applicable to M8 intel
platforms only.

resources.
MMIO The base 433c) |V v v v 512G, 1T, 2T, 4T, 16T,
High Base | memory size and 24T, 32T, 40T, 56T, Auto

according to later

Note
memory-address A Lo .
. uto option is applicable

mapping for the to M8 intel platforms

/O (MMIO 1

resources) oy
Memory | Limits the 4.02) |V v v v 0- 65535 with a step size
Size Limit | capacity in and of 1
in GB Partial Memory | later

Mirror Mode up

to 50 percent of

the total memory

capacity. The

memory size can

range from 0 GB

to 65535 GB in

increments of 1

GB.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .




. Intel M8 Supported Platforms

Supported Platforms |

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3
Memory |Provides a 4.001) |V v v v CLTT with PECI,
Thermal | protective and Disabled
Throttling | mechanism to | later « Disabled—Options
Mode ensure the .
are Disabled.
memory
temperature is o CLTT with
within the limits. PECI—Closed Loop
When the Thermal Throttling
temperature (CLTT) with
exceeds the Platform
maximum Environment Control
threshold value, Interface (PECI).
the memory
access rate is
reduced and
Baseboard
Management
Controllerf
(BMC) adjusts
the fan to cool
down the
memory to avoid
DIMM damage
due to overheat
NUMA Whether the 4.0(1) | v v v Enabled, Disabled
Optimized oS supports.jand - Disabled—The
BIOS does not
support NUMA.

* Enabled—The BIOS
includes the ACPI
tables that are
required for
NUMA -aware
operating systems. If
you enable this
option, the system
must disable
Inter-Socket
Memory interleaving
on some platforms.
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Intel M8 Supported Platforms .

selected here,
you can define
either a partial
mirror
percentage or a
partial mirror
capacity in GB
in available
fields. You can
partially mirror
up to 50 percent
of the memory
capacity.

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M3 M8
Partial enables youto [4.1(1) |V v v v Disabled, Percentage,
Memory |partially mirror |and Value in GB
i by GBorbye Dibit_opian
p g are Disabled.
memory
capacity. * Percentage—The
Depending on amount of memory
the option to be mirrored in the

Partial Memory
Mode is defined as a
percentage of the
total memory.

Value in GB—The
amount of memory
to be mirrored in the
Partial Memory
Mode is defined in
GB.

Note

Partial Memory
Mirror Mode is
mutually exclusive
to standard
Mirroring Mode.

Partial Mirrors 1-4
can be used in any
number or
configuration,
provided they do
not exceed the
capacity limit set in
GB or Percentage in
the related options.

Note

Value in GB option is not
applicable for M8
platforms.
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Supported Platforms |

Description

Versions

Supported Models

C220 M8 | C240 M8

X210c
M8

X410c
M8

Values

Partial
Mirror
Per centage

Limits the
amount of
available
memory to be
mirrored as a
percentage of the
total memory.
This can range
from 0.000.01 %
t0 50.00 % in
increments of
0.01 %.

4.1(1)
and
later

v v

0.00 - 50.00 with a step
size of 0.01

PCleRAS
Support

Whether the
PClIe RAS port
is enabled or
disabled.

4.0(1)
and
later

Disabled, Enabled

* Disabled—This
option is Disabled.

* Enabled—This
option is enabled.

Runtime
Post
Package
Repair

Enables the soft
post-package
repairs of the
corrected
memory errors
during OS
runtime.

4.3(4b)
and
later

Disabled, Enabled
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Intel M8 Supported Platforms .

Description

Versions

Supported Models

Values

C220 M8 | C240 M8

X210c
M8

X410c
M8

Memory
RAS
Canfiguration

How the
memory
reliability,
availability, and
serviceability
(RAS) is
configured for
the server.

4.0(1)
and
later

v v
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Supported Platforms |

Description

Versions

Supported Models

Values

C220 M8

C240 M8

X210c
M8

X410c
M8

Maximum Performance,
Mirroring, Lockstep,
Mirror Mode 1LM, Partial
Mirror Mode 1LM,
Sparing, ADDDC
Sparing

* Maximum
Performance—Optimizes
the system
performance and
disables all the
advanced RAS
features.

Mirroring—System
reliability is
optimized by using
half the system
memory as backup.
This mode is used
for UCS M4 and
lower blade servers

Lockstep—If the
DIMM pairs in the
server have an
identical type, size,
and organization and
are populated across
the SMI channels,
you can enable
lockstep mode to
minimize memory
access latency and
provide better
performance.
Lockstep is enabled
by default for B440
servers.

Mirror Mode
1LM—Mirror Mode
1LM will set the
entire 1LM memory
in the system to be
mirrored,
consequently
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c
M8 M8

reducing the memory
capacity by half.
This mode is used
for UCS M5 and M6
blade servers.

Partial Mirror Mode
1LM—Partial Mirror
Mode 1LM will set
a part of the ILM
memory in the
system to be
mirrored,
consequently
reducing the memory
capacity by half.
This mode is used
for UCS M5 and M6
blade servers.

Sparing—System
reliability is
optimized by holding
memory in reserve
so that it can be used
in case other DIMMs
fail. This mode
provides some
memory redundancy,
but does not provide
as much redundancy
as mirroring.

ADDDC
Sparing—System
reliability is
optimized by holding
memory in reserve
so that it can be used
in case other DIMMs
fail. This mode
provides some
memory redundancy,
but does not provide
as much redundancy
as mirroring.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. Intel M8 Supported Platforms

Supported Platforms |

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3

Select Post Package 41(1) |V v v v Disabled, Hard PPR

PPR Type Repa.1r (PPR) and « Disabled—Options
pr(.)\./ldes the . later are Disabled.
ability to repair
faulty memory » Hard PPR—This
cells by results in a
replacing them permanent
with spare cells. remapping of

damaged storage
cells.

UMA As the name 42(1) | v v v Disable-All-2All,
implies, UMA | and Hemisphere-2-clusters,
based clustering | later Quadrant-4-clusters
is the S}lggested Note
clustering mode For M7 servers, the
when the .

. default value is
processor1s Quadrant-4-clusters.
configured as
Uniform

Note
Memory ACC(?SS Quadrant-4-clusters
(UMA) ngde, L.e. option is not applicable
SNC is disabled. for M8 platforms.

Error Allows youto |4.02) |V v v v Disabled, Enabled with

Check enable a memory | and result collection, Enabled

Scrub device to later without result collection
perform memory
checking,
correction and
count errors.

Rank Allows 4.02) |V v v v Enabled, Disabled

Margin automated and

Tool memory margin | later
testing and is
used to identify
DDR margins at
the rank level.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8

Adaptive |Selects Adaptive |4.02) |V v v v Default, Level A, Level
Refresh Refresh and B, Level C
Managamat | Management later
Level (ARFM) Level

when refresh

management

(RFM) is

required.
Memory | Whether to 40 | v v v Disabled, Enabled
Mapped |enable or disable | and « Disabled—This
|0 above |memory mapped | later R
4GB 1/O of 64-bitPCI option is Disabled.

devices to 4GB « Enable—This

or greater options is enabled.

address space.

Legacy option

ROMs are not
able to access
addresses above
4GB. PCI
devices that are
64-bit compliant
but use a legacy
option ROM
may not function
correctly with
this setting
enabled.
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Supported Platforms |

devices are
found in the
system.

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8

VGA Allows youto |4.02) |V v Offboard, Onboard,
Priority  |set the priority |and Onboard VGA Disabled

for VGA . later » Onboar d—Priority

graphics devices s oiven to the

if multiple VGA v

onboard VGA
device. BIOS post
screen and OS boot
are driven through
the onboard VGA
port

Offboar 0——Priority
is given to thePCIE
Graphics adapter.
BIOS post screen
and OS boot are
driven through the
external graphics
adapter port.

Onboard VGA
Disabled —Priority
is given to the PCIE
Graphics adapter,
and the onboard
VGA device is
disabled

Note

The vK VM does not
function when the
onboard VGA is
disabled.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8
Enhanced | Enhances CPU |4.0(2) v v v Disabled, Auto
CPU perfor.mance by |and * Disabled—This
Performance| adjusting server | later .
. option is Disabled.
settings
automatically. * Auto—Allows to
adjust server settings
to increase the
processor
performance.
Note
Enabling this
functionality may
increase power
consumption.
LLC Dead |In CPU 4.02) |V v v v Disabled, Enabled, Auto
Line non-inclusive and  Disabled—The dead
cache scheme, |later lines are always
I(\:/Iidl-lLevel dropped and are
ache (MLC) never filled into the
ev1ct19ns are LLC.
filled into the
Last-Level + Enable—Allows the
Cache (LLC). LLC to fill dead lines
When lines are into the LLC if there
evicted from the is free space
MLC, the core available. This is the
can flag them as default option.
dead (not likely
to be read again). * Auto—The CPU
The LLC has the determines the LLC
option to drop dead line allocation.
dead lines and
not fill them in
the LLC.
UPI Link |Enables the 4.02) |V v v v Auto, 1,2, 3
Enablement | number of Ultra |and
Path later
Interconnect
(UPI) links
required by the
processor.
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Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8
UPI The UPI power |4.02) |V v v v Disabled, Enabled
Power management can | and . .
+ Disabled—This

Marengamat | be used .for later option is Disabled.

conserving

power on the » Enable—This

Server. options is enabled.
XPT This feature 4.02) |V v v v Disabled, Enabled
Remote |allowsan LLC |and . Disabled—This
Prefetch | request to be later tion is Disabled

duplicated and option is Lisabled.

sent to an » Enable—This

appropriate options is enabled.

memory

controller in a * Auto—The CPU

remote machine determines the

based on the functionality.

recent LLC

history to reduce

latency.
Latency |Asetof BIOS |4.3(6a)|v v v v Disabled, Enabled
Optimized se'.[tm.g.s that « Disabled—Options
Mode prioritize low .

are Disabled.

latency and

consistent + Enabled—Options

performance are enabled.

over energy

efficiency or

other

optimizations.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8
QPI Link | The Intel 4.04) |V v v v Auto, 9.6 GT/s, 10.4
Frequency | QuickPath and GT/s, 11.2GT/s,
Select Interconnect later 12.8GT/s, 14.4GT/s,
(QPI) link 16.0GT/s, 20.0GT/s,
frequency, in 16.0GT/s,
megatransfers 20.0GT/s,24.0GT/s, Auto,
per second Use Per Link Setting
(MTYs). Note
9.6 GT/s, 10.4 GT/s
options available for M5
and M6 servers only.
11.2GT/s for M6 and
12.8GT/s, 14.4GT/s,
16.0GT/s, 20.0GT/s for
M7.
Note
16.0GT/s,
20.0GT/s,24.0GTs,
Auto, Use Per Link
Setting is applicable for
MB& servers only.
USB Port | Whether the 4.2(1) v v Enabled, Disabled
Front front panel USB |and
devices are later
enabled or
disabled.
USB Port | Whether the 4.2(1) v Enabled, Disabled
KVM USB Port KVM |and
devices are later
enabled or
disabled.
USB Port | Whether the 42(1) | v Enabled, Disabled
Rear USB portrear | and
devices are later
enabled or
disabled.
USB Whether the SD |4.2(1) v v Enabled, Disabled
Port:M.2 |card drives are |and
Storage | enabled or later
disabled.
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Supported Platforms |

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3
PRMRR |Processor 432) |/ v v v Invalid Config, 1G, 2G,
Size Reserved and 4G, 8G, 16G, 32G, 64G,
Memory Range | later 128G, 256G, 512G,
Registers 128M, Auto, 256M,
(PRMRR) is the 512M
size of the
. Note
protected region 128M, Auto, 256M.
};}gf&yswm 512M options are
' available only for M7
servers.
Adjacent | Whether the 4.002) |V v v v Disabled, Enabled
C_ache processor fe‘Fches and « Disabled—This
Line cache lines in later .
Prefetcher | even/odd pairs option is Disabled.
instead of + Enable—This option
fetching just the is enabled.
required line.
Boot Allows the user [4.0(2) |V v v v Max Performance, Max
Performance | to select the and Efficient, Set by Intel NM
Mode BIOS later
Note
performar'lce Set by Intel NM option is
state that is set .
not applicable for M8
before the .
i intel platforms.
operating system
handoff.
DFX OSB | Controls the 43(4a) |V v v v Auto, Enabled, Disabled
Opportunistic  |and
Snoop Broadcast | later
(OSB) feature.
OSB is used by
CHA to
broadcast snoops
under lightly
loaded ring or
Intel UPI link
condition. It is
used to reduce
the latency due
to the directory
lookup.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c
M8 M8

Processor | Allows the CPU [4.0(2) |V v v v Disabled, Enabled
CMCI to trigger and
interrupts on later
corrected
machine check
events. The
corrected
machine check
interrupt (CMCI)
allows faster
reaction than the
traditional
polling timer.

Cafigurable| Allows youto  |4.02) |V v v v Normal, Level 1, Level 2
TDPLevel |set a customized | and
value for later
Thermal Design
Power (TDP).
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Supported Platforms |

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8
Core Sets the state of [4.0(2) |V v v v All, 1 through 86
Multi . logical processor and « All— Enables
Processing | cores per CPU in | later . .
multiprocessing on
apackage. If you 1 logical
choose All as the att fogical processor
value, Intel cores.
Hyper Threading * 1 through
technology is 86—Specifies the
also enabled. number of logical
processor cores per
CPU that can run on
the server. To disable
multiprocessing and
have only one logical
processor core per
CPU running on the
server, choose 1.
Note
For M6 servers, it
ranges from 1
through 48.
Note
1, 2, and 3 options
are not applicable
for M8 servers.
Note
From 65 to 86 is
applicable for M8
servers only.
Energy |Allowsyouto [4.02) |V v v v Performance, Balanced
Paformance| determine and Perfor mance, Balanced
whether system | later power, power
performance or
energy
efficiency is
more important
on this server.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c
M8 M8

Energy When energy  |4.02) |V v v v Disabled, Enabled
Efficient |efficient turbo is | and
Turbo enabled, the later
optimal turbo
frequency of the
CPU turns
dynamic based
on CPU
utilization. The
power/performance
bias setting also
influences the
energy efficient
turbo.

Enhanced | Whether the 4.02) |V v v v Disabled, Enabled
Intel processor uses | and
Serddep(R) | Enhanced Intel | later
Technology | SpeedStep
Technology,
which allows the
system to
dynamically
adjust processor
voltage and core
frequency. This
technology can
result in
decreased
average power
consumption and
decreased
average heat
production.

Processor |Allowsyouto [4.02) |V v v v Performance, Balanced
EPP determine and Perfor mance, Balanced
Profile whether system | later power, power
performance or
energy
efficiency is
more important
on this server.
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Supported Platforms |

Description

Versions

Supported Models

C220 M8 | C240 M8

X210c
M8

X410c
M8

Values

|OAT
Canfiguration

Enables or
disables the
CPM (Content
Processing
Module) in
IOAT (Intel®
I/0 Acceleration
Technology)
accelerators.

4.3(3¢)
and
later

v v

Disabled, Enabled

Hardware
Prefetcher

Whether the
processor allows
the Intel
hardware
prefetcher to
fetch streams of
data and
instructions from
memory into the
unified
second-level
cache when
necessary.

4.0(2)
and
later

Disabled, Enabled

CPU
Hardware
Power

Managamant

Enables
processor
Hardware Power
Management
(HWPM).

4.02)
and
later

Disabled, HWPM Native
Mode, HWPM OOB
Mode, Native Mode with
no Legacy

Intel
Dynamic
Speed
Select

Intel Dynamic
Speed Select
modes allow you
to run the CPU
with different
speeds and cores
in auto mode.

4.0(2)
and
later

Disabled, Enabled
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c
M8 M8

Intel Whether the 4.002) |V v v v Disabled, Enabled
HypeThredrg| processor uses | and
Tech Intel later
Hyper-Threading
Technology,
which allows
multithreaded
software
applications to
execute threads
in parallel within
each processor.

Intel Whether the 4.02) |V v v v Disabled, Enabled
Turbo processor uses | and
Boost Intel Turbo later
Tech Boost
Technology,
which allows the
processor to
automatically
increase its
frequency if it is
running below
power,
temperature, or
voltage
specifications.

Intel(R) | Whether the 4.002) |V v v v Disabled, Enabled
VT processor uses | and
Intel later
Virtualization
Technology for
Directed 1/0
(VT-R)
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Supported Platforms |

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3
DCU IP | Whether the 4.002) |V v v v Disabled, Enabled
Prefetcher | processor uses | and
the DCU IP later
Prefetch
mechanism to
analyze
historical cache
access patterns
and preload the
most relevant
lines in the L1
cache.
KTI KTI prefetchisa|4.02) |v v v v Disabled, Enabled, Auto
Prefetch | mechanismto |and
Note
get the memory | later Auto option is not
read started early applicable for M5
on a DDR bus.
servers.
LLC Whether the 4.02) |V v v v Disabled, Enabled
Prefetch | processor uses |and
the LLC Prefetch | later
mechanism to
fetch the date
into the LLC.
PackageC | The amount of |4.0(2) |V v v v No Limit, Auto, CO C1
State power available |and State, C2, C6 Non
Limit to the server later Retention, C6 Retention
components
wherrl) they are Note . .
dle Cé6 Reteptlon option is
1dle. not applicable for M8
servers.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8
Patrol It sets the 4.002) |V v v v Disabled, Enabled
S| el and Emble_Thesysn
' periodically reads

and writes memory
searching for ECC
errors. If any errors
are found, the system
attempts to fix them.
This option may
correct single bit
errors before they
become multi-bit
errors, but it may
adversely affect
performance when
the patrol scrub is
running.

* Disable—The
system checks for
memory ECC errors
only when the CPU
reads or writes a
memory address.

Processor | Allows the 4.002) |V v v v Disabled, Enabled
C1E processor to and

transition to its | later

minimum

frequency upon

entering C1.

This setting does

not take effect

until after you

have rebooted

the server.
Processor | Whether the 4.02) |V v v v Disabled, Enabled
C6 Report | processor sends |and

the C6 report to | later

the operating

system.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



Supported Platforms |
. Intel M8 Supported Platforms

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3
P STATE |Allowsyouto [4.02) |V v v v SW AIl, HW All, SW
Coardinetion | define how and Any
Note BIOS . later Note
It is also communicates SW Any option is
called the P-state available for M5 servers
EIST psD | Supportmodel to only.
Function the operating
in UCSM. | system. There
are 3 models as
defined by the
Advanced
Configuration
and Power
Interface (ACPI)
specification.
UPI Link |Allowsyouto |4.02) |V v v v Auto, 9.6GT/S, 10.4GT/S,
Frequency | select different |and 11.2GT/S, 12.8GT/s,
Select UPI link later 14.4GT/s, 16.0GT/s,
frequency 20.0GT/s, 24.0GT/s, Use
running. Per Link Setting
Note
* 12.8GT/s, 14.4GT/s,
16.0GT/s, 20.0GT/s
options are available
for M7 servers only.
* 11.2GT/S option is
available for M6
server only.
* 16,20, 24, Auto,
Use Per Link
Setting is applicable
for M8 servers only
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8
Sub Numa | Whether the 4.02) |V v v v Disabled, Enabled, Auto,
Clustering | CPU supports | and SNC2, SNC4
sub NUMA later
clustering, in Not? A L
which the tag ut.0 option 1s
. available for M5,
directory and the M7, and M8 servers
memory channel
. only.
are always in the
same region. * Enabled option is
available for M6
and M8 servers
only.

* Disabled option is
available for M6,
M7, and M8 servers
only.

* SNC2, SNC4
options are available
for M7 servers only.

DCU Whether the 4.02) |V v v v Disabled, Enabled, Auto
Streamer | processor uses | and Note
Prefetch | the DCU IP later L licable
Prefetch Auto optlon is applica
mechanism to to M8 intel platforms
only.
analyze
historical cache
access patterns
and preload the
most relevant
lines in the L1
cache.
Uncore Allows youto |4.02) |V v v v Disabled, Enabled, Mode
Frequency | configure the and 0, and Mode 1
Scaling scaling of the  |later Note
uncore Mode 0 and Mode 1 is
frequency of the applicable for M8 servers
Processor. only with Mode 1 being
default.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .




Supported Platforms |
. Intel M8 Supported Platforms

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c

M8 M8

Uncore | Adjusts the 60(120) | v v v v Mode 1, Mode 0
Frequency | frequency of and
Scaling 1 O | processor uncore | later

components

responsible for

1/O operations to

optimize power

and

performance.
Workload | This feature 4.02) |V v v v Balanced, | O Sensitive
Carfigurdion | allows for and

workload later

optimization.
XPT Whether XPT |4.02) |V v v v Auto, Disabled, Enabled

Prefetch | prefetch is used |and
to enable a read | later
request that is
sent to the last
level cache to
issue a copy of
that request to
the memory
controller
prefetcher.
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Intel M8 Supported Platforms .

in different
frequencies to
have a better
power
efficiency.

The values
Config 1 and
Config 2 are not
supported on
Cisco UCS M6
and M7 servers.

For Cisco UCS
M6 and Cisco
UCS M7 servers,
the values
Config 3 and
Config 4 (4th
Gen Intel Xeon
Scalable
processors and
5th Gen Intel
Xeon Scalable
processors) are
equivalent to the
values Config 1
and Config 2
(3rd Gen Intel
Xeon Scalable
processors).

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8
Intel Allows youto [4.02) |V v v v Auto, Base, Config 1,
Speed adjust different |and Config 2, Config 3,
Select cores to operate | later Config 4

* Config 1 and Config
2 are options
available for M5
servers only with
Base as the default.

 Auto is the default
for M8.
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Supported Platforms |

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c X410c
M8 M8
110 eDPC | The eDPC 4.3(6¢) | v v v Disabled, On Fatal Error,
Support | (Enhanced and On Fatal and Non-Fatal
Downstream later Errors
I(’zortt . ¢ Note
ﬁ)n ainment) The value On Fatal
3 ows ta link Error is not supported on
. Ognz.reff dm €225 M8, C245 M8, and
0 be disable X215¢ M8 servers.
after an
uncorrectab.le . Disabled—eDPC
error, enabling .
support is turned off,
recovery
oo and the system does
possible in a -
not take any action
controlled and .
to disable
robust manner. . .

. downstream links in
This can be one response to errors
of the following: P '

» On Fatal
Error—eDPC is
enabled only for fatal
errors.is not
supported on Cisco
UCS C225 M8,
Cisco UCS C245
MS, and X215¢ M8
servers.
» On Fatal and
Non-Fatal
Errors—eDPC is
enabled for both fatal
and non-fatal errors.
Baud Rate| What Baud rate [4.2(1) |V v v v 9.6k, 19.2k, 38.4k, 57.6k,

is used for the |and 115.2k

serial port later

transmission

speed. If you

disable Console

Redirection, this

option is not

available.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c
M8 M8

CDN Consistent 42(1) |« v v v Enabled, Disabled
Control Device Naming |and
allows Ethernet |later
interfaces to be
named in a
consistent
manner. This
makes Ethernet
interface names
more uniform,
easy to identify,
and persistent
when adapter or
other
configuration
changes are
made.

Adaptive | When this token [4.2(1) |V v v v Enabled, Disabled
Memory |is enabled, the |and
Training |BIOS saves the |later
memory training
results
(optimized
timing/voltage
values) along
with
CPU/memory
configuration
information and
reuses them on
subsequent
reboots to save
boot time. The
saved memory
training results
are used only if
the reboot
happens within
24 hours of the
last save
operation.
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Supported Platforms |

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8

BIOS This option 42(1) |V v v v Maximum, Minimum,
Techlog denotes the type |and Normal
Level of messages in | later « Maximum—Critical

BIOS tech log .

file. messages will be

displayed in the log
file. This is the
default option

* Minimum—Warning
and loading
messages will be
displayed in the log
file.

* Normal—Normal
and information
related messages will
be displayed in the
log file.
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Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c
M8 M8

OptionROM | The Option 42(1) |« v v v Enabled, Disabled
Launch ROM launch is |and
Optimization | controlled at the | later
PCI Slot level,
and is enabled
by default. In
configurations
that consist of a
large number of
network
controllers and
storage HBAs
having Option
ROMs, all the
Option ROMs
may get
launched if the
PCI Slot Option
ROM Control is
enabled for all.
However, only a
subset of
controllers may
be used in the
boot process.
When this token
is enabled,
Option ROMs
are launched
only for those
controllers that
are present in
boot policy.
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Supported Platforms |

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3
Console |Allows aserial |4.2(1) |V v v v Disabled, COM 0, COM
Redirection | port to be used | and
for .cons.ole later « COM 0 enables
redirection 4
during POST serial port for .
and BIOS con§ole red1rect19n
. during POST. This
booting. After .2 .
the BIOS has option is valid only
for M6 blade servers
booted and the
. and rack-mount
operating system
is responsible for SCIVETS.
the server, e COM 1 or
console serial-port-b enables
redirection is serial port B for
irrelevant and console redirection
has no effect and allows it to
perform server
management tasks.
This option is only
valid for rack-mount
servers.
Flow Whether a 42(1) |V v v v None, RTC-CTS
Control handshake and
protocol is used | later
for flow control.
Request to Send
/ Clear to Send
(RTS/CTS)
helps to reduce
frame collisions
that can be
introduced by a
hidden terminal
problem.
FRB 2 Whether the 42(1) | v v v Enabled, Disabled
Timer FRB2 timeris |and
used for later
recovering the
system if it
hangs during
POST.
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Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8

OSBoot | Whether the 42(1) |« v v v Enabled, Disabled
Watchdog | BIOS programs |and
Timer the watchdog later

timer with a

predefined

timeout value. If

the operating

system does not

complete

booting before

the timer

expires, the

CIMC resets the

system and an

error is logged.
OSBoot |What action the |4.2(1) |V v v v Power-off, Reset
Watchdog | system takes if |and
Timer the watchdog later
Policy timer expires.
0Ss What timeout  [4.2(1) |V v v v 5 minutes, 10 minutes, 15
Watchdog | value the BIOS |and minutes, 20 minutes
Timer uses to configure | later
Timeout |the watchdog

timer.
Terminal |What type of  [4.2(1) |V v v v PC-ANSI, VT100,
Type character and VT100-PLUS, VT-UTFg8

formatting is later

used for console

redirection.
Multikey |MK-TMEallows [4.2(1) |V v v v Enabled, Disabled
Total you to have nnd
Memory |multiple later
Encryption | encryption
(MK-TME) | domains with

one with own

key. Different

memory pages

can be encrypted

with different

keys.
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Supported Platforms |

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3
Software |Allows youto [4.2(1) |V v v v Enabled, Disabled
Guard enable Software | and
Extensions| Guard later
(SGX) Extensions(SGX)
feature.
Total Allows youto |4.2(1) | v v v Enabled, Disabled
Memory |provide the and
Encryption | capability to later
(TME) encrypt the
entirety of the
physical memory
of a system.
Select Allows youto [4.2(1) |V v v v SGX Owner EPOCH
Owner change the seed |and activated, Change to New
EPOCH | for the security |later Random Owner EPOCHs,
Input key used for the Manual User Defined
Type locked memory Owner EPOCHSs, SGX
region that is Owner EPOCH
created. deactivated
Note
SGX Owner EPOCH
deactivated option is
applicable for M8 servers
only.
SGX Auto |Allows youto |4.2(1) |V v v v Enabled, Disabled
MP enable the and
Regidration | registration later
Agent authority service
to store the
platform keys.
SGX Allows youto [4.2(1) |V v v v 0 - et with a
Epoch O | define the SGX |and step size of 1
EPOCH owner |later
value for the
EPOCH number
designated by 0.
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| Supported Platforms

Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8
SGX Allows youto |4.2(1) |V v v v 0 - et with a
Epoch 1 |define the SGX |and step size of 1
EPOCH owner |later
value for the
EPOCH number
designated by 1.
SGX Allows the 42(1) | v v v Enabled, Disabled
Factory system to and
Reset perform SGX | later
factory reset on
subsequent boot.
SGX Allowsyouto |4.2(1) | v v v SGX PUBKEY HASHO,
PubKey |set the Software |and SGX PUBKEY HASHI,
Hashn Guard later SGX PUBKEY HASH2,
where n Extensions SGX PUBKEY HASH3
;ange(s) t (SGX) value. . SGX PUBKEY
3rom ° HASHO—Between
’ 7-0.
* SGX PUBKEY
HASH1—Between
15-8.
* SGX PUBKEY
HASH2—Between
23-16.
* SGX PUBKEY
HASH3—Between
31-24.
SGX Allows youto |4.2(1) | v v v Enabled, Disabled
Write enable SGX and
Enable Write feature. later
SGX Allowsyouto |4.2(1) | v v v Enabled, Disabled
Package |enable SGX and
Information | Package Info later
In-Band |In-Band Access.
Access
SGX QoS |Allowsyouto |4.2(1) |V v v v Enabled, Disabled
enable SGX and
QoS. later
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. Intel M8 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

C220 M8 | C240 M8

X210c
M8

X410c
M8

Values

SHA-1
PCR Bank

The Platform
Configuration
Register (PCR)
is a memory
location in the
TPM. Multiple
PCRs are
collectively
referred to as a
PCR bank. A
Secure Hash
Algorithm 1 or
SHA-1 PCR
Bank allows to
enable or disable
TPM security.

4.2(1)
and
later

v v

Enabled, Disabled

Note

For C245 M8, it is
Disabled by default.

SHA?256
PCR Bank

The Platform
Configuration
Register (PCR)
is a memory
location in the
TPM. Multiple
PCRs are
collectively
referred to as a
PCR bank. A
Secure Hash
Algorithm
256-bit or
SHA-256PCR
Bank allows to
enable or disable
TPM security.

4.2(1)
and
later

Enabled, Disabled
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| Supported Platforms

Intel M8 Supported Platforms .

Description

Versions

Supported Models

Values

C220 M8 | C240 M8

X210c
M8

X410c
M8

SHA384
PCR Bank

*

The Platform
Configuration
Register (PCR)
is a memory
location in the
TPM. Multiple
PCRs are
collectively
referred to as a
PCR bank. A
Secure Hash
Algorithm
384-bit or
SHA-384PCR
Bank allows to
enable or disable
TPM security.

4.3(3a)
and
later

v v

Enabled, Disabled

Trusted
Platform
Module
State

Whether to
enable or disable
the Trusted
Platform Module
(TPM), which is
a component that
securely stores
artifacts that are
used to
authenticate the
server.

4.2(1)
and
later

Enabled, Disabled

Trust
Domain
Extension

Whether to
enable or disable
the Trust
Domain
Extension
(TDX), which
protects the
sensitive data
and applications
from
unauthorized
access.

4.3(3a)
and
later

Enabled, Disabled
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. Intel M8 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

C220 M8 | C240 M8

X210c
M8

X410c
M8

Values

TDX
Secure
Arbitration
Mode
(SEAM)

L oader

Whether to
enable or disable
the TDX Secure
Arbitration
Mode (SEAM)
Loader, which
helps to verify
the digital
signature on the
Intel TDX
module and load
it into the
SEAM-memory
range.

4.3(3a)
and
later

v v

TDX SecureArbitration
Mode (SEAM) L oader

TPM
Pending
Operation

Trusted Platform
Module (TPM)
Pending
Operation option
allows you to
control the status
of the pending
operation.

4.2(1)
and
later

None, TpmClear

TPM
Minimal
Physical
Presence

Whether to
enable or disable
TPM Minimal
Physical
Presence, which
enables or
disables the
communication
between the OS
and BIOS for
administering
the TPM without
compromising
the security.

4.2(1)
and
later

Enabled, Disabled
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S d Platf
Intel M8 Supported Platforms .

Name Description Versions | Supported Models Values

C220 M8 | C240 M8 | X210c | X410c
M8 M8

Intel Whether to 42(1) |« v v v Enabled, Disabled
Trusted enable or disable | and
Execution |Intel Trusted later
Technology | Execution
Support | Technology
(TXT), which
provides greater
protection for
information that
is used and
stored on the
business server.

Security |Itcontrols the |4.2(3) |V v v Enabled, Disabled
Device entire TPM and
Support | functionality. later

DMA Enabling this  |4.2(2) |V v v v Enabled, Disabled
Control token enables and
Opt-In Windows 2022 |later
Flag Kernel DMA
Protection
feature. The OS
treats this as a
hint that the
IOMMU should
be enabled to
prevent DMA
attacks from
possible
malicious
devices.

LIMIT Limits CPU 42012) |V v v v Enabled, Disabled
CPU PA  |physical address | and
to 46 Bits |to 46 bits to later
support the older
Hyper-v CPU
platform.
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Supported Platforms |
. Intel M8 Supported Platforms

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M3
10 eDPC | This option 4.3(6¢) |V v v v Disabled, On fatal error,
Support | allows a and On fatal and non-fatal
downstream link | later error
to be disabled
after an
uncorrectable
error, making
recovery
possible in a
controlled and
robust manner.
ClAuto |Ifenabled, CPU |60(1a0) Disabled, Enabled, Auto
Demotion |automatically and  Disabled—This
demotes to C1 | later .
option is Disabled.
based on un-core
auto-demote » Enable—This
information. options is enabled.
C1Auto | Select whether to | 6.0(1a.0) Disabled, Enabled, Auto
UnDemation | enable and « Disabled—This
processors to later R
. option is Disabled.
automatically
undemote from « Enable—This
Cl. options is enabled.
SProcessor | Allows youto | 60(1a0) | v v v v Values are:
Epoch O | define the SGX |and -
EPOCH owner |later ;l"hoe Minimum value
value for the >
EPOCH number * The Maximum value
designated by n. is fIFEFFreeeeee.
* The Unit is Hash
byte 7-0,
SProcessor | Allows youto | 60(1a0) | v v v v Values are:
Epoch 1 |define the SGX |and -
EPOCH owner |later Th()e Minimum value
value for the e
EPOCH number * The Maximum value
designated by n. is fIFEFFreeeeee.
* The Unit is Hash
byte 7-0,
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AMD M8 Supported Platforms .

Name Description Versions | Supported Models Values
C220 M8 | C240 M8 | X210c | X410c
M8 M8

Speculative| The confl_lock |6.0(2x) |V v v v
L ock metric counts

how many times

lock conflicts

occur.
GPU When enabled, | 62025) v v Enabled, Disabled
Direct ACS is disabled
CPU1 for GPUs on the

specified CPU in

systems using

the UCXS-580P.
GPU When enabled, | 411 v v Enabled, Disabled
Direct ACS is disabled
CPU2 for GPUs on the

specified CPU in

systems using

the UCXS-580P.
GPU When enabled, |6.0(2x) v Enabled, Disabled
Direct ACS is disabled
CPU3 for GPUs on the

specified CPU in

systems using

the UCXS-580P.
GPU When enabled, |6.0(2x) v Enabled, Disabled
Direct ACS is disabled
CPU4 for GPUs on the

specified CPU in

systems using

the UCXS-580P.

AMD M8 Supported Platforms

BIOS Tokens Applicable for AMD M8 (C225 M 8, C245 M 8, and X215c M 8) Platforms
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. AMD M8 Supported Platforms

Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
IPV4 Enables or |4.2(1) and v v v Disabled, Enabled
HTTP isabl later .
Support ?Psvf " ) * Disabled—IPva
HTTP support is not
support for .
HTTP. available.
» Enabled—IPv4
HTTP support is
made available.
IPV6 Enables or |4.2(1) and v v v Disabled, Enabled
HTTP disables later . Disabled—IPv6
Support IPv6 .
HTTP support is not
support for available
HTTP. ‘
» Enabled—IPv6
HTTP support is
made available.
Power ON |This token [4.1(1)and |V v v Disabled, Enabled
Password |requires later . Disabled—Power
that you set .
On Password is
a BIOS .
disabled.
password
before « Enabled—Power On
using the Password is enabled.
F2 BIOS
configuration.
If enabled,
password
needs to be
validated
before you
access
BIOS
functions
such as 10
configuration,
BIOS set
up, and
booting to
an
operating
system
using
BIOS.
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AMD M8 Supported Platforms .

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
PCle ARl | Whether all |4.2(1) and v v v Disabled, Enabled, Auto
Support ;%uRI o later « Disabled—This
poI;tps are option is Disabled.
enabled or » Enabled—This
disabled. options is enabled.
» Auto—PCle ARI
Support is in auto
mode.
MRAID n |Whether |4.0(2) and v Disabled, Enabled
OptionROM | Option later A
where n ROM is D|$b|§d—Th§
i expansion slot is not
ranges from | available on available
1-2. the MRAID ’
port. * Enabled—The
Note expansion slot is
Applicable available. .
for C225
M8
platforms
only.
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. AMD M8 Supported Platforms

Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
PCleSlot |This option |4.2(1) and v v Auto, Disabled, Gen 1,
MSTOR allows you | later Gen 2, Gen 3, Gen 4, Gen
Link Speed | to restrict 5
the + Disabled—The
maximum ) .
maximum speed is
speed of an )
MSTOR not restricted.
adapter. * Auto—The
Note maximum speed is
Applicable set automatically.
for C245 - Gen 1—2.5GT/s
M8 and (gigatransfers per
€225 M8 second) is the
platforms maximum speed
only. allowed.

e Gen 2—5GT/s is the
maximum speed
allowed.

* Gen 3—8GT/sis the
maximum speed
allowed.

e Gen 4—16GT/s is
the maximum speed
allowed.

* Gen 5—32GT/s is
the maximum speed
allowed.

Note
Applicable for M8

servers only.
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AMD M8 Supported Platforms .

Description

Versions

Supported Models

Values

C225 C245

X215¢

C845A

PCle Slot
MSTOR
RAID
OptionROM

Whether the
server can
use the
Option
ROMs
present in
the PCle
MSTOR
RAID.

Note
Applicable
for C225
M6, C245
M6, C225
MS, and
C245 M8
platforms
only.

4.2(1) and
later

v v

Disabled, Enabled

* Disabled—Option
ROM is not
available.

» Enabled—Option
ROM is available.
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. AMD M8 Supported Platforms

Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
NVME n |This option |4.0(2) and v v Disabled, Auto, GEN1,
Link Speed | allows you | later GEN2, GEN3, GEN4,
where n to restrict GENS
ranges from | the : .
0-6 and maximum ’ Dlsablgj—Maxmum
13-24. speed of an speeq 1s not
NVME card restricted.
installed in o Auto—The
the PCle maximum speed is
slot. set automatically.
Note ' * Gen 1—2.5GT/s
Applicable (gigatransfers per
for C225 second) is the
M8 and maximum speed
€245 M8 allowed.
platforms
only. * Gen 2—5GT/s is the

maximum speed
allowed

* Gen 3—8GT/sis the
maximum speed
allowed

e Gen 4—16GT/s is
the maximum speed
allowed

* Gen 5—32GT/s is
the maximum speed
allowed
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AMD M8 Supported Platforms .

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
NVME n |This option |4.0(2) and v v Disabled, Auto, GEN1,
Link Speed | allows you | later GEN2, GEN3, GEN4,
where n to restrict GENS
ranges from | the . .
O-6gand maximum ’ Dlsablgj—Maxmum
13-24. speed of an speeq 1s not
NVME card restricted.
installed in * Auto—The
the PCle maximum speed is
slot. set automatically.
Note * Gen 1—2.5GT/s
NYME 24 (gigatransfers per
Link Speed second) is the
supports maximum speed
€220 M7 allowed.
and C240
M7 * Gen 2—5GT/s is the
servers, maximum speed
and X210c allowed
M7 server.

* Gen 3—8GT/sis the
maximum speed
allowed

e Gen 4—16GT/s is
the maximum speed
allowed

* Gen 5—32GT/s is
the maximum speed
allowed
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. AMD M8 Supported Platforms

Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A

PCleSlot n | Link speed |4.0(1) and v v Disabled, Auto, GEN1,
Link Speed | for PCle later GEN2, GEN3, GEN4,
where n Slot GENS
ranges from | designated .
lt08 . by slot n. GENS is supported only

for speeds 1 to 6.
o s + Dissbled—Maximum
M8 speeq is not
platform, n restricted.
ranges * Auto—The
from 1 to maximum speed is
8. set automatically.

* Gen 1—2GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

e Gen 2—5GT/s is the
maximum speed
allowed

* Gen 3—8GT/sis the
maximum speed
allowed

e Gen 4—16GT/s is
the maximum speed
allowed

*Gen 5—32 GT/s is
the maximum speed
allowed
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AMD M8 Supported Platforms .

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A

Front This option |4.0(4) and v + Disabled—Maximum

NVMEn |allows you |later speed is not

Link Speed | to restrict restricted.

where n the

ranges from | maximum ' AUtC,FThe .

1to 12. speed of an maximum speed is
set automatically.

ForC245 |\ VMEcard

MS installed in . Gen 1—2.5GT/s

platform, n the front (gigatransfers per

m | PCle slot. second) is the

ranges from

1 to 4. maximum speed
allowed.

* Gen 2—5GT/s is the
maximum speed
allowed

* Gen 3—8GT/s is the
maximum speed
allowed

* Gen 4—16GT/s is
the maximum speed
allowed

* Gen 5—32GT/s is
the maximum speed
allowed

Front This 4.2(1) and v Enabled, Disabled
NVME n |options later . .
OptionROM | allows you Elf?bli?Tgpnon s
where n to control oF restricted.
ranges from | the Option » Enabled—Option is
1 to 24. ROM restricted.

execution
E/i); €245 of the PCle

adapter
platform, n

connected
ranges from
| to 4 to the

’ SSD:NVMe
slot n.
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Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
PCle This option {4.0 (1) and |V v Auto, Disabled, Gen 1,
Sot:MLOM | allows you | later Gen 2, Gen 3, Gen 4, Gen
Link Speed | to restrict 5
the - - Disabled—The
maximum ) .
maximum speed is
speed of an not restricted
MLOM )
adapter. * Auto—The

maximum speed is
set automatically.

* Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

e Gen 2—5GT/s is the
maximum speed
allowed.

* Gen 3—8GT/sis the
maximum speed
allowed.

e Gen 4—16GT/s is
the maximum speed
allowed.

* Gen 5—32GT/s is
the maximum speed
allowed.
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AMD M8 Supported Platforms .

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
PCle Whether |40 (1)and |V v Disabled, Enabled,
Sat:MLOM | Option later Legacy only, UEFI only
OpicnROM | ROM is + Disabled—The
available on ion slof is not
the MLOM expansion slot is no
available.
port.
» Enabled—The
expansion slot is
available.

* UEFI only—The
expansion slot is
available only for
UEFIL.

 Legacy only—The
expansion slot is
available only for
legacy.
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Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
MRAID This option |4.0(2) and v Auto, Disabled, Gen 1,
Link Speed | allows you | later Gen 2, Gen 3, Gen 4, Gen
to restrict 5
the .
. * Disabled—The
maximum . .
speed of maximum speed is
I\I/iRAID not restricted.

* Auto—The
maximum speed is
set automatically.

* Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

e Gen 2—5GT/s is the
maximum speed
allowed.

* Gen 3—8GT/sis the
maximum speed
allowed.

e Gen 4—16GT/s is
the maximum speed
allowed.

* Gen 5—32GT/s is
the maximum speed
allowed.
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AMD M8 Supported Platforms .

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
Rear This option | 4.0(4) and v Auto, Disabled, Gen 1,
NVME n |allows you |[later Gen 2, Gen 3, Gen 4, Gen
Link to restrict 5
Speed, | the + Disabled—The
where n maximum . .
maximum speed is
ranges from | speed of .
not restricted.
1to4. rear
NVME. * Auto—The
Note maximum speed is
NVME 4 set automatically.
Link Speed * Gen 1—2.5GT/s
supports (gigatransfers per
C240 M7 second) is the
SCIVETS, maximum speed
X210c M7, allowed.
and C240
MBS server. * Gen 2—5GT/s is the
maximum speed
allowed.

* Gen 3—8GT/sis the
maximum speed
allowed.

e Gen 4—16GT/s is
the maximum speed
allowed.

* Gen 5—32GT/s is
the maximum speed
allowed.

Rear Whether | 4.0(4) and v Enabled, Disabled
NVMEn |Option later . .
OptionROM, | ROM is DI%bIGQ—Optlon is

. not restricted.
where n available on
ranges from | the rear » Enabled—Option is
1to 4. NVME or restricted.

not.
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. AMD M8 Supported Platforms

Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
PCle This option | 4.0(2) and v v Disabled, Auto, GEN1,
Sa:FaitSD | allows you | later GEN2, GEN3
nLink to restrict « Disabled—Maximum
Speed, the .
where nis 1 | maximum speeq 1s not
and 2. speed of restricted.

Front SSD. o Auto—The
maximum speed is
set automatically.

* Gen 1—2GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

* Gen 2—5GT/s is the
maximum speed
allowed

* Gen 3—8GT/s is the
maximum speed
allowed

Single Controls the |4.3(4b) and |V v v Enabled, Disabled
Root I/0O | Single Root | later

Virtudizetion | 1/0

(SR-I0OV) | Virtualization.

Support SR-IOV

allows a

device,

such as a

network

adapter, to

separate

access to its

resources

among

various

PCle

hardware

functions.
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AMD M8 Supported Platforms .

Description

Versions

Supported Models

C225 C245

X215¢

C845A

Values

Re-Size
BAR
Support

Allows to
enable or
disable
Re-sizable
BAR
support
setup item.

4.3(4b) and
later

v v

v

Enabled, Disabled

Note

By default it is Enabled
for AMD platforms and
Disabled for Intel
platforms.

PCle Slots
CDN
Control
where,
CDN refers
to
Consistent
Device
Naming

PCle Slots
Consistent
Device
Naming
(CDN)
control
allows PCle
slots to be
named in a
consistent
manner.
This makes
PCle slot
names more
uniform,
easy to
identify,
and
persistent
when the
configuration
changes are
made.

4.0(2) and
later

Enabled, Disabled

* Disabled—Option is
not restricted.

» Enabled—Option is
restricted.
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. AMD M8 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

C225 C245

X215¢

C845A

Values

Consistent
Device
Naming
(CDN)
Control

PClIe Slots
Consistent
Device
Naming
(CDN)
control
allows PCle
slots to be
named in a
consistent
manner.
This makes
PCle slot
names more
uniform,
easy to
identify,
and
persistent
when the
configuration
changes are
made.

4.0(2) and
later

v v

v

Enabled, Disabled

* Disabled—Option s
not restricted.

» Enabled—Option is
restricted.

Enhanced
Memory
Test

Enables
enhanced
memory
tests during
the system
boot and
increases
the boot
time based
on the
memory.

Note
Applicable
for C225
M8, C245
MS, and
X215 M8
platforms
only.

4.0 (1) and
later

Disabled, Enabled, Auto

* Disabled—Options
are Disabled.

» Enabled—Options
are enabled.

* Auto—Option is in
auto mode.
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AMD M8 Supported Platforms .

Description

Versions

Supported Models

C225 C245

X215¢

C845A

Values

BME
DMA
Mitigation

Allows you
to disable
the PCI
BME bit to
mitigate the
threat from
an
unauthorized
external
DMA

4.0 (1),
4.0(2),4.0(4),
4.1(1),4.2(1),
4.3(4b).
4.3(5a)

v v

v

Enabled, Disabled

* Disabled—Option is
not restricted.

* Enabled—Option is
restricted.

Burst and
Postponed
Refresh

Allows the
memory
controller to
defer the
refresh
cycles when
the memory
is active
and
accomplishes
the refresh
within a
specified
window.
The
deferred
refresh
cycles may
runin a
burst of
several
refresh
cycles.

4.0 (1) and
later

Enabled, Disabled

* Disabled—Option is
not restricted.

* Enabled—Option is
restricted.
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Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
CPU Whether the | 4.0(2) and v v v Disabled, Enabled, Auto
SMEE ﬁ Zzgi;s:r later * Disabled—Options
Secure are Disabled.
Memory » Enabled—Options
Encryption are enabled.
Enable
(SMEE) * Auto—Option is in
function, auto mode.
which
provides
memory
encryption
support.
IOMMU  |Input 4.0(2) and v v v Disabled, Enabled, Auto
1(\)/{1;?;? later * Disabled—Options
Managglent are Disabled.
Uni[lOMMU) + Enabled—Options
allows are enabled.
AMD
processors * Auto—Option is in
to map auto mode.
virtual
addresses to Note
physical To disable IOMMU, the
addresses. system must be
configured with L ocal
APIC Mode set to
XAPIC.
Bank Determines [4.0 (1) and |V v v Disabled, Enabled, Auto
g;/ouD hl?wsical later * Disabled—Options
ap 1; d(}ilresses are Disabled.
are assigned * Enabled—Options
to are enabled.
applications.
* Auto—Option is in
auto mode.
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AMD M8 Supported Platforms .

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
Chipset Whether | 4.2(1) and v v v Disabled, Enabled, Auto
Interleave | memory later « Disabled—Options
blocks .
are Disabled.
across the
DRAM + Enabled—Options
chip selects are enabled.
for node 0
are * Auto—Option is in
interleaved. auto mode.
Note
Enabled option is
available for M8 servers
only.
DRAM The value |4.3(4a)and |V v v Disabled, 1 hour, 4 hours,
Scrub that later 6 hours, 8 hours, 12 hours,
Time represents 16 hours, 24 hours, 48
the number hours, Auto
of hours to
Note
scrub the .
hol 12 hours option is
whole available for M8 servers
memory.
only.
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Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
SNP This option | 4.2(1) and v v v Disabled, Enabled, Auto,
Memory |selects the |later Custom
Coverage | operating * Disabled—Options
mode of the .
are Disabled.
Secured
Nested » Enabled—Options
Paging are enabled.
(SNP)
Memory * Auto—Option is in
and the auto mode.
reverse » Custom—Options
Map Table are customized.
(RMP). The
RMP is
used to
ensure a
one-to-one
mapping
between
system
physical
addresses
and guest
physical
addresses.
SNP Allows you |4.2(1), v v v 0-1048576, with 8192 as
Memory |to configure |4.3(4b), the default.
Sizeto SNP 4.3(5a)
Cover in | memory
MiB size.
NUMA Allows you |4.2(1)and |V v v Auto, NPS0, NPS1,
Nodes per |to configure | later NPS2, NPS4
Socket the number « NPSO—Zero NUMA
of NUMA
(Non-Uniform node per socket.
Memory * NPS1—One NUMA
Access) node per socket.
nodes per
CPU * NPS2—Two NUMA
socket. nodes per socket.
* NPS4—Four NUMA
nodes per socket.
* Auto—Number of
channels are set to
auto.
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Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
Memory |Determines |4.0(2) and v v v Auto, Channel, Die, none,
Interleaving | the memory | later Socket, Disabled, Enabled
lijri?ill(s;oz lzie * Avaialble options for
cricaved. MS5:Auto, Channel,
It also i
. Die, none, Socket
determines
the starting * Avaialble options for
address of M6:Auto, Disabled
the
interleave * Avaialble options for
(bit 8,9, 10 MS:Auto, Enabled,
or 11). Disabled
SEV-SNP | Allows you |4.2(1) and v v v Disabled, Enabled, Auto
Support  |to enable |later « Disabled—Options
the Secure are Disabled
Nested '
Paging * Enabled—Options
feature. are enabled.
Memory |To 40()and |V v v Auto, 1x Refresh, 2x
Refresh configure | later Refresh, 3x, 4x
Rate the refresh
interval rate Note
;n . ) 1x Refresh is the default
or interna for M5, M7, M8 servers.
memory.
2x Refresh is the default
for AMD M6 servers.
Post Post 42(1)and |V v v Disabled, Hard PPR
EZ;';‘]'?‘?E Eae‘;];?rge later « Disabled—This
(PPR) option is Disabled.
provides the » Hard PPR—This
ability to results in a
repair faulty permanent
memory remapping of
cells by damaged storage
replacing cells.
them with
spare cells.
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Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
Runtime |Enables the [4.3(4b)and |V v v Disabled, Enabled
Post soft later
Package | post-package
Repair repairs of
the
corrected
memory
errors
during OS
runtime.
Secured Enables 4.2(1) and v v v 253 ASIDs, 509 ASIDs,
Encrypted |running later Auto
Virtudization epcrypted « 253 ASIDs
virtual
machines * 509 ASIDs
(VMs) in
which the * Auto
code and Note
data of the It is recommended
VM are to leave this setting
isolated. in the default state
of Auto to mitigate
Rowhammer-style
attacks.
SMEE Whetherthe |4.0(4) and |V v v Disabled, Enabled, Auto
processor | later « Disabled—This
uses the L
option is Disabled.
Secure
Memory ¢ Enabled—This
Encryption option is enabled.
Enable
(SMEE) * Auto—This option is
function, set to auto mode.
which
provides Note
memory Auto is the default for
encryption M6 and M8 servers.
support.
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Description

Versions

Supported Models

C225 C245

X215¢

C845A

Values

Trangparent
Secure
Memory
Encryption

Provides
transparent
hardware
memory
encryption
of all data
stored on
system
memory.

4.1(3) and
later

v v

v

Disabled, Enabled, Auto

* Disabled—This
option is Disabled.

* Auto—This option is
set to auto mode.

Memory
Mapped

10 above
4GB

Whether to
enable or
disable
memory
mapped I/O
of
64-bitPCI
devices to
4GB or
greater
address
space.
Legacy
option
ROMs are
not able to
access
addresses
above 4GB.
PCl devices
that are
64-bit
compliant
but use a
legacy
option
ROM may
not function
correctly
with this
setting
enabled.

4.0 (1) and
later

Disabled, Enabled

* Disabled—This
option is Disabled.

» Enable—This
options is enabled.
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Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
VGA Allows you |4.0(2) and v v Offboard, Onboard,
Priority to setthe |later Onboard VGA Disabled
priority for » Onboar d—Priority
VGA o
raphics is given to the
ﬁevices " onboard VGA
. device. BIOS post
multiple
screen and OS boot
VGA .
devices are are driven through
. the onboard VGA
found in the
port
system.
* Offboar d——Priority
is given to thePCIE
Graphics adapter.
BIOS post screen
and OS boot are
driven through the
external graphics
adapter port.
* Onboard VGA
Disabled —Priority
is given to the PCIE
Graphics adapter,
and the onboard
VGA device is
disabled
Note
The vKVM does not
function when the
onboard VGA is
disabled.
Core Whether the | 4.0(2) and v v v Disabled, Auto
Performance| AMD later « Disabled—This
Boost processor L.
. . option is Disabled.
increases its
frequency * Auto—The CPU
on some automatically
cores when determines how to
it is idle or boost performance.
not being
used much
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Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
Global C | Whether the | 4.0(2) and v v v Auto, Disabled, Enabled
State AMD later » Auto—This options
Control processors :
is set to auto mode.
control
10-based * Disabled—This
C-state option is Disabled.
generation
and DF ¢ Enable—This
C-states. options is enabled.
Ln Stream | Whetherthe [4.02) and |V v v Auto, Disabled, Enabled
HW processor | later . .
Prefetcher, | allows the : Auto—Thls options
where n AMD is set to auto mode.
valueis 1 |hardware « Disabled—This
and 2. prefetcher option is Disabled.
to
speculatively * Enable—This
fetch options is enabled.
streams of
data and
instruction
from
memory
into the L1
or L2 cache
when
necessary.
Determiniam | Allows 4.0(2) and v v v Auto, Performance,
Slider AMD later Power
i);ocessors * Auto—The CPU
. automatically uses
determine
default power
how to . .
determinism settings.
operate.

* Performance—Processor
operates at the best
performance in a
consistent manner.

* Power—Processor
operates at the
maximum allowable
performance on a per
die basis.
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Supported Platforms |

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A

CPPC Allows you |4.0(2) and v v v Auto, Disabled, Enabled
to configure | later )
Collaborative Enafblefl—Thls

option is enabled.

Processor
Performance * Disbled—This
Control. option is disabled.

* Auto—The CPU
automatically uses
default settings.

Enhanced |Enhances |[4.0(2) and v v Disabled, Auto
CPY cPy later « Disabled—This
Performance | performance L.
by option is Disabled.
adjusting * Auto—Allows to
server adjust server settings
settings to increase the
automatically. processor
performance.
Note
Enabling this
functionality may
increase power
consumption.
AVX512 |The 512-bit [4.3(4b)and |V v v Auto, Enabled, Disabled
extension of | later
the 256-bit
Advanced
Vector
Extensions
(AVX)
SIMD
instructions.
Power Enable or |4.3(4b)and |V v v Auto, Enabled, Disabled
Down disable the |later
Enable DDR power
down
mode.
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Description

Versions

Supported Models

Values

C225 C245

X215¢

C845A

Power
Profile
Selection
F19h

The DF
P-state
selection in
the profile
policy is
overridden
by the
P-state
range, the
BIOS
option or
the
APB_DIS
BIOS
option.

where, F
refers to the
processor
family and
M denotes
the model.

Note

F19 tokens
are
expanding
support to
include
F1A
family
processors.

4.3(4b) and
later

v v

v

High Performance

M ode, Efficiency Mode,
Maximum IO
Performance Mode,
Balanced Memory
Performance Mode

SEV-ES
ASID
Space

Limit

The
SEV-ES
and SNP
guests must
use ASIDs
in the range
of 1
through
1007.

4.3(4b) and
later

1-1007, with 1 as the
default

xGMI
ForcelLink
Width

The force
xGMI link
width.

4.3(4b) and
later

Enabled, Disabled, Auto
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Supported Platforms |

Description

Versions

Supported Models

C225 C245

X215¢

C845A

Values

TSME

Provides
hardware
memory
encryption
of all the
data stored
on system
DIMMs
that is
invisible to
the OS and
slightly
increases
the memory
latency.

4.3(4b) and
later

v v

v

Enabled, Disabled, Auto

4-link
XGMI| max
speed

Specifies
the
maximum
frequency
used for
XGMI
P-state in a
4-link
topology.

4.3(4b) and
later

20 Gbps, 25 Gbps, 32
Gbps, Auto
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Description

Versions

Supported Models

Values

C225 C245

X215¢

C845A

Fixed SOC
P-State
SP5 F19h

Forced
P-State to
be
independent
or
dependent,
as reported
by the
ACPI_PSD
object. It
changes the
SOC
P-State if
APBDIS is
enabled.

where, F
refers to the
processor
family.

Note

F19 tokens
are
expanding
support to
include
F1A
family
processors.

4.3(4b) and
later

v v

v

0 - 2 with 0 as the default.

DF PState
Frequency
Optimizer

Enable or
Disable the
DF P-state
CCLK
effective
frequency
optimizer.

4.3(4b) and
later

Auto, Enabled, Disabled

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. AMD M8 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

C225 C245

X215¢

C845A

Values

PRMRR
Size

Processor
Reserved
Memory
Range
Registers
(PRMRR)
is the size
of the
protected
region in
the system
DRAM.

4.3(2) and
later

v v

v

Invalid Config, 1G, 2G,
4G, 8G, 16G, 32G, 64G,
128G, 256G, 512G,
128M, Auto, 256M, 512M

Note

128M, Auto, 256M,
512M options are
available only for M7
Servers.

Burst and
Postponed
Refresh

Allows the
memory
controller to
defer the
refresh
cycles when
the memory
is active
and
accomplishes
the refresh
within a
specified
window.
The
deferred
refresh
cycles may
runin a
burst of
several
refresh
cycles.

4.0(2) and
later

Disabled, Enabled

APBDIS

Allows you
to select the
Algorithm
Performance
Boost
(APB)
Disable
value for
the SMU.

4.0(2) and
later

Auto, 0, 1

* Auto—Sets an auto
ApbDis for the SMU.
This is the default
option.

* 0—Clear ApbDis to
SMU

* 1—Set ApbDis to
SMU
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Name Description | Versions Supported Models Values
C225 C245 |X215¢ |C845A

Downcore 4.0(2) and v v v

control later

F19

MAOh-AFh
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Supported Platforms |

the
processor.

Note

This is
applicable
only for
AMD
processors
of family
19h and
for models

Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A

Provides Auto, TWO (1+1), TWO
the ability (2 +0), THREE (3 +0),
to remove FOUR (2 +2), FOUR (4
one or more +0)",
cores from "SIX (3 + 3)"
operation is
supported ONE (1 +0), TWO (2 +
in the 0), THREE (3 +0), FOUR
silicon. It (4+0), FIVE (5 +0), SIX
may be (6 +0), SEVEN (7 +0),
desirable to EIGHT (8 + 0), NINE (9
reduce the +0), TEN (10 + 0),
number of ELEVEN (11 + 0),
cores due to TWELVE (12 + 0),
operating THIRTEEN (13 + 0),
system FOURTEEN (14 + 0),
restrictions, FIFTEEN (15 + 0)
e « Auto—The CPU
requirernents determines how
oefqthe many cores must be
system enabled. This is the
This item default option.
allows the * ONE (1 + 0)—One
control on core enabled on one
the number CPU complex.
of cores
that are *« TWO (2 + O)fTWO
running. cores enabled on one
This setting CPU complex.
can only - THREE (3 +
reduce the 0)—Three cores
number of enabled on one CPU
cores from complex
only those '
available in * FOUR (4 +

0)—Four cores
enabled on one CPU
complex.

* FIVE (5 + 0)—Five
cores enabled on one
CPU complex.

* SIX (6 + 0)—Six
cores enabled on one
CPU complex.

« SEVEN (7 +
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Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
AOh-AFh. 0)—Seven cores
where, F enabled on one CPU
refers to complex.
the
processor - El GH,T (8+
family and 0)—Eight cores
M denotes enabled on one CPU
the model complex.

NINE (9 + 0)—Nine
cores enabled on one
CPU complex.

TEN (10 + 0)—Ten
cores enabled on one
CPU complex.

ELEVEN (11 +
0)—Eleven cores
enabled on one CPU
complex.

TWELVE (12 +
0)—Twelve cores
enabled on one CPU
complex.

THIRTEEN (13 +
0)—Thirteen cores
enabled on one CPU
complex.

FOURTEEN (14 +
0)—Fourteen cores
enabled on one CPU
complex.

FIFTEEN (15 +
0)—Fifteen cores
enabled on one CPU
complex.
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Name Description | Versions Supported Models Values

C225 C245 X215¢ | C845A

CPU 43(b)and |V v v Auto, ONE (1 + 0), TWO
Downcore later (2 +0), THREE (3 +0),
control FOUR (4 +0), FIVE (5 +
F19 0), SIX (6 + 0), SEVEN
M 10h-1Fh (7 + 0), EIGHT (8 + 0),

NINE (9 + 0), TEN (10 +
0), ELEVEN (11 +0),
TWELVE (12 + 0),
THIRTEEN (13 +0),
FOURTEEN (14 +0),
FIFTEEN (15 +0)
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Description

Versions

Supported Models

Values

C225 C245

X215¢

C845A

Provides
the ability
to remove
one or more
cores from
operation is
supported
in the
silicon. It
may be
desirable to
reduce the
number of
cores due to
operating
system
restrictions,
or power
reduction
requirements
of the
system.
This item
allows the
control on
the number
of cores
that are
running.
This setting
can only
reduce the
number of
cores from
only those
available in
the
processor.

Note

This is
applicable
only for
AMD
processors
of family
19h and
for models
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Supported Platforms |

Description

Versions

Supported Models

C225 C245

X215¢

C845A

Values

10h-1Fh.
where, F
refers to
the
processor
family and
M denotes
the model

Note

F19 tokens
are
expanding
support to
include
F1A
family
processors.

Streaming
Stores
Control

Enables the
streaming
store
functionality.

4.0(2) and
later

Auto, Disabled, Enabled

Fixed SOC
P-State

This option
defines the
target
P-state
when
APBDIS
(to disable
Algorithm
Performance
Boost
(APB)) is
set. The P-x
specify a
valid
P-state for
the
processor
installed.

4.0(2) and
later

Auto, PO, P1, P2, P3

* Auto—Sets a valid
P-state suitable for
the processor. This is
the default option.

*«POto
P3—Highest-performing
SOC P-state to
lowest-performing
SOC P-state.
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Description

Versions

Supported Models

C225

C245

X215¢

C845A

Values

DF
C-States

When long
duration
idleness is
expected in
a system,
this control
allows the
system to
transition
into a DF
C-state
which can
set the
system into
an even
lower
power state.

4.0(2) and
later

v

v

v

Auto, Disabled, Enabled

CCD
Control

Allows you
to specify
the number
of
charge-coupled
device
CCDs that
are desired
to be enable
in the
system.

4.0(2) and
later

Auto, 2 CCDs, 3 CCDs,
4 CCDs, 6 CCDs, 8
CCDs, 10 CCDs

Note
* 2 CCDs, 3 CCDs, 4
CCDs, 6 CCDs
options are available
only for M6 servers.

* 2 CCDs, 4 CCDs, 6
CCDs, 8 CCDs, and
10 CCDs options
are available only
for M8 servers.

ACPI
SRAT L3
CacheAs
NUMA
Domain

Creates a
layer of
virtual
domains on
top of the
physical
domains in
which each
Cisco
Compatible
Extensions
is declared
to be in its
on domain.

4.2(1) and
later

Auto, Disabled, Enabled
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Supported Platforms |

Description

Versions

Supported Models

C225

C245

X215¢

C845A

Values

L ocal
APIC
Mode

Selects the
APIC mode
to be used.

4.3(4a) and
later

Compatibility, XAPIC,
X2APIC, Auto

PCleTen
Bit Tag
Support

Enables the
PCle ten bit
tags for the
supported
devices.

4.3(4a) and
later

Auto, Enabled, Disabled

SMT Mode

Whether the
processor
uses AMD
Simultaneous
MultiThreading
Technology,
which
allows
multithreaded
software
applications
to execute
threads in
parallel
within each
processor.

4.0(2) and
later

Disabled, Enabled, Auto,
Off

Note

Off options are available
for M5 servers only with
Auto as the default.

SVM
Mode

Whether the
processor
uses AMD
Secure
Virtual
Machine
Technology.

4.0(2) and
later

Disabled, Enabled
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Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
110 eDPC |The eDPC [4.3(6¢c)and |V v v Disabled, On Fatal Error,
Support (Enhanced | later On Fatal and Non-Fatal
Downstream Errors
Port
. Note
S?gtjvl?:em) The value On Fatal Error
downstream is not supported on C225
link fo be M8, C245 M8, and
disabled X215c M8 servers.
after an « Disabled—eDPC
uncorrectable .
support is turned off,
error, and the system does
enabling )
not take any action to
recovery. disable downstream
possible in links in response to
a controlled
errors.
and robust
manner. * On Fatal
Error—eDPC is
enabled only for fatal
errors.is not
supported on Cisco
UCS C225 M8,
Cisco UCS C245
M8, and X215¢ M8
servers.
* On Fatal and
Non-Fatal
Errors—eDPC is
enabled for both fatal
and non-fatal errors.
Baud Rate | What Baud |4.2(1) and v v v 9.6k, 19.2k, 38.4k, 57.6k,
rate is used |later 115.2k
for the
serial port
transmission
speed. If
you disable
Console
Redirection,
this option
is not
available.
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Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
CDN Consistent |4.2(1) and v v v Enabled, Disabled
Control Device later
Naming
allows
Ethernet
interfaces to
be named in
a consistent
manner.
This makes
Ethernet
interface
names more
uniform,
easy to
identify,
and
persistent
when
adapter or
other
configuration
changes are
made.
BIOS This option |4.2(1) and v v v Maximum, Minimum,
Techlog denotes the | later Normal
Level type of . * Maximum—Ceritical
gllegssafes}in messages will be
log ﬁleec displayed in the log
' file. This is the
default option

* Minimum—Warning
and loading
messages will be
displayed in the log
file.

» Normal—Normal
and information
related messages will
be displayed in the
log file.
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Name Description | Versions Supported Models Values
C225 C245 |X215¢ |C845A
OptionROM 4.2(1) and v v v Enabled, Disabled
Launch later
Optimization
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Supported Platforms |

Description

Versions

Supported Models

C225 C245

X215¢

C845A

Values

The Option
ROM
launch is
controlled
at the PCI
Slot level,
and is
enabled by
default. In
configurations
that consist
of a large
number of
network
controllers
and storage
HBAs
having
Option
ROMs, all
the Option
ROMs may
get
launched if
the PCI Slot
Option
ROM
Control is
enabled for
all.
However,
only a
subset of
controllers
may be
used in the
boot
process.
When this
token is
enabled,
Option
ROMs are
launched
only for
those
controllers
that are
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Name Description | Versions Supported Models Values
C225 C245 X215¢ | C845A
present in
boot policy.
Console |Allowsa |4.2(1) and v v v Disabled, COM 0, COM
Redirection | serial port | later 1
to be used * COM 0 enables
for console .
redirection serial port fpr ‘
during con'sole redlrectl(?n
POST and dur}ng POST. This
BIOS option is valid only
. for M6 blade servers
booting.
After the and rack-mount
BIOS has servers.
booted and *COM 1 or
the serial-port-b enables
operating serial port B for
system is console redirection
responsible and allows it to
for the perform server
server, management tasks.
console This option is only
redirection valid for rack-mount
is irrelevant servers.
and has no
effect
Flow Whether a |4.2(1) and v v v None, RTC-CTS
Control handshake |later
protocol is
used for
flow
control.
Request to
Send /
Clear to
Send
(RTS/CTS)
helps to
reduce
frame
collisions
that can be
introduced
by a hidden
terminal
problem.
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Supported Platforms |

Description

Versions

Supported Models

C225 C245

X215¢

C845A

Values

FRB 2
Timer

Whether the
FRB2 timer
is used for
recovering
the system
if it hangs
during
POST.

4.2(1) and
later

v v

v

Enabled, Disabled

OSBoot
Watchdog
Timer

Whether the
BIOS
programs
the
watchdog
timer with a
predefined
timeout
value. If the
operating
system does
not
complete
booting
before the
timer
expires, the
CIMC
resets the
system and
an error is
logged.

4.2(1) and
later

Enabled, Disabled

OS Boot
Watchdog
Timer
Policy

What action
the system
takes if the
watchdog
timer
expires.

4.2(1) and
later

Power-off, Reset

(O]
Watchdog
Timer
Timeout

What
timeout
value the
BIOS uses
to configure
the
watchdog
timer.

4.2(1) and
later

5 minutes, 10 minutes, 15
minutes, 20 minutes
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Description

Versions

Supported Models

Values

C225 C245

X215¢

C845A

Terminal
Type

What type
of character
formatting
is used for
console
redirection.

4.2(1) and
later

v v

v

PC-ANSI, VT 100,
VT100-PLUS, VT-UTF8

SHA-1
PCR Bank

The
Platform
Configuration
Register
(PCR)is a
memory
location in
the TPM.
Multiple
PCRs are
collectively
referred to
as a PCR
bank. A
Secure
Hash
Algorithm
1 or SHA-1
PCR Bank
allows to
enable or
disable
TPM
security.

4.2(1) and
later

Enabled, Disabled

Note
For C245 M8, it is
Disabled by default.
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Description

Versions

Supported Models

C225 C245

X215¢

C845A

Values

SHA256
PCR Bank

The
Platform
Configuration
Register
(PCR)isa
memory
location in
the TPM.
Multiple
PCRs are
collectively
referred to
as a PCR
bank. A
Secure
Hash
Algorithm
256-bit or
SHA-256PCR
Bank
allows to
enable or
disable
TPM
security.

4.2(1) and
later

v v

v

Enabled, Disabled
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AMD M8 Supported Platforms .

Description

Versions

Supported Models

Values

C225 C245

X215¢

C845A

SHA384
PCR Bank

*

The
Platform
Configuration
Register
(PCR)isa
memory
location in
the TPM.
Multiple
PCRs are
collectively
referred to
as a PCR
bank. A
Secure
Hash
Algorithm
384-bit or
SHA-384PCR
Bank
allows to
enable or
disable
TPM
security.

4.3(3a) and
later

v v

v

Enabled, Disabled

Trusted
Platform
Module
State

Whether to
enable or
disable the
Trusted
Platform
Module
(TPM),
which is a
component
that
securely
stores
artifacts
that are
used to
authenticate
the server.

4.2(1) and
later

Enabled, Disabled
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Supported Platforms |

Description

Versions

Supported Models

C225 C245

X215¢

C845A

Values

TPM
Pending
Operation

Trusted
Platform
Module
(TPM)
Pending
Operation
option
allows you
to control
the status of
the pending
operation.

4.2(1) and
later

v v

v

None, TpmClear

Security
Device
Support

It controls
the entire
TPM
functionality.

4.2(3) and
later

Enabled, Disabled

CPU

Frequency
Control

Indicates
adjusting
the speed of
the CPU to
find a good
balance
between
how fast it
works and
how much
power it
uses.

6.0(2x)

Auto, Enabled, Disabled

Reset After
Sync-Flood

Enable AB
to forward
downstream
sync-flood
message to
system
controller.

6.0(2x)

Enable, Disable, Auto
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Intel M7 Supported Platforms .

Description

Versions Supported Models

Values

C225 C245

X215¢

C845A

Delay
Reset After
Sync-Flood

This control
delay time
for system
reset when
a Sync
Flood is
detected.
The delayed
minutes
range from
5to 255
minutes 0 ~
4,

6.0(2x)

0, 255. Default is 5.

Intel M7 Supported Platforms

BIOS applicable for Intel M7 (C220 M7, C240 M7, X210c M7, X410c M 7) Platforms

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
IPV4 Enables or [4.2(1) |V v v v Disabled, Enabled
HTTP disables and . Disabled—IPv4 HTTP
Support | IPv4 later . .
support is not available.
support for
HTTP. » Enabled—IPv4 HTTP
support is made available.
IPV6 Enables or [4.2(1) |V v v v Disabled, Enabled
HTTP disables and .
Support  [IPv6 later Disabled—IPv6 HTTP
support is not available.
support for
HTTP. » Enabled—IPv6 HTTP
support is made available.
IPV4 PXE |Enables or |4.2(1) |V v v v Disabled, Enabled
Support | disables and . Disabled—IPv4 PXE
IPv4 later 1 is not availabl
support for support is not available.
PXE. » Enabled—IPv4 PXE
support is made available.
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Supported Platforms |

Description

Versions

Supported Models

C220 M7

C240 M7

X210¢
M7

X410c
M7

Values

IPV6 PXE
Support

Enables or
disables
IPv6
support for
PXE.

4.2(1)
and
later

v

v

Disabled, Enabled

* Disabled—IPv6 PXE
support is not available.

 Enabled—IPv6 PXE
support is made available.

Networ k
Stack

This option
allows you
to enable or
disable the
complete
network
style of the
system.

4.1(1)
and
later

Disabled,Enabled

 Disabled—Network
Stack support is not
available.

 Enabled—Network Stack
support is available.

Power ON
Password

This token
requires
that you set
a BIOS
password
before
using the
F2 BIOS
configuration.
If enabled,
password
needs to be
validated
before you
access
BIOS
functions
such as 10
configuration,
BIOS set
up, and
booting to
an
operating
system
using
BIOS.

4.1(1)
and
later

Disabled, Enabled

» Disabled—Power On
Password is disabled.

» Enabled—Power On
Password is enabled.
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Intel M7 Supported Platforms .

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
VMD Whether  [4.1(1) |V v v v Disabled, Enabled
Enablement IS\ISV];\g ihat iﬁgr * Disabled—Hot swap of
are NVMe SSDs that are
connected to the PCle bus
connected .
to the PCle is not allowed.
bus can be » Enabled—Hot swap of
hot NVMe SSDs that are
swapped. It connected to the PCle bus
also is allowed.
standardizes
the LED
status light
on these
drives.
LED status
lights can
be
optionally
programmed
to display
specific
Failure
indicator
patterns.
Intel VT | Whether |4.1(1) |V v v v Enabled, Disabled
fc.)r the and » Disabled—The processor
directed |processor |later . A
does not use virtualization
10 uses Intel technology
Virtualization ’
Technology + Enabled—The processor
for uses virtualization
Directed technology.
I/O (VT-d).
Intel(R) |Whether |4.1(1) |V v v v Enabled, Disabled
VTd the and « Disabled—The processor
Coherency | processor | later
does not support
Support | supports coherency
Intel VT-d '
Coherency. » Enabled—The processor
uses VT-d Coherency as
required.
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Supported Platforms |

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
m7 m7
CDN Whether  |4.0(4) v v Enabled, Disabled
Support | the and « Disabled OS Ethernet
for LOM | Ethernet later . . .
. Networking Identifier is
Networking .
Identifier named 1p a default
naming convention as ETHO,
. ETHI1 and so on.
convention
is « Enabled OS Ethernet
according Network Identifier is
to named in a consistent
Consistent device naming (CDN)
Device convention according to
Naming the physical LAN on
(CDN) or Motherboard (LOM) port
the numbering; LOM Port 0,
traditional LOM Port 1 and so on.
way of
naming
conventions.
External | This option |4.1(2) |V v v v Enabled, Disabled,
SSC allows you |and 0P3_Percent, OP5_Percent,
Enable to later Hardware, Off
EnableDisable
the Clock
Spread
Spectrum
of the
external
clock
generators.
110 eDPC | This option |4.2(1) |V v Disabled, On fatal error, On
Support  |allows a and fatal and non-fatal error
downstream | later
link to be
disabled
after an
uncorrectable
error,
making
recovery
possible in
a controlled
and robust
manner.
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Intel M7 Supported Platforms .

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
PClePLL |Whetherall |4.1(2) |V v v v 0-255 (Unit is (n/10)%)
SSC PCle PLL |and
Percent SSC ports | later
are enabled
or disabled.
MRAIDnN | This option |4.02) |V Auto, Disabled, Gen 1, Gen 2,
Link allows you |and Gen 3, Gen 4, Gen 5
Speed to restrict | later « Dissbled—The maximum
where n the . .
. speed is not restricted.
ranges maximum
from 1-2. |speed of  Enabled—The maximum
MRAID. speed is restricted.
* Auto—The maximum
speed is set automatically.
» Gen 1—2.5GT/s
(gigatransfers per second)
is the maximum speed
allowed.
» Gen 2—5GT/s is the
maximum speed allowed.
» Gen 3—8GT/s is the
maximum speed allowed.
» Gen 4—16GT/s is the
maximum speed allowed.
Note
Applicable for M7, M8
servers only.
» Gen 5—32GT/s is the
maximum speed allowed.
MRAID n | Whether |4.02) |V Disabled, Enabled
OptianROM Optloq and « Disabled—The expansion
where n ROM is later . .
. slot is not available.
ranges available
from 1-2. | onthe « Enabled—The expansion
MRAID slot is available. .
port.
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Supported Platforms |

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7

PCleSlot |Whether [|4.2(1) |V v Disabled, Enabled
MSTOR |the server |and « Disabled—Option ROM
RAID can use the | later s not available
OptionROM | Option v ‘

ROMs » Enabled—Option ROM

present in is available.

the PCle

MSTOR

RAID.
PCleSot |Link speed |4.0(1) |V v Disabled, Auto, GEN1, GEN2,
n Link for PCle |and GEN3, GEN4, GEN5
Speed SloF later GENS is supported only for
where n designated

speeds 1 to 6.

ranges by slot n.
from 1 to 8 + Disabled—Maximum

speed is not restricted.

* Auto—The maximum
speed is set automatically.

* GEN 1—2GT/s
(gigatransfers per second)
is the maximum speed
allowed.

* GEN 2—5GT/s is the
maximum speed allowed

* GEN 3—8GT/s is the
maximum speed allowed

* GEN 4—16GT/s is the
maximum speed allowed

* GEN 5—32 GT/s is the
maximum speed allowed
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Intel M7 Supported Platforms .

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
Front This option |4.0(4) |V v Disabled, Auto, GEN1, GEN2,
NVME n |allows you |and GEN3, GEN4, GENS5
Link to restrict | later « Disabled—Maximum
Speed the . .
. speed is not restricted.
where n maximum
ranges speed of an * Auto—The maximum
from1lto |NVME speed is set automatically.
12. card
installed in * GEN 1—2.5GT/s
the front (gigatransfers per second)
PCle slot. is the maximum speed
allowed.
* GEN 2—5GT/s is the
maximum speed allowed
* GEN 3—8GT/s is the
maximum speed allowed
* GEN 4—16GT/s is the
maximum speed allowed
* GEN 5—32GT/s is the
maximum speed allowed
Front This 42(1) |V v Enabled, Disabled
NV.M En | options and (Slots + Disabled—Option is not
OptionROM | allows you | later .
11-24), restricted.
where n to control
ranges the Option » Enabled—Option is
from1to |ROM restricted.
24, execution
For C245 of the PCle
adapter
M8
latform. N connected
fanges > |to the
from 1 to 4. SSD: ¢
slot n.
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Supported Platforms |

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
PCle This option [4.0 (1) |V v Auto, Disabled, GEN 1, GEN
Sa:MLOM | allows you |and 2, GEN 3, GEN 4, GEN 5
;)neléd g)lerestrlct later + Disabled—The maximum
. speed is not restricted.
maximum
speed of an * Auto—The maximum
MLOM speed is set automatically.
adapter.

* GEN 1—2.5GT/s
(gigatransfers per second)
is the maximum speed
allowed.

* GEN 2—5GT/s is the
maximum speed allowed.

* GEN 3—8GT/s is the
maximum speed allowed.

* GEN 4—16GT/s is the
maximum speed allowed.

* GEN 5—32GT/s is the
maximum speed allowed.

PCle Whether 4.0 (1) |V v Disabled, Enabled, Legacy
Sa::MLOM | Option and only, UEFI only
OptionROM ROM ' later + Disabled—The expansion
available : :
slot is not available.
on the
MLOM » Enabled—The expansion
port. slot is available.

* UEFI only—The
expansion slot is available
only for UEFI.

* Legacy only—The
expansion slot is available
only for legacy.
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Intel M7 Supported Platforms .

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
MRAID | This option |4.0Q2) |V Auto, Disabled, GEN 1, GEN
Link allows you | and 2, GEN 3, GEN 4, GEN 5
Speed g)lerestrlct later + Disabled—The maximum
. speed is not restricted.
maximum
speed of * Auto—The maximum
MRAID. speed is set automatically.
* GEN 1—2.5GT/s
(gigatransfers per second)
is the maximum speed
allowed.
* GEN 2—5GT/s is the
maximum speed allowed.
* GEN 3—8GT/s is the
maximum speed allowed.
* GEN 4—16GT/s is the
maximum speed allowed.
* GEN 5—32GT/s is the
maximum speed allowed.
PCle Whether  4.02) |V Disabled, Enabled, Legacy
So:MRAID | Option and only, UEFI only
OptionROM ROM ' later + Disabled—The expansion
available . .
slot is not available.
on the
MLOM » Enabled—The expansion
port. slot is available.
PCleSlot |Whether [|4.02) |V v Disabled, Enabled, Legacy
nOptianROM | Option and only, UEFI only
» where n ROM 1S later * Disabled—The expansion
ranges available lot is not availabl
from 1 to 8§ | on the port. slotis hotav &
 Enabled—The expansion
slot is available.
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Supported Platforms |

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
Rear This option |4.0(4) |V v Auto, Disabled, GEN 1, GEN
NVME n |allows you |and 2, GEN 3, GEN 4, GEN 5
Link to restrict | later « Disabled—The maximum
Speed, the . .
. speed is not restricted.
where n maximum
ranges speed of » Auto—The maximum
from 1 to 4. | rear speed is set automatically.
NVME.
* GEN 1—2.5GT/s
(gigatransfers per second)
is the maximum speed
allowed.
* GEN 2—5GT/s is the
maximum speed allowed.
* GEN 3—8GT/s is the
maximum speed allowed.
* GEN 4—16GT/s is the
maximum speed allowed.
* GEN 5—32GT/s is the
maximum speed allowed.
Rear Whether  [4.04) |V v Enabled, Disabled
NVME n |Option and . L
OpfinROM., | ROM is Jater Dlsﬁpled—Optlon is not
. restricted.
where n available
ranges on the rear » Enabled—Option is
from 1 to 4. | NVME or restricted.
not.
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Intel M7 Supported Platforms .

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
PCle This option |4.02) |V v Disabled, Auto, GEN1, GEN2,
Sa:FatSP | allows you |and GEN3
nLink to restrict | later « Disabled—Maximum
Speed, the . .
. . speed is not restricted.
where nis | maximum
1 and 2. speed of » Auto—The maximum
Front SSD. speed is set automatically.
* GEN 1—2GT/s
(gigatransfers per second)
is the maximum speed
allowed.
* GEN 2—5GT/s is the
maximum speed allowed
* GEN 3—8GT/s is the
maximum speed allowed
Re-Size |Allowsto |4.3(4b) |V v v v Enabled, Disabled
BAR enable or |and
Support | disable later Note
PP . By default it is Enabled for
c-sizable AMD platforms and Disabled
BAR
for Intel platforms.
support
setup item.
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Supported Platforms |

Description

Versions

Supported Models

C220 M7

C240 M7

X210¢
M7

X410c
M7

Values

PCle Slots
CDN
Control
where,
CDN refers
to
Consistent
Device
Naming

PCle Slots
Consistent
Device
Naming
(CDN)
control
allows
PCle slots
to be
named in a
consistent
manner.
This makes
PCle slot
names
more
uniform,
easy to
identify,
and
persistent
when the
configuration
changes are
made.

4.0(2)
and
later

v

v

Enabled, Disabled

« Disabled—Option is not
restricted.

» Enabled—Option is
restricted.
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Intel M7 Supported Platforms .

Description

Versions

Supported Models

C220 M7

C240 M7

X210¢
M7

X410c
M7

Values

Consistent
Device
Naming
(CDN)
Control

PCle Slots
Consistent
Device
Naming
(CDN)
control
allows
PCle slots
to be
named in a
consistent
manner.
This makes
PCle slot
names
more
uniform,
easy to
identify,
and
persistent
when the
configuration
changes are
made.

4.0(2)
and
later

v

v

Enabled, Disabled

« Disabled—Option is not
restricted.

» Enabled—Option is
restricted.

ACPI
SRAT
Special
Purpose
Memory
Flag

Enables or
disables the
ACPI
SRAT SP
Memory
flag when
the UEFI
Memory
Map
Special
Purpose
Flag is
enabled.

4.3(5b)
and
later

Disabled, Enabled

« Disabled—Options are
Disabled.

» Enabled—Options are
enabled.
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Supported Platforms |

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7

UEFI Changing |4.3(5b) |V v v v Disabled, Enabled
Memory | the UEFT | and * Disabled—Options are
Map Memory later Disabled
Special Map '
Purpose | Special  Enabled—Options are
Memory |knob enabled.
Flag settings

impacts

CXL cards

on certain

operating

systems.
Enhanced |Enables 4.0(1) |/ v v v Disabled, Enabled, Auto
Memory |enhanced |and « Disabled—Options are
Test memory later .

. Disabled.

tests during

the system + Enabled—Options are

boot and enabled.

increases

the boot * Auto—Option is in auto

time based mode.

on the

memory.
BME Allows you |4.0(1) |V v v v Enabled, Disabled
DMA to disable |and . .
Mitigation |the PCI later ) Dlsapled—Optlon 1s not

BME bit to restricted.

mitigate the « Enabled—Option is

threat from restricted.

an

unauthorized

external

DMA
MMIO Selects the [4.3(3¢) |V v v v 1G, 4G, 16G, 32G, 64G, 256G,
High allocation |and 1024G, Auto
Granularity | size that is | later
Size used to

assign

amayrgyped

/0

(MMIO)

resources.
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Intel M7 Supported Platforms .

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

MMIO
High Base

The base
memory
size
according
to
nﬂmﬁ(ﬂ&
mapping
for the I/0
(MMIO
resources)

4.3(3¢)
and
later

v v

512G, 1T, 2T, 4T, 16T, 24T,
32T, 40T, 56T, Auto

Memory
Refresh
Rate

To
configure
the refresh
interval
rate for
internal
memory.

4.0(1)
and
later

Auto, 1x Refresh, 2x Refresh,
3x, 4x

Note
1x Refresh is the default for
MS5, M7, M8 servers.

eADR
Support

Extended
asynchronous
DRAM
refresh
(eADR)
ensures that
CPU
caches
lines with
data are
flushed at
the right
time and in
the desired
order and
are also
included in
the power
fail
protected
domain.

4.2(1)
and
later

Disabled, Enabled, Auto

* Disabled—Options are
Disabled.

» Enabled—Options are
enabled.

» Auto—Option is in auto
mode.
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Supported Platforms |

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Memory
Size Limit
in GB

Limits the
capacity in
Partial
Memory
Mirror
Mode up to
50 percent
of the total
memory
capacity.
The
memory
size can
range from
0GB to
65535 GB
in
increments
of 1 GB.

4.0(2)
and
later

v v

0 - 65535 with a step size of 1
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Intel M7 Supported Platforms .

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
m7 M7
Memory |Providesa |4.0(1) |V v v v CLTT with PECI, Disabled
Thermgl protectwe and « Disabled—Options are
Throttling | mechanism | later .
Disabled.
Mode to ensure
the e CLTT with
memory PECI—Closed Loop
temperature Thermal Throttling
is within (CLTT) with Platform
the limits. Environment Control
When the Interface (PECI).
temperature
exceeds the
maximum
threshold
value, the
memory
access rate
is reduced
and
Baseboard
Management
Controllerf
(BMC)
adjusts the
fan to cool
down the
memory to
avoid
DIMM
damage
due to
overheat
NUMA Whether |4.0(1) |/ v v v Enabled, Disabled
Optimized ;ﬁ;fsr?ss ind - Disabled—The BIOS
NUMA does not support NUMA.
* Enabled—The BIOS
includes the ACPI tables
that are required for
NUMA-aware operating
systems. If you enable
this option, the system
must disable Inter-Socket
Memory interleaving on
some platforms.
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Supported Platforms |

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
Panicand |Controls |4.2(1) |V v v v High, L ow
High the delayed | and :
Watermark | refresh later ngh—Th.e memory
o controller is allowed to
capability
postpone up to a
of the . .
maximum of eight refresh
memory
commands. The memory
controller.

controller executes all the
postponed refreshes
within the refresh
interval. For the ninth
refresh command, the
refresh priority becomes
Panic and the memory
controller pauses the
normal memory
transactions until all the
postponed refresh
commands are executed.

L ow—The memory
controller is not allowed
to postpone refresh
commands.

Note

It is recommended to
leave this setting in the
default state (Low)
which will help to reduce
susceptibility to
Rowhammer-style
attacks.
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Intel M7 Supported Platforms .

Name Description | Versions | Supported Models Values

C220 M7 | C240 M7 | X210c | X410c
M7 M7

Partial Partial 42(1) |V v v v Disabled, Enabled

Cache cache line |and
Note

Lme. sge(l:rLHSg . later For M7 servers, Disabled is
Sparing ( ) is the default value.

an
enrorpevertion » Disabled—Options are
mechanism Disabled.

in memory
controllers. » Enabled—Options are
PCLS enabled.

statically
encodes the
locations of
the faulty
nibbles of
bits into a
sparing
directory
along with
the
corresponding
data
content for
replacement
during
memory
accesses.
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Supported Platforms |

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
Partial enablesyou [4.1(1) |V v v v Disabled, Percentage, Value
Memory |to partially |and in GB
m Iordrgr r(r}l}lgrr(())rr E}}: a later « Disabled—Options are
Disabled.
percentage
of the « Percentage—The amount
memory of memory to be mirrored
capacity. in the Partial Memory
Depending Mode is defined as a
on the percentage of the total
option memory.
selected
here, you * Valuein GB—The
can define amount of memory to be
either a mirrored in the Partial
partial Memory Mode is defined
mirtror in GB.
percentage Note
or a partial Partial Memory Mirror
mirror Mode is mutually
capacity in exclusive to standard
GB in Mirroring Mode.
available
fields. You Partial Mirrors 1-4 can
can be used in any number or
partially configuration, provided
mirror up they do not exceed the
to 50 capacity limit set in GB
percent of or Percentage in the
the related options.
memory
capacity.
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Intel M7 Supported Platforms .

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Partial
Mirror
Per centage

Limits the
amount of
available
memory to
be mirrored
asa
percentage
of the total
memory.
This can
range from
0.000.01 %
t0 50.00 %
in
increments
0f 0.01 %.

4.1(1)
and
later

v v

0.00 - 50.00 with a step size of
0.01

Partial
Mirrorn
Sizein GB,
where n
ranges
from 1to 4.

Limits the
amount of
memory in
Partial
Mirrorn in
GB. This
can range
from 0 GB
to 65535
GBin
increments
of 1 GB.

4.1(1)
and
later

0 - 65535 with a step size of 1

PCleRAS
Support

Whether
the PCle
RAS port is
enabled or
disabled.

4.0(1)
and
later

Disabled, Enabled

« Disabled—This option is
Disabled.

» Enabled—This option is
enabled.
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. Intel M7 Supported Platforms

Name Description | Versions | Supported Models Values

C220 M7 | C240 M7 | X210c | X410c
M7 M7

Memory |Howthe [4.0(1) |V v v v
RAS memory and
Carfiguration | reliability, | later
availability,
and

serviceability
(RAS) is
configured
for the

server.

. Cisco UCS Server BIOS Tokens in Intersight Managed Mode



| Supported Platforms

Intel M7 Supported Platforms .

Description

Versions

Supported Models

€220 M7 | C240 M7 | X210c
M7

X410c
M7

Values

Maximum Performance,
Mirroring, Lockstep, Mirror
Mode 1LM, Partial Mirror
Mode 1LM, Sparing, ADDDC
Sparing

* Maximum
Performance—Optimizes
the system performance
and disables all the
advanced RAS features.

Mirroring—System
reliability is optimized by
using half the system
memory as backup. This
mode is used for UCS M4
and lower blade servers

L ockstep—If the DIMM
pairs in the server have an
identical type, size, and
organization and are
populated across the SMI
channels, you can enable
lockstep mode to
minimize memory access
latency and provide better
performance. Lockstep is
enabled by default for
B440 servers.

Mirror Mode

1L M—Mirror Mode
1LM will set the entire
1LM memory in the
system to be mirrored,
consequently reducing the
memory capacity by half.
This mode is used for
UCS M5 and M6 blade
servers.

Partial Mirror Mode
1L M—Partial Mirror
Mode 1LM will set a part
of the 1ILM memory in
the system to be mirrored,
consequently reducing the
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Name Description | Versions | Supported Models Values

C220 M7 | C240 M7 | X210c | X410c
M7 M7

memory capacity by half.
This mode is used for
UCS M5 and M6 blade
Servers.

Sparing—System
reliability is optimized by
holding memory in
reserve so that it can be
used in case other
DIMMs fail. This mode
provides some memory
redundancy, but does not
provide as much
redundancy as mirroring.

ADDDC
Sparing—System
reliability is optimized by
holding memory in
reserve so that it can be
used in case other
DIMMs fail. This mode
provides some memory
redundancy, but does not
provide as much
redundancy as mirroring.

Select PPR | Post 4.1(1) |V v/ v v Disabled, Hard PPR

Type Eacka}ge ?rid « Disabled—Options are
epair ater Disabled.

(PPR)
provides » Hard PPR—This results
the ability in a permanent remapping

to repair of damaged storage cells.
faulty

memory
cells by
replacing
them with
spare cells.
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Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

UMA

As the
name
implies,
UMA
based
clustering
is the
suggested
clustering
mode when
the
processor is
configured
as Uniform
Memory
Access
(UMA)
node, i.e.
SNC is
disabled.

4.2(1)
and
later

v v

Disable-All-2All,
Hemisphere-2-clusters,
Quadrant-4-clusters

Error
Check
Scrub

Allows you
to enable a
memory
device to
perform
memory
checking,
correction
and count
errors.

4.0(2)
and
later

Disabled, Enabled with result
collection, Enabled without
result collection

Rank
Margin
Tool

Allows
automated
memory
margin
testing and
is used to
identify
DDR
margins at
the rank
level.

4.012)
and
later

Enabled, Disabled
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Supported Platforms |

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Adaptive
Refresh
Managamant
Level

Selects
Adaptive
Refresh
Management
(ARFM)
Level when
refresh
management
(RFM) is
required.

4.0(2)
and
later

v v

Default, Level A, Level B,
Level C

Memory
Mapped

10 above
4GB

Whether to
enable or
disable
memory
mapped I/O
of
64-bitPCI
devices to
4GB or
greater
address
space.
Legacy
option
ROMs are
not able to
access
addresses
above 4GB.
PCI
devices that
are 64-bit
compliant
but use a
legacy
option
ROM may
not
function
correctly
with this
setting
enabled.

4.0 (1)
and
later

Disabled, Enabled

» Disabled—This option is
Disabled.

» Enable—This options is
enabled.
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Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
VGA Allowsyou |4.02) |V v Offboard, Onboard, Onboard
Priority |tosetthe |and VGA Disabled
priority for | later + Onboar d—Priority is
VGA .
graphics given to the onboard
. VGA device. BIOS post
devices if
multiple screen and OS boot are
VGA driven through the
. onboard VGA port
devices are
found in * Offboard Priority is
the system. given to thePCIE
Graphics adapter. BIOS
post screen and OS boot
are driven through the
external graphics adapter
port.
* Onboard VGA Disabled
—Priority is given to the
PCIE Graphics adapter,
and the onboard VGA
device is disabled
Note
The vKVM does not
function when the
onboard VGA is
disabled.
Optimized | Automatically | 4.3(2) |V v v v Disabled, Enabled
Power varies and » Disabled—This option is
Mode processor | later .
Disabled.
speed and
power » Enable—This options is
usage enabled.
based on
processor
utilization
to increase
performance
per watt.
Most
effective
under
moderate
utilization.
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Supported Platforms |

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
ClAuto |Ifenabled, |4.02) |V v v v Disabled, Enabled, Auto
Demotion |CPU and , . .
automatically | later DI.Sabled—Thls option is
Disabled.
demotes to
C1 based » Enable—This options is
on un-core enabled.
auto-demote
information.
ClAuto |Select 4.002) |/ v v v Disabled, Enabled, Auto
UnDamation | whether to | and « Disabled—This option is
enable later .
Disabled.
processors
to » Enable—This options is
automatically enabled.
undemote
from C1.
Enhanced |Enhances |4.02) |V v v v Disabled, Auto
CPU  JCPU  jand + Disabled—This option is
Performance| performance | later .
by Disabled.
adjusting « Auto—Allows to adjust
server server settings to increase
settings the processor
automatically. performance.
Note
Enabling this functionality
may increase power
consumption.
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Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

LLC Dead
Line

In CPU
non-inclusive
cache
scheme,
Mid-Level
Cache
(MLC)
evictions
are filled
into the
Last-Level
Cache
(LLC).
When lines
are evicted
from the
MLC, the
core can
flag them
as dead
(not likely
to be read
again). The
LLC has
the option
to drop
dead lines
and not fill
them in the
LLC.

4.0(2)
and
later

v v

Disabled, Enabled, Auto

* Disabled—The dead lines
are always dropped and
are never filled into the
LLC.

» Enable—Allows the LLC
to fill dead lines into the
LLC if there is free space
available. This is the
default option.

e Auto—The CPU
determines the LLC dead
line allocation.

UPI Link
Enablement

Enables the
number of
Ultra Path
Interconnect
(UPI) links
required by
the
processor.

4.0(2)
and
later

Auto, 1, 2,3
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Supported Platforms |

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c X410c
m7 m7
UPI Power | The UPI  |4.02) |V v v v Disabled, Enabled
Merengsmat | power | and « Disabled— This option is
management | later .
Disabled.
can be used
for » Enable—This options is
conserving enabled.
power on
the server.
XPT This 4.002) |/ v v v Disabled, Enabled
Remote feature and » Disabled—This option is
Prefetch |allows an |later Disabled
LLC ’
request to + Enable—This options is
be enabled.
duplicated
and sent to * Auto—The CPU
an determines the
appropriate functionality.
memory
controller
in a remote
machine
based on
the recent
LLC
history to
reduce
latency.
QPI Link |TheIntel [4.0(4) |V v v v Auto, 9.6 GT/s, 10.4 GT/s,
Frequency | QuickPath |and 11.2GT/s, 12.8GT/s, 14.4GT/s,
Select Interconnect | later 16.0GT/s,20.0GT/s, 16.0GT/s,
(QPI) link 20.0GT/s,24.0GT/s, Auto, Use
frequency, Per Link Setting
in
Note
megattansfers 9.6 GT/s, 10.4 GT/s options
per second available for M5 and M6
(MT7s). servers only. 11.2GT/s for M6
and 12.8GT/s, 14.4GT/s,
16.0GT/s, 20.0GT/s for M7.
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Description

Versions

Supported Models

C220 M7

C240 M7

X210¢
M7

X410c
M7

Values

USB Port
Front

Whether
the front
panel USB
devices are

enabled or
disabled.

4.2(1)
and
later

Enabled, Disabled

USB Port
KVM

Whether
the USB
Port KVM
devices are
enabled or
disabled.

4.2(1)
and
later

Enabled, Disabled

USB Port
Rear

Whether
the USB
port rear
devices are

enabled or
disabled.

4.2(1)
and
later

Enabled, Disabled

USB
Port:M.2
Storage

Whether
the SD card
drives are

enabled or
disabled.

4.2(1)
and
later

Enabled, Disabled

PRMRR
Size

Processor
Reserved
Memory
Range
Registers
(PRMRR)
is the size
of the
protected
region in
the system
DRAM.

4.3(2)
and
later

Invalid Config, 1G, 2G, 4G,
8G, 16G, 32G, 64G, 128G,
256G, 512G, 128M, Auto,
256M, 512M

Note

128M, Auto, 256M, 512M
options are available only for
M7 servers.
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Supported Platforms |

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Adjacent
Cache
Line
Prefetcher

Whether
the
processor
fetches
cache lines
in even/odd
pairs
instead of
fetching
just the
required
line.

4.0(2)
and
later

v v

Disabled, Enabled

* Disabled—This option is
Disabled.

» Enable—This option is
enabled.

Autonomaous
CoreC
State

Enables
CPU
Autonomous
C-State,
which
converts
the HALT
instructions
to the
MWAIT
instructions.

4.0(2)
and
later

Disabled, Enabled

Boot
Performance
Mode

Allows the
user to
select the
BIOS
performance
state that is
set before
the
operating
system
handoff.

4.012)
and
later

M ax Perfor mance, Max
Efficient, Set by Inte]l NM
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Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

DFX OSB

Controls
the
Opportunistic
Snoop
Broadcast
(OSB)
feature.
OSB is
used by
CHA to
broadcast
snoops
under
lightly
loaded ring
or Intel UPI
link
condition.
It is used to
reduce the
latency due
to the
directory
lookup.

4.3(4a)
and
later

Auto, Enabled, Disabled

Processor
CMCI

Allows the
CPU to
trigger
interrupts
on
corrected
machine
check
events. The
corrected
machine
check
interrupt
(CMCI)
allows
faster
reaction
than the
traditional
polling
timer.

4.0(2)
and
later

Disabled, Enabled
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Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
Configurable| Allows you [4.0(2) |V v v v Normal, Level 1, Level 2
TDP Level |to seta and
customized | later
value for
Thermal
Design
Power
(TDP).
CoreMulti | Sets the 4.002) |/ v v v All, 1 through 86
Processing statg of and « All— Enables
logical later . .
processor mu!tlprocessmg on all
logical processor cores.
cores per
CPUina + 1 through 86—Specifies
package. If the number of logical
you choose processor cores per CPU
All as the that can run on the server.
value, Intel To disable
Hyper multiprocessing and have
Threading only one logical processor
technology core per CPU running on
is also the server, choose 1.
enabled.
Note
For M6 servers, it ranges
from 1 through 48.
Note
1,2, and 3 options are
not applicable for M8
servers.
Note
From 1 to 64 is
applicable for M7 servers
only.
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Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Energy
Performance

Allows you
to
determine
whether
system
performance
or energy
efficiency
is more
important
on this
server.

4.0(2)
and
later

v v

Performance, Balanced
Per for mance, Balanced
power, power

Energy
Efficient
Turbo

When
energy
efficient
turbo is
enabled,
the optimal
turbo
frequency
of the CPU
turns
dynamic
based on
CPU
utilization.
The
powatafmace
bias setting
also
influences
the energy
efficient
turbo.

4.0(2)
and
later

Disabled, Enabled
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Name Description | Versions | Supported Models Values

C220 M7 | C240 M7 | X210c | X410c
M7 M7

Enhanced | Whether |4.0Q2) |V v v v Disabled, Enabled
Intel the and
Feddep(R) | processor | later
Technology | uses
Enhanced
Intel
SpeedStep
Technology,
which
allows the
system to
dynamically
adjust
processor
voltage and
core
frequency.
This
technology
can result
in
decreased
average
power
consumption
and
decreased
average
heat
production.

Processor | Allowsyou |4.02) |V v v v Performance, Balanced
EPP to and Performance, Balanced
Profile determine | later power, power

whether
system
performance
or energy
efficiency
is more
important
on this
server.
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Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

|OAT
Canfiguration

Enables or
disables the
CPM
(Content
Processing
Module) in
IOAT
(Intel® /O
Acceleration
Technology)
accelerators.

4.3(3¢)
and
later

v v

Disabled, Enabled

Local X2
Apic

Allows you
to set the
type of
Advanced
Processor
Interrupt
controller
(APIC)
architecture.

4.0(2)
and
later

Disabled, Enabled

Hardware
Prefetcher

Whether
the
processor
allows the
Intel
hardware
prefetcher
to fetch
streams of
data and
instructions
from
memory
into the
unified
second-level
cache when
necessary.

4.012)
and
later

Disabled, Enabled

CPU
Hardware
Power

Managamant

Enables
processor
Hardware
Power

Management
(HWPM).

4.0(2)
and
later

Disabled, HWPM Native
Mode, HWPM OOB Mode,
Native Mode with no Legacy
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Supported Platforms |

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Intel
Dynamic
Speed
Select

Intel
Dynamic
Speed
Select
modes
allow you
to run the
CPU with
different
speeds and
cores in
auto mode.

4.0(2)
and
later

v v

Disabled, Enabled

Intel

HypeThedg
Tech

Whether
the
processor
uses Intel
Hyper Theadng
Technology,
which
allows
multithreaded
software
applications
to execute
threads in
parallel
within each
processor.

4.0(2)
and
later

Disabled, Enabled
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Description

Versions

Supported Models

C220 M7

C240 M7

X210¢
M7

X410c
M7

Values

Intel
Turbo
Boost Tech

Whether
the
processor
uses Intel
Turbo
Boost
Technology,
which
allows the
processor
to
automatically
increase its
frequency
if it is
running
below
power,
temperature,
or voltage

4.0(2)
and
later

v

v

Disabled, Enabled

Intel(R)
VT

Whether
the
processor
uses Intel
Virtualization
Technology
for
Directed
I/0 (VT-R)

4.0(2)
and
later

Disabled, Enabled
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Supported Platforms |

Description

Versions

Supported Models

C220 M7

C240 M7

X210¢
M7

X410c
M7

Values

DCU IP
Prefetcher

Whether
the
processor
uses the
DCU IP
Prefetch
mechanism
to analyze
historical
cache
access
patterns
and preload
the most
relevant
lines in the
L1 cache.

4.0(2)
and
later

v

v

Disabled, Enabled

KTI
Prefetch

KTI
prefetch is
a
mechanism
to get the
memory
read started
early on a
DDR bus.

4.0(2)
and
later

Disabled, Enabled, Auto

LLC
Prefetch

Whether
the
processor
uses the
LLC
Prefetch
mechanism
to fetch the
date into
the LLC.

4.012)
and
later

Disabled, Enabled

Package C
State
Limit

The
amount of
power
available to
the server
components
when they
are idle.

4.0(2)
and
later

No Limit, Auto, CO C1 State,
C2, C6 Non Retention, C6
Retention
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Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7

Patrol It sets the [4.02) |V v v v Enabled, Disabled, Enable at

Scrub interval for | and End of POST

Cortig.retion ?ngﬂory later » Enable—The system
periodically reads and

seat writes memory searching

for ECC errors. If any
errors are found, the
system attempts to fix
them. This option may
correct single bit errors
before they become
multi-bit errors, but it
may adversely affect
performance when the
patrol scrub is running.

* Disable—The system
checks for memory ECC
errors only when the CPU
reads or writes a memory
address.

Processor | Allows the |4.02) |V v v v Disabled, Enabled
C1E processor | and
to later
transition
to its
minimum
frequency
upon
entering
Cl. This
setting does
not take
effect until
after you
have
rebooted
the server.
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Supported Platforms |

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Processor
C6 Report

Whether
the
processor
sends the
C6 report
to the
operating
system.

4.0(2)
and
later

v v

Disabled, Enabled

P STATE
Coardination
Note

It is also
called
EIST PSD

Function
in UCSM.

Allows you
to define
how BIOS
communicates
the P-state
support
model to
the
operating
system.
There are 3
models as
defined by
the
Advanced
Configuration
and Power
Interface
(ACP])
specification.

4.0(2)
and
later

SW All, HW All, SW Any

Power
Performance
Tuning

Determines
if the BIOS
or
Operating
System can
turn on the
energy
performance
bias tuning.
The options
are BIOS
and
operating
system.

4.012)
and
later

BIOS, OS, PECI

Note
PECI option is available for
M6 and M7 servers only.
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Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

UPI Link
Frequency
Select

Allows you
to select
different
UPI link
frequency
running.

4.0(2)
and
later

v v

Auto, 9.6GT/S, 10.4GT/S,
11.2GT/S, 12.8GT/s, 14.4GT/s,
16.0GT/s, 20.0GT/s, 24.0GT/s,
Use Per Link Setting

Note
* 12.8GT/s, 14.4GT/s,
16.0GT/s, 20.0GT/s
options are available for
M7 servers only.

Sub Numa
Clustering

Whether
the CPU
supports
subNUMA
clustering,
in which
the tag
directory
and the
memory
channel are
always in
the same
region.

4.012)
and
later

Disabled, Enabled, Auto,
SNC2, SNC4

Note
* Disabled option is
available for M6, M7,
and M8 servers only.

* SNC2, SNC4 options are
available for M7 servers
only.

DCU
Streamer
Prefetch

Whether
the
processor
uses the
DCU IP
Prefetch
mechanism
to analyze
historical
cache
access
patterns
and preload
the most
relevant
lines in the
L1 cache.

4.0(2)
and
later

Disabled, Enabled, Auto
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Supported Platforms |

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Uncore
Frequency
Scaling

Allows you
to
configure
the scaling
of the
uncore
frequency
of the
Processor.

4.0(2)
and
later

v v

Disabled, Enabled, Mode 0,

and Mode 1

Workload
Canfiguration

This
feature
allows for
workload
optimization.

4.0(2)
and
later

Balanced, | O Sensitive

XPT
Prefetch

Whether
XPT
prefetch is
used to
enable a
read
request that
is sent to
the last
level cache
to issue a
copy of that
request to
the
memory
controller
prefetcher.

4.012)
and
later

Auto, Disabled, Enabled
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Name Description | Versions | Supported Models Values

C220 M7 | C240 M7 | X210c | X410c
M7 M7

X2APIC |Prevents |[4.2(3) |V v v v Disabled, Enabled
Opt-Out | the and
Flag operating | later
system
from
enabling
extended
xAPIC
(x2APIC)
mode when
the OS is
not
working
with
x2APIC.
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Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
Intel 4.002) |V v v v Auto, Base, Config 1, Config
Speed and 2, Config 3, Config 4
Select later
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Description

Versions

Supported Models

€220 M7 | C240 M7 | X210c
M7

X410c
M7

Values

Allows you
to adjust
different
cores to
operate in
different
frequencies
to have a
better
power
efficiency.

The values
Config 1
and Config
2 are not
supported
on Cisco
UCS M6
and M7
servers.

For Cisco
UCS M6
and Cisco
UCS M7
servers, the
values
Config 3
and Config
4 (4th Gen
Intel Xeon
Scalable
processors
and 5th
Gen Intel
Xeon
Scalable
processors)
are
equivalent
to the
values
Config 1
and Config
2 (3rd Gen
Intel Xeon
Scalable
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Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
processors).
110 eDPC | The eDPC |4.3(6¢) |V v Disabled, On Fatal Error, On
Support | (Enhanced |and Fatal and Non-Fatal Errors
Downstream | later » Disabled—eDPC support
I()J((;I:ttainm - is turned off, and the
allows a ) system does not take any
Jownsfream action to disable
link to be downstream links in
disabled response to errors.
after an + On Fatal Error—eDPC
uncorrectable is enabled only for fatal
error, errors.is not supported on
enabling Cisco UCS €225 M8,
recovery Cisco UCS C245 M8, and
possible in X215¢c M8 servers.
a controlled
and robust + On Fatal and Non-Fatal
manner. Errors—eDPC is enabled
for both fatal and
non-fatal errors.
Baud Rate| What Baud |4.2(1) |V v v v 9.6k, 19.2k, 38.4k, 57.6k,
rate is used | and 115.2k
for the later
serial port
transmission
speed. If
you disable
Console
Redirection,
this option
is not
available.
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Name Description | Versions | Supported Models Values

C220 M7 | C240 M7 | X210c | X410c
M7 M7

CDN Consistent [4.2(1) |V v v v Enabled, Disabled
Control Device and
Naming later
allows
Ethernet
interfaces
to be
named in a
consistent
manner.
This makes
Ethernet
interface
names
more
uniform,
easy to
identify,
and
persistent
when
adapter or
other
configuration
changes are
made.
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Supported Platforms |

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Adaptive
Memory
Training

When this
token is
enabled,
the BIOS
saves the
memory
training
results
(optimized
timing/voltage
values)
along with
CPU/memory
configuration
information
and reuses
them on
subsequent
reboots to
save boot
time. The
saved
memory
training
results are
used only if
the reboot
happens
within 24
hours of the
last save
operation.

4.2(1)
and
later

v v

Enabled, Disabled

BIOS
Techlog
Level

This option
denotes the
type of
messages
in BIOS
tech log
file.

4.2(1)
and
later

Maximum, Minimum, Normal

* Maximum—Ceritical
messages will be
displayed in the log file.
This is the default option

* Minimum—Warning and
loading messages will be
displayed in the log file.

* Normal—Normal and
information related
messages will be
displayed in the log file.
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Intel M7 Supported Platforms .

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
OptionROM 42(1) |V v v v Enabled, Disabled
Launch and
Optimization later
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Supported Platforms |

Description

Versions

Supported Models

C220 M7

C240 M7

X210¢
M7

X410c
M7

Values

The Option
ROM
launch is
controlled
at the PCI
Slot level,
and is
enabled by
default. In
configurations
that consist
of a large
number of
network
controllers
and storage
HBAs
having
Option
ROMs, all
the Option
ROMs may
get
launched if
the PCI
Slot Option
ROM
Control is
enabled for
all.
However,
only a
subset of
controllers
may be
used in the
boot
process.
When this
token is
enabled,
Option
ROMs are
launched
only for
those
controllers
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Intel M7 Supported Platforms .

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7

that are

present in

boot policy.
Console |Allowsa [|4.2(1) |V v v v Disabled, COM 0, COM 1
Redirection | serial port |and « COM 0 enables serial

to be used | later

for console por't for'consol?

N redirection during POST.
redirection . .. :
during This option is valid only
POST and for M6 blade servers and
BIOS rack-mount servers.
booting. « COM 1 or serial-port-b
After the enables serial port B for
BIOS has console redirection and
booted and allows it to perform
the server management tasks.
operating This option is only valid
system is for rack-mount servers.
responsible
for the
server,
console
redirection
is irrelevant
and has no
effect
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Supported Platforms |

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Flow
Control

Whether a
handshake
protocol is
used for
flow
control.
Request to
Send /
Clear to
Send
(RTS/CTS)
helps to
reduce
frame
collisions
that can be
introduced
by a hidden
terminal
problem.

4.2(1)
and
later

v v

None, RTC-CTS

FRB 2
Timer

Whether
the FRB2
timer is
used for
recovering
the system
if it hangs
during
POST.

4.2(1)
and
later

Enabled, Disabled
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Intel M7 Supported Platforms .

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

OS Boot
Watchdog
Timer

Whether
the BIOS
programs
the
watchdog
timer with
a
predefined
timeout
value. If
the
operating
system
does not
complete
booting
before the
timer
expires, the
CIMC
resets the
system and
an error is
logged.

4.2(1)
and
later

v v

Enabled, Disabled

OS Boot
Watchdog
Timer
Policy

What
action the
system
takes if the
watchdog
timer
expires.

4.2(1)
and
later

Power -off, Reset

(01
Watchdog
Timer
Timeout

What
timeout
value the
BIOS uses
to
configure
the
watchdog
timer.

4.2(1)
and
later

5 minutes, 10 minutes, 15
minutes, 20 minutes
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Supported Platforms |

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Terminal
Type

What type
of character
formatting
is used for
console
redirection.

4.2(1)
and
later

v v

PC-ANSI, VT100,
VT100-PLUS, VT-UTF8

Multikey
Total
Memory
Encryption
(MK-TME)

MK-TME
allows you
to have
multiple
encryption
domains
with one
with own
key.
Different
memory
pages can
be
encrypted
with
different
keys.

4.2(1)
nnd
later

Enabled, Disabled

Software
Guard
Extensions
(SGX)

Allows you
to enable
Software
Guard
ExersoySGX)

feature.

4.2(1)
and
later

Enabled, Disabled

Total
Memory
Encryption
(TME)

Allows you
to provide
the
capability
to encrypt
the entirety
of the
physical
memory of
a system.

4.2(1)
and
later

Enabled, Disabled
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Intel M7 Supported Platforms .

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Select
Owner
EPOCH
Input
Type

Allows you
to change
the seed for
the security
key used
for the
locked
memory
region that
is created.

4.2(1)
and
later

v v

SGX Owner EPOCH activated,
Change to New Random
Owner EPOCHs, Manual
User Defined Owner
EPOCHSs, SGX Owner
EPOCH deactivated

SGX Auto
MP
Regigration
Agent

Allows you
to enable
the
registration
authority
service to
store the
platform
keys.

4.2(1)
and
later

Enabled, Disabled

SGX
Epoch O

Allows you
to define
the SGX
EPOCH
owner
value for
the EPOCH
number
designated
by 0.

4.2(1)
and
later

0 - et with a step
size of 1

SGX
Epoch 1

Allows you
to define
the SGX
EPOCH
owner
value for
the EPOCH
number
designated
by 1.

4.2(1)
and
later

0 - et with a step
size of 1
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Supported Platforms |

Name Description | Versions | Supported Models Values
C220 M7 | C240 M7 | X210c | X410c
M7 M7
SGX Allows the {4.2(1) |/ v v v Enabled, Disabled
Factory system to |and
Reset perform later
SGX
factory
reset on
subsequent
boot.
SGX Allowsyou |4.2(1) |V v v v SGX PUBKEY HASHO, SGX
PubKey |tosetthe |[and PUBKEY HASHI1, SGX
Hashn Software | later PUBKEY HASH2, SGX
where n Guard PUBKEY HASH3
ranges Extensions
frori 0to3. [(SGX) » SGX PUBKEY
HASHO—Between 7-0.
value.
* SGX PUBKEY
HASH1—Between 15-8.
+ SGX PUBKEY
HASH2—Between
23-16.
* SGX PUBKEY
HASH3—Between
31-24.
SGX Allows you |4.2(1) |V v v v Enabled, Disabled
Write to enable |and
Enable SGX Write | later
feature.
SGX Allowsyou |4.2(1) |V v v v Enabled, Disabled
Package |toenable |[and
Information | SGX later
In-Band | Package
Access Info
In-Band
Access.
SGX QoS |Allowsyou [4.2(1) |V v v v Enabled, Disabled
to enable |and
SGX QoS. |later
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Intel M7 Supported Platforms .

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

SHA-1
PCR Bank

The
Platform
Configuration
Register
(PCR)isa
memory
location in
the TPM.
Multiple
PCRs are
collectively
referred to
as a PCR
bank. A
Secure
Hash
Algorithm
1 or SHA-1
PCR Bank
allows to
enable or
disable
TPM
security.

4.2(1)
and
later

v v

Enabled, Disabled
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. Intel M7 Supported Platforms

Name Description | Versions | Supported Models Values

C220 M7 | C240 M7 | X210c | X410c
M7 M7

SHA256 |The 42(1) |V v v v Enabled, Disabled
PCR Bank | Platform |and
Configuration | later
Register
(PCR)isa
memory
location in
the TPM.
Multiple
PCRs are
collectively
referred to
as a PCR
bank. A
Secure
Hash
Algorithm
256-bit or
SHA256PCR
Bank
allows to
enable or
disable
TPM
security.
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Intel M7 Supported Platforms .

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

SHA384
PCR Bank

*

The
Platform
Configuration
Register
(PCR)isa
memory
location in
the TPM.
Multiple
PCRs are
collectively
referred to
as a PCR
bank. A
Secure
Hash
Algorithm
384-bit or
SHA-384PCR
Bank
allows to
enable or
disable
TPM
security.

4.3(3a)
and
later

v v

Enabled, Disabled

Trusted
Platform
Module
State

Whether to
enable or
disable the
Trusted
Platform
Module
(TPM),
which is a
component
that
securely
stores
artifacts
that are
used to
authenticate
the server.

4.2(1)
and
later

Enabled, Disabled

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. Intel M7 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Trust
Domain
Extension

Whether to
enable or
disable the
Trust
Domain
Extension
(TDX),
which
protects the
sensitive
data and
applications
from
unauthorized
access.

4.3(3a)
and
later

v v

Enabled, Disabled

TDX
Secure
Arbitration
Mode
(SEAM)

L oader

Whether to
enable or
disable the
TDX
Secure
Arbitration
Mode
(SEAM)
Loader,
which
helps to
verify the
digital
signature
on the Intel
TDX
module and
load it into
the
SFAMimemry

range.

4.3(3a)
and
later

TDX Secure Arbitration
Mode (SEAM) Loader
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Intel M7 Supported Platforms .

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

TPM
Pending
Operation

Trusted
Platform
Module
(TPM)
Pending
Operation
option
allows you
to control
the status
of the
pending
operation.

4.2(1)
and
later

v v

None, TpmClear

TPM
Minimal
Physical
Presence

Whether to
enable or
disable
TPM
Minimal
Physical
Presence,
which
enables or
disables the
communication
between
the OS and
BIOS for
administering
the TPM
without

..
the
security.

4.2(1)
and
later

Enabled, Disabled
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Supported Platforms |

Description

Versions

Supported Models

€220 M7 | C240 M7

X210¢
M7

X410c
M7

Values

Intel
Trusted
Execution
Technology
Support

Whether to
enable or
disable
Intel
Trusted
Execution
Technology
(TXT),
which
provides
greater
protection
for
information
that is used
and stored
on the
business
server.

4.2(1)
and
later

v v

Enabled, Disabled

Security
Device
Support

It controls
the entire
TPM
functionality.

4.2(3)
and
later

Enabled, Disabled
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Intel M7 Supported Platforms .

Name Description | Versions | Supported Models Values

C220 M7 | C240 M7 | X210c | X410c
M7 M7

DMA Enabling [4.2(2) |V v v v Enabled, Disabled
Control this token |and
Opt-In enables later
Flag Windows
2022
Kernel
DMA
Protection
feature.
The OS
treats this
as a hint
that the
IOMMU
should be
enabled to
prevent
DMA
attacks
from
possible
malicious
devices.

LIMIT Limits 42012) |/ v/ v v Enabled, Disabled
CPUPAto|CPU and
46 Bits physical |later
address to
46 bits to
support the
older
Hyper-v
CPU
platform.
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Supported Platforms |

Description

Versions

Supported Models

C220 M7

C240 M7

X210¢
M7

X410c
M7

Values

110 eDPC
Support

This option
allows a
downstream
link to be
disabled
after an
uncorrectable
error,
making
recovery
possible in
a controlled
and robust
manner.

4.3(6¢)
and
later

Disabled, On fatal error, On
fatal and non-fatal error

GPU
Direct
CPU1

When
enabled,
ACS is
disabled for
GPUs on
the
specified
CPU in
systems
using the
UCXS-580P.

GPU
Direct
CPU2

When
enabled,
ACS is
disabled for
GPUs on
the
specified
CPU in
systems
using the
UCXS-580P.

. Cisco UCS Server BIOS Tokens in Intersight Managed Mode



| Supported Platforms
Intel M6 Supported Platforms .

Name Description | Versions | Supported Models Values

C220 M7 | C240 M7 | X210c | X410c
M7 M7

GPU When ) v
Direct enabled,
CPU3 ACS s
disabled for
GPUs on
the
specified
CPU in
systems
using the
UCXS-580P.

GPU When ) v
Direct enabled,
CPU4 ACS is
disabled for
GPUs on
the
specified
CPU in
systems
using the
UCXS-580P.

Intel M6 Supported Platforms

BIOS applicable for Intel M6 (B200 M6, C220 M6, C240 M6, X210c M 6) Platforms:

Name Description | Versions | Supported Models Values

B200 M6 |C220 |C240 |X210c
M6 M6 M6

IPV4 Enables or |4.2(1) and |/ v Disabled, Enabled

HTTP disables later . Disabled—IPv4 HTTP

Support | IPv4 . .
support for support is not available.

HTTP. » Enabled—IPv4 HTTP
support is made available.
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 | X210c
M6 M6 M6
IPV6 Enables or |4.2(1) and |V v Disabled, Enabled
HTTP disables later . Disabled—IPv6 HTTP
Support | IPv6 support is not available
support for upp v '
HTTP. » Enabled—IPv6 HTTP
support is made available.
IPVAPXE | Enables or |4.2(1) and | v v Disabled, Enabled
Support | disables - later - Disabled—IPv4 PXE
support for support is not available.
PXE. » Enabled—IPv4 PXE
support is made available.
IPV6PXE | Enables or [4.2(1) and | ¢ v Disabled, Enabled
Support ?llfva;’ les | later + Disabled—IPv6 PXE
support for support is not available.
PXE. » Enabled—IPv6 PXE
support is made available.
Network | This option |4.1(1) and | v v Disabled,Enabled
Stack allows you | later * Disabled—Network Stack
to enable rtis not availabl
or disable support is not available.
the » Enabled—Network Stack
complete support is available.
network
style of the
system.
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Intel M6 Supported Platforms .

Name Description | Versions | Supported Models Values

B200 M6 | C220 C240 |X210c
M6 M6 M6

Power ON | This token | 4.1(1) and v v Disabled, Enabled
Password |requires | later « Disabled—Power On

that you —Po
set a BIOS Password is disabled.

password » Enabled—Power On
before Password is enabled.
using the
F2 BIOS
configuration.
If enabled,
password
needs to be
validated
before you
access
BIOS
functions
such as 10
configuration,
BIOS set
up, and
booting to
an
operating
system
using
BIOS.
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 | X210c
M6 M6 M6
VMD Whether |4.1(1) and |V v v v Disabled, Enabled
Enablement | NVMe later - Disabled—Hot swap of
iiDs that NVMe SSDs that are
connected to the PCle bus
connected is not allowed.
to the PCle
bus can be » Enabled—Hot swap of
hot NVMe SSDs that are
swapped. connected to the PCle bus
It also is allowed.
standardizes
the LED
status light
on these
drives.
LED status
lights can
be
optionally
programmed
to display
specific
failure
indicator
patterns.
Intel VT |Whether |4.1(1)and |v v v v Enabled, Disabled
]:jcl): ected g:)cessor et * Disabled—The processor
does not use virtualization
10 uses Intel technology
Virtualization '
Technology » Enabled—The processor
for uses virtualization
Directed technology.
1/0
(VT-d).
Intel(R) |Whether [4.1(1)and |V v v v Enabled, Disabled
VT the later + Disabled—The processor
Coherency | processor does not SUbDort
Support | supports PP
coherency.
Intel VT-d
Coherency. » Enabled—The processor
uses VT-d Coherency as
required.
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Intel VTD
ATS
Support

Whether
the
processor
supports
Intel VT-d
Address
Translation
Services
(ATS).

4.1(1) and
later

v

v

Disabled, Enabled

« Disabled—The processor
does not support ATS.

» Enabled—The processor
uses VT-d ATS as
required.

External
SSC
Enable

This option
allows you
to enable
or disable
the Clock
Spread
Spectrum
of the
external
clock
generators.

4.1(2) and
later

Enabled, Disabled,
0P3_Percent, OP5_Percent,
Hardware, Off

Note

0P3_Percent, OP5_Percent,
Hardware, Off options are
available for M7 servers only.

110 eDPC
Support

This option
allows a
downstream
link to be
disabled
after an
uncorrectable
error,
making
recovery
possible in
a
controlled
and robust
manner.

4.2(1) and
later

Disabled, On fatal error, On
fatal and non-fatal error

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .




. Intel M6 Supported Platforms

Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
M6 M6 M6
LOM Port | Whether | 4.0(4) and v v Disabled, Enabled, Legacy
n Option later only, UEFT only
OpicrROM, ROM 1S * Disabled—The expansion
where n available . .
slot is not available.
ranges on the
from 0-3. | LOM port  Enabled—The expansion
n slot is available.

* UEFI only—The
expansion slot is available
only for UEFI.

 Legacy only—The
expansion slot is available
only for legacy.

MRAIDnN | This option | 4.0(2) and v Auto, Disabled, GEN 1, GEN
Link allows you | later 2, GEN 3, GEN 4, GEN 5
Speed to restrict * Disabled—The maximum
where n the . .
. speed is not restricted.

ranges maximum
from 1-2. |speed of » Enabled—The maximum

MRAID. speed is restricted.

* Auto—The maximum
speed is set automatically.

* GEN 1—2.5GT/s
(gigatransfers per second)
is the maximum speed
allowed.

* GEN 2—5GT/s is the
maximum speed allowed.

* GEN 3—8GT/s is the
maximum speed allowed.

* GEN 4—16GT/s is the
maximum speed allowed.

Note
Applicable for M7, M8
servers only.

* GEN 5—32GT/s is the
maximum speed allowed.
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Intel M6 Supported Platforms .

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
M6 M6 M6
MRAID n | Whether |4.0(2) and v Disabled, Enabled
OptionROM | Op tlog later * Disabled—The expansion
where n ROM is . .
. slot is not available.

ranges available
from 1-2. |on the » Enabled—The expansion

MRAID slot is available. .

port.
PCleSlot | Whether |4.2(1) and v v Disabled, Enabled
MSTOR |the server |later « Disabled—Option ROM
RAID can use the s not availabl
OptianROM | Option s not avatiable.

ROMs » Enabled—Option ROM

present in is available.

the PCle

MSTOR

RAID.
PCleSlot |Link speed |4.0(1) and v v Disabled, Auto, GEN1, GEN2,
n Link for PCle |later GEN3, GEN4, GEN5
Speed SIOF GENS is supported only for
where n designated

speeds 1 to 6.

ranges by slot n.
from1to8 * Disabled—Maximum

speed is not restricted.

* Auto—The maximum
speed is set automatically.

* GEN 1—2GT/s
(gigatransfers per second)
is the maximum speed
allowed.

* GEN 2—5GT/s is the
maximum speed allowed

* GEN 3—8GT/s is the
maximum speed allowed

* GEN 4—16GT/s is the
maximum speed allowed

* GEN 5—32 GT/s is the
maximum speed allowed
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Name Description | Versions | Supported Models Values

B200 M6 | C220 C240 |X210c
M6 M6 M6

PCle To 4.0 (1) v v Disabled, Auto, GEN1, GEN2,
Slot:LOM |configure |and later GEN3
Link link speed

» Disabled—Maximum

Speed for PCle . .
Slot-LOM. speed is not restricted.
* Auto—The maximum
speed is set automatically.
* GEN 1—2GT/s
(gigatransfers per second)
is the maximum speed
allowed.
* GEN 2—5GT/s is the
maximum speed allowed
* GEN 3—8GT/s is the
maximum speed allowed
PCle This option | 4.0(1) and v v Auto, Disabled, GEN 1, GEN
Sa:MLOM | allows you | later 2, GEN 3, GEN 4, GEN 5
;)rg;d ‘;)Ierestrlct * Disabled—The maximum
. speed is not restricted.
maximum
speed of an * Auto—The maximum
MLOM speed is set automatically.
adapter.

* GEN 1—2.5GT/s
(gigatransfers per second)
is the maximum speed
allowed.

* GEN 2—5GT/s is the
maximum speed allowed.

* GEN 3—8GT/s is the
maximum speed allowed.

* GEN 4—16GT/s is the
maximum speed allowed.

* GEN 5—32GT/s is the
maximum speed allowed.
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Intel M6 Supported Platforms .

Name Description | Versions | Supported Models Values

B200 M6 | C220 C240 |X210c
M6 M6 M6

PCle Whether |4.0(1) and v v Disabled, Enabled, Legacy
Sa:MLOM | Option later only, UEFI only
OptiocnROM | ROM is

« Disabled—The expansion

available slot is not available.

on the

MLOM » Enabled—The expansion
port. slot is available.

* UEFI only—The
expansion slot is available
only for UEFIL.

 Legacy only—The
expansion slot is available
only for legacy.

MRAID | This option | 4.0(2) and v Auto, Disabled, GEN 1, GEN
Link allows you | later 2, GEN 3, GEN 4, GEN 5

Speed to restrict « Disabled—The maximum

the . speed is not restricted.
maximum
speed of * Auto—The maximum
MRAID. speed is set automatically.
* GEN 1—2.5GT/s
(gigatransfers per second)
is the maximum speed
allowed.
* GEN 2—5GT/s is the
maximum speed allowed.
* GEN 3—8GT/s is the
maximum speed allowed.
* GEN 4—16GT/s is the
maximum speed allowed.
* GEN 5—32GT/s is the
maximum speed allowed.
PCle Whether |4.0(2) and v Disabled, Enabled, Legacy
Sa:MRAID | Option later only, UEFI only
OpticnROM ROM 'S * Disabled—The expansion
available . .
slot is not available.
on the
MLOM » Enabled—The expansion
port. slot is available.
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
M6 M6 M6
PCleSlot | Whether |4.0(2) and v v Disabled, Enabled, Legacy
nOplicnROM | Option later only, UEFT only
,wheren |ROM is . .
. * Disabled—The expansion
ranges available lot is not availabl
from 1 to 8 | on the port. SIOL1S not avariable.
» Enabled—The expansion
slot is available.
Rear This option | 4.0(4) and v Auto, Disabled, GEN 1, GEN
NVME n |allows you | later 2, GEN 3, GEN 4, GEN 5
Link o restrict * Disabled—The maximum
Speed, the ) .
. speed is not restricted.
where n maximum
ranges speed of * Auto—The maximum
from 1to |rear speed is set automatically.
4. NVME.
* GEN 1—2.5GT/s
(gigatransfers per second)
is the maximum speed
allowed.
* GEN 2—5GT/s is the
maximum speed allowed.
* Gen 3—8GT/s is the
maximum speed allowed.
* GEN 4—16GT/s is the
maximum speed allowed.
* GEN 5—32GT/s is the
maximum speed allowed.
Rear Whether |4.0(4) and v Enabled, Disabled
NVME n |Option later . .
OpicrROM., | ROM s Dlsapled—Optlon is not
) restricted.
where n available
ranges on the rear » Enabled—Option is
from 1 to |NVME or restricted.
4. not.
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Name Description | Versions | Supported Models Values

B200 M6 | C220 C240 |X210c
M6 M6 M6

PCle This option | 4.0(4) and v Disabled, Auto, GEN1, GEN2,
Slot:Riser |allows you | later GEN3
Link to restrict

» Disabled—Maximum

Speedn,. the . speed is not restricted.
where n is | maximum
1 and 2. speed of * Auto—The maximum
Riser. speed is set automatically.
* GEN 1—2GT/s
(gigatransfers per second)
is the maximum speed
allowed.
* GEN 2—5GT/s is the
maximum speed allowed
* GEN 3—8GT/s is the
maximum speed allowed
PCle This option | 4.0(2) and v v Disabled, Auto, GEN1, GEN2,
SR atSP | allows you | later GEN3
nLink to restrict « Disabled—Maximum
Speed, the . .
. . speed is not restricted.
where nis | maximum
1 and 2. speed of * Auto—The maximum
Front SSD. speed is set automatically.

* GEN 1—2GT/s
(gigatransfers per second)
is the maximum speed
allowed.

* GEN 2—5GT/s is the
maximum speed allowed

* GEN 3—8GT/s is the
maximum speed allowed
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

PCleSlots
CDN
Control
where,
CDN
refers to
Consistent
Device
Naming

PClIe Slots
Consistent
Device
Naming
(CDN)
control
allows
PCle slots
to be
named in a
consistent
manner.
This makes
PCle slot
names
more
uniform,
easy to
identify,
and
persistent
when the
configuration
changes
are made.

4.0(2) and
later

v

Enabled, Disabled

* Disabled—Option is not
restricted.

» Enabled—Option is
restricted.
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Consistent
Device
Naming
(CDN)
Control

PClIe Slots
Consistent
Device
Naming
(CDN)
control
allows
PClIe slots
to be
named in a
consistent
manner.
This makes
PCle slot
names
more
uniform,
easy to
identify,
and
persistent
when the
configuration
changes
are made.

4.0(2) and
later

v

v

Enabled, Disabled

* Disabled—Option is not
restricted.

» Enabled—Option is
restricted.

Enhanced
Memory
Test

Enables
enhanced
memory
tests
during the
system
boot and
increases
the boot
time based
on the
memory.

4.0(1) and
later

Disabled, Enabled, Auto

* Disabled—Options are
Disabled.

» Enabled—Options are
enabled.

* Auto—Option is in auto
mode.
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 | X210c
M6 M6 M6
BME Allows 4.0 (1) v v v v Enabled, Disabled
DMA you to and later * Disabled—Option is not
Mitigation | disable the restricted
PCI BME '
bit to + Enabled—Option is
mitigate restricted.
the threat
from an
unauthorized
external
DMA
CR QoS |Prevents [4.1(2)and|v v v v Disabled, Recipe 1, Recipe 2,
DRAM later Recipe 3, Mode 0, Mode 1,
and overall Mode 2
;By\igecliilo * Disabled—Feature
: P disabled.
in the
presence of * Recipe 1—6 modules, 4
concurrent modules per socket
DCPMM optimized
BW ]
saturating * Recipe 2—2 modules per
threads, socket optimized
Wl.th, * Recipe 3—1 module per
mlnlmal socket optimized
impact to
homogenous * Mode O—Disable the
DDRT-only PMem QoS Feature
s * Mode 1 —M2M QoS
multi-tenant Enable;CHA QoS Disable
use cases, * Mode 2 —M2M QoS
VMs, and Enable; CHA QoS Enable
SO on.
Targeted Note
for App Mode 0, Mode 1, Mode 2
Direct, but options are applicable for M6
?150 servers only.
improves
memory
mode.
Targets the
“worst-case”
degradations.
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Intel M6 Supported Platforms .

Name Description | Versions | Supported Models Values

B200 M6 | C220 C240 |X210c
M6 M6 M6

CR CR FastGo [4.1(2) and |V v v v Auto, Option 1—5, Enable
FastGo Config later Optimization, Disable
Config improves Optimization

DDRT
non-temporal
write
bandwidth
when
FastGO is
disabled.
When
FastGO is
enabled, it
gives a
faster flow
of NT
writes into
the uncore,
When
FastGO is
disabled, it
lessens NT
writes
queueing
up in the
CPU
uncore,
thereby
improving
sequentially
at
DCPMM,
resulting in
improved
bandwidth.

Note

Enable Optimization, Disable
Optimization options are
available for M6 servers only.

DCPMM |To 4.0(1)and |V v v v Disabled, Enabled

Firmware | configure |later . .

Downgrade| DCPMM D!Sabled—Optlons are
. Disabled.

Firmware

Downgrade. » Enabled—Options are

enabled.
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Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
M6 M6 Mé
Memory |To 4.0(1)and |V v v v Auto, 1x Refresh, 2x Refresh,
Refresh | configure |later 3%, 4x
Rate the refresh
. Note
interval 1x Refresh is the default for
.rate for MS5, M7, M8 servers.
internal
memory.
eADR Extended |4.2(1)and |V v v v Disabled, Enabled, Auto
Support - |asynchronous | later * Disabled—Options are
DRAM .
Disabled.
refresh
(ecADR) » Enabled—Options are
ensures enabled.
that CPU
caches * Auto—Option is in auto
lines with mode.
data are
flushed at
the right
time and in
the desired
order and
are also
included in
the power
fail
protected
domain.
Memory |Allowsto |4.2(1)and |V v v v Disabled, Enabled
Bandwidth | boost the | later « Disabled—Options are
Boost | memory Disabled
bandwidth. ’
» Enabled—Options are
enabled.
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6 | C220
M6

C240
M6

X210c
M6

Values

Memory
Size Limit
in GB

Limits the
capacity in
Partial
Memory
Mirror
Mode up
to 50
percent of
the total
memory
capacity.
The
memory
size can
range from
0GB to
65535 GB
in
increments
of 1 GB.

4.0(2) and
later

v v

0- 65535 with a step size of 1
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Memory
Thermal
Throttling
Mode

Provides a
protective
mechanism
to ensure
the
memory
temperature
is within
the limits.
When the
temperature
exceeds
the
maximum
threshold
value, the
memory
access rate
is reduced
and
Baseboard
Management
Controllerf
(BMC)
adjusts the
fan to cool
down the
memory to
avoid
DIMM
damage
due to
overheat

4.0(1) and
later

v

v

CLTT with PECI, Disabled

* Disabled—Options are
Disabled.

* CLTT with
PECI—Closed Loop
Thermal Throttling
(CLTT) with Platform
Environment Control
Interface (PECI).
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Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
M6 M6 M6
NUMA | Whether |4.0(1)and |V v v v Enabled, Disabled
Optimized Zﬁ;fsr?ss later - Disabled—The BIOS does
NUMA. not support NUMA.

» Enabled—The BIOS
includes the ACPI tables
that are required for
NUMA-aware operating
systems. If you enable this
option, the system must
disable Inter-Socket
Memory interleaving on
some platforms.

NVM enables 4.02) and |V v v v BW Optimized, Latency

Performance| efficient | later Optimized, Balanced Profile

Settin major

° mone ) BW. . o

arbitration Optimized—Optimized
between for'D'DR and DDRT BW.
DDR and This is the default option.
DDRT o L atency
transactions Optimized—Better DDR
on the latency in the presence of
DDR DDRT BW. Available for
channel to MS5 servers only.
optimize
channel * Balanced
BW and Profile—Optimized for
DRAM Memory mode.
latency.
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 | X210c
M6 M6 M6
Panic and | Controls |4.2(1) and |V v v v High, L ow
High the delayed | later :
Watermark | refresh ngh—Th.e memory
o controller is allowed to
capability .
postpone up to a maximum
of the .
memory of eight refresh
controller. commands. The memory

controller executes all the
postponed refreshes within
the refresh interval. For the
ninth refresh command,
the refresh priority
becomes Panic and the
memory controller pauses
the normal memory
transactions until all the
postponed refresh
commands are executed.

L ow—The memory
controller is not allowed to
postpone refresh
commands.

Note

It is recommended to
leave this setting in the
default state (Low) which
will help to reduce
susceptibility to
Rowhammer-style
attacks.
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Partial
Cache
Line
Sparing

Partial
cache line
sparing
(PCLS) is
an
aropevention
mechanism
in memory
controllers.
PCLS
statically
encodes
the
locations
of the
faulty
nibbles of
bits into a
sparing
directory
along with
the
cotresponding
data
content for
replacement
during
memory
accesses.

4.2(1) and
later

v

v

Disabled, Enabled

Note
For M7 servers, Disabled is
the default value.

+ Disabled—Options are
Disabled.

» Enabled—Options are
enabled.
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
M6 M6 M6
Partial enables 41(1)and |V v v v Disabled, Percentage, Value in
Memory |youto later GB
Mirror pa.rtlally * Disabled—Options are
Mode mirror by Disabled
GBorbya '
percentage * Percentage—The amount
of the of memory to be mirrored
memory in the Partial Memory
capacity. Mode is defined as a
Depending percentage of the total
on the memory.
option
selected * Valuein GB—The
here, you amount of memory to be
can define mirrored in the Partial
either a Memory Mode is defined
partial in GB.
mirror Note
percentage Partial Memory Mirror
or a partial Mode is mutually
Mmirror exclusive to standard
capacity in Mirroring Mode.
GB in
available Partial Mirrors 1-4 can be
fields. You used in any number or
can configuration, provided
partially they dp not efxceefl the
mirror up capacity limit set in GB
t0 50 or Percentage in the
percent of related options.
the
memory
capacity.
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6 | C220

M6

C240
M6

X210c
M6

Values

Partial
Mirror
Per centage

Limits the
amount of
available
memory to
be
mirrored as
a
percentage
of the total
memory.
This can
range from
0.000.01
% to 50.00
% in
increments
0f 0.01 %.

4.1(1) and
later

v v

0.00 - 50.00 with a step size of
0.01

Partial
Mirrorn
Sizein
GB, where
nranges

from 1 to
4.

Limits the
amount of
memory in
Partial
Mirrorn in
GB. This
can range
from 0 GB
to 65535
GBin
increments

of 1 GB.

4.1(1) and
later

0- 65535 with a step size of 1

PCleRAS
Support

Whether
the PCle
RAS port
is enabled
or
disabled.

4.0(1) and
later

Disabled, Enabled

+ Disabled—This option is
Disabled.

» Enabled—This option is
enabled.
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Memory
RAS
Carfiguration

How the
memory
reliability,
availability,
and
serviceability
(RAS) is
configured
for the
server.

4.0(1) and
later

v

v
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6 | C220
M6

C240
M6

X210c
M6

Values

Maximum Performance,
Mirroring, Lockstep, Mirror
Mode 1LM, Partial Mirror
Mode 1LM, Sparing, ADDDC
Sparing

* Maximum
Performance—Optimizes
the system performance
and disables all the
advanced RAS features.

Mirroring—System
reliability is optimized by
using half the system
memory as backup. This
mode is used for UCS M4
and lower blade servers

L ockstep—If the DIMM
pairs in the server have an
identical type, size, and
organization and are
populated across the SMI
channels, you can enable
lockstep mode to minimize
memory access latency
and provide better
performance. Lockstep is
enabled by default for
B440 servers.

Mirror Mode

1L M—Mirror Mode 1LM
will set the entire 1LM
memory in the system to
be mirrored, consequently
reducing the memory
capacity by half. This
mode is used for UCS M5
and M6 blade servers.

Partial Mirror Mode

1L M—Partial Mirror
Mode 1LM will set a part
of the ILM memory in the
system to be mirrored,
consequently reducing the
memory capacity by half.
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 | X210c
M6 M6 M6
This mode is used for UCS
M5 and M6 blade servers.
* Sparing—System
reliability is optimized by
holding memory in reserve
so that it can be used in
case other DIMMs fail.
This mode provides some
memory redundancy, but
does not provide as much
redundancy as mirroring.
+ ADDDC
Sparing—System
reliability is optimized by
holding memory in reserve
so that it can be used in
case other DIMMs fail.
This mode provides some
memory redundancy, but
does not provide as much
redundancy as mirroring.
Select Post 4.1(1)and |V v v v Disabled, Hard PPR
PPR Type Packgge later * Disabled—Options are
Repair Disabled
(PPR) '
provides » Hard PPR—This results
the ability in a permanent remapping
to repair of damaged storage cells.
faulty
memory
cells by
replacing
them with
spare cells.
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Intel M6 Supported Platforms .

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
Mé Mé Mé
Snoopy 4.0(1)and |V v v v Disabled, Enabled
g"L",\‘j:Efor later « Disabled—This option is

Disabled.

» Enabled—This option is
enabled.
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Supported Platforms |

Name Description | Versions | Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Enables
snoop-mode
for
DCPMM
accesses
while
maintaining
directory
on all
DRAM
accesses.
Snoops
maintain
cache
coherence
between
sockets.
Directory
reduces
snoops by
keeping
the remote
node
information
locally (in
memory).
Directory
lookups
and
updates
add
memory
traffic

Directory
is a good
tradeoff for
DRAM,
but not
necessarily
for
DCPMM.
For
non-NUMA
workloads,
when the
feature is
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6 | C220
M6

C240
M6

X210c
M6

Values

enabled,
directory
updates to
DCPMM
are
eliminated,
thereby
helping
DDRT
bandwidth
bound
workloads.
The
directory is
disabled
for far
memory
accesses
and instead
Snoops
remote
sockets to
check for
ownership.
Directory
is used
only for
DRAM
(near
memory).
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
Mé Mé Mé
Snoopy 4.0(1)and |V v v v Disabled, Enabled
'X'[‘)’demr later « Disabled—This option is

Disabled.

» Enabled—This option is
enabled.
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6 | C220
M6

C240
M6

X210c
M6

Values

Enables
snoop-mode
for
DCPMM
accesses
while
maintaining
directory
on all
DRAM
accesses.
Snoops
maintain
cache
coherence
between
sockets.
Directory
reduces
snoops by
keeping
the remote
node
information
locally (in
memory).
Directory
lookups
and
updates
add
memory
traffic.

Directory
is a good
tradeoff for
DRAM,
but not
necessarily
for
DCPMM.
For
non-NUMA
workloads,
when the
feature is
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Supported Platforms |

Name Description | Versions | Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

enabled,
directory
updates to
DCPMM
are
eliminated,
thereby
helping
DDRT
bandwidth
bound
workloads.
The
directory is
disabled
for
accesses to
AD and
instead
Snoops
remote
sockets to
check for
ownership.
Directory
is used
only for
DRAM
accesses.
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Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

UMA

As the
name
implies,
UMA
based
clustering
is the
suggested
clustering
mode
when the
processor
is
configured
as Uniform
Memory
Access
(UMA)
node, i.e.
SNC is
disabled.

4.2(1) and
later

v

v

Disable-All-2All,
Hemisphere-2-clusters,
Quadrant-4-clusters

Volatile
Memory
Mode

Allows the
memory
mode
configuration.

4.0(2) and
later

1LM, 2L M

* 1L M—Configures 1 Layer
Memory(1LM).This is the
default value for M7
servers.

* 2L M—Configures 2 Layer
Memory(1LM).
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Memory
Mapped

10 above
4GB

Whether to
enable or
disable
memory
mapped
1/0 of
64-bitPCI
devices to
4GB or
greater
address
space.
Legacy
option
ROMs are
not able to
access
addresses
above
4GB. PCI
devices
that are
64-bit
compliant
but use a
legacy
option
ROM may
not
function
correctly
with this
setting
enabled.

4.0 (1)
and later

v

v

Disabled, Enabled

* Disabled—This option is
Disabled.

» Enable—This options is
enabled.
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Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
M6 M6 M6
VGA Allows 4.0(2) and v v Offboard, Onboard, Onboard
Priority |youtoset |later VGA Disabled
}};: Izlrg[r;ty » Onboar d—Priority is
graphics given to the onboard VGA
Jevices if device. BIOS post screen
multiple and OS boot are driven
VGA through the onboard VGA
devices are port
found in * Offboard Priority is
the system. given to thePCIE Graphics
adapter. BIOS post screen
and OS boot are driven
through the external
graphics adapter port.
* Onboard VGA Disabled
—Priority is given to the
PCIE Graphics adapter,
and the onboard VGA
device is disabled
Note
The vKVM does not
function when the
onboard VGA is disabled.
C1Auto |Ifenabled, [4.0(2) and | v v v v Disabled, Enabled, Auto
Demotion SEOLHI’BU ally later * Disabled—This option is
Disabled.
demotes to
C1 based * Enable—This options is
on un-core enabled.
auto-demote
information.
C1lAuto |Select 4.02) and |V v v v Disabled, Enabled, Auto
Hbemdtan) whether to | later - Disabled—This option is
Disabled.
processors
to » Enable—This options is
automatically enabled.
undemote
from C1.
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
M6 M6 M6
Enhanced | Enhances |4.0(2) and |V v v v Disabled, Auto
g’fﬁm ;ﬂgﬂmm later - Disabled—This option is
Disabled.
by
adjusting * Auto—Allows to adjust
server server settings to increase
settings the processor performance.
automatically.
Note
Enabling this functionality may
increase power consumption.
LLCDead |In CPU 4.0(2) and |V v v v Disabled, Enabled, Auto
Line non-inclusive | later * Disabled—The dead lines
cache
are always dropped and
scheme, .
. are never filled into the
Mid-Level LLC
Cache ’
(MLC) » Enable—Allows the LLC
evictions to fill dead lines into the
are filled LLC if there is free space
into the available. This is the
Last-Level default option.
Cache
(LLC). e Auto—The CPU
When lines determines the LLC dead
are evicted line allocation.
from the
MLC, the
core can
flag them
as dead
(not likely
to be read
again). The
LLC has
the option
to drop
dead lines
and not fill
them in the
LLC.
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6 | C220
M6

C240
M6

X210c
M6

Values

UPI Link
Enablement

Enables
the number
of Ultra
Path
Interconnect
(UPI) links
required by
the
processor.

4.0(2) and
later

v v

Auto, 1,2,3

UPI
Power

Marenggmat

The UPI
power
management
can be
used for
conserving
power on
the server.

4.0(2) and
later

Disabled, Enabled

* Disabled—This option is
Disabled.

» Enable—This options is
enabled.

XPT
Remote
Prefetch

This
feature
allows an
LLC
request to
be
duplicated
and sent to
an
appropriate
memory
controller
in aremote
machine
based on
the recent
LLC
history to
reduce
latency.

4.0(2) and
later

Disabled, Enabled

* Disabled—This option is
Disabled.

» Enable—This options is
enabled.

e Auto—The CPU
determines the
functionality.
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Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
M6 M6 M6
QPI Link |The Intel [4.0(4) and | v v v v Auto, 9.6 GT/s, 10.4 GT/s,
Frequency | QuickPath | later 11.2GT/s, 12.8GT/s, 14.4GT/s,
Select Interconnect 16.0GT/s,20.0GT/s, 16.0GT/s,
(QPI) link 20.0GT/s,24.0GT/s, Auto, Use
frequency, Per Link Setting
in Note
megpttansfors 9.6 GT/s, 10.4 GT/s options
per second available for M5 and M6
(MTJs). servers only. 11.2GT/s for M6
and 12.8GT/s, 14.4GT/s,
16.0GT/s, 20.0GT/s for M7.
Note
16.0GT/s, 20.0GT/s,24.0GT/s,
Auto, Use Per Link Setting is
applicable for M8 servers only.
L egacy Whether |4.2(1) and |V v v v Auto,Enabled, Disabled
USB the system | later
Support  |supports
legacy
USB
devices.
USB Port | Whether |4.2(1) and |V v Enabled, Disabled
Front the front | later
panel USB
devices are
enabled or
disabled.
USB Port | Whether |4.2(1) and v v Enabled, Disabled
Internal |the internal | later
USB
devices are
enabled or
disabled.
USB Port |Whether |4.2(1) and |V v Enabled, Disabled
KVM the USB | later
Port KVM
devices are
enabled or
disabled.
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Description

Versions

Supported Models

B200 M6 | C220

M6

C240
M6

X210c
M6

Values

USB Port
Rear

Whether
the USB
port rear
devices are

enabled or
disabled.

4.2(1) and
later

v

Enabled, Disabled

USB
Port:M .2
Storage

Whether
the SD
card drives
are enabled
or
disabled.

4.2(1)and
later

Enabled, Disabled

PRMRR
Size

Processor
Reserved
Memory
Range
Registers
(PRMRR)
is the size
of the
protected
region in
the system
DRAM.

4.3(2) and
later

Invalid Config, 1G, 2G, 4G,
8G, 16G, 32G, 64G, 128G,
256G, 512G, 128M, Auto,
256M, 512M

Note

128M, Auto, 256M, 512M
options are available only for
M7 servers.

Adjacent
Cache
Line
Prefetcher

Whether
the
processor
fetches
cache lines
in
even/odd
pairs
instead of
fetching
just the
required
line.

4.0(2) and
later

Disabled, Enabled

* Disabled—This option is
Disabled.

» Enable—This option is
enabled.
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

CoreC
State

Enables
CPU
Autonomous
C-State,
which
converts
the HALT
instructions
to the
MWAIT
instructions.

4.0(2) and
later

v

v

Disabled, Enabled

Boot
Pafarmance
Mode

Allows the
user to
select the
BIOS
performance
state that is
set before
the
operating
system
handoff.

4.0(2) and
later

M ax Perfor mance, Max
Efficient, Set by Intel NM

Processor
CMCI

Allows the
CPU to
trigger
interrupts
on
corrected
machine
check
events.
The
corrected
machine
check
interrupt
(CMCI)
allows
faster
reaction
than the
traditional
polling
timer.

4.0(2) and
later

Disabled, Enabled
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Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 |X210c
M6 M6 M6
Carfigurable| Allows 4.02) and |V v v v Normal, Level 1, Level 2
TDP you to seta | later
Level customized
value for
Thermal
Design
Power
(TDP).
Core Setsthe [4.02)and |V v v v All, 1 through 86
Enabled statg of later « All— Enables
logical . .
processor mu!tlprocessmg on all
logical processor cores.
cores per
CPUina + 1 through 86—Specifies
package. If the number of logical
you choose processor cores per CPU
All as the that can run on the server.
value, Intel To disable multiprocessing
Hyper and have only one logical
Threading processor core per CPU
technology running on the server,
is also choose 1.
enabled.
Note
For M6 servers, it ranges
from 1 through 48.
Note
1,2, and 3 options are not
applicable for M8 servers.
Energy | Allows 4.0(2) and |V v v v Performance, Balanced
Performance| you to later Perfor mance, Balanced power,
determine power
whether
system
performance
or energy
efficiency
is more
important
on this
server.
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

CPU
Pafarmance

CPU
performance
by
adjusting
server
settings
automatically.

4.0(2) and
later

v

v

Disabled, Enabled

Energy
Efficient
Turbo

When
energy
efficient
turbo is
enabled,
the optimal
turbo
frequency
ofthe CPU
turns
dynamic
based on
CPU
utilization.
The
poraefinee
bias setting
also
influences
the energy
efficient
turbo.

4.0(2) and
later

Disabled, Enabled
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Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Enhanced
Intel

Speztlden(R)
Technology

Whether
the
processor
uses
Enhanced
Intel
SpeedStep
Technology,
which
allows the
system to
dynamically
adjust
processor
voltage
and core
frequency.
This
technology
can result
in
decreased
average
power
consumption
and
decreased
average
heat
production.

4.0(2) and
later

v

v

Disabled, Enabled

Processor
EPP
Profile

Allows
you to
determine
whether
system
performance
or energy
efficiency
is more
important
on this
server.

4.0(2) and
later

Performance, Balanced
Performance, Balanced power,
power
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Local X2
Apic

Allows
you to set
the type of
Advanced
Processor
Interrupt
controller
(APIC)
architecture.

4.0(2) and
later

v

v

Disabled, Enabled

Hardware
Prefetcher

Whether
the
processor
allows the
Intel
hardware
prefetcher
to fetch
streams of
data and
instructions
from
memory
into the
unified
second-level
cache
when
necessary.

4.0(2) and
later

Disabled, Enabled

CPU
Hardware
Power

Manegament

Enables
processor
Hardware
Power

Management
(HWPM).

4.0(2) and
later

Disabled, HWPM Native
Mode, HWPM OOB Mode,
Native Mode with no Legacy
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Intel
Dynamic
Speed
Select

Intel
Dynamic
Speed
Select
modes
allow you
to run the
CPU with
different
speeds and
cores in
auto mode.

4.0(2) and
later

v

v

Disabled, Enabled

Intel

HyeThedg
Tech

Whether
the
processor
uses Intel
HyperTheadng
Technology,
which
allows
multithreaded
software
applications
to execute
threads in
parallel
within
each
processor.

4.0(2) and
later

Disabled, Enabled
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Intel
Turbo
Boost
Tech

Whether
the
processor
uses Intel
Turbo
Boost
Technology,
which
allows the
processor
to
automaticalty
increase its
frequency
if it is
running
below
power,
temperature,
or voltage

4.0(2) and
later

v

v

Disabled, Enabled

Intel(R)
VT

Whether
the
processor
uses Intel
Virtualization
Technology
for
Directed
/0 (VT-R)

4.0(2) and
later

Disabled, Enabled

. Cisco UCS Server BIOS Tokens in Intersight Managed Mode



| Supported Platforms

Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

DCU IP
Prefetcher

Whether
the
processor
uses the
DCU IP
Prefetch
mechanism
to analyze
historical
cache
access
patterns
and
preload the
most
relevant
lines in the
L1 cache.

4.0(2) and
later

v

v

Disabled, Enabled

KTI
Prefetch

KTI
prefetch is
a
mechanism
to get the
memory
read
started
early on a
DDR bus.

4.0(2) and
later

Disabled, Enabled, Auto

LLC
Prefetch

Whether
the
processor
uses the
LLC
Prefetch
mechanism
to fetch the
date into
the LLC.

4.0(2) and
later

Disabled, Enabled
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 | X210c
M6 M6 M6

PackageC | The 4.02) and |V v v v No Limit, Auto, CO C1 State,
State amount of |later C2, C6 Non Retention, C6
Limit power Retention

available

to the

server

components

when they

are idle.
Patrol It sets the |4.0(2) and |V v v v Enabled, Disabled, Enable at
Scrub interval for | later End of POST
Config.rtion ?ni;unlqlo * Enable—The system

scan y periodically reads and

writes memory searching
for ECC errors. If any
errors are found, the
system attempts to fix
them. This option may
correct single bit errors
before they become
multi-bit errors, but it may
adversely affect
performance when the
patrol scrub is running.

Disable—The system
checks for memory ECC
errors only when the CPU
reads or writes a memory
address.

Note
Enabled option is applicable
for M6 servers only.
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Processor
ClE

Allows the
processor
to
transition
to its
minimum
frequency
upon
entering
C1. This
setting
does not
take effect
until after
you have
rebooted
the server.

4.0(2) and
later

v

v

Disabled, Enabled

Processor
C6 Report

Whether
the
processor
sends the
C6 report
to the
operating
system.

4.0(2) and
later

Disabled, Enabled
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

P STATE
Caordinaion
Note

It is also
called
EIST PSD

Function
in UCSM.

Allows
you to
define how
BIOS
communicates
the P-state
support
model to
the
operating
system.
There are 3
models as
defined by
the
Advanced
Configuration
and Power
Interface
(ACPI)

specification.

4.0(2) and
later

v

v

SW All, HW All, SW Any

Power
Pafarmance
Tuning

Determines
if the
BIOS or
Operating
System can
turn on the
energy
performance
bias
tuning.
The
options are
BIOS and
operating
system.

4.0(2) and
later

BIOS, OS, PECI

Note
PECI option is available for
M6 and M7 servers only.
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Intel M6 Supported Platforms .

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 | X210c
M6 M6 M6
UPI Link | Allows 4.02) and |V v v v Auto, 9.6GT/S, 10.4GT/S,
Frequency | you to later 11.2GT/S, 12.8GT/s, 14.4GT/s,
Select select 16.0GT/s, 20.0GT/s, 24.0GT/s,
different Use Per Link Setting
UPI link
frequency Note
. * 12.8GT/s, 14.4GT/s,
running. 16.0GT/s, 20.0GT/s
options are available for
M7 servers only.

* 11.2GT/S option is
available for M6 server
only.

* 16,20, 24, Auto, Use Per
Link Setting is applicable
for M8 servers only

Sub Numa | Whether [4.0(2) and | v v v v Disabled, Enabled, Auto,
Clustering [ the CPU | later SNC2, SNC4
23513 orts Note
NUMA * Auto option is available
. for M5, M7, and M8
clustering, servers only.
in which
the tag * Enabled option is
directory available for M6 and M8
and the servers only.
memory
channel are * Disabled option is
always in available for M6, M7, and
the same MS servers only.
region.

* SNC2, SNC4 options are
available for M7 servers
only.
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

DCU
Streamer
Prefetch

Whether
the
processor
uses the
DCU IP
Prefetch
mechanism
to analyze
historical
cache
access
patterns
and
preload the
most
relevant
lines in the
L1 cache.

4.0(2) and
later

v

v

Disabled, Enabled, Auto

Uncore

Frequency
Scaling

Allows
you to
configure
the scaling
of the
uncore
frequency
of the
processor.

4.0(2) and
later

Disabled, Enabled, Mode 0,
and Mode 1

Note

Mode 0 and Mode 1 is
applicable for M8 servers only
with Mode 1 being default.

Workload
Carfiguration

This
feature
allows for
workload
optimization.

4.0(2) and
later

Balanced, | O Sensitive
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

XPT
Prefetch

Whether
XPT
prefetch is
used to
enable a
read
request
that is sent
to the last
level cache
to issue a
copy of
that
request to
the
memory
controller
prefetcher.

4.0(2) and
later

v

v

Auto, Disabled, Enabled

X2APIC
Opt-Out
Flag

Prevents
the
operating
system
from
enabling
extended
xAPIC
(x2APIC)
mode
when the
OS is not
working
with
x2APIC.

4.2(3) and
later

Disabled, Enabled

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. Intel M6 Supported Platforms

Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 |C220 |C240 | X210c
Mé Mé Mé
Intel 4.02) and |V v v v Auto, Base, Config 1, Config
Speed later 2, Config 3, Config 4
Select

* Config 1 and Config 2 are
options available for M5
servers only with Base as
the default.

¢ Auto is the default for M8.
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6 | C220
M6

C240
M6

X210c
M6

Values

Allows
you to
adjust
different
cores to
operate in
different
frequencies
to have a
better
power
efficiency.

The values
Config 1
and
Config 2
are not
supported
on Cisco
UCS M6
and M7
servers.

For Cisco
UCS M6
and Cisco
UuCS M7
servers, the
values
Config 3
and
Config 4
(4th Gen
Intel Xeon
Scalable
processors
and 5th
Gen Intel
Xeon
Scalable
processors)
are
equivalent
to the
values
Config1
and
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
M6 M6 M6
Config 2
(3rd Gen
Intel Xeon
Scalable
processors).
110 eDPC | The eDPC |4.3(6c¢) v v Disabled, On Fatal Error, On
Support | (Enhanced |and later Fatal and Non-Fatal Errors
Downstream
Port #l:t:value On Fatal Error is
m) not supported on C225 M8,
C245 M8, and X215¢ M8
downstream servers
link to be '
disabled * Disabled—eDPC support
after an X
is turned off, and the
uncorrectable
error, sys'tem do§s not take any
enabling action to dlsaple .
downstream links in
recovery
o response to errors.
possible in
a » On Fatal Error—eDPC
controlled is enabled only for fatal
and robust errors.is not supported on
manner. Cisco UCS C225 M8,
This can Cisco UCS C245 M8, and
be one of X215¢ M8 servers.
;l;Tlowing: + On Fatal and Non-Fatal
Errors—eDPC is enabled
for both fatal and non-fatal
errors.
Baud Rate| What Baud | 4.2(1) and | v v v v 9.6k, 19.2k, 38.4k, 57.6k,
rate is used | later 115.2k
for the
serial port
transmission
speed. If
you disable
Console
Redirection,
this option
is not
available.
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

CDN
Control

Consistent
Device
Naming
allows
Ethernet
interfaces
to be
named in a
consistent
manner.
This makes
Ethernet
interface
names
more
uniform,
easy to
identify,
and
persistent
when
adapter or
other
configuration
changes
are made.

4.2(1) and
later

v

v

Enabled, Disabled
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Supported Platforms |

Name Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Adaptive | When this
Memory |token is
Training |enabled,
the BIOS
saves the
memory
training
results
(optimized
timing/voltage
values)
along with
CPUmemory
configuration
information
and reuses
them on
subsequent
reboots to
save boot
time. The
saved
memory
training
results are
used only
if the
reboot
happens
within 24
hours of
the last
save
operation.

4.2(1) and
later

v

v

Enabled, Disabled
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Name Description | Versions | Supported Models Values
B200 M6 |C220 |C240 | X210c
M6 M6 M6
BIOS This option | 4.2(1) and | v v v v Maximum, Minimum, Normal
Techlog | denotes the | later « Maximum—Critical
Level type of . .
eSSATES messages will be displayed
messag in the log file. This is the
in BIOS default option
tech log witop
file. + Minimum—Warning and

loading messages will be
displayed in the log file.

» Normal—Normal and
information related
messages will be displayed
in the log file.
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 |C220 |C240 | X210c
Mé Mé Mé
OptionROM 42(1)and |V v v v Enabled, Disabled
Launch later
Optimization
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

The Option
ROM
launch is
controlled
at the PCI
Slot level,
and is
enabled by
default. In
oconfigurations
that consist
of a large
number of
network
controllers
and storage
HBAs
having
Option
ROMs, all
the Option
ROMs
may get
launched if
the PCI
Slot
Option
ROM
Control is
enabled for
all.
However,
only a
subset of
controllers
may be
used in the
boot
process.
When this
token is
enabled,
Option
ROMs are
launched
only for
those
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Supported Platforms |

Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 X210c
M6 M6 M6
controllers
that are
present in
boot
policy.
Console |Allowsa [4.2(1)and|v v v v Disabled, COM 0, COM 1
Redirection | serial port | later « COM 0 enables serial port
to be used .
for console for F:onsole redlrgctlon.
redirection during POST. This option
. is valid only for M6 blade
during
POST and servers and rack-mount
BIOS servers.
booting. * COM 1 or serial-port-b
After the enables serial port B for
BIOS has console redirection and
booted and allows it to perform server
the management tasks. This
operating option is only valid for
system is rack-mount servers.
responsible
for the
server,
console
redirection
is
irrelevant
and has no
effect
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Flow
Control

Whether a
handshake
protocol is
used for
flow
control.
Request to
Send /
Clear to
Send
(RTS/CTS)
helps to
reduce
frame
collisions
that can be
introduced
bya
hidden
terminal
problem.

4.2(1) and
later

v

v

None, RTC-CTS

FRB 2
Timer

Whether
the FRB2
timer is
used for
recovering
the system
if it hangs
during
POST.

4.2(1)and
later

Enabled, Disabled
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

OS Boot
Watchdog
Timer

Whether
the BIOS
programs
the
watchdog
timer with
a
predefined
timeout
value. If
the
operating
system
does not
complete
booting
before the
timer
expires,
the CIMC
resets the
system and
an error is
logged.

4.2(1) and
later

v

v

Enabled, Disabled

OS Boot
Watchdog
Timer
Policy

What
action the
system
takes if the
watchdog
timer
expires.

4.2(1)and
later

Power-off, Reset

(01
Watchdog
Timer
Timeout

What
timeout
value the
BIOS uses
to
configure
the
watchdog
timer.

4.2(1) and
later

5 minutes, 10 minutes, 15
minutes, 20 minutes
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Terminal
Type

What type
of
character
formatting
is used for
console
redirection.

4.2(1) and
later

v

v

PC-ANSI, VT 100,
VT100-PLUS, VT-UTF8

Multikey
Total
Memory
Encryption
(MK-TME)

MK-TME
allows you
to have
multiple
encryption
domains
with one
with own
key.
Different
memory
pages can
be
encrypted
with
different
keys.

4.2(1) nnd
later

Enabled, Disabled

Software
Guard
Extensions
(SGX)

Allows
you to
enable
Software
Guard
BxtrsrgSGX)

feature.

4.2(1) and
later

Enabled, Disabled

Total
Memory
Encryption
(TME)

Allows
you to
provide the
capability
to encrypt
the entirety
of the
physical
memory of
a system.

4.2(1) and
later

Enabled, Disabled
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Select
Owner
EPOCH
Input
Type

Allows
you to
change the
seed for
the
security
key used
for the
locked
memory
region that
is created.

4.2(1) and
later

v

v

SGX Owner EPOCH activated,
Change to New Random Owner
EPOCHs, Manual User
Defined Owner EPOCHS,
SGX Owner EPOCH
deactivated

SGX Auto
MP
Regdration
Agent

Allows
you to
enable the
registration
authority
service to
store the
platform
keys.

4.2(1)and
later

Enabled, Disabled

SGX
Epoch O

Allows
you to
define the
SGX
EPOCH
owner
value for
the
EPOCH
number
designated
by 0.

4.2(1) and
later

0 - et with a step
size of 1
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Name Description | Versions | Supported Models Values
B200 M6 | C220 C240 | X210c
M6 M6 M6
SGX Allows 42(1)and |V v v v 0 - fFFeet with a step
Epoch1 |youto later size of 1
define the
SGX
EPOCH
owner
value for
the
EPOCH
number
designated
by 1.
SGX Allows the |4.2(1) and |V v v v Enabled, Disabled
Factory |systemto |later
Reset perform
SGX
factory
reset on
subsequent
boot.
SGX Allows 42(1)and |V v v v SGX PUBKEY HASHO, SGX
PubKey |youto set |later PUBKEY HASHI, SGX
Hashn the PUBKEY HASH2, SGX
where n Software PUBKEY HASH3
ranges Guard
from 0 to | Extensions ) ﬁié: (L)JEEEUZIeen 7.0
3. (SGX) '
value. * SGX PUBKEY
HASH1—Between 15-8.
* SGX PUBKEY
HASH2—Between 23-16.
* SGX PUBKEY
HASH3—Between 31-24.
SGX Allows 42(1)and |V v v v Enabled, Disabled
Write you to later
Enable enable
SGX Write
feature.
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

SGX
Package
Information
In-Band
Access

Allows
you to
enable
SGX
Package
Info
In-Band
Access.

4.2(1) and
later

v

v

Enabled, Disabled

SGX QoS

Allows
you to
enable
SGX QoS.

4.2(1)and
later

Enabled, Disabled

SHA-1
PCR
Bank

The
Platform
Configuration
Register
(PCR)isa
memory
location in
the TPM.
Multiple
PCRs are
collectively
referred to
as a PCR
bank. A
Secure
Hash
Algorithm
1 or
SHA-1
PCR Bank
allows to
enable or
disable
TPM
security.

4.2(1) and
later

Enabled, Disabled
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Intel M6 Supported Platforms .

Name Description | Versions | Supported Models Values

B200 M6 | C220 C240 |X210c
M6 M6 M6

SHA256 |The 42(1)and |V v v v Enabled, Disabled
PCR Platform |later
Bank Configuration
Register
(PCR)isa
memory
location in
the TPM.
Multiple
PCRs are
collectively
referred to
as a PCR
bank. A
Secure
Hash
Algorithm
256-bit or
SHA256PCR
Bank
allows to
enable or
disable
TPM
security.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. Intel M6 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

SHA384
PCR
Bank

The
Platform
Configuration
Register
(PCR)isa
memory
location in
the TPM.
Multiple
PCRs are
collectively
referred to
as a PCR
bank. A
Secure
Hash
Algorithm
384-bit or
SHA34PCR
Bank
allows to
enable or
disable
TPM
security.

4.3(3a)
and later

v

v

Enabled, Disabled

Trusted
Platform
Module
State

Whether to
enable or
disable the
Trusted
Platform
Module
(TPM),
which is a
component
that
securely
stores
artifacts
that are
used to
authenticate
the server.

4.2(1)and
later

Enabled, Disabled
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Intel M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

TPM
Pending
Operation

Trusted
Platform
Module
(TPM)
Pending
Operation
option
allows you
to control
the status
of the
pending
operation.

4.2(1) and
later

v

v

None, TpmClear

TPM
Minimal
Physical
Presence

Whether to
enable or
disable
TPM
Minimal
Physical
Presence,
which
enables or
disables
the
communication
between
the OS and
BIOS for
ministeri
the TPM
without
compromising
the
security.

4.2(1)and
later

Enabled, Disabled
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Supported Platforms |

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

Intel
Trusted
Execution
Technology
Support

Whether to
enable or
disable
Intel
Trusted
Execution
Technology
(TXT),
which
provides
greater
protection
for
information
that is used
and stored
on the
business
server.

4.2(1) and
later

v

v

Enabled, Disabled

Security
Device
Support

It controls
the entire
TPM
functionality.

4.2(3) and
later

Enabled, Disabled
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AMD M6 Supported Platforms .

Description

Versions

Supported Models

B200 M6

C220
M6

C240
M6

X210c
M6

Values

DMA
Control
Opt-In
Flag

Enabling
this token
enables
Windows
2022
Kernel
DMA
Protection
feature.
The OS
treats this
as a hint
that the
IOMMU
should be
enabled to
prevent
DMA
attacks
from
possible
malicious
devices.

4.2(2) and
later

v

v

Enabled, Disabled

LIMIT
CPU PA
to 46 Bits

Limits
CPU
physical
address to
46 bits to
support the
older
Hyper-v
CPU
platform.

4.2(2) and
later

Enabled, Disabled

)

Note SHA384 PCR Bank Bios token supports PID models UCS-TPM-002D and UCS-TPM-002D-D.

AMD M6 Supported Platforms

BIOS Tokens Applicable for AMD M6 (C225 M6 and C245 M 6) Platforms
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Supported Platforms |

Name Description Versions | Supported Models |Values
€225 M6 |C245 M6
IPVAHTTP Enables or disables |4.2(1) |V v Disabled, Enabled
Support IPv4 support for and later . Disabled—IPvd LHTTP
HTTP. . .
support is not available.
» Enabled—IPv4 HTTP support
is made available.
IPV6HTTP Enables or disables |4.2(1) |V v Disabled, Enabled
Support IPv6 support for and later . Disabled—IPv6 HTTP
HTTP. . .
support is not available.
» Enabled—IPv6 HTTP support
is made available.
IPV4 PXE Enables or disables |4.2(1) |V v Disabled, Enabled
Support E;zg support for and later - Disabled—IPv4 PXE support
’ is not available.
» Enabled—IPv4 PXE support
is made available.
IPV6 PXE Enables or disables |4.2(1) |V v Disabled, Enabled
Support ;l;/g support for and later « Disabled—IPv6 PXE support
' is not available.
» Enabled—IPv6 PXE support
is made available.
Network Stack | This option allows |4.1(1) |V v Disabled,Enabled
you to enable or and later * Disabled—Network Stack
disable the complete £t is not availabl
network style of the SUPpOTL 1S Ot avatiable.
system.  Enabled—Network Stack
support is available.
PCle ARI Whether all ARI 42 |V v Disabled, Enabled, Auto
Support support port§ are and later « Disabled—This option is
enabled or disabled. .
Disabled.
» Enabled—This options is
enabled.
* Auto—PCle ARI Support is
in auto mode.
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AMD M6 Supported Platforms .

Name Description Versions | Supported Models |Values
€225 M6 | C245 M6
MRAIDnN Link | This option allows |4.02) |V Auto, Disabled, Gen 1, Gen 2, Gen
Speed where n | you to restrict the and later 3
ranges from 1-2. | maximum speed of  Disabled—The maximum
MRAID. . .
speed is not restricted.
» Enabled—The maximum
speed is restricted.
* Auto—The maximum speed
is set automatically.
* GEN 1—2.5GT/s
(gigatransfers per second) is
the maximum speed allowed.
* GEN 2—5GT/s is the
maximum speed allowed.
* GEN 3—8GT/s is the
maximum speed allowed.
MRAIDn Whether Option 4.02) |V Disabled, Enabled
OptionROM ROM is available on | and later « Disabled— The expansion slot
where n ranges | the MRAID port. . .
is not available.
from 1-2. Note
Applicable for C225 » Enabled—The expansion slot
M6 platform only. is available. .
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Supported Platforms |

Description

Versions

Supported Models

€225 M6 | C245 M6

Values

PCle Slot
MSTOR Link
Speed

This option allows
you to restrict the
maximum speed of
an MSTOR adapter.

4.2(1)
and later

v v

Auto, Disabled, Gen 1, Gen 2, Gen
3,Gen4, Gen 5

* Disabled—The maximum
speed is not restricted.

* Auto—The maximum speed
is set automatically.

* Gen 1—2.5GT/s
(gigatransfers per second) is
the maximum speed allowed.

* GEN 2—5GT/s is the
maximum speed allowed.

* GEN 3—8GT/s is the
maximum speed allowed.

* GEN 4—16GT/s is the
maximum speed allowed.

* GEN 5—32GT/s is the
maximum speed allowed.

PCle Slot
MSTOR RAID
OptionROM

Whether the server
can use the Option
ROMs present in the
PCle MSTOR RAID.

4.2(1)
and later

Disabled, Enabled

* Disabled—Option ROM is
not available.

» Enabled—Option ROM is
available.
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AMD M6 Supported Platforms .

Name Description Versions | Supported Models |Values

€225 M6 | C245 M6

Front NVME n | This option allows |4.0(4) |V v Disabled, Auto, GEN1, GEN2,

Link Speed you to restrict the and later GEN3, GEN4, GEN5

where Nranges | maximum speed of . .

from 1to 12. | an NVME card Disabled —Maximum speed

installed in the front is not resricted.

For C245 M8 PCle slot .

platform, n . . Auto—The maximum speed

ranges from 1 to is set automatically.

4. * GEN 1—2.5GT/s
(gigatransfers per second) is
the maximum speed allowed.

* GEN 2—5GT/s is the
maximum speed allowed
* GEN 3—8GT/s is the
maximum speed allowed
* GEN 4—16GT/s is the
maximum speed allowed
* GEN 5—32GT/s is the
maximum speed allowed

PCle This option allows [4.0(1) |V v Auto, Disabled, GEN 1, GEN 2,

Slot:MLOM you to restrict the and later GEN 3, GEN 4, GEN 5

Link Speed maximum speed of

an MLOM adapter.

* Disabled—The maximum
speed is not restricted.

* Auto—The maximum speed
is set automatically.

* GEN 1—2.5GT/s
(gigatransfers per second) is
the maximum speed allowed.

* GEN 2—5GT/s is the
maximum speed allowed.

* GEN 3—8GT/s is the
maximum speed allowed.

* GEN 4—16GT/s is the
maximum speed allowed.

* GEN 5—32GT/s is the
maximum speed allowed.
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Supported Platforms |

Description

Versions

Supported Models

€225 M6 | C245 M6

Values

PCle
Slot:MLOM
OptionROM

Whether Option
ROM is available on
the MLOM port.

4.0 (1)
and later

v v

Disabled, Enabled, Legacy only,
UEFI only

+ Disabled—The expansion slot
is not available.

» Enabled—The expansion slot
is available.

* UEFI only—The expansion
slot is available only for UEFI.

* L egacy only—The expansion
slot is available only for
legacy.

MRAID Link
Speed

This option allows
you to restrict the
maximum speed of
MRAID.

4.0(2)
and later

Auto, Disabled, GEN 1, GEN 2,
GEN 3, GEN 4, GEN 5

* Disabled—The maximum
speed is not restricted.

* Auto—The maximum speed
is set automatically.

* GEN 1—2.5GT/s
(gigatransfers per second) is
the maximum speed allowed.

* GEN 2—5GT/s is the
maximum speed allowed.

* GEN 3—8GT/s is the
maximum speed allowed.

* GEN 4—16GT/s is the
maximum speed allowed.

* GEN 5—32GT/s is the
maximum speed allowed.

PCle
Slot:MRAID
OptionROM

Whether Option
ROM is available on
the MLOM port.

4.0(2)
and later

Disabled, Enabled, Legacy only,
UEFI only

* Disabled—The expansion slot
is not available.

» Enabled—The expansion slot
is available.
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AMD M6 Supported Platforms .

Description

Versions

Supported Models

€225 M6 | C245 M6

Values

Rear NVME n
Link Speed,
where n ranges
from 1 to 4.

This option allows
you to restrict the
maximum speed of
rear NVME.

4.0(4)
and later

v

Auto, Disabled, GEN 1, GEN 2,
GEN 3, GEN 4, GEN 5

* Disabled—The maximum
speed is not restricted.

* Auto—The maximum speed
is set automatically.

* GEN 1—2.5GT/s
(gigatransfers per second) is
the maximum speed allowed.

* GEN 2—5GT/s is the
maximum speed allowed.

* GEN 3—8GT/s is the
maximum speed allowed.

* GEN 4—16GT/s is the
maximum speed allowed.

* GEN 5—32GT/s is the
maximum speed allowed.

Rear NVME n
OptionROM,
where n ranges
from 1 to 4.

Whether Option
ROM is available on
the rear NVME or
not.

4.0(4)
and later

Enabled, Disabled

* Disabled—Option is not
restricted.

» Enabled—Option is
restricted.

PCle
Slot:FrontSSD
nLink Speed,
where nis 1 and
2.

This option allows
you to restrict the
maximum speed of
Front SSD.

4.012)
and later

Disabled, Auto, GEN1, GEN2,
GEN3

* Disabled—Maximum speed
is not restricted.

* Auto—The maximum speed
is set automatically.

* GEN 1—2GT/s (gigatransfers
per second) is the maximum
speed allowed.

* GEN 2—5GT/s is the
maximum speed allowed

* GEN 3—8GT/s is the
maximum speed allowed
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Supported Platforms |

Description

Versions

Supported Models

€225 M6 | C245 M6

Values

Single Root 1/0
Virtualization
(SR-10V)
Support

Controls the Single
Root I/0
Virtualization.
SR-IOV allows a
device, such as a
network adapter, to
separate access to its
resources among
various PCle
hardware functions.

4.3(4b)
and later

v v

Enabled, Disabled

PCleSlotsCDN
Control where,
CDN refers to
Consistent
Device Naming

PCle Slots Consistent
Device Naming
(CDN) control allows
PCle slots to be
named in a consistent
manner. This makes
PCle slot names
more uniform, easy
to identify, and
persistent when the
configuration
changes are made.

4.0(2)
and later

Enabled, Disabled

* Disabled—Option is not
restricted.

» Enabled—Option is
restricted.

Consistent
Device Naming
(CDN) Controal

PCle Slots Consistent
Device Naming
(CDN) control allows
PCle slots to be
named in a consistent
manner. This makes
PCle slot names
more uniform, easy
to identify, and
persistent when the
configuration
changes are made.

4.012)
and later

Enabled, Disabled

* Disabled—Option is not
restricted.

» Enabled—Option is
restricted.

BME DMA
Mitigation

Allows you to
disable the PCI BME
bit to mitigate the
threat from an
unauthorized external
DMA.

4.0 (1)
and later

Enabled, Disabled

* Disabled—Option is not
restricted.

» Enabled—Option is
restricted.
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AMD M6 Supported Platforms .

Name Description Versions | Supported Models |Values
€225 M6 | C245 M6
Burst and Allows the memory |4.0(1) |V v Enabled, Disabled
Postponed controller to defer the | and later « Disabled—Option is not
Refresh refresh cycles when .
. . restricted.
the memory is active
and accomplishes the « Enabled—Option is
refresh within a restricted.
specified window.
The deferred refresh
cycles may run in a
burst of several
refresh cycles.
CPU SMEE Whether the 4.02) |V v Disabled, Enabled, Auto
processor uses the | and later « Disabled—Options are
Secure Memory Disabled
Encryption Enable '
(SMEE) function, + Enabled—Options are
which provides enabled.
memory encryption
support. * Auto—Option is in auto
mode.
IOMMU Input Output 4.02) |V v Disabled, Enabled, Auto
Memory and later * Disabled—Options are
Management Disabled
Unit(IOMMU) '
allows AMD + Enabled—Options are
processors to map enabled.
virtual addresses to o
physical addresses. * Auto—Option is in auto
mode.
Note
To disable IOMMU, the system
must be configured with L ocal
APIC Mode set to XAPIC.
Bank Group  |Determines how 40() |/ v Disabled, Enabled, Auto
Swap physwgl addresses | and later « Disabled—Options are
are assigned to .
SIS Disabled.
applications.
» Enabled—Options are
enabled.
* Auto—Option is in auto
mode.
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Supported Platforms |

Name Description Versions | Supported Models |Values
€225 M6 |C245 M6
Chipset Whether memory  |4.2(1) |V v Disabled, Enabled, Auto
Interleave blocks across the and later « Disabled—Options are
DRAM chip selects .
Disabled.
for node 0 are
interleaved. » Enabled—Options are
enabled.
* Auto—Option is in auto
mode.
DRAM Scrub | The value that 43(4a) |V v Disabled, 1 hour, 4 hours, 6 hours,
Time represents the and later 8 hours, 12 hours, 16 hours, 24
number of hours to hours, 48 hours, Auto
scrub the whole
memory.
SNP Memory | This option selects |4.2(1) |V v Disabled, Enabled, Auto, Custom
Coverage the operating mode |and later « Disabled—Options are
of the Secured Disabled
Nested Paging (SNP) '
Memory and the » Enabled—Options are
reverse Map Table enabled.
(RMP). The RMP is
used to ensure a * Auto—Option is in auto
one-to-one mapping mode.
betw'een system » Custom—Options are
physical addres'ses customized.
and guest physical
addresses.
SNP Memory | Allows you to 42() |V v 0 - 1048576, with 8192 as the
Sizeto Cover in | configure SNP and later default.
MiB memory size.
NUMA Nodes | Allows you to 42(1) |V v Auto, NPS0, NPS1, NPS2, NPS4
per Socket configure the number | and later « NPSO—Zero NUMA node per
of NUMA Kt
(Non-Uniform socket.
Memory Access) * NPS1—One NUMA node per
nodes per CPU socket.
socket.
* NPS2—Two NUMA nodes
per socket.
* NPS4—Four NUMA nodes
per socket.
* Auto—Number of channels
are set to auto.
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AMD M6 Supported Platforms .

Name Description Versions | Supported Models |Values
€225 M6 |C245 M6
Memory Determines the 4.02) |/ v Auto, Channel, Die, none, Socket,
Interleaving memory blocks to be | and later Disabled, Enabled
1nterlegved. Italso * Avaialble options for
determines the .
. M5:Auto, Channel, Die, none,
starting address of Socket
the interleave (bit 8, ocke
9,10 or 11). + Avaialble options for
M6:Auto, Disabled
* Avaialble options for
MB&:Auto, Enabled, Disabled
SEV-SNP Allows youto enable |4.2(1) |V v Disabled, Enabled, Auto
Support glae iSnec?Er:th;sted and later « Disabled—Options are
ging feature. Disabled.
» Enabled—Options are
enabled.
Memory To configure the 40(1) |/ v Auto, 1x Refresh, 2x Refresh, 3x,
Refresh Rate |refresh interval rate |and later 4x
for internal memory. Note
1x Refresh is the default for M5,
M7, M8 servers.
2x Refresh is the default for AMD
M6 servers.
Post Package |Post Package Repair |4.2(1) |V v Disabled, Hard PPR
Repair (PPR} pr0v1d§s the |and later « Disabled—This option is
ability to repair .
Disabled.
faulty memory cells
by replacing them * Hard PPR—This results in a
with spare cells. permanent remapping of
damaged storage cells.
Runtime Post | Enables the soft 4.3(4b) Disabled, Enabled
Package Repair | post-package repairs | and later
of the corrected
memory errors
during OS runtime.
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Supported Platforms |

Name Description Versions | Supported Models |Values
€225 M6 |C245 M6
Secured Enables running 42(1) |/ v 253 ASIDs, 509 ASIDs, Auto
Encrypted encrypted virtual and later .
Virtualization |machines (VMs) in 253 ASIDs
which the code and *+ 509 ASIDs
data of the VM are
isolated. * Auto
Note
It is recommended to leave
this setting in the default state
of Auto to mitigate
Rowhammer-style attacks.
SMEE Whether the 4.04) |V v Disabled, Enabled, Auto
processor uses the | and later « Disabled—This option is
Secure Memory Disabled
Encryption Enable '
(SMEE) function, » Enabled—This option is
which provides enabled.
memory encryption
support. * Auto—This option is set to
auto mode.
Note
Auto is the default for M6 servers.
Transparent | Provides transparent |4.1(3) |V v Disabled, Enabled, Auto
SecureM emory hardwalTe memory | and later « Disabled—This option is
Encryption encryption of all data .
Disabled.
stored on system
memory. » Auto—This option is set to
auto mode.
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AMD M6 Supported Platforms .

Name Description Versions | Supported Models |Values
€225 M6 |C245 M6
Memory Whether to enable or | 4.0 (1) |V v Disabled, Enabled
Mapped 1O disable memory and later « Disabled—This option is
above 4GB mapped I/O of Disabled
64-bitPCI devices to )
4GB or greater + Enable—This options is
address space. enabled.
Legacy option ROMs
are not able to access
addresses above
4GB. PCI devices
that are 64-bit
compliant but use a
legacy option ROM
may not function
correctly with this
setting enabled.
Core Whether the AMD  [4.02) |V v Disabled, Auto
Performance processor increases |and later « Disabled—This option is
Boost its frequency on .
L Disabled.
some cores when it is
idle or not being used o AUto—The CPU
much automatically determines how
to boost performance.
Global C State | Whether the AMD  4.02) |V v Auto, Disabled, Enabled
Control processors control | and later « AUto—This options is set to
I0-based C-state
generation and DF auto mode.
C-states. * Disabled—This option is
Disabled.
» Enable—This options is
enabled.
Ln Stream HW | Whether the 4.02) |/ v Auto, Disabled, Enabled
Prefetcher, rocessor allows the |and later . . .
where n value is lE‘xMD hardware * Auto—This options is set to
1 and 2. prefetcher to auto mode.
speculatively fetch « Disabled—This option is
streams of data and Disabled.
instruction from
memory into the L1 » Enable—This options is
or L2 cache when enabled.
necessary.
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Supported Platforms |

Name Description Versions | Supported Models |Values
€225 M6 | C245 M6
Determinism | Allows AMD 4.02) |/ v Auto, Performance, Power
Slider processors to and later « AUto—The CPU
determine how to .
automatically uses default
operate. o .
power determinism settings.

* Perfor mance—Processor
operates at the best
performance in a consistent
manner.

» Power—Processor operates at
the maximum allowable
performance on a per die
basis.

Efficiency Allows you to 4.02) |V v Auto, Enabled
ModeEnable |configure power and later « Enabled—This option is
consumption based
. enabled.
on efficiency.

* Auto—The CPU
automatically uses default
settings.

CPPC Allows you to 4.02) |V v Auto, Disabled, Enabled
configure . and later » Enabled—This option is
Collaborative
enabled.
Processor
Performance Control. « Disbled—This option is
disabled.

» Auto—The CPU
automatically uses default
settings.

TSME Provides hardware |4.3(4b) |V v Enabled, Disabled, Auto
memory encryption |and later
of all the data stored
on system DIMMs
that is invisible to the
OS and slightly
increases the memory
latency.
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AMD M6 Supported Platforms .

Description

Versions

Supported Models

€225 M6 | C245 M6

Values

Fixed SOC
P-State

Forced P-State to be
independent or
dependent, as
reported by the ACPI
_PSD object. It
changes the SOC
P-State if APBDIS is
enabled.

4.3(4b)
and later

v v

Auto, Po, P1, P2,P3

Burst and
Postponed
Refresh

Allows the memory
controller to defer the
refresh cycles when
the memory is active
and accomplishes the
refresh within a
specified window.
The deferred refresh
cycles may run in a
burst of several
refresh cycles.

4.012)
and later

Disabled, Enabled

APBDIS

Allows you to select
the Algorithm
Performance Boost
(APB) Disable value
for the SMU.

4.0(2)
and later

Auto, 0, 1

* Auto—Sets an auto ApbDis
for the SMU. This is the
default option.

* 0—Clear ApbDis to SMU
* 1—Set ApbDis to SMU
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Supported Platforms |

Name Description Versions | Supported Models |Values
€225 M6 |C245 M6
Downcore Provides the ability |4.02) |V v Auto, TWO (1 + 1), TWO (2 + 0),
control to remove one or and later THREE (3 + 0), FOUR (2 + 2),
more cores from FOUR (4 +0), SIX (3 + 3)
operation S * Auto—The CPU determines
supported in the
silicon. It may be how many cores must be
. enabled. This is the default
desirable to reduce .
the number of cores option.
due to operating *« TWO (1 + 1)—One core
system restrictions, enabled on one CPU complex.
or power reduction
requirements of the * TWO (2 + 0)—Two cores
system. This item enabled on one CPU complex.
allows the control on « THREE (3+ 0)—Three cores
e gf cores enabled on one CPU complex.
that are running. This
setting can only * FOUR (4 + 0)—Four cores
reduce the number of enabled on one CPU complex.
cores from only those .
available in the * FIVE (5 + 0)—Five cores
PrOCESSOT. enabled on one CPU complex.
* SIX (3 + 3)—Six cores
enabled on one CPU complex.
Streaming Enables the 4.02) |/ v Auto, Disabled, Enabled
Stores Control | streaming store and later
functionality.
Fixed SOC This option defines |4.02) |V v Auto, PO, P1, P2, P3
P-State the target P-state and later « AUtO—Sets a valid P-state
when APBDIS (to . .
. . suitable for the processor. This
disable Algorithm . .
Performance Boost is the default option.
(APB)) is set. The « POto
P-x specify a valid P3—Highest-performing SOC
P-state for the P-state to lowest-performing
processor installed. SOC P-state.
DF C-States When long duration |4.02) |V v Auto, Disabled, Enabled
idleness is expected |and later
in a system, this
control allows the
system to transition
into a DF C-state
which can set the
system into an even
lower power state.
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AMD M6 Supported Platforms .

Description

Versions

Supported Models

€225 M6 | C245 M6

Values

CCD Control

Allows you to
specify the number
of charge-coupled
device CCDs that are
desired to be enable
in the system.

4.0(2)
and later

v v

Auto, 2 CCDs, 3 CCDs, 4 CCDs,
6 CCDs, 8 CCDs, 10 CCDs

Note
* 2 CCDs, 3 CCDs, 4 CCDs, 6
CCDs options are available
only for M6 servers.

+ 2 CCDs, 4 CCDs, 6 CCDs, 8
CCDs, and 10 CCDs options
are available only for M8
servers.

CPU Downcore
control 7xx3chk
m5 and m6 and
update

Provides the ability
to remove one or
more cores from
operation is
supported in the
silicon. It may be
desirable to reduce
the number of cores
due to operating
system restrictions,
or power reduction
requirements of the
system. This item
allows the control on
the number of cores
that are running. This
setting can only
reduce the number of
cores from only those
available in the
processor.

4.0(2)
and later

Auto, ONE (1 + 0), TWO (2 + 0),
THREE (3 + 0), FOUR (4 + 0),
FIVE (5 + 0), SIX (6 + 0), SEVEN
(7 +0)

ACPI SRAT L3
Cache As
NUMA Domain

Creates a layer of
virtual domains on
top of the physical
domains in which
each Cisco
Compatible
Extensions is
declared to be in its
on domain.

4.2(1)
and later

Auto, Disabled, Enabled

Cisco xGM
Max Speed

This option enables
18 Gbps XGMI link
speed.

4.0(2)

Disabled, Enabled
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. AMD M6 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

€225 M6 | C245 M6

Values

EDC Control
Throttle

Enables or disables
the EDC Shutdown
Protection which
enhances the
utilization tracking to
avoid EDC shutdown
responses to specific
aggressive
workloads.

4.3(4a)
and later

v v

Auto, Enabled, Disabled

DLWM
Support

This value controls
the Dynamic Link
Width Management
(DLWM) feature.

When the platform
can support either an
8 lane or 16 lane
xGMI operation, the
dynamic adjustment
feature provides
power savings.

4.3(4a)
and later

Auto, Enabled, Disabled

Local APIC
Mode"

Selects the APIC
mode to be used.

4.3(4a)
and later

Compatibility, XAPIC, X2APIC,
Auto

PCle Ten Bit
Tag Support

Enables the PCle ten
bit tags for the
supported devices.

4.3(4a)
and later

Auto, Enabled, Disabled

SMT Mode

Whether the
processor uses AMD
Simultaneous
MultiThreading
Technology, which
allows multithreaded
software applications
to execute threads in
parallel within each
processor.

4.0(2)
and later

Disabled, Enabled, Auto, Off

SVM Mode

Whether the
processor uses AMD
Secure Virtual
Machine
Technology.

4.0(2)
and later

Disabled, Enabled
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| Supported Platforms

AMD M6 Supported Platforms .

Name Description Versions | Supported Models |Values
€225 M6 | C245 M6

Memory Clock | Allows the memory |4.3(4a) |V v Auto, 800 MHz, 933 MHz, 1067
Speed 7xx3 clock to be further |and later MHz, 1200 MHz, 1333 MHz,
(AMD 3rd Gen |reduced from the 1467MHz, 1600 MHz, 1633 MHz,
CPU) maximum platform 1667MHz, 1700 MHz, 1733 MHz,

limit. 1767 MHz, 1800 MHz, 400 MHz
Memory Clock | Allows the memory |4.3(4a) |V v Auto, 667 MHz, 800 MHz, 933
Speed 7xx2 clock to be further |and later MHz, 1067 MHz, 1200 MHz, 1333
(AMD 2nd Gen |reduced from the MHz, 1467 MHz, 1600 MHz
CPU) maximum platform

limit.
XGMI Link Configures the 43(4a) |V v Auto, 2 xGMI Links, 3 xGMI
Configuration |number of xGMI2 | and later Links, 4 xGMI Links

links used on a

. Note
multi-socket system. 2 xGMI Links is not supported for
C245 M6, C225 M6 platforms.

Preferred IO | Enables the feature |4.3(4a) |V v Auto, Bus
7xXx3(AMD 3rd | for a preferred busas | and later
Gen CPU) a performance

improvement.
Preferred IO |Enables the feature |4.3(4a) |V v Auto, Manual
7xx2 (AMD 2nd | for a preferred busas | and later
Gen CPU) a performance

improvement.
CoreWatchdog | Enables or disables |4.3(4a) |V v Auto, Enabled, Disabled
Timer Enable |CPU watchdog timer. | and later
Baud Rate What Baud rate is  |4.2(1) |V v 9.6k, 19.2k, 38.4k, 57.6k, 115.2k

used for the serial and later

port transmission

speed. If you disable

Console Redirection,

this option is not

available.
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. AMD M6 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

€225 M6 | C245 M6

Values

CDN Control

Consistent Device
Naming allows
Ethernet interfaces to
be named in a
consistent manner.
This makes Ethernet
interface names more
uniform, easy to
identify, and
persistent when
adapter or other
configuration
changes are made.

4.2(1)
and later

v v

Enabled, Disabled

Leve

BI1OS Techlog

This option denotes
the type of messages
in BIOS tech log file.

4.2(1)
and later

Maximum, Minimum, Normal

* Maximum—Ceritical
messages will be displayed in
the log file. This is the default
option

* Minimum—Warning and
loading messages will be
displayed in the log file.

» Normal—Normal and
information related messages
will be displayed in the log
file.
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| Supported Platforms

AMD M6 Supported Platforms .

Description

Versions

Supported Models

€225 M6 | C245 M6

Values

OptionROM
Launch
Optimization

The Option ROM
launch is controlled
at the PCI Slot level,
and is enabled by
default. In
configurations that
consist of a large
number of network
controllers and
storage HBAs having
Option ROMs, all the
Option ROMs may
get launched if the
PCI Slot Option
ROM Control is
enabled for all.
However, only a
subset of controllers
may be used in the
boot process. When
this token is enabled,
Option ROMs are
launched only for
those controllers that
are present in boot

policy.

4.2(1)
and later

v v

Enabled, Disabled

Console
Redirection

Allows a serial port
to be used for
console redirection
during POST and
BIOS booting. After
the BIOS has booted
and the operating
system is responsible
for the server,
console redirection is
irrelevant and has no
effect

4.2(1)
and later

Disabled, COM 0, COM 1

COM 0 enables serial port for
console redirection during
POST. This option is valid
only for M6 blade servers and
rack-mount servers.

COM 1 or serial-port-b
enables serial port B for
console redirection and allows
it to perform server
management tasks. This option
is only valid for rack-mount
servers.
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. AMD M6 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

€225 M6 | C245 M6

Values

Flow Control

Whether a handshake
protocol is used for
flow control. Request
to Send / Clear to
Send (RTS/CTS)
helps to reduce frame
collisions that can be
introduced by a
hidden terminal
problem.

4.2(1)
and later

v v

None, RTC-CTS

FRB 2 Timer

Whether the FRB2
timer is used for
recovering the
system if it hangs
during POST.

4.2(1)
and later

Enabled, Disabled

OS Boot
Watchdog
Timer

Whether the BIOS
programs the
watchdog timer with
a predefined timeout
value. If the
operating system
does not complete
booting before the
timer expires, the
CIMC resets the
system and an error
is logged.

4.2(1)
and later

Enabled, Disabled

OS Boot
Watchdog
Timer Policy

What action the
system takes if the
watchdog timer
expires.

4.2(1)
and later

Power-off, Reset

OSWatchdog
Timer Timeout

What timeout value
the BIOS uses to
configure the
watchdog timer.

4.2(1)
and later

5 minutes, 10 minutes, 15 minutes,
20 minutes

Serial Mux

Enables or disables
the serial mux
configuration.

4.3(4a)
and later

Serial Mux

Terminal Type

What type of
character formatting
is used for console
redirection.

4.2(1)
and later

PC-ANSI, VT100, VT100-PLUS,
VT-UTF8
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| Supported Platforms

AMD M6 Supported Platforms .

Description

Versions

Supported Models

€225 M6 | C245 M6

Values

SHA-1PCR
Bank

The Platform
Configuration
Register (PCR) is a
memory location in
the TPM. Multiple
PCRs are collectively
referred to as a PCR
bank. A Secure Hash
Algorithm 1 or
SHA-1 PCR Bank
allows to enable or
disable TPM
security.

4.2(1)
and later

v v

Enabled, Disabled

SHA?256 PCR
Bank

The Platform
Configuration
Register (PCR) is a
memory location in
the TPM. Multiple
PCRs are collectively
referred to as a PCR
bank. A Secure Hash
Algorithm 256-bit or
SHA-256PCR Bank
allows to enable or
disable TPM
security.

4.2(1)
and later

Enabled, Disabled

SHA384 PCR
Bank

*

The Platform
Configuration
Register (PCR) is a
memory location in
the TPM. Multiple
PCRs are collectively
referred to as a PCR
bank. A Secure Hash
Algorithm 384-bit or
SHA-384PCR Bank
allows to enable or
disable TPM
security.

4.3(3a)
and later

Enabled, Disabled
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. Intel M5 Supported Platforms

Supported Platforms |

Name Description Versions | Supported Models |Values
€225 M6 |C245 M6

Trusted Whether to enable or |4.2(1) |V v Enabled, Disabled
Platform disable the Trusted |and later
Module State | Platform Module

(TPM), which is a

component that

securely stores

artifacts that are used

to authenticate the

server.
Security Device| It controls the entire |4.2(3) |V v Enabled, Disabled
Support TPM functionality. |and later

Intel M5 Supported Platforms

BIOS applicable for Intel M5 (B200 M5, B480 M5, C220 M5, C240 M 5, C480 M 5, and S3260 M 5) Platforms
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Number | Number of  [4.1(1) |V v v
of attempts to and
Retries |boot. later
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Infinite.
13,5

EEEBEREEET

(y—nl.o -+
= ég‘

SESEERZEERC EE
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all

fail,
the
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Coadl The timeto  |4.1(1) |V v v 15 sec,
Down |wait (in and 45 sec,
Time seconds) later 90 sec
(sec) before the next 15, 45,

boot attempt.
P—Sysem

waits for
the
selected
time in
seconds
before
the next
boot
attempt.
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. Intel M5 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

B200 M5

B480 M5

€220 M5

C240 M5

C480 M5

$3260

Values

Boot
Option
Retry

Whether the
BIOS retries
NON-EFI
based boot
options
without
waiting for
user input.

4.1(1)
and
later

v

v

v

Disabled,
Enabled

o B
for

user

IPV4
HTTP
Support

Enables or
disables IPv4
support for
HTTP.

4.2(1)
and
later

Disabled,
Enabled

HIP
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

IPV6 Enables or 42(1) | v v v v v Disabled,
HTTP |disables IPv6 |and Enabled
Support | support for later

HTTP. HIP

IPV4 Enables or 4.2(1) | v v v v v Disabled,
PXE disables IPv4 |and Enabled
Support | support for later

PXE. PXE
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
IPV6  |Enables or 42(0) |V v v v v v Disabled,
PXE disables [Pv6 |and Enabled
Support | support for later .
PXE. kel
PXE
st
is
not
adte
o HD
PXE
st
is
ek
adte
Network | This option  |4.1(1) |V v v v v v DiteFredel
Stack |allows youto |and
enable or later B
. Sk
disable the
complete ?Hn
network style ¥
of the system not
' adte
* i
Siadk
St
is
adte
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
Power | This token 4.1(1) v v v Disabled,
ON requires that | and Enabled
Passvord | you set a later . B
BIOS
password On
. Pyal
before using .
the F2 BIOS o
. ditied
configuration.
If enabled, . @R
password On
needs to be Byal
validated is
before you atd
access BIOS
functions such
as 10
configuration,
BIOS set up,
and booting to
an operating
system using
BIOS.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

P-SATA | This options  |4.1(1) |V v v v v v Disabled,
QdioROM | allows you to | and LSl SW
select the later RAID,
P-SATA AHCI

mode. . &R

mok
is
deted

LSI
SW
Rb§
both
SAA
and
STA
afls
to
RAD
ok
for
LSI
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

SATA | This options |4.1(1) |V v v v v AHCI,
Mode |allows youto |and LSISW
select the later RAID,
SATA mode. Disabled

- B8R
ok
is

detdel

LSI
SW
Rb§
both
SAA
and
SVA
aftls
to
RAD
nok
for
LSI

:

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
VMD | Whether 4.1(0) |V v v v Disabled,
Ereblarat| NVMe SSDs | and Enabled
that are later . B
connected to
the PCle bus P
of
can be hot
swapped. It e
also tf)t;
standardizes a
the LED status are
. onkel
light on these ;
drives. LED 0
status lights the
PCle
can be
. bus
optionally s
programmed
to display not
) brel
specific
Failure o
indicator SWep
patterns. of
NAE
X
that
are
onkl
to
the
PCe
bus
is
Fivyal
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
Intel VT | Whether the  [4.1(1) |V v v v v v Enabled,
for processor uses | and Disabled
directed | Intel later
10 Virtualization - 0B
Technology ﬁ
for Directed
1/O (VT-d). not
use
i
gy
- BB
sy
uses
ik
iy
Intel(R) | Whether the |4.1(1) |V v v v v v Enabled,
VT-d processor and Disabled
Cahaegy | supports Intel | later CBE
Support | VT-d -
Coherency. does
not
syt
damy
- BB
jisg
uses
VId
ey
as
il
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
Intel Whether the [4.1(1) |V v v v v v Disabled,
VTD processor and Enabled
ATS supports Intel |later B
Support | VT-d Address -
Translation
Services ﬂ(:f
ATS).
(ATS) syt
ATS.
- B
sy
uses
VId
ATS
as
eyl
ACS Access 4.0(4) v Enabled,
Control | Control and Disabled
GPU n | Services later
where n | (ACS) allow I;%Hf
varies  |the processor
from to enable or I?:;:
1-14 disable
peer-to-peer e
communication mﬁe
s
between
. for
multiple Gl
devices for
GPUs. o ol
b
oma
et
mik
s
for
(€183
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| Supported Platforms

Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
External | This option  [4.1(2) |V v v v v v Enabled,
SSC allows you to |and Disabled,
Enable |Enable/Disable | later 0P3 Percart,
the Clock 0PS Parvar,
Spread Hardware,
Spectrum of Off
the external
Note

clock
generators.

OP3_Percent,
OP5_Percent,
Hardwara,
Off optiops
are availaple
for M7
servers only.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

LOM Whether 4.0(4) v v v Disabled,
Portn |Option ROM |and Enabled,
QoRM, | is available on | later Legacy
where n | the LOM port only,
ranges | N UEFI
from only

0-3.  BE
oam
slot
is
not
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

MRAIDnN | This option  |4.0(2) v v
Link allows you to |and
Speed  |restrict the later
where n | maximum
ranges |speed of
from MRAID.
1-2.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Auto,
Disabled,
Gen 1,
Gen 2,
Gen 3,
Gen 4,
Gen 5

ERE

—
w1

not

ERE ETERE B

—
7]

R IT RS
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=
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| Supported Platforms

Intel M5 Supported Platforms .

Description

Versions

Supported Models

B200 M5 | B480 M5

€220 M5

C240 M5

C480 M5

$3260

Values

the

is
the

Note
Applicable
for M7,

M8
Servers
only;

is
the

Note
Applicable
for M7,

M8
Servers
only;
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
MRAID | Whether 4.0(2) v v Disabled,
n Option ROM | and Enabled
QdioROM | is available on | later CBE
where n |the MRAID :
ranges | port. aam
slot
from .
1-2. ®
not
adte
- B
opm
slot
is
adte
PCle Whether the |4.2(1) |V v v v v Disabled,
Slot server can use |and Enabled
MSTOR | the Option later .
RAID |ROMs present :-MQ
QdioROM | in the PCle s
MSTOR not
RAID. addte
- e
M
is
adte
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

NVME | This option |4.0(2) v
nLink |allowsyouto |and
Speed  |restrict the later
where N | maximum
ranges |speed of an
from 0-6 | NVME card
and installed in the
13-24. | PCle slot.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Disabled,
Auto,
GENI,
GEN2,
GEN3,
GEN4,
GEN5

ELEN S

the

is
the
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
is
the
THm
sped
dnal
* Gen
53
is
the
Hm
spaad
dnal
NVME | This options |4.0(2) v v Enabled,
n allows you to |and Disabled
QdioROM | control the later .
where n | Option ROM M
ranges | execution of s
from the PCle ;;?;j
0-6. adapter
connected to . B
the is
SSD:NVMe o]
slot n.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Front |This option |4.0(4) v v
NVME |allows youto |and
nLink |restrict the later
Speed | maximum
where n | speed of an
ranges |NVME card
from 1 |installed in the
to 12. front PCle

For slot.

C245
M8
platform,
N ranges
from 1
to 4.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Disabled,
Auto,
GENI,
GEN2,
GEN3,
GEN4,
GEN5

BiE EETEER

the

is
the

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
is
the
am
gead
dwel
* Gen
53
is
the
TEm
gpead
dwel
PCle This option  |4.0(1) |V v v v v v Enabled,
LOM:1 |allows you to |and Disabled
and 2 |restrict the later
Link maximum ) M
is
speed of an
not
adapter card et
installed in
PCle slot 1 . B
and 2. is
il

. Cisco UCS Server BIOS Tokens in Intersight Managed Mode



| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Slot This option  [4.0(1) |V v v v v v Disabled,
Mezz allows you to |and Enabled,
State configure the |later Legacy
Mezz state for only,
PCle slot. UEFI
only

o e
oam
slot
is
not
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

PCle |Thisoption |4.0(1) v v
SIMLOM | allows you to |and
Link restrict the later
Speed | maximum
speed of an
MLOM
adapter.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Auto,
Disabled,
Gen 1,
Gen 2,
Gen 3,
Gen 4,
Gen 5

the
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

is
the

* Gen

is
the
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

PCle | Whether 4.0(1) v v Disabled,
SIMLOM | Option ROM | and Enabled,
QdioROM | is available on | later Legacy
the MLOM only,
port. UEFI
only

o e
oam
slot
is
not
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
MRAID | This option  |4.0(2) v v
Link allows you to |and
Speed | restrict the later
maximum
speed of
MRAID.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Auto,
Disabled,
Gen 1,
Gen 2,
Gen 3,
Gen 4,
Gen 5

the
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

is
the

* Gen

is
the
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

PCle |Link speed for|4.0(1) v v v
Slot n | PClIe Slot and
Link designated by | later
Speed |[slotn.
where n
ranges
from 1
to 8.

Note
For
C245
M8
platform,
N ranges
from 1
to 8.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Disabled,
Auto,
GENI,
GEN2,
GEN3,
GEN4,
GEN5

GENS is
supported
only for
speeds 1
to 6.

the

is
the
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

is
the

GIs
is
the
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

PCle |To configure |4.0(1) v v Disabled,
Sa:LOM | link speed for |and Auto,
Link PCle later GEN1,
Speed | Slot:LOM. GEN2,
GEN3

iP

1P R

the

is
the
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

PCle | Whether 4.0(2) v v v Disabled,

Slot Option ROM | and Enabled,

rMO@ROM | is available on | later Legacy

, Where n | the port. only,

ranges UEFI

from 1 only

to 8 - BE
opm
slot
is
not
adte

- BB

oEm
slot
is
adte
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

RAID | This option |4.0(1) v Disabled,
Link allows you to |and Auto,
Speed | restrict the later GENI,
maximum GEN2,
speed of GEN3
RAID.

iP

1P R

the

is
the
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

PCle | Whether 4.0(1) v Enabled,
Slot Option ROM | and Disabled
RAID is available on | later

QioROM | the RAID slot e
or not. 1S
not
pitel
L] m
is
wite]
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Rear This option | 4.0(4) v
NVME |allows youto |and
nLink |restrict the later
Speed, | maximum
where n |speed of rear
ranges |NVME.
from 1
to 4.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Auto,
Disabled,
Gen 1,
Gen 2,
Gen 3,
Gen 4,
Gen 5

the
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. Intel M5 Supported Platforms

Supported Platforms |

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
468
is
the
Am
geed
dwel
* Gen
53
is
the
rAm
gead
dwel
Rear Whether 4.04) v v Enabled,
NVME |Option ROM |and Disabled
n is available on | later
T
QoRM, | the rear .
where n | NVME or not. N
ranges nqt
from 1 it
to 4. . B
is
&l
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

PCle |Thisoption |4.0(4) v v v Disabled,
Sat:Ris | allows you to | and Auto,
Link restrict the later GEN1,
Speedn, | maximum GEN2,
where n | speed of Riser. GEN3

is 1 and
2.

iP

LA

the

is
the
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

PCle |Thisoption |4.0(2) v v v Disabled,
Sat:Ris | allows you to | and Auto,
nSlotx |restrict the later GEN1,
Link maximum GEN2,
Speed, |speed of Riser GEN3
where n |in the X slot .
is 1 and
2 and X
is from 1
to 6.

iP

1P R

the

is
the
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

PCle | Whether 4.0(2) v v v Disabled,
Sot:SAS| Option ROM | and Enabled,
QdioROM | is available on | later Legacy
SAS slot or only,
not. UEFI
only

o e
oam
slot
is
not
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

PCle |Thisoption |4.0(2) v v v v Disabled,
SIHO1SD| allows you to | and Auto,
nLink [restrict the later GEN1,
Speed, | maximum GEN2,
where n | speed of Front GEN3

is 1 and |SSD.
2.

iP

1P R

the

is
the
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

PCle |PClIe Slots 4.0(2) v Enabled,
Slots Consistent and Disabled
CDN Device later

Control |Naming ) W—Q
where, |(CDN) control '
CDN allows PCle 1;;1
refers to |slots to be
Consistent | named in a - bl
Device |consistent is
Naming |manner. This o]
makes PCle
slot names
more uniform,
easy to
identify, and
persistent
when the
configuration
changes are
made.

Conggant | PCle Slots 4.02) |V v v v v v Enabled,
Device |Consistent and Disabled
Naming | Device later
(CDN) |[Naming ) l@
Control [(CDN) control S
not
allows PCle et
slots to be
named in a . B
consistent is
manner. This o]
makes PCle
slot names
more uniform,
easy to
identify, and
persistent
when the
configuration
changes are
made.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
Enhanoad | Enables 4.0(1) |V v v v v v Disabled,
Memory | enhanced and Enabled,
Test memory tests | later Auto
during the
system boot :?
and increases ikl
the boot time
based on the . B9
memory. are
il
Y™
is
in
auto
nok
BME |Allows youto [4.0(1) |V v v v v v Enabled,
DMA |disable the and Disabled
Mitigation | PCI BME bit | later - B@
to mitigate the i
threat from an ns ¢
unauthorized B;I)Hi
external DMA
Y
is
itz
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

CR QoS | Prevents 4102) |V v v v v v
DRAM and |and
overall system | later
BW drop in
the presence
of concurrent
DCPMM BW
saturating
threads, with
minimal
impact to
homogenous
DDRT-only
usages, Good
for
multi-tenant
use cases,
VMs, and so
on. Targeted
for App
Direct, but
also improves
memory
mode. Targets
the
“worst-case”
degradations.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
Disabled,
Recipe
1,
Recipe
2,
Recipe
3, Mode
0, Mode
1, Mode
2
=
ditid
* Ree
-6
nully
4
nwlb
per
sodet
qhuiel
* Ree
22
ks
per
sodet
qiniel
* Rage
3
ik
per
sodet
qlniel
s Mk
0-
Ltk
the
PMn
QoS
Fete
« Mt
1-
MM
QoS
HEA
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Note
Mode 0,
Mode 1,
Mode 2
options
are
applicable
for M6
servers
only.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. Intel M5 Supported Platforms

Supported Platforms |

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
CR CR FastGo 4102) |V v v v v v Auto,
FastGo |Config and Option
Config |improves later 1—S5,
DDRT Enable
non-temporal Optimizetion,
write Disable
bandwidth Opimzztion
when FastGO
.. Note
is disabled.
Enable
When FastGO Obtimi
. . ptimizatjon,
is enabled, it '
: Disable
gives a faster Optimization
flow of NT .
.o options ate
writes into the .
available ffor
uncore, When M6 serveks
FastGO is onl
disabled, it v
lessens NT
writes
queueing up in
the CPU
uncore,
thereby
improving
sequentially at
DCPMM,
resulting in
improved
bandwidth.
DCPMM | To configure |4.0(1) v v v v v Disabled,
Frmware| DCPMM and Enabled
Donngrade| Firmware later B
Downgrade.
are
B: 1]
- B@
are
il
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
Memory | To configure [4.0 (1) |V v v v v v Auto, 1x
Refresh | the refresh and Refresh,
Rate interval rate | later 2x
for internal Refresh,
memory. 3x, 4x
Note
Ix
Refresh
is the
default
for M5,
M7, M8
servers.
2x
Refresh
is the
default
for
AMD
M6
servers.
Memory | Limits the 4.02) |V v v v v v 0-
Size capacity in and 65535
Limit in | Partial later with a
GB Memory step size
Mirror Mode of 1
up to 50
percent of the
total memory
capacity. The
memory size
can range
from 0 GB to
65535 GB in
increments of
1 GB.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Memory | Provides a 4.0(1) |V v v v v v CLTT
Thermal | protective and with
Thrattling | mechanism to | later PECI,
Mode |ensure the Disabled
memory
temperature is
within the
limits. When
the .
temperature
exceeds the
maximum
threshold
value, the
memory
access rate is
reduced and
Baseboard
Management
Controllerf
(BMC) adjusts
the fan to cool
down the
memory to
avoid DIMM
damage due to
overheat

s

are

BEFEFFZEFTEBEE &
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

NUMA | Whether the [4.0(1) |V v v v v v Enabled,
Optimized | BIOS supports | and Disabled
NUMA. later

-
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. Intel M5 Supported Platforms

Supported Platforms |

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
NVM enables 4.002) |V v v v v v BW
Refomane| efficient major | and Optimized,
Setting | mode later Latency
arbitration Optimized,
between DDR Balanced
and DDRT Profile
transactions on
the DDR " BW
channel to 20
optimize f];;{
channel BW and
and DRAM
latency. DR
BW.
This
is
the
cfak
qim
* Ly
-
ORrR
tony
in
the
e
of
DR
BW.
Adie
for
M5
s
only.
* Blrl
Lo
for
Moy
ok
Opeation | This option ~ [4.2(1) |V v v v v v Test-Only,
Mode |allows youto |and Test and
configure later Repair
Operation
Mode.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
Panic |Controlsthe [4.2(1) |V v v v v v
and delayed and
High refresh later
Watameak | capability of
the memory
controller.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

High,
Low

toa
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| Supported Platforms

Intel M5 Supported Platforms .

Description

Versions

Supported Models

B200 M5 | B480 M5

€220 M5

C240 M5

C480 M5

$3260

Values

£

not

Note
Itis
reco

mmendec

leave¢ this sett

in th

e default

(Low) which

help
susc

to reduce
eptibility

Rowhammer-
attacks.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Partial |enables youto|4.1(1) |V v v v v v
Memory | partially and
Mirror |mirror by GB |later
Mode |orbya
percentage of
the memory
capacity.
Depending on
the option
selected here,
you can define
either a partial
mirror
percentage or
a partial
mirror
capacity in GB
in available
fields. You
can partially
mirror up to
50 percent of
the memory
capacity.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Disabled,
Percentage,
Value in
GB
- B@
are
JB: 15

RE
ait

of
nogy
to
be
ol
in
the
Patel
Mgy
Mt
is

I il
asa
L
of
the
total

E

the

is

in
GB.
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. Intel M5 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

B200 M5 | B480 M5

€220 M5

C240 M5

C480 M5

$3260

Values

Note

Partial
Menory
Mirrpr Mode
is mutually
exclusive to
standlard
Mirrpring

Mode.

Partial

Mirrprs 1-4
can be used

in anly

numper or
confjguration,
provided they

don

t exceed

the dapacity

limit
GB

set in
r

Percentage in
the related

optid

Note
Value in
GB
option is
not
applicable
for M8
platforms.

Partial
Mirror

Perotage

Limits the
amount of
available
memory to be
mirrored as a
percentage of
the total
memory. This
can range
from 0.000.01
% to0 50.00 %
in increments
0f 0.01 %.

4.1(1)
and
later

0.00 -
50.00
with a
step size
of 0.01
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Partial |Limits the 4.1(0) |V v v v v v 0-
Mirrorn | amount of and 65535
Sizein |memory in later with a
GB, Partial Mirrorn step size
where n | in GB. This of 1

ranges |can range
from1 |from 0 GB to
to 4. 65535 GB in

increments of

1 GB.

PCle |Whetherthe [4.0(1) |V v v v/ v v Disabled,
RAS PCle RAS and Enabled
Support E;)l;itiissa ebrllélc‘ti)led later CBE
. @in

is
IB: ]
- R
qim

is
atid
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Memory | How the 4.0(1) |V v v v v v
RAS memory and
Golgrain| reliability, later
availability,
and
serviceability
(RAS) is
configured for
the server.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Maximum
Parfonmance,
Mirroring,
Lockstep,
Mirror
Mode
1LM,
Partial
Mirror
Mode
1LM,
Sparing,
ADDDC
Sparing

for

M4
and
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

size,
and

and
are

the
SMI

you
can

for
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| Supported Platforms

Intel M5 Supported Platforms .

Description

Versions

Supported Models

B200 M5

B480 M5

€220 M5

C240 M5

C480 M5

$3260

Values

and
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. Intel M5 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

B200 M5 | B480 M5

€220 M5

C240 M5

C480 M5

$3260

Values

and
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

iTEETRTETE
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Select | Post Package |4.1(1) |V v v v v v Disabled,
PPR Repair (PPR) |and Hard
Type provides the | later PPR
ability to
repair faulty
memory cells
by replacing
them with
spare cells.

P54 I0E BN B
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Snoopy 4.0(1) |V v v v v v Disabled,
Mode and Enabled
for 2LM later Y
i
is
Tikd
- HE
qin
is
atded
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Enables
snoop-mode
for DCPMM
accesses while
maintaining
directory on
all DRAM
accesses.
Snoops
maintain cache
coherence
between
sockets.
Directory
reduces
snoops by
keeping the
remote node
information
locally (in
memory).
Directory
lookups and
updates add
memory traffic

Directory is a
good tradeoff
for DRAM,
but not
necessarily for
DCPMM. For
non-NUMA
workloads,
when the
feature is
enabled,
directory
updates to
DCPMM are
eliminated,
thereby
helping DDRT
bandwidth
bound
workloads.
The directory
is disabled for
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

far memory
accesses and
instead snoops
remote sockets
to check for
ownership.
Directory is
used only for
DRAM (near
memory).
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Snoopy 40(0) |V v v v v v Disabled,
Mode and Enabled
for AD later S
i
is
Dikd
- HE
qin
is
atded
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Enables
snoop-mode
for DCPMM
accesses while
maintaining
directory on
all DRAM
accesses.
Snoops
maintain cache
coherence
between
sockets.
Directory
reduces
snoops by
keeping the
remote node
information
locally (in
memory).
Directory
lookups and
updates add
memory
traffic.

Directory is a
good tradeoff
for DRAM,
but not
necessarily for
DCPMM. For
non-NUMA
workloads,
when the
feature is
enabled,
directory
updates to
DCPMM are
eliminated,
thereby
helping DDRT
bandwidth
bound
workloads.
The directory
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

is disabled for
accesses to
AD and
instead snoops
remote sockets
to check for
ownership.
Directory is
used only for
DRAM
accesses.

Memory | Whetherto 4.0 (1) |V v v v v v Disabled,
Mapped | enable or and Enabled
10 disable later B
above |memory .
4GB mapped I/O of zjm
64-bitPCI

devices to D
4GB or greater . BE
address space. qirs
Legacy option is
ROMs are not aikd
able to access
addresses
above 4GB.
PCI devices
that are 64-bit
compliant but
use a legacy
option ROM
may not
function
correctly with
this setting
enabled.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

VGA Allows you to |4.0(2) v v
Priority |set the priority | and
for VGA later
graphics
devices if
multiple VGA
devices are
found in the
system.
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| Supported Platforms

Intel M5 Supported Platforms .

Description

Versions

Supported Models

B200 M5

B480 M5

€220 M5

C240 M5

C480 M5

$3260

Values

Oftboard,
Onboard,
Onboard
VGA

Disabled

- Qi

is

E
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. Intel M5 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

B200 M5

B480 M5

€220 M5

C240 M5

C480 M5

$3260

Values

the

and
the

is

Note
The
vkKV
does|
func
whef
the
onbdg
VGA
disab

not
ion

ard
\ 1S
led.
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| Supported Platforms

Intel M5 Supported Platforms .

Description

Versions

Supported Models

B200 M5 | B480 M5

€220 M5

C240 M5

C480 M5

$3260

Values

QPI
Link
Freguency
Select

The Intel
QuickPath
Interconnect
(QPD) link
frequency, in
megatransfers

per second
(MT/s).

4.0(4)
and
later

v v

v

v

v

Auto,
9.6
GT/s,
10.4
GT/s,
11.2GT/s,
12.8GT/s,
144GTJs,
16.0GT/s,
20.0GT/s,
16.0GT/s,
TGIRAGE
Auto,
Use Per
Link
Setting

Note

9.6 GT/s,
10.4
GT/s
options
available
for M5
and M6
servers
only.
11.2GT/s
for M6
and
12.8GTs,
14.4GTs,
16.0GTs,
20.0GT/s
for M7.

Note

16.0GT/s
20.0GT/s,
Auto, Usg
Setting is
applicabl
servers of
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Legacy |Whetherthe [4.2(1) |V v v v v v AP
usB system and Disabled
Support | supports later

legacy USB

devices.
USB Whether the | 4.2(1) v/ v v Enabled,
Port front panel and Disabled

Front USB devices | later
are enabled or

disabled.
UsB Whether the |4.2(1) v v v Enabled,
Port internal USB |and Disabled
Internal | devices are later

enabled or

disabled.
USB Whether the | 4.2(1) v v v Enabled,
Port USB Port and Disabled

KVM KVM devices | later
are enabled or

disabled.
UsB Whether the |4.2(1) v v v Enabled,
Port USB port rear |and Disabled
Rear devices are later

enabled or

disabled.
USB Whether the |4.2(1) v v v Enabled,
Port:M.2| SD card drives | and Disabled
Storage |are enabled or | later

disabled.
Adjacent | Whether the [4.02) |V v v v v v Disabled,
Cache |processor and Enabled

Line fetches cache |later

Prdeche | lines in ) H
even/odd pairs ?:m
instead of
fetching just i
the required N
line. qim

is
il
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
Auoamas| Enables CPU  (4.02) |V v v v v v Disabled,
CoreC |Autonomous |and Enabled
State C-State, which | later
converts the
HALT
instructions to
the MWAIT
instructions.
Boot Allows the 4.02) |V v v v v v Max
Refomen®| user to select | and Refomene
Mode |the BIOS later Max
performance Efficient,
state that is set Set by
before the Intel NM
operatin,
cystemn Note
handoff. Intel NM
option is
not
applicable
for M8
intel
platforms.
Procesor | Allows the 4.002) |V v v v v v Disabled,
CMCI |CPU totrigger | and Enabled
interrupts on | later
corrected
machine check
events. The
corrected
machine check
interrupt
(CMCI)
allows faster
reaction than
the traditional
polling timer.
Caligrade| Allows you to |4.02) | v v v v v Normal,
TDP set a and Level 1,
Level customized later Level 2
value for
Thermal
Design Power
(TDP).
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Core Sets the state [4.02) |V v v v v v
Enabled | of logical and

processor later

cores per CPU

in a package.
If you choose
All as the
value, Intel
Hyper
Threading
technology is
also enabled.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

All, 1
through
86

and
have
only
one

core
per

on
the
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. Intel M5 Supported Platforms

Supported Platforms |

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
Note
For
M6
servers,
it
ranges
from 1
through
48.
Note
1, 2,|]and
3 options
are 1ot
applicable
for M8
Servers.
Note
From 65
to 84 is
applicable
for M8
Servers
only;
CPU CPU 4.002) |V v v v v v Disabled,
Raformene| performance | and Enabled
by adjusting | later
server settings
automatically.
Energy |When energy |4.02) |V v v v v v Disabled,
Efficient | efficient turbo |and Enabled
Turbo |is enabled, the | later
optimal turbo
frequency of
the CPU turns
dynamic based
on CPU
utilization.
The
powerperformance
bias setting
also influences
the energy
efficient turbo.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Enhanced | Whether the  [4.0(2) |V v v v v v Disabled,
Intel processor uses | and Enabled
SipR) | Enhanced Intel | later
Tehndayy | SpeedStep
Technology,
which allows
the system to
dynamically
adjust
processor
voltage and
core
frequency.
This
technology
can result in
decreased
average power
consumption
and decreased
average heat
production.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Execute | Classifies 4.002) |V v v v v v Disabled,
Disable | memory areas | and Enabled
Bit on the server |later
to specify
where the
application
code can
execute. As a
result of this
classification,
the processor
disables code
execution if a
malicious
worm attempts
to insert code
in the buffer.
This setting
helps to
prevent
damage, worm
propagation,
and certain
classes of
malicious
buffer
overflow
attacks.

Processor | Allows you to [4.02) |V v v v v v Disabled,
EPP determine and Enabled
Enable |whether later
system
performance
or energy
efficiency is
more
important on
this server.

Local |Allowsyouto |4.02) |V v v v v v Disabled,
X2 Apic | set the type of | and Enabled
Advanced later
Processor
Interrupt
controller
(APIC)
architecture.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
Hardware| Whether the  [4.0(2) |V v v v v v Disabled,
Prefetche | processor and Enabled
allows the later
Intel hardware
prefetcher to
fetch streams
of data and
instructions
from memory
into the
unified
second-level
cache when
necessary.
CPU Enables 4.02) |V v v v v v Disabled,
Hardware| processor and HWPM
Power |Hardware later Native
Maeggret | Power Mode,
Management HWPM
(HWPM). OOB
Mode,
Native
Mode
with no
Legacy
IMC This BIOS 4.02) |V v v v v v Auto,
Interleaing | option controls | and 1-way
the later Interleave,
interleaving 2-way
between the Interleave
Integrated
Memory
Controllers
(IMCs).
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Intel Whether the |4.02) |V v v v v v Disabled,
HyeThedg| processor uses | and Enabled
Tech Intel later
Hyper-Threading
Technology,
which allows
multithreaded
software
applications to
execute
threads in
parallel within
each
processor.

Intel Whether the [4.02) |V v v v v v Disabled,
Turbo | processor uses | and Enabled
Boost Intel Turbo later
Tech Boost
Technology,
which allows
the processor
to
automatically
increase its
frequency if it
is running
below power,
temperature,
or voltage
specifications.

Intel(R) | Whether the [4.0(2) |V v v v v v Disabled,
VT processor uses | and Enabled
Intel later
Virtualization
Technology
for Directed
/0 (VT-R)
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

DCU IP | Whether the [4.0(2) |V v v v v v Disabled,
Prefetche | processor uses | and Enabled
the DCU IP later
Prefetch
mechanism to
analyze
historical
cache access
patterns and
preload the
most relevant
lines in the L1

cache.
LLC Whether the [4.02) |V v v v v v Disabled,
Prefetch | processor uses | and Enabled
the LLC later
Prefetch

mechanism to
fetch the date
into the LLC.

Package | The amount of | 4.0(2) |V v v v v v No

C State |power and Limit,
Limit available to later Auto, CO
the server C1
components State,
when they are C2,C6
idle. Non
Retention,
C6
Retention

Note

C6
Retention|
option is
not
applicable
for M8
servers.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Patrol |It sets the 4.002) |V v v v v v
Scrub  |interval fora |and

full memory | later
scan.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Disabled,
Enabled
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
mig
=
gdm
duls
for
ney
BXC
ans
only
wn
the
U
reads
or
Wiks
a
ney
atks
Processor | Allows the 4.02) |V v v v v v Disabled,
C1E processor to | and Enabled
transition to its | later
minimum
frequency
upon entering
Cl. This
setting does
not take effect
until after you
have rebooted
the server.
Processor | Whether the  [4.0Q2) |V v v v v v Disabled,
C6 processor and Enabled
Report |sendsthe C6 |later
report to the
operating
system.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
p Pp
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
P Allows you to |4.0Q2) |V v v v v v SW All,
STATE |define how and HW All,
Cardrein| BIOS later SW Any
Note communicates Note
Itisalso | e P-state SW
called support model Any
EIST to the . option
PSD operating is
Function system. There available
. are 3 models
in for M5
ucsM. |28 defined by servers
" | the Advanced onl
Configuration Y.
and Power
Interface
(ACPI)
specification.
Power |Determines if |4.02) |V v v v v v BIOS,
Refomane| the BIOS or | and oS,
Tuning |Operating later PECI
System can
turn on the gg&
energy option
performance is
bias tuning. available
The options for M6
are BIOS and and M7
operating servers
system. only
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

UPI Allows you to |4.0Q2) |V v v v v v Auto,
Link select different | and 9.6GT/S,
Freguency | UPI link later 104GT/S,
Select | frequency 11.2GT/S,
running. 12.8GT/s,
144GT}s,
16.0GTrs,
20.0GTrs,
24.0GT/s,
Use Per
Link
Setting

Note

. KGE
HIGE
168G

for
M6

only.

24,

Use
Per
Link]
is

for
M8

only
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Sub Whether the [4.02) |V v v v v v
Numa |CPU supports |and
Clugering| sub NUMA | later
clustering, in
which the tag
directory and
the memory
channel are
always in the
same region.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Disabled,
Enabled,
Auto,
SNC2,
SNC4

Note

E°E%E

e
S

SEZTB7EE S§2855

SE &8

%5

=g
]

(0)

8% 285855

H?%N
=
(¢]

or

3
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
TS
anly.
DCU Whether the [4.02) |V v v v v v Disabled,
Streamer | processor uses | and Enabled,
Prefetch |the DCU IP | later Auto
Prefetch
. Note
mechanism to
Auto
analyze .
. . option 18
historical ;
applicable
cache access
to M8
patterns and .
intel
preload the
platforms
most relevant onl
lines in the L1 ¥
cache.
Uncore |Allows youto |4.02) |V v v v v v Disabled,
Frequency | configure the |and Enabled,
Scaling |scaling of the |later Mode 0,
uncore and
frequency of Mode 1
the processor. Note
Mode 0
and
Mode 1
is
applicable
for M8
servers
only with|
Mode 1
being
default.
Workloed | This feature  [4.02) |V v v v v v Balanced,
Goigrdin| allows for and 10
workload later Sendgitive
optimization.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

XPT Whether XPT |4.02) |V v v v v v Auto,
Prefetch | prefetch is and Disabled,
used to enable | later Enabled

a read request
that is sent to
the last level
cache to issue
a copy of that
request to the
memory
controller
prefetcher.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values
B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
Intel Allows you to |4.0Q2) |V v v v v v Auto,
Speed | adjust and Base,
Select | different cores | later Config
to operate in 1,
different Config
frequencies to 2,
have a better Config
power 3,
efficiency. Config 4
The values - (g
Config 1 and 1
Config 2 are and
not supported (€)'
on Cisco UCS 2
M6 and M7 are
servers. qirs
For Cisco ?it
UCS M6 and M5
Cisco UCS s
M7 servers,
only
the values i
Config 3 and gﬂe
Config 4 (4th
Gen Intel ?}f
Xeon Scalable y
dat
processors and
5th Gen Intel o Atfo
Xeon Scalable is
processors) are the
equivalent to dhu
the values for
Config 1 and MS.
Config 2 (3rd
Gen Intel
Xeon Scalable
processors).
Baud What Baud  [4.2(1) |V v v v v v 9.6k,
Rate rate is used for | and 19.2k,
the serial port |later 38.4k,
transmission 57.6k,
speed. If you 115.2k
disable
Console
Redirection,
this option is
not available.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

CDN Consistent 42(0) |V v v v v v Enabled,
Control | Device and Disabled
Naming later
allows
Ethernet

interfaces to
be named in a
consistent
manner. This
makes
Ethernet
interface
names more
uniform, easy
to identify,
and persistent
when adapter
or other
configuration
changes are
made.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Adaptive | When this 42(0) |V v v v v v Enabled,
Memory | token is and Disabled
Training | enabled, the | later
BIOS saves
the memory
training results
(optimized
timing/voltage
values) along
with
CPU/memory
configuration
information
and reuses
them on
subsequent
reboots to save
boot time. The
saved memory
training results
are used only
if the reboot
happens
within 24
hours of the
last save
operation.
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. Intel M5 Supported Platforms

Supported Platforms |

Description

Versions

Supported Models

B200 M5 | B480 M5

€220 M5

C240 M5

C480 M5

$3260

Values

BIOS
Techlog
Level

This option
denotes the
type of
messages in
BIOS tech log
file.

4.2(1)
and
later

v v

v

v

v

the

the

file.

£

and

will
be

in
the
log
file.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

QdoROM | The Option  [4.2(1) |V v v v v v Enabled,
Launch |ROM launch |and Disabled
Opiimiztion| is controlled at | later
the PCI Slot
level, and is
enabled by
default. In
configurations
that consist of
a large number
of network
controllers and
storage HBAs
having Option
ROMs, all the
Option ROMs
may get
launched if the
PCI Slot
Option ROM
Control is
enabled for all.
However, only
a subset of
controllers
may be used in
the boot
process. When
this token is
enabled,
Option ROMs
are launched
only for those
controllers that
are present in
boot policy.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

Console | Allows a serial |4.2(1) |V v v v v v
Redredion | port to be used | and
for console later
redirection
during POST
and BIOS
booting. After
the BIOS has
booted and the
operating
system is
responsible for
the server,
console
redirection is
irrelevant and
has no effect
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

for

Flow Whether a 42(0) |V v v v v v None,
Control |handshake and RTCCTS
protocol is later
used for flow
control.
Request to
Send/ Clear to
Send
(RTS/CTS)
helps to
reduce frame
collisions that
can be
introduced by
a hidden
terminal
problem.

FRB 2 |Whetherthe [4.2(1) |V v v/ v/ v v Enabled,
Timer |FRB2 timer is | and Disabled
used for later
recovering the
system if it
hangs during
POST.

OSBoot | Whether the  [4.2(1) |V v v v v v Enabled,
Watchdog | BIOS and Disabled
Timer |programs the |later
watchdog
timer with a
predefined
timeout value.
If the
operating
system does
not complete
booting before
the timer
expires, the
CIMC resets
the system and
an error is
logged.
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| Supported Platforms
Intel M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

OSBoot | What action  [4.2(1) |V v v v v v Powe-dff,
Watdhdag | the system and Reset
Timer |takes if the later
Policy |watchdog
timer expires.

oS What timeout |4.2(1) |V v v v v v 5
Weatchdog | value the and minutes,
Timer |BIOS uses to |later 10
Timeout | configure the minutes,
watchdog 15
timer. minutes,
20
minutes
Terminal | What type of [4.2(1) |V v v v v v PC-ANS],
Type character and VT100,
formatting is | later VIIBHALS
used for VT-UTF8
console
redirection.
SHA-1 |The Platform |4.2(1) |V v v v v v Enabled,
PCR Configuration |and Disabled
Bank Register later Note
(PCR) is a For
memory C245

location in the

TPM. Multiple ll\D/Ilgs;\l;ﬁ;
PCRs are by
collectively default
referredtoasa .
PCR bank. A

Secure Hash
Algorithm 1 or
SHA-1 PCR
Bank allows to
enable or
disable TPM
security.
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Supported Platforms |
. Intel M5 Supported Platforms

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

SHA256 | The Platform |4.2(1) |V v v v v v Enabled,
PCR Configuration |and Disabled
Bank Register later

(PCR) is a

memory

location in the
TPM. Multiple
PCRs are
collectively
referredtoasa
PCR bank. A
Secure Hash
Algorithm
256-bit or
SHA-256PCR
Bank allows to
enable or
disable TPM
security.

Trusted | Whether to 4.2(1) | v v v v v Enabled,
Platform | enable or and Disabled
Module |disable the later
State Trusted
Platform
Module
(TPM), which
isa
component
that securely
stores artifacts
that are used
to authenticate
the server.
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| Supported Platforms
AMD M5 Supported Platforms .

Name |Description | Versions | Supported Models Values

B200 M5 | B480 M5 | C220 M5 | C240 M5 | C480 M5 | S3260

TPM Whetherto  [4.2(1) |V v v v v v Enabled,
Minimal | enable or and Disabled
Physical | disable TPM | later
Presence| Minimal
Physical
Presence,
which enables
or disables the
communication
between the
OS and BIOS
for
administering
the TPM
without
compromising
the security.

Intel Whether to 4.2(1) | v v v v v Enabled,
Trusted |enable or and Disabled
Exeoution | disable Intel | later
Tehndagy | Trusted
Support | Execution

Technology

(TXT), which

provides

greater

protection for

information

that is used
and stored on
the business
server.

AMD M5 Supported Platforms

BIOS applicable for AMD M5 (C125 M 5) Platforms
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. AMD M5 Supported Platforms

Supported Platforms |

Name Description Versions | Supported | Values
Model
(C125 M5)
IPVAHTTP Support |Enables or disables |4.2(1) and |V Disabled, Enabled
IPv4 support for later  Disabled—IPv4 HTTP
HTTP. . .
support is not available.
» Enabled—IPv4 HTTP
support is made available.
IPV6HTTP Support |Enables or disables [4.2(1) and |V Disabled, Enabled
IPv6 support for later . Disabled—IPv6 HTTP
HTTP. . .
support is not available.
» Enabled—IPv6 HTTP
support is made available.
IPV4 PXE Support Enables or disables [4.2(1) and | v Disabled, Enabled
[Pv4 support for PXE. | later « Disabled—IPv4 PXE support
is not available.
» Enabled—IPv4 PXE support
is made available.
IPV6 PXE Support Enables or disables  |4.2(1) and | v Disabled, Enabled
IPv6 support for PXE. | later - Disabled—IPv6 PXE support
is not available.
» Enabled—IPv6 PXE support
is made available.
Network Stack This option allows 4.1(1)and |V Disabled,Enabled
you to enable or later

disable the complete
network style of the
system.

* Disabled—Network Stack
support is not available.

» Enabled—Network Stack
support is available.
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| Supported Platforms
AMD M5 Supported Platforms .

Name Description Versions | Supported | Values
Model
(C125 M5)
Power ON Password | This token requires |4.1(1) and |V Disabled, Enabled
that you set a BIOS | later .

. + Disabled—Power On
password before using Password is disabled
the F2 BIOS ’
configuration. If « Enabled—Power On
enabled, password Password is enabled.

needs to be validated
before you access
BIOS functions such
as 10 configuration,
BIOS set up, and
booting to an
operating system

using BIOS.
PCle ARI Support Whether all ARI 42(1)and |V Disabled, Enabled, Auto
support ports are | later - Disabled—This option is
enabled or disabled. .
Disabled.
» Enabled—This options is
enabled.
* Auto—PCle ARI Support is
in auto mode.
PCleSot MSTOR Whether the server  |4.2(1) and | v Disabled, Enabled
RAID OptionROM can use the Opt.lon later « Disabled—Option ROM s
ROMs present in the ¢ availabl
PCle MSTOR RAID. fot avattable.
Note » Enabled—Option ROM is

Applicable for C225 available.
M8 and C245 M8
platforms only.
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Supported Platforms |

Description

Versions

Supported
Model
(C125 M5)

Values

PCleSlot n Link
Speed where n ranges
from 1 to §.

Link speed for PCle
Slot designated by slot
n.

4.0(1) and
later

v

Disabled, Auto, GEN1, GEN2,
GEN3, GEN4, GEN5

+ Disabled—Maximum speed
is not restricted.

* Auto—The maximum speed
is set automatically.

* GEN 1—2.5GT/s
(gigatransfers per second) is
the maximum speed allowed.

* GEN 2—5GT/s is the
maximum speed allowed.

* GEN 3—8GT/s is the
maximum speed allowed.

* GEN 4—16GT/s is the
maximum speed allowed.

* GEN 5—32GT/s is the
maximum speed allowed.

PCle Slot
nOptionROM , where
n ranges from 1 to 8

Whether Option ROM
is available on the
port.

4.0(2) and
later

Disabled, Enabled, Legacy only,
UEFI only

+ Disabled—The expansion
slot is not available.

» Enabled—The expansion
slot is available.

PCleSlot:Riser nSotx
Link Speed, where nis
1 and 2 and X is from 1
to 6.

This option allows
you to restrict the
maximum speed of
Riser in the X slot .

4.0(2) and
later

Disabled, Auto, GEN1, GEN2,
GEN3

+ Disabled—Maximum speed
1s not restricted.

* Auto—The maximum speed
is set automatically.

* GEN 1—2GT/s
(gigatransfers per second) is
the maximum speed allowed.

* GEN 2—5GT/s is the
maximum speed allowed.

* GEN 3—8GT/s is the
maximum speed allowed.
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Name Description Versions | Supported | Values
Model
(C125 M5)
PCle Slot:SAS Whether Option ROM [ 4.0(2) and | v/ Disabled, Enabled, Legacy only,
OptionROM is available on SAS | later UEFI only
slot or not.

+ Disabled—The expansion
slot is not available.

» Enabled—The expansion
slot is available.

* UEFI only—The expansion
slot is available only for
UEFL

* L egacy only—The expansion
slot is available only for
legacy.

PCle Slot:FrontSSD | This option allows 4.02) and |V Disabled, Auto, GEN1, GEN2,
nLink Speed, where n | you to restrict the later GEN3

is 1 and 2. maximum speed of « Disabled—Maximum speed
Front SSD. . .
is not restricted.

* Auto—The maximum speed
is set automatically.

* GEN 1—2GT/s
(gigatransfers per second) is
the maximum speed allowed.

* GEN 2—5GT/s is the
maximum speed allowed.

* GEN 3—8GT/s is the
maximum speed allowed.

Single Root 1/0 Controls the Single |4.3(4b) v Enabled, Disabled
Virtualization Root I/0 and later . .
(SR-1OV) Support | Virtualization. Disabled—Option is not

SR-IOV allows a restricted.
device, such as a » Enabled—Option is
network adapter, to restricted.

separate access to its
resources among
various PCle
hardware functions.
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physical addresses are
assigned to
applications.

later

Name Description Versions | Supported | Values
Model
(C125 M5)
Consistent Device PClIe Slots Consistent | 4.0(2) and | v’ Enabled, Disabled
Naming (CDN) Device Naming later . .
Control (CDN) control allows DI?bLeg—Op tion 1s not
PCle slots to be restricted.
named in a consistent » Enabled—Option is
manner. This makes restricted.
PCle slot names more
uniform, easy to
identify, and
persistent when the
configuration changes
are made.
CPU SMEE Whether the processor | 4.0(2) and | v Disabled, Enabled, Auto
uses the Secure . later « Disabled—Options are
Memory Encryption Disabled
Enable (SMEE) ’
function, which + Enabled—Options are
provides memory enabled.
encryption support.
* Auto—Option is in auto
mode.
IOMMU Input Output Memory |4.0(2) and | v’ Disabled, Enabled, Auto
Management later . .
Unit(IOMMU) allows B'iff)’l' ec?_Op“"“S are
AMD processors to sapied.
map virtual addresses « Enabled—Options are
to physical addresses. enabled.
* Auto—Option is in auto
mode.
Note
To disable IOMMU, the system
must be configured with L ocal
APIC Modeset to XAPIC.
Bank Group Swap Determines how 4.0(1)and |V Disabled, Enabled, Auto

* Disabled—Options are
Disabled.

» Enabled—Options are
enabled.

* Auto—Option is in auto
mode.
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Name Description Versions | Supported | Values
Model
(C125 M5)

Chipset Interleave Whether memory 42(1)and |V Disabled, Enabled, Auto

blocks across the later . .
DRAM chip selects ’ D!Sabled—Op tions are
Disabled.
for node 0 are
interleaved. » Enabled—Options are
enabled.
* Auto—Option is in auto
mode.

Memory Interleaving | Determines the 4.02) and |V Auto, Channel, Die, none, Socket,
memory blocks to be |later Disabled, Enabled
1nterlea.wed. I alSO. * Available options for
determines the starting .

MS5:Auto, Channel, Die,
address of the none. Socket
interleave (bit 8, 9, 10 ’
or 11). * Available options for
Mé6:Auto, Disabled
* Available options for
MS:Auto, Enabled, Disabled

Memory Interleaving | Determines the size of | 4.0(2) and | v 1 KB, 2 KB, 4KB, 256 Bytes, 512

Size the memory blocks to | later Bytes, Auto
be interleaved. It also
determines the starting
address of the
interleave (bit 8, 9, 10
or 11).

DRAM SW Thermal |To configure DRAM |4.0(1)and |V Disabled, Enabled

Throttling SW thermal throttling. | later

+ Disabled—Options are
Disabled.

» Enabled—Options are
enabled.
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Name Description Versions | Supported | Values
Model
(C125 M5)
Secured Encrypted Enables running 42(1)and |V 253 ASIDs, 509 ASIDs, Auto
Virtualization encrypted virtual later
machines (VMs) in 253 ASIDs
which the code and * 509 ASIDs
data of the VM are
isolated. * Auto
Note
It is recommended to leave
this setting in the default
state of Auto to mitigate
Rowhammer-style attacks.
SMEE Whether the processor | 4.0(4) and | v Disabled, Enabled, Auto
uses the Secure | later + Disabled—This option is
Memory Encryption Disabled
Enable (SMEE) ’
function, which « Enabled—This option is
provides memory enabled.
encryption support.
* Auto—This option is set to
auto mode.
Transparent Secure | Provides transparent |4.1(3) and | v Disabled, Enabled, Auto
Memory Encryption hardwaye memory later « Disabled—This option is
encryption of all data .
Disabled.
stored on system
memory. » Auto—This option is set to
auto mode.
Memory Mapped |O | Whether to enable or [4.0(1)and | Disabled, Enabled
above 4GB disable memory later

mapped I/O of
64-bitPCI devices to
4GB or greater
address space. Legacy
option ROMs are not
able to access
addresses above 4GB.
PCI devices that are
64-bit compliant but
use a legacy option
ROM may not
function correctly
with this setting
enabled.

+ Disabled—This option is
Disabled.

» Enable—This options is
enabled.
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Name Description Versions | Supported | Values
Model
(C125 M5)
Core Performance Whether the AMD  [4.0(2) and | v Disabled, Auto
Boost processor increases its | later « Disabled—This option is
frequency on some .
S Disabled.
cores when it is idle or
not being used much * Auto—The CPU
automatically determines how
to boost performance.
Global C StateControl | Whether the AMD  [4.0(2) and | v Auto, Disabled, Enabled
processors control later . . L
10-based C-state :\Litor;?:s options is set to
generation and DF uto mode.
C-states. + Disabled—This option is
Disabled.
» Enable—This options is
enabled.
Ln Stream HW Whether the processor | 4.0(2) and | v Auto, Disabled, Enabled
Prefetcher, where n allows the AMD later . . .
. * Auto—This options is set to
value is 1 and 2. hardware prefetcher to
. auto mode.
speculatively fetch
streams of data and + Disabled—This option is
instruction from Disabled.
memory into the L1 or
L2 cache when » Enable—This options is
necessary. enabled.
Determinism Slider | Allows AMD 4.0(2)and |V Auto, Performance, Power
processors to later

determine how to
operate.

* Auto—The CPU
automatically uses default
power determinism settings.

* Performance—Processor
operates at the best
performance in a consistent
manner.

» Power—Processor operates
at the maximum allowable
performance on a per die
basis.
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cores from operation
is supported in the
silicon. It may be
desirable to reduce the
number of cores due
to operating system
restrictions, or power
reduction
requirements of the
system. This item
allows the control on
the number of cores
that are running. This
setting can only
reduce the number of
cores from only those
available in the
processor.

Name Description Versions | Supported | Values
Model
(C125 M5)
TSME Provides hardware 4.3(4b) v Enabled, Disabled, Auto
memory encryption of | and later
all the data stored on
system DIMMs that is
invisible to the OS
and slightly increases
the memory latency.
Downcore control Provides the ability to | 4.0(2) and | v’ Auto, TWO (1+1), TWO (2 +0),
remove one or more | later THREE (3 + 0), FOUR (2 + 2),

FOUR (4 + 0), SIX (3 + 3)

* Auto—The CPU determines
how many cores must be
enabled. This is the default
option.

TWO (1 + 1)—One core
enabled on one CPU
complex.

TWO (2 + 0)—Two cores
enabled on one CPU
complex.

THREE (3 + 0)—Three
cores enabled on one CPU
complex.

FOUR (4 + O)—Four cores
enabled on one CPU
complex.

FIVE (5 + 0)—Five cores
enabled on one CPU
complex.

SIX (3 + 3)—Six cores
enabled on one CPU
complex.
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AMD M5 Supported Platforms .

Description

Versions

Supported
Model
(C125 M5)

Values

Downcore control

Provides the ability to
remove one or more
cores from operation
is supported in the
silicon. It may be
desirable to reduce the
number of cores due
to operating system
restrictions, or power
reduction
requirements of the
system. This item
allows the control on
the number of cores
that are running. This
setting can only
reduce the number of
cores from only those
available in the
processor.

4.0(2) and
later

v

Auto, TWO (1 +1),TWO (2 +0),
THREE (3 + 0), FOUR (2 + 2),
SIX (3 +3)

SMT Mode

Whether the processor
uses AMD
Simultaneous
MultiThreading
Technology, which
allows multithreaded
software applications
to execute threads in
parallel within each
processor.

4.0(2) and
later

Disabled, Enabled, Auto, Off

Note

Off options are available for M5
servers only with Auto as the
default.

SVM Mode

Whether the processor
uses AMD Secure
Virtual Machine
Technology.

4.0(2) and
later

Disabled, Enabled

Baud Rate

What Baud rate is
used for the serial port
transmission speed. If
you disable Console
Redirection, this
option is not available.

4.2(1) and
later

9.6k, 19.2k, 38.4k, 57.6k, 115.2k
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Name Description Versions | Supported | Values
Model
(C125 M5)
CDN Control Consistent Device 42(1)and |V Enabled, Disabled
Naming allows later

Ethernet interfaces to
be named in a
consistent manner.
This makes Ethernet
interface names more
uniform, easy to
identify, and
persistent when
adapter or other

configuration changes
are made.
BIOS Techlog Level | This option denotes  [4.2(1) and |V Maximum, Minimum, Normal
the type of messages | later . : .
in BIOS tech log file. Maximum—Critical

messages will be displayed
in the log file. This is the
default option

* Minimum—Warning and
loading messages will be
displayed in the log file.

» Normal—Normal and
information related messages
will be displayed in the log
file.
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Description

Versions

Supported
Model
(C125 M5)

Values

OptionROM Launch
Optimization

The Option ROM
launch is controlled at
the PCI Slot level, and
is enabled by default.
In configurations that
consist of a large
number of network
controllers and storage
HBASs having Option
ROMs, all the Option
ROMs may get
launched if the PCI
Slot Option ROM
Control is enabled for
all. However, only a
subset of controllers
may be used in the
boot process. When
this token is enabled,
Option ROMs are
launched only for
those controllers that
are present in boot
policy.

4.2(1) and
later

v

Enabled, Disabled

Console Redirection

Allows a serial port to
be used for console
redirection during
POST and BIOS
booting. After the
BIOS has booted and
the operating system
is responsible for the
server, console
redirection is
irrelevant and has no
effect

4.2(1) and
later

Disabled, COM 0, COM 1

COM 0 enables serial port for
console redirection during
POST. This option is valid
only for M6 blade servers and
rack-mount servers.

COM 1 or serial-port-b
enables serial port B for
console redirection and
allows it to perform server
management tasks. This
option is only valid for
rack-mount servers.
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Description

Versions

Supported
Model
(C125 M5)

Values

Flow Control

Whether a handshake
protocol is used for
flow control. Request
to Send / Clear to
Send (RTS/CTS)
helps to reduce frame
collisions that can be
introduced by a
hidden terminal
problem.

4.2(1) and
later

v

None, RTC-CTS

FRB 2 Timer

Whether the FRB2
timer is used for
recovering the system
if it hangs during
POST.

4.2(1) and
later

Enabled, Disabled

OS Boot Watchdog
Timer

Whether the BIOS
programs the
watchdog timer with
a predefined timeout
value. If the operating
system does not
complete booting
before the timer
expires, the CIMC
resets the system and
an error is logged.

4.2(1)and
later

Enabled, Disabled

OS Boot Watchdog
Timer Policy

What action the
system takes if the
watchdog timer
expires.

4.2(1) and
later

Power-off, Reset

OS Watchdog Timer
Timeout

What timeout value
the BIOS uses to
configure the
watchdog timer.

4.2(1)and
later

5 minutes, 10 minutes, 15
minutes, 20 minutes

Terminal Type

What type of
character formatting
is used for console
redirection.

4.2(1) and
later

PC-ANSI, VT100, VT100-PLUS,
VT-UTFS8
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Description

Versions

Supported
Model
(C125 M5)

Values

SHA-1 PCR Bank

The Platform
Configuration
Register (PCR) is a
memory location in
the TPM. Multiple
PCRs are collectively
referred to as a PCR
bank. A Secure Hash
Algorithm 1 or SHA-1
PCR Bank allows to
enable or disable TPM
security.

4.2(1) and
later

v

Enabled, Disabled

SHA256 PCR Bank

The Platform
Configuration
Register (PCR) is a
memory location in
the TPM. Multiple
PCRs are collectively
referred to as a PCR
bank. A Secure Hash
Algorithm 256-bit or
SHA-256PCR Bank
allows to enable or
disable TPM security.

4.2(1) and
later

Enabled, Disabled

SHA384 PCR Bank

*

The Platform
Configuration
Register (PCR) is a
memory location in
the TPM. Multiple
PCRs are collectively
referred to as a PCR
bank. A Secure Hash
Algorithm 384-bit or
SHA-384PCR Bank
allows to enable or
disable TPM security.

4.3(3a)
and later

Enabled, Disabled

Trusted Platform
Module State

Whether to enable or
disable the Trusted
Platform Module
(TPM), which is a
component that
securely stores
artifacts that are used
to authenticate the
server.

4.2(1) and
later

Enabled, Disabled
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Boot Options BIOS Settings

* Boot Options BIOS Settings, on page 535

Boot Options BIOS Settings

The following table lists the boot options BIOS settings that you can configure through a BIOS policy or the
default BIOS settings:
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Description

Supported Attributes

Version Platform

Values

Dependencies

Number of
Retries

Number of
attempts to
boot.

4.1(1) and later | B200 M5,
B480 M5,

C480 M5

Infinite. 13, 5

* Infinite—The
system attempts all
configured boot
options and repeats
until the system
boots or is
interrupted
manually.

5, 13—The system
attempts all
configured boot
options and repeats
the selected number
of times until the
system boots or is
interrupted. If all
attempts fail, the
system prompts to
continue. Value 13
is the default value
for Cisco UCS B200
MS5 and 5 is the
default value for
Cisco UCS B480
M5.

Applicable
only when
Boot Option
Retry is
Enabled.

Cool Down
Time (sec)

The time to
wait (in
seconds) before
the next boot
attempt. This
can be one of
the following:

B200 M5,
B480 M5,
C480 M5

4.1(1) and later

15 sec, 45 sec, 90 sec

+ 15, 45, 90—System
waits for the
selected time in
seconds before the
next boot attempt.

Applicable
only when
Boot Option
Retry is
Enabled.

Boot Option
Retry

Whether the
BIOS retries
NON-EFI
based boot
options without
waiting for user
input.

B200 M5,
B480 M5,
C480 M5

4.1(1) and later

Disabled, Enabled

* Disabled—Waits
for user input before
retrying NON-EFI
based boot options.

* Enabled—Continually
retries NON-EFI
based boot options
without waiting for
user input.
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Description

Supported Attributes

Version Platform

Values

Dependencies

IPVAHTTP
Support

Enables or
disables IPv4
support for
HTTP.

4.2(1) and later | B200 M5,
B480 M5,
C220 M5,
C240 M5,
C480 M5,
S3260 M5,
C125 M5,
B200 M6,
C225 M6,
C245 Mo,
X210c Me,
C220 M7,
C240 M7,
X210c M7,
X410c M7,
C225 M8,
C245 M8,
X215¢c M8,
C220 M8,
C240 M8,
X210c M8,
X410c M8,
XE1X0MS8

Disabled, Enabled

* Disabled—IPv4
HTTP support is not
available.

* Enabled—IPv4
HTTP support is
made available.

The Network
Stack token
value should
be Enabled.

IPV6HTTP
Support

Enables or
disables IPv6
support for
HTTP.

4.2(1) and later | B200 M5,
B480 M5,
C220 M5,
C240 M5,
C480 M5,
S3260 M5,
C125 M5,
B200 M6,
C225 M6,
C245 M6,
X210c M6,
C220 M7,
C240 M7,
X210c M7,
X410c M7,
C225 M8,
C245 M8,
X215¢ M8,
C220 M8,
C240 M8,
X210c M8,
X410c M8,
XE1X0MS

Disabled, Enabled

* Disabled—IPv6
HTTP support is not
available.

« Enabled—IPv6
HTTP support is
made available.

The Network
Stack token
value should
be Enabled.
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Description

Supported Attributes

Version

Platform

Values

Dependencies

IPV4 PXE
Support

Enables or
disables IPv4
support for
PXE.

4.2(1) and later

B200 M5,
B480 M5,
€220 M5,
€240 M5,
C480 M5,
$3260 M5,
C125 M5,
B200 M6,
€225 M6,
€245 M6,
X210c M6,
€220 M7,
C240 M7,
X210c M7,
X410c M7,
€220 M,
€240 M,
X210c M8,
X410c M8,
XE1X0MS

Disabled, Enabled

* Disabled—IPv4
PXE support is not
available.

* Enabled—IPv4
PXE support is
made available.

IPV6 PXE
Support

Enables or
disables IPv6
support for
PXE.

4.2(1) and later

B200 M5,
B480 M5,
C220 M5,
C240 M5,
C480 M5,
S3260 M5,
C125 M5,
B200 M6,
C225 M6,
C245 M6,
X210c M6,
C220 M7,
C240 M7,
X210c M7,
X410c M7,
C220 M8,
C240 M8,
X210c M8,
X410c M8,
XE1X0MS

Disabled, Enabled

* Disabled—IPv6
PXE support is not
available.

« Enabled—IPv6
PXE support is
made available.

The Network
Stack token
value should
be Enabled.
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Name Description Supported Attributes
Version Platform Values Dependencies
Networ k This option 4.1(1) and later | B200 M5, Disabled,Enabled When
Stack allows you to B480 M5, . disabled, the
enable or C220 M3, ’ ;)::ijlsejp;gtefzgi value set for
disable the C240 M5, . IPV6 PXE,
complete C480 M5, available. IPV4HTTP,
network style S3260 M5, « Enabled—Network | and
of the system. C125 MS, Stack support is IPV6HTTP
B200 M6, available. Support does
C225 M6, not impact
C245 M6, the system.
X210c Me,
C220 M7,
C240 M7,
X210c M7,
X410c M7,
C220 M8,
C240 M8,
X210c M8,
X410c M8,
XE1X0MS
Power ON This token 4.1(1) and later | C220 M5, Disabled, Enabled
Passwor d requires that C240 M5, .
you set a BIOS C480 M5, ) gﬁg 's‘:‘i'v:rﬁ"izver
password C125 M5, disabled
before using C220 M6, '
the F2 BIOS C240 Mo, « Enabled—Power
configuration. C245 Mo, On Password is
If enabled, C225 M6, enabled.
password needs C220 M7,
to be validated C240 M7,
before you C225 M8,
access BIOS C245 M8,
functions such C220 M8,
as IO C240 M8,
configuration, XE1X0MS
BIOS set up,
and booting to
an operating
system using
BIOS.
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Description

Supported Attributes

Version Platform

Values

Dependencies

P-SATA
OptionROM

This options
allows you to
select the
P-SATA mode.

4.1(1) and later | B200 M5,
B480 M5,
C220 M5,
C240 M5,
C480 M5,
S3260 M5

Disabled, LSI SW
RAID, AHCI

e Disabled—P-SATA
mode is disabled

* LSI SW
RAID—Sets both
SATA and sSATA
controllers to RAID
mode for LSI SW
RAID.

*« AHCI—The
controller enables
the Advanced Host
Controller Interface
(AHCI) and disables
RAID.

SATA Mode

This options
allows you to
select the
SATA mode.

4.1(1) and later | B200 M5,
B480 M5,
C220 M5,
C240 M5,
C480 M5

AHCI, LSISW RAID,
Disabled

* Disabled—SATA
mode is disabled

* LSISW
RAID—Sets both
SATA and sSATA
controllers to RAID
mode for LSI SW
RAID

* AHCI—The
controller enables
the Advanced Host
Controller Interface
(AHCI) and disables
RAID.
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Name Description Supported Attributes
Version Platform Values Dependencies
VMD Whether 4.1(1) and later | C220 M5, Disabled, Enabled Note
Enablement |NVMe SSDs C240 M5, . Not
* Disabled—Hot .
that are C480 M5, applicable
swap of NVMe

connected to B200 M5, SSDs that are for

the PCle bus B480 M5,B200 connected to the XE1X0MS.

can be hot M6, C220 M6, PCle bus is not

swapped. It C240 M6, allowed

also X210c M6, ’

standardizes C220 M7, « Enabled—Hot swap

the LED status C240 M7, of NVMe SSDs that

light on these X210¢ M7, are connected to the

drives. LED X410c M7, PCle bus is allowed.

status lights C220 M8,

can be C240 M8,

optionally X210c M8,

programmed to X410c M8

display specific

Failure

indicator

patterns.
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Intel Directed 10

* Intel Directed IO, on page 543

Intel Directed 10

The following table lists the Intel directed IO BIOS settings that you can configure through a BIOS policy or
the default BIOS settings:

Name Description Supported Attributes
Versions | Platforms Values Dependencies
Intel VT | Whether the 4.1(1) |B200 M5, B480 M5, |Enabled, Disabled
for processor uses Intel | and later | C220 M5, C240 M5, .
directed | Virtualization C480 M5, S3260 M5, Drlsabledr;Then ¢
10 Technology for B200 M6, C220 M6, p OCCiSriO Hoetsi :1’
Directed /O (VT-d). C240 M6, X210c M6, Us¢ virtuafizatio
technology.

C220 M7, C240 M7,
X210c M7, X410c M7 * Enabled—The

Processor uses

virtualization
technology.
Intel(R) | Whether the 4.1(1) |B200 M5, B480 M5, |Enabled, Disabled Note
VT-d processor supports | and later | C220 M5, C240 M5, . Disabled—The This is not
Coherency | Intel VT-d C480 M5, S3260 M5, J ‘ applicable to
Support | Coherency. B200 M6, C220 M6, processor does not| yp 1y g,
C240 M6. X210c M6 support coherency.
C220 M7, C240 M7, « Enabled—The
X210c M7, X410c M7 processor uses

VT-d Coherency
as required.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Intd VTD | Whether the 4.1(1) |B200 M5, B480 M5, |Disabled, Enabled
ATS processor supports | and later | C220 M5, C240 M5, .
Support |Intel VT-d Address C480 M5, $3260 M5, | Disabled—The
Translation Services B200 M6, C220 M6, processor does not
(ATS). C240 M6, X210c M6 support ATS.
» Enabled—The
processor uses
VT-d ATS as
required.
PreBoot | The BIOS setting that | 4.3(6a) |C220 M8, C240MS8, |Disabled, Enabled
DMA aims to prevent and later | X210c M8, X410c M8, « Disabled
Protection | unauthorized Direct XE1X0MS8
Memory Access —Options are
(DMA) during the Disabled.
boot process, « Enabled
potentially protecting .
against malicious —Options are
devices from gaining Enabled.
access to system
memory.
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LOM and PCle Slots

* LOM and PClIe Slots, on page 545

LOM and PCle Slots

The following table lists the LOM and PCle BIOS settings that you can configure through a BIOS policy or
the default BIOS settings:

Name Description Supported Attributes
Versions | Platforms Values Dependencies
ACS Control | Access Control |4.0(4) | C480 M5 Enabled, Disabled
GPU. n where | Services (ACS) | and . Disabled Disables
n varies from |allow the later
peer-to-peer
1-14 processor to ..
communication
enable or .
disable between multiple
devices for GPUs.
peer-to-peer
communication « EnabledEnables
between peer-to-peer
multiple communication
devices for between multiple
GPUs. devices for GPUs.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
CDN Support | Whether the 4.0(4) |C480 M5, B200 | Enabled, Disabled Note
for LOM Ethernet. and M6, X210 M6 . Disabled OS Ethernet Not applicable
Networking later . . for XE1X0MS.
Identifier Networklpg Identifier
naming is nameq in a default
convention is convention as ETHO,
. ETHI1 and so on.
according to
Consistent » Enabled OS Ethernet
Device Naming Network Identifier is
(CDN) or the named in a consistent
traditional way device naming (CDN)
of naming convention according
conventions. to the physical LAN on
Motherboard (LOM)
port numbering; LOM
Port 0, LOM Port 1 and
SO on.
External SSC | This option 4.1(2) |B200 M5, B480 | Enabled, Disabled,
Enable allows youto |and M5, C220 M5, |OP3_Percent, OP5 Percent,
Enable/Disable | later C240 M5, C480 | Hardware, Off
the Clock M5, S3260 M5, Note
Spread B200 M6, C220 0P3_Percent, 0P5_Percent,
Spectrum of the M6, C240 M6, Hard Off o
ardware, options are
external clock X210c Mé, available for M7 servers
generators. C220 M7, C240 only.
M7, X210c M7,
X410c M7,
C220 M8, C240
M8, X210c M8,
X410c M8
110 eDPC This option 4.2(1) |C220 M6, C240 | Disabled, On fatal error, On
Support allows a and M6, C220 M7, |fatal and non-fatal error
downstream later C240 M7,
link to be X210c M7,
disabled after X410c M7,
an C220 M8, C240
uncorrectable M8, X210c M8,
error, making C245 M8, C225
recovery MBS, X215¢ M8,
possible in a XE1X0MS
controlled and
robust manner.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
LOM Port n | Whether Option |4.0(4) | C220 M5, C240 | Disabled, Enabled, Legacy
OptionROM, | ROM is and M5, C480 only, UEFI only
where n available on the | later MS5,C220 M6, . i
ranges from | LOM portn C240 M6 D|§abI§d—Th§
expansion slot is not
0-3. .
available.
» Enabled—The
expansion slot is
available.
* UEFI only—The
expansion slot is
available only for
UEFL
» Legacy only—The
expansion slot is
available only for
legacy.
PCle ARI Whether all 4.2(1) |C125 M5, C225 | Disabled, Enabled, Auto
Support ARI support | and M6, C245 M6, . i . .
ports are later | C225 M8, C245 Dlgab IE?ZThIS option
enabled or MBS, X215¢ M8 15 Lisabled.
disabled. + Enabled—This options
is enabled.
» Auto—PCle ARI
Support is in auto
mode.
PClePLL Whether all 4.1(2) |C220 M7, C240 | 0-255 (Unit is (n/10)%) Note
SSC Percent |PCle PLL SSC |and M7, X210c M7, This is not
ports are later | X410c M7 applicable to
enabled or XE1X0MS.
disabled.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
MRAIDN This option 4.0(2) |C220 M5, C240 | Auto, Disabled, Gen 1, Gen
Link Speed |allows youto |and M5, C220 M6, |2, Gen 3, Gen4,Gen 5
where n restrict the later C225 M6, C220 .
ranges from | maximum M7, C240 M8 Dlsgbled—The .
maximum speed is not
1-2. speed of restricted
MRAID. '
» Enabled—The
maximum speed is
restricted.

Auto—The maximum
speed is set
automatically.

Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

Gen 2—5GT/s is the
maximum speed
allowed.

Gen 3—8GT/s is the
maximum speed
allowed.

Gen 4—16GT/s is the
maximum speed
allowed.

Note
Applicable for M7,
MS servers only.

Gen 5—32GT/s is the
maximum speed
allowed.

Note
Applicable for M7,
MS servers only.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
MRAID n Whether Option | 4.0(2) | C220 M5, C240 | Disabled, Enabled
OptionROM |ROM is and M5, C220 M6, A
where n available on the | later C225 M6, C220 Dlsablgd—l1“ }tle ¢
ranges from | MRAID port. M7, C225 M8, eXp?;nls;lon siotis no
1-2. C240 M8 avatiable.
* Enabled—The
expansion slot is
available. .
PCle Slot This option 4.2(1) [C225 M6, C245 | Auto, Disabled, Gen 1, Gen
MSTOR allows youto |and M6. C245 M8, |2, Gen 3, Gen 4, Gen 5
Link Speed |restrict the later | C225 M8, .
maximum XE1X0MS8 Disabled—The -
maximum speed is not
speed of an tricted
MSTOR restricted.
adapter. * Auto—The maximum

speed is set
automatically.

Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

Gen 2—5GT/s is the
maximum speed
allowed.

Gen 3—8GT/s is the
maximum speed
allowed.

Gen 4—16GT/s is the
maximum speed
allowed.

Gen 5—32GT/s is the
maximum speed
allowed.

Note
Applicable for M8

servers only.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
PCle Slot Whether the 4.2(1) |B200 M5, B480 | Disabled, Enabled
MSTOR server can use |and M5, C220 M5, . .
RAID the Option later | C240 M5, C480 Eg?/[bliidm_toap:i?:ble
OptionROM | ROMs present MS5,C125 M5, v :
in the PCle C220 M6, C240 « Enabled—Option
C245 M6, C220
M7, C240 M7,
C225 M8, C245
M3, C220 M8,
C240 M8,
XE1X0MS
NVME n This option 4.0(2) |C240 M5, C225 | Disabled, Auto, GENT1,
Link Speed |allows youto |and M8, C245 M8 |GEN2, GEN3, GEN4,
where n restrict the later Note GENS
ranges from | maximum NVME 24 Link  Disabled—Maximum
0-6 and 13-24. | speed of an . .
Speed supports speed is not restricted.
NVME card
. . C220 M7 and
installed in the * Auto—The maximum
PCle slot C240 M7 ]
¢ siot. servers, and speed 1s set
X210c M7 automatically.
server.

* Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

* Gen 2—5GT/s is the
maximum speed
allowed

*« Gen 3—8GT/s is the
maximum speed
allowed

* Gen 4—16GT/s is the
maximum speed
allowed

*« Gen 5—32GT/s is the
maximum speed
allowed
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Name Description Supported Attributes
Versions | Platforms Values Dependencies

NVME n This options | 4.0(2) |C220 M5, C240 | Enabled, Disabled
OptionROM | allows you to |and M5, C225 M6, . .
where n control the later C245 M6 Elf?blg?Tgp tion 1s
ranges from | Option ROM ot restricted.
0-6. execution of the » Enabled—Option is

PCle adapter restricted.

connected to

the SSD:NVMe

slot n.
PCleSlot n | Link speed for [4.0(1) |C220 M5, C240 | Disabled, Auto, GEN1,
Link Speed | PClIe Slot and M5, C480 M5, |GEN2, GEN3, GEN4,
where N designated by | later C125 M5, C220 | GEN5S
ranges from 1 |slot n. M6, C240 M6, .
8. €225 M6, C245 GEI\LS 11s tsu}:éported only for
Note M6, C220 M7, | °PEEEs 110D
For C245 M8 C240 M7 (Slots * Disabled—Maximum

4-8), C225 M8, speed is not restricted.

platform, n

ranges from 1
to 8.

C245 M8, C220
MB3(1-3), C240
MB&(1-8),
XE1X0MS (n
ranges 1 to 3)

* Auto—The maximum
speed is set
automatically.

* Gen 1—2GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

* Gen 2—5GT/s is the
maximum speed
allowed

« Gen 3—8GT/s is the
maximum speed
allowed

* Gen 4—16GT/s is the
maximum speed
allowed

* Gen 5—32 GT/s is the
maximum speed
allowed
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LOM and PCle Slots |

speed is not restricted.

* Auto—The maximum
speed is set
automatically.

* Gen 1—2GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

* Gen 2—5GT/s is the
maximum speed
allowed

*« Gen 3—8GT/s is the
maximum speed
allowed

Name Description Supported Attributes
Versions | Platforms Values Dependencies

PCle Slot Whether Option |4.0(2) | C220 M5, C240 | Disabled, Enabled, Legacy
nOptionROM | ROM is and M5, C480 M5, |only, UEFI only
, Wwhere n available on the | later C125 M5, C220 . i
ranges from 1 | port. M6, C240 Mé, Dlsablgd—l1“ }tle ¢
to 8 C220 M7, C240 bl e

M7 (Slots 4-8), '

C245 M8, C220 « Enabled—The

M8 (Slots 1 to expansion slot is

3), C240 M8 available.

(Slots 1-8),

XE1X0MS (n

ranges 1 to 3)
PCle To configure 4.0 (1) |C220 M5, C240 | Disabled, Auto, GEN1,
Slot:LOM link speed for |and M5, C220 M6, | GEN2, GEN3
Link Speed |PCle later | C240 M6, C225 . .

Slot:LOM. M6, C245 M6 Disabled —Maximum
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Front NVME | This option 4.0(4) |C220 M5, C240 |Disabled, Auto, GENI, Note
n Link Speed |allows youto |and M5, C225 M6, | GEN2, GEN3, GEN4, For
where n restrict the later C245 M6, C220 | GENS UCSC-C225-M8N
ranges from 1 | maximum M7, C240 M7 . i - . SKU, the front
to 12. speed of an (Slots 11-24), Dlsacli)l'ed tMa>t<1.mtuI(111 NVMe drive slots
NVME card €225 M8, C245 speec 18 NOLTESHICIEE | (1-10) do not
For C245 M8 |. . .
installed in the M8, C220 M8 o Auto—The maximum |support Gen5
platform, n i ds. The F
ranges from | front PCle slot. (slots 1-16), speed is set speeds. The ront
to 4 C240 MS (slots automatically. NVMe Link Speed
o 1-32), tokens for these
XE1X0MS. (n ° ng 1—2.5GT/s slots cannot be set
ranges from 1 to (glgatragsfers per to Genb. If you
4) second) is the attempt to set
maximum speed these tokens to
allowed. Genb, the system
« Gen 2—5GT/s is the will automatically
maximum speed revert to the
default state Auto.
allowed
* Gen 3—8GT/s is the
maximum speed
allowed
* Gen 4—16GT/s is the
maximum speed
allowed
* Gen 5—32GT/s is the
maximum speed
allowed
Front NVME | This options ~ [4.2(1) |C225 M6, C245 | Enabled, Disabled
n allows youto |and Me6, C220 M7, . i ..
OptionROM | control the later | C240 M7(Slots Dltsabltec.ijgptlon 1S
where n Option ROM 11-24), C245 notrestricted.
ranges from 1 | execution of the M8, C220 M8 + Enabled—Option is
to 24. PCle adapter (slots 1-16), restricted.
connected to C240 MS (slots
Flortfcif 248 the SSD:NVMe 1-32),
prattorm, slot n. XE1XOMS. (n

ranges from 1
to 4.

ranges from 1 to
4)
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
PCle LOM:1 | This option 4.0 (1) | B200 M5, B480 | Enabled, Disabled
and 2Link |allowsyouto |and M5, C220 M5, . .
restrict the | later | C240 M5, C480 E'ib'STgptlon 1s
maximum M35, S3260 M5 ot restricted.
speed of an » Enabled—Option is
adapter card restricted.
installed in
PCleslot 1 and
2.
Slot Mezz This option 4.0 (1) | B200 M5, B480 | Disabled, Enabled, Legacy
State allows youto |and M5, C220 M5, | only, UEFI only
configure the |later C240 M5, C480 .
Mezz state for MS, S3260 M5 Disabled—The
expansion slot is not
PCle slot. .
available.
» Enabled—The
expansion slot is
available.

* UEFI only—The
expansion slot is
available only for
UEFL

* Legacy only—The
expansion slot is
available only for
legacy.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies

PCle This option 4.0 (1) | C220 M5, C240 | Auto, Disabled, Gen 1, Gen
Slot:MLOM |allows youto |and M5, C220 M6, |2, Gen 3, Gen 4, Gen 5
Link Speed | restrict the later | C240 M6, C225 .

maximum M6, C245 M6, D'ga,b'ed_Thed ot

speed of an C220 M7, C240 ?;:;112221 speed 1S o

MLOM M7, C225 M8, ’

adapter. C245 Mg, C220 » Auto—The maximum

Mg, C240 M8 speed is set

automatically.

Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

Gen 2—5GT/s is the
maximum speed
allowed.

Gen 3—8GT/s is the
maximum speed
allowed.

Gen 4—16GT/s is the
maximum speed
allowed.

Gen 5—32GT/s is the
maximum speed
allowed.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
PCle Whether Option | 4.0 (1) | C220 M5, C240 | Disabled, Enabled, Legacy
Slot:MLOM |ROM is and M5, C220 M6, |only, UEFI only
OptionROM | available on the | later C240 M6, C225 .
MLOM port. M6, C245 M6, D"ﬁb'?’d_lT 1:‘? t
€220 M7, C240 expinlsjllon slot is no
M7, C225 M8, avartable.
C245 M8, C220 « Enabled—The
M8, C240 M8 expansion slot is
available.

* UEFI only—The
expansion slot is
available only for
UEFI.

 Legacy only—The
expansion slot is
available only for
legacy.
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Description

Supported Attributes

Versions | Platforms

Values

Dependencies

MRAID Link
Speed

This option
allows you to
restrict the
maximum
speed of
MRAID.

4.0(2)
and
later

C220 M5, C240
M5, C220 M6,
C225 M6, C220
M7, C225 M8,
C220 M8

Auto, Disabled, Gen 1, Gen
2, Gen 3, Gen 4, Gen 5

* Disabled—The
maximum speed is not
restricted.

Auto—The maximum
speed is set
automatically.

Gen 1—2.5GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

Gen 2—5GT/s is the
maximum speed
allowed.

Gen 3—8GT/s is the
maximum speed
allowed.

Gen 4—16GT/s is the
maximum speed
allowed.

Gen 5—32GT/s is the
maximum speed
allowed.

PCle
Slot:MRAID
OptionROM

Whether Option
ROM is
available on the
MLOM port.

4.0(2)
and
later

C220 M5, C240
M5, C220 M6,
C225 M6, C220
M7, C220 M8

Disabled, Enabled, Legacy
only, UEFI only

* Disabled—The
expansion slot is not
available.

» Enabled—The
expansion slot is
available.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
RAID Link | This option 4.0 (1) | C480 M5 Disabled, Auto, GEN1,
Speed allows youto |[and GEN2, GEN3
restr.lct the later . Disabled—Maximum
maximum speed is not restricted
speed of RAID. p '

* Auto—The maximum
speed is set
automatically.

* Gen 1—2GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

* Gen 2—5GT/s is the
maximum speed
allowed

* Gen 3—8GT/s is the
maximum speed
allowed

PCle Slot Whether Option | 4.0 (1) | C480 M5 Enabled, Disabled
RAID ROM is and . .
OptionROM | available on the | later leabltGQTgptlon 1S
RAID slof or not restricted.
not. » Enabled—Option is
restricted.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Rear NVME | This option 4.0(4) |C240 M5, C240 | Auto, Disabled, Gen 1, Gen
nLink Speed, |allows you to |and M6, C245 M6, |2, Gen 3, Gen4,Gen 5
where n restrict the later C220 M7, C240 .
ranges from 1 | maximum M7, C245 M8, rl:r)llasai?llle?n_sT::d is ot
to 4. speed of rear C240 M8 resi(rictz d P
NVME. Note '
NVME 4 Link ¢ Auto—The maximum
Speed supports speed 15 set
C240 M7 automatically.
servers, X210c . Gen 1-—2.5GT/s
M7, and C240 (gigatransfers per
M8 server. second) is the
maximum speed
allowed.

e Gen 2—5GT/s is the
maximum speed
allowed.

» Gen 3—8GT/s is the
maximum speed
allowed.

* Gen 4—16GT/s is the
maximum speed
allowed.

* Gen 5—32GT/s is the
maximum speed
allowed.

Rear NVME | Whether Option |4.0(4) | C240 M5, C480 | Enabled, Disabled

n ROM is and M5, C240 M6, . ..
OptionROM, | available on the | later C245 Mo, C220 E;f??slz?cggpuon 18
where n rear NVME or M7, C240 M7, )

ranges from 1 |not. C245 M8, C240 « Enabled—Option is

to 4.

M8

restricted.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
PCle This option 4.0(4) |C240 M5, C480 |Disabled, Auto, GENI,
Slot:Riser allows youto |and M5, C240 M6 | GEN2, GEN3
Link Speed n, restr.lct the later  Disabled—Maximum
whereniis 1| maximum speed is not restricted
and 2. speed of Riser. p '

* Auto—The maximum
speed is set
automatically.

* Gen 1—2GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

e Gen 2—5GT/s is the
maximum speed
allowed

* Gen 3—8GT/s is the
maximum speed
allowed

PCle This option 4.0(2) |C220 M5, C240 |Disabled, Auto, GEN1,
Slot:Riser allows youto |and M5, C480 M5, | GEN2, GEN3

nSlotx Link restr.lct the later C125 M5  Disabled—Maximum
Speed, where | maximum speed is not restricted
nisland2 |speed of Riser P '

and X is from
1to6.

in the X slot .

* Auto—The maximum
speed is set
automatically.

* Gen 1—2GT/s
(gigatransfers per
second) is the
maximum speed
allowed.

« Gen 2—5GT/s is the
maximum speed
allowed

» Gen 3—8GT/s is the
maximum speed
allowed
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
PCle Whether Option |4.0(2) |C220 M5, C240 | Disabled, Enabled, Legacy
Slot:SAS ROM is and M5, C480 M5, |only, UEFI only
OptionROM | available on later C125 M5 . Disabled—The
SAS slot or not. ) .

expansion slot is not

available.

» Enabled—The
expansion slot is
available.

* UEFI only—The
expansion slot is
available only for
UEFL

» Legacy only—The
expansion slot is
available only for
legacy.

PCle This option 4.0(2) |C220 M5, C240 | Disabled, Auto, GEN1,
Sot:FrontSSD | allows you to | and MS5, C480 M5, | GEN2, GEN3
nLink Speed, |restrict the later S3260 M5, C125 . .
where nis 1 | maximum MS, €220 M6, D'ﬁf'iedn_tl\fa’t‘rlimtugl
and 2. speed of Front C240 M6, €225 speec 15 NOt restricted.
SSD. Me, C245 Me, * Auto—The maximum

C220 M7, C240 speed is set

M7, C225 M8, automatically.

C245 M8

* Gen 1—2GT/s

(gigatransfers per
second) is the
maximum speed
allowed.

* Gen 2—5GT/s is the
maximum speed
allowed

* Gen 3—8GT/s is the
maximum speed
allowed
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
SingleRoot | Controls the 4.3(4b) | C125 M5, C225 | Enabled, Disabled
1/0 Single Root I/0 | and M6, C245 M6,
Virtualization | Virtualization. |later C225 M8, C245
(SR-10V) SR-IOV allows Mg, X215¢ M8
Support a device, such
as a network
adapter, to
separate access
to its resources
among various
PCle hardware
functions.
Re-Size BAR | Allows to 4.3(4b) | C220 M7, C240 | Enabled, Disabled
Support enable or and M7, X210 M7, Note
disable later | X410 M7, C225 | g 4o i1t it is Enabled for
Re-sizable MBS, C245 M8, AMD bplatf d
platforms an
BAR support X215¢ M8, Disabled for Intel
setup item. C220 M8, C240 platforms.
M8, X210c M8,
X410c M8,
XE1X0MS
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Main
* Main, on page 563

Main

The following table lists the main BIOS settings that you can configure through a BIOS policy or the default
BIOS settings:

Name Description Supported Attributes
Versions | Platforms Values Dependencies
PCle Slots |PClIe Slots Consistent | 4.0(2) |C240 M5, C220 M6, |Enabled, Consistent
CDN Device Naming (CDN) |and C240 M6, C225 M6, |Disabled Device
Control control allows PCle slots | later | C245 M6, C220 M7, - .| Naming is
where, to be named in a C240 M7, C225 M8, D:‘nichI—Qjm same as CDN
CDN refers | consistent manner. This C245 M8, X215¢ M8, S no‘t Control in the
o makes PCle slot names €220 M8, C240 M8, restricted. | g
Consistent | more uniform, easy to XE1X0MS + Brebdel—Qpin | Manager.
Device identify, and persistent is restricted.
Naming when the configuration
changes are made.
Consistent | PCle Slots Consistent  |4.0(2) |B200 M5, B480 M5, |Enabled, Consistent
Device Device Naming (CDN) |and C220 M5, C240 M5, | Disabled Device
Naming control allows PCle slots | later | C480 M5, C125 M5, A .| Naming is
(CDN) to be named in a S3260 M5, B200 M6, Dside:l—qxn same as CDN
Control consistent manner. This C220 M6, C240 M6, 8 no.t Control in the
makes PCle slot names C225 M6, C245 M6, restricted. 1 jegm
more uniform, easy to X210c M6, C220 M7, « Erebdel—Qpion | Manager.
identify, and persistent C240 M7, X210c M7, is restricted.
when the configuration X410c M7, C225 M8,
changes are made. C245 M8, X215¢ M8,
C220 M8, C240 M8,
X210c M8, X410c M8,
XE1X0MS8
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CHAPTER 7

Memory

* Memory, on page 565

Memory

The following table lists the memory BIOS settings that you can configure through a BIOS policy or the
default BIOS settings:

Name Description | Supported Attributes
Versions Platforms Values Dependencies

ACPI Enables or |4.3(5b) and | C220 M7, Disabled, Enabled It is
SRAT disables the |later C240 M7, . . recommended
Special ACPI SRAT X210¢ M7, ) Blizgll:g—optlons are to leave this
Purpose SP Memory X410c M7, ' setting in the
Memory flag when C220 M8, « Enabled—Options are default state
Flag the UEFI C240 M8, enabled. of Enabled.

Memory X210c M8,

Map Special X410c M8,

Purpose Flag XE1X0MS

is enabled.
UEFI Changing |4.3(5b) and | C220 M7, Disabled, Enabled Itis
Memory the UEFI later C240 M7, « Disabled—Options are recommensled
Map Memory X210¢ M7, Disabled to leave this
Special Map Special X410¢ M7, ' setting in the
Purpose knob C220 M8, « Enabled—Options are default state
Memory settings C240 M8, enabled. of Enabled.
Flag impacts X210c M8,

CXL cards X410¢c M8,

on certain XE1X0MS

operating

systems.
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. Memory

Name Description | Supported Attributes

Versions Platforms Values Dependencies

Enhanced |Enables 4.0 (1) and |B200 M5, Disabled, Enabled, Auto Itis
Memory enhanced later B480 M5, . . recommended
Test memory €220 M5, ) gui:ftt:ll:g—omons are to leave this
tests during C240 M5, ' setting in the
the system C480 M5, « Enabled—Options are default state
boot and S3260 M5, enabled. of Auto.
increases the B200 M6,
boot time C220 M6, » Auto—Option is in auto mode.
based on the C240 Mo,
memory. X210c
M6,C220
M7, C240
M7, X210c
M7, X410c
M7, C225
M8, C245
M8, X215
M3, C220
M3, C240
M8, X210c
M8, X410c
M8,
XE1X0MS
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
BME DMA | Allows you |4.0 (1), B200 M5, Enabled, Disabled
Mitigation :ﬁed;s étl)le 3883: 2;38 ﬁg: . Disabled—Option is not
BMEbitto |4.1(1),  |C240 M5, restricted.
mitigate the |4.2(1), C480 M5, + Enabled—Option is restricted.
threat from |4.3(4b). S3260
an 4.3(5a) M5,B200
unauthorized M6, C220
external Me, C240
DMA M6, X210c
M6,C225
Me6, C245
M6,C220
M7, C240
M7, X210c
M7, X410c
M7, C225
M8, C245
M8, X215¢
M8, C220
M8, C240
M8, X210c
M8, X410c
MBS,
XE1X0MS
Burst and |Allowsthe |[4.0(1)and |C225 M6, Enabled, Disabled
Postponed | memo later C245 M6, . .
Refresh controlii]er to C245 M8, : Dlsabled—Op tion is not
defer the €225 M, restricted.
refresh X215¢ M8 » Enabled—Option is restricted.
cycles when
the memory
is active and
accomplishes
the refresh
within a
specified
window.
The deferred
refresh
cycles may
runin a
burst of
several
refresh
cycles.
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
CPU SMEE | Whether the {4.0(2) and |C125 M5, Disabled, Enabled, Auto
processor | later C225 M6, oD e
uses the C245 Me, gizzgzg Options are
Secure C225 M8, ’
Memory (€245 M8, + Enabled—Options are enabled.
Encryption X215¢c M8
Enable * Auto—Option is in auto mode.
(SMEE)
function,
which
provides
memory
encryption
support.
IOMMU Input Output | 4.0(2) and | C125 M5, Disabled, Enabled, Auto
Memory later 225 Ms, * Disabled—Options are
Management C245 M6, Disabled
Unit(IOMMU) C225 M8, '
allows AMD €245 M8 » Enabled—Options are enabled.
processors to X215¢ M8
map virtual » Auto—Option is in auto mode.
addresses to
physical Note
addresses. To disable IOMMU, the system
must be configured with L ocal
APIC Modeset to XAPIC.
Bank Determines |4.0 (1) and |C125 M5, Disabled, Enabled, Auto
Group how’ later €225 M6, * Disabled—Options are
Swap physical C245 M6, Disabled
addresses C245 M8, ’
are assigned €225 M8, * Enabled—Options are enabled.
to X215¢ M8
applications. » Auto—Option is in auto mode.
Chipset Whether 42(1)and |C125 M5, Disabled, Enabled, Auto
Interleave |memory later C225 M6, . .
blocks €245 M, giszgeg—Optlons are
across the C245 M8, sabled.
DRAM chip €225 M3, » Enabled—Options are enabled.
selects for X215¢c M8
node 0 are * Auto—Option is in auto mode.
interleaved.

Note
Enabled option is available for M8
servers only.
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
DRAM The value | 4.3(4a) and | C245 M6, Disabled, 1 hour, 4 hours, 6 hours,
Scrub Time | that later C225 M6, 8 hours, 12 hours, 16 hours, 24
represents C245 M8, hours, 48 hours, Auto
the number C225 M8, Note
of hours to X215¢ M8 12 hours option is available for M8
3511:’01 ‘:)ethe servers only.
memory.
SNP This option |4.2(1) and |C225 M6, Disabled, Enabled, Auto, Custom
Memory selects' the |later C245 Mo, « Disabled—Options are
Coverage |operating C245 M8, Disabled
mode of the C225 M8, ’
Secured X215¢ M8 » Enabled—Options are enabled.
Nested
Paging * Auto—Option is in auto mode.
(SNP) » Custom—Options are
Memory and customized.
the reverse
Map Table
(RMP). The
RMP is used
to ensure a
one-to-one
mapping
between
system
physical
addresses
and guest
physical
addresses.
SNP Allows you |4.2(1), C225 M6, 0 - 1048576, with 8192 as the
Memory to configure |4.3(4b), C245 M6, default.
Sizeto SNP 4.3(5a) C225 M8,
Cover in memory C245 M8,
MiB size. X215¢ M8
MMIO Selects the [4.3(3c) and | X410c M7, |1G, 4G, 16G, 32G, 64G, 256G,
High allocation | later X210c M7, |1024G, Auto
Granularity | size that is C220 M7, Note
Size usgd to €240 M7, Auto and 32G option is applicable
assigh €220 M8, to M8 intel platforms only.
memoryETapped C240 M8,
/O (MMIO) X210c M8, |For XE1XO0MS, the default value
resources. X410c M8, |is 1024G.
XE1X0MS
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
MMIO The base 4.3(3c) and | X410c M7, 512G, 1T, 2T, 4T, 16T, 24T, 30T,
High Base |memory size |later X210c M7, |32T, 40T, 56T, 60T, Auto
according to C220 M7, . . .
meneiiss|(com, | onien bl
mapping for C220 M8, P Y
the I/O C240 M8, * 30T and 60T options are
(MMIO X210c M8, supported for XE1X0MS only.
resources) X410c M8,
XE1X0MS
NUMA Allows you |4.2(1)and |C225 M6, Auto, NPS0O, NPS1, NPS2, NPS4
Nodesper |to configure |later C245 M6,
Socket the number €225 M8, iiigt_zm NUMA node per
of NUMA C245 M8, ’
(Non-Uniform X215¢ M8 * NPS1—One NUMA node per
Memory socket.
Access)
nodes per * NPS2—Two NUMA nodes per
CPU socket. socket.
* NPS4—Four NUMA nodes
per socket.
* Auto—Number of channels are
set to auto.
Memory Determines |4.0(2) and |C125 M5, Auto, Channel, Die, none, Socket,
Interleaving | the memory |later C225 M6, Disabled, Enabled
blocks to be C245 M6, . .
. * Avaialble options for
interleaved. (225 M8, M5:Auto, Channel, Die, none
It also C245 M8, S k ‘ ’ T ’
determines X215¢ M8 ocKe
the starting * Avaialble options for
address of M6:Auto, Disabled
the
interleave * Avaialble options for
(bit 8,9, 10 MS:Auto, Enabled, Disabled
or 11).

. Cisco UCS Server BIOS Tokens in Intersight Managed Mode




| Memory

Memory .

Name Description | Supported Attributes
Versions Platforms Values Dependencies
Memory Determines |4.0(2) and |C125 MS5, 1 KB, 2 KB, 4KB, 256 Bytes, 512
Interleaving | the size of | later C225 M6, Bytes, Auto
Size the memory C245 M6
blocks to be Note L .
. 4KB option is available for M6
interleaved.
server only.
It also
determines
the starting
address of
the
interleave
(bit 8,9, 10
or 11).
SEV-SNP | Allows you [4.2(1)and |C225 M6, Disabled, Enabled, Auto
Support to enable the | later C245 Mo, « Disabled—Options are
Secure C225 M8, Disabled
Nested C245 M8, ’
Paging X215¢ M8 + Enabled—Options are enabled.
feature.
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
CR QoS Prevents 4.1(2) and |B200 M5, Disabled, Recipe 1, Recipe 2,
DRAM and |later B480 M5, Recipe 3, Mode 0, Mode 1, Mode
overall C220 M5, 2
(si}rlzt;rlrrll ]‘31? gigg ﬁg: * Disabled—Feature disabled.
presence of S3260 M5, « Recipe 1—6 modules, 4
concurrent B200 Me, modules per socket optimized
DCPMM C220 Mo,
BW C240 M6, * Recipe 2—2 modules per
saturating X210c M6 socket optimized
th{e'flds, with * Recipe 3—1 module per
mlmmal socket optimized
1mpact to
homogenous * Mode 0 - Disable the PMem
DDRT-only QoS Feature
usages,
Good for * Mode 1 - M2M QoS.
multi-tenant Enable;CHA QoS Disable
Use Cascs, * Mode 2 - M2M QoS Enable;
VMs, and so CHA QoS Enable
on. Targeted
for App Note
Direct, but Mode 0, Mode 1, Mode 2 options
?150 are applicable for M6 servers only.
improves
memory
mode.
Targets the
“worst-case”
degradations.
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
CR FastGo |CR FastGo [4.1(2)and |B200 M5, Auto, Option 1—S5, Enable
Config Config later B480 M5, Optimization, Disable Optimization
improves C220 M5, Note
DDRT €240 M5, Enable Optimization, Disable
non-temporal C480 M5, Optimizati . .
. ptimization options are available
write 83260 M5, for M6 servers only.
bandwidth B200 Mo,
when C220 Mé,
FastGO is C240 Mo,
disabled. X210c M6
When
FastGO is
enabled, it
gives a faster
flow of NT
writes into
the uncore,
When
FastGO is
disabled, it
lessens NT
writes
queueing up
in the CPU
uncore,
thereby
improving
sequentially
at DCPMM,
resulting in
improved
bandwidth.
DCPMM To configure [ 4.0 (1) and | B480 M5, Disabled, Enabled
Firmware |DCPMM later C220 M5, . .
. * Disabled—Options are
Downgrade | Firmware C240 M5, Disabled
Downgrade. C480 '
M5,S3260 » Enabled—Options are enabled.
M5, B200
M6, C220
M6, C240
M6, X210c
M6
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
Memory To configure | 4.0 (1) and | B200 MS5, Auto, 1x Refresh, 2x Refresh, 3x, | Note
Refresh the refresh | later B480 M5, 4x Not
Rate interval rate C220 M5, applicable
for internal Co40MS, | i et for M. | PO
memory. C480 M5, 1\/)[(7 1i/{rges is the default for M5, XEIXOMS.
, servers.
S3260
M5,B200 2x Refresh is the default for AMD
M6, C220 M6 servers.
M6, C240
M6, X210c
Mé6, C225
M6, C245
M6, C220
M7, C240
M7, X210c
M7, X410c
M7, C225
M8, C245
M8, X215¢
M8
DRAM SW | To configure | 4.0 (1) and |C125 M5 Disabled, Enabled
Therm?" DRAM SW | later * Disabled—Options are
Throttling |thermal .
. Disabled.
throttling.
* Enabled—Options are enabled.
eADR Extended 4.2(1)and |B200 M6, Disabled, Enabled, Auto
Support asynchronous | later C220 Mo, . .
DRAM €240 Ms, . gizzgzg—Optlons are
refresh X210c )
(eADR) M6,C220 + Enabled—Options are enabled.
ensures that M7, C240
CPU caches M7, X210c * Auto—Option is in auto mode.
lines with M7, X410c
data are M7
flushed at
the right
time and in
the desired
order and are
also
included in
the power
fail
protected
domain.
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
Memory Allowsto |4.2(1)and |C220 M6, Disabled, Enabled
Bandwidth |boost the later C240 M6, . .
* Disabled—Options are

Boost memory B200 M6, Disabled

bandwidth. X210c M6 '

* Enabled—Options are enabled.

Memory Limits the |4.0(2) and |B200 MS5, 0- 65535 with a step size of 1
SizeLimit |capacity in |later B480 M5,
in GB Partial C220 M5,

Memory C240 M5,

Mirror Mode C480 M5,

up to 50 S3260 M5,

percent of B200 M6,

the total C220 Mo,

memory C240 M6,

capacity. X210c Me,

The memory C220 M7,

size can C240 M7,

range from 0 X210c M7,

GB to 65535 X410c M7,

GB in C220 M8,

increments C240 M8,

of 1 GB. X210c M8,

X410c M8,
XE1X0MS
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Name Description | Supported Attributes
Versions Platforms Values Dependencies

Memory Providesa [4.0(1)and |B200 M5, CLTT with PECI, Disabled This token is
Thermal protective | later B480 M5, . . not supported
Throttling | mechanism €220 M5, ) g;zzgzg—omons are on C125 M5
Mode to ensure the C240 M5, ’ servers.

memory C480 M5, * CLTT with PECI—Closed

temperature S3260 M5, Loop Thermal Throttling

is within the B200 M6, (CLTT) with Platform

limits. When C220 M6, Environment Control Interface

the C240 M6, (PECI).

temperature X210c M6,

exceeds the C220 M7,

maximum C240 M7,

threshold X210c M7,

value, the X410c M7,

memory C220 M8,

access rate is C240 M8,

reduced and X210¢c M8,

Baseboard XE1X0MS

Management

Controllerf

(BMC)

adjusts the

fan to cool

down the

memory to

avoid

DIMM

damage due

to overheat
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
NUMA Whether the [ 4.0 (1) and |B200 M5, Enabled, Disabled
Optimized | BIOS later B480 M5, * Disabled—The BIOS does not
supports C220 M5, support NUMA
NUMA. C240 M5, ’
C480 M5, + Enabled—The BIOS includes
S3260 M5, the ACPI tables that are
B200 Me, required for NUMA-aware
C220 Me, operating systems. If you
C240 M6, enable this option, the system
X210c M6, must disable Inter-Socket
C220 M7, Memory interleaving on some
C240 M7, platforms.
X210c M7,
X410c M7,
C220 M8,
C240 M8,
X210c M8,
X410c M8,
XE1X0M8
NVM enables 4.0(2) and |B200 M5, BW Optimized, Latency
Performance | efficient later B480 M5, Optimized, Balanced Profile
Setting Z;l?i(t)rragl(?r?e 854218 ﬁg’ * BW Optimized—Optimized
’ for DDR and DDRT BW. This
between C480 M5, . .
DDR and $3260 M5, is the default option.
DDRT B200 M6, * Latency Optimized—Better
transactions €220 Mo, DDR latency in the presence
on the DDR C240 Me, of DDRT BW. Available for
channel to X210c M6 M35 servers on]y.
optimize
channel BW * Balanced Profile—Optimized
and DRAM for Memory mode.
latency.
Operation | This option [4.2(1)and |B200 M5, Test-Only, Test and Repair
Mode allows you | later B480 M35,
to configure C220 M5,
Operation C240 M5,
Mode. C480 M5,
S3260 M5
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
Panicand |Controls the [4.2(1) and |B200 M5, High, L ow Itis
High delayed later B480 M5, . recommended
Watermark | refresh C220 M5, ?1g1111—T1;etmemory§0ntr()tller to leave this
capability of C240 M5, s arowedto ppstpo cuploa setting in the
maximum of eight refresh
the memory C480 M5, mmands. The mem default state
controller. S3260 M5, commands. Zhe memory (Low) which
controller executes all the .
B200 Me, s will help to
postponed refreshes within the
C220 Mé, . . reduce
refresh interval. For the ninth o
C240 M6, susceptibility
X210¢ M6 refresh command, the refresh to
caon | oyt el
C240 M7, v bauses !¢ attacks.
X210c M7 normal memory transactions
’ until all the postponed refresh | Note
X410c M7 .
commands are executed. This is not
applicable to
* Low—The memory controller | v 1 xoMmS.

is not allowed to postpone
refresh commands.

Note

It is recommended to leave
this setting in the default state
(Low) which will help to
reduce susceptibility to
Rowhammer-style attacks.
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
Partial Partial cache | 4.2(1) and | B200 M6, Disabled, Enabled
CachelLine |line sparing |later C240 M6, Note
Sparing (PCLS) isgn €220 M6, For M7 servers, Disabled is the
emor—gevgmon X210c M, default value.
mechanism C220 M7,
in memory C240 M7, T e
controllers. X210c M7, gi:zgzg Options are
PCLS X410c M7 '
statically * Enabled—Options are enabled.

encodes the
locations of
the faulty
nibbles of
bits into a
sparing
directory
along with
the
corresponding
data content
for
replacement
during
memory
accesses.
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Name Description | Supported Attributes
Versions | Platforms Values Dependencies
Partial enables you |[4.1(1) and |B200 M5, Disabled, Percentage, Value in GB
M emory to.partially later B480 M5, + Disabled—Options are
Mirror mirror by C220 M5, Disabled
Mode GBorbya C240 M5, '
percentage C480 M5, * Percentage—The amount of
of the S3260 M5, memory to be mirrored in the
memory B200 M6, Partial Memory Mode is
capacity. C220 M6, defined as a percentage of the
Depending C240 M6, total memory.
on the X210c M6,
option C220 M7, ¢ Value in GB—The amount of
selected C240 M7, memory to be mirrored in the
here, you X210c M7, Partial Memory Mode is
can define X410c M7, defined in GB.
either a C220 Mg, Note
partial €240 M8, Partial Memory Mirror Mode
mirror X210c M8, is mutually exclusive to
percentage X410c M8 standard Mirroring Mode.
or a partial . .
mirror Partial Mirrors 1-4 can be
capacity in used in any number or
GB in configuration, provided they
available do not exceed the capacity
fields. You limit set in GB or Percentage
can partially in the related options.
mirror up to
50 percent of Note
the memory Value in GB option is not
capacity. applicable for M8 platforms.
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
Partial Limits the [4.1(1) and |B200 M5, 5.00 - 40.00 with a step size of 0.01 | Note
Mirror amount of | later B480 M5, Applicable
Percentage |available C220 M5, only when
memory to C240 M5, partial
be mirrored C480 mirror mode
asa MS5,S3260 issettoa
percentage M5, B200 value in GB.
of the total M6, C220
memory. M6, C240 e In
This can M6, X210c Memory
range from Meé, C220 RAS
0.000.01 % M7, C240 Confiysein,
t0 50.00 % M7, X210c select
in M7, X410c Partial
increments M7, C220 Mirror
0f 0.01 %. M8, C240 Mode
M8, X210c 1LM
M8, X410c .
MS, « Partial
XEIX0MS Memory
Mirror
Mode
anfigrion
should
be set to
Rraiage
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
Partial Limits the |4.1(1) and |B200 M5, 0- 65535 with a step size of 1 Note
Mirrorn amount of | later B480 M5, Applicable
Sizein GB, |memory in C220 M5, only when
where n Partial C240 M5, partial
ranges from | Mirrorn in C480 M5, mirror mode
1to4. GB. This S3260 M5, is set to a
can range B200 M6, value in GB.
from 0 GB C220 M6,
to 65535 GB C240 M6, When n=2:
in X210c M6, e In
increments C220 M7, Memory
of 1 GB. C240 M7,
X210c M7, RAS .
X410c M7 Conlyein
select
Partial
Mirror
Mode
1LM
* Partial
Memory
Mirror
Mode
anfigrtin
should
be set to
Rrariae
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
PCleRAS | Whether the |4.0 (1) and | B200 M5, Disabled, Enabled
Support PCIe. RAS |later B480 M5, « Disabled—This option is
port is C220 M5, Disabled
enabled or C240 M5, ’
disabled. C480 M5, * Enabled—This option is
S3260 M5, enabled.
B200 Mo,
C220 Mo,
C240 Mo,
X210c
M6,C220
M7, C240
M7, X210c
M7, X410c
M7, C220
M8, C240
M8, X210c
M8, X410c
M8,
XE1X0MS
Post Post 4.2(1)and |C225 M6, Disabled, Hard PPR
Packgge Packgge later (245 M6, * Disabled—This option is
Repair Repair C225 M8, Disabled
(PPR) C245 M8, '
provides the X215¢ M8 « Hard PPR—This results in a
ability to permanent remapping of
repair faulty damaged storage cells.
memory
cells by
replacing
them with
spare cells.
Runtime | Enables the |4.3(4b) and | C225 M8, Disabled, Enabled
Post soft later C245 M8,
Package post-package X215¢ M8,
Repair repairs of the C220 M8,
corrected C240 M8,
memory X210c M8,
errors during X410c M8,
OS runtime. XE1X0MS
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
Memory How the 4.0 (1) and |B200 M5,
RAS memory later B480 M5,
Configuration | reliability, C220 M5,
availability, C240 M5,
and C480 M5,
serviceability S3260
(RAS) is M5,B200
configured Mé, C220
for the Me, C240
server. M6, X210c
M6,C220
M7, C240
M7, X210c
M7, X410c
M7, C220
M8, C240
M8, X210c
M8, X410c
M8,
XE1X0MS
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Description

Supported Attributes

Versions

Platforms

Values

Dependencies

Maximum Performance, Mirroring,
Lockstep, Mirror Mode 1LM,
Partial Mirror Mode 1LM, Sparing,
ADDDC Sparing

* Maximum
Performance—Optimizes the
system performance and
disables all the advanced RAS
features.

Mirroring—System reliability
is optimized by using half the
system memory as backup.
This mode is used for UCS M4
and lower blade servers

Lockstep—If the DIMM pairs
in the server have an identical
type, size, and organization
and are populated across the
SMI channels, you can enable
lockstep mode to minimize
memory access latency and
provide better performance.
Lockstep is enabled by default
for B440 servers.

Mirror Mode 1LM—Mirror
Mode 1LM will set the entire
1LM memory in the system to
be mirrored, consequently
reducing the memory capacity
by half. This mode is used for
UCS M5 and M6 blade
servers.

Partial Mirror Mode
ILM—Partial Mirror Mode
1LM will set a part of the 1LM
memory in the system to be
mirrored, consequently
reducing the memory capacity
by half. This mode is used for
UCS M5 and M6 blade

SETVErs.

Sparing—System reliability is
optimized by holding memory
in reserve so that it can be used
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
in case other DIMMs fail. This
mode provides some memory
redundancy, but does not
provide as much redundancy
as mirroring.

* ADDDC Sparing—System
reliability is optimized by
holding memory in reserve so
that it can be used in case other
DIMMs fail. This mode
provides some memory
redundancy, but does not
provide as much redundancy
as mirroring.

Select PPR | Post 4.1(1)and |B200 M35, Disabled, Hard PPR
Type Packgge later B480 M, * Disabled—Options are
Repair C220 M5, Disabled
(PPR) C240 M5, '
provides the C480 M5, » Hard PPR—This results in a
ability to S3260 M5, permanent remapping of
repair faulty B200 M6, damaged storage cells.
memory C220 M6,
cells by C240 M6,
replacing X210c
them with M6,C220
spare cells. M7, C240
M7, X210c
M7, X410c
M7, C220
M8, C240
M8, X210c
M8, X410c
M8,
XE1X0MS
Secured Enables 4.2(1)and |C125 M5, 253 ASIDs, 509 ASIDs, Auto
Encrypted |running later C225 M6,
Virtualization | encrypted C245 M6, " 253 ASIDs
virtual C225 M8, * 509 ASIDs
machines C245 M8,
(VMs) in X215¢ M8 * Auto
which the Note
code and It is recommended to leave
data of the this setting in the default state
VM are of Auto to mitigate
isolated.

Rowhammer-style attacks.
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Name Description | Supported Attributes
Versions Platforms Values Dependencies
SMEE Whether the |4.0(4) and | C125 M5, Disabled, Enabled, Auto
processor | later C225 M6, oD o ..
uses the C245 Mo, gi;‘g}zg This option is
Secure C225 M8, ’
Memory C245 M3, * Enabled—This option is
Encryption X215¢ M8 enabled.
Enable
(SMEE) » Auto—This option is set to
function, auto mode.
which
provides Note
memory Auto is the default for M6 and M8
encryption servers.
support.
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Name Description | Supported Attributes
Versions Platforms Values Dependencies

Snoopy 4.0 (1) and |B200 M5, Disabled, Enabled
Mode for later B480 M5, . . .
oL M €220 M5, gizzl;izg—Tms option is

C240 M5, '

C480 M5, + Enabled—This option is

S3260 enabled.

M5,B200

M6, C220

M6, C240

M6, X210c

M6
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Name Description | Supported Attributes

Versions Platforms Values Dependencies

Enables
snoop-mode
for DCPMM
accesses
while
maintaining
directory on
all DRAM
accesses.
Snoops
maintain
cache
coherence
between
sockets.
Directory
reduces
snoops by
keeping the
remote node
information
locally (in
memory).
Directory
lookups and
updates add
memory
traffic

Directory is
a good
tradeoff for
DRAM, but
not
necessarily
for
DCPMM.
For
non-NUMA
workloads,
when the
feature is
enabled,
directory
updates to
DCPMM are
eliminated,
thereby
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Description

Supported Attributes

Versions Platforms

Values

Dependencies

helping
DDRT
bandwidth
bound
workloads.
The
directory is
disabled for
far memory
accesses and
instead
snoops
remote
sockets to
check for
ownership.
Directory is
used only
for DRAM
(near
memory).
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Description

Supported Attributes

Versions Platforms

Values

Dependencies

Snoopy
Mode for
AD

4.0 (1) and | AB200 M5,
later B480 M5,
C220 M5,
C240 M5,
C480 M5,
S3260
M5,B200
M6, C220
M6, C240
M6, X210c
M6

Disabled, Enabled

* Disabled—This option is
Disabled.

* Enabled—This option is
enabled.
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Description

Supported Attributes

Versions

Platforms

Values

Dependencies

Enables
snoop-mode
for DCPMM
accesses
while
maintaining
directory on
all DRAM
accesses.
Snoops
maintain
cache
coherence
between
sockets.
Directory
reduces
snoops by
keeping the
remote node
information
locally (in
memory).
Directory
lookups and
updates add
memory
traffic.

Directory is
a good
tradeoff for
DRAM, but
not
necessarily
for
DCPMM.
For
non-NUMA
workloads,
when the
feature is
enabled,
directory
updates to
DCPMM are
eliminated,
thereby
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Description

Supported Attributes

Versions

Platforms

Values

Dependencies

helping
DDRT
bandwidth
bound
workloads.
The
directory is
disabled for
accesses to
AD and
instead
snoops
remote
sockets to
check for
ownership.
Directory is
used only
for DRAM
accesses.

Transparent
Secure
Memory
Encryption

Provides
transparent
hardware
memory
encryption
of all data
stored on
system
memory.

4.1(3) and
later

C125 M5,
€225 M6,
€245 M6,
€225 M8,
245 M8,
X215¢ M8

Disabled, Enabled, Auto

* Disabled—This option is
Disabled.

» Auto—This option is set to
auto mode.
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Name Description | Supported Attributes
Versions Platforms Values Dependencies

UMA As the name | 4.2(1) and | C220 M6, Disable-All-2All,

implies, later C240 Meé, Hemisphere-2-clusters,

UMA based B200 M6, Quadrant-4-clusters

clustering is X210c M6,

the cooMm7, | Note

suggested €240 M7: For M7 servers, the default value

clustering X210c M7, is Quadrant-4-clusters.

mode when X410¢c M7, N

ote

the . C220 M8, Quadrant-4-clusters option is not

Processor1s €240 M8, applicable for M8 platforms.

configured X210c M8,

as Uniform X410c M8,

Memory XE1X0MS

Access

(UMA)

node, i.e.

SNC is

disabled.
Volatile Allows the |4.0(2) and |C220 M6, 1LM, 2LM
Memory memory later C240 M6, « ILM—Configures 1 Layer
Mode mode B200 M6, L.

configuration, X210c M6 Memory(1LM).This is the

default value for M7 servers.
* 2LM—Configures 2 Layer
Memory(1LM).

Error Allows you |4.0(2) and |C220 M7, Disabled, Enabled with result
Check to enable a | later C240 M7, collection, Enabled without result
Scrub memory X210c M7, | collection

device to X410c M7,

perform C220 M8,

memory C240 M8,

checking, X210c M8,

correction X410c M8,

and count XE1X0MS

errors.
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Name Description | Supported Attributes
Versions Platforms Values Dependencies

Rank Allows 4.0(2) and |C220 M7, Enabled, Disabled
Margin automated | later C240 M7,
Tool memory X210c M7,

margin X410c M7,

testing and is C220 M8,

used to C240 M8,

identify X210c M8,

DDR X410c M8,

margins at XE1X0MS

the rank

level.
Adaptive | Selects 4.0(2) and |C220 M7, Default, Level A, Level B, Level C
Refresh Adaptive later C240 M7,
Management | Refresh X210c M7,
Level Management X410c M7,

(ARFM) C220 M8,

Level when C240 M8,

refresh X210c M8,

management X410c

(RFM) is M8 XE1X0MS

required.
Reset After | Enable AB | 6.0(2x) C845A M8 | Enable, Disable, Auto
Sync-Flood |to forward

downstream

sync-flood

message to

system

controller.
Delay Reset | This control |6.0(2x) C845A M8 | Values are 0 to 255. Default is 5.
After delay time
Sync-Flood | for system

reset when a

Sync Flood

is detected.

The delayed

minutes

range from 5
to 255
minutes 0 ~
4.
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PCI

. PCI,

on page 597

CHAPTER 8

The following table lists the PCI BIOS settings that you can configure through a BIOS policy or the default
BIOS settings:

address space. Legacy
option ROMs are not
able to access
addresses above 4GB.
PCI devices that are
64-bit compliant but
use a legacy option
ROM may not
function correctly
with this setting
enabled.

C225 M6, C245 M6,
X210c M6, C220 M7,
C240M7,X210c M7,
X410cM7,C225 M8,
C245M8,X215¢ M8,
C220 M8, C240 M8,
X210c M8, X410c
MS, XE1X0M8

is enabled.

Name |Description Supported Attributes
Versions | Platforms Values Dependencies
Memary | Whether to enable or 4.0 (1) | B200 M5, B480 M5, | Disabled, Enabled
Mapped | disable memory and C220 M5, C240 M5, . . .
10 |mapped /O of later | C480 M5, $3260 M5, ?'I’;"ib 'icl'_dTh‘s option
above |64-bitPCI devices to C125 M5, B200 M6, s Disabled.
4GB 4GB or greater C220 M6, C240 M6, + Enable—This options
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Name |Description Supported Attributes
Versions | Platforms Values Dependencies
VGA | Allows you to set the |4.0(2) |C220 M5, C240 M5, | Oftboard, Onboard, Note
Priority | priority for VGA and C220 M6, C240 M6, |Onboard VGA Disabled | This is not
graphics devices if | later C220 M7, C240 M7, « Onboar d—Priority i applicable to
multiple VGA devices €225 M8, C245 M8, givon to the Ongoaryd $ | XE1X0MS.
are found in the C220 M8, C240 M8 VGA device. BIOS
system.

post screen and OS
boot are driven
through the onboard
VGA port

Offboard Priority
is given to thePCIE
Graphics adapter.
BIOS post screen and
OS boot are driven
through the external
graphics adapter port.

Onboard VGA
Disabled —Priority is
given to the PCIE
Graphics adapter, and
the onboard VGA
device is disabled

Note

The vKVM does not
function when the
onboard VGA is
disabled.
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Power and Performance

* Power and Performance, on page 599

Power and Performance

The following table lists the power and performance BIOS settings that you can configure through a BIOS
policy or the default BIOS settings:

Name Description Supported Attributes

Versions | Platforms Values Dependencies

Optimized | Automatically varies [4.3(2) |C220 M7, C240 |Disabled, Enabled Note

Power Mode | processor speed and | and M7, X210c M7, . . Not
* Disabled—This .
power usage based on |later | X410c M7 L applicable
A option is Disabled.
processor utilization for
to increase « Enable—This XE1X0MS.

performance per watt. options is enabled.
Most effective under

moderate utilization.

C1Auto If enabled, CPU 4.0(2) |C220 M6, C240 |Disabled, Enabled, Auto
Demotion automatically demotes | and M6, B200 M6, . Disabled—This
to C1 based on later X210c M6, C220 ..
un-core auto-demote M7, C240 M7, option is Disabled.
information. X210c M7, X410c¢ « Enable—This
M7, XE1X0MS8 options is enabled.

Note
For XE1X0MS, its only
Enabled and Disabled.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
C1Auto Select whether to 4.0(2) |C220 M6, C240 | Disabled, Enabled, Auto
UnDemotion | enable processors to |and M6, B200 M6, « Disabled—This
automatically later X210c M6, C220 L
undemote from C1. M7, C240 M7, option is Disabled.
X210c M7, X410c¢  Enable—This
M7, XE1X0MS8 options is enabled.
For XE1X0MS, its only
Enabled and Disabled.
Core Whether the AMD  |4.0(2) |C125 M5, C225 | Disabled, Auto
Per for mance | processor increases its | and M6, C245 M6, . .
* Disabled—This
Boost frequency on some | later C225 M8, C245 .
cores when it is idle M8, X215¢ M8 option is Disabled.
or not being used « Auto—The CPU
much automatically
determines how to
boost performance.
Global C Whether the AMD  |4.0(2) |C125MS5, C225 | Auto, Disabled, Enabled
State Control | processors control and M6, C245 M6, .
I0-based C-state |later | C225 M8, C245 " Auto—This
generation and DF MS, X215¢ M8 options is set to
auto mode.
C-states.
* Disabled—This
option is Disabled.
» Enable—This
options is enabled.
Ln Stream Whether the processor | 4.0(2) | C125 M5, C225 Auto, Disabled, Enabled
HW allows the AMD and M6, C245 M6, « Auto—This
Prefetcher, |hardware prefetcher |later C225 M8, C245 . .
where n value | to speculatively fetch MS, X215¢ M8 options is set to
is 1 and 2. streams of data and auto mode.
instruction from « Disabled—This
memory into the L1 option is Disabled.
or L2 cache when
necessary. * Enable—This
options is enabled.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Determinism | Allows AMD 4.02) |CI125M5,C225 |Auto, Performance,
Slider processors to and Mé6, C245 Power
determine how to later M6,C225 M8,
operate. €245 M8, X215¢ Auto—The CPU
automatically uses
M8
default power
determinism
settings.

* Performance—Processor
operates at the best
performance in a
consistent manner.

* Power—Processor
operates at the
maximum
allowable
performance on a
per die basis.

Efficiency Allows you to 4.0(2) [C225M6,C245 | Auto, Enabled
ModeEnable conﬁgure'power and M6  Enabled—This
consumption based on | later ..
. option is enabled.
efficiency.

» Auto—The CPU
automatically uses
default settings.

CPPC Allows you to 4.0(2) |C225 M6, C245 | Auto, Disabled, Enabled
configure and M6, C225 M8, .
Collaborative later | C245 M8, X215¢ Ena}blefi—Thls
option is enabled.
Processor M8
Performance Control. * Disbled—This
option is disabled.

» Auto—The CPU
automatically uses
default settings.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Enhanced Enhances CPU 4.0(2) [C220 M6, C240 |Disabled, Auto
CPU performance by and M6, B200 M6, . .
Performance | adjusting server later | X210c M6, C220 le?l;lidgfhll)sl d
settings automatically. M7, C240 M7, OpHOT IS Hsabled.
X210c M7, X410c » Auto—Allows to
M7, C245 M8, adjust server
X215¢ Mg, C240 settings to increase
M8, X210c M8, the processor
X410c M8 performance.
Note
Enabling this
functionality may
increase power
consumption.
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Description

Supported Attributes

Versions

Platforms

Values

Dependencies

The server
should meet
the following
requirements
in order to
use this
functionality:

e The
server
should
not
contain
Barlow
Pass
DIMMs.

DIMM
module
size
present
in the
Cisco
UCS
C220
M6
server
should
be less
than
64GB
and in
Cisco
UCS
C240
M6
server
should
be less
than
256GB.

* No
GPU
cards
are
present
in the
server.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. Power and Performance

Power and Performance |

Name Description Supported Attributes
Versions | Platforms Values Dependencies
Note
Not
applicable
for
XE1X0MS.
LLC Dead In CPU non-inclusive | 4.0(2) |C220 M6, C240 | Disabled, Enabled, Auto
Line cache scheme, and M6, B200 M6, .
Mid-Level Cache  |later |X210c M6,C220 | ?;:ﬁ?!ﬁ‘:s_a;he
(MLC) evictions are M7, C240 M7, ) d d
filled into the X210c M7, X410c atways aroppe
Last-Level Cache M7, C220 M8, gnd are never filled
(LLC). When lines €240 M8, X210c into the LLC.
are evicted from the M8, X410c M8, « Enable—Allows
MLC, the core can XE1X0MS8 the LLC to fill dead
flag them as dead (not lines into the LLC
likely to be read if there is free
again). The LLC has space available.
the option to drop This is the default
dead lines and not fill option.
them in the LLC.
* Auto—The CPU
determines the
LLC dead line
allocation.
UPI Link Enables the number of | 4.0(2) |C220 M6, C240 |Auto, 1,2, 3
Enablement | Ultra Path and M6, B200 M6,
Interconnect (UPI) | later X210c M6, C220
links required by the M7, C240 M7,
processor. X210c M7, X410c
M7, C220 M8,
C240 M8, X210c
M8, X410c M8
UPI Power | The UPI power 4.0(2) |C220 M6, C240 |Disabled, Enabled Note
Manangement | management can be |and M6, B200 M6, . Disabled—This Not.
used for conserving | later X210c M6, C220 A applicable
power on the server. M7, C240 M7, option is Disabled. for
X210c M7, X410c¢ « Enable—This XE1X0MS.
M7, C220 M8, options is enabled.
C240 M8, X210c
M8, X410c M8
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
XPT Remote | This feature allows an [ 4.0(2) | C220 M6, C240 | Disabled, Enabled
Prefetch LLC request to be and M6, B200 M6, . .
duplicated and sent to | later X210c M6, C220 Dlts'ablgd;Tl:)lls q
an appropriate M7, C240 M7, option 15 Lisabied.
memory controller in X210c M7, X410c¢ « Enable—This
a remote machine M7, C220 M8, options is enabled.
based on the recent C240 M8, X210c
LLC history to reduce M8, X410c M8, * Auto—The CPU
latency. XE1X0MS8 determines the
functionality.
L atency A set of BIOS settings | 4.3(6a) | C220 M8, C240 | Disabled, Enabled
Optimized | that prioritize loW MS, X210c M8, « Disabled—Options
Mode latency and consistent X410c M8, Disabled
performance over XE1X0MS8 are Lisabled.
energy efficiency or « Enabled—Options
other optimizations. are enabled.
Virtual Simulates the 6.0(1a.0) | C220 M8, C240 |Disabled, Enabled
Numa Non-Uniform and M8, X210c M8, « Disabled—Options
Memory Access later X410c M8, re Disabled
(NUMA) architecture XE1XOMS are Lsabled.
inside a virtual « Enabled—Options
machine (VM) to are enabled.
optimize memory and
processor resource
allocation.
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Processor

* Processor, on page 607

Processor

The following table lists the Processor BIOS settings that you can configure through a BIOS policy or the
default BIOS settings:

Name Description Supported Attributes
Versions | Platforms Values Dependencies
AV X512 The 512-bit extension | 4.3(4b) | C225 M8, C245 | Auto, Enabled,
of the 256-bit and MS, X215¢ M8 | Disabled
Advanced Vector later
Extensions (AVX)

SIMD instructions.

Power Down Enable or disable the |4.3(4b) | C225 M8, C245 | Auto, Enabled,

Enable DDR power down and M8, X215¢ M8 | Disabled
mode. later

Power Profile | The DF P-state 4.3(4b) | C245 M8, C225 |High Performance

Selection F19h | selection in the profile | and M8, X215¢ M8 | Mode, Efficiency
policy is overridden by | later Mode, Maximum IO
the P-state range, the Performance Mode,
BIOS option or the Balanced Memory
APB_DIS BIOS Performance Mode
option.

where, F refers to the
processor family and
M denotes the model.

Note

F19 tokens are
expanding support to
include F1A family
processors.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies

SEV-ESASID |The SEV-ES and SNP [4.3(4b) | C245 M8, C225 |1-1007, with 1 as
Space Limit guests must use ASIDs | and M8, X215¢ M8 |the default

in the range of 1 later

through 1007.
XGMI Force The force xGMI link |4.3(4b) | C245 M8, C225 |Auto, 0, 1,2
Link Width width. and M8, X215¢c M8

later

TSME Provides hardware 4.3(4b) | C125 M5, C225 | Enabled, Disabled,

memory encryption of | and Meo, C245 M6, |Auto

all the data stored on |later |C225 M8, C245

system DIMMs that is M8, X215¢c M8

invisible to the OS and

slightly increases the

memory latency.
4-link xGMI Specifies the 4.3(4b) | C245 M8, C225 |20 Gbps, 25 Gbps,
max speed maximum frequency |and M8, X215¢ M8 |32 Gbps, Auto

used for XGMI P-state | later

in a 4-link topology.
Fixed SOC Forced P-State to be | 4.3(4b) | C245 M8, C225 |0 - 2 with 0 as the
P-State SP5 independent or and M8, X215¢ M8 | default.
F19h dependent, as reported | later

by the ACPI_PSD

object. It changes the

SOC P-State if

APBDIS is enabled.

where, F refers to the

processor family.

Note

F19 tokens are

expanding support to

include F1A family

processors.
Fixed SOC Forced P-State to be | 4.3(4b) | C225 M6, C245 |Po, P1, P2,P3
P-State independent or and Mo

dependent, as reported | later

by the ACPI_PSD

object. It changes the

SOC P-State if

APBDIS is enabled.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
DF PState Enable or Disable the |4.3(4b) | C245 M8, C225 | Auto, Enabled,
Frequency DF P-state CCLK and M8, X215¢ M8 | Disabled
Optimizer effective frequency | later
optimizer.
PRMRR Size Processor Reserved | 4.3(2) |B200 M6, C220 |Invalid Config, 1G,
Memory Range and Mo, C240 M6, |2G, 4G, 8G, 16G,
Registers (PRMRR) is | later | X210c M6, C220 | 32G, 64G, 128G,
the size of the M7, C240 M7, |256G, 512G, 128M,
protected region in the X210¢c M7, Auto, 256M, 512M
system DRAM. X410c M7, Note
C220 M8, C240 128M. Auto,
M8, X210c M8, 256M. 512M
X410c M8, C225 optior;s are
M8, C245 M8, available only for
X215¢ M8, M7 servers.
XE1X0MS
Adjacent Cache | Whether the processor | 4.0(2) |B200 M5, B480 | Disabled, Enabled | CPU
Line Prefetcher |fetches cache lines in | and M35, C220 M5, « Disabled—This Performance
even/odd pairs instead | later | C240 M5, C480 ton i must be set to
of fetching just the M5, S3260 M5, ODI;SI?E:]; Custom to
required line. B200 M6, C220 ’ specify this
Me6, C240 M6,  Enable—This |value. For any
X210c M6, C220 option is value other than
M7, C240 M7, enabled. Custom, this
X210c M7, option is
X410c M7,C220 overridden by
M8, C240 M8, the setting in
X210c M8, the selected
X410c M8, CPU
XE1X0MS performance
profile.
Autonomous Enables CPU 4.0(2) |B200 M5, B480 | Disabled, Enabled |Note
Core C State Autonomous C-State, | and M5, C220 M5, This is not
which converts the later | C240 M5, C480 applicable to
HALT instructions to M35, S3260 M5, XEIX0MS.
the MWAIT B200 M6, C220
instructions. Mé6, C240 M6,
M6, X210c M6,
C220 M7, C240
M7, X210c M7,
X410c M7
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Boot Allows the user to 4.0(2) |B200 M5, B480 | Max Performance,
Performance select the BIOS and M5, C220 M5, |Max Efficient, Set
Mode performance state that | later | C240 M5, C480 | by Intel NM
is set before the M35, S3260 M5, Note
operating system B200 M6, C220
handoff. M6, C240 M6, igtiz f?f(l)tNM
X210c M6, C220 applicable for M8
M7, €240 M7, intel platforms.
X210c M7,
X410c M7,
C220 M8, C240
M8, X210c M8,
X410c M8,
XE1X0MS
Burst and Allows the memory |4.0(2) |C225 M6, C245 | Disabled, Enabled | We recommend
Postponed controller to defer the | and M6, C225 M8, you to leave
Refresh refresh cycles when |later | C245M8,X215¢ this setting in
the memory is active MS the default state
and accomplishes the of Disabled to
refresh within a mitigate
specified window. The Rowhammer-style
deferred refresh cycles attacks.
may run in a burst of
several refresh cycles.
APBDIS Allows you to select |4.0(2) |C225 M6, C245 | Auto, 0, 1
the Algorithm and M6,C225 M8, « Auto—Sets an
Performance Boost later |C245M8, X215¢ .
(APB) Disable value M8 auto ApbDis
for the SMU. for. th.e SMU.
This is the
default option.
* 0—Clear
ApbDis to
SMU
* 1—Set ApbDis
to SMU
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Name Description Supported Attributes
Versions | Platforms Values Dependencies

DFX OSB Controls the 4.3(4a) | X410c M7, Auto, Enabled,

Opportunistic Snoop |and X210c M7, Disabled

Broadcast (OSB) later | X210c MS,

feature. OSB is used X410¢c M8,

by CHA to broadcast XE1X0MS

snoops under lightly

loaded ring or Intel

UPI link condition. It

is used to reduce the

latency due to the

directory lookup.
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Description

Supported Attributes

Versions | Platforms

Values

Dependencies

Downcore
control F19
MAOh-AFh

Provides the ability to
remove one or more
cores from operation
is supported in the
silicon. It may be
desirable to reduce the
number of cores due to
operating system
restrictions, or power
reduction requirements
of the system. This
item allows the control
on the number of cores
that are running. This
setting can only reduce
the number of cores
from only those
available in the
processor.

Note

This is applicable
only for AMD
processors of family
19h and for models
AOh-AFh. where, F
refers to the processor
family and M denotes
the model

4.0(2) |C225 M8, C245
and M8, X215¢c M8
later

This token is
applicable only
for the servers
with 7xx2 and
7xx3 Model
processors.
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Description

Supported Attributes

Versions

Platforms

Values

Dependencies

Auto, TWO (1 +1),
FOUR (2 +2), SIX
(3 +3), EIGHT (4 +
4), TEN (5 +5),
TWELVE (6 + 6),
FOURTEEN (7 +7)

* Auto—The
CPU
determines
how many
cores must be
enabled. This
is the default
option.

TWO (1 +
1)—Two core
enabled on one
CPU complex.

FOUR (2 +2)

—Four core
enabled on one
CPU complex.

SIX (3 +3)

—Six core

enabled on one
CPU complex.
EIGHT (4 +4)

—Eight core
enabled on one
CPU complex.

TEN (5 + 5)

—Ten core
enabled on one
CPU complex.
TWELVE (6 +
6)

—Twelve core
enabled on one
CPU complex.
FOURTEEN
(7+7)

—Fourteen

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .



. Processor
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silicon. It may be
desirable to reduce the
number of cores due to
operating system
restrictions, or power
reduction requirements
of the system. This
item allows the control
on the number of cores
that are running. This
setting can only reduce
the number of cores
from only those
available in the
processor.

Name Description Supported Attributes
Versions | Platforms Values Dependencies
core enabled
on one CPU
complex.
Downcore Provides the ability to |4.0(2) |C125 M5, C225 |Auto, TWO (1 +1),
control remove one or more | and M6, C245 M6 | TWO (2 +0),
cores from operation | later THREE (3 + 0),
is supported in the FOUR (2 +2),

FOUR (4 + 0), SIX
(3 +3)

* Auto—The
CPU
determines
how many
cores must be
enabled. This
is the default
option.

TWO (1+
1)—One core
enabled on one
CPU complex.

TWO (2 +

0)—Two cores
enabled on one
CPU complex.

THREE (3+
0)—Three
cores enabled
on one CPU
complex.

FOUR (4 +

0)—Four cores
enabled on one
CPU complex.

FIVE (5+

0)—Five cores
enabled on one
CPU complex.

SIX (3+
3)—Six cores
enabled on one
CPU complex.

. Cisco UCS Server BIOS Tokens in Intersight Managed Mode



| Processor

Processor .

Description

Supported Attributes

Versions | Platforms

Values

Dependencies

CPU Downcore

Provides the ability to

4.3(4b) | C245 M8, C225

Auto, ONE (1 +0),

control F19 remove one or more | and M8, X215¢ M8 | TWO (2 +0),
M 10h-1Fh cores from operation | later THREE (3 +0),
is supported in the FOUR (4 +0),
silicon. It may be FIVE (5 +0), SIX
desirable to reduce the (6 +0), SEVEN (7
number of cores due to +0), EIGHT (8 +
operating system 0), NINE (9 + 0),
restrictions, or power TEN (10 + 0),
reduction requirements ELEVEN (11 +0),
of the system. This TWELVE (12 + 0),
item allows the control THIRTEEN (13 +
on the number of cores 0), FOURTEEN (14
that are running. This + 0), FIFTEEN (15
setting can only reduce +0)
the number of cores
from only those
available in the
processor.
Note
This is applicable
only for AMD
processors of family
19h and for models
10h-1Fh. where, F
refers to the processor
family and M denotes
the model
Note
F19 tokens are
expanding support to
include F1A family
processors.
Streaming Enables the streaming | 4.0(2) |C225 M6, C245 | Auto, Disabled,
StoresControl | store functionality. and M6, C245 M8, |Enabled
later | C225MB8, X215¢
M8
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Fixed SOC This option defines the | 4.0(2) | C225 M6, C245 | Auto, PO, P1, P2,
P-State target P-state when and M6, C245 M8, |P3
APBDIS (to disable |later |C225M8,X215¢
Algorithm M8 " Auto—Sets a
Performance Boost Va.hd P-state
(APB)) is set. The P- suitable for the
specify a valid P-state Processor. This
for the processor s the default
installed. option.
*POto
R3—Hghsipafinig
SOC P-state to
lowest-performing
SOC P-state.
DF C-States When long duration |4.0(2) |[C225 M6, C245 | Auto, Disabled,
idleness is expected in | and M6, C245 M8, |Enabled
a system, this control |later |C225MS8,X215c
allows the system to MS
transition into a DF
C-state which can set
the system into an
even lower power
state.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
CCD Contral Allows you to specify |4.0(2) |C225 M6, C245 |Auto, 2 CCDs, 3

the number of
charge-coupled device
CCDs that are desired
to be enable in the
system.

and M6,C245 M8,
later
M8

C225M8,X215¢

CCDs, 4 CCDs, 6
CCDs, 8 CCDs, 10
CCDs, 12 CCDs,
and 14 CCDs

Note
*+ 2 CCDs, 3

CCDs, 4
CCDs, 6
CCDs options
are available
only for M6
servers.

2 CCDs, 4
CCDs, 6
CCDs, 8
CCDs, 10
CCDs, 12
CCDs, and 14
CCDs options
are available
only for M8
servers.

CPU Downcore
control 7xx3chk
m5 and m6 and
update

Provides the ability to
remove one or more
cores from operation
is supported in the
silicon. It may be
desirable to reduce the
number of cores due to
operating system
restrictions, or power
reduction requirements
of the system. This
item allows the control
on the number of cores
that are running. This
setting can only reduce
the number of cores
from only those
available in the
processor.

4.0(2) |C225 M6, C245
and M6
later

Auto, ONE (1 +0),
TWO (2 +0),
THREE (3 + 0),
FOUR (4 +0),
FIVE (5 + 0), SIX
(6 +0), SEVEN (7
+0)
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Downcore Provides the ability to |4.0(2) |C125 M5 Auto, TWO (1 +
control remove one or more | and 1),TWO (2 +0),
cores from operation | later THREE (3 + 0),
is supported in the FOUR (2 +2), SIX
silicon. It may be 3+3)
desirable to reduce the
number of cores due to
operating system
restrictions, or power
reduction requirements
of the system. This
item allows the control
on the number of cores
that are running. This
setting can only reduce
the number of cores
from only those
available in the
processor.
ACPI SRAT L3 |Creates a layer of 4.2(1) |C225 M6, C245 | Auto, Disabled,
Cache As virtual domains on top | and M6,C245 M8, |Enabled
NUMA Domain | of the physical later | C225M8, X215¢
domains in which each M8
Cisco Compatible
Extensions is declared
to be in its on domain.
Cisco xGMI This option enables 18 | 4.0(2) |C225 M6, C245 | Disabled, Enabled
Max Speed Gbps XGMI link M6
speed.
Processor CMCI | Allows the CPU to 4.0(2) |B200 M5, B480 | Disabled, Enabled
trigger interrupts on | and M5, C220 M5,
corrected machine later |C240 M5, C480
check events. The M5, S3260 M5,
corrected machine B200 M6, C220
check interrupt Mé6, C240 M6,
(CMCI) allows faster X210c Mé,
reaction than the X210c M7, C220
traditional polling Mé6, C240 M7,
timer. X210c M7,
X410c M7, C220
M8, C240 M8,
X210c M8,
X410c M8,
XE1X0M8
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Supported Attributes

Versions

Platforms

Values

Dependencies

Configurable
TDP Level

Allows you to set a
customized value for
Thermal Design Power
(TDP).

4.0(2)
and
later

B200 M5, B480
M5, C220 M5,
C240 M5, C480
M35, S3260 M35,
B200 M6, C220
M6, C240 M6,
X210¢ M6, C220
M7, C240 M7,
X210c M7,
X410c M7, C220
MS, C240 M8,
X210c M8,
X410c M8,
XE1X0MS

Normal, Level 1,
Level 2
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
CoreMulti Sets the state of logical [4.0(2) |B200 M35, B480 |All, 1 through 86 | We recommend
Processing processor cores per | and M5, C220 M5, « All— Enables that you contact
CPU in a package. If |later |C240 M5, C480 multiprocessing your operating
you choose All as the MS5, S3260 M5, . system vendor
value, Intel Hyper B200 M6, C220 onall logical | ="\ e sure
Threading technology Mé6, C240 M6, S(r)(szsessor your operating
is also enabled. X210c M6, C220 ' system supports
M7, C240 M7, + 1 through this feature.
X210c M7, 86—Specifies
X410c M7, C220 the number of
MBS, C240 M8, logica]
X210c M8, Processor cores
X410c M8, per CPU that
XE1X0M3 can run on the
server. To
disable
multiprocessing

and have only
one logical
processor core
per CPU
running on the
server, choose
1.

Note

1, 2, and 3 options
are not applicable
for M8 servers.

Note

From 65 to 86 is
applicable for M8
servers only.

Note

From 1 to 64 is
applicable for M7
servers only.

Note

From 1 to 42 is
applicable for
XE1XO0MS server
only.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Energy Allows you to 4.0(2) |B200 M6, C220 |Performance, Power
Performance determine whether and M6, C240 M6, |Balanced Technology
system performance or | later | X210c M6, C220 | Perfor mance, must be set to
energy efficiency is M7, C240 M7, |Balanced power, Custom or the
more important on this X210c M7, power server ignores
server. X410c M7, C220 the setting for
MBS, C240 M8, this parameter.
X210c M8,
X410c M8,
XE1X0MS
CPU CPU performance by [4.0(2) |B200 M5, B480 | Disabled, Enabled
Performance adjusting server and M5, C220 M5,
settings automatically. | later | C240 M5, C480
MS5, S3260 M5,
B200 M6, C220
M6, C240 M6,
XE1X0MS
EDC Control Enables or disables the | 4.3(4a) | C245 M6, C225 | Auto, Enabled,
Throttle EDC Shutdown and M6 Disabled
Protection which later
enhances the
utilization tracking to
avoid EDC shutdown
responses to specific
aggressive workloads.
DLWM Support | This value controls the | 4.3(4a) | C245 M6, C225 | Auto, Enabled,
Dynamic Link Width |and M6 Disabled
Management (DLWM) | later
feature.
When the platform can

support either an 8
lane or 16 lane xGMI
operation, the dynamic
adjustment feature
provides power
savings.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Energy Efficient | When energy efficient | 4.0(2) | B200 M5, B480 | Disabled, Enabled
Turbo turbo is enabled, the |and M5, C220 M5,
optimal turbo later | C240 M5, C480
frequency of the CPU MS5, S3260 M5,
turns dynamic based B200 M6, C220
on CPU utilization. Me6, C240 M6,
The X210c M6, C220
power/performance M7, C240 M7,
bias setting also X210c M7,
influences the energy X410c M7, C220
efficient turbo. M8, C240 M8,
X210c M8,
X410c M8,
XE1X0MS
Enhanced Intel | Whether the processor | 4.0(2) | B200 M5, B480 | Disabled, Enabled
Speedstep(R) uses Enhanced Intel | and M5, C220 M5,
Technology SpeedStep later | C240 M5, C480
Technology, which M35, S3260 M5,
allows the system to B200 M6, C220
dynamically adjust Mé6, C240 M6,
processor voltage and X210c M6, C220
core frequency. This M7, C240 M7,
technology can result X210c M7,
in decreased average X410c M7,C220
power consumption M8, C240 M8,
and decreased average X210c M8,
heat production. X410c M8,
XE1X0MS
Processor EPP | Allows you to 4.0(2) |B200 M5, B480 | Disabled, Enabled

Enable

determine whether

and M35, C220 M5,

system performance or | later | C240 M5, C480
energy efficiency is M5, S3260 M5
more important on this
server.
Processor EPP | Allows you to 4.0(2) |C220 M6, C240 | Performance,
Profile determine whether and M6, C220 M7, |Balanced
system performance or | later | C240 M7, X210c | Perfor mance,
energy efficiency is M7, X410c M7, | Balanced power,
more important on this C220 M8, C240 |power
server. MBS, X210c M8,
X410c M8,
XE1X0MS
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Execute Disable | Classifies memory 4.0(2) |B200 M5, B480 | Disabled, Enabled
Bit areas on the server to |and M5, C220 M5,
specify where the later | C240 M5, C480
application code can MS, S3260 M5
execute. As a result of
this classification, the
processor disables
code execution if a
malicious worm
attempts to insert code
in the buffer. This
setting helps to prevent
damage, worm
propagation, and
certain classes of
malicious buffer
overflow attacks.
I0AT Enables or disables the | 4.3(3¢) | C220 M7, C240 |Disabled, Enabled
Configuration |CPM (Content and M7, X210 M7,
Processing Module) in | later | X410 M7, C220
IOAT (Intel® I/O M8, C240 M8,
Acceleration X210c M8,
Technology) X410c M8,
accelerators. XE1X0MS
Local APIC Selects the APIC mode | 4.3(4a) | C245 M6, C225 | Compatibility,
Mode" to be used. and  |M6, C225 M8, |XAPIC, X2APIC,
later |C245M8,X215¢ | Auto
M8
Local X2 Apic | Allows you to set the |4.0(2) |B200 M5, B480 | Disabled, Enabled
type of Advanced and M5, C220 M5,
Processor Interrupt later | C240 M5, C480
controller (APIC) MS5, S3260 M5,
architecture. B200 M6, C220
M6, C240 M6,
X210c M6, C220
M7, C240 M7,
X210c M7,
X410c M7
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Hardware Whether the processor | 4.0(2) | B200 M5, B480 | Disabled, Enabled
Prefetcher allows the Intel and M5, C220 M5,
hardware prefetcher to | later | C240 M5, C480
fetch streams of data M5, S3260 M5,
and instructions from B200 M6, C220
memory into the Me6, C240 M6,
unified second-level X210c M6, C220
cache when necessary. M7, C240 M7,
X210c M7,
X410c M7,C220
MS, C240 M8,
X210c M8,
X410c M8,
XE1X0MS
CPU Hardware |Enables processor 4.0(2) |B200 M5, B480 | Disabled, HWPM

Power Hardware Power and M5, C220 M5, |Native Mode,
M anagement Management later | C240 M5, C480 | HWPM OOB Mode,
(HWPM). M5, 83260 M5, |Native Mode with
B200 M6, C220 |no Legacy
M6, C240 M6,
X210c M6, C220
M7, C240 M7,
X210c M7,
X410cM7,C220
M8, C240 M8,
X210c M8,
XE1X0MS
IMC This BIOS option 4.0(2) |B200 M5, B480 | Auto, 1-way
Interleaving controls the and M5, C220 M5, |Interleave, 2-way
interleaving between |later | C240 M5, C480 |Interleave
the Integrated Memory M5, S3260 M5
Controllers (IMCs).
Intel Dynamic | Intel Dynamic Speed |4.0(2) |B200 M6, C220 |Disabled, Enabled
Speed Select Select modes allow  |and M6, C240 M6,

you to run the CPU
with different speeds
and cores in auto
mode.

X210c M6, C220
M7, C240 M7,
X210c M7,
X410c M7, C220
M8, C240 M8,
X210c M8,
X410c M8,
XE1X0MS

later
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Intel Whether the processor | 4.0(2) |B200 M5, B480 | Disabled, Enabled
Hyper Threading | uses Intel and M5, C220 M5,
Tech Hyper-Threading later | C240 M5, C480
Technology, which MS, S3260 M5,
allows multithreaded B200 M6, C220
software applications M6, C240 Mé,
to execute threads in X210c M6, C220
parallel within each M7, C240 M7,
processor. X210c M7,
X410c M7, C220
M8, C240 M8,
X210c M8,
X410c M8,
XE1X0MS
Intel Turbo Whether the processor | 4.0(2) |B200 M5, B480 | Disabled, Enabled
Boost Tech uses Intel Turbo Boost | and M35, C220 M5,
Technology, which later | C240 M5, C480
allows the processor to M35, S3260 M5,
automatically increase B200 M6, C220
its frequency if it is Mé6, C240 M6,
running below power, X210c M6, C220
temperature, or voltage M7, C240 M7,
specifications. X210c M7,
X410c M7, C220
M8, C240 M8,
X210c M8,
X410c M8,
XE1X0MS
Intel(R) VT Whether the processor | 4.0(2) | B200 M5, B480 | Disabled, Enabled
uses Intel and MS5, C220 M5,
Virtualization later | C240 M5, C480
Technology for M5, S3260 M5,
Directed 1/0 (VT-R) B200 M6, C220
M6, C240 M6,
X210c M6, C220
M7, C240 M7,
X210c M7,
X410c M7, C220
M8, C240 M8,
X210c M8,
X410c M8,
XEIX0MS
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Supported Attributes

Versions | Platforms

Values

Dependencies

DCU IP
Prefetcher

Whether the processor
uses the DCU IP
Prefetch mechanism to
analyze historical
cache access patterns
and preload the most
relevant lines in the L1
cache.

4.0(2) |B200 M5, B480
and | MS, C220 M5,
later | C240 M5, C480
M35, S3260 M35,
B200 M6, C220
M6, C240 M6,
X210¢ M6, C220
M7, C240 M7,
X210c M7,
X410c M7, C220
MS, C240 M8,
X210c M8,
X410c M8,
XE1X0MS

Disabled, Enabled

KTI Prefetch

KTI prefetch is a
mechanism to get the
memory read started
early on a DDR bus.

4.0(2) |B200 M6, C220
and M6, C240 M6,
later | X210c M6, C220
M7, C240 M7,
X210c M7,
X410cM7,C220
M8, C240 M8,
X210c M8,
X410c M8,
XE1X0OMS

Disabled, Enabled,

Auto

Note

Auto option is not

applicable for M5
servers.

LLC Prefetch

Whether the processor
uses the LLC Prefetch
mechanism to fetch the
date into the LLC.

4.0(2) |B200 M5, B480
and M35, C220 M5,
later | C240 M5, C480
M5, S3260 M5,
B200 M6, C220
M6, C240 M6,
X210c M6, C220
M7, C240 M7,
X210c M7,
X410cM7,C220
MS, C240 M8,
X210c M8,
X410c M8,
XE1X0MS8

Disabled, Enabled
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Package C State | The amount of power |4.0(2) |B200 M5, B480 |No Limit, Auto, CO | If you are
Limit available to the server |and M5, C220 M5, |C1 State, C2,C6 |changing the
components when they | later | C240 M5, C480 | Non Retention, C6 |PackageC
are idle. M35, S3260 M5, | Retention State Limit
B200 M6, C220 Note token then
Me6, C240 M6, C6 Retention ensure that the
X210c M6, C220 option is not Power
M7, C240 M7, applicable for M8 Technology is
X210c M7, servers. set to Custom.
X410cM7,C220
M8, C240 M8,
X210c M8,
X410c M8,
XE1X0MS
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Patrol Scrub It sets the interval for |4.0(2) |B200 M5, B480 | Disabled, Enabled | The lower the
a full memory scan. |and M5, C220 M5, « Enable—Th interval, the
later | C240 M5, C480 i ni ¢ | more memory
M5, $3260 M5, e eally | bandwidth is
€220 M8, C240 D g |used for
%j{ (i21\14(;c M8, writes memory scrubbing.
XEIXOMS, searching for

ECC errors. If
any errors are
found, the
system
attempts to fix
them. This
option may
correct single
bit errors
before they
become
multi-bit
errors, but it
may adversely
affect
performance
when the patrol
scrub is
running.

Disable—The
system checks
for memory
ECC errors
only when the
CPU reads or
writes a
memory
address.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Patrol Scrub It sets the interval for |4.0(2) |B200 M6, C220 |Enabled, Disabled,
Configuration |a full memory scan. |and M6, C240 M6, |Enable at End of
later | X210cM6,C220 | POST
M7, C240 M7, .
X210c M7, Enibiz_The
X410c M7 sysiem
periodically
reads and

Note

writes memory
searching for
ECC errors. If
any errors are
found, the
system
attempts to fix
them. This
option may
correct single
bit errors
before they
become
multi-bit
errors, but it
may adversely
affect
performance
when the patrol
scrub is
running.

Disable—The
system checks
for memory
ECC errors
only when the
CPU reads or
writes a
memory
address.

Enabled option is
applicable for M6
servers only.
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Processor C1E

Allows the processor
to transition to its
minimum frequency
upon entering C1. This
setting does not take
effect until after you
have rebooted the
server.

4.0(2) |B200 M5, B480
and | MS, C220 M5,
later | C240 M5, C480
M35, S3260 M35,
B200 M6, C220
M6, C240 M6,
X210¢ M6, C220
M7, C240 M7,
X210c M7,
X410c M7, C220
MS, C240 M8,
X210c M8,
X410c M8,
XE1X0MS

Disabled, Enabled

Note

It is Enabled by
default for
XE1X0MS.

Processor C6
Report

Whether the processor
sends the C6 report to
the operating system.

4.0(2) |B200 M5, B480
and M5, C220 M5,
later | C240 M5, C480
M5, S3260 M5,
B200 M6, C220
M6, C240 M6,
X210c M6, C220
M7, C240 M7,
X210c M7,
X410cM7,C220
M8, C240 M8,
X210c M8,
X410c M8,
XE1X0OMS

Disabled, Enabled

PCle Ten Bit
Tag Support

Enables the PCle ten
bit tags for the
supported devices.

4.3(4a) | C225 M6, C245
and M6, C225 M8,
later |C245M8, X215¢
M8

Auto, Enabled,
Disabled
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
P STATE Allows you to define |4.0(2) [B200 M5, B480 | SW All, HW All, |Power
Coordination how BIOS and M5, C220 M5, |SW Any Technology
Note communicates the later | C240 M5, C480 Note must be set to
Itis also called P-state suppgrt model M5, S3260 M5, SW Any option is Custom or the
EIST PSD to the operating B200 M6, C220 available for M5 server ignores
Function in system. There are 3 Me6, C240 M6, servers only. the setting for
UCSM. models as defined by X210c M6, C220 this parameter.
the Advanced M7, C240 M7,
Configuration and X210c M7,
Power Interface X410c M7, C220
(ACPI) specification. M8, C240 M8,
X210c M8,
X410c M8,
XE1X0MS
Power Determines if the 4.0(2) |B200 M5, B480 | BIOS, OS, PECI
Performance BIOS or Operating and M5, C220 M5, Note
Tuning System can turn on the | later | C240 M5, C480 PECI option i
ption is
energy performance M5, S3260 M5, available for M6
bias tuning. The B200 M6, C220 and M7 servers
options are BIOS and Me6, C240 M6, only.
operating system. X210c M6, C220
M7, C240 M7,
X210c M7,
X410c M7,C220
M8, C240 M8,
X210c M8,
X410c M8,
XE1X0MS
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
UPI Link Allows you to select |4.0(2) [B200 M5, B480 | Auto, 9.6GT/S, Note
Frequency different UPI link and M5, C220 M5, |10.4GT/S, Not applicable
Select frequency running. later | C240 M5, C480 | 11.2GT/S, for XE1XO0MS.
M5, S3260 M5, | 12.8GT/s, 14.4GT/s,
B200 M6, C220 | 16.0GT/s,20.0GT/s,
M6, C240 M6, |24.0GT/s, Use Per
X210c M6, C220 | Link Setting
M7, C240 M7, Note
X210c M7, - 12.8GT/s
X410c M7, C220 14.4GT/s’
M8, C240 M8, 16.0GT/s’
X210c M8, 20.0GT/s
X410c M8 options are
available for
M7 servers
only.
* 11.2GT/S
option is
available for
M6 server
only.
* 16,20, 24,
Auto, Use Per
Link Setting is
applicable for
MS servers
only
SMT Mode Whether the processor | 4.0(2) | C125 M5, C225 | Disabled, Enabled,
uses AMD and M6, C245 M6, | Auto, Off
Simultaneous later |C225 M8, C245 Note
MultiThreading M8, X215¢c M8 Off options are
Technology, which available for M5
allows multithreaded .
o servers only with
software applications Auto as the default.
to execute threads in
parallel within each
processor.
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Name Description Supported Attributes
Versions | Platforms Values Dependencies

Sub Numa Whether the CPU 4.0(2) |B200 M35, B480 | Disabled, Enabled,
Clustering supports sub NUMA | and M5, C220 M5, | Auto, SNC2, SNC4

clustering, in which |later | C240 M5, C480 Note

the tag directory and M35, S3260 M5, A .

uto option 18

the memory channel B200 M6, C220 .

. available for
are always in the same M6, C240 M6, M5. M7. and
region. X210c M6, C220 M8’serv’ers

M7, C240 M7, only.

X210c M7,

X410cM7,C220 * Enabled
MBS, C240 M8, option is
X210c M8, available for
X410c M8, M6 and M8
XE1X0MS servers only.

* Disabled
option is
available for
M6, M7, and
MS servers
only.

* SNC2, SNC4
options are
available for
M7 and M8
servers only.

DCU Streamer | Whether the processor | 4.0(2) | B200 M35, B480 | Disabled, Enabled,
Prefetch uses the DCU IP and MS5, C220 M5, |Auto
Prefetch mechanismto |later | C240 M5, C480 Note
analyze historical MS5, S3260 M5, Auto option is
cache access patterns B200 M6, C220 applicable to M8
and preload the most M6, C240 M6, intel platforms
relevant lines in the L1 X210c M6, C220 only
cache. M7, C240 M7, '
X210c M7,
X410c M7, C220
M8, C240 M8,
X210c M8,
X410c M8,
XE1X0MS
SVM Mode Whether the processor | 4.0(2) | C215 M5, C225 | Disabled, Enabled
uses AMD Secure and M6, C245 Mé,
Virtual Machine later | C225 M8, C245
Technology. M8, X215¢c M8
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Description

Supported Attributes

Versions | Platforms

Values

Dependencies

Uncore
Frequency
Scaling

Allows you to
configure the scaling
of the uncore
frequency of the
processor.

4.0(2)
and
later

B200 M5, B480
M5, C220 M5,
C240 M5, C480
M35, S3260 M35,
B200 M6, C220
M6, C240 M6,
X210¢ M6, C220
M7, C240 M7,
X210c M7,
X410c M7, C220
MS, C240 M8,
X210c M8,
X410c M8,
XE1X0MS

Disabled, Enabled,
Mode 0, and Mode
1

Note

Mode 0 and Mode
1 is applicable for
MS servers only
with Mode 1 being
default.

Mode 1 is the
default for
XE1X0MS.

Uncore

Frequency
Scaling 10

Adjusts the frequency
of processor uncore
components
responsible for I/O
operations to optimize
power and
performance.

C220 M8, C240
MBS, X210c M8,
X410c M8,
XE1X0MS

60(1a0)
and
later

Mode 1, Mode 0

Workload
Configuration

This feature allows for
workload optimization.

4.02)
and
later

B200 M5, B480
MS, C220 MS,
C240 M5, C480
M35, S3260 M35,
B200 M6, C220
M6, C240 M6,
X210c M6, C220
M7, C240 M7,
X210c M7,
X410c M7, C220
MS, C240 M8,
X210c M8,
X410c M8,
XE1XO0MS

Balanced, |O
Sensitive
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
XPT Prefetch | Whether XPT prefetch | 4.0(2) | B200 M5, B480 | Auto, Disabled,
is used to enable a read | and MS5, C220 M5, |Enabled
request that is sent to |later | C240 M5, C480
the last level cache to M5, S3260 M5,
issue a copy of that B200 M6, C220
request to the memory Mé6, C240 M6,
controller prefetcher. X210c M6, C220
M7, C240 M7,
X210¢c M7,
X410c M7,
C220 M8, C240
M8, X210c M8,
X410c M8,
XE1X0MS
X2APIC Prevents the operating | 4.2(3) | C220 M6, C240 | Disabled, Enabled
Opt-Out Flag | system from enabling |and M6, B200 M6,
extended xAPIC later | X210c M6, C220
(x2APIC) mode when M7, C240 M7,
the OS is not working X210c M7,
with x2APIC. X410c M7
Intel Speed Allows you to adjust |4.0(2) |B200 M5, B480 | Auto, Base, Config
Select different cores to and M5, C220 M5, |1, Config 2, Config
operate in different later | C240 M5, C480 |3, Config 4
frequencies to have a M35, S3260 M5, « Config 1 and
better power C220 M6, C240 Config 2 are
efficiency. M6, B200 M6, options
The values Config 1 X210c M6, C220 available for
and Config 2 are not M7, €240 M7, MS5 servers
. X210c M7, .
supported on Cisco X410¢ M7, only with Base
UCS M6 and M7 €220 M8, €240 as the default.
SCIVErs. M8, X210c M8, |« Auto is the
For Cisco UCS M6 X410c M8, default for MS.
and Cisco UCS M7 XE1X0MS
servers, the values
Config 3 and Config
4 (4th Gen Intel Xeon
Scalable processors
and 5th Gen Intel
Xeon Scalable
processors) are
equivalent to the
values Config 1 and
Config 2 (3rd Gen
Intel Xeon Scalable
processors).
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Name Description Supported Attributes
Versions | Platforms Values Dependencies
Memory Clock | Allows the memory |4.3(4a) | C245 M6, C225 | Auto, 800 MHz,
Speed 7xx3 clock to be further and M6 933 MHz, 1067
(AMD 3rd Gen |reduced from the later MHz, 1200 MHz,
CPU) maximum platform 1333 MHz,
limit. 1467MHz, 1600
MHz, 1633 MHz,
1667MHz, 1700
MHz, 1733 MHz,
1767 MHz, 1800
MHz, 400 MHz
Memory Clock | Allows the memory |4.3(4a) | C245 M6, C225 | Auto, 667 MHz,
Speed 7xx2 clock to be further and Mé6 800 MHz, 933
(AMD 2nd Gen |reduced from the later MHz, 1067 MHz,
CPU) maximum platform 1200 MHz, 1333
limit. MHz, 1467 MHz,
1600 MHz
XGMI Link Configures the number | 4.3(4a) | C245 M6, C225 | Auto, 2 xGMI
Configuration |of xGMI2 links used |and M6 Links, 3 xGMI

on a multi-socket
system.

later

Links, 4 xGMI
Links

Note

2 xGMI Links is
not supported for
C245 M6, C225

M6 platforms.

Preferred 10 Enables the feature for | 4.3(4a) | C245 M6, C225 | Auto, Bus
7XX3(AMD 3rd |apreferredbusasa |and M6
Gen CPU) performance later

improvement.
Preferred 10 Enables the feature for | 4.3(4a) | C245 M6, C225 | Auto, Manual
7xx2 (AMD 2nd |a preferredbusasa  |and M6
Gen CPU) performance later

improvement.
CoreWatchdog |Enables or disables  |4.3(4a) | C245 M6, C225 | Auto, Enabled,
Timer Enable | CPU watchdog timer. |and M6 Disabled

later
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Description

Supported Attributes

Versions | Platforms

Values

Dependencies

110 eDPC
Support

The eDPC (Enhanced
Downstream Port
Containment) allows a
downstream link to be
disabled after an
uncorrectable error,
enabling recovery
possible in a controlled
and robust manner.
This can be one of the
following:

4.3(6¢) | C220 M8, C240
and | M8, C225 M8,

later | C245M8, X215¢

Mg, C220 M7,
C240 M7, C220
M6, C240 M6

Disabled, On Fatal
Error, On Fatal and
Non-Fatal Errors

Note

The value On Fatal
Error is not
supported on C225
M8, C245 M8, and
X215¢ M8 servers.

« Dissbled—eDPC
support is
turned off, and
the system
does not take
any action to
disable
downstream
links in
response to
€rrors.

On Fatal
Error—eDPC
is enabled only
for fatal
errors.is not
supported on
Cisco UCS
C225 M8,
Cisco UCS
C245 M8, and
X215¢ M8
servers.

On Fatal and
Non-Fatal
Errors—eDPC
is enabled for
both fatal and
non-fatal
€erTorsS.

Speculative
L ock

The confl lock metric
counts how many
times lock conflicts
occur.

6.0(2x) | C220 M8, C240
MS, X210c M8,
X410c M8,
XE1X0MS

Enabled, Disabled
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Name Description Supported Attributes

Versions | Platforms Values Dependencies

CPU Frequency | Indicates adjusting the | 6.0(2x) | C245 M8, C225 | Auto, Enabled,
Control speed of the CPU to M8, X215¢ M8 | Disabled

find a good balance
between how fast it
works and how much
power it uses.

\}

Note For Local APIC Mode Bios token, Compatability values are not supported for AMD EPYC 7XX2 series.
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QPI

* QPI, on page 639

QPI

The following table lists the QPI BIOS settings that you can configure through a BIOS policy or the default
BIOS settings:

Name Description | Supported Attributes

Versions | Platforms Values Dependencies

QPI Link | The Intel 4.0(4) |B200 M5, B480 M5, |Auto, 9.6 GT/s, 10.4 GT/s,
Freguency | QuickPath and C220 M5, C240 M5, |11.2GT/s, 12.8GT/s, 14.4GT/s,
Select Interconnect | later C480 M5, S3260 M5, | 16.0GT/s,20.0GT/s, 16.0GT/s,

(QPI) link B200 M6, C220 M6, |20.0GT/s,24.0GT/s, Auto, Use
frequency, in C240 M6, X210c M6, | Per Link Setting
megatransfers C220 M7, C240 M7, Note

per second X210c M7,X410c M7,

9.6 GT/s, 10.4 GT/s options
available for M5 and M6
servers only. 11.2GT/s for M6
and 12.8GT/s, 14.4GT/s,
16.0GT/s, 20.0GT/s for M7.

(MTYs). C220 M8, C240 M8,
X210c M8, X410c M8

Note

16.0GT/s, 20.0GT/s,24.0GT/s,
Auto, Use Per Link Setting is
applicable for M8 servers only.
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Server Management

* Server Management, on page 641

Server Management

The following table lists the server management BIOS settings that you can configure through a BIOS policy
or the default BIOS settings:

option is not
available.

C245 M6, C220 M7,
C240 M7, X210c M7,
X410c M7, C225 M8,
C245 M8, X215¢c M8,
C220 M8, C240 M8,
X210c M8, X410c
M3, XE1X0M8

Name Description Supported Attributes
Versions Platforms Values Dependencies
Baud Rate |What Baud rateis [4.2(1) and |B200 M5, B480 M5, |9.6k, 19.2k, 38.4k, |This setting
used for the serial |later C220 M5, C240 M5, |57.6k, 115.2k must match
port transmission C480 M5, S3260 M5, the setting on
speed. If you C125 M5, B200 M6, the remote
disable Console C220 M6, C240 M6, terminal
Redirection, this X210c M6, C225 M6, application.
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Name Description Supported Attributes
Versions Platforms Values Dependencies

CDN Consistent Device |4.2(1) and | B200 M5, B480 M5, |Enabled, Disabled
Control Naming allows later C220 M5, C240 M5,

Ethernet interfaces C480 M5, S3260 M5,

to be named in a C125 M5, B200 M6,

consistent manner. C220 M6, C240 M6,

This makes X210c M6, C225 M6,

Ethernet interface C245 Mo, C220 M7,

names more C240 M7, X210c M7,

uniform, easy to X410¢c M7, C225 M8,

identify, and C245 M8, X215¢ M8,

persistent when C220 M8, C240 M8,

adapter or other X210c M8,

configuration XE1X0MS

changes are made.
Adaptive | When this token is [4.2(1) and | B200 M5, B480 M5, |Enabled, Disabled
Memory enabled, the BIOS |later C220 M5, C240 M5,
Training saves the memory C480 M5, S3260 M5,

training results
(optimized
timing/voltage
values) along with
CPU/memory
configuration
information and
reuses them on
subsequent reboots
to save boot time.
The saved memory
training results are
used only if the
reboot happens
within 24 hours of
the last save
operation.

B200 M6, C220 M6,

C240 M6, X210c M6,

C220 M7, C240 M7,
X210c M7, X410c
M7, C220 M8, C240
M8, X210c M8,
X410c M8,
XE1X0MS8
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€220 M8, C240 M8,
X210c M8, X410c
M8, XE1X0MS

and loading
messages will
be displayed in
the log file.

Nomal—Normal
and
information
related
messages will
be displayed in
the log file.

Name Description Supported Attributes
Versions Platforms Values Dependencies
BIOS This option 4.2(1)and |B200 M5, B480 M5, | Maximum,
Techlog denotes the type of | later C220 M5, C240 M35, | Minimum, Normal
Level messages in BIOS C480 M5, S3260 M5, M ik
tech log file. C125 M5, B200 M6, messages will
C220 M6, C240 M6, be displayed in
X210c M6, C225 M6, the log file
C245 M6, C220 M7, This is the ’
C240 M7, X210c M7, default option
X410c M7, C225 M8,
C245 M8, X215¢ M8, * Miimum—Wanig
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Name Description Supported Attributes
Versions Platforms Values Dependencies

OptionROM | The Option ROM |4.2(1) and | B200 M5, B480 M5, | Enabled, Disabled
Launch launch is later C220 M5, C240 M5,
Optimization | controlled at the C480 M5, S3260 M5,

PCI Slot level, and C125 M5, B200 M6,

is enabled by C220 M6, C240 M6,

default. In X210c M6, C225 M6,

configurations that C245 M6, C220 M7,

consist of a large C240 M7, X210c M7,

number of network X410¢c M7, C225 M8,

controllers and C245 M8, X215¢ M8,

storage HBAs C220 M8, C240 M8,

having Option
ROMs, all the
Option ROMs may
get launched if the
PCI Slot Option
ROM Control is
enabled for all.
However, only a
subset of
controllers may be
used in the boot
process. When this
token is enabled,
Option ROMs are
launched only for
those controllers
that are present in
boot policy.

X210c M8, X410c
M8, XE1X0M8
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Name Description Supported Attributes
Versions Platforms Values Dependencies
Console Allows a serial 42(1)and |B200 M5, B480 M5, |Disabled, COM 0, |Ifyou enable
Redirection | port to be used for | later C220 M5, C240 M5, |[COM 1 this option,
console redirection C480 M5, S3260 M5, « COM 0 you also
during POST and C125 M5, B200 M6, . disable the
BIOS booting. €220 M6, C240 M6, enables serial | ;129 of the
After the BIOS has X210¢ M6, C225 M6, port f‘l’r Quiet Boot
booted and the C245 M6, C220 M7, CO(I;.SO © logo screen
operating system is C240 M7, X210c M7, fiilrlifCt}i(())nST during
responsible for the X410c M7, C225 M8, This fption is' POST.
server, console C245 M8, X215¢ M8, valid only for
redirection is C220 M8, C240 M8, M6 blade
irrelevant and has X210c M8, X410c
no effect M8, XE1X0MS servers and
rack-mount
servers.
*COM 1 or
serial-port-b
enables serial
port B for
console
redirection and
allows it to
perform server
management
tasks. This
option is only
valid for
rack-mount
servers.
Flow Whether a 4.2(1)and |B200 M5, B480 M5, |None, RTC-CTS This setting
Control handshake protocol | later C220 M5, C240 M5, must match
is used for flow C480 M5, S3260 M5, the setting on
control. Request to C125 M5, B200 M6, the remote
Send / Clear to C220 M6, C240 M6, terminal
Send (RTS/CTS) X210c M6, C225 M6, application.
helps to reduce C245 M6, C220 M7,
frame collisions C240 M7, X210c M7,
that can be X410¢c M7, C225 M8,
introduced by a C245 M8, X215¢ M8,
hidden terminal C220 M8, C240 M8,
problem. X210c M8, X410c
M8, XE1X0MS8
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Name Description Supported Attributes
Versions Platforms Values Dependencies
FRB 2 Whether the FRB2 |4.2(1) and | B200 M5, B480 M5, |Enabled, Disabled
Timer timer is used for | later C220 M5, C240 M5,
recovering the C480 M5, S3260 M5,
system if it hangs C125 M5, B200 M6,
during POST. C220 M6, C240 Mo,
X210c M6, C225 M6,
C245 M6, C220 M7,
C240 M7, X210c M7,
X410c M7 C225 M8,
C245 M8, X215¢ M8,
C220 M8, C240 M8,
X210c M8, X410c
M8, XE1X0MS8
OSBoot Whether the BIOS |4.2(1) and | B200 M5, B480 M5, | Enabled, Disabled
Watchdog |programs the later C220 M5, C240 M5,
Timer watchdog timer C480 M5, S3260 M5,
with a predefined C125 M5, B200 M6,
timeout value. If C220 M6, C240 M6,
the operating X210c M6, C225 M6,
system does not C245 M6, C220 M7,
complete booting C240 M7, X210c M7,
before the timer X410c M7, C225 M8,
expires, the CIMC C245 M8, X215¢ M8,
resets the system C220 M8, C240 M8,
and an error is X210c M8, X410c
logged. M8, XE1X0M8
OSBoot What action the 42(1)and |B200 M5, B480 M5, | Power-off, Reset
Watchdog |system takes if the |later C220 M5, C240 M5,
Timer watchdog timer C480 M5, S3260 M5,
Policy expires. C125 M5, B200 M6,

€220 M6, C240 M6,

X210c M6, C225 M6,

€245 M6, C220 M7,

C240 M7, X210c M7,
X410c M7, C225 M8,
C245 M8, X215¢c M8,

€220 M8, C240 M8,
X210c M8, X410¢
M8, XE1X0OMS
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Name Description Supported Attributes
Versions Platforms Values Dependencies
oS What timeout 4.2(1)and |B200 M5, B480 M5, |5 minutes, 10
Watchdog | value the BIOS later C220 M5, C240 M5, |minutes, 15
Timer uses to configure C480 M5, S3260 M5, | minutes, 20 minutes
Timeout the watchdog C125 M5, B200 M6,
timer. C220 M6, C240 M6,
X210c M6, C225 M6,
C245 M6, C220 M7,
C240 M7, X210c M7,
X410c M7, C225 M8,
C245 M8, X215¢ M8,
C220 M8, C240 M8,
X210c M8, X410c
M8, XE1X0M8
Serial Mux |Enables or disables | 4.3(4a) and | C245 M6, C225 M6 | Enabled, Disabled
the serial mux later
configuration.
Terminal What type of 42(1)and |B200 M5, B480 M5, |PC-ANSI, VT100, |This setting
Type character later C220 M5, C240 M5, | VT100-PLUS, must match
formatting is used C480 M5, S3260 M5, | VT-UTFS8 the setting on
for console C125 M5, B200 M6, the remote
redirection. C220 M6, C240 M6, terminal
X210c M6, C225 M6, application.
C245 M6, C220 M7,
C240 M7, X210c M7,
X410c M7, C225 M8,
C245 M8, X215¢ M8,
C220 M8, C240 M8,
X210c M8, X410c
M8, XE1X0OMS
GPU Direct | When enabled, 6.0(1.250229) | X210c M7, X410c¢ Enabled, Disabled
CPU1 ACS is disabled M7, X210c M8,
for GPUs on the X410c M8
specified CPU in
systems using the
UCXS-580P.
GPU Direct | When enabled, 6.0(1.250229) | X210c M7, X410c¢ Enabled, Disabled
CPU2 ACS is disabled M7,X210c M8, X410c
for GPUs on the M8
specified CPU in
systems using the
UCXS-580P.
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. Server Management

Name Description Supported Attributes

Versions Platforms Values Dependencies

GPU Direct | When enabled, 6.0(2.x) X410c M7,X410c M8 | Enabled, Disabled
CPU3 ACS is disabled
for GPUs on the
specified CPU in
systems using the
UCXS-580P.

GPU Direct | When enabled, 6.0(2.x) X410c M7, X410c M8 | Enabled, Disabled
CPU4 ACS is disabled
for GPUs on the
specified CPU in
systems using the
UCXS-580P.
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Trusted Platform

* Trusted Platform, on page 649

Trusted Platform

The following table lists the trusted platform BIOS settings that you can configure through a BIOS policy or

the default BIOS settings:

CHAPTER 1 3

Name Description Supported Attributes
Versions Platforms Values Dependencies
Multikey Total | MK-TME allows | 4.2(1) nnd later | C220 M6, C240 Enabled, Disabled
Memory you to have multiple M6, B200 M6,
Encryption encryption domains X210c M6, C220
(MK-TME) with one with own M7, C240 M7,
key. Different X210c M7, X410c
memory pages can M7, C220 M8,
be encrypted with C240 M8, X210c
different keys. MS, X410c M8,
XE1X0MS
Software Allows you to 4.2(1) and later | C240 M6, C220 Enabled, Disabled
Guard enable Software M6, B200 M6,
Extensions Guard X210c M6, C220
(SGX) Extensions(SGX) M7, C240 M7,
feature. X210c M7, X410c¢
M7, C220 M8,
C240 M8, X210c
M8, X410c M8,
XE1X0MS8
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Trusted Platform |

Name Description Supported Attributes
Versions Platforms Values Dependencies
Total Memory | Allows you to 4.2(1) and later | C220 M6, C240 Enabled, Disabled
Encryption provide the Mo, B200 M6,
(TME) capability to encrypt X210c M6, C220
the entirety of the M7, C240 M7,
physical memory of X210c M7, X410c
a system. M7, C220 M8,
C240 M8, X210c
M8, XE1X0MS8
Select Owner | Allows you to 4.2(1) and later | C240 M6, C220 SGX Owner
EPOCH Input |change the seed for M6, B200 M6, EPOCH activated,
Type the security key X210c M6, C220 | Change to New
used for the locked M7, C240 M7, Random Owner
memory region that X210c¢ M7, X410¢ | EPOCHs, Manual
is created. M7, C220 M8, User Defined
C240 M8, X210c |Owner EPOCHSs,
M8, X410c M8, SGX Owner
XE1X0MS8 EPOCH
deactivated
Note
SGX Owner
EPOCH
deactivated option
is applicable for
MS servers only.
SGX Auto MP | Allows you to 4.2(1) and later | C240 M6, C220 Enabled, Disabled
Registration enable the M6, B200 M6,
Agent registration X210c M6, C220
authority service to M7, C240 M7,
store the platform X210¢c M7, X410c
keys. M7, C220 M8,
C240 M8, X210c
M8, X410c M8,
XE1X0MS
SGX Epoch 0 | Allows you to 4.2(1) and later | C240 M6, C220 0 - fHrrerreeet
define the SGX M6, B200 Meé, with a step size of
EPOCH owner X210c M6, C220 |1
value for the M7, C240 M7,
EPOCH number X210c M7, X410c
designated by 0. M7, C220 M8,
C240 M8, X210c
M8, XE1X0MS8
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Trusted Platform .

Name Description Supported Attributes
Versions Platforms Values Dependencies
SGX Epoch 1 | Allows you to 4.2(1) and later | C240 M6, C220 0 - fHfFfrrrereeee
define the SGX M6, B200 M6, with a step size of
EPOCH owner X210¢c M6, C220 |1
value for the M7, C240 M7,
EPOCH number X210c M7, X410c
designated by 1. M7, C220 M8,
C240 M8, X210c¢
M8, XE1X0MS
SGX Factory | Allows the system |4.2(1) and later | C240 M6, C220 Enabled, Disabled
Reset to perform SGX M6, B200 M6,
factory reset on X210c M6, C220
subsequent boot. M7, C240 M7,
X210c M7, X410c
M7, C220 M8,
C240 M8, X210c
M8, XE1X0MS8
SGX PubKey |Allows you to set |4.2(1) and later | C240 M6, C220 SGX PUBKEY
Hashn where n | the Software Guard Mo, B200 M6, HASHO, SGX
ranges from 0 to | Extensions (SGX) X210c M6, C220 |PUBKEY HASHI,
3. value. M7, C240 M7, SGX PUBKEY
X210c M7, X410c | HASH2, SGX
M7, C220 M8, PUBKEY HASH3
C240 M8, X210c¢
! * SGX
M8, X410c M8
XE’1XOM8 ’ PUBKEY
HASHD—Bdwen
7-0.
* SGX
PUBKEY
HASHIBdwen
15-8.
* SGX
PUBKEY
HASH2Bdwen
23-16.
* SGX
PUBKEY
HASH3—Bdwen
31-24.
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Trusted Platform |

Description

Supported Attributes

Versions

Platforms

Values

Dependencies

SGX Write
Enable

Allows you to
enable SGX Write
feature.

4.2(1) and later

C240 M6, C220
M6, B200 M6,
X210c M6, C220
M7, C240 M7,
X210¢ M7, X410c
M7, C220 M8,
C240 M8, X210c
M8, X410c M8,
XEIXOMS

Enabled, Disabled

SGX Package
Infor mation
In-Band Access

Allows you to
enable SGX
Package Info
In-Band Access.

4.2(1) and later

C240 M6, C220
Meé, B200 M6,
X210c M6, C220
M7, C240 M7,
X210c M7, X410c
M7, C220 M8,
C240 M8, X210c
M8, X410c M8,
XE1X0MS

Enabled, Disabled

SGX QoS

Allows you to
enable SGX QoS.

4.2(1) and later

C240 M6, C220
M6, B200 M6,
X210c M6, C220
M7, C240 M7,
X210¢ M7, X410c
M7, C220 M8,
C240 M8, X210c
MS, X410c M8,
XEI1XOMS

Enabled, Disabled
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Trusted Platform .

collectively referred
to as a PCR bank. A
Secure Hash
Algorithm 256-bit
or SHA-256PCR
Bank allows to
enable or disable
TPM security.

C240 M6, X210c
M6,C225 M6, C245
M6,C220 M7, C240
M7, X210c M7,
X410c M7,C220
M7, C240 M7,
X210c M7, X410c
M7,C225 M8, C245
M8, X215¢
M8,C220 M8, C240
M8, X210c M8,
X410c M8,
XE1X0MS

Name Description Supported Attributes
Versions Platforms Values Dependencies
SHA-1PCR The Platform 4.2(1) and later | B200 M5, B480 Enabled, Disabled | If the Security Device Support is disabled
Bank Configuration M5, C220 M5, Note then the entire TPM operation will fail.
Register (PCR) isa C240 M5, C480 For C245 M8, itis
memory location in M5, S3260 M5, Disabled by
the TPM. Multiple C125 M5, B200 default.
PCRs are M6, C220 M6,
collectively referred C240 M6, X210c
to as a PCR bank. A M6, C225 M6,
Secure Hash C245 M6, C220
Algorithm 1 or M7, C240 M7,
SHA-1 PCR Bank X210c M7, X410c
allows to enable or M7, C220 M7,
disable TPM C240 M7, X210c
security. M7, X410c M7,
C225 M8, C245
M8, X215¢ M8,
C220 M8, C240
M8, X210c M8,
X410c M8,
XE1X0MS
SHA256 PCR | The Platform 4.2(1) and later | B200 M5, B480 Enabled, Disabled | If the Security Device Support is disabled
Bank Configuration M5, C220 M5, then the entire TPM operation will fail.
Register (PCR) is a C240 M5, C480
memory location in M35, S3260 M5,
the TPM. Multiple C125 M5, B200
PCRs are M6, C220 M6,
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Trusted Platform |

applications from
unauthorized access.

Name Description Supported Attributes
Versions Platforms Values Dependencies
SHA384 PCR | The Platform 4.3(3a) and B200 M6, C220 Enabled, Disabled | If the Security Device Support is disabled
Bank Configuration later M6, C240 M6, then the entire TPM operation will fail.
* Register (PCR) is a X210c M6, C225
memory location in Me6, C245 M6,
the TPM. Multiple C220 M7, C240
PCRs are M7, X210c M7,
collectively referred X410c M7,C220
to as a PCR bank. A M7, C240 M7,
Secure Hash X210c M7, X410c
Algorithm 384-bit M7,C225 M8, C245
or SHA-384PCR M8, X215¢c M8,
Bank allows to C220 M8, C240
enable or disable M8, X210c MS,
TPM security. X410c M8,
XE1X0MS
Trusted Whether to enable |4.2(1) and later | B200 M5, B480 Enabled, Disabled | If the Security Device Support is disabled
Platform or disable the MS5, C220 M5, then the entire TPM operation will fail.
Module State | Trusted Platform C240 M5, C480
Module (TPM), M35, S3260 M5,
which is a C125 M5, B200
component that M6, C220 M6,
securely stores C240 M6, X210c
artifacts that are M6, C225 M6,
used to authenticate C245 M6, C220
the server. M7, C240 M7,
X210c M7, X410c
M7,C225 M8, C245
M8, X215¢c M8,
C220 M8, C240
M8, X210c M8,
X410c M8,
XE1X0MS
Trust Domain | Whether to enable |4.3(3a) and C220 M7, C240 Enabled, Disabled | To enable Trust Domain Extension, ensure
Extension or disable the Trust |later M7, X210c M7, that:
Domain Extension X410c M7, C220 . .
(TDX), which MS, C240 MS, . lT:(I)l';aé11(;/(lile',mory Encryption (TME) is
protects the X210c M8, X410c ’
sensitive data and Mg, XE1X0MS8 » Software Guard Extensions (SGX) is

Enabled.

* Multikey Total Memory Encryption
(MK-TME) is Enabled.

« LIMIT CPU PA to 46 Bits token is
Disabled.
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Trusted Platform .

Name Description Supported Attributes
Versions Platforms Values Dependencies
TDX Secure | Whether to enable |4.3(3a) and X410c M7, X210c |Enabled, Disabled | To enable TDX Secure Arbitration Mode
Arbitration or disable the TDX | later M7, C220 M7, Loader, ensure that:
Mode (SEAM) |Secure Arbitration C240 M7, C220 . .
L oader Mode (SEAM) M8, C240 MS, ’ E‘r’l?éliﬁemory Encryption (TME) is
Loader, which helps X210c M8, X410c ’
to verify the digital Mg, XE1XO0M38 » Software Guard Extensions (SGX) is
signature on the Enabled.
Intel TDX module
and load it into the * Multikey Total Memory Encryption
SEAM-memory (MK-TME) is Enabled.
range. « LIMIT CPU PA to 46 Bits token is
Disabled.
* Trust Domain Extension (TDX) is
Enabled.
TPM Pending | Trusted Platform 4.2(1) and later | C240 M6, C220 None, TpmClear |If the Security Device Support is disabled
Operation Module (TPM) M6, B200 M6, then the entire TPM operation will fail.
Pending Operation X210c M6, C220
option allows you to M7, C240 M7,
control the status of X210c M7, X410c
the pending M7, C225 M8,
operation. C245 M8, X215¢
M8, C220 M8,
C240 M8, X210c
M8, X410c M8,
XE1X0MS8
TPM Minimal | Whether to enable |4.2(1) and later | B200 M5, B480 Enabled, Disabled | If the Security Device Support is disabled
Physical or disable TPM M5, C220 M5, then the entire TPM operation will fail.
Presence Minimal Physical C240 M5, C480
Presence, which M5, S3260 M5,
enables or disables B200 M6, C220
the communication M6, C240 M6,
between the OS and X210c M6, C220
BIOS for M7, C240 M7,
administering the X210c M7, X410c
TPM without M7, C220 M8,
compromising the C240 M8, X210c
security. MS, X410c M8,
XEI1X0MS
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Trusted Platform |

possible malicious
devices.

Name Description Supported Attributes
Versions Platforms Values Dependencies
Intel Trusted | Whether to enable |4.2(1) and later | B200 M5, B480 Enabled, Disabled | TPM cannot be disabled unless TXT is
Execution or disable Intel M5, C220 M5, disabled.
Technology Trusted Execution C240 M5, C480
Support Technology (TXT), M5, S3260
which provides M5,C240 M6, C220
greater protection M6, B200 M6,
for information that X210c M6, C220
is used and stored M7, C240 M7,
on the business X210¢c M7, X410c¢
server. M7, C220 M8,
C240 M8, X210c
M8, X410c M8,
XE1X0MS
Security Device| It controls the entire | 4.2(3) and later | C220M6, C240M6, | Enabled, Disabled
Support TPM functionality. C225Me6, C245M6,
B200M6, X210c
M6, C225 M6,
C245 M6, C220
M7, C240 M7,
X210c M7, X410c
M7, C225 M8,
C245 M8, X215c¢
MS,C220 M8, C240
M8, X210c M8,
X410c M8,
XE1X0MS8
DMA Control |Enabling this token |4.2(2) and later | C220 M6, C240 Enabled, Disabled
Opt-In Flag enables Windows M6, B200 M6,
2022 Kernel DMA X210c M6, C220
Protection feature. M7, C240 M7,
The OS treats this as X210¢c M7, X410c¢
a hint that the M7, C220 M8,
IOMMU should be C240 M8, X210c¢
enabled to prevent MS, X410c M8,
DMA attacks from XE1X0MS
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Name Description Supported Attributes
Versions Platforms Values Dependencies
LIMIT CPU |Limits CPU 4.2(2) and later | C220 M6, C240 Enabled, Disabled
PA to 46 Bits | physical address to M6, B200 M6,
46 bits to support X210c M6, C220
the older Hyper-v M7, C240 M7,
CPU platform. X210c M7, X410c
M7, C220 M8,
C240 M8, X210c
M8, X410c M8,
XE1X0MS
SProcessor Allows you to 6.0(1a.0) and |C220 M8, C240 Values are:
Epoch 0 define the SGX later MS8, X210c M8, . The
EPOCH owner X410c Minimum
value for the M8, XE1X0MS8 .
EPOCH number value is 0.
designated by n. e The
Maximum
value is
fIEFACFeErereee.
¢ The Unit is
Hash byte
7-0,
SProcessor Allows you to 6.0(1a.0) and |C220 M8, C240 Values are:
Epoch 1 define the SGX later MS8, X210c M8, . The
EPOCH owner X410c Minimum
value for the M8, XE1X0MS8 .
EPOCH number value is 0.
designated by n. e The
Maximum
value is
FIEFACFAETereee.
* The Unit is
Hash byte
7-0,

\)

Note

SHA384 PCR Bank Bios token supports PID models UCS-TPM-002D and UCS-TPM-002D-D.
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CHAPTER 1 4

USB

» USB, on page 659

USB

The following table lists the USB BIOS settings that you can configure through a BIOS policy or the default
BIOS settings:

Name Description Supported Attributes
Versions | Platforms Values Dependencies
L egacy Whether the system |4.2(1) and | B200 M5, B480 M5, C220 | Auto,Enabled,
USB supports legacy USB | later M5, C240 M5, C480 M5, | Disabled
Support devices. S3260 M5, C240 M6, C220
M6, B200 M6, X210c M6
USB Port | Whether the front 4.2(1)and |[C240 M5, C220 M5, C480 |Enabled,
Front panel USB devices | later M35, B200 M6, X210c M6, |Disabled
are enabled or X210c M7, X410¢c M7,
disabled. X210c M8, X410c M8,
XE1X0MS
USB Port | Whether the internal |4.2(1) and | C240 M5, C220 M5, C480 |Enabled,
Internal USB devices are later M5, C220 M6, C240 M6 Disabled
enabled or disabled.
USB Port | Whether the USB 4.2(1)and |C240 M5, C220 M5, C480 |Enabled,
KVM Port KVM devices |later M5, B200 M6, X210c M6, |Disabled
are enabled or X210c M7, X410c M7,
disabled. X210c M8, X410c M8,
XE1X0MS
USB Port | Whether the USB 4.2(1)and |C240 M5, C220 M5, C480 |Enabled, Note
Rear port rear devices are | later M5, C220 M6, C240 M6, | Disabled This is not
enabled or disabled. C220 M7, C240 M7, C220 applicable to
M8, C240 M8 XE1X0MS.

Cisco UCS Server BIOS Tokens in Intersight Managed Mode .




B uss

usB |

Name Description Supported Attributes
Versions | Platforms Values Dependencies
USB Whether the SD card |4.2(1) and | C220 M5, C240 M5, C480 |Enabled,
Port:M.2 |drives are enabled or |later M35, B200 M6, X210c M6, |Disabled
Storage disabled. X210c M7, X410c M7,
X210c M8, X410c M8
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