Cisco TelePresence Content Server Release 7.2.1
Virtual Machine Installation Guide for Green
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February 14, 2018
This document provides instructions for installing Cisco TelePresence Content Server Release 7.2.1 as
a virtualized application on a VMware vSphere Hypervisor (ESXi) system.
See these sections:

¢ Recommended Platform

e Limitations and Restrictions

e Digital Image Signing Of TCS

e Installation Prerequisites Checklist

e Installation Notes

e Installing VM Content Server
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M Recommended Platform

Recommen

Note

ded Platform

These are the supported OVA requirements for UCS C220 Content Server hardware (Third-Generation,
Fourth-Generation, BE7K and Third Party Hardware):

vCPU! 12
RAM 8 GB
Disk space? 550 GB

1. Hyper threading is enabled.
2. 550 GB disk space is allocated only for VM.

Content Server Release 7.2.1 is not supported on First-Generation and Second-Generation Content
Server Hardware.

These are the supported OVA requirement for BE6K Content Server hardware with Hyper threading
disabled.

vCPU 2

RAM 4 GB

Disk space C (50GB) + E (250 GB)
=300 GB

Any other UCS models conforming to the Tested Reference Configuration (TRC) or a better TRC should
be supported the tested configuration.

Third Party Hardware Details

Machine Make HP

Machine Model No ProLiant ML350p Gen8

CPU Cores 6 CPUs x 2.094 GHz

Processor Type Intel(R) CPU E5-2620 v2 @ 2.10GHz
RAM 8 GB

Hard Disk 900x2 GB
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Limitations and Restrictions

e Table 1 describes the Content Server hardware and VMware vSphere Hypervisor (ESXi) software
version compatibility.

Content Server
Third-Generation and Fourth-Generation
ESXi Software Version Hardware

ESXI 6.0 Yes, with VMware Cisco custom ISO
image available here:

https://my.vmware.com/web/vmware/info/
slug/datacenter_cloud_infrastructure/vmw
are_vsphere/6_0#custom_iso

ESXi to download:
CISCO Custom Image for ESXi 6.0.0 GA
Install CD.

ESXi 5.5 Yes, with VMware Cisco custom ISO
image available here:

https://my.vmware.com/web/vmware/info/
slug/datacenter_cloud_infrastructure/vmw
are_vsphere/5_5#custom_iso

ESXi to Download:
Cisco Custom Image for VMware ESXi
5.5.0 GA Install CD

Digital Image Signing Of TCS

There are two types of file used in TCS that is Digital Signed:
e .exe files

e OVA files

Verification of digital signatures of .exe files

Follow the below steps to verify the digital signature of.exe files:

Step1  Right click on ‘“Windows’ icon to look at the file properties.
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M Digital Image Signing 0f TCS

Step2  Select the Properties.
Step3  Check if the signature is deemed valid by Windows on the Digital Signature tab. Refer the image below:

: Prelnitallercmad
Readble et

Sallay dgend, LAl Lilg R —_—
& Run_Me.omd 04w setuplicense sxe Properties E
TS 1.1 Veva 13 x ;
TCt e bt . Secusiy | Dietaly | Frewviows Wersion
e i [ [ Ceripiatitaly Digtal Sigrasiuens
o web.conby !
n ‘WindowiFeature.pal IF Signature liat
E s'tt“F‘_l"='="""*-""* Fi e o s Lrgpe e sgenioan Trwelaed
B ° et TC DGl SN e it Systoms, Inc. sha?56 Frkrg, Jarmiany 23, 210
0 Cancel

Verification of digital signatures of OVA files

Step 1 Log into the vsphere client.

Step2  Select the File > Deploy OVF Template.

Step3  Select the Signed OVA file.

Step4  Click Next. ‘Publisher, Vendor’ Windows will appear.

Refer the image below:
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OWF Template Details
Warif v OVF Eemplate dekbasils .
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O%F Template Details
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Installation Prerequisites Checklist

1. Download the VM Content Server Release 7.2.1 software by using an external download location
link that will be provided in the E-delivery notification email:

a. Content Server software image
b. OVA template that is specific for the host hardware
c. System configuration scripts
2. Confirm that you have this system software available for installation:
a. Windows Server 2012 Standard R2

b. VMware vSphere Hypervisor (ESXi) software version that is specific for the Content Server
second- or third-generation hardware (see Table 1).

c. SQL Server 2012 Express or Enterprise or Standard Edition.
3. Before installing VMware ESXi vSphere on the host server, check that:
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a. Virtualization Technology (VT) is enabled in the BIOS

b. “Virtual Machine Startup/Shutdown” is configured to “Allow Virtual machines to start and stop
automatically with the system” and the VM Content Server has been moved to the Automatic
startup section

c. Valid NTP server is configured that is the same NTP server that will be specified in the Content
Server

Installation Notes

To install VM Content Server Release 7.2.1 on new hardware, you will need the software base Product
Authorization Key (PAK) and option PAK. This information is part of the claim certificate that you
received after ordering the VM Content Server. See the Install SQL cumulative Update (Hotfix) from
following links and restart the system: section for more information.

SQL Sever 2012 Support

Earlier SQL Server 2005 was being installed internally as local database server by the TCS installer. In
7.x, the approach is changed. Internal installation of SQL Server 2005 was dropped and now SQL Server
2012 is required as a prerequisite for TCS installation.

So before installation, A SQL Server instance named TCS must be present at local machine. The edition
of SQL Server 2012 can be any of Standard editions, Enterprise Edition or Express edition.

If user wants to install Express edition, it can be downloaded from the following location:
https://www.microsoft.com/en-in/download/details.aspx?1d=29062, download the file
ENU\x86\SQLEXPR_x86_ENU.exe

To support TLS 1.1 and 1.2 in Windows environment, SQL server needs to be upgraded to SP2 or SP3
version (both x86 and x64 versions are supported) along with their respective cumulative updates.SQL
Server 2012 RTM and SP1 does not support TLS 1.1 and 1.2.

Installing VM Content Server
je)

Tip It is recommended to follow the steps given in the guide for a base installation to confirm that no
software discrepancies occur while installing TCS.

Complete these tasks to install VM Content Server Release 7.2.1 on new hardware:
1. Installing VMware vSphere ESXi, page 7
2. Deploy OVA to Host, page 7
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Installing VM Content Server W

Installing Windows Server 2012 Standard R2
Installing Roles and Features

Local Policy Setting

A L e

Installing SQL Server 2012 database server

Installing VMware vSphere ESXi

Install VMware vSphere ESXi on the host Content Server (See Table 1 for the ESXi version).

For ESXi Release 6.0, see the VMware release notes here:
https://www.vmware.com/support/vsphere6/doc/vsphere-esx-vcenter-server-60-release-notes.html
For ESXi Release 5.5, see the VMware release notes here:

https://www.vmware.com/support/vsphere5/doc/vsphere-esx-vcenter-server-55-release-notes.html

Deploy OVA to Host

Step 1
Step 2
Step 3

Note

These instructions represent a typical installation. The Deploy OVF Template wizard dynamically
changes to reflect the host configuration.

Log in to the vSphere client to access the ESXi Host.
Select File > Deploy OVF Template.

On the Source page, Browse to the location of the OVA file that is specific to the host appliance. Click
Next.

For TCS 7.2.1, OVA file is in S_7_2_1_TCSVM_Bundle.zip and for BE6K, OVA file is in
S_7_2_1_TCSBE6K_Bundle.zip.
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W Installing VM Content Server

(5 Deploy OVF Template = g

H Source
Select the source location.

Mame and Location
RSk Format
Ready to Complate

Deplory from & fle or LIRL

[V s nnnnony  NiShared|TCS DeliverablesiTCS 7.00TCS 7%, »| | Browse... |

Emter a URL to download and instal the OF package From the Internet, or
specify & location accessible From your compuber, such a5 a local hard drive, &
[ retwork share, or &8 COYOVD drive,

Help ! < Back I Next > Cancel

Stepd  On the Name and Location page, enter the Name for the VM Content Server guest, for example
“Virtual_TCS”. Click Next.

(%) Deploy OVF Template E=Si=

u Mame and Location
Specify & name and location for the deploved bemplate

Source Marme:

CNF Templabe Deetails TCS 7.%

Mame and Location } "

P — The niame can conkain up bo 80 characters and & must be unigue within the inventory folder,

Ready to Completa

Help 1 < Back | Next > I Canced

AU

Step5  On the Disk Format page, confirm that the Thick Provision Lazy Zeroed default disk format is selected.
Click Next.
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Installing VM Content Server Il

(5 Deploy OVF Template '

;‘ Disk Format
1 which Format do you want to shore the virbual disks?

s Diatastare: [datast
WE Templabe Details ks
[acne and Lotation

Disk Format Available space (GB): FTRIE

Ready to Complete

0+ Thick Provision Lazy Teroed
. ™ Thick Provision Eager Zeroed
" Thin Provision

Help ] < Back I Next > I

— — =

— — —

Step6  On the Ready to Complete page:
a. Confirm the deployment settings.

b. Select the Power on after deployment check box.
¢. Click Finish.
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W Installing VM Content Server

(&) Deploy OVF Template E=mRc)
Ready to Complete
Are thess the aptions you want to use?
SCrDe
CWF Template Detalls ‘When you chck Finish, the deplovment back wall be skarkbed,
[iaeree aned | o ation Deployment settings:
Disk: Formal OVF File: W owwann  Shared\TCS Deliverables\TCS 7.00TC5 7.,
Ready to Complete Oowlead stist 155.0 £B
¥ Size an disk: 550.0 GB
Name: TC5 7.
HaskfChisker: localkuost,
Diatastore: datastorel
Disk provasioning: Thick. Prenvision Lazy Zerosd
! Nebwork Mapping: "t Network! bo "W Metwork™

[T Power on after daployment

e | s

4

"I ———— =

Step7  The installation process begins and a progress bar is displayed. The Content Server OVA is now deployed
as a guest on the VM host.
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Installing VM Content Server W

Installing Windows Server 2012 Standard R2

These instructions represent a typical installation.

Step 1 Obtain the Windows Server 2012 Standard R2 software to begin installation process.
Step2  Power on the VM.
Step3  Depending on your Windows Server media type, perform one of these steps:

a. Insert the Windows 2012 DVD in DVD drive. In ESXi, connect the DVD drive letter by using the
ESXi option Connect/Disconnect the CD/DVD devices of Virtual Machine > Connect to <DVD
drive letter>.

or

b. Mount the Windows 2012 ISO image file in ESXi by using the option Connect/Disconnect the
CD/DVD devices of Virtual Machine > Connect to ISO Image on local disk and browse the
Windows Server ISO image file.

Step4d  Press CTRL + ALT + Insert to boot from the DVD or the mounted ISO image.
Step5  If prompted, choose Windows Server 2012 R2 Standard (Server with GUI) x64.
Step6  In the Install Windows Server screen, choose Custom (Advanced).
Step7  Create two partitions on the host while installing Windows:

e First partition for program files with a minimum of 100 GB space

e Second partition for media files with the remainder of available space (450 GB)

Note In case of BEGK platform, create two partition of the following sizes:
e First partition for program files with a minimum of 50 GB space

e Second partition for media files with the remainder of available space (250 GB)

G £ Windows Setup

Where do you want to install Windows?

Name Total size Free space Type

= Drrwe O Partthon 1; S:..‘:I:rm Reserved 3500 MB JHOME  System

= Derve O Partition 2 573 GE 7.3 GB  Primary

= Drive O Unallocated Space 4513 68 4323 GB
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W Installing VM Content Server

S

Note

The drive letter might differ in your OS. Go to Disk Management to change the drive to E:.

Step 8
Step 9

Follow the prompts to complete the Windows Server installation.
Install VMware Tools:
a. Right click the Content Server VM node. Select Guest > Install/Upgrade VMware Tools.

NEEENIE

LA

g Dxx.xx.xx.xx

o Er

TCS 1.0 ¥YM 37

Power

@ TCS

| Guest

shapshat

s

Open Consale

2

Edit Settings...
Add Permission.., Ctrl +P
Report Performance..,

Rename

Open in MewWindow,.,  Ctel+8/t+N

Remowe from Inventory
Delete frorm Disk

Resource Alocation - Performance . Events |
Bnswer Question..,
Enter Full Screen (Ctrl+Alt+Enter)

Send Chrl+4lt+Del

Install/Upgrade YWhdware Toals
Al ng syE[‘érli instaled on a vinda
iest operating system.

machine is an isolated computing
use virtual machines as desktop or
ients, as testing environments, or to
plications.

on hosts. The same host can run

Basic Tasks

LLE= bl e e =

- PEFMISSI0NS

Virtual Machines

vSphere Client

Shut down the virtual machine

0l Suspend the virtual machine

(p Edit virtual machine settings

close tab [X]

-
&

Yl Host

T

b. Click the Console tab. In the Console window double click the mounted drive (VMware Tools)
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Installing VM Content Server W

= D FER TN T]

HTcs70WM 37
f_[) TCE5 7143

TC5 7.0 ¥4 37

Recycle Bin

File

Computer View

T 18 s ThisPC » v &
[ Favorites 4 Folders (6)

I Desktop E
l Desktop & Documents

& Downloads
J B Music

I Videos

2| Recent places

' This PC j:} Downloads
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0 Music 4 Devices and drives (4)
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€l Network

c¢. Double click setup64.exe to launch the Setup wizard. Choose Typical to complete the installation.

=N EEEIEET
(| TCs 7.0 WM 37
s TC5 7143

TCS 7.0 ¥M 37

e | Application Tools

“ Home Share View Manage

- = T |ga ¢ ThisPC » CD Drive (D) VMware Tools » v &
T Favortes b =
BB Desktop Program Files f
& Downloads & autorunico
= Recent places 3 | auterun.inf

| manifest.bt

"% This PC L) setup.exe 972015 5:38 PM \pplicatio 41,202 KB

e Desktop L) setupldene 20/20155:38PM  Apg KB
Documents " VMwareToolsUpgrader.exe

& Downloads

& Music

= Pictures

H Videos

3 Local Disk {C:)

&ii CD Drive (D:) VMwa
s TCS Data (E)
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W Installing VM Content Server

d. When installation is complete, click Finish. Click Restart to restart the system.

Step10  Go to the console to configure the Content Server networking parameters. Assign the IP address, the
netmask, the default gateway, and the DNS server address. For more information, see the Cisco
TelePresence Quick Start Guide on Cisco.com.

Step11  Go to My Computer > Properties and enable Remote Desktop services.
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Installing VM Content Server

Installing Roles and Features

Install Internet Information Services (IIS8). On VM host, navigate to Server manager > Dashboard.
Click on Add roles and Features.

Step 1

WELCOME TO SERVER MAMAGER

o Configure this local server

E Dashboard

B Local Server
ii All Servers

B File and Storage Senvices

R

CRICK START

i) 4 (Croate a<arvar oroun

LEARN MORE

ROLES AND SERVER GROUPS

| r|lr.-'.'ll"-.|| &1 | Servers totak 1

iy ;:fv?:ismrage 1 § Local Server i All Servers
G} Manageabilsty I[‘i:l Manageability @ Eanageability
Events Events Events
Performance Senaced Services
BPA results Perfarmance Perinrrmance
BPA results BPA results
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M Installing VM Content Server

(25 Add Roles and Features Wizard

Select one or more roles fo mstall on the selected server.
Rales

Active Directory Certificate Services
Active Directory Domain Services
| Active Directory Federation Seraces

Actre Directory Lightwasght Directory Sennces

Acteve Directory Raghts Managernent Services
- anfirmation Application Server
DHCP Senver
DMNS Server
] Fax Server
\®| File and Sr:.r.':.;f Servioes (1 of 12 mstalled)
Eyper-V
Metwork Pohicy and &coess Senmtes
Print and Document Services
Remote Access
Remote Desktop Sennces
[] Valime Activatesn Senace
2R b Server (5]
‘Windows Deployment Senices
Windows Server Essentials Expenence

Windows Server Update Senizes

Step2  On Select Server Roles page, click the WebServer IIS check box. A pop-up appears for installing the
dependent features, click Add Features to continue and Click Next.

Step3  On Select Features page, select Net framework 3.5 and ASP.Net 4.5 as shown in the below image. Also
select Windows Server backup and Desktop Experience. A pop-up appears for installing the
dependent features, click Add Features to continue and click Next.
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Select features

Before You Begin
Instadation Type
Server Selection

Sarver Roles

Wb Server Role (Ii5)
Rk Services

Confirmation

Select one or more features to mstall on the selected senver.

Features

4 [ MET Framewark 3.5 Features
[w NET Framewark 3.5 (inchedes NET 2.0 snd 3.0)
|:, HTTF Actrvation
] Non-HTTP Activation

4 [W] NET Framewark 4.5 Features (2 of 7 installed)

| NET Framework 4.5 (Installed]

[] Message Cueuing (MSMO) Actrvation
|:| Named Pipe Actreation
] TCP Acthentson
| TCP Port Shasing F1aiHed
b [ Background Intelligent Transfer Service (BITS)
] BitLocker Drive Encryption
[ BitLocker Netwark Unlock
1 EranchCache
[ chent for NFS
[] Data Center Bncging
[ Direet Play
[] Enkanced Storsge
[ Fadlgver Clustering
[ Group Policy Management
] 185 Hostable Web Cone
[ Ink and Handwriting Services
[ internet Printing Client
] 1# address Management ([IPAM) Server
1 i5N5 Sarver sannce
[ LPR Port Manitor
] Management OData IS Extension

Installing VM Content Server
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W Installing VM Content Server

Ei AR TR Select one or more features $o matall on the selected sancer

Features

| Rempte Server Adminsstration Tools
RPC gwer HTTP Proxy

Sample TOPTP Sernces

SME Bandwidth Limit

| SMTP Sareer

| SHMP Senaice
Telmet Chent
| Telmet Server
] TFTP Cheent
a [@] User Interfaces and Infrastructurs [2 of 3 instal lad)
o]
[ Desktop Expenence
Windows Biometnc Framewaric
] Windews Feedback Farwarder
] Windows Identity Foundation 3.5
Windows Internal Database
0| Windcws PowerShall [2 of 5 instalied)
Windows Process Actrateon Senace
Windows Search Servige
v
| Windows Server Migration Took
| Windews Standasds-Baced Starage Mansgement
| Windows TIFF [Filter
| WinRM 15 Extension
WINS Senver

Wirelass LAN Senice

XPS Viewer

Step4  On the Select Role Services page, select all the features and sub features on this page under webserver.
Click Next.
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Installing VM Content Server

I

Add Roles and Features Wizard

Select e ar Mo features to sitall on the selected sonaef
Features

Rempte Server Admingtration Tools
BPC ower HTTP Proas

Sample TCRTP Sernces

Rols Sarvices SME Bang

th Lirnit
a X L] SMTP Server

INMP Senice

el Lt
| Telnet Server
TFTP Cheerst
4 (B Lher interfaces and |Infrastructune [2 of 3 mstallad)
v

[v] Deskiop Expenence

mefnic Framework

r
EEINACE Fofwlither

kn

dentity Foundab
Windows Internal Database

0| Windows PowerShell [2 af 5 ingtadied)
Windows Process Actrvation Sennce

_| Windows Search Serice

o
Windenvi Server Migration Took
Windews Standards-Bated Storage Mansgement
Windows TIFF IFilter

WinEM 15 Extensicn

Whralesy LAN Sernce

XPS Viewer

(1]
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M Installing VM Content Server

Add Roles and Features Wizard

Selact the role senaces bo mstall fod Web Serves [II5)
Raobe cervices

4 [ Web Server

r i../_ Commaon HTTP Features
| Default Document
(] Lhractary Beowsing
& HTTP Ervors
[ Static Content
wf| HTTP Redirection
v WebDaY Publisheng

4 [ Health and Diagnostics

| HTTP Lagging

Custom Logging
¥ Lagging Teels
[ ODEC Loaging

| Request b

w| Tracing
4 |v Performancs
[¥ Static Content Compression
T Dymamic Content Compression
4 | Secunty

| Request Filtering

]

Basic Authentcatian

3

Centralized 551 Certificate Support
Chent Certsheate Mapping Authenbication

Dhgest Authentsrateon

15 Client Certificate Mapping Authentication

L
o
i
:l\-f_ P and Doman Restrictions
L

1 URL Authonzaton

T Windows Authenbication
1+ pEE
¥ ] FIP Server
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Step 5

Installing VM Content Server

E

Select the role sanates to install for Web Server (II5)

Role services

[¥ Applcation Development
o
o
w| Application Initialzation
w| ASD
v ASPMET 3.5
Wi ASPMET 4.5
W CG
W
1 Sernver Side includes
w| WebSocket Profocol
FTP Server
[ FTP Serace
ICRFTP Extensibiliy

[ s P.'.h'.a:__'.crr ent Scripis and Tools

|+ Msnsgement Senace

Add Roles and Features Wizard

W Chert Certificate Mapp e Authenbcabon

w| Diigest Authentcatson
w| 15 Chent Certificate Mapping Authentication
| IP and Domain Restictont

W URL Authonzation

W ‘Windows Authentication

Management Tools
o 115 Managerment Condols

W 115 B Management Compatibdity

W] 05 6 Metabase Compatibility
W 05 & Management Console
'

I5 & Scripting Tools

I 1S & WA Campatib

Scrph

On the Confirmation Installation Selection page, click on ‘specify an alternate source path’. Mount
the Windows Server 2012 R2 standard Edition image to a drive. On the Specify alternate source path
page, specify the path <OS Mounted drive letter>:\sources\sxs, as shown in the image. Click OK.
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W Installing VM Content Server

i ‘Add Roles and Features Wizard

Confirm installation selections

| A& Doyou need to specify an slternate sounce path? One o EJ‘

Before oy Begin
Instaliation Type [] Restar the destinat J Specfy Altemate Source Path
Server Salaction Cptignal features (such ag Saime sarvers might not have all source fles available to add all roles, role ssrvices, or features, The source flss
Cerver Belss might nat have been mstalled or maght have been removed by users after the operating system was mstalled.
MET Framework 3.3 Fead
Features MET Framewark 1501 1 the server on which you want to install robes o features does nol have all required source fles, the senver can
Web Server Roke 015} NETE: Sk try tor et fles by wsing Windows Lipdate, of friom a kecation that is specshed by Group Pelicy.
ol Services ASPNET 45 You can aksa specify an alterate path for the source fles, if the destination server does nat have them. The
“ Ik and Hardwri sourge path of file share must grant Resd perenissions either to the Everyone group (not recommended for
"3 security reatans), of to the computer (local systam) sccount of the deshnation server: granting user sceount
Media Foundation actis is not sufficient.
[esr Interfaces and Infs
Detidon £ Thie Folicnng are examples of & vahed source fle path where the destinaten sarver i the bacal terver, and whers
the E drive contains the Windows Server matallabion media.
Web Server (I15)
FTP Server Souece files for NET Frameweork 3.5 Features are not installed as part of a typical instaliabion, but are available in
ETP Buternibaitl] T Side-by-side store (3a5) folder
E\SaureasiSadh,
FTP Service

Management Tecls Source files for other features are wvailable in the Installsim file. Add the WIM: prefis to the path, and a suffin to
indicate the index of the image fraem which ta get source files, In the fallaasng example the index is 4

WiNEE Sources) | rstall warod

IS 65eripll  pysi E\Sﬁu!tﬂ"ﬁlﬂ‘n

185 Management Scripts and Tools
Weh Server
Application Development
Applizaton Intiakzation
A5F

Expart configuration sethngs
Specify a0 alternate source path
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Installing VM Content Server W

Step6  On Confirmation Installation selection page, click Install.

Step7  Once feature installation is completed, click Close. Restart the system.

Local Policy Setting

Local Policies

Local Policy Object Display Name User Right

Backup files and directories Se Backup Privilege
Debug Programs Se Debug Privilege
Manage auditing and security log Se Security Privilege

To add the rights to the local administrator account, follow these steps:

Step1  Log on to the computer as a user, who has administrative credentials.

Step2  Click Start.

Step3  Click Run, type ‘Control admintools’ and then click OK.

Step4  Double-click Local Security Policy.

Step5 In the Local Security Settings dialog box, click Local Policies,

Step6  Double-click User Rights Assignment, and then double-click Backup Files and Directories.
Step7  In the Backup Files and Directories Properties dialog box, click Add User or Group.

Step8  In the Select User or Groups dialog box, type the user account that is being used for setup, and then
click OK two times.

Step9  Repeat the procedure for the other two policies that are mentioned in the “Local policies” section.

On the File menu, click Exit to close the Local Security Settings dialog box.

Installing SQL Server 2012 database server

To support TLS 1.1 and 1.2 in Windows Environment, SQL Server 2012 SP2 or SP3 with Cumulative
Updates needs to be installed.

e SQL Server 2012 SP2 (KB2958429), version 11.2.5058.0 can be downloaded from:
https://www.microsoft.com/en-us/download/details.aspx ?id=43340

e SQL Server 2012 SP3 (KB3072779), version 11.3.6020.0 can be downloaded from:
https://www.microsoft.com/en-in/download/details.aspx?1id=49996

Complete the following steps to install SQL server 2012 (SP2 or SP3):

Step1  Under Installation tab, click ‘New SQL Server stand-alone installation or add features to an existing
installation’.
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M Installing VM Content Server

SQL Server Installation Center

u

Mewr 501 Server stand-alone installation or add features ta
an existing installation

Launch awizard to install S0L Server 2012 in a
non-clustered ervironment or to add features to an existing
S0L Server 2012 instance,

Planning
Installation
Maintenance

Taools

Step2  Click ‘I accept the license terms’.

Step3  Click Next.

Step4  Check the Database Engine Services box and click Next.
Feature Selection Feature Selection

Select the Express features to install. Select the Evaluation features to inctall.

Sd:up Suppad Rules Features: Emp Suppgrt Fules Features:
Feature Selection Instance Fasturss Setup Rale
Installation Rules [v] Database Engine Services Feature Selection |w] Database Engine Services

| SOL Server Replication
Shared Festures

:4. S0L Server Replication
[] Full-Text and Semantic Extractions for Search

Instance Configuration Installation Rules

Dizk Space Requirernents g |

5‘; FI: - || SGL Client Connectrvity SO [l ance 'C{Iﬂflgl..lrﬂhl}n Data Quality Services
rver Configuration Pacisiributable Faatures Disk: Space Requirernents ] A S

Database Engine Configuration Server Configuration [[] Reporting Services - Native

Error Reporting

Installatien Configuration Rules
Installation Progress

Complete

Shared Features
[ ] Reporting Services - SharePgint
[[] Reparting Services Add-in for SharePoint Products
[ Data Quality Client
L_| 5QL Server Data Tools
[] Cliert Towl: Connectivity
O Integration Senvces
L Chent Teols Backwards Compatibality
[ Client Tools SDK
[[] Decumentstion Cempanents
L Management Toals - Basic
[ Managerment Took - Complete

[] Distributed Replay Controlles

] Distributed kala:,' Cleent
L SOL Client Connectivity SDK
[] Master Data Services

Database Engine Configuration
Error Reporting

Installation Cenfiguration Rules
Ready to Install

Installstion Progress

Complete

Redistributable Features
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Step5 In Instance Name, click Named instance radio button and enter the instance name as TCS.

Instance Configuration

Specify the name and instance D for the instance of 300 Server. Instance |D becomes part of the installation path,

Setup Support Rules ) Default instance

tup Rol .
Setup Role ® Mamed instance: TCS
Featisre Selection

Installation Rules

Instance Configuration [T, = TI_.:I

Disk Space Requirements
oot di T e i % 0L Serve
Sirver Configuration Instanice root directore: | C .F'rug.r.':m Files\Microsoft SOL Server
Database Engine Configuration
Emar Begntting SOL Server direckory:  C:\Program Files\Microsoft SOL Server\MSSOL11.TCS

Installation Configuration Rules

Ready to lrstall Installed instances:
Installation Progress Instarce Mame Instance IO
Complete

Step6  Click Next.

Step 7 In the Service Account, choose Use the built-in System account (Local system, or Network service).

Note  SQL server collation should be set to Latinl_General_CI_AS, 'Dictionary, case insensitive, 1252
character set'.

Step8  In the Authentication Mode, you can click any of the two given modes:
e Windows authentication or
e Mixed mode.

Step9  Restart the system.

Note If Mixed mode is selected, click Enter and Confirm the SA (system administrator) password.

Install SQL cumulative Update (Hotfix) from following links and restart the system:

e SQL server 2012 SP2 (KB3205054), Hotfix 5678 version 11.2.5678.0 can be downloaded from:
https://www.microsoft.com/en-us/download/details.aspx?id=50731

e SQL server 2012 SP3(KB4025925), Hotfix 6607 version 11.3.6607.0 can be downloaded from:
https://www.microsoft.com/en-us/download/details.aspx?id=50733
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Installing TCS Installer

Note

Step 1

Note

Step 2

Note

Step 3

To install the VM Content Server and the license and option keys, you will need the software base
Product Authorization Key (PAK) and option PAK. This information is part of the claim certificate that
you received after ordering the VM Content Server.

You must be logged in as a Local Administrator to install, uninstall, or manage the VM Content Server.

Copy the S_7_2_1_TCSVM_Bundle.zip or S_7_2_1_TCSBE6K_Bundle.zip file to a folder on your
system and extract the files. Launch the command prompt and change the directory to the folder location.

For TCS 7.2.1, file name is S_7_2_1_TCSVM_Bundle.zip and for BE6K, file name is
S_7_2 1_TCSBE6K_Bundle.zip.

Run GetTCSVirtualSN.exe to generate the virtual serial number (vSN) for your Content Server VM.
Copy the virtual serial number.

To get the virtual serial number, use the command prompt and run as an administrator. Go to the location,
where the S_7_2_1_TCSVM_Bundle.zip is extracted. Run GetTCSVirtualSN.exe from the command
prompt.

Go to the Cisco Product License Registration website (Cisco login required).

Tools & Resources

Licenses for

roduct License Registration

Get New Licenses

My Profile Related Tools «

@ What's New? [EJ System Messages [ Supported Browsg

Enter 1 to 10 PAKs or token |Ds, separated by commas

Enter this information:

a. In the Get New Licenses From a PAK or Token field, enter the Software Base PAK from the
VM Content Server claim certificate. Click Fulfill single PAK/Token.
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Installing TCS Installer

b. In the Virtual Serial Number field, enter the vSN from Step 2 and click Next.

c. Enter the End User email credentials and click the License Agreement check box. Click Get
License. The License Request popup window displays the progress. When the process is complete,
click Close.

d. The License Key is generated and sent to the user specified in the previous step.

Step4  Follow the below steps:

a. IntheS_7_2_1_TCSVM_Bundle.zip extracted directory, create a TCSLic.txt file by using the
licensing information in this format:

<<Virtual Serial No>>
<<Release Key>>
<<Recording 5 Key>>
<<Live 2 Key>>

Note For TCS 7.2.1, extracted directory is S_7_2_1_TCSVM_Bundle.zip. In the license text file, make sure
that there are no extra spaces before or after the license keys.

B TCSLic - Notepad

Fla Edt Format View Help

49430007

07 72262265001631
115361R5=-1-B4EBGIEF
115361L2-1-D6734BB7]

b. Inthe S_7_2_1 TCSBE6K_Bundle.zip extracted directory, create a TCSLic.txt file by using
the licensing information in this format:

<<Virtual Serial No>>
<<Release Key>>
<<Recording 1 Key>>
<<Live 1 Key>>

Note For BE6K, extracted directory is S_7_2_1_TCSBE6K_Bundle.zip. In the license text file, make sure
that there are no extra spaces before or after the license keys.

& TC5Lic - Notepad

File Edit Format Yiew Help

407CF7O2

4167764374 B701L70
115561R1-1-A51EFS9E
115361L1-1-FCC11F76

Step 5 In the command prompt, run the Prelnstaller.cmd from the extracted S_7_2_1_TCSVM_Bundle.zip
or S_7_2_1_TCSBE6K_Bundle.zip directory to configure the Content Server Pre-Installer.

Step 6 Run S7_2_1.exe to install the VM Content Server software on the appliance.
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M nstalling TCS Installer

Follow the prompts to complete the TCS installation.

Step7  Run the PostInstaller.cmd from the VM Scripts folder in the command prompt to configure the
Post-Installer. This will reboot the system.

Step8  To make sure the newly created TCS VM is Up and Running. Launch TCS UI in a web browser.

By default TCS 7.2.1 comes up with TLS 1.0 enabled. To enable TLS 1.1 and TLS 1.2 use IIS Crypto
tool, download it from below link and configure it with the given settings:

https://www.nartac.com/Products/IISCrypto/Download

B IS Crypta |;|£-l

y IS Crypto 2.0 H C
SOFTWARE
i Schannel
= These settings enable lisable varicis opt systern wide. When the checkbox is grey it means no setting has been specified and the
Crhanns default for the operating oystem will be used. Click the Apply button to save changes
1 Protocols Ciphers Hashes Key Exchanges
J Mt Protoood Unified Hello HLLL KOs [ | Diftie-Hellman
| PCT 10 | DES 56/56 SHA& PECS
| $5L2.0 | RC2 404128 SHA J%h ECDH
§5L3.0 RC2 56128 SHa 354
:TI.S-'U :RL'.‘ 128128 SHA 512
w TLS 1.1 | RC4 40128
M TS 12 | RC4 56128
RC4 647128
| R4 128128
\: | Tiple DES 168
‘f AES 128128

te Scanner AES 256256

| Set Client Side Protocols

| Best Practices | Apply

N

Note  After running Repair on TCS 7.2.1, all the TLS 1.1 and 1.2 settings in registry will be reverted back to
TLS 1.0.
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Migrations options for New Customers

Appliance TCS 7.2.1 Release: M4 Appliance with TCS and Windows and SQL 2012 Packaged.

Virtual TCS 7.2.1 Release: Customers can deploy vICS on a M4 server or spec based.

About Data Migration

If you have existing TCS with 5.x or 6.x build, you can migrate configuration and data files from your
existing hardware to the newly created VM TCS. Follow the below link for more details on data
migration:

http://www.cisco.com/c/en/us/td/docs/telepresence/tcs/6_0/release/notes/tcs-6-1-ma-rn.html

Related Documentation

¢ Cisco TelePresence Content Server Documentation
http://www.cisco.com/en/US/products/ps11347/tsd_products_support_series_home.html
e Cisco UCS C220 Documentation
http://www.cisco.com/en/US/products/ps10493/tsd_products_support_series_home.html
¢ Cisco Capture Transform Share Documentation

http://www.cisco.com/en/US/products/ps12130/products_installation_and_configuration_guides_[
ist.html

Information About Accessibility and Cisco Products

For information about the accessibility of this product, contact the Cisco accessibility team at
accessibility @cisco.com.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a
service request, and gathering additional information, see What’s New in Cisco Product Documentation
at: http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html.

Subscribe to What’s New in Cisco Product Documentation, which lists all new and revised Cisco technical
documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The
RSS feeds are a free service.
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I Obtaining Documentation and Submitting a Service Request

This document is to be used in conjunction with the documents listed in the “Related Documentation” section.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of
Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The
use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any
examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only.
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2017 Cisco Systems, Inc. All rights reserved.
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