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     	 [bookmark: pgfId-46465]Vulnerability in Remote Desktop Client Could Allow Remote Code Execution (KB2828223)
 
     	 [bookmark: pgfId-50391]Vulnerability in Windows Common Controls Could Allow Remote Code Execution (KB2726929 and KB2687441 in KB2720573)
 
     	 [bookmark: pgfId-50392]Vulnerability in SQL Server Could Allow Elevation of Privilege (KB2716427, KB2716429, and KB2716440 in KB2754849) 
 
     	 [bookmark: pgfId-51438]Vulnerability in Windows Media Format Runtime Could Allow Remote Code Execution (KB2845142 in KB2847883)
 
    
 
   
 
    
     [bookmark: pgfId-51321][bookmark: 28916]Patches that Resolve Nessus-Identified Vulnerabilities
 
    [bookmark: pgfId-55670]Nessus is a vulnerability scanner developed by Tenable Network Security. The scanner produces vulnerability checks called plugins which are sometimes resolved by Microsoft patches. The recommended Microsoft patches for the Content Server are listed below.
 
    [bookmark: pgfId-54217]
 
     
      
       
        
        	 
          
          [bookmark: pgfId-54603]Plugin ID 
         
  
        	 
          
          [bookmark: pgfId-54605]Description 
         
  
        	 
          
          [bookmark: pgfId-54607]Executable File/Resolution 
         
  
       
 
        
        	[bookmark: pgfId-54609]20007
 [bookmark: pgfId-54610]Severity Level: Medium
  
        	[bookmark: pgfId-54613]SSL Version 2 (v2) Protocol Detection.
  
        	[bookmark: pgfId-56135]Microsoft provided fix-it 50495 for Windows Server 2003. Or, run the script for Windows Server 2003. See the Release 5.3.2 script for Nessus Plugin Patches on Cisco.com.
  
       
 
        
        	[bookmark: pgfId-54617]45411
 [bookmark: pgfId-54618]Severity Level: Medium
  
        	[bookmark: pgfId-54620]SSL Certificate with wrong Hostname. 
  
        	[bookmark: pgfId-54845]The Content Server needs to use a publicly signed certificate instead of the default self-signed certificate.
 [bookmark: pgfId-54910]For more information, see the Cisco TelePresence Content Server Administrator Guide.
  
       
 
        
        	[bookmark: pgfId-55065]48762 
 [bookmark: pgfId-55056]Severity Level: High
  
        	[bookmark: pgfId-54632]Insecure Library Loading could allow Remote Code Execution.
  
        	[bookmark: pgfId-55600]http://technet.microsoft.com/en-us/security/advisory/2269637
 [bookmark: pgfId-54936]See the “Plugin 48762” section for the executables.
  
       
 
        
        	[bookmark: pgfId-54638]51192 
 [bookmark: pgfId-54639]Severity Level: Medium
  
        	[bookmark: pgfId-54641]SSL Certificate cannot be trusted.
  
        	[bookmark: pgfId-55075]Obtain a publicly signed certificate instead of the default certificate.
 [bookmark: pgfId-55095]For more information, see the Cisco TelePresence Content Server Administrator Guide.
  
       
 
        
        	[bookmark: pgfId-54657]53382
 [bookmark: pgfId-54659]Severity Level: High
  
        	[bookmark: pgfId-55144]Microsoft Foundation Class Library could allow Remote code execution.
  
        	[bookmark: pgfId-54667]Patch not recommended. Might cause error on installation or uninstallation of the Content Server.
  
       
 
        
        	[bookmark: pgfId-54669]55129
 [bookmark: pgfId-54671]Severity Level: Medium
  
        	[bookmark: pgfId-54673]Microsoft XML editor could allow Information Disclosure.
  
        	[bookmark: pgfId-54677]SQLServer2005-KB2494113-x86-ENU
  
       
 
        
        	[bookmark: pgfId-54679]57582
 [bookmark: pgfId-54680]Severity Level: Medium
  
        	[bookmark: pgfId-54682]SSL Self Signed Certificate.
  
        	[bookmark: pgfId-55269]Obtain a publicly signed certificate instead of the default certificate.
 [bookmark: pgfId-55270]For more information, see the Cisco TelePresence Content Server Administrator Guide.
  
       
 
        
        	[bookmark: pgfId-54699]57608
 [bookmark: pgfId-54700]Severity Level: Medium
  
        	[bookmark: pgfId-54702]SMB signing required.
  
        	[bookmark: pgfId-55320]Review the supporting information about the issue. 
 [bookmark: pgfId-56132]Run the script to resolve the issue. See the Release 5.3.2 script for Nessus Plugin Patches on Cisco.com.
  
       
 
        
        	[bookmark: pgfId-54710]63155
 [bookmark: pgfId-54711]Severity Level: High
  
        	[bookmark: pgfId-54713]Microsoft Windows Unquoted Service Path Enumerator.
  
        	[bookmark: pgfId-55971]Run the script to resolve the issue. See the Release 5.3.2 script for Nessus Plugin Patches on Cisco.com.
  
       
 
        
        	[bookmark: pgfId-54718]71323
 [bookmark: pgfId-54719]Severity Level: High
  
        	[bookmark: pgfId-54721]Insecure ASP.Net Site Configuration could allow Elevation of Privilege.
  
        	[bookmark: pgfId-55404]Microsoft Security Advisory 2905247
 [bookmark: pgfId-55989]NDP20SP2-KB2894843-x86.exe
 [bookmark: pgfId-54735]NDP40-KB2894842-x86.exe
  
       
 
       
     
 
    
 
     
      [bookmark: pgfId-54418][bookmark: 45845]Plugin 48762
 
     [bookmark: pgfId-55468]These are the executables for addressing Plugin 48762.
 
      
       
     
 
     
 
     [bookmark: pgfId-54419]Note Before installing patches, execute script and fixit.
 
      
      
 
     
 
     
 
     [bookmark: pgfId-54472]
 
      
       
        
         
         	 
           
           [bookmark: pgfId-54422]Microsoft Knowledge Base Article 
          
  
         	 
           
           [bookmark: pgfId-54424]Executable File 
          
  
        
 
         
         	[bookmark: pgfId-54427]A new CWDIllegalInDll Search registry entry is available to control the Dll search path algorithm
  
         	[bookmark: pgfId-54429]MicrosoftFixit50522
 [bookmark: pgfId-54430]WindowsServer2003-KB2264107-x86-ENU.exe
 [bookmark: pgfId-56012]Run the script to resolve the issue. See the Release 5.3.2 script for Nessus Plugin Patches on Cisco.com.
  
        
 
         
         	[bookmark: pgfId-54433]Vulnerabilities in .NET Framework Could Allow Remote Code Execution (KB2745030)
 [bookmark: pgfId-54434].Net Framework v2.0-KB2729450
 [bookmark: pgfId-54435].Net Framework v4.0-KB2729449
 [bookmark: pgfId-54436].Net Framework v4.0-KB2737019
  
         	[bookmark: pgfId-54438]
 [bookmark: pgfId-54439]
NDP20SP2-KB2729450-x86.exe
 [bookmark: pgfId-54440]NDP40-KB2729449-x86.exe
 [bookmark: pgfId-54441]NDP40-KB2737019-x86.exe
  
        
 
         
         	[bookmark: pgfId-54444]Vulnerability in Microsoft Active Accessibility Could Allow Remote Code Execution (KB2623699)
  
         	[bookmark: pgfId-54446]WindowsServer2003-KB2564958-X86-ENU.exe
  
        
 
         
         	[bookmark: pgfId-54449]Vulnerability in Windows Components Could Allow Remote Code Execution (KB2570974)
  
         	[bookmark: pgfId-54451]WindowsServer2003-KB2570947-x86-ENU.exe
  
        
 
         
         	[bookmark: pgfId-54454]Vulnerability in Remote Desktop Client Could Allow Remote Code Execution (KB2483619 in KB2508062)
  
         	[bookmark: pgfId-54456]WindowsServer2003-KB2483619-x86-ENU.exe
  
        
 
         
         	[bookmark: pgfId-54459]Insecure Library Loading in Internet Connection Signup Wizard Could Allow Remote Code Execution (KB2443105)
  
         	[bookmark: pgfId-54461]WindowsServer2003-KB2443105-x86-ENU.exe
  
        
 
         
         	[bookmark: pgfId-54464]Vulnerability in Windows Address Book Could Allow Remote Code Execution (KB2423809)
  
         	[bookmark: pgfId-54466]WindowsServer2003-KB2423089-x86-ENU.exe
  
        
 
         
         	[bookmark: pgfId-54469]Vulnerability in Windows Media Encoder Could Allow Remote Code Execution (KB2447961)
  
         	[bookmark: pgfId-54471]Windows Media Encoder 9x86
  
        
 
        
      
 
     
 
    
 
   
 
    
     [bookmark: pgfId-17049][bookmark: 38597]Related Documentation
 
    [bookmark: pgfId-44240]Cisco TelePresence Content Server Documentation
 
    [bookmark: pgfId-44242]http://www.cisco.com/en/US/products/ps11347/tsd_products_support_series_home.html
 
    [bookmark: pgfId-44249]Information About Accessibility and Cisco Products
 
    [bookmark: pgfId-44250]For information about the accessibility of this product, contact the Cisco accessibility team at accessibility@cisco.com.
 
   
 
    
     [bookmark: pgfId-45131][bookmark: 74565]Obtaining Documentation and Submitting a Service Request
 
    [bookmark: pgfId-45132]For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service request, and gathering additional information, see What’s New in Cisco Product Documentation at: http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html.
 
    [bookmark: pgfId-45134]Subscribe to What’s New in Cisco Product Documentation, which lists all new and revised Cisco technical documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The RSS feeds are a free service.
 This document is to be used in conjunction with the documents listed in the 
    “Related Documentation” section. 
    
 
     
      [bookmark: pgfId-45165]Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:  www.cisco.com/go/trademarks . Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)
 
    
 
     
      [bookmark: pgfId-41379]Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.
 
    
 
     
      [bookmark: pgfId-41383] 2014 Cisco Systems, Inc. All rights reserved.
 
     [bookmark: pgfId-35326]
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