Configuring Certificates on Cisco VCS
Expressway
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Introduction

A

This chapter describes the best practices for configuring certificates on Cisco VCS Expressway.
There are three parts to the configuration:

- Generating a certificate signing request (CSR)

» Installing the SSL Server Certificate on the VCS Expressway

» Configuring the Trusted CA List on the VCS Expressway

Both VCS Expressway X7.2.2 and X8.1 are supported. There are important differences in how each are
configured, which are noted in the procedures that follow.

Caution

Customers using Static NAT on VCS Expressway X7.2.2 are highly recommended to not upgrade to
X8.1. If you are using Static NAT with X 8.1, refer to the recommended workaroundsinVV CS Expressway
X8.1 Encryption Issue and Workarounds.

VCS Expressway X8.1 Encryption Issue and Workarounds

Thereis an issue with the Encrypt on Behalf feature in VCS Expressway X 8.1 when using Static NAT.
Because VCS Expressway X8.1 usesthe Ethernet 2 | P address for the media part in SDP, the media part
of callswill fail. (Caveat ID: CSCum90139). Customers using Static NAT on their VCS Expressways
running X7.2.2 are urged not to upgrade to X8.1 until a maintenance release fixes this issue.

If you are using Static NAT on VCS Expressway X 8.1, Cisco recommends one of the following
workarounds:

« Downgrade VCS Expressway to X7.2.2.

» Reconfigure VCS Expressway X 8.1 to not use Static NAT.

- Use VCS Control to Encrypt on Behalf instead of VCS Expressway.
To use VCS Control to encrypt on behalf, do the following:
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W Videos Available

Stepl1  On MCU, turn Encryption OFF for all conferences.
Step2  On VCS Control, change the dedicated WebEx Traversal zone to Force Encrypted.
Step3  On VCS Expressway, change the dedicated WebEx DNS zone to Encryption Auto.

Videos Available

The entire configuration process for VCS Expressway 7.2.2 is also described and demonstrated in the
following video series:

Configuring Certificates on Cisco VCS Expressway for WebEx Enabled TelePresence

Supported Certificates

Make sure you submit your certificate signing request to a public certificate authority that issues a
certificate that WebEx supports.

Note  Self-signed certificates are NOT supported.

WebEX supports certificates that areissued by specific Root Certificate Authorities. Certificate providers
may have multiple Root Certificate Authorities and not all may be supported by WebEXx. Your certificate
must be issued by one of the following Root Certificate Authorities (or one of their Intermediate
Certificate Authorities) or the call from your VCS Expressway will not be authorized by WebEX:

- entrust_ev_ca

» digicert_global root ca

» verisign _class 2 public_primary_ca - g3
- godaddy class 2 ca root_certificate

» Go Daddy Root Certification Authority - G2
» verisign _class 3 public_primary_ca - g5
» verisign class 3 public_primary_ca - g3
e dst root _ca x3

» verisign _class 3 public_primary_ca - g2
» equifax_secure_ca

e entrust_2048 ca*

e verisign class 1 public_primary ca - g3
- ca_cert_signing_authority

» geotrust_global_ca

- globalsign_root_ca

- thawte primary_root_ca

e geotrust_primary ca
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- addtrust_external _ca root

Note  Thislist may change over time. For the most current information, contact WebEX.

*To use a certificate generated by entrust_2048 cawith Cisco VCS Expressway, you must replace the
Entrust Root CA certificate in the trusted CA list on the Cisco VCS Expressway with the newest version
available from Entrust.

You can download the newer entrust_2048 ca.cer file from the Root Certificates list on the Entrust web
site at the following URL:

https://www.entrust.net/downloads/root_index.cfm

A

Caution  Wildcard certificates are not supported on VCS Expressway.

Generating a Certificate Signing Request (CSR)

To generate a certificate signing request, do the following:

Stepl  In VCS Expressway:
- X7.2.2, goto Maintenance > Certificate management > Server certificate.
- X8.1, goto Maintenance > Security certificates > Server certificate.

Step2  Click Generate CSR.

Cisco WebEx Enabled TelePresence Configuration Guide
[ oL-21352-02 .m


https://www.entrust.net/downloads/root_index.cfm

Chapter 5

Configuring Certificates on Cisco VCS Expressway |

M Generating a Certificate Signing Request (CSR)

CISCO Cisco TelePresence Video Communication Server Expressway

Status System VCS configuration Applications Maintenance

Server certificate
Server certificate data |

7. Help O Logout

You are here: Maintenance + Certificate management » Server certificate

Server certificate

Currently loaded certificate expires on

PEM File Show server cartificate

Dec 12 2014

Certificate signing request (CSR) |

Certificate request

There is no certificate signing request in progress

Upload new certificate

Select the server private key file

Select the server cerificate file

| Browse... |

| Browse... |
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You are here: Maintenance » Certif|

_I Generate Certificate Signing Request |

Common name

Common name as it will appear

Subject alternative names

Additional alternative names (comma separated)
Alternative name as it will appear

Key length (in bits)

Country -
State or province *
Locality (town name) -
*

Organization (company name)

Organizational unit ¥

[ FGDNofVCS ¢ |

i
xyz-vcse-1.example.com

[ None | 1

xyz-vcse-1.exampla.com
[ 2048 3+ i

(us | i

| california |

| San Jose |

| Example |
| Xvz

Generate CSR

Step3  Enter the required information for the CSR and click Generate CSR.
After clicking the Generate CSR button, the Server Certificate page is displayed and a message
indicating that CSR creation was successful.
Note The private key isautomatically generated as part of the CSR creation process. DO NOT click the option

to Discard CSR, this will force you to regenerate the CSR and the auto-generated private key will not
appear on the Server Certificate page.
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Server certificate You are here: Maintenance » Certificate management + Server certificate

i/ CSR creation successful: Certificate Signing Request saved to tandberg/persistent/certs/csr.pem.

Server certificate data |

|
Server certificate PEM File Show server certificate
Currently loaded certificate expires on Dec 12 2014

Reset to default server certificate |

Certificate signing request (CSR) |

Certificate request PEMFile View | Download

Generated on Apr26 2013

Discard CSR

<| Upload new certificate |

I
Select the server private key file System will use the private key file generated at the same time as the CSR.
Select the server certificate file | Browse... | i
Upload server ceriificate data |

Step4  Inorder to complete the CSR process and receive a signed certificate from a supported public certificate
authority (CA), you must download the CSR by clicking Download.

Most certificate authorities will require the CSR to be provided in a PK CS#10 request format (Shown
below).
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Server certificate You are here: Maintenance » Certifice

e i, CSR creation successful: Certificate Signing Request saved to ftandberg/persistent/cers/csr.pem.

Server certificate data |

]
Server certificate PEM File Show server certificate
Currently loaded certificate expires on 0606 | ] CSR-10

MIIDLDCCARQCADAWE JERMBECATUEAWYYIRNLMWIMACLEY AN LLTEWYZ LZV28uY20t
MO =wCOYDVONGEWIYUIZE TMEEGATUEC Awk.02F 2ol ZvemBnY TERMABGALLUEBww TLZFu
Reset to default server certificate | TEpyc2llDi AMBEGNVYBAOMBUNpCZNYMRAWDG Y DYOOLDAADVECQRUIZUM I TET jANEQkg
hk i GIWABANEF AADCAQGAMI IBECOKCANEAUGT 3EMAVEYNZy Khak Dhy+ZEXPDH4T QL4
fULpgtbEBd/z143d1b7/1+UnM I SARN3dekat STLhZ7Tvh3VghvRf Gy o3t ZwuaFHy
bk MxBUSZUhnT mPHC W pF ZKoG95h {0 JREEYNE43ZqkeVBUKNIT I 7nkD+ Vv ThHA
3JInzFECEChaKEKER ] T BbRgYweplny ToNIZYEtm3h i thHGhZFEv Xk TqINeEA LDy
Certificate signing request (CSR) I 269Pq jdiBERySHK 7 Gr LORgEUORYUgP JHELUgOHOY 1MW ek 6xvrgEf LACan,/ 1551 T

SybeEbiZfmrMHAF+/Z1rfutph lzh L 1Y 2AYEzax<ECbbn0y sBRNYESw I DAQABOGAW
aw EoZ ThwcNAQKOMY 4wl DAJBONYHRMEA J AAMASGALUADWOE A I F4DAABgHYHSLUE

Certificate request F jAUBQor BOEFBOCDADY TKwYBEQUHAW I wIwYDYRAREEWWGo LYY 3RAL WY mdC 12y 3N L
LTEUYZ LY 28U 2t MABGC S5 T b3D0EEEALALS IBAQBNGUNT4 L DigbSPYy P TI0YH
Generated on hwilxY 20+ 908k gy IbzME 1 5g+GKMORCy B bEEEQE3RYD2 vz thd jshubrpSrgld

mcld 3 IsPIELIEXEgoeaT47abhY xoGaxd?neMUT3pEqG5w fckax IMEZRFE j16MbH
RaBgPMD: Tk zbolt2MdBW 3noBusx: 020 A A sKOMKdwe Lk Y Ep+NoquBshY ToKEAG T
1jgEembeHYxEHwLExnpf v T 132860 1 RzbyLHpMNnW:YOuzF 4800+ 1 JkcMIOYRD

Discard CSR RaWdelz+wuy 0 00RHKELUGMS w4 L foc i [04dMIr D L3mENPE smkvhET Ktz 26HT 4

Upload new certificate

Select the server private key file System will use the private key file generated at the same time as the CSR.

Step5  Submit the CSR to your public CA.

Note  Important: Make sure your public CA provides you with an SSL server certificate that includes both
Server and Client Auth keys.

Once you've received the SSL server certificate from your public CA, you are ready to install it on the
VCS Expressway.

Installing the SSL Server Certificate on the VCS Expressway

Note  Beforeinstalling the server certificate on the VCS Expressway, make sure it isin the .PEM format. If
the certificate you received isin a .CER format, you can convert it to a .PEM file by simply changing
the file extension to .PEM.

A

Caution  The server certificate must not be stacked along with the root or intermediate CA Certificates.

To Install the SSL server certificate on the VCS Expressway, do the following:

Cisco WebEx Enabled TelePresence Configuration Guide
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Installing the SSL Server Certificate on the VCS Expressway

Step 1

(Recommended) Open the server certificate in atext editing application such as Notepad and verify that

you see a single certificate (Noted by Begin and End Certificate brackets).

B server.cer - Notepad E@@

File Edit Format \Aiew Help

————— BEGIM CERTIFICATE-——-—-

MITE3]CCABAgAWI BAGTKLA/ZRwWAAAAMM /ZANBGK ghk 1 GOwW0BAQUF ADAUMR Y WFAY D
VQOKEWLDaxM] hyBETexnN0ZwWl ZMROWE DY DWVQQDEWE Daxn j hyBTUONEM | AeFwlxMjEy
MTIXODIWMTEaFw)XMDEYMT I x0DMyMTEaMHoxXC 24 ] BQNVEAY TATWTMREMWEQY DVOOT
EwpDwx pZmenylm 1 hMREwWDwY DVOOHEWh T wd gSm9zZTEOMAmMEAL UEChMFQZ 12y 28X
ECAQBQNVBASTBUNURYBFR 10X I TATBYNVEAMTGGNOZYL 1ZN0T dmNZZS0xLMMAC 2 My
LMy B TCCASTwDy JK0Z v CHAGEBBQADGHEPADCCAQDCHOEBAL+TE0 Ui 02+00sd
600 sROddvwHIRZEDGx x 10pvSR1calr TFM7 2N IGH, 0T, 3pg Sk HIKZKADYD ] 2 0w
ZPP h3+YGOyﬁ$KEj2xi?YrXNxNDDUXSLSJNBPO PRGFTIT S pAZUHr =414 wiipUbOE
dIxMGSazZwoPwl 78FOWI et CS7GKOWANTZGCEN2 K ADR 7MM 5 iCM 5 dg2 GHT +w2 Q00
ITIWTw3CQ+PD 28,4 uwy S 1g0 IwRmOTqupzebvvzcC 5,/ OLF97 SoNnuxQz, Hy/ Y 0s ovF
agyohUGITCwWaUbHT ggarxy+8T 3L T pwsx 5 2wk yMygmoylalovnESESTKMOazMFSq
TFCedCsCAwEARADC ADAWNGSMANGAL UHEWER, WO MAAW WY DVROPBAQDAGXOMDS G
ALUHIG00MDIGCCSGAQUFBWMBBNY BYEFBQCLADY I KW BEQUHAWUGCC SGAQUF BwMG
Bygr BUEFBOCDEZA] BONVHREEHDAAORR ] dECTZW2ZOLX2 ] c2UEME5 ] axhi by 5 i b2 Ow
HQ‘FDVROOBBYEFPbtWZXOjYFQmCOONSCOTCSUnB+YMBBGAlUdIWQYMEIEIAFMEWEAEI]V
BBhfHIBKSyPHOOLXXES FMEAGATUHWS SMD Cwh aAzoDGGELZ hOdHABLy S5 d3 cuy2 Tz
Y2EUY2OTLIN] Y 3vyaxRILIBrassjcmwecs NjYTI LY 31sMEQGCCs GADFEWEBBEEW
PZASBOLrBOEFBQCWADY xaHROCDOVLId3dy 5] axNiby5jh20veavidpdHkveGtp
L2N1CnRZLBNZYEEyLmN]CjECBgNVHSAEVTETMFEGC1SGAQQECRUEAQAWQZBEBQ?F
BgeFBQcCARY1aHROCDoVL3d3dySjaxnibysib2ove2vid=dpdHkvcat pL3BvbGT]
awvzL2 TuzEve LmhObwwwDdy IK0ZI hv CHAGEFBOADOEBAL AFCDvziwxBi2ghd ac
ebJOb5t0v2+UlI1dwf9+d4iu0jIDnYDsnﬁdeZIDRYEZC?SsE]%EiSFEx+c20hy1
VHY1eBAB41SSEEDONd X2V MR+ pavhnC Py aey TxvitCdwxor FwoR,MugSrlSay
AWEKC] SNgDxBheapwTGSImimxd Tpzay 0l woojdosw3 s 9161wy Dad qUR+ZK0a0
My pEx sy BXUwH7 Zp0 Tt gHY3M Ove3TnSg7404 ITSCOPUXPFEBEZ Lwz] 1dcINg 5
BmMIgooamsiER7AbbHCOE SQNOKUKRZPrMZM7 eFQpRC34 2k casdraceh UFE39rcdvp
asc=

You may also want to verify that the validity of the server certificate by opening it as a .CER file. Here

you should observe that the | ssued to field is that of the VCS Expressway server.

[l Cisco WebEx Enabled TelePresence Configuration Guide
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Installing the SSL Server Certificate on the VCS Expressway W

Certificate

General | Details | Certification Path |

L
Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remoke computer
+1.3.6.1.4.1.9.21.1.1.0

* Refer to the certification authority's statement For details,

I Issued to: xyz-voze-1.examplecom I

Issued by: Exarnple S5CA2

valid from 12/12/2012 to 12/12/2014

Install Certiﬁcate...] lIssuer Statement ]

Tip It is worth noting whether the CA that issued the certificate uses an intermediate CA or issues/signs
certificates from aroot CA. If an intermediate CA isinvolved then you'll need to “stack” or add the
Intermediate CA Certificate to the Trusted CA Certificate.

Cisco WebEx Enabled TelePresence Configuration Guide
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M Installing the SSL Server Certificate on the VCS Expressway

Step 2

Step 3

Note

Step 4

Certificate

General | Details | Certification Path

Certification path

EE3

Root CA Certificate

DST Root CA X3 . .
. [E]Example 55CA2 = Intermediate Certificate

mple.com

Server Certificate

Cerkificate status:

Wiew Certificate

This certificate is O,

In VCS Expressway:

» X7.2.2, Goto Maintenance > Certificate management > Server certificate.

« X8.1, Goto Maintenance > Security certificates > Server certificate.

Click Browse and select the server certificate that you received from the public CA and click Open.

The server certificate must be loaded on to the Expressway in the .PEM certificate format.

Click Upload server certificate data.

[l Cisco WebEx Enabled TelePresence Configuration Guide
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Server certificate You are here: Maintenance » Certificate management » Server certificate

(i, CSR creation successful: Certificate Signing Request saved to tandberg/persistent/certs/csr.pem.

Server certificate data !
Server certificate PEM File Show server certificate
Currently loaded certificate expires on Dec 12 2014

Reset o default server certificate |

Certificate signing request (CSR)

Certificate request PEM File View | Download

Generated on Apr 26 2013
Discard CSR

Upload new certificate !

Select the server private key file System will use the private key file generated at the same time as the CSR.

Select the server certificate file [ Br

Uplaad server ca-trl‘kmle data

After uploading the server certificate, you'll see a message at the top of the page indicating that files
were uploaded.

Cisco WebEx Enabled TelePresence Configuration Guide
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M Configuring the Trusted CA Certificate List on the VCS Expressway

Server certificate

You are here: Maintenance + Certificate management» Server certificate

i/ Files uploaded

s oo Certificate info: This certificate expires on Dec 12 2014. ‘

Server certificate data |
Server certificate PEM File Show server certificate
Currently loaded certificate expires on Dec 12 2014
Resat o default server certificate |

Certificate signing request (CSR) |

Certificate request

I There is no certificate signing request in progress I

Generate C5R

Upload new certificate

Select the server private key file | Browse...

Select the server certificate file

.

| Browse...

.

Upload server certificate data

Configuring the Trusted CA Certificate List on the VCS
Expressway

The version of VCS Expressway you are using will determine how you configure the trusted CA
certificate list.

VCS Expressway X7.2.2

The default trusted CA certificate list for VCS Expressway X7.2.2 contains 140 certificates. It is very
likely the public root CA that issued your server certificate is already part of the default trusted CA

certificate list.

For details on how to configure the trusted CA certificate list on VCS Expressway X7.2.2, go to
Configuring the Trusted CA Certificate List on VCS Expressway X7.2.2.

VCS Expressway Upgraded from X7.2.2 to X8.1
If you upgraded your VCS Expressway from X7.2.2 to X8.1, the trusted CA certificate list from X7.2.2
will be retained.
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Configuring the Trusted CA Certificate List on the VCS Expressway W

For details on how to configure the trusted CA certificate list on VCS Expressway upgraded from X7.2.2
to X8.1, go to Configuring the Trusted CA Certificate List on VCS Expressway Upgraded from X7.2.2
to X8.1.

VCS Expressway X8.1

If you are using afreshly installed VCS Expressway X 8.1, you will need to load your own list of trusted
CA certificates, because it does not (by default) contain any certificates in its default trusted CA
certificate list.

In addition, you will need to add the root certificate used by the WebEx cloud to the default trusted CA
certificate list on your VCS Expressway, which is DST Root CA X3.

For details on how to configure the trusted CA certificate list on afreshly installed VCS Expressway
X8.1, go to Configuring the Trusted CA Certificate List on VCS Expressway X8.1.

Configuring the Trusted CA Certificate List on VCS Expressway X7.2.2

If the default trusted CA certificate list is not currently in use, it is recommended that you reset it back
to the default CA Certificate. Thiswill simplify the process of ensuring the required certificates are in
place.

Resetting the Trusted CA Certificate List on VCS Expressway X7.2.2

To reset the trusted CA certificate list on VCS Expressway X7.2.2, do the following:

Stepl  Goto Maintenance > Certificate management > Trusted CA certificate and click Reset to default
CA certificate.

Trusted CA certificate You are here: Maintenance » Certificate management+ Trusted CA certificate

i) CA certificate reset: Successfully reset trusted CA certificate list to default.

Upload !
Select the file containing trusted CA certificates Browse... i
CA certificate PEM FiI% Show CA certificate

Upload CA certificate || Reset to default CA certificate

Note  Your VCS Expressway must trust the certificate issuer of the server certificate that’'s passed by the server
during the client/server SSL Handshake, in this case the server will be the SIP Proxy in the WebEx
Cloud.

The default trusted CA certificate list on the VCS Expressway already contains the public root CA
Certificate for the server certificate that the cloud will present. The root CA for the WebEx cloud isDST
Root CA X3 with an intermediate CA of Cisco SSCA2.

If the server certificate was issued by the root CA (rather than an intermediate CA), it islikely that the
root certificate is part of the default trusted CA list.

Cisco WebEx Enabled TelePresence Configuration Guide
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M Configuring the Trusted CA Certificate List on the VCS Expressway

Step2  Itisbest practice to verify that the proper root certificate is present. You may do this by clicking Show
CA certificate.

Thiswill open in a new window displaying the default Trusted CA list that is currently loaded on the
V CS Expressway.

Step3  Search for the root CA that issued the server certificate.

€ https fetg- efl -vese-1.cisco.com/download?file=CA_I CERTIFICATE Internet Explorer, uptlmlzed for Bing and MSM

RDCCAQDngESAJletA=+Dx=C.uthuWIWI uzTkRyll34ezpfgSNlsxvecONXYEWwzCkTsA18cgCSR =
SaiRVhECO4+ArSNuuYSAJEI 1rbLgzhr 3VHsVINyPiEFo3UMXEULRYEZ4+LOERY /Y XIQvLkcAbmXuZ
Vg2vTtEeR1fjeUlTHIkndITesezpWET4 Tt 3avkGerAjFCATv0 1 PubNCAEgQET jdyAYveVgUSISnFO

YEWe2yMZeVYHDDOjClywdrS4 FEyUMInBOHTE4Y+L3yvasHTWLO7dDNWuwIEZtkIvEcupdMSi3yase
e++UdRa+yskhweWYAggiglt3m/V+11U0HGdpwPFC40es/CgcZl1UCAWEARAOBj DCEATAPEGQNVHRME
CDAGAQH/AgEKMASGAIUdDWwQEAWIBE jAdBgNVHQ4EFgQU4 3Mr 38 20K Aze 3b0kynmd j rvoMI kwEQY T
YIZIAYb4QgEBEAQDAGECMDeCAIUdHWOWMCAWLEAgoCiGImh0dHARLy33d3cu¥2VydHBadMu¥Y2 0t
LONSTICOibGFzczIuY3JeMAOGCSgGSIb3DQEBEQUARY IBAQCNVM+ IREn L3 OR/ ANOWMIKI91EEKCYD
PAGIROkkHe,/nFLOgtSo8APStnouQ3NE0YraleF3nSQRIgWhEyEFCa2 2/ ) pBHVE &
TtMTZGnkLuPT553dmabglZvOGtd,/ vizO0UrMRFcEPFE0DuSWwlFbgidon8BvEYD J'H
TUCHnYROChbncHoUWZ2ikbhiMAyvbudfmeAi B4vEFLODIRKgybwlaRywwvlbEp0ICeBvg FMd:|DSTHomEAX3 |

S/l IMwrh3KWBRItN3X3nS TLNXMhglfi1903EXMglvneGlknPCTZQIv4ISpd4FIUCY

17+ijrRU [] Mateh whale ward orly [ Match case

Highlight all matches

DST Root CA X3 Previous [t

MIIDESiCCAjKgAWIBAgIQRE4wglaejd7TqiMDmELvhAszANBgkghkiGOwOBAQUFADA
ExtEaWdpdGF=IFNpZ2 5hdHVyZ5BUcnVzdCEBDby4xFzAVBgNVEAMTIDKRIVCEBSb2 90IENBIFgzMB4X
DTAWMDkzMDIXMTIIxOVoXDTIxMDkzMDEOMDEXNVowPzEKMCIGRAIUEChMERGInaXRhbCBTaWduYXR1
enmUgVHEI1c3QoR2 2uMRewFQYDVRRDEWSEUIQgUmAwdCEBDQSBYMzCCASIwDQYJKo ZThveHAQEBBQAD
ggEPADCCAQoCoEBAN+vEZdQCINXtMxiZfaQouzHO yxrMMpb THnDf cdAwRgUi+DoM3 Z JEuM/ IUmMT
rE40rz5Iy2¥u,/NMhDZXSKEekyj4z193ewEnullcCdoeme T¥MuegwEHo01 fooUMMOROOEgQOL1SCIHO
UL2RAZd+3UNWCDyOXIYepLY YHaUmuSoudJLEG11f5K0eDNoJj j4XLh 7TdINSbrigRgy e ScK3FCxol kHRY
xXtggzTWMIn/SWoTelQLyNauT7Fgokn4 9ZLOMxt+/ vUFWTBEZyiSbs0FUSQODE /RhcQPGX609Wam40d
utoluchb¥38EVAIgrimTxPiTiXAIcFNaDaeQomulkqti1 X4+ U9mS /wAl OCAWERAaNCHMEAWDWYDVROT
EQH/BAUWAWER/ zA0BgNVHQEBAfSEBAMCAQYWwHOYDVROOBEYEFMSn=2aRTLHHG2 + FLEHY / 2BVghYkR
MADGCEqGSILEDQEBBQUAR4TBAQCI Gl ybEwBecgRTuGY30r+ Dz SLwwmglSEd4 81 ZRNI+DT69ikug
dB/OCEIKcdBodfpga3ceTSTHgROSREcz8 faXbauX+5v3gTt23ADgicEmvBudrAvHRRo3ZySQEXKIE
GBSYGVEeAlrwDPEXrancWYalbumRSYbBE4+r imMEpZWE TipxZzREsrzdmwNOjP41ZL8cEPDHIvh bW
RLtTemiDo5ZImldntliir/md2cXibDadWEBMSIDGEFoggCWiBH4Ad1QBTWCCZARE2ZRIYTsWvIJJEUbLS
FEZGL4+TOyiWWOERYRV3IbagxbYoObeVIRZISneWaggNdwyYkQsEjgfbEbYETRp2CHNTIUQ

DST ACES CA X6
[ e e S |

If the server certificate isissued by the top-level root CA and NOT by an intermediate CA and the valid
root CA certificate is present in the default trusted CA certificate list, then certificate configuration on
your VCS Expressway is complete.

If the server certificate is issued by an intermediate CA, go to the next section.

Note  If the certificate for the top-level root CA that issued your server certificate is not part of the default
trusted CA certificate list, you must add it using the same procedure that is described for stacking the
intermediate CA certificate, detailed in the next section.
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Stacking the Intermediate CA Certificate in the Trusted CA Certificate List on VCS Expressway X7.2.2

In some cases, root CAs will use an intermediate CA to issue certificates.

If the server certificate is issued by an intermediate CA, then you’ll need to add the intermediate CA
certificate to the default Trusted CA list.

Figure 5-1 Server Certificate in .CER File Format

Certificate

General | Details | Certification Path LRoot CA Certificate

Certification path

DST Root C& X3 . ]
[=] Example 55Ca2 —aif— Intermediate Certificate

EXAMmplE.com

Server Certificate

‘Wiew Certificate

Certificate status:

This certificate is QK.

Unless the public CA provided you the exact intermediate and root certificates that must be loaded, you
can retrieve them from the server certificate. In some casesthisis abetter approach to ensure you're that
you're stacking the correct intermediate CA certificate.

Stepl  Open the server certificate as a .CER file (see Figure 5-1)

Step2  Click the Certification Path tab, double-click the Intermediate Certificate.
Thiswill open the intermediate CA certificate in a separate certificate viewer.

Step3  Make sure the ‘Issued to’ field displays the name of the Intermediate CA.

Step4  Click the Details tab followed by Copy to File...

Cisco WebEx Enabled TelePresence Configuration Guide
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Certificate

|1| |£| Certificate

General | Details | Certification Path

General I Details

Certification Path |

Certification path

e

DST Rook CA 53
-[=] Cisco 55c42
cbg-eft-wese-1,cisca,com

Double-click

®
Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remate computer
* Protects e-mail messages
+1,3.6.1.4,1,9.21.1.1.0

* Refer ko the certification authority's statement For details,

Issued bo:  Cisco SSCAZ

Certificate skatus:

Yiew Certificate

Issued by: DST Rook CA X3

valid from 10/Z1/2010 ko 10/22{2015

This certificate is QK.

Issuer Stakement

The ‘Welcome to the Certificate Export Wizard' appears.

Step5  Click Next.
Step6  Choose Base-64 encoded X.509 (.CER) as the Export File Format and click Next.
Certificate Export Wizard X
Export File Format
Certificates can be exported in a wariety of file Formats,
Select the format you want to use:
() DER encoded binary ¥.509 {,CER)
I (3) Base-64 encoded 509 {.CER) I
(O Cryptographic Message Synkax Standard - PKCS #7 Certificates (,P7E)
Include all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (PFX)
Include all certificates in the certification path if possible
Enable strong protection (requires IE 5.0, MT 4.0 5P4 or above)
Delete the private key if the export is successful
[ < Back IL Mek = J [ Cancel
Step7  Namethefile, click Next, and Finish.

[l Cisco WebEx Enabled TelePresence Configuration Guide
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[¥]

Certificate Export Wizard

File to Export
Specify the name of the file vou want to export

File name:

C:'p,intermediate.cer | [ Erowse. ..

[ < Back ” Mext = ][ Cancel l

Step8  Copy the default Trusted CA list from the VCS Expressway by going to Maintenance > Certificate
management > Trusted CA certificate and clicking Show CA Certificate. In the window that opens,
select all contents.

Step9  Paste the contents into atext editing application such as Notepad.

Step 10  Open the intermediate.cer file within a new window of your text editing application and copy the
contents to your clipboard.

Step 11 Do asearchfor theexisting root CA certificate within thetext file that contains the contents of the default
Trusted CA list.

Step12 Paste the intermediate CA certificate above the root certificate.
Step13 Savethetext file as .PEM file (Example: NewDefaultCA.pem)

Cisco WebEx Enabled TelePresence Configuration Guide
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B ca.ixt - Notepad

Fle Edt Formst \ew Help
ADCCAQDCOYEBANXQ TTAS+DXSCHNET 1 2w/ w/UzTk Ry1 134 ezpfoshls svcONyKwaCk TS AlSCOosSRh Al
SaiRVhKCI+Ar INUUYSEIEILrbLOzAr 3WNSVINYP18F03 UJMXEULRY E2+LOERY M xIQyLk cabmxuz =
VEZuTTKEBRLF{eu] FNIknIITesezpwE7+TT 9avkGTrA] FGATvOTPUbNCHED ETEdyAYvequSIEnFo
¥ FWe2 yMZevy HDDSOJ Clywd I S+ F Ty UMLhBOHTES v+ L 3yas HPwLO 7dDwwuw I KZTRk IVECupdMS i 3y25e
e++UBRs+yskhwowyaqoielt3m/ A1 TUOHGdpwPFC4 Des /Cgo2 TUCAWEAAAOB ] DCBT TAPBOMVHRME
COAGAQH AQEKMASGAT UdDWOEAWI BE J ADBONVHGA EFGQU4 3ME 3850k AZe3 hokynimd | rvoMIkwEgyY ]
YIZIAY bqqgeasmqnngsamDcGuudH-nwchmqod GIMNOOHAGL 93 d3 cu 2 vy OHE S duy 25T

ILOmsrr:fs bEFzczIuY3JIsMADGC SgE5Ih3DOQEBEQUAL] TBAQCIVMHIRBNAL3 OR JANOWMZ K1 SLEBKOVD
POGIROkkxe,/nFLOgt SOBAPSENOUQINTOYT al cF3nSQRIgWhBy TFCB2 x, xxpBHVEIUtIKPidd3 1R
TIMTZGNKLUPTS5S JmabEEVOG'td/vj 2Z0UrMRFCEPFE0DL ST Fhgl donSBvEY QINLDNYCTEx091 /+
7uCmny ROCbncHoUw2 7k BhiMmaybulfmeai dvFLaDIKgybwoaRywwy ThGp0 ICCBYgOh T 6BONwES Sw
{fl}l?wrh3KWBth N3XEN57LNMhg T Fi1203E0gIvnsGLkNPGTZQIy4 I Spd FTUCYIRbpsda2 ENw?

7+ijrru
—-——END CERTIFICATE--———- 5
Pasted Intermediate CA
---=—HEGIN CERTIFICATE-=-=~ :
MITFEZCCA+H QAWT BAQTQC OFBOOAAASVAOL RNAAAAAT ANBOk ghk 1 GEWOBAQUFADA/ Certificate
MSQWI QY DVQQKEXT E3WdpdGFs T FNpZ 2 ShoHvyZSBUChVZOCEDhyd xF ZAVEQNVEAMT
DkRTWVCBSh2 90TENBIFgZMBA D TEWMT AyMTE SM] UyMT oxDTELMTAyM EGMT Uyt Tow
LjEwMBOGAT UECHMNG2 T2Y 28¢U3 T 2dGVECZEUMBI GALUEAMLOZ 127 2BgULNDOT Iw
QOETMAGGCSHGSI b3 DOEBAQUALS T BDWAWGHEKADT BAQDRBsNFOERLUveEHkT1ToCD
XGkNgp/GEFGx3 STPoQ T gmdZ0P+0IB2LHOVYAHWI Y 5eGIELYHSZc80lsdj quaqtd
bvShogviB+aoFkaimrFFzIfmeljcugw] it8d2002 I0vUNGKOLIePpSdQEUSCSEgPpE
cxour FYK2A1Z 1Y FBEWNHT 1eAabirc dTnOlS 583UxLHOdTSPp Tl 1dnPos '«FE{XS
3T7N3MesUgXTsUTi T 59shsuot+CyTsDEEN agFHoKrEGHMEEVNIKM-Aq‘EI LvsCEfy
k98n5SyASEAYCOpSXIpLEGCWrwD] 23 xGUNKNoUI yMUd awhaMeyDP2 xI07 XY pglER
AgMEAAG] ggIOMIICCjAOE;;MQBBAfEEBAMCAYYHEgY DVROTAQH,/BAGWBIES,/WIB
ADBCEQNVHSAEVTEBTMFEGC sgnQQBCRUBAQAWQZBEBg?J: BOEFBQCCARY1aHROCDOY
L3d3dy5iaxnibysi b?.ch?V%dXdeHkchtpL.Eﬂuh: j aWwzL2 TUZGVALmhOkwww
HYDWR 0OBBY EFMawEAGy BBhTH S BK Sy pHOgT <65 TMDk GAL UdH DAWLQASOCHS
KGhOOHAGLY D] cmwl awR. ] bnRdeNOLmwbSQEULRSTOQUQGFYMySE Cwwicl AY TRw'y B
BOUHAGEEaDBMMCCGCCsGAQUFBZABRNT odHRwWO T Bvb2NzcHRZLM kZws0cnvzdos |
02 0wy T iow'r BEQUHMAKGL 2hOdHAGLYShcHBZLM T kZwsS 0cnvzdc 5] b2 Ovem v dHmy
RENULK OPVENBWDMUY 2WyMIGUB gNVHS UE gy wwg vk GCCS GAQUF BwMBBgor BQEFBOCD
AgY IkwY BBQUHAWMGCCS GAQUFBWEBQEFBQEFBQC DEQY I KwY BBQUHAWYGCCSGAQUF
BwMHEBQ g BgEFBQCDCAY I KWy BBQUHAWKGC T sGAGQBT] chAWEGC T SGAQOEY] ckiwkG
CiscaqaBg] cuAgEGCSSGAQOBY ] cvB i ATBONVHSMEGDAWGBTEP TG 8y X x+TvhsS5B1
/B TWIEDANEGK ghk 1GOWOBAQUFAROCAGE AV BUxbGTdw xvdwhr J+0e] p/8ckyb
0g5G+ZVO7o2MPTVUYTMET Z2v 3 k 2mxaxF48imyy] SxwsNdPaxcip/Q5xdaNixTndo
YENWHEXHLCCAFAT /MOKNICYOFL4BnOpOwBT DOt i ghl9rMadwwd yCExvyr=MSHIr ch
FE4NdRr W TLAGLZE] GVmUAT TIPLOgRMACK | SNNQASACTB7 oLMx ot e+vigulfT
3vidodHzvlY 3WZUR T graaweyTaHEU] 2A0GrHI ImC I iCFfLCZS] cksoxbgnfvnadz
SNIBIZIwxFswoDOELhmZ IvidmugUyxkToohrtlwk Tk 5Tk izGIIPmezuZg==
--=-—END CERTIFICATE-----
DST ROOT CA X3
—————?EGI? CERTIFICATE----- i : o i Existing Root
MIIDS]CCA] KgawI BAGIQRK+HwGNa] 17 gIMDmGLvhAaaZANE GOwWOBAQUFADA MSQWI gy DVGGK i
EItEaHdpdGFE?FN pZ 2 ShdHvyZ sBEUCnvzdCBDby4 sz.wagNEfamTok RT&EQBSbE BOIESEIIE zmx CA Certificate
DT AWMD k ZMDT XMT I xOWVOXDT IxMDk ZMDEMMDEXNVOWPZEKMCIGALUEC hMbRGThaxRhbCBT awduyxR1
cmUgvHILC3Q002 BUMRCWFQY DVOODEW SEULOgUMSvdCEDOSEYMZCCASIwDOY JK0ZThv CNAQEBBQAD
QUEPADCCAQOC gEBANwGZdQCINxtMx12FaQ;ﬁquOermpb?Nnofcd.wn.gm +DOM3Z I UM,/ T U T
reqorz SIyzxugmhnzxsnctkyid z]193eweEnul cCJD&HGMUEE\'.GMDO‘i‘FuDLIMDRmEqOL'I SCiHE
ULZAZd+3 w0 DyOKIYepLYYHsUmuSoulLGl 1T SKoeDbNo] ;j-‘lXL FAINSbxT grogyEcKIFCxo T kHRY T
KXLQZTWMINSwgTeloLynau7? Fockhd SZLoMx T+ /yUFw 7 BZylshbsOFUSQODE, RhoQrPGxatwams Od
utoTuchy3BEVATgr2my=xPi7LlxaicPnabasgomxk gt 1xd+00m5,wal dCawEAta NCMEAWDWY DVROT
AQH/BAWAwEB/-IZAOBgNVHQBEA‘FSEBAM:AQWHQYWRGUBH‘(EFMSM ARTLHHGZ+F LkHx/ xBvghykQ
MADGCSOEST b3 DOEBBGUAA TBAQC] GiybFwBCOR TUKGY 30r+D x2S wwm 1 SBd4 0 1ZRNI+DTES 1 kuy
dB/OEIKcdBodfpga3csTS7MgROSRECZE axbauxs S5v3gTta 3an:LcEnwEux;-AvHRaoszysqaxkgE
GESYGEVBeA] rwDPGxr ancwyalbumRoy bk+r ImMEpZWET T pxZ2RBsr 2 Inwi0  P41ZL SC8PDHI yh Sl
RLTTEm1DSSZ2Im]Intld r;‘decx%egaJwFBM 5IDGFOGYCW] BHAdLOB FwCCZAMG2R Y ISwWv I | JEUhS
F2GLAT Oy wWwiexyxv3bgxby oo b3vZR zIonewagoNdwy Yy kQsEf afbrbyK7p2CNTUG
----- END CERTIFICATE---—-
DST ACES CA X6
----- BEGIN CERTIFICATE----~
MIIECTCCAVGOAWT BAE‘_T;IQDV&ZC'tadt 3js2adwod yv2TANBGk ghk 1 GOWOBAQUFADBBMGS wC QY DVIGGG
EwIVUZEQMB4 GALUECRMXRG T naxRhbC BT awduy<RlamugvHILc3axETAPEGNVEAS TCERTVCEEBQOWVT ~|
Note  If theroot CA isnot part of the default trusted CA list. Follow same procedure of stacking the
intermediate CA certificate.
Step 14  Click Browse, find your newly created/stacked Trusted CA list and click Open.
Step15 Click Upload CA certificate.
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Trusted CA certificate You are here: Maintenance » Certificate management» Trusted CA certificate

i/ File uploaded: CA certificate file uploaded. File contents - Certificates: 141, CRLS: Q. Result

Upload |

Select the file containing trusted CA certificates

{Users/johnsmith/Desktop/certificates/Tr| Browse... i

CA certificate PEM File Show CA certificate

Upload CA certificate || Reset to default CA certificate |

Certificate configuration on your VCS Expressway X7.2.2 is complete.

For additional details on how to configure client/server certificates, including information about security
terminology and definitions, refer to the “ Cisco VCS Certificate Creation and Use Deployment Guide
(X7.2)" at the following location:

https://www.cisco.com/en/US/docs/tel epresence/infrastructure/ves/config_guide/Cisco VCS_Certifica
te Creation_and_Use Deployment_Guide X7-2.pdf

Configuring the Trusted CA Certificate List on VCS Expressway Upgraded from
X7.2.2t0 X8.1

If the default trusted CA certificate list is not currently in use, it is recommended that you reset it back
to the default CA Certificate. Thiswill simplify the process of ensuring the required certificates are in
place.

Resetting the Trusted CA Certificate List on VCS Expressway Upgraded from X7.2.2. to X8.1

To reset the trusted CA certificate list on VCS Expressway X8.1, do the following:

Stepl  Goto Maintenance > Security certificates > Trusted CA certificate and click Reset to default CA
certificate.

Note  Your VCS Expressway must trust the certificateissuer of the server certificate that’s passed by the server
during the client/server SSL Handshake, in this case the server will be the SIP Proxy in the WebEx
Cloud.

The default trusted CA certificate list on the VCS Expressway already contains the public root CA
Certificate for the server certificate that the cloud will present. Theroot CA for the WebEx cloud isDST
Root CA X3 with an intermediate CA of Cisco SSCA?2.

If the server certificate was issued by the root CA (rather than an intermediate CA), it islikely that the
root certificate is part of the default trusted CA list.

Step2  Itisbest practiceto verify that the proper root certificate is present. You may do this by clicking Show
all (PEM file).

Cisco WebEx Enabled TelePresence Configuration Guide
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Thiswill open in a new window displaying the default Trusted CA list that is currently loaded on the
V CS Expressway.

Step3  Search for the root CA that issued the server certificate.

" https fetg- efl -vese- 1 cisco.com/download?file=CA_I CERTIFICATE Internet Explorer, uptlmlzed for Bing and MSM

RDCCAQDngESAJletA=+Dx=C.“thuWIWI uzTkRyll34ezpfgSNlsxvecONXYEWwzCkTsA18cgCSR =
SaiRVhECO4+ArSNuuYSAJEI 1rbLgzhr 3VHsVINyPiEFo3UMXEULRYEZ4+LOERY /Y XIQvLkcAbmXuZ
Vg2vTtESR1fjeUlTHIkndITesezpWET4+ Tt 3avkGerAjFCGATv0 1 PubNCAEgQET jdyAYveVgUSISnFO

YEWe2yMZeVYHDDOjClywdrS4 FEyUMInBOHTE4Y+L3yvasHTWLO7dDNWuwIEZtkIvEcupdMSi3yase
e++UdRa+yskhweWYAggiSlt3m/V+11U0HGAdpwPFC40es/CgcZl1UCAWEARAOBj DCEATAPEGQNVHRME
CDAGAQH/RgEFMAsGRIUdDWQEAWIBEjAABgNVHQ4EFgQU43Me 38 a0 Aze 3b0kynmd jrvoMI kwEQYJ
YIZIAYb4QgEEBEAQDAGECMDeCAIUdHWWMCAWLEAgoCiGImh0dHARLy33d3cu¥2VydHBadMu¥Y2 0t
LONSTICOibGFzczIuY3JeMAOGCSgGSIb3DQEBEQUARY IBAQCNVM+ IREn L3 OR/ ANOWMIKI91EEKCYD
POGIROkkXe,/nFLOgtSo8APStnouR3NE0YcaleF3nSQRIQWhEyEFCE2x/ x)NpBHVE =
TtMTZGnkLuPTS553dmabglZvOGtd,/vizOUrMRFcEPFE0DuSwlFbgidon8 BvEYOJNL Find |2£
TUCHnYROChbncHoUWZ2ikbhiMAyvbudfmeAi B4vEFLQDIRgybwlaRywwvlbEp0ICeBvg FMd:|DSTHomEAX3 |

S/l IMwrh3KWBkItN3X3nS TLNXMhglfi1903EXglvneGlknPETZQIv4ISpd4FTIUcY

17+4ijrRU [[] Mateh whale ward only [ Match case
————— END CERTIFICATE-----

Highlight all matches

DST Root CA X3 Frevious (iR

HIIDS]CCA]&gﬁwiﬁﬁgiQRR*wgﬂajJTqJHDmGLthazBHSgkqhleBWDSRQUEADA
ExtEaWdpdGF=IFNpZ2 5hdHVyZ53BUcnVzdCBDby4xFzAVBgNVBAMTDKRTIVCEBSb2 90IENBIFgzMB4X
DTAWMDkzMDIXMIIxOVoXDTIXMDkzMDEOMDEXNVowPzEKMCIGAIUEChMERGInaXRebCBTaWduYXR1
cnUgVHEIL1c3QoR2 BuMRewE QY DVQRDEWSEU I QoUmavdCEDQSBYMzCCASIWwDQYJKoZThveHAQEBEQAD
goEPADCCRAQoCoQEBAN+vEZdQCINKtMxiZfaQoguzHOyvxrMMpbTHnDf cdAwRgULi+DoM3ZJKuM/ IUMT
rE40rz5Iy2¥u/NMnD2X5Ktkyj4z193ewEnuilcCdobma 7XMuegwBEMo0i fooUMMOROOEQOL1SCiHS
UL2AZd43UNCDyOKIYepLY YHaUmuSoudJLE1i£SK0eDNoJ  j4XLh7TdINSbxigq¥gy 6 ScK3FCxol kHRY
xXtggzIWMIn/SWoTelQLyNauTFgocknd9ELOMxt+/ vUFWTBZy15bs0FUSQIDE/RhcQPEXE69Wam4 0d
utolucb¥38EVAjqr2mTxPi7iXAicPNaDaeQOmukgtilX4+U9mS5,/wAl 0CAWERAAANCMEAWDWYDVROT
EQH/BAUWAWER/ zAOBgNVHQEBAfSEBAMCAQYWwHOYDVROCBEYEFMSn=aRTLHHG2 + FLEHN / #BVghYkQ
MAOGCSqQGSIb3DQEBBQUAR4ATBAQCI Gl ybEWwBcqgRTuKGY30r+ Dz 9LwwmglSBd4 81 ZRNI4+DT 691 kug
dB/0EIKcdBodfpga3csTSTHMgROSREczEfadbauX+5v3gTt2 3ADgicEmvBuXrAvHRA02ZyS5QEXKIE
GBESYGVEeAl rwDPGxrancWYalbumRSYBE4+rImMepZWE TipxZzRE3rzdmwNOjP41ZL8c8PDHIvh bW
RLEtTcmiDSSZImlJdntiir/md2cXibDadWEFBMSJDGEFogqgCWiBHAdIQBTWwCCZARGZ2RjYTJ=WvIjJEUbLS
FZCL4+TOyiWWOEeRKyXVibgxbYoOb8VEZRZISneWaggdwvYkRQsEjgfbEBYKTR2CHIUQ

————— END CERTIFICATE---—--

i

DST ACES CA X6
R |

If the server certificate isissued by the top-level root CA and NOT by an intermediate CA and the valid
root CA certificate is present in the default trusted CA certificate list, then certificate configuration on
your VCS Expressway is complete.

If the server certificate isissued by an intermediate CA or if the certificate for the top-level root CA that
issued your server certificate is not part of the trusted CA certificate list, you must add it to the trusted
CA certificate list, as detailed in the next section.

Adding the Intermediate CA Certificate to VCS Expressway X8.1

In some cases, root CAs will use an intermediate CA to issue certificates.

If the server certificate is issued by an intermediate CA, then you’ll need to add the intermediate CA
certificate to the default trusted CA certificate list.
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Figure 5-2 Server Certificate in .CER File Format

Certificate

General || Details | Certification Path | Root CA Certificate

Certification path

DST Root CA X3 . .
. [E]Example 55CA2 = Intermediate Certificate

xyzZ-vose-1 example.com

Server Certificate

Wiew Certificate

Cerkificate status:

This certificate is O,

Unless the public CA provided you the exact intermediate and root certificates that must be loaded, you
can retrieve them from the server certificate. In some casesthisis a better approach to ensure you're that
you're stacking the correct intermediate CA certificate.

Stepl  Open the server certificate as a .CER file (see Figure 5-2)
Step2  Click the Certification Path tab.
Step3  Double-click the Intermediate Certificate.

Thiswill open the intermediate CA certificate in a separate certificate viewer.
Step4  Make sure the ‘Issued to’ field displays the name of the Intermediate CA.
Step5  Click the Details tab followed by Copy to File...

Cisco WebEx Enabled TelePresence Configuration Guide
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Certificate

General I Details § Certification Path |

| I—

@
Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Protects e-mail messages
«1.36.1.415921.1.1.0

* Refer ko the certification autharity's stakement For details.

Issued bo:  Cisco S5CAZ

Issued by: DST Root CA X3

valid from 10§21/2010 to 10/22/2015

Issuer Statement

The ‘Welcome to the Certificate Export Wizard' appears.
Step6  Click Next.

Step7  Choose Base-64 encoded X.509 (.CER) as the Export File Format and click Next.

Certificate Export Wizard X

Export File Format
Certificates can be exported in a wariety of file Formats,

Select the format you want to use:

() DER encoded binary ¥.509 {,CER)

I (3) Base-64 encoded 509 {.CER) I

() Crvptographic Message Syntax Standard - PECS #7 Certificates ( P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (PFX)

Include all certificates in the certification path if possible
Enable strong protection (requires IE 5.0, MT 4.0 5P4 or above)

Delete the private key if the export is successful

[ < Back “. Mek = J[ Cancel

Step8  Namethefile, click Next, and Finish.
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Step 9

Step 10
Step 11
Step 12

Configuring the Trusted CA Certificate List on the VCS Expressway W

[¥]

Certificate Export Wizard

File to Export
Specify the name of the file vou want to export

File name:

C:'p,intermediate.cer | [ Erowse. ..

[ < Back ” Mext = ][ Cancel l

Change the extension of your intermediate CA certificate from .cer to .pem.

For example: intermediate.pem

In VCS Expressway X8.1, go to Maintenance > Security certificates > Trusted CA certificate.
Click Browse, find your intermediate CA certificate and click Open.

Click Append CA certificate.

Certificate configuration on your VCS Expressway X 8.1 is complete.

For additional detailson how to configure client/server certificates, including information about security
terminology and definitions, refer to the “ Cisco VCS Certificate Creation and Use Deployment Guide
(X8.1)" at the following location:

http://www.cisco.com/en/US/docs/tel epresence/infrastructure/ves/config_guide/X8-1/Cisco-V CS-Certi
ficate-Creation-and-Use-Deployment-Guide-X 8-1.pdf

Configuring the Trusted CA Certificate List on VCS Expressway X8.1

Because afreshly installed VCS Expressway X8.1, does not have certificatesin its trusted CA
certificates list, you must add the following two certificates:

- The DST Root CA certificate (the root CA for the WebEx cloud)
« The CA certificate of the CA that issued your server certificate

| oL-21352-02
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Adding the DST Root Certificate to VCS Expressway X8.1

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Your VCS Expressway must trust the certificate issuer of the server certificate that's passed by the server
during the client/server SSL Handshake, in this case the server will be the SIP Proxy in the WebEx
Cloud, which is DST Root CA.

To add the DST Root certificate to the trusted CA certificate list on VCS Expressway X8.1, do the
following:

Go to: http://www.identrust.com/doc/SSLTrustt DCAA5 _DSTCAX3.p7b

A page with the DST Root certificate contents appears with “----- Begin Certificate-----" at the top.
Select and copy the entire contents of the page.

Open atext editor, such as Notepad, on your computer and paste the contents of the DST Root certificate.
Save the text file with an extension of .PEM. For example: dst_root_ca.pem.

In VCS Expressway X8.1, go to Maintenance > Security certificates > Trusted CA certificate.
Click Browse, select the DST Root certificate you saved in step 4 and click Open.

Click Append CA certificate.

Adding the Root or Intermediate CA Certificate to VCS Expressway X8.1

Step 1
Step 2

For the WebEXx cloud to trust your VCS Expressway’s server certificate, you must add the root or
intermediate CA certificate for the CA that issued your server certificate.

Unless the public CA provided you the exact intermediate or root certificates that must be loaded, you
can retrieve them from the server certificate. In some casesthisis a better approach to ensure you're that
you're stacking the correct intermediate CA certificate.

To add the root or intermediate CA to VCS Expressway X 8.1, do the following:

Open the server certificate as a .CER file
Click the Certification Path tab. (see Figure 5-3)

Cisco WebEx Enabled TelePresence Configuration Guide


http://www.identrust.com/doc/SSLTrustIDCAA5_DSTCAX3.p7b

| Chapter5 Configuring Certificates on Cisco VCS Expressway

Configuring the Trusted CA Certificate List on the VCS Expressway W

Figure 5-3 Server Certificate from Intermediate CA in .CER File Format

Certificate

Seneral | Details | Certification Path LRoot CA Certificate

Certification path

DST Root CA X3 . .
. [E]Example 55CA2 = Intermediate Certificate
1

mple.com

Server Certificate

Wiew Certificate

Cerkificate status:

This certificate is O,

Note  The server certificate example shown here is one issued by an intermediate CA. If your certificate was
issued by aroot CA, you would only see 2 certificates (the root and server certificates).

Step3  Open the CA certificate:
« If your certificate was issued by aroot CA, double-click the Root CA Certificate.
- If your certificate was issued by an intermediate CA, double-click the Intermediate Certificate.
Thiswill open the CA certificate in a separate certificate viewer.
Step4  Make sure the ‘Issued to’ field displays the name of the root or intermediate CA.
Step5  Click the Details tab followed by Copy to File...
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Certificate

General I Details § Certification Path |

e

®,
Certificate Information

This certificate is intended For the following purpose(s):

* Ensures the identity of a remate computer
* Protects e-mail messages
*1.353.6.1.4.1,9.71.1.1.0

* Refer to the certification authority's statement For details,

Issued to: Cisco 35CAZ

Issued by: DST Root CA X3

valid from 10/21/2010 to 10/22/2015

Issuer Statement

The ‘Welcome to the Certificate Export Wizard' appears.
Step6  Click Next.
Step7  Choose Base-64 encoded X.509 (.CER) as the Export File Format and click Next.

Certificate Export Wizard X

Export File Format
Certificates can be exported in a wariety of file Formats,

Select the format you want to use:

() DER encoded binary ¥.509 {,CER)

I (3) Base-64 encoded 509 {.CER) I

() Crvptographic Message Syntax Standard - PECS #7 Certificates ( P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (PFX)

Include all certificates in the certification path if possible
Enable strong protection (requires IE 5.0, MT 4.0 5P4 or above)

Delete the private key if the export is successful

[ < Back “. Mek = J[ Cancel

Step8  Namethefile, click Next, and Finish.
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[¥]

Certificate Export Wizard

File to Export
Specify the name of the file vou want to export

File name:

C:'p,intermediate.cer | [ Erowse. ..

[ < Back ” Mext = ][ Cancel l

Step9  Change the extension of your root or intermediate CA certificate from .cer to .pem.
For example: root.pem or intermediate.pem
Step10 In VCS Expressway X8.1, go to Maintenance > Security certificates > Trusted CA certificate.
Step 11  Click Browse, find your root or intermediate CA certificate and click Open.
Step12  Click Append CA certificate.
Certificate configuration on your VCS Expressway X 8.1 is complete.

For additional detailson how to configure client/server certificates, including information about security
terminology and definitions, refer to the “Cisco VCS Certificate Creation and Use Deployment Guide
(X8.1)" at the following location:

http://www.cisco.com/en/US/docs/tel epresence/infrastructure/ves/config_guide/X8-1/Cisco-V CS-Certi
ficate-Creation-and-Use-Deployment-Guide-X 8- 1.pdf
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