BEE CHAPTER 3

Smart Call Home Web Application

This chapter discusses the following areas:
* Overview of the Smart Call Home Web Application.
» Launch Smart Call Home.
e Smart Call Home Overview page.
« Registration Management Processes.

¢ Report Generation.

Overview of the Smart Call Home Web
Application

This section discusses the following areas:
e Accessing the Smart Call Home Web Application.
» Navigational Aids and Sorting Table Information.
The Smart Call Home web application provides access to:
* An Overview page — provides a summary of key Smart Call Home functions.

* Registration Management functions — provides links for registering the
following items:

— Registered Devices

— Devices Pending Registration
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— Transport Gateways
— Registered Users

¢ Reports — Reports about Call Home hardware and the messages they send.

Accessing the Smart Call Home Web Application

To access the Smart Call Home web application go to the following URL:
https://tools.cisco.com/sch/

Navigational Aids and Sorting Table Information

Some pages on Smart Call Home have tables that contain a variety of information;
the content depends on what page is being viewed. Sometimes there is so much
data being represented in the table that it cannot be viewed on one page, so
navigational aids are provided to do the following tasks:

» Change the page that is being currently viewed.

» Change what table entries are being displayed on the current page, by sorting
the table columns.

There are several different ways to change what page, and therefore what entries
in a table, you are viewing by using the navigational aids on the page. To view
data that is on another page, use one of the following options:

66 tems found, displaying 1 to 15.

-
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e The first part of the navigational aid ™] provides a summary that indicates
the following information:

— How many total items were found (i.c. 66).

— Which items are currently being displayed on the current page (i.e. 1 to
15); as you change pages, the information updates accordingly.

e Click the < First/Prev > option to go either to the first or previous page,
respectively.

e Click the < Next/Last > option to go either the next or last page, respectively.
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e Click one of the page numbers that are displayed in the navigation list, '} to
go directly to that page.

You can also change what table entries are displayed on the current page, by using
the table headers ™] to sort the table columns. Sorting columns lets you organize
the entries so that they are easier to locate in the table.

An underlined column header indicates that the table column is sortable.

| |:| Serial Number Host Mame Product ID Contract Company Status Status |
. | | | Late Starp  Bdlate
CISCO Complete SR Capable
[ SHAMMP  astes09.01 ws-cos0a€ (2791 SysTeMs, | 29May-2008 | 04-hun-2010
oo INC. 103923 AM  04:53:58 PM
CIECO Complete SR Capable
O SHAMMP astes09.01 ws.cosoa€ (2910 sysTems, | 20.May-2008 | 04-Jun-2010
S NC. 103349 AM | 04:53:59 PM
1273104 CISCO Complete SR Capable
O] wxtntol® oS SEVT-650303  ws.cesos 127 SYSTEMS, 19.Feb-2008  04-Jun-2010
NG, 11:5817 AM  04:53:58 PM
CISCO Complete SR Capahle
[) WATHE0Z2T08  poct mar ane022708 | ws-cosoae 1271 0% SYSTEMS, 28.Feb-2008  04-Jun-2010
Intof= INC. 10:07:23PM  D4:58:58 PM
Registered A
b SR Trial
using CISCO Complete
O A2 Hostrapoasevozrr | ws-CesosE contract SYSTEMS, 26.Feb-2008  CoFone
nfol? o 28-May-2008
1273104 INC. 095829PM 2o oo
B 159 P
Direct
CISCO Complete SR Capable
O DP9 hostsatiomacen ws-cssose 2100 svsTems, | 28Mer2008 | 04-dun-2010 %
e IMC, 10:24:25 AM 04:59:59 PM @&

All the table columns can be sorted by a specific column, by clicking the column
header. =] All the table data in the table is sorted by that column, including data
that may be displayed in the table on other pages. You toggle between ascending
and descending order each time you click a particular column header.

Device Support and Display Properties

You will see different relationships between the device hostname and serial
number, depending upon the type device that is displayed on the Smart Call Home
application.

e 1 SN -1 hostname
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Note

¢ 1 SN - n hostnames (VDC — Nexus 7000 devices)
¢ N SNs - 1 hostname (VSS — Catalyst 6500 devices)

Smart Call Home will illustrate these different serial name / host name
relationships on the following web pages:

» Devices Pending Registration

» Device Reports Results

» Registered Devices search results

« Call Home History Report search results

Virtual Device Context (VDC) — each configured VDC presents itself as a unique
Nexus 7000 device to connected users within the framework of one physical
switch; the VDC runs as a separate logical entity within the switch.

Because one Nexus 7000 device appears to be multiple devices to the user, there
is only one serial number for the device but multiple hostnames to the user.

Virtual Switching System (VSS) — allows for the merging of two physical Catalyst
6500 switches together into a single logically-managed entity.

Because there are multiple physical Catalyst 6500 devices appearing as one
logical device, there is only one host name but several different serial numbers to
the user.

An example of these three different types of serial name / host name relationships
is shown in a portion of the Device Report Results page, in the following graphic:

¢ 1SN -1 hostname ¢~
¢ 1 SN - n hostnames (VDC — Nexus 7000 devices) ¢ ~3
¢ N SNs - 1 hostname (VSS — Catalyst 6500 devices) ¢ ~3

Not all VDC and VSS devices are shown in the same format as is shown in the
following graphic of the Device Report Results page. Other pages will show the
following type format:

* For VDC, there will be one registration and the displayed hostname will be
the one of the default VDC only.
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« For VSS, two different SN’s will be displayed as two separate registrations
with the same hostname.The VSS configuration with Catalyst6500 currently
supports only two chassis.

Device Report | Call Home History Report | Metwork Summary Repor
Device Report Results

Repoit Criteiia: Company
ALL
; - H ; Par
Serisl Mumber - Host Name Descrigion -~ Company Name  ProducliD Version SLLYersion o=
i R e T s
(CATUZZZMK  MUOVA-SO20-02 1 ool O SysTems, e, | NCCSO2PEE 0109 4.0(0NI) 0o
e MenousT000
vactindt2 | 1500 730
DCAFAKESHOL | IO (10 NTH-CTON0 0405 d.0(18)
qaed Siot) Chassis | 75T NC .

prtasb UL PR Ciseo

Launch Smart Call Home

Topics covered in this section are:
e Login Prompt
* Accept the Legal agreement

To launch the Smart Call Home function, perform the following steps:

Login Prompt

Step1  Go to the Smart Call Home application at URL: https://tools.cisco.com/sch/ the
login prompt window opens. One of two options will occur:

o If this is your first time logging on to Smart Call Home and have not yet
accepted the Legal Agreement, the Legal Agreement window will open.
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e If you have previously accepted the Legal Agreement the Smart Call Home
web application will open to the overview page.

User Hame: Theie ate vaiious levels of access depending on you

relationship with Cisco. Find the level that is most

Eorgol your password?
Register Now
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Step2  Enter your Cisco.com ID and password in the Registered User area; this
Registered User is a user with a Cisco.com ID, this reference to a registered user
is independent from the Smart Call Home user registration.

Accept the Legal agreement

Every customer needs to accept the Legal Agreement before they can use the
Smart Call Home application.

Once the customer has accepted the Legal Agreement, the User Registrations that
have a status of ‘Pending Legal Agreement’ will be changed to ‘Completed’. All
new User Registrations for the customer will automatically get a ‘Completed’
status.

After the customer has accepted the Legal Agreement they will have access to the
Smart Call Home web application. The Legal Agreement also includes the
Transport Gateway.

In the case where all the customer’s user registrations have a status of
‘Unregistered’ (i.e. all the user registrations have been deleted), the customer
needs to re-accept the Legal Agreement when logging back into Smart Call Home.
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Launch Smart Call Home

Enter your Cisco.com and password. If you have not accepted the Legal
agreement, the Legal agreement window appears.

Click Accept - Cisco Systems

CURRENT

Current

Supporting Document(s)
SCH Legal Agreement (MS Word) o

e
CIsCo

Smart Call Home Agreement

IMPORTANT: YOU MUST READ CAREFULLY AND ACCEPT ALL OF THE TERMS AND CONDITIONS CONTAINED IM THIS AGREEMENT
BEFORE YOUR ACCESS TO OR USE OF CISCO'S SMART CALL HOME FEATURE. IF YOU DO NOT AGREE TO ALL OF THE TERMS AND
CONDITIONS, YOU SHOULD CLICK THE "DECLINE™ BUTTON AT THE END OF THIS AGREEMENT. IF YOU DO AGREE TO ALL OF THE TERMS
AND CONDITIONS, YOU SHOULD CLICK THE "ACCEFPT' BUTTON AT THE END OF THIS AGREEMENT.

This Smart Call Home Agreement CAgreement’ is entered into by and between Cisco Systems, Inc., a California corporation {Cisco™), and
you (either an individual or an entity) (you” or "Customer”), and governs your use of and access to Cisco's Smart Call Home feature (Smart
Call Home™), including any related electronic documentation and any associated media, reports and printed materials provided in connection
with Smart Call Home, except to the extent there is a separate signed i and Cisco g g Customer's use of
Smart Call Home. To the extent of a conflict betereen the provisions of this Agreement and such separate signed agreement, the terms of the
separate signed agreement shall control,

0 1} i} 0 1} i} 0 0 i} 0 0 i}
0 1} i} 0 1} i} 0 0 i} 0 0 i}
0 1} i} 0 1} i} 0 0 i} 0 0 i}
By clicking on the Accept button below, you are ackn you b d the its ertirety, and your
contract. ¥ you do not have the suthorit it your orgs k on the i an ehvich
SENATURES :
Decline I
Close Windor

At the bottom click Accept; (1) the Smart Call Home Overview page appears.

184234

The system does not let the customer go to any other page in the Web Application

until the Legal Agreement has been accepted.
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Smart Call Home Overview Page

This page provides links to important information about Smart Call Home and
access to the different functions provided by the Smart Call Home service, which
are noted below.

Qvervew Registration Management Reports
Smart Call Home Alerts You in Real-Time !__

Resolve technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Service Center of any issues before they can affect your business.
Learn more Greater Ne
- Availability

> Leam More

Please visit the link to download Transport Gatewsy (T)
Please visit the link to download User Guide (3)

Registration Management

+ Reqistered Devices .
| Devices Pending Registration |
s Transport Gateways 5
IF-?ecu stered Users I

‘Reports

Get information about registered devices and their call home messages I
Device Report 1
Call Home History Report I
Lr.leh-'\-'o 1k Summary Report

']
o
I
=+
o

The Overview page provides the following access and information:

» Has a tabbed bar () that provides access to the following areas of Smart
Call Home:

— Overview page — provides access to the current page.

— Registration Management page — provides access to all the registration
related functions for devices, users, and Transport Gateways.

— Reports page — gives you access to pages that let you generate reports
about devices and all the Call Home messages processed by the Cisco
Backend.

* Gives a summary of the Smart Call Home service with a link to obtain
additional information. (1)

* Provides download links to the:

— Transport Gateway () — Go to

http://www.cisco.com/kobayashi/sw-center/sw-netmgmt.shtml and click
Cisco Transport Gateway.
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— Smart Call Home User Guide. (3)
¢ Provides an overview of, and links to, the following functions: ]

— Registration Management — Provides access to the same links that are
provided on the Registration Management tab.

— Reports — Provides quick access to the two different types of reports.

Registration Management Processes

On the Smart Call Home web application all registration related activities are
consolidated under one tab, the Registration Management tab. This tab provides
access to registration for devices, users and Transport Gateways.

This section describes the various registration functions for the following areas:
* Overview of Registration Processes.
* Device Registration.
e User Registration.

« Transport Gateway Registration.

Overview of Registration Processes

In order for customer Cisco devices to communicate in the Smart Call Home
environment there are several types of registrations that must occur first; there are
three basic types of registrations:

» Device Registration — Devices are associated with a Cicso.com user id, valid
contract or warranty, and Company. This registration is required for Call
Home messages sent by the device to be processed.

» User Registration — Users get registered to a company and gets
automatically created when the customer confirms the device registration.
The user registration is needed so the customer can get access to the reports
in the web application. A customer can register additional users.

« Transport Gateway Registration — Transport Gateways get associated to a
company. The Transport Gateway registration is needed only when the
customer wants to use a Transport Gateway to send Call Home messages to
the backend.
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All of the previous registration options are available on the Smart Call Home web
application under the Registration Management tab.

Redistered Devices | Devices Pending Registration | Transport Gatevways | Registered Users
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This tab provides access to the following registration functions for:

* Registered Devices — Lets you manage device registrations for registered
devices.

* Devices Pending Registration — Lets you confirm device registrations in
order for the device to become registered in Smart Call Home.

« Transport Gateways — Lets you manage Transport Gateway registrations.

* Registered Users — Lets you manage user registrations and add users.

Device Registration

This section provides an overview of the device registration process and describes
how the Smart Call Home web application lets you perform the following tasks:

» Confirm Device Registration for Devices with “Pending Registration” to
associate the device to a contract and company.

« View, Edit, or Delete Registered Devices.

Device Registration Overview

When a device sends its first supported message and it is received by the Cisco
Backend, Smart Call Home initiates a device registration that needs to be
confirmed by the customer. On the Smart Call Home web application the
customer confirms the device registration for a device that has a “Pending
Registration” status. Once the device’s “Pending Registration” is confirmed, all
supported incoming Call Home messages from the device can then be processed
on the Cisco backend.

A “Pending Registration” status is created when the device sends its first
supported Call Home message to the Cisco Backend. The user confirms the device
registration using one of the following methods:

Smart Call Home User Guide
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e Manually go to the Device Registration page on the Smart Call Home web
application.

¢ Click on the link in the email, which takes you directly to the confirmation
page for the device on the Smart Call Home web application.

When the device is covered by a service contract, the system will register the
device using this contract. When the device is not covered by a service contract,
the system will allow the user to register the device for a trial period.

When a user registers a device using a valid service contract in Smart Call Home,
the device can have a registration status of:

« Pending Registration — Status occurs when a device sends its first Call
Home message to the backend.

» Complete — When a customer uses the web application to confirm the device
registration for a device that has pending registration.

« Unregistered — Is for devices that have had the registrations deleted.

¢ Expired — Indicates that the contract, warranty or trial period for the
associated device has expired and is no longer valid.

Once a device has the pending registration confirmed, the supported Call Home
messages sent by the device will be processed and the results will be made
available via the Smart Call Home web application. When a Service Request is
created during the Call Home message processing, the contract or warranty
associated with the device registration will be used to create the Service Request.

There are two types of processes for device registration:

» Confirm Device Registration process, for those devices that have a “Pending
Registration” status; once the registration has been confirmed you can
manage the registration.

* Administer Device Registration process, for those devices that have a
“Complete” status.

Note  For customers migrating from AutoNotify, device registration migration and
device preferences will be perfomed in the following manner:

* MDS 9000 devices that are currently registered in AutoNotify will be
manually registered on the Cisco backend.

e Any new MDS 9000 devices that are added will be automatically registered
by Smart Call Home.
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« Existing device profiles in AutoNotify will not be migrated; instead the
default device preferences set in Smart Call Home will be used.

¢« New MDS 9000 devices that are added will have default device preferences
created by Smart Call Home at the time of device registration.

For both the existing and new device preferences, the customer chan use the
Edit Device Preferences option if they want to change the default preferences
or add other persons to be notified about Call Home messages.

For more details about the migration see MDS 9000 Migration from AutoNotify
to Smart Call Home.

Confirm Device Registration for Devices with “Pending Registration”

Note

This process involves a customer confirming a device registration via the Smart
Call Home web application. The system associates the device registration with a
valid contract or warranty, and an associated company.

When a customer configures a device for call-home they become the
administrator for that device registration by default. During the device
configuration the customer must enter their contact email address; this email
address is used to send the following information:

* A notification about the pending device registration.
e A security token for that device registration.

* A link to the Smart Call Home web application; the link takes the customer
to the device registration confirmation page.

The customer uses the Smart Call Home web application to confirm the device
registration using the specified security token, or can select other devices in the
list. Devices in the list are populated there when the device is covered by a valid
contract or warranty and the user is already registered to the Company that is
associated with those devices; these devices do not require a security token.

Security tokens expire within 90 days of creation, which means that they must be
installed on a Transport Gateway within 90 days. Once the security token is used,
the certificate that gets created will expire in 3 years.

Smart Call Home User Guide
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When a customer confirms a device that has a “Pending Registration” the
confirmation associates the device with a valid contract or warranty, and
company. For a user to confirm a device registration, the user must have the
following items:

¢ A contract in their Cisco.com profile that covers the device, or at least one
suitable contract for registering the device to Smart Call Home (unless the
device is covered by a warranty).

« Permissions to query update and create Service Requests, since the user will
be the default contact person for Service Requests created for the device.

To confirm a device registration use one of the following methods:

» Click on the link in the email, which takes you directly to the confirmation
page for the device.

» Launch the Smart Call Home web application, and go to the Devices Pending
Registration page (see following steps).

Launch Smart Call Home; the Smart Call Home Overview page appears.

Reqistration Management
Smart Call Home Alerts You in Real-Time

Resolve technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Serice Center of any issues before they can affect your business.
Learn more

Please visit the link to download Transport Gatewsy
Please visit the link to download Lser Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.
Registered Devices

Devices Pending Registration ()

Transport Gateways

Registered Users

Reports

Get information about registered devices and their call home messages
Device Report

Call Home History Report

Metwork Surnmary Report

[
szl
Il
-
[e=]

To complete the registration for a device that has a “Pending Registration” status,
perform the following steps:

There are two ways to get to the Devices Pending Registration page:

« Ifyou are on the Overview page, click Devices Pending Registration. ()
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e Ifyou are not on the Overview page, do the following:

— Click the Registration Management tab; () the Registration
Management page appears.

- e

Renistered Devices fDevices Pending Registration V| Transport Gateways | Revistered Users
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— From the Registration Management page, click Devices Pending
Registration. ¢« =)

In both cases the Devices Pending Registration page appears.
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:Ezniﬁlm&m'm. | Devices Pending Registration | Transport Gateways | Registered Users |
e i e W I g, N I R N I N, L N N R L,
Devices Pending Registration
Thiz page allowws you to complete pending device registrations, Completing & pending device registration is
neceszary to enzure that messages gent by the device wil be proceszsed.
There are two methods to complete pending device registrations:
® Enter a Security Token in the provided field and click the Submit button.
& Check devices in the kst below and click the Complete Device Registration button.
Complete Device Registration By Security Token
o o e e o e e e e e e e e e o e e ey _
jEnter Security Token: ' Submit @‘
]
The list below displays pending device registrations for the companies you are already registerad for,
Complete Device Registration From Existing Device List
[J ! HostMame Cortract Serial bumber Company !
I_ gl NN R RN NN EE NN FE RN _EE RN _EE BN NN FE BN _NE NN Y RN ES—" -
| [ Host-250670445 1005057 250670445 CISCO SYSTEMS |
I
|
O QA.catBS00-A70 1022310 CAMI0S200A8G CISCO SYSTEMS |
I
I
1O Host-SALOS02SHIU FABO445T3CS CISCO SYSTEMS :
I
1 |:| Host-FABO449X14D FABO449X14D CISCO SYSTEMS :
I
10 Jl-CatBS03-03 FABO449X1F3 CISCO SYSTEMS :
I
1O R .catBS00-4.45 1022310 FOCOS50% 0KL CISCO SYSTEMS :
|
I |:| Host-FOC1003Y0TB 1022310 FOC1003Y0TE CISCO SYSTEMS :
|
I
: | QA-catE500-A43 1022310 SAL1007D0M CISCO SYSTEMS
I
: B MFR-CatB503-03 102230 SALIMEKCYR CISCO SYSTEMS
SRR e @
§
Complete Device Registraion @ @

You can select one of the following navigational options or change the content on

the Devices Pending Registration page:

Click one of the tabs ) to go to that respective section of Smart Call Home.
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* Click one of the registration functional areas ¢ Z1 to go to the page for that
respective function.

¢ All the columns can be sorted by specific column, by clicking the column
header.™] All the entries in the table are sorted, not just the entries displayed
on the current page.

Step4  Use one of the following options to perform the associated functions on the
Devices Pending Registration page

a. Enter a security token:
>

Note If the device being registered belongs to a company that the user is not
registered to yet then the user must enter the Security Token.

The security token will have been sent in an email to the person who
registered the device.

If 10 invalid security tokens have been entered, the system displays a
message indicating that the maximum number of invalid security tokens
had been entered. No new security token can be entered until a support
engineer resets the security token counter.

— Enter a security token in the Enter Security Token field yZ then click
Submit; (1) the system displays an overview of the device registration
and asks the customer to confirm that the displayed company information
is correct.

— Confirm that the displayed company information is correct; if the info is
not correct, the customer should cancel.

b. Select a device from the list:

— If there is a list of devices, | check the check box for each device you
want to register.

— Click Complete Device Registration. (I}
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~

Note  If the device being registered belongs to the same company that the user
is already registered to and the device is covered by a valid contract or
warranty then the device is placed in the device list.

Check the check box adjacent to the Host Name column header,
v | HostName to select all the devices listed on the current page.

Step 5 After performing one of the previous options, a confirmation message appears
that indicates the following information:

» The selected device is being processed for registration.
* The customer is notified via email when the device registration is completed.
* The customer can continue using other Smart Call Home functions.

* In the message, the customer can click “here” to register another device.

Note  In the confirmation message if you click “here” to register another device, you
could see the device that you just registered still in the Devices Pending
Registration list. It may take a moment for the processing to be completed before
a refresh of the Devices Pending Registration web page no longer shows the
previously unregistered device.

After Smart Call Home completes the registration process it will move the device
from the Devices Pending Registration list to the Registered Devices page.

If the device registration confirmation was not completed successfully, go to
Device Registration Troubleshooting for more information.

Once the device registration is confirmed, all supported incoming Call Home
messages from the device can be processed by Smart Call Home on the backend.

For information on how to navigate on this page, go to Navigational Aids and
Sorting Table Information.
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View, Edit, or Delete Registered Devices

A registered device is one that has been previously registered successfully by a
customer and has a status of “Complete”. A customer can view device
registrations associated with a Company that matches the Company the customer
has a completed user registration for. After registering a device a user can perform
the following tasks:

* View Registered Devices.
« Edit Device Preferences.
e Edit Device Contract.

* Delete a Device Registration.

View Registered Devices

A customer can view device registrations for those devices that have the same
companies the customer has a completed user registration for.

To the view the device registrations, perform the following steps:

Registration Management
Smart Call Home Alerts You in Real-Time

Resolve technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Service Center of any issues before they can affect your business.
Learn more

Please visit the link to download Transport Gateway
Please visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.
Registered Devices

Devices Pending Registration

Transport Gateways

Registered Users

Reports
Get information about registered devices and their call home messages
Device Repont

Call Home History Report
Metwork Sumrmary Repart

=+
™
=+
oo

Step1  Click either Registered Devices (1) or the Registration Management tab; CO
the Registered Devices page appears.
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Registered Devices

Manage your registered devices below. Mouse over the "Infof2" icon to viewr and edit device seftings, such as registration information,
notifications, and service request preferences.

Flease note that the Edit Device Contract function may take several minutes to load,

ISe:uch List: Host Name; Serial Number: Company. I
I Contract: Registration Status: Ertitiement Status: :
| | Select One v | | Select One v |
Search
e |
T T P e S . O S T T T R R
[ Beosiallod  Erypement Status
. Date Stamp
B o o ¢ e m—  —  —  — S e e S b M f M f S S S b M 0 e —  —  m—
Complete SR Capable
O im%mmm@ AST-B509-01 WS.CBS03.E :fi:m EESCTOEMS e, Z3-May-2008 04-Jun-2010
ad - MNC 03923 A 04:58:50 PM
Complete SR Capable
[ it asr.esoe.0r ws.cesuaE 1279104 voTtms, me, ZMay-2008 | 04-dun-2010
— T 1039:49 AM 04:59:59 PM
Complete SR Capable
I:] MM Infol? GS_SEVT-6503-03 WE-CBS03 1Di2r'|":2;0‘i ggé?EMS BC 19-Feh-20058 04-dun-2010
= 1 se17 A 04:55:59 BM
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0
Registered using Complete SR Trial Capable
O rz{cemmms R2de3-ind 2 NTKCTON0 | contract 1273104 | Coccl o |10 2T-Mey-2008  25-Aug-2008
Dirssct ' T 010548 PM 010546 PM
Registered using Complete SR Trial Capable
O E?FA“ESNM R3de3-ind12 NPK-C7010  contract 1275104 gl‘?g?ms we, | 27-May-2008 25 A11g-2008
L Direct NC 2 a0:50 P 12:40:54 PM

|
42 temns found, displaying 1to15. .
rstiPrev] 1, 2, 3 [Nexdiast] |

- [Fi

Dedete Devices Edit Device Preferences

Step2  You can select one of the following navigational options and go to another page:
e Click one of the tabs 3 to go to that respective section of Smart Call Home.

* Click one of the registration functional areas ¢« = to go to the page for that
respective function.

Step3  There are several ways that you can change the view of the registered devices that
are listed on the page. Use the following steps to perform the associated functions
that let you change the view on the Registered Devices page:

| Smart Call Home User Guide
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e All the columns can be sorted by specific column, by clicking the column
header. T] All the entries in the table are sorted, not just the entries displayed
on the current page.

« If there are more entries than can fit on one page, then use the navigational
aids ] to see entries on other pages.

¢ The current view can be filtered to reduce the number of entries displayed in
the table (see following section).

Filter the Display of Registered Devices

The registered device data in the table represents one of the following items:

» If no search parameters are specified then the table displays all the devices
that have registrations that are associated to a Company, for which the
customer is registered.

~
Note  Deleted device registrations that have status “unregistered” are not
displayed.

o If search parameters |7, are specified in any of the fields then the table
displays those device registrations that match those specified search
parameters.
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Registered Devices

Manage your registered devices below. Mouse over the "Infol™" icon to view and edt device settings,
such as registration information, notifications, and service request preferences.

Please note that the Edit Device Contract function may take several minutes to load.

Use an " as wildcard character for the partial search.

|Search List: Host Mame: Serial Number:  Company: _i
: B T~ | | |
| Contract: Reglstrailon Status: Entitlement Status: I
I ' | | select one v | Select One v| |
: |

e mim s m e e ST T | o BT ¢ |

CIsCo Complete SR Capable |

|

|

|

|

| ———

| El ﬁb:‘lD(gUIQM o | AST- ESOQ-CI'I | Ws-CBS09-E Bi?i: 04 SYSTEMS, | 29-May-2008 04-Jun-2010 |
| — | [ ® INC. 10:39:23 AM 04:59:59 PM |
| | CISCO Complete SR Capable |
| D SHO104210P IAST £509-01| WS-CB5S09-E 1??31 04 SYSTEMS, 28-May-2008 | 04-Jun-2010 |

Infof2 Direct
| TEfer : | INC. 10:3%:49 &AM D4:59:59PM |
| | I
| CISCo Complete SR Capable

I D ﬁ:@gﬂ\HEUD” IAST 2723 CI‘1JI WE-C6513 El?r?ei: 04 SYSTEMS, 17-Jun-2008 | 04-Jun-2010 :
:_ Qi - INC. 121617 PM 04:53:59 PM ]

amamaa

Delete Devices Edit Device Preferences

Step4  You can select one of the following navigational options or change the content on
the Registered Devices page:

» Click one of the tabs ¢y to go to that respective section of Smart Call Home.

* Click one of the registration functional areas ¢ = to go to the page for that
respective function.

e All the columns can be sorted by specific column, by clicking the column
header. 7] All the entries in the table are sorted, not just the entries displayed
on the current page.
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Step 5

Step 6

Do the following steps to perform the associated functions on the Registered
Devices page:
You can change the data that is being displayed on the Registered Devices page

by specifying different criteria in the Search List parameter fields. ;7 You can
specify data in any one or more of the search-list data fields:

¢ For the Host Name, Serial Number, Company and Contract fields you can
enter the whole name or use a portion of the name with a wildcard, an *
(asterisk), as part of the name.

~

Note  The search parameters are not case sensitive; the following example uses
ast* for Host Names starting with “AST”. |2

You can select an item from the drop-down list in the Registration Status field
(1) and/or the Entitlement Status field; (Z) only one item can be chosen from
each drop-down list.

When you are done entering the search list criteria, click Search; {3} Smart Call
Home displays a table 1= that contains those devices that match the specified
search parameters | (i.e. those devices that have Host Names that start with
AST).

Smart Call Home User Guide
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Edit Device Preferences and Contracts

The info icon 172 lets you edit a single device preference and device contract for
a registered device by performing the following steps:

Registered Devices

Manage your registered devices below. Mouse over the *Infol™ icon to view and edt device settings,
such ag registration information, notifications, and service request preferences.

Please note that the Edit Device Contract function may take several minutes to load.

Use an "*" as wildcard character for the partial search.

| Search List: Host Name: Serial Number: Comparry. |
I astt | | I
| |
I Contract: Registration Status: Entitlement Status: |
[ ' | [setect one v | | Select One v| |
| |
| | Search |
T T T T T T T T T T T T T T T Treastration. B Entilement 0
] :M HostMame ~ ProductiD ~ Contract Company Status Status !
1
——y—

CISCO Complete SR Capable

D :ﬁ?o%dlum o AST-8309-01 | Ws-CB303-E E?e?:: 04 SYSTEMS, 29-May-2008 04-Jun-2010

— IMC. 10:3%23 A 04:59.59 PM

| |

| 4 CISCO Camplete SR Capable
O ﬁ?‘g 12N1GP | 1oT.6508.01 | WS-CB509-E Efei:”“ SYSTEMS, 28-May-2008 04-Jun-2010

|—L| ING. 10:39:49 AM  04:58:58 P

| CISCO Complete  SRCa
pable

O Ef%”r“m” AST-2723-01 WS-C6513 Efﬂm SYSTEMS, 17-Jun-2008  04-Jun-2010
| B | ® INC. 121617 PM  04:59:59 PM

| g—— |

184245

Delete Devices Edit Device Preferences

Step1  You can select one of the following navigational options or change the content on
the Registered Devices page:

» Click one of the tabs {3 to go to that respective section of Smart Call Home.
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* Click one of the registration functional areas ¢ Z1 to go to the page for that
respective function.

e Allthe columns can be sorted by specific column, by clicking the column
header. ™) All the entries in the table are sorted, not just the entries displayed
on the current page.

e [If there are more entries than can fit on one page, then use the navigational
aids ] to see entries on other pages.

Do the following steps to perform the associated functions on the Registered
Devices page:

Step2  You can use the Search List fields ;7 change what devices are displayed in the
table.

Step3  To edit a single device preference, or edit a device contract and change the
contract associated with the device registration (this contract will be used by the
application to create Service Requests) move your mouse over the corresponding
info icon; | a popup window appears (see following figure).

Awtomatic Service Requests: Yes
Contract for SR Creation: 1022310
SR Contact Person: Sch TestOne
Receive Email Hotifications: Yes
Emails Sent To:
sch_test_201@yahoo com

Edit Device Preferences :-@

Edit Device Contract > (B

~

Note  There are two edit options on the popup window:

184245

— Edit Device Preferences. (%)
— Edit Device Contract. (E)
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To edit device preferences for multiple devices, perform the following steps:.

Registered Devices | Devices Pending Redistration | Transport Gateways | Registered Users
Riglﬁt.rid Devices

Manage your registered devices below, Mouse aver the "Infol™ icon to view and edit device seftings,
such as registration information, notifications, and service request preferences.

Please note that the Edlit Device Contract function may take several minutes to load.

Use an "™ as wildcard character for the partial search.

Search List: Host Name: Serial Mumber: Company:
st | || |
Contract: Registration Status: Entitlement Status:
| | | selectone v | | Select One v
| Search |

|

Redistration  Enftlement

L
IDlwi Host Name = ProductiD =~ Conlract Company Status ~ Status
| i Date Stamp  End Date
I CISCO  Complete SR Ca
pable
lgﬁrmmz“mp AST-6509-01 WS-C5509-E Eﬁ?ﬂm SYSTEMS, 29-May-2008 04-Jun-2010
| |—°E b ING. 10:3323 M D4:59:50 PM
mi
CISCO Complete SR Capable
:lemm‘mmp AST-6509.01 WS-CBS09-E éﬂzm SYSTEMS, 29-May-2008 04-Jun-2010
| infof? INC. 10:30:49 &AM 04:59:50 PM
f
| CISCO Complete SR Capable
|E:ﬁ"f"SF""KE°°” AST-2723-01 WS-C6513 Efei:m SYSTEMS, 17-Jun-2008  04-Jun-2010
=

INC. 121617 PM 04:59:59 P

185423

| Delete Devices Edit Device Preferences @

Step 1 Select the check boxes | for those devices you want to edit their device
preferences.

Step 2 Click Edit Device Preferences; (1)
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Edit Device Preferences

Edit Device Preferences allows you to set the preferences for Service Request
creation and email notifications for Call Home messages that have been received
and processed by Smart Call Home. To edit device preferences perform the
following tasks:

Selecting either the Edit Device Preferences; (1) from the pop-up window or by
selecting the Edit Device Preferences button (1) the Smart Call Home Profile
page appears

Smart Call Home User Guide
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mart Call Home Profile

The page alows you to override the detault seftings for Notifications and Service Request (SR) creation at & Company and Device level.
An " denotes a required field.

(A SeralMumber  HostName © ProductD - Coolrat Compary | pacus” > Recelve Emal Noifations
= 1
Yes

Yes
SRCoMact o\ Email Hotification to:
Person: Sch

| INC. TestThirtySeven sch_test_1437@vyahoo com sch_test_1437@yahoo com
|
| CISCO
[ |SVSFAKEDO AST272301 WS-CES13 1273104 SYSTEMS, e
NC. er son: Sch
| ) TestThitySeven

| CISCO
| [2) |SMGAD42MIGP | AST-BS05.01 WS-CESOS.E | 1273104 | SYSTEMS,

Yes
Yes

Send Email Notification to:
sch_test_1437@@yahoo_com,zch_test_1437@yahoo com

|
|
|
|
|
o

A oIIsE SR Craatione |TTON0 change to currert preferences for selected devices
I For alf sefected devices change preferences to:

—_—

@ Ono |

| @ ®ves I
I SR Contact Person® i

sch_test 1337 ¥ I

I If & user is not listed above, they are not registered ag an Administrator in Smart Call Home I

or they do not have the required contract(s) in their profie for at least one of the selected devices

I The user can add the required contraci(s) to their CCO profile using the CPR Profile Lindste Tood |

Receive Email Notiieations: | (B)O o change to current preferences for selected devices :

I For alf sefected devices change preferences to: I

- ®0mn [

I Turning off notifications only applies to Call Home messages that do not trigger Service Requests
to be created o updated, I

! ®®ves

I ZSend email nofifications toc* I

Ueers registered in Smart
Call Home: I

| [schaest_1437@ysnco.com L |
! ll

I
184247

Submit || Cancel @

Step3  You can select one of the following navigational options and go to another page:

» Click one of the tabs ¢ to go to that respective section of Smart Call Home.

» Click one of the registration functional areas ¢ Z1 to go to the page for that
respective function.

Do the following steps to perform the associated functions on the Smart call
Home Profile page; the edit device preferences window lets you perform the
following tasks:
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Step 4

Step 5

Specify which device(s) you want this preference assigned to, by performing one
of the following tasks:

a. Select the header check box to select all the devices listed in the table. (%)

b. Specify a specific device or devices by selecting one or more of the individual
check boxes. =

~
Note  If the pop-up option was used for selecting the Edit Device Preference
function then only one device will be displayed in the device table.

Automatic SR Creation

Specify whether to maintain or change the automatic Service Request (SR)
creation settings for the selected device(s) by selecting one of the following
options:

« To maintain the current Automatic SR creation settings for the selected
device(s) click the No change to current preferences for selected devices
radio button. (1)

« For all the selected devices that are displayed in the table, select one of the
following options:

— Click No (Z) if no automatic SR creation is wanted.
— Click Yes (3) if automatic SR creation is wanted for the selected devices.

~

Note  When clicking Yes then also choose the designated SR contact person
from the drop-down list; (&) only one entry can be chosen.

Note  Activating the Automatic Service Request Creation automatically
generates service requests when events of interest occur that are flagged
for SR action in the profile.

By default, automatic Service Request creation is activated when a device
registration has been confirmed. The person confirming a device
registration will be, by default, the Service Request Contact Person for
the device.

Smart Call Home User Guide
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Receive Email Notifications
Step 6  Specify whether to maintain or change the email notification settings for the
selected device(s) by selecting one of the following options:

« To maintain the current email notification preferences for the selected
device(s) click the No change to current preferences for selected devices
radio button. @)

» For all the selected devices that are displayed in the table, click one of the
following options:

— Click No (3 to turn off email notifications to the selected devices.

Note  Turning off email notifications applies to only Call Home messages that
do not trigger Service Requests that need to be created or updated; SR
notifications will still be received even though email notifications have
been turned off.

— Click Yes (&) to enable email notification for the selected devices.

~

Note  When clicking Yes then also choose the user(s) that will receive the email
notifications by using one of the following options in the next step.

Step 7  To change what person(s) receive an email notification, use one of the following
options:

« To add a person to the email notification list select the person(s) from the
available list .} then click Add; (@ the person(s) are moved from the
available list to the “Users receiving notification” list 12

| Smart Call Home User Guide
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Step 8

Note

~

Note  The email addresses in both list boxes i.} 1 represent the email
addresses of people who are registered to the entitled company. The email
address(es) need to be selected in order for Smart Call Home to send an
email notification to the specified person(s).

Multiple persons can be selected by pressing the Ctrl key and choosing
additional entries in the list box with the mouse. To select contiguous
entries, select the first email address in the list box then press the Shift
key and select the last contiguous email address, all items from the first
to the last selected entry are selected.

e To stop a person from receiving further email notifications select the
person(s) in the “Users receiving notification” list 17 then click Remove; &
the person(s) are moved from the “Users receiving notification” list to the
available list. i}

» To add users that are not listed in the available list %} you can enter their
names in the “Also send to these email addresses:” field. 17

~

Note  To add more than one email address in the “Also send to these email
addresses:” field. 17, separate the email addresses with a comma and a
space (i.e. skeeler@cisco.com, ckells@cisco.com).

Click Submit (5} to have all the selections sent to Smart Call Home for
processing; clicking Cancel (¥) returns you to the previous page with no action
performed.

If you are having trouble editing device preferences then see Troubleshooting for
Edit Device Preferences for more information.

When a SR has been opened via Smart Call Home, the Smart Call Home
application will update the SR a maximum of 30 times, based on new Call Home
messages that have been received for the device. The customers specified in the
email address list box 1_ and additional email address field will receive email
notifications related to these updates. After the SR has been updated 30 times,
Smart Call Home will send an email notification to the designated customers
indicating that the maximum threshold for the SR has been reached.

Smart Call Home User Guide

=R

| Version2 |



| Chapter3  Smart Call Home Web Application

Registration Management Processes ||

Edit Device Contract

Edit Device Contract allows you to associate a different service contract to the
device registration. When a device is covered by a service contract the application
will not allow you to change the contract used to register the device.

To edit a device contract perform the following tasks:

Step1  On the Registered Devices page (see Edit Device Preferences and Contracts)

move your mouse over the corresponding info icon; | a popup window appears
(see following figure).

Awtomatic Service Requests: Yes
Contract for SR Creation: 1022310
SR Contact Person: Sch TestOne
Receive Email Hotifications: Yes
Emails Sent To:
sch_test_201@yahoo.com

Edit Device Preferences >(@

Edit Device Contract > (B

184245

Step2  On the Info popup window click Edit Device Contract; () Smart Call Home

displays a message indicating that it may take a few minutes to retrieve the
contract information.

Registered Devices | Devices Pernling Reqistration | Transport Gateways | Registered Users

Edit Device Contract
This page alows you to change the confract this device is ertiled under.

':—_ Retrieval of the contract information may take several minutes, Please wail....

184310

After the retrieval of the contract is completed, the Edit Device Preferences page
appears.
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Step 4

Note

Registration Management Processes

Crverview | Redistration Mansgement Reports

Edit Device Contract
Thiz page allows you to changes the cortract this device is enfitled under .

An * denoles a required field.

Device Information: Company
CISCD SYSTEMS
Host Hame
RWL20_8503-P
Serial Humber
SALDS220RGE
Current Contract: Contract Humber
1022310
Entitlement End Date
01 -Feb-2005 04:00:00 P
Select llew Contract:*  Corfract Number Entitlement End Date Compariy
@@ 2926856 13-Aug-2007 050000 PM  C1SCO SYSTEMS

Oyzgapaze  17-Nov-2009 035958 PM  CISCO SYSTEMS
O osraary  30-Dec-2007 04:00:00 PM 566 SVSTEMS
O2334s3¢  -Feb-201010:2230PM  CISCO SYSTEMS

@[sem] [cmen

1ad24a

You can select one of the following navigational options and go to another page:
» Click one of the tabs ¢y to go to that respective section of Smart Call Home.

* Click one of the registration functional areas ¢ = to go to the page for that
respective function.

Do the following steps to perform the associated functions on the Edit Device
Contract page:

If a contract is available, click the radio button for the new contract (1) you want
associated with the selected registered device.

If no contracts are available you will see a message stating “No additional
contract found for this Device”; see Device Registration Overview for more
information about contracts and registering devices.
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Step 5 After selecting the new contract click Submit, (Z) the Registered Devices page
appears with a successful edit message; clicking Cancel returns you to the
previous page with no action performed.

Eegishation Managsmant
Registered Devices | Devices Pending Reqgistration | Transport Gateways | Registered Users

Jevice Registration edited successfully REG-INFO00012: The device registration for device for company
M5 has been updated successfully with the selected contract 2334634

1242432

If you are having trouble editing device contracts then see New User Registration
Troubleshooting for more information.

Delete a Device Registration

A customer can delete device completed registrations for those devices they have
a completed user registration; the customer needs to be registered as an Admin for
the company.

To delete a device registration that is associated to a device, perform the following
steps:
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'ffegisterw Devices | Devices Pending Reqistration | Transport Geteways | Reistered Users

Registered Devices

Manage your registered devices below. Mouse over the "Infof=" icon to view and edi device seftings, such a3 registration information,
notifications, and service request preferences.

Please note thet the Edit Device Contract function may take several minutes to load,

Use an " as widcard character for the parisl sesrch.
I‘Seu ch List: Host MName: Serial Mumber: Company: I
Contract: Registration Status: Entitlernent Status: I

:

| — T

e
End Date

Complete SR Capable
i"‘%mm‘@ AST-B500-01 WS.CBS09.E ;?fi:m gfg%ms pe, ZHay-2008 04-bun-2010
ads - NC 03923 A 04:52:50 PM
E Compilete SR Capable
: D;i’;c;m:’”'@ AST.6500-01 WS-CBS02-E ;‘fg”‘ gfs?sms e 29May-2008 | 04-4un-2010
i T 0:32:43 AWM 04:59:59 PM
g _ g Complete SR Capable
T GS_SEVT-B503.03  WS-C503 ;‘?3‘;0‘ EESTOEMS pc, | 19-Feb-2008 04-Jun-2010
I ¢ P 1115917 A 04:53:59 PM
i 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0
Registered using Complete SR Trial Capable
in 5R2CE‘°4'2'°5 R2dc3ind12 NTK-CTON0  contract: 1273104 svgroms e, | 27-May-2008 25-ALg-2003
H Dirsct ' T 010548 PM 01:05:46 P
Fegistered using Complete SR Trial Capable
[DCIPRKESNDT  Radesndt2 N7K-CTO10 | contract: 1273104 sl\-sfso?ms ne, | 2TMay2008 | 25-Aug-2008
ol Direct NC- 42 4054 PM 12:40:54 PM

Delete Devices |

Edt Device Preferences |

You can select one of the following navigational options or change the content on
the Registered Devices page:

» Click one of the tabs ¢y to go to that respective section of Smart Call Home.

» Click one of the registration functional areas ¢ Z1 to go to the page for that
respective function.

» Use the Search List fields ;7 to change what devices are displayed in the
table.
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e All the columns can be sorted by specific column, by clicking the column
header. T] All the entries in the table are sorted, not just the entries displayed
on the current page.

e [If there are more entries than can fit on one page, then use the navigational
aids ] to see entries on other pages.

Do the following steps to perform the associated functions on the Registered
Devices page:

Step2  Check one or more individual check boxes to the left of each device Serial
Number, i.} or select all the devices by checking the check box to the left of the
Serial Number column header.

i

Step3  After checking the check box(es), click Delete Devices; (I} Smart Call Home
displays a message prompt ensuring you really want to delete the registration for
the selected device(s), if you click OK then a message confirming a successful
deletion of the registration for the selected device(s).

Note = When the device registration is deleted the Call Home messages sent by the
device will not be processed anymore. The system sets the device registration
status of the selected registration(s) to ‘Unregistered’.

User Registration

User registration is required for the following tasks:
¢ Viewing reports.
* Maintaining registered devices.
* Being specified as a contact for service requests.

This section provides an overview of the User registration process and describes
how the Smart Call Home web application lets you perform the following tasks:

e View Users.
 Add Users.

¢ Delete a User Registration.
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User Registration Overview

Note

A user gets registered to Smart Call Home and gets associated to a company. A
user registration is required for the following tasks:

e Viewing reports.
¢ Maintaining registered devices.

» Being specified as a contact for the service requests.

User registration occurs automatically during device registration confirmation,
for the user registering the device; the user becomes the administrator for the
device registration, by default.

For customers migrating from AutoNotify, users that are currently registered in
AutoNotify will not be migrated over to Smart Call Home. For more details about
the migration see MDS 9000 Migration from AutoNotify to Smart Call Home.

This section discusses the following topics:
« Registration Processes for Users.
e User Registration Requirements.
e User and Administrator Functions.

» User Registration Task Pre-Reqs.

Registration Processes for Users

A user gets registered to a company. There are two ways that a customer can get
registered to a company:

* A user registers them self, by confirming a pending device registration.
* A user registers others:

— A customer, registered as an Administrator, can register additional
customers using the web application.

— The to-be registered customer must have a contract in their Cisco.com
profile for that Company in case the person needs Administrator
privileges. A registration as ‘User’ does not require a contract in the
Cisco.com profile.
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~

Note  When adding Smart Call Home users, customers should consider which
individual(s) they want to be informed if a problem occurs; these
individuals can be either within their company or within their external
support organization (reseller or support personnel).

User Registration Requirements

A customer needs to be registered for a company in order to have access to the
device info for that company. There are 2 registration levels; administrator, which
gives the user administrator privileges for registrations and user.

User and Administrator Functions

A customer needs to be registered to a company to have access to the device info
for that company; there are two registration levels: administrator (which gives the
user admin privileges for registrations) and user.

A person registered as “Administrator” for a Company will be able to perform the
following tasks:

¢ Delete any device or user registrations for the Company.
« Edit device contracts/registrations for the Company.
» Edit device preferences for the Company.

* Be a Service Request contact person for any device registrations for the
Company; the Service Request contact person must have a contract in their
Cisco.com profile that can be used to register the device.

~

Note A “User” cannot perform any of these previous functions.

User Registration Task Pre-Reqs
The following requirements must be performed before user registration can occur
in Smart Call Home. The Cisco.com ID and contract requirements are:
* The new user must have a valid Cisco.com ID.

e To getregistered as an “Administrator”, the customer needs to have a contract
for that company in their Cisco.com profile.

| Smart Call Home User Guide
|| Version 2 .m




Chapter 3 Smart Call Home Web Application |

| Registration Management Processes

View Users

Step 1

Step 2

* To get registered as “User”, customer is not required to have a contract for
this company in their profile.

To perform any of the user registration processes you must first launch the Smart
Call Home web application.

Launch the Smart Call Home web application; the Smart Call Home Overview
page appears.

Overew |
Smart Call Home Alerts You in Real-Time

Resolve technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Service Center of any issues before they can affect your business.
Leamn maore

Please visit the link to download Transport Gatewsy

Plaase visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.

Registered Devices
Devices Pending Registration

Transport Gateways
Reports

Get information about registered devices and their call home messages

Device Report
Call Home History Report
MNetwork Summary Report

=
Lo
-l
=+
oo

A customer can view those user registrations that are associated to the same
Company as the customer. To view all the registered users, perform the following

steps:
There are two ways to get to the Registered Users page, so that you can view the
list of registered users:

 Ifyou are on the Overview page click Registered Users. (1)

e Ifnotonthe Overview page, click the Registration Management tab () then
click Registered Users. ¢ ~

=R

Overview Registration Managemert :
Registered Devices | Devices Pending Registration | Transport Gateways | Redistered Gs_e-r_s“‘ g
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In both cases the List of Registered Users page appears where you can add and
delete users.
Overview Reqistration Management
List of Registered Users
User registration is required to maintain registered devices, be specified as a contact for service requests, and view reports.
Use an ™" as wildcard character for the partial search.
Search List: Cisco.com ID: Company: Function:
SelectOne v |
Registration Status:
[ select one v
[ search |
e e et e e e e et -
[y Cisco.com I User Name Company Service  Function Ren Status Time Stamp i
0] schtest_308 Sch TestEight CISCO SYSTEMS Spet OOl user m@“ (rea
[0 schtest 31 Sch Testthityone  CISCO SYSTEMS m Cal | min Completed fﬁ:;”;ﬁ
[ sch_test 310 Sch TestTen CISCO SYSTEMS m Col  User  Complsted f‘;*;:;gﬂ
O] sch_test 313 SchTestThitesn | CISCO SYSTEMS m Col  User  Completed ;?g:gﬂ
O] sch_test 315 Schestifteen  CISCO SYSTEMS pmatCal  admin  Comgleted b
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0
[] | skester Scott Keeler CISCOSYSTEMS mm User  Completed 3‘3:';’:”5*:3?
[0 skeser Scott Hesler CISCO SYSTEMS mcu User Completed gi";f';:?:
........... iy
|30hunslm.m'"31elo30.
- [FirstPrev] 1, 2 (NextiLast]
e ¢ m— m— — — — §
=t
Delete User | [ Ada User =
Step3  You can select one of the following navigational options and go to another page:
e Click one of the tabs {3 to go to that respective section of Smart Call Home.
» Click one of the registration functional areas ¢ = to go to the page for that
respective function.
Do the following steps to perform the associated functions on the List of
Registered Users page:
Step4  There are several ways that you can change the view of the registered users that
are listed on the page:
| Smart Call Home User Guide
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Add Users

You can enter data into any or all of the search parameter fields; ¢ in the
Cisco.com ID and Company fields you can enter the whole name or use a
portion of the name with a wildcard, an * (asterisk), as part of the name.

All the columns can be sorted by a specific column by clicking the column
header. 7] You toggle between ascending and descending order each time
you click the column header. All the entries in the table are sorted, not just
the entries displayed on the current page.

If there are more entries than can fit on one page, then use the navigational
aids ] to see entries on other pages.

There are two scenarios in which a user registration can be submitted to Smart
Call Home:

The Smart Call Home system can create a Customer Registration for a
customer who confirmed a device registration that is linked to a Company
they are not yet registered to.

A customer can register additional persons to one or more Companies, which
the logged-in customer is registered to.

Note  If the user needs to be registered as an administrator or is going to confirm a
device registration then the to-be registered person must have at least one suitable
contract that allows registration in Smart Call Home. The Company in this
contract must be a company that the logged-in customer is registered with.

Smart Call Home User Guide
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The first scenario is covered in more detail in the Device Registration section.
This following section will discuss the second scenario. To add a user, perform
the following steps:

Oivarview

Registration Management
Smart Call Home Alerts You in Real-Time
Resolve technical issues fast with autormated diagnostics on network devices that alert you, your

team, or the Cisco® Technical Service Center of any issues before they can affect your business.
Learn rore

Please visit the link to download Transport Gateway
Please visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.
Ragistered Davices

Devices Pending Registration
Tranzport Gateways
Registered Users E:}
Reports

Get infarmation about registerad devices and their call home messages
Device Repon

Call Home History Report

Metwiork Surnmary Report

=
L
o
=r
oo
=

Step 5 Go to the List of Registered Users page; there are two different ways to get to the
Registered Users page:

 From the Overview page click Registered Users, (1) OR
e If not on the Overview page, perform the following tasks:

— Click the Registration Management tab (if not already there); the
Registration Management page appears.

— On the Registration Management page, click Registered Users. ¢ =1

Overview Registration ement

Registered Devices | Devices Pending Registration | Transport Gateways | Reqistered User

-
A
L o

184251

Both of the previous options display the List of Registered Users page.
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e

List of Registered Users

ation Management

feaistered Devices | Devices Pending Reaistration | Transport Gateways | Registered Users )

User registration is required to maintain registered devices, be specified as a contact for service requests, and view reports.

Use an ™~ as wildcard character for the partial search.
Search List: Cisco.com ID:

[ ]

Registration Status:

Company:

[ 1

Function:

‘SelectOne v |

| select one v|
| Search |
List of Registered Users
User rege s required to maintain regk devices, be specified as a contact for service requests, and view reports.
(. Cisco.com D Service  Funclion Req. Status Time Sterp |
. Smart Call Pending Legal 15-Feb-2007
O sch_test_308 Sch TestEight CISCO SYSTEMS Home: User Agreement 022832 AM
. Smart Call 23-Feb-2007
[0 schtest 3 Sch Testthityone  CISCO SYSTEMS Admin  Completed 104225 AM
Smart Call 26-Jan-2007
O schtest_310 Sch TestTen CISCO SYSTEMS User  Completed 1AE48 AM
Smart Call 16-Feb-2007
O schtest 313 Sch TestThirteen  CISCO SYSTEMS User  Completed 01-07:08 AN
Smart Call 05-Feb-2007
O  schtest 315 SchTestFifteen  CISCO SYSTEMS Admin  Completed e
0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0
Smart Call 23-Feb-2007
[0 | skeeter Scott Keeler CISCO SYSTEMS ' User Completed 04:21:55 FM
Smart Call 23-Feb-2007
O skeeter Scolt Kesler CISCO SYSTEMS User  Completed 04:21:55 PM
| b
« 30 tems found, displaying 1610 30. .
lecsereas.2pentesn |
=t
a8
Delete User J|_add User KD =

the List of Registered Users page:

You can select one of the following navigational options or change the content on

» Click one of the tabs ¢ to go to that respective section of Smart Call Home.

» Click one of the registration functional areas ¢ Z1 to go to the page for that
respective function.

Smart Call Home User Guide
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Step 3

Step 4

Registration Management Processes ||

* You can enter data into any or all of the search parameter fields; ¢ in the
Cisco.com ID and Company fields you can enter the whole name or use a
portion of the name with a wildcard, an * (asterisk), as part of the name.

e All the columns can be sorted by specific column, by clicking the column
header. ™) All the entries in the table are sorted, not just the entries displayed
on the current page.

« If there are more entries than can fit on one page, then use the navigational
aids ] to see entries on other pages.

Do the following steps to perform the associated functions on the List of
Registered Users page:

At the bottom of the List of Registered Users page, click Add User; (1) The Add
User: Step 1 of 2 page appears.

Overview

Reaqistered Devices | Devices Pending Redistration | Transport Gateways | Reaistered Users

Add User: Step 1 of 2

To register one of your colleagues for the Smart Call Home service, please enter his or her Cisco.com ID and
click on the Continue button

A" denctes a required field

= Back @

184255

Enter the Cisco.com ID (i.e. ckells) of the user you want to add, into the
Cisco.com ID: field. ;5

Click Continue; (1) the Add User: Step 2 of 2 page appears.

| [ Version 2
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Step 5

Step 6

Step 7

{ istration h ert

Rediztered Devices | Devices Pending Redistration | Transport Gateways | Registered Users

Add User: Step 2 of 2

Select the appropriste user type for each entitled company in the table below .
Some users may not have Sdministrator privileges for all companies and locstions,
Companies for which & user is already registered cannat be selected

Cisco.com ID: ckells
Full Hame: Christopher, Kells

|:| Company %Spe.; Service Administrators

= cisco '_] Smart Cal
L | sverems | o sch_test_301 sch_test_305

(o )

184256

Check the check box |7 that is adjacent to the Company.

~

Note Checking the check box of the Company ;= activates the drop-down list
for the User Type field. |3

If more than one user type is available in the drop-down list, choose the user type
you want assigned to the new user.

~

Note  Defaultis User; the Administrator option is available only when the to-be
registered person has contracts in their profile for the Company.

Click Continue; (1) the List of Registered Users page appears.

Smart Call Home User Guide
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Registration Management

Registered Devices | Devices Pending Registration | Transport Gateways | Registered Users

User registered successfully.

REG-INFO-00004:; The user has been registered successtully. Since this person has no valid contracts in hisfher profile
for the selected Company, hefshe cannot be assigned as Service Reguest contact person for any of the Company's
devices.

List of Registered Users

User regi ian is recquired to r

in registered devices, be specified as a contact for service requests, and view reports.

-Use an ™" as wildcard character for the partial search.

Search List: Cizco.com ID; Company; Function:
[ Select One v
Registration Status:
| Select One v
| Search |
[ cisco.comid Lser Name Company Service Function Req. Status Time Stamp
Wois 8 cois uste pies g oo ade g _|
CISCO Semart Call 01-Mar-2007 00:14:02
Dl chells Christopher Kells | SvsTems ’ User Completed ™
] 0 0 0 0 0 1] 1] 0 1] ] 1]
] 0 0 0 0 0 0 0 0 0 0 0
cIsco Smeart Call Pending Legal 29.Jan-2007 020642
[0  sch_test_304 Sch TestFour i Adin e i
CISCo Srnart Call 16-Feb-2007 003357
O sch_test_s0s Sch TestFive SveTEMS Admin  Completed Prd

i ——_—_
* 31 Rems found, displaying 1 1o 15.

Mufedlzinkile

184257

Delete Lser Add User
e ————————

Smart Call Home updated the following info on the previous List of Registered
Users page.

e The top of the page has a user added confirmation message displayed.
e The user (i.e. ckells) ;7 has been added to the list of registered users.

The navigational list 7] has been updated by two items (from 30 items to 31), to
reflect the new user entry.

The table entry contains the following user information:

e Which company the user is registered.

| [ Version 2
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* Name of the service that performed the registration.

e The associated function the user has with the company (user or
administrator).

e The status of the user registration (Completed or Pending Legal Agreement).
» Date and time the registration occurred.

If you are not able to add a user, see User Registration Troubleshooting for more
information.

Delete a User Registration

A customer administrator can delete only those user registrations that have the
same Company as the one that the customer has a completed user registration for.
When you delete a user’s registration to a particular Company; the deletion does
not affect the registrations for the same service with other companies.

To delete a user registration to a Company combination, complete the following
steps:

Smart Call Home User Guide
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Eegistration Management

List of Registered Users

User registration iz required to maintain registered devices, be specified as a contact for service requests, and view reports.

Use an ™" as wildcard character for the partial search.
Search List: Cisco.com I Company: Function:

[ Select one v |

Registration Status:

| Select One |
j Search
I:][C:Iseo.com [+ User Name Compal Service Function Req. Status Time Stam)
Cisco.com ID User Name Lompany SEnvIce Function Req. Status Time Stamp
- —— —— — s — — . —_—— —— = e
: Christopher & CISCO Srnart Call 01-Mar-2007
j 1 |clells Kells iSYSTEMS Home  USBT  COMPEIRD  gpq400pm
) ) ’ CISCO Smart Call 16-Feb-2007
[ gurvsing Gurvinder Singh SYSTEMS  Home User Completed 02:22:54 PM
MIEKE CIsCO Smart Call 01-Mar-2007
0O | miefrede FREDERICKX  SYSTEMS Home  US€7  Completed 01:13.05 AM
0 ] 0 0 o 0 0 0 0 0 0 0
o o o o o o o o o o 0 [
CISCO Smart Call 20-Feb-2007
O sch_test_300 Sch TestZero SYSTEMS  Home Admin Completed 063508 AM
CISCO Smart Call 0&-Feb-2007
[ sch_test_3o01 SehTestone | SveTEmMs Home Admin  Completed 00:15:04 PM
CISCO Smart Call . 21-Feh-2007
O sch_test_302 Sch TestTwo SVSTEMS Home Admin Completed 06'44°55 AM
CISCO Smart Call . Pending Legal  29-Jan-2007
O seh_test 304 Seh TestFOUr  ovsTEMS  Home AGMIN 4 greement 02:06:42 AM
) CISCO Srart Call 16-Feb-2007
O sch_test_305 Sch TestFive SYSTEMS | Home Admin Completed 00°33:57 PM
"31 tems found, displaying 1 to 15. |
(FirstPrev] 1, 2, 3(Newtilast]
@ 2
5
Delete User | | Add User | =

Step1  You can select one of the following navigational options or change the content on
the List of Registered Users:

» Click one of the tabs ¢y to go to that respective section of Smart Call Home.

» Click one of the registration functional areas ¢ Z1 to go to the page for that
respective function.

* You can enter data into any or all of the search parameter fields; ¢ in the
Cisco.com ID and Company fields you can enter the whole name or use a
portion of the name with a wildcard, an * (asterisk), as part of the name.

| Smart Call Home User Guide
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e All the columns can be sorted by specific column, by clicking the column
header. T] All the entries in the table are sorted, not just the entries displayed
on the current page.

« If there are more entries than can fit on one page, then use the navigational
aids ] to see entries on other pages.

Do the following steps to perform the associated functions on the List of
Registered Users page:

Step2  In the previous table of users, check the check box adjacent to each user you want
to delete (i.e. ckells). 3

Step3 At the bottom of the List of Registered Users page, click Delete User; (1) a
prompt appears, telling you the result of the delete action and asking if you are
sure you want continue with the delete.

=

[JavaScript Application]

[ Once areqgistration is deleted, the owner of the deleted registration will no longer have access to
Smart Call Home For the company associated with the registration, Are vou sure you want to delete
the selected registrations{s)?

| O | ’ Cancel ]

184239

Step4  Click OK to delete the previously selected user(s); the List of Registered Users
page appears with the following successful delete information.

Smart Call Home User Guide
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Quervisw Recistration Manacemert
Registered Devices | Davices Pending Registration | Transporl Gateways | Registered Users
T |

18-Sep-2007: Registi ations deleted successfully
REG-INFO-80087: The sslacted ragistrations have been delsted successtully.

List of Registered Users

User registration is required to maintain registered devices, be specified as a contact for service requests, and view reports.

Use an ™" as wikdcard character for the partial saarch,

Search List: Cisco.com D Company: Function
Select One: W
Regiztration Status:
Select One w
Search
[ ciscocom D v \iser Nome Company Service Funclion mm“ Time Stomo.
= Smart
dethrestestusertwo  CISCO 18- 32007
) [dctostuser2 dethvestestusertwo | SYSTEMS, NC Col  Admin | Completed | oo 1636 AM
s Smart
asco 01-Mar-2007 @
O mietrede MIEKE FREDERICK SYSTEMS, NG Cal Uszer Bxpired | 00T 05 AM g

~

Note  The following information has been updated on the page:

» The top of the page has a user deleted confirmation message displayed. |3

» The user (i.e. ckells) has been removed from the list of registered users, for
this company.

Transport Gateway Registration

A customer uses the Smart Call Home web application to maintain existing
Transport Gateway registrations for which they are an administrator. A customer

has administrator privileges for a Transport Gateway registration when the
customer:

e Isregistered as the administrator for a company that is associated with the
Transport Gateway.

« Installed / registered the Transport Gateway.

Smart Call Home User Guide
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By default, the person registering the Transport Gateway (the person who
installed the Transport Gateway) will be assigned the role of administrator for that
Transport Gateway registration. Each Transport Gateway registration requires at
least one administrator.

When the customer views the Transport Gateways on the Smart Call Home web
application, they view Transport Gateway Registrations for which they are
administrators.

This section provides the following information and also describes how the Smart
Call Home web application lets you perform the following tasks:

» Transport Gateway Registration Overview.

» View Transport Gateway Registrations (when logged in as an administrator).
e Search for Transport Gateway Registrations.

« Use the Mouse over function to view additional registration data.

¢ Delete Transport Gateway Registrations.

Transport Gateway Registration Overview

A Transport Gateway gets registered to Smart Call Home; the registration
associates the Transport Gateway to a company. The association occurs when the
Call Home messages start getting sent to the backend via the registered Transport
Gateway.

Transpor Gateway Registration

% | 5 Register Transport Gateway
: Transpon Gakeway Application
Custoaner

\‘ Reset TG Password

| o Administer TG Registration -
] Simart Call Home
¢ YWeh Application
Customer Delete TG Registration
G

184261
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A customer (not registered or registered for Smart Call Home) can register a
Transport Gateway. The Transport Gateway registration process occurs at the end
of the Transport Gateway installation. To register the Transport Gateway the
customer enters the following information:

e Their Cisco.com id and password.
» Transport gateway name.
* Optionally, a transport gateway description.

Entering this information generates a password and ID for the Transport Gateway,
which is stored in the Transport Gateway and will be used to authenticate the
transport gateway when sending messages to the backend.

Smart Call Home users get administrator privileges for a Transport Gateway
registration based on their user registrations to a company for which they are
assigned the Administrator role. Only customers that are registered as an
administrator for a company will have access to the Transport Gateway
registrations, for that company. Customers registered as User will not have access
to the Transport Gateway overview.

Administrator Registration to a Transport Gateway
In order for a customer to view the Transport Gateway registrations on the Smart
Call Home web application they need to have the following items:
* A valid Cisco.com ID.
* Be an administrator of the Transport Gateway.

There are two ways that a customer can become an administrator of a Transport
Gateway:

e They are registered as an administrator for the Company that the Transport
Gateway is associated.

e They are the user who installed and registered the Transport Gateway; by
default they become the administrator.

A customer Administrator can use the Smart Call Home web application to view
or delete Transport Gateway registrations.

| Smart Call Home User Guide
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Viewing Transport Gateway Registrations

Step 1

Step 2

Anyone can register a Transport Gateway, as long as the person has a valid
Cisco.com ID and password; however, to view the Transport Gateway
registrations you must be an administrator. To perform any Transport Gateway
registration processes, you must first launch the Smart Call Home web

application.

Launch the Smart Call Home web application; the Smart Call Home Overview
page appears.

Oveniew | Registration Management | R
Smart Call Home Alerts You in Real-Time

Resolve technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Serice Center of any issues before they can affect your business.
Learn more

Please visit the link to download Transport Gatewsy

Please visit the link to download Liser Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.

Registered Devices

Devices Pending Registration

Transport Gateways

Registered Users @

Reports

Get information about registered devices and their call home messages
Device Report

Call Home History Report

Metwork Summary Report

Il
=]
o~
=+
=]

To complete the registration for a device that has a “Pending Registration” status,
perform the following steps:

There are two ways to get to the Transport Gateways page:
« Ifyou are on the Overview page click Transport Gateways. (1)

« If you are not on the Overview page click Transport Gateways. ¢« =

184263

Realstered Devices | Devicgs Pending Regisiration | Transport Gefeway<)] Redistered Users

e

In both cases the Transport Gateways page appears.

Smart Call Home User Guide
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Search for Transport Gateway Registrations

The default view is to display all the Transport Gateway registrations of which
you are an administrator. To find then see a more selective view of the Transport
Gateway Registrations use the Search List function and perform the following

steps:

et
Redisterad Devices | Devices Pending Redistration | Transport Gateweays | Bedistered Users
Transport Gateway Registrations

Manage your Transport Gateveay Registrations below, Mouse over the [nfo icon to view additionsl information such s the
description and list of sdministrators.

__________________________________________ -
: Search List: Tranzport Gateweay Mame: Company: I
| |
| Transport Gateseay Id. I
1 (D 5C73 |
I |
I Search @ I
e o Ee EE EE O EE EE EE N BN W N EE N SN M M SN NN M M N SN SN M N NN NN M M N SN NN M W NN NN W EE EE E 4
|:| :J?aﬂz i e D Info Company Rediztration Status
Tranzport Gatesway [0
. g(\:-’?_;GDB'I =2 Info CISCO SYSTEMS Completed
O 2(\;{;@051 Cu Info CISCO SYSTEMS Completed
F z(\:fﬂTGDm E Infa CISCO SYSTEMS Completed
=+
&
Delete Registration =

Step 3 In the Search List fields |7, specify information in one or more of the following
fields:

+ Inthe Transport Gateway Id field (1) enter a portion of the id you want to see
a view of (i.e.SC73).

Note  The text you enter in either of the previous search fields are not text sensitive; and
wildcards (an asterisk *) can be used with entered text.

» If there is more than one company displayed, press the Company field
drop-down arrow ¢ ~3 and choose the company you want to use.

| Smart Call Home User Guide
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Step4  Click Search; (2) the Transport Gateway Registrations page is refreshed and
shows those Transport Gateway Registrations that match the search criteria you
specified; the page shows only those ids that start with SC73.¢ T,

& ment

Reuvistered Devices | Devices Pending Recistration | Transport Gateways | Registered Users

Transport Gateway Registrations

Manage your Transport Gatevway Registrations belowe . Mouse over the Info icon to views additional informstion such as the
description and list of administrators.

Search List: Tranzport Gateway Mame: Company:

Tranzport Gateway o

L ECTE )

Search

[ame

Transport Gatewary D Info Company. Registration Status
Transport Gateway D
O l"zlé%} ?51 ao7 Info CISCO SYSTEMS Completed
[
5
Delete Registration g

Using the Mouse-Over Function
To view additional data about a Transport Gateway registration use the Mouse
over function on the icon.

Step 5 Move and hold your mouse over the info icon of the Transport Gateway you want
more information about; a popup window appears with the following information:

Description
TG Test

Administrators

sch_test 317 sch_test 320,
sch_test 319 sch_test 300,
sch_test_315 sch_test_318,
sch-mieke | karkanna ,
sch_test 301, sch_test 31

184267

e A description of the Transport Gateway.

e A list of userids that are administrators of the selected Transport Gateway.

Smart Call Home User Guide
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Deleting a Transport Gateway Registration

Step 1

Step 2

Step 3
Step 4

A customer can delete a Transport Gateway registration for which they are an

administrator. To delete a Transport Gateway Registration perform the following
steps:

Resistered Devices | Devices Pending Reqistration | Transport Gateways | Registered Users

Transport Gateway Registrations

Manage your Transport Gatewsy Registrations below. Mouse over the Info icon to view addlional information such as the
description and kst of administrators.

Search List:

Transport Gateway Name: Coumpany”
Select One w
Transport Gateway Id
SCT3
Search
MMH Info Comparyy Registration Status
MO s Info CISCO SYSTEMS Compisted

184265

Delete Registration @

Check the check box (1) that is adjacent to the Transport Gateway Registration
you want to delete.

Click Delete Registration; (2) a pop-up message indicates that the selected
Transport Gateway registration will be deleted.

I

The page at hitp:{/tools-stage.cisco.com says:

(% Deleting a Transport Gakeway registration will prevent the Transport Gateway from sending data to
- the Cisco backend. &re you sure you want to delete this registration #

| Ok | ’ Cancel ]

184269

The selected Transport Gateway(s) are removed from the list.

The system displays a Ul message indicating that the selected Transport Gateway
registration has been deleted successfully and if there were other administrators
assigned to the registration, they have also been notified.
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Step 5 Click OK to continue processing the Transport Gateway registration deletion; the
Transport Gateway will be removed from the Transport Gateway registration list.

Report Generation

Reports are only available for registered devices and when a customer is
registered to one or more companies, they can view the reports for the devices
registered to those same companies.

This section explains how to perform the following tasks:
e Access the two different types of Reports:

— Device Reports — contains detailed inventory information on the
customer’s registered device(s), provides information about the device’s
registration contact and the device’s latest Inventory and Configuration
details.

— Call Home History Report — provides access to the different Call Home
messages, and the processed results on those messages, sent within the
last three months.

— Network Summary Report — Identifies and summarizes all the different
types of devices that make up the customers network.

» Specify Report Criteria to generate reports for specific devices.

» Obtain information about View Device Details, contacts, and different types
of messages.

Device Reports

The Device Report lets you search for, and get access to, all the inventory and
configuration data for a device. The data for this report is retrieved from the
Inventory and Configuration Call Home messages.

Note  The customer must be registered to at least one Company, and a customer can
view the Call Home History report for only their registered devices.

If a device is not registered anymore, because of one of the following reasons,
then the report is not accessible for this device:

Smart Call Home User Guide
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e The device registration was deleted (status 'Unregistered').
e The device has a pending device registration.

When the device is successfully registered then the report will be accessible
again.

This section describes how to perform different Device Report processes on the
Smart Call Home web application and explains how to perform the following
tasks:

¢ Generate Device Reports and obtain information about the device.

* Specify Report Criteria and filter the list of devices you want a report on.
* View Device Report Results.

* View Device Detalils.

To perform any of the report processes you must first launch the Smart Call Home
web application.

Launch the Smart Call Home web application; the Smart Call Home Overview
page appears.

Smart Call Home Alerts You in Real-Time

Resolva technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Semvice Center of any issues before they can affect your business.
Learn more

Please visit the link to download Transport Gateway
Please visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.
Begistered Devices

Devices Pending Registration

Transport Gateways

Reqistered Users

Reports

Get information about registered devices and their call home messages
Device Report

Call Home History Report

Metwork Surmrmary Report

=
[
]
=t
ow
g

There are two ways to get to the Device Report page:

 Ifyou are on the Overview page click Device Report. (1)
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» Ifyou are not on the Overview page, click the Reports tab; ) the Device
Report page appears where you can specify your report criteria.

Generate Device Reports
Call Home messages are sent periodically, these messages include inventory and
configuration information:

» Inventory messages from a device are used by the Smart Call Home web
application to display device detail information and for generating device
reports.

e Configuration messages are used by the Smart Call Home web application to
generate configuration data on Device Reports.

Specify Report Criteria

This page lets you specify search criteria to generate a Device Report.

jistration srmierd

Device Report | Call Home History Report | Metwork Sumemary Report

Specify Report Criteria @ ®
An * denotes a required field.
Use an ™" as wikdcard character for the partial search. ®

Company:' £ an ~

Host Name:

—=
Serial Humber: |.sal' @ ::
|
I

Chassis Product ID: |
Card Product ID: |

Card Serial Humber: |

l Run Report '@

Step2  You can perform one of the following navigational options on this page:

184271

» Click one of the tabs ¢y to go to that respective section of Smart Call Home.

+ Click Call Home History Report (1) to go the Call Home History Report —
Specify Report Criteria page.

Smart Call Home User Guide
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Step 3

Note

Step 4

Note

Step 5

Report Generation ||

+ Click Network Summary Report (Z) to go to that page.
Do the following steps to perform the associated functions on the Specify Report
Criteria page:

Choose a company from the Company drop-down list ¢ ~3 for which the customer
has a completed user registration, or choose All to see device reports for all the
Companies the customer has registrations.

The All option is available only when the user is registered to more than one
company.

Optionally enter one or more of the following search criteria: ;3
* Host Name — full or partial host name (case insensitive).

e Serial Number — full or partial serial number (serial number of a chassis)
(case insensitive).

¢ Chassis Model Name — full or partial name can be used to register the device.
e Card Model Name — full or partial name.

« Card Serial Number — full or partial serial number.

Use wildcards (@ to refine your search (i.e. sal*); (B) the results on the next
Smart Call Home page display only those devices that have a serial number that
starts with “sal”.

Click Run Report, (3) the Device Report Results page appears.

When the web application indicates that no data could be found, see Device
Report Troubleshooting for more information.

View Device Report Results

This page displays those entries that match the search criteria specified on the
Specify Report Criteria page.

|| Version 2
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Note

Step 1

e
Device Report | Call Home Hestory Report | Network Summary Repor @
Device Report Results (V]

" TH529903  19-Sep-2007 | 10-Sep-2007
|wl Ri4 fantray1  SysTems WS-CBSI3 10 12 ASERRA_INTEG_O70917) | 110730 AM | 07-95.00 AM
|

| g Chassis CISCO 73529903 14.Sep-2007 | 14-Sep-2007
|Sﬂw CALO-BH13-01 fandray1 | SYSTENS WS-CBS13 10 12 ASERRA_INTEG_OT0813) &1 191300 AM 00000 AM
|
|
| o | ] o] o] o] o o o] L] o] o] o] o
: L | o Lo} o] 0 0 o] 0 0 o] o] Q o]
| | Cigco
| ] Systems
Caltalyst Crsco TRET53.04 22-Feb-2007 19-Feb-2007
10 | RVLS_SEVT-8503.03 6500 3810t | SYSTEMS WE-CES0G 11 12 2ASERRA_NTEG_070204) 11300 AM | 052500 AM
|
| Chassis
| System
720 ems found, displaying 110 15.1
| Firstrev] 1, 2 Mexif st 1
et araon s
| Run Hew Report
" An* denotes o required field,
|Useu'| = az widcard character for the partil search,
I Compamy:* Al -
* Host Hamve:

Chassis Product ID:
« Card Product ID:

I
I
I
Sevial Humibei: al* I
b "
I
I Card Serial Humber: |

I

The Selection Criteria area "] of this page indicates what selection criteria were
used to obtain the displayed results (i.e. Serial Number - sal*). | =

Notice that the search parameter “sal*” did not need to match the case (upper or
lower case) to be successful in the search; however, an * (wildcard) needed to be
used, since the whole parameter name was not spelled out.

You can perform one of the following navigational options or change the content
on the Device Report Results page:

» Click one of the tabs {) to go to that respective section of Smart Call Home.

Smart Call Home User Guide
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Step 2

Step 3

Step 4

Step 5

Report Generation ||

« Click Call Home History Report (1) to go the Call Home History Report —
Specify Report Criteria page.

« Click Network Summary Report (Z) to go to that page.

e All the columns can be sorted by specific column, by clicking the column
header. ™] All the entries in the table are sorted, not just the entries displayed
on the current page.

» If there are more entries than can fit on one page, then use the navigational
aids ™] to see entries on other pages.

Do the following steps to perform the associated functions on the Device Report
Results page:

See the device details on a specific device by clicking a device in the Serial
Number column; ;= this displays the Device Details page for the selected device.

Export the Call Home Report to either an Excel or a PDF format, {) by clicking
the corresponding option at the bottom of the report page.

You can specify different report criteria at the bottom of the page, ©] this area
contains the current criteria (serial number = SAL¥*).

Click Run Report, () the Device Report Results page appears that match the
new specified parameters, if entered in the previous step.

Device Report Results for Different Types of Devices

You will see different relationships between the device hostname and serial
number, depending upon the type device that is displayed on the Smart Call Home
application.

An example of these three different types of serial name / host name relationships
is shown in a portion of the Device Report Results page, in the following graphic:

e 1SN -1 hostname ¢~
e 1 SN - n hostnames (VDC — Nexus 7000 devices) ¢ =3
e N SNs - | hostname (VSS — Catalyst 6500 devices) ¢ =1

|| Version 2
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Device Report | Call Home History Report | Metwork Surmmarny Report

Device Report Results

Report Criteria: Company

‘Soridl Mmooy Hosd Hame Descrivion *  Comoar bune®  Produdt D HA S Version Parl Iwentory , Configuration
_________ j Yersion bhmberRev Updated — Lipdated

MewusS020 | CISCO

[ oA i £E.3090.00 | 25-May-2000  25-May.2008
(CALLIDIME | MIGVASS _'m_,l Chassis | SYsSTEMS,mg, |NOWCSO20PBE 0103 4.00NI(T) 9

M2 P 012351 MM

! prerebr MexusT000
veZine2 | asco 7310800-04 | 13-Feb.2008
poaFaKESND | <700 (10 NTH-CT0O 0405 40(1a) A
‘_dcical_ _| Siot) Chassis SYSTEMS, INC. os 1241:50FM
———— Cisco
| Systems 1500 TIEIN-04  29-Feb-2005
| AKESNDZ | VSS-ES00.E_RVZ  Catalyst 6500 WS.CBSDRE 12 12.2(20080225:231054) . s
| SYSTEMS, INC AD 0313:00 AM
| S-sioiChassis
I | System
| | cisco
Catalyst 8500 | CISCO 73.3435-02 | 29-Feb-2008
— . ; 2
[Re=d VISESRERVI g acichassis SvsTems,mc, VSRS (20 1220008022054 gy o31z00am A
— System
| pe _ MOS2St | eraeo : : 73.9221.04 | 20-Feb-2008 o
L§£ A03GHMN | MDSHOST | Chassis SYSTEMS, NG ‘WS.CE508-E 12 12 2(20080225: 231054) 0 031300 AM A %
(=}

View Device Details

To view the details of a specific device in Smart Call Home, perform the
following steps:

Step1  Onthe Device Report Results page, click a device in the serial number column;; =
this displays the Device Details page.

Note  The sections you see in the Device Details list will vary depending upon the type
product the page is displaying.

Smart Call Home User Guide
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Registration Management
Device Report | Call Home History Report | Network Summary Report

Device Details @ @
= Back to Report Results @

I Device Details: Serial Humber: Host llame: I
SAL10392GRQ Host-SAL10392G00Q ]

| Show Detail
1

: Hardware Module

I Show Detail
1

|

I

I

1

1

I

I

I I

| Hardware Submodule

| Showy Detail !

| 1

1

: Power-Supply |

| Showw Detail 1

I I

1

| Fan Unit ;
1

| 2howy Detadl !

I I

| System :
I

|Sh0w Dretanl 1

| |

I Configuration :

I

I
I§huw Deetail

184273

This page has Device Details summary info, ;7 which contains the Device serial
number and Host Name of the selected device.
You can perform one of the following navigational options on the Device Details
page:

* Click one of the tabs ¢ ) to go to that respective section of Smart Call Home.

« Click Call Home History Report (1) to go the Call Home History Report —
Specify Report Criteria page.

+ Click Network Summary Report (Z) to go to that page.

| [ Version 2
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Step 3

Contact Details

Step 4

+ Click Back to Report Results, (3) which returns you to the Device Report
Results page where you can click a different device to see their details.

Do the following steps to perform the associated functions on the Device Details
page:

Click Show Detail under one of the device detail options ;= to obtain more
information about the detail areas noted below:

» Contact Details

» Hardware Module

* Hardware Submodule
e Power-Supply Details
e Fan Unit Details

e System Details

* Configuration Message

The Contact Details table ;7 contains information about the contact that
performed the device registration.

Contact

s Detad (L)
[ = = = = = e e e e e e e e e e e m e e e e e e e e - - - - - - = -
| Contract Nurmber ‘Contact Name Contact Emal Contact Phone Numbear I
: 1022310 Sch TestOne sch-test-coo@cisco.com :

prnrl Call Home Report: xl Excel ﬂ PDF)

154274

Click the Show/Hide Detail toggle (1) under the Contact section name; this
toggles the option to Hide Detail (1) and shows the associated detail information.

The Contact Detail table ;= contains the following information about the
registered device and the Service Representative, who registered the device:

¢ Contract Number — Contract Number used to register the device.

¢ Contact Name — SR Contact person first and last name.

» Contact Email — Contact Email address of the SR Contact person.

* Contact Phone Number — Contact Phone number of the SR Contact person.

Do the following steps to perform the associated functions on the Contact page:

Smart Call Home User Guide
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Step 5 Export the Call Home Report to either an Excel or a PDF format, {) by clicking
the corresponding option at the bottom of the report page.
Step 6  Click Hide Detail (1) to close the details section and toggles the option back to

Show Detail.

Hardware Module

The Hardware Module Details table |7 contains information about the hardware

modules of the selected device, if present.

Hardware Module
Hicle Ddal:@
SRR R R EEEEEEEEEEEEE R EEEE R R R R R R R E R R TR E R R R T TR
. Part it \|
Modula Ports Card Type Product ID HA P W ‘Serial Number T Number Status I
e |
R “
[} SFM-capable I
[} 45 port o e : i
: 2| 48 o) Conoooms | VWE-YE548-GETX 102 7.2(1) 87(D22)FWa SALIOMGIRH 73-5408-04 B0 ok 1
| R4S |
1
I Supervisor 1
] [ 2 Engine 720 WE-SUPT20-3BXL 52 B4(H) 12.2(2007112 SAL1033XYI3 73-9766-03 BO Ok |
I [Active) |
: Pure ]
SFM-mode 16
7 - - 2 2 4 735051 - I
i 16 tioooms | VSXESIBGEC 18 122(180S 122(007112 SALB3SSS3 73.5051.08 DD ok |
I [ ]
I
| g g SEFT208poM |\ yer06.0GE 13 Unknown Unknown  SADTI0B00T2 73.9375.08 B PwrDown :

10GE with DFC

(Emon Call Home FReport: 3] Excel | ﬂggc,)

Step 7

184275

Click the Show/Hide Detail toggle (1) under the Hardware Module section name;

this toggles the option to Hide Detail () and shows the associated detail

information.

The Hardware Module Details table |7 contains the following information about

the modules plugged in this device:
e Module — Slot Number of module.

e Ports — Number of ports the module has.

e Card Type — Description of the type card.
* Product ID — Product ID of the device.

e HW — Hardware Version.

e FW — Firmware Version.

| [ Version 2

Smart Call Home User Guide |




Chapter 3

Smart Call Home Web Application |

| Report Generation

e SW - Software Version.

e Serial Number — Serial Number of the module.

e Part Number — Part Number of the module.

e Part Number Revision — Revision Part Number of the module.

» Status — Current operating status of the module.

Note  The table columns can be sorted when you click a column header; ¢ 71 the
selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on the Hardware

Module page:

Step 8  Export the Call Home Report to either an Excel or a PDF format, {) by clicking

the corresponding option at the bottom of the report page.

Step9  Click Hide Detail (1) to close the details section and toggles the option back to

Show Detail.

Hardware Submodule

The Hardware Submodule table |7

contains information about the hardware
submodules, if present, on the selected device.

Har dware Submodule
Hide Detai (T)
¥Module. Sub-Module Product ID
6 Policy Festure Card 3 WE-FEH-PFCIBNL
B MSFC3 Deughlerboard WS-SUPT20

|

I

: 7 Distributed Forwarding Card | WS-FEH-DFCSEXL
|

9 Distributed Forwarding Card | WS-FET00-DFC3C

((Esxport Call Home Report: 3] Fxcel | ] POF_ )

73-2070-10
73-2413-06
73-564305
73-9765-04

I
SALI0ZZVOVE 18 Ok :
SALI0SZXHAD 25 Ok 1
SALIDO29UBE 24 Ok |
I
1

SALT06GIG

Step 10 Click the Show/Hide Detail toggle (1) under the Hardware Submodule section
name; this toggles the option to Hide Detail (1) and shows the associated detail

information.

Hardware Details (Sub-module) Details table |7, contains the following
information about the sub-modules plugged in this device:

e Module — Slot Number of the module containing the sub-module.

Smart Call Home User Guide
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¢ Sub-Module — Name of the sub-module feature.

e Product ID — Product id of the sub-module.

e Part Number — Part number of the sub-module.

* Part Number Revision — Part Number Revision for the sub-module.

e Serial Number — Serial number of the device that contains the sub-module.
e« HW — Hardware version of the sub-module.

e Status — Operational status of the sub-module.

Note  The table columns can be sorted when you click a column header; ¢ ~»
the selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on the Hardware
Submodule page:

Step 11  Export the Call Home Report to either an Excel or a PDF format, () by clicking
the corresponding option at the bottom of the report page.

Step 12 Click Hide Detail (1) to close the details section and toggles the option back to
Show Detail.

Power-Supply Details

The Power-Supply Details table ;7 contains information about the power supplies
on the selected device:

Power-Supply
Hide Detail @
r '___u. Tl il Bl Tu_TnT:‘ﬁ
/ Power Supply : Part Number HA v
] Humber - Product ID Serial Number Bart Numbet | o Revision |
e e ___ | medson  heviedl =
1. AC power WS-CAC-3000W | ACTWONT10600YY | 341-0077-05  AD 13 |
| supply, 3000 weatt |
|
2= ¥ prer WS-CAC-3000W | ACZWCN110800YY  341-0077-05 AD 13 :

supply, 3000 watt

(Export Call Home Report: 3] Excel | <2 @)

| Smart Call Home User Guide
|| Version 2 .m




Chapter 3 Smart Call Home Web Application |

| Report Generation

Step 13

Step 14

Step 15

Click the Show/Hide Detail toggle (1) under the Power-Supply section name;
this toggles the option to Hide Detail (I} and shows the associated detail

information.

The Power-Supply Details table ;= contains the following information about the
power supplies plugged in this device:

¢ Power Supply Number — Slot the Power-Supply is plugged into and the
power supply description.

e Product ID — Product ID of the Power-Supply.

e Serial Number — Serial Number of the Power-Supply.

e Part Number — Part Number of the Power-Supply.

« Part Number Revision — Revision Part Number of the Power-Supply.

¢ HW Revision — Hardware Revision of the Power-Supply.

Note  The table columns can be sorted when you click a column header; ¢ ~»
the selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on the Power-Supply
page:

Export the Call Home Report to either an Excel or a PDF format, () by clicking
the corresponding option at the bottom of the report page.

Click Hide Detail, (I) under the Power-Supply section name, to close the details
section

Smart Call Home User Guide
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Step 16

Step 17
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The Fan Unit table ;3 contains information about the fan units on the selected
device:

Serial Number Part Mumber

Revision Bevision "fl
I Enhanced |
| 1 9-glot Fan  WS-CES09-E-FAN  PWCNA10600YY 800-25263-04 | AD 2.0 |
I Tray |

(Exp-or‘t Call Home Report: 3] Excel | <] Fﬂ)

Click the Show/Hide Detail toggle (1) under the Fan Unit section name; this
toggles the option to Hide Detail (1) and shows the associated detail information.

The Fan Unit Details table ;= contains the following information about the fan
Unit(s) plugged in this device:

¢ Name — The number the fan is referred to in the device(i.e. fan number 1).
¢ Description — A brief description of the type fan installed in the device.

e Product ID — Product ID of the Power-Supply.

e Serial Number — Serial Number of the Power-Supply.

e Part Number — Part Number of the Power-Supply.

« Part Number Revision — Revision Part Number of the Power-Supply.

« HW Revision — Hardware Revision of the Power-Supply.

e Status — Current operating status of the fan.

Note  The table columns can be sorted when you click a column header; ¢ =
the selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on the Fan Unit page:

Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

| [ Version 2

Smart Call Home User Guide |




Chapter 3 Smart Call Home Web Application |

| Report Generation

Step 18  Click Hide Detail, (T} under the Power-Supply section name, to close the details
section

System Details

The System Details table ;7 contains information about the system and software
installed on the selected device.

~

Note  The System Details shown below are for a Catalyst 6500; the exact
content details for other devices will differ depending on what product
type is selected.

Smart Call Home User Guide
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System

Hicle: Detail @

|
| Procemsor; CPUL1200MHz, CCELAD0MHz, DOR-2008Hz, L1: | CPUE1 200MHz, CCB-400MHz, DOR-200MHz, L1 :
D-cache 32 kB enablad l-cache 32 kB enabled D-cache 32 kB enabled l-cache 32 kB enablad |
Ilnq]ellm rsp? 2043-ipservices_dbg-m 12220071108 184048 | rspT 204 3-ipservices _dbg.m 1 22.20071 108184048 |
| 105 Version: 12.2(20071108:184048) 1220200711 08:184048) |
| Feature Set: 1P SERVICES IF SERVICES |
| Rom version: 12 2(33r5RE3 12 AX3IERE3 |
| fain Memorny: 1835008K 1635008+ |
II(] Memorny: 130726 13072 :
Illﬁal Memory: 1966060H 196E050H |
Hon-volatile 054K 3964 |
configur ation
| Memory: |
| System Flagh: SO047 2 500472 |
: Restart Time: PC B2AGZED D25T:05 IST Tuwe Dec 11 2007 :
- ~
| Reload Cause: 3‘1’[‘:‘3‘[‘3: ;gt;:;g:‘;;on” by shw reset (SP by bus | bus error at PC OxB2A9280 [
Isytteml.btm 1 week, 3 days, 17 howrs, 2 minutes 1 week, 3 davs, 17 hours, 2 mirutes :
| Config Register: 7] 0%2 |
| Retoad Type: Hormal Reload Normal Reload |
|Larutﬁcloidheiwn: A Lirionionen ressson |
IPH)-HSW Uptime: 1 wesk, 3 days, 17 howrs, 2 minues A |E
Reset Reason: Lacst resed from power-on L reped from She reged _!%

CPL: MPCES48_E, Yersion: 2.0, (0803900200
CORE: ESO0, Wersion: 2.0, (0xS0210020)

Report Generation ||

sP

CPLE MPCE548_E, Wersiono 2.0, (OneB0330020)
CORE: ESDD, Version: 2.0, (00:30210020)

((Export Call Home Report: X Excel 1 5] PoF )

Step 19 Click the Show/Hide Detail toggle (1) under the System section name; this

toggles the option to Hide Detail () and shows the associated detail information.
The System Details page contains the following information:

» Device summary info ¢y contains the Serial Number and the Host Name of
the selected device.

The System Details table ;7 contains the following information about the
software used in this device:

e Processor — Type of processor.

+ Image Name — Image name of the 10S.

| Smart Call Home User Guide
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I0OS Version — Version of the IOS being used.
Feature Set — Name of the Feature Set.
ROM Version — Version of the ROM being used.
Amount of memory being used (in Kilobytes) for the following storage areas:
— Main Memory
— 10 Memory
— Install Memory
— Non-volatile Configuration Memory
— System Flash
Restart Time— When the last restart of the device occurred.
Reload Cause— Indicates what event caused the last reload that occurred.
System Uptime — Amount of time the device has been operational.
Config Register — Config Register number.
Reload Type — The type of reload that occurred last.
Last Reload Reason — Reason for the last reload that occurred.

Processor Uptime — Indicates the duration of time that the processor has
been up since the last bootup.

Reset Reason — Identifies the reason for the last reset.

Do the following steps to perform the associated functions on the System Details
page:

Step 20  Export the Call Home Report to either an Excel or a PDF format, {) by clicking
the corresponding option at the bottom of the report page.

Step 21  Click Hide Detail (1) to close the details section and toggles the option back to
Show Detail.

Smart Call Home User Guide

=

| Version2 |



| Chapter3  Smart Call Home Web Application

Configuration

Report Generation ||

The Configuration Details section contains information about the configurations
on the selected device; the configuration details will only be available when the
device has already sent at least one configuration message.

Configuration

Hide Detail (1)

This information is derived from the last Configuration message received by Smart Call Home

Configuration Details:

Dresdce Configuration:

Technologies & Features:

Last Configured
28-Feb-2007 08:00:00 AM

5321 3-adventerprisekd_wan_dbg-vz.122-siema_inteq_070123.5x47
Image Feature

ADVANCED ENT SERVICES S5H (MODULAR)

View Running Config > ()
View Startup Counfig =

This list of features is derived from the show running config and therefore may not include
fealures enabled by default

For a complete list of features, please refer o the
Technology = Sub-Technology = Fealures
Security and VPN

Authentication Protocols

Feature Navigator tool @

Manual cut-and-paste certificate enroliment
Public Key Infrastructure (PKI)
Cerificate Authority (CA) Key Rollover
Public Key Infrastructure (PKI)
Certificate Revocation List{CRL)
Security Infrastructure
QCSP (Online Certificate Status Protocol)
LAN Swilthing

Enhanced High Systemn Availability

GOLD - Generic Online Diagnostics

184279

Step 22 Click the Show/Hide Detail toggle (1) under the Configuration section name; this

| [ Version 2

toggles the option to Hide Detail (1) and shows the associated detail information.

The configuration details section contains the following information about the
configuration used in this device:

Indicate when the last time the device was configured.

Image name and feature.
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Note

Step 23

« Provides hyperlink access to view the running config (Z) and startup config.

®

¢ Provides information about the technologies and features running on the
selected device.

This list doesn’t include those features that are enabled in the device by default.

» Provides a link to the Feature Navigator tool, (3) which provides a complete
list of features for this 10S.

Do the following steps to perform the associated functions on the Configuration
page:

Click Hide Detail (T} to close the details section and toggles the option back to
Show Detail.

View Additional Details for Nexus 5000 Devices

Step 1

Along with the device details covered in the previous device details section,
Nexus 5000 devices have additional device detail information. The additional
device details are shown in the following section.

To view the additional details of a specific Nexus 5000 device in Smart Call
Home, perform the following steps:

On the Device Report Results page, click a device in the serial number column;; =
this displays the Device Details page for the Nexus 5000 device.

| Version2 |
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Overview | Recistration Manacemert | Reports
| Device Report | mary Report

Device Details
< Back to Report Resuts (3)

r
| Device Details: Serial Humber: Host Hame: |
| CAT11 222X NUOV &-5020-02 [

Contact
Show Detail

Hardware Module

Show Detail

Power-Supply
Showy Detail

Fan Unit

Showy Detail

System
Showy Detail

I' License

|Show Detail

o — —

Configuration

187813

Shiow Detail

This page has Device Details summary info for the Nexus 5000 device, ;7 which
contains the Device serial number and Host Name of the selected device.

Step2  You can perform one of the following navigational options on the Device Details
page:
» Click one of the tabs ¢y to go to that respective section of Smart Call Home.

+ Click Call Home History Report (1) to go the Call Home History Report —
Specify Report Criteria page.

 Click Network Summary Report (Z) to go to that page.

| Smart Call Home User Guide
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License

Step 3

Step 4

+ Click Back to Report Results, (3) which returns you to the Device Report
Results page where you can click a different device to see their details.
Do the following steps to perform the associated functions on the Device Details
page:
Click Show Detail under the additional Nexus 5000 device detail option ;7 to
obtain more information about the Nexus 5000 License area noted below:

The License table ;= contains information about the license associated to the
selected device.

License

| Enererise_prc No Unused |
| Fc_FEaTURES PG Mo Inuse Grace 83D 15H |
| FMm_server_prG Ho Unused : |

(Export Call Home Report: 3] Excel | ] POF )

187814

Click the Show/Hide Detail toggle (1) under the License section name; this
toggles the option to Hide Detail (1) and shows the associated detail information.

License details table ;7 contains the following information about the license
associated to this device:

» Licensed Package — Name of the license package associated to the device.
« Installed — Indicates if the package is installed.

* License Count — Indicates the number of licenses installed on the switch.
e Status — Operational status of the license.

« Expiry Date — The date that license will expire and no longer be valid.

+ Comments — Any comments associated to the device.

Note  The table columns can be sorted when you click a column header; ¢ =
the selected column toggles between ascending and descending order.
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Do the following steps to perform the associated functions on the License page:

Step 5 Export the Call Home Report to either an Excel or a PDF format, ) by clicking
the corresponding option at the bottom of the report page.

Step 6  Click Hide Detail (1) to close the details section and toggles the option back to
Show Detail.

View Additional Details for VDC / Nexus 7000 Devices

Along with the device details covered in the previous device details section, VDC
devices also have additional Nexus 7000 device detail information. The additional
device details are shown in the following section.

To view the additional details of a specific (VDC device in Smart Call Home,
perform the following steps:

Step1  On the Device Report Results page, click a VDC device in the serial number
column;; 7 this displays the Device Details page for the Nexus 7000 device.

This additional information is actually specific to the Product family Nexus7000
and this type of product is associated with VDC concept.

« Fabric Module
e License Information

¢ VDC Membership

| Smart Call Home User Guide
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Overviewy - Registration Management

| Device Report | Call Home History Report | Metwork Summary Report 7
Device Details @ @
= Back to Report Results @

r-—-—————(—(—(— ( —(— (- — — — — — — -
| Device Details: Serial Humber: Host Hame: |

I DC3FAKESNO1 rvde3-ind 2 |

Contact
Showy Detai

Hardware Module
Show Detail

Power-Supply
Show Detail

Fan Unit

Show Detail

'\'@gw Detail

System
Showy Detail

e
( License \
IShaw Detail :

|Shc-w Detail }

X

Configuration
Show Detail

VDC Membership |

185425

This page has Device Details summary info for the (VDC device, ;= which
contains the Device serial number and Host Name of the selected Nexus 7000
device.

Step2  You can perform one of the following navigational options on the Device Details
page:

Smart Call Home User Guide
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» Click one of the tabs ¢ ) to go to that respective section of Smart Call Home.

« Click Call Home History Report (1) to go the Call Home History Report —
Specify Report Criteria page.

+ Click Network Summary Report (Z) to go to that page.

+ Click Back to Report Results, (3) which returns you to the Device Report
Results page where you can click a different device to see their details.

Do the following steps to perform the associated functions on the Device Details
page:

Step3  Click Show Detail under one of the additional (VDC device detail options ;7 to
obtain more information about the Nexus 7000 detail areas noted below:

Fabric Module

The Fabric Module table |7, contains information about the hardware
submodules, if present, on the selected device.

Fabric Module

..a----—-----------—-----------—------

\
Product Part Number  HW
I\ mé Description D Serial Number  Part Mumber Revision Revision atus ||
I 12 Fabriccard  eyorl | JAB110800L2 | 73-10824-03 07 0303 ok |
I module |
| 13 Fabriccard e qorl  JAB104501LZ | 73-10624-02 0B 0203 ok |
miodule
I Fabric card : |
14 Estoril JAB104300HD  T3-10624-02 06 020 ok
| module |

185426

szpnrt Call Home Report: X Excel | 2] PDF )

Step4  Click the Show/Hide Detail toggle (1) under the Fabric Module section name;
this toggles the option to Hide Detail (1) and shows the associated detail
information.

Fabric Module Details table ;7 contains the following information about the
fabric card modules in this device:

+ Name — Slot Number of the module containing the fabric card module.

| Smart Call Home User Guide
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License

Step 5

Step 6

Step 7

e Product ID — Product id of the fabric card module.

e Serial Number — Serial number of the device that contains the fabric card
module.

¢ Part Number — Part number of the fabric card module.
e Part Number Revision — Part Number Revision for the fabric card module.
« HW Revision— Hardware version of the fabric card module.

» Status — Operational status of the fabric card module.

Note  The table columns can be sorted when you click a column header; ¢ =
the selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on the Fabric Module
page:

Export the Call Home Report to either an Excel or a PDF format, ) by clicking
the corresponding option at the bottom of the report page.

Click Hide Detail (1) to close the details section and toggles the option back to
Show Detail.

The License table ;7 contains information about the license associated to the
selected device.

License

Hide Detail G)

— — — — — — — — — — — —— — — — — — —— — —— — — {— —

\’Lic nsed Package ~ Installed Licens nt Status = Expiry Date Comments : I

I LAN_SDVANCED_SERVICES PG Yes In use Mever license missing |

| LAN_ENTERPRISE_SERVICES_PKG Yes Inuse Mever license missing

—_—-- Y ——_ - - - — - - ——— —— — — —————
g

prort Call Home Report: i| Excel ﬂ PDF ) @
.

Click the Show/Hide Detail toggle (1) under the License section name; this
toggles the option to Hide Detail (1) and shows the associated detail information.

License details table ;= contains the following information about the license
associated to this device:

¢ Licensed Package — Name of the license package associated to the device.

Smart Call Home User Guide
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Step 9

VDC Membership

Step 10

Report Generation ||

« Installed — Indicates if the package is installed.

* License Count — Indicates the number of licenses installed on the switch.
e Status — Operational status of the license.

« Expiry Date — The date that license will expire and no longer be valid.

+ Comments — Any comments associated to the device.

Note  The table columns can be sorted when you click a column header; ¢~
the selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on the License page:

Export the Call Home Report to either an Excel or a PDF format, ) by clicking
the corresponding option at the bottom of the report page.

Click Hide Detail (1) to close the details section and toggles the option back to
Show Detail.

VDC Membership table contains information on the ports and interfaces that are
allocated per VDC and the name assigned to the VDC..

VDC Membership

Hiice: Detail (T)

YOC  ypcNeme Portsinterfaces ) |
(1} 7

|\F ———————————— 1

| Ethernet3/46 Ethernet3/ 4 Ethernet3/44 Ethernet3/2 Ethernet3A Ethernet3/43 Ethernet3/37 Ethernet3/40

Ethernet3/28 Ethernet3/38 Ethernet3/29 Ethernet3/4 Ethernet3/23 Ethernet3/26 Ethernet3/S Ethernet3m |

| 1 rvdc3-indi2  Ethernet3n 7 Ethernet3 3 Bthernetai20 Ethernet3/32 Ethernet37 Etherneta/34 Ethernet3i2s
Ethernet3f4? Ethernet3A 6 Ethernetai 0 Ethernet3/35 Ethernet3/41 Ethernet3i31 Ethernet3A1 |
| Ethernet3fg Ethernet3i22 I

(Export Call Home Report: i] Excel ﬂ PDF )

185428

Click the Show/Hide Detail toggle (1) under the License section name; this
toggles the option to Hide Detail (1) and shows the associated detail information.

License details table =, contains the following information about the license
associated to this device:

¢« VDC ID - Id number of the specified VDC.

| [ Version 2
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« VDC Name — Name of the VDC.

¢ Ports/Interfaces — Identifies all the interfaces and ports that are associated
to this specific VDC.

S,

Note  The table columns can be sorted when you click a column header; ¢ ~»
the selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on the VDC
Membership page:

Step 11 Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

Step 12 Click Hide Detail (1) to close the details section and toggles the option back to
Show Detail.

View Additional Details for MDS 9000 Devices

Along with the device details covered in the previous device details section, MDS
9000 devices have additional device detail information. The additional device
details are shown in the following section.

To view the additional details of a specific MDS 9000 device in Smart Call Home,
perform the following steps:

On the Device Report Results page, click a device in the serial number column;

Step 1
1 this displays the Device Details page for the MDS 9000 device.

Smart Call Home User Guide
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Device Report] Call Hotne History Report | MNetwork Summary Report

Device Details @ @

= Back to Report Results @

| Device Details: Serial Humber: Host Hame: |
I SAL103931MA MDSHOST |

Contact
Showw Detail

Hardware Module
Showw Detail

Power-Supply
Showw Detail

Fan Unit
Shovv Detail

System
Show Detail

IShovy Detail I

Y

Configuration

187821

Showw Detail

This page has Device Details summary info for the MDS 9000 device, ;7 which
contains the Device serial number and Host Name of the selected device.

Step2  You can perform one of the following navigational options on the Device Details
page:
* Click one of the tabs ¢ to go to that respective section of Smart Call Home.

+ Click Call Home History Report (1) to go the Call Home History Report —
Specify Report Criteria page.

| Smart Call Home User Guide
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License

Step 3

+ Click Network Summary Report (Z) to go to that page.

» Click Back to Report Results, (3) which returns you to the Device Report
Results page where you can click a different device to see their details.

Do the following steps to perform the functions on the Device Details page:

Click Show Detail under the additional MDS 9000 device detail option |7, to
obtain more information about the MDS 9000 License area noted below:

The License table ;= contains information about the license associated to the
selected device.

=

- CENSE R
age Dstalley —==t== Status =B comments 1
IL iy Count Date =
| 10G_PORT_ACTIVATION_PKG Mo 0 Unused - :
DA SSM Yes Inuse | never =
| DMM_FOR_SSM_PKG B |
IDMM_PKG Mo 0 Unused Grace 1200 |
[ Ly [
| ENTERPRISE_PHG Yes Inuse | never . |
[
] | K Mo Unused <
FM_SERVER_PKG Eras |
| o i expired
IMAINFRAME_PKG Yes Unused never - :
_ACTI N o nuse E
PORT_ACTIVATION_PKG T 0 Unused |
:SAN_E}{TN_OVER_IP‘ Yes 4 Unused never - |
[
| SAN_EXTN_OVER_IP_15_4 Mo 0 Urused g;““ 1200 |
ISAN_E}{TN_OVER_IP_IPSZ Yes 5] Unuzed never - :
AN | | P es nused never -
SAN_EXTN_OVER_P_IPS4 ¥ 6 u |
[
| SME_FOR_IPS_184_PKG No 0 Unused g;f“ 120 :
| I
| STORAGE_SERVICES_184 Mo 0 Unused g'ffce 1200 |
:STORAGE_SERVICES__ENABLER_PHG Yes 4 Unused  never . :
| sTORAGE_SERVICES_SSM1B Mo 0 Unused glff“ bl |
____________________________ |
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Click the Show/Hide Detail toggle (1) under the License section name; this
toggles the option to Hide Detail (1) and shows the associated detail information.

License details table |7, contains the following information about the license
associated to this device:

¢ Licensed Package — Name of the license package associated to the device.
« Installed — Indicates if the package is installed.

* License Count — Indicates the number of licenses installed on the switch.
» Status — Operational status of the license.

« Expiry Date — The date that license will expire and no longer be valid.

« Comments — Any comments associated to the device.

~

Note  The table columns can be sorted when you click a column header; ¢ ~»
the selected column toggles between ascending and descending order.

Do the following steps to perform the associated functions on the License page:

Export the Call Home Report to either an Excel or a PDF format, () by clicking
the corresponding option at the bottom of the report page.

Click Hide Detail (T} to close the details section and toggles the option back to
Show Detail.

Call Home History Report

Note

The Call Home History Report lets you search for and get access to all the Call
Home messages that were sent from the Call Home device to the Smart Call Home
backend, within the last 3 months.

The customer must be registered to at least one Company, and a customer can
view the Call Home History report for only their registered devices.

If a device is not registered anymore, because of one of the following reasons,
then the report is not accessible for this device:

e The device registration was deleted (status 'Unregistered').

* The device has a pending device registration.

|| Version 2
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* The contract used to register the device has expired and hence the device
registration has expired.

When the device is successfully registered then the report will be accessible
again.

This section describes how to perform Call Home History Report processes on the
Smart Call Home web application and explains how to perform the following
tasks:

¢ Generate a Call Home History Report and view the Call Home messages and
message processing results.

e Specify Report Criteria and filter the list of devices you want a report on.
¢ View Device Details and message processing results.

» Export the Call Home Report to an Excel or a PDF format.

Generate a Call Home History Report

To perform any of the report processes you must first launch the Smart Call Home
web application...

Smart Call Home User Guide
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Step1  Launch the Smart Call Home web application; the Smart Call Home Overview
page appears.

Owverview Management

Smart Call Home Alerts You in Real-Time

Resolve technical issues fast with automated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Service Center of any issues before they can affect your business.

Learn more

Please visit the link to download Transport Gatewsy
Please visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and ge transport gateways.
Begistered Devices

Devices Pending Registration

Transport Gateways

Registered Users

Reports

Get information about registered devices and their call home messages

Device Report

Call Home History Report @
Metwork Summary Report

184281

There are two ways to get to the Call Home History Report page:
« Ifyou are on the Overview page click Call Home History Report. (1)
» Ifnot on the Overview page then perform the following tasks:

— Click the Reports tab; 3 (if not already there); the Reports page
appears.
— On the Reports page, click Call Home History Report.¢ ~»

Ooverview Registration Management

154361
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In both cases the Specify Report Criteria page for the Call Home History Report
appears.

Overview Registration Menagement | Repots |
Device Report | Call Home Histary Report | Network Summary Report
Specify Report Criteria

An* denotes a required field.
Use an "** as wildcard character for the partial search.

|companst T (w vl

I Host llame: @
| Serial Humber: ®

| Message Type: Al v
| Service Request Ilumlmr:@I

Ilmlutle only messages @ D
I_tlmt raised SR:

Message Processed:* [ Start DateTime:

I End DatefTime:
|

(rnmen J®

The Specify Report Criteria page has several search criteria options available to
generate a Call Home History Report. There are two main areas where you can
specify search criteria to generate a Report:

» Selection Criteria |
» Messages Processed time frames |7
Step 2 In the selection criteria area, | you can perform the following options:
« Keep the default settings of All for the Company and Message Type fields.
e Choose a company name from the drop-down list.

 Enter a Host Name (1) and / or Serial Number; () wildcards (an *) can be
used in both fields.

* Choose a message type from the drop-down list. The message type
drop-down list options are:

— Configuration

— Diagnostic

Smart Call Home User Guide
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— Environmental
— Inventory
— Test

« Can specify a service request number, {3) the number can be a full or partial
SR number.

« To see only those messages that raised a service request then check the
Include only messages that raised SR: check box. (@)

In the Messages Processed time frames area |, you must specify a time frame that
is within 3 months of the current date.

The time zone that the time is displayed is US PST.

See Specify Messages Processed Time Frames for more information about how to
specify required time ranges to refine the search results for a Call Home History
Report.

Click Run Report; () the Reports Results page displays entries that match the
search criteria.

See Call Home History Report Troubleshooting for information about problems
with this report.

Specify Messages Processed Time Frames

The Messages Processed area ;7 lets you specify a time frame of when the
messages were processed by the Cisco Backend these time frame fields are a
mandatory area. The time frame dates must be within 3 months of the current date
and only those entries that are within the specified time frame will be displayed
on the results page. The time zone that the time is displayed in is, US PST.

Message Processed:" I_ _EI&TD;"TEB[ET}_ N
| |
| End DatesTime(PST) Iﬁ_
| 2

The starting and ending dates and times are changed using a calendar tool that is
described below.
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Display the Time Frame Calendar

Step 5

Changing the Date

Step 6
Step 7

Step 8

Click the calendar button, __ next to either the Start Date/Time field (1) or the
End Date/Time field; () this displays a calendar where you can specify a new
date and time for the associated field.

The day displayed in the respective starting or ending date field is highlighted on
the calendar in a blue square; initially this will be the current day, until you change
the day.

? January, 2007 x

My <o Today Y Mo
wk |Sun Mon Tue Wed Thu Fri Sat
52 1 2 3 4 S 6
# 7 s} 10 11 12 13
2| 14 15 16 17 18 19 20
3| 21 22 23 24 25 26 27
4| 28 29 30 31
Time: 00 : 00
Drag to move

184285

You have the following options to change the currently displayed date:
Click a different day within the currently displayed month.
Change the current month by doing one of the following items:

* Click <to go back one month or > go ahead one month.

e Click and hold the mouse button on < or, > this displays a drop-down list
where you can choose a previous month or future month, respectively.

Change the current month by doing one of the following items:

* Change the current year; click << to go back one year or >> to go ahead one
year.

* Click and hold the mouse button on << or, >> this displays a drop-down list
where you can choose a previous year or future year, respectively.

. Smart Call Home User Guide
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>
Note  The time frames specified must be within 3 months of the current date.
Changing the Time

Note

Step 9

Note

Step 10

The time, that is US PST time zone, appears in the following format:

@ o0 : 00 @

Time:

The hours display area (1) has time frames that are between 00 and 23 hours
(11 PM).

The minutes display area (Z) has time frames that are between 00 and 59
minutes.

The time frames specified must be within 3 months of the current date.

You have the following options to change the currently displayed hours or
minutes. The following information applies to both the hours and minutes display
areas, unless otherwise noted:

To increment the time use one of the following options; these directions apply to
both the hours and minutes display areas:

Click directly in the display area, each click increments the time by 1 until
the respective maximum time (23 hours or 59 minutes) is reached.

Click directly in the display area then press and hold down the left mouse
button. Slide the mouse to the right; this increments the current value until
the respective maximum time (23 hours or 59 minutes) is reached.

When the maximum value is reached, the time starts incrementing again from the
minimum value of 00 up to the maximum again.

To decrement the time use one of the following options:

|| Version 2
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e Press and hold down the Shift button and click directly in the display area,
each click decrements the time by 1 down to the minimum value of 00. From
the minimum value the time starts decrementing from the respective
maximum time (23 hours or 59 minutes).

¢ Click directly in the display area then press and hold down the left mouse
button. Slide the mouse to the mouse to the left; this decrements the current
value until reaching the respective maximum time (23 hours or 59 minutes)
is reached.

~

Note  When the minimum value is reached the time starts decrementing again from the
respective maximum time (23 hours or 59 minutes).

Call Home History Report Results

This page lists all the Call Home messages that met the specified search criteria
from the previous Selection Criteria page.

Smart Call Home User Guide
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Device Report | Call Home History Report | Network Summary Report

Call Home History Report Results

| Report Criteria: Co

Report Generation ||

Message Processed:

3 1
ALL

CISCO SYSTEMS

Froume 01-Jul-2007 12:00:00 AM |
Tox 13-Aug-2007 01:47.00 AWM

e PPNttt iy T TS

Mossage
Processed
! s psTY
10-Aug-2007
SAL1000VIE RvLI7_AST6s09.01 (2SN s cesose 1022910
03-Aug-2007
SAL100E0Y1E  Ramall_-CatSS03.01 07-45.03 PM WS-CES09-E 1022310
02-Aug-2007
FOCIMEY1KG QA-catBS00-AT0 11:4213 &M WS-CBS09-E 1022310
02-Ang-2007
FOCIONEYIHG | GA-catS00-A70 Y207 an | WE-CBS09-E 1022310
02-Aug-2007
FOCIMEY1KQ QA-catBS00-AT0 11-05.05 &M WE-CESO9-E 1022310
01-Aug-2007
FTA0RS2C006  RVL2E_Cat6S00 1120115 AM WE-CES1Z 102230
M -Aug-2007
SAL100E0VIE  RVLAT_AST-£509-01 11:1318 AM WE-CES09-E 1022310
01-Aug-2007
SALIMOFPDE  RVLS_SEVT-6503-03 11841 AM WE-CBSO3 1022310
01 -Aug-2007
SNHODBBHKG  Rama2_SEVT.6503.04 110625 AM WE.CBS03 102230
o o o o o o
o o o o o o
01-Aug-2007
SALINBHCYR RVL1_AST-6313-01 10:30.55 AM WS-CE513 1022310
{1571 tems found, dsplaying 11015, |
= 1
.[ﬁﬂMlLZ.}.E.iﬁ.Lﬁl&Aﬁ.ﬁﬁli
((Export Call Home Report: _Fucel POE )
| Run Hew Report
|4 ® denctes & rexuined fiekd
iusean"' a5 wikicard charscter for the partial search,
i Company:* A1
i Host Hame:
i Serial umber:
| Message Type:' Al
i Serviee Request lumber:
+ Inchude only messages that raised Se: =]
! Message Processed:” Start Date/Time:
Erd DateTime: =

Lo
SYSTEMS

CISCO
SYSTEMS

CISC0
SYSTEMS

CI5C0
SYSTEMS

CISCO
SYSTEMS

50
SYSTEMS

CISCO
SYSTEMS

CISCO
SYSTEMS

CEC0

SYSTEMS
1}
0

QIS0
SYSTEMS

Serial SR Message

Number Cortact Saverity

Entitled Level ;
Seh ) it

Yes | roione |t IMLM | Yes
Sch | o Ih I

Yes 5 Ciagnostic  |B0B0S3503 ©  Yes
TestOne I b I
Sch | |

Yes | roiore S lw; ‘No Mo
Sch | I

Yes Testone 5 ﬁmmsm ‘No o
Sch I \

Vs  Testore | Gsonostie | Mo -

| I

Sch

Y& festone ! | Test | s NIA

| |

Sch

Yes Testone | 5 :M lwa Mis
Seh N

Yer e |1 IM }wA Ves
Sch | |

Yes Testone ! lw {NJ’A No
0 0 lo ol o 0
0 0 :u u‘r 0 0
Sch

Yes Testone | * !Er_nfqymi\wu Yes

The Call Home History Report Results page indicates what selection criteria 7]
were used to obtain the displayed results (i.e. the company, selected message type

and time

frames).
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Note

Step 1

Step 2

Step 3

Step 4

Step 5

The table columns can be sorted when you click a column header; 7] the selected
column header toggles the data in the table between ascending and descending
order. All the data in the report is sorted by that column, including data that may
be displayed on other pages.

You can perform one of the following navigational options on the Call Home
History Report Results page:

* Click one of the tabs ¢ ) to go to that respective section of Smart Call Home.
« Click Device Report (T} to go to that page.
« Click Network Summary Report (Z) to go to that page.

Do the following steps to perform the associated functions on the Call Home
History Report Results page:

Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option.

See the details of a specific message by clicking a message in the Type/Results
column; |7 this displays the Device Message Processing Details page for the
selected message type. You can view the details of the following types of
messages:

Table 3-1

Configuration Message |Inventory Message

Diagnostic Message Syslog Message

Environmental Message |Test Message

When an SR case is created, or updated, the SR Raised/Updated column displays
the SR number, ™) which provides a hyperlink to detailed information about the
selected service request. A logon prompt for the TAC Service Request Tool is
displayed when you click the hyperlinked SR number.

You can specify different report criteria at the bottom of the page, ] this area
contains previously used criteria that were used to generate the current report
results (i.e. Start Date/Time 03/09/07 12:00 AM).
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Results for VDC and VSS Devices

The (VDC and (VSS devices have a different relationship between their host
names and serial numbers compared to other devices that have one serial number
for one host name.

(R LT SH 0K Prl SN DR BT e
Device Report | Call Home History Report | Metwork Surnmary Report
Call Home History Report Resuits
Report Criteria: Company 'Mm- Hame
ALL
Message Processed:
Frome 10-Jun-2008 1200:00 AM
Toc 13-Jun-2008 11:41:00 AM
Time Serial
Message . Contrac! Comoany
Sorisl Number:  HoSt biame Processed Broduct I Number  hame Eﬂﬂm SR Contact
(N q1un2ms o Sch
AT 020003 Iu.nvn.sﬂzol 02 2455 PM MEI-CEO20P.BA 1273104 ::IC‘:STEHS, Yes TestThirtySeve:
| I
CIECO
eprag| 1102008 . Sch
ATS1020003% LRVOVA 5020) 020325 PM NSK-CS020P-BA 1273104 :;STEHS. Yes TestThitySeve
] 1] 1] 1] 1] ] 1] 1]
1] 0 0 1] 0 1] 0 0
[r—— 00
1 2-Jun-2008 Sch
|\.-‘SSFAHECIJ12: RVS.£5040.E e F WS-CB509.E 1273104 f;SIEHS_ YWas TestThirtySeve:
| ;
| | CISCO
12-Jun-2008 Seh
{WSFMEM,I RV5-6509-E 11:5519 AM WE-CBS09-E 1273104 f;SIEHS. Yoz TestThirtySever

You will see the following host name and serial number relationships with the
following devices:

e For (VDC /Nexus 7000 devices 7] you see different Host Names associated
to the same serial number.

* For (VSS / Catalyst 6500 devices | you will see different serial numbers
associated to the same Host Name.
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Configuration Message

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.

Devics Report | Call Home History Report | Metwerk Summary Repart @

< Binck to Report Resutts ()

Message Details

B E A A R A A E AR EA R E AR R AR E A AR AR AR AR AN AR SR A ER RN SRER R RERER RS

Configuration

5 Message: Company Generated on device E
CISCO SYSTEMS 14.Sep-2007 0B:00:00 AM{Local Time Zone)  :
i Hostname Processed by Smart Call Home at §
@ CALO-6513-01 14-Sep-2007 09:06:05 AMPST)
i Message Hame :
H H
H H
H H
: E
: g
LS 4

e

Configuration Details: Last Configurad
14-Sep-2007 000,00 Ak
Image Hame
=7 H053-acdventerprisekd_wan_dbg-m.122-sierra_integ_070813
Image Feature
ADWANCED ENTERPRISE SERVICES S5H

Device Configuration: ViewRunningConfig= (7)
ViewStartupConfig>  (8)

Technologies & Features: This kst of features iz derived from the show running config and therefore may not include features
enabled by default .
For & complete list of festures, please refer to the Feabure Navigator fool @-

Technology » Sub-Technology > Features

I

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I Securilty and VPN I
| Authertication Protocols I
! Manual cut-and-paste certificate encollment |
: Puiic Key Infrastructure (PHI) :
| Certificate Autharity (CA) Key Roliover |
1 Public Key Infrastructure (PKI) |
| Certificate Revocation List (CRL) |
I Securty Infrastructure: |
[ OCSP (Oniine Certificate Status Protocal) [
| ENCRYPTION [
: Passward Encryption :
I I
I I
I I
L 4

LAN Switching

CALL HOME
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The details of the selected configuration message contains the following
information:

]

e The Message Details area i} contains a summary of the following
information:
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Company name, device message generation and Smart Call Home
processing times.

Hostname (&) — Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e.
CALO-6513-01). The bottom of the Device Report Results page has
search parameter fields that you can use to run a new report; the fields
have the following information pre-filled:

¢« Company Name - [s the company (i.e. Cisco Systems) that is
associated with the currently selected device.

* Host Name - Contains the specified host name (i.e.
CALO-6513-01).

From the linked Device Report Results page you can run the report with
the existing pre-filled data, or enter data in any of the other fields.

Message Name — Indicates the type history report message being
displayed (i.e Configuration).

View Message Header (3 — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the
Configuration information.

« View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

* The Detail area ;7 contains the following information about the
configuration used in this device:

Indicates when the last time the device was configured.
Image name and feature.

Provides hyperlink access to view the running config () and startup
config. (&)

Provides information about the technologies and features running on the
selected device.

Provides a link to the Feature Navigator tool, {2} which provides a
complete list of features for this IOS.

Step1  Click one of the following options available on the Message Details page:

|| Version 2
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Diagnostic Message

One of the tabs ) to go to that respective section of Smart Call Home.
Device Report (1) to go to that page.
Network Summary Report (Z) to go to that page.

Back to Report Results, (3} which returns you to the previous web page
where you can click on a different configuration message and get the
corresponding details or perform a different search.

Hostname (@) to link back to the Device Report Results page for this device,
here you can specify different device report criteria for a new search.

View Message Header (3) to view the message content for the Configuration
information.

View Device Output (&) to view the Device Output (attachments) in the CH
message.

View the Running config (3) or Startup Config. (&

Feature Navigator tool, (&) to see a complete list of the IOS features.

The Results for diagnostic messages are based on the analysis done by the system
on Call Home messages that are processed within a certain time period, called the
“aggregation period”. The default value of this aggregation period is five minutes,
and the Cisco admin may change this timer period.

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.

Diagnostic Message — Report Results

This page provides information about the details of the selected diagnostic
message with no service request.

Smart Call Home User Guide
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Device Report | Call Home History Report | Network Summary Report e
= Back to Report Resulls @

Ml-ssaga Details

Company Generated on device at
CISCO SYSTEMS, INC. 13-Mary-2008 06:27:08 PM (Local Time Zone)
Hostname Processed by Smart Call Home at
@ rviva-s020 15-Jun-2008 03 33,01 PMPST)
Message Hame
Disgnostic
@Virsw Mezzanes Headsr =
(©) view Device Outpat »
Overall Results within Analysis Period
IService Request  Techmology Sub-Technology ~ Problem c?uel—}
|| BOE240599 for @ Data Center and Storage Mexus 5000 Series Switch Smart Call Hardware | |
lCaTii22zomx ™ Metworking  Home Faue |,
|
I Problem Details NSK-C5020P-BF with Host Name RYIVA-5020 reparted GOLD Disgnostics test failures in :
IModule: 3 |
| Recommendation T detaled analysis ofthe st fallre s isted inthe indvduslresut beow. | |
Individual Results within Analysis Period__ .. __ . __ . __. .
| Device Test Hame PRecommendation Count Status
TestSPROM 0 Failure I
! Shiowy Details Show Recommendation @ I g
I a3

The details of the selected diagnostic message contains the following information:

» The Message Details area i} contains a summary of the following
information:

— Company name, device message generation and Smart Call Home
processing times.

— Hostname @) — Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e.
RVIVA-5020). The bottom of the Device Report Results page has search
parameter fields that you can use to run a new report; the fields have the
following information pre-filled:

e Company Name - Is the company (i.e. Cisco Systems) that is
associated with the currently selected device.

| Smart Call Home User Guide
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* Host Name - Contains the specified host name (i.e. RVIVA-5020).

~

Note  From the linked Device Report Results page you can run the report with
the existing pre-filled data, or enter data in any of the other fields.

— Message Name — Indicates the type history report message being
displayed (i.e Diagnostic).
— View Message Header (3 — Provides a hyperlink to the AML Header

part of the CH message, lets you view the message content for the
Configuration information.

— View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

» The Overall Results within the Analysis Period area ;= contains an overview
of the diagnostic failure and contains the following information:

— Service Request — Identifies the Service Request (SR) number (3) that
was successfully raised for the specified device. This number contains a
hyperlink, which provides detailed information about the actual SR.

— Technology — Indicates the technology that experienced the error (i.e.
LAN Switching).

— Sub-technology — Identifies what sub-technology, in the technology
area, experienced the error (i.e. Nexus 5000).

Note  For the Technology and Sub-technology sections, there will be different
values for the different types of devices.

— Problem Code — Provided by the diagnostic results.

.y

Note  The Service Request (SR) parameters, i : listed above, appear in the
report only if an SR was successfully raised. The Service Request
parameter information is available only for diagnostic and environmental
messages.

— Problem Details— Is a brief statement that indicates what caused the
diagnostic error.

Smart Call Home User Guide
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— Recommendation — Contains possible causes and solutions for the error.

e The Individual Results within Analysis Period Area ™] provides details on
individual tests and contains the following information:

— Test Name — The name of the diagnostic test that found the error and a
toggle for Show/Hide details, (5) which displays more detailed
diagnostic information; a test description of the diagnostic and details
about the impact the test failure has on the device.

— Recommendation — Has a Show/Hide Recommendation toggle, (&)
which provides the following information:

* How to recover from the problem identified by the diagnostic test

» Details on what further testing can be performed to further isolate the
problem.

— Count — The total number of failures that were encountered when
running the diagnostic

— Status — The ending status of the diagnostic.

Step1  Click one of the following options available on the Message Details page:
e One of the tabs ) to go to that respective section of Smart Call Home.
+ Device Report () to go to that page.
+ Network Summary Report (Z) to go to that page.

+ Back to Report Results, (3} which returns you to the previous web page
where you can click on a different Diagnostic message and get the
corresponding details, or perform a different search.

* Hostname (@ to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

e View Message Header (3 to sece the AML Header part of the CH message.

« View Device Output (& to see the Device Output (attachments) in the CH
message.

» Service Request number (3) to see detailed information about the actual SR.

+ Show / Hide Details (&) to see the results data of the message text, sent in
the diagnostic message.

» Show / Hide Recommendations (&) provides detailed recommendation
steps to be executed by the customer.

| Smart Call Home User Guide
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Step 2

Note

Step 3

Show / Hide Details of a Diagnostic Message

On the Diagnostic Message page, the Result Details of a diagnostic message can
be seen by clicking a toggle that alternates between Show Details (& and Hide
Details. @

Individual Results within Analysis Period

Device Test Hame Recommendation Count Status
TestSPROM i} Faillure
Showy Details Shiowy Recomimendation

AnAACd

Click Show Details (&) to expand the window and see the information in the Test
Description and Impact of Failure areas. |7

Individual Results within Analysis Period

Device Test Hame Recommendation Count Status

TestSPROM ] Fallure

Hide Details @ Show Recommendsation
: Test Description -:
! Software determines module type based on information stored in Module SPROM. In this case, checksum calculation for !
: SPROM content most likely falled. As a resull, software does not have enough information to bring the module online. :
| Impact of Failure :
1

o

| The Module: 3 cannat be brought onling &s the module type is unidertified. I 8
I I =
e o o mm mm Em Em Em Em e Em Em e Em S O Em Ee Em S S O Em Em Em e S e e Em Em e e Ee e Em Em Em e od -

If there is more than one Individual Result, you can expand all or any combination
of Show Details without having to collapse any previously expanded areas.

The Show Details toggle (8) displays the following information:
e Test Description — A description of the diagnostic test.

* Impact of Failure — Indicates the impact that the test failure has on the
device; this includes the error text, error code and module information.

Click Hide Details (9 to collapse the area directly below the toggle to remove
the Test Description and Impact of Failure information from view.

Smart Call Home User Guide
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Step 5

Step 6
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Show / Hide Recommendation of a Diagnostic Message

On the Diagnostic Message page, the Recommendation Details of a diagnostic
message can be seen by clicking a toggle that alternates between Show
Recommendation (&) and Hide Recommendation. (B)

Individual Results within Analysis Period

Device Test Hame Recommendation Count Status
TestSPROM 1] Fallure
Show Details Show Recommendstion (&)

184372

Click Show Recommendation (@) to expand the window and see the information

in the Recommendation area, : } shown in the next figure.

On the Diagnostic Message page, the Recommendation Details of a diagnostic
message can be seen by clicking a toggle that alternates between Show
Recommendation (1) and Hide Recommendation. (B)

Individual Results within Analysis Period
Device Test Hame Recommeéendation Count Statuis

TestSPROM 0 FailLre
Shaw Details Hige Recammendation

Recommendation _l
To resolve the issue, try these:
1. Module may not be inserted properly in order for all the pins to make good contact with the backplane. Please remove and

I ré-insert module
NOTE: Ensure thal the the instructions outlined in Hardwrare installstion guide on how to insert the modules are followed thel
inserting the modules. o

I 2_If this failure continues to persist after multiple re-insertions, then consider replacing the module. g
— — — — — — — — — — — — —— ——— —— — —— —— — — — =

&

Read the information in the Recommendation area, "} which provides the
following information:

¢ How to recover from the problem identified by the diagnostic test.

¢ Provides details on further testing that can be performed to further isolate the
problem.

If Show Details (&) was previously clicked then the Recommendation section
will appear below the Show Details (Test Description / Impact of Failure) area.

Click Hide Recommendation (B} to collapse the Recommendation area below
the toggle to remove the Recommendation information from view.

| [ Version 2
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Environmental Message

The Results for the Environmental messages are based on the analysis done by the
system on Call Home messages that are processed within a certain time period,
called the “aggregation period”. The default value of this time period is five
minutes, and the Cisco admin may change this timer period.

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.

Environmental Message — Report Results

This page provides information about the details of the selected environmental
message.

Device Report | Call Home History Report | Metwork Summary Report
= Back to Report Results @

(2)

Message Details

@ View Messagg Header »

Message: Company Generated on device at

CISCO SYSTEMS, INC. 14-hay-2008 09:37:06 AM (Local Time Zone)
Hostname Processed by Smart Call Home at

(@) rvova.5020 16-Jun-2008 09:49:11 PMPST)

Message Hame

Erviranmental

|| Service R_eq_ut;t_ T T_ec_hnﬁoiy ________ Sub-Technology Fm_ue_m_ccﬁe—li
|| 608240711 for @ Data Center and Storags Mexus S000 Series Switch Smart Call Hardware [
||AIS1020[D3}€ Metworking Hoime Failure I
N I
| Problem Details MSK-CSD20P-BIA with Host Name RVOVA-S020 reported Environmental alarms, |
| Recommenclatwn The detailed analysis of the alarm is listed in the individual result section below. |

Individual Results within Analysis Period

Device Components Environmental Alarm Recommendation Count  Status
A Falure is recorded in the Power supply unit PS: Failure
o]
Show Details Show Recommendstion @ E
&
-

The details of the selected environmental message contains the following
information:
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* The Message Details area I} contains a summary of the following
information:

— Company name, device message generation and Smart Call Home
processing times.

— Hostname @) — Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e.
RVOVA-5020). The bottom of the Device Report Results page has search
parameter fields that you can use to run a new report; the fields have the
following information pre-filled:

¢ Company Name - [s the company (i.e. Cisco Systems) that is
associated with the currently selected device.

* Host Name - Contains the specified host name (i.e. RVOVA-5020).

~

Note  From the linked Device Report Results page you can run the report with
the existing pre-filled data, or enter data in any of the other fields.

— Message Name — Indicates the type history report message being
displayed (i.e Environmental).

— View Message Header (5) — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the
Configuration information.

— View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

» The Overall Results within Analysis Period area ;7 contains an overview of
the environmental alarm and contains the following information:

— Service Request — Identifies the Service Request (SR) number () that
was successfully raised for the specified device. This number contains a
hyperlink, which provides a link to detailed information about the actual
SR.

— Technology — Type of technology that experienced the error (i.e. LAN
Switching).

— Sub-technology — What sub-technology, in the technology area,
experienced the error (i.e. Nexus 5000).

| Smart Call Home User Guide
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Note

Note

For the Technology and Sub-technology sections, there will be different
values for the different types of devices.

Problem Code — Provided by diagnostic results.

]

The Service Request (SR) parameters, i} listed above, appear in the
report only if an SR was successfully raised. The Service Request
parameter information is available only for diagnostic and environmental
messages.

Problem Details— Brief statement that indicates what caused the
environmental error.

Recommendation — Contains possible causes and solutions for the error.

* The Individual Results within Analysis Period Area ™] contains an overview
of the following key error information:

Device Components — The name of the components that initiated the
device alarm.

Environmental Alarm — Identifies which environmental alarm was
turned on by the component.Contains a toggle (&) for hiding or viewing
the Detailed information about the environmental alarm.

Recommendation — Has a Show/Hide Recommendation toggle, (&)
which provides the following information:

* How to recover from the problem identified by the diagnostic test

» Details on what further testing can be performed to further isolate the
problem.

Count — This count is the number of times this failure was reported
within the time frame of the aggregation timer. The default value of this
aggregation period is five minutes, and the Cisco admin may change this
timer period.

Status — Will indicate if this is a failure or if the failure is recovered.

Step1  Click one of the following options available on the Message Details page:

* One of the tabs {) to go to that respective section of Smart Call Home.

Smart Call Home User Guide
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+ Device Report (1) to go to that page.
+ Network Summary Report (Z) to go to that page.

+ Back to Report Results, (3) which returns you to the previous web page
where you can click on a different Diagnostic message and get the
corresponding details, or perform a different search.

» Hostname (@) to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

* View Message Header (3 to see the AML Header part of the CH message.

« View Device Output (&) to see the Device Output (attachments) in the CH
message.

» Service Request number (3) to see detailed information about the actual SR.

« Show / Hide Details (8 to see the results data of the message text, sent in
the diagnostic message.

+ Show / Hide Recommendations (&) provides detailed recommendation
steps to be executed by the customer.

Show / Hide Details of Environmental Message

On the Environmental Details page, the Result Details of an environmental
message can be seen by clicking a toggle that alternates between Show Details (&)
and Hide Details. ()

________________________________ =

| Syslog Error Recommendation Time Occured |

|9 CcvvaN_RP-0-LCLOG_MSG: Nav 7 21:50:25 |

| |

| Show Details (7) Show Recommencation %
I3

- "}
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Step2  Click Show Details (&) to expand the area directly below the toggle to display the
Alarm description information. |7

Individual Results

Syslog Error Recommendation Time Occured
WCWAN_RP-0-LCLOG_MSG: Mo 7 21:50:25
Hide Details Show Recommendation

| Test Deseription |
|
| This error message is a router WAN route processor driver (CWAN_RP) message. An error has I
| occurred on & module. The slot and CPU number are indicated after the CWAN_RP-0-LCLOG_MSG text. |
| The: error message that appears after the slot number is the original message from the module. |
|
|
|
|

|
| Impact of Failure

Note  If there is more than one Environmental Result, you can expand all or any
combination of, Show Details recommendation information without having to
collapse any previously expanded ones.

Show / Hide Recommendation of Environmental Message

On the Environmental Message page, the Recommendation Details of an
environmental message can be seen by clicking a toggle that alternates between
Show Recommendation (&) and Hide Recommendation. (&)

Individual Results within Analysis Period

Device Components Environmental Alarm Recommendation Count Status
A Falure is recorded in the Power supply unit PS: Failure
Show Details Show Recommendsation @ :
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Step 4

Step 5

Inventory Message
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Click Show Recommendation (%) to expand the window and see the information
in the Recommendation area, ™] shown in the next figure.

Individual Results within Analysis Period

Device Components Erviranmental Alarm Recommendation Count Status
A, Failure is recorded in the Power supply Failure
unit PS;

Hicde: Recommenda!ion@
Show Details

| Recommendation

- Check if the power cord is properly connected to the power supply and power source. Also ensure that the switch is supplied .

I with Z20%. This is the only supported power supply configuration. Also ensure that the power supply is properly inserted and I

. phugged in. If problem persists try re-seating the power-supply unit. If the povver supply light is still not green and the status .a

Read the information in the Recommendation area, ;= which provides the
following information:

e How to recover from the problem identified by the diagnostic test, or

¢ Provides details on further testing that can be performed to further isolate the
problem.

~

Note If Show Details (&) was previously clicked then the Recommendation
section will appear below the Show Details (Test Description / Impact of
Failure) area.

Click Hide Recommendation (B} to collapse the Recommendation area below
the toggle to remove the Recommendation information from view.

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.

| [ Version 2
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Inventory Message — Details

This page provides information about the details of the selected inventory
message.

Device Report | Call Home History Report | Metwork Suemmary Report g
< Back to Reprt Resuts (3)

Message Details

................................................................................................. T L L L LT T T PP P PP P PP PP PP PPy

EMGSSJ(}GI Company Generated on device at H
H CISCO SYSTEMS, INC. 25-MWay-2008 01:25:51 PMi(Local Time Zone)
Hostname Processed by Smart Call Home at E

() rova-si20.02 17-Jun-2008 03:18:50 PM(PST)

Message Hame E

Invendory E

Wi r = E

MesousS020 St 65-30%9-03 | 25-May-2008  17-Jun-2005 |

|
| CATI122LMK NUOYA-5020-02 Chassie hS‘J\E‘:STEI‘tlfa_ MSK-CS020P-BF 0109  4.0000M1(1) e 01:35-51 P 031850FM |

{/Exp\:rt Call Home Report: x_l Excel |ﬂ PDF )

184358

The details of the selected inventory message contains the following information:

]

* The Message Details area I} contains a summary of the following
information:

— Company name, device message generation and Smart Call Home
processing times.

— Hostname @) — Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e.
NUOVA-5020-02). The bottom of the Device Report Results page has
search parameter fields that you can use to run a new report; the fields
have the following information pre-filled:

¢ Company Name - [s the company (i.e. Cisco Systems) that is
associated with the currently selected device.

* Host Name - Contains the specified host name (i.e.
NUOVA-5020-02).

Smart Call Home User Guide
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Note  From the linked Device Report Results page you can run the report with

the existing pre-filled data, or enter data in any of the other fields.

— Message Name — Indicates the type history report message being
displayed (i.e Configuration).

— View Message Header (5) — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the
Configuration information.

— View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

The Detail area |7, contains an overview of the inventory and contains the
following information:

— Contains the same information as the top half of the View Device Report
Results page except that only one device is displayed in the Detail area;
1 the device associated to the inventory message selected on the
previous Report Results page.

— The Serial Number (@) (i.e.CAT11227JWX) has a hyperlink to the View
Device Details page that lets you view the details for that device.

Step 6  Click one of the following options available on the Message Details page:

One of the tabs ) to go to that respective section of Smart Call Home.
Device Report (I) to go to that page.
Network Summary Report (Z) to go to that page.

Back to Report Results, (3} which returns you to the previous web page
where you can click on a different Diagnostic message and get the
corresponding details, or perform a different search.

Hostname (@) to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

View Message Header (5) to see the AML Header part of the CH message.

View Device Output (&) to see the Device Output (attachments) in the CH
message.

Click the Serial Number (3) (i.e.CAT11227JWX) to view the Device Details
(see View Device Details for more information)

|| Version 2
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» Export the Call Home Report to either an Excel or a PDF format, ) by
clicking the corresponding option at the bottom of the report page.

Inventory Details for VDC and VSS Devices

In Inventory details there will be a different representation of the hostname and

serial number data for (VDC and (VSS devices.

You will see the following host name and serial number relationships with the

following devices:

e For (VDC/Nexus 7000 devices ™] you see different Host Names associated

to the same serial number.

- Host s Commpatyy H W Part Inerbory Conficuration
Serial Number  So- Dess i Product I == e e
Name 7 Ldame Version Vergion NumberFev Lipdsted Updated
r rvdc3-indl 2 i o7 000 CIECO
dc3-aaa croio¢io 5 o 73-10900-04 13-Feb-2008 17-Jun-2008 <€
I DC3FAKESNOY derbac Sloty %ESTE.HS, MTK-CTOI0 0405  40(01a) 05 1241-50 PN 11-35:49 AM %
L de3-call ] Chassis ’ g
— s g -

» For (VSS / Catalyst 6500 devices 175 you will see different serial numbers

associated to the same Host Name.

A

Serial Nurber  Hostllame  + D ,ig‘“" ProductD - O
—— — — Cisco

( \ Systems
VESFAKESNDS VSS-500-E_Rv2, Catalyst 6500
I S-siotChassiz
Systemn

CISCO
SYSTEMS,
INC.

WE.CBSOO.E 12

I [=i2=:]
1 oa | _| cataiyst 8500
| vsseanesios vss-es0a-E_Rv2 s solrhl
Syztem

[s\=alu]
SYSTEMS, WS-CBS0E 20
INC

Call Home Request Message

S Version

12 2020080225, 231054) 0

12 080225 2
220080225 231054) B0

Iventory . Conficuration

Bart
bumberfey Updated — Updaled

29-Feb-2008 17-Jun-2008

73-9221.04
Al 031300 AM  01:56:07 PM

73-3435.02 | 29-Feb-2008 17-Jun-2003
031300 AWM 01:56:07 PM

1A7808

On the Catalyst 6500 a command is available for Call Home (CH) that allows the
user to interface directly with the TS Web applications like Output Interpreter and
Bug Toolkit.

The user runs a command from the command line which triggers a CH message
of type Request to be sent to the Smart Call Home backend. Smart Call Home
passes the required data to the appropriate TS Web application for that application
to process the request and then send the processing results back to Smart Call
Home to display on the web application.

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.
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This page provides information about the details of the Call Home Request

message.

(1) Overview | Redistration Managemert

| Reports

1 Device Report | Call Home History Report | Metwork Summary Report

= e

= B;ck-lo-Re-ort Results @

Message Details

Generated on device at
12-Feb-2008 04:23:27 PM (Local Time Zone)

i Message:  Company
i CISCO SYSTEMS, INC.

Hostname Processed by Smart Call Home at

(@) rvL4S AST-6509-01
Message Hame
Reguest

@ View Messane Header =

SHOW RUNIING CONFIG BEST PRACTICES
HOTIFICATIONS (if any}

MNo messages to report.

Mo messages to report.

| SHOW TECH-SUPPORT HOTIFICATIONS (if any)

I FEER SMA
CPU UTILIZATION AMAL VSIS .

|' VERSION ANALYSIS |
| mEmORY AnaLYSIS !
| PROCESS DEORMATION |

MEETINGPLACE SERVER ALARM NOTIFICATIONS (if any)

25.0un-2008 02:07:16 PM(PST)

Back fotop @:

m@'

I
I
Back to top (i‘j

187815
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The details of the selected Call Home Request message contains the following
information:

» The Message Details area i} contains a summary of the following
information:

— Company name, device message generation and Smart Call Home
processing times.

— Hostname @) — Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e.
RVL46 AST-6509-01).

* Company Name - Is the company (i.e. Cisco Systems) that is
associated with the currently selected device.

* Host Name - Contains the specified host name (i.e.
RVL46 AST-6509-01).

~

Note  From the linked Device Report Results page you can run the report with
the existing pre-filled data, or enter data in any of the other fields.

— Message Name — Indicates the type history report message being
displayed (i.e. Request).

— View Message Header (5) — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the Call
Home Message information.

— View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

+ The Call Home Request Result area y7; contains information that are the
result of the Call Home Request issued by the user, and contains the following
information:

— Contains detailed information returned from the requested TS Web
application.

— Click Back to top (@) to return the display back to the top of the page.

— Click hyperlinks in the Jump to Section ™] to go directly to that
associated area.

Step 7 Click one of the following options available on the Message Details page:
* One of the tabs ) to go to that respective section of Smart Call Home.

Smart Call Home User Guide
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« Device Report (1) to go to that page.
+ Network Summary Report (Z) to go to that page.

» Back to Report Results, (3} which returns you to the previous web page
where you can click on a different Diagnostic message and get the
corresponding details, or perform a different search.

» Hostname (@) to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

* View Message Header (3 to see the AML Header part of the CH message.

+ View Device Output (&) to see the Device Output (attachments) in the CH
message.

» Click the Back to Top (3 to return the display back to the top of the page.

Syslog Message

Incoming syslog messages are stored in the message log with each syslog message
reporting a distinct problem that is contained in the AML Message description
(text, code, time). Only one problem is reported per syslog message, and the
details of this message are displayed by selecting this syslog message in the
Type/Results column |7 of the Call Home History Report Results page.

During analysis of syslog messages, rules will determine if the syslog message is
either supported or unsupported. Unsupported messages will not have any
additional rules processing performed and will display only the syslog message
information and indicate that this is an unsupported syslog message.

Supported syslog entries have additional rules processing performed, which will
include details that are displayed, in most cases, in the Recommendation and
Impact of Failure areas.

Rules, on the Cisco backend, perform an analysis of each incoming syslog
message. Rules will report those syslog entries in the message log, which are
associated with the primary syslog error, in the Overall Recommendation and
Individual Results areas.

Rules analyze the message log to see if the same syslog error is reported multiple
times, if this is the case then rules will communicate this repetitive nature in the
Recommendation and Individual Results areas.

Recommendations for the customer:

| Smart Call Home User Guide
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« Buffer logging should be enabled since the rules will not have any additional
information on the syslog error.

e The time format should be kept as the regular DateTimeStamp format.

Supported Syslog Message - Details

This page provides information about the details of the selected supported syslog
message.

T —

Device Report | Call Home History Report | Network Summary Report @
< Back to Report Resuts (3)

Message Details

Message: Company Generated on device at
CSCO SYSTEMS CORPORATION 07 -how-2007 01:50:26 PM (Local Time Zone)
Hostname Processed by Smart Call Home at
: @ AST-6509-01 22-Feh-2005 12:28:45 PM(PST)
E Message Hame :
. Syslog
View Message Header =
() iew Device Output »

| |
| Problem Details  ModelWS-CE509-E with Host Name AST-6509-01 reported a System Error |
| Message %CVWAN_RP-0-LCLOG_MSG:slot 6/0 PXF[0] Exception: |
| mac_xid=0x4 cpu_xid=0x0 |
| Recommendation There was a single error message. The recommendation for this error messgae is |
| listed in the individual analysis section below. |

________________________________ —
| Syslog Ervor Recommendation Time Occured |
I%CWAN_RP@-LCLOO_MSG: Mo 7 21:50:25 |

|
| Show Detsits (7) Show Recommendstion (&) |g
I 1%

The details of the supported syslog message contains the following information:

]

e The Message Details area i} contains a summary of the following
information:

Smart Call Home User Guide
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— Company name, device message generation and Smart Call Home

processing times.

Hostname (&) — Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e.
AST-6509-01). The bottom of the linked Device Report Results page has
search parameter fields that you can use to run a new report; the fields
have the following information pre-filled:

¢« Company Name - [s the company (i.e. Cisco Systems) that is
associated with the currently selected device.

* Host Name - Contains the specified host name (i.e. AST-6509-01).
Message Name — Indicates the type history report message being
displayed (i.e Syslog).

View Message Header (5) — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the syslog
information.

View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

¢ The Overall Results area, j7, contains an overview of the problem and
contains the following information:

Note

Note

— Problem Details — reports the error specific to this particular syslog

message. The message contains the syslog error/code, from the AML's
message description, along with the reporting device's PID and
hostname.

The problem reported by the Syslog is specific to one message and not
based on problems reported by multiple messages that are received within
an aggregation period, like Diagnostic and Environmental messages.

Recommendation — points to the Recommendation area in the
Individual Results analysis section below for further details.

You will see information in the Recommendations section only when the
message is a supported syslog message; otherwise, you will see ‘None’
specified.
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~

The Individual Results area | has detailed Syslog message information in
the following areas:

— Syslog Error — Indicates the name of the syslog message being
displayed. Also provides a toggle () that shows the test description
details for the current syslog message and impact of the test failure, if
applicable.

— Recommendation — Identifies the steps that need to be taken next to
either resolve the problem or obtain more information about the problem.
This section also provides a toggle (&) that shows the recommendation
details for the current syslog message, which identifies recommended
steps that should be performed.

Note  You will see information in the Impact of Test Failure and

Recommendation sections only when the message is a supported syslog
message.

Step1  Click one of the following options available on the Message Details page:

One of the tabs ¢ to go to that respective section of Smart Call Home.
Device Report (1) to go to that page.
Network Summary Report (Z) to go to that page.

Back to Report Results, (3} which returns you to the previous web page
where you can click on a different message and get the corresponding details,
or perform a different search.

Hostname (@) to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

View Message Header (5) to see the AML Header part of the CH message.

View Device Output (&) to see the Device Output (attachments) in the CH
message.

Show / Hide Details (3 to see the results data of the message text, sent in
the syslog message.

Show / Hide Recommendations (&) provides detailed recommendation
steps to be executed by the customer. These steps will either assist in
resolving the error identified in the syslog message or provide additional
information regarding its cause.

Smart Call Home User Guide
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Show / Hide Details of Supported Syslog Message

On the Syslog Message page, the Result Details of one syslog message can be
seen by clicking a toggle that alternates between Show Details (7) and Hide

Details. ®
Individual Reswlts .
| Syslog Error Recommendation Time Oceured [
[56CWiAN_RP-D-LCLOG_MSG: Nov 7 21:50:25 [
[ |
| Showy Details @ Showy Recommendation [
| 1

Step2  Click Show Details (7) to expand the area directly below the toggle |7 to display
the syslog message Test Description and Impact of Failure information; the toggle
changes to Hide Details. (&

~

Note  The Impact of Failure information is shown only when applicable for
supported syslog messages; otherwise, NA (Not Applicable) will be
displayed. For unsupported syslog messages this section will instead state
“Unsupported System Error Message “.

Individual Results

Syslog Error Recommendation Time Occured
WCWAN_RP-0-LCLOG_MSG: Mow 7 21:50:25
Hidle: Details Show Recommendation
| Test Description = _i
| This error message is a router YWAN route processor driver (CYWAN_RP) message. An error has :
| occurred on & module. The slot and CPU number are indicated after the CWAN_RP-0-LCLOG_MSG text. |
| The error message that appears after the slot number is the original message from the module. |
|
| Impact of Failure :
| 0
[ MA I8
| E

Note  For any unsupported message or when rules fail to provide any results, the
report will display the reported error and indicate that analysis results are
not available.

| Smart Call Home User Guide
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Show / Hide Recommendation of Supported Syslog Message

On the Syslog Message page, the Recommendation Details of a syslog message
contain information only for supported syslog messages. The Recommendation
Details can be seen by clicking a toggle that alternates between Show
Recommendation (&) and Hide Recommendation. (&)

Individual Results within Analysis Period
Device Components Environmental Alarm
A Fallure is recorded in the Power supply unit PS:

Recommendation Count  Statu
Falure

Show Details Show Recommendation @

Step3  Click Show Recommendation (%) to expand the window and see the information
in the Recommendation area, | — shown in the next figure. The toggle changes to

Hide recommendation. (B

Individual Results within Analysis Period

Device Components Erwir onmental Alarm Recommendation Count Status
A Failure is recorded in the Power supply Failure
unit PS;

Hidle Recommendation@
Show Details

| Recommendation
« Check if the power cord is properly connected to the power supply and power source. Also ensure that the switch is supplie

I with 220% . This is the only supported power supply configuration. Also ensure that the power supply is properly insered and
. pugged in. If problem persists try re-seating the power-supply unit. If the power supply light i& still not green and the status
I continues to show falllshutdown then consider replacing the faulty povwer supply unit.

Step4  Read the information in the Recommendation area, | which provides the
following information:
* How to recover from the problem identified by the syslog message, or
» Provides details on further testing that can be performed to further isolate the

problem.

Smart Call Home User Guide
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>
Note If Show Details (3) was previously clicked, then the Recommendation

section | = will appear below the Show Details (Test Description / Impact
of Failure) area. |75

Step5  Click Hide Recommendation (E) to collapse the Recommendation area below
the toggle to remove the Recommendation information from view.

Unsupported Syslog Message - Details

This page provides information about the details of the selected unsupported
syslog message.

Device Report | Call Home History Report | Network Summary Report @
< Back to Report Resuts (3)

Message Details

Wigw Header =

Message: Company Generated on device at
CISCO SYSTEMS CORPORATION 19-Fek-2007 10:31:02 AM (Local Time Zone)
Hostname Processed by Smart Call Home at
@ AST-6509-01 22-Feb-2008 11:31:10 AM(PST)
. Message Hame
Syslog

| |
| Problem Details  The Error message %ALARM-1-CRITICAL _ALARM : was generated by the |
| device Additional analysis for this syslog message will be availlable inthe near |
| future. |

|

| Syslog Error Recommendation Time Occured |

:%ALARMJ ~CRITICAL _ALARM : "Feh 1 10:30:59" :
)

IM 0) how Recommendation (&) IE
oo
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The details of the unsupported syslog message contains the following
information:

» The Message Details area i} contains a summary of the following
information:

— Company name, device message generation and Smart Call Home
processing times.

— Hostname @) — Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e.
AST-6509-01). The bottom of the linked Device Report Results page has
search parameter fields ™] that you can use to run a new report; the fields
have the following information pre-filled:

e Company Name - Is the company (i.e. Cisco Systems) that is
associated with the currently selected device.

* Host Name - Contains the specified host name (i.e. AST-6509-01).

— Message Name — Indicates the type history report message being
displayed (i.e Syslog).
— View Message Header (5) — Provides a hyperlink to the AML Header

part of the CH message, lets you view the message content for the syslog
information.

— View Device Output (&) — Provides a hyperlink to the Device Output
(attachments) in the CH message.

e The Overall Results area, j7, contains an overview of the problem and
contains the following information:

— Problem Details — reports the error specific to this particular syslog
message and indicates what device has the problem, the type problem and
location, if appropriate for the type error.

~

Note  The problem reported for Syslog is specific to one message and not based
on problems reported by multiple messages that are received within an
aggregation period, like the Diagnostic and Environmental messages.

— Recommendation — You will see only “None” in the Recommendations
section when the message is a unsupported syslog message.

e The Individual Results area ;| has detailed syslog message information in
the following areas:

Smart Call Home User Guide
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— Syslog Error — Indicates the name of the syslog message being
displayed. Also provides a toggle (7) that shows test description details
for the current syslog message and impact of the test failure, if
applicable.

— Recommendation — Identifies the steps that need to be taken next to
either resolve the problem or obtain more information about the problem.
This section also provides a toggle () that shows the recommendation
details for the current syslog message, which identifies recommended
steps that should be performed.

~

Note  You will not see information in the Recommendations section when the
message is a unsupported syslog message.

Step 6  Click one of the following options available on the Message Details page:
* One of the tabs () to go to that respective section of Smart Call Home.
+ Device Report (1) to go to that page.
« Network Summary Report (Z) to go to that page.

« Back to Report Results, {3} which returns you to the previous web page
where you can click on a different message and get the corresponding details,
or perform a different search.

» Hostname (@) to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

* View Message Header (3 to see the AML Header part of the CH message.
« View Device Output (&) to see the Device Output (attachments) in the CH
message.

» Show / Hide Details (3) to see the message text sent in the syslog message;
no additional impact of failure information is available, indicates only that
this is an unsupported system error message.

» Show / Hide Recommendations () indicates only that this is an
unsupported system error message.

Difference in Results Areas for Unsupported Syslog Messages

There are three key differences in what is displayed when the Syslog Message is
unsupported; those differences are illustrated in the next graphic.

| Smart Call Home User Guide
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Message

Message:

Details

Company

CISCO SYSTEMS CORPORATION
Hostname

AST-6509-01

Message llame

Syslog

Yiew Message Header =

Wiew Devi =

Generated on device at

19-Feb-2007 10:31:02 &AM (Local Time Zone)
Processed by Smart Call Home at
22-Feb-2008 11:31:10 AM(PST)

| Problem Details  The Error message %ALARM-1-CRITICAL _ALARM : was generated by the

future,

| Recommendation None (1)

|
|
device Additional analysis for thiz syslog message will be availlable inthe near |
|
|

| Syslog Error
| PesLARM-1-CRITICAL _ALARM :

[
| Hide Details
[

[Test Description

Recommendation

i

mmendation

| for this syslog message will be available in the near future.

|Impa¢1 of Failure

Unsupported System Error Message @

Unsupported System Error Masage @

|

| -

| Recommendation
[

|
|
|
|
|
|
|
| The Error message %ALARM-1-CRITICAL _ALARM : was generated by the device Addiional analysis |
|
|
|
|
|
|
|
|

Time Occured
"Feb 1 10:30:59"

e In the Overall Results area, ;3 Recommendation will only indicate
“None”. (1)

e The Individual Results area | has two sections that state “Unsupported
System Error Message
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— Impact of Failure, (Z) displayed by clicking the Show / Hide Details
toggle.

— Show Recommendation, (3} displayed by clicking the Show / Hide
Recommendation toggle.

Test Message

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.

Test Message — Details

The details of this message are displayed as a result of selecting this message type
in the Type/Results column of the Call Home History Report Results page.

Overview | Reoisiration Management | Reports
Device Report | Call Home History Report | Nebwork Summary Report (Z)
= k 1 R

Message Details @

Message: Company Generated on device at
- CISCO SYSTEMS 12-Nov-2007 11:33:43 PM(Local Time Zone)
Hestnamse Processed by Smart Call Home at
(@ eea 13-Now-2007 03:12:55 AM(PST)
Meszsage Hame
Test
@ Wiews Message Header =
(&) View Device Output »

The details of the selected test message contains the following information:

* The Message Details area i} contains a summary of the following
information:

— Company name, device message generation and Smart Call Home
processing times.

| Smart Call Home User Guide
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— Hostname @ — Provides a link back to the Device Report Results page,
which contains the results for only the specified Hostname (i.e. R1-2).
The bottom of the Device Report Results page has search parameter
fields that you can use to run a new report; the fields have the following
information pre-filled:

e Company Name - [s the company (i.e. Cisco Systems) that is
associated with the currently selected device.

¢ Host Name - Contains the specified host name (i.e. R1-2).

~

Note  From the linked Device Report Results page you can run the report with
the existing pre-filled data, or enter data in any of the other fields.

— Message Name — Indicates the type history report message being
displayed (i.e Configuration).

— View Message Header (3 — Provides a hyperlink to the AML Header
part of the CH message, lets you view the message content for the
Configuration information.

— View Device Output () — Provides a hyperlink to the Device Output
(attachments) in the CH message.

e The lower Message Details area ™] contains the test text, which is
information contained in the <ch:MessageDescription> tag of the AML
Header.

Step 7 Click one of the following options available on the Message Details page:
* One of the tabs ) to go to that respective section of Smart Call Home.
+ Device Report (1) to go to that page.
+ Network Summary Report (Z) to go to that page.

+ Back to Report Results, {3} which returns you to the previous web page
where you can click on a different Diagnostic message and get the
corresponding details, or perform a different search.

* Hostname (@) to link back to the Device Report Results page for this device,
where you can specify different device report criteria for a new search.

e View Message Header (5 to see the AML Header part of the CH message.

« View Device Output (&) to see the Device Output (attachments) in the CH
message.

Smart Call Home User Guide
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Network Summary Report

This report presents a summarized report on devices registered with Smart Call
Home for the selected company. The numbers and percentages are computed on
the data that is collected via Inventory and Configuration CH messages from
registered devices in customer's network.

The device data in the Network Summary Report is based on devices to which the
logged-in Customer has access via the Smart Call Home web application. This
Report is available for Registered Customers and contains a summarized view on
the following items:

* Company selected and total number of devices registered in Smart Call Home
* Number of different product IDs for devices registered in Smart Call Home
e Number of different modules in devices registered in Smart Call Home

« Number of different sub-modules in devices registered in Smart Call Home

¢ Number of different power supplies for devices registered in Smart Call
Home

¢ Number of different software versions registered in Smart Call Home

» List of technologies and features supported by devices registered in Smart
Call Home

This section describes how to perform the following Network Summary Report
processes on the Smart Call Home web application:

* Generate Network Summary Report and view the Call Home messages and
message processing results.

* Specify Report Criteria and filter the list of devices you want a report.
e View Device Details and message processing results.

¢ Export Report Results to an Excel or a PDF format.
Generate a Network Summary Report
When Smart Call Home generates a Network Summary Report it retrieves the data

for all Cisco devices for which the application has received and processed
Inventory and Configuration CH messages.

| Smart Call Home User Guide
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To perform any of the report processes you must first launch the Smart Call Home
web application.

Step1  Launch the Smart Call Home web application; the Smart Call Home Overview
page appears.

Ovenview | !
Smart Call Home Alerts You in Real-Time

Resolve technical issues fast with autormated diagnostics on network devices that alert you, your
team, or the Cisco® Technical Serdce Center of any issues before they can affect your business.
Learn more

Please visit the link to download Transport Gateway
Please visit the link to download User Guide

Registration Management

Finalize device registration, customize preferences, register users and manage transport gateways.
Reqistered Devices

Devices Pending Registration

Transport Gateways

Registered Users

Reports

Get information sbout registered devices and their call home messages
Device Repor

Call Home History Report

Metwork Summary Report @

[u]
{=)
=t
3]
ow
—

There are two ways to get to the Network Summary Report page:
« Ifyou are on the Overview page click Network Summary Report. (1)
e If not on the Overview page then perform the following tasks:

— Click the Reports tab; 3 (if not already there); the Reports page
appears.

— On the Reports page, click Network Summary Report.¢ 7.

1
|
1
|
|
|
|
)
185407

In both cases the Specify Report Criteria page for the Network Summary Report
appears.
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Specify Report Criteria

Step 2

Note

Step 3

Step 4

Company:

Product:

Fun Report @

Do the following steps to perform the associated functions on the Specify Report
Criteria page:

125405

Choose a company from the Company drop-down list for which the customer has
a completed user registration, or choose All to see reports for all the Companies
the customer has registrations.

The All option is available only when the user is registered to more then one
company.

Choose a product from the Product drop-down list, ¢ ~» the options are:
« Al
e Catalyst 6500
« Cisco 7600
e Nexus 5000
e Nexus 7000

Click one of the device types in the product column, then click Run Report; (1)
the summary page.
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Network Summary Report Results for ALL Products

If the All option is selected in the Product drop-down list, then the following
page displayed

Orveryview B ration & Reports

Device Report | Call Home History Report | Network Summary Report
= Back to Search Page

Summary

| Report Criteria:  Company Product |

| CISCO SYSTEMS, INC ALL |
Report Summary: Total Humber evices registered wi mart Call Home

| Total Humber of Devi i o with S Call H |

| 55 |
User Details: Logged in as Role

| a9 |

i =0n i or
| Sch TestPer Administrator |

" Product Device Count % of Devices !
: Nexus 7000 10 1818 :
! Catalyst 5500 31 56.36 |
: Menous S000 = 909 :
{ MDS 9000 5 a.09 i -
| cisco 7600 ¢ 2 i

This page contains two different summary sections:

* The Summary section ;= identifies the following information:

~

Note

Report Criteria — Which company was selected and which Product was
selected (i.e. both are “All”)

Report Summary — The number of devices registered with Smart Call
Home, for the specified company or companies.

This is the total number of registered devices in customer's
network/selected company for which Smart Call Home has received and
processed Configuration or Inventory messages.

User Details — The id of the person that logged in and requested the
report, and their role in the customer network

Smart Call Home User Guide
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e A Product Summary section ] that identifies the following information:
— Product — the product types that are in the customer network

— Device Count — represents the number of each product type in the
customer network.

— % of Devices — from the device count a percentage of devices number is
derived, identifying what percentage this product type represents in the
customer’s network.

S

Note If the All option was not specified then the above interim page will not be
displayed, you will instead go directly to the summary page for the specified
product (next section).

Network Summary Report Results for a Specific Product (Catalyst 6500)

This page displays those entries that match the search criteria specified on the
Specify Report Criteria page. These next set of examples represent the Network
Summary Report results for a Catalyst 6500 product.

| Smart Call Home User Guide
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= Back to Search Page @

:Repon Criteriaz  Company

| CISC0 SYSTEMS, INC
IReporl Summary: Total Humber of Devices registered with Smart Call Home

| k1l
User Details: Logged in as
a4a
| Sch TestPerson

I
1Show Details
, @

I

: Sub-Module
:Show Details: @
i

: Power Supply
[}

) :
, Show Details @
i

! Fan Unit

1

1

IShow Details @

1

: Software Releases

1
1 Show Details
1Show Detels ()

i Software -- Feature Sets and Images

:Show Details @
i

| Technology & Features
1

:This iz alist of technologies and features supported by the devices currently registered with Smart
1Call Home. This list of festures is derived from the show running config. Some festures are enabled in
:the devices by default and may not appear in the show running config.

:For a complete list of features, please refer to Feature Navigator tool @

Registration Managemearnt
Device Report | Call Home History Report | Metwork Summary Report

Product I
Catalyst 6500 |
I
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Results page contains two different summary sections:

* The Summary section ;= identifies the following information:

~

Note

Step1  You

— Report Criteria — Which company was selected and which Product was
selected (i.e. both are “All”)

— Report Summary — The number of devices registered with Smart Call
Home, for the specified company or companies.

This is the total number of registered devices in customer's
network/selected company for which Smart Call Home has received and
processed Configuration or Inventory messages.

— User Details — The id of the person that logged in and requested the
report, and their role in the customer network

can perform one of the following navigational options on the Summary page:
Click one of the tabs ¢ to go to that respective section of Smart Call Home.
Click Device Report (1) to go to that page.

Click Call Home History Report (Z) to go to that page.

Click Back to Search Page (3) to specify different search criteria for a
Network Summary Report.

Click Show Details (@) on one of the summary sections to get more details
on the selected area.

Click Feature Navigator tool, (3) which provides a complete list of features
for this 10S.

Do the following steps to perform the associated functions on the Summary page:

Step2  Click Show Detail () under one of the device detail options to obtain more
information about the detail areas noted below:

Product ID
Module
Sub-Module
Power Supply
Fan Unit

|| Version 2

Smart Call Home User Guide |




Chapter 3 Smart Call Home Web Application |

| Report Generation

* Software Releases
e Software - Feature Sets and Images

e Technology & Features

~

Note  All the previously listed areas have column headers in their respective sections
(see next graphic); these columns can be sorted by specific column, by clicking
the column header. 7]

Product ID

The Product ID (PID) area contains the following information:

Product ID

WS-CB513 12 10,52
MFR-AWS-CE503 3 5.26
WES-CES09-E 9 789
WE-CBS03 54 51.75
WS.CB509 2 175
JMINS-CBS03 23 2047

185410

Step1  Click Show Detail under the Product ID area name; this toggles the option to Hide
Detail (1) and shows the associated detail information:

¢« PID Name
« PID Count
e % 6500s with PID

Step 2  Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

Smart Call Home User Guide
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Module

The Module area contains the following information:

Module
Hide Details@
Device Count with

T o e
‘wssupro.mase s 1219 s 1785
VS-5720-10G 4 975 4 1428
WS-SUPT20 4 975 3 10.71
WS-SUPT20-38 28 £8.29 14 50.00
WS- NES48-GE-TX 3 12.00 3 10.71
VS-5720-10G 4 16.00 4 14.28
WS-XES48-RJ-45 2 8.00 2 7.14
WS-XE708-10GE 3 12.00 3 10.71
WS- KET48-GE-TX 13 52.00 13 46.42

185412

Export Call Home Report x_| Excel | ] PDF

Step1  Click Show Detail under the Module area name; this toggles the option to Hide
Detail (1) and shows the associated detail information:

e Module Name

e Module Count

* % of all Modules

¢ Device Count with Module
¢ % 6500s with Module

Step 2 Export the Call Home Report to either an Excel or a PDF format, {) by clicking
the corresponding option at the bottom of the report page.

| Smart Call Home User Guide
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Submodule

The Submodule area contains the following information:

Sub-Module
Hide Details @
| Sub-Moduie Name Sulltodde . Zof al e
: Count Sub-Mocile Subbdodule Sub-Modde 1
WE-FE700.DF C3C 3 2000 3 107
WS-FEK-PFC3B 2 13.33 1 357
VE-FEBK-PFC3C 4 26 E6 4 14.28
WS-FEK-PFC3A 2 1333 2 714
WS-FEK-MSFC3 4 26 66 4 14 .28
[y
I
Expart Call Home Report{ 3] Excel | 3] POF ]
2

Step1  Click Show Detail under the Submodule area name; this toggles the option to
Hide Detail (1) and shows the associated detail information:

e Sub-Module Name

¢ Sub-Module Count

e % of all Sub-Modules

e Device Count with Sub-Module
e % 6500s with Sub-Module

Step 2  Export the Call Home Report to either an Excel or a PDF format, () by clicking
the corresponding option at the bottom of the report page.

Smart Call Home User Guide
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Power-Supply

The Power-Supply area contains the following information:

Power Supply

Hicle Details @

“PowerSupply  PowerSupply %of AlPower  DovicoCountwih  %6s00swih
Mame Count Supplies Powwer Su Powwer Sy E

Twscacaoow 2 s s 5357 |
WS-CAC-25000M 7 15.21 4 14.28
PWWR-950-AC 10 .73 5 17.85

185414

Export Call Home Report w

Step 1 Click Show Detail under the Power-Supply area name; this toggles the option to
Hide Detail (1) and shows the associated detail information:

* Power Supply Name

e Power Supply Count

* % of all Power Supplies

¢ Device Count with Power Supply
e % 6500s with Power Supply

Step2  Export the Call Home Report to either an Excel or a PDF format, () by clicking
the corresponding option at the bottom of the report page.

| Smart Call Home User Guide
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Fan Unit

The Fan Unit area contains the following information:

187809

Export Call Home Report x_ Excel | =Ad PDF

Step1  Click Show Detail under the Power-Supply area name; this toggles the option to
Hide Detail (1) and shows the associated detail information:

* Power Supply Name

e Power Supply Count

e % of all Power Supplies

» Device Count with Power Supply
e % 6500s with Power Supply

Step 2  Export the Call Home Report to either an Excel or a PDF format, ¢ by clicking
the corresponding option at the bottom of the report page.

Smart Call Home User Guide
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Software Releases

The Software Releases area contains the following information:

Software Releases

Hide Details (1)

I_m ____________________________ : h_ ...... 1. ._ — _I
122(SERRA_NTEG_O70208) | & 1788 1686 |
12 2(SIEERRA_INTEG_D80219) 1 357 333
12 2(SIERRA_INTEG_070730) 2 714 666
12 2(SIERRA_INTEG_070123) 4 14.28 1333
12.2(20080225:231054) 4 14.28 13.33
12 2(SIERRA_INTEG_0T0403) 1 357 333
12 2(SIERRA_INTEG_070611) 13 46.42 4333

w
Expart Call Home Report{ 3| Excel | *&] POF %

Step1  Click Show Detail under the Software Releases area name; this toggles the option
to Hide Detail (1) and shows the associated detail information:

* Release

» Device Count with Release
e % 6500s with Release

¢ % of all Release

Step 2  Export the Call Home Report to either an Excel or a PDF format, {) by clicking
the corresponding option at the bottom of the report page.

| Smart Call Home User Guide
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Software - Sets and Images

The Software - Sets and Images area contains the following information:

Software -- Feature Sets and Images

Hide Details @

ADVANCED ENT SERVICES
SSH (MODULAR)

ADVANCED ENT SERVICES
SSH (MODULAR)

ADVENTERPRISEKS WAM_DBG

ADVANCED ENT SERVICES
33H (MODULAR)

ADVANCED ENT SERVICES
SSH (MODULAR)

ADVENTERPRISEKS WAN_DBG

ADVANCED ENT SERVICES
SSH (MODULAR)

ADVANCED ENT SERVICES
SSH (MODULAR)

ADVANCED ENT SERVICES
SSH (MODULAR)

ADVANCED ENT SERVICES
SSH (MODULAR)

Export Call Home Reporl

57 2033-acdventerprisekd_wan_dbg-vz.122-sierra_integ 080219

=72033-adventerprisekd_wan_dbg-vz.122-sierra_integ_070730.5X101
=72033 _sp-ADYENTERPRISEKS _WWAN_DBG-%M

£3223-adverterprisekd_wan_dbg-vz 122-sierra_integ_070123 547

£72033-adventerprisek9d_wan_dbg-vz.122-sierra_integ_070123.5X47
=£72033-adventerprisekd_wan_dbg-vm

=7 2033-acventerprizekd_wan_dbg-vz 122-sierra_integ_070403

57 2033-adventerprisekd_wan_dbg-vz.122-20080225:231054

=72033-adventerprisekd_wan_dbg-vz.122-sierra_integ_070611

£72033-adventerprisekd_wan_dbg-vz.122-sierra_integ_070204 SX51

(%]

[

714 2000

357 1000

357 1000

1426 4000

4542 13000

1785 5000

185416

Step 1 Click Show Detail under the Software - Sets and Images area name; this toggles
the option to Hide Detail (1) and shows the associated detail information:

Feature Set

Image Name

Device Count with Image

% 6500s with Image

% of all Image

Step2  Export the Call Home Report to either an Excel or a PDF format, () by clicking
the corresponding option at the bottom of the report page.
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Technology & Features

The Technology & Features areca contains the following information:

Technology & Features

This is a list of technologies and features supported by the devices currently registered with Smart Call Home., This list of features is
derived from the show running config. Some fealures are enabled in the devices by defaull and may not appear in the show running
config.

For & complete list of features, please refer to Feature Navigator tacl

Hicles Detaile @

L R R R e e

1 Device Count With % 6500s with _ |
{Iechnolooy - Sub-Technology Festure = s i

Cortent : Manual certificate enrolimert (TFTP and

Netwarking Mot Avalable cut-and-paste) i 357
Content

Networking Mot Avadable Redundancy Facilty Protocol [ 1785
P Access Lists IP Mamed Access Control List 2 714
P Metflow Switching MNeAFlow Subinterface Support 2 714
P Metflow Switching Metflow Data Export (MDE) Version 8 1 357
P Metwork Time Protocol (NTP) | NTP Server 3 1071
P Metwork Time Protocal (NTF) - Network Time Profocal 3 1071

. Upstiate Calendar from Metwork Time
P Metwork Time Protocol (NTP) Pratocol (NTP) 3 10.71
NSF - S50 (Monstop Forvwarding with
L SSEE Stateful Switchover) ] ALES
P Simple Network Management | SNMWP - Simple Network Management 5 714
Protocol Protocol = 5

[ Mot Avalable Droamszin Mame System (DNS) ) 1785
|4 Mot Avalable MLS: Metflow 1 357
P Mot Avallable System Timestamps Debug 5 1785
P Mot Avalable System Timestampe for Logging 1 as7
LAN Switching | Remote SPAN (RSPAN) Remote SPAN (RSPAN) 1 357

36 tems found, displaying 11015,
[FirstiPrev] 1, 2, 3 [Next/Last]

6ot athons Aot G £l 1 157

185417

Step1  Click Show Detail under the Technology & Features area name; this toggles the
option to Hide Detail (1) and shows the associated detail information:

» Feature Names (associated with each Technology / Sub-Technology, on a
row-by-row basis)

¢ Device Count with Feature

| Smart Call Home User Guide
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e 9% 6500s with Feature

Step2  Export the Call Home Report to either an Excel or a PDF format, ) by clicking
the corresponding option at the bottom of the report page.

Network Summary Report Results for a Cisco 7600

The Network Summary Report results for the Cisco 7600 contains the same
informational areas as the Catalyst 6500.

>
Note  The only difference between the data formats is that you see references to the
Cisco 7600 instead of the Catalyst 6500.

Choose one of the following areas to see more information about the selected

data:
e Product ID
e Module

¢ Submodule

e Power-Supply

e Fan Unit

» Software Releases

» Software - Sets and Images

» Technology & Features

Network Summary Report Results for a Nexus 5000

The Network Summary Report results for the Nexus 5000 contains many of the
same informational areas as the Catalyst 6500. Those areas that contain the same
type information are listed below.

Note  The only difference between the data formats is that you see references to the
Nexus 5000 instead of the Catalyst 6500 and there is no Submodule section.

Smart Call Home User Guide
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Choose one of the following areas to see more information about the selected

data:
e Product ID
e Module

*  Power-Supply

e Fan Unit

» Software Releases

« Software - Sets and Images
e Technology & Features

The next section contains those Nexus 5000 informational areas that are not
covered in the Catalyst 6500 examples

Additional Nexus 5000 Informational Area:

Software Licenses

The Software License area contains the following information:

Software Licenses

Hide Details @

Lossmituin  cots ® Ceict oo el * e et ]
FM_SERVER_PKG  4.0(00M1(1) 2 0 0 0 2
FC_FEATURES_PKG 4.0(DJN1(1) 2 1 0 1 0
ENTERPRISE_PKG  4.0(DJM1(1) 2 1 0 0 1

187810

Step1  Click Show Detail under the Software License area name; this toggles the option
to Hide Detail (1) and shows the associated detail information:

* Licensed Package

* Release

| Smart Call Home User Guide
I Version2 .m
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¢ Devices

e Installed - In Use

e Installed - Unused

e Uninstalled - In Use
e Uninstalled - Unused

Step 2  Export the Call Home Report to either an Excel or a PDF format, () by clicking
the corresponding option at the bottom of the report page.

Network Summary Report Results for a Nexus 7000

The Network Summary Report results for the Nexus 7000 contains many of the
same informational areas as the Catalyst 6500. Those areas that contain the same
type information are listed below.

Note  The only difference between the data formats is that you see references to the
Nexus 7000 instead of the Catalyst 6500 and there is no Sub Module section.

Choose one of the following areas to see more information about the selected

data:
e Product ID
e Module

*  Power-Supply

e Fan Unit

* Software Releases

» Software - Sets and Images
¢ Technology & Features

The next section contains those Nexus 7000 informational areas that are not
covered in the Catalyst 6500 examples.

Additional Nexus 7000 Informational Areas:

Smart Call Home User Guide
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Fabric Unit
The Fabric Unit area contains the following information:

Fabric Unit

Hige Details @

. - . : Device Count with Fabric
UEVICE L OLINT WYILN P Siric i ic 1
!F_amwﬂm Eabric Courd | 26 of Al Fabrice | ooy e % 70005 with Fabric

Export Call Home Report £| Excel | “Ad PDF

187811

Step1  Click Show Detail under the Fabric Unit area name; this toggles the option to
Hide Detail (1) and shows the associated detail information:

e Fabric Name

e Fabric Count

e % of All Fabrics

e Device Count with Fabric Module
* % 7000s with Fabric

Step2  Export the Call Home Report to either an Excel or a PDF format, () by clicking
the corresponding option at the bottom of the report page.

| Smart Call Home User Guide
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Software Licenses

The Software License area contains the following information:
Software Licenses
Hide Details (1)

Installed

I Licensed Packa Release Devices Loialed Uninstalled  Uninstaled |

. -lnlse =InLse = Unused »

| = Unused — T
LAN_ADVANCED SERVICES_PKG | 4.0(12) 1 1 0 0 0
LAN_ENTERPRISE_SERVICES_PKG | 4.0(1a) 1 i 0 0 0

187812

Export Call Home Repun'

Step1  Click Show Detail under the Software License area name; this toggles the option
to Hide Detail (1) and shows the associated detail information:

* Licensed Package

¢ Release

e Devices

e Installed - In Use

e Installed - Unused

e Uninstalled - In Use
e Uninstalled - Unused

Step2  Export the Call Home Report to either an Excel or a PDF format, () by clicking
the corresponding option at the bottom of the report page.

Network Summary Report Results for a MDS 9000

The Network Summary Report results for the MDS 9000 contains many of the
same informational areas as the Catalyst 6500. Those areas that contain the same
type information are listed below.

Smart Call Home User Guide
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>
Note  The only difference between the data formats is that you see references to the
MDS 9000 instead of the Catalyst 6500 and there is no Sub Module section.

Choose one of the following areas to see more information about the selected

data:
e Product ID
e Module

* Power-Supply
* Fan Unit
« Software Releases

The next section contains those MDS 9000 informational areas that are not
covered in the Catalyst 6500 examples

Note  The only difference between the data formats is that you see references to the
MDS 9000 instead of the Catalyst 6500 and there is no Sub Module section.
Informational Area:

| Smart Call Home User Guide
|| Version 2 .m




Chapter 3 Smart Call Home Web Application |

| Report Generation

| Additional MDS 9000 Informational Areas:

Software Licenses

The Software License area contains the following information:

Software Licenses

Hide Details ()

) SN &g*a-ln :ﬁ_ E;@ug-h md-
STORAGE_SERVICES_SSN1B 41(1) 1 0 0 0 1
DMM_FOR_SSM_PKG 44(1) 1 1 0 0
PORT_ACTIVATION_PHG 44(1) 1 0 0 0 1
STORAGE_SERVICES_184 44(1) 1 0 0 0 1
10G_PORT_ACTIVATION_PKG 44(1) 1 0 0 0 1
SAN_EXTN_OVER_IP 44(1) 1 0 1 0 0
STORAGE_SERVICES_ENABLER_PKG = 4.1(1) 1 0 1 0 0
SAN_EXTN_OVER_P_18_4 41(1) 1 0 0 0 1
SAN_EXTN_OVER_P_PS4 41(1) 1 0 1 0 0
FM_SERVER_PKG 44(1) 1 0 0 0 1
MAINFRAME_PKG 41(1) 1 0 1 0 0
SAN_EXTN_OVER_P_PS2 44(1) 1 0 1 0 0
ENTERPRISE_PKG 41(1) 1 1 0 0 0
SME_FOR_IPS_184_PKG 44(1) 1 0 0 1
DMM_PKG 44(1) 1 0 0 0 1

Export Call Home Report g| Excel PODF

187820

Step1  Click Show Detail under the Software License area name; this toggles the option
to Hide Detail (1) and shows the associated detail information:

* Licensed Package

* Release

¢ Devices

e Installed - In Use

e Installed - Unused

e Uninstalled - In Use

e Uninstalled - Unused

Smart Call Home User Guide
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Step 2 Export the Call Home Report to either an Excel or a PDF format, {) by clicking
the corresponding option at the bottom of the report page.

Export the Call Home Report

Numerous pages on both Device Reports and Call Home History Reports have an
Export Call Home Report function, which lets you export the report information
on the current page to either an Excel or a PDF format.

Perform the following steps to export a report to either an Excel or PDF format:

Step1  Click the export option you want to use, Excel or PDF; the respective Excel or
PDF option window appears.

Do you want to open of zave this fle? Do you want bo open o save thiz file?
lﬁj MName: Smart Call Home - Contack Report.xds [ror B Name: Smart Cal Home - Contact Report.pdf
Type: Microsoft: Excel Workshest, 119 bytes ] Type: Adobe Acrobat 7.0 Document, 1,60 KB
From: tools-stage. cisco.com Fiom: tools-stage.dsco.com
Dipe ] [ Save ] l Caneel ] [ Oipery ] [ Save ] I (Carwal ]
‘while files from the [ntemet can be uzeful, some fles can potentisly ‘whike fles from the Irtemet can be useful, some fles con potentisly | o
haetis pour computes. IF pou da not trust the scurcs, do not open o harii pous compuber. If wou do not tiust the souice, do not open o =2
save this file. What's the rik? save this file. What's the igk? =+
o

Step2  Click the option you want to use (Open, Save or Cancel), then click OK.
One of three actions will occur:
e [Ifyou click Open, then the export is opened by the respective application.

» Ifyou click Save, then the export file is downloaded to the default download
directory location of your web browser.

» Ifyou click Cancel, then the export action is cancelled.

| Smart Call Home User Guide
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