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Cisco IOS Release 15.2(4)EC2 runs on all Cisco Industrial Ethernet IE 4010 switches.

Cisco IOS Software Release 15.2(4)EC2 is part of the new software releases on Cisco IE 4010 Series Switches. This 
release delivers new software innovations in Industrial deployments that span across many technologies.

These release notes include important information about Cisco IOS Release15.2(4)EC2, and any limitations, restrictions, 
and caveats that apply to it. 

You can download the switch software from this site (registered Cisco.com users with a login password):

https://software.cisco.com/download/home/286307930?catid=268438038
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System Requirements
System Requirements

Hardware Supported

Switch Models

SFP Modules Supported
The SFP modules are switch Ethernet SFP modules that provide connections to other devices. Depending on the switch 
model, these field-replaceable transceiver modules provide uplink interfaces. The modules have LC connectors for 
fiber-optic connections. For a complete list of supported SFP modules refer to the IE 4010 Data Sheet.

Express Setup Requirements

Hardware
 1 gigahertz (GHz) or faster 32-bit (x86) or 64-bit (x64) processor

 1 gigabyte (GB) RAM (32-bit) or 2 GB RAM (64-bit)

 16 GB available hard disk space (32-bit) or 20 GB (64-bit)

Software
 PC with Windows 7, or Mac OS 10.6.x

 Web browser (Internet Explorer 9.0, 10.0, and 11.0; or Firefox minimum version 25, recommended version 32) with 
JavaScript enabled

 Straight-through or crossover Category 5 or 6 cable

Express Setup verifies the browser version when starting a session, and it does not require a plug-in.

Table 1 Switch Models

Model Total 
Ports

 Uplinks SFP Fiber 
Ports

 Copper 
10/100/1000
PoE/PoE+ Ports1

 Default 
Software 
License2

Power Supplies

IE-4010-16S12P 28 4 SFP 
(100/1000M)

12 
(100/1000M)

12 
(10/100/1000M)

LAN Base Support for 2 field-replaceable, 
redundant AC or DC power 
supplies.

For detailed specifications, see 
the IE 4010 Data Sheet.

IE-4010-4S24P 28 4 SFP 
(100/1000M)

24 
(10/100/1000M)

LAN Base Support for 2 field-replaceable, 
redundant AC or DC power 
supplies.

For detailed specifications, see 
the IE 4010 Data Sheet.

1. All copper Gigabit Ethernet interfaces support speed negotiation to 10/100/1000 mbps and duplex negotiation.Ethernet 4010 Series.
2. Can be upgraded to IP Services at a fee. IP Services License Product Numbers are the following: L-IE4000-RTU= (Electronic SW 

License for IE4010 Switches)
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Upgrading the Switch License
Upgrading the Switch License
The IE 4010 is shipped with a Permanent “lanbase” license. This can be upgraded to an “ipservices” Evaluation or 
Permanent Right-To-Use (RTU) license using CLI commands.

Installation Notes
You can assign IP information to your switch by using these methods:

 Express Setup program, as described in the switch getting started guide.

 CLI-based setup program, as described in the switch hardware installation guide.

 DHCP-based autoconfiguration, as described in the switch software configuration guide.

 Manual assignment of an IP address, as described in the switch software configuration guide.

Software Features
This release is a deviation of the 15.2(4)EA IOS release and therefore the features supported in this release are similar.

For more information about the following new features for this release, please see the associated Configuration Guide 
here:

https://www.cisco.com/c/en/us/td/docs/switches/lan/cisco_ie4010/software/release/15-2_4_EC/configuration/guide
/scg-ie4010_5000.html

Right-to-Use License
“Right to Use” (RTU) is a trust based licensing scheme designed to make life easier for customers. It is designed to give 
customers the flexibility to upgrade, downgrade, or move the license for RMA purpose by using simple EXEC CLI 
commands. As this is a “trust” based scheme, customer can pay for a certain number of licenses in advance, and then 
activate these flexibly across a full range of switches deployed provided the number of licenses does not exceed that 
number at any given time.

There are 2 main types of licenses used for the IE4010 - “Evaluation” and “Permanent RTU (PRTU)”. An “Evaluation” 
license allows the customer to evaluate an image for 60 days at no cost. A “Permanent RTU” license is a paid license 
with no expiration. A user is prompted to change to a permanent license before the evaluation license expires, with 
periodic reminders. This license is “in-built” in the image just like the current “Evaluation License” in the CISL model, so 
customers do not need to connect to Cisco servers to get a license. A PRTU license is not tied to a particular hardware. 
It can be deactivated from the old/swapped out hardware and activated on the replacement switch using the CLI.

MACsec (IEEE 802.1AE)
MACsec is the IEEE 802.1AE standard for providing strong cryptographic protection at Layer 2. MACsec provides secure 
(encryption and authentication) MAC Service on a frame-by-frame basis, between stations that are attached to the same 
LAN.

Note - You must have the IP Service license installed to support the MACsec feature
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Software Features
Profinet
Supports PROFINET V2.31, which is PROFIBUS International (PI) open Industrial Ethernet Standard that uses TCP/IP and 
IT standards for automation control. PROFINET is useful for industrial automation systems and process control networks, 
in which motion control and precision control of instrumentation and test equipment are important. It emphasizes data 
exchange and defines communication paths to meet speed requirements. 

CIP
Common Industrial Protocol (CIP) is an industrial protocol for industrial automation applications. It is supported by Open 
DeviceNet Vendors Association (ODVA), an organization that supports network technologies based upon CIP such as 
DeviceNet, EtherNet/IP, CIP Safety and CIP Sync.

Previously known as Control and Information Protocol, CIP encompasses a comprehensive suite of messages and 
services for the collection of manufacturing automation applications - control, safety, synchronization, motion, 
configuration and information. CIP allows users to integrate these manufacturing applications with enterprise-level 
Ethernet networks and the Internet. 

Dying Gasp
 If there is a loss of power to the switch, it sends out “Dying Gasp” messages to the OAM center to notify about the 

situation.

 These messages inform the downstream nodes about the loss of the switch, which helps downtime recovery.

Parallel Redundancy Protocol (PRP)
PRP allows a data communication network to prevent data transmission failures by providing network nodes two alternate 
paths for the traffic to reach its destination.

Two local area networks (LANs) provide alternate paths for the traffic over independent LAN segments. However, the 
two LANs must share a similar topology.

The IE4010 operating with PRP by sending two packets simultaneously to each LAN through the two different ports to 
its destination node. When the destination node receives the first packet successfully, it discards the second packet if it 
also arrives successfully as well. Each packet sent includes an incremented sequence number that helps the destination 
node distinguish between duplicate packets.

Precision Time Protocol (PTP)
PTP is defined in IEEE-1588 as Precision Clock Synchronization for Networked Measurements and Control Systems, and 
was developed to synchronize the clocks in packet-based networks that include distributed device clocks of varying 
precision and stability. PTP is optimal for use in distributed systems because it requires minimal bandwidth and little 
overhead processing.

Power over Ethernet plus (PoE+)
 Support for IEEE 802.3af-compliant powered devices (up to 15.4 W PoE per port) and support for IEEE 

802.3at-compliant powered devices (up to 30 W PoE+ per port).

 Support for pre-standard Cisco powered devices.

 Configurable support for Cisco intelligent power management, including:

— enhanced power negotiation
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Important Notes
— power reservation

— per-port power policing

Resilient Ethernet Protocol (REP)
The Resilient Ethernet Protocol (REP) is a Cisco proprietary protocol that provides an alternative to the Spanning Tree 
Protocol (STP). REP provides a way to control network loops, handle link failures, and improve convergence time. It 
controls a group of ports connected in a segment, ensures that the segment does not create any bridging loops, and 
responds to link failures within the segment. REP provides a basis for constructing complex networks and supports VLAN 
load balancing.

Zero Touch Replacement
Included in the box with the IE 4010 Switch is an SD card which contains the IOS image. If hardware replacement is 
needed in the field, simply remove the SD card and insert it into the new switch. The image will be loaded onto the new 
switch, thus achieving zero touch replacement.

Important Notes

Express Setup Notes
This browser setting is recommended for speeding up the time required to display Express Setup from Microsoft Internet 
Explorer:

1. Choose Tools > Internet Options. 

2. Click Settings in the Temporary Internet files area. 

3. From the Settings window, choose Automatically.

4. Click OK.

5. Click OK to exit the Internet Options window.

The HTTP server interface must be enabled to display Express Setup. By default, the HTTP server is enabled on the 
switch. Use the show running-config privileged EXEC command to see if the HTTP server is enabled or disabled.

Beginning in privileged EXEC mode, follow these steps to configure the HTTP server interface:
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Caveats
 Express Setup uses the HTTP protocol (the default is port 80) and the default method of authentication (the enable 
password) to communicate with the switch through any of its Ethernet ports and to allow switch management from 
a standard web browser. 

 If you change the HTTP port, you must include the new port number when you enter the IP address in the browser 
Location or Address field (for example, http://10.1.126.45:184 where 184 is the new HTTP port number). Write 
down the port number through which you are connected. Use care when changing the switch IP information.

 If you are not using the default method of authentication (the enable password), you need to configure the HTTP 
server interface with the method of authentication used on the switch.

Beginning in privileged EXEC mode, follow these steps to configure the HTTP server interface:

Note If the Express Setup failed in the Web Browser, use the reset button to reset the switch to factor default 

Caveats
The following sections provide information about caveats. You can click the issue number to view more information in the 
Cisco Bug Search tool (login required).

Command Purpose

1. configure terminal Enters global configuration mode.

2. ip http authentication {aaa | enable | 
local}

Configures the HTTP server interface for the type of authentication that 
you want to use.

aaa—Enables the authentication, authorization, and accounting feature. 
You must enter the aaa new-model interface configuration command for 
the aaa keyword to appear.

enable—Enables the password, which is the default method of HTTP 
server user authentication.

local—Specifies the local user database, as defined on the Cisco router 
or access server.

3. end Returns to privileged EXEC mode.

4. show running-config Verifies your entries.

Command Purpose

1. configure terminal Enters global configuration mode.

2. ip http authentication {enable | local | 
tacacs}

Configures the HTTP server interface for the type of authentication that 
you want to use.

enable—Enables the password, which is the default method of HTTP 
server user authentication.

local—Specifies the local user database, as defined on the Cisco router 
or access server.

tacacs—Specifies the TACACS server.

3. end Returns to privileged EXEC mode.

4. show running-config Verifies your entries.
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Caveats
Open Caveats

Issue Description Workaround

CSCva80784 GE port with SPEED AUTO 1000/DUPLEX 
FULL permits FE link at 100Full

Disconnect and reconnect the link.

CSCuw28503 On IE platforms, Flex-Link fail-over time 
could be around 700msec when using 
Gigabit Ethernet ports.

Use the CLI for setting alarm contacts as 
follows:

switch(config)# alarm contact 1 
descriptions TEST

You can view it from the following 
command:

switch# show run | inc alarm

alarm contact 1 description TEST

CSCux98673 With GLC-FE-T-I, the FCS-Err/Rcv-Err 
counters (show interfaces counter errors) 
does not increment when Bad FCS frames 
are received.

None: This SFP not supported on IE 4010

CSCur09517 The PRP LED will not work properly in the 
following events.

1. shut/no shut on Logical PRP interface 
(interface prp-channel 1|2)

2. unplug and plug in cables for uplink 
ports

3. Certain sequence issues observed with 
shutting/no shutting logical interface 
PRP-channel 1 followed by logical 
interface PRP-channel 2 and vice versa

None

CSCuw95573 The ciscoenvMonAlarmContact MIB 
object is not supported in this release.

Use the CLI for setting alarm contacts as 
follows:

switch(config)# alarm contact 1 
descriptions TEST

 You can view it from the following 
command:

switch# show run | inc alarm

alarm contact 1 description TEST
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Documentation Updates
Resolved Caveats

Documentation Updates

Related Documentation
Installation, Configuration, Maintenance, and Operation Guides
https://www.cisco.com/c/en/us/support/switches/industrial-ethernet-4010-series-switches/series.html#~tab-docum
ents

Online Help (available on the switch)

 Express Setup online help 

 Device Manager online help

SFP Information
 IE 4010 Data Sheet.

MIBs
 MIBs can be located with this MIB tool by using the IOS version number: 

tools.cisco.com/ITDIT/MIBS/ 

Legal Information
THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE 
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO 
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE 
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE INCORPORATED 
HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, 
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

Caveat Description Workaround

CSCvc28935 IE4010 reloads unexpectedly after 
configuring NTP server on the switch.

This issues is resolved in 15.2(4)EC2.

PSIRTS

CSCvb16274 PPTP Start-Control-Connection-Reply 
packet leaks router memory contents.

This issues is resolved in 15.2(4)EC2.

CSCuw48118 ASR920 - crash in bcopy called from 
'addnew' during reassembly.

This issues is resolved in 15.2(4)EC2.

CSCux66005 Cisco IOS XE Software IP Fragment 
Reassembly Denial of Service 
Vulnerability.

This issues is resolved in 15.2(4)EC2.

CSCuy82078 Traceback seen at 
_be_l2tp_avp_proto_digest_decode.

This issues is resolved in 15.2(4)EC2.

CSCuz81292 IPv6 neighbor discovery packet 
processing behavior.

This issues is resolved in 15.2(4)EC2.
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Communications, Services, and Additional Information
The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of 
California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved. 
Copyright © 1981, Regents of the University of California. 

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS 
ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, 
EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A 
PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE 
PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR 
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING 
OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF 
THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses 
and phone numbers. Any examples, command display output, network topology diagrams, and other figures included in 
the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative 
content is unintentional and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version 
for the latest version.

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco website 
at www.cisco.com/go/offices.

Communications, Services, and Additional Information
 To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.

 To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.

 To submit a service request, visit Cisco Support.

 To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit Cisco 
Marketplace.

 To obtain general networking, training, and certification titles, visit Cisco Press.

 To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool
Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system that maintains 
a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides you with detailed defect 
information about your products and software.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this
URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1721R)

© 2016, 2021 Cisco Systems, Inc. All rights reserved.
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Cisco Bug Search Tool
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