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Access control lists

An access control list (ACL) is a security feature that

« filters network traffic based on a set of predefined rules,
» inspects packet header information such as source and destination addresses or protocols, and

* permits or denies traffic as it traverses network devices.

ACLs are applied to interfaces on routers and switches, either inbound or outbound, and processed sequentially.
They provide a granular way to manage network security, enforce policies, and prioritize traffic flow. They

* Allow only specific devices to access a server.
* Block certain applications or services from the internet.

* Permit only certain users to access sensitive resources.

MAC ACL

A MAC access control list (MAC ACL) is a network security mechanism that

* operates at Layer 2 of the OSI model,
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« filters traffic based on source and destination MAC addresses, and

» can specify rules using EtherType fields.

MAC ACLs are useful for classifying and controlling non-IP traffic and for granular hardware-level access
control. They can permit or deny access to specific network interface cards or devices regardless of IP
configuration. They

* Block non-IP protocol traffic from a given device.

* Permit only authorized devices based on MAC address.

IPvd ACL

An IPv4 access control list (IPv4 ACL) is a collection of rules that

« filters traffic based on Layer 3 and Layer 4 information,
* supports standard and extended filtering criteria, and

* controls access and security for IPv4 networks.

Standard IPv4 ACLs: Filter only by source IPv4 address.

Extended IPv4 ACLs: Filter by source and destination addresses, protocols, and ports.

IPv6 ACL

An IPv6 access control list (IPv6 ACL) is a security mechanism that

« filters traffic for IPv6 networks,
* leverages IPv6 address and header structure, and

« enforces security policies based on protocol, address, and port.

IPv6 ACLs accommodate the 128-bit address format, use extension headers, and handle multicast instead of
broadcast. They support stateless autoconfiguration and can filter based on both IPv6-specific and generic
criteria.

ACL traffic classification

An ACL used to classify traffic is a set of rules that

« identifies and categorizes network packets based on Layer 3 and Layer 4 attributes such as IP addresses,
protocols, and ports,

» enables traffic differentiation for security and policy enforcement, and
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Limitations and restrictions to configure ACL .

* supports applying specific controls or monitoring to matched traffic classes.

You can classify IP traffic by using IP standard or IP extended Access Control Lists (ACLs). You can classify
IP and non-IP traffic by using Layer 2 MAC ACLs.

* [Pv4 ACLs with range, It, gt, and neq operations on TCP or UDP source or destination ports are supported.
Each range rule consumes 2 port comparators. The number of port comparators used for each
port-comparison option is as follows:

» Range: Range of TCP/UDP ports—2
* LT: “Less than” port #—1

* GT: “Greater than” port #—1

* NEQ: “Not Equal to” port #—1

When ACL is applied to a Layer 2 interface that is a member of a VLAN, the Layer 2 (port) ACL takes
precedence over an input Layer 3 ACL on the VLAN interface or a VLAN map on the VLAN.

Limitations and restrictions to configure ACL
~

Note Port-based Access Control List (PACL) rules take priority over VLAN Access Control List (VACL) rules.

ACL supports:
» Egress ACL, L3 ACL, VACL, and port-channel ACL.

» Up to 3k ACL entries.
* Up to 256 ACEs per ACL, including implicit filters.

* Named or numbered ACLs for packet and route filters on interfaces.
ACL restrictions:

» ACL is not supported on Switch Virtual Interfaces (SVIs).

» ACL does not support:
* ACLs on L3 port-channels.

* Logging.

* Time-range based, object-group, and reflexive ACLs.

MAC ACL doesn't support logging.

IPv4 ACL
IPv4 ACL supports:
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* Port comparison actions LT, GT, and NEQ have limits. A total of 16 (8 comparators applied to TCP
traffic and 8 comparators applied to UDP traffic) of these types of port comparators are allowed globally
on the switch.

* Rate-limiter logging

IPv4 ACL does not support:
* TTL or IP options-based match.

IPv6 ACL

IPv6 ACL supports:
» ACE parameters such as Source address, Destination address, TCP ports, and UDP ports.

* Three implicit filters.
* Rate-limiter logging
IPv6 ACL does not support:
» Match on extension header, flow label, object group, or destination option.

* Configuration under VLAN.

Configure Layer 2 MAC

Define traffic control rules at Layer 2 based on device MAC addresses and EtherType.
Use MAC ACLs to control access for non-IP traffic or at a hardware level, regardless of device IP settings.
Before you begin

* Identify the MAC addresses and EtherType values to filter.

* Ensure you have administrative access to the network device.

Perform these steps to create a Layer 2 MAC ACL.

Procedure

Step 1 Use the enable command to enter privileged EXEC mode.

Example:

Switch> enable

Step 2 Use the configure terminal command to enter configuration mode on the device.

Example:

Switch# configure terminal

Step 3 Use the mac access-list extended command to define the ACL.
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Step 4
Step 5

Configure standard IP ACL .

Example:

Switch(config)# mac access-list extended acll

Specify permit or deny rules using source and destination MAC addresses, and optionally the EtherType.
Apply the MAC ACL to the appropriate Layer 2 interface (inbound or outbound).

Configure standard IP ACL

Filter IPv4 traffic using source addresses only.

Standard ACLs are simple and best used for broad filtering requirements.
Before you begin

Identify the source IPv4 addresses or networks you want to filter.

Perform these steps to create an IP standard ACL.

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Use the enable command to enter privileged EXEC mode.

Example:

Switch> enable

Use the configureterminal command to enter configuration mode on the device.

Example:

Switch# configure terminal

Use the access-list command to define each rule.

Example:
Switch(config)# access-list 10 permit 192.168.1.0 0.0.0.255

Use the deny and any keyword to deny any traffic from the specified source, host, or network.

Example:

Switch (config)# access-list 10 deny any

The syntax includes access-1ist [number] [permit|deny] [source] [source-wildcard])

Use the interface command to enter interface configuration mode for the desired interface to apply the ACL.

Example:
Switch (config) # interface GigabitEthernet0/1

Use the ip access-group command to specify the direction when applying an access control list (ACL) on an
interface

Example:

Switch(config-if)# ip access-group 10 in
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Step 6

The direction can be in - inbound or out - outbound traffic.

For Layer 2 interfaces on switches, only in is supported.

Use the end command to exit the configuration mode.

Example:
Switch (config-if)# end

Configure extended IP ACL

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Filter [Pv4 traffic using advanced criteria such as protocol, source/destination addresses, and ports.
Extended ACLs allow fine-grained control for complex security policies.

Before you begin

Identify source, destination IPs, protocols, and ports to filter.

Perform these steps to create an IP extended ACL.

Use the enable command to enter privileged EXEC mode.

Example:

Switch> enable

Use the configureterminal command to enter configuration mode on the device.
Example:

Switch# configure terminal

Use the access-list command to define each rule.

Example:
Switch (config)# access-list 101 permit tcp any host 192.168.1.10 eq 80

The syntax includes access-1ist [number] [permit|deny] [protocol] [source]
[source-wildcard] [destination] [destination-wildcard] [operator port]

Use the ip access-group command to specify the direction when applying an access control list (ACL) on an
interface

Example:

Switch (config-if)# ip access-group 10 in
The direction can be in - inbound or out - outbound traffic.

For Layer 2 interfaces on switches, only in is supported.

Use the end command to exit the configuration mode.
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Configure IPv6 inbound AcL [J|]

Example:

Switch (config-if)# end

Configure IPv6 inbound ACL

Configure ACL on IPv6 ingress traffic.

Procedure

Step 1

Step 2

Initial access and global configuration.

a)

b)

¢)

Use the enable command to enter privileged EXEC mode.

Example:
Switch> enable

Use the configure terminal command to enter global configuration mode.

Example:

Switch# configure terminal

Use the ipv6 unicast-routing command to enable IPv6 routing on the device.

Example:

Switch(config)# ipv6é unicast-routing

Defining the IPv6 Access List (IPV6-IN-SIMPLE)

a)

b)

¢)

d)

Use the ipv6 access-list IPV6-IN-SIMPLE command to create a named IPv6 access list called
"IPV6-IN-SIMPLE" and enters its configuration mode.

Example:

Switch (config)# ipv6é access-list IPV6-IN-SIMPLE

Use the deny icmp any any redirect command to add a rule to deny ICMP redirect messages from any
source to any destination.

Example:

Switch (config-ipvé-acl)# deny icmp any any redirect

Use the permit icmp any any command to add a rule to permit all other ICMP traffic from any source
to any destination.

Example:

Switch(config-ipvé-acl)# permit icmp any any redirect

Use the permit tcp 2001:DB8::/64 any eq 22 command to add a rule to permit TCP traffic from the
specified IPv6 subnet to any destination on port 22 (SSH).

Example:
Switch (config-ipv6-acl)# permit tcp 2001:DB8::/64 any eq 22
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Step 3

Step 4

e)

Use the deny ipv6 any any log command to add rule to deny all other IPv6 traffic from any source to
any destination, and log the denied packets.

Example:
Switch (config-ipvé-acl) # deny ipvé any any log
Use the exit commandto exit the IPv6 access list configuration mode.

Example:

Switch (config-ipvé-acl) # exit

Configure the interface.

a)

b)

Use the interface GigabitEthernet1/1 command to select the GigabitEthernetl/1 interface and enters its
configuration mode.

Example:

Switch(config) # interface GigabitEthernetl/1

Use the no switchport command to configure the interface as a routed port, disabling Layer 2 switching
functionality.

Example:

Switch(config-if)# no switchport

Use the ipv6 address 2001: DB8::/64 command to assign the IPv6 address 2001:db8:20::1 with a /64
prefix to the interface.

Example:
Switch (config-if)# ipvé address 2001:DB8::/64

Apply the ACL to the interface.

a)

b)

Use the ipv6 traffic-filter IPV6-1N-SIMPLE in command to apply the IPv6 access list IPV6-IN-SIMPLE
as an inbound filter on the interface.

Example:
Switch(config-if)# ipvé traffic-filter IPV6-IN-SIMPLE in
Use the end command to end all configuration modes and returns to privileged EXEC mode.

Example:
Switch (config-if)# end

Configure IPv6 outhbound ACL

Configure ACL on IPv6 egress traffic.

Procedure

Step 1

Initial access and global configuration.
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Step 2

Step 3

a)

b)

<)

Configure IPv6 outbound ACL .

Use the enable command to enter privileged EXEC mode.

Example:
Switch> enable

Use the configure terminal command to enter global configuration mode.

Example:

Switch# configure terminal
Use the ipv6 unicast-routing command to enable IPv6 routing on the device.

Example:

Switch(config)# ipv6é unicast-routing

Defining the IPv6 Access List (IPV6-IN-SIMPLE)

a)

b)

¢)

d)

Use the ipv6 access-list IPV6-OUT-SIM PLE command to create a named IPv6 access list called
IPV6-OUT-SIMPLE and enters its configuration mode.

Example:
Switch(config)# ipv6é access-list IPV6-OUT-SIMPLE

Use the deny icmp any any redirect command to add a rule to deny ICMP redirect messages from any
source to any destination.

Example:

Switch(config-ipvé-acl) # deny icmp any any redirect

Use the permit icmp any any command to add a rule to permit all other ICMP traffic from any source
to any destination.

Example:

Switch (config-ipvé6-acl)# permit icmp any any redirect

Use the permit tcp 2001: DB8::/64 any eq 22 command to add a rule to permit TCP traffic from the
specified IPv6 subnet to any destination on port 22 (SSH).

Example:

Switch (config-ipvé6-acl)# permit tcp 2001:DB8::/64 any eq 22

Use the deny ipv6 any any log command to add rule to deny all other IPv6 traffic from any source to
any destination, and log the denied packets.

Example:
Switch (config-ipvé-acl) # deny ipvé any any log
Use the exit command to exit the IPv6 access list configuration mode.

Example:
Switch (config-ipvé-acl) # exit

Configure the interface.

a)

Use the interface GigabitEthernet1/2 command to select the GigabitEthernet1/2 interface and enters its
configuration mode.

Example:
Switch (config) # interface GigabitEthernetl/2
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. Configure IPv6 outbound ACL

Step 4

b) Use the no switchport command to configure the interface as a routed port, disabling Layer 2 switching

<)

functionality.
Example:

Switch(config-if)# no switchport

Use the ipv6 address 2001: DB8::/64 command to assign the IPv6 address 2001:db8:20::1 with a /64
prefix to the interface.

Example:
Switch (config-if)# ipvé address 2001:DB8::/64

Apply the ACL to the interface.

a)

b)

Use the ipv6 traffic-filter IPV6-OUT-SIM PLE out command to apply the IPv6 access list
IPV6-OUT-SIMPLE as an outbound filter on the interface.

Example:

Switch (config-if)# ipv6é traffic-filter IPV6-OUT-SIMPLE out

Use the end command to end all configuration modes and returns to privileged EXEC mode.

Example:
Switch(config-if)# end
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