New Features for Cisco Catalyst IE and ESS
Switches in Cisco 10S XE 17.1.1

The following features apply to both the IE3x00 and ESS3300 switches unless specifically mentioned.

Feature Name License Level Description, and Documentation
Link Information

EIGRP Network Advantage Enhanced Interior Gateway Routing
(13300 and €340 only) Protocol (EIGRP) is. an interior

gateway protocol suited for many
different topologies and media. In
a well designed network, EIGRP
scales well and provides extremely
quick convergence times with
minimal network traffic.

Layer 3 Multicast support (ie3300 | Network Essentials IP multicast is a
and 1e3400 only) bandwidth-conserving technology
that reduces traffic by

simultaneously delivering a single
stream of information to potentially
thousands of corporate recipients
and homes. Applications that take
advantage of multicast include
video conferencing, corporate
communications, distance learning,
and distribution of software, stock
quotes, and news.

This release adds Multicast support
over Layer 3 interfaces.

PAgP Port channel support Network Essentials The Port Aggregation Protocol
(PAgP) is a Cisco-proprietary
protocol that can be run only on
Cisco switches and on those
switches licensed by vendors to
support PAgP.
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Profinet Support - (Not supported | Network Essentials PROFINET is the PROFIBUS

on the ESS3300) International (PI) open Industrial
Ethernet Standard that uses TCP/IP
and IT standards for automation
control. PROFINET is particularly
useful for industrial automation
systems and process control
networks, in which motion control
and precision control of
instrumentation and test equipment
are important. It emphasizes data
exchange and defines
communication paths to meet speed

requirements.
PROFINET-MRP- (Not supported | Network Essentials After activating the license, you can
on the ESS3300) push PROFINET MRP

configuration to the Cisco switch
using Siemens TIA or STEP7.
PROFINET MRP is enabled by
default on the switch when MRM
or MRC licenses are enabled.

Routing Protocol support (Ipv4 and | Network Advantage This module provides a technical
Ipv6) - ISIS (ie3300 and ie3400 overview of the Integrated
only) Intermediate

System-to-Intermediate System
(IS-IS) routing protocol. IS-IS is a
link-state Interior Gateway Protocol
(IGP). Link-state protocols are
characterized by the propagation of
the information required to build a
complete network connectivity map
on each participating device. That
map is then used to calculate the
shortest path to destinations.

IP Routing: 1SIS Configuration
Guide
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Support for the gigabit Cisco IE3400H products support both | The Cisco® Catalyst® IE3400
Catalyst IE3400 Heavy Duty Series | Network Essential or Network Heavy Duty Series is Cisco’s
(PIDS IE-3400H-8T, Advantage License levels next-generation, IP67-rated
IE-3400H-16T, and IE-3400H-24T) | depending upon feature set. switching platform designed to
Switch provide enhanced network-based

security, segmentation, and
visibility in the most demanding
industrial environments. The
Cisco® Catalyst® IE3400 Heavy
Duty Series switches extend the
power of intent-based networking
to the harshest Internet of Things
(IoT) edge.

Netconf support for Netflow Network Essentials This release will have following
new addition in NetFlow feature.

1. New match key fields “input
interface”

2. New non-key collect field
“output interface”

3. Programmability support for
NetFlow, this will support yang
model
“Clisco-lOSXE-flow-monitor-operyang
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Serviceability Features Network Essentials Serviceability CLIs are added for
many new features to enable
customer/TAC engineers to collect
debug information in a simple and
PRP (Not supported on easier way. Please note that, MRP
ESS3300, IE3xOO Advances needs a feature license activated to
SKUs only) work.

* MRP (Not supported on
ESS3300)

PTP (Not supported on
ESS3300)

CTS (Not supported on
ESS3300)

Netflow

CIP (Not supported on
ESS3300)

L2NAT (Not supported on
ESS3300, or IE3200)

REP (Supported on ESS3300
since 16.12)

Radio active tracing for
IGMP/MLD features

BGP (ie3300 and 1€3400 only, not | Network Advantage Border Gateway Protocol (BGP) is
supported on ESS3300) an interdomain routing protocol
designed to provide loop-free
routing between separate routing
domains that contain independent
routing policies (autonomous
systems).

RIP Network Advantage RIP is a commonly used routing
protocol in small to medium
TCP/IP networks. Routing
Information Protocol (RIP) is a
stable protocol that uses a
distance-vector algorithm to
calculate routes.

HTTP over IPv6 Network Essentials The HTTP client sends requests to
both IPv4 and IPv6 HTTP servers,
which respond to requests from
both IPv4 and IPv6 HTTP clients.
URLs with literal IPv6 addresses
must be specified in hexadecimal
using 16-bit values between colons.
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Host Support IPv6

Network Essentials

https://www.cisco.com/c/en/us/td/
docs/ios-xml/ios/ipv6_nman/
configuration/xe-3s/
ip6n-xe-3s-book/ip6-snmp.html

SNMP over IPv6

Network Essentials

https://www.cisco.com/c/en/us/td/
docs/ios-xml/ios/ipv6_nman/
configuration/xe-3s/
ip6n-xe-3s-book/ip6-snmp.html

Syslog over IPv6

Network Essentials

https://www.cisco.com/c/en/us/td/
docs/ios-xml/ios/ipv6_nman/
configuration/xe-3s/
ip6n-xe-3s-book/ip6-snmp.html

DHCPvV6 bulk lease query

Network Essentials

https://www.cisco.com/c/en/us/td/
docs/ios-xml/ios/ipaddr_dhcp/
configuration/xe-16/
dhcp-xe-16-book/
ip6-dhep-stateless-auto.html

DHCPV6 relay source

Network Essentials

https://www.cisco.com/c/en/us/td/
docs/ios-xml/ios/ipaddr_dhcp/
configuration/xe-16/
dhcp-xe-16-book/
ip6-dhep-stateless-auto.html

Entity sensor MIB

Network Essentials

https://mibs.cloudapps.cisco.com/
ITDIT/MIBS/servlet/index

IP-MIB and IP-Forward MIB

Network Essentials

https://mibs.cloudapps.cisco.com/
ITDIT/MIBS/servlet/index

SCP/SSH, Radius, TACACS+,

Network Essentials

https://www.cisco.com/c/en/us/

NTP over IPv6 support/docs/ip/access-lists/
13608-21.html
DHCP based Auto Config Network Essentials https://www.cisco.com/c/en/us/td/

docs/ios-xml/ios/ipaddr_dhcp/
configuration/xe-3s/
dhcp-xe-3s-book/
config-dhep-server-xe.html

IPv6 ND cache expire

Network Essentials

https://www.cisco.com/c/en/us/td/
docs/ios-xml/ios/ipv6_nman/
configuration/xe-3s/
ipbn-xe-3s-book/ip6-snmp.html

[Pv6 DNS Transport

Network Essentials

https://www.cisco.com/c/en/us/td/
docs/ios-xml/ios/ipv6_nman/
configuration/xe-3s/
ipbn-xe-3s-book/ip6-snmp.html
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IPv6 support for TFTP Network Essentials https://www.cisco.com/c/en/us/td/
docs/ios-xml/ios/ipv6_nman/
configuration/xe-3s/
ip6n-xe-3s-book/ip6-snmp.html

IPv6 Stateless Auto Config Network Essentials https://www.cisco.com/c/en/us/td/
docs/ios-xml/ios/ipv6_nman/
configuration/xe-3s/
ipbn-xe-3s-book/ip6-snmp.html

DHCP snooping ASCII circuit ID | Network Essentials https://www.cisco.com/c/en/us/td/
docs/ios-xml/ios/ipaddr_dhcp/
configuration/xe-3s/
dhcp-xe-3s-book/
config-dhep-server-xe.html

3DES and AES support with Network Essentials https://www.cisco.com/c/en/us/td/
SNMPv3 docs/ios-xml/ios/snmp/
configuration/xe-3se/3850/
snmp-xe-3se-3850-book/
nm-snmp-encrypt-snmp-support.html
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