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Preface

Audience
This guide is for the networking professional managing the IE 3010 switch. Before using this guide, you 
should have experience working with the Cisco IOS software and be familiar with the concepts and 
terminology of Ethernet and local area networking.

Purpose
This guide provides the information that you need to configure Cisco IOS software features on your 
switch. This guide provides procedures for using the commands that have been created or changed for 
use with the switch. It does not provide detailed information about these commands. For detailed 
information about these commands, see the IE 3010 Switch Command Reference for this release. For 
information about the standard Cisco IOS Release 12.2 commands, see the Cisco IOS documentation set 
available from the Cisco.com home page at Documentation > Cisco IOS Software.

This guide does not provide detailed information on the graphical user interfaces (GUIs) for the 
embedded device manager. However, the concepts in this guide are applicable to the GUI user. For 
information about the device manager, see the switch online help.

This guide does not describe system messages you might encounter or how to install your switch. For 
more information, see the IE 3010 Switch System Message Guide for this release and the IE 3010 Switch 
Hardware Installation Guide.

For documentation updates, see the release notes for this release.

Conventions
This publication uses these conventions to convey instructions and information:

Command descriptions use these conventions:

• Commands and keywords are in boldface text. 

• Arguments for which you supply values are in italic .

• Square brackets ([ ]) mean optional elements.

• Braces ({ }) group required choices, and vertical bars ( | ) separate the alternative elements.

• Braces and vertical bars within square brackets ([{ | }]) mean a required choice within an optional 
element.
xlv
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Interactive examples use these conventions:

• Terminal sessions and system displays are in screen  font.

• Information you enter is in boldface screen  font.

• Nonprinting characters, such as passwords or tabs, are in angle brackets (< >).

Notes, cautions, and timesavers use these conventions and symbols:

Note Means reader take note. Notes contain helpful suggestions or references to materials not contained in 
this manual.

Caution Means reader be careful. In this situation, you might do something that could result in equipment 
damage or loss of data.

Related Publications
These documents provide complete information about the switch and are available from this Cisco.com 
site:

http://www.cisco.com/en/US/products/ps11245/tsd_products_support_series_home.html

Note Before installing, configuring, or upgrading the switch, see these documents:

• For initial configuration information, see the “Using Express Setup” section in the getting started 
guide or the “Configuring the Switch with the CLI-Based Setup Program” appendix in the hardware 
installation guide. 

• For device manager requirements, see the “System Requirements” section in the release notes (not 
orderable but available on Cisco.com).

• For upgrading information, see the “Downloading Software” section in the release notes. 

See these documents for other information about the switch:

• Release Notes for the Cisco IE 3010 Switch

• Cisco IE 3010 Switch Software Configuration Guide

• Cisco IE 3010 Switch Command Reference

• Cisco IE 3010 Switch System Message Guide

• Device manager online help (available on the switch)

• Cisco IE 3010 Switch Hardware Installation Guide 

• Cisco IE 3010 Switch Getting Started Guide

• Regulatory Compliance and Safety Information for the Cisco IE 3010 Switch 

• Cisco Small Form-Factor Pluggable Modules Installation Notes

• For more information about the Network Admission Control (NAC) features, see the Network 
Admission Control Software Configuration Guide 
xlvi
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• These compatibility matrix documents are available from this Cisco.com site:

http://www.cisco.com/en/US/products/hw/modules/ps5455/products_device_support_tables_list.html

– Cisco Gigabit Ethernet Transceiver Modules Compatibility Matrix 

Obtaining Documentation, Obtaining Support, and Security 
Guidelines

For information on obtaining documentation, submitting a service request, and gathering additional 
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free 
service and Cisco currently supports RSS version 2.0. 
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C H A P T E R 1

Overview

This chapter provides these topics about the IE 3010 switch software:

• Features, page 1-1

• Default Settings After Initial Switch Configuration, page 1-13

• Network Configuration Examples, page 1-16

• Where to Go Next, page 1-17

In this document, IP refers to IP Version 4 (IPv4) unless there is a specific reference to IP Version 6 
(IPv6). 

Features
The switch ships with the LAN base image that supports basic Layer 2 intelligent features, such as access 
control lists (ACLs) and quality of service (QoS).

• The IP services image includes all Layer 2+ features plus full Layer 3 routing (IP unicast routing, 
IP multicast routing, and fallback bridging). 

Note If you download the IP services image and plan to use Layer 3 functionality, you must use the 
routing Switch Database Management (SDM) template. You can display the currently-active 
template by entering the show sdm prefer command, and you can change the SDM template to 
the routing template if necessary by entering the sdm prefer routing global configuration 
command. You will be prompted to reload the switch to activate the new template.

Some features described in this chapter are available only on the cryptographic (supports encryption) 
version of the software. You must obtain authorization to use this feature and to download the 
cryptographic version of the software from Cisco.com. For more information, see the release notes for 
this release.

• Ease-of-Deployment and Ease-of-Use Features, page 1-2

• Performance Features, page 1-2

• Management Options, page 1-3

• Manageability Features, page 1-4 

• Availability and Redundancy Features, page 1-5

• VLAN Features, page 1-6
1-1
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Features
• Security Features, page 1-7 

• QoS and CoS Features, page 1-10

• Layer 3 Features, page 1-11 (includes features requiring the IP services image)

• Monitoring Features, page 1-12

Ease-of-Deployment and Ease-of-Use Features
• Express Setup for quickly configuring a switch for the first time with basic IP information, contact 

information, switch and Telnet passwords, and Simple Network Management Protocol (SNMP) 
information through a browser-based program. For more information about Express Setup, see the 
getting started guide.

• User-defined and Cisco-default Smartports macros for creating custom switch configurations for 
simplified deployment across the network.

• An embedded device manager GUI for configuring and monitoring a single switch through a web 
browser. For information about launching the device manager, see the getting started guide. For more 
information about the device manager, see the switch online help.

• Switch clustering technology for

– Unified configuration, monitoring, authentication, and software upgrade of multiple, 
cluster-capable switches, regardless of their geographic proximity and interconnection media, 
including Ethernet, Fast Ethernet, Fast EtherChannel, small form-factor pluggable (SFP) 
modules, Gigabit Ethernet, and Gigabit EtherChannel connections. For a list of cluster-capable 
switches, see the release notes.

– Automatic discovery of candidate switches and creation of clusters of up to 16 switches that can 
be managed through a single IP address.

– Extended discovery of cluster candidates that are not directly connected to the command switch.

• Call Home to provide e-mail-based and web-based notification of critical system events. Users with 
a service contract directly with Cisco Systems can register Call Home devices for the Cisco Smart 
Call Home service that generates automatic service requests with the Cisco TAC.

Performance Features
• Autosensing of port speed and autonegotiation of duplex mode on all switch ports for optimizing 

bandwidth

• Automatic-medium-dependent interface crossover (auto-MDIX) capability on 10/100/1000 Mb/s 
interfaces and on 10/100/1000 BASE-TX SFP module interfaces that enables the interface to 
automatically detect the required cable connection type (straight-through or crossover) and to 
configure the connection appropriately

• Support for up to 1546 bytes routed frames, up to 9000 bytes for frames that are bridged in hardware, 
and up to 2000 bytes for frames that are bridged by software 

• IEEE 802.3x flow control on all ports (the switch does not send pause frames)

• EtherChannel for enhanced fault tolerance and for providing up to 8 Gb/s (Gigabit EtherChannel) 
or 800 Mb/s (Fast EtherChannel) full-duplex bandwidth among switches, routers, and servers 
1-2
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