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            Configuring the MAC Address Table

            
               The MAC address table contains address information that the device uses to forward traffic between ports. The address table
                  lists the destination MAC address, the associated VLAN ID, and port number associated with the address and the type (static
                  or dynamic). When a packet enters the device the device looks up the MAC address table for the destination MAC address and
                  the VLAN ID of the packet. If the address is found the device forwards the packet to the specified ports. If the address is
                  not found the device boradcasts the packet in the VLAN.
               

               The system is able to learn MAC addresses. If the MAC address of a received packet does not exist in the MAC address table,
                  the system will add the source MAC address, VLAN ID, and port number of the received packet as a new entry to the MAC address
                  table.
               

                You can also manually configure the MAC address entris. You can configure the MAC address table based on the actual network
                  condition, that is, the administrator can add or modify static entries, permanent entries, blackhole entries, dynamic entries.
               

               You can configure the MAC address aging function to remove the MAC address after a specified time. If a device does not send
                  any packets for a certain period of time, the system deletes the MAC address entries associated with the device. MAC address
                  aging can be used only on learned MAC addresses or dynamic MAC addresses.
               

            

         
      

   
      
         
            How to Configure MAC Address Table

            

            
            
               
                  	Configuring Aging Time for MAC Address Table

                  	Adding MAC addresses manually to the MAC address table

                  	Adding a Blackhole MAC Address

                  	Disabling MAC Address Learning

                  	Quantity Limitation on MAC Address Table

               

            
            
         
      

   
      
         
            Configuring Aging Time for MAC Address Table

            
               
                  
                  To configure the Aging Time for MAC Address Table, perform this procedure:

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode.

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           mac-address-table age-time { seconds| disable}  

                           
                              
                                 Example:

                              

                              Device#mac-address-table age-time 120 

                              

                           
                              
                              Assigns an aging time to the MAC address table, in seconds. The disbale keyword implies that the MAC address will not be aged.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           show mac-address-table age-time 

                           
                              
                                 Example:

                              

                              Device#show mac-address-table age-time

                              

                           
                              
                              Displays the Aging Time of the MAC address.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Adding MAC addresses manually to the MAC address table

            
               
                  
                  The MAC address table is dynamically populated, but you can also add MAC addresses to the table manually. To add a MAC address
                     to the MAC table manually, perform this procedure:
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode.  Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           mac-address-table { static| permanent| dynamic}  mac-address interface ethernet interface-number vlan vlan-id 

                           
                              
                                 Example:

                              

                              Device(config)# mac address-table static 0050.3e8d.6400 vlan 3 interface ethernet 1/4

                              

                           
                              
                              Adds a MAC address manually to the MAC address table.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           end 

                           
                              
                                 Example:

                              

                              Device(config-if)# end

                              

                           
                              
                              Returns to privileged EXEC mode.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           show mac-address-table { static| permanent| dynamic}  blackhole vlan vlan-id interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device# show mac address-table static 0050.3e8d.6400 vlan 3 interface ethernet 1/4

                              

                           
                              
                              Displays the MAC address table.

                              
                              
                                 
                                    	
                                       Note

                                    
                                    	
                                       
                                          
                                          Static MAC addresses are not aged. Permanent MAC addresses are aged, if the configuration is saved the entries will exist
                                             even after the device is powered down. Dynamic MAC addresses are aged.
                                          

                                          
                                       

                                    
                                 

                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Adding a Blackhole MAC Address

            
               
                  
                  To prevent an untrusted user from using a MAC address to attack a device or a network, you can configure the MAC address of
                     the untrusted user as a Blackhole MAC address. Any packets with the source or destination being the Blackhole MAC address
                     are then dropped by the device. To configure a MAC address as a Blackhome MAC address, perform this procedure:
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           mac-address-table blackhole mac-address vlan vlan-id 

                           
                              
                                 Example:

                              

                              Device(config)# mac-address-table blackhole 0005-0005-0005 vlan 1

                              

                           Adds the MAC address as a blackhole MAC address.

                        
                     

                  
               

               

            

         
      

   
      
         
            Disabling MAC Address Learning

            
               
                  
                  You can enable or diable dynamic MAC Address Learning. Dynamic MAC address learning is enabled by default. To disable dynamic
                     MAC Address Learning, perform this procedure:
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              When MAC Address Learning is disabled under global configuration mode, all the ports cannot learn MAC addresses dynamically.
                                 If you wish to disable MAC Address Learning only on some ports,  enable MAC address learning under global configuration mode
                                 and disable MAC address learning on the specific ports.
                              

                              
                           

                        
                     

                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/4

                              

                           
                              
                              Enters interface configuration mode.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           no mac-address-table learning 

                           
                              
                                 Example:

                              

                              Device(config-if)# no mac-address-learning

                              

                           
                              
                              Disables dynamic MAC Address Learning.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           end 

                           
                              
                                 Example:

                              

                              Device(config-if)# end

                              

                           
                              
                              Returns to privileged EXEC mode.

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           show mac-address learning interface interface-number 

                           
                              
                                 Example:

                              

                              Device# show mac-address learning interface ethernet 1/4

                              

                        
                     

                  
               

               

            

         
      

   
      
         
            Quantity Limitation on MAC Address Table

            
               
                  
                  You can configure the maximum number of MAC addresses that will be learnt by the MAC Address Table on a port. By default,
                     the number of MAC addresses that are dynamically learnt by the MAC Address Table are unlimited. To configure a maximum number
                     for the dynamic MAC addresses learnt by the table, perform this procedure:  
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/4

                              

                           
                              
                              Enters interface configuration mode.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           mac-address-table max-mac-count integer 

                           
                              
                                 Example:

                              

                              Device(config)# mac-address-table max-mac-count 500

                              

                           
                              
                              Enables a limit on the number of dynamically learnt MAC addresses added to the table. It is effective on the specified port.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           end 

                           
                              
                                 Example:

                              

                              Device(config)# end

                              

                           
                              
                              Returns to privileged EXEC mode.

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           show mac-address max-mac-count interface  interface-number

                           
                              
                                 Example:

                              

                              Device# show mac-address max-mac-count interface ethernet 1/4

                              

                        
                     

                  
               

               

            

         
      

   
      
         
            Chapter 2. Configuring DLF Forwarding
            

            

            
            
               
                  	Information About Destination Lookup Failure Forwarding

                  	Configuring DLF Forwarding control

                  	Example: Configuring DLF Forwarding

               

            
            
         
      

   
      
         
            Information About Destination Lookup Failure Forwarding

            
               When a packet arrives at the device and the device doesn't have an entry for the destination MAC
                  address in its MAC address table, the packet is classified as a Destination Lookup
                  Failure (DLF). The DLF frame is flooded to all the ports except the one from which it
                  was received. A host in the network responds to the frame. A corresponding forwarding
                  MAC address table entry is created for the host.
               

               Unknown packets are classified into unknown unicast packets and unknown multicast packets. Unknown unicast packets are packets
                  that can't find the destination MAC addresses in the MAC table. Unknown multicast packets are packets that can't find the
                  destination MAC addresses of the multicast packets in the multicast MAC table.
               

               You can disable or enable DLF forwarding at a global configuration level or an interface
                  configuration level. DLF Forwarding is enabled by default.
               

            

         
      

   
      
         
            Configuring DLF Forwarding control

            
               You can configure DLF Forwarding at the global or interface configuration levels. The following topics show you how to configure
                  DLF Forwarding control.
               

            

            
            
               
                  	Configuring DLF Forwarding in Global Configuration Mode

                  	Configuring DLF Forwarding in Interface Configuration Mode

               

            
            
         
      

   
      
         
            Configuring DLF Forwarding in Global Configuration Mode

            
               
                  
                  If you enable DLF forwarding at global configuration level, DLF Forwarding is enabled
                     on egress packets of all ports. DLF forwarding is enabled by default. To disable or
                     enable DLF Forwarding, perform this procedure:
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           dlf-forward unicast 

                           
                              
                                 Example:

                              

                              Device(config)# dlf-forward unicast

                              

                           
                              
                              Enables the forwarding function for DLF unicast packets. DLF Forwarding is
                                 enabled by default. To disable it, use the no form of the command.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           dlf-forward multicast 

                           
                              
                                 Example:

                              

                              Device(config)# dlf-forward multicast

                              

                           
                              
                              Enables the forwarding function for DLF multicast packets. DLF Forwarding is
                                 enabled by default. To disable it, use the no form of the command.
                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring DLF Forwarding in Interface Configuration Mode

            
               
                  
                  If you enable DLF forwarding at interface configuration level, DLF Forwarding will be
                     enabled on egress packets of the specified port. DLF forwarding is enabled by
                     default. To disable or enable DLF Forwarding, perform this procedure:
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/4

                              

                           
                              
                              Enters interface configuration mode.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           dlf-forward unicast 

                           
                              
                                 Example:

                              

                              Device(config-if)# dlf-forward unicast

                              

                           
                              
                              Enables the forwarding function for DLF unicast packets. DLF Forwarding is
                                 enabled by default. To disable it use the no form of the command.
                              

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           dlf-forward multicast 

                           
                              
                                 Example:

                              

                              Device(config-if)# dlf-forward multicast

                              

                           
                              
                              Enables the forwarding function for DLF multicast packets. DLF Forwarding is
                                 enabled by default. To disable it use the no form of the command.
                              

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           end 

                           
                              
                                 Example:

                              

                              Device(config-if)# end

                              

                           
                              
                              Returns to privileged EXEC mode.

                              
                           

                        
                     

                     
                        	Step 7
                        	
                           show dlf-forward interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device# show dlf-forward interface ethernet 1/4

                              

                           
                              
                              Displays the DLF Forwarding configuration for the port.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Example: Configuring DLF Forwarding

            
               
                  
                  
                  The following example shows how to disable DLF forwarding for unicast packets on a port:

                  Device> enable
Device# configure terminal
Device(config)# interface ethernet 1/2
Device(config-if)# no dlf-forward unicast

                  

               
                  
                  
                  The following example shows how to display the DLF Forwarding configuration on Port 2:

                  Device(config)# show dlf-forward interface ethernet 1/2
Forwarding unknown unicast packets global status:  enable
Forwarding unknown multicast packets global status:  enable
Port        Forwarding Unknown Unicast      Forwarding Unknown Multicast
e1/1      disable                         enable


                  

            

         
      

   
      
         
            Chapter 3. Configuring Port Mirroring
            

            

            
            
               
                  	Information About Port Mirroring

                  	How to Configure Port Mirroring

                  	Configuration Example for Port Mirroring

               

            
            
         
      

   
      
         
            Information About Port Mirroring

            
               You can copy the packets received or sent on a specified port to a mirroring destination port. This is called port mirroring.
                  Normally, the destination port is connected to the data detection device. You can analyze the mirrored packets and troubleshoot
                  faults.
               

               A switch supports one-to-one and many-to-one mirroring. Many-to-one mirroring supports multiple mirroring sources but only
                  one destination port.
               

               
                  
                     	
                        Note

                     
                     	
                        
                           
                           A port configured as a mirroring destination port cannot be used as a normal service port.

                           
                        

                     
                  

               

            

         
      

   
      
         
            How to Configure Port Mirroring

            
               The following task provides information about Configuring Port Mirroring:

            

            
            
               
                  	Configuring Port Mirroring

               

            
            
         
      

   
      
         
            Configuring Port Mirroring

            
               
                  
                  To configure port mirroring on a device, perform this procedure.

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           
                                 mirror
                                 source-interface
                                 { 
                                 ethernet
                                 slot/port
                                 | 
                                 cpu
                                 | 
                                 GPON
                                 slot/port
                                 } 
                                 { 
                                 ingress
                                 | 
                                 egress
                                 | 
                                 both
                                 }  

                           
                              
                                 Example:

                              

                              Device(config)#mirror source-interface ethernet1/1 both 

                              

                           
                              
                              Configures the mirrored source, which is the port from which the packets are copied. You can configure multiple mirrored sources.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           
                                 mirror
                                 destination-interface
                                 { 
                                 ethernet
                                 slot/port
                                 | 
                                 gpon
                                 slot/port
                                 } 
                                 

                           
                              
                                 Example:

                              

                              Device(config)#mirror destination-interface ethernet2/1 

                              

                           
                              
                              Configures the destination port for mirroring, which is the port to which the packets are copied. You can specify only one
                                 mirroring destination port.
                              

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           show
                                 mirror 

                           
                              
                                 Example:

                              

                              Device(config)#show mirror

                              

                           
                              
                              (Optional) Displays the mirroring groups.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuration Example for Port Mirroring

            
               
                  
                  The following example shows how you can configure mirroring to copy packets from a CPU, e1/1, e1/2 ports to port e1/4:

                  Device#configure terminal
Device(config)#mirror source-interface cpu both
Device(config)#mirror source-interface ethernet 1/1 both
Device(config)#mirror source-interface ethernet 1/2 both
Device(config)#mirror destination-interface ethernet 1/4


                  Device(config)#show mirror
Information about mirror port(s)
The monitor port            : e1/4
The mirrored egress ports   : cpu,e1/1-e1/2.
The mirrored ingress ports  : cpu,e1/1-e1/2.

The packet of CPU, e1/1, e1/2 can be mirrored to port e1/4.
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            Information About Spanning Tree Protocol

            
               The following sections provide information about spanning tree protocol (STP), about BPDU, about RSTP and configuring STP.

            

            
            
               
                  	About Spanning Tree Protocol

                  	About Bridge Protocol Data Unit

                  	About RSTP

                  	Configuring STP

               

            
            
         
      

   
      
         
            About Spanning Tree Protocol

            
               Spanning Tree Protocol (STP) is a Layer 2 link management protocol that provides path redundancy while preventing loops in
                  the network. For a Layer 2 Ethernet network to function properly, only one active path can exist between any two stations.
                  Multiple active paths among end stations cause loops in the network. If a loop exists in the network, end stations might receive
                  duplicate messages. Devices might also learn end-station MAC addresses on multiple Layer 2 interfaces. These conditions result
                  in an unstable network. Spanning-tree operation is transparent to end stations, which cannot detect whether they are connected
                  to a single LAN segment or a switched LAN of multiple segments. 
               

               The STP uses a spanning-tree algorithm to select one device of a redundantly connected network as the root of the spanning
                  tree. The algorithm calculates the best loop-free path through a switched Layer 2 network by assigning a role to each port
                  based on the role of the port in the active topology:
               

               
                  	
                     
                      Root—A forwarding port elected for the spanning-tree topology

                     
                  

                  	
                     
                      Designated—A forwarding port elected for every switched LAN segment

                     
                  

                  	
                     
                      Alternate—A blocked port providing an alternate path to the root bridge in the spanning tree

                     
                  

                  	
                     
                      Backup—A blocked port in a loopback configuration

                     
                  

               

               The device that has all its ports as the designated role or as the backup role is the root device. The device that has at
                  least one of its ports in the designated role is called the designated device. 
               

               Spanning tree forces redundant data paths into a standby (blocked) state. If a network segment in the spanning tree fails
                  and a redundant path exists, the spanning-tree algorithm recalculates the spanning-tree topology and activates the standby
                  path.
               

            

         
      

   
      
         
            About Bridge Protocol Data Unit

            
                Devices send and receive spanning-tree frames, called bridge protocol data units (BPDUs), at regular intervals. The devices
                  do not forward these frames but use them to construct a loop-free path. BPDUs contain information about the sending device
                  and its ports, including device and MAC addresses, device priority, port priority, and path cost. Spanning tree uses this
                  information to elect the root device and root port for the switched network and the root port and designated port for each
                  switched segment. 
               

            

         
      

   
      
         
            About RSTP

            
               Rapid Spanning Tree Protocol (RSTP) is an optimized version of the STP protocol. In RSTP the delay of entering the forwarding
                  state is reduced when a port is selected as a root port and a designated port. This provides rapid convergence for the network
                  to reach the topology stability.
               

               The following lists the conditions under which RSTP works on ports.

               
                  	
                     
                     Rapid convergence of the port state of the root port occurs when the previous root port on the device has stopped forwarding
                        data and the upstream port has started forwarding data. 
                     

                     
                  

                  	
                     
                     Rapid convergence of the port state of the designated port occurs when the designated port either is an edge port or connected
                        to a point-to-point link. 
                     

                     
                     If the designated port is an edge port, then the designated port can directly forward data. 

                     
                     If the designated port is connected with a point-to-point link, the device can forward data only after receiving the handshake
                        from the downstream device.
                     

                     
                  

               

               Although RSTP can provide rapid convergence, compared to a STP it has certain limitations which are as follows.

               
                  	
                     
                     All bridges in a LAN share the same spanning tree.

                     
                     VLAN based redundant links cannot be blocked.

                     
                     All VLAN messages are forwarded along a spanning tree.

                     
                  

               

            

         
      

   
      
         
            Configuring STP

            
               To configure STP on a device, you need to perform the following configurations.

               
                  	
                     
                     Enable the STP. By default, all ports are included in the spanning tree topology. To disable spanning tree on a port, use
                        the no spanning-tree  command in configuration mode. After the spanning tree is enabled globally, RSTP is selected by default. 
                     

                     
                  

                  	
                     
                     Configure time parameters. The device has the following three time parameters 

                     
                     
                        	
                           
                           Forward delay:

                           
                           The default is 15 seconds. If the forward delay value is too small, a temporary redundant path is introduced. If the forward
                              delay value is too big, the network does not resume communication for a long time. The range is 4-30 seconds. 
                           

                           
                           The forward delay value must be greater than or equal to hello time interval.

                           
                        

                        	
                           
                           Hello Time: 

                           
                           The default value is 2 seconds. A long Hello time value causes the bridge to consider a link failure and recalculate the spanning
                              tree topology due to link message loss. A short Hello time value causes the bridge to constantly send configuration information
                              which increases the internet and CPU load. The range is 1-10.
                           

                           
                           The Hello time value must be less than or equal to forward delay value

                           
                        

                        	
                           
                           Max Age: 

                           
                           Max Age sets the maximum time interval for an STP message. If the time interval times out, the message is discarded. The Max
                              Age time interval depends on the network diameter of the switching network. The default is 20 seconds. If the interval is
                              too small, spanning tree calculation occurs more frequently and network congestion may be mistaken for network link failure.
                              If the interval is too large, the network is not able to detect link failure. The Max Age interval ranges from 6-40. 
                           

                           
                        

                     

                     
                     Configure these three parameters on the switch for STP or  RSTP calculation.

                     
                  

                  	
                     
                     Configure path cost of a port. Configuring path cost of a port allows the port to easily become a root port or a designated
                        port. The path cost of a port is dependent on the port speed. The higher the port speed, the smaller is the path cost of the
                        port. STP automatically converts the port speed into the corresponding path cost.
                     

                     
                     Configuring the path cost of an Ethernet port will cause the spanning tree recalculations. The path cost range of a port is
                        from 1 to 65,535. It is recommended to use the default value. The STP protocol calculates the path cost of the current port.
                        By default, the path cost is determined from the speed of a specific port. The default value changes based on the port speed.
                        For example, if the port speed is 10M, then the default value is 20,00,000, if the port speed is 100M, then the default value
                        is 200,000 and if the port speed is 1000M the default value is 20,000. If the port speed is not available, then the path cost
                        is set to 200,000 by default.
                     

                     
                  

                  	
                     
                     Configure port priority. Configuring the priority of a port, allows the port to become a root port. The lower the priority
                        value is, the higher is the priority of the port. Changing the priority of an Ethernet port each time will cause the spanning
                        tree recalculations. The priority values range from 0 to 240. The priority value must be an integer multiple of 16. By default,
                        the priority of a port is set to 128.
                     

                     
                  

                  	
                     
                     Configure Mcheck. A device in RSTP mode is compatible with a device in STP mode. However, if two devices are in STP mode and
                        one of the device changes to RSTP mode, then the devices continue communicating in STP mode. The Mcheck feature allows a port
                        to send RSTP message to an adjacent port to confirm whether the adjacent port can work in RSTP mode also. Once a confirmation
                        is received both ports work in RSTP mode.
                     

                     
                  

                  	
                     
                     Configure point to point link. In RSTP mode, a port enters a forwarding state immediately. Configuring a point to point link
                        on a port stops the port from being a shared media link. You can either specify the link type of a port, or allow the link
                        type to be determined automatically based on the port duplex mode.
                     

                     
                     The following list the conditions under which a port is and is not considered as a point to point link

                     
                     
                        	
                           
                           A port in configured and full duplex mode is considered as a point to point link. 

                           
                        

                        	
                           
                           A port in half duplex mode is not considered as a point to point link. 

                           
                        

                        	
                           
                           A device with force mode set to true, the port is considered as a point to point link.

                           
                        

                        	
                           
                           A device with force mode set to false, the port is not considered as a point to point link.

                           
                        

                     

                     
                  

                  	
                     
                     Configure a port as an edge port. An edge port is referred to a port if the port is connected to a terminal device such as
                        a host, and if ports enters forwarding state in a short time after the linkup. Configuring the edge port is valid for RSTP
                        mode only.
                     

                     
                  

                  	
                     
                     Set port to send the maximum rate of BPDU messages. The maximum rate of BPDU messages send by a port is the maximum number
                        of BPDU messages send in each Hello time.
                     

                     
                     By default, a port sends 3 BPDU messages per Hello time.

                     
                  

                  	
                     
                     Configure root protection for a port. A root bridge can receive a higher priority configuration message either due to human
                        error or malicious attack on the network. This causes a change in the root bridge which affects network topology calculations.
                        In this case, if the traffic was forwarded over a high-speed link, then the network topology change causes the traffic passing
                        through the high-speed link to be traced to the low-speed link resulting in network congestion. Configuring root protection
                        for the port avoids this.
                     

                     
                     A port with root protection enabled can only be a designated port. For a high priority configuration received on the port,
                        the following two options are available for configuring the status of these ports:
                     

                     
                     
                        	
                           
                           Block-port: The port state is set to discard. BPDU configuration messages are discarded and data packets are not forwarded.
                              
                           

                           
                        

                        	
                           
                           Drop-packets: The port state is set to forward. BPDU configuration messages are discarded, and data packets are forwarded.

                           
                        

                     

                     
                  

                  	
                     
                     Configure loop-guard. If a port in blocked state does not receive a BDPU confirmation message, it changes to a forwarding
                        state. A loop-guard prevents a port in blocked state to change to forwarding state even if it does not receive a BDPU configuration
                        message. 
                     

                     
                  

                  	
                     
                     Configure BPDU committed access rate (CAR). A large number of BPDU messages forwarded to the CPU can affect CPU performance.
                        Configuring the BPDU CAR limits the rate of BPDU messages forwarded to the CPU.
                     

                     
                     This feature is enabled by default.

                     
                  

                  	
                     
                     Discard external BPDU messages. The discard external BPDU messages feature is used to drop BPDU messages from other networks
                        which affects the spanning tree topology calculations.
                     

                     
                     Discard external BPDU messages feature is usually enabled on the edge port.  You can enable this feature either globally or
                        locally. To enable only certain designated ports to discard BPDU external messages, enable locally.
                     

                     
                     This feature is disabled by default.

                     
                  

               

            

         
      

   
      
         
            How to Configure STP

            
               The following sections provide configuration information about STP.

            

            
            
               
                  	Enabling STP

                  	Configuring Time Parameters

                  	Configuring Path Cost of a Port

                  	Configuring Port Priority

                  	Configuring Mcheck

                  	Configuring Point to Point Link

                  	Configuring a Port to an Edge Port

                  	Setting Port to Send the Maximum Rate of BPDU Messages

                  	Configuring Root Protection for a Port

                  	Configuring Loop-Guard

                  	Discard External BPDU Messages

                  	Monitoring Spanning Tree Configuration

               

            
            
         
      

   
      
         
            Enabling STP

            
               
                  
                  To enable STP, perform this procedure. 

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           [no] spanning-tree  

                           
                              
                                 Example:

                              

                              Device(config)# spanning-tree 

                              

                           
                              
                              Enables the spanning tree globally.

                              
                              Use the no spanning-tree  command to disable the spanning tree. 
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           spanning-tree mode {stp | rstp} 

                           
                              
                                 Example:

                              

                              Device(config)# spanning-tree mode rstp 

                              

                           
                              
                              (Optional) Configures the selected spanning tree mode. 

                              
                              
                                 	
                                    
                                    stp : Selects STP as mode.
                                    

                                    
                                 

                                 	
                                    
                                    rstp : Selects RSTP as mode.
                                    

                                    
                                 

                              

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/1

                              

                           
                              
                              Enters interface configuration mode

                              
                              port-number : The port ID.
                              

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           [no] spanning-tree  

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# spanning-tree 

                              

                           
                              
                              (Optional) Enables the spanning tree on an interface.

                              
                              Use the no spanning-tree  command to disable this feature. 
                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring Time Parameters

            
               
                  
                  To configure time parameters, perform this procedure. 

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           spanning-tree hello-time seconds 

                           
                              
                                 Example:

                              

                              Device(config)# spanning-tree hello-time 2 

                              

                           
                              (Optional) Configures the hello message time interval.
seconds: The message time interval. The range is 1-10. 

                        
                     

                     
                        	Step 4
                        	
                           spanning-tree forward-time seconds 

                           
                              
                                 Example:

                              

                              Device(config)# spanning-tree forward-time 15 

                              

                           
                              
                              (Optional) Configures the forwarding delay of the system.

                              
                              seconds : The delay time. The range is 4-30.
                              

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           spanning-tree max-age seconds 

                           
                              
                                 Example:

                              

                              Device(config)# spanning-tree max-age 20 

                              

                           
                              
                              (Optional) Configures the aging time of the system.

                              
                              seconds : The maximum aging time. The range is 6-40.
                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring Path Cost of a Port

            
               
                  
                  To configure path cost of a port, perform this procedure.

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/1

                              

                           
                              
                              Enters interface configuration mode

                              
                              port-number : The port ID.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           spanning-tree cost path-cost 

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# spanning-tree cost 
10 

                              

                           
                              
                              Modifies the path cost of the port. 

                              
                              path-cost : Path cost value of STP port. The range is 1-200000000.
                              

                              
                              Several ports are aggregated into one aggregation group. The default path cost of the aggregation group is p [1 - (n-1/10)],
                                 p is the path cost of the port, and n is the number of the aggregation group ports.
                              

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           exit  

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# exit 

                              

                           
                              
                                 Example:

                              

                           

                           
                              
                              (Optional) Exits interface configuration mode. 

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           channel-group id spanning-tree cost path-cost 

                           
                              
                                 Example:

                              

                              Device(config)# channel-group 2 spanning-tree cost 10 

                              

                           
                              
                              Sets the path cost of the aggregation group. 

                              
                              
                                 	
                                    
                                    id  : Channel group ID. The range is 0-5.
                                    

                                    
                                 

                                 	
                                    
                                    path-cost : Path cost value of STP port. The range is 1-200000000.
                                    

                                    
                                 

                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring Port Priority

            
               
                  
                  To configure port priority, perform this procedure. 

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/1

                              

                           
                              
                              Enters interface configuration mode

                              
                              port-number : The port ID.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           spanning-tree port-priority priority 

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# spanning-tree port-priority 3 

                              

                           
                              
                              Configures the STP priority of the port. 

                              
                              priority : Port priority value. The range is 0-240. 
                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring Mcheck

            
               
                  
                  To configure Mcheck, perform this procedure. 

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/1

                              

                           
                              
                              Enters interface configuration mode

                              
                              port-number : The port ID.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           spanning-tree mcheck  

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# spanning-tree mcheck 

                              

                           
                              
                              Performs the Mcheck function. 

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring Point to Point Link

            
               
                  
                  To configure point to point link, perform this procedure. 

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/1

                              

                           
                              
                              Enters interface configuration mode

                              
                              port-number : The port ID.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           spanning-tree point-to-point {auto | forcetrue | forcefalse} 

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# spanning-tree point-to-point auto 

                              

                           
                              
                              Configures the port link type. 

                              
                              auto : STP decides the point to point link.
                              

                              
                              forcetrue : Enables point to point link.
                              

                              
                              forcefalse : Disables point to point link. 
                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring a Port to an Edge Port

            
               
                  
                  To configure a port as an edge port, perform this procedure. 

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/1

                              

                           
                              
                              Enters interface configuration mode

                              
                              port-number : The port ID.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           [no] spanning-tree portfast  

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# spanning-tree portfast 

                              

                           
                              
                              Configures the port as an edge port. 

                              
                              Use the no spanning-tree portfast  command to disable this feature. 
                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Setting Port to Send the Maximum Rate of BPDU Messages

            
               
                  
                  To set port to send the maximum rate of BPDU messages, perform this procedure. 

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/1

                              

                           
                              
                              Enters interface configuration mode

                              
                              port-number : The port ID.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           spanning-tree transmit-limit transmit-limit 

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# spanning-tree transmit-limit 6 

                              

                           
                              Sets port to send the maximum rate of BPDU messages. 
transmit-limit : The number of BPDU messages. The range is 1-255.
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring Root Protection for a Port

            
               
                  
                  To configure root protection for a port, perform this procedure. 

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           spanning-tree root-guard action {block-port | drop-packets} 

                           
                              
                                 Example:

                              

                              Device(config)# spanning-tree root-guard action block-port 

                              

                           
                              
                              Enables root protection and configures the root protection methods globally. 

                              
                              
                                 	
                                    
                                    block-port : BPDU configuration messages are discarded and data packets are not forwarded. 
                                    

                                    
                                 

                                 	
                                    
                                    drop-packets : BPDU configuration messages are discarded, and data packets are forwarded.
                                    

                                    
                                 

                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/1

                              

                           
                              
                              (Optional) Enters interface configuration mode

                              
                              port-number : The port ID.
                              

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           [no] spanning-tree root-guard  

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# spanning-tree root-guard 

                              

                           
                              
                              (Optional) Enables root protection locally. 

                              
                              Use the no spanning-tree root-guard  command to disable this feature. 
                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring Loop-Guard

            
               
                  
                  To configure loop-guard, perform this procedure.

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/1

                              

                           
                              
                              Enters interface configuration mode

                              
                              port-number : The port ID.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           [no] spanning-tree loop-guard  

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# spanning-tree loop-guard 

                              

                           
                              
                              Enables loop-guard. 

                              
                              Use the no spanning-tree loop-guard  command to disable this feature. 
                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Discard External BPDU Messages

            
               
                  
                  To discard external BPDU messages, perform this procedure. 

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              This feature is disabled by default. 

                              
                           

                        
                     

                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           [no] discard-bpdu 

                           
                              
                                 Example:

                              

                              Device(config)# discard-bpdu 

                              

                           
                              
                              Enables discarding external BPDU messages globally. 

                              
                              Use the no discard-bpdu  command to disable this feature.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           interface ethernet port-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 1/1

                              

                           
                              
                              (Optional) Enters interface configuration mode

                              
                              port-number : The port ID.
                              

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           [no] discard-bpdu 

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# discard-bpdu 

                              

                           
                              
                              (Optional) Enables discarding external BPDU messages locally. 

                              
                              Use the no discard-bpdu  command to disable this feature.
                              

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           exit  

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)# exit 

                              

                           
                              
                                 Example:

                              

                           

                           
                              
                              (Optional) Exits interface configuration mode. 

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Monitoring Spanning Tree Configuration

            
               
                  
                  The commands in the following table can be used to monitor spanning tree configurations. 

                  
                     Monitoring Spanning Tree Configuration Commands
                     
                        
                        
                     
                     
                        
                           	
                              
                              Command 

                              
                           
                           	
                              
                              Purpose 

                              
                           
                        

                     
                     
                        
                           	
                              
                              show spanning-tree interface {brief  |ethernet interface_list}  
                                 
                              

                              
                           
                           	
                              
                              Display the configuration parameters such as status of a port, the root device and MAC addresses.

                              
                           
                        

                        
                           	
                              
                              show discard-bpdu  

                              
                           
                           	
                              
                              Displays the BPDU global and local status.

                              
                           
                        

                     
                  

                  
               
            

         
      

   
      
         
            Configuration Examples for Single Spanning Tree

            

            
            
               
                  	Example: Configuring RSTP on a Device

                  	Example: Viewing the RSTP Configuration

               

            
            
         
      

   
      
         
            Example: Configuring RSTP on a Device

            
               
                  
                  Device A is the core switch and acts as the root bridge. Device B acts as the designated bridge. The links connecting device
                     B and device C are backup links. If device B, device A, or device C fails, the backup link works.
                  

                  
               
               
                  
                  
                  The following example shows the RSTP configuration on device A.

                  Device> enable
Device# configure terminal 
Device(config)# interface range ethernet 1/1 ethernet 1/2
Device(config-if-range)# switchport mode trunk
Device(config-if-range)# exit
Device(config)# spanning-tree priority 0
Device(config)# spanning-tree
Device(config)# spanning-tree mode rstp

                  

               
                  
                  
                  The following example shows the RSTP configuration on device B.

                  Device> enable
Device# configure terminal 
Device(config)# interface range ethernet 1/1 ethernet 1/2
Device(config-if-range)# switchport mode trunk
Device(config-if-range)# exit
Device(config)# spanning-tree priority 4096
Device(config)# interface range ethernet 1/1 ethernet 1/2
Device(config-if-range)# spanning-tree cost 10
Device(config-if-range)# exit
Device(config)# spanning-tree mode rstp
Device(config)# spanning-tree
Device(config)# spanning-tree mode rstp

                  

               
                  
                  
                  The following example shows the RSTP configuration on device C.

                  Device> enable
Device# configure terminal 
Device(config)# interface range ethernet 1/1 ethernet 1/2
Device(config-if-range)# switchport mode trunk
Device(config-if-range)# exit
Device(config)# interface range ethernet 1/1 ethernet 1/2
Device(config-if-range)# spanning-tree cost 10
Device(config-if-range)# exit
Device(config)# spanning-tree
Device(config)# spanning-tree mode rstp
Device(config)# spanning-tree priority 32768

                  

            

         
      

   
      
         
            Example: Viewing the RSTP Configuration

            
               
                  
                  
                  The following example shows how to view the view the election result and port status of RSTP on device A.

                  Device> enable
Device# configure terminal 
Device(config)# show spanning-tree interface ethernet 1/1 ethernet 1/2
The bridge is executing the IEEE Rapid Spanning Tree protocol
 The bridge has priority 0, MAC address: 000a.5a13.b13d
 Configured Hello Time 2 second(s), Max Age 20 second(s),
 Forward Delay 15 second(s)
 Root Bridge has priority 0, MAC address 000a.5a13.b13d
 Path cost to root bridge is 0
 Stp top change 3 times

 Port e1/1 of bridge is Forwarding
 Spanning tree protocol is enabled
 remote loop detect is disabled
 The port is a DesignatedPort
 Port path cost 200000
 Port priority 128
 root guard enabled and port is not in root-inconsistent state
 Designated bridge has priority 0, MAC address 000a.5a13.b13d
 The Port is a non-edge port
 Connected to a point-to-point LAN segment
 Maximum transmission limit is 3 BPDUs per hello time
 Times: Hello Time 2 second(s), Max Age 20 second(s)
 Forward Delay 15 second(s), Message Age 0
 sent BPDU:     54
 TCN: 0, RST: 54, Config BPDU: 0
 received BPDU: 10
 TCN: 0, RST: 10, Config BPDU: 0

 Port e1/2 of bridge is Forwarding
 Spanning tree protocol is enabled
 remote loop detect is disabled
 The port is a Designated Port
 Port path cost 200000
 Port priority 128
 root guard enabled and port is not in root-inconsistent state
 Designated bridge has priority 0, MAC address 000a.5a13.b13d
 The Port is a non-edge port
 Connected to a point-to-point LAN segment
 Maximum transmission limit is 3 BPDUs per hello time
 Times: Hello Time 2 second(s), Max Age 20 second(s)
 Forward Delay 15 second(s), Message Age 0
 sent BPDU:     16
 TCN: 0, RST: 17, Config BPDU: 0
 received BPDU: 3
 TCN: 0, RST: 3, Config BPDU: 0



                  

               
                  
                  
                  The following example shows how to view the view the election result and port status of RSTP on device B.

                  Device> enable
Device# configure terminal 
Device(config)# show spanning-tree interface ethernet 1/1 ethernet 1/2
The bridge is executing the IEEE Rapid Spanning Tree protocol
 The bridge has priority 4096, MAC address: 0000.0077.8899
 Configured Hello Time 2 second(s), Max Age 20 second(s),
 Forward Delay 15 second(s)
 Root Bridge has priority 0, MAC address 000a.5a13.b13d
 Path cost to root bridge is 10
 Stp top change 3 times

 Port e1/1 of bridge is Forwarding
 Spanning tree protocol is enabled
 remote loop detect is disabled
 The port is a RootPort
 Port path cost 10
 Port priority 128
 root guard disabled and port is not in root-inconsistent state
 Designated bridge has priority 0, MAC address 000a.5a13.b13d
 The Port is a non-edge port
 Connected to a point-to-point LAN segment
 Maximum transmission limit is 3  BPDUs per hello time
 Times: Hello Time 2 second(s), Max Age 20 second(s)
 Forward Delay 15 second(s), Message Age 0
 sent BPDU:     21
 TCN: 0, RST: 12, Config BPDU: 9
 received BPDU: 204
 TCN: 0, RST: 202, Config BPDU: 2

 Port e1/2 of bridge is Forwarding
 Spanning tree protocol is enabled
 remote loop detect is disabled
 The port is a DesignatedPort
 Port path cost 10
 Port priority 128
 root guard disabled and port is not in root-inconsistent state
 Designated bridge has priority 4096, MAC address 0000.0077.8899
 The Port is a non-edge port
 Connected to a point-to-point LAN segment
 Maximum transmission limit is 3  BPDUs per hello time
 Times: Hello Time 2 second(s), Max Age 20 second(s)
 Forward Delay 15 second(s), Message Age 1
 sent BPDU:     191
 TCN: 0, RST: 188, Config BPDU: 3
 received BPDU: 13
 TCN: 0, RST: 5, Config BPDU: 8




                  

               
                  
                  
                  The following example shows how to view the view the election result and port status of RSTP on device C.

                  Device> enable
Device# configure terminal 
Device(config)# show spanning-tree interface ethernet 1/1 ethernet 1/2
The bridge is executing the IEEE Rapid Spanning Tree protocol
 The bridge has priority 32768, MAC address: 000a.5a13.f48e
 Configured Hello Time 2 second(s), Max Age 20 second(s),
 Forward Delay 15 second(s)
 Root Bridge has priority 0, MAC address 000a.5a13.b13d
 Path cost to root bridge is 20
 Stp top change 3 times

 Port e1/1 of bridge is Forwarding
 Spanning tree protocol is enabled
 remote loop detect is disabled
 The port is a RootPort
 Port path cost 10
 Port priority 128
 root guard disabled and port is not in root-inconsistent state
 Designated bridge has priority 0, MAC address 000a.5a13.b13d
 The Port is a non-edge port
 Connected to a point-to-point LAN segment
 Maximum transmission limit is 3  BPDUs per hello time
 Times: Hello Time 2 second(s), Max Age 20 second(s)
 Forward Delay 15 second(s), Message Age 0
 sent BPDU:     3
 TCN: 0, RST: 3, Config BPDU: 0
 received BPDU: 396
 TCN: 0, RST: 396, Config BPDU: 0

 Port e1/2 of bridge is Discarding
 Spanning tree protocol is enabled
 remote loop detect is disabled
 The port is a AlternatePort
 Port path cost 10
 Port priority 128
 root guard disabled and port is not in root-inconsistent state
 Designated bridge has priority 4096, MAC address 0000.0077.8899
 The Port is a non-edge port
 Connected to a point-to-point LAN segment
 Maximum transmission limit is 3  BPDUs per hello time
 Times: Hello Time 2 second(s), Max Age 20 second(s)
 Forward Delay 15 second(s), Message Age 1
 sent BPDU:     8
 TCN: 0, RST: 8, Config BPDU: 0
 received BPDU: 418
 TCN: 0, RST: 418, Config BPDU: 0




                  

            

         
      

   
      
         
            Chapter 5. Configuring IP Addresses
            

            

            
            
               
                  	How to Configure IP Addresses

                  	How to Configure IP Addresses

               

            
            
         
      

   
      
         
            How to Configure IP Addresses

            
               The following topics provide information about the procedures that you can perform to configure
                  IP addresses.
               

            

         
      

   
      
         
            How to Configure IP Addresses

            
               The following topics provide information about the procedures that you can perform to configure
                  IP addresses.
               

            

            
            
               
                  	Configuring an Interface IP Address and an IP Access Range

                  	Configuring a Loopback Interface

                  	Configuring IP Parameters on an Interface VLAN

                  	Configuring Interface Shutdown

                  	Verifying the Interface IP Address Configuration

               

            
            
         
      

   
      
         
            Configuring an Interface IP Address and an IP Access Range 

            
               
                  
                  To configure an interface IP address and an IP access range, perform this
                     procedure:
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           vlan vlan-list 

                           
                              
                                 Example:

                              

                              Device(config)# vlan 1-50

                              

                           
                              
                              Creates a VLAN or a list of VLANs. Enters VLAN configuration mode.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           switchport ethernet port 

                           
                              
                                 Example:

                              

                              Device(config-if-vlan)# switchport ethernet 1/1

                              

                           
                              
                              Adds a port to the VLAN.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           interface vlan-interface vlan-id 

                           
                              
                                 Example:

                              

                              Device(config-if-vlan)# interface vlan-interface 1

                              

                           
                              
                              Creates the VLAN interface.

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           ip address { ip-address mask-ip-address override | primary ip-address}  

                           
                              
                                 Example:

                              

                              Device(config-if-vlan)# ip address primary 192.0.2.1

                              

                           
                              
                              Configures the IP address for the VLAN interface. The primary
                                       
                                     keyword configures the IP address for the VLAN interface, and the
                                 override  keyword overrides the IP address of the
                                    VLAN interface. 
                                 
                              

                              
                              You can delete the interface IP address using the no ip address
                                       ipaddress command. 

                              
                           

                        
                     

                     
                        	Step 7
                        	
                           ip address range{ start-ip-address
                                    end-ip-address}  

                           
                              
                                 Example:

                              

                              Device(config-if-vlan)# ip address range 192.0.2.254 192.0.2.255

                              

                           
                              
                              Configures a range of IP addresses for the VLAN interface.

                              
                              You can delete the range of IP addresses for the VLAN interface using the 
                                    no ip address range   command.
                              

                              
                              An interface VLAN can be configured only on Layer 3 devices. One interface
                                 can be configured with 32 different network segments. Every VLAN interface
                                 can be configured with up to eight IP address access ranges.
                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring a Loopback Interface

            
               
                  
                  A VLAN interface connects to the port directly, while a loopback interface connects
                     to the port through another VLAN interface. A loopback interface isn't influenced by
                     port status, and is always in the linkup state. It is an advantage if the source IP
                     address for sending packets is a loopback interface. 
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface loopback-interface interface-number 

                           
                              
                                 Example:

                              

                              Device(config)# interface loopback-interface 1

                              

                           
                              
                              Creates a loopback interface. Enters loopback interface configuration mode.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           ip address ip-address mask-ip-address 

                           
                              
                                 Example:

                              

                              Device(config-if-loopbackinterface)# ip address 192.0.2.1 192.0.2.254

                              

                           
                              
                              Configures a loopback interface for the IP address.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring IP Parameters on an Interface VLAN

            
               
                  
                  To configure the system IP parameters under an interface VLAN for Layer 3 devices,
                     perform this procedure:
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           ip icmp mask-reply 

                           
                              
                                 Example:

                              

                              Device(config)# ip icmp mask-reply

                              

                           
                              
                              Enables the Internet Control Message Protocol (ICMP) address mask reply
                                 packet.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           interface vlan-interface vlan-id 

                           
                              
                                 Example:

                              

                              Device(config)# interface vlan-interface 1

                              

                           
                              
                              Enters interface VLAN mode.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           ip icmp unreachable 

                           
                              
                                 Example:

                              

                              Device(conifg-if-vlanif)# ip icmp unreacheable

                              

                           
                              
                              Enables the task of sending ICMP destination unreachable packets.

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           description interface-name 

                           
                              
                                 Example:

                              

                              Device(config-if-vlanif)# description interface1

                              

                           
                              
                              Configures the IP interface description.

                              
                              You can delete the description of the IP interface by using the
                                 no description   command.
                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring Interface Shutdown

            
               
                  
                  To shut down an interface, perform this procedure:

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface vlan-interface vlan-id 

                           
                              
                                 Example:

                              

                              Device(config)# interface vlan-interface 1

                              

                           
                              
                              Enters interface VLAN mode.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           shutdown 

                           
                              
                                 Example:

                              

                              Device(config-if-vlanif)# shutdown

                              

                           
                              
                              Shuts down the VLAN interface.

                              
                              You can cancel the shut down of the interface by using the no
                                       shutdown  command.
                              

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Verifying the Interface IP Address Configuration

            
               
                  
                  To verify the interface IP address configuration, run the following command:

                  
                  
                     
                     
                        
                        
                     
                     
                        
                           	
                              
                              Command 

                              
                           
                           	
                              
                              Description

                              
                           
                        

                     
                     
                        
                           	
                              
                              show ip interface{ loopback-interface loopback-interface-number| vlan-interface vlan-interface-number| meth-interface meth-interface-number}  

                              
                           
                           	
                              
                              Shows IP interface configuration
                                 for a Layer 3 device.
                              

                              
                           
                        

                     
                  

                  
               
            

         
      

   
      
         
            Chapter 6. Configuring IPv6 Addresses
            

            

            
            
               
                  	Information about IPV6 Addresses

                  	How to Configure IPv6 Addresses

                  	Configuration Examples for IPv6 Addresses

               

            
            
         
      

   
      
         
            Information about IPV6 Addresses

            
               The following topics provide information about IPv6 addresses.

            

            
            
               
                  	Overview of IPv6 Address

                  	IPv6 Neighbor Discovery Protocol

               

            
            
         
      

   
      
         
            Overview of IPv6 Address

            
               IPv6 (Internet Protocol Version 6) is the second generation standard protocol of the network layer protocol, also referred
                  to as IPng (IP Next Generation). It is a set of specifications designed by the Internet Engineering Task Force (IETF) and
                  is an upgraded version of IPv4. The most significant difference between IPv6 and IPv4 is that the length of the IP address
                  is increased from 32 bits to 128 bits.
               

               An IPv6 address is represented as eight groups of four hexadecimal digits, each group representing 16 bits. The groups are
                  seperated by colons (:). The following is an example of an IPv6 address:
               

               2001:0000:130F:0000:0000:09C0:876A:130B.

               Several methods could be used to simplify the IPv6 address. For example, the leading zeros in each group can be omitted. But
                  each group must contain at least one hexadecimal number. The above IPv6 address can be represented as follows:
               

               2001:0:130F:0:0:9C0:876A:130B.

               One or more consecutive groups containing only zeros may be represented by empty groups using consecutive colons (::). This
                  substitution can be applied only once in the address. The above address can be represented as follows: 
               

               2001:0:130F::9C0:876A:130B.

               An IPv6 address consists of two parts, an address prefix and an interface identification. The address prefix is similar to
                  the network number in an IPv4 address, and the interface identification is similar to the mainframe number. The IPv6 address
                  can be represented in different ways but the address prefix is always a decimal numeral.  
               

            

         
      

   
      
         
            IPv6 Neighbor Discovery Protocol

            
               The Neighbor Discovery Protocol is an IPV6 protocol that gathers information that is required for interet communication such
                  as the configuration of local connections, and the domain name servers and gateways used to communicate with distant systems.
                  This protocol is similar to the Address Resolution Protocol (ARP) , Internet Control Message Protocol (ICMP) and Router Discovery
                  and Router Redirect protocols used for IPv4.
               

               Neighbor Discovery Portocol uses five different ICMv6 messages to accomplish activities such as address resolution, verifying
                  neighbor reachability, duplicate addresses detection, router discovery/prefix discovery, and address auto-configuration and
                  redirection.
               

               The types and functions of ICMPv6 messages in Neigbor Discovery Protocol are shown below:

               
                  
                  
                     
                     
                  
                  
                     
                        	
                           
                           ICMPv6 Message

                           
                        
                        	
                           
                           Function

                           
                        
                     

                  
                  
                     
                        	
                           
                           Neighbor Solicitation (NS)

                           
                        
                        	
                           
                           Used to get the link-layer address of a neighbor. Detects neighbor reacheablilty and duplicate addressess.

                           
                        
                     

                     
                        	
                           
                           Neighbor Advertisement (NA)

                           
                        
                        	
                           
                           Used by the nodes to respond to neighbor solicitation messages. 

                           
                        
                     

                     
                        	
                           
                           Router Solicitation (RS)

                           
                        
                        	
                           
                           Used by the host to request the router to request prefixed and configuration information to configure the host.

                           
                        
                     

                     
                        	
                           
                           Router Advertisement (RA)

                           
                        
                        	
                           
                           Used by routers to advertise their presence and various Internet parameters either periodically or in response to Router Solicitation
                              message.
                           

                           
                        
                     

                     
                        	
                           
                           Redirect

                           
                        
                        	
                           
                           Used by routers to inform hosts of a better first hop router for a destination.

                           
                        
                     

                  
               

               
                  Functions of the Neighbor Discovery Protocol
Address resolutionThis function is similar to the ARP function of IPv4. It obtains the link layer address of neighbor node on the same link
                     through neighbor solicitation and neighbor advertisement.
                  

                  
                     	
                        
                        Node A sends NS messages in multicast mode. The source address of the NS message is the IPv6 address of node A, and the destination
                           address is the requested node multicast address of node B. The NS message contains the link layer address of node A. 
                        

                        
                     

                     	
                        
                        After receiving the NS message, node B determines whether the destination address of the packet is the multicast address of
                           the requested node corresponding to its own IPv6 address. If so, B learns the link layer address of A and returns the NA message
                           in unicast mode, which contains its own link-layer address.
                        

                        
                     

                     	
                        
                        Node A obtains the link layer address of node B from the received NA message. Both parties can now communicate.

                        
                     

                  
Verifying neighbor reachibilityAfter obtaining the link layer address of the neighbor node, NS and NA mssages can verify whether the neighbor node is reachable.
                     
                        	
                           
                           The node sends an NS message where the destination address is the IPv6 address of the neighboring node.

                           
                        

                        	
                           
                           When receiving an acknowledgment packet from a neighbor, the neighbor is considered reachable; otherwise, the neighbor is
                              considered unreachable. 
                           

                           
                        

                     

                  
Duplicate address detectionAfter a node obtains an IPv6 address, it needs to use the duplicate address detection function to determine whether the address
                     is used by other nodes. This is similar to the gratuitous ARP function of IPv4. This is also achieved through the NS message
                     and NA messages.
                  

                  
                     	
                        
                        Node A sends an NS message. The source address of the NS message is the unspecified address and  the destination address is
                           the multicast address of the requested node corresponding to the IPv6 address to be detected. The content of the message contains
                           the IPv6 address to be detected.
                        

                        
                     

                     	
                        
                        If Node B already uses this IPv6 address, it will return a NA message. This message contains its own IPv6 address.

                        
                     

                     	
                        
                        If host A does not receive any NA message, then the address is available for the host A.

                        
                     

                  

               
            

         
      

   
      
         
            How to Configure IPv6 Addresses

            
               The following topics provide information about the procedures you can perform to configure IPV6 addresses.

            

            
            
               
                  	Configuring IPv6 Unicast Address

                  	Configuring Static Neighbor List

                  	Configuring the Maximum Number of Neighbors

                  	Configuring the Number of Neighbor Solicitation Messages sent for Duplicate Address Detection

                  	Configuring Reachable Time

                  	Configuring IPv6 Static Route

                  	Configuring Interface Maximum Transmission Unit

                  	Configuring Echo Relpy for Echo Request

               

            
            
         
      

   
      
         
            Configuring IPv6 Unicast Address 

            
               
                  
                  To access an IPv6 network you have to configure IPv6 addresses. You can choose from
                     global unicast address, site local address and link local address. Before accesing
                     an IPv6 network you must configure an IPv6 unicast address. The IPv6 global unicast
                     address or the site local address can be configured in the following ways:
                  

                  
                  
                     	
                        
                        EUI-64: When adopting EUI-64 to form IPv6, the prefix of IPv6 address of the interface is the configured prefix. The interface
                           identifier is translated from the link-layer address of the interface.
                        

                        
                     

                     	
                        
                        Manual mode: You can configure IPv6 site local address or global unicast address in the manual mode.

                        
                     

                     	
                        
                        DHCP mode: You can configure to obtain IPv6 site local address or global
                           unicast address or some related information through DHCP server.
                        

                        
                     

                     	
                        
                        Auto configurations: IPv6 and related information is automatically configured based on its own link layer address and the
                           prefix information advertised by the router.
                        

                        
                     

                  

                  
                  The link-local address of IPv6 can be obtained in two ways: 

                  
                  
                     	
                        
                        Automatic generation: Automatically generates link local address for
                           interface based on link local address prefix (FE80::/64) and link layer
                           address of the interface.
                        

                        
                     

                     	
                        
                        Manual assignment: Manually configure IPv6 link local address. 

                        
                     

                  

                  
                  You need to configure a Layer 2 device under global configuration mode, and a Layer 3
                     device under interface mode. To configure IPv6 address on a Layer 3 device, perform
                     this procedure:
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           ipv6 { enable| disable}  

                           
                              
                                 Example:

                              

                              Device(config)# ipv6 enable

                              

                           
                              
                              Enables ipv6 forwarding function.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           interface vlan-interface vlan-id 

                           
                              
                                 Example:

                              

                              Device(config)# interface vlan-interface 1

                              

                           
                              
                              Enters the VLAN interface and the VLAN configuration mode.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           ipv6 addressipv6 address/prefix-length
                                    eui-64 

                           
                              
                                 Example:

                              

                              Device(config-vlan-if)# ipv6 address 3ffe::/64 eui-64

                              

                           
                              
                              Configures the site-local address and global unicast address in EUI-64
                                 format
                              

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           ipv6 address ipv6 address/prefix-length
                                     

                           
                              
                                 Example:

                              

                              Device(config-vlan-if)# ipv6 address 3ffe::1/64

                              

                           
                              
                              Configures an IPv6 address based on the IPv6 prefix and enables IPv6
                                 processing on the interface.
                              

                              
                           

                        
                     

                     
                        	Step 7
                        	
                           ipv6 address autoconfig 

                           
                              
                                 Example:

                              

                              Device(config-vlan-if)# ipv6 address autoconfig

                              

                           
                              
                              Automatically configures the site-local address and the global unicast address.

                              
                           

                        
                     

                     
                        	Step 8
                        	
                           ipv6 address ipv6-address link-local  

                           
                              
                                 Example:

                              

                              Device(config-vlan-if)# ipv6 address fe80::100 link-local

                              

                           
                              
                              Specifies the link-local address manually. By default, a link-local address is automatically formed.

                              
                           

                        
                     

                     
                        	Step 9
                        	
                           exit 

                           
                              
                                 Example:

                              

                              Device(config-vlan-if)# exit

                              

                           
                              
                              Exits the VLAN configuration mode.

                              
                           

                        
                     

                     
                        	Step 10
                        	
                           show ipv6 interface { vlan-interface vlan-id}  

                           
                              
                                 Example:

                              

                              Device# show ipv6 interface vlan-interface 1

                              

                           
                              
                              Shows IPv6 address status.

                              
                           

                        
                     

                  
               

               

               
                  
                     What to do next

                  

                  
                  You can delete an IPv6 address by using the no form of its command. 

                  
               
            

         
      

   
      
         
            Configuring Static Neighbor List

            
               
                  
                  The parsing of the IPv6 address of a neighboring node into a link-layer address can be implemented dynamically through NS
                     and NA, and it can also be implemented by configuring a static neighbor entry. Static neighbor entry includes long static
                     neighbor entry or short static neighbor entry.
                  

                  
                  
                     	
                        
                        Long static neighbor list:  When configuring a long static neighbor entry, besides configuring the IPv6 address and MAC address entry, you must also
                           configure the VLAN and port where the neighbor entry is located. Long static neighbor entries can be directly used for packet
                           forwarding. 
                        

                        
                     

                     	
                        
                        Short static neighbor list: When configuring a short static neighbor entry, you only need to configure the IPv6 address and MAC address entry. Short
                           static neighbor entry cannot be directly used for packet forwarding. When a short static neighbor entry needs to be used,
                           the neighbor request packet is sent first. If the source IPv6 address and source MAC address in the received response packet
                           are the same as the configured IPv6 address and MAC address, the ARP table is sent. The entry is complete and can then be
                           used for the forwarding of IPv6 packets.
                        

                        
                     

                  

                  
                  To configure a static neighbor list, perform this procedure:

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           no ipv6 neighbor { dynamic | static| all}  

                           
                              
                                 Example:

                              

                              Device(config)# no ipv6 neighbor dynamic

                              

                           
                              
                              Deletes the neighbor list.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           show ipv6 neighbors { ipv6-address | all| dynamic| static| macmac-address 

                           
                              
                                 Example:

                              

                              Device(config)# show ipv6 neighbors dynamic

                              

                           
                              
                              Shows the neighbor list.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring the Maximum Number of Neighbors

            
               
                  
                  If the number of neighbors accessing the address is too high it can influence the transmission performance. To configure a
                     maximum number of IPv6 neighbors, perform this procedure: 
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           ipv6 neighbors max-learning-num number 

                           
                              
                                 Example:

                              

                              Device(config)# ipv6 neighbors max-learning-num 1000

                              

                           
                              
                              Configures the maximum neighbor number. The maximum neighbor number includes static and dynamic neighbor numbers. The range
                                 for the number is from 1 to 2560. The default value is 64. 
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           show ipv6 neighbors max-learning-num 

                           
                              
                                 Example:

                              

                              Device(config)# show ipv6 neighbors max-learning-num

                              

                           
                              
                              Shows the limited max neighbor number.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring the Number of Neighbor Solicitation Messages sent for Duplicate Address Detection

            
               
                  
                  After the device obtains an IPv6 address, it sends a NS message to detect duplicate addresses that would conflict with the
                     address. If no response is received within the specified time, the device continues to send the NS request. The IPv6 address
                     is considered to be available after the number of transmissions reaches the configured number and no response has been received.
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode.

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           ipv6 nd dad attempts
                                    value 

                           
                              
                                 Example:

                              

                              Device(config)# ipv6 nd dad attempts 10

                              

                           
                              
                              Configures the number of times NS message is sent for duplicate address
                                 detection. The value ranges from 0 to 20. By default, the number of NS
                                 messages sent is 1. When the value is 0, it implies duplicate address
                                 detection is disabled.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           ipv6 nd ns retrans-time  

                           
                              
                                 Example:

                              

                              Device(config)# ipv6 nd ns retrans-time 60

                              

                           
                              
                              Sets the interval for retransmitting the NS message. By default, the interval for sending NS message is 1 second.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           show ipv6 nd dad
                                    attempts 

                           
                              
                                 Example:

                              

                              Device(config)# show ipv6 nd dad attempts

                              

                           
                              
                              Shows the number of times NS messages are being sent for duplicate address
                                 detection.
                              

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           show ipv6 nd ns retrans-time 

                           
                              
                                 Example:

                              

                              Device(config)# show ipv6 nd ns retrans-time

                              

                           
                              
                              Shows the interval at which the NS messages are being sent.

                              
                           

                        
                     

                  
               

               

               
                  
                     What to do next

                  

                  
                  You can configure the number of NS messages sent for duplicate address detection to
                     the default value by using the no ipv6 nd dad attemps  
                     command. You can set the retransmission timer to the default value by using the
                     no ipv6 nd ns retrans-time  command.
                  

                  
               
            

         
      

   
      
         
            Configuring Reachable Time

            
               
                  
                  After the neighbor reachability test is used to confirm that the neighbor is reachable, the device considers the neighbor
                     reachable within the set reachable time. After the set time expires, if the device needs to send packets to the neighbor,
                     it will re-confirm whether the neighbor is reachable.
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           ipv6 nd reachable-time value 

                           
                              
                                 Example:

                              

                              Device(config)# ipv6 nd reachable-time 60

                              

                           
                              
                              Configures the time for which the neighbor is considered to be in a reachable state. The value of the time ranges from 1 to
                                 3600 seconds. The default value is set to 30 seconds.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           show ipv6 nd reachable-time 

                           
                              
                                 Example:

                              

                              Device(config)# show ipv6 nd reachable-time

                              

                           
                              
                              Shows the reachable time configured for the neighbors.

                              
                           

                        
                     

                  
               

               

               
                  
                     What to do next

                  

                  
                  You can reset the reachable time to its default value by using the no ipv6 nd reachable-time  command.
                  

                  
               
            

         
      

   
      
         
            Configuring IPv6 Static Route

            
               
                  
                  To configure an IPv6 static route, perform this procedure:

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           ipv6 route [ ipv6-address-mask| ipv6-address/prefixlength] next-hop-address 

                           
                              
                                 Example:

                              

                              Device(config)# ipv6 route 2001:db8:1::1/64 2001:db8:1:abcd::1 

                              

                           
                              
                              Configures an IPv6 static route. 

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           show ipv6 route 

                           
                              
                                 Example:

                              

                              Device(config)# show ipv6 route

                              

                           
                              
                              Shows IPv6 route list.

                              
                           

                        
                     

                  
               

               

               
                  
                     What to do next

                  

                  
                  You can delete the IPV6 static route list by using the no ipv6 route  command.
                  

                  
               
            

         
      

   
      
         
            Configuring Interface Maximum Transmission Unit

            
               
                  
                  The Maximun Transimssion Unit for an IPv6 interface can be set in the range of 1280-1510 bytes. IPv6 packets which are smaller
                     than 1280 bytes must be fragmented and encapsulated. The interface will discard packets which are bigger than the configured
                     MTU. The steps for obtaining the MTU of an interface are as follows:
                  

                  
                  
                     	
                        
                        The sending node assumes that the path MTU is the egress link.

                        
                     

                     	
                        
                        The sending node sends packet according to the assumed path MTU.

                        
                     

                     	
                        
                        If the device cannot forward packets because the transmitting MTU is smaller
                           than the assumed MTU, the device discards the packets and returns the ICMPv6
                           overloaded packets to the sending node. The overloaded packet carries the
                           failure transmission link MTU.
                        

                        
                     

                  

                  
                  To configure the MTU for an IPv6 interfcae, perform this procedure:

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           interface vlan-interface vlan-id 

                           
                              
                                 Example:

                              

                              Device(config)# interface vlan-interface 1

                              

                           
                              
                              Enters VLAN interface configuration mode.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           ipv6 pathmtu-value 

                           
                              
                                 Example:

                              

                              Device(config-vlan_if)# ipv6 path 2000

                              

                           
                              
                              Configures the MTU for the interface. The value of MTU ranges from 1280-1500.
                                 The default value of MTU is 1500.
                              

                              
                           

                        
                     

                  
               

               

               
                  
                     What to do next

                  

                  
                  You can reset the default settings for MTU by using the no ipv6
                           path  command.
                  

                  
               
            

         
      

   
      
         
            Configuring Echo Relpy for Echo Request

            
               
                  
                  To configure an echo reply for an echo request, perform this procedure:

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure 
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           ipv6 icmpv6 multicast-echo-reply enable 

                           
                              
                                 Example:

                              

                              Device(config)# ipv6 icmpv6 multicast-echo-reply enable

                              

                           
                              
                              Enables echo reply for multicast packets.

                              
                           

                        
                     

                  
               

               

               
                  
                     What to do next

                  

                  
                  To disable echo reply for multicast packets you can use the no ipv6
                           icmpv6 multicast-echo-reply  command.
                  

                  
               
            

         
      

   
      
         
            Configuration Examples for IPv6 Addresses

            
               The following topics provide examples of IPv6 address configuration.

            

            
            
               
                  	Example: Configuring IPv6 Addresses

                  	Example: Verifying IPv6 Addresses

               

            
            
         
      

   
      
         
            Example: Configuring IPv6 Addresses

            
               
                  
                  The following example shows how to configure IPv6 addresses on two devices interconnected through ethernet cables:

                  Configure Device A
Device(config)# interface vlan-interface 1
Device(config-if-vlanInterface-1)# ipv6 address 2001::1/64
Device(config-if-vlanInterface-1)# ipv6 address fe80:12::1 link-local


                  Configure Device B
Device(config)# interface vlan-interface 1
Device(config-if-vlanInterface-1)# ipv6 address 2001::2/64
Device(config-if-vlanInterface-1)# ipv6 address fe80:12::2 link-local

                  
            

         
      

   
      
         
            Example: Verifying IPv6 Addresses

            
               
                  
                  The following example shows how to verify IPv6 address configuration on devices:

                  Show Device A ipv6 information
Device(config)#show ipv6 interface vlan-interface 1
Show inf Mirror the packet of CPU,ormations of ipv6 interface

VLAN-IF1:
sw0    Link type:Ethernet  HWaddr 00:00:00:09:99:99  Queue:none
        IPv6 forwarding is disabled
        inet6 unicast 2001::1  prefixlen 64
        inet6 unicast FE80::200:FF:FE09:9999%sw0  prefixlen 64  automatic
        inet6 unicast 2001::  prefixlen 64  anycast
        inet6 multicast FF02::1%sw0  prefixlen 16  automatic
        inet6 multicast FF02::1:FF09:9999%sw0  prefixlen 16
        inet6 multicast FF02::1:FF00:1%sw0  prefixlen 16
        inet6 multicast FF02::1:FF00:0%sw0  prefixlen 16
        UP RUNNING SIMPLEX BROADCAST MULTICAST PROMISC 
        MTU:1500  metric:1  VR:0  ifindex:2
        RX packets:150 mcast:35 errors:0 dropped:0
        TX packets:1216 mcast:33 errors:0
        collisions:0 unsupported proto:0
        RX bytes:13k  TX bytes:55k


                  show Device B ipv6 information

Device(config)#show ipv6 interface vlan-interface 1
Show informations of ipv6 interface

VLAN-IF1:
sw0    Link type:Ethernet  HWaddr 00:01:7a:e9:68:58  Queue:none
        IPv6 forwarding is disabled
        inet6 unicast FE80:12::2%sw0  prefixlen 64
        inet6 unicast 2001::2  prefixlen 64
        inet6 unicast FE80::201:7AFF:FEE9:6858%sw0  prefixlen 64  automatic
        inet6 multicast FF02::1%sw0  prefixlen 16  automatic
        inet6 multicast FF02::1:FFE9:6858%sw0  prefixlen 16
        inet6 multicast FF02::1:FF00:2%sw0  prefixlen 16
        UP RUNNING SIMPLEX BROADCAST MULTICAST PROMISC 
        MTU:1500  metric:1  VR:0  ifindex:2
        RX packets:21912 mcast:7990 errors:0 dropped:73
        TX packets:8300 mcast:8023 errors:0
        collisions:0 unsupported proto:0
        RX bytes:1858k  TX bytes:714k


                  The following example shows two devices pinging their local address and
                     global unicast address. If the configuration is right, then the two
                     IPv6 addresses can be pinged successfully.
                  

                  Device(config)#ping6 FE80:12::2%sw0

Pinging FE80:12::2%sw0 (FE80:12::2%sw0) with 56 bytes of data:
Reply from FE80:12::2%sw0 bytes=56 time=10ms hlim=64 
Reply from FE80:12::2%sw0 bytes=56 time=10ms hlim=64 
Reply from FE80:12::2%sw0 bytes=56 time=10ms hlim=64 
Reply from FE80:12::2%sw0 bytes=56 time=10ms hlim=64 

--- FE80:12::2%sw0 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 4840 ms
rtt min/avg/max = 10/10/10 ms

Device(config)#ping6 2001::2

Pinging 2001::2 (2001::2) with 56 bytes of data:
Reply from 2001::2 bytes=56 time=10ms hlim=64 
Reply from 2001::2 bytes=56 time=10ms hlim=64 
Reply from 2001::2 bytes=56 time=10ms hlim=64 
Reply from 2001::2 bytes=56 time=10ms hlim=64 

--- 2001::2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 4840 ms
rtt min/avg/max = 10/10/10 ms

# show Device A neighbor list
Device(config)#show ipv6 neighbors all
Information of neighbor cache
Neighbor   Mac_Address   Vlan  Port    Type    Expire  Status
2001::2  00:01:7a:e9:68:58  1     e1/1  Dynamic  941 s   stale
FE80:12::2%sw0 00:01:7a:e9:68:58  1  e1/1  Dynamic  946 s   stale

Total entries:2


                  
            

         
      

   
      
         
            Chapter 7. Configuring Address Resolution Protocol
            

            

            
            
               
                  	Information About Address Resolution Protocol

                  	Configuring ARP Table

               

            
            
         
      

   
      
         
            Information About Address Resolution Protocol 

            
               The Address Resolution Protocol (ARP), a network layer protocol is used by the Internet Protocol (IP) to enable communications
                  on an internetwork. Layer 3 devices need ARP to map an IP network address to MAC hardware address so that the IP packets can
                  be sent across networks. 
               

               
                  ARP Operating Process

                  
                  
                  Before a device sends a datagram to another device, it looks in its ARP cache to see if there is a MAC address and corresponding
                     IP address for the destination device. If there is no entry, the source device sends a broadcast message to every device on
                     the network. Each device compares the IP address to its own. Only the device with the matching IP address replies (unicast
                     message) to the sending device with a packet containing the MAC address for the device. The source device adds the destination
                     device MAC address to its ARP table for future reference, creates a data-link header and trailer that encapsulates the packet,
                     and proceeds to transfer the data. 
                  

                  
               
               
                  ARP Table

                  
                  
                  Each entry in the ARP Table consists of an IP Address, the corresponding MAC Address and port number.

                  
                  An ARP entry is classified as:

                  
                  
                     	
                        
                        Static ARP entry:

                        
                        A Static ARP entry is manually configured and maintained. It cannot be aged or overwritten by Dynamic ARP entry. A Static
                           ARP entry can be a long or a short entry. 
                        

                        
                        Long Static ARP entry comprises the VLAN and egress interface details along with the IP address and MAC address. Long Static
                           ARP entries can be directly used for packet forwarding. 
                        

                        
                        
                           
                              	
                                 Note

                              
                              	
                                 
                                    
                                    When you manually configure a Long Static ARP entry, the IP address in the entry must be in the same network segment as the
                                       IP address of the VLAN interface on which the egress interface resides. 
                                    

                                    
                                 

                              
                           

                        

                        
                        A Short Static ARP entry comprises the IP Address and the MAC Address. Short Static ARP entry cannot be directly used for
                           packet forwarding. A Short Static ARP request packet is sent by the host.  If the source IP address and the source MAC address
                           in the received response packet are the same as the configured IP address and MAC address, the ARP entry will be completed.
                           Then it can be used for packet forwarding.
                        

                        
                     

                     	
                        
                        Dynamic ARP entry:

                        
                        A Dynamic ARP entry is automatically generated and maintained by the ARP protocol, through ARP packets. A dynamic ARP entry
                           can be aged, updated by new ARP packets and can also be overwritten by a static ARP entry.
                        

                        
                     

                  

                  
               
            

         
      

   
      
         
            Configuring ARP Table 

            
               
                  
                  The following are the steps to configure an ARP table:

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           configure
                                 terminal 
                              
                           

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                              Enters the global configuration mode.

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           arp
                                 ipaddressmac
                                 mac
                                 

                           
                              
                                 Example:

                              

                              Device(config)#arp 10.1.1.1 mac 00.02.9a.3b.94.d9

                              

                           
                              
                              Configures a static ARP entry.

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           arp 
                                 ipaddress  
                                 mac 
                                 mac
                                 [ vid 
                                 vid 
                                 |  port 
                                 port]  

                           
                              
                                 Example:

                              

                              Device(config)#arp 10.1.1.1 mac 00.02.9a.3b.94.d9 vid 4 port 56 

                              

                           
                              
                              Configures a dynamic ARP entry.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           arp
                                 aging-time
                                 aging-time 

                           
                              
                                 Example:

                              

                              Device(config)#arp aging-time 50 

                              

                           
                              
                              Sets the length of time an ARP entry stays in the cache. The default time is 20 minutes.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           no
                                 arp
                                 {  
                                 dynamic
                                 |  
                                 static
                                  |  
                                 all | 
                                 ipaddress
                                 }  

                           
                              
                                 Example:

                              

                              Device(config)#no arp dynamic 10.1.1.1 

                              

                           
                              
                              Deletes the specified ARP entries from the ARP table.

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           show
                                 arp
                                 {  
                                 dynamic| 
                                 static | 
                                 all}  

                           
                              
                                 Example:

                              

                              Device(config)#show arp dynamic 

                              

                           
                              
                              (Optional) Displays the requested ARP entries.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Chapter 8. Configuring SNMP
            

            

            
            
               
                  	Information About SNMP

                  	How to Configure SNMP

                  	Configuration Example for SNMP

               

            
            
         
      

   
      
         
            Information About SNMP

            
               Simple Network Management Protocol (SNMP) is an application layer protocol in a TCP/IP network. SNMP allows the network devices
                  to exchange management information. SNMP helps centralized management of large networks by making it convenient for a network
                  administrator to retrieve information from any node, make modifications, find faults, and complete fault diagnosis, capacity
                  planning, and report generation.
               

               The SNMP system consists of a Network Management Station (NMS) and an agent. The NMS is a workstation that runs client programs
                  and forwards GetRequest, GetNextRequest, and SetRequest packets to the agent. An agent is a server software running on a network
                  device. When the Agent receives an NMS request message, it performs Read or Write operations and generates a Response packet.
                  This Response packet is sent back to the NMS. If a device experiences an abnormal event, like a hot start or a cold start,
                  the agent forwards a trap packet to NMS to report the event.
               

               The SNMP system supports SNMP v1, SNMP v2c, and SNMP v3.

               SNMP v1 provides a simple authentication mechanism. It does not support administrator-to-manager communications. SNMP v1 Trap
                  does not have a confirmation mechanism.
               

               SNMP v2c version has enhanced security, management information structure, protocol operation, and manager communications.

               SNMP v3 provides user authentication and packet encryption mechanisms. This greatly improves the security of the SNMP protocol.

               SNMP MIB is a repository for information about device parameters and network data. An SNMP agent contains MIB variables, whose
                  values the SNMP manager can request or change through Get or Set operations.  
               

            

         
      

   
      
         
            How to Configure SNMP

            
               The following sections provide information about Configuring SNMP:

            

            
            
               
                  	Configuring Basic Parameters of SNMP

                  	Configuring SNMP Community Name

                  	Configuring SNMP Group

                  	Configuring a User

                  	Configuring a View

                  	Configuring an SNMP Notification

                  	Configuring Engine ID

               

            
            
         
      

   
      
         
            Configuring Basic Parameters of SNMP

            
               
                  
                  To configure the SNMP basic parameters, perform the following steps:

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           
                                 snmp-server
                                 [ enable
                                 | 
                                 disable
                                 ]  

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server enable 

                              

                           
                              
                               (Optional) Enables or disables SNMP on the device. If SNMP is enabled by default, this command is not required. 

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           [ 
                                 no
                                 ] 
                                 snmp-server
                                 contact
                                 syscontact 

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server contact DisplaySystemOperator

                              

                           
                              
                              (Optional) Configures the SNMP contact information. To remove the configured contact information, use the no form of the command.
                              

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           show
                                 snmp
                                 contact 

                           
                              
                                 Example:

                              

                              Device(config)# show snmp contact

                              

                           
                              
                              (Optional) Displays the SNMP contact string that is configured.

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           [ 
                                 no
                                 ] 
                                 snmp-server
                                 location
                                 syslocation 

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server location Building13

                              

                           
                              
                              (Optional) Configures the SNMP location information. To remove the configured location string, use the no form of the command.
                              

                              
                           

                        
                     

                     
                        	Step 7
                        	
                           show
                                 snmp
                                 location 

                           
                              
                                 Example:

                              

                              Device(config)# show snmp location

                              

                           
                              
                              (Optional) Displays the SNMP location string that is configured.

                              
                           

                        
                     

                     
                        	Step 8
                        	
                           [ 
                                 no
                                 ] 
                                 snmp-server
                                 name
                                 sysname 

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server name Building13Server

                              

                           
                              
                              (Optional) Configures the SNMP system name. To remove the configured name string, use the no form of the command.
                              

                              
                           

                        
                     

                     
                        	Step 9
                        	
                           show
                                 snmp
                                 name 

                           
                              
                                 Example:

                              

                              Device(config)# show snmp name

                              

                           
                              
                              (Optional) Displays the SNMP system name that is configured.

                              
                           

                        
                     

                     
                        	Step 10
                        	
                           [ 
                                 no
                                 ] 
                                 snmp-server
                                 max-packet-length
                                 length 

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server max-paxket-length 700

                              

                           
                              
                              (Optional) Configures the maximum size of the SNMP packets. To remove the maximum packet length configuration, use the no form of the command.
                              

                              
                              The maximum packet length is set to 1000 bytes, by default.

                              
                           

                        
                     

                     
                        	Step 11
                        	
                           show
                                 snmp
                                 mib
                                 [ 
                                 module
                                 module-name
                                 ]  

                           
                              
                                 Example:

                              

                              Device(config)# show snmp mib

                              

                           
                              
                              (Optional) Displays the MIB modules that are registered on the system.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring SNMP Community Name

            
               
                  
                  An SNMP community is named by a string, known as community name. SNMP community name authenticates access to MIB objects.
                     In order for the NMS to access the switch, the community name definitions on the NMS must match at least one of the community
                     name definitions on the switch.
                  

                  
                  A community name can have one of these definitions:

                  
                  
                     	
                        
                        Read-only (RO): A community with read-only access can only query system information. 

                        
                     

                     	
                        
                        Read-write (RW): A community with read-write access can perform the system configurations along with querying system information.
                           
                        

                        
                     

                  

                  
                  To configure a community name, perform the following task:

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           snmp-server
                                 community
                                 encrypt
                                 { 
                                 enable
                                 | 
                                 disable
                                 }  

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server community encrypt enable

                              

                           
                              
                              (Optional) Enables or disables the encryption of the community name. By default, the community name is not encrypted.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           snmp-server
                                 community
                                 name{ 
                                 ro
                                 | 
                                 rw
                                 } 
                                 { 
                                 permit
                                 | 
                                 deny
                                 } 
                                 [ 
                                 view
                                 view-name
                                 ]  

                           
                              
                                 Example:

                              

                              
                              The following command permits read-write access to the community,  comname.

                              Device(config)#snmp-server community comname rw permit

                              

                           
                              
                              Configures the specified community for read or read-write access to SNMP.

                              
                              By default, the ISO view is used. 

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           show
                                 snmp
                                 community 

                           
                              
                                 Example:

                              

                              Device(config)#show snmp community

                              

                           
                              
                              (Optional) Displays the SNMP community name.

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           
                                 no
                                 snmp-server
                                 community
                                 community-index 

                           
                              
                                 Example:

                              

                              no snmp-server community newname

                              

                           
                              
                              Removes the SNMP community name that is configured.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring SNMP Group

            
               
                  
                  SNMPv3 groups allow you to combine users into groups of different authorization and access privileges. By default, there are
                     two SNMP groups:
                  

                  
                  
                     	
                        
                        Group with a security level of auth: Requires authentication.
                        

                        
                     

                     	
                        
                        Group with a security level of noauthpriv: Does not require authentication or encryption.
                        

                        
                     

                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           snmp-server
                                 group
                                 group-name
                                 3 [ auth
                                 |  
                                 noauth
                                  | 
                                 priv] 
                                 read
                                 read-view
                                 write
                                 write-view
                                 notify notify-view 

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server group g1 3 priv write dept-view 

                              

                           
                              
                              Configures the SNMP group. 

                              
                              If a read-view  is not specified, it defaults to the iso view and auth  security level.
                              

                              
                              write-view  and notify-view  do not have defaults. Hence it is mandatory to specify them if write  or notify  is configured.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           [ no] 
                                 snmp-server
                                 group
                                 group-name
                                 3 
                                 context
                                  context-name
                                 

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server group g1 3 context alerts 

                              

                           
                              
                              (Optional) Specifies the SNMP context to associate with this SNMP group and its views.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           show
                                 snmp
                                 group
                                 [ 
                                 group-name ]  

                           
                              
                                 Example:

                              

                              Device(config)#show snmp group 

                              

                           
                              
                              (Optional) Displays the SNMP group configuration.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring a User

            
               
                  
                  You can configure a user for a local engine or a remote engine.

                  
                  The following three users exist by default and they are reserved as the system users.

                  
                  
                     	
                        
                        initialmd5

                        
                     

                     	
                        
                        initialsha

                        
                     

                     	
                        
                        initialnone

                        
                     

                  

                  
                  When an identifiable engine is deleted, its users are also deleted. 

                  
               
               
                  
                     Before you begin

                  

                  
                  Before you configure a user, ensure that the engine for which the user is being configured, is identifiable.

                  
               

               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           snmp-server
                                 encrypt
                                 { 
                                 enable
                                 | disable
                                 }  

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server encrypt enable 

                              

                           
                              
                              (Optional) Enables or disables the encryption of password. Password is encrypted by default.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           snmp-server
                                 user
                                 username
                                 groupname
                                 [ 
                                 remote 
                                 ipaddress
                                 [  udp-port
                                 port-number ]]  [ 
                                 auth
                                 { 
                                 md5 | 
                                 sha } {  auth-password 
                                 { authpassword  | encrypt-authpassword 
                                 password
                                 }  |  auth-key { authkey  | encrypt-authkey
                                 password
                                 }} 
                                 [  priv
                                 des
                                 { priv-key
                                 { key
                                 | 
                                 encrypt-privkey
                                 key
                                 }  |  priv-password
                                 { 
                                 password | 
                                 encrypt-privpassword
                                 privpassword
                                 } } ] ]  

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server user userOne gpr1  

                              

                           
                              
                              Configures the user. 

                              
                              To configure a remote engine user, specify remote
                                    ipaddress . If you do not specify remote
                                    ipaddress , a local engine user is configured. 
                              

                              
                              For a remote user, the default port number is 162. To configure a different remote port, specify a udp-port
                                    port-number  .
                              

                              
                              Three levels of user privileges can be specified:

                              
                              
                                 	
                                    
                                    noauthpriv : Authentication and password encryption are not required. It is the default configuration.
                                    

                                    
                                 

                                 	
                                    
                                    auth: Authentication is required but password encryption is not required.
                                    

                                    
                                 

                                 	
                                    
                                    authpriv: Authentication and password encryption, both are required.
                                    

                                    
                                 

                              

                              
                              Note that the user security level should be the same as the corresponding group security level.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           no
                                 snmp-server
                                 user
                                 username
                                 [ 
                                 remote
                                 ipaddress
                                 [ 
                                 udp-port 
                                 port-number 
                                 ] ]  

                           
                              
                                 Example:

                              

                              Device(config)#no snmp-server user userOne  

                              

                           
                              
                              (Optional) Removes the username  user.
                              

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           show
                                 snmp
                                 user
                                  [ username
                                 ]  

                           
                              
                                 Example:

                              

                              Device(config)#show snmp user 

                              

                           
                              
                              (Optional)  Displays the user configuration.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring a View

            
               
                  
                  A view is a list of SNMP object trees that you can access. The iso, internet, and sysview views exist by default. You cannot delete or modify the internet view.
                  

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           snmp-server
                                 view
                                 view-name 
                                 oid-subtree { 
                                 included
                                  |  excluded
                                 }  
                              
                           

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server view oneview 

                              

                           
                              
                              Configures a View.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           no
                                 snmp-server
                                 view
                                 view-name 
                                 [  oid-tree ]  
                              
                           

                           
                              
                                 Example:

                              

                              Device(config)#no snmp-server view oneview mib-1 excluded 

                              

                           
                              
                              (Optional) Removes the specified view.

                              
                              
                                 

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           show
                                 snmp
                                 view
                                 view-name 

                           
                              
                                 Example:

                              

                              Device(config)#show snmp oneview 

                              

                           
                              
                              (Optional) Displays the configurations of the specified view.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring an SNMP Notification

            
               
                  
                  SNMP notifications can be sent as traps or inform requests. Follow these steps to configure an SNMP notification.

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           [ no] 
                                 snmp-server
                                 trap-source
                                 { 
                                 loopback-interface 
                                 | 
                                 vlan-interface
                                 } 
                                 if-id 

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server trap-source vlan-interface 3 

                              

                           
                              
                              (Optional) Configures the source IP of the notification packets.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           [ no] 
                                 snmp-server
                                 enable
                                 [[ 
                                 informs 
                                 | 
                                 traps
                                 ] [ 
                                 bridge
                                 | 
                                 gbn
                                 | 
                                 gbnsavecfg |  
                                 interfaces
                                 | 
                                 rmon| 
                                 snmp 

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server enable  

                              

                           
                              
                              Enables the sending of SNMP inform notifications. Use the no  form of the command to disable notifications.
                              

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           show
                                 snmp
                                 notify 

                           
                              
                                 Example:

                              

                              Device(config)#show snmp notify 

                              

                           
                              
                              (Optional) Displays the SNMP notification configurations.

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           [ no] 
                                 snmp-server
                                 host
                                 ipaddress [ 
                                 version
                                 { 1
                                 | 
                                 2c
                                 | 
                                 3 } ] 
                                 

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server host 10.0.0.0 version 2 test 2  

                              

                           
                              
                              Specifies the recipient of an SNMP notification operation.

                              
                           

                        
                     

                     
                        	Step 7
                        	
                           show
                                 snmp
                                 host 

                           
                              
                                 Example:

                              

                              Device(config)#show snmp host 

                              

                           
                              
                              (Optional) Displays the details of the recipient of SNMP notification operations.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring Engine ID

            
               
                  
                  An SNMP engine ID is a unique string that identifies the device, for administrative purposes. 

                  
                  The engine ID of the local SNMP device is 134640000000000000000000. You can modify the local engine ID, but not delete it.
                     You can create or delete the engine ID of a remote SNMP device.  If you delete a remote engine ID,  the corresponding users
                     are also deleted. You can configure a  maximum number of 32 remote engine IDs.
                  

                  
                  Follow these steps to configure an engine ID:

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           snmp-server
                                 engineid
                                 {  
                                 local
                                 engine-id
                                 | 
                                 remote
                                 ipaddress
                                 [  udp-port
                                 port-number 
                                 ] engine-id
                                 }  

                           
                              
                                 Example:

                              

                              Device(config)#snmp-server engineid remote 172.16.20.4 1  

                              

                           
                              
                              (Optional) Configures the engine ID of the local SNMP device or the remote SNMP device.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           show
                                 snmp
                                 engineid
                                 { 
                                 local
                                 |  
                                 remote
                                 } 
                                 id 

                           
                              
                                 Example:

                              

                              Device(config)#show snmp engineid remote traps 

                              

                           
                              
                              (Optional) Displays the specified engineID configurations.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           no
                                 snmp-server
                                 engineid
                                 { 
                                 local |
                                 remote
                                 ipaddress 
                                 port-number
                                 }  

                           
                              
                                 Example:

                              

                              Device(config)#no snmp-server engine-id local 

                              

                           
                              
                              Removes the specified engine ID.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuration Example for SNMP 

            
               
                  Network Requirements

                  
                  
                  Before accessing a device with the mib-browser, ensure that the mib-browser terminal is able to communicate with the device.

                  
               
               
                  Configuration Steps

                  
                  
                  The following example configures a community, test2, and lets the mib-browser access the device through SNMP V1 or SNMP v2.
                     It then configures a group g3, a user u3, with the security levels such that the mib-browser can access the switch through
                     SNMP v3.
                  

                  Device(config)#snmp-server enable
Device(config)#snmp-server community test2 rw permit view iso
Device(config)#snmp-server group g3 3 auth notify iso read iso write iso
Device(config)#snmp-server user u3 g3 auth md5 auth-password password

Device(config)#show snmp group g3
groupname: g3                                                                   
securitymodel: 3 auth                                                           
readview: iso                                                                   
writeview: iso                                                                  
notifyview: iso                                                                 
context: default value(NULL)                                                    

Device(config)#show snmp user u3
User name: u3                                                                   
Engine ID: 134640000000000000000000                                             
Authentication Protocol: HMACMD5AuthProtocol                                    
Group-name: g3                                                                  
Validation: valid 

Device(config)#snmp-server enable traps
Device(config)#snmp-server host 192.168.1.10 version 2 test2

Device(config)#snmp-server host 192.168.1.10 version 3 auth u3

                  
            

         
      

   
      
         
            Chapter 9. Configuring DHCP Snooping
            

            

            
            
               
                  	Information About DHCP Snooping

                  	How to Configure DHCP Snooping

                  	Displaying DHCP Snooping and IP Source Guard Information

                  	Configuration Example for DHCP Snooping

               

            
            
         
      

   
      
         
            Information About DHCP Snooping

            
               Dynamic Host Control Protocol (DHCP) Snooping feature provides security by filtering untrusted DHCP messages. An untrusted
                  message is a message that is received from outside the network and that can cause traffic attacks within the network. DHCP
                  Snooping acts a firewall between untrusted hosts and the DHCP server. It helps the devices in the network to track DHCP client
                  IP address and verify the source of the traffic that is received by the devices. 
               

               DHCP Snooping function specifies a port to be trusted or untrusted. Trusted ports connect to DHCP servers or ports of other
                  devices in the network. Untrusted ports connect to DHCP clients or other networks. When DHCP Snooping is enabled on your device,
                  it monitors and validates the DHCP packets that it receives. Untrusted ports drop the DHCP-ACK and DHCP-OFFER packets that
                  are received from DHCP servers. Trusted ports forward the received DHCP packets to DHCP clients.
               

            

            
            
               
                  	Overview of IP Source Guard

               

            
            
         
      

   
      
         
            Overview of IP Source Guard

            
               IP Source Guard feature filters the source IP address on a Layer 2 port to prevent a malicious host from impersonating a legitimate
                  host. It permits the IP traffic only when the IP address and the MAC address of each packet matches one of the two sources
                  of IP and MAC address bindings: 
               

               
                  	
                     
                     Entries in the DHCP Snooping Binding table

                     
                  

                  	
                     
                     Static IP source binding that you configure

                     
                  

               

               You can enable the IP Source Guard feature only on untrusted ports. For IP Source Guard to function, enable DHCP Snooping.

            

         
      

   
      
         
            How to Configure DHCP Snooping

            
               The following sections provide information about Configuring DHCP Snooping:

            

            
            
               
                  	Configuring DHCP Snooping

                  	Configuring Link-Down Operation

                  	Configuring IP Source Guard

               

            
            
         
      

   
      
         
            Configuring DHCP Snooping

            
               
                  
                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           
                                 dhcp-snooping
                                 

                           
                              
                                 Example:

                              

                              Device(config)#dhcp-snooping 

                              

                           
                              
                               Enables DHCP snooping on the device. 

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           
                                 interface
                                 ethernet
                                 port/slot 

                           
                              
                                 Example:

                              

                              Device(config)#interface ethernet 1/1 

                              

                           
                              
                               Enters interface configuration mode. 

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           
                                 dhcp-snooping
                                 trust 

                           
                              
                                 Example:

                              

                              Device(config-if)#dhcp-snooping trust 

                              

                           
                              
                               Specifies the port that is connected to the DHCP server as a trusted port.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring Link-Down Operation

            
               
                  
                  DHCP Snooping builds and maintains a binding database using the information that it extracts from intercepting the DHCP messages.
                     Each entry in the database holds an IP address, VLAN, MAC address, lease time, and the interface associated with a binding.
                  

                  
                  When a link in the network goes down, you can configure the device to remove the corresponding entry in the binding database.

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           
                                 dhcp-snooping
                                 port-down-action
                                 fast-remove 
                              
                           

                           
                              
                                 Example:

                              

                              Device(config)#dhcp-snooping port-down-action fast-remove 

                              

                           
                              
                               (Optional) Configures the link-down operation on the port.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring IP Source Guard

            
               
                  
                  
               
               
                  
                     Before you begin

                  

                  
                  Enable the IP Source Guard feature only on untrusted ports. Before you begin to configure IP Source Guard, ensure that DHCP
                     Snooping is enabled. 
                  

                  
               

               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           
                                 ip-source-guard
                                 bind
                                 ip
                                 A.B.C.D[ 
                                 mac
                                 mac-address
                                 interface
                                 ethernet
                                 interface-id
                                 vlan
                                 vlanID
                                 ]  

                           
                              
                                 Example:

                              

                              Device(config)#ip-source-guard bind ip 10.2.3.4 

                              

                           
                              
                              (Optional) Configures a static IP binding on the port.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           
                                 ip-source-guard
                                 vlan
                                 vlanList
                                 

                           
                              
                                 Example:

                              

                              Device(config)#ip-source-guard vlan 10 20 

                              

                           
                              
                              (Optional) Configures IP Source Guard on the listed VLANs.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           
                                 ip-source-guard
                                 permit
                                 igmp
                                 

                           
                              
                                 Example:

                              

                              Device(config)#ip-source-guard permit igmp 

                              

                           
                              
                              (Optional) Configures IP Source Guard to allow IGMP packets to pass through.

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           
                                 interface
                                 ethernet 
                                 device/slot/port 

                           
                              
                                 Example:

                              

                              Device(config)#interface ethernet 0/1/1 

                              

                           
                              
                               Enters interface configuration mode. 

                              
                           

                        
                     

                     
                        	Step 7
                        	
                           
                                 ip-source-guard
                                 [ 
                                 ip
                                 | ip-mac
                                 | ip-mac-vlan
                                 ]  

                           
                              
                                 Example:

                              

                              Device(config-if)#ip-source-guard ip-mac 

                              

                           
                              
                              Enables IP Source Guard feature on the untrusted port and specifies the port filtering mode.

                              
                              Port filtering mode is of three types:

                              
                              
                                 	
                                    
                                    ip: The port filters packets based on the source IP address of the IP packet, regardless of the source MAC address and the VLAN
                                       ID.
                                    

                                    
                                 

                                 	
                                    
                                    ip-mac: The port filters packets based on the source IP address of the IP packet and the MAC address, regardless of the VLAN ID.
                                    

                                    
                                 

                                 	
                                    
                                    ip-mac-vlan: The port filters packets based on source IP address, MAC address, and VLAN ID.
                                    

                                    
                                 

                              

                              
                              If you don't specify the port filtering mode, the port filters packets based on the source IP, MAC address, and VLAN ID.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Displaying DHCP Snooping and IP Source Guard Information

            
               
                  
                  Use the following commands to display and perform maintenance operation on DHCP Snooping:

                  
                  
                     
                     
                        
                        
                     
                     
                        
                           	
                              
                              Command

                              
                           
                           	
                              
                              Purpose

                              
                           
                        

                     
                     
                        
                           	
                              
                              show dhcp-snooping clients 

                              
                           
                           	
                              
                              Displays the binding between the IP address and MAC address, which the DHCP Snooping records.

                              
                              Execute this command in any mode.

                              
                           
                        

                        
                           	
                              
                              show dhcp-snooping interface [port-list] 

                              
                           
                           	
                              
                              Displays the DHCP Snooping enabled state, information on th trusted port, the number of DHCP clients allowed on the physical
                                 port, and the number of currently connected DHCP clients.
                              

                              
                           
                        

                        
                           	
                              
                              show ip-source-guard 

                              
                           
                           	
                              
                              Displays the status of the IP Source Guard function.

                              
                           
                        

                        
                           	
                              
                              show ip-source-guard bind [ ip
                                    ip-address] 

                              
                           
                           	
                              
                              Displays the source IP Binding table of  IP Source Guard.

                              
                           
                        

                        
                           	show ip-source-guard vlan 
                           	
                              
                              Displays the IP Source Guard information for the VLAN.

                              
                           
                        

                        
                           	
                              
                              show ip-source-guard permit igmp 

                              
                           
                           	
                              
                              Displays if IP Source Guard allows IGMP packets to pass through.

                              
                           
                        

                     
                  

                  
               
            

         
      

   
      
         
            Configuration Example for DHCP Snooping

            
               
                  
                  This example shows how to configure DHCP Snooping on a switch whose ethernet 1/1 interface is connected to the DHCP Server and ethernet 1/2  interface is connected to the DHCP client. It sets ethernet 1/1 port as a trusted port.
                  

                  
                  
                     Device#configure terminal
Device(config)#dhcp-snooping

Device(config)#interface ethernet 1/1
Device(config-if-ethernet-1/1)#dhcp-snooping trust

                     

                  
               
            

         
      

   
      
         
            
            Chapter 10. Configuring DHCPv6 Snooping
            

            
            
            
            
               
                  	DHCPv6 Snooping Overview

                  	How to Configure DHCPv6 Snooping

                  	Monitoring DHCPv6 Snooping

                  	Configuration Example for DHCPv6 Snooping

               

            
            
         
      

   
      
         
            
            DHCPv6 Snooping Overview

            
            
            
               
               The DHCP Version 6 (DHCPv6) Snooping feature enhances security by recording IPv6 address obtained by monitoring DHCP messages.
                  This feature allows a network administrator to compare the IPv6 address obtained when the user browses the internet, to the
                  IPv6 addresses in the DHCPv6 server and confirm a user's identity by looking at the MAC address associated to the IPv6 address.
               

               
               DHCPv6 snooping requires configuring a port as trusted or untrusted. Trusted ports connect to either DHCP servers or ports
                  of other devices in the network. Untrusted ports connect to either DHCP clients or other networks. A DHCPv6 snooping-enabled
                  device monitors and validates the DHCPv6 messages that it receives. Untrusted ports drop the DHCPv6-reply and DHCPv6-advertise
                  messages that are received from DHCP servers. Trusted ports forward the received DHCP messages to the correct IPv6 address.
                  
               

               
            

            
            
            
               
                  	DHCPv6 Option 18 and DHCPv6 Option 37

                  	Limit the Number of DHCPv6 Clients

               

            
            
         
      

   
      
         
            
            DHCPv6 Option 18 and DHCPv6 Option 37

            
            
            
               
               A DHCPv6 relay agent is used to relay messages between the client and the server. 

               
               The DHCPv6 allows configuring a relay agent with the following two options:

               
               
                  
                  	
                     
                     The interface-ID option or also known as Option 18 allows a relay agent to send the interface ID to identify the port which
                        has received the information from client side. If a relay agent receives a RELAY-RELAY packet that contains also the interface
                        ID, the relay agent relays this information to client side through the interface enabled with the interface-ID option. 
                     

                     
                  

                  
                  	
                     
                     The remote-ID option or also known as Option 37 allows a relay device to include either the hostname or the IPv4 or IPv6 address
                        of the relay device during transmission.
                     

                     
                  

                  
               

               
            

            
         
      

   
      
         
            
            Limit the Number of DHCPv6 Clients

            
            
            
               
               A DHCPv6 server addresses can be exhausted if a network attacker requests multiple IPv6 addresses disguised as multiple users.
                  To avoid this, you can limit the number of DHCPv6 clients with any of the following methods:
               

               
               
                  
                  	
                     
                     Limit the number of DHCPv6 clients access to a device's physical port: In this case, an attack will be restricted to a physical
                        port and not the whole network. 
                     

                     
                  

                  
                  	
                     
                     Limit the number of DHCPv6 clients access to a specific VLAN: In this case, an attack will be restricted to the attacker and
                        the users connected in the same VLAN rather than the entire network.
                     

                     
                  

                  
               

               
            

            
         
      

   
      
         
            
            How to Configure DHCPv6 Snooping

            
            
            
               
               The following sections provide configuration information about DHCPv6 snooping.

               
            

            
            
            
               
                  	Configure DHCPv6 Snooping

                  	Configuring Link-Down Operation

                  	Limit DHCPv6-Client Number Accessed to the Port

                  	Configure DHCPv6 Option

               

            
            
         
      

   
      
         
            
            Configure DHCPv6 Snooping

            
            
            
               
                  
                  To configure DHCPv6 snooping, perform this procedure:

                  
               
               
                  Procedure

               

               

               
                  
                     
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                     
                        	Step 3
                        	
                           
                                 dhcpv6-snooping
                                 

                           
                              
                                 Example:

                              

                              Device(config)#dhcpv6-snooping 

                              

                           
                              
                               Enables DHCPv6 snooping on the device. 

                              
                           

                        
                     

                     
                     
                        	Step 4
                        	
                           
                                 interface
                                 ethernet
                                 port/slot 

                           
                              
                                 Example:

                              

                              Device(config)#interface ethernet 1/1 

                              

                           
                              
                               Enters interface configuration mode. 

                              
                           

                        
                     

                     
                     
                        	Step 5
                        	
                           
                                 dhcpv6-snooping
                                 trust 

                           
                              
                                 Example:

                              

                              Device(config-if)#dhcp-snooping trust 

                              

                           
                              
                               Specifies the port that is connected to the DHCPv6 server as a trusted port.

                              
                           

                        
                     

                     
                  
               

               

            

            
         
      

   
      
         
            
            Configuring Link-Down Operation

            
            
            
               
                  
                  When a link in the network goes down, you can configure the device to remove the corresponding entry in the binding database.

                  
                  To configure link-down operation, perform this procedure:

                  
               
               
                  Procedure

               

               

               
                  
                     
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                     
                        	Step 3
                        	
                           
                                 dhcpv6-snooping
                                 port-down-action
                                 fast-remove 
                              
                           

                           
                              
                                 Example:

                              

                              Device(config)#dhcpv6-snooping port-down-action fast-remove 

                              

                           
                              
                               (Optional) Configures the link-down operation on the port.

                              
                           

                        
                     

                     
                  
               

               

            

            
         
      

   
      
         
            
            Limit DHCPv6-Client Number Accessed to the Port

            
            
            
               
                  
                  To limit the number of DHCPv6 client access to a port, perform this procedure:

                  
               
               
                  Procedure

               

               

               
                  
                     
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                     
                        	Step 3
                        	
                           
                                 interface
                                 ethernet
                                 port/slot 

                           
                              
                                 Example:

                              

                              Device(config)#interface ethernet 1/1 

                              

                           
                              
                               Enters interface configuration mode. 

                              
                           

                        
                     

                     
                     
                        	Step 4
                        	
                           
                                 dhcpv6-snooping
                                 max-clients
                                 client_number 
                              
                           

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)#dhcpv6-snooping max-clients  

                              

                           
                              
                               (Optional) Configures the numbers of  DHCPv6 clients accessed to physical port according to network status.

                              
                              client_number : The range must be from 0 to 2048.
                              

                              
                           

                        
                     

                     
                     
                        	Step 5
                        	
                           
                                 exit
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device(config-if-ethernet-1/1)#exit 

                              

                           
                              
                               Exits interface configuration mode. 

                              
                              client_number : The range must be from 0 to 2048.
                              

                              
                           

                        
                     

                     
                     
                        	Step 6
                        	
                           
                                 vlan
                                 vlan list 
                              
                           

                           
                              
                                 Example:

                              

                              Device(config-if-vlan)#vlan 11 

                              

                           
                              
                              Creates a VLAN for a single port or a list of ports..

                              
                           

                        
                     

                     
                     
                        	Step 7
                        	
                           
                                 dhcpv6-snooping
                                 max-clients
                                 client_number 
                              
                           

                           
                              
                                 Example:

                              

                              Device(config-if-vlan)#dhcpv6-snooping max-clients  

                              

                           
                              
                              Configures the numbers of DHCPv6 clients accessed to physical port according to network status.

                              
                              client_number : The range must be from 0 to 2048.
                              

                              
                           

                        
                     

                     
                  
               

               

            

            
         
      

   
      
         
            
            Configure DHCPv6 Option

            
            
            
               
                  
                  To configure DHCPv6 option, perform this procedure:

                  
               
               
                  Procedure

               

               

               
                  
                     
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password, if prompted. 

                              
                           

                        
                     

                     
                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device#configure terminal 

                              

                           
                              
                               Enters global configuration mode. 

                              
                           

                        
                     

                     
                     
                        	Step 3
                        	
                           
                                 dhcpv6-snooping
                                 information
                                 option {18 | 37} 

                           
                              
                                 Example:

                              

                              Device(config)#dhcpv6-snooping information option 18 

                              

                           
                              
                               Enables DHCPv6 snooping on the device. 

                              
                              
                                 
                                 	
                                    
                                    18 : Enables DHCPv6 option 18.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    37 : Enables DHCPv6 option 37.
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                     
                  
               

               

            

            
         
      

   
      
         
            
            Monitoring DHCPv6 Snooping

            
            
            
               
               Use the following commands to monitor DHCPv6 snooping

               
                  Commands to Monitor DHCPv6 Snooping
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Command 

                           
                        
                        
                        	
                           
                           Purpose 

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           show dhcpv6-snooping
                                 clients 

                           
                        
                        
                        	
                           
                           Displays the correspondence between IPV6 addresses and MAC addresses recorded by DHCPv6 Snooping. 

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           show dhcpv6-snooping {interface | vlan} 

                           
                        
                        
                        	
                           
                           On an interface:

                           
                           Displays the DHCPv6 snooping state, the trusted port information, the number of DHCPv6 clients allowed on the physical port,
                              and the number of currently connected DHCPv6 clients.
                           

                           
                           On a VLAN:

                           
                           Display the DHCPv6 snooping state and the number of DHCPv6 clients that belong to the specified VLAN.

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            
            Configuration Example for DHCPv6 Snooping

            
            
            
               
               
                  
                  This example shows how to configure DHCPv6 Snooping on a device whose ethernet 1/1 interface is connected to the DHCPv6 Server and ethernet 1/2 interface is connected to the DHCPv6 client. It sets ethernet 1/1 port as a trusted port.
                  

                  
                  
                     Device# configure terminal
Device(config)# dhcpv6-snooping

Device(config)# interface ethernet 1/1
Device(config-if-ethernet-1/1)# dhcpv6-snooping trust

                     

                  
               
               
               
                  
                  This example shows how to configure DHCPv6 option 18 on a device.

                  
                  
                     Device# configure terminal
Device(config)# dhcpv6-snooping
Device(config)# dhcpv6-snooping information option 18

                     

                  
               
               
            

            
         
      

   
      
         
            Chapter 11. Configuring Static Routing
            

            

            
            
               
                  	About Static Routing

                  	How to Configure Static Routing

                  	Example: Static Routing

               

            
            
         
      

   
      
         
            About Static Routing

            
               Static routes are manually configured and define an explicit route between two networking devices. Static routes are useful
                  for smaller networks with only one path to an outside network or to provide security for certain types of traffic in a larger
                  network. 
               

            

         
      

   
      
         
            How to Configure Static Routing

            

            
            
               
                  	Adding Static Routes

                  	Monitoring Static Routes Configuration

               

            
            
         
      

   
      
         
            Adding Static Routes

            
               
                  
                  To add  static routes, perform this procedure. 

                  
               
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                              Enables privileged EXEC mode. 

                              
                              Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure
                                 terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode. 

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           [no] ip route dst-ip mask gate-ip 

                           
                              
                                 Example:

                              

                              Device(config)# ip route 192.168.0.100 255.255.0.0 10.11.0.254 

                              

                           
                              
                              Adds specified static routes to the table. 

                              
                              
                                 	
                                    
                                    dst-ip : The destination address of the static route that needs to be added. 
                                    

                                    
                                 

                                 	
                                    
                                    mask : The mask of the destination address. 
                                    

                                    
                                 

                                 	
                                    
                                    gate-ip : The next-hop address of the static route.  
                                    

                                    
                                 

                              

                              
                              Use the no ip route dst-ip mask [gate-ip]  command to delete the configuration.
                              

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           no
                                 ip route static all  

                           
                              
                                 Example:

                              

                              Device(config)# ip route static all 

                              

                           
                              
                              Deletes all static routes in the  table. 

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Monitoring Static Routes Configuration

            
               
                  
                  The commands in the following table can be used to monitor static routes configurations. 

                  
                     Monitoring Static Routes Cofiguration
                     
                        
                        
                     
                     
                        
                           	
                              
                              Command 

                              
                           
                           	
                              
                              Purpose 

                              
                           
                        

                     
                     
                        
                           	
                              
                              show ip route  [ip-address [mask] | static | rip | ospf] 
                                 
                              

                              
                           
                           	
                              
                              Display the related information of specified routes as well as static routes such as the next-hop address, routing type etc.
                                 
                              

                              
                              
                                 	
                                    
                                    ip-address : The destination address.
                                    

                                    
                                 

                                 	
                                    
                                    mask : The destination network segment presented with IP address. 
                                    

                                    
                                 

                                 	
                                    
                                    static : Displays all static routes 
                                    

                                    
                                 

                                 	
                                    
                                    rip : Displays all RIP routes.
                                    

                                    
                                 

                                 	
                                    
                                    ospf : Displays all OSPF routes.
                                    

                                    
                                 

                              

                              
                           
                        

                     
                  

                  
               
            

         
      

   
      
         
            Example: Static Routing 

            
               
                  
                  
                  The following example shows how to add a network routing to 192.168.0.100 and set 10.11.0.254 as the  next-hop.

                  Device> enable
Device# configure terminal 
Device(config)# ip route 192.168.0.100 255.255.0.0 10.11.0.254


                  

               
                  
                  
                  The following example shows how to delete a network routing to 192.168.0.100.

                  Device> enable
Device# configure terminal 
Device(config)# no ip route 192.168.0.100 255.255.0.0 10.11.0.254


                  

               
                  
                  
                  The following example shows how to delete all static routing.

                  Device> enable
Device# configure terminal 
Device(config)# no ip route static all


                  

            

         
      

   
      
         
            Chapter 12. Configuring LLDP
            

            

            
            
               
                  	LLDP Overview

                  	LLDP Working Mode

                  	Configuring LLDP

                  	Configuring LLDP Time Parameters

                  	Example: Configuring LLDP

               

            
            
         
      

   
      
         
            LLDP Overview

            
               LLDP (Link Layer Discovery Protocol) is a Layer 2 discovery protocol defined in IEEE 802.1AB. With the use of LLDP technology,
                  when the network scale is expanded rapidly, the network management system can quickly understand the Layer 2 network topology
                  information and topology change information.
               

               The basic principle of LLDP is as follows: A device in a network sends a notification of its status information to its neighboring
                  devices, and each port of each device stores its own information. If a local device has a state change, it can also send updated
                  information to the neighbor device directly connected to it. The neighbor device stores the information in the standard SNMP
                  MIB. The network management system can inquire the connection situation of the current second layer from the SNMP MIB. Note
                  that LLDP is a remote device state information discovery protocol. It cannot perform the functions of network device configuration
                  and port control.
               

            

         
      

   
      
         
            LLDP Working Mode

            
               The following list the LLDP working modes:

               
                  	
                     
                     TxRx: Send and receive LLDP packets, the port works in this mode by default.

                     
                  

                  	
                     
                     Tx: Only send LLDP packets, but do not receive.

                     
                  

                  	
                     
                     Rx: Only receive LLDP packets, but do not send.

                     
                  

                  	
                     
                     Disable: LLDP packets are neither sent nor received.

                     
                  

               

               The port initializes the protocol state machine if the LLDP working mode changes.

               
                  	
                     
                     Sending mechanism: When the port works in TxRx or Tx mode, the device periodically sends LLDP packets to the neighbor. If
                        the local configuration of the device changes, LLDP packets are sent immediately to notify the neighboring devices of the
                        changes in the local information. However, to prevent large amount of LLDP packets from being sent due to frequent changes
                        of local information, after sending an LLDP packet, it needs to be delayed for a period of time before sending the next LLDP
                        packet.
                     

                     
                  

                  	
                     
                     Receiving mechanism: When the port works in TxRx or Rx mode, the device checks the validity of received LLDP packets and TLVs
                        carried in the packets. After checking, the neighbor information is saved to the local device and the aging time of the neighbor
                        information on the local device is set according to the TTL (Time To Live) value in the TLV. If the value is zero, the neighbor
                        information is aged out immediately.
                     

                     
                  

               

            

         
      

   
      
         
            Configuring LLDP

            
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode.

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           
                                 lldp 

                           
                              
                                 Example:

                              

                              Device(config)# lldp 

                              

                           
                              
                              Enables LLDP.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           
                                 interface ethernet port-num 

                           
                              
                                 Example:

                              

                              Device(config)# interface ethernet 2 

                              

                           
                              
                              Enters port configuration mode.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           
                                 lldp [rxtx  | tx | rx] 

                           
                              
                                 Example:

                              

                              Device(config)# lldp tx 

                              

                           
                              
                              (Optional) Configures the LLDP working mode.

                              
                              
                                 
                                    	
                                       Note

                                    
                                    	
                                       
                                          
                                          There is no specific command to turn off the working mode.

                                          
                                       

                                    
                                 

                              

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           
                                 end 

                           
                              
                                 Example:

                              

                              Device(config)# end 

                              

                           
                              
                              (Optional) Exits the global configuration mode and returns to privileged EXEC mode.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Configuring LLDP Time Parameters

            
               
                  Procedure

               

               

               
                  
                     
                        	Step 1
                        	
                           
                                 enable
                                 
                              
                           

                           
                              
                                 Example:

                              

                              Device> enable 

                              

                           
                              
                               Enables privileged EXEC mode. 

                              
                               Enter your password if prompted. 

                              
                           

                        
                     

                     
                        	Step 2
                        	
                           
                                 configure terminal 

                           
                              
                                 Example:

                              

                              Device# configure terminal 

                              

                           
                              
                              Enters global configuration mode.

                              
                           

                        
                     

                     
                        	Step 3
                        	
                           
                                 lldp hello-time value 

                           
                              
                                 Example:

                              

                              Device(config)# lldp hello-time 45 

                              

                           
                              
                              Configures LLDP hello time.

                              
                           

                        
                     

                     
                        	Step 4
                        	
                           
                                 lldp hold-time value 

                           
                              
                                 Example:

                              

                              Device(config)# lldp hold-time 65 

                              

                           
                              
                              Configures LLDP hold time.

                              
                           

                        
                     

                     
                        	Step 5
                        	
                           
                                 end 

                           
                              
                                 Example:

                              

                              Device(config)# end 

                              

                           
                              
                              (Optional) Exits global configuration mode and returns to privileged EXEC mode.

                              
                           

                        
                     

                     
                        	Step 6
                        	
                           
                                 show lldp interface 

                           
                              
                                 Example:

                              

                              Device# show lldp interface 

                              

                           
                              
                              (Optional) Displays the system LLDP configurations.

                              
                           

                        
                     

                  
               

               

            

         
      

   
      
         
            Example: Configuring LLDP

            
               
                  
                  Both devices must be directly connected through port 1 to open the LLDP function. For example:

                  Device> enable
Device# configure terminal

Device1(config)# lldp
Device2(config)# lldp


                  The following is sample output from the show lldp interface ethernet  command:
                  

                  Device1(config)# show lldp interface ethernet 1/1

System LLDP: enable
LLDP hello-time: 30(s)  LLDP hold-time: 4  LLDP TTL: 120(s)
Interface Ethernet 1/1
Port LLDP: rxtx         Pkt Tx: 158        Pkt Rx: 160
Total neighbor count: 1
Neighbor (1):
TTL: 106(s)
Chassis ID: 00:0a:5a:20:4d:ad
Port ID: port e1/1
System Name: SW2
System Description: New GreenNet Switch
Port Description: NULL
Management Address: 192.168.4.52
Port Vlan ID: 4
Port SetSpeed: auto
Port ActualSpeed: FULL-1000
Port Link Aggregation: support ,not in aggregation
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