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            Introduction

            
            
            
               
               This release note describes the features, modifications, and caveats for the Cisco IOS Release 15.2(8)Ex software on the Cisco
                  Catalyst Micro Switch Series.
               

               
            

            
         
      

   
      
         
            
            Supported Hardware

            
            
            

            
            
            
               
                  	Cisco Catalyst Micro Switch Series—Model Numbers

                  	Optics Modules

               

            
            
         
      

   
      
         
            
            Cisco Catalyst Micro Switch Series—Model Numbers

            
            
            
               
               The following table lists the supported hardware models.

               
               
                  Cisco Catalyst Micro Switch Series Model Numbers
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Switch Model

                           
                        
                        
                        	
                           
                           Description

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	Cisco Catalyst Switch Models and Description
                        
                     

                     
                     
                        
                        	
                           
                           CMICR-4PS

                           
                        
                        
                        	
                           
                           Four 1 Gigabit Ethernet downlink PoE+ ports; two 1 Gigabit Ethernet SFP uplink ports; uses external AC/DC adapters for power
                              sourcing.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           CMICR-4PC

                           
                        
                        
                        	
                           
                           Four 1 Gigabit Ethernet downlink PoE+ ports; one 1 Gigabit Ethernet SFP and one 1-Gigabit Ethernet RJ-45 uplink ports; uses
                              external AC/DC adapters for power sourcing.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           CMICR-4PT

                           
                        
                        
                        	
                           
                           Four 1 Gigabit Ethernet downlink PoE+ ports; one 1 Gigabit Ethernet RJ-45 uplink port and one 1 Gigabit Ethernet RJ-45 or
                              SFP combo uplink ports; two USB-C connectors for power sourcing; uses external AC/DC adapters or external PSE through PD ports
                              for power sourcing.
                           

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            
            Optics Modules

            
            
            
               
               The Cisco Catalyst Micro Switch Series support a wide range of optics. Because the list of supported optics is updated on
                  a regular basis, consult the tables at this URL for the latest SFP+ and SFP module compatibility information: https://tmgmatrix.cisco.com

               
            

            
         
      

   
      
         
            
            Features of the Switch

            
            
            
            
               
                  	Ease of Operation

                  	Network Security

                  	Deployment and Control Features

                  	Quality of Service

                  	Software Features in Cisco IOS Release 15.2(8)E5

                  	Software Features in Cisco IOS Release 15.2(8)E4

                  	Software Features in Cisco IOS Release 15.2(8)E3

                  	Software Features in Cisco IOS Release 15.2(8)E2

                  	Software Features in Cisco IOS Release 15.2(8)E1

                  	Software Features in Cisco IOS Release 15.2(8)E

               

            
            
         
      

   
      
         
            
            Ease of Operation

            
            
            
               
               This section lists the ease-of-operation features supported by Cisco Catalyst Micro Switch Series:

               
               
                  
                  	
                     
                     Cisco Catalyst Smart Operations is a comprehensive set of features that simplify LAN deployment, configuration, and troubleshooting.
                        Catalyst Smart Operations is a set of features that includes Auto Smartports, Smart Configuration, and Smart Troubleshooting
                        to enhance operational excellence:
                     

                     
                     
                        
                        	
                           
                           Auto Configuration determines the level of network access provided to an endpoint based on the type of the endpoint device.

                           
                        

                        
                        	
                           
                           Cisco Auto Smartports provide automatic configuration as devices connect to the switch port, allowing auto detection, and
                              plug and play of the device onto the network.
                           

                           
                        

                        
                        	
                           
                           Cisco Smart Troubleshooting is an extensive array of debug diagnostic commands and system health checks within the switch,
                              including Generic Online Diagnostics (GOLD) and Onboard Failure Logging (OBFL).
                           

                           
                        

                        
                        	
                           
                           Interface templates provide a mechanism to configure multiple commands at the same time and associate it with a target (such
                              as an interface). An interface template is a container of configurations or policies that can be applied to specific ports.
                           

                           
                        

                        
                     

                     
                  

                  
               

               
            

            
         
      

   
      
         
            
            Network Security

            
            
            
               
               The Cisco Catalyst Micro Switch Series provide a range of security features to limit access to the network and mitigate threats.

               
               
                  
                  	
                     
                     In Cisco IOS Release 15.2(7)E3 and later releases, SSH is enabled by default to connect to networks, and Telnet is disabled
                        by default.
                     

                     
                  

                  
                  	
                     
                     802.1x monitor mode: Enables authentication across the wired infrastructure in an audit mode without affecting wired users
                        or devices. It helps IT administrators to smoothly manage 802.1x transitions by allowing access and logging system messages
                        when a device requires reconfiguration or is missing an 802.1x supplicant.
                     

                     
                  

                  
                  	
                     
                     Bidirectional data support on the Switched Port Analyzer (SPAN) port: Allows Cisco intrusion detection.

                     
                  

                  
                  	
                     
                     Bridge protocol data unit (BPDU) Guard: Shuts down Spanning Tree Port Fast-enabled interfaces when BPDUs are received to avoid
                        accidental topology loops.
                     

                     
                  

                  
                  	
                     
                     Dynamic Address Resolution Protocol (ARP) Inspection (DAI): Prevents malicious attacks on the device by not relaying invalid
                        ARP requests and responses to other ports in the same VLAN.
                     

                     
                  

                  
                  	
                     
                     Dynamic Host Control Protocol (DHCP) snooping: Filters untrusted DHCP messages between untrusted hosts and DHCP servers.

                     
                  

                  
                  	
                     
                     Internet Group Management Protocol (IGMP) filtering: Provides multicast authentication by filtering out non-subscribers and
                        limits the number of concurrent multicast streams available per port.
                     

                     
                  

                  
                  	
                     
                     MAC address notification: Notifies administrators about users added to or removed from the network.

                     
                  

                  
                  	
                     
                     Multilevel security on console access: Prevents unauthorized users from altering the device configuration.

                     
                  

                  
                  	
                     
                     Flexible authentication: Supports multiple authentication mechanisms including 802.1X and MAC Authentication Bypass.

                     
                  

                  
                  	
                     
                     Open mode: Creates a user-friendly environment for 802.1X operations.

                     
                  

                  
                  	
                     
                     Port security: Secures the access to an access or trunk port based on MAC address. It limits the number of learned MAC addresses
                        to deny MAC address flooding.
                     

                     
                  

                  
                  	
                     
                     Port-based ACLs for Layer 2 interfaces: Allow security policies to be applied on individual switch ports.

                     
                  

                  
                  	
                     
                     RADIUS Change of Authorization (CoA): Enables asynchronous policy management.

                     
                  

                  
                  	
                     
                     Secure Shell (SSH) Protocol and Simple Network Management Protocol Version 3 (SNMPv3): Provides network security by encrypting
                        administrator traffic during Telnet and SNMP sessions. SSH Protocol, Kerberos, and the cryptographic version of SNMPv3 require
                        a special cryptographic software image because of U.S. export restrictions.
                     

                     
                  

                  
                  	
                     
                     Standard and extended access control lists (ACLs): Define security policies on routed interfaces for control-plane and data-plane
                        traffic. IPv6 ACLs can be applied to filter IPv6 traffic.
                     

                     
                  

                  
                  	
                     
                     TACACS+ and RADIUS authentication: Facilitates the centralized control of a device and restricts unauthorized users from altering
                        the configuration.
                     

                     
                  

                  
               

               
            

            
         
      

   
      
         
            
            Deployment and Control Features

            
            
            
               
               This section lists the deployment and control features:

               
               
                  
                  	
                     
                     Auto-negotiation on all ports automatically selects half- or full-duplex transmission mode to optimize bandwidth.

                     
                  

                  
                  	
                     
                     Dynamic Host Configuration Protocol (DHCP) auto-configuration of multiple switches through a boot server eases switch deployment.

                     
                  

                  
                  	
                     
                     Dynamic Trunking Protocol (DTP) facilitates dynamic trunk configuration across all switch ports.

                     
                  

                  
                  	
                     
                     IEEE 802.1s/w Rapid Spanning Tree Protocol (RSTP) and Multiple Spanning Tree Protocol (MSTP) provide rapid spanning-tree convergence
                        independent of spanning-tree timers and also offers the benefit of Layer 2 load balancing and distributed processing.
                     

                     
                  

                  
                  	
                     
                     Internet Group Management Protocol (IGMP) v1, v2, v3, snooping for IPv4. Multicast Listener Discovery (MLD) v1 and v2 Snooping
                        provide fast client joins and leaves of multicast streams and limit bandwidth-intensive video traffic to only the requester.
                     

                     
                  

                  
                  	
                     
                     Layer 2 traceroute eases troubleshooting by identifying the physical path that a packet takes from source to destination.

                     
                  

                  
                  	
                     
                     Link Aggregation Control Protocol (LACP) allows the creation of Ethernet channeling with devices that conform to IEEE 802.3ad.

                     
                  

                  
                  	
                     
                     Network Timing Protocol (NTP) provides an accurate and consistent timestamp to all intranet switches.

                     
                  

                  
                  	
                     
                     Port Aggregation Protocol (PAgP) automates the creation of Cisco Fast EtherChannel groups and Gigabit groups.

                     
                  

                  
                  	
                     
                     TFTP reduces the cost of administering software upgrades by downloading from a centralized location.

                     
                  

                  
                  	
                     
                     Switch-port auto-recovery (error-disable) automatically attempts to reactivate a link that is disabled because of a network
                        error
                     

                     
                  

                  
                  	
                     
                     Storm control for unicast, broadcast and multicast traffic to prevent disruption in the network due to packet flooding on
                        the LAN.
                     

                     
                  

                  
                  	
                     
                     Unidirectional Link Detection Protocol (UDLD) and Aggressive UDLD allow unidirectional links caused by incorrect wiring. Also,
                        port faults can be detected and disabled on the interfaces.
                     

                     
                  

                  
                  	
                     
                     Voice VLAN simplifies telephony installations by keeping voice traffic on a separate VLAN for easier administration and troubleshooting.

                     
                  

                  
               

               
            

            
         
      

   
      
         
            
            Quality of Service

            
            
            
               
               This section lists the quality of service (QoS) features:

               
               
                  
                  	
                     
                     Multilayer Switching (MLS) QoS provides the ability to configure granular policies and classes on every interface. These policies
                        include policers, markers, and classifiers.
                     

                     
                  

                  
                  	
                     
                     Supports up to 4 egress queues per port, and finer flow segregation using 2 threshold markers for non-strict-priority queues.

                     
                  

                  
                  	
                     
                     Strict priority queuing to ensure that the highest-priority packets are serviced ahead of all other traffic.

                     
                  

                  
                  	
                     
                     Weighted Round Robin (WRR) scheduling to ensure differential prioritization of packet flows.

                     
                  

                  
               

               
            

            
         
      

   
      
         
            
            Software Features in Cisco IOS Release 15.2(8)E5

            
            
            
               
               None.

               
            

            
         
      

   
      
         
            
            Software Features in Cisco IOS Release 15.2(8)E4

            
            
            
               
               None.

               
            

            
         
      

   
      
         
            
            Software Features in Cisco IOS Release 15.2(8)E3

            
            
            
               
               None.

               
            

            
         
      

   
      
         
            
            Software Features in Cisco IOS Release 15.2(8)E2

            
            
            
               
               None.

               
            

            
         
      

   
      
         
            
            Software Features in Cisco IOS Release 15.2(8)E1

            
            
            
               
               
                  
                  None.

                  
               
               
            

            
         
      

   
      
         
            
            Software Features in Cisco IOS Release 15.2(8)E

            
            
            
               
               
                  
                  None.

                  
               
               
            

            
         
      

   
      
         
            
            Compatibility Matrix

            
            
            
               
               
               The following table provides software compatibility information.

               
               
                  Compatibility Matrix
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Catalyst Micro Switches

                           
                        
                        
                        	
                           
                           Cisco Identity Services Engine

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           Cisco IOS Release 15.2(8)E1

                           
                        
                        
                        	
                           
                           2.7

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Cisco IOS Release 15.2(8)E

                           
                        
                        
                        	
                           
                           2.7

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Cisco IOS Release 15.2(7)E3k

                           
                        
                        
                        	
                           
                           2.7

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            
            Upgrading the Switch Software

            
            
            
            
               
                  	Finding the Software Version and Feature Set

                  	Software Image

               

            
            
         
      

   
      
         
            
            Finding the Software Version and Feature Set

            
            
            
               
               The Cisco IOS image is stored as a bin file in a directory that is named with the Cisco IOS release number. The files necessary
                  for web management are contained in a subdirectory. The image is stored on the system board flash device (flash:).
               

               
               You can use the show version  privileged EXEC command to see the software version that is running on your switch.
               

               
               
                  
                     	
                        Note

                     
                     	
                        
                           
                           Although the show version output always shows the software image running on the switch, the model name shown at the end of
                              this display is the factory configuration and does not change if you upgrade the software license.
                           

                           
                        

                     
                  

               

               
               You can also use the dir
                     filesystem:  privileged EXEC command to see the directory names of other software images that you might have stored in flash memory.
               

               
            

            
         
      

   
      
         
            
            Software Image

            
            
            
               
               If you have a service support contract and order a software license or if you order a switch, you receive the universal software
                  image and a specific software license.
               

               
               
                  Software Image
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Image

                           
                        
                        
                        	
                           
                           Filename

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           Universal image

                           
                        
                        
                        	
                           
                           cmicr-universalk9-mz

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Universal image

                           
                        
                        
                        	
                           
                           cmicr-universalk9-tar

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            
            Scaling Guidelines

            
            
            
               
               For information about feature scaling guidelines, see the Cisco Catalyst Micro Switch Series datasheet at: https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-micro-switches/nb-06-cat-micro-switch-series-ds-cte-en.html

               
            

            
         
      

   
      
         
            
            Caveats

            
            
            
               
               Caveats describe unexpected behavior in Cisco IOS releases. Caveats listed as open in a prior release are carried forward
                  to the next release as either open or resolved.
               

               
            

            
            
            
               
                  	Cisco Bug Search Tool

                  	Open Caveats

                  	Resolved Caveats in Cisco IOS Release 15.2(8)5

                  	Resolved Caveats in Cisco IOS Release 15.2(8)E4

                  	Resolved Caveats in Cisco IOS Release 15.2(8)E3

                  	Resolved Caveats in Cisco IOS Release 15.2(8)E2

                  	Resolved Caveats in Cisco IOS Release 15.2(8)E1

                  	Resolved Caveats in Cisco IOS Release 15.2(8)E

               

            
            
         
      

   
      
         
            
            Cisco Bug Search Tool

            
            
            
               
               The Cisco Bug Search Tool (BST) allows partners and customers to search for software bugs based on product, release, and keyword, and aggregates key
                  data such as bug details, product, and version. The BST is designed to improve the effectiveness in network risk management
                  and device troubleshooting. The tool has a provision to filter bugs based on credentials to provide external and internal
                  bug views for the search input.
               

               
               To view the details of a caveat, click on the identifier.

               
            

            
         
      

   
      
         
            
            Open Caveats

            
            
            
               
               None

               
            

            
         
      

   
      
         
            
            Resolved Caveats in Cisco IOS Release 15.2(8)5

            
            
               
               
                  
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Caveat ID Number

                           
                        
                        
                        	
                           
                           Description

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           CSCwf49531

                           
                        
                        
                        	
                           
                            Cisco IOS and IOS XE Software Cisco GETVPN Software Out-of-Bounds Write Vulnerability

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            
            Resolved Caveats in Cisco IOS Release 15.2(8)E4

            
            
               
               
                  
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Caveat ID Number

                           
                        
                        
                        	
                           
                           Description

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           CSCwe27892

                           
                        
                        
                        	
                           
                            Intermittent Failures CMICR-4PC Switch

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            
            Resolved Caveats in Cisco IOS Release 15.2(8)E3

            
            
               
               
                  
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Caveat ID Number

                           
                        
                        
                        	
                           
                           Description

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           CSCwc36609

                           
                        
                        
                        	
                           
                           Incorrect operation of wrr-queue bandwidth limit  command on CMICR-4PC switch.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           CSCwc40341

                           
                        
                        
                        	
                           
                           Archive download-sw upgrade process is slow.

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           CSCwc63937

                           
                        
                        
                        	
                           
                           Intermittent failure/high CPU on CMICR-4PC switch.

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           CSCvw60355

                           
                        
                        
                        	
                           
                           DHCPv6: Memory allocation of DHCPv6 relay option results in crash.

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           CSCvx63027

                           
                        
                        
                        	
                           
                           Cisco IOS and IOS XE software SSH Denial of Service vulnerability.

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            
            Resolved Caveats in Cisco IOS Release 15.2(8)E2

            
            
               
               
                  
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Caveat ID Number

                           
                        
                        
                        	
                           
                           Description

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           CSCvz09138

                           
                        
                        
                        	
                           
                           Loopback detection is not working as expected on CMICR-4PC. 

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            
            Resolved Caveats in Cisco IOS Release 15.2(8)E1

            
            
            
               
               
                  
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Caveat ID Number

                           
                        
                        
                        	
                           
                           Description

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           CSCvv90923

                           
                        
                        
                        	
                           
                           In CMICR-4PC switch [peridot_stats_update_port_counters:66]:Failed to read port=* statistics in IOS

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           CSCvv90963

                           
                        
                        
                        	
                           
                           In CMICR (4PC and 4PS) switch, port speed intermittently wrongly reported in IOS

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           CSCvx66699

                           
                        
                        
                        	
                           
                           Cisco IOS and IOS XE Software TrustSec CLI Parser Denial of Service Vulnerability

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            
            Resolved Caveats in Cisco IOS Release 15.2(8)E

            
            
            
               
               
                  
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Caveat ID Number

                           
                        
                        
                        	
                           
                           Description

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           CSCvu18188

                           
                        
                        
                        	
                           
                           RSTP convergence fails with VTP pruning enabled; ports stuck in RSTP dispute.

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           CSCvu67285

                           
                        
                        
                        	
                           
                           The output of the show power command does not display the correct value with 65 Watt power supply.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           CSCvv33410

                           
                        
                        
                        	
                           
                           The output of the show inventory command does not display the transceiver information.

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           CSCvv87319

                           
                        
                        
                        	
                           
                           By default, the switch is configured for 65 Watt Power supply.

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            
            Troubleshooting

            
            
            
               
               For the most up-to-date, detailed troubleshooting information, see the Cisco TAC website at this URL:

               
               https://www.cisco.com/en/US/support/index.html

               
               Go to Product Support and select your product from the list or enter the name of your product. Look under Troubleshoot and Alerts, to find information
                  for the problem that you are experiencing.
               

               
            

            
         
      

   
      
         
            
            Related Documentation

            
            
            
               
               Cisco Validated Designs documents at this URL: https://www.cisco.com/go/designzone

               
               To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use Cisco MIB Locator found at the
                  following URL: http://www.cisco.com/go/mibs

               
            

            
         
      

   
      
         
            
            Communications, Services, and Additional Information

            
            
            
               
               
               
                  			
                  
                     	
                        					
                        To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
                        

                        				
                     

                     	
                        					
                        To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
                        

                        				
                     

                     	
                        					
                        To submit a service request, visit Cisco Support.
                        

                        				
                     

                     	
                        					
                        To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit Cisco Marketplace.
                        

                        				
                     

                     	
                        					
                        To obtain general networking, training, and certification titles, visit Cisco Press.
                        

                        				
                     

                     	
                        					
                        To find warranty information for a specific product or product family, access Cisco Warranty Finder.
                        

                        				
                     

                  

                  		
               
               
            

            
         
      

   
      
         
            Full Cisco Trademarks with Software License

            
               
                  
                  THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS
                     MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
                     RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
                     WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
                     RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 
                     
                  

                  
                  THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
                     ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
                     INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
                     LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 
                     
                  

                  
                  The Cisco implementation of TCP header compression is an adaptation of
                     a program developed by the University of California, Berkeley (UCB) as part of
                     UCB's public domain version of the UNIX operating system. All rights reserved.
                     Copyright © 1981, Regents of the University of California.
                     
                  

                  
                  NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL
                     FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION,
                     THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE,
                     OR TRADE PRACTICE.
                  

                  
                  IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT,
                     SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION,
                     LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO
                     USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
                     POSSIBILITY OF SUCH DAMAGES. 
                     
                  

                  Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone
                     numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown
                     for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
                     coincidental.
                  

                  
                  All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version
                     for the latest version.
                     
                  

                  
                  Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

                  
               
               
                  
                  
                  
                   Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its
                     affiliates in the U.S. and other countries. To view a list of Cisco
                     trademarks, go to this URL: https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the
                     property of their respective owners. The use of the word partner
                     does not imply a partnership relationship between Cisco and any
                     other company. (1721R)
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