	IP Routing Configuration Guide, Cisco IOS XE Cupertino 17.9.x (Catalyst 9600 Switches)
	Contents
	Preface
	Document Conventions
	Related Documentation
	Obtaining Documentation and Submitting a Service Request
	Configuring Bidirectional Forwarding Detection
	Prerequisites for Bidirectional Forwarding Detection
	Restrictions for Bidirectional Forwarding Detection
	Information About Bidirectional Forwarding Detection
	BFD Operation
	Neighbor Relationships
	BFD Detection of Failures
	BFD Version Interoperability
	BFD Support for Nonbroadcast Media Interfaces
	BFD Support for Nonstop Forwarding with Stateful Switchover
	BFD Intervals Based on Interface



	How to Configure Bidirectional Forwarding Detection
	Configuring BFD Session Parameters on the Interface
	Configuring BFD Support for Dynamic Routing Protocols
	Configuring BFD Support for IS-IS
	Prerequisites
	Configuring BFD Support for IS-IS for All Interfaces
	Configuring BFD Support for IS-IS for One or More Interfaces

	Configuring BFD Support for OSPF
	Configuring BFD Support for OSPF for All Interfaces
	Configuring OSPF Support for BFD over IPv4 for One or More Interfaces

	Configuring BFD Support for HSRP

	Configuring BFD Support for Static Routing
	Configuring BFD Echo Mode
	Prerequisites
	Restrictions
	Disabling BFD Echo Mode Without Asymmetry

	Creating and Configuring BFD Templates
	Configuring a Single-Hop Template

	Monitoring and Troubleshooting BFD
	Monitoring and Troubleshooting BFD


	Feature History for Configuring Bidirectional Forwarding Detection

	Configuring BFD Support for EIGRP IPv6
	Prerequisites for BFD Support for EIGRP IPv6
	Restrictions for BFD Support for EIGRP IPv6
	Information About BFD Support for EIGRP IPv6
	How to Configure BFD Support for EIGRP IPv6
	Configuring BFD Support on All Interfaces
	Configuring BFD Support on an Interface

	Configuration Examples for BFD Support for EIGRP IPv6
	Example: Configuring BFD Support on All Interfaces
	Example: Configuring BFD Support on an Interface

	Additional References
	Feature History for Configuring BFD Support for EIGRP IPv6

	Configuring MSDP
	Information About Configuring MSDP
	MSDP Overview
	MSDP Operation
	MSDP Benefits


	How to Configure MSDP
	Default MSDP Configuration
	Configuring a Default MSDP Peer
	Caching Source-Active State
	Requesting Source Information from an MSDP Peer
	Controlling Source Information that Your Switch Originates
	Redistributing Sources
	Filtering Source-Active Request Messages

	Controlling Source Information that Your Switch Forwards
	Using a Filter
	Using TTL to Limit the Multicast Data Sent in SA Messages

	Controlling Source Information that Your Switch Receives
	Configuring an MSDP Mesh Group
	Shutting Down an MSDP Peer
	Including a Bordering PIM Dense-Mode Region in MSDP
	Configuring an Originating Address other than the RP Address

	Monitoring and Maintaining MSDP
	Configuration Examples for Configuring MSDP
	Configuring a Default MSDP Peer: Example
	Caching Source-Active State: Example
	Requesting Source Information from an MSDP Peer: Example
	Controlling Source Information that Your Switch Originates: Example
	Controlling Source Information that Your Switch Forwards: Example
	Controlling Source Information that Your Switch Receives: Example

	Feature History for Multicast Source Discovery Protocol

	Configuring IP Unicast Routing
	Restrictions for IP Unicast Routing
	Information About Configuring IP Unicast Routing
	Information About IP Routing
	Types of Routing
	Classless Routing
	Address Resolution
	Proxy ARP
	ICMP Router Discovery Protocol
	UDP Broadcast Packets and Protocols

	Broadcast Packet Handling
	IP Broadcast Flooding

	Configuration Guidelines for IP Routing
	How to Configure IP Addressing
	Default IP Addressing Configuration
	Assigning IP Addresses to Network Interfaces
	Using Subnet Zero
	Disabling Classless Routing

	Configuring Address Resolution Methods
	Defining a Static ARP Cache
	Setting ARP Encapsulation
	Enabling Proxy ARP

	Routing Assistance When IP Routing is Disabled
	Proxy ARP
	Default Gateway
	ICMP Router Discovery Protocol (IRDP)

	Configuring Broadcast Packet Handling
	Enabling Directed Broadcast-to-Physical Broadcast Translation
	Forwarding UDP Broadcast Packets and Protocols
	Establishing an IP Broadcast Address
	Flooding IP Broadcasts


	How to Configure IP Unicast Routing
	Enabling IP Unicast Routing
	What to Do Next

	Monitoring and Maintaining IP Addressing
	Monitoring and Maintaining the IP Network
	Feature History for IP Unicast Routing

	Configuring IPv6 Unicast Routing
	Information About Configuring IPv6 Unicast Routing
	Understanding IPv6
	Static Routes for IPv6
	Path MTU Discovery for IPv6 Unicast
	ICMPv6
	Neighbor Discovery
	Default Router Preference
	Policy-Based Routing for IPv6
	Unsupported IPv6 Unicast Routing Features
	IPv6 Feature Limitations
	IPv6 and Switch Stacks

	Default IPv6 Configuration

	How to Configure IPv6 Unicast Routing
	Configuring IPv6 Addressing and Enabling IPv6 Routing
	Configuring IPv4 and IPv6 Protocol Stacks
	Configuring Default Router Preference
	Configuring IPv6 ICMP Rate Limiting
	Configuring Cisco Express Forwarding and distributed Cisco Express Forwarding for IPv6
	Configuring Static Routing for IPv6
	Enabling IPv6 PBR on an Interface
	Enabling Local PBR for IPv6
	Displaying IPv6

	Configuration Examples for IPv6 Unicast Routing
	Example: Configuring IPv4 and IPv6 Protocol Stacks
	Example: Configuring Default Router Preference
	Example: Configuring IPv6 ICMP Rate Limiting
	Example: Configuring Static Routing for IPv6
	Example: Enabling PBR on an Interface
	Example: Enabling Local PBR for IPv6
	Example: Displaying IPv6

	Additional References
	Feature History for IPv6 Unicast Routing

	Configuring RIP
	Information About RIP
	RIP for IPv6
	Summary Addresses and Split Horizon

	How to Configure Routing Information Protocol
	Default RIP Configuration
	Configuring Basic RIP Parameters
	Configuring RIP Authentication
	Configuring RIP for IPv6
	Configuring Summary Addresses and Split Horizon
	Configuring Split Horizon

	Configuration Examples for Routing Information Protocol
	Configuration Example for Summary Addresses and Split Horizon
	Example: Configuring RIP for IPv6

	Feature History for Routing Information Protocol

	Configuring OSPF
	Information About OSPF
	OSPF for IPv6
	OSPF Nonstop Forwarding
	OSPF NSF Awareness
	OSPF NSF Capability

	OSPF Area Parameters
	Other OSPF Parameters
	LSA Group Pacing
	Loopback Interfaces

	How to Configure OSPF
	Default OSPF Configuration
	Configuring Basic OSPF Parameters
	Configuring OSPF for IPv6
	Configuring OSPF Interfaces
	Configuring OSPF Area Parameters
	Configuring Other OSPF Parameters
	Changing LSA Group Pacing
	Configuring a Loopback Interface

	Monitoring OSPF
	Configuration Examples for OSPF
	Configuration Examples for OSPF
	Example: Configuring Basic OSPF Parameters
	Feature History for Open Shortest Path First

	Configuring OSPF NSR
	Restrictions for OSPF Nonstop Routing
	Information About OSPF Nonstop Routing
	How to Configure OSPF Nonstop Routing
	Configuring OSPF Nonstop Routing

	Configuration Examples for OSPF Nonstop Routing
	Example: Configuring OSPF Nonstop Routing

	Feature History for OSPF Nonstop Routing

	Configuring OSPFv3 NSR
	Information About OSPFv3 Nonstop Routing
	How to Configure OSPFv3 Nonstop Routing
	Configuring OSPFv3 Nonstop Routing
	Enabling OSPFv3 Nonstop Routing for an Address Family
	Disabling OSPFv3 Nonstop Routing for an Address Family

	Configuration Examples for OSPFv3 Nonstop Routing
	Example: Configuring OSPFv3 Nonstop Routing
	Example: Verifying OSPFv3 Nonstop Routing Status

	Troubleshooting Tips
	Additional References
	Feature History for OSPFv3 Nonstop Routing

	Configuring OSPFv2 Loop-Free Alternate IP Fast Reroute
	Prerequisites for OSPFv2 Loop-Free Alternate IP Fast Reroute
	Restrictions for OSPFv2 Loop-Free Alternate IP Fast Reroute
	Information About OSPFv2 Loop-Free Alternate IP Fast Reroute
	LFA Repair Paths
	LFA Repair Path Attributes
	Shared Risk Link Groups
	Interface Protection
	Broadcast Interface Protection
	Node Protection
	Downstream Path
	Line-Card Disjoint Interfaces
	Metric
	Equal-Cost Multipath Primary Paths

	Candidate Repair-Path Lists

	How to Configure OSPFv2 Loop-Free Alternate IP Fast Reroute
	Enabling Per-Prefix OSPFv2 Loop-Free Alternate IP Fast Reroute
	Specifying Prefixes to Be Protected by LFA IP FRR
	Configuring a Repair Path Selection Policy
	Creating a List of Repair Paths Considered
	Prohibiting an Interface from Being Used as the Next Hop

	Configuration Examples for OSPFv2 Loop-Free Alternate IP Fast Reroute
	Example: Enabling Per-Prefix LFA IP FRR
	Example: Specifying Prefix-Protection Priority
	Example: Configuring Repair-Path Selection Policy
	Example: Auditing Repair-Path Selection
	Example: Prohibiting an Interface from Being a Protecting Interface

	Feature History for OSPFv2 Loop-Free Alternate IP Fast

	Configuring OSPFv3 Fast Convergence - LSA and SPF Throttling
	Information About OSPFv3 Fast Convergence: LSA and SPF Throttling
	How to Configure OSPFv3 Fast Convergence: LSA and SPF Throttling
	Tuning LSA and SPF Timers for OSPFv3 Fast Convergence
	Configuring LSA and SPF Throttling for OSPFv3 Fast Convergence

	Example: Configuring LSA and SPF Throttling for OSPFv3 Fast Convergence
	Additional References
	Feature History for OSPFv3 Fast Convergence: LSA and SPF Throttling

	Configuring OSPFv3 Authentication Trailer
	Information About the OSPFv3 Authentication Trailer
	How to Configure the OSPFv3 Authentication Trailer
	Configuration Examples for the OSPFv3 Authentication Trailer
	Example: Configuring the OSPFv3 Authentication Trailer
	Example: Verifying OSPFv3 Authentication Trailer

	Additional References for OSPFv3 Authentication Trailer
	Feature History for OSPFv3 Authentication Trailer

	Configuring OSPFv3 BFD
	Information About OSPFv3 for BFD
	How to Configure OSPFv3 for BFD
	Configuring BFD Support for OSPFv3
	Configuring Baseline BFD Session Parameters on the Interface
	Configuring BFD Support for OSPFv3 for All Interfaces
	Configuring OSPF Support for BFD over IPv4 for One or More Interfaces

	Retrieving BFDv6 Information for Monitoring and Troubleshooting

	Example: Displaying OSPF Interface Information about BFD
	Additional References
	Feature History for OSPFv3 for BFD

	Configuring OSPFv3 External Path Preference Option
	Information About OSPFv3 External Path Preference Option
	OSPFv3 External Path Preference Option

	Calculating OSPFv3 External Path Preferences per RFC 5340
	Example: Calculating OSPFv3 External Path Preferences per RFC 5340
	Additional References
	Feature History for OSPFv3 External Path Preference Option

	Configuring OSPF Retransmissions Limit
	Restrictions For OSPF Retransmissions Limit
	Overview About OSPF Retransmissions Limit
	Benefits

	Setting OSPF Retransmission Limits
	Example: Configuring OSPF Retransmissions Limit
	Additional References for OSPF Retransmissions Limit
	Feature History for OSPF Retransmissions Limit

	Configuring OSPFv3 Max-Metric Router LSA
	Information About OSPFv3 Max-Metric Router LSA
	Configuring the OSPFv3 Max-Metric Router LSA
	Example: Verifying the OSPFv3 Max-Metric Router LSA
	Additional References
	Feature History for OSPFv3 Max-Metric Router LSA

	Configuring OSPFv3 Demand Circuit Ignore
	Information About Demand Circuit Ignore Support
	Configuring Demand Circuit Ignore Support for OSPFv3
	Example: Demand Circuit Ignore Support for OSPFv3
	Additional References for OSPFv3 Demand Circuit Ignore
	Feature History for OSPFv3 Demand Circuit Ignore

	Configuring Prefix Suppression Support for OSPFv3
	Prefix Suppression Support for OSPFv3
	Prerequisites for Prefix Suppression Support for OSPFv3
	Information About Prefix Suppression Support for OSPFv3
	OSPFv3 Prefix Suppression Support
	Globally Suppress IPv4 and IPv6 Prefix Advertisements by Configuring the OSPFv3 Process
	Suppress IPv4 and IPv6 Prefix Advertisements on a Per-Interface Basis

	How to Configure Prefix Suppression Support for OSPFv3
	Configuring Prefix Suppression Support of the OSPFv3 Process
	Configuring Prefix Suppression Support of the OSPFv3 Process in Address-Family Configuration Mode
	Configuring Prefix Suppression Support on a Per-Interface Basis
	Troubleshooting IPv4 and IPv6 Prefix Suppression

	Configuration Example: Configuring Prefix Suppression Support for OSPFv3
	Feature History for Prefix Suppression Support for OSPFv3

	Configuring Graceful Shutdown Support for OSPFv3
	Information About Graceful Shutdown for OSPFv3
	How to Configure Graceful Shutdown Support for OSPFv3
	Configuring Graceful Shutdown of the OSPFv3 Process
	Configuring Graceful Shutdown of the OSPFv3 Process in Address-Family Configuration Mode

	Configuration Examples for Graceful Shutdown Support for OSPFv3
	Example: Configuring Graceful Shutdown of the OSPFv3 Process
	Example: Configuring Graceful Shutdown of the OSPFv3 Interface

	Additional References for Graceful Shutdown Support for OSPFv3
	Feature History for Graceful Shutdown Support for OSPFv3

	Configuring NSSA for OSPFv2
	Information About Configuring NSSA for OSPF
	Characteristics of RFC 3101
	RFC 1587 Compliance
	ABR as NSSA Link State Advertisement Translator

	How to Configure NSSA for OSPF
	Configuring an OSPFv2 NSSA Area and Its Parameters
	Configuring an NSSA ABR as a Forced NSSA LSA Translator
	Disabling RFC 3101 Compatibility and Enabling RFC 1587 Compatibility

	Configuration Examples for OSPF NSSA
	Example: Configuring OSPF NSSA
	Example: OSPF NSSA Area with RFC 3101 Disabled and RFC 1587 Active
	Example: Verifying OSPF NSSA

	Additional References for OSPF Not-So-Stubby Areas (NSSA)
	Feature History for NSSA for OSPFv2

	Configuring NSSA for OSPFv3
	Information About Configuring NSSA for OSPFv3
	RFC 1587 Compliance
	ABR as OSPFv3 NSSA LSA Translator

	How to Configure NSSA for OSPFv3
	Configuring an OSPFv3 NSSA Area and Its Parameters
	Configuring an NSSA ABR as a Forced NSSA LSA Translator for OSPFv3
	Disabling RFC 3101 Compatibility and Enabling RFC 1587 Compatibility

	Example: NSSA for OSPFv3
	Additional References for Configuring NSSA for OSPFv3
	Feature History for NSSA for OSPFv3

	Configuring EIGRP
	Information About EIGRP
	EIGRP IPv6
	EIGRP Features
	EIGRP Components
	EIGRP Nonstop Forwarding
	EIGRP NSF Awareness
	EIGRP NSF Capability

	EIGRP Stub Routing
	EIGRPv6 Stub Routing

	How to Configure EIGRP
	Default EIGRP Configuration
	Configuring Basic EIGRP Parameters
	Configuring EIGRP Interfaces
	Configuring EIGRP for IPv6
	Configuring EIGRP Route Authentication

	Monitoring and Maintaining EIGRP
	Feature History for EIGRP

	Configuring EIGRP MIB
	Prerequisites for EIGRP MIB
	Restrictions for EIGRP MIB
	Information About EIGRP MIB
	EIGRP MIB Overview
	EIGRP Interface Table
	EIGRP Neighbor Table
	EIGRP Topology Table
	EIGRP Traffic Statistics Table
	EIGRP VPN Table
	EIGRP Notifications

	Enabling EIGRP MIB Notifications
	Example: Enabling EIGRP MIB Notifications
	Additional References for EIGRP MIB
	Feature History for EIGRP MIB

	Configuring EIGRP Wide Metrics
	Information About EIGRP Wide Metrics
	EIGRP Composite Cost Metrics
	EIGRP Wide Metrics
	EIGRP Metric Weights
	Mismatched K Values


	Additional References for EIGRP MIB
	Feature History for EIGRP Wide Metrics

	Configuring EIGRP Loop-Free Alternate IP Fast Reroute
	Restrictions for EIGRP Loop-Free Alternate IP Fast Reroute
	Information About EIGRP Loop-Free Alternate IP Fast Reroute
	Repair Paths Overview
	LFA Computation
	LFA Tie-Breaking Rules


	How to Configure EIGRP Loop-Free Alternate IP Fast Reroute
	Configuring LFA IP FRRs Per Prefix
	Disabling Load Sharing Among Prefixes
	Enabling Tie-Breaking Rules for EIGRP LFAs

	Configuration Examples for EIGRP Loop-Free Alternate IP Fast Reroute
	Example: Configuring LFA IP FRRs Per Prefix
	Example: Disabling Load Sharing Among Prefixes
	Example: Enabling Tie-Breaking Rules

	Feature History for EIGRP Loop-Free Alternate IP Fast Reroute

	Configuring BGP
	Restrictions for BGP
	Information About BGP
	BGP Network Topology
	Nonstop Forwarding Awareness
	Information About BGP Routing
	Routing Policy Changes
	BGP Decision Attributes
	Route Maps
	BGP Filtering
	Prefix List for BGP Filtering
	BGP Community Filtering
	BGP Neighbors and Peer Groups
	Aggregate Routes
	Routing Domain Confederations
	BGP Route Reflectors
	Route Dampening
	Conditional BGP Route Injection
	BGP Peer Templates
	Inheritance in Peer Templates
	Peer Session Templates
	Peer Policy Templates
	BGP Route Map Next Hop Self

	How to Configure BGP
	Default BGP Configuration
	Enabling BGP Routing
	Managing Routing Policy Changes
	Configuring BGP Decision Attributes
	Configuring BGP Filtering with Route Maps
	Configuring BGP Filtering by Neighbor
	Configuring BGP Filtering by Access Lists and Neighbors
	Configuring Prefix Lists for BGP Filtering
	Configuring BGP Community Filtering
	Configuring BGP Neighbors and Peer Groups
	Configuring Aggregate Addresses in a Routing Table
	Configuring Routing Domain Confederations
	Configuring BGP Route Reflectors
	Configuring Route Dampening
	Conditionally Injecting BGP Routes
	Configuring Peer Session Templates
	Configuring a Basic Peer Session Template
	Configuring Peer Session Template Inheritance with the inherit peer-session Command
	Configuring Peer Session Template Inheritance with the neighbor inherit peer-session Command

	Configuring Peer Policy Templates
	Configuring Basic Peer Policy Templates
	Configuring Peer Policy Template Inheritance with the inherit peer-policy Command
	Configuring Peer Policy Template Inheritance with the neighbor inherit peer-policy Command

	Configuring BGP Route Map Next-hop Self

	Configuration Examples for BGP
	Example: Configuring Conditional BGP Route Injection
	Example: Configuring Peer Session Templates
	Examples: Configuring Peer Policy Templates
	Example: Configuring BGP Route Map next-hop self

	Monitoring and Maintaining BGP
	Feature History for Border Gateway Protocol

	Configuring BGP Graceful Shutdown
	Information About BGP Graceful Shutdown
	Purpose and Benefits of BGP Graceful Shutdown
	GSHUT Community
	BGP GSHUT Enhancement

	How to Configure BGP Graceful Shutdown
	Shutting Down a BGP Link Gracefully
	Filtering BGP Routes Based on the GSHUT Community
	Configuring BGP GSHUT Enhancement

	Configuration Examples for BGP Graceful Shutdown
	Example: Shutting Down a BGP Link Gracefully
	Example: Filtering BGP Routes Based on the GSHUT Community
	Example: BGP GSHUT Enhancement

	Additional References
	Feature History for BGP Graceful Shutdown

	Configuring BGP Large Community
	Restrictions for the BGP Large Community
	Information About the BGP Large Community Feature
	Large Community Lists
	BGP Large Community Attribute

	How to Configure the BGP Large Community
	Enabling BGP Large Community
	Configuring Route-map with Large Community Lists and Matching a Large Community
	Defining BGP Large Community List
	Configuring the Route-map to Set BGP Large Communities
	Deleting Large Communities
	Verifying the Configuration of the BGP Large Community
	Troubleshooting Large Communities

	Configuration Example: BGP Large Community
	Feature History for BGP Large Community

	Configuring BGP Monitoring Protocol
	Prerequisites for BGP Monitoring Protocol
	Information About BGP Monitoring Protocol
	Information About BGP Monitoring Protocol

	How to Configure BGP Monitoring Protocol
	Configuring a BGP Monitoring Protocol Session
	Configuring BGP Monitoring Protocol on BGP Neighbors
	Configuring BGP Monitoring Protocol Servers
	Configuring BGP Monitoring Protocol on VRF Neighbors

	Verifying BGP Monitoring Protocol
	Monitoring BGP Monitoring Protocol
	Configuration Examples for BGP Monitoring Protocol
	Examples for Configuring, Verifying, and Monitoring BGP Monitoring Protocol

	Additional References for BGP Monitoring Protocol
	Feature History for BGP Monitoring Protocol

	Configuring BGP Next Hop Unchanged
	Restrictions for BGP Next Hop Unchanged
	BGP Next Hop Unchanged
	How to Configure BGP Next Hop Unchanged
	Configuring the BGP Next Hop Unchanged for an eBGP Peer
	Configuring BGP Next Hop Unchanged using Route-Maps

	Example: BGP Next Hop Unchanged for an eBGP Peer
	Feature History for BGP Next Hop Unchanged

	Configuring BGP-VPN Distinguisher Attribute
	Information About BGP-VPN Distinguisher Attribute
	Role and Benefit of the VPN Distinguisher Attribute
	How the VPN Distinguisher Attribute Works
	BGP-VPN Distinguisher Attribute

	How to Configure BGP-VPN Distinguisher Attribute
	Replacing an RT with a VPN Distinguisher Attribute
	Replacing a VPN Distingusher Attribute with an RT

	Example: Translating RT to VPN Distinguisher to RT
	Feature History for BGP-VPN Distinguisher Attribute

	Configuring BGP-RT and VPN Distinguisher Attribute Rewrite Wildcard
	Restrictions for BGP-RT and VPN Distinguisher Attribute Rewrite Wildcard
	Information About BGP—RT and VPN Distinguisher Attribute Rewrite Wildcard
	Benefits of RT and VPN Distinguisher Attribute Mapping Range

	How to Map RTs to RTs Using a Range
	Replacing an RT with a Range of RTs
	Replacing a Range of RTs with an RT

	Example: Replacing an RT with a Range of VPN Distinguishers
	Additional References for BGP-RT and VPN Distinguisher Attribute Rewrite Wildcard
	Feature History for BGP—RT and VPN Distinguisher Attribute Rewrite Wildcard

	Configuring BGP Support for 4-byte ASN
	Information About BGP Support for 4-byte ASN
	BGP Autonomous System Number Formats
	Cisco Implementation of 4-Byte Autonomous System Numbers

	How to Configure BGP Support for 4-byte ASN
	Configuring a BGP Routing Process and Peers Using 4-Byte Autonomous System Numbers
	Modifying the Default Output and Regular Expression Match Format for 4-Byte Autonomous System Numbers

	Configuration Examples for BGP Support for 4-byte ASN
	Examples: Configuring a BGP Routing Process and Peers Using 4-Byte Autonomous System Numbers
	Examples: Configuring a VRF and Setting an Extended Community Using a BGP 4-Byte Autonomous System Number

	Additional References for BGP Support for 4-byte ASN
	Feature History for BGP Support for 4-byte ASN

	Implementing Multiprotocol BGP for IPv6
	Information About Implementing Multiprotocol BGP for IPv6
	Multiprotocol BGP Extensions for IPv6
	IPv6 Multiprotocol BGP Peering Using a Link-Local Address

	Multiprotocol BGP for the IPv6 Multicast Address Family
	Nonstop Forwarding and Graceful Restart for MP-BGP IPv6 Address Family


	How to Implement Multiprotocol BGP for IPv6
	Configuring an IPv6 BGP Routing Process and BGP Router ID
	Configuring IPv6 Multiprotocol BGP Between Two Peers
	Configuring IPv6 Multiprotocol BGP Between Two Peers Using Link-Local Addresses
	Troubleshooting Tips

	Configuring an IPv6 Multiprotocol BGP Peer Group
	Configuring a Route Map for IPv6 Multiprotocol BGP Prefixes
	Redistributing Prefixes into IPv6 Multiprotocol BGP
	Advertising Routes into IPv6 Multiprotocol BGP
	Advertising IPv4 Routes Between IPv6 BGP Peers
	Assigning BGP Administrative Distance for Multicast BGP Routes
	Generating IPv6 Multicast BGP Updates
	Configuring the IPv6 BGP Graceful Restart Capability
	Resetting IPv6 BGP Sessions

	Verifying the IPv6 Multiprotocol BGP Configuration
	Configuration Examples for Implementing Multiprotocol BGP for IPv6
	Example: Configuring a BGP Process, BGP Router ID, and IPv6 Multiprotocol BGP Peer
	Example: Configuring an IPv6 Multiprotocol BGP Peer Using a Link-Local Address
	Example Configuring an IPv6 Multiprotocol BGP Peer Group
	Example: Configuring a Route Map for IPv6 Multiprotocol BGP Prefixes
	Example Redistributing Prefixes into IPv6 Multiprotocol BGP
	Example: Advertising Routes into IPv6 Multiprotocol BGP
	Example: Advertising IPv4 Routes Between IPv6 Peers

	Additional References for Implementing Multiprotocol BGP for IPv6
	Feature History for Multiprotocol BGP for IPv6

	Configuring IS-IS Routing
	Information About IS-IS Routing
	Nonstop Forwarding Awareness
	IS-IS Global Parameters
	IS-IS Interface Parameters

	How to Configure IS-IS
	Default IS-IS Configuration
	Enabling IS-IS Routing
	Configuring IS-IS Global Parameters
	Configuring IS-IS Interface Parameters

	Monitoring and Maintaining IS-IS
	Feature History for IS-IS

	Configuring Multi-VRF CE
	Information About Multi-VRF CE
	Understanding Multi-VRF CE
	Network Topology
	Packet-Forwarding Process
	Network Components
	VRF-Aware Services

	Multi-VRF CE Configuration Guidelines

	How to Configure Multi-VRF CE
	Default Multi-VRF CE Configuration
	Configuring VRFs
	Configuring Multicast VRFs
	Configuring a VPN Routing Session
	Configuring VRF-Aware Services
	Configuring VRF-Aware Services for SNMP
	Configuring VRF-Aware Services for NTP
	Configuring VRF-Aware Services for NTP on NTP Client
	Configuring VRF-Aware Services for NTP on the NTP Server

	Configuring VRF-Aware Services for uRPF
	Configuring VRF-Aware RADIUS
	Configuring VRF-Aware Services for Syslog
	Configuring VRF-Aware Services for Traceroute
	Configuring VRF-Aware Services for FTP and TFTP
	Monitoring VRF-Aware Services for ARP
	Monitoring VRF-Aware Services for Ping


	Monitoring Multi-VRF CE
	Configuration Example: Multi-VRF CE
	Feature History for Multi-VRF CE

	Protocol-Independent Features
	Distributed Cisco Express Forwarding and Load-Balancing Scheme for CEF Traffic
	Restrictions for Configuring a Load-Balancing Scheme for CEF Traffic
	Information About Cisco Express Forwarding
	CEF Load-Balancing Overview
	Per-Destination Load Balancing for CEF Traffic
	Load-Balancing Algorithms for CEF Traffic

	How to Configure Cisco Express Forwarding
	How to Configure a Load-Balancing for CEF Traffic
	Enabling or Disabling CEF Per-Destination Load Balancing
	Selecting a Tunnel Load-Balancing Algorithm for CEF Traffic

	Example: Enabling or Disabling CEF Per-Destination Load Balancing

	Number of Equal-Cost Routing Paths
	Restrictions for Equal-Cost Routing Paths
	Information About Equal-Cost Routing Paths
	How to Configure Equal-Cost Routing Paths

	Static Unicast Routes
	Information About Static Unicast Routes
	Configuring Static Unicast Routes

	Default Routes and Networks
	Information About Default Routes and Networks
	How to Configure Default Routes and Networks

	Route Maps to Redistribute Routing Information
	Information About Route Maps
	How to Configure a Route Map
	How to Control Route Distribution

	Policy-Based Routing
	Restrictions for Configuring Policy-based Routing
	Information About Policy-Based Routing
	How to Configure PBR

	Filtering Routing Information
	Setting Passive Interfaces
	Controlling Advertising and Processing in Routing Updates
	Filtering Sources of Routing Information

	Managing Authentication Keys
	Prerequisites
	How to Configure Authentication Keys

	Feature History for Protocol-Independent Features

	Configuring VRF aware PBR
	Restrictions for VRF aware PBR
	Information about VRf aware PBR
	Overview
	VRF aware PBR set clauses

	How to Configure VRF aware PBR
	Configuring Inherit-VRF in a Route Map
	Configuring IPv6 Inherit-VRF in a Route Map
	Configuring Inter-VRF in a Route Map
	Configuring IPv6 Inter-VRF in a Route Map
	Configuring VRF to Global Routing Table selection in a Route Map
	Configuring IPv6 VRF to Global Routing Table selection in a Route Map
	Configuring Global Routing Table to VRF in a Route Map
	Configuring IPv6 Global Routing Table to VRF in a Route Map

	Configuration Examples for VRF aware PBR
	Example: Configuring a VRF interface as an inherit VRF in a route map
	Example: Configuring an IPv6 VRF interface as an inherit VRF in a route map
	Example: Configuring a VRF interface as an Inter VRF in a route map using the set ip vrf clause
	Example: Configuring a VRF interface as an IPv6 Inter VRF in a route map using the set ip vrf clause
	Example: Configuring a VRF interface as an Inter VRF in a route map using the set ip default vrf clause
	Example: Configuring an IPv6 VRF interface as an Inter VRF in a route map using the set ip default vrf clause
	Example: Configuring a VRF interface as an Inter VRF in a route map using the set vrf clause
	Example: Configuring an IPv6 VRF interface as an Inter VRF in a route map using the set vrf clause
	Example: Configuring a VRF to Global Routing Table in a Route Map using the set ip default global clause
	Example: Configuring an IPv6 VRF to Global Routing Table in a Route Map using the set ip default global clause
	Example: Configuring a VRF to Global Routing Table in a Route Map using the set global clause
	Example: Configuring an IPv6 VRF to Global Routing Table in a Route Map using the set global clause
	Example: Configuring Global Routing Table to VRF in a Route Map using the set ip vrf clause
	Example: Configuring Global Routing Table to an IPv6 VRF in a Route Map using the set ipv6 vrf clause
	Example: Configuring Global Routing Table to VRF in a Route Map using the set ip default vrf clause
	Example: Configuring Global Routing Table to IPv6 VRF in a Route Map using the set ipv6 default vrf clause
	Example: Configuring Global Routing Table to VRF in a Route Map using the set vrf clause
	Example: Configuring Global Routing Table to IPv6 VRF in a Route Map using the set vrf clause

	Feature History for VRF aware PBR

	Configuring VRF-lite
	Information About VRF-lite
	Guidelines for Configuring VRF-lite
	How to Configure VRF-lite
	Configuring VRF-lite for IPv4
	Configuring VRF-Aware Services
	Configuring the User Interface for ARP

	Configuring Per-VRF for TACACS+ Servers
	Configuring Multicast VRFs
	Configuring IPv4 VRFs

	Configuring VRF-lite for IPv6
	Configuring VRF-Aware Services
	Configuring the User Interface for PING
	Configuring the User Interface for uRPF
	Configuring the User Interface for Traceroute
	Configuring the User Interface for Telnet and SSH
	Configuring the User Interface for NTP

	Configuring IPv6 VRFs
	Associating Interfaces to the Defined VRFs
	Populate VRF with Routes via Routing Protocols
	Configuring VRF Static Routes
	Configuring OSPFv3 Router Process
	Enabling OSPFv3 on an Interface
	Configuring EIGRPv6 Routing Process



	Additional Information for VRF-lite
	VPN Co-existence Between IPv4 and IPv6

	Verifying VRF-lite Configuration
	Displaying IPv4 VRF-lite Status

	Configuration Examples for VRF-lite
	Configuration Example for IPv6 VRF-lite

	Additional References for VRF-Lite
	Feature History for Multicast VRF-lite

	Configuring Unicast Reverse Path Forwarding
	Prerequisites for Unicast Reverse Path Forwarding
	Restrictions for Unicast Reverse Path Forwarding
	Information About Unicast Reverse Path Forwarding
	Unicast RPF Operation
	Per-Interface Statistics
	Implementation of Unicast Reverse Path Forwarding Notification
	Security Policy and Unicast RPF

	Ingress and Egress Filtering Policy for Unicast RPF
	Where to Use Unicast Reverse Path Forwarding
	Routing Table Requirements
	Where Not to Use Unicast Reverse Path Forwarding
	Unicast Reverse Path Forwarding with BOOTP and DHCP

	How to Configure Unicast Reverse Path Forwarding
	Configuring Unicast Reverse Path Forwarding
	Troubleshooting Tips
	HSRP Failure


	Monitoring and Maintaining Unicast Reverse Path Forwarding
	Example: Configuring Unicast RPF
	Feature History for Unicast Reverse Path Forwarding

	Configuring Generic Routing Encapsulation(GRE) Tunnel IP Source and Destination VRF Membership
	Restrictions for GRE Tunnel IP Source and Destination VRF Membership
	Information About GRE Tunnel IP Source and Destination VRF Membership
	How to Configure GRE Tunnel IP Source and Destination VRF Membership
	Configuration Example for GRE Tunnel IP Source and Destination VRF Membership
	Additional References
	Feature History for Generic Routing Encapsulation Tunnel IP Source and Destination VRF Membership

	Configuring Unicast and Multicast over Point-to-Multipoint GRE
	Prerequisites for Unicast and Multicast over Point-to-Multipoint GRE
	Restrictions for Unicast and Multicast over Point-to-Multipoint GRE
	Information About Unicast and Multicast over Point-to-Multipoint GRE
	Information About NHRP
	Information About mGRE

	How to Configure Unicast and Multicast over Point-to-Multipoint GRE
	Configuring Unicast mGRE for Hub
	Configuring Unicast mGRE at a Spoke
	Configuring Unicast mGRE at the Hub
	Configuring Multicast mGRE
	Verifying the mGRE Configuration

	Configuration Examples for Unicast and Multicast over Point-to-Multipoint GRE
	Example: Configuring Unicast mGRE for Hub
	Example: Configuring Unicast mGRE at Spoke
	Example: Configuring Unicast mGRE at Hub
	Example: Configuring Multicast mGRE
	Sample mGRE Configuration at Hub and Spokes

	Feature History for Unicast and Multicast over Point-to-Multipoint GRE


