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To configure a flow cache parameter for a flow monitor, use the cache command in flow monitor configuration
mode. To remove a flow cache parameter for a flow monitor, use the no form of this command.

cache {timeout {active|inactive|update} seconds|type normal}
no cache {timeout {active|inactive|update} |type}

Syntax Description

Command Default

Command Modes

timeout Specifies the flow timeout.

active Specifies the active flow timeout.

inactive Specifies the inactive flow timeout.

update Specifies the update timeout for a permanent flow cache.

seconds The timeout value in seconds. The range is 30 to 604800 (7 days)
for a normal flow cache. For a permanent flow cache the range is 1
to 604800 (7 days).

type Specifies the type of the flow cache.

normal Configures a normal cache type. The entries in the flow cache will

be aged out according to the timeout active seconds and timeout
inactive seconds settings. This is the default cache type.

The default flow monitor flow cache parameters are used.
The following flow cache parameters for a flow monitor are enabled:
* Cache type: normal

* Active flow timeout: 1800 seconds

Flow monitor configuration

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Each flow monitor has a cache that it uses to store all the flows it monitors. Each cache has various configurable
elements, such as the time that a flow is allowed to remain in it. When a flow times out, it is removed from
the cache and sent to any exporters that are configured for the corresponding flow monitor.

The cache timeout active command controls the aging behavior of the normal type of cache. If a flow has
been active for a long time, it is usually desirable to age it out (starting a new flow for any subsequent packets
in the flow). This age out process allows the monitoring application that is receiving the exports to remain up
to date. By default, this timeout is 1800 seconds (30 minutes), but it can be adjusted according to system
requirements. A larger value ensures that long-lived flows are accounted for in a single flow record; a smaller
value results in a shorter delay between starting a new long-lived flow and exporting some data for it. When
you change the active flow timeout, the new timeout value takes effect immediately.
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The cachetimeout inactive command also controls the aging behavior of the normal type of cache. If a flow
has not seen any activity for a specified amount of time, that flow will be aged out. By default, this timeout
is 15 seconds, but this value can be adjusted depending on the type of traffic expected. If a large number of
short-lived flows is consuming many cache entries, reducing the inactive timeout can reduce this overhead.
If a large number of flows frequently get aged out before they have finished collecting their data, increasing
this timeout can result in better flow correlation. When you change the inactive flow timeout, the new timeout
value takes effect immediately.

The cachetimeout update command controls the periodic updates sent by the permanent type of cache. This
behavior is similar to the active timeout, except that it does not result in the removal of the cache entry from
the cache. By default, this timer value is 1800 seconds (30 minutes).

The cachetype normal command specifies the normal cache type. This is the default cache type. The entries
in the cache will be aged out according to the timeout active secondsand timeout inactive secondssettings.
When a cache entry is aged out, it is removed from the cache and exported via any exporters configured for
the monitor associated with the cache.

To return a cache to its default settings, use the default cache flow monitor configuration command.

\ )

Note When a cache becomes full, new flows will not be monitored.

The following example shows how to configure the active timeout for the flow monitor cache:

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout active 4800

The following example shows how to configure the inactive timer for the flow monitor cache:

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout inactive 30

The following example shows how to configure the permanent cache update timeout:

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout update 5000

The following example shows how to configure a normal cache:

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache type normal
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clear flow exporter

To clear the statistics for a Flexible Netflow flow exporter, use the clear flow exporter command in privileged
EXEC mode.

clear flow exporter [[name] exporter-name] statistics

Syntax Description

name (Optional) Specifies the name of a flow exporter.

exporter-name  (Optional) Name of a flow exporter that was previously configured.

statistics Clears the flow exporter statistics.
Command Modes Privileged EXEC
Command History Release Modification

Usage Guidelines

Examples

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

The clear flow exporter command removes all statistics from the flow exporter. These statistics will not be
exported and the data gathered in the cache will be lost.

You can view the flow exporter statistics by using the show flow exporter statistics privileged EXEC
command.

The following example clears the statistics for all of the flow exporters configured on the device:

Device# clear flow exporter statistics

The following example clears the statistics for the flow exporter named FLOW-EXPORTER-1:

Device# clear flow exporter FLOW-EXPORTER-1 statistics
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clear flow monitor

To clear a flow monitor cache or flow monitor statistics and to force the export of the data in the flow monitor
cache, use the clear flow monitor command in privileged EXEC mode.

clear flow monitor [name] monitor-name [{[cache] force-export | statistics}]

Syntax Description name Specifies the name of a flow monitor.

monitor-name Name of a flow monitor that was previously configured.

cache (Optional) Clears the flow monitor cache information.

force-export  (Optional) Forces the export of the flow monitor cache statistics.

statistics (Optional) Clears the flow monitor statistics.

Command History Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Usage Guidelines The clear flow monitor cache command removes all entries from the flow monitor cache. These entries will
not be exported and the data gathered in the cache will be lost.

)

Note The statistics for the cleared cache entries are maintained.

The clear flow monitor force-export command removes all entries from the flow monitor cache and exports
them using all flow exporters assigned to the flow monitor. This action can result in a short-term increase in
CPU usage. Use this command with caution.

The clear flow monitor statistics command clears the statistics for this flow monitor.

)

Note The current entries statistic will not be cleared by the clear flow monitor statistics command because this is
an indicator of how many entries are in the cache and the cache is not cleared with this command.

You can view the flow monitor statistics by using the show flow monitor statisticsprivileged EXEC command.

Examples The following example clears the statistics and cache entries for the flow monitor named

FLOW-MONITOR-1:

Device# clear flow monitor name FLOW-MONITOR-1

The following example clears the statistics and cache entries for the flow monitor named
FLOW-MONITOR-1 and forces an export:
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Device# clear flow monitor name FLOW-MONITOR-1 force-export

The following example clears the cache for the flow monitor named FLOW-MONITOR-1 and forces
an export:

Device# clear flow monitor name FLOW-MONITOR-1 cache force-export

The following example clears the statistics for the flow monitor named FLOW-MONITOR-1:

Device# clear flow monitor name FLOW-MONITOR-1 statistics
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clear snmp stats hosts

Syntax Description

Command Default

Command Modes

To clear the NMS IP address, the number of times an NMS polls the agent, and the timestamp of polling, use
the clear snmp stats hosts command in privileged EXEC mode.

clear snmp stats hosts
This command has no arguments or keywords.
The details of the SNMP managers polled to the SNMP agent is stored in the system.

Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Amsterdam 17.1.1 This command was
introduced.

Use the clear snmp stats hosts command to delete all the entries polled to the SNMP agent.

The following is sample output of the clear snmp stats hosts command.

Device# clear snmp stats hosts
Request Count Last Timestamp Address
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To configure non-key fields for the flow monitor record and to enable capturing the values in the fields for
the flow created with the record, use the collect command in flow record configuration mode.

collect {counter | interface|timestamp | transport}

Syntax Description

Command Default

Command Modes

counter Configures the number of bytes or packets in a flow as a non-key field for a flow record. For
more information, see collect counter.

interface  Configures the input and output interface name as a non-key field for a flow record. For more
information, see collect interface.

timestamp Configures the absolute time of the first seen or last seen packet in a flow as a non-key field
for a flow record. For more information, see collect timestamp absolute.

transport  Enables the collecting of transport TCP flags from a flow record. For more information, see
collect transport tcp flags.

Non-key fields are not configured for the flow monitor record.

Flow record configuration

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

The values in non-key fields are added to flows to provide additional information about the traffic in the flows.
A change in the value of a non-key field does not create a new flow. In most cases, the values for non-key
fields are taken from only the first packet in the flow.

The collect commands are used to configure non-key fields for the flow monitor record and to enable capturing
the values in the fields for the flow created with the record. The values in non-key fields are added to flows
to provide additional information about the traffic in the flows. A change in the value of a non-key field does
not create a new flow. In most cases the values for non-key fields are taken from only the first packet in the
flow.

\}

Note  Although it is visible in the command-line help string, the flow username keyword is not supported.

The following example configures the total number of bytes in the flows as a non-key field:

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect counter bytes long
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collect counter

Command Default

Command Modes

To configure the number of bytes or packets in a flow as a non-key field for a flow record, use the collect
counter command in flow record configuration mode. To disable the use of the number of bytes or packets
in a flow (counters) as a non-key field for a flow record, use the no form of this command.

The number of bytes or packets in a flow is not configured as a non-key field.

Flow record configuration

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

To return this command to its default settings, use the no collect counter or default collect counter flow
record configuration command.

The following example configures the total number of bytes in the flows as a non-key field:

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) #collect counter bytes long

The following example configures the total number of packets from the flows as a non-key field:

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect counter packets long
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collect flow sampler

To configure a flow sampler ID as a non-key field for the record, use the collect flow sampler command in
flow record configuration mode. To disable the use of the flow sampler ID number as a non-key field for a
flow record, use the no form of this command.

collect flow sampler
no collect flow sampler

Syntax Description ~ This command has no arguments or keywords.

Command Default The flow sampler is not configured as non-key fields.
Command Modes Flow record configuration (config-flow-record)
Command History Release Modification

Cisco IOS XE Amsterdam 17.2.1 This command was introduced.

Usage Guidelines The collect commands are used to configure non-key fields for the flow monitor record and to enable capturing
the values in the fields for the flow created with the record. The values in non-key fields are added to flows
to provide additional information about the traffic in the flows. A change in the value of a non-key field does
not create a new flow. In most cases the values for non-key fields are taken from only the first packet in the
flow.

The collect flow sampler command is useful when more than one flow sampler is being used with different
sampling rates. The non-key field contains the ID of the flow sampler used to monitor the flow.

Examples The following example shows how to configure the ID of the flow sampler that is assigned to the

flow as a non-key field:

Device> enable

Device# confgure terminal

Device (config)# flow record FLOW-RECORD-1

Device (config-flow-record) # collect flow sampler

Related Commands | Command Description

flow exporter |Creates a flow exporter

flow record Creates a flow record for Flexible NetFlow.
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collect interface

To configure the input interface name as a non-key field for a flow record, use the collect interface command
in flow record configuration mode. To disable the use of the input interface as a non-key field for a flow
record, use the no form of this command.

collect interface input
no collect interface input

Syntax Description

Command Default

Command Modes

input  Configures the input interface name as a non-key field and enables collecting the input interface
from the flows.

The input interface name is not configured as a non-key field.

Flow record configuration

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

The Flexible NetFlow collect commands are used to configure non-key fields for the flow monitor record and
to enable capturing the values in the fields for the flow created with the record. The values in non-key fields
are added to flows to provide additional information about the traffic in the flows. A change in the value of
a non-key field does not create a new flow. In most cases, the values for non-key fields are taken from only
the first packet in the flow.

To return this command to its default settings, use the no collect interface or default collect interface flow
record configuration command.

The following example configures the input interface as a non-key field:

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect interface input
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collect ipv4 destination

To configure the IPv4 destination as a non-key field for a flow record, use the collect ipv4 destination
command in flow record configuration mode. To disable the use of an IPv4 destination field as a non-key
field for a flow record, use the no form of this command.

collect ipv4 destination {mask | prefix} [minimum-mask mask]
no collect ipv4 destination {mask | prefix} [minimum-mask mask]

Syntax Description | mask Configures the IPv4 destination mask as a non-key field and enables collecting
the value of the IPv4 destination mask from the flows.

prefix Configures the prefix for the IPv4 destination as a non-key field and enables
collecting the value of the IPv4 destination prefix from the flows.

minimum-mask mask |(Optional) Specifies the size, in bits, of the minimum mask. Range: 1 to 32.

Command Default The IPv4 destination is not configured as a non-key field.
Command Modes Flow record configuration (config-flow-record)
Command History Release Modification

Cisco IOS XE Amsterdam 17.2.1 This command was introduced.

Usage Guidelines The Flexible NetFlow collect commands are used to configure non-key fields for the flow monitor record and
to enable capturing the values in the fields for the flow created with the record. The values in non-key fields
are added to flows to provide additional information about the traffic in the flows. A change in the value of
a non-key field does not create a new flow. In most cases the values for non-key fields are taken from only
the first packet in the flow.

Examples The following example shows how to configure the IPv4 destination prefix from the flows that have

a prefix of 16 bits as a non-key field:

Device> enable

Device> configure terminal

Device (config)# flow record FLOW-RECORD-1

Device (config-flow-record) # collect ipv4 destination prefix minimum-mask 16

Related Commands Command Description

flow record Creates a flow record for Flexible NetFlow.
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collect ipv6 destination

To configure the IPv6 destination as a non-key field for a flow record, use the collect ipv6 destination
command in flow record configuration mode. To disable the use of an IPv6 destination field as a non-key
field for a flow record, use the no form of this command.

collect ipv6 destination {mask |prefix} [minimum-mask mask]
no collect ipve destination {mask |prefix} [ minimum-mask mask]

Syntax Description ~ mask Configures the IPv6 destination mask as a non-key field and enables collecting
the value of the IPv6 destination mask from the flows.

prefix Configures the prefix for the IPv6 destination as a non-key field and enables
collecting the value of the IPv6 destination prefix from the flows.

minimum-mask mask (Optional) Specifies the size, in bits, of the minimum mask. Range: 1 to 32.

Command Default The IPv6 destination is not configured as a non-key field.
Command Modes Flow record configuration (config-flow-record)
Command History Release Modification

Cisco IOS XE Amsterdam 17.3.1 This command was introduced.

Usage Guidelines The Flexible NetFlow collect commands are used to configure non-key fields for the flow monitor record and
to enable capturing the values in the fields for the flow created with the record. The values in non-key fields
are added to flows to provide additional information about the traffic in the flows. A change in the value of
a non-key field does not create a new flow. In most cases the values for non-key fields are taken from only
the first packet in the flow.

Examples The following example shows how to configure the IPv6 destination prefix from the flows that have

a prefix of 16 bits as a non-key field:

Device> enable

Device> configure terminal

Device (config)# flow record FLOW-RECORD-1

Device (config-flow-record) # collect ipv6é destination prefix minimum-mask 16

Related Commands Command Description

flow record Creates a flow record for Flexible NetFlow.
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collect ipv4 source

To configure the IPv4 source as a non-key field for a flow record, use the collect ipv4 source command in
flow record configuration mode. To disable the use of the IPv4 source field as a non-key field for a flow
record, use the no form of this command.

collect ipv4 source {mask | prefix} [minimum-mask mask]
no collect ipv4 source {mask | prefix} [minimum-mask mask]

Syntax Description mask Configures the mask for the IPv4 source as a non-key field and enables collecting
the value of the IPv4 source mask from the flows.

prefix Configures the prefix for the IPv4 source as a non-key field and enables collecting
the value of the IPv4 source prefix from the flows.

minimum-mask mask |(Optional) Specifies the size, in bits, of the minimum mask. Range: 1 to 32.

Command Default The IPv4 source is not configured as a non-key field.
Command Modes Flow record configuration (config-flow-record)
Command History Release Modification

Cisco IOS XE Amsterdam 17.2.1 This command was introduced.

Usage Guidelines The collect commands are used to configure non-key fields for the flow monitor record and to enable capturing
the values in the fields for the flow created with the record. The values in non-key fields are added to flows
to provide additional information about the traffic in the flows. A change in the value of a non-key field does
not create a new flow. In most cases the values for non-key fields are taken from only the first packet in the
flow.

collect ipv4 source prefix minimum-mask

The source prefix is the network part of an [Pv4 source. The optional minimum mask allows more information
to be gathered about large networks.

collect ipv4 source mask minimum-mask

The source mask is the number of bits that make up the network part of the source. The optional minimum
mask allows a minimum value to be configured. This command is useful when there is a minimum mask
configured for the source prefix field and the mask is to be used with the prefix. In this case, the values
configured for the minimum mask should be the same for the prefix and mask fields.

Alternatively, if the collector is aware of the minimum mask configuration of the prefix field, the mask field
can be configured without a minimum mask so that the true mask and prefix can be calculated.

Examples The following example shows how to configure the IPv4 source prefix from flows that have a prefix

of 16 bits as a non-key field:

Device> enable
Device# conigure terminal
Device (config) # flow record FLOW-RECORD-1
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Device (config-flow-record) # collect ipv4 source prefix minimum-mask 16

Related Commands | Command Description

flow record Creates a flow record for Flexible NetFlow.
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collect ipvb source

To configure the IPv6 source as a non-key field for a flow record, use the collect ipv6 source command in
flow record configuration mode. To disable the use of the IPv6 source field as a non-key field for a flow
record, use the no form of this command.

collect ipv6 source {mask |prefix} [minimum-mask mask]
no collect ipv6 source {mask |prefix} [minimum-mask mask]

Syntax Description

Command Default

Command Modes

Usage Guidelines

Examples

mask Configures the mask for the IPv6 source as a non-key field and enables collecting
the value of the IPv6 source mask from the flows.

prefix Configures the prefix for the IPv6 source as a non-key field and enables collecting
the value of the IPv6 source prefix from the flows.

minimum-mask mask (Optional) Specifies the size, in bits, of the minimum mask. Range: 1 to 32.

The IPv6 source is not configured as a non-key field.

Flow record configuration (config-flow-record)

Release Modification

Cisco IOS XE Amsterdam 17.3.1 This command was introduced.

The collect commands are used to configure non-key fields for the flow monitor record and to enable capturing
the values in the fields for the flow created with the record. The values in non-key fields are added to flows
to provide additional information about the traffic in the flows. A change in the value of a non-key field does
not create a new flow. In most cases the values for non-key fields are taken from only the first packet in the
flow.

collect ipv6 sour ce prefix minimum-mask

The source prefix is the network part of an IPv6 source. The optional minimum mask allows more information
to be gathered about large networks.

collect ipv6 source mask minimum-mask

The source mask is the number of bits that make up the network part of the source. The optional minimum
mask allows a minimum value to be configured. This command is useful when there is a minimum mask
configured for the source prefix field and the mask is to be used with the prefix. In this case, the values
configured for the minimum mask should be the same for the prefix and mask fields.

Alternatively, if the collector is aware of the minimum mask configuration of the prefix field, the mask field
can be configured without a minimum mask so that the true mask and prefix can be calculated.

The following example shows how to configure the IPv6 source prefix from flows that have a prefix
of 16 bits as a non-key field:

Device> enable
Device# conigure terminal
Device (config) # flow record FLOW-RECORD-1
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Device (config-flow-record) # collect ipvé source prefix minimum-mask 16
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collect timestamp absolute

To configure the absolute time of the first seen or last seen packet in a flow as a non-key field for a flow
record, use the collect timestamp absolute command in flow record configuration mode. To disable the use
of the first seen or last seen packet in a flow as a non-key field for a flow record, use the no form of this
command.

collect timestamp absolute {first|last}
no collect timestamp absolute {first | last}

Syntax Description first Configures the absolute time of the first seen packet in a flow as a non-key field and enables collecting
time stamps from the flows.

last Configures the absolute time of the last seen packet in a flow as a non-key field and enables collecting
time stamps from the flows.

Command Default The absolute time field is not configured as a non-key field.
Command Modes Flow record configuration
Command History Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Usage Guidelines The collect commands are used to configure non-key fields for the flow monitor record and to enable capturing
the values in the fields for the flow created with the record. The values in non-key fields are added to flows
to provide additional information about the traffic in the flows. A change in the value of a non-key field does
not create a new flow. In most cases the values for non-key fields are taken from only the first packet in the
flow.

The following example configures time stamps based on the absolute time of the first seen packet
in a flow as a non-key field:

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record)# collect timestamp absolute first

The following example configures time stamps based on the absolute time of the last seen packet in
a flow as a non-key field:

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect timestamp absolute last
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collect transport tcp flags

To enable the collecting of transport TCP flags from a flow, use the collect transport tcp flags command in
flow record configuration mode. To disable the collecting of transport TCP flags from the flow, use the no
form of this command.

collect transport tcp flags
no collect transport tcp flags

Syntax Description ~ This command has no arguments or keywords.

Command Default The transport layer fields are not configured as a non-key field.
Command Modes Flow record configuration
Command History Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Usage Guidelines The values of the transport layer fields are taken from all packets in the flow. You cannot specify which TCP
flag to collect. You can only specify to collect transport TCP flags. All TCP flags will be collected with this
command. The following transport TCP flags are collected:

» ack—TCP acknowledgement flag

» cwr—TCP congestion window reduced flag
» ece—TCP ECN echo flag

* fin—TCP finish flag

* psh—TCP push flag

* rst—TCP reset flag

* syn—TCP synchronize flag

* urg—TCP urgent flag

To return this command to its default settings, use the no collect collect transport tcp flagsor default collect
collect transport tcp flags flow record configuration command.

The following example collects the TCP flags from a flow:

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect transport tcp flags
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collect routing next-hop address

To configure the next-hop address value as a non-key field and enable collecting information regarding the
next hop from the flows, use the collect routing next-hop address command in flow record configuration
mode. To disable the use of one or more of the routing attributes as a non-key field for a flow record, use the
no form of this command.

collect routing next-hop address{ ipv4 | ipv6 }
nocollect routing next-hop address { ipv4 | ipv6 }

Syntax Description | ipv4 Specifies that the next-hop address value is an IPv4 address.

ipv6 Specifies that the next-hop address value is an IPv6 address.

Command Default Next hop address value is not configured as a non-key field.

Command Modes Flow record configuration (config-flow-record)

Command History Release Modification

Cisco IOS XE Amsterdam 17.2.1 This command was introduced.

Cisco I0S XE Amsterdam 17.3.1 The ipv6 keyword was introduced.

Usage Guidelines The collect commands are used to configure non-key fields for the flow monitor record and to enable capturing
the values in the fields for the flow created with the record. The values in non-key fields are added to flows
to provide additional information about the traffic in the flows. A change in the value of a non-key field does
not create a new flow. In most cases the values for non-key fields are taken from only the first packet in the

flow.
Examples The following example shows how to configure the next-hop address value as a non-key field:
Device> enable
Device# configure terminal
Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect routing next-hop address ipv4
Related Commands | Command Description

flow record Creates a flow record, and enters Flexible NetFlow flow
record configuration mode.
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datalink flow monitor

To apply a Flexible NetFlow flow monitor to an interface, use the datalink flow monitor command in interface
configuration mode. To disable a Flexible NetFlow flow monitor, use the no form of this command.

datalink flow monitor monitor-name sampler sampler-name input
no datalink flow monitor monitor-name sampler sampler-name input

Syntax Description  monitor-name Name of the flow monitor to apply to the interface.

sampler sampler-name Enables the specified flow sampler for the flow monitor.

input Monitors traffic that the switch receives on the interface.
Command Default A flow monitor is not enabled.
Command Modes Interface configuration
Command History Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Usage Guidelines Before you apply a flow monitor to an interface with the datalink flow monitor command, you must have
already created the flow monitor using the flow monitor global configuration command and the flow sampler
using the sampler global configuration command.

To enable a flow sampler for the flow monitor, you must have already created the sampler.

\)

Note The datalink flow monitor command only monitors non-IPv4 and non-IPv6 traffic. To monitor IPv4 traffic,
use the ip flow monitor command. To monitor IPv6 traffic, use the ipv6 flow monitor command.

This example shows how to enable Flexible NetFlow datalink monitoring on an interface:

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# datalink flow monitor FLOW-MONITOR-1 sampler FLOW-SAMPLER-1 input
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debug flow exporter

To enable debugging output for Flexible Netflow flow exporters, use the debug flow exporter command in
privileged EXEC mode. To disable debugging output, use the no form of this command.

debug flow exporter [[name] exporter-name] [{error | event | packets number}]
no debug flow exporter [[name] exporter-name] [{error | event | packets number}]

Syntax Description

Command Modes

name (Optional) Specifies the name of a flow exporter.

exporter-name (Optional) The name of a flow exporter that was previously configured.

error (Optional) Enables debugging for flow exporter errors.

event (Optional) Enables debugging for flow exporter events.

packets (Optional) Enables packet-level debugging for flow exporters.

number (Optional) The number of packets to debug for packet-level debugging of flow exporters.

The range is 1 to 65535.

Privileged EXEC

Command History

Examples

Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

The following example indicates that a flow exporter packet has been queued for process send:

Device# debug flow exporter
May 21 21:29:12.603: FLOW EXP: Packet queued for process send
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debug flow monitor

To enable debugging output for Flexible NetFlow flow monitors, use the debug flow monitor command in
privileged EXEC mode. To disable debugging output, use the no form of this command.

debug flow monitor [{error | [name] monitor-name [{cache [error]|error | packets packets}]}]
no debug flow monitor [{error |[name] monitor-name [{cache [error]|error | packets packets}]}]

Syntax Description error (Optional) Enables debugging for flow monitor errors for all flow monitors or for the
specified flow monitor.

name (Optional) Specifies the name of a flow monitor.

monitor-name  (Optional) Name of a flow monitor that was previously configured.

cache (Optional) Enables debugging for the flow monitor cache.

cacheerror (Optional) Enables debugging for flow monitor cache errors.

packets (Optional) Enables packet-level debugging for flow monitors.

packets (Optional) Number of packets to debug for packet-level debugging of flow monitors. The
range is 1 to 65535.

Command Modes Privileged EXEC

Command History Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Examples The following example shows that the cache for FLOW-MONITOR-1 was deleted:
Device# debug flow monitor FLOW-MONITOR-1 cache
May 21 21:53:02.839: FLOW MON: 'FLOW-MONITOR-1"' deleted cache
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debug flow record

To enable debugging output for Flexible NetFlow flow records, use the debug flow record command in
privileged EXEC mode. To disable debugging output, use the no form of this command.

debug flow record [{[name] record-name|options {sampler-table} | [{detailed | error}]}]
no debug flow record [{[name] record-name|options {sampler-table} |[{detailed |error}]}]

Syntax Description ~ name (Optional) Specifies the name of a flow record.

record-name  (Optional) Name of a user-defined flow record that was previously configured.

options (Optional) Includes information on other flow record options.

sampler-table (Optional) Includes information on the sampler tables.

detailed (Optional) Displays detailed information.

error (Optional) Displays errors only.

Command Modes Privileged EXEC

Command History Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Examples The following example enables debugging for the flow record:

Device# debug flow record FLOW-record-1
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debug sampler

To enable debugging output for Flexible NetFlow samplers, use the debug sampler command in privileged
EXEC mode. To disable debugging output, use the no form of this command.

debug sampler [{detailed|error | [name] sampler-name [{detailed | error | sampling samples}]}]
no debug sampler [{detailed |error | [name] sampler-name [{detailed | error | sampling}]}]

Syntax Description  detailed (Optional) Enables detailed debugging for sampler elements.
error (Optional) Enables debugging for sampler errors.
name (Optional) Specifies the name of a sampler.
sampler-name (Optional) Name of a sampler that was previously configured.

sampling samples (Optional) Enables debugging for sampling and specifies the number of samples to
debug.

Command Modes Privileged EXEC

Command History Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Examples The following sample output shows that the debug process has obtained the ID for the sampler named

SAMPLER-1:

Device# debug sampler detailed

*May 28 04:14:30.883: Sampler: Sampler (SAMPLER-1: flow monitor FLOW-MONITOR-1 (ip,Et1/0,0)
get ID succeeded:1l

*May 28 04:14:30.971: Sampler: Sampler (SAMPLER-1: flow monitor FLOW-MONITOR-1 (ip,Et0/0,1I)
get ID succeeded:1l
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description

To configure a description for a flow monitor, flow exporter, or flow record, use the description command
in the appropriate configuration mode. To remove a description, use the Nno form of this command.

description description
no description description

Syntax Description description Text string that describes the flow monitor, flow exporter, or flow record.

Command Default The default description for a flow sampler, flow monitor, flow exporter, or flow record is "User defined."

Command Modes The following command modes are supported:
Flow exporter configuration
Flow monitor configuration

Flow record configuration

Command History Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Usage Guidelines To return this command to its default setting, use the no description or default description command in the
appropriate configuration mode.

The following example configures a description for a flow monitor:

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor) # description Monitors traffic to 172.16.0.1 255.255.0.0
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description (ERSPAN)

To describe an Encapsulated Remote Switched Port Analyzer (ERSPAN) source session, use the description
command in ERSPAN monitor source session configuration mode. To remove a description, use the no form
of this command.

description description
no description

Syntax Description

Command Default

Command Modes

description  Describes the properties for this session.

Description is not configured.

ERSPAN monitor source session configuration mode (config-mon-erspan-src)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

The description argument can be up to 240 characters.

The following example shows how to describe an ERSPAN source session:

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # description sourcel

Related Commands

Command Description

monitor session type | Configures a local ERSPAN source or destination session.
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destination (ERSPAN)

Syntax Description

Command Default

Command Modes

To configure an Encapsulated Remote Switched Port Analyzer (ERSPAN) source session destination and
specify destination properties, use the destination command in ERSPAN monitor source session configuration
mode. To remove a destination session, use the N0 form of this command.

destination
no destination

This command has no arguments or keywords.
A source session destination is not configured.

ERSPAN monitor source session configuration mode (config-mon-erspan-src)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Cisco IOS XE Amsterdam 17.1.1 The ipv6 keyword was added in the source session destination configuration
mode, for [Pv6 ERSPAN support.

ERSPAN traffic is GRE-encapsulated SPAN traffic that can only be processed by an ERSPAN destination
session.

After you enter destination command, the command mode changes from monitor source session configuration
mode (config-mon-erspan-src) to source session destination configuration mode (config-mon-erspan-src-dst).
In this mode, enter a question mark (?) at the system prompt to see the list of commands that are available:

erspan-id erspan-1D Configures the ID used by the destination session to identify the
ERSPAN traffic. Valid values range from 1 to 1023.

exit Exits monitor ERSPAN destination session source property mode.

Network Management Commands .



[l destination (ERSPAN)

Network Management Commands |

ip { addressipv4-address |

dscp dscp-value | ttl ttl-value }

Specifies IP properties. You can configure the following options:

+ addressipv4-address: Configures the IP address for the ERSPAN
destination sessions. All ERSPAN source session (maximum 8)
destination IP addresses need not be same.

The ERSPAN source session destination IP address, which is
configured on an interface on the destination switch, is the source
of traffic that an ERSPAN destination session sends to destination
ports. Configure the same address in both the source and
destination sessions.

e dscp dscp-value: Configures the Differentiated Services Code
Point (DSCP) values for packets in the ERSPAN traffic. Valid
values are from 0 to 63.

To remove the dscp values, use the no form of this command.

« ttl ttl-value: Configures the Time to Live (TTL) values for packets
in the ERSPAN traffic. Valid values are from 2 to 255.

To remove the TTL values, use the no form of this command.

ipv6 { addressipv6-address |
dscp dscp-value | flow-label
ttl ttl-value }

Specifies IPv6 properties. You can configure the following options:

+ address ipv6-address: Configures the IPv6 address for the
ERSPAN destination sessions. All ERSPAN source session
(maximum 8) destination IPv6 address need not be same.

The ERSPAN source session destination IPv6 address, which is
configured on an interface on the destination switch, is the source
of traffic that an ERSPAN destination session sends to destination
ports. Configure the same address in both the source and
destination sessions.

e dscp dscp-value: Configures the Differentiated Services Code
Point (DSCP) values for packets in the ERSPAN traffic. Valid
values are from 0 to 63.

To remove the dscp values, use the no form of this command.

« flow-label: Configures the flow-label. Valid values are from 0 to
1048575.

« ttl ttl-value: Configures the Time to Live (TTL) values for packets
in the ERSPAN traffic. Valid values are from 2 to 255.

To remove the TTL values, use the no form of this command.

mtu bytes

Specifies the maximum transmission unit (MTU) size for ERSPAN
truncation. The default value is 9000 bytes.

ipv6 addressipv6-address}

origin { ip addressip-address |

Configures the source of the ERSPAN traffic. You can enter an IPv4
address or an IPv6 address.

vrf vrf-id

Configures virtual routing and forwarding (VRF) in the destination
session. Enter the VRF ID.
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destination (ERSPAN) [J|j

ERSPAN traffic is GRE-encapsulated SPAN traffic that can only be processed by an ERSPAN destination
session.

The following examples show how to configure an ERSPAN source session destination, enter the
ERSPAN monitor destination session configuration mode, and configure the various properties.

The following example specifies the destination property ip:

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src)# destination
(
(

Device (config-mon-erspan-src-dst) #ip address 10.1.1.1
Device (config-mon-erspan-src-dst) #

The following example shows how to configure an ERSPAN ID for a destination session:

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst) # erspan-id 3

The following example shows how to configure DSCP value for ERSPAN traffic:

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst)# ip dscp 15

The following example shows how to configure TTL value for ERSPAN traffic:

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst)# ip ttl 32

The following example specifies the destination property ipv6:

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination

Device (config-mon-erspan-src-dst) #ipv6é address 2001:DB8::1
Device (config-mon-erspan-src-dst) #

The following example shows how to configure DSCP value for ERSPAN traffic IPv6:

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst)# ipvé dscp 10

The following example shows how to configure flow-label value for ERSPAN traffic IPv6:

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst) # ipv6é flow-label 6

The following example shows how to configure TTL value for ERSPAN traffic IPv6:
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Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst) # ipv6é ttl 32

The following example shows how to specify an MTU of 1000 bytes:

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst)# mtu 1000

The following example shows how to configure an IP address for an ERSPAN source session:

Switch (config)# monitor session 2 type erspan-source
Switch (config-mon-erspan-src)# destination
Switch (config-mon-erspan-src-dst)# origin ip address 192.0.2.1

The following example shows how to configure an IPv6 address for an ERSPAN source session:

Switch (config)# monitor session 3 type erspan-source
Switch (config-mon-erspan-src)# destination
Switch (config-mon-erspan-src-dst) # origin ipvé address 2001:DB8:1::1

The following example shows how to configure VRF in the destination session:

Switch (config)# monitor session 3 type erspan-source
Switch (config-mon-erspan-src)# destination
Switch (config-mon-erspan-src-dst) # vrf vrfexample

The following sample output from the show monitor session all displays different IP addresses for
source session destinations:

Device# show monitor session all

Session 1

Type
Status
Source VLANs

RX Only
Destination IP Address
Destination ERSPAN ID
Origin IP Address
IP TTL
ERSPAN header-type

Session 3

Type

Status

Source Ports
Both
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ERSPAN Source Session
Admin Disabled

ERSPAN Source Session
Admin Disabled

400
10.1.1.1
220
192.0.2.1
10

3

ERSPAN Source Session
Admin Enabled
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Destination IP Address
Destination ERSPAN ID
Origin IP Address
ERSPAN header-type

Session 4
Type
Status
Source VLANs
Both
Destination IP Address
Destination ERSPAN ID
Origin IP Address

Session 5

10.1.1.2
251
192.0.2.2
3

ERSPAN Source Session
Admin Disabled

30
10.1.1.3
260
192.0.2.3

destination (ERSPAN) [J|j

Type ERSPAN Source Session
Status Admin Enabled
Source VLANs
Both 500
Destination IP Address 10.1.1.4
Destination ERSPAN ID 100
Origin IP Address 192.0.2.4
Related Commands | Command Description

monitor session type | Configures a local ERSPAN source or destination session.
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destination

To configure an export destination for a flow exporter, use the destination command in flow exporter
configuration mode. To remove an export destination for a flow exporter, use the no form of this command.

destination {hostnameip-address}
no destination {hostnameip-address}

Syntax Description

Command Default

Command Modes

hostname  Hostname of the device to which you want to send the NetFlow information.

ip-address 1Pv4 address of the workstation to which you want to send the NetFlow information.

An export destination is not configured.

Flow exporter configuration

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Each flow exporter can have only one destination address or hostname.

When you configure a hostname instead of the IP address for the device, the hostname is resolved immediately
and the IPv4 address is stored in the running configuration. If the hostname-to-IP-address mapping that was
used for the original Domain Name System (DNS) name resolution changes dynamically on the DNS server,
the device does not detect this, and the exported data continues to be sent to the original IP address, resulting
in a loss of data.

To return this command to its default setting, use the no destination or default destination command in flow
exporter configuration mode.

The following example shows how to configure the networking device to export the Flexible NetFlow
cache entry to a destination system:

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# destination 10.0.0.4
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dscp

To configure a differentiated services code point (DSCP) value for flow exporter datagrams, use the dscp
command in flow exporter configuration mode. To remove a DSCP value for flow exporter datagrams, use
the no form of this command.

dscp dscp
nodscp dscp

Syntax Description  dscp DSCP to be used in the DSCP field in exported datagrams. The range is 0 to 63. The default is 0.

Command Default The differentiated services code point (DSCP) value is 0.
Command Modes Flow exporter configuration
Command History Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Usage Guidelines To return this command to its default setting, use the no dscp or default dscp flow exporter configuration
command.

The following example sets 22 as the value of the DSCP field in exported datagrams:

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter) # dscp 22
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event manager applet

To register an applet with the Embedded Event Manager (EEM) and to enter applet configuration mode, use
the event manager applet command in global configuration mode. To unregister the applet, use the no form

of this command.
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event manager applet applet-name [authorization bypass] [class class-options] [trap]
no event manager applet applet-name [authorization bypass] [class class-options] [trap]

Syntax Description

Command Default

Command Modes

Command History

applet-name | Name of the applet file.
authorization |(Optional) Specifies AAA authorization type for applet.
bypass (Optional) Specifies EEM AAA authorization type bypass.
class (Optional) Specifies the EEM policy class.
class-options | (Optional) The EEM policy class. You can specify either one of the following:
» class-letter-- Letter from A to Z that identifies each policy class. You can specify any
one class-letter.
« default --Specifies the policies registered with the default class.
trap (Optional) Generates a Simple Network Management Protocol (SNMP) trap when the
policy is triggered.

No EEM applets are registered.

Global configuration (config)

Command History

Usage Guidelines

Release

Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

An EEM applet is a concise method for defining event screening criteria and the actions to be taken when

that event occurs.

Only one event configuration command is allowed within an applet configuration. When applet configuration
submode is exited and no event command is present, a warning is displayed stating that no event is associated
with this applet. If no event is specified, this applet is not considered registered and the applet is not displayed.
When no action is associated with this applet, events are still triggered but no actions are performed. Multiple
action applet configuration commands are allowed within an applet configuration. Use the show event manager

policy registered command to display a list of registered applets.

Before modifying an EEM applet, use the no form of this command to unregister the applet because the
existing applet is not replaced until you exit applet configuration mode. While you are in applet configuration
mode modifying the applet, the existing applet may be executing. When you exit applet configuration mode,

the old applet is unregistered and the new version is registered.
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event manager applet .

\)

Note Do not attempt making any partial modification. EEM does not support partial changes to already registered

policies. EEM policy has to be always unregistered before registering again with changes.

Action configuration commands are uniquely identified using the label argument, which can be any string
value. Actions are sorted in ascending alphanumeric key sequence using the label argument as the sort key
and are run using this sequence.

The EEM schedules and runs policies on the basis of an event specification that is contained within the policy
itself. When applet configuration mode is exited, EEM examines the event and action commands that are
entered and registers the applet to be run when a specified event occurs.

The EEM policies will be assigned a class when class class-letter is specified when they are registered. EEM
policies registered without a class will be assigned to the default class. Threads that have default as the class
will service the default class when the thread is available for work. Threads that are assigned specific class
letters will service any policy with a matching class letter when the thread is available for work.

If there is no EEM execution thread available to run the policy in the specified class and a scheduler rule for
the class is configured, the policy will wait until a thread of that class is available for execution. Synchronous
policies that are triggered from the same input event should be scheduled in the same execution thread. Policies
will be queued in a separate queue for each class using the queue_priority as the queuing order.

When a policy is triggered and if AAA is configured it will contact the AAA server for authorization. Using
the authorization bypass keyword combination, you can skip to contact the AAA server and run the policy
immediately. EEM stores AAA bypassed policy names in a list. This list is checked when policies are triggered.
If a match is found, AAA authorization is bypassed.

To avoid authorization for commands configured through the EEM policy, EEM will use named method lists,
which AAA provides. These named method lists can be configured to have no command authorization.

The following is a sample AAA configuration.

This configuration assumes a TACACS+ server at 192.168.10.1 port 10000. If the TACACS+ server is not
enabled, configuration commands are permitted on the console; however, EEM policy and applet CLI
interactions will fail.

enable password lab
aaa new-model
tacacs—-server host 128.107.164.152 port 10000
tacacs-server key cisco
aaa authentication login consoleline none
aaa authorization exec consoleline none
aaa authorization commands 1 consoleline none
aaa authorization commands 15 consoleline none

line con 0

exec-timeout 0 0O

login authentication consoleline
aaa authentication login default group tacacs+ enable
aaa authorization exec default group tacacs+
aaa authorization commands 1 default group tacacs+
aaa authorization commands 15 default group tacacs+

The authorization, class and trap keywords can be used in any combination.

The following example shows an EEM applet called IPSLAping] being registered to run when there
is an exact match on the value of a specified SNMP object ID that represents a successful IP SLA
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ICMP echo operation (this is equivalent to a ping command). Four actions are triggered when the
echo operation fails, and event monitoring is disabled until after the second failure. A message that
the ICMP echo operation to a server failed is sent to syslog, an SNMP trap is generated, EEM
publishes an application-specific event, and a counter called IPSLA1F is incremented by a value of

one.

Router (config) # event manager applet IPSLApingl
Router (config-applet)# event snmp oid 1.3.6.1.4.1.9.9.42.1.2.9.1.6.4 get-type exact
entry-op eq entry-val 1 exit-op eq exit-val 2 poll-interval 5
Router (config-applet) # action 1.0 syslog priority critical msg "Server IP echo failed:

OID=$_snmp_oid val"

Router (config-applet)# action 1.1 snmp-trap strdata "EEM detected server reachability

failure to 10.1.88.9"

Router (config-applet) # action 1.2 publish-event sub-system 88000101 type 1 argl 10.1.88.9

arg2 IPSLAEcho arg3 fail

Router (config-applet)# action 1.3 counter name _IPSLAlF value 1 op inc

The following example shows how to register an applet with the name one and class A and enter
applet configuration mode where the timer event detector is set to trigger an event every 10 seconds.
When the event is triggered, the action syslog command writes the message “hello world” to syslog.

Router
Router
Router
Router

config-applet) # exit

config) # event manager applet one class A
config-applet) # event timer watchdog time 10
config-applet)# action syslog syslog msg "hello world"

The following example shows how to bypass the AAA authorization when registering an applet with

the name one and class A.

Router (config) # event manager applet one class A authorization bypass

Router (config-applet) #

Related Commands Command

Description

show event manager policy registered

Displays registered EEM policies.
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export-protocol netflow-v9

To configure NetFlow Version 9 export as the export protocol for a Flexible NetFlow exporter, use the
export-protocol netflow-v9 command in flow exporter configuration mode.

export-protocol netflow-v9

Syntax Description ~ This command has no arguments or keywords.

Command Default NetFlow Version 9 is enabled.

Command Modes Flow exporter configuration

Command History Release Modification

Cisco IOS XE Gibraltar 16.11.1 This command was introduced.

Usage Guidelines The device does not support NetFlow v5 export format, only NetFlow v9 export format is supported.

The following example configures NetFlow Version 9 export as the export protocol for a NetFlow
exporter:

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter) # export-protocol netflow-v9
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