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Information About Boot Integrity Visibility

Boot Integrity Visibility allows Cisco's platform identity and software integrity information to be visible and
actionable. Platform identity provides the platform’s manufacturing installed identity. Software integrity
exposes boot integrity measurements that can be used to assess whether the platform has booted trusted code.

During the boot process, the software creates a checksum record of each stage of the bootloader activities.

You can retrieve this record and compare it with a Cisco-certified record to verify if your software image is
genuine. If the checksum values do not match, you may be running a software image that is either not certified
by Cisco or has been altered by an unauthorized party.

Verifying the Software Image and Hardware

This task describes how to retrieve the checksum record that was created during a switch bootup. Enter the
following commands in privileged EXEC mode.

)

Note On executing the following commands, you might see the message % Please Try After Few Secondsdisplayed
on the CLI. This does not indicate a CLI failure, but indicates setting up of underlying infrastructure required
to get the required output. We recommend waiting for a few minutes and then try the command again.

The messages % Error retrieving SUDI certificate and % Error retrieving integrity data signify a real
CLI failure.
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Procedure
Command or Action Purpose

Step 1 show platform sudi certificate [sign [nonce| Displays checksum record for the specific
nonce] ] SUDL.
Example: * (Optional) sign - Show signature
Device# show platform sudi certificate ' (Optlonal) nonce - Enter a nonce value
sign nonce 123

Step 2 show platform integrity [sign [nonce Displays checksum record for boot stages.
nonce] ] * (Optional) sign - Show signature
Example:

P * (Optional) nonce - Enter a nonce value

Device# show platform integrity sign
nonce 123

Verifying Platform ldentity and Software Integrity

Verifying Platform Identity

The following example displays the Secure Unique Device Identity (SUDI) chain in PEM format. Encoded
into the SUDI is the Product ID and Serial Number of each individual device such that the device can be
uniquely identified on a network of thousands of devices. The first certificate is the Cisco Root CA 2048 and
the second is the Cisco subordinate CA (ACT2 SUDI CA). Both certificates can be verified to match those

published on https://www.cisco.com/security/pki/. The third is the SUDI certificate.

Device# show platform sudi certificate sign nonce 123

MIIDQzCCAiugAwIBAgGIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGI9wOBAQUFADAL
MRYWEFAYDVQQKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENB
IDIwWNDgwHhcNMDQWNTEOM]AxNzEyWhcNMJ kwNTEOMAyNTQyWjALIMRYwFAYDVQOK
EwlDaXNjbyBTeXNOZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4IBDQAWGGEIAOIBAQCWMrmrp68Kd6ficbalZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuogrpu0hWISEWdovyDOMy5jOAmaHBKeNS8hF570YQXJ
FcjPFtolYYmUQ6iEQDGYeJu5Tm8sUxJIszR2tKySTMcQr/4NEb7Y9JHcIJ6r8ggqB9g
VvYgDxFUL4F1pyXOWWgCZe+36ufijXWLbvLdT6ZeYpzPEAPpkKOEStzivMW/VgpSdH
JWnO0f84bcN5wGyDWbs2mAag8EtKpP6BrXruOIIt6ke01a06g580BAKhTCytKmg9l
Eg6CTY5]/e/rmxrbU6YTYK/CfdfHbBc11HP7R2RQgYCUTOG/ rksc35LtLgXfAGED
01EwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFq0roIlgX9p7L60wEAYJKwYBBAGCNXUBBAMCAQAWDQYJKOZIhveNAQEF
BOADggEBAJ2dhISjQal8dwy3U8pORFB171R803UXHOjgxkhLtv5MOhmBVrBW7hmW
Ygpao2TB9k5UM8BZ3/sUcuuvVdIcrl8J0agxEu5sv4AdEX+5wiWdg+ffyOvhN4TauYuX
cB7w40vXsNgOnbFpligRe61JT37mjpXYgyc81lWhIDtSd917rp77rMKSsHOT81lasz
Bvt9YAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA4iGe00caEblfJUSu6 u7AQ7L4
CYNu/2bPPu8XslgYJQkO0XuPL1hS27PKSb3TkL4AEqlZKR4OCXPDJOBYVLO£fdX411d
kxpUnwVwwEpxYB5DC2Ae/qPOgRNhCzU=

MIIEPDCCAySgAwIBAGIKYQlufQAAAAAADDANBgkghkiGOwOBAQUFADAIMRYwWFAYD
VQOKEwW1DaXNjbyBTeXN0ZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwWNDgw
HhcNMTEWN MwMT ¢ 1N5 U3WheNMJ kwNTEOM AyNTQyW AnMQ4wDAY DVQQKEWVDaXNy
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bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOM513THIXA9tN/hS5gR/6UZRpdd+9aE2JbFkNjht6gfHKd477AkS
5XAtUs50xDYVt/zEbs1Zg3+LR6gqrgKKQVu6JYvHO5UYLBQC)38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZ0o3gqPCpxzprWIDPcl1M4 1 YKHUmMMOMgmgmg+
xghHIooWS80BOcdiynEbeP5rZ7qRuewKMpllTiI3WdBNjZjnpfjg66F+P4SaDkGb
BXdGJj1l30oVeF+EYyFWLrFjj97£fL2+80auv43Qrvnf3d/GEgXj7ew+z/sX1XtEOQ])SXJ
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBW)CCAVYwWCwYDVROPBAQD
AgHGMBOGA1UdDgQWBBRIZPHxwnDVW7t8cwmTr7i4MAP4fzAfBgNVHSMEGDAWGBON
88gVHmM6aAgkWrSugiWBf2nsvqjBDBgNVHR8EPDA6MDigNgAOhjJodHRwOi8vd3d3
LmNpc2NvLmNvbS9zZWN1lcmlO0eS9wa2kvY3JIsL2NyY2EyMDQ4 LmNybDBOBggrBgEF
BQOCcBAQREMEIWQAY IKwYBBQUHMAKGNGhOdHA6LYy93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jZ2XJ0cy9]jcmNhMjAOOC5]) ZXIwXAYDVROgBFUwWUZBRBgorBgEEAQkV
AQWAMEMwWQQY IKwYBBQUHAGEWNWhOJHAG6LYy93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wWQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERm371yeuEmgcI£iob9+GbMSIbi
ZHc/CcCl01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPu6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
i5jUhOWryAK4dvo8hCikijEkzu3ufBTJapnv89g90E+H3VKM4L+/KAkUO+52d3 FKn
hyl47d7cZR4DY4LIUFM2P1As8YyT zoNpK/urSRI14WAI1lplR1InH7KND15618y VP
0IFJZBGrooCRBjOSwFv8cpWCbmWdPaCQT2nwIjTfY8c=

MIIDATCCAl2gAwIBAgIEAUOdPjANBgkghkiGOwOBAQsFADANMQ4wDAYDVQQKEWVD
aXNjbzEVMBMGAIUEAXMMQUNUMiBTVURJIENBMB4XDTE3MDEXMDE2NDUyOVoXDTI3
MDExMDE2NDUyOVowYTEJMCEGALUEBRMaUE1EO1dTLVhTVVAgUO46SkFFMJA1IMDA3
MzAxDjAMBgNVBAOTBUNpc2NVMRgwFgYDVQQLEWIBQ1QtMiBMaXR1 IFNVREkKkXEDAO
BgNVBAMTB1dTLVhTVVAwWggEiMAOGCSgGSIb3DOEBAQUAA4 IBDWAWGGEKAOIBAQDH
gbjvi7kfaYRtHwlCoLWSO0Cb/eXXJ1xZlardp4EwXq0QaGHbEs8B4oMPdZkpOb/e4d
TGY4£9gMrr9wDXikDhOhwlOCUf2Towm201RILHkfotD1k9joWH+00QKkU/rTQ/6n
tMOelSRNFaLOlPCImsNTSX4Gtdud+u9YQMN561SG/w0D2ywbo9£f08T+cAb3xUgkx
BDHCApdBWXNGARWFJRaoSFoSUD8U7/hdxmThY0Zz5Mkm8d2cuF2qggVTvvsx94rIA
dXH6881L85EkdGOrMrOCxtblytdo4MfEDWIXGG0+Dx/HAbuo8Gr/tYvzanPos8pz
dgCWO0/LX85uB8WxR8HfJAGMBAAG]bzBtMA4GA1UdDWEB/wQEAWIF4DAMBgNVHRMB
Af8EAJjAAMEOGALUJEQRGMESgQQYJKwYBBAEJFQIDODUTMON0oaXBIJRDIVWUPOVTES
eUNRR2NWSFZsSUU5amRDOX10eUF4TO0RveE1Ub3hPUOFVVVhNPTANBgkghkiG9w0OB
AQsFAAOCAQEAUG6FDk+d1lubG6g+WyhKHHhuwu3U87301eh0Qf0ODYe 7EwS5RMA2b8RBE
05vD7TDjUGOXgKEkw71aNfrSQIPVQhasnGGseLMClpodxiq8Zw77js9C1lrUlxLIz
vMagmChSmyhR1G41tHkpzrsD8dFJohg+AwBQwLmyplmYidWohojiwOVp+3CV26741
WAQDi7rbgdhMHQz+LKbsnjsebl/6gkFSH3UEVGCOHE1hE6UEEH2V3Z07 FPKzwQHY
n39DnxwNSgRI11FQMiall+i6CmkC4uyHRDYm7tDxxeDgxdALSHe fFwPgrIuuQSj0
UdQ5vdOXm0ao7DCw5dvOmCA9stGQUS IMWw==

Signature version: 1
Signature

The optional RSA 2048 signature is across the three certificates, the signature version and the
user-provided nonce.

RSA PKCS#1v1l.5 Sign {<Nonce (UINT64)> || <Signature Version (UINT32)> || <Cisco Root CA
2048 cert (DER)> ||
<Cisco subordinate CA (DER)> || <SUDI certificate (DER)> }

Cisco management solutions are equipped with the ability to interpret the above output. However,
a simple script using OpenSSL commands can also be used to display the identity of the platform
and to verify the signature, thereby ensuring its Cisco unique device identity.

[linux-host:~]openssl x509 -in sudicert.pem -subject -noout
subject= /serialNumber=PID:WS-XC7R SN:FD0O1946BG05/0=Cisco/OU=ACT-2 Lite SUDI/CN=WS-XC7R
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Verifying Software Integrity

The following example displays the checksum record for the boot stages. The hash measurements are displayed
for each of the three stages of software successively booted. These hashes can be compared against
Cisco-provided reference values. An option to sign the output gives a verifier the ability to ensure the output
is genuine and is not altered. A nonce can be provided to protect against replay attacks.

\)

Note
command for the bundle file, the hash will not match.

Boot integrity hashes are not MD5 hashes. For example, if you run verify /md5 cat9k _iosxe.16.10.01.SPA.bin

The following is a sample output of the show platform integrity sign nonce 123 command in install mode.
This output includes measurements of each installed package file.

Device# show platform integrity sign nonce 123

Platform: WS-XC7R

Boot 0 Version: MAI1004R06.1604052017

Boot 0 Hash: A99EF9F31CE3F3F8533055407F1C88C62176E667E4E1DA0649EAATAL282F205E0A

Boot Loader Version: System Bootstrap, Version 16.8.0.7, DEVELOPMENT SOFTWARE

Boot Loader Hash:

942C2511D0FB1 0C8E SEC8B3EDE29A5E 2021 0C4154434CEA591 BES553B06CRRE2039DADDDI4 9C05 722CARRR1 429C41 73 7TCEC2C593A81 4FCS TFEFRAOEIAOADBO9B
0S Version: 16.10.01

OS Hashes:

cat9k-cc_srdriver.16.10.01.SPA.pkg

DODL55CI DEFTBO3EROC64057ADAAY6 7 3E21 14FATCOCAAR TEDOAEI35CBOBDBAEODODL 55C1 DEFBO3EBOCE405 7ADAASE 7 3621 14FATCOCARATEDOAEI35CBOBDB4ED
cat9k-espbase.16.10.01.SPA.pkg

3EBOC64057ADEASE 73E21 14F A TOOCARATEDOAE935CBOBDB4EODODL S5C] DEFTBO3EBOC6405 7ADAAY6 73621 1AFATCOCAAA TEDOAEI35CBORDBAEODODL S5CIDEF43
cat9k-guestshell.16.10.01.SPA.pkg

BOC64057ADAA6 73E21 14FATCOCAAR TEDOAE 935CBOBDB4EODODL 55C1 DEFDBO3EROC6405 7ADGAY6 7321 14FA TOOCAAA TEDOAEI35CBOBDSAEODODL 55C1 DEFBOE
cat9k-rpbase.16.10.01.SPA.pkg

4057ADEAY6 7321 14FATOOCARA TEDOAEI35CROBDSAEODODL 55C1 DEFTBO3EBOC6405 7ADAAS6 73E21 1 4FA TOCCARA TEDOAE935CBOBD84E0DODL 55C1 CEFBO3EROCG
cat9k-rpboot.16.10.01.SPA.pkg

ADEAS673E21 14FATCOCARATEDORE935CBOBDB4EODODL 55C1 DEFTBO3EBOC6405 7ADGAY6 73621 1AFATCOCAAR TEDOAEI35CBOBDBAEODODL S5C1 DEFBO3EBOCE4057
cat9k-sipbase.16.10.01.SPA.pkg

9673E21 14FATCOCAAR TEDOAEI35CBOBDBAEODODL S5C1 DEFDBO3EBOC6405 7ADEAY6 7 3E21 14FA TOCCARA TEDOAES35CBOBD84EODODL 55C1 CEFBO3EBOC6405 7ADGA
cat9k-sipspa.l6.10.01.SPA.pkg
E2114FA70CCARATEDOAES35CBOBCB4EODODL 55C1 DEFDBO3EBOC6405 7ADEAS6 73521 14FATOOCARA TEDOAEI35CBORDB4E0DOD1 5S5C1 CEFBO3EBOC64057ADGAYG 73
cat9k-srdriver.16.10.01.SPA.pkg

4FATO0CARATEDOAEI35CBOBDB4E0DOD1 55C1 DEFTBO3EBOCE405 7ADAASE 73621 14F A TCOCAAR TEDOAE 935CBOBDB4EO0DODL 55C1 DEFBO3EBOC6405 7ADAAS6 73E211
cat9k-webui.16.10.01.SPA.pkg

QOCARATEDOAEI35CBOBDB4EODOD] 55C1 CEFTBO3EBOCO405 7ADAASE 73621 14FATCOCARATEDOAE935CBOBDB4EODODL 55C1 DEFBO3EBOC6405 7ADEAI6 73E21 14FA T
cat9k-wlc.16.10.01.SPA.pkg

ANTEDORE935CBOBDB4EODODL 55C1 DEFIBO3EROC6405 7ADGAY6 7321 14FA TOOCAAR TEDOAEI35CBOBDBAEODODL S5C1 DEFBO3EBOCO405 7ADAASE 73E21 14FATCTCA
PCRO: A32CFED4F960494BC1311F7A31B52D5DE90FF501932670CD43AE6DBAD8735052

PCR8: D2F8474CD82072464C11D7F7A3D5C37D078A8AA832D94B1B12E01BF400EOBBB4

Signature version: 1

Signature:

The following is a sample output of the show platform integrity sign nonce 123 command in bundle mode.
This output includes measurements of the bundle file and each installed package.

Device# show platform integrity sign nonce 123

Platform: WS-XC7R

Boot 0 Version: MA1004R06.1604052017

Boot 0 Hash: A99EF9F31CE3F3F8533055407F1C88C62176E667E4E1DAOG49EAATALI282F205E0A

Boot Loader Version: System Bootstrap, Version 16.8.0.7, DEVELOPMENT SOFTWARE

Boot Loader Hash:

942C2511D0EB1 0C8FSECEB3EDE29ASE 2021 0C41 54434CAAS91BEFS553B06CRRE2039DADDDO4 9C05 722CABRB1 429C41 73 7CEC2CE93A81 AFCS 7TFGFBAOESACAIBO9B
OS Version: 16.10.01
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OS Hashes:

cat9k iosxe.16.10.01.SPA.bin

FACADOSBE] EF841C3AZE3FDB540829F08E 3CRAI336E 38EA5669DADBB1 SAD] SE365B922ACBRADC0DEB63E2806DGATBDAR 78 390DIDC8CD /E366A4 FD648CL1 3440
cat9k-cc_srdriver.16.10.01.SPA.pkg

DOD155C1DEFDBO3EROC6405 7ADAAY6 73E21 14FATCOCCARA TEDOAEI35CBORDB4E0DODL S5C1DEFBO3EBOC6405 7ADAAY6 7321 1 4FATOOCARA TEDOAEI35CBORDB4ED
cat9k-espbase.16.10.01.SPA.pkg

3EBOC64057ADAAY6 73521 14FATOCCAAATEDOAEI35CBOBDBAEODODL 55C1 DEFDRO3EROC6405 7ADAAS6 7 3E21 14FA TCOCARA TEDOAE935CBOBDB4EODODL 55C1 DEF43
cat9k-guestshell.16.10.01.SPA.pkg

BOC64057ADAAY6 73621 1 4FATCOCARA TEDOAE935CBOBDB4E0DOD] 55C1 DEFTBO3EBOC6405 7ADGAY6 73521 14FATOCCAAA TEDOAEI35CBOBDBAEODODL S5C1 DEEBO3E
cat9k-rpbase.16.10.01.SPA.pkg

4057RADAA96 73E21 1 AFATOCCARA 7EDOAEI35CBOBCBAEODODL 55C1 DEF DBO3EROC6405 7ADAAS6 73E21 14F A TO0CARAA TEDOAE935CBORDB4EODODL 55C1 CEFBO3EBOCH
cat9k-rpboot.16.10.01.SPA.pkg

ADGAY6 736211 4FATO0CARA 7EDOAEI35CBOBDBAEODODL 55C1 CEFDBO3EROCH405 7ADAAS6 73E21 14F A TO0CAAA TEDOAE 935CBOBDB4EODODL 55C1 CEFBO3EBOCA405 7
cat9k-sipbase.16.10.01.SPA.pkg
9673E2114FATCOCAARTEDOARI35CROBD8AE0D0D] 55C] CEFTBO3FBOC6405 7ADGAIE 7321 1 4FATOOCARA TEDOAE35CBORD34E0DODL 5S5C1 DEFBO3EBOC6405 7ADGA
cat9k-sipspa.16.10.01.SPA.pkg

E2114FATC0CARARTEDOAE935CBOBDB4EOD0DL 55C1 CEFDBO3EBOC6405 7ADAAY6 7 3621 1 4FATCOCARA 7EDOAEI35CBOBDB4EO0DOD] 55C1DEFBO3EBOC6405 7ADEAY6 73
cat9k-srdriver.16.10.01.SPA.pkg
4FATOCCARATEDOAEI35CBORDB4EODODL S5C1 DEF DRO3FBOC6405 7ADAAS6 7 3E21 14FA TOCCARAA TEDOAEI35CBOBDB4E0DODL 55C1 DEFBO3EROC6405 7ADAAY6 73E21 1
cat9k-webui.16.10.01.SPA.pkg

QCCAARTEDOAEI35CBOBDBAECDODL 55C1 CEFDBO3EBOC6405 7ADAAY6 7 3E21 14FA TOOCARA TEDOAEI35CBOBDB4EODOD] 55C1 DEFBO3EBOC6405 7ADAAS6 1 3E21 14FAT7
cat9k-wlc.16.10.01.SPA.pkg :

AATEDOAEI35CROBDB4EODODL 55C1 DEFDBO3EBOC6405 7ADAAYG 73621 1 4FATOOCARA TEDOAE35CBOBDB4EODOD] 55C1 DEFBO3EBOC6405 7ADEAY6 7 3E21 14FATCOCA
PCRO: A32CFED4F960494BC1311F7A31B52D5DESOFF501932670CD43AE6DBAD8735052

PCR8: D2F8474CD82072464C11D7F7A3D5C37D078A8AA832D94B1B12E01IBF400EOBBR4

Signature version: 1

References for Boot Integrity Visibility

Related Documents

Related Topic Document Title

For complete syntax and usage information for | Command Reference (Catalyst 9500 Series Switches)
the commands used in this chapter.

Feature History for Boot Integrity Visibility

This table provides release and related information for features explained in this module.

These features are available on all releases subsequent to the one they were introduced in, unless noted
otherwise.
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Release

Feature

Feature Information

Cisco IOS XE Fuji 16.8.1a

Boot Integrity Visibility

Boot Integrity Visibility allows Cisco's platform
identity and software integrity information to be
visible and actionable. Platform identity provides
the platform’s manufacturing installed identity.

Support for this feature was introduced only on the
C9500-12Q, C9500-16X, C9500-24Q, C9500-40X
models of the Cisco Catalyst 9500 Series Switches.

Cisco 10S XE Fuji 16.9.1

Boot Integrity Visibility

Support for this feature was introduced only on the
C9500-32C, C9500-32QC, C9500-48Y4C, and
C9500-24Y4C models of the Cisco Catalyst 9500
Series Switches.

Use Cisco Feature Navigator to find information about platform and software image support. To access Cisco
Feature Navigator, go to http://www.cisco.com/go/ctn.
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