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Information About Boot Integrity Visibility

Boot lintegrity Visibility allows Cisco's platform identity and software integrity information to be visible and
actionable. Platform identity provides the platform’s manufacturing installed identity. Software integrity
exposes boot integrity measurements that can be used to assess whether the platform has booted trusted code.

During the boot process, the software creates a checksum record of each stage of the bootloader activities.

You can retrieve this record and compare it with a Cisco-certified record to verify if your software image is
genuine. If the checksum values do not match, you may be running a software image that is either not certified
by Cisco or has been altered by an unauthorized party.

\}

Note Boot Integrity Visibility is supported only on the active supervisor. It does not support high availability
scenarios.

Verifying the Software Image and Hardware

This task describes how to retrieve the checksum record that was created during a switch bootup. Enter the
following commands in privileged EXEC mode.

\)

Note  On executing the following commands, you might see the message % Please Try After Few Secondsdisplayed
on the CLI. This does not indicate a CLI failure, but indicates setting up of underlying infrastructure required
to get the required output. We recommend waiting for a few minutes and then try the command again.
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. Verifying Platform Identity and Software Integrity

The messages % Error retrieving SUDI certificate and % Error retrieving integrity data signify a real
CLI failure.

SUMMARY STEPS

1. show platform sudi certificate [sign [nonce nonce] ]
2. show platform integrity [sign [nonce nonce] ]

DETAILED STEPS

Command or Action Purpose

Step 1 show platform sudi certificate [sign [nonce nonce] ] | Displays checksum record for the specific SUDL
Example: * (Optional) sign - Show signature

L] 1 -
Device# show platform sudi certificate sign nonce «)phonaD nonce - Enter a nonce value

123
Step 2 show platform integrity [sign [nonce nonce] ] Displays checksum record for boot stages.
Example: * (Optional) sign - Show signature

L] 1 -
Device# show platform integrity sign nonce 123 «)pUOHaDIWOnCE Enter a nonce value

Verifying Platform ldentity and Software Integrity

Verifying Platform Identity

The following example displays the Secure Unique Device Identity (SUDI) chain in PEM format.
The first certificate is the Cisco Root CA 2048 and the second is the Cisco subordinate CA (ACT2
SUDI CA). Both certificates can be verified to match those published on https://www.cisco.com/
security/pki/. The third is the SUDI certificate.

Device# show platform sudi certificate sign nonce 123

MIIDQzCCAiugAwIBAgGIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGI9wOBAQUFADAL
MRYWEFAYDVQQKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENB
IDIwNDgwHhcNMDQWNTEOMAxNzEyWhceNMj kwNTEOM)AyNTQyWjALIMRYwFAYDVQQOK
EwlDaXNjbyBTeXN0ZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4IBDQAWGGEIAOIBAQCWMrmrp68Kd6ficba0ZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuogqrpu0hWISEWdovyDOMy5jOAmaHBKeN8hF570YQXJ
FcjPFtolYYmUQ6iEgDGYeJu5Tm8sUxJszR2tKySTMcQr/4NEb7Y9JHcIJ6r8qgB9g
VvYgDxFUL4F1pyXOWWGCZe+36ufijXWLbvLAT6ZeYpzPEAPkOEStzivMW/VgpSdH
JWnO0£84bcNS5wGyDWbs2mAag8EtKpP6BrXruOIIt6ke01a06g580BAKhTCytKmg9l
Eg6CTY57/e/rmxrbU6YTYK/CEdfHbBc11HP7R2RQQYCUTOG/ rksc35LtLgXfAGED
0lEwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWER/zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFq0roIlgX9p7L60wEAYJKwYBBAGCNXUBBAMCAQAWDQYJKOZIhveNAQEF
BQADggEBAJ2dhISIQal8dwy3U8pORFB171R803UXHOS gxkhLtv5MOhmBVrBW7hmW
Ygpao2TB9k5UM8Z3/sUcuuVdIcrl8J0agxEu5sv4AdEX+5wiWdqg+ffyOvhN4TauYuX
cB7w40ovXsNgOnbFpligRe61JT37mjpXYgyc81lWhIDtSd9i7rp77rMKSsHOT8lasz
Bvt9YAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA41Ge00caEblfJU9u6ju7AQ7L4
CYNu/2bPPu8XslgYJQk0XuPL1hS27PKSb3TkL4AEqlZKR40CXPDJOBYVLOfdX41Id
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kxpUnwVwwEpxYB5DC2Ae/qPOgRnNhCzU=

MIIEPDCCAYSgAWIBAgIKYQlufQAAAAAADDANBgkghkiGI9wWOBAQUFADAIMRYWFAYD
VQOKEwW1DaXNjbyBTeXNOZW1zMRswGQYDVQODExJDaXNjbyBSb290IENBIDIwWNDgwW
HhcNMTEwWNJMwMTc1NjU3WheNMI kwNTEOM] AyNTQyWj AnMQ4wDAY DVQOKEWVDaXNj
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOMS513THIXA9tN/hS5gR/6UZRpdd+9aE2JbFkNjht 6gfHKA477AkS
5XAtUs50xDYVt/zEbs1Zg3+LR6gqrgKKQVu6JYvHOS5UYLBQC)38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZo3gPCpxzprWIDPcl1M4 1 YKHUMMOMgmgmg+
xghHIooWS80BOcdiynEbeP5rzZ7gRuewKMpl1TiI3WABNjZjnpfjgb6F+P4SaDkGb
BXdGj1l30oVeF+EYyFWLrFjj97£fL2+80auv43Qrvnf3d/GEgXj7ew+z/sX1XtEO]SXJ
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBW])CCAVYWCwYDVROPBAQD
AgHGMBOGA1UdDgQWBBRIZ2PHxwnDVW7t8cwmTr7i4MAP4fzAfBgNVHSMEGDAWGBON
88gVHmM6aAgkWrSugiWBf2nsvgjBDBgNVHRSEPDAG6MDigNgAOhj JodHRwO18vd3d3
LNpc2NvLmNvbS9zZWN1cml 0eS9wal2kvY3JsL2NyY2EyMDQ4LmNybDBOBggrBgEF
BQOCcBAQREMEIWQAYIKwYBBQUHMAKGNGhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jzxJ0cy9jcmNhMIAOOCS5)ZXIwXAYDVROgBFUWUZBRBgorBgEEAQKV
AQWAMEMwWQQYIKwYBBQUHAGEWNWhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wWQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERm371lyeuEmgcIfidb9+GbMSIbi
ZHc/CcCl01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPu6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
15jUhOWryAK4dvo8hCjkjEkzu3ufBTJapnv89g90E+H3VKM4L+/KdkUO+52djFKn
hyl47d7cZR4DY4LIuFM2P1As8YyjzoNpK/urSRI14WAI1lplRInH7KND15618yfVP
0IFJZBGrooCRBjOSWEv8cpWChbmWdPaCQT2nwIjTfY8c=
£30gV7b1Ce4zLSxIqTgiEDUNRuUoeGwb+YtQOtep53hnwVoU6bjNaQXjg9pgcd
dMyhh+zRtaRREpes4B71ZaFSMGeUbGVEVE6R+40mIM+T26fnza2k4bQvrcem/1Vbe
/6Fy4rniHAXwzGCCgIHfIJMrSwIDAQABO28wbTAOBgNVHQ8BAf8EBAMCBeAWDAYD
VROTAQH/BAIWADBNBgNVHREERJBEOEIGCSSGAQQBCRUCAG6ALIEZNDaGlwSUQIVVIK
T1NgSk1lCd2dhVFc5dUlFOWpkQOF4TUNBeE1gbzFORGI6TONENE OhQTOwDQYJKOZI
hvcNAQELBQADggEBADxO7Ks4A1Sb8WnEqOOMog+3tiXHLDYVAJUgHOWSFsUoE13 £
yxn867saiJVMYrT7+/wTsexxdDJySGAJHSmPdwPPMEfLHW9/D6/1/d6FsclM/LeB
q+Q2a6L60Zd1rJJheNQyCN/jOCYuM0dK9JyDjLda9)Sa3AL7UsOcr9aciBQ/CjZ6
8bV3x8LzAyPDs++qy6fHgB40pP8vOItQdnYGDZAtOUN4J1z3PyXjSIyIXWoWE1G+
2nGXg9PCig8llppPjDglprZ60lt+scEEJzgZmoHGn/lelOH4s+mITVAxbgBudcA3
0XpdeHgODOOdkG8IkXPYcUQ5in4R6zgwXEngMzY=

Signature version: 1
Signature

Verifying Software Integrity

The following example displays the checksum record for the boot stages. The hash measurements
are displayed for each of the three stages of software successively booted. These hashes can be
compared against Cisco-provided reference values. An option to sign the output gives a verifier the
ability to ensure the output is genuine and is not altered. A nonce can be provided to protect against
replay attacks.
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Additional

Device# show platform integrity sign nonce 123

Platform: C9500-16X

Boot 0 Version: MA0O081R06.1307262016

Boot 0 Hash: A99EF9F31CE3F3F8533055407F1C88C62176E667E4E1DAOG49EAATALI282F205E0A

Boot Loader Version: System Bootstrap, Version 16.8.0.3, RELEASE SOFTWARE (P)

Boot Loader Hash:
FB82826514658055C3993AB5F53512341RF20F30C7DA083C980450FAGCDRA608EE636B5B1 5D1 341 4203CED35603F01 974B36 7/6CAACGEIDCASR25CD1 039E686CACA
0S Version: BLD POLARIS DEV LATEST 20171213 030750

OS Hash:
E7336R416FR232CA87CT3CEC6387EB7244560FBFIFY 7720708 783C1 1321 7DE3DDACAL 6(CAOBL 6A8CC9841100264004CAFEIAES63FBHMFES61 FI851AB1 6 /E91 3830A
PCRO: 9745B571B66D79F0936F4D292B5672B50F50FD1ES56E74248D48A33582E992574

PCR8: 1CC295C233DA41BD3530A6F09C21991E8406BFFC88249D7778CA4BBOROET71ERT

Signature version: 1

Signature:
Al

References for Boot Integrity Visibility

Related Documents

Related Topic Document Title

For complete syntax and usage information for | Command Reference (Catalyst 9500 Series Switches)
the commands used in this chapter.

MIBs

MIB MIBs Link

All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco IOS releases,

release. and feature sets, use Cisco MIB Locator found at the following URL:
http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple

Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.
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Feature History for Boot Integrity Visibility

This table provides release and related information for features explained in this module.

These features are available on all releases subsequent to the one they were introduced in, unless noted
otherwise.

Release Feature Feature Information

Cisco IOS XE Fuji 16.8.1a | Boot Integrity Visibility | Boot Integrity Visibility allows Cisco's platform
identity and software integrity information to be
visible and actionable. Platform identity provides
the platform’s manufacturing installed identity.

Support for this feature was introduced only on the
C9500-12Q, C9500-16X, C9500-24Q, C9500-40X
models of the Cisco Catalyst 9500 Series Switches.

Cisco IOS XE Fuji 16.9.1 Boot Integrity Visibility | Support for this feature was introduced only on the
C9500-32C, C9500-32QC, C9500-48Y4C, and
C9500-24Y4C models of the Cisco Catalyst 9500
Series Switches.

Use Cisco Feature Navigator to find information about platform and software image support. To access Cisco
Feature Navigator, go to http://www.cisco.com/go/cfn.
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