	IP Multicast Routing Configuration Guide, Cisco IOS XE Fuji 16.8.x (Catalyst 9500 Switches)
	Contents
	IP Multicast Routing Technology Overview
	Finding Feature Information
	Information About IP Multicast Technology
	About IP Multicast
	Role of IP Multicast in Information Delivery
	IP Multicast Routing Protocols
	Internet Group Management Protocol
	Protocol-Independent Multicast
	PIM Sparse Mode

	Rendezvous Point
	IGMP Snooping

	IP Multicast Tables
	Hardware and Software Forwarding
	Partial Routes
	Software Routes

	Non-Reverse Path Forwarding Traffic
	Multicast Group Transmission Scheme
	IP Multicast Boundary
	IP Multicast Group Addressing
	IP Class D Addresses

	IP Multicast Address Scoping
	Layer 2 Multicast Addresses
	Cisco Express Forwarding, MFIB, and Layer 2 Forwarding
	IP Multicast Delivery Modes
	Source Specific Multicast

	Multicast Fast Drop
	Multicast Forwarding Information Base
	S/M, 224/4
	Multicast High Availability

	Additional References for IP Multicast

	Configuring Basic IP Multicast Routing
	Prerequisites for Basic IP Multicast Routing
	Restrictions for Basic IP Multicast Routing
	Information About Basic IP Multicast Routing
	Multicast Forwarding Information Base Overview
	Default IP Multicast Routing Configuration

	How to Configure Basic IP Multicast Routing
	Configuring Basic IP Multicast Routing
	Configuring IP Multicast Forwarding
	Configuring a Static Multicast Route (mroute)
	Configuring Optional IP Multicast Routing Features
	Defining the IP Multicast Boundary
	Configuring sdr Listener Support
	Enabling sdr Listener Support
	Limiting How Long an sdr Cache Entry Exists



	Monitoring and Maintaining Basic IP Multicast Routing
	Clearing Caches, Tables, and Databases
	Displaying System and Network Statistics
	Configuration Examples for IP Multicast Routing
	Example: Configuring an IP Multicast Boundary
	Example: Responding to mrinfo Requests


	Additional References for Basic IP Multicast Routing
	Feature Information for Basic IP Multicast Routing

	Configuring Multicast Routing over GRE Tunnel
	Prerequisites for Configuring Multicast Routing over GRE Tunnel
	Restrictions for Configuring Multicast Routing over GRE Tunnel
	Information About Multicast Routing over GRE Tunnel
	How to Configure Multicast Routing over GRE Tunnel
	Configuring a GRE Tunnel to Connect Non-IP Multicast Areas
	Tunneling to Connect Non-IP Multicast Areas Example

	Additional References for Multicast Routing over GRE Tunnel
	Feature Information for Multicast Routing over GRE Tunnel

	Configuring VRF-lite
	Information About VRF-lite
	Guidelines for Configuring VRF-lite
	How to Configure VRF-lite
	Configuring VRF-lite for IPv4
	Configuring VRF-Aware Services
	Configuring the User Interface for ARP

	Configuring Per-VRF for TACACS+ Servers
	Configuring Multicast VRFs
	Configuring a VPN Routing Session
	Configuring BGP PE to CE Routing Sessions
	Configuring IPv4 VRFs


	Configuring VRF-lite for IPv6
	Configuring VRF-Aware Services
	Configuring the User Interface for PING
	Configuring the User Interface for uRPF
	Configuring the User Interface for Traceroute
	Configuring the User Interface for Telnet and SSH
	Configuring the User Interface for NTP

	Configuring IPv6 VRFs
	Associating Interfaces to the Defined VRFs
	Populate VRF with Routes via Routing Protocols
	Configuring VRF Static Routes
	Configuring OSPFv3 Router Process
	Enabling OSPFv3 on an Interface
	Configuring EIGRPv6 Routing Process
	Configuring EBGPv6 Routing Process


	Additional Information for VRF-lite
	VPN Co-existence Between IPv4 and IPv6

	Verifying VRF-lite Configuration
	Displaying IPv4 VRF-lite Status
	Displaying IPv6 VRF-lite Status

	Configuration Examples for VRF-lite
	Configuration Example for IPv4 VRF-lite
	Configuration Example for IPv6 VRF-lite

	Feature History and Information for Multicast VRF-lite

	Configuring IGMP
	Prerequisites for IGMP and IGMP Snooping
	Prerequisites for IGMP
	Prerequisites for IGMP Snooping

	Restrictions for IGMP and IGMP Snooping
	Restrictions for Configuring IGMP
	Restrictions for IGMP Snooping

	Information About IGMP
	Role of the Internet Group Management Protocol
	IGMP Multicast Addresses
	IGMP Versions
	IGMP Version 1
	IGMP Version 2
	IGMP Version 3
	IGMPv3 Host Signaling

	IGMP Versions Differences
	IGMP Join and Leave Process
	IGMP Join Process
	IGMP Leave Process

	IGMP Snooping
	Joining a Multicast Group
	Leaving a Multicast Group
	Immediate Leave
	IGMP Configurable-Leave Timer
	IGMP Report Suppression
	IGMP Snooping and Device Stacks
	IGMP Filtering and Throttling

	Default IGMP Configuration
	Default IGMP Snooping Configuration
	Default IGMP Filtering and Throttling Configuration


	How to Configure IGMP
	Configuring the Device as a Member of a Group
	Controlling Access to IP Multicast Group
	Changing the IGMP Version
	Modifying the IGMP Host-Query Message Interval
	Changing the IGMP Query Timeout for IGMPv2
	Changing the Maximum Query Response Time for IGMPv2
	Configuring the Device as a Statically Connected Member
	Configuring IGMP Profiles
	Applying IGMP Profiles
	Setting the Maximum Number of IGMP Groups
	Configuring the IGMP Throttling Action
	Configuring the Device to Forward Multicast Traffic in the Absence of Directly Connected IGMP Hosts
	Controlling Access to an SSM Network Using IGMP Extended Access Lists
	How to Configure IGMP Snooping
	Enabling IGMP Snooping
	Enabling or Disabling IGMP Snooping on a VLAN Interface
	Setting the Snooping Method
	Configuring a Multicast Router Port
	Configuring a Host Statically to Join a Group
	Enabling IGMP Immediate Leave
	Configuring the IGMP Leave Timer
	Configuring the IGMP Robustness-Variable
	Configuring the IGMP Last Member Query Count
	Configuring TCN-Related Commands
	Controlling the Multicast Flooding Time After a TCN Event
	Recovering from Flood Mode
	Disabling Multicast Flooding During a TCN Event

	Configuring the IGMP Snooping Querier
	Disabling IGMP Report Suppression


	Monitoring IGMP
	Monitoring IGMP Snooping Information
	Monitoring IGMP Filtering and Throttling Configuration

	Configuration Examples for IGMP
	Example: Configuring the Device as a Member of a Multicast Group
	Example: Controlling Access to Multicast Groups
	Examples: Configuring IGMP Snooping
	Example: Configuring IGMP Profiles
	Example: Applying IGMP Profile
	Example: Setting the Maximum Number of IGMP Groups
	Example: Interface Configuration as a Routed Port
	Example: Interface Configuration as an SVI
	Example: Configuring the Device to Forward Multicast Traffic in the Absence of Directly Connected IGMP Hosts
	Controlling Access to an SSM Network Using IGMP Extended Access Lists
	Example: Denying All States for a Group G
	Example: Denying All States for a Source S
	Example: Permitting All States for a Group G
	Example: Permitting All States for a Source S
	Example: Filtering a Source S for a Group G


	Additional References for IGMP
	Feature Information for IGMP

	Configuring IGMP Proxy
	Prerequisites for IGMP Proxy
	Information about IGMP Proxy
	IGMP Proxy

	How to Configure IGMP Proxy
	Configuring the Upstream UDL Device for IGMP UDLR
	Configuring the Downstream UDL Device for IGMP UDLR with IGMP Proxy Support

	Configuration Examples for IGMP Proxy
	Example: IGMP Proxy Configuration

	Additional References for IGMP Proxy
	Feature Information for IGMP Proxy

	IGMP Explicit Tracking
	Restrictions for IGMP Explicit Tracking
	Information About IGMP Explicit Tracking
	IGMP Explicit Tracking
	Minimal Leave Latencies
	Faster Channel Changing
	Improved Diagnostic Capabilities

	How to Configure IGMP Explicit Tracking
	Enabling Explicit Tracking Globally
	Enabling Explicit Tracking on Layer 3 Interfaces

	Configuration Examples for IGMP Explicit Tracking
	Example: Enabling Explicit Tracking

	Verifying IGMP Explicit Tracking
	Feature History for IGMP Explicit Tracking

	Constraining IP Multicast in Switched Ethernet
	Prerequisites for Constraining IP Multicast in a Switched Ethernet Network
	Information About IP Multicast in a Switched Ethernet Network
	IP Multicast Traffic and Layer 2 Switches
	CGMP on Catalyst Switches for IP Multicast
	IGMP Snooping
	Router-Port Group Management Protocol (RGMP)

	How to Constrain Multicast in a Switched Ethernet Network
	Configuring Switches for IP Multicast
	Configuring IGMP Snooping
	Enabling CGMP
	Configuring IP Multicast in a Layer 2 Switched Ethernet Network

	Configuration Examples for Constraining IP Multicast in a Switched Ethernet Network
	Example: CGMP Configuration
	RGMP Configuration Example

	Additional References for Constraining IP Multicast in a Switched Ethernet Network
	Feature Information for Constraining IP Multicast in Switched Ethernet

	Configuring Protocol Independent Multicast (PIM)
	Prerequisites for PIM
	Restrictions for PIM
	PIMv1 and PIMv2 Interoperability
	Restrictions for Bidirectional PIM
	Restrictions for Configuring PIM Stub Routing
	Restrictions for Configuring Auto-RP and BSR
	Restrictions for Auto-RP Enhancement

	Information About PIM
	Protocol Independent Multicast
	PIM Sparse Mode
	Multicast Source Discovery Protocol (MSDP)
	PIM Versions

	PIM Stub Routing
	IGMP Helper
	Rendezvous Points
	Auto-RP
	The Role of Auto-RP in a PIM Network
	Multicast Boundaries
	Sparse-Dense Mode for Auto-RP
	Auto-RP Benefits
	Benefits of Auto-RP in a PIM Network

	PIMv2 Bootstrap Router
	PIM Domain Border

	Multicast Forwarding
	Multicast Distribution Source Tree
	Multicast Distribution Shared Tree
	Source Tree Advantage
	Shared Tree Advantage
	PIM Shared Tree and Source Tree
	Reverse Path Forwarding
	RPF Check

	Default PIM Routing Configuration

	How to Configure PIM
	Enabling PIM Stub Routing
	Configuring a Rendezvous Point
	Manually Assigning an RP to Multicast Groups
	Setting Up Auto-RP in a New Internetwork
	Adding Auto-RP to an Existing Sparse-Mode Cloud
	Preventing Join Messages to False RPs
	Filtering Incoming RP Announcement Messages

	Configuring PIMv2 BSR
	Defining the PIM Domain Border
	Defining the IP Multicast Boundary
	Configuring Candidate BSRs
	Configuring the Candidate RPs

	Configuring Sparse Mode with Auto-RP
	Delaying the Use of PIM Shortest-Path Tree
	Modifying the PIM Router-Query Message Interval

	Verifying PIM Operations
	Verifying IP Multicast Operation in a PIM-SM or a PIM-SSM Network
	Verifying IP Multicast on the First Hop Router
	Verifying IP Multicast on Routers Along the SPT
	Verifying IP Multicast Operation on the Last Hop Router

	Using PIM-Enabled Routers to Test IP Multicast Reachability
	Configuring Routers to Respond to Multicast Pings
	Pinging Routers Configured to Respond to Multicast Pings


	Monitoring and Troubleshooting PIM
	Monitoring PIM Information
	Monitoring the RP Mapping and BSR Information
	Troubleshooting PIMv1 and PIMv2 Interoperability Problems

	Configuration Examples for PIM
	Example: Enabling PIM Stub Routing
	Example: Verifying PIM Stub Routing
	Example: Manually Assigning an RP to Multicast Groups
	Example: Configuring Auto-RP
	Example: Sparse Mode with Auto-RP
	Example: Defining the IP Multicast Boundary to Deny Auto-RP Information
	Example: Filtering Incoming RP Announcement Messages
	Example: Preventing Join Messages to False RPs
	Example: Configuring Candidate BSRs
	Example: Configuring Candidate RPs

	Additional References for PIM
	Feature History for PIM

	Configuring PIM MIB Extension for IP Multicast
	Information About PIM MIB Extension for IP Multicast
	PIM MIB Extensions for SNMP Traps for IP Multicast
	Benefits of PIM MIB Extensions

	How to Configure PIM MIB Extension for IP Multicast
	Enabling PIM MIB Extensions for IP Multicast

	Configuration Examples for PIM MIB Extensions
	Example Enabling PIM MIB Extensions for IP Multicast

	Additional References for PIM MIB Extension for IP Multicast
	Feature Information for PIM MIB Extension for IP Multicast

	Configuring PIM Snooping
	Restrictions for PIM Snooping
	Information About PIM Snooping
	How to Configure PIM Snooping
	Enabling PIM Snooping Globally
	Enabling PIM Snooping in a VLAN
	Disabling PIM Snooping-Designated Router Flooding

	Monitoring PIM Snooping Information
	Configuration Examples for PIM
	Example: Enabling PIM Snooping Globally
	Example: Enabling PIM Snooping in a VLAN
	Example: Disabling PIM Snooping-Designated Router Flooding

	Additional References for PIM Snooping
	Feature History for PIM Snooping

	Configuring MSDP
	Information About Using MSDP to Interconnect Multiple PIM-SM Domains
	Benefits of Using MSDP to Interconnect Multiple PIM-SM Domains
	MSDP Message Types
	SA Messages
	SA Request Messages
	SA Response Messages
	Keepalive Messages

	SA Message Origination Receipt and Processing
	SA Message Origination
	SA Message Receipt
	How RPF Check Rules Are Applied to SA Messages
	How the Software Determines the Rule to Apply to RPF Checks
	Rule 1 of RPF Checking of SA Messages in MSDP
	Implications of Rule 1 of RPF Checking on MSDP
	Rule 2 of RPF Checking of SA Messages in MSDP
	Implications of Rule 2 of RPF Checking on MSDP
	Rule 3 of RPF Checking of SA Messages in MSDP

	SA Message Processing

	MSDP Peers
	MSDP MD5 Password Authentication
	How MSDP MD5 Password Authentication Works
	Benefits of MSDP MD5 Password Authentication

	SA Message Limits
	MSDP Keepalive and Hold-Time Intervals
	MSDP Connection-Retry Interval
	Default MSDP Peers
	MSDP Mesh Groups
	Benefits of MSDP Mesh Groups

	SA Origination Filters
	Use of Outgoing Filter Lists in MSDP
	Use of Incoming Filter Lists in MSDP
	TTL Thresholds in MSDP
	SA Request Messages
	SA Request Filters

	How to Use MSDP to Interconnect Multiple PIM-SM Domains
	Configuring an MSDP Peer
	Shutting Down an MSDP Peer
	Configuring MSDP MD5 Password Authentication Between MSDP Peers
	Troubleshooting Tips

	Preventing DoS Attacks by Limiting the Number of SA Messages Allowed in the SA Cache from Specified MSDP Peers
	Adjusting the MSDP Keepalive and Hold-Time Intervals
	Adjusting the MSDP Connection-Retry Interval
	Configuring a Default MSDP Peer
	Configuring an MSDP Mesh Group
	Controlling SA Messages Originated by an RP for Local Sources
	Controlling the Forwarding of SA Messages to MSDP Peers Using Outgoing Filter Lists
	Controlling the Receipt of SA Messages from MSDP Peers Using Incoming Filter Lists
	Using TTL Thresholds to Limit the Multicast Data Sent in SA Messages
	Requesting Source Information from MSDP Peers
	Controlling the Response to Outgoing SA Request Messages from MSDP Peers Using SA Request Filters
	Configuring an Originating Address Other Than the RP Address
	Monitoring MSDP
	Clearing MSDP Connections Statistics and SA Cache Entries
	Enabling SNMP Monitoring of MSDP
	Troubleshooting Tips


	Configuration Examples for Using MSDP to Interconnect Multiple PIM-SM Domains
	Example: Configuring an MSDP Peer
	Example: Configuring MSDP MD5 Password Authentication
	Example: Configuring a Default MSDP Peer
	Example: Configuring MSDP Mesh Groups

	Additional References
	Feature Information for Multicast Source Discovery Protocol

	Configuring SSM
	Prerequisites for Configuring SSM
	Restrictions for Configuring SSM
	Information About SSM
	SSM Components Overview
	SSM and Internet Standard Multicast (ISM)
	SSM IP Address Range
	SSM Operations
	SSM Mapping
	Static SSM Mapping
	DNS-Based SSM Mapping


	How to Configure SSM
	Configuring SSM
	Configuring Source Specific Multicast Mapping
	Configuring Static SSM Mapping
	Configuring DNS-Based SSM Mapping
	Configuring Static Traffic Forwarding with SSM Mapping


	Monitoring SSM
	Monitoring SSM Mapping

	Where to Go Next for SSM
	Additional References for SSM
	Feature Information for SSM

	Configuring Mutlicast Stub Routing
	Prerequisites for Multicast Stub Routing
	Restrictions for Multicast Stub Routing
	Information About Multicast Stub Routing
	Multicast Stub Networks
	Multicast Stub Routing
	Multicast Stub Routing Between Stub and Distribution Devices
	Multicast Stub Routing Between the Stub Device and Interested Receivers

	Benefits of Multicast Stub Routing

	Configuring Multicast Stub Routing
	Prerequisites
	Restrictions
	Configuring the Stub Device for Multicast Stub Routing
	Configuring the Distribution Device for Multicast Stub Routing

	Configuration Examples for Implementing Multicast Stub Routing
	Example: Implementing Multicast Stub Routing - PIM-SM Static RP
	Example: Implementing Multicast Stub Routing - PIM-SSM

	Feature Information for Multicast Stub Routing

	Configuring the Service Discovery Gateway
	Restrictions for Configuring the Service Discovery Gateway
	Information about the Service Discovery Gateway and mDNS
	mDNS
	mDNS-SD

	Service Discovery Gateway
	mDNS Gateway and Subnets
	Filtering


	How to Configure the Service Discovery Gateway
	Configuring the Service List
	Enabling mDNS Gateway and Redistributing Services

	Monitoring Service Discovery Gateway
	Configuration Examples
	Example: Specify Alternative Source Interface for Outgoing mDNS Packets
	Example: Redistribute Service Announcements
	Example: Creating a Service-List, Applying a Filter and Configuring Parameters
	Example: Enabling mDNS Gateway and Redistributing Services
	Example: Global mDNS Configuration
	Example: Interface mDNS Configuration

	Where to Go Next for Configuring Services Discovery Gateway
	Additional References for Service Discovery Gateway
	Feature History and Information for Service Discovery Gateway

	IP Multicast Optimization: Optimizing PIM Sparse Mode in a Large IP Multicast Deployment
	Prerequisites for Optimizing PIM Sparse Mode in a Large IP Multicast Deployment
	Information About Optimizing PIM Sparse Mode in a Large IP Multicast Deployment
	PIM Registering Process
	PIM Version 1 Compatibility

	PIM Designated Router
	PIM Sparse-Mode Register Messages
	Preventing Use of Shortest-Path Tree to Reduce Memory Requirement
	PIM Shared Tree and Source Tree - Shortest-Path Tree
	Benefit of Preventing or Delaying the Use of the Shortest-Path Tree


	How to Optimize PIM Sparse Mode in a Large IP Multicast Deployment
	Optimizing PIM Sparse Mode in a Large Deployment

	Configuration Examples for Optimizing PIM Sparse Mode in a Large Multicast Deployment
	Optimizing PIM Sparse Mode in a Large IP Multicast Deployment Example

	Additional References for IP Multicast Optimization: Optimizing PIM Sparse Mode in a Large IP Multicast Deployment
	Feature History and Information for IP Multicast Optimization: Optimizing PIM Sparse Mode in a Large IP Multicast Deployment

	IP Multicast Optimization: Multicast Subsecond Convergence
	Finding Feature Information
	Prerequisites for Multicast Subsecond Convergence
	Restrictions for Multicast Subsecond Convergence
	Information About Multicast Subsecond Convergence
	Benefits of Multicast Subsecond Convergence
	Multicast Subsecond Convergence Scalability Enhancements
	PIM Router Query Messages
	Reverse Path Forwarding
	Topology Changes and Multicast Routing Recovery

	How to Configure Multicast Subsecond Convergence
	Modifying the PIM Router Query Message Interval
	Verifying Multicast Subsecond Convergence Configurations

	Configuration Examples for Multicast Subsecond Convergence
	Modifying the PIM Router Query Message Interval Example

	Additional References for IP Multicast Optimization: Multicast Subsecond Convergence
	Feature Information for IP Multicast Optimization: Multicast Subsecond Convergence

	IP Multicast Optimization: IP Multicast Load Splitting across Equal-Cost Paths
	Prerequisites for IP Multicast Load Splitting across Equal-Cost Paths
	Information About IP Multicast Load Splitting across Equal-Cost Paths
	Load Splitting Versus Load Balancing
	Default Behavior for IP Multicast When Multiple Equal-Cost Paths Exist
	Methods to Load Split IP Multicast Traffic
	Overview of ECMP Multicast Load Splitting
	ECMP Multicast Load Splitting Based on Source Address Using the S-Hash Algorithm
	ECMP Multicast Load Splitting Based on Source and Group Address Using the Basic S-G-Hash Algorithm
	Predictability As a By-Product of Using the S-Hash and Basic S-G-Hash Algorithms
	Polarization As a By-Product of Using the S-Hash and Basic S-G-Hash Algorithms
	ECMP Multicast Load Splitting Based on Source Group and Next-Hop Address
	Effect of ECMP Multicast Load Splitting on PIM Neighbor Query and Hello Messages for RPF Path Selection
	Effect of ECMP Multicast Load Splitting on the PIM Assert Process in PIM-SM and PIM-SSM
	ECMP Multicast Load Splitting and Reconvergence When Unicast Routing Changes
	Use of BGP with ECMP Multicast Load Splitting
	Use of ECMP Multicast Load Splitting with Static Mroutes
	Alternative Methods of Load Splitting IP Multicast Traffic


	How to Load Split IP Multicast Traffic over ECMP
	Enabling ECMP Multicast Load Splitting
	Prerequisites for IP Multicast Load Splitting - ECMP
	Restrictions
	Enabling ECMP Multicast Load Splitting Based on Source Address
	Enabling ECMP Multicast Load Splitting Based on Source and Group Address
	Enabling ECMP Multicast Load Splitting Based on Source Group and Next-Hop Address


	Configuration Examples for Load Splitting IP Multicast Traffic over ECMP
	Example Enabling ECMP Multicast Load Splitting Based on Source Address
	Example Enabling ECMP Multicast Load Splitting Based on Source and Group Address
	Example Enabling ECMP Multicast Load Splitting Based on Source Group and Next-Hop Address

	Additional References
	Feature History and Information for Load Splitting IP Multicast Traffic over ECMP

	IP Multicast Optimization: SSM Channel Based Filtering for Multicast
	Prerequisites for Configuring SSM
	Restrictions for Configuring SSM
	Information About SSM
	SSM Components Overview
	SSM and Internet Standard Multicast (ISM)
	SSM IP Address Range
	SSM Operations
	SSM Mapping
	Static SSM Mapping
	DNS-Based SSM Mapping


	How to Configure SSM
	Configuring SSM
	Configuring Source Specific Multicast Mapping
	Configuring Static SSM Mapping
	Configuring DNS-Based SSM Mapping
	Configuring Static Traffic Forwarding with SSM Mapping


	Monitoring SSM
	Monitoring SSM Mapping

	Where to Go Next for SSM
	Additional References for SSM
	Feature Information for SSM

	IP Multicast Optimization: IGMP State Limit
	Prerequisites for IGMP State Limit
	Restrictions for IGMP State Limit
	Information About IGMP State Limit
	IGMP State Limit
	IGMP State Limit Feature Design
	Mechanics of IGMP State Limiters


	How to Configure IGMP State Limit
	Configuring IGMP State Limiters
	Configuring Global IGMP State Limiters
	Configuring Per Interface IGMP State Limiters


	Configuration examples for IGMP State Limit
	Configuring IGMP State Limiters Example

	Additional References
	Feature Information for IP Multicast Optimization: IGMP State Limit


