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            Switch Models

            
            
               
               The following table describes all the available Cisco Catalyst 9200CX Series switches and the features supported.

               
               
                  C9200CX Compact Switch Models and Descriptions
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Switch Model

                           
                        
                        
                        	
                           
                           Description

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           
                           C9200CX-8P-2X2G

                           
                        
                        
                        	
                           
                            8x1G PoE+ ports;  2x10G SFP+ and 2x1G fixed uplink ports; powered using 315W internal power supply unit; fanless.

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           
                           C9200CX-12P-2X2G

                           
                        
                        
                        	
                           
                           12x1G PoE+ ports;  2x10G SFP+ and 2x1G fixed uplink ports; powered using 315W internal power supply unit; fanless.

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           
                           C9200CX-8P-2XGH 

                           
                        
                        
                        	
                           
                           8x1G PoE+ ports;  2x10G SFP+  and 2x1G Copper uplink ports; powered using 315W internal power supply unit; fanless; high-voltage
                              DC (HVDC).
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           
                           C9200CX-12P-2XGH 

                           
                        
                        
                        	
                           
                           12x1G PoE+ ports;  2x10G SFP+  and 2x1G Copper fixed uplink ports; powered using 315W internal power supply unit; fanless;
                              HVDC.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           
                           C9200CX-12T-2X2G

                           
                        
                        
                        	12x1G Ethernet ports,  2x10G SFP+ and 2x1G Copper uplink ports; powered by either an external auxiliary power adapter or the
                           PoE Class 6 PD uplink port; fanless.
                        
                        
                     

                     
                     
                        
                        	
                           
                           
                           C9200CX-8UXG-2X

                           
                        
                        
                        	
                           
                           4x10G Multigigabit Ethernet UPoE *
                              1 and 4x1G UPoE ports; 2x10G SFP+ fixed uplink ports; powered using 315W internal power supply unit; fanless.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           
                           C9200CX-8UXG-2XH

                           
                        
                        
                        	
                           
                           4x10G Multigigabit Ethernet UPoE * and 4x1G UPoE ports; 2x10G SFP+ fixed uplink ports; powered using 315W internal power supply unit; fanless; HVDC.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           
                           C9200CX-8PT-2G

                           
                        
                        
                        	
                           
                           8x1G PoE+ ports; 2x1G Class 8 PD uplink ports;  optional external power adapter input for either 80W or 150W; fanless.

                           
                        
                        
                     

                     
                     
                  
               

               
                  1 * Multigigabit Ethernet ports are 802.3bt Type 3 (60W) interfaces, supporting up to Class 6 on each port.
                  

               

               
            

            
         
      

   
      
         
            
            Front Panel Components

            
            
            
               
                This section describes the front panel components of Cisco Catalyst 9200CX Series switches: 

               
               
                  
                  	
                     
                     8 or 12 downlink ports of one of the following types: 

                     
                     
                        
                        	
                           
                           10/100/1000

                           
                        

                        
                        	
                           
                           10/100/1000 PoE+ 

                           
                        

                        
                        	
                           
                           10 M/100 M/1000 M Cisco UPoE

                           
                        

                        
                        	
                           
                           Multigigabit Ethernet 10M/100 M/1 GE/2.5 GE/5 GE/10 GE

                           
                        

                        
                     

                     
                  

                  
                  	
                     
                     1G/10G Uplink ports 

                     
                  

                  
                  	
                     
                     USB Type A storage port

                     
                  

                  
                  	
                     
                     USB micro-Type B console port 

                     
                  

                  
                  	
                     
                     LEDs 

                     
                  

                  
                  	
                     
                     Blue Beacon

                     
                  

                  
                  	
                     
                     SD card slot

                     
                  

                  
                  	
                     
                     Internal power supply connector for compact switches

                     
                  

                  
                  	
                     
                     
                     For C9200CX-M switches, the CloudID is located on the top-left of the front panel. Use this serial number to claim the device
                        in the cloud dashboard. Alternatively, you can claim the entire order using the secure order claim key or find the CloudID
                        in your shipment confirmation email attachment.
                     

                     
                  

                  
                  	
                     
                     Reset button: To perform a factory reset, keep the mode button pressed for 21 seconds or more. Release the button when the
                        LED lights stop flashing. The switch will reboot and revert to its original factory settings.
                     

                     
                  

                  
               

               
               
                  
                  
                     Front Panel of a C9200CX-8PT-2G Switch
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                     Inactive components when switches are ordered as -M or managed through the cloud

                     
                     
                     
                     The following front panel components are used only when the device is being managed by on-prem, and these remain inactive
                        in cloud-managed mode:
                     

                     
                     
                        
                        	
                           
                           STAT, duplex, speed, stack, PoE, and console LEDs

                           
                        

                        
                        	
                           
                           USB Type-A storage and USB Type-B console ports

                           
                        

                        
                     

                     
                  
                  
               

               
            

            
            
            
               
                  	10/100/1000 Ports

                  	PoE, PoE+, and UPoE Ports

                  	Multigigabit Ethernet Ports

                  	C9200CX-12T only PD Port

                  	C9200CX-8PT PD Ports

                  	USB Type A Port

                  	USB Micro-B Port

                  	SD Card Slot

                  	Uplink Ports

               

            
            
         
      

   
      
         
            10/100/1000 Ports

            
               The 10/100/1000 ports use RJ-45 connectors with Ethernet pinouts. The maximum cable length is  328 feet (100 meters). The
                  100BASE-TX and 1000BASE-T traffic requires twisted pair (UTP) cable of Category 5 or higher. The 10BASE-T traffic can use
                  Category 3 cable or  higher. 
               

            

         
      

   
      
         
            
            PoE, PoE+, and UPoE Ports

            
            
            
               
               The PoE+ and Cisco Universal Power over Ethernet (Cisco UPoE) ports provide the following functionality:

               
               
                  
                  	
                     
                     PoE/PoE+ ports: Support for IEEE 802.3af-compliant powered devices (up to 15.4W PoE per port) and support for IEEE 802.3at-compliant
                        powered devices (up to 30W PoE+ per port).
                     

                     
                  

                  
                  	
                     
                     Cisco UPoE ports: Support for Type 1 (IEEE 802.3af), Type 2 (IEEE 802.3at), Type 3 (IEEE 802.3bt), and Cisco UPoE powered
                        devices delivering up to 60 W PoE per port. 
                     

                     
                  

                  
                  	
                     
                     Support for pre-standard Cisco powered devices.

                     
                  

                  
                  	
                     
                     Configurable support for Cisco intelligent power management, including enhanced power negotiation, power reservation, and
                        per-port power policing. 
                     

                     
                  

                  
               

               
               See the Internal Power Supply section, for the power supply matrix that defines the available PoE, PoE+, and UPoE power per port. The PoE circuit has been
                  evaluated to meet the limits for Limited Power Source (LPS) per Annex Q in IEC/UL 62368-1. It has also been evaluated as a
                  class ES1, PS2.
               

               
            

            
         
      

   
      
         
            
            Multigigabit Ethernet Ports

            
            
            
               
               The Multigigabit (mGig) Ethernet ports can be configured to auto-negotiate multiple speeds on switch ports. The ports support
                  100 Mbps, 1 Gbps, 2.5 Gbps, and 5 Gbps speeds on Category 5e (Cat5e) cables, and up to 10 Gbps over Category 6 (Cat6) and
                  Category 6A (Cat6A) cables up to a maximum of 100 m. 10Gbps over Cat6 cable is limited for distances up to 55 m. For 10GBASE-T,
                  Cat6a can support up to 100 m when transmitting 10Gbps. Due to the extra bandwidth requirements from the cable, additional
                  limitations exist for best performance. These limitations include, but are not limited to cable reach, cable bundling parameters
                  (tightness, frequency, number of cables, speed with respect to each cable) and cable termination quality. 
               

               
               The 802.3 channel requirements for interoperability typically limit the cable reach to 100 m, but other factors can shorten
                  this reach. In addition, for both Cisco UPoE and Cisco UPoE+ and data integrity, the 100 m total should not include more than
                  10 m total stranded or patch cable. Therefore, it is assumed that a 100 m link includes a maximum of two 5 m patch cables
                  of the appropriate category, and 90 m of plenum or riser (i.e. solid copper core) cables. Ensure that you follow the TIA guidance
                  on cable dressing. 
               

               
               It is recommended to test the complete link using an appropriate cable tester for 10 Gbps as well as 5 Gbps links. However,
                  even if the link passes cable testing, it is still prone to occasional errors due to aggressors in the bundle, and physical
                  disturbances of the cables. As an example of bundling limitations, for 5 Gbps with cat5e cable, only a total 45 m bundled
                  length is supported; the remaining 55 m should be unbundled. For bundling, follow Cisco Guidelines and Best Practices for the Installation and Maintenance of Data Networking Equipment, which recommends the use of Velcro ties every 1 to 2 m for bundled sections.
               

               
               If you are upgrading the network gear but reusing the existing cable plant, note that at speeds above 2.5 Gbps traditional
                  Cat5e channel specifications do not support full 100 m reach. To ensure 5 Gbps link speeds, we recommend using Cat6a cabling.
                  For more information, see the Whitepaper from NBASE-T alliance, which has now merged with Ethernet Alliance, archived at https://archive.nbaset.ethernetalliance.org/library/white-paper-2/.
               

               
               
                  
                     	
                        Note

                     
                     	
                        
                           
                           Multigigabit ports do not support half duplex mode. Use full duplex mode.

                           
                        

                     
                  

               

               
            

            
         
      

   
      
         
            
            C9200CX-12T only PD Port

            
            
            
               
               The PD port on C9200CX-12T switches is a 802.3bt class 6 port capable of powering the switch. It can accept PoE power of 51W
                  to power the switch as an alternative to the auxiliary power input. The PD power is mutually exclusive from the auxiliary
                  power input, and the auxiliary power input takes priority when used.
               

               
            

            
         
      

   
      
         
            USB Type A Port

            
               The USB Type A port provides access to external USB flash devices (also known as thumb drives or USB keys). 

                The port supports Cisco USB flash drives with capacities from 128 MB to 8 GB. USB devices with port densities of 128 MB,
                  256 MB, 1 GB, 4 GB, and 8 GB are supported. Cisco IOS software provides standard file system access to the flash device: read,
                  write, erase, and copy, as well as the ability to format the flash device with a FAT file system. 
               

            

         
      

   
      
         
            
            USB Micro-B Port

            
            
            
               
               The USB Micro-B port on the front panel that provides administrative access to the switch through a console terminal or a
                  PC. It allows you to use a PC, Mac, or Linux machine with the appropriate drivers to connect to the USB micro Type-B port
                  and gain access to the console port on the switch. 
               

               
               Alternatively, if you want to access the console using an RJ45 connection, you must use the Cisco USB micro-B to RJ45 adapter.
                  
               

               
            

            
         
      

   
      
         
            
            SD Card Slot

            
            
            
               
               Cisco Catalyst 9200CX compact switches support an SD (Secure Digital) Card that extends the onboard flash storage memory on
                  the switch. 
               

               
               The SD card can be used instead of the internal flash memory of the switch to update or restore configuration settings. Additionally,
                  the SD card can be used to boot the switch. You can boot a switch from its internal flash memory or from an SD card; SD card
                  takes precedence over internal flash memory. You can also copy IOS software and switch configuration settings from a PC or
                  from the switch to the SD card, and then use the SD card to copy this software and settings to other switches.
               

               
               You can access an SD card using the switch boot loader or the command prompt.

               
               
                  SD Card Slot
                  
                     
                     
[image: images/357863.jpg]


                     
                  

               
               
               
                  
                  
                     
                     
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           1

                           
                        
                        
                        	
                           
                           SD Card slot in unlocked position

                           
                        
                        
                        	
                           
                           3

                           
                        
                        
                        	
                           
                           SD Card slot in locked position

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           2

                           
                        
                        
                        	
                           
                           SD lock

                           
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    
                                       
                                       Carefully rotate the SD lock at 900 to lock or unlock the SD card slot. Do not not apply excessive pressure while rotating the lock to the extreme end, to prevent
                                          it from damaging the lock.
                                       

                                       
                                    

                                 
                              

                           

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            Uplink Ports

            
               
               
                  
                  The C9200CX compact switches provide fixed uplink ports that support 10G SFP+ and 1G SFP modules. For information about installing
                     an optic module, see Installing an SFP or SFP+ Module. The SFP+ uplink ports and copper uplink ports on the switch can function simultaneously. 
                  

                  
               
               
            

         
      

   
      
         
            RFID Tag

            
               The switch has a built-in, front-facing, passive RFID tag that uses UHF RFID technology and requires an RFID reader with compatible
                  software. It provides auto-identification capabilities for asset management and tracking. The RFID tags are compatible with
                  the Generation 2 GS1 EPC Global Standard and are ISO 18000-6C compliant. They operate in the 860- to 960-MHz UHF band. For
                  more information, see Radio Frequency Identification (RFID) on Cisco Catalyst 9000 Family Switches White Paper.
               

            

         
      

   
      
         
            Auxiliary Power
               	 Adapter
            

            
               
                  C9200CX-12T

                  			 
                  		
                  Catalyst C9200CX-12T-2X2G switches can be powered either through the 1G copper uplink port connected to a PoE PSE port capable
                     of providing IEEE 802.3bt Class 6 power or through an auxiliary AC-DC(PWR-ADPT) or DC-DC(C9K-ADPT-DC) power adapter. If the
                     switch has both PD power and auxiliary power adapter connected, the auxiliary power takes precedence over PD power and the
                     PD port gets disabled. If both are connected and the auxiliary power source is removed, the switch resets for the PD to perform
                     detection and classification before providing power to the system.
                  
 
                  	 
               
               		
               
                  C9200CX-8PT

                  			
                  			
                  Catalyst C9200CX-8PT-2G switches has the ability to be powered up by an external power adapter and is designed to accept either
                     80W (2-Pin) or 150W (4-pin) external power adapters. These external power adapters are used in conjunction with the PD power
                     ports to allow the system to pass additional power through to the POE+ downlink ports.
                  

                  			
                  C9200CX-PT with 150W auxiliary power adapter and two Class 8 PDs can supply 240W of PoE on the PoE+ downlinks, 8x30W.

                  			
                  You can order the power adapter with the switch, or you can order it later from your Cisco representative. 

                  		
               
            

         
      

   
      
         
            Internal Power
               	 Supply
            

            
            
                
                  		
                  All the compact switches except C9200CX-12T-2X2G are powered through internal power supplies. The internal power supply is
                     an autoranging unit that supports input voltages between 100 and 240 VAC (max of 90V to 264V). The AC frequency of the power
                     supply is 50Hz/60Hz.
                  

                  
                  The HVDC switches operate on 380 VDC. These switches can also operate in the input voltage between 100 to 277 VAC with the
                     frequency of 50Hz/60 Hz.
                  

                  
                  You must plug the AC power cord into the AC power connector and into an AC power outlet. 

                  
                  
                      Available PoE with AC and HVDC Power Supply
                     
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Models 

                              
                           
                           
                           	
                              
                              Default Power Supply 

                              
                           
                           
                           	
                              
                              Available PoE 

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              C9200CX-8P-2X2G

                              
                           
                           
                           	
                              
                              315W Internal

                              
                           
                           
                           	
                              
                              240W

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              C9200CX-12P-2X2G

                              
                           
                           
                           	
                              
                              315W Internal

                              
                           
                           
                           	
                              
                              240W

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              C9200CX-8P-2XGH

                              
                           
                           
                           	
                              
                              315W HVDC Internal

                              
                           
                           
                           	
                              
                              240W

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              C9200CX-12P-2XGH

                              
                           
                           
                           	
                              
                              315W HVDC Internal

                              
                           
                           
                           	
                              
                              240W

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              C9200CX-8PT-2G

                              
                           
                           
                           	
                              
                              150W Eternal Adapter

                              
                           
                           
                           	
                              
                              240W*
                                 1

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              C9200CX-8UXG-2X

                              
                           
                           
                           	
                              
                              315W Internal

                              
                           
                           
                           	
                              
                              240W

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              C9200CX-8UXG-2XH

                              
                           
                           
                           	
                              
                              315W HVDC Internal

                              
                           
                           
                           	
                              
                              240W

                              
                           
                           
                        

                        
                     
                  

                  
                     1 * Available POE on C9200CX-8PT is determined by the available supplies. 240W is the maximum with a 150W external power adapter
                        and two class 8 PDs.
                     

                  
 
                  	 
               
            

         
      

   
      
         
            Network Configurations

            
               See the switch software configuration guide for network configuration concepts and examples of using the switch to create
                  dedicated network segments and interconnecting the segments through Fast Ethernet and Gigabit Ethernet connections. 
               

            

         
      

   
      
         
            
            Chapter 2. Preparing for Installation
            

            
            
            
               
               
            

            
            
            
               
                  	Safety Warnings

                  	Installation Guidelines

                  	Site Requirements

                  	Verifying Switch Operation

               

            
            
         
      

   
      
         
            
            Installation Guidelines

            
            
            
               
               
                  
                  When determining where to install the switch, verify that these guidelines are met: 

                  
                  
                     
                     	
                        
                        Clearance to the switch front and rear panel meets these conditions: 

                        
                        
                           
                           	
                              
                              Front-panel LEDs can be easily read. 

                              
                           

                           
                           	
                              
                              AC power cord reaches from the power outlet to the connector on the switch. 

                              
                           

                           
                        

                        
                     

                     
                     	
                        
                        Cabling is away from sources of electrical noise, such as radios, power lines, and fluorescent lighting fixtures. Make sure
                           that the cabling is safely away from other devices that might damage the cables. 
                        

                        
                     

                     
                     	
                        
                        Installation temperature should be measured within 1 inches from the sides of the switch. Airflow around the switch and through
                           the vents is unrestricted. To avoid any airflow blockage, we recommend the following:
                        

                        
                        
                           
                           	
                              
                              Allow at least 3 inches (7.6 cm) of clearance around the switch.

                              
                           

                           
                           	
                              
                              When placing the switch on a flat horizontal surface, attach the rubber feet to the switch.

                              
                           

                           
                        

                        
                     

                     
                     	
                        
                        Maximum installation temperature may be limited by the SFPs used. Refer to the datasheet for specific restrictions.

                        
                     

                     
                     	
                        
                        For 10/100/1000 fixed ports, cable lengths from the switch to connected devices can be up to 328 feet (100 meters). 

                        
                     

                     
                     	
                        
                        Temperature around the unit should not exceed 45°C below 5,000 feet. For more information, see Temperature.
                        

                        
                     

                     
                     	
                        
                        Humidity around the switch does not exceed 95 percent. For more information, see Humidity.
                        

                        
                     

                     
                     	
                        
                        Altitude at the installation site is not greater than  5,000 feet. For more information, see Altitude.
                        

                        
                     

                     
                     	
                        
                        Install this equipment in an environment as free from dust and foreign conductive material (such as metal flakes from construction
                           activities) as possible. Dust and other particles causing contaminant buildup inside the chassis can result in system malfunction.
                           For more information, see Air Quality and Corrosion.
                        

                        
                     

                     
                  

                  
                  For more information on choosing a location for the switch installation, see Site Requirements.
                  

                  
               
               
            

            
         
      

   
      
         
            Site Requirements

            
               		
               Planning a proper location for the switch and layout of the equipment rack or wiring closet is essential for successful system
                  operation. These sections describe some of the basic site requirements that you should be aware of as you prepare to install
                  your switch, including the following: 
               

               
                  	
                     				
                     Environmental factors can adversely affect the performance and longevity of your system. 

                     			
                  

                  	
                     				
                     Install the switch in an enclosed, secure area, ensuring that only qualified personnel have access to the switch and control
                        of the environment. 
                     

                     			
                  

                  	
                     				
                     Equipment that is placed too closely together or that is inadequately ventilated may cause system over-temperature conditions,
                        leading to premature component failure. 
                     

                     			
                  

                  	
                     				
                     Poor equipment placement can make chassis panels inaccessible and difficult to maintain. 

                     			
                  

                  	
                     				
                     The switch requires a dry, clean, well-ventilated, and air-conditioned environment. 

                     			
                  

                  	
                     				
                     To ensure normal operation, maintain ambient airflow. If the airflow is blocked or restricted, or if the intake air is too
                        warm, an over-temperature condition may occur. The switch environmental monitor may then shut down the system to protect the
                        system components. 
                     

                     			
                  

                  			
               

            

            
            
               
                  	Temperature

                  	Humidity

                  	Altitude

                  	Dust and Particles

                  	Air Quality

                  	Corrosion

                  	EMI and Radio Frequency Interference

                  	Power Source Interruptions

                  	System Grounding

                  	Maintaining Safety with Electricity

               

            
            
         
      

   
      
         
            Temperature

            
               Temperature extremes may cause a system to operate at reduced efficiency and cause a variety of problems, including premature
                  aging and failure of chips, and failure of mechanical devices. Extreme temperature fluctuations may also cause chips to become
                  loose in their sockets. Observe the following guidelines: 
               

               
                  	
                     				
                     Ensure that the chassis has adequate ventilation. 

                     			
                  

                  	
                     				
                     Do not place the chassis within a closed-in wall unit or on top of cloth, which can act as thermal insulation. 

                     			
                  

                  	
                     				
                     Do not place the chassis where it will receive direct sunlight, particularly in the afternoon. 

                     			
                  

                  	
                     				
                     Do not place the chassis next to a heat source of any kind, including heating vents. 

                     			
                  

                  			
                  	
                     				
                     Adequate ventilation is particularly important at high altitudes. Make sure that all the slots and openings on the system
                        remain unobstructed. 
                     

                     			
                  

                  	
                     				
                     Clean the installation site at regular intervals to avoid buildup of dust and debris, which may cause a system to overheat.
                        
                     

                     			
                  

                  	
                     				
                     If system is exposed to abnormally low temperatures, allow a two hour warm up period, in ambient temperature no lower than
                        32°F (0 °C) before turning on.
                     

                     			
                  

               

               Failure to observe these guidelines may damage the chassis' internal components. 

            

         
      

   
      
         
            Humidity

            
               High-humidity conditions may cause moisture to enter the system, and cause corrosion of internal components and degradation
                  of properties such as electrical resistance, thermal conductivity, physical strength, and size. Extreme moisture buildup inside
                  the system may result in electrical short circuit, which may cause serious damage to the system. Each system is rated for
                  storage and operation in 10 to 95 percent relative humidity, non-condensing with a humidity gradation of 10 percent per hour.
                  Buildings in which climate is controlled by air-conditioning in the warmer months and by heat during the colder months usually
                  maintain an acceptable level of humidity for system equipment. However, if a system is located in an unusually humid location,
                  a dehumidifier should be used to maintain the humidity within an acceptable range. 
               

            

         
      

   
      
         
            Altitude

            
               Operating a system at high altitude (low pressure) reduces the efficiency of forced and convection cooling and may result
                  in electrical problems related to arcing and corona effects. This condition may also cause sealed components with internal
                  pressure, such as electrolytic capacitors, to fail or perform at reduced efficiency.  
               

            

         
      

   
      
         
            Dust and Particles

            
               		
               		
               Dust and other particles, if ingested, cause contaminant buildup in the system and increase the internal chassis temperature.
                     A clean operating environment can greatly reduce the negative effects of dust and other particles, which act as insulators
                  and interfere with the mechanical components in the system. 
               

               		
            

         
      

   
      
         
            
            Air Quality

            
            
            
            
               
               
               
               Dust is everywhere and often invisible to the naked eye. It consists of fine particles in the air that originate from various
                  sources, such as soil dust lifted by weather, from volcanic eruptions, or pollution. Dust at an installation site may contain
                  small amounts of textile, paper fibers, or minerals from outdoor soil. It may also contain natural contaminants, such as chlorine
                  from the marine environment and industrial contaminants such as sulfur. Ionized dust and debris are dangerous and get attracted
                  to electronic equipment.
               

               
               The accumulation of dust and debris on electronic equipment has the following adverse effects:

               
               
                  
                  	
                     
                     It increases the operating temperature of the equipment. According to the Arrhenius effect, an increase in the operating temperature
                        leads to a decrease in reliability and life of the equipment. 
                     

                     
                  

                  
                  	
                     
                     The moisture and corrosive elements that are present in the dust can corrode the electronic or mechanical components and cause
                        premature board failure.
                     

                     
                  

                  
               

               
               
               
               
                  
                     	
                        Note

                     
                     	
                        
                           
                           In addition to the guidelines mentioned in ANSI 71-04-2013 regulations, follow all applicable guidelines as per site conditions
                              to remove or minimize other contaminants.
                           

                           
                        

                     
                  

               

               
            

            
         
      

   
      
         
            Corrosion

            
               
               
               
               
               Corrosion is a chemical reaction that occurs between electronic components and gases which results in metal deterioration.
                  Corrosion attacks edge connectors, pin connectors, IC plug-in sockets, wirewraps, and all other metal components. Depending
                  on the type and concentration level of the corrosive gases, performance degradation of the components occurs either rapidly
                  or over a period of time. It also leads to blocked currents, brittle connection points, and overheated electrical systems.
                  Corrosion by-products form insulating layers on circuits and causes electronic failure, short circuits, pitting, and metal
                  loss.
               

               
               A type of corrosion known as creep corrosion, that primarily affects PCBA (Printed Circuit Board Assembly) occurs when the
                  PCBA is subjected to a harsh, and sulfur-rich (hydrogen sulfide) end-use environment over a prolonged period of time. The
                  corrosion begins on certain exposed metals, such as copper and silver, and then creeps along the remaining metal surface either
                  causing electrical short circuits or creating holes. Creep corrosion also occurs on electronic components such as resistors
                  and PCBs.
               

               
               To prevent corrosion, remove or minimize the presence of dust and particulates at the installation site by following the guidelines
                  mentioned in ANSI 71-04-2013 regulations.
               

               
               
                  A PCB with Corrosion on its Metal Contacts
                  
                     
                     [image: images/458631.jpg]
                     
                  

               
               
               
            

         
      

   
      
         
            EMI and Radio Frequency Interference

            
               Electro-Magnetic interference (EMI) and radio frequency interference (RFI) from a system can adversely affect devices such
                  as radio and television (TV) receivers operating near the system. Radio frequencies emanating from a system can also interfere
                  with cordless and low-power telephones. Conversely, RFI from high-power telephones can cause spurious characters to appear
                  on the system monitor. RFI is defined as any EMI with a frequency above 10 kilohertz (kHz). This type of interference can
                  travel from the system to other devices through the power cable and power source, or through the air in the form of transmitted
                  radio waves. The Federal Communications Commission (FCC) publishes specific regulations to limit the amount of harmful interference
                  emitted by computing equipment. Each system meets these FCC regulations. 
               

               		
               When wires are run for any significant distance in an electromagnetic field, interference can occur between the field and
                  the signals on the wires. This fact has two implications for the construction of plant wiring: 
               

               
                  	
                     				
                     Bad wiring practice can result in radio interference emanating from the plant wiring. 

                     			
                  

                  	
                     				
                     Strong EMI, especially when it is caused by lightning or radio transmitters, can destroy the signal drivers and receivers
                        in the chassis, and even create an electrical hazard by conducting power surges through lines into equipment. 
                     

                     			
                  

               

               
                  
                     	
                        Note

                     
                     	
                        
                           			
                           To predict and provide a remedy for strong EMI, consult experts in RFI. 

                           		
                        

                     
                  

               

               		
               If you use twisted-pair cable in your plant wiring, include a good distribution of grounding conductors to reduce EMI. If
                  you exceed the recommended distances, use a high-quality twisted-pair cable with one ground conductor for each data signal
                  when applicable. 
               

               		
               If the wires exceed the recommended distances, or if wires pass between buildings, give special consideration to the effect
                  of a lightning strike in your vicinity. The electromagnetic pulse caused by lightning or other high-energy phenomena can easily
                  couple enough energy into unshielded conductors to destroy electronic devices. If you have had problems of this sort in the
                  past, you may want to consult experts in electrical surge suppression and shielding. 
               

               		
               
                  
                     	
                        Caution

                     
                     	
                        
                           			
                           The intra-building ports (Copper-Based Ethernet Ports) of the equipment or subassembly is suitable for connection to inside
                              a building or unexposed wiring or cabling only.  These interfaces are designed for use as intra-building interfaces only (Type
                              2, 4, or 4a ports as described in GR-1089-CORE) and require isolation from the exposed OSP cabling. The addition of Primary
                              Protectors is not sufficient protection in order to connect these interfaces metallically to an OSP wiring system.
                           

                           		
                        

                     
                  

               

            

         
      

   
      
         
            Power Source Interruptions

            
               Systems are especially sensitive to variations in voltage supplied by the AC power source. Overvoltage, undervoltage, and
                  transients (or spikes) can erase data from memory or even cause components to fail. To protect against these types of problems,
                  power wiring ground conductors should always be properly grounded. Also, place the system on a dedicated power circuit (rather
                  than sharing a circuit with other heavy electrical equipment). In general, do not allow the system to share a circuit with
                  any of the following: 
               

               
                  			
                  	
                     				
                     Copy machines 

                     			
                  

                  			
                  	
                     				
                     Air conditioners 

                     			
                  

                  			
                  	
                     				
                     Vacuum cleaners 

                     			
                  

                  			
                  	
                     				
                     Space heaters 

                     			
                  

                  			
                  	
                     				
                     Power tools 

                     			
                  

                  			
                  	
                     				
                     Teletype machines 

                     			
                  

                  			
                  	
                     				
                     Laser printers 

                     			
                  

                  			
                  	
                     				
                     Facsimile machines 

                     			
                  

                  			
                  	
                     				
                     Any other motorized equipment 

                     			
                  

                  		
               

               Besides these appliances, the greatest threats to a system's power supply are surges or blackouts that are caused by electrical
                  storms. Whenever possible, turn off the system and peripherals, if any, and unplug them from their power sources during thunderstorms.
                  If a blackout occurs—even a temporary one—while the system is turned on, turn off the system immediately and disconnect it
                  from the electrical outlet. Leaving the system on may cause problems when the power is restored; all other appliances left
                  on in the area may create large voltage spikes that may damage the system. 
               

               		
            

         
      

   
      
         
            Maintaining Safety with Electricity

            
               When working on electrical equipment, follow these guidelines: 

               
                  	
                     				
                     Do not work alone if potentially hazardous conditions exist anywhere in your work space. 

                     			
                  

                  	
                     				
                     Never assume that power is disconnected from a circuit; always check the circuit before working on it. 

                     			
                  

                  			
                  	
                     				
                     When the power is switched off, put a lock-box on the circuit, so that no one can accidentally switch it on.

                     			
                  

                  	
                     				
                     Look carefully for possible hazards in your work area, such as damp floors, ungrounded power extension cables, frayed or damaged
                        power cords, and missing safety grounds. 
                     

                     			
                  

                  	
                     				
                     If an electrical accident occurs, proceed as follows: 

                     				
                     
                        	
                           						
                           Use extreme caution; do not become a victim yourself. 

                           					
                        

                        	
                           						
                           Disconnect power from the system. 

                           					
                        

                        	
                           						
                           Seek medical attention,  if necessary.   

                           					
                        

                     

                     			
                  

                  	
                     				
                     Use the product within its marked electrical ratings and product usage instructions. 

                     			
                  

                  	
                     				
                     Install the product in compliance with local and national electrical codes. 

                     			
                  

                  	
                     				
                     If any of the following conditions occur, contact the Cisco Technical Assistance Center: 

                     				
                     
                        	
                           						
                           The power cable or plug is damaged. 

                           					
                        

                        	
                           						
                           An object has fallen into the product. 

                           					
                        

                        	
                           						
                           The product has been exposed to water or other liquids. 

                           					
                        

                        	
                           						
                           The product has been dropped or shows signs of damage. 

                           					
                        

                        	
                           						
                           The product does not operate correctly when you follow the operating instructions. 

                           					
                        

                     

                     			
                  

                  	
                     				
                     Use the correct external power source. Operate the product only from the type of power source indicated on the electrical
                        ratings label. If you are not sure of the type of power source required, consult a local electrician. 
                     

                     			
                  

                  	
                     				
                     To help prevent electrical shock, plug all the power cables into properly grounded electrical outlets. These power cables
                        are equipped with three-prong plugs to ensure proper grounding. Do not use adapter plugs or remove the grounding prong from
                        a power cable. 
                     

                     			
                  

                  	
                     				
                     Observe power strip ratings. Make sure that the total current rating of all products that are plugged into the power strip
                        does not exceed 80 percent of the power strip rating. 
                     

                     			
                  

                  	
                     				
                     Do not modify power cables or plugs yourself. Consult with a licensed electrician or your power company for site modifications.
                        Always follow your local and national wiring codes. 
                     

                     			
                  

               

            

         
      

   
      
         
            
            Chapter 3. Installing a Compact Switch
            

            
            
            

            
            
            
               
                  	Shipping Box Contents

                  	Mounting the Switch

                  	Connecting the System Ground

                  	Attaching the Adapter Bracket to the Switch (Optional)

                  	Installing the Power Cord Retainer (Optional)

                  	Installing the Cable Guard (Optional)

                  	Installing an SFP or SFP+ Module

                  	10/100/1000 PoE and PoE+ Port Connections

                  	10/100/1000 Ethernet Port Connections

               

            
            
         
      

   
      
         
            
            Shipping Box Contents

            
            
            
               
               
                  
                  The shipping box contains the model of the switch you ordered and other components needed for installation. Some components
                     are optional, depending on your order. 
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Verify that you have received these items. If any item is missing or damaged, contact your Cisco representative or reseller
                                 for instructions. Verify that you have received these items. If any item is missing or damaged, contact your Cisco representative
                                 or reseller for instructions. 
                              

                              
                           

                        
                     

                  

                  
                  
                     Components Delivered in the Shipping Box
                     
                        
                        [image: Components delivered in the shipping box]
                        
                     

                  
                  
                  
                     
                     
                        
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              1 

                              
                           
                           
                           	
                              
                              Cisco Catalyst 9200CX Series switch

                              
                           
                           
                           	
                              
                              8

                              
                           
                           
                           	
                              
                              (Optional) Two 19-inch mounting brackets (RACKMNT-19-CMPACT=)*

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              2 

                              
                           
                           
                           	
                              
                              (Optional) AC power cord *
                                 1

                              
                              (An AC power cord is available to order with AC-powdered switches. For C9200CX-12T-2X2G, a power cord is available with C9K-80W-ADPT,
                                 if ordered. A power cord is not available with C9K-ADPT-DC.)
                              

                              
                           
                           
                           	
                              
                              9

                              
                           
                           
                           	
                              
                              (Optional) Two 23-inch mounting brackets (RCKMNT-23-CMPCT)*

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              3 

                              
                           
                           
                           	
                              
                              Four rubber mounting feet 

                              
                           
                           
                           	
                              
                              10

                              
                           
                           
                           	
                              
                              (Optional) Desk mount (C9K-CMPCT-DESK-MNT)*

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              4 

                              
                           
                           
                           	
                              
                              (Optional) DIN rail mount (C9K-CMPCT-DIN-MNT)*

                              
                           
                           
                           	
                              
                              11

                              
                           
                           
                           	
                              
                              (Optional) Magnet and mounting tray (C9K-MGNT-TRAY)*

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              5 

                              
                           
                           
                           	
                              
                              (Optional) Wall mount tray (C9K-WALL-TRAY)*

                              
                           
                           
                           	
                              
                              12

                              
                           
                           
                           	
                              
                              (Optional) Auxiliary Power Adapter (C9K-ADPT-DC)*

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              6 

                              
                           
                           
                           	
                              
                              (Optional) Power adapter bracket (C9K-ADPT-BRKT-12T)*

                              
                           
                           
                           	
                              
                              13

                              
                           
                           
                           	
                              
                              (Optional) Power cord retainer (C9K-CMPCT-PWR-CLP)*

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              7 

                              
                           
                           
                           	
                              
                              (Optional) Cable guide (C9K-CMPCT-CBLE-GRD)*

                              
                           
                           
                           	
                              
                              14

                              
                           
                           
                           	
                              
                              (Optional) USB Type B to RJ45 adapter (CAB-CON-USBRJ45)*

                              
                           
                           
                        

                        
                     
                  

                  
                     1 * Item is orderable. 
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Mounting the Switch

            
            
            
               
               
               The following sections explain the different mounting options. 

               
            

            
            
            
               
                  	Mounting on a Desk or Shelf Without Mounting Screws

                  	Mounting using the Mounting Tray and Screws

                  	Mounting using the Mounting Tray and Magnet

                  	Mounting Under a Desk or a Shelf

                  	Mounting the Switch Using Rack Mount Brackets

                  	Mounting the Switch on a DIN Rail

               

            
            
         
      

   
      
         
            10/100/1000 Ethernet Port Connections

            
               The switch 10/100/1000 port configuration changes to operate at the speed of the attached device. If the attached ports do
                  not support autonegotiation, you can manually set the speed and duplex parameters. Connecting devices that do not autonegotiate
                  or that have the speed and duplex parameters manually set can reduce performance or result in no linkage. 
               

               To maximize performance,
                  		choose one of these methods for configuring the Ethernet ports: 
                  	 
               

               
                  	 
                     		  
                     Let the ports autonegotiate
                        			 both speed and duplex. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Set the interface speed and
                        			 duplex parameters on both ends of the connection. 
                        		  
                     
 
                     		
                  

               

            

            
            
               
                  	Auto-MDIX Connections

               

            
            
         
      

   
      
         
            Auto-MDIX Connections

            
               The autonegotiation and the
                  		auto-MDIX features are enabled by default on the switch. 
                  	 
               

               With autonegotiation, the
                  		switch port configurations change to operate at the speed of the attached
                  		device. If the attached device does not support autonegotiation, you can
                  		manually set the switch interface speed and duplex parameters. 
                  	 
               

               With auto-MDIX, the switch
                  		detects the required cable type for copper Ethernet connections and configures
                  		the interface accordingly. 
                  	 
               

               If auto-MDIX is
                  		disabled, use the guidelines in this table to select the correct cable. 
                  	 
               

               
                  Recommended Ethernet Cables
                        		(When Auto-MDIX is Disabled)
                  
                     
                     
                     
                  
                  
                     
                        	 
                           				
                           Device 
                              				
                           
 
                           			 
                        
                        	 
                           				
                           Crossover Cable
                              							
                           
 
                           			 
                        
                        	 
                           				
                           Straight-Through Cable 
                              				
                           
 
                           			 
                        
                     

                  
                  
                     
                        	 
                           				
                           Switch to switch 
                              				
                           
 
                           			 
                        
                        	 
                           				
                           Yes 
                              				
                           
 
                           			 
                        
                        	 
                           				
                           No 
                              				
                           
 
                           			 
                        
                     

                     
                        	 
                           				
                           Switch to hub 
                              				
                           
 
                           			 
                        
                        	 
                           				
                           Yes 
                              				
                           
 
                           			 
                        
                        	 
                           				
                           No 
                              				
                           
 
                           			 
                        
                     

                     
                        	 
                           				
                           Switch to computer or server 
                              				
                           
 
                           			 
                        
                        	 
                           				
                           No 
                              				
                           
 
                           			 
                        
                        	 
                           				
                           Yes 
                              				
                           
 
                           			 
                        
                     

                     
                        	 
                           				
                           Switch to router 
                              				
                           
 
                           			 
                        
                        	 
                           				
                           No 
                              				
                           
 
                           			 
                        
                        	 
                           				
                           Yes 
                              				
                           
 
                           			 
                        
                     

                     
                        	 
                           				
                           Switch to IP phone 
                              				
                           
 
                           			 
                        
                        	 
                           				
                           No 
                              				
                           
 
                           			 
                        
                        	 
                           				
                           Yes 
                              				
                           
 
                           			 
                        
                     

                  
               

               
                  1 100BASE-TX and 1000BASE-T traffic requires twisted four-pair, Category 5 or higher. 10BASE-T traffic can use Category 3 cable
                     or higher.
                  

               

            

         
      

   
      
         
            Chapter 4. Configuring the
               	 Switch
            

            

            
            
               
                  	Configuring the Switch Using the Web User Interface

               

            
            
         
      

   
      
         
            Configuring the Switch Using the Web User Interface

            
               For instructions on setting up the switch using the WebUI, refer to the required version of the software configuration guide. In the guide, go to Configuring the Switch Using the Web User Interface. 
               

            

         
      

   
      
         
            Accessing the CLI Through the Console Port

            
               You can access the CLI on a
                  		configured or unconfigured switch by connecting the RJ-45 console port or USB
                  		console port of the switch to your PC or workstation and accessing the switch
                  		through a terminal emulation program.
                  	 
               

            

            
            
               
                  	Connecting the RJ45 Console Port

                  	Connecting the USB Console Port

               

            
            
         
      

   
      
         
            Installing the  Microsoft Windows USB Device Driver

            
               A USB device driver must be installed the first time a Microsoft Windows-based PC is connected to the USB console port on
                  the switch.
               

            

            
            
               
                  	Installing the Cisco Microsoft Windows USB Driver

                  	Installing the Silicon Labs Windows USB Device Driver

               

            
            
         
      

   
      
         
            Uninstalling the Cisco Microsoft Windows USB Driver

            
            
               
                  	Uninstalling the Cisco Microsoft Windows USB Driver

               

            
            
         
      

   
      
         
            Technical Specifications

            

            
            
               
                  	Environmental and Physical Specifications

                  	High-Voltage AC Power Supply

                  	High-Voltage DC Power Supply

               

            
            
         
      

   
      
         
            
            High-Voltage DC Power Supply

            
            
            
               
               The following table lists the high-voltage direct current (HVDC) input power supply:

               
               
                  HVDC Power Supply Specification 
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Specification

                           
                        
                        
                        	
                           
                           Description

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           DC-input voltage

                           
                        
                        
                        	
                           
                           120 VDC (min) to  418 VDC (max)

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           DC-input current

                           
                        
                        
                        	
                           
                           3.17-0.89A

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Power supply output

                           
                        
                        
                        	
                           
                           
                              
                              	
                                 
                                 -55VDC/4.5A (min)

                                 
                              

                              
                              	
                                 
                                 5VDC/14A (max)

                                 
                              

                              
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Output holdup time

                           
                        
                        
                        	
                           
                           20ms (min)

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Temperature

                           
                        
                        
                        	
                           
                           -5C to 55C

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Humidity

                           
                        
                        
                        	
                           
                           5% to 90%

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Altitude

                           
                        
                        
                        	
                           
                           5000 meters

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            Switch LEDs

            

            
            
               
                  	LEDs

                  	System LED

                  	Status (STAT) LED

                  	Speed LED

                  	PoE LED

                  	Port LEDs and Modes

                  	PD Power LEDs

                  	Beacon LED

                  	LEDs in the cloud-managed mode

               

            
            
         
      

   
      
         
            Beacon LED

            
               
               The beacon can be enabled by using the CLI.

            

         
      

   
      
         
            
            Deployment Best Practices for Cloud-Managed Devices

            
            
            
               
               
                  
                  Before powering on devices or connecting an uplink port to the LAN, ensure to follow the steps described in this section or
                     watch this Cisco Meraki MS390 Setup Walkthrough video.
                  

                  
                  This video links to the MS390 setup, but the steps and information are the same as that of  Cisco Catalyst 9000-M Series Switches.

                  
               
               
            

            
            
            
               
                  	Configure Dashboard Network

                  	Set the Network Firmware

                  	Configure Upstream Firewall Settings

                  	Assign IP addresses

                  	Bootup Process and Firmware Upgrades

                  	Device Reboot Guidelines

                  	Additional Information

               

            
            
         
      

   
      
         
            
            Configure Dashboard Network  

            
            
            
               
               
                  
                  To add devices to your Meraki dashboard network please refer to the Creating a Dashboard Account and Organization document.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Configure Upstream Firewall Settings

            
            
            
               
               
                  
                  If a ﬁrewall is in place, it must allow outgoing connections on particular ports to particular IP addresses. The most current
                     list of outbound ports and IP addresses for your particular organization can be found under Help → Firewall info. The help
                     button is located on the top right corner of any dashboard page. For more information refer to Upstream Firewall Rules for Cloud Connectivity. 
                  

                  
               
               
            

            
         
      

   
      
         
            
            Assign IP addresses

            
            
            
               
               
                  
                  All switches must be assigned routable IP addresses. These IP addresses can be dynamically assigned through DHCP or statically
                     assigned. 
                  

                  
                  The Cisco Catalyst 9300 switches can support a total of 1000 VLANs per stand-alone switch or switch stack. VLAN IDs 1 to 1000
                     are configured by default; however, active VLANs can be changed through the local status page or dashboard. 
                  

                  
                  When installing a switch, it is important to ensure that any DHCP services or IP address assignments used for management fall
                     within the active VLAN range. 
                  

                  
               
               
               
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              To use a VLAN that is outside the 1 to 1000 range on Catalyst Meraki C9300 switches, the switch or switch stack must have
                                 all of its trunk interfaces set to an allowed VLAN list that contains a total that is less than or equal to 1000 VLANs, including
                                 any of the module interfaces that are not in use.
                              

                              
                              For example: If a switch needs to utilize VLANs 1,100-200, 300-400, 2100-2200, and 3000-3100, every trunk interface on that
                                 switch must be configured with that allowed VLAN list or a subset of it.
                              

                              
                           

                        
                     

                  

                  
                  To create an allowed VLAN list

                  
                  
                     
                     	
                        
                        Navigate to Switch > Switch ports

                        
                     

                     
                     	
                        
                        Search for the following:

                        
                        
                           
                           	
                              
                              Single switch: switch:"{name of switch}" is:trunk

                              
                           

                           
                           	
                              
                              Switch stack: stack:"{name of stack}" is:trunk

                              
                           

                           
                        

                        
                     

                     
                     	
                        
                        Select all trunks configured with the allowed VLANs in the range of 1 to1000.

                        
                     

                     
                     	
                        
                        Set the selected trunks to a new VLAN list with a new VLAN range.

                        
                     

                     
                     	
                        
                        Click Update.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              When adding Cisco Catalyst C9300-M switches to a network, if you receive a "Validation failed: This switch is limited to 1000
                                 VLANs" error , use the VLAN and  Database features to configure active VLANs on the network.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Configure STP

               

            
            
         
      

   
      
         
            
            Configure STP

            
            
            
               
               
                  
                  Meraki-managed Cisco Catalyst 9300 Series Switches run a single instance of Multiple Spanning Tree Protocl (MSTP) out of the
                     box. Refer to the MS Best Practices document before you start the deployment. 
                  

                  
                  If you plan to deploy Meraki switches into an existing Catalyst network that runs PVST, PVST+, or Rapid-PVST,  refer to this
                     document for interoperability. 
                  

                  
                  To migrate your existing Catalyst switches to MSTP, refer to Configuring Spanning Tree on Meraki MS Switches for more information.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Bootup Process and Firmware Upgrades

            
            
            
               
               
               
                  
                  This section provides a detailed information on what to expect during the boot-up and firmware upgrade process. 

                  
                  The following image illustrates the various stages the switch will undergo during a firmware upgrade, which includes a system
                     reboot. When a switch is powered-on, or rebooted from the Meraki dashboard, it only goes through the stages of the system
                     bootup process. The illustration also displays status of the dashboard-connectivity and the local status page (LSP) availability
                     in each of these stages.
                  

                  
                  The durations displayed in the illustration were measured using a 6-member stack of 48-port switches. The actual time required
                     for system boot-up and configuration depends on the stack size, port density, and other user-defined configuration.
                  

                  
                  This table provides information about the status of the Blue beacon and system LEDs during the bootup process.  For an detailed
                     list of system states, refer to the LED Indicators in the Meraki-managed mode.
                  

                  
                  
                     
                     
                        
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Stage

                              
                           
                           
                           	
                              
                              System status

                              
                           
                           
                           	
                              
                              Blue beacon LED

                              
                           
                           
                           	
                              
                              System LED

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	Firmware download and installation
                           
                           	Firmware download and upgrade in progress
                           
                           	Blue
                           
                           	Blinking green
                           
                        

                        
                        
                           
                           	System boot-up
                           
                           	Switch is powered on and is loading the bootstrap firmware
                           
                           	Off
                           
                           	Amber
                           
                        

                        
                        
                           
                           	System configuration 
                           
                           	Switch is loading the operating system.
                           
                           	Off
                           
                           	Blinking green
                           
                        

                        
                        
                           
                           	
                              
                              Setting up local management IP and cloud-connectivity requirements

                              
                              
                                 
                                    	
                                       Note

                                    
                                    	
                                       
                                          
                                          If the switch was not assigned a static management IP previously, it will try to obtain an IP address through DHCP at this
                                             stage.
                                          

                                          
                                       

                                    
                                 

                              

                              
                           
                           
                           	Flashing blue
                           
                           	Toggling between green and amber, or blinking green
                           
                        

                        
                        
                           
                           	Connecting to the dashboard
                           
                           	Switch is fully operational and connected to the Meraki cloud
                           
                           	On/Blue
                           
                           	Green
                           
                        

                        
                     
                  

                  
               
               
               
                  Device reboot or reset precaution

                  
                  
                  Do not power down or reset the device during a firmware upgrade. Please refer to the table above or the section on LED Indicators in the Meraki-managed mode for details of the indicators for firmware upgrade.
                  

                  
                  Once the devices are upgraded to the latest version continue configuring other switch features/settings. For details refer
                     to the MS documentation site.
                  

                  
               
               
               
                  Troubleshootng

                  
                  
                  Use these steps to troubleshoot basic connectivity issues with your switch.

                  
                  
                     
                     	
                        
                        Soft reset the switch by holding the factory reset button for 10 to 15 seconds (less than 20 seconds).

                        
                     

                     
                     	
                        
                        Factory reset the switch by holding the factory reset button for more than 21 seconds.

                        
                     

                     
                     	
                        
                        After a factory reset, the switch will download firmware, which may take time based on the speed of the internet connection.
                           Expect 1GB of firmware per switch or stack.
                        

                        
                     

                     
                     	
                        
                        Switch the cables or test your cables on another device.

                        
                     

                     
                  

                  
                  Refer to https://documentation.meraki.com/MS for additional information and troubleshooting tips.
                  

                  
                  If your Cisco Meraki device fails and the problem cannot be resolved by troubleshooting, contact Cisco Meraki Support to address
                     the issue. Once support determines that the device is in a failed state, they can process an RMA and send a replacement device
                     free of charge. In most circumstances, the RMA will include a prepaid shipping label so the faulty equipment can be returned.
                  

                  
                  To initiate a hardware replacement for non-functioning hardware that is under warranty, you must have access to the original
                     packaging the hardware was shipped in. The original hardware packaging includes the device serial number/Cloud ID and order
                     information, and may be required for return shipping.
                  

                  
                  For additional warranty information, refer to https://meraki.cisco.com/support#process:warranty.
                  

                  
               
               
               
                  Support Information

                  
                  
                  Even after troubleshooting, if you are experiencing hardware issues, contact Cisco Meraki Support. Log into the dashboard
                     and go to the Help option at the top of the page,  open an email case or call using the contact information provided on the
                     page.
                  

                  
                  If you encounter issues with device installation or require additional help, contact Cisco Meraki Support by logging into
                     http://dashboard.meraki.com and open a case through the Get Help section.
                  

                  
                  
                     
                     	
                        
                        The equipment is intended for industrial or other commercial activities.

                        
                     

                     
                     	
                        
                        The equipment is used in areas without exposure to harmful and dangerous production factors, unless otherwise specified in
                           the operational documentation and/or on the equipment labeling.
                        

                        
                     

                     
                     	
                        
                        The equipment is not for domestic use. The equipment is intended for operation without the constant presence of maintenance
                           personnel.
                        

                        
                     

                     
                     	
                        
                        The equipment is subject to installation and maintenance by specialists with the appropriate qualifications, sufficient specialized
                           knowledge, and skills.
                        

                        
                     

                     
                     	
                        
                        Rules and conditions for the sale of equipment are determined by the terms of contracts concluded by Cisco or authorized Cisco
                           partners with equipment buyers.
                        

                        
                     

                     
                     	
                        
                        Disposal of a technical device at the end of its service life should be carried out in accordance with the requirements of
                           all state regulations and laws.
                        

                        
                     

                     
                     	
                        
                        Do not throw in the device with household waste. The technical equipment is subject to storage and disposal in accordance
                           with the organization's disposal procedure.
                        

                        
                     

                     
                     	
                        
                        The equipment should be stored in its original packaging in a room protected from atmospheric precipitation. The permissible
                           temperature and humidity ranges during storage are specified in the Operation (Installation) Manual.
                        

                        
                     

                     
                     	
                        
                        Transportation of equipment should be carried out in the original packaging in covered vehicles by any means of transport.
                           The temperature and humidity during transportation must comply with the permissible established ranges of temperature and
                           humidity during storage (in the off state) specified in the Operation Manual (Installation).
                        

                        
                     

                     
                  

                  
                  For additional information on Meraki hardware and other installation guides, please refer to documentation.meraki.com.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Device Reboot Guidelines

            
            
            
               
               
                  
                  Do not power down or reset the device during a firmware upgrade. Refer to the LED Indicators in the Meraki-managed mode section for details of the indicators for firmware upgrade.
                  

                  
                  After the devices are upgraded to the latest version, continue configuring other switch features or settings. For details,
                     refer to the MS Switches documentation.
                  

                  
               
               
               
                  Troubleshooting 

                  
                  
                  The following steps can be used for troubleshooting basic connectivity issues with your switches.

                  
                  
                     
                     	
                        
                        Soft reset the switch by holding the factory reset button for 10 to 15 seconds (less than 20seconds).

                        
                     

                     
                     	
                        
                        Factory reset the switch by holding the factory reset button for more than 21 seconds.

                        
                     

                     
                     	
                        
                        After a factory reset, the switch will re-download its firmware. The download time depends on the speed  of the internet connection.
                           You can expect 1GB of firmware per switch or stack.
                        

                        
                     

                     
                     	
                        
                        Try switching the cables, or testing the cables on another device.

                        
                     

                     
                  

                  
               
               
               
                  
                  Refer to https://documentation.meraki.com/MS for additional information and troubleshooting tips.
                  

                  
                  If your Cisco Meraki device fails and the problem cannot be resolved by troubleshooting, contact Cisco Meraki Support to address
                     the issue. After support determines that the device is in a failed state, they can process an RMA, and replace the device
                     free of charge. In most circumstances, the RMA will include a pre-paid shipping label so the faulty equipment can be returned.
                  

                  
                  To initiate a hardware replacement for non-functioning hardware that is under warranty, you must have access to the original
                     packaging the hardware was shipped in. The original hardware packaging includes the device serial number ir Cloud ID and order
                     information, and may be required for return shipping.
                  

                  
                  Additional warranty information is available at: https://meraki.cisco.com/support#process:warranty
                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Additional Information

            
            
            
               
               
                  
                  If you are experiencing hardware issues, contact Cisco Meraki Support by logging into dashboard and using the Help option
                     at the top of the page. You can open a case through email or call using the contact information provided in the page.
                  

                  
               
               
               
                  
                  If you face device installation issues or need additional help, contact Cisco Meraki Support by logging into dashboard.meraki.com and opening a case by visiting the Get Help section.
                  

                  
                  Ensure that you follow these guidelines when using a Cisco Meraki device.

                  
                  
                     
                     	
                        
                        The equipment is intended for industrial or other commercial activities.

                        
                     

                     
                     	
                        
                        The equipment is used in areas without exposure to harmful and dangerous production factors, unless otherwise specified in
                           the operational documentation and/or on the equipment labeling.
                        

                        
                     

                     
                     	
                        
                        The equipment is not for domestic use. The equipment is intended for operation without the constant presence of maintenance
                           personnel.
                        

                        
                     

                     
                     	
                        
                        The equipment is subject to installation and maintenance by specialists with the appropriate qualifications, sufficient specialized
                           knowledge, and skills.
                        

                        
                     

                     
                     	
                        
                        Rules and conditions for the sale of equipment are determined by the terms of contracts concluded by Cisco or authorized Cisco
                           partners with equipment buyers.
                        

                        
                     

                     
                     	
                        
                        Disposal of a technical device at the end of its service life should be carried out in accordance with the requirements of
                           all state regulations and laws.
                        

                        
                     

                     
                     	
                        
                        Do not throw in the device with household waste. The technical equipment is subject to storage and disposal in accordance
                           with the organization's disposal procedure.
                        

                        
                     

                     
                     	
                        
                        The equipment should be stored in its original packaging in a room protected from atmospheric precipitation. The permissible
                           temperature and humidity ranges during storage are specified in the Operation or Installation Manual.
                        

                        
                     

                     
                     	
                        
                        Transportation of equipment should be carried out in the original packaging in covered vehicles by any means of transport.
                           The temperature and humidity during transportation must comply with the permissible established ranges of temperature and
                           humidity during storage (in the off state) specified in the Operation or Installation Manual.
                        

                        
                     

                     
                  

                  
                  For additional information on Meraki hardware and for installation guides, refer to Cisco Catalyst 9000-M Deployment Guide.
                  

                  
               
               
            

            
         
      

   
      
         
            	
            Full Cisco Trademarks with Hardware License

            
               
                  			
                  THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
                     INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
                     EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 
                  

                  			
                  THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED
                     WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED
                     WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 
                  

                  			
                  The following information is for FCC compliance of Class A devices: This equipment has been tested and found to comply with
                     the limits for a Class A digital device, pursuant to part 15 of the FCC rules. These limits are designed to provide reasonable
                     protection against harmful interference when the equipment is operated in a commercial environment. This equipment generates,
                     uses, and can radiate radio-frequency energy and, if not installed and used in accordance with the instruction manual, may
                     cause harmful interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful
                     interference, in which case users will be required to correct the interference at their own expense. 
                  

                  			
                  The following information is for FCC compliance of Class B devices: This equipment has been tested and found to comply with
                     the limits for a Class B digital device, pursuant to part 15 of the FCC rules. These limits are designed to provide reasonable
                     protection against harmful interference in a residential installation. This equipment generates, uses and can radiate radio
                     frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
                     communications. However, there is no guarantee that interference will not occur in a particular installation. If the equipment
                     causes interference to radio or television reception, which can be determined by turning the equipment off and on, users are
                     encouraged to try to correct the interference by using one or more of the following measures: 
                  

                  			
                  
                     	
                        					
                        Reorient or relocate the receiving antenna. 

                        				
                     

                     	
                        					
                        Increase the separation between the equipment and receiver. 

                        				
                     

                     	
                        					
                        Connect the equipment into an outlet on a circuit different from that to which the receiver is connected. 

                        				
                     

                     	
                        					
                        Consult the dealer or an experienced radio/TV technician for help. 

                        				
                     

                  

                  			
                  Modifications to this product not authorized by Cisco could void the FCC approval and negate your authority to operate the
                     product. 
                  

                  			
                  The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California,
                     Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved. Copyright © 1981,
                     Regents of the University of California. 
                  

                  			
                  NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED "AS IS" WITH ALL
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            Preface

            
            
            
               
               This preface describes the conventions of this document and information on how to obtain other documentation. It also provides
                  information on what's new in Cisco product documentation.
               

               
            

            
            
            
               
                  	Document Conventions

                  	Related Documentation

                  	Obtaining Documentation and Submitting a Service Request

               

            
            
         
      

   
      
         
            Document Conventions 

            
                
                  		
                  This document uses the following conventions:
 
                  		
                  
                     
                     
                        
                        
                     
                     
                        
                           	Convention 
                              				  
                           
                           	Description 
                              				  
                           
                        

                     
                     
                        
                           	^ or Ctrl 
                              				  
                           
                           	 
                              					 
                              Both the 
                                 						^
                                 						symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For example,
                                 						the key combination 
                                 						^D
                                 						or 
                                 						Ctrl-D means that you hold down the Control key while you
                                 						press the D key. (Keys are indicated in capital letters but are not case
                                 						sensitive.) 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 bold
                              					 font 
                              				  
                           
                           	 
                              					 
                              Commands
                                 						and keywords and user-entered text appear in 
                                 						bold
                                 						font. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 Italic 
                                 					  font 
                              				  
                           
                           	 
                              					 
                              Document
                                 						titles, new or emphasized terms, and arguments for which you supply values are
                                 						in 
                                 						italic font. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	Courier font 
                              				  
                           
                           	 
                              					 
                              Terminal
                                 						sessions and information the system displays appear in 
                                 						courier font. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	Bold Courier font 
                              				  
                           
                           	 
                              					 Bold Courier
                              					 font indicates text that the user must enter. 
                              				  
                           
                        

                        
                           	[x] 
                              				  
                           
                           	 
                              					 
                              Elements
                                 						in square brackets are optional. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	... 
                              				  
                           
                           	 
                              					 
                              An
                                 						ellipsis (three consecutive nonbolded periods without spaces) after a syntax
                                 						element indicates that the element can be repeated. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 | 
                              				  
                           
                           	 
                              					 
                              A vertical
                                 						line, called a pipe, indicates a choice within a set of keywords or arguments. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	[x | y] 
                              				  
                           
                           	 
                              					 
                              Optional
                                 						alternative keywords are grouped in brackets and separated by vertical bars. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	{x | y} 
                              				  
                           
                           	 
                              					 
                              Required
                                 						alternative keywords are grouped in braces and separated by vertical bars. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	[x {y | z}] 
                              				  
                           
                           	 
                              					 
                              Nested set
                                 						of square brackets or braces indicate optional or required choices within
                                 						optional or required elements. Braces and a vertical bar within square brackets
                                 						indicate a required choice within an optional element. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	string 
                              				  
                           
                           	 
                              					 
                              A
                                 						nonquoted set of characters. Do not use quotation marks around the string or
                                 						the string will include the quotation marks. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	< > 
                              				  
                           
                           	 
                              					 
                              Nonprinting characters such as passwords are in angle brackets. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	[ ] 
                              				  
                           
                           	 
                              					 
                              Default
                                 						responses to system prompts are in square brackets. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	!, # 
                              				  
                           
                           	 
                              					 
                              An
                                 						exclamation point (!) or a pound sign (#) at the beginning of a line of code
                                 						indicates a comment line. 
                                 					 
                              
 
                              				  
                           
                        

                     
                  
 
                  	 
               
               
                  Reader Alert
                     		  Conventions
                  
 
                  		 
                  		
                  This document may
                     		  use the following conventions for reader alerts: 
                     		
                  
 
                  		
                  
                     
                        	
                           Note

                        
                        	
                            
                              		  
                              Means 
                                 			 reader take
                                    				note. Notes contain helpful suggestions or references to material not
                                 			 covered in the manual. 
                                 		  
                              
 
                              		
                           

                        
                     

                  
 
                  		
                  
                     
                        	
                           Tip

                        
                        	
                            
                              		  
                              Means 
                                 			 the following
                                    				information will help you solve a problem. 
                                 		  
                              
 
                              		
                           

                        
                     

                  
 
                  		
                  
                     
                        	
                           Caution

                        
                        	
                            
                              		  
                              Means 
                                 			 reader be
                                    				careful. In this situation, you might do something that could result in
                                 			 equipment damage or loss of data. 
                                 		  
                              
 
                              		
                           

                        
                     

                  
 
                  		
                  
                     
                        	
                           Timesaver

                        
                        	
                            
                              		  
                              Means 
                                 			 the described
                                    				action saves time. You can save time by performing the action described in
                                 			 the paragraph. 
                                 		  
                              
 
                              		
                           

                        
                     

                  

                  			
                  Take note of the following general safety warnings:

                  			
                  
                     
                        	
                           Warning

                        
                        	
                           
                              IMPORTANT SAFETY INSTRUCTIONS

                              Before you work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with standard
                                 practices for preventing accidents. Read the installation instructions before using, installing, or connecting the system
                                 to the power source. Use the statement number at the beginning of each warning statement to locate its translation in the
                                 translated safety warnings for this device.
                              

                              SAVE THESE INSTRUCTIONS
[image: images/369849.jpg]

                        
                     

                  
 
                  	 
               
            

         
      

   
      
         
            Related
               	 Documentation
            

            
               
                  
                     	
                        Note

                     
                     	
                        Before installing or upgrading the
                           		switch, refer to the switch Release Notes. 
                           	 
                        

                     
                  

               

               
                  			
                  	
                     				
                     Cisco Catalyst 9200 Series Switches documentation, located at: https://www.cisco.com/c/en/us/products/switches/catalyst-9200-series-switches/index.html

                     			
                  

                  	 
                     		  
                     Cisco Transceiver Modules documentation, including compatibility matrixes, located at: 
 
                     		  
                     http://www.cisco.com/en/US/products/hw/modules/ps5455/tsd_products_support_series_home.html
                        			 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Cisco Validated Designs documents, located at: 
 
                     		  
                      
                        			 http://www.cisco.com/go/designzone 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            Obtaining
               	 Documentation and Submitting a Service Request
            

            
                
                  		
                  For information on
                     		  obtaining documentation, submitting a service request, and gathering additional
                     		  information, see the monthly 
                     		  What's New in
                        			 Cisco Product Documentation, which also lists all new and revised Cisco
                     		  technical documentation, at: 
                     		
                  
 
                  		
                  
                     				http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html
                     			
                  
 
                  		
                  Subscribe to the 
                     		  What's New in
                        			 Cisco Product Documentation as a Really Simple Syndication (RSS) feed and
                     		  set content to be delivered directly to your desktop using a reader
                     		  application. The RSS feeds are a free service and Cisco currently supports RSS
                     		  version 2.0. 
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