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Preface

This preface describes who should read the Supervisor Engine 2T Software Configuration Guide, Release 15.1SY, and its
document conventions.

Audience

This guide is for experienced network administrators who are responsible for configuring and maintaining the switches
supported in Cisco IOS Release 15.2SY.

Related Documentation

See the documents listed on this page:
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
For information about MIBs, go to this URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Conventions

This document uses the following conventions:

Convention Description

boldface font Commands, command options, and keywords are in boldface.

italic font Arguments for which you supply values are in italics.

[ 1] Elements in square brackets are optional.

{x|ylz} Alternative keywords are grouped in braces and separated by vertical bars.
[x|yl|z] Optional alternative keywords are grouped in brackets and separated by

vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the
string or the string will include the quotation marks.

uetggp font Terminal sessions and information the system displays are in uetggp font.
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Chapter  Preface |

Convention Description
boldface screen Information you must enter is in boldface screen font.
font

kvenke"uetggp font | Arguments for which you supply values are in kvenke "uetggp font.

Viku"rgkpvgt"jkijnkijvu"cp"korgtvepv'nkpg"qgh"vgzv"kp"cp"gzcorng0

A The symbol ” represents the key labeled Control—for example, the key
combination "D in a screen display means hold down the Control key
while you press the D key.

< > Nonprinting characters, such as passwords are in angle brackets.

Notes use the following conventions:

A

Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in the
publication.

Cautions use the following conventions:

A

Caution  Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback, security guidelines, and
also recommended aliases and general Cisco documents, see the monthly What’s New in Cisco Product Documentation, which
also lists all new and revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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CHAPTER 1

Product Overview

e Supervisor Engine 2T-10GE Flash Memory Devices, page 1-2

e Supervisor Engine 2T-10GE Ports, page 1-2

e Supervisor Engine 2T-10GE Connectivity Management Processor (CMP), page 1-3
e Determining System Hardware Capacity, page 1-3

¢ Module Status Monitoring, page 1-6

« Enabling Visual Identification of Modules or Ports, page 1-6

« User Interfaces, page 1-7

» Software Features Supported in Hardware by the PFC and DFC, page 1-7

» For complete syntax and usage information for the commands used in this chapter, see these
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command reference_list.html

* Cisco IOS Release 15.2SY supports only Ethernet interfaces. Cisco IOS Release 15.2SY does not
support any WAN features or commands.

» For complete information about the supported chassis, modules, and software features, see the
Release Notes for Cisco 10S Release 15.25Y:

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/15.1SY/release notes.html

For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html

Participate in the Technical Documentation Ideas forum
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M Supervisor Engine 2T-10GE Flash Memory Devices

Supervisor Engine 2T-10GE Flash Memory Devices

» disko0: (active) and slavedisk0: (standby):
— External CompactFlash Type II slots
— For CompactFlash Type II flash PC cards sold by Cisco Systems, Inc.
* Dbootdisk: (active) and slavebootdisk: (standby): 1-GB internal flash memory

Supervisor Engine 2T-10GE Ports

» Console ports:
— EIA/TIA-232 (RS-232) port with RJ-45 connector
— USB port

By default (no media-type rj45 configured on the console 0 interface), either connector can be used
and if an active USB connection is detected, the RJ-45 connector is deactivated. With the no
media-type rj45 command configured on the console 0 interface, the RJ-45 connector can only be
used when there is no active USB connection. With the media-type rj45 command configured on
the console 0 interface, only the RJ-45 connector can be used. See this publication for information
about USB drivers:

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/hardware/Module Installation/Sup E
ng_Guide/03instal.html#USB_Console Port Driver Installation

~

Note  With Release 15.1(1)SY, be aware of the console disconnect feature, which is
enabled by default.

* Ports 1, 2, and 3: Gigabit Ethernet SFP (fiber or 10/100/1000 Mbps RJ-45)
e Ports 4 and 5—10-Gigabit Ethernet X2

Note « The 1-Gigabit Ethernet ports and the 10-Gigabit Ethernet ports have the same QoS port architecture
(2q4t/1p3qg4t) unless you disable the 1-Gigabit Ethernet ports with the platform qos 10g-only
global configuration command. With the 1-Gigabit Ethernet ports disabled, the QoS port
architecture of the 10-Gigabit Ethernet ports is 8q4t/1p7q4t.

e See the Supervisor Engine 2T-10GE Connectivity Management Processor Configuration Guide for
information about the 10/100/1000 Mbps RJ-45 port.

See the “How to Configure Optional Interface Features” section on page 10-3 for information about
configuring the ports.
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Supervisor Engine 2T-10GE Connectivity Management Processor (CMP) ||

Supervisor Engine 2T-10GE
Connectivity Management Processor (CMP)

See this publication:

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/cmp_configuration/guide/sup2T 10GEcmp.ht
ml

Determining System Hardware Capacity

You can determine the system hardware capacity by entering the show platform hardware capacity
command. This command displays the current system utilization of the hardware resources and displays
a list of the currently available hardware capacities, including the following:

» Hardware forwarding table utilization

» Switch fabric utilization

e CPU(s) utilization

¢ Memory device (flash, DRAM, NVRAM) utilization

This example shows how to display CPU capacity and utilization information for the route processor,
the switch processor, and a switching module:

Tqwvgt$"ujqy"rncvhqto"jectfyctg"ecrcekv{ "erw"
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I 0000000 WS 0T I 4 G576 TGN N NN NN N433gEgo4 NN INN IR NIUNN ;.
I DL Q TR N I 4G G576 TGN N NN N33 RE4627G NN NN MU N UNNG3

Tawvgt$

This example shows how to display EOBC-related statistics for the route processor, the switch processor,
and the DFCs:

Tqwvgt$"ujqy"rncvhqgto"jctfyctg"ecrcekv{ "ggde"
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This example shows how to display the current and peak switching utilization:

Tqwvgt$"ujqy"rncvhgto"jetfyctg"ecrcekv{ "hcdtke"

""Dwu"wvknk | cvkgp<"ewttgpv"ku"322’ . "rgem"ycu"322’ "cv"34<56"340ct67

n I|Hcdtke n W'Vkl’lk | Cqup< nmmwmwnn l|kpitguu M nnn l|gitguu

nmmwmownn I|Oqfwng n ej Cppgn l|urggf l|ewttgpv n rgcm npowwwEwEwnnnnn ewttgpv n rgcm

mmwmwmwmnmn "3" mmwmnmn "2" mmwmwmwmnmn "42Illl| l|322l n l|322l l|34<56l|34oct67l| l|322l mmn l|322l "34<56"34OCt67
nmwnuwnn l|3l| nmwnn l|3l| nmwnuwnn l|42Il| n l|34l nmmomnn :21 l|34<56l|34oct67" n l|34l nmmwmonn :21 "34<56"340Ct67
nmwnnuwnn l|6l| nmwnn l|2l| nmwnnuwnn l|42Il| n l|34l nmmwnn :21 l|34<56l|34oct67" n l|34l nmmwmownn :21 l|34<56l|34oct67
mmwnmnn "35" mmwmnmn "2" nmmwmwmwmnn ":IIIH l|34l nmonnon :21 l|34<56l|34oct67l| n l|34l mmwmwnwn :21 "34<56"34OCt67

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY
| g


http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/cmp_configuration/guide/sup2T_10GEcmp.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/cmp_configuration/guide/sup2T_10GEcmp.html

Chapter 1 Product Overview |

Bl Determining System Hardware Capacity

This example shows how to display information about the total capacity, the bytes used, and the
percentage that is used for the flash and NVRAM resources present in the system:

Tqwvgt$"ujqy"rncvhqgto"jctfyctg"ecrcekv{ "hncuj"
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This example shows how to display the capacity and utilization of the PFC and DFCs present in the
system:
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mEmmmmmn e ngRy g nnnnngnnntgugtxgf """ "pgpg
MEIIII I IIN I KRy 8 M 3 iy g f e i pgpg
IEIEILI UL II R KRy g c Mg n iy gf e npgpg
mEmmmmmmnn e ngRy g nnnnnsnnntgugtxgf """ "pgpg

ERW"Tcvg"Nkokvgtu"Tgugwtegu
W mwmwmmmwmmmnmn chg n nkokvgtu< mowmwmnnn "qucn mowmwmmwmmwmnn wugf nmowmwmnnon Tgugtng mmwwmns wugf

nnnnnnnnnnnnnnnnnnnnNc{gtHSHnnnnnnnnnn;nnnnnnnnnnnn6nnnnnnnnnnnnn3nnnnnnn66l

IR R T RN R TR N TR TN TR IR T T "NC{gt"4" LRI R - U TR IR T TR R TR TR TR TR TR TR R TR R TR IR o W)

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY
-Ei |




| Chapter1 Product Overview

Determining System Hardware Capacity W

CEN1SqU"VECO"Tgugwtegu
""Mg{<"CEngV"/"CEN"VECO"ngtkgu."CENoum"/"CEN"VECO"Ocumu."CPF"/"CPFQT.
o g qUgpy /" SqUMVECO " gpvtkgu . "SQUoum" /" SqUVECO" ocumu . "QT" / "QTCPF .
mnmwnwnnnNdn /kp"/"kpitguu"necdgn. "Ndn/gi"/"gitguu"ncdgn. "NQWute" /"NQW"ugwteg.
mmwmwmwnmn "Nwauv" / "NQW n fguvkpcvkqp . "CFL" / "CENllcflcegpe{

" 10gfwng" CENgpv " CENoum" SqUgpv " SqUoum"Ndn/kp"Ndn/gi "NQWute "NQWEuv" "CPF"QT" "CFL

n "8" nmmnmmwmownn ll3l mmwnn "3’ mmwnn "3’ """""3’ """""3’ """""3’ """""2’ """""2’ """2’ "2’ """31
Tqwvgts"

This example shows how to display the interface resources:

Tqwvgt%"ujqy"rncvhqgto"jetfyctg"ecrcekv{ "kpvgthceg"
""Kpvgthceg"ftgrux<
nmnn IIOqfwngll nn IIqucnllftqru< LRLIRIAYS AUNIURIIBINURIRURURTRIRIE oAU LR R "JkijguV"fth‘"I‘th< nygz"nTg

WA N ngn i n N nng .,

""Kpvgthceg"dwhhgt "uk | gu<
nmmnn "Oqfwng W nnnnmnnn "D{Vgu< nmmwnn "vZ n dwhhgt mmwmwwmwmwnnn "TZ n dwhhgt

NN nn N nnnnnnnnn NN n NN n NN NN NN N3 Agg7nnnnnnn NN NN nnn34567

NN NN n NN nnnnn R nnnnn R nnn e n NN nnnn3Agg7nnnnnunununnnnn34567

Tawvgt$

This example shows how to display SPAN information:

Tqwvgt$"ujqy"rncvhqgto"jetfyctg"ecrcekv{ "ogpkvqt"
""Ugwteg"uguukgpu<"4"oczkowo. "2"wugf
nmnmn "V{ rg LU LI L L L L L L L LI LR LA LR LR LR LU LR LI LI L L "wl_lgf

o AR R R AR R R R R R R
Ngecn 2

mmwnn TURCP l|qutegl| LI L LI L L L L L LI L L L L L LI L L L LI LR LR LR LR LI LR L LR L] 2
mmwmn GTURCP " quteg" LI U LI L LI L LU L L L LA L LR LR LI LR LR L LN LR LR LI LA LR LI LR LI L "2
nnn llUgtxkeglloqfwng L O I L L L L L L L L L L L L L L L LR LR LI LR TR LI U T LI U] 2
""Fguvkpcvkgp "uguukgpu<"86"oczkowo. "2"wugf

mnn "V{ rg LI L LI L LI L LI L LI L LA L LI L LR L L LI LI LR LR LR LR LI LR LR LR LR LI LR LI LR LI llegf
nmwnn TURCP n fguvkpcvkqp LU L I L L L L L L L L L L L L L LR U LI LI U TR T U] 2
mmwnn GTURCP" fguvkpcvkqp n *OCZ" l|46+ Wi mmmnmnnn l|2
Tgqwvgts"

This example shows how to display the capacity and utilization of resources for Layer 3 multicast
functionality:

Tqwvgt$"ujqy"rncvhqgto"jectfyctg"ecrcekv{ "ownvkecuv"

N5"Ownvkecuv"Tgugwtegu

""KRx6"tgrnkecvkgp"ogfg<"kpitguu

""KRx8"tgrnkecvkgp"ogfg<"kpitguu
""Dk/fktgevkgpcen"RKO"Fgukipcvgf "Hgtyctfgt "Vedng"wucig<"6"vgven. "2"*2 + "wugf
"nTgrnkecvkgp"ecrcdknkv { <" OgEwrug ™ "I KR G KR 8

T ILIU I IE T IETE0ITE 0TI I I IE7 000 i n g fguu" " 'gitguu

I I I IUIE T T TETE TR TR TTE 0TI T 00T T i e wnnnnwnwnnlenj tguu" "kpitguu
"MOGV"vedng"Gpvtkgu<"Ogfwng" i m e nygyen" " ryugf s wugf

nTHEmnnnEAEERTEERLE AR EEZEnn R nn R R n R n R R n R R n R R R nnn RN NN g7 7Agunnnnnngnnununnny s

Tqwvgts"

This example shows how to display information about the system power capacities and utilizations:

Tqwvgt$"ujqy"rncvhqgto"jctfyctg"ecrcekv{ "rqygt"

Rgygt"Tgugwtegu

""Rgygt"uwrrn{ "tgfwpfcpe{"ogfg<"cfokpkuvtcvkxgn{"tgfwpfcpv
""""""""""""""""""""""""""""""""qrgtcvkqpcnn{"pqp/tgprfcpv"*ukping"rqygt"uwrrn{+
mny{uvgo"rqygt<"59;7Y."2Y"*2’ +"kpnkpg. ":87Y"*45' +"vgvcn"cnngecvgf
""Rgygtgf"fgxkegu<"2"vgven. "2"Encuub. "2"Encuu4 . "2"Encuu3. "2"Encuu2. "2"Ekueq
Tqwvgts"
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This example shows how to display the capacity and utilization of QoS policer resources for each PFC
and DFC:

Tqwvgt%"ujqy"rncvhqgto"jetfyctg"ecrcekv{ "squ"

SqU"Rgnkegt "Tgugwtegu

nn CiitgiCVg" ranegtu< noqfwngn mHww e nnnnnnn "VqVCI'l" LU IRIRIRIRIR ] W\.lgf muwnwnns W\.lgf
T g NN NN N3 g . gnnnnn N3 gy

nn Oketqhnqy n ranegt n eqphkiwtcvkqpu< noqfwng LRIRIRIRIRININ] qucnn LRIRIRIRIRININ] wugf nmwwwn s wugf

AN n e nnn NN n N n N ngunnnnnnnnnn NN N34 nnnnnnnnnn w3 nnnnnnnnys

nn nghnqy n ranegt n eqphkiwtcvkqpu< "Oqfwng NIRRT IR TR IN TR T VqVCl’l" RN IRTR IR TR Wugf wawnnn s Wugf

LIRS RN R R RIS NI RN R R R TRIR RRIR X

nn CiitgiCVg" ranegt n eqphkiu< mnn noqfwngn nwwwwwwnwnn "VqVCI'l" LU IRIRIRIRIR ] W\.lgf muwnwnns W\.lgf

L T T T T T T T T T T T TR - MU T U T T T TR TR U T T TR TR e S 0 -~ T L U TR U T T TR T  TRTR e i

nn Fkthdeng n ranegtu< n qucnn URINIRTR IR TR INTR] wugf wawnnn wugf

nHmAmAmAnAnAnA A nEnR R RN RN gy L gunn R Ry Ry Ry nnnnn w3y
7

n "SqU"Veco" Gpvtkgu< "Oqfwng R TR I TR R U T R TR TR TR T TR TR R TR T TR T U T ] "VqVCl’l" RN IRTR IR TR Wugf wawnnn s Wugf

THnmnmmmnAnETETEIEA A3 AAATEIEII R Ern G E R RN R N3 g gnnnnnnnnn33g3nnnnnnnngrs
nHanmmEnAmEAAnER R R nnnnnnnR g En R nnrnnnrnnRrn NN N3 gy . gnnnnnnnnn33g3nnnnnnnngs

l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|5l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|l|385:6l|l|l|l|l|l|l|l|l|3393l|l|l|l|l|l|l|l|9l
Tgqwvgts"

This example shows how to display information about the key system resources:
Tqwvgt$"ujqy"rncvhqgto"jctfyctg"ecrcekv{ "u{uvgo"

U{uvgo"Tgugwtegu

""RHE"grgtcvkpi"ogfg<"RHEG6

""Uwrgtxkugt "tgfwpfcpe { "ogfg<"cfokpkuvtcvkxgn{ "uug. "grgtcvkgpenn{ "uug

n I|Uykvejkpi l|tgqutegu< I|OquT-lg nn I|Rctvl|pwodgt muwmwwmmnwnnnnnn I|Ugtkgu nmunnnnn EGH "Oqu
mmpmwmwwwwwnrnmmnnnnnnnnnn 8 nmmmnmmnnn XU/UWR4V/32I W nn uwrgtxkuqt nmmpmwmwwwmwmwnnn EGH
Tgwvgts"

This example shows how to display VLAN information:

Tqwvgt$"ujqy"rncvhqto"jctfyctg"ecrcekv{ "xncp"
"NXNCPu<"62;6"vgvcn. "32"XVR. "2"gzvgpfgf."2"kpvgtpcn."62:6"htgg"
Tawvgt$

Module Status Monitoring

The supervisor engine polls the installed modules with Switch Communication Protocol (SCP) messages
to monitor module status.

The SCP sends a message every two seconds to each module. Module nonresponse after 3 messages

(6 seconds) is classified as a failure. CPU_MONITOR system messages are sent every 30 seconds. After
25 sequential failures (150 seconds), the supervisor engine power cycles the module and sends a
CPU_MONITOR TIMED OUT system message and OIR PWRCYCLE system messages.

Enabling Visual Identification of Modules or Ports

To make a module easy to identify visually, you can configure the blue ID LED (also called the blue
beacon LED) on these modules to blink:

e Supervisor Engine 2T-10GE
* WS-X6908-10GE 10-Gigabit Ethernet switching module
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This is the command to enable blinking on a module:

Tgwvgt *egphki+%"jy/oqfwng"unqv" ungvapwodgt"ngf "dgceqgp"

This is the command to disable blinking on a module:

Tqwvgt*egphki+%"pq"jy/oqfwng"ungv" ungvapwodgt"ngf "dgcegp"

To make a port easy to identify visually, you can configure the link LED on these modules to blink:
e Supervisor Engine 2T-10GE
* WS-X6908-10GE 10-Gigabit Ethernet switching module

This is the command to enable blinking on a port:

Tgwvgt *egphki/kh+%"ngf"dgcegp"

This is the command to disable blinking:

Tgwvgt *egphki/kh+%"pg"ngf"dgceqgp"

User Interfaces

e CLI—See Chapter 2, “Command-Line Interfaces.”
e SNMP—See the SNMP Configuration Guide, Cisco I0S Release 15.2SY, at this URL:
http://www.cisco.com/en/US/docs/ios-xml/ios/snmp/configuration/15sy/snmp-15-sy-book.html

e Cisco IOS web browser interface—See the HTTP Services Configuration Guide,
Cisco IOS Release 15.2SY, at this URL:

http://www.cisco.com/en/US/docs/ios-xml/ios/https/configuration/15-sy/https-15-sy-book.html

Software Features Supported in Hardware by the PFC and

DFC

e Access Control Lists (ACLs) for Layer 3 ports and VLAN interfaces:

— Permit and deny actions of input and output standard and extended ACLs

~

Note  Flows that require ACL logging are processed in software on the route processor (RP).

— Except on MPLS interfaces, reflexive ACL flows after the first packet in a session is processed
in software on the RP

— Dynamic ACL flows

~

Note Idle timeout is processed in software on the RP.

For more information about PFC and DFC support for ACLs, see Chapter 70, “Cisco IOS ACL
Support.”

» Bidirectional Protocol Independent Multicast (PIM) in hardware—See “IPv4 Bidirectional PIM”
section on page 44-8.

Supervisor Engine 2T Software Configuration Guide, Release 15.25Y g


http://www.cisco.com/en/US/docs/ios-xml/ios/snmp/configuration/15sy/snmp-15-sy-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/https/configuration/15-sy/https-15-sy-book.html

Chapter 1 Product Overview |

M Software Features Supported in Hardware by the PEC and DFC

e Dynamic address resolution protocol (ARP) inspection (DAI)—See Chapter 81, “Dynamic ARP
Inspection (DAI).”

e Multiple-path Unicast Reverse Path Forwarding (RPF) Check—To configure Unicast RPF Check,
see the “Unicast Reverse Path Forwarding (uRPF) Check” section on page 77-6.

* Except on MPLS interfaces, Network Address Translation (NAT) for IPv4 unicast and multicast
traffic.

Note the following information about hardware-assisted NAT:
— The PFC and any DFCs do not support NAT of multicast traffic. (CSCtd18777)
— The PFC and any DFCs do not support NAT configured with a route-map that specifies length.

— When you configure NAT and NDE on an interface, the RP processes all traffic in fragmented
packets in software.

— To prevent a significant volume of NAT traffic from being sent to the RP, due to either a DoS
attack or a misconfiguration, enter the platform rate-limit unicast acl {ingress | egress}
command.

* NetFlow—See Chapter 53, “NetFlow Hardware Support.”
« Policy-based routing (PBR)—See Chapter 34, “Policy-Based Routing (PBR).”

A

1@ The PFC and DFC do not provide hardware acceleration for tunnels configured with the tunnel key
command.

» IPv4 Multicast over point-to-point generic route encapsulation (GRE) Tunnels.

e GRE Tunneling and IP in IP Tunneling—The PFC and DFC support the following tunnel
commands:

— tunnel destination
— tunnel mode gre
— tunnel mode ipip
— tunnel source
— tunnel ttl
— tunnel tos
Other supported types of tunneling run in software.
The tunnel ttl command (default 255) sets the TTL of encapsulated packets.

The tunnel tos command, if present, sets the ToS byte of a packet when it is encapsulated. If the
tunnel tos command is not present and QoS is not enabled, the ToS byte of a packet sets the ToS
byte of the packet when it is encapsulated. If the tunnel tos command is not present and QoS is
enabled, the ToS byte of a packet as modified by PFC QoS sets the ToS byte of the packet when it
is encapsulated.

To configure GRE Tunneling and IP in IP Tunneling, see these publications:
http://www.cisco.com/en/US/docs/ios-xml/ios/interface/configuration/15-sy/ir-impl-tun.html

To configure the tunnel tos and tunnel ttl commands, see this publication for more information:
http://www.cisco.com/en/US/docs/ios/12_0s/feature/guide/12s_tos.html

Note the following information about tunnels:
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— The PFC4 and DFC4 support up to 8 multicast rendevous points (RP).

— Each hardware-assisted tunnel must have a unique source. Hardware-assisted tunnels cannot
share a source even if the destinations are different. Use secondary addresses on loopback
interfaces or create multiple loopback interfaces. (CSCdy72539)

— Each tunnel interface uses one internal VLAN.
— Each tunnel interface uses one additional router MAC address entry per router MAC address.
— The PFC and DFC support PFC QoS features on tunnel interfaces.

— Tunnels configured with egress features on the tunnel interface are supported in software.
Examples of egress features are output Cisco IOS ACLs, NAT (for inside to outside translation),
TCP intercept, and encryption.

« VLAN ACLs (VACLs)—To configure VACLs, see Chapter 75, “VLAN ACLs (VACLs).”

L

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html

Participate in the Technical Documentation Ideas forum

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY
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CHAPTER 2

Command-Line Interfaces

e Accessing the CLI, page 2-1

e Performing Command Line Processing, page 2-3

e Performing History Substitution, page 2-4

* Cisco IOS Command Modes, page 2-4

« Displaying a List of Cisco IOS Commands and Syntax, page 2-6
e Securing the CLI, page 2-7

*« ROM-Monitor Command-Line Interface, page 2-7

Note « For complete syntax and usage information for the commands used in this chapter, see these
publications:

http://www.cisco.com/en/US/products/ps11846/prod _command reference list.html

* Cisco IOS Release 15.2SY supports only Ethernet interfaces. Cisco IOS Release 15.2SY does not
support any WAN features or commands.

)o

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html

Participate in the Technical Documentation Ideas forum

Accessing the CLI

» Accessing the CLI through the EIA/TIA-232 Console Interface, page 2-2
e Accessing the CLI through Telnet, page 2-2
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Accessing the CLI through the EIA/TIA-232 Console Interface

Step 1
Step 2
Step 3

Step 4

Accessing the CLI through Telnet

Step 1

Step 2

Step 3
Step 4

Step 5

S

Note  EIA/TIA-232 was known as recommended standard 232 (RS-232) before its acceptance as a standard by
the Electronic Industries Alliance (EIA) and Telecommunications Industry Association (TIA).

Perform initial configuration over a connection to the EIA/TIA-232 console interface. See the
Catalyst 6500 Series Switch Module Installation Guide for console interface cable connection

procedures.

To make a console connection, perform this task:

Command

Purpose

Press Return.

Brings up the prompt.

Tgwvgt@"gpcdng"

Initiates enable mode enable.

Rcuuyqgtf<"rcuuyqtf"
Tgqwvgts"

Completes enable mode enable.

Tgwvgt$"swkv"

Exits the session when finished.

After making a console connection, you see this display:

Rtguu'"Tgvwtp"hgt "Egpugng"rtgorv

Tgwvgt@"gpcdng"

Rcuuyqgtf<
Tgwvgts"

a

Note  Before you can make a telnet connection to the switch, you must configure an IP address.

The switch supports up to eight simultaneous telnet sessions. Telnet sessions disconnect automatically
after remaining idle for the period specified with the exec-timeout command.

To make a telnet connection to the switch, perform this task:

Command

Purpose

vgnpgv" } jguvpcog" ~"kracffti

Makes a telnet connection from the remote host to the
switch you want to access.

Rcuuyqgtf<"rcuuyqtf™"

Tqwvgts"

Initiates authentication.

Note Ifno password has been configured, press Return.

Tgwvgt@"gpcdng"

Initiates enable mode enable.

Rcuuyagtf<"rcuuyqtf"
Tqwvgts"

Completes enable mode enable.

Taqwvgt$"swkv"

Exits the session when finished.
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This example shows how to open a Telnet session to the switch:

wpkzajquv'’ "vgnpgv"Tqwvgta3"
vt {kpi"394042074062000
Egppgevgf"vg"3940420740620
Guecrg"ejctcevgt"ku") ' )0

Wugt "Ceeguu"Xgtkhkecvkagp

Rcuuyqgtf<
Tgwvgta3@"gpcdng"
Rcuuyqgtf<
Tgwvgta3s"

Performing Command Line Processing

Commands are not case sensitive. You can abbreviate commands and parameters if the abbreviations
contain enough letters to be different from any other currently available commands or parameters. You
can scroll through the last 20 commands stored in the history buffer, and enter or edit the command at
the prompt. Table 2-1 lists the keyboard shortcuts for entering and editing commands.

Table 2-1 Keyboard Shortcuts

Keystrokes

Purpose

Press Ctrl-B or
press the left arrow key

Moves the cursor back one character.

Note  The arrow keys function only on ANSI-compatible terminals
such as VT100s.

Press Ctrl-F or
press the right arrow key

Moves the cursor forward one character.

Note  The arrow keys function only on ANSI-compatible terminals
such as VT100s.

Press Ctrl-A

Moves the cursor to the beginning of the command line.

Press Ctrl-E

Moves the cursor to the end of the command line.

Press Esc B

Moves the cursor back one word.

Press Esc F

Moves the cursor forward one word.
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Performing History Substitution

Cisco 10S
~

Note

The history buffer stores the last 20 commands you entered. History substitution allows you to access
these commands without retyping them, by using special abbreviated commands. Table 2-2 lists the
history substitution commands.

Table 2-2 History Substitution Commands

Command Purpose

Ctrl-P or the up arrow key. Recalls commands in the history buffer, beginning
with the most recent command. Repeat the key
sequence to recall successively older commands.

Note The arrow keys function only on
ANSI-compatible terminals such as
VT100s.

Ctrl-N or the down arrow key. Returns to more recent commands in the history
buffer after recalling commands with Ctrl-P or the
up arrow key. Repeat the key sequence to recall
successively more recent commands.

Note The arrow keys function only on
ANSI-compatible terminals such as
VT100s.

Tqwvgt$"ujqy" jkuvgt{" While in EXEC mode, lists the last several
commands you have just entered.

Command Modes

For complete information about Cisco IOS command modes, see the Cisco IOS Configuration
Fundamentals Configuration Guide at this URL:

http://www.cisco.com/en/US/docs/ios-xml/ios/fundamentals/configuration/15_sy/fundamentals-15-sy-book
.html

The Cisco I0S user interface is divided into many different modes. The commands available to you
depend on which mode you are currently in. To get a list of the commands in a given mode, type a
question mark (?) at the system prompt. See the “Displaying a List of Cisco IOS Commands and Syntax”
section on page 2-6.

When you start a session on the switch, you begin in user mode, often called user EXEC mode. Only a
limited subset of the commands are available in EXEC mode. To have access to all commands, you must
enter privileged EXEC mode. Normally, you must type in a password to access privileged EXEC mode.
From privileged EXEC mode, you can type in any EXEC command or access global configuration mode.

The configuration modes allow you to make changes to the running configuration. If you later save the
configuration, these commands are stored across reboots. You must start at global configuration mode.
From global configuration mode, you can enter interface configuration mode, subinterface configuration
mode, and a variety of protocol-specific modes.
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Note

You can enter EXEC mode commands by entering the do keyword before the EXEC mode command.

ROM-monitor mode is a separate mode used when the switch cannot boot properly. For example, the

switch might enter ROM-monitor mode if it does not find a valid system image when it is booting, or if
its configuration file is corrupted at startup. See the “ROM-Monitor Command-Line Interface” section
on page 2-7.

Table 2-3 lists and describes frequently used Cisco IOS modes.

Table 2-3 Frequently Used Cisco I0S Command Modes
Mode Description of Use How to Access Prompt
User EXEC Connect to remote devices, change |Log in. Tqwvgte
terminal settings on a temporary
basis, perform basic tests, and
display system information.
Privileged EXEC (enable) |Set operating parameters. The From the user EXEC mode, enter |Tawvgt$
privileged command set includes |the enable command and the
the commands in user EXEC enable password.
mode, as well as the configure
command. Use this command to
access the other command modes.
Global configuration Configure features that affect the |From the privileged EXEC mode, |Tawvgt*egphki+%
system as a whole. enter the configure terminal
command.
Interface configuration Many features are enabled for a From global configuration mode, |Tawvgt*egphki/kh+%

particular interface. Interface
commands enable or modify the
operation of an interface.

enter the interface type slot/port
command.

Console configuration

From the directly connected
console or the virtual terminal
used with Telnet, use this
configuration mode to configure
the console interface.

From global configuration mode,

enter the line console 0 command.

Tgwvgt*egphki /nkpg+%

The Cisco IOS command interpreter, called the EXEC, interprets and executes the commands you enter.
You can abbreviate commands and keywords by entering just enough characters to make the command
unique from other commands. For example, you can abbreviate the show command to sh and the

configure terminal command to config t.

When you type exit, the switch backs out one level. To exit configuration mode completely and return
to privileged EXEC mode, press Ctrl-Z.
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Displaying a List of Cisco IOS Commands and Syntax

In any command mode, you can display a list of available commands by entering a question mark (?).
Tgwvgt@ A"
To display a list of commands that begin with a particular character sequence, type in those characters

followed by the question mark (?). Do not include a space. This form of help is called word help because
it completes a word for you.

Tgwvgt$"egA"

egnngev" "egphkiwtg" "egppgev" "eqr {

To display keywords or arguments, enter a question mark in place of a keyword or argument. Include a
space before the question mark. This form of help is called command syntax help because it reminds you
which keywords or arguments are applicable based on the command, keywords, and arguments you have
already entered.

For example:

Tgwvgt%"egphkiwtg A"

nn Oqut{ nmwowwmwwmwmwmnnn I|Eqphkiwtgl|htqo n PX" Oqut{

n llpgqutmll nmmwmwwwwwwnn llEqphkiwtgllhtqo llc IIVHVR llpgqutmll j quv
"ngxgtytkvg/pgvygtm" "Qxgtytkvg" PX"ogogt { "htgo"VHVR"pgvygtm"jquv
nn VgtOkan" mmwmwwmmwmnnn Eqphkiwtg"htqo "Vj g" VgtOkan

"rset@

To redisplay a command you previously entered, press the up arrow key or Ctrl-P. You can continue to
press the up arrow key to see the last 20 commands you entered.

)o

Tip If you are having trouble entering a command, check the system prompt, and enter the question mark (?)
for a list of available commands. You might be in the wrong command mode or using incorrect syntax.

Enter exit to return to the previous mode. Press Ctrl-Z or enter the end command in any mode to
immediately return to privileged EXEC mode.
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Securing the CLI

Securing access to the CLI prevents unauthorized users from viewing configuration settings or making
configuration changes that can disrupt the stability of your network or compromise your network
security. You can create a strong and flexible security scheme for your switch by configuring one or more
of these security features:

» Protecting access to privileged EXEC commands—At a minimum, you should configure separate
passwords for the user EXEC and privileged EXEC (enable) IOS command modes. You can further
increase the level of security by configuring username and password pairs to limit access to CLI
sessions to specific users. For more information, see this publication:

http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg sec_4cli.html

» Controlling switch access with RADIUS, TACACSH+, or Kerberos—For a centralized and scalable
security scheme, you can require users to be authenticated and authorized by an external security
server running either Remote Authentication Dial-In User Service (RADIUS), Terminal Access
Controller Access-Control System Plus (TACACS+), or Kerberos. For more information, see this
publication:

http://www.cisco.com/en/US/docs/ios-xml/ios/security/config_library/15-sy/secdata-15-sy-library.html

e Configuring a secure connection with SSH or HTTPS—To prevent eavesdropping of your
configuration session, you can use a Secure Shell (SSH) client or a browser that supports HTTP over
Secure Socket Layer (HTTPS) to make an encrypted connection to the switch. For more
information, see this publication:

http://www.cisco.com/en/US/docs/ios-xml/ios/security/config_library/15-sy/secdata-15-sy-library.html

For more information about HTTPS, see “HTTPS - HTTP Server and Client with SSL 3.0 at this
URL:

http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_cfg sec_4cli.ht
ml

» Copying configuration files securely with SCP—To prevent eavesdropping when copying
configuration files or image files to or from the switch, you can use the Secure Copy Protocol (SCP)
to perform an encrypted file transfer. For more information about SCP, see “Secure Copy” at this
URL:

http://www.cisco.com/en/US/docs/ios-xml/ios/sec_usr_ssh/configuration/15-sy/sec-usr-ssh-sec-copy.ht
ml

ROM-Monitor Command-Line Interface

Note

The ROM-monitor is a ROM-based program that executes upon platform power-up, reset, or when a
fatal exception occurs. The switch enters ROM-monitor mode if it does not find a valid software image,
if the NVRAM configuration is corrupted, or if the configuration register is set to enter ROM-monitor
mode. From the ROM-monitor mode, you can load a software image manually from flash memory, from
a network server file, or from bootflash.

You can also enter ROM-monitor mode by restarting and pressing the Break key during the first 60
seconds of startup.

The Break key is always enabled for 60 seconds after rebooting, regardless of whether the Break key
is configured to be off by configuration register settings.
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To access the ROM-monitor mode through a terminal server, you can escape to the Telnet prompt and
enter the send break command for your terminal emulation program to break into ROM-monitor mode.

Once you are in ROM-monitor mode, the prompt changes to rommon 1>. Enter a question mark (?) to
see the available ROM-monitor commands.

)o

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support series_home.html

Participate in the Technical Documentation Ideas forum
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CHAPTER 3

Smart Port Macros

¢ Prerequisites for Smart Port Macros, page 3-1

» Restrictions for Smart Port Macros, page 3-2

e Information About Smart Port Macros, page 3-3

e Default Settings for Smart Port Macros, page 3-4

e How to Configure Smart Port Macros, page 3-4

e Verifying the Smart Port Macro Configuration, page 3-15

Note « For complete syntax and usage information for the commands used in this chapter, see these
publications:

http://www.cisco.com/en/US/products/ps11846/prod _command reference list.html

e Cisco IOS Release 15.1SY supports only Ethernet interfaces. Cisco IOS Release 15.1SY does not
support any WAN features or commands.

)o

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series _home.html

Participate in the Technical Documentation Ideas forum

Prerequisites for Smart Port Macros

None.
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Restrictions for Smart Port Macros

* You can display all of the macros on the switch by using the show parser macro user EXEC
command. Display the contents of a specific macro by using the show parser macro name
macro-name user EXEC command.

* You cannot edit a macro. If the name following the macro name command is an existing macro’s
name, that macro is replaced by the new macro.

» If a description already exists for a macro, the macro description command appends any
description that you enter to the existing description; it does not replace it. The entered descriptions
are separated by the pipe () character.

e The maximum macro description length is 256 characters. When the description string becomes
longer than 256 characters, the oldest descriptions are deleted to make room for new ones.

« User-created recursive macros are not supported. You cannot define a macro that calls another
macro.

* FEach user-created macro can have up to three keyword-value pairs.
* A macro definition can contain up to 3,000 characters. Line endings count as two characters.

*  When creating a macro, do not use the exit or end commands or change the command mode by using
interface interface-id. This could cause commands that follow exit, end, or interface interface-id
to execute in a different command mode. When creating a macro, all CLI commands should be in
the same configuration mode.

e When creating a macro that requires the assignment of unique values, use the parameter value
keywords to designate values specific to the interface. Keyword matching is case sensitive. All
matching occurrences of the keyword are replaced with the corresponding value. Any full match of
a keyword, even if it is part of a larger string, is considered a match and is replaced by the
corresponding value.

* Macro names are case sensitive. For example, the commands macro name Sample-Macro and
macro name sample-macro will result in two separate macros.

* Some macros might contain keywords that require a parameter value. You can use the macro global
apply macro-name ? global configuration command or the macro apply macro-name ? interface
configuration command to display a list of any required values in the macro. If you apply a macro
without entering the keyword values, the commands are invalid and are not applied.

*  When a macro is applied globally to a switch or to a switch interface, the existing configuration on
the interface is retained. This is helpful when applying an incremental configuration.

« If you modify a macro definition by adding or deleting commands, the changes are not reflected on
the interface where the original macro was applied. You need to reapply the updated macro on the
interface to apply the new or changed commands.

* You can use the macro global trace macro-name global configuration command or the macro trace
macro-name interface configuration command to apply and debug a macro to find any syntax or
configuration errors. If a command fails because of a syntax error or a configuration error, the macro
continues to apply the remaining commands.

» Some CLI commands are specific to certain interface types. If a macro is applied to an interface that
does not accept the configuration, the macro will fail the syntax check or the configuration check,
and the switch will return an error message.
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» Applying a macro to an interface range is the same as applying a macro to a single interface. When
you use an interface range, the macro is applied sequentially to each interface within the range. If a
macro command fails on one interface, it is still applied to the remaining interfaces.

*  When you apply a macro to a switch or a switch interface, the macro name is automatically added
to the switch or interface. You can display the applied commands and macro names by using the
show running-config user EXEC command.

Information About Smart Port Macros

¢ Information about Cisco-Provided Smart Port Macros, page 3-3

» Information about User-Created Smart Port Macros, page 3-4

Information about Cisco-Provided Smart Port Macros

Use the show parser macro user EXEC command to display the Cisco-provided smart port macros and
the commands they contain.

Table 3-1

Cisco-Provided Smart Port Macros

Macro Name

Description

cisco-global

Use this global configuration macro to enable load balancing across VLANS, provide
rapid convergence of spanning-tree instances and to enable port error recovery.

cisco-desktop

Use this interface configuration macro for increased network security and reliability
when connecting a desktop device, such as a PC, to a switch port.

cisco-phone

Use this interface configuration macro when connecting a desktop device such as a
PC with a Cisco IP phone to a switch port. This macro is an extension of the
cisco-desktop macro and provides the same security and resiliency features, but with
the addition of dedicated voice VLANS to ensure proper treatment of delay-sensitive
voice traffic.

cisco-switch

Use this interface configuration macro for Layer 2 connections between devices like
switches and routers.

cisco-router

Use this interface configuration macro for Layer 3 connections between devices like
switches and routers.

Cisco also provides a collection of pretested, Cisco-recommended baseline configuration templates for
Catalyst switches. The online reference guide templates provide the CLI commands that you can use to
create smart port macros based on the usage of the port. You can use the configuration templates to create
smart port macros to build and deploy Cisco-recommended network designs and configurations.
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Information about User-Created Smart Port Macros

Smart port macros provide a convenient way to save and share common configurations. You can use
smart port macros to enable features and settings based on the location of a switch in the network and
for mass configuration deployments across the network.

Each smart port macro is a user-defined set of Cisco IOS CLI commands. When you apply a smart port
macro on an interface, the CLI commands within the macro are configured on the interface. When the
macro is applied to an interface, the existing interface configurations are not lost. The new commands
are added to the interface and are saved in the running configuration file.

Default Settings for Smart Port Macros

This example shows how to list the Cisco-provided smart port macros that are provided by default:

Tgwvgt$"ujqgy"rctugt"ocetq"dtkgh"
mnnnfghcwnv"ingden" " "<"ekueq/ingden"
nwnrfghcwnv"kpvgtheceg<"ekueq/fgumvgr"
nnnnfghewnv"kpvgtheceg<"ekueq/rjgpg"
nnnnfghewnv"kpvgtheceg<"ekueq/uykvej"
nunrfghcwnv"kpvgtheceg<"ekueq/tgwvgt"

How to Configure Smart Port Macros

» Using the Cisco-Provided Smart Port Macros, page 3-4
e Creating Smart Port Macros, page 3-13

Using the Cisco-Provided Smart Port Macros

e Using the cisco-global Smart Port Macro, page 3-4
e Using the cisco-desktop Smart Port Macro, page 3-5
¢ Using the cisco-phone Smart Port Macro, page 3-7
» Using the cisco-switch Smart Port Macro, page 3-9

» Using the cisco-router Smart Port Macro, page 3-11

Using the cisco-global Smart Port Macro

» Displaying the Contents of the cisco-global Smart Port Macro, page 3-4
* Applying the cisco-global Smart Port Macro, page 3-5

Displaying the Contents of the cisco-global Smart Port Macro

Tgwvgt$"ujqy"retugt"ocetq"pcog"ekueq/ingden"
Ocetqg"pcog"<"ekueq/ingdcn
Ocetg"v{rg"<"fghcwnv"ingdcn

$"Gpcdng" £ {pcoke"rgtv'gttgt"tgegxgt { "hgt "nkpm"uvcvg
%"hcknwtgu

gttfkucdng"tgegxgt { "ecwug"nkpm/hncr

Supervisor Engine 2T Software Configuration Guide, Release 15.1SY
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gttfkucdng"tgegxgt { "kpvgtxcn"82

How to Configure Smart Port Macros

F"XVR"tgswktgu"Vtcpurctgpv"ogfg"hgt "hwvwtg" :2403z"Iwguv"XNCP

%"cpf"ewttgpv"Dguv"Rtcevkeg
xvr"fgockp"]uoctvrgtvu_
xvr"ogfg"vtcpurctgpv"

$"Egphki"Equ"vg"FUER"ocrrkpiu

rncvhgto"squ"ocr"equ/fuer"2":"38"48"54"68"6: " 78"

$"Gpcdng"ciitguukxg"ogfg"WEFNF"gp"cnn"hkdgt "wrnkpmu

winf"ciitguukxg"

$"Gpcdng"Terkf"RXUV-"cpf"Nggriwctf
urcppkpi/vtgg"ogfg"tcrkf/rxuv"
urcppkpi/vtgg"nggriwctf"fghcwnv"
urcppkpi/vtgg"gzvgpf"u{uvgo/kE"

Applying the cisco-global Smart Port Macro

To apply the cisco-global smart port macro, perform this task:

Command

Purpose

Step1  Tgwvgt%"egphkiwtg"vgtokpcn"

Enters global configuration mode.

Step 2 Tqwvgt *egphki+%"ocetq"ingden"crrn{ "ekueq/ingden"”

Applies the cisco-global smart port macro.

Step 3 Tgwvgt *egphki+%"gpf"

Returns to privileged EXEC mode.

This example shows how to apply the cisco-global smart port macro and display the name of the applied

macro:

Tgwvgt$"egphkiwtg"vgtokpen"

Tqwvgt *egphki+%"ocetq"ingden"crrn{ "ekueq/ingdcn"
Ejcpikpi"XVR"fgockp"pcog"htgo"rtgxkgwuafgockpapcog"vg"]uoctvrgtvu
Ugvvkpi"fgxkeg"vg"XVR"VTCPURCTGPV"ogfg0

Tgwvgt*egphki+%"gpf"

Tagwvgt%"ujqy"rctugt"ocetq" fguetkrvkgp""

Ingdcn"Ocetg*u+<"ekueq/ingdcn

Kpvgthceg""""Ocetqg"Fguetkrvkgp*u+

LI71707700 7777777777 777777777777777777777777777777777777777777
L1717 777077777777777777777777777777777777777777777717177777777

Tawvgt$

Using the cisco-desktop Smart Port Macro

« Displaying the Contents of the cisco-desktop Smart Port Macro, page 3-6

e Applying the cisco-desktop Smart Port Macro, page 3-6
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Displaying the Contents of the cisco-desktop Smart Port Macro

Tgwvgt%$"ujqy"retugt"ocetq"pcog"ekueq/ fgumvgr"
Ocetqg"pcog"<"ekueq/fgumvgr

Ocetg"v{rg"<"fghcwnv"kpvgthceg

$"ocetqg"mg{ygtfu" &CXKF
%"Dcuke"kpvgthceg"/"Gpcdng"fcvc"XNCP"qpn{

% "Tgeqoogpfgf "xcnwg"hgt"ceeguu"xncp" *CXKF+"ujgwnf"pgv"dg"3
uykvejrgtv"

uykvejrgtv"ceeguu"xncp" &CXKF"

uykvejrgtv"ogfg"ceeguu"

%"Gpcdng"rqtv"ugewtkv{"nkokvkpi"rqtv"vq"c"ukping
$"OCE"cfftguu"//"vjcv"gh" fgumvgr
uykvejrgtv'"rgtv/ugewtkv{"
uykvejrgtv"rgtv/ugewtkv{"oczkowo"3"

$"Gpuwtg"rgtv/ugewtkv{"cig"ku"itgcvgt "vjcp"apg"okpwvg
%"cpf"wug"kpcevkxkv{"vkogt

uykvejrgtv'rgtv/ugewtkv{ "xkgncvkgp"tguvtkev"
uykvejrgtv'"rgtv/ugewtkv{"cikpi"vkog"4
$"Egphkiwtg"rgtv"cu"cp"gfig"pgvygtm"rgtv
urcppkpi/vtgg"rgtvhcuv"
urcppkpi/vtgg"drfwiwctf"gpcdng"

Applying the cisco-desktop Smart Port Macro

Step 1
Step 2
Step 3

Step 4

To apply the cisco-desktop smart port macro, perform this task:

Command Purpose

Tqwvgt$"egphkiwtg"vgtokpen" Enters global configuration mode.

Tqwvgt *egphki+% "kpvgthceg" v{rg ungvirgtv" Selects the interface to configure.

Tqwvgt *egphki/kh+%"ocetq"crrn{ "ekueq/fgumvqr" Applies the cisco-desktop smart port macro. The
&CXKF" ceeguuaxncpak” recommended range for access_vilan_ID is 2—4094.
Tqwvgt *eqphki/kh+$"gpf™" Returns to privileged EXEC mode.

This example shows how to apply the cisco-desktop smart port macro to Gigabit Ethernet port 1/1 with
VLAN 2 specified as the access VLAN and how to verify the result:

Tgwvgt$"egphkiwtg"vgtokpen"

Tgwvgt *egphki+%"kpvgthceg"ikicdkvgvijgtpgv"313"

Tqgwvgt *egphki/kh+%"ocetq"crrn{ "ekueq/fgumvgr " &CXKF"4 "
’thpkpi<"rqtvhcuv"ujqwnf"qpn{"dg"gpcdngf"qp"rqtvu"eqppgevgf"vq"c"ukping
"jquv0"Egppgevkpi"jwdu. "egpegpvtcvgtu. "uykvejgu. "dtkfigu."gve000"vg"viku
"kpvgthceg""yjgp"rgtvhcuv"ku"gpecdngf . "ecp"ecwug"vgorgtct { "dtkfikpi "nggruo
"Wug"ykvi "ECWVKQP

'Rgtvhcuv"jcu"dggp"egphkiwtgf "gp" IkicdkvGvigtpgv313"dwv"yknn"gpn
"jexg"ghhgev"yjgp"vig"kpvgthceg"ku"kp"c"pgp/vtwpmkpi"ogfg0
Tgwvgt*egphki+%"gpf"

Tgwvgt$"ujqy"rctugt"ocetq" fguetkrvkgp"kpvgthceg"ikicdkvgvijgtpgv"313"
Ingdcn"Ocetg*u+<"ekueq/ingdcn

Kpvgthceg""""Ocetqg"Fguetkrvkgp*u+

L1177 077777777777777777777777777777777777777777777771777777777
Ik3l3l| mmwmwmwnn l|ekueq/fguqur

LIT110770 07777777777 777777777777777777777777777777777777777777
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Tgwvgt%"ujqy"twppkpi/egphki"kpvgthceg"ikicdkvgvjgtpgv"313"
Dwknfkpi"egphkiwtcvkgp000

Ewttgpv"egphkiwtcvkgp"<"529"d{vgu

#

kpvgthceg"IkicdkvGvjgtpgv313
"uykvejrgtv

"uykvejrgtv"ceeguu"xncp"4
"uykvejrgtv"ogfg"ceeguu
"uykvejrgtv'"rgtv/ugewtkv{
"uykvejrgtv'"rgtv/ugewtkv{"cikpi"vkog"4
"uykvejrgtv"rgtv/ugewtkv{"xkgncvkgp"tguvtkev
"ujwviqgyp
"ocetq"fguetkrvkgp"ekueq/fgumvgr
"urcppkpi/vtgg"rgtvhcuv
"urcppkpi/vtgg"drfwiwctf"gpcdng

gpt

Tawvgt$

Using the cisco-phone Smart Port Macro

» Displaying the Contents of the cisco-phone Smart Port Macro, page 3-7
e Applying the cisco-phone Smart Port Macro, page 3-8

Displaying the Contents of the cisco-phone Smart Port Macro

Tgwvgt%"ujqy"retugt"ocetq"pcog"ekueq/rjqeg"
Ocetg"pcog"<"ekueq/rjgpg

Ocetg"v{rg"<"fghcwnv"kpvgthceg
$"ocetqg"mg{ygtfu" &CXKF" &XXKF
$"XgKR"gpcdngf "kpvgthceg" /"Gpcdng" fcvc"XNCP
F"cpf"xgkeg"XNCP" *XXKF+

$"Tgeqoogpfgf "xcnwg"hgt "ceeguu"xncp" *CXKF+"ujgwnf "pgv"dg"3
uykvejrgtv"

uykvejrgtv"ceeguu"xncp" &CXKF"

uykvejrgtv"ogfg"ceeguu"

$"Wrfcvg"vjg"Xgkeg"XNCP"*XXKF+"xcnwg"yjkej"ujgwnf"dg

%" fkhhgtgpv"htgo"fcvc"XNCP

$"Tgeqgoogpfgf "xcnwg"hgt "xgkeg"xncp" *XXKF+"ujgwnf "pgv"dg"3
uykvejrgtv"xgkeg"xncp" &XXKF

$"Gpcdng"rqgtv'ugewtkv{ "nkokvkpi"rgtv"vg"c"5"OCE
g"cfftguuguu"//"Qpg"hgt"fgumvgr"cpf "vyg"hgt "rjgpg
uykvejrgtv'"rgtv/ugewtkv{"
uykvejrgtv'"rgtv/ugewtkv{"oczkowo"5

$"Gpuwtg"rgtv/ugewtkv{"cig"ku"itgcvgt "vjcp"gpg"okpwvg
$"cpf "wug"kpcevkxkv{ "vkogt

uykvejrgtv'"rgtv/ugewtkv{ "xkgncvkgp"tguvtkev"
uykvejrgtv'"rgtv/ugewtkv{"cikpi"vkog"4
%$"Gpcdng"cwvg/squ"vg'"gzvgpt"vtwuv"vg"cvvcejgf"Ekueq"rjgpg
cwvg"squ"xgkr"ekueqg/rjgpg"

$"Egphkiwtg"rgtv"cu"cp"gfig"pgvygtm"rgtv
urcppkpi/vtgg"rgtvhcuv"
urcppkpi/vtgg"drfwiwctf"gpcdng"
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Applying the cisco-phone Smart Port Macro

Step 1
Step 2
Step 3

Step 4

To apply the cisco-phone smart port macro, perform this task:

Command Purpose
Tqwvgt$"egphkiwtg"vgtokpen” Enters global configuration mode.
Tqwvgt *egphki+%"kpvgthceg"v{rg ungvirgtv" Selects the interface to configure.

Tqwvgt *egphki/kh+%"ocetq"crrn{ "ekueq/rjgpg"&CXKF" |Applies the cisco-phone smart port macro. The

ceeguuaxncpaKF" &XXKF" xgkegaxncpaKF"

recommended range for access vian_ID is 2—4094. The
recommended range for voice vlan_ID is 2-4094.

Tqwvgt *egphki/kh+%"gpf" Returns to privileged EXEC mode.

When applying the cisco-phone smart port macro, note the following information:

* Some of the generated commands are in the category of PFC QoS commands that are applied to all
ports controlled by a port ASIC. When one of these generated commands is applied, PFC QoS
displays the messages caused by application of the command to all the ports controlled by the
port ASIC. Depending on the module, these commands are applied to as many as 48 ports. See the
“Number of port groups” and “Port ranges per port group” listed for each module in the Release
Notes for Cisco 10S Release 15.1SY:

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/i0s/15.1SY/release notes.html

¢ You might see messages that instruct you to configure other ports to trust CoS. You must do so to
enable the generated QoS commands.

*  You might not be able to apply the cisco-phone smart port macro and other macros on ports that are
controlled by the same port ASIC because of conflicting port trust state requirements.

This example shows how to apply the cisco-phone smart port macro to Gigabit Ethernet port 2/2 with
VLAN 2 specified as the access VLAN and how to verify the result:

Tgwvgt%"egphkiwtg"vgtokpen"

Tgwvgt *egphki+%"kpvgthceg"ikicdkvgvigtpgv"414"

Tqwvgt *egphki/kh+%"ocetq"crrn{ "ekueq/rjqpg" &CXKF"4"&XXKF"5"
Jctfyctg"SqU"ku"gpcdngf

Rtgrcicvkpi'"equ/ocr"vg"kpdepf"rgtv
Rtgrcicvkpiequ/ocr"egphkiwtcvkgp"vg<"[port list not shown]»

[Output for other ports controlled by the same port ASIC omitted]

Yctpkpi<"tex"equocr"yknn"pgv"dg"crrnkgf"kp"jctfyctg0
"nyg'ogfkh{"tex"equocr"kp"jctfyctg."cnn"gh"vjg"kpvgthcegu"dgngy
"mowuv"dg"rwv"kpvg") viwuv"equ) "uvcvg<

nnnn[port list not shown]»

"Yetpkpi<"rgtvhcuv"ujgwnf "gpn{"dg"gpcdngf"gp"rgtvu"egppgevgf "vq"c"ukping
"jquv0"Egppgevkpi"jwdu. "egpegpvtcvgtu. "uykvejgu. "dtkfigu. "gve000"vg"viku
"kpvgthceg""yjgp"rgtvhcuv"ku"gpedngf . "ecp"ecwug"vgorgtcet { "dtkfikpi "nggruo
"Wug"ykvi "ECWVKQP

'Rgtvhecuv"jcu"dggp"egphkiwtgf "gp"IkicdkvGvigtpgv314 "dwv"yknn"gpn{
"jexg"ghhgev"yjgp"vijg"kpvgthceg"ku"kp"c"pgp/vtwpmkpi"ogfg0
Tgwvgt *egphki+$"gpf"

Tqwvgt$"ujqy"rctugt"ocetq" fguetkrvkgp"kpvgthceg"ikicdkvgvijgtpgv"414"
Ingdcen"Ocetg*u+<"ekueq/ingden

Kpvgthceg""""Ocetqg"Fguetkrvkgp*u+
LITTT107007 70770770770 7777777777777777777777777777777777777777
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Tk414nnnnunnn "ekueq/rj apg
LI71177770 7777777777 777777777777777777777777777771777777777777

Tgwvgt%"ujqy"twppkpi/egphki"kpvgthceg"ikicdkvgvjgtpgv"414"
Dwknfkpi"egphkiwtcvkgp000

Dwknfkpi"egphkiwtcvkgp000

Ewttgpv'"egphkiwtcvkgp"<"529"d{vgu
#

kpvgthceg"IkicdkvGvigtpgv314
Dwknfkpi"egphkiwtcvkgp000

Ewttgpv"egphkiwtcvkgp"<"3558"d{vgu
#

kpvgthceg"IkicdkvGvjgtpgv4l4
"uykvejrgtv
"uykvejrgtv"ceeguu"xncp"4
"uykvejrgtv"ogfg"ceeguu
"uykvejrgtv"xgkeg"xncp"5s
"uykvejrgtv"rgtv/ugewtkv
"uykvejrgtv"rqtv/ugewtkv
"uykvejrgtv"rgtv/ugewtkv
"uykvejrgtv"rgtv/ugewtkv
"ujwviqgyp

"oczkowo"5
"cikpi"vkog"4
"xkgnecvkgp"tguvtkev

—_— s

[QoS queuing commands omitted: these vary according to port type]

"rncvhgto"squ"vtwuv'"equ
"ewvg"squ"xgkr"ekueq/rjgpg"
"ocetq"fguetkrvkgp"ekueq/rjapg
"urcppkpi/vtgg"rgtvhcuv
"urcppkpi/vtgg"drfwiwctf"gpcdng
gpf

Tawvgt$

Using the cisco-switch Smart Port Macro

« Displaying the Contents of the cisco-switch Smart Port Macro, page 3-9
e Applying the cisco-switch Smart Port Macro, page 3-10

Displaying the Contents of the cisco-switch Smart Port Macro

Tqwvgt%$"ujqy"rctugt"ocetq"pcog"ekueq/uykvej"
Ocetg"pcog"<"ekueqg/uykvej
Ocetg"v{rg"<"fghcwnv"kpvgthceg
$"ocetq"mg{yqgtfu" &PXKF
$"Fq"pgv"crrn{"vq"GvjgtEjcppgnlRgtv"Itqwr
%"Ceeguu"Wrnkpm"vqg"Fkuvtkdwvkgp

% "Fghkpg"wpkswg"Pcvkxg"XNCP"gp"vtwpm"rgtvu

$"Tgeqoogpfgf "xcnwg"hgt "pcvkxg"xncp" *PXKF+"ujgwnf "pgv"dg"3
uykvejrgtv"

uykvejrgtv"vtwpm"pcvkxg"xncp" &PXKF"

$"Wrfcvg"vjg"enngygf "XNCP"tcpig"*XTCPIG+"uwej"vjcv"kv
$"kpenwfgu"fcve. "xgkeg"cpf "pcvkxg"XNCPu
$"uykvejrgtv"vtwpm"cnngygf "xncp"XTCPIG

g"Jctfeqgfg"vtwpm"cpf"fkucdng"pgigvkevkgp"vg
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$"urggf"wr"egpxgtigpeg
uykvejrgtv"vtwpm"gpecruwncvkgp"fqgv3s"
uykvejrgtv"ogfg"vtwpm"
uykvejrgtv"pgpgigvkcvg"

$":2403y"fghkpgu"vjg"nkpm"cu"rv/rv"hgt "tcrkf"egpxgtigpeg

urcppkpi/vtgg"nkpm/v{rg"rgkpv/vg/rgkpv"

Tqwvgt$

Applying the cisco-switch Smart Port Macro

Step 1
Step 2
Step 3

Step 4

To apply the cisco-switch smart port macro, perform this task:

Command

Purpose

Tgwvgt%"egphkiwtg"vgtokpcn"

Enters global configuration mode.

Tqwvgt*eqgphki+%"kpvgthceg"v{rg ungvirgtv"

Selects the interface to configure.

Tgwvgt *egphki/kh+%"ocetq"crrn{"ekueqg/uykvej"
&PXKF pcvkxgaxncpaKF"

Applies the cisco-switch smart port macro. The
recommended range for native vian ID is 2—4094.

Tqwvgt*egphki/kh+%"gpf"

Returns to privileged EXEC mode.

This example shows how to apply the cisco-switch smart port macro to Gigabit Ethernet port 1/4 with
VLAN 4 specified as the native VLAN and how to verify the result:

Tawvgt % "egphkiwtg"vgtokpen"

Tgwvgt*egphki+%"kpvgthceg"ikicdkvgvigtpgv"316"
Tqwvgt *egphki/kh+%"ocetq"crrn{ "ekueq/uykvej"&PXKF"6"

Tqwvgt *egphki/kh+%"gpf"

Tgwvgt$"ujqy"rctugt "ocetq" fguetkrvkgp"kpvgthceg"ikicdkvgvijgtpgv"316"

Kpvgthceg""""Ocetqg"Fguetkrvkgp*u+

L1711 177707777777777777777777777777777777777777777777177777777

TIk316nnnnnunun ekueq/uykvej

[1117007777777777777777777777777777777777777777777777777777777
Tgwvgt$"ujqy"twppkpi/egphki"kpvgthceg"ikicdkvgvjgtpgv"316"

Dwknfkpi"egphkiwtcvkgp000

Ewttgpv"egphkiwtcvkgp"<"469"d{vgu

#

kpvgthceg"IkicdkvGvjgtpgv31le
"uykvejrgtv
"uykvejrgtv"vtwpm"gpecruwncvkap"fgv3s
"uykvejrgtv"vtwpm"pcvkxg"xncp"6
"uykvejrgtv"ogfg"vtwpm
"uykvejrgtv"pgpgigvkevg

"ujwvEqyp
"ocetqg"fguetkrvkgp"ekueqg/uykvej

"urcppkpi/vtgg"nkpm/v{rg"rakpv/va/rgkpv

gpt

Taqwvgts"
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Using the cisco-router Smart Port Macro

How to Configure Smart Port Macros

» Displaying the Contents of the cisco-router Smart Port Macro, page 3-11

* Applying the cisco-router Smart Port Macro, page 3-11

Displaying the Contents of the cisco-router Smart Port Macro

Tqwvgt%"ujqy"rectugt"ocetq"pcog"ekueq/tqwvgt"

Ocetqg"pcog"<"ekueq/tqgwvgt
Ocetg"v{rg"<"fghcwnv"kpvgthceg
$"ocetqg"mg{ygtfu" &PXKF

$"Fq"pgv"crrn{"vq"GvjgtEjcppgnlRgtv"Itqwr

%"Ceeguu"Wrnkpm"vqg"Fkuvtkdwvkagp
uykvejrgtv"

% "Fghkpg"wpkswg"Pcvkxg"XNCP"gp"vtwpm"rgtvu
% "Tgeqgoogpfgf "xcnwg"hgt "pcvkxg"xncp" * PXKF+"ujgwnf"pgv"dg"3

uykvejrgtv"vtwpm"pcvkxg"xncp" &PXKF"

o
s
%
s

"Wrfcvg"vijg"cnngygf "XNCP"tcpig"*XTCPIG+"uwe]j "vjcv"kv
"kpenwfgu"fcve. "xgkeg"cpf "pcvkxg"XNCPu
g"uykvejrgtv"vtwpm"cnngygf "xncp"XTCPIG

s"Jctfeqfg"vtwpm"cpf"fkucdng"pgigvkevkgp"vg

$"urggf"wr"egpxgtigpeg
uykvejrgtv"vtwpm"gpecruwncvkgp"fqgv3s"
uykvejrgtv"ogfg"vtwpm"
uykvejrgtv"pgpgigvkcvg"

$"Egphkiwtg"squ"vg"vtwuv"vijku"kpvgthceg

cwvq"squ"xgkr"vtwuv"
rncvhgto"squ"vtwuv"fuer"

$"Gpuwtg"hcuv"ceeguu"vg"vjg"pgvygtm"yjgp"gpcdnkpi"vjg"kpvgthceg0
$"Gpuwtg"vjcv"uykvej"fgxkegu"ecppgv"dgegog"cevkxg"gp"vjg"kpvgthceg0

urcppkpi/vtgg"rgtvhcuv"
urcppkpi/vtgg"drfwiwctf"gpcdng"

Tgwvgt$

Applying the cisco-router Smart Port Macro

Step 1
Step 2
Step 3

Step 4

To apply the cisco-router smart port macro, perform this task:

Command

Purpose

Tgwvgt%"egphkiwtg"vgtokpcn"

Enters global configuration mode.

Tqwvgt*eqgphki+%"kpvgthceg"v{rg ungvirgtv"

Selects the interface to configure.

Tqwvgt*egphki/kh+%"ocetq"crrn{ "ekueq/tqwvgt"
&PXKF pcvkxgaxncpaKF"

Applies the cisco-router smart port macro. The
recommended range for native_vlan_ID is 2—4094.

Tqwvgt*egphki/kh+%"gpf"

Returns to privileged EXEC mode.
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S

Note  The cisco-router smart port macro includes the auto qos voip trust command. When entered on a port
configured with the switchport command, the auto qos voip trust command generates and applies the
platform qos trust cos command to the port, but the cisco-router smart port macro changes the port trust
state to trust DSCP with the platform qos trust dscp command. When you apply the cisco-router smart
port macro, ignore messages that instruct you to enter the platform qos trust cos command on other
ports controlled by the port ASIC.

This example shows how to apply the cisco-router smart port macro to Gigabit Ethernet port 1/5 and how
to verify the result:

Tgwvgt$"egphkiwtg"vgtokpen"

Tgwvgt *egphki+%"kpvgthceg"ikicdkvgvigtpgv"317"

Tqwvgt *egphki/kh+%"ocetq"crrn{ "ekueq/tqwvgt "&PXKF"7"
Jctfyctg"SqU"ku"gpcdngf
Rtgrcicvkpi"equ/ocr"vg"kpdcpf"rgtv
Rtgrcicvkpi"equ/ocr"egphkiwtcvkgp"vg<"[port list not shown]"

[Output for other ports controlled by the same port ASIC omitted]
[Output from temporarily applied trust CoS command omitted]

"Yetpkpi<"rgtvhcuv"ujgwnf "gpn{"dg"gpcdngf "gp"rgtvu"egppgevgf "vq"c"ukping
"jquv0"Egppgevkpi"jwdu. "egpegpvtcvgtu. "uykvejgu. "dtkfigu. "gve000"vg"viku
"kpvgthceg""yjgp"rgtvhcuv'"ku"gpedngf . "ecp"ecwug"vgorgtct { "dtkfikpi "nggruo
"Wug"ykvj "ECWVKQP

'Rgtvhcuv"jcu"dggp"egphkiwtgf "gp"IkicdkvGvigtpgv317"dwv"yknn"gpn{
"jexg"ghhgev"yjgp"vijg"kpvgthceg"ku"kp"c"pgp/vtwpmkpi"ogfg0
Tqwvgt*egphki/kh+%"gpf"

Tgwvgt$"ujqy"rctugt"ocetq" fguetkrvkgp"kpvgthceg"ikicdkvgvjgtpgv"317"

Kpvgthceg""""Ocetqg"Fguetkrvkgp*u+
L1777 00770770777 7777777777777777777777777777777777777777
Ik317" mmowmwmwnwn "ekueq/tqugt

[11777777777777777777777777777777777777777777777777777717771777
Tgwvgt%"ujqy"twppkpi/eqphki"kpvgthceg"ikicdkvgvigtpgv"317"
Dwknfkpi"egphkiwtcvkgp000

Ewttgpv"egphkiwtcvkgp"<"344:"d{vgu

#

kpvgthceg"IkicdkvGvijgtpgv3l7
"uykvejrgtv
"uykvejrgtv"vtwpm"gpecruwncvkgp"fqgv3s
"uykvejrgtv"vtwpm"pcvkxg"xncp"7
"uykvejrgtv"ogfg"vtwpm
"uykvejrgtv"pgpgigvkevg

"ujwviqgyp
"ytt/swgwg"dcpfykfvina2n322m422n

[QoS queuing commands omitted: these vary according to port type]

rncvhgto"squ"vtwuv"fuer
"cwvg"squ"xgkr"vtwuv"
"ocetg"fguetkrvkgp"ekueq/tgwvgt
"urcppkpi/vtgg"rgtvhcuv
"urcppkpi/vtgg"drfwiwctf"gpcdng
gpt

Tgwvgt$
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Creating Smart Port Macros

e Creating Smart Port Macros, page 3-13
e Applying User-Created Smart Port Macros, page 3-14

Creating Smart Port Macros

To create a smart port macro, perform this task:

Command Purpose
Step1  Tqwvgt%"egphkiwtg"vgtokpen" Enters global configuration mode.
Step 2 Tgwvgt *egphki+%"ocetq"pcog" ocetqg/pcog" Creates a macro.

Macro names are case sensitive. For example, the
commands macro name Sample-Macro and macro
name sample-macro will result in two separate macros.

A macro definition can contain up to 3,000 characters.
Line endings count as two characters.

There is no prompt displayed in macro creation mode.
Enter the macro commands on separate lines.

Use the # character at the beginning of a line to enter a
comment within the macro.

Use the @ character to end the macro.

Do not use the exit or end commands or change the
command mode with the interface interface-id in a
macro. This could cause any commands following exit,
end, or interface interface-id to execute in a different
command mode. For best results, all commands in a
macro should be in the same configuration mode.

Each user-created macro can have up to three
keyword-value pairs.

Step3 % ocetq"mg{yqtfu"mg{ygtf3"mg{yqtf4"mg{yqtfs" (Optional) You can create a help string to describe the
keywords that you define in the macro. You can enter up
to three help string comments in a macro.

Step4  gpf" Returns to privileged EXEC mode.

Step5 ujqgy"rctugt'"ocetq"pcog"ocetg/pcog" Verifies that the macro was created.

~

Note  The no form of the macro name global configuration command only deletes the macro definition. It
does not affect the configuration of those interfaces on which the macro is already applied.
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This example shows how to create a macro that defines the Layer 2 access VLAN and the number of
secure MAC addresses and also includes two help string keywords by using # macro keywords:

Tgwvgt *egphki+%"ocetq"pcog"vguv"
$ocetq"mg{yqgtfu" &XNCPKF"&OCZ"
uykvejrgtv"ceeguu"xncp" &XNCPKF"

uykvejrgtv"rqtv/ugewtkv{"oczkowo"&0CZ"

B"

Applying User-Created Smart Port Macros

Step 1
Step 2

Step 3

Step 4

Step 5

To apply a smart port macro, perform this task:

Command

Purpose

Tgwvgt$"egphkiwtg"vgtokpcn"

Enters global configuration mode.

Tawvgt *egphki+%"fghcwnv"kpvgthceg" kpvgthceg/kf"

(Optional) Clears all configuration from the specified
interface.

Tgwvgt *egphki+%"kpvgthceg"kpvgthcegakf"

(Required for interface macros.) Specifies the interface
on which to apply the macro and enters interface
configuration mode.

Tgwvgt *egphki+%"ocetq"]lingden "}errn{ ~ vtcegi"
ocetg/pcog" 1 mg{yqgtf xcnwg "1mg{ygqtf xcnwg "
1mg{ygtf xcnwg "

Applies or traces and applies each individual command
defined in the macro.

For global macros:

» To find any syntax or configuration errors, enter the
macro global trace macro-name command to apply
and debug the macro.

» To display a list of any keyword-value pairs defined
in the macro, enter the macro global apply
macro-name ? command.

For interface macros:

e To find any syntax or configuration errors, enter the
macro trace macro-name command to apply and
debug the macro.

» To display a list of any keyword-value pairs defined
in the macro, enter the macro apply macro-name ?
command.

To successfully apply the macro, you must enter any
required keyword-value pairs.

Keyword matching is case sensitive.

In the commands that the macro applies, all matching
occurrences of keywords are replaced with the
corresponding values.

Tgwvgt*egphki+$"gpf"

Returns to privileged EXEC mode.

You can delete a global macro-applied configuration on a switch only by entering the no version of each
command that is in the macro. You can delete all configurations on an interface by entering the default
interface interface id interface configuration command.

Supervisor Engine 2T Software Configuration Guide, Release 15.1SY
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This example shows how to apply the user-created macro called snmp, to set the host name address to
test-server and to set the IP precedence value to 7:

quvgt*eqphki+%"ocetq"inqdcn"crrn{"upor"CFFTGUU"vguV/ugtxgt"XCNWG"9”

This example shows how to debug the user-created macro called snmp by using the macro global trace
global configuration command to find any syntax or configuration errors in the macro when it is applied
to the switch:

Tgwvgt *egphki+$%"ocetqg"ingdcn"vtceg"upor"XCNWG"9"
Crrn{kpi"egoocpf000 ‘upor/ugtxgt"gpcdng"vtecru"rgtv/ugewtkv{’
Crrn{kpi"eqoocpf000 ‘upor/ugtxgt"gpcdng"vtcru"nkpmwr ’
Crrn{kpi"egoocpf000 ‘upor/ugtxgt"gpcdng"vtcru"nkpmfqgyp’
Crrn{kpi"egoocpf000 ‘upor/ugtxgt"jquv’

'Gttgt "Wpmpgyp"gttgto

Crrn{kpi"egoocpf000 ‘upor/ugtxgt"kr"rtgegfgpeg" 7’

This example shows how to apply the user-created macro called desktop-config and to verify the
configuration:

Tgwvgt *egphki+%"kpvgthceg"ikicdkvgvijgtpgv3i4"

Tqwvgt *egphki/kh+%"ocetq"crrn{"fgumvqr/eqphki "
Tqwvgt*egphki/kh+%"gpf"

Tagwvgt%"ujqy"rctugt"ocetq" fguetkrvkgp"
Kpvgthceg""""Ocetqg"Fguetkrvkagp

LI1TT1077077 077077 77777777777777777777777777777777777777777777
Ik314 "fgumvgr/egphki

L1170 07777777777777777777777777777777777777777777777777777777

This example shows how to apply the user-created macro called desktop-config and to replace all
occurrences of vian with VLAN ID 25:

Tqwvgt *egphki/kh+%"ocetq"crrn{"fgumvqr/eqphki"xncp"47"

Verifying the Smart Port Macro Configuration

Table 3-2 Commands to Display Smartports Macros

Command

Purpose

ujqgy"rctugt"ocetq

Displays all configured macros.

ujqgy"retugt"ocetg"pcog ocetq/pcog Displays a specific macro.

ujgy"rctugt"ocetq"dtkgh Displays the configured macro names.

ujqy"rctugt"ocetq"fguetkrvkqp" [kpvgthceg kpvgthceg/kf] |Displays the macro description for all interfaces or for a

specified interface.

pe

For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html

Participate in the Technical Documentation Ideas forum
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Virtual Switching Systems

e Prerequisites for VSS, page 11-1

» Restrictions for VSS, page 11-2

» Information About Virtual Switching Systems, page 11-4
e Default Settings for VSS, page 11-28

¢ How to Configure a VSS, page 11-28

¢ How to Upgrade a VSS, page 11-56

Note « For complete syntax and usage information for the commands used in this chapter, see these
publications:

http://www.cisco.com/en/US/products/ps11846/prod _command reference list.html

e Cisco IOS Release 15.2SY supports only Ethernet interfaces. Cisco IOS Release 15.2SY does not
support any WAN features or commands.

)o

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series _home.html

Participate in the Technical Documentation Ideas forum

Prerequisites for VSS

The VSS configurations in the startup-config file must match on both chassis.
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Restrictions for VSS

General VSS Restrictions, page 11-2

VSL Restrictions, page 11-2

Multichassis EtherChannel (MEC) Restrictions, page 11-2
Dual-Active Detection Restrictions, page 11-3

VSS Mode Service Module Restrictions, page 11-4

General VSS Restrictions

VSS mode does not support supervisor engine redundancy within a chassis.

If you configure a new value for switch priority, the change takes effect only after you save the
configuration file and perform a restart.

Out-of-band MAC address table synchronization among DFC-equipped switching modules (the
mac address-table synchronize command) is enabled automatically in VSS mode, which is the
recommended configuration.

Because the output of the show running-config command on ICS supervisor engines could be out
of sync with the active supervisor engine, ICS supervisor engines do not support the

show running-config command. The active and standby supervisor engines support the

show running-config command.

VSL Restrictions

For line redundancy, we recommend configuring at least two ports per switch for the VSL. For
module redundancy, the two ports can be on different switching modules in each chassis.

The no platform qos channel-consistency command is automatically applied when you configure
the VSL. Do not remove this command.

VSL ports cannot be Mini Protocol Analyzer sources (the monitor ... capture command). Monitor
capture sessions cannot be started if a source is the VSL on the port channel of the standby switch.
The following message is displayed when a remote VSL port channel on the standby switch is
specified and you attempt to start the monitor capture:

' "tgogvg"XUN"rgtv"ku"pgv"cnngygf"cu"ecrvwtg"ugwteg
The following message is displayed when a scheduled monitor capture start fails because a source
is a remote VSL port channel:

Rcemgv"ecrvwtg"uguukgp"3"hckngf"vg"uvctv0o"C"ugwteg"rgtv"ku"c"tgogvg"XUNO

Multichassis EtherChannel (MEC) Restrictions

All links in an MEC must terminate locally on the active or standby chassis of the same virtual
domain.

For an MEC using the LACP control protocol, the minlinks command argument defines the
minimum number of physical links in each chassis for the MEC to be operational.
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For an MEC using the LACP control protocol, the maxbundle command argument defines the
maximum number of links in the MEC across the whole VSS.

MEC supports LACP 1:1 redundancy. For additional information about LACP 1:1 redundancy, refer
to the “Information about LACP 1:1 Redundancy” section on page 23-6.

An MEC can be connected to another MEC in a different VSS domain.

Ports on the supervisor engines are not stateful and will experience a reset across switchovers (see
the “Switchover Process Restrictions” section on page 7-2).

With an MEC that includes supervisor engine ports configured on a VSS that supports the VSS
Quad-Sup SSO (VS40) feature, be aware of CSCuh51005.

Dual-Active Detection Restrictions

If Flex Links are configured on the VSS, use PAgP dual-active detection.

For dual-active detection link redundancy, configure at least two ports per switch for dual-active
detection. For module redundancy, the two ports can be on different switching modules in each
chassis, and should be on different modules than the VSL, if feasible.

When you configure dual-active fast hello mode, all existing configurations are removed
automatically from the interface except for these commands:

— description

— logging event

— load-interval

— rev-queue cos-map

— rcv-queue queue-limit

— rev-queue random-detect

— rev-queue threshold

— wrr-queue bandwidth

— Wrr-queue cos-map

— Wwrr-queue queue-limit

— wrr-queue random-detect

— wrr-queue threshold

— priority-queue cos-map
Only these configuration commands are available on dual-active detection fast hello ports:

— default

— description

— dual-active

— exit

— load-interval

— logging

- no

— shutdown

Supervisor Engine 2T Software Configuration Guide, Release 15.25Y g


https://tools.cisco.com/bugsearch/bug/CSCuh51005

Chapter 11  Virtual Switching Systems |

I Information About Virtual Switching Systems

* ASIC-specific QoS commands are not configurable on dual-active detection fast hello ports directly,
but are allowed to remain on the fast hello port if the commands were configured on another non-fast
hello port in that same ASIC group. For a list of these commands, see Chapter 62, “Restrictions for
PFC QoS.”

VSS Mode Service Module Restrictions

¢ When configuring and attaching VLAN groups to a service module interface, use the switch {1 |2}
command keyword. For example, the firewall vlan-group command becomes the firewall switch
num slot s/ot vlan-group command.

e When upgrading the software image of a service module, use the switch {1 |2} command keyword.

» EtherChannel load balancing (ECLB) is not supported between an IDSM-2 in the active chassis and
an IDSM-2 in the standby chassis.

* A switchover between two service modules in separate chassis of a VSS is considered an
intrachassis switchover.

~

Note  For detailed instructions, restrictions, and guidelines for a service module in VSS mode, see the
configuration guide and command reference for the service module.

Information About Virtual Switching Systems

e VSS Overview, page 11-4

¢ VSS Redundancy, page 11-13

e Multichassis EtherChannels, page 11-16
» Packet Handling, page 11-18

« System Monitoring, page 11-22

e Dual-Active Detection, page 11-24

e VSS Initialization, page 11-26

VSS Overview

* VSS Topology, page 11-5

« Key Concepts, page 11-5

« VSS Functionality, page 11-8

¢ Hardware Requirements, page 11-10

» Information about VSL Topology, page 11-13
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Key Concepts
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Network operators increase network reliability by configuring switches in redundant pairs and by
provisioning links to both switches in the redundant pair. Figure 11-1 shows a typical network
configuration. Redundant network elements and redundant links can add complexity to network design
and operation. Virtual switching simplifies the network by reducing the number of network elements and
hiding the complexity of managing redundant switches and links.

VSS mode combines a pair of switches into a single network element. VSS mode manages the redundant
links, which externally act as a single port channel.

VSS mode simplifies network configuration and operation by reducing the number of Layer 3 routing
neighbors and by providing a loop-free Layer 2 topology.

Figure 11-1 Typical Network Design
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e Virtual Switching System, page 11-5

e Active and Standby Chassis, page 11-6

e Virtual Switch Link, page 11-7

e Multichassis EtherChannel (MEC), page 11-7

Virtual Switching System

A VSS combines a pair of switches into a single network element. For example, a VSS in the distribution
layer of the network interacts with the access and core networks as if it were a single switch. See
Figure 11-2.

An access switch connects to both chassis of the VSS using one logical port channel. VSS mode manages
redundancy and load balancing on the port channel. This capability enables a loop-free Layer 2 network
topology. VSS mode also simplifies the Layer 3 network topology because VSS mode reduces the
number of routing peers in the network.
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Figure 11-2  VSS in the Distribution Network
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When you create or restart a VSS, the peer chassis negotiate their roles. One chassis becomes the active

chassis, and the other chassis becomes the standby.

The active chassis controls the VSS. It runs the Layer 2 and Layer 3 control protocols for the switching
modules on both chassis. The active chassis also provides management functions for the VSS, such as
module online insertion and removal (OIR) and the console interface.

The active and standby chassis perform packet forwarding for ingress data traffic on their locally hosted
interfaces. However, the standby chassis sends all control traffic to the active chassis for processing.

You can defer the traffic load on a multichassis EtherChannel (MEC) chassis to address traffic recovery
performance during the standby chassis startup. For example, Figure 11-3 represents network layout
where a VSS (active and standby switches) is interacting with an upstream switch (switch 2) and a
downstream switch (switch 1).

Figure 11-3  Switch Interconnected Through VSS
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For the two chassis of the VSS to act as one network element, they need to share control information and
data traffic.

The virtual switch link (VSL) is a special link that carries control and data traffic between the two chassis
of a VSS, as shown in Figure 11-4. The VSL is implemented as an EtherChannel with up to eight links.
The VSL gives control traffic higher priority than data traffic so that control messages are never
discarded. Data traffic is load balanced among the VSL links by the EtherChannel load-balancing
algorithm.

Figure 11-4  Virtual Switch Link
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Multichassis EtherChannel (MEC)

Note

An EtherChannel, which is configured on a port channel interface, is two or more physical links that
combine to form one logical link. Layer 2 protocols operate on the EtherChannel as a single logical
entity.

A MEC is a port channel with member ports on both chassis of the VSS. A connected non-VSS device
views the MEC as a standard EtherChannel. See Figure 11-5.

VSS mode supports a maximum of 512 EtherChannels. This limit applies to the combined total of
regular EtherChannels and MECs. Because the VSL requires two EtherChannel numbers (one for each
chassis), there are 510 user-configurable EtherChannels. Service modules that use an internal
EtherChannel are included in the total.

Figure 11-5 VSS with MEC
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Ports on the supervisor engines are not stateful and will experience a reset across switchovers (see the
“Switchover Process Restrictions” section on page 7-2).
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VSS Functionality

* Redundancy and High Availability, page 11-8
e Packet Handling, page 11-8

e System Management, page 11-8

e VSS Quad-Sup SSO (VS40), page 11-9

e Interface Naming Convention, page 11-10

e Software Features, page 11-10

Redundancy and High Availability

In VSS mode, supervisor engine redundancy operates between the active and standby chassis, using
stateful switchover (SSO) and nonstop forwarding (NSF). The peer chassis exchange configuration and
state information across the VSL and the standby supervisor engine runs in hot standby mode.

The standby chassis monitors the active chassis using the VSL. If it detects failure, the standby chassis
initiates a switchover and takes on the active role. When the failed chassis recovers, it takes on the
standby role.

Note  Ports on the supervisor engines are not stateful and will experience a reset across switchovers (see the
“Switchover Process Restrictions” section on page 7-2).

If the VSL fails completely, the standby chassis assumes that the active chassis has failed, and initiates
a switchover. After the switchover, if both chassis are active, the dual-active detection feature detects
this condition and initiates recovery action. For additional information about dual-active detection, see
the “Dual-Active Detection” section on page 11-24.

Packet Handling

The active supervisor engine runs the Layer 2 and Layer 3 protocols and features for the VSS and
manages the DFC modules for both chassis.

The VSS uses VSL to communicate protocol and system information between the peer chassis and to
carry data traffic between the chassis when required.

Both chassis perform packet forwarding for ingress traffic on their interfaces. If possible, ingress traffic
is forwarded to an outgoing interface on the same chassis to minimize data traffic that must traverse the
VSL.

Because the standby chassis is actively forwarding traffic, the active supervisor engine distributes
updates to the standby supervisor engine PFC and all standby chassis DFCs.

System Management

The active supervisor engine acts as a single point of control for the VSS. For example, the active
supervisor engine handles OIR of switching modules on both chassis. The active supervisor engine uses
VSL to send messages to and from local ports on the standby chassis.

The command console on the active supervisor engine is used to control both chassis. In virtual switch
mode, the command console on the standby supervisor engine blocks attempts to enter configuration
mode.
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The standby chassis runs a subset of system management tasks. For example, the standby chassis handles
its own power management.

VSS Quad-Sup SSO (VS40)

Release 15.1(1)SY1 and later releases support the VSS Quad-Sup SSO (VS40) feature.

Best Practice for VSL Links Between Supervisors

If there is a VSL link from ICA to ICA supervisor engine, ICS to ICS supervisor engine, and line card
to line card, the control link will always be from the line card. The next preferred control link is from
ICS to ICS VSL link, and the least preferred control link is from ICA to ICA VSL link.

In case of an ISSU image upgrade, if there is no cross VSL link, the control link will always be from the
ICS supervisor engine. If there is a cross VSL link, the control link can be from any of the ICA
supervisor engines.

Figure 11-6  Typical VSS Quad-Supervisor Configuration
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These are the quad-supervisor VSS roles:

In-chassis active (ICA) supervisor engines—The VSS active supervisor engine in one chassis and
the VSS standby supervisor engine in the other chassis are ICA supervisor engines.

If the VSS active ICA supervisor engine crashes, a switchover to the standby ICA supervisor engine
in other chassis occurs. Both VSS chassis remain active. All switching modules remain active.

In the chassis with the previously active ICA supervisor engine, an SSO switchover from the
previously active ICA supervisor engine to the ICS standby supervisor engine occurs and the ICS
takes over as the ICA. The failed ICA reloads and becomes the ICS.

You can verify the switchover mode of the supervisor engines by entering the show module
command.

In-chassis standby (ICS) supervisor engines—The other supervisor engines are ICS supervisor
engines. The supervisor engine uplinks ports are available to forward traffic.

~

Note  ICS supervisor engines do not support show commands. To avoid tracebacks, do not issue
show commands on ICS supervisor engines.
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If the supervisor engine PFC modes do not match then an ICS supervisor engine is reset to
ROMMON. Configure both chassis to run in the same PFC mode.

ICS supervisor engines boot in SSO standby mode, which fully initializes and configures the ICS
and maintains stateful feature and user session information.

To verify the switchover mode of the supervisor engines, enter the show module command.

When not in VSS quad supervisor engine mode, if you insert a supervisor engine to be an ICS | the
supervisor engine resets to update the supervisor engine number and then reboots before going
online.

Quad-supervisor SSO (VS40) supports eFSU upgrades. You can upgrade or downgrade your VSS
system using ISSU. See “How to Upgrade a VSS” section on page 11-56 for more information about
eFSU upgrades.

Interface Naming Convention

In VSS mode, interfaces are specified using switch number (in addition to slot and port), because the
same slot numbers are used on both chassis. For example, the interface 1/5/4 command specifies port 4
of the switching module in slot 5 of switch 1. The interface 2/5/4 command specifies port 4 on the
switching module in slot 5 of switch 2.

Software Features

With some exceptions, VSS mode has feature parity with non-VSS mode. Major exceptions include:
* VSS mode does not support supervisor engine redundancy within a chassis.

* Port-based QoS and PACLs can be applied to any physical port, except VSL ports. PACLs can be
applied to no more than 2,046 ports.

Hardware Requirements

e Chassis and Modules, page 11-11

e VSL Hardware Requirements, page 11-11

* PFC, DFC, and CFC Requirements, page 11-12

e Multichassis EtherChannel Requirements, page 11-12
e Service Module Support, page 11-12
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Table 11-1 VSS Hardware Requirements

Coun

Hardware t Requirements

Chassis 2 All chassis supported with Supervisor Engine 2T in

Cisco IOS Release 15.2SY support VSS mode.

Note .VSS is supported only between two chassis of Catalyst 6500
Series Switches or between two chassis of Catalyst 6800 Series
Switches, but not between a chassis of Catalyst 6500 Series
Switch and a chassis of Catalyst 6800 Series Switch. The two
chassis need not be identical as long as they both belong to the
same series switches.

Supervisor Engines | 2 Either two VS-SUP2T-10G or two VS-SUP2T-10G-XL supervisor

engines.

The two supervisor engines must match exactly.

Switching Modules | 2+ |VSS mode support as shown in the Release Notes.

In VSS mode, unsupported switching modules remain powered off.

VSL Hardware Requirements

Note

The VSL EtherChannel supports only 40-Gigabit and 10-Gigabit Ethernet ports. The ports can be located
on the supervisor engine (recommended) or on one of the following switching modules:

WS-X6904-40G-2T
WS-X6908-10GE
WS-X6816-10T-2T, WS-X6716-10T
WS-X6816-10G-2T, WS-X6716-10G
C6800-16P10G

We recommend that you use both of the 10-Gigabit Ethernet ports on the supervisor engines to create
the VSL between the two chassis.

You can add additional physical links to the VSL EtherChannel by using the 40-Gigabit or 10-Gigabit
Ethernet ports on switching modules that support the VSL.

When using the ports on a switching module that can operate in oversubscribed mode as VSL links,
you must operate the ports in performance mode, not in oversubscription mode. Enter the no
hw-module switch x slot y oversubscription port-group num command when configuring the
switching module. If you enter the no hw-module switch switch _number slot slot_number
oversubscription command to configure non-oversubscription mode (performance mode), then
only ports 1, 5, 9, and 13 are configurable; the other ports on the module are disabled.

Port-groups are independent of each other and one or more port-groups can operate in
non-oversubscribed mode for VSL with the unused ports administratively shutdown, while the
others can still operate in oversubscribed mode.
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PFC, DFC, and CFC Requirements

Switching modules with a CFC, DFC4, or DFC4XL support VSS mode.

With a PFC4, the VSS will automatically operate in PFC4 mode, even if some of the modules have a
DFC4XL. With a PFC4XL, but some modules equipped with a DFC4, you need to configure the VSS to
operate in PFC4 mode. The platform hardware vsl pfc mode non-xI configuration command sets the
system to operate in PFC4 mode after the next restart. See the “SSO Dependencies” section on

page 11-27 for further details about this command.

Multichassis EtherChannel Requirements

Physical links from any module with a CFC, DFC4, or DFC4XL can be used to implement a
Multichassis EtherChannel (MEC).

Service Module Support

¢ Application Control Engine (ACE):

— ACE20-MOD-K9

— ACE30-MOD-K9
* ASA Services Module: WS-SVC-ASA-SM1-K9
* Firewall Services Module (FWSM): WS-SVC-FWM-1-K9
¢ Network Analysis Module (NAM):

— WS-SVC-NAM-1

— WS-SVC-NAM-2

- WS-SVC-NAM3-6G-K9
*  Wireless Services Module (WiSM):

- WS-SVC-WISM-1-K9

- WS-SVC-WISM2

S

Note  Before deploying a service module in VSS mode, upgrade the module to the minimum supported release
in standalone mode. See the service module release notes for information about the minimum required
service module software version.
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Information about VSL Topology

A VSS is two chassis that communicate using the VSL, which is a special port group. Configure both of
the 10-Gigabit Ethernet ports on the supervisor engines as VSL ports. Optionally, you can also configure
the VSL port group to contain switching module 40- or 10-Gigabit Ethernet ports. This configuration
provides additional VSL capacity. See Figure 11-7 for an example topology.

Figure 11-7 VSL Topology Example

VSS Redundancy

e Overview, page 11-13

* RPR and SSO Redundancy, page 11-14
« Failed Chassis Recovery, page 11-15

e VSL Failure, page 11-15

e User Actions, page 11-16

Overview

A VSS operates stateful switchover (SSO) between the active and standby supervisor engines.
Compared to standalone mode, VSS mode has the following important differences in its redundancy
model:

e The active and standby supervisor engines are hosted in separate chassis and use the VSL to
exchange information.

» The active supervisor engine controls both chassis of the VSS. The active supervisor engine runs
the Layer 2 and Layer 3 control protocols and manages the switching modules on both chassis.

* The active and standby chassis both perform data traffic forwarding.

If the active supervisor engine fails, the standby supervisor engine initiates a switchover and assumes
the active role.

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY
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RPR and SSO Redundancy

The VSS normally runs stateful switchover (SSO) between the active and standby supervisor engines
(see Figure 11-8). The VSS determines the role of each supervisor engine during initialization.

Figure 11-8  Chassis Roles in VSS Mode

The VSS uses the VSL link to synchronize configuration data from the active to the standby supervisor
engine. Also, protocols and features that support high availability synchronize their events and state
information to the standby supervisor engine.

VSS mode operates with stateful switchover (SSO) redundancy if it meets the following requirements:
* Both supervisor engines are running the same software version.
e The VSL-related configuration in the two chassis matches.
e The PFC mode matches.
* SSO and nonstop forwarding (NSF) are configured on both chassis.

See the “SSO Dependencies” section on page 11-27 for additional details about the requirements for
SSO redundancy on a VSS. See Chapter 8, “Nonstop Forwarding (NSF)” for information about
configuring SSO and NSF.

With SSO redundancy, the supervisor engine in the standby chassis runs in hot standby state and is
always ready to assume control following a fault on the active supervisor engine. Configuration,
forwarding, and state information are synchronized from the active supervisor engine to the redundant
supervisor engine at startup and whenever changes to the active supervisor engine configuration occur.
If a switchover occurs, traffic disruption is minimized.

If a VSS does not meet the requirements for SSO redundancy, the VSS uses route processor redundancy
(RPR). In RPR mode, the active supervisor engine does not synchronize configuration changes or state
information with the standby. The standby supervisor engine is only partially initialized and the
switching modules on the standby supervisor are not powered up. If a switchover occurs, the standby
supervisor engine completes its initialization and powers up the switching modules. Traffic is disrupted
for approximately 2 minutes.

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY



| Chapter 11  Virtual Switching Systems

Information About Virtual Switching Systems ||

Failed Chassis Recovery

Note

VSL Failure

S

Note

If the active chassis or supervisor engine fails, the VSS initiates a stateful switchover (SSO) and the
former standby supervisor engine assumes the active role. The failed chassis performs recovery action
by reloading the supervisor engine.

If the standby chassis or supervisor engine fails, no switchover is required. The failed chassis performs
recovery action by reloading the supervisor engine.

The VSL links are unavailable while the failed chassis recovers. After the chassis reloads, it becomes
the new standby chassis and the VSS reinitializes the VSL links between the two chassis.

The switching modules on the failed chassis are unavailable during recovery, so the VSS operates only
with the MEC links that terminate on the active chassis. The bandwidth of the VSS is reduced until the
failed chassis has completed its recovery and become operational again. Any devices that are connected
only to the failed chassis experience an outage.

The VSS may experience a brief data path disruption when the switching modules in the standby chassis
become operational after the SSO.

After the SSO, much of the processing power of the active supervisor engine is consumed in bringing
up a large number of ports simultaneously in the standby chassis. As a result, some links might be
brought up before the supervisor engine has configured forwarding for the links, causing traffic to those
links to be lost until the configuration is complete. This condition is especially disruptive if the link is
an MEC link. Two methods are available to reduce data disruption following an SSO:

* You can configure the VSS to activate non-VSL ports in smaller groups over a period of time rather
than all ports simultaneously. For information about deferring activation of the ports, see the
“Configuring Deferred Port Activation During Standby Recovery” section on page 11-47.

*  You can defer the load sharing of the peer switch’s MEC member ports during reestablishment of
the port connections. See the “Failed Chassis MEC Recovery” section on page 11-18 for details
about load share deferral.

To ensure fast recovery from VSL failures, fast link notification is enabled in virtual switch mode on all
port channel members (including VSL ports) whose hardware supports fast link notification.

Fast link notification is not compatible with link debounce mechanisms. In virtual switch mode, link
debounce is disabled on all port channel members.

If a single VSL physical link goes down, the VSS adjusts the port group so that the failed link is not
selected.

If the standby chassis detects complete VSL link failure, it initiates a stateful switchover (SSO). If the
active chassis has failed (causing the VSL links to go down), the scenario is chassis failure, as described
in the previous section.

If only the VSL has failed and the active chassis is still operational, this is a dual-active scenario. The
VSS detects that both chassis are operating in active mode and performs recovery action. See the
“Dual-Active Detection” section on page 11-24 for additional details about the dual-active scenario.
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User Actions

From the active chassis command console, you can initiate a VSS switchover or a reload.
If you enter the reload command from the command console, the entire VSS performs a reload.
To reload only the standby chassis, use redundancy reload peer command.

To force a switchover from the active to the standby supervisor engine, use the redundancy
force-switchover command.

To reset the VSS standby supervisor engine or to reset both the VSS active and VSS standby supervisor
engines, use the redundancy reload shelf command.

Multichassis EtherChannels

e Overview, page 11-16
e MEC Failure Scenarios, page 11-17

Overview

A multichassis EtherChannel is an EtherChannel with ports that terminate on both chassis of the VSS
(see Figure 11-9). A VSS MEC can connect to any network element that supports EtherChannel (such
as a host, server, router, or switch).

At the VSS, an MEC is an EtherChannel with additional capability: the VSS balances the load across
ports in each chassis independently. For example, if traffic enters the active chassis, the VSS will select
an MEC link from the active chassis. This MEC capability ensures that data traffic does not
unnecessarily traverse the VSL.

Each MEC can optionally be configured to support either PAgP or LACP. These protocols run only on
the active chassis. PAgP or LACP control packets destined for an MEC link on the standby chassis are
sent across VSL.

An MEC can support up to eight active physical links, which can be distributed in any proportion
between the active and standby chassis.
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Figure 11-9 MEC Topology
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MEC Failure Scenarios

* Single MEC Link Failure, page 11-17

e All MEC Links to the Active Chassis Fail, page 11-17

» All MEC Links to the Standby Chassis Fail, page 11-18
e All MEC Links Fail, page 11-18

e Standby Chassis Failure, page 11-18

e Active Chassis Failure, page 11-18

» Failed Chassis MEC Recovery, page 11-18

~

Note  Configure the MEC with at least one link to each chassis. This configuration conserves VSL bandwidth
(traffic egress link is on the same chassis as the ingress link), and increases network reliability (if one
VSS supervisor engine fails, the MEC is still operational).

Single MEC Link Failure

If a link within the MEC fails (and other links in the MEC are still operational), the MEC redistributes
the load among the operational links, as in a regular port.

All MEC Links to the Active Chassis Fail

If all links to the active chassis fail, the MEC becomes a regular EtherChannel with operational links to
the standby chassis.

Data traffic terminating on the active chassis reaches the MEC by crossing the VSL to the standby
chassis. Control protocols continue to run in the active chassis. Protocol messages reach the MEC by
crossing the VSL.
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All MEC Links to the Standby Chassis Fail

All MEC Links Fail

If all links fail to the standby chassis, the MEC becomes a regular EtherChannel with operational links
to the active chassis.

Control protocols continue to run in the active chassis. All control and data traffic from the standby
chassis reaches the MEC by crossing the VSL to the active chassis.

If all links in an MEC fail, the logical interface for the EtherChannel is set to unavailable. Layer 2 control
protocols perform the same corrective action as for a link-down event on a regular EtherChannel.

On adjacent switches, routing protocols and Spanning Tree Protocol (STP) perform the same corrective
action as for a regular EtherChannel.

Standby Chassis Failure

If the standby chassis fails, the MEC becomes a regular EtherChannel with operational links on the
active chassis. Connected peer switches detect the link failures, and adjust their load-balancing
algorithms to use only the links to the active chassis.

Active Chassis Failure

Active chassis failure results in a stateful switchover (SSO). See the “VSS Redundancy” section on
page 11-13 for details about SSO on a VSS. After the switchover, the MEC is operational on the new
active chassis. Connected peer switches detect the link failures (to the failed chassis), and adjust their
load-balancing algorithms to use only the links to the new active chassis.

Failed Chassis MEC Recovery

When a failed chassis returns to service as the new standby chassis, protocol messages reestablish the
MEC links between the recovered chassis and connected peer switches.

Although the recovered chassis’ MEC links are immediately ready to receive unicast traffic from the
peer switch, received multicast traffic may be lost for a period of several seconds to several minutes. To
reduce this loss, you can configure the port load share deferral feature on MEC port channels of the peer
switch. When load share deferral is configured, the peer’s deferred MEC port channels will establish
with an initial load share of 0. During the configured deferral interval, the peer’s deferred port channels
are capable of receiving data and control traffic, and of sending control traffic, but are unable to forward
data traffic to the VSS. See the “Configuring Port Load Share Deferral on the Peer Switch” section on
page 11-49 for details about configuring port load share deferral.

Packet Handling

¢ Packet Handling Overview, page 11-19
» Traffic on the VSL, page 11-19

e Layer 2 Protocols, page 11-19

e Layer 3 Protocols, page 11-20

e SPAN Support with VSS, page 11-22
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Packet Handling Overview
In VSS mode, the active supervisor engine runs the Layer 2 and Layer 3 protocols and features for the
VSS and manages the DFC modules for both chassis.

The VSS uses the VSL to communicate system and protocol information between the peer chassis and
to carry data traffic between the two chassis.

Both chassis perform packet forwarding for ingress traffic on their local interfaces. VSS mode
minimizes the amount of data traffic that must traverse the VSL.

Traffic on the VSL

The VSL carries data traffic and in-band control traffic between the two chassis. All frames forwarded
over the VSL link are encapsulated with a special 32-byte header, which provides information for the
VSS to forward the packet on the peer chassis.

The VSL transports control messages between the two chassis. Messages include protocol messages that
are processed by the active supervisor engine, but received or transmitted by interfaces on the standby
chassis. Control traffic also includes module programming between the active supervisor engine and
switching modules on the standby chassis.

The VSS needs to transmit data traffic over the VSL under the following circumstances:
e Layer 2 traffic flooded over a VLAN (even for dual-homed links).

» Packets processed by software on the active supervisor engine where the ingress interface is on the
standby chassis.

» The packet destination is on the peer chassis, such as the following examples:

— Traffic within a VLAN where the known destination interface is on the peer chassis.

Traffic that is replicated for a multicast group and the multicast receivers are on the peer chassis.
— The known unicast destination MAC address is on the peer chassis.
— The packet is a MAC notification frame destined for a port on the peer chassis.

VSL also transports system data, such as NetFlow export data and SNMP data, from the standby chassis
to the active supervisor engine.

To preserve the VSL bandwidth for critical functions, the VSS uses strategies to minimize user data
traffic that must traverse the VSL. For example, if an access switch is dual-homed (attached with an
MEC terminating on both VSS chassis), the VSS transmits packets to the access switch using a link on
the same chassis as the ingress link.

Traffic on the VSL is load-balanced with the same global hashing algorithms available for
EtherChannels (the default algorithm is source-destination IP).

Layer 2 Protocols

* Layer 2 Protocol Overview, page 11-20

e Spanning Tree Protocol, page 11-20

e Virtual Trunk Protocol, page 11-20

e EtherChannel Control Protocols, page 11-20
e Multicast Protocols, page 11-20
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Layer 2 Protocol Overview

The active supervisor engine runs the Layer 2 protocols (such as STP and VTP) for the switching
modules on both chassis. Protocol messages that are transmitted and received on the standby chassis
switching modules must traverse the VSL to reach the active supervisor engine.

Spanning Tree Protocol

The active chassis runs Spanning Tree Protocol (STP). The standby chassis redirects STP BPDUs across
the VSL to the active chassis.

The STP bridge ID is commonly derived from the chassis MAC address. To ensure that the bridge ID
does not change after a switchover, the VSS continues to use the original chassis MAC address for the
STP Bridge ID.

Virtual Trunk Protocol

Virtual Trunk Protocol (VTP) uses the IP address of the switch and local current time for version control
in advertisements. After a switchover, VTP uses the IP address of the newly active chassis.

EtherChannel Control Protocols
Link Aggregation Control Protocol (LACP) and Port Aggregation Protocol (PAgP) packets contain a
device identifier. The VSS defines a common device identifier for both chassis to use.

A new PAgP enhancement has been defined for assisting with dual-active scenario detection. For
additional information, see the “Dual-Active Detection” section on page 11-24.

Multicast Protocols

With Release 15.1(1)SY1 and later releases, fast-redirect optimization makes multicast traffic
redirection between inter-chassis or intra-chassis line cards faster for Layer 2 trunk and Layer3
multichassis EtherChannel or distributed EtherChannel in case of member port link failure and recovery.
This operation occurs mainly when a member port link goes down (port leaves the EtherChannel) and
when the member port link goes up (port joins or rejoins the EtherChannel). Fast-redirect does not take
effect when you add or remove a member port due to a configuration change or during system boot up.

Layer 3 Protocols

» Layer 3 Protocol Overview, page 11-20
o [IPv4, page 11-21

e [Pv6, MPLS, and VPLS, page 11-21

e [IPv4 Multicast, page 11-21

« Software Features, page 11-22

Layer 3 Protocol Overview

The RP on the active supervisor engine runs the Layer 3 protocols and features for the VSS. Both chassis
perform packet forwarding for ingress traffic on their interfaces. If possible, ingress traffic is forwarded
to an outgoing interface on the same chassis, to minimize data traffic that must traverse the VSL.

Because the standby chassis is actively forwarding traffic, the active supervisor engine distributes
updates to the standby supervisor engine PFC and all standby chassis DFCs.
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The supervisor engine on the active chassis runs the IPv4 routing protocols and performs any required
software forwarding.

Routing updates received on the standby chassis are redirected to the active chassis across the VSL.

Hardware forwarding is distributed across all DFCs on the VSS. The supervisor engine on the active
chassis sends FIB updates to all local DFCs, remote DFCs, and the standby supervisor engine PFC.

All hardware routing uses the router MAC address assigned by the active supervisor engine. After a
switchover, the original MAC address is still used.

The supervisor engine on the active chassis performs all software forwarding (for protocols such as IPX)
and feature processing (such as fragmentation and TTL exceed). If a switchover occurs, software
forwarding is disrupted until the new active supervisor engine obtains the latest CEF and other
forwarding information.

In virtual switch mode, the requirements to support non-stop forwarding (NSF) are the same as in
standalone mode. See Chapter 8, “Nonstop Forwarding (NSF).”

From a routing peer perspective, EtherChannels remain operational during a switchover (only the links
to the failed chassis are down).

The VSS implements path filtering by storing only local paths (paths that do not traverse the VSL) in
the FIB entries. Therefore, IP forwarding performs load sharing among the local paths. If no local paths
to a given destination are available, the VSS updates the FIB entry to include remote paths (reachable
by traversing the VSL).

IPv6, MPLS, and VPLS

IPv4 Multicast

Note

The VSS supports IPv6 unicast, MPLS, and VPLS.

The IPv4 multicast protocols run on the active supervisor engine. Internet Group Management Protocol
(IGMP) and Protocol Independent Multicast (PIM) protocol packets received on the standby supervisor
engine are transmitted across VSL to the active chassis.

The active supervisor engine sends IGMP and PIM protocol packets to the standby supervisor engine in
order to maintain Layer 2 information for stateful switchover (SSO).

The active supervisor engine distributes multicast FIB and adjacency table updates to the standby
supervisor engine and switching module DFCs.

For Layer 3 multicast in the VSS, learned multicast routes are stored in hardware in the standby
supervisor engine. After a switchover, multicast forwarding continues, using the existing hardware
entries.

To avoid multicast route changes as a result of the switchover, we recommend that all links carrying
multicast traffic be configured as MEC rather than Equal Cost Multipath (ECMP).

In virtual switch mode, the active chassis does not program the multicast expansion table (MET) on the
standby chassis. The standby supervisor engine programs the outgoing interface hardware entries for all
local multicast receivers

If all switching modules on the active chassis and standby chassis are egress capable, the multicast
replication mode is set to egress mode; otherwise, the mode is set to ingress mode.
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In egress replication mode, replication is distributed to DFCs that have ports in outgoing VLANSs for a
particular flow. In ingress mode, replication for all outgoing VLANSs is done on the ingress DFC.

For packets traversing VSL, all Layer 3 multicast replication occurs on the ingress chassis. If there are
multiple receivers on the egress chassis, replicated packets are forwarded over the VSL.

Software Features
Software features run only on the active supervisor engine. Incoming packets to the standby chassis that
require software processing are sent across the VSL.

For features supported in hardware, the ACL configuration is sent to the TCAM manager on the active
supervisor engine, the standby supervisor engine, and all DFCs.

SPAN Support with VSS

The VSS supports all SPAN features for non-VSL interfaces. The VSS supports SPAN features on VSL
interfaces with the following limitations:

e VSL ports cannot be a SPAN destination.
e VSL ports cannot be an RSPAN, ERSPAN, or egress-only SPAN source.

« Ifa VSL port is configured as a local SPAN source, the SPAN destination interface must be on the
same chassis as the source interface.

» SPAN copies are always made on the chassis where the ingress port is located.
e Two VSLs cannot share the same SPAN session.
* A pair of LTL indices are used to avoid duplicate SPAN copies across VSL interfaces.

The number of SPAN sessions available to a VSS is the same as for a single chassis running in standalone
mode.

With a VSL port as a SPAN source, the following limitations apply:
* The SPAN destination must be on the same chassis.

* Port channel interfaces cannot be the SPAN destination.

System Monitoring

¢ Power Management, page 11-22

« Environmental Monitoring, page 11-23
e File System Access, page 11-23

» Diagnostics, page 11-23

» Service Modules, page 11-23

¢ Network Management, page 11-24

Power Management

You can control power-related functions for the standby chassis from the active chassis. For example,
use the (no) power enable switch command to control power to the modules and slots on the standby
chassis. Use the show power switch command to see the current power settings and status.
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Environmental Monitoring

Environmental monitoring runs on both supervisor engines. The standby chassis reports notifications to
the active supervisor engine. The active chassis gathers log messages for both chassis. The active chassis
synchronizes the calendar and system clock to the standby chassis.

File System Access

You can access file systems of both chassis from the active chassis. Prefix the device name with the
switch number and slot number to access directories on the standby chassis. For example, the command
dir sw2-slot6-diskO: lists the contents of disk0 on the standby chassis (assuming switch 2 is the standby
chassis). You can access the standby chassis file system only when VSL is operational.

Diagnostics
You can use the diagnostic schedule and diagnostic start commands on a VSS. In virtual switch mode,
these commands require an additional parameter, which specifies the chassis to apply the command.
When you configure a VSL port on a switching module or a supervisor engine module, the diagnostics
suite incorporates additional tests for the VSL ports.
Use the show diagnostic content command to display the diagnostics test suite for a module.

VSL Diagnostics

The following VSL-specific diagnostics tests are disruptive:
e TestVSActiveToStandbyLoopback
e TestVslBridgeLink
e TestVslLocalLoopback

The following VSL-specific diagnostics test is available for VSL ports on switching modules or the
supervisor engine. This test is not disruptive:

e TestVslStatus

Service Modules

The following system monitoring and system management guidelines apply to service modules
supported in VSS mode:

» The supervisor engine in the same chassis as the service module controls service module power up.
After service modules are online, you can initiate sessions from the active supervisor engine to the
service module.

» Use the session command to connect to a service module. If a service module is in the standby
chassis, the session runs over the VSL.

e The active chassis performs graceful shutdown of all service modules, including any in the standby
chassis.
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Network Management

e Telnet over SSH Sessions and the Web Browser User Interface, page 11-24
e SNMP, page 11-24

» Console Connections, page 11-24

Telnet over SSH Sessions and the Web Browser User Interface
VSS mode supports remote access using Telnet over SSH sessions and the Cisco web browser user
interface.
All remote access is directed to the active supervisor engine, which manages the VSS.

A VSS switchover disconnects Telnet over SSH sessions and web browser sessions.

SNMP
The SNMP agent runs on the active supervisor engine. CISCO-VIRTUAL-SWITCH-MIB is the MIB for
VSS mode and contains the following main components:
* cvsGlobalObjects — Domain #, Switch #, Switch Mode
» cvsCoreSwitchConfig — Switch Priority
» cvsChassisTable — Chassis Role and Uptime
e cvsVSLConnectionTable — VSL Port Count, Operational State
* cvsVSLStatsTable — Total Packets, Total Error Packets
e cvsVSLPortStatsTable — TX/RX Good, Bad, Bi-dir and Uni-dir Packets

Console Connections

Connect console cables to both supervisor engine console ports. The console on the standby chassis adds
the characters “-stdby” to the command line prompt to indicate that the chassis is operating in standby
mode. You cannot enter configuration mode on the standby chassis console.

The following example shows the prompt on the standby console:

Tqwvgt /uvEd{@"ujqy"uykvej"xktvwen

Uykvejmogfgrmmmmmmmnnnnnnnnnncnykeywen"Uykves
Xktvwen"uykve]j"fgockp"pwodgt "<"322

qucn" uykvej l|pwodgt nomnouwmwmwnn < n 3
Ngecn"uykvej"grgtcvkgpen"tgng< "Xktvwen"Uykve] "Uvepfd{
Rggt n uykvej l|pwodgt mmwmwwmwmnmnnn < n 4
Rggt"uykvej"grgtcvkgpen"tgng"<"Xktvwen"Uykvej"Cevkxg

Dual-Active Detection

¢ Dual-Active Detection Overview, page 11-25

e Dual-Active Detection Using Enhanced PAgP, page 11-25

e Dual-Active Detection Using Dual-Active Fast Hello Packets, page 11-25
¢ Recovery Actions, page 11-26
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Dual-Active Detection Overview

If the VSL fails, the standby chassis cannot determine the state of the active chassis. To ensure that
switchover occurs without delay, the standby chassis assumes the active chassis has failed and initiates
switchover to take over the active role.

If the original active chassis is still operational, both chassis are now active. This situation is called a
dual-active scenario. A dual-active scenario can have adverse affects on network stability, because both
chassis use the same IP addresses, SSH keys, and STP bridge ID. The VSS must detect a dual-active
scenario and take recovery action.

The VSS supports these two methods for detecting a dual-active scenario:

* Enhanced PAgP—Uses PAgP messaging over the MEC links to communicate between the two
chassis through a neighbor switch.

e dual-active fast-hello—Uses special hello messages over a backup Ethernet connection.
You can configure both detection methods to be active at the same time.

For line redundancy, we recommend dedicating at least two ports per switch for dual-active detection.
For module redundancy, the two ports can be on different switching modules in each chassis, and should
be on different modules than the VSL links, if feasible.

Dual-Active Detection Using Enhanced PAgP

If a VSS MEC terminates on a Cisco switch, you can run the port aggregation protocol (PAgP) on the
MEC. If enhanced PAgP is running on an MEC between the VSS and another switch running

Release 12.2(33)SXH] or a later release, the VSS can use enhanced PAgP to detect a dual-active
scenario.

The MEC must have at least one port on each chassis of the VSS. In VSS mode, PAgP messages include
anew type length value (TLV) that contains the ID of the VSS active switch. Only switches in VSS mode
send the new TLV.

When the VSS standby chassis detects VSL failure, it initiates SSO and becomes VSS active.
Subsequent PAgP messages to the connected switch from the newly VSS active chassis contain the new
VSS active ID. The connected switch sends PAgP messages with the new VSS active ID to both VSS
chassis.

If the formerly active chassis is still operational, it detects the dual-active scenario because the active ID
in the PAgP messages changes. This chassis initiates recovery actions as described in the “Recovery
Actions” section on page 11-26.

Dual-Active Detection Using Dual-Active Fast Hello Packets

To use the dual-active fast hello packet detection method, you must provision a direct Ethernet
connection between the two VSS chassis. You can dedicate up to four non-VSL links for this purpose.

The two chassis periodically exchange special Layer 2 dual-active hello messages containing
information about the switch state. If the VSL fails and a dual-active scenario occurs, each switch
recognizes from the peer’s messages that there is a dual-active scenario and initiates recovery actions as
described in the “Recovery Actions” section on page 11-26. If a switch does not receive an expected
dual-active fast hello message from the peer before the timer expires, the switch assumes that the link is
no longer capable of dual-active detection. For more information, see the “Configuring Enhanced PAgP
Dual-Active Detection” section on page 11-49.
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Recovery Actions

An active chassis that detects a dual-active condition shuts down all of its non-VSL interfaces (except
interfaces configured to be excluded from shutdown) to remove itself from the network, and waits in
recovery mode until the VSL links have recovered. You might need to physically repair the VSL failure.
When the shut down chassis detects that VSL is operational again, the chassis reloads and returns to
service as the standby chassis.

Loopback interfaces are also shut down in recovery mode. Do not configure loopback interfaces while
in recovery mode, because any new loopback interfaces configured in recovery mode will not be shut
down.

Note  If the running configuration of the chassis in recovery mode has been changed without saving, the
chassis will not automatically reload. In this situation, you must save the running configuration and then
reload manually.

VSS Initialization

e VSS Initialization Overview, page 11-26
e Virtual Switch Link Protocol, page 11-26
* SSO Dependencies, page 11-27

» Initialization Procedure, page 11-27

VSS Initialization Overview

A VSS is formed when the two chassis and the VSL link between them become operational. The peer
chassis communicate over the VSL to negotiate the chassis roles.

If only one chassis becomes operational, it assumes the active role. The VSS forms when the second
chassis becomes operational and both chassis bring up their VSL interfaces.

Virtual Switch Link Protocol

The Virtual Switch Link Protocol (VSLP) consists of several protocols that contribute to virtual switch
initialization. The VSLP includes the following protocols:

* Role Resolution Protocol—The peer chassis use Role Resolution Protocol (RRP) to negotiate the
role (active or standby) for each chassis.

¢ Link Management Protocol—The Link Management Protocol (LMP) runs on all VSL links, and
exchanges information required to establish communication between the two chassis. LMP
identifies and rejects any unidirectional links. If LMP flags a unidirectional link, the chassis that
detects the condition brings the link down and up to restart the VSLP negotiation. VSL moves the
control traffic to another port if necessary.
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SSO Dependencies

For the VSS to operate with SSO redundancy, the VSS must meet the following conditions:

» Identical software versions—Both supervisor engine modules on the VSS must be running the
identical software version.

* VSL configuration consistency—During the startup sequence, the standby chassis sends virtual
switch information from the startup-config file to the active chassis. The active chassis ensures that
the following information matches correctly on both chassis:

— Switch virtual domain

— Switch virtual node

— Switch priority

— VSL port channel: switch virtual link identifier

— VSL ports: channel-group number, shutdown, total number of VSL ports
— Power redundancy-mode

— Power enable on VSL modules

If the VSS detects a mismatch, it prints out an error message on the active chassis console and the
standby chassis comes up in RPR mode.

After you correct the configuration file, save the file by entering the copy running-config
startup-config command on the active chassis, and then restart the standby chassis.

*  PFC mode check—If both supervisor engines are provisioned with PFC4, the VSS will
automatically operate in PFC4 mode, even if some of the switching modules are equipped with
DFC4XLs.

However, if the supervisor engines are provisioned with PFC4XL and there is a mixture of DFC4
and DFC4XL switching modules, the system PFC mode will depend on how the DFC4XL and
DFC4XL switching modules are distributed between the two chassis.

Each chassis in the VSS determines its system PFC mode. If the supervisor engine of a given chassis
is provisioned with PFC4XL and all the switching modules in the chassis are provisioned with
DFC4XL, the PFC mode for the chassis is PFC4XL. However, if any of the switching modules is
provisioned with DFC4, the chassis PFC mode will be set to PFC4. If there is a mismatch between
the PFC modes of two chassis, the VSS will come up in RPR mode instead of SSO mode. You can
prevent this situation by using the platform hardware vsl pfc mode non-xl command to force the
VSS to operate in PFC4 mode after the next reload.

* SSO and NSF enabled—SSO and NSF must be configured and enabled on both chassis. For detailed
information on configuring and verifying SSO and NSF, see Chapter 8, “Nonstop Forwarding
(NSF).”

If these conditions are not met, the VSS operates in RPR redundancy mode. For a description of SSO
and RPR, see the “VSS Redundancy” section on page 11-13.

Initialization Procedure

e VSL Initialization, page 11-28
e System Initialization, page 11-28
¢ VSL Down, page 11-28
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VSL Initialization

System Initialization

VSL Down

A VSS is formed when the two chassis and the VSL link between them become operational. Because
both chassis need to be assigned their role (active or standby) before completing initialization, VSL is
brought online before the rest of the system is initialized. The initialization sequence is as follows:

1. The VSS initializes all cards with VSL ports, and then initializes the VSL ports.
2. The two chassis communicate over VSL to negotiate their roles (active or standby).

3. The active chassis completes the boot sequence, including the consistency check described in the
“SSO Dependencies” section on page 11-27.

4. If the consistency check completed successfully, the standby chassis comes up in SSO standby
mode. If the consistency check failed, the standby chassis comes up in RPR mode.

5. The active chassis synchronizes configuration and application data to the standby chassis.

If you boot both chassis simultaneously, the VSL ports become active, and the chassis will come up as
active and standby. If priority is configured, the higher priority switch becomes active.

If you boot up only one chassis, the VSL ports remain inactive, and the chassis comes up as active. When
you subsequently boot up the other chassis, the VSL links become active, and the new chassis comes up
as standby.

If the VSL is down when both chassis try to boot up, the situation is similar to a dual-active scenario.

One of the chassis becomes active and the other chassis initiates recovery from the dual-active scenario.
For further information, see the “Configuring Dual-Active Detection” section on page 11-49.

Default Settings for VSS

None.

How to Configure a VSS

» Configuring Easy VSS, page 11-29

» Converting to a VSS, page 11-30

« Displaying VSS Information, page 11-37

e Converting a VSS to Standalone Chassis, page 11-38

¢ Configuring VSS Parameters, page 11-39

» Configuring Multichassis EtherChannels, page 11-48

» Configuring Port Load Share Deferral on the Peer Switch, page 11-49
» Configuring Dual-Active Detection, page 11-49

» Configuring Service Modules in a VSS, page 11-53

e Viewing Chassis Status and Module Information in a VSS, page 11-56
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Configuring Easy VSS

How to Configure a VSS

Easy VSS mode allows the conversion of standalone switches into one virtual switching system (VSS)
using a single command.

The following prerequisites must be fulfilled for successful configuration of Easy VSS:

« Both the switches must be in standalone mode

« FEasy VSS mode must be enabled on both the switches

e CDP should be running between interfaces

Note o

Any manual configurations done using switch virtual domain domain id command will be lost.

* Onconverting a standalone switch into VSS, the switch boots with the system image (image version
displayed in the output of show version command) and not the image specified in the boot variable.

To configure Easy VSS mode, perform the following tasks on switch 1:

Command

Purpose

Uykve]j"*egphki+%"switch virtual easy

Enables easy VSS feature, you must enable this feature on both the switches.

Uykve]j"*egphki+%"switch convert mode
easy-virtual-switch links <interfacel>
[interface?......interface8]
[with-vsl-encryption]|[domain<id>]

The switch where this command is executed becomes switch 1.

List of interfaces is populated using CDP protocol. You can verify the list of
interfaces using switch convert mode easy-virtual-switch links? command

To configure Easy VSS mode, perform the following tasks on switch 2:

Command

Purpose

Uykve]"*egphki+%"switch virtual easy

Enables easy VSS feature, you must enable this feature on both the switches.

Easy VSS using with-vsl-encryption

For using with-vsl-encryption option, pairwaise master key (PMK) needs to be configured on both the

switches.

To configure Easy VSS with VSL encryption, perform the following tasks on switch 1:

Command

Purpose

Uykve]j"*eqgphki+%"switch virtual easy

Enables easy VSS feature, you must enable this feature on both the switches.

Uykvej"*egphki+%"end

Executes the configuration.

Uykve]%"switch pmk value

Configures PMK with the specified value.

Uykve]%"switch convert mode easy-virtual-switch
links interfacel <interface?......interface8>
with-vsl-encryption domain<id>

The switch where this command is executed becomes switch 1.

List of interfaces is populated using CDP protocol. You can verify the list of
interfaces using switch convert mode easy-virtual-switch links? command

To configure Easy VSS with VSL encryption, perform the following tasks on switch 2:
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Command Purpose

Uykvej"*egphki+%"switch virtual easy Enables easy VSS feature, you must enable this feature on both the switches.
Uykvej"*egphki+%"end Executes the configuration.

Uykvej % "switch pmk value Configures PMK with the specified value.

Verifying Easy VSS Configuration

This example shows how to verify that both switches are running in standalone mode:

Uykve]j"$ujgy"uykvej"xktvwcn
Uykvej"Ogfg"<"Uvcpfcngpg
Pgv"kp"Xktvwcen"Uykvej"ogfg"fwg"vg<
Fgockp"KF"ku"pgv"egphkiwtgf

This example shows how to verify if the connected interfaces are up:

Uykvej"sujqgy"kpvgthcegu"vgpIkicdkvGvjgtpgv"7137
VgpIlkicdkvGvjgtpgv7137"ku"wr. "nkpg"rtgvgegn"ku"wr"*egppgevgf+

This example shows how to verify that CDP is running fine between interfaces:

Uykvej"sujqgy"efr"pgkijdgtu
Ecrcdknkv{"Eqfgu<"T"/"Tqwvgt."V"/"Vtcpu"Dtkfig."D"/"Ugwteg"Tqwvg"Dtkfig
u"/"Uykvej."J"/"Jquv."K"/"KIOR."t"/"Tgrgcvgt."R"/"Rjqgpg .
F"/"Tgoqvg."E"/"EXVC."0"/"Vyq/rqtv"Oce"Tgnc
Fgxkeg"KF""nnnunniNgecn"Kpvtheg"""""Jgnfvog" " " "Ecrcdknkv{ " "Rncvhgto" "Rgtv"KF
Vgtogmmnnmmnmnnnnygpn7 37 nnnnmnnnn3yg . nnnnnwnnnnunn e pnyyngngg : ;2 /7
Vgven"efr'gpvtkgu" fkurnc{gf"<"3

This example shows the output of show switch virtual command:

Uykvej3"sujgy"uyk"xktvwen

Uykvej n Oqu" mmwmwmwmmwwmmnmmmnnnn < n thvwcn" Uykvej
Xktvwen"uykve]j"fgockp"pwodgt"<"4

Vgp" 7137

mmn qucn" uykvej l|pwodgt mmwmwmwmmmmmnn < n 3
Ngecn"uykvej"grgtcvkgpen"tgng<"Xktvwen"Uykvej "Cevkxg

Rggt n uy-kvej l|pwodgt mimwmwmwmmwwnnmnn < n 4

Rggt "uykvej"grgtcvkgpen"tgng"<"Xktvwen"Uykve] "Uvepfd{

This example shows the output of show switch virtual link command:

Uykvej3"%uj"uyk"xktvwen"nkpm

XUN"Uvcvwu"<"WR

XUN"Wrvkog"<"4"okpwvgu

XUN"UER"Rkpi"<"Rcuu

XUN"KEE"Rkpi"<"Rcuu

XUN"Egpvtgn"Nkpm"<"Vg317137

XUN"Gpet {rvkgp"<"Egphkiwtgf"Ogfg"/"Qp"Qrgtcvkgpcn"Ogfg" - Qp"/@XUN"gpet {rvkgp"jcu"dggp
gpcdngf

Converting to a VSS

» VSS Conversion Overview, page 11-31

» Backing Up the Standalone Configuration, page 11-32
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How to Configure a VSS

Configuring SSO and NSF, page 11-32

Assigning Virtual Switch Domain and Switch Numbers, page 11-33
Configuring the VSL Port Channel, page 11-34

Configuring the VSL Ports, page 11-34

Verifying the PFC Operating Mode, page 11-35

Converting the Chassis to Virtual Switch Mode, page 11-36
Auto-Configuring the Standby VSL Information, page 11-36
(Optional) Configuring Standby Chassis Modules, page 11-37

VSS Conversion Overview

S

Note

The standalone mode is the default operating mode (a single chassis switch). VSS mode combines two
standalone switches into one virtual switching system (VSS), operating in VSS mode.

When you convert two standalone switches into one VSS, all non-VSL configuration settings on the
standby chassis revert to default settings.

To convert two standalone chassis into a VSS, perform the following major activities:

Save the standalone configuration files.
Configure SSO and NSF on each chassis.
Configure each chassis as a VSS.
Convert to a VSS.

Configure the peer VSL information.

In the procedures that follow, the example commands assume the configuration shown in Figure 11-10.

Figure 11-10 Example VSS

A A
Cha_ssis A W { = TS5 l[\l 1572 4}6{' Cha_ssis B
(Switch 1) Rang \/ Pagll) (Switch 2)

Virtual switch link
(VSL)

181325

Two chassis, A and B, are converted into a VSS with virtual switch domain 100. 10-Gigabit Ethernet
port 5/1 on Switch 1 is connected to 10-Gigabit Ethernet port 5/2 on Switch 2 to form the VSL.
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Backing Up the Standalone Configuration

Save the configuration files for both chassis. These files are needed to revert to standalone mode from
virtual switch mode.

Switch 1 Task

Command Purpose
Step1  Uykvej/3%"eqr{"twppkpi/eqgphki"uvctvwr/eqphki (Optional) Saves the running configuration to startup
configuration.
Step2  Uykvej/3%"eqr{"uvctvwr/egphki" Copies the startup configuration to a backup file.
fkum2<qnf /uvetvwr/eqphki

Switch 2 Task
Command Purpose
Step1  Uykvej/4%"eqr{"twppkpi/egphki"uvetvwr/eqphki (Optional) Saves the running configuration to the
startup configuration file.
Step2  Uykvej/4%"eqr{"uvctvwr/egphki" Copies the startup configuration to a backup file.
fkum2<gnf/uvctvwr/egphki

Configuring SSO and NSF

SSO and NSF must be configured and enabled on both chassis.

Switch 1 Task

Command Purpose
Step1  Uykvej/3*egphki+%"tgfwpfcpe{" Enters redundancy configuration mode.
Step2  Uykvej/3*egphki/tgf+%"ogfg"uug" Configures SSO. When this command is entered, the

redundant supervisor engine is reloaded and begins to
work in SSO mode.

Step3  Uykvej/3*egphki/tgf+%"gzkv" Exits redundancy configuration mode.

Step4  Uykvej/3*eqgphki+%"tqwvgt"qurh"rtgeguukr" Enables an OSPF routing process, which places the
router in router configuration mode.

Step5  Uykvej/3*egphki/tqwvgt+%"puh" Enables NSF operations for OSPF.

Step 6  Uykvej/3*egphki/tgwvgt+%"gpf" Exits to privileged EXEC mode.

Step7  Uykvej/3%"ujqy"twppkpi/egphki" Verifies that SSO and NSF are configured and
enabled.

Step 8  Uykvej/3%"ujqy"tgfwpfcpe{"uvcvgu" Displays the operating redundancy mode.
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Step 1
Step 2

Step 3

Step 4

Step 5
Step 6
Step 7

Step 8

Switch 2 Task

How to Configure a VSS

Command

Purpose

Uykvej/4*egphki+%"tgfwpfcpe (

Enters redundancy configuration mode.

Uykvej/4*egphki/tgf+%"oqfg"uuq

Configures SSO. When this command is entered, the
redundant supervisor engine is reloaded and begins to
work in SSO mode.

Uykvej/4*eqgphki/tgf+%"gzkv

Exits redundancy configuration mode.

Uykvej/4*egphki+%"tqwvgt"qurh" rtgeguuKkF"

Enables an OSPF routing process, which places the
router in router configuration mode.

Uykvej/4*egphki/tgqwvgt+%"puh"

Enables NSF operations for OSPF.

Uykvej/4*egphki/tgwvgt+%"gpf

Exits to privileged EXEC mode.

Uykvej/4%"ujqy"twppkpi/egphki

Verifies that SSO and NSF are configured and
enabled.

Uykvej/4%"ujqy"tgfwpfcpe { "uvevgu

Displays the operating redundancy mode.

For detailed information on configuring and verifying SSO and NSF, see Chapter 8, “Nonstop

Forwarding (NSF).”

Assigning Virtual Switch Domain and Switch Numbers

Step 1
Step 2
Step 3

Step 1
Step 2
Step 3

Configure the same virtual switch domain number on both chassis. The virtual switch domain is a
number between 1 and 255, and must be unique for each VSS in your network (the domain number is
incorporated into various identifiers to ensure that these identifiers are unique across the network).
Within the VSS, you must configure one chassis to be switch number 1 and the other chassis to be switch

number 2.

Switch 1 Task

Command

Purpose

"Uykvej/3*egphki+%"uykvej"xktvwen"fqgockp"322

Configures the virtual switch domain on Chassis A.

"Uykvej/3*egphki/xu/fgockp+%"uykvej"3

Configures Chassis A as virtual switch number 1.

"Uykvej/3*egphki/xu/fgockp+%"gzkv

Exits config-vs-domain.

Switch 2 Task

Command

Purpose

"Uykvej/4*egphki+%"uykvej"xktvwen"fgockp"322"

Configures the virtual switch domain on Chassis B.

"Uykvej/4*egphki/xu/fgockp+%"uykvej"4

Configures Chassis B as virtual switch number 2.

o

"Uykvej/4*eqgphki/xu/fqockp+%"gzkv

Exits config-vs-domain.
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S

Note  The switch number is not stored in the startup or running configuration, because both chassis use the
same configuration file (but must not have the same switch number).

Configuring the VSL Port Channel

The VSL is configured with a unique port channel on each chassis. During the conversion, the VSS
configures both port channels on the active chassis. If the standby chassis VSL port channel number has
been configured for another use, the VSS comes up in RPR mode. To avoid this situation, check that
both port channel numbers are available on both of the chassis.

Check the port channel number by using the show running-config interface port-channel command.
The command displays an error message if the port channel is available for VSL. For example, the
following command shows that port channel 20 is available on Switch 1:

Uykvej/3"%$"ujqy"twppkpi/eqgphki"kpvgthceg"rqgtv/ejcppgn"42
' "Kpxcnkf"kprwv"fgvgevgf'cv") ') "octmgt0

Switch 1 Task

Command Purpose
Step1  "Uykvej/3*egphki+%"kpvgthceg"rgtv/ejcppgn"32 Configures port channel 10 on Switch 1.
Step2  "Uykvej/3*egphki/kh+%"uykvej"xktvwen"nkpm"3 Associates Switch 1 as owner of port channel 10.
Step3  "Uykvej/3*egphki/kh+3%"pg"ujwvEqyp Activates the port channel.
Step4  "Uykvej/3*egphki/kh+%"gzkv Exits interface configuration.

Switch 2 Task

Command Purpose
Step1  "Uykvej/4*egphki+%"kpvgthceg"rqgtv/ejcppgn'"42 Configures port channel 20 on Switch 2.
Step2  "Uykvej/4*egphki/kh+%"uykvej"xktvwen"nkpm"4 Associates Switch 2 as owner of port channel 20.
Step3  "Uykvej/4*egphki/kh+3%"pg"uijwvEqyp Activates the port channel.
Step4  "Uykvej/4*egphki/kh+3"gzkv Exits interface configuration mode.

Configuring the VSL Ports

You must add the VSL physical ports to the port channel. In the following example, 10-Gigabit Ethernet
ports 3/1 and 3/2 on Switch 1 are connected to 10-Gigabit Ethernet ports 5/2 and 5/3 on Switch 2. For
VSL line redundancy, configure the VSL with at least two ports per chassis. For module redundancy, the
two ports can be on different switching modules in each chassis.
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Step 1

Step 2
Step 3

Step 1

Step 2
Step 3

Switch 1 Task

How to Configure a VSS

Command

Purpose

Uykvej/3*egphki+%"kpvgthceg"tcpig"
vagpikicdkvgvijgtpgv 513/4

Enters configuration mode for interface range
tengigabitethernet 3/1-2 on Switch 1.

Uykvej/3*egphki/kh+%"ejcppgn/itqwr"32"oqfg"ap

Adds this interface to channel group 10.

Uykvej/3*egphki/kh+%"pg"ujwviqyp

Activates the port.

Switch 2 Task

Command

Purpose

Uykvej/4*egphki+%"kpvgthceg"tcpig"vgpikicdkvgvigtpgv"

714/5

Enters configuration mode for interface range
tengigabitethernet 5/2-3 on Switch 2.

Uykvej/4*egphki/kh+%"ejcppgn/itqwr"42"oqfg" ap

Adds this interface to channel group 20.

Uykvej/4*egphki/kh+%"pg"ujwvEqyp

Activates the port.

Verifying the PFC Operating Mode

Step 1

Step 2

Step 3

Step 4

Ensure that the PFC operating mode matches on both chassis. Enter the show platform hardware pfc
mode command on each chassis to display the current PFC mode. If only one of the chassis is in
PFC4XL mode, you can configure it to use PFC4 mode with the platform hardware vsl pfc mode

non-xl command.

Switch 1 Task

Command

Purpose

Uykvej/3%"ujqgy"rncvhgto"jectfyctg"rhe"ogfg"

Ensures that the PFC operating mode matches on both
chassis, to ensure that the VSS comes up in SSO
redundancy mode.

Uykvej/3*egphki+%"rncvhgto"jctfyctg"xun"rhe"ogqfg"
pap/zn"

(Optional) Sets the PFC operating mode to PFC4 on
Chassis A.

Switch 2 Task

Command

Purpose

Uykvej/4%"ujqy"rncvhgto"jctfyctg"rhe"ogfg"

Ensures that the PFC operating mode matches on both
chassis, to ensure that the VSS comes up in SSO
redundancy mode.

Uykvej/4*egphki+%"rncvhqto"jetfyctg"xun"rhe"ogfg"
pq:p/znn

(Optional) Sets the PFC operating mode to PFC4 on
Chassis B.
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Converting the Chassis to Virtual Switch Mode

Conversion to VSS mode requires a restart for both chassis. After the reboot, commands that specify
interfaces with module #/port # now include the switch number. For example, a port on a switching
module is specified by switch_#/module #/port #.

Before restarting, the VSS converts the startup configuration to use the switch_#module #/port #
convention. A backup copy of the startup configuration file is saved on the RP. This file is assigned a
default name, but you are also prompted to override the default name if you want to change it.

Switch 1 Task

Command Purpose

Uykvej/3%"uykvej"egpxgtv"oqfg"xktvwen" |Converts Switch 1 to virtual switch mode.

After you enter the command, you are prompted to confirm the action.
Enter yes.

The system creates a converted configuration file, and saves the file to the RP
bootflash.

Switch 2Task

Command Purpose

Uykvej/4%"uykvej"eqpxgtv"ogfg"xktvwen" |Converts Switch 2 to virtual switch mode.

After you enter the command, you are prompted to confirm the action.
Enter yes.

The system creates a converted configuration file, and saves the file to the RP
bootflash.

After you confirm the command (by entering yes at the prompt), the running configuration is
automatically saved as the startup configuration and the chassis reboots. After the reboot, the chassis is
in virtual switch mode, so you must specify interfaces with three identifiers
(switch_#/'module_#/port #).

Auto-Configuring the Standby VSL Information

The two chassis now form a VSS, and the system will auto-configure the standby VSL. After the merge
has completed successfully, enter all configuration commands for the VSS on the active chassis. The
startup configuration file is automatically synchronized to the standby chassis after the standby chassis
reaches the ready state. The VSSmode automatically merges the configuration information on the
standby chassis.

All non-VSL interface configurations on the standby chassis revert to the default configuration and
non-VSL related configurations are not merged. If you fail to perform any of the required configurations,
you will have to repeat the configuration on the active chassis. Auto-configuration merges these
commands for the standby chassis:

*  hw-module switch number slot number
« switch virtual domain number

o switch number priority priority
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* power redundancy-mode combined switch number
* no power enable switch num module number
» interface port-channel num switch virtual link number

« interface type switch_#/slot #/port_# channel-group number mode on

(Optional) Configuring Standby Chassis Modules

Note

After the reboot, each chassis contains the module provisioning for its own slots. In addition, the
modules from the standby chassis are automatically provisioned on the active chassis with default
configuration.

Configurations for the standby chassis modules revert to their default settings (for example, no IP
addresses).

You can view the module provisioning information in the configuration file, by entering the show
startup-config command (after you have saved the configuration).

Do not delete or modify this section of the configuration file. In Cisco IOS Release 12.2(50)SY and later
releases, you can no longer add module provisioning entries using the module provision CLI command.
When a module is not present, the provisioning entry for that module can be cleared using the no slot
command with the module provision CLI command. Note that the VSS setup does not support the
module clear-config command.

The following example shows the module provisioning information from a configuration file:

ogfwng"rtgxkukgp"uykvej"3"

"ungv"3"ungv/v{rg"36: "rgqtv/v{rg"82"pwodgt"6" "xktvwcn/ungv"39"
"ungv"4"unqgv/v{rg"359"rqtv/v{rg"53"pwodgt"38" "xktvwcn/unqv"3:"
"ungv"5"ungv/v{rg"449"rgtv/v{rg"82"pwodgt": ""xktvwcn/ungv"3; "
"ungv"6"ungv/v{rg"447"rqtv/v{rg"83"pwodgt"6: ""xktvwen/ungv"42"
"ungv"7"ungv/v{rg":4"rqgtv/v{rg"53"pwodgt "4 " "xktvwcn/ungv"43"
ogfwng"rtgxkukgp"uykvej"4"

"ungv"3"ungv/v{rg"36: "rgtv/v{rg"82"pwodgt"6" "xktvwcn/ungv"55"
"ungv"4"ungv/v{rg"449"rqtv/v{rg"82"pwodgt": ""xktvwcn/ungv"56"
"ungv"5"ungv/v{rg"359"rqtv/v{rg"53"pwodgt"38" "xktvwen/ungqv"57"
"ungv"6"ungv/v{rg"447"rqtv/v{rg"83"pwodgt"6: ""xktvwen/ungv"58"
"ungv"7"ungv/v{rg":4"rqgtv/v{rg"53"pwodgt "4 " "xktvwcn/ungv"59"

Displaying VSS Information

These commands display basic information about the VSS:

Command Purpose
ujqy"uykvej"xktvwen" Displays the virtual switch domain number, and the switch number and role for each of the
chassis.

ujqy"uykvej "xktvwen"tang" |Displays the role, switch number, and priority for each of the chassis in the VSS.

ujqy"uykvej "xktvwen"nkpm" |Displays the status of the VSL.
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The following example shows the information output from these commands:

Tgwvgt$"ujqgy"uykve]j"xktvwecn"

Uykvej n Oqu" nmpnwmwwEwnnnnnnnn < n thvwcn" Uykvej
Xktvwen"uykve]j"fgockp"pwodgt"<"322

qucnﬂ uykvej l|pwodgt nowpwwwmwnnn < n 3
Ngecn"uykvej"grgtcvkgpen"tgng<"Xktvwen"Uykve]j "Cevkxg
Rggt n uykve] llpwodgt LIUNURIRURINUR IR IR}

Rggt "uykvej"grgtcvkgpen"tgng" <"Xktvwen"Uykvej "Uvepfd{

Tagwvgt$"ujqy"uykvej"xktvwen"tgng"

Uykvej nn Uykvej "Uvevwu" "Rtggorv wan "Rtkqtkv{ " "ang wawnnn Uguukqp "KE
[IRTRIRTR IR TR PWOdgt [IRTRINTR IR TR "Qrgt*Eqph+"Qrgt*Eqph+" URIRINIRIN N "qucn" " Tgoq‘v'g
L10777777 77777777777 7777777777777777777777777777777777777777777777
NQECN""mu3mnunnngRunnnn n fONUG*P+" " "322%3224 " WCEVKXG"n2nnnnnngunnn
TGOQVG"MmgnuunnnyRruunnn nfgfCNUG*P+"""322*3224+" "UVCPFD ["" ;37" "3;;3

Kp"fwcn/cevkxg"tgegxgt { "ogfg<"Pg

Tgwvgt % "ujqy"uykvej"xktvwen"nkpm"
XUN"Uvcvwu<"WR
XUN"Wrvkog<"é6"jgwtu. "48"okpwvgu
XUN"UER"Rkpi<"Rcuu"QM
XUN"KEE"*Rkpi+<"Rcuu
XUN"Egpvtgn"Nkpm<"Vg"31713

Converting a VSS to Standalone Chassis

* Copying the VSS Configuration to a Backup File, page 11-38
e Converting the Active Chassis to Standalone, page 11-38
¢ Converting the Peer Chassis to Standalone, page 11-39

Copying the VSS Configuration to a Backup File

Save the configuration file from the active chassis. You may need this file if you convert to virtual switch
mode again. You only need to save the file from the active chassis, because the configuration file on the

standby chassis is identical to the file on the active chassis.

Command

Purpose

Step 1 Uykvej/3%"eqr{"twppkpi/eqphki"uvctvwr/eqphki

that you want to preserve.

(Optional) Saves the running configuration to startup
configuration. This step is only required if you there
are unsaved changes in the running configuration

Step2  Uykvej/3%"eqr{"uvctvwr/egphki" fkum2<xu/uvctvwr/eqphki

Copies the startup configuration to a backup file.

Converting the Active Chassis to Standalone

When you convert the active chassis to standalone mode, the active chassis removes the provisioning
and configuration information related to VSL links and the peer chassis modules, saves the configuration
file, and performs a reload. The chassis comes up in standalone mode with only the provisioning and

configuration data relevant to the standalone system.

r Supervisor Engine 2T Software Configuration Guide, Release 15.2SY



| Chapter 11  Virtual Switching Systems

How to Configure a VSS

The standby chassis of the VSS becomes active. VSL links on this chassis are down because the peer is
no longer available.

To convert the active chassis to standalone mode, perform this task on the active chassis:

Command Purpose

Uykvej/3%"uykvej"eqgpxgtv"ogfg"uvepf/cngpg" | Converts Switch 1 to standalone mode.

After you enter the command, you are prompted to
confirm the action. Enter yes.

Converting the Peer Chassis to Standalone

When you convert the new active chassis to standalone mode, the chassis removes the provisioning and
configuration information related to VSL links and the peer chassis modules, saves the configuration file
and performs a reload. The chassis comes up in standalone mode with only its own provisioning and
configuration data.

To convert the peer chassis to standalone, perform this task on the standby chassis:

Command Purpose

Uykvej/4%"uykvej"egpxgtv"ogfg"uvepf/cngpg" |Converts Switch 2 to standalone mode.

After you enter the command, you are prompted to
confirm the action. Enter yes.

Configuring VSS Parameters

» Configuring VSL Switch Priority, page 11-40

» Configuring the PFC Mode, page 11-41

« Configuring a VSL, page 11-41

e Configuring VSL Encryption, page 11-42

¢ Displaying VSL Information, page 11-44

» Configuring VSL QoS, page 11-45

e Subcommands for VSL Port Channels, page 11-45

e Subcommands for VSL Ports, page 11-46

e Configuring the Router MAC Address Assignment, page 11-46
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Configuring VSL Switch Priority

To configure the switch priority, perform this task:

Command Purpose
Step1  Tqwvgt*egphki+%"uykvej"xktvwcn"fqockp"322 Enters configuration mode for the virtual switch
domain.
Step2  Tgwvgt*egphki/xu/fgockp+%"uykvej"]13"~"4_"rtkqtkv{” Configures the priority for the chassis. The switch
] rtkgtkv{apwo

with the higher priority assumes the active role. The
range is 1 (lowest priority) to 255 (highest priority);
the default is 100.

Note

» The new priority value only takes effect after you
save the configuration and perform a reload of
the VSS.

 If the higher priority switch is currently in
standby state, you can make it the active switch
by initiating a switchover. Enter the redundancy
force-switchover command.

e The show switch virtual role command displays
the operating priority and the configured priority
for each switch in the VSS.

¢ The no form of the command resets the priority
value to the default priority value of 100. The
new value takes effect after you save the
configuration and perform a reload.

Note  If you make configuration changes to the switch priority, the changes only take effect after you save the
running configuration to the startup configuration file and perform a reload. The show switch virtual
role command shows the operating and configured priority values. You can manually set the standby
switch to active using the redundancy force-switchover command.

This example shows how to configure virtual switch priority:
Tgwvgt*egphki+%"uykvej"xktvwen"fqgockp"322"
Tgwvgt*egphki/xu/fgockp+3%"uykvej"3"rtkqtkv{"422
Tqwvgt*egphki/xu/fqockp+%"gzkv

This example shows how to display priority information for the VSS:

Tagwvgt$"ujqgy"uykve]j "xktvwen"tang

Uykvej nn Uykvej n chku nn Rtggorv mmwmn Rtkqtkv{ nn ang mmwmn "Uguukqp n KF
mwwnwwnnpyodgt i nngrgt *Egqph+ "Qrgt *Eqph+ " "t nNgecn " "Tgoqvg
L1170 070077077777777777777777777777777777777777777777777777777777
NQECN" nn "3" mmn IIWR" mmwmn "HCNUG*P+" n "322*422+" IICEVK}(G" n "2" mmwmn "2" nn
TGOQVGH n l|4l| mmnn I|WRI| mmwmmn I|HCNUG*P+I| n l|322*322+l| I|UVCPFD[I| n :37: nn l|3’. ’.3

Kp"fwen/cevkxg"tgegxgt { "ogfg<"Pg
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Configuring the PFC Mode

If you have a mixture of DFC4 and DFC4XL switching modules in the VSS, set the PFC mode by
performing this task:

Command Purpose

Tqwvgt*egphki+%"rnevhqto"jetfyctg"xun"rhe" |Sets the PFC configuration mode for the VSS to
oqfg"pgp/zn" PFC4.

Note This command requires a system reload
before it takes effect.

This example shows how to set the PFC configuration mode for the VSS to PFC4. You can wait until the
next maintenance window to perform the reload command.

Tgwvgt *egphki+%"rncvhgto"jctfyctg"xun"rhe"ogfg"pgp/zn

Tagwvgt *eqgphki+%"gpf
Tgwvgt$"tgngef

If all the supervisor engines and switching modules in the VSS are XL, the following warning is
displayed if you set the PFC mode to PFC4:

Tgwvgt*egphki+%"rnevhqto"jctfyctg"xun"rhe"ogfg"pap/zn
RHE"Rtghgttgf"Ogqfg<"RHE6ZNO"Vig" fkuetgrcpe{ "dgvyggp"Qrgtcvkpi"Ogfg"cpf
Rtghgttgf"Ogfg"eqwnf"dg"fwg"vg"RHE"ogfg"eqgphki0" [qwt "U{uvgo"jcu"cnn"RHE6ZN" ogfwngu0
Tgogxg") "rncvhgto"jetfyctg"xun"rhe"ogfg"pgp/zn") "htgo"ingden"egphkio

This example shows how to display the operating and configured PFC modes:

Tgwvgt$"ujqy"rncvhgto"jctfyctg"rhe"ogfg
RHE"grgtcvkpi"ogfg"<"RHE6
Egphkiwtgf "RHE"grgtcvkpi"ogfg"<"RHE6

Configuring a VSL

Step 1

Step 2

To configure a port channel to be a VSL, perform this task:

Command Purpose

Tqwvgt *eqphki+%"kpvgthceg"rqtv/ejcppgn" e jcppgnapwo Enters configuration mode for the specified port
channel.

Tqwvgt*egphki/kh+%"uykve]"xktvwen"nkpm" uykvejapwo Assigns the port channel to the virtual link for the
specified switch.

~

Note

We recommend that you configure the VSL prior to converting the chassis into a VSS.

This example shows how to configure the VSL:

Uykvej/3*egphki+%"kpvgthceg"rqtv/ejcppgn"32"
Uykvej/3*egphki/kh+%"uykve]"xktvwen"nkpm"3
Uykvej/3*egphki/kh+%"pg"ujwvEqyp
Uykvej/3*egphki+%"kpvgthceg"vgpIkicdkvGvigtpgv"713
Uykvej/3*egphki/kh+%"ejcppgn/itqwr"32"ogfg"qgp
Uykvej/3*egphki/kh+%"pg"ujwvEqyp
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Uykvej/4*egphki+%"kpvgthceg"rqgtv/ejcppgn"47"
Uykvej/4*egphki/kh+%"uykvej"xktvwen"nkpm"4
Uykvej/4*egphki/kh+%"pgq"ujwvEqyp
Uykvej/4*egphki/kh+%"kpvgthceg"vgpIkicdkvGvigtpgv"714
Uykvej/4*egphki/kh+%"ejcppgn/itqwr"47"ogfg"qgp
Uykvej/4*egphki/kh+%"pgq"ujwvEqyp

Configuring VSL Encryption

* VSL Encryption Overview, page 11-42

e VSL Encryption Restrictions, page 11-42

e Configuring the VSL Encryption Key, page 11-43
¢ Enabling VSL Encryption, page 11-43

» Displaying the VSL Encryption State, page 11-44

VSL Encryption Overview

Cisco IOS Release 15.2SY supports HW-based encryption on a VSL configured on a
Supervisor Engine 2T or WS-X6908-10GE switching module. VSL encryption uses an encryption key

that you manually configure. The encryption key is stored securely.

VSL Encryption Restrictions

e VSL encryption requires a MACSec license on each chassis.

» The chassis must be rebooted to configure an encryption key or enable VSL encryption.

¢ You enter the encryption key on the active chassis. You cannot enter the encryption key on the

standby chassis.

« Ifitis acceptable to send the key as plain text over the VSL to the other chassis, then you can allow
one chassis to send the key to the other chassis. For maximum security, configure the encryption key

on each chassis.
e There are no show commands that display the encryption key.
* You cannot remove the encryption key while VSL encryption is enabled.

» The following commands take effect after a reboot:

— To remove the encryption key, enter the clear switch pmk EXEC mode command.

— To disable VSL encryption, enter the no vsl-encryption virtual switch domain configuration

submode command.

« If the encryption key and VSL encryption state on the two chassis do not match, the VSL does not

transition to the link-up state.
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* In VSS mode, you cannot configure the FIPS encryption mode without VSL encryption. To avoid a
system shutdown, enable VSL encryption before you enable FIPS encryption mode. (CSCts96040,
CSCtx58304)

Configuring the VSL Encryption Key

To configure the VSL encryption key, perform this task:

Command Purpose

Tqwvgt$ "uykvej"rom"gpet {rvkgpamg (" Configures the VSL encryption key.

e encryption_key is a hexadecimal string up to
32 characters (256 bits).

*  Youwill be asked if you want to automatically
synchronize the encryption key. If you do not
automatically synchronize the encryption key,
configure the same encryption key on the
other chassis.

This example show how to configure a VSL encryption key:

Tqwvgt%"uykvej"rom" gpet { rvkgpamg{"

Mg { "ghhgevkxg"qgpn{ "wrgp"tgdgqgv"cpf "yknn"gxgttkfg"gnf"XUN"ROMO
Mg{"pggfu"vg"dg"rtgxkukgpgf "gp"dgvj "XUU"uykvejguo
Yctpkpi"/"Ugpfkpi"vig"mg{ "vg"uvecpfd{ "yknn"ecwug"vjg"mg{ "vgq"dg"ugpv"gxgt "cp"wpgpet { rvgf "XUN"
nkpmO0"

Fq" {qw"ycpv"vqg"cwvgocvkecnn{ "u{pejtgpk|g"vig"mg{"] {gulpg A

Enabling VSL Encryption

To enable VSL encryption, perform this task:

Command Purpose
Step1  Tgwvgt*egphki+%"uykvej"xktvwen"fgockp" fgockpakt™ Enters VSS configuration mode.
Step2  Tgwvgt*egphki/xu/fgockp+%"xun/gpet {rvkqp" Enables VSL encryption.

This example shows how to enable VSL encryption:

Tgwvgt *egphki+% "uykvej"xktvwen" fgockp" fgockpakf"
Tqwvgt *egphki/xu/fqgockp+% "xun/gpet {rvkgp"

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY
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Note « If you manually configure the encryption key on each chassis:
— Configure the encryption key on the active chassis.
— Reboot the active chassis; the standby chassis becomes active.
— Configure the encryption key on new active chassis.
— Enable VSL encryption.
— Reboot the entire VSS.

« If you allow the encryption key to be sent to the standby chassis, reboot the entire VSS after
configuring the encryption key and enabling VSL encryption on the active chassis.

Displaying the VSL Encryption State

This example shows how to display the VSL encryption state:

Tqwvgt$"ujqy"uykvej "xktvwen"nkpm" ~"kpenwfg"Gpet { rvkap"
XUN"Gpet {rvkgp"<"Egphkiwtgf"Ogfg"/"Qp. "Qrgtcvkgpcn"Ogfg" /"Qp"

Displaying VSL Information

To display information about the VSL, perform one of these tasks:

Command Purpose

Tawvgt$"ujqy"uykvej "xktvwen"nkpm" Displays information about the VSL.

Tqwvgt$"ujqy"uykve] "xktvwen"nkpm"rgtv/ejcppgn |Displays information about the VSL port channel.

Tqwvgt$"ujqy"uykve]j "xktvwen"nkpm"rqtv Displays information about the VSL ports.

This example shows how to display VSL information:

Tgwvgt % "ujqy"uykvej"xktvwen"nkpm"
XUN"Uvcvwu'"<"WR
XUN"Wrvkog"<"3"fc{."5"jqwtu."5; "okpwvgu
XUN"UER"Rkpi"<"Rcuu
XUN"KEE"Rkpi"<"Rcuu
XUN"Egpvtgn"Nkpm"<"Vg"31713"

Tagwvgt%"ujqy"uykvej"xktvwen"nkpm"rqgtv/ejcppgn
XUN"Rgtv"Ejcppgn"Kphgtocvkgp

aniu<""F"/"fqyp""""""""R"/"dwpfngf"kp"rqtv/ejcppgn
""""""""K"/"uvcpf/cnqu"u"/"uwurgpfgf
""""""""J"/"qu/uvcpfd{"*NCER"qpn{+
""""""""T"/"Nc{gt5""""""U"/"Nc{gt4
""""""""W"/"kp"wug""""""P"/"pqv"kp"wug."pq"ciitgicvkqp
nwuwmwnwnn llhll / llhckngf "Vq llcnnqecvg llciitgicvqt

""""""""O"/"pqv"kp"wug."pq"ciitgicvkqp"fwg"vq"okpkowo"nkpmu"pqv"ogv

""""""""o"/"pqv"kp"wug."rqtv"pqv"ciitgicvgf"fwg"vq"okpkowo"nkpmu"pqv"ogv

""""""""w"/"wpuwkvcdng"hqt"dwpfnkpi
""""""""y"/"yckvkpi"Vq"dg"ciitgicvgf

Itgwr""Rgtv/ejcppgn" "Rtgvgegn" " " "Rgtvu
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Configuring VSL QoS

The VSS automatically configures VSL ports for trust CoS, using default CoS mappings (you cannot
change the mappings on VSL ports).

For switching modules that support per-ASIC configuration, the VSL configuration applies to all ports
on the same ASIC (including any non-VSL ports).

The VSS disables the QoS commands on VSL ports (and any non-VSL ports on the same ASIC). For
example, you cannot use QoS queuing or map commands on VSL ports.

To ensure that all eight QoS receive queues are enabled for the 10-Gigabit Ethernet ports on the
supervisor engine, enter the platform qos 10g-only global configuration command.

In Cisco I0S Release 12.2(50)SY and later releases, when the platform qos 10g-only command is
entered and only one of the two 10-Gigabit Ethernet ports on the supervisor engine is a VSL port, the
non-VSL 10-Gigabit Ethernet port can be configured for QoS.

Subcommands for VSL Port Channels

On a VSL port channel, only a subset of interface subcommands are available in the command console.
Table 11-2 describes the available interface subcommands.

Table 11-2  Interface Subcommands for VSL Port Channels

Subcommand Description
default Sets a command to its defaults.
description Enters a text description for the interface.
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Table 11-2  Interface Subcommands for VSL Port Channels (continued)

Subcommand Description

exit Exits from interface configuration mode.

load-interval Specifies interval for load calculation for an
interface.

logging Configures logging for interface.

platform Specifies platform-specific command.

no Disables a command, or sets the command
defaults.

shutdown Shuts down the selected interface.

switch virtual link Specifies the switch associated with this port
channel.

vslp Specifies VSLP interface configuration
commands.

Subcommands for VSL Ports

If a port is included in a VSL port channel, only a subset of interface subcommands are available in the
command console. Table 11-3 describes the available interface subcommands.

Table 11-3  Interface Subcommands for VSL Ports

Subcommand Description

channel-group Adds the interface to the specified channel group.

default Sets a command to its defaults.

description Adds a description to the interface.

exit Exits from interface configuration mode.

load-interval Specifies interval for load calculation for an
interface.

logging Configures logging for the interface.

no Disables a command, or sets the command
defaults.

shutdown Shuts down the selected interface.

Configuring the Router MAC Address Assignment

When the VSS is started for the first time, the initial active supervisor engine assigns a router MAC
address for the VSS. By default, the supervisor engine assigns a MAC address from its own chassis.
After a switchover to the second chassis, the VSS continues to use the MAC address from the previously
active chassis as the router MAC address.

In the rare case where both chassis later become inactive and then start up with the second supervisor

engine becoming the initial active supervisor engine, the VSS will start up with a router MAC address
from the second chassis. Other Layer 2 hosts that do not respond to GARP and are not directly connected
to the VSS will retain the earlier router MAC address of the VSS, and will not be able to communicate

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY
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with the VSS. To avoid this possibility, you can configure the VSS to assign a router MAC address from
a reserved pool of addresses with the domain ID encoded in the last octet of the MAC address, or you
can specify a MAC address.

If you change the router MAC address, you must reload the virtual switch for the new router MAC
address to take effect.
To specify that the router MAC address is assigned from a reserved pool of domain-based addresses,
perform this task:
Command Purpose
Step1  Tqwvgt*egphki+%"uykvej"xktvwen"fqockp" fgockpakf Enters VSS configuration mode.
Step2  Tqwvgt*egphki/xu/fqgockp+%"oce"cfftguu"wug/xktvwen" The router MAC address is assigned from a reserved
pool of domain-based addresses.

Note  The no form of this command reverts to the
default setting, using a MAC address from
the backplane of the initial active chassis.

To specify a router MAC address, perform this task:
Command Purpose
Step1  Tgwvgt*egphki+%"uykvej"xktvwen"fgockp" fgockpakf Enters VSS configuration mode.
Step 2  Tqwvgt*egphki/xu/fgockp+%"oce"cfftguu"oceactftguu The router MAC address is specified in three 2-byte
hexadecimal numbers.

This example shows how to configure router MAC address assignment from a reserved pool of
domain-based addresses:

Tgwvgt*egphki+%"uykvej"xktvwen"fqgockp"477"
Tgwvgt*egphki/xu/fgockp+%"oce"cfftguu"wug/xktvwen"
The following example shows how to specify the router MAC address in hexadecimal format:

Tgwvgt*egphki+%"uykvej"xktvwen" fqockp"477"
Tqwvgt*egphki/xu/fqgockp+%"oce"cfftguu"2345067890: ;cd"

Configuring Deferred Port Activation During Standby Recovery

Instead of allowing all ports to be activated simultaneously when a failed chassis is restarted as the
standby chassis, you can configure the system to defer activation of non-VSL ports and then activate the
ports in groups over a period of time.
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To specify deferred port activation, perform this task:

Command

Purpose

Tqgwvgt*egphki+% "uykvej"xktvwen" fgockp"3

Enters VSS configuration mode.

Tqgwvgt*egphki/xu/fqockp+% "uvep£d{"rqtv"
fgne{" fgnc{/vkog

Specifies that the port activation will be initially
deferred and then performed in cycles.

For delay-time, specify the period in seconds
before port activation will begin. The range is 30
to 3600.

Tgwvgt*egphki/xu/fgockp+%"uvepfd{ "rqtv"
dtkpiwr"pwodgt"e{eng/vkog

Specifies the number of ports to be activated per
cycle and the waiting time between cycles.

For number, specify the number of ports to be
activated per cycle. The range is 1 to 100. The
default value is 1 port.

For cycle-time, specify the period in seconds
between cycles. The range is 1 to 10. The default
value is 1 second.

This example shows how to configure port activation to be deferred by 120 seconds, then activated in

groups of 20 ports every 5 seconds:

Tgwvgt*egphki+%"uykvej"xktvwen"£qgockp"3"

Tqwvgt *egphki/xu/fqockp+% "uvepfd{"rqtv"fgnc{"342
Tqwvgt *egphki/xu/fqgockp+% "uvepfd{"rqtv"dtkpiwr"42"7

Configuring Multichassis EtherChannels

Configure multichassis EtherChannels (MECs) as you would for a regular EtherChannel. The VSS will
recognize that the EtherChannel is an MEC when ports from both chassis are added to the EtherChannel.
You can verify the MEC configuration by entering the show etherchannel command.

One VSS supports a maximum of 512 port channels.

Note  Releases earlier than Cisco IOS Release 12.2(50)SY support a maximum of 128 port channels.
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Configuring Port Load Share Deferral on the Peer Switch

To configure the load share deferral feature for a port channel, perform this task on the switch that is an

MEC peer to the VSS:
Command Purpose
Step1  Tqwvgt*egphki+%"rgtv/ejcppgn"ngcf/fghgt"vkog (Optional) Configures the port load share deferral
interval for all port channels.
e time—The time interval during which load sharing is
initially O for deferred port channels. The range is 1
to 1800 seconds; the default is 120 seconds.
Step2  Tqwvgt*egphki+%'kpvgthceg"rqtv/ejcppgn" Enters interface configuration mode for the port channel.
ejcppgn/pwo
Step3  Tqwvgt*egphki/kh+%"rqtv/ejcppgn"rqtv'ngcf/fghgt Enables port load share deferral on the port channel.

This example shows how to configure the load share deferral feature on port channel 10 of the switch
that is an MEC peer to the VSS:

Tgwvgt *egphki+%"rqtv/ejcppgn"ngcf/fghgt"g2"
Tgwvgt*egphki+%"kpvgthceg"rqtv/ejcppgn"32"

Tgwvgt *egphki/kh+%"rgtv/ejcppgn"rgtv"ngcf/fghgt"
Viku"yknn"gpcdng"vjg"ngcf"ujctg"fghgtten"hgevwtg"gp"viku"rgtv/ejcppgno

Note  To provide the best support for multicast traffic, configure the load share deferral feature on all
EtherChannels that have member ports on more than one module.

Configuring Dual-Active Detection

¢ Configuring Enhanced PAgP Dual-Active Detection, page 11-49
» Configuring Fast Hello Dual-Active Detection, page 11-51

» Configuring the Exclusion List, page 11-52

« Displaying Dual-Active Detection, page 11-52

Configuring Enhanced PAgP Dual-Active Detection
If enhanced PAgP is running on the MECs between the VSS and its access switches, the VSS can use
enhanced PAgP messaging to detect a dual-active scenario.

By default, PAgP dual-active detection is enabled. However, the enhanced messages are only sent on
port channels with trust mode enabled (see the trust mode description below).

Note  Before changing PAgP dual-active detection configuration, ensure that all port channels with trust mode
enabled are in administrative down state. Use the shutdown command in interface configuration mode
for the port channel. Remember to use the no shutdown command to reactivate the port channel when
you are finished configuring dual-active detection.

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY
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Step 1
Step 2

Step 1
Step 2

r Supervisor Engine 2T Software Configuration Guide, Release 15.2SY

To enable or disable PAgP dual-active detection, perform this task:

Command

Purpose

Tqwvgt *egphki+%"uykvej"xktvwen" fqockp" fqockpakf Enters virtual switch submode.

Tqwvgt*egphki/xu/fgockp+%"fwen/cevkxg"fgvgevkgp"reir” |Enables sending of the enhanced PAgP messages.

Note

You must configure trust mode on the port channels that will detect PAgP dual-active detection. By
default, trust mode is disabled.

If PAgP dual-active detection is enabled, you must place the port channel in administrative down state
before changing the trust mode. Use the shutdown command in interface configuration mode for the port
channel. Remember to use the no shutdown command to reactivate the port channels when you are
finished configuring trust mode on the port channel.

To configure trust mode on a port channel, perform this task:

Command

Purpose

Tgwvgt*egphki+%"uykvej"xktvwen" fgqockp" fgockpakt Enters virtual switch submode.

Tqwvgt*egphki/xu/fgockp+%"fwen/cevkxg"fgvgevkgp"recir" |Enables trust mode for the specified port channel.

vtwuv"ejcppgn/itgwr" i tgwrapwodgt"

This example shows how to enable PAgP dual-active detection:

Tgwvgt *egphki+%"kpvgthceg"rgtv/ejcppgn"42

Tqwvgt *egphki/kh+%"ujwvEqyp

Tqwvgt*egphki/kh+%"gzkv

Tgwvgt *egphki+%"uykvej"xktvwen"fgockp"322
Tqwvgt*egphki/xu/fgockp+%"fwen/cevkxg" fgvgevkgp"reir"
Tgwvgt*egphki/xu/fqockp+%"fwen/cevkxg"fgvgevkgp"reir"vtwuv'ejcppgn/itqwr"42
Tgwvgt *egphki /xu/fgockp+%"gzkv

Tgwvgt *egphki+%"kpvgthceg"rgtv/ejcppgn"42

Tqwvgt*egphki/kh+%"pgq"ujwvEqyp

Tgwvgt *egphki/kh+%"gzkv

This example shows the error message if you try to enable PAgP dual-active detection when a trusted
port channel is not shut down first:

Tgwvgt*egphki+%"uykvej"xktvwen"fgockp"322

Tqwvgt*egphki/xu/fgockp+%"fwen/cevkxg" fgvgevkgp"reir"
Vtwuvgf"rgtv/ejcppgn"42"ku"pgv"cfokpkuvtcvkxgn{"£qyp0o"
Vg'ejepig"vig"rcir"fwen/cevkxg"egphkiwtevkgp. "“ujwvEqyp” vjgug'"rgtv/ejcppgnu"hktuvo"
Tgogodgt"vg" “pg"ujwviqgyp” vjgug"rgtv/ejcppgnu'"chvgtyctfuo

This example shows the error message if you try to configure trust mode for a port channel that is not
shut down first:

Tgwvgt *egphki+%"uykvej"xktvwen"fgockp"322

Tgwvgt *egphki/xu/fgockp+%"fwen/cevkxg"fgvgevkgp"rcir"vtwuv"ejcppgn/itgwr42
vVtwuvgf'"rgtv/ejcppgn"42ku"pgv"cfokpkuvtcevkxgn{"fqyp0"Vg"ejcpig"vijg'rcir"fwen/cevkxgvtwuv"
egphkiwtcvkgp. "“ujwvEqyp” vjg"rgtv/ejcppgn"hktuv0"Tgogodgt"vg" “pgq"ujwviqyp” vig"
rgtv/ejcppgn"chvgtyctfu0
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Step 2

Step 3
Step 4

Step 5

Step 6

How to Configure a VSS

Fast hello dual-active detection is enabled by default; however, you must configure dual-active interface
pairs to act as fast hello dual-active messaging links.

To configure fast hello dual-active detection, perform this task:

Command

Purpose

Tgwvgt*egphki+% "uykve]j"xktvwen" fqockp" fgockpakf

Enters the virtual switch submode.

Tgwvgt*egphki/xu/fqgockp+%"fwen/cevkxg" £gvgevkgp"
hcuv/jgnng

Enables the fast hello dual-active detection method.
Fast hello dual-active detection is enabled by default.

Tqwvgt*egphki/xu/fgockp+%"gzkv

Exits virtual switch submode.

Tqwvgt*eqgphki+%"kpvgthceg" v{rg uykvejlungvirgtv"

Selects the interface to configure. This interface must
be directly connected to the other chassis and must
not be a VSL link.

Tgwvgt*egphki/kh+%"fwen/cevkxg"hcuv/jgnng

Enables fast hello dual-active detection on the
interface, automatically removes all other
configuration from the interface, and restricts the
interface to dual-active configuration commands.

Tgwvgt*egphki/kh+%"pgq"ujwvEqyp

Activates the interface.

When you configure fast hello dual-active interface pairs, note the following information:

e You can configure a maximum of four interfaces on each chassis to connect with the other chassis

in dual-active interface pairs.

» Each interface must be directly connected to the other chassis and must not be a VSL link. We
recommend using links from a switching module not used by the VSL.

» Each interface must be a physical port. Logical ports such as an SVI are not supported.

» Configuring fast hello dual-active mode will automatically remove all existing configuration from
the interface and will restrict the interface to fast hello dual-active configuration commands.

* Unidirectional link detection (UDLD) will be disabled on fast hello dual-active interface pairs.

This example shows how to configure an interface for fast hello dual-active detection:

Tgwvgt*egphki+%"uykvej"xktvwen"fgockp"477

Tgwvgt *egphki/xu/fgockp+%"fwen/cevkxg" fgvgevkgp"hcuv/jgnng”

Tgwvgt *egphki /xu/fgockp+%"gzkv

Tgwvgt*egphki+%"kpvgthceg"hcuvgvijgtpgv"314162

Tgwvgt *egphki/kh+%"fwen/cevkxg"hcuv/jgnng"

YCTPKPI<"Kpvgthceg"HcuvGvjgtpgv314162"rncegf"kp"tguvtkevgf"egphki"ogfg0"Cnn"gzvtcpggwu"

egphkiu"tgogxgf#

Tgwvgt *egphki/kh+%"pgq"ujwvEqyp
Tqwvgt*egphki/kh+%"gzkv
Tgwvgt *egphki+%"gzkv

Tgwvgt$"ujqy"twp"kpvgthceg"hcuvgvjgtpgv"314162

kpvgthceg"HcuvGvjgtpgv314162
"pg"uykvejrgtv
"pg"kr"cfftguu
"fwen/cevkxg'"hceuv/jgnng

gpt
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Configuring the Exclusion List

When a dual-active scenario is detected, part of the recovery action is for the chassis to shut down all of
its non-VSL interfaces. You can specify one or more interfaces to be excluded from this action (for
example, to exclude the interface you use for remote access to the chassis).

To specify interfaces that are not to be shut down by dual-active recovery, perform this task:

Command Purpose

Step1  Tgwvgt*egphki+%"uykvej"xktvwen"fqockp" fgockpakf" Enters virtual switch submode.

Step2  Tgwvgt*egphki/xu/fqockp+%"fwen/cevkxg"gzenwig" Specifies an interface to exclude from shutting down
kpvgthceg"v{rg uykvejlungvirgtv" in dual-active recovery.

When you configure the exclusion list, note the following information:
* The interface must be a physical port configured with an IP address.
e The interface must not be a VSL port.

» The interface must not be in use for fast hello dual-active detection.

This example shows how to configure an interface as an exclusion:

Tgwvgt*egphki+%"uykvej"xktvwen" fgockp"322"
Tgwvgt*egphki/xu/fqgockp+%"fwen/cevkxg"gzenwfg"kpvgthceg"ikicdkvgvigtpgv"31717"

Displaying Dual-Active Detection

To display information about dual-active detection, perform this task:

Command Purpose

Tqwvgt$"ujqy"uykvej"xktvwen" fwen/cevkxg" Displays information about dual-active detection
Jreirt~"heuv/jgnng" ~"uwooct {_ configuration and status.

This example shows how to display the summary status for dual-active detection:

Tqwvgt$"ujqy"uykvej "xktvwen" fwen/cevkxg"uwooct {
Recir"fwen/cevkxg"fgvgevkgp"gpcdngf<" [gu
Hcuv/jgnng"fwen/cevkxg"fgvgevkgp"gpedngf<" [gu

Pg"kpvgthcegu"gzenwfgf"htgo"ujwviqyp"kp"tgegxgt{"oqgfg

Kp"fwen/cevkxg"tgegxgt { "ogfg<"Pg

This example shows how to display information for fast-hello dual-active detection:

Tqwvgt$"ujqy"uykve]"xktvwen" fwen/cevkxg"hcuv/jgnng"
Hcuv/jgnng"fwen/cevkxg"fgvgevkgp"gpecdngf<" [gu
Hcuv/jgnng"fwen/cevkxg"kpvgthcegu<

Rgtv"" " Uyevg" *ngecn " gpn{+
L1710777707700777777777777777

Tk316169"""Nkpm"fp""

Ik416169"""/
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This example shows how to display PAgP status and the channel groups with trust mode enabled:

Tgwvgt%"ujqy"reir"fwen/cevkxg"
RCiR"fwen/cevkxg"fgvgevkgp"gpecdngf<" [gu
RCiR"fwen/cevkxg"xgtukgp<"303

Ejcppon"itgwr"5"fwen/cevkxg"fgvgev'ecrcdknkv{"ylpdtu"Fwcn/Cevkxg"vtwuvgf"itqwr<"Pg

URIRIRIRTNIN NI "FWC]’l/CerXg nmuwwnn RCthgt LRIRIRIRIR RN NIRRT "RCthgt nn "RCthgt
Rgtyhnnnnn nggev"Ecrcdng mHpoogttMRnRNN NN NN NN N RE thukqp
HC314155"pghnnnnnnnmnnnnnpgpg i inmnnnnnnmnnnnnnpapghnnnnnp]c

Ejcppgn"itqwr"é6
Fwen/Cevkxg"vtwuvgf"itqwr<" [gu
Pg"kpvgthcegu"egphkiwtgf"kp"vjg"ejcppgn"itgwr

Ejcppgn"itqwr"7
Fwcn/Cevkxg"vtwuvgf"itgwr<" [gu

Ejcppgn"itgwr"7"ku"pgv"rctvkekrcvkpi"kp"RCIR

Ejcppgn"itgwr"32"fwcn/cevkxg"fgvgev'ecrcdknkv{ "ylpdtu"Fwcn/Cevkxg"vtwuvgf"itgwr<" [gu

mwnwnnwnnnFywen /Cevkxg" " " " "Retvpgt e n nRetypgt " " "Retvpgt
Rgtv""nnnnEgygev ' Ecredng” "Pcogh i nnnRoe s n o ¥geykgp
Tk31813""n [guhnnnnnnnnnnnnyctypgt/3nnnnnnnnnnnnTg31713111303
Tk41713"" " [gutnrnnnwnnunnnpopypgt /3 nmannnnnn 317141303

Ejcppon"itgwr"33"fwcn/cevkxg"fgvgev"ecrcdknkv{ "ylpdtu"Fwcn/Cevkxg"vtwuvgf "itgwr<"Pg

mwnwnnwnnnFywen /Cevkxg" " " " "Retvpgt e n nRetypgt " " "Retvpgt
Rgtv""nnnnEgygev ' Ecredng” "Pcogh i n nnRoe o ¥grykgp
Tk31814""n [guhnnnnnnnnnnnnyctypgt/3MnnnnnnnnnnnTg31573111303
Tk41714" " [gutnrmnnwnnunnnpopypgt /3 nmannnnnn 3157411303

Ejcppgn"itgwr"34"fwcn/cevkxg"fgvgev'ecrcdknkv{ "ylpdtu"Fwcn/Cevkxg"vtwuvgf"itgwr<" [gu

mwnwn o Fywen /Cevkxg" " " " "Retvpgt e n nRetypgt " " "Retvpgt
Rgtv""nnnnEgygev ' Ecredng” "Pcogh i nnRoe s h i gt ykgp
Hc314135"" [guhnnnnnnnnnnnnyctypgt /30 nnnnnnnnnnge314135"1303
Hc314136"" [gu" " "nnnnnnnunnpctypgt/3mnnmnnnnnnnnige314136""303
Ik413137"" [gutnrnnnnnnnnnnypotypgt/3nrnnrennnnnnge314137""303
Tk413138"" [gunnrrnnnnnnnnnyotypgt/3nrrnnnnnnnnnge3] 4138303

Note  The show switch virtual dual-active pagp command displays the same output as the show pagp
dual-active command.

Configuring Service Modules in a VSS

¢ Opening a Session with a Service Module in a VSS, page 11-54

e Assigning a VLAN Group to a Firewall Service Module in a VSS, page 11-54
» Assigning a VLAN Group to an ACE Service Module in a VSS, page 11-55

e Verifying Injected Routes in a Service Module in a VSS, page 11-55

S

Note  For detailed instructions on configuring a service module in a VSS, see the configuration guide and
command reference for the service module.
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Opening a Session with a Service Module in a VSS

To configure service modules that require opening a session, perform this task:

Command Purpose
Tqwvgt$ "uguukgp"uykvej "pwo "ungv"ungv"rtgeguugt" Opens a session with the specified module.
rtgeguugt/kf"

« num—Specifies the switch to access; valid values are 1
and 2.

« slot—Specifies the slot number of the module.

e processor-id—Specifies the processor ID number.
Range: 0 to 9.

This example shows how to open a session to a Firewall Service Module in a VSS:
Tgwvgt$ "uguukgp"uykvej"3"ungv"6"rtgeguugt"3
Vig"fghcwnv"guecrg"ejctcevgt"ku"Evtn/ . "vjgp"z0

[gw"ecp"cnug"v{rg")gzkv) "cv"vig"tgogqvg"rtgorv"vg"gpf "vig"uguukgp

vt {kpi"3490202063"000"Qrgp

Assigning a VLAN Group to a Firewall Service Module in a VSS

To assign a VLAN group to a FWSM, perform this task:

Command Purpose

Tqwvgt*egphki+%"hktgycnn"uykvej"pwo"ungv'ungv” |Assigns VLANSs to a firewall group in the specified module.

xncp/itqwr"] xncpaitgwr"~"xncpatcpig " . . .

« num—Specifies the switch to access; valid values are 1
and 2.

» slot—Specifies the slot number of the module.
» vlan_group—Specifies the group ID as an integer.

* vlan_range—Specifies the VLANSs assigned to the
group.

This example shows how to assign a VLAN group to a Firewall Service Module in a VSS:

Tgwvgt *egphki+%"hktgycnn"uykvej"3"ungv"6"xncp/itqwr"322.422
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Assigning a VLAN Group to an ACE Service Module in a VSS

To assign a VLAN group to an ACE, perform this task:

Command Purpose
Step1  Tqwvgt*egphki+%"uxene"ownvkrng/xncp/kpvgthcegu" |Enables multiple VLAN interfaces mode for service
modules.
Step2  Tgwvgt*egphki+%"uxene"uykve]"pwo "unqv"ungv" Assign VLANS to a firewall group in the specified module.

xnep/itqwr"] xncpaitgwr"~"xncpatcpig " . ) )
« num—Specifies the switch to access; valid values are 1
and 2.

» slot—Specifies the slot number of the module.
o vilan_group—Specifies the group ID as an integer.

» vilan_range—Specifies the VLANSs assigned to the
group.

This example shows how to assign multiple VLAN groups to an ACE service module in a VSS:
Tqwvgt *egphki+% "uxene "ownvkrng/xncp/kpvgthcegu"

Tgwvgt *egphki+%"uxene"uykvej"3"ungv"6"xncp/itqwr"322.422"

Verifying Injected Routes in a Service Module in a VSS

To view route health injection (RHI) routes, perform this task:

Command Purpose

Tqwvgt$"ujqgy"uxene"tjk/tqwvgu"uykve]" pwo "unqv" ungv" Displays injected RHI routes in the specified service module.

« num—Specifies the switch to access; valid values are 1
and 2.

« slot—Specifies the slot number of the module.

This example shows how to view injected routes in a service module in a VSS:
Tgwvgt$"ujqy"uxene"tjk/tgqwvgu"uykvej"3"unqv"6"
TJK"tgwvgu"cffgf"d{ "unqv"56

LRI TR P R R R TR IR FCYS O LR UR LRI IR ] "ngVj gr"tmnnxncp" "ygkijv"vcdngkf
R A A A A N A NNV,
C"45030306""nnnnnng477047704770474"42030303N N nnnnngonnnnn3nnnnnnynnnnnn
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Viewing Chassis Status and Module Information in a VSS

To view chassis status and information about modules installed in either or both chassis of a VSS,
perform the following task:

Command Purpose
Tqwvgt%"ujgy"ogfwng'uykvej"}"3"~"4"~-"con"; |Displays information about modules in the

specified chassis (1 or 2), or in both chassis (all).

This example shows how to view the chassis status and module information for chassis number 1 of a
VSS:

ogfwng"uykvej"3"

"Uykvej"Pwodgt<"" "3 nTgng<" " "Xktvwen"Uykve] "Cevkxg
JI1I11110071100717007" 17 171171711117111711117111171]

Ogf "RGtvu"Ect £V {xg " nnnwnnQgfgnh e nnnygtken" Pqo
LI L 77777777777777777777777777777777777777777777777777
mu3nmnng WNWEGH942"6: "rqtv"321322132220d"Gvjgtpgv" "YU/Z896:/IG/VZ" """ "UCN343704 [C
mw4nnn3gNNEGH942"38" rgtv"32IG"ykvj "FHE "t nnny(y/78938/32IG" " """ "UCN3437077H
nngnnnn3nncrrnkecvkgp"Eqpvtgn"Gpikpg"Ogfwng" """ " "CEG42/0QF /M; """ " " "UCF342825UW
0

0

0

How to Upgrade a VSS

» Performing a Fast Software Upgrade of a VSS, page 11-56
e Performing an Enhanced Fast Software Upgrade of a VSS, page 11-58

Performing a Fast Software Upgrade of a VSS

Note

The FSU of a VSS is similar to the RPR-based standalone chassis FSU described in Chapter 6, “Fast
Software Upgrade.” While the standalone chassis upgrade is initiated by reloading the standby
supervisor engine, the VSS upgrade is initiated by reloading the standby chassis. During the FSU
procedure, a software version mismatch between the active and the standby chassis causes the system to
boot in RPR redundancy mode, which is stateless and causes a hard reset of the all modules. As a result,
the FSU procedure requires system downtime corresponding to the RPR switchover time.

VSS mode supports only one supervisor engine in each chassis.
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To perform an FSU of a VSS, perform this task:

Command Purpose

Step1 Tqwvgts"eqr{"vhvr"fkumapcog" Uses TFTP to copy the new software image to flash
memory on the active and standby chassis (disk0: and
slavedisk0:). Answer the prompts to identify the name
and location of the new software image.

Step2 Tqwvgt3"egphki"vgtokpen" Enters global configuration mode.
Step3 Tqwvgt*egphki+%"pg"dggvu{uvgo Removes any previously assigned boot variables.
Step 4 Tqwvgt*egphki+%"egphki/tgikuvgt"2z4324" Sets the configuration register.

Step5 Tawvgt*egphki+%"dqgqv"u{uvgo"hncuj" fgxkeg<hkngapcog" |Configures the chassis to boot the new image.

Step 6 Tgwvgt*egphki+%"gpE" Returns to privileged EXEC mode.
Step 7 Tqwvgt%"eqr{"twppkpi/egphki"uvetvwr/eqphki" Saves the configuration.
Step 8 Tqwvgts"tgfwpfcpe{"tgngcf"rggt Reloads the standby chassis and brings it back online

running the new version of the Cisco 10S software. Due
to the software version mismatch between the two
chassis, the standby chassis will be in RPR redundancy
mode.

Note  Before reloading the standby chassis, make sure
you wait long enough to ensure that all
configuration synchronization changes have
completed.

Note  When you perform FSU on a quad-supervisor
VSS, you must run the redundancy reload peer
command twice. In case of FSU on a
dual-supervisor VSS, run the redundancy
reload peer command only once.

Step9 Tquwvgts"tgfwpfope{"hgteg/uykvejgxgt" Forces the standby chassis to assume the role of the
active chassis running the new Cisco IOS image. The
modules are reloaded and the module software is
downloaded from the new active chassis.

The old active chassis reboots with the new image and
becomes the standby chassis.

This example shows how to perform an FSU:

Tgqwvgt$"egphki"vgtokpcn"

Tqwvgt *egphki+% "pg"dggv"u{uvgo"
Tgwvgt*egphki+%"eqphki/tgikuvgt"2z4324"

Tgwvgt *egphki+%"dgqgv"u{uvgo"hncuj " fkum2<kocigapcog"
Tgwvgt *egphki+%"gpf"

Tqwvgt$"eqr{ "twppkpi/egphki"uvctvwr/eqphki"
Tqwvgt$"tgfwpfcpe{ "tgngef "rggt"
Tqwvgt%"tgfwpfcpe { "hgteg/uykvejgxgt"
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Performing an Enhanced Fast Software Upgrade of a VSS

Note

An eFSU uses the same commands and software infrastructure as an in-service software upgrade (ISSU).
The eFSU differs from an ISSU in that it resets the modules, which results in a brief traffic interruption.
The eFSU sequence for a VSS follows the same logical steps as the single-chassis eFSU described in the
Chapter 5, “Enhanced Fast Software Upgrade,” but the procedure applies to the VSS active and VSS
standby supervisor engine in each chassis, instead of two supervisor engines in one chassis. During an
eFSU, the VSS standby chassis, including the supervisor engine and modules, is upgraded and brought
up in a stateful switchover (SSO) mode. The eFSU process then forces a switchover and performs the
same upgrade on the other chassis, which becomes the new VSS standby.

VSS mode supports only one supervisor engine in each chassis. If another supervisor resides in the
chassis it will act as the DFC.

This section contains the following topics:
e ¢eFSU Restrictions and Guidelines, page 11-58
» ¢FSU Stages for a VSS Upgrade, page 11-59
» Configuring and Performing an eFSU Upgrade, page 11-60
» eFSU Upgrade Example, page 11-62

eFSU Restrictions and Guidelines

When performing an eFSU, note the following guidelines and restrictions:
e There must be atleast one VSL link between supervisor engine in each chassis.
« Images from different features sets, regardless of release, fail the eFSU compatibility check.

e The new image file must reside in the file system of the supervisor engine in each chassis before the
eFSU can be initiated. The issu commands will accept only global file system names (for example,
diskO: or bootdisk:). The issu commands will not accept switch number-specific file system names
(for example, sw1-slot5-diskO0:).

*  When preparing for the eFSU, do not change the boot variable. Although a boot variable change is
required in the FSU (RPR) procedure, changing the boot variable in the eFSU procedure will cause
the CurrentVersion variable to be inconsistent, preventing execution of the eFSU.

e The issu commands for a VSS eFSU upgrade are similar to those for a single-chassis (standalone)
eFSU, as described in the Chapter 5, “Enhanced Fast Software Upgrade,” with the following
differences:

— Where the standalone issu commands accept an argument of slot number, the VSS issu
commands accept a switch and slot number, in the format of switch/slot (for example, 1/5 refers
to switch 1, slot 5).

— For a normal VSS eFSU, it is not necessary to specify a switch or slot number when entering
the VSS issu commands.

* You cannot change the rollback timer period during the eFSU process.

* During the eFSU process, do not perform any manual switchover other than those caused by the issu
commands.

¢ During the eFSU process, do not perform an online insertion or removal (OIR) of any module.
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* During an eFSU downgrade, if the process is aborted (either due to an MCL error or by entering the
abortversion command) just after executing the loadversion command, the SSO VSS standby is
reloaded with the original image but the SSO VSS standby’s ICS is not because the bootvar of the
SSO VSS standby’s ICS is not modified during an abort executed after the loadversion command.

eFSU Stages for a VSS Upgrade

Preparation

Loadversion Stage

Runversion Stage

The eFSU sequence consists of several stages, each explicitly initiated by entering a specific issu
command in the CLI. At each stage, you can verify the system status or roll back the upgrade before
moving to the next stage.

The following sections describe the eFSU stages for a VSS upgrade:
* Preparation, page 11-59
* Loadversion Stage, page 11-59
« Runversion Stage, page 11-59
e Acceptversion Stage (Optional), page 11-60
* Commitversion Stage, page 11-60

e Abortversion (Optional), page 11-60

Before you can initiate the eFSU process, the upgrade image must reside in the file system of the
supervisor engine in each chassis; otherwise, the initial command will be rejected. The VSS must be in
a stable operating state with one chassis in the VSS active state and the other chassis in the hot VSS
standby state.

The eFSU process begins when you enter the issu loadversion command specifying the location in
memory of the new upgrade images on the VSS active and VSS standby chassis. Although the issu
loadversion command allows you to specify the switch and slot number of the VSS active and VSS
standby chassis, it is not necessary to do so. When you enter the issu loadversion command, the entire
VSS standby chassis, including the supervisor engine and modules, is reloaded with the new upgrade
image. Because the VSS standby chassis modules are unavailable while reloading, the throughput of the
VSS is temporarily reduced by 50 percent during this stage. After reloading, the VSS standby chassis
boots with the new image and initializes in SSO mode, restoring traffic throughput. In this state, the VSS
standby chassis runs a different software version than the VSS active chassis, which requires the VSS
active chassis to communicate with modules running different image versions between the two chassis.

When the VSS standby chassis is successfully running the new image in SSO mode, you can enter the
issu runversion command. This command forces a switchover in which the upgraded VSS standby
chassis takes over as the new VSS active chassis. The formerly VSS active chassis reloads and initializes
as the new VSS standby chassis in SSO mode, running the old image. As in the loadversion stage, the
throughput of the VSS is temporarily reduced during the VSS standby chassis reload, and the VSS
standby chassis runs a different software version than the VSS active chassis.
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Acceptversion Stage (Optional)

When you enter the issu runversion command, a switchover to the chassis running the new image
occurs, which starts an automatic rollback timer as a safeguard to ensure that the upgrade process does
not cause the VSS to be nonoperational. Before the rollback timer expires, you must either accept or
commit the new software image. If the timer expires, the upgraded chassis reloads and reverts to the
previous software version. To stop the rollback timer, enter the issu acceptversion command. Prior to
starting the eFSU process, you can disable the rollback timer or configure it to a value up to two hours
(the default is 45 minutes).

Operating with an upgraded VSS active chassis, this stage allows you to examine the functionality of the
new software image. When you are satisfied that the new image is acceptable, enter the issu
commitversion command to complete the upgrade process.

Commitversion Stage

To apply the upgrade image to the second chassis, completing the eFSU, enter the issu commitversion
command. The VSS standby chassis is reloaded and booted with the new upgrade image, initializing
again as the VSS standby chassis. As in the loadversion stage, the throughput of the VSS is temporarily
reduced while the modules are reloaded and initialized. After the successful reload and reboot of the VSS
standby chassis, the VSS upgrade process is complete.

Abortversion (Optional)

At any time before you enter the issu commitversion command, you can roll back the upgrade by
entering the issu abortversion command. The upgrade process also aborts automatically if the software
detects a failure. The rollback process depends on the current state. If the eFSU is aborted before you
enter the issu runversion command, the VSS standby chassis is reloaded with the old image. If the eFSU
is aborted after the issu runversion command, a switchover is executed. The VSS standby chassis,
running the old image, becomes the VSS active chassis. The formerly VSS active chassis is then
reloaded with the old image, completing the rollback.

Configuring and Performing an eFSU Upgrade

The following sections describe how to configure and perform an eFSU upgrade:
e Changing the eFSU Rollback Timer, page 11-61
» Performing an eFSU Upgrade, page 11-61
» Aborting an eFSU Upgrade, page 11-62
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Changing the eFSU Rollback Timer

To view or change the eFSU rollback timer, perform the following task before beginning an upgrade:

Command Purpose
Step1  Tqwvgts"egphki"vgtokpcn Enters configuration mode.
Step2  Tqwvgt*egphki+%"kuuw"ugv"tgnndcem/vkogt " (Optional) Sets the rollback timer to ensure that the upgrade

}ugegpfu"~"jj<oo<uui process does not leave the VSS nonoperational. If the timer

expires, the software image reverts to the previous software
image. To stop the timer, you must either accept or commit
the new software image.

The timer duration can be set with one number (seconds),
indicating the number of seconds, or as hours, minutes, and
seconds with a colon as the delimiter (hh:mm:ss). The range
is 0 to 7200 seconds (2 hours); the default is 2700 seconds
(45 minutes). A setting of 0 disables the rollback timer.

Step3  Tqwvgt*egphki+%"gzkv" Returns to privileged EXEC mode.
Step4  Tqwvgt$"ujqy"kuuw"tqnndcem"vkogt" Displays the current rollback timer value.

This example shows how to set the eFSU rollback timer to one hour using both command formats:

Tgwvgt$"egphki"vgtokpcn

Tqwvgt *egphki+% "kuuw"ugv"tgnndcem/vkogt "5822

' "Tgnndcem"vkogt"xcnwg"ugv'"vg"] "5822" "ugeqgpfu
Tgwvgt*egphki+% "kuuw"ugv"tgqnndcem/vkogt "23<22<22
' "Tgnndcem"vkogt "xcnwg"ugv"vg"] "5822" "ugegpfu

o

Tgwvgt *egphki+%"

Performing an eFSU Upgrade

To perform an eFSU upgrade (or downgrade) of a VSS, perform this task:

Command Purpose

Step1  Tqwvgt%"eqr{"vhvr"fkumapcog" Uses TFTP to copy the new software image to flash memory
on the VSS active and VSS standby chassis (disk0: and
slavedisk0:) and to the ICS’s, if they exist. Answer the
prompts to identify the name and location of the new
software image.

Step2  Tqwvgt%'ujqy"kuuw"uvevg"]uykvejlungv_"lfgvekn_" |(Optional) Verifies that the VSS is ready to run the eFSU.

Note  You can use the show issu state command at any
stage of the upgrade to verify the progress and status
of the upgrade.

Step3  Tqwvgts'kuuw"nqgefxgtukqp" Starts the upgrade process by loading the new software
| cevikxgauykvejlungv_"cevkxg/kocig" image onto the VSS standby chassis. The image name

luvepfd{auykvejlungv_"uvepfd{/kocig includes the path of the target image to be loaded, in the
format devicename:filename.

It may take several seconds for the new image to load and
for the VSS standby chassis to transition to SSO mode.

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY
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Command Purpose

Step4  Tqwvgt%"kuuw"twpxgtukgp" Forces a switchover, causing the VSS standby chassis to
become VSS active and begin running the new software.
The previously VSS active chassis becomes VSS standby
and boots with the old image.

Step5  Tqwvgt%"kuuw"ceegrvxgtukgp" (Optional) Halts the rollback timer to ensure that the new
software image is not automatically aborted during the
upgrade process.

Step 6  Tawvgts"kuuw"eqookvxgtukqgp" Loads the new software image onto the VSS standby
chassis.

Step7  Tqwvgt¥"ujqy“kuuw"uvevg"]uykvejlungv_]fgvekn " | Verifies the status of the upgrade process. If the upgrade
was successful, both the VSS active and VSS standby
chassis are running the new software version.

For an example of the eFSU upgrade sequence, see the “eFSU Upgrade Example” section on page 11-62.

Aborting an eFSU Upgrade

To manually abort the eFSU and roll back the upgrade, perform this task:

Command

Purpose

Tqwvgts"kuuw"cdgtvxgtukqp" Stops the upgrade process and forces a rollback to the

previous software image.

This example shows how to abort an eFSU upgrade for a VSS:

Tgwvgt % "kuuw"cdgtvxgtukgp"

eFSU Upgrade Example

This example shows how to perform and verify an eFSU upgrade for a VSS.

Verify the System Readiness

After copying the new image files into the file systems of the active and VSS standby chassis, enter the
show issu state detail command and the show redundancy status command to check that the VSS is
ready to perform the eFSU. One chassis must be in the active state and the other chassis in the hot VSS
standby state. Both chassis should be in the ISSU Init state and in SSO redundancy state. In the example,
both chassis are running an “oldversion” image.

Tgqwvgt$"ujqy"kuuw"uvevg" £gvckn

LLBR U LI L LI L LI L L L LR LR LR LRI LI LI LR LI LR LR LR LI L llUnqvll ? ll314

W TR n chvg n ? n Cevkxg

muwmmwmmmmmmmnnnmnnnnn KUUW n chvg n ? n kav

muwmmmmmmwmmnnnnnn lquqvllXctkcdng " ? " fkum2 <u94255/qnfxgtukqp0x3 . 34=
muwmmwmmwmmmwmnnnnn I|Qrgtcvkpi n Oqu" ? n uuq

miuwmmmmmmmmmnnn I|Rtkoct{ n thukqp n ? n Plc

muwmwmwmmmmwnmnnn llUgeqpfct{ lngtukqp " ? " Plc

RN TR R TR NN TR IR TR T TR T} Ethng " thukqp non fkum2<u94255/qnfxgtukqp0x3

W mmmmnmmnn I|Xctkcdng n Uvqtgﬂ ? I|Rtuvxdn

LR LR RN LR/ Yoyl 21419
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""""""""""""""""""""""TR"UVCVg"?"UVCpfd{
nnnnnnnnnnnnnnnnnnnnKUanchvgn?nkaV
"""""""""""""""""quv"Xctkcdng"?"fkum2<u94255/qnfxgtukqp0x3.34=
""""""""""""""""Qrgtcvkpi"Oqu"?"uuq
"""""""""""""""Rtkoct{"thukqp"?"PlC
"""""""""""""Ugeqpfct{"thukqp"?"PlC

LRI TR IR TN TR TR R TR TN "Ethng " thukqp non fkum2<u94255/qnfxgtukqp0x3

Tqwvgt$"ujqy"tgfwpfepe { "uvevwu"
"""""""o{"uvcvg"?"35"/CEVKXG"
mmwmwmmn rggt n uVCVg n ? n : nn /UVCPE‘D [ll JQVH
mmmwmwwwnwnwnn "Oqu" ? n erngz
nnnnnnnnnnnwpkvn?nUgeqpfct{
mmwmwmwmwmwnn kaV" KF n ? n 3 :

Tgfwpfcpe{"0Ogfg"*Qrgtcvkgpcn+"?"uug
Tgfwpfcpe{"Ogfg"*Egphkiwtgf+""?"uug
Tgfwpfcpe {"Uvcygmmmmnnmmmmnmnnsnyyg
nnwnwnockpvgpepeg"Ogfg" ? "Fkucdngf
"Egoowpkecvkgpu"? "Wr

""renkgpv'"eqwpv"?"354
"enkgpvapgvkhkecvkgpaVOT"?"52222"oknnkugegpfu
mrwwnwnnntmggracnkxg"voT" ? " ; 222 "oknnkugegpfu
rnmmwnnrimggracnkxg"egwpv"? 2"
"rrrmggracnkxg'vjtgujgnfr? 3

mwmmmmnnnnnTHY fgdwi"ocum" ?"2z2"

to the VSS Standby Chassis

Enter the issu loadversion command to start the upgrade process. In this step, the VSS standby chassis
reboots, reloads with the new image, and initializes as the VSS standby chassis in SSO redundancy
mode, running the new image. This step is complete when the chassis configuration is synchronized, as
indicated by the “Bulk sync succeeded” message.

Tawvgt % "kuuw"ngefxgtukgp" fkum2<u94255/pgyxgtukgp0x4

222355<"Cwi""8"38<39<6606:8"RUV<"’'NKPGRTQVQ/7/WRFQYP<"Nkpg"rtqvgegn"gp"Kpvgthceg"
VgpIkicdkvGvjgtpgv3141l6."ejcpigf"uvevg"vg"fqyp
222356<"Cwi""8"38<39<650729"RUV<" ' NKPGRTQVQ/7/WRFQYP<"Nkpg"rtgvgegn"gp"Kpvgthceg"
VgplkicdkvGvijgtpgv41916. "ejcpigf"uvevg"vg"fqgyp
222357<"Cwi""8"38<39<650785"RUV<"’'NKPM/5/WRFQYP<"Kpvgthceg"VgpIkicdkvGvjgtpgv41916."
ejcpigfruvevg"vg"fqyp
222358<"Cwi""8"38<39<660;3;"RUV<"’'NKPM/5/WRFQYP<"Kpvgthceg"VgpIkicdkvGvijgtpgv31416."
ejcpigf"uvevg"vg"fqyp

(Deleted many interface and protocol down messages)
' kuuw"ngefxgtukgp"gzgewvgf "uweeguuhwnn{ . "Uvepfd{ "ku"dgkpi"tgngcfgf
(Deleted many interface and protocol down messages, then interface and protocol up messages)

222236:<"Cwi""8"38<49<760376"RUV<"'NKPGRTQVQ/7/WRFQYP<"Nkpg"rtgvgegn"gp"Kpvgthceg"
VgpIkicdkvGvjgtpgv3141l7."ejcpigf"uvevg"vg"wr
22236;<"Cwi""8"38<49<760396"RUV<"’'NKPM/5/WRFQYP<"Kpvgthceg"VgpIkicdkvGvijgtpgv41917."
ejcpigf"uvevg"vg"wr
222372<"Cwi""8"38<49<7603:8"RUV<"’'NKPGRTQVQ/7/WRFQYP<"Nkpg"rtgvgeqgn"gp"Kpvgthceg"
VgplkicdkvGvijgtpgv41917."ejcpigf"uvevg"vg"wr
222373<"Cwi""8"38<54<7:0252"RUV<"’JCaEQPHKIaU[PE/S/DWNMaEHIU[PEaUWEEGGF<"Dwnm"U{pe"
uweeggfgf
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Verify the New Image on the VSS Standby Chassis

You can now enter the show issu state detail command and the show redundancy command to check
that both chassis are in the ISSU Load Version state and SSO redundancy state. In this example, the
VSS standby chassis is now running the “newversion” image.

Tgwvgt%"ujqy"kuuw"uvevg" fgvckn
I 0 gn gyt 314
e e R "gyevg ' ? ' Cevkxg

T KWt Uvevg ' ? "Ngef "Xgtukgp

mwnmmnwmn e pagytXctkedng" ? " fkum2<u94255/gnfxgtukgp0ox3. 34
mrwnnmwnnnnnnnntgrgtcvkpi "0gfg" ? "uug

mrmmn o nRekoct { "Xgtukgp"? "fkum2<u94255/gnfxgtukgp0x3
mnmwwn i ggegpfeot { "Xgtukgp" ? " fkum2<u94255/pgyxgtukgpOx4
mEmwwn Byt tgpyv ' Xgtukgp" ? " fkum2<u94255/gqnfxgtukqpox3
e n¥ctkedng"Uvgtg" ? "RtuvXdn

LI L L L L L L L L L L L L L LR LA LR LR LR LR LR LR LI L 1] Unqv n ? n 4 l 9

WImmmmmmmmmmmmmmmnmnnnn TR n chvg n ? n chpfd{

TR v nnnnnnn KUUW n chvg n ? n chf n thukqp
WImwmmmmmmmmmmmmnn quv n Xctkcdng n ? n

fkum2<u94255/pgyxgtukqgp0x4 .34=fkum2<u94255/gqnfxgtukgp0x3 .34
mmwmwmwmwwwwnnnmnmnnnn Qrgtcvkpi n Oqu n ? n uuq

mmpmwmwwwwwwLrnnn ||Rtkoct { n thukqp n ? n fkum2 <u94255/qnfxgtukqp OX3
mmmwmwwwwwwwnn "Ugeqpfct { n thukqp n ? n fkumz <u94255/pgyxgtukqp Ox4
mmwmwmwwwwwnmmnnnn Ewt tgpv n thukqp n ? n kamZ < u94 2 5 5 /pgyxgtukqp 0x4

Tqwvgt$"ujqy"tgfwpfepe { "uvevwu"
URTRTRTRINT] "O{ "uvevg"? "35"/CEVKXG"
mmwmwmmn rggt n quVg n ? n : nn /UVCPE‘D [ll JQV“
mmmowwwmwwnn "Oqu" ? n erngz
nmowmwwwwwwnnn kav n ? I|Ugeqpfct{
mmwmwmwmmwnn kav" KF n ? n 3 :

Tgfwpfcpe{"0Ogfg"*Qrgtcvkgpcn+"?"uug
Tgfwpfcpe{"Ogfg"*Egphkiwtgf+""?"uug
Tgprfcpe{ llchvg mmwmwmwmwwwwwnnnn ? lluuq
mmwmn l|ockpvgpcpegl|0qul| ? n Fkucdngf
"Egoowpkecvkgpu"?"Wr

mmnn enkgpv n equv n ? n 3 54
"enkgpvapgvkhkecvkqgpaVOT"?"52222"oknnkugegpfu
mmwmwmwmwmwmwnn "mggracnkxg IIVOT n ? n ; 222 n Oknnkugeqpfu
mmwmwmwmwmwnn mggracnkxg n equv n ? n 3 n

nmnn nmggracnkxg "Vj tguj qnf nony.n

mmmwmwwwwwnn "TH n fgdwi "OCle" ? "222 n

Execute a Switchover to the New Image

When the VSS standby chassis is successfully running the new image in SSO redundancy state, enter the
issu runversion command to force a switchover. The upgraded VSS standby chassis takes over as the
new active chassis, running the new image. The formerly active chassis reloads and initializes as the new
VSS standby chassis in SSO mode, running the old image (in case the software upgrade needs to be
aborted and the old image restored). This step is complete when the chassis configuration is
synchronized, as indicated by the “Bulk sync succeeded” message.

Tgwvgt % "kuuw" twpxgtukgp

Viku"eqoocpf"yknn"tgngcf"vjg"Cevkxg"wpkv0" "Rtgeggf"A"] egphkto

(Deleted many lines)

Fgypngcf"Uvctv
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HH#HHHHH HH A
(Deleted many lines)

HEHHHHHHHHHHHHHHHHHHHHHHH B
Fgypngcf "Eqorngvgf#"Dggvkpi"vjg"kocig0
Ugnh"fgegortguukpi"vjg"kocig"<"

o°
o°
o°
o°
o°
o°
o\°
o\°
o\°
o\°
o\°
o\°
o\°
o\°
o\°
o\°
o\°
o\°
o\°
o\°
o\°
o\°
o\°
o\
o\
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°
o°

2020000000000 00000000 00000000000 0000000000000 0000000000000 0000000000000 000000

o
o
o
o

twppkpi"uvctvwr
(Deleted many lines)

222369<"Cwi""8"38<75<6503;;"RUV<"’JCaEQPHKIaU[PE/8/DWNMaEHIU[PEaUWEEGGF<"Dwnm"U{pe"
uweeggfgf"

Verify the Switchover

You can now enter the show issu state detail command and the show redundancy command to check
that both chassis are in the ISSU Run Version state and SSO redundancy state. In this example, the
active chassis is now running the “newversion” image.

Tgwvgt % "ujqy"kuuw"uvevg" fgvckn

mmwmwmwmwwwmmmmmmmmnnnnnnnnnn I|Unqvl| ? l|419

mmpmwmwwwmmmnnnnnnnnn TR n Uvag n ? n Cevkxg

LLBR L L L L LI LI LI LI LI LR LR LR LR LR LR LR LI LA KUUW "chvg n ? n Twp "thukqp
mmwmwmwmmwnnnnmnnnn I|quv I|Xctkcdng n ? n
fkum2<u94255/pgyxgtukgp0x4 .34=fkum2<u94255/gnfxgtukgp0x3 .34
LU LI LB LI LI LRI L R U U L LR LRI Qrgtcvkpi n Oqu" ? n uuq

nmmpwwwwwwwLLnnn I|Rtkoct{ n thukqp n ? n fkumZ <u94255/pgyxgtukqp0x4
nmmmwnwwwwwwrnnn I|Ugeqpfct{ n thukqp n ? n fkum2 <u94255/qnfxgtukqpox3
I wmwmmmnn Ewttgpv n thukqp n ? n fkumz <u94255/pgyxgtukqp0x4
mmwmwmwmwwwwnmnnnn I|Xctkcdng I|Uvqtgl| ? I|Rtuvxdn

nnnnnnnnnnnnnnnnnnnnnnnnnnUnqvn?n3l4

I TR nJyevg ' ? "Uvepfd {
e Kguw t Uvevg ' ? " Twp "Xgtukgp
mmmnnmmmmnnnnnnnnpogytXctkedng" ? "fkum2<u94255/gnfxgtukgp0x3. 34
g rgtevkpi*Oogfg" ? "uug

mrmmnnnn e nREkoct { "Xgtukgp"? " fkum2<u94255/pgyxgtukqpox4
mumwwn o ngegpfet { "Xgtukgp"? " fkum2<u94255/gqnfxgtukgp0x3
mwwmmnwnnnnnn Byt tgpv "' Xgtukgp " ? " fkum2<u94255/qnfxgtukqp0ox3

Tqwvgt$"ujqy"tgfwpfepe { "uvevwu
mmwmwmwmwnn le) { n uvcvg n ? n 3 5 n /CEVKXG n

mmwmwmmn rggt n quvg n ? n : nn /UVCPE‘D [ " JQV“
mmwmwmwmwwwwnnn Oqu n ? n erngz
nmmwuwwwwwwnnn kaV n ? n Rtkoct {

mmwmwmwmwmwnn kav n KF n ? n 5 ;

Tgfwpfepe{ "Ogfg"*Qrgtcvkgpen+"? "uug
Tgfwpfcpe{ "Ogfg"*Egphkiwtgf+""?"uug
Tgprfcpe{ "chvg Wi mn ? "uuq
rnnmnockpvgpepeg"ogfg" ? "Fkucdngf
"Eqoowpkecvkgpu"?"Wr

"""eIl}{E]I)KI"EZCIVVI)KI" 21356
"enkgpvapgvkhkecvkgpaVOT"?"52222"oknnkugegpfu
""""""""""mggracnkxg"VOT"?";222"oknnkugeqpfu
""""""""rngg;r?ac11k><g"etqvvpxz" Pn3
""""HKJngaCHlk}(g'LV].tgﬁl]’quf"?"3: n

mmmowwwwwnwnn "TH" fgdwi "OCle" ? "222 mmn
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Commit the New Image to the VSS Standby Chassis

When the active chassis is successfully running the new image in the SSO redundancy state, you can
enter either the issu acceptversion command to stop the rollback timer and hold this state indefinitely,
or the issu commitversion command to continue with the eFSU. To continue, enter the issu
commitversion command to upgrade the VSS standby chassis and complete the eFSU sequence. The
VSS standby chassis reboots, reloads with the new image, and initializes as the VSS standby chassis in
the SSO redundancy state, running the new image. This step is complete when the chassis configuration
is synchronized, as indicated by the “Bulk sync succeeded” message.

Tgwvgt % "kuuw"eqookvxgtukgp

Dwknfkpi"egphkiwtcvkgp000

1oM_
22236:<"Cwi""8"39<39<4:0489"RUV<"'NKPGRTQVQ/7/WRFQYP<"Nkpg"rtgvgegn"qgp"Kpvgthceg"
VgpIkicdkvGvjgtpgv41916. "ejcpigf"uvevg"vg"fqyp
22236;<"Cwi""8"39<39<4:04:9"RUV<"’'NKPGRTQVQ/7/WRFQYP<"Nkpg"rtgqvgeqgn"gp"Kpvgthceg"
VgplkicdkvGvjgtpgv31416."ejcpigf"uvevg"vg"fqgyp

(Deleted many interface and protocol down messages)
' kuuw" eqookvxgtukqp"gzgewvgf "uweeguuhwnn {
(Deleted many interface and protocol down messages, then interface and protocol up messages)

2223:3<"Cwi""8"39<63<7302:8"RUV<"’'NKPGRTQVQ/7/WRFQYP<"Nkpg"rtqvgegn"gp"Kpvgthceg"
VgpIkicdkvGvjgtpgv31417."ejcpigf"uvevg"vg"wr
2223:4<"Cwi""8"39<64<7404;2"RUV<"’JCaEQPHKIaU[PE/8/DWNMaEHIU [ PEaUWNEEGGF< "Dwnm"U{pe"
uweeggfgf

Verify That the Upgrade is Complete

You can now enter the show issu state detail command and the show redundancy command to check
the results of the eFSU. In this example, both chassis are now running the “newversion” image,
indicating that the eFSU was successful. Because the eFSU has completed, the two chassis will be
once again in the ISSU Init Version state, as they were before the eFSU was initiated.

Tqwvgt$"ujqy"kuuw"uvevg" fgvckn

mmpmwwwwErmmnnnnnnnnnnn I|Unqvl| ? l|419

LABR LA L L LI LI LI LI LI LR LR LR LR LR LR LR LR LR LR LI L TR "chvg n ? n Cevkxg

T KW e Uvevg 2 " kaV

mmwmwmmmmnmmmnmmmnn I|quv I|Xctkcdng n ? n

fkum2<u94255/pgyxgtukgp0x4 .34=fkum2<u94255/gqnfxgtukgp0x3 .34
mmwmwmwwwwwnnnnn I|Qrgtcvkpi n Oqu" ? n uuq

mmpmwmwwwwwwLrnnn I|Rtkoct{ n thukqp n ? n Plc

nmommwmwwwwwwnn "Ugeqpfct{ "thukqp n ? n Plc

RN IR TR TR TR TR TR TR TN R TR T TR ] Ethng " thukqp non fkum2<u94255/pgyxgtukqp0x4
mimwmwmmmmmmmmmmmnn I|Xctkcdng n Uvqtg" ? I|Rtuvxdn

muwmwmwwwwwnnnnnnnnnnn I|Unqvl| ? l|3l4

mmmnwwmmnnnnnnnnn TR n chvg n ? n chpfd{

LLBR L L L LI LI LI LI LI LI LR LR LR LR LR LR LI LI LA L KUUW "chvg n ? n kav

TETE T I|quvl|Xctkcdng n ? n
fkum2<u94255/pgyxgtukgp0x4 .34=Ffkum2<u94255/gqnfxgtukgp0ox3 .34
LU LU IR LI LI LRI L R U U L LR LI I Qrgtcvkpi n Oqu" ? n uuq
nnnnnnnnnnnnnnnRtkoct{nthukqpn?nPlc

nmommnwwwwwnnn ||Ugeqpfct{ n thukqp n ? n Plc

I Ewttgpv n thukqp n ? n fkumz <u94255/pgyxgtukqp0x4

Tqwvgt$"ujqy"tgfwpfcpe{ "uvevwu
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"""""""O{"UVCVg"?"35"/CEVKXG"
"""""rggt"uvcvg"?":""/UVCPFD["JQV"
g fgn ? "Fwrngz
nnnnnnnnnnnwpkvn?nRtkoct{
ke TKE 5 ;

Tgfwpfcpe{"0gfg"*Qrgtcvkgpcn+"?"uug
Tgfwpfcpe{ "Ogfg"*Egphkiwtgf+""?"uug
Tgfwpfepe{ "Uveygh nmmnmmmmnnmnnyyg
mnnwnockpvgpepeg"0gfg" ? "Fkucdngf
"Eqoowpkecvkgpu"?"Wr

""renkgpv'"eqwpv"?"356
"enkgpvapgvkhkecvkgpaVOT"?"52222"oknnkugegpfu
mwmmwmnnnipggracnkxg"voT" ? " ; 222 "oknnkugegpfu
rnmwnnrimggracnkxg'egwpv"? "3 "
"rrrmggracnkxg'vjtgujgnfr? 3

muwnnnnnnnnTHY fgdwi"ocum" ?"2z2"

For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support series_home.html

Participate in the Technical Documentation Ideas forum
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CHAPTER 5

Enhanced Fast Software Upgrade

e Prerequisites for eFSU, page 5-2

» Restrictions for eFSU, page 5-2

e Information About eFSU, page 5-3

e Default Settings for eFSU, page 5-5

e How to Perform an eFSU, page 5-5

* How to Upgrade a Non-eFSU Image to an eFSU Image, page 5-14

Note « For complete syntax and usage information for the commands used in this chapter, see these
publications:

http://www.cisco.com/en/US/products/ps11846/prod _command reference list.html

e Cisco IOS Release 15.2SY supports only Ethernet interfaces. Cisco IOS Release 15.2SY does not
support any WAN features or commands.

*« The

)o

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
Participate in the Technical Documentation Ideas forum
For detailed information on 6800IA ISSU upgrade procedure, see the following documents:

http://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/117564-technote-is
su-00.html

http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-6800ia-switch/white paper c11-72
8265.html

Supervisor Engine 2T Software Configuration Guide, Release 15.25Y g



http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
http://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/117564-technote-issu-00.html
http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-6800ia-switch/white_paper_c11-728265.html

Chapter 5 Enhanced Fast Software Upgrade |

M Prerequisites for eFSU

Prerequisites for eFSU

None.

Restrictions for eFSU

SX SY EFSU Compatibility Matrix

The Release 15.0(1)SY no payload encryption (NPE) images do not support the hitless ACL update
feature or the [no] platform hardware acl update-mode hitless command.

The Release 15.0(1)SY 1 and later no payload encryption (NPE) images support hitless ACL update
and the platform hardware acl update-mode hitless command is configured by default (because
it is the default, the command does not appear in the configuration file).

In other releases and images that support the hitless ACL update feature, the platform hardware
acl update-mode hitless command is configured by default.

With NPE images, to avoid problems when doing a downgrade from Release 15.0(1)SY1 or later to
Release 15.0(1)SY, do not disable the hitless ACL update feature (no platform hardware acl
update-mode hitless), because the CLI does not exist in the Release 15.0(1)SY NPE images, and
configuring the nondefault condition causes the CLI to appear in the Release 15.0(1)SY1
configuration file, which then, as an unsupported command, causes problems with

Release 15.0(1)SY.

The hitless ACL update feature consumes TCAM resources. If TCAM utilization is high, enabling
the hitless ACL update feature to support a downgrade might cause TCAM conflicts with other
configured features.

eFSU requires two supervisor engines, one active and one standby.

Both the active and standby supervisor engines must have enough flash memory to store both the
old and new software images prior to the upgrade process.

Images from different features sets, regardless of release, fail the eFSU compatibility check.

When downgrading with eFSU to an earlier version of Cisco I0S Software, the configuration files
fail to synchronize and the standby supervisor engine reloads unless you disable any features or
functions that are not supported in the earlier version before you start the process. Remove any
configuration commands that are not available in the earlier version.

During an eFSU upgrade, the modules are restarted.

The switch examines the old and new software images and automatically performs the appropriate
process (eFSU) to upgrade the software image:

— If the module software in the images is different, the modules are restarted or reset during the
upgrade process. System downtime depends on whether the modules support eFSU (see the
“Outage Time and Support Considerations” section on page 5-4 for more information).

The eFSU upgrade feature works with NSF/SSO. Software features that do not support NSF/SSO
stop operating until they come back online after the switchover that occurs during the software
upgrade.

All modules that support eFSU preload must have at least 512 MB of memory, with enough memory
free to hold the new software image. If there is insufficient free memory, eFSU does not attempt the
preload, but instead resets the modules during the switchover.
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Information About eFSU

Online insertion and replacement (OIR) is not supported during an eFSU. If you attempt to insert a
new module in the switch while the upgrade is active, the switch does not provide power for the
module. When the upgrade ends, the switch resets the newly inserted module.

Do not perform a manual switchover between supervisor engines during the upgrade.

Make sure that the configuration register is set to allow autoboot (the lowest byte of the register
should be set to 2).

Before you enter the issu abortversion command (to abort a software upgrade), make sure that the
standby supervisor engine is Up (STANDBY HOT [in SSO] or COLD [in RPR]).

The Fast Software Upgrade (FSU) process supports upgrade from earlier releases. During this
process, the module software image is also upgraded on those modules that support eFSU.

Release 15.2(1)SY8 does not support Smart install feature. Before preforming In-Service Software
Upgrade (ISSU), remove vstack and related configurations from the running configuration.

Note  eFSU will not proceed in IA systems if issu runversion fex command is not executed.

Information About eFSU

eFSU Operation, page 5-3

Outage Time and Support Considerations, page 5-4
Reserving Module Memory, page 5-4

Error Handling for eFSU Preload, page 5-5

Note  The switch supports eFSU in VSS mode. See the “Restrictions for VSS” section on page 11-2 for more
information.

eFSU Operation

eFSU is an enhanced software upgrade procedure. Non-eFSU (FSU) software upgrades require system
downtime, because a software version mismatch between the active and the standby supervisor engines
forces the system to boot in RPR redundancy mode, which is stateless and causes a hard reset of the all
modules.

eFSU enables an increase in network availability by reducing the downtime caused by software
upgrades. eFSU does this by:

Bringing up the standby supervisor engine in SSO mode even when the active and the standby
supervisor engines have different software versions, or with VSS configured, when the supervisor
engines in the two chassis have different software versions.

During an eFSU, new software is loaded onto the standby supervisor engine while the active supervisor
engine continues to operate using the previous software. As part of the upgrade, the standby processor
reaches the SSO Standby Hot stage, a switchover occurs, and the standby becomes active, running
the new software. In previous releases Supervisor Engines running different software versions ran
in the Route Processor Redundancy Mode.

You can continue with the upgrade to load the new software onto the other processor, or you can
abort the upgrade and resume operation with the old software.
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Note

* Preloading new module software into memory on supported modules to avoid a hard reset.

If the new software release contains new module software, eFSU preloads the new module software
onto any modules in the switch that support eFSU preload. When the switchover occurs between the
active and standby supervisor engines, the modules are restarted with the new software image.

The WS-X67xx modules modules support eFSU preload. All other modules undergo a hard reset at
switchover, and the software image loads after the module restarts.

During a software upgrade, the switch performs the following steps automatically on modules that
support eFSU preload:

— Reserves the necessary memory for the new Cisco IOS software image on each module.

— Preloads a new software image onto the modules as part of the issu loadversion command.

— Restarts the modules with the new software image when a switchover occurs (issu runversion).
— During the restart, the software features and routing protocols are not available.

— If arollback or abort occurs, to minimize disruption, the switch preloads the original software
version onto the module. Once the rollback or abort is completed, the module is restarted with
the original software version.

All modules that support eFSU preload must have at least 512 MB of memory, with enough memory free
to hold the new software image. If there is insufficient free memory, eFSU does not attempt the preload,
but instead resets the modules during the switchover.

Outage Time and Support Considerations

During an eFSU upgrade, modules are restarted or reset after the switchover that occurs between the
supervisor engines. Because the modules are restarted or reset, any links attached to the modules go up
and down and traffic processing is disrupted until protocols and software features are brought back
online. The length of time that module processing is disrupted (outage time) depends on whether the
eFSU process was able to preload a new software image onto the module.

» For modules that support eFSU preload, the outage time for an eFSU module warm reload is faster
than an RPR mode module reload.

e For modules that do not support eFSU preload, the outage time for module reload is similar to an
RPR mode module reload.

Once the new software is loaded (issu loadversion), you can use the show issu outage slot all command
to display the maximum outage time for installed modules. See the “Displaying the Maximum Outage
Time for Installed Modules (Optional)” section on page 5-10 for a command example.

Reserving Module Memory

On modules that support eFSU, the supervisor engine automatically reserves memory on the module to
store the new software image (decompressed format). The amount of memory needed varies according
to the module type.

Although we do not recommend it, you can enter the following command to keep the switch from reserving
memory for the software preload (where slot-num specifies which slot the module is installed in):

pq"oft"fqypngcf "tgugtxg"ogogt { "kocig"ungv" ungv,/pwo"
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Default Settings for eFSU W

Note  All modules that support eFSU preload must have at least 512 MB of memory, with enough memory free
to hold the new software image. If there is insufficient free memory, eFSU does not attempt the preload,
but instead resets the modules during the switchover.

To display whether or not the memory reservation was successful on a module, use the show issu outage
slot all command See the “Displaying the Maximum Outage Time for Installed Modules (Optional)”
section on page 5-10 for a command example.

Error Handling for eFSU Preload

If problems occur during eFSU preload, the switch takes the following actions:
e Module crash during loadversion—The module is reset when a switchover occurs.

*  Module not active when eFSU started—No power is provided to the module during the software
upgrade, and the module is reset when the process ends. The same action is applied to a module that
is inserted into the switch after the software upgrade process has begun.

e Module crash during run version or during rollback—The module boots with the software image
version that corresponds to the software image that is present on the active supervisor engine.

Default Settings for eFSU

None.

How to Perform an eFSU

e eFSU Summarized Procedure, page 5-6

e Preparing for the Upgrade, page 5-6

* Copying the New Software Image, page 5-8

* Loading the New Software onto the Standby Supervisor Engine, page 5-8

« Displaying the Maximum Outage Time for Installed Modules (Optional), page 5-10

» Forcing a Switchover from Active to Standby, page 5-10

e Accepting the New Software Version and Stopping the Rollback Process (Optional), page 5-12
e Committing the New Software to the Standby, page 5-12

« Verifying the Software Installation, page 5-12

» Aborting the Upgrade Process, page 5-13
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eF'SU Summarized Procedure

This task is a summarized procedure for an eFSU:

Command Purpose
Step1  Tqwvgte'"gpedng" Enables privileged EXEC mode. Enter your password if
prompted.
Step2  Tqwvgts"eqr{"vhvr"fkumapcog" Uses TFTP to copy the new software image to flash memory

on the active and standby supervisor engines (diskO: and
slavedisk0:). Answer the prompts to identify the name and
location of the new software image.

Step3  Tqwvgts'"ujqy"xgtukgp"~"kp"kocig" These show commands verify that the switch is ready to run
Tqwvgt$"ujqy"dggvxct" eFSU. The show version and show bootvar commands
verify the boot image settings.

quvgt%"uj:qY“tngPfCPe{ " The show redundancy and show issu state commands
Tawvgts"ujqy"kuuw"uvevg" ] fgvekn_ verify that redundancy mode is enabled and that SSO and
NSF are configured.

Note  Use the show redundancy and show issu state
commands throughout the upgrade to verify the
status of the upgrade.

Step4  Tqwvgts"kuuw"ngefxgtukqp cevkxg/ungv” Starts the upgrade process and loads the new software

cevkxg/kocig uvepfd{/ungv'uveptd{/kocig image onto the standby supervisor engine. It may take
several seconds for the new image to load and for the
standby supervisor engine to transition to SSO mode.

StepS  Tgwvgts'"ujqy"kuuw"qwvcig"ungv'cnn" (Optional) Displays the maximum outage time for installed
modules. Enter the command on the switch processor of the
supervisor engine.

Step 6 ~ Tgwvgts"kuuw"twpxgtukgp" Forces a switchover, which causes the standby supervisor
engine to become active and begin running the new
software. The previously active processor becomes standby
and boots with the old image.

Step 7  Tqwvgt$'kuuw"ceegrvxgtukqp" (Optional) Halts the rollback timer to ensure that the new
software image is not automatically aborted during the
upgrade process.

Step8  Tqwvgt3'kuuw"egookvxgtukgp" Loads the new software image onto the standby supervisor
engine in the specified slot.
Step9  Tqwvgts"ujqy"tgfwpfcpe{" Verifies the status of the upgrade process. If the upgrade
Tqwvgts"ujqy"kuuw"uvevg"] fgvekn " was successful, both the active and standby supervisor

engines are running the new software version.

Preparing for the Upgrade

¢ Verifying the Boot Image Version and Boot Variable, page 5-7
¢ Verifying Redundancy Mode, page 5-7
* Verifying eFSU State, page 5-8
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Note  Before attempting to perform a software upgrade, be sure to review the “Restrictions for eFSU” section
on page 5-2.

Verifying the Boot Image Version and Boot Variable

Before starting, enter the show version and show bootvar commands to verify the boot image version
and BOOT environment variable, as shown in the following examples:

Tqwvgt$"ujqy"xgtukgp"~"kp"kocig"
DQQV"xctkcdng"?"fkum2<kocigapcog=
EQPHKIaHKNG"xctkcdng"?
DQQVNFT"xctkcdng"?
Egphkiwtcvkgp"tgikuvgt"ku"2z4224

Uvepfd{"ku"wr
Uvepfd{"jcu"326:798M187758M"d{vgu"gh"ogoqgt {0

Uvepfd{"DQQV"xctkecdng" ? " fkum2<kocigapcog=
Uvcpfd{ "EQPHKIaHKNG"xctkcdng" ?
chpfd{"DQQVNFT"xctkcdng"?

Verifying Redundancy Mode

Verify that redundancy mode is enabled and that NSF and SSO are configured. The following command
example shows how to verify redundancy:

Tqwvgt%"ujqy"tgfwpfcpe("
Tgfwpfcpv"U{uvgo"Kphgtocvkgp"<
[171777777777777777777777771777
mwnnnnncxcknedng"u{uvgo"wrvkog"?"67"okpwvgu
Uykvejgxgtu"u{uvgo"gzrgtkgpegf"?"2

W mmmnmn "chpfd{ llhcknwtgu"?llz
nwwnnnnnNeuv"uykvejgxgt"tgecugp" ? "pgpg

mwmmmmnnnwnnnnnnngot fyctg"Ogfg" ? "Fwrngz
nnnnEgphkiwtgf "Tgfwpfcpe{"Ogfg"? "uug
nnnnnorgtevkpi "Tgfwpfepe { "Ogfg" ? "uug
mrwmnwwnwnnnnngckpvgpepeg"ogfg" ? "Fkucdngf
e Egoowpkecvkgpu" ? "Wr

Ewttgpv"Rtgeguugt "Kphgtocvkgp"<
LI 17777

mimwmmmmmmmmnmnmnn Cevkxg n quchqp n ? n unqv n 8

muwmmwmmnnn Ewttgpv "Uqhvyctg" uvcvg n ? "CEVK}(G

muwmwmwmwnn wrvkog " kp " ewttgpv " uvcvg n ? n 6 6 n Oka’VgU
W Kocig" thukqp n ? n Ekueq" KQU"Uqhvyctg . n kocigafgvcknull
Vgejpkecn"Uwrrgtv<"jvvr<llyyyOekuegOegolvgejuwrrgtv
Egr{tkijv"*e+"3;:8/422;"d{ "Ekueq"U{uvgou. "Kpe0
Egorkngf"vgf"3:/Hgd/2;"34<6:"d{ "mejtkuvk

LLBR LR LI L LI LR LI LI LR L L LR LR LRI LI LI LR LI LR LR LR LI L "DQQV" ? " fkum2<kocigapcog=
W EQPHKIaHKNG n ?

LLOR L LI L LI L LI L LA L L L LR L LR LI LI LR LR LR L L L DQQ’\/NFT" ?
nnwnnwnnEgphkiwtcevkgp"tgikuvgt"?"2z4224

Rggt"Rtgeguugt "Kphgtocvkgp"<
[177771777777777777777771717
mwwnnnnnnnnnnnyepfd{ "Ngecvkgp"? "ungv" 7
nmmpnmmwmwonn Ewttgpv n Uqhvyctg" uvcvg n ? n U\ICPFD [ n JQV
miwmmnnn erkog n kp n ewttgpv" uvcvg n ? "4 . n OkaVng
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mmmmmwnmnnnnnnnnngocig"Xgtukgp"? "Ekueq"KQU"Ughvyctg. "kocigafgvcknu"
Vgejpkecn"Uwrrgtv<"jvvr<llyyyOekuegOegolvgejuwrrgtv
Egr{tkijv"*e+"3;:8/422;"d{"Ekueq"U{uvgou. "Kpe0
Eqgorkngf"kocigafgvcknu"
e oAyt fkum2<kocigapcog! =
o EOPHK T aHKNG! ?

LTI n ' DOOYNFT ! ?
mnnnnnnnEgphkiwtcvkgptgikuvgt"?"2z4224

Verifying eFSU State

Verify that the the ISSU state is Init, rather than an intermediate eFSU upgrade state. Enter this
command:

Tgwvgt$"ujqy"kuuw"uvcvg" fgvckn"
U olo Al

mHmmmn i n e nwn TR gyevg" ? "Cevkxg

T KguW tUvevg ' ? "Nge f "Xgtukgp
e pggv ' Xetkedng " ? " fkum2 < kocigapcog
mrwnnmwmnnnnnnntgrgtcvkpi "0gfg" ? "uug
mrmmnnnnnnnnnnnRtkoct { "Xgtukgp" ? " fkum2<ukgttc02439
mrmwn i gegpfet { "Xgtukgp" ? " fkum2<ukgttc02439
Byt tgpv"Xgtukgp" ? " fkum2<ukgttc02439
e n¥ctkedng"Uvgtg" ? "RtuvXdn
A Teo0QP EX " ? '] fkum2<kocigapcog

R R 6)sTeaal N7

T TR 1 Jyevg ' ? "Uvep£d
e KUUW Uvevg " ? "Nge £ "Xgtukgp
mnmmnwwnwnnnnnnn gyt Xctkedng" ? " fkum2<kocigapcog
munmmnnnn o norgtevkpi "O0gfg" ? "uug
mwnnnnwnnnnnnnnRekoct { "Xgtukgp" ? " fkum2<kocigapcog
mwnmnnwnnnnnnygegpfct { "Xgtukgp" ? " fkum2<kocigapcog
mEwnn o Byt £ gpv ' Xgtukgp " ? " fkum2 < kocigapcog

Copying the New Software Image
Before starting the eFSU process, copy the new software image to flash memory (disk0: and slavediskO:)
on the active and standby supervisor engines.

Loading the New Software onto the Standby Supervisor Engine
Enter the issu loadversion command to start the upgrade process. This command reboots the standby

supervisor engine and loads the new software image onto the standby supervisor engine. When the
download is complete, you are prompted to enter the runversion command.

Note Do not automatically disable the features that are not common to both images. During the standby
initialization, after you enter the issu loadversion command, if there are any enabled features that are
not supported on the standby supervisor engine, a message is displayed that states that the standby
supervisor engine cannot initialize while this feature is enabled, and the standby supervisor engine is
forced to RPR (in the load-version state).

Tawvgt$ "kuuw"ngcfxgtukgp" fgxkeg<hkngpcog"
'kuuw"ngcfxgtukgp"gzgewvgf "uweeguuhwnn{ . "Uvcpfd{ "ku"dgkpi"tgngcfgf
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When execution of the issu loadversion command completes, the standby supervisor engine is loaded
with the new software image and the supervisor engine is in SSO mode. The issu loadversion command
might take several seconds to complete. If you enter the show commands too soon, you might not see
the information that you need.

These examples show how to check the status of the upgrade using the show redundancy and show issu
state detail commands:

Tqwvgt$"ujqy"tgfwpfcpe("
Tgfwpfcpv"U{uvgo"Kphgtocvkgp"<
I177177777777777777777777777777

mmwmwmwmmn Cxckncdng l|u{uvgo n wrvkog" ? n 3 n j qwt . l|2 n Okpwvgu
Uykvejgxgtu"u{uvgo"gzrgtkgpegf"?"2
mwwnnwnnnnnnnngyepfd{ "hcknwtgu"?"3

mmwmwmwmmn "NCUV" uykvej qxgt l|tgcqu n ? l|pqu

et gotfyctg"Oogfg" ? "Fwrngz
nnnnEgphkiwtgf "Tgfwpfcpe {"Ogfg" ? "uug
mnnnnorgtevkpi "Tgfwpfepe { "Ogfg" ? "uug
rrmmmwwnwnnnnngckpvgpepeg"ogfg" ? "Fkucdngf
et Egoowpkecvkgpu ' ? "Wr

Ewttgpv"Rtgeguugt "Kphgtocvkgp"<
[I7777777777777777777777777777

nmmwwmmnm Cevkxg n qucvkqp n ? n unqv n 8

mwmmwmnnn Ewttgpv " Uqhvyctg " uvcvg " ? " CEVKXG

mmwmwmwmmnn erkog n kp n ewttgpv n quVg n ? n ’7 ; n OkaVgU
W Kocig"thukqp n ? n Ekueq" KQU"Uththg . n kocigafgvcknu"
Vgejpkecn"Uwrrgtv<"jvvr<llyyyOekuegOeqgolvgejuwrrgtv
Eqr{tkijv"+*e+"3;:8/422;"d{ "Ekueq"U{uvgou. "Kpe0
Eqgorkngf"000

LI L LI L L L L L L I L L L LI L LR LR LR L LR LR LR LI L IIDQQV" ? " fkum2<kocigapcog"
A EQPHKIaHKNG n ?

LU LR LI L LI L LR L LR LR LR LR LR LI LR LB LI LR LI LR LI DQQ’\/NFT n ?
munnwnnnEgphkiwtcevkgp"tgikuvgt"?"2z4224

Rggt"Rtgeguugt "Kphgtocvkgp"<
LI 7

miuwmmmmmmmmmmnnn chpfd{ n quCqup n ? n unqv n ’7

nmwwmwmwnnn Ethng"Uqhvthg" uvcvg n ? "U\/CPFD [ n JQV

mwwmwnnn wrvkog n kp n ewttgpv n uvcvg n ? ngn Okpw’Vgu
W Kocig" thukqp n ? n Ekueq" KQU"Uqhvyctg . n kocigapcogll
Vgejpkecn"Uwrrgtv<"jvvr<llyyyOekuegOegolvgejuwrrgtv
Eqr{tkijv"*e+"3;:8/422;"d{ "Ekueq"U{uvgou. "Kpe0
Egorkngf"000"

LLBR U LI L LI L LI L L L L L LR LRI LI LA LR LI LR LR LR LI L "DQQV" ? n fkum2<kocigapcog|l
W EQPHKIaHKNG n ?

LLOR L LI L LI L LI L L L L L LR LR LI LI LR LR LR L L L DQQ'\/NFT" ?
nwwnnwnnEgphkiwtcevkgp"tgikuvgt"?"2z4224

Tgqwvgt$"ujqy"kuuw"uvevg" fgvckn"

LU LI L LI L LI L L L L LI L LI L LU LR LR LR LR LR LR LR LI L 1] "Unqv" ? n 8
WA TR n chvg n ? n Cevkxg
muwmmwmmmmwmmmmmnmnmnnn K‘U‘[Jw n chvg n ? n chf n thukqp
mimwmnmn quv" Xctkcdng n ? n fkum2<kocigapcog|l
muwmmwmmwnmnnnnnnn I|Qrgtcvkpi n Oqun ? n uuq

Wi mmmmnnn I|Rtkoct{ n thukqp n ? n fkum2<kocigapcogll
LRI IR USIBUS BRI "Ugeqpfct { "thukqp n ? n fkum2<kocigapcog|l
LU L I I I TR I T LR T T T T 1] Ewttgpv n thukqp n ? n fkum2<kocigapcogu
muwmmmmmmmmmnnmnn I|Xctkcdng n Uvqtg" ? I|Rtuvxdn

LLBR LIS LR LI L LI L LI L LR LR LR LR LR LI LA LI L L L) "TQOOQP" EX" ? n ] fkum2<kocigapcog

nnnnnnnnnnnnnnnnnnnnnnnnnnUnqvn?n7

nnnnnnnnnnnnnnnnnnnnnnTRnchvgn?nchpfd{
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o KOUWh Uvevg ' ? "Nge £ "Xgtukgp
Wi n I|quvl|Xctkcdng n ? n fkum2<kocigapcogll
LU UL LB LI LI IR LI LR R R L LI LR LI I Qrgtcvkpi n Oqu" ? n uuq

LRI TR TR TR TR TR TR TR TR TR TR TR T] "RtkOCt{ " thukqp non fkum2<kocigapcog"
nmmpmwnwwwwwwnnn I|Ugeqpfct{ n thukqp n ? n fkum2<kocigapcogll
I mwmmmnn Ewttgpv n thukqp n ? n fkum2<kocigapcog|l

Displaying the Maximum Outage Time for Installed Modules (Optional)

Once the new software is downloaded, you can enter the show issu outage slot all command on the
switch processor to display the maximum outage time for the installed modules:

Tagwvgt$"ujqy"kuuw"gwvcig"ungv"cnn"

Ungv"$"ECEENV{zg" o nw o wnwnnnnQFTHOgfgh " " "Ocz "Qwveig"vkog
[I117771110007070771777711000771777111007770777177%1100777017"11111111171111]
mnnnn3NEGHI42" : "rgtv " 32IG " ykv "FHE! MU nn iy CTOaTGNQCE " M 522 1ygeu
mmmmngn,g/rgtv"321322"0dru TLE 7 N PGNQCF w582 nygey
mnnnMnENEGH942"6: "rgtv"32220d"UHR" M n n n pGNQCE T nn i nnnnn 582 tygeu
Ungv"$"Tgougp" """ s Gy £ gt " Pwodgt
[I1177M1110000000171777711000171177111111770711117"11111111111]

nrmnn 3 NRNCVHQTOAKPKV ! 1IN IE I IEATIE LI I I AT LI I I I IE I i i i n g

w4 "RNCVHQTOaKPKV ! 1IN IE I IEE LU IE I I TE LI IE I I e i g

mnnnn g "RTGFQYPNQCFaNEaOKOKOWOaOGOQT [aHCKNWTG! "1t iy

Tqwvgt$

Forcing a Switchover from Active to Standby

Enter the issu runversion command to force a switchover between the active and standby supervisor
engines. The standby supervisor engine, which has the new software image loaded, becomes active. The
previously active supervisor engine becomes the standby and boots with the old software image (in case
the software upgrade needs to be aborted and the old image restored).

Tgwvgt$"kuuw" twpxgtukgp"
Viku"egoocpf "yknn"tgngcf "vijg"Cevkxg"wpkv0" "Rtgeggf "A"] egphkto_"{"

A switchover between the supervisor engines occurs now. The previous standby supervisor engine becomes
active and is running the new software version. The previous active supervisor engine, now the standby
supervisor engine, boots with the old software.

Note At this point, the new active supervisor engine is running the new software image and the standby is
running the old software image. You should verify the state of the active and standby supervisor engines
as shown in the following examples (show redundancy and show issu state detail).

Tqwvgt$"ujqy"tgfwpfcpe("
LI 777

mwnwnnn cxcknedng"u{uvgo"wrvkog"?"3"jgwt . " ; "okpwvgu
Uykvejgxgtu"u{uvgo"gzrgtkgpegf"?"3

mmwmwmwmwmwmwmwnwmwnnn "UVCpfd{"thl’thng"?"z
mwmmmnnnNcuv'uykvejgxgt "tgcugp" ? "wugt "hgtegf

nmmwwmwmwmwnnnnnn Jctfyctg"Oqu" ? n erngz
nnnnEgphkiwtgf "Tgfwpfepe{ "Ogfg" ? "uug
nmmnn I|Qrgtcvkpi n Tgprfcpe{ n Oqu" ? n uuq
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WAL "Ockpvgpcpeg"Oqu" ? "Fk'LlCdIlgf
RN TR R TR TR TR IR TR IR TR N TR quowpkecvkqpu" 2UWr

Ewttgpv"Rtgeguugt "Kphgtocvkgp"<
[I17777777777777777777777777777

nmmwwmmnm Cevkxg n qucvkqp n ? n unqv n '7

muwmmwmnnn Ewttgpv " Uqhvyctg " uvcvg " ? " CEVKXG

mmwmmwmmnn erkog n kp n ewttgpv n quVg n ? n 9 n OkaVgU
W Kocig"thukqp n ? n Ekueq" KQU"Uththg . n kocigafgvcknu"
Vgejpkecn"Uwrrgtv<"jvvr<llyyyOekuegOeqgolvgejuwrrgtv
Eqr{tkijv"+*e+"3;:8/422;"d{ "Ekueq"U{uvgou. "Kpe0
Egorkngf"000"

LI L LI L LI L L L L L L L LA L LR LR LR L LR LR LR LI L IIDQQV" ? " fkum2<kocigapcog"
WA EQPHKIaHKNG n ?

LU LR LI L LI L LA L LR LR LR LR LR LI LR LB LI LI LI LR LI DQQ’\/NFT n ?
munnwnnnEgphkiwtcevkgp"tgikuvgt"?"2z4224

Rggt"Rtgeguugt "Kphgtocvkgp"<
LI 7

mimwmmmmmmmmnmnnn chpfd{ n quCqup n ? n unqv n 8

nmwwmwmwnnn Ewttgpv"Uqhvyctg" uvcvg n ? "U\/CPFD [ n JQV

mmwmwmwnn l|wrvkogl| kp n ewttgpv n uvcvg n ? n 2 n Okpw’VgU
W Kocig" thukqp n ? n Ekueq" KQU"Uqhvyctg . n kocigafgvcknull
Vgejpkecn"Uwrrgtv<"jvvr<llyyyOekuegOegolvgejuwrrgtv
Eqr{tkijv"*e+"3;:8/422;"d{ "Ekueq"U{uvgou. "Kpe0
Egorkngf"vgf"3:/Hgd/2; "34<6:"d{ "mejtkuvk
AT "DQQV" ? n fkum2<kocigapcog|l
W EQPHKIaHKN'G n ?

LLOR L LI L LI L LI L LA L L L LR L LR LI LI LR LR LR L L L DQQ'\/NFT" ?
nwwnnwnnEgphkiwtcevkgp"tgikuvgt"?"2z4224

Tgqwvgt$"ujqy"kuuw"uvevg" fgvckn"

LU LI L LI L LI L L L L LI L LI L LU LR LR L LR LR LR LR LI L 1] "Unqv" ? n '7
W TR n chvg n ? n Cevkxg
muwmmwmmmmmmnnnnnnnnn K‘U‘[Jw n chvg n ? n Twp n thukqp
mmwnwnmnn quv" Xctkcdng n ? n fkum2<kocigapcog|l
muwmwmwmmnmnnnnnnn I|Qrgtcvkpi n Oqun ? n uuq

W nmnannn I|Rtkoct{ n thukqp n ? n fkum2<kocigapcogll
nmmwwmwwmmmmnnn "Ugeqpfct { "thukqp n ? n fkum2<kocigapcog|l
LU U I I L T I T TR T T T T 1] Ewttgpv n thukqp n ? n fkum2<kocigapcogu
W I|Xctkcdng n Uvqtg" ? I|Rtuvxdn

LLBR LI LR LR L LA L LI LR LR LR LR LR LR LI LA LR L L 1) "TQOOQP" EX" ? n ] fkum2<kocigapcog

LI L L L L L L L L L L LI LI LI LI LR LR LR LR L L 1] Unqv n ? n 8

WA nmnnnn TR n chvg n ? "chpfd{

T nnnnnn KUUW n chvg n ? n Twp n thukqp
mimwmwmmmmmmmmmmmmnn I|quvl|Xctkcdng n ? n fkum2<kocigapcogll
nuwwwwmmmmmnnnnnn Qrgtcvkpi n Oqu" ? n uuq

LRI TR TR TR TR TR TR TR TR TR TR TR T] "RtkOCt{ " thukqp non fkum2<kocigapcog"
nmmmnwwwwwnnn I|Ugeqpfct{ n thukqp n ? n fkum2<kocigapcogll
nuwwwwmmmmnnnn Ewttgpv" thukqp n ? n fkum2<kocigapcog|l

Note  To complete the upgrade process, enter the issu acceptversion (optional) and issu commitversion
commands (as described in the following sections).
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Accepting the New Software Version and Stopping the Rollback Process
(Optional)
You must either accept or commit the new software image, or the rollback timer will expire and stop the

upgrade process. If that occurs, the software image reverts to the previous software version. The rollback
timer is a safeguard to ensure that the upgrade process does not leave the switch nonoperational.

Note  New features that are not supported by the previous image are allowed to be enabled only after you enter
the issu commitversion command.

The following command sequence shows how the issu acceptversion command stops the rollback timer
to enable you to examine the functionality of the new software image. When you are satisfied that the
new image is acceptable, enter the issu commitversion command to end the upgrade process.

Tgwvgt % "ujqy"kuuw" tgnndcem/vkogt"

nwuwmwnwnn "anndcem lltheguu n chvg n ? n Kp n rtqitguu

nwnnnnEgphkiwtgf "Tgnndcem"Vkog"?"22<67<22
mmwwmnnnCyyvgocvke"Tgnndcem"Vkog" ?"22<59<4 :

Tgwvgt % "kuuw" ceegrvxgtukgp"
' "Tgnndcem"vkogt "uvgrrgf 0 "Rngcug"kuuwg"vjg"egookvxgtukgp"egoocpf 0

View the rollback timer to see that the rollback process has been stopped:

Tgwvgt % "ujqy"kuuw" tqnndcem/vkogt"
nmmmmwmwmnn anndcem n theguu n chvg n ? n qu n kp n rtqitguu
nwnnnnEgphkiwtgf "Tgnndcem"Vkog"?"22<67<22

Committing the New Software to the Standby

Enter the issu commitversion command to load the new software image onto the standby supervisor
engine and complete the software upgrade process. In the following example, the new image is loaded
onto the standby supervisor engine in slot 5:

Tgwvgt % "kuuw"eqgookvxgtukgp"

Dwknfkpi"egphkiwtcvkgp000

oM
' kuuw"egookvxgtukgp"gzgewvgf "uweeguuhwnn {

Note  The software upgrade process is now complete. Both the active and standby supervisor engines are
running the new software version.

Verifying the Software Installation

You should verify the status of the software upgrade. If the upgrade was successful, both the active and
standby supervisor engines are running the new software version.

Tqwvgt$"ujqy"tgfwpfcpe{"
Tgfwpfcpv"U{uvgo"Kphgtocvkgp"<
[17171777777777777777777177777
mwnnnnncxcknedng"u{uvgo"wrvkog"?"3"jgwt . "39"okpwvgu
Uykvejgxgtu"u{uvgo"gzrgtkgpegf"?"3

mmwmwwmmwmmmmmmnmn "chpfd{"hcknwtgul|?l|3
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nwnnnnnnNeyy" uykvej gxgt"tgcugp" 2n wugt "hqtegf

nrnnnnnnnnnnnnnnn et fyctg"ogfg"? "Fwrngz
nnnnEgphkiwtgf "Tgfwpfcpe{"Ogfg"? "uug
nnnnnorgtevkpi "Tgfwpfepe { "Ogfg" ? "uug
mrmmwwnwnnnnnngckpvgpepeg"0gfg" ? "Fkucdngf
e Egoowpkecvkgpu" ? "Wr

Ewttgpv"Rtgeguugt "Kphgtocvkgp"<
LI 17777

Wi Cevkxg n quchqp n ? n unqv n ’7

nmmwmwmwmmwnnn Ewttgpv n Uqhvyctg" uvcvg n ? n CEVK}(G

nwwwnwnn wrvkog n kp n ewttgpv n uvcvg n ? n 3 Al OkaVg'Ll
W Kocig" thukqp n ? n Ekueq" KQU"Uqhvyctg . n kocigapcogll
Vgejpkecn"Uwrrgtv<"jvvr<llyyyOekuegOegolvgejuwrrgtv
Eqr{tkijv"*e+"3;:8/422;"d{ "Ekueq"U{uvgou. "Kpe0
Egorkngf"000"

LLBR U LI L LI L LI L L L L L LR LA LR LR LR LR LI LR LR LR LI L "DQQV" ? n fkum2<kocigapcog|l
W EQPHKIaHKN'G n ?

LLOR L LI L LI LR LI L LA L L L LR LR LI LI LR LI LR L L L DQQ'\/NFT" ?
nwwnnwnnEgphkiwtcevkgp"tgikuvgt"?"2z4224

Rggt "Rtgeguugt "Kphgtocvkgp"<
LI 7

mrmwn e gyepfd { "Ngecvkgp " ? "ungv" 8

wiwnn Byt tgpv 'Ughvyctg'uvevg " ? "UVCPED [ "JQV
nrmnnnnwrvkog"kp"ewttgpv"uvevg" ? "2 "okpwvgu
ranmwmmwnnnnnwnnngocig"Xgtukgp" ? "Ekueq"KQU"Ughvyctg. "kocigafgvcknu"
Vgejpkecn"Uwrrgtv<"jvvr<llyyyOekuegOegolvgejuwrrgtv
Egr{tkijv"*e+"3;:8/422;"d{"Ekueq"U{uvgou. "Kpe0
Eqgorkngf"000"

IIICII I n v ooy 2 tfkum2 < kocigapcog"
o EOPHK T aHKNG! ?
LTI n ' DOOYNFT ! ?
munnnnnnEgphkiwtcvkgptgikuvgt"?"2z4224

Tqwvgt$"ujqy"kuuw"uvevg" fgvckn"

R TR N R R TR TR R TR R TR IR TR IR IR TR N TR N TR ] "Ul'qu" N7

munRRAEARRRRRRR NN TR Jycyg! 20 CerXg

LRI RTINS g 1) Al UVCVg nomn kaV

RN TR N RN TR TR R TR IR TR "quv"Xctkcdng non fkum2<kocigapcogu
WAL "Qrgtcvkpi " Oqu" 20 uug

RN TR IR RN TR TR IR TR TR "RtkOCt{ " thqup nonp]C

NIRRT IR RN TR IR} nUgeqprt { "thukqp nanpiC

T By £ gpv ! thukqp nomn fkum2<kocigapcog"
RN TR IR TR IR R TR IR TR I TR T} "XCtdeng "UVqtg" ? "RtuvXdn

mHmn e TOOOQP"EX " 2" ] fkum2<ukocigapcog"

B U ole VAU
e e TR 0y evg ' ? "Uvepfd {
A Kguw tUvevg ' ? "Kpkv

mrwnnmwmmnn et pagy"Xctkedng" ? " fkum2<kocigapcog"
mnnmmnnnnnnnnnnngrgtevkpi "ogfg" ? "uug

mwwww e Rekoct { "Xgtukgp"? "P1C

mwmwn e ggegpfet { "Xgtukgp"? "P1C

mwwmmwnnnnn gyt tgpv"Xgtukgp" ? "fkum2<kocigapcog"

Aborting the Upgrade Process

You can manually abort the software upgrade at any stage by entering the issu abortversion command.
The upgrade process also aborts on its own if the software detects a failure.
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Bl How to Upgrade a Non-eFSU Image to an eFSU Image

If you abort the process after you enter the issu loadversion command, the standby supervisor engine is
reset and reloaded with the original software.

The following is an example of the issu abortversion sl/of image command that shows how to abort the
software upgrade process:

Tgwvgt$"kuuw"cdgtvxgtukgp"8"e9822u94255"

Note  Before you enter the issu abortversion command, make sure that the standby supervisor engine is Up
(STANDBY HOT [in SSO] or COLD [in RPR]).

How to Upgrade a Non-eFSU Image to an eFSU Image

If the new Cisco IOS software image does not support eFSU, you must manually upgrade the software
image. To do so, you must upgrade the software image on the standby supervisor engine and then
perform a manual switchover so that the standby takes over processing with the new image. You can then
upgrade the software image on the previously active, and now standby, supervisor engine. For more
information, see the “eFSU Summarized Procedure” section on page 5-6.

)o

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support series_home.html

Participate in the Technical Documentation Ideas forum
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Step 1

Step 2

Step 3

Step 4
Step 5

CHAPTER

Fast Software Upgrade

Note « For complete syntax and usage information for the commands used in this chapter, see these
publications:

http://www.cisco.com/en/US/products/ps11846/prod _command reference list.html

e Cisco IOS Release 15.2SY supports only Ethernet interfaces. Cisco IOS Release 15.2SY does not
support any WAN features or commands.

» Supported only with redundant supervisor engines. Cisco I0S software is upgraded on the standby
RP, and a manual switchover is performed. The new Cisco I0S image can then be upgraded on the
other RP.

* During the upgrade process, different images will be loaded on the RPs for a very short period of
time. If a switchover occurs during this time, the device will recover in RPR mode.

)o

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html

Participate in the Technical Documentation Ideas forum

To upgrade or downgrade the Cisco 10S image, perform this task:

Command Purpose

Tgwvgt@"gpcdng Enables privileged EXEC mode (enter your password if
prompted).

Tqwvgt"eqr{" }hvr<"~"jvvr<ll"-"jvvru<ll"-"ter<"~" |Copies a Cisco IOS image onto the flash device of the

uer<"~"vhvr< " fgxkeg<hkngpcog" active RP.

Tqwvgt¥'eqr{"}hvr<"~"jvvr<ll"~"jvvru<ll"~"ter<"~" |Copies a Cisco IOS image onto the flash device of the

uer<"~"vhvr<"uncxgfgxkeg<hkngpcog" standby RP.

Tqwvgt$ egphkiwtg"vgtokpen" Enters global configuration mode.

Tqwvgt *eqphki+%"pg"dagv"u{uvgo"hncuj" (Optional) Clears any existing system flash boot image

1 hncuj /hu<_] rctvkvkgp/pwodgt<_] hkngpcog " specification.

Supervisor Engine 2T Software Configuration Guide, Release 15.25Y g
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Command Purpose
Step 6  Tgwvgt*egphki+%"dggv"u{uvgo"hncuj" Specifies the filename of stored image in flash memory.
1 hncuj/hu<_] rctvkvkgp/pwodgt<_] hkngpcog "
Step7  Tqwvgt*egphki+%"eqgphki/tgikuvgt"2z4324" Sets the configuration register setting to the default
value.
Step 8  Tqwvgt*egphki+%"gzkv" Exits global configuration mode and returns the router to
privileged EXEC mode.
Step9  Tqwvgts"eqr{"twppkpi/eqgphki"uvctvwr/eqphki® Saves the configuration changes to the startup
configuration file.
Step 10 jy/oqfwng" }oqfwng"uvepfd{aungvi"tgugv" Resets and reloads the standby processor with the
specified Cisco IOS image, and executes the image.
Step 11 tgfwpfcpe{"hqgteg/uykvejqgxgt" Forces a switchover to the standby RP.

Jo

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html

Participate in the Technical Documentation Ideas forum
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CHAPTER ;

Stateful Switchover (SSO)

¢ Prerequisites for SSO, page 7-1

» Restrictions for SSO, page 7-2

* Information About SSO, page 7-3

e Default Settings for SSO, page 7-10

* How to Configure SSO, page 7-10

e Troubleshooting SSO, page 7-11

e Verifying the SSO Configuration, page 7-12
» Configuration Examples for SSO, page 7-16

Note » For complete syntax and usage information for the commands used in this chapter, see these
publications:

* Cisco IOS Release 15.2SY supports only Ethernet interfaces. Cisco IOS Release 15.2SY does not
support any WAN features or commands.

* SSO and NSF do not support IPv6 multicast traffic.

)o

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html

Participate in the Technical Documentation Ideas forum

Prerequisites for SSO

None.
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M Restrictions for SSO

Restrictions for SSO

General Restrictions, page 7-2
Configuration Mode Restrictions, page 7-2

Switchover Process Restrictions, page 7-2

General Restrictions

Two RPs must be installed in the chassis, each running the same version of the Cisco IOS software.

Both RPs must run the same Cisco 10S image. If the RPs are operating different Cisco IOS images,
the system reverts to RPR mode even if SSO is configured.

Configuration changes made through SNMP may not be automatically configured on the standby
RP after a switchover occurs.

Load sharing between dual processors is not supported.

Enhanced Object Tracking (EOT) is not stateful switchover-aware and cannot be used with HSRP,
Virtual Router Redundancy Protocol (VRRP), or Gateway Load Balancing Protocol (GLBP) in SSO
mode.

Multicast is not SSO-aware and restarts after switchover; therefore, multicast tables and data
structures are cleared upon switchover.

Configuration Mode Restrictions

The configuration registers on both RPs must be set the same for the networking device to behave
the same when either RP is rebooted.

During the startup (bulk) synchronization, configuration changes are not allowed. Before making
any configuration changes, wait for a message similar to the following:

' JC/7/0QFG<Qrgtcvkpi"ogfg"ku"uug. "egphkiwtgf "ogfg"ku"uug0

Switchover Process Restrictions

If any changes to the fabric configuration happen simultaneously with an RP switchover, the chassis
is reset and all line cards are reset.

If the switch is configured for SSO mode, and the active RP fails before the standby is ready to
switch over, the switch will recover through a full system reset.

During SSO synchronization between the active and standby RPs, the configured mode will be RPR.
After the synchronization is complete, the operating mode will be SSO. If a switchover occurs
before the synchronization is complete, the switchover will be in RPR mode.

If a switchover occurs before the bulk synchronization step is complete, the new active RP may be
in inconsistent states. The switch will be reloaded in this case.

Switchovers in SSO mode will not cause the reset of any line cards.

Interfaces on the RP itself are not stateful and will experience a reset across switchovers. In
particular, the GE interfaces on the RPs are reset across switchovers and do not support SSO.

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY
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* Any line cards that are not online at the time of a switchover (line cards not in Cisco I0S running
state) are reset and reloaded on a switchover.

e Permanent removal of a line card that allows you to convert port-mode from 40 Gigabit Ethernet to
10 Gigabit Ethernet and runs in over-subscription mode might result in a configuration mismatch
between the two chassis of a VSS setup. This causes the standby supervisor to boot up in RPR
redundancy mode when a VSS switchover is performed or if only the standby switch is reloaded.
The resulting configuration mismatch can be resolved in either of the following ways:

— Operational mode for any line card must be changed to the default mode of 40 Gigabit Ethernet
for both port-groups before the module is removed from both chassis. Otherwise, the module
configuration cannot be changed once it is removed from the chassis.

If the running configuration still displays the commands for 10 Gigabit Ethernet operation
mode, run the redundancy config-sync ignore mismatched-commands command in
privileged EXEC mode. Then, reload the standby switch or perform a switchover. This will boot
the standby switch in SSO mode.

— Areload of the complete VSS system removes the configuration mismatch and prevents the
standby chassis from booting in RPR redundancy mode.

Information About SSO

* SSO Overview, page 7-3

« SSO Operation, page 7-5

* Route Processor Synchronization, page 7-6
¢SSO Operation, page 7-8

¢ SSO-Aware Features, page 7-10

SSO Overview

The switch is supports fault resistance by allowing a redundant supervisor engine to take over if the
primary supervisor engine fails. Cisco SSO (frequently used with NSF) minimizes the time a network is
unavailable to its users following a switchover while continuing to forward IP packets. The switch is
supports route processor redundancy (RPR). For more information, see Chapter 9,

“Route Processor Redundancy (RPR).”

SSO is particularly useful at the network edge. Traditionally, core routers protect against network faults
using router redundancy and mesh connections that allow traffic to bypass failed network elements. SSO
provides protection for network edge devices with dual Route Processors (RPs) that represent a single

point of failure in the network design, and where an outage might result in loss of service for customers.

SSO has many benefits. Because the SSO feature maintains stateful feature information, user session
information is maintained during a switchover, and line cards continue to forward network traffic with
no loss of sessions, providing improved network availability. SSO provides a faster switchover than RPR
by fully initializing and fully configuring the standby RP, and by synchronizing state information, which
can reduce the time required for routing protocols to converge. Network stability may be improved with
the reduction in the number of route flaps had been created when routers in the network failed and lost
their routing tables.

SSO is required by the Cisco Nonstop Forwarding (NSF) feature (see Chapter 8, “Nonstop Forwarding
(NSF)”).
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Figure 7-1 illustrates how SSO is typically deployed in service provider networks. In this example,
Cisco NSF with SSO is primarily at the access layer (edge) of the service provider network. A fault at
this point could result in loss of service for enterprise customers requiring access to the service provider
network.

For Cisco NSF protocols that require neighboring devices to participate in Cisco NSF, Cisco NSF-aware
software images must be installed on those neighboring distribution layer devices. Additional network
availability benefits might be achieved by applying Cisco NSF and SSO features at the core layer of your
network; however, consult your network design engineers to evaluate your specific site requirements.

Figure 7-1 Cisco NSF with SSO Network Deployment: Service Provider Networks
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Additional levels of availability may be gained by deploying Cisco NSF with SSO at other points in the
network where a single point of failure exists. Figure 7-2 illustrates an optional deployment strategy that
applies Cisco NSF with SSO at the enterprise network access layer. In this example, each access point
in the enterprise network represents another single point of failure in the network design. In the event of
a switchover or a planned software upgrade, enterprise customer sessions would continue uninterrupted
through the network.

Figure 7-2 Cisco NSF with SSO Network Deployment: Enterprise Networks
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SSO Operation

SSO establishes one of the RPs as the active processor while the other RP is designated as the standby
processor. SSO fully initializes the standby RP, and then synchronizes critical state information between
the active and standby RP.

During an SSO switchover, the line cards are not reset, which provides faster switchover between the
processors. The following events cause a switchover:

e A hardware failure on the active supervisor engine
¢ Clock synchronization failure between supervisor engines
* A manual switchover or shutdown

An SSO switchover does not interrupt Layer 2 traffic. An SSO switchover preserves FIB and adjacency
entries and can forward Layer 3 traffic after a switchover. SSO switchover duration is between 0 and 3
seconds.

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY [ |



Chapter 7 Stateful Switchover (SSO) |

M Information About SSO

Route Processor Synchronization

» Synchronization Overview, page 7-6
* Bulk Synchronization During Initialization, page 7-6
e Synchronization of Startup Configuration, page 7-6

¢ Incremental Synchronization, page 7-7

Synchronization Overview

In networking devices running SSO, both RPs must be running the same configuration so that the
standby RP is always ready to assume control if the active RP fails. SSO synchronizes the configuration
information from the active RP to the standby RP at startup and whenever changes to the active RP
configuration occur. This synchronization occurs in two separate phases:

*  While the standby RP is booting, the configuration information is synchronized in bulk from the
active RP to the standby RP.

*  When configuration or state changes occur, an incremental synchronization is conducted from the
active RP to the standby RP.

Bulk Synchronization During Initialization

When a system with SSO is initialized, the active RP performs a chassis discovery (discovery of the
number and type of line cards and fabric cards, if available, in the system) and parses the startup configuration
file.

The active RP then synchronizes this data to the standby RP and instructs the standby RP to complete
its initialization. This method ensures that both RPs contain the same configuration information.

Even though the standby RP is fully initialized, it interacts only with the active RP to receive incremental
changes to the configuration files as they occur. Executing CLI commands on the standby RP is not
supported.

Synchronization of Startup Configuration
During system startup, the startup configuration file is copied from the active RP to the standby RP. Any
existing startup configuration file on the standby RP is overwritten.

The startup configuration is a text file stored in the NVRAM of the RP. It is synchronized whenever you
perform the following operations:

¢ CLI command copy system:running-config nvram:startup-config is used.

¢ CLI command copy running-config startup-config is used.

e CLI command write memory is used.

e CLI command copy filename nvram:startup-config is used.

e SNMP SET of MIB variable ccCopyEntry in CISCO_CONFIG_COPY MIB is used.
» System configuration is saved using the reload command.

« System configuration is saved following entry of a forced switchover CLI command.
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Incremental Synchronization

* Incremental Synchronization Overview, page 7-7
e CLI Commands, page 7-7

e SNMP SET Commands, page 7-7

¢ Routing and Forwarding Information, page 7-7

e Chassis State, page 7-7

¢ Line Card State, page 7-7

» Counters and Statistics, page 7-8

Incremental Synchronization Overview

After both RPs are fully initialized, any further changes to the running configuration or active RP states
are synchronized to the standby RP as they occur. Active RP states are updated as a result of processing
feature information, external events (such as the interface becoming up or down), or user configuration
commands (using CLI commands or Simple Network Management Protocol [SNMP]) or other internal

events.

CLI Commands
CLI changes to the running configuration are synchronized from the active RP to the standby RP. In
effect, the CLI command is run on both the active and the standby RP.

SNMP SET Commands

Configuration changes caused by an SNMP set operation are synchronized on a case-by-case basis.
Currently only two SNMP configuration set operations are supported:

* shut and no-shut (of an interface)

e link up/down trap enable/disable

Routing and Forwarding Information

Routing and forwarding information is synchronized to the standby RP:
» State changes for SSO-aware features (for example, SNMP) are synchronized to the standby RP.

» Cisco Express Forwarding updates to the Forwarding Information Base (FIB) are synchronized to
the standby RP.

Chassis State

Changes to the chassis state due to line card insertion or removal are synchronized to the standby RP.

Line Card State

Changes to the line card states are synchronized to the standby RP. Line card state information is initially
obtained during bulk synchronization of the standby RP. Following bulk synchronization, line card
events, such as whether the interface is up or down, received at the active processor are synchronized to
the standby RP.
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Counters and Statistics

The various counters and statistics maintained in the active RP are not synchronized because they may
change often and because the degree of synchronization they require is substantial. The volume of
information associated with statistics makes synchronizing them impractical.

Note  Not synchronizing counters and statistics between RPs may create problems for external network
management systems that monitor this information.

SSO Operation

* SSO Conditions, page 7-8

e Switchover Time, page 7-8

e Online Removal of the Active RP, page 7-9
« Fast Software Upgrade, page 7-9

e Core Dump Operation, page 7-9

SSO Conditions

An automatic or manual switchover may occur under the following conditions:
« A fault condition that causes the active RP to crash or reboot—automatic switchover
* The active RP is declared dead (not responding)—automatic switchover
e The CLI is invoked—manual switchover

The user can force the switchover from the active RP to the standby RP by using a CLI command. This
manual procedure allows for a “graceful” or controlled shutdown of the active RP and switchover to the
standby RP. This graceful shutdown allows critical cleanup to occur.

a~

Note  This procedure should not be confused with the graceful shutdown procedure for routing protocols in
core routers—they are separate mechanisms.

A

Caution The SSO feature introduces a number of new command and command changes, including commands to
manually cause a switchover. The reload command does not cause a switchover. The reload command
causes a full reload of the box, removing all table entries, resetting all line cards, and interrupting
nonstop forwarding.

Switchover Time

The time required by the device to switch over from the active RP to the standby RP is between zero and
three seconds.
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Although the newly active processor takes over almost immediately following a switchover, the time
required for the device to begin operating again in full redundancy (SSO) mode can be several minutes,
depending on the platform. The length of time can be due to a number of factors including the time
needed for the previously active processor to obtain crash information, load code and microcode, and
synchronize configurations between processors.

On DFC-equipped switching modules, forwarding information is distributed, and packets forwarded
from the same line card should have little to no forwarding delay; however, forwarding packets between
line cards requires interaction with the RP, meaning that packet forwarding might have to wait for the
switchover time.

Online Removal of the Active RP

Online removal of the active RP automatically forces a stateful switchover to the standby RP.

Fast Software Upgrade

Note

You can use Fast Software Upgrade (FSU) to reduce planned downtime. With FSU, you can configure
the system to switch over to a standby RP that is preloaded with an upgraded Cisco IOS software image.
FSU reduces outage time during a software upgrade by transferring functions to the standby RP that has
the upgraded Cisco IOS software preinstalled. You can also use FSU to downgrade a system to an older
version of Cisco OS or have a backup system loaded for downgrading to a previous image immediately
after an upgrade.

SSO must be configured on the networking device before performing FSU.

During the upgrade process, different images will be loaded on the RPs for a short period of time. During
this time, the device will operate in RPR mode.

Core Dump Operation

Note

In networking devices that support SSO, the newly active primary processor runs the core dump
operation after the switchover has taken place. Not having to wait for dump operations effectively
decreases the switchover time between processors.

Following the switchover, the newly active RP will wait for a period of time for the core dump to
complete before attempting to reload the formerly active RP. The time period is configurable. For
example, on some platforms an hour or more may be required for the formerly active RP to perform a
coredump, and it might not be site policy to wait that much time before resetting and reloading the
formerly active RP. In the event that the core dump does not complete within the time period provided,
the standby is reset and reloaded regardless of whether it is still performing a core dump.

The core dump process adds the slot number to the core dump file to identify which processor generated
the file content.

Core dumps are generally useful only to your technical support representative. The core dump file,
which is a very large binary file, must be transferred using the TFTP, FTP, or remote copy protocol (rcp)
server and subsequently interpreted by a Cisco Technical Assistance Center (TAC) representative that
has access to source code and detailed memory maps.
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SSO-Aware Features

A feature is SSO-aware if it maintains, either partially or completely, undisturbed operation through an
RP switchover. State information for SSO-aware features is synchronized from active to standby to
achieve stateful switchover for those features.

The dynamically created state of SSO-unaware features is lost on switchover and must be reinitialized
and restarted on switchover.

The output of the show redundancy clients command displays the SSO-aware features (see the
“Verifying SSO Features” section on page 7-13).

Default Settings for SSO

None.

How to Configure SSO
~

Note  See Chapter 6, “Fast Software Upgrade,” for information about how to copy images onto the switch.
During the upgrade process, different images will be loaded on the RPs for a very short period of time.
If a switchover occurs during this time, the device will recover in RPR mode.

Either the SSO or RPR redundancy mode is always configured. The SSO redundancy mode is configured
by default. To revert to the default SSO redundancy mode from the RPR redundancy mode, perform

this task:
Command Purpose

Stepl Tqwvgte gpcdng" Enables privileged EXEC mode (enter your
password if prompted).

Step2  Tqwvgt$"egphkiwtg"vgtokpen" Enters global configuration mode.

Step3  Tqwvgt*egphki+3"tgfwpfcpe{" Enters redundancy configuration mode.

Step4  Tqwvgt*egphki+%"ogfg'uuq" Sets the redundancy configuration mode to SSO on
both the active and standby RP.
Note  After configuring SSO mode, the standby

RP will automatically reset.

Step5  Tgwvgt*egphki/tgf+%"gpf" Exits redundancy configuration mode and returns
the switch to privileged EXEC mode.

Step 6  Tqwvgt3"eqr{"twppkpi/eqphki"uvetvwr/eqphki" Saves the configuration changes to the startup
configuration file.

This example shows how to configure the SSO redundancy mode:

Tgwvgt@"gpcdng"
Tgwvgt$"egphkiwtg"vgtokpcn"
Tqwvgt*egphki+%"tgfwpfcpe("
Tgwvgt*egphki+%"ogfg"uug"
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Tqwvgt*egphki/tgf+%"gpt"
Tqwvgt%"eqr { "twppkpi/egphki"uvctvwr/egphki™
Tqwvgts"

Troubleshooting SSO

Possible SSO Problem Situations, page 7-11
SSO Troubleshooting, page 7-12

Possible SSO Problem Situations

The standby RP was reset, but there are no messages describing what happened—To display a log
of SSO events and clues as to why a switchover or other event occurred, enter the show redundancy
history command on the newly active RP:

Tqwvgt$"ujqy"tgfwpfcpe{ "jkuvgt{"

The show redundancy states command shows an operating mode that is different than what is
configured on the networking device—On certain platforms the output of the show redundancy
states command displays the actual operating redundancy mode running on the device, and not the
configured mode as set by the platform. The operating mode of the system can change depending
on system events. For example, SSO requires that both RPs on the networking device be running the
same software image; if the images are different, the device will not operate in SSO mode,
regardless of its configuration.

For example, during the upgrade process different images will be loaded on the RPs for a short
period of time. If a switchover occurs during this time, the device will recover in RPR mode.

Reloading the device disrupts SSO operation—The SSO feature introduces a number of commands,
including commands to manually cause a switchover. The reload command is not an SSO command.
This command causes a full reload of the box, removing all table entries, resetting all line cards, and
thereby interrupting network traffic forwarding. To avoid reloading the box unintentionally, use the
redundancy force-switchover command.

During a software upgrade, the networking device appears to be in a mode other than SSO—During
the software upgrade process, the show redundancy command indicates that the device is running in
a mode other than SSO.

This is normal behavior. Until the FSU procedure is complete, each RP will be running a different
software version. While the RPs are running different software versions, the mode will change to
either RPR. The device will change to SSO mode once the upgrade has completed.

The previously active processor is being reset and reloaded before the core dump completes—Use
the crashdump-timeout command to set the maximum time that the newly active processor waits
before resetting and reloading the previously active processor.

Issuing a “send break” does not cause a system switchover—This is normal operation. Using “send
break” to break or pause the system is not recommended and may cause unpredictable results. To
initiate a manual switchover, use the redundancy force-switchover command.

In Cisco 10S software, you can enter ROM monitor mode by restarting the switch and then pressing
the Break key or issuing a “send break” command from a telnet session during the first 60 seconds
of startup.The send break function can be useful for experienced users or for users under the
direction of a Cisco Technical Assistance Center (TAC) representative to recover from certain
system problems or to evaluate the cause of system problems.
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SSO Troubleshooting

The following commands may be used as needed to troubleshoot the SSO feature. These commands do
not have to be entered in any particular order.

Command

Purpose

Tgwvgt*egphki/tgf+%"etcujfwor/vkoggwv"] oo”~"jj<oo "

Sets the longest time that the newly active RP will wait before
reloading the formerly active RP.

Tqwvgt%"fgdwitgfwpfcpe{" }cnn"~"wk"~"enm"~"jwd;"

Debugs redundancy on the networking device.

Tqwvgts"ujqgy"fkeci"] ungv/pwodgt" ~"ejcuuku" ~ "uwdungv
ungvluwdungv_"] fgvcknu"~"uwooct{ "

Displays hardware information.

Tgwvgt%"ujqy"tgfwpfcepe{"] enkgpvu"~"eqwpvgtu"~"

fgdwi/ngi"~"jcpfgxgt"~"jkuvgt { "~ "uykvejgxgt"jkuvgt {"~"

uvcevgu"~"kpvgt /fgxkeg "

Displays the redundancy configuration mode of the RP. Also
displays information about the number of switchovers, system
uptime, processor uptime, and redundancy state, and reasons
for any switchovers.

Tqwvgt$"ujqgy"xgtukgp"

Displays image information for each RP.

Verifying the SSO Configuration

e Verifying that SSO Is Configured

e Verifying that SSO Is Operating on the Device

e Verifying SSO Features

Verifying that SSO Is Configured

In the following example, the show redundancy command is used to verify that SSO is configured on

the device.

Tagwvgt@"gpcdng"
Tqwvgt$"ujqy"tgfwpfcpe{"
Tgfwpfcpv"U{uvgo"Kphgtocvkgp"<
L11170077777777777777777777777

mwnnnnncxcknedng"u{uvgo"wrvkog"?"s5"fc{u."6"jgwtu. "57"okpwvgu

Uykvejgxgtu"u{uvgo"gzrgtkgpegf"?"2
nowwwwwwnnnn chpfd{ l|hcknwtgu n ? n 3

mwnnnnnnNeyy" uykvej ngt n tgcqu no npqu

RN R TR IR TR TR IR TR IR TR TN U T} Jththg" Oqu" 2 Fer’ng

nnnnEgphkiwtgf "Tgfwpfepe {"Ogfg" ? "uug
"""""Qrgtcvkpi"Tgprfcpe{"Oqu"?"uuq

RN TR R TR IR TR TR TR TR T ] "OCkangpeg" Oqu" el Fkucdngf

LRI R TN TR TR R TR R TR TN TR quowpkecvkqpu" 2"Wr

Ewttgpv"Rtgeguugt "Kphgtocvkgp"<
LI1I710770770777777777777777777

trmmmnnnnnnnnnnceyvkxg"Ngecvkgp" ? "ungv" 7

nwmnnnn Byt tgpv"Ughvyctg"uvevg" ? "CEVKXG
mmnnnnnyrvkog'kpewttgpviuvevg"? "5t fe{u. "6"jgwtu. "57"okpwvgu
pmmmmnnmnnnnnnnnngocig"Xgtukgp"? "Ekueq"KQU"Ughvyctg. "udv76"Ughvyctg" 000"

U{pegf"vg"000"

Eqgr{tkijv"*e+"3;:8/4233"d{"Ekueq"U{uvgou. "Kpe0
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Egorkngf"000"

nopoowrErwEEwEnnnnnnnn I|DQQVI| ? l|fkum2<2948ae6 . 34
Wuwmmwmmwmmmmmwmmmmmwmnmn EQPHKI aHI{NG n ? n
nwrwrwwrwrnnnnnnnn DQQVNFTH ? n
mnwnnnnnEgphkiwtcvkgp"tgikuvgt " ? 224324

Rggt"Rtgeguugt "Kphgtocvkgp'"<
[117177777717777777777777777

W mmmmmmnmn "chpfd{ lquerkqp n ? n unqv n 8

nwmnuwmwnn Ewttgpv n Uqhvyctgn uvcvg n ? n UVCPFD [ n JQV n

nmwnmnmwmnn erkog n kp n ewttgpv n uvcvg n ? n 5 n j qwtu . n ’7’7 n OkaVgU
nmmwwmwmwwmwmwmnnnnnn Kocig"thukqp n ? n Ekueq" KQU"Uththg . llu4v76 "Uqhvyctg" OOO n
U{pegf"vg"000"

Eqr{tkijv"*e+"3;:8/4233"d{ "Ekueq"U{uvgou. "Kpe0
Eqorkngf"000

W nnnnmnnmnnnn I|DQQVI| ? "fkum2<2948a66 . 34
T nnnnnnnn EQPHKIaHKNG n ? n

LU LI L LI L L L L L L LA LR LR LR LR LR LRR LR LI LR LR LR L DQQ’\/NFT" ? n
nwnnnnnnEagphkiwtcvkgp"tgikuvgt"?"2z4324

Tqwvgt$

Verifying that SSO Is Operating on the Device

In the following example, the show redundancy command with the states keyword is used to verify that
SSO is configured on the device.

Tgwvgt%"ujqy"tgfwpfcpe{ "uvcvgu"
o{"uvcvg"?"35"/CEVKXG"

mmwmwmmn rggt n uvcvg n ? n B nn /U\/CPFD [ n JQVH
mmmwmwwwwnwnn IIOqull ? n erngz
nnnnnnnnnnnwpkvn?nRtkoct{

mmwmwmwmwmwnn kav n KF n ? n ’7

Tgfwpfcpe{"0Ogfg"*Qrgtcvkgpcn+"?"uug
Tgfwpfcpe{ "Ogfg"*Egphkiwtgf+""?"uug
Tgprfcpe{ llchvg Wi n ? lluuq
mnnwnockpvgpepeg"ogfg" ? "Fkucdngf
"nnnocpwen"Uycev" ? "gpedngf
"Eqoowpkecvkgpu"?"Wr

"""enkgpv"eqwpv"?"357
"enkgpvapgvkhkecvkgpaVOT"?"52222"oknnkugegpfu
rrmmwnmwnntmggracnkxg"voT" ? " ; 222 "oknnkugegpfu
et mggracnkxg'eqwpv ' ? 3"
"rrnmggracnkxg'vjtgujgnfre 3
e THY fgdwi "ocum" ? "2z2" "

Tgqwvgts"

Verifying SSO Features

Enter the show redundancy clients command to display the list of features that have registered as SSO
features.

Tqwvgt$"ujqy"tgfwpfcpe{ "enkgpvu"

"enkgpvKF"?2"2nnnnnnnenkgpyUgs 22" i THa KPVGTPCNaQUI e
"enkgvaF"?"353;""""enkgvags"?"B""""""""Ecv8m"Rncvhqto"Hktuv""
"enkngKF"?"4;""""""enkngUgS"?"82"""""""Tgprfcpe{"Oqu"TH""""
"enkgpvKF"?"35; "t ienkgpvUgs 2183 nnnKhKpfgz iy
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"enkgpvKF"?"5522" " " "enkgpvUgs"?"84 """ """ "Rgtukuvgpv"Xctkcdng"""
"enkgpvKF"?"4 7" " tenkgpvUgs P8t nEIMRY M TH
"enkgpvKF"?"3737" " " "enkgpvUgs" Mg M FONTTH e n
"enkgpvKEF"?"5322" "M tenkgpvUgs T 295NN IQEQN I

"enkgpvKF"?"9g9nnnnnnenkgpvigs"?"
"enkgpvKF"?"354:""""enkgpvUgs"?"
"enkgpvKF"?"3556"" " "enkgpvUgs"?"
"enkgpvKF"?"3555" " ""enkgpvUgs"?"
"enkgpvKF"?"3524""""enkgpvUgs"?"
"enkgpvKF"?"3553""""enkgpvUgs"?"

"enkgpvKF"?"3525" " " "enkgpvUgs"?" :
n enkgvaF n ? n 73 . nmuwnn enkngUgS n ? n .

"enkgpvKF"?"3528""""enkgpvUgs"?"

"enkgpvKF"?"3723""""enkgpvUgs"?";
"enkgpvKF"?"3725""""enkgpvUgs"?";

z2mmmnnnnGxgpyv'Ocpeigt
:3nnnnnnnEoygmt Cuke"CRK"TH"En" "
z4nnun i Eoygmt CHVQUJIWV " TH"En" "
;5NN Eoy8mt QXGTUWD " TH" Enk " "
:prnrnnnnEcyg8m"Hedtke"Ocpeigt "
;gnnmnnunnnEcoy8m" Kpl’lkpg"qugt e
ST Ry g QKT
jUnmnnnuRONRgtv Feve iy
jHmmmmmn "ECVSI'ﬂ"SqU"OCpCigt e
SUnnnn N EoygmUEYCP I
jmmmnnnnEYCPUXNCP " TH" Enkgpv" " "

"enkgpvKF"?"3532"" " "enkgpvUgs"?"322" """ ""Ecv8m"Hgcvwtg"Ocpcig""
"enkgpvKF"?"3922"" " "enkgpvUgs"?"323 """ Ecy8m"N5S"Nkh"
"enkgpvKF"?"9: "t enkgpvUgs"? 324" M NYURVWP T JC
"enkgpvKFE"?"527" " tenkgpvUgs"?"325" " Ownvkecuv"KUUW"Egpug" "
"enkgpvKF"?"526" """ "enkgpvUgs"?"326" """ ""KR"ownvkecuv"TH"Enkg""
"enkgpvKF"?"44 """t ienkgpvUgs"?"327" """ pgyvygtm" TH"Enkgpv""trtn
"enkgpvKE"?" " nnntenkgpvUgs"? 328N gUTR! M
"enkgpvKF"?"336" """ tenkgpvUgs " ?"329 "M MM ITNDR MM
"enkgpvKF"?"447" """ enkgpvUgs" P32 MM IHXTTRI NI
"enkgpvKFE"?"3727""""enkgpvUgs"?"333 " Ecy8m"URC"VUQ Mrmmnnnn
"enkgpvKF"?"372; """"enkgpvUgs"?"336" """ ""Ecv8m"Qpnkpg"Fkci"Jgc""
"enkgpvKF"?"3559""""enkgpvUgs"?"338" """ " "Ecv8m"ORNU"TH"Enkgpv""
"enkgpvKE"?"97"nnnntenkgpvUgs"?"342"tnnnnycdngkfrgemr
"enkgpvKF"?"355: """ "enkgpvUgs"?"346" """ ""Ecv8m"EVU"Ocpcigtmnrnn
"enkgpvKF"?" 734" """ "enkgpvUgs"?"348" """ " "NCP/Uykvej"DF"Ocpcig""
"enkgpvKF"?" 723" " " nenkgpvUgs"?"349" " NCP/Uykve] "XVR"XNCP" " "
"enkgpvKF"?" 735" " tenkgpvUgs"?"34 ;""" NCP/Uykve]j "KFDJCN"
"enkgpvKF"?"93"nnnnenkgpvUgs"?"34 ;""" ZET"TTR" TH" Enkgpv"""m"
"enkgpvKFE"?"46" """ tenkgpvUgs"?"352"nnn nnEGH"TTR" TH" Enkgpv" """
"enkgpvKF"?"368" """ tenkgpvUgs"?"354" """ nDHF"TH"Enkgpv "ty
"enkgpvKF"?"523" """ enkgpvUgs"?"357" " """ "QTKD"TR"TH"Enkgpv"""""
"enkgpvKFEF"?"528" """ "enkgpvUgs"?"35; """ OHKD"TTR" TH" Enkgpv" """
"enkgpvKF"?"3726""""enkgpvUgs"?"368" """ " "Ecy8m"EYCP"Kpvgthceg""
"enkgpvKF"?"3729""""enkgpvUgs"?"369"" """ "EYCP"NVN"Oit "JC"TH"E""
"enkgpvKE"?" 742" " tenkgpvUgs"? 373 M WTH{MTH M wn
"enkgpvKF"?"432" """ enkgpvUgs"?"3 74" M Cywy tOLig
"enkgpvKF"?" 7 nnenkgpvUgs"?"375" " "Eqphki "U{pe"TH"enkgp" "
"enkgpvKFE"?"35: """ tenkgpvUggs"? 377 UQET YO M
"enkgpvKF"?"352: """ "enkgpvUgs"?"378" """ ""Ecv8m"Ngecn"Vctigv"N""
"enkgpvKF"?"3573""""enkgpvUgs"?"379" " " nTH"XU"Enkgpyv" " nmnnen
"enkgpvKFE"?"357: """ "enkgpvUgs"?"37 " Ecy8m"XUngyv" " mmmnnnn
"enkgpvKEF"?" 724" " nenkgpvUgs"?"384" """ "NCP/Uykvej "Rgtv"Ocpc""
"enkgpvKF"?"736" """ "enkgpvUgs"?"385" " """ "UYKVEJaXNCPaJC" " nmn
"enkgpvKFEF"?"3535""""enkgpvUgs"?"387" """ Ecv8m"Rncvhgto"trmnnun
"enkgpvKF"?"353: """ "enkgpvUgs"?"388" """ Ecy8m"Rgygt "y
"enkgpvKF"?"45" tnnntenkgpvUgs 2393 it cog " Tgne{ M
"enkgpvKE"?"6; "M tenkgpvUgs"? 394 MmN FENE! "
"enkgpvKF"?"94nnnnnnenkgpvlUgs"?"395" nnnnnNUF"JC"Rtge" iy
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Configuration Examples for SSO

This example configures the SSO redundancy mode :

Tgwvgt%"egphkiwtg"vgtokpen"

Tqwvgt *egphki+%"tgfwpfcpe{"

Tgwvgt *egphki/tgf+%"ogqfg"uug"

Tgwvgt *egphki/tgf+%"gzkv"

Tqwvgt$"eqr{ "twppkpi/eqphki"uvctvwr/eqgphki"

)o

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html

Participate in the Technical Documentation Ideas forum
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CHAPTER 8

Nonstop Forwarding (NSF)

e Prerequisites for NSF, page 8-1

» Restrictions for NSF, page §8-2

» Information About NSF, page 8-3

e Default Settings for NSF, page 8-9

e How to Configure NSF, page 8-9

e Configuration Examples for NSF, page 8-15

Note « For complete syntax and usage information for the commands used in this chapter, see these
publications:

http://www.cisco.com/en/US/products/ps11846/prod _command reference list.html

e Cisco IOS Release 15.2SY supports only Ethernet interfaces. Cisco IOS Release 15.2SY does not
support any WAN features or commands.

« Stateful switchover (SSO) and nonstop forwarding (NSF) do not support IPv6 multicast traffic.

)o

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html

Participate in the Technical Documentation Ideas forum

Prerequisites for NSF

None.
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Restrictions for NSF

e General Restrictions, page §-2

» Restrictions for BGP NSF, page 8-2

» Restrictions for EIGRP NSF, page 8-2
« Restrictions for OSPF NSF, page §-2
« Restrictions for IS-IS NSF, page 8-2

¢ Restrictions for IPv6 NSF, page 8-3

General Restrictions

* NSF requires SSO (see Chapter 7, “Stateful Switchover (SSO)”).

* The Hot Standby Routing Protocol (HSRP) is not supported with Cisco Nonstop Forwarding with
Stateful Switchover. Do not use HSRP with Cisco Nonstop Forwarding with Stateful Switchover.

Restrictions for BGP NSF

« All neighboring devices participating in BGP NSF must be NSF-capable, having been configured
for BGP graceful restart as described in the “Configuring and Verifying BGP for NSF” section on
page 8-9.

Restrictions for EIGRP NSF

e All neighboring devices participating in EIGRP NSF operation must be NSF-capable or NSF-aware.

¢ An NSF-aware router cannot support two NSF-capable peers performing an NSF restart operation
at the same time. However, both neighbors will reestablish peering sessions after the NSF restart
operation is complete.

Restrictions for OSPF NSF

* OSPF NSF for virtual links is not supported.

» All OSPF networking devices on the same network segment must be NSF-aware (that is, running an
NSF software image).

* OSPF NSF for sham links is not supported.

Restrictions for IS-IS NSF

e For IETF IS-IS, all neighboring devices must be running an NSF-aware software image.

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY
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Restrictions for IPv6 NSF

» IPv6 must be enabled on your router for IPv6 NSF to be supported.

Information About NSF

¢ NSF Overview, page 8-3
» Feature Interaction with NSF, page 8-4

NSF Overview

NSF works with SSO to minimize the amount of time a network is unavailable to its users following a
switchover. The main objective of Cisco NSF is to continue forwarding IP packets following a route
processor (RP) switchover.

Usually, when a networking device restarts, all routing peers of that device detect that the device went
down and then came back up. This transition results in what is called a routing flap, which could spread
across multiple routing domains. Routing flaps caused by routing restarts create routing instabilities,
which are detrimental to the overall network performance. Cisco NSF helps to suppress routing flaps in
SSO-enabled devices, thus reducing network instability.

Cisco NSF allows for the forwarding of data packets to continue along known routes while the routing
protocol information is being restored following a switchover. With Cisco NSF, peer networking devices
do not experience routing flaps. Data traffic is forwarded through intelligent line cards while the standby
RP assumes control from the failed active RP during a switchover. The ability of line cards to remain up
through a switchover and to be kept current with the Forwarding Information Base (FIB) on the active
RP is key to Cisco NSF operation.

The Cisco NSF feature has several benefits, including the following:

» Improved network availability—NSF continues forwarding network traffic and application state
information so that user session information is maintained after a switchover.

e Overall network stability—Network stability may be improved with the reduction in the number of
route flaps that had been created when routers in the network failed and lost their routing tables.

¢ Neighboring routers do not detect link flapping—Because the interfaces remain up across a
switchover, neighboring routers do not detect a link flap (that is, the link does not go down and come
back up).

* Prevents routing flaps—Because SSO continues forwarding network traffic in the event of a
switchover, routing flaps are avoided.

* No loss of user sessions—User sessions established prior to the switchover are maintained.

A networking device is NSF-aware if it is running NSF-compatible software. A device is NSF-capable
if it has been configured to support NSF and would rebuild routing information from NSF-aware or
NSF-capable neighbors.

CEF is always enabled on the switch and cannot be disabled. The routing protocols depend on CEF to
continue forwarding packets during switchover while the routing protocols rebuild the Routing
Information Base (RIB) tables. Once the routing protocols have converged, CEF updates the FIB table
and removes stale route entries and CEF updates the line cards with the new FIB information.
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Feature Interaction with NSF

e Cisco Express Forwarding, page 8-4

* Routing Protocol Operation, page 8-4

* BGP Operation, page 8-5

« EIGRP Operation, page 8-5

e IS-IS Operation, page 8-6

* OSPF Operation, page 8-7

e [IPv6 Routing Protocol Operation, page 8-8

Cisco Express Forwarding

A key element of NSF is packet forwarding. In a Cisco networking device, packet forwarding is provided
by CEF. CEF is always enabled on the switch and cannot be disabled. CEF maintains the FIB, and uses
the FIB information that was current at the time of the switchover to continue forwarding packets during
a switchover. This feature reduces traffic interruption during the switchover.

During normal NSF operation, CEF on the active RP synchronizes its current FIB and adjacency
databases with the FIB and adjacency databases on the standby RP. Upon switchover of the active RP,
the standby RP initially has FIB and adjacency databases that are mirror images of those that were
current on the active RP. For platforms with intelligent line cards, the line cards will maintain the current
forwarding information over a switchover; for platforms with forwarding engines, CEF will keep the
forwarding engine on the standby RP current with changes that are sent to it by CEF on the active RP.
In this way, the line cards or forwarding engines will be able to continue forwarding after a switchover
as soon as the interfaces and a data path are available.

As the routing protocols start to repopulate the RIB on a prefix-by-prefix basis, the updates in turn cause
prefix-by-prefix updates to CEF, which it uses to update the FIB and adjacency databases. Existing and
new entries will receive the new version (“epoch”) number, indicating that they have been refreshed.
The forwarding information is updated on the line cards or forwarding engine during convergence. The
RP signals when the RIB has converged. The software removes all FIB and adjacency entries that have
an epoch older than the current switchover epoch. The FIB now represents the newest routing protocol
forwarding information.

Routing Protocol Operation

The routing protocols run only on the active RP, and they receive routing updates from their neighbor
routers. Routing protocols do not run on the standby RP. Following a switchover, the routing protocols
request that the NSF-aware neighbor devices send state information to help rebuild the routing tables.
Alternately, the IS-IS protocol can be configured to synchronize state information from the active to the
standby RP to help rebuild the routing table on the NSF-capable device in environments where neighbor
devices are not NSF-aware.

For NSF operation, the routing protocols depend on CEF to continue forwarding packets while the
routing protocols rebuild the routing information.

Supervisor Engine 2T Software Configuration Guide, Release 15.2SY
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When a NSF-capable router begins a BGP session with a BGP peer, it sends an OPEN message to the
peer. Included in the message is a declaration that the NSF-capable device has “graceful restart
capability.” Graceful restart is the mechanism by which BGP routing peers avoid a routing flap following
a switchover. If the BGP peer has received this capability, it is aware that the device sending the message
is NSF-capable. Both the NSF-capable router and its BGP peer(s) need to exchange the graceful restart
capability in their OPEN messages, at the time of session establishment. If both the peers do not
exchange the graceful restart capability, the session will not be graceful restart capable.

If the BGP session is lost during the RP switchover, the NSF-aware BGP peer marks all the routes
associated with the NSF-capable router as stale; however, it continues to use these routes to make
forwarding decisions for a set period of time. This functionality means that no packets are lost while the
newly active RP is waiting for convergence of the routing information with the BGP peers.

After an RP switchover occurs, the NSF-capable router reestablishes the session with the BGP peer. In
establishing the new session, it sends a new graceful restart message that identifies the NSF-capable
router as having restarted.

At this point, the routing information is exchanged between the two BGP peers. Once this exchange is
complete, the NSF-capable device uses the routing information to update the RIB and the FIB with the
new forwarding information. The NSF-aware device uses the network information to remove stale routes
from its BGP table. Following that, the BGP protocol is fully converged.

If a BGP peer does not support the graceful restart capability, it will ignore the graceful-restart capability
in an OPEN message but will establish a BGP session with the NSF-capable device. This function will
allow interoperability with non-NSF-aware BGP peers (and without NSF functionality), but the BGP
session with non-NSF-aware BGP peers will not be graceful restart capable.

BGP support in NSF requires that neighbor networking devices be NSF-aware; that is, the devices must
have the graceful restart capability and advertise that capability in their OPEN message during session
establishment. If an NSF-capable router discovers that a particular BGP neighbor does not have graceful
restart capability, it will not establish an NSF-capable session with that neighbor. All other neighbors
that have graceful restart capability will continue to have NSF-capable sessions with this NSF-capable
networking device.

EIGRP Operation

EIGRP NSF capabilities are exchanged by EIGRP peers in hello packets. The NSF-capable router
notifies its neighbors that an NSF restart operation has started by setting the restart (RS) bit in a hello
packet. When an NSF-aware router receives notification from an NSF-capable neighbor that an
NSF-restart operation is in progress, the NSF-capable and NSF-aware routers immediately exchange
their topology tables. The NSF-aware router sends an end-of-table (EOT) update packet when the
transmission of its topology table is complete. The NSF-aware router then performs the following
actions to assist the NSF-capable router:

e The EIGRP hello hold timer is expired to reduce the time interval set for hello packet generation
and transmission. This allows the NSF-aware router to reply to the NSF-capable router more quickly
reducing the amount of time required for the NSF-capable router to rediscover neighbors and rebuild
the topology table.

» The route-hold timer is started. This timer is used to set the period of time that the NSF-aware router
will hold known routes for the NSF-capable neighbor. This timer is configured with the
timers nsf route-hold command. The default time period is 240 seconds.
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» The NSF-aware router notes in the peer list that the NSF-capable neighbor is restarting, maintains
adjacency, and holds known routes for the NSF-capable neighbor until the neighbor signals that it
is ready for the NSF-aware router to send its topology table or the route-hold timer expires. If the
route-hold timer expires on the NSF-aware router, the NSF-aware router will discard held routes and
treat the NSF-capable router as a new router joining the network and reestablishing adjacency
accordingly.

e The NSF-aware router will continue to send queries to the NSF-capable router which is still in the
process of converging after switchover, effectively extending the time before a stuck-in-active (SIA)
condition can occur.

When the switchover operation is complete, the NSF-capable router notifies its neighbors that it has
reconverged and has received all of their topology tables by sending an EOT update packet to the
assisting routers. The NSF-capable then returns to normal operation. The NSF-aware router will look for
alternate paths (go active) for any routes that are not refreshed by the NSF-capable (restarting router).
The NSF-aware router will then return to normal operation. If all paths are refreshed by the NSF-capable
router, the NSF-aware router will immediately return to normal operation.

NSF-aware routers are completely compatible with non-NSF aware or capable neighbors in an EIGRP
network. A non-NSF aware neighbor will ignore NSF capabilities and reset adjacencies and otherwise
maintain the peering sessions normally.

The IS-IS protocol can be configured to use state information that has been synchronized between the
active and the standby RP to recover route information following a switchover instead of information
received from peer devices.

When an IS-IS NSF-capable router performs an RP switchover, it must perform two tasks in order to
resynchronize its Link State Database with its IS-IS neighbors. First, it must relearn the available IS-IS
neighbors on the network without causing a reset of the neighbor relationship. Second, it must reacquire
the contents of the Link State Database for the network.

The IS-IS NSF feature offers two options when configuring NSF:
¢ Internet Engineering Task Force (IETF) IS-IS
« Cisco IS-IS

If neighbor routers on a network segment are NSF-aware, meaning that neighbor routers are running a
software version that supports the IETF Internet draft for router restartability, they will assist an IETF
NSF router which is restarting. With IETF, neighbor routers provide adjacency and link-state
information to help rebuild the routing information following a switchover. A benefit of IETF IS-IS
configuration is operation between peer devices based on a proposed standard.

If you configure IETF on the networking device, but neighbor routers are not IETF-compatible, NSF will
abort following a switchover.

If the neighbor routers on a network segment are not NSF-aware, you must use the Cisco configuration
option. The Cisco IS-IS configuration transfers both protocol adjacency and link-state information from
the active to the standby RP. A benefit of Cisco configuration is that it does not rely on NSF-aware
neighbors.
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IETF IS-IS Configuration

Using the IETF IS-IS configuration, as quickly as possible after an RP switchover, the NSF-capable
router sends IS-IS NSF restart requests to neighboring NSF-aware devices. Neighbor networking
devices recognize this restart request as a cue that the neighbor relationship with this router should not
be reset, but that they should initiate database resynchronization with the restarting router. As the
restarting router receives restart request responses from routers on the network, it can begin to rebuild
its neighbor list.

Once this exchange is complete, the NSF-capable device uses the link-state information to remove stale
routes, update the RIB, and update the FIB with the new forwarding information. IS-IS is then fully
converged.

The switchover from one RP to the other happens within seconds. IS-IS reestablishes its routing table
and resynchronizes with the network within a few additional seconds. At this point, IS-IS waits for a
specified interval before it will attempt a second NSF restart. During this time, the new standby RP will
boot up and synchronize its configuration with the active RP. The IS-IS NSF operation waits for a
specified interval to ensure that connections are stable before attempting another restart of IS-IS NSF.
This functionality prevents IS-IS from attempting back-to-back NSF restarts with stale information.

Cisco IS-IS Configuration

Using the Cisco configuration option, full adjacency and LSP information is saved, or “checkpointed,”
to the standby RP. Following a switchover, the newly active RP maintains its adjacencies using the
checkpointed data, and can quickly rebuild its routing tables.

Following a switchover, Cisco IS-IS NSF has complete neighbor adjacency and LSP information;
however, it must wait for all interfaces that had adjacencies prior to the switchover to come up. If an
interface does not come up within the allocated interface wait time, the routes learned from these
neighbor devices are not considered in routing table recalculation. IS-IS NSF provides a command to
extend the wait time for interfaces that, for whatever reason, do not come up in a timely fashion.

The switchover from one RP to the other happens within seconds. IS-IS reestablishes its routing table
and resynchronizes with the network within a few additional seconds. At this point, IS-IS waits for a
specified interval before it will attempt a second NSF restart. During this time, the new standby RP will
boot up and synchronize its configuration with the active RP. Once this synchronization is completed,
IS-IS adjacency and LSP data is checkpointed to the standby RP; however, a new NSF restart will not
be attempted by IS-IS until the interval time expires. This functionality prevents IS-IS from attempting
back-to-back NSF restarts.

OSPF Operation

When an OSPF NSF-capable router performs an RP switchover, it must perform two tasks in order to
resynchronize its Link State Database with its OSPF neighbors. First, it must relearn the available OSPF
neighbors on the network without causing a reset of the neighbor relationship. Second, it must re-acquire
the contents of the Link State Database for the network.

As quickly as possible after an RP switchover, the NSF-capable router sends an OSPF NSF signal to
neighboring NSF-aware devices. Neighbor networking devices recognize this signal as a cue that the
neighbor relationship with this router should not be reset. As the NSF-capable router receives signals
from other routers on the network, it can begin to rebuild its neighbor list.
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Once neighbor relationships are reestablished, the NSF-capable router begins to resynchronize its
database with all of its NSF-aware neighbors. At this point, the routing information is exchanged
between the OSPF neighbors. Once this exchange is complete, the NSF-capable device uses the routing
information to remove stale routes, update the RIB, and update the FIB with the new forwarding
information. The OSPF protocols are then fully converged.

Note  OSPF NSF requires that all neighbor networking devices be NSF-aware. If an NSF-capable router
discovers that it has non-NSF -aware neighbors on a particular network segment, it will disable NSF
capabilities for that segment. Other network segments composed entirely of NSF-capable or NSF-aware
routers will continue to provide NSF capabilities.

The OSPF RFC 3623 Graceful Restart feature allows you to configure IETF NSF in multivendor
networks. For more information, see the OSPF RFC 3623 Graceful Restart document.

IPv6 Routing Protocol Operation

IPv6 support for NSF includes the following features:
* Nonstop Forwarding and Graceful Restart for MP-BGP IPv6 Address Family, page 8-8
e Nonstop Forwarding for IPv6 RIP, page 8-8
¢ Nonstop Forwarding for IPv6 Static Routes, page 8-8

Nonstop Forwarding and Graceful Restart for MP-BGP IPv6 Address Family

The switch supports the graceful restart capability for IPv6 BGP unicast and VPNv6 address families,
enabling Cisco NSF functionality for BGP IPv6. The BGP graceful restart capability allows the BGP
routing table to be recovered from peers without keeping the TCP state.

NSF continues forwarding packets while routing protocols converge, therefore avoiding a route flap on
switchover. Forwarding is maintained by synchronizing the FIB between the active and standby RP. On
switchover, forwarding is maintained using the FIB. The RIB is not kept synchronized; therefore, the
RIB is empty on switchover. The RIB is repopulated by the routing protocols and subsequently informs
FIB about RIB convergence by using the NSF RIB. CONVERGED registry call. The FIB tables are
updated from the RIB, removing any stale entries. The RIB starts a failsafe timer during RP switchover,
in case the routing protocols fail to notify the RIB of convergence.

The Cisco BGP address family identifier (AFI) model is modular and scalable, and supports multiple
AFIs and subsequent address family identifier (SAFI) configurations.

For information about how to configure the IPv6 BGP graceful restart capability, see the “Implementing
Multiprotocol BGP for IPv6” document.

Nonstop Forwarding for IPv6 RIP

RIP registers as an IPv6 NSF client. Doing so has the benefit of using RIP routes installed in the Cisco
Express Forwarding table until RIP has converged on the standby.

Nonstop Forwarding for IPv6 Static Routes

Cisco NSF supports IPv6 static routes.
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Default Settings for NSF

None.

How to Configure NSF

e Configuring and Verifying BGP for NSF, page 8-9 (optional)

e Configuring and Verifying EIGRP NSF, page 8-10 (optional)

» Configuring and Verifying OSPF NSF, page 8-12 (optional)

» Configuring and Verifying IS-IS NSF, page 8-13 (optional)

* Troubleshooting Cisco Nonstop Forwarding, page 8-14 (optional)

Configuring and Verifying BGP for NSF

e Configuring BGP for NSF, page 8-9
e Verifying NSF for BGP, page 8-10

Configuring BGP for NSF

Perform this task to configure BGP for NSF. Repeat this task on each BGP NSF peer device:

Command Purpose
Stepl Tgwvgte gpedng" Enables privileged EXEC mode (enter your
password if prompted).
Step2  Tqwvgt%"egphkiwtg"vgtokpen" Enters global configuration mode.
Step3  Tgwvgt*egphki+%"tqwvgt"dir"cwvgpqogwu/u{uvgo,/pwodgt" Enables a BGP routing process, and enters router
configuration mode.
Step4  Tqwvgt*egphki/tgwvgt+%"dir"itceghwn/tguvetv" Enables the BGP graceful restart capability, which
] tguvetv/vkog"ugegpfu" ~"uvengrevy /vkog"ugegpfu " starts NSF for BGP.

This example shows how to configure BGP for NSF:

Tgwvgt@"gpcdng"

Tqwvgt % "egphkiwtg"vgtokpen"

Tgwvgt *egphki+$"tqwvgt"dir"342"

Tgwvgt *egphki/tgwvgt+%"dir"itceghwn/tguvectv"
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Verifying NSF for BGP

Perform this task to verify that the graceful restart function is configured on the SSO-enabled

networking device and on the neighbor devices:

Command

Purpose

Step1  Tqwvgte@e gpcdng"

Enables privileged EXEC mode (enter your
password if prompted).

Step2  Tqwvgt%"ujqy"twppkpi/eqphki"

Displays the contents of the current running
configuration file.

Verify that the phrase “bgp graceful-restar