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Prerequisites for IPv6 Client Address Learning

Before configuring IPv6 client address learning, configure the wireless clients to support IPv6.

Related Topics
Configuring RA Guard Policy (CLI), on page 7

Information About IPv6 Client Address Learning

Client Address Learning is configured on switch to learn the wireless client's IPv4 and IPv6 address and clients
transition state maintained by the switch on an association, re-association, de-authentication and timeout.
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There are three ways for IPv6 client to acquire IPv6 addresses:

« Stateless Address Auto-Configuration (SLACC)
» Stateful DHCPv6

« Static Configuration

For all of these methods, the IPv6 client always sends neighbor solicitation DAD (Duplicate Address Detection)
request to ensure there is no duplicate IP address on the network. The switch snoops the client's NDP and
DHCPv6 packets to learn about its client IP addresses.

SLAAC Address Assignment

The most common method for IPv6 client address assignment is Stateless Address Auto-Configuration
(SLAAC). SLAAC provides simple plug-and-play connectivity where clients self-assign an address based on
the IPv6 prefix. This process is achieved

Stateless Address Auto-Configuration (SLAAC) is configured as follows:
« Host sends a router solicitation message.

* Hosts waits for a Router Advertisement message.

* Hosts take the first 64 bits of the IPv6 prefix from the Router Advertisement message and combines it
with the 64 bit EUI-64 address (in the case of ethernet, this is created from the MAC Address) to create
a global unicast message. The host also uses the source IP address, in the IP header, of the Router
Advertisement message, as its default gateway.

* Duplicate Address Detection is performed by IPv6 clients in order to ensure that random addresses that
are picked do not collide with other clients.

« The choice of algorithm is up to the client and is often configurable.
The last 64 bits of the IP v6 address can be learned based on the following 2 algorithms;

» EUI-64 which is based on the MAC address of the interface, or
* Private addresses that are randomly generated.

Figure 1: SLAAC Address Assignment
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The following Cisco 10S configuration commands from a Cisco-capable IPv6 router are used to enable SLAAC
addressing and router advertisements:

ipv6 unicast-routing
interface VlIan20
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description IPv6-SLAAC

ip address 192.168.20.1 255.255.255.0

ipv6 address FE80:DB8:0:20::1 linklocal

ipv6 address 2001:DB8:0:20::1/64

ipv6 enable

end

Related Topics
Configuring IPv6 Snooping (CLI), on page 10
Configuring DHCP Pool (CLI), on page 13
Configuring Stateless Auto Address Configuration Without DHCP (CLI), on page 14
Configuring Stateless Auto Address Configuration With DHCP (CLI), on page 15
Configuring Stateful DHCP Locally (CLI), on page 16

Configuring Stateful DHCP Externally (CL1I), on page 18

Stateful DHCPv6 Address Assignment

Figure 2: Stateful DHCPv6 Address Assignment
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The use of DHCPV6 is not required for IPv6 client connectivity if SLAAC is already deployed. There are two
modes of operation for DHCPv6 called Stateless and Stateful.

The DHCPv6 Stateless mode is used to provide clients with additional network information that is not available
in the router advertisement, but not an IPv6 address as this is already provided by SLAAC. This information
can include the DNS domain name, DNS server(s), and other DHCP vendor-specific options. This interface
configuration is for a Cisco 10S IPv6 router implementing stateless DHCPv6 with SLAAC enabled:

ipv6 unicast-routing

ipvé dhcp pool I1PV6_DHCPPOOL
address prefix 2001:db8:5:10::/64
domain-name cisco.com

dns-server 2001:db8:6:6::1
interface Vlan20

description IPv6-DHCP-Stateless
ip address 192.168.20.1 255.255.255.0
ipv6é nd other-config-flag

ipv6 dhcp server 1PV6_DHCPPOOL
ipv6 address 2001:DB8:0:20::1/64
end

The DHCPv6 Stateful option, also known as managed mode, operates similarly to DHCPv4 in that it assigns
unique addresses to each client instead of the client generating the last 64 bits of the address as in SLAAC.
This interface configuration is for a Cisco 10S IPv6 router implementing stateful DHCPv6 on a local Device:

ipv6 unicast-routing

ipv6 dhcp pool I1PV6_DHCPPOOL
address prefix 2001:db8:5:10::/64
domain-name cisco.com

dns-server 2001:db8:6:6::1
interface VlIan20
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description IPv6-DHCP-Stateful

ip address 192.168.20.1 255.255.255.0

ipv6 address 2001:DB8:0:20::1/64

ipv6 nd prefix 2001:DB8:0:20::/64 no-advertise
ipv6 nd managed-config-flag

ipv6é nd other-config-flag

ipv6 dhcp server 1PV6_DHCPPOOL

end

This interface configuration is for a Cisco 10S IPv6 router implementing stateful DHCPv6 on an external
DHCP server:

ipv6 unicast-routing

domain-name cisco.com

dns-server 2001:db8:6:6::1

interface VlIan20

description IPv6-DHCP-Stateful

ip address 192.168.20.1 255.255.255.0

ipv6 address 2001:DB8:0:20::1/64

ipv6 nd prefix 2001:DB8:0:20::/64 no-advertise

ipv6é nd managed-config-flag

ipv6é nd other-config-flag

ipv6 dhcp_relay destination 2001:DB8:0:20::2

end

Related Topics
Configuring IPv6 Snooping (CLI), on page 10
Configuring DHCP Pool (CLI), on page 13
Configuring Stateless Auto Address Configuration Without DHCP (CLI), on page 14
Configuring Stateless Auto Address Configuration With DHCP (CLI), on page 15
Configuring Stateful DHCP Locally (CLI), on page 16

Configuring Stateful DHCP Externally (CL1I), on page 18

Static IP Address Assignment

Statically configured address on a client.

Router Solicitation

A Router Solicitation message is issued by a host controller to facilitate local routers to transmit Router
Advertisement from which it can obtain information about local routing or perform Stateless Auto-configuration.
Router Advertisements are transmitted periodically and the host prompts with an immediate Router
Advertisement using a Router Solicitation such as - when it boots or following a restart operation.

Related Topics
Configuring IPv6 ND Suppress Policy (CLI), on page 11

Router Advertisement

A Router Advertisement message is issued periodically by a router or in response to a Router Solicitation
message from a host. The information contained in these messages is used by hosts to perform Stateless
Auto-configuration and to modify its routing table.

Related Topics
Configuring IPv6 ND Suppress Policy (CLI), on page 11
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