	Layer 2 Configuration Guide, Cisco IOS XE Fuji 16.9.x (Catalyst 3850 Switches)
	Contents
	Configuring Spanning Tree Protocol
	Restrictions for STP
	Information About Spanning Tree Protocol
	Spanning Tree Protocol
	Spanning-Tree Topology and BPDUs
	Bridge ID, Device Priority, and Extended System ID
	Port Priority Versus Path Cost
	Spanning-Tree Interface States
	Blocking State
	Listening State
	Learning State
	Forwarding State
	Disabled State

	How a Device or Port Becomes the Root Device or Root Port
	Spanning Tree and Redundant Connectivity
	Spanning-Tree Address Management
	Accelerated Aging to Retain Connectivity
	Spanning-Tree Modes and Protocols
	Supported Spanning-Tree Instances
	Spanning-Tree Interoperability and Backward Compatibility
	STP and IEEE 802.1Q Trunks
	Spanning Tree and Device Stacks

	Default Spanning-Tree Configuration

	How to Configure Spanning-Tree Features
	Changing the Spanning-Tree Mode
	Disabling Spanning Tree
	Configuring the Root Device
	Configuring a Secondary Root Device
	Configuring Port Priority
	Configuring Path Cost
	Configuring the Device Priority of a VLAN
	Configuring the Hello Time
	Configuring the Forwarding-Delay Time for a VLAN
	Configuring the Maximum-Aging Time for a VLAN
	Configuring the Transmit Hold-Count

	Monitoring Spanning-Tree Status
	Additional References for Spanning-Tree Protocol
	Feature Information for STP

	Configuring Multiple Spanning-Tree Protocol
	Finding Feature Information
	Prerequisites for MSTP
	Restrictions for MSTP
	Information About MSTP
	MSTP Configuration
	MSTP Configuration Guidelines
	Root Switch
	Multiple Spanning-Tree Regions
	IST, CIST, and CST
	Operations Within an MST Region
	Operations Between MST Regions
	IEEE 802.1s Terminology

	Illustration of MST Regions
	Hop Count
	Boundary Ports
	IEEE 802.1s Implementation
	Port Role Naming Change
	Interoperation Between Legacy and Standard Devices
	Detecting Unidirectional Link Failure

	MSTP and Device Stacks
	Interoperability with IEEE 802.1D STP
	RSTP Overview
	Port Roles and the Active Topology
	Rapid Convergence
	Synchronization of Port Roles
	Bridge Protocol Data Unit Format and Processing
	Processing Superior BPDU Information
	Processing Inferior BPDU Information

	Topology Changes

	Protocol Migration Process
	Default MSTP Configuration

	How to Configure MSTP Features
	Specifying the MST Region Configuration and Enabling MSTP
	Configuring the Root Device
	Configuring a Secondary Root Device
	Configuring Port Priority
	Configuring Path Cost
	Configuring the Device Priority
	Configuring the Hello Time
	Configuring the Forwarding-Delay Time
	Configuring the Maximum-Aging Time
	Configuring the Maximum-Hop Count
	Specifying the Link Type to Ensure Rapid Transitions
	Designating the Neighbor Type
	Restarting the Protocol Migration Process

	Additional References for MSTP
	Feature Information for MSTP

	Configuring Optional Spanning-Tree Features
	Information About Optional Spanning-Tree Features
	PortFast
	BPDU Guard
	BPDU Filtering
	UplinkFast
	Cross-Stack UplinkFast
	How Cross-Stack UplinkFast Works
	Events That Cause Fast Convergence

	BackboneFast
	EtherChannel Guard
	Root Guard
	Loop Guard

	How to Configure Optional Spanning-Tree Features
	Enabling PortFast
	Enabling BPDU Guard
	Enabling BPDU Filtering
	Enabling UplinkFast for Use with Redundant Links
	Disabling UplinkFast
	Enabling BackboneFast
	Enabling EtherChannel Guard
	Enabling Root Guard
	Enabling Loop Guard

	Monitoring the Spanning-Tree Status
	Additional References for Optional Spanning Tree Features
	Feature Information for Optional Spanning-Tree Features

	Configuring EtherChannels
	Finding Feature Information
	Restrictions for EtherChannels
	Information About EtherChannels
	EtherChannel Overview
	Channel Groups and Port-Channel Interfaces
	Port Aggregation Protocol
	PAgP Modes
	Silent Mode

	PAgP Learn Method and Priority
	PAgP Interaction with Other Features

	Link Aggregation Control Protocol
	LACP Modes
	LACP and Link Redundancy
	LACP Interaction with Other Features

	EtherChannel On Mode
	Load-Balancing and Forwarding Methods
	MAC Address Forwarding
	IP Address Forwarding
	Load-Balancing Advantages

	EtherChannel and Device Stacks
	Device Stack and PAgP
	Device Stacks and LACP

	Default EtherChannel Configuration
	EtherChannel Configuration Guidelines
	Layer 2 EtherChannel Configuration Guidelines
	Layer 3 EtherChannel Configuration Guidelines

	Auto-LAG
	Auto-LAG Configuration Guidelines


	How to Configure EtherChannels
	Configuring Layer 2 EtherChannels
	Configuring Layer 3 EtherChannels
	Configuring EtherChannel Load-Balancing
	Configuring EtherChannel Extended Load-Balancing
	Configuring the PAgP Learn Method and Priority
	Configuring LACP Hot-Standby Ports
	Configuring the LACP Max Bundle Feature
	Configuring LACP Port-Channel Standalone Disable
	Configuring the LACP Port Channel Min-Links Feature
	Configuring the LACP System Priority
	Configuring the LACP Port Priority

	Configuring LACP Fast Rate Timer
	Configuring Auto-LAG Globally
	Configuring Auto-LAG on a Port Interface
	Configuring Persistence with Auto-LAG

	Monitoring EtherChannel, PAgP, and LACP Status
	Configuration Examples for Configuring EtherChannels
	Configuring Layer 2 EtherChannels: Examples
	Configuring Layer 3 EtherChannels: Examples
	Configuring LACP Hot-Standby Ports: Example
	Configuring Auto LAG: Examples

	Additional References for EtherChannels
	Feature Information for EtherChannels

	Configuring Precision Time Protocol (PTP)
	Finding Feature Information
	Restrictions and Limitations for PTP
	Information About Precision Time Protocol
	Ethernet Switches and Delays
	Message-based Synchronisation
	PTPv2 Message Types
	PTP Event Message Sequences
	End-to-End Delay Mechanism
	Peer-to-Peer Delay Mechanism
	Synchronizing the Local Clock

	Best Master Clock Algorithm
	PTP Clocks
	PTP Profiles
	Default Profile


	Configuring PTP
	Configuring Layer 2 PTP Default Profile
	Configuring Layer 3 PTP Default Profile
	Disabling PTP on an inteface
	Configuring PTP Timers
	Configuring the values of PTP clocks

	Examples: Layer 2 and Layer 3 PTP Configurations
	Feature History for PTP

	Configuring Resilient Ethernet Protocol
	Finding Feature Information
	Information About Resilient Ethernet Protocol
	Link Integrity
	Fast Convergence
	VLAN Load Balancing
	Spanning Tree Interaction
	REP Ports

	How to Configure Resilient Ethernet Protocol
	Default REP Configuration
	REP Configuration Guidelines
	Configuring REP Administrative VLAN
	Configuring a REP Interface
	Setting Manual Preemption for VLAN Load Balancing
	Configuring SNMP Traps for REP

	Monitoring Resilient Ethernet Protocol Configurations
	Additional References for Resilient Ethernet Protocol
	Feature Information for Resilient Ethernet Protocol

	Configuring UniDirectional Link Detection
	Finding Feature Information
	Restrictions for Configuring UDLD
	Information About UDLD
	Modes of Operation
	Normal Mode
	Aggressive Mode

	Methods to Detect Unidirectional Links
	Neighbor Database Maintenance
	Event-Driven Detection and Echoing
	UDLD Reset Options

	Default UDLD Configuration

	How to Configure UDLD
	Enabling UDLD Globally
	Enabling UDLD on an Interface

	Monitoring and Maintaining UDLD
	Additional References for UDLD
	Feature Information for UDLD

	Configuring IEEE 802.1Q Tunneling
	Information About IEEE 802.1Q Tunneling
	Information About IEEE 802.1Q Tunneling
	IEEE 802.1Q Tunnel Ports in a Service Provider Network
	Native VLANs
	System MTU
	IEEE 802.1Q Tunneling and Other Features
	Default IEEE 802.1Q Tunneling Configuration

	How to Configure IEEE 802.1Q Tunneling
	Monitoring Tunneling Status
	Example: Configuring an IEEE 802.1Q Tunneling Port
	Feature History and Information for IEEE 802.1Q Tunneling


