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CHAPTER 1

Preventing Unauthorized Access

* Finding Feature Information, on page 1
* Preventing Unauthorized Access, on page 1

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An account on Cisco.com is not
required.

Preventing Unauthorized Access

You can prevent unauthorized users from reconfiguring your switch and viewing configuration information.
Typically, you want network administrators to have access to your switch while you restrict access to users
who dial from outside the network through an asynchronous port, connect from outside the network through
a serial port, or connect through a terminal or workstation from within the local network.

To prevent unauthorized access into your switch, you should configure one or more of these security features:

* At a minimum, you should configure passwords and privileges at each switch port. These passwords are
locally stored on the switch. When users attempt to access the switch through a port or line, they must
enter the password specified for the port or line before they can access the switch.

* For an additional layer of security, you can also configure username and password pairs, which are locally
stored on the switch. These pairs are assigned to lines or ports and authenticate each user before that user
can access the switch. If you have defined privilege levels, you can also assign a specific privilege level
(with associated rights and privileges) to each username and password pair.

* I[f you want to use username and password pairs, but you want to store them centrally on a server instead
of locally, you can store them in a database on a security server. Multiple networking devices can then
use the same database to obtain user authentication (and, if necessary, authorization) information.
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* You can also enable the login enhancements feature, which logs both failed and unsuccessful login
attempts. Login enhancements can also be configured to block future login attempts after a set number
of unsuccessful attempts are made. For more information, see the Cisco IOS Login Enhancements
documentation.
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CHAPTER 2

Controlling Switch Access with Passwords and
Privilege Levels

* Restrictions for Controlling Switch Access with Passwords and Privileges, on page 3
* Information About Passwords and Privilege Levels, on page 3

* How to Control Switch Access with Passwords and Privilege Levels, on page 6

* Monitoring Switch Access, on page 15

* Configuration Examples for Setting Passwords and Privilege Levels, on page 16

+ Additional References, on page 16

Restrictions for Controlling Switch Access with Passwords
and Privileges

The following are the restrictions for controlling switch access with passwords and privileges:

* Disabling password recovery will not work if you have set the switch to boot up manually by using the
boot manual global configuration command. This command produces the boot loader prompt (switdh:)
after the switch is power cycled.

Information About Passwords and Privilege Levels

Default Password and Privilege Level Configuration

A simple way of providing terminal access control in your network is to use passwords and assign privilege
levels. Password protection restricts access to a network or network device. Privilege levels define what
commands users can enter after they have logged into a network device.
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This table shows the default password and privilege level configuration.

Table 1: Default Password and Privilege Levels

Feature Default Setting

Enable password and privilege level |No password is defined. The default is level 15 (privileged EXEC
level). The password is not encrypted in the configuration file.

Enable secret password and privilege |No password is defined. The default is level 15 (privileged EXEC
level level). The password is encrypted before it is written to the
configuration file.

Line password No password is defined.

Additional Password Security

To provide an additional layer of security, particularly for passwords that cross the network or that are stored
on a Trivial File Transfer Protocol (TFTP) server, you can use either the enable password or enable secret
global configuration commands. Both commands accomplish the same thing; that is, you can establish an
encrypted password that users must enter to access privileged EXEC mode (the default) or any privilege level
you specify.

We recommend that you use the enable secret command because it uses an improved encryption algorithm.

If you configure the enable secret command, it takes precedence over the enable password command; the
two commands cannot be in effect simultaneously.

If you enable password encryption, it applies to all passwords including username passwords, authentication
key passwords, the privileged command password, and console and virtual terminal line passwords.

Password Recovery

By default, any end user with physical access to the switch can recover from a lost password by interrupting
the boot process while the switch is powering on and then by entering a new password.

The password-recovery disable feature protects access to the switch password by disabling part of this
functionality. When this feature is enabled, the end user can interrupt the boot process only by agreeing to set
the system back to the default configuration. With password recovery disabled, you can still interrupt the boot
process and change the password, but the configuration file (config.text) and the VLAN database file (vlan.dat)
are deleted.

If you disable password recovery, we recommend that you keep a backup copy of the configuration file on a
secure server in case the end user interrupts the boot process and sets the system back to default values. Do
not keep a backup copy of the configuration file on the switch. If the switch is operating in VTP transparent
mode, we recommend that you also keep a backup copy of the VLAN database file on a secure server. When
the switch is returned to the default system configuration, you can download the saved files to the switch by
using the Xmodem protocol.
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Terminal Line Telnet Configuration

When you power-up your switch for the first time, an automatic setup program runs to assign IP information
and to create a default configuration for continued use. The setup program also prompts you to configure your
switch for Telnet access through a password. If you did not configure this password during the setup program,
you can configure it when you set a Telnet password for a terminal line.

Username and Password Pairs

You can configure username and password pairs, which are locally stored on the switch. These pairs are
assigned to lines or ports and authenticate each user before that user can access the switch. If you have defined
privilege levels, you can also assign a specific privilege level (with associated rights and privileges) to each
username and password pair.

Privilege Levels

Cisco devices use privilege levels to provide password security for different levels of switch operation. By
default, the Cisco 10S software operates in two modes (privilege levels) of password security: user EXEC
(Level 1) and privileged EXEC (Level 15). You can configure up to 16 hierarchical levels of commands for
each mode. By configuring multiple passwords, you can allow different sets of users to have access to specified
commands.

Privilege Levels on Lines

Users can override the privilege level you set using the privilegelevel line configuration command by logging
in to the line and enabling a different privilege level. They can lower the privilege level by using the disable
command. If users know the password to a higher privilege level, they can use that password to enable the
higher privilege level. You might specify a high level or privilege level for your console line to restrict line
usage.

For example, if you want many users to have access to the clear linecommand, you can assign it level 2 security
and distribute the level 2 password fairly widely. But if you want more restricted access to the configure
command, you can assign it level 3 security and distribute that password to a more restricted group of users.

Command Privilege Levels

When you set a command to a privilege level, all commands whose syntax is a subset of that command are
also set to that level. For example, if you set the show ip traffic command to level 15, the show commands
and show ip commands are automatically set to privilege level 15 unless you set them individually to different
levels.
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How to Control Switch Access with Passwords and Privilege
Levels

Setting or Changing a Static Enable Password

The enable password controls access to the privileged EXEC mode. Follow these steps to set or change a
static enable password:

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 enable password passwod Defines a new password or changes an existing

Example: password for access to privileged EXEC mode.

By default, no password is defined.

'"HYLFHRRQILJ HQDEGBVVZRVUKFUHW . .
Q Q For passwod, specify a string from 1 to 25

alphanumeric characters. The string cannot start
with a number, is case sensitive, and allows
spaces but ignores leading spaces. It can contain
the question mark (?) character if you precede
the question mark with the key combination
Crtl-v when you create the password; for
example, to create the password abc?123, do
this:

a. Enter abc.

b. Enter Crtl-v.

c. Enter ?123.

When the system prompts you to enter the
enable password, you need not precede the

question mark with the Ctrl-v; you can simply
enter abc?123 at the password prompt.
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Command or Action

Purpose

Step 4

end

Example:

'"HYLFRARQILJ HQG

Returns to privileged EXEC mode.

Step 5

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 6

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Protecting Enable and Enable Secret Passwords with Encryption

Follow these steps to establish an encrypted password that users must enter to access privileged EXEC mode
(the default) or any privilege level you specify:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

Use one of the following:

*HQDEGH®BVVZROGE Y Hedell
{passwod encryption-type
encrypted-passwdg

s HQDE WM FU HGH Y Hebel|
{passwod encryption-type
encrypted-passwdg

* Defines a new password or changes an
existing password for access to privileged
EXEC mode.

* Defines a secret password, which is saved
using a nonreversible encryption method.

* (Optional) For level, the range is from
0to 15. Level 1 is normal user EXEC
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Command or Action Purpose
Example: mode privileges. The default level is
'HYLFARQILJ HQDEG®VVZRUG 15 (privileged EXEC mode
H[DPSOH privileges).

« For passwod, specify a string from
or 1 to 25 alphanumeric characters. The
'"HYLFARQILJ HQDEWHFUHOMHYHO string cannot start with a number, is
SDVVZRVUIFUHW VDPSOH case sensitive, and allows spaces but

ignores leading spaces. By default,
no password is defined.

(Optional) For encryption-typgonly
type 5, a Cisco proprietary encryption
algorithm, is available. If you specify
an encryption type, you must provide
an encrypted password—an encrypted
password that you copy from another
switch configuration.

Note If you specify an encryption
type and then enter a clear text
password, you can not re-enter
privileged EXEC mode. You
cannot recover a lost encrypted

password by any method.
Step 4 service passwor d-encryption (Optional) Encrypts the password when the
password is defined or when the configuration
Example: L
18 written.
'"HYLFARQILJ VHUYLFH Encryption prevents the password from being
SDVVZRUG HQFU\SWLRQ readable in the configuration file.
Step 5 end Returns to privileged EXEC mode.
Example:
'"HYLFHRQILJ HQG
Step 6 show running-config Verifies your entries.
Example:
'"HYLFHVKRZXQQLQJ FRQILJ
Step 7 copy running-config startup-config (Optional) Saves your entries in the

configuration file.

Example:
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Command or Action

Purpose

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Disabling Password Recovery

Follow these steps to disable password recovery to protect the security of your switch:

Before you begin

If you disable password recovery, we recommend that you keep a backup copy of the configuration file on a
secure server in case the end user interrupts the boot process and sets the system back to default values. Do

not keep a backup copy of the configuration file on the switch. If the switch is operating in VTP transparent
mode, we recommend that you also keep a backup copy of the VLAN database file on a secure server. When
the switch is returned to the default system configuration, you can download the saved files to the switch by
using the Xmodem protocol.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

system disable passwor d recovery switch {all
| <1-9>}

Example:

'"HYLFHARQILJ V\VWH®LVDESBVVZ
UHFRYHWALWHKO O

Disables password recovery.

+ all - Sets the configuration on switches in
stack.

* <1-9> - Sets the configuration on the

R UG Switch Number selected.

This setting is saved in an area of the flash
memory that is accessible by the boot loader
and the Cisco IOS image, but it is not part of
the file system and is not accessible by any user.

Step 4

end

Example:

'"HYLFARQILJ HQG

Returns to privileged EXEC mode.
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What to do next

To remove disable password recovery, use the no system disable password recovery switch all global
configuration command.

Setting a Telnet Password for a Terminal Line

Beginning in user EXEC mode, follow these steps to set a Telnet password for the connected terminal line:

Before you begin

» Attach a PC or workstation with emulation software to the switch console port, or attach a PC to the
Ethernet management port.

* The default data characteristics of the console port are 9600, 8, 1, no parity. You might need to press the
Return key several times to see the command-line prompt.

Procedure
Command or Action Purpose
Step 1 enable Note If a password is required for access
Example: to privileged EXEC mode, you will
ple: be prompted for it.
HYLRHHQDEOH Enters privileged EXEC mode.
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 linevty 0 15 Configures the number of Telnet sessions

(lines), and enters line configuration mode.

Example:
There are 16 possible sessions on a

'"HYLFHARQILJ OLQNW\ command-capable Device. The 0 and 15 mean
that you are configuring all 16 possible Telnet
sessions.

Step 4 passwor d passwod Sets a Telnet password for the line or lines.

Example: For passwod, specify a string from 1 to 25
alphanumeric characters. The string cannot start

'"HYLFHARQILJ OLQISDVVZRDBF[\] |with a number, is case sensitive, and allows
spaces but ignores leading spaces. By default,
no password is defined.

Step 5 end Returns to privileged EXEC mode.
Example:
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Command or Action

Purpose

'"HYLFHRQILJ OLQHQG

Step 6

show running-config

Example:

'"HYLFHVKRIXQQLQJ FRQILJ

Verifies your entries.

Step 7

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Configuring Username and Password Pairs

Follow these steps to configure username and password pairs:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

username name[privilege level] {password
encryption-typgpasswod}

Example:

'"HYLFHRQILJ XVHUQDIPGIDPVDPSO
SULYLOHJBDVVZRVUKBFUHW

'"HYLFHARQILJ XVHUQDPH
PDFDWWULEXWH

Sets the username, privilege level, and password
for each user.

* For name specify the user ID as one word
or the MAC address. Spaces and quotation
H  marks are not allowed.

* You can configure a maximum of 12000
clients each, for both username and MAC
filter.

* (Optional) For level, specify the privilege
level the user has after gaining access. The
range is 0 to 15. Level 15 gives privileged
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Command or Action

Purpose

EXEC mode access. Level 1 gives user
EXEC mode access.

* For encryption-typgenter 0 to specify that
an unencrypted password will follow.
Enter 7 to specify that a hidden password
will follow.

* For passwod, specify the password the
user must enter to gain access to the
Device. The password must be from 1 to
25 characters, can contain embedded
spaces, and must be the last option
specified in the username command.

Step 4

Use one of the following:

« lineconsole 0
e linevty 0 15

Example:
'"HYLFARQILJ OLQARQVROH

or

'"HYLFHRQILJ OLQMNW\

Enters line configuration mode, and configures
the console port (line 0) or the VTY lines (line
0to 15).

Step 5

login local

Example:

'"HYLFARQILJ OLQWRJILQRFDO

Enables local password checking at login time.
Authentication is based on the username
specified in Step 3.

Step 6

end

Example:

'"HYLFARQILJ HQG

Returns to privileged EXEC mode.

Step 7

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 8

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.
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Setting the Privilege Level for a Command

Follow these steps to set the privilege level for a command:

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 privilege modelevel level command Sets the privilege level for a command.
Example:  For mode enter configure for global
configuration mode, exec for EXEC mode,
'"HYLFHARQILJ SULYLOHIHHFOHYHO inter face for interface configuration mode,
FRQILIXUH or line for line configuration mode.
* For level, the range is from 0 to 15. Level
1 is for normal user EXEC mode
privileges. Level 15 is the level of access
permitted by the enable password.
» For commandspecify the command to
which you want to restrict access.
Step 4 enable password level level passwod Specifies the password to enable the privilege
level.
Example:
* For level, the range is from 0 to 15. Level
'"HYLFHARQILJ HQDEGBVVZROIBYHQ 1 is for normal user EXEC mode
6HFUHW3VZG privileges.
* For passwod, specify a string from 1 to
25 alphanumeric characters. The string
cannot start with a number, is case
sensitive, and allows spaces but ignores
leading spaces. By default, no password
is defined.
Step 5 end Returns to privileged EXEC mode.
Example:
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Command or Action Purpose

'"HYLFARQILJ HQG

Step 6 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Changing the Default Privilege Level for Lines

Follow these steps to change the default privilege level for the specified line:

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 linevty line Selects the virtual terminal line on which to

restrict access.

Example:

'"HYLFHARQILJ OLQNW\

Step 4 privilegelevel level Changes the default privilege level for the line.

Example: For level, the range is from 0 to 15. Level 1 is
for normal user EXEC mode privileges. Level

'"HYLFARQILJ SULYLOHIHYHO 15 is the level of access permitted by the enable
password.

Step 5 end Returns to privileged EXEC mode.
Example:
'"HYLFHRQILJ HQG

. Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches)



| Controlling Switch Access with Passwords and Privilege Levels

Logging into and Exiting a Privilege Level .

Command or Action Purpose
Step 6 copy running-config startup-config (Optional) Saves your entries in the
configuration file.
Example:
'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ
What to do next

Users can override the privilege level you set using the privilegelevel line configuration command by logging
in to the line and enabling a different privilege level. They can lower the privilege level by using the disable
command. If users know the password to a higher privilege level, they can use that password to enable the
higher privilege level. You might specify a high level or privilege level for your console line to restrict line

usage.

Logging into and Exiting a Privilege Level

Beginning in user EXEC mode, follow these steps to log into a specified privilege level and exit a specified
privilege level.

Procedure

Command or Action

Purpose

Step 1

enablelevel

Example:

'"HYLEHHQDEOH

Logs in to a specified privilege level.

Following the example, Level 15 is privileged
EXEC mode.

For level the range is 0 to 15.

Step 2

disable level

Example:

'"HYLFHGLVDEOH

Exits to a specified privilege level.

Following the example, Level 1 is user EXEC
mode.

For level the range is 0 to 15.

Monitoring Switch Access

Table 2: Commands for Displaying DHCP Information

show privilege

Displays the privilege level configuration.
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Configuration Examples for Setting Passwords and Privilege
Levels

Example: Setting or Changing a Static Enable Password

This example shows how to change the enable password to 11u2c3k4y5The password is not encrypted and
provides access to level 15 (traditional privileged EXEC mode access):

'"HYLFHARQILJ HQDEGBWVVZROX F N \

Example: Protecting Enable and Enable Secret Passwords with Encryption

This example shows how to configure the encrypted password $1$FRAD0$XytiSRKkIS3LoyxzS8r privilege
level 2:

'HYLFHARQILJ HQDEOMFUHW YHO )D' ;\WL 5NOV /R\[]6

Example: Setting a Telnet Password for a Terminal Line

This example shows how to set the Telnet password to let45me67in89

'"HYLFHRQILJ OLQRMNW\
'"HYLFHRQILJ OLQIDVVZROBW PH LQ

Example: Setting the Privilege Level for a Command

This example shows how to set the configure command to privilege level 14 and define SecetPswdl4s the
password users must enter to use level 14 commands:

'"HYLFHARQILJ SULYLOHJHFOHYHO FRQILJXUH
'"HYLFHARQILJ HQDEGBVVZROBYHO 6HFUHW3VZG

Additional References

Error Message Decoder

Description Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.

. Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches)



https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi

| Controlling Switch Access with Passwords and Privilege Levels
Additional References .

MIBs

MB | MIBs Link

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use Cisco
MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.
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Configuring TACACS+

* Prerequisites for TACACS+, on page 19

* Information About Controlling Switch Access with TACACS+, on page 20
* How to Configure Switch Access with TACACS+, on page 24

* Monitoring TACACS+, on page 31

* Additional References For Switch Access with TACACS+, on page 31

* Feature Information for Switch Access with TACACS+, on page 32

Prerequisites for TACACS+

The following are the prerequisites for set up and configuration of switch access with TACACS+ (must be
performed in the order presented):

N o g &~ v N PR

Configure the switches with the TACACS+ server addresses.
Set an authentication key.

Configure the key from Step 2 on the TACACS+ servers.
Enable authentication, authorization, and accounting (AAA).
Create a login authentication method list.

Apply the list to the terminal lines.

Create an authorization and accounting method list.

The following are the prerequisites for controlling switch access with TACACS+:

* You must have access to a configured TACACS+ server to configure TACACS+ features on your switch.
Also, you must have access to TACACS+ services maintained in a database on a TACACS+ daemon
typically running on a LINUX or Windows workstation.

* We recommend a redundant connection between a switch stack and the TACACS+ server. This is to
help ensure that the TACACS+ server remains accessible in case one of the connected stack members
is removed from the switch stack.

* You need a system running the TACACS+ daemon software to use TACACS+ on your switch.

» To use TACACS+, it must be enabled.
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 Authorization must be enabled on the switch to be used.

* Users must first successfully complete TACACS+ authentication before proceeding to TACACS+
authorization.

* To use any of the AAA commands listed in this section or elsewhere, you must first enable AAA with
the aaa new-model command.

* At a minimum, you must identify the host or hosts maintaining the TACACS+ daemon and define the
method lists for TACACS+ authentication. You can optionally define method lists for TACACS+
authorization and accounting.

* The method list defines the types of authentication to be performed and the sequence in which they are
performed; it must be applied to a specific port before any of the defined authentication methods are
performed. The only exception is the default method list (which, by coincidence, is named defaul). The
default method list is automatically applied to all ports except those that have a named method list
explicitly defined. A defined method list overrides the default method list.

» Use TACACS+ for privileged EXEC access authorization if authentication was performed by using
TACACS+.

* Use the local database if authentication was not performed by using TACACS+.

Information About Controlling Switch Access with TACACS+

TACACS+ and Switch Access

This section describes TACACS+. TACACS+ provides detailed accounting information and flexible
administrative control over the authentication and authorization processes. It is facilitated through authentication,
authorization, accounting (AAA) and can be enabled only through AAA commands.

TACACS+ Overview

TACACS+ is a security application that provides centralized validation of users attempting to gain access to
your switch.

TACACS+ provides for separate and modular authentication, authorization, and accounting facilities. TACACS+
allows for a single access control server (the TACACS+ daemon) to provide each service—authentication,
authorization, and accounting—independently. Each service can be tied into its own database to take advantage
of other services available on that server or on the network, depending on the capabilities of the daemon.

The goal of TACACS+ is to provide a method for managing multiple network access points from a single
management service. Your switch can be a network access server along with other Cisco routers and access
servers.
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Figure 1: Typical TACACS+ Network Configuration

TACACS+, administered through the AAA security services, can provide these services:

* Authentication—Provides complete control of authentication through login and password dialog, challenge
and response, and messaging support.

The authentication facility can conduct a dialog with the user (for example, after a username and password
are provided, to challenge a user with several questions, such as home address, mother’s maiden name,
service type, and social security number). The TACACS+ authentication service can also send messages
to user screens. For example, a message could notify users that their passwords must be changed because
of the company’s password aging policy.

* Authorization—Provides fine-grained control over user capabilities for the duration of the user’s session,
including but not limited to setting autocommands, access control, session duration, or protocol support.
You can also enforce restrictions on what commands a user can execute with the TACACS+ authorization
feature.

* Accounting—Collects and sends information used for billing, auditing, and reporting to the TACACS+
daemon. Network managers can use the accounting facility to track user activity for a security audit or
to provide information for user billing. Accounting records include user identities, start and stop times,
executed commands (such as PPP), number of packets, and number of bytes.

The TACACS+ protocol provides authentication between the switch and the TACACS+ daemon, and it
ensures confidentiality because all protocol exchanges between the switch and the TACACS+ daemon are
encrypted.

TACACS+ Operation

When a user attempts a simple ASCII login by authenticating to a switch using TACACS+, this process occurs:

1. When the connection is established, the switch contacts the TACACS+ daemon to obtain a username
prompt to show to the user. The user enters a username, and the switch then contacts the TACACS+
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daemon to obtain a password prompt. The switch displays the password prompt to the user, the user enters
a password, and the password is then sent to the TACACS+ daemon.

TACACS+ allows a dialog between the daemon and the user until the daemon receives enough information
to authenticate the user. The daemon prompts for a username and password combination, but can include
other items, such as the user’s mother’s maiden name.

The switch eventually receives one of these responses from the TACACS+ daemon:

* ACCEPT—The user is authenticated and service can begin. If the switch is configured to require
authorization, authorization begins at this time.

* REJECT—The user is not authenticated. The user can be denied access or is prompted to retry the
login sequence, depending on the TACACS+ daemon.

* ERROR—An error occurred at some time during authentication with the daemon or in the network
connection between the daemon and the switch. If an ERROR response is received, the switch
typically tries to use an alternative method for authenticating the user.

* CONTINUE—The user is prompted for additional authentication information.
After authentication, the user undergoes an additional authorization phase if authorization has been enabled

on the switch. Users must first successfully complete TACACS+ authentication before proceeding to
TACACS+ authorization.

If TACACS+ authorization is required, the TACACS+ daemon is again contacted, and it returns an
ACCEPT or REJECT authorization response. If an ACCEPT response is returned, the response contains
data in the form of attributes that direct the EXEC or NETWORK session for that user and the services
that the user can access:

* Telnet, Secure Shell (SSH), rlogin, or privileged EXEC services

* Connection parameters, including the host or client IP address, access list, and user timeouts

A method list defines the sequence and methods to be used to authenticate, to authorize, or to keep accounts
on a user. You can use method lists to designate one or more security protocols to be used, thus ensuring a
backup system if the initial method fails. The software uses the first method listed to authenticate, to authorize,
or to keep accounts on users; if that method does not respond, the software selects the next method in the list.
This process continues until there is successful communication with a listed method or the method list is
exhausted.

If a method list is configured under VTY lines, the corresponding method list must be added to AAA. The
following example shows how to configure a method list under a VTY line:
'"HYLFHFRQILIXWHHUPLQDO

'"HYLFH FRQILOLQNW\
'"HYLFH FRQILDXWKRUL]DWRRRDQGW XWK

The following example shows how to configure a method list in AAA:

'"HYLFHFRQILIXWHHUPLQDO
'HYLFH FRQILDDDQHZ PRGHO
'"HYLFH FRQILDDIDXWKRUL]DWRRRDQGWXWKIURXBDFDFV
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If no method list is configured under VTY lines, the default method list must be added to AAA. The following
example shows a VTY configuration without a method list:

'"HYLFHFRQILIXWHHUPLQDO
'"HYLFH FRQILOLQMNW\

The following example shows how to configure the default method list:

'"HYLFHFRQILIXWHHUPLQDO
'HYLFH FRQILDDDQHZ PRGHO
'"HYLFH FRQILDDIDXWKRUL]DWRRRDQGVGHIDXAQWRX®DFDFV

TACACS+ Configuration Options

You can configure the switch to use a single server or AAA server groups to group existing server hosts for
authentication. You can group servers to select a subset of the configured server hosts and use them for a
particular service. The server group is used with a global server-host list and contains the list of IP addresses
of the selected server hosts.

TACACS+ Login Authentication

A method list describes the sequence and authentication methods to be queried to authenticate a user. You
can designate one or more security protocols to be used for authentication, thus ensuring a backup system for
authentication in case the initial method fails. The software uses the first method listed to authenticate users;
if that method fails to respond, the software selects the next authentication method in the method list. This
process continues until there is successful communication with a listed authentication method or until all
defined methods are exhausted. If authentication fails at any point in this cycle—meaning that the security
server or local username database responds by denying the user access—the authentication process stops, and
no other authentication methods are attempted.

TACACS+ Authorization for Privileged EXEC Access and Network Services

AAA authorization limits the services available to a user. When AAA authorization is enabled, the switch
uses information retrieved from the user’s profile, which is located either in the local user database or on the
security server, to configure the user’s session. The user is granted access to a requested service only if the
information in the user profile allows it.

TACACS+ Accounting

The AAA accounting feature tracks the services that users are accessing and the amount of network resources
that they are consuming. When AAA accounting is enabled, the switch reports user activity to the TACACS+
security server in the form of accounting records. Each accounting record contains accounting attribute-value
(AV) pairs and is stored on the security server. This data can then be analyzed for network management, client
billing, or auditing.

Default TACACS+ Configuration

TACACS+ and AAA are disabled by default.
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To prevent a lapse in security, you cannot configure TACACS+ through a network management application.
When enabled, TACACS+ can authenticate users accessing the switch through the CLI.

Note

Although TACACS+ configuration is performed through the CLI, the TACACS+ server authenticates HTTP

connections that have been configured with a privilege level of 15.

How to Configure Switch Access with TACACS+

This section describes how to configure your switch to support TACACS+.

Identifying the TACACS+ Server Host and Setting the Authentication Key

Follow these steps to identify the TACACS+ server host and set the authentication key:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

tacacs server servername

Example:

'"HYLFHRQILJ WDFDNWHUYHRXUVHU

Identifies the IP host or hosts maintaining a
TACACS+ server. Enter this command
multiple times to create a list of preferred
Qostl‘sl. The software searches for hosts in the
or|_d.er in which you specify them.

For servername specify the server name.

Step 4

address {ipv4 | ipv6} ip address

Example:

'"HYLFHRQILJ VHUYHU WDPGREW H
LSY

Configures the IP address for the TACACS
server.

V'V

Step 5

exit

Exits the TACACS server mode and enters the
global configuration mode.

Example:
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Command or Action Purpose
'"HYLFARQILJ VHUYHU WD HDIFW
Step 6 aaa new-model Enables AAA.
Example:
'"HYLFHRQILJ DDDQHZ PRGHO
Step 7 aaa group server tacacst group-name (Optional) Defines the AAA server-group with
Example: a group name.
This command puts the Device in a server
'"HYLFRRQILJ DDDURX$HUY HWD F D FeYoup subconfiguration mode.
\RXUBVHUYHUBJURXS
Step 8 server ip-address (Optional) Associates a particular TACACS+
Example: server with the defined server group. Repeat
ple: this step for each TACACS+ server in the
AAA server group.
'HYLFHRQILJ VHUYHU
Each server in the group must be previously
defined in Step 3.
Step 9 end Returns to privileged EXEC mode.
Example:
'"HYLFHARQILJ HQG
Step 10 show running-config Verifies your entries.
Example:
'"HYLFHVKRZ XQQLQJ FRQILJ
Step 11 copy running-config startup-config (Optional) Saves your entries in the

Example:

'"HYLFHFRS\WUXQQLQJ FRQILJ
VWDUWXS FRQILJ

configuration file.

Configuring TACACS+ Login Authentication

Follow these steps to configure TACACS+ login authentication:
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To configure AAA authentication, you define a named list of authentication methods and then apply that list
to various ports.

Note

To secure the for HTTP access by using AAA methods, you must configure the with the ip http authentication

aaa global configuration command. Configuring AAA authentication does not secure the for HTTP access
by using AAA methods.

For more information about the ip http authentication command, see the CiscolOS SecurityCommand
Refeence Releasd 2.4

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

aaa new-mode

Example:

'"HYLFHARQILJ DDDQHZ PRGHO

Enables AAA.

Step 4

aaa authentication login {default | list-name
method method2.].

Example:

'HYLFHRQILJ DDIDXWKHQWLFDWI1
GHIDXOMDFDF®RFDO

Creates a login authentication method list.

* To create a default list that is used when a
named list is notspecified in the login
authentication command, use the default

IR® keyword followed by the methods that are
to be used in default situations. The default
method list is automatically applied to all
ports.

* For list-name specify a character string to
name the list you are creating.

* For method1.,.specify the actual method
the authentication algorithm tries. The
additional methods of authentication are
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Command or Action

Purpose

used only if the previous method returns
an error, not if it fails.

Select one of these methods:

« enable—Use the enable password for
authentication. Before you can use this
authentication method, you must define an
enable password by using the enable
passwod global configuration command.

* grouptacacs+—Uses TACACS+
authentication. Before you can use this

authentication method, you must configure
the TACACS+ server.

¢ line —Use the line password for
authentication. Before you can use this
authentication method, you must define a
line password. Use the password
passwod line configuration command.

* local—Use the local username database
for authentication. You must enter
username information in the database. Use
the username passwod global
configuration command.

* local-case—Use a case-sensitive local
username database for authentication. You
must enter username information in the
database by using the username name
passwor d global configuration command.

* none—Do not use any authentication for

login.
Step 5 line [console | tty | vty] line-number Enters line configuration mode, and configures
[ending-line-numbér the lines to which you want to apply the
authentication list.
Example:
'"HYLFHRQILJ OLQH
Step 6 login authentication {default | list-name Applies the authentication list to a line or set of

Example:

'"HYLFHRQILJ OLQWRILDXWKHQWL
GHIDXOW

lines.

* If you specify default, use the default list
- D W IcRe@ted with the aaa authentication login
command.

* For list-name specify the list created with

the aaa authentication login command.

Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches) .



. Configuring TACACS+ Authorization for Privileged EXEC Access and Network Services

Configuring TACACS+ |

Command or Action

Purpose

Step 7

end

Example:

'"HYLFARQILJ OLQHQG

Returns to privileged EXEC mode.

Step 8

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 9

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Configuring TACACS+ Authorization for Privileged EXEC Access and Network

Services

You can use the aaa authorization global configuration command with the tacacs+ keyword to set parameters
that restrict a user’s network access to privileged EXEC mode.

Note  Authorization is bypassed for authenticated users who log in through the CLI even if authorization has been

configured.

Follow these steps to specify TACACS+ authorization for privileged EXEC access and network services:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.
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Command or Action

Purpose

Step 3

aaa authorization network tacacs+

Example:

'"HYLFHRRQILJ DDIDXWKRUL]DWHRZ
WDFDFV

Configures the switch for user TACACS+
authorization for all network-related service
requests.

RUN

Step 4

aaa authorization exec tacacs+

Example:

'"HYLFHRQILJ DDIDXWKRUL]D W LHRA
WDFDFV

Configures the switch for user TACACS+
authorization if the user has privileged EXEC
access.

The exec keyword might return user profile
information (such as autocommand
information).

Step 5

end

Example:

'"HYLFHRQILJ HQG

Returns to privileged EXEC mode.

Step 6

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 7

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Starting TACACS+ Accounting

Follow these steps to start TACACS+ Accounting:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.
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Command or Action Purpose
Step 2 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILJXWHUPLQDO
Step 3 aaa accounting network start-stop tacacst+ | Enables TACACS+ accounting for all
network-related service requests.
Example:
'"HYLFARQILJ DDIFFRXQWQAWZRUN
VWDUW VWRBBDFV
Step 4 aaa accounting exec start-stop tacacs+ Enables TACACS+ accounting to send a
Examble: start-record accounting notice at the beginning
ple: of a privileged EXEC process and a stop-record
at the end.
'"HYLFHARQILJ DDIDFFRXQWH [HF
VWDUW VWRBBDFV
Step 5 end Returns to privileged EXEC mode.
Example:
'"HYLFHRQILJ HQG
Step 6 show running-config Verifies your entries.
Example:
'"HYLFHVKRIXQQLQJ FRQILJ
Step 7 copy running-config startup-config (Optional) Saves your entries in the
configuration file.
Example:
'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ
What to do next

To establish a session with a router if the AAA server is unreachable, use the aaa accounting system

guar antee-first command. It guarantees system accounting as the first record, which is the default condition.
In some situations, users might be prevented from starting a session on the console or terminal connection
until after the system reloads, which can take more than 3 minutes.

To establish a console or Telnet session with the router if the AAA server is unreachable when the router
reloads, use the N0 aaa accounting system guar antee-first command.
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Establishing a Session with a Router if the AAA Server is Unreachable

To establishing a session with a router if the AAA server is unreachable, use the aaa accounting system
guarantee-first command. It guarantees system accounting as the first record, which is the default condition.
In some situations, users might be prevented from starting a session on the console or terminal connection
until after the system reloads, which can take more than 3 minutes.

To establish a console or Telnet session with the router if the AAA server is unreachable when the router
reloads, use the N0 aaa accounting system guar antee-fir st command.

Monitoring TACACS+

Table 3: Commands for Displaying TACACS+ Information

Command Purpose

show tacacs Displays TACACS+ server statistics.

Additional References For Switch Access with TACACS+

Related Documents

Related Topic Document Title

AAA configuration Configuring Local Authentication and Authorization
MIBs

MIB MIBs Link

To locate and download MIBs for selected platforms, Cisco IOS releases, and
feature sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.
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Feature Information for Switch Access with TACACS+

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 4: Feature Information for Switch Access with TACACS+

Feature Name

Releases

Feature Information

Switch Access with TACACS+

TACACS+ provides detailed accounting
information and flexible administrative
control over authentication and authorization
processes. TACACS+ is facilitated through
AAA and can be enabled only through AAA
commands.
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CHAPTER 4

Configuring RADIUS

* Prerequisites for Configuring RADIUS, on page 33

* Restrictions for Configuring RADIUS, on page 34

* Information about RADIUS, on page 34

* How to Configure RADIUS, on page 56

* Monitoring CoA Functionality, on page 72

* Additional References for Configuring Secure Shell, on page 72

Prerequisites for Configuring RADIUS

This section lists the prerequisites for controlling Device access with RADIUS.
General:

* RADIUS and Authentication, Authorization, and Accounting (AAA) must be enabled to use any of the
configuration commands in this chapter.

* RADIUS is facilitated through AAA and can be enabled only through AAA commands.
* Use the aaa new-model global configuration command to enable AAA.

« Use the aaa authentication global configuration command to define method lists for RADIUS
authentication.

* Use line and inter face commands to enable the defined method lists to be used.

* At a minimum, you must identify the host or hosts that run the RADIUS server software and define the
method lists for RADIUS authentication. You can optionally define method lists for RADIUS authorization
and accounting.

* You should have access to and should configure a RADIUS server before configuring RADIUS features
on your Device.

* The RADIUS host is normally a multiuser system running RADIUS server software from Cisco (Cisco
Secure Access Control Server Version 3.0), Livingston, Merit, Microsoft, or another software provider.
For more information, see the RADIUS server documentation.

* To use the Change-of-Authorization (CoA) interface, a session must already exist on the switch. CoA
can be used to identify a session and enforce a disconnect request. The update affects only the specified
session.
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* A redundant connection between a switch stack and the RADIUS server is recommended. This is to help
ensure that the RADIUS server remains accessible in case one of the connected stack members is removed
from the switch stack.

For RADIUS operation:

* Users must first successfully complete RADIUS authentication before proceeding to RADIUS
authorization, if it is enabled.

Restrictions for Configuring RADIUS

This topic covers restrictions for controlling Device access with RADIUS.
General:

» To prevent a lapse in security, you cannot configure RADIUS through a network management application.

RADIUS is not suitable in the following network security situations:

* Multiprotocol access environments. RADIUS does not support AppleTalk Remote Access (ARA),
NetBIOS Frame Control Protocol (NBFCP), NetWare Asynchronous Services Interface (NASI), or X.25
PAD connections.

* Switch-to-switch or router-to-router situations. RADIUS does not provide two-way authentication.
RADIUS can be used to authenticate from one device to a non-Cisco device if the non-Cisco device
requires authentication.

» Networks using a variety of services. RADIUS generally binds a user to one service model.

Information about RADIUS

RADIUS and Switch Access

This section describes how to enable and configure RADIUS. RADIUS provides detailed accounting information
and flexible administrative control over the authentication and authorization processes.

RADIUS Overview

RADIUS is a distributed client/server system that secures networks against unauthorized access. RADIUS
clients run on supported Cisco routers and switches. Clients send authentication requests to a central RADIUS
server, which contains all user authentication and network service access information.

Use RADIUS in these network environments that require access security:

» Networks with multiple-vendor access servers, each supporting RADIUS. For example, access servers
from several vendors use a single RADIUS server-based security database. In an IP-based network with
multiple vendors’ access servers, dial-in users are authenticated through a RADIUS server that has been
customized to work with the Kerberos security system.

. Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches)



| Configuring RADIUS

RADIUS Operation ]

* Turnkey network security environments in which applications support the RADIUS protocol, such as in
an access environment that uses a smartcard access control system. In one case, RADIUS has been used
with Enigma’s security cards to validates users and to grant access to network resources.

* Networks already using RADIUS. You can add a Cisco Device containing a RADIUS client to the
network. This might be the first step when you make a transition to a TACACS+ server. See Figure:
Transitioning from RADIUS to TACACS+ Services below.

* Network in which the user must only access a single service. Using RADIUS, you can control user access
to a single host, to a single utility such as Telnet, or to the network through a protocol such as IEEE
802.1x. For more information about this protocol, see Confguring IEEE802.1xPort-BasedAuthentication
chapter.

» Networks that require resource accounting. You can use RADIUS accounting independently of RADIUS
authentication or authorization. The RADIUS accounting functions allow data to be sent at the start and
end of services, showing the amount of resources (such as time, packets, bytes, and so forth) used during
the session. An Internet service provider might use a freeware-based version of RADIUS access control
and accounting software to meet special security and billing needs.

Figure 2: Transitioning from RADIUS to TACACS+ Services

RADIUS Operation

When a user attempts to log in and authenticate to a Device that is access controlled by a RADIUS server,
these events occur:

1
2.

The user is prompted to enter a username and password.
The username and encrypted password are sent over the network to the RADIUS server.

The user receives one of the following responses from the RADIUS server:

e ACCEPT—The user is authenticated.

* REJECT—The user is either not authenticated and is prompted to re-enter the username and password,
or access is denied.

* CHALLENGE—A challenge requires additional data from the user.

* CHALLENGE PASSWORD—A response requests the user to select a new password.
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The ACCEPT or REJECT response is bundled with additional data that is used for privileged EXEC or
network authorization. The additional data included with the ACCEPT or REJECT packets includes these
items:

* Telnet, SSH, rlogin, or privileged EXEC services

* Connection parameters, including the host or client IP address, access list, and user timeouts

RADIUS Change of Authorization

The RADIUS Change of Authorization (CoA) provides a mechanism to change the attributes of an
authentication, authorization, and accounting (AAA) session after it is authenticated. When a policy changes
for a user or user group in AAA, administrators can send RADIUS CoA packets from the AAA server such
as a Cisco Secure Access Control Server (ACS) to reinitialize authentication and apply the new policy. This
section provides an overview of the RADIUS interface including available primitives and how they are used
during a CoA.

* Change-of-Authorization Requests

* CoA Request Response Code

* CoA Request Commands

* Session Reauthentication

* Stacking Guidelines for Session Termination
A standard RADIUS interface is typically used in a pulled model where the request originates from a network
attached device and the response come from the queried servers. Catalyst support the RADIUS CoA extensions

defined in RFC 5176 that are typically used in a pushed model and allow for the dynamic reconfiguring of
sessions from external AAA or policy servers.

The supports these per-session CoA requests:
* Session reauthentication
» Session termination
* Session termination with port shutdown

* Session termination with port bounce

This feature is integrated with Cisco Secure Access Control Server (ACS) 5.1.

The RADIUS interface is enabled by default on Catalyst . However, some basic configuration is required for
the following attributes:

* Security and Password—refer to the “Preventing Unauthorized Access to Your Switch” section in this
guide.

* Accounting—refer to the “Starting RADIUS Accounting” section in the Configuring Switch-Based
Authentication chapter in this guide.

Cisco 10S software supports the RADIUS CoA extensions defined in RFC 5176 that are typically used in a
push model to allow the dynamic reconfiguring of sessions from external AAA or policy servers. Per-session
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CoA requests are supported for session identification, session termination, host reauthentication, port shutdown,
and port bounce. This model comprises one request (CoA-Request) and two possible response codes:

* CoA acknowledgement (ACK) [CoA-ACK]

* CoA nonacknowledgement (NAK) [CoA-NAK]
The request is initiated from a CoA client (typically a AAA or policy server) and directed to the device that
acts as a listener.

The table below shows the RADIUS CoA commands and vendor-specific attributes (VSAs) supported by
Identity-Based Networking Services. All CoA commands must include the session identifier between the
device and the CoA client.

Table 5: RADIUS CoA Commands Supported by Identity-Based Networking Services

CoA Command Cisco VSA

Activate service Cisco:Avpair="subscriber:command=activate-service”
Cisco: Avpair="“subscriber:service-name=<service-name”
Cisco:Avpair="“subscriber:precedence=<precedence-number

Cisco:Avpair="subscriber:activation-mode=replace-all”

Deactivate service Cisco:Avpair="subscriber:command=deactivate-service”

Cisco:Avpair="subscriber:service-name=<service-name”

Bounce host port Cisco:Avpair="subscriber:command=bounce-host-port”
Disable host port Cisco:Avpair="subscriber:command=disable-host-port”
Session query Cisco:Avpair="subscriber:command=session-query”’
Session reauthenticate Cisco:Avpair="‘subscriber:command=reauthenticate”

Cisco:Avpair="subscriber:reauthenticate-type=last” or

Cisco: Avpair="subscriber:reauthenticate-type=rerun”

Session terminate This is a standard disconnect request and does not require a VSA.

Interface template Cisco:AVpair="interface-template-name=<interfacetemplate"

Change-of-Authorization Requests

Change of Authorization (CoA) requests, as described in RFC 5176, are used in a push model to allow for
session identification, host reauthentication, and session termination. The model is comprised of one request
(CoA-Request) and two possible response codes:

* CoA acknowledgment (ACK) [CoA-ACK]
* CoA non-acknowledgment (NAK) [CoA-NAK]

The request is initiated from a CoA client (typically a RADIUS or policy server) and directed to the switch
that acts as a listener.
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The Disconnect Request message, which is also referred to as Packet of Disconnect (POD), is supported by

the switch for session termination.

This table shows the IETF attributes are supported for this feature.

Table 6: Supported IETF Attributes

Attribute Attribute Name
Number

24 State

31 Calling-Station-1D

44 Acct-Session-1D

80 Message-Authenticator
101 Error-Cause

This table shows the possible values for the Error-Cause attribute.

Table 7: Error-Cause Values

Vale | Explanation

201 | Residual Session Context Removed

202 |Invalid EAP Packet (Ignored)

401 | Unsupported Attribute

402 |Missing Attribute

403 | NAS Identification Mismatch

404 |Invalid Request

405 | Unsupported Service

406 |Unsupported Extension

407 |Invalid Attribute Value

501 | Administratively Prohibited

502 |Request Not Routable (Proxy)

503 | Session Context Not Found

504 | Session Context Not Removable

505 |Other Proxy Processing Error

506 |Resources Unavailable
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Vake | Explanation

507 | Request Initiated

508 | Multiple Session Selection Unsupported

CoA Request Response Code

Session ldentification

The CoA Request response code can be used to convey a command to the switch.

The packet format for a CoA Request Response code as defined in RFC 5176 consists of the following fields:
Code, Identifier, Length, Authenticator, and Attributes in the Type:Length: Value (TLV) format. The Attributes
field is used to carry Cisco vendor-specific attributes (VSAs).

For disconnect and CoA requests targeted at a particular session, the switch locates the session based on one
or more of the following attributes:

* Acct-Session-I1d (IETF attribute #44)
* Audit-Session-Id (Cisco VSA)
* Calling-Station-Id (IETF attribute #31 which contains the host MAC address)

* [Pv6 Attributes, which can be one of the following:

* Framed-IPv6-Prefix (IETF attribute #97) and Framed-Interface-Id (IETF attribute #96), which
together create a full IPv6 address per RFC 3162

* Framed-IPv6-Address
* Plain IP Address (IETF attribute #8)

Unless all session identification attributes included in the CoA message match the session, the switch returns
a Disconnect-NAK or CoA-NAK with the “Invalid Attribute Value” error-code attribute.

If more than one session identification attribute is included in the message, all the attributes must match the
session or the switch returns a Disconnect- negative acknowledgment (NAK) or CoA-NAK with the error
code “Invalid Attribute Value.”

The packet format for a CoA Request code as defined in RFC 5176 consists of the fields: Code, Identifier,
Length, Authenticator, and Attributes in Type:Length: Value (TLV) format.

&RGH _ ,GHQWLILHU /HQJIJWK

$XWKHQWLFDWRU

SWWULEXWHV

Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches) .



Configuring RADIUS |
. CoA ACK Response Code

The attributes field is used to carry Cisco vendor-specific attributes (VSAs).

For CoA requests targeted at a particular enforcement policy, the device returns a CoA-NAK with the error
code “Invalid Attribute Value” if any of the above session identification attributes are included in the message.

CoA ACK Response Code

If the authorization state is changed successfully, a positive acknowledgment (ACK) is sent. The attributes
returned within CoA ACK will vary based on the CoA Request and are discussed in individual CoA Commands.

CoA NAK Response Code

A negative acknowledgment (NAK) indicates a failure to change the authorization state and can include
attributes that indicate the reason for the failure. Use show commands to verify a successful CoA.

CoA Request Commands

Table 8: CoA Commands Supported on the

Command Cisco VSA
1

Reauthenticate host | Cisco: Avpair="subscriber:command=reauthenticate”

Terminate session | This is a standard disconnect request that does not require a VSA.

Bounce host port | Cisco:Avpair="“subscriber:command=bounce-host-port”

Disable host port | Cisco:Avpair="“subscriber:command=disable-host-port”

I All CoA commands must include the session identifier between the and the CoA client.

Session Reauthentication

The AAA server typically generates a session reauthentication request when a host with an unknown identity
or posture joins the network and is associated with a restricted access authorization profile (such as a guest
VLAN). A reauthentication request allows the host to be placed in the appropriate authorization group when
its credentials are known.

To initiate session authentication, the AAA server sends a standard CoA-Request message which contains a
Cisco VSA in this form: Cisco:Aspair= subscriber:command=eauthenticate and one or more session
identification attributes.

The current session state determines the switch response to the message. If the session is currently authenticated
by IEEE 802.1x, the switch responds by sending an EAPoL (Extensible Authentication Protocol over Lan)
-Requestld message to the server.

If the session is currently authenticated by MAC authentication bypass (MAB), the switch sends an
access-request to the server, passing the same identity attributes used for the initial successful authentication.

If session authentication is in progress when the switch receives the command, the switch terminates the
process, and restarts the authentication sequence, starting with the method configured to be attempted first.

If the session is not yet authorized, or is authorized via guest VLAN, or critical VLAN, or similar policies,
the reauthentication message restarts the access control methods, beginning with the method configured to
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be attempted first. The current authorization of the session is maintained until the reauthentication leads to a
different authorization result.

Session Reauthentication in a Switch Stack

Session Termination

When a switch stack receives a session reauthentication message:
* It checkpoints the need for a re-authentication before returning an acknowledgment (ACK).
« It initiates reauthentication for the appropriate session.

» [f authentication completes with either success or failure, the signal that triggered the reauthentication
is removed from the stack's member switch.

» If the stack's active switch fails before authentication completes, reauthentication is initiated after active
switch changeover based on the original command (which is subsequently removed).

« If'the active switch fails before sending an ACK, the new active switch treats the re-transmitted command
as a new command.

There are three types of CoA requests that can trigger session termination. A CoA Disconnect-Request
terminates the session, without disabling the host port. This command causes re-initialization of the authenticator
state machine for the specified host, but does not restrict that host access to the network.

To restrict a host’s access to the network, use a CoA Request with the
Cisco:Avpair="subscriber:command=disable-host-port" VSA. This command is useful when a host is known
to be causing problems on the network, and you need to immediately block network access for the host. When
you want to restore network access on the port, re-enable it using a non-RADIUS mechanism.

When a device with no supplicant, such as a printer, needs to acquire a new IP address (for example, after a
VLAN change), terminate the session on the host port with port-bounce (temporarily disable and then re-enable
the port).

CoA Disconnect-Request

This command is a standard Disconnect-Request. If the session cannot be located, the switch returns a
Disconnect-NAK message with the “Session Context Not Found” error-code attribute. If the session is located,
the switch terminates the session. After the session has been completely removed, the switch returns a
Disconnect-ACK.

If the switch fails-over to a standby switch before returning a Disconnect-ACK to the client, the process is
repeated on the new active switch when the request is re-sent from the client. If the session is not found
following re-sending, a Disconnect-ACK is sent with the “Session Context Not Found” error-code attribute.

CoA Request: Disable Host Port

The RADIUS server CoA disable port command administratively shuts down the authentication port that is
hosting a session, resulting in session termination. This command is useful when a host is known to cause
problems on the network and network access needs to be immediately blocked for the host. To restore network
access on the port, reenable it using a non-RADIUS mechanism. This command is carried in a standard
CoA-Request message that has this new vendor-specific attribute (VSA):

Cisco:Avpair="subscriber:command=disable-host-port"
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. CoA Request: Bounce-Port

Because this command is session-oriented, it must be accompanied by one or more of the session identification
attributes described in the “Session Identification” section. If the session cannot be located, the switch returns
a CoA-NAK message with the “Session Context Not Found” error-code attribute. If the session is located,
the switch disables the hosting port and returns a CoA-ACK message.

If the switch fails before returning a CoA-ACK to the client, the process is repeated on the new active switch
when the request is re-sent from the client. If the switch fails after returning a CoA-ACK message to the client
but before the operation has completed, the operation is restarted on the new active switch.

Note

A Disconnect-Request failure following command re-sending could be the result of either a successful session
termination before change-over (if the Disconnect-ACK was not sent) or a session termination by other means
(for example, a link failure) that occurred after the original command was issued and before the standby switch
became active.

CoA Request: Bounce-Port

A RADIUS server CoA bounce port sent from a RADIUS server can cause a link flap on an authentication
port, which triggers DHCP renegotiation from one or more hosts connected to this port. This incident can
occur when there is a VLAN change and the endpoint is a device (such as a printer) that does not have a
mechanism to detect a change on this authentication port. The CoA bounce port is carried in a standard
CoA-Request message that contains the following VSA:

Cisco: Avpair="subscriber:command=bounce-host-port"

Because this command is session-oriented, it must be accompanied by one or more of the session identification
attributes. If the session cannot be located, the switch returns a CoA-NAK message with the “Session Context
Not Found” error-code attribute. If the session is located, the switch disables the hosting port for a period of
10 seconds, re-enables it (port-bounce), and returns a CoA-ACK.

If the switch fails before returning a CoA-ACK to the client, the process is repeated on the new active switch
when the request is re-sent from the client. If the switch fails after returning a CoA-ACK message to the client
but before the operation has completed, the operation is re-started on the new active switch.

Stacking Guidelines for Session Termination

No special handling is required for CoA Disconnect-Request messages in a switch stack.

Stacking Guidelines for CoA-Request Bounce-Port

Because the bounce-port command is targeted at a session, not a port, if the session is not found, the command
cannot be executed.

When the Auth Manager command handler on the active switch receives a valid bounce-port command, it
checkpoints the following information before returning a CoA-ACK message:

» the need for a port-bounce

» the port-id (found in the local session context)

The switch initiates a port-bounce (disables the port for 10 seconds, then re-enables it).

If the port-bounce is successful, the signal that triggered the port-bounce is removed from the standby switch.
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If the active switch fails before the port-bounce completes, a port-bounce is initiated after an active switch
changeover based on the original command (which is subsequently removed).

If the active switch fails before sending a CoA-ACK message, the new active switch treats the re-sent command
as a new command.

Stacking Guidelines for CoA-Request Disable-Port

Because the disable-port command is targeted at a session, not a port, if the session is not found, the command
cannot be executed.

When the Auth Manager command handler on the active switch receives a valid disable-port command, it
verifies this information before returning a CoA-ACK message:

* the need for a port-disable

» the port-id (found in the local session context)

The switch attempts to disable the port.

If the port-disable operation is successful, the signal that triggered the port-disable is removed from the standby
switch.

If the active switch fails before the port-disable operation completes, the port is disabled after an active switch
changeover based on the original command (which is subsequently removed).

If the active switch fails before sending a CoA-ACK message, the new active switch treats the re-sent command
as a new command.

Default RADIUS Configuration

RADIUS and AAA are disabled by default.

To prevent a lapse in security, you cannot configure RADIUS through a network management application.
When enabled, RADIUS can authenticate users accessing the switch through the CLI.

RADIUS Server Host

Switch-to-RADIUS-server communication involves several components:

* Hostname or IP address

* Authentication destination port
* Accounting destination port

* Key string

* Timeout period

» Retransmission value

You identify RADIUS security servers by their hostname or IP address, hostname and specific UDP port
numbers, or their IP address and specific UDP port numbers. The combination of the IP address and the UDP
port number creates a unique identifier, allowing different ports to be individually defined as RADIUS hosts
providing a specific AAA service. This unique identifier enables RADIUS requests to be sent to multiple
UDP ports on a server at the same IP address.
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If two different host entries on the same RADIUS server are configured for the same service—for example,
accounting—the second host entry configured acts as a fail-over backup to the first one. Using this example,
if the first host entry fails to provide accounting services, the %RADIUS-4-RADIUS DEAD message appears,
and then the switch tries the second host entry configured on the same device for accounting services. (The

RADIUS host entries are tried in the order that they are configured.)

A RADIUS server and the switch use a shared secret text string to encrypt passwords and exchange responses.
To configure RADIUS to use the AAA security commands, you must specify the host running the RADIUS
server daemon and a secret text (key) string that it shares with the switch.

The timeout, retransmission, and encryption key values can be configured globally for all RADIUS servers,
on a per-server basis, or in some combination of global and per-server settings.

RADIUS Login Authentication

To configure AAA authentication, you define a named list of authentication methods and then apply that list
to various ports. The method list defines the types of authentication to be performed and the sequence in which
they are performed; it must be applied to a specific port before any of the defined authentication methods are
performed. The only exception is the default method list. The default method list is automatically applied to
all ports except those that have a named method list explicitly defined.

A method list describes the sequence and authentication methods to be queried to authenticate a user. You
can designate one or more security protocols to be used for authentication, thus ensuring a backup system for
authentication in case the initial method fails. The software uses the first method listed to authenticate users;
if that method fails to respond, the software selects the next authentication method in the method list. This
process continues until there is successful communication with a listed authentication method or until all
defined methods are exhausted. If authentication fails at any point in this cycle—meaning that the security
server or local username database responds by denying the user access—the authentication process stops, and
no other authentication methods are attempted.

AAA Server Groups

You can configure the switch to use AAA server groups to group existing server hosts for authentication. You
select a subset of the configured server hosts and use them for a particular service. The server group is used
with a global server-host list, which lists the IP addresses of the selected server hosts.

Server groups also can include multiple host entries for the same server if each entry has a unique identifier
(the combination of the IP address and UDP port number), allowing different ports to be individually defined
as RADIUS hosts providing a specific AAA service. This unique identifier enables RADIUS requests to be

sent to different UDP ports on a server at the same IP address. If you configure two different host entries on
the same RADIUS server for the same service, (for example, accounting), the second configured host entry

acts as a fail-over backup to the first one. If the first host entry fails to provide accounting services, the network
access server tries the second host entry configured on the same device for accounting services. (The RADIUS
host entries are tried in the order in which they are configured.)

AAA Authorization

AAA authorization limits the services available to a user. When AAA authorization is enabled, the switch
uses information retrieved from the user’s profile, which is in the local user database or on the security server,
to configure the user’s session. The user is granted access to a requested service only if the information in the
user profile allows it.
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RADIUS Accounting

The AAA accounting feature tracks the services that users are using and the amount of network resources that
they are consuming. When you enable AAA accounting, the switch reports user activity to the RADIUS
security server in the form of accounting records. Each accounting record contains accounting attribute-value
(AV) pairs and is stored on the security server. You can then analyze the data for network management, client
billing, or auditing.

Vendor-Specific RADIUS Attributes

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating
vendor-specific information between the switch and the RADIUS server by using the vendor-specific attribute
(attribute 26). Vendor-specific attributes (VSAs) allow vendors to support their own extended attributes not
suitable for general use. The Cisco RADIUS implementation supports one vendor-specific option by using
the format recommended in the specification. Cisco’s vendor-ID is 9, and the supported option has vendor-type
1, which is named cisco-avpair The value is a string with this format:

SURWRFRDWWULEXMWS$ DO XH

Protocolis a value of the Cisco protocol attribute for a particular type of authorization. Attributeand value
are an appropriate attributevalue (AV) pair defined in the Cisco TACACS+ specification, and sepis = for
mandatory attributes and is * for optional attributes. The full set of features available for TACACS+
authorization can then be used for RADIUS.

For example, the following AV pair causes Cisco’s “multiple named IP address pools” feature to be activated
during IP authorization (during PPP’s Internet Protocol Control Protocol (IPCP) address assignment):

FLVFR DYSDIWLW DGGU SRRO ILUVW?3

If you insert an “*”, the AV pair “ip:addr-pool=first” becomes optional. Note that any AV pair can be made
optional:

FLVFR DYSDILLW DGGU SRRO ILUVW:

The following example shows how to cause a user logging in from a network access server to have immediate
access to EXEC commands:

FLVFR DYSDIMKHOO SULY OYO 3

Other vendors have their own unique vendor-IDs, options, and associated VSAs. For more information about
vendor-IDs and VSAs, see RFC 2138, “Remote Authentication Dial-In User Service (RADIUS).”

Attribute 26 contains the following three elements:
* Type
* Length
* String (also known as data)

* Vendor-Id

* Vendor-Type

* Vendor-Length
* Vendor-Data
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The figure below shows the packet format for a VSA encapsulated “behind” attribute 26.

Figure 3: VSA Encapsulated Behind Attribute 26

Note It is up to the vendor to specify the format of their VSA. The Attribute-Specific field (also known as
Vendor-Data) is dependent on the vendor's definition of that attribute.

The table below describes significant fields listed in the Vendor-Specific RADIUS IETF Attributes table
(second table below), which lists supported vendor-specific RADIUS attributes (IETF attribute 26).

Table 9: Vendor-Specific Attributes Table Field Descriptions

Field

Description

Number

All attributes listed in the following table are extensions of IETF attribute 26.

Vendor-Specific Command Codes

A defined code used to identify a particular vendor. Code 9 defines Cisco VSAs, 311 defines

Microsoft VSAs, and 529 defines Ascend VSAs.

Sub-Type Number

The attribute ID number. This number is much like the ID numbers of IETF attributes, except
it is a “second layer” ID number encapsulated behind attribute 26.

Attribute

The ASCII string name of the attribute.

Description

Description of the attribute.

Table 10: Vendor-Specific RADIUS IETF Attributes

Number

Vendor-Specific
Company Code

Sub-Type Number

Attribute

Description

MS-CHAP Attributes

26

311

MSCHAP-Response

Contains the response
value provided by a PPP
MS-CHAP user in
response to the challenge.
It is only used in
Access-Request packets.
This attribute is identical
to the PPP CHAP
Identifier. ( RFC 2548
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Number

Vendor-Specific
Company Code

Sub-Type Number

Attribute

Description

26

311

11

MSCHAP-Challenge

Contains the challenge sent
by a network access server
to an MS-CHAP user. It
can be used in both
Access-Request and
Access-Challenge packets.
(RFC 2548)

VPDN Attributes

26

9

R2tp-cm-ocal-window-size

Specifies the maximum
receive window size for
L2TP control messages.
This value is advertised to
the peer during tunnel
establishment.

26

12tp-drop-out-of-order

Respects sequence
numbers on data packets
by dropping those that are
received out of order. This
does not ensure that
sequence numbers will be
sent on data packets, just
how to handle them if they
are received.

26

12tp-hello-interval

Specifies the number of
seconds for the hello
keepalive interval. Hello
packets are sent when no
data has been sent on a
tunnel for the number of
seconds configured here.

26

12tp-hidden-avp

When enabled, sensitive
AVPs in L2TP control
messages are scrambled or
hidden.

26

12tp-nosession-timeout

Specifies the number of
seconds that a tunnel will
stay active with no sessions
before timing out and
shutting down.
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Number

Vendor-Specific
Company Code

Sub-Type Number

Attribute

Description

26

9

tunnel-tos-reflect

Copies the IP ToS field
from the IP header of each
payload packet to the IP
header of the tunnel packet
for packets entering the
tunnel at the LNS.

26

12tp-tunnel-authen

If this attribute is set, it
performs L2TP tunnel
authentication.

26

12tp-tunnel-password

Shared secret used for
L2TP tunnel authentication
and AVP hiding.

26

12tp-udp-checksum

This is an authorization
attribute and defines
whether L2TP should
perform UDP checksums
for data packets. Valid
values are “yes” and “no.”
The default is no.

Store and Forward Fax Attributes

26

9

Fax-Account-1d-Origin

Indicates the account ID
origin as defined by system
administrator for the
mmoip aaa receive-id or
the mmoip aaa send-id
commands.

26

Fax-Msg-Id=

Indicates a unique fax
message identification
number assigned by Store
and Forward Fax.

26

Fax-Pages

Indicates the number of
pages transmitted or
received during this fax
session. This page count
includes cover pages.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 6 Fax-Coverpage-Flag | Indicates whether or not a
cover page was generated
by the off-ramp gateway

for this fax session. True
indicates that a cover page
was generated; false means
that a cover page was not
generated.

26 9 7 Fax-Modem-Time Indicates the amount of
time in seconds the modem
sent fax data (x) and the
amount of time in seconds
of the total fax session (y),
which includes both
fax-mail and PSTN time,
in the form x/y. For
example, 10/15 means that
the transfer time took 10
seconds, and the total fax
session took 15 seconds.

26 9 8 Fax-Connect-Speed | Indicates the modem speed
at which this fax-mail was
initially transmitted or
received. Possible values
are 1200, 4800, 9600, and
14400.

26 9 9 Fax-Recipient-Count |Indicates the number of
recipients for this fax
transmission. Until e-mail
servers support Session
mode, the number should
be 1.

26 9 10 Fax-Process-Abort-Flag | Indicates that the fax
session was cancelled or
successful. True means that
the session was cancelled;
false means that the session
was successful.

26 9 11 Fax-Dsn-Address Indicates the address to
which DSNs will be sent.
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Number

Vendor-Specific
Company Code

Sub-Type Number

Attribute

Description

26

9

12

Fax-Dsn-Flag

Indicates whether or not
DSN has been enabled.
True indicates that DSN
has been enabled; false
means that DSN has not
been enabled.

26

13

Fax-Mdn-Address

Indicates the address to
which MDNs will be sent.

26

14

Fax-Mdn-Flag

Indicates whether or not
message delivery
notification (MDN) has
been enabled. True
indicates that MDN had
been enabled; false means
that MDN had not been
enabled.

26

15

Fax-Auth-Status

Indicates whether or not
authentication for this fax
session was successful.
Possible values for this
field are success, failed,
bypassed, or unknown.

26

16

Email-Server-Address

Indicates the IP address of
the e-mail server handling
the on-ramp fax-mail
message.

26

17

Email-Server-Ack-Flag

Indicates that the on-ramp
gateway has received a
positive acknowledgment
from the e-mail server
accepting the fax-mail
message.

26

18

Gateway-1d

Indicates the name of the
gateway that processed the
fax session. The name
appears in the following
format:
hostname.domain-name.

26

19

Call-Type

Describes the type of fax
activity: fax receive or fax
send.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code

26 9 20 Port-Used Indicates the slot/port
number of the Cisco
AS5300 used to either
transmit or receive this
fax-mail.

26 9 21 Abort-Cause If the fax session cancels,

indicates the system
component that signaled
the cancel operation.
Examples of system
components that could
trigger a cancel operation
are FAP (Fax Application
Process), TIFF (the TIFF
reader or the TIFF writer),
fax-mail client, fax-mail
server, ESMTP client, or

ESMTP server.
H323 Attributes
26 9 23 Remote-Gateway-ID | Indicates the IP address of
(h323-remote-address) | the remote gateway.
26 9 24 Connection-ID Identifies the conference
(h323-conf-id) ID.
26 9 25 Setup-Time Indicates the setup time for
. this connection in
(h323-setup-time) Coordinated Universal
Time (UTC) formerly
known as Greenwich Mean
Time (GMT) and Zulu
time.
26 9 26 Call-Origin Indicates the origin of the
. call relative to the gateway.
(h323-call-origin) Possible values are
originating and terminating
(answer).
26 9 27 Call-Type Indicates call leg type.
Possible values are
(h323-call-type) telephony and Vol P.
26 9 28 Connect-Time Indicates the connection
. time for this call leg in
(h323-connect-time) UTC.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 29 Disconnect-Time Indicates the time this call
. . leg was disconnected in
(h323-disconnect-time) UTC.
26 9 30 Disconnect-Cause Specifies the reason a
. connection was taken
(h323-disconnect-cause) offline per Q.931
specification.
26 9 31 Voice-Quality Specifies the impairment
. . factor (ICPIF) affecting
(h323-voice-quality) | | oo quality for a call.
26 9 33 Gateway-1D Indicates the name of the
(h323-gw-id) underlying gateway.
Large Scale Dialout Attributes
26 9 1 callback-dialstring Defines a dialing string to
be used for callback.
26 9 1 data-service No description available.
26 9 1 dial-number Defines the number to dial.
26 9 1 force-56 Determines whether the
network access server uses
only the 56 K portion of a
channel, even when all 64
K appear to be available.
26 9 1 map-class Allows the user profile to
reference information
configured in a map class
of the same name on the
network access server that
dials out.
26 9 1 send-auth Defines the protocol to use

(PAP or CHAP) for
username-password
authentication following
CLID authentication.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 1 send-name PPP name authentication.

To apply for PAP, do not
configure the ppp pap
sent-name passwor d
command on the interface.
For PAP,
“preauth:send-name” and
“preauth:send-secret” will
be used as the PAP
username and PAP
password for outbound
authentication. For CHAP,
“preauth:send-name” will
be used not only for
outbound authentication,
but also for inbound
authentication. For a
CHAP inbound case, the
NAS will use the name
defined in
“preauth:send-name” in the
challenge packet to the
caller box.

Note The send-name
attribute has
changed over
time: Initially, it
performed the
functions now
provided by
both the
send-name and
remote-name
attributes.
Because the
remote-name
attribute has
been added, the
send-name
attribute is
restricted to its
current
behavior.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 1 send-secret PPP password

authentication. The
vendor-specific attributes
(VSAs)
“preauth:send-name” and
“preauth:send-secret” will
be used as the PAP
username and PAP
password for outbound
authentication. For a
CHAP outbound case, both
“preauth:send-name” and
“preauth:send-secret” will
be used in the response
packet.

26 9 1 remote-name Provides the name of the
remote host for use in
large-scale dial-out. Dialer
checks that the large-scale
dial-out remote name
matches the authenticated
name, to protect against
accidental user RADIUS
misconfiguration. (For
example, dialing a valid
phone number but
connecting to the wrong
device.)

Miscellaneous Attributes
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Number

Vendor-Specific
Company Code

Sub-Type Number

Attribute

Description

26

9

Cisco-NAS-Port

Specifies additional vendor
specific attribute (VSA)
information for NAS-Port
accounting. To specify
additional NAS-Port
information in the form an
Attribute-Value Pair
(AVPair) string, use the
radius-server vsa send
global configuration
command.

Note This VSA is
typically used in
Accounting, but
may also be used
in Authentication
(Access-Request)
packets.

26

min-links

Sets the minimum number
of links for MLP.

26

proxyacl#<n>

Allows users to configure
the downloadable user
profiles (dynamic ACLs)
by using the authentication
proxy feature so that users
can have the configured
authorization to permit
traffic going through the
configured interfaces.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 1 spi Carries the authentication

information needed by the
home agent to authenticate
a mobile node during
registration. The
information is in the same
syntax as the ip mobile
secure host <addr>
configuration command.
Basically it contains the
rest of the configuration
command that follows that
string, verbatim. It
provides the Security
Parameter Index (SPI),
key, authentication
algorithm, authentication
mode, and replay
protection timestamp
range.

Vendor-Proprietary RADIUS Server Communication

Although an IETF draft standard for RADIUS specifies a method for communicating vendor-proprietary
information between the switch and the RADIUS server, some vendors have extended the RADIUS attribute
set in a unique way. Cisco IOS software supports a subset of vendor-proprietary RADIUS attributes.

As mentioned earlier, to configure RADIUS (whether vendor-proprietary or IETF draft-compliant), you must
specify the host running the RADIUS server daemon and the secret text string it shares with the switch. You
specify the RADIUS host and secret text string by using the radius server global configuration commands.

How to Configure RADIUS

Identifying the RADIUS Server Host

To apply these settings globally to all RADIUS servers communicating with the Device, use the three unique
global configuration commands: radius-server timeout, radius-server retransmit, and key string.

You can configure the Device to use AAA server groups to group existing server hosts for authentication.
For more information, see Related Topics below.

You also need to configure some settings on the RADIUS server. These settings include the IP address of the
Device and the key string to be shared by both the server and the Device. For more information, see the
RADIUS server documentation.

Follow these steps to configure per-server RADIUS server communication.
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Before you begin

If you configure both global and per-server functions (timeout, retransmission, and key commands) on the
device, the per-server timer, retransmission, and key value commands override global timer, retransmission,
and key value commands. For information on configuring these settings on all RADIUS servers, see Related
Topics below.

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHHUPLQDO
Step 3 radius server servername
Example:
'"HYLFHRQILJ UDGLXMWHUYHUW/LP
Step 4 address {ipv4 | ipv6}ip addresg auth-port | (Optional) Specifies the RADIUS server
port number acct-port port numbet parameters.
Example: For auth-port port-numbey specify the UDP
destination port for authentication requests.
'"HYLFHARQILJ UDGLXV VHUWYGHWU HMWe default is 1645. The range is 0 to 65536.
LSY DXWK SRUW .
For acct-port port-numbery specify the UDP
destination port for authentication requests.
The default is 1646.
Step 5 key string (Optional) For key string, specify the
Examole: authentication and encryption key used
ple: between the Device and the RADIUS daemon
running on the RADIUS server.
'"HYLFHRQILJ UDGLXV VHUXHUY
UDG
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Command or Action

Purpose

Note The key is a text string that must
match the encryption key used on
the RADIUS server. Always
configure the key as the last item in
the radius server command.
Leading spaces are ignored, but
spaces within and at the end of the
key are used. If you use spaces in
your key, do not enclose the key in
quotation marks unless the
quotation marks are part of the key.

Step 6

retransmit value

Example:

'"HYLFRRQILJ UDGLXV VHUYHWUD Q

(Optional) Specifies the number of times a
RADIUS request is resent when the server is
not responding or responding slowly. The
range is 1 to 100. This setting overrides the
VPEW . .
radius-server retransmit global configuration

command setting.

Step 7

timeout seconds

Example:

(Optional) Specifies the time interval that the
Device waits for the RADIUS server to reply
before sending a request again. The range is 1
to 1000. This setting overrides the

'"HYLFHARQILJ UDGLXV VHUNIHRHRXW

radius-server timeout global configuration
command setting.

Step 8

exit
Example:

'"HYLFHARQILJ VHUYHU WD HDIFW

Exits the RADIUS server mode and enters the
global configuration mode.

Step 9

end

Example:

'"HYLFARQILJ HQG

Returns to privileged EXEC mode.

Step 10

show running-config

Example:

'"HYLFHVKRIXQQLQJ FRQILJ

Verifies your entries.

Step 11

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
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Command or Action Purpose
VWDUWXS FRQILJ

Configuring RADIUS Login Authentication

Follow these steps to configure RADIUS login authentication:

Before you begin

To secure the device for HTTP access by using AAA methods, you must configure the device with the ip
http authentication aaa global configuration command. Configuring AAA authentication does not secure
the device for HTTP access by using AAA methods.

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 aaa new-model Enables AAA.
Example:
'"HYLFHRQILJ DDDQHZ PRGHO
Step 4 aaa authentication login {default | list-nameg | Creates a login authentication method list.
methodmethod2.} * To create a default list that is used when a
Example: named list is notspecified in the login
authentication command, use the default
'"HYLFARQILJ DDIDXWKHQWLFDWLR® keyword followed by the methods that are
GHIDX@RFDO to be used in default situations. The default
method list is automatically applied to all
ports.
* For list-name specify a character string to
name the list you are creating.
* For method1.,.specify the actual method
the authentication algorithm tries. The
additional methods of authentication are
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Command or Action

Purpose

used only if the previous method returns
an error, not if it fails.

Select one of these methods:

* enable—Use the enable password for
authentication. Before you can use
this authentication method, you must
define an enable password by using
the enable passwod global
configuration command.

groupradius—Use RADIUS
authentication. Before you can use
this authentication method, you must
configure the RADIUS server.

line—Use the line password for
authentication. Before you can use
this authentication method, you must
define a line password. Use the
password passwod line
configuration command.

local—Use the local username
database for authentication. You must
enter username information in the
database. Use the username name
password global configuration
command.

local-case—Use a case-sensitive
local username database for
authentication. You must enter
username information in the database
by using the username passwod
global configuration command.

» none—Do not use any authentication
for login.

Step 5

line [console | tty | vty] line-number
[ending-line-numbér

Example:

'"HYLFHRQILJ OLQH

Enters line configuration mode, and configure
the lines to which you want to apply the
authentication list.

Step 6

login authentication {default | list-name

Example:
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Command or Action

Purpose

'"HYLFHRQILJ ORJLOQXWKHQWLFD
GHIDXOW

« If you specify default, use the default list
VL R Qreated with the aaa authentication login
command.

* For list-name specify the list created with
the aaa authentication login command.

Step 7

end

Example:

'"HYLFHRQILJ HQG

Returns to privileged EXEC mode.

Step 8

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 9

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Defining AAA Server Groups

You use the server group server configuration command to associate a particular server with a defined group
server. You can either identify the server by its IP address or identify multiple host instances or entries by
using the optional auth-port and acct-port keywords.

Follow these steps to define AAA server groups:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.
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Command or Action

Purpose

Step 3 radius server name Specifies the name of the RADIUS server

Examole: configuration for Protected Access Credential
ple: (PAC) provisioning and enters RADIUS server
'"HYLFARQILJ UDGLXAHUY H 8 configuration mode.
The device also supports RADIUS for IPv6.

Step 4 address {ipv4 | ipv6} {ip-addresg hostname | Configures the IPv4 address for the RADIUS
auth-port port-numbetacct-port port-number server accounting and authentication
Example: parameters.
'"HYLFHARQILJ UDGLXV VHWYGGUHYV
LSY DXWK SRUW DFFW SRUW

Step 5 key string Specifies the authentication and encryption key
Examble: for all RADIUS communications between the

ple: device and the RADIUS server.

'"HYLFHARQILJ UDGLXV VHWYHHU
FLVFR

Step 6 end Exits RADIUS server configuration mode and
Example: returns to privileged EXEC mode.
'"HYLFHARQILJ UDGLXV VHUNYHW

Step 7 show running-config Verifies your entries.
Example:
'"HYLFHVKRXIUXQQLQJ FRQILJ

Step 8 copy running-config startup-config (Optional) Saves your entries in the

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

configuration file.
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Configuring RADIUS Authorization for User Privileged Access and Network

Services

Note

Authorization is bypassed for authenticated users who log in through the CLI even if authorization has been
configured.

Follow these steps to configure RADIUS authorization for user priviledged access and network services:

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 aaa authorization network radius Configures the device for user RADIUS
authorization for all network-related service
Example:
requests.
'"HYLFRRQILJ DDIDXWKRUL]DWHRZRUN
UDGLXV
Step 4 aaa authorization exec radius Configures the device for user RADIUS
authorization if the user has privileged EXEC
Example:
access.
'"HYLFHARQILJ DDIDXWKRUL]D W [LHRARIThe exec keyword might return user profile
UDGLXV information (such as autocommand
information).
Step 5 end Returns to privileged EXEC mode.
Example:
'"HYLFHRQILJ HQG
Step 6 show running-config Verifies your entries.
Example:
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Command or Action

Purpose

'"HYLFHVKRZXQQLQJ FRQILJ

Step 7 copy running-config startup-config (Optional) Saves your entries in the
configuration file.
Example:
'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ
What to do next

You can use the aaa authorization global configuration command with the radiuskeyword to set parameters
that restrict a user’s network access to privileged EXEC mode.

The aaa authorization exec radiuslocal command sets these authorization parameters:

*» Use RADIUS for privileged EXEC access authorization if authentication was performed by using
RADIUS.

* Use the local database if authentication was not performed by using RADIUS.

Starting RADIUS Accounting

Follow these steps to start RADIUS accounting:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

aaa accounting network start-stop radius

Example:

'"HYLFARQILJ DDIDFFRXQWQBWZR
VWDUW VWRGL XV

Enables RADIUS accounting for all
network-related service requests.

UN
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Command or Action Purpose

Step 4 aaa accounting exec start-stop radius Enables RADIUS accounting to send a
Examble: start-record accounting notice at the beginning

ple: of a privileged EXEC process and a stop-record

'"HYLFHARQILJ DDIDFFRXQWH[HF at the end
VWDUW VWRGLXV ’

Step 5 end Returns to privileged EXEC mode.
Example:
'"HYLFHRQILJ HQG

Step 6 show running-config Verifies your entries.
Example:
'"HYLFHVKRIXQQLQJ FRQILJ

Step 7 copy running-config startup-config (Optional) Saves your entries in the

configuration file.
Example:
'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ
What to do next

To establishing a session with a router if the AAA server is unreachable, use the aaa accounting system
guar antee-first command. This command guarantees system accounting as the first record, which is the
default condition. In some situations, users might be prevented from starting a session on the console or
terminal connection until after the system reloads, which can take more than 3 minutes.

To establish a console or Telnet session with the router if the AAA server is unreachable when the router
reloads, use the No aaa accounting system guar antee-first command.

Configuring Settings for All RADIUS Servers

Beginning in privileged EXEC mode, follow these steps to configure settings for all RADIUS servers:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches) .



. Configuring Settings for All RADIUS Servers

Configuring RADIUS |

Command or Action

Purpose

Step 2

radius-server key string

Example:

'"HYLFHARQILJ UDGLXV VHWYHU
\RXUBVHUYHUBNH\

'"HYLFHARQILJ NHWRXUBVHUYHUBN

Specifies the shared secret text string used
between the switch and all RADIUS servers.

Note The key is a text string that must
match the encryption key used on
the RADIUS server. Leading spaces
are ignored, but spaces within and at

\ the end of the key are used. If you
N H

use spaces in your key, do not
enclose the key in quotation marks
unless the quotation marks are part
of the key.

Step 3

radius-server retransmit retries

Example:

'"HYLFHRRQILJ UDGLXV VHUMHUWUDQ

Specifies the number of times the switch sends
each RADIUS request to the server before
giving up. The default is 3; the range 1 to 1000.

VPLW

Step 4

radius-server timeout seconds

Example:

'"HYLFHARQILJ UDGLXV VHUWIHHR

Specifies the number of seconds a switch waits
for a reply to a RADIUS request before
resending the request. The default is 5 seconds;
)El\ll?/ range is 1 to 1000.

Step 5

radius-server deadtime minutes

Example:

'"HYLFHRQILJ

When a RADIUS server is not responding to
authentication requests, this command specifies
a time to stop the request on that server. This
avoids the wait for the request to timeout before

UDGLXV VHWGHIOGWLP.H

trying the next configured server. The default
is 0; the range is 1 to 1440 minutes.

Step 6

end

Example:

'"HYLFHRQILJ HQG

Returns to privileged EXEC mode.

Step 7

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 8

copy running-config startup-config

(Optional) Saves your entries in the
configuration file.

Example:
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Command or Action Purpose

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Configuring the Device to Use Vendor-Specific RADIUS Attributes

Follow these steps to configure the device to use vendor-specific RADIUS attributes:

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO

Step 3 radius-server vsa send [accounting | Enables the device to recognize and use VSAs
authentication] as defined by RADIUS IETF attribute 26.
Example: * (Optional) Use the accounting keyword

to limit the set of recognized

'"HYLFARQILJ UDGLXV VHWWHVHQG vendor-specific attributes to only
DFFRXQWLQJ accounting attributes.

* (Optional) Use the authentication
keyword to limit the set of recognized
vendor-specific attributes to only
authentication attributes.

If you enter this command without keywords,
both accounting and authentication
vendor-specific attributes are used.
Step 4 end Returns to privileged EXEC mode.
Example:
'"HYLFHRQILJ HQG
Step 5 show running-config Verifies your entries.
Example:
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Command or Action

Purpose

'"HYLFHVKRZXQQLQJ FRQILJ

Step 6

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Configuring the Device for Vendor-Proprietary RADIUS Server Communication

Follow these steps to configure the device to use vendor-proprietary RADIUS server communication:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

radius server servername

Example:

'"HYLFHARQILJ UDGLXHUYHW/LP

Specifies the RADIUS server.

Step 4

address { ipv4 | ipv6 } ip address

Example:

'"HYLFHARQILJ UDGLXV VHLWGGWUH
LSY

(Optional) Specifies the IP address of the
RADIUS server.

V'V

Step 5

non-standard

Example:

'"HYLFARQILJ UDGLXV VHUYHU
QRQ VWDQGDUG

Identifies that the RADIUS server using a
vendor-proprietary implementation of
RADIUS.
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Command or Action Purpose
Step 6 key string Specifies the shared secret text string used
between the device and the vendor-proprietary
Example:

RADIUS server. The device and the RADIUS
server use this text string to encrypt passwords

'"HYLFHRQILJ UDGLXV VHUNYHAUDG
and exchange responses.

Step 7 exit Exits the RADIUS server mode and enters the

Example: global configuration mode.

'"HYLFHARQILJ UDGLXV VHUYHW

Step 8 end Returns to privileged EXEC mode.

Example:

'"HYLFARQILJ HQG

Step 9 show running-config Verifies your entries.

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Step 10 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Configuring CoA on the Device

Follow these steps to configure CoA on a device. This procedure is required.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configure terminal Enters global configuration mode.
Example:
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Command or Action Purpose
'"HYLFHFRQILIXWHUPLQDO
Step 3 aaa new-model Enables AAA.
Example:
'"HYLFHRQILJ DDDQHZ PRGHO
Step 4 aaa server radius dynamic-author Configures the device as an authentication,
Example: authorization, and accounting (AAA) server
ple: to facilitate interaction with an external policy
server.
'"HYLFHRQILJ DDD/VHUYHID GLXV
G\QDPLF DXWKRU
Step 5 client {ip-address name [vrf vrfnamg Enters dynamic authorization local server
[server-key string] configuration mode and specifies a RADIUS
client from which a device will accept CoA
and disconnect requests.
Step 6 server-key [0] 7] string Configures the RADIUS key to be shared
between a device and RADIUS clients.
Example:
'"HYLFHRQILJ VJ UDGLXWUYHU NH\
\RXUBVHUYHUBNH\
Step 7 port port-number Specifies the port on which a device listens for
RADIUS requests from configured RADIUS
Example: .
clients.
'"HYLFHRQILJ VJ UDGLS®SRUW
Step 8 auth-type {any | all | session-key} Specifies the type of authorization the device
uses for RADIUS clients.
Example:
The client must match all the configured
'"HYLFRRQILJ VJ UDGLBRXWK W\@uattributes for authorization.
Step 9 ignor e session-key (Optional) Configures the device to ignore the

session-key.

For more information about the ignore
command, see the CiscolOSIntelligent
ServiceSGatavay Commandrefeenceon
Cisco.com.
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Command or Action Purpose
Step 10 ignor e server-key (Optional) Configures the device to ignore the
server-key.
Example:
For more information about the ignore
'"HYLFHARQILJ VJ UDGLXYQRUH command, see the CiscolOS Intelligent
VHUYHU NH\ ServicesGatevay CommandRefeenceon
Cisco.com.
Step 11 authentication command bounce-port (Optional) Configures the device to ignore a
ignore CoA request to temporarily disable the port
Example: hosting a session. The purpose of temporarily
ple: disabling the port is to trigger a DHCP
, _rene%otiation from the host when a VLAN
HYLFHRQILJ VJ UDGLOWWKHQWLFQOWER d th . li t
FRPPDEBXOQFH SRUPR U H change occurs and there is no supplicant on
the endpoint to detect the change.
Step 12 authentication command disable-port ignore | (Optional) Configures the device to ignore a
Examole: nonstandard command requesting that the port
ple: hosting a session be administratively shut
| down. Shutting down the port results in
'"HYLFHAHRQILJ VI UDGLOWWKHQWLED fth .
FRPPDGQGVDEOH SIRIQWRUH termination of the session.
Use standard CLI or SNMP commands to
re-enable the port.
Step 13 end Returns to privileged EXEC mode.
Example:
'"HYLFHRQILJ VJ UDGLKWG
Step 14 show running-config Verifies your entries.
Example:
'"HYLFHVKRZ XQQLQJ FRQILJ
Step 15 copy running-config startup-config (Optional) Saves your entries in the

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

configuration file.
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Monitoring CoA Functionality

Table 11: Privileged EXEC show Commands

Command Purpose

show aaa attributesprotocol radius | Displays AAA attributes of RADIUS commands.

Table 12: Global Troubleshooting Commands

Command Purpose

debug radius Displays information for troubleshooting RADIUS.

debug aaa coa Displays information for troubleshooting CoA processing.
debug aaa pod Displays information for troubleshooting POD packets.
debug aaa subsys Displays information for troubleshooting POD packets.
debugcmdhd [detail | error | events] | Displays information for troubleshooting command headers.

For detailed information about the fields in these displays, see the command reference for this release.

Additional References for Configuring Secure Shell

Related Documents

Related Topic Document Title

Configuring Identity Control policies and Identity | Session Aware Networking Configuration Guide, Cisco
Service templates for Session Aware networking. | IOS XE Release 3SE (Catalyst 3850 Switches)

Configuring RADIUS, TACACS+, Secure Shell, | Securing User Services Configuration Guide Library,
802.1X and AAA. Cisco I0S XE Release 3SE (Catalyst 3850 Switches)

Error Message Decoder

Description Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.

Standards and RFCs

Standard/RFC Title

None
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MIBs
MIB MIBs Link
All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco IOS releases,
release. and feature sets, use Cisco MIB Locator found at the following URL:
http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, http://www.cisco.com/support
including documentation and tools for troubleshooting and resolving
technical issues with Cisco products and technologies.

To receive security and technical information about your products,
you can subscribe to various services, such as the Product Alert Tool
(accessed from Field Notices), the Cisco Technical Services
Newsletter, and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a
Cisco.com user ID and password.
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Configuring Kerberos

* Prerequisites for Controlling Switch Access with Kerberos, on page 75
* Information about Kerberos, on page 75

* How to Configure Kerberos, on page 79

* Monitoring the Kerberos Configuration, on page 79

* Additional References, on page 79

Prerequisites for Controlling Switch Access with Kerberos

The following are the prerequisites for controlling switch access with Kerberos.

* So that remote users can authenticate to network services, you must configure the hosts and the KDC in
the Kerberos realm to communicate and mutually authenticate users and network services. To do this,
you must identify them to each other. You add entries for the hosts to the Kerberos database on the KDC
and add KEYTAB files generated by the KDC to all hosts in the Kerberos realm. You also create entries
for the users in the KDC database.

+ A Kerberos server can be a switch that is configured as a network security server and that can authenticate
users by using the Kerberos protocol.

When you add or create entries for the hosts and users, follow these guidelines:

* The Kerberos principal name mustbe in all lowercase characters.
» The Kerberos instance name mustbe in all lowercase characters.

* The Kerberos realm name mustbe in all uppercase characters.

Information about Kerberos

This section provides Kerberos information.

Kerberos and Switch Access

This section describes how to enable and configure the Kerberos security system, which authenticates requests
for network resources by using a trusted third party.
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Note

In the Kerberos configuration examples, the trusted third party can be any switch that supports Kerberos, that
is configured as a network security server, and that can authenticate users by using the Kerberos protocol.

Kerberos Overview

Kerberos is a secret-key network authentication protocol, which was developed at the Massachusetts Institute
of Technology (MIT). It uses the Data Encryption Standard (DES) cryptographic algorithm for encryption
and authentication and authenticates requests for network resources. Kerberos uses the concept of a trusted
third party to perform secure verification of users and services. This trusted third party is called the key
distribution center(KDC).

Kerberos verifies that users are who they claim to be and the network services that they use are what the
services claim to be. To do this, a KDC or trusted Kerberos server issues tickets to users. These tickets, which
have a limited life span, are stored in user credential caches. The Kerberos server uses the tickets instead of
user names and passwords to authenticate users and network services.

Note

A Kerberos server can be any switch that is configured as a network security server and that can authenticate
users by using the Kerberos protocol.

The Kerberos credential scheme uses a process called singlelogon This process authenticates a user once
and then allows secure authentication (without encrypting another password) wherever that user credential is
accepted.

This software release supports Kerberos 5, which allows organizations that are already using Kerberos 5 to
use the same Kerberos authentication database on the KDC that they are already using on their other network
hosts (such as UNIX servers and PCs).

Kerberos supports these network services:

* Telnet
* rlogin
* rsh
This table lists the common Kerberos-related terms and definitions.

Table 13: Kerberos Terms

Term Definition

Authentication | A process by which a user or service identifies itself to another service. For example, a
client can authenticate to a switch or a switch can authenticate to another switch.

Authorization A means by which the switch identifies what privileges the user has in a network or on
the switch and what actions the user can perform.
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Term

Definition

Credential

A general term that refers to authentication tickets, such as TGTs? and service credentials.
Kerberos credentials verify the identity of a user or service. If a network service decides
to trust the Kerberos server that issued a ticket, it can be used in place of re-entering a
username and password. Credentials have a default life span of eight hours.

Instance

An authorization level label for Kerberos principals. Most Kerberos principals are of the
form user@REALMfor example, smith@EXAMPLE.COM). A Kerberos principal with
a Kerberos instance has the form user/instance@REALor example,
smith/admin@EXAMPLE.COM). The Kerberos instance can be used to specify the
authorization level for the user if authentication is successful. The server of each network
service might implement and enforce the authorization mappings of Kerberos instances
but is not required to do so.

Note The Kerberos principal and instance names mustbe in all lowercase characters.

Note The Kerberos realm name mustbe in all uppercase characters.

KDC?

Key distribution center that consists of a Kerberos server and database program that is
running on a network host.

Kerberized

A term that describes applications and services that have been modified to support the
Kerberos credential infrastructure.

Kerberos realm

A domain consisting of users, hosts, and network services that are registered to a Kerberos
server. The Kerberos server is trusted to verify the identity of a user or network service
to another user or network service.

Note The Kerberos realm name mustbe in all uppercase characters.

Kerberos server

A daemon that is running on a network host. Users and network services register their
identity with the Kerberos server. Network services query the Kerberos server to
authenticate to other network services.

KEYTAB?

A password that a network service shares with the KDC. In Kerberos 5 and later Kerberos
versions, the network service authenticates an encrypted service credential by using the

KEYTAB to decrypt it. In Kerberos versions earlier than Kerberos 5, KEYTAB is referred
to as SRVTABZ.

Principal

Also known as a Kerberos identity, this is who you are or what a service is according to
the Kerberos server.

Note The Kerberos principal name mustbe in all lowercase characters.

Service
credential

A credential for a network service. When issued from the KDC, this credential is encrypted
with the password shared by the network service and the KDC. The password is also
shared with the user TGT.

SRVTAB

A password that a network service shares with the KDC. In Kerberos 5 or later Kerberos
versions, SRVTAB is referred to as KEYTAB.
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Term Definition
TGT Ticket granting ticket that is a credential that the KDC issues to authenticated users. When
users receive a TGT, they can authenticate to network services within the Kerberos realm
represented by the KDC.
2 ticket granting ticket
3 key distribution center
4 key table

3 server table

Kerberos Operation

A Kerberos server can be a device that is configured as a network security server and that can authenticate
remote users by using the Kerberos protocol. Although you can customize Kerberos in a number of ways,
remote users attempting to access network services must pass through three layers of security before they can
access network services.

To authenticate to network services by using a device as a Kerberos server, remote users must follow these
steps:

Authenticating to a Boundary Switch

This section describes the first layer of security through which a remote user must pass. The user must first
authenticate to the boundary switch. This process then occurs:

1. The user opens an un-Kerberized Telnet connection to the boundary switch.

2. The switch prompts the user for a username and password.

3. The switch requests a TGT from the KDC for this user.

4. The KDC sends an encrypted TGT that includes the user identity to the switch.

5. The switch attempts to decrypt the TGT by using the password that the user entered.
* If the decryption is successful, the user is authenticated to the switch.

« If the decryption is not successful, the user repeats Step 2 either by re-entering the username and
password (noting if Caps Lock or Num Lock is on or off) or by entering a different username and
password.

A remote user who initiates a un-Kerberized Telnet session and authenticates to a boundary switch is inside
the firewall, but the user must still authenticate directly to the KDC before getting access to the network
services. The user must authenticate to the KDC because the TGT that the KDC issues is stored on the switch
and cannot be used for additional authentication until the user logs on to the switch.

Obtaining a TGT from a KDC

This section describes the second layer of security through which a remote user must pass. The user must now
authenticate to a KDC and obtain a TGT from the KDC to access network services.

For instructions about how to authenticate to a KDC, see the “Obtaining a TGT from a KDC” section in the
“Security Server Protocols” chapter of the CiscolOS SecurityConfguration Guide Releasel2.4
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Authenticating to Network Services

This section describes the third layer of security through which a remote user must pass. The user with a TGT
must now authenticate to the network services in a Kerberos realm.

For instructions about how to authenticate to a network service, see the “Authenticating to Network Services”
section in the “Security Server Protocols” chapter of the CiscolOSSecurityConfguration Guide Releasd 2.4.

How to Configure Kerberos

To set up a Kerberos-authenticated server-client system, follow these steps:

* Configure the KDC by using Kerberos commands.

* Configure the switch to use the Kerberos protocol.

Monitoring the Kerberos Configuration

To display the Kerberos configuration, use the following commands:

* show running-config
« show kerberos creds: Lists the credentials in a current user’s credentials cache.

« clear kerberos creds: Destroys all credentials in a current user’s credentials cache, including those
forwarded.

Additional References

Related Documents

Related Topic Document Title

Kerberos Commands | CiscolOS SecurityCommandRefeence

Error Message Decoder

Description Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.
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MIBs

MIB MIBs Link

All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco IOS releases,
release. and feature sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.
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MACsec Encryption

* Information About MACsec Encryption, on page 81
* How to Configure MACsec Encryption, on page 91
* Configuration Examples for MACsec Encryption, on page 103

Information About MACsec Encryption

MACsec is the IEEE 802.1AE standard for authenticating and encrypting packets between two MACsec-capable
devices. These Catalyst switches support 802.1AE encryption with MACsec Key Agreement (MKA) on
downlink ports for encryption between the switch and host device. The switch also supports MACsec encryption
for switch-to-switch (inter-network device) security using both Cisco TrustSec Network Device Admission
Control (NDAC), Security Association Protocol (SAP) and MKA-based key exchange protocol.

Link layer security can include both packet authentication between switches and MACsec encryption between
switches (encryption is optional).

Note

MAC:sec is not supported with the NPE license or the LAN Base service image.

Table 14: MACsec Support on Switch Ports

Interface Connections M ACsec support

Downlink ports Switch-to-host MACsec MKA encryption

Uplink ports Switch-to-switch MACsec MKA encryption
Cisco TrustSec NDAC MACsec

Note

Switch-to-host connection is not supported on downlink ports in Cisco IOS XE Everest 16.5.1a.

Cisco TrustSec and Cisco SAP are meant only for switch-to-switch links and are not supported on switch
ports connected to end hosts, such as PCs or IP phones. MKA is supported only on switch-to-switch links
(uplink). Cisco NDAC and SAP are mutually exclusive with Network Edge Access Topology (NEAT), which
is used for compact switches to extend security outside the wiring closet.
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Note

We do not recommend enabling both Cisco TrustSec SAP and uplink MKA at the same time on any interface.

Media Access Control Security and MACsec Key Agreement

MACsec, defined in 802.1AE, provides MAC-layer encryption over wired networks by using out-of-band
methods for encryption keying. The MACsec Key Agreement (MKA) Protocol provides the required session
keys and manages the required encryption keys. MKA and MACsec are implemented after successful
authentication using the 802.1x Extensible Authentication Protocol (EAP-TLS) or Pre Shared Key (PSK)
framework.

A switch using MACsec accepts either MACsec or non-MACsec frames, depending on the policy associated
with the MKA peer. MACsec frames are encrypted and protected with an integrity check value (ICV). When
the switch receives frames from the MKA peer, it decrypts them and calculates the correct ICV by using
session keys provided by MKA. The switch compares that ICV to the ICV within the frame. If they are not
identical, the frame is dropped. The switch also encrypts and adds an ICV to any frames sent over the secured
port (the access point used to provide the secure MAC service to a MKA peer) using the current session key.

The MKA Protocol manages the encryption keys used by the underlying MACsec protocol. The basic
requirements of MKA are defined in 802.1x-REV. The MKA Protocol extends 802.1x to allow peer discovery
with confirmation of mutual authentication and sharing of MACsec secret keys to protect data exchanged by
the peers.

The EAP framework implements MKA as a newly defined EAP-over-LAN (EAPOL) packet. EAP
authentication produces a master session key (MSK) shared by both partners in the data exchange. Entering
the EAP session ID generates a secure connectivity association key name (CKN). The switch acts as the
authenticator for the uplink.It generates a random secure association key (SAK), which is sent to the client
partner. The client is never a key server and can only interact with a single MKA entity, the key server. After
key derivation and generation, the switch sends periodic transports to the partner at a default interval of 2
seconds.

The packet body in an EAPOL Protocol Data Unit (PDU) is referred to as a MACsec Key Agreement PDU
(MKPDU). MKA sessions and participants are deleted when the MKA lifetime (6 seconds) passes with no
MKPDU received from a participant. For example, if a MKA peer disconnects, the participant on the switch
continues to operate MKA until 6 seconds have elapsed after the last MKPDU is received from the MKA
peer.

Starting with Cisco 10S XE Fuji 16.8.1, must-secure support for MKA uplink is enabled. MKA policy on a
switch port can be configured in one of the following ways:

* Must secure: Once MACsec MKA is configured, all traffic must encrypt the packet. Unencrypted packets
are dropped.

* Should secure: If the peer is configured for MACsec, the data traffic is encrypted, otherwise it is sent in
clear text.

Note

Must-secure mode is enabled by default.
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Note Integrity check value (ICV) indicator in MACsec Key Agreement Protocol Data Unit is optional.

MKA Policies

To enable MKA on an interface, a defined MKA policy should be applied to the interface. You can configure
these options:

* Policy name, not to exceed 16 ASCII characters.

* Confidentiality (encryption) offset of 0, 30, or 50 bytes for each physical interface

MACsec and Stacking

A switch active switch running MA Csec maintains the configuration files that show which ports on a member
switch support MACsec. The active switch performs these functions:

* Processes secure channel and secure association creation and deletion
* Sends secure association service requests to the member switches.

* Processes packet number and replay-window information from local or remote ports and notifies the key
management protocol.

* Sends MACsec initialization requests with the globally configured options to new switches that are added
to the stack.

* Sends any per-port configuration to the member switches.

A member switch performs these functions:

* Processes MACsec initialization requests from the active switch.
* Processes MACsec service requests sent by the active switch.

* Sends information about local ports to the active switch.

MACsec, MKA and 802.1x Host Modes

You can use MACsec and the MK A Protocol with 802.1x single-host mode, multi-host mode, or Multi Domain
Authentication (MDA) mode. Multiple authentication mode is not supported.

Note  Switch-to-host connection is not supported on downlink ports in Cisco IOS XE Everest 16.5.1a. Support will
be added in future releases.

Single-Host Mode
The figure shows how a single EAP authenticated session is secured by MACsec by using MKA
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Figure 4: MACsec in Single-Host Mode with a Secured Data Session

In standard (not 802.1x REV) 802.1x multiple-host mode, a port is open or closed based on a single
authentication. If one user, the primary secured client services client host, is authenticated, the same level of
network access is provided to any host connected to the same port. If a secondary host is a MACsec supplicant,
it cannot be authenticated and traffic would not flow. A secondary host that is a non-MACsec host can send
traffic to the network without authentication because it is in multiple-host mode. The figure shows MACsec
in Standard Multiple-Host Unsecure Mode.

Figure 5: MACsec in Multiple-Host Mode - Unsecured

MKA Statistics

Note

Multi-host mode is not recommended because after the first successful client, authentication is not required
for other clients, which is not secure.

In standard (not 802.1x REV) 802.1x multiple-domain mode, a port is open or closed based on a single
authentication. If the primary user, a PC on data domain, is authenticated, the same level of network access
is provided to any domain connected to the same port. If a secondary user is a MACsec supplicant, it cannot
be authenticated and traffic would no flow. A secondary user, an IP phone on voice domain, that is a
non-MACsec host, can send traffic to the network without authentication because it is in multiple-domain
mode.

Some MKA counters are aggregated globally, while others are updated both globally and per session. You
can also obtain information about the status of MKA sessions.

This is an example of the show mka sessions command output:
'"HYLFHVKR2PND/HVVLRQV

7RWDIO$ 6HVVLRQV
BHFXUKBEVVLRQV
3HQGL@®BVVLRQV
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,QWHUIDFH /RFDO 7[6&, 3ROLF\ 1DPH ,QKHULWHG .H\ 6HUYHU
3RUW ' 3HHU 5[6&, 0$&VHF 3HHUVEWDW XV &.1
*L F H HGH ES 12 <(6

F H D 6HFXUHG

'"HYLFHVKRPND/HVVLROYWHUIDFH

6XPPDWRI $OBXUUHQWPOWLYHS$ 6HVVLRRY, QWHUIDAHNDELW(WKHUQHW

,QWHUIDFH /RFDO 7[6&, 3ROLF\ 1DPH ,QKHULWHG .H\ 6HUYHU
3RUW ' 3HHU 5[6&, 0$&VHF 3HHUV6EWDW XV &.1
*L F H HGH ES 12 <(6

F H D 6HFXUHG

'"HYLFHVKRP2ND/HVVLRODYWHUIDFH GH
0.$ ' HWDLOBWDWKRUO.$ 6HVVLRQ
6WDWX8/(&85(" 6HFXUKWGS 6HVVLRQWRS$&VHF

IRFDO[ 6&,
,QWHUIDF$LSGGUHVV
0.$ 3RUWGHQWLILHU
,QWHU IDEBIP H *LIDELW(WKHUQHW
$XGLOHVVLRQ

&$.1DPH&.1

HGH E

F H
F H HGH

OHPEHGHQWLILIY " &% (& ' &($(
OHVVDIKXPEHO1

($35ROH 1%

H\ BHUYHU <(6

0.3 &LSKHAXLWH $(6 &0$&

/DWHVBE. 6 WDWXV 5[ 7]

/IDWHVBE. $1

/DWH VoS . 1 C&%(& ' &($(
20@$. 6WDWXV ),567 68%.

2036%. $1

20%$. ., .1 ),567 6%.

6$. 7TUDQVPIDAWLPH V 1RWDLWLORUDQ\SHHUWRUHVSRQG
6$. 5HWLUWHPH V 1R20G$. WRUHWLUH
0.$ 3ROLFADPH s

H\ BHUYHWLRULW\
'"HODBURWHFWLRQ 12
5HSOMURWHFWLRQ <(6
5HSODLQGR&L]H
&RQILGHQWL2OIMMW

$OJRULWSKROLW\ &

6HQ(BHFXU$—QQRXQFHPHQS\$!%/(

6$. &LSKHAXLWH *&0 $(6
0$&VHEDSDELOLW)\ 0$&VHFQWHJULV&‘RQILGHQWLDOQWVHW
0$&VHMHVLUHG <(6

RI 0$&VH&DSDEODH H3HHUYV
RI0$&VH&DSDEOH H3HHUYHVSRQGHG
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0,
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01 5[ 6&, 3HHU .6 3ULRULW\
F H D

01 5[ 6&, 3HHU .6 3ULRULW\

01 5[ 6&, 3HHU .6 3ULRULW\

'"HYLFHVKR2PND/HVVLRGQNWDLO

0.$' HWDLOBWDWKRUO.$ 6HVVLRQ

6WDWX6/(&85("

IRFDQ[ 6&,
,QWHUIDF$LSGGUHVV
0.$ 3RUWGHQWLILHU
,QWHU IDEBIP H
$XGLOHVVLRQ
&$.1DPH&.1
OHPEHGHQWLILIY
OHVVDIKPEHUO1
($35ROH

H\ 6HUYHU

0.$ &LSKHAXLWH

/IDWHVO®. 6 WDWXV
/IDWHVOE. $1
/IDWHVE. ., .1
2036$. 6WDWXV
20&%$. $1
20%%. ., .1

6$. 7UDQVPIDAW LPH
6$. SHWLWUWHPH

0.$ 3ROLFADPH

H\ BHUYHWLRULW\
'"HODBURWHFWLRQ
5HSOMBURWHFWLRQ
5HSODLQGR&L]H
&RQILGHQWL2OIMMW
$OJRULWKROLW\
6%. &LSKHAXLWH
0$&VH&EDSDELOLW\
0$&VHMHVLUHG

6HFXUWGCS 6HVVLRQWRS$S&VHF

HGH E

F H
F H HGH

*LIJDELW(WKHUQHW

&% (& &($(

1%

<(6

$(6 &0% &
5[ 71

Ca%(a
),567 6%.

&($(

),567 6%.

V I1RWDLWLQRUDQ\SHHUWRUHVSRQG
V 1R20&G$. WRUHWLUH

S
12
<(6
&
& *&0 $(6
0$&VHRQWHIULWRQILGHQWLDORWVHW
<(6

RI 0$&VH&DSDEODH H3HHUYV
RI 0$&VH&DSDEOH H3HHUYHVSRQGHG

/ILYH3IHHUM VW
0,
%s "' ('8

SRWHQWRBI®OUM VW
0,

01 5[ 6&, 3HHU .6 3ULRULW\
F H D
01 5[ 6&, 3HHU .6 3ULRULW\
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'RUPDGBWHUMVW
0, 01 5[ 6&, 3HHU .6 BULRULW\

'"HYLFHVKR2PNDSROLF\

0.$3ROLFEXPPDU\

3ROLF\ .6 '"HOD\ 5HSODYLQGR&RQI &LSKHU L QWHUIDFHV
1DPH SULRULBURWHEWRWHEMWH 21IVHBXLWH V $SSOLHG
"()$8/7 32/,&< )$/6( 758( *&0 $(6

S )$/6( 758( *&0 $(6

S )$/6( 758( *&0 $(6 L

'"HYLFHVKRPNDSROLFS GHWDLO
0.$3ROLF&RQILIXUDWIRQ

0.$ 3ROLFADPH s

H\ BHUYHWLRULW\
&RQILGHQWL2OIMMW
6HQBHFXUMQRXQFHPHQW ', 6$%/("
&LSKHBXLWH V &0 $(6

$SSOLHGWHUIDFHYV
*LIJDELW(WKHUQHW

This is an example of the show mka statistics command output:

'"HYLFHVKRPND/WDWLVWIQPNHUIDFH
0.$ 6WDWLVWRRNMHVVLRQ
5HDXWKHQW L FEDWWALHRRS WV

&$S6WDWLVWLFV
3DLUZL®B.V'HULYHG
SDLUZLW%B.5HNH\V
*URX&$.V*HQHUDWHG
*URX&$.V5HFHLYHG

6$6WDWLVWLFV
6$.V*HQHUDWHG
6$.V5HNH\HG
6$.V5HFHLYHG
6$. 5HVSRQWHHVFHLYHG

0.3'86WDWLVWLFV
0.3'8VODOLGDWHHG
'LVWULEXWS$.G
'LVWULEXWHEG
0.3'8V7UDQVPLWWHG
'LVWULEXWS$.G
'LVWULEXWHEG
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0.3'85[ %DGBHHWO1
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Information About MACsec MKA using EAP-TLS

MACsec MKA is supported on switch-to-switch links. Using IEE 802.1X Port-based Authentication with
Extensible Authentication Protocol (EAP-TLS), you can configure MACsec MKA between device uplink
ports. EAP-TLS allows mutual authentication and obtains an MSK (master session key) from which the
connectivity association key (CAK) is derived for MKA operations. Device certificates are carried, using
EAP-TLS, for authentication to the AAA server.

Prerequisites for MACsec MKA using EAP-TLS

* Ensure that you have a Certificate Authority (CA) server configured for your network.
* Generate a CA certificate.
* Ensure that you have configured Cisco Identity Services Engine (ISE) Release 2.0.

* Ensure that both the participating devices, the CA server, and Cisco Identity Services Engine (ISE) are
synchronized using Network Time Protocol (NTP). If time is not synchronized on all your devices,
certificates will not be validated.

* Ensure that 802.1x authentication and AAA are configured on your device.

Limitations for MACsec MKA using EAP-TLS

* MKA is not supported on port-channels.
* MKA is not supported with High Availability and local authentication.
* MKA/EAPTLS is not supported for promiscuous PVLAN Primary port.

» While configuring MACsec MKA using EAP-TLS, MACsec secure channels encrypt counters does not
increment before first Rekey.

Cisco TrustSec Overview

The table below lists the TrustSec features to be eventually implemented on TrustSec-enabled Cisco switches.
Successive general availability releases of TrustSec will expand the number of switches supported and the
number of TrustSec features supported per switch.
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Cisco TrustSec Feature

Description

802.1AE Tagging (MACsec)

Protocol for IEEE 802.1 AE-based wire-rate
hop-to-hop Layer 2 encryption.

Between MACsec-capable devices, packets are
encrypted on egress from the transmitting device,
decrypted on ingress to the receiving device, and in
the clear within the devices.

This feature is only available between TrustSec
hardware-capable devices.

Endpoint Admission Control (EAC)

EAC is an authentication process for an endpoint user
or a device connecting to the TrustSec domain.
Usually EAC takes place at the access level switch.
Successful authentication and authorization in the
EAC process results in Security Group Tag
assignment for the user or device. Currently EAC can
be 802.1X, MAC Authentication Bypass (MAB), and
Web Authentication Proxy (WebAuth).

Network Device Admission Control (NDAC)

NDAC is an authentication process where each
network device in the TrustSec domain can verify the
credentials and trustworthiness of its peer device.
NDAC utilizes an authentication framework based on
IEEE 802.1X port-based authentication and uses
EAP-FAST as its EAP method. Successful
authentication and authorization in NDAC process
results in Security Association Protocol negotiation
for IEEE 802.1AE encryption.

Security Association Protocol (SAP)

After NDAC authentication, the Security Association
Protocol (SAP) automatically negotiates keys and the
cipher suite for subsequent MACSec link encryption
between TrustSec peers. SAP is defined in IEEE
802.11i.

Security Group Tag (SGT)

An SGT is a 16-bit single label indicating the security
classification of a source in the TrustSec domain. It
is appended to an Ethernet frame or an IP packet.

SGT Exchange Protocol (SXP)

Security Group Tag Exchange Protocol (SXP). With
SXP, devices that are not TrustSec-hardware-capable
can receive SGT attributes for authenticated users and
devices from the Cisco Identity Services Engine (ISE)
or the Cisco Secure Access Control System (ACS).
The devices can then forward a sourcelP-to-SGT
binding to a TrustSec-hardware-capable device will
tag the source traffic for SGACL enforcement.

When both ends of a link support 802.1AE MACsec, SAP negotiation occurs. An EAPOL-key exchange
occurs between the supplicant and the authenticator to negotiate a cipher suite, exchange security parameters,
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and manage keys. Successful completion of these tasks results in the establishment of a security association
(SA).

Depending on your software version and licensing and link hardware support, SAP negotiation can use one
of these modes of operation:

* Galois Counter Mode (GCM)—authentication and encryption
* GCM authentication (GMAC)— GCM authentication, no encryption
* No Encapsulation—no encapsulation (clear text)

* Null—encapsulation, no authentication or encryption

How to Configure MACsec Encryption

Configuring MKA and MACsec

Default MACsec MKA Configuration
MACsec is disabled. No MKA policies are configured.

Configuring an MKA Policy

Procedure
Command or Action Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 mka policy policy name Identify an MK A policy, and enter MKA policy
configuration mode. The maximum policy name
length is 16 characters.

Note The default MACsec cipher suite in
the MKA policy will always be
"GCM-AES-128". If the device
supports both "GCM-AES-128" and
"GCM-AES-256" ciphers, it is
highly recommended to define and
use a user defined MKA policy to
include both 128 and 256 bits ciphers
or only 256 bits cipher, as may be
required.

Step 3 key-server priority Configure MKA key server options and set
priority (between 0-255).

Note When value of key server priority is
set to 255, the peer can not become
the key server.
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Command or Action

Purpose

Step 4 include-icv-indicator Enables the ICV indicator in MKPDU. Use the
no form of this command to disable the ICV
indicator — no include-icv-indicator.

Step 5 macsec-cipher-suite gcm-aes-128 Configures cipher suite for deriving SAK with
128-bit encryption.

Step 6 confidentiality-offset Offsetvalue Set the Confidentiality (encryption) offset for
each physical interface
Note Offset Value can be 0, 30 or 50. If

you are using Anyconnect on the
client, it is recommended to use
Offset 0.

Step 7 end Returns to privileged EXEC mode.

Step 8 show mka policy Verify your entries.

Example

This example configures the MKA policy:

6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK

FRQIPRNDSROLMFRNDBSROLF\

FRQILJ PND SRMHE\WWHUYSWLRULW\
FRQILJ PND SRORDRVHF FLSKHU VYKRVDHV
FRQILJ PND SREORILGHQWLDOLW\ RIIVHW

FRQILJ PND SRHQMG

Configuring Switch-to-host MACsec Encryption

Follow these steps to configure MACsec on an interface with one MACsec session for voice and one for data:

Procedure

Command or Action

Purpose

Step 1

enable

Example:
6ZLWFHKODEOH

Enables privileged EXEC mode. Enter the
password if prompted.

Step 2

configureter minal

Example:
6ZLWFARQILIXWHUPLQDO

Enters the global configuration mode.

Step 3

interface interface-id

Identify the MACsec interface, and enter
interface configuration mode. The interface
must be a physical interface.
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Command or Action

Purpose

Step 4

switchport access vlianvlan-id

Configure the access VLAN for the port.

Step 5

switchport mode access

Configure the interface as an access port.

Step 6

authentication event linksec fail action
authorize vlan vlan-id

(Optional) Specify that the switch processes
authentication link-security failures resulting
from unrecognized user credentials by
authorizing a restricted VLAN on the port after
a failed authentication attempt.

Step 7

authentication host-mode multi-domain

Configure authentication manager mode on
the port to allow both a host and a voice device
to be authenticated on the 802.1x-authorized
port. If not configured, the default host mode
is single.

Step 8

authentication linksec policy must-secure

Set the LinkSec security policy to secure the
session with MACsec if the peer is available.
If not set, the default is shouldsecue.

Step 9

authentication port-control auto

Enable 802.1x authentication on the port. The
port changes to the authorized or unauthorized
state based on the authentication exchange
between the switch and the client.

Step 10

authentication periodic

Enable or Disable Reauthentication for this
port .

Step 11

authentication timer reauthenticate

Enter a value between 1 and 65535 (in
seconds). Obtains re-authentication timeout
value from the server. Default re-authentication
time is 3600 seconds.

Step 12

authentication violation protect

Configure the port to drop unexpected
incoming MAC addresses when a new device
connects to a port or when a device connects
to a port after the maximum number of devices
are connected to that port. If not configured,
the default is to shut down the port.

Step 13

mka policy policy name

Apply an existing MK A protocol policy to the
interface, and enable MK A on the interface. If
no MKA policy was configured (by entering
the mka policy global configuration
command).

Step 14

dot1x pae authenticator

Configure the port as an 802.1x port access
entity (PAE) authenticator.

Step 15

spanning-tree portfast

Enable spanning tree Port Fast on the interface
in all its associated VLANs. When Port Fast
feature is enabled, the interface changes
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Command or Action

Purpose

directly from a blocking state to a forwarding
state without making the intermediate
spanning-tree state changes

Step 16

end

Example:
6ZLWFK FRQHQG

Returns to privileged EXEC mode.

Step 17

show authentication session interface
interface-id

Verify the authorized session security status.

Step 18

show authentication session interface
interface-iddetails

Verify the details of the security status of the
authorized session.

Step 19

show macsec inter face interface-id

Verify MacSec status on the interface.

Step 20

show mka sessions

Verify the established mka sessions.

Step 21

copy running-config startup-config

Example:

6ZLWFKRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Configuring MACsec MKA using PSK

Procedure

Command or Action

Purpose

Step 1

configureterminal

Enter global configuration mode.

Step 2

key chain key-chain-namemacsec

Configures a key chain and enters the key chain
configuration mode.

Step 3

key hex-string

Configures a unique identifier for each key in
the keychain and enters the keychain's key
configuration mode.

Note For 128-bit encryption, use 32 hex
digit key-string. For 256-bit
encryption, use 64 hex digit

key-string.

Step 4

cryptographic-algorithm {gcm-aes-128
gcm-aes-256}

Set cryptographic authentication algorithm with
128-bit or 256-bit encryption.

Step 5

key-string { [0]6]7] pwd-string| pwd-string}

Sets the password for a key string. Only hex
characters must be entered.
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Command or Action Purpose

Step 6 lifetime local [starttimestamghh::mm::ss| | Sets the lifetime of the pre shared key.
day| month| year}] [duration seconds$end
timestamghh::mm::ss| day| month| year}]

Step 7 end Returns to privileged EXEC mode.

Example

Following is an indicative example:

6ZLWFK FRQILH\ FKDLQH\FKDLBDFVHF

6ZLWFK FRQILJ NH\ FKNDH®

6ZLWFK FRQILJ NH\FKDLEUWHSWRJIUDSKLF DO JREPBLMWMKWP

6ZLWFK FRQILJ NH\FKDLO NH\WWULQJ

6ZLWFK FRQILJ NH\FKDLOINFHWLB®RFDO -X 0\ -X 0\

6ZLWFK FRQILJ NH\FKDL& Q B\

Configuring MACsec MKA on an Interface using PSK

Note To avoid traffic drop across sessions, the mka policy command must be configured before the mka
pre-shared-key key-chain command.

Procedure

Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Step 2 interface interface-id Enters interface configuration mode.
Step 3 macsec networ k-link Enables MACsec on the interface.

Note The macsec networ k-link command
does not block MKA sessions for
downlink ports. Use the macsec
command instead.

Step 4 mka palicy policy-name Configures an MKA policy.
Step 5 mka pre-shared-key key-chain key-chain Configures an MKA pre-shared-key key-chain
name name.

Note The MKA pre-shared key can be
configured on either physical
interface or sub-interfaces and not
on both.
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Command or Action Purpose

Step 6 macsec r eplay-protection window-sizeframe| Sets the MACsec window size for replay
number protection.

Step 7 end Returns to privileged EXEC mode.

Example
Following is an indicative example:

6ZLWFK FRQIWQWHUIDEBDELW(WKHUQHW

6ZLWFK FRQILI PNDSROLFRNDBSROLF\

6ZLWFK FRQILJI PNDSUH VKDUHGNMHN\FKDINH\ FKDLQ QDPH
6ZLWFK FRQILJ PDFVHFHSOD\ SURWHEMQA®RRZ VL]IH

6ZLWFK FRQILJ HQG

What to do next

It is not recommended to change the MKA policy on an interface with MKA PSK configured when the session
is running. However, if a change is required, you must reconfigure the policy as follows:

1. Disable the existing session by removing macsec network-link configuration on each of the participating
node using the no macsec network-link command

2. Configure the MKA policy on the interface on each of the participating node using the mka policy
policy-name command.

3. Enable the new session on each of the participating node by using the macsec networ k-link command.

Configuring MACsec MKA using EAP-TLS

To configure MACsec with MKA on point-to-point links, perform these tasks:
* Configure Certificate Enrollment

* Generate Key Pairs
* Configure SCEP Enrollment

* Configure Certificates Manually

* Configure an Authentication Policy
* Configure EAP-TLS Profiles and IEEE 802.1x Credentials
* Configure MKA MACsec using EAP-TLS on Interfaces
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Generating Key Pairs

Procedure

Command or Action Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 crypto key generatersalabel label-name | Generates a RSA key pair for signing and
gener al-keys modulus size encryption.

You can also assign a label to each key pair
using the label keyword. The label is referenced
by the trustpoint that uses the key pair. If you
do not assign a label, the key pair is
automatically labeled <Default-RSA-Key>.

If you do not use additional keywords this
command generates one general purpose RSA
key pair. If the modulus is not specified, the
default key modulus of 1024 is used. You can
specify other modulus sizes with the modulus

keyword.
Step 3 end Returns to privileged EXEC mode.
Step 4 show authentication session interface Verifies the authorized session security status.
interface-id
Step 5 copy running-config startup-config (Optional) Saves your entries in the

configuration file.

Configuring Enroliment using SCEP

Simple Certificate Enrollment Protocol (SCEP) is a Cisco-developed enrollment protocol that uses HTTP to
communicate with the certificate authority (CA) or registration authority (RA). SCEP is the most commonly
used method for sending and receiving requests and certificates.

Procedure
Command or Action Purpose
Step 1 configureterminal Enter global configuration mode.
Step 2 crypto pki trustpoint servername Declares the trustpoint and a given name and
enters ca-trustpoint configuration mode.
Step 3 enrollment url url namepem Specifies the URL of the CA on which your

device should send certificate requests.

An IPv6 address can be added in the URL
enclosed in brackets. For example: http://
[2001:DBS8:1:1::1]:80.
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Command or Action

Purpose

The pem keyword adds privacy-enhanced mail
(PEM) boundaries to the certificate request.

Step 4

rsakeypair label

Specifies which key pair to associate with the
certificate.

Note The rsakeypair name must match
the trust-point name.

Step 5

serial-number none

The none keyword specifies that a serial
number will not be included in the certificate
request.

Step 6

ip-address none

The nonekeyword specifies that no IP address
should be included in the certificate request.

Step 7

revocation-check crl

Specifies CRL as the method to ensure that the
certificate of a peer has not been revoked.

Step 8

auto-enroll percentregener ate

Enables auto-enrollment, allowing the client
to automatically request a rollover certificate
from the CA.

If auto-enrollment is not enabled, the client
must be manually re-enrolled in your PKI upon
certificate expiration.

By default, only the Domain Name System
(DNS) name of the device is included in the
certificate.

Use the percent argument to specify that a new
certificate will be requested after the
percentage of the lifetime of the current
certificate is reached.

Use the regenerate keyword to generate a new
key for the certificate even if a named key
already exists.

If the key pair being rolled over is exportable,
the new key pair will also be exportable. The
following comment will appear in the
trustpoint configuration to indicate whether
the key pair is exportable: “! RSA key pair
associated with trustpoint is exportable.”

It is recommended that a new key pair be
generated for security reasons.

Step 9

crypto pki authenticate name

Retrieves the CA certificate and authenticates
it.

Step 10

exit

Exits global configuration mode.
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Command or Action

Purpose

Step 11

show crypto pki certificate trustpointname

Displays information about the certificate for
the trust point.

Configuring Enroliment Manually

If your CA does not support SCEP or if a network connection between the router and CA is not possible.
Perform the following task to set up manual certificate enrollment:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Enter global configuration mode.

Step 2

crypto pki trustpoint servername

Declares the trustpoint and a given name and
enters ca-trustpoint configuration mode.

Step 3

enrollment url url namepem

Specifies the URL of the CA on which your
device should send certificate requests.

An IPv6 address can be added in the URL
enclosed in brackets. For example: http://
[2001:DBS8:1:1::1]:80.

The pem keyword adds privacy-enhanced mail
(PEM) boundaries to the certificate request.

Step 4

rsakeypair label

Specifies which key pair to associate with the
certificate.

Step 5

serial-number none

The none keyword specifies that a serial
number will not be included in the certificate
request.

Step 6

ip-address none

The nonekeyword specifies that no IP address
should be included in the certificate request.

Step 7

revocation-check crl

Specifies CRL as the method to ensure that the
certificate of a peer has not been revoked.

Step 8

exit

Exits Global Configuration mode.

Step 9

crypto pki authenticate name

Retrieves the CA certificate and authenticates
it.

Step 10

crypto pki enroll name

Generates certificate request and displays the
request for copying and pasting into the
certificate server.

Enter enrollment information when you are
prompted. For example, specify whether to
include the device FQDN and IP address in
the certificate request.
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Command or Action

Purpose

You are also given the choice about displaying
the certificate request to the console terminal.

The base-64 encoded certificate with or
without PEM headers as requested is displayed.

Step 11

crypto pki import namecertificate

Imports a certificate via TFTP at the console
terminal, which retrieves the granted
certificate.

The device attempts to retrieve the granted
certificate via TFTP using the same filename
used to send the request, except the extension
is changed from “.req” to “.crt”. For usage key
certificates, the extensions “-sign.crt” and
“-encr.crt” are used.

The device parses the received files, verifies
the certificates, and inserts the certificates into
the internal certificate database on the switch.

Note Some CAs ignore the usage key
information in the certificate
request and issue general purpose
usage certificates. If your CA
ignores the usage key information
in the certificate request, only
import the general purpose
certificate. The router will not use
one of the two key pairs generated.

Step 12

exit

Exits global configuration mode.

Step 13

show crypto pki certificate trustpointname

Displays information about the certificate for
the trust point.

Step 14

copy running-config startup-config

(Optional) Saves your entries in the
configuration file.

Applying the 802.1x MACsec MKA Configuration on Interfaces

To apply MACsec MKA using EAP-TLS to interfaces, perform the following task:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Enters global configuration mode.

Step 2

interface interface-id

Identifies the MACsec interface, and enter
interface configuration mode. The interface
must be a physical interface.
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Command or Action Purpose
Step 3 macsec networ k-link Enables MACsec on the interface.
Step 4 authentication periodic Enables reauthentication for this port.
Step 5 authentication timer reauthenticateinterval | Sets the reauthentication interval.
Step 6 access-session host-mode multi-domain Allows hosts to gain access to the interface.
Step 7 access-session closed Prevents preauthentication access on the
interface.
Step 8 access-session por t-control auto Sets the authorization state of a port.
Step 9 dot1x pae both Configures the port as an 802.1X port access
entity (PAE) supplicant and authenticator.
Step 10 dot1x credentials profile Assigns a 802.1x credentials profile to the
interface.
Step 11 dot1x supplicant eap profile name Assigns the EAP-TLS profile to the interface.
Step 12 service-policy type control subscriber Applies a subscriber control policy to the
contml-policy name interface.
Step 13 exit Returns to privileged EXEC mode.
Step 14 show macsec interface Displays MACsec details for the interface.
Step 15 copy running-config startup-config (Optional) Saves your entries in the

configuration file.

Configuring Cisco TrustSec MACsec

Configuring Cisco TrustSec Switch-to-Switch Link Security in Manual Mode

Before you begin
When manually configuring Cisco TrustSec on an interface, consider these usage guidelines and restrictions:

* If no SAP parameters are defined, Cisco TrustSec encapsulation or encryption is not performed.

* If you select GCM as the SAP operating mode, you must have a MACsec Encryption software license
from Cisco. If you select GCM without the required license, the interface is forced to a link-down state.

* These protection levels are supported when you configure SAP pairwise master key (sap pmk):

* SAP is not configured—no protection.
* sap mode-list gcm-encrypt gmac no-encap—protection desirable but not mandatory.

+ sap mode-list gcm-encrypt gmac—confidentiality preferred and integrity required. The protection
is selected by the supplicant according to supplicant preference.
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 sap mode-list gmac—integrity only.
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 sap mode-list gcm-encrypt—confidentiality required.

* sap mode-list gmac gcm-encrypt—integrity required and preferred, confidentiality optional.

» When CTS is configured on an interface and the System MTU is set to a value greater than 9191, the
resulting packet size is limited to 9190.

* Before changing the configuration from MKA to Cisco TrustSec SAP and vice versa, we recommend
that you remove the interface configuration.

Beginning in privileged EXEC mode, follow these steps to manually configure Cisco TrustSec on an interface
to another Cisco TrustSec device:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
6ZLWFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

inter face interface-id

Example:

6ZLWFK FRQIWQWHUIDFH
WHQJLIJDELWHWKHUQHW

Note Enters interface configuration mode.

Step 3

ctsmanual

Example:
6ZLWFK FRQILJ EWWDQXDO

Enters Cisco TrustSec manual configuration
mode.

Step 4
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sap pmk key >mode-list model>mode2
>mode3 >mode4@ua

Example:

6ZLWFK FRQILJ LI FWV PDRXSDP
DEFGHPRGH OLVW
JFP HQFU\GXWOQR HQFDS

(Optional) Configures the SAP pairwise master
key (PMK) and operation mode. SAP is
disabled by default in Cisco TrustSec manual

mode.

N
» key—A hexadecimal value with an even

number of characters and a maximum
length of 32 characters.

The SAP operation mode options:

» gcm-encrypt—Authentication and
encryption

Select this mode for MACsec
authentication and encryption
if your software license

supports MACsec encryption.

Note

» gmac—Authentication, no encryption
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Command or Action

Purpose

* no-encap—No encapsulation

* null—Encapsulation, no authentication or
encryption

Note If the interface is not capable of
data link encryption, no-encap
is the default and the only

available SAP operating mode.

SGT is not supported.

Step 5

no propagate sgt
Example:

6ZLWFK FRQILJ LI FWV PODRDO
SURSDJDMWI W

Use the no form of this command when the peer
is incapable of processing a SGT. The no
propagate sgt command prevents the interface
from transmitting the SGT to the peer.

Step 6

exit
Example:
6ZLWFK FRQILJ LI FWV POQDM

Exits Cisco TrustSec 802.1x interface
configuration mode.

Step 7

end

Example:
6ZLWFK FRQILJ HQG

Returns to privileged EXEC mode.

Step 8

show ctsinterface Sinterface-id brief
_summary @

(Optional) Verify the configuration by
displaying TrustSec-related interface
characteristics.

Example

This example shows how to configure Cisco TrustSec authentication in manual mode on an interface:

6ZLWFKRQILIXWHUPLQDO
FRQILQWHUIDFHQJLIDELWHWKHUQHW

6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK

FRQILJ
FRQILJ
FRQILJ
FRQILJ
FRQILJ

EWWDQXDO

LI FWV P D/@SBP®N
LI FWV PIM®RSDE@ S DJDMW W
LI FWV PHJXWO

HIQG

DEFGHPRGH OLMW HQFU\GWOQR HQFDS

Configuration Examples for MACsec Encryption

Configuring Switch-to-host MACsec Encryption

Follow these steps to configure MACsec on an interface with one MACsec session for voice and one for data:
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Procedure

MACsec Encryption |

Command or Action

Purpose

Step 1

enable

Example:
6ZLWFHKODEOH

Enables privileged EXEC mode. Enter the
password if prompted.

Step 2

configureterminal

Example:
6ZLWFKRQILIJXWHUPLQDO

Enters the global configuration mode.

Step 3

inter face interface-id

Identify the MACsec interface, and enter
interface configuration mode. The interface
must be a physical interface.

Step 4

switchport access vlanvlan-id

Configure the access VLAN for the port.

Step 5

switchport mode access

Configure the interface as an access port.

Step 6

authentication event linksec fail action
authorize vlan vlan-id

(Optional) Specify that the switch processes
authentication link-security failures resulting
from unrecognized user credentials by
authorizing a restricted VLAN on the port after
a failed authentication attempt.

Step 7

authentication host-mode multi-domain

Configure authentication manager mode on
the port to allow both a host and a voice device
to be authenticated on the 802.1x-authorized
port. If not configured, the default host mode
is single.

Step 8

authentication linksec policy must-secure

Set the LinkSec security policy to secure the
session with MACsec if the peer is available.
If not set, the default is shouldsecue.

Step 9

authentication port-control auto

Enable 802.1x authentication on the port. The
port changes to the authorized or unauthorized
state based on the authentication exchange
between the switch and the client.

Step 10

authentication periodic

Enable or Disable Reauthentication for this
port .

Step 11

authentication timer reauthenticate

Enter a value between 1 and 65535 (in
seconds). Obtains re-authentication timeout
value from the server. Default re-authentication
time is 3600 seconds.

Step 12
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authentication violation protect

Configure the port to drop unexpected
incoming MAC addresses when a new device
connects to a port or when a device connects
to a port after the maximum number of devices
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Cisco TrustSec Switch-to-Switch Link Security Configuration Example .

Command or Action Purpose
are connected to that port. If not configured,
the default is to shut down the port.

Step 13 mka policy policy name Apply an existing MKA protocol policy to the
interface, and enable MK A on the interface. If
no MKA policy was configured (by entering
the mka policy global configuration
command).

Step 14 dot1x pae authenticator Configure the port as an 802.1x port access
entity (PAE) authenticator.

Step 15 spanning-tree portfast Enable spanning tree Port Fast on the interface
in all its associated VLANs. When Port Fast
feature is enabled, the interface changes
directly from a blocking state to a forwarding
state without making the intermediate
spanning-tree state changes

Step 16 end Returns to privileged EXEC mode.

Example:
6ZLWFK FRQHQG

Step 17 show authentication session interface Verify the authorized session security status.

interface-id

Step 18 show authentication session interface Verify the details of the security status of the

interface-iddetails authorized session.

Step 19 show macsec inter face interface-id Verify MacSec status on the interface.

Step 20 show mka sessions Verify the established mka sessions.

Step 21 copy running-config startup-config (Optional) Saves your entries in the
configuration file.

Example:
6ZLWFKRS\WUXQQLQJ FRQILJ
VWDUWXS FRQILJ

Cisco TrustSec Switch-to-Switch Link Security Configuration Example

This example shows the configuration necessary for a seed and non-seed device for Cisco TrustSec
switch-to-switch security. You must configure the AAA and RADIUS for link security. In this example,
ACS-1 through ACS-3 can be any server names and cts-radius is the Cisco TrustSec server.

Seed Device Configuration:

6ZLWFK FRQIDDDQHZ PRGHO
6ZLWFK FRQIUDGLXHUY & 6

6ZLWFK FRQILJ UDGLXV RDIAUE HHIVSY DXWK SRUW DFFW SRUW

6ZLWFK FRQILJ UDGLXV SIDIPNHHAFLVFR
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. Cisco TrustSec Switch-to-Switch Link Security Configuration Example

6ZLWFK
6ZLWFK
6ZLWFK

6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK

6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK

6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK

6ZLWFK
6ZLWFK

6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
JPDF

6ZLWFK
6ZLWFK
6ZLWFK

6ZLWFK
6ZLWFK

FRQILJ UDGLXV HMHLUWHU
FRQIUDGLXAHUY H& 6
FRQILJ UDGLXV DIRUGE HHINVSY DXWK SRUW DFFW SRUW

FRQILJ UDGLXV SIDIPNHHAFLVFR

FRQILJ UDGLXV HMHLUWHU

FRQIUDGLXAHUY H& 6

FRQILJ UDGLXV DG HHINVSY DXWK SRUW DFFW SRUW

FRQILJ UDGLXV SIDIFNHHAFLVFR

FRQILJ UDGLXV HMHLUWHU

FROQODDDURXSHUYHMDGLXMWYV UDGLXV

FRQILJ VJ UDGHXYW HQDP H& 6

FRQILJ VJ UDGHXYW HQDP H& 6

FRQILJ VJ UDGHXYW HQDP H& 6

FRQILJ VJ UDHB[LXW
FROQOIDDIDXWKHQWLFDWIR@HIDXOWQH
FRQIDDIDXWKHQWLFOWWR®HIDXAQWRXBWYV UDGLXV
FRQIDDIDXWKRUL]DWHRZ REMWY UDGUXRXBWYV UDGLXV
FRQIDDDVHVVLRQHRPPRQ
FRQIEWMDXWKRUL]DWLR®WYV UDGLXV

FRQIGRW Y\VWHP DXWK FRQWURO

FRQILQWHU I DRH
FRQILJMZLWFKSRBEMWUXQN
FRQILIHW\GRW [

FRQILJ LI FWV YW RGH OLMVAP HQFU\BRDF

FRQILJ LI FWV GIHWW
FRQILIJHJLW

FRQILQWHU I DRH

FRQILJMZLWFKSRBEMWUXQN

FRQILJAHWWDQXDO

FRQILJ LI FWV &3 PN $$%%&&"'(()PRGH OLWAP HQFU\SW

FRQILJ LI FWV Q@RGEURSDJDMW W
FRQILJ LI FWV GIHWW
FRQILIJHJLW

FRQIUDGLXYVY VHWWHMVHQOXWKHQWLFDWLRQ
FRQIHRQ G

6ZLWFKWVWUHGHQWILBGEWY SDVVZRWGOGXVWVHF

Non-Seed Device:

6ZLWFK
6ZLWFK
6ZLWFK

6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK
6ZLWFK

FRQIDDDQHZ PRGHO
FRQIDDDVHVVLRQHRPPRQ
FRQIGRW YV\VWHP DXWK FRQWURO

FRQILQWHU I DRH
FRQILJMZLWFKSRBEMWUXQN
FRQILJIMKXWGRZQ

FRQILIHW\GRW [

FRQILJ LI FWV YA RGH OLVAP HQFU\BRDF
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6ZLWFK FRQILJ LI FWV &IHWW
6ZLWFK FRQILIJHJLW

6ZLWFK FRQILQWHU I DRH

6ZLWFK FRQILJIMZLWFKSRBE®MW UXQN

6ZLWFK FRQILIMKXWGRZQ

6ZLWFK FRQILJAWWDQXDO

6ZLWFK FRQILJ LI FWv ¥ PN $3%%&&" (()PRGH OLWAP HQFU\SW
JPDF

6ZLWFK FRQILJ LI FWV QRS URSDJDM W

6ZLWFK FRQILJ LI FWV &I WwW

6ZLWFK FRQILJHJLW

6ZLWFK FRQIUDGLXYV VHUWYWHDMVHQOXWKHQWLFDWLRQ
6ZLWFK FRQIHQ G
6ZLWFK FRQOIEWWUHGHQWLGBGWY SDVVZRWGXVWVHF
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CHAPTER 7

Configuring Local Authentication and
Authorization

* How to Configure Local Authentication and Authorization, on page 109
* Monitoring Local Authentication and Authorization, on page 111
* Additional References, on page 111

How to Configure Local Authentication and Authorization

Configuring the Switch for Local Authentication and Authorization

You can configure AAA to operate without a server by setting the switch to implement AAA in local mode.
The switch then handles authentication and authorization. No accounting is available in this configuration.

Note To secure the switch for HTTP access by using AAA methods, you must configure the switch with the ip
http authentication aaa global configuration command. Configuring AAA authentication does not secure
the switch for HTTP access by using AAA methods.

Follow these steps to configure AAA to operate without a server by setting the switch to implement AAA in

local mode:

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configureterminal Enters global configuration mode.
Example:
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Command or Action Purpose
'"HYLFHFRQILIXWHUPLQDO
Step 3 aaa new-model Enables AAA.
Example:
'"HYLFHRQILJ DDDQHZ PRGHO
Step 4 aaa authentication login default local Sets the login authentication to use the local
Examle: username database. The default keyword
ple: applies the local user database authentication
) ] tg all ports.
HYLFHRQILJ DDIDXWKHQWLFDWRIRQ®
GHIDX@WRFDO
Step 5 aaa authorization exec default local Configures user AAA authorization, check the
Example: local database, and allow the user to run an
ple: EXEC shell.
'"HYLFARQILJ DDIDXWKRUL]DWLHRR
GHIDX®@WFDO
Step 6 aaa authorization network default local Configures user AAA authorization for all
network-related service requests.
Example:
'"HYLFHARQILJ DDIDXWKRUL]DWLRQ
QHWZREGMNMIDX®WRFDO
Step 7 username name[privilege level] {password | Enters the local database, and establishes a

encryption-typgpasswod}

Example:

'"HYLFARQILJ XVHUQDRMNUBXVHU
SULYLOHJBDVVZRUSHFUHW

username-based authentication system.
Repeat this command for each user.

» For name specify the user ID as one
BQDPH .
word. Spaces and quotation marks are not

allowed.

* (Optional) For level, specify the privilege
level the user has after gaining access.
The range is 0 to 15. Level 15 gives
privileged EXEC mode access. Level 0
gives user EXEC mode access.

* For encryption-typgenter 0 to specify
that an unencrypted password follows.
Enter 7 to specify that a hidden password
follows.

* For passwod, specify the password the

. Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches)

user must enter to gain access to the



| Configuring Local Authentication and Authorization

Monitoring Local Authentication and Authorization .

Command or Action Purpose

switch. The password must be from 1 to
25 characters, can contain embedded
spaces, and must be the last option
specified in the username command.

Step 8

end Returns to privileged EXEC mode.

Example:

'"HYLFHRQILJ HQG

Step 9

show running-config Verifies your entries.

Example:

'"HYLFHVKRIXQQLQJ FRQILJ

Step 10

copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Monitoring Local Authentication and Authorization

To display Local Authentication and Authorization configuration, use the show running-config privileged
EXEC command.

Additional References

Error Message Decoder

Description

Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.
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MIBs

MIB MIBs Link

All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco IOS releases,
release. and feature sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.
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CHAPTER 8

Configuring Secure Shell (SSH)

* Prerequisites for Configuring Secure Shell, on page 113

* Restrictions for Configuring Secure Shell, on page 113

* Information About Configuring Secure Shell , on page 114
* How to Configure Secure Shell, on page 116

* Monitoring the SSH Configuration and Status, on page 119

Prerequisites for Configuring Secure Shell

The following are the prerequisites for configuring the switch for secure shell (SSH):

* For SSH to work, the switch needs an Rivest, Shamir, and Adleman (RSA) public/private key pair. This
is the same with Secure Copy Protocol (SCP), which relies on SSH for its secure transport.

* Before enabling SCP, you must correctly configure SSH, authentication, and authorization on the switch.

* Because SCP relies on SSH for its secure transport, the router must have an Rivest, Shamir, and Adelman
(RSA) key pair.

* SCP relies on SSH for security.

*» SCP requires that authentication, authorization, and accounting (AAA) authorization be configured so
the router can determine whether the user has the correct privilege level.

* A user must have appropriate authorization to use SCP.

* A user who has appropriate authorization can use SCP to copy any file in the Cisco IOS File System
(IFS) to and from a switch by using the copy command. An authorized administrator can also do this
from a workstation.

* The Secure Shell (SSH) server requires an IPsec (Data Encryption Standard [DES] or 3DES) encryption
software image; the SSH client requires an IPsec (DES or 3DES) encryption software image.)

* Configure a hostname and host domain for your device by using the hostname and ip domain-name
commands in global configuration mode.

Restrictions for Configuring Secure Shell

The following are restrictions for configuring the Device for secure shell.
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. Information About Configuring Secure Shell

* The switch supports Rivest, Shamir, and Adelman (RSA) authentication.
* SSH supports only the execution-shell application.

» The SSH server and the SSH client are supported only on Data Encryption Standard (DES) (56-bit) and
3DES (168-bit) data encryption software. In DES software images, DES is the only encryption algorithm
available. In 3DES software images, both DES and 3DES encryption algorithms are available.

* The Device supports the Advanced Encryption Standard (AES) encryption algorithm with a 128-bit key,
192-bit key, or 256-bit key. However, symmetric cipher AES to encrypt the keys is not supported.

* When using SCP, you cannot enter the password into the copy command. You must enter the password
when prompted.

* The login banner is not supported in Secure Shell Version 1. It is supported in Secure Shell Version 2.

* The -1 keyword and userid : {number} {ip-address} delimiter and arguments are mandatory when
configuring the alternative method of Reverse SSH for console access.

Information About Configuring Secure Shell

Secure Shell (SSH) is a protocol that provides a secure, remote connection to a device. SSH provides more
security for remote connections than Telnet does by providing strong encryption when a device is authenticated.
This software release supports SSH Version 2 (SSHv2).

SSH And Switch Access

SSH Servers,

Secure Shell (SSH) is a protocol that provides a secure, remote connection to a device. SSH provides more
security for remote connections than Telnet does by providing strong encryption when a device is authenticated.
This software release supports SSH Version 2 (SSHv2).

SSH functions the same in IPv6 as in IPv4. For IPv6, SSH supports IPv6 addresses and enables secure,
encrypted connections with remote IPv6 nodes over an [Pv6 transport.

Integrated Clients, and Supported Versions

The Secure Shell (SSH) Integrated Client feature is an application that runs over the SSH protocol to provide
device authentication and encryption. The SSH client enables a Cisco device to make a secure, encrypted
connection to another Cisco device or to any other device running the SSH server. This connection provides
functionality similar to that of an outbound Telnet connection except that the connection is encrypted. With
authentication and encryption, the SSH client allows for secure communication over an unsecured network.

The SSH server and SSH integrated client are applications that run on the switch. The SSH server works with
the SSH client supported in this release and with non-Cisco SSH clients. The SSH client works with publicly
and commercially available SSH servers. The SSH client supports the ciphers of Data Encryption Standard
(DES), 3DES, and password authentication.

Note

The SSH client functionality is available only when the SSH server is enabled.
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User authentication is performed like that in the Telnet session to the device. SSH also supports the following
user authentication methods:

* TACACS+
* RADIUS

* Local authentication and authorization

SSH Configuration Guidelines

Follow these guidelines when configuring the switch as an SSH server or SSH client:

» An RSA key pair generated by a SSHv1 server can be used by an SSHv2 server, and the reverse.

» If the SSH server is running on an active switch and the active switch fails, the new active switch uses
the RSA key pair generated by the previous active switch.

« If you get CLI error messages after entering the cryptokey generatersa global configuration command,
an RSA key pair has not been generated. Reconfigure the hostname and domain, and then enter the crypto
key generate rsa command.

» When generating the RSA key pair, the message No host name specified might appear. If it does, you
must configure a hostname by using the hosthame global configuration command.

* When generating the RSA key pair, the message No domain specified might appear. If it does, you must
configure an IP domain name by using the ip domain-name global configuration command.

* When configuring the local authentication and authorization authentication method, make sure that AAA
is disabled on the console.

Secure Copy Protocol Overview

The Secure Copy Protocol (SCP) feature provides a secure and authenticated method for copying switch
configurations or switch image files. SCP relies on Secure Shell (SSH), an application and a protocol that
provides a secure replacement for the Berkeley r-tools.

For SSH to work, the switch needs an RSA public/private key pair. This is the same with SCP, which relies
on SSH for its secure transport.

Because SSH also relies on AAA authentication, and SCP relies further on AAA authorization, correct
configuration is necessary.

* Before enabling SCP, you must correctly configure SSH, authentication, and authorization on the switch.

* Because SCP relies on SSH for its secure transport, the router must have an Rivest, Shamir, and Adelman
(RSA) key pair.

Note When using SCP, you cannot enter the password into the copy command. You must enter the password when
prompted.
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Secure Copy Protocol

The Secure Copy Protocol (SCP) feature provides a secure and authenticated method for copying device
configurations or switch image files. The behavior of SCP is similar to that of remote copy (rcp), which comes
from the Berkeley r-tools suite, except that SCP relies on SSH for security. SCP also requires that authentication,
authorization, and accounting (AAA) authorization be configured so the device can determine whether the
user has the correct privilege level. To configure the Secure Copy feature, you should understand the SCP
concepts.

How to Configure Secure Shell

Setting Up the Device to Run SSH

Follow these steps to set up your Device to run SSH:

Before you begin

Configure user authentication for local or remote access. This step is required. For more information, see
Related Topics below.

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 hostname hostname Configures a hostname and IP domain name for
Example: your Device.
Note Follow this procedure only if you are
'"HYLFHARQILJ KRVWQDRKNUBKRVWRQRDPH configuring the Device as an SSH
server.
Step 4 ip domain-name domain_name Configures a host domain for your Device.
Example:
'"HYLFARQILJ LSGRPDLQ QDPH
\RXUBGRPDLQ
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Command or Action Purpose

Step 5 crypto key generatersa Enables the SSH server for local and remote
authentication on the Device and generates an
RSA key pair. Generating an RSA key pair for
Bhe Device automatically enables SSH.

Example:

'"HYLFHARQILJ FU\SWNRH\JHQH U DWW
We recommend that a minimum modulus size
of 1024 bits.

When you generate RSA keys, you are
prompted to enter a modulus length. A longer
modulus length might be more secure, but it
takes longer to generate and to use.

Note Follow this procedure only if you are
configuring the Device as an SSH
server.

Step 6 end Returns to privileged EXEC mode.
Example:
'"HYLFARQILJ HQG
Step 7 show running-config Verifies your entries.
Example:
'"HYLFHVKRZXQQLQJ FRQILJ
Step 8 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Configuring the SSH Server

Follow these steps to configure the SSH server:

Note This procedure is only required if you are configuring the Device as an SSH server.

Procedure

Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
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Command or Action

Purpose

Example:

'"HYLEHHQDEOH

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip ssh version [2]

Example:

'"HYLFHRQILJ LSVVKYHUVLRQ

(Optional) Configures the Device to run SSH
Version 2.

If you do not enter this command or do not
specify a keyword, the SSH server selects the
latest SSH version supported by the SSH client.

Step 4

ip ssh {time-out second$
authentication-retries numbeg

Example:

'"HYLFHRQILJ LSVVKWLPH RXW
25

'"HYLFHRQILJ LSVVK
DXWKHQWLFDWLRQ UHWULHV

Configures the SSH control parameters:

« time-out secondsSpecify the time-out
value in seconds; the default is 120
seconds. The range is 0 to 120 seconds.
This parameter applies to the SSH
negotiation phase. After the connection is
established, the Device uses the default
time-out values of the CLI-based sessions.

By default, up to five simultaneous,
encrypted SSH connections for multiple
CLI-based sessions over the network are
available (session 0 to session 4). After the
execution shell starts, the CLI-based
session time-out value returns to the
default of 10 minutes.

authentication-retries number Specify
the number of times that a client can
re-authenticate to the server. The default
is 3; the range is 0 to 5.

Repeat this step when configuring both
parameters.

Step 5
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Use one or both of the following:
+ OLQMW\
line_numbefending_line_numbér
* transport input ssh
Example:
'"HYLFARQILJ OLQMNW\

(Optional) Configures the virtual terminal line
settings.

* Enters line configuration mode to
configure the virtual terminal line settings.
For the line_numbeiand
ending_line_numbeirguments, the range
is from 0 to 15.



| Configuring Secure Shell (SSH)

Monitoring the SSH Configuration and Status .

Command or Action

Purpose

or

'"HYLFHRQILJ OLQM/ UDQVSRQ@SXWV

* Specifies that the Device prevents
non-SSH Telnet connections, limiting the
device to only SSH connections.

K

Step 6

end

Example:

'"HYLFHARQILJ OLQHMQG

Exits line configuration mode and returns to
privileged EXEC mode.

Step 7

Use one of the following:
* show ip ssh
* show ssh

Example:
'"HYLFHVKRZSVVK

or

'"HYLFHVKRZ VK

* Shows the version and configuration
information for your SSH server.

« Shows the status of the SSH server
connections on the Device.

Step 8

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 9

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Monitoring the SSH Configuration and Status

This table displays the SSH server configuration and status.

Table 15: Commands for Displaying the SSH Server Configuration and Status

Command

Purpose

show ip
ssh

Shows the version and configuration information for the SSH server.

show ssh

Shows the status of the SSH server.
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CHAPTER 9

X.509v3 Certificates for SSH Authentication

* X.509v3 Certificates for SSH Authentication, on page 121

* Information About X.509v3 Certificates for SSH Authentication, on page 122

* How to Configure X.509v3 Certificates for SSH Authentication, on page 122

* Configuration Examples for X.509v3 Certificates for SSH Authentication, on page 126
* Additional References for X.509v3 Certificates for SSH Authentication, on page 127

* Feature Information for X.509v3 Certificates for SSH Authentication, on page 128

X.509v3 Certificates for SSH Authentication

The X.509v3 Certificates for secure shell (SSH) Authentication feature uses the X.509v3 digital certificates
in server and user authentication at the SSH server side.

Prerequisites for Digital Certificates for SSH Authentication

The Digital Certificates for SSH Authentication feature introduces the ip ssh server algorithm authentication
command to replace the ip ssh server authenticate user command. If you use the ip ssh server authenticate
user command, the following deprecation message is displayed.

:DUQLQB6+FRPPDQEFHSWHXOMWKLY/, ZLOBEHGHSUHFDWRHRGQ3OHDWRY MW RQHZ&/,
SLSVVKVHUYHWIRULWKRVKHQWLFDWORIQVRQILIXPBEHIDXQWVVKVHUYHU
DXWKHQWL¥XDMUMWVRPDNK/, LQHIIHFWLYH

Use the default ip ssh server authenticate user command to remove the ip ssh server authenticate user
command from effect. The IOS secure shell (SSH) server then starts using the ip ssh server algorithm
authentication command.

Restrictions for X.509v3 Certificates for SSH Authentication

The following restrictions are applicable for X.509v3 Certificate for SSH Authentication:

* The X.509v3 Certificates for SSH Authentication feature implementation is applicable only on the IOS
secure shell (SSH) server side.

+ JIOS SSH server supports only the x509v3-ssh-rsa algorithm based certificate for server and user
authentication on the IOS SSH server side.

The X.509v3 Certificate for SSH Authentication fails in the following conditions:
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Information About X.509v3 Certificates for SSH Authentication

* When root certification authority is configured as a trustpoint on the device.

* When a client passes a certificate chain that leads to a self-signed root certificate authority that includes
a client certificate, sub-ca certificate, and self-signed root certificate authority.

* When a sub-ca certification is configured as a trustpoint on the device but not included as a trustpoint
on the user certificate.

Information About X.509v3 Certificates for SSH Authentication

The following section provides information about digital certificates, and server and user authentication.

Digital Certificates

The validity of the authentication depends upon the strength of the linkage between the public signing key
and the identity of the signer. Digital certificates in the X.509v3 format (RFC5280) are used to provide identity
management. A chain of signatures by a trusted root certification authority and its intermediate certificate
authorities binds a given public signing key to a given digital identity.

Public key infrastructure (PKI) trustpoint helps manage the digital certificates. The association between the
certificate and the trustpoint helps track the certificate. The trustpoint contains information about the certificate
authority (CA), different identity parameters, and the digital certificate. Multiple trustpoints can be created
to associate with different certificates.

Server and User Authentication using X.509v3

For server authentication, the IOS secure shell (SSH) server sends its own certificate to the SSH client for
verification. This server certificate is associated with the trustpoint configured in the server certificate profile
(ssh-server-cert-profile-server configuration mode).

For user authentication, the SSH client sends the user's certificate to the IOS SSH server for verification. The
SSH server validates the incoming user certificate using public key infrastructure (PKI) trustpoints configured
in the server certificate profile (ssh-server-cert-profile-user configuration mode).

By default, certificate-based authentication is enabled for server and user at the IOS SSH server end.

How to Configure X.509v3 Certificates for SSH Authentication

The following section provides information about how to configure X.509v3 Certificates for SSH
Authentication.

Configuring10S SSH Serverto Use Digital Certificates for Sever Authentication

The following section provides information about Configuring IOS SSH Server to Use Digital Certificates
for Sever Authentication.
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Configuring 10S SSH Server to Use Digital Certificates for Sever Authentication .

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 ip ssh server algorithm hostkey Defines the order of host key algorithms. Only
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa the configured algorithm is negotiated with the
[Xx509v3-ssh-rsal} secure shell (SSH) client.
Example: Note The I0S SSH server must have at
least one configured host key
'"HYLFARQILJ LSVVKVHUYHWJIRULWKP algorithm:
KRVWNH\Y VVK UVD .
* ssh-rsa — public key based
authentication
* x509v3-ssh-rsa —
certificate-based authentication
Step 4 ip ssh server certificate profile Configures server certificate profile and user
certificate profile and enters SSH certificate
Example: .
profile configuration mode.
'"HYLFHRQILJ LSVVKWHUYHWUWLILFEDWH
SURILOH
Step 5 server Configures server certificate profile and enters
SSH server certificate profile server
Example: .
configuration mode.
'"HYLFNVK VHUYHU FHUW S UWRHIUCYHH U
Step 6 trustpoint sign PKI-trustpoint-name Attaches the public key infrastructure (PKI)
Examole: trustpoint to the server certificate profile. The
ple: SSH server uses the certificate associated with
. this PKT trustpoint for server authentication.
HYLFNVK VHUYHU FHUW SURILOH VHUYHU
WUXVWSRLULQIWNUXVW
Step 7 ocsp-response include (Optional) Sends the Online Certificate Status

Example:

'"HYLFNVK VHUYHU FHUW SURILO
RFVS UHVSHR@WV® XGH

Protocol (OCSP) response or OCSP stapling
along with the server certificate.

HNoted U Y By default the “no” form of this
command is configured and no
OCSP response is sent along with
the server certificate.
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Command or Action

Purpose

Step 8

end

Example:

'"HYLFMVK VHUYHU FHUW SURILO
HQG

Exits SSH server certificate profile server
configuration mode and enters privileged EXEC
mode.

H VHUYHU

Configuring 10S SSH Server to Verify User's Digital Certificate for User

Authentication

The following section provides information about configuring IOS SSH Server to Verify User's Digital
Certificate for User Authentication.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip ssh server algorithm authentication
{publickey | keyboard | password}

Example:

'"HYLFHRQILJ LSVVKVHUYHUD JR UL
DXWKHQWLFBWEBGDRFNH\

Defines the order of user authentication
algorithms. Only the configured algorithm is
negotiated with the secure shell (SSH) client.

¢ The IOS SSH server must have
at least one configured user
authentication algorithm.

Note
WKP

* To use the certificate method
for user authentication, the
publickey keyword must be
configured.

* The ip ssh server algorithm
authentication command
replaces the ip ssh server
authenticate user command.

Step 4

ip ssh server algorithm publickey
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa
[x509v3-ssh-rsal}

Defines the order of public key algorithms. Only
the configured algorithm is accepted by the SSH
client for user authentication.
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Configuring 10S SSH Server to Verify User's Digital Certificate for User Authentication .

Command or Action

Purpose

Example:

'"HYLFHARQILJ LSVVKVHUYHUD JRUL|
SXEOLFNH\Y VVK UVD

The 10S SSH client must have at
least one configured public key
algorithm:

Note

WKP

* ssh-rsa — public-key-based
authentication

* x509v3-ssh-rsa —
certificate-based authentication

Step 5

ip ssh server certificate profile

Example:

'"HYLFHRQILJLSVVKVHUYHWBUWLIL
SURILOH

Configures server certificate profile and user
certificate profile and enters SSH certificate
profile configuration mode.

rDWH

Step 6

user

Example:

'"HYLFNVK VHUYHU FHUW SURVIHQ

Configures user certificate profile and enters
SSH server certificate profile user configuration
mode.

H

Step 7

trustpoint verify PKI-trustpoint-name

Example:

'HYLFWVK VHUYHU FHUW SURILOHNOXW S|
YHULIWUXVW

Configures the public key infrastructure (PKI)
trustpoint that is used to verify the incoming
user certificate.

Mapev  Configure multiple trustpoints by
executing the same command
multiple times. A maximum of 10

trustpoints can be configured.

Step 8

ocsp-response required
Example:

'"HYLFMVK VHUYHU FHUW SURILO
RFVS UHVSRIHVIEKLUHG

(Optional) Mandates the presence of the Online
Certificate Status Protocol (OCSP) response

with the incoming user certificate.
H XVHU

Note By default the “no” form of this
command is configured and the user
certificate is accepted without an

OCSP response.

Step 9

end

Example:

'HYLFNVK VHUYHU FHUW SURILEGRH

Exits SSH server certificate profile user
configuration mode and enters privileged EXEC
mode.

XVHU
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. Verifying Configuration for Server and User Authentication Using Digital Certificates

Verifying Configuration for Server and User Authentication Using Digital
Certificates

The following section provides information about verifying configuration for Server and User Authentication
Using Digital Certificates.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLFHHQDEOH

Step 2 show ip ssh Displays the currently configured authentication

methods. To confirm the use of certificate-based
authentication, ensure that the x509v3-ssh-rsa
algorithm is the configured host key algorithm.

Example:

'"HYLFHVKRZSVVK

66+(QDEOHGHUVLRQ
$XWKHQWLFDWLRQ
PHWKRGV SXEOLFNH\ NH\ERDUG LQWHUDFWLYH SDVVZRUG
$XWKHQWLFBWERQFNH\
$0JRULWKPV [ Y VVK UVD VVK|UVD
+RVWNS$IOJRULWKPV [ Y VVK UVD|VVK UVD
$XWKHQWLFIWLPRIRXW VHFV
$XWKHQWLFDWMRQ HV
OLQLP¥HSHFWHGLH+HOOPRB\VL]H
ELWV

Configuration Examples for X.509v3 Certificates for SSH
Authentication

The following section provides examples for user and server authentication using digital certificates.

Example: Configuring 10S SSH Server to Use Digital Certificates for Server
Authentication

This example shows how to configure IOS SSH Server to Use Digital Certificates for Server
Authentication.

'"HYLFHHQDEOH

'"HYLFHFRQILIXWHHUPLQDO

'"HYLFH FRQILUSVVKVHUYHWJRULWRKRKFWNH\Y VVK UVD
'HYLFH FRQILUSVVKVHUYHWUWLILFBWRILOH
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'"HYLFH VVK VHUYHU FHUW SAHRJIY. B Y
'HYLFH VVK VHUYHU FHUW SURILQHIXMWSHRUQIWN U XV W
'HYLFH VVK VHUYHU FHUW SURILOHLWHUYHU

Example: Configuring 10S SSH Server to Verify User's Digital Certificate for
User Authentication

This example shows how to configure IOS SSH Server to Verify User's Digital Certificate for User
Authentication.

'"HYLFHHQDEOH

'"HYLFHFRQILIXWHHUPLQDO

'"HYLFH FRQILUSVVKVHUYHWJIJRULWKRVKHQWLFBWEGDFNH\
'"HYLFH FRQILOUSVVKVHUYHWJRULWKEOLFNH\Y VVK UVD
'HYLFH FRQILUSVVKVHUYHWUWLILFBWRILOH

'"HYLFH VVK VHUYHU FHUW SWRIWLOH

'"HYLFH VVK VHUYHU FHUW SUR IWQEWXWHRBLHQUNL IWUXVW
'HYLFH VVK VHUYHU FHUW SURIHQI XVHU

Additional References for X.509v3 Certificates for SSH
Authentication

Related Documents

Related Topic Document Title

Security commands * Cisco IOS Security Command Reference: Commands A to C
* Cisco IOS Security Command Reference: Commands D to L
* Cisco IOS Security Command Reference: Commands M to R

* Cisco IOS Security Command Reference: Commands S to Z

SSH authentication “Secure Shell-Configuring User Authentication Methods” chapter in Secue
ShellConiguration Guide

Public key infrastructure (PKI) |“Configuring and Managing a Cisco IOS Certificate Server for PKI
trustpoint Deployment” chapter in Public Key Infrastructue Confguration Guide
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Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including http://www.cisco.com/
documentation and tools for troubleshooting and resolving technical issues with | cisco/web/support/
Cisco products and technologies. index.html

To receive security and technical information about your products, you can
subscribe to various services, such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and Really Simple Syndication
(RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user ID
and password.

Feature Information for X.509v3 Certificates for SSH
Authentication

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 16: Feature Information for X.509v3 Certificates for SSH Authentication

Feature Information Release Modification
X.509v3 Certificates for SSH Cisco IOS XE Denali 16.1.x The X.509v3 Certificates for SSH
Authentication Authentication feature uses the

X.509v3 digital certificates in
server and user authentication at the
secure shell (SSH) server side
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CHAPTER 1 0

Configuring Secure Socket Layer HTTP

* Information about Secure Socket Layer HTTP, on page 129

* How to Configure Secure Socket Layer HTTP, on page 132

* Monitoring Secure HTTP Server and Client Status, on page 139

+ Additional References for Secure Socket Layer HTTP, on page 139

Information about Secure Socket Layer HTTP

Secure HTTP Servers and Clients Overview

On a secure HTTP connection, data to and from an HTTP server is encrypted before being sent over the
Internet. HTTP with SSL encryption provides a secure connection to allow such functions as configuring a
switch from a Web browser. Cisco's implementation of the secure HTTP server and secure HTTP client uses
an implementation of SSL Version 3.0 with application-layer encryption. HTTP over SSL is abbreviated as
HTTPS; the URL of a secure connection begins with https:// instead of http://.

Note

SSL evolved into Transport Layer Security (TLS) in 1999, but is still used in this particular context.

The primary role of the HTTP secure server (the switch) is to listen for HTTPS requests on a designated port
(the default HTTPS port is 443) and pass the request to the HTTP 1.1 Web server. The HTTP 1.1 server
processes requests and passes responses (pages) back to the HTTP secure server, which, in turn, responds to
the original request.

The primary role of the HTTP secure client (the web browser) is to respond to Cisco IOS application requests
for HTTPS User Agent services, perform HTTPS User Agent services for the application, and pass the response
back to the application.

Note

Beginning with Cisco I0OS XE Denali 16.3.1, support for attaching IPv6 ACL to the HTTP server has been
enabled. Prior to Cisco IOS XE Denali 16.3.1, only IPv4 ACL support was available for configuring the secure
HTTP server. You can attach the preconfigured IPv6 and IPv4 ACLs to the HTTP server using the configuration
CLI for the secure HTTP server.
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. Certificate Authority Trustpoints

Certificate Authority Trustpoints

Certificate authorities (CAs) manage certificate requests and issue certificates to participating network devices.
These services provide centralized security key and certificate management for the participating devices.
Specific CA servers are referred to as trustpoints

When a connection attempt is made, the HTTPS server provides a secure connection by issuing a certified
X.509v3 certificate, obtained from a specified CA trustpoint, to the client. The client (usually a Web browser),
in turn, has a public key that allows it to authenticate the certificate.

For secure HTTP connections, we highly recommend that you configure a CA trustpoint. If a CA trustpoint
is not configured for the device running the HTTPS server, the server certifies itself and generates the needed
RSA key pair. Because a self-certified (self-signed) certificate does not provide adequate security, the connecting
client generates a notification that the certificate is self-certified, and the user has the opportunity to accept
or reject the connection. This option is useful for internal network topologies (such as testing).

If you do not configure a CA trustpoint, when you enable a secure HTTP connection, either a temporary or
a persistent self-signed certificate for the secure HTTP server (or client) is automatically generated.

* If the switch is not configured with a hostname and a domain name, a temporary self-signed certificate
is generated. If the switch reboots, any temporary self-signed certificate is lost, and a new temporary
new self-signed certificate is assigned.

» If the switch has been configured with a host and domain name, a persistent self-signed certificate is
generated. This certificate remains active if you reboot the switch or if you disable the secure HTTP
server so that it will be there the next time you re-enable a secure HTTP connection.

Note

The certificate authorities and trustpoints must be configured on each device individually. Copying them from
other devices makes them invalid on the switch.

When a new certificate is enrolled, the new configuration change is not applied to the HTTPS server until the
server is restarted. You can restart the server using either the CLI or by physical reboot. On restarting the
server, the switch starts using the new certificate.

If a self-signed certificate has been generated, this information is included in the output of the show
running-config privileged EXEC command. This is a partial sample output from that command displaying
a self-signed certificate.

'"HYLFHVKRZIXQQLQJ FRQILJ
%XLOGLERQILIXUDWLRQ

RXWSXWWXQFDWHG!

FU\SWRNLWUXVWSRIB3QWHO!| VLIQHG
HQUROOPHHOWVLIQHG

VXEMHFW GOPH6 6HOI 6LIQHG &HUWLILFDWH
UHYRFDWLRQ BRIAN

UVDNH\SIBUVHOI VLIQHG

FU\SWRDFHUWLILFBEWBL®3 VHOI VLIQHG
FHUWLILFIMWEI VLIQHG
) s | $ )
) ) & (
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CipherSuites .

RXWSXWJXQFDWHG!

You can remove this self-signed certificate by disabling the secure HTTP server and entering the no crypto
pki trustpoint TP-self-signed-30890755072 global configuration command. If you later re-enable a secure
HTTP server, a new self-signed certificate is generated.

Note

CipherSuites

The values that follow TP self-signediepend on the serial number of the device.

You can use an optional command (ip http secure-client-auth) to allow the HTTPS server to request an
X.509v3 certificate from the client. Authenticating the client provides more security than server authentication
by itself.

For additional information on Certificate Authorities, see the “Configuring Certification Authority
Interoperability” chapter in the CiscolOS SecurityConfguration Guide Releasel2.4

A CipherSuite specifies the encryption algorithm and the digest algorithm to use on a SSL connection. When
connecting to the HTTPS server, the client Web browser offers a list of supported CipherSuites, and the client
and server negotiate the best encryption algorithm to use from those on the list that are supported by both.
For example, Netscape Communicator 4.76 supports U.S. security with RSA Public Key Cryptography, MD2,
MDS5, RC2-CBC, RC4, DES-CBC, and DES-EDE3-CBC.

For the best possible encryption, you should use a client browser that supports 128-bit encryption, such as
Microsoft Internet Explorer Version 5.5 (or later) or Netscape Communicator Version 4.76 (or later). The
SSL. RSA WITH_DES CBC_SHA CipherSuite provides less security than the other CipherSuites, as it does
not offer 128-bit encryption.

The more secure and more complex CipherSuites require slightly more processing time. This list defines the
CipherSuites supported by the switch and ranks them from fastest to slowest in terms of router processing
load (speed):

1. SSL RSA WITH DES CBC SHA—RSA key exchange (RSA Public Key Cryptography) with
DES-CBC for message encryption and SHA for message digest

2. SSL RSA WITH NULL SHA key exchange with NULL for message encryption and SHA for message
digest (only for SSL 3.0).

3. SSL RSA WITH NULL MDS5 key exchange with NULL for message encryption and MDS5 for message
digest (only for SSL 3.0).

4. SSL RSA WITH RC4 128 MD5—RSA key exchange with RC4 128-bit encryption and MDS5 for
message digest

5. SSL RSA WITH RC4 128 SHA—RSA key exchange with RC4 128-bit encryption and SHA for
message digest

6. SSL RSA WITH 3DES EDE CBC SHA—RSA key exchange with 3DES and DES-EDE3-CBC for
message encryption and SHA for message digest
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. Default SSL Configuration

7. SSL RSA WITH AES 128 CBC SHA—RSA key exchange with AES 128-bit encryption and SHA
for message digest (only for SSL 3.0).

8. SSL RSA WITH_AES 256 CBC_SHA—RSA key exchange with AES 256-bit encryption and SHA
for message digest (only for SSL 3.0).

9. SSL RSA WITH DHE AES 128 CBC_SHA—RSA key exchange with AES 128-bit encryption and
SHA for message digest (only for SSL 3.0).

10. SSL RSA WITH DHE AES 256 CBC SHA—RSA key exchange with AES 256-bit encryption and
SHA for message digest (only for SSL 3.0).

Note The latest versions of Chrome do not support the four original cipher suites, thus disallowing access to both
web GUI and guest portals.

RSA (in conjunction with the specified encryption and digest algorithm combinations) is used for both key
generation and authentication on SSL connections. This usage is independent of whether or not a CA trustpoint
is configured.

Default SSL Configuration

The standard HTTP server is enabled.
SSL is enabled.
No CA trustpoints are configured.

No self-signed certificates are generated.

SSL Configuration Guidelines

When SSL is used in a switch cluster, the SSL session terminates at the cluster commander. Cluster member
switches must run standard HTTP.

Before you configure a CA trustpoint, you should ensure that the system clock is set. If the clock is not set,
the certificate is rejected due to an incorrect date.

In a switch stack, the SSL session terminates at the active switch.

How to Configure Secure Socket Layer HTTP

Configuring a CA Trustpoint

For secure HTTP connections, we recommend that you configure an official CA trustpoint. A CA trustpoint
is more secure than a self-signed certificate.

Beginning in privileged EXEC mode, follow these steps to configure a CA Trustpoint:
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Procedure

Configuring a CA Trustpoint .

Command or Action

Purpose

Step 1

configure terminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

hostname hostname

Example:

'"HYLFHARQILJ KRVWQDRKUBKRVW

Specifies the hostname of the switch (required
only if you have not previously configured a
hostname). The hostname is required for
%:%ulgi;c_}f keys and certificates.

Step 3

ip domain-name domain-name

Example:

'"HYLFHRQILJ LSGRPDLQ QDPH
\RXUBGRPDLQ

Specifies the IP domain name of the switch
(required only if you have not previously
configured an IP domain name). The domain
name is required for security keys and
certificates.

Step 4

crypto key generatersa

Example:

'"HYLFHRQILJ FU\SVVNRH\JHQHUDU’\X/I-%

(Optional) Generates an RSA key pair. RSA
key pairs are required before you can obtain a
certificate for the switch. RSA key pairs are
enerated automatically. You can use this
command to regenerate the keys, if needed.

Step 5

crypto ca trustpoint name

Example:

'"HYLFHRQILJ FU\SWRDWUXVWSR
\RXUBWUXVWSRLQW

Specifies a local configuration name for the
CA trustpoint and enter CA trustpoint
configuration mode.

QW

Step 6

enrollment url url

Example:

'"HYLFHAD WUXVWSR IHDAW R O 0 P
KWWS \RXUBVHUYHU

Specifies the URL to which the switch should
send certificate requests.

W

Step 7

enrollment http-proxy host-name
port-number

Example:

'"HYLFHAD WUXVWSRIHDMROOPHQ
KWWS SURRXUBKRVW

(Optional) Configures the switch to obtain
certificates from the CA through an HTTP
proxy server.

* For host-name specify the proxy server
W used to get the CA.
« For port-numbeyspecify the port number
used to access the CA.
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Command or Action

Purpose

Step 8

crl query url

Example:

'"HYLFHD WUXVWSR IFQWT XHU\
OGDS \RXUBKRVW

Configures the switch to request a certificate
revocation list (CRL) to ensure that the
certificate of the peer has not been revoked.

Step 9

primary name

Example:

'"HYLFHAD WUXVWSRISQQWPDU\
\RXUBWUXVWSRLQW

(Optional) Specifies that the trustpoint should
be used as the primary (default) trustpoint for
CA requests.

» For name specify the trustpoint that you
just configured.

Step 10

exit
Example:

'"HYLFHAD WUXVWSR IH} MWW

Exits CA trustpoint configuration mode and
return to global configuration mode.

Step 11

crypto ca authentication name

Example:

'"HYLFHRQILJ FU\SWRDDXWKHQWL
\RXUBWUXVWSRLQW

Authenticates the CA by getting the public key
of the CA. Use the same name used in Step 5.

EDWLRQ

Step 12

crypto ca enroll name

Example:

'"HYLFHRQILJ FU\SWRDHQUROO
\RXUBWUXVWSRLQW

Obtains the certificate from the specified CA
trustpoint. This command requests a signed
certificate for each RSA key pair.

Step 13

end

Example:

'"HYLFARQILJ HQG

Returns to privileged EXEC mode.

Configuring the Secure HTTP Server

Beginning in privileged EXEC mode, follow these steps to configure a secure HTTP server:

Before you begin

If you are using a certificate authority for certification, you should use the previous procedure to configure
the CA trustpoint on the switch before enabling the HTTP server. If you have not configured a CA trustpoint,
a self-signed certificate is generated the first time that you enable the secure HTTP server. After you have
configured the server, you can configure options (path, access list to apply, maximum number of connections,
or timeout policy) that apply to both standard and secure HTTP servers.
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Configuring the Secure HTTP Server .

To verify the secure HTTP connection by using a Web browser, enter https://URL, where the URL is the IP
address or hostname of the server switch. If you configure a port other than the default port, you must also
specify the port number after the URL. For example:

Note AES256 SHA2 is not supported.

KWWSYV

or

KWWSV KRVW GRPDLQ FRP

The existing ip http access-classaccess-list-numbeommand for specifying the access-list(Only IPv4 ACLs)
is going to be deprecated. You can still use this command to specify an access list to allow access to the HTTP
server. Two new commands have been introduced to enable support for specifying IPv4 and IPv6 ACLs.
These are ip http access-classipv4 access-list-name_ access-list-numbeir specifying IPv4 ACLs and
ip http access-class ipv6 access-list-naméor specifying IPv6 ACLs. We recommend using the new CLI to
avoid receiving warning messages.

Note the following considerations for specifying access-lists:

« If you specify an access-list that does not exist, the configuration takes place but you receive the below
warning message:

$&/EHLQDWWDFIGHRBIQRW[LVWSOHDWVHRQILIXUW
« If you use the ip http access-class command for specifying an access-list for the HTTP server, the below
warning message appears:

7KLV&/, ZLO@@HGHSUHFDWRHIREQ3OHDVHW HQHZ/, LSKWWS
DFFHVV FODYY LSYDFFHVV OLVW QDPPHIHVY OLVW QXPEHU!

« If you use ip http access-classipv4 access-list-name_ access-list-numberr ip http access-classipv6
access-list-namgand an access-list was already configured using ip http access-class, the below
warning message appears:

S5HPRYLRSKWWBFFHVY FOMWWFHVY OLVW QXPEHU!

ip http access-classaccess-list-numbeind ip http access-classipv4 access-list-name_ access-list-number
share the same functionality. Each command overrides the configuration of the previous command. The
following combinations between the configuration of the two commands explain the effect on the running
configuration:

« If ip http access-class access-list-numbes already configured and you try to configure using ip http
access-class ipv4 access-list-numbeafommand, the configuration of ip http access-class
access-list-numbewill be removed and the configuration of ip http access-classipv4 access-list-number
will be added to the running configuration.

« If ip http access-class access-list-numbes already configured and you try to configure using ip http
access-classipv4 access-list-nameommand, the configuration of ip http access-classaccess-list-number
will be removed and the configuration of ip http access-classipv4 access-list-nameill be added to the
running configuration.
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« If ip http access-classipv4 access-list-numbek already configured and you try to configure using ip
http access-class access-list-namehe configuration of ip http access-classipv4 access-list-number
will be removed from configuration and the configuration of ip http access-class access-list-nameill
be added to the running configuration.

« Ifip http access-classipv4 access-list-nams already configured and you try to configure using ip http
access-class access-list-numbethe configuration of ip http access-classipv4 access-list-nameill be
removed from the configuration and the configuration of ip http access-class access-list-numbewill
be added to the running configuration.

Procedure

Command or Action

Purpose

Step 1

show ip http server status

Example:

'"HYLFHVKRZS KWW8HUY MW D W XV

(Optional) Displays the status of the HTTP
server to determine if the secure HTTP server
feature is supported in the software. You
should see one of these lines in the output:

+773VHFXWHUYHWSDELOLBWHVHQW
or

+773VHFXWHUYHWSDELOLWRW
SUHVHQW

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip http secure-server

Example:

'"HYLFHARQILJ LSKWWBHFXUH VHU

Enables the HTTPS server if it has been
disabled. The HTTPS server is enabled by
default.

YHU

Step 4

ip http secure-port port-number

Example:

'"HYLFHARQILJ LSKWWSHFXUH SRU

(Optional) Specifies the port number to be used
for the HTTPS server. The default port number
is 443. Valid options are 443 or any number
\iﬁ the range 1025 to 65535.

Step 5

ip http secure-ciphersuite
{[3des-ede-chc-sha] [rc4-128-md5]
[rc4-128-sha] [des-cbe-shal}

Example:
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Command or Action

Purpose

'"HYLFHARQILJ LSKWWS
VHFXUH FLSKHUVKLWHPG

client to negotiate a CipherSuite that they both
support. This is the default.

Step 6

ip http secure-client-auth

Example:

'"HYLFHRQILJ LSKWWS
VHFXUH FOLHQW DXWK

(Optional) Configures the HTTP server to
request an X.509v3 certificate from the client
for authentication during the connection
process. The default is for the client to request
a certificate from the server, but the server does
not attempt to authenticate the client.

Step 7

ip http secure-trustpoint name

Example:

'"HYLFHRQILJ LSKWWS
VHFEFXUH WUXVWBRUBWUXVWSRL

Specifies the CA trustpoint to use to get an
X.509v3 security certificate and to authenticate
the client certificate connection.

Note
QwW

Use of this command assumes you
have already configured a CA
trustpoint according to the previous
procedure.

Step 8

ip http path path-name

Example:

'"HYLFHARQILJ LSKWWSDW K
\RXUBVHUYHU

(Optional) Sets a base HTTP path for HTML
files. The path specifies the location of the
HTTP server files on the local system (usually
located in system flash memory).

Step 9

ip http access-class access-list-number

Example:

'"HYLFHRQILJ LSKWWBFFHVYV FOD

(Optional) Specifies an access list to use to
allow access to the HTTP server.

VvV

Step 10

ip http access-class { ipv4
{access-list-numbeéraccess-list-name _
ipv6 {access-list-name}

Example:

'"HYLFHRQILJ LSKWWBFFHVYV FOD
LSY

(Optional)Specifies an access list to use to
allow access to the HTTP server.

VvV

Step 11

ip http max-connections value

Example:

'"HYLFHRQILJ LSKWW™SD[ FRQQHF

(Optional) Sets the maximum number of
concurrent connections that are allowed to the
HTTP server. We recommend that the value
be at least 10 and not less. This is required for

W.L .
the Ul to function as expected.
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Command or Action

Purpose

Step 12

ip http timeout-policy idle seconddife
secondsequestsvalue

Example:

'"HYLFHRQILJ LSKWWWLPHRXW S
LGOH OLIH UHTXHVWYV

(Optional) Specifies how long a connection to
the HTTP server can remain open under the
defined circumstances:

* idle—the maximum time period when no

R O L data is received or response data cannot
be sent. The range is 1 to 600 seconds.
The default is 180 seconds (3 minutes).

¢ life—the maximum time period from the
time that the connection is established.
The range is 1 to 86400 seconds (24
hours). The default is 180 seconds.

* requests—the maximum number of
requests processed on a persistent
connection. The maximum value is
86400. The default is 1.

Step 13

end

Example:

'"HYLFHRQILJ HQG

Returns to privileged EXEC mode.

Configuring the Secure HTTP Client

Beginning in privileged EXEC mode, follow these steps to configure a secure HTTP client:

Before you begin

The standard HTTP client and secure HTTP client are always enabled. A certificate authority is required for
secure HTTP client certification. This procedure assumes that you have previously configured a CA trustpoint
on the switch. If a CA trustpoint is not configured and the remote HTTPS server requires client authentication,
connections to the secure HTTP client fail.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

ip http client secure-trustpoint name

Example:
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Command or Action Purpose

that you have already configured a CA

HYLFRARQILJ LSKWWSOLHQW trustpoint by using the previous procedure. The
VHFXUH WUXVWBRUBWUXVWSRLQW p .y .g .p . P ..
command is optional if client authentication is

not needed or if a primary trustpoint has been

configured.
Step 3 ip http client secure-ciphersuite (Optional) Specifies the CipherSuites
{[3des-ede-chc-sha] [rc4-128-md5] (encryption algorithms) to be used for
[rc4-128-sha] [des-chc-sha]} encryption over the HTTPS connection. If you

do not have a reason to specify a particular
CipherSuite, you should allow the server and
client to negotiate a CipherSuite that they both

Example:

'"HYLFHARQILJ LSKWWROLHQW

VHEXUH FLSKHUVRLWHPG support. This is the default.
Step 4 end Returns to privileged EXEC mode.
Example:

'"HYLFHRQILJ HQG

Monitoring Secure HTTP Server and Client Status

To monitor the SSL secure server and client status, use the privileged EXEC commands in the following table.

Table 17: Commands for Displaying the SSL Secure Server and Client Status

Command Purpose

show ip http client secure status| Shows the HTTP secure client configuration.

show ip http server securestatus| Shows the HTTP secure server configuration.

show running-config Shows the generated self-signed certificate for secure HTTP connections.

Additional References for Secure Socket Layer HTTP

Related Documents

Related Topic Document Title
Certification Authority Configuring Certification Authority
Interoperability
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MIBs

MIB MIBs Link

All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco IOS releases,
release. and feature sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.
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Configuring IPv4 ACLs

* Restrictions for Configuring IPv4 Access Control Lists, on page 141
* Information about Network Security with ACLs, on page 142

* How to Configure ACLs, on page 155

* Monitoring [IPv4 ACLs, on page 173

* Configuration Examples for ACLs, on page 174

Restrictions for Configuring IPv4 Access Control Lists

General Network Security
The following are restrictions for configuring network security with ACLs:

* Not all commands that accept a numbered ACL accept a named ACL. ACLs for packet filters and route
filters on interfaces can use a name. VLAN maps also accept a name.

* A standard ACL and an extended ACL cannot have the same name.

* Though visible in the command-line help strings, appletalk is not supported as a matching condition for
the deny and permit MAC access-list configuration mode commands.

» ACL wildcard is not supported in downstream client policy.
* Router ACL is enforced on all types of traffic, including CPU generated traffic.

» ACL logging in the egress direction are not supported for packets that are generated from the control
plane of the device.

* If a downloadable ACL contains any type of duplicate entries, the entries are not auto merged. As a
result, the 802.1X session authorization fails. Ensure that the downloadable ACL is optimized without
any duplicate entries, for example port-based and name-based entries for the same port.

IPv4 ACL Network Interfaces
The following restrictions apply to IPv4 ACLs to network interfaces:

* When controlling access to an interface, you can use a named or numbered ACL.
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* If you apply an ACL to a Layer 2 interface that is a member of a VLAN, the Layer 2 (port) ACL takes
precedence over an input Layer 3 ACL applied to the VLAN interface or a VLAN map applied to the
VLAN.

* If you apply an ACL to a Layer 3 interface and routing is not enabled on the switch, the ACL only filters
packets that are intended for the CPU, such as SNMP, Telnet, or web traffic.

« If the preauth_ipv4_acl ACL is configured to filter packets, the ACL is removed after authentication.

* You do not have to enable routing to apply ACLs to Layer 2 interfaces.

MAC ACLs on a Layer 2 Interface

After you create a MAC ACL, you can apply it to a Layer 2 interface to filter non-IP traffic coming in that
interface. When you apply the MAC ACL, consider these guidelines:

* You can apply no more than one IP access list and one MAC access list to the same Layer 2 interface.
The IP access list filters only IP packets, and the MAC access list filters non-IP packets.

* A Layer 2 interface can have only one MAC access list. If you apply a MAC access list to a Layer 2
interface that has a MAC ACL configured, the new ACL replaces the previously configured one.

Note The mac access-group interface configuration command is only valid when applied to a physical Layer 2
interface. You cannot use the command on EtherChannel port channels.

IP Access List Entry Sequence Numbering

* This feature does not support dynamic, reflexive, or firewall access lists.

Information about Network Security with ACLs

This chapter describes how to configure network security on the switch by using access control lists (ACLs),
which in commands and tables are also referred to as access lists.

ACL Overview

Packet filtering can help limit network traffic and restrict network use by certain users or devices. ACLs filter
traffic as it passes through a router or switch and permit or deny packets crossing specified interfaces or
VLANSs. An ACL is a sequential collection of permit and deny conditions that apply to packets. When a packet
is received on an interface, the switch compares the fields in the packet against any applied ACLs to verify
that the packet has the required permissions to be forwarded, based on the criteria specified in the access lists.
One by one, it tests packets against the conditions in an access list. The first match decides whether the switch
accepts or rejects the packets. Because the switch stops testing after the first match, the order of conditions
in the list is critical. If no conditions match, the switch rejects the packet. If there are no restrictions, the switch
forwards the packet; otherwise, the switch drops the packet. The switch can use ACLs on all packets it forwards,
including packets bridged within a VLAN.

You configure access lists on a router or Layer 3 switch to provide basic security for your network. If you do
not configure ACLs, all packets passing through the switch could be allowed onto all parts of the network.
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You can use ACLs to control which hosts can access different parts of a network or to decide which types of
traffic are forwarded or blocked at router interfaces. For example, you can allow e-mail traffic to be forwarded
but not Telnet traffic. ACLs can be configured to block inbound traffic, outbound traffic, or both.

Access Control Entries

An ACL contains an ordered list of access control entries (ACEs). Each ACE specifies permitor denyand a
set of conditions the packet must satisfy in order to match the ACE. The meaning of permitor denydepends
on the context in which the ACL is used.

ACL Supported Types
The switch supports IP ACLs and Ethernet (MAC) ACLs:

* [P ACLs filter IPv4 traffic, including TCP, User Datagram Protocol (UDP), Internet Group Management
Protocol (IGMP), and Internet Control Message Protocol (ICMP).

 Ethernet ACLs filter non-IP traffic.

This switch also supports quality of service (QoS) classification ACLs.

Hitless TCAM Update

The Hitless TCAM update for IPv4 and IPv6 provides the capability to apply existing features to the incoming
traffic while updating new features in the TCAM. Any change in IPv4 and IPv6 ACL on a given interface
would trigger a reprogramming of TCAM.

Starting with Cisco 10S XE Fuji 16.8.1a, Hitless TCAM update is enabled.
This feature is always enabled. You cannot disable this feature.
The Hitless TCAM update follows the below ACL change rules:

» If there are value compare unit (VCU) registers in use from ACEs with layer 4 operators, there could be
a few packet drops during the change.

» If there are not enough VCU bits remaining to add a second set of access control entries and if there is
not enough space in TCAM to expand these entries, the old ACL change method will apply; which will
drop all packets, delete the old ACL, add the new ACL entries into TCAM, and then remove the entry
that is causing the packets to drop.

* If there is not enough space in TCAM to add the modified entries, the old ACL change method will
automatically be applied.

Note * To perform Hitless ACL update for an IPv4 ACL which has X number of
ACEs, TCAM should have a free space for accommodating X+1 entries.

* To perform Hitless ACL update for an IPv6 ACL which has X number of
ACEs, TCAM should have a free space for accommodating 2X+2 entries.
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Supported ACLs

The switch supports three types of ACLs to filter traffic:

* Port ACLs access-control traffic entering a Layer 2 interface. You can apply port ACLs to a Layer 2
interface in each direction to each access list type — IPv4 and MAC.

* Router ACLs access-control routed traffic between VLANS and are applied to Layer 3 interfaces in a
specific direction (inbound or outbound).

* VLAN ACLs or VLAN maps access-control all packets (bridged and routed). You can use VLAN maps
to filter traffic between devices in the same VLAN. VLAN maps are configured to provide access control
based on Layer 3 addresses for [Pv4. Unsupported protocols are access-controlled through MAC addresses
using Ethernet ACEs. After a VLAN map is applied to a VLAN, all packets (routed or bridged) entering
the VLAN are checked against the VLAN map. Packets can either enter the VLAN through a switch port
or through a routed port after being routed.

ACL Precedence

When VLAN maps, Port ACLs, and router ACLs are configured on the same switch, the filtering precedence,
from greatest to least for ingress traffic is port ACL, VLAN map, and then router ACL. For egress traffic, the
filtering precedence is router ACL, VLAN map, and then port ACL.

The following examples describe simple use cases:

* When both an input port ACL and a VLAN map are applied, incoming packets received on ports with a
port ACL applied are filtered by the port ACL. Other packets are filtered by the VLAN map

* When an input router ACL and input port ACL exist in a switch virtual interface (SVI), incoming packets
received on ports to which a port ACL is applied are filtered by the port ACL. Incoming routed IP packets
received on other ports are filtered by the router ACL. Other packets are not filtered.

* When an output router ACL and input port ACL exist in an SVI, incoming packets received on the ports
to which a port ACL is applied are filtered by the port ACL. Outgoing routed IP packets are filtered by
the router ACL. Other packets are not filtered.

* When a VLAN map, input router ACL, and input port ACL exist in an SVI, incoming packets received
on the ports to which a port ACL is applied are only filtered by the port ACL. Incoming routed IP packets
received on other ports are filtered by both the VLAN map and the router ACL. Other packets are filtered
only by the VLAN map.

* When a VLAN map, output router ACL, and input port ACL exist in an SVI, incoming packets received
on the ports to which a port ACL is applied are only filtered by the port ACL. Outgoing routed IP packets
are filtered by both the VLAN map and the router ACL. Other packets are filtered only by the VLAN
map.

Port ACLs

Port ACLs are ACLs that are applied to Layer 2 interfaces on a switch. Port ACLs are supported on physical
interfaces and EtherChannel interfaces but not supported on the EtherChannel member interfaces. Port ACLs
can be applied to the interface in outbound and inbound direction. The following access lists are supported:

» Standard IP access lists using source addresses

* Extended IP access lists using source and destination addresses and optional protocol type information
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* MAC extended access lists using source and destination MAC addresses and optional protocol type
information

The switch examines ACLs on an interface and permits or denies packet forwarding based on how the packet
matches the entries in the ACL. In this way, ACLs control access to a network or to part of a network.

Figure 6: Using ACLs to Control Traffic in a Network

This is an example of using port ACLs to control access to a network when all workstations are in the same
VLAN. ACLs applied at the Layer 2 input would allow Host A to access the Human Resources network, but
prevent Host B from accessing the same network. Port ACLs can only be applied to Layer 2 interfaces in the
inbound direction.

When you apply a port ACL to a trunk port, the ACL filters traffic on all VLANS present on the trunk port.
When you apply a port ACL to a port with voice VLAN, the ACL filters traffic on both data and voice VLANS.

With port ACLs, you can filter IP traffic by using IP access lists and non-IP traffic by using MAC addresses.
You can filter both IP and non-IP traffic on the same Layer 2 interface by applying both an IP access list and
a MAC access list to the interface.

Note

Router ACLs

You can’t apply more than one IP access list and one MAC access list to a Layer 2 interface. If an IP access
list or MAC access list is already configured on a Layer 2 interface and you apply a new IP access list or MAC
access list to the interface, the new ACL replaces the previously configured one.

You can apply router ACLs on switch virtual interfaces (SVIs), which are Layer 3 interfaces to VLANS; on
physical Layer 3 interfaces; and on Layer 3 EtherChannel interfaces. You apply router ACLs on interfaces
for specific directions (inbound or outbound). You can apply one router ACL in each direction on an interface.

The switch supports these access lists for IPv4 traffic:

» Standard IP access lists use source addresses for matching operations.
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* Extended IP access lists use source and destination addresses and optional protocol type information for
matching operations.

As with port ACLs, the switch examines ACLs associated with features configured on a given interface. As
packets enter the switch on an interface, ACLs associated with all inbound features configured on that interface
are examined. After packets are routed and before they are forwarded to the next hop, all ACLs associated
with outbound features configured on the egress interface are examined.

ACLs permit or deny packet forwarding based on how the packet matches the entries in the ACL, and can be
used to control access to a network or to part of a network.

VLAN ACLs or VLAN maps are used to control network traffic within a VLAN. You can apply VLAN maps
to all packets that are bridged within a VLAN in the switch or switch stack. VACLs are strictly for security
packet filtering and for redirecting traffic to specific physical interfaces. VACLs are not defined by direction
(ingress or egress).

All non-IP protocols are access-controlled through MAC addresses and Ethertype using MAC VLAN maps.
(IP traffic is not access controlled by MAC VLAN maps.) You can enforce VLAN maps only on packets
going through the switch; you cannot enforce VLAN maps on traffic between hosts on a hub or on another
switch connected to this switch.

With VLAN maps, forwarding of packets is permitted or denied, based on the action specified in the map.

Figure 7: Using VLAN Maps to Control Traffic

This figure shows how a VLAN map is applied to prevent a specific type of traffic from Host A in VLAN 10
from being forwarded. You can apply only one VLAN map to a VLAN.

ACEs and Fragmented and Unfragmented Traffic

IP packets can be fragmented as they cross the network. When this happens, only the fragment containing the
beginning of the packet contains the Layer 4 information, such as TCP or UDP port numbers, ICMP type and
code, and so on. All other fragments are missing this information.

Some access control entries (ACEs) do not check Layer 4 information and therefore can be applied to all
packet fragments. ACEs that do test Layer 4 information cannot be applied in the standard manner to most
of the fragments in a fragmented IP packet. When the fragment contains no Layer 4 information and the ACE
tests some Layer 4 information, the matching rules are modified:

* Permit ACE:s that check the Layer 3 information in the fragment (including protocol type, such as TCP,
UDP, and so on) are considered to match the fragment regardless of what the missing Layer 4 information
might have been.

. Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches)



| Configuring IPv4 ACLs
ACEs and Fragmented and Unfragmented Traffic Examples .

Note For TCP ACEs with L4 Ops, the fragmented packets will be dropped per RFC
1858.

» Deny ACEs that check Layer 4 information never match a fragment unless the fragment contains Layer
4 information.

ACEs and Fragmented and Unfragmented Traffic Examples

Consider access list 102, configured with these commands, applied to three fragmented packets:

'"HYLFHRQILJ DFFHVV OLVWSHUPLIWF D Q\KRVW HTVPWS
'"HYLFHARQILJ DFFHVV OLVWGHQWF®Q\KRVW HTWHOQHW
'"HYLFHARQILJ DFFHVV OLVWSHUPIWF® Q\KRVW

'"HYLFHARQILJ DFFHVV OLVWGHQWF®»Q\DQ\

Note In the first and second ACEs in the examples, the eqkeyword after the destination address means to test for
the TCP-destination-port well-known numbers equaling Simple Mail Transfer Protocol (SMTP) and Telnet,
respectively.

* Packet A is a TCP packet from host 10.2.2.2., port 65000, going to host 10.1.1.1 on the SMTP port. If
this packet is fragmented, the first fragment matches the first ACE (a permit) as if it were a complete
packet because all Layer 4 information is present. The remaining fragments also match the first ACE,
even though they do not contain the SMTP port information, because the first ACE only checks Layer
3 information when applied to fragments. The information in this example is that the packet is TCP and
that the destination is 10.1.1.1.

Packet B is from host 10.2.2.2, port 65001, going to host 10.1.1.2 on the Telnet port. If this packet is
fragmented, the first fragment matches the second ACE (a deny) because all Layer 3 and Layer 4
information is present. The remaining fragments in the packet do not match the second ACE because
they are missing Layer 4 information. Instead, they match the third ACE (a permit).

Because the first fragment was denied, host 10.1.1.2 cannot reassemble a complete packet, so packet B
is effectively denied. However, the later fragments that are permitted will consume bandwidth on the
network and resources of host 10.1.1.2 as it tries to reassemble the packet.

Fragmented packet C is from host 10.2.2.2, port 65001, going to host 10.1.1.3, port ftp. If this packet is
fragmented, the first fragment matches the fourth ACE (a deny). All other fragments also match the
fourth ACE because that ACE does not check any Layer 4 information and because Layer 3 information
in all fragments shows that they are being sent to host 10.1.1.3, and the earlier permit ACEs were checking
different hosts.

ACLs and Switch Stacks

ACL support is the same for a switch stack as for a standalone switch. ACL configuration information is
propagated to all switches in the stack. All switches in the stack, including the active switch, process the
information and program their hardware.
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Active Switch and ACL Functions

The active switch performs these ACL functions:

* It processes the ACL configuration and propagates the information to all stack members.
» It distributes the ACL information to any switch that joins the stack.

* If packets must be forwarded by software for any reason (for example, not enough hardware resources),
the active switch forwards the packets only after applying ACLs on the packets.

* It programs its hardware with the ACL information it processes.

Stack Member and ACL Functions

Stack members perform these ACL functions:
* They receive the ACL information from the active switch and program their hardware.

* A stack member configured as a standby switch, performs the functions of the active switch in the event
the active switch fails.

Active Switch Failure and ACLs

Both the active and standby switches have the ACL information. When the active switch fails, the standby
takes over. The new active switch distributes the ACL information to all stack members.

Standard and Extended IPv4 ACLs

This section describes IP ACLs.

An ACL is a sequential collection of permit and deny conditions. One by one, the switch tests packets against
the conditions in an access list. The first match determines whether the switch accepts or rejects the packet.
Because the switch stops testing after the first match, the order of the conditions is critical. If no conditions
match, the switch denies the packet.

The software supports these types of ACLs or access lists for IPv4:

* Standard IP access lists use source addresses for matching operations.

» Extended IP access lists use source and destination addresses for matching operations and optional
protocol-type information for finer granularity of control.

IPv4 ACL Switch Unsupported Features

Configuring IPv4 ACLs on the switch is the same as configuring IPv4 ACLs on other Cisco switches and
routers.

The following ACL-related features are not supported:
* Non-IP protocol ACLs

* [P accounting

* Reflexive ACLs and dynamic ACLs are not supported.
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Access List Numbers

The number you use to denote your ACL shows the type of access list that you are creating.

This lists the access-list number and corresponding access list type and shows whether or not they are supported
in the switch. The switch supports IPv4 standard and extended access lists, numbers 1 to 199 and 1300 to
2699.

Table 18: Access List Numbers

Access List Number Type Supported
1-99 IP standard access list Yes
100-199 IP extended access list Yes
200-299 Protocol type-code access list No
300-399 DECnet access list No
400499 XNS standard access list No
500-599 XNS extended access list No
600—699 AppleTalk access list No
700-799 48-bit MAC address access list No
800-899 IPX standard access list No
900-999 IPX extended access list No
1000-1099 IPX SAP access list No
1100-1199 Extended 48-bit MAC address No
access list
1200-1299 IPX summary address access list | No
1300-1999 IP standard access list (expanded | Yes
range)
20002699 IP extended access list (expanded | Yes
range)

In addition to numbered standard and extended ACLs, you can also create standard and extended named IP
ACLs by using the supported numbers. That is, the name of a standard I[P ACL can be 1 to 99; the name of
an extended [P ACL can be 100 to 199. The advantage of using named ACLs instead of numbered lists is that
you can delete individual entries from a named list.

Numbered Standard IPv4 ACLs

When creating an ACL, remember that, by default, the end of the ACL contains an implicit deny statement
for all packets that it did not find a match for before reaching the end. With standard access lists, if you omit
the mask from an associated IP host address ACL specification, 0.0.0.0 is assumed to be the mask.
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. Numbered Extended IPv4 ACLs

The switch always rewrites the order of standard access lists so that entries with host matches and entries
with matches having a dont care mask of 0.0.0.0 are moved to the top of the list, above any entries with
non-zero dont care masks. Therefore, in Show command output and in the configuration file, the ACEs do
not necessarily appear in the order in which they were entered.

After creating a numbered standard IPv4 ACL, you can apply it to VLANS, to terminal lines, or to interfaces.

Numbered Extended IPv4 ACLs

Although standard ACLs use only source addresses for matching, you can use extended ACL source and
destination addresses for matching operations and optional protocol type information for finer granularity of
control. When you are creating ACEs in numbered extended access lists, remember that after you create the
ACL, any additions are placed at the end of the list. You cannot reorder the list or selectively add or remove
ACE:s from a numbered list.

The switch does not support dynamic or reflexive access lists. It also does not support filtering based on the
type of service (ToS) minimize-monetary-cost bit.

Some protocols also have specific parameters and keywords that apply to that protocol.

You can define an extended TCP, UDP, ICMP, IGMP, or other IP ACL. The switch also supports these IP
protocols:

Note

ICMP echo-reply cannot be filtered. All other ICMP codes or types can be filtered.

These IP protocols are supported:
* Authentication Header Protocol (ahp)

* Encapsulation Security Payload (esp)

* Enhanced Interior Gateway Routing Protocol (eigrp)
* generic routing encapsulation (gre)

» Internet Control Message Protocol (icmp)

* Internet Group Management Protocol (igmp)

* any Interior Protocol (ip)

* IP in IP tunneling (ipinip)

* KA9Q NOS-compatible IP over IP tunneling (N0os)
* Open Shortest Path First routing (0spf)

* Payload Compression Protocol (pcp)

* Protocol-Independent Multicast (pim)

* Transmission Control Protocol (tcp)

* User Datagram Protocol (udp)
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Named IPv4 ACLs

You can identify IPv4 ACLs with an alphanumeric string (a name) rather than a number. You can use named
ACLs to configure more IPv4 access lists in a router than if you were to use numbered access lists. If you
identify your access list with a name rather than a number, the mode and command syntax are slightly different.
However, not all commands that use IP access lists accept a named access list.

Note

ACL Logging

The name you give to a standard or extended ACL can also be a number in the supported range of access list
numbers. That is, the name of a standard IP ACL can be 1 to 99 and . The advantage of using named ACLs
instead of numbered lists is that you can delete individual entries from a named list.

Consider these guidelines before configuring named ACLs:
* Numbered ACLs are also available.
* A standard ACL and an extended ACL cannot have the same name.

* You can use standard or extended ACLs (named or numbered) in VLAN maps.

The switch software can provide logging messages about packets permitted or denied by a standard IP access
list. That is, any packet that matches the ACL causes an informational logging message about the packet to
be sent to the console. The level of messages logged to the console is controlled by the logging console
commands controlling the syslog messages.

Note

ACL logging is not supported for ACLs used with Unicast Reverse Path Forwarding (uRPF). It is only
supported for router ACL.

Note

Because routing is done in hardware and logging is done in software, if a large number of packets match a
permitor denyACE containing a log keyword, the software might not be able to match the hardware processing
rate, and not all packets will be logged.

The first packet that triggers the ACL causes a logging message right away, and subsequent packets are
collected over 5-minute intervals before they appear or logged. The logging message includes the access list
number, whether the packet was permitted or denied, the source IP address of the packet, and the number of
packets from that source permitted or denied in the prior 5-minute interval.

Note

The logging facility might drop some logging message packets if there are too many to be handled or if there
is more than one logging message to be handled in 1 second. This behavior prevents the router from crashing
due to too many logging packets. Therefore, the logging facility should not be used as a billing tool or an
accurate source of the number of matches to an access list.

Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches) .



Configuring IPv4 ACLs |
. Hardware and Software Treatment of IP ACLs

Hardware and Software Treatment of IP ACLs

ACL processing is performed in hardware. If the hardware reaches its capacity to store ACL configurations,
all packets on that interface are dropped.

Note Ifan ACL configuration cannot be implemented in hardware due to an out-of-resource condition on a switch
or stack member, then only the traffic in that VLAN arriving on that switch is affected.

For router ACLs, other factors can cause packets to be sent to the CPU:

* Using the log keyword

* Generating ICMP unreachable messages

When you enter the show ip access-lists privileged EXEC command, the match count displayed does not
account for packets that are access controlled in hardware. Use the show platform software fed switch {
switch_num| active | standby } acl counter s hardware privileged EXEC command to obtain some basic
hardware ACL statistics for switched and routed packets.

Router ACLs function as follows:

* The hardware controls permit and deny actions of standard and extended ACLs (input and output) for
security access control.

« If log has not been specified, the flows that match a denystatement in a security ACL are dropped by
the hardware if ip unreadablesis disabled. The flows matching a permitstatement are switched in
hardware.

* Adding the log keyword to an ACE in a router ACL causes a copy of the packet to be sent to the CPU
for logging only. If the ACE is a permitstatement, the packet is still switched and routed in hardware.

VLAN Map Configuration Guidelines

VLAN maps are the only way to control filtering within a VLAN. VLAN maps have no direction. To filter
traffic in a specific direction by using a VLAN map, you need to include an ACL with specific source or
destination addresses. If there is a match clause for that type of packet (IP or MAC) in the VLAN map, the
default action is to drop the packet if the packet does not match any of the entries within the map. If there is
no match clause for that type of packet, the default is to forward the packet.

The following are the VLAN map configuration guidelines:

» If there is no ACL configured to deny traffic on an interface and no VLAN map is configured, all traffic
is permitted.

» Each VLAN map consists of a series of entries. The order of entries in an VLAN map is important. A
packet that comes into the switch is tested against the first entry in the VLAN map. If it matches, the
action specified for that part of the VLAN map is taken. If there is no match, the packet is tested against
the next entry in the map.

« If the VLAN map has at least one match clause for the type of packet (IP or MAC) and the packet does
not match any of these match clauses, the default is to drop the packet. If there is no match clause for
that type of packet in the VLAN map, the default is to forward the packet.
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* Logging is not supported for VLAN maps.

* When a switch has an IP access list or MAC access list applied to a Layer 2 interface, and you apply a
VLAN map to a VLAN that the port belongs to, the port ACL takes precedence over the VLAN map.

* [f a VLAN map configuration cannot be applied in hardware, all packets in that VLAN are dropped.

VLAN Maps with Router ACLs

To access control both bridged and routed traffic, you can use VLAN maps only or a combination of router
ACLs and VLAN maps. You can define router ACLs on both input and output routed VLAN interfaces, and
you can define a VLAN map to access control the bridged traffic.

If a packet flow matches a VLAN-map deny clause in the ACL, regardless of the router ACL configuration,
the packet flow is denied.

Note

When you use router ACLs with VLAN maps, packets that require logging on the router ACLs are not logged
if they are denied by a VLAN map.

If the VLAN map has a match clause for the type of packet (IP or MAC) and the packet does not match the
type, the default is to drop the packet. If there is no match clause in the VLAN map, and no action specified,
the packet is forwarded if it does not match any VLAN map entry.

VLAN Maps and Router ACL Configuration Guidelines

These guidelines are for configurations where you need to have an router ACL and a VLAN map on the same
VLAN. These guidelines do not apply to configurations where you are mapping router ACLs and VLAN
maps on different VLANS.

If you must configure a router ACL and a VLAN map on the same VLAN, use these guidelines for both router
ACL and VLAN map configuration:

* You can configure only one VLAN map and one router ACL in each direction (input/output) on a VLAN
interface.

» Whenever possible, try to write the ACL with all entries having a single action except for the final, default
action of the other type. That is, write the ACL using one of these two forms:

permit... permit... permit... deny ip any any
or

deny... deny... deny... permit ip any any

* To define multiple actions in an ACL (permit, deny), group each action type together to reduce the
number of entries.

* Avoid including Layer 4 information in an ACL; adding this information complicates the merging process.
The best merge results are obtained if the ACLs are filtered based on IP addresses (source and destination)
and not on the full flow (source IP address, destination IP address, protocol, and protocol ports). It is
also helpful to use dont care bits in the IP address, whenever possible.
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If you need to specify the full-flow mode and the ACL contains both IP ACEs and TCP/UDP/ICMP
ACEs with Layer 4 information, put the Layer 4 ACEs at the end of the list. This gives priority to the
filtering of traffic based on IP addresses.

Time Ranges for ACLs

You can selectively apply extended ACLs based on the time of day and the week by using the time-range
global configuration command. First, define a time-range name and set the times and the dates or the days of
the week in the time range. Then enter the time-range name when applying an ACL to set restrictions to the
access list. You can use the time range to define when the permit or deny statements in the ACL are in effect,
for example, during a specified time period or on specified days of the week. The time-range keyword and
argument are referenced in the named and numbered extended ACL task tables.

These are some benefits of using time ranges:

* You have more control over permitting or denying a user access to resources, such as an application
(identified by an IP address/mask pair and a port number).

* You can control logging messages. ACL entries can be set to log traffic only at certain times of the day.
Therefore, you can simply deny access without needing to analyze many logs generated during peak
hours.

Time-based access lists trigger CPU activity because the new configuration of the access list must be merged
with other features and the combined configuration loaded into the hardware memory. For this reason, you
should be careful not to have several access lists configured to take affect in close succession (within a small
number of minutes of each other.)

Note

The time range relies on the switch system clock; therefore, you need a reliable clock source. We recommend
that you use Network Time Protocol (NTP) to synchronize the switch clock.

IPv4 ACL Interface Considerations

When you apply the ip access-group interface configuration command to a Layer 3 interface (an SVI, a Layer
3 EtherChannel, or a routed port), the interface must have been configured with an IP address. Layer 3 access
groups filter packets that are routed or are received by Layer 3 processes on the CPU. They do not affect
packets bridged within a VLAN.

For inbound ACLs, after receiving a packet, the switch checks the packet against the ACL. If the ACL permits
the packet, the switch continues to process the packet. If the ACL rejects the packet, the switch discards the
packet.

For outbound ACLs, after receiving and routing a packet to a controlled interface, the switch checks the packet
against the ACL. If the ACL permits the packet, the switch sends the packet. If the ACL rejects the packet,
the switch discards the packet.

By default, the input interface sends ICMP Unreachable messages whenever a packet is discarded, regardless
of whether the packet was discarded because of an ACL on the input interface or because of an ACL on the
output interface. ICMP Unreachables are normally limited to no more than one every one-half second per
input interface, but this can be changed by using the ip icmp rate-limit unreachable global configuration
command.
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When you apply an undefined ACL to an interface, the switch acts as if the ACL has not been applied to the
interface and permits all packets. Remember this behavior if you use undefined ACLs for network security.

How to Configure ACLs

Configuring IPv4 ACLs

These are the steps to use I[P ACLs on the switch:

Procedure

Step 1

Step 2
maps.

Creating a Numbered Standard ACL

Follow these steps to create a numbered standard ACL:

Procedure

Create an ACL by specifying an access list number or name and the access conditions.

Apply the ACL to interfaces or terminal lines. You can also apply standard and extended IP ACLs to VLAN

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode. Enter your
password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

access-list access-list-numbedeny | per mit}
source souice-wildcad [log]

Example:

'"HYLFHARQILJ DFFHVV OLVGHQ\
\RXUBKRVW

Defines a standard IPv4 access list by using a
source address and wildcard.

The access-list-numbeés a decimal number
from 1 to 99 or 1300 to 1999.

Enter deny or permit to specify whether to
deny or permit access if conditions are matched.

The sourceis the source address of the network
or host from which the packet is being sent
specified as:
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Command or Action Purpose

* The 32-bit quantity in dotted-decimal
format.

* The keyword any as an abbreviation for
sourceand source-wildcad of 0.0.0.0
255.255.255.255. You do not need to enter
a source-wildcard.

* The keyword host as an abbreviation for
source and source-wildcad of source
0.0.0.0.

(Optional) The source-wildcad applies
wildcard bits to the source.

(Optional) Enter log to cause an informational
logging message about the packet that matches
the entry to be sent to the console.

Note Logging is supported only on ACLs
attached to Layer 3 interfaces.

Step 4 end Returns to privileged EXEC mode.

Example:

'"HYLFARQILJ HQG

Step 5 show running-config Verifies your entries.

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Step 6 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Creating a Numbered Extended ACL

Follow these steps to create a numbered extended ACL:
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Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 2 access-list access-list-numbefdeny | permit} | Defines an extended IPv4 access list and the

protocolsource source-wildcad destination
destination-wildcad [precedence precedencp
[tostos] [fragments] [log [log-input]

[time-rangetime-range-namé [dscp dsci

Example:
'"HYLFARQILJ DFFHVV OLVWSHUP

LSKRVW DQ\SUHFHGHQ MRV
ORJ

access conditions.

The access-list-numbés a decimal number
from 100 to 199 or 2000 to 2699.

Enter deny or permit to specify whether to
deny or permit the packet if conditions are

matched.
W

For protocol enter the name or number of an
P protocol: ahp, eigrp, esp, gre, icmp, igmp,
igrp, ip, ipinip, nos, ospf, pcp, pim, tcp, or
udp, or an integer in the range 0 to 255
representing an [P protocol number. To match
any Internet protocol (including ICMP, TCP,
and UDP), use the keyword ip.

Note This step includes options for most

IP protocols. For additional specific
parameters for TCP, UDP, ICMP,
and IGMP, see the following steps.

The sourceis the number of the network or host
from which the packet is sent.

The source-wildcard applies wildcard bits to
the source.

The destinationis the network or host number
to which the packet is sent.

The destination-wildcadl applies wildcard bits
to the destination.

Source, source-wildcard, destination, and
destination-wildcard can be specified as:

* The 32-bit quantity in dotted-decimal
format.

* The keyword any for 0.0.0.0
255.255.255.255 (any host).

* The keyword host for a single host 0.0.0.0.

The other keywords are optional and have these
meanings:
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Command or Action

Purpose

* precedence—Enter to match packets with
a precedence level specified as a number
from 0 to 7 or by name: routine (0),
priority (1), immediate (2), flash (3),
flash-override (4), critical (5), internet
(6), network (7).

« fragments—Enter to check non-initial
fragments.

 tos—Enter to match by type of service
level, specified by a number from 0 to 15
or a name: hormal (0), max-reliability
(2), max-throughput (4), min-delay (8).

* log—Enter to create an informational
logging message to be sent to the console
about the packet that matches the entry or
log-input to include the input interface in
the log entry.

* time-range—Specify the time-range
name.

+ dscp—Enter to match packets with the
DSCP value specified by a number from
0 to 63, or use the question mark (?) to see
a list of available values.
Note If you enter a dscp value, you cannot
enter tos or precedence. You can
enter both a tosand a precedence
value with no dscp.

Step 3

access-list access-list-numbedeny | per mit}
tcp source source-wildcad [operator port]
destinatiordestination-wildcad [opeiator port]
[established] [precedence precedenci[tos
tog] [fragments] [log [log-input] [time-range
time-range-namé [dscp dscy [flag]

Example:

'"HYLFARQILJ DFFHVV OLVWSHUP
WFDQ\DQ\HT
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Defines an extended TCP access list and the
access conditions.

The parameters are the same as those described
for an extended IPv4 ACL, with these
exceptions:

(Optional) Enter an opefrator and port to
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souice-wildcad) or destination (if positioned
g\{“ter destinationdestination-wildcadl) port.
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(from 0 to 65535) or the name of a TCP port.
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Command or Action

Purpose

Use only TCP port numbers or names when
filtering TCP.

The other optional keywords have these
meanings:

« established—Enter to match an
established connection. This has the same
function as matching on the ack or r st flag.

« flag—Enter one of these flags to match by
the specified TCP header bits: ack
(acknowledge), fin (finish), psh (push),
rst (reset), syn (synchronize), or urg

(urgent).

Step 4 access-list access-list-numbejdeny | permit} | (Optional) Defines an extended UDP access list
udp sourcesource-wildcad [opefator port] | and the access conditions.
destinatiordestination-wildcad [opeiator port] The UDP parameters are the same as those
[precedence precedencHtostos] [fragments] .

[l0g [log-input] [time-r angetime-range-nama described for TCP except that the [operator

[dscp dsc [port]] port number or name must be a UDP
P H port number or name, and the flag and

Example: established keywords are not valid for UDP.

'"HYLFARQILJ DFFHVV OLVWSHUPLW

XGDQ\DQHT

Step 5 access-list access-list-numbefdeny | permit} | Defines an extended ICMP access list and the
icmp source source-wildcad destination access conditions.
destination-wildcad [icmp-type [[icmp-type The ICMP parameters are the same as those
icmp-codg| [icmp-messge]] [precedence described for most IP protocols in an extended

recedenck[tostos| [fragments] [log . prot

P . . : IPv4 ACL, with the addition of the ICMP

[log-input] [time-range time-range-namé h

[dscp dscrl message type and code parameters. These

optional keywords have these meanings:

Example: * icmp-type—Enter to filter by ICMP
message type, a number from 0 to 255.

'"HYLFHRQILJ DFFHVV OLVWSHUPLW

LFPDQIDQN * icmp-code—Enter to filter ICMP packets
that are filtered by the ICMP message code
type, a number from O to 255.

* icmp-messge—Enter to filter ICMP
packets by the ICMP message type name
or the ICMP message type and code name.

Step 6 access-list access-list-numbefdeny | permit} | (Optional) Defines an extended IGMP access

igmp source souice-wildcad destination

destination-wildcadl [igmp-typé [precedence

list and the access conditions.
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Command or Action

Purpose

precedenck[tos tos] [fragments] [log
[log-input] [time-range time-range-nameé
[dscp dsci

Example:

'"HYLFARQILJ DFFHVV OLVWSHUP
LJPSDQ\DQ\

The IGMP parameters are the same as those
described for most IP protocols in an extended
IPv4 ACL, with this optional parameter.

igmp-type—To match IGMP message type,
enter a number from 0 to 15, or enter the
Wiessage name: dvmrp, host-query,
host-report, pim, or trace.

Step 7

end

Example:

'HYLFHRQILJ HQG

Returns to privileged EXEC mode.

Creating Named Standard ACLs

Follow these steps to create a standard ACL using names:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode. Enter your
password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip access-list standard name

Example:

'"HYLFHRQILJ LSDFFHVV O MWD QG

Defines a standard IPv4 access list using a
name, and enter access-list configuration mode.

The name can be a number from 1 to 99.
DUG

Step 4

Use one of the following:

+ deny {source[source-wildcad] | host
souice| any} [log]

* permit {souice[source-wildcad] | host
source| any} [log]
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or more conditions denied or permitted to
decide if the packet is forwarded or dropped.

*» host soulce—A source and source
wildcard of souice0.0.0.0.
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Command or Action Purpose
Example: » any—A source and source wildcard of
0.0.0.0 255.255.255.255.

'"HYLFHRRQILJ VWG QDEBEQ\

or

'"HYLFHRQILJ VWG QDFBAUPLW

Step 5 end Returns to privileged EXEC mode.

Example:

'"HYLFHARQILJ VWG QDIFQG

Step 6 show running-config Verifies your entries.

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Step 7 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Creating Extended Named ACLs

Follow these steps to create an extended ACL using names:

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode. Enter your
Example: password if prompted.
'"HYLEHHQDEOH

Step 2 configure terminal Enters global configuration mode.
Example:
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Command or Action

Purpose

'"HYLFHFRQILIXWHUPLQDO

Step 3

ip access-list extended name

Example:

'"HYLFHRQILJ LSDFFHVV OHJWHQ

Defines an extended IPv4 access list using a
name, and enter access-list configuration mode.

The name can be a number from 100 to 199.
GHG

Step 4

{deny | permit} protocol {source
[source-wildcad] | host source| any}
{destinationdestination-wildcad] | host
destination any} [precedence precedencke
[tostos] [established] [log] [time-range
time-range-namé

Example:

'"HYLFARQILJ H[W QDB® UPLWDQ\
DQ\

In access-list configuration mode, specify the
conditions allowed or denied. Use the log
keyword to get access list logging messages,
including violations.

* host soulce—A source and source
wildcard of source0.0.0.0.

« host destintation—A destination and
destination wildcard of destinatiorD.0.0.0.

» any—A source and source wildcard or
destination and destination wildcard of
0.0.0.0 255.255.255.255.

Step 5

end

Example:

'"HYLFHARQILJ H[W QDH®G

Returns to privileged EXEC mode.

Step 6

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 7

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

When you are creating extended ACLs, remember that, by default, the end of the ACL contains an implicit
deny statement for everything if it did not find a match before reaching the end. For standard ACLs, if you
omit the mask from an associated IP host address access list specification, 0.0.0.0 is assumed to be the mask.
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Configuring Time Ranges for ACLs .

After you create an ACL, any additions are placed at the end of the list. You cannot selectively add ACL
entries to a specific ACL. However, you can use no permit and no deny access-list configuration mode
commands to remove entries from a named ACL.

Being able to selectively remove lines from a named ACL is one reason you might use named ACLs instead
of numbered ACLs.

What to do next

After creating a named ACL, you can apply it to interfaces or to VLANSs .

Configuring Time Ranges for ACLs

Follow these steps to configure a time-range parameter for an ACL:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLFHRQILJ HQDEOH

Enables privileged EXEC mode. Enter your
password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

time-range time-range-name

Example:

'"HYLFHARQILJ WLPH UDQRHUNKRXUYYV

Assigns a meaningful name (for example,
workhous) to the time range to be created, and
enter time-range configuration mode. The name
cannot contain a space or quotation mark and
must begin with a letter.

Step 4

Use one of the following:

- absolute [start timedat€ [end timedate]

* periodic day-of-the-weekh:mmto
[day-of-the-wegkhh:mm

* periodic {weekdays | weekend | daily}
hh:mmto hh:mm

Example:

'"HYLFHRRQILJ WLPH UD @IV R O XWWD
-DQ HQG -DQ

or

Specifies when the function it will be applied
to is operational.

* You can use only one absolute statement
in the time range. If you configure more
than one absolute statement, only the one
configured last is executed.

* You can enter multiple periodic
statements. For example, you could
uw configure different hours for weekdays and
weekends.

See the example configurations.
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Command or Action

Purpose

'"HYLFHARQILJ WLPH UDGHULRGLF
ZHHNGD\V WR

Step 5

end

Example:

'"HYLFHRQILJ HQG

Returns to privileged EXEC mode.

Step 6

show running-config

Example:

'"HYLFHVKRZ/XQQLQJ FRQILJ

Verifies your entries.

Step 7

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

What to do next

Repeat the steps if you have multiple items that you want in effect at different times.

Applying an IPv4 ACL to a Terminal Line

You can use numbered ACLs to control access to one or more terminal lines. You cannot apply named ACLs
to lines. You must set identical restrictions on all the virtual terminal lines because a user can attempt to
connect to any of them.

Follow these steps to restrict incoming and outgoing connections between a virtual terminal line and the
addresses in an ACL:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLFHARQILJ HQDEOH

Enables privileged EXEC mode. Enter your
password if prompted.

Step 2
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Command or Action Purpose

'"HYLFHFRQILIXWHUPLQDO

Step 3 line [console | vty] line-number Identifies a specific line to configure, and enter

in-line configuration mode.
Example:

* console—Specifies the console terminal
'HYLFARQILJ OLQRRQVROH line. The console port is DCE.

* vty—Specifies a virtual terminal for
remote console access.

The line-numberis the first line number in a
contiguous group that you want to configure
when the line type is specified. The range is
from 0 to 16.

Step 4 access-class access-list-numbefin | out} Restricts incoming and outgoing connections
between a particular virtual terminal line (into

Example: . . .
P a device) and the addresses in an access list.

'"HYLFHRQILJ OLQBFFHVV FODVIVQ

Step 5 end Returns to privileged EXEC mode.

Example:

'"HYLFARQILJ OLQHQG

Step 6 show running-config Verifies your entries.

Example:

'"HYLFHVKRZIXQQLQJ FRQILJ

Step 7 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Applying an IPv4 ACL to an Interface

This section describes how to apply IPv4 ACLs to network interfaces.

Beginning in privileged EXEC mode, follow these steps to control access to an interface:
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Procedure

Configuring IPv4 ACLs |

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

interface interface-id

Example:

'"HYLFHARQILJ LQWHUIDFH
JLJDELWHWKHUQHW

Identifies a specific interface for configuration,
and enter interface configuration mode.

The interface can be a Layer 2 interface (port
ACL), or a Layer 3 interface (router ACL).

Step 3

ip access-group {access-list-numbdmame
{in | out}

Example:

'"HYLFHRQILJ LI LSDFFHVV JURXSY

Y

Controls access to the specified interface.

Step 4

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.

Step 5

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Displays the access list configuration.

Step 6

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Creating Named MAC Extended ACLs

You can filter non-IPv4 traffic on a VLAN or on a Layer 2 interface by using MAC addresses and named
MAC extended ACLs. The procedure is similar to that of configuring other extended named ACLs.

Follow these steps to create a named MAC extended ACL:
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Creating Named MAC Extended ACLs .

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your
Example: password if prompted.
'"HYLEHHQDEOH
Step 2 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 mac access-list extended name Defines an extended MAC access list using a
name.
Example:
'HYLFHARQILJ PDMFFHVV OHYWHQIGHG
PDF
Step 4 {deny | permit} {any | host souce MAC In extended MAC access-list configuration

address| souce MAC addressmask {any |
host destinationMAC address| destination
MAC addresanask [typemaskK |sap Isapmask
| aarp | amber | dec-spanning | decnet-iv |
diagnostic | dsm | etype-6000 | etype-8042 |
lat | lavc-sca | mop-console | mop-dump |
msdos| mumps| netbios| vines-echo | vines-ip
| xns-idp | 0-65539 [cos cog

Example:

'"HYLFARQILJ H[W PDRXHQDQ\DQ\
GHFQHW LY

or

'"HYLFARQILJ H[W PDFOUPLDA)\DQ

mode, specifies to permit or deny any source
MAC address, a source MAC address with a
mask, or a specific host source MAC address
and any destination MAC address, destination
MAC address with a mask, or a specific
destination MAC address.

(Optional) You can also enter these options:

* typemask—An arbitrary EtherType
number of a packet with Ethernet II or
SNAP encapsulation in decimal,
hexadecimal, or octal with optional mask
of dont carebits applied to the EtherType
before testing for a match.

* Isap Isapmask—An LSAP number of a
\ packet with IEEE 802.2 encapsulation in
decimal, hexadecimal, or octal with
optional mask of dont care bits.

+ aarp | amber | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 |
etype-8042 | lat | lavc-sca | mop-console
| mop-dump | msdos| mumps| netbios|
vines-echo | vines-ip | xns-idp—A non-IP
protocol.

» coscos—An IEEE 802.1Q cost of service
number from 0 to 7 used to set priority.
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Command or Action Purpose
Step 5 end Returns to privileged EXEC mode.
Example:

'"HYLFHARQILJ H[W PDMH®RG

Step 6 show running-config Verifies your entries.

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Step 7 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Applying a MAC ACL to a Layer 2 Interface

Follow these steps to apply a MAC access list to control access to a Layer 2 interface:

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO

Step 3 interface interface-id Identifies a specific interface, and enter interface
Examole: configuration mode. The interface must be a

ple: physical Layer 2 interface (port ACL).

'"HYLFHARQILJ LQWHUIDFH
JLIDELWHWKHUQHW

Step 4 mac access-group {name {in|out } Controls access to the specified interface by

using the MAC access list.

Example:
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Command or Action Purpose

Port ACLs are supported in the outbound and

'"HYLFHRQILJ LI PDAMFFHVV ‘]URm;inbounddirections.

LQ

Step 5 end Returns to privileged EXEC mode.

Example:

'"HYLFHRQILJ LI HQG

Step 6 show mac access-group [interface Displays the MAC access list applied to the
interface-id interface or all Layer 2 interfaces.
Example:

'"HYLFHVKR2ZDFDFFHVV JURQWHUIDFH
JLJDELWHWKHUQHW

Step 7 show running-config Verifies your entries.

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Step 8 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

After receiving a packet, the switch checks it against the inbound ACL. If the ACL permits it, the switch
continues to process the packet. If the ACL rejects the packet, the switch discards it. When you apply an
undefined ACL to an interface, the switch acts as if the ACL has not been applied and permits all packets.
Remember this behavior if you use undefined ACLs for network security.

Configuring VLAN Maps
To create a VLAN map and apply it to one or more VLANSs, perform these steps:

Before you begin

Create the standard or extended IPv4 ACLs or named MAC extended ACLs that you want to apply to the
VLAN.

Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches) .



. Configuring VLAN Maps

Procedure
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Command or Action

Purpose

Step 1

vlan access-map hame[number ]

Example:

'"HYLFHRQILJ YODRQFFHVV PHISSB

Creates a VLAN map, and give it a name and
(optionally) a number. The number is the
sequence number of the entry within the map.

When you create VLAN maps with the same
name, numbers are assigned sequentially in
increments of 10. When modifying or deleting
maps, you can enter the number of the map
entry that you want to modify or delete.

VLAN maps do not use the specific permit or
deny keywords. To deny a packet by using
VLAN maps, create an ACL that would match
the packet, and set the action to drop. A permit
in the ACL counts as a match. A deny in the
ACL means no match.

Entering this command changes to access-map
configuration mode.

Step 2

match {ip | mac} address {name| numbet
[name| numbet

Example:

'"HYLFHRQILJ DFFHVV PBDBW FLKS
DGGUHVNY

Match the packet (using either the IP or MAC
address) against one or more standard or
extended access lists. Note that packets are only
matched against access lists of the correct
protocol type. IP packets are matched against
standard or extended IP access lists. Non-IP
packets are only matched against named MAC
extended access lists.

Note Ifthe VLAN map is configured with
a match clause for a type of packet
(IP or MAC) and the map action is
drop, all packets that match the type
are dropped. If the VLAN map has
no match clause, and the configured
action is drop, all IP and Layer 2

packets are dropped.

Step 3
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Enter one of the following commands to specify
an [P packet or a non-IP packet (with only a
known MAC address) and to match the packet
against one or more ACLs (standard or
extended):

« action { forward}

'"HYLFHRQILJ DFFHVV PDFEBWLR
IRUZDUG

« action { drop}

Sets the action for the map entry.

Q
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Creating a VLAN Map .

Command or Action

Purpose

'"HYLFHRQILJ DFFHVV PDFESWLR
GURS

Q

Step 4

vlan filter mapnamevlan-list list

Example:

'"HYLFHARQILJ YODQ.OWHRDS
YODQ OLVW

Applies the VLAN map to one or more VLAN
IDs.

The list can be a single VLAN ID (22), a
consecutive list (10-22), or a string of VLAN
IDs (12, 22, 30). Spaces around the comma and
hyphen are optional.

Creating a VLAN Map

Each VLAN map consists of an ordered series of entries. Beginning in privileged EXEC mode, follow these
steps to create, add to, or delete a VLAN map entry:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

vlan access-map name[number ]

Example:

'"HYLFHRQILJ YODQFFHVV PHISSB

Creates a VLAN map, and give it a name and
(optionally) a number. The number is the
sequence number of the entry within the map.

When you create VLAN maps with the same
name, numbers are assigned sequentially in
increments of 10. When modifying or deleting
maps, you can enter the number of the map
entry that you want to modify or delete.

VLAN maps do not use the specific permit or
deny keywords. To deny a packet by using
VLAN maps, create an ACL that would match
the packet, and set the action to drop. A permit
in the ACL counts as a match. A deny in the
ACL means no match.

Entering this command changes to access-map
configuration mode.

Step 3

match {ip | mac} address {name| numbet
[name| numbei

Example:

Match the packet (using either the IP or MAC
address) against one or more standard or
extended access lists. Note that packets are only
matched against access lists of the correct
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Command or Action Purpose

protocol type. IP packets are matched against

'HYLFRARQILJ DFFHVV PREWHRKS standard or extended IP access lists. Non-IP

DGGURNVY packets are only matched against named MAC
extended access lists.
Step 4 action {drop | forward} (Optional) Sets the action for the map entry.
The default is to forward.
Example:

'"HYLFHRRQILJ DFFHVV PDBWLRRUZDUG

Step 5 end Returns to global configuration mode.

Example:

'"HYLFHRQILJ DFFHVV PBD@G

Step 6 show running-config Displays the access list configuration.

Example:

'"HYLFHVKRZIXQQLQJ FRQILJ

Step 7 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Applying a VLAN Map to a VLAN

Beginning in privileged EXEC mode, follow these steps to apply a VLAN map to one or more VLANS:

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
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Command or Action

Purpose

Step 3

vlan filter mapnamevlan-list list

Example:

'"HYLFHRQILJ YODQLOWHRDS
YODQ OLVW

Applies the VLAN map to one or more VLAN
IDs.

The list can be a single VLAN ID (22), a
consecutive list (10-22), or a string of VLAN
IDs (12,22, 30). Spaces around the comma and
hyphen are optional.

Step 4

end

Example:

'"HYLFARQILJ HQG

Returns to privileged EXEC mode.

Step 5

show running-config

Example:

'"HYLFHVKRIZXQQLQJ FRQILJ

Displays the access list configuration.

Step 6

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Monitoring IPv4 ACLs

You can monitor IPv4 ACLs by displaying the ACLs that are configured on the switch, and displaying the
ACLs that have been applied to interfaces and VLANS.

When you use the ip access-group interface configuration command to apply ACLs to a Layer 2 or 3 interface,
you can display the access groups on the interface. You can also display the MAC ACLs applied to a Layer
2 interface. You can use the privileged EXEC commands as described in this table to display this information.

Table 19: Commands for Displaying Access Lists and Access Groups

Command

Purpose

show access-lists [number nam§g

Displays the contents of one or all current IP and
MAC address access lists or a specific access list
(numbered or named).

show ip access-lists [number namg

Displays the contents of all current IP access lists or
a specific IP access list (numbered or named).

Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches) .



Configuring IPv4 ACLs |
. Configuration Examples for ACLs

Command Purpose

show ip interface interface-id Displays detailed configuration and status of an
interface. If IP is enabled on the interface and ACLs
have been applied by using the ip access-group
interface configuration command, the access groups
are included in the display.

show running-config [interface interface-id Displays the contents of the configuration file for the
switch or the specified interface, including all
configured MAC and IP access lists and which access
groups are applied to an interface.

show mac access-group [interface interface-id Displays MAC access lists applied to all Layer 2
interfaces or the specified

Layer 2 interface.

Configuration Examples for ACLs

Examples: Using Time Ranges with ACLs

This example shows how to verify after you configure time ranges for workhous and to configure January
1, 2006, as a company holiday.

'"HYLFHVKRIVLPH UDQJH
WLPH UDQIZHWUQHZB\HDUBGD\BLQDFWLYH

DEV R O XWWWD U W -DQXDU\ HQG -DQXDU\
WLPH UDQIHNUZRUNKRXU@DFWLYH

SHULRGZWHNGD\V WR

SHULRGZWHNGD\V  WR

To apply a time range, enter the time-range name in an extended ACL that can implement time ranges. This
example shows how to create and verify extended access list 188 that denies TCP traffic from any source to
any destination during the defined holiday times and permits all TCP traffic during work hours.

'"HYLFHRQILJ DFFHVV OLVWGHQWF®Q\DQ\WLPH UD@HZB\HDUBGD\B
'"HYLFHRQILJ DFFHVV OLVWSHUPMWF®Q\DQ\WLPH UDQRHUNKRXUV
'"HYLFHRQILJ HQG
'"HYLFHVKRDFFHVYV OLVWYV
(IWHQGHXGDFFHW/LVW
GHOQWFDQ\DQWLPH UD@QHZB\HDUBGD\BLQDFWLYH
SHUPMWFDQ\DQWLPH UDQRHUNKRXUQDFWLYH

This example uses named ACLs to permit and deny the same traffic.

'"HYLFHRQILJ LSDFFHVV OEHNWHQGGBIKQ\BDFFHVV
'"HYLFHARQILJ HIW QDFEHQWFDQ\DQ\WLPH UD@HEZB\HDUBGD\B
'"HYLFHARQILJ H[W QDHQLW

'"HYLFHARQILJ LSDFFHVV OENWHQGRIBBBDFFHVYV

'"HYLFHARQILJ HIW QDBMHUPLWFDQ\DQ\WLPH UDQRHNKRXUV
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'"HYLFARQILJ H[W QDFH®G
'"HYLFHVKRZSDFFHVV OLVWYV
(IWHQGHGDFFHVWLVWSLSBGHIDXOW

SHUPLWVB DQ\DQ\
(IWHQGHGDFFHVWLVVBHQ\BDFFHVV

GHQWFPQ\DQ\WLPH UD@HZB\HDUBGD\BLQDFWLYH
(IWHQGHGDFFHVWLVWD\BDFFHVV

SHUPLWFDQ\DQ\WLPH UDQRUNKRXUYDFWLYH

Examples: Including Comments in ACLs

You can use the remark keyword to include comments (remarks) about entries in any IP standard or extended
ACL. The remarks make the ACL easier for you to understand and scan. Each remark line is limited to 100
characters.

The remark can go before or after a permit or deny statement. You should be consistent about where you put
the remark so that it is clear which remark describes which permit or deny statement. For example, it would
be confusing to have some remarks before the associated permit or deny statements and some remarks after
the associated statements.

To include a comment for IP numbered standard or extended ACLs, use the access-list access-lishumber
remark remarkglobal configuration command. To remove the remark, use the no form of this command.

In this example, the workstation that belongs to Jones is allowed access, and the workstation that belongs to
Smith is not allowed access:

'"HYLFHARQILJ DFFHVV OLVWHPDBMUPLRMQOYRQHYRUNVWDWILKRIR XJK
'"HYLFHRQILJ DFFHVV OLVSMHUPLW

'HYLFHRQILJ DFFHVV OLVWHPDUR QRWOORPLWWKURXJIK
'"HYLFHRQILJ DFFHVV OLVGHQ\

For an entry in a named IP ACL, use the remark access-list configuration command. To remove the remark,
use the no form of this command.

In this example, the Jones subnet is not allowed to use outbound Telnet:

'"HYLFARQILJ LSDFFHVY OHYWHQGMIBOQHWWLQJ
'"HYLFARQILJ H[W QDRMPDUR QRWOORRQHVXEQHWRWHO QR W
'"HYLFARQILJ H[W QDBMHQWFXRVW DQ\HTWHOQHW

IPv4 ACL Configuration Examples

This section provides examples of configuring and applying IPv4 ACLs. For detailed information about
compiling ACLs, see the CiscolOS SecurityConfguration Guide Releasel2.4and to the Configuring IP
Services” section in the “IP Addressing and Services” chapter of the CiscolOSIP Confguration Guide
Releasd 2 .4.

ACLs in a Small Networked Office

Figure 8: Using Router ACLs to Control Traffic

This shows a small networked office environment with routed Port 2 connected to Server A, containing benefits
and other information that all employees can access, and routed Port 1 connected to Server B, containing
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confidential payroll data. All users can access Server A, but Server B has restricted

access.
Use router ACLs to do this in one of two ways:
* Create a standard ACL, and filter traffic coming to the server from Port 1.

* Create an extended ACL, and filter traffic coming from the server into Port 1.

Examples: ACLs in a Small Networked Office

This example uses a standard ACL to filter traffic coming into Server B from a port, permitting traffic only

from Accounting’s source addresses 172.20.128.64 to 172.20.128.95. The ACL is applied to traffic coming
out of routed Port 1 from the specified source address.

'"HYLFARQILJ DFFHVV OLVSMHUPLW
'"HYLFRARQILJ HQG
'"HYLFHKRZDFFHVV OLVWV
6WDQGDBY®FFHVYLVW

SHUPLW ZLOGFDBIGN V
'"HYLFARQILJ LQWHUIDDREHIDELWHWKHUQHW
'"HYLFARQILJ LI LSDFFHVV JURRXW

This example uses an extended ACL to filter traffic coming from Server B into a port, permitting traffic from
any source address (in this case Server B) to only the Accounting destination addresses 172.20.128.64 to
172.20.128.95. The ACL is applied to traffic going into routed Port 1, permitting it to go only to the specified

destination addresses. Note that with extended ACLs, you must enter the protocol (IP) before the source and
destination information.

'"HYLFHARQILJ DFFHVV OLVWSHUPLV8EDQ\
'"HYLFHRQILJ HQG

'"HYLFHVKRDFFHVV OLVWYV
(I WHQGHGDFFHVOLVW
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SHUPLVS DQ\
'"HYLFHARQILJ LOWHUIDRIDELWHWKHUQHW
'"HYLFHRQILJ LI LSDFFHVV JURXSLQ

Example: Numbered ACLs

In this example, network 36.0.0.0 is a Class A network whose second octet specifies a subnet; that is, its
subnet mask is 255.255.0.0. The third and fourth octets of a network 36.0.0.0 address specify a particular host.
Using access list 2, the switch accepts one address on subnet 48 and reject all others on that subnet. The last
line of the list shows that the switch accepts addresses on all other network 36.0.0.0 subnets. The ACL is
applied to packets entering a port.

'"HYLFHARQILJ DFFHVV OLVSHUPLW
'"HYLFHARQILJ DFFHVV OLVGHQ\
'"HYLFHRQILJ DFFHVV OLVSMHUPLW
'"HYLFARQILJ LQWHUIDRIADELWHWKHUQHW
'"HYLFHRQILJ LI LSDFFHVV JURX®

Examples: Extended ACLs

In this example, the first line permits any incoming TCP connections with destination ports greater than 1023.
The second line permits incoming TCP connections to the Simple Mail Transfer Protocol (SMTP) port of
host 128.88.1.2. The third line permits incoming ICMP messages for error feedback.

'"HYLFHARQILJ DFFHVV OLVWSHUPLWF D Q\ JW
'"HYLFHARQILJ DFFHVV OLVWSHUPIWF® Q\KRVW HT
'"HYLFHARQILJ DFFHVV OLVWSHUPUWP®DQ\DQ\

'"HYLFHARQILJ LQWHUIDRIADELWHWKHUQHW

'"HYLFHRQILJ LI LSDFFHVV JURXSLQ

In this example, suppose that you have a network connected to the Internet, and you want any host on the
network to be able to form TCP connections to any host on the Internet. However, you do not want IP hosts
to be able to form TCP connections to hosts on your network, except to the mail (SMTP) port of a dedicated
mail host.

SMTP uses TCP port 25 on one end of the connection and a random port number on the other end. The same
port numbers are used throughout the life of the connection. Mail packets coming in from the Internet have
a destination port of 25. Outbound packets have the port numbers reversed. Because the secure system of the
network always accepts mail connections on port 25, the incoming and outgoing services are separately
controlled. The ACL must be configured as an input ACL on the outbound interface and an output ACL on
the inbound interface.

'"HYLFHARQILJ DFFHVV OLVWSHUPLWF D Q\ HT
'"HYLFHARQILJ DFFHVV OLVWSHUPLWFDQ\ HT
'"HYLFARQILJ LQWHUIDREADELWHWKHUQHW

'"HYLFHRQILJ LI LSDFFHVV JURXSLQ

In this example, the network is a Class B network with the address 128.88.0.0, and the mail host address is
128.88.1.2. The established keyword is used only for the TCP to show an established connection. A match
occurs if the TCP datagram has the ACK or RST bits set, which show that the packet belongs to an existing
connection. Gigabit Ethernet interface 1 on stack member 1 is the interface that connects the router to the
Internet.
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'"HYLFHARQILJ DFFHVV OLVWSHUPLWF D Q\ HVWDEOLVKHG
'"HYLFHRQILJ DFFHVV OLVWSHUPIWF D Q\KRVW HT

'"HYLFHARQILJ LQWHUIDREIDELWHWKHUQHW

'"HYLFHARQILJ LI LSDFFHVV JURXSLQ

Examples: Named ACLs

Creating named standard and extended ACLs

This example creates a standard ACL named internet_fiter and an extended ACL named marketing_goup
The internet_fiter ACL allows all traffic from the source address 1.2.3.4.

'"HYLFHRQILJ LSDFFHVV OMWD QGDQWHUQHWBILOWHU
'"HYLFHARQILJ H[W QDB®IUPLW
'"HYLFHRQILJ H[W QDMHJPLW

The marketing_goup ACL allows any TCP Telnet traffic to the destination address and wildcard 171.69.0.0
0.0.255.255 and denies any other TCP traffic. It permits ICMP traffic, denies UDP traffic from any source to
the destination address range 171.69.0.0 through 179.69.255.255 with a destination port less than 1024, denies
any other IP traffic, and provides a log of the result.

'"HYLFARQILJ LSDFFHVV OENWHQGRIBUNHWLQJBJURXS
'"HYLFARQILJ H[W QDFBS® UPLMFDQ\ HTWHOQHW
'"HYLFARQILJ H[W QDBMHQWF D Q\DQ\

'"HYLFARQILJ H[W QDBMUPLWPDQ\DQ\

'"HYLFARQILJ H[W QDRBMHQXG D Q\ ow
'"HYLFARQILJ H[W QDRBMHQLSDQ\DQ\ORJ

'"HYLFARQILJ H[W QDFHJLW

The Internet_fiter ACL is applied to outgoing traffic and the marketing_goup ACL is applied to incoming
traffic on a Layer 3 port.

'"HYLFARQILJ LQWHUIDRIADELWHWKHUQHW
'"HYLFHRQILJ LI QRVZLWFKSRUW

'"HYLFHRQILJ LI LSDGGUHVV

'"HYLFHARQILJ LI LSDFFHVV JURXWHUQHWB | [RXWH U
'"HYLFHARQILJ LI LSDFFHVV JURRSNHWLQJBLQRXS

Deleting individual ACEs from named ACLs

This example shows how you can delete individual ACEs from the named access list border-list:

'"HYLFHRQILJ LSDFFHVV OEHNWHQGHRSUGHU OLVW
'"HYLFHARQILJ H[W QDRRSHUP LV KRVW DQ\

Examples: Time Range Applied to an IP ACL

This example denies HTTP traffic on IP on Monday through Friday between the hours of 8:00 a.m. and 6:00
p.m (18:00). The example allows UDP traffic only on Saturday and Sunday from noon to 8:00 p.m. (20:00).
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'"HYLFHARQILJ WLPH UD@QRHKWWS
'"HYLFHARQILJ SHULRGZHHNGD\V WR

'"HYLFHARQILJ WLPH UDQX®&E \HV
'"HYLFHARQILJ SHULRGAZAWHNHQG WR

'"HYLFHARQILJ LSDFFHVV OHNWHQGWBULFW
'"HYLFHRQILJ HIW QDEBAHQWF®DQ\DQ\HTZZZWLPH UDQ@QFRKWWS
'"HYLFHARQILJ H[W QDBMHUPLW DQ\DQ\WLPH UDQXES \HV

'"HYLFHARQILJ H[W QDFHQLW
'"HYLFHARQILJ LQWHUIDRIDELWHWKHUQHW
'"HYLFHARQILJ LI LSDFFHVV JURWSLARW

Examples: Configuring Commented IP ACL Entries

In this example of a numbered ACL, the workstation that belongs to Jones is allowed access, and the workstation
that belongs to Smith is not allowed access:

'"HYLFHARQILJ DFFHVV OLVWHPDBMUPLRMQOYRQHYRUNVWDWLKRIR XJK
'"HYLFHRQILJ DFFHVV OLVSHUPLW

'"HYLFHRQILJ DFFHVV OLVWHPDUR QRWOORGPLWERUNVWDWILKRIR XJK
'"HYLFHRQILJ DFFHVV OLVGHQ\

In this example of a numbered ACL, the Winter and Smith workstations are not allowed to browse the web:

'"HYLFHARQILJ DFFHVV OLVWUHPDUR QRWOORZQWHWREURZWHKHHE

'"HYLFHARQILJ DFFHVV OLVWGHQKRVW DQ\HTZzzZ
'"HYLFHARQILJ DFFHVV OLVWUHPDUR QRWOORPLWWREURZWHKHHE
'"HYLFHRQILJ DFFHVV OLVWGHQKRVW DQ\HTZzzZ

In this example of a named ACL, the Jones subnet is not allowed access:

'"HYLFARQILJ LSDFFHVV OMWYD QGBWEYHQWLRQ
'"HYLFARQILJ VWG QDBEBPDUR QRWOORRQHVXEQHWURXJK
'"HYLFARQILJ VWG QDGBQ\

In this example of a named ACL, the Jones subnet is not allowed to use outbound Telnet:

'"HYLFARQILJ LSDFFHVV OHNWHQGMIBOQHWWLQJ
'"HYLFARQILJ H[W QDRMPDUR QRWOORRQHVXEQHWRWHO QR WW
'"HYLFARQILJ H[W QDBMHQWFS DQ\HTWHOQHW

Examples: ACL Logging

Two variations of logging are supported on router ACLs. The log keyword sends an informational logging
message to the console about the packet that matches the entry; the log-input keyword includes the input
interface in the log entry.

In this example, standard named access list Stanldenies traffic from 10.1.1.0 0.0.0.255, allows traffic from
all other sources, and includes the log keyword.
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'"HYLFARQILJ LSDFFHVV OMD QG VWD Q

'"HYLFARQILJ VWG QDEBQ\ ORJ

'"HYLFARQILJ VWG QDFBUPLDM\ORJ

'"HYLFARQILJ VWG QDWQRW

'"HYLFARQILJ LQWHUIDARIDELWHWKHUQHW

'"HYLFARQILJ LI LSDFFHVV JURWDQQ

'"HYLFARQILJ LI HQG

"HYLFHVKRDRJJILQJ

6\WORORJIJLQHQDEOHGPHVVDJBVRSSHGIOXVKHY RYHUUXQV
&RQVRORJILQOHYH®HEXJJILQJ PHVVDJIBRJIIHG
ORQLWRBJILQOHYH®HEXJJLQJPHVVDJIBRIIHG
%XIIHORJILQODHYH®HEXJJLQJ PHVVDJABRJIJIHG
JLOHORJIJLQGLVDEOHG
7UD®DRIIJILQODHYH®HEXJILQJ PHVVDDH QHYRJIJIHG

/RI%XIIHU E\WHV
173 DXWKHQWLFGBWOR®RDOFXODVSILRREOHP YV

RXWSXWXQFDWHG!

6(& ,3$&&(66/2*6 OLWMWD@BHUPLWWHG SDFENHW
6(& ,3$&&(66/2*6 OLWMWVDQ@GHQLHG SDFENHW
6(& ,3$&&(66/2*6 OLWMWD@BHUPLWWHG SDFENHW

This example is a named extended access list extl that permits ICMP packets from any source to 10.1.1.0
0.0.0.255 and denies all UDP packets.

'"HYLFARQILJ LSDFFHVV OHJWH Q GHH[®V
'"HYLFARQILJ H[W QDB® UPLVFP DQ\ ORJ
'"HYLFARQILJ H[W QDBMHQXGDQ\DQ\ORJ

'"HYLFARQILJ VWG QDR W

'"HYLFARQILJ LOQWHUIDDRHDELWHWKHUQHW
'"HYLFARQILJ LI LSDFFHVV JURKS LQ

This is a an example of a log for an extended ACL:

6(& ,3%$&&(66/2*'3 OLWNW SHUPLW WFRSS !

SDFNHW
6(& ,3%$&&(66/2*'3 OLWNW SHUPLW WFRSS !

SDFNHWV
6(& ,3%$&&(66/2*3 OLVHYW GHQLIKG S ! SDFNHW
6(& ,3%$&&(66/2*3 OLVANW GHQLHKG S ! SDENHWV

Note that all logging entries for IP ACLs start with %SEC-6-IPACCESSLOG with minor variations in format
depending on the kind of ACL and the access entry that has been matched.

This is an example of an output message when the log-input keyword is entered:

6(& ,3%$&&(66/2*'3 OLMW SXW CGRHU P LW WHRGS 90DQ HI D

SDFNHW

A log message for the same sort of packet using the log keyword does not include the input interface
information:
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6(&
SDENHW

Configuration Examples

Example: Creating an ACL and

Configuration Examples for ACLs and VLAN Maps .

,3$&&(66/2*'3 OLMW SXWCOSRUUP LW WHRSS !

for ACLs and VLAN Maps
a VLAN Map to Deny a Packet

This example shows how to create an ACL and a VLAN map to deny a packet. In the first map, any packets

that match the ipl

ACL (TCP packets) would be dropped. You first create the ip1 ACL to permit any TCP

packet and no other packets. Because there is a match clause for IP packets in the VLAN map, the default
action is to drop any IP packet that does not match any of the match clauses.

'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ

Example: Creating an ACL and

LSDFFHVV OHJWHQ GLEG
H[W QDFS® UPLMFDQ\DQ\
H[W QDLW

YODQFFHVV PSS B
DFFHVV PBBW FIKS DG G UHVS/
DFFHVV PDBWLREQRS

a VLAN Map to Permit a Packet

This example shows how to create a VLAN map to permit a packet. ACL ip2 permits UDP packets and any
packets that match the ip2 ACL are forwarded. In this map, any IP packets that did not match any of the
previous ACLs (that is, packets that are not TCP packets or UDP packets) would get dropped.

'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ

LSDFFHVV OHJWH Q GLHG
H[W QDFS® UP LW DQ\DQ\
H[W QDLW

YODQFFHVV PROSSB
DFFHVV PMIW FIKS DG G UHNVS/
DFFHVV PDSWLRRUZDUG

Example: Default Action of Dropping IP Packets and Forwarding MAC Packets

In this example, the VLAN map has a default action of drop for IP packets and a default action of forward

for MAC packets.
the map will have

Used with standard ACL 101 and extended named access lists igmp-match and tcp-match,
the following results:

* Forward all UDP packets

* Drop all IGMP packets

* Forward all TCP packets

* Drop all other IP packets

* Forward all non-IP packets

'"HYLFARQILJ DFFHVV OLVWSHUPL¥G DQ\DQ\
'"HYLFARQILJ LSDFFHVV OENWHQGIH®S PDWFK
'"HYLFARQILJ H[W QDBMUPLWPSDQ\DQ\

'"HYLFHRQILJ DFWLRRUZDUG
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'"HYLFARQILJ H[W QDBS® UPLWMFDQ\DQ\
'"HYLFARQILJ H[W QDFHJLW

'"HYLFARQILJ YODQFFHVV P®BRS LS GHIDXOW
'"HYLFARQILJ DFFHVV PBBWFAKSDGGUHVV
'"HYLFARQILJ DFFHVV PDSWLRRUZDUG
'"HYLFARQILJ DFFHVV PID[&W

'"HYLFARQILJ YODQFFHVV P®BRS LS GHIDXOW
'"HYLFARQILJ DFFHVV PPBWHFAKSDGGUHMVMS PDWFK
'"HYLFARQILJ DFFHVV PDBWLRQRS

'"HYLFHARQILJ DFFHVV PID[EW

'"HYLFARQILJ YODQFFHVV P®BRS LS GHIDXOW
'"HYLFARQILJ DFFHVV PPBWFAKSDGGUHW¥S PDWFK
'"HYLFARQILJ DFFHVV PDSWLRRUZDUG

Example: Default Action of Dropping MAC Packets and Forwarding IP Packets

In this example, the VLAN map has a default action of drop for MAC packets and a default action of forward
for IP packets. Used with MAC extended access lists good-hosts and good-protocols, the map will have the
following results:

» Forward MAC packets from hosts 0000.0c00.0111 and 0000.0c00.0211
» Forward MAC packets with decnet-iv or vines-ip protocols
* Drop all other non-IP packets

* Forward all IP packets

'"HYLFARQILJ PDFDFFHVV OHJWHQGI®RG KRVWYV
'"HYLFARQILJ H[W PDFRMHUPLURVW F DQ\
'"HYLFARQILJ H[W PDFRMHUPLURVW F DQ\
'"HYLFARQILJ H[W QDFHJLW

'"HYLFARQILJ DFWLRRUZDUG

'"HYLFARQILJ H[W PDF@FDFFHVV OENWHQGIRRG SURWRFROV
'"HYLFARQILJ H[W PDFRMHUPLDM\DQ\YLQHV LS
‘"HYLFARQILJ H[W QDMFHJLW

'"HYLFARQILJ YODQFFHVV P®$BRS PDF GHIDXOW
'"HYLFARQILJ DFFHVV PMBWFKDFD GGUHYRRG KRVWYV
'"HYLFARQILJ DFFHVV PDSWLRRUZDUG

'"HYLFARQILJ DFFHVV PID[EW

'"HYLFARQILJ YODQFFHVV P®BRS PDF GHIDXOW
'"HYLFARQILJ DFFHVV PPBWFKDFD GGUHYRRG SURWRFROV
'"HYLFARQILJ DFFHVV PDSWLRRUZDUG

Example: Default Action of Dropping All Packets

In this example, the VLAN map has a default action of drop for all packets (IP and non-IP). Used with access
lists tcp-match and good-hosts from Examples 2 and 3, the map will have the following results:

* Forward all TCP packets

» Forward MAC packets from hosts 0000.0c00.0111 and 0000.0c00.0211
* Drop all other IP packets

* Drop all other MAC packets

'"HYLFHRQILJ YODQFFHVYV P®WBRS DOO GHIDXOW
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'"HYLFHRQILJ DFFHVV PPBWHKSDGGUHWY¥S PDWFK
'"HYLFHRQILJ DFFHVV PDSWLRRUZDUG
'"HYLFHRQILJ DFFHVV PBD[E&W

'"HYLFHARQILJ YODQFFHVYV P®WBRS DOO GHIDXOW
'"HYLFHRQILJ DFFHVV PBBWFKDFDGGUHYVRRG KRVWYV
'HYLFHRQILJ DFFHVV PDBSWLRRUZDUG

Configuration Examples for Using VLAN Maps in Your Network

Example: Wiring Closet Configuration

Figure 9: Wiring Closet Configuration

In a wiring closet configuration, routing might not be enabled on the switch. In this configuration, the switch
can still support a VLAN map and a QoS classification ACL. Assume that Host X and Host Y are in different
VLANSs and are connected to wiring closet switches A and C. Traffic from Host X to Host Y is eventually
being routed by Switch B, a Layer 3 switch with routing enabled. Traffic from Host X to Host Y can be
access-controlled at the traffic entry point,

Switch A.

If you do not want HTTP traffic switched from Host X to Host Y, you can configure a VLAN map on Switch
A to drop all HTTP traffic from Host X (IP address 10.1.1.32) to Host Y (IP address 10.1.1.34) at Switch A
and not bridge it to Switch B.

First, define the IP access list http that permits (matches) any TCP traffic on the HTTP port.

'"HYLFHARQILJ LSDFFHVV OH{WHQGKMEW S
'"HYLFHARQILJ H[W QDB®UPLWF XRVW KRVW HTZZZ
'"HYLFHARQILJ H[W QDMHJPLW

Next, create VLAN access map map2so that traffic that matches the httpaccess list is dropped and all other
IP traffic is forwarded.

'"HYLFHRQILJ YODQFFHVV PHEIBS
'HYLFHRQILJ DFFHVV PEPBWHKSDGGUHKWWS
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'"HYLFHRQILJ DFFHVV PDEBSWLREQRS
'"HYLFHRQILJ DFFHVV P& W

'HYLFHARQILJ LSDFFHVV OHNWHQGRIBBWFKBDOO
'"HYLFHRQILJ H[W QDB®IUPLVE DQ\DQ\
'"HYLFHRQILJ H[W QDHQLW

'"HYLFHRQILJ YODQFFHVV PHBIBS

'HYLFHARQILJ DFFHVV PBDBWHKS DGGUHRNWFKBDOO

'"HYLFHARQILJ DFFHVV PDSWLRRUZDUG
Then, apply VLAN access map map2to VLAN 1.
'"HYLFHRQILJ YODQLOWHRDS YODQ

Example: Restricting Access to a Server on Another VLAN

Figure 10: Restricting Access to a Server on Another VLAN

Configuring IPv4 ACLs |

You can restrict access to a server on another VLAN. For example, server 10.1.1.100 in VLAN 10 needs to

have access denied to these hosts:

* Hosts in subnet 10.1.2.0/8 in VLAN 20 should not have access.
* Hosts 10.1.1.4 and 10.1.1.8 in VLAN 10 should not have access.

Example: Denying Access to a Server on Another VLAN

This example shows how to deny access to a server on another VLAN by creating the VLAN map SERVER
1 that denies access to hosts in subnet 10.1.2.0.8, host 10.1.1.4, and host 10.1.1.8 and permits other IP traffic.

The final step is to apply the map SERVER1 to VLAN 10.
Define the IP ACL that will match the correct packets.

'"HYLFARQILJ LSDFFHVV OENWHQGEH{69(5 B$&/
'"HYLFARQILJ H[W QDFBOHUP LB

'HYLFHARQILJ H[W QDFOHUPLVE KRVW KRVW
'"HYLFHRQILJ H[W QDFOHUPLVB KRVW KRVW

'"HYLFHARQILJ H[W QDFB[LW
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Define a VLAN map using this ACL that will drop IP packets that match SERVER1_ACL and forward IP
packets that do not match the ACL.

'"HYLFHARQILJ YODQFFHVV PEOXS9(5 B0$3
'"HYLFHRQILJ DFFHVV PDBWHKSDGGUH&MW9 (5 B$&/
'HYLFHRQILJ DFFHVV PDBSWLREQRS

'"HYLFHRQILJ YODQFFHVV PAXS9(5 B0$3
'"HYLFHRQILJ DFFHVV PDSWLRRUZDUG
'"HYLFHRQILJ DFFHVV PBD[E&W

Apply the VLAN map to VLAN 10.

'"HYLFARQILJ YODQOWHA[59(5 BO$BODQ OLVW

Configuration Examples of Router ACLs and VLAN Maps Applied to VLANs

This section gives examples of applying router ACLs and VLAN maps to a VLAN for switched, bridged,
routed, and multicast packets. Although the following illustrations show packets being forwarded to their
destination, each time the packet’s path crosses a line indicating a VLAN map or an ACL, it is also possible
that the packet might be dropped, rather than forwarded.

Example: ACLs and Switched Packets

Figure 11: Applying ACLs on Switched Packets

This example shows how an ACL is applied on packets that are switched within a VLAN. Packets switched
within the VLAN without being routed or forwarded by fallback bridging are only subject to the VLAN map
of the input VLAN.
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Example: ACLs and Bridged Packets

Figure 12: Applying ACLs on Bridged Packets

This example shows how an ACL is applied on fallback-bridged packets. For bridged packets, only Layer 2
ACLs are applied to the input VLAN. Only non-IP, non-ARP packets can be fallback-bridged.

Example: ACLs and Routed Packets

Figure 13: Applying ACLs on Routed Packets

This example shows how ACLs are applied on routed packets. The ACLs are applied in this order:
1. VLAN map for input VLAN

2. Input router ACL

3. Output router ACL

4. VLAN map for output VLAN
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Example: ACLs and Multicast Packets

Figure 14: Applying ACLs on Multicast Packets

This example shows how ACLs are applied on packets that are replicated for IP multicasting. A multicast
packet being routed has two different kinds of filters applied: one for destinations that are other ports in the
input VLAN and another for each of the destinations that are in other VLANS to which the packet has been
routed. The packet might be routed to more than one output VLAN, in which case a different router output
ACL and VLAN map would apply for each destination VLAN. The final result is that the packet might be
permitted in some of the output VLANS and not in others. A copy of the packet is forwarded to those
destinations where it is permitted. However, if the input VLAN map drops the packet, no destination receives
a copy of the packet.
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Configuring IPv6 ACLs

* [Pv6 ACLs Overview, on page 189

* Restrictions for IPv6 ACLs, on page 192

* Default Configuration for IPv6 ACLs , on page 192
* Configuring IPv6 ACLs, on page 193

* Attaching an IPv6 ACL to an Interface, on page 196
* Configuring a VLAN Map, on page 198

» Applying a VLAN Map to a VLAN, on page 199

* Monitoring IPv6 ACLs, on page 200

IPv6 ACLs Overview

You can filter IP Version 6 (IPv6) traffic by creating IPv6 access control lists (ACLs) and applying them to
interfaces similar to how you create and apply IP Version 4 (IPv4) named ACLs. You can also create and
apply input router ACLs to filter Layer 3 management traffic when the switch is running IP base and LAN
base feature sets.

A switch supports three types of [IPv6 ACLs:

* [Pv6 router ACLs are supported on outbound or inbound traffic on Layer 3 interfaces, which can be
routed ports, switch virtual interfaces (SVIs), or Layer 3 EtherChannels. IPv6 router ACLs apply only
to IPv6 packets that are routed.

* [Pv6 port ACLs are supported on outbound and inbound Layer 2 interfaces. IPv6 port ACLs are applied
to all IPv6 packets entering the interface.

* VLAN ACLs or VLAN maps access-control all packets in a VLAN. You can use VLAN maps to filter
traffic between devices in the same VLAN. ACL VLAN maps are applied on L2 VLANs. VLAN maps
are configured to provide access control based on Layer 3 addresses for IPv6. Unsupported protocols
are access-controlled through MAC addresses using Ethernet ACEs. After a VLAN map is applied to a
VLAN, all packets entering the VLAN are checked against the VLAN map.

The switch supports VLAN ACLs (VLAN maps) for IPv6 traffic.

You can apply both [Pv4 and IPv6 ACLs to an interface. As with [IPv4 ACLs, IPv6 port ACLs take precedence
over router ACLs.
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Switch Stacks and IPv6 ACLs

The active switch supports IPv6 ACLs in hardware and distributes the IPv6 ACLs to the stack members.

If a standby switch takes over as the active switch, it distributes the ACL configuration to all stack members.
The member switches sync up the configuration distributed by the new active switch and flush out entries
that are not required.

When an ACL is modified, attached to, or detached from an interface, the active switch distributes the change
to all stack members.

ACL Precedence

When VLAN maps, Port ACLs, and router ACLs are configured on the same switch, the filtering precedence,
from greatest to least for ingress traffic is port ACL, VLAN map, and then router ACL. For egress traffic, the
filtering precedence is router ACL, VLAN map, and then port ACL.

The following examples describe simple use cases:

* When both an input port ACL and a VLAN map are applied, incoming packets received on ports with a
port ACL applied are filtered by the port ACL. Other packets are filtered by the VLAN map

* When an input router ACL and input port ACL exist in a switch virtual interface (SVI), incoming packets
received on ports to which a port ACL is applied are filtered by the port ACL. Incoming routed IP packets
received on other ports are filtered by the router ACL. Other packets are not filtered.

* When an output router ACL and input port ACL exist in an SVI, incoming packets received on the ports
to which a port ACL is applied are filtered by the port ACL. Outgoing routed IP packets are filtered by
the router ACL. Other packets are not filtered.

* When a VLAN map, input router ACL, and input port ACL exist in an SVI, incoming packets received
on the ports to which a port ACL is applied are only filtered by the port ACL. Incoming routed IP packets
received on other ports are filtered by both the VLAN map and the router ACL. Other packets are filtered
only by the VLAN map.

* When a VLAN map, output router ACL, and input port ACL exist in an SVI, incoming packets received
on the ports to which a port ACL is applied are only filtered by the port ACL. Outgoing routed IP packets
are filtered by both the VLAN map and the router ACL. Other packets are filtered only by the VLAN
map.

VLAN Maps

VLAN ACLs or VLAN maps are used to control network traffic within a VLAN. You can apply VLAN maps
to all packets that are bridged within a VLAN in the switch or switch stack. VACLs are strictly for security
packet filtering and for redirecting traffic to specific physical interfaces. VACLs are not defined by direction
(ingress or egress).

All non-IP protocols are access-controlled through MAC addresses and Ethertype using MAC VLAN maps.
(IP traffic is not access controlled by MAC VLAN maps.) You can enforce VLAN maps only on packets
going through the switch; you cannot enforce VLAN maps on traffic between hosts on a hub or on another
switch connected to this switch.

With VLAN maps, forwarding of packets is permitted or denied, based on the action specified in the map.
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Figure 15: Using VLAN Maps to Control Traffic

This figure shows how a VLAN map is applied to prevent a specific type of traffic from Host A in VLAN 10
from being forwarded. You can apply only one VLAN map to a VLAN.

Hitless TCAM Update

The Hitless TCAM update for IPv4 and IPv6 provides the capability to apply existing features to the incoming
traffic while updating new features in the TCAM. Any change in IPv4 and IPv6 ACL on a given interface
would trigger a reprogramming of TCAM.

Starting with Cisco I0S XE Fuji 16.8.1a, Hitless TCAM update is enabled.
This feature is always enabled. You cannot disable this feature.
The Hitless TCAM update follows the below ACL change rules:

* If there are value compare unit (VCU) registers in use from ACEs with layer 4 operators, there could be
a few packet drops during the change.

» If there are not enough VCU bits remaining to add a second set of access control entries and if there is
not enough space in TCAM to expand these entries, the old ACL change method will apply; which will
drop all packets, delete the old ACL, add the new ACL entries into TCAM, and then remove the entry
that is causing the packets to drop.

» If there is not enough space in TCAM to add the modified entries, the old ACL change method will
automatically be applied.

Note * To perform Hitless ACL update for an IPv4 ACL which has X number of
ACEs, TCAM should have a free space for accommodating X+1 entries.

* To perform Hitless ACL update for an IPv6 ACL which has X number of
ACEs, TCAM should have a free space for accommodating 2X+2 entries.

Interactions with Other Features and Switches

« If an IPv6 router ACL is configured to deny a packet, the packet is not routed. A copy of the packet is
sent to the Internet Control Message Protocol (ICMP) queue to generate an ICMP unreachable message
for the frame.

* If a bridged frame is to be dropped due to a port ACL, the frame is not bridged.
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* You can create both IPv4 and IPv6 ACLs on a switch or switch stack, and you can apply both IPv4 and
IPv6 ACLs to the same interface. Each ACL must have a unique name; an error message appears if you
try to use a name that is already configured.

You use different commands to create IPv4 and IPv6 ACLs and to attach IPv4 or IPv6 ACLs to the same
Layer 2 or Layer 3 interface. If you use the wrong command to attach an ACL (for example, an [Pv4
command to attach an IPv6 ACL), you receive an error message.

* You cannot use MAC ACLs to filter [Pv6 frames. MAC ACLs can only filter non-IP frames.

* If the hardware memory is full, packets are dropped on the interface and an unload error message is
logged.

Restrictions for IPv6 ACLs

With IPv4, you can configure standard and extended numbered IP ACLs, named IP ACLs, and MAC ACLs.
[Pv6 supports only named ACLs.

The switch supports most Cisco IOS-supported IPv6 ACLs with some exceptions:

* The switch does not support matching on these keywords: routing header, and undeter mined-transport.
* The switch does not support reflexive ACLs (the reflect keyword).

* This release supports port ACLs, router ACLs and VLAN ACLs (VLAN maps) for IPv6.

* The switch does not apply MAC-based ACLs on IPv6 frames.

» When configuring an ACL, there is no restriction on keywords entered in the ACL, regardless of whether
or not they are supported on the platform. When you apply the ACL to an interface that requires hardware
forwarding (physical ports or SVIs), the switch checks to determine whether or not the ACL can be
supported on the interface. If not, attaching the ACL is rejected.

* Ifan ACL is applied to an interface and you attempt to add an access control entry (ACE) with an
unsupported keyword, the switch does not allow the ACE to be added to the ACL that is currently attached
to the interface.

IPv6 ACLs on the switch have these characteristics:
* Fragmented frames (the fragments keyword as in IPv4) are supported
* The same statistics supported in IPv4 are supported for [IPv6 ACLs.
» If the switch runs out of hardware space, the packets associated with the ACL are dropped on the interface.
* Logging is supported for router ACLs, but not for port ACLs.

* The switch supports IPv6 address-matching for a full range of prefix-lengths.

Default Configuration for IPv6 ACLs

The default IPv6 ACL configuration is as follows:
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6ZLWFRKRDFFHVV OLSWIWDXWKBLSY BDFO
,3Y DFFHVO/LVWUHDXWKBLSY BIDEXVHU
SHUPLWG DQ\DQ\HTGRPDIMHTXHQFH
SHUPLWFDQ\DQ\HTGRPDIMHTXHQFH
SHUPLWPDQ\DQ\QG QVHTXHQFH
SHUPLWPDQ\DQ\QG QBHTXHQFH
SHUPLWPDQ\DQ\WURXWHU VROLF L WD TWHREF H
SHUPLWPDQ\DQ\URXWHU DGYHUW VWA RXKHQWH
SHUPLWFP D Q\DQ\UHGLUHFMTXHQFH

SHUPLWG DQ\HT DQ\HT VHTXHQFH
SHUPLWG DQ\HT DQ\HT VHTXHQFH
GHQLSY DQ\DQ\WHTXHQFH

Configuring IPv6 ACLs

To filter IPv6 traffic, perform this procedure:

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHHUPLQDO
Step 3 [no]{ipv6 access-list list-name client Defines an IPv6 ACL name, and enters IPv6
per mit-control-packets log-update access list configuration mode.
threshold| role-based list-name
Example:
'"HYLFHARQILJ LSY DFFHVV OLVW
H[DPSOHBDFOBOLVW
Step 4 [no]{deny | permit} protocol Enter deny or permit to specify whether to
{source-ipv6-pefix/ |prefix-lengthjany deny or permit the packet if conditions are
threshold| host source-ipv6-addess [ matched. These are the conditions:
op ere_itor .[ po_rt-number]] { * For protocol, enter the name or number
destination-ipv6-pefix/ prefix-length| any | ofan IP: ah iCMD. IOV, DeD. StC
host destination-ipv6-addisg [operator - anp, €D, ICMP, IPV6, pep, SLep,
tep, or udp, or an integer in the range 0
[port-numbet][dscp valug [fragments] [log] .
. . to 255 representing an IPv6 protocol
[log-input] [routing] [sequence valu€]
. number.
[time-range namg
« The source-ipv6-pefix/prefix-lengthor
destination-ipv6-pefx/ prefix-lengthis
the source or destination IPv6 network or
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Command or Action

Purpose
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class of networks for which to set deny
or permit conditions, specified in
hexadecimal and using 16-bit values
between colons (see RFC 2373).

Enter any as an abbreviation for the IPv6
prefix ::/0.

For host source-ipv6-addessor
destination-ipv6-addrss enter the source
or destination IPv6 host address for which
to set deny or permit conditions, specified
in hexadecimal using 16-bit values
between colons.

(Optional) For operator, specify an
operand that compares the source or
destination ports of the specified protocol.
Operands are It (less than), gt (greater
than), eq (equal), neq (not equal), and
range.

If the operator follows the
souice-ipv6-pefix/prefix-length
argument, it must match the source port.
If the operator follows the
destination-ipv6prefix/prefix-length
argument, it must match the destination
port.

(Optional) The port-number is a decimal
number from 0 to 65535 or the name of
a TCP or UDP port. You can use TCP
port names only when filtering TCP. You
can use UDP port names only when
filtering UDP.

(Optional) Enter dscp value to match a
differentiated services code point value
against the traffic class value in the
Traffic Class field of each IPv6 packet
header. The acceptable range is from 0 to
63.

(Optional) Enter fragmentsto check
noninitial fragments. This keyword is
visible only if the protocol is ipv6.

(Optional) Enter log to cause an logging
message to be sent to the console about
the packet that matches the entry. Enter
log-input to include the input interface
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Command or Action

Purpose

in the log entry. Logging is supported
only for router ACLs.

* (Optional) Enter routing to specify that
IPv6 packets be routed.

* (Optional) Enter sequence valueto
specify the sequence number for the
access list statement. The acceptable
range is from 1 to 4,294,967,295.

* (Optional) Enter time-range name to
specify the time range that applies to the
deny or permit statement.

Step 5 {deny | permit} tcp (Optional) Define a TCP access list and the
{source-ipv6-pefx/prefix-length| any | host | access conditions.
[SOcLJJth:-er;lIJpr\rgS-ezri(]j]d?jjsgﬁ’]paetrig;?ir VG- Enter tcp for Transmission Control Protocol.
?eﬁx Jprefx-length| any | host P The parameters are the same as those described
Sestingtion-ipvg—a d dISy § [operator in Step 3a, with these additional optional
[port-numbeti] [ack] [dscp valug parameters:

[established] [fin] [log] [log-input] [neq » ack: Acknowledgment bit set.

{port | protocol}] [psh] [range {port | : ) ) )

protocol}] [rst] [routing] [sequencevalug | ° istabiliwed. An_‘zsttl?blTlsgsddC?nnecuﬁn'
n1 [time-range name fur match occurs if the atagram has

[syn] g 4lurgl the ACK or RST bits set.

« fin: Finished bit set; no more data from
sender.

* neq { port |protocol }: Matches only
packets that are not on a given port
number.

* psh—Push function bit set.

e range { port|protocol}: Matches only
packets in the port number range.

* rst: Reset bit set.

* syn: Synchronize bit set.

+ urg: Urgent pointer bit set.

Step 6 {deny | permit} udp (Optional) Define a UDP access list and the

{source-ipv6-pefx/prefix-length| any | host
source-ipv6-addess [operator [port-numbet]
{destination-ipv6-pefx/prefix-length| any |
host destination-ipv6-addisg [operator
[port-numbet] [dscp valug] [log] [log-input]
[neq {port| protocol}] [range {port|

access conditions.

Enter udp for the User Datagram Protocol.
The UDP parameters are the same as those
described for TCP, except that the [operator
[port]] port number or name must be a UDP
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Command or Action

Purpose

protocol}] [routing] [sequence valu€]
[time-range namd]

port number or name, and the established
parameter is not valid for UDP.

Step 7

{deny | permit} icmp
{source-ipv6-pefix/prefix-length| any | host
source-ipv6-addesg [operator [port-numbet]
{destination-ipv6-pefix/prefix-length| any |
host destination-ipv6-addrssg [operator
[port-numbeti] [icmp-typelicmp-codé |
icmp-message] [dscp valug [log] [log-input]
[routing] [sequencevalu€ [time-rangenamé

(Optional) Define an ICMP access list and the
access conditions.

Enter icmp for Internet Control Message
Protocol. The ICMP parameters are the same
as those described for most IP protocols in Step
1, with the addition of the ICMP message type
and code parameters. These optional keywords
have these meanings:

* icmp-type Enter to filter by ICMP
message type, a number from 0 to 255.

* icmp-code Enter to filter ICMP packets
that are filtered by the ICMP message
code type, a number from 0 to 255.

* icmp-messge: Enter to filter ICMP
packets by the ICMP message type name
or the ICMP message type and code
name. To see a list of ICMP message type
names and code names, use the ? key or
see command reference for this release.

Step 8

end

Return to privileged EXEC mode.

Step 9

show ipv6 access-list

Verify the access list configuration.

Step 10

show running-config

Example:

'"HYLFHVKRIXQQLQJ FRQILJ

Verifies your entries.

Step 11

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Attaching an IPv6 ACL to an Interface

You can apply an ACL to outbound or inbound traffic on Layer 3 interfaces, or to inbound traffic on Layer
2 interfaces. You can also apply ACLs only to inbound management traffic on Layer 3 interfaces.

Follow these steps to control access to an interface.
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Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 interface interface-id Identify a Layer 2 interface (for port ACLs) or
Layer 3 interface (for router ACLs) on which
to apply an access list, and enter interface
configuration mode.
Step 4 no switchport If applying a router ACL, this changes the
interface from Layer 2 mode (the default) to
Layer 3 mode.
Step 5 ipv6 address ipv6-addess Configure an IPv6 address on a Layer 3
interface (for router ACLs).
Step 6 ipv6 traffic-filter access-list-naméin | out} | Apply the access list to incoming or outgoing
traffic on the interface.
Step 7 end Returns to privileged EXEC mode.
Example:
'"HYLFHARQILJ HQG
Step 8 show running-config Verifies your entries.
Example:
'"HYLFHVKRIXQQLQJ FRQILJ
Step 9 copy running-config startup-config (Optional) Saves your entries in the

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

configuration file.
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Configuring a VLAN Map

To create a VLAN map and apply it to one or more VLANS, perform these steps:

Before you begin

Create the [Pv6 ACL that you want to apply to the VLAN.

Procedure

Configuring IPv6 ACLs |

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

vlan accesss-map name[number ]

Example:

'"HYLFHARQILJ YODQFFHVV PHSSB

Creates a VLAN map, and give it a name and
(optionally) a number. The number is the
sequence number of the entry within the map.

When you create VLAN maps with the same
name, numbers are assigned sequentially in
increments of 10. When modifying or deleting
maps, you can enter the number of the map
entry that you want to modify or delete.

VLAN maps do not use the specific permit or
deny keywords. To deny a packet by using
VLAN maps, create an ACL that would match
the packet, and set the action to drop. A permit
in the ACL counts as a match. A deny in the
ACL means no match.

Entering this command changes to access-map
configuration mode.

Step 4
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match {ip | ipv6 | mac} address {name|
numbet [name| numbet

Example:

'"HYLFHRQILJ DFFHVV PBBWFHKSY
DGGUHISBQHW

Match the packet against one or more access
lists. Note that packets are only matched against
access lists of the correct protocol type. IP
packets are matched against IP access lists.
Non-IP packets are only matched against named
MAC access lists.
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Command or Action

Purpose

Note If the VLAN map is configured with
a match clause for a type of packet
(IP or MAC) and the map action is
drop, all packets that match the type
are dropped. If the VLAN map has
no match clause, and the configured
action is drop, all IP and Layer 2
packets are dropped.

Step 5

Enter one of the following commands to specify
an IP packet or a non-IP packet (with only a
known MAC address) and to match the packet
against one or more ACLs:

« action { forward}

'"HYLFHRQILJ DFFHVV PDFBSWLR
IRUZDUG

« action { drop}

'"HYLFHRQILJ DFFHVV PDBSWLR
GURS

Sets the action for the map entry.

Q

Q

Step 6

vlan filter mapnamevlan-list list

Example:

'"HYLFHRQILJ YODQLOWHRDS
YODQ OLVW

Applies the VLAN map to one or more VLAN
IDs.

The list can be a single VLAN ID (22), a
consecutive list (10-22), or a string of VLAN
IDs (12,22, 30). Spaces around the comma and
hyphen are optional.

Applying a VLAN Map to a VLAN

Beginning in privileged EXEC mode, follow these steps to apply a VLAN map to one or more VLANS:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Enters global configuration mode.
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Command or Action Purpose
'"HYLFHFRQILIJXWHUPLQDO
Step 3 vlan filter mapnamevlan-list list Applies the VLAN map to one or more VLAN
IDs.
Example:
The list can be a single VLAN ID (22), a
'"HYLFHARQILJ YODQOWHRDS consecutive list (10-22), or a string of VLAN
YODQ OLVW IDs (12,22, 30). Spaces around the comma and
hyphen are optional.
Step 4 end Returns to privileged EXEC mode.
Example:
'"HYLFARQILJ HQG
Step 5 show running-config Displays the access list configuration.
Example:
'"HYLFHVKRZ XQQLQJ FRQILJ
Step 6 copy running-config startup-config (Optional) Saves your entries in the
configuration file.
Example:
'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Monitoring IPv6 ACLs

You can display information about all configured access lists, all IPv6 access lists, or a specific access list by
using one or more of the privileged EXEC commands shown in the table below:

Table 20: show ACL commands

Command

Purpose

show access-lists

Displays all access lists configured on the switch.

show ipv6 access-list [access-list-nanie

Displays all configured IPv6 access lists or the access
list specified by name.

show vlan access-map [map-namég

Displays VLAN access map configuration.

show vlan filter [access-map access-mapvlan

vlan-id]

Displays the mapping between VACLs and VLANSs.
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This is an example of the output from the show access-lists privileged EXEC command. The output
shows all access lists that are configured on the switch or switch stack.

6ZLWFKVKRDFFHVV OLVWYV
(IWHQGHGDFFHVWWLVWHOOR
SHUP LS DQ\DQ\
,3Y DFFHVWO/LVWSY
SHUPLVBY DQ\DQ\WHTXHQFH

This is an example of the output from the show ipv6 access-ist privileged EXEC command. The
output shows only IPv6 access lists configured on the switch or switch stack

6ZLWFR KRZSY DFFHVV OLVW

,3Y DFFHVOLVWQERXQG
SHUPLWF®DQ\DQ\HTEJS PDWFKHMITXHQFH
SHUPLWFDQ\DQ\HTWHOQHW PDWFKHAM TXHQFH
SHUPLWG DQ\DQ\WHTXHQFH

,3Y DFFHVOILVWRXWERXQG
GHQXGDQ\DQ\WHTXHQFH
GHQWFDQ\DQ\HTWHOQHMMTXHQFH

This is an example of the output from the show vlan access-map privileged EXEC command. The
output shows VLAN access map information.

6ZLWFKRKRXODQFFHVV PDS
90DQ@FFHVV PPS
ODWFKODXVHV
LSY DGGUHWS
$FWLRGQURS
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Configuring DHCP

* Restrictions for Configuring DHCP, on page 203

* Information About DHCP, on page 203

* How to Configure DHCP Features, on page 210

* Configuring DHCP Server Port-Based Address Allocation, on page 216

Restrictions for Configuring DHCP

We recommend that you do not use transmit (Tx) Switched Port Analyzer (SPAN) or egress SPAN that
supports DHCP Snooping, DHCP Relay Agent. If SPAN at Tx is required, avoid using VLAN ports that are
in the forwarding path for DHCP packets.

Information About DHCP

DHCP Server

The DHCP server assigns IP addresses from specified address pools on a switch or router to DHCP clients
and manages them. If the DHCP server cannot give the DHCP client the requested configuration parameters
from its database, it forwards the request to one or more secondary DHCP servers defined by the network
administrator. The switch can act as a DHCP server.

DHCP Relay Agent

A DHCP relay agent is a Layer 3 device that forwards DHCP packets between clients and servers. Relay
agents forward requests and replies between clients and servers when they are not on the same physical subnet.
Relay agent forwarding is different from the normal Layer 2 forwarding, in which IP datagrams are switched
transparently between networks. Relay agents receive DHCP messages and generate new DHCP messages
to send on output interfaces.
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DHCP Snooping

DHCP snooping is a DHCP security feature that provides network security by filtering untrusted DHCP
messages and by building and maintaining a DHCP snooping binding database, also referred to as a DHCP
snooping binding table.

DHCP snooping acts like a firewall between untrusted hosts and DHCP servers. You use DHCP snooping to
differentiate between untrusted interfaces connected to the end user and trusted interfaces connected to the
DHCEP server or another switch.

Note

For DHCP snooping to function properly, all DHCP servers must be connected to the switch through trusted
interfaces.

An untrusted DHCP message is a message that is received through an untrusted interface. By default, the
switch considers all interfaces untrusted. So, the switch must be configured to trust some interfaces to use
DHCP Snooping. When you use DHCP snooping in a service-provider environment, an untrusted message
is sent from a device that is not in the service-provider network, such as a customer’s switch. Messages from
unknown devices are untrusted because they can be sources of traffic attacks.

The DHCP snooping binding database has the MAC address, the IP address, the lease time, the binding type,
the VLAN number, and the interface information that corresponds to the local untrusted interfaces of a switch.
It does not have information regarding hosts interconnected with a trusted interface.

In a service-provider network, an example of an interface you might configure as trusted is one connected to
a port on a device in the same network. An example of an untrusted interface is one that is connected to an
untrusted interface in the network or to an interface on a device that is not in the network.

When a switch receives a packet on an untrusted interface and the interface belongs to a VLAN in which
DHCP snooping is enabled, the switch compares the source MAC address and the DHCP client hardware
address. If the addresses match (the default), the switch forwards the packet. If the addresses do not match,
the switch drops the packet.

The switch drops a DHCP packet when one of these situations occurs:

* A packet from a DHCP server, such as a DHCPOFFER, DHCPACK, DHCPNAK, or
DHCPLEASEQUERY packet, is received from outside the network or firewall.

* A packet is received on an untrusted interface, and the source MAC address and the DHCP client hardware
address do not match.

* The switch receives a DHCPRELEASE or DHCPDECLINE broadcast message that has a MAC address
in the DHCP snooping binding database, but the interface information in the binding database does not
match the interface on which the message was received.

» A DHCP relay agent forwards a DHCP packet that includes a relay-agent IP address that is not 0.0.0.0,
or the relay agent forwards a packet that includes option-82 information to an untrusted port.

* The maximum snooping queue size of 1000 is exceeded when DHCP snooping is enabled.

Note This is applicable from Cisco I0OS XE Denali 16.1.x release onwards.
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If the switch is an aggregation switch supporting DHCP snooping and is connected to an edge switch that is
inserting DHCP option-82 information, the switch drops packets with option-82 information when packets
are received on an untrusted interface. If DHCP snooping is enabled and packets are received on a trusted
port, the aggregation switch does not learn the DHCP snooping bindings for connected devices and cannot
build a complete DHCP snooping binding database.

When an aggregation switch can be connected to an edge switch through an untrusted interface and you enter
the ip dhcp snooping infor mation option allow-untrusted global configuration command, the aggregation
switch accepts packets with option-82 information from the edge switch. The aggregation switch learns the
bindings for hosts connected through an untrusted switch interface. The DHCP security features, such as
dynamic ARP inspection or IP source guard, can still be enabled on the aggregation switch while the switch
receives packets with option-82 information on untrusted input interfaces to which hosts are connected. The
port on the edge switch that connects to the aggregation switch must be configured as a trusted interface.

Option-82 Data Insertion

In residential, metropolitan Ethernet-access environments, DHCP can centrally manage the IP address
assignments for a large number of subscribers. When the DHCP option-82 feature is enabled on the switch,
a subscriber device is identified by the switch port through which it connects to the network (in addition to
its MAC address). Multiple hosts on the subscriber LAN can be connected to the same port on the access
switch and are uniquely identified.

Note

The DHCP option-82 feature is supported only when DHCP snooping is globally enabled on the VLANSs to
which subscriber devices using option-82 are assigned.

The following illustration shows a metropolitan Ethernet network in which a centralized DHCP server assigns
IP addresses to subscribers connected to the switch at the access layer. Because the DHCP clients and their
associated DHCP server do not reside on the same IP network or subnet, a DHCP relay agent (the Catalyst
switch) is configured with a helper address to enable broadcast forwarding and to transfer DHCP messages
between the clients and the server.

Figure 16: DHCP Relay Agent in a Metropolitan Ethernet Network

When you enable the DHCP snooping information option 82 on the switch, the following sequence of
events occurs:

* The host (DHCP client) generates a DHCP request and broadcasts it on the network.
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* When the switch receives the DHCP request, it adds the option-82 information in the packet. By default,
the remote-1D suboption is the switch MAC address, and the circuit-ID suboption is the port identifier,
vlan-mod-port, from which the packet is received. You can configure the remote ID and circuit ID.

» If the IP address of the relay agent is configured, the switch adds this I[P address in the DHCP packet.
* The switch forwards the DHCP request that includes the option-82 field to the DHCP server.

» The DHCP server receives the packet. If the server is option-82-capable, it can use the remote ID, the
circuit ID, or both to assign IP addresses and implement policies, such as restricting the number of P
addresses that can be assigned to a single remote ID or circuit ID. Then the DHCP server echoes the
option-82 field in the DHCP reply.

» The DHCP server unicasts the reply to the switch if the request was relayed to the server by the switch.
The switch verifies that it originally inserted the option-82 data by inspecting the remote ID and possibly
the circuit ID fields. The switch removes the option-82 field and forwards the packet to the switch port
that connects to the DHCP client that sent the DHCP request.

In the default suboption configuration, when the described sequence of events occurs, the values in these
fields do not change (see the illustration,SuboptionPacket Formats:

* Circuit-ID suboption fields
* Suboption type
* Length of the suboption type
* Circuit-ID type

* Length of the circuit-ID type

* Remote-ID suboption fields
* Suboption type
* Length of the suboption type
* Remote-ID type

* Length of the remote-ID type

In the port field of the circuit ID suboption, the port numbers start at 3. For example, on a switch with 24
10/100/1000 ports and four small form-factor pluggable (SFP) module slots, port 3 is the Gigabit Ethernet
1/0/1 port, port 4 is the Gigabit Ethernet 1/0/2 port, and so forth. Port 27 is the SFP module slot Gigabit
Ethernet1/0/25, and so forth.

The illustration, SuboptiorPacket Formats shows the packet formats for the remote-ID suboption and the
circuit-ID suboption when the default suboption configuration is used. For the circuit-ID suboption, the module
number corresponds to the switch number in the stack. The switch uses the packet formats when you globally
enable DHCP snooping and enter the ip dhcp snooping information option global configuration command.
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Figure 17: Suboption Packet Formats

The illustration, UserConfgured SuboptiorPacket Formats,shows the packet formats for user-configured
remote-ID and circuit-ID suboptions The switch uses these packet formats when DHCP snooping is globally
enabled and when the ip dhcp snooping infor mation option format remote-id global configuration command
and theip dhcp snooping vlan infor mation option for mat-type circuit-id string interface configuration
command are entered.

The values for these fields in the packets change from the default values when you configure the remote-1D
and circuit-ID suboptions:

* Circuit-ID suboption fields
* The circuit-ID type is 1.

* The length values are variable, depending on the length of the string that you configure.

* Remote-ID suboption fields

* The remote-ID type is 1.

* The length values are variable, depending on the length of the string that you configure.
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Figure 18: User-Configured Suboption Packet Formats

Cisco 10S DHCP Server Database

During the DHCP-based autoconfiguration process, the designated DHCP server uses the Cisco I0S DHCP
server database. It has IP addresses, address bindings, and configuration parameters, such as the boot file.

An address binding is a mapping between an IP address and a MAC address of a host in the Cisco [OS DHCP
server database. You can manually assign the client IP address, or the DHCP server can allocate an IP address
from a DHCP address pool. For more information about manual and automatic address bindings, see the
“Configuring DHCP” chapter of the CiscolOSIP Confguration Guide Releasel2.4

For procedures to enable and configure the Cisco IOS DHCP server database, see the “DHCP Configuration
Task List” section in the “Configuring DHCP” chapter of the CiscolOSIP Confguration Guide Releasd 2.4

DHCP Snooping Binding Database

When DHCP snooping is enabled, the switch uses the DHCP snooping binding database to store information
about untrusted interfaces. The database can have up to 64,000 bindings.

Each database entry (binding) has an IP address, an associated MAC address, the lease time (in hexadecimal
format), the interface to which the binding applies, and the VLAN to which the interface belongs. The database
agent stores the bindings in a file at a configured location. At the end of each entry is a checksum that accounts
for all the bytes from the start of the file through all the bytes associated with the entry. Each entry is 72 bytes,
followed by a space and then the checksum value.

To keep the bindings when the switch reloads, you must use the DHCP snooping database agent. If the agent
is disabled, dynamic ARP inspection or IP source guard is enabled, and the DHCP snooping binding database
has dynamic bindings, the switch loses its connectivity. If the agent is disabled and only DHCP snooping is
enabled, the switch does not lose its connectivity, but DHCP snooping might not prevent DHCP spoofing
attacks.

When reloading, the switch reads the binding file to build the DHCP snooping binding database. The switch
updates the file when the database changes.

When a switch learns of new bindings or when it loses bindings, the switch immediately updates the entries
in the database. The switch also updates the entries in the binding file. The frequency at which the file is
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updated is based on a configurable delay, and the updates are batched. If the file is not updated in a specified
time (set by the write-delay and cancel-timeout values), the update stops.

This is the format of the file with bindings:

LQLWLDO FKHENVXP!
7<3('+&3 61223,1*
9(56,21

% (*,1

HOWU\ IFKHENVXP !
HOWU\ IFKHENVXP !

HQWU\ QEKHFNVXP Q!
(1

Each entry in the file is tagged with a checksum value that the switch uses to verify the entries when it reads
the file. The initial-checksum entry on the first line distinguishes entries associated with the latest file update
from entries associated with a previous file update.

This is an example of a binding file:

EE F D
7<3('+&3 61223,1*
9(56,21
% (*,1
G F I %% (*L DH IEE
G F | %% (%L EGE |
G Fl %% $%L D |
(1

When the switch starts and the calculated checksum value equals the stored checksum value, the switch reads
entries from the binding file and adds the bindings to its DHCP snooping binding database. The switch ignores
an entry when one of these situations occurs:

* The switch reads the entry and the calculated checksum value does not equal the stored checksum value.
The entry and the ones following it are ignored.

* An entry has an expired lease time (the switch might not remove a binding entry when the lease time
expires).

* The interface in the entry no longer exists on the system.

* The interface is a routed interface or a DHCP snooping-trusted interface.

DHCP Snooping and Switch Stacks

DHCP snooping is managed on the active switch. When a new switch joins the stack, the switch receives the
DHCP snooping configuration from the active switch. When a member switch leaves the stack, all DHCP
snooping address bindings associated with the switch age out.

All snooping statistics are generated on the active switch. If a new active switch is elected, the statistics
counters reset.

When a stack merge occurs, all DHCP snooping bindings in the active switch are lost if it is no longer the
active switch. With a stack partition, the existing active switch is unchanged, and the bindings belonging to
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the partitioned switches age out. The new active switch of the partitioned stack begins processing the new
incoming DHCP packets.

How to Configure DHCP Features

Default DHCP Snooping Configuration

Table 21: Default DHCP Configuration

Feature Default Setting

DHCP server Enabled in Cisco IOS software, requires
conﬁgurationé

DHCP relay agent Enabled’

DHCP packet forwarding address None configured

Checking the relay agent information Enabled (invalid messages are dropped)

DHCEP relay agent forwarding policy Replace the existing relay agent information

DHCP snooping enabled globally Disabled

DHCP snooping information option Enabled

DHCP snooping option to accept packets on untrusted | Disabled
input interfaces®

DHCP snooping limit rate None configured

DHCP snooping trust Untrusted

DHCP snooping VLAN Disabled

DHCP snooping MAC address verification Enabled

Cisco IOS DHCP server binding database Enabled in Cisco 10OS software, requires configuration.
Note The switch gets network addresses and

configuration parameters only from a
device configured as a DHCP server.

DHCP snooping binding database agent Enabled in Cisco 10S software, requires configuration.
This feature is operational only when a destination is
configured.

% The switch responds to DHCP requests only if it is configured as a DHCP server.
7 The switch relays DHCP packets only if the IP address of the DHCP server is configured on the SVI
of the DHCP client.
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8 Use this feature when the switch is an aggregation switch that receives packets with option-82 information
from an edge switch.

DHCP Snooping Configuration Guidelines

» If a switch port is connected to a DHCP server, configure a port as trusted by entering the ip dhcp
snooping trust interface configuration command.

» If a switch port is connected to a DHCP client, configure a port as untrusted by entering the no ip dhcp
snooping trust interface configuration command.

* You can display DHCP snooping statistics by entering the show ip dhcp snooping statisticsuser EXEC
command, and you can clear the snooping statistics counters by entering the clear ip dhcp snooping
statistics privileged EXEC command.

Configuring the DHCP Server

The switch can act as a DHCP server.

For procedures to configure the switch as a DHCP server, see the “Configuring DHCP” section of the “IP
addressing and Services” section of the CiscolOSIP Confguration Guide Releasel 2.4

DHCP Server and Switch Stacks

The DHCP binding database is managed on the stack's active switch. When a new active switch is assigned,
the new active switch downloads the saved binding database from the TETP server. When a switchover
happens, the new active switch stack will use its database file that has been synced from the old active switch
stack using the SSO function. The IP addresses associated with the lost bindings are released. You should
configure an automatic backup by using the ip dhcp database url [timeout seconds$ write-delay secondg
global configuration command.

Configuring the DHCP Relay Agent

Follow these steps to enable the DHCP relay agent on the switch:

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
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Command or Action Purpose
Step 3 service dhep Enables the DHCP server and relay agent on
your switch. By default, this feature is enabled.
Example:
'"HYLFHRQILJ VHUYLBHKFS
Step 4 end Returns to privileged EXEC mode.
Example:
'"HYLFARQILJ HQG
Step 5 show running-config Verifies your entries.
Example:
'"HYLFHVKRIUXQQLQJ FRQILJ
Step 6 copy running-config startup-config (Optional) Saves your entries in the
configuration file.
Example:
'"HYLFHFRSWUXQQLQJ FRQILJ
VWDUWXS FRQILJ
What to do next

See the “Confguring DHCP” section of the “IP Addressing and Services” section of the CiscolOSIP
Coniguration Guide Releasel 2.4 for these procedures:

* Checking (validating) the relay agent information

* Configuring the relay agent forwarding policy

Specifying the Packet Forwarding Address

If the DHCP server and the DHCP clients are on different networks or subnets, you must configure the switch
with the ip helper-address addressinterface configuration command. The general rule is to configure the
command on the Layer 3 interface closest to the client. The address used in the ip helper-address command
can be a specific DHCP server IP address, or it can be the network address if other DHCP servers are on the
destination network segment. Using the network address enables any DHCP server to respond to requests.

Beginning in privileged EXEC mode, follow these steps to specify the packet forwarding address:

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
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Command or Action

Purpose

'"HYLEHHQDEOH

Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHHUPLQDO
Step 3 interface vlan vlan-id Creates a switch virtual interface by entering
a VLAN ID, and enter interface configuration
Example:
mode.
'"HYLFHRQILJ LQWHUIDWHD Q
Step 4 ip addressip-addresssubnet-mask Configures the interface with an IP address
and an IP subnet.
Example:
'"HYLFHRQILJ LI LSDGGUHVV
Step 5 ip helper-address address Specifies the DHCP packet forwarding
address.
Example:
The helper address can be a specific DHCP
'"HYLFHARQILJ LI LSKHOSHU DG G Udewdr address, or it can be the network address
if other DHCP servers are on the destination
network segment. Using the network address
enables other servers to respond to DHCP
requests.
If you have multiple servers, you can configure
one helper address for each server.
Step 6 end Returns to global configuration mode.
Example:
'"HYLFHRQILJ LI HQG
Step 7 Use one of the following: Configures multiple physical ports that are
. connected to the DHCP clients, and enter
« interface range port-range . .
) ) ) interface range configuration mode.
« interface interface-id
or
Example:
Configures a single physical port that is
'"HYLFARQILJ LQWHUIDFH connected to the DHCP client, and enter
JLIDELWHWKHUQHW interface configuration mode.
Step 8 switchport mode access Defines the VLAN membership mode for the

Example:

port.
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Command or Action Purpose

'"HYLFHRQILJ LI VZLWFKSRBW®WH

DFFHVV
Step 9 switchport access vlan vian-id Assigns the ports to the same VLAN as
configured in Step 2.
Example:

'"HYLFARQILJ LI VZLWFKSRB®WHV
YODQ

Step 10 end Returns to privileged EXEC mode.

Example:

'"HYLFRARQILJ LI HQG

Step 11 show running-config Verifies your entries.

Example:

'"HYLFHVKRIXQQLQJ FRQILJ

Step 12 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Prerequisites for Configuring DHCP Snooping and Option 82
The prerequisites for DHCP Snooping and Option 82 are as follows:
* You must globally enable DHCP snooping on the switch.

* Before globally enabling DHCP snooping on the switch, make sure that the devices acting as the DHCP
server and the DHCP relay agent are configured and enabled.

* If you want the switch to respond to DHCP requests, it must be configured as a DHCP server.

* Before configuring the DHCP snooping information option on your switch, be sure to configure the
device that is acting as the DHCP server. You must specify the IP addresses that the DHCP server can
assign or exclude, or you must configure DHCP options for these devices.

» For DHCP snooping to function properly, all DHCP servers must be connected to the switch through
trusted interfaces. In a service-provider network, a trusted interface is connected to a port on a device in
the same network.

* You must configure the switch to use the Cisco IOS DHCP server binding database to use it for DHCP
snooping.

* To use the DHCP snooping option of accepting packets on untrusted inputs, the switch must be an
aggregation switch that receives packets with option-82 information from an edge switch.
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* The following prerequisites apply to DHCP snooping binding database configuration:

* You must configure a destination on the DHCP snooping binding database to use the switch for
DHCP snooping.

*» Because both NVRAM and the flash memory have limited storage capacity, we recommend that
you store the binding file on a TFTP server.

* For network-based URLs (such as TFTP and FTP), you must create an empty file at the configured
URL before the switch can write bindings to the binding file at that URL. See the documentation
for your TFTP server to determine whether you must first create an empty file on the server; some
TFTP servers cannot be configured this way.

* To ensure that the lease time in the database is accurate, we recommend that you enable and configure
Network Time Protocol (NTP).

* [f NTP is configured, the switch writes binding changes to the binding file only when the switch
system clock is synchronized with NTP.

* Before configuring the DHCP relay agent on your switch, make sure to configure the device that is acting
as the DHCP server. You must specify the IP addresses that the DHCP server can assign or exclude,
configure DHCP options for devices, or set up the DHCP database agent.

* If you want the switch to relay DHCP packets, the IP address of the DHCP server must be configured
on the switch virtual interface (SVI) of the DHCP client.

» If a switch port is connected to a DHCP server, configure a port as trusted by entering the ip dhcp
snooping trust interface configuration command.

» If a switch port is connected to a DHCP client, configure a port as untrusted by entering the no ip dhcp
snooping trust interface configuration command.

Enabling the Cisco 10S DHCP Server Database

For procedures to enable and configure the Cisco IOS DHCP server database, see the “DHCP Configuration
Task List” section in the “Configuring DHCP” chapter of the Cisco I0S IP Configuration Guide, Release
124

Monitoring DHCP Snooping Information

Table 22: Commands for Displaying DHCP Information

show ip dhcp snooping Displays the DHCP snooping configuration for a
switch
show ip dhcp snooping binding Displays only the dynamically configured bindings

in the DHCP snooping binding database, also referred
to as a binding table.

show ip dhcp snooping database Displays the DHCP snooping binding database status
and statistics.
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show ip dhcp snooping statistics Displays the DHCP snooping statistics in summary
or detail form.

show ip source binding Display the dynamically and statically configured
bindings.

Note If DHCP snooping is enabled and an interface changes to the down state, the switch does not delete the
statically configured bindings.

Configuring DHCP Server Port-Based Address Allocation

Information About Configuring DHCP Server Port-Based Address Allocation

DHCP server port-based address allocation is a feature that enables DHCP to maintain the same IP address
on an Ethernet switch port regardless of the attached device client identifier or client hardware address.

When Ethernet switches are deployed in the network, they offer connectivity to the directly connected devices.
In some environments, such as on a factory floor, if a device fails, the replacement device must be working
immediately in the existing network. With the current DHCP implementation, there is no guarantee that DHCP
would offer the same IP address to the replacement device. Control, monitoring, and other software expect a
stable IP address associated with each device. If a device is replaced, the address assignment should remain
stable even though the DHCP client has changed.

When configured, the DHCP server port-based address allocation feature ensures that the same IP address is
always offered to the same connected port even as the client identifier or client hardware address changes in
the DHCP messages received on that port. The DHCP protocol recognizes DHCP clients by the client identifier
option in the DHCP packet. Clients that do not include the client identifier option are identified by the client
hardware address. When you configure this feature, the port name of the interface overrides the client identifier
or hardware address and the actual point of connection, the switch port, becomes the client identifier.

In all cases, by connecting the Ethernet cable to the same port, the same IP address is allocated through DHCP
to the attached device.

The DHCP server port-based address allocation feature is only supported on a Cisco IOS DHCP server and
not a third-party server.

Default Port-Based Address Allocation Configuration

By default, DHCP server port-based address allocation is disabled.

Port-Based Address Allocation Configuration Guidelines

* By default, DHCP server port-based address allocation is disabled.

* To restrict assignments from the DHCP pool to preconfigured reservations (unreserved addresses are
not offered to the client and other clients are not served by the pool), you can enter the reserved-only
DHCP pool configuration command.
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Enabling the DHCP Snooping Binding Database Agent

Beginning in privileged EXEC mode, follow these steps to enable and configure the DHCP snooping binding
database agent on the switch:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip dhcp snooping database
{flash[numbet:/filename|
ftp://userpasswod@hostfilename|
http://[[usernamgrasswod] @] {hostnamé
host-ig}[/directory] /image-nametar |
rcp:/luse@hostfilename |
tftp://hostfilename

Example:

'"HYLFARQILJ LSGKFYQRRSLQJ
GDWDEDMMM S VQRRSLQJ

Specifies the URL for the database agent or
the binding file by using one of these forms:

« flash[numbet:/filename

(Optional) Use the numberparameter to
specify the stack member number of the
active switch. The range for numberis 1
to 9.

« ftp://userpasswod@hostfilename

u s * http://[[usernamgasswod] @] {hostname
| host-ip} [/directoryj /image-nametar

« rep:/luse@hostfilename

« tftp://hostfilename

Step 4

ip dhcp snooping database timeout seconds

Example:

'"HYLFHRQILJ LSGKFYQRRSLQJ
GDWDEDMH HRXW

5 Specifies (in seconds) how long to wait for the
database transfer process to finish before
stopping the process.

The default is 300 seconds. The range is 0 to
86400. Use 0 to define an infinite duration,
which means to continue trying the transfer
indefinitely.

Step 5

ip dhcp snooping database write-delay
seconds

Example:

Specifies the duration for which the transfer
should be delayed after the binding database
changes. The range is from 15 to 86400
seconds. The default is 300 seconds (5
minutes).
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Command or Action

Purpose

'"HYLFHARQILJ LSGKFYQRRSLQJ
GDWDEDZVWHWH GHOD\

Step 6

end

Example:

'"HYLFHRQILJ HQG

Returns to privileged EXEC mode.

Step 7

ip dhcp snooping binding mac-addessvlan
vlan-id ip-addressinter face interface-id
expiry seconds

Example:

'"HYLFHLSGKFSQRRSLELQGLQJ
YODQ

LOQWHUIDREH H[SLU\

(Optional) Adds binding entries to the DHCP
snooping binding database. The vlan-id range
is from 1 to 4904. The secondsange is from
1 to 4294967295.

Enter this command for each entry that you
add.

Use this command when you are testing or
debugging the switch.

Step 8

show ip dhcp snooping database [detail]

Example:

'"HYLFHVKRZSGKFYQRRSLQDWDEH
GHWDLO

Displays the status and statistics of the DHCP
snooping binding database agent.

DVH

Step 9

show running-config

Example:

'"HYLFHVKRIXQQLQJ FRQILJ

Verifies your entries.

Step 10

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Enabling DHCP Server Port-Based Address Allocation

Follow these steps to globally enable port-based address allocation and to automatically generate a subscriber
identifier on an interface.

Procedure

Command or Action

Purpose

Step 1

enable
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Command or Action

Purpose

Example:

'"HYLEHHQDEOH

* Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 ip dhcp use subscriber-id client-id Configures the DHCP server to globally use the
Examole: subscriber identifier as the client identifier on
ple: all incoming DHCP messages.
'"HYLFHRQILJ LSGKFVH XEVFULEHU LG
FOLHQW LG
Step 4 ip dhcp subscriber-id interface-name Automatically generates a subscriber identifier
based on the short name of the interface.
Example:
A subscriber identifier configured on a specific
'"HYLFHARQILJ LSGKFY¥XEVFULEHU| inerface takes precedence over this command.
LQWHUIDFH QDPH
Step 5 interface interface-id Specifies the interface to be configured, and
enter interface configuration mode.
Example:
'"HYLFHRQILJ LQWHUIDFH
JLIDELWHWKHUQHW
Step 6 ip dhcp server use subscriber-id client-id Configures the DHCP server to use the
Examole: subscriber identifier as the client identifier on
ple: all incoming DHCP messages on the interface.
'"HYLFHRQILJ LI LSGKFYHUYHKWH
VXEVFULEHBFQIGHQW LG
Step 7 end Returns to privileged EXEC mode.
Example:
'"HYLFARQILJ HQG
Step 8 show running-config Verifies your entries.
Example:
'"HYLFHVKRXIUXQQLQJ FRQILJ
Step 9 copy running-config startup-config (Optional) Saves your entries in the

Example:

configuration file.
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Command or Action

Purpose

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

What to do next

After enabling DHCP port-based address allocation on the switch, use the ip dhcp pool global configuration
command to preassign IP addresses and to associate them to clients.

Monitoring DHCP Server Port-Based Address Allocation

Table 23: Commands for Displaying DHCP Port-Based Address Allocation Information

Command

Purpose

show interface interfaceid

Displays the status and configuration of a specific
interface.

show ip dhcp pool

Displays the DHCP address pools.

show ip dhcp binding

Displays address bindings on the Cisco IOS DHCP
server.
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DHCPv6 Options Support

This module describes the CAPWAP Access Controller DHCPv6 Option (DHCPv6 Option 52), DHCPv6
Client Link-Layer Address Option, and DNS Search List features.

CAPWAP is a standard, interoperable protocol that enables a controller to manage a collection of wireless
access points.

RFC 6939 defines a mechanism to allow first-hop DHCPv6 relay agents (relay agents that are connected to
the same link as the client) to provide the client's link-layer address in DHCPv6 messages being sent towards
the server. This feature is enabled by default, when DHCP relay is configured.

DNS Search List (DNSSL) is a list of Domain Name System (DNS) suffix domain names used by IPv6 hosts
when they perform DNS query searches for short, unqualified domain names.

* Information About DHCPv6 Options Support, on page 221

* How to Configure DHCPv6 Options Support, on page 223

* Configuration Examples for DHCPv6 Options Support, on page 225
* Veritfying DHCPv6 Options Support, on page 225

* Feature Information for DHCPv6 Options Support, on page 227

Information About DHCPv6 Options Support

CAPWAP Access Controller DHCPv6 Option

The Control And Provisioning of Wireless Access Points (CAPWAP) protocol allows lightweight access
points to use DHCPv6 to discover a wireless controller to which it can connect. CAPWAP is a standard,
interoperable protocol that enables a controller to manage a collection of wireless access points.

Wireless access points use the DHCPv6 option 52 (RFC 5417) to supply the IPv6 management interface
addresses of the primary, secondary, and tertiary wireless controllers.

Both stateless and stateful DHCPv6 addressing modes are supported. In stateless mode, access points obtain
[Pv6 address using the Stateless Address AutoConfiguration (SLAAC), while additional network information
(not obtained from router advertisements) is obtained from a DHCPv6 server. In stateful mode, access points
obtain both IPv6 addressing and additional network information exclusively from the DHCPv6 server. In both
modes, a DHCPv6 server is required to provide option 52 if Wireless Controller discovery using DHCPv®6 is
required.
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[l ons search List Option

When the MAX PACKET SIZE exceeds 15, and option 52 is configured, the DHCPv6 server does not send
DHCP packets.

DNS Search List Option

DNS Search List (DNSSL) is a list of Domain Name System (DNS) suffix domain names used by IPv6 hosts
when they perform DNS query searches for short, unqualified domain names. The DNSSL option contains
one or more domain names. All domain names share the same lifetime value, which is the maximum time in
seconds over which this DNSSL may be used. If different lifetime values are required, multiple DNSSL
options can be used. There can be a maximum of 5 DNSSLs.

DHCP messages with long DNSSL names are discarded by the device

Note

If DNS information is available from multiple Router Advertisements (RAs) and/or from DHCP, the host
must maintain an ordered list of this DNS information.

RFC 6106 specifies IPv6 Router Advertisement (RA) options to allow IPv6 routers to advertise a DNS Search
List (DNSSL) to IPv6 hosts for an enhanced DNS configuration.

The DNS lifetime range should be between the maximum RA interval and twice the maximum RA interval,

as displayed in the following example:

PD[UDLQWHUYDOGQWLIHWLPH PD[ UDLQWHUYDO

The maximum RA interval can have a value between 4 and 1800 seconds (the default is 240 seconds). The
following example shows an out-of-range lifetime:

'"HYLFH FRQILJ LUSY QGUDGQWHDURKLVWVV FRP
/JLIHWLPAFRQILIXURXGWR I UDQJHRUWKHQWHUID¥FKDMDWKHGHIDX W [LP X%P$
LQWHUYDO

DHCPv6 Client Link-Layer Address Option

Cisco IOS XE Fuji 16.8.1a supports DHCPv6 Client Link-Layer Address Option (RFC 6939). It defines an
optional mechanism and the related DHCPv6 option to allow first-hop DHCPv6 relay agents (relay agents
that are connected to the same link as the client) to provide the client's link-layer address in DHCPv6 messages
that are sent towards the server.

The Client Link-Layer Address option is only exchanged between relay agents and servers. DHCPv6 clients
are not aware of the use of the Client Link-Layer Address option. The DHCPv6 client must not send the Client
Link-Layer Address option, and must ignore the Client Link-Layer Address option if received.

Each DHCPv6 client and server is identified by a DHCP unique identifier (DUID). The DUID is carried in
the client identifier and server identifier options. The DUID is unique across all DHCP clients and servers,
and it is stable for any specific client or server. DHCPv6 uses DUIDs based on link-layer addresses for both
the client and server identifier. The device uses the MAC address from the lowest-numbered interface to form
the DUID. The network interface is assumed to be permanently attached to the device.
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DHCPv6 Relay Agent

DHCPv6 Relay Agent [

A DHCPv6 relay agent, which may reside on a client link, is used to relay messages between the client and
the server. The DHCPvV6 relay agent operation is transparent to the client. The DHCPv6 client locates a
DHCPvV6 server using a reserved, link-scoped multicast address. For direct communication between the
DHCPv6 client and the DHCPv6 server, both of them must be attached to the same link. However, in some
situations where ease of management, economy, or scalability is a concern, it is desirable to allow a DHCPv6
client to send messages to a DHCPv6 server that is not connected to the same link. IPv6 enable is required
for IPv6 DHCP relay, even if the IPv6 address is configured.

How to Configure DHCPv6 Options Support

Configuring CAPWAP Access Points

Procedure

Command or Action

Purpose

Step 1

enable

Example:
'"HYLFHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:
'"HYLFHFRQILJXWHHUPLQDO

Enters global configuration mode.

Step 3

ipv6 dhcp pool poolname

Example:
'"HYLFH FRQILISY GKFSRRSRRO

Configures a DHCPv6 server configuration
information pool and enters DHCPv6 pool
configuration mode.

Step 4

capwap-ac addressipv6-addess

Example:

'HYLFH FRQILJ GKF8DPSZDS DEGU
"%

Configures CAPWAP access controller address.

HVV

Step 5

end

Example:
'"HYLFH FRQILJ GKFSQG

Exits DHCPv6 pool configuration mode and
returns to privileged EXEC mode.
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Configuring DNS Search List Using IPv6 Router Advertisement Options

Note The domain name configuration should follow RFC 1035. If not, the configuration will be rejected. For
example, the following domain name configuration will result in an error:

'"HYLFH FRQILJ WUSY QGUDGQWHDURKLVWH[DPSOH H[DPSOHQRR®RLWH OLIHWLPH

Use the noipv6 nd ra dns search list name command to delete a single DNS search list under an interface.
Use the no ipv6 nd ra dns search list command to delete all DNS search lists under an interface.

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLFHHQDEOH
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 interface interface-typenterface-number | Configures an interface and enters interface
configuration mode.
Example:
'"HYLFH FRQILIQWHUIDEBDELW(WKHUQHW
Step 4 ipv6 nd prefix ipv6-prefix/prefix-length Configures IPv6 prefixes that are included in
Example: IPv6 Nelghbor Discovery (ND) router
advertisements,
'"HYLFH FRQILJ LUSY QGSUHIL][
"%
Step 5 ipv6 nd ralifetime seconds Configures the device lifetime value in IPv6
router advertisements on an interface.
Example:
'"HYLFH FRQILJ LUSY QGUDOLIHWLPH
Step 6 ipv6 nd ra dnssearch list list-name Configures the DNS search list. You can specify
[infinite-lifetime] the life time of the search list.
Example:
'"HYLFH FRQILJ WUSY QGUDGQWHDUFK
OLVW[DPSOH H[DPSOH FRP
LQILQLWH OLIHWLPH
Step 7 end Exits interface configuration mode and returns
to privileged EXEC mode.
Example:
'"HYLFH FRQILJ LHQG
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What to do next

Use the show ipv6 nd idb interface command to verify the DNS search list configuration based on IPv6 RA
options:

'"HYLFHVKRZSY QGLGELQWHUIDRIDELW(WKHUQHW GHWDD®FDWLRQ&38

ORQ XO .67

LIQDPHL LIK I LIW\SH 9, W\SH S3VHXGRA )$/6(
YUI LG | WDEOH L@H

ODF$GGU G H E EDIVL]IH 9/DQWDNHW)$/6(
OHGLDDPHHWKHOHGLDQFDS [ $53%

ODF/HQJWK OHGLBHDGHHQ OHGLBURWR[GG

&EXUUHQWWFDS | $53%$ OFDVWFDS [ $53%

.39 ,QWHUIDR®DEOH®9 (QDEOH®3/6 'LVDEOHG
/JLQNORFDIDGGUHVYVY G HIlI IH E EDI *ORED¥GGBRXQW
*ORED¥GGUHVVHV [

'"HIDXOSWHILBGGUHVYV 3UHILBGGBRXQW

3UHILDGGUHVVHV [ GE H [ GE H [

5$6SHFLILFRXW&ARXQW
5$6SHFLILFRXWH$SGGUHVYV 3UHILHQIJWK /LIHWLPH BUHIHUHQRBA

5$'16 6HDUFKVWRXQW

5$'16 6HDUFKVW 1DPHH[DPSOH H[DPSOMH IFHRAPLPH
5$'16 6HDUFKVW 1DPHH[DPSOH H[DPSOHLHARPLPH
5$'16 6HDUFKVW 1DPHH[DPSOH H[DPSOHLHRRPLPH

Configuration Examples for DHCPv6 Options Support

Example: Configuring CAPWAP Access Points

The following example shows how to configure a CAPWAP access point:

'"HYLFHHQDEOH
'"HYLFHFRQILIXWHHUPLQDO

'"HYLFH FRQILOUSY GKFSRRSGRRO

'"HYLFH FRQILJ GKF&§PSZDS DEGUHVV "%
'HYLFH FRQILJ GKFHWQG

'"HYLFH

Verifying DHCPv6 Options Support

Verifying Option 52 Support

The following sample output from the show ipv6 dhcp pool command displays the DHCPv6 configuration
pool information:
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'"HYLFHVKRZSY GKFSRRO

‘+&3Y SRROVYU S
6WDWEEQGLQJV

%LQGLLRWUFOLHQW )&S$ & &
,$ 3" %
3UHIL[ GE

SUHIHUUBIGHWLPH
,$ 3 %
3UHIL] GE

DHCPv6 Options Support |

YDOLGLIHWLPH
QRWSHFLILHBEBHLQIVHGEG\

SUHIHUUBIGHWLPH YDOLGLIHWLPH

3UHIL] GE

SUHIHUUBIGHWLPH YDOLGLIHWLPH

3UHIL] GE

SUHIHUUBIGHWLPH YDOLGLIHWLPH

BUHILIJURPSRROORFDO S9DOLGLIHWLPH

16 VHUYHU

16 VHUYHU

&%$3:$3 $&RQWURMIGBUHVV "%
'RPDLQDPHH[DPSOH FRP
'RPDLQDPHH[DPSOH FRP
'RPDLQDPHH[DPSOH FRP
$FWLYRHOLHQWYV

SUHIHUUGIIGIHWLPH

The following example shows how to enable debugging for DHCPv6:

'"HYLFHGHEXWUSY GKF&HWDLO

,3Y '"+&3GHEXJJLOWRQ GHWDLOHG

Troubleshooting DNS Search Lists

Recursive DNS servers and DNS search lists are sent as part of RA messages. Run the I[Pv6 ND traces to
debug any particular issue related to a DNS servers and DNS search lists:

'"HYLFHVKRZSY QGWUDFHRFDWLR Q38

-XQ QG IHYHQW&38 W
[

-XQ QG IHYHQW&38 W

-XQ QG IHYHQW&38 W

-XQ QG IHYHQW&38 W

-XQ QG IHYHQW&38 W

-XQ QG IHYHQW&38 W

-XQ QG IHYHQW&38 W

-XQ QG IHYHQW&38 W

-XQ QG IHYHQW&38 W

SUHIHUHQRH

-XQ QG IHYHQW&38 W

-XQ QG IHYHQW&38 W

RI VDPMWDGQWHUYHRBWLRQ

-XQ QG IHYHQW&38 W

ILUVW

-XQ QG IHYHQW&38 W

OLIHWLPH ILUVW

-XQ QG IHYHQW&38 W

OLIHWLPH SDUWI
VDPHDGQWHDURKLVWSWLRQ

-XQ QG IHYHQW&38 W
OLIHWLPH ILUVW

6HQGLOIWRI RQ*LIJDELW(WKHUQHW
KRSOLPLWOLIHWLPH UHDFKDEGQMHWUDQYV

2Q0L GXWR

YDOLG SUHI

H 2Q0L GXWR
YDOLG SUHI

H 2Q0L GXWR
YDOLG SUHI

UDVSHFLILFRXWHGGUHVY OLIHWLPH

UDGQWHUYHDWGUHVY OLIHWLPH ILUVW
UDGQWHUYHWGUHVY OLIHWLPH SDUW

UDGQWHUYHWWGUHVY OLIHWLPH
UDGQWHDUFRXLVWDPH[DPSOH H[DPSOH FRP

UDGQWHDUFRKLVWDPH[DPSOH H[DPSOH FRP

UDGQWHDUFRKLVWDPH[DPSOH H[DPSOH FRP
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Feature Information for DHCPv6 Options Support .

-XQ QG IHYHQW&38 W QGBVHQGRWMGLRYSDNVL]H SOHQ
-XQ QG IHYHQW&38 W QGBSDNBVNQH LIK
*LIDELW(WKHUQHW [

SULRULWWRLSY LR

-XQ QG IHYHQW&38 W QGBSDNBVNEBQGLODN [ F G ZLWHK?2
)96 VHWVL]H
LIK*LJDELW(WKHUQHW [ WRLSY LR

Feature Information for DHCPv6 Options Support

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use the Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 24: Feature Information for DHCPv6 Options Support

Feature Name Release Feature Information

CAPWAP Access Controller |Cisco IOS XE Fuji 16.8.1a | The CAPWAP protocol allows lightweight
DHCPv6 Option-52 access points to use DHCPv6 to discover a
Wireless Controller to which it can connect.
CAPWAP is a standard, interoperable protocol
that enables a controller to manage a collection
of wireless access points.

This feature was implemented on the
following platforms:

* Cisco Catalyst 3650 Series Switches
* Cisco Catalyst 3850 Series Switches
* Cisco Catalyst 3850 Series Switches
* Cisco Catalyst 9300 Series Switches
* Cisco Catalyst 9400 Series Switches

* Cisco Catalyst 9500 Series Switches
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DHCPv6 Options Support |

Feature Name

Release

Feature Information

Address Option

DHCPv6 Client Link-Layer

Cisco I0S XE Fuji 16.8.1a

The DHCPv6 Client Link-Layer Address
Option (RFC 6939) defines an optional
mechanism and the related DHCPv6 option
to allow first-hop DHCPvV6 relay agents (relay
agents that are connected to the same link as
the client) to provide the client's link-layer
address in the DHCPv6 messages being sent
towards the server.

This feature was implemented on the
following platforms:

* Cisco Catalyst 3650 Series Switches
* Cisco Catalyst 3850 Series Switches
* Cisco Catalyst 9300 Series Switches
* Cisco Catalyst 9400 Series Switches

* Cisco Catalyst 9500 Series Switches

DNS Search List

Cisco I0S XE Fuji 16.8.1a

DNS Search List (DNSSL) is a list of Domain
Name System (DNS) suffix domain names
used by IPv6 hosts when they perform DNS
query searches for short, unqualified domain
names. The DNSSL option contains one or
more domain names.

This feature was implemented on the
following platforms:

* Cisco Catalyst 3650 Series Switches
* Cisco Catalyst 3850 Series Switches
* Cisco Catalyst 9300 Series Switches
* Cisco Catalyst 9400 Series Switches

* Cisco Catalyst 9500 Series Switches
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Configuring IP Source Guard

* Information About IP Source Guard, on page 229
* How to Configure IP Source Guard, on page 231
* Monitoring IP Source Guard, on page 234
 Additional References, on page 234

Information About IP Source Guard

IP Source Guard

You can use IP source guard to prevent traffic attacks if a host tries to use the IP address of its neighbor and
you can enable IP source guard when DHCP snooping is enabled on an untrusted interface.

After IPSG is enabled on an interface, the switch blocks all IP traffic received on the interface except for
DHCEP packets allowed by DHCP snooping.

The switch uses a source IP lookup table in hardware to bind IP addresses to ports. For IP and MAC filtering,
a combination of source IP and source MAC lookups are used. IP traffic with a source IP address is the binding
table is allowed, all other traffic is denied.

The IP source binding table has bindings that are learned by DHCP snooping or are manually configured
(static IP source bindings). An entry in this table has an IP address, its associated MAC address, and its
associated VLAN number. The switch uses the IP source binding table only when IP source guard is enabled.

IPSG is supported only on Layer 2 ports, including access and trunk ports. You can configure IPSG with
source IP address filtering or with source IP and MAC address filtering.

IP Source Guard for Static Hosts

Note

Do not use IPSG (IP source guard) for static hosts on uplink ports or trunk ports.

IPSG for static hosts extends the IPSG capability to non-DHCP and static environments. The previous IPSG
used the entries created by DHCP snooping to validate the hosts connected to a switch. Any traffic received
from a host without a valid DHCP binding entry is dropped. This security feature restricts IP traffic on

nonrouted Layer 2 interfaces. It filters traffic based on the DHCP snooping binding database and on manually
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. IP Source Guard Configuration Guidelines

configured IP source bindings. The previous version of IPSG required a DHCP environment for IPSG to
work.

IPSG for static hosts allows IPSG to work without DHCP. IPSG for static hosts relies on IP device tracking-table
entries to install port ACLs. The switch creates static entries based on ARP requests or other IP packets to
maintain the list of valid hosts for a given port. You can also specify the number of hosts allowed to send
traffic to a given port. This is equivalent to port security at Layer 3.

IPSG for static hosts also supports dynamic hosts. If a dynamic host receives a DHCP-assigned IP address
that is available in the IP DHCP snooping table, the same entry is learned by the IP device tracking table. In
a stacked environment, when the active switch failover occurs, the IP source guard entries for static hosts
attached to member ports are retained. When you enter the show device-tracking databaseEXEC command,
the IP device tracking table displays the entries as ACTIVE.

Note Some IP hosts with multiple network interfaces can inject some invalid packets into a network interface. The
invalid packets contain the IP or MAC address for another network interface of the host as the source address.
The invalid packets can cause IPSG for static hosts to connect to the host, to learn the invalid IP or MAC
address bindings, and to reject the valid bindings. Consult the vender of the corresponding operating system
and the network interface to prevent the host from injecting invalid packets.

IPSG for static hosts initially learns IP or MAC bindings dynamically through an ACL-based snooping
mechanism. IP or MAC bindings are learned from static hosts by ARP and IP packets. They are stored in the
device tracking database. When the number of IP addresses that have been dynamically learned or statically
configured on a given port reaches a maximum, the hardware drops any packet with a new IP address. To
resolve hosts that have moved or gone away for any reason, IPSG for static hosts leverages IP device tracking
to age out dynamically learned IP address bindings. This feature can be used with DHCP snooping. Multiple
bindings are established on a port that is connected to both DHCP and static hosts. For example, bindings are
stored in both the device tracking database as well as in the DHCP snooping binding database.

IP Source Guard Configuration Guidelines

* You can configure static IP bindings only on nonrouted ports. If you enter the ip source binding
mac-addessvlan vlan-id ip-addressinter face interface-idglobal configuration command on a routed
interface, this error message appears:

6WDWILF VRXUFRH QGCGLEDRQOEHFRQILIXURI@VZLWFRRUW
» When IP source guard with source IP filtering is enabled on an interface, DHCP snooping must be enabled
on the access VLAN for that interface.

* If you are enabling IP source guard on a trunk interface with multiple VLANs and DHCP snooping is
enabled on all the VLANS, the source IP address filter is applied on all the VLANS.

Note IfIP source guard is enabled and you enable or disable DHCP snooping on a
VLAN on the trunk interface, the switch might not properly filter traffic.

* You can enable this feature when 802.1x port-based authentication is enabled.
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* When you configure IP source guard smart logging, packets with a source address other than the specified
address or an address learned by DHCP are denied, and the packet contents are sent to a NetFlow collector.
If you configure this feature, make sure that smart logging is globally enabled.

* In a switch stack, if IP source guard is configured on a stack member interface and you remove the the
configuration of that switch by entering the no switch stack-membemumberprovision global
configuration command, the interface static bindings are removed from the binding table, but they are
not removed from the running configuration. If you again provision the switch by entering the switch
stadk-membemumberprovision command, the binding is restored.

To remove the binding from the running configuration, you must disable IP source guard before entering
the no switch provision command. The configuration is also removed if the switch reloads while the
interface is removed from the binding table.

How to Configure IP Source Guard

Enabling IP Source Guard

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 interface interface-id Specifies the interface to be configured, and
enters interface configuration mode.
Example:
'"HYLFRRQIL) LQWHUIDEIDELWHWHKHUQHW
Step 4 ip verify source [mac-check ] Enables IP source guard with source IP address
Example: filtering.
'"HYLFARQILJ LI LSYHULIVRXUFH (Optional) mac-check—Enables IP Source
Guard with source IP address and MAC address
filtering.
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Command or Action Purpose
Step 5 exit Returns to global configuration mode.
Example:

'"HYLFHRQILJ LI H[LW

Step 6 ip source binding mac-addessvlan vlan-id | Adds a static IP source binding.

Ip-addressinter face interface-id Enter this command for each static binding.

Example:

'"HYLFHRQILJ LSVRXUMRLQGLQJ
YODQ LQWHUIDFH
JLIDELWHWKHUQHW

Step 7 end Returns to privileged EXEC mode.

Example:

'"HYLFARQILJ HQG

Step 8 show running-config Verifies your entries.

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Step 9 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Configuring IP Source Guard for Static Hosts on a Layer 2 Access Port

You must configure the ip devicetracking maximum limit-numberinterface configuration command globally
for IPSG for static hosts to work. If you only configure this command on a port without enabling IP device
tracking globally or by setting an IP device tracking maximum on that interface, IPSG with static hosts rejects
all the IP traffic from that interface.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
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Command or Action

Purpose

'"HYLEHHQDEOH

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip devicetracking

Example:

'"HYLFHRQILJ LSGHYLRAMUDFENLQJ

Turns on the IP host table, and globally enables
IP device tracking.

Step 4

interface interface-id

Example:

'"HYLFHRRQILJ LOQOWHUIDEIDELWHWK

Enters interface configuration mode.

HUQHW

Step 5

switchport mode access

Example:

'"HYLFHRRQILJ LI VZLWFKSRB@WBFFH

Configures a port as access.

VvV

Step 6

switchport access vlan vian-id

Example:

'"HYLFHRQILJ LI VZLWFKSRB®RWHWO

Configures the VLAN for this port.

DQ

Step 7

ip verify sourceftracking] [mac-check ]

Example:

'"HYLFHRQILJ LI LSYHULIVRXUFH
WUDFNLRDIF FKHFN

Enables IP source guard with source IP address
filtering.

(Optional) tracking—Enables IP source guard
for static hosts.

(Optional) mac-check—Enables MAC address
filtering.

The command ip verify sourcetracking
mac-checkenables IP source guard for static
hosts with MAC address filtering.

Step 8

ip device tracking maximum number

Establishes a maximum limit for the number of
static IPs that the IP device tracking table allows

Example:
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Command or Action Purpose

on the port. The range is 1to 10. The maximum
'"HYLFHRQILJ LI LSGHYLPMUDFNLQH‘{ImberiS 10

PD[LPXP
Note You must configure the ip device
tracking maximum limit-number
interface configuration command.
Step 9 end Returns to privileged EXEC mode.
Example:

'"HYLFARQILJ HQG

Monitoring IP Source Guard

Table 25: Privileged EXEC show Commands

Command Purpose

show ip verify source[ interface interface-id] Displays the IP source guard configuration on the
switch or on a specific interface.

show ip devicetracking { all | interfaceinterface-id| Displays information about the entries in the IP device
| ip ip-address| mac imac-addess tracking table.

Table 26: Interface Configuration Commands

Command Purpose

ip verify sourcetracking | Verifies the data source.

For detailed information about the fields in these displays, see the command reference for this release.

Additional References

Error Message Decoder

Description Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.
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MIBs

MIB MIBs Link

All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco IOS releases,
release. and feature sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.
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Configuring Dynamic ARP Inspection

* Restrictions for Dynamic ARP Inspection, on page 237

* Understanding Dynamic ARP Inspection, on page 238

* Default Dynamic ARP Inspection Configuration, on page 242

* Relative Priority of ARP ACLs and DHCP Snooping Entries, on page 242
* Configuring ARP ACLs for Non-DHCP Environments , on page 242

* Configuring Dynamic ARP Inspection in DHCP Environments, on page 245
* Limiting the Rate of Incoming ARP Packets, on page 247

* Performing Dynamic ARP Inspection Validation Checks, on page 249

* Monitoring DAI, on page 250

* Verifying the DAI Configuration, on page 251

 Additional References, on page 251

Restrictions for Dynamic ARP Inspection

This section lists the restrictions and guidelines for configuring Dynamic ARP Inspection on the switch.

» Dynamic ARP inspection is an ingress security feature; it does not perform any egress checking.

* Dynamic ARP inspection is not effective for hosts connected to switches that do not support dynamic
ARP inspection or that do not have this feature enabled. Because man-in-the-middle attacks are limited
to a single Layer 2 broadcast domain, separate the domain with dynamic ARP inspection checks from
the one with no checking. This action secures the ARP caches of hosts in the domain enabled for dynamic
ARP inspection.

* Dynamic ARP inspection depends on the entries in the DHCP snooping binding database to verify
IP-to-MAC address bindings in incoming ARP requests and ARP responses. Make sure to enable DHCP
snooping to permit ARP packets that have dynamically assigned IP addresses.

When DHCP snooping is disabled or in non-DHCP environments, use ARP ACLs to permit or to deny
packets.

* Dynamic ARP inspection is supported on access ports, trunk ports, and EtherChannel ports.
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. Understanding Dynamic ARP Inspection

Note Do not enable Dynamic ARP inspection on RSPAN VLANSs. If Dynamic ARP
inspection is enabled on RSPAN VLANs, Dynamic ARP inspection packets
might not reach the RSPAN destination port.

A physical port can join an EtherChannel port channel only when the trust state of the physical port and
the channel port match. Otherwise, the physical port remains suspended in the port channel. A port
channel inherits its trust state from the first physical port that joins the channel. Consequently, the trust
state of the first physical port need not match the trust state of the channel.

Conversely, when you change the trust state on the port channel, the switch configures a new trust state
on all the physical ports that comprise the channel.

The rate limit is calculated separately on each switch in a switch stack. For a cross-stack EtherChannel,
this means that the actual rate limit might be higher than the configured value. For example, if you set
the rate limit to 30 pps on an EtherChannel that has one port on switch 1 and one port on switch 2, each
port can receive packets at 29 pps without causing the EtherChannel to become error-disabled.

The operating rate for the port channel is cumulative across all the physical ports within the channel. For
example, if you configure the port channel with an ARP rate-limit of 400 pps, all the interfaces combined
on the channel receive an aggregate 400 pps. The rate of incoming ARP packets on EtherChannel ports
is equal to the sum of the incoming rate of packets from all the channel members. Configure the rate
limit for EtherChannel ports only after examining the rate of incoming ARP packets on the channel-port
members.

The rate of incoming packets on a physical port is checked against the port-channel configuration rather
than the physical-ports configuration. The rate-limit configuration on a port channel is independent of
the configuration on its physical ports.

If the EtherChannel receives more ARP packets than the configured rate, the channel (including all
physical ports) is placed in the error-disabled state.

Make sure to limit the rate of ARP packets on incoming trunk ports. Configure trunk ports with higher
rates to reflect their aggregation and to handle packets across multiple dynamic ARP inspection-enabled
VLANS. You also can use the ip arp inspection limit none interface configuration command to make
the rate unlimited. A high rate-limit on one VLAN can cause a denial-of-service attack to other VLANs
when the software places the port in the error-disabled state.

When you enable dynamic ARP inspection on the switch, policers that were configured to police ARP
traffic are no longer effective. The result is that all ARP traffic is sent to the CPU.

Understanding Dynamic ARP Inspection

ARP provides IP communication within a Layer 2 broadcast domain by mapping an IP address to a MAC
address. For example, Host B wants to send information to Host A but does not have the MAC address of
Host A in its ARP cache. Host B generates a broadcast message for all hosts within the broadcast domain to
obtain the MAC address associated with the IP address of Host A. All hosts within the broadcast domain
receive the ARP request, and Host A responds with its MAC address. However,because ARP allows a gratuitous
reply from a host even if an ARP request was not received, an ARP spoofing attack and the poisoning of ARP
caches can occur. After the attack, all traffic from the device under attack flows through the attacker’s computer
and then to the router, switch, or host.
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A malicious user can attack hosts, switches, and routers connected to your Layer 2 network by poisoning the
ARP caches of systems connected to the subnet and by intercepting traffic intended for other hosts on the
subnet. Figure 26-1 shows an example of ARP cache poisoning.

Figure 19: ARP Cache Poisoning

Hosts A, B, and C are connected to the switch on interfaces A, B and C, all of which are on the same subnet.
Their IP and MAC addresses are shown in parentheses; for example, Host A uses IP address IA and MAC
address MA. When Host A needs to communicate to Host B at the IP layer, it broadcasts an ARP request for
the MAC address associated with IP address IB. When the switch and Host B receive the ARP request, they
populate their ARP caches with an ARP binding for a host with the IP address IA and a MAC address MA;
for example, IP address IA is bound to MAC address MA. When Host B responds, the switch and Host A
populate their ARP caches with a binding for a host with the IP address IB and the MAC address MB.

Host C can poison the ARP caches of the switch, Host A, and Host B by broadcasting forged ARP responses
with bindings for a host with an IP address of IA (or IB) and a MAC address of MC. Hosts with poisoned

ARP caches use the MAC address MC as the destination MAC address for traffic intended for IA or IB. This
means that Host C intercepts that traffic. Because Host C knows the true MAC addresses associated with IA
and IB, it can forward the intercepted traffic to those hosts by using the correct MAC address as the destination.
Host C has inserted itself into the traffic stream from Host A to Host B, the classic man-in-themiddleattack.

Dynamic ARP inspection is a security feature that validates ARP packets in a network. It intercepts, logs,and
discards ARP packets with invalid IP-to-MAC address bindings. This capability protects the network from
certain man-in-the-middle attacks.

Dynamic ARP inspection ensures that only valid ARP requests and responses are relayed. The switch performs
these activities:

* Intercepts all ARP requests and responses on untrusted ports

* Verifies that each of these intercepted packets has a valid IP-to-MAC address binding before updating
the local ARP cache or before forwarding the packet to the appropriate destination

* Drops invalid ARP packets

Dynamic ARP inspection determines the validity of an ARP packet based on valid IP-to-MAC address bindings
stored in a trusted database, the DHCP snooping binding database. This database is built by DHCP snooping
if DHCP snooping is enabled on the VLANSs and on the switch. If the ARP packet is received on a trusted
interface, the switch forwards the packet without any checks. On untrusted interfaces, the switch forwards
the packet only if it is valid.

You enable dynamic ARP inspection on a per-VLAN basis by using the ip arp inspection vlan vlan-range
global configuration command.

In non-DHCP environments, dynamic ARP inspection can validate ARP packets against user-configured ARP
access control lists (ACLs) for hosts with statically configured IP addresses. You define an ARP ACL by
using the arp access-list acl-nameglobal configuration command.

You can configure dynamic ARP inspection to drop ARP packets when the IP addresses in the packets are
invalid or when the MAC addresses in the body of the ARP packets do not match the addresses specified in
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the Ethernet header. Use the ip arp inspection validate {[src-mac] [dst-mac] [ip]} global configuration
command.

Interface Trust States and Network Security

Dynamic ARP inspection associates a trust state with each interface on the switch. Packets arriving on trusted
interfaces bypass all dynamic ARP inspection validation checks, and those arriving on untrusted interfaces
undergo the dynamic ARP inspection validation process.

In a typical network configuration, you configure all switch ports connected to host ports as untrusted and
configure all switch ports connected to switches as trusted. With this configuration, all ARP packets entering
the network from a given switch bypass the security check. No other validation is needed at any other place
in the VLAN or in the network. You configure the trust setting by using theip arp inspection trust interface
configuration command.

Caution

Use the trust state configuration carefully. Configuring interfaces as untrusted when they should betrusted
can result in a loss of connectivity.

In the following figure, assume that both Switch A and Switch B are running dynamic ARP inspection on the
VLAN that includes Host 1 and Host 2. If Host 1 and Host 2 acquire their IP addresses from the DHCP server
connected to Switch A, only Switch A binds the IP-to-MAC address of Host 1. Therefore, if the interface
between Switch A and Switch B is untrusted, the ARP packets from Host 1 are dropped by Switch B.
Connectivity between Host 1 and Host 2 is lost.

Figure 20: ARP Packet Validation on a VLAN Enabled for Dynamic ARP Inspection

Configuring interfaces to be trusted when they are actually untrusted leaves a security hole in the network. If
Switch A is not running dynamic ARP inspection, Host 1 can easily poison the ARP cache of Switch B (and
Host 2, if the link between the switches is configured as trusted). This condition can occur even though Switch
B is running dynamic ARP inspection.

Dynamic ARP inspection ensures that hosts (on untrusted interfaces) connected to a switch running dynamic
ARP inspection do not poison the ARP caches of other hosts in the network. However, dynamic ARP inspection
does not prevent hosts in other portions of the network from poisoning the caches of the hosts that are connected
to a switch running dynamic ARP inspection.
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In cases in which some switches in a VLAN run dynamic ARP inspection and other switches do not, configure
the interfaces connecting such switches as untrusted. However, to validate the bindings of packets from
nondynamic ARP inspection switches, configure the switch running dynamic ARP inspection with ARP
ACLs. When you cannot determine such bindings, at Layer 3, isolate switches running dynamic ARP inspection
from switches not running dynamic ARP inspection switches.

Note

Depending on the setup of the DHCP server and the network, it might not be possible to validate a given ARP
packet on all switches in the VLAN.

Rate Limiting of ARP Packets

The switch CPU performs dynamic ARP inspection validation checks; therefore, the number of incoming
ARP packets is rate-limited to prevent a denial-of-service attack. By default, the rate for untrusted interfaces
is 15 packets per second (pps). Trusted interfaces are not rate-limited. You can change this setting by using
the ip arp inspection limit interface configuration command.

When the rate of incoming ARP packets exceeds the configured limit, the switch places the port in the
error-disabled state. The port remains in that state until you intervene. You can use the errdisable recovery
global configuration command to enable error disable recovery so that ports automatically emerge from this
state after a specified timeout period.

Note

The rate limit for an EtherChannel is applied separately to each switch in a stack. For example, if a limit of
20 pps is configured on the EtherChannel, each switch with ports in the EtherChannel can carry up to 20 pps.
If any switch exceeds the limit, the entire EtherChannel is placed into the error-disabled state.

Relative Priority of ARP ACLs and DHCP Snooping Entries

Dynamic ARP inspection uses the DHCP snooping binding database for the list of valid IP-to-MAC address
bindings.

ARP ACLs take precedence over entries in the DHCP snooping binding database. The switch uses ACLs only
if you configure them by using the ip arp inspection filter vlan global configuration command. The switch
first compares ARP packets to user-configured ARP ACLs. If the ARP ACL denies the ARP packet, the
switch also denies the packet even if a valid binding exists in the database populated by DHCP snooping.

Logging of Dropped Packets

When the switch drops a packet, it places an entry in the log buffer and then generates system messages on a
rate-controlled basis. After the message is generated, the switch clears the entry from the log buffer. Each log
entry contains flow information, such as the receiving VLAN, the port number, the source and destination IP
addresses, and the source and destination MAC addresses.

You use the ip arp inspection log-buffer global configuration command to configure the number of entries
in the buffer and the number of entries needed in the specified interval to generate system messages. You
specify the type of packets that are logged by using the ip arp inspection vlan logging global configuration
command.
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Default Dynamic ARP Inspection Configuration

Feature Default Settings

Dynamic ARP inspection Disabled on all VLANS.

Interface trust state All interfaces are untrusted.

Rate limit of incoming ARP packets The rate is 15 pps on untrusted interfaces, assuming

that the network is a switched network with a host
connecting to as many as 15 new hosts per second.

The rate is unlimited on all trusted interfaces.

The burst interval is 1 second.

ARP ACLs for non-DHCP environments No ARP ACLs are defined.
Validation checks No checks are performed.
Log buffer When dynamic ARP inspection is enabled, all denied

or dropped ARP packets are logged.
The number of entries in the log is 32.

The number of system messages is limited to 5 per
second.

The logging-rate interval is 1 second.

Per-VLAN logging All denied or dropped ARP packets are logged.

Relative Priority of ARP ACLs and DHCP Snooping Entries

Dynamic ARP inspection uses the DHCP snooping binding database for the list of valid IP-to-MAC address
bindings.

ARP ACLs take precedence over entries in the DHCP snooping binding database. The switch uses ACLs only
if you configure them by using the ip arp inspection filter vlan global configuration command. The switch
first compares ARP packets to user-configured ARP ACLs. If the ARP ACL denies the ARP packet, the
switch also denies the packet even if a valid binding exists in the database populated by DHCP snooping.

Configuring ARP ACLs for Non-DHCP Environments

This procedure shows how to configure dynamic ARP inspection when Switch B shown in Figure 2 does not
support dynamic ARP inspection or DHCP snooping.

If you configure port 1 on Switch A as trusted, a security hole is created because both Switch A and Host 1
could be attacked by either Switch B or Host 2. To prevent this possibility, you must configure port 1 on
Switch A as untrusted. To permit ARP packets from Host 2, you must set up an ARP ACL and apply it to
VLAN 1. If the IP address of Host 2 is not static (it is impossible to apply the ACL configuration on Switch
A) you must separate Switch A from Switch B at Layer 3 and use a router to route packets between them.
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Follow these steps to configure an ARP ACL on Switch A. This procedure is required in non-DHCP

environments.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configureterminal Enters global configuration mode.
Example:

'"HYLFHFRQILIXWHUPLQDO

Step 3 arp access-list acl-name Defines an ARP ACL, and enters ARP
access-list configuration mode. By default, no
ARP access lists are defined.

Note At the end of the ARP access list,

there is an implicit deny ip any
mac any command.

Step 4 permit ip host sendetip mac host sendefmac| Permits ARP packets from the specified host
(Host 2).

* Forsendefip, enter the IP address of Host
2.

» For sendemmag enter the MAC address
of Host 2.

Step 5 exit Returns to global configuration mode.

Step 6 ip arp inspection filter arp-acl-namevlian | Applies ARP ACL to the VLAN. By default,
vlan-range [static] no defined ARP ACLs are applied to any
VLAN.

» For arp-acl-namespecify the name of
the ACL created in Step 2.

* For vlan-rangg, specify the VLAN that
the switches and hosts are in. You can
specify a single VLAN identified by
VLAN ID number, a range of VLANs
separated by a hyphen, or a series of
VLANSs separated by a comma. The range
is 1 to 4094.
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Command or Action Purpose

* (Optional) Specify static to treat implicit
denies in the ARP ACL as explicit denies
and to drop packets that do not match any
previous clauses in the ACL. DHCP
bindings are not used.

If you do not specify this keyword, it
means that there is no explicit deny in the
ACL that denies the packet, and DHCP
bindings determine whether a packet is
permitted or denied if the packet does not
match any clauses in the ACL.

ARP packets containing only IP-to-MAC
address bindings are compared against the
ACL. Packets are permitted only if the access
list permits them.

Step 7 interface interface-id Specifies Switch A interface that is connected
to Switch B, and enters the interface
configuration mode.

Step 8 noip arp inspection trust Configures Switch A interface that is
connected to Switch B as untrusted.

By default, all interfaces are untrusted.

For untrusted interfaces, the switch intercepts
all ARP requests and responses. It verifies that
the intercepted packets have valid IP-to-MAC
address bindings before updating the local
cache and before forwarding the packet to the
appropriate destination. The switch drops
invalid packets and logs them in the log buffer
according to the logging configuration
specified with the ip arp inspection vlan
logging global configuration command.

Step 9 end Returns to privileged EXEC mode.

Step 10 Use the following show commands: Verifies your entries.
* show arp access-list acl-name

* show ip arp inspection vlan vlan-range
 show ip arp inspection interfaces

Step 11 show running-config Verifies your entries.

Example:

'"HYLFHVKRIXQQLQJ FRQILJ
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Command or Action Purpose
Step 12 copy running-config startup-config (Optional) Saves your entries in the
configuration file.
Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Configuring Dynamic ARP Inspection in DHCP Environments

Before you begin

This procedure shows how to configure dynamic ARP inspection when two switches support this feature.
Host 1 is connected to Switch A, and Host 2 is connected to Switch B. Both switches are running dynamic
ARP inspection on VLAN 1 where the hosts are located. A DHCP server is connected to Switch A. Both hosts
acquire their [P addresses from the same DHCP server. Therefore, Switch A has the bindings for Host 1 and
Host 2, and Switch B has the binding for Host 2.

Note

Dynamic ARP inspection depends on the entries in the DHCP snooping binding database to verify IP-to-MAC
address bindings in incoming ARP requests and ARP responses. Make sure to enable DHCP snooping to
permit ARP packets that have dynamically assigned IP addresses.

Follow these steps to configure dynamic ARP inspection. You must perform this procedure on both switches.
This procedure is required.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 show cdp neighbors Verify the connection between the switches.
Example:
'"HYLFHRQILJ LIVKREGSQHLJKERUV

Step 3 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
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Command or Action

Purpose

Step 4 ip arp inspection vlan vlan-range Enable dynamic ARP inspection on a
Example: per-VLAN basis. By default, dynamic ARP
) inspection is disabled on all VLANSs. For
'HYLFARQILJ LSDUS QVSHFWYR( Qan-range, specify a single VLAN identified
by VLAN ID number, a range of VLANs
separated by a hyphen, or a series of VLANs
separated by a comma. The range is 1 to 4094.
Specify the same VLAN ID for both switches.
Step 5 I nterfaceinterface-id Specifies the interface connected to the other
switch, and enter interface configuration mode.
Example:
'"HYLFARQILJ LQWHUIDFH
JLIDELWHWKHUQHW
Step 6 ip arp inspection trust Configures the connection between the
switches as trusted. By default, all interfaces
Example:
are untrusted.
'"HYLFHRQILJ LILSDUS QVSHFWLRQ
WUXVW The switch does not check ARP packets that
it receives from the other switch on the trusted
interface. It simply forwards the packets.
For untrusted interfaces, the switch intercepts
all ARP requests and responses. It verifies that
the intercepted packets have valid IP-to-MAC
address bindings before updating the local
cache and before forwarding the packet to the
appropriate destination. The switch drops
invalid packets and logs them in the log buffer
according to the logging configuration
specified with the ip arp inspection vlan
logging global configuration command.
Step 7 end Returns to privileged EXEC mode.
Example:
'"HYLFHRQILJ LIHQG
Step 8 show ip arp inspection interfaces Verifies the dynamic ARP inspection
configuration on interfaces.
Example:
Step 9 show ip arp inspection vlan vlan-range Verifies the dynamic ARP inspection
configuration on VLAN.
Example:
'"HYLFRRQILJ LIVKRESDUS QVSHFWLRQ
YODQ
Step 10 show ip dhcp snooping binding Verifies the DHCP bindings.

Example:

'"HYLFARQILJ LIVKRESGKFYQRRS
ELQGLQJ

LQJ
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Command or Action

Purpose

Step 11

show ip arp inspection statistics vlan
vlan-range

Example:

'"HYLFHRQILJ LIVKRZSDUS QVSHF
VWDWLVWLOFIVQ

Checks the dynamic ARP inspection statistics
on VLAN.

NLRQ

Step 12

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 13

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Limiting the Rate of Incoming ARP Packets

The switch CPU performs dynamic ARP inspection validation checks; therefore, the number of incoming
ARP packets is rate-limited to prevent a denial- of-service attack.

When the rate of incoming ARP packets exceeds the configured limit, the switch places the port in the
error-disabled state. The port remains in that state until you enable error-disabled recovery so that ports
automatically emerge from this state after a specified timeout period.

Note

Unless you configure a rate limit on an interface, changing the trust state of the interface also changes its rate

limit to the default value for that trust state. After you configure the rate limit, the interface retains the rate
limit even when its trust state is changed. If you enter the no ip arp inspection limit interface configuration
command, the interface reverts to its default rate limit.

Follow these steps to limit the rate of incoming ARP packets. This procedure is optional.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches) .



. Limiting the Rate of Incoming ARP Packets

Configuring Dynamic ARP Inspection |

Command or Action

Purpose

Step 2

configure terminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

interface interface-id

Specifies the interface to be rate-limited, and
enter interface configuration mode.

Step 4

ip arp inspection limit {rate pps[burst
interval seconds] | none}

Limits the rate of incoming ARP requests and
responses on the interface. The default rate is
15 pps on untrusted interfaces and unlimited
on trusted interfaces. The burst interval is 1
second.

The keywords have these meanings:

* For ratepps specify an upper limit for
the number of incoming packets
processed per second. The range is 0 to
2048 pps.

* (Optional) For bur st intervalseconds
specify the consecutive interval in
seconds, over which the interface is
monitored for a high rate of ARP packets.
The range is 1 to 15.

* For rate none, specify no upper limit for
the rate of incoming ARP packets that
can be processed.

Step 5

exit

Returns to global configuration mode.

Step 6

Use the following commands:

« errdisable detect cause arp-inspection
« errdisablerecovery cause

ar p-inspection
» errdisablerecovery interval interval

(Optional) Enables error recovery from the
dynamic ARP inspection error-disabled state,
and configure the dynamic ARP inspection
recover mechanism variables.

By default, recovery is disabled, and the
recovery interval is 300 seconds.

For interval interval, specify the time in
seconds to recover from the error-disabled
state. The range is 30 to 86400.

Step 7

exit

Returns to privileged EXEC mode.

Step 8

Use the following show commands:

» show ip arp inspection interfaces
« show errdisable recovery

Verifies your settings.
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Command or Action

Purpose

Step 9

show running-config

Example:

'"HYLFHVKRIXQQLQJ FRQILJ

Verifies your entries.

Step 10

copy running-config startup-config

Example:

VWDUWXS FRQILJ

'"HYLFHFRSWXQQLQJ FRQILJ

(Optional) Saves your entries in the
configuration file.

Performing Dynamic ARP Inspection Validation Checks

Dynamic ARP inspection intercepts, logs, and discards ARP packets with invalid IP-to-MAC address bindings.
You can configure the switch to perform additional checks on the destination MAC address, the sender and
target IP addresses, and the source MAC address.

Follow these steps to perform specific checks on incoming ARP packets. This procedure is optional.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip arp inspection validate {[src-mac]
[dst-mac] [ip]}

Performs a specific check on incoming ARP
packets. By default, no checks are performed.

The keywords have these meanings:

e For src-mac, check the source MAC
address in the Ethernet header against the
sender MAC address in the ARP body.
This check is performed on both ARP
requests and responses. When enabled,
packets with different MAC addresses are
classified as invalid and are dropped.
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Command or Action

Purpose

« For dst-mac, check the destination MAC
address in the Ethernet header against the
target MAC address in ARP body. This
check is performed for ARP responses.
When enabled, packets with different
MAC addresses are classified as invalid
and are dropped.

For ip, check the ARP body for invalid
and unexpected IP addresses. Addresses
include 0.0.0.0, 255.255.255.255, and all
IP multicast addresses. Sender IP addresses
are checked in all ARP requests and
responses, and target [P addresses are
checked only in ARP responses.

You must specify at least one of the keywords.
Each command overrides the configuration of
the previous command; that is, if a command
enables src and dst mac validations, and a
second command enables IP validation only,
the src and dst mac validations are disabled as
a result of the second command.

Step 4 exit

Returns to privileged EXEC mode.

Step 5 show ip arp inspection vlan vlan-range

Verifies your settings.

Step 6 show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 7 copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Monitoring DAI

To monitor DAI, use the following commands:

Command

Description

clear ip arp inspection statistics

Clears dynamic ARP inspection statistics.
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Command Description

show ip arp inspection statistics [vlan vlan-range] | Displays statistics for forwarded, dropped, MAC
validation failure, IP validation failure, ACL permitted
and denied, and DHCP permitted and denied packets
for the specified VLAN. If no VLANS are specified
or if a range is specified, displays information only
for VLANSs with dynamic ARP inspection enabled

(active).
clear ip arp inspection log Clears the dynamic ARP inspection log buffer.
show ip arp inspection log Displays the configuration and contents of the

dynamic ARP inspection log buffer.

For the show ip arp inspection statistics command, the switch increments the number of forwarded packets
for each ARP request and response packet on a trusted dynamic ARP inspection port. The switch increments
the number of ACL or DHCP permitted packets for each packet that is denied by source MAC, destination
MAUC, or IP validation checks, and the switch increments the appropriate.

Verifying the DAI Configuration

To display and verify the DAI configuration, use the following commands:

Command Description

show arp access-list [acl-namé Displays detailed information about ARP ACLs.

show ip arp inspection interfaces [interface-id] Displays the trust state and the rate limit of ARP
packets for the specified interface or all interfaces.

show ip arp inspection vlan vlan-range Displays the configuration and the operating state of
dynamic ARP inspection for the specified VLAN. If
no VLANS are specified or if a range is specified,
displays information only for VLANSs with dynamic
ARP inspection enabled (active).

Additional References

Error Message Decoder

Description Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.
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MIBs

MIB MIBs Link

All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco IOS releases,
release. and feature sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.
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Configuring IPv6 First Hop Security

* Prerequisites for First Hop Security in IPv6, on page 253

* Restrictions for First Hop Security in IPv6, on page 253

* Information about First Hop Security in IPv6, on page 254

* How to Configure an IPv6 Snooping Policy, on page 256

* How to Attach an IPv6 Snooping Policy to an Interface, on page 258

* How to Attach an IPv6 Snooping Policy to a Layer 2 EtherChannel Interface, on page 259
* How to Attach an IPv6 Snooping Policy to VLANSs Globally , on page 260

» How to Configure the I Pv6 Binding Table Content , on page 261

* How to Configure an IPv6 Neighbor Discovery Inspection Policy, on page 262
* How to Configure an IPv6 Router Advertisement Guard Policy, on page 266

* How to Configure an |Pv6 DHCP Guard Policy , on page 271

* How to Configure IPv6 Source Guard, on page 276

* How to Configure IPv6 Prefix Guard, on page 278

* Configuration Examples for IPv6 First Hop Security, on page 280

Prerequisites for First Hop Security in IPv6

* You have configured the necessary IPv6 enabled SDM template.

* You should be familiar with the IPv6 neighbor discovery feature.

Restrictions for First Hop Security in IPv6

* The following restrictions apply when applying FHS policies to EtherChannel interfaces (Port Channels):
* A physical port with an FHS policy attached cannot join an EtherChannel group.

* An FHS policy cannot be attached to an physical port when it is a member of an EtherChannel
group.

* By default, a snooping policy has a security-level of guard. When such a snooping policy is configured
on an access switch, external IPv6 Router Advertisement (RA) or Dynamic Host Configuration Protocol
server packets are blocked, even though the uplink port facing the router or DHCP server/relay is
configured as a trusted port. To allow IPv6 RA or DHCPv6 server messages, do the following:
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 Apply an IPv6 RA-guard policy (for RA) or IPv6 DHCP-guard policy (for DHCP server messages
) on the uplink port.

* Configure a snooping policy with a lower security-level, for example glean or inspect. However;
configuring a lower security level is not recommended with such a snooping policy, because benefits
of First Hop security features are not effective.

Information about First Hop Security in IPv6

First Hop Security in [Pv6 (FHS IPv6) is a set of IPv6 security features, the policies of which can be attached
to a physical interface, an EtherChannel interface, or a VLAN. An IPv6 software policy database service
stores and accesses these policies. When a policy is configured or modified, the attributes of the policy are
stored or updated in the software policy database, then applied as was specified. The following IPv6 policies
are currently supported:

IPv6 Snooping Policy—IPv6 Snooping Policy acts as a container policy that enables most of the features
available with FHS in IPv6.

IPv6 FHS Binding Table Content—A database table of [Pv6 neighbors connected to the switch is created
from information sources such as Neighbor Discovery (ND) protocol snooping. This database, or binding,
table is used by various IPv6 guard features (such as IPv6 ND Inspection) to validate the link-layer
address (LLA), the IPv4 or IPv6 address, and prefix binding of the neighbors to prevent spoofing and
redirect attacks.

IPv6 Neighbor Discovery Inspection—IPv6 ND inspection learns and secures bindings for stateless
autoconfiguration addresses in Layer 2 neighbor tables. [Pv6 ND inspection analyzes neighbor discovery
messages in order to build a trusted binding table database and IPv6 neighbor discovery messages that
do not conform are dropped. An ND message is considered trustworthy if its IPv6-to-Media Access
Control (MAC) mapping is verifiable.

This feature mitigates some of the inherent vulnerabilities of the ND mechanism, such as attacks on
DAD, address resolution, router discovery, and the neighbor cache.

Note Effective Cisco IOS XE Release 16.3.1, ND Inspection functionality, IPv6
Snooping Policy, and IPv6 FHS Binding Table Content are supported through
Switch Integrated Security Feature (SISF)-based Device Tracking. For more
information, see Confguring SISFbaseddevicetracking section of the Software
Configuration Guide.

IPv6 Router Advertisement Guard—The IPv6 Router Advertisement (RA) guard feature enables the
network administrator to block or reject unwanted or rogue RA guard messages that arrive at the network
switch platform. RAs are used by routers to announce themselves on the link. The RA Guard feature
analyzes the RAs and filters out bogus RAs sent by unauthorized routers. In host mode, all router
advertisement and router redirect messages are disallowed on the port. The RA guard feature compares
configuration information on the Layer 2 device with the information found in the received RA frame.
Once the Layer 2 device has validated the content of the RA frame and router redirect frame against the
configuration, it forwards the RA to its unicast or multicast destination. If the RA frame content is not
validated, the RA is dropped.
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* [Pv6 DHCP Guard—The IPv6 DHCP Guard feature blocks reply and advertisement messages that come
from unauthorized DHCPv6 servers and relay agents. IPv6 DHCP guard can prevent forged messages
from being entered in the binding table and block DHCPv6 server messages when they are received on
ports that are not explicitly configured as facing a DHCPv6 server or DHCP relay. To use this feature,
configure a policy and attach it to an interface or a VLAN. To debug DHCP guard packets, use the debug
ipv6 snooping dhcp-guard privileged EXEC command.

* [Pv6 Source Guard—Like IPv4 Source Guard, IPv6 Source Guard validates the source address or prefix
to prevent source address spoofing.

A source guard programs the hardware to allow or deny traffic based on source or destination addresses.
It deals exclusively with data packet traffic.

The IPv6 source guard feature provides the ability to store entries in the hardware TCAM table to prevent
a host from sending packets with an invalid IPv6 source address.

To debug source-guard packets, use the debug ipv6 snooping source-guard privileged EXEC command.

Note The IPv6 source guard and prefix guard features are supported only in the ingress
direction; it is not supported in the egress direction.

The following restrictions apply:

» An FHS policy cannot be attached to an physical port when it is a member of an EtherChannel
group.

* When IPv6 source guard is enabled on a switch port, NDP or DHCP snooping must be enabled on
the interface to which the switch port belongs. Otherwise, all data traffic from this port will be
blocked.

* An IPv6 source guard policy cannot be attached to a VLAN. It is supported only at the interface
level.

* When you configure IPv4 and IPv6 source guard together on an interface, it is recommended to use
ip verify source mac-check instead of ip verify source. IPv4 connectivity on a given port might
break due to two different filtering rules set — one for [IPv4 (IP-filter) and the other for IPv6 (IP-MAC
filter).

* You cannot use [IPv6 Source Guard and Prefix Guard together. When you attach the policy to an
interface, it should be "validate address" or "validate prefix" but not both.

* PVLAN and Source/Prefix Guard cannot be applied together.
* [Pv6 Source Guard and Prefix Guard is supported on EtherChannels

For more information on IPv6 Source Guard, see the IPv6 Source Guard chapter of the Cisco I0S IPv6
Configuration Guide Library on Cisco.com.

* [Pv6 Prefix Guard—The IPv6 prefix guard feature works within the IPv6 source guard feature, to enable
the device to deny traffic originated from non-topologically correct addresses. IPv6 prefix guard is often
used when IPv6 prefixes are delegated to devices (for example, home gateways) using DHCP prefix
delegation. The feature discovers ranges of addresses assigned to the link and blocks any traffic sourced
with an address outside this range.
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For more information on IPv6 Prefix Guard, see the IPv6 Prefix Guard chapter of the Cisco 10S IPv6
Configuration Guide Library on Cisco.com.

* [Pv6 Destination Guard—The IPv6 destination guard feature works with IPv6 neighbor discovery to
ensure that the device performs address resolution only for those addresses that are known to be active
on the link. It relies on the address glean functionality to populate all destinations active on the link into
the binding table and then blocks resolutions before they happen when the destination is not found in the
binding table.

Note IPv6 Destination Guard is recommended to apply on Layer 2 VLAN with an SVI
configured

For more information about IPv6 Destination Guard, see the IPv6 Destination Guard chapter of the Cisco
IOS IPv6 Configuration Guide Library on Cisco.com.

How to Configure an IPv6 Snooping Policy

The IPv6 Snooping Policy feature is deprecated starting from Cisco IOS XE Denali 16.3.1. Although the
commands are visible on the CLI and you can configure them, we recommend that you use the Switch Integrated
Security Feature (SISF)-based Device Tracking feature instead.

Beginning in privileged EXEC mode, follow these steps to configure IPv6 Snooping Policy :

Procedure
Command or Action Purpose

Step 1 configure terminal Enters the global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO

Step 2 ipv6 snooping policy policy-name Creates a snooping policy and enters IPv6
Example: Snooping Policy Configuration mode.
'"HYLFHRQILJ LSY VQRRSL®ROLF\
H[DPSOHBSROLF\

Step 3 {[default ]| [device-role {node| switch}]| |Enables data address gleaning, validates

[limit address-count valug | [no] | [protocol | messages against various criteria, specifies the
{dhcp | ndp} ]| [security-level {glean | guard | security level for messages.

|inspect} ]| [tracking {disable[stale-lifetime
[secondsinfinite] | enable[reachable-lifetime
[secondsinfinite] } ]| [trusted-port ] }

* (Optional) default—Sets all to default
options.

* (Optional) device-role{node] |

) switch}—Specifies the role of the device
Device FRQILJ LSY VQRRSLQJ  ,iached to the port. Default is node.
VHFXULW\ OHQWSHFW

Example:
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Command or Action

Purpose

Example:

Device FRQILJ LSY VQRRSLQ
WUXVWHG SRUW

* (Optional) limit address-count
J value—Limits the number of addresses
allowed per target.

* (Optional) no—Negates a command or
sets it to defaults.

* (Optional) protocol {dhcp |
ndp}—Specifies which protocol should
be redirected to the snooping feature for
analysis. The default, is dhcp and ndp. To
change the default, use the no protocol
command.

* (Optional)
scurity-levd {gleanjguar djingoect }—Specifies
the level of security enforced by the
feature. Default is guard.

glean—Gleans addresses from
messages and populates the binding
table without any verification.
guard—Gleans addresses and inspects
messages. In addition, it rejects RA and
DHCP server messages. This is the
default option.

inspect—Gleans addresses, validates
messages for consistency and
conformance, and enforces address
ownership.

* (Optional) tracking {disable|
enable}—Overrides the default tracking
behavior and specifies a tracking option.

* (Optional) trusted-port—Sets up a trusted
port. It disables the guard on applicable
targets. Bindings learned through a trusted
port have preference over bindings learned
through any other port. A trusted port is
given preference in case of a collision
while making an entry in the table.

Step 4

end

Example:
'"HYLFARQILJ LSY VQRRSHQUW

Exits configuration modes to Privileged EXEC
mode.

Step 5

show ipv6 snooping policy policy-name

Example:
'"HYLFWKRZSY VQRRSLRROLF\

H[DPSOHBSROLF\

Displays the snooping policy configuration.
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What to do next

Attach an IPv6 Snooping policy to interfaces or VLANS.
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How to Attach an IPv6 Snooping Policy to an Interface

Beginning in privileged EXEC mode, follow these steps to attach an IPv6 Snooping policy on an interface or

VLAN:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILJXWHUPLQDO

Enters the global configuration mode.

Step 2

interface Interface type stak/module/port

Example:

'"HYLFHRQILJ LQWHUIDFH
JLJDELWHWKHUQHW

Specifies an interface type and identifier; enters
the interface configuration mode.

Step 3

switchport

Example:
'"HYLFHRQILJ LI VZLWFKSRUW

Enters the Switchport mode.

Note To configure Layer 2 parameters, if
the interface is in Layer 3 mode, you
must enter the switchport interface
configuration command without any
parameters to put the interface into
Layer 2 mode. This shuts down the
interface and then re-enables it,
which might generate messages on
the device to which the interface is
connected. When you put an
interface that is in Layer 3 mode into
Layer 2 mode, the previous
configuration information related to
the affected interface might be lost,
and the interface is returned to its
default configuration. The command
prompt displays as (config-if)# in
Switchport configuration mode.

Step 4

ipv6 snooping [attach-policy policy _nam¢d
vlan {vlan_id| add vlan_ids| exceptvlan_ids|
| none| remove vlan_idg ]| vlan {vlan_id|
add vlan_ids| exceptvlan_ids| none| remove
vlan_ids| all} ]

Example:
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interface. To attach the default policy to the
interface, use the ipv6 snooping command
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the default policy to VLANS on the interface,
use the ipv6 snooping vlan command. The
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Command or Action

Purpose

'"HYLFHRQILJ LI LSY VQRRSLQJ
RU

'"HYLFARQILJ LI LSY VQRRSLQJ
DWWDFK SROLFRSOHBSROLF\

RU
'"HYLFHRQILJ LI LSY VQRRSLYQADQ
RU

'"HYLFHRQILJ LI LSY VQRRSLQJ
DWWDFK SRBIIFRSOHBSR®OQBWQ

default policy is, security-level guard,
device-role node, protocol ndp and dhcp.

Step 5

do show running-config

Example:

'"HYLFHFRQILJ LI GRVKRZ

UXQQLQJ FRQILJ

Verifies that the policy is attached to the
specified interface without exiting the interface
configuration mode.

How to Attach an IPv6 Snooping Policy to a Layer 2
EtherChannel Interface

Beginning in privileged EXEC mode, follow these steps to attach an IPv6 Snooping policy on an EtherChannel
interface or VLAN:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILJXWHUPLQDO

Enters the global configuration mode.

Step 2

interfacerange Interface_name

Example:

'"HYLFHRQILJ LQWHUIDFMHQJBR

Specify the port-channel interface name
assigned when the EtherChannel was created.
Enters the interface range configuration mode.

Enter the do show interfaces
summary command for quick
reference to interface names and

types.

Tip

Step 3

ipv6 snooping [attach-policy policy _nam¢g
vlan {vlan_ids| add vlan_ids| except vlan_ids|
| none| remove vlan_ids| all} ]| vlan [

Attaches the IPv6 Snooping policy to the
interface or the specified VLANs on that
interface. The default policy is attached if the
attach-policy option is not used.
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Command or Action

Purpose

{vlan_ids | add vlan_ids| exceptvlan_ids|
none | remove vilan_ids| all} ]

Example:

'"HYLFHARQILJ LI UDQJHSY VQRRSL

DWWDFK SROLFRSOHBSROLF\

RU

'"HYLFHRQILJ LI UDQJHSY VQRRSUL

DWWDFK SRBOLIFRSOHBSROQBWQ

RU

'"HYLFARQILJ LI UDQLBY VQRRSL
YODQ

QJ

QJ

D J

Step 4

do show running-config
interfaceportchannel_interface_name
Example:

'"HYLFHFRQILJ LI UDQJHGRVKRZ
UXQQLQJ FRQOMBR

Confirms that the policy is attached to the
specified interface without exiting the
configuration mode.

How to Attach an IPv6 Snooping Policy to VLANs Globally

Beginning in privileged EXEC mode, follow these steps to attach an IPv6 Snooping Policy to VLANs across
multiple interfaces:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILIJXWHUPLQDO

Enters the global configuration mode.

Step 2

vlan configuration vlan_list

Example:

'"HYLFHRQILJ YODGRQILIJXUDWLE

Specifies the VLANs to which the IPv6
Snooping policy will be attached ; enters the

VLAN interface configuration mode.
RQ

Step 3

ipv6 snooping [attach-policy policy _namég
Example:

'"HYLFHRQILJ YODQ FRQI&EY VQRRS
DWWDFK SRBOIIIFRSOHBSROLF\

Attaches the IPv6 Snooping policy to the
specified VLANS across all switch and stack
interfaces. The default policy is attached if the
laRdch-policy option is not used. The default
policy is, security-level guard, device-role

node, protocol ndp and dhcp.
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Command or Action

Purpose

Step 4

do show running-config

Example:

'"HYLFHFRQILJ LI
UXQQLQJ FRQILJ

GRVKRZ

Verifies that the policy is attached to the
specified VLANs without exiting the interface
configuration mode.

How to Configure the IPv6 Binding Table Content

Beginning in privileged EXEC mode, follow these steps to configure IPv6 Binding Table Content :

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILIXWHUPLQDO

Enters the global configuration mode.

Step 2

[no] ipv6 neighbor binding [vlan vlan-id
{ipv6-addessinterface interface_type
stak/module/portw_addess
[reachable-lifetimevalue [seconds default |
infinite] | [tracking{ [default | disable] [
reachable-lifetimevalue [seconds default |
infinite] | [enable [reachable-lifetimevalue
[secondg default | infinite] | [retry-interval
{secondsdefault [reachable-lifetimevalue
[seconds default | infinite] } ]

Example:

'"HYLFHRQILJ LSY QHLJKERUQGL

Adds a static entry to the binding table database.

Switch adds small variance to
configured reachable-time value to
improve system stability during
timer expiry of binding entries.

Note

0J

Step 3

[no] ipv6 neighbor binding max-entries
numbefmac-limit number port-limit number
[mac-limit numbet | vlan-limit number|
[mac-limit numbet | [port-limit number
[mac-limitnumbet 1] ]

Example:

'"HYLFHRQILJ
PD[ HQWULHV

LSY QHLJKERUQGL

Specifies the maximum number of entries that
are allowed to be inserted in the binding table
cache.

QJ

Step 4

ipv6 neighbor binding logging

Example:

'"HYLFARQILJ LSY QHLJKERUQGLQ
ORJJILQJ

Enables the logging of binding table main
events.

J
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Command or Action

Purpose

Step 5

exit
Example:
'"HYLFHARQILJ H[LW

Exits global configuration mode, and places the
router in privileged EXEC mode.

Step 6

show ipv6 neighbor binding

Example:
'"HYLFH VKRZSY QHLJKERUQGLQJ

Displays contents of a binding table.

How to Configure anIPv6 Neighbor Discovery Inspection Policy

Beginning in privileged EXEC mode, follow these steps to configure an IPv6 ND Inspection Policy:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILIJXWHUPLQDO

Enters the global configuration mode.

Step 2

[no]ipv6 nd inspection policy policy-name

Example:

'"HYLFHRQILJ LSY QGLQVSHFWLR
SROLAMI[DPSOHBSROLF\

Specifies the ND inspection policy name and
enters ND Inspection Policy configuration
mode.

Q

Step 3

device-role {host | switch}

Example:

'"HYLFARQILJ QG LQVSHFWLRQ
GHYLFH URQ@HWFK

Specifies the role of the device attached to the
port. The default is host.

Step 4

limit address-count value

Example:

'"HYLFARQILJ QG LQVSHFWLRQW
DGGUHVV FRXQW

Enter 1-10,000.

Step 5

tracking {enable[reachable-lifetime {value
| infinite}] | disable [stale-lifetime {value|
infinite}]}

Example:

'"HYLFARQILJ QG LQVSHFWLRIFN
GLVDEOWDOH OLIHWQFRHLWH

Overrides the default tracking policy on a port.

LQJ

Step 6

trusted-port

Example:
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Command or Action Purpose

"HYLFARQILJ QG LOQVSHFWLRQ
WUXVWHG SRUW

Step 7 validate source-mac Checks the source media access control (MAC)

address against the link-layer address.
Example:

'"HYLFHRQILJ QG LQVSHFWDROQ GPpWH
VRXUFH PDF

Step 8 no {device-role| limit address-count | Remove the current configuration of a
tracking | trusted-port | validate parameter with the Nno form of the command.
sour ce-mac}

Example:

'"HYLFARQILJ QG LQVSHFWIRRQ
YDOLGDWRXUFH PDF

Step 9 default {device-role|limit address-count | | Restores configuration to the default values.
tracking | trusted-port | validate
source-mac}
Example:

'"HYLFARQILJ QG LQVSHFVWBIRDXQW
OLPLWGGUHVV FRXQW

Step 10 do show ipv6 nd inspection policy Verifies the ND Inspection Configuration
policy_name without exiting ND inspection configuration
mode.
Example:

'"HYLFARQILJ QG LQVSHFVBIRR@®RY
LSY QGLQVSHFWSRQLM[DPSOHBSROLF\

How to Attach an IPv6 Neighbor Discovery Inspection Policy to an Interface

Beginning in privileged EXEC mode, follow these steps to attach an IPv6 ND Inspection policy to an interface
or VLANSs on an interface :

Procedure
Command or Action Purpose
Step 1 configure terminal Enters the global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 2 interface Interface type stak/module/port | Specifies an interface type and identifier; enters
the interface configuration mode.
Example:
'"HYLFHRQILJ LQWHUIDFH
JLJDELWHWKHUQHW
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Command or Action

Purpose

Step 3

ipv6 nd inspection [attach-policy policy _nameg
[ vlan {vlan_ids| add vlan_ids| except
vlan_ids| none| remove vlian_idg all} ]| vlan
[ {vlan_ics | add vlan_ids| exceptvlan_ids|
none | remove vian_ids| all} |

Example:

'"HYLFHRQILJ LI LSY QGLQVSHFWL
DWWDFK SROLFRSOHBSROLF\

RU
'"HYLFHRQILJ LI LSY QGLQVSHFWL
DWWDFK SROLFRSOHBSRWOQPBPWQ
RU

'"HYLFARQILJ LI LSY QGLQVSHFW
YODQ

Attaches the Neighbor Discovery Inspection
policy to the interface or the specified VLANs
on that interface. The default policy is attached
if the attach-policy option is not used.

RQ

RQ

RQ

Step 4

do show running-config

Example:

'"HYLFHFRQILJ LI
UXQQLQJ FRQILJ

GRVKRZ

Verifies that the policy is attached to the
specified interface without exiting the interface
configuration mode.

How to Attach an IPv6 Neighbor Discovery Inspection Policy to a Layer 2
EtherChannel Interface

Beginning in privileged EXEC mode, follow these steps to attach an IPv6 Neighbor Discovery Inspection
policy on an EtherChannel interface or VLAN:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILIJXWHUPLQDO

Enters the global configuration mode.

Step 2

interfacerange Interface_name

Example:

'"HYLFHARQILJ LQWHUIDHH

Specify the port-channel interface name
assigned when the EtherChannel was created.
Enters the interface range configuration mode.

Enter the do show interfaces
summary command for quick
reference to interface names and

types.

Tip
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Command or Action

Purpose

Step 3

ipv6 nd inspection [attach-policy policy _nameg

[ vlan {vlan_ids| add vlan_ids| except
vlan_ids| none| remove vlian_idg all} ]| vlan
[ {vlan_ics | add vlan_ids| exceptvlan_ids|
none | remove vian_ids| all} |

Example:

'"HYLFARQILJ LI UDQJHSY QG
LQVSHFWDR@WDFK SROLFRSOHBS

RU

'"HYLFHARQILJ LI UDQJHSY QG
LQVSHFWDR@WDFK SROLFRSOHBS
YODQ

RU

'"HYLFARQILJ LI UDQLBY QG
LQVSHFWYRQQ

Attaches the ND Inspection policy to the
interface or the specified VLANs on that
interface. The default policy is attached if the
attach-policy option is not used.

ROLF\

ROLF\

Step 4

do show running-config
interfaceportchannel_interface_name

Example:

'"HYLFHFRQILJ LI UDQJHGRVKRZ
UXQQLQJ FRQOMWSR

Confirms that the policy is attached to the
specified interface without exiting the
configuration mode.

How to Attachan IPv6 NeighborDiscovery Inspection Policy to VLANs Globally

Beginning in privileged EXEC mode, follow these steps to attach an I[Pv6 ND Inspection policy to VLANs
across multiple interfaces:

Procedure

Command or Action

Purpose

Step 1

configure terminal

Example:
'"HYLFHFRQILIXWHUPLQDO

Enters the global configuration mode.

Step 2

vlan configuration vilan_list

Example:
'"HYLFARQILJ YODORQILIJXUDWLR

Specifies the VLANs to which the IPv6
Snooping policy will be attached ; enters the

VLAN interface configuration mode.
Q

Step 3

ipv6 nd inspection [attach-policy
policy _namé

Attaches the IPv6 Neighbor Discovery policy

to the specified VLANSs across all switch and
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Command or Action Purpose

Example: stack interfaces. The default policy is attached

'"HYLFARQILJ YODQ FRQIRY QG if the attach-policy option is not used.

LQVSHFWDR/QVDFK SR HB L K L .
QVvs W SRBLUIFRSOHBS Qﬂle défault policy is, device-role host, no

drop-unsecure, limit address-count disabled,
sec-level minimum is disabled, tracking is
disabled, no trusted-port, no validate
source-mac.

Step 4 do show running-config Confirms that the policy is attached to the
specified VLANs without exiting the

Example: .
ample configuration mode.

'"HYLFHFRQILJ LI GRVKRZ
UXQQLQJ FRQILJ

How to Configure an IPv6 Router Advertisement Guard Policy

Beginning in privileged EXEC mode, follow these steps to configure an IPv6 Router Advertisement policy :

Procedure
Command or Action Purpose
Step 1 configureterminal Enters the global configuration mode.
Example:
'"HYLFHFRQILIXWHHUPLQDO
Step 2 [nolipv6 nd raguard policy policy-name | Specifies the RA Guard policy name and enters
RA Guard Policy configuration mode.
Example:
'"HYLFHRQILJ LSY QGUDJXDBROL|F\
H[DPSOHBSROLF\
Step 3 [no]device-role {host | monitor | router | Specifies the role of the device attached to the
switch} port. The default is host.
Example: Note For a network with both host-facing
'"HYLFARQILJ QG UDJXDAMYLFH YROH ports and router-facing ports, along
VZLWFK with a RA guard policy configured
with device-role host on
host-facing ports or vlan, it is
mandatory to configure a RA guard
policy with device-role router on
router-facing ports to allow the RA
Guard feature to work properly.
Step 4 [nolhop-limit {maximum | minimum} value| (1-255) Range for Maximum and Minimum
Hop Limit values.
Example:
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How to Configure an IPv6 Router Advertisement Guard Policy .

Command or Action

Purpose

"HYLFRRQILJ QG UDJXDKR® OLPL
PD[LPXP

Whnables filtering of Router Advertisement
messages by the Hop Limit value. A rogue RA
message may have a low Hop Limit value
(equivalent to the IPv4 Time to Live) that
when accepted by the host, prevents the host
from generating traffic to destinations beyond
the rogue RA message generator. An RA
message with an unspecified Hop Limit value
is blocked.

If not configured, this filter is disabled.
Configure minimum to block RA messages
with Hop Limit values lower than the value
you specify. Configure maximumto block RA
messages with Hop Limit values greater than
the value you specify.

Step 5

[no]jmanaged-config-flag {off | on}

Example:

'"HYLFARQILJ QG UDJXDUG
PDQDJHG FRQILJRQDJ

Enables filtering of Router Advertisement
messages by the Managed Address
Configuration, or "M" flag field. A rouge RA
message with an M field of 1 can cause a host
to use a rogue DHCPv6 server. If not
configured, this filter is disabled.

On—Accepts and forwards RA messages with
an M value of 1, blocks those with 0.

Off—Accepts and forwards RA messages with
an M value of 0, blocks those with 1.

Step 6

[nojmatch {ipv6 access-list list | raprefix-list
list}
Example:

'"HYLFHRQILJ QG UDJXDADGN FAKSY
DFFHVV OHVWPSOHBOLVW

Matches a specified prefix list or access list.

Step 7

[no]other-config-flag {on | off}

Example:

'"HYLFHRQILJ QG UDJXDUG
RWKHU FRQILJ R@DJ

Enables filtering of Router Advertisement

messages by the Other Configuration, or "O"
flag field. A rouge RA message with an O field
of 1 can cause a host to use a rogue DHCPv6
server. If not configured, this filter is disabled.

On—Accepts and forwards RA messages with
an O value of 1, blocks those with 0.

Off—Accepts and forwards RA messages with
an O value of 0, blocks those with 1.

Step 8

[no]router-preference maximum {high |
medium | low}

Example:

Enables filtering of Router Advertisement
messages by the Router Preference flag. If not
configured, this filter is disabled.
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Command or Action

Purpose

'"HYLFHRQILJ QG UDJXDUG
URXWHU SUHIHRBBIQPEKKRLJIK

* high—Accepts RA messages with the
Router Preference set to high, medium,
or low.

» medium—Blocks RA messages with the
Router Preference set to high.

* low—Blocks RA messages with the
Router Preference set to medium and
high.

Step 9

[nojtrusted-port

Example:
'"HYLFHARQILJ QG UDJXDWBXVWHG

When configured as a trusted port, all attached
devices are trusted, and no further message

verification is performed.
SRUW

Step 10

default {device-role| hop-limit {maximum
| minimum} | managed-config-flag | match
{ipv6 access-list | ra prefix-list } |
other-config-flag | router-preference
maximum]| trusted-port}

Example:

'"HYLFHRQILJ QG UDJXDAHIDXOW
KRS OLPLW

Restores a command to its default value.

Step 11

do show ipv6 nd raguard policy policy_name

Example:

'"HYLFHRQILJ QG UDJXDARVYKRZSY
QGUDJIXDBBOLM[DPSOHBSROLH

(Optional)—Displays the ND Guard Policy
configuration without exiting the RA Guard
policy configuration mode.

\

How to Attach an IPv6 Router Advertisement Guard Policy to an Interface

Beginning in privileged EXEC mode, follow these steps to attach an IPv6 Router Advertisement policy to an
interface or to VLANSs on the interface :

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILJXWHUPLQDO

Enters the global configuration mode.

Step 2

interface Interface_type stad/module/port

Example:

'"HYLFHRQILJ LQWHUIDFH
JLJDELWHWKHUQHW

Specifies an interface type and identifier; enters
the interface configuration mode.
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Command or Action

Purpose

Step 3

ipv6 nd raguard [attach-policy policy _name
[ vlan {vlan_ids| add vlan_ids| except
vlan_ids| none|remove vilan_idg|all} ]| vlan
[ {vlan_ics | add vlan_ids| exceptvlan_ids|
none | remove vian_ids| all} |

Example:

'"HYLFHARQILJ LI LSY QGUDJXDUG
DWWDFK SRBLIFRSOHBSROLF\

RU

'"HYLFHRQILJ LI LSY QGUDJXDUG
DWWDFK SROLFRSOHBSRWODQPBPWQ

RU

'"HYLFHRQILJ LI LSY QGUDJXDUY®GIL

Attaches the Neighbor Discovery Inspection
policy to the interface or the specified VLANs
on that interface. The default policy is attached
if the attach-policy option is not used.

Step 4

do show running-config

Example:

'"HYLFHFRQILJ LI
UXQQLQJ FRQILJ

GRVKRZ

Confirms that the policy is attached to the
specified interface without exiting the
configuration mode.

How to Attach an IPv6 Router Advertisement Guard Policy to a Layer 2
EtherChannel Interface

Beginning in privileged EXEC mode, follow these steps to attach an IPv6 Router Advertisement Guard Policy
on an EtherChannel interface or VLAN:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILIJXWHUPLQDO

Enters the global configuration mode.

Step 2

interfacerange Interface_name

Example:

'"HYLFHARQILJ LQWHUIDHH

Specify the port-channel interface name
assigned when the EtherChannel was created.
Enters the interface range configuration mode.

Enter the do show interfaces
summary command for quick
reference to interface names and

types.

Tip
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Configuring IPv6 First Hop Security |

Command or Action

Purpose

Step 3

ipv6 nd raguard [attach-policy policy _name
[ vlan {vlan_ids| add vlan_ids| except
vlan_ids| none| remove vlian_idg all} ]| vlan
[ {vlan_ics | add vlan_ids| exceptvlan_ids|
none | remove vian_ids| all} |

Example:

'"HYLFHRQILJ LI UDQJHSY QGUDJXI
DWWDFK SROLFRSOHBSROLF\

RU
'"HYLFHRQILJ LI UDQJHSY QGUDJXI
DWWDFK SROLFRSOHBSRWOQPBWQ
RU

'"HYLFARQILJ LI UDQLSY QGUDJXO
YODQ

Attaches the RA Guard policy to the interface
or the specified VLANS on that interface. The
default policy is attached if the attach-policy
option is not used.

PUG

PUG

UG

Step 4

do show running-config
interfaceportchannel_interface_name

Example:

'"HYLFHFRQILJ LI UDQJHGRVKRZ
UXQQLQJ FRQOMWSR

Confirms that the policy is attached to the
specified interface without exiting the
configuration mode.

How to Attach an IPv6 Router Advertisement Guard Policy to VLANs Globally

Beginning in privileged EXEC mode, follow these steps to attach an IPv6 Router Advertisement policy to
VLANS regardless of interface:

Procedure

Command or Action

Purpose

Step 1

configure terminal

Example:
'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

vlan configuration vilan_list

Example:
'"HYLFARQILJ YODORQILIJXUDWLR

Specifies the VLANs to which the IPv6 RA
Guard policy will be attached ; enters the VLAN
interface configuration mode.

Q

Step 3

ipv6 dhcp guard [attach-policy policy_namég

Example:

Attaches the IPv6 RA Guard policy to the
specified VLANS across all switch and stack
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How to Configure an IPv6 DHCP Guard Policy .

Command or Action

Purpose

'"HYLFHRQILJ YODQ FRQIY QG
UDIJXDD&/WDFK SRBIFRSOHBSRO

interfaces. The default policy is attached if the
'-dft\ach—pol icy option is not used.

Step 4

do show running-config

Example:

'"HYLFHFRQILJ LI
UXQQLQJ FRQILJ

GRVKRZ

Confirms that the policy is attached to the
specified VLANs without exiting the
configuration mode.

How to Configure an IPv6 DHCP Guard Policy

Beginning in privileged EXEC mode, follow these steps to configure an [IPv6 DHCP (DHCPv6) Guard policy:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILIJXWHUPLQDO

Enters the global configuration mode.

Step 2

[nolipv6 dhcp guard policy policy-name

Example:

'"HYLFHRQILJ LSY GKFIXDUGROLH
H[DPSOHBSROLF\

Specifies the DHCPv6 Guard policy name and
enters DHCPv6 Guard Policy configuration

mode.
\

Step 3

[no]device-role {client | server}

Example:

'"HYLFHRQILJ GKFS JXDW@IKBYLFH U
VHUYHU

(Optional) Filters out DHCPv6 replies and
DHCPv6 advertisements on the port that are
not from a device of the specified role. Default

Rifdfent.

« client—Default value, specifies that the
attached device is a client. Server messages
are dropped on this port.

* server—Specifies that the attached device
is a DHCPv6 server. Server messages are
allowed on this port.

Step 4

[no] match server access-list
ipv6-access-list-name

Example:

$VVXPEHSUHFRQILIXBMGSFFHVNVW

DVIROORZV

‘"HYLFRARQILJ LSY DFFHVV OPVYBDF
'"HYLFARQILJ LSY DFBHUPLKWRVW
) 8 %% &&)))( ) DQ\

(Optional). Enables verification that the
advertised DHCPv6 server or relay address is
from an authorized server access list (The
destination address in the access list is 'any"). If
not configured, this check will be bypassed. An
empty access list is treated as a permit all.

oV
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Command or Action

Purpose

FRQILIXU&+3Y *XDUWRPDWFK
DSSURYBFRFHWLVW

'HYLFHRQILJ GKFS JXDP®GWPRPKHUYHU

DFFHVV OIPYBDFOV

Step 5

[no] match reply prefix-list
ipv6-prefix-list-name

Example:

$VVXPBHBSUHFRQILIXBMGSUHILDL
DVIROORZV
'"HYLFHRQILJ LSY SUHIL[ OLVW
P\BSUHIISHUPLW '% OH

&RQILIXWEH3Y *XDUB RPDWFKUHI
'"HYLFRARQILJ GKFS JXDW®W FKHS
SUHIL] OLPWBSUHIL]

(Optional) Enables verification of the advertised
prefixes in DHCPv6 reply messages from the
configured authorized prefix list. If not
configured, this check will be bypassed. An
%\I/npty prefix list is treated as a permit.

L[
o\

Step 6

[no]preference{ max limit | min limit }

Example:

'"HYLFHRQILJ GKFS JXDYWHIHUHQ
PD[
'"HYLFHRQILJ GKFS JXBUGIHUH®@E

Configure max and min when device-role is
serverto filter DCHPv6 server advertisements
by the server preference value. The defaults
fpErmit all advertisements.

Bnax limit—(0 to 255) (Optional) Enables
verification that the advertised preference (in
preference option) is less than the specified
limit. Default is 255. If not specified, this check
will be bypassed.

min limit—(0 to 255) (Optional) Enables
verification that the advertised preference (in
preference option) is greater than the specified
limit. Default is 0. If not specified, this check
will be bypassed.

Step 7

[no] trusted-port

Example:
'"HYLFARQILJ GKFS JXDWGBXVWHG

(Optional) trusted-port—Sets the port to a
trusted mode. No further policing takes place

on the port.
SRUW
Note If you configure a trusted port then
the device-role option is not

available.

Step 8

default {device-role| trusted-port}

Example:

'"HYLFHRQILJ GKFS JXDGKBIDXOW
GHYLFH UROH

(Optional) default—Sets a command to its
defaults.

Step 9

do show ipv6 dhcp guard policy policy _name

Example:

'"HYLFHRQILJ GKFS JXDERBVKRZSY,
GKFSXDUSROLM[DPSOHBSROLF

(Optional) Displays the configuration of the
IPv6 DHCP guard policy without leaving the
configuration submode. Omitting the
policy_namevariable displays all DHCPv6
policies.
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Example of DHCPv6 Guard Configuration

HQDEOH

FRQILIXWHUPLQDO

LSY DFFHVV ODF®

SHUPLKRVWM $ %% &&)) )( ) DQ\
LSY SUHIL][ OLDWFSHUPLW '% OH
LSY GKFSXDUSROLFIRO

GHYLFH URGHYHU
PDWPRKHUYHWFFHVV O DWF\®
PDWFKHSOSUHIL[ OLD®F
SUHIHUH®@E®Q

SUHIHUH®®BH

WUXVWHG SRUW
LOQWHUIDEBDELW(WKHUQHW
VZLWFKSRUW

LSY GKFIXDUBWWDFK SRORB\WYODQGG
YODQ

LSY GKFIXDUBWWDFK SRSRB\
VKRZSY GKFSXDUBROLFIRO

How to Attach an IPv6 DHCP Guard Policy to an Interface or a VLAN on an
Interface

Beginning in privileged EXEC mode, follow these steps to configure IPv6 Binding Table Content :

Procedure
Command or Action Purpose
Step 1 configure terminal Enters the global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 2 interface Interface type stak/module/port | Specifies an interface type and identifier; enters
the interface configuration mode.
Example:

'"HYLFHARQILJ LQWHUIDFH
JLJDELWHWKHUQHW

Step 3 ipv6 dhcp guard [attach-policy policy_name Attaches the DHCP Guard policy to the

[ vlan {vlan_ids| add vlan_ids| except interface or the specified VLANS on that
vlan_ids| none| remove vlan_ids| all} ]| vlan | interface. The default policy is attached if the
[ {vlan_ids | add vlan_ids| exceptvlan_ids| |attach-policy option is not used.

none | remove vlan_ids| all} |

Example:

'"HYLFHRQILJ LI LSY GKFSXDUG
DWWDFK SROLFRSOHBSROLF\

RU

'"HYLFHRQILJ LI LSY GKFSXDUG
DWWDFK SROULFRSOHBSRWOQPBWQ
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Configuring IPv6 First Hop Security |

Command or Action Purpose
RU
'"HYLFHRQILJ LI LSY GKFIXDUBODQ

Step 4

do show running-config interface
Interface type stack/module/port

Example:

'"HYLFHFRQILJ LI
UXQQLQJ FRQLUJ

GRVKRZ

Confirms that the policy is attached to the
specified interface without exiting the
configuration mode.

How to Attach an IPv6 DHCP Guard Policy to a Layer 2 EtherChannel Interface

Beginning in privileged EXEC mode, follow these steps to attach an [Pvé DHCP Guard policy on an
EtherChannel interface or VLAN:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILIJXWHUPLQDO

Enters the global configuration mode.

Step 2

interfacerange Interface_name

Example:

'"HYLFHRQILJ LQWHUIDHH

Specify the port-channel interface name
assigned when the EtherChannel was created.
Enters the interface range configuration mode.

Enter the do show interfaces
summary command for quick
reference to interface names and

types.

Tip

Step 3

ipv6 dhcp guard [attach-policy policy_namg
[ vlan {vlan_ids| add vlan_ids| except
vlan_ids| none|remove vlan_ids all} ]| vlan
[ {vlan_ics | add vlan_ids| exceptvlan_ids|
none | remove vilan_ids| all} ]

Example:

'"HYLFHARQILJ LI UDQJHSY GKFSXD
DWWDFK SRBOIIFRSOHBSROLF\

RU

'HYLFHRQILJ LI UDQJHSY GKFS8XD
DWWDFK SROIIFRSOHBSRWVOQBWQ

Attaches the DHCP Guard policy to the
interface or the specified VLANSs on that
interface. The default policy is attached if the
attach-policy option is not used.

UG

UG
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Command or Action Purpose

RU

'"HYLFHRQILJ LI UDQLBY GKFSXDUG

YODQ
Step 4 do show running-config Confirms that the policy is attached to the
interfaceportchannel_interface_name specified interface without exiting the
configuration mode.
Example:

'"HYLFHFRQILJ LI UDQJHGRVKRZ
UXQQLQJ FRQOMBR

How to Attach an IPvé6 DHCP Guard Policy to VLANs Globally

Beginning in privileged EXEC mode, follow these steps to attach an [IPvé DHCP Guard policy to VLANs
across multiple interfaces:

Procedure
Command or Action Purpose

Step 1 configureterminal Enters the global configuration mode.
Example:
'"HYLFHFRQILIJXWHUPLQDO

Step 2 vlan configuration vlan_list Specifies the VLANS to which the IPv6

Snooping policy will be attached ; enters the

Example: . .
ample VLAN interface configuration mode.
'"HYLFHRQILJ YODQRQILIXUDWLRQ

Step 3 ipv6 dhcp guard [attach-policy policy _namé| Attaches the IPv6 Neighbor Discovery policy
Example: to the specified VLANSs across all switch and
) stack interfaces. The default policy is attached
'JHxYDLUFGHvsV?/ :DLFJ KYSORDE)Q[LE:::RRS%EILA“B g‘ ; gi d {f the attach-policy option is not used. The
default policy is, device-role client, no

trusted-port.

Step 4 do show running-config Confirms that the policy is attached to the
specified VLANs without exiting the

Example: configuration mode.

'"HYLFHFRQILJ LI GRVKRZ
UXQQLQJ FRQILJ
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How to Configure IPv6 Source Guard

Configuring IPv6 First Hop Security |

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configureterminal Enters the global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 [no] ipv6 source-guard policy policy_name | Specifies the IPv6 Source Guard policy name
and enters IPv6 Source Guard policy
Example: .
configuration mode.
'"HYLFHRQILJ LSY VRXUFH JXBRGLF\
H[DPSOHBSROLF\
Step 4 [deny global-autoconf] [per mit link-local] | (Optional) Defines the IPv6 Source Guard
[default{. .. }] [exit] [no{... }] policy.
Example: + deny global-autoconf—Denies data traffic
'"HYLFHARQILJ VLVI VRXUFHJXGHG|\ from auto—conﬁgured global addresses.
JOREDO DXWRFRQI This is useful when all global addresses
on a link are DHCP-assigned and the
administrator wants to block hosts with
self-configured addresses to send traffic.
* permit link-local—Allows all data traffic
that is sourced by a link-local address.
Note Trusted option under source guard
policy is not supported.
Step 5 end Exits out of IPv6 Source Guard policy
configuration mode.
Example:
'"HYLFHRQILJ VLVI VRXUFHJXDQUGG
Step 6 show ipv6 source-guard policy policy_name| Shows the policy configuration and all the
Example: interfaces where the policy is applied.
'"HYLFHVKRZSY VRXUFH JXBRGLF
H[DPSOHBSROLF\
What to do next

Apply the IPv6 Source Guard policy to an interface.
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to Attach an IPv6 Source Guard Policy to an Interface .

How to Attach an IPv6 Source Guard Policy to an Interface

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:
'"HYLFHFRQILIJXWHUPLQDO

Enters the global configuration mode.

Step 3

interface Interface_type stad/module/port

Example:

'"HYLFHARQILJ LQWHUIDFH
JLIDELWHWKHUQHW

Specifies an interface type and identifier; enters
the interface configuration mode.

Step 4

ipv6 source-guard >attach-policy
<policy_name> @

Example:

'"HYLFHRQILJ LI LSY VRXUFH JXD
DWWDFK SROIIFRSOHBSROLF\

Attaches the IPv6 Source Guard policy to the
interface. The default policy is attached if the
attach-policy option is not used.

U G

Step 5

show ipv6 source-guard policy policy name

Example:

'"HYLFHFRQILJ LI VKRZSY
VRXUFH JXBRGLR[DPSOHBSROLH

Shows the policy configuration and all the
interfaces where the policy is applied.

—

How to attach an IPv6 Source Guard Policy to a Layer 2 EtherChannel Interface

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLFHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:
'"HYLFHFRQILJXWHUPLQDO

Enters the global configuration mode.
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Command or Action

Purpose

Step 3

interface port-channel port-channel-number

Example:
'"HYLFHFRQILJ LQWH U IBFRH

Specifies an interface type and port number and
places the switch in the port channel
configuration mode.

Step 4

ipv6 source-guard >attach-policy
<policy_name> @

Example:

'"HYLFH FRQILJ LILSY VRXUFH JXDO
DWWDFK SROIIFRSOHBSROLF\

Attaches the IPv6 Source Guard policy to the
interface. The default policy is attached if the
attach-policy option is not used.

UG

Step 5

show ipv6 source-guard policy policy _name

Example:

'"HYLFH FRQILJ LVKRZSY VRXUFH J
SROLAM[DPSOHBSROLF\

Shows the policy configuration and all the
interfaces where the policy is applied.

KDUG

How to Configure IPv6 Prefix Guard

Note

To allow routing protocol control packets sourced by a link-local address when prefix guard is applied, enable

the permit link-local command in the source-guard policy configuration mode.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLFHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

>No @pv6 source-guard policy
souice-guad-policy
Example:

'"HYLFH FRQILUSY VRXUFH JXBRGL
P\BVQRRSLQJBSROLF\

Defines an IPv6 source-guard policy name and
enters switch integrated security features
source-guard policy configuration mode.

F\
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Command or Action

Purpose

Step 4

>no @alidate address

Example:

'"HYLFH FRQILJ VLVI VRXUFHQRDU
YDOLGDDMWGHGUHVYV

Disables the validate address feature and
enables the IPv6 prefix guard feature to be

configured.
G

Step 5

validate prefix

Example:

'"HYLFH FRQILJ VLVI VRXUFHYRDUWG
SUHIL]

Enables IPv6 source guard to perform the IPv6
prefix-guard operation.

DWH

Step 6

exit
Example:
'"HYLFH FRQILJ VLVI VRXUF HIPLOW

Exits switch integrated security features
source-guard policy configuration mode and

returns to privileged EXEC mode.
G

Step 7

show ipv6 source-guard policy
>souice-guad-policy @
Example:

'"HYLFHVKRZSY VRXUFH JXBRGLF
SROLF\

Displays the IPv6 source-guard policy
configuration.

How to Attach an IPv6 Prefix Guard Policy to an Interface

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:
'"HYLFHFRQILIXWHUPLQDO

Enters the global configuration mode.

Step 3

interface Interface_type stadk/module/port

Example:

'"HYLFHRQILJ LQWHUIDFH
JLJDELWHWKHUQHW

Specifies an interface type and identifier; enters
the interface configuration mode.

Step 4

ipv6 sour ce-guard attach-policy policy_name

Example:

'"HYLFHRQILJ LI LSY VRXUFH JXD
DWWDFK SROLFRSOHBSROLF\

Attaches the IPv6 Source Guard policy to the
interface. The default policy is attached if the

attach-policy option is not used.
U G

Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches) .



. How to attach an IPv6 Prefix Guard Policy to a Layer 2 EtherChannel Interface

Configuring IPv6 First Hop Security |

Command or Action

Purpose

Step 5

show ipv6 source-guard policy policy _name

Example:

'"HYLFHRRQILJ LI VKRZSY VRXUFH J
SROLAM[DPSOHBSROLF\

Shows the policy configuration and all the
interfaces where the policy is applied.

KDUG

How to attach an IPv6 Prefix Guard Policy to a Layer 2 EtherChannel Interface

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLFHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:
'"HYLFHFRQILIJXWHUPLQDO

Enters the global configuration mode.

Step 3

interface port-channel port-channel-number

Example:
'"HYLFHFRQILJ LQWH U IBFRH

Specifies an interface type and port number and
places the switch in the port channel
configuration mode.

Step 4

ipv6 source-guard >attach-policy
<policy_name> @
Example:

'"HYLFH FRQILJ LUSY VRXUFH JXD
DWWDFK SRBOIIFRSOHBSROLF\

Attaches the IPv6 Source Guard policy to the
interface. The default policy is attached if the
attach-policy option is not used.

U G

Step 5

show ipv6 source-guard policy policy _name

Example:
'"HYLFH FRQILJ LVKREZSY VRXUFH J

Shows the policy configuration and all the
interfaces where the policy is applied.

KDUG

SROLAM[DPSOHBSROLF\

Configuration Examples for IPv6 First Hop Security

Examples: How to attachan IPv6 Source Guard Policy to aLayer2 EtherChannel

Interface

The following example shows how to attach an [IPv6 Source Guard Policy to a Layer 2 EtherChannel Interface:
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6ZLWFKRQILIXWHUPLQDO

6ZLWFK FRQILBY VRXUFH JXBRGLR2/

6ZLWFK FRQILJ VLVI VRXUFHYBROUGDMWGIGUHVYV
VZLWFK FRQILJ VLVI VRXUFHIXWUG

6ZLWFK FRQILQWHU IDBFRA

6ZLWFK FRQILBY VQRRSLQJ

6ZLWFK FRQILJ LBY VRXUFH JXDWG/DFK SR®A/F\
6ZLWFK FRQILJ HI[LW

VZLWFK FRQILJ

Examples: How to attach an IPv6 Prefix Guard Policy to a Layer 2 EtherChannel
Interface

The following example shows how to attach an [IPv6 Prefix Guard Policy to a Layer 2 EtherChannel Interface:

6ZLWFKRQILIXWHUPLQDO

6ZLWFK FRQILBY VRXUFH JXBRGLR2/
6ZLWFIKRQILJ VLVI VRXUFHIXQIRYOGOLGDMWGGUHVYV
6ZLWFK FRQILJ VLVI VRXUFHNDCLG®SNH L[
6ZLWFK FRQILQWHU IDBFRA

6ZLWFK FRQILJ LBY VQRRSLQJ

6ZLWFK FRQILJ LBY VRXUFH JXDWG/DFK SR®L/F\
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Configuring SISF-Based Device Tracking

* Information About SISF-Based Device Tracking, on page 283

* How to Configure SISF-Based Device Tracking, on page 288

* Configuration Examples for SISF-Based Device Tracking, on page 297

* Feature History and Information for SISF-Based Device Tracking, on page 301

Information About SISF-Based Device Tracking

Overview of SISF-Based Device Tracking

The Switch Integrated Security Features based (SISF-based) device tracking feature is part of the suite of
first-hop security features.

The main role of the feature is to track the presence, location, and movement of end-nodes in the network.
SISF snoops traffic received by the switch, extracts device identity (MAC and IP address), and stores them
in a binding table. Many features, such as, IEEE 802.1X, web authentication, Cisco TrustSec and LISP etc.,
depend on the accuracy of this information to operate properly.

SISF-based device tracking supports both IPv4 and IPv6.

Even with the introduction of SISF-based device tracking, the legacy device tracking CLI (IP Device Tracking
(IPDT) and IPv6 Snooping CLI) continues to be available. When you bootup the switch, the set of commands
that is available depends on existing configuration, and only one of the following is available:

* SISF-based device tracking CLI, or
 [PDT and IPv6 Snooping CLI

Note

The IPDT and IPv6 Snooping commands are deprecated, but continue to be available. We recommend that
you upgrade to SISF-based device tracking.

If you are using the IPDT and IPv6 Snooping CLI and want to migrate to SISF-based device tracking, see
Migrating fromlegacylPDT and IPv6 Snoopingo SISF-Based®evice Trading, for more information.

SISF-based device tracking can be enabled manually (by using device-tracking commands), or
programmatically (which is the case when providing device tracking services to other features).
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. Options to Enable SISF-Based Device Tracking

Options to Enable SISF-Based Device Tracking

SISF-Based device tracking is disabled by default.

You can enable it by defining a device tracking policy and attaching the policy to a specific target.

Note

The target could be an interface or a VLAN.

Manually Enabling SISF-Based Device Tracking
* Option 1: Apply the default device tracking policy to a target.

Enter the device-tracking command in the interface configuration mode or in the VLAN configuration
mode. The system then attaches the default policy it to the interface or VLAN.

Note The default policy is a built-in policy with default settings; you cannot change
any of the attributes of the default policy. In order to be able to configure device
tracking policy attributes you must create a custom policy. See Option2: Create
a custompolicy with customsettings

* Option 2: Create a custom policy with custom settings.

Enter the device-tracking policy command in global configuration mode and enter a custom policy name.
The system creates a policy with the name you specify. You can then configure the available settings,
in the device tracking configuration mode (config-device-tracking), and attach the policy to a specified
target.

Programmatically Enabling SISF-Based Device Tracking

Some features rely on device tracking and utilize the trusted database of binding entries that SISF-based device
tracking builds and maintains. These features, also called device tracking clients, enable device tracking
programmatically (create and attach the device tracking policy).

Note

The exceptions here are IEEE 802.1X, web authentication, Cisco TrustSec, and IP Source Guard (IPSG) -
they also rely on device tracking, but they do not enable it. For these device tracking clients, you must enter
the ip dhcp snooping vlan vlan command, to programmatically enable device tracking on a particular target.

Note the following about programmatically enabling SISF-based device tracking:
* A device tracking client requiresdevice tracking to be enabled.

There are several device tracking clients, therefore, multiple programmatic policies could be created.
The settings of each policy differ depending on the device tracking client that creates the policy.

* The policy that is created, and its settings, are system-defined.
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Migrating from Legacy Commands to SISF-Based Device-Tracking Commands .

Configurable policy attributes are available in the device tracking configuration mode
(config-device-tracking) and vary from one release to another. If you try to modify an attribute that is
not configurable, the configuration change is rejected and an error message is displayed.

For release-specific information about programmatically created policies, see ProgrammaticallyEnabling
SISF-Base@evice Tracking in CiscolOS XE <releasename><releasenumber>in the required version of
the document.

Migrating from Legacy Commands to SISF-Based Device-Tracking Commands

Migrating from Legacy IPDT and IPv6 Snooping to SISF-Based Device Tracking

Starting with Cisco IOS XE Denali 16.1.1, the existing IPv6 snooping and IP Device Tracking (IPDT)
commands have corresponding SISF-based device-tracking commands that allow you to apply your
configuration to both IPv4 and IPv6 address families.

After you have upgraded from a Cisco I0S XE 3.x.x release to a Cisco IOS XE 16.x.x release, enter the
device-tracking upgrade-cli to convert legacy IPDT and IPv6 Snooping commands to SISF-based device
tracking commands. After you run the command, only the new device-tracking commands are available on
your device and the legacy commands are not supported.

Based on the legacy configuration that exists on your device, the device-tracking upgrade-cli command
upgrades your CLI differently. Consider the following configuration scenarios and the corresponding migration
results before you migrate your existing configuration.

Note

You cannot configure a mix of the old IPDT and IPv6 snooping CLI with the new SISF-based device-tracking
CLL

Only IPDT Configuration Exists

If your device has only IPDT configuration, running the device-tracking upgrade-cli command converts the
configuration to use the new SISF policy that is created and attached to the interface. You can then update
this SISF policy.

If you continue to use the legacy commands, this restricts you to operate in a legacy mode where only the
legacy IPDT and IPv6 snooping commands are available on the device.

Only IPv6 Snooping Configuration Exists

On a device with existing IPv6 snooping configuration, the old IPv6 Snooping commands are available for
further configuration. The following options are available:

* (Recommended) Use the device-tracking upgrade-cli command to convert all your legacy configuration
to the new SISF-based device tracking commands. After conversion, only the new device tracking
commands will work on your device.

* Use the legacy IPv6 Snooping commands for your future configuration and do not run the device-tracking
upgrade-cli command. With this option, only the legacy IPv6 Snooping commands are available on your
device, and you cannot use the new SISF-based device tracking CLI commands.
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. IPDT, IPv6 Snooping, and SISF-Based Device Tracking CLI Compatibility

Both IPDT and IPv6 Snooping Configuration Exist

On a device that has both legacy IPDT configuration and IPv6 snooping configuration, you can convert legacy
commands to the SISF-based device tracking CLI commands. However, note that only one snooping policy
can be attached to an interface, and the IPv6 snooping policy parameters override the IPDT settings.

Note

If you do not migrate to the new SISF-based commands and continue to use the legacy IPv6 snooping or IPDT
commands, your IPv4 device tracking configuration information may be displayed in the IPv6 snooping
commands, as the SISF-based device tracking feature handles both IPv4 and IPv6 configuration. To avoid
this, we recommend that you convert your legacy configuration to SISF-based device tracking commands.

No IPDT or IPv6 Snooping Configuration Exists

If your device has no legacy IP Device Tracking or IPv6 Snooping configurations, you can use only the new
SISF-based device tracking commands for all your future configuration. The legacy IPDT commands and
[Pv6 snooping commands are not available.

Note

Starting from Cisco I0S XE Denali 16.3.1, the ip dhcp snooping vlan vlan command creates a device
tracking policy programmatically, to support the IEEE 802.1X, web authentication, Cisco TrustSec and IPSG
features. The programmatically created policy tracks both IPv4 and IPv6 clients. Ensure that this command
is configured, if you are using any of the aforementioned features.

IPDT, IPv6 Snooping, and SISF-Based Device Tracking CLI Compatibility

Table Table 27: IPDT E IPv6 Snooping Commands, on page 286 displays legacy IPDT and then the IPv6
snooping commands they are converted to - if the device-tracking upgrade-cli command (global configuration
mode) is NOT executed.

Table Table 28: IPDT E SISF Commands, on page 287 displays legacy IPDT and then the SISF-based
device-tracking commands that the system converts them to, if you have executed the device-tracking
upgrade-cli command.

Table 27: IPDT E IPv6 Snooping Commands

Legacy IP Device Tracking (IPDT) IPv6 Snooping Command

(Starting from Cisco 10S XE Denali 16.3.7 and all later Cisco 10S
XE 16.x.x releases).

ip devicetracking probe count Set to the default value, and cannot be changed.

ip devicetracking probe delay Set to the default value, and cannot be changedg.
ip devicetracking probeinterval ipv6 neighbor binding reachable-lifetime!®

ip devicetracking probe use-svi Set to the default behavior, and cannot be changed.
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IPDT, IPv6 Snooping, and SISF-Based Device Tracking CLI Compatibility .

Legacy IP Device Tracking (IPDT)

IPv6 Snooping Command

(Starting from Cisco 10S XE Denali 16.3.7 and all later Cisco 10S
XE 16.x.x releases).

ip devicetracking probe auto-source >
fallback host-ip-addess
subnet-masi@override @

ipv6 neighbor tracking auto-sour ce >fallback
host-ip-addess subnet-masi®@override @

ip devicetracking trace-buffer

Not supported

ip device tracking maximum n

ipv6 snooping policy IPDT_MAX_ndimit address-coun@

ip device tracking maximum O

Not supported

clear ip devicetracking all

Not supported

% Until Cisco I0S XE Denali 16.3.6 and in Cisco I0S XE Everest 16.5. la, the system incorrectly converts
the ip device tracking probe delay command to ipv6 neighbor binding reachable-lifetime. Starting
from Cisco I0S XE Denali 16.3.7 (except in Cisco IOS XE Everest 16.5.x), this is set to the default

value and cannot be changed.

Until Cisco IOS XE Denali 16.3.6 and in Cisco IOS XE Everest 16.5.1a, the system incorrectly converts

the ip device tracking probe interval command to ipv6 snooping tracking retry-interval. Starting
from Cisco IOS XE Denali 16.3.7 (except in Cisco IOS XE Everest 16.5.x), this is correctly converted
to ipv6 neighbor binding reachable-lifetime.

Table 28: IPDT E SISF Commands

Legacy IP Device Tracking (IPDT)

SISF-Based Device-Tracking After SISF Conversion

(Starting from Cisco 10S XE Denali 16.3.7 and all later Cisco
10S XE 16.x.x releases).

ip device tracking probe count

Set to the default value, and cannot be changed.

ip devicetracking probe delay

Set to the default value, and cannot be changedu.

ip devicetracking probeinterval

device-tracking binding reachable-lifetime!2

ip devicetracking probe use-svi

Set to the default behaviour and cannot be changed.

ip devicetracking probe auto-source >
fallback host-ip-addess
subnet-masi@override @

device-tracking tracking auto-sour ce >fallback
host-ip-addess subnet-masi®@override @

ip devicetracking trace-buffer

Not supported.

ip device tracking maximum n

device-tracking snooping policy IPDT_MAX_ndimit
address-coun@

ip device tracking maximum 0

Not supported.

clear ip devicetracking all

Not supported.
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" Until Cisco IOS XE Denali 16.3.6 and in Cisco I0S XE Everest 16.5.1a, the system incorrectly converts
the ip devicetracking probedelay command to device-tracking binding reachable-lifetime. Starting
from Cisco IOS XE Denali 16.3.7 (except in Cisco IOS XE Everest 16.5.x), this is set to the default
value, and cannot be changed.

Until Cisco IOS XE Denali 16.3.6 and in Cisco IOS XE Everest 16.5.1a, the system incorrectly converts
the ip devicetracking probeinterval command to device-tracking tracking retry-interval. Starting
from Cisco IOS XE Denali 16.3.7 (except in Cisco IOS XE Everest 16.5.1a), this is correctly converted
to device-tracking binding reachable-lifetime.
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How to Configure SISF-Based Device Tracking

Manually Enabling SISF-Based Device Tracking

Applying the Default Device Tracking Policy to a Target

Beginning in privileged EXEC mode, follow these steps to apply the default device tracking policy to an

interface or VLAN:

Procedure
Command or Action Purpose

Step 1 configure terminal Enters the global configuration mode.
Example:

'"HYLFHFRQILIXWHUPLQDO

Step 2 Specify an interface or a VLAN interface type number—Specifies the
interface and enters the interface configuration
mode. The device tracking policy will be
attached to the specified interface.

« interface interface
« vlan configuration vlan_list

Example: vlan configuration vlan_list—Specifies the
"HYLFH FRQILIQWHUIDRERDELWHWHKKNYRNWMnd enters the VLAN feature
5 configuration mode. The device tracking policy

'"HYLFH FRQILYOD@RQILJIXUDW L R|Vill be attached to the specified VLAN.

Step 3 device-tracking Enables SISF-based device tracking and
Examole: attaches the default policy it to the interface or
pe: VLAN.
'"HYLFH FRQILJ LGHYLFH WUDFNLQJ
25 The default policy is a built-in policy with
'"HYLFH FRQILJ YODQ FRQILJ default settings; none of the attributes of the

GHYLFH WUDFNLQJ default policy can be changed.

Step 4 exit Exits configuration mode.

Example:

'"HYLFH FRQILJ LH[LW
25
'"HYLFH FRQILJ YODQ FRQJUW
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Creating a Custom Device Tracking Policy with Custom Settings .

Command or Action

Purpose

Step 5

show device-tracking policy policy-name

Example:

'"HYLFHVKRZLHYLFH WUDRR®LUF\
GHIDXOW

Displays device-tracking policy configuration,
and all the targets it is applied to.

Creating a Custom Device Tracking Policy with Custom Settings

Beginning in privileged EXEC mode, follow these steps to create and configure a device tracking policy:

Procedure

Command or Action

Purpose

Step 1

configure terminal

Example:
'"HYLFHFRQILJXWHUPLQDO

Enters the global configuration mode.

Step 2

[no] device-tracking policy policy-name

Example:

'"HYLFH FRQILGHYLFH WUD FS\RMLA
H[DPSOHBSROLF\

Creates the policy and enters the device-tracking
configuration mode.

\

Step 3

>data-glean _ default _ destination-glean
_ devicerole _ digtribution-switch _ exit
_limit _ no _ prefix-glean _ protocol
_ security-level  tracking _ trusted-port
_Vpc@

Example:

'"HYLFHFRQILJ GHYLFH WUDFNLQJ
GHVWLQDWLRQORIHRQO\

Enter the question mark (?) at the system
prompt to obtain a list of available options in
this mode. You can configure the following for
both IPv4 and IPv6:

* (Optional) data-glean—Enables learning
of addresses from a data packet snooped
from a source inside the network and
populates the binding table with the data
traffic source address. Enter one of these
options:

* log-only—Generates a syslog
message upon data packet notification

» recovery—Uses a protocol to enable
binding table recovery. Enter NDP
or DHCP.

(Optional) default—Sets the policy
attribute to its default value. You can set
these policy attributes to their default
values: data-glean, destination-glean,
device-role, limit, prefix-glean, protocol,
security-level, tracking, trusted-port.

* (Optional) destination-glean—Populates
the binding table by gleaning data traffic
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Command or Action

Purpose

. Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches)

destination address. Enter one of these
options:

* log-only—Generates a syslog
message upon data packet notification

* recovery—Uses a protocol to enable
binding table recovery. Enter DHCP.

(Optional) device-role—Sets the role of
the device attached to the port. It can be a
node or a switch. Enter one of these
options:

» node—Configures the attached device
as a node. This is the default option.

+ switch—Configures the attached
device as a switch.

(Optional) distribution-switch—Although
visible on the CLI, this option is not
supported. Any configuration settings you
make will not take effect.

exit—Exits the device-tracking policy
configuration mode.

limit address-count—Specifies an address
count limit per port. The range is 1 to
32000.

no—Negates the command or sets it to
defaults.

(Optional) pr efix-glean—Enables learning
of prefixes from either IPv6 Router
Advertisements or from DHCP-PD. You
have the following option:

* (Optional) only—Gleans only
prefixes and not host addresses.

(Optional) protocol—Sets the protocol to
glean; by default, all are gleaned. Enter
one of these options:

carp >refix-liss name@-Gleans
addresses in ARP packets. Optionally,
enter the name of prefix-list that is to
be matched.

* dhcpd >prefix-list name@-Glean
addresses in DHCPv4 packets.
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Command or Action

Purpose

Optionally, enter the name of
prefix-list that is to be matched.

* dhcp6 >prefix-list name@-Glean
addresses in DHCPv6 packets.
Optionally, enter the name of
prefix-list that is to be matched.

*ndp >prefix-liss name@-Glean
addresses in NDP packets.
Optionally, enter the name of
prefix-list that is to be matched.

e udp >prefix-lis name@-Although
visible on the CLI, this option is not
supported. Any configuration settings
you make will not take effect.

* (Optional) security-level—Specifies the
level of security enforced by the feature.
Enter one of these options:

* glean—Gleans addresses passively.

* guard—Inspects and drops

un-authorized messages. This is the
default.

* inspect—Gleans and validates
messages.

* (Optional) tracking—Specfies a tracking
option. Enter one of these options:

 disable >stale-lifetime
>1-86400-secondsnfinite @ @
—Turns of device-tracking.

Optionally, you can enter the duration
for which the entry is kept inactive
before deletion, or keep it
permanently inactive.

* enable >reachable-lifetime
>1-86400-secondsnfinite @ @
—Turns on device-tracking.

Optionally, you can enter the duration
for which the entry is kept reachable,
or keep it permanently reachable.

* (Optional) trusted-port—Sets up a trusted
port. Disables the guard on applicable
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Command or Action

Purpose

targets. Bindings learned through a trusted
port have preference over bindings learned
through any other port. A trusted port is
given preference in case of a collision
while making an entry in the table.

* (Optional) vpc—Although visible on the
CLlI, this option is not supported. Any
configuration settings you make will not
take effect.

Step 4 end Exits configuration mode.
Example:
'"HYLFH FRQILJ GHYLFH WUBFMNQJ

Step 5 show device-tracking policy policy-name | Displays the device-tracking policy

configuration.
Example:
'"HYLFHVKRGHYLFH WUDFRNR@LF\
H[DPSOHBSROLF\
What to do next

Attach the policy to an interface or VLAN.

Attaching a Device Tracking Policy to an Interface

Beginning in privileged EXEC mode, follow these steps to attach a device tracking policy to an interface:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILJXWHUPLQDO

Enters the global configuration mode.

Step 2

interface interface

Example:
'"HYLFH FRQILLQWHUIDEHDELWHWH

Specifies an interface and enters the interface
configuration mode.

HUQHW

Step 3

>no @evice-tracking attach-policy policy
name

Example:
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Command or Action

Purpose

'"HYLFH FRQILJ LGHYLFH WUDFNL
DWWDFK SRBOIIIFRSOHBSROLF\

Nbte

SISF based device-tracking policies
can be disabled only if they are
custom policies. Programmatically
created policies can be removed only
if the corresponding device-tracking
client feature configuration is
removed.

Step 4

end

Example:
'"HYLFHHQG

Returns to the privileged EXEC mode.

Step 5

show device-tracking policies >interface
interface@

Example:

'"HYLFHVKRGHYLFH WUDFRR®UFLH
LQWHUIDRIDELWHWKHUQHW

Displays policies that match the specified
interface type and number.

Attaching a Device Tracking Policy to a VLAN

Beginning in privileged EXEC mode, follow these steps to attach a device-tracking policy to VLANs across
multiple interfaces:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILIJXWHUPLQDO

Enters the global configuration mode.

Step 2

vlan configuration vlan_list

Example:
'"HYLFH FRQILYODGRQILJXUDWLR

Specifies the VLANSs to which the device
tracking policy will be attached; enters the

VLAN interface configuration mode.
Q

Step 3

>no @evice-tracking attach-policy
policy_name

Example:

'"HYLFH FRQILJ YODQ FRQILJ
GHYLFH WUDRNWLQYDFK SROLF\
H[DPSOHBSROLF\

Attaches the device tracking policy to the
specified VLANS across all switch interfaces.

Note SISF based device-tracking policies
can be disabled only if they are
custom policies. Programmatically
created policies can be removed only
if the corresponding device-tracking
client feature configuration is

removed.
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Command or Action

Purpose

Step 4 do show device-tracking policiesvlan
vlan-ID
Example:

'"HYLFH FRQILJ YODQ FRERVERZ
GHYLFH WUDFRNR@MUFLMYDQ

Verifies that the policy is attached to the
specified VLAN, without exiting the VLAN
interface configuration mode.

Programmatically Enabling SISF-Based Device Tracking in Cisco 10S XE Fuji

16.8.x

Table 29: Programmatically Enabling SISF-Based Device Tracking in Cisco 10S XE Fuji 16.8.x

client features that | features:
can enable

tracking

Device tracking In this release, you can programmatically enable SISF-based device tracking for these

. « IEEE 802.1X, web authentication, Cisco TrustSec, and IPSG features: enter the
SISF-based device . .
ip dhcp snooping vlan vlan command.

* Cisco Locator/ID Separation Protocol.

Note LISP settings are effective, if there is more than one programmatically
created policy. This does not adversely affect the way, any of the other
device tracking client features work. For example, if you have configured
the ip dhcp snooping vlan vlan command for IEEE 802.1X, and also
enabled SISF-based device tracking by configuring LISP, the IEEE 802.1X
feature continues to work as expected.

Policy Name DT-PROGRAMMATIC

Although there is more than one device tracking client feature, the system-generated
policy is one and the same; the list of settings may differ with each programmatically
created policy. See the examples for more information.
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Configuring a Multi-Switch Network to Stop Creating Binding Entries from a Trunk Port .

User Options

* Only one device-tracking policy can be attached to the same interface or VLAN.
* The policy cannot be replaced by another policy.

* The policy cannot be removed unless the device tracking client feature
configuration is removed.

* You can change these setting of of a programmatically created policy
(device-tracking policy command, in the device tracking configuration mode
(config-device-tracking)):

» data-glean

+ default

* device-role

* destination-glean
* exit

e limit

*no

* prefix-glean
* protocol

* security-level
* tracking

* trusted-port

* The distribution-switch and vpc are visible on the CLI, but any configuration
changes are not effective.

* The address count limit per MAC setting cannot be changed (This refers to the
limit address-count for 1Pv4 per mac and limit address-count for | Pv6 per
mac commands), but the address count limit per port or interface can be changed.

* When a device-tracking policy is attached to an interface under a VLAN, the
policy settings on the interface take precedence over those on its VLAN; exceptions
here are the values for limit address-count for | Pv4 per mac and limit
address-count for | Pv6 per mac, which are aggregated from the policy on both
the interface and VLAN.

Configuring a Multi-Switch Network to Stop Creating Binding Entries from a

Trunk Port

In a multi-switch network, SISF-based device tracking provides the capability to distribute binding table
entries between switches running the feature. Binding entries are only created on the switches where the host
appears on an access port. No entry is created for a host that appears over a trunk port. This is achieved by
configuring a policy with the trusted-port and device-role switch options, and attaching it to the trunk port.
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Configuring SISF-Based Device Tracking |

Important

Both, the trusted-port, and device-role switch options, must be configured in the policy.

Further, we recommended that you apply such a policy on a port facing a device, which also has SISF-based
device tracking enabled.

Complete the following steps:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
'"HYLFHFRQILIJXWHUPLQDO

Enters the global configuration mode.

Step 2

device-tracking policy policy-name

Example:

'"HYLFH FRQILGHYLFH WUD FS\R@LIA
H[DPSOHBWUXVWHGBSROLF\

Enters the device-tracking policy configuration
mode, for the specified policy.

\

Step 3

device-role switch

Example:

'"HYLFH FRQILJ GHYLFH WUDFNLQ
GHYLFH URQ@QHWFK

Specifies the role of the device attached to the
port. Default is node. Enter the device-role
switch option to stop the creation of binding
dntries for the port.

Step 4

trusted-port

Example:

'"HYLFH FRQILJ GHYLFH WUDFNLQ
WUXVWHG SRUW

Sets up a trusted port. Disables the guard on
applicable targets. Bindings learned through a
trusted port have preference over bindings
fearned through any other port. A trusted port
is given preference in case of a collision while
making an entry in the table.

Step 5

end

Example:
'"HYLFH FRQILJ GHYLFH WUBRML(

Exits the device-tracking policy configuration
mode and enters the global configuration mode

J

Step 6

interface interface

Example:
'"HYLFH FRQILLQWHUIDERDELWHWK

Specifies an interface and enters the interface
configuration mode.

HUQHW

Step 7

device-tracking attach-policy policy-name

Example:

'"HYLFH FRQILJ LGHYLFH WUDFNL
DWWDFK SRMH[P\PSOHBWUXVWHG

Attaches a device tracking policy to the
interface or the specified VLANs on the
interface.

RJ
BSROLF\
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Configuration Examples for SISF-Based Device Tracking

These examples show sample device-tracking configuration and other recommended or related configuration
for certain situations.

Example: Programmatically Enabling SISF-Based Device Tracking in Cisco
10S XE Fuji 16.8.x

The sample output in the examples show the different settings of programmatically created policies.

Device tracking client: LISP
The LISP configuration here is only meant to serve as an example.

After you configure LISP, enter the show device-tracking policy command in privileged EXEC mode, to
display the '7 352*5$00$ ppdicy that is created and the corresponding settings:

'"HYLFH FRQILURXWWUVS

RXWSXWWXQFDWHG!

'"HYLFH FRQILJ URXWHULQMWSD QFH LG

'"HYLFH FRQILJ URXWHU OLVS LOWUWILGAKHUQHW

'"HYLFH FRQILJ URXWHU OLVS LQVW D QGHH WHLRIFAHQ

'"HYLFH FRQILJ URXWHU OLVS LQVWDQFHGDWDEDN HLRDSSLQJ ORFDWRU VHW
VHW

'"HYLFH FRQILJ URXWHU OLVS LQVWDQGHHW NUYIYAHH HWKHUQHW

'"HYLFH FRQILJ URXWHU OLVS LIQNWDIQRHWDQFH LG

'"HYLFH FRQILJ URXWHUHQLWSURXWHU OLVS

'"HYLFHVKRGHYLFH WUDFNR@LFV 352*5$00$7,&
3ROLFV 352*5%300$7FRQILIJXUDWLRQ
VHFXULW\ OHXBOG
GHYLFH UR®IEH
JOHDQLIURPLHLIKERIWVFRYHU\
JOHDQLIURP+&3
JOHDQLIURP$53
JOHDQLIURP+&3
127JOHDQLIQURPSURW R PRIN Q
OLPLBNGGUHVV FRRQWY SHWDF
OLPLBNGGUHVV FRRQWY SHWDF
WUDFNLHQIDEOH
3ROLFVY 352*5$00$7.& DSSOLROWKHROORZLWDUJIJHWYV

7DUJHW  7\SH 3ROLF\ YHDWXUH 7DUJHWD QJH
YODQ 9/$1 '7 352*5%$00$7,& 'HYLFH WUDFNLEODODQOO
QRWH

%LQGLAOWURZQWLPHU PLQXWHYV
%LQGLAQWWBWDOMLPHU PLQXWHYV

Device tracking clients: IEEE 802.1X, Web Authentication, Cisco TrustSec, IPSG

Configure the ip dhcp snooping vlan vlancommand in global configuration mode to enable device-tracking
for the IEEE 802.1X, web authentication, Cisco TrustSec, and IPSG features. Enter the show device-tracking
policy command in privileged EXEC mode, to display the '7 352*500$ 7pdlicy that is created and the
corresponding settings that are made:
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. Example: Disabling IPv6 Device Tracking on a Target

"HYLFHFRQILJXWHUPLQDO
'"HYLFH FRQILISGKFY¥ QRRSLYQADQ
'"HYLFH FRQILBQG

'"HYLFHVKRGHYLFH WUDFNRMUFY 352*5$00$7,&
3ROLFV 352*5$00$7FRQILIXUDWLRQ
VHFXULW\ OHDHO Q
GHYLFH UR®IGH
JOHDQLIURPLHLIKERIWFRYHU\
JOHDQLIURP+&3
JOHDQLIURP$53
JOHDQLIURP+&3
127JOHDQLIURPSURW R BPRINQ
OLPLBNGGUHVV FRRKQWY SHWDF
WUDFNLHQIDEOH
3ROLFV 352*5%$00$7.& DSSOLRGWKHROORZLWDUJIHWYV

7DUJHW7\SH 3ROLF\ YHDWXUH 7DUJHWMWD QJH
YODQ 9/$1 '7 352*5%$00%$7,& 'HYLFH WUDFNYQDQOO
QRWH

%LQGLAQWURZQWLPHU KRXUV
%LQGLAQWWWDOMLPHU KRXUV

Example: Disabling IPv6 Device Tracking on a Target

By default, SISF-based device tracking supports both IPv4 and IPv6. The following configuration examples
show how you can disable IPv6 device tracking if you have to:

Disabling IPv6 device tracking when the target is attached to a custom policy:

'"HYLFH FRQILGHYLFH WUDFNR®MUAM[DPSOH SROLF\
'"HYLFH FRQILJ GHYLFH WUDRREBURW R KRGS
'"HYLFH FRQILJ GHYLFH WUDREBUBWRFRRCFS
'"HYLFH FRQILJ GHYLFH WUBRNKLQJ

Disabling IPv6 device tracking when the target is attached to a programmatic policy:

Note

You cannot disable IPv6 device tracking in the Cisco IOS XE Denali 16.3.x and Cisco IOS XE Everest 16.5.x
releases.

In Cisco I0S XE Everest 16.6.x and Cisco I0S XE Fuji 16.8.x, you can disable IPv6 device tracking by
changing the programmatic policy:

'"HYLFH FRQILGHYLFH WUDFNR@MUFY 352*5$00%$7,&
'"HYLFH FRQILJ GHYLFH WURREU®W R KRS
'"HYLFH FRQILJ GHYLFH WUDRDREUBWRFRC S
'"HYLFH FRQILJ GHYLFH WUBBMBLQJ

Example: Enabling IPv6 for SVI on VLAN (To Mitigate the Duplicate Address

Problem)

For an IPv6 device-tracking entry, its reachability is verified by sending an SISF probe to its end-node, which
is a neighbor solicitation message. Selection of the source IP address for this neighbor solicitation probe
follows these rules:

. Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches)



| Configuring SISF-Based Device Tracking

Example: Mitigating the IPv4 Duplicate Address Problem .

* If an SVI is configured on the VLAN, the link-local IPv6 address of the SVI is selected. Please ensure
that the SVI IP address is unique in the subnet.

* Otherwise, all zeros address (0:0:0:0:0:0:0:0) is selected.

When IPv6 is enabled in the network and a switched virtual interface (SVI) is configured on a VLAN, we
recommend that you add the following to the SVI configuration. This enables the SVI to acquire a link-local
address automatically; this address is used as the source IP address of the SISF probe, thus preventing the
duplicate IP address issue.

'"HYLFH FRQILOUQWHUIDF3D Q
'HYLFH FRQILJ LUSY HQDEOH
'"HYLFH FRQILJ LHQG

Example: Mitigating the IPv4 Duplicate Address Problem

For an IPv4 device-tracking entry, its reachability is verified by sending an SISF probe to its end-node, which
is an ARP request message. Selection of the source IP address for this ARP probe follows these rules:

« If an SVI is configured on the VLAN, the IPv4 address of the SV1 is selected. Please ensure that the SVI
IP address is unique in the subnet.

« If SVI does not exist and the device-tracking tracking auto-source [fallback host-ipmasK [override]
command is configured, source IP is selected according to the table below.

* Otherwise, all zeros address (0.0.0.0) is selected.

This example show how you can tackle the 'XSOLFDWH$GGUHVV H U U RRJH V V Dpréblem
encountered by clients that run Microsoft Windows:

Configure the device-tracking tracking auto-sour ce command. This command determines the source IP
and MAC address used in the Address Resolution Packet (ARP) request sent by the switch to probe a client,
in order to maintain its entry in the device-tracking table. The purpose, is to avoid using 0.0.0.0 as source IP
address.

Note

Configure the device-tracking tracking auto-sour ce command only when a switch virtual interface (SVI)
is not configured. You do not have to configure it when a SVI is configured with an IPv4 address on the
VLAN.
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Command

Action

(In order to select source IP and
MAC address for device tracking
ARP probe)

Notes

device-tracking tracking
auto-source

* Set source to VLAN SVI if
present.

* Look for IP and MAC binding
in device-tracking table from
same subnet.

We recommend that you disable
device-tracking on all trunk ports
to avoid MAC flapping.

* Use 0.0.0.0
device-tracking tracking * Set source to VLAN SVIif | Notrecommended when there is no
auto-sourceoverride present SVIL.

* Use 0.0.0.0

device-tracking tracking
auto-source fallback 0.0.0.X
255.255.255.0

Set source to VLAN SVT if
present.

Look for IP and MAC binding
in device-tracking table from
same subnet.

Compute source IP from client
IP using host bit and mask
provided. Source MAC is
taken from the MAC address
of the switchport facing the

We recommend that you disable
device-tracking on all trunk ports
to avoid MAC flapping.

The computed IPv4 address must
not be assigned to any client or
network device.

255.255.255.0 override

client*.
device-tracking tracking * Set source to VLAN SVI if
auto-source fallback 0.0.0.X present.

Compute source IP from client
IP using host bit and mask
provided*. Source MAC is
taken from the MAC address
of the switchport facing the
client®.

* Depending on the client IP address, an IPv4 address has to be reserved for the source IP.

A reserved source IPv4 address = (client-ip and mask) | host-ip

* Client IP =192.0.2.25

* Source IP = (192.0.2.25 and 255.255.255.0) | (0.0.0.1) = 192.0.2.1

IP address 192.0.2.1 should not be assigned to any client or network device.
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Example: Avoiding a Short Device-Tracking Binding Reachable Time .

Example: Avoiding a Short Device-Tracking Binding Reachable Time

When migrating from an older release, the following configuration may be present:

GHYLFH WUDMNIQQGLQHDFKDEOH WLPH

Remove this by entering the no version of the command.

Feature History and Informationfor SISF-Based Device Tracking

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Release

Modification

Cisco IOS XE Denali
16.1.1

This feature was introduced.

Cisco IOS XE Denali
16.3.7

Correction in the system conversion of IPv6 snooping commands and SISF-based
device-tracking commands.

IPDT E IPv6 Snooping conversion corrections:

* Until Cisco I0OS XE Denali 16.3.6, the system incorrectly converts the ip
device tracking probe delay command to ipv6 neighbor tracking
retry-interval. Starting from Cisco IOS XE Denali 16.3.7, this is set to the
default value and cannot be changed.

¢ Until Cisco I0OS XE Denali 16.3.6, the system incorrectly converts the ip
device tracking probeinterval command to ipv6 neighbor tracking
retry-interval. Starting from Cisco I0S XE Denali 16.3.7, this is correctly
converted to ipv6 snooping tracking retry-interval

IPDT E SISF conversion corrections:

* Until Cisco IOS XE Denali 16.3.6 the system incorrectly converts the ip
device tracking probe delay command to device-tracking binding
reachable-lifetime. In the specified releases, you can still use this command,
but to only configure the reachable-lifetime of an entry. Starting from Cisco
I0S XE Denali 16.3.7, this is set to the default value and cannot be changed.

* Until Cisco IOS XE Denali 16.3.6, the system incorrectly converts the ip
device tracking probeinterval command to device-tracking tracking
retry-interval. Starting from Cisco I0S XE Denali 16.3.7, this is correctly
converted to device-tracking binding reachable-lifetime.
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Release Modification

Cisco I0S XE Everest The feature can now be programmatically enabled, by configuring LISP.

16.5.1a The system-generated policy name is changed to DT-PROGRAMMATIC.

Although there is more than one enabler, the system-generated policy is one and
the same; the list of settings differ with each enabler.

You can also create a custom policy and attach it to an interface or VLAN.

Note Although the corrections in the system conversions for IPDT E IPv6
and IPDT E SISF were introduced starting from Cisco I0S XE Denali
16.3.7, these corrections are NOT available in Cisco IOS XE Everest
16.5.1a.

Cisco IOS XE Everest Starting with this release, you can change certain settings of
16.6.1 DT PROGRAMMATIC (device-tracking policy command, in the device tracking
configuration mode (config-device-tracking)).
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Configuring IEEE 802.1x Port-Based
Authentication

This chapter describes how to configure IEEE 802.1x port-based authentication. IEEE 802.1x authentication
prevents unauthorized devices (clients) from gaining access to the network. Unless otherwise noted, the term
switch refers to a standalone switch or a switch stack.

* Restrictions for 802.1x Port-Based Authentication, on page 303

* Information About 802.1x Port-Based Authentication, on page 303
* How to Configure 802.1x Port-Based Authentication, on page 334
* Monitoring 802.1x Statistics and Status, on page 381

Restrictions for 802.1x Port-Based Authentication

* Only 16 IPv6 addresses can be configured per Media Access Control (MAC) session.

* Switchports are always unauthorized when used with private VLANs. Dynamic VLANSs pushed from
the Authentication, Authorization, and Accounting (AAA) server is not supported on private VLAN
ports. The data client session is expected to authorize on the secondary VLAN of the private VLAN
dotlx port.

Only interface-configured private VLAN-based authorization and dynamic VLAN on a normal access
VLAN port is supported.

Information About 802.1x Port-Based Authentication

The 802.1x standard defines a client-server-based access control and authentication protocol that prevents
unauthorized clients from connecting to a LAN through publicly accessible ports unless they are properly
authenticated. The authentication server authenticates each client connected to a switch port before making
available any services offered by the switch or the LAN.

Note

TACACS is not supported with 802.1x authentication.
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Until the client is authenticated, 802.1x access control allows only Extensible Authentication Protocol over
LAN (EAPOL), Cisco Discovery Protocol (CDP), and Spanning Tree Protocol (STP) traffic through the port
to which the client is connected. After authentication is successful, normal traffic can pass through the port.

The table shown below lists the maximum number of each client session supported on Catalyst 3850 and
Catalyst 3650 switches:

Client session Maximum sessions supported
Maximum dotlx or MAB client sessions 2000
Maximum web-based authentication sessions 2000

Maximum dotlx sessions with critical-auth VLAN | 2000
enabled and server re-initialized

Maximum MAB sessions with various session features | 2000
applied

Maximum dotlx sessions with service templates or | 2000
session features applied

Note To view debug logs for RADIUS and AAA, use the show platform softwar e tr ace message smd command.
For more information, see the Trace Commands section in CommandRefeenceGuidg CiscolOS XE Denali
16.1.1

Port-Based Authentication Process

To configure IEEE 802.1X port-based authentication, you must enable authentication, authorization, and
accounting (AAA) and specify the authentication method list. A method list describes the sequence and
authentication method to be queried to authenticate a user.

The AAA process begins with authentication. When 802.1x port-based authentication is enabled and the client
supports 802.1x-compliant client software, these events occur:

» If the client identity is valid and the 802.1x authentication succeeds, the switch grants the client access
to the network.

* [£802.1x authentication times out while waiting for an EAPOL message exchange and MAC authentication
bypass is enabled, the switch can use the client MAC address for authorization. If the client MAC address
is valid and the authorization succeeds, the switch grants the client access to the network. If the client
MAC address is invalid and the authorization fails, the switch assigns the client to a guest VLAN that
provides limited services if a guest VLAN is configured.

* [f the switch gets an invalid identity from an 802.1x-capable client and a restricted VLAN is specified,
the switch can assign the client to a restricted VLAN that provides limited services.

« If the RADIUS authentication server is unavailable (down) and inaccessible authentication bypass is
enabled, the switch grants the client access to the network by putting the port in the critical-authentication
state in the RADIUS-configured or the user-specified access VLAN.
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Note Inaccessible authentication bypass is also referred to as critical authentication or
the AAA fail policy.

If Multi Domain Authentication (MDA) is enabled on a port, this flow can be used with some exceptions that
are applicable to voice authorization.

Figure 21: Authentication Flowchart

This figure shows the authentication process.

The switch re-authenticates a client when one of these situations occurs:
* Periodic re-authentication is enabled, and the re-authentication timer expires.

You can configure the re-authentication timer to use a switch-specific value or to be based on values
from the RADIUS server.

After 802.1x authentication using a RADIUS server is configured, the switch uses timers based on the
Session-Timeout RADIUS attribute (Attribute[27]) and the Termination-Action RADIUS attribute
(Attribute [29]).

The Session-Timeout RADIUS attribute (Attribute[27]) specifies the time after which re-authentication
occurs. The range is 1 to 65535 seconds.

The Termination-Action RADIUS attribute (Attribute [29]) specifies the action to take during
re-authentication. The actions are Initialize and ReAithenticate When the Initialize action is set (the
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. Port-Based Authentication Initiation and Message Exchange

attribute value is DEFAULT), the 802.1x session ends, and connectivity is lost during re-authentication.
When the ReAithenticateaction is set (the attribute value is RADIUS-Request), the session is not affected
during re-authentication.

* You manually re-authenticate the client by entering the dot1x re-authenticate inter face interface-id
privileged EXEC command.

Port-Based Authentication Initiation and Message Exchange

During 802.1x authentication, the switch or the client can initiate authentication. If you enable authentication
on a port by using the authentication port-control auto interface configuration command, the switch initiates
authentication when the link state changes from down to up or periodically as long as the port remains up and
unauthenticated. The switch sends an EAP-request/identity frame to the client to request its identity. Upon
receipt of the frame, the client responds with an EAP-response/identity frame.

However, if during bootup, the client does not receive an EAP-request/identity frame from the switch, the
client can initiate authentication by sending an EAPOL-start frame, which prompts the switch to request the
client’s identity.

Note

If 802.1x authentication is not enabled or supported on the network access device, any EAPOL frames from
the client are dropped. If the client does not receive an EAP-request/identity frame after three attempts to start
authentication, the client sends frames as if the port is in the authorized state. A port in the authorized state
effectively means that the client has been successfully authenticated.

When the client supplies its identity, the switch begins its role as the intermediary, passing EAP frames between
the client and the authentication server until authentication succeeds or fails. If the authentication succeeds,
the switch port becomes authorized. If the authentication fails, authentication can be retried, the port might
be assigned to a VLAN that provides limited services, or network access is not granted.

The specific exchange of EAP frames depends on the authentication method being used.
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Figure 22: Message Exchange

This figure shows a message exchange initiated by the client when the client uses the One-Time-Password
(OTP) authentication method with a RADIUS server.

If 802.1x authentication times out while waiting for an EAPOL message exchange and MAC authentication
bypass is enabled, the switch can authorize the client when the switch detects an Ethernet packet from the
client. The switch uses the MAC address of the client as its identity and includes this information in the
RADIUS-access/request frame that is sent to the RADIUS server. After the server sends the switch the
RADIUS-access/accept frame (authorization is successful), the port becomes authorized. If authorization fails
and a guest VLAN is specified, the switch assigns the port to the guest VLAN. If the switch detects an EAPOL
packet while waiting for an Ethernet packet, the switch stops the MAC authentication bypass process and
starts 802.1x authentication.

Figure 23: Message Exchange During MAC Authentication Bypass

This figure shows the message exchange during MAC authentication bypass.
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Authentication Manager for Port-Based Authentication

Port-Based Authentication Methods

Table 30: 802.1x Features

Authentication Mode

method
Single host Multiple host MDA Multiple

Authentication

802.1x VLAN assignment | VLAN assignment | VLAN assignment | VLAN assignment
Per-user ACL Per-user ACL Per-user ACL
Filter-ID attribute Filter-1d attribute | Filter-1d attribute
Downloadable ACL Downloadable ACL | Downloadable ACL
Redirect URL Redirect URL Redirect URL

MAC authentication | VLAN assignment | VLAN assignment | VLAN assignment | VLAN assignment

bypass Per-user ACL Per-user ACL Per-user ACL
Filter-ID attribute Filter-Id attribute | Filter-Id attribute
Downloadable ACL Downloadable ACL | Downloadable ACL
Redirect URL Redirect URL Redirect URL

Standalone web Proxy ACL, Filter-1d attribute, downloadable ACL

authentication

NAC Layer 2 IP Filter-Id attribute | Filter-Id attribute | Filter-Id attribute | Filter-1d attribute

validation Downloadable ACL | Downloadable ACL | Downloadable ACL | Downloadable ACL
Redirect URL Redirect URL Redirect URL Redirect URL

Web authentication |Proxy ACL Proxy ACL Proxy ACL Proxy ACL

as fallback method Filter-1d attribute | Filter-Id attribute | Filter-1d attribute | Filter-1d attribute
Downloadable ACL | Downloadable ACL | Downloadable ACL | Downloadable ACL

13 Supported in Cisco IOS Release 12.2(50)SE and later.
14 For clients that do not support 802.1x authentication.

Per-User ACLs and Filter-lds

Note Using role-based ACLs as Filter-Id is not recommended.

More than one host can be authenticated on MDA-enabled and multiauth ports. The ACL policy applied for
one host does not effect the traffic of another host. If only one host is authenticated on a multi-host port, and
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Port-Based Authentication Manager CLI Commands .

the other hosts gain network access without authentication, the ACL policy for the first host can be applied
to the other connected hosts by specifying any in the source address.

Port-Based Authentication Manager CLI Commands

The authentication-manager interface-configuration commands control all the authentication methods, such
as 802.1x, MAC authentication bypass, and web authentication. The authentication manager commands
determine the priority and order of authentication methods applied to a connected host.

The authentication manager commands control generic authentication features, such as host-mode, violation
mode, and the authentication timer. Generic authentication commands include the authentication host-mode,
authentication violation, and authentication timer interface configuration commands.

802.1x-specific commands begin with the dot1x keyword. For example, the authentication port-control
auto interface configuration command enables authentication on an interface.

To disable dot1x on a switch, remove the configuration globally by using the no dot1x system-auth-control
command, and also remove it from all configured interfaces.

Note

If 802.1x authentication is globally disabled, other authentication methods are still enabled on that port, such
as web authentication.

To re-enable dot1x on the switch, you must configure both the dot1x global and interface configurations.
Incomplete configurations can cause high CPU utilization.

The authentication manager commands provide the same functionality as earlier 802.1x commands.

When filtering out verbose system messages generated by the authentication manager, the filtered content
typically relates to authentication success. You can also filter verbose messages for 802.1x authentication and
MAB authentication. There is a separate command for each authentication method:

* The no authentication logging ver bose global configuration command filters verbose messages from
the authentication manager.

* The no dot1x logging ver bose global configuration command filters 802.1x authentication verbose
messages.

 The no mab logging ver bose global configuration command filters MAC authentication bypass (MAB)
verbose messages

Table 31: Authentication Manager Commands and Earlier 802.1x Commands

The authentication manager The equivalent 802.1x commands | Description
commands in Cisco 10S in Cisco 10S Release 12.2(46)SE and
Release 12.2(50)SE or later earlier

authentication control-direction | dot1x control-direction {both | |Enable 802.1x authentication with
{both | in} in} the wake-on-LAN (WoL) feature,
and configure the port control as
unidirectional or bidirectional.
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The authentication manager
commands in Cisco 10S
Release 12.2(50)SE or later

The equivalent 802.1x commands
in Cisco 10S Release 12.2(46)SE and
earlier

Description

authentication event

dot1x auth-fail vlan

dot1x critical (interface
configuration)

dot1x guest-vlan6

Enable the restricted VLAN on a
port.

Enable the
inaccessible-authentication-bypass
feature.

Specify an active VLAN as an
802.1x guest VLAN.

authentication fallback
fallback-profile

dot1x fallback fallbadk-profile

Configure a port to use web
authentication as a fallback method
for clients that do not support
802.1x authentication.

authentication host-mode
[multi-auth | multi-domain |
multi-host | single-host]

dot1x host-mode {single-host |
multi-host | multi-domain}

Allow a single host (client) or
multiple hosts on
an 802.1x-authorized port.

authentication order

mab

Provides the flexibility to define the
order of authentication methods to
be used.

authentication periodic

dot1x reauthentication

Enable periodic re-authentication
of the client.

authentication port-control {auto
| force-authorized | force-un
authorized}

dot1x port-control {auto |
force-authorized |
force-unauthorized}

Enable manual control of the
authorization state of the port.

authentication timer

dot1x timeout

Set the 802.1x timers.

authentication violation {protect
| restrict | shutdown}

dot1x violation-mode {shutdown
| restrict | protect}

Configure the violation modes that
occur when a new device connects
to a port or when a new device
connects to a port after the
maximum number of devices are
connected to that port.

Ports in Authorized and Unauthorized States

During 802.1x authentication, depending on the switch port state, the switch can grant a client access to the
network. The port starts in the unauthorizedstate. While in this state, the port that is not configured as a voice
VLAN port disallows all ingress and egress traffic except for 802.1x authentication, CDP, and STP packets.
When a client is successfully authenticated, the port changes to the authorizedstate, allowing all traffic for
the client to flow normally. If the port is configured as a voice VLAN port, the port allows VoIP traffic and
802.1x protocol packets before the client is successfully authenticated.
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Note

CDP bypass is not supported and may cause a port to go into err-disabled state.

If a client that does not support 802.1x authentication connects to an unauthorized 802.1x port, the switch
requests the client’s identity. In this situation, the client does not respond to the request, the port remains in
the unauthorized state, and the client is not granted access to the network.

In contrast, when an 802.1x-enabled client connects to a port that is not running the 802.1x standard, the client
initiates the authentication process by sending the EAPOL-start frame. When no response is received, the
client sends the request for a fixed number of times. Because no response is received, the client begins sending
frames as if the port is in the authorized state.

You control the port authorization state by using the authentication port-control interface configuration
command and these keywords:

» force-authorized—disables 802.1x authentication and causes the port to change to the authorized state
without any authentication exchange required. The port sends and receives normal traffic without
802.1x-based authentication of the client. This is the default setting.

« force-unauthorized—causes the port to remain in the unauthorized state, ignoring all attempts by the
client to authenticate. The switch cannot provide authentication services to the client through the port.

» auto—enables 802.1x authentication and causes the port to begin in the unauthorized state, allowing
only EAPOL frames to be sent and received through the port. The authentication process begins when
the link state of the port changes from down to up or when an EAPOL-start frame is received. The switch
requests the identity of the client and begins relaying authentication messages between the client and the
authentication server. Each client attempting to access the network is uniquely identified by the switch
by using the client MAC address.

If the client is successfully authenticated (receives an Accept frame from the authentication server), the port
state changes to authorized, and all frames from the authenticated client are allowed through the port. If the
authentication fails, the port remains in the unauthorized state, but authentication can be retried. If the
authentication server cannot be reached, the switch can resend the request. If no response is received from
the server after the specified number of attempts, authentication fails, and network access is not granted.

When a client logs off, it sends an EAPOL-logoff message, causing the switch port to change to the unauthorized
state.

If the link state of a port changes from up to down, or if an EAPOL-logoff frame is received, the port returns
to the unauthorized state.

Port-Based Authentication and Switch Stacks

If a switch is added to or removed from a switch stack, 802.1x authentication is not affected as long as the IP
connectivity between the RADIUS server and the stack remains intact. This statement also applies if the stack's
active switch is removed from the switch stack. Note that if the active switch fails, a stack member becomes
the new active switch of the stack by using the election process, and the 802.1x authentication process continues
as usual.

If IP connectivity to the RADIUS server is interrupted because the switch that was connected to the server is
removed or fails, these events occur:

* Ports that are already authenticated and that do not have periodic re-authentication enabled remain in the
authenticated state. Communication with the RADIUS server is not required.
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* Ports that are already authenticated and that have periodic re-authentication enabled (with the dot1x
re-authentication global configuration command) fail the authentication process when the
re-authentication occurs. Ports return to the unauthenticated state during the re-authentication process.
Communication with the RADIUS server is required.

For an ongoing authentication, the authentication fails immediately because there is no server connectivity.

If the switch that failed comes up and rejoins the switch stack, the authentications might or might not fail
depending on the boot-up time and whether the connectivity to the RADIUS server is re-established by the
time the authentication is attempted.

To avoid loss of connectivity to the RADIUS server, you should ensure that there is a redundant connection
to it. For example, you can have a redundant connection to the stack's active switch and another to a stack
member, and if the active switch fails, the switch stack still has connectivity to the RADIUS server.

802.1x Host Mode

You can configure an 802.1x port for single-host or for multiple-hosts mode. In single-host mode, only one
client can be connected to the 802.1x-enabled switch port. The switch detects the client by sending an EAPOL
frame when the port link state changes to the up state. If a client leaves or is replaced with another client, the
switch changes the port link state to down, and the port returns to the unauthorized state.

In multiple-hosts mode, you can attach multiple hosts to a single 802.1x-enabled port. In this mode, only one
of the attached clients must be authorized for all clients to be granted network access. If the port becomes
unauthorized (re-authentication fails or an EAPOL-logoff message is received), the switch denies network
access to all of the attached clients.

The switch supports multidomain authentication (MDA), which allows both a data device and a voice device,
such as an IP Phone (Cisco or non-Cisco), to connect to the same switch port.

802.1x Multiple Authentication Mode

Multiple-authentication (multiauth) mode allows multiple authenticated clients on the data VLAN and voice
VLAN. Each host is individually authenticated. There is no limit to the number of data or voice device that
can be authenticated on a multiauthport.

Note

When a port is in multiple-authentication mode, the authentication-failed VLAN features do not activate.

You can assign a RADIUS-server-supplied VLAN in multi-auth mode, under the following conditions:
* The host is the first host authorized on the port, and the RADIUS server supplies VLAN information

* Subsequent hosts are authorized with a VLAN that matches the operational VLAN.

* A host is authorized on the port with no VLAN assignment, and subsequent hosts either have no VLAN
assignment, or their VLAN information matches the operational VLAN.

* The first host authorized on the port has a group VLAN assignment, and subsequent hosts either have
no VLAN assignment, or their group VLAN matches the group VLAN on the port. Subsequent hosts
must use the same VLAN from the VLAN group as the first host. If a VLAN list is used, all hosts are
subject to the conditions specified in the VLAN list.
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* Aftera VLAN is assigned to a host on the port, subsequent hosts must have matching VLAN information
or be denied access to the port.

* You cannot configure a guest VLAN or an auth-fail VLAN in multi-auth mode.

* The behavior of the critical-auth VLAN is not changed for multi-auth mode. When a host tries to
authenticate and the server is not reachable, all authorized hosts are reinitialized in the configured VLAN.

Multi-auth Per User VLAN assignment

The Multi-auth Per User VLAN assignment feature allows you to create multiple operational access VLANs
based on VLANS assigned to the clients on the port that has a single configured access VLAN. The port
configured as an access port where the traffic for all the VLANS associated with data domain is not dotlq
tagged, and these VLANS are treated as native VLANS.

The number of hosts per multi-auth port is 8, however there can be more hosts.

The following scenarios are associated with the multi-auth Per User VLAN assignments:
Scenario one

When a hub is connected to an access port, and the port is configured with an access VLAN (VO0).

The host (H1) is assigned to VLAN (V1) through the hub. The operational VLAN of the port is changed to
V1. This behaviour is similar on a single-host or multi-domain-auth port.

When a second host (H2) is connected and gets assigned to VLAN ( V2), the port will have two operational
VLANSs (V1 and V2). If H1 and H2 sends untagged ingress traffic, H1 traffic is mapped to VLAN (V1) and
H2 traffic to VLAN (V2), all egress traffic going out of the port on VLAN (V1) and VLAN (V2) are untagged.

If both the hosts, H1 and H2 are logged out or the sessions are removed due to some reason then VLAN (V1)
and VLAN (V2) are removed from the port, and the configured VLAN (VO0) is restored on the port.

Scenario two

When a hub is connected to an access port, and the port is configured with an access VLAN (VO0). The host
(H1) is assigned to VLAN (V1) through the hub. The operational VLAN of the port is changed to V1.

When a second host (H2) is connected and gets authorized without explicit vlan policy, H2 is expected to use
the configured VLAN (V0) that is restored on the port. A 1l egress traffic going out of two operational VLANS,
VLAN (V0) and VLAN (V1) are untagged.

If host (H2 ) is logged out or the session is removed due to some reason then the configured VLAN (V0) is
removed from the port, and VLAN (V1) becomes the only operational VLAN on the port.

Scenario three

When a hub is connected to an access port in open mode, and the port is configured with an access VLAN
(V0).

The host (H1) is assigned to VLAN (V1) through the hub. The operational VLAN of the port is changed to
V1. When a second host (H2) is connected and remains unauthorized, it still has access to operational VLAN
(V1) due to open mode.

If host H1 is logged out or the session is removed due to some reason, VLAN (V1) is removed from the port
and host (H2) gets assigned to VLAN (VO0).

Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches) .



Configuring IEEE 802.1x Port-Based Authentication |

. Limitation in Multi-auth Per User VLAN assignment

Note

The combination of Open mode and VLAN assignment has an adverse affect on host (H2) because it has an
IP address in the subnet that corresponds to VLAN (V1).

Limitation in Multi-auth Per User VLAN assignment

MAC Move

In the Multi-auth Per User VLAN assignment feature, egress traffic from multiple vlans are untagged on a
port where the hosts receive traffic that is not meant for them. This can be a problem with broadcast and
multicast traffic.

* |Pv4 ARPs: Hosts receive ARP packets from other subnets. This is a problem if two subnets in different
Virtual Routing and Forwarding (VRF) tables with overlapping IP address range are active on the port.
The host ARP cache may get invalid entries.

« IPv6 control packets: In IPv6 deployments, Router Advertisements (RA) are processed by hosts that
are not supposed to receive them. When a host from one VLAN receives RA from a different VLAN,
the host assign incorrect IPv6 address to itself. Such a host is unable to get access to the network.

The workaround is to enable the IPv6 first hop security so that the broadcast ICMPv6 packets are converted
to unicast and sent out from multi-auth enabled ports.. The packet is replicated for each client in multi-auth
port belonging to the VLAN and the destination MAC is set to an individual client. Ports having one
VLAN, ICMPv6 packets broadcast normally.

* | P multicast: Multicast traffic destined to a multicast group gets replicated for different VLANSs if the
hosts on those VLANS join the multicast group. When two hosts in different VLANS join a multicast
group (on the same mutli-auth port), two copies of each multicast packet are sent out from that port.

When a MAC address is authenticated on one switch port, that address is not allowed on another authentication
manager-enabled port of the switch. If the switch detects that same MAC address on another authentication
manager-enabled port, the address is not allowed.

There are situations where a MAC address might need to move from one port to another on the same switch.
For example, when there is another device (for example a hub or an IP phone) between an authenticated host
and a switch port, you might want to disconnect the host from the device and connect it directly to another
port on the same switch.

You can globally enable MAC move so the device is reauthenticated on the new port. When a host moves to
a second port, the session on the first port is deleted, and the host is reauthenticated on the new port. MAC
move is supported on all host modes. (The authenticated host can move to any port on the switch, no matter
which host mode is enabled on the that port.) When a MAC address moves from one port to another, the
switch terminates the authenticated session on the original port and initiates a new authentication sequence
on the new port. The MAC move feature applies to both voice and data hosts.

Note

In open authentication mode, a MAC address is immediately moved from the original port to the new port,
with no requirement for authorization on the new port.
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MAC Replace

The MAC replace feature can be configured to address the violation that occurs when a host attempts to
connect to a port where another host was previously authenticated.

Note This feature does not apply to ports in multi-auth mode, because violations are not triggered in that mode. It
does not apply to ports in multiple host mode, because in that mode, only the first host requires authentication.

If you configure the authentication violation interface configuration command with the replace keyword,
the authentication process on a port in multi-domain mode is:

* A new MAC address is received on a port with an existing authenticated MAC address.

* The authentication manager replaces the MAC address of the current data host on the port with the new
MAC address.

* The authentication manager initiates the authentication process for the new MAC address.

» If the authentication manager determines that the new host is a voice host, the original voice host is
removed.

If a port is in open authentication mode, any new MAC address is immediately added to the MAC address
table.

802.1x Accounting

The 802.1x standard defines how users are authorized and authenticated for network access but does not keep
track of network usage. 802.1x accounting is disabled by default. You can enable 802.1x accounting to monitor
this activity on 802.1x-enabled ports:

« User successfully authenticates.

» User logs off.

* Link-down occurs.

* Re-authentication successfully occurs.

» Re-authentication fails.

The switch does not log 802.1x accounting information. Instead, it sends this information to the RADIUS
server, which must be configured to log accounting messages.

802.1x Accounting Attribute-Value Pairs

The information sent to the RADIUS server is represented in the form of Attribute-Value (AV) pairs. These
AV pairs provide data for different applications. (For example, a billing application might require information
that is in the Acct-Input-Octets or the Acct-Output-Octets attributes of a RADIUS packet.)

AV pairs are automatically sent by a switch that is configured for 802.1x accounting. Three types of RADIUS
accounting packets are sent by a switch:

» START—sent when a new user session starts
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* INTERIM-sent during an existing session for updates

» STOP-sent when a session terminates

Note To view debug logs for RADIUS and AAA, use the show platform softwar e trace message smd command.
For more information, see the Tracing Commands section in CommandRefeenceGuide CiscolOSXEDenali

16.1.1

This table lists the AV pairs and when they are sent are sent by the switch.

Table 32: Accounting AV Pairs

Attribute Number | AV Pair Name START INTERIM STOP
Attribute[1] User-Name Always Always Always
Attribute[4] NAS-IP-Address Always Always Always
Attribute[5] NAS-Port Always Always Always
Attribute[8] Framed-IP-Address | Never Sometimes' Sometimes
Attribute[30] Called-Station-ID | Always Always Always
Attribute[31] Calling-Station-ID | Always Always Always
Attribute[40] Acct-Status-Type | Always Always Always
Attribute[41] Acct-Delay-Time | Always Always Always
Attribute[42] Acct-Input-Octets | Never Always Always
Attribute[43] Acct-Output-Octets | Never Always Always
Attribute[47] Acct-Input-Packets | Never Always Always
Attribute[48] Acct-Output-Packets | Never Always Always
Attribute[44] Acct-Session-ID Always Always Always
Attribute[45] Acct-Authentic Always Always Always
Attribute[46] Acct-Session-Time | Never Always Always
Attribute[49] Acct-Terminate-Cause | Never Never Always
Attribute[61] NAS-Port-Type Always Always Always

15" The Framed-IP-Address AV pair is sent when a valid static IP address is configured or w when a Dynamic
Host Control Protocol (DHCP) binding exists for the host in the DHCP snooping bindings table.
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802.1x Readiness Check

The 802.1x readiness check monitors 802.1x activity on all the switch ports and displays information about
the devices connected to the ports that support 802.1x. You can use this feature to determine if the devices
connected to the switch ports are 802.1x-capable. You use an alternate authentication such as MAC
authentication bypass or web authentication for the devices that do not support 802.1x functionality.

This feature only works if the supplicant on the client supports a query with the NOTIFY EAP notification
packet. The client must respond within the 802.1x timeout value.

Switch-to-RADIUS-Server Communication

RADIUS security servers are identified by their hostname or IP address, hostname and specific UDP port
numbers, or IP address and specific UDP port numbers. The combination of the IP address and UDP port
number creates a unique identifier, which enables RADIUS requests to be sent to multiple UDP ports on a
server at the same IP address. If two different host entries on the same RADIUS server are configured for the
same service—for example, authentication—the second host entry configured acts as the fail-over backup to
the first one. The RADIUS host entries are tried in the order that they were configured.

802.1x Authentication with VLAN Assignment

The switch supports 802.1x authentication with VLAN assignment. After successful 802.1x authentication
of a port, the RADIUS server sends the VLAN assignment to configure the switch port. The RADIUS server
database maintains the username-to-VLAN mappings, assigning the VLAN based on the username of the
client connected to the switch port. You can use this feature to limit network access for certain users.

Voice device authentication is supported with multidomain host mode in Cisco IOS Release 12.2(37)SE. In
Cisco I0S Release 12.2(40)SE and later, when a voice device is authorized and the RADIUS server returned
an authorized VLAN, the voice VLAN on the port is configured to send and receive packets on the assigned
voice VLAN. Voice VLAN assignment behaves the same as data VLAN assignment on multidomain
authentication (MDA )-enabled ports.

When configured on the switch and the RADIUS server, 802.1x authentication with VLAN assignment has
these characteristics:

* If no VLAN is supplied by the RADIUS server or if 802.1x authentication is disabled, the port is
configured in its access VLAN after successful authentication. Recall that an access VLAN is a VLAN
assigned to an access port. All packets sent from or received on this port belong to this VLAN.

« If 802.1x authentication is enabled but the VLAN information from the RADIUS server is not valid,
authorization fails and configured VLAN remains in use. This prevents ports from appearing unexpectedly
in an inappropriate VLAN because of a configuration error.

Configuration errors could include specifying a VLAN for a routed port, a malformed VLAN ID, a
nonexistent or internal (routed port) VLAN ID, an RSPAN VLAN, a shut down or suspended VLAN.
In the case of a multidomain host port, configuration errors can also be due to an attempted assignment
of'a data VLAN that matches the configured or assigned voice VLAN ID (or the reverse).

« If 802.1x authentication is enabled and all information from the RADIUS server is valid, the authorized
device is placed in the specified VLAN after authentication.

» [f the multiple-hosts mode is enabled on an 802.1x port, all hosts are placed in the same VLAN (specified
by the RADIUS server) as the first authenticated host.
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* Enabling port security does not impact the RADIUS server-assigned VLAN behavior.

« If 802.1x authentication is disabled on the port, it is returned to the configured access VLAN and
configured voice VLAN.

* [f an 802.1x port is authenticated and put in the RADIUS server-assigned VLAN, any change to the port
access VLAN configuration does not take effect. In the case of a multidomain host, the same applies to
voice devices when the port is fully authorized with these exceptions:

* If the VLAN configuration change of one device results in matching the other device configured
or assigned VLAN, then authorization of all devices on the port is terminated and multidomain host
mode is disabled until a valid configuration is restored where data and voice device configured
VLANS no longer match.

* If a voice device is authorized and is using a downloaded voice VLAN, the removal of the voice
VLAN configuration, or modifying the configuration value to dotlpor untaggedresults in voice
device un-authorization and the disablement of multi-domain host mode.

When the port is in the force authorized, force unauthorized, unauthorized, or shutdown state, it is put into
the configured access VLAN.

To configure VLAN assignment you need to perform these tasks:

* Enable AAA authorization by using the network keyword to allow interface configuration from the
RADIUS server.

* Enable 802.1x authentication. (The VLAN assignment feature is automatically enabled when you configure
802.1x authentication on an access port).

* Assign vendor-specific tunnel attributes in the RADIUS server. The RADIUS server must return these
attributes to the switch:

* [64] Tunnel-Type = VLAN

* [65] Tunnel-Medium-Type = 802

¢ [81] Tunnel-Private-Group-ID = VLAN name or VLAN ID
¢ [83] Tunnel-Preference

Attribute [64] must contain the value VLAN (type 13). Attribute [65] must contain the value 802 (type
6). Attribute [81] specifies the VLANnameor VLANID assigned to the IEEE 802.1x-authenticated user.

802.1x Authentication with Per-User ACLs

You can enable per-user access control lists (ACLs) to provide different levels of network access and service
to an 802.1x-authenticated user. When the RADIUS server authenticates a user connected to an 802.1x port,
it retrieves the ACL attributes based on the user identity and sends them to the switch. The switch applies the
attributes to the 802.1x port for the duration of the user session. The switch removes the per-user ACL
configuration when the session is over, if authentication fails, or if a link-down condition occurs. The switch
does not save RADIUS-specified ACLs in the running configuration. When the port is unauthorized, the
switch removes the ACL from the port.

You can configure router ACLs and input port ACLs on the same switch. However, a port ACL takes precedence
over a router ACL. If you apply input port ACL to an interface that belongs to a VLAN, the port ACL takes
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precedence over an input router ACL applied to the VLAN interface. Incoming packets received on the port
to which a port ACL is applied are filtered by the port ACL. Incoming routed packets received on other ports
are filtered by the router ACL. Outgoing routed packets are filtered by the router ACL. To avoid configuration
conflicts, you should carefully plan the user profiles stored on the RADIUS server.

RADIUS supports per-user attributes, including vendor-specific attributes. These vendor-specific attributes
(VSAs) are in octet-string format and are passed to the switch during the authentication process. The VSAs
used for per-user ACLs are inacl#<n> for the ingress direction and outacl#<n> for the egress direction. MAC
ACLs are supported only in the ingress direction. The switch supports VSAs only in the ingress direction. It
does not support port ACLs in the egress direction on Layer 2 ports.

Use only the extended ACL syntax style to define the per-user configuration stored on the RADIUS server.
When the definitions are passed from the RADIUS server, they are created by using the extended naming
convention. However, if you use the Filter-1d attribute, it can point to a standard ACL.

You can use the Filter-Id attribute to specify an inbound or outbound ACL that is already configured on the
switch. The attribute contains the ACL number followed by .in for ingress filtering or .outfor egress filtering.
If the RADIUS server does not allow the .in or .outsyntax, the access list is applied to the outbound ACL by
default. Because of limited support of Cisco IOS access lists on the switch, the Filter-1d attribute is supported
only for IP ACLs numbered 1 to 199 and 1300 to 2699 (IP standard and IP extended ACLs).

The maximum size of the per-user ACL is 4000 ASCII characters but is limited by the maximum size of
RADIUS-server per-user ACLs.

To configure per-user ACLs:

* Enable AAA authentication.

* Enable AAA authorization by using the network keyword to allow interface configuration from the
RADIUS server.

* Enable 802.1x authentication.
* Configure the user profile and VSAs on the RADIUS server.

* Configure the 802.1x port for single-host mode.

Note Per-user ACLs are supported only in single-host mode.

802.1x Authentication with Downloadable ACLs and Redirect URLs

You can download ACLs and redirect URLs from a RADIUS server to the switch during 802.1x authentication
or MAC authentication bypass of the host. You can also download ACLs during web authentication.

Note

A downloadable ACL is also referred to as a dACL.

If more than one host is authenticated and the host is in single-host, MDA, or multiple-authentication mode,
the switch changes the source address of the ACL to the host IP address.

You can apply the ACLs and redirect URLSs to all the devices connected to the 802.1x-enabled port.
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If no ACLs are downloaded during 802.1x authentication, the switch applies the static default ACL on the
port to the host. On a voice VLAN port configured in multi-auth or MDA mode, the switch applies the ACL
only to the phone as part of the authorization policies.

Note The limit for JACL with stacking is 64 ACEs per dACL per port. The limit without stacking is the number
of available TCAM entries which varies based on the other ACL features that are active.

For a URL redirect ACL:

* Packets that match a permit access control entry (ACE) rule are sent to the CPU for forwarding to the
AAA server.

* Packets that match a deny ACE rule are forwarded through the switch.

* Packets that match neither the permit ACE rule or deny ACE rule are processed by the next dACL, and
if there is no dACL, the packets hit the implicit-deny ACL and are dropped.

Cisco Secure ACS and Attribute-Value Pairs for the Redirect URL

The switch uses these cisco-av-pairVSAs:
o url-redirect is the HTTP or HTTPS URL.

e url-redirect-acl is the switch ACL name or number.

The switch uses the CiscoSecure-defined-ACL attribute value pair to intercept an HTTP or HTTPS request
from the end point. The switch then forwards the client web browser to the specified redirect address. The
url-redirect AV pair on the Cisco Secure ACS contains the URL to which the web browser is redirected. The
url-redirect-acl attribute value pair contains the name or number of an ACL that specifies the HTTP or HTTPS
traffic to redirect.

Note » Traffic that matches a permit ACE in the ACL is redirected.

* An ACE that matches permit rule of the url-redirect-acl gets the client redirected to url-redirect page.
The client traffic is allowed when a deny rule is matched.

* Define the URL redirect ACL and the default port ACL on the switch.

If a redirect URL is configured for a client on the authentication server, a default port ACL on the connected
client switch port must also be configured.

When security ACL/dACL and punt/redirect ACLs are applied together to the session, the url-redirect-acl has
the higher priority.

For more information about using redirect ACLs, refer the document here.

Cisco Secure ACS and Attribute-Value Pairs for Downloadable ACLs

You can set the CiscoSecure-Defined-ACL Attribute-Value (AV) pair on the Cisco Secure ACS with the
RADIUS cisco-av-pair vendor-specific attributes (VSAs). This pair specifies the names of the downloadable
ACLs on the Cisco Secure ACS with the #ACL#-IP-name-number attribute.
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* The nameis the ACL name.

» The numberis the version number (for example, 3f783768).

If a downloadable ACL is configured for a client on the authentication server, a default port ACL on the
connected client switch port must also be configured.

If the default ACL is configured on the switch and the Cisco Secure ACS sends a host-access-policy to the
switch, it applies the policy to traffic from the host connected to a switch port. If the policy does not apply,
the switch applies the default ACL. If the Cisco Secure ACS sends the switch a downloadable ACL, this ACL
takes precedence over the default ACL that is configured on the switch port. However, if the switch receives
an host access policy from the Cisco Secure ACS but the default ACL is not configured, the authorization
failure is declared.

VLAN ID-based MAC Authentication

You can use VLAN ID-based MAC authentication if you wish to authenticate hosts based on a static VLAN
ID instead of a downloadable VLAN. When you have a static VLAN policy configured on your switch, VLAN
information is sent to an [IAS (Microsoft) RADIUS server along with the MAC address of each host for
authentication. The VLAN ID configured on the connected port is used for MAC authentication. By using
VLAN ID-based MAC authentication with an IAS server, you can have a fixed number of VLANSs in the
network.

The feature also limits the number of VLANs monitored and handled by STP. The network can be managed
as a fixed VLAN.

Note

This feature is not supported on Cisco ACS Server. (The ACS server ignores the sent VLAN-IDs for new
hosts and only authenticates based on the MAC address.)

802.1x Authentication with Guest VLAN

You can configure a guest VLAN for each 802.1x port on the switch to provide limited services to clients,
such as downloading the 802.1x client. These clients might be upgrading their system for 802.1x authentication,
and some hosts, such as Windows 98 systems, might not be IEEE 802.1x-capable.

When you enable a guest VLAN on an 802.1x port, the switch assigns clients to a guest VLAN when the
switch does not receive a response to its EAP request/identity frame or when EAPOL packets are not sent by
the client.

The switch maintains the EAPOL packet history. If an EAPOL packet is detected on the interface during the
lifetime of the link, the switch determines that the device connected to that interface is an IEEE 802.1x-capable
supplicant, and the interface does not change to the guest VLAN state. EAPOL history is cleared if the interface
link status goes down. If no EAPOL packet is detected on the interface, the interface changes to the guest
VLAN state.

If the switch is trying to authorize an 802.1x-capable voice device and the AAA server is unavailable, the
authorization attempt fails, but the detection of the EAPOL packet is saved in the EAPOL history. When the
AAA server becomes available, the switch authorizes the voice device. However, the switch no longer allows
other devices access to the guest VLAN. To prevent this situation, use one of these command sequences:
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« Enter the authentication event no-response action authorize vlian vlan-id interface configuration
command to allow access to the guest VLAN.

» Enter the shutdown interface configuration command followed by the no shutdown interface configuration
command to restart the port.

If devices send EAPOL packets to the switch during the lifetime of the link, the switch no longer allows clients
that fail authentication access to the guest VLAN.

Note

If an EAPOL packet is detected after the interface has changed to the guest VLAN, the interface reverts to an
unauthorized state, and 802.1x authentication restarts.

Any number of 802.1x-incapable clients are allowed access when the switch port is moved to the guest VLAN.
If an 802.1x-capable client joins the same port on which the guest VLAN is configured, the port is put into
the unauthorized state in the user-configured access VLAN, and authentication is restarted.

Guest VLANS are supported on 802.1x ports in single host, multiple host, multi-auth and multi-domain modes.

You can configure any active VLAN except an RSPAN VLAN, a private VLAN, or a voice VLAN as an
802.1x guest VLAN. The guest VLAN feature is not supported on internal VLANS (routed ports) or trunk
ports; it is supported only on access ports.

The switch supports MAC authenticatiorbypassWhen MAC authentication bypass is enabled on an 802.1x
port, the switch can authorize clients based on the client MAC address when IEEE 802.1x authentication times
out while waiting for an EAPOL message exchange. After detecting a client on an 802.1x port, the switch
waits for an Ethernet packet from the client. The switch sends the authentication server a
RADIUS-access/request frame with a username and password based on the MAC address. If authorization
succeeds, the switch grants the client access to the network. If authorization fails, the switch assigns the port
to the guest VLAN if one is specified.

802.1x Authentication with Restricted VLAN

You can configure a restricted VLAN (also referred to as an authenticatiorfailed VLAN) for each IEEE 802.1x
port on a switch stack or a switch to provide limited services to clients that cannot access the guest VLAN.
These clients are 802.1x-compliant and cannot access another VLAN because they fail the authentication
process. A restricted VLAN allows users without valid credentials in an authentication server (typically,
visitors to an enterprise) to access a limited set of services. The administrator can control the services available
to the restricted VLAN.

Note

You can configure a VLAN to be both the guest VLAN and the restricted VLAN if you want to provide the
same services to both types of users.

Without this feature, the client attempts and fails authentication indefinitely, and the switch port remains in
the spanning-tree blocking state. With this feature, you can configure the switch port to be in the restricted
VLAN after a specified number of authentication attempts (the default value is 3 attempts).

The authenticator counts the failed authentication attempts for the client. When this count exceeds the configured
maximum number of authentication attempts, the port moves to the restricted VLAN. The failed attempt count
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increments when the RADIUS server replies with either an EAPfailure or an empty response without an EAP
packet. When the port moves into the restricted VLAN, the failed attempt counter resets.

Users who fail authentication remain in the restricted VLAN until the next re-authentication attempt. A port
in the restricted VLAN tries to re-authenticate at configured intervals (the default is 60 seconds). If
re-authentication fails, the port remains in the restricted VLAN. If re-authentication is successful, the port
moves either to the configured VLAN or to a VLAN sent by the RADIUS server. You can disable
re-authentication. If you do this, the only way to restart the authentication process is for the port to receive a
link downor EAPlogoff event. We recommend that you keep re-authentication enabled if a client might
connect through a hub. When a client disconnects from the hub, the port might not receive the link downor
EAPlogoff event.

After a port moves to the restricted VLAN, a simulated EAP success message is sent to the client. This prevents
clients from indefinitely attempting authentication. Some clients (for example, devices running Windows XP)
cannot implement DHCP without EAP success.

Restricted VLANS are supported on 802.1x ports in all host modes and on Layer 2 ports.

You can configure any active VLAN except an RSPAN VLAN, a primary private VLAN, or a voice VLAN
as an 802.1x restricted VLAN. The restricted VLAN feature is not supported on internal VLANs (routed
ports) or trunk ports; it is supported only on access ports.

Other security port features such as dynamic ARP Inspection, DHCP snooping, and IP source guard can be
configured independently on a restricted VLAN.

802.1x Authentication with Inaccessible Authentication Bypass

Use the inaccessible authentication bypass feature, also referred to as critical authenticatioror the AAAfail
policy, when the switch cannot reach the configured RADIUS servers and new hosts cannot be authenticated.
You can configure the switch to connect those hosts to critical ports.

When a new host tries to connect to the critical port, that host is moved to a user-specified access VLAN, the
critical VLAN The administrator gives limited authentication to the hosts.

When the switch tries to authenticate a host connected to a critical port, the switch checks the status of the
configured RADIUS server. If a server is available, the switch can authenticate the host. However, if all the
RADIUS servers are unavailable, the switch grants network access to the host and puts the port in the
critical-authenticatiorstate, which is a special case of the authentication state.

Note

If critical authenticationis configured on interface, then vlan used for critical authorization (critical vian)
should be active on the switch. If the critical vlanis inactive (or) down, critical authenticatiorsession will
keep trying to enable inactive vlan and fail repeatedly. This can lead to large amount of memory holding.

Inaccessible Authentication Bypass Support on Multiple-Authentication Ports

When a port is configured on any host mode and the AAA server is unavailable, the port is then configured
to multi-host mode and moved to the critical VLAN. To support this inaccessible bypass on
multiple-authentication (multiauth) ports, use the authentication event server dead action reinitialize vian
vlan-id command. When a new host tries to connect to the critical port, that port is reinitialized and all the
connected hosts are moved to the user-specified access VLAN.

This command is supported on all host modes.
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Inaccessible Authentication Bypass Authentication Results
The behavior of the inaccessible authentication bypass feature depends on the authorization state of the port:

» [f the port is unauthorized when a host connected to a critical port tries to authenticate and all servers
are unavailable, the switch puts the port in the critical-authentication state in the RADIUS-configured
or user-specified access VLAN.

» If the port is already authorized and reauthentication occurs, the switch puts the critical port in the
critical-authentication state in the current VLAN, which might be the one previously assigned by the
RADIUS server.

* If the RADIUS server becomes unavailable during an authentication exchange, the current exchange
times out, and the switch puts the critical port in the critical-authentication state during the next
authentication attempt.

You can configure the critical port to reinitialize hosts and move them out of the critical VLAN when the
RADIUS server is again available. When this is configured, all critical ports in the critical-authentication state
are automatically re-authenticated.

Inaccessible Authentication Bypass Feature Interactions
Inaccessible authentication bypass interacts with these features:

* Guest VLAN—Inaccessible authentication bypass is compatible with guest VLAN. When a guest VLAN
is enabled on 8021.x port, the features interact as follows:

* [f at least one RADIUS server is available, the switch assigns a client to a guest VLAN when the
switch does not receive a response to its EAP request/identity frame or when EAPOL packets are
not sent by the client.

« If all the RADIUS servers are not available and the client is connected to a critical port, the switch
authenticates the client and puts the critical port in the critical-authentication state in the
RADIUS-configured or user-specified access VLAN.

« [f all the RADIUS servers are not available and the client is not connected to a critical port, the
switch might not assign clients to the guest VLAN if one is configured.

« If all the RADIUS servers are not available and if a client is connected to a critical port and was
previously assigned to a guest VLAN, the switch keeps the port in the guest VLAN.

* Restricted VLAN—If the port is already authorized in a restricted VLAN and the RADIUS servers are
unavailable, the switch puts the critical port in the critical-authentication state in the restricted VLAN.

* 802.1x accounting—Accounting is not affected if the RADIUS servers are unavailable.

* Private VLAN—You can configure inaccessible authentication bypass on a private VLAN host port.
The access VLAN must be a secondary private VLAN.

» Voice VLAN—Inaccessible authentication bypass is compatible with voice VLAN, but the
RADIUS-configured or user-specified access VLAN and the voice VLAN must be different.

» Remote Switched Port Analyzer (RSPAN)—Do not configure an RSPAN VLAN as the
RADIUS-configured or user-specified access VLAN for inaccessible authentication bypass.

In a switch stack:
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* The stack's active switch checks the status of the RADIUS servers by sending keepalive packets. When
the status of a RADIUS server changes, the stack's active switch sends the information to the stack
members. The stack members can then check the status of RADIUS servers when re-authenticating
critical ports.

» If the new active switch is elected, the link between the switch stack and RADIUS server might change,
and the new stack immediately sends keepalive packets to update the status of the RADIUS servers. If
the server status changes from deadto alive, the switch re-authenticates all switch ports in the
critical-authentication state.

When a member is added to the stack, the stack's active switch sends the member the server status.

802.1x Critical Voice VLAN

When an IP phone connected to a port is authenticated by the access control server (ACS), the phone is put
into the voice domain. If the ACS is not reachable, the switch cannot determine if the device is a voice device.
If the server is unavailable, the phone cannot access the voice network and therefore cannot operate.

For data traffic, you can configure inaccessible authentication bypass, or critical authentication, to allow traffic
to pass through on the native VLAN when the server is not available. If the RADIUS authentication server
is unavailable (down) and inaccessible authentication bypass is enabled, the switch grants the client access
to the network and puts the port in the critical-authentication state in the RADIUS-configured or the
user-specified access VLAN. When the switch cannot reach the configured RADIUS servers and new hosts
cannot be authenticated, the switch connects those hosts to critical ports. A new host trying to connect to the
critical port is moved to a user-specified access VLAN, the critical VLAN, and granted limited authentication.

You can enter the authentication event server dead action authorize voiceinterface configuration command
to configure the critical voice VLAN feature. When the ACS does not respond, the port goes into critical
authentication mode. When traffic coming from the host is tagged with the voice VLAN, the connected device
(the phone) is put in the configured voice VLAN for the port. The IP phones learn the voice VLAN identification
through CDP (Cisco devices) or through LLDP or DHCP.

You can configure the voice VLAN for a port by entering the switchport voice vlan vlan-id interface
configuration command.

This feature is supported in multidomain and multi-auth host modes. Although you can enter the command
when the switch in single-host or multi-host mode, the command has no effect unless the device changes to
multidomain or multi-auth host mode.

802.1x User Distribution

You can configure 802.1x user distribution to load-balance users with the same group name across multiple
different VLANS.

The VLANS are either supplied by the RADIUS server or configured through the switch CLI under a VLAN
group name.

* Configure the RADIUS server to send more than one VLAN name for a user. The multiple VLAN names
can be sent as part of the response to the user. The 802.1x user distribution tracks all the users in a
particular VLAN and achieves load balancing by moving the authorized user to the least populated
VLAN.

* Configure the RADIUS server to send a VLAN group name for a user. The VLAN group name can be
sent as part of the response to the user. You can search for the selected VLAN group name among the
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VLAN group names that you configured by using the switch CLI. If the VLAN group name is found,
the corresponding VLANSs under this VLAN group name are searched to find the least populated VLAN.
Load balancing is achieved by moving the corresponding authorized user to that VLAN.

Note The RADIUS server can send the VLAN information in any combination of
VLAN-IDs, VLAN names, or VLAN groups.

802.1x User Distribution Configuration Guidelines
* Confirm that at least one VLAN is mapped to the VLAN group.
* You can map more than one VLAN to a VLAN group.
* You can modify the VLAN group by adding or deleting a VLAN.

* When you clear an existing VLAN from the VLAN group name, none of the authenticated ports in the
VLAN are cleared, but the mappings are removed from the existing VLAN group.

* If you clear the last VLAN from the VLAN group name, the VLAN group is cleared.

* You can clear a VLAN group even when the active VLANSs are mapped to the group. When you clear a
VLAN group, none of the ports or users that are in the authenticated state in any VLAN within the group
are cleared, but the VLAN mappings to the VLAN group are cleared.

IEEE 802.1x Authentication with Voice VLAN Ports

A voice VLAN port is a special access port associated with two VLAN identifiers:

* VVID to carry voice traffic to and from the IP phone. The VVID is used to configure the IP phone
connected to the port.

* PVID to carry the data traffic to and from the workstation connected to the switch through the IP phone.
The PVID is the native VLAN of the port.

The IP phone uses the VVID for its voice traffic, regardless of the authorization state of the port. This allows
the phone to work independently of IEEE 802.1x authentication.

In single-host mode, only the IP phone is allowed on the voice VLAN. In multiple-hosts mode, additional
clients can send traffic on the voice VLAN after a supplicant is authenticated on the PVID. When multiple-hosts
mode is enabled, the supplicant authentication affects both the PVID and the VVID.

A voice VLAN port becomes active when there is a link, and the device MAC address appears after the first
CDP message from the IP phone. Cisco IP phones do not relay CDP messages from other devices. As a result,
if several IP phones are connected in series, the switch recognizes only the one directly connected to it. When
IEEE 802.1x authentication is enabled on a voice VLAN port, the switch drops packets from unrecognized
IP phones more than one hop away.

When IEEE 802.1x authentication is enabled on a switch port, you can configure an access port VLAN that
is also a voice VLAN.
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When IP phones are connected to an 802.1x-enabled switch port that is in single host mode, the switch grants
the phones network access without authenticating them. We recommend that you use multidomain authentication
(MDA) on the port to authenticate both a data device and a voice device, such as an IP phone

Note

If you enable IEEE 802.1x authentication on an access port on which a voice VLAN is configured and to
which a Cisco IP Phone is connected, the Cisco IP phone loses connectivity to the switch for up to 30 seconds.

IEEE 802.1x Authentication with Port Security

In general, Cisco does not recommend enabling port security when IEEE 802.1x is enabled. Since IEEE 802.1x
enforces a single MAC address per port (or per VLAN when MDA is configured for IP telephony), port
security is redundant and in some cases may interfere with expected IEEE 802.1x operations.

IEEE 802.1x Authentication with Wake-on-LAN

The IEEE 802.1x authentication with wake-on-LAN (WoL) feature allows dormant PCs to be powered when
the switch receives a specific Ethernet frame, known as the magic padet You can use this feature in
environments where administrators need to connect to systems that have been powered down.

When a host that uses WoL is attached through an IEEE 802.1x port and the host powers off, the IEEE 802.1x
port becomes unauthorized. The port can only receive and send EAPOL packets, and WoL magic packets
cannot reach the host. When the PC is powered off, it is not authorized, and the switch port is not opened.

When the switch uses IEEE 802.1x authentication with WoL, the switch forwards traffic to unauthorized
IEEE 802.1x ports, including magic packets. While the port is unauthorized, the switch continues to block
ingress traffic other than EAPOL packets. The host can receive packets but cannot send packets to other
devices in the network.

Note

If PortFast is not enabled on the port, the port is forced to the bidirectional state.

When you configure a port as unidirectional by using the authentication control-direction in interface
configuration command, the port changes to the spanning-tree forwarding state. The port can send packets to
the host but cannot receive packets from the host.

When you configure a port as bidirectional by using the authentication control-direction both interface
configuration command, the port is access-controlled in both directions. The port does not receive packets
from or send packets to the host.

IEEE 802.1x Authentication with MAC Authentication Bypass

You can configure the switch to authorize clients based on the client MAC address by using the MAC
authentication bypass feature. For example, you can enable this feature on IEEE 802.1x ports connected to
devices such as printers.

If IEEE 802.1x authentication times out while waiting for an EAPOL response from the client, the switch
tries to authorize the client by using MAC authentication bypass.

Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches) .



Configuring IEEE 802.1x Port-Based Authentication |
. |IEEE 802.1x Authentication with MAC Authentication Bypass

When the MAC authentication bypass feature is enabled on an IEEE 802.1x port, the switch uses the MAC
address as the client identity. The authentication server has a database of client MAC addresses that are allowed
network access. After detecting a client on an IEEE 802.1x port, the switch waits for an Ethernet packet from
the client. The switch sends the authentication server a RADIUS-access/request frame with a username and
password based on the MAC address. If authorization succeeds, the switch grants the client access to the
network. If authorization fails, the switch assigns the port to the guest VLAN if one is configured. This process
works for most client devices; however, it does not work for clients that use an alternate MAC address format.
You can configure how MAB authentication is performed for clients with MAC addresses that deviate from
the standard format or where the RADIUS configuration requires the user name and password to differ.

If an EAPOL packet is detected on the interface during the lifetime of the link, the switch determines that the
device connected to that interface is an 802.1x-capable supplicant and uses 802.1x authentication (not MAC
authentication bypass) to authorize the interface. EAPOL history is cleared if the interface link status goes
down.

If the switch already authorized a port by using MAC authentication bypass and detects an IEEE 802.1x
supplicant, the switch does not unauthorize the client connected to the port. When re-authentication occurs,
the switch uses the authentication or re-authentication methods configured on the port, if the previous session
ended because the Termination-Action RADIUS attribute value is DEFAULT.

Clients that were authorized with MAC authentication bypass can be re-authenticated. The re-authentication
process is the same as that for clients that were authenticated with IEEE 802.1x. During re-authentication, the
port remains in the previously assigned VLAN. If re-authentication is successful, the switch keeps the port

in the same VLAN. If re-authentication fails, the switch assigns the port to the guest VLAN, if one is configured.

If re-authentication is based on the Session-Timeout RADIUS attribute (Attribute[27]) and the
Termination-Action RADIUS attribute (Attribute [29]) and if the Termination-Action RADIUS attribute
(Attribute [29]) action is Initialize (the attribute value is DEFAULT), the MAC authentication bypass session
ends, and connectivity is lost during re-authentication. If MAC authentication bypass is enabled and the IEEE
802.1x authentication times out, the switch uses the MAC authentication bypass feature to initiate
re-authorization. For more information about these AV pairs, see RFC 3580, “IEEE 802.1X Remote
Authentication Dial In User Service (RADIUS) Usage Guidelines.”

MAC authentication bypass interacts with the features:

+ IEEE 802.1x authentication—You can enable MAC authentication bypass only if 802.1x authentication
is enabled on the port .

* Guest VLAN—If a client has an invalid MAC address identity, the switch assigns the client to a guest
VLAN if one is configured.

* Restricted VLAN—This feature is not supported when the client connected to an IEEE 802.1x port is
authenticated with MAC authentication bypass.

* Port security
* Voice VLAN
* Private VLAN—You can assign a client to a private VLAN.

* Network Edge Access Topology (NEAT)—MAB and NEAT are mutually exclusive. You cannot enable
MAB when NEAT is enabled on an interface, and you should not enable NEAT when MAB is enabled
on an interface.

Cisco I0S Release 12.2(55)SE and later supports filtering of verbose MAB system messages
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Network Admission Control Layer 2 IEEE 802.1x Validation

The switch supports the Network Admission Control (NAC) Layer 2 IEEE 802.1x validation, which checks
the antivirus condition or postue of endpoint systems or clients before granting the devices network access.
With NAC Layer 2 IEEE 802.1x validation, you can do these tasks:

* Download the Session-Timeout RADIUS attribute (Attribute[27]) and the Termination-Action RADIUS
attribute (Attribute[29]) from the authentication server.

* Set the number of seconds between re-authentication attempts as the value of the Session-Timeout
RADIUS attribute (Attribute[27]) and get an access policy against the client from the RADIUS server.

* Set the action to be taken when the switch tries to re-authenticate the client by using the
Termination-Action RADIUS attribute (Attribute[29]). If the value is the DEFAULT or is not set, the
session ends. If the value is RADIUS-Request, the re-authentication process starts.

* Set the list of VLAN number or name or VLAN group name as the value of the Tunnel Group Private
ID (Attribute[81]) and the preference for the VLAN number or name or VLAN group name as the value
of the Tunnel Preference (Attribute[83]). If you do not configure the Tunnel Preference, the first Tunnel
Group Private ID (Attribute[81]) attribute is picked up from the list.

* View the NAC posture token, which shows the posture of the client, by using the show authentication
privileged EXEC command.

* Configure secondary private VLANSs as guest VLANSs.

Configuring NAC Layer 2 IEEE 802.1x validation is similar to configuring IEEE 802.1x port-based
authentication except that you must configure a posture token on the RADIUS server.

Flexible Authentication Ordering

You can use flexible authentication ordering to configure the order of methods that a port uses to authenticate
a new host. The IEEE 802.1X Flexible Authentication feature supports three authentication methods:

* dot] X—IEEE 802.1X authentication is a Layer 2 authentication method.

» mab—MAC-Authentication Bypass is a Layer 2 authentication method.

» webauth—Web authentication is a Layer 3 authentication method.
Using this feature, you can control which ports use which authentication methods, and you can control the
failover sequencing of methods on those ports. For example, MAC authentication bypass and 802.1x can be

the primary or secondary authentication methods, and web authentication can be the fallback method if either
or both of those authentication attempts fail.

The IEEE 802.1X Flexible Authentication feature supports the following host modes:

» multi-auth—Multiauthentication allows one authentication on a voice VLAN and multiple authentications
on the data VLAN.

» multi-domain—Multidomain authentication allows two authentications: one on the voice VLAN and
one on the data VLAN.
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Open1x Authentication

Openlx authentication allows a device access to a port before that device is authenticated. When open
authentication is configured, a new host can pass traffic according to the access control list (ACL) defined on
the port. After the host is authenticated, the policies configured on the RADIUS server are applied to that
host.

You can configure open authentication with these scenarios:

* Single-host mode with open authentication—Only one user is allowed network access before and after
authentication.

* MDA mode with open authentication—Only one user in the voice domain and one user in the data domain
are allowed.

» Multiple-hosts mode with open authentication—Any host can access the network.

* Multiple-authentication mode with open authentication—Similar to MDA, except multiple hosts can be
authenticated.

Note Ifopen authentication is configured, it takes precedence over other authentication
controls. This means that if you use the authentication open interface
configuration command, the port will grant access to the host irrespective of the
authentication port-control interface configuration command.

Multidomain Authentication

The switch supports multidomain authentication (MDA), which allows both a data device and voice device,
such as an IP phone (Cisco or non-Cisco), to authenticate on the same switch port. The port is divided into a
data domain and a voice domain.

Note

For all host modes, the line protocol stays up before authorization when port-based authentication is configured.

MDA does not enforce the order of device authentication. However, for best results, we recommend that a
voice device is authenticated before a data device on an MDA-enabled port.

Follow these guidelines for configuring MDA:
* You must configure a switch port for MDA.
* You must configure the voice VLAN for the IP phone when the host mode is set to multidomain.
* Voice VLAN assignment on an MDA-enabled port is supported Cisco IOS Release 12.2(40)SE and later.

* To authorize a voice device, the AAA server must be configured to send a Cisco Attribute-Value (AV)
pair attribute with a value of device-traffic-class=voice Without this value, the switch treats the voice
device as a data device.

* The guest VLAN and restricted VLAN features only apply to the data devices on an MDA-enabled port.
The switch treats a voice device that fails authorization as a data device.
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* [f more than one device attempts authorization on either the voice or the data domain of a port, it is error
disabled.

+ Until a device is authorized, the port drops its traffic. Non-Cisco IP phones or voice devices are allowed
into both the data and voice VLANS. The data VLAN allows the voice device to contact a DHCP server
to obtain an IP address and acquire the voice VLAN information. After the voice device starts sending
on the voice VLAN, its access to the data VLAN is blocked.

* A voice device MAC address that is binding on the data VLAN is not counted towards the port security
MAC address limit.

* MDA can use MAC authentication bypass as a fallback mechanism to allow the switch port to connect
to devices that do not support IEEE 802.1x authentication.

» When a dataor a voicedevice is detected on a port, its MAC address is blocked until authorization
succeeds. If the authorization fails, the MAC address remains blocked for 5 minutes.

« If more than five devices are detected on the dataVLAN or more than one voice device is detected on
the voice VLAN while a port is unauthorized, the port is error disabled.

* When a port host mode is changed from single- or multihost to multidomain mode, an authorized data
device remains authorized on the port. However, a Cisco IP phone that has been allowed on the port
voice VLAN is automatically removed and must be reauthenticated on that port.

* Active fallback mechanisms such as guest VLAN and restricted VLAN remain configured after a port
changes from single- or multihost mode to multidomain mode.

* Switching a port host mode from multidomain to single- or multihost mode removes all authorized devices
from the port.

* [f a data domain is authorized first and placed in the guest VLAN, non-IEEE 802.1x-capable voice
devices need to tag their packets on the voice VLAN to trigger authentication.

* We do not recommend per-user ACLs with an MDA-enabled port. An authorized device with a per-user
ACL policy might impact traffic on both the voice and data VLANSs of the port. If used, only one device
on the port should enforce per-user ACLs.

802.1x Supplicant and Authenticator Switches with Network Edge Access
Topology (NEAT)

The Network Edge Access Topology (NEAT) feature extends identity to areas outside the wiring closet (such
as conference rooms). This allows any type of device to authenticate on the port.

+ 802.1x switch supplicant: You can configure a switch to act as a supplicant to another switch by using
the 802.1x supplicant feature. This configuration is helpful in a scenario, where, for example, a switch
is outside a wiring closet and is connected to an upstream switch through a trunk port. A switch configured
with the 802.1x switch supplicant feature authenticates with the upstream switch for secure connectivity.
Once the supplicant switch authenticates successfully the port mode changes from access to trunk in an
authenticator switch. In a supplicant switch you must manually configure trunk when enabling CISP.

* If the access VLAN is configured on the authenticator switch, it becomes the native VLAN for the trunk
port after successful authentication.
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In the default state, when you connect a supplicant switch to an authenticator switch that has BPDU guard
enabled, the authenticator port could be error-disabled if it receives a Spanning Tree Protocol (STP) bridge
protocol data unit (BPDU) packets before the supplicant switch has authenticated. Beginning with Cisco I0S
Release 15.0(1)SE, you can control traffic exiting the supplicant port during the authentication period. Entering
the dot1x supplicant controlled transient global configuration command temporarily blocks the supplicant
port during authentication to ensure that the authenticator port does not shut down before authentication
completes. If authentication fails, the supplicant port opens. Entering the no dot1x supplicant controlled
transient global configuration command opens the supplicant port during the authentication period. This is
the default behavior.

We strongly recommend using the dot1x supplicant controlled transientcommand on a supplicant switch
when BPDU guard is enabled on the authenticator switch port with the spanning-tree bpduguard enable
interface configuration command.

Note

If you globally enable BPDU guard on the authenticator switch by using the spanning-tree portfast bpduguard
default global configuration command, entering the dot1x supplicant controlled transient command does
not prevent the BPDU violation.

You can enable MDA or multiauth mode on the authenticator switch interface that connects to one more
supplicant switches. Multihost mode is not supported on the authenticator switch interface.

When you reboot an authenticator switch with single-host mode enabled on the interface, the interface may
move to err-disabled state before authentication. To recover from err-disabled state, flap the authenticator
port to activate the interface again and initiate authentication.

Use the dot1x supplicant force-multicast global configuration command on the supplicant switch for Network
Edge Access Topology (NEAT) to work in all host modes.

* Host Authorization: Ensures that only traffic from authorized hosts (connecting to the switch with
supplicant) is allowed on the network. The switches use Client Information Signalling Protocol (CISP)
to send the MAC addresses connecting to the supplicant switch to the authenticator switch.

* Auto enablement: Automatically enables trunk configuration on the authenticator switch, allowing user
traffic from multiple VLANs coming from supplicant switches. Configure the cisco-av-pair as
device-traffic-class=switt at the ACS. (You can configure this under the groupor the usersettings.)

Figure 24: Authenticator and Supplicant Switch using CISP

1 Workstations (clients) 2 Supplicant switch (outside
wiring closet)
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3 Authenticator switch 4 Access control server
(ACS)

5 Trunk port

Note

The switchport nonegotiate command is not supported on supplicant and authenticator switches with NEAT.
This command should not be configured at the supplicant side of the topology. If configured on the authenticator
side, the internal macros will automatically remove this command from the port.

Voice Aware 802.1x Security

Note

To use voice aware IEEE 802.1x authentication, the switch must be running the LAN base image.

You use the voice aware 802.1x security feature to configure the switch to disable only the VLAN on which
a security violation occurs, whether it is a data or voice VLAN. In previous releases, when an attempt to
authenticate the data client caused a security violation, the entire port shut down, resulting in a complete loss
of connectivity.

You can use this feature in IP phone deployments where a PC is connected to the IP phone. A security violation
found on the data VLAN results in the shutdown of only the data VLAN. The traffic on the voice VLAN
flows through the switch without interruption.

Common Session ID

Authentication manager uses a single session ID (referred to as a common session ID) for a client no matter
which authentication method is used. This ID is used for all reporting purposes, such as the show commands
and MIBs. The session ID appears with all per-session syslog messages.

The session ID includes:

* The IP address of the Network Access Device (NAD)
» A monotonically increasing unique 32 bit integer

* The session start time stamp (a 32 bit integer)

This example shows how the session ID appears in the output of the show authentication command. The
session ID in this example is 160000050000000B288508ES5:

'"HYLFHVKRDXWKHQWLFIWYRQRQV
,QWHUIDFI$&$GGUHVYV OHWKRGRPDLQ 6WDWXV 6HVVLRQ
)D PDE '$7$ $XWKGXFFHVV % (

This is an example of how the session ID appears in the syslog output. The session ID in this example is
also160000050000000B288508ES5:

Z G $87+0*5 67$5BWDUWLBDE IRUFOLHQW RQ,QWHUIDHH
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$XGLW6HVVLRQ," % (

ZG 0$% 68&&(66XWKHQWLFIVWERBVVIRWFOLHQW RQ,QWHUIDFH

)D $XGLW6EHVVLRQ," % (

Z G $87+0*5 5(68/BXWKHQWLFLDWVRKQWXFFHVVWRPPDE IRUFOLHQW
RQ,QWH U I DH $XGLW6HVVLRQ," % (

The session ID is used by the NAD, the AAA server, and other report-analyzing applications to identify the
client. The ID appears automatically. No configuration is required.

How to Configure 802.1x Port-Based Authentication

Default 802.1x Authentication Configuration

Table 33: Default 802.1x Authentication Configuration

Feature Default Setting
Switch 802.1x enable state Disabled.
Per-port 802.1x enable state Disabled (force-authorized).

The port sends and receives normal traffic without
802.1x-based authentication of the client.

AAA Disabled.
RADIUS server * None specified.
* [P address * 1645.
» UDP authentication port . 1646.
* Default accounting port * None specified.
* Key
Host mode Single-host mode.
Control direction Bidirectional control.
Periodic re-authentication Disabled.

Number of seconds between re-authentication attempts | 3600 seconds.

Re-authentication number 2 times (number of times that the switch restarts the
authentication process before the port changes to the
unauthorized state).

Quiet period 60 seconds (number of seconds that the switch remains
in the quiet state following a failed authentication
exchange with the client).
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Feature

Default Setting

Retransmission time

30 seconds (number of seconds that the switch should
wait for a response to an EAP request/identity frame
from the client before resending the request).

Maximum retransmission number

2 times (number of times that the switch will send an
EAP-request/identity frame before restarting the
authentication process).

Client timeout period

30 seconds (when relaying a request from the
authentication server to the client, the amount of time
the switch waits for a response before resending the
request to the client.)

Authentication server timeout period

30 seconds (when relaying a response from the client
to the authentication server, the amount of time the
switch waits for a reply before resending the response
to the server.)

You can change this timeout period by using the dot1x
timeout server-timeout interface configuration
command.

Inactivity timeout Disabled.
Guest VLAN None specified.
Inaccessible authentication bypass Disabled.

Restricted VLAN

None specified.

Authenticator (switch) mode

None specified.

MAC authentication bypass

Disabled.

Voice-aware security

Disabled.

802.1x Authentication Configuration Guidelines

802.1x Authentication

These are the 802.1x authentication configuration guidelines:

* You must enable SISF-Based device tracking to use 802.1x authentication. By default, SISF-Based device

tracking is disabled on a switch.

» When 802.1x authentication is enabled, ports are authenticated before any other Layer 2 or Layer 3

features are enabled.

* [f the VLAN to which an 802.1x-enabled port is assigned changes, this change is transparent and does
not affect the switch. For example, this change occurs if a port is assigned to a RADIUS server-assigned
VLAN and is then assigned to a different VLAN after re-authentication.
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If the VLAN to which an 802.1x port is assigned to shut down, disabled, or removed, the port becomes
unauthorized. For example, the port is unauthorized after the access VLAN to which a port is assigned
shuts down or is removed.

* The 802.1x protocol is supported on Layer 2 static-access ports, voice VLAN ports, and Layer 3 routed
ports, but it is not supported on these port types:

* Dynamic ports—A port in dynamic mode can negotiate with its neighbor to become a trunk port.
If you try to enable 802.1x authentication on a dynamic port, an error message appears, and 802.1x
authentication is not enabled. If you try to change the mode of an 802.1x-enabled port to dynamic,
an error message appears, and the port mode is not changed.

* EtherChannel port—Do not configure a port that is an active or a not-yet-active member of an
EtherChannel as an 802.1x port. If you try to enable 802.1x authentication on an EtherChannel port,
an error message appears, and 802.1x authentication is not enabled.

* Switched Port Analyzer (SPAN) and Remote SPAN (RSPAN) destination ports—You can enable
802.1x authentication on a port that is a SPAN or RSPAN destination port. However, 802.1x
authentication is disabled until the port is removed as a SPAN or RSPAN destination port. You can
enable 802.1x authentication on a SPAN or RSPAN source port.

* Before globally enabling 802.1x authentication on a switch by entering the dot1x system-auth-control
global configuration command, remove the EtherChannel configuration from the interfaces on which
802.1x authentication and EtherChannel are configured.

* Cisco IOS Release 12.2(55)SE and later supports filtering of system messages related to 802.1x
authentication.

Note We recommend that you configure all the dependent 802.1x CLIs under the same interface or on the same
template.

VLAN Assignment, Guest VLAN, Restricted VLAN, and Inaccessible Authentication Bypass

These are the configuration guidelines for VLAN assignment, guest VLAN, restricted VLAN, and inaccessible
authentication bypass:

* When 802.1x authentication is enabled on a port, you cannot configure a port VLAN that is equal to a
voice VLAN.

* You can configure any VLAN except an RSPAN VLAN or a voice VLAN as an 802.1x guest VLAN.
The guest VLAN feature is not supported on internal VLANSs (routed ports) or trunk ports; it is supported
only on access ports.

* After you configure a guest VLAN for an 802.1x port to which a DHCP client is connected, you might
need to get a host IP address from a DHCP server. You can change the settings for restarting the 802.1x
authentication process on the switch before the DHCP process on the client times out and tries to get a
host IP address from the DHCP server. Decrease the settings for the 802.1x authentication process
(authentication timer inactivity and authentication timer reauthentication interface configuration
commands). The amount to decrease the settings depends on the connected 802.1x client type.

* When configuring the inaccessible authentication bypass feature, follow these guidelines:

* The feature is supported on 802.1x port in single-host mode and multihosts mode.
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« If the client is running Windows XP and the port to which the client is connected is in the
critical-authentication state, Windows XP might report that the interface is not authenticated.

* If the Windows XP client is configured for DHCP and has an IP address from the DHCP server,
receiving an EAP-Success message on a critical port might not re-initiate the DHCP configuration
process.

* You can configure the inaccessible authentication bypass feature and the restricted VLAN on an
802.1x port. If the switch tries to re-authenticate a critical port in a restricted VLAN and all the
RADIUS servers are unavailable, switch changes the port state to the critical authentication state
and remains in the restricted VLAN.

* If the CTS links are in Critical Authentication mode and the active switch reloads, the policy where
SGT was configured on a device will not be available on the new active switch. This is because the
internal bindings will not be synced to the standby switch in a 3750-X switch stack.

* You can configure any VLAN except an RSPAN VLAN or a voice VLAN as an 802.1x restricted VLAN.
The restricted VLAN feature is not supported on internal VLANs (routed ports) or trunk ports; it is
supported only on access ports.

MAC Authentication Bypass

These are the MAC authentication bypass configuration guidelines:

* Unless otherwise stated, the MAC authentication bypass guidelines are the same as the 802.1x
authentication guidelines.

* If you disable MAC authentication bypass from a port after the port has been authorized with its MAC
address, the port state is not affected.

« If the port is in the unauthorized state and the client MAC address is not the authentication-server database,
the port remains in the unauthorized state. However, if the client MAC address is added to the database,
the switch can use MAC authentication bypass to re-authorize the port.

« If the port is in the authorized state, the port remains in this state until re-authorization occurs.

* You can configure a timeout period for hosts that are connected by MAC authentication bypass but are
inactive. The range is 1to 65535 seconds.

Maximum Number of Allowed Devices Per Port
This is the maximum number of devices allowed on an 802.1x-enabled port:

* In single-host mode, only one device is allowed on the access VLAN. If the port is also configured with
a voice VLAN, an unlimited number of Cisco IP phones can send and receive traffic through the voice
VLAN.

* In multidomain authentication (MDA) mode, one device is allowed for the access VLAN, and one IP
phone is allowed for the voice VLAN.

* In multihost mode, only one 802.1x supplicant is allowed on the port, but an unlimited number of
non-802.1x hosts are allowed on the access VLAN. An unlimited number of devices are allowed on the
voice VLAN.
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Configuring 802.1x Readiness Check

The 802.1x readiness check monitors 802.1x activity on all the switch ports and displays information about
the devices connected to the ports that support 802.1x. You can use this feature to determine if the devices
connected to the switch ports are 802.1x-capable.

The 802.1x readiness check is allowed on all ports that can be configured for 802.1x. The readiness check is
not available on a port that is configured as dot1x force-unauthorized.

Follow these steps to enable the 802.1x readiness check on the switch:

Before you begin
Follow these guidelines to enable the readiness check on the switch:

* The readiness check is typically used before 802.1x is enabled on the switch.

* If you use the dot1x test eapol-capable privileged EXEC command without specifying an interface, all
the ports on the switch stack are tested.

* When you configure the dot1x test eapol-capable command on an 802.1x-enabled port, and the link
comes up, the port queries the connected client about its 802.1x capability. When the client responds
with a notification packet, it is 802.1x-capable. A syslog message is generated if the client responds
within the timeout period. If the client does not respond to the query, the client is not 802.1x-capable.
No syslog message is generated

» When you configure the dot1x test eapol-capable command on an 802.1x-enabled port, and the link
comes up, the port queries the connected client about its 802.1x capability. When the client responds
with a notification packet, it is 802.1x-capable. A syslog message is generated if the client responds
within the timeout period. If the client does not respond to the query, the client is not 802.1x-capable.
No syslog message is generated

* The readiness check can be sent on a port that handles multiple hosts (for example, a PC that is connected
to an IP phone). A syslog message is generated for each of the clients that respond to the readiness check
within the timer period.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO

Step 3 dot1x test eapol-capable [interface Enables the 802.1x readiness check on the
interface-id switch.
Example: (Optional) For interface-idspecify the port on

which to check for IEEE 802.1x readiness.

. Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches)



| Configuring IEEE 802.1x Port-Based Authentication

Configuring Voice Aware 802.1x Security .

Command or Action

Purpose

"HYLFHGRW WHVMDSRO FDSDEOH

LQWHUIDIEHDELWHWKHUQHW

'27 ;B3257B($32/B&$3%%/( 'D¥&
EI D RQ

JLIDELWHWKHUQHW ($32/

FDSDEOH

Note If you omit the optional interface
keyword, all interfaces on the switch

are tested.

Step 4

dot1x test timeout timeout

(Optional) Configures the timeout used to wait
for EAPOL response. The range is from 1 to
65535 seconds. The default is 10 seconds.

Step 5

end

Example:

'"HYLFHRQILJ HQG

Returns to privileged EXEC mode.

Step 6

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 7

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Configuring Voice Aware 802.1x Security

Note

To use voice aware IEEE 802.1x authentication, the switch must be running the LAN base image.

You use the voice aware 802.1x security feature on the switch to disable only the VLAN on which a security
violation occurs, whether it is a data or voice VLAN. You can use this feature in IP phone deployments where
a PC is connected to the IP phone. A security violation found on the data VLAN results in the shutdown of
only the data VLAN. The traffic on the voice VLAN flows through the switch without interruption.

Follow these guidelines to configure voice aware 802.1x voice security on the switch:

* You enable voice aware 802.1x security by entering the errdisable detect cause security-violation
shutdown vlan global configuration command. You disable voice aware 802.1x security by entering the
no version of this command. This command applies to all 802.1x-configured ports in the switch.

Note

when it enters the error-disabled state.

If you do not include the shutdown vlan keywords, the entire port is shut down
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« If you use the errdisablerecovery cause security-violation global configuration command to configure
error-disabled recovery, the port is automatically re-enabled. If error-disabled recovery is not configured
for the port, you re-enable it by using the shutdown and no shutdown interface configuration commands.

* You can re-enable individual VLANSs by using the clear errdisableinterfaceinterface-idvian [vlan-list]
privileged EXEC command. If you do not specify a range, all VLANs on the port are enabled.

Beginning in privileged EXEC mode, follow these steps to enable voice aware 802.1x security:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Enter global configuration mode.

Step 2

errdisable detect cause security-violation
shutdown vlan

Shut down any VLAN on which a security
violation error occurs.

Note Ifthe shutdown vlan keywords are
not included, the entire port enters
the error-disabled state and shuts

down.

Step 3

errdisablerecovery cause security-violation

Enter global configuration mode.

Step 4

clear errdisableinterfaceinterface-idvlian
[vlan-list]

(Optional) Reenable individual VLANS that
have been error disabled.

* For interface-id specify the port on which
to reenable individual VLANS.

* (Optional) For vlan-list specify a list of
VLAN:S to be re-enabled. If vlan-list is not
specified, all VLANSs are re-enabled.

Step 5

Enter the following:

» shutdown
* no shutdown

(Optional) Re-enable an error-disabled VLAN,
and clear all error-disable indications.

Step 6

end

Return to privileged EXEC mode.

Step 7

show errdisable detect

Verify your entries.

Example

This example shows how to configure the switch to shut down any VLAN on which a security
violation error occurs:

6ZLWFK FRQIHUUGLVDEEWHFWXVHWUHFXULW\ YLROWBKXWR QRZAID Q

This example shows how to re-enable all VL ANSs that were error disabled on port Gigabit Ethernet

40/2.

6ZLWFFOHDHUUGLVDEQWHUIDIRIDELWHWKHUQHW

YODQ
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You can verify your settings by entering the show errdisable detect privileged EXEC command.

Configuring 802.1x Violation Modes

You can configure an 802.1x port so that it shuts down, generates a syslog error, or discards packets from a
new device when:

* a device connects to an 802.1x-enabled port

* the maximum number of allowed about devices have been authenticated on the port

Beginning in privileged EXEC mode, follow these steps to configure the security violation actions on the

switch:

Procedure
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILJXWHUPLQDO

Step 2 aaa new-model Enables AAA.

Example:

'"HYLFHRQILJ DDDQHZ PRGHO

Step 3 aaa authentication dot1x {default} methodl| Creates an 802.1x authentication method list.

Example: To create a default list that is used when a
named list is notspecified in the authentication
'"HYLFRRQILJ DDIDXWKHQWLF BWWR@nmand, use the default keyword followed
GHIDXQWRXBDGLXV by the method that is to be used in default
situations. The default method list is
automatically applied to all ports.

For method]enter the group radiuskeywords
to use the list of all RADIUS servers for
authentication.

Step 4 interface interface-id Specifies the port connected to the client that
is to be enabled for IEEE 802.1x authentication,

Example: . .
P and enter interface configuration mode.

'"HYLFHRQILJ LQWHUIDFH
JLJDELWHWKHUQHW

Step 5 switchport mode access Sets the port to access mode.

Example:
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Command or Action

Purpose

'"HYLFHRRQILJ LI VZLWFKSRBWBFFHVV

Step 6

authentication violation {shutdown | restrict
| protect | replace}

Example:

'"HYLFHARQILJ LI DXWKHQWLFDWL
YLRODWURIWULFW

Configures the violation mode. The keywords
have these meanings:

« shutdown-Error disable the port.

RQ " restrict—Generate a syslog error.
* protect—Drop packets from any new
device that sends traffic to the port.

* replace-Removes the current session and
authenticates with the new host.

Step 7

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.

Configuring 802.1x Authentication

To allow per-user ACLs or VLAN assignment, you must enable AAA authorization to configure the switch
for all network-related service requests.

This is the 802.1x AAA process:

Before you begin

To configure 802.1x port-based authentication, you must enable authentication, authorization, and accounting
(AAA) and specify the authentication method list. A method list describes the sequence and authentication
method to be queried to authenticate a user.

Procedure

Command or Action

Purpose

Step 1

A user connects to a port on the switch.

Step 2

Authentication is performed.

Step 3

VLAN assignment is enabled, as appropriate,
based on the RADIUS server configuration.

Step 4

The switch sends a start message to an
accounting server.

Step 5

Re-authentication is performed, as necessary.
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Command or Action

Purpose

Step 6

The switch sends an interim accounting update
to the accounting server that is based on the
result of re-authentication.

Step 7

The user disconnects from the port.

Step 8

The switch sends a stop message to the
accounting server.

Configuring 802.1x Port-Based Authentication

Beginning in privileged EXEC mode, follow these steps to configure 802.1x port-based authentication:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

aaa new-model

Example:

'HYLFHARQILJ DDDQHZ PRGHO

Enables AAA.

Step 3

aaa authentication dot1x {default} method1

Example:

'HYLFHRQILJ DDIDXWKHQWLFDBWRW
GHIDXQWRXBDGLXV

Creates an 802.1x authentication method list.

To create a default list that is used when a
named list is notspecified in the
FIQthentication command, use the default
keyword followed by the method that is to be
used in default situations. The default method
list is automatically applied to all ports.

For methodJenter the group radiuskeywords
to use the list of all RADIUS servers for
authentication.

Note Though other keywords are visible
in the command-line help string,
only the group radius keywords

are supported.

Step 4

dot1x system-auth-control

Example:

Enables 802.1x authentication globally on the
switch.
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Command or Action

Purpose

'"HYLFHRQILJ GRW [
VI\VWHP DXWK FRQWURO

Step 5

aaa authorization network {default} group
radius

Example:

'"HYLFHRQILJ DDIDXWKRUL]DWLR
QHWZRGMNIDXAQWRXBDGLXV

(Optional) Configures the switch to use
user-RADIUS authorization for all
network-related service requests, such as
per-user ACLs or VLAN assignment.

Q

Step 6

radius server servername

Example:

'"HYLFHAHRQILJ UDGLXMMHUYHUWLP
D GG UHNVSY

(Optional) Specifies the IP address of the
RADIUS server.

Step 7

address {ipv4 | ipv6} ip address

Example:

'"HYLFHARQILJ UDGLXV VHWYGIGWUH
LSY

Configures the IP address for the RADIUS
server.

V'V

Step 8

key string

Example:

'"HYLFRRQILJ UDGLXV VHUYHHUD G

(Optional) Specifies the authentication and
encryption key used between the switch and
the RADIUS daemon running on the RADIUS
server.

Step 9

exit
Example:

'"HYLFHARQILJ UDGLXV VHUMHW

Exits the RADIUS server mode and enters the
global configuration mode.

Step 10

interface interface-id

Example:

'"HYLFHARQILJ LQWHUIDFH
JLIDELWHWKHUQHW

Specifies the port connected to the client that
is to be enabled for IEEE 802.1x
authentication, and enter interface
configuration mode.

Step 11

switchport mode access

Example:

'"HYLFHARQILJ LI VZLWFKSRBW®WH
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Command or Action Purpose
DFFHVV

Step 12 authentication port-control auto Enables 802.1x authentication on the port.
Example:

'"HYLFHRQILJ LI DXWKHQWLFDWLRQ
SRUW FRQWUXR/®R

Step 13 dot1x pae authenticator Sets the interface Port Access Entity to act only
as an authenticator and ignore messages meant

Example: for a supplicant.

'"HYLFHARQILJ LI GRW $DH
DXWKHQWLFDWRU

Step 14 end Returns to privileged EXEC mode.

Example:

'"HYLFARQILJ LI HQG

Configuring the Switch-to-RADIUS-Server Communication

You can globally configure the timeout, retransmission, and encryption key values for all RADIUS servers
by using the radius server global configuration command. If you want to configure these options on a
per-server basis, use the radius-server timeout, the radius-server retransmit, and the key string global
configuration commands.

You also need to configure some settings on the RADIUS server. These settings include the IP address of the
switch and the key string to be shared by both the server and the switch. For more information, see the RADIUS
server documentation.

Follow these steps to configure the RADIUS server parameters on the switch. This procedure is required.

Before you begin

You must enable authentication, authorization, and accounting (AAA) and specify the authentication method
list. A method list describes the sequence and authentication method to be queried to authenticate a user.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

'"HYLEHHQDEOH
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Command or Action

Purpose

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

radiusserver servername

Example:

'"HYLFHRQILJ UDGLXMHUYHW/LP

Specifies the name the RADIUS server and
enters radius server configuration mode.

Step 4

address {ipv4 | ipv6} ip addressauth-port
port numberacct-port port number
Example:

'"HYLFHRQILJ UDGLXV VHUWGGUH
LSY

Specifies the IP address of the RADIUS server.

For auth-port port-numbey specify the UDP
destination port for authentication requests. The
default is 1645. The range is 0 to 65536.

For acct-port port-numbery specify the UDP
destination port for authentication requests. The
default is 1646.

Step 5

key string

Example:
'"HYLFHARQILJ UDGLXV VHUWHUDG

Specifies the authentication and encryption key
used between the Device and the RADIUS
daemon running on the RADIUS server.

Note The key is a text string that must
match the encryption key used on
the RADIUS server. Always
configure the key as the last item in
the radius server command.
Leading spaces are ignored, but
spaces within and at the end of the
key are used. If you use spaces in
your key, do not enclose the key in
quotation marks unless the quotation
marks are part of the key.

Step 6

end

Example:

'"HYLFARQILJ HQG

Returns to privileged EXEC mode.

Configuring the Host Mode

Beginning in privileged EXEC mode, follow these steps to allow multiple hosts (clients) on an
IEEE 802.1x-authorized port that has the authentication port-control interface configuration command set
to auto. Use the multi-domain keyword to configure and enable multidomain authentication (MDA), which
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allows both a host and a voice device, such as an IP phone (Cisco or non-Cisco), on the same switch port.
This procedure is optional.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

interface interface-id

Example:

'"HYLFHRQILJ LQWHUIDFH
JLIDELWHWKHUQHW

Specifies the port to which multiple hosts are
indirectly attached, and enter interface
configuration mode.

Step 3

authentication host-mode [multi-auth |
multi-domain | multi-host | single-host]

Example:

'"HYLFHARQILJ LI DXWKHQWLFDWL
KRVW PRRAX-OWL KRVW

Allows multiple hosts (clients) on an
802.1x-authorized port.

The keywords have these meanings:

» multi-auth—Allow multiple authenticated

RQ clients on both the voice VLAN and data
VLAN.
Note The multi-auth keyword is

only available with the
authentication host-mode
command.

» multi-host—Allow multiple hosts on an
802.1x-authorized port after a single host
has been authenticated.

» multi-domain—Allow both a host and a
voice device, such as an IP phone (Cisco
or non-Cisco), to be authenticated on an
IEEE 802.1x-authorized port.

Note You must configure the voice
VLAN for the IP phone when
the host mode is set to

multi-domain.

Make sure that the authentication port-control
interface configuration command is set to auto
for the specified interface.
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Command or Action

Purpose

Step 4

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.

Configuring Periodic Re-Authentication

You can enable periodic 802.1x client re-authentication and specify how often it occurs. If you do not specify
a time period before enabling re-authentication, the number of seconds between attempts is 3600.

Beginning in privileged EXEC mode, follow these steps to enable periodic re-authentication of the client and
to configure the number of seconds between re-authentication attempts. This procedure is optional.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

interface interface-id

Example:

'"HYLFHRQILJ LQWHUIDFH
JLIDELWHWKHUQHW

Specifies the port to be configured, and enter
interface configuration mode.

Step 3

authentication periodic

Example:

'"HYLFHRQILJ LI DXWKHQWLFDWL
SHULRGLF

Enables periodic re-authentication of the client,
which is disabled by default.

Note
RQ

The default value is 3600 seconds.
To change the value of the
reauthentication timer or to have the
switch use a RADIUS-provided
session timeout, enter the
authentication timer
reauthenticate command.

Step 4

authentication timer {{[inactivity |
reauthenticate | restart | unauthorized]}

{value}}

Example:

'"HYLFHRQILJ LI DXWKHQWLF®BWEP

Sets the number of seconds between
re-authentication attempts.

The authentication timer keywords have these
meanings:

RQ
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Command or Action

Purpose

UHDXWKHQWLFDWH

* inactivity—Interval in seconds after which
if there is no activity from the client then
it is unauthorized

* reauthenticate—Time in seconds after
which an automatic re-authentication
attempt is initiated

* restart value—Interval in seconds after
which an attempt is made to authenticate
an unauthorized port

» unauthorized value—Interval in seconds
after which an unauthorized session will
get deleted

This command affects the behavior of the
switch only if periodic re-authentication is
enabled.

Step 5

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.

Changing the Quiet Period

When the switch cannot authenticate the client, the switch remains idle for a set period of time and then tries
again. The authentication timer restart interface configuration command controls the idle period. A failed
authentication of the client might occur because the client provided an invalid password. You can provide a
faster response time to the user by entering a number smaller than the default.

Beginning in privileged EXEC mode, follow these steps to change the quiet period. This procedure is optional.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

interface interface-id

Example:

'"HYLFHRQILJ LQWHUIDFH

Specifies the port to be configured, and enter
interface configuration mode.
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Command or Action

Purpose

JLIDELWHWKHUQHW

Step 3 authentication timer restart seconds Sets the number of seconds that the switch
remains in the quiet state following a failed
Example: L . .
authentication exchange with the client.
'"HYLFHARQILJ LI DXWKHQWLFBW P Rlthe range is 1 to 65535 seconds; the default is
UHVWDUW 60.
Step 4 end Returns to privileged EXEC mode.
Example:
'"HYLFHRQILJ LI HQG
Step 5 show authentication sessionsinterface Verifies your entries.
interface-id
Example:
'"HYLFHVKRDXWKHQWLFIVWYRORQ
LQWHUIDREIDELWHWKHUQHW
Step 6 copy running-config startup-config (Optional) Saves your entries in the

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

configuration file.

Changing the Switch-to-Client Retransmission Time

The client responds to the EAP-request/identity frame from the switch with an EAP-response/identity frame.
If the switch does not receive this response, it waits a set period of time (known as the retransmission time)

and then resends the frame.

Note  You should change the default value of this command only to adjust for unusual circumstances such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

Beginning in privileged EXEC mode, follow these steps to change the amount of time that the switch waits

for client notification. This procedure is optional.
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Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 2 interface interface-id Specifies the port to be configured, and enter
interface configuration mode.
Example:
'"HYLFHARQILJ LQWHUIDFH
JLIDELWHWKHUQHW
Step 3 authentication timer reauthenticate seconds Sets the number of seconds that the switch waits
Examble: for a response to an EAP-request/identity frame
ple: from the client before resending the request.
'"HYLFHARQILJ LI DXWKHQWLFBW P Rlthe range is 1 to 65535 seconds; the default is
UHDXWKHQWLFDWH 5.
Step 4 end Returns to privileged EXEC mode.
Example:
'"HYLFHRQILJ LI HQG
Step 5 show authentication sessionsinterface Verifies your entries.
interface-id
Example:
'"HYLFHVKRDXWKHQWLFVMNWYRORQ
LQWHUIDREIDELWHWKHUQHW
Step 6 copy running-config startup-config (Optional) Saves your entries in the
configuration file.
Example:
'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Setting the Switch-to-Client Frame-Retransmission Number

In addition to changing the switch-to-client retransmission time, you can change the number of times that the
switch sends an EAP-request/identity frame (assuming no response is received) to the client before restarting
the authentication process.
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Note  You should change the default value of this command only to adjust for unusual circumstances such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

Beginning in privileged EXEC mode, follow these steps to set the switch-to-client frame-retransmission
number. This procedure is optional.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 2 interface interface-id Specifies the port to be configured, and enter
interface configuration mode.
Example:
'"HYLFHARQILJ LQWHUIDFH
JLJDELWHWKHUQHW
Step 3 dot1x max-reauth-reg count Sets the number of times that the switch sends
Examole: an EAP-request/identity frame to the client
ple: before restarting the authentication process. The
. range is 1 to 10; the default is 2.
HYLFARQILJ LI GRW PD[ UHDXWHK URT
Step 4 end Returns to privileged EXEC mode.
Example:
'"HYLFHRQILJ LI HQG

Setting the Re-Authentication Number

You can also change the number of times that the switch restarts the authentication process before the port
changes to the unauthorized state.

Note  You should change the default value of this command only to adjust for unusual circumstances such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

Beginning in privileged EXEC mode, follow these steps to set the re-authentication number. This procedure
is optional.
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Procedure

Enabling MAC Move [

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

interface interface-id

Example:

'"HYLFHLQWHUIDRAIDELWHWKHUQ#H

Specifies the port to be configured, and enter
interface configuration mode.

W

Step 3

switchport mode access

Example:

'"HYLFHRRQILJ LI VZLWFKSRBWBFFH

Sets the port to access mode only if you
previously configured the RADIUS server.

VV

Step 4

dot1x max-req count

Example:

'"HYLFHRQILJ LI GRW PD[ UHT

Sets the number of times that the switch restarts
the authentication process before the port
changes to the unauthorized state. The range is
0 to 10; the default is 2.

Step 5

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.

Enabling MAC Move

MAC move allows an authenticated host to move from one port on the switch to another.

Beginning in privileged EXEC mode, follow these steps to globally enable MAC move on the switch. This
procedure is optional.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.
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Command or Action Purpose
Step 2 authentication mac-move per mit Enables MAC move on the switch. Default is
deny.
Example:

In Session Aware Networking mode, the default
'"HYLFARQILJ DXWKHQWLFBPWE RP® ¢HI is access-session mac-move deny. To
SHUPLW enable Mac Move in Session Aware
Networking, use the N0 access-session
mac-move global configuration command.

In legacy mode (IBNS 1.0), default value for
mac-move is deny and in C3PL mode (IBNS
2.0) default value is permit.

Step 3 end Returns to privileged EXEC mode.

Example:

'"HYLFHRQILJ HQG

Step 4 show running-config Verifies your entries.

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Step 5 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Enabling MAC Replace

MAC replace allows a host to replace an authenticated host on a port.

Beginning in privileged EXEC mode, follow these steps to enable MAC replace on an interface. This procedure
is optional.

Procedure
Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.
Example:

'"HYLFHFRQILIXWHUPLQDO
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Command or Action

Purpose

Step 2

interface interface-id

Example:

'"HYLFHRQILJ LQWHUIDFH
JLJDELWHWKHUQHW

Specifies the port to be configured, and enter
interface configuration mode.

Step 3

authentication violation {protect | replace |
restrict | shutdown}

Example:

'"HYLFHRQILJ LI DXWKHQWLFDWL
YLRODWURI@GODFH

Use the replace keyword to enable MAC
replace on the interface. The port removes the
current session and initiates authentication with
the new host.

RIthe other keywords have these effects:

* protect: the port drops packets with
unexpected MAC addresses without
generating a system message.

e restrict: violating packets are dropped by
the CPU and a system message is
generated.

« shutdown: the port is error disabled when
it receives an unexpected MAC address.

Step 4

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.

Step 5

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 6

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Configuring 802.1x Accounting

Enabling AAA system accounting with 802.1x accounting allows system reload events to be sent to the
accounting RADIUS server for logging. The server can then infer that all active 802.1x sessions are closed.
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Note

Periodic AAA accounting updates are not supported. The switch does not send periodic interim accounting
records to the accounting server.

Because RADIUS uses the unreliable UDP transport protocol, accounting messages might be lost due to poor
network conditions. If the switch does not receive the accounting response message from the RADIUS server
after a configurable number of retransmissions of an accounting request, this system message appears:

$FFRXQWEPQYVDIJW IRUVHVVLRYIDLOHWRUHFHLYAFRXQWERVYSRQVH

When the stop message is not sent successfully, this message appears:

5$',86 5%$',86B'($'5%$',86VHUYHU

LVQRWHVSRQGLQJ

Note

You must configure the RADIUS server to perform accounting tasks, such as logging start, stop, and
interim-update messages and time stamps. To turn on these functions, enable logging of “Update/Watchdog
packets from this AAA client” in your RADIUS server Network Configuration tab. Next, enable “CVS
RADIUS Accounting” in your RADIUS server System Configuration tab.

Beginning in privileged EXEC mode, follow these steps to configure 802.1x accounting after AAA is enabled
on your switch. This procedure is optional.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIJXWHUPLQDO
Step 2 interface interface-id Specifies the port to be configured, and enter
interface configuration mode.
Example:
'"HYLFARQILJ LQWHUIDFH
JLIDELWHWKHUQHW
Step 3 aaa accounting dot1x default start-stop group | Enables 802.1x accounting using the list of all

radius

Example:

'"HYLFHRQILJ LI DDIDFFRXQWGRW
GHIDXOWDUW VWRXBEDGLXV

RADIUS servers.
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Command or Action Purpose
Step 4 aaa accounting system default start-stop (Optional) Enables system accounting (using
group radius the list of all RADIUS servers) and generates

system accounting reload event messages when

Example: the switch reloads.

'"HYLFHRQILJ LI DDIFFRXQW\L\YIWHP
GHIDXOWDUW VWMRXBEDGLXV

Step 5 end Returns to privileged EXEc mode.

Example:

'"HYLFHRQILJ LI HQG

Step 6 show running-config Verifies your entries.

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Step 7 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Configuring a Guest VLAN

When you configure a guest VLAN, clients that are not 802.1x-capable are put into the guest VLAN when
the server does not receive a response to its EAP request/identity frame. Clients that are 802.1x-capable but
that fail authentication are not granted network access. The switch supports guest VLANS in single-host or
multiple-hosts mode.

Beginning in privileged EXEC mode, follow these steps to configure a guest VLAN. This procedure is optional.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 2 interface interface-id Specifies the port to be configured, and enter
interface configuration mode.
Example:
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Command or Action

Purpose

'"HYLFHARQILJ LOQWHUIDFH
JLJDELWHWKHUQHW

Step 3

Use one of the following:

 switchport mode access
« switchport mode private-vian host

Example:

'"HYLFHRQILJ LI VZLWFKSRBW®WH
SULYDWH YKFROWW

* Sets the port to access mode.

* Configures the Layer 2 port as a
private-VLAN host port.

Step 4

authentication event no-response action
authorize vlan vlan-id

Example:

'"HYLFARQILJ LI DXWKHQWLFBIWH
QR UHVSRDWFWLRXWKRULY®DQ

Specifies an active VLAN as an 802.1x guest
VLAN. The range is 1 to 4094.

You can configure any active VLAN except an
internal VLAN (routed port), an RSPAN VLAN
Rowia voice VLAN as an 802.1x guest VLAN.

Step 5

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.

Configuring a Restricted VLAN

When you configure a restricted VLAN on a switch stack or a switch, clients that are IEEE 802.1x-compliant
are moved into the restricted VLAN when the authentication server does not receive a valid username and
password. The switch supports restricted VLANs only in single-host mode.

Beginning in privileged EXEC mode, follow these steps to configure a restricted VLAN. This procedure is

optional.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

interface interface-id

Example:

Specifies the port to be configured, and enter
interface configuration mode.
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Command or Action

Purpose

'"HYLFHARQILJ LOQWHUIDFH
JLJDELWHWKHUQHW

Step 3

Use one of the following:

 switchport mode access
« switchport mode private-vlan host

Example:

'"HYLFHRRQILJ LI VZLWFKSRB@WBFFH

* Sets the port to access mode.

* Configures the Layer 2 port as a
private-VLAN host port.

VvV

Step 4

authentication port-control auto

Example:

'"HYLFHRQILJ LI DXWKHQWLFDWL
SRUW FRQWUXR@

Enables 802.1x authentication on the port.

RQ

Step 5

authentication event fail action authorize
vlan vlan-id

Example:

'"HYLFHARQILJ LI DXWKHQWLFBWH
IDLODFWLRXWKRULINIHD Q

Specifies an active VLAN as an 802.1x
restricted VLAN. The range is 1 to 4094.

You can configure any active VLAN except an
internal VLAN (routed port), an RSPAN VLAN
Ropa voice VLAN as an 802.1x restricted VLAN.

Step 6

end

Example:

'"HYLFARQILJ LI HQG

Returns to privileged EXEC mode.

Configuring Number of Authentication Attempts on a Restricted VLAN

You can configure the maximum number of authentication attempts allowed before a user is assigned to the
restricted VLAN by using the authentication event retry retry countinterface configuration command. The
range of allowable authentication attempts is 1 to 3. The default is 3 attempts.

Beginning in privileged EXEC mode, follow these steps to configure the maximum number of allowed
authentication attempts. This procedure is optional.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

Enters global configuration mode.
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Command or Action

Purpose

'"HYLFHFRQILIXWHUPLQDO

Step 2

interface interface-id

Example:

'"HYLFHARQILJ LQWHUIDFH
JLIDELWHWKHUQHW

Specifies the port to be configured, and enter
interface configuration mode.

Step 3

Use one of the following:

« switchport mode access
* switchport mode private-vlan host

Example:

or

'"HYLFHRRQILJ LI VZLWFKSRB@WBFFH

* Sets the port to access mode.

* Configures the Layer 2 port as a
private-VLAN host port.

VvV

Step 4

authentication port-control auto

Example:

'"HYLFHRQILJ LI DXWKHQWLFDWL
SRUW FRQWXR®R

Enables 802.1x authentication on the port.

RQ

Step 5

authentication event fail action authorize
vlan vlan-id

Example:

'"HYLFARQILJ LI DXWKHQWLFBIWH
IDLODFWLRXWKRUY®DQ

Specifies an active VLAN as an 802.1x
restricted VLAN. The range is 1 to 4094.

You can configure any active VLAN except an
internal VLAN (routed port), an RSPAN VLAN
Ropa voice VLAN as an 802.1x restricted VLAN.

Step 6

authentication event retry retry count

Example:

'"HYLFHARQILJ LI DXWKHQWLFBWH
UHWU\

Specifies a number of authentication attempts
to allow before a port moves to the restricted
VLAN. The range is 1 to 3, and the default is

3.
RW

Step 7

end

Example:

'"HYLFARQILJ LI HQG

Returns to privileged EXEC mode.
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Configuring 802.1x Inaccessible Authentication Bypass with Critical Voice

VLAN

Beginning in privileged EXEC mode, follow these steps to configure critical voice VLAN on a port and enable
the inaccessible authentication bypass feature.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

aaa new-model

Example:

'HYLFHRQILJ DDDQHZ PRGHO

Enables AAA.

Step 3

radius-server dead-criteria{time seconds
[tries numbet

Example:

'"HYLFHARQILJ UDGLXV VHUYHU
GHDG FULWWUWPH WULHYV

Sets the conditions that determine when a
RADIUS server is considered un-available or
down (dead).

 time— 1 to 120 seconds. The switch
dynamically determines a default seconds
value between 10 and 60.

* number—1 to 100 tries. The switch
dynamically determines a default
triesnumberbetween 10 and 100.

Step 4

radius-server deadtimeminutes

Example:

'"HYLFHRQILJ UDGLXV VHWGHIGW

(Optional) Sets the number of minutes during
which a RADIUS server is not sent requests.
The range is from 0 to 1440 minutes (24
El%uﬁs). The default is 0 minutes.

Step 5

radius server servername

Example:

'"HYLFHARQILJ UDGLXMMHUYHUW/LP
D GG UHINVSY

(Optional) Specifies the IP address of the
RADIUS server.

Step 6

address {ipv4 | ipv6} ip addressauth-port
port_numbemacct-port port_number

Example:

Configures the IP address for the RADIUS
server.
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Command or Action

Purpose

'"HYLFHARQILJ UDGLXV VHWGGWUH
LSY

V'V

DXWK SRUW DFFW SRUW

Step 7

key string

Example:

'"HYLFIRRQILJ UDGLXV VHUYH\UDG

(Optional) Specifies the authentication and
encryption key used between the switch and
the RADIUS daemon running on the RADIUS
server.

Step 8

exit

Example:

'"HYLFHARQILJ UDGLXV VHWYHW

Exits the RADIUS server mode and enters the
global configuration mode.

Step 9

dot1x critical {eapol | recovery delay
millisecond$

Example:

'"HYLFHRQILJ GRW FULWLFBDSR(
FRQILJ GRW FULWLFD®FRY HWH O

(Optional) Configure the parameters for
inaccessible authentication bypass:

+ eapol—Specify that the switch sends an
EAPOL-Success message when the

) switch successfully authenticates the

D\ critical port.

« recovery delaymilliseconds—Set the
recovery delay period during which the
switch waits to re-initialize a critical port
when a RADIUS server that was
unavailable becomes available. The range
is from 1 to 10000 milliseconds. The
default is 1000 milliseconds (a port can
be re-initialized every second).

Step 10

interface interface-id

Example:

'"HYLFHARQILJ LQWHUIDFH
JLIJDELWHWKHUQHW

Specify the port to be configured, and enter
interface configuration mode.

Step 11

authentication event server dead action
{authorize | reinitialize} vlan vlan-id]

Example:
'"HYLFARQILJ LI DXWKHQWLFBWH

VHUYHIHDBFWLRQ
UHLQLWLDOYOPR

Use these keywords to move hosts on the port
if the RADIUS server is unreachable:

+ authorize—Move any new hosts trying
to authenticate to the user-specified
RQ critical VLAN.

* reinitialize—Move all authorized hosts
on the port to the user-specified critical
VLAN.
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Command or Action Purpose

Step 12 switchport voice vlan vlan-id Specifies the voice VLAN for the port. The
voice VLAN cannot be the same as the critical

Example: data VLAN configured in Step 6.

'"HYLFHRQILJ LI VZLWFKSRBWFMODQ

Step 13 authentication event server dead action Configures critical voice VLAN to move data
authorize voice traffic on the port to the voice VLAN if the

RADIUS server is unreachable.
Example:

'"HYLFHRQILJ LI DXWKHQWLFBWHRQ
VHUYHAIHDOBFWLRQ
DXWKRUNRLFH

Step 14 show authentication interface interface-id | (Optional) Verify your entries.

Example:

'"HYLFHRQILJ LI GRVKRZ
DXWKHQWLFDQYWRQIDEEIDELW

Step 15 copy running-config startup-config (Optional) Verify your entries.

Example:

'"HYLFARQILJ LI GRFRS\
UXQQLQJ FREWDUWXS FRQILJ

Example

To return to the RADIUS server default settings, use the no radius-server dead-criteria, the no
radius-server deadtime, and the no radius server global configuration commands. To disable
inaccessible authentication bypass, use the no authentication event server dead action interface
configuration command. To disable critical voice VLAN, use the no authentication event server
dead action authorize voice interface configuration command.

Example of Configuring Inaccessible Authentication Bypass

This example shows how to configure the inaccessible authentication bypass feature:

'"HYLFHRQILJ UDGLXV VHWBGHDG FULWMWUWPH WULHV

'"HYLFHARQILJ UDGLXV VHWGHIOGWLPH

'HYLFHARQILJ UDGLXMMHUYHWHUYHU

'"HYLFHRQILJ UDGLXV VHWGOUHVYY DFFW SRUW DXWK SRUW
'"HYLFHRQILJ UDGLXV VHWYHDEF

'"HYLFHARQILJ UDGLXV VHWYHW

'HYLFHARQILJ GRW FULWLFBDSRO
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'"HYLFHARQILJ GRW FULWLFDBFRYH®NOD\

'"HYLFHARQILJ LQWHUIDRIADELWHWKHUQHW

'"HYLFHRQILJ LI GRW FULWLFDO

'"HYLFHRQILJ LI GRW FULWLFOBFRYHDEWLRIILQLWLDOL]H
'"HYLFHARQILJ LI GRW FULWLFDODQ

'"HYLFHRQILJ LI HQG

Configuring 802.1x Authentication with WolL

Beginning in privileged EXEC mode, follow these steps to enable 802.1x authentication with WoL. This
procedure is optional.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 2 interface interface-id Specifies the port to be configured, and enter
interface configuration mode.
Example:

'"HYLFHRQILJ LQWHUIDFH
JLIDELWHWKHUQHW

Step 3 authentication control-direction {both |in} |Enables 802.1x authentication with WoL on the
port, and use these keywords to configure the

Example: e e
P port as bidirectional or unidirectional.

'"HYLFHARQILJ LI DXWKHQWLFDWLRQ * both—Sets the port as bidirectional. The

FRQWURO GLUHRWMKRQ port cannot receive packets from or send

packets to the host. By default, the port is
bidirectional.

* in—Sets the port as unidirectional. The
port can send packets to the host but
cannot receive packets from the host.

Step 4 end Returns to privileged EXEC mode.

Example:

'"HYLFARQILJ LI HQG

Step 5 show authentication sessionsinterface Verifies your entries.
interface-id

Example:
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Command or Action Purpose

'"HYLFHVKRDXWKHQWLFIVWYRORQ
LOWHUIDREIDELWHWKHUQHW

Step 6 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWUXQQLQJ FRQILJ
VWDUWXS FRQILJ

Configuring MAC Authentication Bypass

Beginning in privileged EXEC mode, follow these steps to enable MAC authentication bypass. This procedure
is optional.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 2 interface interface-id Specifies the port to be configured, and enter
interface configuration mode.
Example:
'"HYLFHRQILJ LQWHUIDFH
JLIJDELWHWKHUQHW
Step 3 authentication port-control auto Enables 802.1x authentication on the port.
Example:
'"HYLFHRQILJ LI DXWKHQWLFDWLRQ
SRUW FRQWXR®R
Step 4 mab [eap] Enables MAC authentication bypass.
Example: (Optional) Use the eap keyword to configure
the switch to use EAP for authorization.
'"HYLFHRQILJ LI PDE
Step 5 end Returns to privileged EXEC mode.
Example:
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Command or Action

Purpose

'"HYLFHRQILJ LI HQG

Configuring 802.1x User Distribution

Beginning in privileged EXEC mode, follow these steps to configure a VLAN group and to map a VLAN to

1t:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

vlan group vlan-group-namevlan-list vlan-list

Example:

'"HYLFHRQILJ YODQURXHBQJ GHSW,

YODQ OLVW

Configures a VLAN group, and maps a single
VLAN or a range of VLAN:S to it.

Step 3

end

Example:

'"HYLFARQILJ HQG

Returns to privileged EXEC mode.

Step 4

no vlan group vlan-group-namerlan-list
vlan-list

Example:

'"HYLFARQILJ QRYODQURXBQJ GH
YODQ OLVW

Clears the VLAN group configuration or
elements of the VLAN group configuration.

S

Example of Configuring VLAN Groups

This example shows how to configure the VLAN groups, to map the VLANS to the groups, to and verify the
VLAN group configurations and mapping to the specified VLANS:

'"HYLFHRQILJ YODQURXBQJ GHSWDQ OLVW

'"HYLFHRQILJ VKRZXODQURX3URXS QDHPRIJ GHSW

*URXS$DPH

90DQODSSHG
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HQJ GHSW
'"HYLFARQILJ VKRGRW YODQ JUFDXS0
*URXS$DPH 90DQMDSSHG
HQJ GHSW

KU GHSW

This example shows how to add a VLAN to an existing VLAN group and to verify that the VLAN was added:

'"HYLFHRQILJ YODQURXBQJ GHSWDQ OLVW
'"HYLFHRQILJ VKRZODQURXHQJ GHSW
*URXSDPH 90DQUDSSHG

HQJ GHSW
This example shows how to remove a VLAN from a VLAN group:

'"HYLFHQRYODQURXHQJ GHSWDQ OLVW

This example shows that when all the VLANSs are cleared from a VLAN group, the VLAN group is cleared:

'"HYLFARQILJ QRYODQURXBQJ GHSWDQ OLVW
90DQ LVVXFFHVVIXPOMDUHIRPYODQURXHQJ GHSW

'"HYLFHRQILJ VKRZODQURX3SURXS QDHPPI GHSW
This example shows how to clear all the VLAN groups:

'"HYLFHARQILJ QRYODQURXBQG GH®@WDQ OLK¥F®O
'"HYLFHARQILJ VKRZODQ JURXEO

For more information about these commands, see the CiscolOS SecurityCommandrefeence

Configuring NAC Layer 2 802.1x Validation

You can configure NAC Layer 2 802.1x validation, which is also referred to as 802.1x authentication with a
RADIUS server.

Beginning in privileged EXEC mode, follow these steps to configure NAC Layer 2 802.1x validation. The
procedure is optional.

Procedure
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:

'"HYLFHFRQILIXWHUPLQDO
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Command or Action

Purpose

Step 2

interface interface-id

Example:

'"HYLFHRQILJ LQWHUIDFH
JLJDELWHWKHUQHW

Specifies the port to be configured, and enter
interface configuration mode.

Step 3

switchport mode access

Example:

'"HYLFHRQILJ LI VZLWFKSRBWBFFH

Sets the port to access mode only if you
configured the RADIUS server.

VvV

Step 4

authentication event no-response action
authorize vlan vlan-id

Example:

'"HYLFHRQILJ LI DXWKHQWLFBWH
QR UHVSRDVWLRARXWKRUKIBDQ

Specifies an active VLAN as an 802.1x guest
VLAN. The range is 1 to 4094.

You can configure any active VLAN except an
internal VLAN (routed port), an RSPAN
RMILAN, or a voice VLAN as an 802.1x guest
VLAN.

Step 5

authentication periodic

Example:

'"HYLFHARQILJ LI DXWKHQWLFDWL
SHULRGLF

Enables periodic re-authentication of the client,
which is disabled by default.

RQ

Step 6

authentication timer reauthenticate

Example:

'"HYLFHRQILJ LI DXWKHQWLF®BWP
UHDXWKHQWLFDWH

Sets re-authentication attempt for the client (set
to one hour).

This command affects the behavior of the
Re@itch only if periodic re-authentication is
enabled.

Step 7

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.

Step 8

show authentication sessionsinterface
interface-id

Example:

'"HYLFHVKRDXWKHQWLFIVWYRDRQ
LQWHUIDRIDELWHWKHUQHW

Verifies your entries.
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Command or Action

Purpose

Step 9

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Configuring an Authenticator Switch with NEAT

Configuring this feature requires that one switch outside a wiring closet is configured as a supplicant and is
connected to an authenticator switch.

Note * The authenticator switch interface configuration must be restored to access mode by explicitly flapping
it if a line card is removed and inserted in the chassis when CISP or NEAT session is active.

* The cisco-av-paismust be configured as device-traffic-class=switti on the ISE, which sets the interface
as a trunk after the supplicant is successfully authenticated.

Beginning in privileged EXEC mode, follow these steps to configure a switch as an authenticator:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

cisp enable

Example:

'"HYLFHRQILJ FLVHQDEOH

Enables CISP.

Step 3

interface interface-id

Example:

'"HYLFHARQILJ LQWHUIDFH
JLIJDELWHWKHUQHW

Specifies the port to be configured, and enter
interface configuration mode.

Step 4

switchport mode access

Example:

Sets the port mode to access.
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Command or Action

Purpose

'"HYLFHARQILJ LI VZLWFKSRBW®WH
DFFHVV

Step 5

authentication port-control auto

Example:

'"HYLFHRQILJ LI DXWKHQWLFDWL
SRUW FRQWXR®R

Sets the port-authentication mode to auto.

RQ

Step 6

dot1x pae authenticator

Example:

'"HYLFHRQILJ LI GRW $§DH
DXWKHQWLFDWRU

Configures the interface as a port access entity
(PAE) authenticator.

Step 7

spanning-tree portfast

Example:

'"HYLFARQILJ LI VSDQQLQJ WUHH
SRUWIDWWXQN

Enables Port Fast on an access port connected
to a single workstation or server..

Step 8

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.

Step 9

show running-config interface interface-id

Example:

'"HYLFHVKRIZXQQLQJ FRQQWHUIQ
JLIDELWHWKHUQHW

Verifies your configuration.

FH

Step 10

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Note Saving changes to the configuration
file will mean that the authenticator
interface will continue to be in
trunk mode after reload. If you
want the authenticator interface to
remain as an access port, do not
save your changes to the

configuration file.
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Beginning in privileged EXEC mode, follow these steps to configure a switch as a supplicant:

Procedure

Configuring a Supplicant Switch with NEAT .

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

cisp enable

Example:

'"HYLFHRQILJ FLVHQDEOH

Enables CISP.

Step 3

dot1x credentials profile

Example:

'"HYLFHRQILJ GRW FUHGHQW MDH

Creates 802.1x credentials profile. This must
be attached to the port that is configured as
supplicant.

WW

Step 4

user name suppswitb

Example:

'"HYLFHRQILJ XVHUQDWHSSVZLWH

Creates a username.

Step 5

password passwod

Example:

'"HYLFHARQILJ SDVVZRR\WZLWEFK

Creates a password for the new username.

Step 6

dot1x supplicant force-multicast

Example:

'"HYLFHRQILJ GRW VYXSSOLFDQW
IRUFH PXOWLFDVW

Forces the switch to send only multicast
EAPOL packets when it receives either unicast
or multicast packets.

This also allows NEAT to work on the
supplicant switch in all host modes.

Step 7

interface interface-id

Example:

'"HYLFHARQILJ LQWHUIDFH
JLJDELWHWKHUQHW

Specifies the port to be configured, and enter
interface configuration mode.
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Command or Action

Purpose

Step 8

switchport trunk encapsulation dot1q

Example:

'"HYLFHRQILJ LI VZLWFKSRUWMXQN
HQFDSVXOD®RWQr

Sets the port to trunk mode.

Step 9

switchport modetrunk

Example:

'"HYLFHRQILJ LI VZLWFKSRB®WU

Configures the interface as a VLAN trunk port.

QN

Step 10

dot1x pae supplicant

Example:

'"HYLFHRQILJ LI GRW $§DH/ XSSOLF

Configures the interface as a port access entity
(PAE) supplicant.

DQW

Step 11

dot1x credentials profile-name

Example:

'"HYLFHARQILJ LI GRW FUHGHQWL
WHVW

Attaches the 802.1x credentials profile to the
interface.

DOV

Step 12

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.

Step 13

show running-config interface interface-id

Example:

'"HYLFHVKRIZXQQLQJ FRQQWHUIQ
JLIDELWHWKHUQHW

Verifies your configuration.

FH

Step 14

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Step 15

Configuring NEAT with Auto Smartports
Macros

You can also use an Auto Smartports
user-defined macro instead of the switch VSA
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Command or Action Purpose

information, see the Auto Smartports
Coniguration Guidefor this release.

Configuring 802.1x Authentication with Downloadable ACLs and Redirect URLs

Note You must configure a downloadable ACL on the ACS before downloading it to the switch.

After authentication on the port, you can use the show ip access-list privileged EXEC command to display
the downloaded ACLs on the port.

Configuring Downloadable ACLs

The policies take effect after client authentication and the client IP address addition to the IP device tracking
table. The switch then applies the downloadable ACL to the port.

Beginning in privileged EXEC mode:

Before you begin

SISF-Based device tracking is a prerequisite to configuring 802.1x authentication. Ensure that you have
enabled device tracking programmatically or manually. For more information, see the ConfguringSISF-Based

Tracking chapter.

Procedure
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:

'"HYLFHFRQILIXWHUPLQDO

Step 2 aaa new-model Enables AAA.

Example:

'"HYLFHRQILJ DDDQHZ PRGHO

Step 3 aaa authorization network default local Sets the authorization method to local. To
group radius remove the authorization method, use the no
aaa authorization network default local
Example:

group radius command.

'"HYLFHRRQILJ DDIDXWKRUL]DWHRZRUN
GHIDXMWRFDIUJRXBDGLXYV
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Command or Action

Purpose

Step 4

radius-server vsa send authentication

Example:

'"HYLFHRQILJ UDGLXV VHUWWHVUHQ
DXWKHQWLFDWLRQ

Configures the radius vsa send authentication.

Step 5

interface interface-id

Example:

'"HYLFHARQILJ LQWHUIDFH
JLIDELWHWKHUQHW

Specifies the port to be configured, and enter
interface configuration mode.

Step 6

ip access-group acl-id in

Example:

'"HYLFHRQILJ LI LSDFFHVV JURXS
GHIDXOWBLDF O

Configures the default ACL on the port in the
input direction.

The acl-id is an access list name or
number.

Note

Step 7

show running-config interface interface-id

Example:

'"HYLFARQILJ LI VKRIXQQLQJ FR
LQWHUIDIEHIDELWHWKHUQHW

Verifies your configuration.

QILJ

Step 8

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Configuring a Downloadable Policy

Beginning in privileged EXEC mode:

Before you begin

SISF-Based device tracking is a prerequisite to configuring 802.1x authentication. Ensure that you have
enabled device tracking programmatically or manually.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Enters global configuration mode.

Example:
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Command or Action

Purpose

'"HYLFHFRQILIXWHUPLQDO

Step 2

access-list access-list-numbdrdeny | permit
} { hostname | any | host } log

Example:

'"HYLFHRQILJ DFFHVV OLVGHQDQ
ORJ

Defines the default port ACL.

The access-list-number is a decimal number
from 1 to 99 or 1300 to 1999.

Enter deny or permit to specify whether to
deny or permit access if conditions are matched.

The source is the source address of the network
or host that sends a packet, such as this:

* hostname: The 32-bit quantity in
dotted-decimal format.

« any: The keyword any as an abbreviation
for source and source-wildcard value of
0.0.0.0 255.255.255.255. You do not need
to enter a source-wildcard value.

* host: The keyword host as an abbreviation
for source and source-wildcard of source
0.0.0.0.

(Optional) Applies the source-wildcard wildcard
bits to the source.

(Optional) Enters log to cause an informational
logging message about the packet that matches
the entry to be sent to the console.

Step 3

inter face interface-id

Example:

'"HYLFHRQILJ LQWHUIDFH
JLIDELWHWKHUQHW

Enters interface configuration mode.

Step 4

ip access-group acl-id in

Example:

'"HYLFHRQILJ LI LSDFFHVV JURXS
GHIDXOWBLDF O

Configures the default ACL on the port in the
input direction.

The acl-id is an access list name or
number.

Note

Step 5

exit
Example:

'"HYLFHARQILJ LI H[LW

Returns to global configuration mode.
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Command or Action Purpose
Step 6 aaa new-model Enables AAA.
Example:
'HYLFHRQILJ DDDRQHZ PRGHO
Step 7 aaa authorization network default group Sets the authorization method to local. To
radius remove the authorization method, use the no
aaa authorization network default group
Example: )
radius command.
'"HYLFHAHRQIL) DD XWKRUL]DWHRMZRUN
GHIDXQWRXBDGLXV
Step 8 radius-server vsa send authentication Configures the network access server to
recognize and use vendor-specific attributes.
Example:
Note The downloadable ACL must be
'"HYLFHRQILJ UDGLXV VHWWHVHQG operational.
DXWKHQWLFDWLRQ
Step 9 end Returns to privileged EXEC mode.
Example:

'"HYLFARQILJ HQG

Configuring VLAN ID-based MAC Authentication

Beginning in privileged EXEC mode, follow these steps:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

mab request format attribute 32 vlan
access-vlan

Example:

'"HYLFHRQILJ PDEUHTXHYRWPDW
DWWULEXWHODQFFHVY YODQ

Enables VLAN ID-based MAC authentication.
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Command or Action

Purpose

Step 3

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Configuring Flexible Authentication Ordering

The examples used in the instructions below changes the order of Flexible Authentication Ordering so that
MAB is attempted before IEEE 802.1X authentication (dot1x). MAB is configured as the first authentication
method, so MAB will have priority over all other authentication methods.

Beginning in privileged EXEC mode, follow these steps:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

inter face interface-id

Example:

'"HYLFRRQILJ LQWHUIDEIDELWHWK

Specifies the port to be configured, and enter
interface configuration mode.

HUQHW

Step 3

switchport mode access

Example:

'"HYLFRRQILJ LI VZLWFKSRBWBFFH

Sets the port to access mode only if you
previously configured the RADIUS server.

A%

Step 4

authentication order [ dot1x | mab ] |
{webauth}

Example:

'"HYLFRARQILJ LI DXWKHQWLFRWG
PDEGRW [

(Optional) Sets the order of authentication
methods used on a port.

RQ

Step 5

authentication priority [ dot1x | mab ] |
{webauth}

(Optional) Adds an authentication method to
the port-priority list.

Example:
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Command or Action

Purpose

'"HYLFHARQILJ LI DXWKHQWLFDWL
SULRULWDEGRW [

RQ

Step 6

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.

Configuring Open1x

Beginning in privileged EXEC mode, follow these steps to enable manual control of the port authorization

state:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

interface interface-id

Example:

'"HYLFHRQILJ LQWHUIDFH
JLJDELWHWKHUQHW

Specifies the port to be configured, and enter
interface configuration mode.

Step 3

switchport mode access

Example:

'"HYLFHRQILJ LI VZLWFKSRBW®WH
DFFHVV

Sets the port to access mode only if you
configured the RADIUS server.

Step 4

Example:

FRQWURO GLUHRMIRQ

authentication control-direction {both |in}

'"HYLFHRQILJ LI DXWKHQWLFDWL

(Optional) Configures the port control as
unidirectional or bidirectional.

RQ
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Command or Action

Purpose

Step 5

authentication fallback name

Example:

'"HYLFHRQILJ LI DXWKHQWLFDWLU
IDOOEDENRILOH

(Optional) Configures a port to use web
authentication as a fallback method for clients
that do not support 802.1x authentication.

RQ

Step 6

authentication host-mode [multi-auth |
multi-domain | multi-host | single-host]

Example:

'"HYLFHARQILJ LI DXWKHQWLFDWL
KRVW PRRXOWL DXWK

(Optional) Sets the authorization manager
mode on a port.

RQ

Step 7

authentication open

Example:

'"HYLFHRQILJ LI DXWKHQWLFRWH

(Optional) Enables or disable open access on
a port.

RQ

Step 8

authentication order [ dot1x | mab ] |
{webauth}

Example:

'"HYLFARQILJ LI DXWKHQWLFBWG
GRW ZHEDXWK

(Optional) Sets the order of authentication
methods used on a port.

RQ

Step 9

authentication periodic

Example:

'"HYLFHRQILJ LI DXWKHQWLFDWLU
SHULRGLF

(Optional) Enables or disable reauthentication
on a port.

RQ

Step 10

authentication port-control {auto |
force-authorized | force-un authorized}

Example:

'"HYLFARQILJ LI DXWKHQWLFDW
SRUW FRQWUMR®

(Optional) Enables manual control of the port
authorization state.

RQ

Step 11

end

Example:

'"HYLFHRQILJ LI HQG

Returns to privileged EXEC mode.
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Disabling 802.1x Authentication on the Port

You can disable 802.1x authentication on the port by using the no dot1x paeinterface configuration command.

Beginning in privileged EXEC mode, follow these steps to disable 802.1x authentication on the port. This
procedure is optional.

Procedure
Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO

Step 2 interface interface-id Specifies the port to be configured, and enter

interface configuration mode.

Example:
'"HYLFHARQILJ LQWHUIDFH
JLIJDELWHWKHUQHW

Step 3 switchport mode access (Optional) Sets the port to access mode only if

you configured the RADIUS server.

Example:
'"HYLFRRQILJ LI VZLWFKSRBWBFFHVV

Step 4 no dot1x pae authenticator Disables 802.1x authentication on the port.
Example:
'"HYLFHRQILJ LI QRGRW $DH
DXWKHQWLFDWRU

Step 5 end Returns to privileged EXEC mode.
Example:
'"HYLFHARQILJ LI HQG

Resetting the 802.1x Authentication Configuration to the Default Values

Beginning in privileged EXEC mode, follow these steps to reset the 802.1x authentication configuration to
the default values. This procedure is optional.
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Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 2 interface interface-id Enters interface configuration mode, and specify
the port to be configured.
Example:
'"HYLFHARQILJ LQWHUIDFH
JLIDELWHWKHUQHW
Step 3 dot1x default Resets the 802.1x parameters to the default
values.
Example:
'"HYLFHARQILJ LI GRW GHIDXOW
Step 4 end Returns to privileged EXEC mode.
Example:
'"HYLFHARQILJ LI HQG
Monitoring 802.1x Statistics and Status
Table 34: Privileged EXEC show Commands
Command Purpose
show dotlx all statistics Displays 802.1x statistics for all ports

show dot1x interface interface-idstatistics Displays 802.1x statistics for a specific port

show dot1x all [count | details| statistics| Displays the 802.1x administrative and operational status
summary] for a switch
show dot1x interface interface-id Displays the 802.1x administrative and operational status

for a specific port
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Table 35: Global Configuration Commands

Command Purpose
no dot1x logging Filters verbose 802.1x authentication messages (beginning with Cisco IOS Release
verbose 12.2(55)SE)

For detailed information about the fields in these displays, see the command reference for this release.
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Configuring Device Sensor

* About Device Sensor, on page 383

* MSP-IOS Sensor Device Classifier Interaction, on page 384

* Configuring Device Sensor, on page 385

* Configuration Examples for the Device Sensor Feature, on page 390
* Feature Information for Device Sensor, on page 391

About Device Sensor

Device Sensor uses protocols such as Cisco Discovery Protocol (CDP), Link Layer Discovery Protocol (LLDP),
and DHCP to obtain endpoint information from network devices and make this information available to its
clients. Device Sensor has internal clients, such as the embedded Device Classifier (local analyzer), Auto
Smartports (ASP), MediaNet Service Interface Media Services Proxy, and EnergyWise. Device Sensor also
has an external client, Identity Services Engine (ISE), which uses RADIUS accounting to receive and analyze
endpoint data. When integrated with ISE, Device Sensor provides central policy management and
device-profiling capabilities.

Note

Cisco Identity Services Engine (ISE) based profiling is not supported on the LAN Base image.

Device profiling capability consists of two parts:

* Collector--Gathers endpoint data from network devices.

* Analyzer--Processes the data and determines the type of device.

Device Sensor represents the embedded collector functionality. The following illustration shows a Device
Sensor in the context of its internal clients and the ISE
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. MSP-10S Sensor Device Classifier Interaction

Figure 25: Device Sensor Clients

Client notifications and accounting messages that contain profiling data and other session-related data are
generated and sent to the internal clients and the ISE. By default, client notifications and accounting events
are generated only when an incoming packet includes a Type-Length-Value (TLV) that has not previously
been received within a given access session. You can enable client notifications and accounting events for
TLV changes; that is, when a previously received TLV is received with a different value.

Device Sensor port security protects a switch from consuming memory and crashing during deliberate or
unintentional denial-of-service (DoS)-type attacks. Device Sensor limits the maximum number of device
monitoring sessions to 32 per port. While hosts are inactive, the age session limit is 12 hours.

MSP-I0S Sensor Device Classifier Interaction

Note

To enable MSP, you must configure the profile flow command. Once done, when SIP, H323, or mDNS traffic
are present, appropriate (SIP, H323, or mDNS) TLV notifications are sent to the IOS sensor.

MSP (Media Service Proxy) offers bandwidth reservation for audio or video flows and Metadata services to
3rd-party endpoints. To offer and install Media services, MSP must identify flow attributes and device details.
MSP device identification requires automatic identification of various media end points in the network, thereby
avoiding any change to the installed end point base. To offer MSP device discovery services, MSP leverages
current IOS sensor capability for device classification. (Starting with Release IOS XE 3.3.0SG and I0OS
15.1(1)SG, IOS sensor can be used to perform device identification. MSP uses the same functionality with
the addition of SIP, H323, and Multicast DNS (mDNS) protocols.) Starting with Release I0S XE 3.4.0SG
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and IOS 15.1(2)SG, MSP offers Media services to two kinds of media endpoints: IP Surveillance Cameras
and Video-Conferencing Endpoints. Surveillance cameras are identified using mDNS protocol whereas
Video-conference-Endpoints are identified using SIP and H.323 protocols.

mDNS compatible devices (Axis, Pelco cameras etc) send mDNS messages for DNS service discovery to a
multicast IP address (224.0.0.251) on a standard mDNS port 5353. The mDNS client module listens to this
UDP port, receives the mDNS message, and sends it in TLV format to the mDNS IOS sensor shim for further
device classification. The module parses the mDNS query and Answer messages fields to create these TLVs.

A Session Initiation Protocol (SIP) registration message is used for SIP based device-discovery and is sent to
Cisco Call manager by the SIP Client. A H.225 RAS client registration message is used for H323-based device
discovery.

If no Cisco Unified Communicator Manager or GateKeeper exists in the topology, the Endpoint will not
generate device Register messages. To handle device discovery in these scenarios, MSP expects the endpoint
to make a SIP or H323 call so that MSP snoops the SIP invite or the H323 setup message to identify endpoint
details and notify the 10S sensor.

After the IOS sensor receives these protocol details from MSP, the 10S sensor prepares Normalized TLVs,
with the new protocols. These protocol details are sent to session manager for further classification.

Configuring Device Sensor

Device Sensor is enabled by default. Complete the following tasks when you want Device Sensor to include
or exclude a list of TLVs (termed filter lists) for a particular protocol.

Note If you do not perform any Device Sensor configuration tasks, the following TLVs are included by default:
* CDP filter--secondport-status-type and powernet-event-type (types 28 and 29)
» LLDP filter--organizationally-specific (type 127)

* DHCP filter--message-type (type 53)

Enabling MSP

You must configure the MSP profile flow command to activate the MSP platform Packet parser. This is
because the MSP device handler is tightly coupled with MSP flow parser. Not enabling this command means
that MSP will not send SIP, H323 notifications to the IOS sensor.

To enable MSP, follow these steps, beginning in privileged EXEC mode:

Procedure
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
6ZLWFKRQILIXWHUPLQDO
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Command or Action Purpose
Step 2 profile flow Enables MSP.
Example: Use the no form of the profile flow command
6ZLWFK FRQIISURILOBRZ to disable MSP.
Step 3 end Returns to privileged EXEC mode.
Example:
6ZLWFK FRQIIHQG

Enabling Accounting Augmentation

For the Device Sensor protocol data to be added to accounting messages, you must first enable session
accounting by using the following standard Authentication, Authorization, and Accounting (AAA) and
RADIUS configuration commands:

6ZLWFK FRQIIDDDQHZ PRGHO

6ZLWFK FRQIIDDIDFFRXQWGRW GHIDXOWDUW VWRSXBDGLXV

6ZLWFK FRQIWDGLXY VHKRVWAKRVWQDPH_LS DGGUHV 8 RADW VK BRHUWD >DFFW SRUW
SRUW QXPENMU@HRKXMFRQGV@>UHWUBQVWRIHVN @Q¥WHLQJ@

6ZLWFK FRQIWDGLXY VHUOVWHMVHQGFFRXQWLQJ

To add Device Sensor protocol data to accounting records, follow these steps, beginning in privileged EXEC

mode:
Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
6ZLWFKRQILIXWHUPLQDO
Step 2 device-sensor accounting Enables the addition of sensor protocol data to
Examole: accounting records and also enables the
ple: generation of additional accounting events when
6ZLWFK FRQIGHYLFH VH@WRERXQWER densor data is detected.
Step 3 end Returns to privileged EXEC mode.
Example:
6ZLWFK FRQIWHIQG

Creating a Cisco Discovery Protocol Filter

To create a CDP filter containing a list of TLVs that can be included or excluded in the Device Sensor output,
follow these steps, beginning in privileged EXEC mode:

configure terminal
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Creating an LLDP Filter .

Command or Action

Purpose

Step 1

configureterminal

Example:
6ZLWFHERQILIXWHUPLQDO

Enters global configuration mode.

Step 2

device-sensor filter-list cdp list tlv-list-name

Creating an LLDP Filter

To create an LLDP filter containing a list of TLVs that can be included or excluded in the Device Sensor
output, follow these steps, beginning in privileged EXEC mode:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
6ZLWFKRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

device-sensor filter-list lldp list tlv-list-name

Example:

6ZLWFK FRQIIGHYLFH VHQVBWHU (
OOGSLVWOGS OLVW

Creates a TLV list and enters LLDP sensor
configuration mode, where you can configure

individual TLVs.
LVW

Step 3

tlv ~“nametlv-name _number tlv-number

Example:
6ZLWFK FRQILJ VHQVRU F G\SIDQ X RH

Adds individual LLDP TLVs to the TLV list.
You can delete the TLV list without
individually removing TLVs from the list by
using the no device-sensor filter-list 11dp list
HLlist-name command.

Step 4

end

Example:
6ZLWFK FRQILJ VHQVRU OCHIEOL

Returns to privileged EXEC mode.

VW

Creating a DHCP Filter

To create a DHCP filter containing a list of DHCP options that can be included or excluded in the Device
Sensor output, follow these steps, beginning in privileged EXEC mode:
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Command or Action

Purpose

Step 1

configureterminal

Example:
6ZLWFKERQILIXWHUPLQDO

Enters global configuration mode.

Step 2

device-sensor filter-list dhep list
option-list-name
Example:

GHYLFH VHQNVAGWHU OIGKE®LVW
RSWLRQ OLVW QDPH

Creates an options list and enters DHCP sensor
configuration mode, where you can specify
individual DHCP options.

Step 3

option “~name option-name _number
option-number °

Example:

6ZLWFK FRQILJ VHQVRU GKESWL
QXPEHU

Adds individual DHCP options to the option
list. You can delete the entire option list without
removing options individually from the list by
using the no device-sensor filter-list dhep list
¥dPtion-list-name command.

Step 4

end

Example:
6ZLWFK FRQIIHIQG

Returns to privileged EXEC mode.

Applying a Protocol Filter to the Device Sensor Qutput

Beginning in privileged EXEC mode, follow these steps to apply a CDP, LLDP, or DHCP filter to the sensor
output. The output is session notifications to internal sensor clients and accounting requests to the RADIUS

SCrver.

Note

Only one filter list can be included or excluded at a time.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
6ZLWFHERQILIXWHUPLQDO

Enters global configuration mode.

Step 2

device-sensor filter-spec “cdp _dhcp
Idp Nexclude “all _list list-name °
_includelist list-name °

Example:

6ZLWFK FRQIIGHYLFH VHQVBWHU \

FGSLQFOXGHVWLVW

Applies a specific protocol filter containing a
list of protocol TLV fields or DHCP options to
the Device Sensor output.

« cdp —Applies a CDP TLYV filter list to the
s H pdevice sensor output
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Command or Action

Purpose

* [ldp —Applies an LLDP TLYV filter list to
the device sensor output.

+ dhcp —Applies a DHCP option filter list
to the device sensor output.

« exclude—Specifies the TLVs that must be
excluded from the device sensor output.

+ include —Specifies the TLVs that must be
included from the device sensor output.

« all —Disables all notifications for the
associated protocol.

* list list-name-Specifies the protocol TLV
filter list name.

Step 3

end

Example:
6ZLWFK FRQIIHIQG

Returns to privileged EXEC mode.

Tracking TLV Changes

By default, client notifications and accounting events are generated only when an incoming packet includes
a TLV that has not previously been received within a given session.

To enable client notifications and accounting events for TLV changes, follow these steps, beginning in
privileged EXCEC mode:

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:
6ZLWFKRQILIXWHUPLQDO

Enters global configuration mode.

Step 2

device-sensor notify all-changes

Example:

6ZLWFK FRQIIGHYLFH VHQ@WRWULI\
DOO FKDQJHV

Enables client notifications and accounting
events for all TLV changes, that is, where either
anew TLV is received or a previously received
TLV is received with a new value in the context
of a given session.

Note Use the default device-sensor notify or the
device-sensor notify new-tlvs command to
return to the default TLV.

Step 3

end

Example:

Returns to privileged EXEC mode.
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Command or Action Purpose
6ZLWFK FRQIHQG

Verifying the Device Sensor Configuration

To verify the sensor cache entries for all devices, follow these steps, beginning in privileged EXEC mode:

Procedure
Command or Action Purpose
Step 1 show device-sensor cache mac mac-address | Displays sensor cache entries (the list of
protocol TLVs or options received from a
device) for a specific device.
» mac-address is the MAC address of the
endpoint
Step 2 show device-sensor cache all Displays sensor cache entries for all devices.
Example:
6ZLWFK FRQIGHYLFH VHQ@MRULI\
DOO FKDQJHV

Troubleshooting Commands

The following commands can help troubleshoot Device Sensor.

« debug device-sensor " errors _ events °

« debug authentication all

Restrictions for Device Sensor
* Only CDP, LLDP, and DHCP protocols are supported.
* The session limit for profiling ports is 32.

* The length of one TLV must not be more than 1024 and the total length of TLVs (combined length of
TLVs) of all protocols must not be more than 4096.

* Device Sensor profiles devices that are only one hop away.

Configuration Examples for the Device Sensor Feature

The following example shows how to create a CDP filter containing a list of TLVs:

6ZLWFKIQDEOH
6ZLWFKRQILIXWHHUPLQDO
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6ZLWFK FRQIGHYLFH VHQVBWHU OFGWOLVWGS OLVW
6ZLWFK FRQILJ VHQVRU FE/®OXQAIYMBGGUHVYVY W\SH

6ZLWFK FRQILJ VHQVRU F&W®EXQLIVRMBHYLFH QDPH

6ZLWFK FRQILJ VHQVRU FW®O0QLXREHU

6ZLWFK FRQILJ VHQVRU FERGLVW

The following example shows how to create an LLDP filter containing a list of TLVs:
6ZLWFKIQDEOH

6ZLWFKRQILIXWHHUPLQDO

6ZLWFK FRQIGIHYLFH VHQVEBWHU OIOVOMGSELVWOGS OLVW
6ZLWFK FRQILJ VHQVRU OOMGCGODYPYWKDVVLV LG

6ZLWFK FRQILJ VHQVRU OOMGCGODYWDQDIJHPHQW DGGUHVYV
6ZLWFK FRQILJ VHQVRU OOMGOKPHWHU

6ZLWFK FRQILJ VHQVRU OCHIBDLVW

The following example shows how to create a DHCP filter containing a list of options:
6ZLWFKIQDEOH

6ZLWFKRQILIXWHUPLQDO

6ZLWFK FRQIIGHYLFH VHQVBWHU OIGKW®LVWKFS OLVW
6ZLWFK FRQIGHYLFH VHQVEBWHU OIGKW®LVWKFS OLVW
6ZLWFK FRQILJ VHQVRU GKRFSWLRMWPKBRPDLQ QDPH

6ZLWFK FRQILJ VHQVRU GKFSWLRWPKRVW QDPH

6ZLWFK FRQILJ VHQVRU GKFSWLRMHPEHU

6ZLWFK FRQILJ VHQVRU GKF@G®LVW

The following example shows how to apply a CDP TLV filter list to the Device Sensor output:
6ZLWFKIQDEOH

6ZLWFKRQILIXWHUPLQDO

6ZLWFK FRQIIGHYLFH VHQVBWHU VFBRLQFOXEBS OLVW

The following example shows how to enable client notifications and accounting events for all TLV changes:
6ZLWFKIQDEOH

6ZLWFKRQILIXWHHUPLQDO

6ZLWFK FRQIGIHYLFH VHQ@QMRWLIDOO FKDQJHV

Feature Information for Device Sensor

Table 36: Feature Information for Device Sensor

Feature Name Releases Feature Information

Device Sensor Cisco IOS XE 3.6E This feature was introduced.
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Web-Based Authentication

This chapter describes how to configure web-based authentication on the device. It contains these sections:

» Web-Based Authentication Overview, on page 393
* How to Configure Web-Based Authentication, on page 402
* Monitoring Web-Based Authentication Status, on page 414

Web-Based Authentication Overview

Use the web-based authentication feature, known as web authentication proxy, to authenticate end users on
host systems that do not run the IEEE 802.1x supplicant.

Note

You can configure web-based authentication on Layer 2 and Layer 3 interfaces.

When you initiate an HTTP session, web-based authentication intercepts ingress HTTP packets from the host
and sends an HTML login page to the users. The users enter their credentials, which the web-based
authentication feature sends to the authentication, authorization, and accounting (AAA) server for authentication.

If authentication succeeds, web-based authentication sends a Login-Successful HTML page to the host and
applies the access policies returned by the AAA server.

If authentication fails, web-based authentication forwards a Login-Fail HTML page to the user, prompting
the user to retry the login. If the user exceeds the maximum number of attempts, web-based authentication
forwards a Login-Expired HTML page to the host, and the user is placed on a watch list for a waiting period.

Note

HTTPS traffic interception for central web authentication redirect is not supported.
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Note  You should use global parameter-map (for method-type, custom, and redirect) only for using the same web
authentication methods like consent, web consent, and webauth, for all the clients and SSIDs. This ensures
that all the clients have the same web-authentication method.

If the requirement is to use Consent for one SSID and Web-authentication for another SSID, then you should
use two named parameter-maps. You should configure Consent in first parameter-map and configure webauth
in second parameter-map.

Note The traceback that you receive when webauth client tries to do authentication does not have any performance
or behavioral impact. It happens rarely when the context for which FFM replied back to EPM for ACL
application is already dequeued (possibly due to timer expiry) and the session becomes ‘unauthorized’.

Based on where the web pages are hosted, the local web authention can be categorozied as follows:

* Internal—The internal default HTML pages (Login, Success, Fail, and Expire) in the controller are used
during the local web authentication.

 Customized-The customized web pages (Login, Success, Fail, and Expire) are downloaded onto the
controller and used during the local web authentication.

* External—The customized web pages are hosted on the external web server instead of using the in-built
or custom web pages.

Based on the various web authentication pages, the types of web authentication are as follows:

» Webauth—This is a basic web authentication. Herein, the controller presents a policy page with the user
name and password. You need to enter the correct credentials to access the network.

« Consenbr web-passttough—Herein, the controller presents a policy page with the Accept or Deny
buttons. You need to click the Accept button to access the network.

» Webconsent-This is a combination of webauth and consent web authentication types. Herein, the
controller presents a policy page with Accept or Deny buttons along with user name or password. You
need to enter the correct credentials and click the Accept button to access the network.

Device Roles

With web-based authentication, the devices in the network have these specific roles:

* Client—The device (workstation) that requests access to the LAN and the services and responds to
requests from the switch. The workstation must be running an HTML browser with Java Script enabled.

« Authenticationserver—Authenticates the client. The authentication server validates the identity of the
client and notifies the switch that the client is authorized to access the LAN and the switch services or
that the client is denied.

» Switdr—Controls the physical access to the network based on the authentication status of the client. The
switch acts as an intermediary (proxy) between the client and the authentication server, requesting identity
information from the client, verifying that information with the authentication server, and relaying a
response to the client.
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Figure 26: Web-Based Authentication Device Roles

This figure shows the roles of these devices in a

network.

Host Detection

The switch maintains an IP device tracking table to store information about detected hosts.

Note By default, the IP device tracking feature is disabled on a switch. You must enable the IP device tracking
feature to use web-based authentication.

For Layer 2 interfaces, web-based authentication detects IP hosts by using these mechanisms:

» ARP based trigger—ARP redirect ACL allows web-based authentication to detect hosts with a static IP
address or a dynamic IP address.

» Dynamic ARP inspection

* DHCP snooping—Web-based authentication is notified when the switch creates a DHCP-binding entry
for the host.

Session Creation

When web-based authentication detects a new host, it creates a session as follows:
* Reviews the exception list.

If the host IP is included in the exception list, the policy from the exception list entry is applied, and the
session is established.

* Reviews for authorization bypass

If the host IP is not on the exception list, web-based authentication sends a nonresponsive-host (NRH)
request to the server.

If the server response is access accepted, authorization is bypassed for this host. The session is established.
* Sets up the HTTP intercept ACL

If the server response to the NRH request is access rejected, the HTTP intercept ACL is activated, and
the session waits for HTTP traffic from the host.
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Authentication Process

When you enable web-based authentication, these events occur:

 The user initiates an HTTP session.

» The HTTP traffic is intercepted, and authorization is initiated. The switch sends the login page to the
user. The user enters a username and password, and the switch sends the entries to the authentication
server.

» If the authentication succeeds, the switch downloads and activates the user’s access policy from the
authentication server. The login success page is sent to the user.

» If the authentication fails, the switch sends the login fail page. The user retries the login. If the maximum
number of attempts fails, the switch sends the login expired page, and the host is placed in a watch list.
After the watch list times out, the user can retry the authentication process.

« If the authentication server does not respond to the switch, and if an AAA fail policy is configured, the
switch applies the failure access policy to the host. The login success page is sent to the user.

* The switch reauthenticates a client when the host does not respond to an ARP probe on a Layer 2 interface,
or when the host does not send any traffic within the idle timeout on a Layer 3 interface.

* The feature applies the downloaded timeout or the locally configured session timeout.

Note Beginning with Cisco IOS XE Denali 16.1.1 and later, the default session timeout
value for web-based authentication on WLC is 1800 seconds. The default session
timeout value was infinite seconds, prior to Cisco IOS XE Denali 16.1.1.

* If the terminate action is RADIUS, the feature sends a nonresponsive host (NRH) request to the server.
The terminate action is included in the response from the server.

» If the terminate action is default, the session is dismantled, and the applied policy is removed.

Local Web Authentication Banner

With Web Authentication, you can create a default and customized web-browser banners that appears when
you log in to a switch.

The banner appears on both the login page and the authentication-result pop-up pages. The default banner
messages are as follows:

« AuthenticationSuccessful
» AuthenticationFailed

« AuthenticationExpired

The Local Web Authentication Banner can be configured in legacy and new-style (Session-aware) CLIs as
follows:

* Legacy mode—Use the ip admission auth-proxy-banner http global configuration command.

* New-style mode—Use the parameter-map typewebauth global banner global configuration command.
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The default banner CiscoSystemand Switd host-nameAuthenticatiorappear on the Login Page. Cisco
Systemappears on the authentication result pop-up page.

Figure 27: Authentication Successful Banner

The banner can be customized as follows:
» Add a message, such as switch, router, or company name to the banner:

* Legacy mode—Use the ip admission auth-proxy-banner http bannertextglobal configuration
command.

» New-style mode—Use the parameter-map type webauth global banner global configuration
command
* Add a logo or text file to the banner:

* Legacy mode—Use the ip admission auth-proxy-banner http file-pathglobal configuration
command.

» New-style mode—Use the parameter-map type webauth global banner global configuration
command
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Figure 28: Customized Web Banner

If you do not enable a banner, only the username and password dialog boxes appear in the web authentication
login screen, and no banner appears when you log into the switch.

Figure 29: Login Screen With No Banner

For more information, see the Sessiomware NetworkingConfguration Guide CiscolOS XE Release8SE
(Catalyst3850Swithes)Sessiomware NetworkingConfguration Guideg CiscolOSXE Releas@SE(Catalyst
3850Switdes)and the Web AuthenticationEnhancementsCustomizingAuthenticationProxy Web Pages
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Web Authentication Customizable Web Pages

During the web-based authentication process, the switch internal HTTP server hosts four HTML pages to
deliver to an authenticating client. The server uses these pages to notify you of these four-authentication
process states:

* Login—Your credentials are requested.
* Success—The login was successful.
* Fail—The login failed.

» Expire—The login session has expired because of excessive login failures.

Guidelines
* You can substitute your own HTML pages for the default internal HTML pages.
* You can use a logo or specify text in the login, successfailure, and expire web pages.
* On the banner page, you can specify text in the login page.
* The pages are in HTML.
* You must include an HTML redirect command in the success page to access a specific URL.

» The URL string must be a valid URL (for example, http://www.cisco.com). An incomplete URL might
cause page notfoundor similar errors on a web browser.

* If you configure web pages for HTTP authentication, they must include the appropriate HTML commands
(for example, to set the page time out, to set a hidden password, or to confirm that the same page is not
submitted twice).

* The CLI command to redirect users to a specific URL is not available when the configured login form
is enabled. The administrator should ensure that the redirection is configured in the web page.

» If the CLI command redirecting users to specific URL after authentication occurs is entered and then the
command configuring web pages is entered, the CLI command redirecting users to a specific URL does
not take effect.

* Configured web pages can be copied to the switch boot flash or flash.

* The login page can be on one flash, and the success and failure pages can be another flash (for example,
the flash on the active switch or a member switch).

* You must configure all four pages.
* The banner page has no effect if it is configured with the web page.

+ All of the logo files (image, flash, audio, video, and so on) that are stored in the system directory (for
example, flash, disk0, or disk) and that must be displayed on the login page must use
web_auth_<fename>as the file name.

* The configured authentication proxy feature supports both HTTP and SSL.

You can substitute your HTML pages for the default internal HTML pages. You can also specify a URL to
which users are redirected after authentication occurs, which replaces the internal Success page.
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Figure 30: Customizable Authentication Page

Authentication Proxy Web Page Guidelines
When configuring customized authentication proxy web pages, follow these guidelines:

* To enable the custom web pages feature, specify all four custom HTML files. If you specify fewer than
four files, the internal default HTML pages are used.

* The four custom HTML files must be present on the flash memory of the switch. The maximum size of
each HTML file is 8 KB.

» Any images on the custom pages must be on an accessible HTTP server. Configure an intercept ACL
within the admission rule.

 Any external link from a custom page requires configuration of an intercept ACL within the admission
rule.

* To access a valid DNS server, any name resolution required for external links or images requires
configuration of an intercept ACL within the admission rule.

* If the custom web pages feature is enabled, a configured auth-proxy-banner is not used.

« If the custom web pages feature is enabled, the redirection URL for successful login feature is not
available.

* To remove the specification of a custom file, use the Nno form of the command.

Because the custom login page is a public web form, consider these guidelines for the page:

* The login form must accept user entries for the username and password and must show them as uname
and pwd.

* The custom login page should follow best practices for a web form, such as page timeout, hidden password,
and prevention of redundant submissions.
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Redirection URL for Successful Login Guidelines

When configuring a redirection URL for successful login, consider these guidelines:

» [f the custom authentication proxy web pages feature is enabled, the redirection URL feature is disabled
and is not available in the CLI. You can perform redirection in the custom-login success page.

* [f the redirection URL feature is enabled, a configured auth-proxy-banner is not used
* To remove the specification of a redirection URL, use the no form of the command.

» [f the redirection URL is required after the web-based authentication client is successfully authenticated,
then the URL string must start with a valid URL (for example, http://) followed by the URL information.
If only the URL is given without http://, then the redirection URL on successful authentication might
cause page not found or similar errors on a web browser.

Web-based Authentication Interactions with Other Features

Port Security

LAN Port IP

Gateway IP

ACLs

You can configure web-based authentication and port security on the same port. Web-based authentication
authenticates the port, and port security manages network access for all MAC addresses, including that of the
client. You can then limit the number or group of clients that can access the network through the port.

You can configure LAN port IP (LPIP) and Layer 2 web-based authentication on the same port. The host is
authenticated by using web-based authentication first, followed by LPIP posture validation. The LPIP host
policy overrides the web-based authentication host policy.

If the web-based authentication idle timer expires, the NAC policy is removed. The host is authenticated, and
posture is validated again.

You cannot configure Gateway IP (GWIP) on a Layer 3 VLAN interface if web-based authentication is
configured on any of the switch ports in the VLAN.

You can configure web-based authentication on the same Layer 3 interface as Gateway IP. The host policies
for both features are applied in software. The GWIP policy overrides the web-based authentication host policy.

If you configure a VLAN ACL or a Cisco IOS ACL on an interface, the ACL is applied to the host traffic
only after the web-based authentication host policy is applied.

For Layer 2 web-based authentication, it is more secure, though not required, to configure a port ACL (PACL)
as the default access policy for ingress traffic from hosts connected to the port. After authentication, the
web-based authentication host policy overrides the PACL. The Policy ACL is applied to the session even if
there is no ACL configured on the port.

You cannot configure a MAC ACL and web-based authentication on the same interface.

You cannot configure web-based authentication on a port whose access VLAN is configured for VACL
capture.
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Context-Based Access Control

Web-based authentication cannot be configured on a Layer 2 port if context-based access control (CBAC) is
configured on the Layer 3 VLAN interface of the port VLAN.

EtherChannel

You can configure web-based authentication on a Layer 2 EtherChannel interface. The web-based authentication
configuration applies to all member channels.

How to Configure Web-Based Authentication

Default Web-Based Authentication Configuration

The following table shows the default web-based authentication configuration.

Table 37: Default Web-based Authentication Configuration

Feature Default Setting

AAA Disabled

RADIUS server * None specified
* [P address * 1645

* UDP authentication port * None specified

* Key
Default value of inactivity timeout 3600 seconds
Inactivity timeout Enabled

Web-Based Authentication Configuration Guidelines and Restrictions

* Web-based authentication is an ingress-only feature.

* You can configure web-based authentication only on access ports. Web-based authentication is not
supported on trunk ports, EtherChannel member ports, or dynamic trunk ports.

+ External web authentication, where the switch redirects a client to a particular host or web server for
displaying login message, is not supported.

* You cannot authenticate hosts on Layer 2 interfaces with static ARP cache assignment. These hosts are
not detected by the web-based authentication feature because they do not send ARP messages.

* By default, the IP device tracking feature is disabled on a switch. You must enable the IP device tracking
feature to use web-based authentication.

* You must enable SISF-Based device tracking to use web-based authentication. By default, SISF-Based
device tracking is disabled on a switch.
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* You must configure at least one IP address to run the switch HTTP server. You must also configure
routes to reach each host IP address. The HTTP server sends the HTTP login page to the host.

* Hosts that are more than one hop away might experience traffic disruption if an STP topology change
results in the host traffic arriving on a different port. This occurs because the ARP and DHCP updates
might not be sent after a Layer 2 (STP) topology change.

» Web-based authentication does not support VLAN assignment as a downloadable-host policy.

» Web-based authentication supports IPv6 in Session-aware policy mode. IPv6 Web-authentication requires
at least one IPv6 address configured on the switch and IPv6 Snooping configured on the switchport.

» Web-based authentication and Network Edge Access Topology (NEAT) are mutually exclusive. You
cannot use web-based authentication when NEAT is enabled on an interface, and you cannot use NEAT
when web-based authentication is running on an interface.

* Identify the following RADIUS security server settings that will be used while configuring
switch-to-RADIUS-server communication:

* Host name
* Host IP address
* Host name and specific UDP port numbers

* [P address and specific UDP port numbers

The combination of the IP address and UDP port number creates a unique identifier, that enables RADIUS
requests to be sent to multiple UDP ports on a server at the same IP address. If two different host entries
on the same RADIUS server are configured for the same service (for example, authentication) the second
host entry that is configured functions as the failover backup to the first one. The RADIUS host entries
are chosen in the order that they were configured.

* When you configure the RADIUS server parameters:

* Specify the key string on a separate command line.

* For key string, specify the authentication and encryption key used between the switch and the
RADIUS daemon running on the RADIUS server. The key is a text string that must match the
encryption key used on the RADIUS server.

» When you specify the key string, use spaces within and at the end of the key. If you use spaces in
the key, do not enclose the key in quotation marks unless the quotation marks are part of the key.
This key must match the encryption used on the RADIUS daemon.

* You can globally configure the timeout, retransmission, and encryption key values for all RADIUS
servers by using with the radius-server host global configuration command. If you want to configure
these options on a per-server basis, use the radius-server timeout, radius-server transmit, and the
radius-server key global configuration commands.

Note  Youneed to configure some settings on the RADIUS server, including: the switch
IP address, the key string to be shared by both the server and the switch, and the
downloadable ACL (DACL). For more information, see the RADIUS server
documentation.
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* For a URL redirect ACL:

Web-Based Authentication |

* Packets that match a permit access control entry (ACE) rule are sent to the CPU for forwarding to
the AAA server.

* Packets that match a deny ACE rule are forwarded through the switch.

* Packets that match neither the permit ACE rule or deny ACE rule are processed by the next dACL,
and if there is no dACL, the packets hit the implicit-deny ACL and are dropped.

Configuring the Authentication Rule and Interfaces

Follow these steps to configure the authentication rule and interfaces:

Before you begin

SISF-Based device tracking is a prerequisite to Web Authentication. Ensure that you have enabled device
tracking programmatically or manually.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip admission name namepr oxy http

Example:

'"HYLFHRQILJ LSDGPLVVLRDQPH
ZHEDXWIXUR[KWWS

Configures an authentication rule for web-based
authorization.

Step 4

interface typeslot/port

Example:

'"HYLFRRQILJ LQWHUIDEIDELWHWK

Enters interface configuration mode and
specifies the ingress Layer 2 or Layer 3
interface to be enabled for web-based
authentication.

HUQHW

typecan be fastethernet, gigabit ethernet, or
tengigabitethernet.

Step 5

ip access-group name

Example:
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Command or Action Purpose

'"HYLFHRQILJ LI LSDFFHVV JURXS
ZHEDXWKDJ

Step 6 ip admission name Configures an authentication rule for web-based

authorization for the interface.
Example:

'"HYLFARQILJ LSDGPLVVLRMPH

Step 7 end Returns to privileged EXEC mode.

Example:

'"HYLFARQILJ HQG

Step 8 show ip admission Displays the configuration.

Example:

'"HYLFHVKRZSDGPLVVLRQ

Step 9 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Configuring AAA Authentication

If a method-list is configured under VTY lines, the corresponding method list must be added to the AAA
configuration:

OLQMW\
DXWKRUL]DWRRBDQGWEF
DDMXWKRUL]DWRRPDQGVWEFJURX®DFDFV

If a method-list is not configured under VTY lines, you must add the default method list to the AAA
configuration:

OLQMW\
DDXWKRUL]DWRRPDQGVGHIDXAWRX®DFDFV

Follow these steps to configure AAA authentication:

Note

Use default list for AAA authorization, if you are planning to use features such as dACL.
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Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configure terminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

aaa new-model

Example:

'"HYLFHRQILJ DDDQHZ PRGHO

Enables AAA functionality.

Step 4

aaa authentication login default group
{tacacst | radius}

Example:

'"HYLFHAHRQIL) DDIDXWKHQWLFDWI1
GHIDXQWRX®DFDFV

Defines the list of authentication methods at
login.
named_authentication_list refers to any name

that is not greater than 31 characters.

R&A _group_namerefers to the server group
name. You need to define the server-group
server_name at the beginning itself.

Step 5

aaa authorization auth-proxy default group
{tacacst | radius}

Example:

'"HYLFHRQILJ DDIDXWKRUL]DWLR
DXWK SURNIDXQWRX®DFDFV

Creates an authorization method list for
web-based authorization.

Step 6

tacacs server servername

Example:

'"HYLFHRQILJ WDFDNWWHUYHRXUVHU

Specifies an AAA server.

YHU

Step 7

address {ipv4 | ipv6} ip address

Example:

'HYLFHARQILJ VHUYHU WDBGRWH
LSY

Configures the IP address for the TACACS
server.

V'V
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Command or Action Purpose
Step 8 key string Configures the authorization and encryption
key used between the switch and the TACACS
Example:
server.

'"HYLFARQILJ VHUYHU WDRBIFV

FLVFR
Step 9 exit Exits the TACACS server mode and enters the
global configuration mode.
Example:

'"HYLFHRQILJ VHUYHU WD HDIFW

Step 10 end Returns to privileged EXEC mode.

Example:

'"HYLFRARQILJ HQG

Step 11 show running-config Verifies your entries.

Example:

'"HYLFHVKRIXQQLQJ FRQILJ

Step 12 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRS\WUXQQLQJ FRQILJ
VWDUWXS FRQILJ

Configuring Switch-to-RADIUS-Server Communication

Follow these steps to configure the RADIUS server parameters:

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configureterminal Enters global configuration mode.
Example:
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Command or Action

Purpose

'"HYLFHFRQILIXWHUPLQDO

Step 3 ip radius sour ce-interfacevlan vlaninterface| Specifies that the RADIUS packets have the IP
number address of the indicated interface.
Example:
'"HYLFHRQILJ LSUDGLXV
VRXUFH LQWH Y DIFQ
Step 4 radius server servername (Optional) Specifies the IP address of the
RADIUS server.
Example:
'"HYLFHRQILJ UDGLXMHUYHW/LP
D G GUHNVYY
Step 5 address {ipv4 | ipv6} ip address Configures the IP address for the RADIUS
Server.
Example:
'"HYLFHRQILJ UDGLXV VHWYGGUHYV
LSY DXWK SRUW DFFW SRUW
Step 6 key string (Optional) Specifies the authentication and
Examole: encryption key used between the switch and the
ple: RADIUS daemon running on the RADIUS
'"HYLFHARQILJ UDGLXV VHWWHHUDG server.
Step 7 exit Exits the RADIUS server mode and enters the
global configuration mode.
Example:
'"HYLFHRQILJ UDGLXV VHUYHW
Step 8 radius-server dead-criteriatriesnum-tries | Specifies the number of unanswered sent
messages to a RADIUS server before
Example: Lo L
considering the server to be inactive. The range
of nume-triesis 1 to 100.
'"HYLFHARQILJ UDGLXV VHUYHU
GHDG FULWMWWLMH V
Step 9 end Returns to privileged EXEC mode.
Example:
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Command or Action

Purpose

'"HYLFARQILJ HQG

Configuring the HTTP Server

To use web-based authentication, you must enable the HTTP server within the Device. You can enable the
server for either HTTP or HTTPS.

Note

should also configure the ip http server command.

The Apple psuedo-browser will not open if you configure only the ip http secure-server command. You

Follow these steps to enable the server for either HTTP or HTTPS:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip http server

Example:

'"HYLFHRQILJ LSKWWBHUYHU

Enables the HTTP server. The web-based
authentication feature uses the HTTP server to
communicate with the hosts for user
authentication.

Step 4

ip http secure-server

Example:

'"HYLFHARQILJ LSKWW8HFXUH VHU

Enables HTTPS.

You can configure custom authentication proxy
web pages or specify a redirection URL for
stiddessful login.

To ensure secure authentication
when you enter the ip http
secure-server command, the login
page is always in HTTPS (secure
HTTP) even if the user sends an
HTTP request.

Note
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Command or Action

Purpose

Step 5

end

Example:

'"HYLFRARQILJ HQG

Returns to privileged EXEC mode.

Customizing the Authentication Proxy Web Pages

You can configure web authentication to display four substitute HTML pages to the user in place of the Device
default HTML pages during web-based authentication.

For the equivalent Session Aware Networking configuration example for this feature, see the section
"Configuring a Parameter Map for Web-Based Authentication" in the chapter, "Configuring Identity Control
Policies." of the book, "Sessioware NetworkingConfguration Guide CiscolOSXE Releas@SE(Catalyst
3850Switdes)"

Follow these steps to specify the use of your custom authentication proxy web pages:

Before you begin

Store your custom HTML files on the Device flash memory.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip admission proxy http login pagefile
device:login-filename

Example:

'"HYLFHARQILJ LSDGPLVVLRUR[KW
ORJLQDJHLOHGLVN ORJLQ KWP

Specifies the location in the Device memory
file system of the custom HTML file to use in
place of the default login page. The device: is
flash memory.

WS

Step 4

ip admission proxy http success pagefile
device:successitféname

Example:
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Command or Action Purpose
'"HYLFHRQILJ LSDGPLVVLRUR[KWWS
VXFFHWWJIHLOHGLYN VXFFHVV KWP

Step 5

ip admission proxy http failure pagefile
device:fail-flename

Example:

'"HYLFHRQILJ LSDGPLVVLRUR[KW
IDLOSDJHLOHGLVN IDLO KWP

Specifies the location of the custom HTML file
to use in place of the default login failure page.

Step 6

ip admission proxy http login expired page
file device:expired-flename

Example:
'"HYLFARQILJ LSDGPLVVLRUR[KW

ORJLG[SLUHSDJHLOH
GLVN H[SLUHG KWP

Specifies the location of the custom HTML file
to use in place of the default login expired page.

WS

Step 7

end

Example:

'"HYLFHARQILJ HQG

Returns to privileged EXEC mode.

Specifying a Redirection URL for Successful Login

Follow these steps to specify a URL to which the user is redirected after authentication, effectively replacing
the internal Success HTML page:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.
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Command or Action

Purpose

Step 3

ip admission proxy http success redirect
url-string

Example:

'"HYLFHRQILJ LSDGPLVVLRUR[KW
VXFFHWHGLUHFAZ H[DPSOH FRP

Specifies a URL for redirection of the user in
place of the default login success page.

WS

Step 4

end

Example:

'"HYLFHRQILJ HQG

Returns to privileged EXEC mode.

Configuring the Web-Based Authentication Parameters

Follow these steps to configure the maximum number of failed login attempts before the client is placed in a
watch list for a waiting period:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip admission max-login-attempts number

Example:

'"HYLFHRQILJ LSDGPLVVLRQ
PD[ ORJLQ DWWHPSWYV

Sets the maximum number of failed login
attempts. The range is 1 to 2147483647
attempts. The default is 5.

Step 4

end

Example:

'"HYLFARQILJ HQG

Returns to privileged EXEC mode.
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Command or Action

Purpose

Step 5

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 6

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Configuring a Webh-Based Authentication Local Banner

Follow these steps to configure a local banner on a switch that has web authentication configured.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

ip admission auth-proxy-banner http
[bannertext | file-path]

Example:

'"HYLFHARQILJ LSDGPLVVLRQ
DXWK SUR[\ EDRWMWES0\ 6ZLWF&

Enables the local banner.

(Optional) Create a custom banner by entering
C bannertext C (where C is a delimiting
character), or file-paththat indicates a file (for
example, a logo or text file) that appears in the
banner.

Step 4

end

Example:

'"HYLFARQILJ HQG

Returns to privileged EXEC mode.
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Command or Action Purpose
Step 5 show running-config Verifies your entries.
Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Step 6 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Removing Web-Based Authentication Cache Entries

Follow these steps to remove web-based authentication cache entries:

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 clear ip auth-proxy cache {* | hostip addresg | Delete authentication proxy entries. Use an
asterisk to delete all cache entries. Enter a
Example: .
specific IP address to delete the entry for a
) single host.
HYLFHFOHDWSDXWK SURDFKH
Step 3 clear ip admission cache {* | hostip addresg | Delete authentication proxy entries. Use an
asterisk to delete all cache entries. Enter a
Example: .
specific IP address to delete the entry for a
. single host.
HYLFHFOHDIWSDGPLVVLIFROFKH

Monitoring Web-Based Authentication Status

Use the commands in this topic to display the web-based authentication settings for all interfaces or for specific
ports.
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Table 38: Privileged EXEC show Commands

Command Purpose

show authentication sessions method | Displays the web-based authentication settings for all interfaces
webauth for fastethernet, gigabitethernet, or tengigabitethernet

show authentication sessionsinterface | Displays the web-based authentication settings for the specified
typeslot/por{details] interface for fastethernet, gigabitethernet, or tengigabitethernet.

In Session Aware Networking mode, use the show access-session
interface command.
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Configuring Port-Based Traffic Control

* Overview of Port-Based Traffic Control , on page 417

Overview of Port-Based Traffic Control

Port-based traffic control is a set of Layer 2 features on the Cisco Catalyst switches used to filter or block
packets at the port level in response to specific traffic conditions. The following port-based traffic control
features are supported:

* Storm Control
* Protected Ports
* Port Blocking
* Port Security

* Protocol Storm Protection

Information About Storm Control

Storm Control

Storm control prevents traffic on a LAN from being disrupted by a broadcast, multicast, or unicast storm on
one of the physical interfaces. A LAN storm occurs when packets flood the LAN, creating excessive traffic
and degrading network performance. Errors in the protocol-stack implementation, mistakes in network
configurations, or users issuing a denial-of-service attack can cause a storm.

Storm control (or traffic suppression) monitors packets passing from an interface to the switching bus and
determines if the packet is unicast, multicast, or broadcast. The switch counts the number of packets of a
specified type received within the 1-second time interval and compares the measurement with a predefined
suppression-level threshold.

How Traffic Activity is Measured
Storm control uses one of these methods to measure traffic activity:

» Bandwidth as a percentage of the total available bandwidth of the port that can be used by the broadcast,
multicast, or unicast traffic
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» Traffic rate in packets per second at which broadcast, multicast, or unicast packets are received
* Traffic rate in bits per second at which broadcast, multicast, or unicast packets are received

» Traffic rate in packets per second and for small frames. This feature is enabled globally. The threshold
for small frames is configured for each interface.

With each method, the port blocks traffic when the rising threshold is reached. The port remains blocked until
the traffic rate drops below the falling threshold (if one is specified) and then resumes normal forwarding. If
the falling suppression level is not specified, the switch blocks all traffic until the traffic rate drops below the
rising suppression level. In general, the higher the level, the less effective the protection against broadcast
storms.

Note

Traffic Patterns

When the storm control threshold for multicast traffic is reached, all multicast traffic except control traffic,
such as bridge protocol data unit (BDPU) and Cisco Discovery Protocol frames, are blocked. However, the
switch does not differentiate between routing updates, such as OSPF, and regular multicast data traffic, so
both types of traffic are blocked.

Figure 31: Broadcast Storm Control Example

This example shows broadcast traffic patterns on an interface over a given period of time.

Broadcast traffic being forwarded exceeded the configured threshold between time intervals T1 and T2 and
between T4 and T5. When the amount of specified traffic exceeds the threshold, all traffic of that kind is
dropped for the next time period. Therefore, broadcast traffic is blocked during the intervals following T2
and T5. At the next time interval (for example, T3), if broadcast traffic does not exceed the threshold, it is
again forwarded.

The combination of the storm-control suppression level and the 1-second time interval controls the way the
storm control algorithm works. A higher threshold allows more packets to pass through. A threshold value
of 100 percent means that no limit is placed on the traffic. A value of 0.0 means that all broadcast, multicast,
or unicast traffic on that port is blocked.

Note

Because packets do not arrive at uniform intervals, the 1-second time interval during which traffic activity is
measured can affect the behavior of storm control.
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How to Configure Storm Control .

You use the stor m-control interface configuration commands to set the threshold value for each traffic type.

How to Configure Storm Control

Configuring Storm Control and Threshold Levels

You configure storm control on a port and enter the threshold level that you want to be used for a particular
type of traffic.

However, because of hardware limitations and the way in which packets of different sizes are counted, threshold
percentages are approximations. Depending on the sizes of the packets making up the incoming traffic, the
actual enforced threshold might differ from the configured level by several percentage points.

Note

Storm control is supported on physical interfaces. You can also configure storm control on an EtherChannel.
When storm control is configured on an EtherChannel, the storm control settings propagate to the EtherChannel
physical interfaces.

Follow these steps to storm control and threshold levels:

Before you begin

Storm control is supported on physical interfaces. You can also configure storm control on an EtherChannel.
When storm control is configured on an EtherChannel, the storm control settings propagate to the EtherChannel
physical interfaces.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO

Step 3 interface interface-id Specifies the interface to be configured, and

enter interface configuration mode.

Example:
'"HYLFHRQILJ LQWHUIDFH
JLIDELWHWKHUQHW
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Command or Action

Purpose

Step 4

storm-control {broadcast | multicast |
unicast} level {level[level-low] | bps bps
[bps-low | pps pps[pps-low}

Example:

'"HYLFHRQILJ LI VWRUP FRQWQIRFKI) VW

OHYHO
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Configures broadcast, multicast, or unicast
storm control. By default, storm control is
disabled.

The keywords have these meanings:

» For level, specifies the rising threshold
level for broadcast, multicast, or unicast
traffic as a percentage (up to two decimal
places) of the bandwidth. The port blocks
traffic when the rising threshold is reached.
The range is 0.00 to 100.00.

(Optional) For level-low, specifies the
falling threshold level as a percentage (up
to two decimal places) of the bandwidth.
This value must be less than or equal to
the rising suppression value. The port
forwards traffic when traffic drops below
this level. If you do not configure a falling
suppression level, it is set to the rising
suppression level. The range is 0.00 to
100.00.

If you set the threshold to the maximum
value (100 percent), no limit is placed on
the traffic. If you set the threshold to 0.0,
all broadcast, multicast, and unicast traffic
on that port is blocked.

For bps bps specifies the rising threshold
level for broadcast, multicast, or unicast
traffic in bits per second (up to one
decimal place). The port blocks traffic
when the rising threshold is reached. The
range is 0.0 to 10000000000.0.

(Optional) For bps-low specifies the
falling threshold level in bits per second
(up to one decimal place). It can be less
than or equal to the rising threshold level.
The port forwards traffic when traffic
drops below this level. The range is 0.0 to
10000000000.0.

For pps pps specifies the rising threshold
level for broadcast, multicast, or unicast
traffic in packets per second (up to one
decimal place). The port blocks traffic
when the rising threshold is reached. The
range is 0.0 to 10000000000.0.
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Command or Action

Purpose

* (Optional) For pps-low specifies the
falling threshold level in packets per
second (up to one decimal place). It can
be less than or equal to the rising threshold
level. The port forwards traffic when
traffic drops below this level. The range
is 0.0 to 10000000000.0.

For BPS and PPS settings, you can use metric
suffixes such as k, m, and g for large number
thresholds.

Step 5

storm-control action {shutdown | trap}

Example:

'"HYLFHARQILJ LI VWRUP FRQWRWUL
WUuUDS

Specifies the action to be taken when a storm
is detected. The default is to filter out the traffic
and not to send traps.

R Q¢ Select the shutdown keyword to
error-disable the port during a storm.

* Select the trap keyword to generate an
SNMP trap when a storm is detected.

Step 6

end

Example:

'"HYLFARQILJ LI HQG

Returns to privileged EXEC mode.

Step 7

show stor m-control [interface-id [broadcast
| multicast | unicast]

Example:

'"HYLFHVKRZWRUP FRQWURO
JLJDELWHWKHUQKWLFDVW

Verifies the storm control suppression levels
set on the interface for the specified traffic type.
If you do not enter a traffic type, details for all
traffic types (broadcast, multicast and unicast)
are displayed.

Step 8

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Information About Protected Ports

Protected Ports

Some applications require that no traffic be forwarded at Layer 2 between ports on the same switch so that
one neighbor does not see the traffic generated by another neighbor. In such an environment, the use of
protected ports ensures that there is no exchange of unicast, broadcast, or multicast traffic between these ports
on the switch.
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Protected ports have these features:

Configuring Port-Based Traffic Control |

* A protected port does not forward any traffic (unicast, multicast, or broadcast) to any other port that is
also a protected port. Data traffic cannot be forwarded between protected ports at Layer 2; only control
traffic, such as PIM packets, is forwarded because these packets are processed by the CPU and forwarded
in software. All data traffic passing between protected ports must be forwarded through a Layer 3 device.

» Forwarding behavior between a protected port and a nonprotected port proceeds as usual.

Because a switch stack represents a single logical switch, Layer 2 traffic is not forwarded between any protected
ports in the switch stack, whether they are on the same or different switches in the stack.

Default Protected Port Configuration

The default is to have no protected ports defined.

Protected Ports Guidelines

You can configure protected ports on a physical interface (for example, Gigabit Ethernet port 1) or an
EtherChannel group (for example, port-channel 5). When you enable protected ports for a port channel, it is
enabled for all ports in the port-channel group.

How to Configure Protected Ports

Configuring a Protected Port

Before you begin

Protected ports are not pre-defined. This is the task to configure one.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3
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interface interface-id

Example:

'"HYLFHRQILJ LQWHUIDFH

Specifies the interface to be configured, and
enter interface configuration mode.
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Command or Action

Purpose

JLIDELWHWKHUQHW

Step 4

switchport protected

Example:

'"HYLFHRQILJ LI VZLWFKSBUWWHFK

Configures the interface to be a protected port.

WHG

Step 5

end

Example:

'"HYLFHRQILJ HQG

Returns to privileged EXEC mode.

Step 6

show interfaces interface-idswitchport

Example:

'"HYLFHVKRZQWHUIDFHV
JLIJDELWHWKHUQHWLWFKSRUW

Verifies your entries.

Step 7

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 8

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Monitoring Protected Ports

Table 39: Commands for Displaying Protected Port Settings

Command

Purpose

show interfaces [interface-id switchport

Displays the administrative and operational status of
all switching (nonrouting) ports or the specified port,
including port blocking and port protection settings.
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Information About Port Blocking

Port Blocking
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By default, the switch floods packets with unknown destination MAC addresses out of all ports. If unknown
unicast and multicast traffic is forwarded to a protected port, there could be security issues. To prevent unknown
unicast or multicast traffic from being forwarded from one port to another, you can block a port (protected or
nonprotected) from flooding unknown unicast or multicast packets to other ports.

Note  With multicast traffic, the port blocking feature blocks only pure Layer 2 packets. Multicast packets that
contain [Pv4 or IPv6 information in the header are not blocked.

How to Configure Port Blocking

Blocking Flooded Traffic on an Interface

Before you begin

The interface can be a physical interface or an EtherChannel group. When you block multicast or unicast
traffic for a port channel, it is blocked on all ports in the port-channel group.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

interface interface-id

Example:

'"HYLFHRQILJ LQWHUIDFH
JLJDELWHWKHUQHW

Specifies the interface to be configured, and
enter interface configuration mode.

Step 4
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switchport block multicast

Example:

Blocks unknown multicast forwarding out of
the port.
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Command or Action

Purpose

'"HYLFHRQILJ LI VZLWFKSEOWFN
PXOWLFDVW

Step 5 switchport block unicast

Example:

'"HYLFHARQILJ LI VZLWFKSEOWFN
XQLFDVW

Blocks unknown unicast forwarding out of the
port.

Step 6 end

Example:

'"HYLFARQILJ HQG

Returns to privileged EXEC mode.

Step 7 show interfaces interface-idswitchport

Example:

'"HYLFHVKRZQWHUIDFHYV
JLJDELWHWKHUQHWAELWFKSRUW

Verifies your entries.

Step 8 show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 9 copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

(Optional) Saves your entries in the
configuration file.

Monitoring Port Blocking

Table 40: Commands for Displaying Port Blocking Settings

Command Purpose

show interfaces [interface-id switchport Displays the administrative and operational status of
all switching (nonrouting) ports or the specified port,
including port blocking and port protection settings.
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Prerequisites for Port Security

Note If you try to set the maximum value to a number less than the number of secure addresses already configured
on an interface, the command is rejected.

Restrictions for Port Security

» The maximum number of secure MAC addresses that you can configure on a switch or switch stack is
set by the maximum number of available MAC addresses allowed in the system. This number is determined
by the active Switch Database Management (SDM) template. This number is the total of available MAC
addresses, including those used for other Layer 2 functions and any other secure MAC addresses configured
on interfaces.

* Port Security is not supported on EtherChannel interfaces.

Information About Port Security

Port Security

You can use the port security feature to restrict input to an interface by limiting and identifying MAC addresses
of the stations allowed to access the port. When you assign secure MAC addresses to a secure port, the port
does not forward packets with source addresses outside the group of defined addresses. If you limit the number
of secure MAC addresses to one and assign a single secure MAC address, the workstation attached to that
port is assured the full bandwidth of the port.

If a port is configured as a secure port and the maximum number of secure MAC addresses is reached, when
the MAC address of a station attempting to access the port is different from any of the identified secure MAC
addresses, a security violation occurs. Also, if a station with a secure MAC address configured or learned on
one secure port attempts to access another secure port, a violation is flagged.

Types of Secure MAC Addresses

The switch supports these types of secure MAC addresses:

» Static secure MAC addresses—These are manually configured by using the switchport port-security
mac-addr ess mac-addessinterface configuration command, stored in the address table, and added to
the switch running configuration.

* Dynamic secure MAC addresses—These are dynamically configured, stored only in the address table,
and removed when the switch restarts.

» Sticky secure MAC addresses—These can be dynamically learned or manually configured, stored in the
address table, and added to the running configuration. If these addresses are saved in the configuration
file, when the switch restarts, the interface does not need to dynamically reconfigure them.
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Sticky Secure MAC Addresses

You can configure an interface to convert the dynamic MAC addresses to sticky secure MAC addresses and
to add them to the running configuration by enabling sticky learning. The interface converts all the dynamic
secure MAC addresses, including those that were dynamically learned before sticky learning was enabled, to
sticky secure MAC addresses. All sticky secure MAC addresses are added to the running configuration.

The sticky secure MAC addresses do not automatically become part of the configuration file, which is the
startup configuration used each time the switch restarts. If you save the sticky secure MAC addresses in the
configuration file, when the switch restarts, the interface does not need to relearn these addresses. If you do
not save the sticky secure addresses, they are lost.

If sticky learning is disabled, the sticky secure MAC addresses are converted to dynamic secure addresses
and are removed from the running configuration.

Security Violations
It is a security violation when one of these situations occurs:

* The maximum number of secure MAC addresses have been added to the address table, and a station
whose MAC address is not in the address table attempts to access the interface.

* An address learned or configured on one secure interface is seen on another secure interface in the same
VLAN.

* Running diagnostic tests with port security enabled.

You can configure the interface for one of three violation modes, based on the action to be taken if a violation
occurs:

* protect—when the number of secure MAC addresses reaches the maximum limit allowed on the port,
packets with unknown source addresses are dropped until you remove a sufficient number of secure
MAC addresses to drop below the maximum value or increase the number of maximum allowable
addresses. You are not notified that a security violation has occurred.

Note We do not recommend configuring the protect violation mode on a trunk port.
The protect mode disables learning when any VLAN reaches its maximum limit,
even if the port has not reached its maximum limit.

* restrict—when the number of secure MAC addresses reaches the maximum limit allowed on the port,
packets with unknown source addresses are dropped until you remove a sufficient number of secure
MAC addresses to drop below the maximum value or increase the number of maximum allowable
addresses. In this mode, you are notified that a security violation has occurred. An SNMP trap is sent, a
syslog message is logged, and the violation counter increments.

* shutdown—a port security violation causes the interface to become error-disabled and to shut down
immediately, and the port LED turns off. When a secure port is in the error-disabled state, you can bring
it out of this state by entering the errdisable recovery cause psecue-violationglobal configuration
command, or you can manually re-enable it by entering the shutdown and no shut down interface
configuration commands. This is the default mode.

* shutdown vlan—Use to set the security violation mode per-VLAN. In this mode, the VLAN is error
disabled instead of the entire port when a violation occurs
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This table shows the violation mode and the actions taken when you configure an interface for port security.

Table 41: Security Violation Mode Actions

Violation Traffic is Sends SNMP | Sends syslog | Displays error | Violation Shuts down
Mode forwarded trap message message counter port

16 11 increments
protect No No No No No No
restrict No Yes Yes No Yes No
shutdown No No No No Yes Yes
shutdown No No Yes No Yes No
vlan 18

16 packets with unknown source addresses are dropped until you remove a sufficient number of secure
MAC addresses.

17" The switch returns an error message if you manually configure an address that would cause a security
violation.

18 Shuts down only the VLAN on which the violation occurred.

Port Security Aging

You can use port security aging to set the aging time for all secure addresses on a port. Two types of aging
are supported per port:

*» Absolute—The secure addresses on the port are deleted after the specified aging time.

* Inactivity—The secure addresses on the port are deleted only if the secure addresses are inactive for the
specified aging time.

Port Security and Switch Stacks

When a switch joins a stack, the new switch will get the configured secure addresses. All dynamic secure
addresses are downloaded by the new stack member from the other stack members.

When a switch (either the active switch or a stack member) leaves the stack, the remaining stack members
are notified, and the secure MAC addresses configured or learned by that switch are deleted from the secure
MAC address table.

Default Port Security Configuration

Table 42: Default Port Security Configuration

Feature Default Setting
Port security Disabled on a port.
Sticky address learning Disabled.
Maximum number of secure MAC addresses per port | 1.
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Feature Default Setting

Violation mode Shutdown. The port shuts down when the maximum
number of secure MAC addresses is exceeded.

Port security aging Disabled. Aging time is 0.
Static aging is disabled.

Type is absolute.

Port Security Configuration Guidelines

* Port security can only be configured on static access ports or trunk ports. A secure port cannot be a
dynamic access port.

* A secure port cannot be a destination port for Switched Port Analyzer (SPAN).

* Voice VLAN is only supported on access ports and not on trunk ports, even though the configuration is
allowed.

* When you enable port security on an interface that is also configured with a voice VLAN, set the maximum
allowed secure addresses on the port to two. When the port is connected to a Cisco IP phone, the IP
phone requires one MAC address. The Cisco IP phone address is learned on the voice VLAN, but is not
learned on the access VLAN. If you connect a single PC to the Cisco IP phone, no additional MAC
addresses are required. If you connect more than one PC to the Cisco IP phone, you must configure
enough secure addresses to allow one for each PC and one for the phone.

* When a trunk port configured with port security and assigned to an access VLAN for data traffic and to
avoice VLAN for voice traffic, entering the switchport voice and switchport priority extend interface
configuration commands has no effect.

When a connected device uses the same MAC address to request an IP address for the access VLAN and
then an IP address for the voice VLAN, only the access VLAN is assigned an IP address.

* When you enter a maximum secure address value for an interface, and the new value is greater than the
previous value, the new value overwrites the previously configured value. If the new value is less than
the previous value and the number of configured secure addresses on the interface exceeds the new value,
the command is rejected.

* The switch does not support port security aging of sticky secure MAC addresses.

This table summarizes port security compatibility with other port-based features.

Table 43: Port Security Compatibility with Other Switch Features

Type of Port or Feature on Port Compatible with Port Security
DTP L2 port 2 No
Trunk port Yes
Dynamic-access port 2 No
Routed port No
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Type of Port or Feature on Port

Compatible with Port Security

SPAN source port Yes
SPAN destination port No
EtherChannel No
Tunneling port Yes
Protected port Yes
IEEE 802.1x port Yes
Voice VLAN port 2 Yes
IP source guard Yes
Dynamic Address Resolution Protocol (ARP) Yes
inspection

Flex Links Yes

19 DTP=Dynamic Trunking Protocol

20" A port configured with the switchport mode dynamic interface configuration command.
2l A VLAN Query Protocol (VQP) port configured with the switchport access vlan dynamic interface

configuration command.
22

Overview of Port-Based Traffic Control

You must set the maximum allowed secure addresses on the port to two plus the maximum number of
secure addresses allowed on the access VLAN.

Port-based traffic control is a set of Layer 2 features on the Cisco Catalyst switches used to filter or block
packets at the port level in response to specific traffic conditions. The following port-based traffic control

features are supported:

* Storm Control
* Protected Ports
* Port Blocking
* Port Security

* Protocol Storm Protection

How to Configure Port Security

Enabling and Configuring Port Security

Before you begin

This task restricts input to an interface by limiting and identifying MAC addresses of the stations allowed to

access the port:
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Procedure

Enabling and Configuring Port Security .

Command or Action

Purpose

Step 1

enable

Example:

'"HYLEHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configure terminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

inter face interface-id

Example:

'"HYLFHARQILJ LQWHUIDFH
JLIDELWHWKHUQHW

Specifies the interface to be configured, and
enter interface configuration mode.

Step 4

switchport mode {access| trunk}

Example:

'"HYLFHRQILJ LI VZLWFKSRBW®WH
DFFHVV

Sets the interface switchport mode as access
or trunk; an interface in the default mode
(dynamic auto) cannot be configured as a
secure port.

Step 5

switchport voice vlan vlan-id

Example:

'"HYLFHRQILJ LI VZLWFKSRBWFMO

Enables voice VLAN on a port.

vlan-id—Specifies the VLAN to be used for
voice traffic.
D Q

Step 6

switchport port-security

Example:

'"HYLFHARQILJ LI VZLWFKSRUW
SRUW VHFEXULW\

Enable port security on the interface.

Note Under certain conditions, when port
security is enabled on the member
ports in a switch stack, the DHCP
and ARP packets would be
dropped. To resolve this, configure
a shut and no shut on the interface.

Step 7

switchport port-security [maximum value
[vlan {vlan-list| {access | voice}}]]

Example:

'"HYLFHARQILJ LI VZLWFKSRUW

(Optional) Sets the maximum number of secure
MAC addresses for the interface. The
maximum number of secure MAC addresses
that you can configure on a switch or switch
stack is set by the maximum number of

available MAC addresses allowed in the
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Command or Action

Purpose

SRUW VHFXBDW\P XP

system. This number is set by the active Switch
Database Management (SDM) template. This
number is the total of available MAC
addresses, including those used for other Layer
2 functions and any other secure MAC
addresses configured on interfaces.

(Optional) vlan—sets a per-VLAN maximum
value

Enter one of these options after you enter the
vlan keyword:

* vlan-list—On a trunk port, you can set a
per-VLAN maximum value on a range of
VLANSs separated by a hyphen or a series
of VLANS separated by commas. For
nonspecified VLANS, the per-VLAN
maximum value is used.

* access—On an access port, specifies the
VLAN as an access VLAN.

* voice—On an access port, specifies the
VLAN as a voice VLAN.

Note The voicekeyword is available only
if a voice VLAN is configured on
a port and if that port is not the
access VLAN. If an interface is
configured for voice VLAN,
configure a maximum of two secure
MAC addresses.

Step 8

switchport port-security violation {protect
| restrict | shutdown | shutdown vlan}

Example:

'"HYLFHRQILJ LI VZLWFKSRUW
SRUW VHFXUYLWODWURIWULFW
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(Optional) Sets the violation mode, the action
to be taken when a security violation is
detected, as one of these:

* protect—When the number of port secure
MAC addresses reaches the maximum
limit allowed on the port, packets with
unknown source addresses are dropped
until you remove a sufficient number of
secure MAC addresses to drop below the
maximum value or increase the number
of maximum allowable addresses. You
are not notified that a security violation
has occurred.
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Command or Action

Purpose

We do not recommend
configuring the protect mode
on a trunk port. The protect
mode disables learning when
any VLAN reaches its
maximum limit, even if the
port has not reached its
maximum limit.

Note

e restrict—When the number of secure
MAC addresses reaches the limit allowed
on the port, packets with unknown source
addresses are dropped until you remove
a sufficient number of secure MAC
addresses or increase the number of
maximum allowable addresses. An SNMP
trap is sent, a syslog message is logged,
and the violation counter increments.

shutdown—The interface is
error-disabled when a violation occurs,
and the port LED turns off. An SNMP
trap is sent, a syslog message is logged,
and the violation counter increments.

shutdown vlan—Use to set the security
violation mode per VLAN. In this mode,
the VLAN is error disabled instead of the
entire port when a violation occurs.

Note When a secure port is in the
error-disabled state, you can
bring it out of this state by
entering the errdisable
recovery cause
psecure-violation global
configuration command. You
can manually re-enable it by
entering the shutdown and
no shutdown interface
configuration commands or by
using the clear errdisable
interface vlan privileged
EXEC command.

Step 9

switchport port-security [mac-address
mac-addesgvlan {vlan-id| {access|voice}}]

Example:

'"HYLFHARQILJ LI VZLWFKSRUW

(Optional) Enters a secure MAC address for
the interface. You can use this command to
enter the maximum number of secure MAC
addresses. If you configure fewer secure MAC
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Command or Action

Purpose

SRUW VHFXPDW\DGGUHVV
$ & & YODQ YRLFH

addresses than the maximum, the remaining
MAC addresses are dynamically learned.

Note If you enable sticky learning after
you enter this command, the secure
addresses that were dynamically
learned are converted to sticky
secure MAC addresses and are

added to the running configuration.

(Optional) vlan—sets a per-VLAN maximum
value.

Enter one of these options after you enter the
vlan keyword:

* vlan-id—On a trunk port, you can specify
the VLAN ID and the MAC address. If
you do not specify a VLAN ID, the native
VLAN is used.

* access—On an access port, specifies the
VLAN as an access VLAN.

* voice—On an access port, specifies the
VLAN as a voice VLAN.

Note The voicekeyword is available only
if a voice VLAN is configured on
a port and if that port is not the
access VLAN. If an interface is
configured for voice VLAN,
configure a maximum of two secure
MAC addresses.

Step 10

switchport port-security mac-addresssticky

Example:

'"HYLFHRQILJ LI VZLWFKSRUW
SRUW VHFXPDW\DGGUWWYFN\

(Optional) Enables sticky learning on the
interface.

Step 11

switchport port-security mac-addresssticky
[mac-addess| vlan {vlan-id| {access|
voice} }]

Example:

'"HYLFHARQILJ LI VZLWFKSRUW
SRUW VHFXPDW\DGGUWWYFN\
$ & & YOD@QRLFH
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(Optional) Enters a sticky secure MAC
address, repeating the command as many times
as necessary. If you configure fewer secure
MAC addresses than the maximum, the
remaining MAC addresses are dynamically
learned, are converted to sticky secure MAC
addresses, and are added to the running
configuration.



| Configuring Port-Based Traffic Control

Enabling and Configuring Port Security .

Command or Action

Purpose

Note If you do not enable sticky learning
before this command is entered, an
error message appears, and you
cannot enter a sticky secure MAC
address.

(Optional) vlan—sets a per-VLAN maximum
value.

Enter one of these options after you enter the
vlan keyword:

* vlan-id—On a trunk port, you can specify
the VLAN ID and the MAC address. If
you do not specify a VLAN ID, the native
VLAN is used.

 access—On an access port, specifies the
VLAN as an access VLAN.

* voice—On an access port, specifies the
VLAN as a voice VLAN.

Note The voicekeyword is available only
if a voice VLAN is configured on
a port and if that port is not the
access VLAN.

Step 12

end

Example:

'"HYLFRARQILJ HQG

Returns to privileged EXEC mode.

Step 13

show port-security

Example:

'"HYLFHVKRBRUW VHFXULW\

Verifies your entries.

Step 14

show running-config

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Verifies your entries.

Step 15

copy running-config startup-config

Example:

'"HYLFHFRSWXQQLQJ FRQILJ

(Optional) Saves your entries in the
configuration file.
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Command or Action Purpose
VWDUWXS FRQILJ

Enabling and Configuring Port Security Aging

Use this feature to remove and add devices on a secure port without manually deleting the existing secure
MAC addresses and to still limit the number of secure addresses on a port. You can enable or disable the
aging of secure addresses on a per-port basis.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

'"HYLEHHQDEOH

Step 2 configure terminal Enters global configuration mode.

Example:

'"HYLFHFRQILIXWHUPLQDO

Step 3 interface interface-id Specifies the interface to be configured, and

enter interface configuration mode.
Example:

'"HYLFHARQILJ LQWHUIDFH
JLIDELWHWKHUQHW

Step 4 switchport port-security aging {static | time | Enables or disable static aging for the secure
time| type {absolute | inactivity} } port, or set the aging time or type.
Example: Note The switch does not support port
security aging of sticky secure
'"HYLFHARQILJ LI VZLWFKSRUW addresses.

SRUW VHFXDUWQWLPH

Enter static to enable aging for statically
configured secure addresses on this port.

For time, specifies the aging time for this port.
The valid range is from 0 to 1440 minutes.

For type, select one of these keywords:

+ absolute—Sets the aging type as absolute
aging. All the secure addresses on this port
age out exactly after the time (minutes)
specified lapses and are removed from the
secure address list.
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Command or Action Purpose

* inactivity—Sets the aging type as
inactivity aging. The secure addresses on
this port age out only if there is no data
traffic from the secure source addresses
for the specified time period.

Step 5 end Returns to privileged EXEC mode.

Example:

'"HYLFHRQILJ HQG

Step 6 show port-security [interfaceinterface-id | Verifies your entries.
[address]

Example:

'"HYLFHVKRZBRUW VHFEXUDRW\HUIDFH
JLIDELWHWKHUQHW

Step 7 show running-config Verifies your entries.

Example:

'"HYLFHVKRZXQQLQJ FRQILJ

Step 8 copy running-config startup-config (Optional) Saves your entries in the

Example: configuration file.

'"HYLFHFRSWXQQLQJ FRQILJ
VWDUWXS FRQILJ

Configuration Examples for Port Security

This example shows how to enable port security on a port and to set the maximum number of secure addresses
to 50. The violation mode is the default, no static secure MAC addresses are configured, and sticky learning
is enabled.

'"HYLFHARQILJ LQWHUIDRIADELWHWKHUQHW
'"HYLFHRQILJ LI VZLWFKSRB@WBFFHVV

'"HYLFHARQILJ LI VZLWFKSBBWW VHFXULW\
'"HYLFHARQILJ LI VZLWFKSBBWW VHFXPBDW.\P XP
'"HYLFHARQILJ LI VZLWFKSBBWW VHFXPDW\DGGUWWYFN\

This example shows how to configure a static secure MAC address on VLAN 3 on a port:

'"HYLFHARQILJ LQWHUIDRIADELWHWKHUQHW
'"HYLFHRQILJ LI VZLWFKSRB@MWUXQN
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'"HYLFHARQILJ LI VZLWFKSBBWW VHFXULW\
'"HYLFHRQILJ LI VZLWFKSBBWW VHFXPDW\DGGUHVV YODQ

This example shows how to enable sticky port security on a port, to manually configure MAC addresses for
data VLAN and voice VLAN, and to set the total maximum number of secure addresses to 20 (10 for data
VLAN and 10 for voice VLAN).

'"HYLFHARQILJ LQWHUIDFHQJLIDELWHWKHUQHW
'"HYLFHARQILJ LI VZLWFKSRBWHVWODQ

'"HYLFHRQILJ LI VZLWFKSRBWBFFHVYV

'"HYLFHRQILJ LI VZLWFKSRBWFMODQ

'"HYLFHARQILJ LI VZLWFKSBBWW VHFXULW\

'"HYLFHARQILJ LI VZLWFKSBBWW VHFX®BDW\P XP
'"HYLFHRQILJ LI VZLWFKSBBWW VHFXYLWODWURQWULFW
'"HYLFHRQILJ LI VZLWFKSBBWW VHFXPDW\DGGUWWYFN\
'"HYLFHRQILJ LI VZLWFKSBBWW VHFXPDW\DGGUWWYFN\
'"HYLFHARQILJ LI VZLWFKSBBWW VHFXPDW\DGGUHVV

'"HYLFHRQILJ LI VZLWFKSBBWW VHFXBDW\DGGUWWYFN\ YOD@RLFH
'"HYLFHARQILJ LI VZLWFKSBBWW VHFXPDW\DGGUHVV YOD®RLFH

'"HYLFHARQILJ LI VZLWFKSBBWW VHFXBPDWAPXP YODQFFHVYV
'"HYLFHARQILJ LI VZLWFKSBBWW VHFXBPDW\PXP YOD@RLFH

Information About Protocol Storm Protection

Protocol Storm Protection

When a switch is flooded with Address Resolution Protocol (ARP) or control packets, high CPU utilization
can cause the CPU to overload. These issues can occur:

* Routing protocol can flap because the protocol control packets are not received, and neighboring
adjacencies are dropped.

* Spanning Tree Protocol (STP) reconverges because the STP bridge protocol data unit (BPDU) cannot
be sent or received.

* CLI is slow or unresponsive.

Using protocol storm protection, you can control the rate at which control packets are sent to the switch by
specifying the upper threshold for the packet flow rate. The supported protocols are ARP, ARP snooping,
Dynamic Host Configuration Protocol (DHCP) v4, DHCP snooping, Internet Group Management Protocol
(IGMP), and IGMP snooping.

When the packet rate exceeds the defined threshold, the switch drops all traffic arriving on the specified virtual
port for 30 seconds. The packet rate is measured again, and protocol storm protection is again applied if
necessary.

For further protection, you can manually error disable the virtual port, blocking all incoming traffic on the
virtual port. You can manually enable the virtual port or set a time interval for automatic re-enabling of the
virtual port.

Note

Excess packets are dropped on no more than two virtual ports.

Virtual port error disabling is not supported for EtherChannel and Flexlink interfaces
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Default Protocol Storm Protection Configuration

Protocol storm protection is disabled by default. When it is enabled, auto-recovery of the virtual port is disabled
by default.

How to Configure Protocol Storm Protection

Enabling Protocol Storm Protection

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 psp {arp | dhcp | igmp} pps value Configures protocol storm protection for ARP,
IGMP, or DHCP.
Example:
For value specifies the threshold value for the
'"HYLFHARQILJ SVSGKFSSV number of packets per second. If the traffic
exceeds this value, protocol storm protection is
enforced. The range is from 5 to 50 packets per
second.
Step 4 errdisable detect cause psp (Optional) Enables error-disable detection for
Examole: protocol storm protection. If this feature is
ple: enabled, the virtual port is error disabled. If this
feature is disabled, the port drops excess packets
'"HYLFHARQILJ HUUGLVDEEBWHFWXY H. . .
SVS without error disabling the port.
Step 5 errdisablerecovery interval time (Optional) Configures an auto-recovery time
(in seconds) for error-disabled virtual ports.
Example: . . . .
When a virtual port is error-disabled, the switch
"HYLFH auto-recovers after this time. The range is from
30 to 86400 seconds.
Step 6 end Returns to privileged EXEC mode.
Example:
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Command or Action

Purpose

'"HYLFARQILJ HQG

Step 7 show psp config {arp | dhcp | igmp}

Example:

'"HYLFHVKR&BVSFRQILBEKFS

Verifies your entries.

Monitoring Protocol Storm Protection

Command

Purpose

show psp config {arp | dhcp | igmp}

Verify your entries.

Additional References for Port-Based Traffic Control

MIBs

MIB MIBs Link

All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco IOS releases,
release. and feature sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description

Link

with Cisco products and technologies.

Syndication (RSS) Feeds.

ID and password.

To receive security and technical information about your products, you can
subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple

Access to most tools on the Cisco Support website requires a Cisco.com user

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
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CHAPTER 23

Configuring Cisco TrustSec

* Information about Cisco TrustSec, on page 441
* Cisco TrustSec Features, on page 441
* Feature Information for Cisco TrustSec, on page 444

Information about Cisco TrustSec

Cisco TrustSec provides security improvements to Cisco network devices based on the capability to strongly
identify users, hosts, and network devices within a network. TrustSec provides topology-independent and
scalable access controls by uniquely classifying data traffic for a particular role. TrustSec ensures data
confidentiality and integrity by establishing trust among authenticated peers and encrypting links with those
peers.

The key component of Cisco TrustSec is the Cisco Identity Services Engine (ISE). Cisco ISE can provision
switches with TrustSec Identities and Security Group ACLs (SGACLs), though these may be configured
manually on the switch.

Cisco TrustSec Features

The table below lists the TrustSec features to be eventually implemented on TrustSec-enabled Cisco switches.
Successive general availability releases of TrustSec will expand the number of switches supported and the
number of TrustSec features supported per switch.
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Cisco TrustSec Feature

Description

802.1AE Tagging (MACsec)

Protocol for IEEE 802.1 AE-based wire-rate
hop-to-hop Layer 2 encryption.

Between MACsec-capable devices, packets are
encrypted on egress from the transmitting device,
decrypted on ingress to the receiving device, and in
the clear within the devices.

This feature is only available between TrustSec
hardware-capable devices.

Note This feature is not supported on Catalyst
3850 and Catalyst 3650 switches with
Cisco IOS XE Denali 16.1.1

Endpoint Admission Control (EAC)

EAC is an authentication process for an endpoint user
or a device connecting to the TrustSec domain.
Usually EAC takes place at the access level switch.
Successful authentication and authorization in the
EAC process results in Security Group Tag
assignment for the user or device. Currently EAC can
be 802.1X, MAC Authentication Bypass (MAB), and
Web Authentication Proxy (WebAuth).

Network Device Admission Control (NDAC)

NDAC is an authentication process where each
network device in the TrustSec domain can verify the
credentials and trustworthiness of its peer device.
NDAC utilizes an authentication framework based on
IEEE 802.1X port-based authentication and uses
EAP-FAST as its EAP method. Successful
authentication and authorization in NDAC process
results in Security Association Protocol negotiation
for IEEE 802.1AE encryption.

Security Group Access Control List (SGACL)

A Security Group Access Control List (SGACL)
associates a Security Group Tag with a policy. The
policy is enforced upon SGT-tagged traffic egressing
the TrustSec domain.

In Cisco 10S XE Fuji 16.8.1, IPv6 support was
enabled for SGACL enforcement and logging of VRF
name was enabled in SGACL logs.
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Cisco TrustSec Feature Description

Cisco TrustSec SGACL High Availability Cisco TrustSec Security Group access control lists
(SGACLs) support the high availability functionality
on switches that support the Cisco StackWise
technology. Cisco StackWise technology provides
stateful redundancy and allows the switch stack to
enforce and process access control entries.

There is no Cisco TrustSec-specific configuration to
enable this functionality.

This feature is supported only on Catalyst 3850 and
3650 Series Switches from Cisco IOS XE Release
Denali 16.2.1 and higher.

Security Association Protocol (SAP) After NDAC authentication, the Security Association
Protocol (SAP) automatically negotiates keys and the
cipher suite for subsequent MACSec link encryption
between TrustSec peers. SAP is defined in IEEE
802.11i.

Note This feature is not supported on Catalyst
3850 and Catalyst 3650 switches with
Cisco IOS XE Denali 16.1.1

Security Group Tag (SGT) An SGT is a 16-bit single label indicating the security
classification of a source in the TrustSec domain. It
is appended to an Ethernet frame or an IP packet.

In Cisco I0S XE Fuji 16.8.1, Layer 2 Inline Tagging
is supported for IPv6 multicast traffic with unicast
source [Pv6 addresses.

SGT Exchange Protocol (SXP) Security Group Tag Exchange Protocol (SXP). With
SXP, devices that are not TrustSec-hardware-capable
can receive SGT attributes for authenticated users and
devices from the Cisco Identity Services Engine (ISE)
or the Cisco Secure Access Control System (ACS).
The devices can then forward a sourcelP-to-SGT
binding to a TrustSec-hardware-capable device will
tag the source traffic for SGACL enforcement.

When both ends of a link support 802.1AE MACsec, SAP negotiation occurs. An EAPOL-key exchange
occurs between the supplicant and the authenticator to negotiate a cipher suite, exchange security parameters,
and manage keys. Successful completion of these tasks results in the establishment of a security association
(SA).

Depending on your software version and licensing and link hardware support, SAP negotiation can use one
of these modes of operation:

* Galois Counter Mode (GCM)—authentication and encryption
* GCM authentication (GMAC)— GCM authentication, no encryption

* No Encapsulation—no encapsulation (clear text)
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* Null—encapsulation, no authentication or encryption

Feature Information for Cisco TrustSec

Table 44: Feature Information for Cisco TrustSec

Feature Name Release Feature Information

* NDAC Cisco I0S XE 3.3SE These features were introduced on

« SXPvl1, SXPv2 the Catalyst 3850 and 3650 switches.

* SGT

* SGACL Layer2
Enforcement

* Interface to SGT and
VLAN to SGT mapping.

* Subnet to SGT mapping

* Layer 3 Port Mapping
(PM)

* Layer 3 Identity Port
Mapping (IPM)

* Security Group Name
Download

* SXP Loop Detection

* Policy-based CoA
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Configuring Control Plane Policing

* Restrictions for CoPP, on page 445

* Information About CoPP, on page 446

* How to Configure CoPP, on page 453

* Configuration Examples for CoPP, on page 457

* Monitoring CoPP, on page 460

* Feature History and Information for CoPP, on page 460

Restrictions for CoPP

Restrictions for control plane policing (CoPP) include the following:

* Only ingress CoPP is supported. The system-cpp-policy policy-map is available on the control plane
interface, and only in the ingress direction.

* Only the system-cpp-policy policy-map can be installed on the control plane interface.
* The system-cpp-policy policy-map and the 17 system-defined classes cannot be modified or deleted.

* Only the police action is allowed under the system-cpp-policy policy-map. The police rate for
system-defined classes must be configured only in packets per second (pps); for user-defined class maps
this must be configured only in bits per second (bps).

* We recommend not disabling the policer for a system-defined class map, that is, do not configure the no
policerate rate ppscommand. Doing so affects the overall system health in case of high traffic
towards the CPU. Further, even if you disable the policer rate for a system-defined class map, the system
automatically reverts to the default policer rate after system bootup in order to protect the system bring-up
process.

* One or more CPU queues are part of each class-map. Changing the policer rate of a class-map affects
all CPU queues that belong to that class-map. Similarly, disabling the policer in a class-map disables all
queues that belong to that class-map. See Table 45: System-Defined Values for CoPP, on page 447 for
information about which CPU queues belong to each class-map.

* The show run command does not display information about classes configured under VA\VWHP FSS
S R O LRvhen they are left at default values. Use the show policy-map system-cpp-policy or the show
policy-map control-plane commands instead.

You can continue use the sShow run command to display information about custom policies.
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« Starting from Cisco IOS XE Fuji 16.8.1a, the creation of user-defined class-maps is not supported.

Information About CoPP

This chapter describes how control plane policing (CoPP) works on your device and how to configure it.

CoPP Overview

The CoPP feature improves security on your device protecting the CPU from unnecessary traffic and DoS
attacks. It can also protect control and management traffic from traffic drops caused by high volumes of other,
lower priority traffic.

Your device is typically segmented into three planes of operation, each with its own objective:

* The data plane, to forward data packets.
* The control plane, to route data correctly.

» The management plane, to manage network elements.

You can use CoPP to protect most of the CPU-bound traffic and ensure routing stability, reachability, and
packet delivery. Most importantly, you can use CoPP to protect the CPU from a DoS attack.

CoPP uses the modular QoS command-line interface (MQC) and CPU queues to achieve these objectives.
Different types of control plane traffic are grouped together based on certain criteria, and assigned to a CPU
queue. You can manage these CPU queues by configuring dedicated policers in hardware. For example, you
can modify the policer rate for certain CPU queues (traffic-type), or you can disable the policer for a certain
type of traffic.

Although the policers are configured in hardware, CoPP does not affect CPU performance or the performance
of the data plane. But since it limits the number of packets going to CPU, the CPU load is controlled. This
means that services waiting for packets from hardware may see a more controlled rate of incoming packets
(the rate being user-configurable).

System-Defined Aspects of CoPP

When you power-up the device for the first time, the system automatically performs the following tasks:

* Looks for policy-map system-cpp-policy. If not found, the system creates and installs it on the
control-plane.

* Creates seventeen class-maps under system-cpp-policy.

The next time you power-up the device, the system detects the policy and class maps that have already
been created.

* Enables all CPU queues by default, with their respective default rate. The default rates are indicated in
the table System-Defined Values for CoPP.

The following table lists the class-maps that the system creates when you load the device. It lists the policer

that corresponds to each class-map and one or more CPU queues that are grouped under each class-map. There
is a one-to-one mapping of a class-map to a policer; and one-to-many mapping of a class-map to CPU queues.
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Table 45: System-Defined Values for CoPP

System-Defined Aspects of CoPP .

Class Maps Names

Policer Index (Policer No.)

CPU queues (Queue No.)

Default Policer Rate
(pps)

Q)

system-cpp- police-data WK _CPP_POLICE DATA(0) | WK_CPU_Q ICMP_GEN(3) 600
WK CPU_Q BROADCAST(12) 600
WK _CPU_Q ICMP _REDIRECT (6) |600
system-cpp-police-12- control WK CPP_POLICE L2 |WK CPU Q L2 CONTROL(1) 2000
CONTROL(1)
system-cpp-police-routing-control | WKAPRITERJUINGANIRIQ | WK CPU_Q ROUTING CONTROL(4) | 5400
WK_CPU_Q LOW_LATENCY (27) |5400
system-cpp-police-control-low-priority | WK_CPP_POLICE CO WK CPU Q GENERAL PUNT(25) |200
NTROL LOW_PRI(3)
system-cpp-police-punt-webauth | WK _CPP_POLICE PU WK CPU Q PUNT WEBAUTH(22) | 1000
NT WEBAUTH(7)
system-cpp-police- topology-control | WKAPFRITETIIGGY(NIRAY | WK CPU Q TOPOLOGY CONTROL(15) | 13000
system-cpp-police- multicast WK (PP POLICE MUTICASTY) | WK_CPU_Q TRANSIT TRAFFIC(18) | 500
WK _CPU_Q MCAST DATA(30) 500
system-cpp-police-sys- data WK _CPP_POLICE SYS | WK CPU Q LEARNING CACHE OVFL(13) | 100
_DATA (10) WK_CPU Q CRYPTO CONTROL(23) | 100
WK_CPU_Q EXCEPTION(24) 200
WK_CPU_Q EGR_EXCEPTION(28) |100
WK CPU Q NFL SAMPLED DATA(26) | 100
WK _CPU _Q GOLD PKT(31) 100
WK_CPU_Q RPF FAILED(19) 100
system-cpp-police-dot1x-auth WK CPP POLICE DOT1X(11) | WK_CPU_Q DOTI1X_AUTH(0) 1000
system-cpp-police- WK CPP_POLICE PR WK CPU _Q PROTO SNOOPING(16) | 2000
protocol-snooping
system-cpp-police-dhcp-snooping | WK CPP DHCP SNOOPING | WK_CPU_Q_DHCP_SNOOPING(17) | 500
system-cpp-police-sw-forward WK CPP POLICE SW FWD | WK CPU Q SW_FORWARDING Q(14) | 1000
(13) WK CPU_Q LOGGING(21) 1000
WK CPU Q L2 LVX DATA PACK |1000

system-cpp-police-forus

WK_CPP_POLICE FORUS(14)

WK_CPU Q FORUS ADDR RESOLUTIONG)
WK_CPU_Q _FORUS_TRAFFIC(2)

4000
4000
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Class Maps Names Policer Index (Policer No.) | CPU queues (Queue No.) Default Policer Rate
(pps)

system-cpp-police- WKAPRIHTEM IIEASTS\OOINGY | WK CPU_Q MCAST _END STA 2000

multicast-end-station TION_SERVICE(20)

system-cpp-default WK PRICEDEAUTRICR | WK_CPU_Q INTER_FED TRAFFIC |2000

WK_CPU_Q EWLC_CONTROL(9) |2000
WK_CPU_Q EWLC_DATA(10) 2000

system-cpp-police-stackwise-virt-control | WKPSAKWEEVRILAL(ONIR(L

WK CPU Q STACKWISE VIRTUAL CONTROL | 8000

system-cpp-police-12lvx-control | WK _CPP_

L2 LVX_CONT_PACK

WK _CPU Q L2 LVX_CONT PACK(8)| 1000

The following table lists the CPU queues and the feature(s) associated with each CPU queue.

Table 46: CPU Queues and Associated Feature(s)

CPU queues (Queue No.)

Feature(s)

WK_CPU_Q DOTIX_AUTH(0)

IEEE 802.1x Port-Based Authentication

WK _CPU Q L2 CONTROL(1)

Dynamic Trunking Protocol (DTP)

VLAN Trunking Protocol (VTP)

Port Aggregation Protocol (PAgP)

Client Information Signaling Protocol (CISP)
Message session relay protocol

Multiple VLAN Registration Protocol (MVRP)
Metropolitan Mobile Network (MMN)

Link Level Discovery Protocol (LLDP)
UniDirectional Link Detection (UDLD)

Link Aggregation Control Protocol (LACP)
Cisco Discovery Protocol (CDP)

Spanning Tree Protocol (STP)

WK_CPU_Q FORUS_TRAFFIC(2)

Host such as Telnet,Pingv4 and Pingv6, and SNMP
Keepalive / loopback detection
Initiate-Internet Key Exchange (IKE) protocol (IPSec)

WK_CPU_Q _ICMP_GEN(3)

ICMP - destination unreachable

ICMP-TTL expired
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CPU queues (Queue No.)

Feature(s)

WK_CPU_Q ROUTING_CONTROL(4)

Routing Information Protocol version 1 (RIPv1)
RIPv2

Interior Gateway Routing Protocol (IGRP)

Border Gateway Protocol (BGP)

PIM-UDP

Virtual Router Redundancy Protocol (VRRP)

Hot Standby Router Protocol version 1 (HSRPv1)
HSRPv2

Gateway Load Balancing Protocol (GLBP)

Label Distribution Protocol (LDP)

Web Cache Communication Protocol (WCCP)
Routing Information Protocol next generation (RIPng)
Open Shortest Path First (OSPF)

Open Shortest Path First version 3(OSPFv3)
Enhanced Interior Gateway Routing Protocol (EIGRP)

Enhanced Interior Gateway Routing Protocol version 6
(EIGRPv6)

DHCPv6

Protocol Independent Multicast (PIM)

Protocol Independent Multicast version 6 (PIMv6)

Hot Standby Router Protocol next generation (HSRPng)
IPv6 control

Generic Routing Encapsulation (GRE) keepalive
Network Address Translation (NAT) punt

Intermediate System-to-Intermediate System (IS-IS)

WK_CPU_Q FORUS_ADDR_RESOLUTION(S)

Address Resolution Protocol (ARP)

IPv6 neighbor advertisement and neighbor solicitation

WK_CPU_Q_ICMP_REDIRECT(6)

Internet Control Message Protocol (ICMP) redirect

WK_CPU_Q INTER_FED TRAFFIC(7)

Layer 2 bridge domain inject for internal communication.

WK_CPU_Q L2 LVX_CONT PACK(8)

Exchange ID (XID) packet

WK_CPU_Q EWLC_CONTROL(9)

Embedded Wirelss Controller (eWLC) [Control and
Provisioning of Wireless Access Points (CAPWAP)
(UDP 5246)]
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CPU queues (Queue No.)

Feature(s)

WK_CPU_Q EWLC_DATA(10)

eWLC data packet (CAPWAP DATA, UDP 5247)

WK_CPU_Q L2 LVX_DATA PACK(11)

Unknown unicast packet punted for map request.

WK_CPU_Q BROADCAST(12)

All types of broadcast

WK_CPU_Q LEARNING CACHE_OVFL(13)

Learning cache overflow (Layer 2 + Layer 3)

WK_CPU_Q SW_FORWARDING_Q(14)

Software forwarding

WK_CPU_Q TOPOLOGY_ CONTROL(15)

Spanning Tree Protocol (STP)
Resilient Ethernet Protocol (REP)
Shared Spanning Tree Protocol (SSTP)

WK_CPU_Q PROTO_SNOOPING(16)

Address Resolution Protocol (ARP) snooping for
Dynamic ARP Inspection (DAI)

WK_CPU_Q DHCP_SNOOPING(17)

DHCP snooping

WK_CPU_Q TRANSIT TRAFFIC(18)

This is used for packets punted by NAT, which need to
be handled in the software path.

WK_CPU_Q RPF_FAILED(19)

Data — mRPF (multicast RPF) failed

WK _CPU_Q MCAST END STATION
_SERVICE(20)

Internet Group Management Protocol (IGMP) / Multicast
Listener Discovery (MLD) control

WK_CPU Q LOGGING(21)

Access control list (ACL) logging

WK_CPU_Q PUNT WEBAUTH(22)

Web Authentication

WK_CPU_Q CRYPTO CONTROL(23)

Crypto control

WK_CPU_Q_EXCEPTION(24)

IKE indication

IP learning violation

IP port security violation

IP Static address violation

IPv6 scope check

Remote Copy Protocol (RCP) exception
Unicast RPF fail

WK_CPU_Q GENERAL PUNT(25)

General punt

WK_CPU_Q NFL_SAMPLED DATA(26)

Netflow sampled data and Media Services Proxy (MSP)

WK _CPU Q LOW_LATENCY(27)

Bidirectional Forwarding Detection (BFD), Precision
Time Protocol (PTP)

WK_CPU_Q EGR_EXCEPTION(28)

Egress resolution exception
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CPU queues (Queue No.) Feature(s)

WK _CPU_Q STACKWISE VIRTUAL Front side stacking protocols, namely SVL
_CONTROL(29)

WK_CPU_Q_MCAST DATA(30) Data - (S,G) creation

Data - local joins

Data - PIM Registration
Data - SPT switchover
Data - Multicast

WK_CPU_Q GOLD_PKT(31) Gold

User-Configurable Aspects of CoPP

You can perform these tasks to manage control plane traffic:

Note

All VIVWHP FSS sRanfigurations must be saved so they are retained after reboot.

Enable or Disable a Policer for CPU Queues

Enable a policer for a CPU queue, by configuring a policer action (in packets per second) under the
corresponding class-map, within the VAIVWHP FSS S Rpdic#map.

Disable a policer for CPU queue, by removing the policer action under the corresponding class-map, within
the VIVWHP FSS s pdicFmap.

Note

If a default policer is already present, carefully consider and control its removal; otherwise the system may
see a CPU hog or other anomalies, such as control packet drops.

Change the Policer Rate

You can do this by configuring a policer rate action (in packets per second), under the corresponding class-map,
within the VA\VWHP FSS SpdicFmap.

Set Policer Rates to Default

Set the policer for CPU queues to their default values, by entering the cpp system-default command in global
configuration mode.

Create User-Defined Class Maps

If a given traffic class does not have a designated class map, and you want to protect this traffic, you can
create specific class maps (with filters) for such traffic packets and add these user-defined class maps to
VI\VWHP FSS SROLF\
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While VIVWHP FSsS ssappied in the ingress direction, the forwarding engine driver (FED) changes
policers on user-defined class maps to the egress. The filters and the policers in all user-defined classes must
therefore be applied as egress classifications and actions, respectively. The policy map itself is unaffected by
this change in the direction.

When you add a user-defined class map to VAIVWHP FSS S RlelsfFstem automatically installs it on all 32
CPU queues (in addition to the control plane ), resulting in 33 instances of the policy. You can see this by
entering the show platform software fed switch “switch_number _ active _ standby = qospolicy
target status command in privileged EXEC mode.

The police rate on these class maps is controlled by the Active Queue Management (AQM) policer. AQM
provides buffering control of traffic flows prior to queuing a packet into the transmit queue of a port, ensuring
that certain flows do not hog the switch packet memory. If the AQM policer feature is enabled, any user-defined
police rates exceeding the AQM policer limits are disregarded.

User defined class maps have normal QoS or ACL classification filters.

Upgrading or Downgrading the Software Version

Software Version Upgrades and CoPP

When you upgrade the software version on your device, the system checks and make the necessary updates
as required for CoPP (For instance, it checks forthe VIVWHP FSS S Ra@ic¥map and creates it if missing).
You may also have to complete certain tasks before or after the upgrade activity. This is to ensure that any
configuration updates are reflected correctly and CoPP continues to work as expected. Depending on the
method you use to upgrade the software, upgrade-related tasks may be optional or recommended in some
scenarios, and mandatory in others.

The system actions and user actions for an upgrade, are described here. Also included, are any release-specfic
caveats.

System Actions for an Upgrade

When you upgrade the software version on your device, the system performs these actions. This applies to
all upgrade methods:

* Ifthe device did nothavea VA\VWHP FSS S Rdaicy¥ap before upgrade, then on upgrade, the system
creates a default policy map.

o [f the devicehada V\VWHP FSS Spdicymap before upgrade, then on upgrade, the system does
not re-generate the policy.

User Actions for an Upgrade

User actions for an upgrade — depending on upgrade method:

Upgrade Method | Condition Action Time and Action Purpose
Regular® None After upgrade (required) To get the latest,
default policer

Enter the cpp system-default command in global

. rates.
configuration mode

23 Refers to a software upgrade method that involves a reload of the switch. Can be install or bundle mode.
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Software Version Downgrades and CoPP

The system actions and user actions for a downgrade, are described here.

System Actions for a Downgrade

When you downgrade the software version on your device, the system performs these actions. This applies
to all downgrade methods:

* The system retainsthe VIVWHP FSS S Raic¥Fmap on the device, and installs it on the control plane.

User Actions for a Downgrade

User actions for a downgrade:

Upgrade Method Condition Action Time and Action Purpose
RegularL4 None No action required Not applicable

24 Refers to a software upgrade method that involves a reload of the switch. Can be install or bundle mode.

If you downgrade the software version and then again upgrade, the system action and user actions that apply
are the same as those mentioned for upgrades.

How to Configure CoPP

Enabling a CPU Queue or Changing the Policer Rate

The procedure to enable a CPU queue and change the policer rate of a CPU queue is the same. Follow these

steps:
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH
Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
Step 3 policy-map policy-map-name Enters the policy map configuration mode.
Example:
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Command or Action

Purpose

'"HYLFHRQILJ SROLF\ PDS
VI\VWHP FSS SROLF\
'"HYLFHRQILJ SPDS

Step 4

class class-name

Example:

'"HYLFHRQILJ SPD&FODVV
VI\VWHP FSS SROLFH SURWRFROQO
'"HYLFHRQILJ SPDS F

Enters the class action configuration mode.
Enter the name of the class that corresponds
to the CPU queue you want to enable. See table
System-Défied Valuesfor CoPP.

VQRRSLQJ

Step 5

policerate rate pps

Example:

'"HYLFHRQILJ
SSV
'"HYLFHRQILJ

SPDS BROLRHDWH

SPDS F SROLFH

Specifies an upper limit on the number of
incoming packets processed per second, for
the specified traffic class.

Note The rate you specify is applied to
all CPU queues that belong to the

class-map you have specified.

Step 6

exit

Example:

'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ

SPDS F SROHFHW
SPDS A[LW
SPDSI[LW

Returns to the global configuration mode.

Step 7

control-plane

Example:

'"HYLFARQILJ FRQWURO SODQH
'"HYLFHRQILJ FS

Enters the control plane (config-cp)
configuration mode

Step 8

service-policy input policy-name

Example:

'"HYLFHARQILJ FRQWURO SODQH
'"HYLFHARQILJ FSYHUYLFH SRQQBY
VI\VWHP FSS SROLF\
'"HYLFHRQILJ FS

Installs system-cpp-policy in FED. This
command is required for you to see the FED
policy. Not configuring this command will
lead to an error.

w

Step 9

end

Example:

'"HYLFARQILJ FSHQG

Returns to the privileged EXEC mode.

Step 10

show policy-map control-plane

Example:
'"HYLFHVKRBROLF\ PERQWURO S

Displays all the classes configured under
VA\VWHP FSBO LRhe rates configured for

the various traffic types, and statistics
ODQH
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Disabling a CPU Queue

Follow these steps to disable a CPU queue:

Disabling a CPU Queue .

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configureterminal Enters global configuration mode.

Example:

'"HYLFHFRQILIXWHUPLQDO

Step 3 policy-map policy-map-name Enters the policy map configuration mode.
Example:
'HYLFHRQILJ SROLF\ PDS
VA\VWHP FSS SROLF\
'"HYLFHRQILJ SPDS
Step 4 class class-name Enters the class action configuration mode.
Example: Enter the name of the class that corresponds to
ple: the CPU queue you want to disable. See the
table, System-Défed Valuesfor CoPP.
'"HYLFHRQILJ SPD$&$ODVV
VI\VWHP FSS SROLFH SURWRFRO |VQRRSLQJ
'"HYLFHRQILJ SPDS F
Step 5 no policerate rate pps Disables incoming packet processing for the
specified traffic class.
Example:
Note This disables all CPU queues that
'"HYLFHRQILJ SPDS PRSROLRHDWH belong to the class-map you have
SSV specified.
Step 6 end Returns to the privileged EXEC mode.
Example:
'"HYLFHRQILJ SPDS HQG
Step 7 show policy-map control-plane Displays all the classes configured under

Example:

'"HYLFHVKRZBROLF\ PEBRQWURO S(

VA\VWHP FSBO L and the rates configured
for the various traffic types and statistics.

DQH
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Setting the Default Policer Rates for All CPU Queues

Follow these steps to set the policer rates for all CPU queues to their default rates:

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLEHHQDEOH

Step 2 configureterminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO

Step 3 cpp system-default Sets the policer rates for all the classes to the

default rate.

Example:
'"HYLFHARQILJ FSSV\VWHP GHIDXOW
'"HIDXOWL&3I3 3ROLFRHIUWDWHRUDOO
FODVVAVOEGEHVHWRWKHL&HIDXOWYV

Step 4 end Returns to the privileged EXEC mode.
Example:
'"HYLFARQILJ HQG

Step 5 show platform hardware fed Displays the rates configured for the various
switch “switch-number _ active _ traffic types.
standby qos que statsinternal cpu policer
Example:
'"HYLFHVKRZODWIRKIPUG ZDIUIBYVZLWFK

TRVIXHWWDMWQWHU @FBASROLFHU
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Configuration Examples for CoPP

Example: Enabling a CPU Queue or Changing the Policer Rate of a CPU Queue

This example shows how to enable a CPU queue or to change the policer rate of a CPU queue. Here the
FODVWVA\VWHP FSS SROLFH SURWR FRPU qWeQeRskrEHleQ With the policer rate of
SSV

'"HYLEHHQDEOH

'"HYLFHFRQILIXWHHUPLQDO

'"HYLFHRQILJ SROLF\ PUBYWHP FSS SROLF\

'"HYLFHRQILJ SPDEFODVVW\VWHP FSS SROLFH SURWRFRO VQRRSLQJ
'HYLFHRQILJ SPDS BROLRHDWH SSV

'"HYLFHRQILJ SPDS F SROHR

'"HYLFHVKRZBROLF\ PBRQWURO SODQH
&RQWURID QH

6HUYLFH SRQOBRXW\VWHP FSS SROLF\

RXWSXWWXQFDWHG!

&ODVV PDBVWHP FSS SROLFH GRW PWERW D Q\
SDFNHWVE\WHYV
PLOXWHIHUHGBGDWH ESVGURSDWH ESV
ODWFIQRQH
SROLFH
UDWH SSVEXUVW SDFNHWV
FRQIRUPHB\WHVDFWLRQV
WUDQVPLW
H[FHHGH&\WHVDFWLRQV
GURS

&ODVV PDSVWHP FSS SROLFH SURWRFR ©DWORRKR B R J
SDFNHWVE\WHYV
PLOXWHIHUHGBGDWH ESVGURSDWH ESV
ODWFIQRQH
SROLFH
UDWH SSVEXUVW SDFNHWV
FRQIRUPHB\WHVDFWLRQV
WUDQVPLW
H[FHHGHE&\WHVDFWLRQV
GURS

RXWSXWWXQFDWHG!
&ODVV POIFODVV GHIDRPOWFK DQ\
SDFENHWVE\WHYV

PLOXWHIHUHGBGDWH ESVGURSDWH ESV
ODWF KD Q\
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Example: Disabling a CPU Queue

This example shows how to disable a CPU queue. Herethe FOD V V
VIVWHP FSS SROLFH SURWR FRPU que@eRsRishbl€d.J

'"HYLEHHQDEOH
'"HYLFHFRQILIXWHHUPLQDO
SROLF\ PUBYWHP FSS SROLF\

SPDFODVVW\VWHP FSS SROLFH SURWRFRO VQRRSLQJ

'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ
'"HYLFHRQILJ

SPDS RRSROLRHDWH

SPDS HQG

Configuring Control Plane Policing |

SSV

'"HYLFHVKRIZXQQLQJ FRQIEBJLY\WWHP FSS SROLF\

SROLF\ PIBYWHP FSS SROLF\

FODVWA\VWHP
SROLRHDWH
FODVWA\VWHP
SROLRHDWH
FODVWA\VWHP
SROLRHDWH
FODVW\VWHP
SROLRHDWH
FODVWA\VWHP
SROLRHDWH
FODVWA\VWHP
FODVW\VWHP
FODVW\VWHP

FSS SROLFH
SSV

FSS SROLFH
SSV

FSS SROLFH
SSV

FSS SROLFH
SSV

FSS SROLFH
SSV

FSS SROLFH

FSS SROLFH

FSS SROLFH

GDWD

V\V GDWD

VZ IRUZDUG

PXOWLFDVW

PXOWLFDVW HQG VWDWLRQ

SXQW ZHEDXWK
O FRQWURO

URXWLQJ FRQWURO
SROLRHDWH
FODVWA\VWHP
FODVWA\VWHP
FODVW\VWHP
FODVW\VWHP
FODVWA\VWHP
FODVWA\VWHP
FODVWA\VWHP
FODVW\VWHP
FODVW\VWHP

SSV
FSS
FSS
FSS
FSS
FSS
FSS
FSS
FSS
FSS

SROLFH
SROLFH
SROLFH
SROLFH
SROLFH
SROLFH

FRQWURO ORZ SULRULW\
ZLUHOHVYV SULRULW\
ZLUHOHVYV SULRULW\
ZLUHOHVYV SULRULW\
WRSRORJ\ FRQWURO
GRW [ DXWK

SROLFH SURWRFRO VQRRSLQJ
SROLFH IRUXV

GHIDXOW

RXWSXWJXQFDWHG!

Example: Setting the Default Policer Rates for All CPU Queues

This example shows how to set the policer rates for all CPU queues to their default and then verify the setting.

'"HYLAHHQDEOH

"HYLFHFRQILJXWHUPLQDO

'"HYLFARQILJ FSSV\VWHP GHIDXOW

‘"HIDXOWL&ER3 3ROLFHIDWHRUDOTODVVENVOEHVHWRWKHLEHIDXOWV
'"HYLFRARQILJ HQG

'"HYLFHVKRBODWIRKPUGZDIBIGBGYZLWFKTRVIXHXWWDWWQWHUFBESROLFHU
&384XHXBWDWLVWLFV

GHIDXOWVHW
(QDEOH&®GDWH 5DWH

4XHXH

4,G30F,G[4XHXHDPH 'URS %\WHYV
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27 ; $XWK <HV
/ &RQWURO <HV
YRUXWUDIILF <HV
,&03*(1 <HV
5RXWLRQRQWURO <HV
JRUXBSGGUHUMVROXWLRMHYV
,&035HGLUHFW <HV
,QWH' 7UDIILF <HV
/ 19; &RQWDFN <HV
(/& &RQWURO <HV
(:/& 'DWD <HV
/ /9; 'DWIBDFN <HV
%52$'&$67 <HV
2SHQIORZ <HV
6ZIRUZDUGLQJ <HV
7RSRORIRQWURO <HV
3URWEQRRSLQJ <HV
"+&36QRRSLQJ <HV
7UDQVEWDIILF <HV
53))DLOHG <HV
0&%$671"' 67$7,21 <HV
J2%% 1% <HV
3XQWHEDXWK <HV
&U\SWERRQWURO <HV
([IFHSWLRQ <HV
6\WWH&ULWLFDO <HV
1)/ 6$03/(''$7$ <HV
/RZ/IDWHQF\ <HV
(*5 ([FHSWLRQ <HV
6WDFNZLOMHWWX R D% <HV
0&$67DWD <HV
*ROGNW <HV

127( &38TXHXSHROLFHDODWHWHRQILIXUNBVKHORVHYXWUGZDWASSRUWBG XH
&384XHXBROLFHWDWLVWLFV

SBROLFHU3ROLFEBBFHSW3ROLFHWRS
,QGH|[ %\WHV %\WHV

&33&O0DVVMWRTXHXPDS
30F,G§&33&0DVV 4XHXHV

VI\VWHP FSS SROLFH GDWD ,&03*(1 %52%$'&%$67 ,&BGLUHFW
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VI\VWHP FSS SROLFH
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V\V GDWD 2SHQIORZ &UBSRMRVURO ([FHSWLRQ (*5

([FHSWLRQ 6%03/(''$7$% 53))DLOHG

VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP
VA\VWHP

FSS
FSS
FSS
FSS
FSS
FSS
FSS
FSS
FSS
FSS
FSS
FSS
FSS
FSS
FSS

SROLFH
SROLFH
SROLFH
SROLFH
SROLFH
SROLFH
SROLFH
SROLFH
SROLFH
SROLFH
SROLFH
SROLFH
SROLFH
SROLFH

Monitoring CoPP

GHIDXOW

VZ IRUZDUG 6ZIRUZDUGLQJ /2**,1/9/ 'DWIBDFN
PXOWLFDVW 7UDQVEWDIILF 0&$&YWD
PXOWLFDVW HQG&SBWIIWBR®7,21

SXQW ZHEDXWK3XQWHEDXWK

O FRQWURO / &RQWURO
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Use these commands to display policer settings, such as, traffic types and policer rates (user-configured and

default rates) for CPU queues:

Command

Purpose

show policy-map control-plane

Displays the rates configured for the various traffic
types

show policy-map system-cpp-policy

Displays all the classes configured under system-cpp
policy, and policer rates

show platform hardware fed

statsinternal cpu policer

switch “switch-number active_standby qos que

Displays the rates configured for the various traffic
types

show platform software fed

status

’switch-number active_standby gos policy tar get

Displays information about policy status and the target
port type.

Feature History and Information for CoPP

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Feature Release

Feature Information

Control Plane Policing
(CoPP) or CPP

Cisco I0S XE 3.2SE

This feature was introduced.
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Feature Release Feature Information

CLI configuration for Cisco I0S XE Denali This feature was made user-configurable. CLI

CoPP 16.1.2 configuration options to enable and disable CPU
queues, to change the policer rate, and to set policer
rates to default.

User-defined class maps | Cisco IOS XE Everest Starting with this release, you can create class maps

16.5.1a (with filters) and add these user-defined class maps

to system-cpp-policy.

Changes in Cisco 10S XE Everest These new system-defined classes were introduced:

system-defined values for | 16.6.1 . . .

CoPP * system-cpp-police-stackwise-virt-control

* system-cpp-police-121vx-control

These new CPU queues were added to the existing
system-cpp-default class:

* WK _CPU_Q UNUSED (7)

* WK _CPU Q EWLC CONTROL(9)

* WK CPU_Q EWLC DATA(10)
This new CPU queues was added to the existing

system-cpp-police-sw-forward:
WK CPU Q L2 LVX DATA PACK (11)

This CPU queue is no longer available:
WK CPU_Q SGT CACHE FULL(27)
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Feature Release Feature Information

Changes in Cisco 10S XE Fuji « Starting from this release, the creation of
system-defined values for | 16.8.1a user-defined class-maps is not supported.
CoPP

* This new system-defined class was introduced:
system-cpp-police-dhcp-snooping

* This new CPU queue was added to the existing
system-cpp-default class:
WK _CPU_Q INTER _FED TRAFFIC

* These CPU queues are no longer available:

« WK_CPU_Q SHOW_FORWARD
« WK_CPU_Q_UNUSED

* The default policer rate (pps) for some CPU
queues has changed:

* The default rate for
WK CPU_Q_EXCEPTION(24) was
changed to 100

* The default rate for all the CPU queues
under system-cpp-default was increased to
2000.

* The default rate for all the CPU queues
under system-cpp-police-forus was
increased to 4000.
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CHAPTER 25

Configuring Authorization and Revocation of
Certificates in a PKI

* Configuring Authorization and Revocation of Certificates in a PKI, on page 463

Configuring Authorization and Revocation of Certificates in a

PKI

Prerequisites for Authorization and Revocation of Certificates

Tip

Plan Your PKI Strategy

It is strongly recommended that you plan your entire PKI strategy before you begin to deploy actual certificates.

Authorization and revocation can occur only after you or a network administrator have completed the following
tasks:

* Configured the certificate authority (CA).
* Enrolled peer devices with the CA.

* Identified and configured the protocol (such as IP Security [IPsec] or secure socket layer [SSL]) that is
to be used for peer-to-peer communication.

You should decide which authorization and revocation strategy you are going to configure before enrolling
peer devices because the peer device certificates might have to contain authorization and revocation-specific
information.

High Availability

For high availability, IPsec-secured Stream Control Transmission Protocol (SCTP) must be configured on
both the active and the standby routers. For synchronization to work, the redundancy mode on the certificate
servers must be set to ACTIVE/STANDBY after you configure SCTP.
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Restrictions for Authorization and Revocation of Certificates

* Depending on your Cisco I0S release, Lightweight Directory Access Protocol (LDAP) is supported.

Information About Authorization and Revocation of Certificates

PKI Authorization

PKI authentication does not provide authorization. Current solutions for authorization are specific to the router
that is being configured, although a centrally managed solution is often required.

There is not a standard mechanism by which certificates are defined as authorized for some tasks and not for
others. This authorization information can be captured in the certificate itself if the application is aware of
the certificate-based authorization information. But this solution does not provide a simple mechanism for
real-time updates to the authorization information and forces each application to be aware of the specific
authorization information embedded in the certificate.

When the certificate-based ACL mechanism is configured as part of the trustpoint authentication, the application
is no longer responsible for determining this authorization information, and it is no longer possible to specify
for which application the certificate is authorized. In some cases, the certificate-based ACL on the router gets
so large that it cannot be managed. Additionally, it is beneficial to retrieve certificate-based ACL indications
from an external server.

Current solutions to the real-time authorization problem involve specifying a new protocol and building a
new server (with associated tasks, such as management and data distribution).

PKI and AAA Server Integration for Certificate Status

Integrating your PKI with an authentication, authorization, and accounting (AAA) server provides an alternative
online certificate status solution that leverages the existing AAA infrastructure. Certificates can be listed in
the AAA database with appropriate levels of authorization. For components that do not explicitly support
PKI-AAA, a default label of “all” from the AAA server provides authorization. Likewise, a label of “none”
from the AAA database indicates that the specified certificate is not valid. (The absence of any application
label is equivalent, but “none” is included for completeness and clarity). If the application component does
support PKI-AAA, the component may be specified directly; for example, the application component could
be “ipsec,” “ssl,” or “osp.” (ipsec=IP Security, ssl=Secure Sockets Layer, and osp=Open Settlement Protocol.)

Note

Currently, no application component supports specification of the application label.

* There may be a time delay when accessing the AAA server. If the AAA server is not available, the
authorization fails.

RADIUS or TACACS+ Choosing a AAA Server Protocol

The AAA server can be configured to work with either the RADIUS or TACACS+ protocol. When you are
configuring the AAA server for the PKI integration, you must set the RADIUS or TACACS attributes that
are required for authorization.

If the RADIUS protocol is used, the password that is configured for the username in the AAA server should
be set to “cisco,” which is acceptable because the certificate validation provides authentication and the AAA
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database is only being used for authorization. When the TACACS protocol is used, the password that is
configured for the username in the AAA server is irrelevant because TACACS supports authorization without
requiring authentication (the password is used for authentication).

In addition, if you are using TACACS, you must add a PKI service to the AAA server. The custom attribute
“cert-application=all” is added under the PKI service for the particular user or usergroup to authorize the
specific username.

Attribute-Value Pairs for PKI and AAA Server Integration

The table below lists the attribute-value (AV) pairs that are to be used when setting up PKI integration with
a AAA server. (Note the values shown in the table are possible values.) The AV pairs must match the client
configuration. If they do not match, the peer certificate is not authorized.

Note

Users can sometimes have AV pairs that are different from those of every other user. As a result, a unique
username is required for each user. The all parameter (within the authorization username command) specifies
that the entire subject name of the certificate will be used as the authorization username.

Table 47: AV Pairs That Must Match

AV Pair Value
cisco-avpair=pki:cert-application=all Valid values are “all” and “none.”
cisco-avpair=pki:cert-trustpoint=msca The value is a Cisco IOS command-line interface

(CLI) configuration trustpoint label.

Note The cert-trustpoint AV pair is normally
optional. If it is specified, the Cisco I0S
router query must be coming from a
certificate trustpoint that has a matching
label, and the certificate that is
authenticated must have the specified
certificate serial number.

cisco-avpair=pki:cert-serial=16318DB7000100001671 | The value is a certificate serial number.

Note The cert-serial AV pair is normally
optional. If it is specified, the Cisco I0OS
router query must be coming from a
certificate trustpoint that has a matching
label, and the certificate that is
authenticated must have the specified
certificate serial number.
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AV Pair Value

cisco-avpair=pki:cert-lifetime-end=1:00 jan 1, 2003 | The cert-lifetime-end AV pair is available to
artificially extend a certificate lifetime beyond the
time period that is indicated in the certificate itself.
If the cert-lifetime-end AV pair is used, the
cert-trustpoint and cert-serial AV pairs must also be
specified. The value must match the following form:
hours:minutes month day, year.

Note Only the first three characters of a month
are used: Jan, Feb, Mar, Apr, May, Jun,
Jul, Aug, Sep, Oct, Nov, Dec. If more than
three characters are entered for the month,
the remaining characters are ignored (for
example Janxxxx).

CRLs or OCSP Server Choosing a Certificate Revocation Mechanism

What Is a CRL

After a certificate is validated as a properly signed certificate, a certificate revocation method is performed
to ensure that the certificate has not been revoked by the issuing CA. Cisco 10S software supports two
revocation mechanisms--certificate revocation lists (CRLs) and Online Certificate Status Protocol (OCSP).
Cisco 10S software also supports AAA integration for certificate checking; however, additional authorization
functionality is included. For more information on PKI and AAA certificate authorization and status check,
see the PKI and AAA Server Integration for Certificate Status section.

The following sections explain how each revocation mechanism works:

A certificate revocation list (CRL) is a list of revoked certificates. The CRL is created and digitally signed by
the CA that originally issued the certificates. The CRL contains dates for when each certificate was issued
and when it expires.

CAs publish new CRLs periodically or when a certificate for which the CA is responsible has been revoked.
By default, a new CRL is downloaded after the currently cached CRL expires. An administrator may also
configure the duration for which CRLs are cached in router memory or disable CRL caching completely. The
CRL caching configuration applies to all CRLs associated with a trustpoint.

When the CRL expires, the router deletes it from its cache. A new CRL is downloaded when a certificate is

presented for verification; however, if a newer version of the CRL that lists the certificate under examination
is on the server but the router is still using the CRL in its cache, the router does not know that the certificate
has been revoked. The certificate passes the revocation check even though it should have been denied.

When a CA issues a certificate, the CA can include in the certificate the CRL distribution point (CDP) for
that certificate. Cisco IOS client devices use CDPs to locate and load the correct CRL. The Cisco IOS client
supports multiple CDPs, but the Cisco IOS CA currently supports only one CDP; however, third-party vendor
CAs may support multiple CDPs or different CDPs per certificate. If a CDP is not specified in the certificate,
the client device uses the default Simple Certificate Enrollment Protocol (SCEP) method to retrieve the CRL.
(The CDP location can be specified through the cdp-urlcommand.)

When implementing CRLs, you should consider the following design considerations:

* CRL lifetimes and the security association (SA) and Internet Key Exchange (IKE) lifetimes.
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» The CRL lifetime determines the length of time between CA-issued updates to the CRL. The default
CRL lifetime value, which is 168 hours [1 week], can be changed through the lifetime crl command.

* The method of the CDP determines how the CRL is retrieved; some possible choices include HTTP,
Lightweight Directory Access Protocol (LDAP), SCEP, or TFTP. HTTP, TFTP, and LDAP are the most
commonly used methods. Although Cisco IOS software defaults to SCEP, an HTTP CDP is recommended
for large installations using CRLs because HTTP can be made highly scalable.

* The location of the CDP determines from where the CRL is retrieved; for example, you can specify the
server and file path from which to retrieve the CRL.

Querying All CDPs During Revocation Check

Tip

What Is 0CSP

When a CDP server does not respond to a request, the Cisco IOS software reports an error, which may result
in the peer’s certificate being rejected. To prevent a possible certificate rejection and if there are multiple
CDPs in a certificate, the Cisco I0S software will attempt to use the CDPs in the order in which they appear
in the certificate. The router will attempt to retrieve a CRL using each CDP URL or directory specification.
If an error occurs using a CDP, an attempt will be made using the next CDP.

Although the Cisco 10S software will make every attempt to obtain the CRL from one of the indicated CDPs,
it is recommended that you use an HTTP CDP server with high-speed redundant HTTP servers to avoid
application timeouts because of slow CDP responses.

OCSP is an online mechanism that is used to determine certificate validity and provides the following flexibility
as a revocation mechanism:

* OCSP can provide real-time certificate status checking.

* OCSP allows the network administrator to specify a central OCSP server, which can service all devices
within a network.

» OCSP also allows the network administrator the flexibility to specify multiple OCSP servers, either per
client certificate or per group of client certificates.

» OCSP server validation is usually based on the root CA certificate or a valid subordinate CA certificate,
but may also be configured so that external CA certificates or self-signed certificates may be used. Using
external CA certificates or self-signed certificates allows the OCSP servers certificate to be issued and
validated from an alternative PKI hierarchy.

A network administrator can configure an OCSP server to collect and update CRLs from different CA servers.
The devices within the network can rely on the OCSP server to check the certificate status without retrieving
and caching each CRL for every peer. When peers have to check the revocation status of a certificate, they
send a query to the OCSP server that includes the serial number of the certificate in question and an optional
unique identifier for the OCSP request, or a nonce. The OCSP server holds a copy of the CRL to determine
if the CA has listed the certificate as being revoked; the server then responds to the peer including the nonce.
If the nonce in the response from the OCSP server does not match the original nonce sent by the peer, the
response is considered invalid and certificate verification fails. The dialog between the OCSP server and the
peer consumes less bandwidth than most CRL downloads.

If the OCSP server is using a CRL, CRL time limitations will be applicable; that is, a CRL that is still valid
might be used by the OCSP server although a new CRL has been issued by the CRL containing additional
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certificate revocation information. Because fewer devices are downloading the CRL information on a regular
basis, you can decrease the CRL lifetime value or configure the OCSP server not to cache the CRL. For more
information, check your OCSP server documentation.

Note

OCSP multiple response handling: Support has been enabled for handling of multiple OCSP single responses
from an OCSP responder in a response packet. In addition to the debug log messages the following debug log
message will be displayed:

CRYPTO_PKI: Number of single Responses in OCSP response: 1(this value can change depending upon the
number of responses).

When to Use an OCSP Server

OCSP may be more appropriate than CRLs if your PKI has any of the following characteristics:

* Real-time certificate revocation status is necessary. CRLs are updated only periodically and the latest
CRL may not always be cached by the client device. For example, if a client does not yet have the latest
CRL cached and a newly revoked certificate is being checked, that revoked certificate will successfully
pass the revocation check.

* There are a large number of revoked certificates or multiple CRLs. Caching a large CRL consumes large
portions of Cisco IOS memory and may reduce resources available to other processes.

» CRLs expire frequently, causing the CDP to handle a larger load of CRLs.

When to Use Certificate-Based ACLs for Authorization or Revocation

Certificates contain several fields that are used to determine whether a device or user is authorized to perform
a specified action.

Because certificate-based ACLs are configured on the device, they do not scale well for large numbers of
ACLs; however, certificate-based ACLs do provide very granular control of specific device behavior.
Certificate-based ACLs are also leveraged by additional features to help determine when PKI components
such as revocation, authorization, or a trustpoint should be used. They provide a general mechanism allowing
users to select a specific certificate or a group of certificates that are being validated for either authorization
or additional processing.

Certificate-based ACLs specify one or more fields within the certificate and an acceptable value for each
specified field. You can specify which fields within a certificate should be checked and which values those
fields may or may not have.

There are six logical tests for comparing the field with the value--equal, not equal, contains, does not contain,
less than, and greater than or equal. If more than one field is specified within a single certificate-based ACL,
the tests of all of the fields within the ACL must succeed to match the ACL. The same field may be specified
multiple times within the same ACL. More than one ACL may be specified, and ACL will be processed in
turn until a match is found or all of the ACLs have been processed.

Ignore Revocation Checks Using a Certificate-Based ACL

Certificate-based ACLs can be configured to instruct your router to ignore the revocation check and expired
certificates of a valid peer. Thus, a certificate that meets the specified criteria can be accepted regardless of
the validity period of the certificate, or if the certificate meets the specified criteria, revocation checking does
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not have to be performed. You can also use a certificate-based ACL to ignore the revocation check when the
communication with a AAA server is protected with a certificate.

Ignoring Revocation Lists

To allow a trustpoint to enforce CRLs except for specific certificates, enter the match certificatecommand
with the skip revocation-check keyword. This type of enforcement is most useful in a hub-and-spoke
configuration in which you also want to allow direct spoke-to-spoke connections. In pure hub-and-spoke
configurations, all spokes connect only to the hub, so CRL checking is necessary only on the hub. For one
spoke to communicate directly with another spoke, the match certificatecommand with the skip
revocation-check keyword can be used for neighboring peer certificates instead of requiring a CRL on each
spoke.

Ignoring Expired Certificates

To configure your router to ignore expired certificates, enter the match certificate command with the allow
expired-certificate keyword. This command has the following purposes:

» If the certificate of a peer has expired, this command may be used to “allow” the expired certificate until
the peer can obtain a new certificate.

» If your router clock has not yet been set to the correct time, the certificate of a peer will appear to be not
yet valid until the clock is set. This command may be used to allow the certificate of the peer even though
your router clock is not set.

Note

If Network Time Protocol (NTP) is available only via the IPSec connection (usually via the hub in a
hub-and-spoke configuration), the router clock can never be set. The tunnel to the hub cannot be “brought
up” because the certificate of the hub is not yet valid.

* “Expired” is a generic term for a certificate that is expired or that is not yet valid. The certificate has a
start and end time. An expired certificate, for purposes of the ACL, is one for which the current time of
the router is outside the start and end times specified in the certificate.

Skipping the AAA Check of the Certificate

If the communication with an AAA server is protected with a certificate, and you want to skip the AAA check
of the certificate, use the match certificate command with the skip authorization-check keyword. For
example, if a virtual private network (VPN) tunnel is configured so that all AAA traffic goes over that tunnel,
and the tunnel is protected with a certificate, you can use the match certificate command with the skip
authorization-check keyword to skip the certificate check so that the tunnel can be established.

The match certificatecommand and the skip authorization-check keyword should be configured after PKI
integration with an AAA server is configured.

Note

If the AAA server is available only via an IPSec connection, the AAA server cannot be contacted until after
the [PSec connection is established. The IPSec connection cannot be “brought up” because the certificate of
the AAA server is not yet valid.
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PKI Certificate Chain Validation

A certificate chain establishes a sequence of trusted certificates --from a peer certificate to the root CA
certificate. Within a PKI hierarchy, all enrolled peers can validate the certificate of one another if the peers
share a trusted root CA certificate or a common subordinate CA. Each CA corresponds to a trustpoint.

When a certificate chain is received from a peer, the default processing of a certificate chain path continues
until the first trusted certificate, or trustpoint, is reached. An administrator may configure the level to which
a certificate chain is processed on all certificates including subordinate CA certificates.

Configuring the level to which a certificate chain is processed allows for the reauthentication of trusted
certificates, the extension of a trusted certificate chain, and the completion of a certificate chain that contains

a gap.

Reauthentication of Trusted Certificates

The default behavior is for the router to remove any trusted certificates from the certificate chain sent by the
peer before the chain is validated. An administrator may configure certificate chain path processing so that
the router does not remove CA certificates that are already trusted before chain validation, so that all certificates
in the chain are re-authenticated for the current session.

Extending the Trusted Certificate Chain

The default behavior is for the router to use its trusted certificates to extend the certificate chain if there are
any missing certificates in the certificate chain sent by the peer. The router will validate only certificates in
the chain sent by the peer. An administrator may configure certificate chain path processing so that the
certificates in the peer’s certificate chain and the router’s trusted certificates are validated to a specified point.

Completing Gaps in a Certificate Chain

An administrator may configure certificate chain processing so that if there is a gap in the configured Cisco
I0S trustpoint hierarchy, certificates sent by the peer can be used to complete the set of certificates to be
validated.

Note

If the trustpoint is configured to require parent validation and the peer does not provide the full certificate
chain, the gap cannot be completed and the certificate chain is rejected and invalid.

Note

It is a configuration error if the trustpoint is configured to require parent validation and there is no parent
trustpoint configured. The resulting certificate chain gap cannot be completed and the subordinate CA certificate
cannot be validated. The certificate chain is invalid.

How to Configure Authorization and Revocation of Certificates for Your PKI

Configuring PKI Integration with a AAA Server

Perform this task to generate a AAA username from the certificate presented by the peer and specify which
fields within a certificate should be used to build the AAA database username.
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Note The following restrictions should be considered when using the all keyword as the subject name for the
authorization username command:

» Some AAA servers limit the length of the username (for example, to 64 characters). As a result, the entire
certificate subject name cannot be longer than the limitation of the server.

» Some AAA servers limit the available character set that may be used for the username (for example, a
space [ ] and an equal sign [=] may not be acceptable). You cannot use the all keyword for a AAA server
having such a character-set limitation.

* The subject-name command in the trustpoint configuration may not always be the final AAA subject
name. If the fully qualified domain name (FQDN), serial number, or IP address of the router are included
in a certificate request, the subject name field of the issued certificate will also have these components.
To turn off the components, use the fqdn, serial-number, and ip-address commands with the none
keyword.

* CA servers sometimes change the requested subject name field when they issue a certificate. For example,
CA servers of some vendors switch the relative distinguished names (RDNs) in the requested subject
names to the following order: CN, OU, O, L, ST, and C. However, another CA server might append the
configured LDAP directory root (for example, O=cisco.com) to the end of the requested subject name.

* Depending on the tools you choose for displaying a certificate, the printed order of the RDNs in the
subject name could be different. Cisco 10S software always displays the least significant RDN first, but
other software, such as Open Source Secure Socket Layer (OpenSSL), does the opposite. Therefore, if
you are configuring a AAA server with a full distinguished name (DN) (subject name) as the corresponding
username, ensure that the Cisco I0S software style (that is, with the least significant RDN first) is used.

or

radius-server host hostname[key string]

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLFHIHQDEOH

Step 2 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO

Step 3 aaa new-model Enables the AAA access control model.
Example:
'HYLFH FRQILDDDQHZ PRGHO
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Command or Action

Purpose

Step 4

aaa authorization network listname
[method

Example:

'"HYLFH FRQILDDIDXWKRUL]DWLR
QHWZRRINDDDURX®WDFDFV

Sets the parameters that restrict user access to
a network.

» method--Can be group radius, group
tacacs+, or group group-name.
Q

Step 5

crypto pki trustpoint name

Example:

'"HYLFH FRQILBU\SWRNLWUXVWSR
PVFD

Declares the trustpoint and a given name and
enters ca-trustpoint configuration mode.

LQW

Step 6

enrollment [mode] [retry period minute$
[retry count numbet url url [pem]

Example:

'"HYLFH FD WUXVWSRQQWO O PXuX
KWWS FDVHUYHU P\H[DPSOH F

- Or-

'"HYLFH FD WUXVWSRQQWO O PXuX
KWWSs > "% @

Specifies the following enrollment parameters
of the CA:

* (Optional) The mode keyword specifies

the registration authority (RA) mode, if
W  your CA system provides an RA. By
RP  default, RA mode is disabled.

(Optional) The retry period keyword and
minutesargument specifies the period, in
W' minutes, in which the router waits before
sending the CA another certificate
request. Valid values are from 1 to 60.
The default is 1.

(Optional) The retry count keyword and
numberargument specifies the number
of times a router will resend a certificate
request when it does not receive a
response from the previous request. Valid
values are from 1 to 100. The default is
10.

The url argument is the URL of the CA
to which your router should send
certificate requests.

An IPv6 address can be added
to the http: enrolment method.
For example:
http://[ipv6-address]:80. The
IPv6 address must be enclosed
in brackets in the URL.

Note

* (Optional) The pem keyword adds
privacy-enhanced mail (PEM) boundaries
to the certificate request.
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Command or Action

Purpose

Step 7

revocation-check method

Example:

'"HYLFH FD WUXVWSBHYRFDWLRQ
FUO

(Optional) Checks the revocation status of a
certificate.

FKHFN

Step 8

exit
Example:

'"HYLFH FD WUXVW SR[LLQW

Exits ca-trustpoint configuration mode and
returns to global configuration mode.

Step 9

authorization username subjectname
subjectname

Example:

'"HYLFH FRQILDXWKRUL]DWYRQQ
VXEMHFWQBRHDOQXPEHU

Sets parameters for the different certificate
fields that are used to build the AAA username.

The subjectnamargument can be any of the
following:

DPH . .. . .
+ all —Entire distinguished name (subject
name) of the certificate.

» commonname —Certification common
name.

» country —Certificate country.

+ email —Certificate e-mail.

* ipaddress—Certificate IP address.

* locality —Certificate locality.

» organization —Certificate organization.

« organizationalunit —Certificate
organizational unit.

» postalcode —Certificate postal code.

« serialnumber —Certificate serial
number.

« state —Certificate state field.

« streetaddress —Certificate street
address.

* title —Certificate title.

« unstructuredname —Certificate
unstructured name.

Step 10

authorization list listhame

Specifies the AAA authorization list.

Example:
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Command or Action Purpose

'"HYLFH FRQILDXWKRUL]DWLR®

PD[DDD
Step 11 tacacs-server host hostname [key string] Specifies a TACACS+ host.
Example: or

'"HYLFH FRQILWDFDFV VHWKRNW Specifies a RADIUS host.

NH\DBVHFUHWBNH\

Example:

UDGLXV VHIKRVWRVWQDRHWVWULQJI@

Example:

'"HYLFH FRQILUDGLXV VHWKRVW
NH\DQRWKHUBVHFUHWBNH\

Troubleshooting Tips

To display debug messages for the trace of interaction (message type) between the CA and the router, use the
debug crypto pki transactionscommand. (See the sample output, which shows a successful PKI integration
with AAA server exchange and a failed PKI integration with AAA server exchange.)

Successful Exchange

'"HYLFHGHEXBU\SWRNLWUDQVDFWLRQV

$SU &5<372B3.)RXQ6 LVVXHRDWFK
$SU &5<372B3.FHUWHYRFDWYWQWX@NQRZQ
$SU &5<372B3.&HUWLILFIWGELGDWHGKRKWY RFDWERQF N

Each line that shows “CRYPTO_PKI AAA” indicates the state of the AAA authorization checks. Each of
the AAA AV pairs is indicated, and then the results of the authorization check are shown.

$SU &5<372B3. B$FKHFNLYFSDXWKRUL]DWISR‘k FFDBVFULSWBDDDOLVW
3.,$$$/ DOO!

$SU &5<372B3.,B$HHSODWWULEXWHUW DSSOLFDWLR®O

$SU &5<372B3.,B$HHSODWWULEXWHUW WUXVWSR L&EHN

$SuU &5<372B3.,B$HHSODWWULEXWHUW VHULDO ‘(

$SU &5<372B3.,B$OPXWKRUL]DWDRQHG

$SU &5<372B3.)RXQO6G LVVXHRDWFK

Failed Exchange

'"HYLFHGHEXBU\SWRNLWUDQVDFWLRQV

$SuU &5<372B3.,B$FKHFNLHFSDXWKRUL]DWLRQ

$SuU &5<372B3.,B$YHSODWWULEXWHUW DSSOLFDWERQO"
$SuU &5<372B3.,B$UHSODWWULEXWHUW WUXVWSREQW
$SuU &5<372B3.,B$SYHSODWWULEXWHUW VHULD® '~

$SuU &5<372B3.,B$SPUVHGUW OLIHWLPBWQG

$SuU &5<372B3.,B$SGLPH]RQSHFLILHIWHQGHG

$SuU &5<372B3.,B$FHUW OLIHWLPHVHQSLUHG
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$SU &5<372B3.,B$SFHUW OLIHWLPRKHFGDLOHG
$SU &5<372B3.,B$HKXWKRUL]DWLRXHG

In the above failed exchange, the certificate has expired.

Configuring a Revocation Mechanism for PKI Certificate Status Checking

Perform this task to set up a CRL as the certificate revocation mechanism--CRLs or OCSP--that is used to
check the status of certificates in a PKI.

The revocation-check Command

Use the revocation-check command to specify at least one method (OCSP, CRL, or skip the revocation check)
that is to be used to ensure that the certificate of a peer has not been revoked. For multiple methods, the order
in which the methods are applied is determined by the order specified via this command.

If your router does not have the applicable CRL and is unable to obtain one or if the OCSP server returns an
error, your router will reject the peer’s certificate--unless you include the nonekeyword in your configuration.
If the none keyword is configured, a revocation check will not be performed and the certificate will always
be accepted.

Nonces and Peer Communications with OCSP Servers

When using OCSP, nonces, unique identifiers for OCSP requests, are sent by default during peer
communications with your OCSP server. The use of nonces offers a more secure and reliable communication
channel between the peer and OCSP server.

If your OCSP server does not support nonces, you may disable the sending of nonces. For more information,
check your OCSP server documentation.

Before you begin

* Before issuing any client certificates, the appropriate settings on the server (such as setting the CDP)
should be configured.

» When configuring an OCSP server to return the revocation status for a CA server, the OCSP server must
be configured with an OCSP response signing certificate that is issued by that CA server. Ensure that
the signing certificate is in the correct format, or the router will not accept the OCSP response. See your
OCSP manual for additional information.

Note * OCSP transports messages over HTTP, so there may be a time delay when you access the OCSP server.

* If the OCSP server depends on normal CRL processing to check revocation status, the same time delay
that affects CRLs will also apply to OCSP.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
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Command or Action Purpose

'"HYLFHHQDEOH

Step 2 configure terminal Enters global configuration mode.

Example:

'"HYLFHFRQILIXWHHUPLQDO

Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and

enters ca-trustpoint configuration mode.
Example: P g

'"HYLFH FRQILBU\SWRNLWUXVWSRLQW

KD]HO
Step 4 ocsp url url The url argument specifies the URL of an
OCSP server so that the trustpoint can check
Example:

the certificate status. This URL overrides the

'"HYLEH ED WUXVWSREQWUO URL of the OCSP server (if one exists) in the

KWWS REVS VHUYHU Authority Info Acc.ess (AIA) ex‘Eension .of the
certificate. All certificates associated with a

- or- configured trustpoint are checked by the OCSP
server. The URL can be a hostname, IPv4

'"HYLFH FD WUXVWSREQ®UO address, or an IPv6 address.

KWW S

- Or -

'"HYLFH FD WUXVWSREQWUO

KWws > % @
Step 5 revocation-check method1[method2 Checks the revocation status of a certificate.
methodg] * crl —Certificate checking is performed
Example: by a CRL. This is the default option.
'"HYLFH FD WUXVWSBHORFDWLRQ FKHPRE —=Certificate checking is ignored.
REVRRQH » ocsp —Certificate checking is performed
by an OCSP server.
If a second and third method are specified,
each method will be used only if the previous
method returns an error, such as a server being
down.
Step 6 ocsp disable-nonce (Optional) Specifies that a nonce, or an OCSP
request unique identifier, will not be sent
Example:

during peer communications with the OCSP

SCrver.
'"HYLFH FD WUXVWSREQSV

GLVDEOH QRQFH
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Command or Action Purpose
Step 7 exit Returns to global configuration mode.
Example:
'"HYLFH FD WUXVW SR LMWV
Step 8 exit Returns to privileged EXEC mode.
Example:
'"HYLFH FRQILB[LW
Step 9 show crypto pki certificates (Optional) Displays information about your
certificates.
Example:
'"HYLFHVKREZU\SWRNLFHUWLILFDWHV
Step 10 show crypto pki trustpoints [status| label | Displays information about the trustpoint
[status]] configured in router.
Example:
'"HYLFHVKREZU\SWRNLWUXVWSRLQWYV

Configuring Certificate Authorization and Revocation Settings

Perform this task to specify a certificate-based ACL, to ignore revocation checks or expired certificates, to
manually override the default CDP location, to manually override the OCSP server setting, to configure CRL
caching, or to set session acceptance or rejection based on a certificate serial number, as appropriate.

Configuring Certificate-Based ACLs to Ignore Revocation Checks

To configure your router to use certificate-based ACLs to ignore revocation checks and expired certificates,
perform the following steps:

* Identify an existing trustpoint or create a new trustpoint to be used when verifying the certificate of the
peer. Authenticate the trustpoint if it has not already been authenticated. The router may enroll with this
trustpoint if you want. Do not set optional CRLs for the trustpoint if you plan to use the match certificate
command and sKkip revocation-check keyword.

* Determine the unique characteristics of the certificates that should not have their CRL checked and of
the expired certificates that should be allowed.

* Define a certificate map to match the characteristics identified in the prior step.

* You can add the match certificate command and skip revocation-check keyword and the match
certificate command and allow expired-certificate keyword to the trustpoint that was created or
identified in the first step.
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Note

Certificate maps are checked even if the peer’s public key is cached. For example, when the public key is
cached by the peer, and a certificate map is added to the trustpoint to ban a certificate, the certificate map is
effective. This prevents a client with the banned certificate, which was once connected in the past, from
reconnecting.

Manually Overriding CDPs in a Certificate

Users can override the CDPs in a certificate with a manually configured CDP. Manually overriding the CDPs
in a certificate can be advantageous when a particular server is unavailable for an extended period of time.
The certificate’s CDPs can be replaced with a URL or directory specification without reissuing all of the
certificates that contain the original CDP.

Manually Overriding the OCSP Server Setting in a Certificate

Administrators can override the OCSP server setting specified in the Authority Information Access ( AIA)
field of the client certificate or set by the issuing the ocsp url command. One or more OCSP servers may be
manually specified, either per client certificate or per group of client certificates by the match certificate
override ocsp command. The match certificate override ocspcommand overrides the client certificate ATA
field or the ocsp urlcommand setting if a client certificate is successfully matched to a certificate map during
the revocation check.

Note

Only one OCSP server can be specified per client certificate.

Configuring CRL Cache Control

By default, a new CRL will be downloaded after the currently cached CRL expires. Administrators can either
configure the maximum amount of time in minutes a CRL remains in the cache by issuing the crl cache
delete-after command or disable CRL caching by issuing the crl cache none command. Only the crl-cache
delete-after command or the crl-cache none command may be specified. If both commands are entered for
a trustpoint, the last command executed will take effect and a message will be displayed.

Neither the crl-cache none command nor the crl-cache delete-after command affects the currently cached
CRL. If you configure the crl-cache none command, all CRLs downloaded after this command is issued will
not be cached. If you configure the crl-cache delete-after command, the configured lifetime will only affect
CRLs downloaded after this command is issued.

This functionality is useful is when a CA issues CRLs with no expiration date or with expiration dates days
or weeks ahead.

Configuring Certificate Serial Number Session Control

A certificate serial number can be specified to allow a certificate validation request to be accepted or rejected
by the trustpoint for a session. A session may be rejected, depending on certificate serial number session

control, even if a certificate is still valid. Certificate serial number session control may be configured by using
either a certificate map with the serial-number field or an AAA attribute, with the cert-serial-not command.

Using certificate maps for session control allows an administrator to specify a single certificate serial number.
Using the AAA attribute allows an administrator to specify one or more certificate serial numbers for session
control.
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Before you begin

* The trustpoint should be defined and authenticated before attaching certificate maps to the trustpoint.

* The certificate map must be configured before the CDP override feature can be enabled or the
serial-number command is issued.

» The PKI and AAA server integration must be successfully completed to use AAA attributes as described
in “PKI and AAA Server Integration for Certificate Status.”

Procedure

Command or Action

Purpose

Step 1

enable

Example:

'"HYLFHHQDEOH

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configure terminal

Example:

'"HYLFHFRQILIXWHUPLQDO

Enters global configuration mode.

Step 3

crypto pki certificate map label
sequence-number

Example:

'"HYLFH FRQILBU\SWRNLFHUWLILH
PDSURXS

Defines values in a certificate that should be
matched or not matched and enters
ca-certificate-map configuration mode.

DWH

Step 4

field-namematd-criteria matc-value

Example:

"HYLFH FD FHUWLILFDW M XFEDVGH FW
FRO\([DPSOH

Specifies one or more certificate fields together
with their matching criteria and the value to
match.

@erfield-nameis one of the following
case-insensitive name strings or a date:

« alt-subject-name

* expires-on

* issuer-name

* name

* serial-number

* subject-name

* unstructured-subject-name

« valid-start
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Command or Action

Purpose

Note Date field format is dd mm yyyy
hh:mm:ss or mmm dd yyyy

hh:mm:ss.

The matd-criteria is one of the following
logical operators:

* c0O—contains (valid only for name fields
and serial number field)

* eq —equal (valid for name, serial
number, and date fields)

» ge—agreater than or equal (valid only for
date fields)

* [t —less than (valid only for date fields)

* nc —does not contain (valid only for
name fields and serial number field)

* ne—not equal (valid for name, serial
number, and date fields)

The matd-valuds the name or date to test with
the logical operator assigned by match-criteria.

Note Use this command only when
setting up a certificate-based
ACL—not when setting up a
certificate-based ACL to ignore
revocation checks or expired

certificates.

Step 5

exit
Example:

'HYLFH FD FHUWLILFDWHI[IPWS

Returns to global configuration mode.

Step 6

crypto pki trustpoint name

Example:

'"HYLFH FRQILBU\SWRNLWUXVWSR
$FFHVV

Declares the trustpoint, given name and enters
ca-trustpoint configuration mode.

LQW

Step 7

Do one of the following:
« crl-cache none
« crl-cache delete-after time

Example:

(Optional) Disables CRL caching completely
for all CRLs associated with the trustpoint.

The crl-cache none command does not affect
any currently cached CRLs. All CRLs
downloaded after this command is configured
will not be cached.

'"HYLFH FD WUXVWSRUQWDFRRQ
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Command or Action

Purpose

Example:

'"HYLFH FD WUXVWSRUQWDFKH
GHOHWH DIWHU

(Optional) Specifies the maximum time CRLs
will remain in the cache for all CRLs
associated with the trustpoint.

« time—The amount of time in minutes
before the CRL is deleted.

The crl-cache delete-after command does not
affect any currently cached CRLs. The
configured lifetime will only affect CRLs
downloaded after this command is configured.

Step 8

match certificate certificate-map-label
[allow expired-certificate| skip
revocation-check | skip authorization-check

Example:

'"HYLFH FD WUXVWSRDQMWAHHUWLILEK

*URXSNLIHYRFDWLRQ FKHFN

(Optional) Associates the certificate-based
ACL (that was defined via the crypto pki
certificate map command) to a trustpoint.

« certificate-map-label—Must match the
label argument specified via the crypto
D W Hoki certificate map command.

+ allow expired-certificate —Ignores
expired certificates.

« skip revocation-check —Allows a
trustpoint to enforce CRLs except for
specific certificates.

* skip authorization-check —Skips the
AAA check of a certificate when PKI
integration with an AAA server is
configured.

Step 9

match certificate certificate-map-label
overridecdp {url|directory} string

Example:

'"HYLFH FD WUXVWSRDQMAHUWLILEK

*URXSRYHUULKGSXUO
KWWS VHUYHU FLVFR FRP

(Optional) Manually overrides the existing
CDP entries for a certificate with a URL or
directory specification.

» certificate-map-label—A user-specified
D W Habel that must match the label argument
specified in a previously defined crypto

pki certificate map command.

* url —Specifies that the certificate’s CDPs
will be overridden with an HTTP or
LDAP URL.

« directory —Specifies that the
certificate’s CDPs will be overridden with
an LDAP directory specification.

* string—The URL or directory
specification.
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Command or Action

Purpose

Note Some applications may time out
before all CDPs have been tried and
will report an error message. The
error message will not affect the
router, and the Cisco IOS software
will continue attempting to retrieve
a CRL until all CDPs have been

tried.

Step 10

match certificate certificate-map-label
override ocsp [trustpoint trustpoint-labe]
sequence-numbeir| ocsp-url

Example:

'"HYLFH FD WUXVWSRDQMHHUWLILEK

P\FHUWPDSQDPRHULRH SVUXVW S
P\WS XUXKWWS

(Optional) Specifies an OCSP server, either

per client certificate or per group of client

certificates, and may be issued more than once

to specify additional OCSP servers and client

certificate settings including alternative PKI

hierarchies.

DWH

RL QMértificate-map-label—The name of an
existing certificate map.

* trustpoint —The trustpoint to be used
when validating the OCSP server
certificate.

* sequence-numberThe order the match
certificate override ocsp command
statements apply to the certificate being
verified. Matches are performed from the
lowest sequence number to the highest
sequence number. If more than one
command is issued with the same
sequence number, it overwrites the
previous OCSP server override setting.

e url —The URL of the OCSP server.

When the certificate matches a configured
certificate map, the AIA field of the client
certificate and any previously issued ocsp ur|
command settings are overwritten with the
specified OCSP server.

If no map-based match occurs, one of the
following two cases will continue to apply to
the client certificate.

* If OCSP is specified as the revocation
method, the AIA field value will continue
to apply to the client certificate.

« If the ocsp url configuration exists, the
ocsp url configuration settings will
continue to apply to the client certificates.
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Command or Action

Purpose

Step 11

exit
Example:

'"HYLFH FD WUXVW SR [LLQW

Returns to global configuration mode.

Step 12

aaa new-model

Example:

'"HYLFH FRQILDDDQHZ PRGHO

(Optional) Enables the AAA access control
model.

Step 13

aaa attributelist list-name

Example:

'"HYLFH FRQILDDIDWWULEXRWHNFU

(Optional) Defines an AAA attribute list
locally on a router and enters config-attr-list
configuration mode.

o

Step 14

attributetype {name {value

Example:

'"HYLFH FRQILJ DWWU DWW L EWWS
FHUW VHULDO&RW

(Optional) Defines an AAA attribute type that
is to be added to an AAA attribute list locally
on a router.

Hllo configure certificate serial number session
control, an administrator may specify a specific
certificate in the valuefield to be accepted or
rejected based on its serial number where name
is set to cert-serial-not. If the serial number
of the certificate matches the serial number
specified by the attribute type setting, the
certificate will be rejected.

For a full list of available AAA attribute types,
execute the show aaa attributes command.

Step 15

exit

Example:

'"HYLFH FD WUXVW SR [LLQW

Example:

'"HYLFH FRQILJ DWWU ©[LWW

Returns to global configuration mode.

Step 16

exit

Example:

'"HYLFH FRQILB[LW

Returns to privileged EXEC mode.

Step 17

show crypto pki certificates

Example:

(Optional) Displays the components of the
certificates installed on the router if the CA
certificate has been authenticated.

'"HYLFHVKRZU\SWRNLFHUWLILFDWHYV
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Example

The following is a sample certificate. The OCSP-related extensions are shown using exclamation
points.

&HUWLILFDWH
'‘DWD
9HUVLRY
6HULDIXPEHU [
6LIQDWXSWDH RULWKP 6+$ZLWK568$
,VVXHU &1 %¥BUYHU 28 3., 2 &IBYFWHPV

9DOLGLW\
IRWOHIRUH 7KXUVWXOXVW 30367
IRWIWHU 7XHVGXUXVW 30367

6XEMHFW &1 ¥&8BYHU 28 3., 2 &IBYFWHPV
6XEMHBWEOLM\ ,QIR
$OJRULWKP 568
3XEOLMF\
(ISRQHQW
3XEOLFH\ ORGXOXV ELWYV
VQLS!
(IWHQVLRQV
,GHQWLILHU 6XEMHBMQWLILHU
&ULWLFDO QR
H\ ,GHQWLILHU
VQLS!
,GHQWLILHU $XWKRULGHQWLILHU
&ULWLFDO QR
H\ ,GHQWLILHU
VQLS!
,GHQWLILHU 2Z&&3KHFN
&ULWLFDO QR
,GHQWLILHU ([WHBGH®D JH
&ULWLFDO QR
(IWHQGHH® 8VDJH
2&636LJQLQJ

,GHQWLILHU '& YW ULEXWARL@Q WV
&ULWLFDO QR
1XPEHRI 3RLQWYV
3RLQW
"LVWULE X WARL@MW
>85,1DPH OGDS &$ VHUYHWH&Y S 28 3., 2 &IBYFRHPV@
6LIQDWXUH
$OJRULWKP 6+$ZLWK56$
6LIQDWXUH
VQLS!

The following example shows an excerpt of the running configuration output when adding a match
certificate override ocsp command to the beginning of an existing sequence:

PDWFKHUWLILFPWS RYHUULRBHVS XUCKWWS
VKRDXQQLQJ FRQILIXUDWLRQ

PDWFFKHUWLILFPWS RYHUULBHVS XUXKWWS
PDWFFKHUWLILFPWS RYHUULBHVS XUXWWS
PDWFFKHUWLILFPWS RYHUULBHVS XUXWWS
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Troubleshooting Tips .

The following example shows an excerpt of the running configuration output when an existing match
certificate override ocsp command is replaced and a trustpoint is specified to use an alternative PKI
hierarchy:

PDWFKHUWLILFPWS RYHUULBHVSVUXVWSRELW XUKWWS QHZYDOXH
VKRIUXQQLQJ FRQILIXUDWLRQ

PDWFKHUWLILFPWSHRYHUULBHY SWUXVWSRELW XUXKWWS
PDWFKHUWLILFPOWSHRYHUULRBHY SWUXVWSRLOW XUKWWS
PDWFKHUWLILFPOWS RYHUULBHY SWUXVWSRALW XUO

KWW S QHZYDOXH
PDWFKHUWLILFPOWSHRYHUULBHY SWUXVWSRLOW XUKWWS

If you ignored revocation check or expired certificates, you should carefully check your configuration. Verify
that the certificate map properly matches either the certificate or certificates that should be allowed or the
AAA checks that should be skipped. In a controlled environment, try modifying the certificate map and
determine what is not working as expected.

Configuring Certificate Chain Validation

Perform this task to configure the processing level for the certificate chain path of your peer certificates.

Before you begin

* The device must be enrolled in your PKI hierarchy.

* The appropriate key pair must be associated with the certificate.

Note

* A trustpoint associated with the root CA cannot be configured to be validated to the next level.

The chain-validation command is configured with the continue keyword for the trustpoint associated with
the root CA, an error message will be displayed and the chain validation will revert to the default
chain-validationcommand setting.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
'"HYLFHHQDEOH

Step 2 configure terminal Enters global configuration mode.
Example:
'"HYLFHFRQILIXWHUPLQDO
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Command or Action Purpose

Step 3 crypto pki trustpointname Declares the trustpoint and a given name and

enters ca-trustpoint configuration mode.
Example:

'"HYLFH FRQILBU\SWRNLWUXVWSRLQW

FD VXE
Step 4 chain-validation [{stop | continue} Configures the level to which a certificate chain
[parent-trustpoini] is processed on all certificates including
subordinate CA certificates.
Example:

* Use the stopkeyword to specify that the

'"HYLFH FD WUXVWSRKDQMQ YDOLGDW LdR@ificate is already trusted. This is the
FRQWL@OHVXE default setting.

* Use the continue keyword to specify that
the that the subordinate CA certificate
associated with the trustpoint must be
validated.

* The parent-trustpointargument specifies
the name of the parent trustpoint the
certificate must be validated against.

Step 5 exit Returns to global configuration mode
Example:

'"HYLFH FD WUXVWSR[LQMV

Configuration Examples for Setting Up Authorization and Revocation of
Certificates

Configuration and Verification Examples fo PKI AAA Authorization

This section provides configuration examples of PKI AAA authorizations:

Example: Router Configuration

The following show running-configcommand output shows the working configuration of a router that is set
up to authorize VPN connections using the PKI Integration with AAA Server feature:

'"HYLFNKRIUXQQLQJ FRQILJ
% XLOGLRRIQILIXUDWLRQ
YHUVLRQ

KRVWQRKWHU URXWHU

DDMHZ PRGHO
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DDDODXWKHQWLFDWIR@HIDXAQWRXWDFDFV

DD XWKHQWLFDWIRQRBWDFERWEOH
DDDDXWKHQWLFBWERQDXAWRXWDFDFV

DD XWKRUL]DW[LHRFRP&6/DBURX®B DFDFV

DD XWKRUL]DWHRQZREN/DHURX® DFDFV
DDIFFRXQWHHF$ &6/DEWDUW VWRSXB/ DFDFV
DDIFFRXQWQRAWZREMNIDXYWDUW VIWNRX$&6/DE
DDD/VHVVLRQHRPPRQ

LSGRPDIQDPH[DPSOH FRP

FU\SWRNLWUXVWSRDQW57 6(59
HQUR O O PHOMWWW S

VHULDO QXPEHU
FUOCRSWLRQDO
UVDNH\SBIras(931

DXWR HQUROO
DXWKRUL]DWLR®W&6/DE

FU\SWRNLFHUWLILFBWBILQ & (57 6(59
FHUWLILFDWH
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FU\SWIRSVHWUDQVIRUP,¥&B76BHVS DHHWWVS VKD KPDF

FU\SWIRSVHBURILOKB&B,36(&B352),/(B
VHWHFXULW\ DVVRFIODOWHWQRHORE\WHYV
VHWHFXULW\ DVVRFIOWHWQNHFRQGV
VHWUDQVIRUP,¥&BV 6B

FRQWUROG®$ U

LQWHUID/RHQ QH O
GHVFULSWIBQ,QWHUIDFHRYLVLRBH,G&
EDQGZLGWK

LSDGGUHVV

QRLSUHGLUHFWYV

LSPWX

LSQKUBDSPXOWLFIBM@DPLF
LSQKU®HWZRUN LG

LSQKUBROGWLPH

LSQKUSHUYHU RQO\

QRLSVSOLW KRUMHIRXYS
WXQQMRXUPBVW(WKHUQHW
WXQQHRARGHUHPXOWLSRLQW

WXQQNBA\
WXQQBORWHFWISRMHEURILOB&B,36(&B352),/(B

LQWHUIDPNW(WKHUQHW
LSDGGUHVYV
G XSOH[XWR
VSHHIBXWR

LQWHUIDPNW (WKHUQHW
LSDGGUHVYV

G XSOH[XWR

VSHHIBXWR

WDFDFV VHWKRNW VLQJOH FRQQHFWLRQ
WDFDFV VHGBYHMBFWHG UHTXHVW
WDFDFV VHWHANRRPSDQWDE

QW®DVWHU

HQG

Example: Debug of a Successful PKI AAA Authorization

The following show debugging command output shows a successful authorization using the PKI Integration
with AAA Server feature:

'"HYLFNKRGHEXJJLQJ

*HQHUR®
7$&$&BPFFHVRR QW URIDE X JJLIQUR Q
$$SSXWKHQWLFBMERQJLIQWR Q
$$$SXWKRUL]DVBHEXJIJILIQWR Q

&U\SWRJIJUDSKEN\VWHP

&U\SWR, 7TUDQEHEXJJILIQWRQ

"HYLFH

0D\ &5<372B3.7UXVW 3R(@W(57 6(5%LFNHGS
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0D\ &5<372B3.)RXQ6G LVVXHRDWFK
0D\ &5<372B3.FHUWHYRFDWYWQWX®NQRZQ
0D\ &5<372B3.&HUWLILFYVWGELGDWHEGKRKWY RFDWERKF N
0D\ 8&5<372B3.,BSFKHFNLYFSDXWKRUL]DWSEBODE32' H[DPSOH FRP
DOO!
0D\ $$% %, 1" %LQG |
0D\ $$$ $87+25] SLFNPHWKRGVWs&6/DE
0D\ 73/86 4AXHXL@I$SXWKRUL]IDWHR@HVWIRUSURFHVVLQJ
0D\ 73/86 SURFHVVDAWKRUL]DWHRRHY &
0D\ 73/86 3URWRPROWRLRQH 6NLSSLQJ
0D\ 73/86 6HQGL®IVHUYLFH SNL
0D\ 73/86 $XWKRUL]DWHR@H¥WHDWIR® 32' H[DPSOH FRP
0D\ 73/86 8VLQVYHUYHU
0D\ 73/86 1%B:$,7 $ 6WDUWHGHFWLPHRXW
0D\ 73/86 1%B:$,7 ZURWHQWLUHE\WHVUHTXHVW
0D\ 73/86 :RXOGORFNKLOHHDGLODNKHDGHU
0D\ 73/86 5($' UHDEQWLUHKHDGHUWHW[SHFW E\WHYV
0D\ 73/86 5($' UHDEQWLUHE\WHWYHVSRQVH
0D\ 73/86 $ 3URFHVVMXHHSOSDFNHW
0D\ 73/86 3URFHVV#9GHUW DSSOLFDWLRQ DOO
0D\ 73/86 UHFHLYBBSWKRUL]DWHR SR QRH 3$66
0D\ &5<372B3.,B$SYHSODWWULEXWHUW DSSOLFDW LR@O
0D\ &5<372B3.,B$PXWKRUL]DWDRQHG
"HYLFH
"HYLFH
0D\ '8$/ 1%5&+$1*(3 (,*53 1HLJKERU 7XQQHOLV
XS QHZDGMDFHQF\
"HYLFH
"HYLFHVKRZU\SWIRVDN P\8D
GVW VUF VWDWH FRQQ LN\ORW
408B,'/(

Example:Debug of a Failed PKI AAA Authorization

The following show debugging command output shows that the router is not authorized to connect using
VPN. The messages are typical of those that you might see in such a situation.

In this example, the peer username was configured as not authorized, by moving the username to a Cisco
Secure ACS group called VPN_Router Disabled in Cisco Secure ACS. The router, router7200.example.com,
has been configured to check with a Cisco Secure ACS AAA server prior to establishing a VPN connection
to any peer.

'"HYLFNKRGHEXJJLQJ

*HQHUD®
7$&$&BFFHVARQWURKE X JJLIQUR Q
$$$$SXWKHQWLFIBWMERQJLIQURQ
$$$SSXWKRUL]DVBHEXJJILIQWRQ

&U\SWRJUDSKEW\VWHP
&U\SWR, 7TUDQEHEXJJILIQWURQ

"HYLFH

0D\ &5<372B3.7UXVW 3R(KQW(57 6(5%8LFNHGCS

0D\ &5<372B3.)RXQ6 LVVXHRDWFK

0D\ &5<372B3.FHUWHYRFDWYWQWXYNQRZQ

0D\ &5<372B3.&HUWLILFYWOLGDWHBKRKWY RF D WRERKF N

0D\ &5<372B3.,B$FKHFNLYFSDXWKRUL]DWSIEBBQDE32' H[DPSOH FRP
DOO!

0D\ $$$ %,1° %LQG |

0D\ $$$ $87+25] BLFNPHWKRGVWS&6/DE

0D\ 73/86 4XHXLGS$$SXWKRUL]DWHR@HVWIRUSURFHVVLQJ

0D\ 73/86 SURFHVVDQWKRUL]DWHRRHY®

Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches)




Configuring Authorization and Revocation of Certificates in a PKI |
. Examples: Configuring a Revocation Mechanism

0D\ 73/86 3URWRPRODWRLRQH 6NLSSLQJ

0D\ 73/86 6HQGL®IVHUYLFH SNL

0D\ 73/86 $XWKRUL]DWHR@H¥WHDWIR® 32' H[DPSOH FRP

0D\ 73/86 8VLQVYHUYHU

0D\ 73/86 1%B:$,7 $ & 6WDUWHGBHFWLPHRXW

0D\ 73/86 1%B:$,7 ZURWHQWLUHE\WHVHTXHVW

0D\ 73/86 :RXOGORFNKLOHHDGLODNKHDGHU

0D\ 73/86 5($' UHDEQWLUHKHDGHUWHW[SHFWE\WHV

0D\ 73/86 5($' UHDEQWLUHE\WHWHVSRQVH

0D\ 73/86 $ & 3URFHVVMXHHSOSDFNHW

0D\ 73/86 UHFHLYBBWKRUL]DWHR SR QRN )8,/

0D\ &5<372B3.,B$PXWKRUL]DWHRQLQOHGS$ RUSSSVHUY HIRWRX QG

0D\ &5<372B3.,B$$KRFHUW DSSOLFDWMREO EMMXQG DLOLQJ

0D\ &5<372B3.,B$HXWKRUL]DWLRIHG

0D\ &5<372B3.$$$DXWKRUL]DWRIRALVWs&6/DE DQ&XVHU

32" H[DPSOH FRPLOHG

0D\ &5<372 ,.03B,19$/B&(&AUWLILFDWHHLYH®RP LV

EDGFHUWLILFDWHDOLG

0D\ &5<372B3.7UXVW 3RLQW(57 6(5%LFNHGS

0D\ &5<372B3.)RXQ6G LVVXHRDWFK

0D\ &5<372B3.FHUWHYRFDWYWQWX@NQRZQ

0D\ &5<372B3.&HUWLILFYWOLGDWHBKRKWY RF D WRERIF N

0D\ 8&5<372B3.,BSFKHFNLYFSDXWKRUL]DWSEBODE32' H[DPSOH FRP
DOO!

0D\ $$% %,1' %LQG |

0D\ $$$ $87+25] SLFNPHWKRGVWs&6/DE

0D\ 73/86 4XHXLGS$$SXWKRUL]DWHR@HVWIRUSURFHVVLQJ

0D\ 73/86 SURFHVVDQAWKRUL]DWHRRHY @&

0D\ 73/86 3URWRPROWRLRQH 6NLSSLQJ

0D\ 73/86 6HQGL®IVHUYLFH SNL

0D\ 73/86 $XWKRUL]DWHR@H¥WHDWIHR® 32' H[DPSOH FRP

0D\ 73/86 8VLQVYHUYHU

0D\ 73/86 IO % JRW.PPHGLDAVR) QHRQQHZ

0D\ 73/86 5,7( % 6WDUWHGHFWLPHRXW

0D\ 73/86 5,7( ZURWHOWLUHE\WHUHTXHVW

0D\ 73/86 5($' UHDEQWLUHKHDGHUWHW[SHFWE\WHYV

0D\ 73/86 5($' UHDEQWLUHE\WHWHVSRQVH

0D\ 73/86 % 3URFHVVMXHHSOSDFNHW

0D\ 73/86 UHFHLYBBSWKRUL]DWHR SR QRN )8,/

0D\ &5<372B3.,B$OPXWKRUL]DWHRQLQOHGS$$ RUSSSVHUY HIRWRX QG

0D\ &5<372B3.,B$$KRFHUW DSSOLFDWMREO. EMMXQG DLOLQJ

0D\ &5<372B3.,B$HXWKRUL]DWLRIHG

0D\ &5<372B3.$$$DXWKRUL]DWRIRALVWs&6/DE DQXVHU

32" H[DPSOH FRPLOHG

0D\ &5<372 ,.03B,19$/B&(&AUWLILFDWHHLYH®RP LV

EDGFHUWLILFD@WHDOLG

"HYLFH

'"HYLFHVKRZEU\SWIRVNP$D

GVW VUF VWDWH FRQQ LN\ORW

00B.(<B(;&+

Examples: Configuring a Revocation Mechanism

This section contains the following configuration examples that can be used when specifying a revocation
mechanism for your PKI:

Example:Configuring an OCSP Server

The following example shows how to configure the router to use the OCSP server that is specified in the AIA
extension of the certificate:
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'"HYLFH FRQIEFU\SWRNLWUXVWS RRLQNS
'"HYLFH FD WUXVW3RIYRWDWLRQ RIKMBN

Example:Specifying a CRL and Then an OCSP Server

The following example shows how to configure the router to download the CRL from the CDP. If the CRL
is unavailable, the OCSP server that is specified in the AIA extension of the certificate will be used. If both
options fail, certificate verification will also fail.

'"HYLFH FRQIEU\SWRNLWUXVWS RLQ\S
'"HYLFH FD WUXVWSRIYRWDWLRQ FKBRERVS

Example: Specifying an OCSP Server

The following example shows how to configure your device to use the OCSP server at the HTTP URL
“http://myocspserver:81.” If the server is down, the revocation check will be ignored.

'"HYLFH FRQILBU\SWRNLWUXVWSRLQN8
'HYLFH FD WUXVWSREQWUXKWWS P\RFVSVHUYHU
'"HYLFH FD WUXVWSBHYPRFDWLRQ RENENRQH

Example: Disabling Nonces in Communications with the 0OCSP Server

The following example shows communications when a nonce, or a unique identifier for the OCSP request, is
disabled for communications with the OCSP server:

'"HYLFH FRQILBU\SWRNLWUXVWSRL\QNS

'HYLFH FD WUXVWSREQWUKWWS P\RFVSVHUYHU
'HYLFH FD WUXVWSBHYPWFDWLRQ REKNENRQH
'"HYLFH FD WUXVWSREQ®LVDEOH QRQFH

Example:Configuring a Hub Router at a Central Site for Certificate Revocation Checks

The following example shows a hub router at a central site that is providing connectivity for several branch
offices to the central site.

The branch offices are also able to communicate directly with each other using additional IPSec tunnels
between the branch offices.

The CA publishes CRLs on an HTTP server at the central site. The central site checks CRLs for each peer
when setting up an IPSec tunnel with that peer.

The example does not show the IPSec configuration--only the PKI-related configuration is shown.

Home Office Hub Configuration

FU\SWRNLWUXVW S FOL3Q W :

HQUROOPHOWWWS FD KRPH RIILFH FRP FHUWVUY PVFHS PVFHS GOO
VHULDO QX RERHIH

ITGQQRQH

LS DGGUHWRQH

VXEMHFW QRDPRPRIILFH, QF FQ &HQWIBREODWH ZD\

UHYRFDWLRQ FKBFN
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Central Site Hub Router

'"HYLFHVKRZU\SWRDFHUWLILFDWH
&HUWLILFDWH
6WDWX$/YDLODEOH

&HUWLILFBWWLDIXPEHU) % ( &$
&HUWLILFBWHIH*HQHUB®USRVH
,2VVXHU

FQ &8HQWRBOWLILFBWWKRULW\
R +RPRIILFHQF
6XEMHFW
1DPH&HQWUTBA*DWHZD\
FQ &HQWUYBOD DWHZD\
R +RPRIILFHQF
&5/'LVWULEXWARI@M WV

KWWS FD KRPH RIILFH FRP &HUW(QUROO KRPH RIILFH FUO
9DOLGLWWH

VWD U3 W H *076HS
HQG GDWH *076HS
UHQHZD W H *07-DQ

$VVRFLDWHBVWSRLAW *:
&$&HUWLILFDWH
6WDWX$YDLODEOH
&HUWLILFBWUWLDIXPEHU ( ) $ ) &$
&HUWLILFBWBHIH6LIQDWXUH
L VVXHU
FQ &HQWEBOWLILFBYWKRULW\
R +RPHRIILFH QF
6XEMHFW
FQ &HQWEBOWLILFBYWKRULW\
R +RPHRIILFH QF
&5/'LVWULEXWARI@®Q WV

KWWS FD KRPH RIILFH FRP &HUW(QUROO KRPH RIILFH FUO
9DOLGLWWH

VWD U3 WH *072FW
HQG GDWH *072FW
$VVRFLDWHEBVWSRLQW® *:

Trustpoint on the Branch Office Router

FU\SWRNLWUXVWSRIRPMH RIILFH

HQUROOPHOWWWS FD KRPH RIILFH FRP FHUWVUY PVFHS PVFHS GOO
VHULDO QX RERHIH
ITGQQRQH

LS DGGUHMWQH

VXEMHFW RDPRIPRIIILFH QF FQ %UDQFK
UHYRFDWLRQ FKBFN

A certificate map is entered on the branch office router.

'"HYLFHFRQILIXWHUPLQDO

(QWHERQILIXUDWIRPPDQRWQIBHWLQH (QGZLWRK17/ =
EUDQFK FRQIEU\SWRNLFHUWLILFPWSFHQWUDO VLWH
EUDQFK FD FHUWLILFDWH PDS

The output from the show certificate command on the central site hub router shows that the certificate was
issued by the following:

FQ &8HQWRBHOWLILFBWWKRULW\
R +RPRIILFHQF
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These two lines are combined into one line using a comma (,) to separate them, and the original lines are
added as the first criteria for a match.

'"HYLFH FD FHUWLILFDWIHWFRBU QBRHQ &HQWEBOWLILFBXYWKRULWX +RPHILFH

QF
7TKHDERYBLQHUDSSHEGWKRXE HVKRZRORQHOLQALWKVKKLQBER YHW

The same combination is done for the subject name from the certificate on the central site router (note that
the line that begins with “Name:” is not part of the subject name and must be ignored when creating the
certificate map criteria). This is the subject name to be used in the certificate map.

cn=Central VPN Gateway

o=Home Office Inc

'HYLFH FD FHUWLILFDWWXEMHAFW QDFIQ FHQWUYBQDWHZDR KRPRIILFH QF

Now the certificate map is added to the trustpoint that was configured earlier.

'"HYLFH FD FHUWLILFDWHUR®DBRNLWUXVWSRIRPM RIILFH

'"HYLFH FD WUXVWSRDYWKHUWLILFPWRWUDO WINMIBUHYRFDWLRQ FKHFEN
'"HYLFH FD WUXVWSR[LLQW

'"HYLFH FRQILB[LW

The configuration is checked (most of configuration is not shown).

"HYLFHZULWWHUP
0DQ\OLQH®HIVRXW

FU\SWRNLWUXVWSRLRPM RIILFH

HQUROOPHOWWWS FD KRPH RIILFH FRP FHUWVUY PVFHS PVFHS GOO
VHULDO QX RERHIH

ITGQQRQH

LS DGGUHMRQH

VXEMHFW QRDPRPBRIILFH QF FQ %UDQFK

UHYRFDWLRQ FKBFN

PDWFKHUWLILFEW@WUDO WIM(BUHYRFDWLRQ FKHFN

FU\SWRNLFHUWLILFPWSHQWUDO VLWH

LVVXHU QBPRAQ &HQWUSHUWLILFBYWWKRULRX +RPRIILFH QF
VXEMHFW QIOFI®) FHQWUDDQDWHZDR KRPIRIILFHQF
PDQOLQHWHIWRXW

Note that the issuer-name and subject-name lines have been reformatted to make them consistent for later
matching with the certificate of the peer.

If the branch office is checking the AAA, the trustpoint will have lines similar to the following:

FU\SWRNLWUXVWSRIRPH RIILFH

DXWRLVWOORZBOLVW

DXWKVHYVXEMRPPRQQDPH
After the certificate map has been defined as was done above, the following command is added to the trustpoint
to skip AAA checking for the central site hub.

PDWFKHUWLILFPWEWUDO WINVEDXWKRUL]J]DWLRQ FKHFN
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In both cases, the branch site router has to establish an IPSec tunnel to the central site to check CRLs or to
contact the AAA server. However, without the match certificatecommand and central-site skip
authorization-check (argument and keyword), the branch office cannot establish the tunnel until it has
checked the CRL or the AAA server. (The tunnel will not be established unless the match certificatecommand
and central-site skip authorization-check argument and keyword are used.)

The match certificate command and allow expired-certificate keyword would be used at the central site if
the router at a branch site had an expired certificate and it had to establish a tunnel to the central site to renew
its certificate.

Trustpoint on the Central Site Router

FU\SWRNLW UXVW S FOL3Q W :

HQUROOPHIXWWWS FD KRPH RIILFH FRP FHUWVUY PVFHS PVFHS GOO
VHULDO QX RERHQH

ITGQQRQH

LS DGGUHHRQH

VXEMHFW QRDPRPRIILFH QF FQ &HQWIBRODWHZD\

UHYRFDWLRQ FKBFN

Trustpoint on the Branch 1 Site Router

'"HYLFHVKRZU\SWRDFHUWLILFDWH
&HUWLILFDWH
6WDWX$/YDLODEOH

&HUWLILFBWWLDIXPEHU) % ( &$
&HUWLILFBWHIH*HQHUB®RUSRVH
,2VVXHU

FQ &8HQWERBOWLILFBYWWKRULW\

R +RPRIILFHQF
6XEMHFW

1DPH%UDQFKSLWH

FQ %UDQF&LWH

R +RPRIILFHQF
&5/'LVWULEXWIRI@D WV

KWWS FD KRPH RIILFH FRP & HUW(QUROO KRPH RIILFH FUO
9DOLGLVDWH

VWD U WH *076HS
HQG GDWH *072FW
UHQH&ZDWH *07-DQ

$VVRFLDWHBVWSRLERNFH RIILFH
&$&HUWLILFDWH

6WDWX$/YDLODEOH
&HUWLILFBWWBLDIXPEHU ( ) $ ) &%
&HUWLILFBWMIH6LIQDWXUH
,2VVXHU

FQ &HQWRHOWLILFBWWKRULW\

R +RPHRIILFH QF
6 XEMHFW

FQ &HQWRHOWLILFBWWKRULW\

R +RPHRIILFH QF
&5/'LVWULEXWARI@Q WYV

KWW S FD KRPH RIILFH FRP &HUW(QUROO KRPH RIILFH FUO
9DOLGLWWH

VWD U WH *072FW

HQG GDWH *072FW
$VVRFLDWHBVWSRLEWRNFH RIILFH

A certificate map is entered on the central site router.

. Security Configuration Guide, Cisco 10S XE Fuji 16.8.x (Catalyst 3850 Switches)



| Configuring Authorization and Revocation of Certificates in a PKI
Examples: Configuring Certificate Authorization and Revocation Settings .

"HYLFHFRQILJXWHUPLQDO
(QWHERQILIJXUDWIRPPDQ RO HWLQH(QGZLWR1T7/ =

'"HYLFH FRQILBU\SWRNLFHUWLILFPWS8E UDQFK

'"HYLFH FD FHUWLILFDWIHVFRBU QBRFAQ &HQWERBOWLILFBMMMKRULRX +RPHILFH
,QF

7KHDERYBLQHUDSSEGWKRXEGHSDUWI WKIDLQBER YHW

'"HYLFH FD FHUWLILFDWWXEM$HFW QiITFI®) %UDKFOLWH R KRPHLFH. QF

The certificate map is added to the trustpoint.

'"HYLFH FD FHUWLILFDWHUR®DWERN LW U XV W S RL3Q W :

'"HYLFH FD WUXVWSRDYWHUWLILFBEWBQFROOREZSLUHG FHUWLILFDWH
'"HYLFH FD WUXVWSRLQW

'"HYLFH FRQILB[LW

The configuration should be checked (most of the configuration is not shown).

"HYLFHZULWWHUP
PDQOLQHEHIWRXW

FU\SWRNLW UXV W S FOL3Q W :

HQUROOPHIXWWWS FD KRPH RIILFH FRP FHUWVUY PVFHS PVFHS GOO
VHULDO QX RERHQH

ITGQQRQH

LS DGGUHRQH

VXEMHFW QRDOPRPRIILFH QF FQ &HQWIBRODWHZD\

UHYRFDWLRQ FKBFN

PDWFKHUWLILFEWBQFROOREZSLUHG FHUWLILFDWH

FU\SWRNLFHUWLILFPWSFHQWUDO VLWH
LVVXHU QPRAQ &HQWUDHUWLILFBWWKRULRX +RPRIILFH, QF
VXEMHFW QIDFKY FHQWUDSQUDWHZDR KRPIRIILFH QF
PDQOLQH®HIVRXW

The match certificatecommand and branchl allow expired-certificate (argument and keyword) and the
certificate map should be removed as soon as the branch router has a new certificate.

Examples: Configuring Certificate Authorization and Revocation Settings

This section contains the following configuration examples that can be used when specifying a CRL cache
control setting or certificate serial number session control:

Configuring CRL Cache Control
The following example shows how to disable CRL caching for all CRLs associated with the CA1 trustpoint:

FU\SWRNLW UXVW S RLIQ W
HQUROOPHIOQWWWS &$
LS DGGUHBVW(WKHUQHW
FUOTXHUDGDS OGDSB&S
UHYRFDWLRQ FKBFN
FUO FDFRRQH

The current CRL is still cached immediately after executing the example configuration shown above:

Device# show crypto pki crls

&5/, VVXHUDPH
FQ QDRHUWDQDJHU RX SNL R H[DPSOH FRP F 86
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/DVW8SGDWH *07 1RY
1H[W8SGDWH *07 1RY
SHWULHYHBP&5/'LVWULE X WLRL®D W

OGDS OGDS H[DPSOH FRP&&ELUWDEBJHU 2 H[DPSOH FRP

When the current CRL expires, a new CRL is then downloaded to the router at the next update. The crl-cache
nonecommand takes effect and all CRLs for the trustpoint are no longer cached; caching is disabled. You can
verify that no CRL is cached by executing the show crypto pki crls command. No output will be shown
because there are no CRLs cached.

The following example shows how to configure the maximum lifetime of 2 minutes for all CRLs associated
with the CA1 trustpoint:

FU\SWRNLWUXVWSRLRW
HQUROOPHOQWWWS &$
LS DGGUHBVW(WKHUQHW
FUOTXHUDGDS OGDSB&S$
UHYRFDWLRQ FKBFN
FUO FDFEHOHWH DIWHU

The current CRL is still cached immediately after executing the example configuration above for setting the
maximum lifetime of a CRL:

Devicett show crypto pki crls

&5/ ,VVXHUDPH

FQ QDR UWDQDJHU RX SNL R H[DPSOH FRP F 86

/DVW8SGDWH *07 1RY

1H[W8SGDWH *07 1RY

S5HWULHYHBRP&5/'LVWULEXWIRI@®W

OGDS OGDS H[DPSOH FRP&&UWD®BJHU 2 H[DPSOH FRP

"KHONKHXUUH®® H[SLUHW QHZ&5/LVGRZQORDWRGK W RXWBWWKKH[WSGDWR/G
WKHUO FDFEHOHWH DIWHU
FRPPD@®NHMIHFW/KLVQHZORDFKHEG/DQ®O W XEVHTXEOWZLOEHGHOHWH® HU
DPD[LPX®LIHWLRH PLQXWHYV
<RXFDQ'HULIWKDWKH5/ZLOEHFDFKH®U PLQXWHVH[HFXWL@BENKRZEU\SWRNL
FUOV
FRPPDQIRWWKDWKHH[W8SGDW.IRHY PLQXWBMHWKHDVWS8SGDIWLRH

Device# show crypto pki crls

&5/ ,VVXHUDPH
FQ QDRHHUWDQDJHU RX SNL R H[DPSOH FRP F 86
/DVW8SGDWH *071RY

1H[W8SGDWH *071RY
S5HWULHYHBP&5/'LVWULEXWIRI@ W

ldap://1dap.example.com/CN=name Cert Manager,0O=example.com

Configuring Certificate Serial Number Session Control

The following example shows the configuration of certificate serial number session control using a certificate
map for the CALl trustpoint:

FU\SWRNLW UXVW S RLIQ W
HQUROOPHOWWWS &$
FKDLQ YDOLG DAWLRRQ
FUOTXHUDGDS OGDSBVHUYHU
UHYRFDWLRQ FKBFN
PDWFKHUWLILFBW@
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FU\SWRNLFHUWLILFPWSUO
VHULDO QXHKFRHUG

Note If the matd-criteria value is set to eq (equal) instead of €O (contains), the serial number must match the
certificate map serial number exactly, including any spaces.

The following example shows the configuration of certificate serial number session control using AAA
attributes. In this case, all valid certificates will be accepted if the certificate does not have the serial number
“4ACA.”

FU\SWRNLWUXVW S RLR W
HQUROOPHOQWWWS &$
LS DGGUHBVW(WKHUQHW
FUOTXHUDGDS OGDSB&S$
UHYRFDWLRQ FKBFN
DDDRQHZ PRGHO

DDIDWWULERWHKFUO
DWWULEXWHDWOBHHUW VHULD®&®RW

The server log shows that the certificate with the serial number “4ACA” was rejected. The certificate rejection
is shown using exclamation points.

‘HF &5<372B3.7UXVW 3REGWSLFNHGS

‘HF &5<372B3.ORFNHGUXVWSRIQWI HIFRXQW

‘HF &5<372B3.XQORFNMGBXVWSRIQWIHIFRX QW

‘HF &5<372B3.0ORFNHGUXVWSRIQWI HIFRXQW

‘HF &5<372B3.YDOLGDWIRWKDV FHUWYV

‘HF &5<372B3.)RXQ6G LVVXHRDWFK

‘HF &5<372B3.8VLQ&$ WRYDOLGDFMHHWLILFDWH

‘HF &5<372B3.&HUWLILFIWELGDWHGKRKWY RFDWHERIQF N

‘HF &5<372B3.fHOHFW#$GXVHUQDPH.,$$$

‘HF &5<372B3.$QWLFLSBWHFNLOFSOLVW &5/

‘HF &5<372B3.,BSFKHFNLYSSDXWKRUL]DWISRQ3.,$$$ / DOO!
‘HF &5<372B3.,B$SYH DXWKRUL]BWRR®PDOLGDWLRDWX}

‘HF $$% %, 1" %LQG |

‘HF $$$ $87+25] 3LFNPHWK RG VW& S5/

‘HF &5<372B3.,B$YHSODWWULEXWHUW DSSOLFDWLR@O

‘HF &5<372B3.,B$YHSODWWULEXWHIUW WUXVW S R LEBN

‘HF &5<372B3.,B$YHSODWWULEXWHUW VHULDO QRY&S$

‘HF &5<372B3.,B$FHUW VHUGBEBVQPWWFK $&$ $&$

‘HF &5<372B3.,B$SRVW DXWKRULFKDLRQ OLGDWLRDW X

‘HF 8&5<372B3.$$$DXWKRUL]DWRIRILVW&5/ DQ®&VHU3.,$$$ IDLOHG
‘HF &5<372B3.FKDLOHUWDVDQFKRUMBNUXVWSRISQW QGKDLQ
YDOLGDWURQX WV &5<372B3.,B&(57B127B$87+25,=("

‘HF &5<372 ,.03B,19%$/B&&HUWLILFDWHHLYH®P LVEDG
FHUWLILFRD@YHDOLG

‘HF &5<372 ,.03B02'(B)$,/83URFHVVIRQODLPRGHDLOHBLWISHHU
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Examples: Configuring Certificate Chain Validation

This section contains the following configuration examples that can be used to specify the level of certificate
chain processing for your device certificates:

Configuring Certificate Chain Validation from Peer to Root CA

In the following configuration example, all of the certificates will be validated--the peer, SubCA11, SubCAl,
and RootCA certificates.

FU\SWRNLW UXVW S FIRRW & $
HQUROOPWMBWPLQDO

FKDLQ YDOLG DAWLRRQ
UHYRFDWLRQ BRIQAN
UVDNH\SBRRW&S
FU\SWRNLW UXV W S FOLXEE $
HQUROOPWMBWPLQDO

FKDLQ YDOLGDIFRDRQ GBRRWE&ES
UHYRFDWLRQ BRIQAN
UVDNH\S BIXE &$
FU\SWRNLW UXVW S FOLXEE $
HQUROOPMBWPLQDO

FKDLQ YDOLGF\R DRVQ GBXHE & $
UHYRFDWLRQ BRIQAN
UVDNH\S BIXE &$

Configuring Certificate Chain Validation from Peer to Subordinate CA

In the following configuration example, the following certificates will be validated--the peer and SubCA1
certificates.

FU\SWRNLW UXVW S FEIRRW & $
HQUROOPWMBWPLQDO

FKDLQ YDOLG DAWLRRQ
UHYRFDWLRQ BRIQAN
UVDNH\SBRRW&S
FU\SWRNLW UXVW S FOLXEE $
HQUROOPMBWPLQDO

FKDLQ YDOLGDIFRDRQ GBRRWS&ES
UHYRFDWLRQ BRIQAN
UVDNH\S BIXE &$
FU\SWRNLW UXVW S FOLXEE $
HQUROOPMBWPLQDO

FKDLQ YDOLGF\R DRQ GBXHE & $
UHYRFDWLRQ BRIAN
UVDNH\S BIXE &$

Configuring Certificate Chain Validation Through a Gap

In the following configuration example, SubCA1 is not in the configured Cisco IOS hierarchy but is expected
to have been supplied in the certificate chain presented by the peer.

If the peer supplies the SubCAL certificate in the presented certificate chain, the following certificates will
be validated--the peer, SubCA11, and SubCA1 certificates.
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If the peer does not supply the SubCA 1 certificate in the presented certificate chain, the chain validation will
fail.

FU\SWRNLW UXVW S FEIRRW & $
HQUROOPWMBWPLQDO

FKDLQ YDOLG DAWLRRSQ
UHYRFDWLRQ BRIMFN
UVDNH\SBRRWE&S
FU\SWRNLWUX VW S RLXEW $
HQUROOPWMBWPLQDO

FKDLQ YDOLG FWRDRQ GRRW&$
UHYRFDWLRQ BRIFN
UVDNH\S BIXE &$

Additional References

Related Documents

Related Topic Document Title

Overview of PKI, including RSA keys, certificate | “Cisco IOS PKI Overview: Understanding and
enrollment, and CAs Planning a PKI” module

RSA key generation and deployment “Deploying RSA Keys Within a PKI” module

Certificate enrollment: supported methods, enrollment | “Configuring Certificate Enrollment for a PKI”
profiles, configuration tasks module

Cisco 10S certificate server overview information | “Configuring and Managing a Cisco 10S Certificate
and configuration tasks Server for PKI Deployment ” module

Technical Assistance

Description Link

The Cisco Support and Documentation website https://www.cisco.com/cisco/web/support/index.html
provides online resources to download documentation,
software, and tools. Use these resources to install and
configure the software and to troubleshoot and resolve
technical issues with Cisco products and technologies.
Access to most tools on the Cisco Support and
Documentation website requires a Cisco.com user ID
and password.

Feature Information for Certificate Authorization and Revocation

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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Table 48: Feature Information for PKI Certificate Authorization and Revocation

Feature Name Releases Feature Information
PKI Certificate Authorization and Revocation | Cisco I0S XE Fuji The feature was
16.8.1a introduced.
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