
      
      
      Command Modes

      
         The Cisco IOS user
            		interface is divided into many different modes. The commands available to you
            		depend on which mode you are currently in. Enter a question mark (?) at the
            		system prompt to obtain a list of commands available for each command mode. 
            	 
         

         
         You can start a CLI
            		session through a console connection, through Telnet, an SSH, or by using the
            		browser. 
            	 
         

         
         When you start a
            		session, you begin in user mode, often called user EXEC mode. Only a limited
            		subset of the commands are available in user EXEC mode. For example, most of
            		the user EXEC commands are one-time commands, such as 
            		show commands,
            		which show the current configuration status, and 
            		clear commands,
            		which clear counters or interfaces. The user EXEC commands are not saved when
            		the 
            		device
            		reboots. 
            	 
         

         
         To have access to all
            		commands, you must enter privileged EXEC mode. Normally, you must enter a
            		password to enter privileged EXEC mode. From this mode, you can enter any
            		privileged EXEC command or enter global configuration mode. 
            	 
         

         
         Using the configuration
            		modes (global, interface, and line), you can make changes to the running
            		configuration. If you save the configuration, these commands are stored and
            		used when the 
            		device
            		reboots. To access the various configuration modes, you must start at global
            		configuration mode. From global configuration mode, you can enter interface
            		configuration mode and 
               		line configuration mode 
            		. 
            	 
         

         
         This table describes
            		the main command modes, how to access each one, the prompt you see in that
            		mode, and how to exit the mode. 
            		 
            	 
         

         
         
         
            
               Command Mode
                     		Summary
               
                  
                     	 
                        				
                        Mode 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Access Method 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Prompt 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Exit Method 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        About This Mode 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        User EXEC 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Begin a session
                           				  using Telnet, SSH, or console. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Device>



                        
                        			 
                     
                     	 
                        				
                        Enter 
                           				  logout or 
                           				  quit. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode to
                           				  
                           				
                        

                        
                        				
                        
                           	 
                              					 
                              Change
                                 						terminal settings. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Perform
                                 						basic tests. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Display
                                 						system information. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Privileged EXEC 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        While in user
                           				  EXEC mode, enter the 
                           				  enable command. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Device#



                        
                        			 
                     
                     	 
                        				
                        Enter 
                           				  disable to exit. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode to
                           				  verify commands that you have entered. Use a password to protect access to this
                           				  mode. 
                           				
                        

                        
                        				 
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Global
                           				  configuration 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        While in
                           				  privileged EXEC mode, enter the 
                           				  configure
                           				  command. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Device(config)#



                        
                        			 
                     
                     	 
                        				
                        To exit to
                           				  privileged EXEC mode, enter 
                           				  exit or 
                           				  end, or press 
                           				  Ctrl-Z. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode to
                           				  configure parameters that apply to the entire 
                           				  device.
                           				  
                           				
                        

                        
                        				 
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        VLAN
                           				  configuration 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        While in global
                           				  configuration mode, enter the 
                           				  vlan 
                              					 vlan-id command. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Device(config-vlan)#



                        
                        			 
                     
                     	 
                        				
                        To exit to
                           				  global configuration mode, enter the 
                           				  exit command. 
                           				
                        

                        
                        				
                        To return to
                           				  privileged EXEC mode, press 
                           				  Ctrl-Z or
                           				  enter 
                           				  end. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode to
                           				  configure VLAN parameters. When VTP mode is transparent, you can create
                           				  extended-range VLANs (VLAN IDs greater than 1005) and save configurations in
                           				  the 
                           				  device
                           				  startup configuration file. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Interface
                           				  configuration 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        While in
                           				  global configuration mode, enter the 
                           				  interface
                           				  command (with a specific interface). 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Device(config-if)#



                        
                        			 
                     
                     	 
                        				
                        To exit to
                           				  global configuration mode, enter 
                           				  exit. 
                           				
                        

                        
                        				
                        To return to
                           				  privileged EXEC mode, press 
                           				  Ctrl-Z
                           				  or enter 
                           				  end. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode
                           				  to configure parameters for the Ethernet ports. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Line
                           				  configuration 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        While in
                           				  global configuration mode, specify a line with the 
                           				  line vty or 
                           				  line console
                           				  command. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Device(config-line)#



                        
                        			 
                     
                     	 
                        				
                        To exit to
                           				  global configuration mode, enter 
                           				  exit. 
                           				
                        

                        
                        				
                        To return to
                           				  privileged EXEC mode, press 
                           				  Ctrl-Z
                           				  or enter 
                           				  end. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode
                           				  to configure parameters for the terminal line. 
                           				
                        

                        
                        				 
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      CLI Error Messages

      
         
            This table  lists some error messages that you might encounter while using the CLI to configure your device.
         

         
         
         
            
               Common CLI Error Messages
               
                  
                     	
                        
                        Error Message

                        
                        
                     
                     
                     	
                        
                        Meaning

                        
                        
                     
                     
                     	
                        
                        How to Get Help

                        
                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        % Ambiguous command: "show con"

                        
                        
                     
                     	
                        
                        You did not enter enough characters for your device  to recognize the command.
                        

                        
                        
                     
                     
                     	
                        
                        Reenter the command followed by a question mark (?) without any space between the command and the question mark.

                        
                        
                        The possible keywords that you can enter with the command appear.

                        
                        
                     
                     
                  

                  
                  
                     	
                        % Incomplete command.

                        
                        
                     
                     	
                        
                        You did not enter all of the keywords or values required by this command.

                        
                        
                     
                     
                     	
                        
                        Reenter the command followed by a question mark (?) with a space between the command and the question mark.

                        
                        
                        The possible keywords that you can enter with the command appear.

                        
                        
                     
                     
                  

                  
                  
                     	
                        % Invalid input detected at ‘^’ marker.

                        
                        
                     
                     	
                        
                        You entered the command incorrectly. The caret (^) marks the point of the error.

                        
                        
                     
                     
                     	
                        
                        Enter a question mark (?) to display all of the commands that are available in this command mode.

                        
                        
                        The possible keywords that you can enter with the command appear.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Logging

      
         You can log and view changes to the device configuration. You can use the Configuration Change Logging and Notification feature to track changes on a per-session and
            per-user basis. The logger tracks each configuration command that is applied, the user who entered the command, the time that
            the command was entered, and the parser return code for the command. This feature includes a mechanism for asynchronous notification
            to registered applications whenever the configuration changes. You can choose to have the notifications sent to the syslog.
            
         

         
         
            
               	[image: ../images/note.gif]
Note
               	



                  
                  Only CLI or HTTP changes are logged. 

                  
                  
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring the Command History

      
         The software provides a history or record of commands that you have entered. The command history feature is particularly useful
            for recalling long or complex commands or entries, including access lists. You can customize this feature to suit your needs.
         

         
      

      
      
      
         
         	Changing the Command History Buffer Size

         
         	Recalling Commands

         
         	Disabling the Command History Feature

         
      

      
      
      
         
      

      
      
      
   
      
      
      Accessing the CLI 
         	 
      

      
         

         
         You can access the CLI
            		through a console connection, through Telnet, a SSH, or by using the browser. 
            	 
         

         
         You manage the switch
            		stack and the stack member interfaces through the 
            		active switch. You cannot manage stack members on an
            		individual switch basis. You can connect to the 
            		active switch through the console port or the Ethernet
            		management port of one or more stack members. Be careful with using multiple
            		CLI sessions on the 
            		active switch. Commands that you enter in one session
            		are not displayed in the other sessions. Therefore, it is possible to lose
            		track of the session from which you entered commands. 
            	 
         

         
          
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


We recommend using
                     		  one CLI session when managing the switch stack. 
                     		
                     

                  
               

            

            
            	 
         

         
         If you want to configure
            		a specific stack member port, you must include the stack member number in the
            		CLI command interface notation. 
            	 
         

         
         To debug the standby switch,
            		use the 
            		session standby ios 
               		 privileged EXEC command from the active switch to access the IOS
            		console of the standby switch. To debug a specific stack member, use the 
            		session switch 
               		  stack-member-number privileged EXEC command from
            		the active switch to access the diagnostic shell of the stack member. For more
            		information about these commands, see the switch command reference. 
            	 
         

         
         To debug a specific stack
            		member, you can start a CLI session from the stack master by using the 
            		session 
               		  stack-member-number privileged EXEC command. The
            		stack member number is appended to the system prompt. For example, 
            		Switch-2# is the
            		prompt for stack member 2 where the system prompt for the stack master is
            		Switch. Only the 
            		show and 
            		debug commands
            		are available in a CLI session to a specific stack member. You can also use the
            		
            		remote command 
               		  stack-member-number LINE privileged EXEC command
            		on the stack master to enable debugging on a member switch without first
            		starting a session. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Finding Feature
         	 Information
      

      
         

         
         Your software release
            		may not support all the features documented in this module. For the latest
            		caveats and feature information, see Bug Search Tool and the release notes for
            		your platform and software release. To find information about the features
            		documented in this module, and to see a list of the releases in which each
            		feature is supported, see the feature information table at the end of this
            		module. 
            	 
         

         
         Use Cisco Feature
            		Navigator to find information about platform support and Cisco software image
            		support. To access Cisco Feature Navigator, go to 
            		http:/​/​www.cisco.com/​go/​cfn.
            		An account on Cisco.com is not required.
            	 
         

         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
   
      
      
      Benefits of
         	 AVB
      

      
         AVB is a standard based mechanism to
            		enable Ethernet based audio-video transmission which has the following
            		benefits:
            	 
         

         
         
            	
               		  
               Guaranteed max Latency
                  		  
               

               

               
               		
            

            
            	
               		  
               Time Synchronized
                  		  
               

               

               
               		
            

            
            	
               		  
               Bandwidth Guaranteed
                  		  
               

               

               
               		
            

            
            	
               		  
               Professional Grade
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Components of AVB
         	 Network
      

      
         AVB protocols operate
            		only in domains where every device is AVB capable. The AVB network comprises of
            		the AVB talkers, AVB listeners, AVB switches and the grandmaster clock source. 
            	 
         

         
         
            	 
               		  
               AVB Talker - An
                  			 AVB end station that is the source or producer of a stream, i.e. microphones,
                  			 video camera, and so on. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               AVB Listener - An
                  			 AVB end station that is the destination or consumer of a stream, i.e. speaker,
                  			 video screen, and so on. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               AVB Switch - An
                  			 Ethernet switch that complies with IEEE802.1 AVB standards. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               AVB stream: A data
                  			 stream associated with a stream reservation compliant with the Stream
                  			 Reservation Protocol (SRP). 
                  		  
               

               

               
               		  
               
                  
                     	[image: ../images/note.gif]
Note
                     	


 
                        			 
                         In some
                           				instances, the word “bridge” is used. In this context, it references to a
                           				switch. 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
         

         
         The IEEE 802.1BA
            		specification requires that an AVB talker must be grandmaster capable. In a
            		typical deployment a network node can also be the grandmaster, provided it can
            		either source or derive timing from a grandmaster capable device and provide
            		the timing to the AVB network using IEEE 802.1AS. 
            	 
         

         
         Figure 1 shows a
            		simple illustration of AVB network with different components. 
            	 
         

         
         Figure 1: AVB Network
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         In many instances, the
            		Audio/Video end points (Microphone, Speaker, etc.) are analog devices. AVB
            		end-point vendors introduce Digital Signal Processors (DSP) and I/O devices
            		that provide extensive audio/video processing and aggregate the end-points into
            		an AVB Ethernet interface, as shown in Figure 2. 
            	 
         

         
         Figure 2: Vendor audio I/O System
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      Functions of
         	 MSRP
      

      
         MSRP performs the following
            		functions:
            	 
         

         
         
            	
               		  
               Allows Talkers to advertise
                  			 Streams and Listeners to discover and register for Streams.
                  		  
               

               

               
               		
            

            
            	
               		  
               Establishes a path through an Ethernet between a Talker and one or
                  			 more Listeners.
                  		  
               

               

               
               		
            

            
            	
               		  
               Provides guaranteed bandwidth for AVB Streams.
                  		  
               

               

               
               		
            

            
            	
               		  
               Guarantees an upper bound on latency.
                  		  
               

               

               
               		
            

            
            	
               		  
               Discovers and reports the worst case end-to-end latency between the
                  			 Talker and each of its Listeners.
                  		  
               

               

               
               		
            

            
            	
               		  
               Reports failure reason and location when a path between the Talker
                  			 and a Listener cannot satisfy bandwidth requirements.
                  		  
               

               

               
               		
            

            
            	
               		  
               Supports multiple classes of traffic with different latency targets.
                  		  
               

               

               
               		
            

            
            	
               		  
               Protects best effort traffic from starvation by limiting AVB
                  			 traffic.
                  		  
               

               

               
               		
            

            
            	
               		  
               MSRP Talker declarations are not forwarded along the STP blocked
                  			 ports.
                  		  
               

               

               
               		
            

            
            	
               		  
               MSRP listens to the STP TCN notification to generate MSRP
                  			 declarations tear /modify / establish streams.
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Migrating from Flat
         	 Policy Formats to Hierarchical Policy Formats - Guidelines and
         	 Restrictions
      

      
         

         
         Follow the below
            		guidelines when migrating from flat policy formats to hierarchical policy
            		formats for AVB: 
            	 
         

         
         
            	 
               		  
               If you upgrade
                  			 from Cisco IOS XE Denali 16.3.1 to Cisco IOS XE Denali 16.3.2, QoS policies
                  			 that are in startup configuration of the device will fail with errors. Follow
                  			 the steps below to properly install HQoS policies on your device: 
                  		  
                  
                     	
                        				
                        Use the 
                           				  no avb command to disable AVB globally.
                           				  
                           
                              
                                 	[image: ../images/note.gif]
Note
                                 	



                                    					 
                                    When you disable AVB, all the policy-maps and class-maps are
                                       						automatically removed from the configuration. But, the access-lists are not
                                       						removed automatically. You must remove the access-lists manually. Ensure that
                                       						all the QoS policy constructs are removed before upgrading to Cisco IOS XE
                                       						Denali 16.3.2.
                                       					 
                                    

                                    
                                    				  
                                    

                                 
                              

                           

                           
                           				
                        

                        
                        			 
                     

                     
                     	
                        				
                        Enable AVB using the 
                           				  avb command. When AVB is enabled, HQoS
                           				  for AVB also gets enabled.
                           				
                        

                        

                        
                        			 
                     

                     
                  

                  
                  		  
               

               
               		
            

            
            	 
               		  
               We do not
                  			 recommend migrating from a hierarchical policy format supported release to a
                  			 flat policy format supported release. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               You can only
                  			 modify child policies. Parent policies are completely governed by MSRP. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                
                  			 show running
                        				  config command displays only the child policies. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Starting from
                  			 Cisco IOS XE Denali 16.3.2, 
                  			 show running config
                        				  interface command will not display any details of the policy
                  			 attached. You should use 
                  			 show policy-map
                        				  interface command for displaying all the details of the policy
                  			 attached. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Campus
         	 Fabric
      

      
         Campus Fabric provides the basic
            		infrastructure for building virtual networks based on policy-based segmentation
            		constructs. This module describes how to configure Campus Fabric on Cisco
            		Catalyst Switches.
            	 
         

         
      

      
      
      
         
         	Campus Fabric Overview

         
         	Auto-Configured Commands on Fabric Edge Devices

         
         	Example: Configuring Fabric Edge, Border and Control-Plane Devices

         
      

      
      
      
         
      

      
      
      
   
      
      
      Campus Fabric
         	 Overview
      

      
         

         
         Campus Fabric provides
            		the basic infrastructure for building virtual networks based on policy-based
            		segmentation constructs. Fabric Overlay provides services such as host mobility
            		and enhanced security, which are additional to normal switching and routing
            		capabilities. 
            	 
         

         
         Campus Fabric Overlay
            		provisioning consists of three main components: 
            	 
         

         
         
            	 
               		  
               Control-Plane 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Data-Plane 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Policy-Plane 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
         	Understanding Fabric Domain Elements

         
         	Campus Fabric Configuration Guidelines

         
      

      
      
      
         
      

      
      
      
   
      
      
      Understanding Fabric
         	 Domain Elements
      

      
         

         
         The following figure
            		displays the elements that make up the fabric domain. 
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               Fabric Edge
                  			 Devices — Provide connectivity to users and devices that connect to the fabric
                  			 domain. Fabric edge devices identify and authenticate endpoints, and register
                  			 endpoint ID information in the fabric host-tracking database. They encapsulate
                  			 at ingress and decapsulate at egress, to forward traffic to and from endpoints
                  			 connected to the fabric domain. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Fabric
                  			 Control-Plane Devices — Provide overlay reachability information and
                  			 endpoints-to-routing-locator mapping, in the host-tracking database. The
                  			 control-plane device receives registrations from fabric edge devices with local
                  			 endpoints, and resolves requests from edge devices to locate remote endpoints.
                  			 You can configure up to 3 control-plane devices to allow redundancy on your
                  			 network. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Fabric Border
                  			 Devices — Connect traditional Layer 3 networks or different fabric domains to
                  			 the local domain, and translate reachability and policy information, such as
                  			 VRF and SGT information, from one domain to another. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Virtual Contexts —
                  			 Provide virtualization at the device level, using virtual routing and
                  			 forwarding (VRF) to create multiple instances of Layer 3 routing tables.
                  			 Contexts or VRFs provide segmentation across IP addresses, allowing for
                  			 overlapped address space and traffic separation. You can configure up to 32
                  			 contexts in the fabric domain
                  		  
               

               

               
               		
            

            
            	 Host-Pools — Group endpoints
               		  in the fabric domain into IP pools, and identify them with a VLAN ID and an IP
               		  subnet. 
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About CleanAir

      
         

         
         

         
         Cisco CleanAir is a spectrum intelligence solution designed to proactively manage the challenges of a shared wireless spectrum.
            All of the users of the shared spectrum can be seen (both native devices and foreign interferers). It also enables the network
            to act upon this information. For example, the interfering device can be manually removed or the system can automatically
            change the channel away from the interference.
         

         
         A Cisco CleanAir system consists of CleanAir-enabled access points, wireless controller modules, mobility controllers, mobility
            anchors and next generation switches. The access points join the mobility controller directly or through the mobility anchor.
            They collect information about all devices that operate in the industrial, scientific, and medical (ISM) bands, identify and
            evaluate the information as a potential interference source, and forward it to the device. The device controls the access points, collects spectrum data, and forwards information to Cisco Prime Infrastructure (PI) or a Cisco
            Mobility Services Engine (MSE) upon request. 
         

         
         Any networking configurations can be performed only on the mobility controller, configurations cannot be performed in the
            MA mode. However, any radio level CleanAir configurations can be done using mobility anchor.
         

         
         For every device operating in the unlicensed band, Cisco CleanAir tells what it is, where it is, how it is impacting the wireless
            network, and what actions should be taken. It simplifies RF. 
         

         
         Wireless LAN systems operate in unlicensed 2.4-GHz and 5-GHz ISM bands. Many devices like microwave ovens, cordless phones,
            and Bluetooth devices also operate in these bands and can negatively affect the Wi-Fi operations. 
         

         
         Some of the most advanced WLAN services, such as voice over wireless and IEEE 802.11n radio communications, could be significantly
            impaired by the interference caused by other legal users of the ISM bands. The integration of Cisco CleanAir functionality
            addresses this problem of radio frequency (RF) interference. 
         

         
      

      
      
      
         
         	Cisco CleanAir Components

         
         	Terms Used in Cisco CleanAir

         
         	Interference Types that Cisco CleanAir can Detect

         
         	Interference Device Merging

         
         	Persistent Devices

         
         	EDRRM and AQR Update Mode

         
         	CleanAir High Availability

         
      

      
      
      
         
      

      
      
      
   
      
      
      Interference Types that Cisco CleanAir can Detect

      
         

         
         
            Cisco CleanAir can detect interference, report on the location and severity of the interference, and recommend different mitigation
               strategies. Two such mitigation strategies are persistent device avoidance and spectrum event-driven RRM. New

            
            Wi-Fi chip-based RF management systems share these characteristics:
               
                  	Any RF energy that cannot be identified as a Wi-Fi signal is reported as noise.

                  
                  	Noise measurements that are used to assign a channel plan tend to be averaged over a period of time to avoid instability or
                     rapid changes that can be disruptive to certain client devices.
                  

                  
                  	Averaging measurements reduces the resolution of the measurement. As such, a signal that disrupts clients might not look like
                     it needs to be mitigated after averaging.
                  

                  
                  	All RF management systems available today are reactive in nature.

                  
               

               
            

            
            Cisco CleanAir is different and can positively identify not only the source of the noise but also its location and potential
               impact to a WLAN. Having this information allows you to consider the noise within the context of the network and make intelligent
               and, where possible, proactive decisions. For CleanAir, two types of interference events are common: 
               
                  	Persistent interference

                  
                  	Spontaneous interference

                  
               

               
            

            
            Persistent interference events are created by devices that are stationary in nature and have intermittent but largely repeatable
               patterns of interference. For example, consider the case of a microwave oven located in a break room. Such a device might
               be active for only 1 or 2 minutes at a time. When operating, however, it can be disruptive to the performance of the wireless
               network and associated clients. Using Cisco CleanAir, you can positively identify the device as a microwave oven rather than
               indiscriminate noise. You can also determine exactly which part of the band is affected by the device, and because you can
               locate it, you can understand which access points are most severely affected. You can then use this information to direct
               RRM in selecting a channel plan that avoids this source of interference for the access points within its range. Because this
               interference is not active for a large portion of the day, existing RF management applications might attempt to again change
               the channels of the affected access points. Persistent device avoidance is unique, however, in that it remains in effect as
               long as the source of interference is periodically detected to refresh the persistent status. The Cisco CleanAir system knows
               that the microwave oven exists and includes it in all future planning. If you move either the microwave oven or the surrounding
               access points, the algorithm updates RRM automatically. 
               
                  
                     	[image: ../images/note.gif]
Note
                     	



                        Spectrum event-driven RRM can be triggered only by Cisco CleanAir-enabled access points in local mode.

                        
                        

                     
                  

               

               
            

            
            Spontaneous interference is interference that appears suddenly on a network, perhaps jamming a channel or a range of channels
               completely. The Cisco CleanAir spectrum event-driven RRM feature allows you to set a threshold for air quality (AQ) that,
               if exceeded, triggers an immediate channel change for the affected access point. Most RF management systems can avoid interference,
               but this information takes time to propagate through the system. Cisco CleanAir relies on AQ measurements to continuously
               evaluate the spectrum and can trigger a move within 30 seconds. For example, if an access point detects interference from
               a video camera, it can recover by changing channels within 30 seconds of the camera becoming active. Cisco CleanAir also identifies
               and locates the source of interference so that more permanent mitigation of the device can be performed at a later time. 
            

            
            In the case of Bluetooth devices, Cisco CleanAir-enabled access points can detect and report interference only if the devices
               are actively transmitting. Bluetooth devices have extensive power save modes. For example, interference can be detected when
               data or voice is being streamed between the connected devices. 
            

            
            
            
            
            
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
       Interference Device Merging

      
         

         
         The Interference Devices (ID) messages are processed on a Mobility Controller (MC). The Mobility Anchor
            (MA) forwards the ID messages from APs and hence they are processed on the MC. The MC
            has visibility of the neighbor information across APs connected to
            different MAs.
         

         
         ID merging logic requires AP neighbor information. Neighbor
            information is obtained from the RRM module. This api only gives neighbor
            information to the APs directly connected to MC. 
         

         
          Currently the AP neighbor list on MA is synced
            to MC once every 3 minutes; hence the AP neighbor list obtained by
            this api could be at most 3 mins old. This delay results in delay
            in merging of Devices as they are discovered. The subsequent
            periodic merge will pick up the updated neighbor information and
            merge is performed
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Persistent Devices

      
         

         
         Some interference devices such as outdoor bridges and Microwave Ovens only transmit when needed. These devices can cause significant
            interference to the local WLAN due to short duration and periodic operation remain largely undetected by normal RF management
            metrics. With CleanAir the RRM DCA algorithm can detect, measure, register and remember the impact and adjust the DCA algorithm.
            This minimizes the use of channels affected by the persistent devices in the channel plan local to the interference source.
            Cisco CleanAir detects and stores the persistent device information in the device and this information is used to mitigate interfering channels. 
         

         
      

      
      
      
         
         	Persistent Devices Detection

         
         	Persistent Device Avoidance

         
      

      
      
      
         
      

      
      
      
   
      
      
      Persistent Devices Detection

      
         

         
         
            
            
            CleanAir-capable Monitor Mode access point collects information about persistent devices on all configured channels and store
               the information in controller. Local/Bridge mode AP detects interference devices on the serving channels only. 
            

            
            
            
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring Cisco Spectrum Expert

      
      
         
         	Configuring Spectrum Expert (CLI)

         
      

      
      
      
         
      

      
      
      
   
      
      
      Access Ports

      
         An access port belongs
            		to and carries the traffic of only one VLAN (unless it is configured as a voice
            		VLAN port). Traffic is received and sent in native formats with no VLAN
            		tagging. Traffic arriving on an access port is assumed to belong to the VLAN
            		assigned to the port. 
            		If an access port receives a
               		  tagged packet (Inter-Switch Link [ISL] or IEEE 802.1Q tagged), the packet is
               		  dropped, and the source address is not learned. 
            	 
         

         
         The types of access
            		ports supported are: 
            	 
         

         
         
            	 
               		  
               Static access
                  			 ports are manually assigned to a VLAN (or through a RADIUS server for use with
                  			 IEEE 802.1x. 
                  		  
               

               

               
               		
            

            
         

         
         You can also configure
            		an access port with an attached Cisco IP Phone to use one VLAN for voice
            		traffic and another VLAN for data traffic from a device attached to the phone. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      EtherChannel Port Groups

      
         EtherChannel port groups treat multiple switch ports as one switch port. These port groups act as a single logical port for
            high-bandwidth connections between devices or between devices and servers. An EtherChannel balances the traffic load across the links in the channel. If a link within the EtherChannel
            fails, traffic previously carried over the failed link changes to the remaining links. You can group multiple trunk ports
            into one logical trunk port, group multiple access ports into one logical access port, group multiple tunnel ports into one
            logical tunnel port, or group multiple routed ports into one logical routed port. Most protocols operate over either single
            ports or aggregated switch ports and do not recognize the physical ports within the port group. Exceptions are the DTP, the
            Cisco Discovery Protocol (CDP), and the Port Aggregation Protocol (PAgP), which operate only on physical ports. 
         

         
         When you configure an EtherChannel, you create a port-channel logical interface and assign
            an interface to the EtherChannel. For Layer 3 interfaces, you manually create the logical
            interface by using the interface port-channel global
            configuration command. Then you manually assign an interface to the EtherChannel by using
            the channel-group interface configuration command. For Layer 2
            interfaces, use the channel-group interface configuration command
            to dynamically create the port-channel logical interface. This command binds the physical
            and logical ports together. 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      10-Gigabit Ethernet
         	 Interfaces
      

      
         A 10-Gigabit Ethernet
            		interface operates only in full-duplex mode. The interface can be configured as
            		a switched or routed port. 
            	 
         

         
         For more information
            		about the Cisco TwinGig Converter Module, see the 
            		device hardware installation guide and your
            		transceiver module documentation.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default Ethernet Interface Configuration

      
         To configure Layer 2 parameters, if the interface is in Layer 3 mode, you must enter the 
               switchport
                interface configuration command without any parameters to put the interface into Layer 2 mode. This shuts down the interface
            and then re-enables it, which might generate messages on the device to which the interface is connected. When you put an interface
            that is in Layer 3 mode into Layer 2 mode, the previous configuration information related to the affected interface might
            be lost, and the interface is returned to its default configuration.
         

         
         
         
            
               This table shows the Ethernet interface default configuration, including some features that apply only to Layer 2 interfaces.
                     

Default Layer 2 Ethernet Interface Configuration
               
                  
                     	
                        
                        Feature

                        
                        
                     
                     
                     	
                        
                        Default Setting

                        
                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        
                        Operating mode

                        
                        
                     
                     
                     	
                        
                        Layer 2 or switching mode (switchport
                           command).
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Allowed VLAN range

                        
                        
                     
                     
                     	
                        
                        VLANs 1– 4094. 

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Default VLAN (for access ports)

                        
                        
                     
                     
                     	
                        
                        VLAN 1 (Layer 2 interfaces only).

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Native VLAN (for IEEE 802.1Q trunks)

                        
                        
                     
                     
                     	
                        
                        VLAN 1 (Layer 2 interfaces only).

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        VLAN trunking

                        
                        
                     
                     
                     	
                        
                        Switchport mode dynamic auto (supports DTP) (Layer 2 interfaces only).

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Port enable state

                        
                        
                     
                     
                     	
                        
                        All ports are enabled.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Port description

                        
                        
                     
                     
                     	
                        
                        None defined.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Speed

                        
                        
                     
                     
                     	
                        
                        Autonegotiate. (Not supported on the 10-Gigabit interfaces.)

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Duplex mode

                        
                        
                     
                     
                     	
                        
                        Autonegotiate. (Not supported on the 10-Gigabit interfaces.)

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Flow control

                        
                        
                     
                     
                     	
                        
                        Flow control is set to receive: off. It is always
                           off for sent packets.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        EtherChannel (PAgP)

                        
                        
                     
                     
                     	
                        
                        Disabled on all Ethernet ports. 

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Port blocking (unknown multicast and unknown unicast traffic)

                        
                        
                     
                     
                     	
                        
                        Disabled (not blocked) (Layer 2 interfaces only).

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Broadcast, multicast, and unicast storm control

                        
                        
                     
                     
                     	
                        
                        Disabled. 

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Protected port

                        
                        
                     
                     
                     	
                        
                        Disabled (Layer 2 interfaces only). 

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Port security

                        
                        
                     
                     
                     	
                        
                        Disabled (Layer 2 interfaces only). 

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Port Fast

                        
                        
                     
                     
                     	
                        
                        Disabled.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Auto-MDIX

                        
                        
                     
                     
                     	
                        
                        Enabled.

                        
                        
                        
                           
                              	Note   
                                    
                                    
                              	
                                 
                                 The switch might not support a pre-standard powered device—such as Cisco IP phones and access points that do not fully support
                                    IEEE 802.3af—if that powered device is connected to the switch through a crossover cable. This is regardless of whether auto-MIDX
                                    is enabled on the switch port.
                                 

                                 
                                 
                              
                           

                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Power over Ethernet (PoE)

                        
                        
                     
                     
                     	
                        
                        Enabled (auto).

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IEEE 802.3x Flow Control

      
         
            Flow control enables connected Ethernet ports to control traffic rates during congestion by allowing congested nodes to pause
               link operation at the other end. If one port experiences congestion and cannot receive any more traffic, it notifies the other
               port by sending a pause frame to stop sending until the condition clears. Upon receipt of a pause frame, the sending device
               stops sending any data packets, which prevents any loss of data packets during the congestion period.
            

            
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     
                     The switch ports can receive, but not send, pause frames.

                     
                     
                     

                  
               

            

            
            You use the flowcontrol interface configuration command to set
               the interface’s ability to receive pause frames to
               on, off, or
               desired. The default state is
               off.
            

            
            When set to desired, an interface can operate with an attached
               device that is required to send flow-control packets or with an attached device that is
               not required to but can send flow-control packets. 
            

            
            These rules apply to flow control settings on the device:

            
            
               	
                  
                  receive on (or desired): The
                     port cannot send pause frames but can operate with an attached device that is
                     required to or can send pause frames; the port can receive pause frames.
                  

                  

                  
                  
               

               
               	
                  
                  receive off: Flow control does not operate in either
                     direction. In case of congestion, no indication is given to the link partner, and
                     no pause frames are sent or received by either device.
                  

                  

                  
                  
               

               
            

            
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     
                     For details on the command settings and the resulting flow control resolution on
                        local and remote ports, see the flowcontrol interface
                        configuration command in the command reference for this release.
                     

                     
                     
                     

                  
               

            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure Interface Characteristics

      

      
      
      
         
         	Configuring Interfaces

         
         	Adding a Description for an Interface

         
         	Configuring a Range of Interfaces

         
         	Configuring and Using Interface Range Macros

         
         	Configuring Ethernet Interfaces

         
         	Configuring Multigigabit Ethernet Parameters

         
         	Configuring IEEE 802.3x Flow Control

         
         	Configuring Layer 3 Interfaces

         
         	Configuring Logical Layer 3 GRE Tunnel Interfaces

         
         	Configuring SVI Autostate Exclude

         
         	Shutting Down and Restarting the Interface

         
         	Configuring the Console Media Type

         
         	Configuring the USB Inactivity Timeout

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring Ethernet Interfaces

      

      
      
      
         
         	Setting the Interface Speed and Duplex Parameters

         
      

      
      
      
         
      

      
      
      
   
      
      
      Clearing and Resetting Interfaces and Counters

      
         
         
            
               Clear Commands for Interfaces
               
                  
                     	
                        
                        Command

                        
                        
                     
                     
                     	
                        
                        Purpose

                        
                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        
                        clear counters [interface-id]

                        
                        
                        
                     
                     
                     	
                        
                        Clears interface counters.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        clear interface
                              interface-id

                        
                        
                        
                     
                     
                     	
                        
                        Resets the hardware logic on an interface.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        clear line [number | console 0 |
                              vty
                              number]

                        
                        
                        
                     
                     
                     	
                        
                        Resets the hardware logic on an asynchronous serial line.
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                  The clear counters privileged EXEC command does not clear
                     counters retrieved by using Simple Network Management Protocol (SNMP), but only those
                     seen with the show interface privileged EXEC command.
                  

                  
                  
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Examples for Interface Characteristics

      

      
      
      
         
         	Adding a Description to an Interface: Example

         
         	Displaying Downshift Status of Interfaces: Examples

         
         	Configuring a Range of Interfaces: Examples

         
         	Configuring and Using Interface Range Macros: Examples

         
         	Setting Interface Speed and Duplex Mode: Example

         
         	Configuring Layer 3 Interfaces: Example

         
         	Configuring the Console Media Type: Example

         
         	Configuring the USB Inactivity Timeout: Example

         
      

      
      
      
         
      

      
      
      
   
      
      
      Auto-MDIX on an
         	 Interface
      

      
         

         
         

         
         When automatic
            		medium-dependent interface crossover (auto-MDIX) is enabled on an interface,
            		the interface automatically detects the required cable connection type
            		(straight through or crossover) and configures the connection appropriately.
            		When connecting 
            		devices without the auto-MDIX feature, you must
            		use straight-through cables to connect to devices such as servers,
            		workstations, or routers and crossover cables to connect to other 
            		devices
            		or repeaters. With auto-MDIX enabled, you can use either type of cable to
            		connect to other devices, and the interface automatically corrects for any
            		incorrect cabling. For more information about cabling requirements, see the
            		hardware installation guide. 
            	 
         

         
         
         
            
               This table shows
                     		the link states that result from auto-MDIX settings and correct and incorrect
                     		cabling. 
                     	 

Link Conditions
                     		and Auto-MDIX Settings
               
                  
                     	 
                        				
                        Local Side
                           				  Auto-MDIX 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Remote Side
                           				  Auto-MDIX 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        With Correct
                           				  Cabling 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        With Incorrect
                           				  Cabling 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        On 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        On 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Link up 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Link up 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        On 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Off 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Link up 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Link up 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Off 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        On 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Link up 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Link up 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Off 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Off 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Link up 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Link down 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure Auto-MDIX

      
      
         
         	Configuring Auto-MDIX on an Interface

         
      

      
      
      
         
      

      
      
      
   
      
      
      Ethernet Management
         	 Port Direct Connection to a 
         	 Device

      
         

         
         Connecting a
               		  Switch to a PC. This figure
               		  displays how to connect the Ethernet management port to the PC for a 
               		  device
               		  or a standalone 
               		  device.
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      Ethernet Management
         	 Port Connection to Stack 
         	 Devices
         	 using a Hub
      

      
         

         
         In a stack with only
            		stack 
            		devices, all the Ethernet management ports on
            		the stack members are connected to a hub to which the PC is connected. The
            		active link is from the Ethernet management port on the 
            		active switchthrough the hub, to the PC. If the
            		activedevice fails and a new active 
            		device is elected, the active link is now
            		from the Ethernet management port on the new active 
            		device to the PC. 
            	 
         

         
         

         
         Connecting a 
               		  Device Stack to a PC. This figure
               		  displays how a PC uses a hub to connect to a 
               		  device stack. 
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                  	Management
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                  	4
                  
                  	PC
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Ethernet Management
         	 Port and Routing
      

      
         

         
         By default, the
            		Ethernet management port is enabled. The 
            		device
            		cannot route packets from the Ethernet management port to a network port, and
            		the reverse. Even though the Ethernet management port does not support routing,
            		you may need to enable routing protocols on the port. 
            	 
         

         
         Network Example
               		  with Routing Protocols Enabled.  Enable routing
               		  protocols on the Ethernet management port when the PC is multiple hops away
               		  from the 
               		  device
               		  and the packets must pass through multiple Layer 3 devices to reach the PC. 
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         In the above figure ,
            		if the Ethernet management port and the network ports are associated with the
            		same routing process, the routes are propagated as follows: 
            	 
         

         
         
            	 
               		  
               The routes from
                  			 the Ethernet management port are propagated through the network ports to the
                  			 network. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The routes from
                  			 the network ports are propagated through the Ethernet management port to the
                  			 network. 
                  		  
               

               

               
               		
            

            
         

         
         Because routing is not
            		supported between the Ethernet management port and the network ports, traffic
            		between these ports cannot be sent or received. If this happens, data packet
            		loops occur between the ports, which disrupt the 
            		device
            		and network operation. To prevent the loops, configure route filters to avoid
            		routes between the Ethernet management port and the network ports. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure the Ethernet Management Port

      
      
         
         	Disabling and Enabling the Ethernet Management Port

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure  MTU Sizes

      
      
         
         	Configuring the System MTU

         
         	Configuring Protocol-Specific MTU

         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure Internal Power Supplies

      
      
         
         	Configuring Internal Power Supply

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure PoE

      

      
      
      
         
         	Configuring a Power Management Mode on a PoE Port

         
         	Enabling Power on Signal/Spare Pairs

         
         	Configuring Power Policing

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure the XPS 2200

      
         

         
         You can configure the XPS from any switch connected to an XPS port. If you enter XPS configuration commands on more than one
            switch, the last configuration applied takes effect. Only the switch and port name are saved in the switch configuration file.
         

         
      

      
      
      
         
         	Configuring System Names

         
         	Configuring XPS Ports

         
         	Configuring XPS Power Supplies

         
      

      
      
      
         
      

      
      
      
   
      
      
      Additional References

      
         

         
         The following sections provide references related to switch administration:

         
      

      
      
      
         
         	Feature History and Information for XPS 2200

         
         	Related Documents

         
         	Standards

         
         	MIBs

         
         	RFCs

         
         	Technical Assistance

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About
         	 Configuring IPv6 MLD Snooping
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Note
               	


To use IPv6 MLD Snooping, the
                  		switch must be running the LAN Base image. 
                  	 
                  

               
            

         

         
         You can use Multicast
            		Listener Discovery (MLD) snooping to enable efficient distribution of IP
            		Version 6 (IPv6) multicast data to clients and routers in a switched network on
            		the switch. Unless otherwise noted, the term switch refers to a standalone
            		switch and to a switch
               		  stack. 
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Note
               	


Stacking is supported only on
                  		Catalyst 2960-X switches running the LAN base image. 
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Note
               	


To use IPv6, you
                  		must configure the dual IPv4 and IPv6 Switch Database Management (SDM) template
                  		on the switch. 
                  		
                  On switches running the LAN
                     		  Base feature set, the routing template is not supported. 
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Note
               	


For complete syntax
                  		and usage information for the commands used in this chapter, see the command
                  		reference for this release or the Cisco IOS documentation referenced in the
                  		procedures. 
                  	 
                  

               
            

         

         
      

      
      
      
         
         	Understanding MLD Snooping

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure IPv6 MLD Snooping

      
         

         
      

      
      
      
         
         	Default MLD Snooping Configuration

         
         	MLD Snooping Configuration Guidelines

         
         	Enabling or Disabling MLD Snooping on the Switch (CLI)

         
         	Enabling or Disabling MLD Snooping on a VLAN (CLI)

         
         	Configuring a Static Multicast Group (CLI)

         
         	Configuring a Multicast Router Port (CLI)

         
         	Enabling MLD Immediate Leave (CLI)

         
         	Configuring MLD Snooping Queries (CLI)

         
         	Disabling MLD Listener Message Suppression (CLI)

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default MLD Snooping Configuration

      
         
         
            
               Default MLD Snooping Configuration
               
                  
                     	
                        
                        Feature

                        
                        
                     
                     
                     	
                        
                        Default Setting

                        
                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        
                        MLD snooping (Global)

                        
                        
                     
                     
                     	
                        
                        Disabled.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        MLD snooping (per VLAN)

                        
                        
                     
                     
                     	
                        
                        Enabled. MLD snooping must be globally enabled for VLAN MLD snooping to take place.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        IPv6 Multicast addresses

                        
                        
                     
                     
                     	
                        
                        None configured.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        IPv6 Multicast router ports

                        
                        
                     
                     
                     	
                        
                        None configured.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        MLD snooping Immediate Leave

                        
                        
                     
                     
                     	
                        
                        Disabled.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        MLD snooping robustness variable

                        
                        
                     
                     
                     	
                        
                        Global: 2; Per VLAN: 0.

                        
                        
                        
                           
                              	Note   
                                    
                                    
                              	
                                 
                                 The VLAN value overrides the global setting. When the VLAN value is 0, the VLAN uses the global count.

                                 
                                 
                              
                           

                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Last listener query count

                        
                        
                     
                     
                     	
                        
                        Global: 2; Per VLAN: 0.

                        
                        
                        
                           
                              	Note   
                                    
                                    
                              	
                                 
                                 The VLAN value overrides the global setting. When the VLAN value is 0, the VLAN uses the global count.

                                 
                                 
                              
                           

                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Last listener query interval

                        
                        
                     
                     
                     	
                        
                        Global: 1000 (1 second); VLAN: 0.

                        
                        
                        
                           
                              	Note   
                                    
                                    
                              	
                                 
                                 The VLAN value overrides the global setting. When the VLAN value is 0, the VLAN uses the global interval.

                                 
                                 
                              
                           

                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        TCN query solicit

                        
                        
                     
                     
                     	
                        
                        Disabled.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        TCN query count

                        
                        
                     
                     
                     	
                        
                        2.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        MLD listener suppression

                        
                        
                     
                     
                     	
                        
                        Disabled.

                        
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Displaying MLD Snooping Information

      
         You can display MLD snooping information for dynamically learned and statically configured router ports and VLAN interfaces.
            You can also display IPv6 group address multicast entries for a VLAN configured for MLD snooping.
         

         
         
         
            
               Commands for Displaying MLD Snooping Information
               
                  
                     	
                        
                        Command

                        
                        
                     
                     
                     	
                        
                        Purpose

                        
                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        
                        
                           
                              show ipv6 mld snooping 
                              [
                              vlan 
                              
                           
                              vlan-id
                              ]
                        

                        
                        
                     
                     
                     	
                        
                        Displays the MLD snooping configuration information for all VLANs on the switch or for a specified VLAN. 

                        
                        
                        (Optional) Enter 
                              vlan
                               
                           vlan-id to display information for a single VLAN. The VLAN ID range is 1 to 1001 and 1006 to 4094.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        
                           
                              show ipv6 mld snooping mrouter
                               [
                              vlan
                               
                           
                              vlan-id
                              ]
                        

                        
                        
                     
                     
                     	
                        
                        Displays information on dynamically learned and manually configured multicast router interfaces. When you enable MLD snooping,
                           the switch automatically learns the interface to which a multicast router is connected. These are dynamically learned interfaces.
                        

                        
                        
                        (Optional) Enters 
                              vlan
                               
                           vlan-id to display information for a single VLAN. The VLAN ID range is 1 to 1001 and 1006 to 4094.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        
                           
                              show ipv6 mld snooping querier 
                              [
                              vlan
                               
                           
                              vlan-id
                              ]
                        

                        
                        
                     
                     
                     	
                        
                        Displays information about the IPv6 address and incoming port for the most-recently received MLD query messages in the VLAN.

                        
                        
                        (Optional) Enters 
                              vlan
                               
                           vlan-id to display information for a single VLAN.The VLAN ID range is 1 to 1001 and 1006 to 4094.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        
                           
                              show ipv6 mld snooping address 
                              [
                              vlan
                               
                           
                              vlan-id
                              ] [
                              count
                               | 
                              dynamic
                               | 
                              user
                              ]
                        

                        
                        
                     
                     
                     	
                        
                        Displays all IPv6 multicast address information or specific IPv6 multicast address information for the switch or a VLAN.

                        
                        
                        
                           	
                              
                              Enters 
                                    count
                                     to show the group count on the switch or in a VLAN.
                              

                              

                              
                              
                           

                           
                           	
                              
                              Enters 
                                    dynamic
                                     to display MLD snooping learned group information for the switch or for a VLAN.
                              

                              

                              
                              
                           

                           
                           	
                              
                              Entesr 
                                    user
                                     to display MLD snooping user-configured group information for the switch or for a VLAN.
                              

                              

                              
                              
                           

                           
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        
                           
                              show ipv6 mld snooping address vlan
                               
                           
                              vlan-id
                               [
                              ipv6-multicast-address
                              ]
                        

                        
                        
                     
                     
                     	
                        
                        Displays MLD snooping for the specified VLAN and IPv6 multicast address. 

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About
         	 Configuring IPv6 Unicast Routing
      

      
         This chapter describes
            		how to configure IPv6 unicast routing on the switch. 
            	 
         

         
         
            
               	[image: ../images/note.gif]
Note
               	


To
                  		use all IPv6 features in this chapter, the switch or stack master must be
                  		running the IP services feature set. Switches running the IP base feature set
                  		support IPv6 static routing, RIP for IPv6, and OSPF. Switches running the LAN
                  		base feature set support only IPv6 host functionality. 
                  	 
                  

               
            

         

         
      

      
      
      
         
         	Understanding IPv6

         
         	Default IPv6 Configuration

         
         	Configuring IPv6 Addressing and Enabling IPv6 Routing (CLI)

         
         	Configuring IPv4 and IPv6 Protocol Stacks (CLI)

         
         	Configuring Default Router Preference (CLI)

         
         	Configuring IPv6 ICMP Rate Limiting (CLI)

         
         	Configuring CEF and dCEF for IPv6

         
         	Configuring Static Routing for IPv6 (CLI)

         
         	Configuring RIP for IPv6 (CLI)

         
         	Configuring OSPF for IPv6 (CLI)

         
         	Configuring EIGRP for IPv6

         
         	Configuring IPv6 Unicast Reverse Path Forwarding

         
         	Displaying IPv6

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6
         	 Addresses
      

      
         The switch supports
            		only IPv6 unicast addresses. It does not support site-local unicast addresses,
            		or anycast addresses.
            	 
         

         
         The IPv6 128-bit
            		addresses are represented as a series of eight 16-bit hexadecimal fields
            		separated by colons in the format: n:n:n:n:n:n:n:n. This is an example of an
            		IPv6 address:
            	 
         

         
         2031:0000:130F:0000:0000:09C0:080F:130B
            	 
         

         
         For easier
            		implementation, leading zeros in each field are optional. This is the same
            		address without leading zeros:
            	 
         

         
         2031:0:130F:0:0:9C0:80F:130B
            	 
         

         
         You can also use two
            		colons (::) to represent successive hexadecimal fields of zeros, but you can
            		use this short version only once in each address:
            	 
         

         
         2031:0:130F::09C0:080F:130B
            	 
         

         
         For more information
            		about IPv6 address formats, address types, and the IPv6 packet header, see the
            		“Implementing IPv6 Addressing and Basic Connectivity” chapter of 
            		Cisco IOS IPv6
               		  Configuration Library on Cisco.com.
            	 
         

         
         In the “Information About
            		Implementing Basic Connectivity for IPv6” chapter, these sections apply to the
            		switch:
            	 
         

         
         
            	 
               		  
               IPv6 Address
                  			 Formats
                  		  
               

               

               
               		
            

            
            	 
               		  
               IPv6 Address Type:
                  			 Unicast
                  		  
               

               

               
               		
            

            
            	
               		  
               IPv6 Address Type:
                  			 Multicast
                  		  
               

               

               
               		
            

            
            	 
               		  
               IPv6 Address
                  			 Output Display
                  		  
               

               

               
               		
            

            
            	 
               		  
               Simplified IPv6
                  			 Packet Header
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      128-Bit Wide Unicast Addresses

      
         The switch supports aggregatable global unicast addresses and link-local unicast addresses. It does not support site-local
            unicast addresses.
         

         
         
            	
               
               Aggregatable global unicast addresses are IPv6 addresses from the aggregatable global unicast prefix. The address structure
                  enables strict aggregation of routing prefixes and limits the number of routing table entries in the global routing table.
                  These addresses are used on links that are aggregated through organizations and eventually to the Internet service provider.
               

               

               
               
               These addresses are defined by a global routing prefix, a subnet ID, and an interface ID. Current global unicast address allocation
                  uses the range of addresses that start with binary value 001 (2000::/3). Addresses with a prefix of 2000::/3(001) through
                  E000::/3(111) must have 64-bit interface identifiers in the extended unique identifier (EUI)-64 format. 
               

               

               
               
            

            
            	
               
               Link local unicast addresses can be automatically configured on any interface by using the link-local prefix FE80::/10(1111
                  1110 10) and the interface identifier in the modified EUI format. Link-local addresses are used in the neighbor discovery
                  protocol (NDP) and the stateless autoconfiguration process. Nodes on a local link use link-local addresses and do not require
                  globally unique addresses to communicate. IPv6 routers do not forward packets with link-local source or destination addresses
                  to other links. 
               

               

               
               
            

            
         

         
         For more information, see the section about IPv6 unicast addresses in the “Implementing
            IPv6 Addressing and Basic Connectivity” chapter in the Cisco IOS IPv6 Configuration
               Library on Cisco.com.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DNS for IPv6

      
         IPv6 supports Domain Name System (DNS) record types in the DNS name-to-address and address-to-name lookup processes. The DNS
            AAAA resource record types support IPv6 addresses and are equivalent to an A address record in IPv4. The switch supports DNS
            resolution for IPv4 and IPv6.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      ICMPv6

      
         The Internet Control Message Protocol (ICMP) in IPv6 generates error messages, such as ICMP destination unreachable messages,
            to report errors during processing and other diagnostic functions. In IPv6, ICMP packets are also used in the neighbor discovery
            protocol and path MTU discovery.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default Router Preference

      
         The switch supports IPv6 default router preference (DRP), an extension in router advertisement messages. DRP improves the
            ability of a host to select an appropriate router, especially when the host is multihomed and the routers are on different
            links. The switch does not support the Route Information Option in RFC 4191.
         

         
         An IPv6 host maintains a default router list from which it selects a router for traffic to offlink destinations. The selected
            router for a destination is then cached in the destination cache. NDP for IPv6 specifies that routers that are reachable or
            probably reachable are preferred over routers whose reachability is unknown or suspect. For reachable or probably reachable
            routers, NDP can either select the same router every time or cycle through the router list. By using DRP, you can configure
            an IPv6 host to prefer one router over another, provided both are reachable or probably reachable.
         

         
         For more information about DRP for IPv6, see the Cisco IOS IPv6 Configuration Library on
            Cisco.com.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 Stateless Autoconfiguration and Duplicate Address Detection

      
         The switch uses stateless autoconfiguration to manage link, subnet, and site addressing changes, such as management of host
            and mobile IP addresses. A host autonomously configures its own link-local address, and booting nodes send router solicitations
            to request router advertisements for configuring interfaces.
         

         
         For more information about autoconfiguration and duplicate address detection, see the
            “Implementing IPv6 Addressing and Basic Connectivity” chapter of Cisco IOS IPv6
               Configuration Library on Cisco.com.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 Applications

      
         The switch has IPv6 support for these applications:

         
         
            	
               
               Ping, traceroute, Telnet, and TFTP

               

               
               
            

            
            	
               
               Secure Shell (SSH) over an IPv6 transport

               

               
               
            

            
            	
               
               HTTP server access over IPv6 transport

               

               
               
            

            
            	
               
               DNS resolver for AAAA over IPv4 transport

               

               
               
            

            
            	
               
               Cisco Discovery Protocol (CDP) support for IPv6 addresses

               

               
               
            

            
         

         
         For more information about managing these applications, see the Cisco IOS IPv6 Configuration Library on
            Cisco.com.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP for IPv6
         	 Address Assignment
      

      
         DHCPv6 enables DHCP
            		servers to pass configuration parameters, such as IPv6 network addresses, to
            		IPv6 clients. The address assignment feature manages non-duplicate address
            		assignment in the correct prefix based on the network where the host is
            		connected. Assigned addresses can be from one or multiple prefix pools.
            		Additional options, such as default domain and DNS name-server address, can be
            		passed back to the client. Address pools can be assigned for use on a specific
            		interface, on multiple interfaces, or the server can automatically find the
            		appropriate pool.
            	 
         

         
         For more information
            		and to configure these features, see the 
            		Cisco IOS IPv6
               		  Configuration Guide.
            	 
         

         
         This document
            		describes only the DHCPv6 address assignment. For more information about
            		configuring the DHCPv6 client, server, or relay agent functions, see the
            		“Implementing DHCP for IPv6” chapter in the 
            		Cisco IOS IPv6
               		  Configuration Library on Cisco.com.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring HSRP for
         	 IPv6
      

      
         HSRP provides routing
            		redundancy for routing IPv6 traffic not dependent on the availability of any
            		single router. IPv6 hosts learn of available routers through IPv6 neighbor
            		discovery router advertisement messages. These messages are multicast
            		periodically or are solicited by hosts. 
            	 
         

         
         An HSRP IPv6 group has
            		a virtual MAC address that is derived from the HSRP group number and a virtual
            		IPv6 link-local address that is, by default, derived from the HSRP virtual MAC
            		address. Periodic messages are sent for the HSRP virtual IPv6 link-local
            		address when the HSRP group is active. These messages stop after a final one is
            		sent when the group leaves the active state. 
            	 
         

         
         
            
               	[image: ../images/note.gif]
Note
               	



                  		
                  When configuring HSRP for IPv6, you must enable HSRP version 2
                     		  (HSRPv2) on the interface.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      EIGRP IPv6

      
         Switches support the
            		Enhanced Interior Gateway Routing Protocol (EIGRP) for IPv6. It is configured
            		on the interfaces on which it runs and does not require a global IPv6 address.
            		Switches running IP Lite only support EIGRPv6 stub routing.
            	 
         

         
         Before running, an
            		instance of EIGRP IPv6 requires an implicit or explicit router ID. An implicit
            		router ID is derived from a local IPv6 address, so any IPv6 node always has an
            		available router ID. However, EIGRP IPv6 might be running in a network with
            		only IPv6 nodes and therefore might not have an available IPv6 router ID. 
            	 
         

         
         For more information
            		about EIGRP for IPv6, see the “Implementing EIGRP for IPv6” chapter in the 
            		Cisco IOS IPv6
               		  Configuration Library on Cisco.com. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      EIGRPv6 Stub Routing

      
         The EIGRPv6 stub routing
            		feature, reduces resource utilization by moving routed traffic closer to the
            		end user. 
            	 
         

         
         In a network using EIGRPv6
            		stub routing, the only allowable route for IPv6 traffic to the user is through
            		a switch that is configured with EIGRPv6 stub routing. The switch sends the
            		routed traffic to interfaces that are configured as user interfaces or are
            		connected to other devices. 
            	 
         

         
         When using EIGRPv6 stub
            		routing, you need to configure the distribution and remote routers to use
            		EIGRPv6 and to configure only the switch as a stub. Only specified routes are
            		propagated from the switch. The switch responds to all queries for summaries,
            		connected routes, and routing updates. 
            	 
         

         
         Any neighbor that receives a
            		packet informing it of the stub status does not query the stub router for any
            		routes, and a router that has a stub peer does not query that peer. The stub
            		router depends on the distribution router to send the proper updates to all
            		peers. 
            	 
         

         
         In the figure given below,
            		switch B is configured as an EIGRPv6 stub router. Switches A and C are
            		connected to the rest of the WAN. Switch B advertises connected, static,
            		redistribution, and summary routes to switch A and C. Switch B does not
            		advertise any routes learned from switch A (and the reverse). 
            	 
         

         
         EIGRP Stub Router
               		  Configuration

[image: ../images/145776.jpg]

         
         For more information about
            		EIGRPv6 stub routing, see “Implementing EIGRP for IPv6” section of the 
            		Cisco IOS IP Configuration
               		  Guide, Volume 2 of 3: Routing Protocols, Release 12.4. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      HTTP(S) Over IPv6

      
         The HTTP client sends requests to both IPv4 and IPv6 HTTP servers, which respond to requests from both IPv4 and IPv6 HTTP
            clients. URLs with literal IPv6 addresses must be specified in hexadecimal using 16-bit values between colons.
         

         
         The accept socket call chooses an IPv4 or IPv6 address family. The accept socket is either an IPv4 or IPv6 socket. The listening
            socket continues to listen for both IPv4 and IPv6 signals that indicate a connection. The IPv6 listening socket is bound to
            an IPv6 wildcard address. 
         

         
         The underlying TCP/IP stack supports a dual-stack environment. HTTP relies on the TCP/IP stack and the sockets for processing
            network-layer interactions.
         

         
         Basic network connectivity (ping) must exist between the client
            and the server hosts before HTTP connections can be made.
         

         
         For more information, see the “Managing Cisco IOS Applications over IPv6” chapter in the
            Cisco IOS IPv6 Configuration Library on Cisco.com.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 Feature
         	 Limitations
      

      
         Because IPv6 is
            		implemented in switch hardware, some limitations occur due to the IPv6
            		compressed addresses in the hardware memory. These hardware limitations result
            		in some loss of functionality and limits some features. 
            	 
         

         
         These are feature
            		limitations. 
            	 
         

         
         
            	 
               		  
               The switch cannot
                  			 forward SNAP-encapsulated IPv6 packets in hardware. They are forwarded in
                  			 software. 
                  		  
               

               

               
               		   
               		
            

            
            	 
               		  
               The switch cannot
                  			 apply QoS classification 
                  			 
                  			 on source-routed IPv6 packets in hardware. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 and Switch
         	 Stacks
      

      
         The switch supports
            		IPv6 forwarding across the stack and IPv6 host functionality on the stack
            		master. The stack master runs the IPv6 unicast routing protocols and computes
            		the routing tables. They receive the tables and create hardware IPv6 routes for
            		forwarding. The stack master also runs all IPv6 applications. 
            	 
         

         
         
            
               	[image: ../images/note.gif]
Note
               	


 
                  		
                  To route IPv6
                     		  packets in a stack, all switches in the stack should be running the 
                     		  IP Base 
                     		  feature set. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         If a new switch
            		becomes the stack master, it recomputes the IPv6 routing tables and distributes
            		them to the member switches. While the new stack master is being elected and is
            		resetting, the switch stack does not forward IPv6 packets. The stack MAC
            		address changes, which also changes the IPv6 address. When you specify the
            		stack IPv6 address with an extended unique identifier (EUI) by using the 
            		ipv6 address 
               		  ipv6-prefix/prefix 
               		  length 
               		  eui-64 interface configuration command, the
            		address is based on the interface MAC address. See the 
            		Configuring IPv6 Addressing and Enabling IPv6 Routing (CLI). 
            	 
         

         
         If you configure the
            		persistent MAC address feature on the stack and the stack master changes, the
            		stack MAC address does not change for approximately 4 minutes. 
            	 
         

         
         These are the
            		functions of IPv6 stack master and members: 
            	 
         

         
         
            	Stack master: 
               		  
               
                  	 
                     				
                     runs IPv6
                        				  routing protocols 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     generates
                        				  routing tables 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     distributes
                        				  routing tables to stack members that use dCEFv6 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     runs IPv6 host
                        				  functionality and IPv6 applications 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	Stack member (must be running
               		  the IP services feature set): 
               		  
               
                  	 
                     				
                     receives CEFv6
                        				  routing tables from the stack master 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     programs the
                        				  routes into hardware 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		  
               
                  
                     	[image: ../images/note.gif]
Note
                     	


 
                        			 
                        IPv6 packets are
                           				routed in hardware across the stack if the packet does not have exceptions
                           				(IPv6 Options) and the switches in the stack have not run out of hardware
                           				resources. 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		  
               
                  	 
                     				
                     flushes the
                        				  CEFv6 tables on master re-election 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default IPv6
         	 Configuration
      

      
         
         
            
               Default IPv6
                     		Configuration
               
                  
                     	 
                        				
                        Feature 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Default
                           				  Setting 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        SDM template 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Advance desktop. Default is
                           				  advanced template
                           				
                        

                        
                        				 
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        IPv6 routing 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Disabled globally and on all
                           				  interfaces 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        CEFv6 or dCEFv6 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Disabled (IPv4 CEF and dCEF
                           				  are enabled by default) 
                           				
                        

                        
                        				
                         
                           				  
                           
                              
                                 	Note   
                                       
                                       
                                 	 
                                    					 
                                    When IPv6
                                       						routing is enabled, CEFv6 and dCEF6 are automatically enabled. 
                                       					 
                                    

                                    
                                    				  
                                 
                              

                           

                           
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        IPv6 addresses
                           				  
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        None
                           				  configured 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring CEF and
         	 dCEF for IPv6
      

      
         Cisco Express
            		Forwarding (CEF) is a Layer 3 IP switching technology to improve network
            		performance. CEF implements an advanced IP look-up and forwarding algorithm to
            		deliver maximum Layer 3 switching performance. It is less CPU-intensive than
            		fast-switching route-caching, allowing more CPU processing power to be
            		dedicated to packet forwarding. 
            		In a switch stack, the
               		  hardware uses distributed CEF (dCEF) in the stack. IPv4
            		CEF and dCEF are enabled by default. IPv6 CEF and dCEF are disabled by default,
            		but automatically enabled when you configure IPv6 routing. 
            	 
         

         
         IPv6 CEF and dCEF are
            		automatically disabled when IPv6 routing is unconfigured. IPv6 CEF and dCEF
            		cannot disabled through configuration. You can verify the IPv6 state by
            		entering the 
            		show ipv6 cef
            		privileged EXEC command. 
            	 
         

         
         To route IPv6 unicast
            		packets, you must first globally configure forwarding of IPv6 unicast packets
            		by using the 
            		ipv6
                  			 unicast-routing global configuration command, and you must
            		configure an IPv6 address and IPv6 processing on an interface by using the 
            		ipv6 address
            		interface configuration command. 
            	 
         

         
         For more information
            		about configuring CEF and dCEF, see 
            		Cisco IOS IPv6
               		  Configuration Library on Cisco.com. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring EIGRP
         	 for IPv6
      

      
         Before configuring the switch to run IPv6 EIGRP, enable routing by
            		entering the ip routing global configuration command,
            		enable the forwarding of IPv6 packets by entering the 
            		ipv6 unicast-routing global configuration
            		command, and enable IPv6 on any Layer 3 interfaces on which you want to enable
            		IPv6 EIGRP.
            	 
         

         
         To set an explicit
            		router ID, use the 
            		show ipv6 eigrp
            		command to see the configured router IDs, and then use the 
            		router-id
            		command.
            	 
         

         
         As with EIGRP IPv4,
            		you can use EIGRPv6 to specify your EIGRP IPv6 interfaces and to select a
            		subset of those as passive interfaces. Use the 
            		passive-interface command to make an interface
            		passive, and then use the 
            		no
                  			 passive-interface command on selected interfaces to make them
            		active. EIGRP IPv6 does not need to be configured on a passive interface.
            	 
         

         
         For more configuration
            		procedures, see the “Implementing EIGRP for IPv6” chapter in the 
            		Cisco IOS IPv6
               		  Configuration Library on Cisco.com.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring IPv6
         	 Unicast Reverse Path Forwarding
      

      
         

         
         The unicast Reverse Path Forwarding
            		(unicast RPF) feature helps to mitigate problems that are caused by the
            		introduction of malformed or forged (spoofed) IP source addresses into a
            		network by discarding IP packets that lack a verifiable IP source address. For
            		example, a number of common types of denial-of-service (DoS) attacks, including
            		Smurf and Tribal Flood Network (TFN), can take advantage of forged or rapidly
            		changing source IP addresses to allow attackers to thwart efforts to locate or
            		filter the attacks. For Internet service providers (ISPs) that provide public
            		access, Unicast RPF deflects such attacks by forwarding only packets that have
            		source addresses that are valid and consistent with the IP routing table. This
            		action protects the network of the ISP, its customer, and the rest of the
            		Internet.
            	 
         

         
         
            
               	[image: ../images/note.gif]
Note
               	



                  	 
                  

               
            

         

         
         
            	Unicast RPF is supported only in IP
               		  services.
               		
            

            
            	Do not configure Unicast RPF
               		  if the switch is in a mixed hardware stack combining more than one switch type.
               		
            

            
         

         
         For detailed IP unicast RPF configuration information, see the 
            		Other Security Features 
               		chapter in the 
            		Cisco IOS Security Configuration Guide, Release 12.4.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Displaying
         	 IPv6
      

      
         For complete syntax
            		and usage information on these commands, see the Cisco IOS command reference
            		publications. 
            	 
         

         
         
         
            
               Command for
                     		Monitoring IPv6
               
                  
                     	 
                        				
                        Command 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Purpose 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        show ipv6 access-list 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays a
                           				  summary of access lists. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 cef 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  Cisco Express Forwarding for IPv6. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 interfaceinterface-id 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  IPv6 interface status and configuration. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 mtu 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  IPv6 MTU per destination cache. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 neighbors 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  IPv6 neighbor cache entries. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 ospf 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  IPv6 OSPF information. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 prefix-list 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays a
                           				  list of IPv6 prefix lists. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 protocols 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays a
                           				  list of IPv6 routing protocols on the switch. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 rip 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  IPv6 RIP routing protocol status. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 rip 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  IPv6 RIP routing protocol status. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 route 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  IPv6 route table entries. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 routers 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays the
                           				  local IPv6 routers. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 static 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  IPv6 static routes. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 traffic 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  IPv6 traffic statistics. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
         
         
            
               Command for
                     		Displaying EIGRP IPv6 Information
               
                  
                     	 
                        				
                        Command 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Purpose 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        show ipv6 eigrp [as-number] 
                              					 interface 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  information about interfaces configured for EIGRP IPv6. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 eigrp [as-number] 
                              					 neighbor 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays the
                           				  neighbors discovered by EIGRP IPv6. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6
                                 						interface[as-number] 
                              					 traffic 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays the
                           				  number of EIGRP IPv6 packets sent and received. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ipv6 eigrptopology [as-number | 
                              					 ipv6-address] [active | 
                              					 all-links | 
                              					 detail-links | 
                              					 pending | 
                              					 summary | 
                              					 zero-successors | 
                              					 Base] 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays
                           				  EIGRP entries in the IPv6 topology table. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring DHCP for IPv6 Address Assignment

      

      
      
      
         
         	Default DHCPv6 Address Assignment Configuration

         
         	DHCPv6 Address Assignment Configuration Guidelines

         
         	Enabling DHCPv6 Server Function (CLI)

         
         	Enabling DHCPv6 Client Function (CLI)

         
      

      
      
      
         
      

      
      
      
         

         
         This section describes only the DHCPv6 address assignment. For more information about
            configuring the DHCPv6 client, server, or relay agent functions, see the “Implementing
            DHCP for IPv6” chapter in the Cisco IOS IPv6 Configuration Library on
            Cisco.com.
         

         

         
      

      
      
   
      
      
      Default DHCPv6 Address Assignment Configuration

      
         By default, no DHCPv6 features are configured on the switch.

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCPv6 Address
         	 Assignment Configuration Guidelines
      

      
         When configuring
            		DHCPv6 address assignment, consider these guidelines: 
            	 
         

         
         
            	In the procedures, the
               		  specified interface must be one of these Layer 3 interfaces: 
               		  
               
                  	 
                     				
                     DHCPv6 IPv6
                        				  routing must be enabled on a Layer 3 interface. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     SVI: a VLAN
                        				  interface created by using the 
                        				  interface vlan 
                           					 vlan_id command. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     EtherChannel
                        				  port channel in Layer 3 mode: a port-channel logical interface created by using
                        				  the 
                        				  interface port-channel
                              						port-channel-number command. 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
               The switch can act
                  			 as a DHCPv6 client, server, or relay agent. The DHCPv6 client, server, and
                  			 relay function are mutually exclusive on an interface. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The DHCPv6 client,
                  			 server, or relay agent runs only on the master switch. When there is a stack
                  			 master re-election, the new master switch retains the DHCPv6 configuration.
                  			 However, the local RAM copy of the DHCP server database lease information is
                  			 not retained. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 Multicast
         	 Listener Discovery Protocol
      

      
         

         
         To start implementing multicasting in
            		the campus network, users must first define who receives the multicast. The MLD
            		protocol is used by IPv6 switches to discover the presence of multicast
            		listeners (for example, nodes that want to receive multicast packets) on their
            		directly attached links, and to discover specifically which multicast addresses
            		are of interest to those neighboring nodes. It is used for discovering local
            		group and source-specific group membership. 
            	 
         

         
         The MLD protocol provides a means to automatically control and limit the
            		flow of multicast traffic throughout your network with the use of special
            		multicast queriers and hosts.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 BSR: Configure RP Mapping

      
         

         
         PIM switches in a domain must be able to map each multicast group
            to the correct RP address. The BSR protocol for PIM-SM provides a
            dynamic, adaptive mechanism to distribute group-to-RP mapping
            information rapidly throughout a domain. With the IPv6 BSR feature,
            if an RP becomes unreachable, it will be detected and the mapping
            tables will be modified so that the unreachable RP is no longer
            used, and the new tables will be rapidly distributed throughout the
            domain.
         

         
         Every PIM-SM multicast group needs to be associated with the IP or
            IPv6 address of an RP. When a new multicast sender starts sending,
            its local DR will encapsulate these data packets in a PIM register
            message and send them to the RP for that multicast group. When a
            new multicast receiver joins, its local DR will send a PIM join
            message to the RP for that multicast group. When any PIM switch
            sends a (*, G) join message, the PIM switch needs to know which is
            the next switch toward the RP so that G (Group) can send a message
            to that switch. Also, when a PIM switch is forwarding data packets
            using (*, G) state, the PIM switch needs to know which is the
            correct incoming interface for packets destined for G, because it
            needs to reject any packets that arrive on other interfaces.
         

         
         A small set of switches from a domain are configured as candidate
            bootstrap switches (C-BSRs) and a single BSR is selected for that
            domain. A set of switches within a domain are also configured as
            candidate RPs (C-RPs); typically, these switches are the same
            switches that are configured as C-BSRs. Candidate RPs periodically
            unicast candidate-RP-advertisement (C-RP-Adv) messages to the BSR
            of that domain, advertising their willingness to be an RP. A
            C-RP-Adv message includes the address of the advertising C-RP, and
            an optional list of group addresses and mask length fields,
            indicating the group prefixes for which the candidacy is
            advertised. The BSR then includes a set of these C-RPs, along with
            their corresponding group prefixes, in bootstrap messages (BSMs) it
            periodically originates. BSMs are distributed hop-by-hop throughout
            the domain.
         

         
         Bidirectional BSR support allows bidirectional RPs to be advertised
            in C-RP messages and bidirectional ranges in the BSM. All switches
            in a system must be able to use the bidirectional range in the BSM;
            otherwise, the bidirectional RP feature will not function.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
       PIM IPv6 Stub
         	 Routing
      

      
         

         
         The PIM stub routing
            		feature reduces resource usage by moving routed traffic closer to the end user.
            		
            	 
         

         
         In a network using PIM
            		stub routing, the only allowable route for IPv6 traffic to the user is through
            		a switch that is configured with PIM stub routing. PIM passive interfaces are
            		connected to Layer 2 access domains, such as VLANs, or to interfaces that are
            		connected to other Layer 2 devices. Only directly connected multicast receivers
            		and sources are allowed in the Layer 2 access domains. The PIM passive
            		interfaces do not send or process any received PIM control packets. 
            	 
         

         
         When using PIM stub
            		routing, you should configure the distribution and remote routers to use IPv6
            		multicast routing and configure only the switch as a PIM stub router. The
            		switch does not route transit traffic between distribution routers. You also
            		need to configure a routed uplink port on the switch. The switch uplink port
            		cannot be used with SVIs. 
            	 
         

         
         You must also
            		configure EIGRP stub routing when configuring PIM stub routing on the switch.
            		For more information, see the 
            		EIGRPv6 Stub Routing
            		section. 
            	 
         

         
         The redundant PIM stub
            		router topology is not supported. The redundant topology exists when there is
            		more than one PIM router forwarding multicast traffic to a single access
            		domain. PIM messages are blocked, and the PIM assert and designated router
            		election mechanisms are not supported on the PIM passive interfaces. Only the
            		non-redundant access router topology is supported by the PIM stub feature. By
            		using a non-redundant topology, the PIM passive interface assumes that it is
            		the only interface and designated router on that access domain. 
            	 
         

         
         In the figure shown
            		below, Switch A routed uplink port 25 is connected to the router and PIM stub
            		routing is enabled on the VLAN 100 interfaces and on Host 3. This configuration
            		allows the directly connected hosts to receive traffic from multicast source.
            		See the 
            		Configuring PIM IPv6 Stub Routing
            		section for more information. 
            	 
         

         
         PIM Stub Router
               		  Configuration
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      IPv6 Multicast
         	 Process Switching and Fast Switching
      

      
         

         
         A unified MFIB is used
            		to provide both fast switching and process switching support for PIM-SM and
            		PIM-SSM in IPv6 multicast. In process switching, the 
            		 
            		IOS daemon must examine,
            		rewrite, and forward each packet. The packet is first received and copied into
            		the system memory. The switch then looks up the Layer 3 network address in the
            		routing table. The Layer 2 frame is then rewritten with the next-hop
            		destination address and sent to the outgoing interface. The 
            		 
            		IOSd also computes the
            		cyclic redundancy check (CRC). This switching method is the least scalable
            		method for switching IPv6 packets. 
            	 
         

         
         IPv6 multicast fast
            		switching allows switches to provide better packet forwarding performance than
            		process switching. Information conventionally stored in a route cache is stored
            		in several data structures for IPv6 multicast switching. The data structures
            		provide optimized lookup for efficient packet forwarding. 
            	 
         

         
         In IPv6 multicast
            		forwarding, the first packet is fast-switched if the PIM protocol logic allows
            		it. In IPv6 multicast fast switching, the MAC encapsulation header is
            		precomputed. IPv6 multicast fast switching uses the MFIB to make IPv6
            		destination prefix-based switching decisions. In addition to the MFIB, IPv6
            		multicast fast switching uses adjacency tables to prepend Layer 2 addressing
            		information. The adjacency table maintains Layer 2 next-hop addresses for all
            		MFIB entries. 
            	 
         

         
         The adjacency table is
            		populated as adjacencies are discovered. Each time an adjacency entry is
            		created (such as through ARP), a link-layer header for that adjacent node is
            		precomputed and stored in the adjacency table. Once a route is determined, it
            		points to a next hop and corresponding adjacency entry. It is subsequently used
            		for encapsulation during switching of packets. 
            	 
         

         
         A route might have
            		several paths to a destination prefix, such as when a switch is configured for
            		simultaneous load balancing and redundancy. For each resolved path, a pointer
            		is added for the adjacency corresponding to the next-hop interface for that
            		path. This mechanism is used for load balancing across several paths. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring PIM IPv6
         	 Stub Routing
      

      
         

         
         The PIM Stub routing
            		feature supports multicast routing between the distribution layer and the
            		access layer. It supports two types of PIM interfaces, uplink PIM interfaces,
            		and PIM passive interfaces. A routed interface configured with the PIM passive
            		mode does not pass or forward PIM control traffic, it only passes and forwards
            		MLD traffic. 
            	 
         

         
      

      
      
      
         
         	PIM IPv6 Stub Routing Configuration Guidelines

         
         	Default IPv6 PIM Routing Configuration

         
         	Enabling IPV6 PIM Stub Routing

         
         	Monitoring IPv6 PIM Stub Routing

         
      

      
      
      
         
      

      
      
      
   
      
      
      Filter ID IPv6
         	 ACL
      

      
         For the filter-Id ACL,
            		the full ACEs and the 
            		acl
               		  name(filter-id) is configured on the 
            		device and only the 
            		filter-id is configured on the 
            		ACS. The 
            		filter-id 
               		is sent to the 
            		device in the ACCESS-Accept attribute, and
            		the 
            		device looks up the filter-id for the ACEs,
            		and then applies the ACEs to the client. When the client L2 roams to the
            		foreign 
            		device, only the filter-id is sent to the
            		foreign 
            		device in the mobility Handoff message.
            		Output filtered ACL, using per-user ACL is not supported. The foreign 
            		device has to configure the filter-id and
            		ACEs beforehand.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Downloadable IPv6 ACL

      
          For the downloadable ACL(dACL), the full ACEs and the dacl name are all configured on the ACS only.
         

         
         
            
               
                  	[image: ../images/note.gif]
Note
                  	


The controller  does not configure any ACL.
                     

                  
               

            

            
         

         
         The ACS sends the dacl name to the device in its ACCESS-Accept attribute, which takes the dacl name and sends the dACL name back to the ACS, for the ACEs, using the access-request attribute. 
         

         
         The ACS responds  to the corresponding ACEs of the device in the access-accept attribute. When the  wireless client roams to an foreign device, only the dacl name is sent to the foreign device in the mobility Handoff message. The foreign device contacts the ACS server with the dacl name to retrieve the ACEs.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 ACLs and Switch Stacks

      
         The stack master supports IPv6 ACLs in hardware and distributes the IPv6 ACLs to the stack members.

         
         
            
               
                  	[image: ../images/note.gif]
Note
                  	


For full IPv6 functionality in a switch stack, all stack members must be running the IP services feature set.
                     

                  
               

            

            
         

         
         If a new switch takes over as stack master, it distributes the ACL configuration to all stack members. The member switches
            sync up the configuration distributed by the new stack master and flush out entries that member switches sync up the configuration
            distributed by the new stack master and flush out entries that are not required.
         

         
         When an ACL is modified, attached to, or detached from an interface, the stack master distributes the change to all stack
            members.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default IPv6  ACL Configuration

      
         
            
               

            

            
            There are no IPv6 ACLs configured or applied.

            
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Interaction with
         	 Other Features and Switches
      

      
         
            	 
               		  
               If an IPv6 router
                  			 ACL is configured to deny a packet, the packet is not routed. A copy of the
                  			 packet is sent to the Internet Control Message Protocol (ICMP) queue to
                  			 generate an ICMP unreachable message for the frame. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If a bridged frame
                  			 is to be dropped due to a port ACL, the frame is not bridged. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               You can create
                  			 both IPv4 and IPv6 ACLs on a switch or switch stack, and you can apply both
                  			 IPv4 and IPv6 ACLs to the same interface. Each ACL must have a unique name; an
                  			 error message appears if you try to use a name that is already configured. 
                  		  
               

               

               
               		  
               You use different
                  			 commands to create IPv4 and IPv6 ACLs and to attach IPv4 or IPv6 ACLs to the
                  			 same Layer 2 or Layer 3 interface. If you use the wrong command to attach an
                  			 ACL (for example, an IPv4 command to attach an IPv6 ACL), you receive an error
                  			 message. 
                  		  
               

               

               
               		
            

            
         

         
          
            	 
            
               	You cannot use MAC ACLs to
                  		  filter IPv6 frames. MAC ACLs can only filter non-IP frames. 
                  		
               

               
               	 
                  		  
                  If the hardware
                     			 memory is full, for any additional configured ACLs, packets are dropped to the
                     			 CPU, and the ACLs are applied in software. When the hardware is full a message
                     			 is printed to the console indicating the ACL has been unloaded and the packets
                     			 will be dropped on the interface. 
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Note
                        	


Only packets of the same type
                           			 as the ACL that could not be added (ipv4, ipv6, MAC) will be dropped on the
                           			 interface. 
                           		  
                           

                        
                     

                  

                  
                  		
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 Address Learning

      
          There are three ways for IPv6 client to acquire IPv6 addresses:
            
         

         
         
            	 Stateless Address Auto-Configuration (SLAAC)

            
            	 Stateful DHCPv6

            
            	 Static configuration

            
         

         
          For these  methods, the IPv6 client always sends NS DAD (duplicate address detection) to ensure that  there is no duplicated
            IP address on the network.  The device snoops the clients NDP and DHCPv6 packets to learn about its client IP addresses and then updates the controllers database.
            The database  then informs the controller for the clients new IP address.
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Verifying IPv6 Client Mobility

         
         Monitoring IPv6 Client Mobility

         
      

      
      
      
   
      
      
      IPv6 Configuration

      
         The device supports  IPv6 client as seamlessly as the IPv4 clients. The administrator must manually configure the Vlans to enable the
            IPV6, IPv6's snooping and throttling functionality. This will enable the NDP packets to throttle between the device and its various clients
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Verifying IPv6 Client Mobility

         
         Monitoring IPv6 Client Mobility

         
      

      
      
      
   
      
      
      High Availability

      
         The switch will sync with the wireless clients when the clients IP address is hard to learn. When a switchover happens, the
            IPv6 neighbor binding table is synced to standby state. However,  the wireless client will itself disassociate and reassociate
            to a  new active state once the  switchover is complete  and the neighbor binding table is updated with latest information
            for that client.
         

         
         If, during the reassociation,  the client moves to another AP then the original entry in the binding table is marked as down
            for sometime and will be aged-out.
         

         
         For the new entries joining the switch from another AP, the new IP address is learned and notified to the controller's database.
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Note
                  	


This feature is available only for the Cisco Catalyst 3850 Switch. 
                     

                  
               

            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Verifying IPv6 Client Mobility

         
         Monitoring IPv6 Client Mobility

         
      

      
      
      
   
      
      
      Configuring HSRP 
         	 
      

      
         This chapter describes
            		how to use Hot Standby Router Protocol (HSRP) to provide routing redundancy for
            		routing IP traffic without being dependent on the availability of any single
            		router. 
            	 
         

         
         You can also use a
            		version of HSRP in Layer 2 mode to configure a redundant command switch to take
            		over cluster management if the cluster command switch fails. 
            	 
         

         
      

      
      
      
         
         	Finding Feature Information

         
         	Additional References for Configuring HSRP

         
         	Feature Information for Configuring HSRP

         
      

      
      
      
         
      

      
      
      
   
      
      
      HSRP
         	 Overview
      

      
         HSRP is Cisco's
            		standard method of providing high network availability by providing first-hop
            		redundancy for IP hosts on an IEEE 802 LAN configured with a default gateway IP
            		address. HSRP routes IP traffic without relying on the availability of any
            		single router. It enables a set of router interfaces to work together to
            		present the appearance of a single virtual router or default gateway to the
            		hosts on a LAN. When HSRP is configured on a network or segment, it provides a
            		virtual Media Access Control (MAC) address and an IP address that is shared
            		among a group of configured routers. HSRP allows two or more HSRP-configured
            		routers to use the MAC address and IP network address of a virtual router. The
            		virtual router does not exist; it represents the common target for routers that
            		are configured to provide backup to each other. One of the routers is selected
            		to be the active router and another to be the standby router, which assumes
            		control of the group MAC address and IP address should the designated active
            		router fail. 
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Note
               	


 Routers in an HSRP
                  		group can be any router interface that supports HSRP, including routed ports
                  		and switch virtual interfaces (SVIs). 
                  	 
                  

               
            

         

         
         HSRP provides high
            		network availability by providing redundancy for IP traffic from hosts on
            		networks. In a group of router interfaces, the active router is the router of
            		choice for routing packets; the standby router is the router that takes over
            		the routing duties when an active router fails or when preset conditions are
            		met. 
            	 
         

         
         HSRP is useful for
            		hosts that do not support a router discovery protocol and cannot switch to a
            		new router when their selected router reloads or loses power. When HSRP is
            		configured on a network segment, it provides a virtual MAC address and an IP
            		address that is shared among router interfaces in a group of router interfaces
            		running HSRP. The router selected by the protocol to be the active router
            		receives and routes packets destined for the group's MAC address. For n routers
            		running HSRP, there are n +1 IP and MAC addresses assigned. 
            	 
         

         
         HSRP detects when the
            		designated active router fails, and a selected standby router assumes control
            		of the Hot Standby group's MAC and IP addresses. A new standby router is also
            		selected at that time. Devices running HSRP send and receive multicast
            		UDP-based hello packets to detect router failure and to designate active and
            		standby routers. When HSRP is configured on an interface, Internet Control
            		Message Protocol (ICMP) redirect messages are automatically enabled for the
            		interface. 
            	 
         

         
         You can configure
            		multiple Hot Standby groups among switches and switch stacks that are operating
            		in Layer 3 to make more use of the redundant routers. To do so, specify a group
            		number for each Hot Standby command group you configure for an interface. For
            		example, you might configure an interface on switch 1 as an active router and
            		one on switch 2 as a standby router and also configure another interface on
            		switch 2 as an active router with another interface on switch 1 as its standby
            		router. 
            	 
         

         
         The following figure
            		shows a segment of a network configured for HSRP. Each router is configured
            		with the MAC address and IP network address of the virtual router. Instead of
            		configuring hosts on the network with the IP address of Router A, you configure
            		them with the IP address of the virtual router as their default router. When
            		Host C sends packets to Host B, it sends them to the MAC address of the virtual
            		router. If for any reason, Router A stops transferring packets, Router B
            		responds to the virtual IP address and virtual MAC address and becomes the
            		active router, assuming the active router duties. Host C continues to use the
            		IP address of the virtual router to address packets destined for Host B, which
            		Router B now receives and sends to Host B. Until Router A resumes operation,
            		HSRP allows Router B to provide uninterrupted service to users on Host C's
            		segment that need to communicate with users on Host B's segment and also
            		continues to perform its normal function of handling packets between the Host A
            		segment and Host B. 
            	 
         

         
         Typical HSRP
               		  Configuration
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         You can configure
            		multiple Hot Standby groups among switches and switch stacks that are operating
            		in Layer 3 to make more use of the redundant routers. To do so, specify a group
            		number for each Hot Standby command group you configure for an interface. For
            		example, you might configure an interface on switch 1 as an active router and
            		one on switch 2 as a standby router and also configure another interface on
            		switch 2 as an active router with another interface on switch 1 as its standby
            		router. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      HSRP
         	 Versions
      

      
         Cisco IOS XE Release
            		3.3SE and later support these Hot Standby Router Protocol (HSRP) versions: 
            	 
         

         
         The switch supports
            		these HSRP versions: 
            	 
         

         
         
            	 
               		  
               HSRPv1- Version 1
                  			 of the HSRP, the default version of HSRP. It has these features: 
                  		  
               

               

               
               		  
               
                  	The HSRP group number can be
                     				from 0 to 255. 
                     			 
                  

                  
                  	HSRPv1 uses the multicast
                     				address 224.0.0.2 to send hello packets, which can conflict with Cisco Group
                     				Management Protocol (CGMP) leave processing. You cannot enable HSRPv1 and CGMP
                     				at the same time; they are mutually exclusive. 
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
               HSRPv2- Version 2
                  			 of the HSRP has these features: 
                  		  
               

               

               
               		  
               
                  	HSRPv2 uses the
                     				multicast address 224.0.0.102 to send hello packets. HSRPv2 and CGMP leave
                     				processing are no longer mutually exclusive, and both can be enabled at the
                     				same time. 
                     			 
                  

                  
                  	HSRPv2 has a different packet
                     				format than HRSPv1. 
                     			 
                  

                  
                  	The HSRP
                     				group number can be from 0 to 4095. 
                     			 
                  

                  
               

               
               		
            

            
         

         
         A switch running
            		HSRPv1 cannot identify the physical router that sent a hello packet because the
            		source MAC address of the router is the virtual MAC address. 
            	 
         

         
         HSRPv2 has a different
            		packet format than HSRPv1. A HSRPv2 packet uses the type-length-value (TLV)
            		format and has a 6-byte identifier field with the MAC address of the physical
            		router that sent the packet. 
            	 
         

         
         If an interface
            		running HSRPv1 gets an HSRPv2 packet, the type field is ignored. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      HSRP and Switch
         	 Stacks
      

      
         HSRP hello messages
            		are generated by the stack master. If an HSRP-active stack master fails, a flap
            		in the HSRP active state might occur. This is because HSRP hello messages are
            		not generated while a new stack master is elected and initialized, and the
            		standby router might become active after the stack master fails. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring HSRP for
         	 IPv6
      

      
         Switches running the
            		IP Services and IP Base feature set support the Hot Standby Router Protocol
            		(HSRP) for IPv6. HSRP provides routing redundancy for routing IPv6 traffic not
            		dependent on the availability of any single router. IPv6 hosts learn of
            		available routers through IPv6 neighbor discovery router advertisement
            		messages. These messages are multicast periodically or are solicited by hosts. 
            	 
         

         
         An HSRP IPv6 group has
            		a virtual MAC address that is derived from the HSRP group number and a virtual
            		IPv6 link-local address that is, by default, derived from the HSRP virtual MAC
            		address. 
            	 
         

         
         Periodic messages are
            		sent for the HSRP virtual IPv6 link-local address when the HSRP group is
            		active. These messages stop after a final one is sent when the group leaves the
            		active state. 
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                  When configuring HSRP for IPv6, you must enable HSRP version 2
                     		  (HSRPv2) on the interface.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default HSRP
         	 Configuration
      

      
         
         
            
               Default HSRP Configuration
               
                  
                     	Feature
                        			 
                     
                     
                     	Default Setting
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	HSRP version
                        			 
                     
                     
                     	Version 1
                        			 
                     
                     
                  

                  
                  
                     	HSRP groups
                        			 
                     
                     
                     	None configured
                        			 
                     
                     
                  

                  
                  
                     	Standby group number
                        			 
                     
                     
                     	0
                        			 
                     
                     
                  

                  
                  
                     	Standby MAC address
                        			 
                     
                     
                     	System assigned as: 0000.0c07.acXX, where XX is
                        				the HSRP group number
                        			 
                     
                     
                  

                  
                  
                     	Standby priority
                        			 
                     
                     
                     	100
                        			 
                     
                     
                  

                  
                  
                     	Standby delay
                        			 
                     
                     
                     	0 (no delay)
                        			 
                     
                     
                  

                  
                  
                     	Standby track interface priority
                        			 
                     
                     
                     	10
                        			 
                     
                     
                  

                  
                  
                     	Standby hello time
                        			 
                     
                     
                     	3 seconds
                        			 
                     
                     
                  

                  
                  
                     	Standby holdtime
                        			 
                     
                     
                     	10 seconds
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Chapter 25. Configuring NHRP
      

      
          The Next Hop
            		Resolution Protocol (NHRP) is an Address Resolution Protocol (ARP)-like
            		protocol that dynamically maps a nonbroadcast multiaccess (NBMA) network,
            		instead of manually configuring all the tunnel end points. With NHRP, systems
            		attached to an NBMA network can dynamically learn the NBMA (physical) address
            		of the other systems that are part of that network, allowing these systems to
            		directly communicate. This protocol provides an ARP-like solution which allows
            		stations' data-link addresses to be dynamically determined
            	 
         

         
          NHRP is a client and
            		server protocol where the hub is the Next Hop Server (NHS) and the spokes are
            		the Next Hop Clients (NHCs). The hub maintains an NHRP database of the public
            		interface addresses of each spoke. Each spoke registers its non-NBMA (real)
            		address when it boots and queries the NHRP database for addresses of the
            		destination spokes to build direct tunnels. 
            	 
         

         
         This module explains
            		how to configure NHRP with generic routing encapsulation (GRE). In Cisco IOS XE
            		Denali 16.3.1, the NHRP supports only spoke configurations. 
            	 
         

         
      

      
      
      
         
         	Finding Feature Information

         
         	Additional References for Configuring NHRP

         
         	Feature Information for Configuring NHRP

         
      

      
      
      
         
      

      
      
      
   
      
      
      NHRP and NBMA Network
         	 Interaction
      

      
          Most WAN networks are
            		a collection of point-to-point links. Virtual tunnel networks (for example
            		Generic Routing Encapsulation [GRE] tunnels) are also a collection of
            		point-to-point links. To effectively scale the connectivity of these
            		point-to-point links, they are usually grouped into a single or multilayer
            		hub-and-spoke network. Multipoint interfaces (for example, GRE tunnel
            		interfaces) can be used to reduce the configuration on a hub router in such a
            		network. This resulting network is a NBMA network. 
            	 
         

         
          Because there are
            		multiple tunnel endpoints that are reachable through a single multipoint
            		interface, there needs to be a mapping from the logical tunnel endpoint IP
            		address to the physical tunnel endpoint IP address, to forward packets out of
            		the tunnel interfaces over this NBMA network. This mapping could be statically
            		configured, but it is preferable if the mapping can be discovered or learned
            		dynamically. 
            	 
         

         
          NHRP is an ARP-like
            		protocol that alleviates these NBMA network problems. With NHRP, systems
            		attached to an NBMA network dynamically learn the NBMA address of other systems
            		that are part of the network, allowing these systems to directly communicate
            		without requiring traffic to use an intermediate hop. 
            	 
         

         
          Routers, access
            		servers, and hosts can use NHRP to discover the addresses of other routers and
            		hosts connected to an NBMA network. Partially-meshed NBMA networks typically
            		have multiple logical networks behind the NBMA network. In such configurations,
            		packets traversing the NBMA network might have to make several hops over the
            		NBMA network before arriving at the exit router (the router nearest the
            		destination network). 
            	 
         

         
          NHRP Registration
            		helps support these NBMA networks: 
            	 
         

         
         
            	 
               		  
                NHRP
                  			 Registration—NHRP allows Next Hop Clients (NHCs) to dynamically register with
                  			 Next Hop Servers (NHSs). This registration function allows the NHCs to join the
                  			 NBMA network without configuration changes on the NHSs, especially in cases
                  			 where the NHC has a dynamic physical IP address or is behind a Network Address
                  			 Translation (NAT) router that dynamically changes the physical IP address. In
                  			 these cases, it would be impossible to preconfigure the logical (VPN IP
                  			 address) to physical (NBMA IP) mapping for the NHC on the NHS. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Dynamically Built
         	 Hub-and-Spoke Networks
      

      
          With NHRP, the NBMA
            		network is initially laid out as a hub-and-spoke network that can have multiple
            		hierarchical layers of NHCs as spokes and NHSs as hubs. The NHCs are configured
            		with static mapping information to reach their NHSs and will connect to their
            		NHS and send an NHRP registration to the NHS. This configuration allows the NHS
            		to dynamically learn the mapping information for the spoke, reducing the
            		configuration needed on the hub and allowing the spoke to obtain a dynamic NBMA
            		(physical) IP address. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      VRRPv3 Protocol
         	 Support
      

      
         

         
          Virtual Router
            		Redundancy Protocol (VRRP) enables a group of devices to form a single virtual
            		device to provide redundancy. The LAN clients can then be configured with the
            		virtual device as their default gateway. The virtual device, representing a
            		group of devices, is also known as a VRRP group. The VRRP version 3 (v3)
            		Protocol Support feature provides the capability to support IPv4 and IPv6
            		addresses while VRRP version 2 (v2) only supports IPv4 addresses. This module
            		explains concepts related to VRRPv3 and describes how to create and customize a
            		VRRP group in a network. Benefits of using VRRPv3 Protocol Support include the
            		following: 
            	 
            
               	 
                  		  
                   Interoperability
                     			 in multi-vendor environments. 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
            
               	 
                  		  
                   VRRPv3 supports
                     			 usage of IPv4 and IPv6 addresses while VRRPv2 only supports IPv4 addresses 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
            
               	 
                  		  
                   Improved
                     			 scalability through the use of VRRS Pathways. 
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                  In this module, VRRP
                     		  and VRRPv3 are used interchangeably. 
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
         	Finding Feature Information

         
         	Restrictions for VRRPv3 Protocol Support

         
         	Information About VRRPv3 Protocol Support

         
         	Information About VRRPv3 Protocol Support

         
         	How to Configure VRRPv3 Protocol Support

         
         	Configuration Examples for VRRPv3 Protocol Support

         
         	Additional References

         
         	Feature Information for VRRPv3 Protocol Support

         
         	Glossary

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About VRRPv3
         	 Protocol Support
      

      
         

         
          
            	 
         

         
      

      
      
      
         
         	VRRPv3 Benefits

         
         	VRRP Device Priority and Preemption

         
         	VRRP Advertisements

         
      

      
      
      
         
      

      
      
      
   
      
      
      VRRPv3 Benefits

      
         

         
         
            Support for IPv4 and
               		  IPv6
            
 
            		 
            		
             VRRPv3 supports
               		  IPv4 and IPv6 address families while VRRPv2 only supports IPv4 addresses. 
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                         When VRRPv3 is
                           				in use, VRRPv2 is unavailable. For VRRPv3 to be configurable, the 
                           				fhrp 
                              				  version 
                              				  vrrp
                              				  
                              				  v3 command must be used in global configuration
                           				mode 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
            	 
         

         
         
            Redundancy
 
            		 
            		
             VRRP enables you to
               		  configure multiple devices as the default gateway device, which reduces the
               		  possibility of a single point of failure in a network. 
               		
            

            
            	 
         

         
         
            Load Sharing
 
            		 
            		
             You can configure
               		  VRRP in such a way that traffic to and from LAN clients can be shared by
               		  multiple devices, thereby sharing the traffic load more equitably between
               		  available devices. 
               		
            

            
            	 
         

         
         
            Multiple Virtual
               		  Devices
            
 
            		 
            		
             VRRP supports up to
               		  255 virtual devices (VRRP groups) on a device physical interface, subject to
               		  restrictions in scaling. Multiple virtual device support enables you to
               		  implement redundancy and load sharing in your LAN topology. In scaled
               		  environments, VRRS Pathways should be used in combination with VRRP control
               		  groups. 
               		
            

            
            	 
         

         
         
            Multiple IP Addresses
 
            		
            		
            		
             The virtual device
               		  can manage multiple IP addresses, including secondary IP addresses. Therefore,
               		  if you have multiple subnets configured on an Ethernet interface, you can
               		  configure VRRP on each subnet. 
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                        To utilize
                           				secondary IP addresses in a VRRP group, a primary address must be configured on
                           				the same group. 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
            	 
         

         
         
            Preemption
 
            		 
            		
             The redundancy
               		  scheme of VRRP enables you to preempt a virtual device backup that has taken
               		  over for a failing virtual device master with a higher priority virtual device
               		  backup that has become available. 
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                        Preemption of a
                           				lower priority master device is enabled with an optional delay. 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
            	 
         

         
         
            Advertisement
               		  Protocol
            
 
            		 
            		
             VRRP uses a
               		  dedicated Internet Assigned Numbers Authority (IANA) standard multicast address
               		  for VRRP advertisements. For IPv4, the multicast address is 224.0.0.18. For
               		  IPv6, the multicast address is FF02:0:0:0:0:0:0:12. This addressing scheme
               		  minimizes the number of devices that must service the multicasts and allows
               		  test equipment to accurately identify VRRP packets on a segment. The IANA has
               		  assigned VRRP the IP protocol number 112. 
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      VRRP Device Priority and
         	 Preemption
      

      
         

         
          An important aspect
            		of the VRRP redundancy scheme is VRRP device priority. Priority determines the
            		role that each VRRP device plays and what happens if the virtual device master
            		fails. 
            	 
         

         
          If a VRRP device owns
            		the IP address of the virtual device and the IP address of the physical
            		interface, this device will function as a virtual device master. 
            	 
         

         
          Priority also
            		determines if a VRRP device functions as a virtual device backup and the order
            		of ascendancy to becoming a virtual device master if the virtual device master
            		fails. You can configure the priority of each virtual device backup with a
            		value of 1 through 254 using the 
            		priority
            		command (use the 
            		vrrp 
               		  address-family command to enter the VRRP
            		configuration mode and access the 
            		priority
            		option). 
            	 
         

         
          For example, if
            		device A, the virtual device master in a LAN topology, fails, an election
            		process takes place to determine if virtual device backups B or C should take
            		over. If devices B and C are configured with the priorities of 101 and 100,
            		respectively, device B is elected to become virtual device master because it
            		has the higher priority. If devices B and C are both configured with the
            		priority of 100, the virtual device backup with the higher IP address is
            		elected to become the virtual device master. 
            	 
         

         
          By default, a
            		preemptive scheme is enabled whereby a higher priority virtual device backup
            		that becomes available takes over from the virtual device backup that was
            		elected to become virtual device master. You can disable this preemptive scheme
            		using the 
            		no preempt
            		command (use the 
            		vrrp 
               		  address-family command to enter the VRRP
            		configuration mode, and enter the 
            		no preempt
            		command). If preemption is disabled, the virtual device backup that is elected
            		to become virtual device master remains the master until the original virtual
            		device master recovers and becomes master again. 
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                  Preemption of a
                     		  lower priority master device is enabled with an optional delay. 
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      VRRP Advertisements

      
         

         
          The virtual device
            		master sends VRRP advertisements to other VRRP devices in the same group. The
            		advertisements communicate the priority and state of the virtual device master.
            		The VRRP advertisements are encapsulated into either IPv4 or IPv6 packets
            		(based on the VRRP group configuration) and sent to the appropriate multicast
            		address assigned to the VRRP group. For IPv4, the multicast address is
            		224.0.0.18. For IPv6, the multicast address is FF02:0:0:0:0:0:0:12. The
            		advertisements are sent every second by default and the interval is
            		configurable. 
            	 
         

         
          Cisco devices allow
            		you to configure millisecond timers, which is a change from VRRPv2. You need to
            		manually configure the millisecond timer values on both the primary and the
            		backup devices. The master advertisement value displayed in the 
            		show 
               		  vrrp command output on the backup devices is
            		always 1 second because the packets on the backup devices do not accept
            		millisecond values. 
            	 
         

         
          You must use
            		millisecond timers where absolutely necessary and with careful consideration
            		and testing. Millisecond values work only under favorable circumstances. The
            		use of the millisecond timer values is compatible with third party vendors, as
            		long as they also support VRRPv3. You can specify a timer value between 100
            		milliseconds and 40000 milliseconds. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure VRRPv3
         	 Protocol Support
      

      
         

         
          
            	 
         

         
      

      
      
      
         
         	Enabling and Verifying GLBP

         
         	Creating and Customizing a VRRP Group

         
         	Configuring the Delay Period Before FHRP Client Initialization

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Examples for VRRPv3 Protocol Support

      
         

         
          
            	 
         

         
      

      
      
      
         
         	Example: Enabling VRRPv3 on a Device

         
         	Example: Creating and Customizing a VRRP Group

         
         	Example: Configuring the Delay Period Before FHRP Client Initialization

         
         	Example: VRRP Status, Configuration, and Statistics Details

         
      

      
      
      
         
      

      
      
      
   
      
      
      Glossary

      
         

         
          
            		 
               		  Virtual 
               		  IP 
               		  address 
               		  owner—The VRRP device that owns the IP address of
            		the virtual device. The owner is the device that has the virtual device address
            		as its physical interface address. 
            	 
         

         
          
            		 
               		  Virtual 
               		  device—One or more VRRP devices that form a group.
            		The virtual device acts as the default gateway device for LAN clients. The
            		virtual device is also known as a VRRP group. 
            	 
         

         
          
            		 
               		  Virtual 
               		  device 
               		  backup—One or more VRRP devices that are available
            		to assume the role of forwarding packets if the virtual device master fails. 
            	 
         

         
          
            		 
               		  Virtual 
               		  device 
               		  master—The VRRP device that is currently
            		responsible for forwarding packets sent to the IP addresses of the virtual
            		device. Usually, the virtual device master also functions as the IP address
            		owner. 
            	 
         

         
          
            		 
               		  VRRP 
               		  device—A device that is running VRRP. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring
         	 GLBP
      

      
         Gateway Load Balancing
            		Protocol (GLBP) protects data traffic from a failed device or circuit, like Hot
            		Standby Router Protocol (HSRP) and Virtual Router Redundancy Protocol (VRRP),
            		while allowing packet load sharing between a group of redundant devices. 
            	 
         

         
      

      
      
      
         
         	Finding Feature Information

         
         	Restrictions for GLBP

         
         	Prerequisites for GLBP

         
         	Information About GLBP

         
         	How to Configure GLBP

         
         	Configuration Examples for GLBP

         
         	Additional References for GLBP

         
         	Feature Information for GLBP

         
         	Glossary

         
      

      
      
      
         
      

      
      
      
   
      
      
      Restrictions for
         	 GLBP
      

      
         

         
         

         
         Enhanced Object Tracking (EOT) is not stateful switchover (SSO)-aware
            		and cannot be used with GLBP in SSO mode.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Prerequisites for
         	 GLBP
      

      
         

         
         Before configuring GLBP, ensure that the devices can support multiple
            		MAC addresses on the physical interfaces. For each GLBP forwarder to be
            		configured, an additional MAC address is used. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About
         	 GLBP
      

      

      
      
      
         
         	GLBP Overview

         
         	GLBP Active Virtual Gateway

         
         	GLBP Virtual MAC Address Assignment

         
         	GLBP Virtual Gateway Redundancy

         
         	GLBP Virtual Forwarder Redundancy

         
         	GLBP Gateway Priority

         
         	GLBP Gateway Weighting and Tracking

         
         	GLBP MD5 Authentication

         
         	ISSU-GLBP

         
         	GLBP SSO

         
         	GLBP Benefits

         
      

      
      
      
         
      

      
      
      
   
      
      
      GLBP
         	 Overview
      

      
         GLBP provides automatic device backup
            		for IP hosts configured with a single default gateway on an IEEE 802.3 LAN.
            		Multiple first-hop devices on the LAN combine to offer a single virtual
            		first-hop IP device while sharing the IP packet forwarding load. Other devices
            		on the LAN act as redundant GLBP devices that will become active if any of the
            		existing forwarding devices fail. 
            	 
         

         
         GLBP performs a similar function for the user as HSRP and VRRP. HSRP and
            		VRRP allow multiple devices to participate in a virtual device group configured
            		with a virtual IP address. One member is elected to be the active device to
            		forward packets sent to the virtual IP address for the group. The other devices
            		in the group are redundant until the active device fails. These standby devices
            		have unused bandwidth that the protocol is not using. Although multiple virtual
            		device groups can be configured for the same set of devices, the hosts must be
            		configured for different default gateways, which results in an extra
            		administrative burden. The advantage of GLBP is that it additionally provides
            		load balancing over multiple devices (gateways) using a single virtual IP
            		address and multiple virtual MAC addresses. The forwarding load is shared among
            		all devices in a GLBP group rather than being handled by a single device while
            		the other devices stand idle. Each host is configured with the same virtual IP
            		address, and all devices in the virtual device group participate in forwarding
            		packets. GLBP members communicate between each other through hello messages
            		sent every 3 seconds to the multicast address 224.0.0.102, UDP port 3222
            		(source and destination). 
            	 
         

         
         
            GLBP Packet Types

            		
            		
            GLBP uses 3 different packet types to operate. The packet types are
               		  Hello, Request, and Reply. The Hello packet is used to advertise protocol
               		  information. Hello packets are multicast, and are sent when any virtual gateway
               		  or virtual forwarder is in Speak, Standby or Active state. Request and Reply
               		  packets are used for virtual MAC assignment. They are both unicast messages to
               		  and from the active virtual gateway (AVG).
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      GLBP Active Virtual
         	 Gateway
      

      
         Members of a GLBP
            		group elect one gateway to be the active virtual gateway (AVG) for that group.
            		Other group members provide backup for the AVG if the AVG becomes unavailable.
            		The AVG assigns a virtual MAC address to each member of the GLBP group. Each
            		gateway assumes responsibility for forwarding packets sent to the virtual MAC
            		address assigned to it by the AVG. These gateways are known as active virtual
            		forwarders (AVFs) for their virtual MAC address. 
            	 
         

         
         The AVG is also
            		responsible for answering Address Resolution Protocol(ARP) requests for the
            		virtual IP address. Load sharing is achieved by the AVG replying to the ARP
            		requests with different virtual MAC addresses. 
            	 
         

         
         When the 
            		no 
               		  glbp 
               		  load-balancingcommand is configured, if the AVG
            		does not have an AVF, it preferentially responds to ARP requests with the MAC
            		address of the first listening virtual forwarder (VF), which will causes
            		traffic to route via another gateway until that VF migrates back to being the
            		current AVG. 
            	 
         

         
         In the figure below,
            		Router A (or Device A) is the AVG for a GLBP group, and is responsible for the
            		virtual IP address 10.21.8.10. Router A is also an AVF for the virtual MAC
            		address 0007.b400.0101. Router B (or Device B) is a member of the same GLBP
            		group and is designated as the AVF for the virtual MAC address 0007.b400.0102.
            		Client 1 has a default gateway IP address of 10.21.8.10 and a gateway MAC
            		address of 0007.b400.0101. Client 2 shares the same default gateway IP address
            		but receives the gateway MAC address 0007.b400.0102 because Router B is sharing
            		the traffic load with Router A. 
            	 
         

         
         GLBP Topology

[image: ../images/208748.jpg]

         
         If Router A becomes
            		unavailable, Client 1 will not lose access to the WAN because Router B will
            		assume responsibility for forwarding packets sent to the virtual MAC address of
            		Router A, and for responding to packets sent to its own virtual MAC address.
            		Router B will also assume the role of the AVG for the entire GLBP group.
            		Communication for the GLBP members continues despite the failure of a device in
            		the GLBP group. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      GLBP Virtual MAC
         	 Address Assignment
      

      
         A GLBP group allows up to four
            		virtual MAC addresses per group. The AVG is responsible for assigning the
            		virtual MAC addresses to each member of the group. Other group members request
            		a virtual MAC address after they discover the AVG through hello messages.
            		Gateways are assigned the next MAC address in sequence. A virtual forwarder
            		that is assigned a virtual MAC address by the AVG is known as a primary virtual
            		forwarder. Other members of the GLBP group learn the virtual MAC addresses from
            		hello messages. A virtual forwarder that has learned the virtual MAC address is
            		referred to as a secondary virtual forwarder. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      GLBP Virtual Gateway
         	 Redundancy
      

      
         GLBP operates virtual gateway
            		redundancy in the same way as HSRP. One gateway is elected as the AVG, another
            		gateway is elected as the standby virtual gateway, and the remaining gateways
            		are placed in a listen state.
            	 
         

         
         If an AVG fails, the standby virtual gateway will assume responsibility
            		for the virtual IP address. A new standby virtual gateway is then elected from
            		the gateways in the listen state.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      GLBP Virtual
         	 Forwarder Redundancy
      

      
         Virtual forwarder redundancy is
            		similar to virtual gateway redundancy with an AVF. If the AVF fails, one of the
            		secondary virtual forwarders in the listen state assumes responsibility for the
            		virtual MAC address.
            	 
         

         
         The new AVF is also a primary virtual forwarder for a different
            		forwarder number. GLBP migrates hosts away from the old forwarder number using
            		two timers that start as soon as the gateway changes to the active virtual
            		forwarder state. GLBP uses the hello messages to communicate the current state
            		of the timers.
            	 
         

         
         The redirect time is the interval during which the AVG continues to
            		redirect hosts to the old virtual forwarder MAC address. When the redirect time
            		expires, the AVG stops using the old virtual forwarder MAC address in ARP
            		replies, although the virtual forwarder will continue to forward packets that
            		were sent to the old virtual forwarder MAC address.
            	 
         

         
         The secondary holdtime is the interval during which the virtual
            		forwarder is valid. When the secondary holdtime expires, the virtual forwarder
            		is removed from all gateways in the GLBP group. The expired virtual forwarder
            		number becomes eligible for reassignment by the AVG.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      GLBP Gateway
         	 Priority
      

      
         GLBP gateway priority determines the
            		role that each GLBP gateway plays and what happens if the AVG fails. 
            	 
         

         
         Priority also determines if a GLBP device functions as a backup virtual
            		gateway and the order of ascendancy to becoming an AVG if the current AVG
            		fails. You can configure the priority of each backup virtual gateway with a
            		value of 1 through 255 using the 
            		glbp 
               		  priority command.
            	 
         

         
         In the "GLBP Topology" figure, if Router A (or Device A)—the AVG in a
            		LAN topology—fails, an election process takes place to determine which backup
            		virtual gateway should take over. In this example, Router B (or Device B) is
            		the only other member in the group so it will automatically become the new AVG.
            		If another device existed in the same GLBP group with a higher priority, then
            		the device with the higher priority would be elected. If both devices have the
            		same priority, the backup virtual gateway with the higher IP address would be
            		elected to become the active virtual gateway.
            	 
         

         
         By default, the GLBP virtual gateway preemptive scheme is disabled. A
            		backup virtual gateway can become the AVG only if the current AVG fails,
            		regardless of the priorities assigned to the virtual gateways. You can enable
            		the GLBP virtual gateway preemptive scheme using the 
            		glbp 
               		  preempt command. Preemption allows a backup virtual
            		gateway to become the AVG, if the backup virtual gateway is assigned a higher
            		priority than the current AVG.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      GLBP Gateway
         	 Weighting and Tracking
      

      
         GLBP uses a weighting scheme to
            		determine the forwarding capacity of each device in the GLBP group. The
            		weighting assigned to a device in the GLBP group can be used to determine
            		whether it will forward packets and, if so, the proportion of hosts in the LAN
            		for which it will forward packets. Thresholds can be set to disable forwarding
            		when the weighting for a GLBP group falls below a certain value, and when it
            		rises above another threshold, forwarding is automatically reenabled.
            	 
         

         
         The GLBP group weighting can be automatically adjusted by tracking the
            		state of an interface within the device. If a tracked interface goes down, the
            		GLBP group weighting is reduced by a specified value. Different interfaces can
            		be tracked to decrement the GLBP weighting by varying amounts.
            	 
         

         
         By default, the GLBP virtual forwarder preemptive scheme is enabled with
            		a delay of 30 seconds. A backup virtual forwarder can become the AVF if the
            		current AVF weighting falls below the low weighting threshold for 30 seconds.
            		You can disable the GLBP forwarder preemptive scheme using the 
            		no 
               		  glbp 
               		  forwarder 
               		  preempt command or change the delay using the 
            		glbp 
               		  forwarder 
               		  preempt 
               		  delay 
               		  minimum command.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      GLBP MD5
         	 Authentication
      

      
         GLBP MD5 authentication uses the
            		industry-standard MD5 algorithm for improved reliability and security. MD5
            		authentication provides greater security than the alternative plain text
            		authentication scheme and protects against spoofing software.
            	 
         

         
         MD5 authentication allows each GLBP group member to use a secret key to
            		generate a keyed MD5 hash that is part of the outgoing packet. A keyed hash of
            		an incoming packet is generated and, if the hash within the incoming packet
            		does not match the generated hash, the packet is ignored.
            	 
         

         
         The key for the MD5 hash can either be given directly in the
            		configuration using a key string or supplied indirectly through a key chain.
            		The key string cannot exceed 100 characters in length.
            	 
         

         
         A device will ignore incoming GLBP packets from devices that do not have
            		the same authentication configuration for a GLBP group. GLBP has three
            		authentication schemes:
            	 
         

         
         
            	
               		  
               No authentication
                  		  
               

               

               
               		
            

            
            	
               		  
               Plain text authentication
                  		  
               

               

               
               		
            

            
            	
               		  
               MD5 authentication
                  		  
               

               

               
               		
            

            
         

         
         GLBP packets will be rejected in any of the following cases:
            	 
         

         
         
            	
               		  
               The authentication schemes differ on the device and in the incoming
                  			 packet.
                  		  
               

               

               
               		
            

            
            	
               		  
               MD5 digests differ on the device and in the incoming packet.
                  		  
               

               

               
               		
            

            
            	
               		  
                Text authentication strings differ on the device and in the
                  			 incoming packet. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      ISSU-GLBP

      
         GLBP supports In Service Software
            		Upgrade (ISSU). ISSU allows a high-availability (HA) system to run in Stateful
            		Switchover (SSO) mode even when different versions of Cisco IOS software are
            		running on the active and standby Route Processors (RPs) or line cards.
            	 
         

         
         ISSU provides the ability to upgrade or downgrade from one supported
            		Cisco IOS release to another while continuing to forward packets and maintain
            		sessions, thereby reducing planned outage time. The ability to upgrade or
            		downgrade is achieved by running different software versions on the active RP
            		and standby RP for a short period of time to maintain state information between
            		RPs. This feature allows the system to switch over to a secondary RP running
            		upgraded (or downgraded) software and continue forwarding packets without
            		session loss and with minimal or no packet loss. This feature is enabled by
            		default.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      GLBP SSO

      
         With the introduction of the GLBP SSO
            		functionality, GLBP is stateful switchover (SSO) aware. GLBP can detect when a
            		device is failing over to the secondary router processor (RP) and continue in
            		its current group state.
            	 
         

         
         SSO functions in networking devices (usually edge devices) that support
            		dual RPs. SSO provides RP redundancy by establishing one of the RPs as the
            		active processor and the other RP as the standby processor. SSO also
            		synchronizes critical state information between the RPs so that network state
            		information is dynamically maintained between RPs.
            	 
         

         
         Without SSO-awareness, if GLBP is deployed on a device with redundant
            		RPs, a switchover of roles between the active RP and the standby RP results in
            		the device relinquishing its activity as a GLBP group member and then rejoining
            		the group as if it had been reloaded. The GLBP SSO feature enables GLBP to
            		continue its activities as a group member during a switchover. GLBP state
            		information between redundant RPs is maintained so that the standby RP can
            		continue the device’s activities within the GLBP during and after a switchover.
            	 
         

         
         This feature is enabled by default. To disable this feature, use the
            		command 
            		no 
               		  glbp 
               		  sso in global configuration mode.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      GLBP
         	 Benefits
      

      
         
            Load Sharing

            		
            		
            You can configure GLBP in such a way that traffic from LAN clients can
               		  be shared by multiple devices, thereby sharing the traffic load more equitably
               		  among available devices.
               		
            

            
            	 
         

         
         
            Multiple Virtual Devices

            		
            		
            GLBP supports up to 1024 virtual devices (GLBP groups) on each
               		  physical interface of a device and up to four virtual forwarders per group.
               		
            

            
            	 
         

         
         
            Preemption

            		
            		
            The redundancy scheme of GLBP enables you to preempt an active virtual
               		  gateway (AVG) with a higher priority backup virtual gateway that has become
               		  available. Forwarder preemption works in a similar way, except that forwarder
               		  preemption uses weighting instead of priority and is enabled by default.
               		
            

            
            	 
         

         
         
            Authentication

            		
            		
            GLBP supports the industry-standard message digest 5 (MD5) algorithm
               		  for improved reliability, security, and protection against GLBP-spoofing
               		  software. A device within a GLBP group with a different authentication string
               		  than other devices will be ignored by other group members. You can
               		  alternatively use a simple text password authentication scheme between GLBP
               		  group members to detect configuration errors. 
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure
         	 GLBP
      

      

      
      
      
         
         	Customizing GLBP

         
         	Configuring GLBP MD5 Authentication Using a Key String

         
         	Configuring GLBP MD5 Authentication Using a Key Chain

         
         	Configuring GLBP Text Authentication

         
         	Configuring GLBP Weighting Values and Object Tracking

         
         	Troubleshooting GLBP

         
      

      
      
      
         
      

      
      
      
   
      
      
      Glossary

      
          
            		active RP—The
            		Route Processor (RP) controls the system, provides network services, runs
            		routing protocols and presents the system management interface. 
            	 
         

         
          
            		AVF—active
            		virtual forwarder. One virtual forwarder within a GLBP group is elected as
            		active virtual forwarder for a specified virtual MAC address, and it is
            		responsible for forwarding packets sent to that MAC address. Multiple active
            		virtual forwarders can exist for each GLBP group. 
            	 
         

         
         AVG—active virtual
            		gateway. One virtual gateway within a GLBP group is elected as the active
            		virtual gateway, and is responsible for the operation of the protocol. 
            	 
         

         
          
            		GLBP
               		  gateway—Gateway Load Balancing Protocol gateway. A router or gateway
            		running GLBP. Each GLBP gateway may participate in one or more GLBP groups. 
            	 
         

         
         GLBP group—Gateway Load
            		Balancing Protocol group. One or more GLBP gateways configured with the same
            		GLBP group number on connected Ethernet interfaces. 
            	 
         

         
          
            		ISSU—In Service
            		Software Upgrade. A process that allows Cisco IOS XE software to be updated or
            		otherwise modified while packet forwarding continues. In most networks, planned
            		software upgrades are a significant cause of downtime. ISSU allows 
            		 software to
            		be modified while packet forwarding continues, which increases network
            		availability and reduces downtime caused by planned software upgrades. 
            	 
         

         
          
            		NSF—nonstop
            		forwarding. The ability of a router to continue to forward traffic to a router
            		that may be recovering from a failure. Also, the ability of a router recovering
            		from a failure to continue to correctly forward traffic sent to it by a peer. 
            	 
         

         
          
            		RP—Route
            		Processor. A generic term for the centralized control unit in a chassis.
            		Platforms usually use a platform-specific term, such as RSP on the Cisco 7500,
            		the PRE on the Cisco 10000, or the SUP+MSFC on the Cisco 7600. 
            	 
         

         
          
            		RPR—Route
            		Processor Redundancy. RPR provides an alternative to the High System
            		Availability (HSA) feature. HSA enables a system to reset and use a standby
            		Route Processor (RP) if the active RP fails. Using RPR, you can reduce
            		unplanned downtime because RPR enables a quicker switchover between an active
            		and standby RP if the active RP experiences a fatal error. 
            	 
         

         
          
            		RPR+—An
            		enhancement to RPR in which the standby RP is fully initialized. 
            	 
         

         
          SSO—Stateful Switchover.
            		Enables applications and features to maintain state information between an
            		active and standby unit. 
            	 
         

         
          
            		standby RP—An RP
            		that has been fully initialized and is ready to assume control from the active
            		RP should a manual or fault-induced switchover occur. 
            	 
         

         
          
            		switchover—An
            		event in which system control and routing protocol execution are transferred
            		from the active RP to the standby RP. Switchover may be a manual operation or
            		may be induced by a hardware or software fault. Switchover may include transfer
            		of the packet forwarding function in systems that combine system control and
            		packet forwarding in an indivisible unit. 
            	 
         

         
         vIP—virtual IP address.
            		An IPv4 address. There must be only one virtual IP address for each configured
            		GLBP group. The virtual IP address must be configured on at least one GLBP
            		group member. Other GLBP group members can learn the virtual IP address from
            		hello messages. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Finding Feature
         	 Information
      

      
          Your software release
            		may not support all the features documented in this module. For the latest
            		caveats and feature information, see 
            		Bug Search Tool and the
            		release notes for your platform and software release. To find information about
            		the features documented in this module, and to see a list of the releases in
            		which each feature is supported, see the feature information table. 
            	 
         

         
         Use Cisco Feature
            		Navigator to find information about platform support and Cisco software image
            		support. To access Cisco Feature Navigator, go to 
            		www.cisco.com/​go/​cfn.
            		An account on Cisco.com is not required. 
            	 
         

         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
   
      
      
      IP Multicast Routing
         	 Protocols
      

      
          The software supports
            		the following protocols to implement IP multicast routing: 
            	 
         

         
         
            	 
               		  
                IGMP is used
                  			 between hosts on a LAN and the routers 
                  			 (and multilayer 
                     				devices) on that LAN to track the
                  			 multicast groups of which hosts are members. 
                  			 To participate in IP
                     				multicasting, multicast hosts, routers, and multilayer 
                     				devices must have the Internet Group
                     				Management Protocol (IGMP) operating. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Protocol
                  			 Independent Multicast (PIM) is used between routers so that they can track
                  			 which multicast packets to forward to each other and to their directly
                  			 connected LANs. 
                  		  
               

               

               
               		
            

            
            	
               		  
               IGMP Snooping is
                  			 used for multicasting in a Layer 2 switching environment. It helps reduce the
                  			 flooding of multicast traffic by dynamically configuring Layer 2 interfaces so
                  			 that multicast traffic is forwarded to only those interfaces associated with IP
                  			 multicast devices. 
                  		  
               

               

               
               		
            

            
         

         
          This figure shows
            		where these protocols operate within the IP multicast environment. 
            	 
         

         
         
            		
            IP Multicast Routing Protocols
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         According to IPv4 multicast
            		standards, the MAC destination multicast address begins with 0100:5e and is
            		appended by the last 23 bits of the IP address. For example, if the IP
            		destination address is 239.1.1.39, the MAC destination address is
            		0100:5e01:0127. 
            	 
         

         
         A multicast packet is
            		unmatched when the destination IPv4 address does not match the destination MAC
            		address. The 
            		device forwards the unmatched packet in
            		hardware based upon the MAC address table. If the destination MAC address is
            		not in the MAC address table, the 
            		device floods the packet to the all port in
            		the same VLAN as the receiving port. 
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring Basic IP Multicast Routing

         
      

      
      Related References

         
         Prerequisites for Basic IP Multicast Routing

         
      

      
      
      
   
      
      
      IP Multicast Boundary

      
          As shown in the
            		figure, address scoping defines domain boundaries so that domains with RPs that
            		have the same IP address do not leak into each other. Scoping is performed on
            		the subnet boundaries within large domains and on the boundaries between the
            		domain and the Internet. 
            	 
         

         
         Address Scoping at
               		  Boundaries
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          You can set up an
            		administratively scoped boundary on an interface for multicast group addresses
            		using the 
            		ip 
               		  multicast 
               		  boundary command with the 
            		access-list
            		argument. A standard access list defines the range of addresses affected. When
            		a boundary is set up, no multicast data packets are allowed to flow across the
            		boundary from either direction. The boundary allows the same multicast group
            		address to be reused in different administrative domains. 
            	 
         

         
          The Internet Assigned
            		Numbers Authority (IANA) has designated the multicast address range 239.0.0.0
            		to 239.255.255.255 as the administratively scoped addresses. This range of
            		addresses can be reused in domains administered by different organizations.
            		They would be considered local, not globally unique. 
            	 
         

         
          You can configure the
            		
            		filter-autorp
            		keyword to examine and filter Auto-RP discovery and announcement messages at
            		the administratively scoped boundary. Any Auto-RP group range announcements
            		from the Auto-RP packets that are denied by the boundary access control list
            		(ACL) are removed. An Auto-RP group range announcement is permitted and passed
            		by the boundary only if all addresses in the Auto-RP group range are permitted
            		by the boundary ACL. If any address is not permitted, the entire group range is
            		filtered and removed from the Auto-RP message before the Auto-RP message is
            		forwarded. 
            		
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Defining the IP Multicast Boundary (CLI)

         
      

      
      Related References

         
         Example: Configuring an IP Multicast Boundary

         
      

      
      
      
   
      
      
      IP Multicast Group Addressing

      
         
            A multicast group is identified by its multicast group address. Multicast packets are delivered to that multicast group address.
            Unlike unicast addresses that uniquely identify a single host, multicast IP addresses do not identify a particular host. To
            receive the data sent to a multicast address, a host must join the group that address identifies. The data is sent to the
            multicast address and received by all the hosts that have joined the group indicating that they wish to receive traffic sent
            to that group. The multicast group address is assigned to a group at the source. Network administrators who assign multicast
            group addresses must make sure the addresses conform to the multicast address range assignments reserved by the Internet Assigned
            Numbers Authority (IANA).
         

         
      

      
      
      
         
         	IP Class D Addresses

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP Class D Addresses

      
         
            IP multicast addresses have been assigned to the IPv4 Class D address space by IANA. The high-order four bits of a Class D
            address are 1110. Therefore, host group addresses can be in the range 224.0.0.0 to 239.255.255.255. A multicast address is
            chosen at the source (sender) for the receivers in a multicast group. 
         

         
         
            
               	[image: ../images/note.gif]
Note
               	



                  
                     The Class D address range is used only for the group address or destination address of IP multicast traffic. The source address
                     for multicast datagrams is always the unicast source address.
                  

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP Multicast Address Scoping

      
          The multicast address range is subdivided to provide predictable behavior for various address ranges and for address reuse
            within smaller domains. The table provides a summary of the multicast address ranges. A brief summary description of each
            range follows.
            	 
         

         
         
         
            
               Multicast Address Range Assignments
               
                  
                     	 
                        				
                         Name
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Range
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Description
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                         Reserved Link-Local Addresses
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         224.0.0.0 to 224.0.0.255
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Reserved for use by network protocols on a local network segment.
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                         Globally Scoped Addresses
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         224.0.1.0 to 238.255.255.255
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Reserved to send multicast data between organizations and across the Internet.
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                         Source Specific Multicast
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         232.0.0.0 to 232.255.255.255
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Reserved for use with the SSM datagram delivery model where data is forwarded only to receivers that have explicitly joined
                           the group.
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                         GLOP Addresses
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         233.0.0.0 to 233.255.255.255
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Reserved for statically defined addresses by organizations that already have an assigned autonomous system (AS) domain number.
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                         Limited Scope Address
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         239.0.0.0 to 239.255.255.255
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Reserved as administratively or limited scope addresses for use in private multicast domains.
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
         
            Reserved Link-Local Addresses
 
            		 
            		
             The IANA has reserved the range 224.0.0.0 to 224.0.0.255 for use by network protocols on a local network segment. Packets
               with an address in this range are local in scope and are not forwarded by IP routers. Packets with link local destination
               addresses are typically sent with a time-to-live (TTL) value of 1 and are not forwarded by a router.
               		
            

            
            		
             Within this range, reserved link-local addresses provide network protocol functions for which they are reserved. Network
               protocols use these addresses for automatic router discovery and to communicate important routing information. For example,
               Open Shortest Path First (OSPF) uses the IP addresses 224.0.0.5 and 224.0.0.6 to exchange link-state information. 
               		
            

            
            		
             IANA assigns single multicast address requests for network protocols or network applications out of the 224.0.1.xxx address
               range. Multicast routers forward these multicast addresses.
               		
            

            
            	 
         

         
         
            Globally Scoped Addresses
 
            		 
            		
             Addresses in the range 224.0.1.0 to 238.255.255.255 are called globally scoped addresses. These addresses are used to send
               multicast data between organizations across the Internet. Some of these addresses have been reserved by IANA for use by multicast
               applications. For example, the IP address 224.0.1.1 is reserved for Network Time Protocol (NTP).
               		
            

            
            	 
         

         
         
            Source Specific Multicast Addresses
 
            		 
            		
             Addresses in the range 232.0.0.0/8 are reserved for Source Specific Multicast (SSM) by IANA. In Cisco IOS software, you can
               use the 
               		  ip 
                  			 pim 
                  			 ssmcommand to configure SSM for arbitrary IP multicast addresses also. SSM is an extension of Protocol Independent Multicast
               (PIM) that allows for an efficient data delivery mechanism in one-to-many communications. SSM is described in the 
               		  IP Multicast Delivery Modes section.
               		
            

            
            	 
         

         
         
            GLOP Addresses
 
            		 
            		
             GLOP addressing (as proposed by RFC 2770, GLOP Addressing in 233/8) proposes that the 233.0.0.0/8 range be reserved for statically
               defined addresses by organizations that already have an AS number reserved. This practice is called GLOP addressing. The AS
               number of the domain is embedded into the second and third octets of the 233.0.0.0/8 address range. For example, AS 62010
               is written in hexadecimal format as F23A. Separating the two octets F2 and 3A results in 242 and 58 in decimal format. These
               values result in a subnet of 233.242.58.0/24 that would be globally reserved for AS 62010 to use.
               		
            

            
            	 
         

         
         
            Limited Scope Addresses
 
            		 
            		
             The range 239.0.0.0 to 239.255.255.255 is reserved as administratively or limited scoped addresses for use in private multicast
               domains. These addresses are constrained to a local group or organization. Companies, universities, and other organizations
               can use limited scope addresses to have local multicast applications that will not be forwarded outside their domain. Routers
               typically are configured with filters to prevent multicast traffic in this address range from flowing outside an autonomous
               system (AS) or any user-defined domain. Within an AS or domain, the limited scope address range can be further subdivided
               so that local multicast boundaries can be defined. 
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                      Network administrators may use multicast addresses in this range, inside a domain, without conflicting with others elsewhere
                        in the Internet.
                        		
                     

                     
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP Multicast Delivery Modes

      
         
            IP multicast delivery modes differ only for the receiver hosts, not for the source hosts. A source host sends IP multicast
            packets with its own IP address as the IP source address of the packet and a group address as the IP destination address of
            the packet.
         

         
      

      
      
      
         
         	Source Specific Multicast

         
      

      
      
      
         
      

      
      
      
   
      
      
      IGMP Multicast Addresses

      
          IP multicast traffic uses group addresses, which are Class D IP addresses. The high-order four bits of a Class D address
            are 1110. Therefore, host group addresses can be in the range 224.0.0.0 to 239.255.255.255. 
            	 
         

         
          Multicast addresses in the range 224.0.0.0 to 224.0.0.255 are reserved for use by routing protocols and other network control
            traffic. The address 224.0.0.0 is guaranteed not to be assigned to any group. 
            	 
         

         
          IGMP packets are transmitted using IP multicast group addresses as follows: 
            	 
         

         
         
            	
                IGMP general queries are destined to the address 224.0.0.1 (all systems on a subnet). 
                  		
               

               

               
            

            
            	
                IGMP group-specific queries are destined to the group IP address for which the device is querying. 
                  		
               

               

               
            

            
            	
                IGMP group membership reports are destined to the group IP address for which the device is reporting. 
                  		
               

               

               
            

            
            	
                IGMPv2 leave-group messages are destined to the address 224.0.0.2 (all devices on a subnet). 
                  		
               

               

               
            

            
            	
                IGMPv3 membership reports are destined to the address 224.0.0.22; all IGMPv3-capable multicast devices must listen to this
                  address. 
                  		
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring the Device as a Member of a Group (CLI)

         
      

      
      Related References

         
         Example: Configuring the Device as a Member of a Multicast Group

         
      

      
      
      
   
      
      
      IGMP Versions

      
         

         
         The
            		
            		device supports IGMP version 1, IGMP version
            		2, and IGMP version 3. These versions are interoperable on the 
            		device. For example, if IGMP snooping is
            		enabled and the querier's version is IGMPv2, and the 
            		device receives an IGMPv3 report from a host,
            		then the 
            		device can forward the IGMPv3 report to the
            		multicast router. 
            	 
         

         
         An IGMPv3 
            		device can receive messages from and forward
            		messages to a device running the Source Specific Multicast (SSM) feature. 
            	 
         

         
      

      
      
      
         
         	IGMP Version 1

         
         	IGMP Version 2

         
         	IGMP Version 3

         
         	IGMPv3 Host Signaling

         
      

      
      
      
         
      

      
      Related Tasks

         
         Changing the IGMP Version(CLI)

         
      

      
      Related References

         
         Restrictions for Configuring IGMP

         
         Restrictions for IGMP Snooping

         
      

      
      
      
   
      
      
      IGMP Version 1

      
         

         
         IGMP version 1 (IGMPv1) primarily uses a query-response model that enables the multicast router and multilayer device to find which multicast groups are active (have one or more hosts interested in a multicast group) on the local subnet. IGMPv1
            has other processes that enable a host to join and leave a multicast group. For more information, see RFC 1112.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IGMP Version 2

      
         

         
         IGMPv2 extends IGMP functionality by providing such features as the IGMP leave process to reduce leave latency, group-specific
            queries, and an explicit maximum query response time. IGMPv2 also adds the capability for routers to elect the IGMP querier
            without depending on the multicast protocol to perform this task. For more information, see RFC 2236.
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                   IGMP version 2 is the default version for the device.
                  

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IGMP Version
         	 3
      

      
         

         
         The 
            		device supports IGMP version 3. 
            	 
         

         
         An IGMPv3 
            		device supports Basic IGMPv3 Snooping Support
            		(BISS), which includes support for the snooping features on IGMPv1 and IGMPv2
            		switches and for IGMPv3 membership report messages. BISS constrains the
            		flooding of multicast traffic when your network includes IGMPv3 hosts. It
            		constrains traffic to approximately the same set of ports as the IGMP snooping
            		feature on IGMPv2 or IGMPv1 hosts.
            	 
         

         
         An IGMPv3 
            		device can receive messages from and forward
            		messages to a device running the Source Specific Multicast (SSM) feature.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IGMPv3 Host Signaling

      
          IGMPv3 is the third version of the IETF standards track protocol in which hosts signal membership to last-hop devices of
            multicast groups. IGMPv3 introduces the ability for hosts to signal group membership that allows filtering capabilities with
            respect to sources. A host can signal either that it wants to receive traffic from all sources sending to a group except for
            some specific sources (a mode called EXCLUDE) or that it wants to receive traffic only from some specific sources sending
            to the group (a mode called INCLUDE). 
            	 
         

         
          IGMPv3 can operate with both ISM and SSM. In ISM, both EXCLUDE and INCLUDE mode reports are accepted by the last-hop router.
            In SSM, only INCLUDE mode reports are accepted by the last-hop router. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IGMP Versions
         	 Differences
      

      
         There are three
            		versions of IGMP, as defined by Request for Comments (RFC) documents of the
            		Internet Engineering Task Force (IETF). IGMPv2 improves over IGMPv1 by adding
            		the ability for a host to signal desire to leave a multicast group and IGMPv3
            		improves over IGMPv2 mainly by adding the ability to listen to multicast
            		originating from a set of source IP addresses only. 
            	 
         

         
         
         
            
               IGMP Versions
               
                  
                     	 
                        				
                         IGMP Version 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Description 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                         IGMPv1 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Provides the
                           				  basic query-response mechanism that allows the multicast device to determine
                           				  which multicast groups are active and other processes that enable hosts to join
                           				  and leave a multicast group. RFC 1112 defines the IGMPv1 host extensions for IP
                           				  multicasting. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                         IGMPv2 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Extends IGMP,
                           				  allowing such capabilities as the IGMP leave process, group-specific queries,
                           				  and an explicit maximum response time field. IGMPv2 also adds the capability
                           				  for devices to elect the IGMP querier without dependence on the multicast
                           				  protocol to perform this task. RFC 2236 defines IGMPv2. 
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                   By default,
                     		  enabling a PIM on an interface enables IGMPv2 on that device. IGMPv2 was
                     		  designed to be as backward compatible with IGMPv1 as possible. To accomplish
                     		  this backward compatibility, RFC 2236 defined special interoperability rules.
                     		  If your network contains legacy IGMPv1 hosts, you should be familiar with these
                     		  operability rules. For more information about IGMPv1 and IGMPv2
                     		  interoperability, see RFC 2236, Internet Group Management Protocol, Version 2 .
                     		  
                     		
                  

                  
                  	 
                  

               
            

         

         
         
            Devices That Run
               		  IGMPv1
            
 
            		 
            		
             IGMPv1 devices send
               		  IGMP queries to the “all-hosts” multicast address of 224.0.0.1 to solicit
               		  multicast groups with active multicast receivers. The multicast receivers also
               		  can send IGMP reports to the device to notify it that they are interested in
               		  receiving a particular multicast stream. Hosts can send the report
               		  asynchronously or in response to the IGMP queries sent by the device. If more
               		  than one multicast receiver exists for the same multicast group, only one of
               		  these hosts sends an IGMP report message; the other hosts suppress their report
               		  messages. 
               		
            

            
            		
             In IGMPv1, there is
               		  no election of an IGMP querier. If more than one device on the segment exists,
               		  all the devices send periodic IGMP queries. IGMPv1 has no special mechanism by
               		  which the hosts can leave the group. If the hosts are no longer interested in
               		  receiving multicast packets for a particular group, they simply do not reply to
               		  the IGMP query packets sent from the device. The device continues sending query
               		  packets. If the device does not hear a response in three IGMP queries, the
               		  group times out and the device stops sending multicast packets on the segment
               		  for the group. If the host later wants to receive multicast packets after the
               		  timeout period, the host simply sends a new IGMP join to the device, and the
               		  device begins to forward the multicast packet again. 
               		
            

            
            		
             If there are
               		  multiple devices on a LAN, a designated router (DR) must be elected to avoid
               		  duplicating multicast traffic for connected hosts. PIM devices follow an
               		  election process to select a DR. The PIM device with the highest IP address
               		  becomes the DR. 
               		
            

            
            		
             The DR is
               		  responsible for the following tasks: 
               		
            

            
            		
            
               	 
                  			 
                   Sending PIM
                     				register and PIM Join and Prune messages toward the rendezvous point (RP) to
                     				inform it about host group membership. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   Sending IGMP
                     				host-query messages. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   Sending
                     				host-query messages by default every 60 seconds in order to keep the IGMP
                     				overhead on hosts and networks very low. 
                     			 
                  

                  

                  
                  		  
               

               
            

            
            	 
         

         
         
            Devices That Run
               		  IGMPv2
            
 
            		 
            		
             IGMPv2 improves the
               		  query messaging capabilities of IGMPv1. 
               		
            

            
            		
             The query and
               		  membership report messages in IGMPv2 are identical to the IGMPv1 messages with
               		  two exceptions: 
               		
            

            
            		
            
               	 
                  			 
                   IGMPv2 query
                     				messages are broken into two categories: general queries (identical to IGMPv1
                     				queries) and group-specific queries. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   IGMPv1
                     				membership reports and IGMPv2 membership reports have different IGMP type
                     				codes. 
                     			 
                  

                  

                  
                  		  
               

               
            

            
            		
             IGMPv2 also
               		  enhances IGMP by providing support for the following capabilities: 
               		
            

            
            		
            
               	 
                  			 
                   Querier
                     				election process--Provides the capability for IGMPv2 devices to elect the IGMP
                     				querier without having to rely on the multicast routing protocol to perform the
                     				process. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   Maximum
                     				Response Time field--A new field in query messages permits the IGMP querier to
                     				specify the maximum query-response time. This field permits the tuning of the
                     				query-response process to control response burstiness and to fine-tune leave
                     				latencies. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   Group-Specific
                     				Query messages--Permits the IGMP querier to perform the query operation on a
                     				specific group instead of all groups. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   Leave-Group
                     				messages--Provides hosts with a method of notifying devices on the network that
                     				they wish to leave the group. 
                     			 
                  

                  

                  
                  		  
               

               
            

            
            		
             Unlike IGMPv1, in
               		  which the DR and the IGMP querier are typically the same device, in IGMPv2 the
               		  two functions are decoupled. The DR and the IGMP querier are selected based on
               		  different criteria and may be different devices on the same subnet. The DR is
               		  the device with the highest IP address on the subnet, whereas the IGMP querier
               		  is the device with the lowest IP address. 
               		
            

            
            		
             Query messages are
               		  used to elect the IGMP querier as follows: 
               		
            

            
            		
            
               	 
                  			 
                   When IGMPv2
                     				devices start, they each multicast a general query message to the all-systems
                     				group address of 224.0.0.1 with their interface address in the source IP
                     				address field of the message. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   When an IGMPv2
                     				device receives a general query message, the device compares the source IP
                     				address in the message with its own interface address. The device with the
                     				lowest IP address on the subnet is elected the IGMP querier. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   All devices
                     				(excluding the querier) start the query timer, which is reset whenever a
                     				general query message is received from the IGMP querier. If the query timer
                     				expires, it is assumed that the IGMP querier has gone down, and the election
                     				process is performed again to elect a new IGMP querier. 
                     			 
                  

                  

                  
                  		  
               

               
            

            
            		
             By default, the
               		  timer is two times the query interval. 
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IGMP Join Process

      
          When a host wants to join a multicast group, the host sends one or more unsolicited membership reports for the multicast
            group it wants to join. The IGMP join process is the same for IGMPv1 and IGMPv2 hosts. 
            	 
         

         
          In IGMPv3, the join process for hosts proceeds as follows:
            	 
         

         
         
            	
                When a hosts wants to join a group, it sends an IGMPv3 membership report to 224.0.0.22 with an empty EXCLUDE list. 
                  		
               

               

               
            

            
            	
                When a host wants to join a specific channel, it sends an IGMPv3 membership report to 224.0.0.22 with the address of the
                  specific source included in the INCLUDE list. 
                  		
               

               

               
            

            
            	
                When a host wants to join a group excluding particular sources, it sends an IGMPv3 membership report to 224.0.0.22 excluding
                  those sources in the EXCLUDE list.
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                   If some IGMPv3 hosts on a LAN wish to exclude a source and others wish to include the source, then the device will send traffic
                     for the source on the LAN (that is, inclusion trumps exclusion in this situation).
                     	 
                  

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IGMP Leave Process

      
          The method that hosts use to leave a group varies depending on the version of IGMP in operation.
            	 
         

         
         
            IGMPv1 Leave Process
 
            		 
            		
             There is no leave-group message in IGMPv1 to notify the devices on the subnet that a host no longer wants to receive the
               multicast traffic from a specific group. The host simply stops processing traffic for the multicast group and ceases responding
               to IGMP queries with IGMP membership reports for the group. As a result, the only way IGMPv1 devices know that there are no
               longer any active receivers for a particular multicast group on a subnet is when the devices stop receiving membership reports.
               To facilitate this process, IGMPv1 devices associate a countdown timer with an IGMP group on a subnet. When a membership report
               is received for the group on the subnet, the timer is reset. For IGMPv1 devices, this timeout interval is typically three
               times the query interval (3 minutes). This timeout interval means that the device may continue to forward multicast traffic
               onto the subnet for up to 3 minutes after all hosts have left the multicast group. 
               		
            

            
            	 
         

         
         
            IGMPv2 Leave Process
 
            		 
            		
             IGMPv2 incorporates a leave-group message that provides the means for a host to indicate that it wishes to stop receiving
               multicast traffic for a specific group. When an IGMPv2 host leaves a multicast group, if it was the last host to respond to
               a query with a membership report for that group, it sends a leave-group message to the all-devices multicast group (224.0.0.2).
               		
            

            
            	 
         

         
         
            IGMPv3 Leave Process
 
            		 
            		
             IGMPv3 enhances the leave process by introducing the capability for a host to stop receiving traffic from a particular group,
               source, or channel in IGMP by including or excluding sources, groups, or channels in IGMPv3 membership reports.
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
       IGMP Snooping

      
         

         
         Layer 2 
            		devices can use IGMP snooping to constrain the
            		flooding of multicast traffic by dynamically configuring Layer 2 interfaces so
            		that multicast traffic is forwarded to only those interfaces associated with IP
            		multicast devices. As the name implies, IGMP snooping requires the LAN 
            		device to snoop on the IGMP transmissions
            		between the host and the router and to keep track of multicast groups and
            		member ports. When the 
            		device receives an IGMP report from a host
            		for a particular multicast group, the 
            		device adds the host port number to the
            		forwarding table entry; when it receives an IGMP Leave Group message from a
            		host, it removes the host port from the table entry. It also periodically
            		deletes entries if it does not receive IGMP membership reports from the
            		multicast clients. 
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                  For more information on IP
                     		  multicast and IGMP, see RFC 1112 and RFC 2236. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         The multicast router 
            		(which could
               		  be a 
               		  device with the IP services feature 
            		 
            		set on the active 
            		device) sends out periodic general
            		queries to all VLANs. All hosts interested in this multicast traffic send join
            		requests and are added to the forwarding table entry. The 
            		device creates one entry per VLAN in the IGMP
            		snooping IP multicast forwarding table for each group from which it receives an
            		IGMP join request. 
            	 
         

         
         The 
            		device supports IP multicast group-based
            		bridging, instead of MAC-addressed based groups. With multicast MAC
            		address-based groups, if an IP address being configured translates (aliases) to
            		a previously configured MAC address or to any reserved multicast MAC addresses
            		(in the range 224.0.0.xxx), the command fails. Because the 
            		device uses IP multicast groups, there are no
            		address aliasing issues. 
            	 
         

         
         The IP multicast groups
            		learned through IGMP snooping are dynamic. However, you can statically
            		configure multicast groups by using the 
            		ip igmp snooping vlan 
                  		  vlan-id static 
               		  ip_address 
               		  interface 
               		  interface-id
            		global configuration command. If you specify group membership for a multicast
            		group address statically, your setting supersedes any automatic manipulation by
            		IGMP snooping. Multicast group membership lists can consist of both
            		user-defined and IGMP snooping-learned settings. 
            	 
         

         
         You can configure an IGMP
            		snooping querier to support IGMP snooping in subnets without multicast
            		interfaces because the multicast traffic does not need to be routed. 
            	 
         

         
         If a port spanning-tree, a
            		port group, or a VLAN ID change occurs, the IGMP snooping-learned multicast
            		groups from this port on the VLAN are deleted. 
            	 
         

         
         These sections describe IGMP snooping characteristics: 
            	 
         

         
      

      
      
      
         
         	Joining a Multicast Group

         
         	Leaving a Multicast Group

         
         	Immediate Leave

         
         	IGMP Configurable-Leave Timer

         
         	IGMP Report Suppression

         
         	IGMP Snooping and Device Stacks

         
         	IGMP Filtering and Throttling

         
      

      
      
      
         
      

      
      
      
   
      
      
      Immediate Leave 

      
         

         
         The 
            		device uses IGMP snooping Immediate Leave to
            		remove from the forwarding table an interface that sends a leave message
            		without the 
            		device sending group-specific queries to the
            		interface. The VLAN interface is pruned from the multicast tree for the
            		multicast group specified in the original leave message. Immediate Leave
            		ensures optimal bandwidth management for all hosts on a switched network, even
            		when multiple multicast groups are simultaneously in use.
            	 
         

         
         Immediate Leave is only
            		supported on IGMP version 2 hosts. IGMP version 2 is the default version for
            		the 
            		device.
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                  You should use the Immediate
                     		  Leave feature only on VLANs where a single host is connected to each port. If
                     		  Immediate Leave is enabled on VLANs where more than one host is connected to a
                     		  port, some hosts may be dropped inadvertently.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling IGMP Immediate Leave (CLI)

         
      

      
      
      
   
      
      
      IGMP Configurable-Leave Timer

      
         

         
          You can configure the time
            		that the 
            		device waits after sending a group-specific
            		query to determine if hosts are still interested in a specific multicast group.
            		The IGMP leave response time can be configured from 100 to 32767 milliseconds. 
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring the IGMP Leave Timer (CLI)

         
      

      
      
      
   
      
      
      IGMP Report Suppression
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                  IGMP report suppression is supported only when the multicast query has IGMPv1 and IGMPv2 reports. This feature is not supported
                     when the query includes IGMPv3 reports.
                  

                  
                  

               
            

         

         
         The device  uses IGMP report suppression to forward only one IGMP report per multicast router query to multicast devices. When IGMP
            report suppression is enabled (the default), the device  sends the first IGMP report from all hosts for a group to all the multicast routers. The device  does not send the remaining IGMP reports for the group to the multicast routers. This feature prevents duplicate reports
            from being sent to the multicast devices.
         

         
         If the multicast router query includes requests only for IGMPv1 and IGMPv2 reports, the device  forwards only the first IGMPv1 or IGMPv2 report from all hosts for a group to all the multicast routers.
         

         
         If the multicast router query also includes requests for IGMPv3 reports, the device  forwards all IGMPv1, IGMPv2, and IGMPv3 reports for a group to the multicast devices.
         

         
         If you disable IGMP report suppression, all IGMP reports are forwarded to the multicast routers.

         
      

      
      
      
         
      

      
      Related Tasks

         
         Disabling IGMP Report Suppression (CLI)

         
      

      
      
      
   
      
      
      IGMP Snooping and 
         	 Device Stacks
      

      
         

         
         IGMP snooping functions across the 
            		device stack; that is, IGMP control
            		information from one 
            		device is distributed to all 
            		devices in the stack. Regardless of the stack
            		member through which IGMP multicast data enters the stack, the data reaches the
            		hosts that have registered for that group.
            	 
         

         
         If a 
            		device in the stack fails or is removed from
            		the stack, only the members of the multicast group that are on that 
            		device will not receive the multicast data.
            		All other members of a multicast group on other 
            		devices in the stack continue to receive
            		multicast data streams. However, multicast groups that are common for both
            		Layer 2 and Layer 3 (IP multicast routing) might take longer to converge if the
            		active 
            		device
            		is removed.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
       IGMP Filtering and Throttling

      
         

         
         In some environments, for
            		example, metropolitan or multiple-dwelling unit (MDU) installations, you might
            		want to control the set of multicast groups to which a user on a 
            		device port can belong. You can control the
            		distribution of multicast services, such as IP/TV, based on some type of
            		subscription or service plan. You might also want to limit the number of
            		multicast groups to which a user on a 
            		device port can belong.
            	 
         

         
         With the IGMP filtering
            		feature, you can filter multicast joins on a per-port basis by configuring IP
            		multicast profiles and associating them with individual 
            		device ports. An IGMP profile can contain one
            		or more multicast groups and specifies whether access to the group is permitted
            		or denied. If an IGMP profile denying access to a multicast group is applied to
            		a 
            		device port, the IGMP join report requesting
            		the stream of IP multicast traffic is dropped, and the port is not allowed to
            		receive IP multicast traffic from that group. If the filtering action permits
            		access to the multicast group, the IGMP report from the port is forwarded for
            		normal processing. You can also set the maximum number of IGMP groups that a
            		Layer 2 interface can join.
            	 
         

         
         IGMP filtering controls only
            		group-specific query and membership reports, including join and leave reports.
            		It does not control general IGMP queries. IGMP filtering has no relationship
            		with the function that directs the forwarding of IP multicast traffic. The
            		filtering feature operates in the same manner whether CGMP or MVR is used to
            		forward the multicast traffic.
            	 
         

         
         IGMP filtering applies only
            		to the dynamic learning of IP multicast group addresses, not static
            		configuration.
            	 
         

         
         With the IGMP throttling
            		feature, you can set the maximum number of IGMP groups that a Layer 2 interface
            		can join. If the maximum number of IGMP groups is set, the IGMP snooping
            		forwarding table contains the maximum number of entries, and the interface
            		receives an IGMP join report, you can configure an interface to drop the IGMP
            		report or to replace the randomly selected multicast entry with the received
            		IGMP report.
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                  IGMPv3 join and leave
                     		  messages are not supported on 
                     		  devices running IGMP filtering.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IGMP Proxy

      
          An IGMP proxy enables
            		hosts in a unidirectional link routing (UDLR) environment that are not directly
            		connected to a downstream router to join a multicast group sourced from an
            		upstream network. 
            	 
         

         
          The figure below
            		illustrates a sample topology that shows two UDLR scenarios: 
            	 
         

         
         
            	 
               		  
                Traditional UDL
                  			 routing scenario--A UDL device with directly connected receivers. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                IGMP proxy
                  			 scenario--UDL device without directly connected receivers. 
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                   IGMP UDLs are
                     		  needed on the upstream and downstream devices. 
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                  Although the
                        			 following illustration and example uses routers in the configuration, any
                        			 device (router or switch) can be used. 
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            Scenario 1--Traditional UDLR
               		  Scenario (UDL Device with Directly Connected Receivers)
            
 
            		 
            		
             For scenario 1, no
               		  IGMP proxy mechanism is needed. In this scenario, the following sequence of
               		  events occurs: 
               		
            

            
            		
            
               	 
                  			 
                   User 2 sends an
                     				IGMP membership report requesting interest in group G. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   Router B
                     				receives the IGMP membership report, adds a forwarding entry for group G on LAN
                     				B, and proxies the IGMP report to Router A, which is the UDLR upstream device. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   The IGMP report
                     				is then proxied across the Internet link. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   Router A
                     				receives the IGMP proxy and maintains a forwarding entry on the unidirectional
                     				link. 
                     			 
                  

                  

                  
                  		  
               

               
            

            
            	 
         

         
         
            Scenario 2--IGMP Proxy
               		  Scenario (UDL Device without Directly Connected Receivers)
            
 
            		 
            		
             For scenario 2, the
               		  IGMP proxy mechanism is needed to enable hosts that are not directly connected
               		  to a downstream device to join a multicast group sourced from an upstream
               		  network. In this scenario, the following sequence of events occurs: 
               		
            

            
            		
            
               	 
                  			 
                   User 1 sends an
                     				IGMP membership report requesting interest in group G. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   Router C sends
                     				a PIM Join message hop-by-hop to the RP (Router B). 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   Router B
                     				receives the PIM Join message and adds a forwarding entry for group G on LAN B.
                     				
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   Router B
                     				periodically checks its mroute table and proxies the IGMP membership report to
                     				its upstream UDL device across the Internet link. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   Router A
                     				creates and maintains a forwarding entry on the unidirectional link (UDL). 
                     			 
                  

                  

                  
                  		  
               

               
            

            
            		
             In an enterprise
               		  network, it is desirable to be able to receive IP multicast traffic via
               		  satellite and forward the traffic throughout the network. With unidirectional
               		  link routing (UDLR) alone, scenario 2 would not be possible because receiving
               		  hosts must be directly connected to the downstream device, Router B. The IGMP
               		  proxy mechanism overcomes this limitation by creating an IGMP report for (*, G)
               		  entries in the multicast forwarding table. To make this scenario functional,
               		  therefore, you must enable IGMP report forwarding of proxied (*, G) multicast
               		  static route (mroute) entries (using the 
               		  ip 
                  			 igmp 
                  			 mroute-proxy command) and enable the mroute proxy
               		  service (using the 
               		  ip 
                  			 igmp 
                  			 proxy-service command) on interfaces leading to
               		  PIM-enabled networks with potential members. 
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                      Because PIM
                        			 messages are not forwarded upstream, each downstream network and the upstream
                        			 network have a separate domain. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring the Upstream UDL Device for IGMP UDLR

         
         Configuring the Downstream UDL Device for IGMP UDLR with IGMP Proxy Support

         
      

      
      Related References

         
         Example: IGMP Proxy Configuration

         
      

      
      
      
   
      
      
      IP Multicast Traffic and Layer 2 Switches

      
          The default behavior for a Layer 2 switch is to forward all multicast traffic to every port that belongs to the destination
            LAN on the switch. This behavior reduces the efficiency of the switch, whose purpose is to limit traffic to the ports that
            need to receive the data. This behavior requires a constraining mechanism to reduce unnecessary multicast traffic, which improves
            switch performance. 
            	 
         

         
          Cisco Group Management Protocol (CGMP), Router Group Management Protocol (RGMP), and IGMP snooping efficiently constrain
            IP multicast in a Layer 2 switching environment. 
            	 
            
               	
                   CGMP and IGMP snooping are used on subnets that include end users or receiver clients. 
                     		
                  

                  

                  
               

               
               	
                  RGMP is used on routed segments that contain only routers, such as in a collapsed backbone. 
                     		
                  

                  

                  
               

               
               	
                  RGMP and CGMP cannot interoperate. However, Internet Group Management Protocol (IGMP) can interoperate with CGMP and RGMP
                     snooping. 
                     		
                  

                  

                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      CGMP on Catalyst Switches for IP Multicast

      
          CGMP is a Cisco-developed protocol used on device connected to Catalyst switches to perform tasks similar to those performed
            by IGMP. CGMP is necessary for those Catalyst switches that do not distinguish between IP multicast data packets and IGMP
            report messages, both of which are addressed to the same group address at the MAC level. The switch can distinguish IGMP packets,
            but would need to use software on the switch, greatly impacting its performance.
            	 
         

         
          You must configure CGMP on the multicast device and the Layer 2 switches. The result is that, with CGMP, IP multicast traffic
            is delivered only to those Catalyst switch ports that are attached to interested receivers. All other ports that have not
            explicitly requested the traffic will not receive it unless these ports are connected to a multicast router. Multicast router
            ports must receive every IP multicast data packet. 
            	 
         

         
          Using CGMP, when a host joins a multicast group, it multicasts an unsolicited IGMP membership report message to the target
            group. The IGMP report is passed through the switch to the router for normal IGMP processing. The router (which must have
            CGMP enabled on this interface) receives the IGMP report and processes it as it normally would, but also creates a CGMP Join
            message and sends it to the switch. The Join message includes the MAC address of the end station and the MAC address of the
            group it has joined. 
            	 
         

         
          The switch receives this CGMP Join message and then adds the port to its content-addressable memory (CAM) table for that
            multicast group. All subsequent traffic directed to this multicast group is then forwarded out the port for that host. 
            	 
         

         
          The Layer 2 switches are designed so that several destination MAC addresses could be assigned to a single physical port.
            This design allows switches to be connected in a hierarchy and also allows many multicast destination addresses to be forwarded
            out a single port. 
            	 
         

         
          The device port also is added to the entry for the multicast group. Multicast device must listen to all multicast traffic
            for every group because IGMP control messages are also sent as multicast traffic. The rest of the multicast traffic is forwarded
            using the CAM table with the new entries created by CGMP.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling CGMP

         
      

      
      Related References

         
         Example: CGMP Configuration

         
      

      
      
      
   
      
      
      IGMP Snooping

      
         
            IGMP snooping is an IP multicast constraining mechanism that runs on a Layer 2 LAN switch. IGMP snooping requires the LAN
            switch to examine, or “snoop,” some Layer 3 information (IGMP Join/Leave messages) in the IGMP packets sent between the hosts
            and the router. When the switch receives the IGMP host report from a host for a particular multicast group, the switch adds
            the port number of the host to the associated multicast table entry. When the switch hears the IGMP Leave group message from
            a host, the switch removes the table entry of the host.
         

         
         
            Because IGMP control messages are sent as multicast packets, they are indistinguishable from multicast data at Layer 2. A
            switch running IGMP snooping must examine every multicast data packet to determine if it contains any pertinent IGMP control
            information. IGMP snooping implemented on a low-end switch with a slow CPU could have a severe performance impact when data
            is sent at high rates. The solution is to implement IGMP snooping on high-end switches with special application-specific integrated
            circuits (ASICs) that can perform the IGMP checks in hardware. CGMP is a better option for low-end switches without special
            hardware.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring Switches for IP Multicast

      
         
            If you have switching in your multicast network, consult the documentation for the switch you are working with for information
            about how to configure IP multicast.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring IGMP Snooping

      
         
            No configuration is required on the router. Consult the documentation for the switch you are working with to determine how
            to enable IGMP snooping and follow the provided instructions.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IGMP Helper

      
         

         
         PIM stub routing moves
            		routed traffic closer to the end user and reduces network traffic. You can also
            		reduce traffic by configuring a stub router (switch) with the IGMP helper
            		feature.
            	 
         

         
         You can configure a
            		stub router (switch) with the ip igmp helper-address 
               		  ip-address interface configuration command to enable
            		the switch to send reports to the next-hop interface. Hosts that are not
            		directly connected to a downstream router can then join a multicast group
            		sourced from an upstream network. The IGMP packets from a host wanting to join
            		a multicast stream are forwarded upstream to the next-hop device when this
            		feature is configured. When the upstream central router receives the helper
            		IGMP reports or leaves, it adds or removes the interfaces from its outgoing
            		interface list for that group.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Auto-RP

      
         
            In the first version of PIM-SM, all leaf routers (routers directly connected to sources or receivers) were required to be
            manually configured with the IP address of the RP. This type of configuration is also known as static RP configuration. Configuring
            static RPs is relatively easy in a small network, but it can be laborious in a large, complex network.
         

         
         
            Following the introduction of PIM-SM version 1, Cisco implemented a version of PIM-SM with the Auto-RP feature. Auto-RP automates
            the distribution of group-to-RP mappings in a PIM network. Auto-RP has the following benefits:
         

         
         
            	
               
                  Configuring the use of multiple RPs within a network to serve different groups is easy.
               

               

               
            

            
            	
               
                  Auto-RP allows load splitting among different RPs and arrangement of RPs according to the location of group participants.
               

               

               
            

            
            	
               
                  Auto-RP avoids inconsistent, manual RP configurations that can cause connectivity problems.
               

               

               
            

            
         

         
         
            Multiple RPs can be used to serve different group ranges or serve as backups to each other. For Auto-RP to work, a router
            must be designated as an RP-mapping agent, which receives the RP-announcement messages from the RPs and arbitrates conflicts.
            The RP-mapping agent then sends the consistent group-to-RP mappings to all other routers. Thus, all routers automatically
            discover which RP to use for the groups they support.
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                     If you configure PIM in sparse mode or sparse-dense mode and do not configure Auto-RP, you must statically configure an RP.
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                     If router interfaces are configured in sparse mode, Auto-RP can still be used if all routers are configured with a static
                     RP address for the Auto-RP groups.
                  

                  
                  

               
            

         

         
         
            To make Auto-RP work, a router must be designated as an RP mapping agent, which receives the RP announcement messages from
            the RPs and arbitrates conflicts. The RP mapping agent then sends the consistent group-to-RP mappings to all other routers
            by dense mode flooding. Thus, all routers automatically discover which RP to use for the groups they support. The Internet
            Assigned Numbers Authority (IANA) has assigned two group addresses, 224.0.1.39 and 224.0.1.40, for Auto-RP. One advantage
            of Auto-RP is that any change to the RP designation must be configured only on the routers that are RPs and not on the leaf
            routers. Another advantage of Auto-RP is that it offers the ability to scope the RP address within a domain. Scoping can be
            achieved by defining the time-to-live (TTL) value allowed for the Auto-RP advertisements.
         

         
         
            Each method for configuring an RP has its own strengths, weaknesses, and level of complexity. In conventional IP multicast
            network scenarios, we recommend using Auto-RP to configure RPs because it is easy to configure, well-tested, and stable. The
            alternative ways to configure an RP are static RP, Auto-RP, and bootstrap router.
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Setting Up Auto-RP in a New Internetwork (CLI)

         
      

      
      Related References

         
         Example: Configuring Auto-RP

         
         Example: Sparse Mode with Auto-RP

         
         Restrictions for Configuring Auto-RP and BSR

         
         Restrictions for Auto-RP Enhancement

         
      

      
      
      
   
      
      
      Auto-RP Benefits

      
         

         
         Auto-RP uses IP multicast to automate the distribution of group-to-RP mappings to all Cisco routers and multilayer devices in a PIM network. Auto-RP has these benefits:
         

         
         
            	
               Easy to use multiple RPs within a network to serve different group ranges.

               

               
            

            
            	
               Provides load splitting among different RPs and arrangement of RPs according to the location of group participants.

               

               
            

            
            	
               Avoids  inconsistent, manual RP configurations on every router and multilayer device in a PIM network, which can cause connectivity problems.
               

               

               
            

            
         

         
      

      
      
      
         
         	Benefits of Auto-RP in a PIM Network

         
      

      
      
      
         
      

      
      
      
   
      
      
      Benefits of Auto-RP in a PIM Network

      
         
            	
                Auto-RP allows any change to the RP designation to be configured only on the devices that are RPs, not on the leaf routers.
                  		
               

               

               
            

            
            	
                Auto-RP offers the ability to scope the RP address within a domain.
                  		
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      PIMv2 Bootstrap Router

      
         

         
         PIMv2
            		Bootstrap Router (BSR) is another method to distribute group-to-RP mapping
            		information to all PIM routers and multilayer 
            		devices in the network. It eliminates the need
            		to manually configure RP information in every router and 
            		device in the network. However, instead of
            		using IP multicast to distribute group-to-RP mapping information, BSR uses
            		hop-by-hop flooding of special BSR messages to distribute the mapping
            		information.
            	 
         

         
         The BSR is elected from a set
            		of candidate routers and 
            		devices in the domain that have been
            		configured to function as BSRs. The election mechanism is similar to the
            		root-bridge election mechanism used in bridged LANs. The BSR election is based
            		on the BSR priority of the device contained in the BSR messages that are sent
            		hop-by-hop through the network. Each BSR device examines the message and
            		forwards out all interfaces only the message that has either a higher BSR
            		priority than its BSR priority or the same BSR priority, but with a higher BSR
            		IP address. Using this method, the BSR is elected.
            	 
         

         
         The elected BSR sends BSR
            		messages with a TTL of 1. Neighboring PIMv2 routers or multilayer 
            		devices receive the BSR message and multicast
            		it out all other interfaces (except the one on which it was received) with a
            		TTL of 1. In this way, BSR messages travel hop-by-hop throughout the PIM
            		domain. Because BSR messages contain the IP address of the current BSR, the
            		flooding mechanism enables candidate RPs to automatically learn which device is
            		the elected BSR.
            	 
         

         
         Candidate RPs send candidate
            		RP advertisements showing the group range for which they are responsible to the
            		BSR, which stores this information in its local candidate-RP cache. The BSR
            		periodically advertises the contents of this cache in BSR messages to all other
            		PIM devices in the domain. These messages travel hop-by-hop through the network
            		to all routers and 
            		devices, which store the RP information in the
            		BSR message in their local RP cache. The routers and 
            		devices select the same RP for a given group
            		because they all use a common RP hashing algorithm.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring Candidate BSRs (CLI)

         
      

      
      Related References

         
         Configuring PIMv2 BSR

         
         Example: Configuring Candidate BSRs

         
         Restrictions for Configuring Auto-RP and BSR

         
      

      
      
      
   
      
      
      Benefits of PIM MIB Extensions

      
         
            PIM MIB extensions:
         

         
         
            	
               
                  Allow users to identify changes in the multicast topology of their network by detecting changes in the RP mapping. 
               

               

               
            

            
            	
               
                  Provide traps to monitor the PIM protocol on PIM-enabled interfaces. 
               

               

               
            

            
            	
               
                  Help users identify routing issues when multicast neighbor adjacencies expire on a multicast interface.
               

               

               
            

            
            	
               
                  Enable users to monitor RP configuration errors (for example, errors due to flapping in dynamic RP allocation protocols like
                  Auto-RP). 
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Benefits of Using MSDP to Interconnect Multiple PIM-SM Domains

      
         
            	
               
                  Allows a rendezvous point (RP) to dynamically discover active sources outside of its domain.
               

               

               
            

            
            	
               
                  Introduces a more manageable approach for building multicast distribution trees between multiple domains.
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How RPF Check Rules Are Applied to SA Messages

      
         
            The rules that apply to RPF checks for SA messages are dependent on the BGP peerings between the MSDP peers:
         

         
         
            	
               
                  Rule 1: Applied when the sending MSDP peer is also an interior (M)BGP peer.
               

               

               
            

            
            	
               
                  Rule 2: Applied when the sending MSDP peer is also an exterior (M)BGP peer.
               

               

               
            

            
            	
               
                  Rule 3: Applied when the sending MSDP peer is not an (M)BGP peer.
               

               

               
            

            
         

         
         
            RPF checks are not performed in the following cases:
         

         
         
            	
               
                  If the sending MSDP peer is the only MSDP peer, which would be the case if only a single MSDP peer or a default MSDP peer
                  is configured.
               

               

               
            

            
            	
               
                  If the sending MSDP peer is a member of a mesh group.
               

               

               
            

            
            	
               
                  If the sending MSDP peer address is the RP address contained in the SA message.
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How the Software Determines the Rule to Apply to RPF Checks

      
          The software uses the following logic to determine which RPF rule to apply to RPF checks: 
            	 
         

         
         
            	
                Find the (M)BGP neighbor that has the same IP address as the sending MSDP peer. 
                  		  
                  
                     	 If the matching (M)BGP neighbor is an internal BGP (iBGP) peer, apply Rule 1. 
                        			 
                     

                     
                     	 If the matching (M)BGP neighbor is an external BGP (eBGP) peer, apply Rule 2. 
                        			 
                     

                     
                     	 If no match is found, apply Rule 3. 
                        			 
                     

                     
                  

                  
                  		
               

               
            

            
         

         
          The implication of the RPF check rule selection is as follows: The IP address used to configure an MSDP peer on a device
            must match the IP address used to configure the (M)BGP peer on the same device. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Implications of Rule 1 of RPF Checking on MSDP

      
          The MSDP topology must mirror the (M)BGP topology. In general, wherever there is an i(M)BGP peer connection between two devices,
            an MSDP peer connection should be configured. More specifically, the IP address of the far-end MSDP peer connection must be
            the same as the far-end i(M)BGP peer connection. The addresses must be the same because the BGP topology between i(M)BGP peers
            inside an autonomous system is not described by the AS path. If it were always the case that i(M)BGP peers updated the next-hop
            address in the path when sending an update to another i(M)BGP peer, then the peer could rely on the next-hop address to describe
            the i(M)BGP topology (and hence the MSDP topology). However, because the default behavior for i(M)BGP peers is to not update
            the next-hop address, the peer cannot rely on the next-hop address to describe the (M)BGP topology (MSDP topology). Instead,
            the i(M)BGP peer uses the address of the i(M)BGP peer that sent the path to describe the i(M)BGP topology (MSDP topology)
            inside the autonomous system. 
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                   Care should be taken when configuring the MSDP peer addresses to make sure that the same address is used for both i(M)BGP
                     and MSDP peer addresses.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Implications of Rule 2 of RPF Checking on MSDP

      
          The MSDP topology must mirror the (M)BGP topology. In general, wherever there is an e(M)BGP peer connection between two devices,
            an MSDP peer connection should be configured. As opposed to Rule 1, the IP address of the far-end MSDP peer connection does
            not have to be the same as the far-end e(M)BGP peer connection.The reason that the addresses do not have to be identical is
            that BGP topology between two e(M)BGP peers is not described by the AS path. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How MSDP MD5 Password Authentication Works

      
         
            Developed in accordance with RFC 2385, the MSDP MD5 password authentication feature is used to verify each segment sent on
            the TCP connection between MSDP peers. The ip msdp password peer command is used to enable MD5 authentication for TCP connections between two MSDP peers. When MD5 authentication is enabled
            between two MSDP peers, each segment sent on the TCP connection between the peers is verified. MD5 authentication must be
            configured with the same password on both MSDP peers; otherwise, the connection between them will not be made. Configuring
            MD5 authentication causes the Cisco IOS software to generate and verify the MD5 digest of every segment sent on the TCP connection.
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Benefits of MSDP MD5 Password Authentication

      
         
            	
               
                  Protects MSDP against the threat of spoofed TCP segments being introduced into the TCP connection stream. 
               

               

               
            

            
            	
               
                  Uses the industry-standard MD5 algorithm for improved reliability and security.
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default MSDP Peers

      
          A stub autonomous
            		system also might want to have MSDP peerings with more than one RP for the sake
            		of redundancy. For example, SA messages cannot just be accepted from multiple
            		default peers, because there is no RPF check mechanism. Instead, SA messages
            		are accepted from only one peer. If that peer fails, SA messages are then
            		accepted from the other peer. The underlying assumption here, of course, is
            		that both default peers are sending the same SA messages. 
            	 
         

         
          The figure
            		illustrates a scenario where default MSDP peers might be used. In the figure, a
            		customer that owns Device B is connected to the Internet through two Internet
            		service providers (ISPs), one that owns Device A and the other that owns Device
            		C. They are not running BGP or MBGP between them. In order for the customer to
            		learn about sources in the ISP domain or in other domains, Device B identifies
            		Device A as its default MSDP peer. Device B advertises SA messages to both
            		Device A and Device C, but accepts SA messages either from Device A only or
            		Device C only. If Device A is the first default peer in the configuration, it
            		will be used if it is up and running. Only if Device A is not running will
            		Device B accept SA messages from Device C. 
            	 
         

         
          The ISP will also
            		likely use a prefix list to define which prefixes it will accept from the
            		customer device. The customer will define multiple default peers, each having
            		one or more prefixes associated with it. 
            	 
         

         
          The customer has two
            		ISPs to use. The customer defines both ISPs as default peers. As long as the
            		first default peer identified in the configuration is up and running, it will
            		be the default peer and the customer will accept all SA messages it receives
            		from that peer. 
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                  Although the
                        			 following illustration and example uses routers in the configuration, any
                        			 device (router or switch) can be used. 
                        		   
                     		
                  

                  
                  	 
                  

               
            

         

         
         Default MSDP Peer
               		  Scenario
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          Device B advertises
            		SAs to Device A and Device C, but uses only Device A or Device C to accept SA
            		messages. If Device A is first in the configuration, it will be used if it is
            		up and running. Only when Device A is not running will Device B accept SAs from
            		Device C. This is the behavior without a prefix list. 
            	 
         

         
          If you specify a
            		prefix list, the peer will be a default peer only for the prefixes in the list.
            		You can have multiple active default peers when you have a prefix list
            		associated with each. When you do not have any prefix lists, you can configure
            		multiple default peers, but only the first one is the active default peer as
            		long as the device has connectivity to this peer and the peer is alive. If the
            		first configured peer goes down or the connectivity to this peer goes down, the
            		second configured peer becomes the active default, and so on. 
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring a Default MSDP Peer

         
      

      
      Related References

         
         Example: Configuring a Default MSDP Peer

         
      

      
      
      
   
      
      
      Benefits of MSDP Mesh Groups

      
         
            	
               
                  Optimizes SA flooding--MSDP mesh groups are particularly useful for optimizing SA flooding when two or more peers are in a
                  group.
               

               

               
            

            
            	
               
                  Reduces the amount of SA traffic across the Internet--When MSDP mesh groups are used, SA messages are not flooded to other
                  mesh group peers.
               

               

               
            

            
            	
               
                  Eliminates RPF checks on arriving SA messages--When an MSDP mesh group is configured, SA messages are always accepted from
                  mesh group peers.
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Use MSDP to Interconnect Multiple PIM-SM Domains

      
          The first task is required; all other tasks are optional.
            	 
         

         
      

      
      
      
         
         	Configuring an MSDP Peer

         
         	Shutting Down an MSDP Peer

         
         	Configuring MSDP MD5 Password Authentication Between MSDP Peers

         
         	Preventing DoS Attacks by Limiting the Number of SA Messages Allowed in the SA Cache from Specified MSDP Peers

         
         	Adjusting the MSDP Keepalive and Hold-Time Intervals

         
         	Adjusting the MSDP Connection-Retry Interval

         
         	Configuring a Default MSDP Peer

         
         	Configuring an MSDP Mesh Group

         
         	Controlling SA Messages Originated by an RP for Local Sources

         
         	Controlling the Forwarding of SA Messages to MSDP Peers Using Outgoing Filter Lists

         
         	Controlling the Receipt of SA Messages from MSDP Peers Using Incoming Filter Lists

         
         	Using TTL Thresholds to Limit the Multicast Data Sent in SA Messages

         
         	Requesting Source Information from MSDP Peers

         
         	Controlling the Response to Outgoing SA Request Messages from MSDP Peers Using SA Request Filters

         
         	Including a Bordering PIM Dense Mode Region in MSDP

         
         	Configuring an Originating Address Other Than the RP Address

         
         	Monitoring MSDP

         
         	Clearing MSDP Connections Statistics and SA Cache Entries

         
         	Enabling SNMP Monitoring of MSDP

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 Global Policies

      
          IPv6 global policies provide storage and access policy database services. IPv6 ND inspection and IPv6 RA guard are IPv6 global
            policies features. Every time an ND inspection or RA guard is configured globally, the policy attributes are stored in the
            software policy database. The policy is then applied to an interface, and the software policy database entry is updated to
            include this interface to which the policy is applied. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 RA Guard

      
          The IPv6 RA Guard feature provides support for allowing the network administrator to block or reject unwanted or rogue RA
            guard messages that arrive at the network device platform. RAs are used by devices to announce themselves on the link. The
            IPv6 RA Guard feature analyzes these RAs and filters out RAs that are sent by unauthorized devices. In host mode, all RA and
            router redirect messages are disallowed on the port. The RA guard feature compares configuration information on the Layer
            2 (L2) device with the information found in the received RA frame. Once the L2 device has validated the content of the RA
            frame and router redirect frame against the configuration, it forwards the RA to its unicast or multicast destination. If
            the RA frame content is not validated, the RA is dropped. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 Neighbor Discovery Inspection

      
          The IPv6 Neighbor Discovery Inspection, or IPv6 "snooping," feature bundles several Layer 2 IPv6 first-hop security features,
            including IPv6 Address Glean and IPv6 Device Tracking. IPv6 neighbor discovery (ND) inspection operates at Layer 2, or between
            Layer 2 and Layer 3, and provides IPv6 features with security and scalability. This feature mitigates some of the inherent
            vulnerabilities for the neighbor discovery mechanism, such as attacks on duplicate address detection (DAD), address resolution,
            device discovery, and the neighbor cache.
            	 
         

         
          IPv6 ND inspection learns and secures bindings for stateless autoconfiguration addresses in Layer 2 neighbor tables and analyzes
            ND messages in order to build a trusted binding table. IPv6 ND messages that do not have valid bindings are dropped. An ND
            message is considered trustworthy if its IPv6-to-MAC mapping is verifiable. 
            	 
         

         
         When IPv6 ND inspection is configured on a target (which varies depending on platform target support and may include device
            ports, switch ports, Layer 2 interfaces, Layer 3 interfaces, and VLANs), capture instructions are downloaded to the hardware
            to redirect the ND protocol and Dynamic Host Configuration Protocol (DHCP) for IPv6 traffic up to the switch integrated security
            features (SISF) infrastructure in the routing device. For ND traffic, messages such as NS, NA, RS, RA, and REDIRECT are directed
            to SISF. For DHCP, UDP messages sourced from port 546 or 547 are redirected. 
            	 
         

         
          IPv6 ND inspection registers its "capture rules" to the classifier, which aggregates all rules from all features on a given
            target and installs the corresponding ACL down into the platform-dependent modules. Upon receiving redirected traffic, the
            classifier calls all entry points from any registered feature (for the target on which the traffic is being received), including
            the IPv6 ND inspection entry point. This entry point is the last to be called, so any decision (such as drop) made by another
            feature supersedes the IPv6 ND inspection decision. 
            	 
         

         
      

      
      
      
         
         	IPv6 ND Inspection

         
         	IPv6 Device Tracking

         
         	IPv6 Address Glean

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 ND Inspection

      
          IPv6 ND inspection learns and secures bindings for stateless autoconfiguration addresses in Layer 2 neighbor tables. IPv6
            ND inspection analyzes neighbor discovery messages in order to build a trusted binding table database, and IPv6 neighbor discovery
            messages that do not have valid bindings are dropped. A neighbor discovery message is considered trustworthy if its IPv6-to-MAC
            mapping is verifiable. 
            	 
         

         
          This feature mitigates some of the inherent vulnerabilities for the neighbor discovery mechanism, such as attacks on duplicate
            address detection (DAD), address resolution, device discovery, and the neighbor cache. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 Device Tracking

      
          IPv6 device tracking provides IPv6 host liveness tracking so that a neighbor table can be immediately updated when an IPv6
            host disappears. 
            	 
         

         
      

      
      
      
         
         	IPv6 First-Hop Security Binding Table

         
         	IPv6 Device Tracking

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 First-Hop Security Binding Table

      
          The IPv6 First-Hop Security Binding Table recovery mechanism feature enables the binding table to recover in the event of
            a device reboot. A database table of IPv6 neighbors connected to the device is created from information sources such as ND
            snooping. This database, or binding, table is used by various IPv6 guard features to validate the link-layer address (LLA),
            the IPv4 or IPv6 address, and prefix binding of the neighbors to prevent spoofing and redirect attacks. 
            	 
         

         
          This mechanism enables the binding table to recover in the event of a device reboot. The recovery mechanism will block any
            data traffic sourced from an unknown source; that is, a source not already specified in the binding table and previously learned
            through ND or DHCP gleaning. This feature recovers the missing binding table entries when the resolution for a destination
            address fails in the destination guard. When a failure occurs, a binding table entry is recovered by querying the DHCP server
            or the destination host, depending on the configuration.
            	 
         

         
      

      
      
      
         
         	Recovery Protocols and Prefix Lists

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 Device Tracking

      
          IPv6 device tracking provides IPv6 host liveness tracking so that a neighbor table can be immediately updated when an IPv6
            host disappears. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv6 Address Glean

      
          IPv6 address glean is the foundation for many other IPv6 features that depend on an accurate binding table. It inspects ND
            and DHCP messages on a link to glean addresses, and then populates the binding table with these addresses. This feature also
            enforces address ownership and limits the number of addresses any given node is allowed to claim. 
            	 
         

         
         The following figure shows how IPv6 address glean works. 
            	 
         

         
         IPv6 Address Glean
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       SSM and Internet Standard Multicast (ISM)

      
         The current IP multicast infrastructure in the Internet and many enterprise intranets is based on the PIM-SM protocol and
            Multicast Source Discovery Protocol (MSDP). These protocols have the limitations of the Internet Standard Multicast (ISM)
            service model. For example, with ISM, the network must maintain knowledge about which hosts in the network are actively sending
            multicast traffic.
         

         
         The ISM service consists of the delivery of IP datagrams from any source to a group of receivers called the multicast host
            group. The datagram traffic for the multicast host group consists of datagrams with an arbitrary IP unicast source address
            (S) and the multicast group address (G) as the IP destination address. Systems receive this traffic by becoming members of
            the host group.  Membership in a host group simply requires signaling the host group through IGMP version 1, 2, or 3.
         

         
          In SSM, delivery of datagrams is based on (S, G) channels. In both SSM and ISM, no signaling is required to become a source.
            However, in SSM, receivers must subscribe or unsubscribe to (S, G) channels to receive or not receive traffic from specific
            sources. In other words, receivers can receive traffic only from (S, G) channels to which they are subscribed, whereas in
            ISM, receivers need not know the IP addresses of sources from which they receive their traffic. The proposed standard approach
            for channel subscription signaling uses IGMP and  includes modes membership reports, which are supported only in IGMP version
            3.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DNS-Based SSM Mapping

      
         

         
         You can use DNS-based SSM mapping to configure the last hop router to perform a reverse DNS lookup to determine sources sending
            to groups. When DNS-based SSM mapping is configured, the router constructs a domain name that includes the group address and
            performs a reverse lookup into the DNS. The router looks up IP address resource records and uses them as the source addresses
            associated with this group. SSM mapping supports up to 20 sources for each group. The router joins all sources configured
            for a group.
         

         
         DNS-Based SSM Mapping. The following figure displays DNS-based SSM mapping.
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         The SSM mapping mechanism that enables the last hop router to join multiple sources for a group can provide source redundancy
            for a TV broadcast. In this context, the last hop router provides redundancy using SSM mapping to simultaneously join two
            video sources for the same TV channel. However, to prevent the last hop router from duplicating the video traffic, the video
            sources must use a server-side switchover mechanism. One video source is active, and the other backup video source is passive.
            The passive source waits until an active source failure is detected before sending the video traffic for the TV channel. Thus,
            the server-side switchover mechanism ensures that only one of the servers is actively sending video traffic for the TV channel.
         

         
         To look up one or more source addresses for a group that includes G1, G2, G3, and G4, you must configure these DNS records
            on the DNS server:
         

         
G4.G3.G2.G1 [multicast-domain] [timeout]	IN A source-address-1 	IN A source-address-2 	IN A source-address-n



         See your DNS server documentation for more information about configuring DNS resource records.

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring DNS-Based SSM Mapping (CLI)

         
      

      
      
      
   
      
      
      Information About Multicast Routing over GRE Tunnel

      
         This chapter describes
            		how to configure a Generic Route Encapsulation (GRE) tunnel to tunnel IP
            		multicast packets between non-IP multicast areas. The benefit is that IP
            		multicast traffic can be sent from a source to a multicast group, over an area
            		where IP multicast is not supported. Multicast Routing over GRE Tunnel supports
            		ip pim dense-mode, sparse-dense mode, sparse mode and pim-ssm mode; and
            		supports static RP and auto-RP. See Rendevous Point and Auto-RP for information
            		on configuring static RP and auto-RP. 
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                     Beginning in Cisco
                        			 IOS XE Denali 16.3.1, multicast routing and NHRP are supported with GRE
                        			 Tunneling. NHRP can optionally be configured along with the multicast
                        			 configuration on the tunnel interface to facilitate dynamic discovery of tunnel
                        			 end points. Please see NHRP for configuring NHRP on a tunnel interface. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
         
            Benefits of
               		  Tunneling to Connect Non-IP Multicast Areas
            
 
            		 
            		
            
               	 
                  			 
                  If the path
                     				between a source and a group member (destination) does not support IP
                     				multicast, a tunnel between them can transport IP multicast packets. 
                     			 
                  

                  

                  
                  		  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Filtering

      
         

         
         After configuring the mDNS gateway and subnets,  you can filter services that you want to redistribute. While creating a service
            list, the permit or deny command options are used:
         

         
         
            	
                The permit  command option allows you to permit or transport specific service list information. 
               

               

               
            

            
            	
               The deny option allows you to deny service list information that is available to be transported to other subnets.
               

               

               
            

            
         

         
          You need to include a sequence number when using the permit or deny command option. The same service list name can be associated with multiple sequence numbers and each sequence number will
            be mapped to a rule.
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                   If no filters are configured, then the  default action is to deny service list information to be transported through the
                     device or interface.
                  

                  
                  

               
            

         

         
         Query is another option provided when  creating service lists. You can create queries using a service list. If you want to
            browse for a service, then active queries can be used. This function is  helpful to keep the records refreshed in the cache.
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                   Active queries can only be used globally and cannot be used at the interface level.

                  
                  

               
            

         

         
         A service end-point (such as a printer or fax) sends  unsolicited announcements when a service starts up. After that, it sends
            unsolicited announcements whenever a network change event occurs (such as an interface coming up or going down). The device
            always respond to queries.
         

         
         After creating a service list and using the permit or deny  command options, you can filter  using match statements (commands) based on service-instance, service-type, or message-type (announcement or query).
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring the Service List (CLI)

         
         Enabling mDNS Gateway and Redistributing Services (CLI)

         
      

      
      Related References

         
         Example: Creating a Service-List, Applying a Filter and Configuring Parameters

         
         Example: Specify Alternative Source Interface for Outgoing mDNS Packets

         
         Example: Redistribute Service Announcements

         
         Example: Disable Bridging of mDNS Packets to Wireless Clients

         
         Example: Enabling mDNS Gateway and Redistributing Services

         
         Example: Global mDNS Configuration

         
         Example: Interface mDNS Configuration

         
      

      
      
      
   
      
      
      Benefit of Preventing or Delaying the Use of the Shortest-Path Tree

      
          The switch from shared to source tree happens upon the arrival of the first data packet at the last hop device (Router C
            in 
            		Benefit of Preventing or Delaying the Use of the Shortest-Path Tree). This switch occurs because the 
            		ip 
               		  pim 
               		  spt-threshold command controls that timing, and its default setting is 0 kbps.
            	 
         

         
          The shortest-path tree requires more memory than the shared tree, but reduces delay. You might want to prevent or delay its
            use to reduce memory requirements. Instead of allowing the leaf device to move to the shortest-path tree immediately, you
            can prevent use of the SPT or specify that the traffic must first reach a threshold.
            	 
         

         
          You can configure when a PIM leaf device should join the shortest-path tree for a specified group. If a source sends at a
            rate greater than or equal to the specified 
            		kbps rate, the device triggers a PIM Join message toward the source to construct a source tree (shortest-path tree). If the 
            		infinity keyword is specified, all sources for the specified group use the shared tree, never switching to the source tree.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Benefits of Multicast Subsecond Convergence

      
         
            	
               
                  The scalability components improve on the efficiency of handling increases (or decreases) in service users (receivers) and
                  service load (sources or content).
               

               

               
            

            
            	
               
                  New algorithms and processes (such as aggregated join messages, which deliver up to 1000 individual messages in a single packet)
                  reduce the time to reach convergence by a factor of 10.
               

               

               
            

            
            	
               
                  Multicast subsecond convergence improves service availability for large multicast networks. 
               

               

               
            

            
            	
               
                  Multicast users such as financial services firms and brokerages receive better quality of service (QoS), because multicast
                  functionality is restored in a fraction of the time previously required. 
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default Behavior for IP
         	 Multicast When Multiple Equal-Cost Paths Exist
      

      
          By default, for
            		Protocol Independent Multicast sparse mode (PIM-SM), Source Specific Multicast
            		(PIM-SSM), bidirectional PIM (bidir-PIM), and PIM dense mode (PIM-DM) groups,
            		if multiple equal-cost paths are available, Reverse Path Forwarding (RPF) for
            		IPv4 multicast traffic is based on the PIM neighbor with the highest IP
            		address. This method is referred to as the highest PIM neighbor behavior. This
            		behavior is in accordance with RFC 2362 for PIM-SM, but also applies to
            		PIM-SSM, PIM-DM, and bidir-PIM. 
            	 
         

         
          The figure
            		illustrates a sample topology that is used in this section to explain the
            		default behavior for IP multicast when multiple equal-cost paths exist. 
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                  Although the
                        			 following illustration and example uses routers in the configuration, any
                        			 device (router or switch) can be used. 
                        		   
                     		
                  

                  
                  	 
                  

               
            

         

         
         Default Behavior for IP
               		  Multicast When Multiple Equal-Cost Paths Exist
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          In the figure, two
            		sources, S1 and S2, are sending traffic to IPv4 multicast groups, G1 and G2.
            		Either PIM-SM, PIM-SSM, or PIM-DM can be used in this topology. If PIM-SM is
            		used, assume that the default of 0 for the 
            		ip 
               		  pim 
               		  spt-threshold command is being used on Device 2,
            		that an Interior Gateway Protocol (IGP) is being run, and that the output of
            		the 
            		show 
               		  ip 
               		  route command for S1 and for S2 (when entered on
            		Device 2) displays serial interface 0 and serial interface 1 on Device 1 as
            		equal-cost next-hop PIM neighbors of Device 2. 
            	 
         

         
          Without further
            		configuration, IPv4 multicast traffic in the topology illustrated in the figure
            		would always flow across one serial interface (either serial interface 0 or
            		serial interface 1), depending on which interface has the higher IP address.
            		For example, suppose that the IP addresses configured on serial interface 0 and
            		serial interface 1 on Device 1 are 10.1.1.1 and 10.1.2.1, respectively. Given
            		that scenario, in the case of PIM-SM and PIM-SSM, Device 2 would always send
            		PIM join messages towards 10.1.2.1 and would always receive IPv4 multicast
            		traffic on serial interface 1 for all sources and groups shown in the figure.
            		In the case of PIM-DM, Device 2 would always receive IP multicast traffic on
            		serial Interface 1, only that in this case, PIM join messages are not used in
            		PIM-DM; instead Device 2 would prune the IP multicast traffic across serial
            		interface 0 and would receive it through serial interface 1 because that
            		interface has the higher IP address on Device 1. 
            	 
         

         
          IPv4 RPF lookups are
            		performed by intermediate multicast device to determine the RPF interface and
            		RPF neighbor for IPv4 (*,G) and (S, G) multicast routes (trees). An RPF lookup
            		consists of RPF route-selection and route-path-selection. RPF route-selection
            		operates solely on the IP unicast address to identify the root of the multicast
            		tree. For (*, G) routes (PIM-SM and Bidir-PIM), the root of the multicast tree
            		is the RP address for the group G; for (S, G) trees (PIM-SM, PIM-SSM and
            		PIM-DM), the root of the multicast tree is the source S. RPF route-selection
            		finds the best route towards the RP or source in the routing information base
            		(RIB), and, if configured (or available), the Distance Vector Multicast Routing
            		Protocol (DVMRP) routing table, the Multiprotocol Border Gateway Protocol
            		(MBGP) routing table or configured static mroutes. If the resulting route has
            		only one available path, then the RPF lookup is complete, and the next-hop
            		device and interface of the route become the RPF neighbor and RPF interface of
            		this multicast tree. If the route has more than one path available, then
            		route-path-selection is used to determine which path to choose. 
            	 
         

         
          For IP multicast, the
            		following route-path-selection methods are available: 
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                   All methods but the
                     		  default method of route-path-selection available in IP multicast enable some
                     		  form of ECMP multicast load splitting. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         
            	 
               		  
                Highest PIM
                  			 neighbor--This is the default method; thus, no configuration is required. If
                  			 multiple equal-cost paths are available, RPF for IPv4 multicast traffic is
                  			 based on the PIM neighbor with the highest IP address; as a result, without
                  			 configuration, ECMP multicast load splitting is disabled by default. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                ECMP multicast
                  			 load splitting method based on source address--You can configure ECMP multicast
                  			 load splitting using the 
                  			 ip 
                     				multicast 
                     				multipath command. Entering this form of the 
                  			 ip 
                     				multicast 
                     				multipath command enables ECMP multicast load
                  			 splitting based on source address using the S-hash algorithm. For more
                  			 information, see the 
                  			 ECMP Multicast Load Splitting Based on Source Address Using the S-Hash Algorithm
                  			 section. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                ECMP multicast
                  			 load splitting method based on source and group address--You can configure ECMP
                  			 multicast load splitting using the 
                  			 ip 
                     				multicast 
                     				multipath command with the 
                     				s-g-hash and 
                  			 basic keywords.
                  			 Entering this form of the 
                  			 ip 
                     				multicast 
                     				multipath command enables ECMP multicast load
                  			 splitting based on source and group address using the basic S-G-hash algorithm.
                  			 For more information, see the 
                  			 ECMP Multicast Load Splitting Based on Source and Group Address Using the Basic S-G-Hash Algorithm
                  			 section. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                ECMP multicast
                  			 load splitting method based on source, group, and next-hop address--You can
                  			 configure ECMP multicast load splitting using the 
                  			 ip 
                     				multicast 
                     				multipath command with the 
                     				s-g-hash and 
                  			 next-hop-based
                  			 keywords. Entering this form of the command enables ECMP multicast load
                  			 splitting based on source, group, and next-hop address using the next-hop-based
                  			 S-G-hash algorithm. For more information, see the 
                  			 ECMP Multicast Load Splitting Based on Source Group and Next-Hop Address
                  			 section. 
                  		  
               

               

               
               		
            

            
         

         
          The default behavior
            		(the highest PIM neighbor behavior) does not result in any form of ECMP
            		load-splitting in IP multicast, but instead selects the PIM neighbor that has
            		the highest IP address among the next-hop PIM neighbors for the available
            		paths. A next hop is considered to be a PIM neighbor when it displays in the
            		output of the 
            		show 
               		  ip 
               		  pim 
               		  neighbor command, which is the case when PIM hello
            		messages have been received from it and have not timed out. If none of the
            		available next hops are PIM neighbors, then simply the next hop with the
            		highest IP address is chosen. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      ECMP Multicast Load Splitting Based on Source Address Using the S-Hash Algorithm

      
          ECMP multicast load splitting traffic based on source address uses the S-hash algorithm, enabling the RPF interface for each
            (*, G) or (S, G) state to be selected among the available equal-cost paths, depending on the RPF address to which the state
            resolves. For an (S, G) state, the RPF address is the source address of the state; for a (*, G) state, the RPF address is
            the address of the RP associated with the group address of the state. 
            	 
         

         
          When ECMP multicast load splitting based on source address is configured, multicast traffic for different states can be received
            across more than just one of the equal-cost interfaces. The method applied by IPv4 multicast is quite similar in principle
            to the default per-flow load splitting in IPv4 CEF or the load splitting used with Fast and Gigabit EtherChannels. This method
            of ECMP multicast load splitting, however, is subject to polarization. 
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling ECMP Multicast Load Splitting Based on Source Address

         
      

      
      Related References

         
         Example Enabling ECMP Multicast Load Splitting Based on Source Address

         
      

      
      
      
   
      
      
      ECMP Multicast Load Splitting Based on Source and Group Address Using the Basic S-G-Hash Algorithm

      
          ECMP multicast load splitting based on source and group address uses a simple hash, referred to as the basic S-G-hash algorithm,
            which is based on source and group address. The basic S-G-hash algorithm is predictable because no randomization is used in
            coming up with the hash value. The S-G-hash mechanism, however, is subject to polarization because for a given source and
            group, the same hash is always picked irrespective of the device this hash is being calculated on. 
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                   The basic S-G-hash algorithm ignores bidir-PIM groups. 
                     	 
                  

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling ECMP Multicast Load Splitting Based on Source and Group Address

         
      

      
      Related References

         
         Example Enabling ECMP Multicast Load Splitting Based on Source and Group Address

         
      

      
      
      
   
      
      
      ECMP Multicast Load Splitting Based on Source Group and Next-Hop Address

      
          Configuring ECMP multicast load splitting based on source, group, and next-hop address enables a more complex hash, the next-hop-based
            S-G-hash algorithm, which is based on source, group, and next-hop address. The next-hop-based S-G-hash algorithm is predictable
            because no randomization is used in calculating the hash value. Unlike the S-hash and basic S-G-hash algorithms, the hash
            mechanism used by the next-hop-based S-G-hash algorithm is not subject to polarization.
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                   The next-hop-based S-G-hash algorithm in IPv4 multicast is the same algorithm used in IPv6 ECMP multicast load splitting,
                     which, in turn, utilizes the same hash function used for PIM-SM bootstrap device (BSR).
                     	 
                  

                  
                  

               
            

         

         
          The next-hop-based hash mechanism does not produce polarization and also maintains better RPF stability when paths fail.
            These benefits come at the cost that the source or RP IP addresses cannot be used to reliably predict and engineer the outcome
            of load splitting when the next-hop-based S-G-hash algorithm is used. Because many customer networks have implemented equal-cost
            multipath topologies, the manual engineering of load splitting, thus, is not a requirement in many cases. Rather, it is more
            of a requirement that the default behavior of IP multicast be similar to IP unicast; that is, it is expected that IP multicast
            use multiple equal-cost paths on a best-effort basis. Load splitting for IPv4 multicast, therefore, could not be enabled by
            default because of the anomaly of polarization. 
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                   Load splitting for CEF unicast also uses a method that does not exhibit polarization and likewise cannot be used to predict
                     the results of load splitting or engineer the outcome of load splitting.
                     	 
                  

                  
                  

               
            

         

         
          The next-hop-based hash function avoids polarization because it introduces the actual next-hop IP address of PIM neighbors
            into the calculation, so the hash results are different for each device, and in effect, there is no problem of polarization.
            In addition to avoiding polarization, this hash mechanism also increases stability of the RPF paths chosen in the face of
            path failures. Consider a device with four equal-cost paths and a large number of states that are load split across these
            paths. Suppose that one of these paths fails, leaving only three available paths. With the hash mechanism used by the polarizing
            hash mechanisms (the hash mechanism used by the S-hash and basic S-G-hash algorithms), the RPF paths of all states would likely
            reconverge and thus change between those three paths, especially those paths that were already using one of those three paths.
            These states, therefore, may unnecessarily change their RPF interface and next-hop neighbor. This problem exists simply because
            the chosen path is determined by taking the total number of paths available into consideration by the algorithm, so once a
            path changes, the RPF selection for all states is subject to change too. For the next-hop-based hash mechanism, only the states
            that were using the changed path for RPF would need to reconverge onto one of the three remaining paths. The states that were
            already using one of those paths would not change. If the fourth path came back up, the states that initially used it would
            immediately reconverge back to that path without affecting the other states. 
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                   The next-hop-based S-G-hash algorithm ignores bidir-PIM groups.
                     	 
                  

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling ECMP Multicast Load Splitting Based on Source Group and Next-Hop Address

         
      

      
      Related References

         
         Example Enabling ECMP Multicast Load Splitting Based on Source Group and Next-Hop Address

         
      

      
      
      
   
      
      
      Effect of ECMP Multicast Load Splitting on PIM Neighbor Query and Hello Messages for RPF Path Selection

      
         If load splitting of IP multicast traffic over ECMP is 
            		not enabled and there are multiple equal-cost paths towards an RP or a source, IPv4 multicast will first elect the highest IP
            address PIM neighbor. A PIM neighbor is a device from which PIM hello (or PIMv1 query) messages are received. For example,
            consider a device that has two equal-cost paths learned by an IGP or configured through two static routes. The next hops of
            these two paths are 10.1.1.1 and 10.1.2.1. If both of these next-hop devices send PIM hello messages, then 10.1.2.1 would
            be selected as the highest IP address PIM neighbor. If only 10.1.1.1 sends PIM hello messages, then 10.1.1.1 would be selected.
            If neither of these devices sends PIM hello messages, then 10.1.2.1 would be selected. This deference to PIM hello messages
            allows the construction of certain types of dynamic failover scenarios with only static multicast routes (mroutes); it is
            otherwise not very useful. 
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                   For more information about configuring static mroutes, see the 
                     		Configuring Multiple Static Mroutes in Cisco IOS configuration note on the Cisco IOS IP multicast FTP site, which is available at: ftp://ftpeng.cisco.com/ipmulticast /config-notes/static-mroutes.txt.
                     
                     	 
                  

                  
                  

               
            

         

         
          When load splitting of IP multicast traffic over ECMP is enabled, the presence of PIM hello message from neighbors is not
            considered; that is, the chosen RPF neighbor does not depend on whether or not PIM hello messages are received from that neighbor--it
            only depends on the presence or absence of an equal-cost route entry.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Effect of ECMP Multicast
         	 Loading Splitting on Assert Processing in PIM-DM and DF Election in
         	 Bidir-PIM
      

      
          The 
            		ip 
               		  multicast 
               		  multipath command only changes the RPF selection
            		on the downstream device; it does not have an effect on designated forwarder
            		(DF) election in bidir-PIM or the assert processing on upstream devices in
            		PIM-DM. 
            	 
         

         
          The figure
            		illustrates a sample topology that is used in this section to explain the
            		effect of ECMP multicast load splitting on assert processing in PIM-DM and DF
            		election in bidir-PIM. 
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                  Although the
                        			 following illustration and example uses routers in the configuration, any
                        			 device (router or switch) can be used. 
                        		   
                     		
                  

                  
                  	 
                  

               
            

         

         
         ECMP Multicast Load Splitting
               		  and Assert Processing in PIM-DM and DF Election in Bidir-PIM

[image: ../images/230408.jpg]

         
          
            	 
         

         
          In the figure, Device
            		2 has two equal-cost paths to S1 and S2 and the RP addresses on Device 1. Both
            		paths are across Gigabit Ethernet interface 1/0/0: one path towards Device 3
            		and one path towards Device 4. For PIM-SM and PIM-SSM (*, G) and (S, G) RPF
            		selection, there is no difference in the behavior of Device 2 in this topology
            		versus Device 2 in the topology illustrated in the figure. There is, however, a
            		difference when using PIM-DM or bidir-PIM. 
            	 
         

         
          If PIM-DM is used in
            		the topology illustrated in the figure, Device 3 and Device 4 would start
            		flooding traffic for the states onto Gigabit Ethernet interface 1/0/0 and would
            		use the PIM assert process to elect one device among them to forward the
            		traffic and to avoid traffic duplication. As both Device 3 and Device 4 would
            		have the same route cost, the device with the higher IP address on Gigabit
            		Ethernet interface 1/0/0 would always win the assert process. As a result, if
            		PIM-DM is used in this topology, traffic would not be load split across Device
            		3 and Device 4. 
            	 
         

         
          If bidir-PIM is used
            		in the topology illustrated in the figure, a process called DF election would
            		take place between Device 2, Device 3, and Device 4 on Gigabit Ethernet
            		interface 1/0/0. The process of DF election would elect one device for each RP
            		to forward traffic across Gigabit Ethernet interface 1/0/0 for any groups using
            		that particular RP, based on the device with the highest IP address configured
            		for that interface. Even if multiple RPs are used (for example one for G1 and
            		another one for G2), the DF election for those RPs would always be won by the
            		device that has the higher IP address configured on Gigabit Ethernet interface
            		1/0/0 (either Device 3 or Device 4 in this topology). The election rules used
            		for DF election are virtually the same as the election rules used for the PIM
            		assert process, only the protocol mechanisms to negotiate them are more refined
            		for DF election (in order to return the results more expediently). As a result,
            		when bidir-PIM is used in this topology, load splitting would always occur
            		across Gigabit Ethernet interface 1/0/0. 
            	 
         

         
          The reason that ECMP
            		multicast load splitting does influence the RPF selection but not the assert
            		process in PIM-DM or DF election in bidir-PIM is because both the assert
            		process and DF election are cooperative processes that need to be implemented
            		consistently between participating devices. Changing them would require some
            		form of protocol change that would also need to be agreed upon by the
            		participating devices. RPF selection is a purely device local policy and, thus,
            		can be enabled or disabled without protocol changes individually on each
            		device. 
            	 
         

         
          For PIM-DM and
            		bidir-PIM, configuring ECMP multicast load splitting with the 
            		ip 
               		  multicast 
               		  multipath command is only effective in topologies
            		where the equal-cost paths are not upstream PIM neighbors on the same LAN, but
            		rather neighbors on different LANs or point-to-point links. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Effect of ECMP Multicast Load
         	 Splitting on the PIM Assert Process in PIM-SM and PIM-SSM
      

      
          There are also cases
            		where ECMP multicast load splitting with the 
            		ip 
               		  multicast 
               		  multipath command can become ineffective due to
            		the PIM assert process taking over, even when using PIM-SM with (*, G) or (S,
            		G) forwarding or PIM-SSM with (S, G) forwarding. 
            	 
         

         
          The figure
            		illustrates a sample topology that is used in this section to explain the
            		effect of ECMP multicast load splitting on the PIM assert process in PIM-SM and
            		PIM-SSM. 
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                  Although the
                        			 following illustration and example uses routers in the configuration, any
                        			 device (router or switch) can be used. 
                        		   
                     		
                  

                  
                  	 
                  

               
            

         

         
         ECMP Multicast Load Splitting
               		  and the PIM Assert Process in PIM-SM and PIM-SSM

[image: ../images/206551.jpg]

         
          In the topology
            		illustrated in the figure, if both Device 2 and Device 5 are Cisco devices and
            		are consistently configured for ECMP multicast load splitting with the 
            		ip 
               		  multicast 
               		  multipath command, then load splitting would
            		continue to work as expected; that is, both devices would have Device 3 and
            		Device 4 as equal-cost next hops and would sort the list of equal-cost paths in
            		the same way (by IP address). When applying the multipath hash function, for
            		each (S, G) or (*, G) state, they would choose the same RPF neighbor (either
            		Device 3 or Device 4) and send their PIM joins to this neighbor. 
            	 
         

         
          If Device 5 and
            		Device 2 are inconsistently configured with the 
            		ip 
               		  multicast 
               		  multipath command, or if Device 5 is a third-party
            		device, then Device 2 and Device 5 may choose different RPF neighbors for some
            		(*, G) or (S, G) states. For example Device 2 could choose Device 3 for a
            		particular (S, G) state or Device 5 could choose Device 4 for a particular (S,
            		G) state. In this scenario, Device 3 and Device 4 would both start to forward
            		traffic for that state onto Gigabit Ethernet interface 1/0/0, see each other’s
            		forwarded traffic, and--to avoid traffic duplication--start the assert process.
            		As a result, for that (S, G) state, the device with the higher IP address for
            		Gigabit Ethernet interface 1/0/0 would forward the traffic. However, both
            		Device 2 and Device 5 would be tracking the winner of the assert election and
            		would send their PIM joins for that state to this assert winner, even if this
            		assert winner is not the same device as the one that they calculated in their
            		RPF selection. For PIM-SM and PIM-SSM, therefore, the operation of ECMP
            		multicast load splitting can only be guaranteed when all downstream devices on
            		a LAN are consistently configured Cisco devices. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      ECMP Multicast Load Splitting and Reconvergence When Unicast Routing Changes

      
          When unicast routing changes, all IP multicast routing states reconverge immediately based on the available unicast routing
            information. Specifically, if one path goes down, the remaining paths reconverge immediately, and if the path comes up again,
            multicast forwarding will subsequently reconverge to the same RPF paths that were used before the path failed. Reconvergence
            occurs whether load splitting of IP multicast traffic over ECMP is configured or not. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Alternative Methods of Load Splitting IP Multicast Traffic

      
          Load splitting of IP multicast traffic can also be achieved by consolidating multiple parallel links into a single tunnel
            over which the multicast traffic is then routed. This method of load splitting is more complex to configure than ECMP multicast
            load splitting. One such case where configuring load splitting across equal-cost paths using GRE links can be beneficial is
            the case where the total number of (S, G) or (*, G) states is so small and the bandwidth carried by each state so variable
            that even the manual engineering of the source or RP addresses cannot guarantee the appropriate load splitting of the traffic.
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                   With the availability of ECMP multicast load splitting, tunnels typically only need to be used if per-packet load sharing
                     is required. 
                     	 
                  

                  
                  

               
            

         

         
          IP multicast traffic can also be used to load split across bundle interfaces, such as Fast or Gigabit EtherChannel interfaces,
            MLPPP link bundles or Multilink Frame Relay (FRF.16) bundles. GRE or other type of tunnels can also constitute such forms
            of Layer 2 link bundles. Before using such an Layer 2 mechanism, it is necessary to understand how unicast and multicast traffic
            is load split. 
            	 
         

         
         Before load splitting IP multicast traffic across equal-cost paths over a tunnel, you must configure CEF per-packet load balancing
            or else the GRE packets will not be load balanced per packet. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Load Split IP Multicast Traffic over ECMP

      

      
      
      
         
         	Enabling ECMP Multicast Load Splitting

         
      

      
      
      
         
      

      
      
      
   
      
      
      Enabling ECMP Multicast Load Splitting

      
          Perform the following tasks to load split IP multicast traffic across multiple equal-cost paths, based on source address.
            	 
         

         
          If two or more equal-cost paths from a source are available, unicast traffic will be load split across those paths. However,
            by default, multicast traffic is not load split across multiple equal-cost paths. In general, multicast traffic flows down
            from the RPF neighbor. According to PIM specifications, this neighbor must have the highest IP address if more than one neighbor
            has the same metric. 
            	 
         

         
          Configuring load splitting with the 
            		ip 
               		  multicast 
               		  multipath command causes the system to load split multicast traffic across multiple equal-cost paths based on source address using
            the S-hash algorithm. When the 
            		ip 
               		  multicast 
               		  multipath command is configured and multiple equal-cost paths exist, the path in which multicast traffic will travel is selected based
            on the source IP address. Multicast traffic from different sources will be load split across the different equal-cost paths.
            Load splitting will not occur across equal-cost paths for multicast traffic from the same source sent to different multicast
            groups.
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                   The 
                     		ip 
                        		  multicast 
                        		  multipathcommand load splits the traffic and does not load balance the traffic. Traffic from a source will use only one path, even
                     if the traffic far outweighs traffic from other sources.
                     	 
                  

                  
                  

               
            

         

         
      

      
      
      
         
         	Prerequisites for IP Multicast Load Splitting - ECMP

         
         	Restrictions

         
         	Enabling ECMP Multicast Load Splitting Based on Source Address

         
         	Enabling ECMP Multicast Load Splitting Based on Source and Group Address

         
         	Enabling ECMP Multicast Load Splitting Based on Source Group and Next-Hop Address

         
      

      
      
      
         
      

      
      
      
   
      
      
      Benefits of SSM Channel Based Filtering for Multicast Boundaries

      
         
            	
               
                  This feature allows input on the source interface.
               

               

               
            

            
            	
               
                  The access control capabilities are the same for SSM and Any Source Multicast (ASM).
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure SSM Channel Based Filtering for Multicast Boundaries

      

      
      
      
         
         	Configuring Multicast Boundaries

         
      

      
      
      
         
      

      
      
      
   
      
      
      Benefits of PIM Dense Mode State Refresh

      
         
            The PIM Dense Mode State Refresh feature keeps the pruned state in PIM dense mode from timing out, which saves network bandwidth
            by greatly reducing the reflooding of unwanted multicast traffic to pruned branches of the PIM dense mode network. This feature
            also enables PIM routers in a PIM dense mode multicast network to recognize topology changes (sources joining or leaving a
            multicast group) before the default 3-minute state refresh timeout period.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure PIM Dense Mode State Refresh

      

      
      
      
         
         	Configuring PIM Dense Mode State Refresh

         
         	Verifying PIM Dense Mode State Refresh Configuration

         
         	Monitoring and Maintaining PIM DM State Refresh

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring PIM Dense Mode State Refresh

      
         
            There are no configuration tasks for enabling the PIM Dense Mode State Refresh feature. By default, all PIM routers that are
            running a Cisco IOS XE software release that supports the PIM Dense Mode State Refresh feature automatically process and forward
            state refresh control messages. 
         

         
         
            To disable the processing and forwarding of state refresh control messages on a PIM router, use the ip pim state-refresh disableglobal configuration command. To enable state refresh again if it has been disabled, use the no ip pim state-refresh disableglobal configuration command.
         

         
         
            The origination of state refresh control messages is disabled by default. To configure the origination of the control messages
            on a PIM router, use the following commands beginning in global configuration mode:
         

         
         
         
            
               
                  
                     	
                        
                        
                           Command
                        

                        
                        
                     
                     
                     	
                        
                        
                           Purpose
                        

                        
                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        
                           
Router(config)# interface type number

                           
                           

                        
                     
                     
                     	
                        
                        
                           Specifies an interface and places the router in interface configuration mode.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                           
Router(config-if)# ip pim state-refresh origination-interval [interval]

                           
                           

                        
                     
                     
                     	
                        
                        
                           Configures the origination of the PIM Dense Mode State Refresh control message. Optionally, you can configure the number of
                           seconds between control messages by using the interval argument. The default interval is 60 seconds. The interval range is 1 second to 100 seconds.
                        

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      Related Concepts

         
         PIM Dense Mode State Refresh Overview

         
      

      
      Related References

         
         Originating Processing and Forwarding PIM Dense Mode State Refresh Control Messages Example

         
         Processing and Forwarding PIM Dense Mode State Refresh Control Messages Example

         
      

      
      
      
   
      
      
      IGMP State Limit

      
         
            The IGMP State Limit feature allows for the configuration of IGMP state limiters, which impose limits on mroute states resulting
            from IGMP membership reports (IGMP joins) on a global or per interface basis. Membership reports exceeding the configured
            limits are not entered into the IGMP cache. This feature can be used to prevent DoS attacks or to provide a multicast CAC
            mechanism in network environments where all the multicast flows roughly utilize the same amount of bandwidth.
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                     IGMP state limiters impose limits on the number of mroute states resulting from IGMP, IGMP v3lite, and URL Rendezvous Directory
                     (URD) membership reports on a global or per interface basis. 
                  

                  
                  

               
            

         

         
      

      
      
      
         
         	IGMP State Limit Feature Design

         
         	Mechanics of IGMP State Limiters

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring Global IGMP State Limiters

         
      

      
      Related References

         
         Configuring IGMP State Limiters Example

         
      

      
      
      
   
      
      
      IGMP State Limit Feature Design

      
         
            	
                Configuring IGMP state limiters in global configuration mode specifies a global limit on the number of IGMP membership reports
                  that can be cached. 
                  		
               

               

               
            

            
            	
                Configuring IGMP state limiters in interface configuration mode specifies a limit on the number of IGMP membership reports
                  on a per interface basis. 
                  		
               

               

               
            

            
            	
               Use ACLs to prevent groups or channels from being counted against the interface limit. A standard or an extended ACL can be
                  specified. A standard ACL can be used to define the (*, G) state to be excluded from the limit on an interface. An extended
                  ACLs can be used to define the (S, G) state to be excluded from the limit on an interface. An extended ACL also can be used
                  to define the (*, G) state to be excluded from the limit on an interface, by specifying 0.0.0.0 for the source address and
                  source wildcard--referred to as (0, G)--in the permit or deny statements that compose the extended access list.
                  		
               

               

               
            

            
            	
               You can only configure one global limit per device and one limit per interface.
                  		
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure IGMP State Limit

      
         

         
          
            	 
         

         
      

      
      
      
         
         	Configuring IGMP State Limiters

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring IGMP State Limiters
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                   IGMP state limiters impose limits on the number of mroute states resulting from IGMP, IGMP v3lite, and URD membership reports
                     on a global or per interface basis. 
                     	 
                  

                  
                  

               
            

         

         
      

      
      
      
         
         	Configuring Global IGMP State Limiters

         
         	Configuring Per Interface IGMP State Limiters

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration examples for IGMP State Limit

      
         

         
          
            	 
         

         
      

      
      
      
         
         	Configuring IGMP State Limiters Example

         
      

      
      
      
         
      

      
      
      
   
      
      
      Bridge ID, Device Priority, and Extended System ID

      
         The IEEE 802.1D standard requires that each 
            		device
            		has an unique 
            		bridge identifier (bridge ID), which controls
            		the selection of the root 
            		device.
            		Because each VLAN is considered as a different 
            		logical bridge with PVST+
            		and Rapid PVST+, the same 
            		device
            		must have a different bridge ID for each configured VLAN. Each VLAN on the 
            		device
            		has a unique 8-byte bridge ID. The 2 most-significant bytes are used for the 
            		device
            		priority, and the remaining 6 bytes are derived from the 
            		device
            		MAC address. 
            	 
         

         
         The 
            		device
            		supports the IEEE 802.1t spanning-tree extensions, and some of the bits
            		previously used for the 
            		device
            		priority are now used as the VLAN identifier. The result is that fewer MAC
            		addresses are reserved for the 
            		device,
            		and a larger range of VLAN IDs can be supported, all while maintaining the
            		uniqueness of the bridge ID. 
            	 
         

         
         
         
            
               The 2 bytes
                     		previously used for the 
                     		device
                     		priority are reallocated into a 4-bit priority value and a 12-bit extended
                     		system ID value equal to the VLAN ID. 
                     	 

Device Priority Value and
                     		Extended System ID
               
                  
                     	 
                        				
                         Priority Value 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Extended System ID (Set Equal
                           				  to the VLAN ID) 
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                        Bit 7 
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                        Bit 4 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Bit 3 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Bit 2 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Bit 1 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        32768 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        16384 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        8192 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        4096 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        2048 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        1024 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        512 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        256 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        128 
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                        2 
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         Spanning tree uses the extended system ID, the device priority, and the allocated spanning-tree MAC address to make the bridge ID unique for each VLAN. Because the device stack appears as a single device to the rest of the network, all devices in the stack use the same bridge ID for a given spanning tree. If the stack master fails, the stack members recalculate their
               bridge IDs of all running spanning trees based on the new MAC address of the new stack master.
            		
         

         
         Support for the extended
            		system ID affects how you manually configure the root 
            		device,
            		the secondary root 
            		device,
            		and the 
            		device
            		priority of a VLAN. For example, when you change the 
            		device
            		priority value, you change the probability that the 
            		device
            		will be elected as the root 
            		device.
            		Configuring a higher value decreases the probability; a lower value increases
            		the probability. 
            	 
         

         
         If any root 
            		device
            		for the specified VLAN has a 
            		device
            		priority lower than 24576, the 
            		device
            		sets its own priority for the specified VLAN to 4096 less than the lowest 
            		device
            		priority. 4096 is the value of the least-significant bit of a 4-bit 
            		device
            		priority value as shown in the table. 
            	 
         

         
      

      
      
      
         
      

      
      Related Concepts

         
         Root Switch

         
      

      
      Related Tasks

         
         Configuring the Root Device (CLI)

         
         Configuring the Root Device (CLI)

         
         Specifying the MST Region Configuration and Enabling MSTP (CLI)

         
      

      
      Related References

         
         Restrictions for STP

         
      

      
      
      
   
      
      
      Blocking State

      
         A Layer 2 interface in the blocking state does not participate in frame forwarding. After initialization, a BPDU is sent to
            each device interface. A device initially functions as the root until it exchanges BPDUs with other devices. This exchange establishes which device in the network is the root or root device. If there is only one device in the network, no exchange occurs, the forward-delay timer expires, and the interface moves to the listening state. An interface
            always enters the blocking state after device initialization.
         

         
         An interface  in the blocking state performs these functions:

         
         
            	
               Discards frames received on the interface

               

               
            

            
            	
               Discards frames switched from another interface for forwarding

               

               
            

            
            	
               Does not learn addresses

               

               
            

            
            	
               Receives BPDUs

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Forwarding State

      
         A Layer 2 interface in the forwarding state forwards frames. The interface enters the forwarding state from the learning state.

         
         An interface in the forwarding state performs these functions:

         
         
            	
               Receives  and forwards frames received on the interface

               

               
            

            
            	
               Forwards frames switched from another interface

               

               
            

            
            	
               Learns addresses

               

               
            

            
            	
               Receives BPDUs

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Disabled State

      
         A Layer 2 interface in the disabled state does not participate in frame forwarding or in the spanning tree. An interface in
            the disabled state is nonoperational.
         

         
         A disabled interface performs  these functions:

         
         
            	
               Discards frames received on the interface

               

               
            

            
            	
               Discards frames switched from another interface for forwarding

               

               
            

            
            	
               Does not learn addresses

               

               
            

            
            	
               Does not receive BPDUs

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How a Device or Port Becomes the Root Device or Root Port
      

      
         If all devices  in a network are enabled with default spanning-tree settings, the device with the lowest MAC address becomes the root device.
         

         
         Spanning-Tree Topology. Device A is elected as the root  device  because the  device priority of all the  devices is set to the default (32768) and Device A has the lowest MAC address. However, because of traffic patterns, number of forwarding interfaces, or link types, Device A might not be the ideal root  device. By increasing the priority (lowering the numerical value) of the ideal  device so that it becomes the root device, you force a spanning-tree recalculation to form a new topology with the ideal  device as the root.
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         When the spanning-tree topology is calculated based on default parameters, the path between source and destination end stations
            in a switched network might not be ideal. For instance, connecting higher-speed links to an interface that has a higher number
            than the root port can cause a root-port change. The goal is to make the fastest link the root port.
         

         
         For example, assume that one port on  Device B is a Gigabit Ethernet link and that another port on  Device B (a 10/100 link) is the root port. Network traffic might be more efficient over the Gigabit Ethernet link. By changing the
            spanning-tree port priority on the Gigabit Ethernet port to a higher priority (lower numerical value) than the root port,
            the Gigabit Ethernet port becomes the new root port.
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring Port Priority (CLI)

         
      

      
      
      
   
      
      
      Accelerated Aging to Retain Connectivity

      
         The default for aging dynamic addresses is 5 minutes, the default setting of the mac address-table aging-time global configuration command. However, a spanning-tree reconfiguration can cause many station locations to change. Because
            these stations could be unreachable for 5 minutes or more during a reconfiguration, the address-aging time is accelerated
            so that station addresses can be dropped from the address table and then relearned. The accelerated aging is the same as the
            forward-delay parameter value (spanning-tree vlan vlan-id forward-time seconds global configuration command) when the spanning tree reconfigures.
         

         
         Because each VLAN is a separate spanning-tree instance, the device accelerates aging on a per-VLAN basis. A spanning-tree reconfiguration on one VLAN can cause the dynamic addresses learned
            on that VLAN to be subject to accelerated aging. Dynamic addresses  on other VLANs can be unaffected and remain subject to
            the aging interval entered for the device.
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring the Root Device (CLI)

         
      

      
      Related References

         
         Restrictions for STP

         
      

      
      
      
   
      
      
      Default
         	 Spanning-Tree Configuration
      

      
         

         
         
         
            
               Default Spanning-Tree
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                        Spanning-tree mode 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Rapid PVST+ ( PVST+ and MSTP
                           				  are disabled.) 
                           				
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Device
                           				  priority 
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                        Spanning-tree port priority
                           				  (configurable on a per-interface basis) 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        128 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Spanning-tree port cost
                           				  (configurable on a per-interface basis) 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        1000 Mb/s: 4 
                           				
                        

                        
                        				
                        100 Mb/s: 19 
                           				
                        

                        
                        				
                        10 Mb/s: 100 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Spanning-tree VLAN port
                           				  priority (configurable on a per-VLAN basis) 
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                        Spanning-tree VLAN port cost
                           				  (configurable on a per-VLAN basis) 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        1000 Mb/s: 4 
                           				
                        

                        
                        				
                        100 Mb/s: 19 
                           				
                        

                        
                        				
                        10 Mb/s: 100 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Spanning-tree timers 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Hello time: 2 seconds 
                           				
                        

                        
                        				
                        Forward-delay time: 15
                           				  seconds 
                           				
                        

                        
                        				
                        Maximum-aging time: 20
                           				  seconds 
                           				
                        

                        
                        				
                        Transmit hold count: 6 BPDUs 
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                  Beginning in Cisco IOS Release 15.2(4)E, the default STP mode is Rapid PVST+. 

                  
                  		
                  

               
            

         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Disabling Spanning Tree (CLI)

         
      

      
      Related References

         
         Supported Spanning-Tree Instances

         
      

      
      
      
   
      
      
      Hop Count

      
         The IST and MST instances do not use the message-age and maximum-age information in the configuration BPDU to compute the
            spanning-tree topology. Instead, they use the path cost to the root and a hop-count mechanism similar to the IP time-to-live
            (TTL) mechanism.
         

         
         By using the spanning-tree mst max-hops global configuration command, you can configure the maximum hops inside the region and apply it to the IST and all MST instances
            in that region. The hop count achieves the same result as the message-age information (triggers a reconfiguration). The root
            device of the instance always sends a BPDU (or M-record) with a cost of 0 and the hop count set to the maximum value. When a device receives this BPDU, it decrements the received remaining hop count by one and propagates this value as the remaining hop
            count in the BPDUs it generates. When the count reaches zero, the device discards the BPDU and ages the information held for the port.
         

         
         The message-age and maximum-age information in the RSTP portion of the BPDU remain the same throughout the region, and the
            same values are propagated by the region designated ports at the  boundary.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Boundary Ports

      
         In the Cisco prestandard implementation, a boundary port connects an MST region to a single spanning-tree region running RSTP,
            to a single spanning-tree region running PVST+ or rapid PVST+, or to another MST region with a different MST configuration.
            A boundary port also connects to a LAN, the designated device of which is either a single spanning-tree device or a device with a different MST configuration.
         

         
         There is no definition of a boundary port in the IEEE 802.1s standard. The IEEE 802.1Q-2002 standard identifies two kinds
            of messages that a port can receive:
         

         
         
            	
                internal (coming from the same region)

               

               
            

            
            	
               external (coming from another region)

               

               
            

            
         

         
         When a message is internal, the CIST part is received by the CIST, and  each MST instance receives its respective M-record.

         
         When a message is external, it is received only by the CIST. If the CIST role is root or alternate, or if the external BPDU
            is a topology change, it could have an impact on the MST instances. 
         

         
         An MST region includes both devices and LANs. A segment belongs to the region of its designated port. Therefore, a port in a different region than the designated
            port for a segment is a boundary port. This definition allows two ports internal to a region to share a segment with a port
            belonging to a different region, creating the possibility of a port receiving both internal and external messages.
         

         
         The primary change from the Cisco prestandard implementation is that a designated port is not defined as boundary, unless
            it is running in an STP-compatible mode.
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                  If there is a legacy STP device on the segment, messages are always considered external.
                  

                  
                  

               
            

         

         
         The other change from the Cisco prestandard implementation is that the CIST regional root device ID field is now inserted where an RSTP or legacy IEEE 802.1Q device has the sender device ID. The whole region performs like a single virtual device by sending a consistent sender device ID to neighboring devices. In this example, device C would receive a BPDU with the same consistent sender device ID of root, whether or not A or B is designated for the segment.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Detecting Unidirectional Link Failure

      
         This feature is not yet present in the IEEE MST standard, but it is included in this Cisco IOS release. The software checks
            the consistency of the port role and state in the received BPDUs to detect unidirectional link failures that could cause bridging
            loops.
         

         
         When a designated port detects a conflict, it keeps its role, but reverts to the discarding state because disrupting connectivity
            in case of inconsistency is preferable to opening a bridging loop.
         

         
         Detecting Unidirectional Link Failure. This figure   illustrates a unidirectional link failure that typically creates a bridging loop. Device A is the root device, and its BPDUs are lost on the link leading to device B. RSTP and MST BPDUs include the role and state of the sending port. With this information, device A can detect that device B does not react to the superior BPDUs it sends and that device B is the designated, not root device. As a result, device A blocks (or keeps blocking) its port, which  prevents the bridging loop.
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      Default MSTP
         	 Configuration
      

      
         

         
         
         
            
               Default MSTP
                     		Configuration
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                        MSTP
                           				  
                           				
                        

                        
                        				 
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Device priority (configurable on a per-CIST
                           				  port basis) 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        32768 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Spanning-tree port priority
                           				  (configurable on a per-CIST port basis) 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        128 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Spanning-tree port cost
                           				  (configurable on a per-CIST port basis) 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        1000 Mb/s: 20000 
                           				
                        

                        
                        				 
                        				
                        100 Mb/s: 20000 
                           				
                        

                        
                        				 
                        				
                        10 Mb/s: 20000 
                           				
                        

                        
                        				 
                        				
                        1000 Mb/s: 20000 
                           				
                        

                        
                        				 
                        				
                        100 Mb/s: 20000 
                           				
                        

                        
                        				 
                        				
                        10 Mb/s: 20000 
                           				
                        

                        
                        				 
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Hello time 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        3 seconds 
                           				
                        

                        
                        				 
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Forward-delay time 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        20 seconds 
                           				
                        

                        
                        				 
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Maximum-aging time 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        20 seconds 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Maximum hop count 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        20 hops 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Specifying the MST Region Configuration and Enabling MSTP (CLI)

         
      

      
      Related References

         
         Supported Spanning-Tree Instances

         
      

      
      
      
   
      
      
       BPDU Guard

      
         
            		
            	 
         

         
         The Bridge Protocol Data Unit
            		(BPDU) guard feature can be globally enabled on the switch or can be enabled
            		per port, but the feature operates with some differences.
            	 
         

         
         When you enable BPDU guard at the global level on
            		PortFast edge-enabled ports, spanning tree shuts down ports that are in a
            		PortFast edge-operational state if any BPDU is received on them. In a valid
            		configuration, PortFast edge-enabled ports do not receive BPDUs. Receiving a
            		BPDU on a Port Fast edge-enabled port means an invalid configuration, such as
            		the connection of an unauthorized device, and the BPDU guard feature puts the
            		port in the error-disabled state. When this happens, the switch shuts down the
            		entire port on which the violation occurred.
            	 
         

         
         When you enable BPDU guard at
            		the interface level on any port without also enabling the PortFast edge
            		feature, and the port receives a BPDU, it is put in the error-disabled state.
            	 
         

         
         The BPDU guard feature
            		provides a secure response to invalid configurations because you must manually
            		put the interface back in service. Use the BPDU guard feature in a
            		service-provider network to prevent an access port from participating in the
            		spanning tree.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling BPDU Guard (CLI)

         
      

      
      
      
   
      
      
      BPDU Filtering

      
         
            		
            	 
         

         
         The BPDU filtering feature
            		can be globally enabled on the switch or can be enabled per interface, but the
            		feature operates with some differences.
            	 
         

         
         Enabling BPDU filtering on
            		PortFast edge-enabled interfaces at the global level keeps those interfaces
            		that are in a PortFast edge-operational state from sending or receiving BPDUs.
            		The interfaces still send a few BPDUs at link-up before the switch begins to
            		filter outbound BPDUs. You should globally enable BPDU filtering on a switch so
            		that hosts connected to these interfaces do not receive BPDUs. If a BPDU is
            		received on a PortFast edge-enabled interface, the interface loses its PortFast
            		edge-operational status, and BPDU filtering is disabled.
            	 
         

         
         Enabling BPDU filtering on an
            		interface without also enabling the PortFast edge feature keeps the interface
            		from sending or receiving BPDUs.
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                  Enabling BPDU filtering on an
                     		  interface is the same as disabling spanning tree on it and can result in
                     		  spanning-tree loops.
                     		
                  

                  
                  	 
                  

               
            

         

         
         You can enable the BPDU
            		filtering feature for the entire switch or for an interface.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling BPDU Filtering (CLI)

         
      

      
      
      
   
      
      
      Cross-Stack UplinkFast

      
         Cross-Stack UplinkFast (CSUF) provides a fast spanning-tree transition (fast convergence in less than 1 second under normal
            network conditions) across a switch stack. During the fast transition, an alternate redundant link on the switch stack is
            placed in the forwarding state without causing temporary spanning-tree loops or loss of connectivity to the backbone. With
            this feature, you can have a redundant and resilient network in some configurations. CSUF is automatically enabled when you
            enable the UplinkFast feature.
         

         
         CSUF might not provide a fast transition all the time; in these cases, the normal spanning-tree transition occurs, completing
            in 30 to 40 seconds. For more information, see Related Topics.
         

         
      

      
      
      
         
         	How Cross-Stack UplinkFast Works

         
         	Events That Cause Fast Convergence

         
      

      
      
      
         
      

      
      Related Concepts

         
         Events That Cause Fast Convergence

         
      

      
      Related Tasks

         
         Enabling UplinkFast for Use with Redundant Links (CLI)

         
      

      
      
      
   
      
      
      How Cross-Stack UplinkFast Works

      
         Cross-Stack UplinkFast (CSUF) ensures that one link in the stack is elected as the path to the root.

         
         Cross-Stack UplinkFast Topology. The stack-root port on Switch 1 provides the path to the root of the spanning tree. The alternate stack-root ports on Switches
               2 and 3 can provide an alternate path to the spanning-tree root if the current stack-root switch fails or if its link to the
               spanning-tree root fails.
               Link 1, the root link, is in the spanning-tree forwarding state. Links 2 and 3 are alternate redundant links that are in the
               spanning-tree blocking state. If Switch 1 fails, if its stack-root port fails, or if Link 1 fails, CSUF selects either the
               alternate stack-root port on Switch 2 or Switch 3 and puts it into the forwarding state in less than 1 second.
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         When certain link loss or spanning-tree events occur (described in the following topic), the Fast Uplink Transition Protocol
            uses the neighbor list to send fast-transition requests to stack members.
         

         
         The switch sending the fast-transition request needs to do a fast transition to the forwarding state of a port that it has
            chosen as the root port, and it must obtain an acknowledgment from each stack switch before performing the fast transition.
         

         
         Each switch in the stack decides if the sending switch is a better choice than itself to be the stack root of this spanning-tree
            instance by comparing the root, cost, and bridge ID. If the sending switch is the best choice as the stack root, each switch
            in the stack returns an acknowledgment; otherwise, it sends a fast-transition request. The sending switch then has not received
            acknowledgments from all stack switches.
         

         
         When acknowledgments are received from all stack switches, the Fast Uplink Transition Protocol on the sending switch immediately
            transitions its alternate stack-root port to the forwarding state. If acknowledgments from all stack switches are not obtained
            by the sending switch, the normal spanning-tree transitions (blocking, listening, learning, and forwarding) take place, and
            the spanning-tree topology converges at its normal rate (2 * forward-delay time + max-age time).
         

         
         The Fast Uplink Transition Protocol is implemented on a per-VLAN basis and affects only one spanning-tree instance at a time.

         
      

      
      
      
         
      

      
      Related Concepts

         
         Events That Cause Fast Convergence

         
      

      
      Related Tasks

         
         Enabling UplinkFast for Use with Redundant Links (CLI)

         
      

      
      
      
   
      
      
      Events That Cause Fast Convergence

      
         Depending on the network event or failure, the CSUF fast convergence might or might not occur.

         
         Fast convergence (less than 1 second under normal network conditions) occurs under these circumstances:
         

         
         
            	
               The stack-root port link fails.

               

               
               If two switches in the stack have alternate paths to the root, only one of the switches performs the fast transition.

               

               
            

            
            	
               The failed link, which connects the stack root to the spanning-tree root, recovers.

               

               
            

            
            	
               A network reconfiguration causes a new stack-root switch to be selected.

               

               
            

            
            	
               A network reconfiguration causes a new port on the current stack-root switch to be chosen as the stack-root port.

               

               
               
                  
                     	[image: ../images/note.gif]
Note
                     	



                        The fast transition might not occur if multiple events occur simultaneously. For example, if a stack member is powered off,
                           and at the same time, the link connecting the stack root to the spanning-tree root comes back up, the normal spanning-tree
                           convergence occurs.
                        

                        
                        

                     
                  

               

               
            

            
         

         
         Normal spanning-tree convergence (30 to 40 seconds) occurs under these conditions:
         

         
         
            	
               The stack-root switch is powered off, or the software failed.

               

               
            

            
            	
               The stack-root switch, which was powered off or failed, is powered on.

               

               
            

            
            	
               A new switch, which might become the stack root, is added to the stack.

               

               
            

            
         

         
      

      
      
      
         
      

      
      Related Concepts

         
         UplinkFast

         
         Cross-Stack UplinkFast

         
         How Cross-Stack UplinkFast Works

         
      

      
      Related Tasks

         
         Enabling UplinkFast for Use with Redundant Links (CLI)

         
      

      
      
      
   
      
      
      BackboneFast

      
         

         
         BackboneFast detects indirect failures in the core of the backbone. BackboneFast is a complementary technology to the UplinkFast
            feature, which responds to failures on links directly connected to access switches. BackboneFast optimizes the maximum-age
            timer, which controls the amount of time the switch stores protocol information received on an interface. When a switch receives
            an inferior BPDU from the designated port of another switch, the BPDU is a signal that the other switch might have lost its
            path to the root, and BackboneFast tries to find an alternate path to the root.
         

         
         BackboneFast starts when a root port or blocked interface on a switch receives inferior BPDUs from its designated switch.
            An inferior BPDU identifies a switch that declares itself as both the root bridge and the designated switch. When a switch
            receives an inferior BPDU, it means that a link to which the switch is not directly connected (an indirect link) has failed
            (that is, the designated switch has lost its connection to the root switch). Under spanning-tree rules, the switch ignores
            inferior BPDUs for the maximum aging time (default is 20 seconds).
         

         
         The switch tries to find if it has an alternate path to the root switch. If the inferior BPDU arrives on a blocked interface,
            the root port and other blocked interfaces on the switch become alternate paths to the root switch. (Self-looped ports are
            not considered alternate paths to the root switch.) If the inferior BPDU arrives on the root port, all blocked interfaces
            become alternate paths to the root switch. If the inferior BPDU arrives on the root port and there are no blocked interfaces,
            the switch assumes that it has lost connectivity to the root switch, causes the maximum aging time on the root port to expire,
            and becomes the root switch according to normal spanning-tree rules.
         

         
         If the switch has alternate paths to the root switch, it uses these alternate paths to send a root link query (RLQ) request.
            The switch sends the RLQ request on all alternate paths to learn if any stack member has an alternate root to the root switch
            and waits for an RLQ reply from other switches in the network and in the stack. The switch sends the RLQ request on all alternate
            paths and waits for an RLQ reply from other switches in the network.
         

         
         When a stack member receives an RLQ reply from a nonstack member on a blocked interface and the reply is destined for another
            nonstacked switch, it forwards the reply packet, regardless of the spanning-tree interface state.
         

         
         When a stack member receives an RLQ reply from a nonstack member and the response is destined for the stack, the stack member
            forwards the reply so that all the other stack members receive it.
         

         
         If the switch discovers that it still has an alternate path to the root, it expires the maximum aging time on the interface
            that received the inferior BPDU. If all the alternate paths to the root switch indicate that the switch has lost connectivity
            to the root switch, the switch expires the maximum aging time on the interface that received the RLQ reply. If one or more
            alternate paths can still connect to the root switch, the switch makes all interfaces on which it received an inferior BPDU
            its designated ports and moves them from the blocking state (if they were in the blocking state), through the listening and
            learning states, and into the forwarding state.
         

         
         BackboneFast Example Before Indirect Link Failure. This is an example topology with no link failures. Switch A, the root switch, connects directly to Switch B over link L1 and
               to Switch C over link L2. The Layer 2 interface on Switch C that connects directly to Switch B is in the blocking state.

[image: ../images/44963.jpg]

         
         BackboneFast Example After Indirect Link Failure. If link L1 fails, Switch C cannot detect this failure because it is not connected directly to link L1. However, because Switch B
               is directly connected to the root switch over L1, it detects the failure, elects itself the root, and begins sending BPDUs
               to Switch C, identifying itself as the root. When Switch C receives the inferior BPDUs from Switch B, Switch C assumes that
               an indirect failure has occurred. At that point,  BackboneFast allows the blocked interface on Switch C to move immediately
               to the listening state without waiting for the maximum aging time for the interface to expire. BackboneFast then transitions
               the Layer 2 interface on Switch C to the forwarding state, providing a path from Switch B to Switch A. The root-switch election
               takes approximately 30 seconds, twice the Forward Delay time if the default Forward Delay time of 15 seconds is set. BackboneFast
               reconfigures the topology to account for the failure of link L1.
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         Adding a Switch in a Shared-Medium Topology. If a new switch is introduced into a shared-medium topology, BackboneFast is not activated because the inferior BPDUs did
               not come from the recognized designated switch (Switch B). The new switch begins sending inferior BPDUs that indicate it is
               the root switch. However, the other switches ignore these inferior BPDUs, and the new switch learns that Switch B is the designated
               switch to Switch A, the root switch.
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      Related Concepts

         
         MSTP Configuration Guidelines

         
         Multiple Spanning-Tree Regions

         
      

      
      Related Tasks

         
         Specifying the MST Region Configuration and Enabling MSTP (CLI)

         
         Enabling BackboneFast (CLI)

         
      

      
      
      
   
      
      
      EtherChannel Guard

      
         You can use EtherChannel guard to detect an EtherChannel misconfiguration between the switch and a connected device. A misconfiguration
            can occur if the switch interfaces are configured in an EtherChannel, but the interfaces on the other device are not. A misconfiguration
            can also occur if the channel parameters are not the same at both ends of the EtherChannel. 
         

         
         If the switch detects a misconfiguration on the other device, EtherChannel guard places the switch interfaces in the error-disabled
            state, and displays an error message.
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling EtherChannel Guard (CLI)

         
      

      
      
      
   
      
      
      EtherChannel
         	 Overview
      

      
         EtherChannel provides
            		fault-tolerant high-speed links between switches, routers, and servers. You can
            		use the EtherChannel to increase the bandwidth between the wiring closets and
            		the data center, and you can deploy it anywhere in the network where
            		bottlenecks are likely to occur. EtherChannel provides automatic recovery for
            		the loss of a link by redistributing the load across the remaining links. If a
            		link fails, EtherChannel redirects traffic from the failed link to the
            		remaining links in the channel without intervention. 
            	 
         

         
         An EtherChannel
            		consists of individual Ethernet links bundled into a single logical link. 
            	 
         

         
         Typical
               		  EtherChannel Configuration
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         The EtherChannel
            		provides full-duplex bandwidth up to 8 Gb/s (Gigabit EtherChannel) or 80 Gb/s
            		(10-Gigabit EtherChannel) between your switch and another switch or host. 
            	 
         

         
         Each EtherChannel can
            		consist of up to eight compatibly configured Ethernet ports. 
            	 
         

         
         The number of EtherChannels
            		is limited to 128. 
            	 
         

         
         The LAN Base feature set supports up to 24 EtherChannels. 
            	 
         

         
         All ports in each
            		EtherChannel must be configured as either Layer 2 or Layer 3 ports. The
            		EtherChannel Layer 3 ports are made up of routed ports. Routed ports are
            		physical ports configured to be in Layer 3 mode by using the 
            		no switchport
            		interface configuration command. For more information, see the Configuring
            		Interface Characteristics chapter.
            	 
         

         
      

      
      
      
         
         	EtherChannel Modes

         
         	EtherChannel on Devices

         
         	EtherChannel Link Failover

         
      

      
      
      
         
      

      
      
      
         
      

      
      Related Concepts

         
         EtherChannel Configuration Guidelines

         
         Default EtherChannel Configuration

         
         Layer 2 EtherChannel Configuration Guidelines

         
      

      
      Related Tasks

         
         Configuring Layer 2 EtherChannels (CLI)

         
      

      
      
      
   
      
      
      EtherChannel Modes

      
         

         
         You can configure an EtherChannel in one of these modes: Port Aggregation Protocol (PAgP), Link Aggregation Control Protocol
            (LACP), or On. Configure both ends of the EtherChannel in the same mode:
         

         
         
            	
               
               When you configure one end of an EtherChannel in either PAgP or LACP mode, the system negotiates with the other end of the
                  channel to determine which ports should become active. If the remote port cannot negotiate an EtherChannel, the local port
                  is put into an independent state and continues to carry data traffic as would any other single link. The port configuration
                  does not change, but the port does not participate in the EtherChannel.
               

               

               
               
            

            
            	
               
               When you configure an EtherChannel in the on mode, no negotiations take place. The switch forces all compatible ports to become active in the EtherChannel. The other
                  end of the channel (on the other switch) must also be configured in the on mode; otherwise, packet loss can occur.
               

               

               
               
            

            
         

         
      

      
      
      
         
      

      
      Related Concepts

         
         EtherChannel Configuration Guidelines

         
         Default EtherChannel Configuration

         
         Layer 2 EtherChannel Configuration Guidelines

         
      

      
      Related Tasks

         
         Configuring Layer 2 EtherChannels (CLI)

         
      

      
      
      
   
      
      
      EtherChannel on 
         	 Devices

      
         

         
         You can create an
            		EtherChannel on a 
            		device, on a single 
            		device in the stack, or on multiple 
            		devices in the stack (known as cross-stack
            		EtherChannel). 
            	 
         

         
         Single-Switch
               		  EtherChannel
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         Cross-Stack
               		  EtherChannel
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      Related Concepts

         
         EtherChannel Configuration Guidelines

         
         Default EtherChannel Configuration

         
         Layer 2 EtherChannel Configuration Guidelines

         
      

      
      Related Tasks

         
         Configuring Layer 2 EtherChannels (CLI)

         
      

      
      
      
   
      
      
      EtherChannel Link Failover

      
         

         
         If a link within an EtherChannel fails, traffic previously carried over that failed link moves to the remaining links within
            the EtherChannel. If traps are enabled on the switch, a trap is sent for a failure that identifies the switch, the EtherChannel,
            and the failed link. Inbound broadcast and multicast packets on one link in an EtherChannel are blocked from returning on
            any other link of the EtherChannel.
         

         
      

      
      
      
         
      

      
      Related Concepts

         
         EtherChannel Configuration Guidelines

         
         Default EtherChannel Configuration

         
         Layer 2 EtherChannel Configuration Guidelines

         
      

      
      Related Tasks

         
         Configuring Layer 2 EtherChannels (CLI)

         
      

      
      
      
   
      
      
      Channel Groups and
         	 Port-Channel Interfaces
      

      
         An EtherChannel
            		comprises a channel group and a port-channel interface. The channel group binds
            		physical ports to the port-channel interface. Configuration changes applied to
            		the port-channel interface apply to all the physical ports bound together in
            		the channel group. 
            	 
         

         
         Relationship of
               		  Physical Ports, Channel Group and Port-Channel Interface. 
               		   The 
               			 channel-group
               			 command binds the physical port and the port-channel interface together. Each
               			 EtherChannel has a port-channel logical interface numbered from 1 to 128. This port-channel
               			 interface number corresponds to the one specified with the 
               			 channel-group
               			 interface configuration command.
               		  
               
               		

[image: ../images/101238.jpg]

         
         
            	 
               		  
               With Layer 2
                  			 ports, use the 
                  			 channel-group
                  			 interface configuration command to dynamically create the port-channel
                  			 interface.
                  		  
               

               

               
               		  
               You also can use
                  			 the 
                  			 interface
                        				  port-channel 
                  			 port-channel-number global configuration command
                  			 to manually create the port-channel interface, but then you must use the 
                  			 channel-group 
                  			  
                        				 
                  			 channel-group-number 
                  			  
                        				command to bind the logical interface to a physical
                  			 port. The 
                  			 channel-group-number can be the same as the 
                  			 port-channel-number, or you
                  			 can use a new number. If you use a new number, the 
                  			 channel-group
                  			 command dynamically creates a new port channel.
                  		  
               

               

               
               		
            

            
            	 
               		  
               With Layer 3
                  			 ports, you should manually create the logical interface by using the 
                  			 interface
                        				  port-channel global configuration command followed by the 
                  			 no switchport
                  			 interface configuration command. You then manually assign an interface to the
                  			 EtherChannel by using the 
                  			 channel-group
                  			 interface configuration command. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               With Layer 3
                  			 ports, use the 
                  			 no switchport
                  			 interface command to configure the interface as a Layer 3 interface, and then
                  			 use the 
                  			 channel-group
                  			 interface configuration command to dynamically create the port-channel
                  			 interface. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      Related Concepts

         
         EtherChannel Configuration Guidelines

         
         Default EtherChannel Configuration

         
         Layer 2 EtherChannel Configuration Guidelines

         
      

      
      Related Tasks

         
         Creating Port-Channel Logical Interfaces (CLI)

         
         Configuring the Physical Interfaces (CLI)

         
      

      
      
      
   
      
      
      EtherChannel On Mode

      
         EtherChannel on mode can be used to manually configure an EtherChannel. The on mode forces a port to join an EtherChannel without negotiations. The on mode can be useful if the remote device does not support PAgP or LACP. In the on mode, a usable EtherChannel exists only when the devices  at both ends of the link are configured in the on mode.
         

         
         Ports that are configured in the on mode in the same channel group must have compatible port characteristics, such as speed and duplex. Ports that are not compatible
            are suspended, even though they are configured in the on mode.
         

         
         
            
               	[image: ../images/caut.gif]
Caution
               	



                  
                  You should use care when using the on mode. This is a manual configuration, and ports on both ends of the EtherChannel must have the same configuration. If the
                     group is misconfigured, packet loss or spanning-tree loops can occur.
                  

                  
                  
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP Address Forwarding

      
         

         
         
            With source-IP address-based forwarding, packets are distributed across the ports in the EtherChannel based on the source-IP
            address of the incoming packet. To provide load balancing, packets from different IP addresses use different ports in the
            channel, and packets from the same IP address use the same port in the channel.
            
         

         
         
            With destination-IP address-based forwarding, packets   are distributed across the ports in the EtherChannel based on the
            destination-IP address of the incoming packet. To provide load balancing, packets from the same IP source address sent to
            different IP destination addresses could be sent on different ports in the channel. Packets sent from different source IP
            addresses to the same destination IP address are always sent on the same port in the channel.
            
         

         
         
            With source-and-destination IP address-based forwarding, packets  are distributed across the ports in the EtherChannel based
            on both the source and destination IP addresses of the incoming packet. This forwarding method, a combination of source-IP
            and destination-IP address-based forwarding, can be used if it is not clear whether source-IP or destination-IP address-based
            forwarding is better suited on a particular device. In this method, packets sent from the IP address A to IP address B, from IP address A to IP address C, and from IP address
            C to IP address B could all use different ports in the channel.
            
         

         
      

      
      
      
         
      

      
      Related Concepts

         
         EtherChannel Configuration Guidelines

         
         Layer 2 EtherChannel Configuration Guidelines

         
         Default EtherChannel Configuration

         
         Layer 3 EtherChannel Configuration Guidelines

         
      

      
      Related Tasks

         
         Configuring EtherChannel Load-Balancing (CLI)

         
      

      
      
      
   
      
      
      EtherChannel and 
         	 Device
         	 Stacks
      

      
         If a stack member that
            		has ports participating in an EtherChannel fails or leaves the stack, the
            		active 
            		device
            		removes the failed stack member 
            		device
            		ports from the EtherChannel. The remaining ports of the EtherChannel, if any,
            		continue to provide connectivity.
            	 
         

         
         When a 
            		device
            		is added to an existing stack, the new 
            		device
            		receives the running configuration from the active 
            		device
            		and updates itself with the EtherChannel-related stack configuration. The stack
            		member also receives the operational information (the list of ports that are up
            		and are members of a channel).
            	 
         

         
         When two stacks merge
            		that have EtherChannels configured between them, self-looped ports result.
            		Spanning tree detects this condition and acts accordingly. Any PAgP or LACP
            		configuration on a winning 
            		device
            		stack is not affected, but the PAgP or LACP configuration on the losing 
            		device
            		stack is lost after the stack reboots.
            	 
         

         
      

      
      
      
         
         	Device Stack and PAgP

         
         	Device Stacks and LACP

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default EtherChannel Configuration

      
         
         
            
               The default EtherChannel configuration is described in this table.

Default EtherChannel Configuration
               
                  
                     	
                        
                        Feature

                        
                        
                     
                     
                     	
                        
                        Default Setting

                        
                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        
                        Channel groups

                        
                        
                     
                     
                     	
                        
                        None assigned.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Port-channel logical interface

                        
                        
                     
                     
                     	
                        
                        None defined.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        PAgP mode 

                        
                        
                     
                     
                     	
                        
                        No default.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        PAgP learn method

                        
                        
                     
                     
                     	
                        
                        Aggregate-port learning on all ports.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        PAgP priority

                        
                        
                     
                     
                     	
                        
                        128 on all ports. 

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        LACP mode

                        
                        
                     
                     
                     	
                        
                        No default.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        LACP learn method

                        
                        
                     
                     
                     	
                        
                        Aggregate-port learning on all ports.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        LACP port priority

                        
                        
                     
                     
                     	
                        
                        32768 on all ports.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        LACP system priority

                        
                        
                     
                     
                     	
                        
                        32768.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        LACP system ID

                        
                        
                     
                     
                     	
                        
                        LACP system priority and the device or stack MAC address.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Load-balancing

                        
                        
                     
                     
                     	
                        
                        Load distribution on the device is based on the source-MAC address of the incoming packet. 
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         EtherChannel Overview

         
         EtherChannel Modes

         
         EtherChannel on Devices

         
         EtherChannel Link Failover

         
         LACP Modes

         
         PAgP Modes

         
         Silent Mode

         
         Channel Groups and Port-Channel Interfaces

         
         Load-Balancing and Forwarding Methods

         
         MAC Address Forwarding

         
         IP Address Forwarding

         
         Load-Balancing Advantages

         
         PAgP Learn Method and Priority

         
      

      
      Related Tasks

         
         Configuring Layer 2 EtherChannels (CLI)

         
         Creating Port-Channel Logical Interfaces (CLI)

         
         Configuring the Physical Interfaces (CLI)

         
         Configuring EtherChannel Load-Balancing (CLI)

         
         Configuring the PAgP Learn Method and Priority (CLI)

         
         Configuring the LACP System Priority (CLI)

         
         Configuring the LACP Port Priority (CLI)

         
      

      
      
      
   
      
      
      EtherChannel
         	 Configuration Guidelines
      

      
         If improperly
            		configured, some EtherChannel ports are automatically disabled to avoid network
            		loops and other problems. Follow these guidelines to avoid configuration
            		problems: 
            	 
         

         
         
            	 
               		  
               Do not try to
                  			 configure more than 128 EtherChannels on the 
                  			 device or 
                  			 device stack. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Configure a PAgP
                  			 EtherChannel with up to eight Ethernet ports of the same type. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Configure a LACP
                  			 EtherChannel with up to 16 Ethernet ports of the same type. Up to eight ports
                  			 can be active, and up to eight ports can be in standby mode. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Configure all
                  			 ports in an EtherChannel to operate at the same speeds and duplex modes. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Enable all ports
                  			 in an EtherChannel. A port in an EtherChannel that is disabled by using the 
                  			 shutdown
                  			 interface configuration command is treated as a link failure, and its traffic
                  			 is transferred to one of the remaining ports in the EtherChannel. 
                  		  
               

               

               
               		
            

            
            	When a group is first
               		  created, all ports follow the parameters set for the first port to be added to
               		  the group. If you change the configuration of one of these parameters, you must
               		  also make the changes to all ports in the group: 
               		  
               
                  	 
                     				
                     Allowed-VLAN
                        				  list 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     Spanning-tree
                        				  path cost for each VLAN 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     Spanning-tree
                        				  port priority for each VLAN 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     Spanning-tree
                        				  Port Fast setting 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
               Do not configure a
                  			 port to be a member of more than one EtherChannel group. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Do not configure
                  			 an EtherChannel in both the PAgP and LACP modes. EtherChannel groups running
                  			 PAgP and LACP can coexist on the same 
                  			 device or on different 
                  			 devices in the stack. Individual EtherChannel
                  			 groups can run either PAgP or LACP, but they cannot interoperate. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Do not configure a
                  			 secure port as part of an EtherChannel or the reverse. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Do not configure a
                  			 port that is an active or a not-yet-active member of an EtherChannel as an
                  			 IEEE 802.1x port. If you try to enable IEEE 802.1x on an EtherChannel port, an
                  			 error message appears, and IEEE 802.1x is not enabled. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If EtherChannels
                  			 are configured on 
                  			 device interfaces, remove the EtherChannel
                  			 configuration from the interfaces before globally enabling IEEE 802.1x on a 
                  			 device by using the 
                  			 dot1x
                        				  system-auth-control global configuration command. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If cross-stack
                  			 EtherChannel is configured and the 
                  			 device stack partitions, loops and forwarding
                  			 issues can occur. 
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      Related Tasks
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         Creating Port-Channel Logical Interfaces (CLI)

         
         Configuring the Physical Interfaces (CLI)

         
         Configuring EtherChannel Load-Balancing (CLI)

         
         Configuring the PAgP Learn Method and Priority (CLI)

         
         Configuring the LACP System Priority (CLI)

         
         Configuring the LACP Port Priority (CLI)

         
      

      
      
      
   
      
      
      Auto-LAG

      
         

         
         The auto-LAG feature
            		provides the ability to auto create EtherChannels on ports connected to a
            		switch. By default, auto-LAG is disabled globally and is enabled on all port
            		interfaces. The auto-LAG applies to a switch only when it is enabled globally. 
            	 
         

         
          On enabling
            		auto-LAG globally, the following scenarios are possible: 
            	 
         

         
         
            	 
               		  
                All port
                  			 interfaces participate in creation of auto EtherChannels provided the partner
                  			 port interfaces have EtherChannel configured on them. For more information, see
                  			 the 
                  			 "The supported
                     				auto-LAG configurations between the actor and partner devices" table below.
                  			 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Ports that are
                  			 already part of manual EtherChannels cannot participate in creation of auto
                  			 EtherChannels. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               When auto-LAG is
                  			 disabled on a port interface that is already a part of an auto created
                  			 EtherChannel, the port interface will unbundle from the auto EtherChannel. 
                  		  
               

               

               
               		
            

            
         

         
          The following table
            		shows the supported auto-LAG configurations between the actor and partner
            		devices: 
            	 
         

         
         
         
            
               The supported
                     		auto-LAG configurations between the actor and partner devices
               
                  
                     	 
                        				
                         
                           				  Actor/Partner 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         
                           				  Active
                           				  
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         
                           				  Passive 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         
                           				  Auto 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                         Active 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Yes 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Yes 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Yes 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                         Passive 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Yes 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        No 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Yes 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                         Auto 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Yes 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Yes 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                         Yes 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
         On disabling auto-LAG
            		globally, all auto created Etherchannels become manual EtherChannels. 
            	 
         

         
         You cannot add any
            		configurations in an existing auto created EtherChannel. To add, you should
            		first convert it into a manual EtherChannel by executing the 
            		port-channel<channel-number>persistent. 
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                   Auto-LAG uses the
                     		  LACP protocol to create auto EtherChannel. Only one EtherChannel can be
                     		  automatically created with the unique partner devices. 
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
         	Auto-LAG Configuration Guidelines

         
      

      
      
      
         
      

      
      
      
   
      
      
      Auto-LAG
         	 Configuration Guidelines
      

      
          Follow these
            		guidelines when configuring the auto-LAG feature. 
            	 
         

         
         
            	 
               		  
               When auto-LAG is
                  			 enabled globally and on the port interface , and if you do not want the port
                  			 interface to become a member of the auto EtherChannel, disable the auto-LAG on
                  			 the port interface. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               A port interface
                  			 will not bundle to an auto EtherChannel when it is already a member of a manual
                  			 EtherChannel. To allow it to bundle with the auto EtherChannel, first unbundle
                  			 the manual EtherChannel on the port interface. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               When auto-LAG is
                  			 enabled and auto EtherChannel is created, you can create multiple EtherChannels
                  			 manually with the same partner device. But by default, the port tries to create
                  			 auto EtherChannel with the partner device. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The auto-LAG is
                  			 supported only on Layer 2 EtherChannel. It is not supported on Layer 3
                  			 interface and Layer 3 EtherChannel. 
                  		  
               

               

               
               		
            

            
            	
               		  
               The auto-LAG is supported on cross-stack EtherChannel.
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure EtherChannels

      
         

         
         After you configure an EtherChannel, configuration changes applied to the port-channel interface apply to all the physical
            ports assigned to the port-channel interface, and configuration changes applied to the physical port affect only the port
            where you apply the configuration.
         

         
      

      
      
      
         
         	Configuring Layer 2 EtherChannels (CLI)

         
         	Configuring Layer 3 EtherChannels (CLI)

         
         	Configuring EtherChannel Load-Balancing (CLI)

         
         	Configuring EtherChannel Extended Load-Balancing (CLI)

         
         	Configuring the PAgP Learn Method and Priority (CLI)

         
         	Configuring LACP Hot-Standby Ports

         
         	Configuring LACP Fast Rate Timer

         
         	Configuring Auto-LAG Globally

         
         	Configuring Auto-LAG on a Port Interface

         
         	Configuring Persistence with Auto-LAG

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring LACP Hot-Standby Ports

      
         When  LACP is enabled, the software, by default,  tries to configure the maximum number of LACP-compatible ports in a channel,
            up to a maximum of 16 ports. Only eight LACP links can be active at one time; the remaining eight  links are placed in hot-standby
            mode. If one of the active links becomes inactive, a link that is in the hot-standby mode becomes active in its place. 
         

         
         You can override the default behavior by specifying the maximum number of active ports in a channel, in which case,  the remaining
            ports become hot-standby ports.   For example, if you specify a maximum of five ports in a channel, up to 11  ports become
            hot-standby ports. 
         

         
         If you configure more than eight links for an EtherChannel group, the software automatically decides which of the hot-standby
            ports to make active based on the LACP priority. To every link between systems that operate LACP, the software assigns a unique
            priority made up of these elements (in priority order):
         

         
         
            	
               
               LACP system priority

               

               
               
            

            
            	
               
               System ID (the device MAC address)
               

               

               
               
            

            
            	
               
               LACP port priority

               

               
               
            

            
            	
               
               Port number

               

               
               
            

            
         

         
         In priority comparisons, numerically lower values have higher priority. The priority decides which ports should be put in
            standby mode when there is a hardware limitation that prevents all compatible ports from aggregating. 
         

         
         Determining which ports are active and which are hot standby is a two-step procedure. First the system with a numerically
            lower system priority and system ID  is placed in charge of the decision. Next, that system decides which ports are active
            and which are hot standby, based on its values for port priority and port number. The port priority and port number values
            for the other system are not used.
         

         
         You can change the default values of the LACP system priority and the LACP port priority to affect how the software selects
            active and standby links. 
         

         
      

      
      
      
         
         	Configuring the LACP Max Bundle Feature (CLI)

         
         	Configuring LACP Port-Channel Standalone Disable

         
         	Configuring the LACP Port Channel Min-Links Feature (CLI)

         
         	Configuring the LACP System Priority (CLI)

         
         	Configuring the LACP Port Priority (CLI)

         
      

      
      
      
         
      

      
      
      
   
      
      
      Fast
         	 Convergence
      

      
         REP runs on a physical
            		link basis and not on a per-VLAN basis. Only one hello message is required for
            		all VLANs, and it reduces the load on the protocol. We recommend that you
            		create VLANs consistently on all switches in a given segment and configure the
            		same allowed VLANs on the REP trunk ports. To avoid the delay introduced by
            		relaying messages in software, REP also allows some packets to be flooded to a
            		regular multicast address. These messages operate at the hardware flood layer
            		(HFL) and are flooded to the whole network, not just the REP segment. Switches
            		that do not belong to the segment treat them as data traffic. You can control
            		flooding of these messages by configuring an administrative VLAN for the whole
            		domain or for a particular segment. 
            	 
         

         
         The
            		estimated convergence recovery time is between 150-500ms upto 1000 MACs, 5
            		VLANs. The estimated convergence recovery time for multicast traffic is between
            		300-500ms upto 100Groups and 5 VLANs. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
       How to Configure
         	 REP
      

      
         A segment is a
            		collection of ports connected one to the other in a chain and configured with a
            		segment ID. To configure REP segments, you configure the REP administrative
            		VLAN (or use the default VLAN 1) and then add the ports to the segment using
            		interface configuration mode. You should configure two edge ports in the
            		segment, with one of them the primary edge port and the other by default the
            		secondary edge port. A segment has only one primary edge port. If you configure
            		two ports in a segment as the primary edge port, for example, ports on
            		different switches, the REP selects one of them to serve as the segment primary
            		edge port. You can also optionally configure where to send segment topology
            		change notices (STCNs) and VLAN load balancing. 
            	 
         

         
      

      
      
      
         
         	Default REP Configuration

         
         	REP Configuration Guidelines

         
         	Configuring the REP Administrative VLAN

         
         	Configuring REP Interfaces

         
         	Setting Manual Preemption for VLAN Load Balancing

         
         	Configuring SNMP Traps for REP

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default REP
         	 Configuration
      

      
         REP is disabled on all interfaces.
            		When enabled, the interface is a regular segment port unless it is configured
            		as an edge port.
            	 
         

         
         When REP is enabled, the sending of segment topology change notices
            		(STCNs) is disabled, all VLANs are blocked, and the administrative VLAN is VLAN
            		1.
            	 
         

         
         When VLAN load balancing is enabled, the default is manual preemption
            		with the delay timer disabled. If VLAN load balancing is not configured, the
            		default after manual preemption is to block all VLANs at the primary edge port.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Aggressive
         	 Mode
      

      
         

         
         In aggressive mode, UDLD
            		detects a unidirectional link by using the previous detection methods. UDLD in
            		aggressive mode can also detect a unidirectional link on a point-to-point link
            		on which no failure between the two devices is allowed. It can also detect a
            		unidirectional link when one of these problems exists: 
            	 
         

         
         
            	 
               		  
               On fiber-optic or
                  			 twisted-pair links, one of the ports cannot send or receive traffic. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               On fiber-optic or
                  			 twisted-pair links, one of the ports is down while the other is up. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               One of the fiber strands in
                  			 the cable is disconnected. 
                  		  
               

               

               
               		
            

            
         

         
         In these cases, UDLD disables
            		the affected port. 
            	 
         

         
         In a point-to-point link,
            		UDLD hello packets can be considered as a heart beat whose presence guarantees
            		the health of the link. Conversely, the loss of the heart beat means that the
            		link must be shut down if it is not possible to reestablish a bidirectional
            		link. 
            	 
         

         
         If both fiber strands in a
            		cable are working normally from a Layer 1 perspective, UDLD in aggressive mode
            		detects whether those fiber strands are connected correctly and whether traffic
            		is flowing bidirectionally between the correct neighbors. This check cannot be
            		performed by autonegotiation because autonegotiation operates at Layer 1. 
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                  Udld is enabled with
                     		  udld aggressive mode globally. When Rx cable or Tx is cable from switch1 , then
                     		  the switch1 and switch2 ports will go into 
                     		  Not connected
                     		  state. They do not go to 
                     		  error disabled
                     		  state. Also the port does not show any light if you check the physical
                     		  connection. 
                     		
                  

                  
                  		
                   Switch1
                     		  (Tx)__________________(Rx) Switch2 
                     		
                  

                  
                  		
                  Switch1
                     		  (Rx)__________________(Tx) Switch2 
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling UDLD Globally (CLI)

         
         Enabling UDLD on an Interface (CLI)

         
      

      
      
      
   
      
      
      Event-Driven Detection and Echoing

      
         

         
         UDLD relies on echoing as its detection operation. Whenever a UDLD device learns about a new neighbor or receives a resynchronization
            request from an out-of-sync neighbor, it restarts the detection window on its side of the connection and sends echo messages
            in reply. Because this behavior is the same on all UDLD neighbors, the sender of the echoes expects to receive an echo in
            reply.
         

         
         If the detection window ends and no valid reply message is received, the link might shut down, depending on the UDLD mode.
            When UDLD is in normal mode, the link might be considered undetermined and might not be shut down. When UDLD is in aggressive
            mode, the link is considered unidirectional, and the port is disabled.
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling UDLD Globally (CLI)

         
         Enabling UDLD on an Interface (CLI)

         
      

      
      
      
   
      
      
      How to Configure UDLD

      
         

         
         

         
      

      
      
      
         
         	Enabling UDLD Globally (CLI)

         
         	Enabling UDLD on an Interface (CLI)

         
      

      
      
      
         
      

      
      
      
   
      
      
       Access Point Communication Protocols

      
         

         
         Cisco lightweight access points use the IETF standard CAPWAP to communicate with the device and other lightweight access points on the network.
         

         
         CAPWAP, which is based on LWAPP, is a standard, interoperable protocol that enables a device to manage a collection of wireless access points. CAPWAP is implemented in device for these reasons:
         

         
         
            	
               To provide an upgrade path from Cisco products that use LWAPP to next-generation Cisco products that use CAPWAP

               

               
            

            
            	
               To manage RFID readers and similar devices

               

               
            

            
            	
               To enable devices to interoperate with third-party access points in the future
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About AP
         	 Pass Through
      

      
         

         
         AP pass through allows all the access points
            		connected to Cisco Catalyst 3850 Series Switches and Cisco Catalyst 3650 Series
            		Switches to join another controller on the network.
            	 
         

         
         Prior to this release, all access points connected Cisco Catalyst 3850
            		Series Switches and Cisco Catalyst 3650 Series Switches would be terminated on
            		the 
            		device
            		when the wireless management vlan is turned on. Unsupported access points
            		connected to the 
            		device
            		were unable join a controller on a different vlan. AP pass through allows the
            		connected AP to join another wireless controller on the network by assigning
            		different vlan.
            	 
         

         
         The advantages of AP pass through are:
            	 
         

         
         
            	
               		  
               Allows partial deployment of Cisco New Generation Wireless
                  			 Controllers where some APs are connected to Cisco Catalyst 3850 Series Switches
                  			 and Cisco Catalyst 3650 Series Switches but other APs continue to join other
                  			 controllers on the network.
                  		  
               

               

               
               		
            

            
            	
               		  
               The APs that are not supported on the Cisco Catalyst 3850 Series
                  			 Switches and Cisco Catalyst 3650 Series Switches are allowed to join other
                  			 controllers on the network.
                  		  
               

               

               
               		
            

            
            	
               		  
               The wireless LAN controller is used to provide access to both wired
                  			 and wireless guests. AP Pass through allows the AP to pass through Cisco
                  			 Catalyst 3850 Series Switches and Cisco Catalyst 3650 Series Switches to join
                  			 any other controller when wired guest accessing is turned on.
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About
         	 Autonomous Access Points Converted to Lightweight Mode
      

      
         

         
         You can convert
            		autonomous Cisco Aironet access points to lightweight mode. When you upgrade
            		the access points to lightweight mode, the access point communicates with the 
            		device
            		and receives a configuration and software image from the 
            		device.
            		
            	 
         

         
      

      
      
      
         
         	Reverting from Lightweight Mode to Autonomous Mode

         
         	Using DHCP Option 43 and DHCP Option 60

         
         	How Converted Access Points Send Crash Information to the Device

         
         	Uploading Memory Core Dumps from Converted Access Points

         
         	Displaying MAC Addresses for Converted Access Points

         
         	Configuring a Static IP Address for a Lightweight Access Point

         
      

      
      
      
         
      

      
      
      
   
      
      
      Displaying MAC Addresses for Converted Access Points

      
         

         
         There are some differences in the way that controllers display the MAC addresses of converted access points on information
            pages in the controller GUI:
         

         
         
            	
               On the AP Summary page, the controller lists the Ethernet MAC addresses of converted access points.

               

               
            

            
            	
               On the AP Detail page, the controller lists the BSS MAC addresses and Ethernet MAC addresses of converted access points.

               

               
            

            
            	
               On the Radio Summary page, the device lists converted access points by the radio MAC address.
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About Cisco Workgroup Bridges and non-Cisco Workgroup bridges

      
         

         
         A WGB is a mode that can be configured on an autonomous Cisco IOS access point to provide wireless connectivity to a lightweight
            access point on behalf of clients that are connected by Ethernet to the WGB access point. A WGB connects a wired network over
            a single wireless segment by learning the MAC addresses of its wired clients on the Ethernet interface and reporting them
            to the lightweight access point using Internet Access Point Protocol (IAPP) messaging. The WGB provides wireless access connectivity
            to wired clients by establishing a single wireless connection to the lightweight access point.
         

         
         When a Cisco WGB is used, the WGB informs the access points of all the clients that it is associated with. The device is aware of the clients that are associated with the access point. When non-Cisco WGBs are used, the device has no information about the IP address of the clients on the wired segment behind the WGB. Without this information, the
            device drops the following types of messages:
         

         
         
            	
               ARP REQ from the distribution system for the WGB client.

               

               
            

            
            	
               ARP RPLY from the WGB client.

               

               
            

            
            	
               DHCP REQ from the WGB client.

               

               
            

            
            	
               DHCP RPLY for the WGB client.

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
       Optimizing RFID Tracking on Access Points

      
         

         
         To optimize the monitoring and location calculation of RFID tags, you can enable tracking optimization on up to four channels
            within the 2.4-GHz band of an 802.11b/g access point radio. This feature allows you to scan only the channels on which tags
            are usually programmed to operate (such as channels 1, 6, and 11).
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring Multicast
         	 VPN
      

      
          
            	 
         

         
          The Multicast VPN
            		(MVPN) feature provides the ability to support multicast over a Layer 3 VPN. As
            		enterprises extend the reach of their multicast applications, service providers
            		can accommodate them over their Multiprotocol Label Switching (MPLS) core
            		network. IP multicast is used to stream video, voice, and data over an MPLS VPN
            		network core. 
            	 
         

         
          Historically,
            		point-to-point tunnels were the only way to connect through a service provider
            		network. Although such tunneled networks tend to have scalability issues, they
            		represented the only means of passing IP multicast traffic through a VPN. 
            	 
         

         
          Because Layer 3 VPNs
            		support only unicast traffic connectivity, deploying MPLS in conjunction with a
            		Layer 3 VPN allows service providers to offer both unicast and multicast
            		connectivity to Layer 3 VPN customers. 
            	 
         

         
      

      
      
      
         
         	Finding Feature Information

         
         	Prerequisites for Configuring Multicast VPN

         
         	Restrictions for Configuring Multicast VPN

         
         	Information About Configuring Multicast VPN

         
         	How to Configure Multicast VPN

         
         	Configuration Examples for Multicast VPN

         
         	Additional References for Configuring Multicast VPN

         
      

      
      
      
         
      

      
      
      
   
      
      
      Benefits of Multicast VPN

      
         
            	
               
                  Provides a scalable method to dynamically send information to multiple locations. 
               

               

               
            

            
            	
               
                  Provides high-speed information delivery. 
               

               

               
            

            
            	
               
                  Provides connectivity through a shared infrastructure. 
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BGP Advertisement Methods for Multicast VPN Support

      
          In a single autonomous system, if the default MDT for an MVPN is using PIM sparse mode (PIM-SM) with a rendezvous point (RP),
            then PIM is able to establish adjacencies over the Multicast Tunnel Interface (MTI) because the source PE and receiver PE
            discover each other through the RP. In this scenario, the local PE (the source PE) sends register messages to the RP, which
            then builds a shortest-path tree (SPT) toward the source PE. The remote PE, which acts as a receiver for the MDT multicast
            group, then sends (*, G) joins toward the RP and joins the distribution tree for that group. 
            	 
         

         
          However, if the default MDT group is configured in a PIM Source Specific Multicast (PIM-SSM) environment rather than a PIM-SM
            environment, the receiver PE needs information about the source PE and the default MDT group. This information is used to
            send (S, G) joins toward the source PE to build a distribution tree from the source PE (without the need for an RP). The source
            PE address and default MDT group address are sent using BGP.
            	 
         

         
      

      
      
      
         
         	BGP Extended Community

         
      

      
      
      
         
      

      
      
      
   
      
      
      BGP Extended Community

      
         
            When BGP extended communities are used, the PE loopback (source address) information is sent as a VPNv4 prefix using Route
            Distinguisher (RD) Type 2 (to distinguish it from unicast VPNv4 prefixes). The MDT group address is carried in a BGP extended
            community. Using a combination of the embedded source in the VPNv4 address and the group in the extended community, PE routers
            in the same MVRF instance can establish SSM trees to each other.
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                     Prior to the introduction of MDT SAFI support, the BGP extended community attribute was used as an interim solution to advertise
                     the IP address of the source PE and default MDT group before IETF standardization. A BGP extended community attribute in an
                     MVPN environment, however, has certain limitations: it cannot be used in inter-AS scenarios (because the attribute is nontransitive),
                     and it uses RD Type 2 (which is not a supported standard).
                  

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure Multicast VPN

      

      
      
      
         
         	Configuring the Data Multicast Group

         
         	Configuring a Default MDT Group for a VRF

         
         	Configuring the MDT Address Family in BGP for Multicast VPN

         
         	Verifying Information for the MDT Default Group

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco Configuration Engine Software

      
         The Cisco Configuration Engine is network management utility software that acts as a configuration service for automating
            the deployment and management of network devices and services. Each Cisco Configuration Engine manages a group of Cisco devices
            (devices and routers) and the services that they deliver, storing their configurations and delivering them as needed. The Cisco Configuration
            Engine automates initial configurations and configuration updates by generating device-specific configuration changes, sending
            them to the device, executing the configuration change, and logging the results.
         

         
         The Cisco Configuration Engine supports standalone and server modes and has these Cisco Networking Services (CNS) components:

         
         
            	
               
               Configuration service:

               

               
               
               
                  	
                     Web server

                     

                     
                  

                  
                  	
                     File manager

                     

                     
                  

                  
                  	
                     Namespace mapping server

                     

                     
                  

                  
               

               
            

            
            	
               
               Event service (event gateway)

               

               
               
            

            
            	
               
               Data service directory (data models and schema)

               

               
               
            

            
         

         
         In standalone mode, the Cisco Configuration Engine supports an embedded directory service. In this mode, no external directory
            or other data store is required. In server mode, the Cisco Configuration Engine supports the use of a user-defined external
            directory.
         

         
         Cisco Configuration Engine Architectural Overview
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      Configuration Service

      
         The Configuration Service is the core component of the Cisco Configuration Engine. It consists of a Configuration Server that
            works with Cisco IOS CNS agents on the device. The Configuration Service delivers device and service configurations to the device for initial configuration and mass reconfiguration by logical groups. Devices receive their initial configuration from the Configuration Service when they start up on the network for the first time.
         

         
         The Configuration Service uses the CNS Event Service to send and receive configuration change events and to send success and
            failure notifications.
         

         
         The Configuration Server is a web server that uses configuration templates and the device-specific configuration information
            stored in the embedded (standalone mode) or remote (server mode) directory. 
         

         
         Configuration templates are text files containing static configuration information in the form of CLI commands. In the templates,
            variables are specified by using Lightweight Directory Access Protocol (LDAP) URLs that reference the device-specific configuration
            information stored in a directory.
         

         
         The Cisco IOS agent can perform a syntax check on received configuration files and publish events to show the success or failure
            of the syntax check. The configuration agent can either apply configurations immediately or delay the application until receipt
            of a synchronization event from the configuration server.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
       Event Service

      
         The Cisco Configuration Engine uses  the Event Service for receipt and generation of configuration events. The Event Service
            consists of an event agent and an event gateway. The event agent is on the device and facilitates the communication between the device and the event gateway on the Cisco Configuration Engine.
         

         
         The Event Service is a highly capable publish-and-subscribe communication method. The Event Service uses subject-based addressing
            to send messages to their destinations. Subject-based addressing conventions define a simple, uniform namespace for messages
            and their destinations. 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling the CNS Event Agent

         
      

      
      
      
   
      
      
      Cisco Networking
         	 Services IDs and Device Hostnames
      

      
         The Cisco
            		Configuration Engine assumes that a unique identifier is associated with each
            		configured 
            		device. This unique identifier can take on
            		multiple synonyms, where each synonym is unique within a particular namespace.
            		The event service uses namespace content for subject-based addressing of
            		messages. 
            	 
         

         
         The Cisco
            		Configuration Engine intersects two namespaces, one for the event bus and the
            		other for the configuration server. Within the scope of the configuration
            		server namespace, the term 
            		ConfigID is the
            		unique identifier for a device. Within the scope of the event bus namespace,
            		the term 
            		DeviceID is the
            		CNS unique identifier for a device. 
            	 
         

         
          
            	 
         

         
      

      
      
      
         
         	ConfigID

         
         	DeviceID

         
         	Hostname and DeviceID

         
         	Hostname, DeviceID, and ConfigID

         
      

      
      
      
         
      

      
      Related References

         
         Prerequisites for Configuring the Configuration Engine

         
         Restrictions for Configuring the Configuration Engine

         
      

      
      
      
   
      
      
      ConfigID

      
         Each  configured device has a unique ConfigID, which serves as the key into the Cisco Configuration Engine directory for the corresponding set of
            device CLI attributes. The ConfigID defined on the device must match the ConfigID for the corresponding device definition on the Cisco Configuration Engine.
         

         
         The ConfigID is fixed at startup time and cannot be changed until the device restarts, even if the device hostname is reconfigured.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DeviceID

      
         Each
            		configured 
            		device participating on the event bus has a
            		unique DeviceID, which is analogous to the 
            		device source address so that the 
            		device can be targeted as a specific
            		destination on the bus. 
            	 
         

         
         The origin of the
            		DeviceID is defined by the Cisco IOS hostname of the 
            		device. However, the DeviceID variable and
            		its usage reside within the event gateway adjacent to the 
            		device. 
            	 
         

         
         The logical Cisco IOS
            		termination point on the event bus is embedded in the event gateway, which in
            		turn functions as a proxy on behalf of the 
            		device. The event gateway represents the 
            		device and its corresponding DeviceID to the
            		event bus. 
            	 
         

         
         The 
            		device declares its hostname to the event
            		gateway immediately after the successful connection to the event gateway. The
            		event gateway couples the DeviceID value to the Cisco IOS hostname each time
            		this connection is established. The event gateway retains this DeviceID value
            		for the duration of its connection to the 
            		device. 
            	 
         

         
      

      
      
      
         
      

      
      Related References

         
         Prerequisites for Configuring the Configuration Engine

         
      

      
      
      
   
      
      
      Hostname and DeviceID

      
         The DeviceID is fixed at the time of the connection to the event gateway and does not change even when the device hostname is reconfigured.
         

         
         When changing the device hostname on the device, the only way to refresh the DeviceID is to
            break the connection between the device and the event gateway. For instructions on refreshing DeviceIDs, see "Related Topics." 
         

         
         When the connection is reestablished, the device sends its modified hostname to the event gateway. The event gateway redefines the DeviceID to the new value.
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                  When using the Cisco Configuration Engine user interface, you must first set the DeviceID
                     field to the hostname value that the device acquires after, not before, and you
                     must reinitialize the configuration for your Cisco IOS CNS agent. Otherwise, subsequent partial
                     configuration command operations may malfunction.
                  

                  
                  
                  

               
            

         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Refreshing DeviceIDs

         
      

      
      
      
   
      
      
      Hostname, DeviceID, and ConfigID

      
         In standalone mode, when a hostname value is set for a device, the configuration server uses the hostname as the DeviceID when an event is sent on hostname. If the hostname has not been
            set, the event is sent on the cn=<value> of the device.
         

         
         In server mode, the hostname is not used. In this mode, the unique DeviceID attribute is always used for sending an event
            on the bus. If this attribute is not set, you cannot update the device.
         

         
         These and other associated attributes (tag value pairs) are set when you run Setup on the Cisco Configuration Engine.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco IOS CNS Agents

      
         The  CNS event agent feature allows the device to publish and subscribe to events on the event bus and works with the Cisco IOS CNS agent. These agents, embedded in the
            device Cisco IOS software, allow the device to be connected and automatically configured.
         

         
      

      
      
      
         
         	Initial Configuration

         
         	Incremental (Partial) Configuration

         
         	Synchronized Configuration

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling the Cisco IOS CNS Agent

         
      

      
      
      
   
      
      
      Incremental (Partial) Configuration

      
         After the network is running,  new services can be added by using the Cisco IOS CNS agent. Incremental (partial) configurations
            can be sent to the device. The actual configuration can be sent as an event payload by way of the event gateway (push operation) or as a signal event
            that triggers the device to initiate a pull operation.
         

         
         The device can check the syntax of the configuration before applying it. If the syntax is correct, the device applies the incremental configuration and publishes an event that signals success to the configuration server. If the device does not apply the incremental configuration, it publishes an event showing an error status. When the device has applied the incremental configuration, it can write it to nonvolatile random-access memory (NVRAM) or wait until signaled
            to do so.
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling a Partial Configuration for Cisco IOS CNS Agent

         
      

      
      Related References

         
         Monitoring CNS Configurations

         
      

      
      
      
   
      
      
      Automated CNS
         	 Configuration
      

      
         To enable automated
            		CNS configuration of the 
            		device, you must first complete the
            		prerequisites listed in this topic. When you complete them, power on the 
            		device. At the 
            		setup prompt,
            		do nothing; the 
            		device begins the initial configuration. When
            		the full configuration file is loaded on your 
            		device, you do not need to do anything else.
            	 
         

         
         
            		For more information on what happens during initial
            		configuration, see "Related Topics."
            	 
         

         
         
         
            
               Prerequisites for
                     		Enabling Automatic Configuration
               
                  
                     	 
                        				
                        Device
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Required
                           				  Configuration
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        Access 
                           				  device
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Factory
                           				  default (no configuration file)
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Distribution 
                           				  device
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        
                           	 
                              					 
                              IP helper
                                 						address
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Enable
                                 						DHCP relay agent1
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              IP routing
                                 						(if used as default gateway)
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        DHCP server
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        
                           	 
                              					 
                              IP address
                                 						assignment
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              TFTP
                                 						server IP address
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Path to
                                 						bootstrap configuration file on the TFTP server
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Default
                                 						gateway IP address
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        TFTP server
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        
                           	 
                              					 
                              A
                                 						bootstrap configuration file that includes the CNS configuration commands that
                                 						enable the 
                                 						device to communicate with the Configuration
                                 						Engine
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              The 
                                 						device configured to use either the 
                                 						device MAC address or the serial number
                                 						(instead of the default hostname) to generate the ConfigID and EventID
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              The CNS
                                 						event agent configured to push the configuration file to the 
                                 						device
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        CNS
                           				  Configuration Engine
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        One or more
                           				  templates for each type of device, with the ConfigID of the device mapped to
                           				  the template.
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
         1  A DHCP
            						  Relay is needed only when the DHCP Server is on a different subnet from the
            						  client.
         

      

      
      
      
         
      

      
      
      
   
      
      
      CDP Overview

      
         

         
         CDP is a device
            		discovery protocol that runs over Layer 2 (the data-link layer) on all
            		Cisco-manufactured devices (routers, bridges, access servers, controllers, and
            		switches) and allows network management applications to discover Cisco devices
            		that are neighbors of already known devices. With CDP, network management
            		applications can learn the device type and the Simple Network Management
            		Protocol (SNMP) agent address of neighboring devices running lower-layer,
            		transparent protocols. This feature enables applications to send SNMP queries
            		to neighboring devices.
            	 
         

         
         CDP runs on all media
            		that support Subnetwork Access Protocol (SNAP). Because CDP runs over the
            		data-link layer only, two systems that support different network-layer
            		protocols can learn about each other.
            	 
         

         
         Each CDP-configured
            		device sends periodic messages to a multicast address, advertising at least one
            		address at which it can receive SNMP messages. The advertisements also contain
            		time-to-live, or holdtime information, which is the length of time a receiving
            		device holds CDP information before discarding it. Each device also listens to
            		the messages sent by other devices to learn about neighboring devices.
            	 
         

         
         On the 
            		device, CDP enables Network Assistant to
            		display a graphical view of the network. The 
            		device uses CDP to find cluster candidates
            		and maintain information about cluster members and other devices up to three
            		cluster-enabled devices away from the command 
            		device by default.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring CDP Characteristics

         
      

      
      Related References

         
         Monitoring and Maintaining CDP

         
      

      
      
      
   
      
      
      Default CDP Configuration

      
         

         
         This table shows the default CDP configuration.

         
         
         
            
               
                  
                     	Feature
                     
                     	Default Setting
                     
                  

                  
               
               
               
                  
                     	CDP global state
                     
                     	Enabled
                     
                  

                  
                  
                     	CDP interface state
                     
                     	Enabled
                     
                  

                  
                  
                     	CDP timer (packet update frequency)
                     
                     	60 seconds
                     
                  

                  
                  
                     	CDP holdtime (before discarding)
                     
                     	180 seconds
                     
                  

                  
                  
                     	CDP Version-2 advertisements
                     
                     	Enabled
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling CDP

         
         Disabling CDP

         
         Enabling CDP on an Interface

         
         Disabling CDP on an Interface

         
      

      
      
      
   
      
      
      Default SNMP Configuration

      
         

         
         
         
            
               
                  
                     	Feature
                     
                     	Default Setting
                     
                  

                  
               
               
               
                  
                     	SNMP agent
                     
                     	Disabled1.
                     
                     
                  

                  
                  
                     	SNMP trap receiver
                     
                     	None configured.
                     
                  

                  
                  
                     	SNMP traps
                     
                     	None enabled except the trap for TCP connections (tty).
                     
                  

                  
                  
                     	SNMP version
                     
                     	If no version keyword is present, the default is Version 1.
                     
                  

                  
                  
                     	SNMPv3 authentication
                     
                     	If no keyword is entered, the default is the noauth (noAuthNoPriv) security level.
                     
                     
                  

                  
                  
                     	SNMP notification type
                     
                     	If no type is specified, all notifications are sent.
                     
                  

                  
               
               
            

            
         

         
         1  This is the default when the device starts and the startup configuration does not have any snmp-server global configuration commands.
         

      

      
      
      
         
      

      
      
      
   
      
      
      Cisco IOS IP Service Level Agreements (SLAs)

      
         Cisco IOS IP SLAs send data
            		across the network to measure performance between multiple network locations or
            		across multiple network paths. They simulate network data and IP services and
            		collect network performance information in real time. Cisco IOS IP SLAs
            		generate and analyze traffic either between Cisco IOS devices or from a Cisco
            		IOS device to a remote IP device such as a network application server.
            		Measurements provided by the various Cisco IOS IP SLA operations can be used
            		for troubleshooting, for problem analysis, and for designing network
            		topologies. 
            	 
         

         
         Depending on the specific
            		Cisco IOS IP SLA operations, various network performance statistics are
            		monitored within the Cisco device and stored in both command-line interface
            		(CLI) and Simple Network Management Protocol (SNMP) MIBs. IP SLA packets have
            		configurable IP and application layer options such as source and destination IP
            		address, User Datagram Protocol (UDP)/TCP port numbers, a type of service (ToS)
            		byte (including Differentiated Services Code Point [DSCP] and IP Prefix bits),
            		Virtual Private Network (VPN) routing/forwarding instance (VRF), and URL web
            		address. 
            	 
         

         
         Because Cisco IP SLAs are Layer 2 transport
            		independent, you can configure end-to-end operations over disparate networks to
            		best reflect the metrics that an end user is likely to experience. IP SLAs 
            		 collect and analyze the
            		following performance metrics: 
            	 
         

         
         
            	 
               		  
               Delay (both round-trip and
                  			 one-way) 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Jitter (directional) 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Packet loss (directional) 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Packet sequencing (packet
                  			 ordering) 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Path (per hop) 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Connectivity (directional) 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Server or website download
                  			 time 
                  		  
               

               

               
               		
            

            
         

         
         Because Cisco IOS IP SLAs is
            		SNMP-accessible, it can also be used by performance-monitoring applications
            		like Cisco Prime Internetwork Performance Monitor (IPM) and other third-party
            		Cisco partner performance management products. 
            	 
         

         
         Using IP SLAs can provide the
            		following benefits: 
            	 
         

         
         
            	 
               		  
               Service-level agreement
                  			 monitoring, measurement, and verification. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Network performance
                  			 monitoring 
                  		  
               

               

               
               		  
               
                  	 
                     				
                     Measurement of jitter,
                        				  latency, or packet loss in the network. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     Continuous, reliable, and
                        				  predictable measurements. 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
               IP service network health
                  			 assessment to verify that the existing QoS is sufficient for new IP services. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Edge-to-edge network
                  			 availability monitoring for proactive verification and connectivity testing of
                  			 network resources (for example, shows the network availability of an NFS server
                  			 used to store business critical data from a remote site). 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Network operation
                  			 troubleshooting by providing consistent, reliable measurement that immediately
                  			 identifies problems and saves troubleshooting time. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Multiprotocol Label Switching
                  			 (MPLS) performance monitoring and network verification (if the 
                  			 device
                  			 supports MPLS). 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP SLA Responder and IP SLA Control Protocol

      
         

         
         The IP SLA responder is a
            		component embedded in the destination Cisco device that allows the system to
            		anticipate and respond to IP SLA request packets. The responder provides
            		accurate measurements without the need for dedicated probes. The responder uses
            		the Cisco IOS IP SLA Control Protocol to provide a mechanism through which it
            		can be notified on which port it should listen and respond. 
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                  The IP SLA responder can be a
                     		  Cisco IOS Layer 2, responder-configurable 
                     		  device. The responder does not need to
                     		  support full IP SLA functionality.
                     		
                  

                  
                  	 
                  

               
            

         

         
         The following figure shows
            		where the Cisco IOS IP SLA responder fits in the IP network. The responder
            		listens on a specific port for control protocol messages sent by an IP SLA
            		operation. Upon receipt of the control message, it enables the specified UDP or
            		TCP port for the specified duration. During this time, the responder accepts
            		the requests and responds to them. It disables the port after it responds to
            		the IP SLA packet, or when the specified time expires. MD5 authentication for
            		control messages is available for added security.
            		
            Cisco IOS IP
                  			 SLAs Operation
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         You do not need to enable the
            		responder on the destination device for all IP SLA operations. For example, a
            		responder is not required for services that are already provided by the
            		destination router (such as Telnet or HTTP). 
            		
            	 
         

         
      

      
      
      
         
      

      
      Related References

         
         Restrictions on SLAs

         
      

      
      
      
   
      
      
      IP SLAs Operation Scheduling

      
         

         
         When you configure an IP SLAs operation, you must schedule the operation to begin capturing statistics and collecting error
            information. You can schedule an operation to start immediately or to start at a certain month, day, and hour. You can use
            the pending option to set the operation to start at a later time. The pending option is an internal state of the operation that is visible
            through SNMP. The pending state is also used when an operation is a reaction (threshold) operation waiting to be triggered.
            You can schedule a single IP SLAs operation or a group of operations at one time. 
         

         
         You can schedule several IP SLAs operations by using a single command through the Cisco IOS CLI or the CISCO RTTMON-MIB. Scheduling
            the operations to run at evenly distributed times allows you to control the amount of IP SLAs monitoring traffic. This distribution
            of IP SLA operations helps minimize the CPU utilization and thus improves network scalability. 
         

         
         For more details about the IP SLA multi-operations scheduling functionality, see the “IP SLAs—Multiple Operation Scheduling”
            chapter of the Cisco IOS IP SLAs Configuration Guide.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP SLA Operation Threshold Monitoring

      
         

         
         To support successful service level agreement monitoring, you must have mechanisms that notify you immediately of any possible
            violation. IP SLAs can send SNMP traps that are triggered by events such as the following:
         

         
         
            	
               Connection loss

               

               
            

            
            	
               Timeout

               

               
            

            
            	
               Round-trip time threshold

               

               
            

            
            	
               Average jitter threshold

               

               
            

            
            	
               One-way packet loss

               

               
            

            
            	
               One-way jitter

               

               
            

            
            	
               One-way mean opinion score (MOS)

               

               
            

            
            	
               One-way latency

               

               
            

            
         

         
         An IP SLA threshold violation can also trigger another IP SLA operation for further analysis. For example, the frequency could
            be increased or an Internet Control Message Protocol (ICMP) path echo or ICMP path jitter operation could be initiated for
            troubleshooting.
         

         
         
            ICMP Echo

            The ICMP echo operation measures the end-to-end response time between a Cisco device and any other device that uses IP. The
               response time is computed by measuring the time it takes to send an ICMP echo request message to a destination and receive
               an ICMP echo reply. Many customers use IP SLA ICMP-based operations, in-house ping testing, or ping-based dedicated probes
               to measure this response time. The IP SLA ICMP echo operation conforms to the same specifications as ICMP ping testing, and
               both methods result in the same response times.
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Analyzing IP Service Levels by Using the ICMP Echo Operation

         
      

      
      
      
   
      
      
      How to Configure IP SLAs Operations

      
         

         
         This section does not include configuration information for all available operations as the configuration information details
            are included in the Cisco IOS IP SLAs Configuration Guide. It does include several operations as examples, including configuring the responder, configuring a UDP jitter operation,
            which requires a responder, and configuring an ICMP echo operation, which does not require a responder. For details about
            configuring other operations, see the  Cisco IOS IP SLAs Configuration Guide.
         

         
      

      
      
      
         
         	Default Configuration

         
         	Configuration Guidelines

         
         	Configuring the IP SLA Responder

         
         	Implementing IP SLA Network Performance Measurement

         
         	Analyzing IP Service Levels by Using the UDP Jitter Operation

         
         	Analyzing IP Service Levels by Using the ICMP Echo Operation

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default
         	 Configuration
      

      
         

         
         No IP SLAs operations are configured.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Guidelines

      
         

         
         For information on the IP SLA commands, see the Cisco IOS IP SLAs Command Reference, Release 12.4T command reference.
         

         
         For detailed descriptions and configuration procedures, see the Cisco IOS IP SLAs Configuration Guide, Release 12.4TL.
         

         
         Not all of the IP SLA commands or operations described in the referenced guide are supported on the device. The device supports IP service level analysis by using UDP jitter, UDP echo, HTTP, TCP connect, ICMP echo, ICMP path echo, ICMP path
            jitter, FTP, DNS, and DHCP, as well as multiple operation scheduling and proactive threshold monitoring. It does not support
            VoIP service levels using the gatekeeper registration delay operations measurements.
         

         
         Before configuring any IP SLAs application, you can use the show ip sla application privileged EXEC command to verify that the operation type is supported on your software image. This is an example of the
            output from the command:
         

         
Device# show ip sla application

        IP Service Level Agreements
Version: Round Trip Time MIB 2.2.0, Infrastructure Engine-III

Supported Operation Types:
        icmpEcho, path-echo, path-jitter, udpEcho, tcpConnect, http
        dns, udpJitter, dhcp, ftp, udpApp, wspApp

Supported Features:
        IPSLAs Event Publisher

IP SLAs low memory water mark: 33299323
Estimated system max number of entries: 24389

Estimated number of configurable operations: 24389
Number of Entries configured  : 0
Number of active Entries      : 0
Number of pending Entries     : 0
Number of inactive Entries    : 0
Time of last change in whole IP SLAs: *13:04:37.668 UTC Wed Dec 19 2012



         

      
      
      
         
      

      
      
      
   
      
      
      Destination Port

      
         Each local SPAN session
            		or RSPAN destination session must have a destination port (also called a
            		monitoring port) that receives a copy of traffic from the source ports or VLANs
            		and sends the SPAN packets to the user, usually a network analyzer. 
            	 
         

         
         A destination port has these
            		characteristics: 
            	 
         

         
         
            	 
               		  
               For a local SPAN session, the
                  			 destination port must reside on the same 
                  			 device
                  			 or 
                  			 device
                  			 stack as the source port. For an RSPAN session, it is located on the 
                  			 device
                  			 containing the RSPAN destination session. There is no destination port on a 
                  			 device
                  			 or 
                  			 device
                  			 stack running only an RSPAN source session. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               When a port is configured as
                  			 a SPAN destination port, the configuration overwrites the original port
                  			 configuration. When the SPAN destination configuration is removed, the port
                  			 reverts to its previous configuration. If a configuration change is made to the
                  			 port while it is acting as a SPAN destination port, the change does not take
                  			 effect until the SPAN destination configuration had been removed. 
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Note
                     	


 
                        			 
                        When QoS is configured on the
                           				SPAN destination port, QoS takes effect immediately. 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
            	 
               		  
                
                  			 If the port was in an EtherChannel group, it is
                  			 removed from the group while it is a destination port. If it was a routed port,
                  			 it is no longer a routed port. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It can be any Ethernet
                  			 physical port. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It cannot be a secure port. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It cannot be a source port. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It can be an EtherChannel
                  			 group (ON mode
                  			 only). 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It cannot be a VLAN. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It can participate in only
                  			 one SPAN session at a time (a destination port in one SPAN session cannot be a
                  			 destination port for a second SPAN session). 
                  		  
               

               

               
               		
            

            
            	 
               		  
               When it is active, incoming
                  			 traffic is disabled. The port does not transmit any traffic except that
                  			 required for the SPAN session. Incoming traffic is never learned or forwarded
                  			 on a destination port. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If ingress traffic forwarding
                  			 is enabled for a network security device, the destination port forwards traffic
                  			 at Layer 2. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It does not participate in
                  			 any of the Layer 2 protocols (STP, VTP, CDP, DTP, PagP). 
                  		  
               

               

               
               		
            

            
            	 
               		  
               A destination port that
                  			 belongs to a source VLAN of any SPAN session is excluded from the source list
                  			 and is not monitored. 
                  		  
               

               

               
               		
            

            
            	
               				
               The maximum number of destination ports in a device or device stack is 64. 
               

               

               
               			
            

            
         

         
         Local SPAN and RSPAN destination ports
            		function differently with VLAN tagging and encapsulation: 
            	 
         

         
         
            	
               				
               For local SPAN, if the encapsulation replicate keywords are specified for the destination port, these packets appear with the original encapsulation (untagged, ISL, or
                  IEEE 802.1Q). If these keywords are not specified, packets appear in the untagged format. Therefore, the output of a local
                  SPAN session with encapsulation replicate enabled can contain a mixture of untagged, ISL, or IEEE 802.1Q-tagged packets. 
               

               

               
               			
            

            
            	 
               		  
               For RSPAN, the original VLAN
                  			 ID is lost because it is overwritten by the RSPAN VLAN identification.
                  			 Therefore, all packets appear on the destination port as untagged. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Flow-Based SPAN

      
         
            		You can control the type of network traffic to be
            		monitored in SPAN or RSPAN sessions by using flow-based SPAN (FSPAN) or
            		flow-based RSPAN (FRSPAN), which apply access control lists (ACLs) to the
            		monitored traffic on the source ports. The FSPAN ACLs can be configured to
            		filter IPv4, IPv6, and non-IP monitored traffic.
            	 
         

         
         You apply an ACL to a SPAN
            		session through the interface. It is applied to all the traffic that is
            		monitored on all interfaces in the SPAN session.The packets that are permitted
            		by this ACL are copied to the SPAN destination port. No other packets are
            		copied to the SPAN destination port.
            	 
         

         
         The original traffic
            		continues to be forwarded, and any port, VLAN, and router ACLs attached are
            		applied. The FSPAN ACL does not have any effect on the forwarding decisions.
            		Similarly, the port, VLAN, and router ACLs do not have any effect on the
            		traffic monitoring. If a security input ACL denies a packet and it is not
            		forwarded, the packet is still copied to the SPAN destination ports if the
            		FSPAN ACL permits it. But if the security output ACL denies a packet and it is
            		not sent, it is not copied to the SPAN destination ports. However, if the
            		security output ACL permits the packet to go out, it is only copied to the SPAN
            		destination ports if the FSPAN ACL permits it. This is also true for an RSPAN
            		session.
            	 
         

         
         You can attach three types of
            		FSPAN ACLs to the SPAN session:
            	 
         

         
         
            	
               		  
               IPv4 FSPAN ACL— Filters only
                  			 IPv4 packets.
                  		  
               

               

               
               		
            

            
            	
               		  
               IPv6 FSPAN ACL— Filters only
                  			 IPv6 packets.
                  		  
               

               

               
               		
            

            
            	
               		  
               MAC FSPAN ACL— Filters only
                  			 non-IP packets.
                  		  
               

               

               
               		
            

            
         

         
         If a VLAN-based FSPAN session
            		configured on a stack cannot fit in the hardware memory on one or more 
            		devices,
            		it is treated as unloaded on those 
            		devices,
            		and traffic meant for the FSPAN ACL and sourcing on that 
            		device
            		is not copied to the SPAN destination ports. The FSPAN ACL continues to be
            		correctly applied, and traffic is copied to the SPAN destination ports on the 
            		devices
            		where the FSPAN ACL fits in the hardware memory.
            	 
         

         
         When an empty FSPAN ACL is
            		attached, some hardware functions copy all traffic to the SPAN destination
            		ports for that ACL. If sufficient hardware resources are not available, even an
            		empty FSPAN ACL can be unloaded.
            	 
         

         
         IPv4 and MAC FSPAN ACLs are
            		supported on all feature sets. IPv6 FSPAN ACLs are supported only in the
            		advanced IP Services feature set.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring an FSPAN Session

         
         Configuring an FRSPAN Session

         
      

      
      
      
   
      
      
      Default SPAN and RSPAN Configuration

      
         

         
         
         
            
               Default SPAN and RSPAN Configuration
               
                  
                     	
                        Feature

                        
                     
                     
                     	
                        Default Setting

                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        SPAN state (SPAN and RSPAN)

                        
                     
                     
                     	
                        Disabled.

                        
                     
                     
                  

                  
                  
                     	
                        Source port traffic to monitor

                        
                     
                     
                     	
                        Both received and sent traffic (both).
                        

                        
                     
                     
                  

                  
                  
                     	
                        Encapsulation type (destination port)

                        
                     
                     
                     	
                        Native form (untagged packets).

                        
                     
                     
                  

                  
                  
                     	
                        Ingress forwarding (destination port)

                        
                     
                     
                     	
                        Disabled.

                        
                     
                     
                  

                  
                  
                     	
                        VLAN filtering

                        
                     
                     
                     	
                        On a trunk interface used as a source port, all VLANs are monitored.

                        
                     
                     
                  

                  
                  
                     	
                        RSPAN VLANs

                        
                     
                     
                     	
                        None configured.

                        
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      FSPAN and FRSPAN Configuration Guidelines

      
         

         
         
            
               	
                  When at least one FSPAN ACL is attached, FSPAN is enabled.

                  

                  
               

               
               	
                  When you attach at least one FSPAN ACL that is not empty to a SPAN session, and you have not attached one or more of the other
                     FSPAN ACLs (for instance, you have attached an IPv4 ACL that is not empty, and have not attached IPv6 and MAC ACLs), FSPAN
                     blocks the traffic that would have been filtered by the unattached ACLs. Therefore, this traffic is not monitored.
                  

                  

                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring an FSPAN Session

         
         Configuring an FRSPAN Session

         
      

      
      
      
   
      
      
      Chapter 76. Configuring
         	 ERSPAN
      

      
         This module describes
            		how to configure Encapsulated Remote Switched Port Analyzer (ERSPAN). The Cisco
            		ERSPAN feature allows you to monitor traffic on ports or VLANs and send the
            		monitored traffic to destination ports. 
            	 
         

         
      

      
      
      
         
         	Prerequisites for Configuring ERSPAN

         
         	Restrictions for Configuring ERSPAN

         
         	Verifying ERSPAN

         
         	Additional References

         
         	Feature Information for Configuring ERSPAN

         
      

      
      
      
         
      

      
      
      
   
      
      
      ERSPAN
         	 Overview
      

      
         The Cisco ERSPAN
            		feature allows you to monitor traffic on ports or VLANs, and send the monitored
            		traffic to destination ports. ERSPAN sends traffic to a network analyzer, such
            		as a Switch Probe device or a Remote Monitoring (RMON) probe. ERSPAN supports
            		source ports, source VLANs, and destination ports on different devices, which
            		helps remote monitoring of multiple devices across a network. 
            	 
         

         
         ERSPAN supports
            		encapsulated packets of up to 9180 bytes. ERSPAN consists of an ERSPAN source
            		session, routable ERSPAN GRE-encapsulated traffic, and an ERSPAN destination
            		session. 
            	 
         

         
         ERSPAN consists of an
            		ERSPAN source session, routable ERSPAN GRE-encapsulated traffic, and an ERSPAN
            		destination session. You can configure an ERSPAN source session, an ERSPAN
            		destination session, or both on a device. A device on which only an ERSPAN
            		source session is configured is called an ERSPAN source device, and a device on
            		which only an ERSPAN destination session is configured is called an ERSPAN
            		termination device. A device can act as both; an ERSPAN source device and a
            		termination device. 
            	 
         

         
         For a source port or a
            		source VLAN, the ERSPAN can monitor the ingress, egress, or both ingress and
            		egress traffic. By default, ERSPAN monitors all traffic, including multicast,
            		and Bridge Protocol Data Unit (BPDU) frames. 
            	 
         

         
         An ERSPAN source
            		session is defined by the following parameters: 
            	 
            
               	 
                  		  
                  A session ID 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  List of source
                     			 ports or source VLANs to be monitored by the session 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  The destination
                     			 and origin IP addresses, which are used as the destination and source IP
                     			 addresses of the generic routing encapsulation (GRE) envelope for the captured
                     			 traffic, respectively 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  ERSPAN flow ID 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Optional
                     			 attributes, such as, IP Time to Live (TTL), related to the GRE envelope 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
         
            
               	[image: ../images/note.gif]
Note
               	


ERSPAN source
                  		sessions do not copy ERSPAN GRE-encapsulated traffic from source ports. Each
                  		ERSPAN source session can have either ports or VLANs as sources, but not both. 
                  	 
                  

               
            

         

         
          
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


Because
                     		  encapsulation is performed in the hardware, the CPU performance is not
                     		  impacted. 
                     		
                     

                  
               

            

            
            	 
         

         
          
            		
            ERSPAN
                  			 Configuration
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      ERSPAN
         	 Sources
      

      
         The Cisco ERSPAN
            		feature supports the following sources: 
            	 
            
               	 
                  		  
                  Source ports—A
                     			 source port that is monitored for traffic analysis. Source ports in any VLAN
                     			 can be configured and trunk ports can be configured as source ports along with
                     			 nontrunk source ports. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Source VLANs—A
                     			 VLAN that is monitored for traffic analysis. 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
         The following
            		interfaces are supported as source ports: 
            	 
            
               	 
                  		  
                  GigabitEthernet 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                   PortChannel 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  TenGigabitEthernet
                     			 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Capture
         	 Points
      

      
         

         
         A capture point is the
            		central policy definition of the Wireshark feature. The capture point describes
            		all of the characteristics associated with a given instance of Wireshark: which
            		packets to capture, where to capture them from, what to do with the captured
            		packets, and when to stop. Capture points can be modified after creation, and
            		do not become active until explicitly activated with a 
            		start command.
            		This process is termed activating the capture point or starting the capture
            		point. Capture points are identified by name and can also be manually or
            		automatically deactivated or stopped.
            	 
         

         
         Multiple capture
            		points can be defined, but only one can be active
               		  at a time. You need to stop one before you can start the other.
            	 
         

         
         In case of stacked systems, the capture point is activated on the active
            		member. A switchover will terminate any active packet capture session and it
            		will have to be restarted.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Defining a Capture Point

         
         Adding or Modifying Capture Point Parameters

         
         Deleting Capture Point Parameters

         
         Deleting a Capture Point

         
         Activating and Deactivating a Capture Point

         
         Clearing the Capture Point Buffer

         
      

      
      Related References

         
         Example: Simple Capture and Display

         
         Example: Simple Capture and Store

         
         Example: Using Buffer Capture

         
         Example: Simple Capture and Store of Packets in Egress Direction

         
      

      
      
      
   
      
      
      Attachment
         	 Points
      

      
         

         
         An attachment point is
            		a point in the logical packet process path associated with a capture point. An
            		attachment point is an attribute of the capture point. Packets that impact an
            		attachment point are tested against capture point filters; packets that match
            		are copied and sent to the associated Wireshark instance of the capture point.
            		A specific capture point can be associated with multiple attachment points,
            		with limits on mixing attachment points of different types. Some restrictions
            		apply when you specify attachment points of different types. Attachment points
            		are directional (input or output or both) with the exception of the Layer 2
            		VLAN attachment point, which is always bidirectional.
            	 
         

         
         In case of stacked systems, the attachment points on all stack members
            		are valid. EPC captures the packets from all the defined attachment points.
            		However these packets are processed only on the active member.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Defining a Capture Point

         
         Adding or Modifying Capture Point Parameters

         
         Deleting Capture Point Parameters

         
         Deleting a Capture Point

         
         Activating and Deactivating a Capture Point

         
         Clearing the Capture Point Buffer

         
      

      
      Related References

         
         Example: Simple Capture and Display

         
         Example: Simple Capture and Store

         
         Example: Using Buffer Capture

         
         Example: Simple Capture and Store of Packets in Egress Direction

         
      

      
      
      
   
      
      
      Filters

      
         

         
         Filters are attributes of a capture point that identify and limit the subset of traffic traveling through the attachment point
            of a capture point, which is copied and passed to Wireshark. To be displayed by Wireshark, a packet must pass through an attachment
            point, as well as all of the filters associated with the capture point.
         

         
         A capture point has the following types of filters:

         
         
            	
                Core system filter—The core system filter is applied by hardware, and its match criteria is limited by hardware. This filter
                  determines whether hardware-forwarded traffic is copied to software for Wireshark purposes.
               

               

               
            

            
            	
                Display filter—The display filter is applied by Wireshark. Packets that fail the display filter are not displayed.

               

               
            

            
         

         
         
            Core System Filter

            You can specify core system filter match criteria by using the class map or ACL, or explicitly by using the CLI.

            
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     When specifying CAPWAP as an attachment point, the core system filter is not used. 

                     
                     

                  
               

            

            
            In some installations, you need to obtain authorization to modify the  configuration, which can lead to extended delays if the approval process is lengthy. This can limit the ability of network
               administrators to monitor and analyze traffic. To address this situation, Wireshark supports explicit specification of core
               system filter match criteria from the EXEC mode CLI. The disadvantage is that the match criteria that you can specify is a
               limited subset of what class map supports, such as MAC, IP source and destination addresses, ether-type, IP protocol, and
               TCP/UDP source and destination ports.
            

            
            If you prefer to use configuration mode, you can define ACLs or have class maps refer capture points to them. Explicit and
               ACL-based match criteria are used internally to construct class maps and policy maps. 
            

            
            Note	The ACL and class map configuration are part of the system and not aspects of the Wireshark feature.

            
         

         
         
            Display Filter

            With the display filter, you can direct Wireshark to further narrow the set of packets to display when decoding and displaying
               from a .pcap file. 
            

            
         

         
      

      
      
      
         
      

      
      Related References

         
         Additional References

         
      

      
      
      
   
      
      
      Actions

      
         

         
         Wireshark can be invoked on live traffic or on a previously existing .pcap file. When invoked on live traffic, it can perform
            four types of actions on packets that pass its display filters:
         

         
         
            	
                Captures to buffer in memory to decode and analyze and store

               

               
            

            
            	
                Stores to a .pcap file

               

               
            

            
            	
                Decodes and displays

               

               
            

            
            	
                Stores and displays

               

               
            

            
         

         
         When invoked on a .pcap file only, only the decode and display action is applicable.

         
      

      
      
      
         
      

      
      
      
   
      
      
      Guidelines for
         	 Wireshark
      

      
         

         
         
            	 
               		  
                During Wireshark
                  			 packet capture, hardware forwarding happens concurrently. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Before starting a
                  			 Wireshark capture process, ensure that CPU usage is moderate and that
                  			 sufficient memory (at least 200 MB) is available. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                If you plan to
                  			 store packets to a storage file, ensure that sufficient space is available
                  			 before beginning a Wireshark capture process. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The CPU usage
                  			 during Wireshark capture depends on how many packets match the specified
                  			 conditions and on the intended actions for the matched packets (store, decode
                  			 and display, or both). 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Where possible,
                  			 keep the capture to the minimum (limit by packets, duration) to avoid high CPU
                  			 usage and other undesirable conditions. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Because packet
                  			 forwarding typically occurs in hardware, packets are not copied to the CPU for
                  			 software processing. For Wireshark packet capture, packets are copied and
                  			 delivered to the CPU, which causes an increase in CPU usage. 
                  		  
               

               

               
               		  
               To avoid high CPU
                  			 usage, do the following: 
                  		  
               

               

               
               		  
               
                  	 
                     				
                      Attach only
                        				  relevant ports. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                      Use a class
                        				  map, and secondarily, an access list to express match conditions. If neither is
                        				  viable, use an explicit, in-line filter. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                      Adhere
                        				  closely to the filter rules. Restrict the traffic type (such as, IPv4 only)
                        				  with a restrictive, rather than relaxed ACL, which elicits unwanted traffic. 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
                Always limit
                  			 packet capture to either a shorter duration or a smaller packet number. The
                  			 parameters of the capture command enable you to specify the following: 
                  		  
               

               

               
               		  
               
                  	 
                     				
                      Capture
                        				  duration 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                      Number of
                        				  packets captured 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                      File size 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                      Packet
                        				  segment size 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
                Run a capture
                  			 session without limits if you know that very little traffic matches the core
                  			 filter. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                You might
                  			 experience high CPU (or memory) usage if: 
                  		  
               

               

               
               		  
               
                  	 
                     				
                      You leave a
                        				  capture session enabled and unattended for a long period of time, resulting in
                        				  unanticipated bursts of traffic. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                      You launch a
                        				  capture session with ring files or capture buffer and leave it unattended for a
                        				  long time, resulting in performance or system health issues. 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
                During a capture
                  			 session, watch for high CPU usage and memory consumption due to Wireshark that
                  			 may impact 
                  			 
                  			 performance or health. If these situations arise, stop the Wireshark session
                  			 immediately. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Avoid decoding
                  			 and displaying packets from a .pcap file for a large file. Instead, transfer
                  			 the .pcap file to a PC and run Wireshark on the PC. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               You can define up
                  			 to eight Wireshark instances. An active 
                  			 show command
                  			 that decodes and displays packets from a .pcap file or capture buffer counts as
                  			 one instance. However, only one of the instances can be active. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Whenever an ACL
                  			 that is associated with a running capture is modified, you must restart the
                  			 capture for the ACL modifications to take effect. If you do not restart the
                  			 capture, it will continue to use the original ACL as if it had not been
                  			 modified. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                To avoid packet
                  			 loss, consider the following: 
                  		  
               

               

               
               		  
               
                  	 
                     				
                      Use
                        				  store-only (when you do not specify the display option) while capturing live
                        				  packets rather than decode and display, which is an CPU-intensive operation
                        				  (especially in detailed mode). 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     If you have
                        				  more than one capture that is storing packets in a buffer, clear the buffer
                        				  before starting a new capture to avoid memory loss. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     If you use
                        				  the default buffer size and see that you are losing packets, you can increase
                        				  the buffer size to avoid losing packets. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                      Writing to
                        				  flash disk is a CPU-intensive operation, so if the capture rate is
                        				  insufficient, you may want to use a buffer capture. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     The
                        				  Wireshark capture session always operates in streaming mode at the rate of 1000
                        				  pps. 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
               The streaming
                  			 capture mode rate is 1000 pps. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                If you want to
                  			 decode and display live packets in the console window, ensure that the
                  			 Wireshark session is bounded by a short capture duration. 
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Warning
               	


 
                  		
                   A Wireshark session
                     		  with either a longer duration limit or no capture duration (using a terminal
                     		  with no auto-more support using the 
                     		  term len 0
                     		  command) may make the console or terminal unusable. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         
            	 
               		  
                When using
                  			 Wireshark to capture live traffic that leads to high CPU, usage, consider
                  			 applying a QoS policy temporarily to limit the actual traffic until the capture
                  			 process concludes. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                All
                  			 Wireshark-related commands are in EXEC mode; no configuration commands exist
                  			 for Wireshark. 
                  		  
               

               

               
               		  
               If you need to use
                  			 access list or class-map in the Wireshark CLI, you must define an access list
                  			 and class map with configuration commands. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                No specific order
                  			 applies when defining a capture point; you can define capture point parameters
                  			 in any order, provided that CLI allows this. The Wireshark CLI allows as many
                  			 parameters as possible on a single line. This limits the number of commands
                  			 required to define a capture point. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                All parameters
                  			 except attachment points take a single value. Generally, you can replace the
                  			 value with a new one by reentering the command. After user confirmation, the
                  			 system accepts the new value and overrides the older one. A 
                  			 no form of
                  			 the command is unnecessary to provide a new value, but it is necessary to
                  			 remove a parameter. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Wireshark allows
                  			 you to specify one or more attachment points. To add more than one attachment
                  			 point, reenter the command with the new attachment point. To remove an
                  			 attachment point, use the 
                  			 no form of
                  			 the command. You can specify an interface range as an attachment point. For
                  			 example, enter 
                  			 monitor capture mycap
                        				  interface GigabitEthernet1/0/1 in where interface 
                  			 GigabitEthernet1/0/1
                  			 is an attachment point. 
                  		  
               

               

               
               		   
               		   
               		   
               		   
               		  
               If you also need to attach
                  			 interface GigabitEthernet1/0/2, specify it in another line as follows: 
                  		  
               

               

               
               		  
               monitor capture mycap interface GigabitEthernet1/0/2
                        				  in 
                  		  
               

               

               
               		
            

            
            	 
               		  
                You cannot make
                  			 changes to a capture point when the capture is active. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                The action you
                  			 want to perform determines which parameters are mandatory. The Wireshark CLI
                  			 allows you to specify or modify any parameter prior to entering the 
                  			 start
                  			 command. When you enter the 
                  			 start
                  			 command, Wireshark will start only after determining that all mandatory
                  			 parameters have been provided. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                If the file
                  			 already exists at the time of creation of the capture point, Wireshark queries
                  			 you as to whether the file can be overwritten. If the file already exists at
                  			 the time of activating the capture point, Wireshark will overwrite the existing
                  			 file. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                The core filter
                  			 can be an explicit filter, access list, or class map. Specifying a newer filter
                  			 of these types replaces the existing one. 
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Note
                     	


 
                        			 
                        A core filter
                           				is required except when using a CAPWAP
                              				  tunnel interface as a capture point attachment point. 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
            	 
               		  
                You can terminate
                  			 a Wireshark session with an explicit 
                  			 stop command
                  			 or by entering 
                  			 q in automore
                  			 mode. The session could terminate itself automatically when a stop condition
                  			 such as duration or packet capture limit is met, or if an internal error
                  			 occurs, or resource is full (specifically if disk is full in file mode). 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Dropped packets
                  			 will not be shown at the end of the capture. However, only the count of
                  			 dropped, oversized packets will be displayed. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default Wireshark Configuration

      
         

         
         The table below shows the default Wireshark configuration.

         
         
         
            
               
                  
                     	Feature
                     
                     		Default Setting
                     
                  

                  
               
               
               
                  
                     	Duration
                     
                     		No limit
                     
                  

                  
                  
                     	Packets
                     
                     		No limit
                     
                  

                  
                  
                     	Packet-length
                     
                     	No limit (full packet)
                     
                  

                  
                  
                     	File size
                     
                     		No limit
                     
                  

                  
                  
                     	Ring file storage
                     
                     	No
                     
                  

                  
                  
                     	Buffer storage mode
                     
                     	Linear
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Embedded Packet
         	 Capture Overview
      

      
         

         
         Embedded Packet Capture (EPC)
            		provides an embedded systems management facility that helps in tracing and
            		troubleshooting packets. This feature allows network administrators to capture
            		data packets flowing through, to, and from a Cisco device. The network
            		administrator may define the capture buffer size and type (circular, or linear)
            		and the maximum number of bytes of each packet to capture. The packet capture
            		rate can be throttled using further administrative controls. For example,
            		options allow for filtering the packets to be captured using an Access Control
            		List and, optionally, further defined by specifying a maximum packet capture
            		rate or by specifying a sampling interval.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Benefits of Embedded
         	 Packet Capture
      

      
         

         
         
            	 
               		  
               Ability to capture
                  			 IPv4 and IPv6 packets in the device, and also capture non-IP packets with MAC
                  			 filter or match any MAC address. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Extensible
                  			 infrastructure for enabling packet capture points. A capture point is a traffic
                  			 transit point where a packet is captured and associated with a buffer. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Facility to export
                  			 the packet capture in packet capture file (PCAP) format suitable for analysis
                  			 using any external tool. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Methods to decode
                  			 data packets captured with varying degrees of detail. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring Packet
         	 Capture
      

      
      
         
         	How to Configure Wireshark

         
         	How to Implement Embedded Packet Capture

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure Wireshark

      
         

         
         To configure Wireshark, perform these basic steps.

         
         
            	
               Define a capture point.

               

               
            

            
            	
               (Optional) Add or modify the capture point's parameters.
                  
                  
               

               

               
            

            
            	
               Activate or deactivate a capture point.

               

               
            

            
            	
               Delete the capture point when you are no longer using it.

               

               
            

            
         

         
      

      
      
      
         
         	Defining a Capture Point

         
         	Adding or Modifying Capture Point Parameters

         
         	Deleting Capture Point Parameters

         
         	Deleting a Capture Point

         
         	Activating and Deactivating a Capture Point

         
         	Clearing the Capture Point Buffer

         
      

      
      
      
         
      

      
      Related Tasks

         
         Defining a Capture Point

         
         Adding or Modifying Capture Point Parameters

         
         Deleting Capture Point Parameters

         
         Deleting a Capture Point

         
         Activating and Deactivating a Capture Point

         
         Clearing the Capture Point Buffer

         
      

      
      Related References

         
         Example: Simple Capture and Display

         
         Example: Simple Capture and Store

         
         Example: Using Buffer Capture

         
         Example: Simple Capture and Store of Packets in Egress Direction

         
      

      
      
      
   
      
      
      How to Implement
         	 Embedded Packet Capture
      

      
      
         
         	Managing Packet Data Capture

         
         	Monitoring and Maintaining Captured Data

         
      

      
      
      
         
      

      
      
      
   
      
      
      Flexible NetFlow Overview
      

      
         

         
         Flexible NetFlow uses flows to provide statistics for
            		accounting, network monitoring, and network planning. 
            	 
         

         
         A flow is a
            		unidirectional stream of packets that arrives on a source interface and has the
            		same values for the keys. A key is an identified value for a field within the
            		packet. You create a flow using a flow record to define the unique keys for
            		your flow. 
            	 
         

         
         The 
            		device supports the 
            		Flexible NetFlow feature that enables enhanced network
            		anomalies and security detection. 
            		Flexible NetFlow allows you to define an optimal flow
            		record for a particular application by selecting the keys from a large
            		collection of predefined fields. 
            	 
         

         
         All key values must
            		match for the packet to count in a given flow. A flow might gather other fields
            		of interest, depending on the export record version that you configure. Flows
            		are stored in the 
            		Flexible NetFlow cache.
            	 
         

         
         You can export the
            		data that 
            		Flexible NetFlow gathers for your flow by using an
            		exporter and export this data to a remote system such as a 
            		Flexible NetFlow collector. The 
            		Flexible NetFlow collector can use an IPv4 
            		or IPv6 
               		address. 
            	 
         

         
         You define the size of
            		the data that you want to collect for a flow using a monitor. The monitor
            		combines the flow record and exporter with the 
            		Flexible NetFlow cache information. 
            	 
         

         
      

      
      
      
         
         	Wireless Flexible NetFlow Overview

         
      

      
      
      
         
      

      
      
      
   
      
      
      Flexible NetFlow
         	 Components
      

      
          Flexible NetFlow
            		consists of components that can be used together in several variations to
            		perform traffic analysis and data export. The user-defined flow records and the
            		component structure of Flexible NetFlow facilitates the creation of various
            		configurations for traffic analysis and data export on a networking device with
            		a minimum number of configuration commands. Each flow monitor can have a unique
            		combination of flow record, flow exporter, and cache type. If you change a
            		parameter such as the destination IP address for a flow exporter, it is
            		automatically changed for all the flow monitors that use the flow exporter. The
            		same flow monitor can be used in conjunction with different flow samplers to
            		sample the same type of network traffic at different rates on different
            		interfaces. The following sections provide more information on Flexible NetFlow
            		components:
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                   Starting from Cisco
                     		  IOS XE Release 3.10S, the number of configurable flow record fields have been
                     		  increased from 32 to 40.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
         	Flow Records

         
         	Flow Exporters

         
         	Flow Monitors

         
         	Flow Samplers

         
      

      
      
      
         
      

      
      
      
   
      
      
      Flow Records

      
         

         
         In Flexible NetFlow a
            		combination of key and nonkey fields is called a record. Flexible NetFlow
            		records are assigned to Flexible NetFlow flow monitors to define the cache that
            		is used for storing flow data. 
            		Flexible NetFlow includes
               		  several predefined records that can help you get started using Flexible
               		  NetFlow. 
            	 
         

         
         A flow record defines
            		the keys that Flexible NetFlow uses to identify packets in the flow, as well as
            		other 
            		 fields of
            		interest that Flexible NetFlow gathers for the flow. You can define a flow
            		record with any combination of keys and fields of interest. The 
            		device
            		supports a rich set of keys. A flow record also defines the types of counters
            		gathered per flow. You can configure 64-bit packet or byte counters. The 
            		device
            		enables the following match fields as the defaults when you create a flow
            		record: 
            	 
         

         
         
            	 
               		  
               match
                  			 datalink—Layer 2 attributes 
                  			  
                  		  
               

               

               
               		
            

            
            	 
               		  
               match flow
                  			 direction — Specifies a match to the fields identifying the direction of flow. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               match
                  			 interface—Interface attributes 
                  		  
               

               

               
               		
            

            
            	 
               		  
               match ipv4—IPv4
                  			 attributes 
                  		  
               

               

               
               		
            

            
            	 
               		  
               match ipv6—IPv6
                  			 attributes 
                  		  
               

               

               
               		
            

            
            	 
               		  
               match
                  			 transport—Transport layer fields 
                  		  
               

               

               
               		
            

            
            	 
               		  
                match
                  			 wireless—Wireless fields 
                  		  
               

               

               
               		
            

            
            	 
               		  
               match flow cts—CTS
                  			 fields 
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 The flow monitor
                     		  with flow record, that contains the CTS field, cannot be attached on the WLAN
                     		  (SSID). 
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
         	NetFlow Predefined Records

         
         	User-Defined Records

         
         	Flexible NetFlow Match Parameters

         
         	Flexible NetFlow Collect Parameters

         
      

      
      
      
         
      

      
      Related Tasks

         
         Creating a Flow Record

         
      

      
      
      
   
      
      
      Flow Exporters

      
          Flow exporters export
            		the data in the flow monitor cache to a remote system, such as a server running
            		NetFlow collector, for analysis and storage. Flow exporters are created as
            		separate entities in the configuration. Flow exporters are assigned to flow
            		monitors to provide data export capability for the flow monitors. You can
            		create several flow exporters and assign them to one or more flow monitors to
            		provide several export destinations. You can create one flow exporter and apply
            		it to several flow monitors. 
            	 
         

         
         
            NetFlow Data
               		  Export Format Version 10 (IPFIX)
            
 
            		 
            		
             Internet Protocol
               		  Flow Information Export (IPFIX) or version 10 is an Export Protocol that
               		  collects and exports predefined or user defined flow records. IPFIX is an IETF
               		  standard based on NetFlow version 9. The IPFIX format maintains the same
               		  principles of separate templates and records as NetFlow version 9. It supports
               		  variable length field for SSID of the wireless clients. For IPFIX exporting
               		  protocol, the default destination port is 4739, DSCP value is 0, and TTL is
               		  255. 
               		
            

            
            	 
         

         
         
            NetFlow Data Export Format
               		  Version 9
            
 
            		 
            		
             The basic output of
               		  NetFlow is a flow record. Several different formats for flow records have
               		  evolved as NetFlow has matured. The most recent evolution of the NetFlow export
               		  format is known as Version 9. The distinguishing feature of the NetFlow Version
               		  9 export format is that it is template-based. Templates provide an extensible
               		  design to the record format, a feature that should allow future enhancements to
               		  NetFlow services without requiring concurrent changes to the basic flow-record
               		  format. Using templates provides several key benefits: 
               		
            

            
            		
            
               	 
                  			 
                   Third-party
                     				business partners who produce applications that provide collector or display
                     				services for NetFlow do not have to recompile their applications each time a
                     				new NetFlow feature is added. Instead, they should be able to use an external
                     				data file that documents the known template formats. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   New features
                     				can be added to NetFlow quickly without breaking current implementations. 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                   NetFlow is
                     				“future-proofed” against new or developing protocols because the Version 9
                     				format can be adapted to provide support for them. 
                     			 
                  

                  

                  
                  		  
               

               
            

            
            		
            NetFlow Version 9 export format provides the following features
               		  and functionality: 
               		
            

            
            		
            
               	 
                  			 
                   Variable field
                     				specification format 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                  Support for IPv4
                     				or IPv6 destination address export 
                     			 
                  

                  

                  
                  		  
               

               
               	 
                  			 
                  More efficient
                     				network utilization 
                     			 
                  

                  

                  
                  		  
               

               
            

            
            		
             The Version 9
               		  export format consists of a packet header followed by one or more template flow
               		  or data flow sets. A template flow set provides a description of the fields
               		  that will be present in future data flow sets. These data flow sets may occur
               		  later within the same export packet or in subsequent export packets. Template
               		  flow and data flow sets can be intermingled within a single export packet, as
               		  illustrated in the figure below. 
               		
            

            
            		
            Version 9 Export
                  			 Packet

[image: ../images/271757.jpg]

            
            		
             NetFlow Version 9
               		  will periodically export the template data so the NetFlow collector will
               		  understand what data is to be sent and also export the data flow set for the
               		  template. The key advantage to Flexible NetFlow is that the user configures a
               		  flow record, which is effectively converted to a Version 9 template and then
               		  forwarded to the collector. The figure below is a detailed example of the
               		  NetFlow Version 9 export format, including the header, template flow, and data
               		  flow sets. 
               		
            

            
            		 
            		
            Detailed Example of the
                  			 NetFlow Version 9 Export Format
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             For more
               		  information on the Version 9 export format, refer to the white paper titled 
               		  Cisco IOS NetFlow Version 9
                  			 Flow-Record Format, available at this URL: 
               		  http:/​/​www.cisco.com/​en/​US/​tech/​tk648/​tk362/​technologies_​white_​paper09186a00800a3db9.shtml.
               		  
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Flow Monitors

      
          Flow monitors are the
            		Flexible NetFlow component that is applied to interfaces to perform network
            		traffic monitoring. 
            	 
         

         
         Flow monitors consist of a
            		user-defined record, an optional flow exporter, and a cache that is
            		automatically created at the time the flow monitor is applied to the first
            		interface. 
            	 
         

         
          Flow data is
            		collected from the network traffic and added to the flow monitor cache during
            		the monitoring process based on the key and nonkey fields in the flow record. 
            	 
         

         
          Flexible NetFlow can
            		be used to perform different types of analysis on the same traffic. In the
            		figure below, packet 1 is analyzed using a record designed for standard traffic
            		analysis on the input interface and a record designed for security analysis on
            		the output interface. 
            	 
         

         
         Example of Using Two Flow
               		  Monitors to Analyze the Same Traffic
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          The figure below
            		shows a more complex example of how you can apply different types of flow
            		monitors with custom records. 
            	 
         

         
         Complex Example of Using
               		  Multiple Types of Flow Monitors with Custom Records
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            		There are three types of flow monitor caches. You change the type of cache used
            		by the flow monitor after you create the flow monitor. The three types of flow
            		monitor caches are described in the following sections: 
            	 
         

         
         
            Normal
 
            		 
            		
             The default cache
               		  type is “normal”. In this mode, the entries in the cache are aged out according
               		  to the timeout active and timeout inactive settings. When a cache entry is aged
               		  out, it is removed from the cache and exported via any exporters configured. 
               		
            

            
            	 
         

         
         
            Immediate
 
            		 
            		
             A cache of type
               		  "immediate" ages out every record as soon as it is created. As a result, every
               		  flow contains just one packet. The commands that display the cache contents
               		  will provide a history of the packets seen. 
               		
            

            
            		
             This mode is
               		  desirable when you expect only very small flows and you want a minimum amount
               		  of latency between seeing a packet and exporting a report. 
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                      This mode may
                        			 result in a large amount of export data that can overload low-speed links and
                        			 overwhelm any systems that you are exporting to. We recommended that you
                        			 configure sampling to reduce the number of packets that are processed. 
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                      The cache timeout
                        			 settings have no effect in this mode. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
         
            Permanent

            		
            		 
            		
             A cache of type
               		  "permanent" never ages out any flows. A permanent cache is useful when the
               		  number of flows you expect to see is low and there is a need to keep long-term
               		  statistics on the router. For example, if the only key field in the flow record
               		  is the 8-bit IP ToS field, only 256 flows can be monitored. To monitor the
               		  long-term usage of the IP ToS field in the network traffic, you can use a
               		  permanent cache. Permanent caches are useful for billing applications and for
               		  an edge-to-edge traffic matrix for a fixed set of flows that are being tracked.
               		  Update messages will be sent periodically to any flow exporters configured
               		  according to the "timeout update" setting. 
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                      When a cache
                        			 becomes full in permanent mode, new flows will not be monitored. If this
                        			 occurs, a "Flows not added" message will appear in the cache statistics. 
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                      A permanent cache
                        			 uses update counters rather than delta counters. This means that when a flow is
                        			 exported, the counters represent the totals seen for the full lifetime of the
                        			 flow and not the additional packets and bytes seen since the last export was
                        			 sent. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Flow Samplers

      
          Flow samplers are
            		created as separate components in a router’s configuration. Flow samplers are
            		used to reduce the load on the device that is running 
            		Flexible NetFlow by limiting the number of packets that
            		are selected for analysis. 
            	 
         

         
         Samplers use random sampling
            		techniques (modes); that is, a randomly selected sampling position is used each
            		time a sample is taken. 
            	 
         

         
          Flow sampling
            		exchanges monitoring accuracy for router performance. When you apply a sampler
            		to a flow monitor, the overhead load on the router of running the flow monitor
            		is reduced because the number of packets that the flow monitor must analyze is
            		reduced. The reduction in the number of packets that are analyzed by the flow
            		monitor causes a corresponding reduction in the accuracy of the information
            		stored in the flow monitor’s cache. 
            	 
         

         
          Samplers are combined
            		with flow monitors when they are applied to an interface with the 
            		ip 
               		  flow 
               		  monitor command. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring COAP
         	 Proxy Server
      

      
         

         
         To configure the COAP proxy server,
            		you can configure the COAP Proxy and COAP Endpoints in the Configuration mode.
            	 
         

         
         The commands are: 
            		coap [proxy | endpoints].
            	 
         

         
      

      
      
      
         
         	Configuring COAP Proxy

         
         	Configuring COAP Endpoints

         
      

      
      
      
         
      

      
      
      
   
      
      
      Autosmart Port
         	 Macros
      

      
         

         
         The Auto SmartPort
            		macros are groups of CLI commands. Detection of devices on a port triggers the
            		application of the macro for the device. System built-in macros exist for
            		various devices, and, by default, system built-in triggers are mapped to the
            		corresponding built-in macros. You can change the mapping of built-in triggers
            		or macros as needed.
            	 
         

         
         A macro basically
            		applies or removes a set of CLIs on an interface based on the link status. In a
            		macro, the link status is checked. If the link is up, then a set of CLIs is
            		applied; if the link is down, the set is removed (the no format of the CLIs are
            		applied). The part of the macro that applies the set of CLIs is termed macro.
            		The part that removes the CLIs (the no format of the CLIs) are termed
            		antimacro. 
            	 
         

         
         When a device is
            		connected to an Autosmart Port, if it gets classified as a lighting end point,
            		it invokes the event trigger 
            		CISCO_LIGHT_EVENT, and the macro 
            		CISCO_LIGHT_AUTO_SMARTPORT is executed.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling Autosmart Port

         
      

      
      Related References

         
         Example: Enabling AutoSmart Ports

         
      

      
      
      
   
      
      
      Commands executed by
         	 CISCO_LIGHT_AUTO_SMARTPORT 
      

      
         

         
         When the macro is
            		executed, it runs a series of commands on the switch. 
            	 
         

         
         The commands that are
            		executed by running the macro 
            		CISCO_LIGHT_AUTO_SMARTPORT are: 
            	 
            
               	 
                  		  
                   switchport mode
                     			 access 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                   switchport
                     			 port-security violation restrict 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                   switchport
                     			 port-security mac-address sticky 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                   switchport
                     			 port-security 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                   power inline port
                     			 poe-ha 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                   storm-control
                     			 broadcast level 50.00 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                   storm-control
                     			 multicast level 50.00 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                   storm-control
                     			 unicast level 50.00 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                   spanning-tree
                     			 portfast 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                   spanning-tree
                     			 bpduguard enable 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Perpetual
         	 POE
      

      
         

         
         The Perpetual POE
            		provides uninterrupted power to connected PD device even when the PSE switch is
            		booting. 
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Power to the
                     		  ports will be interrupted in case of MCU firmware upgrade and ports will be
                     		  back up immediately after the upgrade. 
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Fast POE

      
         

         
          
            		 Fast PoE - This
            		feature remembers the last power drawn from a particular PSE port and switches
            		on power the moment AC power is plugged in (within 15 to 20 seconds of
            		switching on power) without waiting for IOS to boot up. When 
            		poe-ha is
            		enabled on a particular port, the switch on a recovery after power failure,
            		provides power to the connected endpoint devices within short duration before
            		even the IOS forwarding starts up. 
            	 
         

         
         This feature can be
            		configured by the same command as 
            		poe-ha which is
            		already implemented. If the user replaces the power device connected to a port
            		when the switch is powered off, then this new device will get the power which
            		the previous device was drawing. 
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Fast POE is
                     		  supported on Catalyst 3850 only. 
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In case of UPOE, even though Fast POE is available on the switch
                     		  side, the PD endpoints may not be able to take advantage of the same, due to
                     		  the reliance on LLDP to signal the UPOE power availability. This reliance on
                     		  LLDP requires that the PD endpoint still needs to wait till the IOS comes up
                     		  and LLDP packet exchanges can happen, signaling the availability of UPOE power.
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Effects of Auto-QoS on Running Configuration

      
         When auto-QoS is enabled, the auto qos interface configuration commands and the generated global configuration are added to the running configuration.
         

         
         The switch applies the auto-QoS-generated commands as if the commands were entered from the CLI. An existing user configuration
            can cause the application of the generated commands to fail or to be overridden by the generated commands. These actions may
            occur without warning.  If all the generated commands are successfully applied, any user-entered configuration that was not
            overridden remains in the running configuration. Any user-entered configuration that was overridden can be retrieved by reloading
            the switch without saving the current configuration to memory. If the generated commands are not applied, the previous running
            configuration is restored.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Effects of Auto-Qos
         	 Compact on Running Configuration
      

      
         

         
         If auto-QoS compact is
            		enabled: 
            	 
         

         
         
            	 
               		  
                Only the auto-QoS
                  			 commands entered from the CLI are displayed in running-config. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The generated
                  			 global and interface configurations are hidden. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               When you save the
                  			 configuration, only the auto-qos commands you have entered are saved (and not
                  			 the hidden configuration). 
                  		  
               

               

               
               		
            

            
            	 
               		  
               When you reload
                  			 the switch, the system detects and re-executes the saved auto-QoS commands and
                  			 the AutoQoS SRND4.0 compliant config-set is generated . 
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                  Do not make changes
                     		  to the auto-QoS-generated commands when auto-QoS compact is enabled, because
                     		  user-modifications are overridden when the switch reloads. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         When auto-qos global
            		compact is enabled: 
            	 
         

         
          
            	 
            
               	 
                  		  
                  show derived-config command can be used to view
                     			 hidden AQC derived commands. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  AQC commands will
                     			 not be stored to memory. They will be regenerated every time the switch is
                     			 reloaded. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  When compaction is
                     			 enabled, auto-qos generated commands should not be modified . 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  If the interface
                     			 is configured with auto-QoS and if AQC needs to be disabled, auto-qos should be
                     			 disabled at interface level first. 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Supported QoS
         	 Features on Wireless Targets
      

      
         

         
         
         
            
               This table
                     		describes the various features available on wireless targets. 
                     	 

QoS Features
                     		Available on Wireless Targets
               
                  
                     	Target 
                        			 
                     
                     
                     	Features 
                        			 
                     
                     
                     	Traffic 
                        			 
                     
                     
                     	Direction Where Policies Are Applicable 
                        			 
                     
                     
                     	Comments 
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	Port 
                        			 
                     
                     
                     	 
                        				
                        
                           	 
                              					 
                              Port
                                 						shaper 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Priority
                                 						queuing 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Multicast policing 
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                     	Non-Real Time (NRT), Real Time (RT) 
                        			 
                     
                     
                     	Egress 
                        			 
                     
                     
                     	 
                     
                  

                  
                  
                     	Radio 
                        			 
                     
                     
                     	 
                        				
                        
                           	 
                              					 
                              Shaping 
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                     	Non-Real Time 
                        			 
                     
                     
                     	Egress 
                        			 
                     
                     
                     	Radio policies are not user configurable. 
                        			 
                     
                     
                  

                  
                  
                     	SSID 
                        			 
                     
                     
                     	 
                        				
                        
                           	 
                              					 
                              Police 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Table
                                 						map 
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                     	Non-Real Time, Real Time 
                        			 
                     
                     
                     	Ingress and egress 
                        			 
                     
                     
                     	 
                        			 
                     
                     
                  

                  
                  
                     	Shaping 
                        			 
                     
                     
                     	Egress 
                        			 
                     
                     
                     	 
                        			 
                     
                     
                  

                  
                  
                     	BRR 
                        			 
                     
                     
                     	Egress 
                        			 
                     
                     
                     	 
                        			 
                     
                     
                  

                  
                  
                     	Set actions 
                        				
                        
                           	 Table map 
                              				  
                           

                           
                           	 set dscp 
                              				  
                           

                           
                           	 set cos 
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                     	Ingress 
                        			 
                     
                     
                     	 
                        				
                        You can use
                           				  set in both class-default and user-defined classes of SSID ingress policies. 
                           				
                        

                        
                        				
                        You can
                           				  define table maps only in the class-default class of an SSID policy. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	Set actions 
                        				
                        
                           	 Table map 
                              				  
                           

                           
                           	 set dscp 
                              				  
                           

                           
                           	 set wlan user-priority 
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                     	Egress 
                        			 
                     
                     
                  

                  
                  
                     	Drop 
                        			 
                     
                     
                     	Ingress 
                        			 
                     
                     
                     	 
                        			 
                     
                     
                  

                  
                  
                     	Client 
                        			 
                     
                     
                     	Police 
                        			 
                     
                     
                     	Non-Real Time, Real time 
                        			 
                     
                     
                     	Ingress and egress 
                        			 
                     
                     
                     	 
                        				
                        For client
                           				  policies, the following filters are supported: 
                           				
                        

                        
                        				
                        
                           	 
                              					 
                              ACL 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              DSCP 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              CoS
                                 						(only for egress) 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              WLAN UP 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              protocol
                                 						
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	Drop 
                        			 
                     
                     
                     	Ingress 
                        			 
                     
                     
                  

                  
                  
                     	Set actions 
                        				
                        
                           	 set dscp 
                              				  
                           

                           
                           	 set cos 
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                     	Ingress 
                        			 
                     
                     
                  

                  
                  
                     	Set actions 
                        				
                        
                           	 set dscp 
                              				  
                           

                           
                           	 set wlan user-priority 
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                     	Egress 
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      Related Concepts

         
         Port Policies

         
         Port Policy Format

         
         Radio Policies

         
         SSID Policies

         
         Client Policies

         
      

      
      Related Tasks

         
         Applying an SSID or Client Policy on a WLAN (CLI)

         
         Configuring Client Policies (CLI)

         
      

      
      
      
   
      
      
      Hierarchical
         	 Wireless QoS
      

      
         

         
         The 
            		device supports hierarchical QoS for wireless
            		targets. Hierarchical QoS policies are applicable on port, radio, SSID, and
            		client. QoS policies configured on the device (including marking, shaping,
            		policing) can be applied across the targets. If the network contains
            		non-realtime traffic, the non-realtime traffic is subject to approximate fair
            		drop. Hierarchy refers to the process of application of the various QoS
            		policies on the packets arriving to the device. You can configure policing in
            		both the parent and child policies. 
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                     		  For hierarchical client and SSID policies, you only
                     		  configure marking either in the parent or child policy. 
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         	Wireless Packet Format

         
         	Hierarchical AFD

         
      

      
      
      
         
      

      
      
      
   
      
      
      Hierarchical AFD

      
         

         
          Approximate Fair Dropping (AFD) is a feature  provided by the QoS infrastructure in Cisco IOS. For wireless targets, AFD
            can be configured on SSID (via shaping) and clients (via policing). AFD shaping rate  is only applicable for downstream direction.
            Unicast real-time traffic is not subjected to AFD drops. 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      End-to-End QoS Solution Using Classification

      
         

         
         All switches and routers that access the Internet rely on the class information to provide the same forwarding treatment to
            packets with the same class information and different treatment to packets with different class information. The class information
            in the packet can be assigned by end hosts or by switches or routers along the way, based on a configured policy, detailed
            examination of the packet, or both. Detailed examination of the packet is expected to occur closer to the edge of the network,
            so that the core switches and routers are not overloaded with this task.
         

         
         Switches and routers along the path can use the class information to limit the amount of resources allocated per traffic class.
            The behavior of an individual device when handling traffic in the Diff-Serv architecture is called per-hop behavior. If all
            devices along a path provide a consistent per-hop behavior, you can construct an end-to-end QoS solution.
         

         
         Implementing QoS in your network can be a simple task or complex task and depends on the QoS features offered by your internetworking
            devices, the traffic types and patterns in your network, and the granularity of control that you need over incoming and outgoing
            traffic.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Class Maps

      
         

         
         A class map is a mechanism that you use to name a specific traffic flow (or class) and isolate it from all other traffic.
            The class map defines the criteria used to match against a specific traffic flow to further classify it. The criteria can
            include matching the access group defined by the ACL or matching a specific list of DSCP or IP precedence values. If you have
            more than one type of traffic that you want to classify, you can create another class map and use a different name. After
            a packet is matched against the class-map criteria, you further classify it through the use of a policy map.
         

         
         You create a class map by using the class-map global configuration command or the class policy-map configuration command. You should use the class-map command when the map is shared among many ports. When you enter the class-map command, the  enters the class-map configuration mode. In this mode, you define the match criterion for the traffic by using the match class-map configuration command.
         

         
         You can create a default class by using the class class-default policy-map configuration command.  The default class  is system-defined and cannot be configured. Unclassified traffic (traffic
            that does not meet the match criteria specified in the traffic classes) is treated as default traffic.
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Creating a Traffic Class (CLI)

         
      

      
      Related References

         
         Examples: Classification by Access Control Lists

         
      

      
      
      
   
      
      
      Information About
         	 Radio Resource Management
      

      
         

         
          
            		
            The Radio Resource
               		  Management (RRM) software embedded in the 
               		  device
               		  acts as a built-in RF engineer to consistently provide real-time RF management
               		  of your wireless network. RRM enables 
               		  devices
               		  to continually monitor their associated lightweight access points for the
               		  following information: 
               		
               
                  	 
                     			 
                     Traffic load—The
                        				total bandwidth used for transmitting and receiving traffic. It enables
                        				wireless LAN managers to track and plan network growth ahead of client demand. 
                        			 
                     

                     

                     
                     		  
                  

                  
                  	 
                     			 
                     Interference—The
                        				amount of traffic coming from other 802.11 sources. 
                        			 
                     

                     

                     
                     		  
                  

                  
                  	 
                     			 
                     Noise—The amount
                        				of non-802.11 traffic that is interfering with the currently assigned channel. 
                        			 
                     

                     

                     
                     		  
                  

                  
                  	 
                     			 
                     Coverage—The
                        				Received Signal Strength (RSSI) and signal-to-noise ratio (SNR) for all
                        				connected clients. 
                        			 
                     

                     

                     
                     		  
                  

                  
                  	 
                     			 
                     Other —The
                        				number of nearby access points. 
                        			 
                     

                     

                     
                     		  
                  

                  
               

               
               		
            

            
            		
             RRM performs these
               		  functions: 
               		
               
                  	 
                     			 
                     Radio resource
                        				monitoring 
                        			 
                     

                     

                     
                     		  
                  

                  
                  	 
                     			 
                     Transmit power
                        				control 
                        			 
                     

                     

                     
                     		  
                  

                  
                  	 
                     			 
                     Dynamic channel
                        				assignment 
                        			 
                     

                     

                     
                     		  
                  

                  
                  	 
                     			 
                     Coverage hole
                        				detection and correction 
                        			 
                     

                     

                     
                     		  
                  

                  
                  	 
                     			 
                     RF grouping 
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                     RRM
                        			 grouping will not happen, since AP operates in a static channel which is not in
                        			 the DCA channel list. NDP is sent only on DCA channels and when radio operates
                        			 on a non-DCA channel it will not receive NDA on-channel. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
         	Radio Resource Monitoring

         
         	Information About RF Groups

         
         	Transmit Power Control

         
         	Overriding the TPC Algorithm with Minimum and Maximum Transmit Power Settings

         
         	Dynamic Channel Assignment

         
         	Coverage Hole Detection and Correction

         
      

      
      
      
         
      

      
      
      
   
      
      
      Dynamic Channel Assignment

      
         Two adjacent access points on
            		the same channel can cause either signal contention or signal collision. In a
            		collision, data is not received by the access point. This functionality can
            		become a problem, for example, when someone reading e-mail in a café affects
            		the performance of the access point in a neighboring business. Even though
            		these are completely separate networks, someone sending traffic to the café on
            		channel 1 can disrupt communication in an enterprise using the same channel. 
            		Devices
            		can dynamically allocate access point channel assignments to avoid conflict and
            		to increase capacity and performance. Channels are “reused” to avoid wasting
            		scarce RF resources. In other words, channel 1 is allocated to a different
            		access point far from the café, which is more effective than not using channel
            		1 altogether. 
            	 
         

         
         The 
            		device’s
            		Dynamic Channel Assignment (DCA) capabilities are also useful in minimizing
            		adjacent channel interference between access points. For example, two
            		overlapping channels in the 802.11b/g band, such as 1 and 2, cannot both
            		simultaneously use 11/54 Mbps. By effectively reassigning channels, the 
            		device
            		keeps adjacent channels separated. 
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                  We recommend that you use
                     		  only non-overlapping channels (1, 6, 11, and so on). 
                     		
                  

                  
                  	 
                  

               
            

         

         
         The 
            		device
            		examines a variety of real-time RF characteristics to efficiently handle
            		channel assignments as follows: 
            	 
         

         
         
            	 
               		  
               Access point received
                  			 energy—The received signal strength measured between each access point and its
                  			 nearby neighboring access points. Channels are optimized for the highest
                  			 network capacity. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Noise—Noise can limit signal
                  			 quality at the client and access point. An increase in noise reduces the
                  			 effective cell size and degrades user experience. By optimizing channels to
                  			 avoid noise sources, the 
                  			 device
                  			 can optimize coverage while maintaining system capacity. If a channel is
                  			 unusable due to excessive noise, that channel can be avoided. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               802.11 Interference—Interference is any
                  			 802.11 traffic that is not part of your wireless LAN, including rogue access
                  			 points and neighboring wireless networks. Lightweight access points constantly
                  			 scan all channels looking for sources of interference. If the amount of 802.11
                  			 interference exceeds a predefined configurable threshold (the default is 10
                  			 percent), the access point sends an alert to the 
                  			 device.
                  			 Using the RRM algorithms, the 
                  			 device
                  			 may then dynamically rearrange channel assignments to increase system
                  			 performance in the presence of the interference. Such an adjustment could
                  			 result in adjacent lightweight access points being on the same channel, but
                  			 this setup is preferable to having the access points remain on a channel that
                  			 is unusable due to an interfering foreign access point. 
                  		  
               

               

               
               		  
               In addition, if other
                  			 wireless networks are present, the 
                  			 device
                  			 shifts the usage of channels to complement the other networks. For example, if
                  			 one network is on channel 6, an adjacent wireless LAN is assigned to channel 1
                  			 or 11. This arrangement increases the capacity of the network by limiting the
                  			 sharing of frequencies. If a channel has virtually no capacity remaining, the 
                  			 device
                  			 may choose to avoid this channel. In very dense deployments in which all
                  			 nonoverlapping channels are occupied, the 
                  			 device
                  			 does its best, but you must consider RF density when setting expectations. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Load and utilization—When
                  			 utilization monitoring is enabled, capacity calculations can consider that some
                  			 access points are deployed in ways that carry more traffic than other access
                  			 points (for example, a lobby versus an engineering area). The 
                  			 device
                  			 can then assign channels to improve the access point with the worst performance
                  			 reported. The load is taken into account when changing the channel structure to
                  			 minimize the impact on clients currently in the wireless LAN. This metric keeps
                  			 track of every access point’s transmitted and received packet counts to
                  			 determine how busy the access points are. New clients avoid an overloaded
                  			 access point and associate to a new access point. This parameter is disabled by
                  			 default. 
                  		  
               

               

               
               		
            

            
         

         
         The 
            		device
            		combines this RF characteristic information with RRM algorithms to make
            		system-wide decisions. Conflicting demands are resolved using soft-decision
            		metrics that guarantee the best choice for minimizing network interference. The
            		end result is optimal channel configuration in a three-dimensional space, where
            		access points on the floor above and below play a major factor in an overall
            		wireless LAN configuration. 
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                  Radios using 40-MHz channels
                     		  in the 2.4-GHz band or or 80MHz channels are not supported by DCA. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         The RRM startup mode is
            		invoked in the following conditions: 
            	 
         

         
         
            	 
               		  
               In a single-device
                  			 environment, the RRM startup mode is invoked after the 
                  			 device
                  			 is upgraded and rebooted. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               In a multiple-device
                  			 environment, the RRM startup mode is invoked after an RF Group leader is
                  			 elected. 
                  		  
               

               

               
               		
            

            
         

         
         You can trigger RRM
            		startup mode from CLI. 
            	 
         

         
         RRM startup mode runs for 100
            		minutes (10 iterations at 10-minute intervals). The duration of the RRM startup
            		mode is independent of the DCA interval, sensitivity, and network size. The
            		startup mode consists of 10 DCA runs with high sensitivity (making channel
            		changes easy and sensitive to the environment) to converge to a steady state
            		channel plan. After the startup mode is finished, DCA continues to run at the
            		specified interval and sensitivity. 
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                     DCA algorithm interval is set to one hour,
                        			 but DCA algorithm always runs in default interval of 10min, channel allocation
                        			 happens for every 10min interval for the first 10 cycles, and channel changes
                        			 as per DCA algorithm for every 10min. After that it goes back to the configured
                        			 time interval. This is common for both DCA interval and Anchor time since it
                        			 follows the steady state.
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                     If
                        			 DCA/TPC is turned off on the RF-group member, and auto is set on RF-group
                        			 leader, the channel/TX power on member gets changed as per the algorithm run on
                        			 the RF-group leader. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Coverage Hole Detection and Correction

      
         The RRM coverage hole detection algorithm can detect areas of radio coverage in a wireless LAN that are below the level needed
            for robust radio performance. This feature can alert you to the need for an additional (or relocated) lightweight access point.
         

         
         If clients on a lightweight access point are detected at threshold levels (RSSI, failed client count, percentage of failed
            packets, and number of failed packets) lower than those specified in the RRM configuration, the access point sends a “coverage
            hole” alert to the device. The alert indicates the existence of an area where clients are continually experiencing poor signal coverage, without having
            a viable access point to which to roam. The device discriminates between coverage holes that can and cannot be corrected. For coverage holes that can be corrected, the device mitigates the coverage hole by increasing the transmit power level for that specific access point. The device does not mitigate coverage holes caused by clients that are unable to increase their transmit power or are statically set
            to a power level because increasing their downstream transmit power might increase interference in the network.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring RF Groups

      
         This section describes how to
            		configure RF groups through either the GUI or the CLI. 
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                  The RF group name is
                     		  generally set at deployment time through the Startup Wizard. However, you can
                     		  change it as necessary. 
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                  When the multiple-country
                     		  feature is being used, all Cisco WLCs intended to join the same RF group must
                     		  be configured with the same set of countries, configured in the same order. 
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                  You can also configure RF
                     		  groups using the Cisco Prime Infrastructure. 
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                  In Auto mode , RF
                     		  group leader will skip TPC and DCA for first three runs of grouping cycle in
                     		  order to stabilize the RF-group 
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
         	Configuring the RF Group Mode (GUI)

         
         	Configuring RF Group Selection Mode (CLI)

         
         	Configuring an RF Group Name (CLI)

         
         	Configuring an RF Group Name (GUI)

         
         	Configuring Members in a 802.11 Static RF Group (CLI)

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About Air Time Fairness

      
         Cisco Air Time Fairness (ATF) for Cisco High Density Experience
            		(HDX) functions as a wireless quality of service (QoS) that regulates the
            		downlink air time. It allows network administrators to create and apply
            		policies to enable some groups to receive traffic from a WLAN more frequently
            		than other groups. 
            	 
         

         
         Cisco ATF has the
            		following capabilities: 
            	 
            
               	 
                  		  
                  Allocates Wi-Fi
                     			 air time for user groups or device categories. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Cisco ATF is
                     			 defined by the network administrator, and not by the network.
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Provides a
                     			 simplified mechanism for allocating air time. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Dynamically adapts
                     			 to changing conditions in a WLAN. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Enables a more
                     			 efficient fulfillment of service-level agreements. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Augments
                     			 standards-based Wi-Fi QoS mechanisms. 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
         By enabling network
            		administrators to define what fairness means within their environments with
            		regard to the amount of on air time per client group, the amount of traffic is
            		also controlled. 
            	 
         

         
         Policies are created
            		to allow, prevent, and prioritize data packets in a network. All the policies
            		that are created must have a weight value that denotes the importance of that
            		policy in the network. You can assign a weight value in the range of 5 to 100.
            		If no policy is assigned to a WLAN, the system will assign the default policy
            		(policy ID 0) with a weight value of 10 to it. The weight value impacts the
            		percentage of air-time assigned to a policy. The air time percentage is
            		calculated by the system without any user intervention. Therefore, air time
            		percentages will automatically change when a WLAN and a policy are added or
            		removed from a network. 
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                     When percentages
                        			 change, the changed values might not be optimal for the new traffic. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
         For example, if there
            		are three WLANs with policy values of 5, 10, and 35 in a network, the
            		calculations for the air time percentage for weight value 5 is 10%, and for
            		weight values of 10 and 35, it is 20% and 70% air time respectively. If you add
            		a new policy of weight 15, the system recalculates the air time percentages as
            		7.7%, 15.38%, 23.07%, and 53.84%, or 5, 10, 15, 35 weight values respectively. 
            	 
         

         
         Cisco ATF has three
            		modes, that can be subdivided into three levels per mode, thus providing
            		flexibility in the configuration. The three modes are: 
            	 
            
               	 
                  		  
                  Disable mode—ATF
                     			 is disabled in a Cisco WLC. The default option is 
                     			 Disable. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Monitor mode—Users
                     			 can perform the following actions: 
                     		  
                     
                        	 
                           				
                           View the air
                              				  time 
                              				
                           

                           

                           
                           			 
                        

                        
                        	 
                           				
                           Report air
                              				  time usage for all AP transmissions 
                              				
                           

                           

                           
                           			 
                        

                        
                        	 
                           				
                           View reports
                              				  
                              				
                              
                                 	 
                                    					 
                                    Per
                                       						SSID/WLAN 
                                       					 
                                    

                                    

                                    
                                    				  
                                 

                                 
                                 	 
                                    					 
                                    Per AP
                                       						Group 
                                       					 
                                    

                                    

                                    
                                    				  
                                 

                                 
                                 	 
                                    					 
                                    Per AP 
                                       					 
                                    

                                    

                                    
                                    				  
                                 

                                 
                              

                              
                              				
                           

                           
                           			 
                        

                        
                        	 
                           				
                           Report air
                              				  time usage at periodic intervals 
                              				
                           

                           

                           
                           			 
                        

                        
                        	 
                           				
                           Block ACKs
                              				  are not reported 
                              				
                           

                           

                           
                           			 
                        

                        
                        	 
                           				
                           Enforcement
                              				  disabled as part of Monitor mode 
                              				
                           

                           

                           
                           			 
                        

                        
                     

                     
                     		  
                  

                  
                  		
               

               
               	 
                  		  
                  Enforce-policy
                     			 mode—Users can perform the following functions: 
                     		  
                     
                        	 
                           				
                           Enforce air
                              				  time based on configured policy 
                              				
                           

                           

                           
                           			 
                        

                        
                        	 
                           				
                           Enforce air
                              				  time on 
                              				
                              
                                 	 
                                    					 
                                    A WLAN 
                                       					 
                                    

                                    

                                    
                                    				  
                                 

                                 
                                 	 
                                    					 
                                    All APs
                                       						connected within a Cisco WLC's network 
                                       					 
                                    

                                    

                                    
                                    				  
                                 

                                 
                                 	 
                                    					 
                                    An AP
                                       						group 
                                       					 
                                    

                                    

                                    
                                    				  
                                 

                                 
                                 	 
                                    					 
                                    An AP 
                                       					 
                                    

                                    

                                    
                                    				  
                                 

                                 
                              

                              
                              				
                           

                           
                           			 
                        

                        
                        	 
                           				
                           Strict
                              				  Enforcement per WLAN—Air time used by the WLANs on a radio will be strictly
                              				  enforced up to the configured limits in the policies. 
                              				
                           

                           

                           
                           			 
                        

                        
                        	 
                           				
                           Optimal
                              				  Enforcement per WLAN—Share unused Air time from other SSIDs that are not using
                              				  their allocated air time. 
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AP group Global
                  		configuration and per AP level Privileged EXEC commands are allowed to override
                  		a policy applied on a WLAN and air time fairness mode applied at the radio
                  		level. 
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Bidirectional Forwarding
         	 Detection
      

      
          This document
            		describes how to enable the Bidirectional Forwarding Detection (BFD) protocol.
            		BFD is a detection protocol that is designed to provide fast forwarding path
            		failure detection times for all media types, encapsulations, topologies, and
            		routing protocols. 
            	 
         

         
         BFD provides a
            		consistent failure detection method for network administrators, in addition to
            		fast forwarding path failure detection. Because the network administrator can
            		use BFD to detect forwarding path failures at a uniform rate, rather than the
            		variable rates for different routing protocol hello mechanisms, network
            		profiling and planning will be easier, and reconvergence time will be
            		consistent and predictable. 
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      BFD Operation

      
          BFD provides a
            		low-overhead, short-duration method of detecting failures in the forwarding
            		path between two adjacent routers, including the interfaces, data links, and
            		forwarding planes. 
            	 
         

         
          BFD is a detection
            		protocol that you enable at the interface and routing protocol levels. Cisco
            		supports BFD asynchronous mode, which depends on the sending of BFD control
            		packets between two systems to activate and maintain BFD neighbor sessions
            		between routers. Therefore, in order for a BFD session to be created, you must
            		configure BFD on both systems (or BFD peers). Once BFD has been enabled on the
            		interfaces and at the router level for the appropriate routing protocols, a BFD
            		session is created, BFD timers are negotiated, and the BFD peers will begin to
            		send BFD control packets to each other at the negotiated interval. 
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      BFD Detection of
         	 Failures
      

      
          Once a BFD session
            		has been established and timer negations are complete, BFD peers send BFD
            		control packets that act in the same manner as an IGP hello protocol to detect
            		liveliness, except at a more accelerated rate. The following information should
            		be noted: 
            	 
         

         
         
            	 
               		  
                BFD is a
                  			 forwarding path failure detection protocol. BFD detects a failure, but the
                  			 routing protocol must take action to bypass a failed peer. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                In Cisco IOS XE
                  			 Denali 16.3.1, Cisco devices will support BFD version 0, where devices will use
                  			 one BFD session for multiple client protocols in the implementation. For
                  			 example, if a network is running OSPF and EIGRP across the same link to the
                  			 same peer, only one BFD session will be established, and BFD will share session
                  			 information with both routing protocols. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BFD Version
         	 Interoperability
      

      
         All BFD sessions come
            		up as Version 1 by default and will be interoperable with Version 0. The system
            		automatically performs BFD version detection, and BFD sessions between
            		neighbors will run in the highest common BFD version between neighbors. For
            		example, if one BFD neighbor is running BFD Version 0 and the other BFD
            		neighbor is running Version 1, the session will run BFD Version 0. The output
            		from the 
            		show 
               		  bfd 
               		  neighbors [details] command will verify which BFD version a
            		BFD neighbor is running. 
            	 
         

         
          See the Example
            		Configuring BFD in an EIGRP Network with Echo Mode Enabled by Default for an
            		example of BFD version detection. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BFD Session Limits

      
          In Cisco IOS XE
            		Denali 16.3.1, the number of BFD sessions that can be created has been
            		increased to 100. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BFD Support for Nonbroadcast
         	 Media Interfaces
      

      
          In Cisco IOS XE
            		Denali 16.3.1, the BFD feature is supported on routed, SVI and L3 portchannels.
            		
            	 
         

         
          The 
            		bfd 
               		  interval command must be configured on the
            		interface to initiate BFD monitoring. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BFD Support for Nonstop
         	 Forwarding with Stateful Switchover
      

      
          Typically, when a
            		networking device restarts, all routing peers of that device detect that the
            		device went down and then came back up. This transition results in a routing
            		flap, which could spread across multiple routing domains. Routing flaps caused
            		by routing restarts create routing instabilities, which are detrimental to the
            		overall network performance. Nonstop forwarding (NSF) helps to suppress routing
            		flaps in devices that are enabled with stateful switchover (SSO), thereby
            		reducing network instability. 
            	 
         

         
          NSF allows for the
            		forwarding of data packets to continue along known routes while the routing
            		protocol information is being restored after a switchover. With NSF, peer
            		networking devices do not experience routing flaps. Data traffic is forwarded
            		through intelligent line cards or dual forwarding processors while the standby
            		RP assumes control from the failed active RP during a switchover. The ability
            		of line cards and forwarding processors to remain up through a switchover and
            		to be kept current with the Forwarding Information Base (FIB) on the active RP
            		is key to NSF operation. 
            	 
         

         
          In devices that
            		support dual RPs, SSO establishes one of the RPs as the active processor; the
            		other RP is designated as the standby processor, and then synchronizes
            		information between them. A switchover from the active to the standby processor
            		occurs when the active RP fails, when it is removed from the networking device,
            		or when it is manually taken down for maintenance. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BFD Support for Stateful
         	 Switchover
      

      
          The BFD protocol
            		provides short-duration detection of failures in the path between adjacent
            		forwarding engines. In network deployments that use dual RP routers or switches
            		(to provide redundancy), the routers have a graceful restart mechanism that
            		protects the forwarding state during a switchover between the active RP and the
            		standby RP.
            	 
         

         
          The dual RPs have
            		variable switchover times that depend on the ability of the hardware to detect
            		a communication failure. When BFD is running on the RP, some platforms are not
            		able to detect a switchover before the BFD protocol times out; these platforms
            		are referred to as slow switchover platforms.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BFD Support for Static
         	 Routing
      

      
          Unlike dynamic
            		routing protocols, such as OSPF and BGP, static routing has no method of peer
            		discovery. Therefore, when BFD is configured, the reachability of the gateway
            		is completely dependent on the state of the BFD session to the specified
            		neighbor. Unless the BFD session is up, the gateway for the static route is
            		considered unreachable, and therefore the affected routes will not be installed
            		in the appropriate Routing Information Base (RIB).
            	 
         

         
          For a BFD session to
            		be successfully established, BFD must be configured on the interface on the
            		peer and there must be a BFD client registered on the peer for the address of
            		the BFD neighbor. When an interface is used by dynamic routing protocols, the
            		latter requirement is usually met by configuring the routing protocol instances
            		on each neighbor for BFD. When an interface is used exclusively for static
            		routing, this requirement must be met by configuring static routes on the
            		peers.
            	 
         

         
          If a BFD
            		configuration is removed from the remote peer while the BFD session is in the
            		up state, the updated state of the BFD session is not signaled to IPv4 static.
            		This will cause the static route to remain in the RIB. The only workaround is
            		to remove the IPv4 static BFD neighbor configuration so that the static route
            		no longer tracks BFD session state. Also, if you change the encapsulation type
            		on a serial interface to one that is unsupported by BFD, BFD will be in a down
            		state on that interface. The workaround is to shut down the interface, change
            		to a supported encapsulation type, and then reconfigure BFD.
            	 
         

         
          A single BFD session
            		can be used by an IPv4 static client to track the reachability of next hops
            		through a specific interface. You can assign a BFD group for a set of
            		BFD-tracked static routes. Each group must have one active static BFD
            		configuration, one or more passive BFD configurations, and the corresponding
            		static routes to be BFD-tracked. Nongroup entries are BFD-tracked static routes
            		for which a BFD group is not assigned. A BFD group must accommodate static BFD
            		configurations that can be part of different VRFs. Effectively, the passive
            		static BFD configurations need not be in the same VRF as that of the active
            		configuration.
            	 
         

         
          For each BFD group,
            		there can be only one active static BFD session. You can configure the active
            		BFD session by adding a static BFD configuration and a corresponding static
            		route that uses the BFD configuration. The BFD session in a group is created
            		only when there is an active static BFD configuration and the static route that
            		uses the static BFD configuration. When the active static BFD configuration or
            		the active static route is removed from a BFD group, all the passive static
            		routes are withdrawn from the RIB. Effectively, all the passive static routes
            		are inactive until an active static BFD configuration and a static route to be
            		tracked by the active BFD session are configured in the group.
            	 
         

         
          Similarly, for each
            		BFD group, there can be one or more passive static BFD configurations and their
            		corresponding static routes to be BFD-tracked. Passive static session routes
            		take effect only when the active BFD session state is reachable. Though the
            		active BFD session state of the group is reachable, the passive static route is
            		added to the RIB only if the corresponding interface state is up. When a
            		passive BFD session is removed from a group, it will not affect the active BFD
            		session if one existed, or the BFD group reachability status. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Benefits of Using BFD for
         	 Failure Detection
      

      
          When you deploy any
            		feature, it is important to consider all the alternatives and be aware of any
            		trade-offs being made. 
            	 
         

         
          The closest
            		alternative to BFD in conventional EIGRP, IS-IS, and OSPF deployments is the
            		use of modified failure detection mechanisms for EIGRP, IS-IS, and OSPF routing
            		protocols. 
            	 
         

         
          If you set EIGRP
            		hello and hold timers to their absolute minimums, the failure detection rate
            		for EIGRP falls to within a one- to two-second range. 
            	 
         

         
          If you use fast
            		hellos for either IS-IS or OSPF, these Interior Gateway Protocol (IGP)
            		protocols reduce their failure detection mechanisms to a minimum of one second.
            		
            	 
         

         
          There are several
            		advantages to implementing BFD over reduced timer mechanisms for routing
            		protocols: 
            	 
         

         
         
            	 
               		  
                Although reducing
                  			 the EIGRP, IS-IS, and OSPF timers can result in minimum detection timer of one
                  			 to two seconds, BFD can provide failure detection in less than one second. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Because BFD is
                  			 not tied to any particular routing protocol, it can be used as a generic and
                  			 consistent failure detection mechanism for EIGRP, IS-IS, and OSPF. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Because some
                  			 parts of BFD can be distributed to the data plane, it can be less CPU-intensive
                  			 than the reduced EIGRP, IS-IS, and OSPF timers, which exist wholly at the
                  			 control plane. 
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      Configuring BFD Support for
         	 IS-IS
      

      
          This section
            		describes the procedures for configuring BFD support for IS-IS so that IS-IS is
            		a registered protocol with BFD and will receive forwarding path detection
            		failure messages from BFD. There are two methods for enabling BFD support for
            		IS-IS: 
            	 
         

         
         
            	
               		  
                You can enable
                  			 BFD for all of the interfaces on which IS-IS is supporting IPv4 routing by
                  			 using the 
                  			 bfd 
                     				all-interfaces command in router configuration
                  			 mode. You can then disable BFD for one or more of those interfaces using the 
                  			 isis 
                     				bfd 
                     				disable command in interface configuration mode.
                  		  
               

               

               
               		
            

            
            	
               		  
                You can enable
                  			 BFD for a subset of the interfaces for which IS-IS is routing by using the 
                  			 isis 
                     				bfd command in interface configuration mode.
                  		  
               

               

               
               		
            

            
         

         
          To configure BFD
            		support for IS-IS, perform the steps in one of the following sections:
            	 
         

         
      

      
      
      
         
         	Prerequisites

         
         	Configuring BFD Support for IS-IS for All Interfaces

         
         	Configuring BFD Support for IS-IS for One or More Interfaces

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring BFD Support for
         	 OSPF
      

      
          This section
            		describes the procedures for configuring BFD support for OSPF so that OSPF is a
            		registered protocol with BFD and will receive forwarding path detection failure
            		messages from BFD. You can either configure BFD support for OSPF globally on
            		all interfaces or configure it selectively on one or more interfaces. 
            	 
         

         
          There are two methods
            		for enabling BFD support for OSPF:
            	 
         

         
         
            	
               		  
                You can enable
                  			 BFD for all of the interfaces for which OSPF is routing by using the 
                  			 bfd 
                     				all-interfaces command in router configuration
                  			 mode. You can disable BFD support on individual interfaces using the 
                  			 ip 
                     				ospf 
                     				bfd [disable] command in interface configuration mode.
                  		  
               

               

               
               		
            

            
            	
               		  
                You can enable
                  			 BFD for a subset of the interfaces for which OSPF is routing by using the 
                  			 ip 
                     				ospf 
                     				bfd command in interface configuration mode.
                  		  
               

               

               
               		
            

            
         

         
          See the following
            		sections for tasks for configuring BFD support for OSPF:
            	 
         

         
      

      
      
      
         
         	Configuring BFD Support for OSPF for All Interfaces

         
         	Configuring BFD Support for OSPF for One or More Interfaces

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring BFD Echo
         	 Mode
      

      
          BFD echo mode is
            		enabled by default, but you can disable it such that it can run independently
            		in each direction. 
            	 
         

         
          BFD echo mode works
            		with asynchronous BFD. Echo packets are sent by the forwarding engine and
            		forwarded back along the same path in order to perform detection--the BFD
            		session at the other end does not participate in the actual forwarding of the
            		echo packets. The echo function and the forwarding engine are responsible for
            		the detection process; therefore, the number of BFD control packets that are
            		sent out between two BFD neighbors is reduced. In addition, because the
            		forwarding engine is testing the forwarding path on the remote (neighbor)
            		system without involving the remote system, there is an opportunity to improve
            		the interpacket delay variance, thereby achieving quicker failure detection
            		times than when using BFD Version 0 with BFD control packets for the BFD
            		session. 
            	 
         

         
          Echo mode is
            		described as without asymmetry when it is running on both sides (both BFD
            		neighbors are running echo mode). 
            	 
         

         
      

      
      
      
         
         	Prerequisites

         
         	Restrictions
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      Creating and Configuring BFD
         	 Templates
      

      
         You can configure a
            		single-hop template to specify a set of BFD interval values. BFD interval
            		values specified as part of the BFD template are not specific to a single
            		interface. 
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                  Configuring bfd-template will disable echo mode. 
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      Information About
         	 Configuring MSDP
      

      
         This section describes
            		how to configure the Multicast Source Discovery Protocol (MSDP on the switch.
            		The MSDP connects multiple Protocol-Independent Multicast sparse-mode (PIM-SM)
            		domains. 
            	 
         

         
         MSDP is not fully
            		supported in this software release because of a lack of support for Multicast
            		Border Gateway Protocol (MBGP), which works closely with MSDP. However, it is
            		possible to create default peers that MSDP can operate with if MBGP is not
            		running. 
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                  To use this feature,
                     		  the active switch must be running the IP services feature set. 
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      Default MSDP Configuration

      
         MSDP is not enabled, and no default MSDP peer exists.

         
      

      
      
      
         
      

      
      
      
   
      
      
      Controlling Source
         	 Information that Your Switch Originates
      

      
         You can control the
            		multicast source information that originates with your 
            		Device:
            	 
         

         
         
            	 
               		  
               Sources you
                  			 advertise (based on your sources)
                  		  
               

               

               
               		
            

            
            	 
               		  
               Receivers of
                  			 source information (based on knowing the requestor)
                  		  
               

               

               
               		
            

            
         

         
         For more information,
            		see the 
            		Redistributing Sources and the 
            		Filtering Source-Active Request Messages.
            	 
         

         
      

      
      
      
         
         	Redistributing Sources

         
         	Filtering Source-Active Request Messages

         
      

      
      
      
         
      

      
      
      
   
      
      
      Controlling Source
         	 Information that Your Switch Forwards
      

      
         By default, the 
            		Device
            		forwards all SA messages it receives to all its MSDP peers. However, you can
            		prevent outgoing messages from being forwarded to a peer by using a filter or
            		by setting a time-to-live (TTL) value. 
            	 
         

         
      

      
      
      
         
         	Using a Filter

         
         	Using TTL to Limit the Multicast Data Sent in SA Messages

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP Routing and Switch Stacks

      
         A switch stack appears to the
            		network as a single switch, regardless of which switch in the stack is
            		connected to a routing peer. 
            	 
         

         
         The active switch performs
            		these functions: 
            	 
         

         
         
            	 
               		  
               It initializes and configures
                  			 the routing protocols. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It sends routing protocol
                  			 messages and updates to other routers. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It processes routing protocol
                  			 messages and updates received from peer routers. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It generates, maintains, and
                  			 distributes the distributed Cisco Express Forwarding (dCEF) database to all
                  			 stack members. The routes are programmed on all switches in the stack bases on
                  			 this database. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The MAC address of the active
                  			 switch is used as the router MAC address for the whole stack, and all outside
                  			 devices use this address to send IP packets to the stack. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               All IP packets that require
                  			 software forwarding or processing go through the CPU of the active switch. 
                  		  
               

               

               
               		
            

            
         

         
         Stack members perform these
            		functions: 
            	 
         

         
         
            	 
               		  
               They act as routing standby
                  			 switches, ready to take over in case they are elected as the new active switch
                  			 if the active switch fails. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               They program the routes into
                  			 hardware. 
                  		  
               

               

               
               		
            

            
         

         
         If a active switch fails, the stack detects that
            		the active switch is down and elects one of the stack members to be the new
            		active switch. During this period, except for a momentary interruption, the
            		hardware continues to forward packets with no active protocols. 
            	 
         

         
         However, even though the switch stack
               		  maintains the hardware identification after a failure, the routing protocols on
               		  the router neighbors might flap during the brief interruption before the active
               		  switch restarts. Routing protocols such as OSPF and EIGRP need to recognize
               		  neighbor transitions. 
               		The router uses two levels of nonstop forwarding (NSF) to detect
               		  a switchover, to continue forwarding network traffic, and to recover route
               		  information from peer devices: 
            	 
         

         
         
            	 
               		  
               NSF-aware routers tolerate
                  			 neighboring router failures. After the neighbor router restarts, an NSF-aware
                  			 router supplies information about its state and route adjacencies on request. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               NSF-capable routers support
                  			 NSF. When they detect a active switch change, they rebuild routing information
                  			 from NSF-aware or NSF-capable neighbors and do not wait for a restart. 
                  		  
               

               

               
               		
            

            
         

         
         The switch stack supports
            		NSF-capable routing for OSPF and EIGRP. 
            	 
         

         
         Upon election, the new active
            		switch performs these functions: 
            	 
         

         
         
            	 
               		  
               It starts generating,
                  			 receiving, and processing routing updates. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It builds routing tables,
                  			 generates the CEF database, and distributes it to stack members. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               It uses its MAC address as
                  			 the router MAC address. To notify its network peers of the new MAC address, it
                  			 periodically (every few seconds for 5 minutes) sends a gratuitous ARP reply
                  			 with the new router MAC address. 
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                        If you configure the
                           				persistent MAC address feature on the stack and the active switch changes, the
                           				stack MAC address does not change for the configured time period. If the
                           				previous active switch rejoins the stack as a member switch during that time
                           				period, the stack MAC address remains the MAC address of the previous active
                           				switch. 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
            	 
               		  
               It attempts to determine the
                  			 reachability of every proxy ARP entry by sending an ARP request to the proxy
                  			 ARP IP address and receiving an ARP reply. For each reachable proxy ARP IP
                  			 address, it generates a gratuitous ARP reply with the new router MAC address.
                  			 This process is repeated for 5 minutes after a new active switch election. 
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                        When a active switch is
                           				running the IP services feature set, the stack can run all supported protocols,
                           				including Open Shortest Path First (OSPF), and Enhanced IGRP (EIGRP) 
                           				and Border Gateway Protocol
                              				  (BGP). If the active switch fails and the new elected active switch is
                           				running the IP base or LAN base feature set, these protocols will no longer run
                           				in the stack. 
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                        Partitioning of the switch
                           				stack into two or more stacks might lead to undesirable behavior in the
                           				network. 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
         

         
         If the switch is
            		reloaded, then all the ports on that switch go down and there is a loss of
            		traffic for the interfaces involved in routing, despite NSF/SSO
               		  capability. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Classless Routing

      
         By default, classless
            		routing behavior is enabled on the 
            		Device
            		when it is configured to route. With classless routing, if a router receives
            		packets for a subnet of a network with no default route, the router forwards
            		the packet to the best supernet route. A supernet consists of contiguous blocks
            		of Class C address spaces used to simulate a single, larger address space and
            		is designed to relieve the pressure on the rapidly depleting Class B address
            		space.
            	 
         

         
         In the figure, classless
            		routing is enabled. When the host sends a packet to 120.20.4.1, instead of
            		discarding the packet, the router forwards it to the best supernet route. If
            		you disable classless routing and a router receives packets destined for a
            		subnet of a network with no network default route, the router discards the
            		packet.
            	 
         

         
         IP Classless
               		  Routing
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         In the figure , the router in
            		network 128.20.0.0 is connected to subnets 128.20.1.0, 128.20.2.0, and
            		128.20.3.0. If the host sends a packet to 120.20.4.1, because there is no
            		network default route, the router discards the packet.
            	 
         

         
         No IP Classless
               		  Routing
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         To prevent the 
            		Device
            		from forwarding packets destined for unrecognized subnets to the best supernet
            		route possible, you can disable classless routing behavior.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Address Resolution

      
         You can control
            		interface-specific handling of IP by using address resolution. A device using
            		IP can have both a local address or MAC address, which uniquely defines the
            		device on its local segment or LAN, and a network address, which identifies the
            		network to which the device belongs. 
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                  In a switch stack, network
                     		  communication uses a single MAC address and the IP address of the stack. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         The local address or MAC address is known as a
            		data link address because it is contained in the data link layer (Layer 2)
            		section of the packet header and is read by data link (Layer 2) devices. To
            		communicate with a device on Ethernet, the software must learn the MAC address
            		of the device. The process of learning the MAC address from an IP address is
            		called 
            		address resolution. The process of learning the
            		IP address from the MAC address is called 
            		reverse address resolution. 
            	 
         

         
         The 
            		Device
            		can use these forms of address resolution: 
            	 
         

         
         
            	 
               		  
               Address Resolution Protocol (ARP) is used to
                  			 associate IP address with MAC addresses. Taking an IP address as input, ARP
                  			 learns the associated MAC address and then stores the IP address/MAC address
                  			 association in an ARP cache for rapid retrieval. Then the IP datagram is
                  			 encapsulated in a link-layer frame and sent over the network. Encapsulation of
                  			 IP datagrams and ARP requests or replies on IEEE 802 networks other than
                  			 Ethernet is specified by the Subnetwork Access Protocol (SNAP). 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Proxy ARP helps hosts with no routing tables learn
                  			 the MAC addresses of hosts on other networks or subnets. If the 
                  			 Device
                  			 (router) receives an ARP request for a host that is not on the same interface
                  			 as the ARP request sender, and if the router has all of its routes to the host
                  			 through other interfaces, it generates a proxy ARP packet giving its own local
                  			 data link address. The host that sent the ARP request then sends its packets to
                  			 the router, which forwards them to the intended host. 
                  		  
               

               

               
               		
            

            
         

         
         The 
            		Device
            		also uses the Reverse Address Resolution Protocol (RARP), which functions the
            		same as ARP does, except that the RARP packets request an IP address instead of
            		a local MAC address. Using RARP requires a RARP server on the same network
            		segment as the router interface. Use the 
            		ip rarp-server 
               		  address
            		interface configuration command to identify the server. 
            	 
         

         
         For more information on RARP,
            		see the 
            		Cisco IOS Configuration
               		  Fundamentals Configuration Guide 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      ICMP Router Discovery Protocol

      
         Router discovery allows the 
            		Device
            		to dynamically learn about routes to other networks using ICMP router discovery
            		protocol (IRDP). IRDP allows hosts to locate routers. When operating as a
            		client, the 
            		Device
            		generates router discovery packets. When operating as a host, the 
            		Device
            		receives router discovery packets. The 
            		Device
            		can also listen to Routing Information Protocol (RIP) routing updates and use
            		this information to infer locations of routers. The 
            		Device
            		does not actually store the routing tables sent by routing devices; it merely
            		keeps track of which systems are sending the data. The advantage of using IRDP
            		is that it allows each router to specify both a priority and the time after
            		which a device is assumed to be down if no further packets are received.
            	 
         

         
         Each device discovered
            		becomes a candidate for the default router, and a new highest-priority router
            		is selected when a higher priority router is discovered, when the current
            		default router is declared down, or when a TCP connection is about to time out
            		because of excessive retransmissions.
            	 
         

         
      

      
      
      
         
         	UDP Broadcast Packets and Protocols

         
      

      
      
      
         
      

      
      
      
   
      
      
      Broadcast Packet Handling

      
         After configuring an IP
            		interface address, you can enable routing and configure one or more routing
            		protocols, or you can configure the way the 
            		Device
            		responds to network broadcasts. A broadcast is a data packet destined for all
            		hosts on a physical network. The 
            		Device
            		supports two kinds of broadcasting:
            	 
         

         
         
            	
               		  
               A directed broadcast
                  			 packet is sent to a specific network or series of networks. A directed
                  			 broadcast address includes the network or subnet fields.
                  		  
               

               

               
               		
            

            
            	
               		  
               A flooded broadcast packet is
                  			 sent to every network.
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                        You can also limit broadcast,
                           				unicast, and multicast traffic on Layer 2 interfaces by using the 
                           				storm-control interface configuration command to
                           				set traffic suppression levels.
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
         

         
         Routers provide some
            		protection from broadcast storms by limiting their extent to the local cable.
            		Bridges (including intelligent bridges), because they are Layer 2 devices,
            		forward broadcasts to all network segments, thus propagating broadcast storms.
            		The best solution to the broadcast storm problem is to use a single broadcast
            		address scheme on a network. In most modern IP implementations, you can set the
            		address to be used as the broadcast address. Many implementations, including
            		the one in the 
            		Device,
            		support several addressing schemes for forwarding broadcast messages.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP Broadcast Flooding

      
         You can allow IP
            		broadcasts to be flooded throughout your internetwork in a controlled fashion
            		by using the database created by the bridging STP. Using this feature also
            		prevents loops. To support this capability, bridging must be configured on each
            		interface that is to participate in the flooding. If bridging is not configured
            		on an interface, it still can receive broadcasts. However, the interface never
            		forwards broadcasts it receives, and the router never uses that interface to
            		send broadcasts received on a different interface. 
            	 
         

         
         Packets that are forwarded to
            		a single network address using the IP helper-address mechanism can be flooded.
            		Only one copy of the packet is sent on each network segment. 
            	 
         

         
         To be considered for
            		flooding, packets must meet these criteria. (Note that these are the same
            		conditions used to consider packet forwarding using IP helper addresses.) 
            	 
         

         
         
            	 
               		  
               The packet must be a
                  			 MAC-level broadcast. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The packet must be an
                  			 IP-level broadcast. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The packet must be a TFTP,
                  			 DNS, Time, NetBIOS, ND, or BOOTP packet, or a UDP specified by the 
                  			 ip forward-protocol udp global configuration
                  			 command. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The time-to-live (TTL) value
                  			 of the packet must be at least two. 
                  		  
               

               

               
               		
            

            
         

         
         A flooded UDP datagram is
            		given the destination address specified with the 
            		ip broadcast-address interface configuration
            		command on the output interface. The destination address can be set to any
            		address. Thus, the destination address might change as the datagram propagates
            		through the network. The source address is never changed. The TTL value is
            		decremented. 
            	 
         

         
         When a flooded UDP datagram
            		is sent out an interface (and the destination address possibly changed), the
            		datagram is handed to the normal IP output routines and is, therefore, subject
            		to access lists, if they are present on the output interface. 
            	 
         

         
         In the 
            		Device, the majority of packets are forwarded
            		in hardware; most packets do not go through the 
            		Device CPU. For those packets that do go to
            		the CPU, you can speed up spanning tree-based UDP flooding by a factor of about
            		four to five times by using turbo-flooding. This feature is supported over
            		Ethernet interfaces configured for ARP encapsulation. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      EIGRP Features

      
         EIGRP offers these features:

         
         
            	
               Fast convergence.

               

               
            

            
            	
               Incremental updates when the state of a destination changes, instead of sending the entire contents of the routing table,
                  minimizing the bandwidth required for EIGRP packets.
               

               

               
            

            
            	
               Less CPU usage because full update packets need not be processed each time they are received.

               

               
            

            
            	
               Protocol-independent neighbor discovery mechanism to learn about neighboring routers.

               

               
            

            
            	
               Variable-length subnet masks (VLSMs).

               

               
            

            
            	
               Arbitrary route summarization.

               

               
            

            
            	
               EIGRP scales to large networks.

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      EIGRP Components

      
         EIGRP has these four basic
            		components:
            	 
         

         
         
            	
               		  
               Neighbor discovery and recovery is the process that routers
                  			 use to dynamically learn of other routers on their directly attached networks.
                  			 Routers must also discover when their neighbors become unreachable or
                  			 inoperative. Neighbor discovery and recovery is achieved with low overhead by
                  			 periodically sending small hello packets. As long as hello packets are
                  			 received, the Cisco IOS software can learn that a neighbor is alive and
                  			 functioning. When this status is determined, the neighboring routers can
                  			 exchange routing information.
                  		  
               

               

               
               		
            

            
            	
               		  
               The reliable transport protocol is responsible for guaranteed,
                  			 ordered delivery of EIGRP packets to all neighbors. It supports intermixed
                  			 transmission of multicast and unicast packets. Some EIGRP packets must be sent
                  			 reliably, and others need not be. For efficiency, reliability is provided only
                  			 when necessary. For example, on a multiaccess network that has multicast
                  			 capabilities (such as Ethernet), it is not necessary to send hellos reliably to
                  			 all neighbors individually. Therefore, EIGRP sends a single multicast hello
                  			 with an indication in the packet informing the receivers that the packet need
                  			 not be acknowledged. Other types of packets (such as updates) require
                  			 acknowledgment, which is shown in the packet. The reliable transport has a
                  			 provision to send multicast packets quickly when there are unacknowledged
                  			 packets pending. Doing so helps ensure that convergence time remains low in the
                  			 presence of varying speed links.
                  		  
               

               

               
               		
            

            
            	
               		  
               The DUAL finite state machine embodies the decision process
                  			 for all route computations. It tracks all routes advertised by all neighbors.
                  			 DUAL uses the distance information (known as a metric) to select efficient,
                  			 loop-free paths. DUAL selects routes to be inserted into a routing table based
                  			 on feasible successors. A successor is a neighboring router used for packet
                  			 forwarding that has a least-cost path to a destination that is guaranteed not
                  			 to be part of a routing loop. When there are no feasible successors, but there
                  			 are neighbors advertising the destination, a recomputation must occur. This is
                  			 the process whereby a new successor is determined. The amount of time it takes
                  			 to recompute the route affects the convergence time. Recomputation is
                  			 processor-intensive; it is advantageous to avoid recomputation if it is not
                  			 necessary. When a topology change occurs, DUAL tests for feasible successors.
                  			 If there are feasible successors, it uses any it finds to avoid unnecessary
                  			 recomputation.
                  		  
               

               

               
               		
            

            
            	
               		  
               The protocol-dependent modules are responsible for network
                  			 layer protocol-specific tasks. An example is the IP EIGRP module, which is
                  			 responsible for sending and receiving EIGRP packets that are encapsulated in
                  			 IP. It is also responsible for parsing EIGRP packets and informing DUAL of the
                  			 new information received. EIGRP asks DUAL to make routing decisions, but the
                  			 results are stored in the IP routing table. EIGRP is also responsible for
                  			 redistributing routes learned by other IP routing protocols.
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                        To enable EIGRP, the 
                           				Device
                           				or stack master must be running the IP services feature set.
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      EIGRP Nonstop Forwarding

      
         The 
            		Device
            		stack supports two levels of EIGRP nonstop forwarding:
            	 
         

         
         
            	
               		  
               EIGRP NSF Awareness
                  		  
               

               

               
               		
            

            
            	
               		  
               EIGRP NSF Capability
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
         	EIGRP NSF Awareness

         
         	EIGRP NSF Capability

         
      

      
      
      
         
      

      
      
      
   
      
      
      EIGRP NSF Awareness

      
         The IP-services feature set
            		supports EIGRP NSF Awareness for IPv4. When the neighboring router is
            		NSF-capable, the Layer 3 
            		Device
            		continues to forward packets from the neighboring router during the interval
            		between the primary Route Processor (RP) in a router failing and the backup RP
            		taking over, or while the primary RP is manually reloaded for a nondisruptive
            		software upgrade.
            	 
         

         
         This feature cannot be
            		disabled. For more information on this feature, see the “EIGRP Nonstop
            		Forwarding (NSF) Awareness” section of the 
            		Cisco IOS IP Routing
               		  Protocols Configuration Guide, Release 12.4.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      EIGRP NSF Capability

      
         The IP services feature set
            		supports EIGRP Cisco NSF routing to speed up convergence and to eliminate
            		traffic loss after a stack master change. For details about this NSF
            		capability, see the “Configuring Nonstop Forwarding” chapter in the 
            		High Availability
               		  Configuration Guide, Cisco IOS XE Release 3S. 
            	 
         

         
         The IP-services feature set
            		also supports EIGRP NSF-capable routing for IPv4 for better convergence and
            		lower traffic loss following a stack master change. When an EIGRP NSF-capable
            		stack master restarts or a new stack master starts up and NSF restarts, the 
            		Device
            		has no neighbors, and the topology table is empty. The 
            		Device
            		must bring up the interfaces, reacquire neighbors, and rebuild the topology and
            		routing tables without interrupting the traffic directed toward the 
            		Device
            		stack. EIGRP peer routers maintain the routes learned from the new stack master
            		and continue forwarding traffic through the NSF restart process. 
            	 
         

         
         To prevent an adjacency reset
            		by the neighbors, the new stack master uses a new Restart (RS) bit in the EIGRP
            		packet header to show the restart. When the neighbor receives this, it
            		synchronizes the stack in its peer list and maintains the adjacency with the
            		stack. The neighbor then sends its topology table to the stack master with the
            		RS bit set to show that it is NSF-aware and is aiding the new stack master. 
            	 
         

         
         If at least one of the stack
            		peer neighbors is NSF-aware, the stack master receives updates and rebuilds its
            		database. Each NSF-aware neighbor sends an end of table (EOT) marker in the
            		last update packet to mark the end of the table content. The stack master
            		recognizes the convergence when it receives the EOT marker, and it then begins
            		sending updates. When the stack master has received all EOT markers from its
            		neighbors or when the NSF converge timer expires, EIGRP notifies the routing
            		information database (RIB) of convergence and floods its topology table to all
            		NSF-aware peers. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      EIGRP Stub Routing

      
         The EIGRP stub routing
            		feature, available in all feature sets, reduces resource
            		utilization by moving routed traffic closer to the end user. 
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                  The 
                     		  IP Base 
                     		   feature set contains EIGRP stub routing capability,
                     		  which only advertises connected or summary routes from the routing tables to
                     		  other 
                     		  Devicees
                     		  in the network. The 
                     		  Device
                     		  uses EIGRP stub routing at the access layer to eliminate the need for other
                     		  types of routing advertisements. 
                     		  For enhanced capability and complete EIGRP routing, the 
                        			 Device
                        			 must be running the IP Base feature set. 
                     		  On a 
                        			 Device
                        			 running the IP base feature set, if you try to configure multi-VRF-CE and EIGRP
                        			 stub routing at the same time, the configuration is not allowed. IPv6 EIGRP
                        			 stub routing is not supported with the IP base feature set. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         In a network using EIGRP stub
            		routing, the only allowable route for IP traffic to the user is through a 
            		Device
            		that is configured with EIGRP stub routing. The 
            		Device
            		sends the routed traffic to interfaces that are configured as user interfaces
            		or are connected to other devices. 
            	 
         

         
         When using EIGRP stub
            		routing, you need to configure the distribution and remote routers to use EIGRP
            		and to configure only the 
            		Device
            		as a stub. Only specified routes are propagated from the 
            		Device.
            		The 
            		Device
            		responds to all queries for summaries, connected routes, and routing updates. 
            	 
         

         
         Any neighbor that receives a
            		packet informing it of the stub status does not query the stub router for any
            		routes, and a router that has a stub peer does not query that peer. The stub
            		router depends on the distribution router to send the proper updates to all
            		peers. 
            	 
         

         
         In the figure given below, 
            		Device
            		B is configured as an EIGRP stub router. 
            		Devicees
            		A and C are connected to the rest of the WAN. 
            		Device
            		B advertises connected, static, redistribution, and summary routes to 
            		Device
            		A and C. 
            		Device
            		B does not advertise any routes learned from 
            		Device
            		A (and the reverse). 
            	 
         

         
         EIGRP Stub Router
               		  Configuration
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         For more information about
            		EIGRP stub routing, see “Configuring EIGRP Stub Routing” section of the 
            		Cisco IOS IP Configuration
               		  Guide, Volume 2 of 3: Routing Protocols. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About BGP

      
         The Border Gateway Protocol (BGP) is an exterior
            		gateway protocol used to set up an interdomain routing system that guarantees
            		the loop-free exchange of routing information between autonomous systems.
            		Autonomous systems are made up of routers that operate under the same
            		administration and that run Interior Gateway Protocols (IGPs), such as RIP or
            		OSPF, within their boundaries and that interconnect by using an Exterior
            		Gateway Protocol (EGP). BGP Version 4 is the standard EGP for interdomain
            		routing in the Internet. The protocol is defined in RFCs 1163, 1267, and 1771.
            		You can find detailed information about BGP in 
            		Internet Routing
               		  Architectures, 
               		published by Cisco Press, and in the “Configuring BGP” chapter in the
            		
            		Cisco IP and IP Routing
               		  Configuration Guide.
            	 
         

         
         For details about BGP
            		commands and keywords, see the “IP Routing Protocols” part of the 
            		Cisco IOS IP Command
               		  Reference, Volume 2 of 3: Routing Protocols 
               		.
            	 
         

         
      

      
      
      
         
         	BGP Network Topology

         
         	Nonstop Forwarding Awareness

         
         	Information About BGP Routing

         
         	Routing Policy Changes

         
         	BGP Decision Attributes

         
         	Route Maps

         
         	BGP Filtering

         
         	Prefix List for BGP Filtering

         
         	BGP Community Filtering

         
         	BGP Neighbors and Peer Groups

         
         	Aggregate Routes

         
         	Routing Domain Confederations

         
         	BGP Route Reflectors

         
         	Route Dampening

         
         	More BGP Information

         
      

      
      
      
         
      

      
      
      
   
      
      
      BGP Network Topology

      
         Routers that belong to the same autonomous system
            		(AS) and that exchange BGP updates run internal BGP (IBGP), and routers that
            		belong to different autonomous systems and that exchange BGP updates run
            		external BGP (EBGP). Most configuration commands are the same for configuring
            		EBGP and IBGP. The difference is that the routing updates are exchanged either
            		between autonomous systems (EBGP) or within an AS (IBGP). The figure given
            		below shows a network that is running both EBGP and IBGP. 
            	 
         

         
         EBGP, IBGP, and Multiple
               		  Autonomous Systems
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         Before exchanging information
            		with an external AS, BGP ensures that networks within the AS can be reached by
            		defining internal BGP peering among routers within the AS and by redistributing
            		BGP routing information to IGPs that run within the AS, such as IGRP and OSPF. 
            	 
         

         
         Routers that run a BGP
            		routing process are often referred to as BGP speakers. BGP uses the
            		Transmission Control Protocol (TCP) as its transport protocol (specifically
            		port 179). Two BGP speakers that have a TCP connection to each other for
            		exchanging routing information are known as peers or neighbors. In the above
            		figure, Routers A and B are BGP peers, as are Routers B and C and Routers C and
            		D. The routing information is a series of AS numbers that describe the full
            		path to the destination network. BGP uses this information to construct a
            		loop-free map of autonomous systems. 
            	 
         

         
         The network has these
            		characteristics: 
            	 
         

         
         
            	 
               		  
               Routers A and B are running
                  			 EBGP, and Routers B and C are running IBGP. Note that the EBGP peers are
                  			 directly connected and that the IBGP peers are not. As long as there is an IGP
                  			 running that allows the two neighbors to reach one another, IBGP peers do not
                  			 have to be directly connected. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               All BGP speakers within an AS
                  			 must establish a peer relationship with each other. That is, the BGP speakers
                  			 within an AS must be fully meshed logically. BGP4 provides two techniques that
                  			 reduce the requirement for a logical full mesh: confederations and route
                  			 reflectors. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               AS 200 is a transit AS for AS
                  			 100 and AS 300—that is, AS 200 is used to transfer packets between AS 100 and
                  			 AS 300. 
                  		  
               

               

               
               		
            

            
         

         
         BGP peers initially exchange
            		their full BGP routing tables and then send only incremental updates. BGP peers
            		also exchange keepalive messages (to ensure that the connection is up) and
            		notification messages (in response to errors or special conditions). 
            	 
         

         
         In BGP, each route consists of
            		a network number, a list of autonomous systems that information has passed
            		through (the autonomous system path), and a list of other path attributes. The
            		primary function of a BGP system is to exchange network reachability
            		information, including information about the list of AS paths, with other BGP
            		systems. This information can be used to determine AS connectivity, to prune
            		routing loops, and to enforce AS-level policy decisions. 
            	 
         

         
         A router or 
            		Device
            		running Cisco IOS does not select or use an IBGP route unless it has a route
            		available to the next-hop router and it has received synchronization from an
            		IGP (unless IGP synchronization is disabled). When multiple routes are
            		available, BGP bases its path selection on attribute values. See the
            		“Configuring BGP Decision Attributes” section for information about BGP
            		attributes. 
            	 
         

         
         BGP Version 4 supports classless interdomain routing
            		(CIDR) so you can reduce the size of your routing tables by creating aggregate
            		routes, resulting in supernets. CIDR eliminates the concept of network classes
            		within BGP and supports the advertising of IP prefixes. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About BGP Routing

      
         To enable BGP routing, you establish a BGP routing process and define the local network. Because BGP must completely recognize
            the relationships with its neighbors, you must also specify a BGP neighbor.
         

         
         BGP supports two kinds of neighbors: internal and external. Internal neighbors are in the same AS; external neighbors are
            in different autonomous systems. External neighbors are usually adjacent to each other and share a subnet, but internal neighbors
            can be anywhere in the same AS.
         

         
         The switch supports the use of private AS numbers, usually assigned by service providers and given to systems whose routes
            are not advertised to external neighbors. The private AS numbers are from 64512 to 65535. You can configure external neighbors
            to remove private AS numbers from the AS path by using the neighbor remove-private-as router configuration command. Then when an update is passed to an external neighbor, if the AS path includes private AS numbers,
            these numbers are dropped.
         

         
         If your AS will be passing traffic through it from another AS to a third AS, it is important to be consistent about the routes
            it advertises. If BGP advertised a route before all routers in the network had learned about the route through the IGP, the
            AS might receive traffic that some routers could not yet route. To prevent this from happening, BGP must wait until the IGP
            has propagated information across the AS so that BGP is synchronized with the IGP. Synchronization is enabled by default.
            If your AS does not pass traffic from one AS to another AS, or if all routers in your autonomous systems are running BGP,
            you can disable synchronization, which allows your network to carry fewer routes in the IGP and allows BGP to converge more
            quickly.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BGP Decision Attributes

      
         When a BGP speaker receives
            		updates from multiple autonomous systems that describe different paths to the
            		same destination, it must choose the single best path for reaching that
            		destination. When chosen, the selected path is entered into the BGP routing
            		table and propagated to its neighbors. The decision is based on the value of
            		attributes that the update contains and other BGP-configurable factors.
            	 
         

         
         When a BGP peer learns two EBGP paths for a
            		prefix from a neighboring AS, it chooses the best path and inserts that path in
            		the IP routing table. If BGP multipath support is enabled and the EBGP paths
            		are learned from the same neighboring autonomous systems, instead of a single
            		best path, multiple paths are installed in the IP routing table. Then, during
            		packet switching, per-packet or per-destination  load-balancing is performed
            		among the multiple paths. The 
            		maximum-paths router configuration command
            		controls the number of paths allowed.
            	 
         

         
         These factors summarize the
            		order in which BGP evaluates the attributes for choosing the best path:
            	 
         

         
         
            	
               		  
               If the path specifies a
                  			 next hop that is inaccessible, drop the update. The BGP next-hop attribute,
                  			 automatically determined by the software, is the IP address of the next hop
                  			 that is going to be used to reach a destination. For EBGP, this is usually the
                  			 IP address of the neighbor specified by the 
                  			 neighbor
                        				  remote-as router configuration command. You can disable next-hop
                  			 processing by using route maps or the 
                  			 neighbor
                        				  next-hop-self router configuration command.
                  		  
               

               

               
               		
            

            
            	
               		  
               Prefer the path with the largest
                  			 weight (a Cisco proprietary parameter). The weight attribute is local to the
                  			 router and not propagated in routing updates. By default, the weight attribute
                  			 is 32768 for paths that the router originates and zero for other paths. Routes
                  			 with the largest weight are preferred. You can use access lists, route maps, or
                  			 the 
                  			 neighbor
                        				  weight router configuration command to set weights.
                  		  
               

               

               
               		
            

            
            	
               		  
               Prefer the route with the
                  			 highest local preference. Local preference is part of the routing update and
                  			 exchanged among routers in the same AS. The default value of the local
                  			 preference attribute is 100. You can set local preference by using the 
                  			 bgp default local-preference router configuration
                  			 command or by using a route map.
                  		  
               

               

               
               		
            

            
            	
               		  
               Prefer the route that was
                  			 originated by BGP running on the local router.
                  		  
               

               

               
               		
            

            
            	
               		  
               Prefer the route with the
                  			 shortest AS path.
                  		  
               

               

               
               		
            

            
            	
               		  
               Prefer the route with the
                  			 lowest origin type. An interior route or IGP is lower than a route learned by
                  			 EGP, and an EGP-learned route is lower than one of unknown origin or learned in
                  			 another way.
                  		  
               

               

               
               		
            

            
            	
               		  
               Prefer the route with the lowest multi -exit discriminator (MED)
                  			 metric attribute if the neighboring AS is the same for all routes considered.
                  			 You can configure the MED by using route maps or by using the 
                  			 default-metric router configuration command. When
                  			 an update is sent to an IBGP peer, the MED is included.
                  		  
               

               

               
               		
            

            
            	
               		  
               Prefer the external (EBGP)
                  			 path over the internal (IBGP) path.
                  		  
               

               

               
               		
            

            
            	
               		  
               Prefer the route that can be
                  			 reached through the closest IGP neighbor (the lowest IGP metric). This means
                  			 that the router will prefer the shortest internal path within the AS to reach
                  			 the destination (the shortest path to the BGP next-hop).
                  		  
               

               

               
               		
            

            
            	
               		  
               If the following conditions
                  			 are all true, insert the route for this path into the IP routing table:
                  		  
               

               

               
               		  
               Both the best route and this
                  			 route are external.
                  		  
               

               

               
               		  
               Both the best route and this
                  			 route are from the same neighboring autonomous system.
                  		  
               

               

               
               		  
               Maximum-paths is enabled.
                  		  
               

               

               
               		
            

            
            	
               		  
               If multipath is not enabled,
                  			 prefer the route with the lowest IP address value for the BGP router ID. The
                  			 router ID is usually the highest IP address on the router or the loopback
                  			 (virtual) address, but might be implementation-specific.
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BGP Filtering

      
         You can filter BGP advertisements by using AS-path filters, such
            		as the 
            		as-path access-list global configuration command
            		and the 
            		neighbor filter-list router configuration command.
            		You can also use access lists with the 
            		neighbor distribute-list router configuration
            		command. Distribute-list filters are applied to network numbers. See the
            		“Controlling Advertising and Processing in Routing Updates” section for
            		information about the 
            		distribute-list command.
            	 
         

         
         You can use route maps on a
            		per-neighbor basis to filter updates and to modify various attributes. A route
            		map can be applied to either inbound or outbound updates. Only the routes that
            		pass the route map are sent or accepted in updates. On both inbound and
            		outbound updates, matching is supported based on AS path, community, and
            		network numbers. Autonomous system path matching requires the 
            		match as-path access-list route-map command,
            		community based matching requires the 
            		match community-list route-map command, and
            		network-based matching requires the 
            		ip access-list global configuration command.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BGP Community Filtering

      
         One way that BGP controls the distribution of routing information based on the value of the COMMUNITIES attribute. The attribute
            is a way to groups destinations into communities and to apply routing decisions based on the communities. This method simplifies
            configuration of a BGP speaker to control distribution of routing information.
         

         
         A community is a group of destinations that share some common attribute. Each destination can belong to multiple communities.
            AS administrators can define to which communities a destination belongs. By default, all destinations belong to the general
            Internet community. The community is identified by the COMMUNITIES attribute, an optional, transitive, global attribute in
            the numerical range from 1 to 4294967200. These are some predefined, well-known communities:
         

         
         
            	
               internet—Advertise this route to the Internet community. All routers belong to it.
               

               

               
            

            
            	
               no-export—Do not advertise this route to EBGP peers.
               

               

               
            

            
            	
               no-advertise—Do not advertise this route to any peer (internal or external).
               

               

               
            

            
            	
               local-as—Do not advertise this route to peers outside the local autonomous system.
               

               

               
            

            
         

         
         Based on the community, you can control which routing information to accept, prefer, or distribute to other neighbors. A BGP
            speaker can set, append, or modify the community of a route when learning, advertising, or redistributing routes. When routes
            are aggregated, the resulting aggregate has a COMMUNITIES attribute that contains all communities from all the initial routes.
         

         
         You can use community lists to create groups of communities to use in a match clause of a route map. As with an access list,
            a series of community lists can be created. Statements are checked until a match is found. As soon as one statement is satisfied,
            the test is concluded.
         

         
         To set the COMMUNITIES attribute and match clauses based on communities, see the match community-list and set community route-map configuration commands in the “Using Route Maps to Redistribute Routing Information” section.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BGP Neighbors and Peer Groups

      
         Often many BGP neighbors are configured with the same update policies (that is, the same outbound route maps, distribute lists,
            filter lists, update source, and so on). Neighbors with the same update policies can be grouped into peer groups to simplify
            configuration and to make updating more efficient. When you have configured many peers, we recommend this approach.
         

         
         To configure a BGP peer group, you create the peer group, assign options to the peer group, and add neighbors as peer group
            members. You configure the peer group by using the neighbor router configuration commands. By default, peer group members inherit all the configuration options of the peer group, including
            the remote-as (if configured), version, update-source, out-route-map, out-filter-list, out-dist-list, minimum-advertisement-interval,
            and next-hop-self. All peer group members also inherit changes made to the peer group. Members can also be configured to override
            the options that do not affect outbound updates.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Aggregate Routes

      
         Classless interdomain routing (CIDR) enables you to create aggregate routes (or supernets) to minimize the size of routing
            tables. You can configure aggregate routes in BGP either by redistributing an aggregate route into BGP or by creating an aggregate
            entry in the BGP routing table. An aggregate address is added to the BGP table when there is at least one more specific entry
            in the BGP table.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BGP Route Reflectors

      
         BGP requires that all of the IBGP speakers be fully meshed. When a router receives a route from an external neighbor, it must
            advertise it to all internal neighbors. To prevent a routing information loop, all IBPG speakers must be connected. The internal
            neighbors do not send routes learned from internal neighbors to other internal neighbors.
         

         
         With route reflectors, all IBGP speakers need not be fully meshed because another method is used to pass learned routes to
            neighbors. When you configure an internal BGP peer to be a route reflector, it is responsible for passing IBGP learned routes
            to a set of IBGP neighbors. The internal peers of the route reflector are divided into two groups: client peers and nonclient
            peers (all the other routers in the autonomous system). A route reflector reflects routes between these two groups. The route
            reflector and its client peers form a cluster. The nonclient peers must be fully meshed with each other, but the client peers
            need not be fully meshed. The clients in the cluster do not communicate with IBGP speakers outside their cluster.
         

         
         When the route reflector receives an advertised route, it takes one of these actions, depending on the neighbor:

         
         
            	
               A route from an external BGP speaker is advertised to all clients and nonclient peers.

               

               
            

            
            	
               A route from a nonclient peer is advertised to all clients.

               

               
            

            
            	
               A route from a client is advertised to all clients and nonclient peers. Hence, the clients need not be fully meshed.

               

               
            

            
         

         
         Usually a cluster of clients have a single route reflector, and the cluster is identified by the route reflector router ID.
            To increase redundancy and to avoid a single point of failure, a cluster might have more than one route reflector. In this
            case, all route reflectors in the cluster must be configured with the same 4-byte cluster ID so that a route reflector can
            recognize updates from route reflectors in the same cluster. All the route reflectors serving a cluster should be fully meshed
            and should have identical sets of client and nonclient peers.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Connectionless Routing

      
         The International
            		Organization for Standardization (ISO) Connectionless Network Service (CLNS)
            		protocol is a standard for the network layer of the Open System Interconnection
            		(OSI) model. Addresses in the ISO network architecture are referred to as
            		network service access point (NSAP) addresses and network entity titles (NETs).
            		Each node in an OSI network has one or more NETs. In addition, each node has
            		many NSAP addresses.
            	 
         

         
         When you enable connectionless routing on the 
            		Device
            		by using the 
            		clns routing
            		global configuration command, the 
            		Device
            		makes only forwarding decisions, with no routing-related functionality. For
            		dynamic routing, you must also enable a routing protocol. The 
            		Device
            		supports the Intermediate System-to-Intermediate System (IS-IS) dynamic routing
            		protocol that is based on the OSI routing protocol for ISO CLNS networks.
            	 
         

         
         When dynamically routing, you use
            		IS-IS. This routing protocol supports the concept of areas. Within an area, all
            		routers know how to reach all the system IDs. Between areas, routers know how
            		to reach the proper area. IS-IS supports two levels of routing: station routing
            		(within an area) and area routing (between areas). 
            	 
         

         
         The key difference between
            		the ISO IGRP and IS-IS NSAP addressing schemes is in the definition of area
            		addresses. Both use the system ID for Level 1 routing (routing within an area).
            		However, they differ in the way addresses are specified for area routing. An
            		ISO IGRP NSAP address includes three separate fields for routing: the domain,
            		area, and system ID. An IS-IS address includes two fields: a single continuous
            		area field (comprising the domain and area fields) and the system ID.
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                  For more detailed information
                     		  about ISO CLNS, see the 
                     		  Cisco IOS Apollo Domain,
                        			 Banyan VINES, DECnet, ISO CLNS and XNS Configuration Guide, Release 12.4.
                     		  For complete syntax and usage information for the commands used in this
                     		  chapter, see the 
                     		  Cisco IOS Apollo Domain,
                        			 Banyan VINES, DECnet, ISO CLNS and XNS Command Reference, Release 12.4, 
                        		  use the IOS command reference master index, or search online.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IS-IS Dynamic Routing

      
         IS-IS is an ISO dynamic
            		routing protocol (described in ISO 105890). Unlike other routing protocols,
            		enabling IS-IS requires that you create an IS-IS routing process and assign it
            		to a specific interface, rather than to a network. You can specify more than
            		one IS-IS routing process per Layer 3 
            		Device
            		or router by using the multiarea IS-IS configuration syntax. You then configure
            		the parameters for each instance of the IS-IS routing process.
            	 
         

         
         Small IS-IS networks are
            		built as a single area that includes all the routers in the network. As the
            		network grows larger, it is usually reorganized into a backbone area made up of
            		the connected set of all Level 2 routers from all areas, which is in turn
            		connected to local areas. Within a local area, routers know how to reach all
            		system IDs. Between areas, routers know how to reach the backbone, and the
            		backbone routers know how to reach other areas.
            	 
         

         
         Routers establish Level 1
            		adjacencies to perform routing within a local area (station routing). Routers
            		establish Level 2 adjacencies to perform routing between Level 1 areas (area
            		routing).
            	 
         

         
         A single Cisco router can
            		participate in routing in up to 29 areas and can perform Level 2 routing in the
            		backbone. In general, each routing process corresponds to an area. By default,
            		the first instance of the routing process configured performs both Level 1and
            		Level 2 routing. You can configure additional router instances, which are
            		automatically treated as Level 1 areas. You must configure the parameters for
            		each instance of the IS-IS routing process individually.
            	 
         

         
         For IS-IS multiarea routing,
            		you can configure only one process to perform Level 2 routing, although you can
            		define up to 29 Level 1 areas for each Cisco unit. If Level 2 routing is
            		configured on any process, all additional processes are automatically
            		configured as Level 1. You can configure this process to perform Level 1
            		routing at the same time. If Level 2 routing is not desired for a router
            		instance, remove the Level 2 capability using the 
            		is-type global
            		configuration command. Use the 
            		is-type command
            		also to configure a different router instance as a Level 2 router.
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                  For more detailed information
                     		  about IS-IS, see the “IP Routing Protocols” chapter of the 
                     		  Cisco IOS IP Configuration
                        			 Guide, Release 12.4. For complete syntax and usage information for the
                     		  commands used in this section, see the 
                     		  Cisco IOS IP Command
                        			 Reference, Release 12.4.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring Unicast Reverse Path Forwarding

      
         The unicast reverse path forwarding (unicast
            		RPF) feature helps to mitigate problems that are caused by the introduction of
            		malformed or forged (spoofed) IP source addresses into a network by discarding
            		IP packets that lack a verifiable IP source address. For example, a number of
            		common types of denial-of-service (DoS) attacks, including Smurf and Tribal
            		Flood Network (TFN), can take advantage of forged or rapidly changing source IP
            		addresses to allow attackers to thwart efforts to locate or filter the attacks.
            		For Internet service providers (ISPs) that provide public access, Unicast RPF
            		deflects such attacks by forwarding only packets that have source addresses
            		that are valid and consistent with the IP routing table. This action protects
            		the network of the ISP, its customer, and the rest of the Internet. 
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                     	Unicast RPF is supported in 
                        			 IP Services 
                        			 . 
                        		  
                     

                     
                     	Do not configure unicast RPF
                        			 if the switch is in a mixed hardware stack combining more than one switch type.
                        			 For example, Catalyst 3750-X, Catalyst 3750-E, and Catalyst 3750 switches. 
                        		  
                     

                     
                  

                  
                  	 
                  

               
            

         

         
         For detailed IP unicast RPF
            		configuration information, see the 
            		Other Security Features
            		chapter in the 
            		Cisco IOS Security
               		  Configuration Guide. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About Cisco Express Forwarding

      
         Cisco Express Forwarding (CEF) is a Layer 3 IP switching technology used to optimize network performance. CEF implements an
            advanced IP look-up and forwarding algorithm to deliver maximum Layer 3 switching performance. CEF is less CPU-intensive than
            fast switching route caching, allowing more CPU processing power to be dedicated to packet forwarding. In a switch stack,
            the hardware uses distributed CEF (dCEF) in the stack. In dynamic networks, fast switching cache entries are frequently invalidated
            because of routing changes, which can cause traffic to be process switched using the routing table, instead of fast switched
            using the route cache. CEF and dCEF use the Forwarding Information Base (FIB) lookup table to perform destination-based switching
            of IP packets.
         

         
         The two main components in CEF and dCEF are the distributed FIB and the distributed adjacency tables.
         

         
         
            	
               The FIB is similar to a routing table or information base and maintains a mirror image of the forwarding information in the
                  IP routing table. When routing or topology changes occur in the network, the IP routing table is updated, and those changes
                  are reflected in the FIB. The FIB maintains next-hop address information based on the information in the IP routing table.
                  Because the FIB contains all known routes that exist in the routing table, CEF eliminates route cache maintenance, is more
                  efficient for switching traffic, and is not affected by traffic patterns.
               

               

               
            

            
            	
               Nodes in the network are said to be adjacent if they can reach each other with a single hop across a link layer. CEF uses
                  adjacency tables to prepend Layer 2 addressing information. The adjacency table maintains Layer 2 next-hop addresses for all
                  FIB entries.
               

               

               
            

            
         

         
         Because the switch or switch stack uses Application Specific Integrated Circuits (ASICs) to achieve Gigabit-speed line rate
            IP traffic, CEF or dCEF forwarding applies only to the software-forwarding path, that is, traffic that is forwarded by the
            CPU.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default Password and Privilege Level Configuration

      
         A simple way of providing terminal access control in your network is to use passwords and assign privilege levels. Password
            protection restricts access to a network or network device. Privilege levels define what commands users can enter after they
            have logged into a network device.
         

         
         
         
            
               This table shows the default password and privilege level configuration.

Default Password and Privilege Levels
               
                  
                     	
                        
                        Feature

                        
                        
                     
                     
                     	
                        
                        Default Setting

                        
                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        
                        Enable password and privilege level

                        
                        
                     
                     
                     	
                        
                        No password is defined. The default is level 15 (privileged EXEC level). The password is not encrypted in the configuration
                           file.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Enable secret password and privilege level

                        
                        
                     
                     
                     	
                        
                        No password is defined. The default is level 15 (privileged EXEC level). The password is encrypted before it is written to
                           the configuration file.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Line password

                        
                        
                     
                     
                     	
                        
                        No password is defined.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Additional Password Security

      
         

         
         To provide an additional layer of security, particularly for passwords that cross the
            network or that are stored on a Trivial File Transfer Protocol (TFTP) server, you can
            use either the enable password or enable
                  secret global configuration commands. Both commands accomplish the
            same thing; that is, you can establish an encrypted password that users must enter to
            access privileged EXEC mode (the default) or any privilege level you specify.
         

         
         We recommend that you use the enable secret command because it
            uses an improved encryption algorithm.
         

         
         If you configure the enable secret command, it takes
            precedence over the enable password command; the two commands
            cannot be in effect simultaneously.
         

         
         If you enable password encryption, it applies to all passwords including username passwords, authentication key passwords,
            the privileged command password, and console and virtual terminal line passwords.
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Protecting Enable and Enable Secret Passwords with Encryption

         
      

      
      Related References

         
         Example: Protecting Enable and Enable Secret Passwords with Encryption

         
      

      
      
      
   
      
      
      Default TACACS+ Configuration

      
         TACACS+ and AAA are disabled by default.

         
         To prevent a lapse in security, you cannot configure TACACS+ through a network management application. When enabled, TACACS+
            can authenticate users accessing the switch through the CLI.
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                  Although TACACS+ configuration is performed through the CLI, the TACACS+ server authenticates HTTP connections that have been
                     configured with a privilege level of 15.
                  

                  
                  
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure TACACS+

      
         This section describes how to configure your switch to support TACACS+. 

         
      

      
      
      
         
         	Identifying the TACACS+ Server Host and Setting the Authentication Key

         
         	Configuring TACACS+ Login Authentication

         
         	Configuring TACACS+ Authorization for Privileged EXEC Access and Network Services

         
         	Starting TACACS+ Accounting

         
         	Establishing a Session with a Router if the AAA Server is Unreachable

         
      

      
      
      
         
      

      
      Related Concepts

         
         Method List

         
      

      
      Related References

         
         Prerequisites for TACACS+

         
      

      
      
      
   
      
      
      Establishing a Session with a Router if the AAA Server is Unreachable

      
         To establishing a session with a router if the AAA server is unreachable, use the aaa accounting system guarantee-first command. It guarantees
            system accounting as the first record, which is the default condition. In some situations,
            users might be prevented from starting a session on the console or terminal connection
            until after the system reloads, which can take more than 3 minutes.
         

         
         To establish a console or Telnet session with the router if the AAA server is unreachable
            when the router reloads, use the no aaa accounting system
                  guarantee-first command.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default MACsec MKA
         	 Configuration
      

      
         MACsec is disabled. No MKA policies
            		are configured.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring MACsec
         	 MKA using EAP-TLS
      

      
         

         
         To configure MACsec with MKA on
            		point-to-point links, perform these tasks:
            	 
         

         
         
            	
               		  
               Configure Certificate Enrollment
                  		  
               

               

               
               		  
               
                  	
                     				
                     Generate Key Pairs
                        				
                     

                     

                     
                     			 
                  

                  
                  	
                     				
                     Configure SCEP Enrollment
                        				
                     

                     

                     
                     			 
                  

                  
                  	
                     				
                     Configure Certificates Manually
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	
               		  
               Configure an Authentication Policy
                  		  
               

               

               
               		
            

            
            	
               		  
               Configure EAP-TLS Profiles and IEEE 802.1x Credentials
                  		  
               

               

               
               		
            

            
            	
               		  
               Configure MACsec MKA using EAP-TLS on Interfaces
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
         	Generating Key Pairs

         
         	Configuring Enrollment using SCEP

         
         	Configuring Enrollment Manually

         
         	Applying the 802.1x MACsec MKA Configuration on Interfaces

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About
         	 Cisco TrustSec MACsec
      

      
         

         
         The table below lists the TrustSec features to be eventually implemented
            		on TrustSec-enabled Cisco switches. Successive general availability releases of
            		TrustSec will expand the number of switches supported and the number of
            		TrustSec features supported per switch. 
            	 
         

         
         
         
            
               
                  
                     	 Cisco TrustSec Feature 
                        				
                     
                     
                     	 Description 
                        				
                     
                     
                  

                  
               
               
               
                  
                     	 802.1AE Tagging (MACsec) 
                        				
                     
                     
                     	 
                        				  
                        Protocol for IEEE 802.1AE-based wire-rate hop-to-hop Layer 2
                           					 encryption. 
                           				  
                        

                        
                        				  
                         Between MACsec-capable devices, packets are encrypted on
                           					 egress from the transmitting device, decrypted on ingress to the receiving
                           					 device, and in the clear within the devices. 
                           				  
                        

                        
                        				  
                         This feature is only available between TrustSec
                           					 hardware-capable devices. 
                           				  
                        

                        
                        				  
                         
                           					 
                           
                              
                                 	Note   
                                       
                                       
                                 	This feature is not supported on Catalyst 2960x. 
                                    					 
                                 
                              

                           

                           
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 Endpoint Admission Control (EAC) 
                        				
                     
                     
                     	 
                        				  
                         EAC is an authentication process for an endpoint user or a
                           					 device connecting to the TrustSec domain. Usually EAC takes place at the access
                           					 level switch. Successful authentication and authorization in the EAC process
                           					 results in Security Group Tag assignment for the user or device. Currently EAC
                           					 can be 802.1X, MAC Authentication Bypass (MAB), and Web Authentication Proxy
                           					 (WebAuth). 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 Network Device Admission Control (NDAC) 
                        				
                     
                     
                     	 
                        				  
                         NDAC is an authentication process where each network device
                           					 in the TrustSec domain can verify the credentials and trustworthiness of its
                           					 peer device. NDAC utilizes an authentication framework based on IEEE 802.1X
                           					 port-based authentication and uses EAP-FAST as its EAP method. Successful
                           					 authentication and authorization in NDAC process results in Security
                           					 Association Protocol negotiation for IEEE 802.1AE encryption. 
                           				  
                        

                        
                        				  
                         
                           					 
                           
                              
                                 	Note   
                                       
                                       
                                 	This feature is not supported on Catalyst 2960x. 
                                    					 
                                 
                              

                           

                           
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 Security Association Protocol (SAP) 
                        				
                     
                     
                     	 
                        				  
                         After NDAC authentication, the Security Association Protocol
                           					 (SAP) automatically negotiates keys and the cipher suite for subsequent MACSec
                           					 link encryption between TrustSec peers. SAP is defined in IEEE 802.11i. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 Security Group Tag (SGT) 
                        				
                     
                     
                     	 
                        				  
                         An SGT is a 16-bit single label indicating the security
                           					 classification of a source in the TrustSec domain. It is appended to an
                           					 Ethernet frame or an IP packet. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        SGT Exchange Protocol (SXP) 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                         Security Group Tag Exchange Protocol (SXP). With SXP, devices
                           					 that are not TrustSec-hardware-capable can receive SGT attributes for
                           					 authenticated users and devices from the Cisco Identity Services Engine (ISE)
                           					 or the Cisco Secure Access Control System (ACS). The devices can then forward a
                           					 sourceIP-to-SGT binding to a TrustSec-hardware-capable device will tag the
                           					 source traffic for SGACL enforcement. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         When both ends of a link support 802.1AE MACsec, SAP negotiation occurs.
            		An EAPOL-key exchange occurs between the supplicant and the authenticator to
            		negotiate a cipher suite, exchange security parameters, and manage keys.
            		Successful completion of these tasks results in the establishment of a security
            		association (SA). 
            	 
         

         
         Depending on your software version and licensing and link hardware
            		support, SAP negotiation can use one of these modes of operation: 
            	 
            
               	Galois Counter Mode
                  		  (GCM)—authentication and encryption 
                  		
               

               
               	 GCM authentication (GMAC)—
                  		  GCM authentication, no encryption 
                  		
               

               
               	 No Encapsulation—no
                  		  encapsulation (clear text) 
                  		
               

               
               	Null—encapsulation, no
                  		  authentication or encryption 
                  		
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Change-of-Authorization Requests

      
         Change of Authorization (CoA) requests, as described in RFC 5176, are used in a push model to allow for session identification,
            host reauthentication, and session termination. The model is comprised of one request (CoA-Request) and two possible response
            codes: 
         

         
         
            	
               
               CoA acknowledgment (ACK) [CoA-ACK] 

               

               
               
            

            
            	
               
               CoA non-acknowledgment (NAK) [CoA-NAK] 

               

               
               
            

            
         

         
         The request is initiated from a CoA client (typically a RADIUS or policy server) and directed to the switch that acts as a
            listener. 
         

         
      

      
      
      
         
         	RFC 5176 Compliance

         
      

      
      
      
         
      

      
      
      
   
      
      
      CoA Request Response
         	 Code
      

      
         The CoA Request response code can be used to convey a command to the
            		switch. 
            		
            	 
         

         
         The packet format for a CoA Request Response code as defined in RFC 5176
            		consists of the following fields: Code, Identifier, Length, Authenticator, and
            		Attributes in the Type:Length:Value (TLV) format. The Attributes field is used
            		to carry Cisco vendor-specific attributes (VSAs).
            	 
         

         
      

      
      
      
         
         	Session Identification

         
         	CoA ACK Response Code

         
         	CoA NAK Response Code

         
      

      
      
      
         
      

      
      Related Concepts

         
         CoA Request Commands

         
      

      
      
      
   
      
      
      CoA ACK Response Code

      
         If the authorization state is changed successfully, a positive acknowledgment (ACK) is sent. The attributes returned within
            CoA ACK will vary based on the CoA Request and are discussed in individual CoA Commands.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      CoA NAK Response Code

      
         A negative acknowledgment (NAK) indicates a failure to change the authorization state and
            can include attributes that indicate the reason for the failure. Use
            show commands to verify a successful CoA.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      CoA Request
         	 Commands
      

      
         
         
            
               CoA Commands
                     		Supported on the 
                     		
               
                  
                     	 
                        				
                        Command 
                           				
                        

                        1 
                        			 
                     
                     
                     	 
                        				
                        Cisco VSA 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        Reauthenticate
                           				  host 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Cisco:Avpair=“subscriber:command=reauthenticate” 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Terminate
                           				  session 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        This is a
                           				  standard disconnect request that does not require a VSA. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Bounce host
                           				  port 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Cisco:Avpair=“subscriber:command=bounce-host-port” 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Disable host
                           				  port 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Cisco:Avpair=“subscriber:command=disable-host-port” 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
         1  All CoA
            				  commands must include the session identifier between the 
            				   and the CoA client.
         

      

      
      
      
         
         	Session Reauthentication

         
         	Session Reauthentication in a Switch Stack

         
         	Session Termination

         
         	CoA Disconnect-Request

         
         	CoA Request: Disable Host Port

         
         	CoA Request: Bounce-Port

         
      

      
      
      
         
      

      
      Related Concepts

         
         CoA Request Response Code

         
      

      
      
      
   
      
      
      CoA
         	 Disconnect-Request
      

      
         This command is a
            		standard Disconnect-Request. If the session cannot be located, the switch
            		returns a Disconnect-NAK message with the “Session Context Not Found”
            		error-code attribute. If the session is located, the switch terminates the
            		session. After the session has been completely removed, the switch returns a
            		Disconnect-ACK.
            	 
         

         
         If the switch
            		fails-over to a standby switch before returning a Disconnect-ACK to the client,
            		the process is repeated on the new active switch when the request is re-sent
            		from the client. If the session is not found following re-sending, a
            		Disconnect-ACK is sent with the “Session Context Not Found” error-code
            		attribute. 
            	 
         

         
      

      
      
      
         
      

      
      Related Concepts

         
         Session Identification

         
      

      
      
      
   
      
      
      CoA Request: Disable
         	 Host Port
      

      
         The RADIUS server CoA
            		disable port command administratively shuts down the authentication port that
            		is hosting a session, resulting in session termination. This command is useful
            		when a host is known to cause problems on the network and network access needs
            		to be immediately blocked for the host. To restore network access on the port,
            		reenable it using a non-RADIUS mechanism. This command is carried in a standard
            		CoA-Request message that has this new vendor-specific attribute (VSA): 
            	 
         

         
         Cisco:Avpair="subscriber:command=disable-host-port" 
            	 
         

         
         Because this command
            		is session-oriented, it must be accompanied by one or more of the session
            		identification attributes described in the “Session Identification” section. If
            		the session cannot be located, the switch returns a CoA-NAK message with the
            		“Session Context Not Found” error-code attribute. If the session is located,
            		the switch disables the hosting port and returns a CoA-ACK message. 
            	 
         

         
         If the switch fails
            		before returning a CoA-ACK to the client, the process is repeated on the new
            		active switch when the request is re-sent from the client. If the switch fails
            		after returning a CoA-ACK message to the client but before the operation has
            		completed, the operation is restarted on the new active switch. 
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                  A Disconnect-Request
                     		  failure following command re-sending could be the result of either a successful
                     		  session termination before change-over (if the Disconnect-ACK was not sent) or
                     		  a session termination by other means (for example, a link failure) that
                     		  occurred after the original command was issued and before the standby switch
                     		  became active. 
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      Related Concepts

         
         Session Identification

         
      

      
      
      
   
      
      
      CoA Request:
         	 Bounce-Port
      

      
         A RADIUS server CoA
            		bounce port sent from a RADIUS server can cause a link flap on an
            		authentication port, which triggers DHCP renegotiation from one or more hosts
            		connected to this port. This incident can occur when there is a VLAN change and
            		the endpoint is a device (such as a printer) that does not have a mechanism to
            		detect a change on this authentication port. The CoA bounce port is carried in
            		a standard CoA-Request message that contains the following VSA: 
            	 
         

         
         Cisco:Avpair="subscriber:command=bounce-host-port" 
            	 
         

         
         Because this command
            		is session-oriented, it must be accompanied by one or more of the session
            		identification attributes. If the session cannot be located, the switch returns
            		a CoA-NAK message with the “Session Context Not Found” error-code attribute. If
            		the session is located, the switch disables the hosting port for a period of 10
            		seconds, re-enables it (port-bounce), and returns a CoA-ACK. 
            	 
         

         
         If the switch fails
            		before returning a CoA-ACK to the client, the process is repeated on the new
            		active switch when the request is re-sent from the client. If the switch fails
            		after returning a CoA-ACK message to the client but before the operation has
            		completed, the operation is re-started on the new active switch. 
            	 
         

         
      

      
      
      
         
      

      
      Related Concepts

         
         Session Identification

         
      

      
      
      
   
      
      
      Default RADIUS Configuration

      
         RADIUS and AAA are disabled by default.

         
         To prevent a lapse in security, you cannot configure RADIUS through a network management application. When enabled, RADIUS
            can authenticate users accessing the switch through the CLI.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      AAA Server
         	 Groups
      

      
         

         
         You can configure the
            		switch to use AAA server groups to group existing server hosts for
            		authentication. You select a subset of the configured server hosts and use them
            		for a particular service. The server group is used with a global server-host
            		list, which lists the IP addresses of the selected server hosts. 
            	 
         

         
         Server groups also can
            		include multiple host entries for the same server if each entry has a unique
            		identifier (the combination of the IP address and UDP port number), allowing
            		different ports to be individually defined as RADIUS hosts providing a specific
            		AAA service. This unique identifier enables RADIUS requests to be sent to
            		different UDP ports on a server at the same IP address. If you configure two
            		different host entries on the same RADIUS server for the same service, (for
            		example, accounting), the second configured host entry acts as a fail-over
            		backup to the first one. If the first host entry fails to provide accounting
            		services, the network access server tries the second host entry configured on
            		the same device for accounting services. (The RADIUS host entries are tried in
            		the order in which they are configured.)
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Defining AAA Server Groups

         
      

      
      
      
   
      
      
      AAA Authorization

      
         

         
         AAA authorization limits the services available to a user. When AAA authorization is enabled, the switch uses information
            retrieved from the user’s profile, which is in the local user database or on the security server, to configure the user’s
            session. The user is granted access to a requested service only if the information in the user profile allows it.
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring RADIUS Authorization for User Privileged Access and Network Services

         
      

      
      
      
   
      
      
      Kerberos and Switch
         	 Access
      

      
         This section describes
            		how to enable and configure the Kerberos security system, which authenticates
            		requests for network resources by using a trusted third party. 
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                  In the Kerberos
                     		  configuration examples, the trusted third party can be any switch that supports
                     		  Kerberos, that is configured as a network security server, and that can
                     		  authenticate users by using the Kerberos protocol. 
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Authenticating to a Boundary Switch

      
         This section describes the first layer of security through which a remote user must pass. The user must first authenticate
            to the boundary switch. This process then occurs:
         

         
         
            	
               
               The user opens an un-Kerberized Telnet connection to the boundary switch.

               

               
               
            

            
            	
               
               The switch prompts the user for a username and password.

               

               
               
            

            
            	
               
               The switch requests a TGT from the KDC for this user.

               

               
               
            

            
            	
               
               The KDC sends an encrypted TGT that includes the user identity to the switch.

               

               
               
            

            
            	
               
               The switch attempts to decrypt the TGT by using the password that the user entered. 

               

               
               
               
                  	
                     
                     If the decryption is successful, the user is authenticated to the switch.

                     

                     
                     
                  

                  
                  	
                     
                     If the decryption is not successful, the user repeats Step 2 either by re-entering the username and password (noting if Caps
                        Lock or Num Lock is on or off) or by entering a different username and password.
                     

                     

                     
                     
                  

                  
               

               
               
            

            
         

         
         A remote user who initiates a un-Kerberized Telnet session and authenticates to a boundary switch is inside the firewall,
            but the user must still authenticate directly to the KDC before getting access to the network services. The user must authenticate
            to the KDC because the TGT that the KDC issues is stored on the switch and cannot be used for additional authentication until
            the user logs on to the switch.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Authenticating to Network Services

      
         This section describes the third layer of security through which a remote user must pass. The user with a TGT must now authenticate
            to the network services in a Kerberos realm. 
         

         
         For instructions about how to authenticate to a network service, see the “Authenticating to
            Network Services” section in the “Security Server Protocols” chapter of the Cisco IOS
               Security Configuration Guide, Release 12.4.
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure
         	 Kerberos
      

      
         To set up a
            		Kerberos-authenticated server-client system, follow these steps: 
            	 
         

         
         
            	 
               		  
               Configure the KDC
                  			 by using Kerberos commands.
                  		  
               

               

               
               		
            

            
            	 
               		  
               Configure the
                  			 switch to use the Kerberos protocol.
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      SSH and Switch
         	 Access
      

      
         Secure Shell (SSH) is
            		a protocol that provides a secure, remote connection to a device. SSH provides
            		more security for remote connections than Telnet does by providing strong
            		encryption when a device is authenticated. This software release supports SSH
            		Version 1 (SSHv1) and SSH Version 2 (SSHv2). 
            	 
         

         
         SSH functions the same
            		in IPv6 as in IPv4. For IPv6, SSH supports IPv6 addresses and enables secure,
            		encrypted connections with remote IPv6 nodes over an IPv6 transport. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      SSH Configuration Guidelines

      
         Follow these guidelines when configuring the switch as an SSH server or SSH client:

         
         
            	
               
               An RSA key pair generated by a SSHv1 server can be used by an SSHv2 server, and the reverse.

               

               
               
            

            
            	
               
               If the SSH server is running on a stack master and the stack master fails, the new stack master uses the RSA key pair generated
                  by the previous stack master. 
               

               

               
               
            

            
            	
               
               If you get CLI error messages after entering the crypto key generate
                        rsa global configuration command, an RSA key pair has not been
                  generated. Reconfigure the hostname and domain, and then enter the crypto
                        key generate rsa command. For more information, see Related Topics below.
               

               

               
               
            

            
            	
               
               When generating the RSA key pair, the message No host name specified might appear. If
                  it does, you must configure a hostname by using the
                  hostname global configuration command.
               

               

               
               
            

            
            	
               
               When generating the RSA key pair, the message No domain specified might appear. If it
                  does, you must configure an IP domain name by using the ip
                        domain-name global configuration command.
               

               

               
               
            

            
            	
               
               When configuring the local authentication and authorization authentication method, make sure that AAA is disabled on the console.

               

               
               
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Setting Up the Device to Run SSH

         
         Configuring the Switch for Local Authentication and Authorization

         
      

      
      
      
   
      
      
      Secure Copy Protocol
         	 Overview
      

      
         The Secure Copy
            		Protocol (SCP) feature provides a secure and authenticated method for copying
            		switch configurations or switch image files. SCP relies on Secure Shell (SSH),
            		an application and a protocol that provides a secure replacement for the
            		Berkeley r-tools. 
            	 
         

         
         For SSH to work, the
            		switch needs an RSA public/private key pair. This is the same with SCP, which
            		relies on SSH for its secure transport. 
            	 
         

         
         Because SSH also
            		relies on AAA authentication, and SCP relies further on AAA authorization,
            		correct configuration is necessary. 
            	 
         

         
         
            	 
               		  
               Before enabling
                  			 SCP, you must correctly configure SSH, authentication, and authorization on the
                  			 switch.
                  		  
               

               

               
               		
            

            
            	 
               		  
               Because SCP relies
                  			 on SSH for its secure transport, the router must have an Rivest, Shamir, and
                  			 Adelman (RSA) key pair.
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                  When using SCP, you
                     		  cannot enter the password into the copy command. You must enter the password
                     		  when prompted.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Monitoring the SSH
         	 Configuration and Status
      

      
         
         
            
               This table displays
                     		the SSH server configuration and status.
                     	 

Commands for
                     		Displaying the SSH Server Configuration and Status
               
                  
                     	 
                        				
                        Command
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Purpose
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        show ip ssh
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Shows the
                           				  version and configuration information for the SSH server.
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show ssh
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Shows the
                           				  status of the SSH server.
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Digital
         	 certificates
      

      
          The validity of the
            		authentication depends upon the strength of the linkage between the public
            		signing key and the identity of the signer. Digital certificates in the X.509v3
            		format (RFC5280) are used to provide identity management. A chain of signatures
            		by a trusted root certification authority and its intermediate certificate
            		authorities binds a given public signing key to a given digital identity. 
            	 
         

         
          Public key
            		infrastructure (PKI) trustpoint helps manage the digital certificates. The
            		association between the certificate and the trustpoint helps track the
            		certificate. The trustpoint contains information about the certificate
            		authority (CA), different identity parameters, and the digital certificate.
            		Multiple trustpoints can be created to associate with different certificates. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Certificate
         	 Authority Trustpoints
      

      
         Certificate
            		authorities (CAs) manage certificate requests and issue certificates to
            		participating network devices. These services provide centralized security key
            		and certificate management for the participating devices. Specific CA servers
            		are referred to as 
            		trustpoints.
            	 
         

         
         When a connection
            		attempt is made, the HTTPS server provides a secure connection by issuing a
            		certified X.509v3 certificate, obtained from a specified CA trustpoint, to the
            		client. The client (usually a Web browser), in turn, has a public key that
            		allows it to authenticate the certificate.
            	 
         

         
         For secure HTTP
            		connections, we highly recommend that you configure a CA trustpoint. If a CA
            		trustpoint is not configured for the device running the HTTPS server, the
            		server certifies itself and generates the needed RSA key pair. Because a
            		self-certified (self-signed) certificate does not provide adequate security,
            		the connecting client generates a notification that the certificate is
            		self-certified, and the user has the opportunity to accept or reject the
            		connection. This option is useful for internal network topologies (such as
            		testing).
            	 
         

         
         If you do not
            		configure a CA trustpoint, when you enable a secure HTTP connection, either a
            		temporary or a persistent self-signed certificate for the secure HTTP server
            		(or client) is automatically generated. 
            	 
         

         
         
            	 
               		  
               If the switch is
                  			 not configured with a hostname and a domain name, a temporary self-signed
                  			 certificate is generated. If the switch reboots, any temporary self-signed
                  			 certificate is lost, and a new temporary new self-signed certificate is
                  			 assigned. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If the switch has
                  			 been configured with a host and domain name, a persistent self-signed
                  			 certificate is generated. This certificate remains active if you reboot the
                  			 switch or if you disable the secure HTTP server so that it will be there the
                  			 next time you re-enable a secure HTTP connection. 
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                  The certificate
                     		  authorities and trustpoints must be configured on each device individually.
                     		  Copying them from other devices makes them invalid on the switch.
                     		
                  

                  
                  		
                  When a new certificate is enrolled, the new configuration change is
                     		  not applied to the HTTPS server until the server is restarted. You can restart
                     		  the server using either the CLI or by physical reboot. On restarting the
                     		  server, the switch starts using the new certificate.
                     		
                  

                  
                  	 
                  

               
            

         

         
         If a self-signed
            		certificate has been generated, this information is included in the output of
            		the 
            		show
                  			 running-config privileged EXEC command. This is a partial sample
            		output from that command displaying a self-signed certificate.
            	 
         

         
Device# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-3080755072
 revocation-check none
 rsakeypair TP-self-signed-3080755072
!
!
crypto ca certificate chain TP-self-signed-3080755072
 certificate self-signed 01
  3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
  59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
  02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
  30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

<output truncated>


         You can remove this
            		self-signed certificate by disabling the secure HTTP server and entering the 
            		no crypto pki trustpoint
                  			 TP-self-signed-30890755072 global configuration command. If you
            		later re-enable a secure HTTP server, a new self-signed certificate is
            		generated.
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                  The values that
                     		  follow 
                     		  TP self-signed
                     		  depend on the serial number of the device.
                     		
                  

                  
                  	 
                  

               
            

         

         
         You can use an
            		optional command (ip http
                  			 secure-client-auth) to allow the HTTPS server to request an
            		X.509v3 certificate from the client. Authenticating the client provides more
            		security than server authentication by itself.
            	 
         

         
         For additional
            		information on Certificate Authorities, see the “Configuring Certification
            		Authority Interoperability” chapter in the 
            		Cisco IOS
               		  Security Configuration Guide, Release 12.4. 
            	 
         

         
      

      
      
   
      
      
      CipherSuites

      
         A CipherSuite
            		specifies the encryption algorithm and the digest algorithm to use on a SSL
            		connection. When connecting to the HTTPS server, the client Web browser offers
            		a list of supported CipherSuites, and the client and server negotiate the best
            		encryption algorithm to use from those on the list that are supported by both.
            		For example, Netscape Communicator 4.76 supports U.S. security with RSA Public
            		Key Cryptography, MD2, MD5, RC2-CBC, RC4, DES-CBC, and DES-EDE3-CBC. 
            	 
         

         
         For the best possible
            		encryption, you should use a client browser that supports 128-bit encryption,
            		such as Microsoft Internet Explorer Version 5.5 (or later) or Netscape
            		Communicator Version 4.76 (or later). The SSL_RSA_WITH_DES_CBC_SHA CipherSuite
            		provides less security than the other CipherSuites, as it does not offer
            		128-bit encryption. 
            	 
         

         
         The more secure and
            		more complex CipherSuites require slightly more processing time. This list
            		defines the CipherSuites supported by the switch and ranks them from fastest to
            		slowest in terms of router processing load (speed): 
            	 
         

         
         
            	 
               		  
               SSL_RSA_WITH_DES_CBC_SHA—RSA key exchange (RSA Public Key
                  			 Cryptography) with DES-CBC for message encryption and SHA for message digest 
                  		  
               

               

               
               		
            

            
            	 
               		  
               SSL_RSA_WITH_NULL_SHA key exchange with NULL for message
                  			 encryption and SHA for message digest (only for SSL 3.0). 
                  		  
               

               

               
               		
            

            
            	 
               		  
               SSL_RSA_WITH_NULL_MD5 key exchange with NULL for message
                  			 encryption and MD5 for message digest (only for SSL 3.0). 
                  		  
               

               

               
               		
            

            
            	 
               		  
               SSL_RSA_WITH_RC4_128_MD5—RSA key exchange with RC4 128-bit
                  			 encryption and MD5 for message digest 
                  		  
               

               

               
               		
            

            
            	 
               		  
               SSL_RSA_WITH_RC4_128_SHA—RSA key exchange with RC4 128-bit
                  			 encryption and SHA for message digest 
                  		  
               

               

               
               		
            

            
            	 
               		  
               SSL_RSA_WITH_3DES_EDE_CBC_SHA—RSA key exchange with 3DES and
                  			 DES-EDE3-CBC for message encryption and SHA for message digest 
                  		  
               

               

               
               		
            

            
            	 
               		  
               SSL_RSA_WITH_AES_128_CBC_SHA—RSA key exchange with AES 128-bit
                  			 encryption and SHA for message digest (only for SSL 3.0). 
                  		  
               

               

               
               		
            

            
            	 
               		  
               SSL_RSA_WITH_AES_256_CBC_SHA—RSA key exchange with AES 256-bit
                  			 encryption and SHA for message digest (only for SSL 3.0). 
                  		  
               

               

               
               		
            

            
            	 
               		  
               SSL_RSA_WITH_DHE_AES_128_CBC_SHA—RSA key exchange with AES
                  			 128-bit encryption and SHA for message digest (only for SSL 3.0). 
                  		  
               

               

               
               		
            

            
            	 
               		  
               SSL_RSA_WITH_DHE_AES_256_CBC_SHA—RSA key exchange with AES
                  			 256-bit encryption and SHA for message digest (only for SSL 3.0). 
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                  The latest versions
                     		  of Chrome do not support the four original cipher suites, thus disallowing
                     		  access to both web GUI and guest portals. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         RSA (in conjunction
            		with the specified encryption and digest algorithm combinations) is used for
            		both key generation and authentication on SSL connections. This usage is
            		independent of whether or not a CA trustpoint is configured. 
            	 
         

         
      

      
      
   
      
      
      Default SSL Configuration

      
         The standard HTTP server is enabled.

         
         SSL is enabled. 

         
         No CA trustpoints are configured.

         
         No self-signed certificates are generated.

         
      

      
      
   
      
      
      Access Control Entries

      
         

         
         An ACL contains an ordered list of access control entries (ACEs). Each ACE specifies permit or deny and a set of conditions the packet must satisfy in order to match the ACE. The meaning of permit or deny depends on the context in which the ACL is used.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      ACL Supported Types

      
         

         
         The switch supports IP ACLs and Ethernet (MAC) ACLs:

         
         
            	
               IP ACLs filter IPv4 traffic, including TCP, User Datagram Protocol (UDP), Internet Group Management Protocol (IGMP), and Internet
                  Control Message Protocol (ICMP).
               

               

               
            

            
            	
               Ethernet ACLs filter non-IP traffic.
               

               

               
            

            
         

         
         This switch also supports quality of service (QoS) classification ACLs.

         
      

      
      
      
         
      

      
      
      
   
      
      
      ACL
         	 Precedence
      

      
         

         
         When 
            		VLAN maps, 
               		Port ACLs, and router ACLs are configured on the same switch, the
            		filtering precedence, from greatest to least for ingress traffic is port ACL, 
            		VLAN
               		  map, 
               		and then router ACL. For egress traffic, the filtering precedence is
            		router ACL, 
            		VLAN
               		  map, 
               		and then port ACL.
            	 
         

         
         The following examples describe simple use cases: 
            	 
         

         
         
            	 
               		  
               When both an input port ACL
                  			 and a VLAN map are applied, incoming packets received on ports with a port ACL
                  			 applied are filtered by the port ACL. Other packets are filtered by the VLAN
                  			 map 
                  		  
               

               

               
               		
            

            
            	 
               		  
               When an input router ACL and
                  			 input port ACL exist in a switch virtual interface (SVI), incoming packets
                  			 received on ports to which a port ACL is applied are filtered by the port ACL.
                  			 Incoming routed IP packets received on other ports are filtered by the router
                  			 ACL. Other packets are not filtered. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               When an output router ACL and
                  			 input port ACL exist in an SVI, incoming packets received on the ports to which
                  			 a port ACL is applied are filtered by the port ACL. Outgoing routed IP packets
                  			 are filtered by the router ACL. Other packets are not filtered. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               When a VLAN map, input router
                  			 ACL, and input port ACL exist in an SVI, incoming packets received on the ports
                  			 to which a port ACL is applied are only filtered by the port ACL. Incoming
                  			 routed IP packets received on other ports are filtered by both the VLAN map and
                  			 the router ACL. Other packets are filtered only by the VLAN map. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               When a VLAN map, output
                  			 router ACL, and input port ACL exist in an SVI, incoming packets received on
                  			 the ports to which a port ACL is applied are only filtered by the port ACL.
                  			 Outgoing routed IP packets are filtered by both the VLAN map and the router
                  			 ACL. Other packets are filtered only by the VLAN map. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
         
      

      
      Related References

         
         Restrictions for Configuring IPv4 Access Control Lists

         
      

      
      
      
   
      
      
      ACEs and  Fragmented and Unfragmented Traffic

      
         IP packets  can be fragmented as they cross the network. When this happens, only the fragment containing the beginning of
            the packet contains the Layer 4 information, such as TCP or UDP port numbers, ICMP type and code, and so on. All other fragments
            are missing this information.
         

         
         Some access control entries (ACEs) do not check Layer 4 information and therefore can be applied to all packet fragments.
            ACEs that do test Layer 4 information cannot be applied in the standard manner to most of the fragments in a fragmented IP
            packet. When the fragment contains no Layer 4 information and the ACE tests some Layer 4 information, the matching rules are
            modified:
         

         
         
            	
               Permit ACEs that check the Layer 3 information in the fragment (including protocol type, such as TCP, UDP, and so on) are
                  considered to match the fragment regardless of what the missing Layer 4 information might have been.
               

               

               
            

            
            	
               Deny ACEs that check Layer 4 information never match a fragment unless the fragment contains Layer 4 information.

               

               
            

            
         

         
      

      
      
      
         
         	ACEs and Fragmented and Unfragmented Traffic Examples

         
      

      
      
      
         
      

      
      
      
   
      
      
      ACLs and Switch Stacks

      
         ACL support is the same for a switch stack as for a standalone switch. ACL configuration information is propagated to all
            switches in the stack. All switches in the stack, including the active switch, process the information and program their hardware.
         

         
      

      
      
      
         
         	Active Switch and ACL Functions

         
         	Stack Member and ACL Functions

         
         	Active Switch Failure and ACLs

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv4 ACL Switch
         	 Unsupported Features
      

      
         

         
         Configuring IPv4 ACLs on the
            		switch is the same as configuring IPv4 ACLs on other Cisco switches and
            		routers. 
            	 
         

         
         The following ACL-related features
            		are not supported: 
            	 
         

         
         
            	 
               		  
               Non-IP protocol ACLs 
                  			  
                  		  
               

               

               
               		
            

            
            	 
               		  
               IP accounting 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Reflexive ACLs and dynamic
                  			 ACLs are not supported. 
                  			  
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      ACL Logging

      
         The switch software can
            		provide logging messages about packets permitted or denied by a standard IP
            		access list. That is, any packet that matches the ACL causes an informational
            		logging message about the packet to be sent to the console. The level of
            		messages logged to the console is controlled by the logging
                  			 console commands controlling the syslog messages.
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                  Because routing is done in
                     		  hardware and logging is done in software, if a large number of packets match a 
                     		  permit or 
                     		  deny ACE containing a 
                     		  log keyword,
                     		  the software might not be able to match the hardware processing rate, and not
                     		  all packets will be logged.
                     		
                  

                  
                  	 
                  

               
            

         

         
         The first packet that
            		triggers the ACL causes a logging message right away, and subsequent packets
            		are collected over 5-minute intervals before they appear or logged. The logging
            		message includes the access list number, whether the packet was permitted or
            		denied, the source IP address of the packet, and the number of packets from
            		that source permitted or denied in the prior 5-minute interval.
            	 
         

         
         
            
               	[image: ../images/note.gif]
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The logging facility might drop some logging message packets if there
                  		are too many to be handled or if there is more than one logging message to be
                  		handled in 1 second. This behavior prevents the router from crashing due to too
                  		many logging packets. Therefore, the logging facility should not be used as a
                  		billing tool or an accurate source of the number of matches to an access list.
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Hardware and Software Treatment of IP ACLs

      
         ACL processing is performed
            		in hardware. If the hardware reaches its capacity to store ACL configurations,
            		all packets on that interface are dropped. 
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                  If an ACL configuration
                     		  cannot be implemented in hardware due to an out-of-resource condition on a
                     		  switch or stack member, then only the traffic in that VLAN arriving on that
                     		  switch is affected. 
                     		   
                     		
                  

                  
                  	 
                  

               
            

         

         
         For router ACLs, other factors can cause packets to be sent to the CPU: 

         
         
            	
               				
               Using the log keyword 
               

               

               
               			
            

            
            	
               				
               Generating ICMP unreachable messages 
               

               

               
               			
            

            
         

         
         When you enter the 
            		show ip
                  			 access-lists privileged EXEC command, the match count displayed
            		does not account for packets that are access controlled in hardware. Use the 
            		 
            		show platform acl
                  			 counters hardware privileged EXEC command to obtain some basic
            		hardware ACL statistics for switched and routed packets. 
            	 
         

         
         Router ACLs function as follows: 

         
         
            	
               				
               The hardware controls permit and deny actions of standard and extended ACLs (input and output) for security access control.
                  
               

               

               
               			
            

            
            	
               				
               If log has not been specified, the flows that match a deny statement in a security ACL are dropped by the hardware if ip unreachables is disabled. The flows matching a permit statement are switched in hardware. 
               

               

               
               			
            

            
            	
               				
               Adding the log keyword to an ACE in a router ACL causes a copy of the packet to be sent to the CPU for logging only. If the ACE is a permit statement, the packet is still switched and routed in hardware. 
               

               

               
               			
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IPv4 ACL Interface
         	 Considerations
      

      
         

         
         When you apply the 
            		ip access-group
            		interface configuration command to a Layer 3 interface (an SVI, a Layer 3
            		EtherChannel, or a routed port), the interface must have been configured with
            		an IP address. Layer 3 access groups filter packets that are routed or are
            		received by Layer 3 processes on the CPU. They do not affect packets bridged
            		within a VLAN. 
            	 
         

         
         For inbound ACLs, after
            		receiving a packet, the switch checks the packet against the ACL. If the ACL
            		permits the packet, the switch continues to process the packet. If the ACL
            		rejects the packet, the switch discards the packet. 
            	 
         

         
         For outbound ACLs, after
            		receiving and routing a packet to a controlled interface, the switch checks the
            		packet against the ACL. If the ACL permits the packet, the switch sends the
            		packet. If the ACL rejects the packet, the switch discards the packet. 
            	 
         

         
         By default, the input
            		interface sends ICMP Unreachable messages whenever a packet is discarded,
            		regardless of whether the packet was discarded because of an ACL on the input
            		interface or because of an ACL on the output interface. ICMP Unreachables are
            		normally limited to no more than one every one-half second per input interface,
            		but this can be changed by using the 
            		ip icmp rate-limit
                  			 unreachable global configuration command. 
            	 
         

         
         When you apply an
            		undefined ACL to an interface, the switch acts as if the ACL has not been
            		applied to the interface and permits all packets. Remember this behavior if you
            		use undefined ACLs for network security. 
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Applying an IPv4 ACL to an Interface

         
      

      
      Related References

         
         Restrictions for Configuring IPv4 Access Control Lists

         
      

      
      
      
   
      
      
      DHCP Server

      
         The DHCP server assigns IP
            		addresses from specified address pools on a switch or router to DHCP clients
            		and manages them. If the DHCP server cannot give the DHCP client the requested
            		configuration parameters from its database, it forwards the request to one or
            		more secondary DHCP servers defined by the network administrator. The switch
            		can act as a DHCP server. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP Relay Agent

      
         A DHCP relay agent is a Layer 3 device that forwards DHCP packets between clients and servers. Relay agents forward requests
            and replies between clients and servers when they are not on the same  physical subnet. Relay agent forwarding is different
            from the normal Layer 2 forwarding, in which IP datagrams are switched transparently between networks. Relay agents receive
            DHCP messages and generate new DHCP messages to send on output interfaces.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP Snooping

      
         DHCP snooping is a DHCP
            		security feature that provides network security by filtering untrusted DHCP
            		messages and by building and maintaining a DHCP snooping binding database, also
            		referred to as a DHCP snooping binding table. 
            	 
         

         
         DHCP snooping acts like a
            		firewall between untrusted hosts and DHCP servers. You use DHCP snooping to
            		differentiate between untrusted interfaces connected to the end user and
            		trusted interfaces connected to the DHCP server or another switch. 
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                     For DHCP snooping
                        			 to function properly, all DHCP servers must be connected to the switch through
                        			 trusted interfaces. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
         An untrusted DHCP message is a message that is
            		received through an untrusted interface. By default, the switch considers all
            		interfaces untrusted. So, the switch must be configured to trust some
            		interfaces to use DHCP Snooping. When you use DHCP snooping in a
            		service-provider environment, an untrusted message is sent from a device that
            		is not in the service-provider network, such as a customer’s switch. Messages
            		from unknown devices are untrusted because they can be sources of traffic
            		attacks. 
            	 
         

         
         The DHCP snooping binding
            		database has the MAC address, the IP address, the lease time, the binding type,
            		the VLAN number, and the interface information that corresponds to the local
            		untrusted interfaces of a switch. It does not have information regarding hosts
            		interconnected with a trusted interface. 
            	 
         

         
         In a service-provider network, an example of
            		an interface you might configure as trusted is one connected to a port on a
            		device in the same network. An example of an untrusted interface is one that is
            		connected to an untrusted interface in the network or to an interface on a
            		device that is not in the network. 
            	 
         

         
         When a switch receives a
            		packet on an untrusted interface and the interface belongs to a VLAN in which
            		DHCP snooping is enabled, the switch compares the source MAC address and the
            		DHCP client hardware address. If the addresses match (the default), the switch
            		forwards the packet. If the addresses do not match, the switch drops the
            		packet. 
            	 
         

         
         The switch drops a DHCP
            		packet when one of these situations occurs: 
            	 
         

         
         
            	 
               		  
               A packet from a DHCP server,
                  			 such as a DHCPOFFER, DHCPACK, DHCPNAK, or DHCPLEASEQUERY packet, is received
                  			 from outside the network or firewall. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               A packet is received on an
                  			 untrusted interface, and the source MAC address and the DHCP client hardware
                  			 address do not match. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The switch receives a
                  			 DHCPRELEASE or DHCPDECLINE broadcast message that has a MAC address in the DHCP
                  			 snooping binding database, but the interface information in the binding
                  			 database does not match the interface on which the message was received. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               A DHCP relay agent forwards a
                  			 DHCP packet that includes a relay-agent IP address that is not 0.0.0.0, or the
                  			 relay agent forwards a packet that includes option-82 information to an
                  			 untrusted port. 
                  		  
               

               

               
               		
            

            
         

         
         If the switch is an aggregation switch
            		supporting DHCP snooping and is connected to an edge switch that is inserting
            		DHCP option-82 information, the switch drops packets with option-82 information
            		when packets are received on an untrusted interface. If DHCP snooping is
            		enabled and packets are received on a trusted port, the aggregation switch does
            		not learn the DHCP snooping bindings for connected devices and cannot build a
            		complete DHCP snooping binding database. 
            	 
         

         
         When an aggregation switch
            		can be connected to an edge switch through an untrusted interface and you enter
            		the 
            		ip dhcp snooping information option
                  			 allow-untrusted global configuration command, the aggregation
            		switch accepts packets with option-82 information from the edge switch. The
            		aggregation switch learns the bindings for hosts connected through an untrusted
            		switch interface. The DHCP security features, such as dynamic ARP inspection or
            		IP source guard, can still be enabled on the aggregation switch while the
            		switch receives packets with option-82 information on untrusted input
            		interfaces to which hosts are connected. The port on the edge switch that
            		connects to the aggregation switch must be configured as a trusted interface. 
            	 
         

         
         Normally, it is not desirable
            		to broadcast packets to wireless clients. So, DHCP snooping replaces
            		destination broadcast MAC address (ffff.ffff.ffff) with unicast MAC address for
            		DHCP packets that are going from server to wireless clients. The unicast MAC
            		address is retrieved from CHADDR field in the DHCP payload. This processing is
            		applied for server to client packets such as DHCP OFFER, DHCP ACK, and DHCP
            		NACK messages. The 
            		ip dhcp snooping wireless
                  			 bootp-broadcast enable can be used to revert this behavior. When
            		the wireless BOOTP broadcast is enabled, the broadcast DHCP packets from server
            		are forwarded to wireless clients without changing the destination MAC address.
            		
            	 
         

         
      

      
      
      
         
      

      
      Related References

         
         Prerequisites for Configuring DHCP Snooping and Option 82

         
      

      
      
      
   
      
      
      Cisco IOS DHCP Server Database

      
         During the DHCP-based autoconfiguration process, the designated DHCP server uses the Cisco IOS DHCP server database. It has
            IP addresses, address bindings, and configuration parameters, such as the boot file.
         

         
         An address binding is a mapping between an IP address and a MAC address of a host in the Cisco IOS DHCP server database. You
            can manually assign the client IP address, or the DHCP  server can allocate an IP address from a DHCP address pool. For more
            information about manual and automatic address bindings, see the “Configuring DHCP” chapter of the Cisco IOS IP Configuration Guide,  Release 12.4.
         

         
         For procedures to enable and configure the Cisco IOS DHCP server database, see the “DHCP Configuration Task List” section
            in the “Configuring DHCP” chapter of the Cisco IOS IP Configuration Guide, Release 12.4.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP Snooping Binding Database

      
         When DHCP snooping is enabled, the switch uses the DHCP snooping binding database to store information about untrusted interfaces.
            The database can have up to 64,000 bindings.
         

         
         Each database entry (binding) has an IP address, an associated MAC address, the lease time (in hexadecimal format), the interface
            to which the binding applies, and the VLAN to which the interface belongs. The database agent stores the bindings in a file
            at a configured location. At the end of each entry is a checksum that accounts for all the bytes from the start of the file
            through all the bytes associated with the entry. Each entry is 72 bytes, followed by a space and then the checksum value.
         

         
         To keep the bindings when the switch reloads, you must use the DHCP snooping database agent. If the agent is disabled, dynamic
            ARP inspection or IP source guard is enabled, and the DHCP snooping binding database has dynamic bindings, the switch loses
            its connectivity. If the agent is disabled and only DHCP snooping is enabled, the switch does not lose its connectivity, but
            DHCP snooping might not prevent DHCP spoofing attacks.
         

         
         When reloading, the switch reads the binding file to build the DHCP snooping binding database. The switch updates the file
            when the database changes.
         

         
         When a switch learns of new bindings or when it loses bindings, the switch immediately updates the entries in the database.
            The switch also updates the entries in the binding file. The frequency at which the file is updated is based on a configurable
            delay, and the updates are batched. If the file is not updated in a specified time (set by the write-delay and abort-timeout
            values), the update stops.
         

         
         This is the format of the file with bindings:
         

         
<initial-checksum>
TYPE DHCP-SNOOPING
VERSION 1
BEGIN
<entry-1> <checksum-1>
<entry-2> <checksum-1-2>
...
...
<entry-n> <checksum-1-2-..-n>
END



         Each entry in the file is tagged with a checksum value that the switch uses to verify the entries when it reads the file.
            The initial-checksum entry on the first line distinguishes entries associated with the latest file update from entries associated
            with a previous file update.
         

         
         This is an example of a binding file:

         
2bb4c2a1
TYPE DHCP-SNOOPING
VERSION 1
BEGIN
192.1.168.1 3 0003.47d8.c91f 2BB6488E Gi1/0/4 21ae5fbb
192.1.168.3 3 0003.44d6.c52f 2BB648EB Gi1/0/4 1bdb223f
192.1.168.2 3 0003.47d9.c8f1 2BB648AB Gi1/0/4 584a38f0
END



         When the switch starts and the calculated checksum value equals the stored checksum value, the switch reads entries from the
            binding file and adds the bindings to its DHCP snooping binding database. The switch ignores an entry when one of these situations
            occurs:
         

         
         
            	
               The switch reads the entry and the calculated checksum value does not equal the stored checksum value. The entry and the ones
                  following it are ignored.
               

               

               
            

            
            	
               An entry has an expired lease time (the switch might not remove a binding entry when the lease time expires).

               

               
            

            
            	
               The interface in the entry no longer exists on the system.

               

               
            

            
            	
               The interface is a routed interface or a DHCP snooping-trusted interface.

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP Snooping and Switch Stacks

      
         DHCP snooping is managed on
            		the stack master. When a new switch joins the stack, the switch receives the
            		DHCP snooping configuration from the stack master. When a member leaves the
            		stack, all DHCP snooping address bindings associated with the switch age out.
            	 
         

         
         All snooping statistics are
            		generated on the stack master. If a new stack master is elected, the statistics
            		counters reset.
            	 
         

         
         When a stack merge occurs,
            		all DHCP snooping bindings in the stack master are lost if it is no longer the
            		stack master. With a stack partition, the existing stack master is unchanged,
            		and the bindings belonging to the partitioned switches age out. The new master
            		of the partitioned stack begins processing the new incoming DHCP packets. 
            		
            		
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default DHCP Snooping Configuration

      
         

         
         
         
            
               Default DHCP Configuration
               
                  
                     	
                        Feature

                        
                     
                     
                     	
                        Default Setting

                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        DHCP server

                        
                     
                     
                     	
                        Enabled in Cisco IOS software, requires configuration1

                        
                     
                     
                  

                  
                  
                     	
                        DHCP relay agent

                        
                     
                     
                     	
                        Enabled2

                        
                     
                     
                  

                  
                  
                     	
                        DHCP packet forwarding address

                        
                     
                     
                     	
                        None configured

                        
                     
                     
                  

                  
                  
                     	
                        Checking the relay agent information

                        
                     
                     
                     	
                        Enabled (invalid messages are dropped)

                        
                     
                     
                  

                  
                  
                     	
                        DHCP relay agent forwarding policy

                        
                     
                     
                     	
                        Replace the existing relay agent information

                        
                     
                     
                  

                  
                  
                     	
                        DHCP snooping enabled globally

                        
                     
                     
                     	
                        Disabled

                        
                     
                     
                  

                  
                  
                     	
                        DHCP snooping information option

                        
                     
                     
                     	
                        Enabled

                        
                     
                     
                  

                  
                  
                     	
                        DHCP snooping option to accept packets on untrusted input interfaces3

                        
                     
                     
                     	
                        Disabled

                        
                     
                     
                  

                  
                  
                     	
                        DHCP snooping limit rate

                        
                     
                     
                     	
                        None configured

                        
                     
                     
                  

                  
                  
                     	
                        DHCP snooping trust

                        
                     
                     
                     	
                        Untrusted

                        
                     
                     
                  

                  
                  
                     	
                        DHCP snooping VLAN

                        
                     
                     
                     	
                        Disabled

                        
                     
                     
                  

                  
                  
                     	
                        DHCP snooping MAC address verification

                        
                     
                     
                     	
                        Enabled

                        
                     
                     
                  

                  
                  
                     	
                        Cisco IOS DHCP server binding database

                        
                     
                     
                     	
                        Enabled in Cisco IOS software, requires configuration.

                        
                        
                           
                              	Note   
                                    
                                    
                              	
                                 The switch gets network addresses and configuration parameters only from a device configured as a DHCP server.

                                 
                              
                           

                        

                        
                     
                     
                  

                  
                  
                     	
                        DHCP snooping binding database agent

                        
                     
                     
                     	
                        Enabled in Cisco IOS software, requires configuration. This feature is operational only when a destination is configured.

                        
                     
                     
                  

                  
               
               
            

            
         

         
         1  The switch responds to DHCP requests only if it is configured as a DHCP server.
         

         2  The switch relays DHCP packets only if the IP address of the DHCP server is configured on the SVI of the DHCP client.
         

         3  Use this feature when the switch is an aggregation switch that receives packets with option-82 information from an edge
            switch.
         

      

      
      
      
         
      

      
      
      
   
      
      
      DHCP Snooping
         	 Configuration Guidelines
      

      
         

         
         
            	 
               		  
               If a switch port is connected
                  			 to a DHCP server, configure a port as trusted by entering the 
                  			 ip dhcp snooping trust interface configuration
                  			 command. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If a switch port is connected
                  			 to a DHCP client, configure a port as untrusted by entering the 
                  			 no ip dhcp snooping trust interface configuration
                  			 command. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               You can display DHCP snooping
                  			 statistics by entering the 
                  			 show ip dhcp snooping statistics user EXEC
                  			 command, and you can clear the snooping statistics counters by entering the 
                  			 clear ip dhcp snooping statistics privileged EXEC
                  			 command. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP Server and Switch Stacks

      
         The DHCP binding database is managed on the stack master. When a new stack master is assigned, the new master downloads the
            saved binding database from the TFTP server. If the stack master fails, all unsaved bindings are lost. The IP addresses associated
            with the lost bindings are released. You should configure an automatic backup by using the ip dhcp database url [timeout seconds | write-delay seconds] global configuration command.
         

         
         When a stack merge occurs, the stack master that becomes a stack member loses all of the DHCP lease bindings. With a stack
            partition, the new master in the partition acts as a new DHCP server without any of the existing DHCP lease bindings.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP Source Guard

      
         You can use IP source guard to prevent traffic attacks if a host tries to use the IP address of its neighbor and you can enable
            IP source guard when DHCP snooping is enabled on an untrusted interface. 
         

         
          After IPSG is enabled on an interface, the switch blocks all IP traffic received on the interface except for DHCP packets
            allowed by DHCP snooping.   
         

         
         The switch uses a source IP lookup table in hardware to bind IP addresses  to ports. For IP and MAC filtering,  a combination
            of source IP and source MAC lookups are used.   IP traffic with a source IP address is the binding table is allowed, all other
            traffic is denied. 
         

         
         The IP source binding table has bindings that are learned by DHCP snooping or are manually configured (static IP source bindings).
            An entry in this table has an IP address, its associated MAC address, and its associated VLAN number. The switch uses the
            IP source binding table only when IP source guard is enabled.
         

         
         IPSG is supported only on Layer 2 ports, including access and trunk ports. You can configure IPSG with source IP address filtering
            or with source IP and MAC address filtering.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP Source Guard for Static Hosts

      
         
            
               	[image: ../images/note.gif]
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                  Do not use IPSG (IP source guard) for static hosts on uplink ports or trunk ports.

                  
                  
                  

               
            

         

         
         IPSG for static hosts extends the IPSG capability to non-DHCP and static environments. The previous IPSG used the entries
            created by DHCP snooping to validate the hosts connected to a switch. Any traffic received from a host without a valid DHCP
            binding entry is dropped. This security feature restricts IP traffic on nonrouted Layer 2 interfaces. It filters traffic based
            on the DHCP snooping binding database and on manually configured IP source bindings. The previous version of IPSG required
            a DHCP environment for IPSG to work. 
         

         
         IPSG for static hosts allows IPSG to work without DHCP. IPSG for static hosts relies on IP device tracking-table entries to
            install port ACLs. The switch creates static entries based on ARP requests or other IP packets to maintain the list of valid
            hosts for a given port. You can also specify the number of hosts allowed to send traffic to a given port. This is equivalent
            to port security at Layer 3.
         

         
         IPSG for static hosts also supports dynamic hosts. If a dynamic host receives a
            DHCP-assigned IP address that is available in the IP DHCP snooping table, the same entry is
            learned by the IP device tracking table. In a stacked environment, when the master failover
            occurs, the IP source guard entries for static hosts attached to member ports are retained.
            When you enter the show ip device tracking all EXEC command, the
            IP device tracking table displays the entries as ACTIVE.
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                  Some IP hosts with multiple network interfaces can inject some invalid packets into a network interface. The invalid packets
                     contain the IP or MAC address for another network interface of the host as the source address. The invalid packets can cause
                     IPSG for static hosts to connect to the host, to learn the invalid IP or MAC address bindings, and to reject the valid bindings.
                     Consult the vender of the corresponding operating system and the network interface to prevent the host from injecting invalid
                     packets.
                  

                  
                  
                  

               
            

         

         
         IPSG for static hosts initially learns IP or MAC bindings dynamically through an ACL-based snooping mechanism. IP or MAC bindings
            are learned from static hosts by ARP and IP packets. They are stored in the device tracking database. When the number of IP
            addresses that have been dynamically learned or statically configured on a given port reaches a maximum, the hardware drops
            any packet with a new IP address. To resolve hosts that have moved or gone away for any reason, IPSG for static hosts leverages
            IP device tracking to age out dynamically learned IP address bindings. This feature can be used with DHCP snooping. Multiple
            bindings are established on a port that is connected to both DHCP and static hosts. For example, bindings are stored in both
            the device tracking database as well as in the DHCP snooping binding database.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP Source Guard
         	 Configuration Guidelines
      

      
         
            	 
               		  
               You can configure
                  			 static IP bindings only on nonrouted ports. If you enter the 
                  			 ip source binding 
                     				mac-address 
                     				vlan 
                     				vlan-id
                        				  ip-address 
                     				interface 
                     				interface-id global configuration command on a
                  			 routed interface, this error message appears: 
                  		  
               

               

               
               		  
Static IP source binding can only be configured on switch port.



               
               		

            
            	 
               		  
               When IP source
                  			 guard with source IP filtering is enabled on an interface, DHCP snooping must
                  			 be enabled on the access VLAN for that interface. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If you are
                  			 enabling IP source guard on a trunk interface with multiple VLANs and DHCP
                  			 snooping is enabled on all the VLANs, the source IP address filter is applied
                  			 on all the VLANs. 
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Note
                     	


 
                        			 
                        If IP source
                           				guard is enabled and you enable or disable DHCP snooping on a VLAN on the trunk
                           				interface, the switch might not properly filter traffic. 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
            	 
               		  
               You can enable
                  			 this feature when 802.1x port-based authentication is enabled. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               When you configure
                  			 IP source guard smart logging, packets with a source address other than the
                  			 specified address or an address learned by DHCP are denied, and the packet
                  			 contents are sent to a NetFlow collector. If you configure this feature, make
                  			 sure that smart logging is globally enabled. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               In a switch stack,
                  			 if IP source guard is configured on a stack member interface and you remove the
                  			 the configuration of that switch by entering the 
                  			 no 
                     				switch
                     				
                     				stack-member-number 
                     				provision global configuration command, the
                  			 interface static bindings are removed from the binding table, but they are not
                  			 removed from the running configuration. If you again provision the switch by
                  			 entering the 
                  			 switch 
                     				stack-member-number 
                     				provision command, the binding is restored. 
                  		  
               

               

               
               		  
               To remove the
                  			 binding from the running configuration, you must disable IP source guard before
                  			 entering the 
                  			 no switch
                        				  provision command. The configuration is also removed if the
                  			 switch reloads while the interface is removed from the binding table. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Interface Trust States and Network Security

      
         

         
         Dynamic ARP inspection associates a trust state with each interface on the switch. Packets arriving on trusted interfaces
            bypass all dynamic ARP inspection validation checks, and those arriving on untrusted interfaces undergo the dynamic ARP inspection
            validation process.
         

         
         In a typical network configuration, you configure all switch ports connected to host ports as untrusted and configure all
            switch ports connected to switches as trusted. With this configuration, all ARP packets entering the network from a given
            switch bypass the security check. No other validation is needed at any other place in the VLAN or in the network. You configure
            the trust setting by using theip arp inspection trust interface  configuration command.
         

         
         
            
               	[image: ../images/caut.gif]
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Use the trust state configuration carefully. Configuring interfaces as untrusted when they should betrusted can result in
                  a loss of connectivity.
                  

               
            

         

         
         In the following figure, assume that both Switch A and Switch B are running dynamic ARP inspection on the VLAN that includes
            Host 1 and Host 2. If Host 1 and Host 2 acquire their IP addresses from the DHCP server connected to Switch A, only Switch
            A binds the IP-to-MAC address of Host 1. Therefore, if the interface between Switch A and Switch B is untrusted, the ARP packets
            from Host 1 are dropped by Switch B. Connectivity between Host 1 and Host 2 is lost.
         

         
         ARP Packet Validation on a VLAN Enabled for Dynamic ARP Inspection

[image: ../images/111751.jpg]

         
         Configuring interfaces to be trusted when they are actually untrusted leaves a security hole in the network. If Switch A is
            not running dynamic ARP inspection, Host 1 can easily poison the ARP cache of Switch B (and Host 2, if the link between the
            switches is configured as trusted). This condition can occur even though Switch B is running dynamic ARP inspection.
         

         
         Dynamic ARP inspection ensures that hosts (on untrusted interfaces) connected to a switch running dynamic ARP inspection do
            not poison the ARP caches of other hosts in the network. However, dynamic ARP inspection does not prevent hosts in other portions
            of the network from poisoning the caches of the hosts that are connected to a switch running dynamic ARP inspection.
         

         
         In cases in which some switches in a VLAN run dynamic ARP inspection and other switches do not, configure the interfaces connecting
            such switches as untrusted. However, to validate the bindings of packets from nondynamic ARP inspection switches, configure
            the switch running dynamic ARP inspection with ARP ACLs. When you cannot determine such bindings, at Layer 3, isolate switches
            running dynamic ARP inspection from switches not running dynamic ARP inspection switches. 
         

         
         
            
               	[image: ../images/note.gif]
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Depending on the setup of the DHCP server and the network, it might not be possible to validate a given ARP packet on all
                  switches in the VLAN.
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Rate Limiting of ARP
         	 Packets
      

      
         

         
         The switch CPU
            		performs dynamic ARP inspection validation checks; therefore, the number of
            		incoming ARP packets is rate-limited to prevent a denial-of-service attack. By
            		default, the rate for untrusted interfaces is 15 packets per second (pps).
            		Trusted interfaces are not rate-limited. You can change this setting by using
            		the 
            		ip arp inspection limit interface configuration
            		command.
            	 
         

         
         When the rate of
            		incoming ARP packets exceeds the configured limit, the switch places the port
            		in the error-disabled state. The port remains in that state until you
            		intervene. You can use the 
            		errdisable recovery global configuration
            		command to enable error disable recovery so that ports automatically emerge
            		from this state after a specified timeout period.
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                  The rate limit for
                     		  an EtherChannel is applied separately to each switch in a stack. For example,
                     		  if a limit of 20 pps is configured on the EtherChannel, each switch with ports
                     		  in the EtherChannel can carry up to 20 pps. If any switch exceeds the limit,
                     		  the entire EtherChannel is placed into the error-disabled state.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Relative Priority of
         	 ARP ACLs and DHCP Snooping Entries
      

      
         

         
         Dynamic ARP inspection
            		uses the DHCP snooping binding database for the list of valid IP-to-MAC address
            		bindings.
            	 
         

         
         ARP ACLs take
            		precedence over entries in the DHCP snooping binding database. The switch uses
            		ACLs only if you configure them by using the 
            		ip arp inspection filter vlan global
            		configuration command. The switch first compares ARP packets to user-configured
            		ARP ACLs. If the ARP ACL denies the ARP packet, the switch also denies the
            		packet even if a valid binding exists in the database populated by DHCP
            		snooping.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Logging of Dropped Packets 

      
         

         
         When the switch drops a packet, it places an entry in the log buffer and then generates system messages on a rate-controlled
            basis. After the message is generated, the switch clears the entry from the log buffer. Each log entry contains flow information,
            such as the receiving VLAN, the port number, the source and destination IP addresses, and the source and destination MAC addresses.
         

         
         You use the ip arp inspection log-buffer global configuration command to configure the number of entries in the buffer and the number of entries needed in the specified
            interval to generate system messages. You specify the type of packets that are logged by using the ip arp inspection vlan logging global configuration command. 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About
         	 802.1x Port-Based Authentication
      

      
         

         
         The 802.1x standard defines a
            		client-server-based access control and authentication protocol that prevents
            		unauthorized clients from connecting to a LAN through publicly accessible ports
            		unless they are properly authenticated. The authentication server authenticates
            		each client connected to a switch port before making available any services
            		offered by the switch or the LAN. 
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TACACS is not
                     		  supported with 802.1x authentication. 
                     		
                     

                  
               

            

            
            	 
         

         
         Until the client is
            		authenticated, 802.1x access control allows only Extensible Authentication
            		Protocol over LAN (EAPOL), Cisco Discovery Protocol (CDP), and Spanning Tree
            		Protocol (STP) traffic through the port to which the client is connected. After
            		authentication is successful, normal traffic can pass through the port. 
            	 
         

         
         The table shown below lists
            		the maximum number of each client session supported on Catalyst 3850 and
            		Catalyst 3650 switches: 
            	 
         

         
          
            	 
            
            
               
                  
                     
                        	 
                           				  
                           Client
                              					 session 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Maximum
                              					 sessions supported 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           Maximum
                              					 dot1x or MAB client sessions 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           2000 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Maximum
                              					 web-based authentication sessions 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           2000 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Maximum
                              					 dot1x sessions with critical-auth VLAN enabled and server re-initialized 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           2000 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Maximum MAB
                              					 sessions with various session features applied 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           2000 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Maximum
                              					 dot1x sessions with service templates or session features applied 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           2000 
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                  To view debug logs for RADIUS and AAA, use the 
                     		  show platform software trace message smd command.
                     		  For more information, see the Trace Commands section in 
                     		  Command Reference
                        			 Guide, Cisco IOS XE Denali 16.1.1 
                        		   
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
         	Port-Based Authentication Process

         
         	Port-Based Authentication Initiation and Message Exchange

         
         	Authentication Manager for Port-Based Authentication

         
         	Ports in Authorized and Unauthorized States

         
         	Port-Based Authentication and Switch Stacks

         
         	802.1x Host Mode

         
         	802.1x Multiple Authentication Mode

         
         	MAC Move

         
         	MAC Replace

         
         	802.1x Accounting

         
         	802.1x Accounting Attribute-Value Pairs

         
         	802.1x Readiness Check

         
         	Switch-to-RADIUS-Server Communication

         
         	802.1x Authentication with VLAN Assignment

         
         	802.1x Authentication with Per-User ACLs

         
         	802.1x Authentication with Downloadable ACLs and Redirect URLs

         
         	VLAN ID-based MAC Authentication

         
         	802.1x Authentication with Guest VLAN

         
         	802.1x Authentication with Restricted VLAN

         
         	802.1x Authentication with Inaccessible Authentication Bypass

         
         	802.1x Critical Voice VLAN

         
         	802.1x User Distribution

         
         	IEEE 802.1x Authentication with Voice VLAN Ports

         
         	IEEE 802.1x Authentication with Port Security

         
         	IEEE 802.1x Authentication with Wake-on-LAN

         
         	IEEE 802.1x Authentication with MAC Authentication Bypass

         
         	Network Admission Control Layer 2 IEEE 802.1x Validation

         
         	Flexible Authentication Ordering

         
         	Open1x Authentication

         
         	Multidomain Authentication

         
         	802.1x Supplicant and Authenticator Switches with Network Edge Access Topology (NEAT)

         
         	Voice Aware 802.1x Security

         
         	Common Session ID

         
      

      
      
      
         
      

      
      
      
   
      
      
      Authentication Manager for Port-Based Authentication

      

      
      
      
         
         	Port-Based Authentication Methods

         
         	Per-User ACLs and Filter-Ids

         
         	Port-Based Authentication Manager CLI Commands

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x Host Mode

      
         You can configure an 802.1x
            		port for single-host or for multiple-hosts mode. In single-host mode, only one
            		client can be connected to the 802.1x-enabled switch port. The switch detects
            		the client by sending an EAPOL frame when the port link state changes to the up
            		state. If a client leaves or is replaced with another client, the switch
            		changes the port link state to down, and the port returns to the unauthorized
            		state. 
            	 
         

         
         In multiple-hosts mode, you
            		can attach multiple hosts to a single 802.1x-enabled port. In this mode, only
            		one of the attached clients must be authorized for all clients to be granted
            		network access. If the port becomes unauthorized (re-authentication fails or an
            		EAPOL-logoff message is received), the switch denies network access to all of
            		the attached clients. In this topology, the wireless access point is
            		responsible for authenticating the clients attached to it, and it also acts as
            		a client to the switch. 
            	 
         

         
         Multiple Host
               		  Mode Example
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               	[image: ../images/note.gif]
Note
               	


For all host modes,
                  		the line protocol stays up before authorization when port-based authentication
                  		is configured. 
                  	 
                  

               
            

         

         
         The switch supports
            		multidomain authentication (MDA), which allows both a data device and a voice
            		device, such as an IP Phone (Cisco or non-Cisco), to connect to the same switch
            		port. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x Multiple Authentication Mode

      
          Multiple-authentication
            		(multiauth) mode allows multiple authenticated clients on the data VLAN. Each
            		host is individually authenticated. If a voice VLAN is configured, this mode
            		also allows one client on the VLAN. (If the port detects any additional voice
            		clients, they are discarded from the port, but no violation errors occur.) 
            	 
         

         
          If a hub or access point is
            		connected to an 802.1x-enabled port, each connected client must be
            		authenticated. For non-802.1x devices, you can use MAC authentication bypass or
            		web authentication as the per-host authentication fallback method to
            		authenticate different hosts with different methods on a single port. 
            	 
         

         
          
            	 
         

         
          There is no limit to
            		the number of data hosts can authenticate on a multiauthport. However, only one
            		voice device is allowed if the voice VLAN is configured. Since there is no host
            		limit defined violation will not be trigger, if a second voice is seen we
            		silently discard it but do not trigger violation. For MDA functionality on the
            		voice VLAN, multiple-authentication mode assigns authenticated devices to
            		either a data or a voice VLAN, depending on the VSAs received from the
            		authentication server. 
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 When a port is in
                  		multiple-authentication mode, the guest VLAN and the authentication-failed VLAN
                  		features do not activate. 
                  	 
                  

               
            

         

         
         You can assign a
            		RADIUS-server-supplied VLAN in multi-auth mode, under the following conditions:
            		
            	 
         

         
         
            	The host is the first host
               		  authorized on the port, and the RADIUS server supplies VLAN information 
               		
            

            
            	Subsequent hosts are
               		  authorized with a VLAN that matches the operational VLAN. 
               		
            

            
            	A host is authorized on the
               		  port with no VLAN assignment, and subsequent hosts either have no VLAN
               		  assignment, or their VLAN information matches the operational VLAN. 
               		
            

            
            	The first host authorized on
               		  the port has a group VLAN assignment, and subsequent hosts either have no VLAN
               		  assignment, or their group VLAN matches the group VLAN on the port. Subsequent
               		  hosts must use the same VLAN from the VLAN group as the first host. If a VLAN
               		  list is used, all hosts are subject to the conditions specified in the VLAN
               		  list. 
               		
            

            
            	Only one voice VLAN
               		  assignment is supported on a multi-auth port. 
               		
            

            
            	After a VLAN is assigned to a
               		  host on the port, subsequent hosts must have matching VLAN information or be
               		  denied access to the port. 
               		
            

            
            	You cannot configure a guest
               		  VLAN or an auth-fail VLAN in multi-auth mode. 
               		
            

            
            	The behavior of the
               		  critical-auth VLAN is not changed for multi-auth mode. When a host tries to
               		  authenticate and the server is not reachable, all authorized hosts are
               		  reinitialized in the configured VLAN. 
               		
            

            
         

         
      

      
      
      
         
         	Multi-auth Per User VLAN assignment

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x Accounting

      
         The 802.1x standard defines how users are authorized and authenticated for network access but does not keep track of network
            usage. 802.1x accounting is disabled by default. You can enable 802.1x accounting to monitor this activity on 802.1x-enabled
            ports:
         

         
         
            	
               User successfully authenticates.

               

               
            

            
            	
               User logs off.

               

               
            

            
            	
               Link-down occurs.

               

               
            

            
            	
               Re-authentication successfully occurs.

               

               
            

            
            	
               Re-authentication fails.

               

               
            

            
         

         
         The switch does not log 802.1x accounting information. Instead, it sends this information to the RADIUS server, which must
            be configured to log accounting messages.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x Readiness Check

      
         The 802.1x readiness check
            		monitors 802.1x activity on all the switch ports and displays information about
            		the devices connected to the ports that support 802.1x. You can use this
            		feature to determine if the devices connected to the switch ports are
            		802.1x-capable. You use an alternate authentication such as MAC authentication
            		bypass or web authentication for the devices that do not support 802.1x
            		functionality.
            	 
         

         
         This feature only works if
            		the supplicant on the client supports a query with the NOTIFY EAP notification
            		packet. The client must respond within the 802.1x timeout value.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring 802.1x Readiness Check

         
      

      
      
      
   
      
      
      802.1x Authentication with VLAN Assignment

      
         The switch supports 802.1x
            		authentication with VLAN assignment. After successful 802.1x authentication of
            		a port, the RADIUS server sends the VLAN assignment to configure the switch
            		port. The RADIUS server database maintains the username-to-VLAN mappings,
            		assigning the VLAN based on the username of the client connected to the switch
            		port. You can use this feature to limit network access for certain users.
            	 
         

         
         Voice device authentication
            		is supported with multidomain host mode in Cisco IOS Release 12.2(37)SE. In
            		Cisco IOS Release 12.2(40)SE and later, when a voice device is authorized and
            		the RADIUS server returned an authorized VLAN, the voice VLAN on the port is
            		configured to send and receive packets on the assigned voice VLAN. Voice VLAN
            		assignment behaves the same as data VLAN assignment on multidomain
            		authentication (MDA)-enabled ports.
            	 
         

         
         When configured on the switch
            		and the RADIUS server, 802.1x authentication with VLAN assignment has these
            		characteristics:
            	 
         

         
         
            	
               		  
               If no VLAN is supplied by the
                  			 RADIUS server or if 802.1x authentication is disabled, the port is configured
                  			 in its access VLAN after successful authentication. Recall that an access VLAN
                  			 is a VLAN assigned to an access port. All packets sent from or received on this
                  			 port belong to this VLAN.
                  		  
               

               

               
               		
            

            
            	
               		  
               If 802.1x authentication is
                  			 enabled but the VLAN information from the RADIUS server is not valid,
                  			 authorization fails and configured VLAN remains in use. This prevents ports
                  			 from appearing unexpectedly in an inappropriate VLAN because of a configuration
                  			 error.
                  		  
               

               

               
               		  
               Configuration errors could
                  			 include specifying a VLAN for a routed port, a malformed VLAN ID, a nonexistent
                  			 or internal (routed port) VLAN ID, an RSPAN VLAN, a shut down or suspended
                  			 VLAN. In the case of a multidomain host port, configuration errors can also be
                  			 due to an attempted assignment of a data VLAN that matches the configured or
                  			 assigned voice VLAN ID (or the reverse).
                  		  
               

               

               
               		
            

            
            	
               		  
               If 802.1x authentication is
                  			 enabled and all information from the RADIUS server is valid, the authorized
                  			 device is placed in the specified VLAN after authentication.
                  		  
               

               

               
               		
            

            
            	
               		  
               If the multiple-hosts mode is
                  			 enabled on an 802.1x port, all hosts are placed in the same VLAN (specified by
                  			 the RADIUS server) as the first authenticated host.
                  		  
               

               

               
               		
            

            
            	
               		  
               Enabling port security does
                  			 not impact the RADIUS server-assigned VLAN behavior.
                  		  
               

               

               
               		
            

            
            	
               		  
               If 802.1x authentication is
                  			 disabled on the port, it is returned to the configured access VLAN and
                  			 configured voice VLAN. 
                  		  
               

               

               
               		
            

            
            	If an 802.1x port is
               		  authenticated and put in the RADIUS server-assigned VLAN, any change to the
               		  port access VLAN configuration does not take effect. In the case of a
               		  multidomain host, the same applies to voice devices when the port is fully
               		  authorized with these exceptions:
               		  
               
                  	If the VLAN
                     				configuration change of one device results in matching the other device
                     				configured or assigned VLAN, then authorization of all devices on the port is
                     				terminated and multidomain host mode is disabled until a valid configuration is
                     				restored where data and voice device configured VLANs no longer match.
                     			 
                  

                  
                  	If a voice device is
                     				authorized and is using a downloaded voice VLAN, the removal of the voice VLAN
                     				configuration, or modifying the configuration value to dot1p or untagged
                     				results in voice device un-authorization and the disablement of multi-domain
                     				host mode.
                     			 
                  

                  
               

               
               		
            

            
         

         
         When the port is in the force
            		authorized, force unauthorized, unauthorized, or shutdown state, it is put into
            		the configured access VLAN.
            	 
         

         
         If an 802.1x port is
            		authenticated and put in the RADIUS server-assigned VLAN, any change to the
            		port access VLAN configuration does not take effect. In the case of a
            		multidomain host, the same applies to voice devices when the port is fully
            		authorized with these exceptions:
            	 
         

         
         
            	
               		  
               If the VLAN configuration
                  			 change of one device results in matching the other device configured or
                  			 assigned VLAN, authorization of all devices on the port is terminated and
                  			 multidomain host mode is disabled until a valid configuration is restored where
                  			 data and voice device configured VLANs no longer match.
                  		  
               

               

               
               		
            

            
            	
               		  
               If a voice device is
                  			 authorized and is using a downloaded voice VLAN, the removal of the voice VLAN
                  			 configuration, or modifying the configuration value to 
                  			 dot1p or 
                  			 untagged
                  			 results in voice device un-authorization and the disablement of multi-domain
                  			 host mode.
                  		  
               

               

               
               		
            

            
         

         
         When the port is in the force authorized, force unauthorized,
            		unauthorized, or shutdown state, it is put into the configured access VLAN.
            	 
         

         
         The 802.1x authentication
            		with VLAN assignment feature is not supported on trunk ports, dynamic ports, or
            		with dynamic-access port assignment through a VLAN Membership Policy Server
            		(VMPS).
            	 
         

         
         To configure VLAN assignment
            		you need to perform these tasks:
            	 
         

         
         
            	
               		  
               Enable AAA authorization by
                  			 using the 
                  			 network keyword to allow interface configuration
                  			 from the RADIUS server.
                  		  
               

               

               
               		
            

            
            	
               		  
               Enable 802.1x authentication.
                  			 (The VLAN assignment feature is automatically enabled when you configure 802.1x
                  			 authentication on an access port).
                  		  
               

               

               
               		
            

            
            	
               		  
               Assign vendor-specific tunnel
                  			 attributes in the RADIUS server. The RADIUS server must return these attributes
                  			 to the switch:
                  		  
               

               

               
               		  
               
                  	
                     				
                     [64] Tunnel-Type = VLAN
                        				
                     

                     

                     
                     			 
                  

                  
                  	
                     				
                     [65] Tunnel-Medium-Type = 802
                        				
                     

                     

                     
                     			 
                  

                  
                  	
                     				
                     [81] Tunnel-Private-Group-ID
                        				  = VLAN name or VLAN ID
                        				
                     

                     

                     
                     			 
                  

                  
                  	
                     				
                     [83] Tunnel-Preference
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		  
               Attribute [64] must contain
                  			 the value 
                  			 VLAN (type 13). Attribute
                  			 [65] must contain the value 
                  			 802 (type 6). Attribute
                  			 [81] specifies the 
                  			 VLAN name or 
                  			 VLAN ID assigned to the IEEE 802.1x-authenticated
                  			 user.
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x Authentication with Per-User ACLs

      
         You can enable per-user
            		access control lists (ACLs) to provide different levels of network access and
            		service to an 802.1x-authenticated user. When the RADIUS server authenticates a
            		user connected to an 802.1x port, it retrieves the ACL attributes based on the
            		user identity and sends them to the switch. The switch applies the attributes
            		to the 802.1x port for the duration of the user session. The switch removes the
            		per-user ACL configuration when the session is over, if authentication fails,
            		or if a link-down condition occurs. The switch does not save RADIUS-specified
            		ACLs in the running configuration. When the port is unauthorized, the switch
            		removes the ACL from the port. 
            	 
         

         
         You can configure router ACLs
            		and input port ACLs on the same switch. However, a port ACL takes precedence
            		over a router ACL. If you apply input port ACL to an interface that belongs to
            		a VLAN, the port ACL takes precedence over an input router ACL applied to the
            		VLAN interface. Incoming packets received on the port to which a port ACL is
            		applied are filtered by the port ACL. Incoming routed packets received on other
            		ports are filtered by the router ACL. Outgoing routed packets are filtered by
            		the router ACL. To avoid configuration conflicts, you should carefully plan the
            		user profiles stored on the RADIUS server. 
            	 
         

         
         RADIUS supports per-user
            		attributes, including vendor-specific attributes. These vendor-specific
            		attributes (VSAs) are in octet-string format and are passed to the switch
            		during the authentication process. The VSAs used for per-user ACLs are inacl#<n> for the ingress
            		direction and outacl#<n> for the egress direction. MAC ACLs are supported only
            		in the ingress direction. The switch supports VSAs only in the ingress
            		direction. It does not support port ACLs in the egress direction on Layer 2
            		ports. 
            	 
         

         
         Use only the extended ACL
            		syntax style to define the per-user configuration stored on the RADIUS server.
            		When the definitions are passed from the RADIUS server, they are created by
            		using the extended naming convention. However, if you use the Filter-Id
            		attribute, it can point to a standard ACL. 
            	 
         

         
         You can use the Filter-Id
            		attribute to specify an inbound or outbound ACL that is already configured on
            		the switch. The attribute contains the ACL number followed by 
            		.in for ingress filtering
            		or 
            		.out for egress
            		filtering. If the RADIUS server does not allow the 
            		.in or 
            		.out syntax, the access
            		list is applied to the outbound ACL by default. Because of limited support of
            		Cisco IOS access lists on the switch, the Filter-Id attribute is supported only
            		for IP ACLs numbered 1 to 199 and 1300 to 2699 (IP standard and IP extended
            		ACLs). 
            	 
         

         
         The maximum size of the
            		per-user ACL is 4000 ASCII characters but is limited by the maximum size of
            		RADIUS-server per-user ACLs. 
            	 
         

         
         To configure per-user ACLs: 
            	 
         

         
         
            	 
               		  
               Enable AAA authentication. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Enable AAA authorization by
                  			 using the 
                  			 network keyword to allow interface configuration
                  			 from the RADIUS server. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Enable 802.1x authentication.
                  			 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Configure the user profile
                  			 and VSAs on the RADIUS server. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Configure the 802.1x port for
                  			 single-host mode. 
                  		  
               

               

               
               		  
               
                  
                     	[image: ../images/note.gif]
Note
                     	


 
                        			 
                        Per-user ACLs are supported
                           				only in single-host mode. 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x Authentication with Downloadable ACLs and Redirect URLs

      
         You can download ACLs and redirect URLs from a RADIUS server to the switch during 802.1x authentication or MAC authentication
            bypass of the host. You can also download ACLs during web authentication.
         

         
         
            
               	[image: ../images/note.gif]
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                  A downloadable ACL is also referred to as a dACL.

                  
                  

               
            

         

         
         If more than one host is authenticated and the host is in single-host, MDA, or multiple-authentication mode, the switch changes
            the source address of the ACL to the host IP address.
         

         
         You can apply the ACLs and redirect URLs to all the devices connected to the 802.1x-enabled port.

         
         If no ACLs are downloaded during 802.1x authentication, the switch applies the static default ACL on the port to the host.
            On a voice VLAN port configured in multi-auth or MDA mode, the switch applies the ACL only to the phone as part of the authorization
            policies.
         

         
         Beginning with Cisco IOS Release 12.2(55)SE, if there is no static ACL on a port, a dynamic auth-default ACL is created, and
            policies are enforced before dACLs are downloaded and applied.
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                  The auth-default-ACL does not appear in the running configuration.

                  
                  

               
            

         

         
         The auth-default ACL is created when at least one host with an authorization policy is detected on the port. The auth-default
            ACL is removed from the port when the last authenticated session ends. You can configure the auth-default ACL by using the
            ip access-list extended auth-default-acl global configuration command.
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                  The auth-default-ACL does not support Cisco Discovery Protocol (CDP) bypass in the single host mode. You must configure a
                     static ACL on the interface to support CDP bypass.
                  

                  
                  

               
            

         

         
         The 802.1x and MAB authentication methods support two authentication modes, open and closed. If there is no static ACL on a port in closed authentication mode:
         

         
         
            	
               An auth-default-ACL is created.

               

               
            

            
            	
               The auth-default-ACL allows only DHCP traffic until policies are enforced.

               

               
            

            
            	
               When the first host authenticates, the authorization policy is applied without IP address insertion.

               

               
            

            
            	
               When a second host is detected, the policies for the first host are refreshed, and policies for the first and subsequent sessions
                  are enforced with IP address insertion.
               

               

               
            

            
         

         
         If there is no static ACL on a port in open authentication mode:
         

         
         
            	
               An auth-default-ACL-OPEN is created and allows all traffic.

               

               
            

            
            	
               Policies are enforced with IP address insertion to prevent security breaches.

               

               
            

            
            	
               Web authentication is subject to the auth-default-ACL-OPEN.

               

               
            

            
         

         
         To control access for hosts with no authorization policy, you can configure a directive. The supported values for the directive
            are open and default. When you configure the open directive, all traffic is allowed. The default directive subjects traffic to the access provided by the port. You can configure the directive either in the user profile
            on the AAA server or on the switch. To configure the directive on the AAA server, use the authz-directive =<open/default> global command. To configure the directive on the switch, use the epm access-control open global configuration command.
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                  The default value of the directive is default.
                  

                  
                  

               
            

         

         
         If a host falls back to web authentication on a port without a configured ACL:

         
         
            	
               If the port is in open authentication mode, the auth-default-ACL-OPEN is created.

               

               
            

            
            	
               If the port is in closed authentication mode, the auth-default-ACL is created.

               

               
            

            
         

         
         The access control entries (ACEs) in the fallback ACL are converted to per-user entries. If the configured fallback profile
            does not include a fallback ACL, the host is subject to the auth-default-ACL associated with the port.
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                  If you use a custom logo with web authentication and it is stored on an external server, the port ACL must allow access to
                     the external server before authentication. You must either configure a static port ACL or change the auth-default-ACL to provide
                     appropriate access to the external server.
                  

                  
                  

               
            

         

         
      

      
      
      
         
         	Cisco Secure ACS and Attribute-Value Pairs for the Redirect URL

         
         	Cisco Secure ACS and Attribute-Value Pairs for Downloadable ACLs

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco Secure ACS and Attribute-Value Pairs for the Redirect
         	 URL
      

      
         The switch uses these 
            		cisco-av-pair 
               		VSAs:
            	 
         

         
         
            	
               		  
               url-redirect is the HTTP or
                  			 HTTPS URL.
                  		  
               

               

               
               		
            

            
            	
               		  
               url-redirect-acl is the
                  			 switch ACL name or number.
                  		  
               

               

               
               		
            

            
         

         
         The switch uses the
            		CiscoSecure-defined-ACL attribute value pair to intercept an HTTP or HTTPS
            		request from the end point. The switch then forwards the client web browser to
            		the specified redirect address. The url-redirect AV pair on the Cisco Secure
            		ACS contains the URL to which the web browser is redirected. The
            		url-redirect-acl attribute value pair contains the name or number of an ACL
            		that specifies the HTTP or HTTPS traffic to redirect.
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                        Traffic that
                           				matches a permit ACE in the ACL is redirected.
                           			 
                        

                        

                        
                        		  
                     

                     
                     	
                        			 
                        Define the URL
                           				redirect ACL and the default port ACL on the switch.
                           			 
                        

                        

                        
                        		  
                     

                     
                  

                  
                  	 
                  

               
            

         

         
         If a redirect URL is
            		configured for a client on the authentication server, a default port ACL on the
            		connected client switch port must also be configured.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco Secure ACS and Attribute-Value Pairs for Downloadable ACLs

      
         You can set the CiscoSecure-Defined-ACL Attribute-Value (AV) pair on the Cisco Secure ACS with the RADIUS cisco-av-pair vendor-specific
            attributes (VSAs). This pair specifies the names of the downloadable ACLs on the Cisco Secure ACS with the #ACL#-IP-name-number
            attribute.
         

         
         
            	
               The name is the ACL name.
               

               

               
            

            
            	
               The number is the version number (for example, 3f783768).
               

               

               
            

            
         

         
         If a downloadable ACL is configured for a client on the authentication server, a default port ACL on the connected client
            switch port must also be configured.
         

         
         If the default ACL is configured on the switch and the Cisco Secure ACS sends a host-access-policy to the switch, it applies
            the policy to traffic from the host connected to a switch port. If the policy does not apply, the switch applies the default
            ACL. If the Cisco Secure ACS sends the switch a downloadable ACL, this ACL takes precedence over the default ACL that is configured
            on the switch port. However, if the switch receives an host access policy from the Cisco Secure ACS but the default ACL is
            not configured, the authorization failure is declared.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x Authentication with Guest VLAN

      
         You can configure a guest
            		VLAN for each 802.1x port on the switch to provide limited services to clients,
            		such as downloading the 802.1x client. These clients might be upgrading their
            		system for 802.1x authentication, and some hosts, such as Windows 98 systems,
            		might not be IEEE 802.1x-capable.
            	 
         

         
         When you enable a guest VLAN
            		on an 802.1x port, the switch assigns clients to a guest VLAN when the switch
            		does not receive a response to its EAP request/identity frame or when EAPOL
            		packets are not sent by the client.
            	 
         

         
         The switch maintains the
            		EAPOL packet history. If an EAPOL packet is detected on the interface during
            		the lifetime of the link, the switch determines that the device connected to
            		that interface is an IEEE 802.1x-capable supplicant, and the interface does not
            		change to the guest VLAN state. EAPOL history is cleared if the interface link
            		status goes down. If no EAPOL packet is detected on the interface, the
            		interface changes to the guest VLAN state.
            	 
         

         
         If the switch is trying to
            		authorize an 802.1x-capable voice device and the AAA server is unavailable, the
            		authorization attempt fails, but the detection of the EAPOL packet is saved in
            		the EAPOL history. When the AAA server becomes available, the switch authorizes
            		the voice device. However, the switch no longer allows other devices access to
            		the guest VLAN. To prevent this situation, use one of these command sequences:
            	 
         

         
         
            	
               		  
               Enter the 
                  			 authentication event no-response action authorize vlan 
                     				vlan-id
                  			 interface configuration command to allow access to the guest VLAN.
                  		  
               

               

               
               		
            

            
            	
               		  
               Enter the 
                  			 shutdown interface configuration command followed
                  			 by the 
                  			 no shutdown interface configuration command to
                  			 restart the port.
                  		  
               

               

               
               		
            

            
         

         
         If devices send EAPOL packets
            		to the switch during the lifetime of the link, the switch no longer allows
            		clients that fail authentication access to the guest VLAN.
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                  If an EAPOL packet is
                     		  detected after the interface has changed to the guest VLAN, the interface
                     		  reverts to an unauthorized state, and 802.1x authentication restarts.
                     		
                  

                  
                  	 
                  

               
            

         

         
         Any number of
            		802.1x-incapable clients are allowed access when the switch port is moved to
            		the guest VLAN. If an 802.1x-capable client joins the same port on which the
            		guest VLAN is configured, the port is put into the unauthorized state in the
            		user-configured access VLAN, and authentication is restarted.
            	 
         

         
         Guest VLANs are supported on
            		802.1x ports in single host, multiple host, multi-auth and multi-domain modes.
            	 
         

         
         You can configure any active
            		VLAN except an RSPAN VLAN, a private VLAN, or a voice VLAN as an 802.1x guest
            		VLAN. The guest VLAN feature is not supported on internal VLANs (routed ports)
            		or trunk ports; it is supported only on access ports.
            	 
         

         
         The switch supports 
            		MAC authentication
               		  bypass. When MAC authentication bypass is enabled on an 802.1x port, the
            		switch can authorize clients based on the client MAC address when IEEE 802.1x
            		authentication times out while waiting for an EAPOL message exchange. After
            		detecting a client on an 802.1x port, the switch waits for an Ethernet packet
            		from the client. The switch sends the authentication server a
            		RADIUS-access/request frame with a username and password based on the MAC
            		address. If authorization succeeds, the switch grants the client access to the
            		network. If authorization fails, the switch assigns the port to the guest VLAN
            		if one is specified.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x Authentication with Restricted VLAN

      
         You can configure a restricted VLAN (also referred to as an authentication failed VLAN) for each IEEE 802.1x port on a switch stack or a switch to provide limited services to clients that cannot access the guest
            VLAN. These clients are 802.1x-compliant and cannot access another VLAN because they fail the authentication process. A restricted
            VLAN allows users without valid credentials in an authentication server (typically, visitors to an enterprise) to access a
            limited set of services. The administrator can control the services available to the restricted VLAN.
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                  You can configure a VLAN to be both the guest VLAN and the restricted VLAN if you want to provide the same services to both
                     types of users.
                  

                  
                  

               
            

         

         
         Without this feature, the client attempts and fails authentication indefinitely, and the switch port remains in the spanning-tree
            blocking state. With this feature, you can configure the switch port to be in the restricted VLAN after a specified number
            of authentication attempts (the default value is 3 attempts).
         

         
         The authenticator counts the failed authentication attempts for the client. When this count exceeds the configured maximum
            number of authentication attempts, the port moves to the restricted VLAN. The failed attempt count increments when the RADIUS
            server replies with either an EAP failure or an empty response without an EAP packet. When the port moves into the restricted VLAN, the failed attempt counter resets.
         

         
         Users who fail authentication remain in the restricted VLAN until the next re-authentication attempt. A port in the restricted
            VLAN tries to re-authenticate at configured intervals (the default is 60 seconds). If re-authentication fails, the port remains
            in the restricted VLAN. If re-authentication is successful, the port moves either to the configured VLAN or to a VLAN sent
            by the RADIUS server. You can disable re-authentication. If you do this, the only way to restart the authentication process
            is for the port to receive a link down or EAP logoff event. We recommend that you keep re-authentication enabled if a client might connect through a hub. When a client disconnects
            from the hub, the port might not receive the link down or EAP logoff event.
         

         
         After a port moves to the restricted VLAN, a simulated EAP success message is sent to the client. This prevents clients from
            indefinitely attempting authentication. Some clients (for example, devices running Windows XP) cannot implement DHCP without
            EAP success.
         

         
         Restricted VLANs are supported  on 802.1x ports in all host modes and on Layer 2 ports.

         
         You can configure any active VLAN except an RSPAN VLAN, a primary private VLAN, or a voice VLAN as an 802.1x restricted VLAN.
            The restricted VLAN feature is not supported on internal VLANs (routed ports) or trunk ports; it is supported only on access
            ports.
         

         
         Other security port features such as dynamic ARP Inspection, DHCP snooping, and IP source guard can be configured independently
            on a restricted VLAN.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x Authentication with Inaccessible Authentication
         	 Bypass
      

      
         Use the inaccessible
            		authentication bypass feature, also referred to as 
            		critical
               		  authentication or the 
            		AAA fail policy,
            		when the switch cannot reach the configured RADIUS servers and new hosts cannot
            		be authenticated. You can configure the switch to connect those hosts to 
            		critical ports.
            	 
         

         
         When a new host tries to
            		connect to the critical port, that host is moved to a user-specified access
            		VLAN, the 
            		critical VLAN.
            		The administrator gives limited authentication to the hosts. 
            	 
         

         
         When the switch tries to
            		authenticate a host connected to a critical port, the switch checks the status
            		of the configured RADIUS server. If a server is available, the switch can
            		authenticate the host. However, if all the RADIUS servers are unavailable, the
            		switch grants network access to the host and puts the port in the 
            		critical-authentication state, which is a special case of
            		the authentication state.
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                  If 
                     		  critical authentication is configured on interface, then vlan
                     		  used for critical authorization (critical vlan) should be active on the
                     		  switch. If the 
                     		  critical vlan is inactive (or) down, 
                     		  critical authentication session will keep trying to enable
                     		  inactive vlan and fail repeatedly. This can lead to large amount of memory
                     		  holding. 
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
         	Inaccessible Authentication Bypass Support on Multiple-Authentication Ports

         
         	Inaccessible Authentication Bypass Authentication Results

         
         	Inaccessible Authentication Bypass Feature Interactions

         
      

      
      
      
         
      

      
      
      
   
      
      
      Inaccessible Authentication Bypass Support on Multiple-Authentication Ports

      
         When a port is configured on any host mode and the AAA server is unavailable, the port is then configured to multi-host mode
            and moved to the critical VLAN. To support this inaccessible bypass on multiple-authentication (multiauth) ports, use the
            authentication event server dead action reinitialize vlan vlan-id command. When a new host tries to connect to the critical port, that port is reinitialized and all the connected hosts are
            moved to the user-specified access VLAN.
         

         
         This command is supported on all host modes.

         
      

      
      
      
         
      

      
      
      
   
      
      
      Inaccessible Authentication Bypass Authentication Results

      
         The behavior of the inaccessible authentication bypass feature depends on the authorization state of the port:

         
         
            	
               If the port is unauthorized when a host connected to a critical port tries to authenticate and all servers are unavailable,
                  the switch puts the port in the critical-authentication state in the RADIUS-configured or user-specified access VLAN.
               

               

               
            

            
            	
               If the port is already authorized and reauthentication occurs, the switch puts the critical port in the critical-authentication
                  state in the current VLAN, which might be the one previously assigned by the RADIUS server.
               

               

               
            

            
            	
               If the RADIUS server becomes unavailable during an authentication exchange, the current exchange times out, and the switch
                  puts the critical port in the critical-authentication state during the next authentication attempt.
               

               

               
            

            
         

         
         You can configure the critical port to reinitialize hosts and move them out of the critical VLAN when the RADIUS server is
            again available. When this is configured, all critical ports in the critical-authentication state are automatically re-authenticated.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Inaccessible Authentication Bypass Feature Interactions

      
         Inaccessible authentication
            		bypass interacts with these features: 
            	 
         

         
         
            	 
               		  
               Guest VLAN—Inaccessible
                  			 authentication bypass is compatible with guest VLAN. When a guest VLAN is
                  			 enabled on 8021.x port, the features interact as follows: 
                  		  
               

               

               
               		  
               
                  	 
                     				
                     If at least one RADIUS server
                        				  is available, the switch assigns a client to a guest VLAN when the switch does
                        				  not receive a response to its EAP request/identity frame or when EAPOL packets
                        				  are not sent by the client. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     If all the RADIUS servers are
                        				  not available and the client is connected to a critical port, the switch
                        				  authenticates the client and puts the critical port in the
                        				  critical-authentication state in the RADIUS-configured or user-specified access
                        				  VLAN. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     If all the RADIUS servers are
                        				  not available and the client is not connected to a critical port, the switch
                        				  might not assign clients to the guest VLAN if one is configured. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     If all the RADIUS servers are
                        				  not available and if a client is connected to a critical port and was
                        				  previously assigned to a guest VLAN, the switch keeps the port in the guest
                        				  VLAN. 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
               Restricted VLAN—If the port
                  			 is already authorized in a restricted VLAN and the RADIUS servers are
                  			 unavailable, the switch puts the critical port in the critical-authentication
                  			 state in the restricted VLAN. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               802.1x accounting—Accounting
                  			 is not affected if the RADIUS servers are unavailable. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Private VLAN—You
                  			 can configure inaccessible authentication bypass on a private VLAN host port.
                  			 The access VLAN must be a secondary private VLAN. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Voice VLAN—Inaccessible
                  			 authentication bypass is compatible with voice VLAN, but the RADIUS-configured
                  			 or user-specified access VLAN and the voice VLAN must be different. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Remote Switched Port Analyzer
                  			 (RSPAN)—Do not configure an RSPAN VLAN as the RADIUS-configured or
                  			 user-specified access VLAN for inaccessible authentication bypass. 
                  		  
               

               

               
               		
            

            
         

         
         In
            		a switch stack: 
            	 
            
               	 
                  		  
                  The stack master
                     			 checks the status of the RADIUS servers by sending keepalive packets. When the
                     			 status of a RADIUS server changes, the stack master sends the information to
                     			 the stack members. The stack members can then check the status of RADIUS
                     			 servers when re-authenticating critical ports. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  If the new stack master is
                     			 elected, the link between the switch stack and RADIUS server might change, and
                     			 the new stack immediately sends keepalive packets to update the status of the
                     			 RADIUS servers. If the server status changes from 
                     			 dead to 
                     			 alive, the switch
                     			 re-authenticates all switch ports in the critical-authentication state. 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
         When a member is added to the stack, the stack master sends the
            		member the server status. 
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 Switch stacks are supported
                  		only on Catalyst 2960-S switches running the LAN base image. 
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x Critical
         	 Voice VLAN
      

      
         When an IP phone
            		connected to a port is authenticated by the access control server (ACS), the
            		phone is put into the voice domain. If the ACS is not reachable, the switch
            		cannot determine if the device is a voice device. If the server is unavailable,
            		the phone cannot access the voice network and therefore cannot operate.
            	 
         

         
         For data traffic, you
            		can configure inaccessible authentication bypass, or critical authentication,
            		to allow traffic to pass through on the native VLAN when the server is not
            		available. If the RADIUS authentication server is unavailable (down) and
            		inaccessible authentication bypass is enabled, the switch grants the client
            		access to the network and puts the port in the critical-authentication state in
            		the RADIUS-configured or the user-specified access VLAN. When the switch cannot
            		reach the configured RADIUS servers and new hosts cannot be authenticated, the
            		switch connects those hosts to critical ports. A new host trying to connect to
            		the critical port is moved to a user-specified access VLAN, the critical VLAN,
            		and granted limited authentication. 
            	 
         

         
         You can enter the 
            		authentication event server dead action authorize voice interface
            		configuration command to configure the critical voice VLAN feature. When the
            		ACS does not respond, the port goes into critical authentication mode. When
            		traffic coming from the host is tagged with the voice VLAN, the connected
            		device (the phone) is put in the configured voice VLAN for the port. The IP
            		phones learn the voice VLAN identification through CDP (Cisco devices) or
            		through LLDP or DHCP.
            	 
         

         
         You can configure the
            		voice VLAN for a port by entering the switchport voice vlan 
            		vlan-id
            		interface configuration command. 
            	 
         

         
         This feature is
            		supported in multidomain and multi-auth host modes. Although you can enter the
            		command when the switch in single-host or multi-host mode, the command has no
            		effect unless the device changes to multidomain or multi-auth host mode.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x User Distribution

      
         You can configure 802.1x user distribution to load-balance users with the same group name across multiple different VLANs.

         
         The VLANs are either supplied by the RADIUS server or configured through the switch CLI under a VLAN group name.

         
         
            	
               Configure the RADIUS server to send more than one VLAN name for a user. The multiple VLAN names can be sent as part of the
                  response to the user. The 802.1x user distribution tracks all the users in a particular VLAN and achieves load balancing by
                  moving the authorized user to the least populated VLAN.
               

               

               
            

            
            	
               Configure the RADIUS server to send a VLAN group name for a user. The VLAN group name can be sent as part of the response
                  to the user. You can search for the selected VLAN group name among the VLAN group names that you configured by using the switch
                  CLI. If the VLAN group name is found, the corresponding VLANs under this VLAN group name are searched to find the least populated
                  VLAN. Load balancing is achieved by moving the corresponding authorized user to that VLAN.
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                        The RADIUS server can send the VLAN information in any combination of VLAN-IDs, VLAN names, or VLAN groups.

                        
                        

                     
                  

               

               
            

            
         

         
      

      
      
      
         
         	802.1x User Distribution Configuration Guidelines

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x User Distribution Configuration Guidelines

      
         
            	
               Confirm that at least one VLAN is mapped to the VLAN group.

               

               
            

            
            	
               You can map more than one VLAN to a VLAN group.

               

               
            

            
            	
               You can modify the VLAN group by adding or deleting a VLAN.

               

               
            

            
            	
               When you clear an existing VLAN from the VLAN group name, none of the authenticated ports in the VLAN are cleared, but the
                  mappings are removed from the existing VLAN group.
               

               

               
            

            
            	
               If you clear the last VLAN from the VLAN group name, the VLAN group is cleared.

               

               
            

            
            	
               You can clear a VLAN group even when the active VLANs are mapped to the group. When you clear a VLAN group, none of the ports
                  or users that are in the authenticated state in any VLAN within the group are cleared, but the VLAN mappings to the VLAN group
                  are cleared.
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IEEE 802.1x Authentication with Voice VLAN Ports

      
         A voice VLAN port is a
            		special access port associated with two VLAN identifiers:
            	 
         

         
         
            	
               		  
               VVID to carry voice traffic
                  			 to and from the IP phone. The VVID is used to configure the IP phone connected
                  			 to the port.
                  		  
               

               

               
               		
            

            
            	
               		  
               PVID to carry the data
                  			 traffic to and from the workstation connected to the switch through the IP
                  			 phone. The PVID is the native VLAN of the port.
                  		  
               

               

               
               		
            

            
         

         
         The IP phone uses the VVID
            		for its voice traffic, regardless of the authorization state of the port. This
            		allows the phone to work independently of IEEE 802.1x authentication.
            	 
         

         
         In single-host mode, only the
            		IP phone is allowed on the voice VLAN. In multiple-hosts mode, additional
            		clients can send traffic on the voice VLAN after a supplicant is authenticated
            		on the PVID. When multiple-hosts mode is enabled, the supplicant authentication
            		affects both the PVID and the VVID.
            	 
         

         
         A voice VLAN port becomes
            		active when there is a link, and the device MAC address appears after the first
            		CDP message from the IP phone. Cisco IP phones do not relay CDP messages from
            		other devices. As a result, if several IP phones are connected in series, the
            		switch recognizes only the one directly connected to it. When IEEE 802.1x
            		authentication is enabled on a voice VLAN port, the switch drops packets from
            		unrecognized IP phones more than one hop away.
            	 
         

         
         When IEEE 802.1x
            		authentication is enabled on a switch port, you can configure an access port
            		VLAN that is also a voice VLAN.
            	 
         

         
         When IP phones are connected to an 802.1x-enabled switch port that is in
            		single host mode, the switch grants the phones network access without
            		authenticating them. We recommend that you use multidomain authentication (MDA)
            		on the port to authenticate both a data device and a voice device, such as an
            		IP phone 
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                  If you enable IEEE 802.1x
                     		  authentication on an access port on which a voice VLAN is configured and to
                     		  which a Cisco IP Phone is connected, the Cisco IP phone loses connectivity to
                     		  the switch for up to 30 seconds.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IEEE 802.1x Authentication with Port Security

      
         In general, Cisco does not recommend enabling port security when IEEE 802.1x is enabled. Since IEEE 802.1x enforces a single
            MAC address per port (or per VLAN when MDA is configured for IP telephony), port security is redundant and in some cases may
            interfere with expected IEEE 802.1x operations.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IEEE 802.1x Authentication with Wake-on-LAN

      
         The IEEE 802.1x authentication with wake-on-LAN (WoL) feature allows dormant PCs to be powered when the switch receives a
            specific Ethernet frame, known as the magic packet. You can use this feature in environments where administrators need to connect to systems that have been powered down.
         

         
         When a host that uses WoL is attached through an IEEE 802.1x port and the host powers off, the IEEE 802.1x port becomes unauthorized.
            The port can only receive and send EAPOL packets, and WoL magic packets cannot reach the host. When the PC is powered off,
            it is not authorized, and the switch port is not opened.
         

         
         When the switch uses IEEE 802.1x authentication with WoL, the switch forwards traffic to unauthorized IEEE 802.1x ports, including
            magic packets. While the port is unauthorized, the switch continues to block ingress traffic other than EAPOL packets. The
            host can receive packets but cannot send packets to other devices in the network.
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                  If PortFast is not enabled on the port, the port is forced to the bidirectional state.

                  
                  

               
            

         

         
         When you configure a port as unidirectional by using the authentication control-direction in interface configuration command, the port changes to the spanning-tree forwarding state. The port can send packets to the
            host but cannot receive packets from the host.
         

         
         When you configure a port as bidirectional by using the authentication control-direction both interface configuration command, the port is access-controlled in both directions. The port does not receive packets from
            or send packets to the host.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IEEE 802.1x Authentication with MAC Authentication
         	 Bypass
      

      
         You can configure the switch
            		to authorize clients based on the client MAC address by using the MAC
            		authentication bypass feature. For example, you can enable this feature on
            		IEEE 802.1x ports connected to devices such as printers. 
            	 
         

         
         If IEEE 802.1x authentication
            		times out while waiting for an EAPOL response from the client, the switch tries
            		to authorize the client by using MAC authentication bypass. 
            	 
         

         
         When the MAC authentication
            		bypass feature is enabled on an IEEE 802.1x port, the switch uses the MAC
            		address as the client identity. The authentication server has a database of
            		client MAC addresses that are allowed network access. After detecting a client
            		on an IEEE 802.1x port, the switch waits for an Ethernet packet from the
            		client. The switch sends the authentication server a RADIUS-access/request
            		frame with a username and password based on the MAC address. If authorization
            		succeeds, the switch grants the client access to the network. If authorization
            		fails, the switch assigns the port to the guest VLAN if one is configured. This
            		process works for most client devices; however, it does not work for clients
            		that use an alternate MAC address format. You can configure how MAB
            		authentication is performed for clients with MAC addresses that deviate from
            		the standard format or where the RADIUS configuration requires the user name
            		and password to differ. 
            	 
         

         
         If an EAPOL packet is
            		detected on the interface during the lifetime of the link, the switch
            		determines that the device connected to that interface is an 802.1x-capable
            		supplicant and uses 802.1x authentication (not MAC authentication bypass) to
            		authorize the interface. EAPOL history is cleared if the interface link status
            		goes down. 
            	 
         

         
         If the switch already
            		authorized a port by using MAC authentication bypass and detects an IEEE 802.1x
            		supplicant, the switch does not unauthorize the client connected to the port.
            		When re-authentication occurs, the switch uses the authentication or
            		re-authentication methods configured on the port, if the previous session ended
            		because the Termination-Action RADIUS attribute value is DEFAULT. 
            	 
         

         
         Clients that were authorized
            		with MAC authentication bypass can be re-authenticated. The re-authentication
            		process is the same as that for clients that were authenticated with IEEE
            		802.1x. During re-authentication, the port remains in the previously assigned
            		VLAN. If re-authentication is successful, the switch keeps the port in the same
            		VLAN. If re-authentication fails, the switch assigns the port to the guest
            		VLAN, if one is configured. 
            	 
         

         
         If re-authentication is based
            		on the Session-Timeout RADIUS attribute (Attribute[27]) and the
            		Termination-Action RADIUS attribute (Attribute [29]) and if the
            		Termination-Action RADIUS attribute (Attribute [29]) action is 
            		Initialize (the attribute
            		value is 
            		DEFAULT), the MAC
            		authentication bypass session ends, and connectivity is lost during
            		re-authentication. If MAC authentication bypass is enabled and the IEEE 802.1x
            		authentication times out, the switch uses the MAC authentication bypass feature
            		to initiate re-authorization. For more information about these AV pairs, see
            		RFC 3580, “IEEE 802.1X Remote Authentication Dial In User Service (RADIUS)
            		Usage Guidelines.” 
            	 
         

         
         MAC authentication bypass
            		interacts with the features: 
            	 
         

         
         
            	 
               		  
               IEEE 802.1x
                  			 authentication—You can enable MAC authentication bypass only if 802.1x
                  			 authentication is enabled on the port . 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Guest VLAN—If a client has an
                  			 invalid MAC address identity, the switch assigns the client to a guest VLAN if
                  			 one is configured. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Restricted VLAN—This feature
                  			 is not supported when the client connected to an IEEE 802.lx port is
                  			 authenticated with MAC authentication bypass. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Port security 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Voice VLAN 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Private VLAN—You can assign a
                  			 client to a private VLAN. 
                  		  
               

               

               
               		
            

            
            	 
               		  
                Network Edge
                  			 Access Topology (NEAT)—MAB and NEAT are mutually exclusive. You cannot enable
                  			 MAB when NEAT is enabled on an interface, and you should not enable NEAT when
                  			 MAB is enabled on an interface. 
                  		  
               

               

               
               		
            

            
         

         
         Cisco IOS Release
            		12.2(55)SE and later supports filtering of verbose MAB system messages 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Flexible Authentication Ordering

      
         You can use flexible authentication
            		ordering to configure the order of methods that a port uses to authenticate a
            		new host. The IEEE 802.1X Flexible Authentication feature supports three
            		authentication methods: 
            	 
            
               	
                  		  
                  dot1X—IEEE 802.1X authentication is a Layer 2 authentication method.
                     		  
                  

                  

                  
                  		
               

               
               	
                  		  
                  mab—MAC-Authentication Bypass is a Layer 2 authentication method.
                     		  
                  

                  

                  
                  		
               

               
               	
                  		  
                  webauth—Web authentication is a Layer 3 authentication method.
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
         Using this feature, you can control
            		which ports use which authentication methods, and you can control the failover
            		sequencing of methods on those ports. For example, MAC authentication bypass
            		and 802.1x can be the primary or secondary authentication methods, and web
            		authentication can be the fallback method if either or both of those
            		authentication attempts fail.
            	 
         

         
         The IEEE 802.1X Flexible Authentication feature supports the following
            		host modes:
            	 
            
               	
                  		  
                  multi-auth—Multiauthentication allows one authentication on a voice
                     			 VLAN and multiple authentications on the data VLAN.
                     		  
                  

                  

                  
                  		
               

               
               	
                  		  
                  multi-domain—Multidomain authentication allows two authentications:
                     			 one on the voice VLAN and one on the data VLAN.
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring Flexible Authentication Ordering

         
      

      
      
      
   
      
      
      802.1x Supplicant and Authenticator Switches with Network Edge
         	 Access Topology (NEAT)
      

      
         The Network Edge Access
            		Topology (NEAT) feature extends identity to areas outside the wiring closet
            		(such as conference rooms). This allows any type of device to authenticate on
            		the port. 
            	 
         

         
         
            	 
               		  
               802.1x switch supplicant: You
                  			 can configure a switch to act as a supplicant to another switch by using the
                  			 802.1x supplicant feature. This configuration is helpful in a scenario, where,
                  			 for example, a switch is outside a wiring closet and is connected to an
                  			 upstream switch through a trunk port. A switch configured with the 802.1x
                  			 switch supplicant feature authenticates with the upstream switch for secure
                  			 connectivity. Once the supplicant switch authenticates successfully the port
                  			 mode changes from access to trunk in an authenticator switch. In a supplicant
                  			 switch you must manually configure trunk when enabling CISP.
                  			  
                  		  
               

               

               
               		
            

            
            	 
               		  
               If the access VLAN is
                  			 configured on the authenticator switch, it becomes the native VLAN for the
                  			 trunk port after successful authentication. 
                  		  
               

               

               
               		
            

            
         

         
         In the default state,
            		when you connect a supplicant switch to an authenticator switch that has BPDU
            		guard enabled, the authenticator port could be error-disabled if it receives a
            		Spanning Tree Protocol (STP) bridge protocol data unit (BPDU) packets before
            		the supplicant switch has authenticated. Beginning with Cisco IOS Release
            		15.0(1)SE, you can control traffic exiting the supplicant port during the
            		authentication period. Entering the 
            		dot1x supplicant
               		  controlled transient global configuration command temporarily blocks the
            		supplicant port during authentication to ensure that the authenticator port
            		does not shut down before authentication completes. If authentication fails,
            		the supplicant port opens. Entering the 
            		no dot1x supplicant
               		  controlled transient global configuration command opens the supplicant port
            		during the authentication period. This is the default behavior. 
            	 
         

         
         We strongly recommend
            		using the 
            		dot1x supplicant
               		  controlled transientcommand on a supplicant switch when BPDU guard is
            		enabled on the authenticator switch port with the 
            		spanning-tree
               		  bpduguard enable interface configuration command. 
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 If you globally
                  		enable BPDU guard on the authenticator switch by using the 
                  		spanning-tree
                     		  portfast bpduguard default global configuration command, entering the 
                  		dot1x supplicant
                     		  controlled transient command does not prevent the BPDU violation. 
                  	 
                  

               
            

         

         
         You can enable MDA or
            		multiauth mode on the authenticator switch interface that connects to one more
            		supplicant switches. Multihost mode is not supported on the authenticator
            		switch interface. 
            	 
         

         
         When you reboot an authenticator switch with single-host mode enabled on
            		the interface, the interface may move to err-disabled state before
            		authentication. To recover from err-disabled state, flap the authenticator port
            		to activate the interface again and initiate authentication.
            	 
         

         
         Use the 
            		dot1x supplicant
                  			 force-multicast global configuration command on the supplicant
            		switch for Network Edge Access Topology (NEAT) to work in all host modes. 
            	 
         

         
         
            	 
               		  
               Host Authorization: Ensures
                  			 that only traffic from authorized hosts (connecting to the switch with
                  			 supplicant) is allowed on the network. The switches use Client Information
                  			 Signalling Protocol (CISP) to send the MAC addresses connecting to the
                  			 supplicant switch to the authenticator switch. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Auto enablement:
                  			 Automatically enables trunk configuration on the authenticator switch, allowing
                  			 user traffic from multiple VLANs coming from supplicant switches. Configure the
                  			 cisco-av-pair as 
                  			 device-traffic-class=switch at the ACS. (You can configure
                  			 this under the 
                  			 group or the
                  			 
                  			 user
                  			 settings.) 
                  		  
               

               

               
               		  
               Authenticator and Supplicant
                     				Switch using CISP
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                        1 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Workstations (clients) 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        2 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Supplicant switch (outside
                           					 wiring closet) 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        3 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Authenticator switch 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        4 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Access control server (ACS) 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        5 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Trunk port 
                           				  
                        

                        
                        				
                     
                     
                     	 
                     
                     	 
                     
                  

                  
               
               
            

            
         

         
         
            
               	[image: ../images/note.gif]
Note
               	


 
                  		
                  The switchport nonegotiate
                     		  command is not supported on supplicant and authenticator switches with NEAT.
                     		  This command should not be configured at the supplicant side of the topology.
                     		  If configured on the authenticator side, the internal macros will automatically
                     		  remove this command from the port. 
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Common Session ID

      
         Authentication manager uses a single session ID (referred to as a common session ID) for a client no matter which authentication
            method is used. This ID is used for all reporting purposes, such as the show commands and MIBs. The session ID appears with
            all per-session syslog messages.
         

         
         The session ID includes:

         
         
            	
               The IP address of the Network Access Device (NAD)

               

               
            

            
            	
               A monotonically increasing unique 32 bit integer

               

               
            

            
            	
               The session start time stamp (a 32 bit integer)

               

               
            

            
         

         
         This example shows how the session ID appears in the output of the show authentication command. The session ID in this example
            is 160000050000000B288508E5:
         

         
Device# show authentication sessions
Interface  MAC Address     Method   Domain   Status         Session ID
Fa4/0/4    0000.0000.0203  mab      DATA     Authz Success  160000050000000B288508E5



         This is an example of how the session ID appears in the syslog output. The session ID in this example is also160000050000000B288508E5:

         
1w0d: %AUTHMGR-5-START: Starting 'mab' for client (0000.0000.0203) on Interface Fa4/0/4
AuditSessionID 160000050000000B288508E5
1w0d: %MAB-5-SUCCESS: Authentication successful for client (0000.0000.0203) on Interface
Fa4/0/4 AuditSessionID 160000050000000B288508E5
1w0d: %AUTHMGR-7-RESULT: Authentication result 'success' from 'mab' for client
(0000.0000.0203) on Interface Fa4/0/4 AuditSessionID 160000050000000B288508E5



         The session ID is used by the NAD, the AAA server, and other report-analyzing applications to identify the client. The ID
            appears automatically. No configuration is required.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.1x Authentication

      
         These are the 802.1x
            		authentication configuration guidelines: 
            	 
         

         
         
            	 
               		  
               When 802.1x authentication is
                  			 enabled, ports are authenticated before any other Layer 2 or Layer 3 features
                  			 are enabled. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If the VLAN to which an
                  			 802.1x-enabled port is assigned changes, this change is transparent and does
                  			 not affect the switch. For example, this change occurs if a port is assigned to
                  			 a RADIUS server-assigned VLAN and is then assigned to a different VLAN after
                  			 re-authentication. 
                  		  
               

               

               
               		  
               If the VLAN to which an
                  			 802.1x port is assigned to shut down, disabled, or removed, the port becomes
                  			 unauthorized. For example, the port is unauthorized after the access VLAN to
                  			 which a port is assigned shuts down or is removed. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The 802.1x protocol is
                  			 supported on Layer 2 static-access ports, voice VLAN ports, and Layer 3 routed
                  			 ports, but it is not supported on these port types: 
                  		  
               

               

               
               		  
               
                  	 
                     				
                     Dynamic ports—A port in
                        				  dynamic mode can negotiate with its neighbor to become a trunk port. If you try
                        				  to enable 802.1x authentication on a dynamic port, an error message appears,
                        				  and 802.1x authentication is not enabled. If you try to change the mode of an
                        				  802.1x-enabled port to dynamic, an error message appears, and the port mode is
                        				  not changed. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     EtherChannel port—Do not
                        				  configure a port that is an active or a not-yet-active member of an
                        				  EtherChannel as an 802.1x port. If you try to enable 802.1x authentication on
                        				  an EtherChannel port, an error message appears, and 802.1x authentication is
                        				  not enabled. 
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     Switched Port Analyzer (SPAN)
                        				  and Remote SPAN (RSPAN) destination ports—You can enable 802.1x authentication
                        				  on a port that is a SPAN or RSPAN destination port. However, 802.1x
                        				  authentication is disabled until the port is removed as a SPAN or RSPAN
                        				  destination port. You can enable 802.1x authentication on a SPAN or RSPAN
                        				  source port. 
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
               Before globally enabling
                  			 802.1x authentication on a switch by entering the 
                  			 dot1x
                        				  system-auth-control global configuration command, remove the
                  			 EtherChannel configuration from the interfaces on which 802.1x authentication
                  			 and EtherChannel are configured. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Cisco IOS Release 12.2(55)SE
                  			 and later supports filtering of system messages related to 802.1x
                  			 authentication. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Device Roles

      
         With web-based authentication, the devices in the network have these specific roles:

         
         
            	
               Client—The device (workstation) that requests access to the LAN and the services and responds to requests from the switch. The workstation
                  must be running an HTML browser with Java Script enabled.
               

               

               
            

            
            	
               Authentication server—Authenticates the client. The authentication server validates the identity of the client and notifies the switch that the
                  client is authorized to access the LAN and the switch services or that the client is denied.
               

               

               
            

            
            	
               Switch—Controls the physical access to the network based on the authentication status of the client. The switch acts as an intermediary
                  (proxy) between the client and the authentication server, requesting identity information from the client, verifying that
                  information with the authentication server, and relaying a response to the client.
               

               

               
            

            
         

         
         Web-Based Authentication Device Roles. This figure shows the roles of these devices in a network.
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      Host Detection

      
         The switch maintains an IP
            		device tracking table to store information about detected hosts. 
            	 
         

         
         
            
               	[image: ../images/note.gif]
Note
               	


 
                  		
                  By default, the IP device tracking feature
                     		  is disabled on a switch. You must enable the IP device tracking feature to use
                     		  web-based authentication. 
                     		
                  

                  
                  		 
                  	 
                  

               
            

         

         
         For Layer 2 interfaces,
            		web-based authentication detects IP hosts by using these mechanisms: 
            	 
         

         
         
            	 
               		  
               ARP based trigger—ARP
                  			 redirect ACL allows web-based authentication to detect hosts with a static IP
                  			 address or a dynamic IP address. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               Dynamic ARP inspection 
                  		  
               

               

               
               		
            

            
            	 
               		  
               DHCP snooping—Web-based
                  			 authentication is notified when the switch creates a DHCP-binding entry for the
                  			 host. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Authentication Process

      
         When you enable web-based
            		authentication, these events occur: 
            	 
         

         
         
            	 
               		  
               The user initiates an HTTP
                  			 session. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The HTTP traffic is
                  			 intercepted, and authorization is initiated. The switch sends the login page to
                  			 the user. The user enters a username and password, and the switch sends the
                  			 entries to the authentication server. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If the authentication
                  			 succeeds, the switch downloads and activates the user’s access policy from the
                  			 authentication server. The login success page is sent to the user. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If the authentication fails,
                  			 the switch sends the login fail page. The user retries the login. If the
                  			 maximum number of attempts fails, the switch sends the login expired page, and
                  			 the host is placed in a watch list. After the watch list times out, the user
                  			 can retry the authentication process. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If the authentication server
                  			 does not respond to the switch, and if an AAA fail policy is configured, the
                  			 switch applies the failure access policy to the host. The login success page is
                  			 sent to the user. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The switch reauthenticates a
                  			 client when the host does not respond to an ARP probe on a Layer 2 interface,
                  			 or when the host does not send any traffic within the idle timeout on a Layer 3
                  			 interface. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The feature applies the
                  			 downloaded timeout or the locally configured session timeout. 
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                        Beginning with
                           				Cisco IOS XE Denali 16.1.1 and later, the default session timeout value for
                           				web-based authentication on WLC is 1800 seconds. The default session timeout
                           				value was infinite seconds, prior to Cisco IOS XE Denali 16.1.1. 
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
            	 
               		  
               If the terminate action is
                  			 RADIUS, the feature sends a nonresponsive host (NRH) request to the server. The
                  			 terminate action is included in the response from the server. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               If the terminate action is
                  			 default, the session is dismantled, and the applied policy is removed. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Authentication Proxy
         	 Web Page Guidelines
      

      
         

         
         When configuring customized
            		authentication proxy web pages, follow these guidelines:
            	 
         

         
         
            	
               		  
               To enable the custom web
                  			 pages feature, specify all four custom HTML files. If you specify fewer than
                  			 four files, the internal default HTML pages are used.
                  		  
               

               

               
               		
            

            
            	
               		  
               The four custom HTML files
                  			 must be present on the flash memory of the switch. The maximum size of each
                  			 HTML file is 8 KB.
                  		  
               

               

               
               		
            

            
            	
               		  
               Any images on the custom
                  			 pages must be on an accessible HTTP server. Configure an intercept ACL within
                  			 the admission rule.
                  		  
               

               

               
               		
            

            
            	
               		  
               Any external link from a
                  			 custom page requires configuration of an intercept ACL within the admission
                  			 rule.
                  		  
               

               

               
               		
            

            
            	
               		  
               To access a valid DNS server,
                  			 any name resolution required for external links or images requires
                  			 configuration of an intercept ACL within the admission rule.
                  		  
               

               

               
               		
            

            
            	
               		  
               If the custom web pages
                  			 feature is enabled, a configured auth-proxy-banner is not used.
                  		  
               

               

               
               		
            

            
            	
               		  
               If the custom web pages
                  			 feature is enabled, the redirection URL for successful login feature is not
                  			 available.
                  		  
               

               

               
               		
            

            
            	
               		  
               To remove the specification
                  			 of a custom file, use the 
                  			 no form of the command.
                  		  
               

               

               
               		
            

            
         

         
         Because the custom login page
            		is a public web form, consider these guidelines for the page:
            	 
         

         
         
            	
               		  
               The login form must accept
                  			 user entries for the username and password and must show them as 
                  			 uname and 
                  			 pwd.
                  		  
               

               

               
               		
            

            
            	
               		  
               The custom login page should
                  			 follow best practices for a web form, such as page timeout, hidden password,
                  			 and prevention of redundant submissions.
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Customizing the Authentication Proxy Web Pages

         
      

      
      
      
   
      
      
      Gateway IP

      
         You cannot configure Gateway IP (GWIP) on a Layer 3 VLAN interface if web-based authentication is configured on any of the
            switch ports in the VLAN.
         

         
         You can configure web-based authentication on the same Layer 3 interface as Gateway IP. The host policies for both features
            are applied in software. The GWIP policy overrides the web-based authentication host policy.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      ACLs

      
         If you configure a VLAN ACL
            		or a Cisco IOS ACL on an interface, the ACL is applied to the host traffic only
            		after the web-based authentication host policy is applied.
            	 
         

         
         For Layer 2 web-based
            		authentication, it is more secure, though not required, to configure a port ACL
            		(PACL) as the default access policy for ingress traffic from hosts connected to
            		the port. After authentication, the web-based authentication host policy
            		overrides the PACL. The Policy ACL is applied to the session even if there is
            		no ACL configured on the port.
            		
            	 
         

         
         You cannot configure a MAC
            		ACL and web-based authentication on the same interface.
            	 
         

         
         You cannot configure
            		web-based authentication on a port whose access VLAN is configured for VACL
            		capture.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How Traffic Activity is Measured

      
         

         
         

         
         Storm control uses one of these methods to measure traffic activity:

         
         
            	
               Bandwidth as a percentage of the total available bandwidth of the port that can be used by the broadcast, multicast, or unicast
                  traffic
               

               

               
            

            
            	
               Traffic rate in packets per second at which broadcast, multicast, or unicast packets are received

               

               
            

            
            	
               Traffic rate in bits per second at which broadcast, multicast, or unicast packets are received

               

               
            

            
            	
               Traffic rate in packets per second and for small frames. This feature is enabled globally. The threshold for small frames
                  is configured for each interface. 
               

               

               
            

            
         

         
         With each method, the port blocks traffic when the rising threshold is reached. The port remains blocked until the traffic
            rate drops below the falling threshold (if one is specified) and then resumes normal forwarding. If the falling suppression
            level is not specified, the switch blocks all traffic until the traffic rate drops below the rising suppression level. In
            general, the higher the level, the less effective the protection against broadcast storms.
         

         
         
            
               	[image: ../images/note.gif]
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                  When the storm control threshold for multicast traffic is reached, all multicast traffic except control traffic, such as bridge
                     protocol data unit (BDPU) and Cisco Discovery Protocol (CDP) frames, are blocked. However, the switch does not differentiate
                     between routing updates, such as OSPF, and regular multicast data traffic, so both types of traffic are blocked.
                  

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure Storm Control

      
      
         
         	Configuring Storm Control and Threshold Levels

         
         	Configuring Small-Frame Arrival Rate

         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
   
      
      
      Default Protected Port Configuration

      
         The default is to have no protected ports defined.

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure Protected Ports

      
      
         
         	Configuring a Protected Port

         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure Port Security

      
         

         
         

         
      

      
      
      
         
         	Enabling and Configuring Port Security

         
         	Enabling and Configuring Port Security Aging

         
         	Finding Feature Information

         
         	Information About Storm Control

         
         	How to Configure Storm Control

         
         	Information About Protected Ports

         
         	How to Configure Protected Ports

         
         	Monitoring Protected Ports

         
         	Where to Go Next

         
         	Additional References

         
         	Feature Information

         
         	Monitoring Port Blocking

         
         	Additional References

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information about
         	 SISF-Based IPv4 and IPv6 Device Tracking
      

      
         

         
          Switch Integrated
            		Security Features based (SISF-based) IP device-tracking acts as a container
            		policy that enables snooping and device tracking features available with FHS,
            		in both IPv4 and IPv6, using IP-agnostic CLI commands. 
            	 
         

         
         All the existing IPv6
            		Snooping commands (prior to 
            		Cisco IOS XE Denali
                  			 16.1.1)
            		have corresponding SISF-based device-tracking commands that allow you to apply
            		your configuration to both IPv4 and IPv6 address families. 
            	 
         

         
          For legacy IP Device
            		Tracking and IPv6 Snooping configuration that exists on your device, the new 
            		device-tracking upgrade-cli allows you to
            		migrate your existing configuration to the new SISF-based device-tracking CLI
            		commands. For more information, see 
            		Migrating
               		  to the SISF-Based New Device-Tracking CLI. 
            	 
         

         
      

      
      
      
         
         	Restrictions when Migrating to the SISF-Based Device-Tracking CLI

         
         	Migrating IPDT and IPv6 Snooping Commands to the SISF-Based Device-Tracking Commands

         
         	IPDT, IPv6 Snooping, and Device-Tracking CLI Compatibility

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About
         	 Control Plane Policing
      

      
         

         
         This chapter describes
            		how control plane policing (CoPP) works on your 
            		device
            		and how to configure it. 
            	 
         

         
      

      
      
      
         
         	CoPP Overview

         
         	System-Defined Aspects of CoPP

         
         	User-Configurable Aspects of CoPP

         
      

      
      
      
         
      

      
      
      
   
      
      
      CoPP
         	 Overview
      

      
         The CoPP feature
            		improves security on your 
            		device
            		by protecting the CPU from unnecessary traffic, or DoS traffic, and by
            		prioritizing control plane and management traffic. 
            	 
         

         
         Your 
            		device
            		is typically segmented into three planes of operation, each with its own
            		objective: 
            	 
         

         
         
            	 
               		  
                The data plane,
                  			 to forward data packets. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The control plane,
                  			 to route data correctly. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               The management
                  			 plane, to manage network elements. 
                  		  
               

               

               
               		
            

            
         

         
         You can use CoPP to
            		protect most of the CPU-bound traffic and ensure routing stability,
            		reachability, and packet delivery. Most importantly, you can use CoPP to
            		protect the CPU from a DoS attack. 
            	 
         

         
          CoPP uses the modular
            		QoS command-line interface (MQC) and CPU queues to achieve these objectives.
            		Different types of control plane traffic are grouped together based on certain
            		criteria, and assigned to a CPU queue. You can manage these CPU queues by
            		configuring dedicated policers in hardware. For example, you can modify the
            		policer rate for certain CPU queues (traffic-type), or you can disable the
            		policer for a certain type of traffic.
            	 
         

         
         Although the policers
            		are configured in hardware, CoPP does not affect CPU performance or the
            		performance of the data plane. But since it limits the number of packets going
            		to CPU, the CPU load is controlled. This means that services waiting for
            		packets from hardware may see a more controlled rate of incoming packets (the
            		rate being user-configurable). 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      System-Defined
         	 Aspects of CoPP
      

      
         

         
         When you power-up the 
            		device
            		for the first time, the system automatically performs the following tasks: 
            	 
            
               	 
                  		  
                  It looks for
                     			 policy-map 
                     			 system-cpp-policy. If it does not detect this
                     			 policy-map, it creates and installs it on the control-plane. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  It creates
                     			 seventeen class-maps under 
                     			 system-cpp-policy. 
                     		  
                  

                  

                  
                  		  
                  The next time
                     			 you power-up the 
                     			 device,
                     			 the system detects the policy and class maps that have already been created. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Once the policy is
                     			 installed, sixteen (out of the thirty-two) CPU queues are enabled by default
                     			 with their respective default rate. The CPU queues enabled by default and their
                     			 default rates are indicated in 
                     			 Table 1. 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
         The following table
            		lists the class-maps that the system creates when you load the 
            		device.
            		It lists the policer that corresponds to each class-map and one or more CPU
            		queues that are grouped under each class-map. There is a one-to-one mapping of
            		class-maps to policers; and one or more CPU queues map to a class-map. 
            	 
            
            
               
                  System-Defined
                        		Values for CoPP
                  
                     
                        	 
                           				
                           Class Maps
                              				  Names 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Policer Index
                              				  (Policer No.) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           CPU queues
                              				  (Queue No.) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           CPU Queues
                              				  Enabled by Default? 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Default
                              				  Policer Rate—in packets per second (pps) 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				
                           system-cpp-police-data 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_DA TA(0) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_ICMP_GEN(3) 
                              				
                           

                           
                           				
                           WK_CPU_Q_BROADCAST(12) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Yes 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           200 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police-l2- control 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_L2_ CONTROL(1) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_L2_CONTROL(1) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           No 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           500 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police-routing-control 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_ROUTING_CONTROL(2) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_ROUTING_CONTROL(4) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Yes 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           500 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police-control-low-priority 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_CO NTROL_LOW_PRI(3) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_ICMP_REDIRECT(6) 
                              				
                           

                           
                           				
                           WK_CPU_Q_GENERAL_PUNT(25) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           No 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           500 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police- wireless-priority1 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_WI RELESS_PRIO_1(4) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_WIRELESS_PRIO_1(8) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           No 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           1000 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police- wireless-priority2 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_WI RELESS_PRIO_2(5) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_WIRELESS_PRIO_2(9) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           No 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           1000 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police- wireless-priority3-4-5 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_WI RELESS_PRIO_3(6) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_WIRELESS_PRIO_3(10) 
                              				
                           

                           
                           				
                           WK_CPU_Q_WIRELESS_PRIO_4(11) 
                              				
                           

                           
                           				
                           WK_CPU_Q_WIRELESS_PRIO_5(7) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           No 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           1000 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police-punt-webauth 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_PU NT_WEBAUTH(7) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_PUNT_WEBAUTH(22) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           No 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           1000 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police- topology-control 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_TOPOLOGY_CONTROL(8) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_TOPOLOGY_CONTROL(15) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           No 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           13000 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police- multicast 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_MULTICAST(9) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_TRANSIT_TRAFFIC(18) 
                              				
                           

                           
                           				
                           WK_CPU_Q_MCAST_DATA(30) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Yes 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           500 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police-sys- data 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_SYS _DATA (10) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_LEARNING_CACHE_OVFL(13) 
                              				
                           

                           
                           				
                           WK_CPU_Q_CRYPTO_CONTROL(23) 
                              				
                           

                           
                           				
                           WK_CPU_Q_EXCEPTION(24) 
                              				
                           

                           
                           				
                           WK_CPU_Q_EGR_EXCEPTION(28) 
                              				
                           

                           
                           				
                           WK_CPU_Q_NFL_SAMPLED_DATA(26) 
                              				
                           

                           
                           				
                           WK_CPU_Q_GOLD_PKT(31) 
                              				
                           

                           
                           				
                           WK_CPU_Q_RPF_FAILED(19) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Yes 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           100 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police-dot1x-auth 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_DOT1X(11) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_DOT1X_AUTH(0) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           No 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           1000 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police- protocol-snooping 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_PR 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_PROTO_SNOOPING(16) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           No 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           500 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police-sw- forward 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_SW_FWD (13) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_SW_FORW ARDING_Q(14) 
                              				
                           

                           
                           				
                           WK_CPU_Q_SGT_CACHE_FULL(27) 
                              				
                           

                           
                           				
                           WK_CPU_Q_LOGGING(21) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Yes 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           1000 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police-forus 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_FORUS(14) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_FORUS_ADDR_RESOLUTION(5) 
                              				
                           

                           
                           				
                           WK_CPU_Q_FORUS_TRAFFIC(2) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           No 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           1000 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-police- multicast-end-station 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPP_POLICE_MULTICAST_SNOOPING(15) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_MCAST_END_STA TION_SERVICE(20) 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Yes 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           2000 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           system-cpp-default 
                                    					  
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           
                              				  WK_CPP_POLICE_DEFAULT_POLICER 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           WK_CPU_Q_DHCP_SNOOPING 
                              				
                           

                           
                           				
                           WK_CPU_Q_SHOW_FORWARD 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           No 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           1000 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            	 
         

         
         Note the following
            		points when you migrate from or to Denali 16.x.x.:
            	 
         

         
         
            	 
               		  
               Upgrade from IOS
                  			 XE 3.x to IOS XE 16.x.x : 
                  		  
               

               

               
               		  
               
                  	 
                     				
                     If your
                        				  device, before upgrade, did not have a policy system-cpp-policy, then on
                        				  upgrade, a default policy is created.
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     If your
                        				  device, before upgrade, had a policy named system-cpp-policy, then on upgrade,
                        				  the policy is not re-generated. Execute 
                        				  cpp sytem-default command to get the
                        				  default policy working.
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
               Downgrade from
                  			 IOS XE 16.x.x to IOS XE 3.x:
                  		  
               

               

               
               		  
               
                  	 
                     				
                     The policy
                        				  system-cpp policy is retained in the device but is not installed on control
                        				  plane. You can delete the policy.
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
               Downgrade from
                  			 IOS XE 16.x.x to IOS XE 3.x and then upgrade to IOS XE 16.x.x:
                  		  
               

               

               
               		  
               
                  	 
                     				
                     If you
                        				  delete the policy after downgrade to 3.x and then upgrade to16.x.x, the policy
                        				  is generated with defaults.
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     If you do
                        				  not delete the policy after downgrade to 3.x, then on upgrade to 16.x.x, the
                        				  policy is not regenerated. Execute 
                        				  cpp sytem-default command to get the
                        				  default policy working.
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      User-Configurable
         	 Aspects of CoPP
      

      
         

         
         You can perform these
            		tasks to manage control plane traffic: 
            	 
            
               	 
                  		  
                  Enable or disable
                     			 CPU queues. 
                     		  
                  

                  

                  
                  		  
                  Enable a CPU
                     			 queue, by configuring a policer action (in packets per second) under the
                     			 corresponding class-map, within the 
                     			 system-cpp-policy policy-map. 
                     		  
                  

                  

                  
                  		  
                  Disable a CPU
                     			 queue, by removing the policer action under the corresponding class-map, within
                     			 the 
                     			 system-cpp-policy policy-map. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Change the policer
                     			 rate, by configuring a policer rate action (in packets per second) under the
                     			 corresponding class-map, within the 
                     			 system-cpp-policy policy-map. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Set the CPU queues
                     			 to their default values, by entering the 
                     			 cpp
                           				  system-default command in global configuration mode. 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Enabling a CPU Queue or Changing the Policer Rate

         
         Disabling a CPU Queue

         
         Setting the Default Policer Rates for All CPU Queues

         
      

      
      Related References

         
         Restrictions for CoPP

         
         Example: Enabling a CPU Queue or Changing the Policer Rate of a CPU Queue

         
         Example: Disabling a CPU Queue

         
         Example: Setting the Default Policer Rates for All CPU Queues

         
      

      
      
      
   
      
      
      Information About Classifying Rogue Access Points

      
         The controller software
            		enables you to create rules that can organize and display rogue access points
            		as Friendly, Malicious, or Unclassified. 
            	 
         

         
         By default, none of the
            		classification rules are enabled. Therefore, all unknown access points are
            		categorized as Unclassified. When you create a rule, configure conditions for
            		it, and enable the rule, the unclassified access points are reclassified.
            		Whenever you change a rule, it is applied to all access points (friendly,
            		malicious, and unclassified) in the Alert state only. 
            	 
         

         
         If
            		you move any rogue or ad hoc rogue manually to unclassified and Alert state, it
            		means that the rogue is moved to the default state. Rogue rules apply to all
            		the rogues that are manually moved to unclassified and Alert state. 
            	 
         

         
         
            
               	[image: ../images/note.gif]
Note
               	


 
                  		
                  Rule-based rogue
                     		  classification does not apply to ad hoc rogues and rogue clients. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         
            
               	[image: ../images/note.gif]
Note
               	


 
                  		
                  You can configure up to 64
                     		  rogue classification rules per controller. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         When the controller receives
            		a rogue report from one of its managed access points, it responds as follows: 
            	 
            
               	 
                  		  
                  The controller verifies that
                     			 the unknown access point is in the friendly MAC address list. If it is, the
                     			 controller classifies the access point as Friendly. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  If the unknown access point
                     			 is not in the friendly MAC address list, the controller starts applying rogue
                     			 classification rules. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  If the rogue is already
                     			 classified as Malicious, Alert or Friendly, Internal or External, the
                     			 controller does not reclassify it automatically. If the rogue is classified
                     			 differently, the controller reclassifies it automatically only if the rogue is
                     			 in the Alert state. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  The controller applies the
                     			 first rule based on priority. If the rogue access point matches the criteria
                     			 specified by the rule, the controller classifies the rogue according to the
                     			 classification type configured for the rule. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  If the rogue access point
                     			 does not match any of the configured rules, the controller classifies the rogue
                     			 as Unclassified. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  The controller repeats the
                     			 previous steps for all rogue access points. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  If RLDP determines that the
                     			 rogue access point is on the network, the controller marks the rogue state as
                     			 Threat and classifies it as Malicious automatically, even if no rules are
                     			 configured. You can then manually contain the rogue (unless you have configured
                     			 RLDP to automatically contain the rogue), which would change the rogue state to
                     			 Contained. If the rogue access point is not on the network, the controller
                     			 marks the rogue state as Alert, and you can manually contain the rogue. 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  If desired, you can manually
                     			 move the access point to a different classification type and rogue state. 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
         
         
            
               Classification
                     		Mapping
               
                  
                     	 
                        				
                        Rule-Based Classification
                           				  Type 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Rogue
                           				  States 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	Friendly 
                        			 
                     
                     
                     	 
                        				
                        
                           	 
                              					 
                              Internal—If the unknown
                                 						access point is inside the network and poses no threat to WLAN security, you
                                 						would manually configure it as Friendly, Internal. An example is the access
                                 						points in your lab network. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              External—If the unknown
                                 						access point is outside the network and poses no threat to WLAN security, you
                                 						would manually configure it as Friendly, External. An example is an access
                                 						point that belongs to a neighboring coffee shop. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Alert—The unknown access
                                 						point is moved to Alert if it is not in the neighbor list or in the
                                 						user-configured friendly MAC list. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	Malicious 
                        			 
                     
                     
                     	 
                        				
                        
                           	 
                              					 
                              Alert—The unknown access
                                 						point is moved to Alert if it is not in the neighbor list or in the
                                 						user-configured friendly MAC list. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Threat—The unknown access
                                 						point is found to be on the network and poses a threat to WLAN security. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Contained—The unknown access
                                 						point is contained. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Contained Pending—The unknown
                                 						access point is marked Contained, but the action is delayed due to unavailable
                                 						resources. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	Unclassified 
                        			 
                     
                     
                     	 
                        				
                        
                           	 
                              					 
                              Pending—On first detection,
                                 						the unknown access point is put in the Pending state for 3 minutes. During this
                                 						time, the managed access points determine if the unknown access point is a
                                 						neighbor access point. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Alert—The unknown access
                                 						point is moved to Alert if it is not in the neighbor list or in the
                                 						user-configured friendly MAC list. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Contained—The unknown access
                                 						point is contained. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Contained Pending—The unknown
                                 						access point is marked Contained, but the action is delayed due to unavailable
                                 						resources. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
         The classification and state
            		of the rogue access points are configured as follows: 
            	 
            
               	 
                  		  
                  From Known to Friendly,
                     			 Internal 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  From Acknowledged to
                     			 Friendly, External 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  From Contained to Malicious,
                     			 Contained 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
         As mentioned previously, the
            		controller can automatically change the classification type and rogue state of
            		an unknown access point based on user-defined rules, or you can manually move
            		the unknown access point to a different classification type and rogue state. 
            	 
         

         
         
         
            
               Allowable Classification Type
                     		and Rogue State Transitions
               
                  
                     	 
                        				
                        From 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        To 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	Friendly
                        				(Internal, External, Alert) 
                        			 
                     
                     
                     	Malicious
                        				(Alert) 
                        			 
                     
                     
                  

                  
                  
                     	Friendly
                        				(Internal, External, Alert) 
                        			 
                     
                     
                     	Unclassified
                        				(Alert) 
                        			 
                     
                     
                  

                  
                  
                     	Friendly (Alert)
                        				
                        			 
                     
                     
                     	Friendly
                        				(Internal, External) 
                        			 
                     
                     
                  

                  
                  
                     	Malicious
                        				(Alert, Threat) 
                        			 
                     
                     
                     	Friendly
                        				(Internal, External) 
                        			 
                     
                     
                  

                  
                  
                     	Malicious
                        				(Contained, Contained Pending) 
                        			 
                     
                     
                     	Malicious
                        				(Alert) 
                        			 
                     
                     
                  

                  
                  
                     	Unclassified
                        				(Alert, Threat) 
                        			 
                     
                     
                     	Friendly
                        				(Internal, External) 
                        			 
                     
                     
                  

                  
                  
                     	Unclassified
                        				(Contained, Contained Pending) 
                        			 
                     
                     
                     	Unclassified
                        				(Alert) 
                        			 
                     
                     
                  

                  
                  
                     	Unclassified
                        				(Alert) 
                        			 
                     
                     
                     	Malicious
                        				(Alert) 
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
         If the rogue state is
            		Contained, you have to uncontain the rogue access point before you can change
            		the classification type. If you want to move a rogue access point from
            		Malicious to Unclassified, you must delete the access point and allow the
            		controller to reclassify it. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Encryption Features

      
         

         
         If the active switch is running the cryptographic universal software image (supports encryption), the encryption features are available on the
            switch stack.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Fast Stack Convergence

      
         

         
         

         
         
            When a single link in a full ring stack becomes inoperable, there is a disruption in the forwarding of packets, and the stack
               moves to a half ring. With Catalyst 3850 switches this disruption of traffic (or stack convergence time)
               takes milliseconds.
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Effects of Adding a
         	 Provisioned Switch to a Switch Stack
      

      
         When you add a
            		provisioned 
            		Device to the switch stack, the stack
            		applies either the provisioned configuration or the default configuration. This
            		table lists the events that occur when the switch stack compares the
            		provisioned configuration with the provisioned switch. 
            	 
         

         
         
         
            
               Results of
                     		Comparing the Provisioned Configuration with the Provisioned Switch
               
                  
                     	 
                        				
                        Scenario 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Result 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        The stack
                           				  member numbers and the 
                           				  Device types match. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        
                           	 
                              					 
                              If the
                                 						stack member number of the provisioned switch matches the stack member number
                                 						in the provisioned configuration on the stack, and 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              If the 
                                 						Device type of the provisioned switch
                                 						matches the 
                                 						Device type in the provisioned
                                 						configuration on the stack. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                     	 
                        				
                        The switch
                           				  stack applies the provisioned configuration to the provisioned switch and adds
                           				  it to the stack. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        The stack
                           				  member numbers match but the 
                           				  Device types do not match. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        
                           	 
                              					 
                              If the
                                 						stack member number of the provisioned switch matches the stack member number
                                 						in the provisioned configuration on the stack, but 
                                 					 
                              

                              

                              
                              				  
                           

                           
                           	 
                              					 
                              The 
                                 						Device type of the provisioned switch does
                                 						not match the 
                                 						Device type in the provisioned
                                 						configuration on the stack. 
                                 					 
                              

                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                     	 
                        				
                        The switch
                           				  stack applies the default configuration to the provisioned switch and adds it
                           				  to the stack. 
                           				
                        

                        
                        				
                        The
                           				  provisioned configuration is changed to reflect the new information. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        The stack
                           				  member number is not found in the provisioned configuration. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                     
                     	 
                        				
                        The switch
                           				  stack applies the default configuration to the provisioned switch and adds it
                           				  to the stack. 
                           				
                        

                        
                        				
                        The
                           				  provisioned configuration is changed to reflect the new information. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        The stack
                           				  member number of the provisioned switch is not found in the provisioned
                           				  configuration. 
                           				
                        

                        
                        			 
                     
                     
                     	 
                     
                     	 
                        				
                        The switch
                           				  stack applies the default configuration to the provisioned switch and adds it
                           				  to the stack. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
         If you add a
            		provisioned switch that is a different type than specified in the provisioned
            		configuration to a powered-down switch stack and then apply power, the switch
            		stack rejects the (now incorrect) 
            		switch 
               		  stack-member-number 
               		  provision 
               		  type global configuration command in the startup
            		configuration file. However, during stack initialization, the nondefault
            		interface configuration information in the startup configuration file for the
            		provisioned interfaces (potentially of the wrong type) is executed. Depending
            		on the differences between the actual 
            		Device type and the previously provisioned
            		switch type, some commands are rejected, and some commands are accepted. 
            	 
         

         
         
            
               	[image: ../images/note.gif]
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                  If the switch stack
                     		  does not contain a provisioned configuration for a new 
                     		  Device, the 
                     		  Device joins the stack with the default
                     		  interface configuration. The switch stack then adds to its running
                     		  configuration with a 
                     		  switch 
                        			 stack-member-number 
                        			 provision 
                        			 type global configuration command that matches the
                     		  new 
                     		  Device. For configuration information, see
                     		  the 
                     		  Provisioning a New Member for a Switch Stack section. 
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Effects of Replacing
         	 a Provisioned Switch in a Switch Stack
      

      
         When a provisioned
            		switch in a switch stack fails, it is removed from the stack, and is replaced
            		with another 
            		Device,
            		the stack applies either the provisioned configuration or the default
            		configuration to it. The events that occur when the switch stack compares the
            		provisioned configuration with the provisioned switch are the same as those
            		when you add a provisioned switch to a stack.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Effects of Removing a Provisioned Switch from a Switch Stack

      
         If you remove a provisioned switch from the switch stack, the configuration associated with the removed stack member remains
            in the running configuration as provisioned information. To completely remove the configuration, use the no switch
               stack-member-number provision 
            global configuration command.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Auto-Upgrade

      
          The purpose of the
            		auto-upgrade feature is to allow a switch to be upgraded to a compatible
            		software image, so that the switch can join the switch stack. 
            	 
         

         
          When a new switch
            		attempts to join a switch stack, each stack member performs compatibility
            		checks with itself and the new switch. Each stack member sends the results of
            		the compatibility checks to the 
            		active switch, which
            		uses the results to determine whether the switch can join the switch stack. If
            		the software on the new switch is incompatible with the switch stack, the new
            		switch enters version-mismatch (VM) mode. 
            	 
         

         
          If the auto-upgrade
            		feature is enabled on the existing switch stack, the 
            		active switch
            		automatically upgrades the new switch with the same software image running on a
            		compatible stack member. Auto-upgrade starts a few minutes after the mismatched
            		software is detected before starting. 
            	 
         

         
          Auto-upgrade is disabled by
            		default. 
            	 
         

         
          Auto-upgrade includes
            		an auto-copy process and an auto-extract process. 
            	 
         

         
         
            	 
               		  
                Auto-copy
                  			 automatically copies the software image running on any stack member to the new
                  			 switch to automatically upgrade it. Auto-copy occurs if auto-upgrade is
                  			 enabled, if there is enough flash memory in the new switch, and if the software
                  			 image running on the switch stack is suitable for the new switch. 
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 A switch in
                           				VM mode might not run all released software. For example, new switch hardware
                           				is not recognized in earlier versions of software. 
                           			 
                           

                        
                     

                  

                  
                  		  
               

               
               		
            

            
            	 
               		  
               
                  			 Automatic extraction (auto-extract) occurs when the auto-upgrade
                  			 process cannot find the appropriate software in the stack to copy to the new
                  			 switch. In that case, the auto-extract process searches all switches in the
                  			 stack for the bin file needed to upgrade the switch stack or the new switch.
                  			 The bin file can be in any flash file system in the switch stack or in the new
                  			 switch. If a bin file suitable for the new switch is found on a stack member,
                  			 the process extracts the file and automatically upgrades the new switch. 
                  		  
               

               

               
               		
            

            
         

         
          The auto-upgrade feature is
            		not available in bundle mode. The switch stack must be running in installed
            		mode. If the switch stack is in bundle mode, use the 
            		software expand
            		privileged EXEC command to change to installed mode. 
            	 
         

         
          You can enable auto-upgrade
            		by using the 
            		software
               		  auto-upgrade enable global configuration command on the new switch. You can
            		check the status of auto-upgrade by using the 
            		show
               		  running-config privileged EXEC command and by checking the 
            		Auto upgrade
            		line in the display. 
            	 
         

         
          You can configure
            		auto-upgrade to upgrade the new switch with a specific software bundle by using
            		the 
            		software
               		  auto-upgrade source url global configuration command. If the software
            		bundle is invalid, the new switch is upgraded with the same software image
            		running on a compatible stack member. 
            	 
         

         
          When the auto-upgrade
            		process is complete, the new switch reloads and joins the stack as a fully
            		functioning member. If you have both stack cables connected during the reload,
            		network downtime does not occur because the switch stack operates on two rings.
            		
            	 
         

         
         For more information about upgrading a switch running
            		incompatible software see the 
            		Cisco IOS File
               		  System, Configuration Files, and Bundle Files Appendix, Cisco IOS XE Release
               		  3SE (Catalyst 3850 Switches). 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
       Auto-Advise

      
         
            		
             The auto-advise
               		  feature is triggered when:
               		
            

            
            		
            
               	
                  			 
                   The
                     				auto-upgrade feature is disabled.
                     			 
                  

                  

                  
                  		  
               

               
               	
                  			 
                  The new switch
                     				is in bundle mode and the stack is in installed mode. Auto-advise displays
                     				syslog messages about using the 
                     				software
                           					 auto-upgrade privileged EXEC command to change the new switch to
                     				installed mode.
                     			 
                  

                  

                  
                  		  
               

               
               	
                  			 
                   The stack is in
                     				bundle mode. Auto-advise displays syslog messages about booting the new switch
                     				in bundle mode so that it can join the stack.
                     			 
                  

                  

                  
                  		  
               

               
               	
                  			 
                   An auto-upgrade
                     				attempt fails because the new switch is running incompatible software. After
                     				the switch stack performs compatibility checks with the new switch, auto-advise
                     				displays syslog messages about whether the new switch can be auto-upgraded.
                     			 
                  

                  

                  
                  		  
               

               
            

            
            		
            Auto-advise cannot
               		  be disabled. It does 
               		  not give
               		  suggestions when the switch stack software and the software of the switch in
               		  version-mismatch (VM) mode do not contain the same license level.
               		
            

            
            	 
         

         
         
            		
            Automatic advise
               		  (auto-advise) occurs when the auto-upgrade process cannot find appropriate
               		  stack member software to copy to the new switch. This process tells you the
               		  command (archive copy-sw
               		  or 
               		  archive
                     				download-sw privileged EXEC command) and the image name (tar
               		  filename) needed to manually upgrade the switch stack or the new switch. The
               		  recommended image can be the running switch stack image or a tar file in any
               		  flash file system in the switch stack (including the new switch). If an
               		  appropriate image is not found in the stack flash file systems, the auto-advise
               		  process tells you to install new software on the switch stack. Auto-advise
               		  cannot be disabled, and there is no command to check its status.
               		
            

            
            	 
         

         
         
            		
            
               		
            

            
            		
            	 
         

         
      

      
      
      
         
         	Examples of Auto-Advise Messages

         
      

      
      
      
         
      

      
      
      
   
      
      
      Connectivity to the
         	 Switch Stack Through an IP Address
      

      
         The switch stack is
            		managed through a single IP address. The IP address is a system-level setting
            		and is not specific to the 
            		active switch or to any other stack member. You can
            		still manage the stack through the same IP address even if you remove the 
            		active switch or any other stack member from the
            		stack, provided there is IP connectivity.
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                  Stack members retain
                     		  their IP addresses when you remove them from a switch stack. To avoid a
                     		  conflict by having two devices with the same IP address in your network, change
                     		  the IP addresses of any 
                     		  Device
                     		  that you remove from the switch stack.
                     		
                  

                  
                  	 
                  

               
            

         

         
         For related information about switch stack configurations, see the 
            		Switch Stack Configuration Files section.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Connectivity to the
         	 Switch Stack Through Console Ports or Ethernet Management
            		Ports

      
         You can connect to the 
            		active switch by using one of
            		these methods: 
            	 
         

         
         
            	 
               		  
               You can connect a
                  			 terminal or a PC to the 
                  			 active switch through the console
                  			 port of one or more stack members. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               You can connect a
                  			 PC to the 
                  			 active switch through the
                  			 Ethernet management ports of one or more 
                  			  stack members. For more information about connecting to the switch
                  			 stack through Ethernet management ports, see the 
                  			 Using the
                     				Ethernet Management Port section. 
                  		  
               

               

               
               		
            

            
         

         
         You can connect to the
            		
            		active switch by connecting a
            		terminal or a PC to the stack master through the console port of one or more
            		stack members. 
            	 
         

         
         Be careful when using
            		multiple CLI sessions to the 
            		active switch. Commands that you
            		enter in one session are not displayed in the other sessions. Therefore, it is
            		possible that you might not be able to identify the session from which you
            		entered a command. 
            	 
         

         
         We recommend using
            		only one CLI session when managing the switch stack. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure a Switch Stack

      
         

         
      

      
      
      
         
         	Enabling the Persistent MAC Address Feature

         
         	Assigning a Stack Member Number

         
         	Setting the Stack Member Priority Value

         
         	Provisioning a New Member for a Switch Stack

         
         	Removing Provisioned Switch Information

         
         	Displaying Incompatible Switches in the Switch Stack

         
         	Upgrading an Incompatible Switch in the Switch Stack

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco Express Forwarding

      
         

         
         A key element of Cisco IOS Nonstop Forwarding (NSF)  is packet forwarding. In a Cisco networking device, packet forwarding
            is provided by Cisco Express Forwarding (CEF). CEF maintains the FIB and uses the FIB information that was current at the
            time of the switchover to continue forwarding packets during a switchover. This feature reduces traffic interruption during
            the switchover.
         

         
         During normal NSF operation, CEF on the active supervisor switch synchronizes its current FIB and adjacency databases with
            the FIB and adjacency databases on the standby switch. Upon switchover, the standby switch initially has FIB and adjacency
            databases that are mirror images of those that were current on the active switch. CEF keeps the forwarding engine on the standby
            switch current with changes that are sent to it by CEF on the active switch. The forwarding engine can continue forwarding
            after a switchover as soon as the interfaces and a data path are available.
         

         
         As the routing protocols start to repopulate the RIB on a prefix-by-prefix basis, the updates cause prefix-by-prefix updates
            to CEF, which it uses to update the FIB and adjacency databases. Existing and new entries receive the new version (“epoch”)
            number, indicating that they have been refreshed. The forwarding information is updated on the forwarding engine during convergence.
            The switch signals when the RIB has converged. The software removes all FIB and adjacency entries that have an epoch older
            than the current switchover epoch. The FIB now represents the newest routing protocol forwarding information.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      BGP Operation

      
         

         
         
            When an NSF-capable router begins a BGP session with a BGP peer, it sends an OPEN message to the peer. Included in the message
            is a statement that the NSF-capable device has “graceful” restart capability. Graceful restart is the mechanism by which BGP
            routing peers avoid a routing flap following a switchover. If the BGP peer has received this capability, it is aware that
            the device sending the message is NSF-capable. Both the NSF-capable router and its BGP peers need to exchange the graceful
            restart capability in their OPEN messages at the time of session establishment. If both the peers do not exchange the graceful
            restart capability, the session will not be capable of a graceful restart.
         

         
         If the BGP session is lost during the active switch  switchover, the NSF-aware BGP peer marks all the routes associated with
            the NSF-capable router as stale; however, it continues to use these routes to make forwarding decisions for a set period of
            time. This functionality prevents packets from being lost while the newly active switch is waiting for convergence of the
            routing information with the BGP peers.
         

         
         After an active switch switchover occurs, the NSF-capable router reestablishes the session with the BGP peer. In establishing
            the new session, it sends a new graceful restart message that identifies the NSF-capable router as having restarted.
         

         
         At this point, the routing information is exchanged between the two BGP peers. After this exchange is complete, the NSF-capable
            device uses the routing information to update the RIB and the FIB with the new forwarding information. The NSF-aware device
            uses the network information to remove stale routes from its BGP table; the BGP protocol then is fully converged.
         

         
         If a BGP peer does not support the graceful restart capability, it ignores the graceful restart capability in an OPEN message
            but establishes a BGP session with the NSF-capable device. This function allows interoperability with non-NSF-aware BGP peers
            (and without NSF functionality), but the BGP session with non-NSF-aware BGP peers is not capable of a graceful restart.
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                  BGP support in NSF requires that neighbor networking devices be NSF-aware; that is, the devices must have the graceful restart
                  capability and advertise that capability in their OPEN message during session establishment. If an NSF-capable router discovers
                  that a particular BGP neighbor does not have graceful restart capability, it does not establish an NSF-capable session with
                  that neighbor. All other neighbors that have graceful restart capability continue to have NSF-capable sessions with this NSF-capable
                  networking device. 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      EIGRP Operation

      
         

         
         When an EIGRP NSF-capable router initially re-boots after an NSF restart, it has no neighbor and its topology table is empty.
            The router is notified by the standby (now active) switch when it needs to bring up the interfaces, reacquire neighbors, and
            rebuild the topology and routing tables. The restarting router and its peers must accomplish these tasks without interrupting
            the data traffic directed toward the restarting router. EIGRP peer routers maintain the routes learned from the restarting
            router and continue forwarding traffic through the NSF restart process.
         

         
         To prevent an adjacency reset by the neighbors, the restarting router uses a new Restart (RS) bit in the EIGRP packet header
            to indicate a restart. The RS bit is set in the hello packets and in the initial INIT update packets during the NSF restart
            period. The RS bit in the hello packets allows the neighbors to be quickly notified of the NSF restart. Without seeing the
            RS bit, the neighbor can only detect an adjacency reset by receiving an INIT update or by the expiration of the hello hold
            timer. Without the RS bit, a neighbor does not know if the adjacency reset should be handled using NSF or the normal startup
            method.
         

         
         When the neighbor receives the restart indication, either by receiving the hello packet or the INIT packet, it recognizes
            the restarting peer in its peer list and maintains the adjacency with the restarting router. The neighbor then sends it topology
            table to the restarting router with the RS bit set in the first update packet indicating that it is NSF-aware and is helping
            out the restarting router. The neighbor does not set the RS bit in their hello packets, unless it is also a NSF restarting
            neighbor.
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 A router may be NSF-aware but may not be helping the NSF restarting neighbor because booting from a cold start. 
                  

               
            

         

         
         If at least one of the peer routers is NSF-aware, the restarting router would then receive updates and rebuild its database.
            The restarting router must then find out if it had converged so that it can notify the routing information base (RIB). Each
            NSF-aware router is required to send an end of table (EOT) marker in the last update packet to indicate the end of the table
            content. The restarting router knows it has converged when it receives the EOT marker. The restarting router can then begin
            sending updates.
         

         
         An NSF-aware peer would know when the restarting router had converged when it receives an EOT indication from the restarting
            router. The peer then scans its topology table to search for the routes with the restarted neighbor as the source. The peer
            compares the route timestamp with the restart event timestamp to determine if the route is still available. The peer then
            goes active to find alternate paths for the routes that are no longer available through the restarted router.
         

         
         When the restarting router has received all EOT indications from its neighbors or when the NSF converge timer expires, EIGRP
            notifies the RIB of convergence. EIGRP waits for the RIB convergence signal and then floods its topology table to all awaiting
            NSF-aware peers.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
       DNS

      
         The DNS protocol controls the Domain Name System (DNS), a distributed database with which you can map hostnames to IP addresses.
            When you configure DNS on your device, you can substitute the hostname for the IP address with all IP commands, such as ping, telnet, connect, and related Telnet support operations.
         

         
         IP defines a hierarchical naming scheme that allows a device to be identified by its location or domain. Domain names are
            pieced together with periods (.) as the delimiting characters. For example, Cisco Systems is a commercial organization that
            IP identifies by a com domain name, so its domain name is cisco.com. A specific device in this domain, for example, the File Transfer Protocol (FTP) system is identified as ftp.cisco.com.
         

         
         To keep track of domain names, IP has defined the concept of a domain name server, which holds a cache (or database) of names
            mapped to IP addresses. To map domain names to IP addresses, you must first identify the hostnames, specify the name server
            that is present on your network, and enable the DNS.
         

         
      

      
      
      
         
         	Default DNS Settings

         
      

      
      
      
         
      

      
      
      
   
      
      
      ARP Table
         	 Management
      

      
         

         
         To
            		communicate with a device (over Ethernet, for example), the software first must
            		learn the 48-bit MAC address or the local data link address of that device. The
            		process of learning the local data link address from an IP address is called 
            		address resolution.
            	 
         

         
         The Address Resolution Protocol (ARP)
            		associates a host IP address with the corresponding media or MAC addresses and
            		the VLAN ID. Using an IP address, ARP finds the associated MAC address. When a
            		MAC address is found, the IP-MAC address association is stored in an ARP cache
            		for rapid retrieval. Then the IP datagram is encapsulated in a link-layer frame
            		and sent over the network. Encapsulation of IP datagrams and ARP requests and
            		replies on IEEE 802 networks other than Ethernet is specified by the Subnetwork
            		Access Protocol (SNAP). By default, standard Ethernet-style ARP encapsulation
            		(represented by the 
            		arpa keyword) is enabled on the IP interface.
            	 
         

         
         ARP entries added manually to
            		the table do not age and must be manually removed.
            	 
         

         
         For CLI procedures, see the Cisco IOS Release 12.4 documentation on 
            		Cisco.com.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Bundle Boot Mode

      
         

         
         You can boot your device in bundle boot mode by booting the bundle (.bin) file:
         

         switch:  boot flash:cat3850-universalk9.SSA.03.08.83.EMD.150-8.83.EMD.bin

         

         
         The provisioning file contained in a bundle is used to decide which packages to boot, mount, and run. Packages are extracted
            from the bundle and copied to  RAM. The ISO file system in each package is mounted to the root file system.
         

         
         Unlike install boot mode, additional memory that is equivalent to the size of the bundle is used when booting in bundle mode.

         
         Unlike install boot mode, bundle boot mode is available from several locations:
            
               	
                  flash:

                  

                  
               

               
               	
                  usbflash0:

                  

                  
               

               
               	
                  tftp:

                  

                  
               

               
            

            
         

         
         
            
               	[image: ../images/note.gif]
Note
               	



                  Auto install and smart install functionality is not supported in bundle boot mode.
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                  The AP image pre-download feature is not supported in bundle boot mode. For more information about the pre-download feature
                     see the Cisco WLC 5700 Series Preloading an Image to Access Points  chapter.
                  

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      Related References

         
         Examples: Displaying Software Bootup in Install Mode

         
         Example: Emergency Installation

         
      

      
      
      
   
      
      
      Boot Mode for a Switch Stack

      
         

         
         All the switches in a stack must be running in installed mode or bundle boot mode. A mixed mode stack is not supported. If
            a new switch tries to join the stack in a different boot mode then the active switch,  the  new switch is given a V-mismatch
            state. 
         

         
         If a mixed mode switch stack is booted  at the same time, then all the switches except for the active switch is given a V-mismatch
            state. If the boot mode does not support auto-upgrade, then the switch stack members  must be re-booted in the same boot mode
            as the active switch.
         

         
           If the stack is running in installed mode, the auto-upgrade feature can be used to automatically upgrade the new switch
            that is attempting to join the switch stack.
         

         
         The auto-upgrade feature changes the boot mode of the new switch to installed mode. If the stack is running in bundle boot
            mode, the auto-upgrade feature is not available. You will be required to use the bundle mode to boot the new switch so that
            it can join the switch stack.
         

         
         This is an example of the state of a switch that  attempts to join the switch stack when the boot mode is not compatible with
            the active switch:

Device# show switch

Switch/Stack Mac Address : 6400.f125.1100 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current
Switch#   Role   Mac Address    Priority Version   State
------------------------------------------------------------
 1       Member 6400 f125.1a00   1        0        V-Mismatch
*2       Active 6400.f125.1100   1        V01      Ready
Device

 

            

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default Switch
         	 Information
      

      
         
         
            
               Default Switch
                     		Information
               
                  
                     	 
                        				
                        Feature 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Default
                           				  Setting 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        IP address and
                           				  subnet mask 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        No IP address
                           				  or subnet mask are defined. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Default
                           				  gateway 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        No default
                           				  gateway is defined. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Enable secret
                           				  password 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        No password is
                           				  defined. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Hostname 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        The
                           				  factory-assigned default hostname is 
                           				  Device.
                           				  
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Telnet
                           				  password 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        No password is
                           				  defined. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Cluster
                           				  command switch functionality 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Disabled. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Cluster name 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        No cluster
                           				  name is defined. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP-Based
         	 Autoconfiguration Overview
      

      
         DHCP provides
            		configuration information to Internet hosts and internetworking devices. This
            		protocol consists of two components: one for delivering configuration
            		parameters from a DHCP server to a device and an operation for allocating
            		network addresses to devices. DHCP is built on a client-server model, in which
            		designated DHCP servers allocate network addresses and deliver configuration
            		parameters to dynamically configured devices. The 
            		device can act as both a DHCP client and a
            		DHCP server.
            	 
         

         
         During DHCP-based
            		autoconfiguration, your 
            		device (DHCP client) is automatically
            		configured at startup with IP address information and a configuration file.
            	 
         

         
         With DHCP-based
            		autoconfiguration, no DHCP client-side configuration is needed on your 
            		device. However, you need to configure the
            		DHCP server for various lease options associated with IP addresses.
            	 
         

         
         If you want to use
            		DHCP to relay the configuration file location on the network, you might also
            		need to configure a Trivial File Transfer Protocol (TFTP) server and a Domain
            		Name System (DNS) server.
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                  We recommend a
                     		  redundant connection between a switch stack and the DHCP, DNS, and TFTP
                     		  servers. This is to help ensure that these servers remain accessible in case
                     		  one of the connected stack members is removed from the switch stack.
                     		
                  

                  
                  	 
                  

               
            

         

         
         The DHCP server for
            		your 
            		device can be on the same LAN or on a
            		different LAN than the 
            		device. If the DHCP server is running on a
            		different LAN, you should configure a DHCP relay device between your 
            		device and the DHCP server. A relay device
            		forwards broadcast traffic between two directly connected LANs. A router does
            		not forward broadcast packets, but it forwards packets based on the destination
            		IP address in the received packet.
            	 
         

         
         DHCP-based
            		autoconfiguration replaces the BOOTP client functionality on your 
            		device.
            	 
         

         
      

      
      
      
         
         	DHCP Client Request Process

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP Client Request
         	 Process
      

      
         When you boot up your 
            		device,
            		the DHCP client is invoked and requests configuration information from a DHCP
            		server when the configuration file is not present on the 
            		device.
            		If the configuration file is present and the configuration includes the 
            		ip address dhcp
            		interface configuration command on specific routed interfaces, the DHCP client
            		is invoked and requests the IP address information for those interfaces. 
            	 
         

         
          This is the sequence
            		of messages that are exchanged between the DHCP client and the DHCP server. 
            	 
         

         
         DHCP Client and
               		  Server Message Exchange

[image: ../images/51807.jpg]

         
         The client, 
            		Device
            		A, broadcasts a DHCPDISCOVER message to locate a DHCP server. The DHCP server
            		offers configuration parameters (such as an IP address, subnet mask, gateway IP
            		address, DNS IP address, a lease for the IP address, and so forth) to the
            		client in a DHCPOFFER unicast message. 
            	 
         

         
         In a DHCPREQUEST
            		broadcast message, the client returns a formal request for the offered
            		configuration information to the DHCP server. The formal request is broadcast
            		so that all other DHCP servers that received the DHCPDISCOVER broadcast message
            		from the client can reclaim the IP addresses that they offered to the client. 
            	 
         

         
         The DHCP server
            		confirms that the IP address has been allocated to the client by returning a
            		DHCPACK unicast message to the client. With this message, the client and server
            		are bound, and the client uses configuration information received from the
            		server. The amount of information the 
            		device
            		receives depends on how you configure the DHCP server. 
            	 
         

         
         If the configuration
            		parameters sent to the client in the DHCPOFFER unicast message are invalid (a
            		configuration error exists), the client returns a DHCPDECLINE broadcast message
            		to the DHCP server. 
            	 
         

         
         The DHCP server sends
            		the client a DHCPNAK denial broadcast message, which means that the offered
            		configuration parameters have not been assigned, that an error has occurred
            		during the negotiation of the parameters, or that the client has been slow in
            		responding to the DHCPOFFER message (the DHCP server assigned the parameters to
            		another client). 
            	 
         

         
         A DHCP client might
            		receive offers from multiple DHCP or BOOTP servers and can accept any of the
            		offers; however, the client usually accepts the first offer it receives. The
            		offer from the DHCP server is not a guarantee that the IP address is allocated
            		to the client; however, the server usually reserves the address until the
            		client has had a chance to formally request the address. If the 
            		device
            		accepts replies from a BOOTP server and configures itself, the 
            		device
            		broadcasts, instead of unicasts, TFTP requests to obtain the 
            		device
            		configuration file. 
            	 
         

         
         The DHCP hostname option allows a group of 
            		devices
            		to obtain hostnames and a standard configuration from the central management
            		DHCP server. A client (device)
            		includes in its DCHPDISCOVER message an option 12 field used to request a
            		hostname and other configuration parameters from the DHCP server. The
            		configuration files on all clients are identical except for their DHCP-obtained
            		hostnames. 
            	 
         

         
         If a client has a default hostname (the 
            		hostname 
               		  name global configuration command is not
            		configured or the 
            		no hostname
            		global configuration command is entered to remove the hostname), the DHCP
            		hostname option is not included in the packet when you enter the 
            		ip address dhcp
            		interface configuration command. In this case, if the client receives the DCHP
            		hostname option from the DHCP interaction while acquiring an IP address for an
            		interface, the client accepts the DHCP hostname option and sets the flag to
            		show that the system now has a hostname configured. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP-based
         	 Autoconfiguration and Image Update
      

      
         You can use the DHCP
            		image upgrade features to configure a DHCP server to download both a new image
            		and a new configuration file to one or more 
            		devices in a network. Simultaneous image and
            		configuration upgrade for all switches in the network helps ensure that each
            		new 
            		device added to a network receives the same
            		image and configuration.
            	 
         

         
         There are two types of
            		DHCP image upgrades: DHCP autoconfiguration and DHCP auto-image update.
            	 
         

         
      

      
      
      
         
         	Restrictions for DHCP-based Autoconfiguration

         
         	DHCP Autoconfiguration

         
         	DHCP Auto-Image Update

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP Autoconfiguration

      
         DHCP  autoconfiguration downloads a configuration file to one or more devices in your network from a DHCP server. The downloaded configuration file becomes the running configuration of the device. It does not over write the bootup configuration saved in the flash, until you reload the device.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP Auto-Image
         	 Update
      

      
         You can use DHCP
            		auto-image upgrade with DHCP autoconfiguration to download both a configuration
            		and a new image to one or more 
            		devices in your network. The 
            		device (or 
            		devices) downloading the new configuration and
            		the new image can be blank (or only have a default factory configuration
            		loaded). 
            	 
         

         
         If the new configuration is downloaded to a switch that already has a
            		configuration, the downloaded configuration is appended to the configuration
            		file stored on the switch. (Any existing configuration is not overwritten by
            		the downloaded one.)
            	 
         

         
         To enable a DHCP
            		auto-image update on the 
            		device, the TFTP server where the image and
            		configuration files are located must be configured with the correct option 67
            		(the configuration filename), option 66 (the DHCP server hostname) option 150
            		(the TFTP server address), and option 125 (description of the Cisco IOS image
            		file) settings. 
            	 
         

         
         After you install the 
            		device in your network, the auto-image update
            		feature starts. The downloaded configuration file is saved in the running
            		configuration of the 
            		device, and the new image is downloaded and
            		installed on the 
            		device. When you reboot the 
            		device, the configuration is stored in the
            		saved configuration on the 
            		device. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      DHCP Server
         	 Configuration Guidelines
      

      
         Follow these
            		guidelines if you are configuring a device as a DHCP server:
            	 
         

         
         
            	 
               		  
               You should
                  			 configure the DHCP server with reserved leases that are bound to each 
                  			 device by the 
                  			 device hardware address.
                  		  
               

               

               
               		
            

            
            	If you want the 
               		  device to receive IP address information, you
               		  must configure the DHCP server with these lease options:
               		  
               
                  	 
                     				
                     IP address of
                        				  the client (required)
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     Subnet mask of
                        				  the client (required)
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     DNS server IP
                        				  address (optional)
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     Router IP
                        				  address (default gateway address to be used by the 
                        				  device) (required)
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	If you want the 
               		  device to receive the configuration file from
               		  a TFTP server, you must configure the DHCP server with these lease options:
               		  
               
                  	 
                     				
                     TFTP server
                        				  name (required)
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     Boot filename
                        				  (the name of the configuration file that the client needs) (recommended)
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     Hostname
                        				  (optional)
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
               Depending on the
                  			 settings of the DHCP server, the 
                  			 device can receive IP address information,
                  			 the configuration file, or both.
                  		  
               

               

               
               		
            

            
            	 
               		  
               If you do not
                  			 configure the DHCP server with the lease options described previously, it
                  			 replies to client requests with only those parameters that are configured. If
                  			 the IP address and the subnet mask are not in the reply, the 
                  			 device is not configured. If the router IP
                  			 address or the TFTP server name are not found, the 
                  			 device might send broadcast, instead of
                  			 unicast, TFTP requests. Unavailability of other lease options does not affect
                  			 autoconfiguration.
                  		  
               

               

               
               		
            

            
            	 
               		  
               The 
                  			 device can act as a DHCP server. By default,
                  			 the Cisco IOS DHCP server and relay agent features are enabled on your 
                  			 device but are not configured. (These
                  			 features are not operational.) 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
         	Purpose of the TFTP Server

         
         	Purpose of the DNS Server

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Obtain
         	 Configuration Files
      

      
         Depending on the
            		availability of the IP address and the configuration filename in the DHCP
            		reserved lease, the 
            		device obtains its configuration information
            		in these ways:
            	 
         

         
         
            	 
               		  
               The IP address and
                  			 the configuration filename is reserved for the 
                  			 device and provided in the DHCP reply
                  			 (one-file read method).
                  		  
               

               

               
               		  
               The 
                  			 device receives its IP address, subnet mask,
                  			 TFTP server address, and the configuration filename from the DHCP server. The 
                  			 device sends a unicast message to the TFTP
                  			 server to retrieve the named configuration file from the base directory of the
                  			 server and upon receipt, it completes its boot up process.
                  		  
               

               

               
               		
            

            
            	 
               		  
               The IP address and
                  			 the configuration filename is reserved for the 
                  			 device, but the TFTP server address is not
                  			 provided in the DHCP reply (one-file read method).
                  		  
               

               

               
               		  
               The 
                  			 device receives its IP address, subnet mask,
                  			 and the configuration filename from the DHCP server. The 
                  			 device sends a broadcast message to a TFTP
                  			 server to retrieve the named configuration file from the base directory of the
                  			 server, and upon receipt, it completes its boot-up process.
                  		  
               

               

               
               		
            

            
            	 
               		  
               Only the IP
                  			 address is reserved for the 
                  			 device and provided in the DHCP reply. The
                  			 configuration filename is not provided (two-file read method).
                  		  
               

               

               
               		  
               The 
                  			 device receives its IP address, subnet mask,
                  			 and the TFTP server address from the DHCP server. The 
                  			 device sends a unicast message to the TFTP
                  			 server to retrieve the network-confg or cisconet.cfg default configuration
                  			 file. (If the network-confg file cannot be read, the 
                  			 device reads the cisconet.cfg file.) 
                  		  
               

               

               
               		  
               The default
                  			 configuration file contains the hostnames-to-IP-address mapping for the 
                  			 device. The 
                  			 device fills its host table with the
                  			 information in the file and obtains its hostname. If the hostname is not found
                  			 in the file, the 
                  			 device uses the hostname in the DHCP reply.
                  			 If the hostname is not specified in the DHCP reply, the 
                  			 device uses the default 
                  			 Switch as its hostname.
                  		  
               

               

               
               		  
               After obtaining
                  			 its hostname from the default configuration file or the DHCP reply, the 
                  			 device reads the configuration file that has
                  			 the same name as its hostname (hostname-confg or 
                  			 hostname.cfg, depending on whether network-confg or
                  			 cisconet.cfg was read earlier) from the TFTP server. If the cisconet.cfg file
                  			 is read, the filename of the host is truncated to eight characters.
                  		  
               

               

               
               		  
               If the 
                  			 device cannot read the network-confg,
                  			 cisconet.cfg, or the hostname file, it reads the router-confg file. If the 
                  			 device cannot read the router-confg file, it
                  			 reads the ciscortr.cfg file.
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                  The 
                     		  device broadcasts TFTP server requests if the
                     		  TFTP server is not obtained from the DHCP replies, if all attempts to read the
                     		  configuration file through unicast transmissions fail, or if the TFTP server
                     		  name cannot be resolved to an IP address.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Control Environment Variables

      
         With a normally operating device, you enter the boot loader mode only through the console connection configured for 9600 bps. Unplug the device power cord, and press the Mode button while reconnecting the power cord. You can release the Mode button after all  the amber system LEDs turn  on and remain solid. The boot loader device prompt  then appears.
         

         
         The device boot loader software provides support for nonvolatile environment variables, which can be used to control how the boot loader,
            or any other software running on the system, operates. Boot loader environment variables are similar to environment variables
            that can be set on UNIX or DOS systems.
         

         
         Environment variables that have values are stored in flash memory outside of the flash file system.

         
         Each line in these files contains an environment variable name and an equal sign followed by the value of the variable. A
            variable has no value if it is not present; it has a value if it is listed  even if the value is a null string. A variable
            that is set to a null string (for example, “ ”) is a variable with a value. Many environment variables are predefined and
            have default values.
         

         
         You can change the settings of the environment variables by accessing the boot loader or by using Cisco IOS commands. Under
            normal circumstances, it is not necessary to alter the setting of the environment variables.
         

         
      

      
      
      
         
         	Common Environment Variables

         
         	Environment Variables for TFTP

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Perform 
         	 Device
         	 Setup Configuration
      

      
         

         
         Using DHCP to download
            		a new image and a new configuration to a 
            		device
            		requires that you configure at least two 
            		devices.
            		One 
            		device
            		acts as a DHCP and TFTP server and the second 
            		device
            		(client) is configured to download either a new configuration file or a new
            		configuration file and a new image file. 
            	 
         

         
      

      
      
      
         
         	Configuring DHCP Autoconfiguration (Only Configuration File)

         
         	Configuring DHCP Auto-Image Update (Configuration File and Image)

         
         	Configuring the Client to Download Files from DHCP Server

         
         	Manually Assigning IP Information to Multiple SVIs

         
         	Modifying the Device Startup Configuration

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About
         	 Autonomic Networking
      

      
      
         
         	Overview of Autonomic Networking

         
         	Autonomic Networking Infrastructure

         
         	Channel Discovery in Autonomic Networking

         
         	Adjacency Discovery in Autonomic Networking

         
         	Service Discovery in Autonomic Networking

         
         	Autonomic Control Plane

         
      

      
      
      
         
      

      
      
      
   
      
      
      Autonomic Networking
         	 Infrastructure
      

      
         The Autonomic
            		Networking Infrastructure feature simplifies the network bootstrap
            		functionality by removing the need for any kind of prestaging, thereby allowing
            		devices to join a domain securely, after which devices can be configured. The
            		goal of the Autonomic Networking Infrastructure feature is to make new and
            		unconfigured devices reachable by an operator or network management system,
            		securely. This is carried as described here: 
            	 
         

         
         
            	A device is defined and
               		  configured as the registrar. This registrar is the first autonomic domain
               		  device. 
               		
            

            
            	This step is optional. The
               		  network administrator collects a list of legitimate device identifiers of the
               		  devices to be added to the network. This list controls the devices that are
               		  added to the autonomic domain. Devices are identified by their unique device
               		  identifier (UDI). The list is compiled as a simple text file, one UDI per line.
               		  This step is optional because, in the absence of a whitelist, all the devices
               		  are allowed to join the domain. A whitelist is an approved list of entities
               		  that is provided a particular privilege, service, mobility, access, or
               		  recognition. Whitelisting means to grant access. 
               		
            

            
            	(Optional) The whitelist of
               		  known devices is uploaded to the registrar as part of its configuration. 
               		
            

            
            	Any new autonomic device that
               		  is directly connected to the registrar, or another enrolled domain device, will
               		  automatically receive a domain certificate from the registrar. 
               		
            

            
            	The autonomic control plane
               		  is automatically established across the autonomic domain to make new devices
               		  reachable. 
               		
            

            
         

         
         The benefits of
            		Autonomic Networking Infrastructure are as follows: 
            	 
         

         
         
            	Autonomic discovery of Layer
               		  2 topology and connectivity by discovering how to reach autonomic neighbors. 
               		
            

            
            	Secure and zero touch
               		  identity of new devices by using the device name and domain certificate. 
               		
            

            
            	A virtual autonomic control
               		  plane that enables communications between autonomic nodes. 
               		
            

            
         

         
         Autonomic behavior is
            		enabled by default on new devices. To enable autonomic behavior on existing
            		devices, use the 
            		autonomic 
                  		   command. To disable, use the 
            		no form of this
            		command. 
            	 
         

         
         The components of
            		autonomic networking are as follows: 
            	 
         

         
         
            	 Registrar—A
               		  domain-specific registration authority in a given enterprise that validates new
               		  devices in the domain, provides them with domain-wide credentials, and makes
               		  policy decisions. Policy decisions can include a decision on whether a new
               		  device can join a given domain based on a preloaded whitelist. The registrar
               		  also has a database of devices that join a given domain and the device details.
               		  
               		
            

            
            	Channel Discovery—Used to
               		  discover reachability between autonomic nodes across nonautonomic Layer 2
               		  networks. 
               		
            

            
            	Adjacency Discovery—Used
               		  to discover autonomic neighbors. Adjacency discovery is performed on Layer 3.
               		  It is also possible to discover autonomic neighbors across pre-established
               		  Layer 3 Generic Routed Encapsulation (GRE) tunnels. 
               		
            

            
         

         
      

      
      
      
         
         	New Device Joining the Autonomic Network

         
      

      
      
      
         
      

      
      
      
   
      
      
      Channel Discovery in
         	 Autonomic Networking
      

      
          Channel Discovery
            		occurs automatically on all the interfaces when Autonomic Networking is enabled
            		on the device. Note that autonomic Networking is enabled by default on devices
            		with no configuration (greenfield devices, and assuming they have AN
            		functionality), but will be passive. They will only be able to receive and
            		answer CD probes, which are L2 frames. Only a device with domain certificate or
            		one that is already enrolled to a domain can send out CD probes on all of its
            		Ethernet interfaces that are up. As a result of this, neighbors will be
            		dynamically discovered. The probing will continue over time, so that newly
            		added neighbors are discovered over time. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Adjacency Discovery
         	 in Autonomic Networking
      

      
          After a channel is
            		established, the proxy will send ND Hello messages to the new device, that is
            		the one that is already enrolled in the domain and can act as a proxy for a new
            		device joining the domain. The new device will send AN Hello messages in
            		response back to the proxy. The Hello messages consist of an identification for
            		the new device (UDI). On receiving AN Hello messages from the new device and
            		detecting the UDI information, the AN proxy will send the details to the
            		Autonomic Networking Registrar (ANR) for validating this new device. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Autonomic Control
         	 Plane
      

      
         When a new device in
            		the domain receives a domain certificate, it exchanges the domain certificate
            		in the Hello messages with its neighbors. This creates an autonomic control
            		plane between two autonomic devices of the same domain. There are different
            		types of autonomic control planes that can be created based on the different
            		capabilities of the devices. The autonomic control plane is established by
            		using the following mechanisms: 
            	 
         

         
         
            	Configuring a loopback
               		  interface. 
               		
            

            
            	Dynamically assigning an IPv6
               		  address to the loopback interface. 
               		
            

            
            	Configuring autonomic VPN
               		  routing and forwarding (VRF). 
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure
         	 Autonomic Networking
      

      
      
         
         	Configuring the Registrar

         
         	Verifying and Monitoring Autonomic Networking Configuration

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure RTU Licenses

      
         

         
         

         
      

      
      
      
         
         	Activating an Imaged Based License

         
         	Activating an AP-Count License

         
         	Obtaining an Upgrade or Capacity Adder License

         
         	Rehosting a License

         
         	Changing Mobility Mode

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Examples for RTU Licensing

      
         

         
         

         
      

      
      
      
         
         	Examples: Activating RTU Image Based Licenses

         
         	Examples: Displaying RTU Licensing Information

         
         	Example: Displaying RTU License Details

         
         	Example: Displaying RTU License Mismatch

         
         	Example: Displaying RTU Licensing Usage

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.11 Bands

      
         You can configure the 802.11b/g/n (2.4-GHz) and 802.11a/n (5-GHz) bands for the controller to comply with the regulatory requirements
            in your country. By default, both 802.11b/g/n and 802.11a/n are enabled.
         

         
          When a controller is configured to allow only 802.11g traffic, 802.11b client devices are able to successfully connect to
            an access point but cannot pass traffic. When you configure the controller for 802.11g traffic only, you must mark 11g rates
            as mandatory.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.11n
            		Parameter

      
         This section provides instructions for managing
            		802.11n devices such as the Cisco Aironet 1140 and 3600 Series Access Points on
            		your network. The 802.11n devices support the 2.4- and 5-GHz bands and offer
            		high-throughput data rates. 
            	 
         

         
         The 802.11n high-throughput
            		rates are available on all 802.11n access points for WLANs using WMM with no
            		Layer 2 encryption or with WPA2/AES encryption enabled. 
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Some Cisco 802.11n APs may intermittently emit incorrect beacon
                  		frames, which can trigger false wIPS alarms. We recommend that you ignore these
                  		alarms. The issue is observed in the following Cisco 802.11n APs: 1140, 1250,
                  		2600, 3500, and 3600.
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      802.11h Parameter

      
         802.11h informs client devices about channel changes and can limit the transmit power of those client devices.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      CCX Layer 2 Client Roaming

      
         The controller supports five CCX Layer 2 client roaming enhancements:
         

         
         
            	
               Access point assisted roaming—This feature helps clients save scanning time. When a CCXv2 client associates to an access point,
                  it sends an information packet to the new access point listing the characteristics of its previous access point. Roaming time
                  decreases when the client recognizes and uses an access point list built by compiling all previous access points to which
                  each client was associated and sent (unicast) to the client immediately after association. The access point list contains
                  the channels, BSSIDs of neighbor access points that support the client’s current SSID(s), and time elapsed since disassociation.
               

               

               
            

            
            	
               	Enhanced neighbor list—This feature focuses on improving a CCXv4 client’s roam experience and network edge performance, especially
                  when servicing voice applications. The access point provides its associated client information about its neighbors using a
                  neighbor-list update unicast message.
               

               

               
            

            
            	
               	Enhanced neighbor list request (E2E)—The End-2-End specification is a Cisco and Intel joint program that defines new protocols
                  and interfaces to improve the overall voice and roaming experience. It applies only to Intel clients in a CCX environment.
                  Specifically, it enables Intel clients to request a neighbor list at will. When this occurs, the access point forwards the
                  request to the controller. The controller receives the request and replies with the current CCX roaming sublist of neighbors
                  for the access point to which the client is associated.
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                        To see whether a particular client supports E2E, choose Wireless > Clients on the controller GUI, click the Detail link for the desired client, and look at the E2E Version text box in the  Client Properties area.
                        

                        
                        

                     
                  

               

               
            

            
            	
               	Roam reason report—This feature enables CCXv4 clients to report the reason why they roamed to a new access point. It also
                  allows network administrators to build and monitor a roam history.
               

               

               
            

            
            	
               Directed roam request—This feature enables the controller to send directed roam requests to the client in situations when
                  the controller can better service the client on an access point different from the one to which it is associated. In this
                  case, the controller sends the client a list of the best access points that it can join. The client can either honor or ignore
                  the directed roam request. Non-CCX clients and clients running CCXv3 or below must not take any action. No configuration is
                  required for this feature.
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About
         	 Application Visibility and Control in a Wired Network
      

      
         Application Visibility
            		and Control (AVC) is a critical part of Cisco’s efforts to evolve its Branch
            		and Campus solutions from being strictly packet and connection based to being
            		application-aware and application-intelligent. Application Visibility and
            		Control (AVC) classifies applications using deep packet inspection techniques
            		with the Network-Based Application Recognition (NBAR2) engine. AVC can be
            		configured on wired access ports for standalone switches as well as for a
            		switch stack. NBAR2 can be activated either explicitly on the interface by
            		enabling protocol-discovery or implicitly by attaching a QoS policy that
            		contains 
            		match protocol
            		classifier. Wired
            		AVC Flexible NetFlow (FNF) can be configured on an interface to provide client,
            		server and application statistics per interface. The record is similar to 
            		application-client-server-stats traffic monitor
            		which is available in 
            		application-statistics and 
            		application-performance profiles in Easy
            		Performance Monitor (Easy perf-mon or ezPM).
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      NBAR2 Custom
         	 Applications
      

      
          NBAR2 supports the
            		use of custom protocols to identify custom applications. Custom protocols
            		support protocols and applications that NBAR2 does not currently support. 
            	 
         

         
         In every deployment, there are local and specific applications which are
            		not covered by the NBAR2 protocol pack provided by Cisco. Local applications
            		are mainly categorized as:
            	 
         

         
         
            	
               		  
               Specific applications to an organization
                  		  
               

               

               
               		
            

            
            	
               		  
               Applications specific to a geography
                  		  
               

               

               
               		
            

            
         

         
         NBAR2 provides a way to manually customize such local applications. You
            		can manually customize applications using the command 
            		ip nbar custom 
               		  myappname 
                  		   in global configuration mode. Custom applications take
            		precedence over built-in protocols. For each custom protocol, user can define a
            		selector ID that can be used for reporting purposes.
            	 
         

         
         There are various types of application customization:
            	 
         

         
         Generic protocol customization
            	 
         

         
         
            	
               		  
               HTTP
                  		  
               

               

               
               		
            

            
            	
               		  
               SSL
                  		  
               

               

               
               		
            

            
            	
               		  
               DNS
                  		  
               

               

               
               		
            

            
         

         
         Composite : 
               		Customization based on multiple underlying protocols – 
            		server-name
            	 
         

         
         Layer3/Layer4 customization
            	 
         

         
         
            	
               		  
               IPv4 address
                  		  
               

               

               
               		
            

            
            	
               		  
                DSCP values
                  		  
               

               

               
               		
            

            
            	
               		  
               TCP/UDP ports
                  		  
               

               

               
               		
            

            
            	
               		  
               Flow source or destination direction
                  		  
               

               

               
               		
            

            
         

         
         Byte Offset : 
               		Customization based on specific byte values in the payload
            	 
         

         
      

      
      
      
         
         	HTTP Customization

         
         	SSL Customization

         
         	DNS Customization

         
         	Composite Customization

         
         	L3/L4 Customization

         
         	Examples: Monitoring Custom Applications

         
      

      
      
      
         
      

      
      
      
   
      
      
      NBAR2 Dynamic Hitless
         	 Protocol Pack Upgrade
      

      
         Protocol packs are
            		software packages that update the NBAR2 protocol support on a device without
            		replacing the Cisco software on the device. A protocol pack contains
            		information on applications officially supported by NBAR2 which are compiled
            		and packed together. For each application, the protocol-pack includes
            		information on application signatures and application attributes. Each software
            		release has a built-in protocol-pack bundled with it.
            	 
         

         
         Protocol packs provide
            		the following features: 
            	 
         

         
         
            	 
               		  
               They are easy and
                  			 fast to load. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               They are easy to
                  			 upgrade to a higher version protocol pack or revert to a lower version protocol
                  			 pack. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               They do not
                  			 require the switch to be reloaded. 
                  		  
               

               

               
               		
            

            
         

         
          NBAR2 protocol packs are available for download on Cisco Software
            		Center from this URL: 
            		https:/​/​software.cisco.com/​download/​navigator.html
            		.
            	 
         

         
      

      
      
      
         
         	Prerequisites for the NBAR2 Protocol Pack

         
         	Loading the NBAR2 Protocol Pack

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About
         	 Application Visibility and Control
      

      
         Application Visibility
            		and Control (AVC) classifies applications using deep packet inspection
            		techniques with the Network-Based Application Recognition 
            		 engine, and
            		provides application-level visibility and control (QoS) in wireless networks.
            		After the applications are recognized, the AVC feature enables you to either
            		drop, mark, or police the data traffic. 
            	 
         

         
         AVC is configured by defining
            		a class map in a QoS client policy to match a protocol. 
            	 
         

         
         Using AVC, we can
            		detect more than 1000 applications. AVC enables you to perform real-time
            		analysis and create policies to reduce network congestion, costly network link
            		usage, and infrastructure upgrades. 
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You can view list
                     		  of 30 applications in Top Applications in Monitor Summary section of the UI. 
                     		
                     

                  
               

            

            
            	 
         

         
         Traffic flows are analyzed
            		and recognized using the NBAR2 engine at the access point. For more information
            		about the NBAR2 Protocol Library, see 
            		http:/​/​www.cisco.com/​c/​en/​us/​td/​docs/​ios-xml/​ios/​qos_nbar/​prot_lib/​config_library/​nbar-prot-pack-library.html. The specific flow is marked
            		with the recognized protocol or application, such as WebEx. This per-flow
            		information can be used for application visibility using Flexible NetFlow
            		(FNF). 
            	 
         

         
         AVC QoS actions are applied
            		with AVC filters in both upstream and downstream directions. The QoS actions
            		supported for upstream flow are drop, mark, and police, and for downstream flow
            		are mark and police. AVC QoS is applicable only when the application is
            		classified correctly and matched with the class map filter in the policy map.
            		For example, if the policy has a filter based on an application name, and the
            		traffic has also been classified to the same application name, then the action
            		specified for this match in the policy will be applied.
            	 
         

         
         
            Application
               		  Visibility and Control Protocol Packs
            

            		
            		 
            		
            Protocol packs are a
               		  means to distribute protocol updates outside the 
               		  switch software release trains, and can be loaded on
               		  the 
               		  switch without replacing the 
               		  switch software. 
               		
            

            
            		
            The Application
               		  Visibility and Control Protocol Pack (AVC Protocol Pack) is a single compressed
               		  file that contains multiple Protocol Description Language (PDL) files and a
               		  manifest file. A set of required protocols can be loaded, which helps AVC to
               		  recognize additional protocols for classification on your network. The manifest
               		  file gives information about the protocol pack, such as the protocol pack name,
               		  version, and some information about the available PDLs in the protocol pack. 
               		
            

            
            		
            The AVC Protocol
               		  Packs are released to specific AVC engine versions. You can load a protocol
               		  pack if the engine version on the 
               		  switch platform is the same or higher than the version
               		  required by the protocol pack. 
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About
         	 Configuring Voice and Video Parameters
      

      
         

         
         Three parameters on
            		the 
            		device affect voice and/or video quality:
            	 
         

         
         
            	
               		  
               Call Admission
                  			 Control
                  		  
               

               

               
               		
            

            
            	
               		  
               Expedited
                  			 bandwidth requests
                  		  
               

               

               
               		
            

            
            	
               		  
               Unscheduled
                  			 automatic power save delivery
                  		  
               

               

               
               		
            

            
         

         
         Call Admission Control
            		(CAC) and UAPSD are supported on Cisco Compatible Extensions (CCX) v4 and v5;
            		however, these parameters are also supported even without CCX but on any device
            		implementing WMM (that supports 802.1e). Expedited bandwidth requests are
            		supported only on CCXv5.
            	 
         

         
         Traffic stream metrics
            		(TSM) can be used to monitor and report issues with voice quality.
            	 
         

         
      

      
      
      
         
         	Call Admission Control

         
         	IOSd Call Admission Control

         
         	Expedited Bandwidth Requests

         
         	U-APSD

         
         	Traffic Stream Metrics

         
         	Information About Configuring Voice Prioritization Using Preferred Call Numbers

         
         	Information About EDCA Parameters

         
      

      
      
      
         
      

      
      
      
   
      
      
      Call Admission Control

      
         

         
         Call Admission Control (CAC) enables an access point to maintain controlled quality of service (QoS) when the wireless LAN
            is experiencing congestion. The WMM protocol deployed in CCXv4 maintains QoS under differing network loads. 
         

         
         Two types of  Over The Air (OTA) CAC are available: static-based CAC and load-based CAC.

         
         The device supports the following QoS policies:
            
               	
                  User-defined policies: You can define your own QoS policies. You can have more control over these policies than the existing
                     metal policies.
                  

                  

                  
               

               
               	
                  System-defined precious metal policies: To support backward compatibility.

                  

                  
                  
                     	
                        Platinum: Used for VoIP clients.

                        

                        
                     

                     
                     	
                        Gold: Used for video clients.

                        

                        
                     

                     
                     	
                        Silver: Used for best effort traffic.

                        

                        
                     

                     
                     	
                        Bronze: Used for NRT traffic.

                        

                        
                     

                     
                  

                  
               

               
            

            
         

         
      

      
      
      
         
         	Static-Based CAC

         
         	Load-Based CAC

         
      

      
      
      
         
      

      
      
      
   
      
      
      IOSd Call Admission Control

      
         

         
         IOSd Call Admission Control (CAC) controls bandwidth availability  from device to access point.
         

         
         You  can configure class-based, unconditional packet marking features on your switch for CAC.

         
         CAC is a concept that applies to voice and video traffic only—not data traffic. If an influx of data traffic oversubscribes
            a particular link in the network, queueing, buffering, and packet drop decisions resolve the congestion. The extra traffic
            is simply delayed until the interface becomes available to send the traffic, or, if traffic is dropped, the protocol or the
            end user initiates a timeout and requests a retransmission of the information.
         

         
         Network congestion cannot be resolved in this manner when real-time traffic, sensitive to both latency and packet loss, is
            present, without jeopardizing the quality of service (QoS) expected by the users of that traffic. For real-time delay-sensitive
            traffic such as voice, it is better to deny network access under congestion conditions than to allow traffic onto the network
            to be dropped and delayed, causing intermittent impaired QoS and resulting in customer dissatisfaction.
         

         
         CAC is therefore a deterministic and informed decision that is made before a voice call is established and is based on whether
            the required network resources are available to provide suitable QoS for the new call.
         

         
         Based on the admit CAC CLI configuration in addition to the existing CAC algorithm, device allows either voice or video with TSPEC or SIP snooping. The admit cac CLI  is mandatory for the voice call to pass through.
         

         
         If the BSSID policer is configured for the voice or video traffic, then additional checks are performed on the packets.

         
      

      
      
      
         
      

      
      
      
   
      
      
      Expedited Bandwidth
         	 Requests
      

      
         

         
         The expedited
            		bandwidth request feature enables CCXv5 clients to indicate the urgency of a
            		WMM traffic specifications (TSPEC) request (for example, an e911 call) to the
            		WLAN. When the controller receives this request, it attempts to facilitate the
            		urgency of the call in any way possible without potentially altering the
            		quality of other TSPEC calls that are in progress.
            	 
         

         
         You can apply
            		expedited bandwidth requests to both bandwidth-based and load-based CAC.
            		Expedited bandwidth requests are disabled by default. When this feature is
            		disabled, the controller ignores all expedited requests and processes TSPEC
            		requests as normal TSPEC requests.
            	 
         

         
          The following table lists
            		examples of TSPEC request handling for normal TSPEC requests and expedited
            		bandwidth requests.
            	 
         

         
         
         
            
               TSPEC Request Handling
                     		Examples
               
                  
                     	
                        				
                        CAC Mode
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Reserved bandwidth for voice
                           				  calls
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Usage
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Normal TSPEC Request
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        TSPEC with Expedited
                           				   Bandwidth Request
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	
                        				
                        Bandwidth-based CAC
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        75% (default setting)
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Less than 75%
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Admitted
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Admitted
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	
                        				
                        Between 75% and 90% (reserved
                           				  bandwidth for voice calls exhausted)
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Rejected
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Admitted
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	
                        				
                        More than 90%
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Rejected
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Rejected
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	
                        				
                        Load-based CAC
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Less than 75%
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Admitted
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Admitted
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	
                        				
                        Between 75% and 85% (reserved
                           				  bandwidth for voice calls exhausted)
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Rejected
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Admitted
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	
                        				
                        More than 85%
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Rejected
                           				
                        

                        
                        			 
                     
                     
                     	
                        				
                        Rejected
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
         1  For bandwidth-based CAC, the
            					 voice call bandwidth usage is per access point radio and does not take into
            					 account cochannel access points. For load-based CAC, the voice call bandwidth
            					 usage is measured for the entire channel.
         

         2  Bandwidth-based CAC (consumed
            					 voice and video bandwidth) or load-based CAC (channel utilization [Pb]).
         

         
            
               	[image: ../images/note.gif]
Note
               	



                  		
                  Admission control for TSPEC
                     		  G711-20ms and G711-40 ms codec types are supported.
                     		
                  

                  
                  	 
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About Configuring Voice Prioritization Using Preferred Call Numbers

      
         

         
         You can configure a  device to provide support for SIP calls from VoWLAN clients that do not support TSPEC-based calls. This  feature is known as SIP
            CAC support. If bandwidth is available in the configured voice pool, the SIP call uses the normal flow and the device  allocates the bandwidth to those calls.
         

         
         You can also prioritize up to six preferred call numbers. When a call comes to one of the configured preferred numbers, the
            device  does not check the configured maximum voice bandwidth. The device  allocates the bandwidth needed for the call, even if  it exceeds the maximum bandwidth for voice configured for voice CAC.
            The preferred call will be rejected if bandwidth allocation exceeds 85% of the radio bandwidth. The bandwidth allocation is
            85 percent of the entire bandwidth pool, not just from the maximum configured voice pool. The bandwidth allocation is the
            same even for roaming calls.
         

         
          You must configure the following parameters  before configuring voice prioritization: 
            
               	
                  Set WLAN QoS to allow voice calls to pass through.
                     
                  

                  

                  
               

               
               	
                  Enable ACM for the radio.

                  

                  
               

               
               	
                  Enable SIP call snooping on the WLAN.

                  

                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure SDM Templates

      
         

         
         

         
      

      
      
      
         
         	Configuring SDM Templates

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring SDM Templates

      

      
      
      
         
         	Configuring the Switch SDM Template

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring the Switch SDM Template

      

      
      
      
         
         	Setting the SDM Template

         
      

      
      
      
         
      

      
      
      
   
      
      
      Default System Message Logging Settings

      
         
         
            
               Default System Message Logging Settings
               
                  
                     	
                        
                        Feature

                        
                        
                     
                     
                     	
                        
                        Default Setting

                        
                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        
                        System message logging to the console

                        
                        
                     
                     
                     	
                        
                        Enabled.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Console severity

                        
                        
                     
                     
                     	
                        
                        Debugging.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Logging file configuration

                        
                        
                     
                     
                     	
                        
                        No filename specified.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Logging buffer size

                        
                        
                     
                     
                     	
                        
                        4096 bytes.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Logging history size

                        
                        
                     
                     
                     	
                        
                        1 message.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Time stamps

                        
                        
                     
                     
                     	
                        
                        Disabled.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Synchronous logging

                        
                        
                     
                     
                     	
                        
                        Disabled.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Logging server

                        
                        
                     
                     
                     	
                        
                        Disabled.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Syslog server IP address

                        
                        
                     
                     
                     	
                        
                        None configured.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Server facility

                        
                        
                     
                     
                     	
                        
                        Local7

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        Server severity

                        
                        
                     
                     
                     	
                        
                        Informational.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How  to Configure System Message Logs

      
         

         
         

         
      

      
      
      
         
         	Setting the Message Display Destination Device

         
         	Synchronizing Log Messages

         
         	Disabling Message Logging

         
         	Enabling and Disabling Time Stamps on Log Messages

         
         	Enabling and Disabling Sequence Numbers in Log Messages

         
         	Defining the Message Severity Level

         
         	Limiting Syslog Messages Sent to the History Table and to SNMP

         
         	Logging Messages to a UNIX Syslog Daemon

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Examples for System Message Logs

      
         

         
         

         
      

      
      
      
         
         	Example: Stacking System Message

         
         	Example: Switch System Message

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure Online Diagnostics

      
         

         
      

      
      
      
         
         	Starting Online Diagnostic Tests

         
         	Configuring Online Diagnostics

         
         	Scheduling Online Diagnostics

         
         	Configuring Health-Monitoring Diagnostics

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring Online Diagnostics

      
         You must configure the failure threshold and the interval between tests before enabling
            diagnostic monitoring.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Displaying Online
         	 Diagnostic Tests and Test Results
      

      
         You can display the
            		online diagnostic tests that are configured for the 
            		Device
            		or 
            		Device
            		stack and check the test results by using the privileged EXEC 
            		 
               		  show 
               		 commands in this table: 
            	 
         

         
         
         
            
               Commands for
                     		Diagnostic Test Configuration and Results
               
                  
                     	 
                        				
                        Command 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Purpose 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        show
                                 						diagnostic content switch [number | 
                              					 all] 
                           				
                        

                        
                        				 
                        			 
                     
                     
                     	 
                        				
                        Displays the
                           				  online diagnostics configured for a switch. 
                           				
                        

                        
                        				
                        The 
                           				  switch [number | 
                              					 all] parameter is supported only on stacking
                           				  switches. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show diagnostic status 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays the
                           				  currently running diagnostic tests. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show diagnostic result
                                 						switch [number | 
                              					 all] [detail | 
                              					 test {name | 
                              					 test-id | 
                              					 test-id-range | 
                              					 all} [detail]] 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays the
                           				  online diagnostics test results. 
                           				
                        

                        
                        				
                        The 
                           				  switch [number | 
                              					 all] parameter is supported only on stacking
                           				  switches. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show
                                 						diagnostic switch [number | 
                              					 all] [detail] 
                           				
                        

                        
                        				 
                        			 
                     
                     
                     	 
                        				
                        Displays the
                           				  online diagnostics test results. 
                           				
                        

                        
                        				
                        The 
                           				  switch [number | 
                              					 all] parameter is supported only on stacking
                           				  switches. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show
                                 						diagnostic schedule switch [number | 
                              					 all] 
                           				
                        

                        
                        				 
                        			 
                     
                     
                     	 
                        				
                        Displays the
                           				  online diagnostics test schedule. 
                           				
                        

                        
                        				
                        The 
                           				  switch [number | 
                              					 all] parameter is supported only on stacking
                           				  switches. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        show diagnostic post 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Displays the
                           				  POST results. (The output is the same as the 
                           				  show post
                           				  command output.) 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Mode and Selecting a Configuration Source

      
          To enter configuration mode on the device, enter the 
            		configure command at the privileged EXEC prompt. The Cisco IOS software responds with the following prompt asking you to specify the
            terminal, memory, or a file stored on a network server (network) as the source of configuration commands:
            	 
         

         
Configuring from terminal, memory, or network [terminal]?



          Configuring from the terminal allows you to enter configuration commands at the command line, as described in the following
            section.  See the “Re-executing the Configuration Commands in the Startup Configuration File” section for more information.
         

         
         Configuring from the network allows you to load and execute configuration commands over the network. See the “Copying a Configuration File from a TFTP Server to the Switch” section for more information.
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration File Changes Using the CLI

      
         
            The Cisco IOS software accepts one configuration command per line. You can enter as many configuration commands as you want.
            You can add 
            comments to a configuration file describing the commands you have entered. Precede a comment with an exclamation point (!).
            Because comments are not
            stored in NVRAM or in the active copy of the configuration file, comments do not appear when you list the active configuration
            with the show running-config or more system:running-config EXEC command. Comments are not displayed when you list the startup configuration with the show startup-config or more nvram:startup-config EXEC mode command. Comments are stripped out of the configuration file when it is loaded onto the device. However, you can list the comments in configuration files stored on a File Transfer Protocol (FTP), Remote Copy Protocol
            (RCP), or Trivial File Transfer Protocol (TFTP) server. When you configure the software using the CLI, the software executes
            the commands as you enter them.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Copy Configuration Files from a Network Server to the Device

      
         
            You can copy configuration files from a TFTP, rcp, or FTP server to the running configuration or 
            startup configuration of the device. You may want to perform this function for one of the following reasons:
         

         
         
            	
               
                  To restore a backed-up configuration file.
               

               

               
            

            
            	
               
                  To use the configuration file for another device. For example, you may add another device to your network and want it to have a similar configuration to the original device. By copying the file to the new device, you can change the relevant parts rather than recreating the whole file.
               

               

               
            

            
            	
               
                  To load the same configuration commands on to all of the devicees in your network so that all of the devicees have similar configurations.
               

               

               
            

            
         

         
         
            The copy{ftp: | rcp: | tftp:system:running-config} EXEC command loads the configuration files into the device as if you were typing the commands on the command line. The device does not erase the existing running configuration before adding the commands. If a command in the copied configuration file
            replaces a command in the existing configuration file, the existing command is erased. For example, if the copied configuration
            file contains a different IP address in a particular command than the existing configuration, the IP address in the copied
            configuration is used. However, some commands in the existing configuration may not be replaced or negated. In this case,
            the resulting configuration file is a mixture of the existing configuration file and the copied configuration file, with the
            copied configuration file having precedence. 
         

         
         To restore a configuration file to an exact copy of a file stored on a server, you need to copy the configuration file directly
            to the startup configuration (using the copy ftp:| rcp:| tftp:} nvram:startup-config command) and reload the device.
         

         
         
            To copy configuration files from a server to a device, perform the tasks described in the following sections.
         

         
         
            The protocol that you use depends on which type of server you are using. The FTP and rcp transport mechanisms provide faster
            performance and more reliable delivery of data than TFTP. These improvements are possible because the FTP and rcp transport
            mechanisms are built on and use the TCP/IP stack, which is connection-oriented.
         

         
      

      
      
      
         
         	Copying a Configuration File from the Device to a TFTP Server

         
         	Copying a Configuration File from the Device to an RCP Server

         
         	Copying a Configuration File from the Device to an FTP Server

         
         	Copying files through a VRF

         
      

      
      
      
         
      

      
      
      
   
      
      
      Copying a Configuration File from the Device to a TFTP Server
      

      
         
            In some implementations of TFTP, you must create a dummy file on the TFTP server and give it read, write, and execute permissions
            before copying a file over it. Refer to your TFTP documentation for more information.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Copying a Configuration File from the Device to an RCP Server
      

      
         
            You can copy a configuration file from the device to an RCP server.
         

         
         
            One of the first attempts to use the network as a resource in the UNIX community resulted in the design and implementation
            of the remote shell protocol, which included the remote shell (rsh) and remote copy (rcp) functions. Rsh and rcp give users
            the ability to execute commands remotely and copy files to and from a file system residing on a remote host or server on the
            network. The Cisco implementation of rsh and rcp interoperates with standard implementations. 
         

         
         
            The rcp copy commands rely on the rsh server (or daemon) on the remote system. To copy files using rcp, you need not create a server for
            file distribution, as you do with TFTP. You need only to have access to a server that supports the remote shell (rsh). (Most
            UNIX systems support rsh.) Because you are copying a file from one place to another, you must have read permission on the
            source file and write permission on the destination file. If the destination file does not exist, rcp creates it for you.
         

         
         
            Although the Cisco rcp implementation emulates the functions of the UNIX rcp implementation—copying files among systems on
            the network—the Cisco command syntax differs from the UNIX rcp command syntax. The Cisco rcp support offers a set of copy commands that use rcp as the transport mechanism. These rcp copy commands are similar in style to the Cisco TFTP copy commands, but they offer an alternative that provides faster performance and reliable delivery of data. These improvements
            are possible because the rcp transport mechanism is built on and uses the TCP/IP stack, which is connection-oriented. You
            can use rcp commands to copy system images and configuration files from the device to a network server and vice versa. 
         

         
         
            You also can enable rcp support to allow users on remote systems to copy files to and from the device.
         

         
         
            To configure the Cisco IOS software to allow remote users to copy files to and from the device, use the ip rcmd rcp-enable global configuration command. 
         

         
      

      
      
      
         
         	Restrictions

         
         	Requirements for the RCP Username

         
      

      
      
      
         
      

      
      
      
   
      
      
      Copying a Configuration File from the Device to an FTP Server
      

      
         
            You can copy a configuration file from the device to an FTP server.
         

         
      

      
      
      
         
         	Understanding the FTP Username and Password

         
      

      
      
      
         
      

      
      
      
   
      
      
      Copy Configuration
         	 Files from a Switch to Another Switch
      

      
         

         
         You can copy the configurations from one switch to another. This is a
            		2-step process - Copy the configurations from the switch to the TFTP server,
            		and then from TFTP to another switch.
            	 
         

         
         To copy your current configurations from the switch, run the command 
            		copy startup-config tftp: and follow the
            		instructions. The configurations are copied onto the TFTP server.
            	 
         

         
         Then, login to another switch and run the command 
            		copy tftp: startup-config and follow the
            		instructions. The configurations are now copied onto the other switch.
            	 
         

         
         After the configurations are copied, to save your configurations, use 
            		write memory command and then either reload the
            		switch or run the 
            		copy startup-config running-config command
            	 
         

         
         For more information, see 
            		Cisco IOS Configuration Fundamentals Command Reference, Cisco IOS XE
               		  Release 16.1 (Catalyst 3850 Switches).
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Files Larger than NVRAM

      
         
            To maintain a configuration file that exceeds the size of NVRAM, you should be aware of the information in the following sections.
         

         
      

      
      
      
         
         	Compressing the Configuration File

         
         	Storing the Configuration in Flash Memory on Class A Flash File Systems

         
         	Loading the Configuration Commands from the Network

         
      

      
      
      
         
      

      
      
      
   
      
      
      Compressing the Configuration File

      
         
            The service compress-config global configuration command specifies that the configuration file be stored compressed in NVRAM. Once the configuration
            file has been compressed, the device functions normally. When the system is booted, it recognizes that the configuration file is compressed, expands it, and proceeds
            normally. The more nvram:startup-config EXEC command expands the configuration before displaying it. 
         

         
         
            Before you compress configuration files, refer to the appropriate hardware installation and maintenance publication. Verify
            that your system’s ROMs support file compression. If not, you can install new ROMs that support file compression.
         

         
         
            The size of the configuration must not exceed three times the NVRAM size. For a 128-KB size NVRAM, the largest expanded configuration
            file size is 384 KB. 
         

         
         
            The service compress-config global configuration command works only if you have Cisco IOS software Release 10.0 or later release boot ROMs. Installing
            new ROMs is a one-time operation and is necessary only if you do not already have Cisco IOS Release 10.0 in ROM. If the boot
            ROMs do not recognize a compressed configuration, the following message is displayed: 
         

         
Boot ROMs do not support NVRAM compression Config NOT written to NVRAM

         

      
      
      
         
      

      
      
      
   
      
      
      Configuring the Device to Download Configuration Files
      

      
          You can configure the device to load one or two configuration files at system startup. The configuration files are loaded into memory and read in as if
            you were typing the commands at the command line. Thus, the configuration for the device is a mixture of the original startup configuration and the one or two downloaded configuration files.
            	 
         

         
      

      
      
      
         
         	Network Versus Host Configuration Files

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Manage Configuration File Information

      

      
      
      
         
         	Displaying Configuration File Information (CLI)

         
         	Modifying the Configuration File (CLI)

         
         	Copying a Configuration File from the Device to a TFTP Server (CLI)

         
         	Copying a Configuration File from the Device to an RCP Server (CLI)

         
         	Copying a Configuration File from the Device to the FTP Server (CLI)

         
         	Copying a Configuration File from a TFTP Server to the Device (CLI)

         
         	Copying a Configuration File from the rcp Server to the Device (CLI)

         
         	Copying a Configuration File from an FTP Server to the Device (CLI)

         
         	Maintaining Configuration Files Larger than NVRAM

         
         	Copying Configuration Files from Flash Memory to the Startup or Running Configuration (CLI)

         
         	Copying Configuration Files Between Flash Memory File Systems (CLI)

         
         	Copying a Configuration File from an FTP Server to Flash Memory Devices (CLI)

         
         	Copying a Configuration File from an RCP Server to Flash Memory Devices (CLI)

         
         	Copying a Configuration File from a TFTP Server to Flash Memory Devices (CLI)

         
         	Re-executing the Configuration Commands in the Startup Configuration File (CLI)

         
         	Clearing the Startup Configuration (CLI)

         
         	Deleting a Specified Configuration File (CLI)

         
         	Specifying the CONFIG_FILE Environment Variable on Class A Flash File Systems (CLI)

         
         	Configuring the Device to Download Configuration Files

         
      

      
      
      
         
      

      
      
      
   
      
      
      Copy RCP Running-Config

      
         
            
            The following example copies a configuration file named host1-confg from the netadmin1 directory on the remote server with
            an IP address of 
            172.16.101.101, and loads and runs the commands on the device:
            
         

         
Device# copy rcp://netadmin1@172.16.101.101/host1-confg system:running-config
Configure using host1-confg from 172.16.101.101? [confirm]
Connected to 172.16.101.101
Loading 1112 byte file host1-confg:![OK]
Device#
%SYS-5-CONFIG: Configured from host1-config by rcp from 172.16.101.101


         

      
      
      
         
      

      
      
      
   
      
      
      Copy RCP Startup-Config

      
         
            
            The following example specifies a remote username of netadmin1. Then it copies the configuration file named host2-confg from
            the netadmin1 directory on the remote server with an IP address of 
            172.16.101.101 to the startup configuration.
            
         

         
Device# configure terminal
Device(config)# ip rcmd remote-username netadmin1
Device(config)# end
Device# copy rcp: nvram:startup-config
Address of remote host [255.255.255.255]? 172.16.101.101
Name of configuration file[rtr2-confg]? host2-confg
Configure using host2-confg from 172.16.101.101?[confirm]
Connected to 172.16.101.101
Loading 1112 byte file host2-confg:![OK]
[OK]
Device#
%SYS-5-CONFIG_NV:Non-volatile store configured from host2-config by rcp from 172.16.101.101

         

      
      
      
         
      

      
      
      
   
      
      
      Copy FTP Running-Config

      
         
            
            The following example copies a host configuration file named host1-confg from the netadmin1 directory on the remote server
            with an IP address of 
            172.16.101.101, and loads and runs the commands on the device:
            
         

         
Device# copy ftp://netadmin1:mypass@172.16.101.101/host1-confg system:running-config
Configure using host1-confg from 172.16.101.101? [confirm]
Connected to 172.16.101.101
Loading 1112 byte file host1-confg:![OK]
Device#
%SYS-5-CONFIG: Configured from host1-config by ftp from 172.16.101.101

         

      
      
      
         
      

      
      
      
   
      
      
      Copy FTP Startup-Config

      
         
            
            The following example specifies a remote username of netadmin1. Then it copies the configuration file named host2-confg from
            the netadmin1 directory on the remote server with an IP address of 
            172.16.101.101 to the startup configuration:
            
         

         
Device# configure terminal
Device(config)# ip ftp username netadmin1
Device(config)# ip ftp password mypass
Device(config)# end
Device# copy ftp: nvram:startup-config 
Address of remote host [255.255.255.255]? 172.16.101.101
Name of configuration file[host1-confg]? host2-confg
Configure using host2-confg from 172.16.101.101?[confirm]
Connected to 172.16.101.101
Loading 1112 byte file host2-confg:![OK]
[OK]
Device#
%SYS-5-CONFIG_NV:Non-volatile store configured from host2-config by ftp from 172.16.101.101


         

      
      
      
         
      

      
      
      
   
      
      
      Configuring the Device to Download Configuration Files
      

      
          You can specify an ordered list of network configuration and host configuration filenames. The Cisco IOS XE software scans
            this list until it loads the appropriate network or host configuration file. 
            	 
         

         
          To configure the device to download configuration files at system startup, perform at least one of the tasks described in the following sections:
            
            	 
         

         
         
            	
                "Configuring the Switch to Download the Network Configuration File"

               

               
            

            
            	
                "Configuring the Switch to Download the Host Configuration File"

               

               
            

            
         

         
          If the device fails to load a configuration file during startup, it tries again every 10 minutes (the default setting) until a host provides
            the requested files. With each failed attempt, the device displays the following message on the console terminal: 
            	 
         

         
Booting host-confg... [timed out]



          If there are any problems with the startup configuration file, or if the configuration register is set to ignore NVRAM, the
            device enters the Setup command facility. 
            	 
         

         
      

      
      
      
         
         	Configuring the Device to Download the Network Configuration File (CLI)

         
         	Configuring the Device to Download the Host Configuration File (CLI)

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About Configuration Replace and Configuration Rollback

      
      
         
         	Configuration Archive

         
         	Configuration Replace

         
         	Configuration Rollback

         
         	Benefits of Configuration Replace and Configuration Rollback

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Archive

      
          The Cisco IOS configuration archive is intended to provide a mechanism to store, organize, and manage an archive of Cisco
            IOS configuration files to enhance the configuration rollback capability provided by the 
            		configure replace command. Before this feature was introduced, you could save copies of the running configuration using the 
            		copy running-config destination-url command, storing the replacement file either locally or remotely. However, this method lacked any automated file management.
            On the other hand, the Configuration Replace and Configuration Rollback feature provides the capability to automatically save
            copies of the running configuration to the Cisco IOS configuration archive. These archived files serve as checkpoint configuration
            references and can be used by the 
            		configure replace command to revert to previous configuration states. 
            	 
         

         
          The 
            		archive config command allows you to save Cisco IOS configurations in the configuration archive using a standard location and filename prefix
            that is automatically appended with an incremental version number (and optional timestamp) as each consecutive file is saved.
            This functionality provides a means for consistent identification of saved Cisco IOS configuration files. You can specify
            how many versions of the running configuration are kept in the archive. After the maximum number of files are saved in the
            archive, the oldest file is automatically deleted when the next, most recent file is saved. The 
            		show archive command displays information for all configuration files saved in the Cisco IOS configuration archive.
            	 
         

         
          The Cisco IOS configuration archive, in which the configuration files are stored and available for use with the 
            		configure replace command, can be located on the following file systems:
            	  FTP, HTTP, RCP, TFTP.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Replace

      
         
            The configure replace privileged EXEC command provides the capability to replace the current running configuration with any saved Cisco IOS configuration
            file. This functionality can be used to revert to a previous configuration state, effectively rolling back any configuration
            changes that were made since the previous configuration state was saved.
         

         
         
            When using the configure replace command, you must specify a saved Cisco IOS configuration as the replacement configuration file for the current running configuration.
            The replacement file must be a complete configuration generated by a Cisco IOS device (for example, a configuration generated
            by the copy running-config destination-url
            command), or, if generated externally, the replacement file must comply with the format of files generated by Cisco IOS devices.
            When the configure replace command is entered, the current running configuration is compared with the specified replacement configuration and a set
            of diffs is generated. The algorithm used to compare the two files is the same as that employed by the show archive config differences command. The resulting diffs are then applied by the Cisco IOS parser to achieve the replacement configuration state. Only
            the diffs are applied, avoiding potential service disruption from reapplying configuration commands that already exist in
            the current running configuration. This algorithm effectively handles configuration changes to order-dependent commands (such
            as access lists) through a multiple pass process. Under normal circumstances, no more than three passes are needed to complete
            a configuration replace operation, and a limit of five passes is performed to preclude any looping behavior.
         

         
         
            The Cisco IOS copy source-url running-config privileged EXEC command is often used to copy a stored Cisco IOS configuration file to the running configuration. When using
            the copy source-url running-config command as an alternative to the configure replace target-url privileged EXEC command, the following major differences should be noted:
         

         
         
            	
               
                  The copy source-url running-config command is a merge operation and preserves all of the commands from both the source file and the current running configuration.
                  This command does not remove commands from the current running configuration that are not present in the source file. In contrast,
                  the configure replace target-url 
                  command removes commands from the current running configuration that are not present in the replacement file and adds commands
                  to the current running configuration that need to be added.
               

               

               
            

            
            	
               
                  The copy source-url running-config command applies every command in the source file, whether or not the command is already present in the current running configuration.
                  This algorithm is inefficient and, in some cases, can result in service outages. In contrast, the configure replace target-url
                  command only applies the commands that need to be applied—no existing commands in the current running configuration are reapplied.
               

               

               
            

            
            	
               
                  A partial configuration file may be used as the source file for the copy source-url running-config command, whereas a complete Cisco IOS configuration file must be used as the replacement file for the configure replace target-url
                  command.
               

               

               
            

            
         

         
         A locking feature for the configuration replace operation was introduced. When the configure replace command is used, the running configuration file is locked by default for the duration of the configuration replace operation.
            This locking mechanism prevents other users from changing the running configuration while the replacement operation is taking
            place, which might otherwise cause the replacement operation to terminate unsuccessfully. You can disable the locking of the
            running configuration by using the no lock keyword when issuing the configure replace command.
         

         
         
            The running configuration lock is automatically cleared at the end of the configuration replace operation. You can display
            any locks that may be currently applied to the running configuration using the show configuration lock command.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Rollback

      
         
            The concept of rollback comes from the transactional processing model common to database operations. In a database transaction,
            you might make a set of changes to a given database table. You then must choose whether to commit the changes (apply the changes
            permanently) or to roll back the changes (discard the changes and revert to the previous state of the table). In this context,
            rollback means that a journal file containing a log of the changes is discarded, and no changes are applied. The result of
            the rollback operation is to revert to the previous state, before any changes were applied.
         

         
         
            The configure replace command allows you to revert to a previous configuration state, effectively rolling back changes that were made since the
            previous configuration state was saved. Instead of basing the rollback operation on a specific set of changes that were applied,
            the Cisco IOS configuration rollback capability uses the concept of reverting to a specific configuration state based on a
            saved Cisco IOS configuration file. This concept is similar to the database idea of saving a checkpoint (a saved version of
            the database) to preserve a specific state.
         

         
         
            If the configuration rollback capability is desired, you must save the Cisco IOS running configuration before making any configuration
            changes. Then, after entering configuration changes, you can use that saved configuration file to roll back the changes (using
            the configure replace target-url
            command). Furthermore, because you can specify any saved Cisco IOS configuration file as the replacement configuration, you
            are not limited to a fixed number of rollbacks, as is the case in some rollback models.
         

         
      

      
      
      
         
         	Configuration Rollback Confirmed Change

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Rollback Confirmed Change

      
          The Configuration Rollback Confirmed Change feature allows configuration changes to be performed with an optional requirement
            that they be confirmed. If this confirmation is not received, the configuration is returned to the state prior to the changes
            being applied. The mechanism provides a safeguard against inadvertent loss of connectivity between a network device and the
            user or management application due to configuration changes. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Benefits of Configuration Replace and Configuration Rollback

      
         
            	
                Allows you to revert to a previous configuration state, effectively rolling back configuration changes. 
                  		
               

               

               
            

            
            	
                Allows you to replace the current running configuration file with the startup configuration file without having to reload
                  the device or manually undo CLI changes to the running configuration file, therefore reducing system downtime. 
                  		
               

               

               
            

            
            	
                Allows you to revert to any saved Cisco IOS configuration state. 
                  		
               

               

               
            

            
            	
                Simplifies configuration changes by allowing you to apply a complete configuration file to the device, where only the commands that need to be added or removed are affected. 
                  		
               

               

               
            

            
            	
                When using the 
                  		  configure 
                     			 replace command as an alternative to the 
                  		  copy 
                     			 source-url 
                     			 running-config command, increases efficiency and prevents risk of service outages by not reapplying existing commands in the current running
                  configuration. 
                  		
               

               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Use Configuration Replace and Configuration Rollback

      

      
      
      
         
         	Creating a Configuration Archive (CLI)

         
         	Performing a Configuration Replace or Configuration Rollback Operation (CLI)

         
         	Monitoring and Troubleshooting the Feature (CLI)

         
      

      
      
      
         
      

      
      
      
   
      
      
      Displaying Available File Systems

      
         To display the available file systems on your device, use the show file systems privileged EXEC command as shown in this example for a standalone device:
         

         
         
Device# show file systems
File Systems:
     Size(b)     Free(b)       Type    Flags   Prefixes
*   15998976     5135872      flash     rw     flash:
           -           -     opaque     rw     bs:
           -           -     opaque     rw     vb:
      524288      520138      nvram     rw     nvram:
           -           -    network     rw     tftp:
           -           -     opaque     rw     null:
           -           -     opaque     rw     system:
           -           -     opaque     ro     xmodem:
           -           -     opaque     ro     ymodem:



            

         
         This example shows a device stack. In this example, the active device is stack member 1; the file system on stack member 2 is displayed as flash-2:, the file system on stack member 3 is displayed
            as flash-3: and so on up to stack member 9, displayed as flash-9: for a 9-member stack. The example also shows the crashinfo
            directories and a USB flash drive plugged into the active device:
         

         
         
Device# show file systems
File Systems:
      Size(b)        Free(b)      Type   Flags   Prefixes
     145898496      5479424       disk     rw    crashinfo:crashinfo-1:
     248512512      85983232      disk     rw    crashinfo-2:stby-crashinfo:
     146014208      17301504      disk     rw    crashinfo-3:
     146014208             0      disk     rw    crashinfo-4:
     146014208       1572864      disk     rw    crashinfo-5:
     248512512      30932992      disk     rw    crashinfo-6:
     146014208       6291456      disk     rw    crashinfo-7:
     146276352      15728640      disk     rw    crashinfo-8:
     146276352      73400320      disk     rw    crashinfo-9:
*    741621760     481730560      disk     rw    flash:flash-1:
    1622147072    1360527360      disk     rw    flash-2:stby-flash:
     729546752     469762048      disk     rw    flash-3:
     729546752     469762048      disk     rw    flash-4:
     729546752     469762048      disk     rw    flash-5:
    1622147072    1340604416      disk     rw    flash-6:
     729546752     469762048      disk     rw    flash-7:
    1749549056    1487929344      disk     rw    flash-8:
    1749549056    1487929344      disk     rw    flash-9:
             0             0      disk     rw    unix:
             -             -      disk     rw    usbflash0:usbflash0-1:
             -             -      disk     rw    usbflash0-2: stby-usbflash0:
             -             -      disk     rw    usbflash0-3:
             -             -      disk     rw    usbflash0-4:
             -             -      disk     rw    usbflash0-5:
             -             -      disk     rw    usbflash0-6:
             -             -      disk     rw    usbflash0-7:
             -             -      disk     rw    usbflash0-8:
             -             -      disk     rw    usbflash0-9:
             0             0      disk     ro    webui:
             -             -    opaque     rw    system:
             -             -    opaque     rw    tmpsys:
       2097152       2055643     nvram     rw    stby-nvram:
             -             -     nvram     rw    stby-rcsf:
             -             -    opaque     rw    null:
             -             -    opaque     ro    tar:
             -             -   network     rw    tftp:
       2097152       2055643     nvram     rw    nvram:
             -             -    opaque     wo    syslog:
             -             -   network     rw    rcp:
             -             -   network     rw    http:
             -             -   network     rw    ftp:
             -             -   network     rw    scp:
             -             -   network     rw    https:
             -             -    opaque     ro    cns:
             -             -    opaque     rw    revrcsf:



            

         
         

         
         
         
            
               show file systems Field Descriptions
               
                  
                     	
                        Field

                        
                     
                     
                     	
                        Value

                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        Size(b)

                        
                     
                     
                     	
                        Amount of memory in the file system in bytes.

                        
                     
                     
                  

                  
                  
                     	
                        Free(b)

                        
                     
                     
                     	
                        Amount of free memory in the file system in bytes.

                        
                     
                     
                  

                  
                  
                     	
                        Type

                        
                     
                     
                     	
                        Type of file system.

                        
                        disk—The file system is for a flash memory device, USB flash, and crashinfo file.
                        

                        
                        network—The file system for network devices; for example, an FTP server or and HTTP server. 
                        

                        
                        nvram—The file system is for a NVRAM device.
                        

                        
                        opaque—The file system is a locally generated pseudo file system (for example, the system) or a download interface, such as brimux.
                        

                        
                        unknown—The file system is an unknown type.
                        

                        
                     
                     
                  

                  
                  
                     	
                        Flags

                        
                     
                     
                     	
                        Permission for file system. 

                        
                        ro—read-only.
                        

                        
                        rw—read/write. 
                        

                        
                        wo—write-only.
                        

                        
                     
                     
                  

                  
                  
                     	
                        Prefixes

                        
                     
                     
                     	
                        Alias for file system.

                        
                        crashinfo:—Crashinfo file.
                        

                        
                        flash:—Flash file system.
                        

                        
                        ftp:—FTP server.
                        

                        
                        http:—HTTP server. 
                        

                        
                        https:—Secure HTTP server. 
                        

                        
                        nvram:—NVRAM.
                        

                        
                        null:—Null destination for copies. You can copy a remote file to null to find its size.
                        

                        
                        rcp:—Remote Copy Protocol (RCP) server.
                        

                        
                        scp:—Session Control Protocol (SCP) server.
                        

                        
                        system:—Contains the system memory, including the running configuration.
                        

                        
                        tftp:—TFTP network server.
                        

                        
                        usbflash0:—USB flash memory.
                        

                        
                        xmodem:—Obtain the file from a network machine by using the Xmodem protocol.
                        

                        
                        ymodem:—Obtain the file from a network machine by using the Ymodem protocol.
                        

                        
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Displaying
         	 Information About Files on a File System
      

      
         

         
         You can view a list of
            		the contents of a file system before manipulating its contents. For example,
            		before copying a new configuration file to flash memory, you might want to
            		verify that the file system does not already contain a configuration file with
            		the same name. Similarly, before copying a flash configuration file to another
            		location, you might want to verify its filename for use in another command. To
            		display information about files on a file system, use one of the privileged
            		EXEC commands listed in the following table. 
            	 
         

         
          
            	 
            
            
               
                  Commands for
                        		Displaying Information About Files
                  
                     
                        	 
                           				
                           Command 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Description 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				
                           dir [/all] [filesystem:filename] 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Displays a
                              				  list of files on a file system. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           show file systems 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Displays more
                              				  information about each of the files on a file system. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           show file information 
                                 					 file-url 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                            Displays
                              				  information about a specific file. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           show file descriptors 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Displays a
                              				  list of open file descriptors. File descriptors are the internal
                              				  representations of open files. You can use this command to see if another user
                              				  has a file open. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         For example, to display a list of all
            		files in a file system, use the 
            		dir privileged
            		EXEC command: 
            	 
         

         
device# dir flash:
Directory of flash:/
7386  -rwx     2097152 Jan 23 2013 14:06:49 +00:00 nvram_config
7378  drwx        4096 Jan 23 2013 09:35:11 +00:00 mnt
7385  -rw-   221775876 Jan 23 2013 14:15:13 +00:00 cat3k_caa-universalk9.SSA.03.12.02.EZP.150-12.02.EZP.150-12.02.EZP.bin
7389  -rwx         556 Jan 21 2013 20:47:30 +00:00 vlan.dat
712413184 bytes total (445063168 bytes free)
device#


         

      
      
      
         
      

      
      
      
   
      
      
      Copying Files

      
         

         
         To copy a file from a source to a destination, use the copy source-url destination-url privileged EXEC command. For the source and destination URLs, you can use running-config and startup-config keyword shortcuts. For example, the copy running-config startup-config command saves the currently running configuration file to the NVRAM section of flash memory to be used as the configuration
            during system initialization.
         

         
         You can also copy from special file systems (xmodem:, ymodem:) as the source for the file from a network machine that uses the Xmodem or Ymodem protocol.
         

         
         Network file system URLs include ftp:, rcp:, and tftp: and have these syntaxes:

         
         
            	
               FTP—ftp:[[//username [:password]@location]/directory]/filename

               

               
            

            
            	
               RCP—rcp:[[//username@location]/directory]/filename

               

               
            

            
            	
               TFTP—tftp:[[//location]/directory]/filename

               

               
            

            
         

         
         Local writable file systems include flash:.

         
         Some invalid combinations of source and destination exist. Specifically, you cannot copy these combinations:

         
         
            	
               From a running configuration to a running configuration

               

               
            

            
            	
               From a startup configuration to a startup configuration

               

               
            

            
            	
               From a device to the same device (for example, the copy flash: flash: command is invalid)
               

               

               
            

            
         

         
      

      
      
      
         
         	Copying Files from One Device in a Stack to Another Device in the Same Stack

         
         	Deleting Files

         
      

      
      
      
         
      

      
      
      
   
      
      
      Copying Files from One Device in a Stack to Another Device in the Same Stack
      

      
         

         
         To copy a file from one device in a stack to another device in the same stack,  use the flash-X: notation, where X is the device number. 
         

         
         To view all devicees in  a stack, use the show switch command in privileged EXEC mode, as in the following example of a 9-member device stack:
         

         
         
Device# show switch
Switch/Stack Mac Address : 0006.f6b9.b580 - Local Mac Address Mac persistency wait time: Indefinite
                                             H/W   Current
Switch#   Role    Mac Address     Priority Version  State 
------------------------------------------------------------
*1       Active   0006.f6b9.b580     15     P3B     Ready               
 2       Standby  0006.f6ba.0c80     14     P3B     Ready               
 3       Member   0006.f6ba.3300     7      P3B     Ready               
 4       Member   0006.f6b9.df80     6      P3B     Ready               
 5       Member   0006.f6ba.3880     13     P1A     Ready               
 6       Member   1ce6.c7b6.ef00     4      PP      Ready               
 7       Member   2037.06ce.2580     3      P2A     Ready               
 8       Member   2037.0653.7e00     2      P5A     Ready               
 9       Member   2037.0653.9280     1      P5B     Ready               



            

         
         To view all file systems available to copy on a specific device, use the copy command as in the following example of a 5-member stack:
         

         
Device# copy flash: ?
  crashinfo-1:     Copy to crashinfo-1: file system
  crashinfo-2:     Copy to crashinfo-2: file system
  crashinfo-3:     Copy to crashinfo-3: file system
  crashinfo-4:     Copy to crashinfo-4: file system
  crashinfo-5:     Copy to crashinfo-5: file system
  crashinfo:       Copy to crashinfo: file system
  flash-1:         Copy to flash-1: file system
  flash-2:         Copy to flash-2: file system
  flash-3:         Copy to flash-3: file system
  flash-4:         Copy to flash-4: file system
  flash-5:         Copy to flash-5: file system
  flash:           Copy to flash: file system
  ftp:             Copy to ftp: file system
  http:            Copy to http: file system
  https:           Copy to https: file system
  null:            Copy to null: file system
  nvram:           Copy to nvram: file system
  rcp:             Copy to rcp: file system
  revrcsf:         Copy to revrcsf: file system
  running-config   Update (merge with) current system configuration
  scp:             Copy to scp: file system
  startup-config   Copy to startup configuration
  stby-crashinfo:  Copy to stby-crashinfo: file system
  stby-flash:      Copy to stby-flash: file system
  stby-nvram:      Copy to stby-nvram: file system
  stby-rcsf:       Copy to stby-rcsf: file system
  stby-usbflash0:  Copy to stby-usbflash0: file system
  syslog:          Copy to syslog: file system
  system:          Copy to system: file system
  tftp:            Copy to tftp: file system
  tmpsys:          Copy to tmpsys: file system
  usbflash0-1:     Copy to usbflash0-1: file system
  usbflash0-2:     Copy to usbflash0-2: file system
  usbflash0-3:     Copy to usbflash0-3: file system
  usbflash0-4:     Copy to usbflash0-4: file system
  usbflash0-5:     Copy to usbflash0-5: file system
  usbflash0:       Copy to usbflash0: file system

Device#



         This  example shows how to copy a config file stored in the flash partition of device 2 to the flash partition of device 4. It assumes that device 2 and device 4 are in the same stack.
         

         
Device# copy flash-2:config.txt flash-4:config.txt


         

      
      
      
         
      

      
      
      
   
      
      
      Deleting Files

      
         

         
         When you no longer need a file on a flash memory device, you can permanently delete it. To delete a file or directory from
            a specified flash device, use the delete [/force] [/recursive] [filesystem:]/file-url privileged EXEC command.
         

         
         Use the /recursive keyword for deleting a directory and all subdirectories and the files contained in it. Use the /force keyword to suppress the prompting that confirms a deletion of each file in the directory. You are prompted only once at the
            beginning of this deletion process. Use the /force and /recursive keywords for deleting old software images that were installed by using the archive download-sw command but are no longer needed.
         

         
         If you omit the filesystem: option, the device uses the default device specified by the cd command. For file-url, you specify the path (directory) and the name of the file to be deleted.
         

         
         When you attempt to delete any files, the system prompts you to confirm the deletion.

         
         
            
               
                  	[image: ../images/caut.gif]
Caution
                  	


When files are deleted, their contents cannot be recovered.
                     

                  
               

            

            
         

         
         This example shows how to delete the file myconfig from the default flash memory device:
Device# delete myconfig

            

         
      

      
      
      
         
      

      
      
      
   
      
      
      Upgrading the Switch
         	 Software
      

      
         For information about
            		upgrading the switch software from Cisco IOS XE Release 3.x.x to Cisco IOS XE
            		Denali 16.1.x, see 
            		Release Notes for Cisco
               		  Catalyst 3850 Series Switch, Cisco IOS XE Denali 16.1.x. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Conditional
         	 Debugging and Radioactive Tracing
      

      
         

         
         Radioactive Tracing
            		when coupled with Conditional Debugging, enable us to have a single debug CLI
            		to debug all execution contexts related to the condition. This can be done
            		without being aware of the various control flow processes of the feature within
            		the box and without having to issue debugs at these processes individually. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Copying tracefiles
         	 off the box
      

      
         

         
         An example of the
            		tracefile is shown below: 
            		
Device# dir crashinfo:/tracelogs
Directory of crashinfo:/tracelogs/

50664 -rwx 760 Sep 22 2015 11:12:21 +00:00 plogd_F0-0.bin_0.gz
50603 -rwx 991 Sep 22 2015 11:12:08 +00:00 fed_pmanlog_F0-0.bin_0.9558.20150922111208.gz
50610 -rw- 11 Nov 2 2015 00:15:59 +00:00 timestamp
50611 -rwx 1443 Sep 22 2015 11:11:31 +00:00 auto_upgrade_client_sh_pmanlog_R0-.bin_0.3817.20150922111130.gz
50669 -rwx 589 Sep 30 2015 03:59:04 +00:00 cfgwr-8021_R0-0.bin_0.gz
50612 -rwx 1136 Sep 22 2015 11:11:46 +00:00 reflector_803_R0-0.bin_0.1312.20150922111116.gz
50794 -rwx 4239 Nov 2 2015 00:04:32 +00:00 IOSRP_R0-0.bin_0.14239.20151101234827.gz
50615 -rwx 131072 Nov 2 2015 00:19:59 +00:00 linux_iosd_image_pmanlog_R0-0.bin_0
--More—

            
            	 

         
         The trace files can be
            		copied using one of the various options shown below: 
            		
Device# copy crashinfo:/tracelogs ?
  crashinfo: Copy to crashinfo: file system
  flash: Copy to flash: file system
  ftp: Copy to ftp: file system
  http: Copy to http: file system
  https: Copy to https: file system
  null: Copy to null: file system
  nvram: Copy to nvram: file system
  rcp: Copy to rcp: file system
  running-config Update (merge with) current system configuration
  scp: Copy to scp: file system
  startup-config Copy to startup configuration
  syslog: Copy to syslog: file system
  system: Copy to system: file system
  tftp: Copy to tftp: file system
  tmpsys: Copy to tmpsys: file system

            
            	 

         
         The general syntax for
            		copying onto a TFTP server is as follows: 
            		
Device# copy source: tftp:
Device# copy crashinfo:/tracelogs/IOSRP_R0-0.bin_0.14239.20151101234827.gz tftp:
Address or name of remote host []? 2.2.2.2
Destination filename [IOSRP_R0-0.bin_0.14239.20151101234827.gz]?
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Note
                  	


It is important
                     		  to clear the generated report or archive files off the switch in order to have
                     		  flash space available for tracelog and other purposes. 
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Information About Troubleshooting the Software Configuration

      
         

         
      

      
      
      
         
         	Software Failure on a Switch

         
         	Lost or Forgotten Password on a Device

         
         	Power over Ethernet Ports

         
         	Ping

         
         	Layer 2 Traceroute

         
         	IP Traceroute

         
         	Time Domain Reflector Guidelines

         
         	Debug Commands

         
         	System Report

         
         	Onboard Failure Logging on the Switch

         
         	Fan Failures

         
         	Possible Symptoms of High CPU Utilization

         
      

      
      
      
         
      

      
      
      
   
      
      
      Disabled Port Caused
         	 by Power Loss
      

      
         If a powered device
            		(such as a Cisco IP Phone 7910) that is connected to a PoE 
            		Device port and powered by an AC power source
            		loses power from the AC power source, the device might enter an error-disabled
            		state. To recover from an error-disabled state, enter the 
            		shutdown
            		interface configuration command, and then enter the 
            		no shutdown
            		interface command. You can also configure automatic recovery on the 
            		Device to recover from the error-disabled
            		state. 
            	 
         

         
         On a 
            		Device, the 
            		errdisable recovery cause
                  			 loopback and the 
            		errdisable recovery
                  			 interval 
               		  seconds global configuration commands
            		automatically take the interface out of the error-disabled state after the
            		specified period of time. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Disabled Port Caused by False Link-Up

      
         If a Cisco powered device is connected to a port and you configure the port by using the
            power inline never
                interface configuration command, a false link-up can occur,
            placing the port into an error-disabled state. To take the port out of the error-disabled
            state, enter the shutdown and the no
                  shutdown interface configuration commands.
         

         
         You should not connect a Cisco powered device to a port that has been configured with the
            power inline never command.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      IP Traceroute
         	 
      

      
         You can use IP
            		traceroute to identify the path that packets take through the network on a
            		hop-by-hop basis. The command output displays all network layer (Layer 3)
            		devices, such as routers, that the traffic passes through on the way to the
            		destination.
            	 
         

         
         Your 
            		Device
            		can participate as the source or destination of the 
            		traceroute
            		privileged EXEC command and might or might not appear as a hop in the 
            		traceroute
            		command output. If the 
            		Device
            		is the destination of the traceroute, it is displayed as the final destination
            		in the traceroute output. Intermediate 
            		Device
            		do not show up in the traceroute output if they are only bridging the packet
            		from one port to another within the same VLAN. However, if the intermediate 
            		Device
            		is a multilayer 
            		Device
            		that is routing a particular packet, this 
            		Device
            		shows up as a hop in the traceroute output.
            	 
         

         
         The 
            		traceroute
            		privileged EXEC command uses the Time To Live (TTL) field in the IP header to
            		cause routers and servers to generate specific return messages. Traceroute
            		starts by sending a User Datagram Protocol (UDP) datagram to the destination
            		host with the TTL field set to 1. If a router finds a TTL value of 1 or 0, it
            		drops the datagram and sends an Internet Control Message Protocol (ICMP)
            		time-to-live-exceeded message to the sender. Traceroute finds the address of
            		the first hop by examining the source address field of the ICMP
            		time-to-live-exceeded message.
            	 
         

         
         To identify the next
            		hop, traceroute sends a UDP packet with a TTL value of 2. The first router
            		decrements the TTL field by 1 and sends the datagram to the next router. The
            		second router sees a TTL value of 1, discards the datagram, and returns the
            		time-to-live-exceeded message to the source. This process continues until the
            		TTL is incremented to a value large enough for the datagram to reach the
            		destination host (or until the maximum TTL is reached).
            	 
         

         
         To learn when a
            		datagram reaches its destination, traceroute sets the UDP destination port
            		number in the datagram to a very large value that the destination host is
            		unlikely to be using. When a host receives a datagram destined to itself
            		containing a destination port number that is unused locally, it sends an ICMP 
            		port-unreachable
            		error to the source. Because all errors except port-unreachable errors come
            		from intermediate hops, the receipt of a port-unreachable error means that this
            		message was sent by the destination port.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Executing IP Traceroute

         
      

      
      Related References

         
         Example: Performing a Traceroute to an IP Host

         
      

      
      
      
   
      
      
       Debug
         	 Commands
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                  Because debugging
                     		  output is assigned high priority in the CPU process, it can render the system
                     		  unusable. For this reason, use 
                     		  debug commands
                     		  only to troubleshoot specific problems or during troubleshooting sessions with
                     		  Cisco technical support staff. It is best to use 
                     		  debug commands
                     		  during periods of lower network traffic and fewer users. Debugging during these
                     		  periods decreases the likelihood that increased 
                     		  debug command
                     		  processing overhead will affect system use. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         All 
            		debug commands
            		are entered in privileged EXEC mode, and most 
            		debug commands
            		take no arguments. 
            	 
         

         
      

      
      
      
         
      

      
      Related References

         
         Redirecting Debug and Error Message Output

         
         Example: Enabling All System Diagnostics

         
      

      
      
      
   
      
      
      Fan Failures

      
         By default, the
            		feature is disabled. When more than one of the fans fails in a
            		field-replaceable unit (FRU) or in a power supply, the 
            		Device
            		does not shut down, and this error message appears: 
            	 
         

         
Multiple fan(FRU/PS) failure detected. System may get overheated. Change fan quickly.



         The 
            		Device
            		might overheat and shut down. 
            	 
         

         
         To enable the fan
            		failures feature, enter the 
            		system env fan-fail-action
                  			 shut privileged EXEC command. If more than one fan in the 
            		Device
            		fails, the 
            		Device
            		automatically shuts down, and this error message appears: 
            	 
         

         
Faulty (FRU/PS) fans detected, shutting down system! 



         After the first fan
            		shuts down, if the 
            		Device
            		detects a second fan failure, the 
            		Device
            		waits for 20 seconds before it shuts down. 
            	 
         

         
         To restart the 
            		Device,
            		it must be power cycled. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Troubleshoot the Software Configuration

      
         

         
      

      
      
      
         
         	Recovering from a Software Failure

         
         	Recovering from a Lost or Forgotten Password

         
         	Preventing Switch Stack Problems

         
         	Preventing Autonegotiation Mismatches

         
         	Troubleshooting SFP Module Security and Identification

         
         	Executing Ping

         
         	Monitoring Temperature

         
         	Monitoring the Physical Path

         
         	Executing IP Traceroute

         
         	Running TDR and Displaying the Results

         
         	Redirecting Debug and Error Message Output

         
         	Using the show platform forward Command

         
         	Using the show debug command

         
         	Configuring OBFL

         
      

      
      
      
         
      

      
      
      
   
      
      
      Domain Names for Configuring VTP

      
         

         
         When configuring VTP for the first time, you must always assign a domain name. You must configure all devices in the VTP domain with the same domain name. Devices in VTP transparent mode do not exchange VTP messages with other devices, and you do not need to configure a VTP domain name for  them.
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                  If  the  NVRAM and DRAM storage is sufficient, all devices in a VTP domain should be in VTP server mode.
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                  Do not configure a VTP domain if all devices are operating in VTP client mode. If you configure the domain, it is impossible to make changes to the VLAN configuration
                     of that domain. Make sure that you configure at least one device in the VTP domain for VTP server mode.
                  

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Adding a VTP Client to a VTP Domain (CLI)

         
      

      
      
      
   
      
      
      Extended-Range VLAN
         	 Configuration Guidelines
      

      
         

         
         
            		Extended-range VLANs are VLANs with IDs from 1006 to 4094. 
            	 
         

         
         Follow these
            		guidelines when creating extended-range VLANs: 
            	 
         

         
         
            	 
               		  
               VLAN
                  			 IDs in the extended range are not saved in the VLAN database and are not
                  			 recognized by VTP unless the 
                  			 device
                  			 is running VTP version 3. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               You cannot include
                  			 extended-range VLANs in the pruning eligible range. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               For VTP version 1
                  			 or 2, you can set the VTP mode to transparent in global configuration mode. You
                  			 should save this configuration to the startup configuration so that the 
                  			 device
                  			 boots up in VTP transparent mode. Otherwise, you lose the extended-range VLAN
                  			 configuration if the 
                  			 device
                  			 resets. If you create extended-range VLANs in VTP version 3, you cannot convert
                  			 to VTP version 1 or 2. 
                  		  
               

               

               
               		
            

            
            	 
               		  
               In a 
                  			 device
                  			 stack, the whole stack uses the same running configuration and saved
                  			 configuration, and extended-range VLAN information is shared across the stack. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Creating an Extended-Range VLAN (CLI)

         
         Creating an Extended-Range VLAN with an Internal VLAN ID

         
      

      
      Related References

         
         Monitoring VLANs

         
      

      
      
      
   
      
      
      How to Configure Normal-Range VLANs

      
         

         
         You can set these parameters when you create a new normal-range VLAN or modify an existing VLAN in the VLAN database:

         
         
            	
               
               VLAN ID

               

               
               
            

            
            	
               
               VLAN name

               

               
               
            

            
            	
               
               VLAN type

               

               
               
               
                  	
                     Ethernet

                     

                     
                  

                  
                  	
                     Fiber Distributed Data Interface [FDDI]

                     

                     
                  

                  
                  	
                     FDDI network entity title [NET]

                     

                     
                  

                  
                  	
                     TrBRF or TrCRF

                     

                     
                  

                  
                  	
                     Token Ring

                     

                     
                  

                  
                  	
                     Token Ring-Net

                     

                     
                  

                  
               

               
            

            
            	
               
               VLAN state (active or suspended)

               

               
               
            

            
            	
               
               Maximum transmission unit (MTU) for the VLAN

               

               
               
            

            
            	
               
               Security Association Identifier (SAID)

               

               
               
            

            
            	
               
               Bridge identification number for TrBRF VLANs

               

               
               
            

            
            	
               
               Ring number for FDDI and TrCRF VLANs

               

               
               
            

            
            	
               
               Parent VLAN number for TrCRF VLANs

               

               
               
            

            
            	
               
               Spanning Tree Protocol (STP) type for TrCRF VLANs

               

               
               
            

            
            	
               
               VLAN number to use when translating from one VLAN type to another

               

               
               
            

            
         

         
         You can cause inconsistency in the VLAN database if you attempt to manually delete the
            vlan.dat  file. If you want to modify the VLAN configuration, follow the procedures in this section. 
            
         

         
      

      
      
      
         
         	Creating or Modifying an Ethernet VLAN (CLI)

         
         	Deleting a VLAN (CLI)

         
         	Assigning Static-Access Ports to a VLAN (CLI)

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure Extended-Range VLANs

      
         

         
         

         
          Extended-range VLANs enable service providers to extend their infrastructure to a greater number of customers. The extended-range
            VLAN IDs are allowed for any switchport commands that allow VLAN IDs. 
         

         
         With VTP version 1 or 2, extended-range VLAN configurations are not stored in the VLAN
            database, but because VTP mode is transparent, they are stored in the device  running
            configuration file, and you can save the configuration in the startup configuration file. Extended-range VLANs created in
            VTP version 3 are stored in the VLAN database.
         

         
         You can change only the MTU size and the remote SPAN configuration state on extended-range VLANs; all other characteristics
            must remain at the default state.
         

         
      

      
      
      
         
         	Creating an Extended-Range VLAN (CLI)

         
      

      
      
      
         
      

      
      
      
   
      
      
      Allowed VLANs on a
         	 Trunk
      

      
         

         
         By default, a trunk
            		port sends traffic to and receives traffic from all VLANs. All VLAN IDs, 1 to
            		4094, are allowed on each trunk. However, you can remove VLANs from the allowed
            		list, preventing traffic from those VLANs from passing over the trunk. 
            	 
         

         
         To reduce the risk of
            		spanning-tree loops or storms, you can disable VLAN 1 on any individual VLAN
            		trunk port by removing VLAN 1 from the allowed list. When you remove VLAN 1
            		from a trunk port, the interface continues to send and receive management
            		traffic, for example, Cisco Discovery Protocol (CDP), Port Aggregation Protocol
            		(PAgP), Link Aggregation Control Protocol (LACP), DTP, and VTP in VLAN 1. 
            	 
         

         
         If a trunk port with
            		VLAN 1 disabled is converted to a nontrunk port, it is added to the access
            		VLAN. If the access VLAN is set to 1, the port will be added to VLAN 1,
            		regardless of the 
            		switchport trunk
                  			 allowed setting. The same is true for any VLAN that has been
            		disabled on the port. 
            	 
         

         
         A trunk port can
            		become a member of a VLAN if the VLAN is enabled, if VTP knows of the VLAN, and
            		if the VLAN is in the allowed list for the port. When VTP detects a newly
            		enabled VLAN and the VLAN is in the allowed list for a trunk port, the trunk
            		port automatically becomes a member of the enabled VLAN. When VTP detects a new
            		VLAN and the VLAN is not in the allowed list for a trunk port, the trunk port
            		does not become a member of the new VLAN. 
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Defining the Allowed VLANs on a Trunk (CLI)

         
      

      
      
      
   
      
      
      Feature
         	 Interactions
      

      
         

         
         Trunking interacts
            		with other features in these ways:
            	 
         

         
         
            	 
               		  
               A trunk port
                  			 cannot be a secure port.
                  		  
               

               

               
               		
            

            
            	Trunk ports can be grouped
               		  into EtherChannel port groups, but all trunks in the group must have the same
               		  configuration. When a group is first created, all ports follow the parameters
               		  set for the first port to be added to the group. If you change the
               		  configuration of one of these parameters, the 
               		  device propagates the setting that you
               		  entered to all ports in the group:
               		  
               
                  	 
                     				
                     Allowed-VLAN
                        				  list.
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     STP port
                        				  priority for each VLAN.
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     STP Port Fast
                        				  setting.
                        				
                     

                     

                     
                     			 
                  

                  
                  	 
                     				
                     Trunk status:
                        				
                     

                     

                     
                     				
                     If one port in
                        				  a port group ceases to be a trunk, all ports cease to be trunks.
                        				
                     

                     

                     
                     			 
                  

                  
               

               
               		
            

            
            	 
               		  
               We recommend that
                  			 you configure no more than 24 trunk ports in Per VLAN Spanning Tree (PVST) mode
                  			 and no more than 40 trunk ports in Multiple Spanning Tree (MST) mode.
                  		  
               

               

               
               		
            

            
            	 
               		  
               If you try to
                  			 enable IEEE 802.1x on a trunk port, an error message appears, and IEEE 802.1x
                  			 is not enabled. If you try to change the mode of an IEEE 802.1x-enabled port to
                  			 trunk, the port mode is not changed.
                  		  
               

               

               
               		
            

            
            	 
               		  
               A port in dynamic
                  			 mode can negotiate with its neighbor to become a trunk port. If you try to
                  			 enable IEEE 802.1x on a dynamic port, an error message appears, and IEEE 802.1x
                  			 is not enabled. If you try to change the mode of an IEEE 802.1x-enabled port to
                  			 dynamic, the port mode is not changed.
                  		  
               

               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      How to Configure VLAN Trunks

      
         

         
         To avoid trunking misconfigurations,  configure interfaces connected to devices that do not support DTP to not forward DTP
            frames, that is, to turn off DTP.
         

         
         
            	
               
               If you do not intend to trunk across those links, use the switchport mode
                        access interface configuration command to disable trunking. 
               

               

               
               
            

            
            	
               
               To enable trunking to a device that does not support DTP, use the
                  switchport mode trunk and switchport
                        nonegotiate interface configuration commands to cause the
                  interface to become a trunk but to not generate DTP frames. 
               

               

               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Cisco IP Phone Voice Traffic

      
         You can configure an access port with an attached Cisco IP Phone to use one VLAN for voice traffic and another VLAN for data
            traffic from a device attached to the phone. You can configure access ports on the device to send Cisco Discovery Protocol (CDP) packets that instruct an attached phone to send voice traffic to the device in any of these ways:
         

         
         
            	
               In the voice VLAN tagged with a Layer 2 CoS priority value

               

               
            

            
            	
               In the access VLAN tagged with a Layer 2 CoS priority value

               

               
            

            
            	
               In the access VLAN, untagged (no Layer 2 CoS priority value)
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                  In all configurations, the voice traffic carries a Layer 3 IP precedence value (the default is 5 for voice traffic and 3 for
                     voice control traffic).
                  

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring Cisco IP Phone Voice Traffic (CLI)

         
      

      
      Related References

         
         Monitoring Voice VLAN

         
      

      
      
      
   
      
      
      Cisco IP Phone Data Traffic

      
         The device can also process tagged data traffic (traffic in IEEE 802.1Q or IEEE 802.1p frame types) from the device attached to the
            access port on the Cisco IP Phone. You can configure Layer 2 access ports on the device to send CDP packets that instruct the attached phone to configure the phone access port in one of these modes:
         

         
         
            	
               In trusted mode, all traffic received through the access port on the Cisco IP Phone passes through the phone unchanged.

               

               
            

            
            	
               In untrusted mode, all traffic in IEEE 802.1Q or IEEE 802.1p frames received through the access port on the Cisco IP Phone
                  receive a configured Layer 2 CoS value. The default Layer 2 CoS value is 0. Untrusted mode is the default.
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                  Untagged traffic from the device attached to the Cisco IP Phone passes through the phone unchanged, regardless of the trust
                     state of the access port on the phone.
                  

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring the Priority of Incoming Data Frames (CLI)

         
      

      
      Related References

         
         Monitoring Voice VLAN

         
      

      
      
      
   
      
      
      IP Addressing Scheme with Private VLANs

      
         Assigning a separate VLAN to each customer creates  an inefficient IP addressing scheme:

         
         
            	
               Assigning a block of addresses to a customer VLAN can result in unused IP addresses.

               

               
            

            
            	
               If the number of devices in the VLAN increases, the number of assigned address might not be large enough to accommodate them.

               

               
            

            
         

         
         These problems are reduced by using private VLANs, where all members in the private VLAN share a common address space, which
            is allocated to the primary VLAN. Hosts are connected to secondary VLANs, and the DHCP server assigns them IP addresses from
            the block of addresses allocated to the primary VLAN. Subsequent IP addresses can be assigned to customer devices in different
            secondary VLANs, but in the same primary VLAN. When new devices are added, the DHCP server assigns them the next available
            address from a large pool of subnet addresses.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Finding Feature Information

      
         

         
         
            Your software release may not support all the features documented in this module. For the latest feature information and caveats,
               see the release notes for your platform and software release. To find information about the features documented in this module,
               and to see a list of the releases in which each feature is supported, see the Feature Information Table at the end of this
               document.
            

            
            Use Cisco Feature Navigator to find information about platform support and Cisco
               software image support. To access Cisco Feature Navigator, go to
               http:/​/​www.cisco.com/​go/​cfn. An account on Cisco.com is not
               required.
            

            
         

         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
         
      

      
      
      
   
      
      
      Band Selection

      
         

         
         

         
         Band selection enables client
            		radios that are capable of dual-band (2.4- and 5-GHz) operation to move to a
            		less congested 5-GHz access point. The 2.4-GHz band is often congested. Clients
            		on this band typically experience interference from Bluetooth devices,
            		microwave ovens, and cordless phones as well as co-channel interference from
            		other access points because of the 802.11b/g limit of three nonoverlapping
            		channels. To prevent these sources of interference and improve overall network
            		performance, you can configure band selection on the 
            		device.
            		
            	 
         

         
         Band selection works by
            		regulating probe responses to clients and it can be enabled on a per-WLAN
            		basis. It makes 5-GHz channels more attractive to clients by delaying probe
            		responses to clients on 2.4-GHz channels. In the access point, the band select
            		table can be viewed by giving show dot11 band-select command. It can also be
            		viewed from show cont d0/d1 | begin Lru. 
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                     The WMM default configuration will not be shown in 
                        			 show running-config output.
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring Advanced WLAN Properties (CLI)

         
      

      
      Related References

         
         Prerequisites for WLANs

         
         Restrictions for WLANs

         
      

      
      
      
   
      
      
      Cisco Client Extensions

      
         

         
          The Cisco Client Extensions (CCX) software is licensed to manufacturers and vendors of third-party client devices. The CCX
            code resident on these clients enables them to communicate wirelessly with Cisco access points and to support Cisco features
            that other client devices do not, including those features that are related to increased security, enhanced performance, fast
            roaming, and power management.
         

         
         
            
               	
                  The software supports CCX versions 1 through 5, which enables devices and their access points to communicate wirelessly with third-party client devices that support CCX. CCX support is enabled
                     automatically for every WLAN on the device and cannot be disabled. However, you can configure Aironet information elements (IEs).
                  

                  

                  
               

               
               	
                  If Aironet IE support is enabled, the access point sends an Aironet IE 0x85 (which contains the access point name, load, number
                     of associated clients, and so on) in the beacon and probe responses of this WLAN, and the device sends Aironet IEs 0x85 and 0x95 (which contains the management IP address of the device and the IP address of the access point) in the reassociation response if it receives Aironet IE 0x85 in the reassociation
                     request.
                  

                  

                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring Advanced WLAN Properties (CLI)

         
      

      
      Related References

         
         Prerequisites for WLANs

         
         Restrictions for WLANs

         
      

      
      
      
   
      
      
      Diagnostic
            		Channel

      
         You can choose a diagnostic
            		channel to troubleshoot why the client is having communication problems with a
            		WLAN. You can test the client and access points to identify the difficulties
            		that the client is experiencing and allow corrective measures to be taken to
            		make the client operational on the network. You can use the 
            		device GUI or CLI to enable the diagnostic
            		channel, and you can use the 
            		device CLI to run the diagnostic tests.
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                     We recommend that you enable
                        			 the diagnostic channel feature only for nonanchored SSIDs that use the
                        			 management interface. CCX Diagnostic feature has been tested only with clients
                        			 having Cisco ADU card
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      
         		Information About Remote-LAN
         	
      

      
         Remote-LAN is similar to a WLAN, the only difference being that a WLAN is used for wireless connection, but a Remote-LAN is
            used for wired ports. Cisco Aironet 1810W Series and Cisco Aironet 1810T Series APs come with three local Gigabit Ethernet
            ports, one uplink Gigabit Ethernet port, and one passive passthrough RJ-45 port. Configuring a Remote-LAN profile on a local
            Gigabit Ethernet port enables the traffic from wired devices to connect to the ports tunneled back to a wireless controller.
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      External DHCP Servers

      
         The operating system is designed to appear as a DHCP Relay to the network and as a DHCP server to clients with industry-standard
            external DHCP servers that support DHCP Relay, which means that each device appears as a DHCP Relay agent to the DHCP server and as a DHCP server at the virtual IP address to wireless clients.
         

         
         Because the device captures the client IP address that is obtained from a DHCP server, it maintains the same IP address for that client during
            intra device, inter device, and inter-subnet client roaming.
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                  External DHCP servers can support DHCPv6.

                  
                  

               
            

         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring DHCP for WLANs (CLI)

         
      

      
      Related References

         
         Prerequisites for Configuring DHCP for WLANs

         
         Restrictions for Configuring DHCP for WLANs

         
      

      
      
      
   
      
      
      DHCP Assignments

      
         You can configure DHCP on a per-interface or per-WLAN basis. We recommend that you use the primary DHCP server address that
            is assigned to a particular interface.
         

         
         You can assign DHCP servers for individual interfaces. You can configure the management interface, AP-manager interface, and
            dynamic interface for a primary and secondary DHCP server, and you can configure the service-port interface to enable or disable
            DHCP servers. You can also define a DHCP server on a WLAN. In this case, the server overrides the DHCP server address on the
            interface assigned to the WLAN.
         

         
         
            Security Considerations

            For enhanced security, we recommend that you require all clients to obtain their IP addresses from a DHCP server. To enforce
               this requirement, you can configure  all WLANs with a DHCP Addr. Assignment Required setting, which disallows client static
               IP addresses. If DHCP Addr. Assignment Required is selected, clients must obtain an IP address via DHCP. Any client with a
               static IP address is not allowed on the network. The device monitors DHCP traffic because it acts as a DHCP proxy for the clients.
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                           WLANs that support management over wireless must allow management (device-servicing) clients to obtain an IP address from
                              a DHCP server.
                           

                           

                           
                           
                        

                        
                     

                     
                     
                     

                  
               

            

            
            If slightly less security is tolerable, you can create WLANs with DHCP Addr. Assignment Required disabled. Clients then have
               the option of using a static IP address or obtaining an IP address from a designated DHCP server.
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                     DHCP Addr. Assignment Required is not supported for wired guest LANs.

                     
                     

                  
               

            

            
            You can create separate WLANs with DHCP Addr. Assignment Required configured as disabled. This is applicable only if DHCP
               proxy is enabled for the device. You must not define the primary/secondary configuration DHCP server you should disable the DHCP proxy. These WLANs drop
               all DHCP requests and force clients to use a static IP address. These WLANs do not support management over wireless connections.
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring DHCP for WLANs (CLI)

         
      

      
      Related References

         
         Prerequisites for Configuring DHCP for WLANs

         
         Restrictions for Configuring DHCP for WLANs

         
      

      
      
      
   
      
      
      Information About AAA Override

      
         

         
         The
            		AAA Override option of a WLAN enables you to configure the WLAN for identity
            		networking. It enables you to apply VLAN tagging, Quality of Service (QoS), and
            		Access Control Lists (ACLs) to individual clients based on the returned RADIUS
            		attributes from the AAA server.
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring Advanced WLAN Properties (CLI)

         
      

      
      Related References

         
         Prerequisites for Layer 2 Security

         
      

      
      
      
   
      
      
      Information About 802.11w

      
         Wi-Fi is a
            broadcast medium that enables any device to eavesdrop and
            participate either as a legitimate or rogue device. Control and management frames such as authentication/deauthentication,
            association/disassociation, beacons, and probes are used by wireless clients to select an AP and to initiate a session for
            network services.
         

         
         Unlike data traffic which can be encrypted to provide a level of confidentiality, these frames must be heard and understood
            by all clients and therefore must be transmitted as open or unencrypted.  While these frames cannot be encrypted, they must
            be protected from forgery to protect the wireless medium from attacks. For example, an attacker could spoof management frames
            from an AP to tear down  a session between a client and  AP.
         

         
         The 802.11w protocol applies only to a set of robust management frames that are protected by the Management Frame Protection
            (PMF) service. These include Disassociation, Deauthentication, and Robust Action frames.
         

         
          Management frames that are considered as robust action and therefore protected are the following:
            
               	
                  Spectrum Management

                  

                  
               

               
               	
                  QoS

                  

                  
               

               
               	
                  Block Ack

                  

                  
               

               
               	
                  SA Query

                  

                  
               

               
               	
                  Vendor-specific Protected

                  

                  
               

               
            

            
         

         
          When 802.11w is implemented in the wireless medium, the following occur:
            
               	
                  Client protection is added by the AP adding cryptographic protection (by including the MIC information element) to deauthentication
                     and disassociation frames preventing  them from being spoofed in a DOS attack.
                  

                  

                  
               

               
               	
                  Infrastructure protection is added by adding a Security Association (SA) teardown protection mechanism consisting of an Association
                     Comeback Time and an SA-Query procedure preventing spoofed association request from disconnecting an already connected client.
                  

                  

                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring 802.11w (CLI)

         
         Disabling 802.11w (CLI)

         
      

      
      Related References

         
         Prerequisites for 802.11w

         
         Restrictions for 802.11w

         
         Monitoring 802.11w (CLI)

         
      

      
      
      
   
      
      
      Information About
         	 802.11r Fast Transition
      

      
         

         
         802.11r, which is the
            		IEEE standard for fast roaming, introduces a new concept of roaming where the
            		initial handshake with the new AP is done even before the client roams to the
            		target AP, which is called Fast Transition (FT). The initial handshake allows
            		the client and APs to do the Pairwise Transient Key (PTK) calculation in
            		advance. These PTK keys are applied to the client and AP after the client does
            		the reassociation request or response exchange with new target AP. 
            	 
         

         
         802.11r provides two
            		methods of roaming: 
            	 
            
               	 
                  		  
                  Over-the-Air 
                     		  
                  

                  

                  
                  		
               

               
               	 
                  		  
                  Over-the-DS
                     			 (Distribution System) 
                     		  
                  

                  

                  
                  		
               

               
            

            
            	 
         

         
         The FT key hierarchy
            		is designed to allow clients to make fast BSS transitions between APs without
            		requiring reauthentication at every AP. WLAN configuration contains a new
            		Authenticated Key Management (AKM) type called FT (Fast Transition). 
            	 
         

         
         From Release 
            		3E, you can
            		create an 802.11r WLAN that is also an WPAv2 WLAN. In earlier releases, you had
            		to create separate WLANs for 802.11r and for normal security. Non-802.11r
            		clients can now join 802.11r-enabled WLANs as the 802.11r WLANs can accept
            		non-802.11r associations. If clients do not support mixed mode or 802.11r join,
            		they can join non-802.11r WLANS. When you configure FT PSK and later define
            		PSK, clients that can join only PSK can now join the WLAN in mixed mode.
            	 
         

         
         
            How a Client
               		  Roams
            
 
            		 
            		
            For a client to move
               		  from its current AP to a target AP using the FT protocols, the message
               		  exchanges are performed using one of the following two methods: 
               		
               
                  	 
                     			 
                     Over-the-Air—The
                        				client communicates directly with the target AP using IEEE 802.11
                        				authentication with the FT authentication algorithm. 
                        			 
                     

                     

                     
                     		  
                  

                  
                  	 
                     			 
                     Over-the-DS—The
                        				client communicates with the target AP through the current AP. The
                        				communication between the client and the target AP is carried in FT action
                        				frames between the client and the current AP and is then sent through the 
                        				device. 
                        			 
                     

                     

                     
                     		  
                  

                  
               

               
               		
            

            
            		
             
               		  
               Message
                     				Exchanges when Over the Air client roaming is configured. This figure
                     				shows the sequence of message exchanges that occur when Over the Air client
                     				roaming is configured. 
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               Message
                     				Exchanges when Over the DS client roaming is configured. This figure
                     				shows the sequence of message exchanges that occur when Over the DS client
                     				roaming is configured. 
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      Related Tasks

         
         Configuring 802.11r Fast Transition in an Open WLAN (CLI)

         
         Disabling 802.11r Fast Transition (CLI)

         
         Configuring 802.11r BSS Fast Transition on a Dot1x Security Enabled WLAN (CLI)

         
         Configuring 802.11r Fast Transition on a PSK Security Enabled WLAN (CLI)

         
      

      
      Related References

         
         Monitoring 802.11r Fast Transition (CLI)

         
         Restrictions for 802.11r Fast Transition

         
      

      
      
      
   
      
      
      Information About Assisted Roaming

      
         

         
         The 802.11k standard allows clients to request neighbor reports containing information about known neighbor access points
            that are candidates for a service set transition. The use of the 802.11k neighbor list can limit the need for active and passive
            scanning.
         

         
         The assisted roaming feature is based on an intelligent and client optimized neighbor list.

         
         Unlike the Cisco Client Extension (CCX) neighbor list, the 802.11k neighbor list is generated dynamically on-demand and is
            not maintained on the device. The 802.11k neighbor list is based on the location of the clients without requiring the mobility services engine (MSE).
            Two clients on the same device but different APs can have different neighbor lists delivered depending on their individual relationship with the surrounding
            APs.
         

         
         By default, the neighbor list contains only neighbors in the same band with which the client is associated. However, a switch
            exists that allows 802.11k to return neighbors in both bands.
         

         
         Clients send requests for neighbor lists only after associating with the APs that advertize the RRM (Radio Resource Management)
            capability information element (IE) in the beacon. The neighbor list includes information about BSSID, channel, and operation
            details of the neighboring radios.
         

         
         
            Assembling and Optimizing the Neighbor List

            When the device receives a request for an  802.11k neighbor list, the following occurs:
               
                  	
                     The device searches the RRM neighbor table for a list of neighbors on the same band as the AP with which the client is currently associated
                        with.
                     

                     

                     
                  

                  
                  	
                      The device checks the neighbors according to the RSSI (Received Signal Strength Indication) between the APs, the current location of
                        the present AP, the floor information of the neighboring AP from Cisco Prime Infrastructure, and roaming history information
                        on the device to reduce the list of neighbors to six per band. The list is optimized for APs on the same floor.
                     

                     

                     
                  

                  
               

               
            

            
         

         
         
            Assisted Roaming for Non-802.11k Clients

            It is also possible to optimize roaming for non-802.11k clients. You can generate a prediction neighbor list for each client
               without the client requiring to send an 802.11k neighbor list request. When this is enabled on a WLAN,  after each successful
               client association/reassociation, the same neighbor list optimization is applied on the non-802.11k client to generate the
               neighbor list and store the list in the mobile station software data structure. Clients at different locations have different
               lists because the client probes are seen with different RSSI values by different neighbors. Because clients usually probe
               before any association or reassociation, this list is constructed with the most updated probe data and predicts the next AP
               that the client is likely to roam to.
            

            
            We  discourage clients from roaming to those less desirable neighbors by  denying association if the association request to
               an AP does not match the entries on the stored prediction neighbor list.
            

            
             Similar to aggressive load balancing, there is a switch to turn on the  assisted roaming feature both on a per-WLAN basis
               and globally.  The following options are available:
               
                  	
                      Denial count—Maximum number of times a client is refused association.

                     

                     
                  

                  
                  	
                      Prediction threshold—Minimum number of entries required in the prediction list for the assisted roaming feature to be activated.

                     

                     
                  

                  
               

               
            

            
             Because both load balancing and assisted roaming are designed to influence the AP that a client associates
               with, it is not possible to enable both the options at the same time on a WLAN.
            

            
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Configuring Assisted Roaming (CLI)

         
      

      
      Related References

         
         Restrictions for Assisted Roaming

         
         Monitoring Assisted Roaming

         
         Configuration Examples for Assisted Roaming

         
      

      
      
      
   
      
      
      Information About Access Point Groups

      
         After you create up to 512
            		WLANs on the 
            		device,
            		you can selectively publish them (using access point groups) to different
            		access points to better manage your wireless network. In a typical deployment,
            		all users on a WLAN are mapped to a single interface on the 
            		device.
            		Therefore, all users that are associated with that WLAN are on the same subnet
            		or VLAN. However, you can choose to distribute the load among several
            		interfaces or to a group of users based on specific criteria such as individual
            		departments (such as Marketing) by creating access point groups. Additionally,
            		these access point groups can be configured in separate VLANs to simplify
            		network administration. 
            		 
            	 
         

         
      

      
      
      
         
      

      
      Related Tasks

         
         Creating Access Point Groups

         
         Viewing Access Point Group

         
         Assigning an Access Point to an AP Group

         
      

      
      Related References

         
         Prerequisites for Configuring AP Groups

         
         Restrictions for Configuring Access Point Groups

         
      

      
      
      
   
      
      
      Exporters

      
         

         
         An exporter contains
            		network layer and transport layer details for the 
            		Flexible NetFlow export packet.The following table
            		lists the configuration options for an exporter. 
            	 
         

         
          
            	 
            
            
               
                  Flexible NetFlow Exporter Configuration Options
                  
                     
                        	 
                           				
                           Exporter
                              				  Configuration 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Description 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				
                           default 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Sets a command
                              				  to its default values. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           description 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Provides a
                              				  description for the flow exporter. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           destination 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Export
                              				  destination. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           dscp 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Optional DSCP
                              				  value. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           exit 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Exits from the
                              				  flow exporter configuration mode. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           export-protocol 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Export
                              				  protocol version. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           no 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Negates the
                              				  command or its default. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           option 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Selects option
                              				  for exporting. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           source 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Originating
                              				  interface for the net flow. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           template 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Flow exporter
                              				  template configuration. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           transport 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Transport
                              				  protocol. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                     
                        	 
                           				
                           ttl 
                              				
                           

                           
                           			 
                        
                        
                        	 
                           				
                           Optional TTL
                              				  or hop limit. 
                              				
                           

                           
                           			 
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            		 
            		The 
               		  device exports data to the collector whenever
               		  a timeout occurs or when the flow is terminated (TCP Fin or Rst received, for
               		  example). You can configure the following timers to force a flow export: 
               		 
            	 
         

         
         
            	 
               		  
               Active timeout—The
                  			 flow continues to have the packets for the past 
                  			 m seconds
                  			 since the flow was created. 
                  		  
               

               

               
               		  
               

               

               
               		
            

            
            	 
               		  
               Inactive
                  			 timeout—The flow does not have any packets for the past 
                  			 n seconds. 
                  		  
               

               

               
               		
            

            
         

         
      

      
      Related Tasks

         
         Creating a Flow Exporter

         
      

      
      Related References

         
         Example: Configuring a Flow

         
         Example: Monitoring IPv4 ingress traffic

         
         Example: Monitoring IPv4 egress traffic

         
      

      
      
      
   
      
      
      Information about Passwords and Privilege Levels

      
         A simple way of providing terminal access control in your network is to use passwords and assign privilege levels. Password
            protection restricts access to a network or network device. Privilege levels define what commands users can enter after they
            have logged into a network device.
         

         
      

      
      Related Concepts

         
         TACACS+ and Switch Access

         
      

      
      Related Tasks

         
         Configuring Username and Password Pairs

         
         Setting a Telnet Password for a Terminal Line

         
      

      
      
      
   
      
      
      DHCP Server Port-Based Address Allocation

      
         DHCP server port-based address allocation is a feature that enables DHCP to maintain the same IP address on an Ethernet switch
            port regardless of the attached device client identifier or client hardware address.
         

         
         When Ethernet switches are deployed in the network, they offer connectivity to the directly connected devices. In some environments,
            such as on a factory floor, if a device fails, the replacement device must be working immediately in the existing network.
            With the current DHCP implementation, there is no guarantee that DHCP would offer the same IP address to the replacement device.
            Control, monitoring, and other software expect a stable IP address associated with each device. If a device is replaced, the
            address assignment should remain stable even though the DHCP client has changed.
         

         
         When configured, the DHCP server port-based address allocation feature ensures that the same IP address is always offered
            to the same connected port even as the client identifier or client hardware address changes in the DHCP messages received
            on that port. The DHCP protocol recognizes DHCP clients by the client identifier option in the DHCP packet. Clients that do
            not include the client identifier option are identified by the client hardware address. When you configure this feature, the
            port name of the interface overrides the client identifier or hardware address and the actual point of connection, the switch
            port, becomes the client identifier.
         

         
         In all cases, by connecting the Ethernet cable to the same port, the same IP address is allocated through DHCP to the attached
            device.
         

         
      

      
      Related References

         
         Restrictions on Configuring DHCP Snooping and Option 82

         
      

      
      
      
   
      
      
      DTIM Period

      
         

         
         

         
         
            In the 802.11 networks, lightweight access points broadcast a beacon at regular intervals, which coincides with the Delivery
               Traffic Indication Map (DTIM). After the access point broadcasts the beacon, it transmits any buffered broadcast and multicast
               frames based on the value set for the DTIM period. This feature allows power-saving clients to wake up at the appropriate
               time if they are expecting broadcast or multicast data.
            

            
            Typically, the DTIM value is set to 1 (to transmit broadcast and multicast frames after every beacon) or 2 (to transmit after
               every other beacon). For instance, if the beacon period of the 802.11 network is 100 ms and the DTIM value is set to 1, the
               access point transmits buffered broadcast and multicast frames 10 times per second. If the beacon period is 100 ms and the
               DTIM value is set to 2, the access point transmits buffered broadcast and multicast frames 5 times per second. Either of these
               settings are suitable for applications, including Voice Over IP (VoIP), that expect frequent broadcast and multicast frames.
            

            
            However, the DTIM value can be set as high as 255 (to transmit broadcast and multicast frames after every 255th beacon) if
               all 802.11 clients have power save enabled. Because the clients have to listen only when the DTIM period is reached, they
               can be set to listen for broadcasts and multicasts less frequently which  results in a longer battery life. For example, if
               the beacon period is 100 ms and you set the DTIM value to 100, the access point transmits buffered broadcast and multicast
               frames once every 10 seconds. This rate allows the power-saving clients to sleep longer before they have to wake up and listen
               for broadcasts and multicasts, which results in a longer battery life.
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                     A beacon period, which is specified in milliseconds on the device, is converted internally by the software to 802.11 Time Units (TUs), where 1 TU = 1.024 milliseconds. On Cisco’s 802.11n
                        access points, this value is rounded to the nearest multiple of 17 TUs. For example, a configured beacon period of 100 ms
                        results in an actual beacon period of 104 ms.
                     

                     
                     

                  
               

            

            
            Many applications cannot tolerate a long time between broadcast and multicast messages, which results in poor protocol and
               application performance. We recommend that you set a low DTIM value for 802.11 networks that support such clients.
            

            
         

         
      

      
      Related Tasks

         
         Configuring Advanced WLAN Properties (CLI)

         
      

      
      Related References

         
         Prerequisites for WLANs

         
         Restrictions for WLANs

         
      

      
      
      
   
      
      
      Diagnostic Channel

      
         

         
         You can choose a diagnostic
            		channel to troubleshoot why the client is having communication problems with a
            		WLAN. You can test the client and access points to identify the difficulties
            		that the client is experiencing and allow corrective measures to be taken to
            		make the client operational on the network. You can use the 
            		device GUI or CLI to enable the diagnostic
            		channel, and you can use the 
            		device CLI to run the diagnostic tests.
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                     We recommend that you enable
                        			 the diagnostic channel feature only for nonanchored SSIDs that use the
                        			 management interface. CCX Diagnostic feature has been tested only with clients
                        			 having Cisco ADU card
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      Related Tasks

         
         Configuring Advanced WLAN Properties (CLI)

         
      

      
      Related References

         
         Prerequisites for WLANs

         
         Restrictions for WLANs

         
      

      
      
      
   
      
      
      Client Count Per WLAN

      
         

         
         You can set a limit to the number of clients that can connect to a WLAN, which is useful in scenarios where you have a limited
            number of clients that can connect to a device. For example, consider a scenario where the device can serve up to 256 clients on a WLAN and these clients can be shared between enterprise users (employees) and guest users.
            You can set a limit on the number of guest clients that can access a given WLAN. The number of clients that you can configure
            for each WLAN depends on the platform that you are using.
         

         
      

      
      Related Tasks

         
         Configuring Advanced WLAN Properties (CLI)

         
      

      
      Related References

         
         Prerequisites for WLANs

         
         Restrictions for WLANs
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