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�µ Document Conventions, page xxxi

�µ Related Documentation, page xxxiii

�µ Obtaining Documentation and Submitting a Service Request, page xxxiii

Document Conventions
This document uses the following conventions:

DescriptionConvention

Both the ^ symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For
example, the key combination^D orCtrl-Dmeans that you hold down the Control
key while you press the D key. (Keys are indicated in capital letters but are not
case sensitive.)

^ or Ctrl

Commands and keywords and user-entered text appear in bold font.bold font

Document titles, new or emphasized terms, and arguments for which you supply
values are in �L�W�D�O�L�Ffont.

�,�W�D�O�L�Ffont

Terminal sessions and information the system displays appear in �F�R�X�U�L�H�Ufont.�&�R�X�U�L�H�Ufont

�%�R�O�G�&�R�X�U�L�H�Ufont indicates text that the user must enter.�%�R�O�G�&�R�X�U�L�H�Ufont

Elements in square brackets are optional.[x]

An ellipsis (three consecutive nonbolded periods without spaces) after a syntax
element indicates that the element can be repeated.

...

A vertical line, called a pipe, indicates a choice within a set of keywords or
arguments.

|

Optional alternative keywords are grouped in brackets and separated by vertical
bars.

[x | y]
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DescriptionConvention

Required alternative keywords are grouped in braces and separated by vertical
bars.

{x | y}

Nested set of square brackets or braces indicate optional or required choices
within optional or required elements. Braces and a vertical bar within square
brackets indicate a required choice within an optional element.

[x {y | z}]

A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

string

Nonprinting characters such as passwords are in angle brackets.< >

Default responses to system prompts are in square brackets.[ ]

An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

!, #

Reader Alert Conventions

This document may use the following conventions for reader alerts:

Means �U�H�D�G�H�U�W�D�N�H�Q�R�W�H. Notes contain helpful suggestions or references to material not covered in the
manual.

Note

Means �W�K�H�I�R�O�O�R�Z�L�Q�J�L�Q�I�R�U�P�D�W�L�R�Q�Z�L�O�O�K�H�O�S�\�R�X�V�R�O�Y�H�D�S�U�R�E�O�H�P��Tip

Means �U�H�D�G�H�U�E�H�F�D�U�H�I�X�O. In this situation, you might do something that could result in equipment damage
or loss of data.

Caution

Means �W�K�H�G�H�V�F�U�L�E�H�G�D�F�W�L�R�Q�V�D�Y�H�V�W�L�P�H��You can save time by performing the action described in the
paragraph.

Timesaver

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with
standard practices for preventing accidents. Use the statement number provided at the end of each warning
to locate its translation in the translated safety warnings that accompanied this device. Statement 1071

SAVE THESE INSTRUCTIONS

Warning
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Related Documentation

Before installing or upgrading the device, refer to the device release notes.Note

�µCisco Catalyst 3850 Switch documentation, located at:

http://www.cisco.com/go/cat3850_docs

�µCisco SFP, SFP+, and QSFP+ modules documentation, including compatibility matrixes, located at:

http://www.cisco.com/en/US/products/hw/modules/ps5455/tsd_products_support_series_home.html

�µCisco Validated Designs documents, located at:

http://www.cisco.com/go/designzone

�µError Message Decoder, located at:

https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, submitting a service request, and gathering additional information,
see the monthly �:�K�D�W�
�V�1�H�Z�L�Q�&�L�V�F�R�3�U�R�G�X�F�W�'�R�F�X�P�H�Q�W�D�W�L�R�Q, which also lists all new and revised Cisco
technical documentation, at:

http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html

Subscribe to the �:�K�D�W�
�V�1�H�Z�L�Q�&�L�V�F�R�3�U�R�G�X�F�W�'�R�F�X�P�H�Q�W�D�W�L�R�Qas a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.
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C H A P T E R  1
Using the Command-Line Interface

This chapter contains the following topics:

�µ Using the Command-Line Interface, page 1

Using the Command-Line Interface
This chapter describes the Cisco IOS command-line interface (CLI) and how to use it to configure your switch.

Understanding Command Modes
The Cisco IOS user interface is divided into many different modes. The commands available to you depend
on whichmode you are currently in. Enter a questionmark (?) at the system prompt to obtain a list of commands
available for each command mode.

When you start a session on the switch, you begin in user mode, often called user EXECmode. Only a limited
subset of the commands are available in user EXEC mode. For example, most of the user EXEC commands
are one-time commands, such as show commands, which show the current configuration status, and clear
commands, which clear counters or interfaces. The user EXEC commands are not saved when the switch
reboots.

To have access to all commands, youmust enter privileged EXECmode. Normally, youmust enter a password
to enter privileged EXEC mode. From this mode, you can enter any privileged EXEC command or enter
global configuration mode.

Using the configurationmodes (global, interface, and line), you canmake changes to the running configuration.
If you save the configuration, these commands are stored and used when the switch reboots. To access the
various configuration modes, you must start at global configuration mode. From global configuration mode,
you can enter interface configuration mode and line configuration mode.

This table describes the main command modes, how to access each one, the prompt you see in that mode, and
how to exit the mode. The examples in the table use the hostname �6�Z�L�W�F�K.

Command Reference, Cisco IOS XE Denali 16.1.x (Catalyst 3850 Switches)    
1



Table 1: Command Mode Summary

About This ModeExit MethodPromptAccess MethodMode

Use this mode to

�µChange
terminal
settings.

�µPerform basic
tests.

�µDisplay
system
information.

Enter logout or
quit.�6�Z�L�W�F�K�!

Begin a session with
your switch.

User EXEC

Use this mode to
verify commands
that you have
entered. Use a
password to protect
access to this mode.

Enter disable to
exit.�'�H�Y�L�F�H��

While in user EXEC
mode, enter the
enable command.

Privileged EXEC

Use this mode to
configure
parameters that
apply to the entire
switch.

To exit to privileged
EXEC mode, enter
exit or end, or press
Ctrl-Z.

�'�H�Y�L�F�H���F�R�Q�I�L�J����
While in privileged
EXEC mode, enter
the configure
command.

Global
configuration

Use this mode to
configure VLAN
parameters. When
VTP mode is
transparent, you can
create
extended-range
VLANs (VLAN IDs
greater than 1005)
and save
configurations in the
switch startup
configuration file.

To exit to global
configurationmode,
enter the exit
command.

To return to
privileged EXEC
mode, press Ctrl-Z
or enter end.

�'�H�Y�L�F�H���F�R�Q�I�L�J���Y�O�D�Q����
While in global
configurationmode,
enter the vlan
�Y�O�D�Q���L�Gcommand.

VLAN
configuration

Use this mode to
configure
parameters for the
Ethernet ports.

To exit to global
configurationmode,
enter exit.

To return to
privileged EXEC
mode, press Ctrl-Z
or enter end.

�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I����
While in global
configurationmode,
enter the interface
command (with a
specific interface).

Interface
configuration
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About This ModeExit MethodPromptAccess MethodMode

Line configuration Use this mode to
configure
parameters for the
terminal line.

To exit to global
configurationmode,
enter exit.

To return to
privileged EXEC
mode, press Ctrl-Z
or enter end.

�'�H�Y�L�F�H���F�R�Q�I�L�J���O�L�Q�H����
While in global
configurationmode,
specify a line with
the line vty or line
console command.

For more detailed information on the command modes, see the command reference guide for this release.

Understanding the Help System
You can enter a question mark (?) at the system prompt to display a list of commands available for each
command mode. You can also obtain a list of associated keywords and arguments for any command.

Table 2: Help Summary

PurposeCommand

Obtains a brief description of the help system in any
command mode.

help

Obtains a list of commands that begin with a
particular character string.

�D�E�E�U�H�Y�L�D�W�H�G���F�R�P�P�D�Q�G���H�Q�W�U�\?

�'�H�Y�L�F�H�� �G�L�"
�G�L�U�G�L�V�D�E�O�H�G�L�V�F�R�Q�Q�H�F�W

Completes a partial command name.�D�E�E�U�H�Y�L�D�W�H�G���F�R�P�P�D�Q�G���H�Q�W�U�\<Tab>

�'�H�Y�L�F�H�� �V�K�F�R�Q�I���W�D�E�!
�'�H�Y�L�F�H�� �V�K�R�Z�F�R�Q�I�L�J�X�U�D�W�L�R�Q

Lists all commands available for a particular
command mode.

?

�6�Z�L�W�F�K�!�"

Lists the associated keywords for a command.�F�R�P�P�D�Q�G?

�6�Z�L�W�F�K�!�V�K�R�Z�"

Lists the associated arguments for a keyword.�F�R�P�P�D�Q�G�N�H�\�Z�R�U�G?

�'�H�Y�L�F�H���F�R�Q�I�L�J�����F�G�S�K�R�O�G�W�L�P�H�"
���������������! �/�H�Q�J�W�K�R�I �W�L�P�H���L�Q�V�H�F���W�K�D�W

�U�H�F�H�L�Y�H�U�P�X�V�W�N�H�H�S�W�K�L�V�S�D�F�N�H�W
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Understanding Abbreviated Commands
You need to enter only enough characters for the switch to recognize the command as unique.

This example shows how to enter the show configuration privileged EXEC command in an abbreviated form:

�'�H�Y�L�F�H�� �V�K�R�Z�F�R�Q�I

Understanding no and default Forms of Commands
Almost every configuration command also has a no form. In general, use the no form to disable a feature or
function or reverse the action of a command. For example, the no shutdown interface configuration command
reverses the shutdown of an interface. Use the command without the keyword no to re-enable a disabled
feature or to enable a feature that is disabled by default.

Configuration commands can also have a default form. The default form of a command returns the command
setting to its default. Most commands are disabled by default, so the default form is the same as the no form.
However, some commands are enabled by default and have variables set to certain default values. In these
cases, the default command enables the command and sets variables to their default values.

Understanding CLI Error Messages
This table lists some error messages that you might encounter while using the CLI to configure your switch.

Table 3: Common CLI Error Messages

How to Get HelpMeaningError Message

Re-enter the command followed by
a question mark (?) with a space
between the command and the
question mark.

The possible keywords that you can
enter with the command appear.

You did not enter enough
characters for your switch to
recognize the command.

�� �$�P�E�L�J�X�R�X�V�F�R�P�P�D�Q�G�����V�K�R�Z
�F�R�Q��

Re-enter the command followed by
a question mark (?) with a space
between the command and the
question mark.

The possible keywords that you can
enter with the command appear.

You did not enter all the keywords
or values required by this
command.

�� �,�Q�F�R�P�S�O�H�W�H�F�R�P�P�D�Q�G��

Enter a questionmark (?) to display
all the commands that are available
in this command mode.

The possible keywords that you can
enter with the command appear.

You entered the command
incorrectly. The caret (^) marks the
point of the error.

�� �,�Q�Y�D�O�L�G�L�Q�S�X�W�G�H�W�H�F�W�H�G�D�W
�«�A�¬�P�D�U�N�H�U��
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Using Configuration Logging
You can log and view changes to the switch configuration. You can use the Configuration Change Logging
and Notification feature to track changes on a per-session and per-user basis. The logger tracks each
configuration command that is applied, the user who entered the command, the time that the command was
entered, and the parser return code for the command. This feature includes a mechanism for asynchronous
notification to registered applications whenever the configuration changes. You can choose to have the
notifications sent to the syslog.

Only CLI or HTTP changes are logged.Note

Using Command History
The software provides a history or record of commands that you have entered. The command history feature
is particularly useful for recalling long or complex commands or entries, including access lists. You can
customize this feature to suit your needs.

Changing the Command History Buffer Size
By default, the switch records ten command lines in its history buffer. You can alter this number for a current
terminal session or for all sessions on a particular line. These procedures are optional.

Beginning in privileged EXEC mode, enter this command to change the number of command lines that the
switch records during the current terminal session:

�'�H�Y�L�F�H�� �W�H�U�P�L�Q�D�O�K�L�V�W�R�U�\[�V�L�]�H�Q�X�P�E�H�U���R�I���O�L�Q�H�V]

The range is from 0 to 256.

Beginning in line configuration mode, enter this command to configure the number of command lines the
switch records for all sessions on a particular line:

�'�H�Y�L�F�H���F�R�Q�I�L�J���O�L�Q�H�����K�L�V�W�R�U�\[�V�L�]�H�Q�X�P�E�H�U���R�I���O�L�Q�H�V]

The range is from 0 to 256.

Recalling Commands
To recall commands from the history buffer, perform one of the actions listed in this table. These actions are
optional.

The arrow keys function only on ANSI-compatible terminals such as VT100s.Note
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Table 4: Recalling Commands

ResultAction

Recalls commands in the history buffer, beginning
with the most recent command. Repeat the key
sequence to recall successively older commands.

Press Ctrl-P or the up arrow key.

Returns to more recent commands in the history
buffer after recalling commands with Ctrl-P or the
up arrow key. Repeat the key sequence to recall
successively more recent commands.

Press Ctrl-N or the down arrow key.

While in privileged EXECmode, lists the last several
commands that you just entered. The number of
commands that appear is controlled by the setting of
the terminal history global configuration command
and the history line configuration command.

show history

�'�H�Y�L�F�H���F�R�Q�I�L�J�����K�H�O�S

Disabling the Command History Feature
The command history feature is automatically enabled. You can disable it for the current terminal session or
for the command line. These procedures are optional.

To disable the feature during the current terminal session, enter the terminal no history privileged EXEC
command.

To disable command history for the line, enter the no history line configuration command.

Using Editing Features
This section describes the editing features that can help you manipulate the command line.

Enabling and Disabling Editing Features
Although enhanced editing mode is automatically enabled, you can disable it, re-enable it, or configure a
specific line to have enhanced editing. These procedures are optional.

To globally disable enhanced editing mode, enter this command in line configuration mode:

�6�Z�L�W�F�K���F�R�Q�I�L�J���O�L�Q�H�����Q�R�H�G�L�W�L�Q�J

To re-enable the enhanced editing mode for the current terminal session, enter this command in privileged
EXEC mode:

�'�H�Y�L�F�H�� �W�H�U�P�L�Q�D�O�H�G�L�W�L�Q�J

To reconfigure a specific line to have enhanced editing mode, enter this command in line configuration mode:

�'�H�Y�L�F�H���F�R�Q�I�L�J���O�L�Q�H�����H�G�L�W�L�Q�J
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Editing Commands through Keystrokes
This table shows the keystrokes that you need to edit command lines. These keystrokes are optional.

The arrow keys function only on ANSI-compatible terminals such as VT100s.Note

Table 5: Editing Commands through Keystrokes

PurposeKeystrokeCapability

Moves the cursor back one
character.

Press Ctrl-B, or press the left
arrow key.

Move around the command line to
make changes or corrections.

Moves the cursor forward one
character.

Press Ctrl-F, or press the right
arrow key.

Moves the cursor to the beginning
of the command line.

Press Ctrl-A.

Moves the cursor to the end of the
command line.

Press Ctrl-E.

Moves the cursor back one word.Press Esc B.

Moves the cursor forward one
word.

Press Esc F.

Transposes the character to the left
of the cursor with the character
located at the cursor.

Press Ctrl-T.

Recalls the most recent entry in the
buffer.

Press Ctrl-Y.Recall commands from the buffer
and paste them in the command
line. The switch provides a buffer
with the last ten items that you
deleted.

Recalls the next buffer entry.

The buffer contains only the last
10 items that you have deleted or
cut. If you press Esc Y more than
ten times, you cycle to the first
buffer entry.

Press Esc Y.

Erases the character to the left of
the cursor.

Press theDelete orBackspace key.Delete entries if you make a
mistake or change your mind.

Command Reference, Cisco IOS XE Denali 16.1.x (Catalyst 3850 Switches)    
7

Using the Command-Line Interface
Using Editing Features



PurposeKeystrokeCapability

Deletes the character at the cursor.Press Ctrl-D.

Deletes all characters from the
cursor to the end of the command
line.

Press Ctrl-K.

Deletes all characters from the
cursor to the beginning of the
command line.

Press Ctrl-U or Ctrl-X.

Deletes the word to the left of the
cursor.

Press Ctrl-W.

Deletes from the cursor to the end
of the word.

Press Esc D.

Capitalizes at the cursor.Press Esc C.Capitalize or lowercase words or
capitalize a set of letters.

Changes the word at the cursor to
lowercase.

Press Esc L.

Capitalizes letters from the cursor
to the end of the word.

Press Esc U.

Press Ctrl-V or Esc Q.Designate a particular keystroke as
an executable command, perhaps
as a shortcut.

Scrolls down one line.Press the Return key.Scroll down a line or screen on
displays that are longer than the
terminal screen can display.

The More prompt is used
for any output that has
more lines than can be
displayed on the terminal
screen, including show
command output. You can
use the Return and Space
bar keystrokes whenever
you see the More prompt.

Note

Scrolls down one screen.Press the Space bar.

Redisplays the current command
line.

Press Ctrl-L or Ctrl-R.Redisplay the current command
line if the switch suddenly sends a
message to your screen.
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Editing Command Lines that Wrap
You can use a wraparound feature for commands that extend beyond a single line on the screen. When the
cursor reaches the right margin, the command line shifts ten spaces to the left. You cannot see the first ten
characters of the line, but you can scroll back and check the syntax at the beginning of the command. The
keystroke actions are optional.

To scroll back to the beginning of the command entry, press Ctrl-B or the left arrow key repeatedly. You can
also press Ctrl-A to immediately move to the beginning of the line.

The arrow keys function only on ANSI-compatible terminals such as VT100s.Note

In this example, the access-list global configuration command entry extends beyond one line.When the cursor
first reaches the end of the line, the line is shifted ten spaces to the left and redisplayed. The dollar sign ($)
shows that the line has been scrolled to the left. Each time the cursor reaches the end of the line, the line is
again shifted ten spaces to the left.

�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�F�F�H�V�V���O�L�V�W������ �S�H�U�P�L�W�W�F�S���������������������� �������������������������� ������������������
�'�H�Y�L�F�H���F�R�Q�I�L�J������ ������ �S�H�U�P�L�W�W�F�S���������������������� �������������������������� ������������������������ ������������
�'�H�Y�L�F�H���F�R�Q�I�L�J������ �W�W�F�S���������������������� �������������������������� ������������������������ �������������������������� �H�T
�'�H�Y�L�F�H���F�R�Q�I�L�J������ �������������� �������������������������� ������������������������ �������������������������� �H�T����

After you complete the entry, press Ctrl-A to check the complete syntax before pressing the Return key to
execute the command. The dollar sign ($) appears at the end of the line to show that the line has been scrolled
to the right:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�F�F�H�V�V���O�L�V�W������ �S�H�U�P�L�W�W�F�S���������������������� �������������������������� ��������������������

The software assumes that you have a terminal screen that is 80 columns wide. If you have a width other than
that, use the terminal width privileged EXEC command to set the width of your terminal.

Use line wrapping with the command history feature to recall and modify previous complex command entries.

Searching and Filtering Output of show and more Commands
You can search and filter the output for show and more commands. This is useful when you need to sort
through large amounts of output or if you want to exclude output that you do not need to see. Using these
commands is optional.

To use this functionality, enter a show or more command followed by the pipe character (|), one of the
keywords begin, include, or exclude, and an expression that you want to search for or filter out:

�F�R�P�P�D�Q�G| {begin | include | exclude} �U�H�J�X�O�D�U���H�[�S�U�H�V�V�L�R�Q

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain �R�X�W�S�X�Ware
not displayed, but the lines that contain �2�X�W�S�X�Wappear.

This example shows how to include in the output display only lines where the expression �S�U�R�W�R�F�R�Oappears:

�'�H�Y�L�F�H�� �V�K�R�Z�L�Q�W�H�U�I�D�F�H�V�_ �L�Q�F�O�X�G�H�S�U�R�W�R�F�R�O
�9�O�D�Q���L�V�X�S���O�L�Q�H�S�U�R�W�R�F�R�O�L�V�X�S
�9�O�D�Q�����L�V�X�S���O�L�Q�H�S�U�R�W�R�F�R�O�L�V�G�R�Z�Q
�*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W�����������L�V�X�S���O�L�Q�H�S�U�R�W�R�F�R�O�L�V�G�R�Z�Q
�*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W�����������L�V�X�S���O�L�Q�H�S�U�R�W�R�F�R�O�L�V�X�S
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Accessing the CLI
You can access the CLI through a console connection, through Telnet, or by using the browser.

You manage the switch stack and the stack member interfaces through the active switch. You cannot manage
stack members on an individual switch basis. You can connect to the active switch through the console port
or the Ethernet management port of one or more stack members. Be careful with using multiple CLI sessions
to the active switch. Commands you enter in one session are not displayed in the other sessions. Therefore,
it is possible to lose track of the session from which you entered commands.

We recommend using one CLI session when managing the switch stack.Note

If you want to configure a specific stack member port, you must include the stack member number in the CLI
command interface notation.

To debug a specific stack member, you can access it from the active switch by using the session
�V�W�D�F�N���P�H�P�E�H�U���Q�X�P�E�H�Uprivileged EXEC command. The stack member number is appended to the system
prompt. For example, �6�Z�L�W�F�K������is the prompt in privileged EXEC mode for stack member 2, and where the
system prompt for the active switch is Switch. Only the show and debug commands are available in a CLI
session to a specific stack member.

Accessing the CLI through a Console Connection or through Telnet
Before you can access the CLI, you must connect a terminal or a PC to the switch console or connect a PC to
the Ethernet management port and then power on the switch, as described in the hardware installation guide
that shipped with your switch.

CLI access is available before switch setup. After your switch is configured, you can access the CLI through
a remote Telnet session or SSH client.

You can use one of these methods to establish a connection with the switch:

�µConnect the switch console port to a management station or dial-up modem, or connect the Ethernet
management port to a PC. For information about connecting to the console or Ethernet management
port, see the switch hardware installation guide.

�µUse any Telnet TCP/IP or encrypted Secure Shell (SSH) package from a remote management station.
The switch must have network connectivity with the Telnet or SSH client, and the switch must have an
enable secret password configured.

The switch supports up to 16 simultaneous Telnet sessions. Changes made by one Telnet user are reflected
in all other Telnet sessions.

The switch supports up to five simultaneous secure SSH sessions.

After you connect through the console port, through the Ethernet management port, through a Telnet session
or through an SSH session, the user EXEC prompt appears on the management station.
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CleanAir

�µ CleanAir Commands, page 13
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�µ ap dot11 5ghz cleanair alarm air-quality, page 14

�µ ap dot11 5ghz cleanair alarm device, page 15

�µ default ap dot11 5ghz cleanair device, page 16

�µ ap dot11 5ghz rrm channel cleanair-event, page 17

�µ ap dot11 5ghz rrm channel device, page 18

�µ ap dot11 24ghz cleanair, page 19

�µ ap dot11 24ghz cleanair alarm air-quality, page 19

�µ ap dot11 24ghz cleanair alarm device, page 20

�µ default ap dot11 24ghz cleanair device, page 21

�µ ap dot11 24ghz rrm channel cleanair-event, page 23
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�µ ap name mode se-connect, page 24
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�µ default ap dot11 5ghz rrm channel device, page 27

�µ default ap dot11 24ghz cleanair alarm device, page 27

�µ default ap dot11 24ghz cleanair device, page 29
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�µ show ap dot11 5ghz cleanair air-quality summary, page 31
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�µ show ap dot11 24ghz cleanair air-quality worst, page 36

�µ show ap dot11 24ghz cleanair config, page 36

�µ show ap dot11 24ghz cleanair summary, page 38

ap dot11 5ghz cleanair
To enable CleanAir for detecting 5-GHz devices, use the ap dot11 5ghz cleanair command in global
configuration mode.

ap dot11 5ghz cleanair

Command Default Disabled.

Command Modes Global configuration.

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable this CleanAir command before you configure other CleanAir commands.

This example shows how to enable CleanAir for 5-GHz devices:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W�������J�K�] �F�O�H�D�Q�D�L�U

ap dot11 5ghz cleanair alarm air-quality
To configure the alarm when the Air Quality (AQ) reaches the threshold value for the 5-GHz devices, use the
ap dot11 5ghz cleanair alarm air-quality command. To disable the alarmwhen the AQ reaches the threshold
value for the 5-GHz devices, use the no form of this command.

ap dot11 5ghz cleanair alarm air-quality threshold �W�K�U�H�V�K�R�O�G�B�Y�D�O�X�H

Syntax Description Configures the threshold value for air quality. The range is from
1 to 100.

threshold �W�K�U�H�V�K�R�O�G�B�Y�D�O�X�H

Command Default The default threshold value for AQ is 10.
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Command Modes Global configuration (config).

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable CleanAir using the ap dot11 5ghz cleanaircommand before you configure this command.

This example shows how to set the threshold value for the AQ:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W�������J�K�] �F�O�H�D�Q�D�L�U�D�O�D�U�P�D�L�U���T�X�D�O�L�W�\�W�K�U�H�V�K�R�O�G����

ap dot11 5ghz cleanair alarm device
To configure the alarm for the 5-GHz interference devices, use the ap dot11 5ghz cleanair alarm device
command.

ap dot11 5ghz cleanair alarm device {canopy | cont-tx | dect-like | inv | jammer | nonstd | radar | superag
| tdd-tx | video | wimax-fixed | wimax-mobile}

Syntax Description Configures the alarm for canopy interference devices.canopy

Configures the alarm for continuous transmitters.cont-tx

Configures the alarm for Digital Enhanced Cordless Communication
(DECT)-like phones.

dect-like

Configures the alarm for devices using spectrally inverted Wi-Fi signals.inv

Configures the alarm for jammer interference devices.jammer

Configures the alarm for devices using nonstandard Wi-Fi channels.nonstd

Configures the alarm for radars.radar

Configures the alarm for 802.11 SuperAG interference devices.superag

Configures the alarm for Time Division Duplex (TDD) transmitters.tdd-tx

Configures the alarm for video cameras.video

Configures the alarm for WiMax fixed interference devices.wimax-fixed

Configures the alarm for WiMax mobile interference devices.wimax-mobile
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Command Default The alarm for Wi-Fi inverted devices is enabled and for all other interference devices is disabled.

Command Modes Global configuration (config).

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable CleanAir using the ap dot11 5ghz cleanair command before you configure this command.

This example shows how to enable the alarm to notify interferences from a radar device:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W�������J�K�] �F�O�H�D�Q�D�L�U�D�O�D�U�P�G�H�Y�L�F�H�U�D�G�D�U

default ap dot11 5ghz cleanair device
To configure the default state of the alarm for 5-GHz interference devices, use the default ap dot11 5ghz
cleanair device command in global configuration mode.

default ap dot11 5ghz cleanair device {canopy | cont-tx | dect-like | inv | jammer | nonstd | radar | report
| superag | tdd-tx | video | wimax-fixed | wimax-mobile}

Syntax Description Configures the alarm for canopy interference devices.canopy

Configures the alarm for continuous transmitters.cont-tx

Configures the alarm for Digital Enhanced Cordless Communication
(DECT)-like phones.

dect-like

Configures the alarm for devices using spectrally inverted Wi-Fi signals.inv

Configures the alarm for jammer interference devices.jammer

Configures the alarm for devices using nonstandard Wi-Fi channels.nonstd

Configures the alarm for radars.radar

Enables interference device reports.report

Configures the alarm for 802.11 SuperAG interference devices.superag

Configures the alarm for Time Division Duplex (TDD) transmitters.tdd-tx
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Configures the alarm for video cameras.video

Configures the alarm for WiMax fixed interference devices.wimax-fixed

Configures the alarm for WiMax mobile interference devices.wimax-mobile

Command Default The alarm for Wi-Fi inverted devices is enabled. The alarm for all other interference devices is disabled.

Command Modes Global configuration (config).

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable CleanAir using the ap dot11 5ghz cleanair command before you configure this command.

This example shows how to enable CleanAir to report when a video camera interferes:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����G�H�I�D�X�O�W�D�S�G�R�W�������J�K�] �F�O�H�D�Q�D�L�U�G�H�Y�L�F�H�Y�L�G�H�R

ap dot11 5ghz rrm channel cleanair-event
To enable Event-Driven RRM (EDRRM) and configure the sensitivity for 5-GHz devices, use the ap dot11
5ghz rrm channel cleanair-event command in global configuration mode. To disable EDRRM, use the no
form of the command.

ap dot11 5ghz rrm channel cleanair-event [sensitivity {high| low| medium}]

no ap dot11 5ghz rrm channel cleanair-event [sensitivity {high| low| medium}]

Syntax Description (Optional) Configures the EDRRM sensitivity of the CleanAir event.sensitivity

(Optional) Specifies the highest sensitivity to non-Wi�¦Fi interference as
indicated by the air quality (AQ) value.

high

(Optional) Specifies the least sensitivity to non-Wi�¦Fi interference as indicated
by the AQ value.

low

(Optional) Specifies medium sensitivity to non-Wi�¦Fi interference as indicated
by the AQ value.

medium
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Command Default EDRRM is disabled and the EDRRM sensitivity is low.

Command Modes Global configuration (config).

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable EDRRM using the ap dot11 5ghz rrm channel cleanair-event command before you
configure the sensitivity.

This example shows how to enable EDRRM and set the EDRRM sensitivity to high:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W�������J�K�] �U�U�P�F�K�D�Q�Q�H�O�F�O�H�D�Q�D�L�U���H�Y�H�Q�W
�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W�������J�K�] �U�U�P�F�K�D�Q�Q�H�O�F�O�H�D�Q�D�L�U���H�Y�H�Q�W�V�H�Q�V�L�W�L�Y�L�W�\�K�L�J�K

ap dot11 5ghz rrm channel device
To configure persistent non-Wi-Fi device avoidance in the 802.11a channel, use the ap dot11 5ghz rrm
channel device command in global configuration mode. To disable persistent device avoidance, use the no
form of this command.

ap dot11 5ghz rrm channel device

no ap dot11 5ghz rrm channel device

Syntax Description This command has no arguments or keywords.

Command Default The CleanAir persistent device state is disabled.

Command Modes Global configuration (config)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines CleanAir-capable monitor mode access points collect information about persistent devices on all configured
channels and stores the information in the device. Local and bridge mode access points detect interference
devices on the serving channels only.
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This example shows how to enable persistent device avoidance on 802.11a devices:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W�������J�K�] �U�U�P�F�K�D�Q�Q�H�O�G�H�Y�L�F�H

ap dot11 24ghz cleanair
To enable CleanAir for detecting 2.4-GHz devices, use the ap dot11 24ghz cleanair command in global
configuration mode. To disable CleanAir for detecting 2.4-GHz devices, use the no form of this command.

ap dot11 24ghz cleanair

Syntax Description This command has no arguments or keywords.

Command Default Disabled.

Command Modes Global configuration (config).

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable this CleanAir command before you configure other CleanAir commands.

This example shows how to enable CleanAir for 2.4-GHz devices:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W���������J�K�] �F�O�H�D�Q�D�L�U

ap dot11 24ghz cleanair alarm air-quality
To configure the alarm for the threshold value of Air Quality (AQ) for all 2.4-GHz devices, use the ap dot11
24ghz cleanair alarm air-quality command in global configuration mode. To disable the alarm for the
threshold value of AQ for all 2.4-GHz devices, use the no form of this command.

ap dot11 24ghz cleanair alarm air-quality threshold �W�K�U�H�V�K�R�O�G�B�Y�D�O�X�H

Syntax Description Configures the threshold value for AQ. The range is from 1 to
100.

threshold �W�K�U�H�V�K�R�O�G�B�Y�D�O�X�H

Command Default The default threshold value for AQ is 10.
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Command Modes Global configuration (config)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable CleanAir using the ap dot11 24ghz cleanair command before you configure this command.

This example shows how to set the threshold value for the AQ:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W���������J�K�] �F�O�H�D�Q�D�L�U�D�O�D�U�P�D�L�U���T�X�D�O�L�W�\�W�K�U�H�V�K�R�O�G����

ap dot11 24ghz cleanair alarm device
To configure the alarm for the 2.4-GHz interference devices, use the ap dot11 24ghz cleanair alarm device
command in global configuration mode. To disable the alarm for the 2.4-GHz interference devices, use the
no form of this command.

ap dot11 24ghz cleanairalarm {device | bt-discovery | bt-link canopy| cont-tx | dect-like | fh | inv | jammer
| mw-oven | nonstd | superag | tdd-tx video | wimax-fixed | wimax-mobile | xbox | zigbee}

Syntax Description Configures the alarm for Bluetooth interference devices.bt-discovery

Configures the alarm for any Bluetooth link.bt-link

Configures the alarm for canopy interference devices.canopy

Configures the alarm for continuous transmitters.cont-tx

Configures the alarm for Digital Enhanced Cordless Communication
(DECT)-like phones.

dect-like

Configures the alarm for 802.11 frequency hopping (FH) devices.fh

Configures the alarm for devices using spectrally inverted Wi-Fi signals.inv

Configures the alarm for jammer interference devices.jammer

Configures the alarm for microwave ovens.mw-oven

Configures the alarm for devices using nonstandard Wi-Fi channels.nonstd

Configures the alarm for 802.11 SuperAG interference devices.superag
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Configures the alarm for Time Division Duplex (TDD) transmitters.tdd-tx

Configures the alarm for video cameras.video

Configures the alarm for WiMax fixed interference devices.wimax-fixed

Configures the alarm for WiMax mobile interference devices.wimax-mobile

Configures the alarm for Xbox interference devices.xbox

Configures the alarm for 802.15.4 interference devices.zigbee

Command Default The alarm for Wi-Fi inverted devices is enabled. The alarm for all other devices is disabled.

Command Modes Global configuration (config).

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable CleanAir using the ap dot11 24ghz cleanair command before you configure this command.

This example shows how to enable the alarm to notify interferences from a Zigbee device:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W���������J�K�] �F�O�H�D�Q�D�L�U�D�O�D�U�P�G�H�Y�L�F�H�]�L�J�E�H�H

default ap dot11 24ghz cleanair device
To configure the default state of report generation for 2.4-GHz interference devices, use the default ap dot11
24ghz cleanair device command in global configuration mode.

default ap dot11 24ghz cleanair device {bt-discovery | bt-link | canopy | cont-tx | dect-like | fh | inv |
jammer | mw-oven | nonstd | report | superag | tdd-tx | video | wimax-fixed | wimax-mobile | xbox |
zigbee}

Syntax Description Configures the alarm for Bluetooth interference devices.bt-discovery

Configures the alarm for any Bluetooth link.bt-link

Configures the alarm for canopy interference devices.canopy

Configures the alarm for continuous transmitters.cont-tx
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Configures the alarm for Digital Enhanced Cordless Communication
(DECT)-like phones.

dect-like

Configures the alarm for 802.11 frequency hopping devices.fh

Configures the alarm for devices using spectrally inverted Wi-Fi signals.inv

Configures the alarm for jammer interference devices.jammer

Configures the alarm for microwave ovens.mw-oven

Configures the alarm for devices using nonstandard Wi-Fi channels.nonstd

Configures the alarm for 802.11 SuperAG interference devices.superag

Configures the alarm for Time Division Duplex (TDD) transmitters.tdd-tx

Configures the alarm for video cameras.video

Configures the alarm for WiMax fixed interference devices.wimax-fixed

Configures the alarm for WiMax mobile interference devices.wimax-mobile

Configures the alarm for Xbox interference devices.xbox

Configures the alarm for 802.15.4 interference devices.zigbee

Command Default The alarm for Wi-Fi inverted devices is enabled. The alarm for all other devices is disabled.

Command Modes Global configuration (config).

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable CleanAir using the ap dot11 24ghz cleanaircommand before you configure this command.

This example shows how to enable CleanAir to report when a video camera interferes:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����G�H�I�D�X�O�W�D�S�G�R�W���������J�K�] �F�O�H�D�Q�D�L�U�G�H�Y�L�F�H�Y�L�G�H�R
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ap dot11 24ghz rrm channel cleanair-event
To enable Event-Driven RRM (EDRRM) and the sensitivity for 2.4-GHz devices, use the ap dot11 24ghz
rrm channel cleanair-event command in global configuration mode. To disable EDRRM, use the no form
of this command.

ap dot11 24ghz rrm channel cleanair-event sensitivity {high | low | medium}

no ap dot11 24ghz rrm channel cleanair-event [sensitivity{high | low | medium}]

Syntax Description (Optional) Configures the EDRRM sensitivity of the CleanAir event.sensitivity

(Optional) Specifies the highest sensitivity to non-Wi�¦Fi interference as
indicated by the air quality (AQ) value.

high

(Optional) Specifies the least sensitivity to non-Wi�¦Fi interference as indicated
by the AQ value.

low

(Optional) Specifies medium sensitivity to non-Wi�¦Fi interference as indicated
by the AQ value.

medium

Command Default EDRRM is disabled and the sensitivity is low.

Command Modes Global configuration (config).

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable EDRRM using the ap dot11 24ghz rrm channel cleanair-event command before you
configure the sensitivity.

This example shows how to enable EDRRM and set the EDRRM sensitivity to low:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W���������J�K�] �U�U�P�F�K�D�Q�Q�H�O�F�O�H�D�Q�D�L�U���H�Y�H�Q�W
�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W���������J�K�] �U�U�P�F�K�D�Q�Q�H�O�F�O�H�D�Q�D�L�U���H�Y�H�Q�W�V�H�Q�V�L�W�L�Y�L�W�\�O�R�Z

ap dot11 24ghz rrm channel device
To configure persistent non-Wi-Fi device avoidance in the 802.11b channel, use the ap dot11 24ghz rrm
channel device command in global configuration mode. To disable persistent device avoidance, use the no
form of this command.
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ap dot11 24ghz rrm channel device

no ap dot11 24ghz rrm channel device

Syntax Description This command has no arguments or keywords.

Command Default Persistent device avoidance is disabled.

Command Modes Global configuration (config).

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines CleanAir-capable monitor mode access points collect information about persistent devices on all configured
channels and stores the information in the device. Local and bridge mode access points detect interference
devices on the serving channels only.

This example shows how to enable persistent device avoidance:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�G�R�W���������J�K�] �U�U�P�F�K�D�Q�Q�H�O�G�H�Y�L�F�H

ap name mode se-connect
To configure the access point for SE-Connect mode, use the ap name �D�S�B�Q�D�P�Hmode se-connect command
in privileged exec mode.

ap name �D�S�B�Q�D�P�Hmode se-connect

Syntax Description Name of the access point.�D�S�B�Q�D�P�H

Command Default No access point is configured for SE-Connect mode.

Command Modes Privileged EXEC (#)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE
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Usage Guidelines The access point will reboot after you change the mode.

SE-connect mode enables a user to connect a Spectrum Expert application running on an external Microsoft
Windows XP or Vista PC to a Cisco CleanAir-enabled access point in order to display and analyze detailed
spectrum data. The Spectrum Expert application connects directly to the access point, by passing the controller.
An access point in SE-Connect mode does not provide any Wi-Fi, RF, or spectrum data to the controller. All
CleanAir system functionality is suspended while the AP is in this mode, and no clients are served. This mode
is intended for remote troubleshooting only.

This example shows how to change the mode of the access point to SE-Connect:
�'�H�Y�L�F�H�� �D�S�Q�D�P�H�$�6�����������������$�3�� �P�R�G�H�V�H���F�R�Q�Q�H�F�W

�&�K�D�Q�J�L�Q�J�W�K�H�$�3�
�V�P�R�G�H�Z�L�O�O�F�D�X�V�H�W�K�H�$�3 �W�R�U�H�E�R�R�W��
�$�U�H�\�R�X�V�X�U�H�\�R�X�Z�D�Q�W�W�R�F�R�Q�W�L�Q�X�H�"���\���Q���>�\�@���\
�� �V�Z�L�W�F�K�������Z�F�P���&�L�V�F�R�$�3 �G�R�H�V�Q�R�W�V�X�S�S�R�U�W�W�K�H�V�H�F�R�Q�Q�H�F�W�P�R�G�H

default ap dot11 5ghz cleanair device
To configure the default state of the alarm for 5-GHz interference devices, use the default ap dot11 5ghz
cleanair device command in global configuration mode.

default ap dot11 5ghz cleanair device {canopy | cont-tx | dect-like | inv | jammer | nonstd | radar | report
| superag | tdd-tx | video | wimax-fixed | wimax-mobile}

Syntax Description Configures the alarm for canopy interference devices.canopy

Configures the alarm for continuous transmitters.cont-tx

Configures the alarm for Digital Enhanced Cordless Communication
(DECT)-like phones.

dect-like

Configures the alarm for devices using spectrally inverted Wi-Fi signals.inv

Configures the alarm for jammer interference devices.jammer

Configures the alarm for devices using nonstandard Wi-Fi channels.nonstd

Configures the alarm for radars.radar

Enables interference device reports.report

Configures the alarm for 802.11 SuperAG interference devices.superag

Configures the alarm for Time Division Duplex (TDD) transmitters.tdd-tx

Configures the alarm for video cameras.video

Configures the alarm for WiMax fixed interference devices.wimax-fixed
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Configures the alarm for WiMax mobile interference devices.wimax-mobile

Command Default The alarm for Wi-Fi inverted devices is enabled. The alarm for all other interference devices is disabled.

Command Modes Global configuration (config).

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable CleanAir using the ap dot11 5ghz cleanair command before you configure this command.

This example shows how to enable CleanAir to report when a video camera interferes:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����G�H�I�D�X�O�W�D�S�G�R�W�������J�K�] �F�O�H�D�Q�D�L�U�G�H�Y�L�F�H�Y�L�G�H�R

default ap dot11 5ghz rrm channel cleanair-event
To configure the default state of Event-Driven radio resource management (EDRRM) and the EDRRM
sensitivity for 5-GHz devices, use the default ap dot11 5ghz rrm channel cleanair-event command in
global configuration mode.

default ap dot11 5ghz rrm channel cleanair-event [sensitivity {high | low | medium}]

Syntax Description (Optional) Configures the EDRRM sensitivity of the CleanAir event.sensitivity

(Optional) Specifies the highest sensitivity to non-Wi�¦Fi interference as
indicated by the Air Quality (AQ) value.

high

(Optional) Specifies the least sensitivity to non-Wi�¦Fi interference as indicated
by the AQ value.

low

(Optional) Specifies medium sensitivity to non-Wi�¦Fi interference as indicated
by the AQ value.

medium

Command Default EDRRM is disabled and the sensitivity is low.

Command Modes Global configuration (config).
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable EDRRM before you configure the sensitivity.

This example shows how to set the default EDRRM state and sensitivity:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����G�H�I�D�X�O�W�D�S�G�R�W�������J�K�] �U�U�P�F�K�D�Q�Q�H�O�F�O�H�D�Q�D�L�U���H�Y�H�Q�W
�'�H�Y�L�F�H���F�R�Q�I�L�J�����G�H�I�D�X�O�W�D�S�G�R�W�������J�K�] �U�U�P�F�K�D�Q�Q�H�O�F�O�H�D�Q�D�L�U���H�Y�H�Q�W�V�H�Q�V�L�W�L�Y�L�W�\

default ap dot11 5ghz rrm channel device
To configure the default state of the persistent non-Wi-Fi device avoidance in the 802.11a channels, use the
default ap dot11 5ghz rrm channel device command in global configuration mode.

default ap dot11 5ghz rrm channel device

Syntax Description This command has no arguments or keywords.

Command Default Persistent device state is disabled.

Command Modes Global configuration (config)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.3SE

This example shows how to configure persistent non-Wi-Fi device avoidance in the 802.11a channels:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����G�H�I�D�X�O�W�D�S�G�R�W�������J�K�] �U�U�P�F�K�D�Q�Q�H�O�G�H�Y�L�F�H

default ap dot11 24ghz cleanair alarm device
To configure the default value of the alarm for 2.4-GHz interference devices, use the default ap dot11 24ghz
cleanair alarm device command in global configuration mode.

default ap dot11 24ghz cleanair alarm device {bt-discovery | bt-link | canopy | cont-tx | dect-like | fh |
inv | jammer | mw-oven| nonstd | superag | tdd-tx | video | wimax-fixed | wimax-mobile | xbox | zigbee}
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Syntax Description Configures the alarm for Bluetooth interference devices.bt-discovery

Configures the alarm for any Bluetooth link.bt-link

Configures the alarm for canopy interference devices.canopy

Configures the alarm for continuous transmitters.cont-tx

Configures the alarm for Digital Enhanced Cordless Communication
(DECT)-like phones.

dect-like

Configures the alarm for 802.11 frequency hopping (FH) devices.fh

Configures the alarm for devices using spectrally inverted Wi-Fi signals.inv

Configures the alarm for jammer interference devices.jammer

Configures the alarm for microwave ovens.mw-oven

Configures the alarm for devices using nonstandard Wi-Fi channels.nonstd

Configures the alarm for 802.11 SuperAG interference devices.superag

Configures the alarm for Time Division Duplex (TDD) transmitters.tdd-tx

Configures the alarm for video cameras.video

Configures the alarm for WiMax fixed interference devices.wimax-fixed

Configures the alarm for WiMax mobile interference devices.wimax-mobile

Configures the alarm for Xbox interference devices.xbox

Configures the alarm for 802.15.4 interference devices.zigbee

Command Default The alarm for Wi-Fi inverted devices is enabled. The alarm for all the other devices is disabled.

Command Modes Global configuration (config)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.3SE
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Usage Guidelines You must enable CleanAir using the ap dot11 24ghz cleanair command before you configure this command.

This example shows how to configure the default CleanAir 2.4-GHz interference devices alarm:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����G�H�I�D�X�O�W�D�S�G�R�W���������J�K�] �F�O�H�D�Q�D�L�U�D�O�D�U�P�G�H�Y�L�F�H�L�Q�Y

default ap dot11 24ghz cleanair device
To configure the default state of report generation for 2.4-GHz interference devices, use the default ap dot11
24ghz cleanair device command in global configuration mode.

default ap dot11 24ghz cleanair device {bt-discovery | bt-link | canopy | cont-tx | dect-like | fh | inv |
jammer | mw-oven | nonstd | report | superag | tdd-tx | video | wimax-fixed | wimax-mobile | xbox |
zigbee}

Syntax Description Configures the alarm for Bluetooth interference devices.bt-discovery

Configures the alarm for any Bluetooth link.bt-link

Configures the alarm for canopy interference devices.canopy

Configures the alarm for continuous transmitters.cont-tx

Configures the alarm for Digital Enhanced Cordless Communication
(DECT)-like phones.

dect-like

Configures the alarm for 802.11 frequency hopping devices.fh

Configures the alarm for devices using spectrally inverted Wi-Fi signals.inv

Configures the alarm for jammer interference devices.jammer

Configures the alarm for microwave ovens.mw-oven

Configures the alarm for devices using nonstandard Wi-Fi channels.nonstd

Configures the alarm for 802.11 SuperAG interference devices.superag

Configures the alarm for Time Division Duplex (TDD) transmitters.tdd-tx

Configures the alarm for video cameras.video

Configures the alarm for WiMax fixed interference devices.wimax-fixed

Configures the alarm for WiMax mobile interference devices.wimax-mobile

Configures the alarm for Xbox interference devices.xbox
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Configures the alarm for 802.15.4 interference devices.zigbee

Command Default The alarm for Wi-Fi inverted devices is enabled. The alarm for all other devices is disabled.

Command Modes Global configuration (config).

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must enable CleanAir using the ap dot11 24ghz cleanaircommand before you configure this command.

This example shows how to enable CleanAir to report when a video camera interferes:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����G�H�I�D�X�O�W�D�S�G�R�W���������J�K�] �F�O�H�D�Q�D�L�U�G�H�Y�L�F�H�Y�L�G�H�R

default ap dot11 24ghz rrm channel cleanair-event
To configure the default Event-Driven radio resource management (EDRRM) state and sensitivity for 2.4-GHz
devices, use the default ap dot11 24ghz rrm channel cleanair-event command in global configuration
mode.

default ap dot11 24ghz rrm channel cleanair-event [sensitivity {high | low | medium}]

Syntax Description Configures the EDRRM sensitivity of the CleanAir event.sensitivity

Specifies the highest sensitivity to non-Wi�¦Fi interference as indicated by the
Air Quality (AQ) value.

high

Specifies the least sensitivity to non-Wi�¦Fi interference as indicated by the AQ
value.

low

Specifies medium sensitivity to non-Wi�¦Fi interference as indicated by the AQ
value.

medium

Command Default EDRRM is disabled and the sensitivity is low.

Command Modes Global configuration (config)
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to enable EDRRM and set the default EDRRM sensitivity:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����G�H�I�D�X�O�W�D�S�G�R�W���������J�K�] �U�U�P�F�K�D�Q�Q�H�O�F�O�H�D�Q�D�L�U���H�Y�H�Q�W
�'�H�Y�L�F�H���F�R�Q�I�L�J�����G�H�I�D�X�O�W�D�S�G�R�W���������J�K�] �U�U�P�F�K�D�Q�Q�H�O�F�O�H�D�Q�D�L�U���H�Y�H�Q�W�V�H�Q�V�L�W�L�Y�L�W�\

show ap dot11 5ghz cleanair air-quality summary
To display the CleanAir AQ data for 5-GHz band, use the show ap dot11 5ghz cleanair air-quality summary
command in user EXEC mode or privileged EXEC mode.

show ap dot11 5ghz cleanair air-quality summary

This command has no arguments or keywords.

Command Modes User EXEC (>)

Privileged EXEC (#)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to display the CleanAir AQ data for 5-GHz band:
�'�H�Y�L�F�H�� �V�K�R�Z�D�S�G�R�W�������J�K�] �F�O�H�D�Q�D�L�U�D�L�U���T�X�D�O�L�W�\�V�X�P�P�D�U�\

�$�4 � �$�L�U�4�X�D�O�L�W�\
�'�)�6 � �'�\�Q�D�P�L�F�)�U�H�T�X�H�Q�F�\�6�H�O�H�F�W�L�R�Q

�$�3 �1�D�P�H �&�K�D�Q�Q�H�O�$�Y�J�$�4 �0�L�Q�$�4 �,�Q�W�H�U�I�H�U�H�U�V�'�)�6
����������������������������������������������������������������������������������������������������������������������������
�$�3�������F�D�����E�������������� �� ���� ���� �� �1�R
�$�3�������������I�����������G�I �� ���� ���� �� �1�R
�$�3�������������I�������F�F���E ���� ���� ���� �� �1�R
�$�3�������������I�������������� �� ���� ���� �� �1�R
�$�3�������������I�������F���G�D ���� ���� ���� �� �1�R
�$�3�������������I�������G������ �� ���� ���� �� �1�R

show ap dot11 5ghz cleanair air-quality worst
To display the worst AQ data for 5-GHz band, use the show ap dot11 5ghz cleanair air-quality worst
command in user EXEC mode or privileged EXEC mode.
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show ap dot11 5ghz cleanair air-quality worst

This command has no arguments or keywords.

Command Modes User EXEC (>)

Privileged EXEC (#)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to display the worst AQ data for 5-GHz band:
�'�H�Y�L�F�H�� �V�K�R�Z�D�S�G�R�W�������J�K�] �F�O�H�D�Q�D�L�U�D�L�U���T�X�D�O�L�W�\�Z�R�U�V�W

�$�4 � �$�L�U�4�X�D�O�L�W�\
�'�)�6 � �'�\�Q�D�P�L�F�)�U�H�T�X�H�Q�F�\�6�H�O�H�F�W�L�R�Q

�$�3 �1�D�P�H �&�K�D�Q�Q�H�O�$�Y�J�$�4 �0�L�Q�$�4 �,�Q�W�H�U�I�H�U�H�U�V�'�)�6
����������������������������������������������������������������������������������������������������������������������������
�$�3�������������I�������������� �� ���� ���� �� �1�R

show ap dot11 5ghz cleanair config
To display the CleanAir configuration for 5-GHz band, use the show ap dot11 5ghz cleanair config command.

show ap dot11 5ghz cleanair config

This command has no arguments or keywords.

Command Modes User EXEC (>)

Privileged EXEC (#)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines In Release 3.3SE, you can configure this command on the Mobility Agent (MA).

This example shows how to display the CleanAir configuration for 5-GHz band on the Mobility Controller:
�'�H�Y�L�F�H�� �V�K�R�Z�D�S�G�R�W�������J�K�] �F�O�H�D�Q�D�L�U�F�R�Q�I�L�J

�&�O�H�D�Q�$�L�U�6�R�O�X�W�L�R�Q���������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�6�H�W�W�L�Q�J�V��

�$�L�U�4�X�D�O�L�W�\�5�H�S�R�U�W�L�Q�J�������������������������������������������������� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�5�H�S�R�U�W�L�Q�J�3�H�U�L�R�G���P�L�Q������������������������ �� ����
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�$�L�U�4�X�D�O�L�W�\�$�O�D�U�P�V������������������������������������������������������ �� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�$�O�D�U�P�7�K�U�H�V�K�R�O�G�������������������������������������� ��

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�6�H�W�W�L�Q�J�V��
�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�5�H�S�R�U�W�L�Q�J���������������������������������� �(�Q�D�E�O�H�G

�7�'�' �7�U�D�Q�V�P�L�W�W�H�U������������������������������������������������������ �(�Q�D�E�O�H�G
�-�D�P�P�H�U���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�R�Q�W�L�Q�X�R�X�V�7�U�D�Q�V�P�L�W�W�H�U���������������������������������������� �(�Q�D�E�O�H�G
�'�(�&�7���O�L�N�H�3�K�R�Q�H���������������������������������������������������� �� �(�Q�D�E�O�H�G
�9�L�G�H�R�&�D�P�H�U�D���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�H�U�W�H�G�������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�D�O�L�G�&�K�D�Q�Q�H�O�������������������������������������������� �(�Q�D�E�O�H�G
�6�X�S�H�U�$�*�������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�D�Q�R�S�\���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�0�R�E�L�O�H���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�)�L�[�H�G������������������������������������������������������������ �� �(�Q�D�E�O�H�G

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�7�\�S�H�V�7�U�L�J�J�H�U�L�Q�J�$�O�D�U�P�V��
�7�'�' �7�U�D�Q�V�P�L�W�W�H�U������������������������������������������������������ �(�Q�D�E�O�H�G
�-�D�P�P�H�U���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�R�Q�W�L�Q�X�R�X�V�7�U�D�Q�V�P�L�W�W�H�U���������������������������������������� �(�Q�D�E�O�H�G
�'�(�&�7���O�L�N�H�3�K�R�Q�H���������������������������������������������������� �� �(�Q�D�E�O�H�G
�9�L�G�H�R�&�D�P�H�U�D���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�H�U�W�H�G�������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�D�O�L�G�&�K�D�Q�Q�H�O�������������������������������������������� �(�Q�D�E�O�H�G
�6�X�S�H�U�$�*�������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�D�Q�R�S�\���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�0�R�E�L�O�H���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�)�L�[�H�G������������������������������������������������������������ �� �(�Q�D�E�O�H�G

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�$�O�D�U�P�V�������������������������������������� �� �(�Q�D�E�O�H�G
�$�G�G�L�W�L�R�Q�D�O�&�O�H�D�Q�$�L�U�6�H�W�W�L�Q�J�V��

�&�O�H�D�Q�$�L�U�(�Y�H�Q�W���G�U�L�Y�H�Q�5�5�0�6�W�D�W�H������������������������������ �(�Q�D�E�O�H�G
�&�O�H�D�Q�$�L�U�'�U�L�Y�H�Q�5�5�0�6�H�Q�V�L�W�L�Y�L�W�\������������������������������ �+�,�*�+
�&�O�H�D�Q�$�L�U�3�H�U�V�L�V�W�H�Q�W�'�H�Y�L�F�H�V�V�W�D�W�H�������������������������� �(�Q�D�E�O�H�G

This example shows how to display the CleanAir configuration for 5-GHz band on the Mobility Agent:
�'�H�Y�L�F�H�� �V�K�R�Z�D�S�G�R�W�������J�K�] �F�O�H�D�Q�D�L�U�F�R�Q�I�L�J

�0�R�E�L�O�L�W�\�&�R�Q�W�U�R�O�O�H�U�/�L�Q�N�6�W�D�W�X�V�������������������������������������� �8�3
�&�O�H�D�Q�$�L�U�6�R�O�X�W�L�R�Q���������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�6�H�W�W�L�Q�J�V��

�$�L�U�4�X�D�O�L�W�\�5�H�S�R�U�W�L�Q�J�������������������������������������������������� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�5�H�S�R�U�W�L�Q�J�3�H�U�L�R�G���P�L�Q������������������������ �� ����
�$�L�U�4�X�D�O�L�W�\�$�O�D�U�P�V������������������������������������������������������ �� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�$�O�D�U�P�7�K�U�H�V�K�R�O�G�������������������������������������� ����

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�6�H�W�W�L�Q�J�V��
�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�5�H�S�R�U�W�L�Q�J���������������������������������� �(�Q�D�E�O�H�G

�7�'�' �7�U�D�Q�V�P�L�W�W�H�U������������������������������������������������������ �(�Q�D�E�O�H�G
�-�D�P�P�H�U���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�R�Q�W�L�Q�X�R�X�V�7�U�D�Q�V�P�L�W�W�H�U���������������������������������������� �(�Q�D�E�O�H�G
�'�(�&�7���O�L�N�H�3�K�R�Q�H���������������������������������������������������� �� �(�Q�D�E�O�H�G
�9�L�G�H�R�&�D�P�H�U�D���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�H�U�W�H�G�������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�D�O�L�G�&�K�D�Q�Q�H�O�������������������������������������������� �(�Q�D�E�O�H�G
�6�X�S�H�U�$�*�������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�D�Q�R�S�\���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�0�R�E�L�O�H���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�)�L�[�H�G������������������������������������������������������������ �� �(�Q�D�E�O�H�G

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�7�\�S�H�V�7�U�L�J�J�H�U�L�Q�J�$�O�D�U�P�V��
�7�'�' �7�U�D�Q�V�P�L�W�W�H�U������������������������������������������������������ �'�L�V�D�E�O�H�G
�-�D�P�P�H�U���������������������������������������������������������������������� �� �'�L�V�D�E�O�H�G
�&�R�Q�W�L�Q�X�R�X�V�7�U�D�Q�V�P�L�W�W�H�U���������������������������������������� �'�L�V�D�E�O�H�G
�'�(�&�7���O�L�N�H�3�K�R�Q�H���������������������������������������������������� �� �'�L�V�D�E�O�H�G
�9�L�G�H�R�&�D�P�H�U�D���������������������������������������������������������� �� �'�L�V�D�E�O�H�G
�:�L�)�L �,�Q�Y�H�U�W�H�G�������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�D�O�L�G�&�K�D�Q�Q�H�O�������������������������������������������� �(�Q�D�E�O�H�G
�6�X�S�H�U�$�*�������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�D�Q�R�S�\���������������������������������������������������������������������� �� �'�L�V�D�E�O�H�G
�:�L�0�D�[�0�R�E�L�O�H���������������������������������������������������������� �� �'�L�V�D�E�O�H�G
�:�L�0�D�[�)�L�[�H�G������������������������������������������������������������ �� �'�L�V�D�E�O�H�G

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�$�O�D�U�P�V�������������������������������������� �� �(�Q�D�E�O�H�G
�$�G�G�L�W�L�R�Q�D�O�&�O�H�D�Q�$�L�U�6�H�W�W�L�Q�J�V��

�&�O�H�D�Q�$�L�U�(�Y�H�Q�W���G�U�L�Y�H�Q�5�5�0�6�W�D�W�H������������������������������ �'�L�V�D�E�O�H�G
�&�O�H�D�Q�$�L�U�'�U�L�Y�H�Q�5�5�0�6�H�Q�V�L�W�L�Y�L�W�\������������������������������ �/�2�:
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�&�O�H�D�Q�$�L�U�3�H�U�V�L�V�W�H�Q�W�'�H�Y�L�F�H�V�V�W�D�W�H�������������������������� �'�L�V�D�E�O�H�G

show ap dot11 5ghz cleanair device type
To display the 5-GHz interference devices, use the show ap dot11 5ghz cleanair device type command.

show ap dot11 5ghz cleanair device type {all | canopy | cont-tx | dect-like | inv | jammer | nonstd |
persistent | superag | tdd-tx | video | wimax-fixed | wimax-mobile}

Syntax Description Displays all CleanAir interferer devices for 5-GHz band.all

Displays CleanAir interferers of type canopy for 5-GHz band.canopy

Displays CleanAir interferers of type continuous transmitter for 5-GHz band.cont-tx

Displays CleanAir interferers of type Digital Enhanced Cordless
Communication (DECT)-like phone for 5-GHz band.

dect-like

Displays CleanAir interferer devices using spectrally invertedWiFi signals for
5-GHz band.

inv

Displays CleanAir interferers of type jammer for 5-GHz band.jammer

Displays CleanAir interferer devices using non-standard Wi-Fi channels for
5-GHz band.

nonstd

Displays CleanAir persistent device interferers for 5-GHz band.persistent

Displays CleanAir interferers of type SuperAG for 5-GHz band.superag

Displays CleanAir Time Division Duplex (TDD) transmitters for 5-GHz band.tdd-tx

Displays CleanAir interferers of type video camera for 5-GHz band.video

Displays CleanAir interferers of type WiMax fixed for 5-GHz band.winmax-fixed

Displays CleanAir interferers of type WiMax mobile for 5-GHz band.wimax-mobile

Command Modes User EXEC (>)

Privileged EXEC (#)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE
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Usage Guidelines Interference devices are listed only if there is an interference from any 5-GHz devices.

This example shows how to view all the 5-GHz interference devices:
�'�H�Y�L�F�H�� �V�K�R�Z�D�S�G�R�W�������J�K�] �F�O�H�D�Q�D�L�U�G�H�Y�L�F�H�W�\�S�H�D�O�O

�'�& � �'�X�W�\�&�\�F�O�H������
�,�6�, � �,�Q�W�H�U�I�H�U�H�Q�F�H�6�H�Y�H�U�L�W�\�,�Q�G�H�[�������/�R�Z �,�Q�W�H�U�I�H�U�H�Q�F�H�����������+�L�J�K�,�Q�W�H�U�I�H�U�H�Q�F�H��
�5�6�6�, � �5�H�F�H�L�Y�H�G�6�L�J�Q�D�O�6�W�U�H�Q�J�W�K�,�Q�G�H�[���G�%�P��
�'�H�Y�,�' � �'�H�Y�L�F�H�,�'

�1�R �&�O�X�V�W�H�U�,�' �'�H�Y�,�' �7�\�S�H �$�3 �1�D�P�H �,�6�, �5�6�6�, �'�&
�&�K�D�Q�Q�H�O
��������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������

show ap dot11 24ghz cleanair air-quality summary
To display the CleanAir AQ data for 2.4-GHz band, use the show ap dot11 24ghz cleanair air-quality
summary command in user EXEC mode or privileged EXEC mode.

show ap dot11 24ghz cleanair air-quality summary

This command has no arguments or keywords.

Command Modes User EXEC (>)

Privileged EXEC (#)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to display the CleanAir AQ data for 2.4-GHz band:
�'�H�Y�L�F�H�� �V�K�R�Z�D�S�G�R�W���������J�K�] �F�O�H�D�Q�D�L�U�D�L�U���T�X�D�O�L�W�\�V�X�P�P�D�U�\

�$�4 � �$�L�U�4�X�D�O�L�W�\
�'�)�6 � �'�\�Q�D�P�L�F�)�U�H�T�X�H�Q�F�\�6�H�O�H�F�W�L�R�Q

�$�3 �1�D�P�H �&�K�D�Q�Q�H�O�$�Y�J�$�4 �0�L�Q�$�4 �,�Q�W�H�U�I�H�U�H�U�V�'�)�6
����������������������������������������������������������������������������������������������������������������������������
�$�3�������F�D�����E�������������� �� ���� ���� �� �1�R
�$�3�������������I�����������G�I �� ���� ���� �� �1�R
�$�3�������������I�������F�F���E ���� ���� ���� �� �1�R
�$�3�������������I�������������� �� ���� ���� �� �1�R
�$�3�������������I�������F���G�D ���� ���� ���� �� �1�R
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show ap dot11 24ghz cleanair air-quality worst
To display the worst air quality data for 2.4-GHz band, use the show ap dot11 24ghz cleanair air-quality
worst command in user EXEC mode or privileged EXEC mode.

show ap dot11 24ghz cleanair air-quality worst

This command has no arguments or keywords.

Command Modes User EXEC (>)

Privileged EXEC (#)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to display the worst AQ data for 2.4-GHz band:
�'�H�Y�L�F�H�� �V�K�R�Z�D�S�G�R�W���������J�K�] �F�O�H�D�Q�D�L�U�D�L�U���T�X�D�O�L�W�\�Z�R�U�V�W

�$�4 � �$�L�U�4�X�D�O�L�W�\
�'�)�6 � �'�\�Q�D�P�L�F�)�U�H�T�X�H�Q�F�\�6�H�O�H�F�W�L�R�Q

�$�3 �1�D�P�H �&�K�D�Q�Q�H�O�$�Y�J�$�4 �0�L�Q�$�4 �,�Q�W�H�U�I�H�U�H�U�V�'�)�6
����������������������������������������������������������������������������������������������������������������������������
�$�3�������������I�������������� �� ���� ���� �� �1�R

show ap dot11 24ghz cleanair config
To display the CleanAir configuration for 2.4-GHz band, use the show ap dot11 24ghz cleanair config
command in user EXEC mode or privileged EXEC mode.

show ap dot11 24ghz cleanair config

This command has no arguments or keywords.

Command Modes User EXEC (>)

Privileged EXEC (#)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE
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Usage Guidelines In Release 3.3SE, you can configure this command on the Mobility Agent (MA).

This example shows how to display the CleanAir configuration for 2.4-GHz band on the Mobility Controller:
�'�H�Y�L�F�H�� �V�K�R�Z�D�S�G�R�W���������J�K�] �F�O�H�D�Q�D�L�U�F�R�Q�I�L�J

�&�O�H�D�Q�$�L�U�6�R�O�X�W�L�R�Q���������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�6�H�W�W�L�Q�J�V��

�$�L�U�4�X�D�O�L�W�\�5�H�S�R�U�W�L�Q�J�������������������������������������������������� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�5�H�S�R�U�W�L�Q�J�3�H�U�L�R�G���P�L�Q������������������������ �� ����
�$�L�U�4�X�D�O�L�W�\�$�O�D�U�P�V������������������������������������������������������ �� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�$�O�D�U�P�7�K�U�H�V�K�R�O�G�������������������������������������� ��

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�6�H�W�W�L�Q�J�V��
�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�5�H�S�R�U�W�L�Q�J���������������������������������� �(�Q�D�E�O�H�G

�7�'�' �7�U�D�Q�V�P�L�W�W�H�U������������������������������������������������������ �(�Q�D�E�O�H�G
�-�D�P�P�H�U���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�R�Q�W�L�Q�X�R�X�V�7�U�D�Q�V�P�L�W�W�H�U���������������������������������������� �(�Q�D�E�O�H�G
�'�(�&�7���O�L�N�H�3�K�R�Q�H���������������������������������������������������� �� �(�Q�D�E�O�H�G
�9�L�G�H�R�&�D�P�H�U�D���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�H�U�W�H�G�������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�D�O�L�G�&�K�D�Q�Q�H�O�������������������������������������������� �(�Q�D�E�O�H�G
�6�X�S�H�U�$�*�������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�D�Q�R�S�\���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�0�R�E�L�O�H���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�)�L�[�H�G������������������������������������������������������������ �� �(�Q�D�E�O�H�G

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�7�\�S�H�V�7�U�L�J�J�H�U�L�Q�J�$�O�D�U�P�V��
�7�'�' �7�U�D�Q�V�P�L�W�W�H�U������������������������������������������������������ �(�Q�D�E�O�H�G
�-�D�P�P�H�U���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�R�Q�W�L�Q�X�R�X�V�7�U�D�Q�V�P�L�W�W�H�U���������������������������������������� �(�Q�D�E�O�H�G
�'�(�&�7���O�L�N�H�3�K�R�Q�H���������������������������������������������������� �� �(�Q�D�E�O�H�G
�9�L�G�H�R�&�D�P�H�U�D���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�H�U�W�H�G�������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�D�O�L�G�&�K�D�Q�Q�H�O�������������������������������������������� �(�Q�D�E�O�H�G
�6�X�S�H�U�$�*�������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�D�Q�R�S�\���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�0�R�E�L�O�H���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�)�L�[�H�G������������������������������������������������������������ �� �(�Q�D�E�O�H�G

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�$�O�D�U�P�V�������������������������������������� �� �(�Q�D�E�O�H�G
�$�G�G�L�W�L�R�Q�D�O�&�O�H�D�Q�$�L�U�6�H�W�W�L�Q�J�V��

�&�O�H�D�Q�$�L�U�(�Y�H�Q�W���G�U�L�Y�H�Q�5�5�0�6�W�D�W�H������������������������������ �(�Q�D�E�O�H�G
�&�O�H�D�Q�$�L�U�'�U�L�Y�H�Q�5�5�0�6�H�Q�V�L�W�L�Y�L�W�\������������������������������ �+�,�*�+
�&�O�H�D�Q�$�L�U�3�H�U�V�L�V�W�H�Q�W�'�H�Y�L�F�H�V�V�W�D�W�H�������������������������� �(�Q�D�E�O�H�G

This example shows how to display the CleanAir configuration for 2.4-GHz band on the Mobility Agent:
�'�H�Y�L�F�H�� �V�K�R�Z�D�S�G�R�W���������J�K�] �F�O�H�D�Q�D�L�U�F�R�Q�I�L�J

�0�R�E�L�O�L�W�\�&�R�Q�W�U�R�O�O�H�U�/�L�Q�N�6�W�D�W�X�V�������������������������������������� �8�3
�&�O�H�D�Q�$�L�U�6�R�O�X�W�L�R�Q���������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�6�H�W�W�L�Q�J�V��

�$�L�U�4�X�D�O�L�W�\�5�H�S�R�U�W�L�Q�J�������������������������������������������������� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�5�H�S�R�U�W�L�Q�J�3�H�U�L�R�G���P�L�Q������������������������ �� ����
�$�L�U�4�X�D�O�L�W�\�$�O�D�U�P�V������������������������������������������������������ �� �(�Q�D�E�O�H�G
�$�L�U�4�X�D�O�L�W�\�$�O�D�U�P�7�K�U�H�V�K�R�O�G�������������������������������������� ����

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�6�H�W�W�L�Q�J�V��
�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�5�H�S�R�U�W�L�Q�J���������������������������������� �(�Q�D�E�O�H�G

�7�'�' �7�U�D�Q�V�P�L�W�W�H�U������������������������������������������������������ �(�Q�D�E�O�H�G
�-�D�P�P�H�U���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�R�Q�W�L�Q�X�R�X�V�7�U�D�Q�V�P�L�W�W�H�U���������������������������������������� �(�Q�D�E�O�H�G
�'�(�&�7���O�L�N�H�3�K�R�Q�H���������������������������������������������������� �� �(�Q�D�E�O�H�G
�9�L�G�H�R�&�D�P�H�U�D���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�H�U�W�H�G�������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�D�O�L�G�&�K�D�Q�Q�H�O�������������������������������������������� �(�Q�D�E�O�H�G
�6�X�S�H�U�$�*�������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�D�Q�R�S�\���������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�0�R�E�L�O�H���������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�0�D�[�)�L�[�H�G������������������������������������������������������������ �� �(�Q�D�E�O�H�G

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�7�\�S�H�V�7�U�L�J�J�H�U�L�Q�J�$�O�D�U�P�V��
�7�'�' �7�U�D�Q�V�P�L�W�W�H�U������������������������������������������������������ �'�L�V�D�E�O�H�G
�-�D�P�P�H�U���������������������������������������������������������������������� �� �'�L�V�D�E�O�H�G
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�&�R�Q�W�L�Q�X�R�X�V�7�U�D�Q�V�P�L�W�W�H�U���������������������������������������� �'�L�V�D�E�O�H�G
�'�(�&�7���O�L�N�H�3�K�R�Q�H���������������������������������������������������� �� �'�L�V�D�E�O�H�G
�9�L�G�H�R�&�D�P�H�U�D���������������������������������������������������������� �� �'�L�V�D�E�O�H�G
�:�L�)�L �,�Q�Y�H�U�W�H�G�������������������������������������������������������� �� �(�Q�D�E�O�H�G
�:�L�)�L �,�Q�Y�D�O�L�G�&�K�D�Q�Q�H�O�������������������������������������������� �(�Q�D�E�O�H�G
�6�X�S�H�U�$�*�������������������������������������������������������������������� �� �(�Q�D�E�O�H�G
�&�D�Q�R�S�\���������������������������������������������������������������������� �� �'�L�V�D�E�O�H�G
�:�L�0�D�[�0�R�E�L�O�H���������������������������������������������������������� �� �'�L�V�D�E�O�H�G
�:�L�0�D�[�)�L�[�H�G������������������������������������������������������������ �� �'�L�V�D�E�O�H�G

�,�Q�W�H�U�I�H�U�H�Q�F�H�'�H�Y�L�F�H�$�O�D�U�P�V�������������������������������������� �� �(�Q�D�E�O�H�G
�$�G�G�L�W�L�R�Q�D�O�&�O�H�D�Q�$�L�U�6�H�W�W�L�Q�J�V��

�&�O�H�D�Q�$�L�U�(�Y�H�Q�W���G�U�L�Y�H�Q�5�5�0�6�W�D�W�H������������������������������ �'�L�V�D�E�O�H�G
�&�O�H�D�Q�$�L�U�'�U�L�Y�H�Q�5�5�0�6�H�Q�V�L�W�L�Y�L�W�\������������������������������ �/�2�:
�&�O�H�D�Q�$�L�U�3�H�U�V�L�V�W�H�Q�W�'�H�Y�L�F�H�V�V�W�D�W�H�������������������������� �'�L�V�D�E�O�H�G

show ap dot11 24ghz cleanair summary
To display a summary of 2.4-GHz CleanAir devices, use the show ap dot11 24ghz cleanair summary
command in user EXEC mode or privileged EXEC mode.

show ap dot11 24ghz cleanair summary

This command has no arguments or keywords.

Command Modes User EXEC (>)

Privileged EXEC (#)

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.3SE

This is an example of output from the show ap dot11 24ghz cleanair summary command:
�'�H�Y�L�F�H�� �V�K�R�Z�D�S�G�R�W���������J�K�] �F�O�H�D�Q�D�L�U�V�X�P�P�D�U�\

�$�3 �1�D�P�H �0�$�&�$�G�G�U�H�V�V �6�O�R�W�,�' �6�S�H�F�W�U�X�P�&�D�S�D�E�O�H�6�S�H�F�W�U�X�P�,�Q�W�H�O�O�L�J�H�Q�F�H
�6�S�H�F�W�U�X�P�2�S�H�U�6�W�D�W�H

����������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������
�$�3���F�G�I�����I�������������� ���������������F�������D���� �� �'�L�V�D�E�O�H�G �'�L�V�D�E�O�H�G

�'�R�Z�Q
�$�6�����������������$�3�� ���������������G�G�����I���� �� �'�L�V�D�E�O�H�G �'�L�V�D�E�O�H�G

�'�R�Z�Q
�$�3�������F�D�����E�������������� ���F�������������H���F������ �� �(�Q�D�E�O�H�G �(�Q�D�E�O�H�G

�8�S
�$�3�������������I�����������G�I ���F�����������D�E���F�F�D�� �� �(�Q�D�E�O�H�G �(�Q�D�E�O�H�G

�8�S
�$�3�������������I�������F�F���E ���F�����������F�����E���D�� �� �(�Q�D�E�O�H�G �(�Q�D�E�O�H�G

�8�S
�$�3�������������I�������������� ���F�����������G�H�����F���� �� �(�Q�D�E�O�H�G �(�Q�D�E�O�H�G

�8�S
�$�3�������������I�������F���G�D ���F�����������G�H���F���H�� �� �(�Q�D�E�O�H�G �(�Q�D�E�O�H�G

�8�S
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P A R T  II
Flexible NetFlow Commands

�µ Flexible NetFlow Commands, page 41





C H A P T E R  3
Flexible NetFlow Commands

�µ cache, page 42

�µ clear flow exporter, page 44

�µ clear flow monitor, page 45

�µ collect, page 46

�µ collect counter, page 47

�µ collect interface, page 48

�µ collect timestamp absolute, page 49

�µ collect transport tcp flags, page 50

�µ datalink flow monitor, page 51

�µ debug flow exporter, page 52

�µ debug flow monitor, page 53

�µ debug flow record, page 53

�µ debug sampler, page 54

�µ description, page 55

�µ destination, page 56

�µ dscp, page 57

�µ export-protocol netflow-v9, page 57

�µ exporter, page 58

�µ flow exporter, page 59

�µ flow monitor, page 60

�µ flow record, page 60

�µ ip flow monitor, page 61

�µ ipv6 flow monitor, page 62

�µ match datalink ethertype, page 64
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�µ match datalink mac, page 65

�µ match datalink vlan, page 66

�µ match flow direction, page 66

�µ match interface, page 67

�µ match ipv4, page 68

�µ match ipv4 destination address, page 69

�µ match ipv4 source address, page 70

�µ match ipv4 ttl, page 71

�µ match ipv6, page 71

�µ match ipv6 destination address, page 72

�µ match ipv6 hop-limit, page 73

�µ match ipv6 source address, page 74

�µ match transport, page 74

�µ match transport icmp ipv4, page 75

�µ match transport icmp ipv6, page 76

�µ mode random 1 out-of, page 77

�µ option, page 78

�µ record, page 79

�µ sampler, page 80

�µ show flow exporter, page 81

�µ show flow interface, page 83

�µ show flow monitor, page 84

�µ show flow record, page 89

�µ show sampler, page 89

�µ source, page 91

�µ template data timeout, page 93

�µ transport, page 93

�µ ttl, page 94

cache
To configure a flow cache parameter for a flowmonitor, use the cache command in flowmonitor configuration
mode. To remove a flow cache parameter for a flow monitor, use the no form of this command.

cache {timeout {active| inactive} �V�H�F�R�Q�G�V| type normal}
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no cache {timeout {active| inactive} | type}

Syntax Description Specifies the flow timeout.timeout

Specifies the active flow timeout.active

Specifies the inactive flow timeout.inactive

The timeout value in seconds. The range is 1 to 604800 (7 days).�V�H�F�R�Q�G�V

Specifies the type of the flow cache.type

Configures a normal cache type. The entries in the flow cache will
be aged out according to the timeout active �V�H�F�R�Q�G�Vand timeout
inactive �V�H�F�R�Q�G�Vsettings. This is the default cache type.

normal

Command Default The default flow monitor flow cache parameters are used.

The following flow cache parameters for a flow monitor are enabled:

�µCache type: normal

�µActive flow timeout: 1800 seconds

�µInactive flow timeout: 15 seconds

Command Modes Flow monitor configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Each flowmonitor has a cache that it uses to store all the flows it monitors. Each cache has various configurable
elements, such as the time that a flow is allowed to remain in it. When a flow times out, it is removed from
the cache and sent to any exporters that are configured for the corresponding flow monitor.

The cache timeout active command controls the aging behavior of the normal type of cache. If a flow has
been active for a long time, it is usually desirable to age it out (starting a new flow for any subsequent packets
in the flow). This age out process allows the monitoring application that is receiving the exports to remain up
to date. By default, this timeout is 1800 seconds (30 minutes), but it can be adjusted according to system
requirements. A larger value ensures that long-lived flows are accounted for in a single flow record; a smaller
value results in a shorter delay between starting a new long-lived flow and exporting some data for it. When
you change the active flow timeout, the new timeout value takes effect immediately.

The cache timeout inactive command also controls the aging behavior of the normal type of cache. If a flow
has not seen any activity for a specified amount of time, that flow will be aged out. By default, this timeout
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is 15 seconds, but this value can be adjusted depending on the type of traffic expected. If a large number of
short-lived flows is consuming many cache entries, reducing the inactive timeout can reduce this overhead.
If a large number of flows frequently get aged out before they have finished collecting their data, increasing
this timeout can result in better flow correlation. When you change the inactive flow timeout, the new timeout
value takes effect immediately.

The cache type normal command specifies the normal cache type. This is the default cache type. The entries
in the cache will be aged out according to the timeout active �V�H�F�R�Q�G�Vand timeout inactive �V�H�F�R�Q�G�Vsettings.
When a cache entry is aged out, it is removed from the cache and exported via any exporters configured for
the monitor associated with the cache.

To return a cache to its default settings, use the default cache flow monitor configuration command.

When a cache becomes full, new flows will not be monitored.Note

The following example shows how to configure the active timeout for the flow monitor cache:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���P�R�Q�L�W�R�U�����F�D�F�K�H�W�L�P�H�R�X�W�D�F�W�L�Y�H��������

The following example shows how to configure the inactive timer for the flow monitor cache:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���P�R�Q�L�W�R�U�����F�D�F�K�H�W�L�P�H�R�X�W�L�Q�D�F�W�L�Y�H����

The following example shows how to configure a normal cache:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���P�R�Q�L�W�R�U�����F�D�F�K�H�W�\�S�H�Q�R�U�P�D�O

clear flow exporter
To clear the statistics for a Flexible NetFlow flow exporter, use the clear flow exporter command in privileged
EXEC mode.

clear flow exporter [[name] �H�[�S�R�U�W�H�U���Q�D�P�H] statistics

Syntax Description (Optional) Specifies the name of a flow exporter.name

(Optional) Name of a flow exporter that was previously configured.�H�[�S�R�U�W�H�U���Q�D�P�H

Clears the flow exporter statistics.statistics

Command Modes Privileged EXEC

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE
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Usage Guidelines The clear flow exporter command removes all statistics from the flow exporter. These statistics will not be
exported and the data gathered in the cache will be lost.

You can view the flow exporter statistics by using the show flow exporter statistics privileged EXEC
command.

The following example clears the statistics for all of the flow exporters configured on the device:
�'�H�Y�L�F�H�� �F�O�H�D�U�I�O�R�Z�H�[�S�R�U�W�H�U�V�W�D�W�L�V�W�L�F�V

The following example clears the statistics for the flow exporter named FLOW-EXPORTER-1:
�'�H�Y�L�F�H�� �F�O�H�D�U�I�O�R�Z�H�[�S�R�U�W�H�U�)�/�2�:���(�;�3�2�5�7�(�5�����V�W�D�W�L�V�W�L�F�V

clear flow monitor
To clear a flow monitor cache or flow monitor statistics and to force the export of the data in the flow monitor
cache, use the clear flow monitor command in privileged EXEC mode.

clear flow monitor [name] �P�R�Q�L�W�R�U���Q�D�P�H[[cache] force-export| statistics]

Syntax Description Specifies the name of a flow monitor.name

Name of a flow monitor that was previously configured.�P�R�Q�L�W�R�U���Q�D�P�H

(Optional) Clears the flow monitor cache information.cache

(Optional) Forces the export of the flow monitor cache statistics.force-export

(Optional) Clears the flow monitor statistics.statistics

Command Modes Privileged EXEC

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines The clear flow monitor cache command removes all entries from the flow monitor cache. These entries will
not be exported and the data gathered in the cache will be lost.

The statistics for the cleared cache entries are maintained.Note
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The clear flow monitor force-export command removes all entries from the flow monitor cache and exports
them using all flow exporters assigned to the flow monitor. This action can result in a short-term increase in
CPU usage. Use this command with caution.

The clear flow monitor statistics command clears the statistics for this flow monitor.

The current entries statistic will not be cleared by the clear flow monitor statistics command because
this is an indicator of how many entries are in the cache and the cache is not cleared with this command.

Note

You can view the flowmonitor statistics by using the show flow monitor statistics privileged EXEC command.

The following example clears the statistics and cache entries for the flowmonitor named FLOW-MONITOR-1:
�'�H�Y�L�F�H�� �F�O�H�D�U�I�O�R�Z�P�R�Q�L�W�R�U�Q�D�P�H�)�/�2�:���0�2�1�,�7�2�5����

The following example clears the statistics and cache entries for the flowmonitor named FLOW-MONITOR-1
and forces an export:
�'�H�Y�L�F�H�� �F�O�H�D�U�I�O�R�Z�P�R�Q�L�W�R�U�Q�D�P�H�)�/�2�:���0�2�1�,�7�2�5�����I�R�U�F�H���H�[�S�R�U�W

The following example clears the cache for the flow monitor named FLOW-MONITOR-1 and forces an
export:
�'�H�Y�L�F�H�� �F�O�H�D�U�I�O�R�Z�P�R�Q�L�W�R�U�Q�D�P�H�)�/�2�:���0�2�1�,�7�2�5�����F�D�F�K�H�I�R�U�F�H���H�[�S�R�U�W

The following example clears the statistics for the flow monitor named FLOW-MONITOR-1:
�'�H�Y�L�F�H�� �F�O�H�D�U�I�O�R�Z�P�R�Q�L�W�R�U�Q�D�P�H�)�/�2�:���0�2�1�,�7�2�5�����V�W�D�W�L�V�W�L�F�V

collect
To configure non-key fields for the flow monitor record and to enable capturing the values in the fields for
the flow created with the record, use the collect command in flow record configuration mode.

collect {counter| interface| timestamp| transport}

Syntax Description Configures the number of bytes or packets in a flow as a non-key field for a flow
record. For more information, see collect counter, on page 47.

counter

Configures the input and output interface name as a non-key field for a flow record.
For more information, see collect interface, on page 48.

interface

Configures the absolute time of the first seen or last seen packet in a flow as a non-key
field for a flow record. For more information, see collect timestamp absolute, on
page 49.

timestamp

Enables the collecting of transport TCP flags from a flow record. For more
information, see collect transport tcp flags, on page 50.

transport

Command Default Non-key fields are not configured for the flow monitor record.
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Command Modes Flow record configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines The values in non-key fields are added to flows to provide additional information about the traffic in the flows.
A change in the value of a non-key field does not create a new flow. In most cases, the values for non-key
fields are taken from only the first packet in the flow.

The collect commands are used to configure non-key fields for the flowmonitor record and to enable capturing
the values in the fields for the flow created with the record. The values in non-key fields are added to flows
to provide additional information about the traffic in the flows. A change in the value of a non-key field does
not create a new flow. In most cases the values for non-key fields are taken from only the first packet in the
flow.

Although it is visible in the command-line help string, the flow username keyword is not supported.Note

The following example configures the total number of bytes in the flows as a non-key field:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�U�H�F�R�U�G�)�/�2�:���5�(�&�2�5�'����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���U�H�F�R�U�G�����F�R�O�O�H�F�W�F�R�X�Q�W�H�U�E�\�W�H�V�O�R�Q�J

collect counter
To configure the number of bytes or packets in a flow as a non-key field for a flow record, use the collect
counter command in flow record configuration mode. To disable the use of the number of bytes or packets
in a flow (counters) as a non-key field for a flow record, use the no form of this command.

collect counter {bytes layer2 long| bytes long| packets long}

no collect counter {bytes layer2 long| bytes long| packets long}

Syntax Description Configures the number of Layer 2 bytes seen in a flow as a non-key field, and
enables collecting the total number of Layer 2 bytes from the flow using a 64-bit
counter.

bytes layer2 long

Configures the number of bytes seen in a flow as a non-key field, and enables
collecting the total number of bytes from the flow using a 64-bit counter.

bytes long

Configures the number of packets seen in a flow as a non-key field and enables
collecting the total number of packets from the flow using a 64-bit counter.

packets long
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Command Default The number of bytes or packets in a flow is not configured as a non-key field.

Command Modes Flow record configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines The collect counter bytes long command configures a 64-bit counter for the number of bytes seen in a flow.

The collect counter packets long command configures a 64-bit counter that will be incremented for each
packet seen in the flow. It is unlikely that a 64-bit counter will ever restart at 0.

To return this command to its default settings, use the no collect counter or default collect counter flow
record configuration command.

The following example configures the total number of bytes in the flows as a non-key field:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�U�H�F�R�U�G�)�/�2�:���5�(�&�2�5�'����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���U�H�F�R�U�G�����F�R�O�O�H�F�W�F�R�X�Q�W�H�U�E�\�W�H�V�O�R�Q�J

The following example configures the total number of packets from the flows as a non-key field:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�U�H�F�R�U�G�)�/�2�:���5�(�&�2�5�'����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���U�H�F�R�U�G�����F�R�O�O�H�F�W�F�R�X�Q�W�H�U�S�D�F�N�H�W�V�O�R�Q�J

collect interface
To configure the input interface name as a non-key field for a flow record, use the collect interface command
in flow record configuration mode. To disable the use of the input interface as a non-key field for a flow
record, use the no form of this command.

collect interface input

no collect interface input

Syntax Description Configures the input interface name as a non-key field and enables collecting the
input interface from the flows.

input

Command Default The input interface name is not configured as a non-key field.

Command Modes Flow record configuration
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines The Flexible NetFlow collect commands are used to configure non-key fields for the flow monitor record and
to enable capturing the values in the fields for the flow created with the record. The values in non-key fields
are added to flows to provide additional information about the traffic in the flows. A change in the value of
a non-key field does not create a new flow. In most cases, the values for non-key fields are taken from only
the first packet in the flow.

To return this command to its default settings, use the no collect interface or default collect interface flow
record configuration command.

The following example configures the input interface as a non-key field:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�U�H�F�R�U�G�)�/�2�:���5�(�&�2�5�'����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���U�H�F�R�U�G�����F�R�O�O�H�F�W�L�Q�W�H�U�I�D�F�H�L�Q�S�X�W

collect timestamp absolute
To configure the absolute time of the first seen or last seen packet in a flow as a non-key field for a flow
record, use the collect timestamp absolute command in flow record configuration mode. To disable the use
of the first seen or last seen packet in a flow as a non-key field for a flow record, use the no form of this
command.

collect timestamp absolute {first| last}

no collect timestamp absolute {first| last}

Syntax Description Configures the absolute time of the first seen packet in a flow as a non-key field and
enables collecting time stamps from the flows.

first

Configures the absolute time of the last seen packet in a flow as a non-key field and
enables collecting time stamps from the flows.

last

Command Default The absolute time field is not configured as a non-key field.

Command Modes Flow record configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE
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Usage Guidelines The collect commands are used to configure non-key fields for the flowmonitor record and to enable capturing
the values in the fields for the flow created with the record. The values in non-key fields are added to flows
to provide additional information about the traffic in the flows. A change in the value of a non-key field does
not create a new flow. In most cases the values for non-key fields are taken from only the first packet in the
flow.

The following example configures time stamps based on the absolute time of the first seen packet in a flow
as a non-key field:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�U�H�F�R�U�G�)�/�2�:���5�(�&�2�5�'����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���U�H�F�R�U�G�����F�R�O�O�H�F�W�W�L�P�H�V�W�D�P�S�D�E�V�R�O�X�W�H�I�L�U�V�W

The following example configures time stamps based on the absolute time of the last seen packet in a flow
as a non-key field:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�U�H�F�R�U�G�)�/�2�:���5�(�&�2�5�'����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���U�H�F�R�U�G�����F�R�O�O�H�F�W�W�L�P�H�V�W�D�P�S�D�E�V�R�O�X�W�H�O�D�V�W

collect transport tcp flags
To enable the collecting of transport TCP flags from a flow, use the collect transport tcp flags command in
flow record configuration mode. To disable the collecting of transport TCP flags from the flow, use the no
form of this command.

collect transport tcp flags

no collect transport tcp flags

Syntax Description This command has no arguments or keywords.

Command Default The transport layer fields are not configured as a non-key field.

Command Modes Flow record configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines The values of the transport layer fields are taken from all packets in the flow. You cannot specify which TCP
flag to collect. You can only specify to collect transport TCP flags. All TCP flags will be collected with this
command. The following transport TCP flags are collected:

�µack�§ TCP acknowledgement flag

�µcwr�§ TCP congestion window reduced flag
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�µece�§ TCP ECN echo flag

�µfin�§ TCP finish flag

�µpsh�§ TCP push flag

�µrst�§ TCP reset flag

�µsyn�§ TCP synchronize flag

�µurg�§ TCP urgent flag

To return this command to its default settings, use the no collect collect transport tcp flags or default collect
collect transport tcp flags flow record configuration command.

The following example collects the TCP flags from a flow:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�U�H�F�R�U�G�)�/�2�:���5�(�&�2�5�'����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���U�H�F�R�U�G�����F�R�O�O�H�F�W�W�U�D�Q�V�S�R�U�W�W�F�S�I�O�D�J�V

datalink flow monitor
To apply a Flexible NetFlow flowmonitor to an interface, use the datalink flow monitor command in interface
configuration mode. To disable a Flexible NetFlow flow monitor, use the no form of this command.

datalink flow monitor �P�R�Q�L�W�R�U���Q�D�P�Hsampler �V�D�P�S�O�H�U���Q�D�P�Hinput

no datalink flow monitor �P�R�Q�L�W�R�U���Q�D�P�Hsampler �V�D�P�S�O�H�U���Q�D�P�Hinput

Syntax Description Name of the flow monitor to apply to the interface.�P�R�Q�L�W�R�U���Q�D�P�H

Enables the specified flow sampler for the flow monitor.sampler �V�D�P�S�O�H�U���Q�D�P�H

Monitors traffic that the switch receives on the interface.input

Command Default A flow monitor is not enabled.

Command Modes Interface configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Before you apply a flow monitor to an interface with the datalink flow monitor command, you must have
already created the flowmonitor using the flow monitor global configuration command and the flow sampler
using the sampler global configuration command.
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To enable a flow sampler for the flow monitor, you must have already created the sampler.

The datalink flow monitor command only monitors non-IPv4 and non-IPv6 traffic. To monitor IPv4
traffic, use the ip flow monitor command. To monitor IPv6 traffic, use the ipv6 flow monitor command.

Note

This example shows how to enable Flexible NetFlow datalink monitoring on an interface:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H�J�L�J�D�E�L�W�H�W�K�H�U�Q�H�W����������
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����G�D�W�D�O�L�Q�N�I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����V�D�P�S�O�H�U�)�/�2�:���6�$�0�3�/�(�5�����L�Q�S�X�W

debug flow exporter
To enable debugging output for Flexible NetFlow flow exporters, use the debug flow exporter command in
privileged EXEC mode. To disable debugging output, use the no form of this command.

debug flow exporter [[name] �H�[�S�R�U�W�H�U���Q�D�P�H] [error| event| packets �Q�X�P�E�H�U]

no debug flow exporter [[name] �H�[�S�R�U�W�H�U���Q�D�P�H] [error| event| packets �Q�X�P�E�H�U]

Syntax Description (Optional) Specifies the name of a flow exporter.name

(Optional) The name of a flow exporter that was previously configured.�H�[�S�R�U�W�H�U���Q�D�P�H

(Optional) Enables debugging for flow exporter errors.error

(Optional) Enables debugging for flow exporter events.event

(Optional) Enables packet-level debugging for flow exporters.packets

(Optional) The number of packets to debug for packet-level debugging of
flow exporters. The range is 1 to 65535.

�Q�X�P�E�H�U

Command Modes Privileged EXEC

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

The following example indicates that a flow exporter packet has been queued for process send:
�'�H�Y�L�F�H�� �G�H�E�X�J�I�O�R�Z�H�[�S�R�U�W�H�U
�0�D�\ ���� �������������������������� �)�/�2�: �(�;�3�� �3�D�F�N�H�W�T�X�H�X�H�G�I�R�U�S�U�R�F�H�V�V�V�H�Q�G
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debug flow monitor
To enable debugging output for Flexible NetFlow flow monitors, use the debug flow monitor command in
privileged EXEC mode. To disable debugging output, use the no form of this command.

debug flow monitor [error| [name] �P�R�Q�L�W�R�U���Q�D�P�H[cache [error]| error| packets �S�D�F�N�H�W�V]]

no debug flow monitor [error| [name] �P�R�Q�L�W�R�U���Q�D�P�H[cache [error]| error| packets �S�D�F�N�H�W�V]]

Syntax Description (Optional) Enables debugging for flow monitor errors for all flow monitors
or for the specified flow monitor.

error

(Optional) Specifies the name of a flow monitor.name

(Optional) Name of a flow monitor that was previously configured.�P�R�Q�L�W�R�U���Q�D�P�H

(Optional) Enables debugging for the flow monitor cache.cache

(Optional) Enables debugging for flow monitor cache errors.cache error

(Optional) Enables packet-level debugging for flow monitors.packets

(Optional) Number of packets to debug for packet-level debugging of flow
monitors. The range is 1 to 65535.

�S�D�F�N�H�W�V

Command Modes Privileged EXEC

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

The following example shows that the cache for FLOW-MONITOR-1 was deleted:
�'�H�Y�L�F�H�� �G�H�E�X�J�I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����F�D�F�K�H
�0�D�\ ���� �������������������������� �)�/�2�: �0�2�1�� �
�)�/�2�:���0�2�1�,�7�2�5�����
�G�H�O�H�W�H�G�F�D�F�K�H

debug flow record
To enable debugging output for Flexible NetFlow flow records, use the debug flow record command in
privileged EXEC mode. To disable debugging output, use the no form of this command.

debug flow record [[name] �U�H�F�R�U�G���Q�D�P�H| options {sampler-table}| [detailed| error]]

no debug flow record [[name] �U�H�F�R�U�G���Q�D�P�H| options {sampler-table}| [detailed| error]]
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Syntax Description (Optional) Specifies the name of a flow record.name

(Optional) Name of a user-defined flow record that was previously
configured.

�U�H�F�R�U�G���Q�D�P�H

(Optional) Includes information on other flow record options.options

(Optional) Includes information on the sampler tables.sampler-table

(Optional) Displays detailed information.detailed

(Optional) Displays errors only.error

Command Modes Privileged EXEC

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

The following example enables debugging for the flow record:
�'�H�Y�L�F�H�� �G�H�E�X�J�I�O�R�Z�U�H�F�R�U�G�)�/�2�:���U�H�F�R�U�G����

debug sampler
To enable debugging output for Flexible NetFlow samplers, use the debug sampler command in privileged
EXEC mode. To disable debugging output, use the no form of this command.

debug sampler [detailed| error| [name] �V�D�P�S�O�H�U���Q�D�P�H[detailed| error| sampling �V�D�P�S�O�H�V]]

no debug sampler [detailed| error| [name] �V�D�P�S�O�H�U���Q�D�P�H[detailed| error| sampling]]

Syntax Description (Optional) Enables detailed debugging for sampler elements.detailed

(Optional) Enables debugging for sampler errors.error

(Optional) Specifies the name of a sampler.name

(Optional) Name of a sampler that was previously configured.�V�D�P�S�O�H�U���Q�D�P�H

(Optional) Enables debugging for sampling and specifies the number of
samples to debug.

sampling �V�D�P�S�O�H�V
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Command Modes Privileged EXEC

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

The following sample output shows that the debug process has obtained the ID for the sampler named
SAMPLER-1:
�'�H�Y�L�F�H�� �G�H�E�X�J�V�D�P�S�O�H�U�G�H�W�D�L�O�H�G
�
�0�D�\ ���� �������������������������� �6�D�P�S�O�H�U���6�D�P�S�O�H�U���6�$�0�3�/�(�5�������I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�������L�S���(�W���������2��

�J�H�W�,�' �V�X�F�F�H�H�G�H�G����
�
�0�D�\ ���� �������������������������� �6�D�P�S�O�H�U���6�D�P�S�O�H�U���6�$�0�3�/�(�5�������I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�������L�S���(�W���������,��

�J�H�W�,�' �V�X�F�F�H�H�G�H�G����

description
To configure a description for a flow monitor, flow exporter, or flow record, use the description command
in the appropriate configuration mode. To remove a description, use the no form of this command.

description �G�H�V�F�U�L�S�W�L�R�Q

no description �G�H�V�F�U�L�S�W�L�R�Q

Syntax Description Text string that describes the flow monitor, flow exporter, or flow record.�G�H�V�F�U�L�S�W�L�R�Q

Command Default The default description for a flow sampler, flow monitor, flow exporter, or flow record is "User defined."

Command Modes The following command modes are supported:

Flow exporter configuration

Flow monitor configuration

Flow record configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines To return this command to its default setting, use the no description or default description command in the
appropriate configuration mode.
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The following example configures a description for a flow monitor:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���P�R�Q�L�W�R�U�����G�H�V�F�U�L�S�W�L�R�Q�0�R�Q�L�W�R�U�V�W�U�D�I�I�L�F�W�R�������������������� ����������������������

destination
To configure an export destination for a flow exporter, use the destination command in flow exporter
configuration mode. To remove an export destination for a flow exporter, use the no form of this command.

destination {�K�R�V�W�Q�D�P�H| �L�S���D�G�G�U�H�V�V} vrf �Y�U�I���O�D�E�H�O

no destination {�K�R�V�W�Q�D�P�H| �L�S���D�G�G�U�H�V�V} vrf �Y�U�I���O�D�E�H�O

Syntax Description Hostname of the device to which you want to send the NetFlow information.�K�R�V�W�Q�D�P�H

IPv4 address of the workstation to which youwant to send the NetFlow information.�L�S���D�G�G�U�H�V�V

(Optional) Specifies that the export data packets are to be sent to the named Virtual
Private Network (VPN) routing and forwarding (VRF) instance for routing to the
destination, instead of to the global routing table.

vrf

Name of the VRF instance.�Y�U�I���O�D�E�H�O

Command Default An export destination is not configured.

Command Modes Flow exporter configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Each flow exporter can have only one destination address or hostname.

When you configure a hostname instead of the IP address for the device, the hostname is resolved immediately
and the IPv4 address is stored in the running configuration. If the hostname-to-IP-address mapping that was
used for the original Domain Name System (DNS) name resolution changes dynamically on the DNS server,
the device does not detect this, and the exported data continues to be sent to the original IP address, resulting
in a loss of data.

To return this command to its default setting, use the no destination or default destination command in flow
exporter configuration mode.
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The following example shows how to configure the networking device to export the Flexible NetFlow cache
entry to a destination system:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�H�[�S�R�U�W�H�U�)�/�2�:���(�;�3�2�5�7�(�5����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���H�[�S�R�U�W�H�U�����G�H�V�W�L�Q�D�W�L�R�Q����������������

The following example shows how to configure the networking device to export the Flexible NetFlow cache
entry to a destination system using a VRF named VRF-1:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�H�[�S�R�U�W�H�U�)�/�2�:���(�;�3�2�5�7�(�5����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���H�[�S�R�U�W�H�U�����G�H�V�W�L�Q�D�W�L�R�Q�������������������� �Y�U�I�9�5�)����

dscp
To configure a differentiated services code point (DSCP) value for flow exporter datagrams, use the dscp
command in flow exporter configuration mode. To remove a DSCP value for flow exporter datagrams, use
the no form of this command.

dscp �G�V�F�S

no dscp �G�V�F�S

Syntax Description DSCP to be used in the DSCP field in exported datagrams. The range is 0 to 63. The
default is 0.

�G�V�F�S

Command Default The differentiated services code point (DSCP) value is 0.

Command Modes Flow exporter configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines To return this command to its default setting, use the no dscp or default dscp flow exporter configuration
command.

The following example sets 22 as the value of the DSCP field in exported datagrams:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�H�[�S�R�U�W�H�U�)�/�2�:���(�;�3�2�5�7�(�5����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���H�[�S�R�U�W�H�U�����G�V�F�S����

export-protocol netflow-v9
To configure NetFlow Version 9 export as the export protocol for a Flexible NetFlow exporter, use the
export-protocol netflow-v9 command in flow exporter configuration mode.
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export-protocol netflow-v9

Syntax Description This command has no arguments or keywords.

Command Default NetFlow Version 9 is enabled.

Command Modes Flow exporter configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines The device does not support NetFlow v5 export format, only NetFlow v9 export format is supported.

The following example configures NetFlow Version 9 export as the export protocol for a NetFlow exporter:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�H�[�S�R�U�W�H�U�)�/�2�:���(�;�3�2�5�7�(�5����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���H�[�S�R�U�W�H�U�����H�[�S�R�U�W���S�U�R�W�R�F�R�O�Q�H�W�I�O�R�Z���Y��

exporter
To add a flow exporter for a flow monitor, use the exporter command in the appropriate configuration mode.
To remove a flow exporter for a flow monitor, use the no form of this command.

exporter �H�[�S�R�U�W�H�U���Q�D�P�H

no exporter �H�[�S�R�U�W�H�U���Q�D�P�H

Syntax Description Name of a flow exporter that was previously configured.�H�[�S�R�U�W�H�U���Q�D�P�H

Command Default An exporter is not configured.

Command Modes Flow monitor configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE
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Usage Guidelines You must have already created a flow exporter by using the flow exporter command before you can apply
the flow exporter to a flow monitor with the exporter command.

To return this command to its default settings, use the no exporter or default exporter flow monitor
configuration command.

The following example configures an exporter for a flow monitor:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���P�R�Q�L�W�R�U�����H�[�S�R�U�W�H�U�(�;�3�2�5�7�(�5����

flow exporter
To create a Flexible NetFlow flow exporter, or to modify an existing Flexible NetFlow flow exporter, and
enter Flexible NetFlow flow exporter configuration mode, use the flow exporter command in global
configuration mode. To remove a Flexible NetFlow flow exporter, use the no form of this command.

flow exporter �H�[�S�R�U�W�H�U���Q�D�P�H

no flow exporter �H�[�S�R�U�W�H�U���Q�D�P�H

Syntax Description Name of the flow exporter that is being created or modified.�H�[�S�R�U�W�H�U���Q�D�P�H

Command Default Flexible NetFlow flow exporters are not present in the configuration.

Command Modes Global configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Flow exporters export the data in the flowmonitor cache to a remote system, such as a server running NetFlow
collector, for analysis and storage. Flow exporters are created as separate entities in the configuration. Flow
exporters are assigned to flowmonitors to provide data export capability for the flowmonitors. You can create
several flow exporters and assign them to one or more flow monitors to provide several export destinations.
You can create one flow exporter and apply it to several flow monitors.

The following example creates a flow exporter named FLOW-EXPORTER-1 and enters Flexible NetFlow
flow exporter configuration mode:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�H�[�S�R�U�W�H�U�)�/�2�:���(�;�3�2�5�7�(�5����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���H�[�S�R�U�W�H�U����
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flow monitor
To create a flow monitor, or to modify an existing flow monitor, and enter flow monitor configuration mode,
use the flow monitor command in global configuration mode. To remove a flow monitor, use the no form of
this command.

flow monitor �P�R�Q�L�W�R�U���Q�D�P�H

no flow monitor �P�R�Q�L�W�R�U���Q�D�P�H

Syntax Description Name of the flow monitor that is being created or modified.�P�R�Q�L�W�R�U���Q�D�P�H

Command Default Flexible NetFlow flow monitors are not present in the configuration.

Command Modes Global configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Flow monitors are the Flexible NetFlow component that is applied to interfaces to perform network traffic
monitoring. Flow monitors consist of a flow record and a cache. You add the record to the flow monitor after
you create the flow monitor. The flow monitor cache is automatically created at the time the flow monitor is
applied to the first interface. Flow data is collected from the network traffic during the monitoring process
based on the key and nonkey fields in the flow monitor's record and stored in the flow monitor cache.

The following example creates a flow monitor named FLOW-MONITOR-1 and enters flow monitor
configuration mode:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���P�R�Q�L�W�R�U����

flow record
To create a Flexible NetFlow flow record, or to modify an existing Flexible NetFlow flow record, and enter
Flexible NetFlow flow record configuration mode, use the flow record command in global configuration
mode. To remove a Flexible NetFlow record, use the no form of this command.

flow record �U�H�F�R�U�G���Q�D�P�H

no flow record �U�H�F�R�U�G���Q�D�P�H
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Syntax Description Name of the flow record that is being created or modified.�U�H�F�R�U�G���Q�D�P�H

Command Default A Flexible NetFlow flow record is not configured.

Command Modes Global configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines A flow record defines the keys that Flexible NetFlow uses to identify packets in the flow, as well as other
fields of interest that Flexible NetFlow gathers for the flow. You can define a flow record with any combination
of keys and fields of interest. The supports a rich set of keys. A flow record also defines the types of counters
gathered per flow. You can configure 64-bit packet or byte counters.

The following example creates a flow record named FLOW-RECORD-1, and enters Flexible NetFlow flow
record configuration mode:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�U�H�F�R�U�G�)�/�2�:���5�(�&�2�5�'����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���U�H�F�R�U�G����

ip flow monitor
To enable a Flexible NetFlow flowmonitor for IPv4 traffic that the device is receiving, use the ip flow monitor
command in interface configuration mode. To disable a flow monitor, use the no form of this command.

ip flow monitor �P�R�Q�L�W�R�U���Q�D�P�H[sampler �V�D�P�S�O�H�U���Q�D�P�H] input

no ip flow monitor �P�R�Q�L�W�R�U���Q�D�P�H[sampler �V�D�P�S�O�H�U���Q�D�P�H] input

Syntax Description Name of the flow monitor to apply to the interface.�P�R�Q�L�W�R�U���Q�D�P�H

(Optional) Enables the specified flow sampler for the flow monitor.sampler �V�D�P�S�O�H�U���Q�D�P�H

Monitors IPv4 traffic that the device receives on the interface.input

Command Default A flow monitor is not enabled.
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Command Modes Interface configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Before you can apply a flow monitor to an interface with the ip flow monitor command, you must have
already created the flow monitor using the flow monitor global configuration command.

When you add a sampler to a flowmonitor, only packets that are selected by the named sampler will be entered
into the cache to form flows. Each use of a sampler causes separate statistics to be stored for that usage.

You cannot add a sampler to a flow monitor after the flow monitor has been enabled on the interface. You
must first remove the flow monitor from the interface and then enable the same flow monitor with a sampler.

The statistics for each flow must be scaled to give the expected true usage. For example, with a 1 in 100
sampler it is expected that the packet and byte counters will have to be multiplied by 100.

Note

The following example enables a flow monitor for monitoring input traffic:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H�J�L�J�D�E�L�W�H�W�K�H�U�Q�H�W����������
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����L�S�I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����L�Q�S�X�W

The following example enables a flow monitor for monitoring input traffic, with a sampler to limit the input
packets that are sampled:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H�J�L�J�D�E�L�W�H�W�K�H�U�Q�H�W����������
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����L�S�I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����V�D�P�S�O�H�U�6�$�0�3�/�(�5�����L�Q�S�X�W

The following example shows what happens when you try to add a sampler to a flow monitor that has already
been enabled on an interface without a sampler:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H�J�L�J�D�E�L�W�H�W�K�H�U�Q�H�W����������
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����L�S�I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����V�D�P�S�O�H�U�6�$�0�3�/�(�5�����L�Q�S�X�W
�� �)�O�R�Z�0�R�Q�L�W�R�U���)�O�R�Z�0�R�Q�L�W�R�U�
�)�/�2�:���0�2�1�,�7�2�5�����
�L�V�D�O�U�H�D�G�\�R�Q�L�Q�I�X�O�O�P�R�G�H�D�Q�G�F�D�Q�Q�R�W�E�H
�H�Q�D�E�O�H�G�Z�L�W�K�D �V�D�P�S�O�H�U��

The following example shows how to remove a flow monitor from an interface so that it can be enabled with
the sampler:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H�J�L�J�D�E�L�W�H�W�K�H�U�Q�H�W����������
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����Q�R�L�S�I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����L�Q�S�X�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����L�S�I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����V�D�P�S�O�H�U�6�$�0�3�/�(�5�����L�Q�S�X�W

ipv6 flow monitor
To enable a flow monitor for IPv6 traffic that the device is receiving, use the ipv6 flow monitor command
in interface configuration mode. To disable a flow monitor, use the no form of this command.

ipv6 flow monitor �P�R�Q�L�W�R�U���Q�D�P�H[sampler �V�D�P�S�O�H�U���Q�D�P�H] input
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no ipv6 flow monitor �P�R�Q�L�W�R�U���Q�D�P�H[sampler �V�D�P�S�O�H�U���Q�D�P�H] input

Syntax Description Name of the flow monitor to apply to the interface.�P�R�Q�L�W�R�U���Q�D�P�H

(Optional) Enables the specified flow sampler for the flow monitor.sampler �V�D�P�S�O�H�U���Q�D�P�H

Monitors IPv6 traffic that the device receives on the interface.input

Command Default A flow monitor is not enabled.

Command Modes Interface configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Before you can apply a flow monitor to the interface with the ipv6 flow monitor command, you must have
already created the flow monitor using the flow monitor global configuration command.

When you add a sampler to a flowmonitor, only packets that are selected by the named sampler will be entered
into the cache to form flows. Each use of a sampler causes separate statistics to be stored for that usage.

You cannot add a sampler to a flow monitor after the flow monitor has been enabled on the interface. You
must first remove the flow monitor from the interface and then enable the same flow monitor with a sampler.

The statistics for each flow must be scaled to give the expected true usage. For example, with a 1 in 100
sampler it is expected that the packet and byte counters will have to be multiplied by 100.

Note

The following example enables a flow monitor for monitoring input traffic:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H�J�L�J�D�E�L�W�H�W�K�H�U�Q�H�W����������
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����L�S�Y���I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����L�Q�S�X�W

The following example enables a flow monitor for monitoring input traffic, with a sampler to limit the input
packets that are sampled:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H�J�L�J�D�E�L�W�H�W�K�H�U�Q�H�W����������
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����L�S�Y���I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����V�D�P�S�O�H�U�6�$�0�3�/�(�5�����L�Q�S�X�W

The following example shows what happens when you try to add a sampler to a flow monitor that has already
been enabled on an interface without a sampler:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H�J�L�J�D�E�L�W�H�W�K�H�U�Q�H�W����������
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����L�S�Y���I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����V�D�P�S�O�H�U�6�$�0�3�/�(�5�����L�Q�S�X�W
�� �)�O�R�Z�0�R�Q�L�W�R�U���)�O�R�Z�0�R�Q�L�W�R�U�
�)�/�2�:���0�2�1�,�7�2�5�����
�L�V�D�O�U�H�D�G�\�R�Q�L�Q�I�X�O�O�P�R�G�H�D�Q�G�F�D�Q�Q�R�W�E�H
�H�Q�D�E�O�H�G�Z�L�W�K�D �V�D�P�S�O�H�U��
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The following example shows how to remove a flow monitor from an interface so that it can be enabled with
the sampler:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H�J�L�J�D�E�L�W�H�W�K�H�U�Q�H�W����������
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����Q�R�L�S�Y���I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����L�Q�S�X�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����L�S�Y���I�O�R�Z�P�R�Q�L�W�R�U�)�/�2�:���0�2�1�,�7�2�5�����V�D�P�S�O�H�U�6�$�0�3�/�(�5�����L�Q�S�X�W

match datalink ethertype
To configure the EtherType of the packet as a key field for a flow record, use the match datalink ethertype
command in flow record configuration mode. To disable the EtherType of the packet as a key field for a flow
record, use the no form of this command.

match datalink ethertype

no match datalink ethertype

Syntax Description This command has no arguments or keywords.

Command Default The EtherType of the packet is not configured as a key field.

Command Modes Flow record configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines A flow record requires at least one key field before it can be used in a flow monitor. The key fields distinguish
flows, with each flow having a unique set of values for the key fields. The key fields are defined using the
match command.

When you configure the EtherType of the packet as a key field for a flow record using the match datalink
ethertype command, the traffic flow that is created is based on the type of flow monitor that is assigned to
the interface:

�µWhen a datalink flow monitor is assigned to an interface using the datalink flow monitor interface
configuration command, it creates unique flows for different Layer 2 protocols.

�µWhen an IP flow monitor is assigned to an interface using the ip flow monitor interface configuration
command, it creates unique flows for different IPv4 protocols.

�µWhen an IPv6 flowmonitor is assigned to an interface using the ipv6 flow monitor interface configuration
command, it creates unique flows for different IPv6 protocols.

To return this command to its default settings, use the no match datalink ethertype or default match datalink
ethertype flow record configuration command.
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The following example configures the EtherType of the packet as a key field for a Flexible NetFlow flow
record:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�U�H�F�R�U�G�)�/�2�:���5�(�&�2�5�'����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���U�H�F�R�U�G�����P�D�W�F�K�G�D�W�D�O�L�Q�N�H�W�K�H�U�W�\�S�H

match datalink mac
To configure the use ofMAC addresses as a key field for a flow record, use thematch datalink mac command
in flow record configuration mode. To disable the use of MAC addresses as a key field for a flow record, use
the no form of this command.

match datalink mac {destination address input| source address input}

no match datalink mac {destination address input| source address input}

Syntax Description Configures the use of the destination MAC address as a key field.destination address

Specifies the MAC address of input packets.input

Configures the use of the source MAC address as a key field.source address

Command Default MAC addresses are not configured as a key field.

Command Modes Flow record configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines A flow record requires at least one key field before it can be used in a flow monitor. The key fields distinguish
flows, with each flow having a unique set of values for the key fields. The key fields are defined using the
match command.

The input keyword is used to specify the observation point that is used by thematch datalink mac command
to create flows based on the unique MAC addresses in the network traffic.

When a datalink flowmonitor is assigned to an interface or VLAN record, it creates flows only for non-IPv6
or non-IPv4 traffic.

Note

To return this command to its default settings, use the no match datalink mac or default match datalink
mac flow record configuration command.
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The following example configures the use of the destination MAC address of packets that are received by the
device as a key field for a flow record:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�U�H�F�R�U�G�)�/�2�:���5�(�&�2�5�'����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���U�H�F�R�U�G�����P�D�W�F�K�G�D�W�D�O�L�Q�N�P�D�F�G�H�V�W�L�Q�D�W�L�R�Q�D�G�G�U�H�V�V�L�Q�S�X�W

match datalink vlan
To configure the VLAN ID as a key field for a flow record, use the match datalink vlan command in flow
record configuration mode. To disable the use of the VLAN ID value as a key field for a flow record, use the
no form of this command.

match datalink vlan input

no match datalink vlan input

Syntax Description Configures the VLAN ID of traffic being received by the device as a key field.input

Command Default The VLAN ID is not configured as a key field.

Command Modes Flow record configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines A flow record requires at least one key field before it can be used in a flow monitor. The key fields distinguish
flows, with each flow having a unique set of values for the key fields. The key fields are defined using the
match command.

The input keyword is used to specify the observation point that is used by thematch datalink vlan command
to create flows based on the unique VLAN IDs in the network traffic.

The following example configures the VLAN ID of traffic being received by the device as a key field for a
flow record:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����I�O�R�Z�U�H�F�R�U�G�)�/�2�:���5�(�&�2�5�'����
�'�H�Y�L�F�H���F�R�Q�I�L�J���I�O�R�Z���U�H�F�R�U�G�����P�D�W�F�K�G�D�W�D�O�L�Q�N�Y�O�D�Q�L�Q�S�X�W

match flow direction
To configure the flow direction as key fields for a flow record, use the match flow direction command in
flow record configuration mode. To disable the use of the flow direction as key fields for a flow record, use
the no form of this command.
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Sets the administrative domain password for the generation of the 16-byte secret value
used inMD5 digest calculation to be sent in VTP advertisements and to validate received
VTP advertisements. The password can be an ASCII string from 1 to 32 characters.
The password is case sensitive.

password �S�D�V�V�Z�R�U�G

(Optional) Specifies that the key generated from the password string is saved in the
VLAN database file. When the hidden keyword is not specified, the password string
is saved in clear text. When the hidden password is entered, you need to reenter the
password to issue a command in the domain. This keyword is supported only in VTP
Version 3.

hidden

(Optional) Allows the user to directly configure the password secret key (only VTP
Version 3).

secret

Enables VTP pruning on the device.pruning

Sets the VTP Version to Version 1, Version 2, or Version 3.version �Q�X�P�E�H�U

Command Default The default filename is �I�O�D�V�K���Y�O�D�Q���G�D�W.

The default mode is server mode and the default database is VLAN.

In VTP Version 3, for the MST database, the default mode is transparent.

No domain name or password is defined.

No password is configured.

Pruning is disabled.

The default version is Version 1.

Command Modes Global configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines When you save VTP mode, domain name, and VLAN configurations in the device startup configuration file
and reboot the device, the VTP and VLAN configurations are selected by these conditions:

�µIf the VTPmode is transparent in the startup configuration and the VLAN database and the VTP domain
name from the VLAN database matches that in the startup configuration file, the VLAN database is
ignored (cleared), and the VTP and VLAN configurations in the startup configuration file are used. The
VLAN database revision number remains unchanged in the VLAN database.
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�µIf the VTP mode or domain name in the startup configuration do not match the VLAN database, the
domain name and VTP mode and configuration for VLAN IDs 1 to 1005 use the VLAN database
information.

The vtp file �I�L�O�H�Q�D�P�Hcannot be used to load a new database; it renames only the file in which the existing
database is stored.

Follow these guidelines when configuring a VTP domain name:

�µThe device is in the no-management-domain state until you configure a domain name. While in the
no-management-domain state, the device does not send any VTP advertisements even if changes occur
to the local VLAN configuration. The device leaves the no-management-domain state after it receives
the first VTP summary packet on any port that is trunking or after you configure a domain name by
using the vtp domain command. If the device receives its domain from a summary packet, it resets its
configuration revision number to 0. After the device leaves the no-management-domain state, it cannot
be configured to reenter it until you clear the NVRAM and reload the software.

�µDomain names are case-sensitive.

�µAfter you configure a domain name, it cannot be removed. You can only reassign it to a different domain.

Follow these guidelines when setting VTP mode:

�µThe no vtp mode command returns the device to VTP server mode.

�µThe vtp mode server command is the same as no vtp mode except that it does not return an error if the
device is not in client or transparent mode.

�µIf the receiving device is in client mode, the client device changes its configuration to duplicate the
configuration of the server. If you have devices in client mode, be sure to make all VTP or VLAN
configuration changes on a device in server mode, as it has a higher VTP configuration revision number.
If the receiving device is in transparent mode, the device configuration is not changed.

�µA device in transparent mode does not participate in VTP. If you make VTP or VLAN configuration
changes on a device in transparent mode, the changes are not propagated to other devices in the network.

�µIf you change the VTP or VLAN configuration on a device that is in server mode, that change is
propagated to all the devices in the same VTP domain.

�µThe vtp mode transparent command disables VTP from the domain but does not remove the domain
from the device.

�µIn VTP Versions 1 and 2, the VTP mode must be transparent for VTP and VLAN information to be
saved in the running configuration file.

�µWith VTP Versions 1 and 2, you cannot change the VTP mode to client or server if extended-range
VLANs are configured on the switch. Changing the VTP mode is allowed with extended VLANs in
VTP Version 3.

�µThe VTP mode must be transparent for you to add extended-range VLANs or for VTP and VLAN
information to be saved in the running configuration file.

�µVTP can be set to either server or client mode only when dynamic VLAN creation is disabled.

�µThe vtp mode off command sets the device to off. The no vtp mode off command resets the device to
the VTP server mode.

Follow these guidelines when setting a VTP password:
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�µPasswords are case sensitive. Passwords should match on all devices in the same domain.

�µWhen you use the no vtp password form of the command, the device returns to the no-password state.

�µThe hidden and secret keywords are supported only in VTPVersion 3. If you convert fromVTPVersion
2 to VTP Version 3, you must remove the hidden or secret keyword before the conversion.

Follow these guidelines when setting VTP pruning:

�µVTP pruning removes information about each pruning-eligible VLAN from VTP updates if there are
no stations belonging to that VLAN.

�µIf you enable pruning on the VTP server, it is enabled for the entire management domain for VLAN IDs
1 to 1005.

�µOnly VLANs in the pruning-eligible list can be pruned.

�µPruning is supported with VTP Version 1 and Version 2.

Follow these guidelines when setting the VTP version:

�µToggling the Version 2 (v2) mode state modifies parameters of certain default VLANs.

�µEach VTP device automatically detects the capabilities of all the other VTP devices. To use Version 2,
all VTP devices in the network must support Version 2; otherwise, you must configure them to operate
in VTP Version 1 mode.

�µIf all devices in a domain are VTP Version 2-capable, you only need to configure Version 2 on one
device; the version number is then propagated to the other Version-2 capable devices in the VTP domain.

�µIf you are using VTP in a Token Ring environment, VTP Version 2 must be enabled.

�µIf you are configuring a Token Ring bridge relay function (TrBRF) or Token Ring concentrator relay
function (TrCRF) VLAN media type, you must use Version 2.

�µIf you are configuring a Token Ring or Token Ring-NET VLAN media type, you must use Version 1.

�µIn VTP Version 3, all database VTP information is propagated across the VTP domain, not only VLAN
database information.

�µTwo VTP Version 3 regions can only communicate over a VTP Version 1 or VTP Version 2 region in
transparent mode.

You cannot save password, pruning, and version configurations in the device configuration file.

This example shows how to rename the filename for VTP configuration storage to vtpfilename:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Y�W�S�I�L�O�H�Y�W�S�I�L�O�H�Q�D�P�H

This example shows how to clear the device storage filename:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Q�R�Y�W�S�I�L�O�H�Y�W�S�F�R�Q�I�L�J
�&�O�H�D�U�L�Q�J�G�H�Y�L�F�H�V�W�R�U�D�J�H�I�L�O�H�Q�D�P�H��

This example shows how to specify the name of the interface providing the VTP updater ID for this device:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Y�W�S�L�Q�W�H�U�I�D�F�H�J�L�J�D�E�L�W�H�W�K�H�U�Q�H�W

This example shows how to set the administrative domain for the device:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Y�W�S�G�R�P�D�L�Q�2�X�U�'�R�P�D�L�Q�1�D�P�H
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This example shows how to place the device in VTP transparent mode:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Y�W�S�P�R�G�H�W�U�D�Q�V�S�D�U�H�Q�W

This example shows how to configure the VTP domain password:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Y�W�S�S�D�V�V�Z�R�U�G�7�K�L�V�,�V�2�X�U�'�R�P�D�L�Q�V�3�D�V�V�Z�R�U�G

This example shows how to enable pruning in the VLAN database:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Y�W�S�S�U�X�Q�L�Q�J
�3�U�X�Q�L�Q�J�V�Z�L�W�F�K�H�G�2�1

This example shows how to enable Version 2 mode in the VLAN database:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Y�W�S�Y�H�U�V�L�R�Q��

You can verify your settings by entering the show vtp status privileged EXEC command.

vtp (interface configuration)
To enable the VLAN Trunking Protocol (VTP) on a per-port basis, use the vtp command in interface
configuration mode. To disable VTP on the interface, use the no form of this command.

vtp

no vtp

Syntax Description This command has no arguments or keywords.

Command Default None

Command Modes Interface configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Enter this command only on interfaces that are in trunking mode.

This command is supported only when the device is running VTP Version 3.

This example shows how to enable VTP on an interface:
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����Y�W�S

This example shows how to disable VTP on an interface:
�'�H�Y�L�F�H���F�R�Q�I�L�J���L�I�����Q�R�Y�W�S
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vtp primary
To configure a device as the VLAN Trunking Protocol (VTP) primary server, use the vtp primary command
in privileged EXEC mode.

vtp primary [mst| vlan] [force]

Syntax Description (Optional) Configures the device as the primary VTP server for the
multiple spanning tree (MST) feature.

mst

(Optional) Configures the device as the primary VTP server for VLANs.vlan

(Optional) Configures the device to not check for conflicting devices
when configuring the primary server.

force

Command Default The device is a VTP secondary server.

Command Modes Privileged EXEC

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines A VTP primary server updates the database information and sends updates that are honored by all devices in
the system. A VTP secondary server can only back up the updated VTP configurations received from the
primary server to NVRAM.

By default, all devices come up as secondary servers. Primary server status is needed only for database updates
when the administrator issues a takeover message in the domain. You can have a working VTP domain without
any primary servers.

Primary server status is lost if the device reloads or domain parameters change.

This command is supported only when the device is running VTP Version 3.Note

This example shows how to configure the device as the primary VTP server for VLANs:
�'�H�Y�L�F�H�� �Y�W�S�S�U�L�P�D�U�\�Y�O�D�Q
�6�H�W�W�L�Q�J�G�H�Y�L�F�H�W�R�9�7�3�7�5�$�1�6�3�$�5�(�1�7�P�R�G�H��

You can verify your settings by entering the show vtp status privileged EXEC command.
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wireless broadcast vlan
To enable broadcast support on a VLAN, use the wireless broadcast vlan command in global configuration
mode. To disable Ethernet broadcast support, use the no form of the command.

wireless broadcast vlan [�Y�O�D�Q���L�G]

no wireless broadcast vlan [�Y�O�D�Q���L�G]

Syntax Description (Optional) Specifies the VLAN ID to enable broadcast support to that VLAN. The
value ranges from 1 to 4095.

�Y�O�D�Q���L�G

Command Default None

Command Modes Global configuration mode

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Use this command in the global configuration mode only.

This example shows how to enable broadcasting on VLAN 20:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�L�U�H�O�H�V�V�E�U�R�D�G�F�D�V�W�Y�O�D�Q����
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C H A P T E R  19
WLAN Commands

�µ aaa-override, page 976

�µ accounting-list, page 977

�µ assisted-roaming, page 978

�µ band-select, page 979

�µ broadcast-ssid, page 980

�µ call-snoop, page 981

�µ channel-scan defer-priority, page 982

�µ channel-scan defer-time, page 983

�µ chd, page 984

�µ client association limit, page 985

�µ client vlan, page 986

�µ ccx aironet-iesupport, page 987

�µ datalink flow monitor, page 988

�µ device-classification, page 989

�µ default, page 990

�µ dtim dot11, page 992

�µ exclusionlist, page 993

�µ exit, page 994

�µ exit (WLAN AP Group), page 994

�µ ip access-group, page 995

�µ ip flow monitor, page 996

�µ ip verify source mac-check, page 997

�µ load-balance, page 998

�µ mobility anchor, page 999
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�µ nac, page 1000

�µ passive-client, page 1001

�µ peer-blocking, page 1002

�µ radio, page 1003

�µ radio-policy, page 1004

�µ roamed-voice-client re-anchor, page 1005

�µ security ft, page 1006

�µ security pmf, page 1007

�µ security web-auth, page 1008

�µ security wpa akm, page 1009

�µ service-policy (WLAN), page 1010

�µ session-timeout, page 1011

�µ show wlan, page 1012

�µ show wireless wlan summary, page 1014

�µ shutdown, page 1015

�µ sip-cac, page 1016

�µ static-ip tunneling, page 1017

�µ vlan, page 1018

�µ universal-admin, page 1018

�µ wgb non-cisco, page 1019

�µ wifidirect policy, page 1020

�µ wlan (AP Group Configuration), page 1021

�µ wlan, page 1022

�µ wlan shutdown, page 1023

�µ wmm, page 1023

aaa-override
To enable AAA override on the WLAN, use the aaa-override command. To disable AAA override, use the
no form of this command.

aaa-override

no aaa-override

Syntax Description This command has no keywords or arguments.
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Command Default AAA is disabled by default.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable AAA on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����D�D�D���R�Y�H�U�U�L�G�H
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to disable AAA on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�D�D�D���R�Y�H�U�U�L�G�H
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

Related Topics

wlan, on page 1022

accounting-list
To configure RADIUS accounting servers on a WLAN, use the accounting-list command. To disable
RADIUS server accounting, use the no form of this command.

accounting-list �U�D�G�L�X�V���V�H�U�Y�H�U���D�F�F�W

no accounting-list

Syntax Description Accounting RADIUS server name.�U�D�G�L�X�V���V�H�U�Y�H�U���D�F�F�W

Command Default RADIUS server accounting is disabled by default.
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Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to configure RADIUS server accounting on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����D�F�F�R�X�Q�W�L�Q�J���O�L�V�W�W�H�V�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to disable RADIUS server accounting on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�D�F�F�R�X�Q�W�L�Q�J���O�L�V�W�W�H�V�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

Related Topics

wlan, on page 1022

assisted-roaming
To configure assisted roaming using 802.11k on a WLAN, use the assisted-roaming command. To disable
assisted roaming, use the no form of this command.

assisted-roaming {dual-list| neighbor-list| prediction}

no assisted-roaming {dual-list| neighbor-list| prediction}

Syntax Description Configures a dual band 802.11k neighbor list for a WLAN. The default is the
band that the client is currently associated with.

dual-list

Configures an 802.11k neighbor list for a WLAN.neighbor-list

Configures assisted roaming optimization prediction for a WLAN.prediction
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Command Default Neighbor list and dual band support are enabled by default. The default is the band that the client is currently
associated with.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.3SE

Usage Guidelines When you enable the assisted roaming prediction list, a warning appears and load balancing is disabled for
the WLAN if load balancing is already enabled on the WLAN. To make changes to the WLAN, the WLAN
must be in disabled state.

Example

The following example shows how to configure a 802.11k neighbor list on a WLAN:
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����D�V�V�L�V�W�H�G���U�R�D�P�L�Q�J�Q�H�L�J�K�E�R�U���O�L�V�W
The following example shows the warning message when load balancing is enabled on a WLAN. Load
balancing must be disabled if it is already enabled when configuring assisted roaming:

�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�W�H�V�W���S�U�H�G�L�F�W�L�R�Q�� �W�H�V�W���S�U�H�G�L�F�W�L�R�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�O�L�H�Q�W�Y�O�D�Q����
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�H�F�X�U�L�W�\�Z�S�D
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����O�R�D�G���E�D�O�D�Q�F�H
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����D�V�V�L�V�W�H�G���U�R�D�P�L�Q�J�S�U�H�G�L�F�W�L�R�Q
�:�$�5�1�,�1�*���(�Q�D�E�O�L�Q�J�Q�H�L�J�K�E�R�U�O�L�V�W�S�U�H�G�L�F�W�L�R�Q�R�S�W�L�P�L�]�D�W�L�R�Q�P�D�\�V�O�R�Z�D�V�V�R�F�L�D�W�L�R�Q�D�Q�G�L�P�S�D�F�W
�9�2�,�&�(�F�O�L�H�Q�W�S�H�U�I�R�U�P��
�$�U�H�\�R�X�V�X�U�H�\�R�X�Z�D�Q�W�W�R�F�R�Q�W�L�Q�X�H�"���\���Q���>�\�@���\
�� �5�H�T�X�H�V�W�D�E�R�U�W�H�G�� �0�X�V�W�I�L�U�V�W�G�L�V�D�E�O�H�/�R�D�G�%�D�O�D�Q�F�L�Q�J�E�H�I�R�U�H�H�Q�D�E�O�L�Q�J�$�V�V�L�V�W�H�G�5�R�D�P�L�Q�J
�3�U�H�G�L�F�W�L�R�Q�2�S�W�L�P�L�]�D�W�L�R�Q�R�Q�W�K�L�V�:�/�$�1��

band-select
To configure band selection on a WLAN, use the band-select command. To disable band selection, use the
no form of this command.

band-select

no band-select

Syntax Description This command has no keywords or arguments.

Command Default Band selection is disabled by default.
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Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines When you enable band select on a WLAN, the access point suppresses client probes on 2.4GHz and moves
the dual band clients to the 5-GHz spectrum. The band-selection algorithm directs dual-band clients only from
the 2.4-GHz radio to the 5-GHz radio of the same access point, and it only runs on an access point when both
the 2.4-GHz and 5-GHz radios are up and running.

Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable band select on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����E�D�Q�G���V�H�O�H�F�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to disable band selection on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�E�D�Q�G���V�H�O�H�F�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

Related Topics

wlan, on page 1022

broadcast-ssid
To enable a Service Set Identifier (SSID) on a WLAN, use the broadcast-ssid command. To disable
broadcasting of SSID, use the no form of this command.

broadcast-ssid

no broadcast-ssid

Syntax Description This command has no keywords or arguments.

Command Default The SSIDs of WLANs are broadcasted by default.

Command Modes WLAN configuration
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable a broadcast SSID on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����E�U�R�D�G�F�D�V�W���V�V�L�G
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to disable a broadcast SSID on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�E�U�R�D�G�F�D�V�W���V�V�L�G
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

Related Topics

wlan, on page 1022

call-snoop
To enable Voice over IP (VoIP) snooping on a WLAN, use the call-snoop command. To disable Voice over
IP (VoIP), use the no form of this command.

call-snoop

no call-snoop

Syntax Description This command has no keywords or arguments.

Command Default VoIP snooping is disabled by default.

Command Modes WLN configuration

Usage Guidelines You must disable the WLAN before using this command. See the Related Commands section for more
information on how to disable a WLAN.
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines The WLAN on which call snooping is configured must be configured with Platinum QoS. You must disable
quality of service before using this command. See Related Commands section for more information on
configuring QoS service-policy.

This example shows how to enable VoIP on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�D�O�O���V�Q�R�R�S
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to disable VoIP on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�F�D�O�O���V�Q�R�R�S
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

Related Topics

service-policy (WLAN), on page 605

wlan, on page 1022

channel-scan defer-priority
To configure the device to defer priority markings for packets that can defer off-channel scanning, use the
channel-scan defer-priority command. To disable the device to defer priority markings for packets that can
defer off-channel scanning, use the no form of this command.

channel-scan defer-priority �S�U�L�R�U�L�W�\

no channel-scan defer-priority �S�U�L�R�U�L�W�\

Syntax Description Channel priority value. The range is 0 to 7. The default is 3.�S�U�L�R�U�L�W�\

Command Default Channel scan defer is enabled.

Command Modes WLAN configuration
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to enable channel scan defer priority on a WLAN and set it to a priority value 4:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�K�D�Q�Q�H�O���V�F�D�Q�G�H�I�H�U���S�U�L�R�U�L�W�\��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to disable channel scan defer priority on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�F�K�D�Q�Q�H�O���V�F�D�Q�G�H�I�H�U���S�U�L�R�U�L�W�\��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

channel-scan defer-time
To assign a channel scan defer time, use the channel-scan defer-time command. To disable the channel
scan defer time, use the no form of this command.

channel-scan defer-time �P�V�H�F�V

no channel-scan defer-time

Syntax Description Deferral time in milliseconds. The range is from 0 to 60000. The default is 100.�P�V�H�F�V

Command Default Channel-scan defer time is enabled.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines The time value in milliseconds should match the requirements of the equipment on the WLAN.
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This example shows how to enable a channel scan on the WLAN and set the scan deferral time to 300
milliseconds:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�K�D�Q�Q�H�O���V�F�D�Q�G�H�I�H�U���W�L�P�H������
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to disable channel scan defer time on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�F�K�D�Q�Q�H�O���V�F�D�Q�G�H�I�H�U���W�L�P�H
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

chd
To enable coverage hole detection on a WLAN, use the chd command. To disable coverage hole detection,
use the no form of this command.

chd

no chd

Syntax Description This command has no keywords or arguments.

Command Default Coverage hole detection is enabled.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to enable coverage hole detection on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�K�G
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to disable coverage hole detection on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�F�K�G
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G
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client association limit
To configure the maximum number of client connections, clients per access points, or clients per access point
radio on a WLAN, use the client association limit command. To disable clients association limit on the
WLAN, use the no form of this command.

client association limit {�D�V�V�R�F�L�D�W�L�R�Q���O�L�P�L�W| ap �D�S���O�L�P�L�W| radio �P�D�[���D�S���U�D�G�L�R���O�L�P�L�W}

no client association limit {�D�V�V�R�F�L�D�W�L�R�Q���O�L�P�L�W| ap �D�S���O�L�P�L�W| radio �P�D�[���D�S���U�D�G�L�R���O�L�P�L�W}

Syntax Description Number of client connections to be
accepted. The range is from 0 to
2000. A value of zero (0) indicates
no set limit.

�D�V�V�R�F�L�D�W�L�R�Q���O�L�P�L�W

Maximum number of clients per
access point.

ap

Configures the maximum number
of client connections to be accepted
per access point radio. The valid
range is from 0 to 400.

�D�S���O�L�P�L�W

Configures the maximum number
of clients per AP radio.

radio

Maximum number of client
connections to be accepted per
access point radio. The valid range
is from 0 - 200.

�P�D�[���D�S���U�D�G�L�R���O�L�P�L�W

Command Default The maximum number of client connections is set to 0 (no limit).

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

The command was modified. The ap and radio keywords were
added.

Cisco IOS XE 3.3SE
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Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to configure a client association limit on a WLAN and configure the client limit to
200:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�O�L�H�Q�W�D�V�V�R�F�L�D�W�L�R�Q�O�L�P�L�W������
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to disable a client association limit on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�F�O�L�H�Q�W�D�V�V�R�F�L�D�W�L�R�Q�O�L�P�L�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G
This example shows how to configure a client association limit per radio on aWLAN and configure the client
limit to 200:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�O�L�H�Q�W�D�V�V�R�F�L�D�W�L�R�Q�O�L�P�L�W�U�D�G�L�R������
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to configure a client association limit per AP on a WLAN and configure the client
limit to 300::
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�O�L�H�Q�W�D�V�V�R�F�L�D�W�L�R�Q�O�L�P�L�W�D�S������
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

Related Topics

wlan, on page 1022

client vlan
To configure a WLAN interface or an interface group, use the client vlan command. To disable the WLAN
interface, use the no form of this command.

client vlan �L�Q�W�H�U�I�D�F�H���L�G���Q�D�P�H���R�U���J�U�R�X�S���Q�D�P�H

no client vlan

Syntax Description Interface ID, name, or VLAN group name. The interface ID can
also be in digits too.

�L�Q�W�H�U�I�D�F�H���L�G���Q�D�P�H���R�U���J�U�R�X�S���Q�D�P�H
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Command Default The default interface is configured.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable a client VLAN on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�O�L�H�Q�W�Y�O�D�Q�F�O�L�H�Q�W���Y�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to disable a client VLAN on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�F�O�L�H�Q�W�Y�O�D�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

Related Topics

wlan, on page 1022

ccx aironet-iesupport
To enable Aironet Information Elements (IEs) for a WLAN, use the ccx aironet-iesupport command. To
disable Aironet Information Elements (IEs), use the no form of this command.

ccx aironet-iesupport

no ccx aironet-iesupport

Syntax Description This command has no keywords or arguments.

Command Default Aironet IE support is enabled.

Command Modes WLAN configuration
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable an Aironet IE for a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�F�[ �D�L�U�R�Q�H�W���L�H�V�X�S�S�R�U�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G
This example shows how to disable an Aironet IE on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�F�F�[ �D�L�U�R�Q�H�W���L�H�V�X�S�S�R�U�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

Related Topics

wlan, on page 1022

datalink flow monitor
To enable NetFlow monitoring in a WLAN, use the datalink flow monitor command. To disable NetFlow
monitoring, use the no form of this command.

datalink flow monitor �G�D�W�D�O�L�Q�N���P�R�Q�L�W�R�U���Q�D�P�H{input| output}

no datalink flow monitor �G�D�W�D�O�L�Q�N���P�R�Q�L�W�R�U���Q�D�P�H{input| output}

Syntax Description Flow monitor name. The datalink monitor name can have up to 31
characters.

�G�D�W�D�O�L�Q�N���P�R�Q�L�W�R�U���Q�D�P�H

Specifies the NetFlow monitor for ingress traffic.input

Specifies the NetFlow monitor for egress traffic.output

Command Default None.

Command Modes WLAN configuration
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable NetFlow monitoring on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����G�D�W�D�O�L�Q�N�I�O�R�Z�P�R�Q�L�W�R�U�W�H�V�W�R�X�W�S�X�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

This example shows how to disable NetFlow monitoring on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�G�D�W�D�O�L�Q�N�I�O�R�Z�P�R�Q�L�W�R�U�W�H�V�W�R�X�W�S�X�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

Related Topics

wlan, on page 1022

device-classification
To enable client device classification in aWLAN, use the device-classification command. To disable device
classification, use the no form of this command.

device-classification

no device-classification

Syntax Description Enables/Disables Client Device Classification.device-classification

Command Default None.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE
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�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����G�H�Y�L�F�H���F�O�D�V�V�L�I�L�F�D�W�L�R�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

default
To set the parameters to their default values, use the default command.

default {aaa-override| accounting-list| band-select| broadcast-ssid| call-snoop| ccx| channel-scan|
parameters| chd| client| datalink| diag-channel| dtim| exclusionlist| ip| ipv6| load-balance| local-auth|
mac-filtering| media-stream| mfp| mobility| nac| passive-client| peer-blocking| radio| roamed-voice-client|
security| service-policy| session-timeout| shutdown| sip-cac| static-ip| uapsd| wgb| wmm}

Syntax Description Sets the AAA override parameter to its default value.aaa-override

Sets the accounting parameter and its attributes to their default values.accounting-list

Sets the band selection parameter to its default values.band-select

Sets the broadcast Service Set Identifier (SSID) parameter to its default
value.

broadcast-ssid

Sets the call snoop parameter to its default value.call-snoop

Sets the Cisco client extension (Cisco Aironet IE) parameters and
attributes to their default values.

ccx

Sets the channel scan parameters and attributes to their default values.channel-scan

Sets the coverage hold detection parameter to its default value.chd

Sets the client parameters and attributes to their default values.client

Sets the datalink parameters and attributes to their default values.datalink

Sets the diagnostic channel parameters and attributes to their default
values.

diag-channel

Sets the Delivery Traffic Indicator Message (DTIM) parameter to its
default value.

dtim

Sets the client exclusion timeout parameter to its default value.exclusionlist

Sets the IP parameters to their default values.ip

Sets the IPv6 parameters and attributes to their default values.ipv6
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Sets the load-balancing parameter to its default value.load-balance

Sets the Extensible Authentication Protocol (EAP) profile parameters
and attributes to their default values.

local-auth

Sets the MAC filtering parameters and attributes to their default values.mac-filtering

Sets the media stream parameters and attributes to their default values.media-stream

Sets theManagement Frame Protection (MPF) parameters and attributes
to their default values.

mfp

Sets the mobility parameters and attributes to their default values.mobility

Sets the RADIUS Network Admission Control (NAC) parameter to its
default value.

nac

Sets the passive client parameter to its default value.passive-client

Sets the peer to peer blocking parameters and attributes to their default
values.

peer-blocking

Sets the radio policy parameters and attributes to their default values.radio

Sets the roamed voice client parameters and attributes to their default
values.

roamed-voice-client

Sets the security policy parameters and attributes to their default values.security

Sets theWLANquality of service (QoS) policy parameters and attributes
to their default values.

service-policy

Sets the client session timeout parameter to its default value.session-timeout

Sets the shutdown parameter to its default value.shutdown

Sets the Session Initiation Protocol (SIP) Call Admission Control (CAC)
parameters and attributes to their default values.

sip-cac

Sets the static IP client tunneling parameters and their attributes to their
default values.

static-ip

Sets the Wi-Fi Multimedia (WMM) Unscheduled Automatic Power
SaveDelivery (UAPSD) parameters and attributes to their default values.

uapsd

Sets the Workgroup Bridges (WGB) parameter to its default value.wgb

Sets the WMM parameters and attributes to their default values.wmm
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Command Default None.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to set the Cisco Client Extension parameter to its default value:
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����G�H�I�D�X�O�W�F�F�[ �D�L�U�R�Q�H�W���L�H�V�X�S�S�R�U�W

Related Topics

wlan, on page 1022

dtim dot11
To configure the Delivery Traffic Indicator Message (DTIM) period for a WLAN, use the dtim dot11
command. To disable DTIM, use the no form of this command.

dtim dot11 {5ghz| 24ghz} �G�W�L�P���S�H�U�L�R�G

no dtim dot11 {5ghz| 24ghz} �G�W�L�P���S�H�U�L�R�G

Syntax Description Configures the DTIM period on the 5-GHz band.5ghz

Configures the DTIM period on the 2.4-GHz band.24ghz

Value for the DTIM period. The range is from 1 to 255.�G�W�L�P���S�H�U�L�R�G

Command Default The DTIM period is set to 1.

Command Modes WLAN configuration
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable the DTIM period on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����G�W�L�P�G�R�W���������J�K�] ��

This example shows how to disable the DTIM period on a WLAN on the 2.4-GHz band:

�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�G�W�L�P�G�R�W���������J�K�] ��

Related Topics

wlan, on page 1022

exclusionlist
To configure an exclusion list on a wireless LAN, use the exclusionlist command. To disable an exclusion
list, use the no form of this command.

exclusionlist [timeout �V�H�F�R�Q�G�V]

no exclusionlist [timeout]

Syntax Description (Optional) Specifies an exclusion list timeout in seconds. The range is from 0
to 2147483647. A value of zero (0) specifies no timeout.

timeout �V�H�F�R�Q�G�V

Command Default The exclusion list is set to 60 seconds.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE
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Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to configure a client exclusion list for a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�[�F�O�X�V�L�R�Q�O�L�V�W�W�L�P�H�R�X�W������

This example shows how to disable a client exclusion list on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�H�[�F�O�X�V�L�R�Q�O�L�V�W�W�L�P�H�R�X�W������

exit
To exit the WLAN configuration submode, use the exit command.

exit

Syntax Description This command has no keywords or arguments.

Command Default None

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to exit the WLAN configuration submode:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�[�L�W
�'�H�Y�L�F�H���F�R�Q�I�L�J����

exit (WLAN AP Group)
To exit the WLAN access point group submode, use the exit command.

exit
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Syntax Description This command has no keywords or arguments.

Command Default None

Command Modes WLAN AP Group configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to exit the WLAN AP group submode:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�J�U�R�X�S�W�H�V�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���D�S�J�U�R�X�S�����H�[�L�W

ip access-group
To configure WLAN access control group (ACL), use the ip access-group command. To remove a WLAN
ACL group, use the no form of the command.

ip access-group [web] �D�F�O���Q�D�P�H

no ip access-group [web]

Syntax Description (Optional) Configures the IPv4 web ACL.web

Specify the preauth ACL used for the WLAN with the security type value as
webauth.

�D�F�O���Q�D�P�H

Command Default None

Command Modes WLAN configuration

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to configure a WLAN ACL:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����L�S�D�F�F�H�V�V���J�U�R�X�S�W�H�V�W���D�F�O

This example shows how to configure an IPv4 WLAN web ACL:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����L�S�D�F�F�H�V�V���J�U�R�X�S�Z�H�E�W�H�V�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q����

Related Topics

wlan, on page 1022

ip flow monitor
To configure IP NetFlowmonitoring, use the ip flow monitor command. To remove IP NetFlowmonitoring,
use the no form of this command.

ip flow monitor �L�S���P�R�Q�L�W�R�U���Q�D�P�H{input| output}

no ip flow monitor �L�S���P�R�Q�L�W�R�U���Q�D�P�H{input| output}

Syntax Description Flow monitor name.�L�S���P�R�Q�L�W�R�U���Q�D�P�H

Enables a flow monitor for ingress traffic.input

Enables a flow monitor for egress traffic.output

Command Default None

Command Modes WLAN configuration

Usage Guidelines You must disable the WLAN before using this command.
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to configure an IP flow monitor for the ingress traffic:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����L�S�I�O�R�Z�P�R�Q�L�W�R�U�W�H�V�W�L�Q�S�X�W

This example shows how to disable an IP flow monitor:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�L�S�I�O�R�Z�P�R�Q�L�W�R�U�W�H�V�W�L�Q�S�X�W

ip verify source mac-check
To enable IPv4 Source Guard (IPSG) on aWLAN, use the ip verify source mac-check command. To disable
IPSG, use the no form of this command.

ip verify source mac-check

no ip verify source mac-check

Syntax Description This command has no keywords or arguments.

Command Default IPSG is disabled.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Use this feature to restrict traffic from a host to a specific interface that is based on the host's IP address. The
feature can also be configured to bind the source MAC and IP of a host so that IP spoofing is prevented.

Use this feature to bind the IP and MAC address of a wireless host that is based on information received from
DHCP snooping, ARP, and Dataglean. Dataglean is the process of extracting location information such as
host hardware address, ports that lead to the host, and so on from DHCP messages as they are forwarded by
the DHCP relay agent. If a wireless host tries to send traffic with IP address and MAC address combination
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that has not been learned by the device, this traffic is dropped in the hardware. IPSG is not supported on DHCP
packets. IPSG is not supported for foreign clients in a foreign device.

You must disable the WLAN before using this command.

This example shows how to enable IPSG:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����L�S�Y�H�U�L�I�\�V�R�X�U�F�H�P�D�F���F�K�H�F�N

This example shows how to disable IPSG:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�L�S�Y�H�U�L�I�\�V�R�X�U�F�H�P�D�F���F�K�H�F�N

load-balance
To enable load balancing on a WLAN, use the load-balance command. To disable load balancing, use the
no form of this command.

load-balance

no load-balance

Syntax Description This command has no keywords or arguments.

Command Default Load balancing is disabled by default.

Command Modes WLAN configuration

Command History ModificationRelease

The command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable load balancing on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����O�R�D�G���E�D�O�D�Q�F�H
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Q�R�V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G
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This example shows how to disable load balancing on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�O�R�D�G���E�D�O�D�Q�F�H
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Q�R�V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G

Related Topics

wlan, on page 1022

mobility anchor
To configure mobility sticky anchoring, use the mobility anchor sticky command. To disable the sticky
anchoring, use the no form of the command.

To configure guest anchoring, use the mobility anchor �L�S���D�G�G�U�H�V�Vcommand.

To delete the guest anchor, use the no form of the command.

To configure the device as an auto-anchor, use the mobility anchor command.

mobility anchor {�L�S���D�G�G�U�H�V�V| sticky}

no mobility anchor {�L�S���D�G�G�U�H�V�V| sticky}

Syntax Description The client is anchored to the first switch that it associates.
This command is by default enabled and ensures low roaming latency. This
ensures that the point of presence for the client does not change when the client
joins the mobility domain and roams within the domain.

Note
sticky

Configures the IP address for the guest anchor device to this WLAN.�L�S���D�G�G�U�H�V�V

Command Default Sticky configuration is enabled by default.

Command Modes WLAN Configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

The auto-anchor configuration required the device IP address to be entered
prior to the Cisco IOS XE 3.3SE release; with this release, if no IP address
is given, the device itself becomes an anchor; you do not have to explicitly
specify the IP address.

Cisco IOS XE 3.3SE

Command Reference, Cisco IOS XE Denali 16.1.x (Catalyst 3850 Switches)    
999

mobility anchor



Usage Guidelines
�µThe wlan_id or guest_lan_id must exist and be disabled.

�µAuto-anchor mobility is enabled for theWLAN or wired guest LANwhen you configure the first mobility
anchor.

�µDeleting the last anchor disables the auto-anchor mobility feature and resumes normal mobility for new
associations.

�µMobility uses the following ports, that are allowed through the firewall:

�×16666

�×16667

�×16668

This example shows how to enable the sticky mobility anchor:
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����P�R�E�L�O�L�W�\�D�Q�F�K�R�U�V�W�L�F�N�\

This example shows how to configure guest anchoring:
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����P�R�E�L�O�L�W�\�D�Q�F�K�R�U������������������������������

This example shows how to configure the device as an auto-anchor:
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����P�R�E�L�O�L�W�\�D�Q�F�K�R�U

nac
To enable RADIUS Network Admission Control (NAC) support for a WLAN, use the nac command. To
disable NAC out-of-band support, use the no form of this command.

nac

no nac

Syntax Description This command has no keywords or arguments.

Command Default NAC is disabled.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You should enable AAA override before you enable the RADIUS NAC state.
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This example shows how to configure RADIUS NAC on the WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����D�D�D���R�Y�H�U�U�L�G�H
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�D�F

This example shows how to disable RADIUS NAC on the WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�Q�D�F
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�D�D�D���R�Y�H�U�U�L�G�H

Related Topics

aaa-override, on page 976

passive-client
To enable the passive client feature on a WLAN, use the passive-client command. To disable the passive
client feature, use the no form of this command.

passive-client

no passive-client

Syntax Description This command has no keywords or arguments.

Command Default Passive client feature is disabled.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust enable the global multicast mode and multicast-multicast mode before entering this command. Both
multicast-multicast mode and multicast unicast modes are supported. The multicast-multicast mode is
recommended.

Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This show how to enable the passive client feature on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�L�U�H�O�H�V�V�P�X�O�W�L�F�D�V�W
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�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�W�H�V�W���Z�O�D�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����S�D�V�V�L�Y�H���F�O�L�H�Q�W
This example shows how to disable the passive client feature on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�L�U�H�O�H�V�V�P�X�O�W�L�F�D�V�W
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�W�H�V�W���Z�O�D�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�S�D�V�V�L�Y�H���F�O�L�H�Q�W

Related Topics

wlan, on page 1022

peer-blocking
To configure peer-to-peer blocking on a WLAN, use the peer-blocking command. To disable peer-to-peer
blocking, use the no form of this command.

peer-blocking {drop| forward-upstream}

no peer-blocking

Syntax Description Specifies the device to discard the packets.drop

Specifies the packets to be forwarded on the upstreamVLAN. The device next
in the hierarchy to the device decides what action to take regarding the packets.

forward-upstream

Command Default Peer blocking is disabled.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable the drop and forward-upstream options for peer-to-peer blocking:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����S�H�H�U���E�O�R�F�N�L�Q�J�G�U�R�S
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����S�H�H�U���E�O�R�F�N�L�Q�J�I�R�U�Z�D�U�G���X�S�V�W�U�H�D�P
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This example shows how to disable the drop and forward-upstream options for peer-to-peer blocking:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�S�H�H�U���E�O�R�F�N�L�Q�J�G�U�R�S
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�S�H�H�U���E�O�R�F�N�L�Q�J�I�R�U�Z�D�U�G���X�S�V�W�U�H�D�P

Related Topics

wlan, on page 1022

radio
To enable the Cisco radio policy on a WLAN, use the radio command. To disable the Cisco radio policy
on a WLAN, use the no form of this command.

radio {all| dot11a| dot11ag| dot11bg| dot11g}

no radio

Syntax Description Configures the WLAN on all radio bands.all

Configures the WLAN on only 802.11a radio bands.dot11a

Configures the WLAN on 802.11a/g radio bands.dot11ag

Configures the wireless LAN on only 802.11b/g radio bands (only 802.11b
if 802.11g is disabled).

dot11bg

Configures the wireless LAN on 802.11g radio bands only.dot11g

Command Default Radio policy is enabled on all bands.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to configure the WLAN on all radio bands:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
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�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����U�D�G�L�R�D�O�O

This example shows how to disable all radio bands on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�U�D�G�L�R�D�O�O

Related Topics

wlan, on page 1022

radio-policy
To configure the radio policy on a WLAN access point group, use the radio-policy command. To disable
the radio policy on the WLAN, use the no form of this command.

radio-policy {all| dot11a| dot11bg| dot11g}

no radio{all| dot11a| dot11bg| dot11g}

Syntax Description Configures the wireless LAN on all radio bands.all

Configures the wireless LAN on only 802.11a radio bands.dot11a

Configures the wireless LAN on only 802.11b/g (only 802.11b if 802.11g is
disabled) radio bands.

dot11bg

Configures the wireless LAN on only 802.11g radio bands.dot11g

Command Default Radio policy is enabled on all the bands.

Command Modes WLAN AP Group configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines The WLAN must be restarted for the changes to take effect. See Related Commands section for more
information on how to shutdown a WLAN.

This example shows how to enable the radio policy on the 802.11b band for an AP group:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�J�U�R�X�S�W�H�V�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���D�S�J�U�R�X�S�����Z�O�D�Q�W�H�V�W���Z�O�D�Q
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�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q���D�S�J�U�R�X�S�����U�D�G�L�R���S�R�O�L�F�\�G�R�W�����E

This example shows how to disable the radio policy on the 802.11b band of an AP group:
�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�J�U�R�X�S�W�H�V�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���D�S�J�U�R�X�S�����Z�O�D�Q�W�H�V�W���Z�O�D�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q���D�S�J�U�R�X�S�����Q�R�U�D�G�L�R���S�R�O�L�F�\�G�R�W�����E�J

Related Topics

wlan, on page 1022

wlan shutdown, on page 1023

roamed-voice-client re-anchor
To enable the roamed-voice-client re-anchor feature, use the roamed-voice-client re-anchor command. To
disable the roamed-voice-client re-anchor feature, use the no form of this command.

roamed-voice-client re-anchor

no roamed-voice-client re-anchor

Syntax Description This command has no keywords or arguments.

Command Default Roamed voice client reanchor feature is disabled.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable the roamed voice client re-anchor feature:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����U�R�D�P�H�G���Y�R�L�F�H���F�O�L�H�Q�W�U�H���D�Q�F�K�R�U

This example shows how to disable the roamed voice client re-anchor feature:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�U�R�D�P�H�G���Y�R�L�F�H���F�O�L�H�Q�W�U�H���D�Q�F�K�R�U
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Related Topics

wlan, on page 1022

security ft
To configure 802.11r fast transition parameters, use the security ft command. To configure fast transition
over the air, use the no security ft over-the-ds command.

security ft [over-the-ds| reassociation-timeout �W�L�P�H�R�X�W���M�Q���V�H�F�R�Q�G�V]

no security ft [over-the-ds| reassociation-timeout]

Syntax Description (Optional) Specifies that the 802.11r fast transition occurs over a distributed
system. The no form of the commandwith this parameter configures security
ft over the air.

over-the-ds

(Optional) Configures the reassociation timeout interval.reassociation-timeout

(Optional) Specifies the reassociation timeout interval in seconds. The valid
range is between 1 to 100. The default value is 20.

�W�L�P�H�R�X�W���L�Q���V�H�F�R�Q�G�V

Command Default The feature is disabled.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.3SE

Usage Guidelines None

WLAN Security must be enabled.

Example

The following example configures security FT configuration for an open WLAN:

�'�H�Y�L�F�H�� �Z�O�D�Q�W�H�V�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�O�L�H�Q�W�Y�O�D�Q��������
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�P�R�E�L�O�L�W�\�D�Q�F�K�R�U�V�W�L�F�N�\
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�H�F�X�U�L�W�\�Z�S�D
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�H�F�X�U�L�W�\�Z�S�D�D�N�P�G�R�W���[
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�H�F�X�U�L�W�\�Z�S�D�Z�S�D��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�H�F�X�U�L�W�\�Z�S�D�Z�S�D���F�L�S�K�H�U�V�D�H�V
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�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�F�X�U�L�W�\�I�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�K�X�W�G�R�Z�Q
The following example shows a sample security FT on a WPA-enabled WLAN:

�'�H�Y�L�F�H�� �Z�O�D�Q�W�H�V�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����F�O�L�H�Q�W�Y�O�D�Q��������
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�H�F�X�U�L�W�\�Z�S�D�D�N�P�G�R�W���[
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�F�X�U�L�W�\�Z�S�D�D�N�P�I�W�S�V�N
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�F�X�U�L�W�\�Z�S�D�D�N�P�S�V�N�V�H�W���N�H�\�D�V�F�L�L�� �W�H�V�W���W�H�V�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�F�X�U�L�W�\�I�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�K�X�W�G�R�Z�Q

security pmf
To configure 802.11w Management Frame Protection (PMF) on a WLAN, use the security pmf command.
To disable management frame protection, use the no form of the command.

security pmf {association-comeback �D�V�V�R�F�L�D�W�L�R�Q���F�R�P�H�E�D�F�N���W�L�P�H���V�H�F�R�Q�G�V| mandatory| optional|
saquery-retry-time �V�D�T�X�H�U�\���U�H�W�U�\���W�L�P�H���P�L�O�O�L�V�H�F�R�Q�G�V}

no security pmf [association-comeback �D�V�V�R�F�L�D�W�L�R�Q���F�R�P�H�E�D�F�N���W�L�P�H���V�H�F�R�Q�G�V| mandatory| optional|
saquery-retry-time �V�D�T�X�H�U�\���U�H�W�U�\���W�L�P�H���P�L�O�O�L�V�H�F�R�Q�G�V]

Syntax Description Configures the 802.11w association comeback time.association-comeback

Association comeback interval in seconds. Time interval that an
associated client must wait before the association is tried again
after it is denied with a status code 30. The status code 30
message is "Association request rejected temporarily; Try again
later.�°

The range is from 1 through 20 seconds.

�D�V�V�R�F�L�D�W�L�R�Q���F�R�P�H�E�D�F�N���W�L�P�H���V�H�F�R�Q�G�V

Specifies that clients are required to negotiate 802.1w PMF
protection on the WLAN.

mandatory

Specifies that the WLAN does not mandate 802.11w support on
clients. Clients with no 802.11w capability can also join.

optional

Time interval identified before which the SA query response is
expected. If the device does not get a response, another SA query
is tried.

saquery-retry-time

The saquery retry time in milliseconds. The range is from 100
to 500 ms. The value must be specified in multiples of 100
milliseconds.

�V�D�T�X�H�U�\���U�H�W�U�\���W�L�P�H���P�L�O�O�L�V�H�F�R�Q�G�V

Command Default PMF is disabled.
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Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.3SE

Usage Guidelines You must have WPA (Wi-Fi Protected Access) and AKM (Authentication Key Management) configured to
use this feature. See Related Command section for more information on configuring the security parameters.

802.11w introduces an Integrity Group Temporal Key (IGTK) that is used to protect broadcast or multicast
robust management frames. IGTK is a random value, assigned by the authenticator station (device) used to
protect MAC management protocol data units (MMPDUs) from the source STA. The 802.11w IGTK key is
derived using the four-way handshake and is used only on WLANs that are configured with WPA2 security
at Layer 2.

This example shows how to enable the association comeback value at 15 seconds.
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�F�X�U�L�W�\�S�P�I�D�V�V�R�F�L�D�W�L�R�Q���F�R�P�H�E�D�F�N����
This example shows how to configure mandatory 802.11w MPF protection for clients on a WLAN:
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�F�X�U�L�W�\�S�P�I�P�D�Q�G�D�W�R�U�\
This example shows how to configure optional 802.11w MPF protection for clients on a WLAN:
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�F�X�U�L�W�\�S�P�I�R�S�W�L�R�Q�D�O
This example shows how to configure the saquery parameter:
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�F�X�U�L�W�\�S�P�I�V�D�T�X�H�U�\���U�H�W�U�\���W�L�P�H������
This example shows how to disable the PMF feature:
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�H�F�X�U�L�W�\�S�P�I

Related Topics

security wpa akm, on page 1009

security web-auth
To change the status of web authentication used on a WLAN, use the security web-auth command. To
disable web authentication on a WLAN, use the no form of the command.

security web-auth [authentication-list �D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�L�V�W���Q�D�P�H| on-macfilter-failure| parameter-map
�S�D�U�D�P�H�W�H�U���P�D�S���Q�D�P�H]

no security web-auth [authentication-list [authentication-list-name]| on-macfilter-failure| parameter-map
[parameter-name]]

Syntax Description Sets the authentication list for IEEE 802.1x.authentication-list �D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�L�V�W���Q�D�P�H

Enables web authentication on MAC failure.on-macfilter-failure
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Configures the parameter map.parameter-map �S�D�U�D�P�H�W�H�U���P�D�S���Q�D�P�H

Command Default Web authentication is disabled.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Examples

The following example shows how to configure the authentication-list web authentication on a WLAN:
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�F�X�U�L�W�\�Z�H�E���D�X�W�K�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�L�V�W�W�H�V�W

security wpa akm
To configure authentication key management using Cisco Centralized Key Management (CCKM), use the
security wpa akm command. To disable the authentication key management for Cisco Centralized Key
Management, use the no form of the command.

security wpa [akm {cckm| dot1x| ft| pmf| psk}| wpa1 [ciphers {aes| tkip}]| wpa2 [ciphers {aes| tikp}]]

no security wpa [akm {cckm| dot1x| ft| pmf| psk}|wpa1 [ciphers {aes| tkip}]|wpa2 [ciphers {aes| tikp}]]

Syntax Description Configures the Authentication Key
Management (AKM) parameters.

akm

Configures AES (Advanced
Encryption Standard) encryption
support.

aes

Configures Cisco Centralized Key
Management support.

cckm

Configures WPA ciphers.ciphers

Configures 802.1x support.dot1x

Configures fast transition using
802.11r.

ft
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Configures 802.11w management
frame protection.

pmf

Configures 802.11r fast transition
pre-shared key (PSK) support.

psk

Configures Temporal Key Integrity
Protocol (TKIP) encryption
support.

tkip

ConfiguresWi-Fi Protected Access
2 ( WPA2) support.

wpa2

Command Default By default Wi-Fi Protected Access2, 802.1x are enabled. WPA2, PSK, CCKM, FT dot1x, FT PSK, PMF
dot1x, PMF PSK, FT Support are disabled. The FT Reassociation timeout is set to 20 seconds, PMF SAQuery
time is set to 200.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.3SE

Example

The following example shows how to configure CCKM on the WLAN.
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�F�X�U�L�W�\�Z�S�D�D�N�P�F�F�N�P

service-policy (WLAN)
To configure theWLAN quality of service (QoS) service policy, use the service-policy command. To disable
a QoS policy on a WLAN, use the no form of this command.

service-policy [client] {input| output} �S�R�O�L�F�\���Q�D�P�H

no service-policy [client] {input| output} �S�R�O�L�F�\���Q�D�P�H

Syntax Description (Optional) Assigns a policy map to all clients in the WLAN.client

Assigns an input policy map.input

Assigns an output policy map.output
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The policy name.�S�R�O�L�F�\���Q�D�P�H

Command Default No policies are assigned and the state assigned to the policy is None.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to configure the input QoS service policy on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�U�Y�L�F�H���S�R�O�L�F�\�L�Q�S�X�W�S�R�O�L�F�\���W�H�V�W

This example shows how to disable the input QoS service policy on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�H�U�Y�L�F�H���S�R�O�L�F�\�L�Q�S�X�W�S�R�O�L�F�\���W�H�V�W
This example shows how to configure the output QoS service policy on a WLAN to platinum (precious metal
policy):
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�U�Y�L�F�H���S�R�O�L�F�\�R�X�W�S�X�W�S�O�D�W�L�Q�X�P

Related Topics

wlan, on page 1022

wlan, on page 1022

session-timeout
To configure session timeout for clients associated to a WLAN, use the session-timeout command. To
disable a session timeout for clients that are associated to a WLAN, use the no form of this command.

session-timeout seconds

no session-timeout
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Syntax Description Timeout or session duration in seconds. A value of zero (0) is equivalent to no
timeout. The range is from 300 to 86400.

�V�H�F�R�Q�G�V

Command Default The client timeout is set to 1800 seconds for WLANs that are configured with dot1x security. The client
timeout is set to 0 for open WLANs.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to configure a session timeout to 300 seconds:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�H�V�V�L�R�Q���W�L�P�H�R�X�W������

This example shows how to disable a session timeout:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�H�V�V�L�R�Q���W�L�P�H�R�X�W

show wlan
To view WLAN parameters, use the show wlan command.

show wlan {all | id �Z�O�D�Q���L�G| name �Z�O�D�Q���Q�D�P�H| summary}

Syntax Description Displays a summary of parameters of all configured WLANs.
The list is ordered by the ascending order of the WLAN IDs.

all

Specifies the wireless LAN identifier. The range is from 1 to
512.

id �Z�O�D�Q���L�G

Specifies the WLAN profile name. The name is from 1 to 32
characters.

name �Z�O�D�Q���Q�D�P�H

Displays a summary of the parameters configured on a WLAN.summary
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Command Default None

Command Modes Global configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to display a summary of the WLANs configured on the device:
�'�H�Y�L�F�H�� �V�K�R�Z�Z�O�D�Q�V�X�P�P�D�U�\
�1�X�P�E�H�U�R�I �:�/�$�1�V�� ��

�:�/�$�1 �3�U�R�I�L�O�H�1�D�P�H �6�6�,�' �9�/�$�1�6�W�D�W�X�V
����������������������������������������������������������������������������������������������������������������������������������������������������������������
���� �W�H�V�W���Z�O�D�Q �W�H�V�W���Z�O�D�Q���V�V�L�G �� �8�3

This example shows how to display a summary of parameters configured on a particular WLAN:
�'�H�Y�L�F�H�� �V�K�R�Z�Z�O�D�Q�Q�D�P�H�W�H�V�W���Z�O�D�Q
�:�/�$�1 �,�G�H�Q�W�L�I�L�H�U �� ����
�3�U�R�I�L�O�H�1�D�P�H �� �W�H�V�W���Z�O�D�Q
�1�H�W�Z�R�U�N�1�D�P�H���6�6�,�'�� �� �W�H�V�W���Z�O�D�Q���V�V�L�G
�6�W�D�W�X�V �� �(�Q�D�E�O�H�G
�%�U�R�D�G�F�D�V�W�6�6�,�' �� �(�Q�D�E�O�H�G
�0�D�[�L�P�X�P�Q�X�P�E�H�U�R�I �$�V�V�R�F�L�D�W�H�G�&�O�L�H�Q�W�V �� ��
�$�$�$�3�R�O�L�F�\�2�Y�H�U�U�L�G�H �� �'�L�V�D�E�O�H�G
�1�H�W�Z�R�U�N�$�G�P�L�V�V�L�R�Q�&�R�Q�W�U�R�O

�1�$�&���6�W�D�W�H �� �'�L�V�D�E�O�H�G
�1�X�P�E�H�U�R�I �$�F�W�L�Y�H�&�O�L�H�Q�W�V �� ��
�(�[�F�O�X�V�L�R�Q�O�L�V�W�7�L�P�H�R�X�W �� ����
�6�H�V�V�L�R�Q�7�L�P�H�R�X�W �� �������� �V�H�F�R�Q�G�V
�&�+�' �S�H�U�:�/�$�1 �� �(�Q�D�E�O�H�G
�:�H�E�D�X�W�K�'�+�&�3�H�[�F�O�X�V�L�R�Q �� �'�L�V�D�E�O�H�G
�,�Q�W�H�U�I�D�F�H �� �G�H�I�D�X�O�W
�,�Q�W�H�U�I�D�F�H�6�W�D�W�X�V �� �8�S
�0�X�O�W�L�F�D�V�W�,�Q�W�H�U�I�D�F�H �� �W�H�V�W
�:�/�$�1 �,�3�Y�� �$�&�/ �� �W�H�V�W
�:�/�$�1 �,�3�Y�� �$�&�/ �� �X�Q�F�R�Q�I�L�J�X�U�H�G
�'�+�&�3�6�H�U�Y�H�U �� �'�H�I�D�X�O�W
�'�+�&�3�$�G�G�U�H�V�V�$�V�V�L�J�Q�P�H�Q�W�5�H�T�X�L�U�H�G �� �'�L�V�D�E�O�H�G
�'�+�&�3�2�S�W�L�R�Q���� �� �'�L�V�D�E�O�H�G
�'�+�&�3�2�S�W�L�R�Q���� �)�R�U�P�D�W �� �D�S���P�D�F
�'�+�&�3�2�S�W�L�R�Q���� �$�V�F�L�L�0�R�G�H �� �'�L�V�D�E�O�H�G
�'�+�&�3�2�S�W�L�R�Q���� �5�L�G�0�R�G�H �� �'�L�V�D�E�O�H�G
�4�R�6�6�H�U�Y�L�F�H�3�R�O�L�F�\�� �,�Q�S�X�W

�3�R�O�L�F�\�1�D�P�H �� �X�Q�N�Q�R�Z�Q
�3�R�O�L�F�\�6�W�D�W�H �� �1�R�Q�H

�4�R�6�6�H�U�Y�L�F�H�3�R�O�L�F�\�� �2�X�W�S�X�W
�3�R�O�L�F�\�1�D�P�H �� �X�Q�N�Q�R�Z�Q
�3�R�O�L�F�\�6�W�D�W�H �� �1�R�Q�H

�4�R�6�&�O�L�H�Q�W�6�H�U�Y�L�F�H�3�R�O�L�F�\
�,�Q�S�X�W�3�R�O�L�F�\�1�D�P�H �� �X�Q�N�Q�R�Z�Q
�2�X�W�S�X�W�3�R�O�L�F�\�1�D�P�H �� �X�Q�N�Q�R�Z�Q

�:�L�I�L�'�L�U�H�F�W �� �'�L�V�D�E�O�H�G
�:�0�0 �� �'�L�V�D�E�O�H�G
�&�K�D�Q�Q�H�O�6�F�D�Q�'�H�I�H�U�3�U�L�R�U�L�W�\��

�3�U�L�R�U�L�W�\���G�H�I�D�X�O�W�� �� ��
�3�U�L�R�U�L�W�\���G�H�I�D�X�O�W�� �� ��
�3�U�L�R�U�L�W�\���G�H�I�D�X�O�W�� �� ��

�6�F�D�Q�'�H�I�H�U�7�L�P�H���P�V�H�F�V�� �� ������
�0�H�G�L�D�6�W�U�H�D�P�0�X�O�W�L�F�D�V�W���G�L�U�H�F�W �� �'�L�V�D�E�O�H�G
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�&�&�;�� �$�L�U�R�Q�H�W�,�H�6�X�S�S�R�U�W �� �(�Q�D�E�O�H�G
�&�&�;�� �*�U�D�W�X�L�W�R�X�V�3�U�R�E�H�5�H�V�S�R�Q�V�H���*�3�5�� �� �'�L�V�D�E�O�H�G
�&�&�;�� �'�L�D�J�Q�R�V�W�L�F�V�&�K�D�Q�Q�H�O�&�D�S�D�E�L�O�L�W�\ �� �'�L�V�D�E�O�H�G
�'�R�W�������3�K�R�Q�H�0�R�G�H������������ �� �,�Q�Y�D�O�L�G
�:�L�U�H�G�3�U�R�W�R�F�R�O �� �1�R�Q�H
�3�H�H�U���W�R���3�H�H�U�%�O�R�F�N�L�Q�J�$�F�W�L�R�Q �� �'�L�V�D�E�O�H�G
�5�D�G�L�R�3�R�O�L�F�\ �� �$�O�O
�'�7�,�0 �S�H�U�L�R�G�I�R�U�������������D �U�D�G�L�R �� ��
�'�7�,�0 �S�H�U�L�R�G�I�R�U�������������E �U�D�G�L�R �� ��
�/�R�F�D�O�(�$�3 �$�X�W�K�H�Q�W�L�F�D�W�L�R�Q �� �'�L�V�D�E�O�H�G
�0�D�F�)�L�O�W�H�U�$�X�W�K�R�U�L�]�D�W�L�R�Q�O�L�V�W�Q�D�P�H �� �'�L�V�D�E�O�H�G
�$�F�F�R�X�Q�W�L�Q�J�O�L�V�W�Q�D�P�H �� �'�L�V�D�E�O�H�G
�����������[ �D�X�W�K�H�Q�W�L�F�D�W�L�R�Q�O�L�V�W�Q�D�P�H �� �'�L�V�D�E�O�H�G
�6�H�F�X�U�L�W�\

������������ �$�X�W�K�H�Q�W�L�F�D�W�L�R�Q �� �2�S�H�Q�6�\�V�W�H�P
�6�W�D�W�L�F�:�(�3 �.�H�\�V �� �'�L�V�D�E�O�H�G
�����������; �� �'�L�V�D�E�O�H�G
�:�L���)�L �3�U�R�W�H�F�W�H�G�$�F�F�H�V�V���:�3�$���:�3�$���� �� �(�Q�D�E�O�H�G

�:�3�$ ���6�6�1�,�(�� �� �'�L�V�D�E�O�H�G
�:�3�$�� ���5�6�1�,�(�� �� �(�Q�D�E�O�H�G

�7�.�,�3 �&�L�S�K�H�U �� �'�L�V�D�E�O�H�G
�$�(�6 �&�L�S�K�H�U �� �(�Q�D�E�O�H�G

�$�X�W�K�.�H�\ �0�D�Q�D�J�H�P�H�Q�W
�����������[ �� �(�Q�D�E�O�H�G
�3�6�. �� �'�L�V�D�E�O�H�G
�&�&�.�0 �� �'�L�V�D�E�O�H�G

�,�3 �6�H�F�X�U�L�W�\ �� �'�L�V�D�E�O�H�G
�,�3 �6�H�F�X�U�L�W�\�3�D�V�V�W�K�U�X �� �'�L�V�D�E�O�H�G
�/���7�3 �� �'�L�V�D�E�O�H�G
�:�H�E�%�D�V�H�G�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q �� �'�L�V�D�E�O�H�G
�&�R�Q�G�L�W�L�R�Q�D�O�:�H�E�5�H�G�L�U�H�F�W �� �'�L�V�D�E�O�H�G
�6�S�O�D�V�K���3�D�J�H�:�H�E�5�H�G�L�U�H�F�W �� �'�L�V�D�E�O�H�G
�$�X�W�R�$�Q�F�K�R�U �� �'�L�V�D�E�O�H�G
�6�W�L�F�N�\�$�Q�F�K�R�U�L�Q�J �� �(�Q�D�E�O�H�G
�&�U�D�Q�L�W�H�3�D�V�V�W�K�U�X �� �'�L�V�D�E�O�H�G
�)�R�U�W�U�H�V�V�3�D�V�V�W�K�U�X �� �'�L�V�D�E�O�H�G
�3�3�7�3 �� �'�L�V�D�E�O�H�G
�,�Q�I�U�D�V�W�U�X�F�W�X�U�H�0�)�3 �S�U�R�W�H�F�W�L�R�Q �� �(�Q�D�E�O�H�G
�&�O�L�H�Q�W�0�)�3 �� �2�S�W�L�R�Q�D�O
�:�H�E�D�X�W�K�2�Q���P�D�F���I�L�O�W�H�U�)�D�L�O�X�U�H �� �'�L�V�D�E�O�H�G
�:�H�E�D�X�W�K�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�/�L�V�W�1�D�P�H �� �'�L�V�D�E�O�H�G
�:�H�E�D�X�W�K�3�D�U�D�P�H�W�H�U�0�D�S �� �'�L�V�D�E�O�H�G
�7�N�L�S�0�,�& �&�R�X�Q�W�H�U�P�H�D�V�X�U�H�+�R�O�G���G�R�Z�Q�7�L�P�H�U �� ����

�&�D�O�O�6�Q�R�R�S�L�Q�J �� �'�L�V�D�E�O�H�G
�3�D�V�V�L�Y�H�&�O�L�H�Q�W �� �'�L�V�D�E�O�H�G
�1�R�Q�&�L�V�F�R�:�*�% �� �'�L�V�D�E�O�H�G
�%�D�Q�G�6�H�O�H�F�W �� �'�L�V�D�E�O�H�G
�/�R�D�G�%�D�O�D�Q�F�L�Q�J �� �'�L�V�D�E�O�H�G
�,�3 �6�R�X�U�F�H�*�X�D�U�G �� �'�L�V�D�E�O�H�G
�1�H�W�I�O�R�Z�0�R�Q�L�W�R�U �� �W�H�V�W

�'�L�U�H�F�W�L�R�Q �� �,�Q�S�X�W
�7�U�D�I�I�L�F �� �'�D�W�D�O�L�Q�N

�0�R�E�L�O�L�W�\�$�Q�F�K�R�U�/�L�V�W
�,�3 �$�G�G�U�H�V�V
����������������������

show wireless wlan summary
To display wireless wlan summary, use the show wireless wlan summary command.

show wireless wlan summary

Syntax Description This command has no keywords or arguments.
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Command Default None

Command History ModificationRelease

This command was introduced.15.2(3)E

The following is a sample output of the show wireless wlan summary command.

�&�L�V�F�R���&�R�Q�W�U�R�O�O�H�U���V�K�R�Z�Z�L�U�H�O�H�V�V�Z�O�D�Q�V�X�P�P�D�U�\

�7�R�W�D�O�:�/�$�1 �&�R�Q�I�L�J�X�U�H�G����

�7�R�W�D�O�&�O�L�H�Q�W�&�R�X�Q�W����

�,�' �3�U�R�I�L�O�H�1�D�P�H �6�6�,�' �6�H�F�X�U�L�W�\�5�D�G�L�R �9�/�$�1 �&�O�L�H�Q�W
�6�W�D�W�X�V

����������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������
�� �7�H�V�W�� �[�[�[ �:�3�$�����:�3�$�� �$�O�O �� ��

�'�2�:�1
�� �Z�O�D�Q�� �Z�O�D�Q�����V�V�L�G �:�3�$�����:�3�$�� �$�O�O �� ��

�'�2�:�1
�� �Z�O�D�Q�� �P�\�Z�O�D�Q�� �:�3�$�����:�3�$�� �$�O�O �� ��

�'�2�:�1

shutdown
To disable a WLAN, use the shutdown command. To enable a WLAN, use the no form of this command.

shutdown

no shutdown

Syntax Description This command has no keywords or arguments.

Command Default None

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE
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This example shows how to disable a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�W�H�V�W���Z�O�D�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G
�'�H�Y�L�F�H�� �V�K�R�Z�Z�O�D�Q�V�X�P�P�D�U�\
�1�X�P�E�H�U�R�I �:�/�$�1�V�� ��

�:�/�$�1 �3�U�R�I�L�O�H�1�D�P�H �6�6�,�' �9�/�$�1�6�W�D�W�X�V
����������������������������������������������������������������������������������������������������������������������������������������������������������������
���� �W�H�V�W���Z�O�D�Q �W�H�V�W���Z�O�D�Q���V�V�L�G �� �'�2�:�1

This example shows how to enable a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�W�H�V�W���Z�O�D�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����H�Q�G
�'�H�Y�L�F�H�� �V�K�R�Z�Z�O�D�Q�V�X�P�P�D�U�\
�1�X�P�E�H�U�R�I �:�/�$�1�V�� ��

�:�/�$�1 �3�U�R�I�L�O�H�1�D�P�H �6�6�,�' �9�/�$�1�6�W�D�W�X�V
����������������������������������������������������������������������������������������������������������������������������������������������������������������
���� �W�H�V�W���Z�O�D�Q �W�H�V�W���Z�O�D�Q���V�V�L�G �� �8�3

sip-cac
To configure the Session Initiation Protocol (SIP) Call Admission Control (CAC) feature on a WLAN, use
the sip-cac command. To disable the SIP CAC feature, use the no form of this command.

sip-cac {disassoc-client| send-486busy}

no sip-cac {disassoc-client| send-486busy}

Syntax Description Enables a client disassociation if a CAC failure occurs.disassoc-client

Sends a SIP 486 busy message if a CAC failure occurs.send-486busy

Command Default None

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE
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Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable a client disassociation and 486 busy message on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�L�S���F�D�F�G�L�V�D�V�V�R�F���F�O�L�H�Q�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�L�S���F�D�F�V�H�Q�G���������E�X�V�\

This example shows how to disable a client association and 486 busy message on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�L�S���F�D�F�G�L�V�D�V�V�R�F���F�O�L�H�Q�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�L�S���F�D�F�V�H�Q�G���������E�X�V�\

Related Topics

wlan, on page 1022

static-ip tunneling
To enable static IP tunneling on a WLAN, use the static-ip tunneling command. To disable the static IP
tunneling feature, use the no form of this command.

static-ip tunneling

no static-ip tunneling

Syntax Description This command has no keywords or arguments.

Command Default None

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

This example shows how to enable static-IP tunneling:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�W�D�W�L�F���L�S�W�X�Q�Q�H�O�L�Q�J
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This example shows how to disable static-IP tunneling:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�W�D�W�L�F���L�S�W�X�Q�Q�H�O�L�Q�J

vlan
To assign a VLAN to an AP group, use the vlan command. To remove a VLAN ID, use the no form of this
command.

vlan �L�Q�W�H�U�I�D�F�H���Q�D�P�H

no vlan

Syntax Description VLAN interface name.�L�Q�W�H�U�I�D�F�H���Q�D�P�H

Command Default NoVALN is assigned to the AP group. See Related Commands section for more information on how to disable
a WLAN.

Command Modes WLAN AP Group configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines You must disable the WLAN before using this command.

This example shows how to configure a VLAN on an AP group:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�J�U�R�X�S�D�S���J�U�R�X�S����
�'�H�Y�L�F�H���F�R�Q�I�L�J���D�S�J�U�R�X�S�����Z�O�D�Q�W�H�V�W���Z�O�D�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q���D�S�J�U�R�X�S�����Y�O�D�Q��

Related Topics

wlan, on page 1022

universal-admin
To configure the WLAN as the universal admin, use the universal-admin command. To remove the
configuration, use the no form of this command.
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universal-admin

Command Default None

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.7.0 E

�'�H�Y�L�F�H�H�Q�D�E�O�H
�'�H�Y�L�F�H���F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����X�Q�L�Y�H�U�V�D�O���D�G�P�L�Q

wgb non-cisco
To enable non-Cisco Workgroup Bridges (WGB) clients on the WLAN, use the wgb non-cisco command.
To disable support for non-Cisco WGB clients, use the no form of this command.

wgb non-cisco

no wgb non-cisco

Syntax Description This command has no keywords or arguments.

Command Default Non-Cisco WGB clients are disabled.

Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE
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Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable non-Cisco WGBs on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Z�J�E�Q�R�Q���F�L�V�F�R
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�K�X�W�G�R�Z�Q

This example shows how to disable support for non-Cisco WGB clients on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�K�X�W�G�R�Z�Q
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�Z�J�E�Q�R�Q���F�L�V�F�R
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�V�K�X�W�G�R�Z�Q

wifidirect policy
To configure Wi-Fi Direct client policy on a WLAN, use the wifidirect policy command. To disable Wi-Fi
Direct Client policy, use the no form of the command.

wifidirect policy {permit| deny}

Syntax Description Enables Wi-Fi Direct clients to associate with the WLAN.permit

When the Wi-Fi Direct policy is configured as "deny", the device permits or denies Wi-Fi
Direct devices based on the device capabilities. A WI-Fi Direct device reports these
capabilities in its association request to the device and these are based on theWi-Fi capabilities
of the device. These include:

�µConcurrent Operation

�µCross connection

If the Wi-Fi device supports either concurrent operations or cross connections or both, the
client association is denied. The client can associate if the device does not support concurrent
operations and cross connections.

deny

Command Default Wi-Fi Direct is disabled.

Command Modes WLAN configuration
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Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.3SE

Example

The following example shows how to enable Wi-Fi Direct and configure the Wi-Fi Direct clients to associate
with the WLAN:
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Z�L�I�L�G�L�U�H�F�W�S�R�O�L�F�\�S�H�U�P�L�W

wlan (AP Group Configuration)
To configure WLAN parameters of a WLAN in an access point (AP) group, use the wlan command. To
remove a WLAN from the AP group, use the no form of this command.

wlan �Z�O�D�Q���Q�D�P�H

no wlan �Z�O�D�Q���Q�D�P�H

Syntax Description WLAN profile name. The range is from 1 to 32 alphanumeric characters.�Z�O�D�Q���Q�D�P�H

Command Default WLAN parameters are not configured for an AP group.

Command Modes AP Group configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to configure WLAN related parameters in the AP group configuration mode:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����D�S�J�U�R�X�S�W�H�V�W
�'�H�Y�L�F�H���F�R�Q�I�L�J���D�S�J�U�R�X�S�����Z�O�D�Q�T�R�V���Z�O�D�Q

Related Topics

wlan, on page 1022
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wlan
To create a wireless LAN, use the wlan command. To disable a wireless LAN, use the no form of this
command.

wlan [�Z�O�D�Q���Q�D�P�H| �Z�O�D�Q���Q�D�P�H�Z�O�D�Q���L�G| �Z�O�D�Q���Q�D�P�H�Z�O�D�Q���L�G�Z�O�D�Q���V�V�L�G]

no wlan [�Z�O�D�Q���Q�D�P�H| �Z�O�D�Q���Q�D�P�H�Z�O�D�Q���L�G| �Z�O�D�Q���Q�D�P�H�Z�O�D�Q���L�G�Z�O�D�Q���V�V�L�G]

Syntax Description WLAN profile name. The name is from 1 to 32 alphanumeric characters.�Z�O�D�Q���Q�D�P�H

Wireless LAN identifier. The range is from 1 to 512.�Z�O�D�Q���L�G

SSID. The range is from 1 to 32 alphanumeric characters.�Z�O�D�Q���V�V�L�G

Command Default WLAN is disabled.

Command Modes Global configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines If you do not specify an SSID, the profile name parameter is used for both the profile name and the SSID. If
the management and AP-manager interfaces are mapped to the same port and are members of the same VLAN,
you must disable the WLAN before making a port-mapping change to either interface. If the management
and AP-manager (Access Point Manager) interfaces are assigned to different VLANs, you do not need to
disable the WLAN.

An error message appears if you try to delete aWLAN that is assigned to an access point group. If you proceed,
the WLAN is removed from the access point group and from the access point�¬s radio.

This example shows how to create a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�W�H�V�W���Z�O�D�Q���F�U���� �W�H�V�W���Z�O�D�Q���F�U���V�V�L�G

This example shows how to delete a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Q�R�Z�O�D�Q�W�H�V�W���Z�O�D�Q���F�U���� �W�H�V�W���Z�O�D�Q���F�U���V�V�L�G
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wlan shutdown
To disable aWLAN, use the wlan shutdown command. To enable aWLAN, use the no form of this command.

wlan shutdown

no wlan shutdown

Command Default The WLAN is disabled.

Command Modes Global configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to shut down a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����V�K�X�W�G�R�Z�Q

Related Topics

wlan, on page 1022

wmm
To enable Wi-Fi Multimedia (WMM) on aWLAN, use the wmm command. To disable WMM on aWLAN,
use the no form of this command.

wmm {allowed| require}

no wmm

Syntax Description Allows WMM on a WLAN.allowed

Mandates that clients use WMM on the WLAN.require

Command Default WMM is enabled.
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Command Modes WLAN configuration

Command History ModificationRelease

This command was introduced.Cisco IOS XE 3.2SE

Usage Guidelines When the device is in Layer 2 mode and WMM is enabled, you must put the access points on a trunk port in
order to allow them to join the device.

Youmust disable theWLAN before using this command. See Related Commands section for more information
on how to disable a WLAN.

This example shows how to enable WMM on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Z�P�P�D�O�O�R�Z�H�G

This example shows how to disable WMM on a WLAN:
�'�H�Y�L�F�H�� �F�R�Q�I�L�J�X�U�H�W�H�U�P�L�Q�D�O
�(�Q�W�H�U�F�R�Q�I�L�J�X�U�D�W�L�R�Q�F�R�P�P�D�Q�G�V���R�Q�H�S�H�U�O�L�Q�H���(�Q�G�Z�L�W�K�&�1�7�/���=��
�'�H�Y�L�F�H���F�R�Q�I�L�J�����Z�O�D�Q�Z�O�D�Q��
�'�H�Y�L�F�H���F�R�Q�I�L�J���Z�O�D�Q�����Q�R�Z�P�P

Related Topics

wlan, on page 1022

    Command Reference, Cisco IOS XE Denali 16.1.x (Catalyst 3850 Switches)
1024

wmm



I N D E X

A

aaa-override command 976
access-session mac-move deny command 667
accounting-list command 977
action command 669
ap auth-list ap-policy 341
ap bridging 341
ap capwap multicast 342
ap capwap retransmit 343
ap capwap timers 344
ap cdp 345
ap core-dump 346
ap country 347
ap crash-file 348
ap dot11 2.4 GHz CleanAir alarm device 27
ap dot11 24ghz 349
ap dot11 24ghz cleanair 20
ap dot11 24ghz cleanair command 19, 21, 29
ap dot11 24ghz dot11g 349
ap dot11 24ghz or 5ghz rrm channel dca add command 640
ap dot11 24ghz or 5ghz rrm channel dca remove number 641
ap dot11 24ghz rrm coverage command 642
ap dot11 5ghz channelswitch mode 350
ap dot11 5ghz cleanair 14
ap dot11 5ghz cleanair command 15, 16, 25
ap dot11 5ghz power-constraint 351
ap dot11 5ghz rrm channel dca chan-width-11n 642
ap dot11 5ghz rrm channel device command 18
ap dot11 5ghz rrm command 635
ap dot11 5ghz rrm group-member command 644
ap dot11 5ghz rrm profile command 645
ap dot11 5ghz rrm tpc-threshold command 646
ap dot11 5ghz rrm txpower command 647
ap dot11 beaconperiod 352
ap dot11 beamforming 353
ap dot11 cac media-stream 354
ap dot11 cac video 357
ap dot11 cac voice 358
ap dot11 cleanair 361
ap dot11 cleanair alarm air-quality 362
ap dot11 cleanair alarm device 363

ap dot11 cleanair device 364
ap dot11 command 929
ap dot11 dot11n 365
ap dot11 dtpc 368
ap dot11 dual-band cleanair 406
ap dot11 edcs-parameters 369
ap dot11 l2roam rf-params 372
ap dot11 media-stream 373
ap dot11 multimedia 356
ap dot11 rrm ccx command 638
ap dot11 rrm ccx location-measurement 374
ap dot11 rrm channel cleanair-event 371
ap dot11 rrm channel command 17, 23, 638
ap dot11 rrm channel dca 375
ap dot11 rrm group-member 377
ap dot11 rrm group-mode 370
ap dot11 rrm logging 378
ap dot11 rrm monitor 379
ap dot11 rrm monitor mode command 644
ap dot11 rrm ndp-type 380
ap dot1x max-sessions 382
ap dot1x username 382
ap ethernet duplex 383
ap group 384
ap image 385
ap led 387
ap link-encryption 387
ap link-latency 388
ap mgmtuser username 388
ap name 49ghz rrm profile 400
ap name ap-groupname 390
ap name bhrate 391
ap name bridgegroupname 392
ap name bridging 393
ap name capwap retransmit 395
ap name command 396
ap name console-redirect 394
ap name core-dump 396
ap name country 397
ap name crash-file 398
ap name dot11 24ghz rrm coverage 399
ap name dot11 5ghz rrm channel 402
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ap name dot11 antenna 402
ap name dot11 antenna extantgain 404
ap name dot11 cleanair 404
ap name dot11 dot11n antenna 405
ap name dot11 rrm ccx 407
ap name dot11 rrm profile 408
ap name dot11 txpower 410
ap name dot1xuser 411
ap name ethernet 412
ap name ethernet duplex 413
ap name image 414
ap name led 417
ap name link-encryption 418
ap name link-latency 418
ap name location 419
ap name mgmtuser 420
ap name mode 421
ap name monitor-mode 422
ap name monitor-mode dot11b 423
ap name name 424
ap name no cdp interface 393
ap name no dot11 shutdown 424
ap name no telnet 429
ap name power command 425
ap name power injector 429
ap name power pre-standard 430
ap name reset 431
ap name reset-button 431
ap name shutdown 426
ap name slot 432
ap name slot shutdown 426
ap name sniff 427
ap name ssh 428
ap name static-ip 433
ap name stats-timer 434
ap name syslog host 435
ap name syslog level 436
ap name tcp-adjust-mss 437
ap name tftp-downgrade 438
ap power injector 438
ap power pre-standard 439
ap reporting-period 440
ap reset-button 440
ap static-ip 442
ap syslog 442
ap tcp-adjust-mss size 445
ap tftp-downgrade 445
arp command 812
assisted-roaming command 978
authentication mac-move permit command 671
authentication priority command 672
available power 120

B

band-select command 979
boot command 812
broadcast-ssid command 980
budgeted power 120

C

cache command 42
cache-memory-max command 212
call-snoop command 981
cat command 813
ccx aironet-iesupport command 987
channel-group command 274
channel-protocol command 277
channel-scan defer-priority command 982
channel-scan defer-time command 983
chd command 984
Cisco Discovery Protocol (CDP) 956
Cisco Mobility Services Engine (MSE) 123
class command 590
class-map command 592
clear ap config 448
clear ap eventlog-all 448
clear ap join statistics 449
clear ap mac-address 449
clear ap name tsm dot11 all 447
clear ap name wlan statistics 450
clear errdisable interface vlan 676
clear ip mfib command 213
clear ip mroute command 214
clear lacp command 278
clear location command 814
clear location statistics command 815
clear mac address-table command 677
clear nmsp statistics command 816
clear pagp command 279
clear spanning-tree counters command 279
clear spanning-tree detected-protocols command 280
clear vtp counters command 939
clear wireless ccx statistics command 816
clear wireless client tsm dot11 command 817
clear wireless location s69 statistics command 818
clear wireless mobility statistics 523
client association limit command 985
client vlan command 101, 938, 986
collect command 46
collect counter command 47
collect interface command 48
collect timestamp absolute command 49
collect transport tcp flags command 50
consumed power 120
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copy command 818

D

datalink flow monitor command 51, 988
debug ap mac-address 451
debug etherchannel command 281
debug flow exporter command 52
debug flow monitor command 53
debug ilpower command 102
debug interface command 103
debug lacp command 282
debug lldp packets command 104
debug nmsp command 105
debug pagp command 283
debug platform pm command 284
debug platform poe command 106
debug platform stack-manager command 762
debug platform udld command 286
debug platform vlan command 939
debug spanning-tree command 286
debug sw-vlan command 940
debug sw-vlan ifs command 941
debug sw-vlan notification command 942
debug sw-vlan vtp command 943
default ap dot11 rrm channel 27
default ap dot11 rrm channel cleanair-event 26
default ap dot11 rrm channel command 30
default command 990
delete command 824
deny command 678
description command 55
destination command 56
device-classification command 989
dir command 825
dot1x test timeout 687
dscp command 57
dtim dot11 command 992
duplex command 106

E

emergency-install command 826
epm access-control open command 690
errdisable detect cause command 108
errdisable recovery cause command 110
errdisable recovery interval command 112
exclusionlist command 993
exit command 828, 994
export-protocol netflow-v9 command 57

F

flash_init command 828
flow-based RSPAN (FRSPAN) session 546
flow-based SPAN (FSPAN) session 546
full-ring state 801

H

help command 829

I

interface command 113
interface port-channel command 288
interface range command 114
interface vlan command 945
ip access-group command 995
ip admission name command 692
ip device tracking maximum command 694
ip device tracking probe command 695
ip dhcp snooping verify no-relay-agent-address 698
ip flow monitor command 61, 996
ip igmp snooping last-member-query-count command 220
ip mtu command 115
ip multicast auto-enable command 226
ip multicast vlan command 226
ip verify source command 701
ip verify source mac-check command 997
ipv6 flow monitor command 62, 267
ipv6 mtu command 116
ipv6 traffic-filter command 268

L

lacp max-bundle command 289
lacp port-priority command 290
lacp system-priority command 292
license right-to-use 830
lldp (interface configuration) command 117
load-balance command 998
location algorithm command 835
location expiry command 835
location notify-threshold command 836
location plm calibrating command 837
location rfid command 838
location rssi-half-life command 839
logging event power-inline-status command 118
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M

mab request format attribute 32 command 706
mac address-table move update command 840
main-cpu command 763
match (access-map configuration) command 707
match (class-map configuration) command 593
match datalink ethertype command 64
match datalink mac command 65
match datalink vlan command 66
match flow direction command 66
match interface command 67
match ipv4 command 68
match ipv4 destination address command 69
match ipv4 source address command 70
match ipv4 ttl command 71
match ipv6 command 71
match ipv6 destination address command 72
match ipv6 hop-limit command 73
match ipv6 source command 74
match non-client-nrt command 596
match transport command 74
match transport icmp ipv4 command 75
match transport icmp ipv6 command 76
match wlan user-priority command 597
maximum transmission unit (MTU) 192, 199
mdix auto command 119
media-stream multicast-direct command 932
mgmt_init command 841
mkdir command 842
mobility anchor 513, 999
mode (power-stack configuration) command 120
monitor session command 541, 542
monitor session filter command 546
monitor session source command 547
more command 842

N

nac command 1000
network-policy command 121
network-policy configuration mode 122
network-policy profile (global configuration) command 122
network-policy profiles 167
nmsp attachment suppress command 123
nmsp notification interval command 843
no authentication logging verbose 709
no dot1x logging verbose 709
no mab logging verbose 710

O

option command 78

P

pagp learn-method command 293
pagp port-priority command 294
partial-ring state 801
passive-client command 1001
peer-blocking command 1002
permit command 711
persistent MAC address 798
policy config-sync prc reload command 764
policy-map command 597
port-channel auto command 295
port-channel load-balance command 296
port-channel load-balance extended command 297
port-channel min-links command 299
power efficient-ethernet auto command 124
power inline command 126
power inline police command 129
power stack configuration mode 120
power supply command 131
power-priority command 124

Q

queue-limit command 603

R

radio command 1003
radio-policy command 1004
real-time power consumption policing 129
redistribute mdns-sd command 236
redundancy command 765
redundancy config-sync mismatched-commands command 766
redundancy force-switchover command 767
redundancy reload command 768
reload command 769
Remote SPAN (RSPAN) sessions 550
rename command 845
request platform software trace archive 924, 925
request platform software trace filter binary 925
reset command 846
rmdir command 847
roamed-voice-client re-anchor command 1005
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RSPAN 541, 542, 546, 547
sessions 541, 542, 547

add interfaces to 541, 542, 547
start new 541, 542, 547

S

sdm prefer command 847
security passthru command 716
security web-auth command 1008
service-list mdns-sd service-list-name command 237
service-policy command 240, 604, 605, 1010
service-policy-query command 238
service-routing mdns-sd command 239
session command 770
session-timeout command 1011
set command 606, 848
set platform software trace 913, 917
set trace capwap ap ha command 771
set trace mobility ha command 772
set trace qos ap ha command 774
show ap cac voice 451
show ap capwap 452
show ap cdp 454
show ap config dot11 454
show ap config fnf 456
show ap config global 456
show ap crash-file 457
show ap data-plane 457
show ap dot11 459, 460
show ap dot11 24ghz cleanair device type command 648
show ap dot11 24ghz cleanair summary command 38
show ap dot11 24ghz command 930
show ap dot11 5ghz 461, 649
show ap dot11 5ghz cleanair device type command 34
show ap dot11 cleanair summary 461
show ap dot11 l2roam 458
show ap ethernet statistics 467
show ap groups 468
show ap image 469
show ap join stats summary 470
show ap link-encryption 471
show ap mac-address 471
show ap monitor-mode summary 473
show ap name 497
show ap name auto-rf 473
show ap name bhrate 476
show ap name cac voice 476
show ap name capwap retransmit 479
show ap name ccx rm 480
show ap name cdp neighbors 481
show ap name channel 481

show ap name command 475
show ap name config 482
show ap name config dot11 484
show ap name config fnf 477
show ap name config slot 487
show ap name core-dump 490
show ap name data-plane 491
show ap name dot11 491, 613
show ap name dot11 call-control 478
show ap name dot11 cleanair 494
show ap name ethernet statistics 495
show ap name eventlog 496
show ap name inventory 498
show ap name link-encryption 499
show ap name service-policy 500, 612
show ap name tcp-adjust-mss 501
show ap name wlan 501
show ap slots 503
show ap summary 504
show ap tcp-adjust-mss 504
show ap uptime 505
show avc client command 851
show avc wlan command 851
show cable-diagnostics tdr command 852
show capwap summary 132
show class-map command 615
show controller utilization command 143
show controllers cpu-interface command 133
show controllers ethernet-controller command 134
show eap command 725
show eee command 144
show env command 147, 856
show env xps command 857
show errdisable detect command 150
show errdisable recovery command 151
show etherchannel command 307
show flow exporter command 81
show flow record command 89
show interfaces command 152
show interfaces counters command 156
show interfaces switchport command 158
show interfaces transceiver command 160
show ip igmp snooping igmpv2-tracking command 245
show ip igmp snooping wireless mcast-spi-count command 248
show ip igmp snooping wireless mgid command 248
show ip pim autorp command 249
show ip pim bsr command 251
show ip pim bsr-router command 250
show ip pim tunnel command 252
show ip sla statistics command 549
show lacp command 310
show license right-to-use command 865
show location ap-detect command 868
show location command 867

Command Reference, Cisco IOS XE Denali 16.1.x (Catalyst 3850 Switches)    
IN-5

Index



show mac address-table move update command 869
show mgmt-infra trace messages ilpower command 165
show mgmt-infra trace messages ilpower-ha command 166
showmgmt-infra tracemessages platform-mgr-poe command 166
show mod command 164
show monitor command 550
show network-policy profile command 167
show nmsp command 870
show pagp command 314
show platform capwap summary 168
show platform etherchannel command 315
show platform ip multicast command 256
show platform ip wccp command 553
show platform pm command 316
show platform software trace level 921
show platform software trace message 918
show platform stack-manager command 786
show platform vlan command 946
show policy-map command 626
show power inline command 185
show redundancy command 787
show redundancy config-sync command 790
show sampler command 89
show sdm prefer command 871
show stack-power command 190, 192
show storm-control 729
show switch command 792
show system mtu command 192
show tech-support command 193
show tech-support wireless command 872
show trace messages capwap ap ha command 796
show trace messages mobility ha command 797
show udld command 318
show vlan access-map command 731
show vlan command 946
show vlan filter command 732
show vlan group command 732
show vtp command 949
show wireless ap summary 506
show wireless band-select command 874
show wireless client ap 507
show wireless client calls command 622, 875
show wireless client dot11 command 623, 876
show wireless client location-calibration command 876
show wireless client mac-address command 624, 625
show wireless client probing command 877
show wireless client summary command 878
show wireless client timers command 878
show wireless client voice diagnostics command 625, 879
show wireless country command 880
show wireless detail command 883
show wireless dtls connections command 883
show wireless interface summary command 195
show wireless ipv6 statistics command 269

show wireless load-balancing command 886
show wireless media-stream group command 931
show wireless mobility 522
show wireless performance command 886
show wireless pmk-cache command 887
show wireless probe command 888
show wireless sip preferred-call-no command 888
show wireless summary command 889
show wireless vlan group command 955
show wlan command 628, 1012
shutdown command 890, 1015
sip-cac command 1016
snmp-server enable traps bridge command 558
snmp-server enable traps bulkstat command 559
snmp-server enable traps call-home command 560
snmp-server enable traps cef command 561
snmp-server enable traps command 556
snmp-server enable traps CPU command 562
snmp-server enable traps envmon command 563
snmp-server enable traps errdisable command 564
snmp-server enable traps flash command 565
snmp-server enable traps isis command 566
snmp-server enable traps license command 566
snmp-server enable traps mac-notification command 567
snmp-server enable traps ospf command 568
snmp-server enable traps pim command 569
snmp-server enable traps port-security command 570
snmp-server enable traps power-ethernet command 571
snmp-server enable traps snmp command 572
snmp-server enable traps stackwise command 573
snmp-server enable traps storm-control command 575
snmp-server enable traps stpx command 576
snmp-server enable traps transceiver command 577
snmp-server enable traps vrfmib command 578
snmp-server enable traps vstack command 579
snmp-server engineID command 580
snmp-server host command 580
speed command 195
stack member number 804
stack member priority 802
stack-mac persistent timer command 798
stack-mac update force command 799
stack-power command 197
StackPower 190, 192, 197
standby console enable command 800
static-ip tunneling command 1017
storm-control command 733
switch priority command 802
switch provision command 802
switch renumber command 804
switch stack port command 801
Switched Port Analyzer (SPAN) sessions 550
switchport access vlan command 323
switchport block command 198
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switchport command 322
switchport mode access 585, 586
switchport mode command 324
switchport nonegotiate command 326
switchport port-security aging command 736
switchport port-security mac-address command 737
switchport port-security maximum command 739
switchport port-security violation command 741
switchport priority extend command 956
switchport trunk command 957
switchport voice vlan command 327
system env temperature threshold yellow command 891
system mtu command 199

T

template data timeout command 93
test ap name 508
test cable-diagnostics tdr command 892
test capwap ap name 508
test mcu read register command 200
traceroute mac command 893
traceroute mac ip command 895
transport command 93
trapflags ap 509
trapflags client command 898
trapflags command 897
ttl command 94
type command 899

U

udld command 329
udld port command 330
udld reset command 332
unset command 900

V

version command 901
vlan access-map command 754
vlan command 959, 1018

vlan dot1q tag native command 965
vlan filter command 756
vlan group command 757
voice vlan command 203
voice-signaling vlan command 202
vtp (global configuration) command 965
vtp (interface configuration) command 970
vtp primary command 971

W

wgb non-cisco command 1019
wireless ap-manager interface 204
wireless broadcast vlan command 972
wireless client command 902
wireless client mac-address command 904
wireless dot11-padding command 745
wireless exclusionlist command 205
wireless linktest command 206
wireless load-balancing command 909
wireless management interface command 207
wireless media-stream command 933
wireless mobility 515
wireless mobility controller 515, 517
wireless mobility group keepalive 518
wireless mobility group member ip 519
wireless mobility group name 520
wireless mobility load-balance 521
wireless multicast command 263
wireless peer-blocking forward-upstream command 207
wireless security dot1x command 745
wireless security lsc command 747
wireless security strong-password command 748
wireless sip preferred-call-no command 910
wireless wps ap-authentication command 749
wireless wps auto-immune command 750
wireless wps cids-sensor command 750
wireless wps client-exclusion command 751
wireless wps mfp infrastructure command 752
wireless wps rogue command 753
wireless wps shun-list re-sync command 754
wlan command 1021, 1022
wlan shutdown command 1023
wmm command 1023
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