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Feature Information for Zero-Touch Provisioning

This table provides release and platform support information for the features explained in this module.

These features are available in all the releases subsequent to the one they were introduced in, unless noted
otherwise.

Release Feature Name and Supported Platforms
Description

Cisco I0S XE 26.2.1ca Zero-Touch Provisioning: Cisco C9550 Series Smart Switches
Zero-Touch Provisioning
feature support has been
introduced.

Cisco IOS XE 17.18.1 Zero-Touch Provisioning: To | Cisco C9350 Series Smart Switches
address network provisioning
challenges, Cisco introduces
a zero-touch provisioning
model.

Cisco I0S XE 17.18.1 Zero-Touch Provisioning: Cisco C9350 Series Smart Switches
HTTP
Download—Zero-Touch
Provisioning supports HTTP
and TFTP file downloads.

Cisco I0S XE 17.18.1 DHCPv6 support for Cisco C9350 Series Smart Switches
Zero-Touch Provisioning
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Release

Feature Name and
Description

Supported Platforms

Cisco IOS XE 17.18.1

Side-effect synchronization
of the configuration database:
When you make
configuration changes in the
DMI, the system performs a
partial synchronization of
changes that a command or
RPC triggers. This process,
called side-effect
synchronization, reduces
synchronization time and
decreases NETCONF
downtime.

Cisco C9350 Series Smart Switches
Cisco C9610 Series Smart Switches

Cisco 10S XE 17.18.1

Zero-Touch Provisioning
through YANG Models: ZTP
is enabled with YANG
models when NETCONF is
enabled.

This feature is supported on all platforms that
support NETCONF-YANG.

Cisco IOS XE 17.18.1

Zero-Touch Provisioning
support on data port: ZTP
supports both IPv4 and IPv6
on the data port.

Cisco C9350 Series Smart Switches

Cisco IOS XE 17.18.1

Secure Zero-Touch
Provisioning: Secure ZTP
provisions a device during
boot-up in factory default
state.

Cisco C9350 Series Smart Switches

Restrictions for Zero-Touch Provisioning

Zero-touch provisioning is supported only on the following switches:

* Cisco Catalyst 9350 Series Switches

* Cisco Catalyst 9550 Series Switches

* Cisco Catalyst 9610 Series Switches

Information About Zero-Touch Provisioning

This section provides information about the DHCP server configuration, DHCPv6 support, Secure ZTP,
bootstrapping information, and so on.
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Zero-Touch Provisioning Overview

Zero-touch provisioning (ZTP) provides open bootstrap interfaces to automate network device provisioning
in heterogeneous network environments.

When a device that supports ZTP starts up, and does not find the startup configuration (during initial
installation), the device enters the zero-touch provisioning mode. The device searches for a DHCP server,
bootstraps itself with its interface IP address, gateway, and Domain Name System (DNS) server IP address,
and enables Guest Shell. The device then obtains the IP address or URL of an HTTP or a TFTP server, and
downloads the Python script from an HTTP or a TFTP server to configure the device.

ZTP is supported through data ports on all supported platforms.

Guest Shell provides the environment for the Python script to run. Guest Shell runs the downloaded Python
script and applies an initial configuration to the device.

After initial provisioning is complete, Guest Shell remains enabled. For more information, see the Guest Shell
chapter.

B

Note If ZTP fails, the device falls back on AutoInstall to load the configuration file. For more information, see
Using Autolnstall and Setup.

DHCP Server Configuration for Zero-Touch Provisioning

In ZTP, a DHCP server must be running on the same network as the new device that is being provisioned.
ZTP is supported on both management ports and in-band ports.

When the new device is switched on, it retrieves the IP address information of the HTTP or TFTP server
where the Python script resides, and the folder path of the Python script from the DHCP server. For more
information on Python Scripts, see the Python API chapter.

The DHCP server responds to DHCP discovery events with the following options:

* Option 150: (Optional) Contains a list of IP addresses that point to the HTTP or TFTP server in the
management network that hosts the Python scripts to be run.

* Option 67: Contains the Python script file path in the HTTP/TFTP server.

After receiving these DHCP options, the device connects to the HTTP or TFTP server, and downloads the
Python script. At this point, because the device does not have a route to reach the HTTP or TFTP server, it
uses the default route provided by the DHCP server.

DHCP Client Behavior

From Cisco IOS XE 17.18.1 release onwards, the device product identification (PID), Cisco Network Plug
and Play (PnP), the serial number, and the MAC address is set in the DHCP client options.

These client options can be used as variables at the DHCP server. The DHCP client options can be used to
identify the device and send a unique Python file through option 67 or boot filename.
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Table 1: DHCP Client Options

Device Information DHCPv4 DHCPv6
Product ID 124 16/toggles
Serial number 61/toggles 16/toggles
MAC address 61/toggles 1

Cisco Network PnP 60 15

DHCPv6 Support

In Cisco IOS XE 17.18.1, DHCP Version 6 support is added to the Zero-Touch Provisioning feature. DHCPv6
is enabled by default, and will work on any device that boots without a startup configuration.

B

Note DHCPv6 is only supported on Catalyst 9350 Series Switches.

DHCPv6 is supported by both TFTP and HTTP download of Python scripts. If this download fails, the device
reverts to the initial or factory settings (without any configuration). For both DHCPv4 and DHCPv6 to work,
the correct HTTP or TFTP file path must be available in the DHCP configuration.

There can be scenarios where the same interface can have both IPv4 and IPv6 addresses, or two different
interfaces in a network—one can receive IPv4 traffic and the other, IPv6 traffic. We recommend that you use
either the DHCPv4 or DHCPv6 option in your deployment.

The following is a sample DHCPv4: {/etc/dhcp/dhepd.conf:}

host <hostname> {
hardware ethernet xXxX:XX:xXX:XX:!:XX:!XX;
option dhcp-client-identifier "xXXXXXXXXXXXXX";
option host-name "<hostname>".
option log-servers X.X.x.X;
fixed-address x.x.x.Xx;

if option vendor-class-identifier = "..." {
option vendor-class-identifier "...";
if exists user-class and option user-class = "iPXE" ({
filename "http://x.x.x.x/../<image>";
} else {

filename "http://x.x.x.x/../<script-name>";
}
}
}

The following is a sample ISC DHCPv®6 server configuration:

option dhcp6.bootfile-url "http://[2001:DB8::21]/sample day0 script.py";
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As per RFC 8572, Secure ZTP is a technique to securely provision a device, while it is booting in a factory
default state. The provisioning updates the boot image, commits an initial configuration, and runs
customer-specific scripts.

The existing ZTP can download a configuration script from an HTTP or a TFTP server, and run it on the
device, but it does not securely provision a device.

To securely provision a device, the following requirements must be met:
» The management system must validate that it is provisioning a valid device.
* The device must validate that it is being deployed in the correct network.
* The device must validate that the provisioning data has not been tampered with.

* Provisioning must use a secure transport protocol for data communication.
The Secure ZTP feature is enabled by default, and it cannot be disabled. The feature coexists with the classic

ZTP. Based on the response that comes from the DHCP server, either ZTP or Secure ZTP is enabled. Option
67 triggers ZTP, and Option 143 or 136 triggers Secure ZTP.

To use Secure ZTP, users must get an ownership voucher from a Cisco Manufacturer Authorized Signing
Authority (MASA) server.

B

Note Secure ZTP supports only Python scripts.

Secure ZTP Transport Protocol

Secure ZTP uses HTTPS as the transport protocol when communicating with the RESTCONF bootstrapping
servers.

When establishing a connection, the device provides its Cisco Secure Unique Device Identifier (SUDI)
certificate during the TLS handshake. The certificate serves as an authentication token. No other authentication
is supported. The SUDI certificate validates the device on the server side.

The bootstrapping server provides its own certificate during the TLS handshake to the device. If the device
has the server-trust anchor corresponding to this server, the device performs an X.509 certificate validation
of the server certificate against the server-trust anchor. (The device can get the server-trust anchor from the
redirect server.)

If the device does have a server-trust anchor, but the X.509 certificate is not validated successfully, the device
must discard the server-trust anchor, accept the connection, and mark the server as not trusted.

If the device does not have a server-trust anchor, it accepts the server certificate, but marks it as not trusted.

According to the RESTCONF protocol, a device must first initiate the root-resource discovery, before it can
proceed with RPC requests. The following is a sample root-discovery request:

GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml
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The following is a sample root-discovery response:

HTTP/1.1 200 OK

Content-Type: application/xrd+xml

Content-Length: nnn

<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">
<Link rel='restconf’ href=’/restconf root’/>

</XRD>

The value in the HREF attribute is used in the follow-up requests to the RESTCONF server, for example,
when

href='/restconf root’
is received, the header for the get-bootstrapping-data RPC is

POST /restconf root/operations/ietf-sztp-bootstrap-server:
get-bootstrapping-data HTTP/1.1

The device receives a plain XML file, and the fields in the file are Base64 encoded. The device runs Base64
decoding before extracting the information and attempting to recognize its structure. The decoded structure
format can either be JSON or XML.

DHCP Options for Secure ZTP

DHCEP redirect Options 136 (DHCPv6) and 143 (DHCPv4) are supported for Secure ZTP. These options are
used to provision a client with one or more Uniform Resource Identifiers (URIs) for bootstrap servers.

A device in the Zero-Touch Provisioning mode carries out a DHCP discovery to find a DHCP server, and to
receive the IP address and other information. When the DHCP client receives Options 136 and 143, the Secure
ZTP procedures are started, and the Secure ZTP handling functions are invoked. If the Secure ZTP handling
functions fail, the handling procedure is repeated indefinitely, until it is either successful, or is interrupted by
the user.

Bootstrapping Data

Bootstrapping data refers to a collection of data that a device obtains during the bootstrapping process.

Bootstrapping data (both redirect and onboarding information) can be signed or unsigned. An ownership
voucher, owner certificate, and conveyed information must be present in signed bootstrapping data.

Signed data is trusted. If the signed data is redirect information, trust anchors for the bootstrap servers that
are being redirected to are saved for future TLS handshakes. Signed onboarding information is trusted and is
applied to the device.

When a bootstrap server provides signed data, the data is considered trusted. However; this does not make
the server trusted. If the server is considered untrusted before receiving the data, it remains untrusted, and the
server does not receive progress reports.

Unsigned data do not need to present the ownership voucher and the owner certificate artifacts; infact, these
are discarded, if present. Unsigned data is accepted only if it is redirect data or is received from a trusted
server. Receiving unsigned data from an untrusted onboarding server is considered an error, and the device
continues to the next server on its list.
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Bootstrapping Servers

A bootstrap server is a RESTCONF server that uses the HTTPS data transport protocol. A bootstrap server
can be a redirect server or an onboarding server.

A redirect server sends a list of bootstrapping servers to a device. The device can attempt bootstrapping from
any server in the list. Each server entry has a server address, a server port, and a trust anchor (X.509 certificate)
that verifies the server’s certificate presented during the TLS handshake. The trust anchor is accepted only if
the redirect information is signed, or if the current redirect server is trusted. Otherwise, all the trust anchors
received from the redirect server are discarded.

An onboarding server is a server that sends the actual bootstrapping data. The bootstrapping data contains the
following types of information:

* Required updated image that the device must run: The required version, URLs for downloading the
image, and information about how to validate the downloaded image.

* Preconfiguration script: A Python script that must be run before the initial device configuration is applied.

* Configuration: The initial device configuration. This configuration can be in the Cisco I0S CLI format
of a NETCONF edit-config format.

* Postconfiguration script: A Python script that must be run after the initial device configuration is applied.

A bootstrapping server can be trusted or untrusted. A trusted server can send bootstrapping data that is not
necessarily signed. A trusted server can be demoted into an untrusted server if the server certificate it sends
during the TLS handshake fails to validate the server-trust anchor on the device.

Image Update Support

When the bootstrapping data requires a specific OS version, the device checks the version of the software that
it is currently running. In case of a mismatch, even if the running version is newer, the device uses the URL
provided in the bootstrapping data, and downloads the specified image. No modifications are done to the
URL, and no additional authentication information is added by the device. If several URLs are specified in
the bootstrapping data, the device will loop over the list of URLSs until the first successful attempt or until the
list is exhausted.

After an image is downloaded, if the image-verification data is included in the bootstrapping information, the
device uses the specified algorithm to calculate the hash of the image and compares the result with the hash
string included in the bootstrapping data. If multiple algorithms or hashes are provided in the bootstrapping
data, the device picks the first-supported algorithm in the list to calculate and compare the hash.

After the image is verified, the image is installed, and the device reboots. State information is not stored before
the reboot. When the device boots up, it enters the Secure ZTP process again and repeats all the steps till the
image updating. Because the device is running the correct image, it does not need an image update, and the
device will proceed with applying the on-boarding information.

Owner Certificate

The owner certificate is an X.509 certificate that binds an owner's identity to a public key, which a device can
use to validate a signature in the conveyed information.

After verifying the ownership voucher, the device uses the pinned domain certificate extracted from the
ownership voucher to validate the owner certificate.
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The data field in the bootstrapping data that represents the owner certificate is Base64 encoded. The device
then performs a Base64 decoding. The output of this decoding is a degenerate CMS structure, is DER-encoded,
and is of the content type signedData. (Degenerate structure is a format that is commonly used to distribute
X.509 certificates. These structures do not contain any signatures, but can have attached intermediate
certificates.) The owner certificate is an x509 certificate, and the owner certificate artifact is a degenerate
CMS structure that carries the x509 certificate.

Ownership Voucher

Assigning ownership is important to bootstrapping mechanisms. The ownership voucher is defined in Section
5.3 of RFC 8366. The primary purpose of a voucher is to securely assign a pledge to an owner. The voucher
provides the pledge with details of the entity, which the pledge should consider as its owner.

The ownership voucher has a Cryptographic Message Syntax (CMS) structure, is Distinguished Encoding
Rules-encoded (DER-encoded), and encloses YANG-modeled data.

This is a sample ownership voucher:

yang-data voucher-artifact:

+--—- voucher

+--—- created-on yang:date-and-time
+---- expires-on? yang:date-and-time
+---- assertion enumeration

+---- serial-number string

+---- idevid-issuer? binary

+---- pinned-domain-cert binary

+---- domain-cert-revocation-checks? boolean

+--—- nonce? binary

+---- last-renewal-date? yang:date-and-time

The CMS structure is signed using a private key that corresponds to the device’s trust anchor. The device
carries the public key (the trust anchor), which is the only thing it needs to verify the signature on the voucher.
The private key is used by the Cisco MASA server when creating the voucher. The private key is securely
stored in the Cisco Software Image Management (SWIM) server.

The device uses its trust anchor to extract the actual ownership voucher from the CMS structure. The signature
on the ownership voucher is verified by using the public key enclosed in the device’s trust anchor. This
verification may require additional intermediate X.509 certificates, in which case, these must be attached to
the ownership voucher.

After the signature on the ownership voucher is verified, the YANG-modeled data fields are extracted. If the
created-on field is present, the device verifies whether the voucher was created in the past. If the expires-on
field is present, the device verifies whether the voucher is expired or not. If these fields are not present, the
voucher is rejected.

The device then verifies the required serial-number data field. The serial number of the device is learned by
the server from the device’s SUDI certificate sent to the server during the TLS handshake. The serial number
helps the server to send the right configuration data to the right device.

When all the checks are successful, the device extracts the data field pinned-domain-cert, which is the main
payload of the ownership voucher. The pinned domain certificate must be Base64 encoded. The device
performs a Base64 decoding before handling the certificate. The decoded certificate is an X.509 certificate
in DER format.

If an error occurs during validation, the ownership voucher is not verified, and the bootstrapping data is
considered invalid.
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Conveyed Information

The conveyed information artifact encodes the essential bootstrapping data for a device. This artifact is used
to encode the redirect and onboarding information types.

The final step in validating the signed information is the verification of the signed-CMS structure that contains
the conveyed information. The data field for the conveyed information is Base64 encoded. The device first
performs Base64 decoding.

The device then verifies the signature using the certificates from the owner certificate's CMS structure and
the pinned domain certificate as the trust anchor.

Progress Reporting

The device sends progress reports to the bootstrapping server. RFC 8572 provides more information on
progress reporting.

When a bootstrapping server is trusted, it receives appropriate POST-request messages with the
ietf-sztp-bootstrap-server :report-progress RPC.

There are two types of progress report messages—mandatory and optional. The mandatory reports indicate
the start or termination of the bootstrapping process and include the following types of reports:

* bootstrap-initiated

* bootstrap-error

* bootstrap-complete

* boot-image-installed-rebooting
* config-error

* parsing-error

* pre-script-error

* post-script-error

The rest of progress report messages are optional. Optional progress report messages are only sent to the
server if the bootstrapping data has set the reporting-level parameter to verbose.

This is a sample report-progress request from the device to the server:

POST /restconf/operations/ietf-sztp-bootstrap-server:report-progress/HTTP/1.1
HOST: example.com
Content-Type: application/yang.data+xml

<input xmlns="urn:ietf:params:xml:ns:yang:ietf-sztp-bootstrap-server">
<progress-type>bootstrap-error</progress-type>

<message>Failed to decode data</message>

</input>

This is a sample No content response from the server:

HTTP/1.1 204 No Content
Date: Sat, 31 May 2021 17:02:40 GMT
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Server: example-server

Sample Zero-Touch Provisioning Configurations

Sample DHCP Server Configuration on a Management Port Using TFTP Copy

The following is a sample DHCP server configuration using TFTP copy when the DHCP server is connected
through the management port on a device:

Device> enable

Device# configure terminal

Device (config)# ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp excluded-address vrf Mgmt-vrf 10.1.1.1 10.1.1.10
Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address

Device (config-if)# end

Sample DHCP Server Configuration on a Management Port Using HTTP Copy

The following is a sample DHCP server configuration using HTTP copy when the DHCP server is
connected through the management port on a device:

Device> enable

Device# configure terminal

Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp)# network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://198.51.100.1:8000/sample python 2.py
Device (config-dhcp) # end

#
#
#
#

Sample DHCP Server Configuration on an In-Band Port Using TFTP Copy

The following is a sample DHCP server configuration using TFTP copy when the DHCP server is connected
through the in-band port on a device:

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1
Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0
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Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python_dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address

Device (config-if)# end

Sample DHCP Server Configuration on an In-Band Port Using HTTP Copy

The following is a sample DHCP server configuration using HTTP copy when the DHCP server is
connected through the in-band port on a device:

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config)# ip dhcp pool pnp_device_ pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://192.0.2.1:8000/sample_ python_ 2.py
( ) #

Device (config-dhcp end

Sample DHCP Server Configuration on a Linux Ubuntu Device

The following sample DHCP server configuration shows that the server is either connected to the management
port or the in-band port in a device, and that a Python script is copied from a TFTP server.

root@ubuntu-server:/etc/dhcp# more dhcpd.conf
subnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.2 10.1.1.255;

host 3850 {
fixed-address 10.1.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name !<opt 67> " /python dir/python script.py";

option tftp-server-name !<opt 150> "203.0.113.254";

The following sample DHCP configuration shows that a Python script is copied from an HTTP server to the
device:

Day0 with mgmt port http
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.2 192.168.1.255;

host C2-3850 {

fixed-address 192.168.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name "http://192.168.1.46/sample python 2.py";
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After the DHCP server starts running, you must start the management network-connected device. The rest of
the configuration is automatic.

Sample DHCPv6 Server Configuration on a Management Port Using TFTP Copy

The following is a sample configuration using TFTP copy when the DHCPv6 server is connected
through the management port on a device:

Device> enable

Device# configure terminal

Device (config) # ipvé dhcp pool ztp

Device (config-dhcpv6) # address prefix 2001:DB8::1/64

Device (config-dhcpv6) # domain-name cisco.com

Device (config-dhcpvé) # bootfile-url tftp://[2001:db8::46]/sample_day0_ script.py
Device (config-dhcpv6) # exit

Device (config) # interface vlan 20

Device (config-if) # ipv6é dhcp server ztp

Device (config-if)# end

Sample Python Provisioning Script

The following is a sample Python script that can be used from either an HTTP server or a TFTP server:

print "\n\n *** Sample ZTP DayO Python Script *** \n\n"

# Importing cli module
import cli

print "\n\n *** Executing show platform *** \n\n"
cli command = "show platform"
cli.executep(cli command)

print "\n\n *** Executing show version *** \n\n"

cli command = "show version"

cli.executep(cli command)

print "\n\n *** Configuring a Loopback Interface *** \n\n"

cli.configurep(["interface loop 100", "ip address 10.10.10.10 255.255.255.255", "end"])

print "\n\n *** Executing show ip interface brief *** \n\n"
cli command = "sh ip int brief"
cli.executep(cli command)

print "\n\n *** ZTP Day0 Python Script Execution Complete *** \n\n"
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Additional References for Zero-Touch Provisioning

Standards and RFCs

Standard/RFC Title

RFC 5652 Cryptographic Message Syntax (CMS)

RFC 8040 RESTCONF Protocol

RFC 8366 A Voucher Artifact for Bootstrapping Protocols
RFC 8572 Secure Zero Touch Provisioning (SZTP)

Technical Assistance

Description Link

The Cisco Support website provides extensive online https://www.cisco.com/c/en/us/support/index.html
resources, including documentation and tools for
troubleshooting and resolving technical issues with Cisco
products and technologies.

To receive security and technical information about your
products, you can subscribe to various services, such as
the Product Alert Tool (accessed from Field Notices), the
Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.
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