
Third-Party Certificate Installation on Converged
Access Wireless LAN Controllers

This document describes installing a certificate on Cisco Catalyst 3850 Series Switch. Also, it explains the
process to install certificates on Converged Access and to use the certificate for authentication.

Note • For more information on the commands used in this section, refer to Command Lookup Tool (for
Registered Users only).

• To view an analysis of show command output, refer to the Output Interpreter.

• After you receive a user certificate from a vendor, you receive the following entities in the Privacy
Enhanced Mail (PEM) format:

• User certificate

• Rivest-Shamir-Adleman (RSA) key

• Root certificate

• The installation process for the Cisco Catalyst 3850 Series Switch is different from the installation
process for Cisco 5500 Series Wireless Controller.

• Installing Third Party Certificates, page 1

Installing Third Party Certificates
Perform the following steps to install a third-party certificate:

Step 1 To install the trustpoint, use the following commands:
configure terminal
crypto pki trustpoint trustp1 <--- trustp1 is a word string any word can be used here.
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(ca-trustpoint)#enrollment terminal pem
(ca-trustpoint)#exit

Step 2 To authenticate the trustpoint, perform the following:

1 Enter the crypto pki authenticate command.
(config)#crypto pki authenticate trustp1
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

2 Copy and paste the user certificate. Ensure that the Begin Certificate and End Certificate lines are included.

3 Press Enter and then type quit.

Trustpoint 'trustp1' is a subordinate CA and holds a non self signed
cert

Trustpoint 'trustp1' is a subordinate CA.
but certificate is not a CA certificate.
Manual verification required
Certificate has the following attributes:

Fingerprint MD5: EF9EE16F 535D51D4 0E5E9809 F48CF6EE
Fingerprint SHA1: FB166D5D 5F301F93 3CA2015A F5745C52 46030D9E

% Do you accept this certificate? [yes/no]:

4 Type Yes, when prompted.

To view the certificate, enter show crypto pki trustpoint command.Note

Step 3 To import the root certificate, perform the following:

1 Enter the following crypto pki import command:
(config)crypto pki import trustroot pem terminal passphrase
% Enter PEM-formatted CA certificate.
% End with a blank line or "quit" on a line by itself

2 Copy and paste the root certificate.

3 Press Enter, and type quit.
% Enter PEM-formatted encrypted private General Purpose key.
% End with "quit" on a line by itself

4 Copy and paste the RSA key, press Enter, and then type quit.
% Enter PEM-formatted General Purpose certificate.
% End with a blank line or "quit" on a line by itself

5 Copy and paste the user certificate and press Enter.

6 The certificate import is successfully completed.

The certificate can also be retrieved, converted to .p12 format, and imported with the crypto pki import command
on the controller. To import the certificate, use the following command:
crypto pki import name pkcs12 tftp: // url password
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Example for Installing Third Party Certificates
The following is an example to install a certificate:
(config)#crypto pki trustpoint verisign.com ?
<cr>

(config)#crypto pki trustpoint verisign.com
(ca-trustpoint)#enrollment terminal pem
(ca-trustpoint)#exit

(config)#crypto pki authenticate verisign.com <--- This is the USER CERTIFICATE

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

-----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Trustpoint 'verisign.com' is a subordinate CA and holds a non self signed cert
Trustpoint 'verisign.com' is a subordinate CA.
but certificate is not a CA certificate.
Manual verification required
Certificate has the following attributes:

Fingerprint MD5: EF9EE16F 535D51D4 0E5E9809 F48CF6EE
Fingerprint SHA1: FB166D5D 5F301F93 3CA2015A F5745C52 46030D9E

% Do you accept this certificate? [yes/no]:
Trustpoint CA certificate accepted.
% Certificate successfully imported

(config)#s
% Incomplete command.

# show crypto pki trustpoints

Trustpoint verisign.com:
Subject Name:
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cn=ciscouser
ou=ciscotech
o=ciscoj
l=Bangalore
c=IN

Serial Number (hex): 411B571C6F18E77E1D63A1244BA80788
Certificate configured.

(config)# crypto pki import VeriG3 pem terminal password
% Enter PEM-formatted CA certificate. <--- This is the ROOT CERTIFICATE
% End with a blank line or "quit" on a line by itself.

-----BEGIN CERTIFICATE----------END CERTIFICATE-----

% Enter PEM-formatted encrypted private General Purpose key.
% End with "quit" on a line by itself.

-----BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,1E71580604A10032   Examples and Technotes, Cisco IOS XE Release Denali 16.1.1
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DAt43W3/MBOvu9LBC+oPB8MXVeuMYU96Uky1l3hh7YX0iP7Wn9wuwr+jx/NIlStO
dNST+pSRIPDgdph2ebRA7zNMruu9/U0+zQH+hJ8KdpGWVe3r4R6aR+FHRYT17rXZ
JbnlgT/yfIU4QnMTFislbJNbJNZgRWKC55A7kDPshUJ/gB5OIYtB4covXFtEel7g
odqkmLAc3Pgb6YQnVvHC4kCNtbGSvtPdidQRxMT2nVwFrpn7qI5x9pFp+IW0l5gk
-----END RSA PRIVATE KEY-----
quit
% Enter PEM-formatted General Purpose certificate.
% End with a blank line or "quit" on a line by itself.

-----BEGIN CERTIFICATE----- <--- This is the USER CERTIFICATE-----END CERTIFICATE-----

% PEM files import succeeded.
(config)#
#sh crypto pki trustpoints
Trustpoint TP-self-signed-0:

Trustpoint CISCO_IDEVID_SUDI:
Subject Name:
cn=Cisco Manufacturing CA
o=Cisco Systems

Serial Number (hex): 6A6967B3000000000003
Certificate configured.

Trustpoint CISCO_IDEVID_SUDI0:
Subject Name:
cn=Cisco Root CA 2048
o=Cisco Systems

Serial Number (hex): 5FF87B282B54DC8D42A315B568C9ADFF
Certificate configured.

Trustpoint HTTPS_SS_CERT_KEYPAIR:
Subject Name:
serialNumber=FOC1618V3T0+hostname=
cn=

Serial Number (hex): 01

Trustpoint verisign.com:
Subject Name:
cn=ciscouser
ou=ciscotech
o=ciscoj
l=Bangalore
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c=IN
Serial Number (hex): 411B571C6F18E77E1D63A1244BA80788

Certificate configured.

Trustpoint VeriG3: Subject Name: cn=VeriSign Class 3 Secure Server CA - G3

ou=Terms of use at <url>
ou=VeriSign Trust Network
o=VeriSign\
Inc.
c=US

Serial Number (hex): 6ECC7AA5A7032009B8CEBCF4E952D491
Certificate configured
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