Third-Party Certificate Installationon Converged
Access Wireless LAN Controllers

This document describes installing a certificate on Cisco Catalyst 3850 Series Switch. Also, it explains the
process to install certificates on Converged Access and to use the certificate for authentication.

A

Note * For more information on the commands used in this section, refer to Command Lookup Tool (for
Registered Users only).

* To view an analysis of show command output, refer to the Output Interpreter.

« After you receive a user certificate from a vendor, you receive the following entities in the Privacy
Enhanced Mail (PEM) format:

« User certificate
* Rivest-Shamir-Adleman (RSA) key

* Root certificate

* The installation process for the Cisco Catalyst 3850 Series Switch is different from the installation
process for Cisco 5500 Series Wireless Controller.

* Installing Third Party Certificates, page 1

Installing Third Party Certificates

Perform the following steps to install a third-party certificate:

Step 1 To install the trustpoint, use the following commands:
configure terminal

crypto pki trustpoint trustpl <--- trustpl is a word string any word can be used here.
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. Installing Third Party Certificates

(ca-trustpoint) #enrollment terminal pem

(ca-trustpoint) ffexit

Step 2 To authenticate the trustpoint, perform the following:

1

4

Enter the crypto pki authenticate command.

(config) #crypto pki authenticate trustpl

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself

Copy and paste the user certificate. Ensure that the Begin Certificate and End Certificate lines are included.

Press Enter and then type quit.

Trustpoint 'trustpl' is a subordinate CA and holds a non self signed
cert

Trustpoint 'trustpl' is a subordinate CA.

but certificate is not a CA certificate.

Manual verification required

Certificate has the following attributes:

Fingerprint MD5: EF9EEL16F 535D51D4 OESE9809 F48CF6EE
Fingerprint SHAl: FB166D5D 5F301F93 3CA2015A F5745C52 46030D9E

[

% Do you accept this certificate? [yes/no]:

Type Yes, when prompted.

Note  To view the certificate, enter show crypto pki trustpoint command.

Step 3 To import the root certificate, perform the following:

1

Enter the following crypto pki import command:

(config)crypto pki import trustroot pem terminal passphrase
% Enter PEM-formatted CA certificate.

% End with a blank line or "quit" on a line by itself

Copy and paste the root certificate.

Press Enter, and type quit.
Enter PEM-formatted encrypted private General Purpose key.

oo oo

End with "quit" on a line by itself

Copy and paste the RSA key, press Enter, and then type quit.
% Enter PEM-formatted General Purpose certificate.

End with a blank line or "quit" on a line by itself
Copy and paste the user certificate and press Enter.
The certificate import is successfully completed.

The certificate can also be retrieved, converted to .p12 format, and imported with the crypto pki import command
on the controller. To import the certificate, use the following command:
crypto pki import name pkcsl2 tftp: // url password
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Example for Installing Third Party Certificates

The following is an example to install a certificate:

(config) #crypto pki trustpoint verisign.com ?
<cr>

(config) #crypto pki trustpoint verisign.com
(ca-trustpoint) #enrollment terminal pem
(ca-trustpoint) ffexit

(config) #crypto pki authenticate verisign.com <--- This is the USER CERTIFICATE

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIFczCCBFugAwIBAgIQQRtXHG8Y534dY6EkS6gHIDANBgkghkiGIwOBAQUFADCE
tTELMAKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcmlTaWduLCBIJbmMuMR8wHQYDVQQL
ExZWZXJpU21lnbiBUcnVzdCBOZXR3b3JrMTswOQYDVQQLEZzJUZXJtcyBvZiBlc2Ug
YXQgaHROCHM6Ly93d3cudmVyaXNpZ24uY29tL3JwYSA0YykxMDEVMCOGA1UEAXMM
VmVyaVNpZ24gQ2xhc3MgMyBTZWN1cmUgU2VydmVyIENBICOgRzMwHhCNMTIwNz I z
MDAWMDAWWhcNMTQwODES5MIM10TUSW] CBpTELMAKkGA1UEBhMCVVMXETAPBgNVBAGT
CElhcnlsYWS5KMRIWEAYDVQOHFAICYWxO0aWlvemUxJzA1BgNVBAOUHIQuUIFJvd2Ug
UHJpY2UgQXNzb2NpYXR1cywgSW5jLIEgMB4GALIUECXQXSW52ZXNObWVudCBUZWNO
bm9sb2dpZXMxJDAIBgNVBAMUG3dsZ3V1c3RjaGVjay50cm93ZXByaWN1LmNvbTCC
ASIwDQYJKoZIhvcNAQEBBQADGGEPADCCAQoCGgEBAJVIPpXRz11Y8d11vCZeChiZ2e
5uIn0TnUhR8QQrwOkstROITtmSIpaOVTwObOHOLgC81H2VRAIxvxXdi4 9AQpYoY5
z8UxeH29XgKIkYR399K7/LI9W9caYwiWSjn4eLql1kOGLmMGMtE7T4I2bhssAgfV2+k
kpS4RymNUdSgCWzDrm575xyzVCciOGUP] TxpB5U7sWPASqpEvgoX88fPPpTtzTJl IKwYBBQUHMAGGGGhOdHAG6LyY9vY3NwLnZlcml zaWduLmNv
bTBABggrBgEFBQcwAOY0aHROcDOVLINWUIN1Y3VyZS1HMylhaWEudmVyaXNpZ24u
Y29tLINWUIN1Y3VyZUczLmN1cjANBgkghkiGO9wOBAQUFAAOCAQEAReYg+921CiDX
8hG4FyAEsvcl1DEhGUVYOURNBU7TnYF7kN4ANZAUKHEX861zPYJiCOyB6SsbMtz68t
r80wPFUOzRvPfhzivtn/mL1TcEPIWiItOKmM6vpYayDMv8bbgI f+LL981gS2XV5L
Sk3eylzYVVVCgavw2BsvPAcklgvx7stSjQHtA0XeLIWBCEP1I5w/FA60P5J6XVBF
CHgAaugR5hONWge 9IM4xh6jDCOkLcrRecFXLbcdt SODXHVBEBfDipoM2yRDdavVOwfZ
CrTL3cZA9HLzI3QtPkzLC7RrRP8r3bBkIYMNYyGO465fe9IMV3MgTFey8G26mn+R5
1G3ddRLhhA==

Trustpoint 'verisign.com' is a subordinate CA and holds a non self signed cert
Trustpoint 'verisign.com' is a subordinate CA.

but certificate is not a CA certificate.

Manual verification required

Certificate has the following attributes:

Fingerprint MD5: EF9EEL16F 535D51D4 OESE9809 F48CF6EE
Fingerprint SHAl: FB166D5D 5F301F93 3CA2015A F5745C52 46030D9E

% Do you accept this certificate? [yes/no]:
Trustpoint CA certificate accepted.

% Certificate successfully imported

(confiqg) #s
% Incomplete command.

# show crypto pki trustpoints

Trustpoint verisign.com:
Subject Name:
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cn=ciscouser
ou=ciscotech
o=ciscoj
1=Bangalore
c=IN
Serial Number (hex): 411B571C6F18E77E1D63A1244BA80788
Certificate configured.

config)# crypto pki import VeriG3 pem terminal password

o o ~

nd with a blank line or "quit" on a line by itself.

MIIF7DCCBNSgAWIBAgIQbsx6pacDIAm4zrz06VLUKTANBgkghkiGO9wOBAQUFADCB
vJELMAkKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcml TaWduLCBJIbmMuMR8wHQYDVQQL
ExZWZXJpU21lnbiBUcnVzdCBOZXR3b3JrMTowOAYDVQQLEzZEOYykgMjAWNiIBWZXJp
U21nbiwgSW5jLiAtIEZvciBhdXRob3JpemVkIHVzZSBvbmx5MUUWQWYDVQQODEzxXW
ZXJpU21lnbiBDbGFzcyAzIFBlYmxpYyBQcmltYXJIS5TIENIcnRpZml jYXRpb24gQXV0
aG9yaXR5ICOgRzUwWHhcNMTAWM) A4AMDAWMDAWWhcNMjAWMIA3MIM1IOTUSW)CBtTEL
MAkKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcmlTaWduLCBIbmMuMR8wHQYDVQQLEXZW
ZXJpU21lnbiBUcnVzdCBOZXR3b3JrMTswOQYDVQQLEzJUZXJtcyBvZiB1lc2UgYXQg
aHROcHM6Ly93d3cudmVyaXNpz24u¥Y29tL3JwYSA0YykxMDEVMCOGALUEAXMmMVMVY
aVNpz249Q2xhc3MgMyBTZWN1cmUgU2VydmVyIENBICOgRzMwggEiMAOGCSgGSIb3
DOEBAQUAA4IBDwWAWggEKAOIBAQCxh4QfwgxFObyrJZenral+nLr2wTm4i8rCrFbG
S5btl1jkRPTc5v7QlK1K90EJx01iy6VedmbE8riNDTB81vzSXtig0iBANGIeGwCU/m8
fOMmV1gzgzszChewOE6RIK2GEWQS3HRKNKEACugWHQsV/KNLO85)iND4LQyUhhDK
tpo9yus3nABINYYpUHJoRWPNGUFP9ZXse5jUxHGzUL40os4+guVOc9cosI6n9FAbo
GLSa6Dxugf3kzTU2s1HTaewSulZub5tXxYsUSw7HNO1KVGrJTcW/EbGuHGeByORV
M51/3Js/U0V/hhrzPPptf4HIUErT9YU3SHLWMOANkKkGHs4TvoPAgMBAAG)ggHEMIIB
2zA0BggrBgEFBQCcBAQQOMCYWJAY IKwYBBQUHMAGGGGhOdHAG6LYOVY3NwLnZlcmlz
aWduLmNvbTASBgNVHRMBAf8ECDAGAQH/AGEAMHAGALIUJIARPMGCWZQYLYIZIAYb4
RQEHFWMwVJjA0BggrBgEFBQcCARYcaHROCHM6Ly93d3cudmVyaXNpZ24uY29tL2Nw
czAgBggrBgEFBQcCAjAeGhxodHRwczovL3d3dy52ZXJpc21nbi5jb20vcenBhMDQOG
AlUdHWQtMCswKaAnoCWGI2h0dHAG6LyY9jcmwudmVyaXNpZ24uY29tL3BjYTMt ZzUu
Y3JsMA4GA1UdDWEB/wQEAWIBBjBtBggrBgEFBQCcBDARNME +hXaBbMFkwVzBVEglp
PWFNZS9naWYwITAfMAcCGBSsOAwIaBBSP5dMahgyNjmvDz4BgqlEgYLHsZLjALFiNo
dHRwO18vbG9nby52ZXJpc21lnbi5jb20vdnNsb2dvimdpZjAcBgNVHREEITAfpBOw
GzEZMBCGA1UEAXMOVMVyaVNpZ25NUEt JLTItNJAdBgNVHQ4EFgQUDURCFINEWYJ+
HSCrJfQBY91i+eaUwHwYDVROJBBgwFoAUfIN1p8Ld7LvwMANzQzn6Ag8zMTMwDQYJ
KoZIhvcNAQEFBQADGGERAAYDJO/dwwzZWJIz+NrbrioBL0aP3nfPMU++CngOh5pfB
WJ11bOAdG0z60cEtBcDgbrIicFXZIDNAMwECZYP670M3m+oOmmxw/vacgDvZN/R6
bezQGH1JSsgZxxkoor7YdyT3hSaGbYcFQEFN0Sc67dxIHSLNCwuLvPSxe/20majp
dirhGi2HbnTTiNOeIsbfFrYrghQKlFzyUOyvzvIiNw2tZdMGQVPtAhTItVgooazg
W+yzf£5VK+wPIrSbb5mZ4EkrZn0L74ZjmQo0bj49nJOhhGbXdzbULJIgWOw2 7EyHW4
Rs/iGAZeqa60gZpHFt4MKGw1lJ7net4RYxh84HQTEy2Y=

————— END CERTIFICATE-----

nter PEM-formatted encrypted private General Purpose key.
nd with "quit" on a line by itself.

de oo
= =

Proc-Type: 4,ENCRYPTED

DEK-Info: DES-EDE3-CBC,1E71580604A10032
xz3n4/0dG8PFwe/FL61hNmkXUgg09A82kupYuAl jWy4Pmz0gAk7fMINBnrilk/Ug
c2WrM34tdURukNEfYv3IbvkGa6QsTQu5sYZ+83Igsdsh0xOw/xJINvs6aaOnF0frNN
wiRYOS5QGf9+A98kEw0g66ye04CIXJR39+peSgmAchI4smAF486bK2xDRz1p2Ewi
bL+pgsY61/fYMDQwWASRzJIkkCi4sG4kQo5¢c5j3HpAwz3nVoQci/R3AU7zcywMuvz0 6uWDtgBLbNX1TopVcgKk4EWemTSZtRD94ucNsBmH7GBJ
JuUYPh8mFrvBRDOBe70vche0vzN3ouw3CcVAT6VAuUVzns3LFpGxeSbBUyoAV6SD7
7xHahcoCXAGcff2eXmTWNWocm2sf19HVvAtPrilzfTyKdltHcg+GxPgqAOGPS5NsGw4D
H/61+6t031Z2t73/NIt2j0+sdgQs+MaRqWpOJfwV1bW2/4cjn39gadjB33QUebudu
zXJAWWK 95 £CmZIM71QVenGT8xgsC/+mcVY72rY £5Q0wQDagUcpOirHc+6/ULvYMy7
1WPjK1A0ZDt1fgnIlkgY+cQkbPBrbBARZ1XhqjKBMuM20aCUSBh6ppRIBrBB/+11
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DAt43W3/MBOvU9LBC+0PB8MXVeuMYU96Uky113
dNST+pSRIPDgdph2ebRA7zNMruu9/U0+zQH+hJ
JbnlgT/yfIU4QnMTFis1bINbINZGRWKC55A7kD

rs
Example for Installing Third Party Certificates

hh7YX0iP7Wn9wuwr+jx/NI1StO
8KdpGWVe3r4R6aR+FHRYT17rX2z
PshUJ/gB50IYtB4covXFtEel7g

odgkmLAC3Pgb6YONVvHC4kKCNtbGSvtPdidQRXMT2nVwFrpn7qI5x9pFp+IW015gk

————— END RSA PRIVATE KEY-----

quit
% Enter PEM-formatted General Purpose
% End with a blank line or "quit" on a

MIIFczCCBFugAwIBAgIQQORtXHG8Y534dY6EkS6

certificate.
line by itself.

<--- This is the USER CERTIFICATE
gHiDANBgkghkiG9w0OBAQUFADCE

tTELMAKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcmlTaWduLCBIJbmMuMR8wHQYDVQQL

ExZWZXJpU21lnbiBUcnVzdCBOZXR3b3JrMTswOQ
YXQgaHROcHM6Ly93d3cudmVyaXNpZ24uY29tL3

YDVQQLEzJUZXJtcyBvZiBlc2Ug
JwYSA0YykxMDEVMCOGA1UEAXMm

VmVyaVNpZ24gQ2xhc3MgMyBTZWN1cmUgU2VydmVyIENBICOgRzZMwHhcNMTIwNzIz
MDAWMDAWWhcNMTQwODESMIM10TUSW]) CBpTELMAKkGA1UEBhMCVVMXETAPBgNVBAGT
CElhcnlsYWS5kMRIWEAYDVQQOHFAICYWx0aWlvemUxJzA1BgNVBAOUHIQuUIFJvd2Ug

UHJpY2UgQXNzb2NpYXR1cywgSW5jLIEGMB4GAL
bm9sb2dpZXMxJIDAIBgNVBAMUG3dsz3V1c3RjaG
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCgg
5uIn0TnUhR8QQrwOkstROJITtmSIpaOVTwObOHO
z8UxeH29XgKIkYR399K7/L9W9caYwWSjndeLgl
kpS4RymNUdSgCWzDrm575xyzVCciOGUP]jTxpB5
XElnleRIcbE1lz1l/wpRx1FH4XMPtL79F8FQTWZ0

UECxQXSW52ZXNObWVudCBUZWNoO
Viay50cm93ZXByaWN1LmNvbTCC
EBAJvJIpXRz1iY8d1l1lvCZcChi2c
LgC81H2VRAIxvxXdi49AQpYoYS
1kOGLmGMtE7T4I2bhssAgfV2+k
U7sWPASgpEvgoX88fPPpTtzTJl
MvMzyLEriR+dHXxtbBUkCPvgFY

INruz4Rj5Uk4S33G1lEVVEXfMF/wa+rtFU4Rw1V4DESbrhSFhLeEruFfpzOWhMj0C

AWEAAaOCAYswggGHMCYGAIUJEQQfMB2CG3dsz3
LmNvbTAJBgNVHRMEAJAAMA4GA1UdDWER/wQEAW
hjRodHRwO18vU1ZSU2VjdXJ1LUczLWNybC52ZX
RzMuY3JsMEMGA1UdIAQ8MDowOAYKYIZIAYL4RQ
dHRwczovL3d3dy52Z2XJpc21lnbi5jb20vY3BzMB
BggrBgEFBQCDAJAfBgNVHSMEGDAWGBONREWWUO
BgEFBQCBAQROMGgwJAY IKwYBBQUHMAGGGGhOJH
bTBABggrBgEFBQcwA0Y0aHROcDoVLINWUIN1Y3
Y29tLINWUIN1Y3VyZUczLmN1cjANBgkghkiGOw
8hG4FyAEsvcl1DEhGUVYOURN8U7nYF7kN4NZJU
r80wPFUOzRvPfhzivtn/mL1TcEPjWiItOKmM6V
Sk3eylzYVVVCgavw2BsvPAcklgvx7stSjQHtAO
CHgAaugR5hONWge 9M4xh6jDCOkLcrReFXLbedt
CrTL3cZA9HLzI3QtPkzLC7RrRP8r3bBkIYMNYG
1G3ddRLhhA==

% PEM files import succeeded.
(config) #

#sh crypto pki trustpoints
Trustpoint TP-self-signed-0:

Trustpoint CISCO_IDEVID SUDI:
Subject Name:
cn=Cisco Manufacturing CA
o=Cisco Systems

Serial Number (hex): 6A6967B
Certificate configured.
Trustpoint CISCO_IDEVID SUDIO:
Subject Name:
cn=Cisco Root CA 2048
o=Cisco Systems
Serial Number (hex): 5FF87B2

Certificate configured.

Trustpoint HTTPS_SS_CERT_KEYPAIR:
Subject Name:
serialNumber=FOC1618V3TO0+hostname=
cn=

Serial Number (hex): 01

Trustpoint verisign.com:

Subject Name:
cn=ciscouser
ou=ciscotech
o=ciscoj
1=Bangalore

V1c3RjaGVjay50cm93ZXByaWNl
IFODBFBgNVHRSEPjA8MDGgOKA2
Jpc21lnbi5jb20vU1ZSU2VIdXJIL
EHNJAQMCgGCCsGAQUFBWIBFhxo
0GA1UdJIQQWMBQGCCsGAQUFBwWMB
TBgn4dIKs19AFj2L55pTB2Bggr
A6Ly9vY3NwLnZlcmlzaWduLmNv
VyZS1HMylhaWEudmVyaXNpZ24u
0BAQUFAAOCAQEAReYg+921CiDX
KHFX861izPYJiCOyB6SsbMtz68t
pYayDMv8bbgIf+LL981gS2XV5L
XeLO9WBCfP1I5w/Fd60P5J6XVBF
SODXHVBfBfDipoM2yRDdavVOwfZ
0465fe9IMV3MgTFey8G26mn+R5

3000000000003

82B54DC8D42A315B568CIOADFF

Examples and Technotes, Cisco 10S XE Release Denali 16.1.1 i



Third-Party Certificate Installation on Converged Access Wireless LAN Controllers |
. Example for Installing Third Party Certificates

c=IN
Serial Number (hex): 411B571C6F18E77E1D63A1244BA80788
Certificate configured.

Trustpoint VeriG3: Subject Name: cn=VeriSign Class 3 Secure Server CA - G3

ou=Terms of use at <url>
ou=VeriSign Trust Network
o=VeriSign\
Inc.
c=US
Serial Number (hex): 6ECC7AA5A7032009B8CEBCF4E952D491
Certificate configured

Examples and Technotes, Cisco 10S XE Release Denali 16.1.1
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