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Audience

Preface

This preface describes the audience, organization, and conventions of the Cisco Nexus 7000 Series NX-OS
Security Configuration Guide. It also provides information on how to obtain related documentation.

« Audience, on page Xxxi

» Document Organization, on page xxxi

« Document Conventions, on page xxxii

« Related Documentation for Cisco Nexus 7000 Series NX-OS Software, on page Xxxiv
« Communications, Services, and Additional Information, on page xxxiv

This publication is for experienced network administrators who configure and maintain Cisco NX-OS devices.

Document Organization

This document is organized into the following chapters:

| oL-20637-03

Chapter

Description

"New and Changed Information"

Describes the new and changed information for the new Cisco NX-OS
software software releases.

"Overview"

Describes the security features supported by the Cisco NX-OS software.

"Configuring AAA"

Describes how to configure authentication, authorization, and accounting
(AAA) features.

"Configuring RADIUS"

Describes how to configure the RADIUS security protocol.

"Configuring TACACS+"

Describes how to configure the TACACS+ security protocol.

"Configuring LDAP"

Describes how to configure the LDAP security protocol.

"Configuring SSH and Telnet"

Describes how to configure certificate authorities and digital certificates
in the Public Key Infrastructure (PKI).

"Configuring PKI"

Describes how to configure Secure Shell (SSH) and Telnet.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x .
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Chapter

Description

RBAC"

"Configuring User Accounts and

Describes how to configure user accounts and role-based access control
(RBAC).

"Configuring 802.1X"

Describes how to configure 802.1X authentication.

"Configuring NAC"

Describes how to configure Network Admission Control (NAC).

Configuring Cisco Trustsec"

Describes how to configure Cisco TrustSec integrated security.

"Configuring IP ACLs"

Describes how to configure IP access control lists (ACLS).

"Configuring MAC ACLs"

Describes how to configure MAC ACLs.

"Configuring VLAN ACLs"

Describes how to configure VLAN ACLs.

"Configuring Port Security"

Describes how to configure port security.

"Configuring DHCP"

Describes how to configure Dynamic Host Configuration Protocol (DHCP)
snooping.

"Configuirng Dynamic ARP
Inspection”

Describes how to configure Address Resolution Protocol (ARP) inspection.

"Configuring IP Source Guard"

Describes how to configure IP Source Guard.

"Configuring Password
Encryption”

Describes how to configure password encryption.

"Configuring Keychain
Management"

Describes how to configure keychain management.

"Configuring Traffic Storm
Control"

Describes how to configure traffic storm control.

"Configuring Unicast RPF"

Describes how to configure Unicast Reverse Path Forwarding (Unicast
RPF).

"Configuring Control Plane
Policing"

Describes how to configure control plane policing on ingress traffic.

"Configuring Rate Limits"

Describes how to configure rate limits on egress traffic.

Document Conventions

\}

Note

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

As part of our constant endeavor to remodel our documents to meet our customers' requirements, we have
modified the manner in which we document configuration tasks. As a result of this, you may find a deviation
in the style used to describe these tasks, with the newly included sections of the document following the new

format.
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Command descriptions use the following conventions:

Convention Description

bold Bold text indicates the commands and keywords that you enter literally
as shown.

Italic Italic text indicates arguments for which the user supplies the values.

[X] Square brackets enclose an optional element (keyword or argument).

[x]vy] Square brackets enclosing keywords or arguments separated by a vertical
bar indicate an optional choice.

{x|vy} Braces enclosing keywords or arguments separated by a vertical bar
indicate a required choice.

[x{y|z}] Nested set of square brackets or braces indicate optional or required
choices within optional or required elements. Braces and a vertical bar
within square brackets indicate a required choice within an optional
element.

variable Indicates a variable for which you supply values, in context where italics
cannot be used.

string A nonguoted set of characters. Do not use quotation marks around the

string or the string will include the quotation marks.

Examples use the following conventions:

Convention

Description

screen font

Terminal sessions and information the switch displays are in screen font.

boldface screen font

Information you must enter is in boldface screen font.

italic screen font

Arguments for which you supply values are in italic screen font.

<> Nonprinting characters, such as passwords, are in angle brackets.
[1 Default responses to system prompts are in square brackets.
L# An exclamation point (!) or a pound sign (#) at the beginning of a line

of code indicates a comment line.

This document uses the following conventions:

Note

A

Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

| oL-20637-03

Caution

Means reader be careful. In this situation, you might do something that could result in equipment damage or

loss of data.
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. Related Documentation for Cisco Nexus 7000 Series NX-OS Software

Related Documentation for Cisco Nexus 7000 Series NX-0S
Software

The documentation set for the Cisco Nexus 7000 Series Switches is available at the following URLSs:

http:/Mmww.cisco.com/c/en/us/support/switches/nexus-7000-series-switches/tsd-products-support-series-home.html

Release Notes
The release notes are available at the following URL:

http://www.cisco.com/c/en/us/support/switches/nexus-7000-series-switches/products-release-notes-list.ntml

Installation and Upgrade Guides
The installation and upgrade guides are available at the following URL.:

http://www.cisco.com/c/en/us/support/switches/nexus-7000-series-switches/products-installation-guides-list.ntml

Configuration Guides
http:/Avww.cisco.com/c/en/us/support/switches/nexus-7000-series-switches/products-installation-and-configuration-guides-list html

Command References
The command references are available at the following URL:

http:/mww.cisco.com/c/en/us/support/switches/nexus-7000-series-switches/products-command-reference-list.html

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
« To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
« To submit a service request, visit Cisco Support.

« To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

« To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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CHAPTER 1

New and Changed Information

» New and Changed Information, on page 1

New and Changed Information

The table below summarizes the new and changed features for this document and shows the releases in which
each feature is supported. Your software release might not support all the features in this document. For the
latest caveats and feature information, see the Bug Search Tool at https://tools.cisco.com/bugsearch/ and the
release notes for your software release.

| oL-20637-03

Table 1: New and Changed Security Features

Feature Description Changed |Where Documented
inRelease

Cisco TrustSec Removed the requirement for the Advanced |6.1(1) Configuring Cisco
Services license. TrustSec

Cisco TrustSec Added MACsec support for 40G and 100G M2 | 6.1(1) Configuring Cisco
Series modules. TrustSec

CoPP Added a new class for FCoE; added the LISP, |6.1(1) Configuring Control
LISP6, and MAC Layer 3 IS-IS ACLs to the Plane Policing, on
critical class; added the fcoe-fib-miss match page 599
exception to the undesirable class; added the
MAC Layer 2 tunnel ACL to the Layer 2
unpoliced class, and added the "permit icmp
any any 143" rule to the acl-icmp6-msgs ACL.

FIPS Added support for digital image signing on 6.1(1) Configuring FIPS, on
switches that contain the Supervisor 2 module. page 15

FIPS Updated FIPS guidelines for M2 Series 6.1(1) Configuring FIPS, on
modules. page 15

IP ACLs and MAC Updated for M2 Series modules. 6.1(1) Configuring IP ACLs,

ACLs

on page 403 and
Configuring MAC
ACLs, on page 453
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New and Changed Information |

Feature Description Changed | Where Documented
inRelease
ACLs and CoPP Changed the show running-config acimgr and | 5.2(1) Configuring IP ACLs,
show startup-config aclmgr commands to on page 403,
display only the user-configured ACLs (and not Configuring MAC
also the default CoPP-configured ACLS) in the ACLs, on page 453,
running and startup configurations. Configuring VLAN
ACLs, on page 465, and
Configuring Control
Plane Policing, on
page 599
Cisco TrustSec Added support for pause frame encryption and | 5.2(1) Configuring Cisco
decryption on interfaces. TrustSec
CoPP Added the ability to change or reapply the 5.2(1) Configuring Control
default CoPP policy without rerunning the setup Plane Policing, on
utility. page 599
CoPP Changed the CoPP best practice policy to 5.2(1) Configuring Control
read-only and added the ability to copy the Plane Policing, on
policy in order to modify it. page 599
CoPP Added the show copp profile and show copp |5.2(1) Configuring Control
diff profile commands to display the details of Plane Policing, on
the CoPP best practice policy and the page 599
differences between policies, respectively.
CoPP Changed the show copp status command to | 5.2(1) Configuring Control
display which flavor of the CoPP best practice Plane Policing, on
policy is attached to the control plane. page 599
CoPP Changed the name of the none option for the |5.2(1) Configuring Control
best practices CoPP profile in the setup utility Plane Policing, on
to skip. page 599
CoPP Updated the default class maps with support for | 5.2(1) Configuring Control
MPLS LDP, MPLS OAM, MPLS RSVP, DHCP Plane Policing, on
relay, and OTV-AS. page 599
DHCP Added subnet broadcast support for the DHCP | 5.2(1) Configuring DHCP, on
relay agent and support for DHCP smart relay. page 499
FCoE ACLs Added support for FCoE ACLs on F1 Series |5.2(1) Configuring IP ACLs,
modules. on page 403
IP ACLs Added support for ACL capture on M1 Series |5.2(1) Configuring IP ACLs,
modules. on page 403
LDAP Deprecated the Idap-server port command. |5.2(1) Configuring LDAP, on
page 135

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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New and Changed Information .

Feature Description Changed |Where Documented

inRelease

Password encryption | Added support for AES password encryption |5.2(1) Configuring Password
and a configurable master encryption key. Encryption, on page

565

RADIUS Added type-6 encryption support for RADIUS | 5.2(1) Configuring RADIUS,
server keys. on page 59

TACACS+ Added type-6 encryption support for TACACS+ | 5.2(1) Configuring
server keys. TACACS+, on page

91

Control plane policy | Added the ability to specify the threshold value | 5.1(1) Configuring Control

map for dropped packets and generate a syslog if the Plane Policing, on
drop count exceeds the configured threshold. page 599

CoPP Updated the default policies with the 802.1Q |5.1(1) Configuring Control
class of service (cos) values. Plane Policing, on

page 599

CoPP Added support for non-1P traffic classes. 5.1(1) Configuring Control
Plane Policing, on
page 599

DHCP snooping Optimized DHCP snooping to work ina vPC |5.1(1) Configuring DHCP, on
environment. page 499

FIPS Added the ability to configure Federal 5.1(1) Configuring FIPS, on
Information Processing Standards (FIPS) mode. page 15

Rate limits Added support for F1 Series module packets. |5.1(1) Configuring Rate

Limits, on page 637

Rate limits Added the ability to configure rate limits for |5.1(1) Configuring Rate
packets that reach the supervisor module and Limits, on page 637
to log a system message if the rate limit is
exceeded.

Rate limits Added options to disable rate limits and to 5.1(1) Configuring Rate
configure rate limits for a specific module and Limits, on page 637
port range.

SCP and SFTP servers | Added the ability to configure SCP and SFTP |5.1(1) Configuring SSH and
servers on the Cisco NX-OS device to support Telnet, on page 161
the copy of files to and from a remote device.

User roles Added the ability to display the syntax of the |5.1(1) Configuring User
commands that the network-admin and Accounts and RBAC,
network-operator roles can use. on page 233

VTY ACLs Added support to control access to traffic 5.1(2) Configuring IP ACLs,

received over a VTY line.

on page 403
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New and Changed Information |

mapping filters.

Feature Description Changed |Where Documented
inRelease
802.1X Supports configuring 802.1X on member ports | 5.0(2) Configuring 802.1X,
of a port channel. on page 259
AAA authorization Supports configuring the default AAA 5.0(2) Configuring
authorization method for TACACS+ servers. TACACS+, on page
91
CHAP authentication | Allows the enabling or disabling of CHAP 5.0(2) Configuring AAA, on
authentication. page 23
CoPP Updated the default policies with support for |5.0(2) Configuring Control
ACL HSRP6. Plane Policing, on
page 599
DHCP Allows the DHCP relay agent to support VRFs. | 5.0(2) Configuring DHCP, on
Also adds the ip dhcp relay information page 499
option vpn command and modifies the ip dhcp
relay address command.
DHCP Supports enabling DHCP to use Cisco 5.0(2) Configuring DHCP, on
proprietary numbers 150, 152, and 151 for the page 499
link selection, server ID override, and VRF
name/VVPN ID relay agent option-82 suboptions.
IP ACLs, MAC ACLs, | Allows up to 128K ACL entries when using an | 5.0(2) Configuring IP ACLs,
and VACLs XL line card, provided a scalable services on page 403,
license is installed. Configuring MAC
ACLs, on page 453, and
Configuring VLAN
ACLs, on page 465
LDAP Supports configuring the Lightweight Directory | 5.0(2) Configuring LDAP, on
Access Protocol (LDAP). page 135
Local authentication | Enables fallback to local authentication when |5.0(2) Configuring AAA, on
remote authentication fails. page 23
Local authentication | Allows the disabling of fallback to local 5.0(2) Configuring AAA, on
authentication. page 23
oTP Supports one-time passwords. 5.0(2) Configuring RADIUS,
on page 59
Periodic server Supports global periodic RADIUS and 5.0(2) Configuring RADIUS,
monitoring TACACS+ server monitoring. on page 59 and
Configuring
TACACS+, on page
91
PKI Supports a remote cert-store and certificate 5.0(2) Configuring PKI, on

page 185

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Feature Description Changed |Where Documented

inRelease

Privilege roles Supports permitting or denying commands for | 5.0(2) Configuring
users of privilege roles. TACACS+, on page

91

Rate limits Supports Layer 2 Tunnel Protocol (L2TP) 5.0(2) Configuring Rate
packets. Limits, on page 637

SGACL policies Allows the enabling or disabling of RBACL |5.0(2) Configuring Cisco
logging. TrustSec, on page 343

SGACL policies Allows the enabling, disabling, monitoring, and | 5.0(2) Configuring Cisco
clearing of RBACL statistics. TrustSec, on page 343

SSH Supports configuring a maximum number of | 5.0(2) Configuring SSH and
SSH login attempts. Telnet, on page 161

SSH Supports starting SSH sessions from the boot |5.0(2) Configuring SSH and
mode of a Cisco NX-OS device in order to Telnet, on page 161
connect to a remote device.

SSH Supports copying files from a Cisco NX-OS |5.0(2) Configuring SSH and
device to an SCP or SFTP server without a Telnet, on page 161
password.

TACACS+ Supports the mapping of privilege levels 5.0(2) Configuring

privilege-level configured for users on the TACACS+ server TACACS+, on page

authorization to locally configured user roles on the Cisco 91
NX-OS device.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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CHAPTER 2

Overview

The Cisco NX-OS software supports security features that can protect your network against degradation or
failure and also against data loss or compromise resulting from intentional attacks and from unintended but
damaging mistakes by well-meaning network users.

This chapter includes the following sections:

« Authentication, Authorization, and Accounting, on page 7
* RADIUS and TACACS+ Security Protocols, on page 8
* LDAP, on page 9

« SSH and Telnet, on page 9

 PKI, on page 9

« User Accounts and Roles, on page 9

* 802.1X, on page 10

* NAC, on page 10

« Cisco TrustSec, on page 10

* IP ACLs, on page 11

* MAC ACLs, on page 11

* VACLs, on page 11

« Port Security, on page 11

* DHCP Snooping, on page 12

» Dynamic ARP Inspection, on page 12
« IP Source Guard, on page 12

« Password Encryption, on page 13

* Keychain Management, on page 13

« Unicast RPF, on page 13

« Traffic Storm Control, on page 13

« Control Plane Policing, on page 14

« Rate Limits, on page 14

Authentication, Authorization, and Accounting

Authentication, authorization, and accounting (AAA) is an architectural framework for configuring a set of
three independent security functions in a consistent, modular manner.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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. RADIUS and TACACS+ Security Protocols

Authentication
Provides the method of identifying users, including login and password dialog, challenge and response,
messaging support, and, depending on the security protocol that you select, encryption. Authentication
is the way a user is identified prior to being allowed access to the network and network services. You
configure AAA authentication by defining a named list of authentication methods and then applying that
list to various interfaces.

Authorization
Provides the method for remote access control, including one-time authorization or authorization for
each service, per-user account list and profile, user group support, and support of IP, IPX, ARA, and
Telnet.

Remote security servers, such as RADIUS and TACACS+, authorize users for specific rights by associating
attribute-value (AV) pairs, which define those rights, with the appropriate user. AAA authorization works
by assembling a set of attributes that describe what the user is authorized to perform. These attributes
are compared with the information contained in a database for a given user, and the result is returned to
AAA to determine the user’s actual capabilities and restrictions.

Accounting
Provides the method for collecting and sending security server information used for billing, auditing,
and reporting, such as user identities, start and stop times, executed commands (such as PPP), number
of packets, and number of bytes. Accounting enables you to track the services that users are accessing,
as well as the amount of network resources that they are consuming.

\}

Note  You can configure authentication outside of AAA. However, you must configure AAA if you want to use
RADIUS or TACACS+, or if you want to configure a backup authentication method.

Related Topics
Configuring AAA, on page 23

RADIUS and TACACS+ Security Protocols

AAA uses security protocols to administer its security functions. If your router or access server is acting as
a network access server, AAA is the means through which you establish communication between your network
access server and your RADIUS or TACACS+ security server.

The chapters in this guide describe how to configure the following security server protocols:

RADIUS
A distributed client/server system implemented through AAA that secures networks against unauthorized
access. In the Cisco implementation, RADIUS clients run on Cisco routers and send authentication
requests to a central RADIUS server that contains all user authentication and network service access
information.

TACACS+
A security application implemented through AAA that provides a centralized validation of users who
are attempting to gain access to a router or network access server. TACACS+ services are maintained
in a database on a TACACS+ daemon running, typically, on a UNIX or Windows NT workstation.
TACACS+ provides for separate and modular authentication, authorization, and accounting facilities.

Related Topics
Configuring RADIUS, on page 59
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Configuring TACACS+, on page 91

LDAP

The Lightweight Directory Access Protocol (LDAP) provides centralized validation of users attempting to
gain access to a Cisco NX-OS device. LDAP allows a single access control server (the LDAP daemon) to
provide authentication and authorization independently.

Related Topics
Configuring LDAP, on page 135

SSH and Telnet

You can use the Secure Shell (SSH) server to enable an SSH client to make a secure, encrypted connection
to a Cisco NX-OS device. SSH uses strong encryption for authentication. The SSH server in the Cisco NX-0OS
software can interoperate with publicly and commercially available SSH clients.

The SSH client in the Cisco NX-OS software works with publicly and commercially available SSH servers.

The Telnet protocol enables TCP/IP connections to a host. Telnet allows a user at one site to establish a TCP
connection to a login server at another site and then passes the keystrokes from one device to the other. Telnet
can accept either an IP address or a domain name as the remote device address.

Related Topics
Configuring SSH and Telnet, on page 161

PKI

The Public Key Infrastructure (PKI) allows the device to obtain and use digital certificates for secure
communication in the network and provides manageability and scalability for applications, such as SSH, that
support digital certificates.

Related Topics
Configuring PKI, on page 185

User Accounts and Roles

You can create and manage user accounts and assign roles that limit access to operations on the Cisco NX-OS
device. Role-based access control (RBAC) allows you to define the rules for an assign role that restrict the
authorization that the user has to access management operations.

Related Topics
Configuring User Accounts and RBAC, on page 233

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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802.1X

802.1X defines a client-server-based access control and authentication protocol that restricts unauthorized
clients from connecting to a LAN through publicly accessible ports. The authentication server authenticates
each client connected to an Cisco NX-OS device port.

Until the client is authenticated, 802.1X access control allows only Extensible Authentication Protocol over
LAN (EAPOL) traffic through the port to which the client is connected. After authentication is successful,
normal traffic can pass through the port.

Related Topics
Configuring 802.1X, on page 259

NAC

Network Admission Control (NAC) allows you to check endpoint devices for security compliancy and
vulnerability before these devices are allowed access to the network. This security compliancy check is referred
to as posture validation. Posture validation allows you to prevent the spread of worms, viruses, and other
rogue applications across the network.

NAC validates that the posture, or state, of endpoint devices complies with security policies before the devices
can access protected areas of the network. For devices that comply with the security policies, NAC allows
access to protected services in the network. For devices that do not comply with security policies, NAC restricts
access to the network that is sufficient only for remediation, which checks the posture of the device again.

Related Topics
Configuring NAC, on page 299

Cisco TrustSec

The Cisco TrustSec security architecture builds secure networks by establishing clouds of trusted network
devices. Each device in the cloud is authenticated by its neighbors. Communication on the links between
devices in the cloud is secured with a combination of encryption, message integrity checks, and replay protection
mechanisms. Cisco TrustSec also uses the device and user identification information acquired during
authentication for classifying, or coloring, the packets as they enter the network. This packet classification is
maintained by tagging packets on ingress to the Cisco TrustSec network so that they can be properly identified
for the purpose of applying security and other policy criteria along the data path. The tag, also called the
security group tag (SGT), allows the network to enforce the access control policy by enabling the endpoint
device to act upon the SGT to filter traffic. Cisco TrustSec uses ingress tagging and egress filtering to enforce
access control policy in as a conversation.

Related Topics
Configuring Cisco TrustSec, on page 343
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IP ACLs

MAC ACLs

VACLS

ipActs |

IP ACLs are ordered sets of rules that you can use to filter traffic based on IPv4 information in the Layer 3
header of packets. Each rule specifies a set of conditions that a packet must satisfy to match the rule. When
the Cisco NX-OS software determines that an IP ACL applies to a packet, it tests the packet against the
conditions of all rules. The first match determines whether a packet is permitted or denied, or if there is no
match, the Cisco NX-OS software applies the applicable default rule. The Cisco NX-OS software continues
processing packets that are permitted and drops packets that are denied.

Related Topics
Configuring IP ACLs, on page 403

MAC ACLs are ACLs that filter traffic using the information in the Layer 2 header of each packet. Each rule
specifies a set of conditions that a packet must satisfy to match the rule. When the Cisco NX-OS software
determines that a MAC ACL applies to a packet, it tests the packet against the conditions of all rules. The
first match determines whether a packet is permitted or denied, or if there is no match, the NX-OS software
applies the applicable default rule. The Cisco NX-OS software continues processing packets that are permitted
and drops packets that are denied.

Related Topics
Configuring MAC ACLs, on page 453

A VLAN ACL (VACL) is one application of an IP ACL or MAC ACL. You can configure VACLS to apply
to all packets that are routed into or out of a VLAN or are bridged within a VLAN. VACLSs are strictly for
security packet filtering and for redirecting traffic to specific physical interfaces. VACLSs are not defined by
direction (ingress or egress).

Related Topics
Configuring VLAN ACLs, on page 465

Port Security

| oL-20637-03

Port security allows you to configure Layer 2 interfaces that allow inbound traffic from only a restricted set
of MAC addresses. The MAC addresses in the restricted set are called secure MAC addresses. In addition,
the device does not allow traffic from these MAC addresses on another interface within the same VLAN. The
number of MAC addresses that the device can secure is configurable per interface.

Related Topics
Configuring Port Security, on page 475
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DHCP Snooping

DHCP snooping acts like a firewall between untrusted hosts and trusted DHCP servers. DHCP snooping
performs the following activities:

« Validates DHCP messages received from untrusted sources and filters out invalid messages.

« Builds and maintains the DHCP snooping binding database, which contains information about untrusted
hosts with leased IP addresses.

* Uses the DHCP snooping binding database to validate subsequent requests from untrusted hosts.
Dynamic ARP inspection (DAI) and IP Source Guard also use information stored in the DHCP snooping
binding database.

Related Topics
Configuring DHCP, on page 499

Dynamic ARP Inspection

Dynamic ARP inspection (DAI) ensures that only valid ARP requests and responses are relayed. When DAI
is enabled and properly configured, a Cisco NX-OS device performs these activities:

« Intercepts all ARP requests and responses on untrusted ports.

* Verifies that each of these intercepted packets has a valid IP-to-MAC address binding before updating
the local ARP cache or before forwarding the packet to the appropriate destination.

* Drops invalid ARP packets.
DAI can determine the validity of an ARP packet based on valid IP-to-MAC address bindings stored in a
DHCP snooping binding database. This database is built by DHCP snooping if DHCP snooping is enabled

on the VLANSs and on the device. If the ARP packet is received on a trusted interface, the device forwards
the packet without any checks. On untrusted interfaces, the device forwards the packet only if it is valid.

Related Topics
Configuring Dynamic ARP Inspection, on page 533

IP Source Guard

IP Source Guard is a per-interface traffic filter that permits IP traffic only when the IP address and MAC
address of each packet matches one of two sources of IP and MAC address bindings:

« Entries in the DHCP snooping binding table.

« Static IP source entries that you configure.

Filtering on trusted IP and MAC address bindings helps prevent attacks that rely on spoofing the IP address
of a valid host. To circumvent IP Source Guard, an attacker would have to spoof both the IP address and the
MAC address of a valid host.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Related Topics
Configuring IP Source Guard, on page 559

Password Encryption

The Advanced Encryption Standard (AES) password encryption feature stores all existing and newly created
clear-text passwords for supported applications (currently RADIUS and TACACS+) in the strong and reversible
type-6 encrypted format. A master encryption key is used to encrypt and decrypt the passwords. You can also
use this feature to convert all existing weakly encrypted passwords to type-6 encrypted passwords.

Related Topics
Configuring Password Encryption, on page 565

Keychain Management

Keychain management allows you to create and maintain keychains, which are sequences of keys (sometimes
called shared secrets). You can use keychains with features that secure communications with other devices
by using key-based authentication. The device allows you to configure multiple keychains.

Some routing protocols that support key-based authentication can use a keychain to implement a hitless key
rollover for authentication.

Related Topics
Configuring Keychain Management, on page 573

Unicast RPF

The Unicast Reverse Path Forwarding (RPF) feature reduces problems that are caused by the introduction of
malformed or forged (spoofed) IP source addresses into a network by discarding IP packets that lack a verifiable
IP source address. For example, a number of common types of Denial-of-Service (DoS) attacks, including
Smurf and Tribal Flood Network (TFN) attacks, can take advantage of forged or rapidly changing source IP
addresses to allow attackers to thwart efforts to locate or filter the attacks. Unicast RPF deflects attacks by
forwarding only the packets that have source addresses that are valid and consistent with the IP routing table.

Related Topics
Configuring Unicast RPF, on page 591

Traffic Storm Control

Traffic storm control (also called traffic suppression) allows you to monitor the levels of the incoming traffic
over a 1-second interval. During this interval, the traffic level, which is a percentage of the total available
bandwidth of the port, is compared with the traffic storm control level that you configured. When the ingress
traffic reaches the traffic storm control level that is configured on the port, traffic storm control drops the
traffic until the interval ends.

Related Topics
Configuring Traffic Storm Control, on page 585

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Control Plane Policing

The Cisco NX-OS device provides control plane policing to prevent denial-of-service (DoS) attacks from
impacting performance. The supervisor module of the Cisco NX-OS device has both the management plane
and control plane and is critical to the operation of the network. Any disruption to the supervisor module
would result in serious network outages. Excessive traffic to the supervisor module could overload it and slow
down the performance of the entire Cisco NX-OS device. Attacks on the supervisor module can be of various
types such as, denial-of-service (DoS) attacks that generate IP traffic streams to the control plane at a very
high rate. These attacks result in the control plane spending a large amount of time in handling these packets,
which makes the control plane unable to process genuine traffic.

Related Topics
Configuring Control Plane Policing, on page 599

Rate Limits

Rate limits can prevent redirected packets for egress exceptions from overwhelming the supervisor module
on a Cisco NX-OS device.

Related Topics
Configuring Rate Limits, on page 637
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Configuring FIPS

This chapter describes how to configure the Federal Information Processing Standards (FIPS) mode on Cisco
NX-OS devices.

This chapter includes the following sections:

« Finding Feature Information, on page 15

« Information About FIPS, on page 15

« Licensing Requirements for FIPS, on page 17
* Prerequisites for FIPS, on page 17

* Guidelines and Limitations for FIPS, on page 18
« Default Settings for FIPS, on page 18

* Configuring FIPS, on page 18

« Verifying the FIPS Configuration, on page 21
« Configuration Example for FIPS, on page 21
* Additional References for FIPS, on page 21

« Feature History for FIPS, on page 22

Finding Feature Information

Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at https://tools.cisco.com/bugsearch/ and the release notes
for your software release. To find information about the features documented in this module, and to see a list
of the releases in which each feature is supported, see the "New and Changed Information“chapter or the
Feature History table in this chapter.

Information About FIPS

| oL-20637-03

The FIPS 140-2 Publication, Security Requirements for Cryptographic Modules, details the U.S. government
requirements for cryptographic modules. FIPS 140-2 specifies that a cryptographic module shall be a set of
hardware, software, firmware, or some combination thereof that implements cryptographic functions or
processes, including cryptographic algorithms and, optionally, key generation, and is contained within a
defined cryptographic boundary.

FIPS specifies certain cryptographic algorithms as secure, and it identifies which algorithms should be used
if a cryptographic module is to be called FIPS compliant.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x .


https://tools.cisco.com/bugsearch/

Configuring FIPS |
B res self-Tests

FIPS Self-Tests

A cryptographic module must perform power-up self-tests and conditional self-tests to ensure that it is
functioning properly.

Power-up self-tests run automatically after the device powers up. A device goes into FIPS mode only after
all self-tests are successfully completed. If any self-test fails, the device logs a system message and moves
into an error state.

The device uses a cryptographic algorithm known-answer test (KAT) to test FIPS mode for each FIPS
140-2-approved cryptographic function (encryption, decryption, authentication, and random number generation)
implemented on the device. The device applies the algorithm to data for which the correct output is already
known. It then compares the calculated output to the previously generated output. If the calculated output
does not equal the known answer, the KAT fails.

Conditional self-tests run automatically when an applicable security function or operation is invoked. Unlike
the power-up self-tests, conditional self-tests are executed each time their associated function is accessed.

Conditional self-tests include the following:
Pair-wise consistency test

This test is run when a public or private key-pair is generated.
Continuous random number generator test

This test is run when a random number is generated.

The Cisco TrustSec manager also runs a bypass test to ensure that encrypted text is never sent as plain text.

\}

Note A bypass test failure on CTS-enabled ports causes only those corresponding ports to be shut down. The bypass
test might fail because of packet drops caused by data path congestion. In such cases, we recommend that you
try bringing up the port again.

FIPS Error State

When the system is booted up in FIPS mode, the FIPS power-up self-tests run on the supervisor and line card
modules. If any of these bootup tests fail, the whole system is moved to the FIPS error state. In this state, as
per the FIPS requirement, all cryptographic keys are deleted, and all line cards are shut down. This mode is
exclusively meant for debugging purposes.

Once the switch is in the FIPS error state, any reload of a line card moves it to the failure state. To move the
switch back to FIPS mode, it has to be rebooted. However, once the switch is in FIPS mode, any power-up
self-test failure on a subsequent line card reload or insertion affects only that line card, and only the
corresponding line card is moved to the failure state.

RADIUS Keywrap

RADIUS keywrap support is an extension of the RADIUS protocol. It provides a FIPS-certifiable means for
the Cisco Access Control Server (ACS) to authenticate RADIUS messages and distribute session keys.

RADIUS keywrap increases RADIUS protocol security by using the Advanced Encryption Standard (AES)
keywrap algorithm to transfer keys while an HMAC-SHAL algorithm is used to protect packet integrity. It

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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specifies that the key encryption key (KEK) and the hash key must be different from each other, should not
be based on a password, and must be cryptographically independent of the RADIUS shared secret used in
calculating the response authenticator.

\}

Note  The proxy and message authenticator are not supported for RADIUS keywrap.

When FIPS mode is enabled, RADIUS keywrap is enabled automatically. As a result, keywrap attributes are
added to any RADIUS request that contains EAP attributes but is not meant for protected access credential
(PAC) provisioning. The attributes are sent to the Cisco ACS, which distributes the EAP-TLS session key to
an IEEE 802.1X EAP authenticator. The session key is encrypted using AES, and the RADIUS message is
authenticated using HMAC-SHA-1.

Note Cisco ACS Release 5.2 supports the RADIUS keywrap feature.

Related Topics
Configuring RADIUS, on page 59

Virtualization Support for FIPS

You can configure FIPS mode and run FIPS self-tests only in the default virtual device context (VDC). For
more information on VDCs, see the Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration
Guide.

Licensing Requirements for FIPS

This table shows the licensing requirements for FIPS.

Product License Requirement

Cisco FIPS requires no license. Any feature not included in a license package is bundled with the

NX-0S Cisco NX-OS system images and is provided at no extra charge to you. For an explanation of
the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licensing Guide.

Prerequisites for FIPS

FIPS has the following prerequisites:

« Disable Telnet. Users should log in using Secure Shell (SSH) only.

* Disable SNMPv1 and v2. Any existing user accounts on the device that have been configured for SNMPv3
should be configured only with SHA for authentication and AES/3DES for privacy.

« Delete all SSH server RSAL key-pairs.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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 Enable HMAC-SHA1 message integrity checking (MIC) for use during the Cisco TrustSec Security
Association Protocol (SAP) negotiation. To do so, enter the sap hash-algorithm HMAC-SHA-1 command
from the cts-manual or cts-dot1x mode. Note that this command is not supported for F1 Series modules.

Guidelines and Limitations for FIPS

FIPS has the following configuration guidelines and limitations:

» The RADIUS keywrap feature works only with Cisco ACS Release 5.2 or later releases.

« The user authentication mechanisms supported for SSH are usernames and passwords, public keys, and
X.509 certificates.

* Your passwords should have a minimum of eight alphanumeric characters.

* The F1 Series modules do not support FIPS mode. However, you can deploy an F1 Series module in a
Cisco NX-OS device that is operating in FIPS mode.

« The F1 Series modules do not support the cts-dot1x mode or the cts-manual mode.

« Digital image signing is supported on Cisco Nexus 7000 Series switches that contain the Supervisor 2
module.

» The M2 Series modules do not support FIPS mode. However, you can deploy an M2 Series module in
a Cisco NX-OS device that is operating in FIPS mode.

Default Settings for FIPS

This table lists the default settings for FIPS parameters.

Table 2: Default FIPS Parameters

Parameters | Default

FIPS Disabled
mode

Configuring FIPS

This section describes how to configure FIPS mode on Cisco NX-OS devices.
Enabling FIPS Mode
Beginning with Cisco NX-OS Release 5.1, you can enable FIPS mode on the device.

Before you begin

Ensure that you are in the default VDC.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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SUMMARY STEPS

configure terminal

fips mode enable

exit

(Optional) show fips status

copy running-config startup-config
reload

ok wdpE

DETAILED STEPS

Disabling FIPS Mode .

Command or Action

Purpose

Step 1

configure terminal

Example:

switch# configure terminal
switch(config)#

Enters global configuration mode.

Step 2

fips mode enable

Example:
switch(config)# fips mode enable

Enables FIPS mode.

Note fips mode enable could be typed only when All

LC s are online or else it leads to LC failure.

Step 3

exit
Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show fips status

Example:

switch# show fips status
FIPS mode is enabled

Displays the status of FIPS mode.

Step 5

Required: copy running-config startup-config

Example:

switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Step 6

Required: reload

Example:
switch# reload

Reloads the Cisco NX-OS device.

Note After you enable FIPS, a reboot is required for

the system to operate in FIPS mode.

Related Topics
Disabling FIPS Mode, on page 19

Disabling FIPS Mode

| oL-20637-03

You can disable FIPS mode on the device.
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Before you begin

Ensure that you are in the default VDC.

SUMMARY STEPS

configure terminal

no fips mode enable

exit

(Optional) show fips status

copy running-config startup-config
reload

o0k~ wdpE

DETAILED STEPS
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Command or Action

Purpose

Step1

configure terminal

Example:

switch# configure terminal
switch(config)#

Enters global configuration mode.

Step 2

no fips mode enable

Example:
switch(config)# no fips mode enable

Disables FIPS mode.

Step 3

exit

Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show fips status

Example:

switch# show fips status
FIPS mode is disabled

Displays the status of FIPS mode.

Step 5

Required: copy running-config startup-config

Example:

switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Step 6

Required: reload

Example:

switch# reload

Reloads the Cisco NX-OS device.

Related Topics
Enabling FIPS Mode, on page 18
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Verifying the FIPS Configuration

To display FIPS configuration information, perform one of the following tasks:

Command Purpose
show fips Displays the status of the FIPS feature.
status

For detailed information about the fields in the output from this command, see the Cisco Nexus 7000 Series
NX-OS Security Command Reference.

Configuration Example for FIPS

The following example shows how to enable FIPS mode:

config terminal

fips mode enable

show fips status

exit

copy running-config startup-config
reload

Additional References for FIPS

This section includes additional information related to implementing FIPS.

Related Documents

Related Topic Document Title
Cisco NX-0S Cisco NX-OS Licensing Guide
licensing

Command reference | Cisco Nexus 7000 Series NX-OS Security Command Reference

VDC configuration | Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide

Standards
Standards Title
FIPS 140-2 Security Requirements for Cryptographic Modules

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Feature History for FIPS

This table lists the release history for this feature.

Table 3: Feature History for FIPS

Configuring FIPS |

Feature Name Releases Feature Information

FIPS 6.1(1) Added support for digital
image signing on switches
that contain the Supervisor 2
module.

FIPS 6.1(1) Updated FIPS guidelines for
M2 Series modules.

FIPS 5.1(1) This feature was introduced.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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CHAPTER 4

Configuring AAA

This chapter describes how to configure authentication, authorization, and accounting (AAA) on Cisco NX-0S
devices.

This chapter includes the following sections:

« Finding Feature Information, on page 23

« Information About AAA, on page 23

* Licensing Requirements for AAA, on page 29

* Prerequisites for AAA, on page 29

* Guidelines and Limitations for AAA, on page 30
« Default Settings for AAA, on page 30

* Configuring AAA, on page 30

« Monitoring and Clearing the Local AAA Accounting Log , on page 55
« Verifying the AAA Configuration, on page 55

* Configuration Examples for AAA, on page 56

« Additional References for AAA, on page 56

« Feature History for AAA, on page 57

Finding Feature Information

Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at https://tools.cisco.com/bugsearch/ and the release notes
for your software release. To find information about the features documented in this module, and to see a list
of the releases in which each feature is supported, see the "New and Changed Information*chapter or the
Feature History table in this chapter.

Information About AAA

This section includes information about AAA on Cisco NX-OS devices.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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AAA Security Services

The AAA feature allows you to verify the identity of, grant access to, and track the actions of users managing
a Cisco NX-0OS device. Cisco NX-OS devices support Remote Access Dial-In User Service (RADIUS) or
Terminal Access Controller Access Control System Plus (TACACS+) protocols.

Based on the user ID and password combination that you provide, Cisco NX-OS devices perform local
authentication or authorization using the local database or remote authentication or authorization using one
or more AAA servers. A preshared secret key provides security for communication between the Cisco NX-OS
device and AAA servers. You can configure a common secret key for all AAA servers or for only a specific
AAA server.

AAA security provides the following services:

Authentication
Identifies users, including login and password dialog, challenge and response, messaging support, and,
depending on the security protocol that you select, encryption.

Authentication is the process of verifying the identity of the person or device accessing the Cisco NX-OS
device, which is based on the user ID and password combination provided by the entity trying to access
the Cisco NX-OS device. Cisco NX-OS devices allow you to perform local authentication (using the
local lookup database) or remote authentication (using one or more RADIUS or TACACS+ servers).

Authorization
Provides access control. AAA authorization is the process of assembling a set of attributes that describe
what the user is authorized to perform. Authorization in the Cisco NX-OS software is provided by
attributes that are downloaded from AAA servers. Remote security servers, such as RADIUS and
TACACS+, authorize users for specific rights by associating attribute-value (AV) pairs, which define
those rights with the appropriate user.

Accounting
Provides the method for collecting information, logging the information locally, and sending the
information to the AAA server for billing, auditing, and reporting.

The accounting feature tracks and maintains a log of every management session used to access the Cisco
NX-OS device. You can use this information to generate reports for troubleshooting and auditing purposes.
You can store accounting logs locally or send them to remote AAA servers.

\}

Note  The Cisco NX-OS software supports authentication, authorization, and accounting independently. For example,
you can configure authentication and authorization without configuring accounting.

Related Topics
Configuring Command Authorization on TACACS+ Servers, on page 117

Benefits of Using AAA

AAA provides the following benefits:

« Increased flexibility and control of access configuration
* Scalability
« Standardized authentication methods, such as RADIUS and TACACS+
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* Multiple backup devices

Remote AAA Services

Remote AAA services provided through RADIUS and TACACS+ protocols have the following advantages
over local AAA services:

« It is easier to manage user password lists for each Cisco NX-OS device in the fabric.
» AAA servers are already deployed widely across enterprises and can be easily used for AAA services.
« You can centrally manage the accounting log for all Cisco NX-OS devices in the fabric.

* It is easier to manage user attributes for each Cisco NX-OS device in the fabric than using the local
databases on the Cisco NX-OS devices.

AAA Server Groups

You can specify remote AAA servers for authentication, authorization, and accounting using server groups.
A server group is a set of remote AAA servers that implement the same AAA protocol. The purpose of a
server group is to provide for failover servers in case a remote AAA server fails to respond. If the first remote
server in the group fails to respond, the next remote server in the group is tried until one of the servers sends
aresponse. If all the AAA servers in the server group fail to respond, then that server group option is considered
a failure. If required, you can specify multiple server groups. If the Cisco NX-OS device encounters errors
from the servers in the first group, it tries the servers in the next server group.

AAA Service Configuration Options

The AAA configuration in Cisco NX-OS devices is service based, which means that you can have separate
AAA configurations for the following services:

« User Telnet or Secure Shell (SSH) login authentication
« Console login authentication

« Cisco TrustSec authentication

* 802.1X authentication

« Extensible Authentication Protocol over User Datagram Protocol (EAPoUDP) authentication for Network
Admission Control (NAC)

« User management session accounting
* 802.1X accounting
This table provides the related CLI command for each AAA service configuration option.

Table 4: AAA Service Configuration Commands

AAA Service Configuration Option Related Command

Telnet or SSH login aaa authentication login default

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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AAA Service Configuration Option Related Command

Fallback to local authentication for the default login. | aaa authentication login default fallback error local
Console login aaa authentication login console

Cisco TrustSec authentication aaa authentication cts default

802.1X authentication aaa authentication dot1x default

EAPoUDP authentication aaa authentication eou default

User session accounting aaa accounting default

802.1X accounting aaa accounting dot1x default

You can specify the following authentication methods for the AAA services:
All RADIUS servers
Uses the global pool of RADIUS servers for authentication.
Specified server groups
Uses specified RADIUS, TACACS+, or LDAP server groups you have configured for authentication.
Local
Uses the local username or password database for authentication.
None

Specifies that no AAA authentication be used.

Note If you specify the all RADIUS servers method, rather than a specified server group method, the Cisco NX-OS
device chooses the RADIUS server from the global pool of configured RADIUS servers, in the order of
configuration. Servers from this global pool are the servers that can be selectively configured in a RADIUS
server group on the Cisco NX-OS device.

This table shows the AAA authentication methods that you can configure for the AAA services.

Table 5: AAA Authentication Methods for AAA Services

AAA Service AAA Methods

Console login authentication Server groups, local, and none
User login authentication Server groups, local, and none
Cisco TrustSec authentication Server groups only

802.1X authentication Server groups only
EAPoUDP authentication Server groups only

User management session accounting | Server groups and local

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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AAA Service AAA Methods

802.1X accounting Server groups and local

Note  For console login authentication, user login authentication, and user management session accounting, the
Cisco NX-OS device tries each option in the order specified. The local option is the default method when
other configured options fail. You can disable the local option for the console or default login by using the
no aaa authentication login {console | default} fallback error local command.

Related Topics
Configuring Cisco TrustSec, on page 343
Configuring 802.1X, on page 259
Configuring NAC, on page 299

Authentication and Authorization Process for User Login

Figure 1: Authorization and Authentication Flow for User Login

This figure shows a flow chart of the authentication and authorization process for user login.
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\}

Note  This diagram is applicable only to username password SSH authentication. It does not apply to public key
SSH authentication. All username password SSH authentication goes through AAA.

The following list explains the process:

« When you log in to the required Cisco NX-OS device, you can use the Telnet, SSH, or console login
options.

» When you have configured the AAA server groups using the server group authentication method, the
Cisco NX-OS device sends an authentication request to the first AAA server in the group as follows:

« If the AAA server fails to respond, the next AAA server is tried and so on until the remote server
responds to the authentication request.

« If all AAA servers in the server group fail to respond, the servers in the next server group are tried.
« If all configured methods fail, the local database is used for authentication, unless fallback to local
is disabled for the console login.
« If the Cisco NX-OS device successfully authenticates you through a remote AAA server, then the
following possibilities apply:

« If the AAA server protocol is RADIUS, then user roles specified in the cisco-av-pair attribute are
downloaded with an authentication response.

* If the AAA server protocol is TACACS+, then another request is sent to the same server to get the
user roles specified as custom attributes for the shell.

* If the user roles are not successfully retrieved from the remote AAA server, then the user is assigned
with the vdc-operator role.

« If your username and password are successfully authenticated locally, the Cisco NX-OS device logs you
in and assigns you the roles configured in the local database.

\}

Note  "No more server groups left" means that there is no response from any server in all server groups. "No more
servers left" means that there is no response from any server within this server group.

AES Password Encryption and Master Encryption Keys

You can enable strong, reversible 128-bit Advanced Encryption Standard (AES) password encryption, also
known as type-6 encryption. To start using type-6 encryption, you must enable the AES password encryption
feature and configure a master encryption key, which is used to encrypt and decrypt passwords.

After you enable AES password encryption and configure a master key, all existing and newly created clear-text
passwords for supported applications (currently RADIUS and TACACS+) are stored in type-6 encrypted
format, unless you disable type-6 password encryption. You can also configure Cisco NX-OS to convert all
existing weakly encrypted passwords to type-6 encrypted passwords.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Related Topics
Configuring a Master Key and Enabling the AES Password Encryption Feature, on page 42
Configuring Global RADIUS Keys, on page 68
Configuring a Key for a Specific RADIUS Server, on page 69
Configuring Global TACACS+ Keys, on page 100
Configuring a Key for a Specific TACACS+ Server, on page 101

Virtualization Support for AAA

All AAA configuration and operations are local to the virtual device context (VDC), except the default console
methods and the AAA accounting log. The configuration and operation of the AAA authentication methods
for the console login apply only to the default VDC. The AAA accounting log is only in the default VDC.
You can display the contents from any VDC, but you must clear it in the default VDC.

For more information on VDCs, see the Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration
Guide.

Licensing Requirements for AAA

The following table shows the licensing requirements for this feature:

Product License Requirement

Cisco NX-0OS | AAA requires no license. Any feature not included in a license package is bundled with the
Cisco NX-OS system images and is provided at no extra charge to you.

For an explanation of the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licensing
Guide.

Prerequisites for AAA

Remote AAA servers have the following prerequisites:
« Ensure that at least one RADIUS, TACACS+, or LDAP server is reachable through IP.
* Ensure that the Cisco NX-OS device is configured as a client of the AAA servers.
* Ensure that the secret key is configured on the Cisco NX-OS device and the remote AAA servers.
« Ensure that the remote server responds to AAA requests from the Cisco NX-OS device.
Related Topics
Configuring RADIUS Server Hosts, on page 66
Configuring TACACS+ Server Hosts, on page 98
Configuring LDAP Server Hosts, on page 142

Manually Monitoring RADIUS Servers or Groups, on page 86
Manually Monitoring TACACS+ Servers or Groups, on page 128

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Guidelines and Limitations for AAA

AAA has the following guidelines and limitations:

* If you have a user account configured on the local Cisco NX-OS device that has the same name as a
remote user account on an AAA server, the Cisco NX-OS software applies the user roles for the local
user account to the remote user, not the user roles configured on the AAA server.

Default Settings for AAA

This table lists the default settings for AAA parameters.

Table 6: Default AAA Parameter Settings

Parameters Default
Console authentication method local
Default authentication method local
Login authentication failure messages Disabled
CHAP authentication Disabled
MSCHAP authentication Disabled
Default accounting method local
Accounting log display length 250 KB

Configuring AAA

This section describes the tasks for configuring AAA on Cisco NX-OS devices.

)

Note If you are familiar with the Cisco 10S CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco 10S commands that you would use.

Process for Configuring AAA

Follow these steps to configure AAA authentication and accounting:

1. If you want to use remote RADIUS, TACACS+, or LDAP servers for authentication, configure the hosts
on your Cisco NX-OS device.

2. Configure console login authentication methods.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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3. Configure default login authentication methods for user logins.

4. Configure default AAA accounting default methods.

Related Topics
Configuring RADIUS, on page 59
Configuring TACACS+, on page 91
Configuring LDAP, on page 135
Configuring Console Login Authentication Methods, on page 31
Configuring Default Login Authentication Methods, on page 33
Configuring AAA Accounting Default Methods, on page 44
Configuring AAA Authentication Methods for 802.1X, on page 270
Enabling the Default AAA Authenication Method for EAPoUDP, on page 313

Configuring Console Login Authentication Methods

This section describes how to configure the authentication methods for the console login.
The authentication methods include the following:

* Global pool of RADIUS servers
* Named subset of RADIUS, TACACS+, or LDAP servers
* Local database on the Cisco NX-OS device

« Username only (none)

The default method is local, but you have the option to disable it.

Note  The configuration and operation of AAA for the console login apply only to the default VDC.

\}

Note  The group radius and group server-name forms of the aaa authentication command refer to a set of
previously defined RADIUS servers. Use the radius-server host command to configure the host servers.
Use the aaa group server radius command to create a named group of servers.

Note If you perform a password recovery when remote authentication is enabled, local authentication becomes
enabled for console login as soon as the password recovery is done. As a result, you can log into the Cisco
NX-QOS device through the console port using the new password. After login, you can continue to use local
authentication, or you can enable remote authentication after resetting the admin password configured at the
AAA servers. For more information about the password recovery process, see the Password Recovery Procedure
for Cisco NX-OS.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Before you begin

Ensure that you are in the default VDC.

Configuring AAA ]

Configure RADIUS, TACACS+, or LDAP server groups, as needed.

SUMMARY STEPS
1. configure terminal
2. aaa authentication login console {group group-list [none] | local | none}
3. exit
4. (Optional) show aaa authentication
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 aaa authentication login console {group group-list [none] | Configures login authentication methods for the console.
| local | none} The group-list argument consists of a space-delimited list
Example: of group names. The group names are the following:
switch(config)# aaa authentication login console radius
group radius Uses the global pool of RADIUS servers for
authentication.
named-group
Uses a named subset of RADIUS, TACACS+, or LDAP
servers for authentication.
The local method uses the local database for authentication,
and the none method specifies that no AAA authentication
be used.
The default console login method is local, which is used
when no methods are configured or when all the configured
methods fail to respond, unless fallback to local is disabled
for the console login.
Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show aaa authentication Displays the configuration of the console login

Example:

switch# show aaa authentication

authentication methods.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action Purpose

Step5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Related Topics
Configuring RADIUS Server Groups, on page 70
Configuring TACACS+ Server Groups, on page 103
Configuring LDAP Server Groups, on page 144
Disabling Fallback to Local Authentication, on page 35

Configuring Default Login Authentication Methods

The authentication methods include the following:
* Global pool of RADIUS servers
» Named subset of RADIUS, TACACS+, or LDAP servers
* Local database on the Cisco NX-OS device

 Username only

The default method is local, but you have the option to disable it.

Before you begin
Configure RADIUS, TACACS+, or LDAP server groups, as needed.

SUMMARY STEPS
1. configure terminal
2. aaa authentication login default { fallback error local |group group-list [none] | local | none}
3. exit
4. (Optional) show aaa authentication
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 aaa authentication login default { fallback error local | Configures the default authentication methods.
lgroup group-list [none] | local | none} The fallback error local enables fallback to local
Example: authentication for the default login if remote authentication

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action

Purpose

switch(config)# aaa authentication login default
group radius

is configured and all AAA servers are unreachable. Fallback
to local authentication is enabled by default.

Note Disabling fallback to local authentication can
lock your Cisco NX-OS device, forcing you to
perform a password recovery in order to gain
access. To prevent being locked out of the
device, we recommend disabling fallback to local
authentication for only the default login or the

console login, not both.

The group-list argument consists of a space-delimited list
of group names. The group names are the following:

« radius—Uses the global pool of RADIUS servers for
authentication.

« named-group—Uses a named subset of RADIUS,
TACACS+, or LDAP servers for authentication.

The local method uses the local database for authentication,
and the none method specifies that no AAA authentication
be used. The default login method is local, which is used
when no methods are configured or when all the configured
methods fail to respond, unless fallback to local is disabled
for the console login.

You can configure one of the following:
« AAA authentication groups
* AAA authentication groups with no authentication
* Local authentication

 No authentication
Note The local keyword is not supported (and is not
required) when configuring AAA authentication
groups because local authentication is the default
if remote servers are unreachable. For example,
if you configure aaa authentication login
default group g1, local authentication is tried if
you are unable to authenticate using AAA group
gl. In contrast, if you configure aaa
authentication login default group g1 none,
no authentication is performed if you are unable
to authenticate using AAA group g1.

Step 3

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

exit

Example:

Exits configuration mode.
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Command or Action Purpose
switch(config)# exit
switch#
Step 4 (Optional) show aaa authentication Displays the configuration of the default login authentication
methods.
Example:

switch# show aaa authentication

Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Related Topics
Configuring RADIUS Server Groups, on page 70
Configuring TACACS+ Server Groups, on page 103
Configuring LDAP Server Groups, on page 144
Disabling Fallback to Local Authentication, on page 35

Disabling Fallback to Local Authentication

A

By default, if remote authentication is configured for console or default login and all AAA servers are
unreachable (resulting in an authentication error), the Cisco NX-OS device falls back to local authentication
to ensure that users are not locked out of the device. However, you can disable fallback to local authentication
in order to increase security.

Caution

)

Disabling fallback to local authentication can lock your Cisco NX-OS device, forcing you to perform a
password recovery in order to gain access. To prevent being locked out of the device, we recommend that
you disable fallback to local authentication for only the default login or the console login, not both.

Note

SUMMARY STEPS

| oL-20637-03

The configuration and operation of the AAA for the console login apply only to the default VDC.

Before you begin

Ensure that you are in the default VDC before configuring remote authentication for the console login. You
can configure remote authentication for the default login on a per-VDC basis.

Configure remote authentication for the console or default login.

configure terminal

no aaa authentication login {console | default} fallback error local
(Optional) exit

(Optional) show aaa authentication

(Optional) copy running-config startup-config

arwbdE
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DETAILED STEPS

Configuring AAA ]

Command or Action

Purpose

Step 1 configure terminal Enters configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 no aaa authentication login {console | default} fallback | Disables fallback to local authentication for the console or
error local default login if remote authentication is configured and all
) AAA servers are unreachable.
Example:
switch(config)# no aaa authentication login console| The following message appears when you disable fallback
fallback error local to local authentication:
“WARNING!!! Disabling fallback can lock your switch.”
Step 3 (Optional) exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show aaa authentication Displays the configuration of the console and default login
i authentication methods.
Example:
switch# show aaa authentication
Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Related Topics

Configuring Console Login Authentication Methods, on page 31
Configuring Default Login Authentication Methods, on page 33

Enabling the Default User Role for AAA Authentication

You can allow remote users who do not have a user role to log in to the Cisco NX-OS device through a
RADIUS or TACACS+ remote authentication server using a default user role. When you disable the AAA
default user role feature, remote users who do not have a user role cannot log in to the device.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

You can enable or disable this feature for the VDC as needed. For the default VDC, the default role is
network-operator. For nondefault VDCs, the default VDC is vdc-operator.

Before you begin

Make sure that you are in the correct VDC. To switch VDCs, use the switchto vdc command.
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SUMMARY STEPS

1. configure terminal

2. aaa user default-role

3. exit

4. (Optional) show aaa user default-role

5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal Enters configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 aaa user default-role Enables the default user role for AAA authentication. The
] default is enabled.
Example:
switch(config)# aaa user default-role You can disable the default user role feature by using the
no form of this command.
Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show aaa user default-role Displays the AAA default user role configuration.
Example:
switch# show aaa user default-role
Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:
switch# copy running-config startup-config

configuration.

Related Topics

Configuring User Accounts and RBAC, on page 233

Enabling Login Authentication Failure Messages

When you log in, the login is processed by rolling over to the local user database if the remote AAA servers
do not respond. In such cases, the following messages display on the user’s terminal if you have enabled login
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failure messages:

Remote AAA servers unreachable; local

Remote AAA servers unreachable; local

authentication done.

authentication failed.
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Before you begin

Make sure that you are in the correct VDC. To switch VDCs, use the switchto vdc command.

SUMMARY STEPS

configure terminal

aaa authentication login error-enable

exit

(Optional) show aaa authentication
(Optional) copy running-config startup-config

akrwbdpE

DETAILED STEPS

Command or Action Purpose

Step 1 configure terminal Enters configuration mode.

Example:

switch# configure terminal
switch(config)#

Step 2 aaa authentication login error-enable Enables login authentication failure messages. The default

is disabled.
Example:

switch(config)# aaa authentication login
error-enable

Step 3 exit Exits configuration mode.

Example:

switch(config)# exit
switch#

Step 4 (Optional) show aaa authentication Displays the login failure message configuration.

Example:

switch# show aaa authentication

Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Enabling CHAP Authentication

The Cisco NX-OS software supports the Challenge Handshake Authentication Protocol (CHAP), a
challenge-response authentication protocol that uses the industry-standard Message Digest (MD5) hashing
scheme to encrypt responses. You can use CHAP for user logins to a Cisco NX-OS device through a remote
authentication server (RADIUS or TACACSH).

By default, the Cisco NX-OS device uses Password Authentication Protocol (PAP) authentication between
the Cisco NX-OS device and the remote server. If you enable CHAP, you need to configure your RADIUS
or TACACS+ server to recognize the CHAP vendor-specific attributes (VSAS).

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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This table shows the RADIUS and TACACS+ VSAs required for CHAP.

Table 7: CHAP RADIUS and TACACS+ VSAs

Vendor-ID Vendor-Type VSA Description
Number Number
311 11 CHAP-Challenge | Contains the challenge sent by an AAA server to a

CHAP user. It can be used in both Access-Request
and Access-Challenge packets.

211 11 CHAP-Response | Contains the response value provided by a CHAP
user in response to the challenge. It is used only in
Access-Request packets.

Before you begin

Disable AAA ASCII authentication for logins.

SUMMARY STEPS
1. configure terminal
2. no aaa authentication login ascii-authentication
3. aaa authentication login chap enable
4. (Optional) exit
5. (Optional) show aaa authentication login chap
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 no aaa authentication login ascii-authentication Disables ASCII authentication.
Example:

switch(config)# no aaa authentication login
ascii-authentication

Step 3 aaa authentication login chap enable Enables CHAP authentication. The default is disabled.
Example: Note You cannot enable both CHAP and MSCHAP
switch(config)# aaa authentication login chap or MSCHAP V2 on your Cisco NX-OS device.
enable

Step 4 (Optional) exit Exits configuration mode.

Example:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action Purpose
switch(config)# exit
switch#
Step 5 (Optional) show aaa authentication login chap Displays the CHAP configuration.
Example:

switch# show aaa authentication login chap

Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Related Topics
Using AAA Server VSAs with Cisco NX-OS Devices, on page 45

Enabling MSCHAP or MSCHAP V2 Authentication

Microsoft Challenge Handshake Authentication Protocol (MSCHAP) is the Microsoft version of CHAP. The
Cisco NX-OS software also supports MSCHAP Version 2 (MSCHAP V2). You can use MSCHAP for user
logins to a Cisco NX-OS device through a remote authentication server (RADIUS or TACACS+). MSCHAP
V2 only supports user logins to a Cisco NX-OS device through remote authentication RADIUS servers. If
you configure a TACACS+ group with MSCHAP V2, the AAA default login authentication uses the next
configured method, or the local method, if no other server group is configured.

Note  The Cisco NX-OS software may display the following message:
“Warning: MSCHAP V2 is supported only with Radius.”
This warning message is informational only and does not affect MSCHAP V2 operation with RADIUS.

By default, the Cisco NX-OS device uses Password Authentication Protocol (PAP) authentication between
the Cisco NX-OS device and the remote server. If you enable MSCHAP or MSCHAP V2, you need to configure
your RADIUS server to recognize the MSCHAP and MSCHAP V2 vendor-specific attributes (VSAS).

This table shows the RADIUS VSAs required for MSCHAP.

Table 8: MSCHAP and MSCHAP V2 RADIUS VSAs

Vendor-1D Vendor-Type |VSA Description
Number Number
311 11 MSCHAP-Challenge | Contains the challenge sent by an AAA server to an

MSCHAP or MSCHAP V2 user. It can be used in
both Access-Request and Access-Challenge packets.

211 11 MSCHAP-Response | Contains the response value provided by an
MSCHAP or MSCHAP V2 user in response to the
challenge. Itis only used in Access-Request packets.
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Before you begin
Disable AAA ASCII authentication for logins.

SUMMARY STEPS

configure terminal

exit

o0k~ wdpE

DETAILED STEPS

Enabling MSCHAP or MSCHAP V2 Authentication .

no aaa authentication login ascii-authentication
aaa authentication login {mschap | mschapv2} enable

(Optional) show aaa authentication login {mschap | mschapv2}
(Optional) copy running-config startup-config

Command or Action

Purpose

Step1

configure terminal

Example:

switch# configure terminal
switch(config)#

Enters configuration mode.

Step 2

no aaa authentication login ascii-authentication

Example:

switch(config)# no aaa authentication login
ascii-authentication

Disables ASCII authentication.

Step 3

aaa authentication login {mschap | mschapv2} enable

Example:

switch(config)# aaa authentication login mschap
enable

Enables MSCHAP or MSCHAP V2 authentication. The
default is disabled.

Note You cannot enable both MSCHAP and
MSCHAP V2 on your Cisco NX-OS device.

Step 4

exit
Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 5

(Optional) show aaa authentication login {mschap |
mschapv2}

Example:
switch# show aaa authentication login mschap

Displays the MSCHAP or MSCHAP V2 configuration.

Step 6

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.
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Related Topics

Using AAA Server VSAs with Cisco NX-OS Devices, on page 45
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Configuring a Master Key and Enabling the AES Password Encryption Feature

You can configure a master key for type-6 encryption and enable the Advanced Encryption Standard (AES)
password encryption feature.

SUMMARY STEPS
1. [no] key config-key ascii
2. configure terminal
3. [no] feature password encryption aes
4. (Optional) show encryption service stat
5. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 [no] key config-key ascii Configures a master key to be used with the AES password
Example: encryption feature. The master key can contain between 16

and 32 alphanumeric characters. You can use the no form

switch# key config-key ascii of this command to delete the master key at any time.

New Master Key:
Retype Master Key: If you enable the AES password encryption feature before
configuring a master key, a message appears stating that
password encryption will not take place unless a master key
is configured. If a master key is already configured, you are
prompted to enter the current master key before entering a
new master key.

Step 2 configure terminal Enters global configuration mode.

Example:

switch# configure terminal
switch(config)#

Step 3 [no] feature password encryption aes Enables or disables the AES password encryption feature.

Example:

switch(config)# feature password encryption aes

Step 4 (Optional) show encryption service stat Displays the configuration status of the AES password

Example: encryption feature and the master key.

switch(config)# show encryption service stat

Step 5 Required: copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch(config)# copy running-config startup-config NOte This Comme_md is necessary to _synCh_ronize the
master key in the running configuration and the
startup configuration.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
0L-20637-03 |



| Configuring AAA
Converting Existing Passwords to Type-6 Encrypted Passwords .

Related Topics
Configuring Text for a Key, on page 578
Configuring Accept and Send Lifetimes for a Key, on page 580
AES Password Encryption and Master Encryption Keys, on page 28

Converting Existing Passwords to Type-6 Encrypted Passwords

You can convert existing plain or weakly encrypted passwords to type-6 encrypted passwords.

Before you begin

Ensure that you have enabled the AES password encryption feature and configured a master key.

SUMMARY STEPS
1. encryption re-encrypt obfuscated
DETAILED STEPS
Command or Action Purpose
Step 1 encryption re-encrypt obfuscated Converts existing plain or weakly encrypted passwords to
Example: type-6 encrypted passwords.
switch# encryption re-encrypt obfuscated

Converting Type-6 Encrypted Passwords Back to Their Original States

You can convert type-6 encrypted passwords back to their original states.

Before you begin

Ensure that you have configured a master key.

SUMMARY STEPS
1. encryption decrypt type6

DETAILED STEPS

Command or Action Purpose

Step 1 encryption decrypt type6 Converts type-6 encrypted passwords back to their original

tates.
Example: states

switch# encryption decrypt type6
Please enter current Master Key:

Deleting Type-6 Encrypted Passwords

You can delete all type-6 encrypted passwords from the Cisco NX-OS device.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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. Configuring AAA Accounting Default Methods

SUMMARY STEPS
1. encryption delete type6
DETAILED STEPS
Command or Action Purpose
Step1 encryption delete type6 Deletes all type-6 encrypted passwords.
Example:
switch# encryption delete type6

Configuring AAA Accounting Default Methods

Cisco NX-OS software supports TACACS+ and RADIUS methods for accounting. Cisco NX-OS devices
report user activity to TACACS+ or RADIUS security servers in the form of accounting records. Each
accounting record contains accounting attribute-value (AV) pairs and is stored on the AAA server.

When you activate AAA accounting, the Cisco NX-OS device reports these attributes as accounting records,
which are then stored in an accounting log on the security server.

You can create default method lists defining specific accounting methods, which include the following:

RADIUS server group

Uses the global pool of RADIUS servers for accounting.
Specified server group

Uses a specified RADIUS or TACACS+ server group for accounting.
Local

Uses the local username or password database for accounting.

Note

SUMMARY STEPS

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

If you have configured server groups and the server groups do not respond, by default, the local database is
used for authentication.

Before you begin
Configure RADIUS or TACACS+ server groups, as needed.

configure terminal

aaa accounting default {group group-list | local}
exit

(Optional) show aaa accounting

(Optional) copy running-config startup-config

arwbdpE
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DETAILED STEPS

Using AAA Server VSAs with Cisco NX-0OS Devices .

Command or Action

Purpose

Step 1 configure terminal Enters configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 aaa accounting default {group group-list | local} Configures the default accounting method.
Example: The group-list argument consists of a space-delimited list
switch(config)# aaa accounting default group radius| Of group names. The group names are the following:
« radius—Uses the global pool of RADIUS servers for
accounting.
» named-group—Uses a named subset of TACACS+ or
RADIUS servers for accounting.
The local method uses the local database for accounting.
The default method is local, which is used when no server
groups are configured or when all the configured server
groups fail to respond.
Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show aaa accounting Displays the configuration AAA accounting default
] methods.
Example:
switch# show aaa accounting
Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Related Topics

Configuring RADIUS Server Groups, on page 70
Configuring TACACS+ Server Groups, on page 103

Using AAA Server VSAs with Cisco NX-OS Devices

You can use vendor-specific attributes (VSAS) to specify Cisco NX-OS user roles and SNMPv3 parameters

| oL-20637-03

on AAA servers.
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About VSAs
The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating VSAs
between the network access server and the RADIUS server. The IETF uses attribute 26. VSAs allow vendors
to support their own extended attributes that are not suitable for general use. The Cisco RADIUS implementation
supports one vendor-specific option using the format recommended in the specification. The Cisco vendor
ID is 9, and the supported option is vendor type 1, which is named cisco-av-pair. The value is a string with
the following format:
protocol : attribute separator value *
The protocol is a Cisco attribute for a particular type of authorization, the separator is = (equal sign) for
mandatory attributes, and * (asterisk) indicates optional attributes.
When you use RADIUS servers for authentication on a Cisco NX-OS device, the RADIUS protocol directs
the RADIUS server to return user attributes, such as authorization information, along with authentication
results. This authorization information is specified through VSAs.

VSA Format
The following VSA protocol options are supported by the Cisco NX-OS software:
Shell

Protocol used in access-accept packets to provide user profile information.

Accounting

Protocol used in accounting-request packets. If a value contains any white spaces, put it within double
quotation marks.

The following attributes are supported by the Cisco NX-OS software:
roles

Lists all the roles assigned to the user. The value field is a string that stores the list of group hames
delimited by white space. For example, if you belong to roles network-operator and vdc-admin, the value
field would be network-operator vdc-admin. This subattribute is sent in the VSA portion of the
Access-Accept frames from the RADIUS server, and it can only be used with the shell protocol value.
These examples use the roles attribute:

shell:roles=network-operator vdc-admin

shell:roles*network-operator vdc-admin

The following examples show the roles attribute as supported by FreeRADIUS:
Cisco-AVPair = shell:roles=\network-operator vdc-admin\

Cisco-AVPair = shell:roles*\network-operator vdc-admin\

A\

Note  When you specify a VSA as shell:roles*"network-operator vdc-admin® or "shell:roles*\"network-operator
vdc-admin\"", this VSA is flagged as an optional attribute and other Cisco devices ignore this attribute.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Specifying Cisco NX-0S User Roles and SNMPv3 Parameters on AAA Servers .

accountinginfo
Stores accounting information in addition to the attributes covered by a standard RADIUS accounting
protocol. This attribute is sent only in the VSA portion of the Account-Request frames from the RADIUS
client on the switch, and it can only be used with the accounting protocol-related PDUs.

Specifying Cisco NX-OS User Roles and SNMPv3 Parameters on AAA Servers

You can use the VSA cisco-av-pair on AAA servers to specify user role mapping for the Cisco NX-OS device
using this format:

shell:roles="roleA roleB .."

If you do not specify the role option in the cisco-av-pair attribute, the default user role is network-operator.

You can also specify your SNMPv3 authentication and privacy protocol attributes as follows:
shell:roles="roleA roleB..." snmpv3:auth=SHA priv=AES-128

The SNMPv3 authentication protocol options are SHA and MDS5. The privacy protocol options are AES-128
and DES. If you do not specify these options in the cisco-av-pair attribute, MD5 and DES are the default
authentication protocols.

Related Topics
Configuring User Accounts and RBAC, on page 233

Secure Login Enhancements

The following secure login enhancements are supported in Cisco NX-OS:

Configuring Login Parameters

SUMMARY STEPS

| oL-20637-03

Use this task to configure your Cisco NX-OS device for login parameters that help detect suspected DoS
attacks and slow down dictionary attacks.

All login parameters are disabled by default. You must enter the login block-for command, which enables
default login functionality, before using any other login commands. After the login block-for command is
enabled, the following default is enforced:

* All login attempts made through Telnet or SSH are denied during the quiet period; that is, no ACLSs are
exempt from the login period until the login quiet-mode access-class command is entered.

configure terminal

[no] login block-for seconds attempts tries within seconds
[no] login quiet-mode access-class {acl-name | acl-number}
exit

show login failures

arwbdpR
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DETAILED STEPS

Configuring AAA ]

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 2 [no] login block-for seconds attempts tries within | Configures your Cisco NX-OS device for login parameters
seconds that help provide DoS detection.
Example: Note This command must be issued before any other
login command can be used.
Switch(config)# login block-for 100 attempts 2
within 100
Step 3 [no] login quiet-mode access-class {acl-name | (Optional) Although this command is optional, it is
acl-number} recommended that it be configured to specify an ACL that
Example: is to be applied to the device when the device switches to
ple: quiet mode. When the device is in quiet mode, all login
Switch(config)# login quiet-mode access—class myacl requests are denied and the only available connection is
g grn q Y through the console.
Step 4 exit Exits to privileged EXEC mode.
Example:
Switch(config)# exit
Step 5 show login failures Displays login parameters.

Example:

Switch# show login

« failures --Displays information related only to failed
login attempts.

Configuration Examples for Login Parameters

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

Setting Login Parameters Example

The following example shows how to configure your switch to enter a 100 second quiet period if 15
failed login attempts is exceeded within 100 seconds; all login requests are denied during the quiet

period except hosts from the ACL "myacl."

Switch(config)# login block-for 100 attempts 15 within 100
Switch(config)# login quiet-mode access-class myacl

Showing Login Parameters Example

The following sample output from the show login command verifies that no login parameters have

been specified:

Switch# show login
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Configuring Login Block Per User .

No Quiet-Mode access list has been configured, default ACL will be applied.

Switch is enabled to watch for login Attacks.
IT more than 2 login failures occur in 45 seconds or less, logins will be disabled for 70
seconds.

Switch presently in Normal-Mode.
Current Watch Window remaining time 10 seconds.
Present login failure count O.

The following sample output from the show login failures command shows all failed login attempts
on the switch:
Switch# show login failures

Information about last 20 login failures with the device.

Username Line Source Appname

TimeStamp

admin pts/0 bgl-ads-728.cisco.com login
Wed Jun 10 04:56:16 2015

admin pts/0 bgl-ads-728.cisco.com login

The following sample output from the show login failures command verifies that no information is
presently logged:

Switch# show login failures
*** No logged failed login attempts with the device.***

Configuring Login Block Per User

The Login Block Per User feature helps detect suspected Denial of Service (DoS) attacks and to slow down
dictionary attacks. This feature is applicable only for local users. Use this task to configure login parameters
to block an user after failed login attempts.

SUMMARY STEPS
1. configure terminal
2. aaa authentication rejected attempts in seconds ban seconds
3. exit
4. show running config
5. show aaa local user blocked
6. clear aaa local user blocked {username user | all}
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:

| oL-20637-03
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Command or Action Purpose

switch# configure terminal

Step 2 aaa authentication rejected attempts in seconds ban Configures login parameters to block an user.
seconds Note Use the no aaa authentication rejected
Example: command to revert to the default login

parameters.

switch(config)# aaa authentication rejected 3 in
20 ban 300

Step 3 exit Exits to privileged EXEC mode.
Example:
switch(config)# exit

Step 4 show running config (Optional) Displays the login parameters.
Example:
switch# show running config

Step5 show aaa local user blocked (Optional) Displays the blocked local users.
Example:
switch# show aaa local user blocked

Step 6 clear aaa local user blocked {username user | all} (Optional) Clears the blocked local users.
Example: « all-Clears all the blocked local users.

switch# clear aaa local user blocked username
testuser

Configuration Examples for Login Block Per User

Setting Parameters for Login Block Per User

The following example shows how to configure the login parameters to block a user for 300 seconds
when five login attempts fail within a period of 60 seconds:

switch(config)# aaa authentication rejected 5 in 60 ban 300

Showing Login Parameters

The following example shows the login parameters configured for a switch:

switch# show run | 1 rejected
aaa authentication rejected 5 in 60 ban 300

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Showing Blocked Local Users

The following example shows the blocked local users:

switch# show aaa local user blocked
Local-user State

testuser Watched (till 11:34:42 IST Feb 5 2015)

Clearing Blocked Local Users

The following example shows how to clear the blocked local user testuser:

switch# clear aaa local user blocked username testuser

Restricting Sessions Per User—Per User Per Login

Use this task to restrict the maximum sessions per user.

SUMMARY STEPS
1. configure terminal
2. [no] user max-logins max-logins
3. exit
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:

Switch# configure terminal

Step 2 [no] user max-logins max-logins Restricts the maximum sessions per user. The range is from
1to 7. If you set the maximum login limit as 1, then only

Example: one session (telnet/SSH) is allowed per user.

Switch(config)# user max-logins 1

Step 3 exit Exits to privileged EXEC mode.

Example:

Switch(config)# exit

Configuring Passphrase and Locking User Accounts

Perform this task to configure passphrase lengths, time values, and locking user accounts.

SUMMARY STEPS

1. userpassphrase { min-length | max-length }

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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show userpassphrase all

©CONOUAWN

e =
N B o

show locked-users

DETAILED STEPS

Configuring AAA ]

userpassphrase { min-length & max-length }
show userpassphrase {min-length | max-length | length }
no userpassphrase {min-length | max-length | length }

userpassphrase { default-lifetime | default-warntime | default-gracetime }
username <username> passphrase { lifetime | warntime | gracetime }

no username <username> passphrase { lifetime | warntime | gracetime | timevalues }
show username <username> passphrase timevalues

username <username> lock-user-account

username <username> expire-userpassphrase

Command or Action

Purpose

Step 1 userpassphrase { min-length | max-length } Admin is allowed to configure either minimum or
maximum hrase length
Example: aximum passphrase lengt
Switch(config)# userpassphrase { min-length <8
? 127> | max-length <80 ? 127> }
Step 2 userpassphrase { min-length & max-length } Admin is allowed to configure both minimum and
. maximum passphrase length
Example:
Switch(config)# userpassphrase { min-length <8
? 127> & max-length <80 ? 127> }
Step 3 show userpassphrase {min-length | max-length | length | Using min-length or max-length option, user is allowed to
} view either minimum or maximum passphrase length
. configuration .Using length option, they can view complete
Example: . -
passphrase length configuration.
Switch(config)# show userpassphrase {min-length
| max-length | length }
Step 4 no userpassphrase {min-length | max-length | length } | To reset the passphrase length configuration to default
. configuration
Example:
Switch(config)# userpassphrase {min-length |
max-length | length }
Step 5 show userpassphrase all To list all the parameter values under userpassphrase
Example:
Switch(config)# show userpassphrase all
Step 6 userpassphrase { default-lifetime | default-warntime | | Admin is allowed to update the default configurations
default-gracetime }
Example:
Switch(config)# userpassphrase { default-lifetime
| default-warntime | default-gracetime }
Step 7 username <username> passphrase { lifetime | warntime | Admin can configure passphrase lifetimes for any user

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

| gracetime }
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Command or Action Purpose

Example:

Switch(config)# username <userl> passphrase {
lifetime | warntime | gracetime }

Step 8 no username <username> passphrase { lifetime | Admin can reset passphrase lifetimes to default values for
warntime | gracetime | timevalues } any user
Example:

Switch(config)# username <userl> passphrase {
lifetime | warntime | gracetime | timevalues }

Step 9 show username <username> passphrase timevalues Any user can view his/her passphrase lifetimes configured
and admin can view for any user
Example:
Switch(config)# show username <userl> passphrase
timevalues
Step 10 username <username> lock-user-account Admin can lock any user account
Example:

Switch(config)# username <userl> lock-user-account]

Step 11 username <username> expire-userpassphrase Admin can set any userpassphrase to expire immediately

Example:

Switch(config)# username <userl>
expire-userpassphrase

Step 12 show locked-users Admin can view and unlock all the locked users

Example:

Switch(config)# show locked-users

Enabling the Password Prompt for User Name

SUMMARY STEPS
1. configure terminal
2. [no] password prompt username
3. exit
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:

Switch# configure terminal

Step 2 [no] password prompt username Enables the login knob. If this command is enabled and the
user enters the username command without the password

Example:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action Purpose

option, then the password is prompted. The password
accepts hidden characters. Use the no form of this command
to disable the login knob.

Switch(config)# password prompt username

Step 3 exit Exits to privileged EXEC mode.

Example:

Switch(config)# exit

Support over SHA-256 Algorithm for Verifying OS Integrity

Use the show file bootflash:/ sha256sum command to display the sha256sum of the file. The sample
output for this command is shown below:

Switch# show file bootflash:/ sha256sum

abd9d40020538acc363df3dlbae7d1df16841e4903Fca2c07c7898bT4F549ef5

Configuring Share Key Value for using RADIUS/TACACS+

The shared secret you configure for remote authentication and accounting must be hidden. For the radius-server
key and tacacs-server key commands, a separate command to generate encrypted shared secret can be used.

SUMMARY STEPS
1. configure terminal
2. generate type7_encrypted_secret
3. exit
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:

Switch# configure terminal

Step 2 generate type7_encrypted_secret Configures RADIUS and TACACS shared secret with key
type 7. While generating an encrypted shared secret, user

Example: input is hidden.

Switch(config)# generate type7_encrypted_secret |Note You can generate encrypted equivalent of plain
text separately and can configure the encrypted
shared secret later.

Step 3 exit Exits to privileged EXEC mode.

Example:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action Purpose

Switch(config)# exit

Monitoring and Clearing the Local AAA Accounting Log

The Cisco NX-OS device maintains a local log for the AAA accounting activity. You can monitor this log
and clear it.

\}

Note The AAA accounting log is local to the default VDC. You can monitor the contents from any VDC, but you
must clear it in the default VDC.

SUMMARY STEPS
1. show accounting log [size | last-index | start-seqnum number | start-time year month day hh:mm:ss]
2. (Optional) clear accounting log [logflash]
DETAILED STEPS
Command or Action Purpose
Step 1 show accounting log [size | last-index | start-seqnum Displays the accounting log contents. By default, the
number | start-time year month day hh:mm:ss] command output contains up to 250,000 bytes of the
Example: accounting log. You can use the size argument to limit

command output. The range is from 0 to 250000 bytes. You
can also specify a starting sequence number or a starting
time for the log output.The range of the starting index is
from 1 to 1000000. Use the last-index keyword to display
the value of the last index number in the accounting log

switch# show accounting log

file.
Step 2 (Optional) clear accounting log [logflash] Clears the accounting log contents. The logflash keyword
Example: clears the accounting log stored in the logflash for the
ple: current VDC.

switch# clear aaa accounting log

Verifying the AAA Configuration

To display AAA configuration information, perform one of the following tasks:

Command Purpose

show aaa accounting Displays AAA accounting
configuration.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command Purpose

show aaa authentication [login {ascii-authentication | chap | Displays AAA authentication login
error-enable | mschap | mschapv2}] configuration information.

show aaa groups Displays the AAA server group

configuration.

show running-config aaa [all] Displays the AAA configuration in
the running configuration.

show startup-config aaa Displays the AAA configuration in
the startup configuration.

For detailed information about the fields in the output from these commands, see the Cisco Nexus 7000 Series
NX-OS Security Command Reference.

Configuration Examples for AAA

The following example shows how to configure AAA:

aaa authentication login default group radius
aaa authentication login console group radius
aaa accounting default group radius

Additional References for AAA

This section includes additional information related to implementing AAA.

Related Documents

Related Topic Document Title

Cisco NX-OS Licensing | Cisco NX-OS Licensing Guide

Command reference Cisco Nexus 7000 Series NX-OS Security Command Reference

Standards

Standards Tile

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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MIBs

MIBs MIBs Link

« CISCO-AAA-SERVER-MIB | To locate and download MIBs, go to the following URL.:
» CISCO-AAA-SERVER-EXT-MIB | http://ww.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Feature History for AAA

This table lists the release history for this feature.

Table 9: Feature History for AAA

Feature Name Releases Feature Information

Login Block Per User 7.3(0)D1(2) Added support for login block per
user. Refer to the "Secure Login
Enhancements™ section.

Secure Login Enhancements 7.2(0)D1(1) Added enhancements for secure
login. Refer to the "Secure Login
Enhancements" section.

AAA 6.0(1) No change from Release 5.2.

AAA 5.2(1) Added support for the Cisco Nexus
3000 Series Switches.

AAA 5.2(1) No change from Release 5.1.

AAA 5.1(1) No change from Release 5.0.

AAA authentication 5.0(2) Added support for enabling or
disabling AAA authentication for
user logins.

AAA authentication 5.0(2) Added support for remote users

who do not have a user role to log
in to the Cisco NX-OS device
through a RADIUS or TACACS+
remote authentication server using
a default user role.

Login authentication 5.0(2) Added support for enabling or
disabling login authentication
failure messages.

CHAP authentication 5.0(2) Added support for enabling or
disabling CHAP authentication.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Feature Name Releases Feature Information

Local authentication 5.0(2) Added support for enabling fallback
to local authentication when remote
authentication fails.

Local authentication 5.0(2) Added support for disabling
fallback to local authentication.

MSCHAP V2 authentication 4.2(1) Added support for enabling or
disabling MSCHAP V2
authentication.

AAA 4.2(1) No change from Release 4.1.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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CHAPTER 5

Configuring RADIUS

This chapter describes how to configure the Remote Access Dial-In User Service (RADIUS) protocol on
Cisco NX-OS devices.

This chapter includes the following sections:

* Finding Feature Information, on page 59

« Information About RADIUS, on page 59

* Virtualization Support for RADIUS, on page 63

« Licensing Requirements for RADIUS, on page 63
* Prerequisites for RADIUS, on page 63

* Guidelines and Limitations for RADIUS, on page 64
« Default Settings for RADIUS, on page 64

« Configuring RADIUS Servers, on page 64

« Verifying the RADIUS Configuration, on page 87
» Monitoring RADIUS Servers, on page 87

« Clearing RADIUS Server Statistics, on page 88

« Configuration Example for RADIUS, on page 88
» Where to Go Next , on page 89

« Additional References for RADIUS, on page 89

« Feature History for RADIUS, on page 89

Finding Feature Information

Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at https://tools.cisco.com/bugsearch/ and the release notes
for your software release. To find information about the features documented in this module, and to see a list
of the releases in which each feature is supported, see the "New and Changed Information“chapter or the
Feature History table in this chapter.

Information About RADIUS

The RADIUS distributed client/server system allows you to secure networks against unauthorized access. In
the Cisco implementation, RADIUS clients run on Cisco NX-OS devices and send authentication and accounting
requests to a central RADIUS server that contains all user authentication and network service access information.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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RADIUS Network Environments

RADIUS can be implemented in a variety of network environments that require high levels of security while
maintaining network access for remote users.

You can use RADIUS in the following network environments that require access security:

* Networks with multiple-vendor network devices, each supporting RADIUS. For example, network
devices from several vendors can use a single RADIUS server-based security database.

« Networks already using RADIUS. You can add a Cisco NX-OS device with RADIUS to the network.
This action might be the first step when you make a transition to a AAA server.

» Networks that require resource accounting. You can use RADIUS accounting independent of RADIUS
authentication or authorization. The RADIUS accounting functions allow data to be sent at the start and
end of services, indicating the amount of resources (such as time, packets, bytes, and so on) used during
the session. An Internet service provider (ISP) might use a freeware-based version of the RADIUS access
control and accounting software to meet special security and billing needs.

« Networks that support authentication profiles. Using the RADIUS server in your network, you can
configure AAA authentication and set up per-user profiles. Per-user profiles enable the Cisco NX-OS
device to better manage ports using their existing RADIUS solutions and to efficiently manage shared
resources to offer different service-level agreements.

RADIUS Operation

When a user attempts to log in and authenticate to a Cisco NX-OS device using RADIUS, the following
process occurs:

* The user is prompted for and enters a username and password.
* The username and encrypted password are sent over the network to the RADIUS server.

« The user receives one of the following responses from the RADIUS server:

ACCEPT

The user is authenticated.

REJECT

The user is not authenticated and is prompted to reenter the username and password, or access is denied.
CHALLENGE

A challenge is issued by the RADIUS server. The challenge collects additional data from the user.
CHANGE PASSWORD

A request is issued by the RADIUS server, asking the user to select a new password.

The ACCEPT or REJECT response is bundled with additional data that is used for EXEC or network
authorization. You must first complete RADIUS authentication before using RADIUS authorization. The
additional data included with the ACCEPT or REJECT packets consists of the following:

* Services that the user can access, including Telnet, rlogin, or local-area transport (LAT) connections,
and Point-to-Point Protocol (PPP), Serial Line Internet Protocol (SLIP), or EXEC services.

« Connection parameters, including the host or client IPv4 or IPv6 address, access list, and user timeouts.
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RADIUS Server Monitoring

)

An unresponsive RADIUS server can cause a delay in processing AAA requests. You can configure the Cisco
NX-OS device to periodically monitor a RADIUS server to check whether it is responding (or alive) to save
time in processing AAA requests. The Cisco NX-OS device marks unresponsive RADIUS servers as dead
and does not send AAA requests to any dead RADIUS servers. The Cisco NX-OS device periodically monitors
the dead RADIUS servers and brings them to the alive state once they respond. This monitoring process
verifies that a RADIUS server is in a working state before real AAA requests are sent its way. Whenever a
RADIUS server changes to the dead or alive state, a Simple Network Management Protocol (SNMP) trap is
generated and the Cisco NX-OS device displays an error message that a failure is taking place.

Figure 2: RADIUS Server States

This figure shows the states for RADIUS server
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Note

The monitoring interval for alive servers and dead servers are different and can be configured by the user.
The RADIUS server monitoring is performed by sending a test authentication request to the RADIUS server.

RADIUS Configuration Distribution

| oL-20637-03

\}

Cisco Fabric Services (CFS) allows the Cisco NX-OS device to distribute the RADIUS configuration to other
Cisco NX-OS devices in the network. When you enable CFS distribution for a feature on your device, the
device belongs to a CFS region containing other devices in the network that you have also enabled for CFS
distribution for the feature. CFS distribution for RADIUS is disabled by default.

Note

You must explicitly enable CFS for RADIUS on each device to which you want to distribute configuration
changes.

After you enable CFS distribution for RADIUS on your Cisco NX-OS device, the first RADIUS configuration
command that you enter causes the Cisco NX-OS software to take the following actions:

« Creates a CFS session on your Cisco NX-OS device.
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* Locks the RADIUS configuration on all Cisco NX-OS devices in the CFS region with CFS enabled for
RADIUS.

« Saves the RADIUS configuration changes in a temporary buffer on the Cisco NX-OS device.

The changes stay in the temporary buffer on the Cisco NX-OS device until you explicitly commit them to be
distributed to the devices in the CFS region. When you commit the changes, the Cisco NX-OS software takes
the following actions:

« Applies the changes to the running configuration on your Cisco NX-OS device.
« Distributes the updated RADIUS configuration to the other Cisco NX-OS devices in the CFS region.
« Unlocks the RADIUS configuration in the devices in the CFS region.

» Terminates the CFS session.

CFS does not distribute the RADIUS server group configuration or server and global keys. The keys are
unique to the Cisco NX-OS device and are not shared with other Cisco NX-OS devices.

For detailed information on CFS, see the Cisco Nexus 7000 Series NX-OS System Management Configuration
Guide.

Vendor-Specific Attributes

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating VSAs
between the network access server and the RADIUS server. The IETF uses attribute 26. VSAs allow vendors
to support their own extended attributes that are not suitable for general use. The Cisco RADIUS implementation
supports one vendor-specific option using the format recommended in the specification. The Cisco vendor
ID is 9, and the supported option is vendor type 1, which is named cisco-av-pair. The value is a string with
the following format:

protocol : attribute separator value *

The protocol is a Cisco attribute for a particular type of authorization, the separator is = (equal sign) for
mandatory attributes, and * (asterisk) indicates optional attributes.

When you use RADIUS servers for authentication on a Cisco NX-OS device, the RADIUS protocol directs
the RADIUS server to return user attributes, such as authorization information, with authentication results.
This authorization information is specified through VSAs.

The following VSA protocol options are supported by the Cisco NX-OS software:

Shell
Protocol used in access-accept packets to provide user profile information.

Accounting
Protocol used in accounting-request packets. If a value contains any white spaces, you should enclose
the value within double quotation marks.

The Cisco NX-0S software supports the following attributes:

roles
Lists all the roles to which the user belongs. The value field is a string that lists the role names delimited
by white space. For example, if the user belongs to roles network-operator and vdc-admin, the value
field would be network-operator vdc-admin. This subattribute, which the RADIUS server sends in the

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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VSA portion of the Access-Accept frames, can only be used with the shell protocol value. The following
examples show the roles attribute that is supported by the Cisco Access Control Server (ACS):

shell:roles=network-operator vdc-admin

shell:roles*“network-operator vdc-admin
The following examples show the roles attribute that is supported by FreeRADIUS:

Cisco-AVPair = shell:roles=\network-operator vdc-admin\

Cisco-AVPair = shell:roles*\network-operator vdc-admin\

A\

Note  When you specify a VSA as shell:roles*"network-operator vdc-admin® or "shell:roles*\"network-operator
vdc-admin\"", this VSA is flagged as an optional attribute and other Cisco devices ignore this attribute.

accountinginfo
Stores accounting information in addition to the attributes covered by a standard RADIUS accounting
protocol. This attribute is sent only in the VSA portion of the Account-Request frames from the RADIUS
client on the switch. It can be used only with the accounting protocol data units (PDUS).

Virtualization Support for RADIUS

RADIUS configuration and operation are local to the virtual device context (VDC). For more information on
VDCs, see the Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide.

The Cisco NX-OS device uses virtual routing and forwarding instances (VRFS) to access the RADIUS servers.
For more information on VRFs, see the Cisco Nexus 7000 Series NX-OS Unicast Routing Configuration
Guide.

Licensing Requirements for RADIUS

This table shows the licensing requirements for this feature.

Product License Requirement

Cisco NX-OS | RADIUS requires no license. Any feature not included in a license package is bundled with
the Cisco NX-OS system images and is provided at no extra charge to you.

For an explanation of the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licensing
Guide.

Prerequisites for RADIUS

RADIUS has the following prerequisites:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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* Obtain IPv4 or IPv6 addresses or hostnames for the RADIUS servers.
« Obtain keys from the RADIUS servers.
« Ensure that the Cisco NX-OS device is configured as a RADIUS client of the AAA servers.

Guidelines and Limitations for RADIUS

RADIUS has the following guidelines and limitations:
* You can configure a maximum of 64 RADIUS servers on the Cisco NX-OS device.

« If you have a user account configured on the local Cisco NX-OS device that has the same name as a
remote user account on an AAA server, the Cisco NX-OS software applies the user roles for the local
user account to the remote user, not the user roles configured on the AAA server.

* Only the RADIUS protocol supports one-time passwords.

Default Settings for RADIUS

This table lists the default settings for RADIUS parameters.

Table 10: Default RADIUS Parameter Settings

Parameters Default

Server roles Authentication and accounting
Dead timer interval 0 minutes

Retransmission count 1

Retransmission timer interval 5 seconds

Authentication port 1812

Accouinting port 1813

Idle timer interval 0 minutes

Periodic server monitoring username test

Periodic server monitoring password test

Configuring RADIUS Servers

This section describes how to configure RADIUS servers on a Cisco NX-OS device.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Note If you are familiar with the Cisco 10S CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco 10S commands that you would use.

RADIUS Server Configuration Process

If needed, enable CFS configuration distribution for RADIUS.
Establish the RADIUS server connections to the Cisco NX-OS device.
Configure the RADIUS secret keys for the RADIUS servers.

A w0 Do

If needed, configure RADIUS server groups with subsets of the RADIUS servers for AAA authentication
methods.

5. If needed, configure any of the following optional parameters:
* Dead-time interval
* RADIUS server specification allowed at user login
* Timeout interval

* TCP port

6. (Optional) If RADIUS distribution is enabled, commit the RADIUS configuration to the fabric.

Related Topics
Configuring RADIUS Server Hosts, on page 66
Configuring Global RADIUS Keys, on page 68

Enabling RADIUS Configuration Distribution

Only Cisco NX-OS devices that have distribution enabled for RADIUS can participate in the distribution of
the RADIUS configuration changes in the CFS region.

Before you begin

Ensure that CFS distribution is enabled.

SUMMARY STEPS

configure terminal

radius distribute

exit

(Optional) show radius status

(Optional) copy running-config startup-config

arwbdpE
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DETAILED STEPS

Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.

Example:

switch# configure terminal
switch(config)#

Step 2 radius distribute Enable RADIUS configuration distribution. The default is

disabled.
Example:

switch(config)# radius distribute

Step 3 exit Exits configuration mode.

Example:

switch(config)# exit
switch#

Step 4 (Optional) show radius status Displays the RADIUS CFS distribution configuration.

Example:

switch(config)# show radius status

Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Configuring RADIUS Server Hosts

To access a remote RADIUS server, you must configure the IP address or hostname of a RADIUS server.
You can configure up to 64 RADIUS servers.

\}

Note By default, when you configure a RADIUS server IP address or hostname of the Cisco NX-OS device, the
RADIUS server is added to the default RADIUS server group. You can also add the RADIUS server to another
RADIUS server group.

Before you begin
Ensure that the server is already configured as a member of the server group.
Ensure that the server is configured to authenticate RADIUS traffic.

Ensure that the Cisco NX-OS device is configured as a RADIUS client of the AAA servers.

SUMMARY STEPS

1. configure terminal
2. radius-server host {ipv4-address | ipv6-address | host-name}
3. (Optional) show radius {pending | pending-diff}

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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(Optional) radius commit
exit
(Optional) show radius-server

N oo p

DETAILED STEPS

Configuring RADIUS Server Hosts .

(Optional) copy running-config startup-config

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 radius-server host {ipv4-address | ipv6-address | Specifies the IPv4 or IPv6 address or hostname for a
host-name} RADIUS server to use for authentication.
Example:
switch(config)# radius-server host 10.10.1.1
Step 3 (Optional) show radius {pending | pending-diff} Displays the RADIUS configuration pending for
] distribution.
Example:
switch(config)# show radius pending
Step 4 (Optional) radius commit Applies the RADIUS configuration changes in the
Example: temporary database to the running configuration and
i pie: i i i distributes the RADIUS configuration to other Cisco NX-OS
switch(config)# radius commit devices if you have enabled CFS configuration distribution
for the user role feature.
Step 5 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 6 (Optional) show radius-server Displays the RADIUS server configuration.
Example:
switch# show radius-server
Step 7 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:
switch# copy running-config startup-config

configuration.

| oL-20637-03

Related Topics

Configuring a Key for a Specific RADIUS Server, on page 69
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Configuring Global RADIUS Keys

You can configure RADIUS keys for all servers used by the Cisco NX-OS device. A RADIUS key is a shared
secret text string between the Cisco NX-OS device and the RADIUS server hosts.

\}

Note CFS does not distribute RADIUS keys.

Before you begin
Obtain the RADIUS key values for the remote RADIUS servers.
Configure the RADIUS key on the remote RADIUS servers.

SUMMARY STEPS
1. configure terminal
2. radius-server key [0 | 6 | 7] key-value
3. exit
4. (Optional) show radius-server
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 radius-server key [0 | 6 | 7] key-value Specifies a RADIUS key for all RADIUS servers. You can
Example: specify that the key-value is in clear text format (0), is type-6

encrypted (6), or is type-7 encrypted (7). The Cisco NX-OS
software encrypts a clear text key before saving it to the
running configuration. The default format is clear text. The
maximum length is 63 characters.

By default, no RADIUS key is configured.

switch(config)# radius-server key 0 QsEfThUkO

Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show radius-server Displays the RADIUS server configuration.
Example: Note The RADIUS keys are saved in encrypted form
switch# show radius-server in the running configuration. Use the show

running-config command to display the
encrypted RADIUS keys.
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Command or Action

Purpose

Step 5

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Related Topics

AES Password Encryption and Master Encryption Keys, on page 28
Configuring RADIUS Server Groups, on page 70
RADIUS Configuration Distribution, on page 61

Configuring a Key for a Specific RADIUS Server

You can configure a key on the Cisco NX-OS device for a specific RADIUS server. A RADIUS key is a
secret text string shared between the Cisco NX-OS device and a specific RADIUS server.

Before you begin

Configure one or more RADIUS server hosts.

Obtain the key value for the remote RADIUS server.

Configure the key on the RADIUS server.

SUMMARY STEPS
1. configure terminal
2. radius-server host {ipv4-address | ipv6-address | host-name} key [0 | 6 | 7] key-value
3. exit
4. (Optional) show radius-server
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 radius-server host {ipv4-address | ipv6-address | Specifies a RADIUS key for a specific RADIUS server.

host-name} key [0 | 6 | 7] key-value

Example:

switch(config)# radius-server host 10.10.1.1 key
0 PIIjUhYg

You can specify that the key-value is in clear text format
(0), is type-6 encrypted (6), or is type-7 encrypted (7). The
Cisco NX-OS software encrypts a clear text key before
saving it to the running configuration. The default format
is clear text. The maximum length is 63 characters.

This RADIUS key is used instead of the global RADIUS
key.
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Command or Action

Purpose

Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show radius-server Displays the RADIUS server configuration.
Example: Note The RADIUS keys are saved in encrypted form
switch# show radius-server in the running configuration. Use the show
running-config command to display the
encrypted RADIUS keys.
Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Related Topics

AES Password Encryption and Master Encryption Keys, on page 28
Configuring RADIUS Server Hosts, on page 66

Configuring RADIUS Server Groups

You can specify one or more remote AAA servers for authentication using server groups. All members of a
group must belong to the RADIUS protocol. The servers are tried in the same order in which you configure
them. You can configure up to 100 server groups in a VDC.

You can configure these server groups at any time but they only take effect when you apply them to an AAA

service.

Note CFS does not distribute RADIUS server group configurations.

Before you begin

Ensure that all servers in the group are RADIUS servers.

SUMMARY STEPS

configure terminal

(Optional) deadtime minutes

(Optional) use-vrf vrf-name
exit

©No GO~ ®WDNE

aaa group server radius group-name
server {ipv4-address | ipv6-address | host-name}

(Optional) server {ipv4-address | ipv6-address | host-name}

(Optional) show radius-server groups [group-name]
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9. (Optional) copy running-config startup-config

DETAILED STEPS

Command or Action

Purpose

Step1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 aaa group server radius group-name Creates a RADIUS server group and enters the RADIUS
Example: server group configuration submode for that group. The
) ple: ) ) group-name argument is a case-sensitive alphanumeric
switch(config)# aaa group server radius RadServer siring \ith a maximum length of 127 characters.
switch(config-radius)#
Step 3 server {ipv4-address | ipv6-address | host-name} Configures the RADIUS server as a member of the RADIUS
Example: server group.
switch(config-radius)# server 10.10.1.1 If the specified RADIUS server is not found, configure it
using the radius-server host command and retry this
command.
Step 4 (Optional) deadtime minutes Configures the monitoring dead time. The default is 0
i minutes. The range is from 1 through 1440.
Example:
switch(config-radius)# deadtime 30 Note If the dead-time interval for a RADIUS server
group is greater than zero (0), that value takes
precedence over the global dead-time value.
Step 5 (Optional) server {ipv4-address | ipv6-address | Configures the RADIUS server as a member of the RADIUS
host-name} server group.
Example: Tip If the specified RADIUS server is not found,
switch(config-radius)# server 10.10.1.1 configure it using the radius-server host
command and retry this command.
Step 6 (Optional) use-vrf vrf-name Specifies the VRF to use to contact the servers in the server
Example: group.
switch(config-radius)# use-vrf vrfl
Step 7 exit Exits configuration mode.
Example:
switch(config-radius)# exit
switch(config)#
Step 8 (Optional) show radius-server groups [group-name] Displays the RADIUS server group configuration.

Example:

switch(config)# show radius-server groups
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Command or Action Purpose
Step 9 (Optional) copy running-config startup-config Copies the running configuration to the startup
) configuration.
Example:
switch(config)# copy running-config startup-config

Related Topics
Configuring the RADIUS Dead-Time Interval, on page 82

Configuring the Global Source Interface for RADIUS Server Groups

You can configure a global source interface for RADIUS server groups to use when accessing RADIUS
servers. You can also configure a different source interface for a specific RADIUS server group. By default,
the Cisco NX-OS software uses any available interface.

SUMMARY STEPS
1. configure terminal
2. ip radius source-interface interface
3. exit
4. (Optional) show radius-server
5. (Optional) copy running-config startup config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)
Step 2 ip radius source-interface interface Configures the global source interface for all RADIUS
. server groups configured on the device.
Example:

switch(config)# ip radius source-interface mgmt 0O

Step 3 exit Exits configuration mode.

Example:

switch(config)# exit
switch#

Step 4 (Optional) show radius-server Displays the RADIUS server configuration information.

Example:

switch# show radius-server

Step5 (Optional) copy running-config startup config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config
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Related Topics
Configuring RADIUS Server Groups, on page 70

Allowing Users to Specify a RADIUS Server at Login

By default, the Cisco NX-OS device forwards an authentication request based on the default AAA authentication
method. You can configure the Cisco NX-OS device to allow the user to specify a VRF and RADIUS server
to send the authentication request by enabling the directed-request option. If you enable this option, the user
can log in as username@vrfname:hostname, where vrfname is the VRF to use and hostname is the name of
a configured RADIUS server.

Note If you enable the directed-request option, the Cisco NX-OS device uses only the RADIUS method for
authentication and not the default local method.

Note  User-specified logins are supported only for Telnet sessions.

SUMMARY STEPS
1. configure terminal
2. radius-server directed-request
3. (Optional) show radius {pending | pending-diff}
4. (Optional) radius commit
5. exit
6. (Optional) show radius-server directed-request
7. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 radius-server directed-request Allows users to specify a RADIUS server to send the
) authentication request when logging in. The default is
Example: X
disabled.
switch(config)# radius-server directed-request
Step 3 (Optional) show radius {pending | pending-diff} Displays the RADIUS configuration pending for
) distribution.
Example:
switch(config)# show radius pending
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Command or Action

Purpose

Step 4 (Optional) radius commit

Example:

switch(config)# radius commit

Applies the RADIUS configuration changes in the
temporary database to the running configuration and
distributes the RADIUS configuration to other Cisco NX-OS
devices if you have enabled CFS configuration distribution
for the user role feature.

Step 5 exit

Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 6 (Optional) show radius-server directed-request

Example:
switch# show radius-server directed-request

Displays the directed request configuration.

Step 7 (Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Related Topics
RADIUS Configuration Distribution, on page 61

Configuring the Global RADIUS Transmission Retry Count and Timeout Interval

You can configure a global retransmission retry count and timeout interval for all RADIUS servers. By default,
a Cisco NX-OS device retries transmission to a RADIUS server only once before reverting to local

authentication. You can increase this number up to a maximum of five retries per server. The timeout interval
determines how long the Cisco NX-OS device waits for responses from RADIUS servers before declaring a

SUMMARY STEPS

timeout failure.

configure terminal

radius-server retransmit count

radius-server timeout seconds

(Optional) show radius {pending | pending-diff}
(Optional) radius commit

exit

(Optional) show radius-server

(Optional) copy running-config startup-config

©NOoOA~WDNE
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DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 radius-server retransmit count Specifies the retransmission count for all RADIUS servers.
) The default retransmission count is 1 and the range is from
Example: 0to5
switch(config)# radius-server retransmit 3 '
Step 3 radius-server timeout seconds Specifies the transmission timeout interval for RADIUS
. servers. The default timeout interval is 5 seconds and the
Example: -
range is from 1 to 60 seconds.
switch(config)# radius-server timeout 10
Step 4 (Optional) show radius {pending | pending-diff} Displays the RADIUS configuration pending for
) distribution.
Example:
switch(config)# show radius pending
Step 5 (Optional) radius commit Applies the RADIUS configuration changes in the
Example: temporary database to the running configuration and
) pie: ) ) ) distributes the RADIUS configuration to other Cisco NX-OS
switch(config)# radius commit devices if you have enabled CFS configuration distribution
for the user role feature.
Step 6 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 7 (Optional) show radius-server Displays the RADIUS server configuration.
Example:
switch# show radius-server
Step 8 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:
switch# copy running-config startup-config

configuration.

Related Topics

RADIUS Configuration Distribution, on page 61

Configuring the RADIUS Transmission Retry Count and Timeout Interval for a

Server
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set a timeout interval that the Cisco NX-OS device waits for responses from RADIUS servers before declaring
a timeout failure.

Before you begin

Configure one or more RADIUS server hosts.

SUMMARY STEPS
1. configure terminal
2. radius-server host {ipv4-address | ipv6-address | host-name} retransmit count
3. radius-server host {ipv4-address | ipv6-address | host-name} timeout seconds
4. (Optional) show radius {pending | pending-diff}
5. (Optional) radius commit
6. exit
7. (Optional) show radius-server
8. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 radius-server host {ipv4-address | ipv6-address | Specifies the retransmission count for a specific server. The
host-name} retransmit count default is the global value.
Example: Note The retransmission count value specified for a
switch(config)# radius-server host serverl RADIUS server overrides the count specified
retransmit 3 for all RADIUS servers.
Step 3 radius-server host {ipv4-address | ipv6-address | Specifies the transmission timeout interval for a specific
host-name} timeout seconds server. The default is the global value.
Example: Note The timeout interval value specified for a
switch(config)# radius-server host serverl timeout] RADIUS server overrides the interval value
10 specified for all RADIUS servers.
Step 4 (Optional) show radius {pending | pending-diff} Displays the RADIUS configuration pending for
) distribution.
Example:
switch(config)# show radius pending
Step 5 (Optional) radius commit Applies the RADIUS configuration changes in the
Example: temporary database to the running configuration and
) ple: ) ) ) distributes RADIUS configuration to other Cisco NX-OS
switch(config)# radius commit devices if you have enabled CFS configuration distribution
for the user role feature.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring Accounting and Authentication Attributes for RADIUS Servers .

Command or Action Purpose

Step 6

exit Exits configuration mode.

Example:

switch(config)# exit
switch#

Step 7

(Optional) show radius-server Displays the RADIUS server configuration.

Example:

switch# show radius-server

Step 8

(Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Related Topics
Configuring RADIUS Server Hosts, on page 66
RADIUS Configuration Distribution, on page 61

Configuring Accounting and Authentication Attributes for RADIUS Servers

You can specify that a RADIUS server is to be used only for accounting purposes or only for authentication
purposes. By default, RADIUS servers are used for both accounting and authentication. You can also specify
the destination UDP port numbers where RADIUS accounting and authentication messages should be sent if
there is a conflict with the default port.

Before you begin

Configure one or more RADIUS server hosts.

SUMMARY STEPS

| oL-20637-03

configure terminal

(Optional) radius-server host {ipv4-address | ipv6-address | host-name} acct-port udp-port
(Optional) radius-server host {ipv4-address | ipv6-address | host-name} accounting
(Optional) radius-server host {ipv4-address | ipv6-address | host-name} auth-port udp-port
(Optional) radius-server host {ipv4-address | ipv6-address | host-name} authentication
(Optional) show radius {pending | pending-diff}

(Optional) radius commit

exit

(Optional) show radius-server

(Optional) copy running-config startup-config
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DETAILED STEPS

Configuring RADIUS |

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 (Optional) radius-server host {ipv4-address | ipv6-address | Specifies a UDP port to use for RADIUS accounting
| host-name} acct-port udp-port messages. The default UDP port is 1813. The range is from
. 0 to 65535.
Example:
switch(config)# radius-server host 10.10.1.1
acct-port 2004
Step 3 (Optional) radius-server host {ipv4-address | ipv6-address | Specifies to use the RADIUS server only for accounting
| host-name} accounting purposes. The default is both accounting and
. authentication.
Example:
switch(config)# radius-server host 10.10.1.1
accounting
Step 4 (Optional) radius-server host {ipv4-address | ipv6-address | Specifies a UDP port to use for RADIUS authentication
| host-name} auth-port udp-port messages. The default UDP port is 1812. The range is from
. 0 to 65535.
Example:
switch(config)# radius-server host 10.10.2.2
auth-port 2005
Step 5 (Optional) radius-server host {ipv4-address | ipv6-address | Specifies to use the RADIUS server only for authentication
| host-name} authentication purposes. The default is both accounting and
. authentication.
Example:
switch(config)# radius-server host 10.10.2.2
authentication
Step 6 (Optional) show radius {pending | pending-diff} Displays the RADIUS configuration pending for
, distribution.
Example:
switch(config)# show radius pending
Step 7 (Optional) radius commit Applies the RADIUS configuration changes in the
Example: temporary database to the running configuration and
) pie: ) ) ) distributes the RADIUS configuration to other Cisco
switch(config)# radius commit NX-OS devices if you have enabled CFS configuration
distribution for the user role feature.
Step 8 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 9 (Optional) show radius-server Displays the RADIUS server configuration.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring Global Periodic RADIUS Server Monitoring .

Command or Action Purpose

switch(config)# show radius-server

Step 10

(Optional) copy running-config startup-config Copies the running configuration to the startup

Example:
switch# copy running-config startup-config

configuration.

Related Topics
Configuring RADIUS Server Hosts, on page 66
RADIUS Configuration Distribution, on page 61

Configuring Global Periodic RADIUS Server Monitoring

\}

You can monitor the availability of all RADIUS servers without having to configure the test parameters for
each server individually. Any servers for which test parameters are not configured are monitored using the
global level parameters.

Note

Test parameters that are configured for individual servers take precedence over global test parameters.

The global configuration parameters include the username and password to use for the servers and an idle
timer. The idle timer specifies the interval in which a RADIUS server receives no requests before the Cisco
NX-OS device sends out a test packet. You can configure this option to test servers periodically, or you can
run a one-time only test.

Note  CFS does not distribute global RADIUS server group configurations.
)
Note  To protect network security, we recommend that you use a username that is not the same as an existing

username in the RADIUS database.

Note

SUMMARY STEPS

| oL-20637-03

The default idle timer value is 0 minutes. When the idle time interval is O minutes, periodic RADIUS server
monitoring is not performed.

Before you begin
Enable RADIUS.

1. configure terminal
2. radius-server test {idle-time minutes | password password [idle-time minutes] | username name
[password password [idle-time minutes]]}
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radius-server deadtime minutes
exit
(Optional) show radius-server

o0k~ w

DETAILED STEPS

Configuring RADIUS |

(Optional) copy running-config startup-config

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 radius-server test {idle-time minutes | password password | Specifies parameters for global server monitoring. The
[idle-time minutes] | username name [password password | default username is test, and the default password is test.
[idle-time minutes]]} The default value for the idle timer is 0 minutes, and the
valid range is from 0 to 1440 minutes.
Example:
switch(config)# radius-server test username userl| NOte For periodic RADIUS server monitoring, the
password Ur2Gd2BH idle-time 3 idle timer value must be greater than 0.
Step 3 radius-server deadtime minutes Specifies the number of minutes before the Cisco NX-OS
Example: device checks a RADIUS server that was previously
ple: unresponsive. The default value is 0 minutes, and the valid
switch(config)# radius-server deadtime 5 rangeisfron10to 1440 minutes.
Step 4 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 5 (Optional) show radius-server Displays the RADIUS server configuration.
Example:
switch# show radius-server
Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Related Topics

Configuring Periodic RADIUS Server Monitoring on Individual Servers, on page 80

Configuring Periodic RADIUS Server Monitoring on Individual Servers

You can monitor the availability of individual RADIUS servers. The configuration parameters include the
username and password to use for the server and an idle timer. The idle timer specifies the interval during
which a RADIUS server receives no requests before the Cisco NX-OS device sends out a test packet. You
can configure this option to test servers periodically, or you can run a one-time only test.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring Periodic RADIUS Server Monitoring on Individual Servers .

\}

Note

Test parameters that are configured for individual servers take precedence over global test parameters.

N

Note  For security reasons, we recommend that you do

user in the RADIUS database.

not configure a test username that is the same as an existing

\}

Note

The default idle timer value is 0 minutes. When the idle time interval is 0 minutes, the Cisco NX-OS device

does not perform periodic RADIUS server monitoring.

Before you begin
Enable RADIUS.

Add one or more RADIUS server hosts.

radius-server host {ipv4-address | ipv6-address | host-name} test {idle-time minutes | password password

[idle-time minutes] | username name [password password [idle-time minutes]]}

SUMMARY STEPS

1. configure terminal

2.

3. radius-server deadtime minutes

4. exit

5. (Optional) show radius-server

6. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#

Step 2 radius-server host {ipv4-address | ipv6-address | Specifies parameters for individual server monitoring. The
host-name} test {idle-time minutes | password password | default username is test, and the default password is test.
[idle-time minutes] | username name [password password | The default value for the idle timer is 0 minutes, and the
[idle-time minutes]]} valid range is from O to 1440 minutes.
Example: Note For periodic RADIUS server monitoring, you
switch(config)# radius-server host 10.10.1.1 test must set the idle timer to a value greater than 0.

username userl password Ur2Gd2BH idle-time 3
Step 3 radius-server deadtime minutes Specifies the number of minutes before the Cisco NX-OS

| oL-20637-03

Example:

device checks a RADIUS server that was previously
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. Configuring the RADIUS Dead-Time Interval

Command or Action Purpose

switch(config)# radius-server deadtime 5 unresponsive. The default value is 0 minutes, and the valid
range is from 1 to 1440 minutes.

Step 4 exit Exits configuration mode.

Example:

switch(config)# exit
switch#

Step 5 (Optional) show radius-server Displays the RADIUS server configuration.

Example:

switch# show radius-server

Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Related Topics
Configuring RADIUS Server Hosts, on page 66
Configuring Global Periodic RADIUS Server Monitoring, on page 79

Configuring the RADIUS Dead-Time Interval

You can configure the dead-time interval for all RADIUS servers. The dead-time interval specifies the time
that the Cisco NX-OS device waits after declaring a RADIUS server is dead, before sending out a test packet
to determine if the server is now alive. The default value is 0 minutes.

\)

Note  When the dead-time interval is O minutes, RADIUS servers are not marked as dead even if they are not
responding. You can configure the dead-time interval for a RADIUS server group.

SUMMARY STEPS

configure terminal

radius-server deadtime minutes

(Optional) show radius {pending | pending-diff}
(Optional) radius commit

exit

(Optional) show radius-server

(Optional) copy running-config startup-config

NogM~wdhPE
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DETAILED STEPS

Configuring One-Time Passwords .

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 radius-server deadtime minutes Configures the dead-time interval. The default value is 0
) minutes. The range is from 1 to 1440 minutes.
Example:
switch(config)# radius-server deadtime 5
Step 3 (Optional) show radius {pending | pending-diff} Displays the RADIUS configuration pending for
. distribution.
Example:
switch(config)# show radius pending
Step 4 (Optional) radius commit Applies the RADIUS configuration changes in the
Example: temporary database to the running configuration and
) ple: ) ) ) distributes the RADIUS configuration to other Cisco NX-OS
switch(config)# radius commit devices if you have enabled CFS configuration distribution
for the user role feature.
Step 5 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 6 (Optional) show radius-server Displays the RADIUS server configuration.
Example:
switch# show radius-server
Step 7 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Related Topics

Configuring RADIUS Server Groups, on page 70
RADIUS Configuration Distribution, on page 61

Configuring One-Time Passwords

One-time password (OTP) support is available for Cisco NX-OS devices through the use of RSA SecurlD
token servers. With this feature, users authenticate to a Cisco NX-OS device by entering both a personal
identification number (or one-time password) and the token code being displayed at that moment on their

| oL-20637-03

RSA SecurlD token.
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\}

Configuring RADIUS |

Note  The token code used for logging into the Cisco NX-OS device changes every 60 seconds. To prevent problems
with device discovery, we recommend using different usernames that are present on the Cisco Secure ACS

internal database.

Before you begin

On the Cisco NX-OS device, configure a RADIUS server host and remote default login authentication.

Ensure that the following are installed:

* Cisco Secure Access Control Server (ACS) version 4.2

» RSA Authentication Manager version 7.1 (the RSA SecurlID token server)

* RSA ACE Agent/Client

No configuration (other than a RADIUS server host and remote authentication) is required on the Cisco
NX-OS device to support one-time passwords. However, you must configure the Cisco Secure ACS as follows:

1. Enable RSA SecurlD token server authentication.

2. Add the RSA SecurID token server to the Unknown User Policy database.

Committing the RADIUS Distribution

You can apply the RADIUS global and server-specific configuration stored in the temporary buffer to the
running configuration across all devices in the fabric (including the originating device).

SUMMARY STEPS

configure terminal

radius commit
exit

ok wbdpE

DETAILED STEPS

(Optional) show role session status
(Optional) copy running-config startup-config

(Optional) show radius {pending | pending-diff}

Command or Action

Purpose

Step1 configure terminal

Example:

switch# configure terminal
switch(config)#

Enters global configuration mode.

Step 2 (Optional) show radius {pending | pending-diff}

Example:

switch(config)# show radius pending

Displays the RADIUS configuration pending for
distribution.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Discarding the RADIUS Distribution Session .

Command or Action Purpose
Step 3 radius commit Applies the RADIUS configuration changes in the
Example: temporary database to the running configuration and
) ple: ) ) ) distributes the RADIUS configuration to other Cisco NX-OS
switch(config)# radius commit devices if you have enabled CFS configuration distribution
for the user role feature.
Step 4 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 5 (Optional) show role session status Displays the user role CFS session status.
Example:
switch# show role session status
Step 6 (Optional) copy running-config startup-config Applies the running configuration to the startup
) configuration.
Example:
switch# copy running-config startup-config

Discarding the RADIUS Distribution Session

You can discard the temporary database of RADIUS changes and end the CFS distribution session.

SUMMARY STEPS
1. configure terminal
2. (Optional) show radius {pending | pending-diff}
3. radius abort
4. exit
5. (Optional) show radius session status
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 (Optional) show radius {pending | pending-diff} Displays the RADIUS configuration pending for
. distribution.
Example:
switch(config)# show radius pending
Step 3 radius abort Discards the RADIUS configuration in the temporary
. storage and ends the session.
Example:

| oL-20637-03
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. Clearing the RADIUS Distribution Session

Command or Action Purpose
switch(config)# radius abort

Step 4 exit Exits configuration mode.

Example:

switch(config)# exit
switch#

Step 5 (Optional) show radius session status Displays the RADIUS CFS session status.

Example:

switch# show radius session status

Clearing the RADIUS Distribution Session

You can clear the ongoing Cisco Fabric Services distribution session (if any) and unlock the fabric for the
RADIUS feature.

SUMMARY STEPS
1. clear radius session
2. (Optional) show radius session status
DETAILED STEPS
Command or Action Purpose
Step 1 clear radius session Clears the session and unlocks the fabric.
Example:

switch# clear radius session

Step 2 (Optional) show radius session status Displays the RADIUS CFS session status.

Example:

switch# show radius session status

Manually Monitoring RADIUS Servers or Groups

You can manually issue a test message to a RADIUS server or to a server group.

SUMMARY STEPS

1. test aaa server radius {ipv4-address | ipv6-address | host-name} [vrf vrf-name] username password
2. test aaa group group-name username password

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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DETAILED STEPS
Command or Action Purpose
Step 1 test aaa server radius {ipv4-address | ipv6-address | Sends a test message to a RADIUS server to confirm
host-name} [vrf vrf-name] username password availability.
Example:
switch# test aaa server radius 10.10.1.1 userl
Ur2Gd2BH
Step 2 test aaa group group-name username password Sends a test message to a RADIUS server group to confirm
availability.
Example: v
switch# test aaa group RadGroup user2 As3He3Cl

Verifying the RADIUS Configuration

To display RADIUS configuration information, perform one of the following tasks:

Command Purpose

show radius {status | pending | pending-diff} Displays the RADIUS Cisco Fabric Services distribution
status and other details.

show running-config radius [all] Displays the RADIUS configuration in the running
configuration.

show startup-config radius Displays the RADIUS configuration in the startup
configuration.

show radius-server [host-name | ipv4-address | | Displays all configured RADIUS server parameters.
ipv6-address] [directed-request | groups | sorted
| statistics]

For detailed information about the fields in the output from this command, see the Cisco Nexus 7000 Series
NX-OS Security Command Reference.

Monitoring RADIUS Servers

You can monitor the statistics that the Cisco NX-OS device maintains for RADIUS server activity.

Before you begin

Configure one or more RADIUS server hosts.

SUMMARY STEPS

1. show radius-server statistics {hostname | ipv4-address | ipv6-address}

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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. Clearing RADIUS Server Statistics

DETAILED STEPS

Command or Action Purpose

Step 1 show radius-server statistics {hostname | ipv4-address | | Displays the RADIUS statistics.
ipv6-address}

Example:
switch# show radius-server statistics 10.10.1.1

Related Topics
Configuring RADIUS Server Hosts, on page 66
Clearing RADIUS Server Statistics, on page 88

Clearing RADIUS Server Statistics

You can display the statistics that the Cisco NX-OS device maintains for RADIUS server activity.

Before you begin
Configure RADIUS servers on the Cisco NX-OS device.

SUMMARY STEPS
1. (Optional) show radius-server statistics {hostname | ipv4-address | ipv6-address}
2. clear radius-server statistics {hostname | ipv4-address | ipv6-address}
DETAILED STEPS
Command or Action Purpose
Step 1 (Optional) show radius-server statistics {hostname | Displays the RADIUS server statistics on the Cisco NX-OS
ipv4-address | ipv6-address} device.
Example:

switch# show radius-server statistics 10.10.1.1

Step 2 clear radius-server statistics {hostname | ipv4-address | | Clears the RADIUS server statistics.
ipv6-address}

Example:
switch# clear radius-server statistics 10.10.1.1

Related Topics
Configuring RADIUS Server Hosts, on page 66

Configuration Example for RADIUS

The following example shows how to configure RADIUS:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Where to Go Next .

radius-server key 7 "TolkLhPpG"
radius-server host 10.10.1.1 key 7 "ShMoMhTI" authentication accounting
aaa group server radius RadServer

server 10.10.1.1

Where to Go Next

You can now configure AAA authentication methods to include the server groups.

Additional References for RADIUS

This section describes additional information related to implementing RADIUS.

Related Documents

Related Topic Document Title

Cisco NX-OS Licensing | Cisco NX-OS Licensing Guide

Command reference Cisco Nexus 7000 Series NX-OS Security Command Reference

VRF configuration Cisco Nexus 7000 Series NX-OS Unicast Routing Configuration Guide

Standards

Standards Title

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.

MIBs

MIBs MIBs Link

¢ CISCO-AAA-SERVER-MIB | To locate and download MIBs, go to the following URL:
« CISCO-AAA-SERVER-EXT-MIB | http:/Aww.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Feature History for RADIUS

This table lists the release history for this feature.

Table 11: Feature History for RADIUS

Feature Name Releases Feature Information

RADIUS 6.0(1) No change from Release 5.2.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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. Feature History for RADIUS

Feature Name Releases Feature Information

RADIUS 5.2(1) Added support for the Cisco Nexus
3000 Series Switches.

RADIUS 5.2(1) Added type-6 encryption for
RADIUS server keys.

RADIUS 5.1(1) No change from Release 5.0.

RADIUS server groups 5.0(2) Added support for configuring the

global source interface for all
RADIUS server groups.

RADIUS server groups 5.0(2) Added support for configuring a
source interface for a specific
RADIUS server group.

Periodic server monitoring 5.0(2) Added support for global periodic
RADIUS server monitoring.

OoTP 5.0(2) Added support for one-time
passwords.

RADIUS statistics 4.2(1) Added support for clearing statistics

for RADIUS server hosts.

RADIUS 4.2(1) No change from Release 4.1.
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CHAPTER 6

Configuring TACACS+

This chapter describes how to configure the Terminal Access Controller Access Control System Plus
(TACACS+) protocol on Cisco NX-OS devices.

This chapter includes the following sections:

* Finding Feature Information, on page 91

« Information About TACACS+, on page 91

* Licensing Requirements for TACACS+, on page 96
* Prerequisites for TACACS+, on page 96

« Guidelines and Limitations for TACACS+, on page 96
« Default Settings for TACACS+, on page 97

* Configuring TACACS+, on page 97

« Monitoring TACACS+ Servers, on page 129

* Clearing TACACS+ Server Statistics, on page 130

« Verifying the TACACS+ Configuration, on page 130
* Configuration Examples for TACACS+, on page 131
* Where to Go Next , on page 132

« Additional References for TACACS+, on page 133

« Feature History for TACACS+, on page 133

Finding Feature Information

Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at https://tools.cisco.com/bugsearch/ and the release notes
for your software release. To find information about the features documented in this module, and to see a list
of the releases in which each feature is supported, see the "New and Changed Information"chapter or the
Feature History table in this chapter.

Information About TACACS+

| oL-20637-03

The TACACS+ security protocol provides centralized validation of users attempting to gain access to a Cisco
NX-OS device. TACACS+ services are maintained in a database on a TACACS+ daemon running, typically,
on a UNIX or Windows NT workstation. You must have access to and must configure a TACACS+ server
before the configured TACACS+ features on your Cisco NX-OS device are available.
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. TACACS+ Advantages

TACACS+ provides for separate authentication, authorization, and accounting facilities. TACACS+ allows
for a single access control server (the TACACS+ daemon) to provide each service—authentication,
authorization, and accounting—independently. Each service can be tied into its own database to take advantage
of other services available on that server or on the network, depending on the capabilities of the daemon.

The TACACS+ client/server protocol uses TCP (TCP port 49) for transport requirements. Cisco NX-OS
devices provide centralized authentication using the TACACS+ protocol.

TACACS+ Advantages

TACACS+ has the following advantages over RADIUS authentication:

« Provides independent AAA facilities. For example, the Cisco NX-OS device can authorize access without
authenticating.

« Uses the TCP transport protocol to send data between the AAA client and server, making reliable transfers
with a connection-oriented protocol.

« Encrypts the entire protocol payload between the switch and the AAA server to ensure higher data
confidentiality. The RADIUS protocol only encrypts passwords.

TACACS+ Operation for User Login

When a user attempts a Password Authentication Protocol (PAP) login to a Cisco NX-OS device using
TACACS+, the following actions occur:

\)

Note TACACS+ allows an arbitrary conversation between the daemon and the user until the daemon receives
enough information to authenticate the user. This action is usually done by prompting for a username and
password combination, but may include prompts for other items, such as your mother’s maiden name.

1. When the Cisco NX-OS device establishes a connection, it contacts the TACACS+ daemon to obtain the
username and password.

2. The Cisco NX-OS device will eventually receive one of the following responses from the TACACS+
daemon:

ACCEPT

User authentication succeeds and service begins. If the Cisco NX-OS device requires user authorization,
authorization begins.

REJECT

User authentication failed. The TACACS+ daemon either denies further access to the user or prompts the
user to retry the login sequence.

ERROR

An error occurred at some time during authentication either at the daemon or in the network connection
between the daemon and the Cisco NX-OS device. If the Cisco NX-OS device receives an ERROR
response, the Cisco NX-OS device tries to use an alternative method for authenticating the user.

After authentication, the user also undergoes an additional authorization phase if authorization has been
enabled on the NX-OS device. Users must first successfully complete TACACS+ authentication before
proceeding to TACACS+ authorization.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Default TACACS+ Server Encryption Type and Secret Key .

3. If TACACS+ authorization is required, the Cisco NX-OS device again contacts the TACACS+ daemon
and it returns an ACCEPT or REJECT authorization response. An ACCEPT response contains attributes
that are used to direct the EXEC or NETWORK session for that user and determines the services that the
uSer can access.

Services include the following:

* Telnet, rlogin, Point-to-Point Protocol (PPP), Serial Line Internet Protocol (SLIP), or EXEC services

« Connection parameters, including the host or client IP address (IPv4 or IPv6), access list, and user
timeouts

Default TACACS+ Server Encryption Type and Secret Key

You must configure the TACACS+ secret key to authenticate the switch to the TACACS+ server. A secret
key is a secret text string shared between the Cisco NX-OS device and the TACACS+ server host. The length
of the key is restricted to 63 characters and can include any printable ASCII characters (white spaces are not
allowed). You can configure a global secret key for all TACACS+ server configurations on the Cisco NX-OS
device to use.

You can override the global secret key assignment by explicitly using the key option when configuring an
individual TACACS+ server.

Command Authorization Support for TACACS+ Servers

By default, command authorization is done against a local database in the Cisco NX-OS software when an
authenticated user enters a command at the command-line interface (CLI). You can also verify authorized
commands for authenticated users using TACACS+.

TACACS+ Server Monitoring

An unresponsive TACACS+ server can delay the processing of AAA requests. A Cisco NX-OS device can
periodically monitor a TACACS+ server to check whether it is responding (or alive) to save time in processing
AAA requests. The Cisco NX-OS device marks unresponsive TACACS+ servers as dead and does not send
AAA requests to any dead TACACS+ servers. A Cisco NX-OS device periodically monitors dead TACACS+
servers and brings them to the alive state once they are responding. This process verifies that a TACACS+
server is in a working state before real AAA requests are sent its way. Whenever a TACACS+ server changes
to the dead or alive state, a Simple Network Management Protocol (SNMP) trap is generated and the Cisco
NX-OS device displays an error message that a failure is taking place before it can impact performance.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Figure 3: TACACS+ Server States

This figure shows the server states for TACACS+ server
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Note  The monitoring interval for alive servers and dead servers are different and can be configured by the user.
The TACACS+ server monitoring is performed by sending a test authentication request to the TACACS+
server.

TACACS+ Configuration Distribution

Cisco Fabric Services (CFS) allows the Cisco NX-OS device to distribute the TACACS+ configuration and
privilege roles to other Cisco NX-OS devices in the network. When you enable CFS distribution for a feature
on your device, the device belongs to a CFS region containing other devices in the network that you have also
enabled for CFS distribution for the feature. CFS distribution for TACACS+ is disabled by default.

Note  You must explicitly enable CFS for TACACS+ on each device to which you want to distribute configuration
changes.

After you enable CFS distribution for TACACS+ on your Cisco NX-OS device, the first TACACS+
configuration command that you enter causes the Cisco NX-OS software to take the following actions:

* Creates a CFS session on your Cisco NX-OS device.

« Locks the TACACS+ configuration on all Cisco NX-OS devices in the CFS region with CFS enabled
for TACACS+.

* Saves the TACACS+ configuration changes in a temporary buffer on the Cisco NX-OS device.

The changes stay in the temporary buffer on the Cisco NX-OS device until you explicitly commit them to be
distributed to the devices in the CFS region. When you commit the changes, the Cisco NX-OS software takes
the following actions:

* Applies the changes to the running configuration on your Cisco NX-OS device.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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« Distributes the updated TACACS+ configuration to the other Cisco NX-OS devices in the CFS region.
« Unlocks the TACACS+ configuration in the devices in the CFS region.

» Terminates the CFS session.

CFS does not distribute the TACACS+ server group configuration, periodic TACACS+ server testing
configurations, or server and global keys. The keys are unique to the Cisco NX-OS device and are not shared
with other Cisco NX-OS devices.

For detailed information on CFS, see the Cisco Nexus 7000 Series NX-OS System Management Configuration
Guide.

Vendor-Specific Attributes for TACACS+

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating
vendor-specific attributes (VSAS) between the network access server and the TACACS+ server. The IETF
uses attribute 26. VSAs allow vendors to support their own extended attributes that are not suitable for general
use.

Cisco VSA Format for TACACS+

The Cisco TACACS+ implementation supports one vendor-specific option using the format recommended
in the IETF specification. The Cisco vendor ID is 9, and the supported option is vendor type 1, which is named
cisco-av-pair. The value is a string with the following format:

protocol : attribute separator value *

The protocol is a Cisco attribute for a particular type of authorization, the separator is = (equal sign) for
mandatory attributes, and * (asterisk) indicates optional attributes.

When you use TACACS+ servers for authentication on a Cisco NX-OS device, the TACACS+ protocol directs
the TACACS+ server to return user attributes, such as authorization information, along with authentication
results. This authorization information is specified through VSAs.

The following VSA protocol options are supported by the Cisco NX-OS software:

Shell
Protocol used in access-accept packets to provide user profile information.

Accounting
Protocol used in accounting-request packets. If a value contains any white spaces, you should enclose
the value within double quotation marks.

The Cisco NX-0S software supports the following attributes:
roles

Lists all the roles to which the user belongs. The value field is a string that lists the role names delimited
by white space. For example, if the user belongs to roles network-operator and vdc-admin, the value
field would be network-operator vdc-admin. This subattribute, which the TACACS+ server sends in the
VSA portion of the Access-Accept frames, can only be used with the shell protocol value. The following
examples show the roles attribute as supported by Cisco ACS:

shell:roles=network-operator vdc-admin

shell:roles*network-operator vdc-admin

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Note  When you specify a VSA as shell:roles*"network-operator vdc-admin", this VSA is flagged as an optional
attribute and other Cisco devices ignore this attribute.

accountinginfo
Stores accounting information in addition to the attributes covered by a standard TACACS+ accounting
protocol. This attribute is sent only in the VSA portion of the Account-Request frames from the TACACS+
client on the switch. It can be used only with the accounting protocol data units (PDUS).

Licensing Requirements for TACACS+

The following table shows the licensing requirements for this feature:

Product License Requirement

Cisco NX-OS | TACACS+ requires no license. Any feature not included in a license package is bundled with
the Cisco NX-OS system images and is provided at no extra charge to you.

For an explanation of the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licensing
Guide.

Prerequisites for TACACS+

TACACS+ has the following prerequisites:
* Obtain the IPv4 or IPv6 addresses or hostnames for the TACACS+ servers.
« Obtain the secret keys from the TACACS+ servers, if any.
* Ensure that the Cisco NX-OS device is configured as a TACACS+ client of the AAA servers.

Guidelines and Limitations for TACACS+

TACACS+ has the following guidelines and limitations:

* You can configure a maximum of 64 TACACS+ servers on the Cisco NX-OS device.

« If you have a user account configured on the local Cisco NX-OS device that has the same name as a
remote user account on an AAA server, the Cisco NX-OS software applies the user roles for the local
user account to the remote user, not the user roles configured on the AAA server.

« Cisco recommends that you configure the dead-time interval if more than six servers are configured in
a group. If you must configure more than six servers, make sure to set the dead-time interval to a value
greater than 0 and enable dead server monitoring by configuring the test username and test password.

* For Cisco NX-OS Releases 4.x and 5.x, command authorization on TACACS+ servers is available only
for non-console sessions. If you use a console to login to the server, command authorization is disabled.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Default Settings for TACACS+

This table lists the default settings for TACACS+ parameters.

Table 12: Default TACACS+ Parameters Settings

Parameters Default
TACACS+ Disabled
Dead timer interval 0
minutes
Timeout interval 5
seconds
Idle timer interval 0
minutes
Periodic server monitoring username test
Periodic server monitoring password test
Privilege level support for TACACS+ authorization | Disabled

Configuring TACACS+

This section describes how to configure TACACS+ on a Cisco NX-OS device.

\}

Note If you are familiar with the Cisco 10S CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco 10S commands that you would use.

TACACS+ Server Configuration Process

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Enable TACACS+.

If needed, enable CFS configuration distribution for TACACS+.

Establish the TACACS+ server connections to the Cisco NX-OS device.

Configure the secret keys for the TACACS+ servers.

If needed, configure TACACS+ server groups with subsets of the TACACS+ servers for AAA authentication methods.
(Optional) Configure the TCP port.

(Optional) If needed, configure periodic TACACS+ server monitoring.

(Optional) If TACACS+ distribution is enabled, commit the TACACS+ configuration to the fabric.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Related Topics
Enabling TACACS+, on page 98

Enabling TACACS+

By default, the TACACS+ feature is disabled on the Cisco NX-OS device. You must explicitly enable the
TACACS+ feature to access the configuration and verification commands for authentication.

SUMMARY STEPS

configure terminal

feature tacacs+

exit

(Optional) copy running-config startup-config

PwndhPE

DETAILED STEPS

Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.

Example:

switch# configure terminal
switch(config)#

Step 2 feature tacacs+ Enables TACACS+.

Example:

switch(config)# feature tacacs+

Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Configuring TACACS+ Server Hosts

To access a remote TACACS+ server, you must configure the IP address or the hostname for the TACACS+
server on the Cisco NX-OS device. You can configure up to 64 TACACS+ servers.

\}

Note By default, when you configure a TACACS+ server IP address or hostname on the Cisco NX-OS device, the
TACACS+ server is added to the default TACACS+ server group. You can also add the TACACS+ server
to another TACACS+ server group.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Before you begin
Enable TACACS+.

Configuring TACACS+ Server Hosts .

Obtain the IPv4 or IPv6 addresses or the hostnames for the remote TACACS+ servers.

SUMMARY STEPS

=

configure terminal

N

port-number] [timeout seconds]

(Optional) tacacs+ commit
exit
(Optional) show tacacs-server

Noosw

DETAILED STEPS

tacacs-server host {host-name | ipv4-address | ipv6-address} [key [0 | 6 | 7] shared-secret] [port

(Optional) show tacacs+ {pending | pending-diff}

(Optional) copy running-config startup-config

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 tacacs-server host {host-name | ipv4-address | Specifies the IPv4 or IPv6 address or hostname for a
ipv6-address} [key [0 | 6 | 7] shared-secret] [port TACACS+ server.
port-number] [timeout seconds]
Example:
switch(config)# tacacs-server host 10.10.2.2
Step 3 (Optional) show tacacs+ {pending | pending-diff} Displays the TACACS+ configuration pending for
) distribution.
Example:
switch(config)# show tacacs+ pending
Step 4 (Optional) tacacs+ commit Applies the TACACS+ configuration changes in the
Example: temporary database to the running configuration and
i Pe: i i distributes TACACS+ configuration to other NX-OS
switch(config)# tacacs+ commit devices if you have enabled CFS configuration distribution
for the user role feature.
Step 5 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 6 (Optional) show tacacs-server Displays the TACACS+ server configuration.

Example:
switch# show tacacs-server
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Command or Action Purpose

Step 7 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Related Topics
Enabling TACACS+ , on page 98
Enabling TACACS+ Configuration Distribution, on page 124
Configuring TACACS+ Server Groups, on page 103

Configuring Global TACACS+ Keys

You can configure secret TACACS+ keys at the global level for all servers used by the Cisco NX-OS device.
A secret key is a shared secret text string between the Cisco NX-OS device and the TACACS+ server hosts.

N

Note CFS does not distribute the TACACS+ global keys. The keys are unique to the Cisco NX-OS device and are
not shared with other Cisco NX-OS devices.

Before you begin
Enable TACACS+.

Obtain the secret key values for the remote TACACS+ servers.

SUMMARY STEPS
1. configure terminal
2. tacacs-server key [0 | 6 | 7] key-value
3. exit
4. (Optional) show tacacs-server
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 tacacs-server key [0 | 6 | 7] key-value Specifies a TACACS+ key for all TACACS+ server. You
Example: can specify that the key-value is in clear text format (0), is
i ple: i type-6 encrypted (6), or is type-7 encrypted (7). The Cisco
switch(config)# tacacs-server key 0 QSEFThUKO NX-OS software encrypts a clear text key before saving it

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring a Key for a Specific TACACS+ Server .

Command or Action

Purpose

to the running configuration. The default format is clear
text. The maximum length is 63 characters.

By default, no secret key is configured.

Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show tacacs-server Displays the TACACS+ server configuration.
Example: Note The secret keys are saved in encrypted form in
switch# show tacacs-server the running configuration. Use the show
running-config command to display the
encrypted secret keys.
Step5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Related Topics

AES Password Encryption and Master Encryption Keys, on page 28

Enabling TACACS+ , on page 98

Enabling TACACS+ Configuration Distribution, on page 124

Configuring a Key for a Specific TACACS+ Server

You can configure secret keys for a TACACS+ server. A secret key is a shared secret text string between the
Cisco NX-OS device and the TACACS+ server host.

\)

Note CFS does not distribute the TACACS+ server keys. The keys are unique to the Cisco NX-OS device and are

not shared with other Cisco NX-OS devices.

Before you begin
Enable TACACS+.

Obtain the secret key values for the remote TACACS+ servers.

SUMMARY STEPS

| oL-20637-03

configure terminal

exit
(Optional) show tacacs-server

PwnNPE

tacacs-server host {ipv4-address | ipv6-address | host-name} key [0 | 6 | 7] key-value
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5. (Optional) copy running-config startup-config

DETAILED STEPS
Command or Action Purpose
Step1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 tacacs-server host {ipv4-address | ipv6-address | Specifies a secret key for a specific TACACS+ server. You
host-name} key [0 | 6 | 7] key-value can specify the format of the secret key with the option key:
Example: « key 0 specifies that the key-value entered is in clear
switch(config)# tacacs-server host 10.10.1.1 key text format
0 PIIjuhyg . L
« key 6 specifies that the key-value entered is in type-6
encrypted format
« key 7 specifies that the key-value entered is in type-7
encrypted format
If no key is specified, NX-OS software assumes the
key-value to be clear text and encrypts it using type-7
encryption before saving it to running configuration. The
maximum length of key-value is 63 characters
This secret key is used instead of the global secret key.
Note Type-6 encryption is done using AES cipher and
a user-defined master key. Without this master
key, type-6 keys are unusable. The master key
is defined by the user and is never displayed in
the configuration. Type-6 passwords are more
secure.
Type-7 encryption is done using a weak cipher
and an encryption key that is hardwired into the
OS. Type-7 passwords configured on one device
can be decrypted on any other device because
the encryption/decryption key is contained within
the OS.
Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show tacacs-server Displays the TACACS+ server configuration.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring TACACS+ Server Groups .

Command or Action

Purpose

switch# show tacacs-server

Note The secret keys are saved in encrypted form in
the running configuration. Use the show
running-config command to display the
encrypted secret keys.

Step 5

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Related Topics

AES Password Encryption and Master Encryption Keys, on page 28

Configuring TACACS+ Server Groups

You can specify one or more remote AAA servers to authenticate users using server groups. All members of
a group must belong to the TACACS+ protocol. The servers are tried in the same order in which you configure

them.

You can configure these server groups at any time but they only take effect when you apply them to an AAA

service.

Note  CFS does not distribute the TACACS+ server group configuration.

Before you begin
Enable TACACS+.

SUMMARY STEPS

configure terminal

exit

ook wbd P

DETAILED STEPS

aaa group server tacacs+ group-name
server {ipv4-address | ipv6-address | host-name}

(Optional) show tacacs-server groups
(Optional) copy running-config startup-config

Command or Action

Purpose

Step1

configure terminal

Example:

switch# configure terminal
switch(config)#

Enters global configuration mode.
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Command or Action Purpose
Step 2 aaa group server tacacs+ group-name Creates a TACACS+ server group and enters the TACACS+
i server group configuration mode for that group.
Example:

switch(config)# aaa group server tacacs+ TacServer]
switch(config-tacacs+)#

Step 3 server {ipv4-address | ipv6-address | host-name} Configures the TACACS+ server as a member of the
) TACACS+ server group.
Example:
switch(config-tacacs+)# server 10.10.2.2 If the specified TACACS+ server is not found, configure
it using the tacacs-server host command and retry this
command.
Step 4 exit Exits TACACS+ server group configuration mode.
Example:
switch(config-tacacs+)# exit
switch(config)#
Step 5 (Optional) show tacacs-server groups Displays the TACACS+ server group configuration.
Example:

switch(config)# show tacacs-server groups

Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch(config)# copy running-config startup-config

Related Topics
Enabling TACACS+ , on page 98
Remote AAA Services, on page 25
Configuring TACACS+ Server Hosts, on page 98
Configuring the TACACS+ Dead-Time Interval, on page 113

Configuring the Global Source Interface for TACACS+ Server Groups

You can configure a global source interface for TACACS+ server groups to use when accessing TACACS+
servers. You can also configure a different source interface for a specific TACACS+ server group. By default,
the Cisco NX-OS software uses any available interface.

SUMMARY STEPS

configure terminal

ip tacacs source-interface interface

exit

(Optional) show tacacs-server

(Optional) copy running-config startup config

arwbdpE
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DETAILED STEPS

Allowing Users to Specify a TACACS+ Server at Login .

Command or Action

Purpose

Step 1

configure terminal

Example:

switch# configure terminal
switch(config)

Enters global configuration mode.

Step 2

ip tacacs source-interface interface

Example:

switch(config)# ip tacacs source-interface mgmt O

Configures the global source interface for all TACACS+
server groups configured on the device.

Step 3

exit
Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show tacacs-server

Example:

switch# show tacacs-server

Displays the TACACS+ server configuration information.

Step 5

(Optional) copy running-config startup config

Example:
switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling TACACS+, on page 98

Configuring TACACS+ Server Groups, on page 103

Allowing Users to Specify a TACACS+ Server at Login

You can configure the switch to allow the user to specify which TACACS+ server to send the authentication
request by enabling the directed-request option. By default, a Cisco NX-OS device forwards an authentication
request based on the default AAA authentication method. If you enable this option, the user can log in as
username@vrfname:hostname, where vrfname is the VRF to use and hostname is the name of a configured

| oL-20637-03

TACACS+ server.

\}

Note
authentication and not the default local method.

If you enable the directed-request option, the Cisco NX-OS device uses only the TACACS+ method for

\}

Note

User-specified logins are supported only for Telnet sessions.
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Before you begin
Enable TACACS+.

SUMMARY STEPS

configure terminal
tacacs-server directed-request

(Optional) tacacs+ commit
exit

NogaMswh e

DETAILED STEPS

Configuring TACACS+ |

(Optional) show tacacs+ {pending | pending-diff}

(Optional) show tacacs-server directed-request
(Optional) copy running-config startup-config

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 tacacs-server directed-request Allows users to specify a TACACS+ server to send the
) authentication request when logging in. The default is
Example: X
disabled.
switch(config)# tacacs-server directed-request
Step 3 (Optional) show tacacs+ {pending | pending-diff} Displays the pending TACACS+ configuration.
Example:
switch(config)# show tacacs+ pending
Step 4 (Optional) tacacs+ commit Applies the TACACS+ configuration changes in the
Example: temporary database to the running configuration and
) ple: ) ) distributes TACACS+ configuration to other NX-OS
switch(config)# tacacs+ commit devices if you have enabled CFS configuration distribution
for the user role feature.
Step 5 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 6 (Optional) show tacacs-server directed-request Displays the TACACS+ directed request configuration.
Example:
switch# show tacacs-server directed-request
Step 7 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring the Global TACACS+ Timeout Interval .

Related Topics
Enabling TACACS+, on page 98
Enabling TACACS+ Configuration Distribution, on page 124

Configuring the Global TACACS+ Timeout Interval

You can set a global timeout interval that the device waits for responses from all TACACS+ servers before
declaring a timeout failure. The timeout interval determines how long the device waits for responses from
TACACS+ servers before declaring a timeout failure.

Before you begin
Enable TACACS+.

SUMMARY STEPS
1. From the Feature Selector pane, choose Security > AAA > Server Groups.
2. From the Summary pane, double-click the device to display the server groups.
3. Click Default TACACS Server Group.
4. From the Details pane, click the Global Settings tab.
5. In the Time out(secs) field, enter the number of seconds for the timeout interval.
6. From the menu bar, choose File > Deploy to apply your changes to the device.
DETAILED STEPS
Step 1 From the Feature Selector pane, choose Security > AAA > Server Groups.
Step 2 From the Summary pane, double-click the device to display the server groups.

Step 3 Click Default TACACS Server Group.

Step 4 From the Details pane, click the Global Settings tab.

Step 5 In the Time out(secs) field, enter the number of seconds for the timeout interval.
The default is 5 seconds.

Step 6 From the menu bar, choose File > Deploy to apply your changes to the device.

Related Topics
Enabling TACACS+ , on page 98
Enabling TACACS+ Configuration Distribution, on page 124

Configuring the Timeout Interval for a TACACS+ Server

You can set a timeout interval that the Cisco NX-OS device waits for responses from a TACACS+ server
before declaring a timeout failure. The timeout interval determines how long the Cisco NX-OS device waits
for responses from a TACACS+ server before declaring a timeout failure.

Before you begin
Enable TACACS+.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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. Configuring the Timeout Interval for a TACACS+ Server

SUMMARY STEPS
1. configure terminal
2. tacacs-server host {ipv4-address | ipv6-address | host-name} timeout seconds
3. (Optional) show tacacs+ {pending | pending-diff}
4. (Optional) tacacs+ commit
5. exit
6. (Optional) show tacacs-server
7. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 tacacs-server host {ipv4-address | ipv6-address | Specifies the timeout interval for a specific server. The
host-name} timeout seconds default is the global value.
Example: Note The timeout interval value specified for a
switch(config)# tacacs-server host serverl timeout] TACACS+ server overrides the global timeout
10 interval value specified for all TACACS+
Servers.
Step 3 (Optional) show tacacs+ {pending | pending-diff} Displays the TACACS+ configuration pending for
) distribution.
Example:
switch(config)# show tacacs+ pending
Step 4 (Optional) tacacs+ commit Applies the TACACS+ configuration changes in the
Example: temporary database to the running configuration and
) pie: ) ) distributes the TACACS+ configuration to other Cisco
switch(config)# tacacs+ commit NX-OS devices if you have enabled CFS configuration
distribution for the user role feature.
Step 5 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 6 (Optional) show tacacs-server Displays the TACACS+ server configuration.
Example:
switch# show tacacs-server
Step 7 (Optional) copy running-config startup-config Copies the running configuration to the startup
: configuration.
Example:
switch# copy running-config startup-config
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Related Topics
Enabling TACACS+, on page 98
Enabling TACACS+ Configuration Distribution, on page 124

Configuring TCP Ports

You can configure another TCP port for the TACACS+ servers if there are conflicts with another application.
By default, Cisco NX-OS devices use port 49 for all TACACS+ requests.

Before you begin
Enable TACACS+.

SUMMARY STEPS
1. configure terminal
2. tacacs-server host {ipv4-address | ipv6-address | host-name} port tcp-port
3. (Optional) show tacacs+ {pending | pending-diff}
4. (Optional) tacacs+ commit
5. exit
6. (Optional) show tacacs-server
7. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 tacacs-server host {ipv4-address | ipv6-address | Specifies the TCP port to use for TACACS+ messages to
host-name} port tcp-port the server. The default TCP port is 49. The range is from 1
) to 65535.
Example:
switch(config)# tacacs-server host 10.10.1.1 port
2
Step 3 (Optional) show tacacs+ {pending | pending-diff} Displays the TACACS+ configuration pending for
) distribution.
Example:
switch(config)# show tacacs+ distribution pending
Step 4 (Optional) tacacs+ commit Applies the TACACS+ configuration changes in the
Example: temporary database to the running configuration and
i Pie: i i distributes TACACS+ configuration to other NX-OS
switch(config)# tacacs+ commit devices if you have enabled CFS configuration distribution
for the user role feature.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action Purpose

Step 5

exit

Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 6

(Optional) show tacacs-server Displays the TACACS+ server configuration.

Example:

switch# show tacacs-server

Step7

(Optional) copy running-config startup-config Copies the running configuration to the startup

Example:
switch# copy running-config startup-config

configuration.

Related Topics
Enabling TACACS+ , on page 98
Enabling TACACS+ Configuration Distribution, on page 124

Configuring Global Periodic TACACS+ Server Monitoring

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

\)

You can monitor the availability of all TACACS+ servers without having to configure the test parameters for
each server individually. Any servers for which test parameters are not configured are monitored using the
global level parameters.

Note

Test parameters that are configured for individual servers take precedence over global test parameters.

The global configuration parameters include the username and password to use for the servers and an idle
timer. The idle timer specifies the interval in which a TACACS+ server receives no requests before the Cisco
NX-OS device sends out a test packet. You can configure this option to test servers periodically, or you can
run a one-time only test.

Note

\}

The test parameters are distributed across switches running Cisco NX-OS Release 5.x or later. If even one
switch in the fabric is running an older release, the test parameters are not distributed to any switch in the
fabric.

Note

To protect network security, we recommend that you use a username that is not the same as an existing
username in the TACACS+ database.
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\}

Configuring Global Periodic TACACS+ Server Monitoring .

Note
monitoring is not performed.

The default idle timer value is 0 minutes. When the idle time interval is 0 minutes, periodic TACACS+ server

Before you begin
Enable TACACS+.

SUMMARY STEPS

=

configure terminal

N

[password password [idle-time minutes]]}
tacacs-server dead-time minutes

exit

(Optional) show tacacs-server

ook~ w

DETAILED STEPS

tacacs-server test {idle-time minutes | password password [idle-time minutes] | username name

(Optional) copy running-config startup-config

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#

Step 2 tacacs-server test {idle-time minutes | password password | Specifies parameters for global server monitoring. The
[idle-time minutes] | username name [password password | default username is test, and the default password is test.
[idle-time minutes]]} The default value for the idle timer is 0 minutes, and the

valid range is from 0 to 1440 minutes.
Example:
switch(config)# tacacs-server test username userl| NOte For periodic TACACS+ server monitoring, the
password Ur2Gd2BH idle-time 3 idle timer value must be greater than 0.

Step 3 tacacs-server dead-time minutes Specifies the number of minutes before the Cisco NX-OS

Example: device checks a TACACS+ server that was previously
ple: unresponsive. The default value is 0 minutes, and the valid

switch(config)# tacacs-server dead-time 5 rangeisfron10to 1440 minutes.

Step 4 exit Exits configuration mode.
Example:
switch(config)# exit
switch#

Step 5 (Optional) show tacacs-server Displays the TACACS+ server configuration.

Example:
switch# show tacacs-server
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Command or Action Purpose
Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup
) configuration.
Example:
switch# copy running-config startup-config

Related Topics
Configuring Periodic TACACS+ Server Monitoring on Individual Servers, on page 112

Configuring Periodic TACACS+ Server Monitoring on Individual Servers

You can monitor the availability of individual TACACS+ servers. The configuration parameters include the
username and password to use for the server and an idle timer. The idle timer specifies the interval in which
a TACACS+ server receives no requests before the Cisco NX-OS device sends out a test packet. You can
configure this option to test servers periodically, or you can run a one-time only test.

Note  Test parameters that are configured for individual servers take precedence over global test parameters.

\}

Note  To protect network security, we recommend that you use a username that is not the same as an existing
username in the TACACS+ database.

Note  The default idle timer value is 0 minutes. When the idle time interval is 0 minutes, periodic TACACS+ server
monitoring is not performed.

)

Note  The test parameters are distributed across switches running Cisco NX-OS Release 5.x. If even one switch in
the fabric is running an older release, the test parameters are not distributed to any switch in the fabric.

Before you begin
Enable TACACS+.
Add one or more TACACS+ server hosts.

SUMMARY STEPS

1. configure terminal

2. tacacs-server host {ipv4-address | ipv6-address | host-name} test {idle-time minutes | password password
[idle-time minutes] | username name [password password [idle-time minutes]]}

3. tacacs-server dead-time minutes

4. exit

5. (Optional) show tacacs-server

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring the TACACS+ Dead-Time Interval .

6. (Optional) copy running-config startup-config

DETAILED STEPS

Command or Action

Purpose

Step1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#

Step 2 tacacs-server host {ipv4-address | ipv6-address | Specifies parameters for individual server monitoring. The
host-name} test {idle-time minutes | password password | default username is test, and the default password is test.
[idle-time minutes] | username name [password password | The default value for the idle timer is 0 minutes, and the
[idle-time minutes]]} valid range is from 0 to 1440 minutes.
Example: Note For periodic TACACS+ server monitoring, the
switch(config)# tacacs-server host 10.10.1.1 test idle timer value must be greater than 0.

username userl password Ur2Gd2BH idle-time 3

Step 3 tacacs-server dead-time minutes Specifies the number of minutes before the Cisco NX-OS

Example: device checks a TACACS+ server that was previously
i Pe: i ) unresponsive. The default value is 0 minutes, and the valid

switch(config)# tacacs-server dead-time 5 rangeisfronloto 1440 minutes.

Step 4 exit Exits configuration mode.
Example:
switch(config)# exit
switch#

Step 5 (Optional) show tacacs-server Displays the TACACS+ server configuration.
Example:
switch# show tacacs-server

Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Related Topics

Configuring TACACS+ Server Hosts, on page 98
Enabling TACACS+ Configuration Distribution, on page 124
Configuring Global Periodic TACACS+ Server Monitoring, on page 110

Configuring the TACACS+ Dead-Time Interval

You can configure the dead-time interval for all TACACS+ servers. The dead-time interval specifies the time
that the Cisco NX-OS device waits, after declaring a TACACS+ server is dead, before sending out a test

| oL-20637-03

packet to determine if the server is now alive.
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\}

Configuring TACACS+ |

Note  When the dead-timer interval is 0 minutes, TACACS+ servers are not marked as dead even if they are not
responding. You can configure the dead-timer per group.

Before you begin
Enable TACACS+.

SUMMARY STEPS

configure terminal
tacacs-server deadtime minutes

(Optional) tacacs+ commit
exit
(Optional) show tacacs-server

No gaMwhPE

DETAILED STEPS

(Optional) show tacacs+ {pending | pending-diff}

(Optional) copy running-config startup-config

Command or Action

Purpose

Step1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#

Step 2 tacacs-server deadtime minutes Configures the global dead-time interval. The default value

) is 0 minutes. The range is from 1 to 1440 minutes.

Example:
switch(config)# tacacs-server deadtime 5

Step 3 (Optional) show tacacs+ {pending | pending-diff} Displays the pending TACACS+ configuration.
Example:
switch(config)# show tacacs+ pending

Step 4 (Optional) tacacs+ commit Applies the TACACS+ configuration changes in the
Example: temporary database to the running configuration and

) ple: ) ) distributes TACACS+ configuration to other NX-OS
switch(config)# tacacs+ commit devices if you have enabled CFS configuration distribution
for the user role feature.

Step 5 exit Exits configuration mode.
Example:
switch(config)# exit
switch#

Step 6 (Optional) show tacacs-server Displays the TACACS+ server configuration.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

Example:
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Configuring ASCII Authentication .

Command or Action

Purpose

switch# show tacacs-server

Step 7

(Optional) copy running-config startup-config

Example:
switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Related Topics

Enabling TACACS+ Configuration Distribution, on page 124

Configuring ASCII Authentication

You can enable ASCII authentication on the TACACS+ server.

Before you begin
Enable TACACS+.

SUMMARY STEPS
1. configure terminal
2. aaa authentication login ascii-authentication
3. (Optional) show tacacs+ {pending | pending-diff}
4. (Optional) tacacs+ commit
5. exit
6. (Optional) show tacacs-server
7. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 aaa authentication login ascii-authentication Enables ASCII authentication. The default is disabled.
Example:
switch(config)# aaa authentication login
ascii-authentication
Step 3 (Optional) show tacacs+ {pending | pending-diff} Displays the pending TACACS+ configuration.
Example:
switch(config)# show tacacs+ pending
Step 4 (Optional) tacacs+ commit Applies the TACACS+ configuration changes in the
) temporary database to the running configuration and
Example:
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Command or Action

Purpose

switch(config)# tacacs+ commit

distributes TACACS+ configuration to the other Cisco
NX-OS devices if you have enabled CFS configuration
distribution for the user role feature.

Step 5

exit

Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 6

(Optional) show tacacs-server

Example:

switch# show tacacs-server

Displays the TACACS+ server configuration.

Step7

(Optional) copy running-config startup-config

Example:
switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Configuring AAA Authorization on TACACS+ Servers

You can configure the default AAA authorization method for TACACS+ servers.

Before you begin
Enable TACACS+.

SUMMARY STEPS
1. configure terminal
2. aaa authorization ssh-certificate default {group group-list [none] | local | none}
3. exit
4. (Optional) show aaa authorization [all]
5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 aaa authorization ssh-certificate default {group Configures the default AAA authorization method for the

group-list [none] | local | none}

Example:

TACACS+ servers.

The ssh-certificate keyword configures TACACS+ or local
authorization with certificate authentication. The default

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring Command Authorization on TACACS+ Servers .

Command or Action

Purpose

switch(config)# aaa authorization ssh-certificate

default group TACACSServerl TACACSServer2

authorization is local authorization, which is the list of
authorized commands for the user’s assigned role.

The group-list argument consists of a space-delimited list
of TACACS+ server group names. Servers belonging to
this group are contacted for AAA authorization. The local
method uses the local database for authorization, and the
none method specifies that no AAA authorization be used.

Step 3 exit Exits global configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show aaa authorization [all] Displays the AAA authorization configuration. The all
) keyword displays the default values.
Example:
switch# show aaa authorization
Step5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config
startup-config

configuration.

Related Topics
Enabling TACACS+ , on page 98

Configuring Command Authorization on TACACS+ Servers

You can configure authorization for commands on TACACS+ servers.

A

| oL-20637-03

Caution  Command authorization disables user role-based authorization control (RBAC), including the default roles.
)
Note « For Cisco NX-OS Releases 4.x and 5.x, command authorization is available only for non-console sessions.

If you use a console to login to the server, command authorization is disabled.

« By default, context sensitive help and command tab completion show only the commands supported for
a user as defined by the assigned roles. When you enable command authorization, the Cisco NX-OS
software displays all commands in the context sensitive help and in tab completion, regardless of the

role assigned to the user.

Before you begin
Enable TACACS+.
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SUMMARY STEPS

configure terminal

(Optional) tacacs+ commit
exit
(Optional) show aaa authorization [all]

NogaM~whPRE

DETAILED STEPS

Configuring TACACS+ |

aaa authorization {commands | config-commands} default
(Optional) show tacacs+ {pending | pending-diff}

(Optional) copy running-config startup-config

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 aaa authorization {commands | config-commands} Configures the command authorization method for specific
default roles on a TACACS+ server.
Example: The commands keyword configures authorization sources
switch(config)# aaa authorization commands for all EXEC commands, and the config-commands
default group TacGroup keyword configures authorization sources for all
Per command authorization will disable RBAC for conﬁguraﬁon commands.
all
users. Proceed (y/n)? The default keyword configures command authorization
for a non-console session.
The group-list argument consists of a space-delimited list
of TACACS+ server group names. Servers belonging to
this group are contacted for command authorization. The
local method uses the local role-based database for
authorization.
The local method is used only if all the configured server
groups fail to respond and you have configured local as the
fallback method. The default method is local.
If you have not configured a fallback method after the
TACACS+ server group method, authorization fails if all
server groups fail to respond.
If you press Enter at the confirmation prompt, the default
action is n.
Step 3 (Optional) show tacacs+ {pending | pending-diff} Displays the pending TACACS+ configuration.
Example:
switch(config)# show tacacs+ pending
Step 4 (Optional) tacacs+ commit Applies the TACACS+ configuration changes in the

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

Example:

temporary database to the running configuration and
distributes TACACS+ configuration to other Cisco NX-OS
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Command or Action Purpose

switch(config)# tacacs+ commit devices if you have enabled CFS configuration distribution
for the user role feature.

Step 5 exit Exits global configuration mode.
Example:
switch(config)# exit
switch#
Step 6 (Optional) show aaa authorization [all] Displays the AAA authorization configuration. The all
. keyword displays the default values.
Example:

switch(config)# show aaa authorization

Step 7 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch(config)# copy running-config
startup-config

Related Topics
Enabling TACACS+ , on page 98
Testing Command Authorization on TACACS+ Servers, on page 119

Testing Command Authorization on TACACS+ Servers

You can test the command authorization for a user on the TACACS+ servers.

\)

Note  You must send correct commands for authorization or else the results may not be reliable.

Before you begin
Enable TACACS+.

Ensure that you have configured command authorization for the TACACS+ servers.

SUMMARY STEPS
1. test aaa authorization command-type {commands | config-commands} user username command
command-string
DETAILED STEPS
Command or Action Purpose
Step 1 test aaa authorization command-type {commands | Tests a user's authorization for a command on the
config-commands} user username command TACACS+ servers.
command-string

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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. Enabling and Disabling Command Authorization Verification

Command or Action Purpose

Example: The commands keyword specifies only EXEC commands
switch# test aaa authorization command-type and the config-commands keyword specifies only
commands configuration commands.

user TestUser command reload
Note Put double quotes (") before and after the

command-string argument if it contains spaces.

Related Topics
Enabling TACACS+ , on page 98
Configuring Command Authorization on TACACS+ Servers, on page 117
Configuring User Accounts and RBAC, on page 233

Enabling and Disabling Command Authorization Verification

You can enable and disable command authorization verificaiton on the command-line interface (CLI) for the
default user session or for another username.

)

Note  The commands do no execute when you enable authorization verification.

SUMMARY STEPS

1. terminal verify-only [username username]
2. terminal no verify-only [username username]

DETAILED STEPS

Command or Action Purpose

Step 1 terminal verify-only [username username] Enables command authorization verification. After you
enter this command, the Cisco NX-OS software indicates

Example: whether the commands you enter are authorized or not.

switch# terminal verify-only

Step 2 terminal no verify-only [username username] Disables command authorization verification.

Example:

switch# terminal no verify-only

Configuring Privilege Level Support for Authorization on TACACS+ Servers

You can configure privilege level support for authorization on TACACS+ servers.

Unlike Cisco 10S devices, which use privilege levels to determine authorization, Cisco NX-OS devices use
role-based access control (RBAC). To enable both types of devices to be administered by the same TACACS+
servers, you can map the privilege levels configured on TACACS+ servers to user roles configured on Cisco
NX-OS devices.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring Privilege Level Support for Authorization on TACACS+ Servers .

When a user authenticates with a TACACS+ server, the privilege level is obtained and used to form a local
user role name of the format “priv-n,” where n is the privilege level. The user assumes the permissions of this
local role. Sixteen privilege levels, which map directly to corresponding user roles, are available. The following
table shows the user role permissions that correspond to each privilege level.

User Role Permissions

network-admin permissions

vdc-admin permissions

« Standalone role permissions, if the feature
privilege command is disabled.

» Same permissions as privilege level 0 with
cumulative privileges for roles, if the feature
privilege command is enabled.

Privilege Level
15

14

13-1

0

Permission to execute show commands and exec
commands (such as ping, trace, and ssh).

Note  When the feature privilege command is enabled, privilege roles inherit the permissions of lower level privilege

roles.

Note  You must also configure the privilege level for the Cisco NX-OS device on the Cisco Secure Access Control
Server (ACS). See the documentation at the following URL:

http://www.cisco.com/en/US/products/sw/secursw/ps5338/products_installation_and_configuration_guides_

list.html

SUMMARY STEPS

exit

©NOoOAWDNE

DETAILED STEPS

configure terminal

[no] feature privilege

[no] enable secret [0 | 5] password [priv-Ivl priv-Ivl | all]
[no] username username priv-lvl n

(Optional) show privilege

(Optional) copy running-config startup-config

enable level

Command or Action

Purpose

Step 1 configure terminal

Example:

| oL-20637-03

Enters global configuration mode.
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Command or Action Purpose
switch# configure terminal
switch(config)#
Step 2 [no] feature privilege Enables or disables the cumulative privilege of roles. Users
i can see the enable command only if this feature is enabled.
Example: L
The default is disabled.
switch(config)# feature privilege
Step 3 [no] enable secret [0 | 5] password [priv-Ivl priv-lvl | all] | Enables or disables a secret password for a specific privilege
Example: level. Users are prompted to enter the correct password
ple: upon each privilege level escalation. The default is disabled.
switch(config)# enable secret 5 def456 priv-1vl 15

You can enter 0 to specify that the password is in clear text

or 5 to specify that the password is in encrypted format.

The password argument can be up to 64 alphanumeric

characters. The priv-lvl argument is from 1 to 15.

Note To enable the secret password, you must have
enabled the cumulative privilege of roles by
entering the feature privilege command.

Step 4 [no] username username priv-lvl n Enables or disables a user to use privilege levels for
. authorization. The default is disabled.
Example:
switch(config)# username user2 priv-Ivl 15 The priv-Ivl keyword specifies the privilege level to which
the user is assigned. There is no default privilege level.
Privilege levels 0 to 15 (priv-Ivl 0 to priv-Ivl 15) map to
user roles priv-0 to priv-15.
Step 5 (Optional) show privilege Displays the username, current privilege level, and status
Example: of cumulative privilege support.
switch(config)# show privilege
Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup
) configuration.
Example:
switch(config)# copy running-config
startup-config
Step 7 exit Exits global configuration mode.
Example:
switch(config)# exit
switch#
Step 8 enable level Enables a user to move to a higher privilege level. This
i command prompts for the secret password. The level
Example:

switch# enable 15

argument specifies the privilege level to which the user is
granted access. The only available level is 15.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

Related Topics

Permitting or Denying Commands for Users of Privilege Roles, on page 123
Creating User Roles and Rules, on page 243
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Permitting or Denying Commands for Users of Privilege Roles .

Permitting or Denying Commands for Users of Privilege Roles

As a network administrator, you can modify the privilege roles to permit users to execute specific commands
or to prevent users from running those commands.

You must follow these guidelines when changing the rules of privilege roles:

* You cannot modify the priv-14 and priv-15 roles.

« You can add deny rules only to the priv-0 role.

« These commands are always permitted for the priv-0 role: configure, copy, dir, enable, ping, show,
ssh, telnet, terminal, traceroute, end, and exit.

SUMMARY STEPS
1. configure terminal
2. [no] role name priv-n
3. rule number {deny | permit} command command-string
4. exit
5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 [no] role name priv-n Enables or disables a privilege role and enters role
Example: configuration mode. The n argument specifies the privilege
ple: level and is a number between 0 and 13.
switch(config)# role name priv-5
switch(config-role)#
Step 3 rule number {deny | permit} command command-string | Configures a command rule for users of privilege roles.
Example: These rules permit or deny users to execute specific
i pie: i i commands. You can configure up to 256 rules for each role.
switch(config-role)# rule 2 permit command pwd | The ryle number determines the order in which the rules
are applied. Rules are applied in descending order. For
example, if a role has three rules, rule 3 is applied before
rule 2, which is applied before rule 1.
The command-string argument can contain spaces.
Note Repeat this command for as many rules as
needed.
Step 4 exit Exits role configuration mode.
Example:
switch(config-role)# exit
switch(config)#
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. Enabling TACACS+ Configuration Distribution

Command or Action Purpose
Step5 (Optional) copy running-config startup-config Copies the running configuration to the startup
) configuration.
Example:

switch(config)# copy running-config
startup-config

Related Topics
Configuring Privilege Level Support for Authorization on TACACS+ Servers, on page 120
Creating User Roles and Rules, on page 243

Enabling TACACS+ Configuration Distribution

Only Cisco NX-OS devices that have distribution enabled can participate in the distribution of the TACACS+
configuration changes in the CFS region.

Before you begin
Ensure that CFS distribution is enabled.

SUMMARY STEPS

configure terminal

tacacs+ distribute

exit

(Optional) show tacacs+ status

(Optional) copy running-config startup-config

arwbdE

DETAILED STEPS

Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.

Example:

switch# configure terminal
switch(config)#

Step 2 tacacs+ distribute Enables TACACS+ configuration distribution. The default

is disabled.
Example:

switch(config)# tacacs+ distribute

Step 3 exit Exits configuration mode.

Example:

switch(config)# exit
switch#

Step 4 (Optional) show tacacs+ status Displays the TACACS+ CFS distribution configuration.

Example:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Committing the TACACS+ Configuration to Distribution .

Command or Action Purpose

switch(config)# show tacacs+ status

Step 5

(Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Related Topics
Enabling TACACS+ , on page 98
Configuring TACACS+ Server Hosts, on page 98
TACACS+ Server Configuration Process, on page 97
Configuring TACACS+ Server Groups, on page 103

Committing the TACACS+ Configuration to Distribution

You can apply the TACACS+ global and server configuration stored in the temporary buffer to the running
configuration across all Cisco NX-OS devices in the fabric (including the originating device).

Before you begin
Enable TACACS+.

SUMMARY STEPS
1. configure terminal
2. (Optional) show tacacs+ {pending | pending-diff}
3. tacacs+ commit
4. exit
5. (Optional) show tacacs+ distribution status
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 (Optional) show tacacs+ {pending | pending-diff} Displays the TACACS+ configuration pending for
. distribution.
Example:
switch(config)# show tacacs+ pending
Step 3 tacacs+ commit Applies the TACACS+ configuration changes in the
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Example:

switch(config)# tacacs+ commit

temporary database to the running configuration and
distributes the TACACS+ configuration to other Cisco
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Command or Action Purpose

NX-OS devices if you have enabled CFS configuration
distribution for the user role feature.

Step 4 exit Exits configuration mode.

Example:

switch(config)# exit
switch#

Step 5 (Optional) show tacacs+ distribution status Displays the TACACS distribution configuration and status.

Example:

switch(config)# show tacacs+ distribution status

Step 6 (Optional) copy running-config startup-config Applies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Related Topics
Enabling TACACS+ Configuration Distribution, on page 124

Discarding the TACACS+ Distribution Session
You can discard the temporary database of TACACS+ changes and end the CFS distribution session.

Before you begin
Enable TACACS+.

SUMMARY STEPS
1. configure terminal
2. (Optional) show tacacs+ {pending | pending-diff}
3. tacacs+ abort
4. exit
5. (Optional) show tacacs+ distribution status
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 (Optional) show tacacs+ {pending | pending-diff} Displays the TACACS+ configuration pending for
) distribution.
Example:
switch(config)# show tacacs+ pending

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Clearing the TACACS+ Distribution Session .

Command or Action

Purpose

Step 3 tacacs+ abort Discards the TACACS+ configuration in the temporary
) storage and ends the session.
Example:
switch(config)# tacacs+ abort
Step 4 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 5 (Optional) show tacacs+ distribution status Displays the TACACS distribution configuration and status.

Example:
switch(config)# show tacacs+ distribution status

Related Topics

Enabling TACACS+ Configuration Distribution, on page 124

Clearing the TACACS+ Distribution Session

You can clear an active CFS distribution session and unlock TACACS+ configuration in the network.

Before you begin
Enable TACACS+.

SUMMARY STEPS

1. clear tacacs+ session

2. (Optional) show tacacs+ distribution status

DETAILED STEPS

Command or Action

Purpose

Step 1 clear tacacs+ session Clears the CFS session for TACACS+ and unlocks the
fabric.
Example:
switch# clear tacacs+ session
Step 2 (Optional) show tacacs+ distribution status Displays the TACACS distribution configuration and status.

Example:

switch(config)# show tacacs+ distribution status

| oL-20637-03

Related Topics

Enabling TACACS+ Configuration Distribution, on page 124
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Manually Monitoring TACACS+ Servers or Groups

You can manually issue a test message to a TACACS+ server or to a server group.

Before you begin
Enable TACACS+.

SUMMARY STEPS
1. test aaa server tacacs+ {ipv4-address | ipv6-address | host-name} [vrf vrf-name] username password
2. test aaa group group-name username password
DETAILED STEPS
Command or Action Purpose
Step 1 test aaa server tacacs+ {ipv4-address | ipv6-address | Sends a test message to a TACACS+ server to confirm
host-name} [vrf vrf-name] username password availability.
Example:
switch# test aaa server tacacs+ 10.10.1.1 userl
Ur2Gd2BH
Step 2 test aaa group group-name username password Sends a test message to a TACACS+ server group to
) confirm availability.
Example:
switch# test aaa group TacGroup user2 As3He3Cl

Related Topics
Configuring TACACS+ Server Hosts, on page 98
Configuring TACACS+ Server Groups, on page 103

Disabling TACACS+

You can disable TACACS+.

A

Caution  When you disable TACACS+, all related configurations are automatically discarded.

SUMMARY STEPS

configure terminal

no feature tacacs+

exit

(Optional) copy running-config startup-config

PwbdPE
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DETAILED STEPS

Monitoring TACACS+ Servers .

Command or Action

Purpose

Step 1

configure terminal

Example:

switch# configure terminal
switch(config)#

Enters global configuration mode.

Step 2

no feature tacacs+

Example:

switch(config)# no feature tacacs+

Disables TACACS+.

Step 3

exit
Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Monitoring TACACS+ Servers

You can monitor the statistics that the Cisco NX-OS device maintains for TACACS+ server activity.

Before you begin

Configure TACACS+ servers on the Cisco NX-OS device.

SUMMARY STEPS

1. show tacacs-server statistics {hostname | ipv4-address | ipv6-address}

DETAILED STEPS

Command or Action

Purpose

Step 1

show tacacs-server statistics {hostname | ipv4-address |
ipv6-address}

Example:
switch# show tacacs-server statistics 10.10.1.1

Displays the TACACS+ statistics.
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Related Topics

Configuring TACACS+ Server Hosts, on page 98
Clearing TACACS+ Server Statistics, on page 130
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Clearing TACACS+ Server Statistics

You can display the statistics that the Cisco NX-OS device maintains for TACACS+ server activity.

Before you begin
Configure TACACS+ servers on the Cisco NX-OS device.

SUMMARY STEPS
1. (Optional) show tacacs-server statistics {hostname | ipv4-address | ipv6-address}
2. clear tacacs-server statistics {hostname | ipv4-address | ipv6-address}
DETAILED STEPS
Command or Action Purpose
Step 1 (Optional) show tacacs-server statistics {hostname | Displays the TACACS+ server statistics on the Cisco
ipv4-address | ipv6-address} NX-OS device.
Example:

switch# show tacacs-server statistics 10.10.1.1

Step 2 clear tacacs-server statistics {hostname | ipv4-address | | Clears the TACACS+ server statistics.
ipv6-address}

Example:
switch# clear tacacs-server statistics 10.10.1.1

Related Topics
Configuring TACACS+ Server Hosts, on page 98

Verifying the TACACS+ Configuration

To display the TACACS+ configuration, perform one of the following tasks:

Command Purpose

show tacacs+ { status | pending | pending-diff} | Displays the TACACS+ Cisco Fabric Services distribution
status and other details.

show running-config tacacs+ [all] Displays the TACACS+ configuration in the running
configuration.

show startup-config tacacs Displays the TACACS+ configuration in the startup
configuration.

show tacacs-server [host-name | ipv4-address | Displays all configured TACACS+ server parameters.
| ipv6-address] [directed-request | groups |
sorted | statistics]

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuration Examples for TACACS+ .

Command Purpose

show privilege Displays the current privilege level, username, and status
of cumulative privilege support.

For detailed information about the fields in the output from this command, see the Cisco Nexus 7000 Series
NX-OS Security Command Reference.

Configuration Examples for TACACS+

| oL-20637-03

The following example shows how to configure a TACACS+ server host and server group:

feature tacacs+
tacacs-server key 7 "TolkLhPpG"
tacacs-server host 10.10.2.2 key 7 ''ShMoMhTI"
aaa group server tacacs+ TacServer
server 10.10.2.2

The following example shows how to configure and use command authorization verification:

switch# terminal verify-only

switch# show interface ethernet 7/2 brief
%Success

switch# terminal no verify-only

switch# show interface ethernet 7/2 brief

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Eth7/2 1 eth access down SFP not inserted auto(D) --

The following example shows how to enable the cumulative privilege of roles, configure a secret password
for privilege level 2, and configure user3 for privilege level 2 authorization:

switch# configure terminal

switch(config)# feature privilege

switch(config)# enable secret def456 priv-lvl 2
switch(config)# username user3 priv-Ivl 2
switch(config)# show privilege

User name: user3

Current privilege level: -2

Feature privilege: Enabled

switch(config)# copy running-config startup-config
switch(config)# exit

The following example shows how to change user3 from the priv-2 role to the priv-15 role. After entering
the enable 15 command, the user is prompted to enter the password that was configured by the administrator
using the enable secret command. Privilege level 15 gives this user network-admin privileges under the
enable mode.
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User Access Verification

login: user3

Password: ******

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright ©) 2002-2009, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0._php and
http://www.opensource.org/licenses/lIgpl-2.1_php

switch#

switch# enable 15

Password: def456

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright ©) 2002-2009, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/Igpl-2.1_php

switch-enable#

The following example shows how to permit all users with roles priv-5 and above to execute the pwd command:

switch# configure terminal
switch(config)# role name priv-5
switch(config-role)# rule 1 permit command pwd

The following example shows how to deny the show running-config command to all users with roles below
priv-5. First, you must remove the permission to execute this command from the priv-0 role; then you must
permit the command at role priv-5 so that users with roles priv-5 and above have permission to run the
command.

switch# configure terminal

switch(config)# role name priv-0

switch(config-role)# rule 2 deny command show running-config
switch(config-role)# exit

switch(config)# role name priv-5

switch(config-role)# rule 3 permit command show running-config
switch(config-role)# exit

Where to Go Next

You can now configure AAA authentication methods to include the server groups.
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Additional References for TACACS+

This section includes additional information related to implementing TACACS+.

Related Documents

Related Topic Document Title

Cisco NX-OS licensing | Cisco NX-OS Licensing Guide

Command reference | Cisco Nexus 7000 Series NX-OS Security Command Reference

VRF configuration Cisco Nexus 7000 Series NX-OS Unicast Routing Configuration Guide

Standards

Standards Tile

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.

MIBs

MIBs MIBs Link

¢ CISCO-AAA-SERVER-MIB | To locate and download MIBs, go to the following URL.:
» CISCO-AAA-SERVER-EXT-MIB | http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Feature History for TACACS+

This table lists the release history for this feature.

Table 13: Feature History for TACACS+

Feature Name Releases Feature Information
TACACS+ 5.2(1) Added type-6 encryption for
TACACS+ server keys.
TACACS+ 5.1(1) No change from Release 5.0.
TACACS+ privilege-level 5.0(2) Added support for the
authorization mapping of privilege levels

configured for users on the
TACACS+ server to locally
configured user roles on the
Cisco NX-OS device.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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. Feature History for TACACS+

Feature Name Releases Feature Information

Privilege roles 5.0(2) Added support for permitting
or denying commands for
users of privilege roles.

Periodic server monitoring | 5.0(2) Added support for global
periodic TACACS+ server
monitoring.

AAA authorization 5.0(2) Added support for configuring

the default AAA authorization
method for TACACS+
servers.

Configuring TACACS+ |
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CHAPTER 7

Configuring LDAP

This chapter describes how to configure the Lightweight Directory Access Protocol (LDAP) on Cisco NX-OS
devices.

This chapter includes the following sections:

* Finding Feature Information, on page 135

« Information About LDAP, on page 135

* Licensing Requirements for LDAP, on page 139
* Prerequisites for LDAP, on page 139

* Guidelines and Limitations for LDAP, on page 139
« Default Settings for LDAP, on page 140

* Configuring LDAP, on page 140

« Monitoring LDAP Servers, on page 156

« Clearing LDAP Server Statistics, on page 156

« Verifying the LDAP Configuration, on page 157
* Configuration Examples for LDAP, on page 158
* Where to Go Next , on page 158

« Additional References for LDAP, on page 158

« Feature History for LDAP, on page 159

Finding Feature Information

Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at https://tools.cisco.com/bugsearch/ and the release notes
for your software release. To find information about the features documented in this module, and to see a list
of the releases in which each feature is supported, see the "New and Changed Information"chapter or the
Feature History table in this chapter.

Information About LDAP

| oL-20637-03

The Lightweight Directory Access Protocol (LDAP) provides centralized validation of users attempting to
gain access to a Cisco NX-OS device. LDAP services are maintained in a database on an LDAP daemon
running, typically, on a UNIX or Windows NT workstation. You must have access to and must configure an
LDAP server before the configured LDAP features on your Cisco NX-OS device are available.
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LDAP provides for separate authentication and authorization facilities. LDAP allows for a single access
control server (the LDAP daemon) to provide each service—authentication and authorization—independently.
Each service can be tied into its own database to take advantage of other services available on that server or
on the network, depending on the capabilities of the daemon.

The LDAP client/server protocol uses TCP (TCP port 389) for transport requirements. Cisco NX-OS devices
provide centralized authentication using the LDAP protocol.

LDAP Authentication and Authorization

Clients establish a TCP connection and authentication session with an LDAP server through a simple bind
(username and password). As part of the authorization process, the LDAP server searches its database to
retrieve the user profile and other information.

You can configure the bind operation to first bind and then search, where authentication is performed first
and authorization next, or to first search and then bind. The default method is to first search and then bind.

The advantage of searching first and binding later is that the distinguished name (DN) received in the search
result can be used as the user DN during binding rather than forming a DN by prepending the username (cn
attribute) with the baseDN. This method is especially helpful when the user DN is different from the username
plus the baseDN. For the user bind, the bindDN is constructed as baseDN + append-with-baseDN, where
append-with-baseDN has a default value of cn=$userid.

\}

Note  As an alternative to the bind method, you can establish LDAP authentication using the compare method,
which compares the attribute values of a user entry at the server. For example, the user password attribute can
be compared for authentication. The default password attribute type is userPassword.

LDAP Operation for User Login

When a user attempts a Password Authentication Protocol (PAP) login to a Cisco NX-OS device using LDAP,
the following actions occur:

\}

Note LDAP allows an arbitrary conversation between the daemon and the user until the daemon receives enough
information to authenticate the user. This action is usually done by prompting for a username and password
combination but may include prompts for other items.

N

Note In LDAP, authorization can occur before authentication.

1. When the Cisco NX-OS device establishes a connection, it contacts the LDAP daemon to obtain the
username and password.

2. The Cisco NX-OS device eventually receives one of the following responses from the LDAP daemon:

ACCEPT
User authentication succeeds and service begins. If the Cisco NX-OS device requires user authorization,
authorization begins.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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LDAP Server Monitoring .

REJECT

User authentication fails. The LDAP daemon either denies further access to the user or prompts the user
to retry the login sequence.

ERROR

An error occurs at some time during authentication either at the daemon or in the network connection
between the daemon and the Cisco NX-OS device. If the Cisco NX-OS device receives an ERROR
response, the Cisco NX-OS device tries to use an alternative method for authenticating the user.

After authentication, the user also undergoes an additional authorization phase if authorization has been
enabled on the Cisco NX-OS device. Users must first successfully complete LDAP authentication before
proceeding to LDAP authorization.

3. If LDAP authorization is required, the Cisco NX-OS device again contacts the LDAP daemon and it
returns an ACCEPT or REJECT authorization response. An ACCEPT response contains attributes that
are used to direct the EXEC or NETWORK session for that user and determines the services that the user
can access.

Services include the following:

» Telnet, rlogin, Point-to-Point Protocol (PPP), Serial Line Internet Protocol (SLIP), or EXEC services

« Connection parameters, including the host or client IP address (IPv4 or IPv6), access list, and user
timeouts

LDAP Server Monitoring

| oL-20637-03

An unresponsive LDAP server can delay the processing of AAA requests. A Cisco NX-OS device can
periodically monitor an LDAP server to check whether it is responding (or alive) to save time in processing
AAA requests. The Cisco NX-OS device marks unresponsive LDAP servers as dead and does not send AAA
requests to any dead LDAP servers. A Cisco NX-OS device periodically monitors dead LDAP servers and
brings them to the alive state once they are responding. This process verifies that an LDAP server is in a
working state before real AAA requests are sent its way. Whenever an LDAP server changes to the dead or
alive state, a Simple Network Management Protocol (SNMP) trap is generated and the Cisco NX-OS device
displays an error message that a failure is taking place before it can impact performance.
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Figure 4: LDAP Server States

This figure shows the server states for LDAP server
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Note  The monitoring interval for alive servers and dead servers are different and can be configured by the user.
The LDAP server monitoring is performed by sending a test authentication request to the LDAP server.

Vendor-Specific Attributes for LDAP

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating
vendor-specific attributes (VSAS) between the network access server and the LDAP server. The IETF uses
attribute 26. VSAs allow vendors to support their own extended attributes that are not suitable for general
use.

Cisco VSA Format for LDAP

The Cisco LDAP implementation supports one vendor-specific option using the format recommended in the
IETF specification. The Cisco vendor ID is 9, and the supported option is vendor type 1, which is named
cisco-av-pair. The value is a string with the following format:

protocol : attribute separator value *

The protocol is a Cisco attribute for a particular type of authorization, the separator is = (equal sign) for
mandatory attributes, and * (asterisk) indicates optional attributes.

When you use LDAP servers for authentication on a Cisco NX-OS device, LDAP directs the LDAP server
to return user attributes, such as authorization information, along with authentication results. This authorization
information is specified through VSAs.

The following VSA protocol options are supported by the Cisco NX-OS software:

Shell
Protocol used in access-accept packets to provide user profile information.

The Cisco NX-OS software supports the following attributes:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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roles

Lists all the roles to which the user belongs. The value field is a string that lists the role names delimited
by white space. For example, if the user belongs to roles network-operator and vdc-admin, the value
field would be network-operator vdc-admin. This subattribute, which the LDAP server sends in the VSA
portion of the Access-Accept frames, can only be used with the shell protocol value. The following
examples show the roles attribute as supported by Cisco ACS:

shell:roles=network-operator vdc-admin

shell:roles*network-operator vdc-admin

A\

Note  When you specify a VSA as shell:roles*"network-operator vdc-admin", this VSA is flagged as an optional
attribute and other Cisco devices ignore this attribute.

Virtualization Support for LDAP

LDAP configuration and operation are local to the virtual device context (VDC). For more information on
VDCs, see the Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide.

The Cisco NX-OS device uses virtual routing and forwarding instances (VRFS) to access the LDAP servers.
For more information on VRFs, see the Cisco Nexus 7000 Series NX-OS Unicast Routing Configuration
Guide.

Licensing Requirements for LDAP

The following table shows the licensing requirements for this feature:

Product License Requirement

Cisco NX-OS | LDAP requires no license. Any feature not included in a license package is bundled with the
Cisco NX-OS system images and is provided at no extra charge to you. For an explanation
of the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licensing Guide.

Prerequisites for LDAP

LDAP has the following prerequisites:

 Obtain the IPv4 or IPv6 addresses or hostnames for the LDAP servers.

« Ensure that the Cisco NX-OS device is configured as an LDAP client of the AAA servers.

Guidelines and Limitations for LDAP

LDAP has the following guidelines and limitations:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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* You can configure a maximum of 64 LDAP servers on the Cisco NX-OS device.
« Cisco NX-OS supports only LDAP version 3.

« Cisco NX-OS supports only these LDAP servers:
* OpenLDAP

* Microsoft Active Directory

» LDAP over Secure Sockets Layer (SSL) supports only SSL version 3 and Transport Layer Security (TLS)
version 1.

« If you have a user account configured on the local Cisco NX-OS device that has the same name as a
remote user account on an AAA server, the Cisco NX-OS software applies the user roles for the local
user account to the remote user, not the user roles configured on the AAA server.

Default Settings for LDAP

This table lists the default settings for LDAP parameters.

Table 14: Default LDAP Parameters Settings

Parameters Default
LDAP Disabled
LDAP authentication method First search and then bind

LDAP authentication mechanism Plain

Dead-time interval 0 minutes
Timeout interval 5 seconds
Idle timer interval 60 minutes

Periodic server monitoring username | test

Periodic server monitoring password | Cisco

Configuring LDAP

This section describes how to configure LDAP on a Cisco NX-OS device.

N

Note If you are familiar with the Cisco 10S CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco 10S commands that you would use.
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LDAP Server Configuration Process .

LDAP Server Configuration Process

You can configure LDAP servers by following this configuration process.

Step 1 Enable LDAP.
Step 2 Establish the LDAP server connections to the Cisco NX-OS device.

Step 3 If needed, configure LDAP server groups with subsets of the LDAP servers for AAA authentication methods.

Step 4 (Optional) Configure the TCP port.

Step 5 (Optional) Configure the default AAA authorization method for the LDAP server.
Step 6 (Optional) Configure an LDAP search map.

Step 7 (Optional) If needed, configure periodic LDAP server monitoring.

Related Topics
Enabling LDAP, on page 141
Configuring LDAP Server Hosts, on page 142
Configuring the RootDN for an LDAP Server, on page 143
Configuring LDAP Server Groups, on page 144
Configuring TCP Ports, on page 149
Configuring LDAP Search Maps, on page 150
Configuring Periodic LDAP Server Monitoring, on page 151

Enabling LDAP

By default, the LDAP feature is disabled on the Cisco NX-OS device. You must explicitly enable the LDAP

feature to access the configuration and verification commands for authentication.

SUMMARY STEPS

configure terminal

feature Idap

exit

(Optional) copy running-config startup-config

PwdhPE

DETAILED STEPS

Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.

Example:

switch# configure terminal
switch(config)#

Step 2 feature ldap Enables LDAP.

Example:
switch(config)# feature ldap

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action Purpose
Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) copy running-config startup-config Copies the running configuration to the startup
) configuration.
Example:
switch# copy running-config startup-config

Configuring LDAP Server Hosts

To access a remote LDAP server, you must configure the IP address or the hostname for the LDAP server on
the Cisco NX-OS device. You can configure up to 64 LDAP servers.

\)

Note By default, when you configure an LDAP server IP address or hostname on the Cisco NX-OS device, the
LDAP server is added to the default LDAP server group. You can also add the LDAP server to another LDAP
Sserver group.

Before you begin
Enable LDAP.
Obtain the IPv4 or IPv6 addresses or the hostnames for the remote LDAP servers.

If you plan to enable the Secure Sockets Layer (SSL) protocol, make sure that the LDAP server certificate is
manually configured on the Cisco NX-OS device.

SUMMARY STEPS
1. configure terminal
2. [no] Idap-server host {ipv4-address | ipv6-address | host-name} [enable-ssl]
3. exit
4. (Optional) show ldap-server
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 [no] Idap-server host {ipv4-address | ipv6-address | Specifies the IPv4 or IPv6 address or hostname for an LDAP
host-name} [enable-ssl] server.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action

Purpose

Example: The enable-ssl keyword ensures the integrity and
switch(config)# Idap-server host 10.10.2.2 confidentiality of the transferred data by causing the LDAP
enable-ssl client to establish a Secure Sockets Layer (SSL) session
prior to sending the bind or search request.

Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#

Step 4 (Optional) show ldap-server

Example:

switch# show ldap-server

Displays the LDAP server configuration.

Step 5 (Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling LDAP, on page 141

Configuring LDAP Server Groups, on page 144

Configuring the RootDN for an LDAP Server

You can configure the root designated name (DN) for the LDAP server database. The rootDN is used to bind

to the LDAP server to verify its state.

Before you begin
Enable LDAP.

Obtain the IPv4 or IPv6 addresses or the hostnames for the remote LDAP servers.

2. [no] Idap-server host {ipv4-address | ipv6-address | host-name} rootDN root-name [password password]

SUMMARY STEPS
1. configure terminal
[port tcp-port [timeout seconds] | [timeout seconds]]
3. exit
4. (Optional) show Idap-server
5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal

Example:

Enters global configuration mode.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action

Purpose

switch# configure terminal

switch(config)#
Step 2 [no] Idap-server host {ipv4-address | ipv6-address | Specifies the rootDN for the LDAP server database and the
host-name} rootDN root-name [password password] [port | bind password for the root.
tep-port [timeout seconds] | [timeout seconds]] Optionally specifies the TCP port to use for LDAP messages
Example: to the server. The range is from 1 to 65535, and the default
switch(config)# Idap-server host 10.10.1.1 rootdn 1CP port s the global value or 389 if a global value is not
cn=manager ,dc=acme,dc=com password Ur2Gd2BH configured. Also specifies the timeout interval for the server.
timeout 60 The range is from 1 to 60 seconds, and the default timeout
is the global value or 5 seconds if a global value is not
configured.
Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show Idap-server Displays the LDAP server configuration.
Example:
switch# show ldap-server
Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Related Topics
Enabling LDAP, on page 141

Configuring LDAP Server Hosts, on page 142

Configuring LDAP Server Groups

You can specify one or more remote AAA servers to authenticate users using server groups. All members of
a group must be configured to use LDAP. The servers are tried in the same order in which you configure

them.

You can configure these server groups at any time, but they take effect only when you apply them to an AAA

service.

Before you begin
Enable LDAP.

SUMMARY STEPS

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

1. configure terminal
2. [no] aaa group server Idap group-name

3. [no] server {ipv4-address | ipv6-address | host-name}
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Configuring LDAP Server Groups .

4.  (Optional) [no] authentication {bind-first [append-with-baseDN DNstring] | compare

[password-attribute password]}

5. (Optional) [no] enable user-server-group

6.  (Optional) [no] enable Cert-DN-match

7. (Optional) [no] use-vrf vrf-name

8. exit

9.  (Optional) show ldap-server groups

10. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#

Step 2 [no] aaa group server Idap group-name Creates an LDAP server group and enters the LDAP server
Example: group configuration mode for that group.
switch(config)# aaa group server ldap LDAPServerl|
switch(config-ldap)#

Step 3 [no] server {ipv4-address | ipv6-address | host-name} Configures the LDAP server as a member of the LDAP

. server group.
Example:
switch(config-ldap)# server 10.10.2.2 If the specified LDAP server is not found, configure it
using the ldap-server host command and retry this
command.

Step 4 (Optional) [no] authentication {bind-first Performs LDAP authentication using the bind or compare
[append-with-baseDN DNstring] | compare method. The default LDAP authentication method is the
[password-attribute password]} bind method using first search and then bind.

Example:
switch(config-ldap)# authentication compare
password-attribute Tyul8r

Step 5 (Optional) [no] enable user-server-group Enables group validation. The group name should be
Example: configured in the LDAP server. Users can login through

) ple: ) public-key authentication only if the username is listed as
switch(config-ldap)# enable user-server-group |5 member of this configured group in the LDAP server.

Step 6 (Optional) [no] enable Cert-DN-match Enables users to login only if the user profile lists the

) subject-DN of the user certificate as authorized for login.
Example:
switch(config-ldap)# enable Cert-DN-match
Step 7 (Optional) [no] use-vrf vrf-name Specifies the VRF to use to contact the servers in the server

Example:
switch(config-ldap)# use-vrf vrfl

group.

Note This command is supported only on Cisco

Nexus 7000 Series Switches.
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Command or Action Purpose

Step 8

exit Exits LDAP server group configuration mode.

Example:

switch(config-ldap)# exit
switch(config)#

Step 9

(Optional) show Idap-server groups Displays the LDAP server group configuration.

Example:

switch(config)# show ldap-server groups

Step 10

(Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch(config)# copy running-config startup-config

Related Topics
Enabling LDAP, on page 141
Configuring LDAP Server Hosts, on page 142

Configuring the Global LDAP Timeout Interval

You can set a global timeout interval that determines how long the Cisco NX-OS device waits for responses
from all LDAP servers before declaring a timeout failure.

Before you begin

Enable LDAP.
SUMMARY STEPS
1. configure terminal
2. [no] Idap-server timeout seconds
3. exit
4. (Optional) show Idap-server
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 [no] Idap-server timeout seconds Specifies the timeout interval for LDAP servers. The default
i timeout interval is 5 seconds. The range is from 1 to 60
Example:
seconds.

switch(config)# ldap-server timeout 10

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action

Purpose

Step 3

exit

Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show ldap-server

Example:

switch# show ldap-server

Displays the LDAP server configuration.

Step 5

(Optional) copy running-config startup-config

Example:
switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Related Topics
Enabling LDAP, on page 141

Configuring the Timeout Interval for an LDAP Server, on page 147

Configuring the Timeout Interval for an LDAP Server

You can set a timeout interval that determines how long the Cisco NX-OS device waits for responses from
an LDAP server before declaring a timeout failure.

Before you begin

[no] Idap-server host {ipv4-address | ipv6-address | host-name} timeout seconds

Enable LDAP.
SUMMARY STEPS

1. configure terminal

2.

3. exit

4. (Optional) show ldap-server

5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 [no] Idap-server host {ipv4-address | ipv6-address | Specifies the timeout interval for a specific server. The
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host-name} timeout seconds

Example:

default is the global value.
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Command or Action Purpose
switch(config)# ldap-server host serverl timeout | Note The timeout interval value specified for an LDAP

10 server overrides the global timeout interval value
specified for all LDAP servers.
Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show Idap-server Displays the LDAP server configuration.
Example:

switch# show ldap-server

Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Related Topics
Enabling LDAP, on page 141
Configuring the Global LDAP Timeout Interval, on page 146

Configuring the Global LDAP Server Port

You can configure a global LDAP server port through which clients initiate TCP connections. By default,
Cisco NX-OS devices use port 389 for all LDAP requests.

Before you begin
Enable LDAP.

SUMMARY STEPS

configure terminal

[no] Idap-server port tcp-port

exit

(Optional) show Idap-server

(Optional) copy running-config startup-config

a bk wbdE

DETAILED STEPS

Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.

Example:

switch# configure terminal
switch(config)#

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action Purpose
Step 2 [no] Idap-server port tcp-port Specifies the global TCP port to use for LDAP messages
Example: to the server. The default TCP port is 389. The range is

from 1 to 65535.
switch(config)# ldap-server port 2

Note This command is deprecated beginning with
Cisco NX-OS Release 5.2.

Step 3 exit Exits configuration mode.

Example:

switch(config)# exit
switch#

Step 4 (Optional) show Idap-server Displays the LDAP server configuration.

Example:
switch# show ldap-server

Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Related Topics
Enabling LDAP, on page 141
Configuring TCP Ports, on page 149

Configuring TCP Ports

You can configure another TCP port for the LDAP servers if there are conflicts with another application. By
default, Cisco NX-OS devices use port 389 for all LDAP requests.

Before you begin

Enable LDAP.
SUMMARY STEPS
1. configure terminal
2. [no] Idap-server host {ipv4-address | ipv6-address | host-name} port tcp-port [timeout seconds]
3. exit
4. (Optional) show ldap-server
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action

Purpose

switch# configure terminal

switch(config)#
Step 2 [no] Idap-server host {ipv4-address | ipv6-address | Specifies the TCP port to use for LDAP messages to the
host-name} port tcp-port [timeout seconds] server. The default TCP port is 389. The range is from 1 to
Example: 65535. Optionally specifies the timeout interval for the
) pie: ) server. The range is from 1 to 60 seconds, and the default
switch(config)# ldap-server host 10.10.1.1 port | timeoyt is the global value or 5 seconds if a global value is
200 timeout 5 .

not configured.

Note The timeout interval value specified for an LDAP
server overrides the global timeout interval value
specified for all LDAP servers.

Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show Idap-server Displays the LDAP server configuration.
Example:
switch# show ldap-server
Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Related Topics
Enabling LDAP, on page 141

Configuring the Global LDAP Server Port, on page 148

Configuring LDAP Search Maps

You can configure LDAP search maps to send a search query to the LDAP server. The server searches its
database for data meeting the criteria specified in the search map.

Before you begin
Enable LDAP.

SUMMARY STEPS

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

1. configure terminal
2. ldap search-map map-name

3. (Optional) [userprofile | trustedCert | CRLLookup | user-certdn-match | user-pubkey-match |
user-switch-bind] attribute-name attribute-name search-filter filter base-DN base-DN-name

4. exit
5. (Optional) show Idap-search-map
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Configuring Periodic LDAP Server Monitoring .

6. (Optional) copy running-config startup-config

DETAILED STEPS

Command or Action

Purpose

Step1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#

Step 2 Idap search-map map-name Configures an LDAP search map.
Example:
switch(config)# ldap search-map mapl
switch(config-ldap-search-map)#

Step 3 (Optional) [userprofile | trustedCert | CRLLookup | Configures the attribute name, search filter, and base-DN
user-certdn-match | user-pubkey-match | for the user profile, trusted certificate, CRL, certificate DN
user-switch-bind] attribute-name attribute-name match, public key match, or user-switchgroup lookup search
search-filter filter base-DN base-DN-name operation. These values are used to send a search query to

the LDAP server.
Example:
switch(config-ldap-search-map)# userprofile The attribute-name argument is the name of the attribute
attribute-name att-name search-filter in the LDAP server that contains the Nexus role definition.
(&(objectClass=inetOrgPerson)(cn=%userid)) base-DN
dc=acme,dc=com
Step 4 exit Exits LDAP search map configuration mode.
Example:
switch(config-ldap-search-map)# exit
switch(config)#
Step 5 (Optional) show ldap-search-map Displays the configured LDAP search maps.
Example:
switch(config)# show ldap-search-map
Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch(config)# copy running-config startup-config

configuration.

Related Topics
Enabling LDAP, on page 141

Configuring Periodic LDAP Server Monitoring

You can monitor the availability of LDAP servers. The configuration parameters include the username and
password to use for the server, the rootDN to bind to the server to verify its state, and an idle timer. The idle
timer specifies the interval in which an LDAP server receives no requests before the Cisco NX-OS device
sends out a test packet. You can configure this option to test servers periodically, or you can run a one-time
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\}

Note  To protect network security, we recommend that you use a username that is not the same as an existing
username in the LDAP database.

Before you begin

Enable LDAP.
SUMMARY STEPS
1. configure terminal
2. [no] Idap-server host {ipv4-address | ipv6-address | host-name} test rootDN root-name [idle-time
minutes | password password [idle-time minutes] | username name [password password [idle-time
minutes]]]
3. [no] Idap-server deadtime minutes
4. exit
5. (Optional) show Idap-server
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 [no] Idap-server host {ipv4-address | ipv6-address | Specifies the parameters for server monitoring. The default

host-name} test rootDN root-name [idle-time minutes | | username is test, and the default password is Cisco. The
password password [idle-time minutes] | username name | default value for the idle timer is 60 minutes, and the valid

[password password [idle-time minutes]]] range is from 1 to 1440 minutes.
Example: Note We recommend that the user not be an existing
switch(config)# ldap-server host 10.10.1.1 test user in the LDAP server database.
rootDN rootl username userl password Ur2Gd2BH
idle-time 3
Step 3 [no] Idap-server deadtime minutes Specifies the number of minutes before the Cisco NX-OS
Example: device checks an LDAP server that was previously
) ple: ) ) unresponsive. The default value is 0 minutes, and the valid
switch(config)# ldap-server deadtime 5 rangeisfron11to 60 minutes.
Step 4 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 5 (Optional) show ldap-server Displays the LDAP server configuration.
Example:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring the LDAP Dead-Time Interval .

Command or Action

Purpose

switch# show ldap-server

Step 6

(Optional) copy running-config startup-config

Example:
switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Configuring the LDAP Dead-Time Interval

Related Topics
Enabling LDAP, on page 141

Configuring LDAP Server Hosts, on page 142

You can configure the dead-time interval for all LDAP servers. The dead-time interval specifies the time that
the Cisco NX-OS device waits, after declaring that an LDAP server is dead, before sending out a test packet

to determine if the server is now alive.

\}

Note  When the dead-time interval is 0 minutes, LDAP servers are not marked as dead even if they are not responding.
You can configure the dead-time interval per group.

Before you begin
Enable LDAP.

SUMMARY STEPS

configure terminal

exit
(Optional) show Idap-server

aprwbdE

DETAILED STEPS

[no] Idap-server deadtime minutes

(Optional) copy running-config startup-config

Command or Action

Purpose

Step1

configure terminal

Example:

switch# configure terminal
switch(config)#

Enters global configuration mode.

Step 2

[no] Idap-server deadtime minutes

Example:
switch(config)# ldap-server deadtime 5

Configures the global dead-time interval. The default value
is 0 minutes. The range is from 1 to 60 minutes.
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Command or Action

Purpose

Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show Idap-server Displays the LDAP server configuration.
Example:
switch# show ldap-server
Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:
switch# copy running-config startup-config

configuration.

Related Topics
Enabling LDAP, on page 141

Configuring AAA Authorization on LDAP Servers

You can configure the default AAA authorization method for LDAP servers.

Before you begin

aaa authorization {ssh-certificate | ssh-publickey} default {group group-list | local}

Enable LDAP.
SUMMARY STEPS

1. configure terminal

2.

3. exit

4. (Optional) show aaa authorization [all]

5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 aaa authorization {ssh-certificate | ssh-publickey} Configures the default AAA authorization method for the

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

default {group group-list | local}

Example:
switch(config)# aaa authorization ssh-certificate

default group LDAPServerl LDAPServer2

LDAP servers.

The ssh-certificate keyword configures LDAP or local
authorization with certificate authentication, and the
ssh-publickey keyword configures LDAP or local
authorization with the SSH public key. The default
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Command or Action

Purpose

authorization is local authorization, which is the list of
authorized commands for the user’s assigned role.

The group-list argument consists of a space-delimited list
of LDAP server group names. Servers that belong to this
group are contacted for AAA authorization. The local
method uses the local database for authorization.

Step 3 exit Exits global configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) show aaa authorization [all] Displays the AAA authorization configuration. The all
) keyword displays the default values.
Example:
switch(config)# show aaa authorization
Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch(config)# copy running-config
startup-config

configuration.

Related Topics
Enabling LDAP, on page 141

Disabling LDAP

You can disable LDAP.

A

Caution

When you disable LDAP, all related configurations are automatically discarded.

SUMMARY STEPS

1. configure terminal

2. no feature Idap

3. exit

4. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step 1

configure terminal

Example:

switch# configure terminal
switch(config)#

Enters global configuration mode.
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Command or Action Purpose
Step 2 no feature Idap Disables LDAP.
Example:

switch(config)# no feature ldap

Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Monitoring LDAP Servers

You can monitor the statistics that the Cisco NX-OS device maintains for LDAP server activity.

Before you begin

Configure LDAP servers on the Cisco NX-OS device.

SUMMARY STEPS
1. show Idap-server statistics {hostname | ipv4-address | ipv6-address}
DETAILED STEPS
Command or Action Purpose

Step 1 show ldap-server statistics {hostname | ipv4-address | Displays the LDAP statistics.
ipv6-address}

Example:
switch# show ldap-server statistics 10.10.1.1

Related Topics
Configuring LDAP Server Hosts, on page 142
Clearing LDAP Server Statistics, on page 156

Clearing LDAP Server Statistics

You can display the statistics that the Cisco NX-OS device maintains for LDAP server activity.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Before you begin

Configure LDAP servers on the Cisco NX-OS device.

Verifying the LDAP Configuration .

SUMMARY STEPS
1. (Optional) show Idap-server statistics {hostname | ipv4-address | ipv6-address}
2. clear Idap-server statistics {hostname | ipv4-address | ipv6-address}
DETAILED STEPS
Command or Action Purpose
Step 1 (Optional) show ldap-server statistics {hostname | Displays the LDAP server statistics on the Cisco NX-OS
ipv4-address | ipv6-address} device.
Example:

switch# show ldap-server statistics 10.10.1.1

Step 2

clear Idap-server statistics {hostname | ipv4-address | Clears the LDAP server statistics.

ipv6-address}

Example:

switch# clear ldap-server statistics 10.10.1.1

Related Topics
Configuring LDAP Server Hosts, on page 142
Monitoring LDAP Servers, on page 156

Verifying the LDAP Configuration

To display LDAP configuration information, perform one of the following tasks:
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Command

Purpose

show running-config Idap [all]

Displays the LDAP configuration
in the running configuration.

show startup-config Idap

Displays the LDAP configuration
in the startup configuration.

show ldap-server

Displays LDAP configuration
information.

show ldap-server groups

Displays LDAP server group
configuration information.

show Idap-server statistics {host-name | ipv4-address | ipv6-address}

Displays LDAP statistics.

show ldap-search-map

Displays information about the
configured LDAP attribute maps.
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For detailed information about the fields in the output from this command, see the Cisco Nexus 7000 Series
NX-OS Security Command Reference.

Configuration Examples for LDAP

The following example shows how to configure an LDAP server host and server group:

feature ldap

Idap-server host 10.10.2.2 enable-ssl

aaa group server ldap LdapServer
server 10.10.2.2

exit

show lIdap-server

show ldap-server groups

The following example shows how to configure an LDAP search map:

lIdap search-map sO

userprofile attribute-name description search-filter
(&(objectClass=inetOrgPerson)(cn=$userid)) base-DN dc=acme,dc=com
exit

show ldap-search-map

The following example shows how to configure AAA authorization with certificate authentication for an
LDAP server:

aaa authorization ssh-certificate default group LDAPServerl LDAPServer?2
exit
show aaa authorization

Where to Go Next

You can now configure AAA authentication methods to include the server groups.

Additional References for LDAP

This section includes additional information related to implementing LDAP.

Related Documents

Related Topic Document Title

Cisco NX-OS licensing | Cisco NX-OS Licensing Guide

Command reference | Cisco Nexus 7000 Series NX-OS Security Command Reference

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Related Topic Document Title

VRF configuration Cisco Nexus 7000 Series NX-OS Unicast Routing Configuration Guide

Standards

Standards Tile

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.

MIBs

MIBs MIBs Link

* CISCO-AAA-SERVER-MIB | To locate and download MIBs, go to the following URL:
« CISCO-AAA-SERVER-EXT-MIB | http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Feature History for LDAP

This table lists the release history for this feature.

Table 15: Feature History for LDAP

Feature Name Releases Feature Information

LDAP 5.2(1) The Idap-server port
command was deprecated.

LDAP 5.1(1) No change from Release 5.0.

LDAP 5.0(2) This feature was introduced.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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CHAPTER 8

Configuring SSH and Telnet

This chapter describes how to configure Secure Shell Protocol (SSH) and Telnet on Cisco NX-OS devices.

This chapter includes the following sections:

* Finding Feature Information, on page 161

« Information About SSH and Telnet, on page 161

« Virtualization Support for SSH and Telnet, on page 163

« Licensing Requirements for SSH and Telnet, on page 163

* Prerequisites for SSH and Telnet, on page 163

* Guidelines and Limitations for SSH and Telnet, on page 164
« Default Settings for SSH and Telnet, on page 164

« Configuring SSH , on page 165

« Configuring Telnet, on page 177

« Verifying the SSH and Telnet Configuration, on page 179

« Configuration Example for SSH, on page 180

« Configuration Example for SSH Passwordless File Copy, on page 181
« Additional References for SSH and Telnet, on page 183

Finding Feature Information

Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at https://tools.cisco.com/bugsearch/ and the release notes
for your software release. To find information about the features documented in this module, and to see a list
of the releases in which each feature is supported, see the "New and Changed Information“chapter or the

Feature History table in this chapter.

Information About SSH and Telnet

This section includes information about SSH and Telnet.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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SSH Server

You can use the SSH server to enable an SSH client to make a secure, encrypted connection to a Cisco NX-0OS
device. SSH uses strong encryption for authentication. The SSH server in the Cisco NX-OS software can
interoperate with publicly and commercially available SSH clients.

The user authentication mechanisms supported for SSH are RADIUS, TACACS+, LDAP, and the use of
locally stored usernames and passwords.

SSH Client

The SSH client feature is an application that runs over the SSH protocol to provide device authentication and
encryption. The SSH client enables a Cisco NX-OS device to make a secure, encrypted connection to another
Cisco NX-OS device or to any other device that runs the SSH server. This connection provides an outbound
connection that is encrypted. With authentication and encryption, the SSH client allows for a secure
communication over an insecure network.

The SSH client in the Cisco NX-OS software works with publicly and commercially available SSH servers.

SSH Server Keys

SSH requires server keys for secure communications to the Cisco NX-OS device. You can use SSH server
keys for the following SSH options:

» SSH version 2 using Rivest, Shamir, and Adelman (RSA) public-key cryptography
* SSH version 2 using the Digital System Algrorithm (DSA)

Be sure to have an SSH server key-pair with the appropriate version before enabling the SSH service. You
can generate the SSH server key-pair according to the SSH client version used. The SSH service accepts two
types of key-pairs for use by SSH version 2:

« The dsa option generates the DSA key-pair for the SSH version 2 protocol.

« The rsa option generates the RSA key-pair for the SSH version 2 protocol.

By default, the Cisco NX-OS software generates an RSA key using 1024 bits.
SSH supports the following public key formats:

* OpenSSH

« |IETF Secure Shell (SECSH)

« Public Key Certificate in Privacy-Enhanced Mail (PEM)

A

Caution  If you delete all of the SSH keys, you cannot start the SSH services.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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SSH Authentication Using Digital Certificates .

SSH Authentication Using Digital Certificates

Telnet Server

SSH authentication on Cisco NX-OS devices provide X.509 digital certificate support for host authentication.
An X.509 digital certificate is a data item that ensures the origin and integrity of a message. It contains
encryption keys for secured communications and is signed by a trusted certification authority (CA) to verify
the identity of the presenter. The X.509 digital certificate support provides either DSA or RSA algorithms for
authentication.

The certificate infrastructure uses the first certificate that supports the Secure Socket Layer (SSL) and is
returned by the security infrastructure, either through a query or a notification. Verification of certificates is
successful if the certificates are from any of the trusted CAs configured and if not revoked or expired.

You can configure your device for either SSH authentication using an X.509 certificate or SSH authentication
using a Public Key Certificate, but not both. If either of them is configured and the authentication fails, you
are prompted for a password

The Telnet protocol enables TCP/IP connections to a host. Telnet allows a user at one site to establish a TCP
connection to a login server at another site and then passes the keystrokes from one device to the other. Telnet
can accept either an IP address or a domain name as the remote device address.

The Telnet server is disabled by default on the Cisco NX-OS device.

Virtualization Support for SSH and Telnet

SSH and Telnet configuration and operation are local to the virtual device context (VDC). For more information
on VDCs, see the Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide.

Licensing Requirements for SSH and Telnet

The following table shows the licensing requirements for this feature:

Product License Requirement

Cisco SSH and Telnet require no license. Any feature not included in a license package is bundled

NX-0S with the Cisco NX-OS system images and is provided at no extra charge to you. For an
explanation of the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licensing Guide.

Prerequisites for SSH and Telnet

| oL-20637-03

SSH and Telnet have the following prerequisites:

« You have configured IP on a Layer 3 interface, out-of-band on the mgmt O interface, or inband on an
Ethernet interface.
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Guidelines and Limitations for SSH and Telnet

SSH and Telnet have the following configuration guidelines and limitations:

* The Cisco NX-OS software supports only SSH version 2 (SSHv2).

Configuring SSH and Telnet |

« You can configure your device for either SSH authentication using an X.509 certificate or SSH
authentication using a public key certificate but not both. If either of them is configured and the
authentication fails, you are prompted for a password.

* Beginning in Cisco NX-OS Release 5.1, SSH runs in FIPS mode.

» The SFTP server feature does not support the regular SFTP chown and chgrp commands.

« When the SFTP server is enabled, only the admin user can use SFTP to access the switch.

» The SSH public and private keys imported into user accounts that are remotely authenticated through a
AAA protocol (such as RADIUS or TACACS+) for the purpose of SSH passwordless file copy will not
persist when the Cisco Nexus device is reloaded.

\}

Note If you are familiar with the Cisco 10S CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco 10S commands that you would use.

Related Topics
Configuring FIPS, on page 15

Default Settings for SSH and Telnet

This table lists the default settings for SSH and Telnet parameters.

Table 16: Default SSH and Telnet Parameters

Parameters Default

SSH server Enabled

SSH server key RSA key generated with 1024 bits
RSA key bits for generation 1024

Telnet server Disabled

Telnet port number 23

Maximum number of SSH login attempts | 3

SCP server Disabled

SFTP server Disabled

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring SSH

This section describes how to configure SSH.

Generating SSH Server Keys

You can generate an SSH server key based on your security requirements. The default SSH server key is an

RSA key that is generated using 1024 bits.

SUMMARY STEPS

configure terminal
no feature ssh

feature ssh
exit
(Optional) show ssh key

No gMwh e

DETAILED STEPS

ssh key {dsa [force] | rsa [bits [force]]}

Configuring SSH .

(Optional) copy running-config startup-config

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 no feature ssh Disables SSH.
Example:
switch(config)# no feature ssh
Step 3 ssh key {dsa [force] | rsa [bits [force]]} Generates the SSH server key.
Example: The bits argument is the number of bits used to generate
switch(config)# ssh key rsa 2048 the RSA key. Beginning with Cisco NX-OS Release 5.1,
the range is from 1024 to 2048. In Cisco NX-OS Release
5.0, The range is from 768 to 2048. The default value is
1024.
You cannot specify the size of the DSA key. It is always
set to 1024 bits.
Use the force keyword to replace an existing key.
Step 4 feature ssh Enables SSH.

Example:
switch(config)# feature ssh

| oL-20637-03
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Command or Action

Purpose

Step5 exit Exits global configuration mode.
Example:
switch(config)# exit
switch#
Step 6 (Optional) show ssh key Displays the SSH server keys.
Example:
switch# show ssh key
Step 7 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:
switch# copy running-config startup-config

configuration.

Specifying the SSH Public Keys for User Accounts

You can configure an SSH public key to log in using an SSH client without being prompted for a password.
You can specify the SSH public key in one of these formats:

* OpenSSH format
* IETF SECSH format

« Public Key Certificate in PEM format

Specifying the SSH Public Keys in IETF SECSH Format
You can specify the SSH public keys in IETF SECSH format for user accounts.

Before you begin

Generate an SSH public key in IETF SCHSH format.

SUMMARY STEPS

copy server-file bootflash:filename
configure terminal

exit
(Optional) show user-account

ook wbdpE

username username sshkey file bootflash:filename

(Optional) copy running-config startup-config

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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DETAILED STEPS

Specifying the SSH Public Keys in OpenSSH Format .

Command or Action

Purpose

Step 1

copy server-file bootflash:filename

Example:

switch# copy tftp://10.10.1.1/secsh_file.pub
bootflash:secsh_file.pub

Downloads the file containing the SSH key in IETF SECSH
format from a server. The server can be FTP, secure copy
(SCP), secure FTP (SFTP), or TFTP.

Step 2

configure terminal

Example:

switch# configure terminal
switch(config)#

Enters global configuration mode.

Step 3

username username sshkey file bootflash:filename

Example:

switch(config)# username Userl sshkey file
bootflash:secsh_file.pub

Configures the SSH public key in IETF SECSH format.

Step 4

exit

Example:

switch(config)# exit
switch#

Exits global configuration mode.

Step 5

(Optional) show user-account

Example:

switch# show user-account

Displays the user account configuration.

Step 6

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Specifying the SSH Public Keys in OpenSSH Format

You can specify the SSH public keys in OpenSSH format for user accounts.

Before you begin

Generate an SSH public key in OpenSSH format.

SUMMARY STEPS

| oL-20637-03

configure terminal

username username sshkey ssh-key
exit

(Optional) show user-account

aprwbdE

(Optional) copy running-config startup-config

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x .
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. Configuring a Maximum Number of SSH Login Attempts

DETAILED STEPS

Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.

Example:

switch# configure terminal
switch(config)#

Step 2 username username sshkey ssh-key Configures the SSH public key in OpenSSH format.

Example:

switch(config)# username Userl sshkey
ssh-rsa

AAABANZECIYCZEAMABIMARAIEAY 190FBBZISGHFIXSNKBOMAHTYy UASONVIOSEP]
hoBYfsiEPAVKUI INHZDChLmHIINg IR/l o iU OHIMARXEY/GHIINIQNBERIE003 G+
XVrNjn11B7 i hvpVh7dLddMOXwOnXHYshXmSiH3UD/vKyz i EnSSATpIx8=

Step 3 exit Exits global configuration mode.

Example:

switch(config)# exit
switch#

Step 4 (Optional) show user-account Displays the user account configuration.

Example:

switch# show user-account

Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Configuring a Maximum Number of SSH Login Attempts

You can configure the maximum number of SSH login attempts. If the user exceeds the maximum number
of permitted attempts, the session disconnects.

\}

Note  The total number of login attempts includes attempts through public-key authentication, certificate-based
authentication, and password-based authentication. If public-key authentication is enabled, it takes priority.
If only certificate-based and password-based authentication are enabled, certificate-based authentication takes
priority. If you exceed the configured number of login attempts through all of these methods, a message
appears indicating that too many authentication failures have occurred.

SUMMARY STEPS

1. configure terminal

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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2. ssh login-attempts number
3. (Optional) show running-config security all
4. (Optional) copy running-config startup-config

DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 ssh login-attempts number Configures the maximum number of times that a user can
) attempt to log into an SSH session. The default maximum
Example:

number of login attempts is 3. The range is from 1 to 10.
switch(config)# ssh login-attempts 5

Note The no form of this command removes the
previous login attempts value and sets the
maximum number of login attempts to the default

value of 3.
Step 3 (Optional) show running-config security all Displays the configured maximum number of SSH login
) attempts.
Example:
switch(config)# show running-config security all
Step 4 (Optional) copy running-config startup-config (Optional) Copies the running configuration to the startup

Example: configuration.

switch(config)# copy running-config startup-config

Configuring a Login Grace Time for SSH Connections

You can configure the login grace time for SSH connections from remote devices to your Cisco NX-OS
device. This configures the grace time for clients to authenticate themselves. If the time to login to the SSH
session exceeds the specified grace time, the session disconnects and you will need to attempt logging in
again.

\}

Note Enable the SSH server on the remote device.

SUMMARY STEPS

configure terminal

feature ssh

ssh login-gracetime number

(Optional) exit

(Optional) show running-config security

arwbdpR

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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6. (Optional) show running-config security all
7. (Optional) copy running-config startup-config

DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 feature ssh Enables SSH.
Example:
switch# feature ssh
switch(config)#
Step 3 ssh login-gracetime number Configures the login grace time in seconds for SSH
Example: connections from remote devices to your Cisco NX-OS
ple: device. The default login grace time is 120 seconds. The
switch(config)# ssh login-gracetime 120 rangeisfron11to 2147483647.

Note The no form of this command removes the
configured login grace time and resets it to the
default value of 120 seconds.

Step 4 (Optional) exit Exits global configuration mode.
Example:
switch(config)# exit
Step 5 (Optional) show running-config security Displays the configured SSH login grace time.
Example:
switch(config)# show running-config security
Step 6 (Optional) show running-config security all Displays the configured or default SSH login grace time.
Example:
switch(config)# show running-config security all
Step 7 (Optional) copy running-config startup-config (Optional) Copies the running configuration to the startup

Example:

switch(config)# copy running-config startup-config

configuration.

Starting SSH Sessions

You can start SSH sessions using IPv4 or IPv6 to connect to remote devices from the Cisco NX-OS device.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Starting SSH Sessions from Boot Mode .

Before you begin
Obtain the hostname for the remote device and, if needed, the username on the remote device.

Enable the SSH server on the remote device.

SUMMARY STEPS

1. ssh [username@]{ipv4-address | hostname} [vrf vrf-name]
2. ssh6 [username@]{ipv6-address | hostname} [vrf vrf-name]

DETAILED STEPS

Command or Action Purpose

Step 1 ssh [username@]{ipv4-address | hostname} [vrf vrf-name] | Creates an SSH IPv4 session to a remote device using IPv4.

The default VRF is the default VRF.
Example:

switch# ssh 10.10.1.1

Step 2 ssh6 [username@]{ipv6-address | hostname} [vrf Creates an SSH IPv6 session to a remote device using IPv6.
vrf-name]

Example:
switch# ssh6 HostA

Starting SSH Sessions from Boot Mode

You can start SSH sessions from the boot mode of the Cisco NX-OS device to connect to remote devices.

Before you begin
Obtain the hostname for the remote device and, if needed, the username on the remote device.
Enable the SSH server on the remote device.

Ensure that the Cisco NX-OS device is loaded with only the kickstart image.

SUMMARY STEPS
1. ssh [username@]hostname
2. exit
3. copy scp://[username@]hostname/filepath directory
DETAILED STEPS
Command or Action Purpose
Step 1 ssh [username@]hostname Creates an SSH session to a remote device from the boot
) mode of the Cisco NX-OS device. The default VRF is
Example:
always used.
switch(boot)# ssh user1@10.10.1.1

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action

Purpose

Step 2 exit Exits boot mode.
Example:
switch(boot)# exit
Step 3 copy scp://[username@]hostname/filepath directory Copies a file from the Cisco NX-OS device to a remote

Example:
switch# copy scp://userl@10.10.1.1/users abc

device using the Secure Copy Protocol (SCP). The default
VRF is always used.

Configuring SSH Passwordless File Copy

You can copy files from a Cisco NX-OS device to a secure copy (SCP) or secure FTP (SFTP) server without
a password. To do so, you must create an RSA or DSA identity that consists of public and private keys for

authentication with SSH.

username username keypair export {bootflash:filename | volatile:filename} {rsa | dsa} [force]
username username keypair import {bootflash:filename | volatile:filename} {rsa | dsa} [force]

SUMMARY STEPS
1. configure terminal
2. [no] username username keypair generate {rsa [bits [force]] | dsa [force]}
3. (Optional) show username username keypair
4,
5.
DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 [no] username username keypair generate {rsa [bits Generates the SSH public and private keys and stores them
[force]] | dsa [force]} in the home directory ($HOME/.ssh) of the Cisco NX-OS
Example: device for the specif_ied user. The Cisco NX-OS device uses
' the keys to communicate with the SSH server on the remote
switch(config)# username userl keypair generate machine.
rsa 2048 force
The bits argument is the number of bits used to generate
the key. Beginning with Cisco NX-OS Release 5.1, the
range is from 1024 to 2048. In Cisco NX-OS Release 5.0,
the range is from 768 to 2048. The default value is 1024,
Use the force keyword to replace an existing key. The SSH
keys are not generated if the force keyword is omitted and
SSH keys are already present.
Step 3 (Optional) show username username keypair Displays the public key for the specified user.

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring SSH Passwordless File Copy .

Command or Action

Purpose

switch(config)# show username userl keypair

Note For security reasons, this command does not

show the private key.

Step 4

Required: username username keypair export
{bootflash:filename | volatile:filename} {rsa | dsa} [force]
Example:

switch(config)# username userl keypair export
bootflash:key rsa rsa

Exports the public and private keys from the home directory
of the Cisco NX-OS device to the specified bootflash or
volatile directory.

Use the force keyword to replace an existing key. The SSH
keys are not exported if the force keyword is omitted and
SSH keys are already present.

To export the generated key pair, you are prompted to enter
a passphrase that encrypts the private key. The private key
is exported as the file that you specify, and the public key
is exported with the same filename followed by a .pub
extension. You can now copy this key pair to any Cisco
NX-OS device and use SCP or SFTP to copy the public key
file (*.pub) to the home directory of the server.

Note For security reasons, this command can be

executed only from global configuration mode.

Step 5

Required: username username keypair import
{bootflash:filename | volatile:filename} {rsa | dsa} [force]
Example:

switch(config)# username userl keypair import
bootflash:key rsa rsa

Imports the exported public and private keys from the
specified bootflash or volatile directory to the home
directory of the Cisco NX-OS device.

Use the force keyword to replace an existing key. The SSH
keys are not imported if the force keyword is omitted and
SSH keys are already present.

To import the generated key pair, you are prompted to enter
a passphrase that decrypts the private key. The private key
is imported as the file that you specify, and the public key
is imported with the same filename followed by a .pub
extension.

Note For security reasons, this command can be
executed only from global configuration mode.
Note Only the users whose keys are configured on the

server are able to access the server without a
password.

| oL-20637-03

What to do next

On the SCP or SFTP server, use the following command to append the public key stored in the *.pub file (for
example, key_rsa.pub) to the authorized_keys file:

$ cat key_rsa.pub >> $HOME/.ssh/ authorized_keys

You can now copy files from the Cisco NX-OS device to the server without a password using standard SSH

and SCP commands.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x .
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Configuring SCP and SFTP Servers

You can configure an SCP or SFTP server on the Cisco NX-OS device in order to copy files to and from a
remote device. After you enable the SCP or SFTP server, you can execute an SCP or SFTP command on the
remote device to copy the files to or from the Cisco NX-OS device.

\}

Configuring SSH and Telnet |

Note  The arcfour and blowfish cipher options are not supported for the SCP server.

SUMMARY STEPS
1. configure terminal
2. [no] feature scp-server
3. [no] feature sftp-server
4. exit
5. (Optional) show running-config security
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 [no] feature scp-server Enables or disables the SCP server on the Cisco NX-OS
. device.
Example:
switch(config)# feature scp-server
Step 3 Required: [no] feature sftp-server Enables or disables the SFTP server on the Cisco NX-OS
i device.
Example:
switch(config)# feature sftp-server
Step 4 Required: exit Exits global configuration mode.
Example:
switch(config)# exit
switch#
Step 5 (Optional) show running-config security Displays the configuration status of the SCP and SFTP
servers.
Example:
switch# show running-config security
Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Clearing SSH Hosts

When you download a file from a server using SCP or SFTP, or when you start an SSH session from this
device to a remote host, you establish a trusted SSH relationship with that server. You can clear the list of
trusted SSH servers for your user account.

SUMMARY STEPS
1. clear ssh hosts
DETAILED STEPS
Command or Action Purpose
Step 1 clear ssh hosts Clears the SSH host sessions and the known host file.
Example:
switch# clear ssh hosts

Disabling the SSH Server

By default, the SSH server is enabled on the Cisco NX-OS device. You can disable the SSH server to prevent
SSH access to the switch.

SUMMARY STEPS

configure terminal

no feature ssh

exit

(Optional) show ssh server

(Optional) copy running-config startup-config

aprwbdpE

DETAILED STEPS

Command or Action Purpose

Step1 configure terminal Enters global configuration mode.

Example:

switch# configure terminal
switch(config)#

Step 2 no feature ssh Disables SSH.

Example:

switch(config)# no feature ssh

Step 3 exit Exits global configuration mode.

Example:

switch(config)# exit
switch#

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action Purpose
Step 4 (Optional) show ssh server Displays the SSH server configuration.
Example:

switch# show ssh server

Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Deleting SSH Server Keys

You can delete SSH server keys on the Cisco NX-OS device after you disable the SSH server.

\)

Note  To reenable SSH, you must first generate an SSH server key.

SUMMARY STEPS

configure terminal

no feature ssh

no ssh key [dsa | rsa]

exit

(Optional) show ssh key

(Optional) copy running-config startup-config

o0k wdpPE

DETAILED STEPS

Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.

Example:

switch# configure terminal
switch(config)#

Step 2 no feature ssh Disables SSH.

Example:

switch(config)# no feature ssh

Step 3 no ssh key [dsa | rsa] Deletes the SSH server key.
Example: The default is to delete all the SSH keys.
switch(config)# no ssh key rsa

Step 4 exit Exits global configuration mode.
Example:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Clearing SSH Sessions .

Command or Action

Purpose

switch(config)# exit

switch#

Step 5 (Optional) show ssh key Displays the SSH server key configuration.
Example:
switch# show ssh key

Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Related Topics

Generating SSH Server Keys, on page 165

Clearing SSH Sessions

You can clear SSH sessions from the Cisco NX-OS device.

SUMMARY STEPS

1. show users
2. clear line vty-line

DETAILED STEPS

Command or Action

Purpose

Step 1 show users Displays user session information.
Example:
switch# show users

Step 2 clear line vty-line Clears a user SSH session.

Example:
switch(config)# clear line pts/12

Configuring Telnet

This section describes how to configure Telnet on the Cisco NX-OS device.

Enabling the Telnet Server

You can enable the Telnet server on the Cisco NX-OS device. By default, the Telnet server is disabled.

| oL-20637-03
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SUMMARY STEPS

1. configure terminal

2. feature telnet

3. exit

4. (Optional) show telnet server

5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step 1

configure terminal

Example:

switch# configure terminal
switch(config)#

Enters global configuration mode.

Step 2

feature telnet

Example:
switch(config)# feature telnet

Enables the Telnet server. The default is disabled.

Step 3

exit

Example:

switch(config)# exit
switch#

Exits global configuration mode.

Step 4

(Optional) show telnet server

Example:
switch# show telnet server

Displays the Telnet server configuration.

Step 5

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Starting Telnet Sessions to Remote Devices

You can start Telnet sessions to connect to remote devices from the Cisco NX-OS device. You can start Telnet

sessions using either IPv4 or IPv6.

Before you begin

Obtain the hostname or IP address for the remote device and, if needed, the username on the remote device.

Enable the Telnet server on the Cisco NX-OS device.

Enable the Telnet server on the remote device.

SUMMARY STEPS

1. telnet {ipv4-address | host-name} [port-number] [vrf vrf-name]

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Clearing Telnet Sessions .

2. telnet6 {ipv6-address | host-name} [port-number] [vrf vrf-name]

DETAILED STEPS
Command or Action Purpose
Step1 telnet {ipv4-address | host-name} [port-number] [vrf Starts a Telnet session to a remote device using IPv4. The
vrf-name] default port number is 23. The range is from 1 to 65535.
The default VRF is the default VRF.
Example:
switch# telnet 10.10.1.1
Step 2 telnet6 {ipv6-address | host-name} [port-number] [vrf Starts a Telnet session to a remote device using IPv6. The

vrf-name]

Example:
switch# telnet6 2001:0DB8::ABCD:1 vrf management

default port number is 23. The range is from 1 to 65535.
The default VRF is the default VRF.

Related Topics
Enabling the Telnet Server, on page 177

Clearing Telnet Sessions

You can clear Telnet sessions from the Cisco NX-OS device.

Before you begin

Enable the Telnet server on the Cisco NX-OS device.

SUMMARY STEPS

1. show users
2. clear line vty-line

DETAILED STEPS

Command or Action

Purpose

Step 1 show users Displays user session information.
Example:
switch# show users

Step 2 clear line vty-line Clears a user Telnet session.

Example:
switch(config)# clear line pts/12

Verifying the SSH and Telnet Configuration

To display the SSH and Telnet configuration information, perform one of the following tasks:

| oL-20637-03
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Command Purpose

show ssh key [dsa | rsa] Displays SSH server key-pair information.

show running-config security [all] | Displays the SSH and user account configuration in the running
configuration. The all keyword displays the default values for the SSH
and user accounts.

show ssh server Displays the SSH server configuration.

show telnet server Displays the Telnet server configuration.

show username username keypair | Displays the public key for the specified user.

For detailed information about the fields in the output from these commands, see the Cisco Nexus 7000 Series
NX-OS Security Command Reference.

Configuration Example for SSH

The following example shows how to configure SSH with an OpenSSH key:

Step 1 Disable the SSH server.

Example;

switch# configure terminal
switch(config)# no feature ssh

Step 2 Generate an SSH server key.

Example:

switch(config)# ssh key rsa
generating rsa key(1024 bits)......
generated rsa key

Step 3 Enable the SSH server.

Example:

switch(config)# feature ssh

Step 4 Display the SSH server key.

Example:
switch(config)# show ssh key
rsa Keys generated:Sat Sep 29 00:10:39 2007

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAVWhEBsF550aPHNDBnpX0Tw6+/0dHOLJIZKr
+MZm99n2U0ChzZG4svRWmHUJY4PeDWI10e5yE3g3EO3p jDDmt923siNiv5aSga60K361r39
HMXL6VgpRVN1XQFiBwn4na+H1d3QOhDt+uWEAOtka2uOtXIDh1iEmn4HVXO0jGhFhoNE=

bitcount:1024
fingerprint:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Step 5

Step 6

Configuration Example for SSH Passwordless File Copy .

51:6d:de:1c:c3:29:50:88:df:cc:95:f0:15:5d:9a:df

could not retrieve dsa key information

Specify the SSH public key in OpenSSH format.

Example:

switch(config)# username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATEAY190F6Qaz 19G+3F1XswK30iW4H7YyUyuA50r
V7gsEPjhOBYmsi6PAVKuUi1n1f/DQhum+1JINqJIP/eLowb7ubO+IVKRXFY/G+1INIQ
W3g9igG30c6k6+XVn+Njn11B7 ihvpVh7dLddMOXwONXHYshXmSiH3UD/vKyziEh5
ATplIx8=

Save the configuration.

Example;
switch(config)# copy running-config startup-config

Configuration Example for SSH Passwordless File Copy

Step 1

Step 2

The following example shows how to copy files from a Cisco NX-OS device to a secure copy (SCP) or secure
FTP (SFTP) server without a password:

Generate the SSH public and private keys and store them in the home directory of the Cisco NX-OS device for the
specified user.
Example:

switch# configure terminal

switch(config)# username admin keypair generate rsa
generating rsa key(1024 bits)......

generated rsa key

Display the public key for the specified user.

Example:
switch(config)# show username admin keypair

rsa Keys generated: Thu Jul 9 11:10:29 2009

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATEAXWmMjJIT+oQhlcvnrMbx2BmDOP8boZEITTJ
Fx9fexWp6roiztlwODtehnjadWc6A+DE2DvYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1zdk IXGNIbEHyFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+Tbq
S33GZsCAX6vO0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:¥2:b5:78:74:7d

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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could not retrieve dsa key information

Step 3 Export the public and private keys from the home directory of the Cisco NX-OS device to the specified bootflash directory.

Example:

switch(config)# username admin keypair export bootflash:key rsa rsa
Enter Passphrase:
switch(config)# dir

951 Jul 09 11:13:59 2009 key_rsa
221 Jul 09 11:14:00 2009 key_rsa.pub

Step 4 After copying these two files to another Cisco NX-OS device using the copy scp or copy sftp command, import them
to the home directory of the Cisco NX-OS device.

Example:

switch(config)# username admin keypair import bootflash:key rsa rsa
Enter Passphrase:
switch(config)# show username admin keypair

rsa Keys generated: Thu Jul 9 11:10:29 2009

ssh-rsa

AAAAB3NzaClyc2EAAAABIWAAATEAXWMjJIT+oQh lcvnrMbx2BmDOP8boZEITFJ
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DVYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1zdk IXGNIbEHyFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbq
S33GZsCAX6v0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:f2:b5:78:74:7d

could not retrieve dsa key information

switch(config)#

Step 5 On the SCP or SFTP server, append the public key stored in key_rsa.pub to the authorized_keys file.

Example:
$ cat key_rsa.pub >> $HOME/.ssh/ authorized_keys

You can now copy files from the Cisco NX-OS device to the server without a password using standard SSH and SCP
commands.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Step 6 (Optional) Repeat this procedure for the DSA keys.

Additional References for SSH and Telnet

This section describes additional information related to implementing SSH and Telent.

Related Documents

Related Topic Document Title
Cisco NX-0S Cisco NX-OS Licensing Guide
licensing

Command reference | Cisco Nexus 7000 Series NX-OS Security Command Reference

VRF configuration Cisco Nexus 7000 Series NX-OS Unicast Routing Configuration Guide

Standards

Standards Tile

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.

MIBs

MIBs MIBs Link

¢ CISCO-SECURE-SHELL-MIB | To locate and download MIBs, go to the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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CHAPTER 9

Configuring PKI

This chapter describes the Public Key Infrastructure (PKI) support on the Cisco NX-OS device. PKI allows
the device to obtain and use digital certificates for secure communication in the network and provides
manageability and scalability for Secure Shell (SSH).

This chapter includes the following sections:

* Finding Feature Information, on page 185

« Information About PKI, on page 185

* Virtualization Support for PKI, on page 189

« Licensing Requirements for PKI, on page 189

* Guidelines and Limitations for PKI, on page 190

« Default Settings for PKI, on page 190

« Configuring CAs and Digital Certificates, on page 190
« Verifying the PKI Configuration, on page 210

« Configuration Examples for PKI, on page 210

* Additional References for PKI, on page 232

Finding Feature Information

Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at https://tools.cisco.com/bugsearch/ and the release notes
for your software release. To find information about the features documented in this module, and to see a list
of the releases in which each feature is supported, see the "New and Changed Information"chapter or the
Feature History table in this chapter.

Information About PKI

This section provides information about PKI.

CAs and Digital Certificates

Certificate authorities (CAs) manage certificate requests and issue certificates to participating entities such
as hosts, network devices, or users. The CAs provide centralized key management for the participating entities.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
| oL-20637-03


https://tools.cisco.com/bugsearch/

Configuring PKI |
. Trust Model, Trust Points, and Identity CAs

Digital signatures, based on public key cryptography, digitally authenticate devices and individual users. In
public key cryptography, such as the RSA encryption system, each device or user has a key pair that contains
both a private key and a public key. The private key is kept secret and is known only to the owning device or
user only. However, the public key is known to everybody. Anything encrypted with one of the keys can be
decrypted with the other. A signature is formed when data is encrypted with a sender’s private key. The
receiver verifies the signature by decrypting the message with the sender’s public key. This process relies on
the receiver having a copy of the sender’s public key and knowing with a high degree of certainty that it really
does belong to the sender and not to someone pretending to be the sender.

Digital certificates link the digital signature to the sender. A digital certificate contains information to identify
a user or device, such as the name, serial number, company, department, or IP address. It also contains a copy
of the entity’s public key. The CA that signs the certificate is a third party that the receiver explicitly trusts
to validate identities and to create digital certificates.

To validate the signature of the CA, the receiver must first know the CA’s public key. Typically, this process
is handled out of band or through an operation done at installation. For instance, most web browsers are
configured with the public keys of several CAs by default.

Trust Model, Trust Points, and Identity CAs

The PKI trust model is hierarchical with multiple configurable trusted CAs. You can configure each participating
device with a list of trusted CAs so that a peer certificate obtained during the security protocol exchanges can
be authenticated if it was issued by one of the locally trusted CAs. The Cisco NX-OS software locally stores
the self-signed root certificate of the trusted CA (or certificate chain for a subordinate CA). The process of
securely obtaining a trusted CA’s root certificate (or the entire chain in the case of a subordinate CA) and
storing it locally is called CA authentication.

The information about a trusted CA that you have configured is called the trust point and the CA itself is
called a trust point CA. This information consists of a CA certificate (or certificate chain in case of a subordinate
CA) and certificate revocation checking information.

The Cisco NX-OS device can also enroll with a trust point to obtain an identity certificate to associate with
a key pair. This trust point is called an identity CA.

RSA Key Pairs and Identity Certificates

You can obtain an identity certificate by generating one or more RSA key pairs and associating each RSA
key pair with a trust point CA where the Cisco NX-OS device intends to enroll. The Cisco NX-OS device
needs only one identity per CA, which consists of one key pair and one identity certificate per CA.

The Cisco NX-OS software allows you to generate RSA key pairs with a configurable key size (or modulus).
The default key size is 512. You can also configure an RSA key-pair label. The default key label is the device
fully qualified domain name (FQDN).

The following list summarizes the relationship between trust points, RSA key pairs, and identity certificates:

* A trust point corresponds to a specific CA that the Cisco NX-OS device trusts for peer certificate
verification for any application (such as SSH).

« A Cisco NX-OS device can have many trust points and all applications on the device can trust a peer
certificate issued by any of the trust point CAs.

« A trust point is not restricted to a specific application.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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« A Cisco NX-OS device enrolls with the CA that corresponds to the trust point to obtain an identity
certificate. You can enroll your device with multiple trust points which means that you can obtain a
separate identity certificate from each trust point. The identity certificates are used by applications
depending upon the purposes specified in the certificate by the issuing CA. The purpose of a certificate
is stored in the certificate as a certificate extension.

« When enrolling with a trust point, you must specify an RSA key pair to be certified. This key pair must
be generated and associated to the trust point before generating the enrollment request. The association
between the trust point, key pair, and identity certificate is valid until it is explicitly removed by deleting
the certificate, key pair, or trust point.

« The subject name in the identity certificate is the fully qualified domain name for the Cisco NX-OS
device.

* You can generate one or more RSA key pairs on a device and each can be associated to one or more trust
points. But no more than one key pair can be associated to a trust point, which means only one identity
certificate is allowed from a CA.

« If the Cisco NX-OS device obtains multiple identity certificates (each from a distinct CA), the certificate
that an application selects to use in a security protocol exchange with a peer is application specific.

« You do not need to designate one or more trust points for an application. Any application can use any
certificate issued by any trust point as long as the certificate purpose satisfies the application requirements.

« You do not need more than one identity certificate from a trust point or more than one key pair to be
associated to a trust point. A CA certifies a given identity (or name) only once and does not issue multiple
certificates with the same name. If you need more than one identity certificate for a CA and if the CA
allows multiple certificates with the same names, you must define another trust point for the same CA,
associate another key pair to it, and have it certified.

Multiple Trusted CA Support

The Cisco NX-OS device can trust multiple CAs by configuring multiple trust points and associating each
with a distinct CA. With multiple trusted CAs, you do not have to enroll a device with the specific CA that
issued the certificate to a peer. Instead, you can configure the device with multiple trusted CAs that the peer
trusts. The Cisco NX-OS device can then use a configured trusted CA to verify certificates received from a
peer that were not issued by the same CA defined in the identity of the peer device.

PKI Enrollment Support

Enrollment is the process of obtaining an identity certificate for the device that is used for applications like
SSH. It occurs between the device that requests the certificate and the certificate authority.

The Cisco NX-0OS device performs the following steps when performing the PKI enrollment process:

* Generates an RSA private and public key pair on the device.

« Generates a certificate request in standard format and forwards it to the CA.

| oL-20637-03

Note

The CA administrator may be required to manually approve the enrollment request at the CA server, when
the request is received by the CA.
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* Receives the issued certificate back from the CA, signed with the CA’s private key.

« Writes the certificate into a nonvolatile storage area on the device (bootflash).

Manual Enrollment Using Cut-and-Paste

The Cisco NX-OS software supports certificate retrieval and enrollment using manual cut-and-paste.
Cut-and-paste enrollment means that you must cut and paste the certificate requests and resulting certificates
between the device and the CA.

You must perform the following steps when using cut and paste in the manual enrollment process:

« Create an enrollment certificate request, which the Cisco NX-OS device displays in base64-encoded text
form.

« Cut and paste the encoded certificate request text in an e-mail or in a web form and send it to the CA.

* Receive the issued certificate (in base64-encoded text form) from the CA in an e-mail or in a web browser
download.

» Cut and paste the issued certificate to the device using the certificate import facility.

Multiple RSA Key Pair and Identity CA Support

Multiple identity CAs enable the device to enroll with more than one trust point, which results in multiple
identity certificates, each from a distinct CA. With this feature, the Cisco NX-OS device can participate in
SSH and other applications with many peers using certificates issued by CAs that are acceptable to those
peers.

The multiple RSA key-pair feature allows the device to maintain a distinct key pair for each CA with which
itis enrolled. It can match policy requirements for each CA without conflicting with the requirements specified
by the other CAs, such as the key length. The device can generate multiple RSA key pairs and associate each
key pair with a distinct trust point. Thereafter, when enrolling with a trust point, the associated key pair is
used to construct the certificate request.

Peer Certificate Verification

The PKI support on a Cisco NX-OS device can verify peer certificates. The Cisco NX-OS software verifies
certificates received from peers during security exchanges for applications, such as SSH. The applications
verify the validity of the peer certificates. The Cisco NX-OS software performs the following steps when
verifying peer certificates:

« Verifies that the peer certificate is issued by one of the locally trusted CAs.
« Verifies that the peer certificate is valid (not expired) with respect to current time.

« Verifies that the peer certificate is not yet revoked by the issuing CA.

For revocation checking, the Cisco NX-OS software supports the certificate revocation list (CRL). A trust
point CA can use this method to verify that the peer certificate has not been revoked.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Certificate Revocation Checking

CRL Support

The Cisco NX-OS software can check the revocation status of CA certificates. The applications can use the
revocation checking mechanisms in the order that you specify. The choices are CRL, none, or a combination
of these methods.

The CAs maintain certificate revocation lists (CRLS) to provide information about certificates revoked prior
to their expiration dates. The CAs publish the CRLs in a repository and provide the download public URL in
all issued certificates. A client verifying a peer’s certificate can obtain the latest CRL from the issuing CA
and use it to determine if the certificate has been revoked. A client can cache the CRLs of some or all of its
trusted CAs locally and use them later if necessary until the CRLs expire.

The Cisco NX-OS software allows the manual configuration of predownloaded CRLs for the trust points, and
then caches them in the device bootflash (cert-store). During the verification of a peer certificate, the Cisco
NX-OS software checks the CRL from the issuing CA only if the CRL has already been cached locally and
the revocation checking is configured to use the CRL. Otherwise, the Cisco NX-OS software does not perform
CRL checking and considers the certificate to be not revoked unless you have configured other revocation
checking methods.

Import and Export Support for Certificates and Associated Key Pairs

As part of the CA authentication and enrollment process, the subordinate CA certificate (or certificate chain)
and identity certificates can be imported in standard PEM (base64) format.

The complete identity information in a trust point can be exported to a file in the password-protected PKCS#12
standard format. It can be later imported to the same device (for example, after a system crash) or to a
replacement device. The information in a PKCS#12 file consists of the RSA key pair, the identity certificate,
and the CA certificate (or chain).

Virtualization Support for PKI

The configuration and operation of the PKI feature is local to the virtual device context (VDC). For more
information on VDCs, see the Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide.

Licensing Requirements for PKI
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The following table shows the licensing requirements for this feature:

Product License Requirement

Cisco The PKI feature requires no license. Any feature not included in a license package is bundled
NX-0S with the Cisco NX-OS system images and is provided at no extra charge to you. For an
explanation of the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licensing Guide.
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Guidelines and Limitations for PKI

PKI has the following configuration guidelines and limitations:
* The maximum number of key pairs you can configure on a Cisco NX-OS device is 16.
» The maximum number of trust points you can declare on a Cisco NX-OS device is 16.
» The maximum number of identify certificates you can configure on a Cisco NX-OS device is 16.
* The maximum number of certificates in a CA certificate chain is 10.
» The maximum number of trust points you can authenticate to a specific CA is 10.
« Configuration rollbacks do not support the PKI configuration.

* The Cisco NX-OS software does not support OSCP.

N

Note If you are familiar with the Cisco 10S CLI, be aware that the Cisco NX-OS commands for this feature might
differ from the Cisco 10S commands that you would use.

Default Settings for PKI

This table lists the default settings for PKI parameters.

Table 17: Default PKI Parameters

Parameters Default
Trust point None
RSA key pair None
RSA key-pair label Device
FQDN
RSA key-pair modulus 512
RSA key-pair exportable Enabled
Revocation check method CRL
Cert-store for certificate authentication | local

Configuring CAs and Digital Certificates

This section describes the tasks that you must perform to allow CAs and digital certificates on your Cisco
NX-OS device to interoperate.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring the Hostname and IP Domain Name

You must configure the hostname and IP domain name of the device if you have not yet configured them
because the Cisco NX-OS software uses the fully qualified domain name (FQDN) of the device as the subject
in the identity certificate. Also, the Cisco NX-OS software uses the device FQDN as a default key label when
you do not specify a label during key-pair generation. For example, a certificate named DeviceA.example.com
is based on a device hostname of DeviceA and a device IP domain name of example.com.

A

Caution  Changing the hostname or IP domain name after generating the certificate can invalidate the certificate.

SUMMARY STEPS

configure terminal
hostname hostname

exit
(Optional) show hosts

o0k wbdpE

DETAILED STEPS

ip domain-name name [use-vrf vrf-name]

(Optional) copy running-config startup-config

Command or Action

Purpose

Step1

configure terminal

Example:

switch# configure terminal
switch(config)#

Enters global configuration mode.

Step 2

hostname hostname

Example:

switch(config)# hostname DeviceA

Configures the hostname of the device.

Step 3

ip domain-name name [use-vrf vrf-name]

Example:
DeviceA(config)# ip domain-name example.com

Configures the IP domain name of the device. If you do not
specify a VRF name, the command uses the default VRF.

Step 4

exit

Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 5

(Optional) show hosts

Example:
switch# show hosts

Displays the IP domain name.

Step 6

| oL-20637-03

(Optional) copy running-config startup-config

Example:

Copies the running configuration to the startup
configuration.
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Command or Action

Purpose

switch# copy running-config startup-config

Generating an RSA Key Pair

You can generate an RSA key pairs to sign and/or encrypt and decrypt the security payload during security
protocol exchanges for applications. You must generate the RSA key pair before you can obtain a certificate

for your device.

SUMMARY STEPS
1. configure terminal
2. crypto key generate rsa [label label-string] [exportable] [modulus size]
3. exit
4. (Optional) show crypto key mypubkey rsa
5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 crypto key generate rsa [label label-string] [exportable] | Generates an RSA key pair. The maximum number of key
[modulus size] pairs on a device is 16.
Example: The label string is alphanumeric, case sensitive, and has a
switch(conFig)# crypto key generate rsa exportablel Maximum length of 64 characters. The default label string
is the hostname and the FQDN separated by a period
character (.).

Valid modulus values are 512, 768, 1024, 1536, and 2048.

The default modulus size is 512.

Note The security policy on the Cisco NX-OS device
and on the CA (where enrollment is planned)
should be considered when deciding the
appropriate key modulus.

By default, the key pair is not exportable. Only exportable

key pairs can be exported in the PKCS#12 format.

Caution  You cannot change the exportability of a key
pair.

Step 3 exit Exits configuration mode.
Example:

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Command or Action

Purpose

switch(config)# exit

switch#
Step 4 (Optional) show crypto key mypubkey rsa Displays the generated key.
Example:
switch# show crypto key mypubkey rsa
Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Creating a Trust Point CA Association

You must associate the Cisco NX-OS device with a trust point CA.

Before you begin

Generate the RSA key pair.

SUMMARY STEPS

configure terminal

crypto ca trustpoint name
enroliment terminal

rsakeypair label

exit

(Optional) show crypto ca trustpoints

No ags~DdhPE

DETAILED STEPS

(Optional) copy running-config startup-config

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 crypto ca trustpoint name Declares a trust point CA that the device should trust and
) enters trust point configuration mode.
Example:
switch(config)# crypto ca trustpoint admin-ca Note The maximum number of trust points that you
switch(config-trustpoint)# can configure on a device is 16.
Step 3 enrollment terminal Enables manual cut-and-paste certificate enroliment. The
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Example:

default is enabled.
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Command or Action Purpose

switch(config-trustpoint)# enrollment terminal Note The Cisco NX-OS software supports only the
manual cut-and-paste method for certificate

enrollment.
Step 4 rsakeypair label Specifies the label of the RSA key pair to associate to this
) trust point for enroliment.

Example:

switch(config-trustpoint)# rsakeypair SwitchA Note You can specify only one RSA key pair per CA.
Step 5 exit Exits trust point configuration mode.

Example:

switch(config-trustpoint)# exit

switch(config)#
Step 6 (Optional) show crypto ca trustpoints Displays trust point information.

Example:

switch(config)# show crypto ca trustpoints

Step 7 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch(config)# copy running-config startup-config

Related Topics
Generating an RSA Key Pair, on page 192

Configuring the Cert-Store for Certificate Authentication

You can specify the cert-store for certificate authentication. By default, the application certificate is
authenticated against the CA certificate that is available from the local cert-store (the Cisco NX-OS device).
If your application requires the CA certificate to reside remotely, you can configure a Lightweight Directory
Access Protocol (LDAP) server as a remote cert-store.

Before you begin

If you plan to configure a remote cert-store, set up an LDAP server in a remote device and make sure that the
CA certificates that are used for authentication are loaded to the Active Directory.

SUMMARY STEPS

configure terminal

crypto ca lookup {local | remote | both}

(Optional) show crypto ca certstore

(Optional) crypto ca remote ldap server-group group-name
(Optional) crypto ca remote Idap crl-refresh-time hours
(Optional) show crypto ca remote-certstore

(Optional) copy running-config startup-config

NooswNR
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DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 crypto ca lookup {local | remote | both} Authenticates the application certificate against the CA
Example: certificate that is available in the local or remote cert-store.
) ple: ) The default is local. If you choose both, the application
switch(config)# crypto ca lookup remote certificate is authenticated against the local cert-store, but
if the authentication fails or the CA certificate is not found,
the remote cert-store is used.

Note The crypto ca lookup commands are not add-on
commands. Each command overwrites the
existing one.

Step 3 (Optional) show crypto ca certstore Displays the cert-store configuration.
Example:
switch(config)# show crypto ca certstore
Step 4 (Optional) crypto ca remote Idap server-group If you configured a remote cert-store, configures the LDAP
group-name server group to be used while communicating with LDAP.
) You can enter up to 64 alphanumeric characters for the
Example:
Server group name.
switch(config)# crypto ca remote ldap server-group|
groupl
Step 5 (Optional) crypto ca remote Idap crl-refresh-time hours | If you configured a remote cert-store and the LDAP server
Example: group, configures the refresh time to update the certificate
) ple: ) revocation list (CRL) from the remote cert-store. The CRL
switch(config)# crypto ca remote ldap is a list of CA certificates that have been revoked and are
crl-refresh-time 10 . .
no longer valid. The refresh time ranges from 0 to 744
hours. If you enter 0, the refresh routine runs once.
Step 6 (Optional) show crypto ca remote-certstore Displays the remote cert-store configuration.
Example:
switch(config)# show crypto ca remote-certstore
Step 7 (Optional) copy running-config startup-config Copies the running configuration to the startup
. configuration.
Example:
switch(config)# copy running-config startup-config
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Related Topics

Configuring Certificate Mapping Filters, on page 196
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Configuring Certificate Mapping Filters

Configuring PKI |

You can configure mapping filters to validate the CA certificates that are used for authentication. The mapping
filters are used to match the CA certificate against a username.

Cisco NX-OS supports the following certificate mapping filters:

* Y%username%—Substitutes the user’s login name.

* %username-without-domain%—Substitutes the user’s login name without the domain (in Windows

only).

* 9%hostname%—Substitutes the peer hostname.

» *—Supports a wild character.

Before you begin

Configure a cert-store for certificate authentication.

SUMMARY STEPS

configure terminal

exit

(Optional) show crypto ssh-auth-map

©NOoOAWDNE

DETAILED STEPS

crypto certificatemap mapname map-name
filter [subject-name subject-name | althame-email e-mail-ID | althame-upn user-principal-name]

(Optional) crypto cert ssh-authorize [default | issuer-CAname] [map map-namel [map-name2]]
(Optional) show crypto certificatemap

(Optional) copy running-config startup-config

Command or Action

Purpose

Step 1

configure terminal

Example:

switch# configure terminal
switch(config)#

Enters global configuration mode.

Step 2

crypto certificatemap mapname map-name

Example:

switch(config)# crypto certificatemap mapname
filtermapl

Creates a new filter map.

Step 3

filter [subject-name subject-name | althame-email
e-mail-ID | altname-upn user-principal-name]

Example:

Configures one or more certificate mapping filters within
the filter map. These certificate field attributes are supported
in the filters:

« subject-name—The required subject name in the LDAP
distinguished name (DN) string format. For example:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Configuring Certificate Mapping Filters .

Command or Action

Purpose

switch(config-certmap-filter)# filter altname-email
Jsmith@acme.com

filter subject-name
cn=Y%username%,ou=PKI ,0=Acme,c=US

« altname-email—The e-mail address that must be
present in the certificate as a subject alternative name.
For example:

Ffilter altname-email %username%@*

« altname-upn—The principal name that must be present
in the certificate as a subject alternative name. For
example:

filter altname-upn
%username-without-domain%@%hostname%

The validation passes if the certificate passes all of the filters
configured in the map.

Step 4 exit Exits certificate mapping filter configuration mode.
Example:
switch(config-certmap-filter)# exit
switch(config)#
Step 5 (Optional) crypto cert ssh-authorize [default | Configures a certificate mapping filter for the Secure Shell
issuer-CAname] [map map-namel [map-name2]] (SSH) protocol. You can use the default filter map for SSH
authorization or specify the issuer of the CA certificate. If
Example: .
i i i you do not use the default map, you can specify one or two
SW|tChgconf|g)# crypto cert ssh-authorize defa“'t'ﬁherrnapsforauthoﬂzaﬂon.
map filtermapl
If you specify the issuer of the CA certificate, the certificate
bound to the user account is validated as successful if it
passes one of the configured maps.
Step 6 (Optional) show crypto certificatemap Displays the certificate mapping filters.
Example:
switch(config)# show crypto certificatemap
Step 7 (Optional) show crypto ssh-auth-map Displays the mapping filters configured for SSH
. authentication.
Example:
switch(config)# show crypto ssh-auth-map
Step 8 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch(config)# copy running-config startup-config

configuration.
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Related Topics

Configuring the Cert-Store for Certificate Authentication, on page 194
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Authenticating the CA

The configuration process of trusting a CA is complete only when the CA is authenticated to the Cisco NX-OS
device. You must authenticate your Cisco NX-OS device to the CA by obtaining the self-signed certificate
of the CA in PEM format, which contains the public key of the CA. Because the certificate of the CA is
self-signed (the CA signs its own certificate) the public key of the CA should be manually authenticated by
contacting the CA administrator to compare the fingerprint of the CA certificate.

\}

Note  The CA that you are authenticating is not a self-signed CA when it is a subordinate CA to another CA, which
itself may be a subordinate to yet another CA, and so on, finally ending in a self-signed CA. This type of CA
certificate is called the CA certificate chain of the CA being authenticated. In this case, you must input the
full list of the CA certificates of all the CAs in the certification chain during the CA authentication. The
maximum number of certificates in a CA certificate chain is 10.

Before you begin
Create an association with the CA.
Obtain the CA certificate or CA certificate chain.

SUMMARY STEPS
1. configure terminal
2. crypto ca authenticate name
3. exit
4. (Optional) show crypto ca trustpoints
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 crypto ca authenticate name Prompts you to cut and paste the certificate of the CA. Use
Example: the same name that you used when declaring the CA.

switch(config)# crypto ca authenticate admin-ca | IN€ ma_Ximum numbe_r_Of trus_t points that you can
input (cut & paste) CA certificate (chain) in PEM authenticate to a specific CA is 10.

format; . o .
end the input with a line containing only END OF |Note For subordinate CA authentication, the Cisco
INPUT : NX-OS software requires the full chain of CA
----- BEGIN CERTIFICATE----- i - =
Ic gl ; HjKze] ; certlflcates.er)dlng in a self S|gr?ed CA pgcau_se
me glb&l}E.MYRWVJJbTR:brABjaN\IjbﬁijC»QAJngWBAgYTN(IC the CA chain is needed for certificate verification
MRIMEAYDVQQIEWALYXJUYXRha2BXEJAQBINVRACTOLIHomohoGOyZ TEOMAWGALLE as well as for PKCS#12 format export.

ChVRQRIZY 28XEZARBGBASTATB IHNOBBINZ2UXEj AQBGAVBAMTCURAYXJUYSED
QTASFAOMNTAINDMyMJ QRMzdEFAOMNZAIVDMMUIMTAaMIGOVSAWHG YIKZIveN
AQKBRFRBAFUZGEIQGNDC2NVLITMG TELMAKGALUEBRVCSUAXE AQRGNVBAG TCUH
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Configuring Certificate Revocation Checking Methods .

Command or Action

Purpose

anBhdGRRY TESVBAGALUEB-MIQMFUZ2FSH3J IMQAMDAYDVQQKEWDaXNj bzE TVBEG
ALUECKHVKIMVOC3RVaTHZTESVBAGATUEAXMVIQXBhamBh IENBVFMDQYIKoZ Thve
AQEBBQADSNAWSATRAWY 7b3-+DXIPANBS IHHZ IUNCCAVB 7y ZWOSNZXOMpeRXXI
OzyBAgIXT2ASFULOAQLIDVBIO/41J F8Rx\V YKy SCANEAASOBYZCBVDAL BG\WHQBH
BAMCACYWDWYDVROTAQH/BAUWAWER/ ZACBNVHEFgQUJY  yRoVbIrONVRUZ0yRQ
GgsbHENawWYDVROTBGEQWY JAUOCYgKO YoaHROCDOWL3NZZSONOCODZXIORNEYh2XS
LOFWYXJUYSUyVENBLINybDAW0GGL I YoZmllsZ TowvL IxceNILTAMENIcriRFbnJy
GExaQXBhamBhJT IMQOELIY3JSVBAGCSSGAQQBY J CVAQUDAGEAVAOGCSOGS 1h3DQER
BQUAACEAHVEUQ+HBNE399TWin+KaGrOgON 1 JagNgL hOARCTOr Eyuy t/WYGPZksFOES
NBG7EO0N66zex0OEQEFG1Vs6mXpl//w==
————— END CERTIFICATE-—---

END OF INPUT

Fingerprint(s): MD5
Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
Do you accept this certificate? [yes/no]: yes

Step 3

exit

Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show crypto ca trustpoints

Example:

switch# show crypto ca trustpoints

Displays the trust point CA information.

Step 5

(Optional) copy running-config startup-config

Example:
switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Related Topics

Creating a Trust Point CA Association, on page 193

Configuring Certificate Revocation Checking Methods

During security exchanges with a client (for example, an SSH user), the Cisco NX-OS device performs the
certificate verification of the peer certificate sent by the client. The verification process may involve certificate

revocation status checking.

You can configure the device to check the CRL downloaded from the CA. Downloading the CRL and checking

locally does not generate traffic in your network.

However, certificates can be revoked between downloads

and your device would not be aware of the revocation.

Before you begin
Authenticate the CA.

Ensure that you have configured the CRL if you want to use CRL checking.

SUMMARY STEPS

| oL-20637-03

1. configure terminal
2. crypto ca trustpoint name
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3. revocation-check {crl [none] | none}
4. exit
5. (Optional) show crypto ca trustpoints
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 crypto ca trustpoint name Specifies a trust point CA and enters trust point
i configuration mode.
Example:

switch(config)# crypto ca trustpoint admin-ca
switch(config-trustpoint)#

Step 3 revocation-check {crl [none] | none} Configures the certificate revocation checking methods.

The default method is crl.
Example:

switch(config-trustpoint)# revocation-check none | 1he Cisco NX-OS software uses the certificate revocation
methods in the order that you specify.

Step 4 exit Exits trust point configuration mode.

Example:

switch(config-trustpoint)# exit
switch(config)#

Step 5 (Optional) show crypto ca trustpoints Displays the trust point CA information.

Example:

switch(config)# show crypto ca trustpoints

Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch(config)# copy running-config startup-config

Related Topics
Authenticating the CA, on page 198
Configuring a CRL, on page 206

Generating Certificate Requests

You must generate a request to obtain identity certificates from the associated trust point CA for each of your
device’s RSA key pairs. You must then cut and paste the displayed request into an e-mail or in a website form
for the CA.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Before you begin
Create an association with the CA.

Obtain the CA certificate or CA certificate chain.

SUMMARY STEPS
1. configure terminal
2. crypto caenroll name
3. exit
4. (Optional) show crypto ca certificates
5. (Optional) copy running-config startup-config

DETAILED STEPS
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.

Example:
switch# configure terminal
switch(config)#

Step 2 crypto ca enroll name Generates a certificate request for an authenticated CA.
Example: Note You must remember the challenge password. It
switch(config)# crypto ca enroll admin-ca is not saved with the configuration. You must
Create the certificate request .. enter this password if your certificate needs to

Create a challenge password. You will need to be revoked.

verbally provide this
password to the CA Administrator in order to
revoke your certificate.
For security reasons your password will not be
saved in the configuration.
Please make a note of it.
Password:nbv123
The subject name in the certificate will be:
DeviceA.cisco.com
Include the switch serial number in the subject
name? [yes/no]: no
Include an IP address in the subject name
[yes/no]: yes
ip address:172.22.31.162
The certificate request will be displayed...
————— BEGIN CERTIFICATE REQUEST----—-
MI 1BozCCARQCAQAWHDERNBOGATUEAMRVIVAY)XMIEVSS jaxNjloy5ib20ngZ8aDQY]
Koz 1veNAQEBBQADG YOAMIGIACGRAL BY1UAINC7 JUJ1IDVaSVoNI g Ikt Sr 141KY
0J0aVianNyAgpkBVeEMXZSILIAIGT KWL DKT TysnjuCXGvjb+wjOhEhv/y51TOy
P2NJJ80maShinZgCrys\N/PyMaKcgzhVpj+HrargZvHEGIOIXTaMOVKSCZXVES
ViagyHOVEVAQVBAAGGTZAVBgkohkii GOnOBOQeXCBVGmI2VT 1 2VDYGCSaGS1h3DQE]
Dj EpMCordQYDVRORAQH/BBSAGY IRVIVY)XMiVSS  aXNj oy 5 b22HBKHE IDQY.]
KazZ 1 veNAQEEBQADG YEAKTBOKERGQ08Nnj OsDXZVHS FIZheK6 HDZ3GKA9G I Fig ]
PFRarNGWE/preHay FI 2T3ecg\ne | 20151:33YBR2bktExi 16UI88RTOjg XMV jas
8a230NDPNSVBIrkiIwABHIK VLBNUZEFIxahj FingPNTZac JOUSGZoKOVethky tLxOH
————— END CERTIFICATE REQUEST-----

Step 3 exit Exits trust point configuration mode.

Example:

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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. Installing Identity Certificates

Command or Action Purpose
switch(config-trustpoint)# exit
switch(config)#
Step 4 (Optional) show crypto ca certificates Displays the CA certificates.
Example:
switch(config)# show crypto ca certificates
Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch(config)# copy running-config startup-config

Related Topics
Creating a Trust Point CA Association, on page 193

Installing Identity Certificates

You can receive the identity certificate from the CA by e-mail or through a web browser in base64 encoded
text form. You must install the identity certificate from the CA by cutting and pasting the encoded text.

Before you begin
Create an association with the CA.

Obtain the CA certificate or CA certificate chain.

SUMMARY STEPS
1. configure terminal
2. crypto ca import name certificate
3. exit
4. (Optional) show crypto ca certificates
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 crypto ca import name certificate Prompts you to cut and paste the identity certificate for the
) CA named admin-ca.
Example:
switch(config)# crypto ca import admin-ca The maximum number of identify certificates that you can
certificate configure on a device is 16.
input (cut & paste) certificate in PEM format:
----- BEGIN CERTIFICATE-----
MI IEADOCAGOGAWI BAG IKC 000QAMAAADANBOkohki GWORAQUFADCBIKDEGVBAG
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Ensuring Trust Point Configurations Persist Across Reboots .

Command or Action

Purpose

CSqGSIb3DQEIARYRYWIhoRrZUBjaXNjly5§b20xCzAIBGNVBAY TAKIOVRIWEAYD
MQQIENVILYXIUYXRha2EXE] AQBINVBACTCUIhbmahoGOyZ TEOMAWGALUEChVFQR1 2
Y28xEzARBYNVBASTOTS I cHNOBIhZ2UXE j AQBGINVBAMTCURNYXJUYSBDQTASFRWON
NTEXMT ImMzAYNDBaFOMN EXMT Il zEyNDBaVBAXGAYBOWBAVTEVZIZ2FZLTEU
Y21Z2Y28uY29tMIGMAOGCSHGS 1 h3DQERAQUAAGNADCBIQKBYQC/GNVACjQuald
QKK SICapLFiK5eISTNOQUj GpzeUKSZPRXj F2UoiyeCYESY IndMmBEDBr 47
gxr42/s191R1b/8udU/cj9j SSFKKS6koa7XWALBIDFZ8MOnIMAWLaY/qRoAGh
X7RifoMOBUFGRZEGS17/Elasholbd wl DAQABOA I CEZCCAGBNIQYDVRORAQH/BBS I
GY IRVIVNYXMivSS jaXiNj by 5§ b22HBKWHE IWHQYDVROOBBYERKCL i +2sspIEfgr
bhivmiViyo93 ngMIHVBNVHIVEGOQWgcGAFCcoBkaDGA) TEVNjskYUBoOLFmooYGA
PIGTMIGVSAWHGYIKOZ I vENAQKBFFHONFUZGER QAN TEL MAKGALUR
BhVCSU4XE] AQBINVBAGTCUthaBhdGHr Y TESVBAGALUEBXMIQMFUZ2Fsh3J IMQ4W
DAYDVQOKEWDaXNj hzE TVBEGALUECKVKImVOC3RVETFNZ TESVRAGATUEAMVIQXBH
anBh I ENBghARYNKIrL QZIEQJEIWMIRIGVGSGALUAHARIMG IWLGASOCAEKGhOdHAG
Ly9zc2UthDgvVQVydEVUamOshCOBaGRYbmE M BDQSE] amwaVKALIOCY GKIZpbGUE
Ly9cXHNZZSOnOR IYSUNMENBLMNyDCBiIgY IKWYBBQLH
AQEEF] BEVDSGOCSGAQUFBZACh 1 90dHRWOI 8N LTAALON I criRFonJviGm/e3NI
LTAAXORNYXJUYSUYWENBLITNycDASBOgrBoEFBQoNAOYXZMISZTovL IxceNILTAY
XENIcnRAoNIVHGXCCNELTAAXORWY XJuYSUMVENBLMNydDANBgkohki GOWORAQUH
AANBADIEBGshe 7GNLhIXeOTWBNam24UB9ZSLDDAOCUZUUTgrpnTavioPyej tsy Fl
E36c1Zu4WsEXREgxbTk8ycx7V50=

————— END CERTIFICATE-—---

Step 3

exit

Example:

switch(config)# exit
switch#

Exits configuration mode.

Step 4

(Optional) show crypto ca certificates

Example:

switch# show crypto ca certificates

Displays the CA certificates.

Step 5

(Optional) copy running-config startup-config

Example:
switch# copy running-config startup-config

Copies the running configuration to the startup
configuration.

Related Topics

Creating a Trust Point CA Association, on page 193

Ensuring Trust Point Configurations Persist Across Reboots

You can ensure that the trustpoint configuration persists across Cisco NX-OS device reboots.

| oL-20637-03

The trust point configuration is a normal Cisco NX-OS device configuration that persists across system reboots
only if you copy it explicitly to the startup configuration. The certificates, key pairs, and CRL associated with
a trust point are automatically persistent if you have already copied the trust point configuration in the startup
configuration. Conversely, if the trust point configuration is not copied to the startup configuration, the
certificates, key pairs, and CRL associated with it are not persistent since they require the corresponding trust
point configuration after a reboot. Always copy the running configuration to the startup configuration to ensure
that the configured certificates, key pairs, and CRLS are persistent. Also, save the running configuration after
deleting a certificate or key pair to ensure that the deletions permanent.
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The certificates and CRL associated with a trust point automatically become persistent when imported (that
is, without explicitly copying to the startup configuration) if the specific trust point is already saved in startup
configuration.

We recommend that you create a password-protected backup of the identity certificates and save it to an
external server.

\}

Note  Copying the configuration to an external server does include the certificates and key pairs.

Related Topics
Exporting Identity Information in PKCS 12 Format, on page 204

Exporting ldentity Information in PKCS 12 Format

You can export the identity certificate along with the RSA key pair and CA certificate (or the entire chain in
the case of a subordinate CA) of a trust point to a PKCS#12 file for backup purposes. You can import the
certificate and RSA key pair to recover from a system crash on your device or when you replace the supervisor
modules.

Note  You can use only the bootflash:filename format when specifying the export URL.

Before you begin
Authenticate the CA.

Install an identity certificate.

SUMMARY STEPS
1. configure terminal
2. crypto ca export name pkcsl2 bootflash:filename password
3. exit
4. copy booflash:filename scheme://server/ [url /]filename
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 crypto ca export name pkcs12 bootflash:filename Exports the identity certificate and associated key pair and
password CA certificates for a trust point CA. The password is
. alphanumeric, case sensitive, and has a maximum length
Example:
of 128 characters.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Importing Identity Information in PKCS 12 Format .

Command or Action

Purpose

switch(config)# crypto ca export admin-ca pkcsl2
bootflash:adminid.pl2 nbv123

Step 3 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 4 copy booflash:filename scheme://server/ [url /]filename | Copies the PKCS#12 format file to a remote server.

Example:
switch# copy bootflash:adminid.pl2 tftp:adminid.pl2

For the scheme argument, you can enter tftp:, ftp:, scp:,
or sftp:. The server argument is the address or name of the
remote server, and the url argument is the path to the source
file on the remote server.

The server, url, and filename arguments are case sensitive.

Related Topics
Generating an RSA Key Pair, on page 192
Authenticating the CA, on page 198

Installing Identity Certificates, on page 202

Importing Identity Information in PKCS 12 Format

You can import the certificate and RSA key pair to recover from a system crash on your device or when you

replace the supervisor modules.

\}

Note  You can use only the bootflash:filename format when specifying the import URL.
Before you begin
Ensure that the trust point is empty by checking that no RSA key pair is associated with it and no CA is
associated with the trust point using CA authentication.
SUMMARY STEPS

| oL-20637-03

configure terminal

exit
(Optional) show crypto ca certificates

ok~ wdpPE

copy scheme:// server/[url /]filename bootflash:filename

crypto ca import name pksc12 bootflash:filename

(Optional) copy running-config startup-config
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DETAILED STEPS
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Command or Action

Purpose

Step 1 copy scheme:// server/[url /]filename bootflash:filename | Copies the PKCS#12 format file from the remote server.
Example: For the scheme argument, you can enter tftp:, ftp:, scp:,
switch# copy tftp:adminid.pl2 bootflash:adminid.p12 OF Sftp:. The server argument is the address or name of the

remote server, and the url argument is the path to the source
file on the remote server.
The server, url, and filename arguments are case sensitive.

Step 2 configure terminal Enters global configuration mode.

Example:
switch# configure terminal
switch(config)#
Step 3 crypto ca import name pksc12 bootflash:filename Imports the identity certificate and associated key pair and
i CA certificates for trust point CA.
Example:
switch(config)# crypto ca import admin-ca pkcsl2
bootflash:adminid.pl2 nbv123
Step 4 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step 5 (Optional) show crypto ca certificates Displays the CA certificates.
Example:
switch# show crypto ca certificates
Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Configuring a CRL

You can manually configure CRLs that you have downloaded from the trust points. The Cisco NX-OS software
caches the CRLs in the device bootflash (cert-store). During the verification of a peer certificate, the Cisco
NX-OS software checks the CRL from the issuing CA only if you have downloaded the CRL to the device
and you have configured certificate revocation checking to use the CRL.

Before you begin

Ensure that you have enabled certificate revocation checking.

SUMMARY STEPS

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x

1. copy scheme:[//server/[url /]]filename bootflash:filename

2. configure terminal
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exit
(Optional) show crypto ca crl name

o0k~ w

DETAILED STEPS

Deleting Certificates from the CA Configuration .

crypto ca crl request name bootflash:filename

(Optional) copy running-config startup-config

Command or Action

Purpose

Step 1 copy scheme:[//server/[url /]]filename bootflash:filename | Downloads the CRL from a remote server.
Example: For the scheme argument, you can enter tftp:, ftp:, scp:,
switch# copy tftp:adminca.crl bootflash:adminca.crl| O Sftp:. The server argument is the address or name of the
remote server, and the url argument is the path to the source
file on the remote server.
The server, url, and filename arguments are case sensitive.
Step 2 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 3 crypto ca crl request name bootflash:filename Configures or replaces the current CRL with the one
) specified in the file.
Example:
switch(config)# crypto ca crl request admin-ca
bootflash:adminca.crl
Step 4 exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step5 (Optional) show crypto ca crl name Displays the CA CRL information.
Example:
switch# show crypto ca crl admin-ca
Step 6 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example:

switch# copy running-config startup-config

configuration.

Deleting Certificates from the CA Configuration

You can delete the identity certificates and CA certificates that are configured in a trust point. You must first
delete the identity certificate, followed by the CA certificates. After deleting the identity certificate, you can

| oL-20637-03

disassociate the RSA key pair from a trust point.

You must delete certificates to remove expired or revoked

certificates, certificates that have compromised (or suspected to be compromised) key pairs, or CAs that are

no longer trusted.
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. Deleting Certificates from the CA Configuration

SUMMARY STEPS
1. configure terminal
2. crypto ca trustpoint name
3. delete ca-certificate
4. delete certificate [force]
5. exit
6. (Optional) show crypto ca certificates [name]
7. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step 2 crypto ca trustpoint name Specifies a trust point CA and enters trust point
i configuration mode.
Example:

switch(config)# crypto ca trustpoint admin-ca
switch(config-trustpoint)#

Step 3 delete ca-certificate Deletes the CA certificate or certificate chain.

Example:

switch(config-trustpoint)# delete ca-certificate

Step 4 delete certificate [force] Deletes the identity certificate.
Example: You must use the force option if the identity certificate you
switch(config-trustpoint)# delete certificate want to delete is the last certificate in a certificate chain or

only identity certificate in the device. This requirement

ensures that you do not mistakenly delete the last certificate
in a certificate chain or only the identity certificate and leave
the applications (such as SSH) without a certificate to use.

Step 5 exit Exits trust point configuration mode.

Example:

switch(config-trustpoint)# exit
switch(config)#

Step 6 (Optional) show crypto ca certificates [name] Displays the CA certificate information.

Example:

switch(config)# show crypto ca certificates
admin-ca

Step 7 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch(config)# copy running-config startup-config

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Deleting RSA Key Pairs from a Cisco NX-OS Device

You can delete the RSA key pairs from a Cisco NX-OS device if you believe the RSA key pairs were
compromised in some way and should no longer be used.

\}

Note  After you delete RSA key pairs from a device, ask the CA administrator to revoke your device’s certificates
at the CA. You must supply the challenge password that you created when you originally requested the
certificates.

SUMMARY STEPS

configure terminal

crypto key zeroize rsa label

exit

(Optional) show crypto key mypubkey rsa
(Optional) copy running-config startup-config

akrwbdpE

DETAILED STEPS

Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.

Example:

switch# configure terminal
switch(config)#

Step 2 crypto key zeroize rsa label Deletes the RSA key pair.

Example:
switch(config)# crypto key zeroize rsa MyKey

Step 3 exit Exits configuration mode.

Example:

switch(config)# exit
switch#

Step 4 (Optional) show crypto key mypubkey rsa Displays the RSA key pair configuration.

Example:
switch# show crypto key mypubkey rsa

Step 5 (Optional) copy running-config startup-config Copies the running configuration to the startup

Example: configuration.

switch# copy running-config startup-config

Related Topics
Generating Certificate Requests, on page 200
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Verifying the PKI Configuration

To display PKI configuration information, perform one of the following tasks:

Command Purpose

show crypto key mypubkey rsa Displays information about the
RSA public keys generated on the
Cisco NX-OS device.

show crypto ca certificates Displays information about CA and
identity certificates.

show crypto ca crl Displays information about CA
CRLs.
show crypto ca certstore Displays the cert-store

configuration.

show crypto ca remote-certstore Displays the remote cert-store
configuration.

show crypto certificatemap Displays the certificate mapping
filters.
show crypto ssh-auth-map Displays the mapping filters

configured for SSH authorization.

show crypto ca trustpoints Displays information about CA
trust points.

Configuration Examples for PKI

This section shows examples of the tasks that you can use to configure certificates and CRLs on Cisco NX-0OS
devices using a Microsoft Windows Certificate server.

\}

Note  You can use any type of certificate server to generate digital certificates. You are not limited to using the
Microsoft Windows Certificate server.

Configuring Certificates on a Cisco NX-OS Device

To configure certificates on a Cisco NX-OS device, follow these steps:

Step 1 Configure the device FQDN.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# hostname Device-1

Device-1(config)#

Step 2 Configure the DNS domain name for the device.

Device-1(config)# ip domain-name cisco.com

Step 3 Create a trust point.

Device-1(config)# crypto ca trustpoint myCA
Device-1(config-trustpoint)# exit
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key:

revokation methods: crl

Step 4 Create an RSA key pair for the device.

Device-1(config)# crypto key generate rsa label myKey exportable modulus 1024
Device-1(config)# show crypto key mypubkey rsa

key label: myKey

key size: 1024

exportable: yes

Step 5 Associate the RSA key pair to the trust point.

Device-1(config)# crypto ca trustpoint myCA
Device-1(config-trustpoint)# rsakeypair myKey
Device-1(config-trustpoint)# exit
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key: myKey

revokation methods: crl

Step 6 Download the CA certificate from the Microsoft Certificate Service web interface.
Step 7 Authenticate the CA that you want to enroll to the trust point.

Device-1(config)# crypto ca authenticate myCA

input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT :

————— BEGIN CERTIFICATE-----

M1 1C4jCCAoygAwIBAg 1QBWDS iayOGZRPSRI I jKOZe jANBgkqghk i GOWOBAQUFADCB
KDEgMB4GCSqGS I b3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJIBgNVBAYTAKIO
MRIWEAYDVQQIEwILYXJuYXRha2EXE jAQBgNVBAcCTCUJhbmdhbG9yZTEOMAWGALUE
ChMFQ21zY28xEzARBgNVBASTCmS IdHNOb3JhZ2UXE jJAQBgNVBAMTCUFwWYXJuYSBD
QTAeFWOWNTA1IMDMyMjQ2MzdaFwOwNzAIMDMyMjUIMTdaM I GQMSAwWHgYJKoZ IhveN
AQkBFhFhbWFuzZGt1QGNpc2NvLmNVvbTELMAKGALUEBhMCSU4XE jJ AQBgNVBAgTCUth
cm5hdGFrYTESMBAGALUEBXMJIQmFuZ2Fsb3J IMQ4wDAYDVQQKEWVDaXNjbzETMBEG
ALUECXMKbmVOc3RvemFNZTESMBAGALUEAXMJIQXBhcm5h IENBMFwwDQYJKoZ ThveN
AQEBBQADSWAWSAJBAMW/ 7b3+DXJPANBs IHHz luNccNM87ypyzwuoSNZXOMpeRXX1
OzyBAgiXT2ASFuUOwQ1i1DM8r0/41j f8RxvYKvysCAWEAAaOBvzCBVDALBgNVHQSE
BAMCAcYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJy j yRoMbrCNMRU20yRhQ
GgsWbHEwawYDVROFBGQwY jAuoCygKoYoaHROcDovL3NzZSOwOCODZXJIORWSyb2xs
LOFwYXJuYSUyMENBLmMNybDAwoC6gL 1YgZmlsZTovL1xcc3NILTA4AXENIcnRFbnJv
bGxcQXBhcm5hJT IwQOEUY3JsMBAGCSSGAQQBg j cVAQQDAgEAMAOGCSQGS 1b3DQEB
BQUAAOEAHV6UQ+8NE399Tww+KaGrogON 1JagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EOON66zexOEOEFG1Vs6mXpl//w==

END OF INPUT
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Step 8

Step 9
Step 10

Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/no]:y

Device-1(config)# show crypto ca certificates

Trustpoint: myCA

CA certificate 0:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/0O=Yourcompany/0OU=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/0O=Yourcompany/OU=netstorage/CN=Aparna CA
serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
purposes: sslserver sslclient ike

Generate a request certificate to use to enroll with a trust point.

Device-1(config)# crypto ca enroll myCA
Create the certificate request ..
Create a challenge password. You will need to verbally provide this

password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Please make a note of it.
Password: nbv123
The subject name in the certificate will be: Device-1.cisco.com
Include the switch serial number in the subject name? [yes/no]: no
Include an IP address in the subject name [yes/no]: yes
ip address: 10.10.1.1
The certificate request will be displayed...
————— BEGIN CERTIFICATE REQUEST-----
M11BqzCCARQCAQAWHDEaMBgGALUEAXMRVMVNYXMEMS5 jaXNjby5 jb20wgZ8wDQYJ
KoZ IhveNAQEBBQADGYOAMIGJAOGBAL8Y1UAJ2NC7 jUJ1DVaSMgN 1gJ2kt8r141KY
0JC6ManNy4gxk8vVeMXZSiLJ4JgTzKWdXxbLDKTTysnjuCXGvjb+wjOhEhv/y51T9y
P2NJJ8orngShrvFZgC7ysN/PyMwKcgzhbVpj+rargZvHtGJ91XTq4WoVkSCzXv8S
VqyHOVEVAgMBAAGYTZzAVBgkghk i GO9wOBCQCcxCBMGbmJI2MT 1zMDYGCSGS 1b3DQEJ
DjEpMCcwJIQYDVRORAQH/BBsWGY IRVMVNYXMEMSS jaXNjby5jb22HBKWWHE IwDQYJ
KoZ IhveNAQEEBQADQYEAKT60KER6Q08n j 0sDXZVHSFIZh6K6JtDZz3Gkd99G I FWgt
PFtrNcWUE/pw6HayfQ12T3ecgNwe 12d15133YBF2bktExi 16U188nTOjglXMj ja8
8a23bNDpNsM8rkIwA6hWkrVL8NUZEFJIxgbj fngPNTZacJCUS6ZgKCMetbKytUx0=
————— END CERTIFICATE REQUEST-----

Request an identity certificate from the Microsoft Certificate Service web interface.

Import the identity certificate.

Device-1(config)# crypto ca import myCA certificate

input (cut & paste) certificate in PEM format:

————— BEGIN CERTIFICATE-----

M1 1EADCCA6qgAw I BAg I KCj000QAAAAAAdDANBgkaghk i GOWOBAQUFADCBKDEgMB4G
CSqGSI1b3DQEJARYRYW1hbmRrZUBjaxXNjby5jb20xCzAIBgNVBAYTAKIOMRIWEAYD
VQQIEwWILYXJuYXRha2EXEjAQBgNVBAcTCUJIhbmdhbG9yZTEOMAWGALUEChMFQ21z
Y28xEzARBgNVBASTCm5 IdHNOb3JhZ2UXE jAQBgNVBAMTCUFwYXJuYSBDQTAeFwOw
NTEXMT lwMzAyNDBaFwOwWN j EXMT lwMzEyNDBaMBwxG jAYBgNVBAMTEVZ1Z2FzLTEu
Y21zY28uY29tMIGFMAOGCSqGS Ib3DQEBAQUAAAGNADCB 1 QKBgQC/GNVACdjQu4ilcC
dQIWKjKJSICdpLFK5eISmMNCQuUJGpzcuKsZPFXjF2UoiyeCYE8y IncWyw5E08rJ47
gIxr42/s191R1b/8udU/cj9jSSTKK56koa7xWYAu8rDfz8jMCnIM4WlaY/q2q4Gb
X7RifdVO6uFqFZEgs17/Elash9LxLwIDAQAB04 I CEzCCAg8wJIQYDVRORAQH/BBsw
GY IRVMVNYXMEMS5 jaXNjby5 jb22HBKwWHE IwHQYDVROOBBYEFKCL i +2sspWEFfgrR
bhWm1Vyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6wj TEVN j skYUBOLFmxxoYGW
p1GTMIGQMSAWHgYJKoZ ThveNAQKBFhFhbWFuZGt1QGNpc2NvLmNVbTELMAKGALUE
BhMCSU4xE jAQBgNVBAgTCUthcm5hdGFrYTESMBAGALUEBXMJIQmFuUZ2Fsb3J IMQ4w
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DAYDVQQKEwVDaXNjbzETMBEGALUECXMKbmVOCc3RvemFNZTESMBAGALUEAXMJIQXBh
cm5h 1ENBghAFYNKJIrLQZIE9QJEiWMrRI6MGSGALUdHWRKMG IwLgAsoCqGKGhOdHAB
Ly9zc2UtMDgvQ2VydEVucm9sbC9BcGFybmE IMjBDQSS5 j cmwwMKAUoCyGKmZpbGU6
Ly9cXHNzZSOWOFXDZXJORW5yb2xsXEFwYXJuYSUyMENBLmMNybDCBigY I KwYBBQUH
AQEETjB8MDsGCCsGAQUFBzAChi190dHRWO18vc3NILTA4LONIcnRFbnJIvbGwvc3NI
LTA4XOFwYXJuYSUyMENBLmMNydDA9BggrBgEFBQcwAOYXZmIsZTovL1xcc3NILTA4
XENIcnRFbnJvbGxcc3NILTA4X0FwYXJuYSUyMENBLmNYdDANBgkghk i GOWOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSubDcOcUZUUTgrpnTqVpPyejtsyflw
E36c 1 Zu4WsEXREgqxbTk8ycx7V50=

Device-1(config)# exit

Device-1#
Step 11 Verify the certificate configuration.
Step 12 Save the certificate configuration to the startup configuration.

Related Topics
Downloading a CA Certificate, on page 214
Requesting an Identity Certificate, on page 218

Configuring the Cert-Store and Certificate Mapping Filters

To configure a remote cert-store for certificate authentication and to configure certificate mapping filters,
follow these steps:

SUMMARY STEPS
1. Specify the remote cert-store for certificate authentication.
2. Display the cert-store configuration.
3. Configure the LDAP server group to be used while communicating with LDAP.
4.  Configure the refresh time to update the certificate revocation list (CRL) from the remote cert-store.
5.  Displays the remote cert-store configuration.
6.  Create a new filter map.
7. Configure certificate mapping filters within the filter map.
8.  Configure a certificate mapping filter for SSH.
9.  Display the certificate mapping filters.
10. Save the certificate configuration to the startup configuration.
DETAILED STEPS
Step 1 Specify the remote cert-store for certificate authentication.

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# crypto ca lookup remote

switch(config)#

Step 2 Display the cert-store configuration.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
| oL-20637-03



Configuring PKI |
. Downloading a CA Certificate

switch(config)# show crypto ca certstore

Step 3 Configure the LDAP server group to be used while communicating with LDAP.

switch(config)# crypto ca remote ldap server-group groupl

Step 4 Configure the refresh time to update the certificate revocation list (CRL) from the remote cert-store.

switch(config)# crypto ca remote ldap crl-refresh-time 10

Step 5 Displays the remote cert-store configuration.

switch(config)# show crypto ca remote-certstore

Step 6 Create a new filter map.

switch(config)# crypto certificatemap mapname filtermapl

Step 7 Configure certificate mapping filters within the filter map.

switch(config-certmap-filter)# filter subject-name cn=jsmith,ou=PKI ,o=Acme,c=US
switch(config-certmap-filter)# filter altname-email jsmith@acme.com
switch(config-certmap-filter)# exit

switch(config)#

Step 8 Configure a certificate mapping filter for SSH.

switch(config)# crypto cert ssh-authorize default map filtermapl

Step 9 Display the certificate mapping filters.

switch(config)# show crypto certificatemap
switch(config)# show crypto ssh-auth-map

Step 10 Save the certificate configuration to the startup configuration.

switch(config)# copy running-config startup-config

Downloading a CA Certificate

To download a CA certificate from the Microsoft Certificate Services web interface, follow these steps:

Step 1 From the Microsoft Certificate Services web interface, click Retrieve the CA certificate or certificate revocation task
and click Next.

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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Microsoft Cerifi

Welcome

‘You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select atask:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

Mext >

4757

o3

Step 2 From the display list, choose the CA certificate file to download from the displayed list. Then click Base 64 encoded
and click Download CA certificate.

Microsoft Cerifi

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to download:
CA Certificate. [Sifinar

© DER encoded or & Base 64 encoded
Download CA certificate

Download CA cerfification path

Download |atest certificate revocation list

144758

K%
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Step 3 Click Open in the File Download dialog box.

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority.

[tis not necessary to manually install the CA x| this certification authority, because the
CA certification path will be installed for you

Some files car harm your computer If he il information below
Choose file to download: \Sc.anvlj‘ﬁifﬁgmus, o pou do not fully tiust the source, do nat open or

CA Certificate; [eiiEa8 e

File name: certnew.cer
File lpe:  Secuily Ceficate
From:  10.76.45.108
© DER encoded or @ Bas
Dovnload CA certificate
Download CA certification “would you like to open the fils or save i to your computsr?

Dovnload latest cerfificate re
Dpen |

/B This type of file could ham pour computer if it cantaing
malicious code,

Save Cancel Moare Infa

I sl s e apering H(s tpe of fle

Step 4 In the Certificate dialog box, click Copy to File and click OK.

Microsoft

Retrieve The CA Certificate Or Certificate Revocation List

| 20
Install this CA certification path to allov,  canersl Details kemm“m Path | ion authority
It is not necessary to manually install th show: [<al> - from this certification authority, because the
CA certification path will be installed fc
Field | value -
Choose file to downhload: Elversion v
CA Certificate = serial number 0560 D289 ACE4+ 1994 4749 1.,
= sigrature algarithin shalRSA
Issuer Aparna CA, netstorage, Cisco..,
E\Jahd From 04 Mei 2005 4:16:37
E\Jahd to 04 Mei 2007 4:25:17

€ DER encoded or (¢ = subject Aparna CA, netstorage, Cisto..,

Download CA certifica [Eleusickey R5A (512 Bits) |
Download CA certifica
Download latest cerfific

Ed\tprnpsrtwss...l Capy ko File.., |

OF

144760

E

Step 5 From the Certificate Export Wizard dialog box, choose the Base-64 encoded X.509 (CER) and click Next.
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Microsoft Cetific
Retrieve The CA Certificate Or Certificate Revocation List ,
Install this CA cerification path to allow o oo Detais ]CE,“FHNW path | ian authority
Itis not necessary to manually install th show: [<al> - from this certification authority, because the
CA certification path will be installed fo
Fiekd_ x|
Choose file to download: %Verslnn . —
CA Certificate [SiIuEE (=serial numbs Certificates can be exported In a varisty of File Formaks.
[Fsignature ake
[ rssuer -
= vald from Sy
Elvaiid to Seleck the Format you wank to use:
© DER encoded or ¢ Hﬁuhlect " DER encoded binary ¥.509 {.CER)
Dowrload CA certifica | [Blblc ex g4 et X508 ,TR)
Download CA certifica € Crypographic Message Syntax Standard - PKCS #7 Certificates {,P7E)
Dowvnload latest certific e A ; 3 o /
€ Persond
=
&=
i
< Back Mext > Cancel
©
~
s
|z
Step 6 In the File name: text box on the Certificate Export Wizard dialog box, enter the destination file name and click Next.

Step 7 In the Certificate Export Wizard dialog box, click Finish.
Step 8 Enter the Microsoft Windows type command to display the CA certificate stored in Base-64 (PEM) format.

W WINNTY, system32',cmd.exe ] |
i
D
= .
R
flo ygh (g1 QBUD 5 5 f ABAGQUFAD
[ D} f 5 ) i i 0
A DUGG AQR o OMAWGH
0 ; ARE B 5 T i BD
QT e Fuld A1 MD 0 A 11 MD QMSA 0
AOkE 0 ALCA 5 10D o
BAGH p Q Q4uDi Y DUGG D i
; C Ac 3R MBAGH i QX B i DQ 0
0 AADE wh wS AJBA 0% JPANE - : 5 L
0 : 0wl iDMEr0 SR AuEARAOR BuDALB 08
B f T DURATAG B f B AdE 04 0 Ro H OyRhQ
DURBE BGO : o¥oalRBcDo AuOCYD @R
HF Y : DAwoCH ; A
O%B e : QOB nQODR A DOER
BOUAABEN 0 +8 9 Ay A b F g
: HoMN6 AEQ
" A
)
2
=
3
b
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Requesting an Identity Certificate

To request an identify certificate from a Microsoft Certificate server using a PKCS#12 certificate signing
request (CRS), follow these steps:

Step 1 From the Microsoft Certificate Services web interface, click Request a certificate and click Next.

Microsoft Certific

Welcome

‘You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select atask:
 Retrieve the CA certificate or certificate revocation list
@ Request a cerificate
© Check on a pending certificate

Mext >

Step 2 Click Advanced request and click Next.

Microsoft Certific

Choose Request Type

Please select the type of request you wiould like to make

© User certificate request

E-Mail Protection Certificate

144766

=
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Step 3 Click Submit a certificate request using a base64 encoded PKCS#10 file or a renewal request using a base64
encoded PKCS#7 file and click Next.

Microsoft

Advanced Certificate Requests

‘You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the
certification authority (CA) will determine the certificates that you can obtain

© Submit a certificate request to this CA using a form.
@ Submit a certificate request using a basebd encoded PRCS #10 file or a renewal request using a basetd encoded PKCS #7 file

© Request a certificate for a smart card on behalf of another user using the Smart Card Enroliment Station
You must have an enrollment agent cedificate to submit a request for another user.

144767

|

Step 4 In the Saved Request text box, paste the base64 PKCS#10 certificate request and click Next. The certificate request is
copied from the Cisco NX-OS device console.

Submit A Saved Request

Paste a baset4 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web
senver) into the request field to submit the request to the certification authority (CA)

Saved Request:

[VeryHOVEV AgMBAAGY Tz AV Boykehk 1 G9UDBCQe % CBHG - |
D3IEpHCcwIQYDVRORAQH/ BESUGY IRVIMVnYXNCHSS 3
Basebd Encoded |[Ko2IhveNAQEEEQADGYEAKTE0KERAQOSN0sDXEVH
Certificate Request [PEerNeWUE/ pwéHay£0l2 Tiecglue12d15133YEF2
(PKCS #10 or 47): |8a2 3hNDpNsHESrk1wAshkr VLENUZEF Jxgh I EngPN
————— END CERTIFICATE REQUEST----- -

4 »

Browse for a file to insert

Additional Attributes:

Attributes:

144768

K1
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Step 5

Step 6

Step 7

Wait one or two days until the certificate is issued by the CA administrator.

Microsoft Cert

Certificate Pending

Please return to this web site in a day or two to retrieve your certificate

Note: You must retum with this web browser within 10 days to retrieve your certificate

Your certificate request has been received. However, you must wait for an administrator to issue the certificate you requested.

Note that the CA administrator approves the certificate request.

{E3 certification Authority

=10l |

J Action Yiew “ = o= | _| |@

Tree I

Request ID Binary Request

-----BEGIN ME. ..

Request Disposition Messags

@ Certification Authority (Local)
E@ Aparna CA

(] Revoked Certificates Refresh

(27 Issued Certficates ——
423 Pending Requests
(7] Failed Requests

Taken Under Submission

Help

2l |

Request Submission Diate

Requester Mame

|

|Cnntains aperations that can be perfarmed on the object.

144770

144769
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From the Microsoft Certificate Services web interface, click Check on a pending certificate and click Next.
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Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a cerificate, you
willl be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificats you request

Select atask:
€ Retrieve the CA certificate or certificate revocation list
© Request a certificate
@ Check on a pending certificate

Mext >

Step 8 Choose the certificate request that you want to check and click Next.

Check On A Pending Certificate Request

Please select the certificate request you want to check

Mext =

144772
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. Requesting an Identity Certificate

Step 9 Click Base 64 encoded and click Download CA certificate.

Certificate Issued

The certificate you requested was issusd to you.

€ DER encoded or @ Base 84 encoded

Download CA certificate
=2 Download CA cedification path

Step 10 In the File Download dialog box, click Open.

Microsoft

Certificate Issued

The certificate you requested was issued to you

il X
CDER sncoded or @ Base o I E
Download CA certificate @) Some files can harm your computer. IF the file information below
= Download CA certification path s lnoks suspicious, o you da not fully tust the source, do not open or
save this fike

File name; cartnew cer
File type:  Security Certiicats
From: 107645108

N This type of file could ham your computer if it contsins
malicious code.

Wauld you like o open the fle or save i to your computer?

Open | gave Cancel More Info

I | Aliways aslo before opening this bipe of file

144774

=
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Step 11

CER)

, and click Next.

hu Cisco Systems, Inc.

Requesting an Identity Certificate .

In the Certificate box, click Details tab and click Copy to File.... In the Certificate Export Dialog box, click Base-64
encoded X.509 (.

=

. General Detais | Certification Path | =T <RE
= ks
A show [<al> - =] @ [uniz 7
T el
[Sversion va
(=] serial number 0A33 BEAL 0000 0000 0074
[ signature algarithm shalRSA
Tssuer Aparna Ch, netstorage, Cisco..,
(=uald from 12 Mopember 2005 5:32:40
Hvalidto 12 Mopenber 2006 5:42:40
= subiect Vegas-1.clsco.com
[=Public key RS54 (1024 Bits) =l
|
Export File Format
Certificates can be exported in a wariety of file Formats.
Select the Farmat you want ta use:
" DER encoded binary ¥,503 {,CER}
Sl it oot hlee (% Base-64 encoded 2,509 [ CER)
€ Cryptographic Message Syntax Standard - PKCS #7 Certificates {,P78)
oK
[= [ Tcliide &l certificatas in the oertFication pathif possible
{ Bersoria Infarmation Exchante - PRCS #12(.AF)
I7 HIniclude &l certifizates in the cerbfication path i possitle
I Erizble <troria prabechon (requires I 5,0, 4T 4.0/574 or atove)
[T | Delete thie private key ifhthe export is sutcessal
< Back Mext > Cancel
wn
~
™~
<
o=

Step 12

General Detsls | Certication Path |

<
A show: [ -

=10/

=] e ks @

| valus =
v3
S serial rumber 0433 BEAT 0000 0000 0074
=l signiature: algarithm shalRSA
F1ssuer Apama CA, netstorage, Cisco,..
= vald From 12 Nopember 2005 8:32:40
[E]valid b 12 Nopember 2006 8:42:40
[ subgect Vegas-1.tisco,com
Elrubiic key RSi (1024 Bits) =l
=
File to Export
Specify the name of the file you want ko export
File name:
Edit Properties. . CopytoF Di\testeartsimylD, cer Browse...
< Back Mext > Cancel
©
~
5
— H:

Step 13 Click Finish.

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 5.x
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Configuring PKI |

o] x|
| . General Detais ICErt\FicatinnPath]
LA show: [<ai> - =] e s>
=
[Eversion 3
gSel’ia\ number 0A33 BEAL 0000 0000 D074
S signiature: algarithr shalR5A
S tssuer Aparna CA, netstorage, Cisca, .,
=] walid From 12 Nopember 2005 B8:32:40
=]valid b 12 Nopember 2006 5:42:40
= subgect Veqas-1.cisco.com
[Erubiic key RSA (1024 Bits) =
|
Completing the Certificate Export
Wizard
ou have successfully campleted the Certificate Export
wizard
Copyto F You have specified the Following settings:
File: Name: Diltest
Export Keys Mo
[ Include all certificates in the certification path Mo
File: Format Basedd
| ]
<gack | Fmsh | cancd | i
I
=
<
J <
Step 14 Enter the Microsoft Windows type command to display the identity certificate in base64-encoded format.
= =0l x|

D:=“testcerts>type myll.cer

MI IEADCCAGggAw] BAgI KCjO00oQAAARAAIDANBykghkiGIwBBAQUFADCEKDEgMB4G
CEqgGS I h3DQEJARYRYUH hbmRrZUB jakNjby5 jh28xCzAJBgNUBAYTAk1OMRIwEAYD
UQQIEwlLY ¥ JuYRRhaZ2ExEjAQBgNUBAcT CUJhbndhbhG? yZT EOMAWGALUEChMFQ2 1=
¥ 28xE=ARBgNUBAsTCnS 1dHNBb3JhZ2UxEjAQBEgNUBAMI CUFwY R Ju¥Y SEDQT Ae b
MT ExMT I wMzAyNDBaFuBuNjExMT [wHzEyNDBaMBuxGjAY BgMUBAMTEVZ1Z2F=LTEu
¥21=¥28u¥29tMIGFMABGCS gGS I h3DQEBAQUAA4GNADCBiQKByQC GNUAC jGu4lC
dQiWkjKIE I CdpLf Kee JEmNCQu jGpecuks ZPFE jF2Uoive CYES v IncWyuwS EBS 1 J47
g1lxr42/219IRIbh/Budll/c j9 j88F KKS6koa?xW¥AuBrDf =8 jHCn IH4W1 a¥ /q2g4Gh
x7Rif dUB6uFgFZEgs17/Elash?LxLul DAQABo4I CEzCCAg8wJY DURARAQH. BBsw
GY IRUMUnYXMtMS5 jaXNjbyS jh22HBKwWHG I wHQYDURAOBBY EFKCLi +2 s 5 pWEf grR
bhtm1Uyo? jngMIHMBgNUHSMEgcQugc GAFCc08kaDGhuwjTEUN js kYU Bo LEmxxo¥ GY
pIGTHIGQMS AwHg¥ JKoZ] hucMAQKBFhFhhUFuZGt 19GNpc 2MvLmNuhT ELMAKGA1UE
BhMCSU4xEjAQBgNUBAgT CUt hemShdGFrYTESMBAGALUEBXxMJQmFuZ2Fsh3J1MQ4u
DAYDVQQKEWUDakN,jhzET MBEGALUECxMKbnUBc 3RvenFnZT ESMBAGALUEAXMJGXBh
cm5ShI ENBghAFYNKJ»rLQZ1E? JEiWWMrR16 MGs GALWAHWRKMGI wLgfsoCqgGKGhBAHAG
Ly?zc2UtHDgu G20 ydEVucm? = hC?Bec GFybmE1MjBDQSS jemuwMKAuo CyGEmZphGUs
Ly?cXHNzZ8 BuOFxDZXJARUS yh2xs REFuY X JuY SUyMENBLmMybhDCBigY I KuY BBQUH
AQEEf jBBMDs GCCs GAQUFB=AChi?odHRw0i8uc3NILTA4LBN1cnRFbnJubGuuc3N1
LTA4EAFwY A JuY SUyMENBLmNyd DA?BygrBgEFBQcwioY xEml1sZTovll xcc3N1LTA4
BEMlcnRFbnJuhGxcc3N1LT A4XBFwY JuYSU yMENBLmNyd DANBgkghkiG? wBBAQUF
AANBADBGEGs he 7GMLh? xe OTWENbm24U6 2Z5uDDc OcUZUUT grpnTgUpPye jts uf 1w
E36c [ Zudils ExXREgqxhT kB ycx'?US0=

————— END CERTIFICATE————

D:\testcerts>

144

Related Topics
Generating Certificate Requests, on page 200

Configuring Certificates on a Cisco NX-OS Device, on page 210

Revoking a Certificate

To revoke a certificate using the Microsoft CA administrator program, follow these steps:

. Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 5.x
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| Configuring

Step 1

Step 2

Step 3

PKI

Revoking a Certificate .

From the Certification Authority tree, click Issued Certificates folder. From the list, right-click the certificate that you

want to revoke.

Choose All Tasks > Revoke Certificate.

|J Action  View “ o o= |

=lol x|

Tree I

Eﬂ Certification Authority (Lacal)
5@ Aparna C4
(2] Revoked Certificates
427 Tssued Certificatas
[ Pending Requests
(07 Failed Requests

Requester Name
SSE-0B1IUSR_S5...
SS9E-081IUSR_55...
SSE-0BYIUSR_S5. ..
SSE-0B\IUSR_S5...
SSE-OBYTILSR_SS. ..
S5E-081IUSR _55...
SSE-081IUSR_55...
SSE-081IUSR_55...
SSE-0BYIUSR_S5. ..
SSE-0BYILUSR_55. ..
SSE-OBYILSR_SS. ..
SSE-0BYIUSR_S5...
SSE-081IUSR_55...
SSE-0BYIUSR_S5...
SSE-0BVIUSR_S5. ..
SSE-OBVILSR_55. ..
S5E-0B1IUSR _55...
S9E-081IUSR _55...
SS9E-081IUSR_55...
SSE-0BVIUSR_S5. ..
SSE-0B\IUSR_S5. ..
SSE-OBYILSR_SS. ..
S9E-0B81IUSR _55...
SSE-081IUSR_55...
SSE-0BYIUSR_S5, ..

Binary Certificate

| Setial Mumber

| Certificate Effective Da:l

BEGIM CERTL..
BEGIM CERTL..
-—---BEGIM CERTL...
BEGIM CERTL...
BEGIM CERTL...
-—---BEGIM CERTL..,
BEGIM CERTL..
BEGIM CERTL..
-—---BEGIM CERTL...
BEGIM CERTL...
BEGIM CERTL...
-—--BEGIM CERTL..,
BEGIM CERTL..
BEGIM CERTL..
-—---BEGIM CERTL...
BEGIM CERTL...
BEaIM CERTL..
-—--BEGIM CERTL..,
BEGIM CERTL..
BEGIM CERTL...
BEGIM CERTL...
BEGIM CERTL...
BEaIM CERTL..
BEGIM CERTL..
BEGIM CERTL..
GIN CERTL..

7B6263d0000000000059
T862643d00000000005a
TE6264d200000000005h
7c32731800000000005C
FC32782700000000005d
TcI2783F00000000005:
7C32784700000000005F
7Ca4Ec22000000000062
021a9d1a000000000063
1c1013cf 000000000054

1£10d4191000000000065
2b4eb367000000000066
458b6b43000000000067
4ebSb327000000000065
4f60054 1000000000063
4fdf95A400000000006a

5F3e8c96000000000060
5f413d2000000000006¢
17b22de800000000006d
17b306 7600000000006
11ea38060000000000&F
170beafbi00000000070
4aafff26000000000071

FBcceeac000000000072
78e34161000000000073

9{20/2005 4:27 AM
9{20/2005 4:27 AM
920/2005 4:27 AM
9f20/2005 10:14 PM
9(20/2005 10:14 P
9/20/2005 10:14 PM
9/20/2005 10:14 PM
9212005 12118 AM
9222005 1:45 AM
9272005 2144 AW
9272005 2:45 AM
9{30/2005 1:46 AM
10/5/2005 4:03 AM
1062005 10:46 PM
10f7j2005 1:52 &AM
10)7(2005 4:11 AW
10f10/2005 3:49 &M
10/10/2005 3:52 &M
10/18/2005 12:20 AM
10f18/2005 12:21 AM
10/19/2005 11:58 PM
102072005 11:53 PM
10/31/2005 12:32 AM
11/8/2005 11:26 PM
11482005 1

144779

=1l

_\ Action  View ” E oy ‘

Tree l

Reguester Name

Binary Certificate

| Serial Humber

| Certificate Effective Da:l

[ Certification Athority (Local [E=E) SSE-03\IUSR_S5... BEGIN CERTL.. 786263d00000000000SS
T3 Aparma CA =0 S3E-DBYILISR_S5.. BEGIN CERTL.. 7862643d00000000005a
- ([ Revoked Certificates [E= 3 S5E-08\IUSR_S: BEGIM CERTL FHE264d9000000000050
£ Issued Certificates oz SSE-08\IUSR_S5... BEGIM CERTL... 7Fc32781500000000005c
] Pending Requests oz S5E-08|IUSR_35. . BEGIN CERTL.. 7c32762700000000005d
111 Failed Requests [E= =) S5E-08\IUSR_S: BEGIM CERTL FC327E3700000000005e
Elas S5E-08\IUSR_S: ---—BEGIM CERTL.. 7c32784700000000005F
Elos = S ST Semetnannn00ez
i 7

=5 cate Revocation Ji} 0000063

=00 Are you sure you want to revoke the selected certificate(s)? 00006+
101 0000085
=10z *ou may specify a reason for this revocation, 0000066
103 e ode 0000057
104 Unspeciied = 0000065
Eios 0000063

a

106 e o 00006,

107 noooosb

L 000006
109 SSE-08\IUSR_S5... 17b22def00000000006d
11 SSE-08\IUSR_S5.. 17b3067600000000006
=111 SSE-08\IUSR_S: 11ea380600000000006F
11z SSE-08\IUSR_SS... 170beadbi00000000070

[E= ERE SSE-08\IUSR_S5.. 4aafff2e000000000071

114 S5E-08\IUSR_S: FEccteto000000000072
=115 SSE-08\IUSR_S5... FEe34161000000000073
=liis SSE-08\IUSR_S5... 0a338eal000000000074

4 |

542042005 4:27 AM
8/20/2005 4:27 &M
8/20/2005 4:27 M
9/20/2005 10:14 PM
9/20/2005 10:14 PM
9/20/2005 10:14 PM
9/20/2005 10:14 PM
9/21}2005 12:15 AM
8/22}2005 1:45 AM
9127/2005 2:44 &AM
8427/2005 2:45 AM
5/30/2005 1:46 &AM
10/5{2005 4:03 AM
10/6{2005 10:46 PM
10f7/2005 1:52 AM
10{7/2005 #:11 &M
10/10/2005 3:49 AM
10/10/2005 3:52 AM
10/18/2005 12:20 AM
10/18/2005 12:21 AM
10/19/2005 11:58 PM
10/20/2005 11:53 PM
10f31)2005 12:32 AM
11/8/2005 11:26 PM
11/8/2005 11:51 PM
11/12}2005 8:32 &M

3
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. Generating and Publishing the CRL

Step 4

|| Action  View “ o o= ‘

Click the Revoked Certificates folder to list and verify the certificate revocation.

=101 x|

Tree I

Eﬂ Certification Authority (Local)
- Aparna CA
af t
[ Issued Certificates
- Pending Requests
(1] Failed Requests

Requester Name

SSE-08{IUSR_S5...
SSE-08{IUSR_S5...
SSE-0B\IUSR_S5...
SSE-0B{IUSR_S5...
SSE-DB{IUSR_S5...
SSE-0BVIUSR_55...
SSE-08{IUSR_S5...
SSE-08{IUSR_S5...
SSE-0B{IUSR_S5...
SSE-08{IUSR_S5...
SSE-DBAILUSR_S5...
SSE-08VIUSR_55...
SSE-08{IUSR_S5...
SSE-0B\IUSR_S5...
SSE-08{IUSR_S5...
SSE-DB{IUSR_S5...
SSE-DBAIUSR_S5...
SSE-084IUSR_S5...
SSE-08{IUSR_S5...
SSE-08{IUSR_S5...
SSE-084IUSR_S5...
SSE-DB{IUSR_S5...
SSE-0BVIUSR_55...
SSE-08{IUSR_S5...
SSE-D8{IUSR_S5...
SSE-08{IUSR_S5...

Binary Certificate

| Serial Mumber

| Cettificate Effective Date :l

————— BEGIM CERTIL...
EGIN CERTL..
EGIN CERTLL..
EGIN CERTLL..
EGIN CERTLL..
EiaIh CERTLL..
EGIN CERTL..
----- BEGIN CERTIL. ..
BEGIN CERTIL...
EGIN CERTLL..
----- BEGIM CERTI...
BEGIN CERTIL. ..
EGIN CERTL..
----- BEGIN CERTL. ..
BEGIN CERTI...
EGIN CERTLL..
----- BEGIM CERTI...
BEGIM CERTIL...
BEGIM CERTIL...
----- BEGIM CERTIL...
BEGIN CERTI...
BEGIN CERTIL...
----- BEGIN CERTIL. ..
EGIN CERTL..
BEGIM CERTIL. ..
----- BEGIN CERTI...

Sdae53cd00000000000F
5db14043000000000010
Sezd7c1b00000000001 1
16db4fB000000000012
261c3924000000000013
262b5202000000000014
2634c7F2000000000015
2635b000000000000016
26435040000000000017
2a276357000000000015
3fE6cbf 7000000000019
6e4bSFSFI0000000001a
725b52d8000000000010
735a837500000000001C
148511c700000000001d
1437170100000000001 2
14fc45b500000000001F
486ceB0b000000000020
“cata3aalinoonoonozt
1a355c800000000002f
3f0845dd00000000003f
3f619b7e000000000042
6313c463000000000052
7c3861e3000000000060
7ceee351000000000061
0a333ea1000000000074

6/30/2005 3:27 AM
6/30/2005 3:30 AM
6/30/2005 5146 AM
7IG{2005 3:21 AM
7114/2005 5:00 AM
7114/2005 5:16 AM
7114/2005 5:27 AM
7114/2005 5:28 AM
7114/2005 5148 AM
7/14/2005 11:51 PM
7/19/2005 3:29 AM
7128/2005 3:50 AM
7128/2005 1054 PM
7125/2005 3:33 AM
8/3(2005 11:30 PM
B4/2005 12:07 AM
Bf4/2005 1:40 AM
8/17/2005 3:58 AM
8/17/2005 11:37 PM
9{1{2005 11:36 PV
9/9(2005 1:11 AM
992005 2:48 AM
9f16/2005 1:09 AM
9/20/2005 10:20 PM
9/20/2005 11:20 PM
11/12/2005 6:32 &M

.

Generating and Publishing the CRL

To generate and publish the CRL using the Microsoft CA administrator program, follow these steps:

Step 1

From the Certification Authority screen, choose Action > All Tasks > Publish.

=1o]

Refresh by (Local)
Export List..,
Pi i
T ficates
Help uesks
I TEETREests

Requester Mame

SSE-08IIUSR_SS..
SSE-08IIUSR_S5..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_S5..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_S5..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_S5..

Binary Certificate

| Serial Mumber

| Certificate Effective Date AJ

-BEGIN CERTL..
-BEGIN CERTL..
-BEGIN CERTL..
EGIMN CERTLL..
-BEGIN CERTL..
-BEGIN CERTL..
EGIMN CERTLL..
-BEGIN CERTL..
-BEGIN CERTL..
EGIMN CERTL..
-BEGIN CERTL..
-BEGIN CERTL..
EGIMN CERTLL..
-BEGIN CERTL..
-BEGIN CERTL..
EGIMN CERTLL..
-BEGIN CERTL..
-BEGIN CERTL..
EGIN CERTLL..
-BEGIN CERTL..
-BEGIN CERTL..
EGIMN CERTLL..
-BEGIN CERTL..
-BEGIN CERTL..
EGIMN CERTLL..
-BEGIN CERTL..

Sdae53cd00000000000f
5db140d3000000000010
Sezd7c1b00000000001 1
16db4faf000000000012

261c3924000000000013
262b520200000000001 4
2634c7F2000000000015
2635b00000000000001 6
26435040000000000017
2a276357000000000018
3fsacbf7000000000019

Be4bSFSfO0000000001 3

725b82d5000000000010
735a837300000000001c
148511c700000000001d
1437170100000000001
14fc45b500000000001F

456ce80b000000000020
4ca4a3aali0000000021
1a355c500000000002F
3f0845dd00000000003F

3f619b7e000000000042
63130463000000000052
7C3361e3000000000060
FrAee35 1000000000061
0a335eal000000000074

B/30/2005 3127 AM
B/30/2005 3130 AM
B/30/2005 S:46 AM
7/8{2005 3:21 AM
7/14)2005 5:00 AM
7/14)2005 5116 AM
7/14)2005 5:27 AM
7/14)2005 5:28 AM
7/14)2005 5148 AM
7/14)2005 11151 PM
701212005 3129 AM
7/28/2005 3158 AM
7/28/2005 10154 PM
7/2912005 3133 AM
8/3/2005 11:30 PM
8/4/2005 12:07 AM
8/4/2005 1:40 AM
/172005 3158 AM
/1712005 11137 PM
9/1/2005 11:36 PM
9/9/2005 1:11 AM
/92005 2145 AM
9/16/2005 1:09 AM
9/20/2005 10120 PM
9/20/2005 11:20 PM
11/12{2005 &§:32 AM

"l

ICnnta\ns operations that can be performed on the object.
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Step 2

In the Certificate Revocation List dialog box, click Yes to publish the latest CRL.

R

|I Action  Wiew H = -D|

Tres I Reguester Mame | Einary Certificate | Serial Number

| Certificats Effective Date = |

[ Certiication Authority (Local) BEis SSE-OBIILUSR_SS...  ---- BEGIN CERTL... SdseS3cdd0000000000f 6/30/2005 3:27 AM
£ [£3 Aparna Ca B SSE-DBIILSR_SS. .. EGIN CERTI... Sdb14043000000000010 6/30/2005 3:30 AM
723 Revoked Certificatas &7 SSE-DBIILSR_S5... EGIN CERTI... Se2d7c1b00000000001L 6/30/2005 5:46 AM
(2] Issued Certificates G SSE-OBVILISR_SS. . EGIN CERTL..  160b4fEFO00000000012 7[8{2005 3:21 AM
(Z1 Pending Requests B SSE-OBIILSR_S5. .. EGIN CERTIL... 261c3924000000000013 7/14/2005 5:00 AM
(2 Falled Requests -k SSE-IRYILISR_55. EGIN CERTI... 262hS202000000000014 7/14j2005 5:16 AM
B2t SSE-DBHILSR_S5... EGIN CERTL.. 2634c7F2000000000015 7/14/2005 5:27 AM
> [ SSE-DBIILSR_S5... EGIN CERTI... 2635h000000000000016 7[14/2005 5:26 AM
> <] SSE-OBHIUSR_55... ---- BEGIN CERTL... 26485040000000000017 7[14/2005 5:46 AM

= 5'200511:51 P
2005 3:29 AM
& The last published CRL is still valid and can be used by clients. Are yau surs you want ko publish a new CRL? [2005 3:58 AM
2005 10:54 PM
2005 3:33 AM
es ho 005 11:30 PM
005 12:07 AM
31 SSE-08IILUSR_55... EGIN CERTI...  14fc45b500000000001F 8/4/2005 1:40 AM
32 SSE-08IILUSR_55... EGIN CERTI...  466ce80b000000000020 8/17/2005 3:56 AM
33 SSE-08IILUSR_55... EGIN CERTL.. 4ca4a3aa000000000021 8/17/2005 11:37 PM
47 SSE-08|ILUSR_55... EGIN CERT] 14355c8200000000002F 9/1f2005 11:36 PM
63 SSE-08IILUSR_55... EGIN CERTI...  3f0845dd00000000003F 9/9(2005 1:11 AM
66 SSE-08|ILUSR_55... EGIN CERTI... 3f619b7e000000000042 9/9(2005 2:48 AM
82 SSE-08YILUSR_55... EGIMN CERTIL... ©5313c463000000000052 9/16/2005 1:09 AM
96 SSE-08YILUSR_55... EGIN CERTIL... 7c386123000000000060 9/20/2005 10:20 PM
97 SSE-08IILUSR_55... EGIN CERTL... 7c6ee351000000000061 9/20/2005 11:20 PM
116 SSE-08YIUSR_55.,, === BEGIM CERTI... 0a338eal000000000074 11/12{2005 8:32 AM =
Ll | 2|8
| 3
I -

Downloading the CRL

Step 1

| oL-20637-03

To download the CRL from the Microsoft CA website, follow these steps:

Downloading the CRL .

From the Microsoft Certificate Services web interface, click Retrieve the CA certificate or certificate revocation list

and click Next.
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