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Configuration Example for FIPS

The following example shows how to enable FIPS mode:

config terminal

fips mode enable

show fips status

exit

copy running-config startup-config
reload

Configuration Examples for AAA

The following example shows how to configure AAA:

aaa authentication login default group radius
aaa authentication login console group radius
aaa accounting default group radius

Configuration Example for RADIUS

The following example shows how to configure RADIUS:

radius-server key 7 "ToIkLhPpG"
radius-server host 10.10.1.1 key 7 "ShMoMhT1l" authentication accounting
aaa group server radius RadServer

server 10.10.1.1

Configuration Examples for TACACS+

The following example shows how to configure a TACACS+ server host and server group:

feature tacacs+
tacacs-server key 7 "ToIkLhPpG"
tacacs-server host 10.10.2.2 key 7 "ShMoMhT1"
aaa group server tacacs+ TacServer
server 10.10.2.2

The following example shows how to configure and use command authorization verification:

switch# terminal verify-only

switch# show interface ethernet 7/2 brief
%Success

switch# terminal no verify-only

switch# show interface ethernet 7/2 brief

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Eth7/2 1 eth access down SFP not inserted auto (D) --
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Configuration Examples for TACACS+ .

The following example shows how to enable the cumulative privilege of roles, configure a secret password
for privilege level 2, and configure user3 for privilege level 2 authorization:

switch# configure terminal

switch (config)# feature privilege

switch (config)# enable secret def456 priv-1lvl 2
switch (config)# username user3 priv-lvl 2

switch (config)# show privilege

User name: user3

Current privilege level: -2

Feature privilege: Enabled

switch (config) # copy running-config startup-config
switch(config)# exit

The following example shows how to change user3 from the priv-2 role to the priv-15 role. After entering
the enable 15 command, the user is prompted to enter the password that was configured by the administrator
using the enable secret command. Privilege level 15 gives this user network-admin privileges under the
enable mode.

User Access Verification

login: user3

Password: ****x**%

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright ©) 2002-2009, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch#

switch# enable 15

Password: def456

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright ©) 2002-2009, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch-enable#

The following example shows how to permit all users with roles priv-5 and above to execute the pwd command:

switch# configure terminal
switch(config)# role name priv-5
switch (config-role)# rule 1 permit command pwd

The following example shows how to deny the show running-config command to all users with roles below
priv-5. First, you must remove the permission to execute this command from the priv-0 role; then you must
permit the command at role priv-5 so that users with roles priv-5 and above have permission to run the
command.

switch# configure terminal
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. Configuration Example for SSH

switch(config)# role name priv-0

switch (config-role)# rule 2 deny command show running-config
switch (config-role)# exit

switch (config)# role name priv-5

switch (config-role)# rule 3 permit command show running-config
switch (config-role) # exit

Configuration Example for SSH

Step 1

Step 2

Step 3

Step 4

Step 5

The following example shows how to configure SSH with an OpenSSH key:

Procedure

Disable the SSH server.

Example:
switch# configure terminal
switch(config)# no feature ssh

Generate an SSH server key.

Example:

switch(config)# ssh key rsa
generating rsa key (1024 bits)......
generated rsa key

Enable the SSH server.

Example:
switch(config)# feature ssh

Display the SSH server key.

Example:
switch (config)# show ssh key
rsa Keys generated:Sat Sep 29 00:10:39 2007

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAVWhEBsF550aPHNDBnpXOTw6+/0dHoLJZKr
+MZm99n2U0ChzZG4svRWmHUJY4PeDW10e5yE3g3E03pjDDmt923siNiv5aSga60K361r39
HmXL6VgpPRVN1XQFiBwn4na+H1d3Q0OhDt+uWEAOtka2uOtX1DhliEmn4HVXOjGhFhoNE=

bitcount:1024
fingerprint:
51:6d:de:1c:c3:29:50:88:df:cc:95:£0:15:5d:9a:df

RR R IR Ik Ik kb b b b b b b b b b b b b b b b b b b b b 2k gk b b i

could not retrieve dsa key information
khkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkhkhkkhkhkkhkhhkhkhkhkhkhkhkkhkhkhkhhkhhkh*k

Specify the SSH public key in OpenSSH format.

Example:

switch(config)# username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAY190F6QaZl9G+3£1XswK30iW4H7YyUyuA50r
v7gsEPjhOBYmsi6PAVKuilnIf/DQhum+1JINgJP/eLowb7ubO+1VKRXFY/G+1JNIQ

Jll Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x



|  Security Configuration Examples

Step 6

Configuration Example for SSH Passwordless File Copy .

W3g9igG30c6k6+XVn+NjnI1B7ihvpVh7dLddMOXwONnXHYshXmSiH3UD/vKyziEh5
4Tplx8=

Save the configuration.

Example:
switch (config) # copy running-config startup-config

Configuration Example for SSH Passwordless File Copy

Step 1

Step 2

Step 3

The following example shows how to copy files from a Cisco NX-OS device to a secure copy (SCP) or secure
FTP (SFTP) server without a password:

Procedure

Generate the SSH public and private keys and store them in the home directory of the Cisco NX-OS device
for the specified user.

Example:

switch# configure terminal

switch(config) # username admin keypair generate rsa
generating rsa key (1024 bits)......

generated rsa key

Display the public key for the specified user.

Example:
switch (config)# show username admin keypair

RR R IR Ik Ih kb b b b b b b b b b b b b b b b b b b b b 2k b b b ki

rsa Keys generated: Thu Jul 9 11:10:29 2009

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAXWM])JT+oQhIcvnrMbx2BmDOP8boZELITEJ
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DvYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1lzdkIxGNJbEHyFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6v0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:£2:05:78:74:7d

R R R R I I h b I b b b h b b h I h E b b b h b bk b b b i i

could not retrieve dsa key information
R R R R I I I I h I I b I h b b h h h E dh b b b h b b b b b i i

Export the public and private keys from the home directory of the Cisco NX-OS device to the specified
bootflash directory.

Example:
switch (config)# username admin keypair export bootflash:key rsa rsa
Enter Passphrase:
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switch (config)# dir

951 Jul 09 11:13:59 2009 key rsa
221 Jul 09 11:14:00 2009 key rsa.pub

Step4  After copying these two files to another Cisco NX-OS device using the copy scp or copy sftp command,
import them to the home directory of the Cisco NX-OS device.

Example:
switch (config)# username admin keypair import bootflash:key rsa rsa
Enter Passphrase:

switch (config)# show username admin keypair
khkhkhkhkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkkhkkhkkhhkhkhkhrhrhhkhkhkhkhkhkxix

rsa Keys generated: Thu Jul 9 11:10:29 2009

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAXWM]JT+oQhIcvnrMbx2BmDOP8boZE1ITEJ
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DvYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1lzdkIxGNIJbEHYyF0ajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6v0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:£2:05:78:74:7d

R IR Ik Ih kb kb b b b b b b b b b b b b b b b b b bk b b b b b b i

could not retrieve dsa key information
R IR Ik Ih kb kb b b b b b b b b b b b b b b b b b bk b b b b b b i

switch (config) #

Step5 On the SCP or SFTP server, append the public key stored in key rsa.pub to the authorized keys file.

Example:
$ cat key rsa.pub >> $HOME/.ssh/ authorized keys

You can now copy files from the Cisco NX-OS device to the server without a password using standard SSH
and SCP commands.

Step6 (Optional) Repeat this procedure for the DSA keys.

Configuration Examples for PKI

This section shows examples of the tasks that you can use to configure certificates and CRLs on Cisco NX-OS
devices using a Microsoft Windows Certificate server.

N

Note  You can use any type of certificate server to generate digital certificates. You are not limited to using the
Microsoft Windows Certificate server.

Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x
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Configuring Certificates on a Cisco NX-0S Device .

Configuring Certificates on a Cisco NX-0S Device

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

To configure certificates on a Cisco NX-OS device, follow these steps:

Procedure

Configure the device FQDN.

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# hostname Device-1

Device-1 (config) #

Configure the DNS domain name for the device.

Device-1(config)# ip domain-name cisco.com

Create a trust point.

Device-1(config) # crypto ca trustpoint myCA
Device-1 (config-trustpoint) # exit
Device-1(config) # show crypto ca trustpoints
trustpoint: myCA; key:

revokation methods: crl

Create an RSA key pair for the device.

Device-1(config) # crypto key generate rsa label myKey exportable modulus 1024
Device-1(config) # show crypto key mypubkey rsa

key label: myKey

key size: 1024

exportable: yes

Associate the RSA key pair to the trust point.
Device-1(config) # crypto ca trustpoint myCA
Device-1(config-trustpoint) # rsakeypair myKey
Device-1 (config-trustpoint) # exit
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key: myKey

revokation methods: crl

Download the CA certificate from the Microsoft Certificate Service web interface.

Authenticate the CA that you want to enroll to the trust point.
Device-1(config)# crypto ca authenticate myCA

input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIC4jCCAoygAwIBAgIQBWDSiayO0GZRPSRI1jK0ZejANBgkqhkiGOwOBAQUFADCE
kDEgMB4GCSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5ib20xCzAIJBgNVBAYTAk 1O
MRIWEAYDVQQIEw1LYXJuYXRha2EXEjAQBgNVBACTCUJhbmdhbG9yZTEOMAWGALUE
ChMFQ21zY28xEzARBgNVBASTCmS5 1dHNOb3JhZ2UXE jAQBgNVBAMTCUFwWYXJuYSBD
QTAeFwOWNTA1MDMyMjQ2MzdaFwOwNzA1MDMyM7jU1MTdaMIGOMSAWHgY JKoZ ThveN
AQkBFhFhbWFuZGt1QGNpc2NvLmNvbTELMAKGA1UEBhMCSU4xEJAQBgNVBAGTCUth
cm5hdGFrYTESMBAGA1UEBXMJIQmFuZ2Fsb3J1MQ4wDAYDVQOKEWVDaXNjbzETMBEG
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AlUECxXMKbmVOc3RvcmFnZTESMBAGA1UEAXMJQXBhcm5hIENBMFwwDQYJKoZIhveN
AQEBBQADSwWAwWSAJBAMW/ 7b3+DXJPANBsIHHz1uNccNM87ypyzwuoSNZXOMpeRXXI
OzyBAgiXT2ASFuUOwQ1iDM8r0O/417j£8RxvYKvysCAWEAAaOBvzCBvDALBgNVHQSE
BAMCAcYwDwYDVROTAQH/BAUwAWEB/zAdBgNVHQ4EFgQUJy jyRoMbrCNMRU20yRhQ
GgsWbHEwawYDVRO£fBGQwY jAuoCygKoYoaHROcDovL3NzZSOwOC9DZXJORW5yb2xs
LOFwYXJuYSUyMENBLMNybDAwoC6gLIYqZmlsZTovL1xcc3N1LTA4XENlcnRFbnJv
bGxcQXBhcm5hJTIWQOEuY3JsMBAGCSsGAQQBgjcVAQODAGEAMAOGCSQGSIb3DQERB
BQUAAOEAHV6UQ+8nE399Tww+KaGr0gONIJagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EO0N66zex0EOEfG1Vs6mXpl//w==

END OF INPUT
Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
Do you accept this certificate? [yes/no]:y

Device-1(config)# show crypto ca certificates

Trustpoint: myCA

CA certificate O0:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA
serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
purposes: sslserver sslclient ike

Step 8 Generate a request certificate to use to enroll with a trust point.

Device-1(config)# crypto ca enroll myCA

Create the certificate request

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password: nbv123

The subject name in the certificate will be: Device-1l.cisco.com
Include the switch serial number in the subject name? [yes/no]l: no
Include an IP address in the subject name [yes/nol: yes

ip address: 10.10.1.1

The certificate request will be displayed...

MIIBgzCCARQCAQAWHDEaMBgGALlUEAXMRVMVNYXMtMS5jaXNjby53b20wgZ8wDQYJ
KoZIhvcNAQEBBQADgYOAMIGJAOGBALBY1UAJ2NC7jUJ1DVasSMgNIgJ2kt8rl141KY
0JC6ManNy4qgxk8VeMXzSiLJ4JgTzKWAxbLDkTTysnjuCXGvib+wjOhEhv/y51T9y
P2NJJ8orngShrvFzgC7ysN/PyMwKcgzhbVpi+rargZvHtGJI91XTq4dWoVkSCzXv8S
VagyHOvEVAgMBAAGGTzAVBgkghkiGI9wOBCQcxCBMGbmJI2MTIzMDYGCSgGSIb3DQEJ
DIEPMCcwJIQYDVRORAQH/BBSwWGY IRVIVNYXMtMS59aXNjby5ib22HBKWWH6 IwDQY J
KoZIhvcNAQEEBQADgYEAKT60KER6Q08n ) 0sDXZVHSEfJIZh6K6JtDz3Gkd99G1FWgt
PftrNcWUE/pw6HayfQ12T3ecgNwel2d15133YBF2bktExiI6U188nTOjglXMjja8
8a23bNDpNsM8rklwA6hWkrVL8NUZEFJIxgbj fngPNTZacJCUS6ZgKCMetbKytUx0=

Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x
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Step 9
Step 10

Step 11
Step 12

Downloading a CA Certificate

Request an identity certificate from the Microsoft Certificate Service web interface.

Import the identity certificate.
Device-1(config) # crypto ca import myCA certificate
input (cut & paste) certificate in PEM format:
 IWHQYDVROOBBYEFKCLi+2sSpWEfgrR
bhWmlVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6wjTEVNjskYUBoLFmxxoYGW
PIGTMIGQMSAWHgYJKoZIhvcNAQkBFhFhbWFuZGt1QGNpc2NvLMNVvbTELMAKGA1UE
BhMCSU4xEjAQBgNVBAgGTCUthcm5hdGFrYTESMBAGA1UEBXMJIQOmMFuZ2Fsb3J1MQ4w
DAYDVQQKEwVDaXNjbzETMBEGA1UECXMKbmV0c3RvemFnZTESMBAGA1UEAXMJQXBh
cm5hIENBghAFYNKJrLQZ1E9JEiWMrR1 6MGsGA1UdHWRKMGIWLGAsoCqGKGhOdHA6
Ly9zc2UtMDgvQ2VydEVucm9sbC9BcGFybmE1MjBDQS5 jcmwwMKAuoCyGKmZpbGU6
Ly9cXHNzZSOwOFxDZXJORW5yb2xsXEFwYXJuYSUyMENBLmNybDCBigYIKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi 90dHRwOi8vc3N1LTA4LONl1cnRFbnJvbGwve3N1
LTA4X0FwYXJuYSUyMENBLmMNydDA9BggrBgEFBQcwAOYxZmlsZTovL1xcc3N1LTA4
XEN1lcnRFbnJvbGxcc3N1LTA4X0FwYXJuYSUYyMENBLMNydDANBgkghkiGO9wOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSuDDcOcUZUUTgrpnTqVpPyejtsyflw
E36cIZu4WsExXREqxbTk8ycx7V50=

Device-1 (config) # exit
Device-1#

Verify the certificate configuration.

Save the certificate configuration to the startup configuration.

Downloading a CA Certificate

Step 1

To download a CA certificate from the Microsoft Certificate Services web interface, follow these steps:

Procedure

From the Microsoft Certificate Services web interface, click Retrieve the CA certificate or certificate

revocation task and click Next.
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Microsoft Certific

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@ Retrieve the CA certificate or certificate revocation list
" Request a certificate
© Check on a pending certificate

Mext >

4757

o3

Step2 From the display list, choose the CA certificate file to download from the displayed list. Then click Base 64
encoded and click Download CA certificate.

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path wiill be installed for you automatically.

Choose file to download:
CA Certificate. (S ey

© DER encoded or & Base 64 encoded
Download CA ceriificate

Download CA certification path

Download |atest certificate revocation list

144758

Step3 Click Open in the File Download dialog box.
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Downloading a CA Certificate

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Choose file to download:
CA Certificate

Current [Apa

€ DER encoded or & Bas
Download CA certificate

Dovnload CA certification p:
Download latest certificate re

Step 4

Some files can ham your comauter. If the file infarmation below
fooks suspiciaus, or wou do not fully st the source, da nat open or
save this fe.

File name: certnew.cer

File type:  Seeurity Ceriicate

Fom 107645108

/B This type of file could ham your computer if it cantains
malicious code.

‘would you like to open the fls or save i to your computer?

Open | save Cancel More Info

x|

I livmys msk betore opening s tipe of i

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA [Flepownload

CA certification path will be installed for you

this certification authority, because the

In the Certificate dialog box, click Copy to File and click OK.

Microsoft

Retrieve The CA Certificate Or Certificate
s

ate

Install this CA certification path to allow canarsl Details | contification ath |

It is not necessary to manually install th
CA certification path will be installed fc

Choose file to download:
CA Certificate:

Revocation List

show: [ear= =]
[ Field | value -
[Sversion V3

Current [Ap

[ serial number

0560 D209 ACE4 1994 4F40 1.,

[ sigrature algarithn shalRSA
Issuer Aparna CA, netstorage, Cisco.., |
[=vaid from 04 Mei 2005 4:16:37
Elvalidto 04 Mei 2007 4:25:17
© DER encoded or ¢ S subject Aparna CA, netstorage, Cisto..,
Download CA certifica |Elrusic ey RSA (512 Bits) ]
Download CA certifica
Dovnload latest certific
Coitpioperties,., | | copytoFie... |

ion authority

from this certification authority, because the

ok

144760

-

Step5 From the Certificate Export Wizard dialog box, choose the Base-64 encoded X.509 (CER) and click Next.
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Microsoft ©

Retrieve The CA Certificate Or Certificate Revocation List "

20|
Install this CA certification path to allow g Detals lcmﬁcaﬁnn Path | ion authority
Itis not necessary to manually install th - show: [<al> - from this certification autharity, because the
CA certification path will be installed fc
Fleld x|
Choose file to download: g\fer.si‘nn . Geport il Forma
CA Certificate (=] Serial numbe: Certificabes can be exported in a variety of File Formats,
—=|5ignature alc
S signature al
= -
=] vald From
= validta Select the Format you want b use:
© DER encoded or ¢ | ¢
%SU‘?IEH (" DER encoded binary X.509 {.CER)
i Erublic ke
Download CA certifica 8o = Bage-64 encoded 2,509 ( CER)
Download CA certifica " Crypographic Message Syntax Standard - PKCS #7 Certificates { P7E)
Download latest certific B e e e
r £ I.
< Back Mext > Cancel

144761

=

Step 6 In the File name: text box on the Certificate Export Wizard dialog box, enter the destination file name and
click Next.

Step7 In the Certificate Export Wizard dialog box, click Finish.

Step8 Enter the Microsoft Windows type command to display the CA certificate stored in Base-64 (PEM) format.

WINNT s¥stem32', crd.exe =0l
rs
) ’
: : f
floygAwl BAgI QRUD BGZRPSR 5 (AME 9,BEAQUEADCE
) q DOEJARYR g 7 A f1JB BAYTAkLO
. AV DUOG . A0 o : OMAWGA
g ; ARE B m 7 nQE i BD
aTh A ' D ¥ f ) ] i 0
QKR 0 AkGA ; NGB BA
: BAGH : 0 Q4uDAYDUG D i
1 ( Bc 3R MBAGA i My DG 0
0 AADE wh wS AJBA 0% JPANE - : 5 L
0 . 0wyl i DME8 10 SR AuEAAZD BuDALE 08
B f D) DURATAG B i B AdR 0 ¥ Ro H DuyRhQ
DURBE BGO fluo o¥oalRBcDo AuOCYD @R
A p DAwo Ch 0 : R
OXE QB B NQQR nOODAgEAMAD DOER
BQUAABEAHuGUQ+8 99 Ay 5t 7 p o
: FoM6& AEQ :
. g o
)
2
=
3
b
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Requesting an Identity Certificate

To request an identify certificate from a Microsoft Certificate server using a PKCS#12 certificate signing
request (CRS), follow these steps:

Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x
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Step 1

Step 2

Step 3

Security Configuration Examples

Procedure

From the Microsoft Certificate Services web interface, click Request a certificate and click Next.

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
© Retrieve the CA certificate or certificate revocation list
# Request a certificate
© Check on a pending certificate

Mext >

Click Advanced request and click Next.

Choose Request Type

Please select the type of request you would like to make:

© User certificate request

E-Mail Protection Certificate

@ Wdvanced request

144766

=

Click Submit a certificate request using a base64 encoded PKCS#10 file or a renewal request using a
base64 encoded PKCS#7 file and click Next.
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|  Security Configuration Examples

Step 4

Step 5

Requesting an Identity Certificate

Microsoft Certif

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Mote that the paolicy of the
certification authority (CA) will determine the certificates that you can obtain.

© Submit a certificate request to this CA using a form
& Submit a certificate request using a basef4 encoded PKCS #10 file or a renewal request using a basef4 encoded PKCS #7 file.

 Request a certificate for a smart card on behalf of another user using the Smart Card Enroliment Station
You must have an enoliment agent cedfficate to submit a request for another user.

144767

|

In the Saved Request text box, paste the base64 PKCS#10 certificate request and click Next. The certificate

request is copied from the Cisco NX-OS device console.

Microsoft

Submit A Saved Request

Paste a basefd encoded PKCS #10 cerificate request or PKCS #7 renewal request generated by an external application {such as aweb
senver) into the request field to submit the request to the certification authority [CA)

Saved Request:

Vo EOVEV AgNBLAGY Tz AVEgkahk1GIw0ECOrxCENG A |
DiEpMCewd Q¥DVRORAQH/ BBswGY IRVNVnYEHEMS 5]
Basebd Encoded |EoZThiveNAQEEBQADGTEAKTE0KER 60060 0sDXIVE
Certificate Request |PELrHeWUE/ puHayEfQl2 Tiecglve 12d15133 TEFZ
(PKCE #10 or #F); |8223bNDpNsMBr k 1wk &hikr VLENUZEF Txgb i fngPH
--END CERTIFICATE REQUEST----- -
1 5

Browse for a file to insert

Additional Attributes:

Attributes:

144768

Wait one or two days until the certificate is issued by the CA administrator.
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. Requesting an Identity Certificate

Microsoft Certifica

Certificate Pending

Please return to this web site in a day or two to retrieve your certificate

Note: Vou rrust return with this web browser within 10 days to retrieve your cerificate

Your certificate request has been received. However, you must wait for an administrator to issue the certificate you requested

Step6 Note that the CA administrator approves the certificate request.

| ::5& Certification Authority

J Action  Wiew H L] -’l‘ ||§

KT

Tree I

Request 1D

@ Certification Authority (Local)
E\-@ Aparna Ch

(1l Revoked Certificates
[ Tssued Certificates

: £4) Pending Requests
+..[[7] Failed Requests

21|

Help

Refresh

Requester Name:

|

|Conta\ns operations that can be performed on the object,

144769

Step7 From the Microsoft Certificate Services web interface, click Check on a pending certificate and click Next.

144770
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Requesting an Identity Certificate .

Microsoft Certif

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
€ Retrieve the CA certificate or certificate revocation list
" Request a certificate
& Check on a pending certificate

Mext >

Step8 Choose the certificate request that you want to check and click Next.

Microsoft

Check On A Pending Certificate Request

Please select the cedificate request you want to check

Reguest Cedifics 1ember 2

Mext >

144772

Step9 Click Base 64 encoded and click Download CA certificate.
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Requesting an Identity Certificate

Step 10

Microsoft Certifica

Certificate Issued

The certificate you requested was issued to you

Download CA certificate
== Download CA certification path

© DER encoded or @ Base 64 encoded

In the File Download dialog box, click Open.

Certificate Issued

The certificate you requested was issued to you

CDER encoded or @ Base 6/ ]
Dowvnload CA certificate @) Some files can haim your computer. If the file information below
== Download CA certification path = looks suspicious, of you do not fully st the source, do not open or

save this file.

File name: certnew.car
File type:  Securiy Cartificats
Fom 107645108

/A This type of file could harm your computer if it contains
malicios code.

Would pou fike to open the file or save it to pour computer?

Open | zae Cancel More Info

IV Alimys ask betore opening Hhis byse o fil

774

a3

Step 11 In the Certificate box, click Details tab and click Copy to File.... In the Certificate Export Dialog box, click
Base-64 encoded X.509 (.CER), and click Next.

[l Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x



Security Configuration Examples

Step 12

Requesting an Identity Certificate

Cisco Systems, Inc.

=101

|« Genersl Detals | Certficstion Path | I b S -
= ke )
A | showr [cat> ~ ] Peo [ 7]
= = |
version [
= serial number 0433 BEAL 0000 0000 0074
[Fsignature algorithm shalRsA
= 1ssuer Aparna CA, netstorage, Cisca,,.
= valid from 12 Nopember 2005 8:32:40
Evalid ta 12 Noperber 2006 8:42:40
= subject Vegas-1.cisco.com
[Epublic key RSA (1024 Bits) =
Certificate Export Wizard x|
Export File Farmat
Certificates can be exported in a varisty of file Formats.
select the Format you want to use:
" DER encoded binary %.509 {.CER)
Edit Properties. Copy to File... & Base-84 encaded %509 (,CER)
" Cryptographic Message Synitax Standard - PKCS #7 Certificates (.P7B)
ok
I clude ol c=riificatis i the icertiication math f ossible
€ personsl Information Exchan= - PRCS 12 G PRR
I | Incltide all carbificates i bhe certiization pathik passible
I Ennable strony protection (requires 1£5,0, 1T 4,0 5P or sboys)
I Delete the private key if the export is successful
< Back Mext = Cancel
o
~
~
g
;I <

In the File name: text box on the Certificate Export Wizard dialog box, enter the destination file name and
click Next.

=lgix|
|
. General Detais | Certification Path | -3 E- 5
= »
A show: [ - =] @0 ks

= W g ——

[ version v3

(= serial number 0433 BEAL 0000 0000 0074

= sigrature algarithm shalRSA

Issuer Aparna CA, netstorage, Cisco... -

(=valid fram 12 Hopember 2005 5:32:40

[Evalidto 12 Hopember 2006 5:42:40

= subject Vegas-1.cisce,com

[SlPublic key R5a (1024 Bits) =l

Cer! te Export Wizard x|
File to Export
Specify the name of the file you want to export
Eile name:
Edtrrometesi ||| Comytar Driitesteerts\myID.cer Browse,
< Back Mext = Cancel
©
~
3
— _I o

Step 13 Click Finish.
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Security Configuration Examples

ol x|
. Gemeral Details \ Certification Path |
| Y
A show: [l = =] @eo |Links
[ version V3
=] seril rumber 0433 EAL 0000 0000 0074
= signature algarithm shalRSA
S tssuer Aparna CA, netstorage, Cisco...
[Zvalid from 12 Nopember 2005 8:32:40
Fvalidto 12 Nopember 2006 842140
[ subject Vegas-1,cisco,com
[SPublic key FiSa (1024 Bits) =
x|
Completing the Certificate Export
Wizarcd
You have successfully completed the Certificate Export
wizard.
Copy ta F You have specified the following settings:
Fie Name Diitest
Expart Keys o
[ Include al certificates in the certification path Ho
Fi Farmat Basetd
] |
<Back ] e ] R } -
P~
~
<
B

i

D:“testcerts>type mylD.cer

MIIEADCCAGggAwI BAgIKCj000QAAAAARdDANBykghkiG?wBBAQUFADCBKDEgMB4G
CEgGS I h3DGEJARYRY Wi hbmRrZUBjakNjby5s ih28xCzAJBgNUBAY TAK1OMRI wEAY D
UGG1 EwlLY ¥ Ju¥Y¥Rha2 ExE jAQBgNUBAcT CUJhbndhhG? yZT EOMAWGA1UEChHMFQ2 1=
Y28xEzARBgNUBAsTCmS 1dHNBh3JhZ2UxE jAQBgNUBAMT CUFwY ¥ JuY SBDQT fle Fulu
MTExMT I uM=A yNDBaFuluH jExMT I uMz EyNDBaMBuxGjAY BgNUBAMT EUZ1Z2F=LT Eu
¥21=¥28u¥29tMIGFMABGCEgGS I h3DQEBAQUAAR4GNADCBiQKBgQC-GHUAC, jQu41C
dQ1WkjKjS I CdpLf K5e JSmNCQu jGpeculsZPFR jF2Uoive CYEBy IncHywh EBB»J 47
g 1lxr42 /s 19 IRLh Budl/c j? JS5f KK koa?xWYAuSrDE=8 jHCn IM4W1aY /q2g4Gh
x7Rif dUB6uFgFZEgs1? 7 Elash?LxLwlDAQABo4] CEz CCAgB8wJQY DURARAQH BB w
GYIRUmUnY¥MtMES ja¥Njbys jh22HBKwHHG [ wHQY DURBOEBY EFKCLi +2 s s pUEFf g»R
bhhilm1Uyo? jngM I HHBgNUHEMEgc Qugc GAFCcoB8kalGtwjTEUN j= kY UBo LFmxoxo ¥ GU
pIGTHI GQMEAvHgY JKo Z1 hucNAGKBFhFhhWFuZGt 1QGNpc 2MuLnNuhT ELMALKGA1UE
BhMCSU4xEjAQBgNUBAgT CUthemShdGFrYTESMBAGA1UEBxMJQnFuZ2Fsh3J1MQ4u
DAYDUQQKEwWUDaRN jhz ETMBEGALUECxMKbmUBc 3RvcmFnZT ESMBAGA1UEAXMJQR Bh
cmShl ENBghAFYNKJrLQZ1E?JEi WMrR16MGs GA1UdHwRKMGI wLgAsoCqgGKGhBAHAG
Ly?zc2UtMDgvQ2Uyd EVucm?sbhC?Bec GFybmE1MFBDQES jemuMKAwo CyGEnZphGU 6
Ly?cRHNzZE8 BuwQFxDZE JARWS yh2 xs R EFwY R JuY SU yMENBLmNybDCEig¥ [ KuwYBEQUH
AGEEF jBBMDsGCCsGAQUFBzAChi?odHRw0i8uc3NILT A4LBN1cnRFbn JubGuuc3N1
LTA4XAFuY X JuYSUyMENELmMydDA? BggrBgEFBGc wAo ¥ xZmlsZToulli xcc3N1LTA4
HENlcnRFbnduhGxcc 3INILTA4XAFwY ¥ Ju¥SUyMENBLmN ydDANBgkghk iG?wBBAQUF
AANBADLGEGs he ?GHNLh? xe OTWBNbm2 4062 Z5uDDec OcUZUUT grpnTgUpPye jtsyf 1u
E36c ] Zudls ExREgqxhT k8 ycx?USo0=

————— END CERTIFICATE————

D:“testcerts?

Step 14 Enter the Microsoft Windows type command to display the identity certificate in base64-encoded format.

10l x|

144778

Revoking a Certificate

To revoke a certificate using the Microsoft CA administrator program, follow these steps:
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Revoking a Certificate

Procedure

Step1 From the Certification Authority tree, click Issued Certificates folder. From the list, right-click the certificate

Step 2

Tree I Requester Name Einary Certificate | Serial Mumber | Certificate EFfective Da;l
FE Certiication Athorty (Locd) SSE-0BYIUSR_S5... --—-BEGIN CERTL.. 786263d0000000000053 920/2005 127 &M
A aparna Ca Ean SSE-0BYILISR _S5... --—-BEGIN CERTL.. 7862643d00000000005a 9202005 4:27 AW
[ revoked Certificates Ea S5E-08VUSR_55... --BEGIMN CERTL.. 786264d300000000005k 20/2005 4:27 &AM
-iZ3] Issued Certificates 92 SSE-081IUSR_S5... --BEGIM CERTL., 7c32781800000000005C 9f20/2005 10:14 PM
(17 Pending Requests Eloz SS9E-08YIUSR_S5... -—--BEGIM CERTL.. 7c32782700000000005d 9f20/2005 10:14 PM
[ Falled Requests [E= SSE-08YIUSR_55... --BEGIM CERTL.., 7c32733700000000005e Qf20/2005 10:14 PM
Elos SSE-08YIUSR_S5... --BEGIM CERTL...  7c32784700000000005F fZ0f2005 10:14 PH
Eoa S5E-0BYIUSR_S5... --BEGIM CERTL... 7ca48c22000000000062 21f2005 12:18 &M
Eloo SSE-0B1IUSR_S5... —-BEGIM CERTL.. 021a3d1a000000000063 QZ212005 1:45 AM
100 S9E-081IUSR_55... —-BEGIM CERTL..  1c1013cf00000000006% QZFI2005 2194 AM
Eot SSE-08YIUSR_55... EGIN CERTL.. 1c10d121000000000065 QIEFI2005 2145 AM
Eoz SSE-08YIUSR_S5... --BEGIM CERTL...  Zb4eb367000000000066 9f30/2005 1:46 AM
103 S5E-0BYIUSR_S5... --BEGIM CERTL...  458bsb43000000000057 10/5/2005 4:03 AM
Elio4 S5E-081IUSR _55... --BEGIN CERTL..  4ebSh327000000000065 10/6j2005 10:46 PM
Elios SSE-081IUSR_S5... —-BEGIM CERTL.. 4f60084100000000006% 10/7j2005 1:52 AM
106 SS9E-081IUSR_55... EGIM CERTL..  4fdf356400000000006a 10/7j2005 4:11 AM
107 SSE-081IUSR_55... --BEGIM CERTL... Sf3e8c96000000000060 10/10f2005 3:49 AM
108 SSE-08YIUSR_55... --BEGIM CERTL...  Sf413d2000000000006c 10/10/2005 3:52 &M
109 S5E-0BYIUSR_S5... --BEGIM CERTL...  17b22deB00000000006d 10/18/2005 12:20 AM
Eio S5E-0B1IUSR _55... --BEGIN CERTL..  17b30676000000000062 10/18/2005 12:21 AM
111 SSE-081IUSR_55... —-BEGIM CERTL..  112a33060000000000&F 10/19/2005 11:58 PM
Ez SSE-08YIUSR_S5... -—--BEGIM CERTL.. 170beasb000000000070 10/20/2005 11:53 PM
Es SSE-081IUSR_55... --BEGIM CERTL... 4aafff2e000000000071 1043142005 12:32 AM
SSE-0BYIUSR_55... --BEGIM CERTL... 7Sccéefc000000000072 11/8/2005 11:26 PM
SSE-0BYIUSR_S5... BEGIM CERTIL... 78e34161000000000073 11/8/2005 11:51 PM
0 H 74
Open g)
= I~
=
<
-
Step3 From the Reason code drop-down list, choose a reason for the revocation and click Yes.
=1alx]
[\ Action  Yiew ”@-P‘ |||§ ‘
Tree I Request I0 Requester Narne Einary Certificate | Serial Humber | Certificate Effective Da:l
[ Certification Authority (Local) Elsa SSE-D8|IUSR_SS. .. 786263d0000000000059 5/20{2005 4:27 &M
=HE tiparna CA oo SSE-081IUSR_S5... 7862643d00000000005 9/Z0{2005 4:27 AM
[ Revoked Certificates [E= 3 S5E-08YIUSR_S5... FHE264d9000000000050 9f20/2005 4:27 &M
24 Issued Certificates oz SSE-08\IUSR_S5... FC32751800000000005 94202005 10:14 PM
(23 Pending Requests oz SSE-0S\IUSR_S5... -——BEGIM CERTL.. Fc32782700000000005d 9/20/2005 10:14 PM
[0 Failed Requests [E= =) SSE-D8\IUSR_SS. .. EEGIM CERTL., 7c32753700000000005e 9/20/2005 10:14 PM
Elas SSE-08\IUSR_S5... EGIM CERTL.. 7c32784700000000005F 942042005 10:14 PM
o = 0000062 9/21/2005 12:13 AM
[E= =t 0000063 9/22/2005 1:45 AM
=00 Are you sure you want to revoke the selected certificate(s)? 00006+ B/Z7}2005 Z:44 AM
101 0000085 9/27/2005 2:45 AM
=10z “Y'ou may specify a reazon for this revocation 0000066 53042005 1:46 AM
103 Tat 0000067 10/5/2005 +:03 AM
104 [Unspeciied = 000006E 10/6{2005 10:46 PM
=li0s 0000069 10/7/2005 1:52 44
106 Loy Mo I 000064 10{7/2005 4:11 &M
107 0000060 10/10/2005 3:49 AM
=108 E-OEIOeR 000006 10/10/2005 3:52 AM
109 SSE-08\IUSR_S5... 17b22def00000000006d 10182005 12:20 AM
11 SSE-08\IUSR_S5... 17b3067600000000006 10182005 12:21 AM
=111 SSE-08\IUSR_S5... 11ea380600000000006F 10/19/2005 11:58 PM
11z SSE-08\IUSR_S5... 170beadbi00000000070 10/20/2005 11:53 PM
[E= ERE SSE-08\IUSR_S5... 4aafff2e000000000071 10/31/2005 12:32 AM
=114 SSE-08\IUSR_S5... FEccteto000000000072 11/8/2005 11:26 PM
=115 SSE-08\IUSR_S5... FEe34161000000000073 11/8/2005 11:51 PM
=11 SSE-08\IUSR_S5... 0a338eal000000000074 11/12/2005 8:32 AM
o
4 | Hog
=
| | | s
I -

that you want to revoke.
Choose All Tasks > Revoke Certificate.

|J Action  Miew |I & = |

=l0ix|

Step4 Click the Revoked Certificates folder to list and verify the certificate revocation.
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. Generating and Publishing the CRL

— - =13lx]
|!ﬂction Wiew |\<)='-P‘ EIIE «l@ ‘
Tree I Reequester Name Binary Certificate | Serial Mumber I Certificate Effective Date :!
JE3 Certificztion Autharity (Local) SSE-D\[USR_SS... -----BEGIN CERTI.. 5d3e53cd00000000000F 6/30/2005 3:27 AM
-5 Aparma CA SSE-08|IUSR_35... 5db14043000000000010 6302005 3:30 AM
R = SSE-08\IUSR_S5... Sezd7c1b00000000001 1 6f30/2005 5:46 AM
[ Issued Certificates SSE-084IUSR_S5... 16db4fEF000000000012 7I6/2005 3:21 AM
(2 Pending Requests S3E-08IUSR_55... 261c3924000000000013 71142005 5:00 AM
[ Failed Requests SSE-081IUSR_S5... 262b5202000000000014 TI14)2005 5116 AM
SSE-0E\IUSR_55.., 2634c7F2000000000015 TI14)2005 5127 AM
SSE-0E\IUSR_55... 2635b000000000000016 Ti14)2005 5:28 AM
SSE-08\IUSR_55... 26455040000000000017 71142005 5:48 AM
SSE-08\IUSR_SS... 2a276357000000000015 7i14/2005 11:51 PM
SSE-08MIUSR_S5.., 3f88cbfF00000000001% TI192005 3:29 AM
SSE-08IUSR_SS...  -----BEGIN CERTL.. &e4bSFSfO0000000001a TI2812005 3:58 AM
SSE-0E\IUSR_55... -BEGIN CERTI... 725b&9d8000000000010 TI28(2005 10:54 PM
SSE-08\IUSR_SS... -----BEGIN CERTI... 735a857800000000001c FI29/2005 3:33 AM
SSE-08\IUSR_S55... -BEGIN CERTI... 148511c700000000001d 8/3/2005 11:30 PM
SSE-08\IUSR_55... -----BEGIN CERTIL.. 14a7170100000000001e 842005 12:07 &AM
SSE-08IUSR_55... 14fc45b500000000001F 8/4/2005 1:40 AM
SSE-081IUSR_55.., 486ce80b000000000020 8/17)2005 3:58 AM
SSE-0E\IUSR_55... “4ca4a33a000000000021 8172005 11:37 PM
SSE-08\IUSR_S5... 1a555c8e00000000002f 911/2005 11:36 PM
SSE-084IUSR_S5... 3f0545dd00000000003F 2I9/2005 1:11 AM
SSE-08MIUSR_S5... 3f619b7e000000000042 2005 2:48 AM
SSE-08IUSR_55... 6313c463000000000052 9162005 1:09 AM
SSE-0E\IUSR_55... 703861e3000000000060 2202005 10:20 PM
SSE-08\IUSR_55... 7c6ee351000000000061 QfZ0/2005 11:20 PM
SSE-08\IUSR_S5... -----BEGIN CERTI.. 0a338eal000000000074 11/12/2005 5:32 &M =
-
| i =
T
1 | *

Generating and Publishing the CRL

To generate and publish the CRL using the Microsoft CA administrator program, follow these steps:
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Generating and Publishing the CRL .

Procedure

Step1 From the Certification Authority screen, choose Action > All Tasks > Publish.

=10l x|
] |
Request ID | Requester MName Binary Certificate | Serial Number | Certificate Effective Date AJ
Refresh by locay | |E1S SSE-DB\IUSR_SS,,, -—-—BEGIN CERTL.. SdaeS3cd00000000000F 6/30/2005 3:27 AM
Export List..., B SSE-DB\IUSR_SS,., ---—BEGIM CERTL.. S5db140d3000000000010 6/30/2005 3:30 AM
- : 17 SSE-DBVUSR_SS.,, -—-—BEGIN CERTL.. Se2d7c1b00000000O01L 6/30/2005 5146 AM
fibbeics Ficates B SSE-OB\IUSR_SS,., —BEGINCERTL.. 16dbdfSFO00000000012 7/8/2005 3:21 AM
Help uests 1o SSE-DBVIUSR_SS.., ——-—BEGIM CERTL.. 261c3924000000000013 7/14/2005 5:00 AM
—TFEETREMests a0 SSE-DB\IUSR_5S,,, -—-—BEGIN CERTL.. 262b5202000000000014 7/14/2005 5116 AM
B2t SSE-DBVIUSR_SS... ——BEGIN CERTL.. 2634c7F2000000000015 7/14/2005 5:27 AM
P SSE-DB\IUSR_SS,,. ---—BEGIM CERTL.. 2635b000000000000016 7/14/2005 5:25 AM
P fee] SSE-DBIIUSR_S5.., EGIM CERTL.. 26485040000000000017 7/14/2005 5145 AM
e SSE-DB\IUSR_SS.,, - BEGIN CERTL.. 2a276357000000000018 7/14/2005 11:51 PM
e SSE-DBIIUSR_S5.., BEGIN CERTL... 3f88cbf7000000000019 7119/2005 3:29 AM
e SSE-DBIIUSR_S5.., EGIM CERTL.. 6e4bSFSFO0000000001a 7/28/2005 3:58 AM
P ferd SSE-DBIIUSR_S5.., EGIN CERTL.. 725b29d500000000001h 71282005 10:54 PM
e SSE-DBIIUSR_S5.., EGIM CERTL.. 735a887800000000001c 71292005 3:33 AM
o SSE-DBIIUSR_S5.., EGIM CERTL.. 148511c700000000001d &/3/2005 11:30 PM
B0 SSE-DBIIUSR_S5.., EGIM CERTL.. 14a7170100000000001e /4/2005 12:07 AM
st SSE-DBVUSR_SS.,, - BEGIN CERTL... 14Fc4Sb500000000001F /4/2005 1:40 AM
Pk SSE-DEIIUSR_SS.., EGIM CERTL.. 486ce80b000000000020 &/17/2005 3:58 AM
P kes] SSE-DBIIUSR_S5.., EGIM CERTL.. dcada3aall0000000021 /172005 11:37 PM
47 SSE-DBIIUSR_S5.., EGIM CERTL.. 1aa55c5e00000000002F 9/1/2005 11:36 PM
ea SSE-DBIIUSR_S5.., EGIM CERTL.. 3F0S45Ad00000000003F 9/9/2005 1:11 AM
es SSE-DBIIUSR_S5.., EGIM CERTL.. 3F619b7e000000000042 9/9/2005 2:48 AM
=k SSE-DBIIUSR_S5.., EGIM CERTL.. £313c463000000000052 9/16/2005 1:09 AM
[oe SSE-DBIIUSR_S5.., EGIM CERTL.. 7c3361e3000000000060 9/20/2005 10:20 PM
o7 SSE-DBIIUSR_S5.., EGIM CERTL.. 7c6ee35 1000000000061 9/20/2005 11:20 PM
e SSE-DEIIUSR_SS.., EGIM CERTL.. 0a338eal000000000074 11/12/2005 &:32 AM =
4 | 2

144782

ICDnta\ns operations that can be performed on the object, o |

Step2 In the Certificate Revocation List dialog box, click Yes to publish the latest CRL.

: =13l
E |
Tree I Binary Certificate | Serial Number | Certificate Effective Date AJ
[E3 Certification Autharity (Loca) SSE-08IUSR_S5... 5d2e53cd00000000000F 6/30/2005 3:27 AM
=i Aparna ca SSE-DB{IUSR_S5... 5db140d3000000000010 6/30/2005 3:30 AM
29 Revoked Certificates SSE-08IIUSR_SS.., Se2d7c1b00000000001 1 6/30/2005 546 AM
(2 Issued Certificates SSE-08IIUSR_SS.. 16db4faf000000000012 7/8{2005 3:21 AM
(L1 Pending Requests SSE-08IIUSR_SS... 26103924000000000013 7/14{2005 S:00 AM
“-[]] Failed Requests SSE-08YIUSR_SS.. 262b520200000000001 4 7/14)2005 5116 AM
SSE-08IIUSR_SS.. 2634C7F2000000000015 7/14)2005 5:27 AM
SSE-08IIUSR_SS.. 2635b000000000000016 7/14)2005 5:28 AM
SSE-081IUSR_S: 26455040000000000017 7/14)2005 S:48 AM
. | |z005 11:51 PM
2005 3:29 AM
& The last published CRL is still valid and can be used by clients. Are vou sure vou want ta publish a new cRL? [2005 3158 AM
2005 10054 PM
2005 3:33 AM
es Ho 005 11:30 PM
005 12:07 AM
31 SSE-08YIUSR_S5.., - BEGIN CERTI.. 14fc45bS00000000001F 8/4/2005 1:40 AM
32 SSE-08IIUSR_SS.. EGIM CERTL.. 486ce50b000000000020 /172005 3158 AM
33 SSE-08IIUSR_SS.. EGIN CERTL.. 4ca4a3aa000000000021 8/17/2005 11137 PM
47 SSE-08IIUSR_SS.. EGIM CERTL.. 1aaSSc8e0n0o000000zf 9/1/2005 11:36 PM
63 SSE-08IIUSR_SS.. EGIN CERT] 3f0845dd00000000003F 9/9/2005 1:11 AM
66 SSE-08YIUSR_SS.. EGIM CERTL..  3f619b7e000000000042 9/9/2005 2145 AM
82 SSE-08IIUSR_SS.. EGIN CERTL.. 6313c463000000000052 9/16/2005 1:09 AM
96 SSE-08IIUSR_SS.. EGIN CERTL.. 7c3861e3000000000060 9/20/2005 10120 PM
97 SSE-08IIUSR_SS.. EGIN CERTL.. 7c6ee351000000000061 9/20/2005 11:20 PM
116 SSE-08IIUSR_SS.. EGIN CERT] 0a3358eal000000000074 11/12{2005 &:32 AM

K| |

2 |

mt
144783
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Downloading the CRL

To download the CRL from the Microsoft CA website, follow these steps:

Procedure

Step1 From the Microsoft Certificate Services web interface, click Retrieve the CA certificate or certificate
revocation list and click Next.

Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x
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Step 2

Step 3

Downloading the CRL

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@ Retrieve the CA certificate or certificate revocation list
" Request a certificate
© Check on a pending certificate

Mext >

Click Download latest certificate revocation list.

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path wiill be installed for you automatically.

Choose file to downloa
CA Certificate: [Sffiean

© DER encoded or & Base 64 encoded
Download CA ceriificate

Download CA certification path

Download |atest certificate revocation list

144785

In the File Download dialog box, click Save.
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Downloading the CRL

Microsoft C

Retrieve The CA Cettificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

It is not necessary to manually install the I File bownload | x|

CA certification path will be installed for yoL @

Some files can harm your computer. If the fle information below
looks suspiciaus. or you do ol Ry st the saurce, do nat open or
Choose file to download: save this file
CA Certificate Elite i

File type:  Cartificate Flevoation List

From 10.76.45.108
CDER encoded or & Ba
Dovnload CA cerificate

Download CA certification ¢
Download latest certificate ¢ Goen | sae Cancel

“wiauld you lks ta open th fils or save it to your computer?

More Info

this certification authority, because the

IV Always ask befors opaning this type of fls

Step4 In the Save As dialog box, enter the destination file name and click Save.

144786

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

It is not necessary to manually install the CA Cp e —
CA certification path will be installed for you nw" =

Choose file to download:

=l e ®BckE-

Savein: | £ testeents

im 5Ilomthls cetification authority, because the

21X

CA Certificate: [Siiaura]

© DER encoded or & Base
Dovnload CA certificate

Dovnload CA certification pa
Download latest certificate re:

[apamata e =l
| Cettificate Revocation List =l

File name

Save as bype

Step5 Enter the Microsoft Windows type command to display the CRL.

144787
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Importing the CRL

To import the CRL to the trust point corresponding to the CA, follow these steps:

Procedure

Step1 Copy the CRL file to the Cisco NX-OS device bootflash.

Example:

Device-1# copy tftp:apranaCA.crl bootflash:aparnaCA.crl

Step2 Configure the CRL.

Example:
Device-14# configure terminal

Device-1(config) # crypto ca crl request myCA bootflash:aparnaCA.crl
Device-1 (config) #

Step3 Display the contents of the CRL.

Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x
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Example:

Device-1 (config) # show crypto ca crl myCA
Trustpoint: myCA
CRL:
Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /emailAddress=admin@yourcompany.com/C=IN/ST=Karnatak
Yourcompany/OU=netstorage/CN=Aparna CA
Last Update: Nov 12 04:36:04 2005 GMT
Next Update: Nov 19 16:56:04 2005 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:27:28:F2:46:83:1B:AC:23:4C:45:4D:8E:C9:18:50:1
1.3.6.1.4.1.311.21.1:

Revoked Certificates:
Serial Number: 611B09A1000000000002
Revocation Date: Aug 16 21:52:19 2005 GMT
Serial Number: 4CDE464E000000000003
Revocation Date: Aug 16 21:52:29 2005 GMT
Serial Number: 4CFC2B42000000000004
Revocation Date: Aug 16 21:52:41 2005 GMT
Serial Number: 6C699EC2000000000005
Revocation Date: Aug 16 21:52:52 2005 GMT
Serial Number: 6CCF7DDC000000000006
Revocation Date: Jun 8 00:12:04 2005 GMT
Serial Number: 70CC4FFF000000000007
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 4D9B1116000000000008
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 52A80230000000000009
Revocation Date: Jun 27 23:47:06 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 5349AD4600000000000A
Revocation Date: Jun 27 23:47:22 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 53BD173C00000000000B
Revocation Date: Jul 4 18:04:01 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Certificate Hold
Serial Number: 591E7ACE00000000000C
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: S5D3FD52E00000000000D
Revocation Date: Jun 29 22:07:25 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: 5DAB771300000000000E
Revocation Date: Jul 14 00:33:56 2005 GMT
Serial Number: 5DAE53CD0O0000000000F
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5DB140D3000000000010
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5E2D7C1B000000000011
Revocation Date: Jul 6 21:12:10 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation
Serial Number: 16DB4F8F000000000012
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 261C3924000000000013
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 262B5202000000000014

Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x
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Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:

Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation

Date: Jul 14 00:33:10
2634C7F2000000000015
Date: Jul 14 00:32:45
2635B000000000000016
Date: Jul 14 00:31:51
26485040000000000017
Date: Jul 14 00:32:25
2A276357000000000018

Revocation Date: Aug 16 21:53:15 2005 GMT

3F88CBF7000000000019
Date: Aug 16 21:53:15
6E4B5F5F00000000001A
Date: Aug 16 21:53:15
725B89D800000000001B
Date: Aug 16 21:53:15
735A887800000000001C
Date: Aug 16 21:53:15
148511C700000000001D
Date: Aug 16 21:53:15
14A7170100000000001E
Date: Aug 16 21:53:15
14FC45B500000000001F
Date: Aug 17 18:30:42
486CE80B000000000020
Date: Aug 17 18:30:43
4CA4A3AA000000000021
Date: Aug 17 18:30:43
1AA55C8E00000000002F
Date: Sep 5 17:07:06
3F0845DD00000000003F
Date: Sep 8 20:24:32
3F619B7E000000000042
Date: Sep 8 21:40:48
6313C463000000000052
Date: Sep 19 17:37:18
7C3861E3000000000060
Date: Sep 20 17:52:56
7C6EE351000000000061
Date: Sep 20 18:52:30
0A338EA1000000000074
Date: Nov 12 04:34:42

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

<__
2005

Configuration Examples for User Accounts and RBAC .

GMT
GMT
GMT

GMT

GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT
GMT

Revoked identity certificate
GMT

Signature Algorithm: shalWithRSAEncryption
Ob:cb:dd:43:0a:08:62:1e:80:95:06:6f:4d:ab:0c:d8:8e:32:
44:8e:a7:94:97:af:02:09:26:9c:14:fd:eb:90:cf:18:c9:96:
29:bb:57:37:d9:1f:d5:bd:4e:9a:4b:18:2b:00:2f:d2:6e:cl:
la:9f:1a:49:07:9¢c:58:24:d7:72

Note The identity certificate for the device that was revoked (serial number 0A338EA1000000000074) is
listed at the end.

Configuration Examples for User Accounts and RBAC

The following example shows how to configure a user role:

role name User-role-A
rule 3 permit read-write feature l2nac
rule 2 permit read-write feature dotlx
rule 1 deny command clear *

The following example shows how to create a user role that can configure an interface to enable and show
HSRP and show GLBP:

role name iftest
rule 1 permit command config t; interface *; hsrp *
rule 2 permit read-write feature hsrp

Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x
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. Configuration Example for 802.1X

rule 3 permit read feature glbp

In the above example, rule 1 allows you to configure HSRP on an interface, rule 2 allows you to configure
the config hsrp commands and enable the exec-level show and debug commands for HSRP, and rule 3 allows
you to enable the exec-level show and debug glbp commands.

The following example shows how to configure a user role that can configure only a specific interface:

role name Int Eth2-3 only
rule 1 permit command configure terminal; interface *
interface policy deny
permit interface Ethernet2/3

The following example shows how to configure a user role feature group:

role feature-group name Security-features

feature radius

feature tacacs

feature dotlx

feature aaa

feature 1l2nac

feature acl

feature access-1list

The following example shows how to configure a user account:

username userl password Als2D4f5 role User-role-A

Configuration Example for 802.1X

A

The following example shows how to configure 802.1X:

feature dotlx
aaa authentication dotlx default group rad2
interface Ethernet2/1

dotlx port-control auto

Note

Repeat the dotlx port-control auto command for all interfaces that require 802.1X authentication.

Configuration Example for NAC

The following example shows how to configure NAC:

feature eou
aaa authentication eou default group radius
mac access-list macacl-01
10 permit any any 0x100
interface Ethernet8/1
mac access-group macacl-01

Configuration Examples for Cisco TrustSec

This section provides configuration examples for Cisco TrustSec.

Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x
[ 30 | |



|  Security Configuration Examples
Enabling Cisco TrustSec .

Enabling Cisco TrustSec
The following example shows how to enable Cisco TrustSec:

feature dotlx
feature cts
cts device-id devicel password Cisco321

Configuring AAA for Cisco TrustSec on a Seed Cisco NX-0S Device
The following example shows how to configure AAA for Cisco TrustSec on the seed Cisco NX-OS device:

radius-server host 10.10.1.1 key Ciscol23 pac
aaa group server radius Radl

server 10.10.1.1

use-vrf management
aaa authentication dotlx default group Radl
aaa authorization cts default group Radl

Enabling Cisco TrustSec Authentication on an Interface

The following example shows how to enable Cisco TrustSec authentication with a clear text password on an
interface:

interface ethernet 2/1
cts dotlx
shutdown
no shutdown

Configuring Cisco TrustSec Authentication in Manual Mode

The following example shows how to configure Cisco TrustSec authentication in manual mode static policy
on an interface:

interface ethernet 2/1
cts manual
sap pmk abcdef modelist gmac
policy static sgt 0x20

The following example shows how to configure Cisco TrustSec authentication in manual mode dynamic
policy on an interface:

interface ethernet 2/2
cts manual
policy dynamic identity device2
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Configuring Cisco TrustSec Role-Based Policy Enforcement for the default
VRF

The following example shows how to enable Cisco TrustSec role-based policy enforcement for the default
VREF:

cts role-based enforcement

Configuring Cisco TrustSec Role-Based Policy Enforcement for a Nondefault
VRF

The following example shows how to enable Cisco TrustSec role-based policy enforcement for a nondefault
VREF:

vrf context test
cts role-based enforcement

Configuring Cisco TrustSec Role-Based Policy Enforcement for a VLAN
The following example shows how to enable Cisco TrustSec role-based policy enforcement for a VLAN:

vlan 10
cts role-based enforcement

Configuring IPv4 Address to SGACL SGT Mapping for the Default VRF

The following example shows how to manually configure IPv4 address to SGACL SGT mapping for Cisco
TrustSec role-based policies for the default VRF:

cts role-based sgt-map 10.1.1.1 20

Configuring IPv4 Address to SGACL SGT Mapping for a Nondefault VRF

The following example shows how to manually configure IPv4 address to SGACL SGT mapping for Cisco
TrustSec role-based policies for a nondefault VRF:

vrf context test
cts role-based sgt-map 30.1.1.1 30

Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x
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Configuring IPv4 Address to SGACL SGT Mapping for a VLAN .

Configuring IPv4 Address to SGACL SGT Mapping for a VLAN

The following example shows how to manually configure IPv4 address to SGACL SGT mapping for Cisco
TrustSec role-based policies for a VLAN:

vlan 10
cts role-based sgt-map 20.1.1.1 20

Manually Configuring Cisco TrustSec SGACLs

The following example shows how to manually configure Cisco TrustSec SGACLs:

cts role-based access-1list abcd
permit icmp
cts role-based sgt 10 dgt 20 access-list abcd

The following example shows how to enable RBACL logging:

cts role-based access-1list RBACL1

deny tcp src eq 1111 dest eq 2222 log

cts role-based sgt 10 dgt 20 access-list RBACL1
cts role-based sgt-map 1.1.1.1 10

cts role-based sgt-map 1.1.1.2 20

The above configuration generates the following ACLLOG syslog:

$ACLLOG-6-ACLLOG_FLOW INTERVAL: SGT: 10, Source IP: 1.1.1.1, Destination IP: 1.1.1.2, Source
Port: 1111, Destination Port: 2222, Source Interface: Ethernet4/1, Protocol: tcp, Hit-count
=2

Note

The ACLLOG syslog does not contain the destination group tag (DGT) information of the matched RBACL
policy. You can find this information by looking up the IP-SGT mapping of the destination IP address in
the log message and then entering the show cts role-based sgt-map command.

The following example shows how to enable and display RBACL statistics:

cts role-based counters enable
show cts role-based counters sgt 10 dgt 20

RBACL policy counters enabled
sgt: 10 dgt: 20 [180]
rbacl testl:

deny tcp src eq 1111 dest eq 2222 [75]
deny tcp src eq 2222 dest eq 3333 [25]
rbacl test2:

deny udp src eq 1111 dest eq 2222 [30]
deny udp src eq 2222 dest eq 3333 [50]
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Manually Configuring SXP Peer Connections

This figure shows an example of SXP peer connections over the default VRF.

Figure 1: Example SXP Peer Connections

SwitchB

|Pvd address: 10.20.2.2

SwiichA SXP mode: Listener

IPv4 address: 10.10.1.1 : SwitchC
SXP mode: Speaker

IPvd address: 10.30.33
S¥P mode: Listener B

The following example shows how to configure the SXP peer connections on SwitchA:

feature cts

cts role-based enforcement

cts sxp enable

cts sxp connection peer 10.20.2.2 password required A2BsxpPW mode listener
cts sxp connection peer 10.30.3.3 password required A2CsxpPW mode listener

The following example shows how to configure the SXP peer connection on SwitchB:

feature cts

cts role-based enforcement

cts sxp enable

cts sxp connection peer 10.10.1.1 password required A2BsxpPW mode speaker

The following example shows how to configure the SXP peer connection on SwitchC:

feature cts

cts role-based enforcement

cts sxp enable

cts sxp connection peer 10.10.1.1 password required A2CsxpPW mode speaker

Configuration Examples for IP ACLs

The following example shows how to create an IPv4 ACL named acl-01 and apply it as a port ACL to Ethernet

interface 2/1, which is a Layer 2 interface:
ip access-1list acl-01
permit ip 192.168.2.0/24 any

interface ethernet 2/1
ip port access-group acl-01 in

Cisco Nexus 7000 Series NX-0S Configuration Examples, Release 5.x
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The following example shows how to create an IPv6 ACL named acl-120 and apply it as a router ACL to
Ethernet interface 2/3, which is a Layer 3 interface:

ipv6 access-list acl-120
permit tcp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit tcp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
interface ethernet 2/3
ipv6 traffic-filter acl-120 in

The following example shows how to create a VIY ACL named single-source and apply it on input IP traffic
over the VTY line. This ACL allows all TCP traffic through and drops all other IP traffic:

ip access-list single-source
permit tcp 192.168.7.5/24 any
exit
line vty
ip access-class single-source in
show ip access-lists

The following example shows how to enable ACL capture in the default VDC and configure a destination for
ACL capture packets:

hardware access-list capture
monitor session 1 type acl-capture
destination interface ethernet 2/1
no shut
exit
show ip access-lists capture session 1

The following example shows how to enable a capture session for an ACL's access control entries (ACEs)
and then apply the ACL to an interface:

ip access-list acll
permit tcp any any capture session 1
exit
interface ethernet 1/11
ip access-group acll in
no shut
show running-config aclmgr

The following example shows how to apply an ACL with capture session access control entries (ACEs) to a
VLAN:

vlan access-map acl-vlan-first
match ip address acl-ipvé4-first
match mac address acl-mac-first
action foward
statistics per-entry
vlan filter acl-vlan-first vlan-list 1
show running-config vlan 1

The following example shows how to enable a capture session for the whole ACL and then apply the ACL
to an interface:

ip access-list acl2
capture session 2
exit
interface ethernet 7/1
ip access-group acll in
no shut
show running-config aclmgr
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Configuration Example for MAC ACLs

The following example shows how to create a MAC ACL named acl-mac-01 and apply it to Ethernet interface
2/1, which is a Layer 2 interface in this example:

mac access-list acl-mac-01

permit 00c0.4£00.0000 0000.00ff.ffff any
interface ethernet 2/1

mac port access-group acl-mac-01

Configuration Example for VACLs

The following example shows how to configure a VACL to forward traffic permitted by a MAC ACL named
acl-mac-01 and how to apply the VACL to VLANSs 50 through 82.

conf t
vlan access-map acl-mac-map
match mac address acl-mac-01
action forward
vlan filter acl-mac-map vlan-list 50-82

Configuration Example for Port Security

The following example shows a port security configuration for the Ethernet 2/1 interface with VLAN and
interface maximums for secure addresses. In this example, the interface is a trunk port. Additionally, the
violation action is set to Restrict.

feature port-security

interface Ethernet 2/1
switchport
switchport port-security
switchport port-security maximum 10
switchport port-security maximum 7 vlan 10
switchport port-security maximum 3 vlan 20
switchport port-security violation restrict

Configuration Examples for DHCP

This example shows how to enable DHCP snooping on two VLANS, with Option 82 support enabled and
Ethernet interface 2/5 trusted because the DHCP server is connected to that interface:

feature dhcp
ip dhcp snooping
ip dhcp snooping info option

interface Ethernet 2/5
ip dhcp snooping trust

ip dhcp snooping vlan 1

ip dhcp snooping vlan 50

This example shows how to enable the DHCP relay agent and configure the DHCP server IP address for
Ethernet interface 2/3, where the DHCP server IP address is 10.132.7.120 and the DHCP server is in the VRF
named red:

feature dhcp

ip dhcp snooping

ip dhcp relay

ip dhcp relay information option

ip dhcp relay information option vpn
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interface Ethernet 2/3
ip dhcp relay address 10.132.7.120 use-vrf red

This example shows how to enable and use the DHCP smart relay agent. In this example, the switch forwards
the DHCP broadcast packets received on Ethernet interface 2/2 to the DHCP server (10.55.11.3), inserting
192.168.100.1 in the giaddr field. If the DHCP server has a pool configured for the 192.168.100.0/24 network,
it responds. If the server does not respond, the switch sends two more requests using 192.168.100.1 in the
giaddr field. If the switch still does not receive a response, it starts using 172.16.31.254 in the giaddr field
instead.

feature dhcp

ip dhcp snooping

ip dhcp relay

ip dhcp smart-relay global

interface Ethernet 2/2
ip address 192.168.100.1/24

ip address 172.16.31.254/24 secondary
ip dhcp relay address 10.55.11.3

Configuration Examples for DAI

Example 1 Two Devices Support DAI

These procedures show how to configure DAI when two devices support DAI.

This figure shows the network configuration for this example. Host 1 is connected to device A, and Host 2 is
connected to device B. Both devices are running DAI on VLAN 1 where the hosts are located. A DHCP server
is connected to device A. Both hosts acquire their IP addresses from the same DHCP server. Device A has
the bindings for Host 1 and Host 2, and device B has the binding for Host 2. Device A Ethernet interface 2/3
is connected to the device B Ethernet interface 1/4.

Figure 2: Two Devices Supporting DAI

DHCP server

A =]

I .
2
8

Host 1 Host 2

DALI depends on the entries in the DHCP snooping binding database to verify IP-to-MAC address bindings
in incoming ARP requests and ARP responses. Make sure to enable DHCP snooping to permit ARP packets
that have dynamically-assigned IP addresses.

* This configuration does not work if the DHCP server is moved from device A to a different location.
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* To ensure that this configuration does not compromise security, configure Ethernet interface 2/3 on
device A and Ethernet interface 1/4 on device B as trusted.

Configuring Device A

Step 1

Step 2

Step 3

Step 4

Step 5

To enable DAI and configure Ethernet interface 2/3 on device A as trusted, follow these steps:

Procedure

While logged into device A, verify the connection between device A and device B.

Example:

switchA# show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute

Device ID Local Intrfce Hldtme Capability Platform Port ID
switchB Ethernet2/3 177 RS I WS-C2960-24TC Ethernetl/4
switchA#

Enable DAI on VLAN 1 and verify the configuration.

Example:

switchA# config t

switchA (config)# ip arp inspection vlan 1
switchA (config)# show ip arp inspection vlan 1

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlian : 1

Configuration : Enabled

Operation State : Active
switchA (config) #

Configure Ethernet interface 2/3 as trusted.

Example:

switchA (config)# interface ethernet 2/3

switchA (config-if)# ip arp inspection trust

switchA (config-if) # exit

switchA (config) # exit

switchA# show ip arp inspection interface ethernet 2/3

Interface Trust State Rate (pps) Burst Interval

Ethernet2/3 Trusted 15 5
Verify the bindings.

Example:

switchA# show ip dhcp snooping binding
MacAddress IpAddress LeaseSec Type VLAN Interface
00:60:0b:00:12:89 10.0.0.1 0 dhcp-snooping 1 Ethernet2/3
switchA#

Check the statistics before and after DAI processes any packets.
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Example:

switchA# show ip arp inspection statistics vlan 1
Vlian : 1

ARP Reg Forwarded
ARP Res Forwarded =
ARP Req Dropped
ARP Res Dropped
DHCP Drops

DHCP Permits

SMAC Fails-ARP Reqg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res =
switchA#

If Host 1 sends out two ARP requests with an IP address of 10.0.0.1 and a MAC address of 0002.0002.0002,
both requests are permitted, shown as follows:

Il
[eNeoNoNoNeNeoNoNoNoNoNe)

switchA# show ip arp inspection statistics vlan 1
Vlian : 1

ARP Reqg Forwarded =
ARP Res Forwarded =
ARP Reqg Dropped =
ARP Res Dropped =
DHCP Drops

DHCP Permits

SMAC Fails-ARP Reqg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res =

If Host 1 tries to send an ARP request with an IP address of 10.0.0.3, the packet is dropped and an error
message is logged.

OO OONODODOON

o

00:12:08: %SW_DAI-4-DHCP_ SNOOPING DENY: 2 Invalid ARPs (Req) on Ethernet2/3, vlan
1.([0002.0002.0002/10.0.0.3/0000.0000.0000/0.0.0.0/02:42:35 UTC Fri Jul 13 2008]

The statistics display as follows:

switchA# show ip arp inspection statistics vlan 1
switchA#

Vlian : 1

ARP Reg Forwarded
ARP Res Forwarded =
ARP Reqg Dropped
ARP Res Dropped
DHCP Drops

DHCP Permits

SMAC Fails-ARP Reqg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res =
switchA#

Il
COoooOoONNONON

Configuring Device B

To enable DAI and configure Ethernet interface 1/4 on device B as trusted, follow these steps:
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Procedure

Step1 While logged into device B, verify the connection between device B and device A.

Example:

switchB# show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute

Device ID Local Intrfce Hldtme Capability Platform Port ID
switchA Ethernetl/4 120 RSI WS-C2960-24TC Ethernet2/3
switchB#

Step2 Enable DAI on VLAN 1, and verify the configuration.

Example:

switchB# config t

switchB(config)# ip arp inspection vlan 1
switchB(config)# show ip arp inspection vlan 1

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan : 1

Configuration : Enabled

Operation State : Active
switchB (config) #

Step3 Configure Ethernet interface 1/4 as trusted.

Example:

switchB(config)# interface ethernet 1/4
switchB(config-if)# ip arp inspection trust
switchB(config-if)# exit

switchB(config) # exit

switchB# show ip arp inspection interface ethernet 1/4

Interface Trust State Rate (pps) Burst Interval
Ethernetl/4 Trusted 15 5
switchB#

Step4  Verify the list of DHCP snooping bindings.

Example:

switchB# show ip dhcp snooping binding

MacAddress IpAddress LeaseSec Type VLAN Interface
00:01:00:01:00:01 10.0.0.2 4995 dhcp-snooping 1 Ethernetl/4
switchB#

Step5 Check the statistics before and after DAI processes any packets.

Example:
switchB# show ip arp inspection statistics vlan 1
Vlian : 1

ARP Req Forwarded =
ARP Res Forwarded
ARP Reqg Dropped
ARP Res Dropped
DHCP Drops

DHCP Permits

SMAC Fails-ARP Req

Il
[cNoNoNoNeoNeNa]
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SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switchB#

If Host 2 sends out an ARP request with the IP address 10.0.0.2 and the MAC address 0001.0001.0001, the
packet is forwarded and the statistics are updated.

LU |
o ooo

switchB# show ip arp inspection statistics vlan 1
Vlian : 1

ARP Req Forwarded
ARP Res Forwarded
ARP Reqg Dropped
ARP Res Dropped
DHCP Drops

DHCP Permits

SMAC Fails-ARP Req
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switchB#

If Host 2 attempts to send an ARP request with the IP address 10.0.0.1, DAI drops the request and logs the
following system message:

L T A T
[eNeNeNeNeolNoNoNaRal

00:18:08: %SW_DAI-4-DHCP SNOOPING DENY: 1 Invalid ARPs (Req) on Ethernetl/4, vlan
1.([0001.0001.0001/10.0.0.1/0000.0000.0000/0.0.0.0/01:53:21 UTC Fri Jun 13 2008]

The statistics display as follows:

switchB# show ip arp inspection statistics vlan 1
Vlian : 1

ARP Reqg Forwarded
ARP Res Forwarded
ARP Reqg Dropped
ARP Res Dropped
DHCP Drops

DHCP Permits

SMAC Fails-ARP Reqg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switchB#

[/ | 1 1 e
[eNeoNoNeoNaRN I Nel =l

Example 2 One Device Supports DAI

This procedure shows how to configure DAI when the second device involved in the network configuration
does not support DAI or DHCP snooping.

Device B, shown in this figure does not support DAI or DHCP snooping; therefore, configuring Ethernet
interface 2/3 on device A as trusted creates a security hole because both device A and Host 1 could be attacked
by either device B or Host 2.

To prevent this possibility, you must configure Ethernet interface 2/3 on device A as untrusted. To permit
ARP packets from Host 2, you must set up an ARP ACL and apply it to VLAN 1. If the IP address of Host
2 is not static, which would make it impossible to accurately configure the ARP ACL on device A, you must
separate device A from device B at Layer 3 and use a router to route packets between them.
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Figure 3: One Device Supporting DAI

DHCP server

£ B

Host 1 Host 2

1smead

Procedure

Step1 Configure the access list to permit the IP address 10.0.0.1 and the MAC address 0001.0001.0001, and verify
the configuration.

Example:

switchA# config t

switchA (config)# arp access-list H2

switchA (config-arp-acl)# permit ip host 10.0.0.1 mac host 0001.0001.0001
switchA (config-arp-acl)# exit

switchA (config) # show arp access-lists H2

ARP access list H2

10 permit ip host 1.1.1.1 mac host 0001.0001.0001

switchA (confiqg) #

Step2 Apply the ACL to VLAN 1, and verify the configuration.

Example:
switchA (config)# ip arp inspection filter H2 vlan 1
switchA (config)# show ip arp inspection vlan 1

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan : 200

Configuration : Enabled

Operation State : Active

ACL Match/Static : H2 / No

Step3 Configure Ethernet interface 2/3 as untrusted, and verify the configuration.
Note By default, the interface is
untrusted.

Example:

switchA (config) # interface ethernet 2/3

switchA (config-if)# no ip arp inspection trust

switchA (config-if) # exit

switchA# show ip arp inspection interface ethernet 2/3

switchA#

The show ip arp inspection interface command has no output because the interface has the default

configuration, which includes an untrusted state.
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When Host 2 sends 5 ARP requests through Ethernet interface 2/3 on device A and a "get" is permitted by
device A, the statistics are updated.

switchA# show ip arp inspection statistics vlan 1
Vlan : 1

ARP Reqg Forwarded
ARP Res Forwarded
ARP Req Dropped
ARP Res Dropped
DHCP Drops =
DHCP Permits

SMAC Fails-ARP Req
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res =
switchA#

T T LU (A
[eNoNeoNoNeNeoNeoNoNoNoN6)

Configuration Example for IP Source Guard

This example shows how to create a static IP source entry and then how to enable IP Source Guard on an
interface.

ip source binding 10.5.22.17 001£.28bd.0013 vlan 100 interface ethernet 2/3
interface ethernet 2/3

no shutdown

ip verify source dhcp-snooping-vlan

Configuration Examples for Password Encryption

The following example shows how to create a master key, enable the AES password encryption feature, and
configure a type-6 encrypted password for a TACACS+ application:

key config-key ascii
New Master Key:
Retype Master Key:
configure terminal
feature password encryption aes
show encryption service stat
Encryption service is enabled.
Master Encryption Key is configured.
Type-6 encryption is being used.
feature tacacs+
tacacs—-server key Ciscol23
show running-config tacacs+
feature tacacs+
logging level tacacs 5
tacacs-server key 6
"JIDYkqyIFWeBvzpljSEfWmRZrmRSRE8syxK10SjPIRCCkFinZbJI3GD5c6rckIJR/Qju2PKLmOewbheAA==""
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Configuration Example for Keychain Management

This example shows how to configure a keychain named glbp keys. Each key text string is encrypted. Each
key has longer accept lifetimes than send lifetimes, to help prevent lost communications by accidentally
configuring a time in which there are no active keys.

key chain glbp-keys
key 0
key-string 7 zqgdest
accept-lifetime 00:00:00 Jun 01 2008 23:59:59 Sep 12 2008
send-lifetime 00:00:00 Jun 01 2008 23:59:59 Aug 12 2008
key 1
key-string 7 uaeqgdyito
accept-lifetime 00:00:00 Aug 12 2008 23:59:59 Dec 12 2008
send-lifetime 00:00:00 Sep 12 2008 23:59:59 Nov 12 2008
key 2
key-string 7 eekgsdyd
accept-lifetime 00:00:00 Nov 12 2008 23:59:59 Mar 12 2009
send-lifetime 00:00:00 Dec 12 2008 23:59:59 Feb 12 2009

Configuration Example for Traffic Storm Control

The following example shows how to configure traffic storm control:

interface Ethernetl/1
storm-control broadcast level 40
storm-control multicast level 40
storm-control unicast level 40

Configuration Examples for Unicast RPF

The following example shows how to configure loose Unicast RFP for IPv4 packets:

interface Ethernet2/3
ip address 172.23.231.240/23
ip verify unicast source reachable-via any

The following example shows how to configure strict Unicast RFP for IPv4 packets:

interface Ethernet2/2
ip address 172.23.231.240/23
ip verify unicast source reachable-via rx

The following example shows how to configure loose Unicast RFP for IPv6 packets:

interface Ethernet2/1
ipv6 address 2001:0DB8:cl18:1::3/64
ipv6 verify unicast source reachable-via any

The following example shows how to configure strict Unicast RFP for IPv6 packets:

interface Ethernet2/4
ipv6 address 2001:0DB8:cl8:1::3/64
ipv6 verify unicast source reachable-via rx
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Configuration Examples for CoPP

This section includes example CoPP configurations.

CoPP Configuration Example

The following example shows how to configure CoPP using I[P ACLs and MAC ACLs:

configure terminal
ip access-list copp-system-p-acl-igmp
permit igmp any 10.0.0.0/24

ip access-list copp-system-p-acl-msdp
permit tcp any any eq 639

mac access-list copp-system-p-acl-arp
permit any any 0x0806

ip access-list copp-system-p-acl-tacas
permit udp any any eq 49

ip access-list copp-system-p-acl-gre
permit 47 any any

ip access-list copp-system-p-acl-ntp
permit udp any 10.0.1.1/23 eq 123

ip access-list copp-system-p-acl-icmp
permit icmp any any

class-map type control-plane match-any copp-system-p-class-critical
match access-group name copp-system-p-acl-igmp
match access-group name copp-system-p-acl-msdp

class-map type control-plane match-any copp-system-p-class-important
match access-group name copp-system-p-acl-gre

class-map type control-plane match-any copp-system-p-class-normal
match access-group name copp-system-p-acl-icmp

match exception ip icmp redirect

match exception ip icmp unreachable

match exception ip option

match redirect arp-inspect

match redirect dhcp-snoop

policy-map type control-plane copp-system-p-policy

class copp-system-p-class-critical
police cir 2000 kbps bc 1500 bytes pir 3000 kbps be 1500 bytes conform
transmit exceed transmit violate drop

class copp-system-p-class-important
police cir 1000 kbps bc 1500 bytes pir 1500 kbps be 1500 bytes conform
transmit exceed transmit violate drop

class copp-system-p-class-normal
police cir 400 kbps bc 1500 bytes pir 600 kbps be 1500 bytes conform
transmit exceed transmit violate drop

class class-default
police cir 200 kbps bc 1500 bytes pir 300 kbps be 1500 bytes conform
transmit exceed transmit violate drop

control-plane
service-policy input copp-system-p-policy
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Changing or Reapplying the Default CoPP Policy Using the Setup Utility

The following example shows how to change or reapply the default CoPP policy using the setup utility.

A

Note

Beginning with Cisco NX-OS Release 5.2, you can change or reapply the default CoPP policy using the

copp profile command.

switch# setup
--—- Basic System Configuration Dialog VDC: 1 ----
This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.
Would you like to enter the basic configuration dialog (yes/no): yes
Do you want to enforce secure password standard (yes/no) [y]l: <CR>
Create another login account (yes/no) [n]: n
Configure read-only SNMP community string (yes/no) [n]: n
Configure read-write SNMP community string (yes/no) [n]: n
Enter the switch name : <CR>
Enable license grace period? (yes/no) [n]: n
Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [yl: n
Configure the default gateway? (yes/no) [yl: n
Configure advanced IP options? (yes/no) [n]: <CR>
Enable the telnet service? (yes/no) [n]: y
Enable the ssh service? (yes/no) [y]: <CR>
Type of ssh key you would like to generate (dsa/rsa) : <CR>
Configure the ntp server? (yes/no) [n]: n
Configure default interface layer (L3/L2) [L3]: <CR>

Configure default switchport interface state (shut/noshut) [shut]: <CR>

Configure best practices CoPP profile (strict/moderate/lenient/skip) [strict]:

Configure CMP processor on current sup (slot 6)? (yes/no) [yl: n
Configure CMP processor on redundant sup (slot 5)? (yes/no) [y]l: n

The following configuration will be applied:
password strength-check
no license grace-period
no telnet server enable
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no system default switchport
system default switchport shutdown
policy-map type control-plane copp-system-p-policy
Would you like to edit the configuration? (yes/no) [n]: <CR>

Use this configuration and save it? (yes/no) [y]l: vy

switch#

Preventing CoPP Overflow by Splitting ICMP Pings and ARP Requests

Some servers use ICMP pings and ARP requests to the default gateway to verify that the active NIC still has
access to the aggregation switch. As a result, if the CoPP values are exceeded, CoPP starts dropping traffic
for all networks. One malfunctioning server can send out thousands of ICMP pings and ARP requests, causing
all servers in one aggregation block to lose their active NIC and start swapping NICs.

If your server is configured as such, you can minimize the CoPP overflow by splitting the ICMP pings and
ARP requests based on subnets or groups of subnets. Then if a server malfunctions and overflows CoPP, the
supervisor answers the ICMP pings and ARP requests only on some subnetworks.

The last entry in the class map or policy map should identify all of the ICMP pings and ARP requests in the
networks that are not specified. If these counters increase, it means that a new network was added that was
not specified in the existing ACLs for ICMP and ARP. In this case, you would need to update the ACLs
related to ICMP and ARP.

Note

Per the default CoPP, ICMP pings fall under copp-system-p-class-monitoring, and ARP requests fall under
copp-system-p-class-normal.

The following example shows how to prevent CoPP overflow by splitting ICMP and ARP requests.

First, add the new ACLs that identify the networks you want to group together based on the findings of the
investigations of the applications:

arp access-list copp-arp-1

statistics per-entry

10 permit ip 10.1.1.0 255.255.255.0 mac any
20 permit ip 10.1.2.0 255.255.255.0 mac any
30 permit ip 10.1.3.0 255.255.255.0 mac any
arp access-list copp-arp-2

statistics per-entry

10 permit ip 10.2.1.0 255.255.255.0 mac any
20 permit ip 10.2.2.0 255.255.255.0 mac any
30 permit ip 10.2.3.0 255.255.255.0 mac any
arp access-list copp-arp-3

statistics per-entry

10 permit ip 10.3.1.0 255.255.255.0 mac any
20 permit ip 10.3.2.0 255.255.255.0 mac any
30 permit ip 10.3.3.0 255.255.255.0 mac any

arp access-list copp-arp-10
10 permit ip any any mac any

ip access-list copp-icmp-1

statistics per-entry

10 permit icmp 10.2.1.0 255.255.255.0 any
20 permit icmp 10.2.2.0 255.255.255.0 any
30 permit icmp 10.2.3.0 255.255.255.0 any
ip access-list copp-icmp-2

statistics per-entry

10 permit icmp 10.3.1.0 255.255.255.0 any
10 permit icmp 10.3.2.0 255.255.255.0 any
10 permit icmp 10.3.3.0 255.255.255.0 any
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ip access-list copp-icmp-3
statistics per-entry

10 permit icmp
10 permit icmp
10 permit icmp

ip access-1list

10 permit icmp any any

copp-icmp-10

10.4.1.0 255.255.255.0 any
10.4.2.0 255.255.255.0 any
10.4.3.0 255.255.255.0 any

Add these ACLs to the new class maps for CoPP:

class-map type control-plane match-any copp-cm-arp-1
match access-group name copp-arp-1
class—-map type control-plane match-any copp-cm-arp-2
match access-group name copp-arp-2
class-map type control-plane match-any copp-cm-arp-3
match access-group name copp-arp-3

class-map type control-plane match-any copp-cm-arp-10
match access-group name copp-arp-10# class-map type control-plane match-any copp-cm-icmp-1

match access-group name copp-icmp-1
class-map type control-plane match-any copp-cm-icmp-2
match access-group name copp-icmp-2
class-map type control-plane match-any copp-cm-icmp-3
match access-group name copp-icmp-3

class-map type control-plane match-any copp-cm-icmp-10
match access-group name copp-icmp-10

Security Configuration Examples

Modify the CoPP policy map by adding new policies with the above created class maps:

policy-map type control-plane copp-system-p-policy

class

class

class

class

class

class

class

class

class

class

copp-cm-icmp-1

police cir X kbps bc X ms conform transmit violate

copp-cm-icmp-2
police cir X kbps
copp-cm-icmp-3
police cir X kbps
copp-cm-icmp-4
police cir X kbps
copp-cm-icmp-10
police cir X kbps
copp-cm-arp-1
police cir X kbps
copp-cm-arp-2
police cir X kbps
copp-cm-arp-3
police cir X kbps
copp-cm-arp-4
police cir X kbps
copp-cm-arp-10
police cir X kbps

bc

bc

bc

bc

bc

bc

bc

bc

X

X

X

X

ms

ms

ms

conform

conform

conform

conform

conform

conform

conform

conform

transmit

transmit

transmit

transmit

transmit

transmit

transmit

transmit

bc X ms conform transmit

Delete ICMP and ARP from the existing class maps:

class—-map type control-plane match-any copp-system-p-class-normal

no match protocol arp

violate

violate

violate

violate

violate

violate

violate

violate

violate

drop
drop
drop
drop
drop
drop
drop
drop
drop

drop

class-map type control-plane match-any copp-system-p-class-monitoring
no match access-grp name copp-system-p-acl-icmp

Configuration Examples for Rate Limits

The following example shows how to configure rate limits:

switch (config)# hardware rate-limiter layer-3 control 20000
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switch (config)# hardware rate-limiter copy 40000

The following example shows how to configure rate limits globally on the device for packets that reach the
supervisor module:

switch (config)# rate-limit cpu direction both pps 1000 action log
switch(config)# show system internal pktmgr internal control sw-rate-limit
inband pps global threshold 1000 outband pps global threshold 1000
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