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New and Changed Information

This chapter provides release-specific information for each new and changed feature in the Cisco Nexus
7000 Series NX-OS System Management Configuration Guide, Release 4.x. The latest version of this
document is available at the following Cisco website:
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4 _2/nx-os/system_management/configuratio
n/guide/sm_nx_os cli.html

To check for additional information about Cisco NX-OS Release 4.2, see the Cisco NX-OSRelease Notes
available at the following Cisco website:
http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_2/nx-os/rel ease/notes/42_nx-o0s release n
ote.html

Table 1 summarizes the new and changed features for the Cisco Nexus 7000 Series NX-OS System
Management Configuration Guide, Release 4.x, and tells you where they are documented.

Table 1 New and Changed Features for Release 4.2
Changed
in
Feature Description Release |Where Documented
Memory thresholds Changed the minor, severe, and critical default  |4.2(4) Chapter 13, “Configuring Memory
memory thresholds from 70, 80, and 90 to 85, 90, Thresholds”
and 95.
CDP support for VTP CDP advertises the VLAN Trunking Protocol 4.2(1) Chapter 4, “V TP Feature Support”
domain name (VTP) type-length-value field (TLV) in CDP
version-2 packets.
CFSDistribution for NTP | You can use Cisco Fabric Services (CFS) to 4.2(1) Chapter 3, “Distributing NTP

distribute an NTP configuration to all Using CFS’
CFS-enabled switches in the network. Chapter 2, “Enabling CFS to

Distribute NTP Configurations’

Automatically generated |The software automatically generates asystem  4.2(1) Chapter 7, “Automatically

system checkpoints

checkpoint when disabling a feature or Layer 3 Generated System Checkpoints’
protocol, or license expiration could cause | oss of
configuration information.

Checkpoints and rollback |The checkpoint and rollback features now 4.2(1) Chapter 7, “High Availability.”

provide full support for high availability.

Filter SNMP requests

by |You can assign an ACL to an SNMP community |4.2(1) Chapter 10, “Filtering SNMP

community using an ACL |to filter SNMP requests Requests”
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Table 1 New and Changed Features for Release 4.2 (continued)

Changed
in

Feature Description Release |Where Documented

IPv6 support Supports configuring IPv6 SNMP hosts. 4.2(1) Chapter 10, “Configuring SNMP.”

SNMP notifications The snmp-server enable trapscommand is 4.2(1) Chapter 10, “Enabling SNMP

added added. The snmp-server enable traps Notifications”
trap-arg-scope-global command is added.

Use interfaces for SNMP | You can use the snmp-server host 4.2(1) Chapter 10, “Configuring SNMP

notification receivers source-interfacecommand to assign ahost on an Notification Receivers’
interface. You can use the snmp-server
source-interfacecommand to designate an
interface to receive SNMP notifications.

Diagnostics The generic online diagnostics (GOL D) now 4.2(1) Chapter 12, “Runtime or Health

PortL oopback and include PortL oopback (test ID 5) and Monitoring Diagnostics’

StandbyFabricL oopback | StandbyFabricL oopback (test ID 16).

EEM events You can usethe event module statugommandto |4.2(1) Chapter 13, “Configuring Event
trigger an event when module status varies Statements”
between online and offline.

You can usethe event sysmgr memorycommand
to trigger an event.

You can use the event sysmgr switchover
command to trigger an event.

Layer 2 NetFlow You can define Layer 2 keysin flexible NetFlow |4.2(1) Chapter 16, “Guidelines and
recordsthat you can useto capture flowsin Layer Limitations”

2 interfaces. Chapter 16, “Configuring Layer 2
NetFlow”
CFS Corrected examplesin TACACS+ configuration. |4.1(4) Chapter 2, “Enabling CFSto
Distribute TACACS+
Configurations”

Rollback Added the following note: 4.1(4) Chapter 7, “Implementing a
Note If you make a configuration change Rollback

during atomic rollback, the rollback will
fail.

Call Home Added new commands to support HTTP and 4.1(3) Chapter 6, “Modifying a
HTTPS: destination profile http and Destination Profile’
destination profile transport-method.

Note  Thesecommand are not distributablewith
CFS. As aworkaround, enter these
commands after the commit command.

Call Home Updated the Prerequisites and Guidelines and 4.1(3) Chapter 6, “Prerequisites for Call
Limitations sections. Home"

Chapter 6, “Guidelines and
Limitations”
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Table 1 New and Changed Features for Release 4.2 (continued)
Changed
in
Feature Description Release |Where Documented
Rollback Rollback failsfor NetFlow if during rollback, you [4.1(3) Chapter 7, “Guidelines and
try to modify arecord that is programmed in the Limitations’
hardware.
Rollback is not supported for checkpoints across
software versions.
Rollback The default rollback type is atomic. 4.1(3) Chapter 7, “Rollback Overview”
Chapter 7, “Implementing a
Rollback”
EEM Added a configuration section for memory 4.1(3) Chapter 13, “Configuring Memory
thresholds. Thresholds”
Added atable of system policies. “Embedded Event Manager System
Events and Configuration
Examples’
SPAN Added atable of SPAN session limits. 4.1(3) Chapter 14, “Guidelines and
Limitations”
NetFlow Rollback failsfor NetFlow if during rollback, you [4.1(3) Chapter 16, “Guidelines and
try to modify arecord that is programmed in the Limitations”
hardware.
CFS Cisco Fabric Services (CFS) distributes data, 4.1(2) Chapter 2, “Configuring CFS
including configuration changes, to all Cisco Distribution”
NX-OS devices in a hetwork.
SPAN Cisco Ethernet switched port analyzer (SPAN) 4.1(2) Chapter 14, “Configuring SPAN”
destinations are enhanced to support intrusion
detection by allowing the following:
« Injecting packets to disrupt a TCP packet
stream.
« Enabling aforwarding engine to learn the
MAC address of the IDS.
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Preface

This preface describes the audience, organization and conventions of the Cisco Nexus 7000 Series
NX-OS System Management Configuration Guide, Release 4.x. It also provides information on how to
obtain related documentation.

This chapter includes the following sections:
» Audience, page xix
» Document Organization, page xix
« Document Conventions, page xx
« Related Documentation, page Xxi
« Obtaining Documentation and Submitting a Service Request, page xxii

This publication is for experienced network administrators who configure and maintain Cisco NX-OS
devices.

Document Organization

This document is organized into the following chapters:

Title Description

Chapter 1, “Overview” Provides an overview of the features in this
document.

Chapter 2, “Configuring CFS” Describes how to use Cisco Fabric Services (CFS)

to distribute data, including configuration
changes, to all Cisco NX-OS devicesin a

network.

Chapter 3, “Configuring NTP” Describes how to configure the Network Time
Protocol (NTP).

Chapter 4, “Configuring CDP” Describes how to configure the Cisco Discovery
Protocol (CDP).

Chapter 5, “Configuring System Message Describes how to configure logging for system

Logging” messages.
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Title

Description

Chapter 6, “ Configuring Smart Call Home”

Describes how to configure the smart Call Home
feature for e-mail-based notification of critical
system policies.

Chapter 7, “Configuring Rollback”

Describes how to create configuration snapshots
with the rollback feature and how to apply
commands in batch mode with the Session
Manager.

Chapter 8, “Configuring Session Manager”

Describes how to apply commandsin batch mode
with the Session Manager.

Chapter 9, “Configuring the Scheduler”

Describes how to schedule batch configuration
jobs.

Chapter 10, “Configuring SNMP”

Describes how to configure SNMP and enable
SNMP notifications.

Chapter 11, “Configuring RMON”"

Describes how to monitor the device by
configuring RMON alarms and events.

Chapter 12, “Configuring Online Diagnostics’

Describes how to configure online diagnostics to
monitor the software and hardware.

Chapter 13, “Configuring the Embedded Event
Manager”

Describes how to configure the Embedded Event
Manager.

Chapter 15, “Configuring Onboard Failure
Logging”

Describes how to configure on-board failure
logging to log failure data to persistent storage.

Chapter 14, “Configuring SPAN”

Describes how to configure SPAN to monitor
traffic into and out of a port.

Chapter 16, “ Configuring NetFlow”

Describes how to configure NetFlow to gather
statistics on input and output traffic.

Appendix A, “IETF RFCs supported by Cisco
NX-0OS System Management”

Lists supported |IETF RFCs.

Appendix B, “Embedded Event Manager System
Events and Configuration Examples’

Lists the EEM system policies.

Document Conventions

Command descriptions use these conventions:

Convention Description

boldface font

Commands and keywords are in boldface.

italic font Arguments for which you supply values are in italics.

[ ] Elements in square brackets are optional.

[x]yl|z] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string A nonquoted set of characters. Do not use quotation marks around the string or

the string will include the quotation marks.

l_ Cisco Nexus 7000 Series NX-OS System Management Configuration Guide, Release 4.x
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Screen examples use these conventions:

screen font Terminal sessions and information that the switch displays are in screen font.

boldface screen Information that you must enter is in boldface screen font.

font

italic screen font Arguments for which you supply values are in italic screen font.

< > Nonprinting characters, such as passwords, are in angle brackets.

[ ] Default responses to system prompts are in square brackets.

I # An exclamation point (!) or apound sign (#) at the beginning of aline of code

indicates a comment line.

Note

This document uses the following conventions:

Means reader take note. Notes contain hel pful suggestions or references to material not covered in the
manual.

Caution

Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Related Documentation

Release Notes

Cisco NX-OS includes the following documents:

Cisco Nexus 7000 Series NX-OS Release Notes, Release 4.2

NX-0S Configuration Guides

Cisco Nexus 7000 Series NX-OS Getting Started with Virtual Device Contexts

Cisco Nexus 7000 Series NX-OS Fundamentals Configuration Guide, Release 4.x
Cisco Nexus 7000 Series NX-OS Interfaces Configuration Guide, Release 4.x

Cisco Nexus 7000 Series NX-OS Layer 2 Switching Configuration Guide, Release 4.x
Cisco Nexus 7000 Series NX-OS Quality of Service Configuration Guide, Release 4.x
Cisco Nexus 7000 Series NX-OS Unicast Routing Configuration Guide, Release 4.x
Cisco Nexus 7000 Series NX-OS Multicast Routing Configuration Guide, Release 4.x
Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 4.x

Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide, Release 4.x
Cisco Nexus 7000 Series NX-OS Software Upgrade and Downgrade Guide, Release 4.x
Cisco NX-OS Licensing Guide

Cisco Nexus 7000 Series NX-OS High Availability and Redundancy Guide

Cisco Nexus 7000 Series NX-OS System Management Configuration Guide, Release 4.x

[ oL-20086-01

Cisco Nexus 7000 Series NX-OS System Management Configuration Guide, Release 4x g


http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.html

Preface |

Send document comments to nexus7k-docfeedback@cisco.com.

Cisco NX-OS XML Management Interface User Guide, Release 4.x
Cisco NX-OS System Messages Reference
Cisco Nexus 7000 Series NX-OS MIB Quick Reference

NX-0S Command References

Cisco Nexus 7000 Series NX-OS Command Reference Master Index

Cisco Nexus 7000 Series NX-OS Fundamentals Command Reference

Cisco Nexus 7000 Series NX-OS Interfaces Command Reference

Cisco Nexus 7000 Series NX-OS Layer 2 Switching Command Reference
Cisco Nexus 7000 Series NX-OS Quality of Service Command Reference
Cisco Nexus 7000 Series NX-OS Unicast Routing Command Reference
Cisco Nexus 7000 Series NX-OS Multicast Routing Command Reference
Cisco Nexus 7000 Series NX-OS Security Command Reference

Cisco Nexus 7000 Series NX-OS Virtual Device Context Command Reference
Cisco Nexus 7000 Series NX-OS System Management Command Reference

Other Software Document

Cisco Nexus 7000 Series NX-OS Troubleshooting Guide

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using areader application. The RSS feeds are afree
service and Cisco currently supports RSS Version 2.0.
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CHAPTER 1

Overview

This chapter describes the system management features that you can use to monitor and manage Cisco
NX-OS devices.

This chapter includes the following sections:

Cisco NX-OS Device Configuration Methods, page 1-1
Cisco Fabric Services, page 1-3
Network Time Protocol, page 1-3
Cisco Discovery Protocol, page 1-3
System Messages, page 1-4

Call Home, page 1-4

Rollback, page 1-4

Session Manager, page 1-4
Scheduler, page 1-5

SNMP, page 1-5

RMON, page 1-5

Online Diagnostics, page 1-5
Embedded Event Manager, page 1-5
On-Board Failure Logging, page 1-6
SPAN, page 1-6

NetFlow, page 1-6

Troubleshooting Features, page 1-6

Cisco NX-0OS Device Configuration Methods

You can configure devices using direct network configuration methods or web services hosted on a Data
Center Network Management (DCNM) server.

Figure 1-1 shows the device configuration methods available to a network user.
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Figure 1-1 Cisco NX-OS Device Configuration Methods
|
)
A—/
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CLI DCNM\CIient
XML Management Interface Custom GUI
------------------------------------------------------ =
I XML IMtanfagement —
nterface
NX-OS Device DCNM Server

User configuration path
------ DCNM server configuration path

280156

Table 1-1 lists the configuration method and the document where you can find more information.

Table 1-1 Configuration Methods Book Links

Configuration Method Document

CLI from SSH?, Telnet session or console port Cisco Nexus 7000 Series NX-OS Fundamentals
Configuration Guide, Release 4.x

XML management interface Cisco NX-OS XML Management Interface User
Guide, Release 4.x

DCNM client Cisco DCNM Fundamentals Configuration
Guide, Release 4.2

User-defined GUI Cisco DCNM Web Services API Guide, Release
4.2

1. Secure shell (SSH).

This section includes the following topics:
- Configuring with CLI or XML Management Interface, page 1-3
- Configuring with DCNM or a Custom GUI, page 1-3

Cisco Nexus 7000 Series NX-OS System Management Configuration Guide, Release 4.x
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Configuring with CLI or XML Management Interface

You can configure Cisco NX-OS devices using the command-line interface (CLI) or the XML
management interface over Secure Shell (SSH) as follows:

CLI from an SSH session, a Telnet Session, or the Console Port—You can configure devices using
the CLI from an SSH session, a Telnet session. or the console port. SSH provides a secure
connection to the device. For more information, see the Cisco Nexus 7000 Series NX-OS
Fundamentals Configuration Guide, Release 4.x.

XML Management Interface over SSH—You can configure devices using the XML management
interface, which is a programmatic method based on the NETCONF protocol that complements the
CLI functionality. For more information, see the Cisco NX-OS XML Management I nterface User
Guide.

Configuring with DCNM or a Custom GUI

You can configure Cisco NX-OS devices using the DCNM client or from your own GUI as follows:

DCNM Client—You can configure devices using the DCNM client, which runs on your local PC and
uses web services on the DCNM server. The DCNM server configures the device over the XML
management interface. For more information about the DCNM client, see the Cisco DCNM
Fundamentals Configuration Guide.

Custom GUI—You can create your own GUI to configure devices using the DCNM web services
application program interface (API) on the DCNM server. You use the SOAP protocol to exchange
XML-based configuration messages with the DCNM server. The DCNM server configures the
device over the XML management interface. For more information about creating custom GUIs, see
the Cisco DCNM Web Services API Guide, Release 4.2.

Cisco Fabric Services

Cisco Fabric Services (CFS) is a Cisco proprietary feature that distributes data, including configuration
changes, to all Cisco NX-OS devicesin a network. For more information about CFS, see Chapter 2,
“Configuring CFS.”

Network Time Protocol

The Network Time Protocol (NTP) synchronizes the time of day among a set of distributed time servers
and clients so that you can correlate time-specific information, such as system logs, received from the
devices in your network. For more information about NTP, see Chapter 3, “Configuring NTP”

Cisco Discovery Protocol

You can use the Cisco Discovery Protocol (CDP) to discover and view information about all Cisco
equipment that is directly attached to your device. CDP runs on all Cisco-manufactured equipment
including routers, bridges, access and communication servers, and switches. CDP is media and protocol
independent, and gathers the protocol addresses of neighboring devices, discovering the platform of
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those devices. CDP runs over the data link layer only. Two systems that support different Layer 3
protocols can learn about each other. For more information about CDP, see Chapter 4, “ Configuring
CDP”

System Messages

You can use system message | ogging to control the destination and to filter the severity level of messages
that system processes generate. You can configure logging to aterminal session, alog file, and syslog
servers on remote systems.

System message logging is based on RFC 3164. For more information about the system message format
and the messages that the device generates, see the Cisco NX-OS System Messages Reference.

For information about configuring system messages, see Chapter 5, “ Configuring System Message
Logging.”

Call Home

Call Home provides an e-mail-based notification of critical system policies. Cisco NX-OS provides a
range of message formats for optimal compatibility with pager services, standard e-mail, or XML -based
automated parsing applications. You can use this feature to page a network support engineer, e-mail a
Network Operations Center, or use Cisco Smart Call Home services to automatically generate a case
with the Technical Assistance Center.

For information about configuring Call Home, see Chapter 6, “Configuring Smart Call Home.”

Rollback

The rollback feature allows you to take a snapshot, or checkpoint, of the device configuration and then
reapply that configuration at any point without having to reload. Rollback allows any authorized
administrator to apply this checkpoint configuration without requiring expert knowledge of the features
configured in the checkpoint.

Session Manager allows you to create a configuration session and apply all commands within that
session atomically.

For more information, see the Chapter 7, “ Configuring Rollback.”

Session Manager

Session Manager allows you to create a configuration and apply it in batch mode after the configuration
is reviewed and verified for accuracy and compl eteness.

For more information, see the Chapter 8, “ Configuring Session Manager.”

Cisco Nexus 7000 Series NX-OS System Management Configuration Guide, Release 4.x
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Scheduler

The scheduler allows you to create and manage jobs such as routinely backing up data or making QoS
policy changes. The scheduler can start ajob according to your needs—only once at a specified time or
at periodic intervals.

For more information, see Chapter 9, “ Configuring the Scheduler.”

SNMP

The Simple Network Management Protocol (SNMP) is an application-layer protocol that provides a
message format for communication between SNM P managers and agents. SNMP provides a
standardized framework and a common language used for the monitoring and management of devicesin
a network.

For more information, see Chapter 10, “Configuring SNMP”

RMON

RMON is an Internet Engineering Task Force (IETF) standard monitoring specification that allows
various network agents and consol e systems to exchange network monitoring data. Cisco NX-OS
supports RMON alarms, events, and logs to monitor Cisco NX-OS devices.

For more information, see Chapter 11, “Configuring RMON.”

Online Diagnostics

Cisco Generic Online Diagnostics (GOL D) define acommon framework for diagnostic operations across
Cisco platforms. The online diagnostic framework specifies the platform-independent fault-detection
architecture for centralized and distributed systems, including the common diagnostics CLI and the
platform-independent fault-detection procedures for boot-up and run-time diagnostics.

The platform-specific diagnostics provide hardware-specific fault-detection tests and allow you to take
appropriate corrective action in response to diagnostic test results.

For information about configuring online diagnostics, see Chapter 12, “Configuring Online
Diagnostics.”

Embedded Event Manager

The Embedded Event Manager (EEM) allowsyou to detect and handle critical eventsin the system. EEM
provides event detection and recovery, including monitoring of events either as they occur or as
thresholds are crossed.

For information about configuring EEM, see Chapter 13, “Configuring the Embedded Event Manager.”

Cisco Nexus 7000 Series NX-OS System Management Configuration Guide, Release 4.x
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SPAN

You can configure an Ethernet switched port analyzer (SPAN) to monitor traffic in and out of your
device. The SPAN features allow you to duplicate packets from source ports to destination ports.

For information about configuring SPAN, see Chapter 14, “Configuring SPAN.”

On-Board Failure Logging

You can configure a device to log failure data to persistent storage, which you can retrieve and display
for analysis at a later time. This on-board failure logging (OBFL) feature stores failure and
environmental information in nonvolatile memory on the module. Thisinformation isuseful for analysis
of failed modules. For information about configuring OBFL, see Chapter 15, “Configuring Onboard
Failure Logging.”

NetFlow

NetFlow allowsyou to identify packet flows for both ingress and egress | P packets and provide statistics
based on these packet flows. NetFlow does not require any change to either the packets themselves or to
any networking device.

For information about configuring NetFlow, see Chapter 16, “Configuring NetFlow.”

Troubleshooting Features

Cisco NX-OS provides troubl eshooting tool s such as ping, traceroute, Ethanalyzer, and the Blue Beacon
feature. See the Cisco Nexus 7000 Series NX-OS Troubleshooting Guide for details on these features.

When a service fails, the system generates information that can be used to determine the cause of the
failure. The following sources of information are available:

« Every service restart generates a syslog message of level LOG_ERR.
« If the Smart Call Home serviceis enabled, every service restart generates a Smart Call Home event.
« |f SNMP traps are enabled, the SNMP agent sends a trap when a service is restarted.

» When a service failure occurs on alocal module, you can view alog of the event by entering the
show processes logommand in that module. The process logs are persistent across supervisor
switchovers and resets.

» When a