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CHAPTER 5

Configuring PKI

This chapter describes the Public Key Infrastructure (PKI) support on the Cisco NX-OS device. PKI
allows the device to obtain and use digital certificates for secure communication in the network.

This chapter includes the following sections:
e Information About PKI, page 5-1
e Licensing Requirements for PKI, page 5-6
e PKI Guidelines and Limitations, page 5-6
e Configuring CAs and Digital Certificates, page 5-6
e Verifying the PKI Configuration, page 5-24
e Example PKI Configurations, page 5-24
e Default Settings, page 5-46
e Additional References, page 5-47
e Feature History for PKI, page 5-47

Information About PKI

This section provides information about PKI, and includes the following topics:
e CAs and Digital Certificates, page 5-2
e Trust Model, Trustpoints, and Identity CAs, page 5-2
e RSA Key Pairs and Identity Certificates, page 5-2
e Multiple Trusted CA Support, page 5-3
e PKI Enrollment Support, page 5-3
e Manual Enrollment Using Cut-and-Paste, page 5-4
e Multiple RSA Key Pair and Identity CA Support, page 5-4
e Peer Certificate Verification, page 5-4
e CRL Support, page 5-5
e Import and Export Support for Certificates and Associated Key Pairs, page 5-5
e Import and Export Support for Certificates and Associated Key Pairs, page 5-5
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CAs and Digital Certificates

Certificate authorities (CAs) manage certificate requests and issue certificates to participating entities
such as hosts, network devices, or users. The CAs provide centralized key management for the
participating entities.

Digital signatures, based on public key cryptography, digitally authenticate devices and individual users.
In public key cryptography, such as the RSA encryption system, each device or user has a key pair that
contains both a private key and a public key. The private key is kept secret and is known only to the
owning device or user only. However, the public key is known to everybody. Anything encrypted with
one of the keys can be decrypted with the other. A signature is formed when data is encrypted with a
sender’s private key. The receiver verifies the signature by decrypting the message with the sender’s
public key. This process relies on the receiver having a copy of the sender’s public key and knowing with
a high degree of certainty that it really does belong to the sender and not to someone pretending to be
the sender.

Digital certificates link the digital signature to the sender. A digital certificate contains information to
identify a user or device, such as the name, serial number, company, department, or IP address. It also
contains a copy of the entity’s public key. The CA that signs the certificate is a third party that the
receiver explicitly trusts to validate identities and to create digital certificates.

To validate the signature of the CA, the receiver must first know the CA’s public key. Typically this
process is handled out of band or through an operation done at installation. For instance, most web
browsers are configured with the public keys of several CAs by default.

Trust Model, Trustpoints, and Identity CAs

The PKI trust model is hierarchical with multiple configurable trusted CAs. You can configure each
participating device with a list of trusted CAs so that a peer certificate obtained during the security
protocol exchanges can be authenticated if it was issued by one of the locally trusted CAs. The Cisco
NX-OS software locally stores the self-signed root certificate of the trusted CA (or certificate chain for
a subordinate CA). The process of securely obtaining a trusted CA’s root certificate (or the entire chain
in the case of a subordinate CA) and storing it locally is called CA authentication.

The information about a trusted CA that you have configured is called the trustpoint and the CA itself is
called a trustpoint CA. This information consists of a CA certificate (or certificate chain in case of a
subordinate CA) and certificate revocation checking information.

The Cisco NX-OS device can also enroll with a trustpoint to obtain an identity certificate to associate
with a key pair. This trustpoint is called an identity CA.

RSA Key Pairs and Identity Certificates

You can obtain an identity certificate by generating one or more RSA key pairs and associating each RSA
key pair with a trustpoint CA where the Cisco NX-OS device intends to enroll. The Cisco NX-OS device
needs only one identity per CA, which consists of one key pair and one identity certificate per CA.

The Cisco NX-OS software allows you to generate RSA key pairs with a configurable key size (or
modulus). The default key size is 512. You can also configure an RSA key-pair label. The default key
label is the device fully qualified domain name (FQDN).
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The following list summarizes the relationship between trustpoints, RSA key pairs, and identity
certificates:

A trustpoint corresponds to a specific CA that the Cisco NX-OS device trusts for peer certificate
verification for any application.

An Cisco NX-OS device can have many trustpoints and all applications on the device can trust a peer
certificate issued by any of the trustpoint CAs.

A trustpoint is not restricted to a specific application.

An Cisco NX-OS device enrolls with the CA that corresponds to the trustpoint to obtain an identity
certificate. You can enroll your device with multiple trustpoints which means that you can obtaining
a separate identity certificate from each trustpoint. The identity certificates are used by applications
depending upon the purposes specified in the certificate by the issuing CA. The purpose of a
certificate is stored in the certificate as a certificate extension.

When enrolling with a trustpoint, you must specify an RSA key pair to be certified. This key pair
must be generated and associated to the trustpoint before generating the enrollment request. The
association between the trustpoint, key pair, and identity certificate is valid until it is explicitly
removed by deleting the certificate, key pair, or trustpoint.

The subject name in the identity certificate is the fully qualified domain name for the Cisco NX-OS
device.

You can generate one or more RSA key pairs on a device and each can be associated to one or more
trustpoints. But no more than one key pair can be associated to a trustpoint, which means only one
identity certificate is allowed from a CA.

If the Cisco NX-OS device obtains multiple identity certificates (each from a distinct CA), the
certificate that an application selects to use in a security protocol exchange with a peer is application
specific (see the “SSH Authentication Using Digital Certificates” section on page 6-2).

You do not need to designate one or more trustpoints for an application. Any application can use any
certificate issued by any trustpoint as long as the certificate purpose satisfies the application
requirements.

You do not need more than one identity certificate from a trustpoint or more than one key pair to be
associated to a trustpoint. A CA certifies a given identity (or name) only once and does not issue
multiple certificates with the same name. If you need more than one identity certificate for a CA and
if the CA allows multiple certificates with the same names, you must define another trustpoint for
the same CA, associate another key pair to it, and have it certified.

Multiple Trusted CA Support

The Cisco NX-OS device can trust multiple CAs by configuring multiple trustpoints and associating
each with a distinct CA. With multiple trusted CAs, you do not have to enroll a device with the specific
CA that issued the certificate to a peer. Instead, you can configure the device with multiple trusted CAs
that the peer trusts. The Cisco NX-OS device can then use a configured trusted CA to verify certificates
received from a peer that were not issued by the same CA defined in the identity of the peer device.

PKI Enrollment Support

Enrollment is the process of obtaining an identity certificate for the device that is used for applications.
It occurs between the device that requests the certificate and the certificate authority.
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The Cisco NX-OS device performs the following steps when performing the PKI enrollment process:
1. Generates an RSA private and public key pair on the device.
2. Generates a certificate request in standard format and forward it to the CA.

~

Note  The CA administrator may be required to manually approve the enrollment request at the CA
server, when the request is received by the CA.

3. Receives the issued certificate back from the CA, signed with the CA’s private key.

4. Writes the certificate into a nonvolatile storage area on the device (bootflash).

Manual Enrollment Using Cut-and-Paste

The Cisco NX-OS software supports certificate retrieval and enrollment using manual cut-and-paste.
Cut-and-paste enrollment means that you must cut and paste the certificate requests and resulting
certificates between the device and the CA.

You must perform the following steps when using cut and paste in the manual enrollment process:

1. Create an enrollment certificate request, which the Cisco NX-OS device displays in base64-encoded
text form.

2. Cutand paste the encoded certificate request text in an e-mail or in a web form and send it to the CA.

3. Receive the issued certificate (in base64-encoded text form) from the CA in an e-mail or in a web
browser download.

4. Cut and paste the issued certificate to the device using the certificate import facility.

Multiple RSA Key Pair and Identity CA Support

Multiple identity CAs enable the device to enroll with more than one trustpoint, which results in multiple
identity certificates, each from a distinct CA. With this feature the Cisco NX-OS device can participate
in applications with many peers using certificates issued by CAs that are acceptable to those peers.

The multiple RSA key-pair feature allows the device to maintain a distinct key pair for each CA with
which it is enrolled. It can match policy requirements for each CA without conflicting with the
requirements specified by the other CAs, such as the key length. The device can generate multiple RSA
key pairs and associate each key pair with a distinct trustpoint. Thereafter, when enrolling with a
trustpoint, the associated key pair is used to construct the certificate request.

Peer Certificate Verification

The PKI support on a Cisco NX-OS device can verify peer certificates. The Cisco NX-OS software
verifies certificates received from peers during security exchanges for applications. The applications
verify the validity of the peer certificates. The Cisco NX-OS software performs the following steps when
verifying peer certificates:

1. Verifies that the peer certificate is issued by one of the locally trusted CAs.
2. Verifies that the peer certificate is valid (not expired) with respect to current time.

3. Verifies that the peer certificate is not yet revoked by the issuing CA.
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For revocation checking, the Cisco NX-OS software supports only the certificate revocation list (CRL).
A trustpoint CA can use one or both of these methods to verify that the peer certificate has not been
revoked.

Certificate Revocation Checking

CRL Support

The Cisco NX-OS software can check that revocation status of CA certificates. The applications can use
the revocation checking mechanisms in the order that you specify. The choices are CRL, none, or a
combination of these methods.

This section includes the following topics:

e CRL Support, page 5-5

The CAs maintain certificate revocation lists (CRLs) to provide information about certificates revoked
prior to their expiration dates. The CAs publish the CRLs in a repository and provide the download
public URL in all issued certificates. A client verifying a peer’s certificate can obtain the latest CRL from
the issuing CA and use it to determine if the certificate has been revoked. A client can cache the CRLs
of some or all of its trusted CAs locally and use them later if necessary until the CRLs expire.

The Cisco NX-OS software allows the manual configuration of predownloaded CRLs for the trustpoints,
and then caches them in the device bootflash (cert-store). During the verification of a peer certificate,
the Cisco NX-OS software checks the CRL from the issuing CA only if the CRL has already been cached
locally and the revocation checking is configured to use the CRL. Otherwise, the Cisco NX-OS software
does not perform CRL checking and considers the certificate to be not revoked unless you have
configured other revocation checking methods.

Import and Export Support for Certificates and Associated Key Pairs

As part of the CA authentication and enrollment process, the subordinate CA certificate (or certificate
chain) and identity certificates can be imported in standard PEM (base64) format.

The complete identity information in a trustpoint can be exported to a file in the password-protected
PKCS#12 standard format. It can be later imported to the same device (for example, after a system crash)
or to a replacement device. The information in a PKCS#12 file consists of the RSA key pair, the identity
certificate, and the CA certificate (or chain).

Virtualization Support

Except for removing the configuration for a missing module, the configuration file operations are local
to the virtual device context (VDC). You can remove the missing module configuration only from the
default VDC. For more information on VDCs, see the Cisco Nexus 7000 Series NX-OS Virtual Device Con-
text Configuration Guide, Release 4.1.
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Licensing Requirements for PKI

The following table shows the licensing requirements for this feature:

Product License Requirement

Cisco NX-OS |PKI files require no license. Any feature not included in a license package is bundled with the Cisco NX-OS
system images and is provided at no extra charge to you. For a complete explanation of the Cisco NX-OS
licensing scheme, see the Cisco Nexus 7000 Series NX-OS Licensing Guide, Release 4.1.

PKI Guidelines and Limitations

PKT has the following configuration guidelines and limitations:
¢ The maximum number of key-pairs you can configure on a Cisco NX-OS device is 16.
e The maximum number of trust points you can declare on a Cisco NX-OS device is 16.
¢ The maximum number of identify certificates you can configure on a switch is 16.
e The maximum number of certificates in a CA certificate chain is 10.
¢ The maximum number of trust points you can authenticate to a specific CA is 10.

e Configuration rollbacks do not support the PKI configuration.

Configuring CAs and Digital Certificates

This section describes the tasks that you must perform to allow CAs and digital certificates on your Cisco
NX-OS device to interoperate. This section includes the following sections:

e Configuring the Hostname and IP Domain Name, page 5-7

e Generating an RSA Key Pair, page 5-8

e Creating a Trustpoint CA Association, page 5-10

e Authenticating the CA, page 5-11

e Configuring Certificate Revocation Checking Methods, page 5-13
e Generating Certificate Requests, page 5-14

e Installing Identity Certificates, page 5-16

¢ Ensuring Trustpoint Configurations Persist Across Reboots, page 5-17
e Exporting Identity Information in PKCS#12 Format, page 5-18

e Importing Identity Information in PKCS#12 Format, page 5-19

e Configuring a CRL, page 5-20

e Deleting Certificates from the CA Configuration, page 5-22

e Deleting RSA Key Pairs from Your Switch, page 5-23

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.1
m. 0L-18345-01 |


http://www.cisco.com/en/US/docs/switches/datacenter/sw/4_0/nx-os/licensing/configuration/guide/nx-os_licensing.html

| Chapter5 Configuring PKI

Configuring CAs and Digital Certificates

Send document comments to nexus7k-docfeedback@cisco.com

Configuring the Hostname and IP Domain Name

You must configure the hostname and IP domain name of the device if you have not yet configured them
because the Cisco NX-OS software uses the fully qualified domain name (FQDN) of the device as the
subject in the identity certificate. Also, the Cisco NX-OS software uses the device FQDN as a default
key label when you do not specify a label during key-pair generation. For example, a certificate named
DeviceA.example.com is based on a device hostname of DeviceA and a device IP domain name of
example.com.

A

Caution  Changing the hostname or IP domain name after generating the certificate can invalidate the certificate.

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vde command).

SUMMARY STEPS

1. configure terminal

hostname hostname

ip domain-name name [use-vrf vrf-name]
exit

show hosts

N U

copy running-config startup-config

DETAILED STEPS

Command Purpose

Step1  configure terminal Enters global configuration mode.

Example:
switch# configure terminal
switch(config)#

Step2  hostname hostname Configures the hostname of the device.

Example:
switch(config)# hostname DeviceA

Step3  ip domain-name name [use-vrf vrf-name] Configures the IP domain name of the device. If
you do not specify a VRF name, the command uses

Example:
DeviceA(config)# ip domain-name example.com the default VRF.

Stepd  exit Exits configuration mode.

Example:
switch(config)# exit
switch#

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.1
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Command Purpose
Step5 show hosts (Optional) Displays the IP domain name.
Example:

switch# show hosts

Step6  copy running-config startup-config (Optional) Copies the running configuration to the

startup configuration.
Example:

switch# copy running-config startup-config

Generating an RSA Key Pair

You can generate an RSA key pairs are used to sign and/or encrypt and decrypt the security payload
during security protocol exchanges for applications. You must generate the RSA key pare before you can
obtain a certificate for your device.

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vde command).

SUMMARY STEPS

1. configure terminal
crypto key generate rsa [label label-string] [exportable] [modulus size]
exit

show crypto key mypubkey rsa

L I

copy running-config startup-config
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DETAILED STEPS

Command Purpose

Step1  configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#

Step2  crypto key generate rsa [label Generates an RSA key pair. The maximum number
label-string] [exportable] [modulus size] ofkey pahs on a device is 16.
Example: The label string is alphanumeric, case sensitive, and
switch(config)# crypto key generate rsa has a maximum length of 64 characters. The default
exportable label string is the hostname and the FQDN separated

by a period character (.).

Valid modulus values are 512, 768, 1024, 1536, and

2048. The default modulus size is 512.

Note  The security policy on the Cisco NX-OS
device and on the CA (where enrollment is
planned) should be considered when
deciding the appropriate key modulus.

By default, the key pair is not exportable. Only

exportable key pairs can be exported in the

PKCS#12 format.

Caution  You cannot change the exportability of a

key pair.
Step3  exit Exits configuration mode.
Example:
switch(config)# exit
switch#
Step4  show crypto key mypubkey rsa (Optional) Displays the generated key.
Example:
switch# show crypto key mypubkey rsa
Step5 copy running-config startup-config (Optional) Copies the running configuration to the
startup configuration.
Example:
switch# copy running-config
startup-config
Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.1
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Creating a Trustpoint CA Association

BEFORE YOU BEGIN

SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

You must associate the Cisco NX-OS device with a trustpoint CA.

Ensure that you are in the correct VDC (or use the switchto vdc command).

Generate the RSA key pair (see the “Generating an RSA Key Pair” section on page 5-8).

1. configure terminal
crypto ca trustpoint name
enrollment terminal
rsakeypair label

exit

show crypto ca trustpoints

N e a0 2w N

copy running-config startup-config

Command

Purpose

configure terminal

Example:
switch# configure terminal
switch(config)#

Enters global configuration mode.

crypto ca trustpoint trustpoint-label

Example:
switch(config)# crypto ca trustpoint admin-ca
switch(config-trustpoint)#

Declares a trustpoint CA that the device
should trust and enters trustpoint
configuration mode. The trustpoint-label
argument is alphanumeric, case sensitive, and
has a maximum length of 64 characters.

Note The maximum number of trustpoints
that you can configure on a device is

16.

enrollment terminal

Example:
switch(config-trustpoint)# enrollment terminal

Enables manual cut-and-paste certificate
enrollment. The default is enabled.

Note The Cisco NX-OS software supports
only the manual cut-and-paste

method for certificate enrollment.

rsakeypair label

Example:
switch(config-trustpoint)# rsakeypair SwitchA

Specifies the label of the RSA key pair to
associate to this trustpoint for enrollment.

Note  You can specify only one RSA key

pair per CA.
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Step 5

Step 6

Step 7

Command Purpose
exit Exits trustpoint configuration mode.
Example:

switch(config-trustpoint)# exit
switch(config)#

show crypto ca trustpoints (Optional) Displays trustpoint information.

Example:
switch(config)# show crypto ca trustpoints

copy running-config startup-config (Optional) Copies the running configuration

to the startup configuration.
Example:

switch(config)# copy running-config
startup-config

Authenticating the CA

Note

BEFORE YOU BEGIN

SUMMARY STEPS

The configuration process of trusting a CA is complete only when the CA is authenticated to the Cisco
NX-OS device. You must authenticate your Cisco NX-OS device to the CA by obtaining the self-signed
certificate of the CA in PEM format, which contains the public key of the CA. Because the certificate of
the CA is self-signed (the CA signs its own certificate) the public key of the CA should be manually
authenticated by contacting the CA administrator to compare the fingerprint of the CA certificate.

The CA that you are authenticating is not a self-signed CA when it is a subordinate CA to another CA,
which itself may be a subordinate to yet another CA, and so on, finally ending in a self-signed CA. This
type of CA certificate is called the CA certificate chain of the CA being authenticated. In this case, you
must input the full list of the CA certificates of all the CAs in the certification chain during the CA
authentication. The maximum number of certificates in a CA certificate chain is 10.

Ensure that you are in the correct VDC (or use the switchto vdc command).
Create an association with the CA (see the Creating a Trustpoint CA Association, page 5-10).
Obtain the CA certificate or CA certificate chain.

1. configure terminal
crypto ca authenticate trustpoint-label
exit

show crypto ca trustpoints

AR

copy running-config startup-config
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DETAILED STEPS
Command Purpose
Step1 configure terminal Enters global configuration mode.

Step 2

Step 3

Step 4

Step 5

Example:
switch# configure terminal
switch(config)#

crypto ca authenticate trustpoint-label

Example:

switch(config)# crypto ca authenticate admin-ca

input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIC4jCCAOYgAwIBAgIQOBWDSiay0GZRPSRI1jK0Ze]jANBgkghkiGIwOBAQUFADCB
kDEgMB4GCSQGSIb3DQEJARYRYWlhbmRrZUBjaXNjby5jb20xCzATJBgNVBAYTAkKLO
MRIWEAYDVQQIEwlLYXJuYXRha2ExXEjAQBgNVBACTCUJThbmdhbG9yZTEOMAWGA1UE
ChMFQ21zY28xEzARBgNVBASTCmM51dHNOb3JhZ2UXE]jAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOwWNTA1MDMyMjQ2MzdaFw0wNzA1MDMyMjU1MTdaMIGQMSAwHgYJKoZ IThveN
AQKkBFhFhbWFuZGt1QGNpc2NvLMNVLbTELMAKGA1UEBhMCSU4XE]jAQBgNVBAgGTCULh
cm5hdGFrYTESMBAGA1UEBXMIQmMFuZ2Fsb3J1MQ4wDAYDVQQKEWVDaXNjbzETMBEG
A1lUECXMKbmV0c3RvCcmFnZTESMBAGA1UEAXMJIQXBhcm5hI ENBMFwwDQYJKoZThveN
AQEBBQADSWAWSAJBAMW/ 7b3+DXJPANBsIHHz1uNccNM8 7ypy zwuoSNZXOMpeRXXT
OzyBAgiXT2ASFuUOWQ1iDM8r0/41]f8RxvYKvysSCAWEAAaOBvzCBVDALBgNVHQS8E
BAMCAcYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUJyYJjyRoMbrCNMRU20yRhQ
GgsWbHEwawYDVRO £BGQwYjAuoCygKoYoaHROcDovL3NzZS0wOCIDZXJIORW5yb2xs
LOFwYXJuYSUYMENBLmMNybDAwoC6gLIYgZmlsZTovL1xcc3N1LTA4XEN1cnRFbndv
bGxcQXBhecm5hITIwQOEUY3JsMBAGCSSGAQQBY ] cVAQQDAGEAMAOGCSQGSIb3DQER
BQUAAOEAHV6UQ+8nE399Tww+KaGr0gONIJagNgLhOAFcTOrEyuyt /WYGPzksF9Ea
NBG7E00ON66zex0EOEfG1Vs6bmXpl/ /w==

END OF INPUT
Fingerprint (s): MD5
Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/no]: yes

Prompts you to cut and paste the
certificate of the CA. Use the same

name that you used when declaring the
CA.

The maximum number of trustpoints
that you can authenticate to a specific
CA is 10.

Note  For subordinate CA
authentication, the Cisco
NX-OS software requires the
full chain of CA certificates
ending in a self-signed CA
because the CA chain is needed
for certificate verification as
well as for PKCS#12 format

export.

exit

Example:
switch(config)# exit
switch#

Exits configuration mode.

show crypto ca trustpoints

Example:
switch# show crypto ca trustpoints

(Optional) Displays the trustpoint CA
information.

copy running-config startup-config

Example:
switch# copy running-config startup-config

(Optional) Copies the running
configuration to the startup
configuration.
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Configuring Certificate Revocation Checking Methods

During security exchanges with a client, the Cisco NX-OS device performs the certificate verification of
the peer certificate sent by the client. The verification process may involve certificate revocation status
checking.

The Cisco NX-OS software provides the CRL method. You can configure the device to check the CRL
downloaded from the CA. Downloading the CRL and checking locally does not generate traffic in your
network. However, certificates can be revoked between downloads and your device would not be aware
of the revocation.

BEFORE YOU BEGIN
Authenticate the CA (see the “Authenticating the CA” section on page 5-11).
Ensure that you have configured the CRL if you want to use CRL checking (see the “Configuring a CRL”
section on page 5-20).
SUMMARY STEPS
1. configure terminal
2. crypto ca trustpoint trustpoint-label
3. revocation-check {crl [none] | none}
4. exit
5. show crypto ca trustpoints
6. copy running-config startup-config
DETAILED STEPS
Command Purpose
Step1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step2 crypto ca trustpoint trustpoint-label Specifies a trustpoint CA and enters
trustpoint configuration mode.
Example:
switch(config)# crypto ca trustpoint admin-ca
switch(config-trustpoint)#
Step3  revocation-check {crl [none] | none} Configures the certificate revocation
checking methods. The default method is erl.
Example:
switch(config-trustpoint)# revocation-check The Cisco NX-OS software uses the
oscp none certificate revocation methods in the order
that you specify.
Step4  exit Exits trustpoint configuration mode.
Example:
switch(config-trustpoint)# exit
switch(config)#

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.1
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Command Purpose
Step5 show crypto ca trustpoints (Optional) Displays the trustpoint CA
information.
Example:

switch(config)# show crypto ca trustpoints

Step6  copy running-config startup-config (Optional) Copies the running configuration

to the startup configuration.
Example:

switch(config)# copy running-config
startup-config

Generating Certificate Requests

You must generate a request to obtain identity certificates from the associated trustpoint CA for each of
your device’s RSA key pairs. You must then cut and paste the displayed request into an e-mail or in a
website form for the CA.

BEFORE YOU BEGIN
Ensure that you are in the correct VDC (or use the switchto vdc command).
Create an association with the CA (see the “Creating a Trustpoint CA Association” section on
page 5-10).
Obtain the CA certificate or CA certificate chain.
SUMMARY STEPS

1. configure terminal
crypto ca enroll trustpoint-label
exit

show crypto ca certificates

e B W N

copy running-config startup-config
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DETAILED STEPS
Command Purpose

Step1 configure terminal Enters global configuration mode.
Example:

switch# configure terminal
switch(config)#

Step2 crypto ca enroll trustpoint-label Generates a certificate request for
an authenticated CA.
Example:
switch(config)# crypto ca enroll admin-ca Note  You must remember the
Create the certificate request .. challenge password. It is

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your

not saved with the
configuration. You must

certificate.
For security reasons your password will not be saved in the enter this password if your
configuration. certificate needs to be
Please make a note of it. revoked.

Password:nbv123
The subject name in the certificate will be: DeviceA.cisco.com
Include the switch serial number in the subject name? [yes/nol: no
Include an IP address in the subject name [yes/nol: yes
ip address:172.22.31.162
The certificate request will be displayed...

MIIBgzCCARQCAQAWHDEaMBgGAlUEAXMRVMVNYXMtEMS5jaXNjby5ib20wgZ8wDQYJ
KoZIhvcNAQEBBQADGYOAMIGJAOGBALSY1UAJ2NC7jUJ1DVaSMagNIgd2kt8r141KY
0JC6ManNy4gxk8VeMXZSiLJ4JgTzKWAXbLDKkTTysnjuCXGvjb+wjOhEhv/y51T9y
P2NJJ80orngShrvFZgC7ysN/PyMwKcgzhbVpj+rargZvHtGJI91XTgdWoVkSCzXv8S
VayHOVEVAgMBAAGYTZzAVBgkghkiGI9w0BCQcxCBMGbmJI 2MTI zMDYGCSAGSIb3DQEJ
DJEpMCcwJQYDVRORAQH/BBswGYIRVMVNYXMtMSS5jaXNjby5jb22HBKwWH6 IwDQYJ
KoZIhvcNAQEEBQADGYEAKT60KER6Q08Nn] 0sDXZVHSEJZh6K6JtDz3GkA99G1FWgt
PftrNcWUE/pwbHayfQ1l2T3ecgNwel2d15133YBF2bktExiI6U188nTOjglXMjja8
8a23bNDpNsM8rklwA6hWkrVL8NUZEFJIxgbj fngPNTZacJCUS6ZgKCMetbKytUx0=

Step3  exit Exits trustpoint configuration

mode.
Example:

switch(config-trustpoint)# exit
switch(config) #

Step4  show crypto ca certificates (Optional) Displays the CA

certificates.
Example:

switch(config)# show crypto ca certificates

Step5 copy running-config startup-config (Optional) Copies the running
configuration to the startup
Example: . .
configuration.

switch(config)# copy running-config startup-config

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.1
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Installing Identity Certificates

You can receive the identity certificate from the CA by e-mail or through a web browser in base64
encoded text form. You must install the identity certificate from the CA by cutting and pasting the
encoded text.

BEFORE YOU BEGIN
Ensure that you are in the correct VDC (or use the switchto vdc command).
Create an association with the CA (see the “Creating a Trustpoint CA Association” section on
page 5-10).
Obtain the CA certificate or CA certificate chain.
SUMMARY STEPS

1. configure terminal
crypto ca import trustpoint-label certificate
exit

show crypto ca certificates

LA I

copy running-config startup-config
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DETAILED STEPS
Command Purpose
Step1 configure terminal Enters global configuration mode.

Step 2

Step 3

Step 4

Step 5

Example:
switch# configure terminal
switch(config)#

crypto ca import trustpoint-label certificate

Example:
switch(config)# crypto ca import admin-ca certificate
input (cut & paste) certificate in PEM format:

MIIEADCCA6QgAwIBAgIKC]O000QAAAAAAADANBgkahkiGIwOBAQUFADCBKDEGMBAG
CSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5ib20xCzAIBgNVBAYTAKk1OMRIWEAYD
VQQIEWlLYXJuYXRha2ExE]jAQBgNVBACTCUThbmdhbG9yZTEOMAWGA1UEChMFQ21 z
Y28xEzZARBgNVBASTCmM51dHNOb3JThZ2UXE]jAQBgNVBAMTCUFwYXJuYSBDQTAeFwOw
NTEXMTIwMzAyNDBaFwOwNjEXMTIwMzEyNDBaMBwXGjAYBgNVBAMTEVZ1Z2FzLTEU
Y21zY28uY29tMIGEMAOGCSQGSIb3DQEBAQUAALGNADCBIQKBgQC /GNVACdjQu4dlC
dQ1WkjKjSICApLfK5eJSmNCQuUjGpzcuKsZPFXjF2UoiyeCYE8ylncWyw5EQ08rJ47
glxr42/sI9IRIb/8udU/cj9jSSEKK56koa7xWYAu8rDfz8jMCnIM4AWlaY/g2qg4Gb
x7R1fdAV06UFQFZEgs17/Elash9LxLwIDAQABO4ICEZCCAg8wIQYDVRORAQH/BBsw
GYIRVMVNYXMEMSS5jaXNjby5jb2 2HBKWIWH6 IwHQYDVROOBBYEFKCL1 +2sspWEfgrR
bhinm1Vyo9jngMIHMBgNVHSMEgCcQwgcGAFCco8kaDG6w]jTEVN] skYUBOLFmMXX0YGW
PIGTMIGOMSAWHgYJK0ZIhvcNAQKkBFhFhbWFuzZGt1QGNpc2NVLmMNVvbTELMAKGA1UE
BhMCSU4xEjAQBgNVBAGTCUthcm5hdGFrYTESMBAGA1UEBXxMIQmMFuUZ2Fsb3J1MQ4w
DAYDVQQKEwWVDaXNjbzETMBEGA1UECXMKbmV0c3RvcmFnZTESMBAGA1UEAXMJIQXBh
cm5hIENBghAFYNKIrLQZ1E9JEiWMrR1 6MGSGA1UdHWRKMGIwLgAsoCgGKGhOdHAG
Ly9zc2UtMDgvQ2VydEVucm9sbCIBcGFybmE1M]jBDQS5 jcmwwMKAUOCYyGKmMZpbGU6
Ly9cXHNzZSO0wOFxDZXJ0RW5yb2xsXEFwYXJuYSUYMENBLMNYybDCBigYIKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi90dHRwO18vc3N1LTA4LON]cnRFbnJvbGwvc3NL
LTA4XO0FwYXJuYSUYMENBLmNYdDA9BggrBgEFBQcwAOYxZml sZTovL1xcc3N1LTA4L
XEN1cnRFbnJvbGxcc3N1LTA4XO0FwYXJuYSUYMENBLMNYdDANBgkghkiG9w0OBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSuDDcOcUZUUTgrpnTqVpPyejtsyflw
E36cIZudWsEXREgxbTk8ycx7V50=

Prompts you to cut and paste the
identity certificate for the CA named
admin-ca.

The maximum number of identify
certificates that you can configure on a
device is 16.

Example:
switch(config)# exit
switch#

Exits configuration mode.

show crypto ca certificates

Example:
switch# show crypto ca certificates

(Optional) Displays the CA
certificates.

copy running-config startup-config

Example:
switch# copy running-config startup-config

(Optional) Copies the running
configuration to the startup
configuration.

Ensuring Trustpoint Configurations Persist Across Reboots

You can ensure that the trustpoint configuration persists across Cisco NX-OS device reboots.

[ oL-18345-01
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~

Note

The trustpoint configuration is a normal Cisco NX-OS device configuration that persists across system
reboots only if you copy it explicitly to the startup configuration. The certificates, key pairs, and CRL
associated with a trustpoint are automatically persistent if you have already copied the trustpoint
configuration in the startup configuration. Conversely, if the trustpoint configuration is not copied to the
startup configuration, the certificates, key pairs, and CRL associated with it are not persistent since they
require the corresponding trustpoint configuration after a reboot. Always copy the running configuration
to the startup configuration to ensure that the configured certificates, key pairs, and CRLs are persistent.
Also, save the running configuration after deleting a certificate or key pair to ensure that the deletions
permanent.

The certificates and CRL associated with a trustpoint automatically become persistent when imported
(that is, without explicitly copying to the startup configuration) if the specific trustpoint is already saved
in startup configuration.

We recommend that you create a password protected backup of the identity certificates and save it to an
external server (see the “Exporting Identity Information in PKCS#12 Format” section on page 5-18).

Copying the configuration to an external server does include the certificates and key pairs.

Exporting Identity Information in PKCS#12 Format

~

Note

BEFORE YOU BEGIN

SUMMARY STEPS

You can export the identity certificate along with the RSA key pair and CA certificate (or the entire chain
in the case of a subordinate CA) of a trustpoint to a PKCS#12 file for backup purposes. You can import
the certificate and RSA key pair to recover from a system crash on your device or when you replace the
supervisor modules.

You can use only the bootflash:filename format when specifying the export URL.

Ensure that you are in the correct VDC (or use the switchto vdec command).
Generate an exportable RSA key pair (see the “Generating an RSA Key Pair” section on page 5-8).
Authenticate the CA (see the “Authenticating the CA” section on page 5-11).

Install an identity certificate (see the “Installing Identity Certificates” section on page 5-16).

1. configure terminal
crypto ca export trustpoint-label pkes12 bootflash:filename

exit

& w0 D

copy booflash:filename scheme:/lserver/lurlllfilename

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.1



| Chapter5

Configuring PKI

Configuring CAs and Digital Certificates

Send document comments to nexus7k-docfeedback@cisco.com

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Command

Purpose

configure terminal

Example:
switch# configure terminal
switch(config)#

Enters global configuration mode.

crypto ca export trustpoint-label
pkcsl2 bootflash: filename password

Example:

switch(config)# crypto ca export
admin-ca pkcsl2 bootflash:adminid.pl2
nbv123

Exports the identity certificate and associated key pair
and CA certificates for a trustpoint CA. The password is
alphanumeric, case sensitive, and has a maximum
length of 128 characters.

exit

Example:
switch(config)# exit
switch#

Exits configuration mode.

copy booflash: filename
scheme://server/[url/] filename

Example:
switch# copy bootflash:adminid.pl2
tftp:adminid.pl2

Copies the PKCS#12 format file to a remote server.

For the scheme argument, you can enter tftp:, ftp:, scp:,
or sftp:. The server argument is the address or name of
the remote server, and the url argument is the path to the
source file on the remote server.

The server, url, and filename arguments are case
sensitive.

Importing Identity Information in PKCS#12 Format

BEFORE YOU BEGIN

S

Note

SUMMARY STEPS

You can import the certificate and RSA key pair to recover from a system crash on your device or when

you replace the supervisor modules.

You can use only the bootflash:filename format when specifying the import URL.

Ensure that you are in the correct VDC (or use the switchto vdc command).

Ensure that the trustpoint is empty by checking that no RSA key pair is associated with it and no CA is
associated with the trustpoint using CA authentication.

LA I

copy scheme://server/[urll]filename bootflash:filename

configure terminal

crypto ca import trustpoint-label pkes12 bootflash:filename

exit

show crypto ca certificates
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Configuring a

BEFORE YOU BEGIN

6. copy running-config startup-config

Command

Purpose

copy scheme://server/[url/] filename
bootflash: filename

Example:
switch# copy tftp:adminid.pl2
bootflash:adminid.pl2

Copies the PKCS#12 format file from the remote server.

For the scheme argument, you can enter tftp:, ftp:, scp:,
or sftp:. The server argument is the address or name of
the remote server, and the url argument is the path to the
source file on the remote server.

The server, url, and filename arguments are case
sensitive.

configure terminal

Example:
switch# configure terminal
switch(config)#

Enters global configuration mode.

crypto ca import trustpoint-label
pkscl2 bootflash: filename

Example:

switch(config)# crypto ca import
admin-ca pkcsl2 bootflash:adminid.pl2
nbvl23

Imports the identity certificate and associated key pair
and CA certificates for trustpoint CA.

exit

Example:
switch(config)# exit
switch#

Exits configuration mode.

show crypto ca certificates

Example:
switch# show crypto ca certificates

(Optional) Displays the CA certificates.

copy running-config startup-config

Example:
switch# copy running-config
startup-config

(Optional) Copies the running configuration to the
startup configuration.

CRL

You can manually configure CRLs that you have downloaded from the trustpoints. The Cisco NX-OS
software caches the CRLs in the device bootflash (cert-store). During the verification of a peer
certificate, the Cisco NX-OS software checks the CRL from the issuing CA only if you have downloaded
the CRL to the device and you have configured certificate revocation checking to use the CRL.

Ensure that you are in the correct VDC (or use the switchto vdc command).

Ensure that you have enabled certificate revocation checking (see the “Configuring Certificate
Revocation Checking Methods” section on page 5-13).
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SUMMARY STEPS
1. copy scheme:l/server/[url/]filename bootflash:filename
2. configure terminal
3. crypto ca crl request rrustpoint-label bootflash:filename
4. exit
5. show crypto ca crl name
6. copy running-config startup-config
DETAILED STEPS
Command Purpose
Step1  copy scheme:[//server/lurl/]]filename Downloads the CRL from a remote server.
bootflash: filename
For the scheme argument, you can enter
Example: tftp:, ftp:, scp:, or sftp:. The server
switch# copy tftp:adminca.crl argument is the address or name of the
bootflash:adminca.crl remote server, and the ur/ argument is the
path to the source file on the remote server.
The server, url, and filename arguments
are case sensitive.

Step2 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#

Step3  crypto ca crl request trustpoint-label Configures or replaces the current CRL
bootflash: filename with the one specified in the file.
Example:
switch(config)# crypto ca crl request admin-ca
bootflash:adminca.crl

Stepd  exit Exits configuration mode.

Example:
switch(config)# exit
switch#

Step5 show crypto ca crl trustpoint-label (Optional) Displays the CA CRL

information.
Example:
switch# show crypto ca crl admin-ca
Step6  copy running-config startup-config (Optional) Copies the running
configuration to the startup configuration.
Example:
switch# copy running-config startup-config
Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.1
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Deleting Certificates from the CA Configuration

You can delete the identity certificates and CA certificates that are configured in a trustpoint. You must
first delete the identity certificate, followed by the CA certificates. After deleting the identity certificate,
you can disassociate the RSA key pair from a trustpoint. You must delete certificates to remove expired
or revoked certificates, certificates that have compromised (or suspected to be compromised) key pairs,
or CAs that are no longer trusted.

BEFORE YOU BEGIN
Ensure that you are in the correct VDC (or use the switchto vdc command).
SUMMARY STEPS
1. configure terminal
2. crypto ca trustpoint trustpoint-label
3. delete ca certificates
4, delete certificate [force]
5. exit
6. show crypto ca certificates [trustpoint-label]
7. copy running-config startup-config
DETAILED STEPS
Command Purpose
Step1 configure terminal Enters global configuration mode.
Example:
switch# configure terminal
switch(config)#
Step2  crypto ca trustpoint trustpoint-label Specifies a trustpoint CA and enters trustpoint
configuration mode.
Example:
switch(config)# crypto ca trustpoint admin-ca
Step3  delete ca-certificates Deletes the CA certificate or certificate chain.
Example:
switch(config-trustpoint)# delete
ca-certificate
Stepd  delete certificate [force] Deletes the identity certificate.
Example: You must use the force option if the identity
switch(config-trustpoint)# delete certificate |[certificate you want to delete is the last
certificate in a certificate chain or only
identity certificate in the device. This
requirement ensures that you do not
mistakenly delete the last certificate in a
certificate chain or only identity certificate
and leave the applications without a certificate
to use.
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Command Purpose
Step5  exit Exits trustpoint configuration mode.
Example:

switch(config-trustpoint)# exit
switch(config)#

Step6  show crypto ca certificates [frustpoint-labell (Optional) Displays the CA certificate
information.
Example:
switch(config)# show crypto ca certificates
admin-ca
Step7  copy running-config startup-config (Optional) Copies the running configuration to
the startup configuration.
Example:

switch(config)# copy running-config
startup-config

Deleting RSA Key Pairs from Your Switch

You can delete the RSA key pairs on your device if you believe the RSA key pairs were compromised in
some way and should no longer be used.

~

Note  After you delete RSA key pairs from a device, ask the CA administrator to revoke your device’s
certificates at the CA. You must supply the challenge password that you created when you originally
requested the certificates. See the “Generating Certificate Requests” section on page 5-14.

BEFORE YOU BEGIN

Ensure that you are in the correct VDC (or use the switchto vde command).

SUMMARY STEPS

1. configure terminal
crypto key zeroize rsa label
exit

show crypto key mypubkey rsa

AR

copy running-config startup-config
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Command

Purpose

configure terminal

Example:
switch# configure terminal
switch(config)#

Enters global configuration mode.

crypto key zeroize rsa label

Example:
switch(config)# crypto key zeroize rsa MyKey

Deletes the RSA key pair.

exit

Example:
switch(config)# exit
switch#

Exits configuration mode.

show crypto key mypubkey rsa

Example:
switch# show crypto key mypubkey rsa

(Optional) Displays the RSA key pair
configuration.

copy running-config startup-config

Example:
switch# copy running-config startup-config

(Optional) Copies the running
configuration to the startup configuration.

Verifying the PKI Configuration

To verify the PKI configuration, use the following commands:

Command Purpose

show crypto key mypubkey rsa Displays information about the RSA public keys generated on

the Cisco NX-OS device.

show crypto ca certificates Displays information about CA and identity certificates.
show crypto ca crl Displays information about CA CRLs.
show crypto ca trustpoints Displays information about CA trustpoints.

Example PKI Configurations

~

Note

This section shows an example of the tasks that you can use to configure certificates and CRLs on Cisco

NX-OS devices using a Microsoft Windows Certificate server.

You can use any type of certificate server to generate digital certificates. You are not limited to using

Microsoft Windows Certificate server.
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This section includes the following topics:
e Configuring Certificates on the Cisco NX-OS Device, page 5-25
¢ Downloading a CA Certificate, page 5-28
e Requesting an Identity Certificate, page 5-32
e Revoking a Certificate, page 5-39
¢ Generating and Publishing the CRL, page 5-41
e Downloading the CRL, page 5-42
e Importing the CRL, page 5-44

Configuring Certificates on the Cisco NX-0S Device

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

To configure certificates on an Cisco NX-OS device, follow these steps:

Configure the device FQDN.

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# hostname Device-1

Device-1(config)#

Configure the DNS domain name for the device.

Device-1(config)# ip domain-name cisco.com

Create a trustpoint.

Device-1(config)# crypto ca trustpoint myCA
Device-1(config-trustpoint)# exit
Device-1(config)# do show crypto ca trustpoints
trustpoint: myCA; key:

revokation methods: crl

Create an RSA key pair for the device.

Device-1(config)# crypto key generate rsa label myKey exportable modulus 1024
Device-1(config)# do show crypto key mypubkey rsa

key label: myKey

key size: 1024

exportable: yes

Associate the RSA key pair to the trustpoint.

Device-1(config)# crypto ca trustpoint myCA
Device-1(config-trustpoint)# rsakeypair myKey
Device-1(config-trustpoint)# exit
Device-1(config)# do show crypto ca trustpoints
trustpoint: myCA; key: myKey

revokation methods: crl

Download the CA certificate from the Microsoft Certificate Service web interface (see the
“Downloading a CA Certificate” section on page 5-28).
Authenticate the CA that you want to enroll to the trustpoint.

Device-1(config)# crypto ca authenticate myCA
input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT :

[ oL-18345-01
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Step 8

MIIC4jCCAoygAwIBAgIQBWDSiay0GZRPSRI1jK0ZejANBgkghkiGO9wOBAQUFADCB
kDEgMB4GCSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJBgNVBAYTAKkK1O
MRIWEAYDVQQIEwlLYXJuYXRha2ExXEjAQBgNVBAcTCUJThbmdhbG9yZTEOMAWGA1UE
ChMFQ21zY28xXEzARBgNVBASTCm51dHNOb3JThZ2UxEjAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOWNTA1MDMyMjQ2MzdaFwO0wNzA1MDMyMj U1lMTdaMIGQMSAwWHgYJKoZIhvcN
AQkBFhFhbWFuZGt 1QGNpc2NvLMNvbTELMAKGA1UEBhMCSU4xEjAQBgNVBAgTCUth
cm5hdGFrYTESMBAGA1UEBxMJIQmMFuZ2Fsb3J1MQ4wDAYDVQQKEwVDaXNjbzETMBEG
AlUECXMKbmV0c3RvcmFnZTESMBAGA1UEAXMJQXBhcm5hIENBMFwwDQYJKoOZIhveN
AQEBBQADSWAWSAJBAMW/7b3+DXJPANBsIHHZ1uNccNM87ypyzZwuoSNZXOMpeRXXI
OzyBAgiXT2ASFuUOwQ1liDM8r0/41]jf8RxvYKvysCAWEAAaOBvzCBvDALBgNVHQSE
BAMCACYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4 EFgQUJyj yRoMbrCNMRU20yRhQ
GgsWbHEwawYDVRO0£fBGQwYjAuoCygKoYoaHRO0cDovL3NzZS0wOC9DZXJORW5yb2xs
LOFwYXJuYSUYMENBLMNybDAwoC6gLIYgZmlsZTovL1xkcc3N1LTA4XEN1cnRFbndv
bGxcQXBhcm5hIJTIWQOEUY3JsMBAGCSsGAQQBgjcVAQQDAgEAMAOGCSQGSIb3DQEB
BQUAAOEAHV6UQ+8nE399Tww+KaGr0gONIJagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EOON66zex0EOEfG1Vs6mXpl/ /w==

END OF INPUT

Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/no]:y
Device-1(config)#

Device-1(config)# do show crypto ca certificates
Trustpoint: myCA
CA certificate 0:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/O=Yourcompany/O

U=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/O=Yourcompany/OU

=netstorage/CN=Aparna CA
serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
purposes: sslserver sslclient ike

Generate a request certificate to use to enroll with a trustpoint.

Device-1(config)# crypto ca enroll myCA

Create the certificate request

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password:nbv123

The subject name in the certificate will be: Device-1l.cisco.com
Include the switch serial number in the subject name? [yes/nol: no
Include an IP address in the subject name [yes/no]: yes

ip address:10.10.1.1

The certificate request will be displayed...

MIIBgzCCARQCAQAWHDEaMBgGA1UEAXMRVMVNYXMEMSS5jaXNjby5jb20wgz8wDQYJ
KoZIhvcNAQEBBQADGYOAMIGJIAOGBALSY1UAJ2NC7jUJ1DVaSMgNIgJ2kt8r141KY
0JC6ManNy4qgxk8VeMXZSiLJ4JgTzKWAXbLDKTTysnjuCXGvjb+wjO0hEhv/y51T9y
P2NJJ8orngShrvFzgC7ysN/PyMwKcgzhbVpj+rargZvHtGI91XTgdWoVkSCzXv8S
VgyHOVEVAgMBAAGYTzAVBgkghkiG9w0BCQcexCBMGbmJI 2MTIzMDYGCSQGSIb3DQEJ
DJjEpMCcwJQYDVRORAQH/BBswGYIRVMVNYXMEMS5JaXNjby5ib2 2HBKWWH6 TwDQYJ
KoZIhvcNAQEEBQADGYEAKT60KER6Q08nj0sDXZVHSfIZh6K6JtDz3Gkd99G1lFWgt
PftrNcWUE/pwb6HayfQl2T3ecgNwel2d15133YBF2bktExiI6U188nTOjglXMjjas8
8a23bNDpNsM8rklwA6hWkrVL8NUZEFJIxgbj fngPNTZacJCUS6ZgKCMetbKytUx0=

[l Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.1
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Step 9

Step 10

Step 11

Step 12

Example PKI Configurations

Request an identity certificate from the Microsoft Certificate Service web interface (see the “Requesting

an Identity Certificate” section on page 5-32).

Import the identity certificate.

Device-1(config)# crypto ca import myCA certificate
input (cut & paste) certificate in PEM format:

MIIEADCCA6QgAwWIBAgIKCjOO0QAAAAAAADANBgkghkiGO9w0OBAQUFADCBKDEgMB4G
CSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5ib20xCzAIJBgNVBAYTAk1OMRIWEAYD
VQQIEwlLYXJuYXRha2EXEjAQBgNVBACTCUJThbmdhbG9yZTEOMAWGA1UEChMFQ21z
Y28xXEzARBgNVBASTCm51dHNOb3JThZ2UXEjAQBgNVBAMTCUFwYXJuYSBDQTAeFwOw
NTExXMTIwMzAyNDBaFwOwNjExXMTIwMzEyNDBaMBwxGjAYBgNVBAMTEVZ1Z2FzLTEu
Y21zY28uY29tMIGEMAOGCSQGSIb3DQEBAQUAALGNADCBiQKBgQC/GNVACAd]jQu4dlcC
dQ1WkjKjSICApLEfK5eISMNCQuUjGpzcuKsZPFXjF2UoiyeCYE8ylncWyw5E08rJd47
glxr42/sI9IRIb/8udU/cj9jSSEKK56koa7xWYAu8rDfz8jMCnIM4WlaY/q2g4Gb
x7RifAV06uFQFZEgsl7 /Elash9LxLwIDAQABo4ICEzZCCAg8wJIJQYDVRORAQH/BBsw
GYIRVMVNYXMtMS5jaXNjby5jb22HBKwWH6 IWHQYDVROOBBYEFKCLi+2sspWEfgrR
bhWmlVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6wj TEVN] skYUBOLFMXXOYGW
PIGTMIGQMSAWHgYJKOZIhvcNAQkBFhFhbWFuZGt1QGNpc2NvLMNvbTELMAKGA1UE
BhMCSU4xEjAQBgNVBAGTCUthcm5hdGFrYTESMBAGA1UEBxXMJQMFuZ2Fsb3J1MQ4w
DAYDVQQKEwVDaXNjbzETMBEGA1UECxXMKbmV0c3RvcmFnZTESMBAGA1UEAXMJIQXBh
cm5hIENBghAFYNKJrLQZ1E9JEiWMrR1 6MGsSGA1UdHWRKMGIWLgASOCQGKGhOdHAG6
Ly9zc2UtMDgvQ2VydEVucm9 sbC9BcGFybmE1MjBDQS5 j cmwwMKAUoCyGKmZpbGU6
Ly9cXHNzZSO0wOFXDZXJORW5yb2xsXEFwYXJuYSUYMENBLMNYybDCBigYIKwYBBQUH
AQEEf jB8MDsGCCsGAQUFBzAChi90dHRwOi8vc3N1LTA4LON1cnRFbnIvbGwve3N1
LTA4X0FwYXJuYSUyYMENBLMNYdDA9BggrBgEFBQcwAOYXZmlsZTovL1xcc3N1LTA4
XEN1cnRFbnJvbGxcc3N1LTA4X0FwYXJuYSUYMENBLMNYdDANBgkghkiGO9w0OBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSuDDcOcUZUUTgrpnTqVpPyejtsyflw
E36cIZu4WsEXREgxbTk8ycx7V50=

Device-1(config)# exit
Device-1#

Verify the certificate configuration.

Device-1# show crypto ca certificates
Trustpoint: myCA

certificate:

subject= /CN=Device-1.cisco.com

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/0=Cisco/0U

=netstorage/CN=Aparna CA

serial=0A338EA1000000000074

notBefore=Nov 12 03:02:40 2005 GMT

notAfter=Nov 12 03:12:40 2006 GMT

MD5 Fingerprint=3D:33:62:3D:B4:D0:87:A0:70:DE:A3:87:B3:4E:24:BF
purposes: sslserver sslclient ike

CA certificate 0:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/O=Yourcompany/O

U=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/O=Yourcompany/OU

=netstorage/CN=Aparna CA
serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
purposes: sslserver sslclient ike

Save the certificate configuration to the startup configuration.

Device-1# copy running-config startup-config

[ oL-18345-01
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Downloading a CA Certificate

To download a CA certificate from the Microsoft Certificate Services web interface, follow these steps:

Step1  From the Microsoft Certificate Services web interface, click Retrieve the CA certificate or certificate
revocation task and click Next.

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

Mext =

144757

|

Step2  From the display list, choose the CA certificate file to download from the displayed list. Then click Base
64 encoded and click Download CA certificate.

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification autharity

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to downloa
CA Certificate: (i

© DER encoded or @ Base 64 encoded
Download CA certificate

Download CA certification path
Download latest certificate revocation list

144758

=

Step3  Click Open in the File Download dialog box.
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Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

[tis not necessary to manually install the CA x| this certification authority, because the
CA certification path will be installed for you

Some files can ham your computer. If the file information below
Choose file to download: \Snanvljlshllj;ﬁzmus, o pou do not fully trust the source, do not open or

CA Certificate

File name:  certnew. cer

File type:  Security Certificats

Fram: 10.76.45.108
CDER encoded or & Bas

Download CA certificate

Dovnload CA certification p: would pou like to open the file or save it to your computer?
Download latest cerificate re

B This type of file could ham your computer if it cantins
malicious cods.

Gpen | save Cancel More Info

I¥ | Blivays ask before opening tHis tpe of fii:

144759

Step4  In the Certificate dialog box, click Copy to File and click OK.

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerfification path to allow  ganers Detais |c9mmm Peth | ion authority
[tis not necessary to manually install th - show: [<al= - from this certification authority, because the
CA certification path will be installed fc
Field | walue -
Choose file to download: [Elversion v
CA Certificate (=] serial number 0560 D289 ACE4+ 1994 4749 1.,
[ sigrature algarithn shalRSA
Issuer Aparna CA, netstorage, Cisco..,
E\Jahd From 04 Mei 2005 4:16:37
E\Jahd to 04 Mei 2007 4:25:17
© DER encoded or ¢ [Fsubiect Aparna CA, netstorage, Cisto..,
Download CA certifica | Elrusic ey RSA (512 Bits) =
Download CA certifica
Dovnload latest certific
Elib PropErtiEs, . | Copy bo File... |
OK

144760

A

Step5  From the Certificate Export Wizard dialog box, choose the Base-64 encoded X.509 (CER) and click
Next.

Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.1
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Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allow | general  Detals |[Emf,(amn path | jan authority.
Itis not necessary to manually install th - shaw: [<al> - from this certification authority, because the

CA certification path will be installed fco

Certificate Export Wizard x|

Extport File Format
Certificates can be exported in a varisty of Fil Formats.

[Fversion
[ serial rumbe
[Fsignature ale

Choose file to download
CA Certificate: [ty

i Select the Format you wak to use:
DER sncoded or (|23

Download CA certifica
Download CA certifica
Dovinload latest certific

= subject £ DER encoded binary X.509 {,CER)
(+ Base-64 encoded ¥.509 (.CER)
" Cryptographic Message Syntax Standard - PKCS #7 Certificates ( F78)

I | Incltide &l cersificates in the certification path if possible

| Personal Information Exchange - PRESI#12 (PR
I 1rclide eflcertficates i e certification path if possible
I | Enable stromg pratection (requires IE 5.0, 1T 4.0/574 or atiove);

™| Delete the private key if the expnrt is successhil

< Back Mext > Cancel

E

144761

Step6  In the File name: text box on the Certificate Export Wizard dialog box, enter the destination file name
and click Next.

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List
C

ertificate _'.f|5|l
Install this CA certification path to allow  corera Details | coniication path | ion authority
Itis not necessary to manually installth - show: [<all> - from this certification authority, because the

CA cerification path will be installed fo

Certificate Export Wizard x|

Choose file to download: '
File to Export

CA Certificate:

Specify the name of the File you want ta expart

File name:

Di\testeerts|aparnaCa.cer Browse. ..

C DER encoded or ¢
Download CA certifica
Download CA certifica
Download latest certific

< Back Mext = Cancel

144762

Step7  In the Certificate Export Wizard dialog box, click Finish.
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Step 8

Microsoft C

[tis not necessary to manually install th
CA certification path will be installed fc

Choose file to download:
CA Certificate: (S

C DER encoded or ¢
Download CA certifica
Download CA certifica
Download latest certific

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow  ganeral Detas kemmamn path |

Show: | <all> d

Field
[Sversion

= serial rumbe
S signature al:
= 1ssuer
[Evalid from
Elvaiid o

= subject

[SPublic key

x|
ion authority

from this certification authority, because the

Completing the Certificate Export
Wizard

ou have successfully completed the Certificate Export
wizard,

‘fou have specified the Following settings:

File Name Diltest

Export Keys Mo

Tnclude all certficates in the certification path Ko

File: Farmat Basefd

of 1 |
<Back | Finish |

conel |

144763

Enter the Microsoft Windows type command to display the CA certificate stored in Base-64 (PEM)

format.

WINNT' system32% cmd.exe

0 0 7
flo ygAwl BAgI QBT AGZR
D B DQEJAR R
N Y DUO0 : .
¥ g ARH B
QTAeFul i1 MD ¥ f
nQkB Q
BAGA . 3
B p
i Bc 3R BAGH
7 QADSwAWSAJBA XJPANE
0 f Owiyl iDM8 g
BAMCACYwDwY DURBTAQH ~BA UwfwEB /=N
DURBE BGG fluo 0
AFuY B DAwo Ch
QX T QB i
BQUARBEAHYGUQ+8 99 Ay
NE BoM6 6 BEQ :
D n .

=

2wABAQUFADCE
i AJB BAYTAKLY
g OMAWGH
i H)
QMS A 0
. AQE i
0 D B
D 0
: 0 R
0 BuDALB Q8
R RiI20uRhO
BuOCoD AR
nMNG DQER
p 9

=10l x|

144764
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Requesting an Identity Certificate

To request an identify certificate from a Microsoft Certificate server using a PKCS#12 certificate signing
request (CRS), follow these steps:

Step1  From the Microsoft Certificate Services web interface, click Request an identity certificate and click
Next.

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
© Retrieve the CA certificate or certificate revocation list
@ Request a certificate
© Check on a pending certificate

Mext >
wn
]
~
=
BT
Step2  Click Advanced Request and click Next.
Choose Request Type
Pleasze select the type of request you would like to make:
© User certificate request
E-Mail Protection Certificate
@ fdvanced request
©
o
3
=3
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Step 3

Step 4

Example PKI Configurations

Click Submit a certificate request using a base64 encoded PKCS#10 file or a renewal request using

a base64 encoded PKCS#7 file and click Next.

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Nots that the palicy of the
certification authority (CA) will determine the certificates that vou can obtain

© Submit a certificate request to this CA using a form
® Submit a certificate request using a basef4 encoded PKCS #10 file or a renewal request using a basef4 encoded PKCS #7 file

« Request a certificate for a smart card on behalf of another user using the Smart Card Enroliment Station
You must have an enroliment agent centificate to submit & request for another user

144767

K

In the Saved Request text box, paste the base64 PKCS#10 certificate request and click Next. The
certificate request is copied from the Cisco NX-OS device console (see the “Generating Certificate

Requests” section on page 5-14 and “Configuring Certificates on the Cisco NX-OS Device” section on

page 5-25).

Submit A Saved Request

Paste a basefd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application {such as a web
senver) into the request field to submit the request to the certification authority (CA).

Saved Request:

Vo EOVEY AgNBAAGYTZ AVEgkghk1GIwDECOexCENG |
D3EpNCewIQYDVRORACH/ BESWGYIRVAVNTENCHSS 3
BaseBd Encoded |RoZIhveNAQEEEQADGYE AkTE0KER6Q0En10sDEZVE
Certificate Request |PEerNeWUE/ pwsHayfQl2 T3ecgNre 12415133 YBF2
(PKCS #10 or #7): |8a2 ShNDpNsNSrklvAshWkr VLENUZEF Jxob i EngPN
77777 END CERTIFICATE REQUEST--—-— -

] v

Browse for a file to insert

Additional Attributes:

=
Attributes -
1=l >

144768
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Step5  Wait one or two days until the certificate is issued by the CA administrator.

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator to issue the certificate you requested
Please return to this web site in a day or twio to retrieve your certificate

Note: You must return with this web browser within 10 days to retrieve your certificate

144769

KT

Step6  Note that the CA administrator approves the certificate request.

| {& Certification Authority

_|o x|
[ tcon wow || & = | ©m| [ 6|2 |

Tree I

Request subrmission Date Requester Name:
@ Certification Authority (Local) T — i SSE-O8Y IS
B @ Aparna CA

([ Revoked Certificates
[ Issued Certificates
-3 Pending Requests
[:I Failed Requests

Refresh

Help

4| | |

Contains operations that can be performed on the object,

144770
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Step7  From the Microsoft Certificate Services web interface, click Check on a pending certificate and click
Next.

Microsoft Cerific

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificats, you
will be able to securely identify yourself to ather people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
© Retrieve the CA certificate or certificate revocation list
© Request a certificate
@ Check on a pending certificate

et =

144771

KT}

Step8  Choose the certificate request that you want to check and click Next.

Microsoft C

Check On A Pending Certificate Request

Mext >

144772

=
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Step9  Click Base 64 encoded and click Download CA certificate.

Microsoft C

Certificate Issued

The certificate you requested was issued to you

€ DER encoded or & Base 64 encoded

Download CA certificate
== Download CA certification path

o©)
~~
3
==
Step10 In the File Download dialog box, click Open.
Microsoft Certifi
Certificate Issued
The certificate you requested was issusd to you.
CDER encoded or & Base 6| L |
Dovinload CA cerificate Some files can harm your computer. If the fle information below
== Download CA cerification path looks suspiciaus, or you da not fully iust the source, do not open or
save this file
File name: certnew.cer
File tpe:  Security Certficate
From 107645108
/B This type of file could ham your computer if it contains
malicious code.
wiould you lik to open the file or save it to your computer?
Open | sae Cancel More Info
I Eluzps ask before apening ihis e of file
<
~
3
[
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Step11  In the Certificate box, click Details tab and click Copy to File.... In the Certificate Export Dialog box,
click Base-64 encoded X.509 (.CER), and click Next.

Cisco Systems, Inc.

~=lolx|

. General Detals | Certification Path | EY e
= »
A show: [<als - = ¢ ‘“”“
= e p S
[Fversion 3
[ serial number 0A33 BEAL 0000 0000 0074
[F signature algarithm shalRsa
Issuer Aparna CA, netstorage, Cisca,..
[Fwalid from 12 Nopember 2008 8:32:40
[Fvalid to 12 Nopember 2008 8:42:40
[Fsubject Vegas-1.cisco.com
[Fpublic key RSA (1024 Bits) x|
Certificate Export Wizard x|
Export File Format
Certificatss can be exported in  variety of fils Formats,
Select the Format you want o use:
" DER encoded binary X,509 {.CER)
Edit Propertizs, . Copy taFie...

* Base-64 encoded ¥.509 (.CER)

" Cryptographic Message Syntax Standard - PKCS #7 Certificates (.F75)
oK

I Iriclide &l certificates i the certification path if possible:

£ Personal Infarmation EXchange - PRES#12 (,PRRY
1= Irlude: allicertficates inthe certification path f possible
™| Eniable strong pratection (requires I 5.0, [T 4.0/554 or above),

™| DElete the private keyif e exportis succasskil

< Back Mext = Cancel

144775

=

Step12 In the File name: text box on the Certificate Export Wizard dialog box, enter the destination file name
and click Next.

=1oix]
. Genera Detais | Certification Path |
= »
A show: [<a - =] P [uns
Field [ value B
[Eversion v3
=] serial number 0433 BEAL 0000 D000 0074
[ signature algarithm shalRSA
Tssuer Apatna Ch, netstorage, Cisco...
[=lvald from 12 Hopember 2005 5:32:40
[Evalidto 12 Hopember 2006 5:42:40
= subject Vegas-1.cisco,com
[SlPublic key RSA (1024 Bits) =
A
File to Export
Specify the name of the file you want ko export
File name:
Edit Propertizs) . Copy ta F Diltesteerts|myID.cer Efowse...
< Back Next > Cancel
©
~
3
o3
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Step13  Click Finish.

ET -10] x|
i |
. General Detais | Cartification Path | ) =]
= »
A st [e> = =] @s Lk
[Eversion V3
=] serial rumber 0433 BEAL 0000 0000 0074
= sigrature algarithm shalRSA
[F1ssuer Aparma CA, netstarage, Cisco...
[Evalid from 12 Nopember 2005 8:32:40
[Evalidto 12 Nopember 2006 84240
= subject Vegas-1,cisco,com
[ElPublic key RSA (1024 Bits) =l
x|
Completing the Certificate Export
Wizard
Yau have successhuly completed the Certificate Expart
wizard
CopytoF ou have specified the Following settings:
File Name Diigest
Export Keys o
[ Include al certificates in the certification path No
File Format Basetd
o | |

<gack | Fnsh | concel |

144777

|

Step14  Enter the Microsoft Windows type command to display the identity certificate in base64-encoded
format.

D:~testcerts>type mylD.cer
E

MIIEADCCAGgyAwI BAgIKCj000QAAAAAAdDANBykghkiG?wBBAQUFADCBKDEgMB4G
CEgGS I h3DGEJARYRYW1 hbmRrZUBjakNjby5s jh2B8xCzAJBgNUBAYTAK1OMRIwEAY D
UGQI EwlLY ¥ Ju¥¥Rha2 ExE jAQBgNUBAcT CUJhhndhhG? yZT EOMAwGA1UEChHFQ2 1=
Y28xEzARBgNUBAsTCmS 1dHNBh3JhZ2UxE jAQBgNUBAMT CUFWY XJuY SBEDQT e Fulu
MNTExHMT I uM=A yNDBaFulwNjExMT I wMz EyNDBaMBuxGjAY BgNUBANT EUZ1Z2F=LT Eu
¥21=¥28u¥29tMIGFHAAGCE gGS1h3DQEBAQUAA4GNADCBiQKBgQC/GNUAC jQu41 G
dQ1WkjEKjS I CdpLf K5 e JSSmMCQu jGpzcuKs ZPFR jF2Uoive CYEBy IncHywh EBBw»J 47
o 1xr42 /s 19 IRLh/8udlU/c j? JSEf KKb6koa?xWYAuS »Df 28 jMCn I M4W1 aY /g2 g4Gh
x7Rif dUB6uFgFZEgs1 7 Elash?LxLwIDAQABo4] CEzCCAgB8wJQY DURARAQH BBsw
GYIRUmUnYXMtME5 jakNjby5 ih22HBKuwWHG IwHGY DURBOBBY EFKCL1 +2 s s pWEF grR
hhi'm1Uyo? jngMI HHBgNUHEMEgc Qugc GAFCco8kalGhow jTEUN j= kY UBo LFmxxo¥ GUW
pIGTHI GQHEAWHgY JKo Z1 hucNAQKBFhFhhWFuZGt 1QGNpc2NuLnNubhT ELMAKGA1UE
BhMCGSU4xEjAQBgNUBAgT CUthcmS5hdGFrY TESMBAGA1UEBxMJQnFuZ2 Fs h3J1MQ4w
DAY DUQQKEwUDaRN jhz ETMBEGALUECxMKbnUBc 3RvcmPn ZT ESMBAGA1UEAXMJQR Bh
cmShl ENBghAFYNKJrLOQZ1E?JEi WMrR16MGs GA1UAHwRKMGI wLgfAsoCqgGKGhBAHAG
Ly?zc2UtMDgvQ2Uyd EVucm?sbhC?Bc GFybmE1MIBDQSS jemuwMKAuwo CyGEnZphGU 6
Ly?cRHNzZ8 BuwOFxDZE JORWS yh2 xs R EFwY B JuY SUyMENBLnNybDCEig¥ I KwYBEBQUH
AQEEf jBEMDsGCCsGAQUFBzAChi?odHRw0i8uc3NILTA4LAN1cnRFbn JubGuuc3N1
LTA4X@FuY { JuYSUyMENBLmNyd DAY Bggr BgEFBGcwioY xZmlsZTov Ll xcc3N1LTA4
HENlcnRFbnJubGxce 3IN1ILTA48AFuY ¥ Ju¥ SUyMENBLnN ydDANBgkghk iG?wBBAQUF
AANBADhGBGshe ?GNLh? xe 0TWBNbnZ 4U6 2Z5ulDeOcUZUUTgrpnTgUpPye jtsuf 1u
E36c I ZudWs ExREgqxhT k8 ycx?USo0=
END CERTIFICATE

D:\testcerts?>
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Revoking a Certificate

To revoke a certificate using the Microsoft CA administrator program, follow these steps:

Step1  From the Certification Authority tree, click Issued Certificates folder. From the list, right-click the

certificate that you want to revoke.

Step2  Choose All Tasks > Revoke Certificate.

Example PKI Configurations

{B4 Certification Authority
J Action  Wiew “ o= |

RT=E

Tree| Requester Name | Binary Certificate

| Serial Mumber

| Certificate Effective Da:l

Eles SSE-DBMUSR_S5..,
Elao SSE-0BVUSR_35. ..
Ea SSE-DBATLISR _35. .
Elaz SSE-DBATLISR _55. ..
Eloz SSE-0BMUSR 5.,
Else SSE-0BMUSR_S5..,
Elos SSE-0B\USR 5.,

@ Certification authority (Local)
E@ Aparna CA
(7] Revoked Certificates
-5 Issued Certificates
(2 Pending Requests
[ Failed Requests

Elos SSE-DBATLISR _35. .
100 SSE-0BMUSR _S5...

104 SSE-08|USR_35. .
105 SSE-0BYILISR _55. .

109 SSE-08YUSR _35. ..
110 SSE-0BYILISR _55. ..

SSE-0B\USR 5.,
SSE-DBAIUSR_55. ..

Contains operations that can be performed on the object.

--BEGIN CERTL..
EGIN CERTL. ..
--BEGIN CERTL. ..
--BEGIN CERTL...
--BEGIM CERTL...
--BEGIN CERTL..
--BEGIN CERTL. ..
Elos SSE-08Y\IUSR_55... --—---BEGIM CERTL..
--BEGIN CERTL. ..
--BEGIM CERTL. ..

101 SSE-0B\USR_S5... —--BEGIN CERTL..
102 SSE-DB\USR_S5... -—---BEGIN CERTL...
103 SSE-0BYIUSR 55, ——--BEGIN CERTL..

EGIN CERTL. ..
--BEGIN CERTL...

106 S5E-08VUSR_55... --BEGIM CERTL. ..
107 SSE-081IUSR_55... --BEGIN CERTL..
1058 S5E-08YIUSR_55... --BEGIN CERTL. ..

EGIN CERTL. ..
--BEGIN CERTL. ..

111 S5E-0B1TIUSR _55... --BEGIN CERTL...
112 S5E-08VIUSR_55... --BEGIM CERTL...
113 SS9E-081IUSR_55... --BEGIN CERTL..

-—---BEGIM CERTL..,
-—---BEGIM CERTL...

Rewvoks Certificate

786263d0000000000059
TH6264 3000000000053
756264d300000000005h
7c32781600000000005C
TC32782700000000005d
FC32783700000000005:
TC32784700000000005F
7ca4Ec22000000000062
021a9d1a000000000063
1c1013cf000000000064

1c10d4191000000000065
2b4eb367000000000066
455b6b43000000000067
4ebSb327000000000065
4FA00541000000000063
4fdf956400000000006a

5f328c96000000000060
5f41:3d2000000000006¢
17bz2deg00000000006d
17b306 7600000000006
11e4380600000000006F
170beadb000000000070
4aafff2e000000000071

7Bccéetci00000000072
78e34161000000000073

9(20/2005 4:27 AM
920/2005 4:27 AM
9202005 4:27 AM
9202005 10:14 PM
9{20/2005 10:14 PM
9/20/2005 10:14 PM
9{20/2005 10:14 PM
9f21/2005 12:18 AM
9222005 1:45 AM
9272005 2:44 AM
9272005 2:45 AM
9{30/2005 1:46 AM
10/52005 4:03 AM
10/6{2005 10:46 PM
1072005 1:52 &AM
10/7/2005 +:11 AW
10/10/2005 3:49 AM
10f10/2005 3:52 AM
10f18/2005 12:20 AM
10f18/2005 12:21 AM
10f19/2005 11:58 PM
10/20/2005 11:53 PM
10/31/2005 12:32 AM
11482005 11:26 PM
11/8{2005 11:51 PM
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Step3  From the Reason code drop-down list, choose a reason for the revocation and click Yes.
| acton  ew |J & = mEE 2 ‘
Tree I Request I0 Requester MNarme Einary Certificate | Serial Number | Certificate Effective Da;l

[ Certfication Autharity (Local) oo S5E-08|ILISR_S5... 766:263d0000000000059 8/20/2005 4:27 AM
1R Aparna <A [E= ) SSE-08IIUSR_S5. .. 7862643d00000000005a 82072005 4:27 &M
T[] Revoked Certificates [E= 3] SSE-DRTLSR_SS. . FAEZEAINN0NNNN0N0Sh 9/20/2005 4:27 AM
-4 Issued Certificates [E= S5E-08\IUSR_S5... Fr32761800000000005: 9j20§2005 10:14 PM
(2 Pending Requests Elas SSE-DRTLSR_SS. . FeA27EZ7ONO0N000ANS 9{20/2005 10:14 PM
*- ([ Failed Requests [E= ) S5E-08\IUSR_S5... Fr32763700000000005 9j20§2005 10:14 PM
Elos S5E-08\IUSR_S5... Fr32784700000000005F 9j20§2005 10:14 PM
[E= ] ST SetetmanNn0062 9j21j2005 12:158 AM
oo ﬂl‘ 0000065 9j22}2005 1:45 AM
Elioo Are you sure you want to revoke the selected certificatels)? 000064 8/27/2005 2:44 AM
1o 00000655 9j27}2005 2:45 AM
=iz You may specify a reason for this revocation 0000066 5/30{2005 1:46 AM
103 Flessenait 0000067 10/5/2005 4:03 AM
=104 IUnSpECiFiEd j 0000065 10f6f2005 10:46 PM
=105 0000065 10{7(2005 1:52 AM
106 Yes No | 00006 10/7/2005 4:11 AN
=107 0000060 10/10/2005 3:49 AM
=10s 35, 00006 10710/2005 3:52 AM
109 S5E-08\IUSR_S5... 17b22de00000000006d 10f18/2005 12:20 AM
110 S5E-08\IUSR_S5... 17h3067600000000006 10/18/2005 12:21 AM
=111 S5E-08\IUSR_S5... 11£4380600000000006F 10/19/2005 11:53 PM
112 S5E-08\IUSR_S5... 170beath000000000070 10/20/2005 11:53 PM
113 S5E-08\IUSR_S5... 4aafff2e000000000071 10f31/2005 12:32 AM
=114 S5E-08\IUSR_S5... Farctete000000000072 11/8(2005 11:26 PM
=115 S5E-08\IUSR_S5... FEe341610000000000735 11/8(2005 11:51 PM
[E= RT3 S5E-08YILSR_S5... 0a3362a1000000000074 11f12/2005 8:32 AM
o
« | » E
I -
| | | b
Step4  Click the Revoked Certificates folder to list and verify the certificate revocation.
=101

Tree I Requester Name Binary Certificate | Serial Number

| Cettificate Effective Date :I

J& Certification Authority (Local SEE-MEYTUSR 55, .. BEGIM CERTI...  SdaeSacdOnnnnnonnanf
582 Aparna CA SSE-OENIUSR 55, BEGIN CERTL..  5db140d3000000000010
BENY- < voked Certiic SSE-OEVUSR S, BEGIM CERTL.. 5e2d7e1b00000000001L
(23 Issued Certificates SSE-DB\IUSR_S5,,,  ----r BEGIM CERTL..  160b4fEf000000000012
[ Pending Requests SSE-DEYIUSR 5. BEGIM CERTL.. 261c3024000000000013
([ Failed Requests SEE-ME TSR35, BEGIM CERTI...  26ZhS20Z00000000001 4
SEE-ETUSR 55, -eer BEGIM CERTI...  2634c7F200000NN0NN11S
SEE-OEMIUSR S5, BEGIM CERTL..  2635bO000000000000LE
SSE-0EVUSR_SS, BEGIM CERTL.. 26455040000000000017
o C— BEGIM CERTL.. 2a276357000000000018

SSE-DEYIUSR 5. BEGIM CERTL.. 3f85chfr000000000019

SEE-MEYTUSR 55, BEGIM CERTI...  fedbSFSFINONNONNONT &
SSE-OEVIUSR_55... - BEGIN CERTL.. 725b8sdanno0nooonois

SSE-OEMUSR_S5... BEGIM CERTL.. 735857800000000001

SSE-0EVUSR_SS, BEGIM CERTL..  148511c700000000001d

o — BEGIM CERTL.. 14a71701000000000012

SEE-E TSRS, .. BEGIM CERTI...  14fc4ShE0000ONNONN1F

SEE-MEYTUSR 55, .. BEGIM CERTI...  486reB0bONNONNONNGZM

SEE-OEMUSR_S5... BEGIM CERTL...  4rada3aaliioooooonzt

SSE-OEMUSR_S5... BEGIM CERTL..  1a35508e00000000002F

SSE-0EYIUSR_55... BEGIM CERTL...  3f05450400000000003F

o= CR— BEGIM CERTL.. 3f619b7e000000000042

SEE-E TSRS, .. BEGIM CERTIL...  A313r463000000000052

SSE-OENIUSR 55, BEGIN CERTL..  7e3861e3000000000060

SSE-OEMUSR_55... ] BEGIM CERTL.. 7efee351000000000061

B p— BEGIM CERTL.. (a3382al000000000074

6302005 3:27 AM
61302005 3:30 AM
6/30/2005 5146 AM
716{2005 3:21 AM
7114/2005 5:00 AM
71142005 5: 16 AM
7114/2005 5:27 AM
7114/2005 5:28 AM
7114/2005 5:48 AM
7114/2005 11:51 PM
7115/2005 3:29 AM
7{26/2005 3:56 AM
7128/2005 10:54 PM
7129/2005 3:33 AM
8/3(2005 11:30 PM
&4{2005 12:07 AM
B4[2005 1:40 AM
61172005 3:56 AM
8/17/2005 11:37 PM
9/1/2005 11:36 PM
9(9(2005 1111 AM
Y2005 2:45 AM
9162005 1:09 AM
9{20/2005 10:20 PM
9{20/2005 11:20 PM
11/12/2005 8:32 &M

at
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Example PKI Configurations

Generating and Publishing the CRL

To generate and publish the CRL using the Microsoft CA administrator program, follow these steps:

Step1  From the Certification Authority screen, choose Action > All Tasks > Publish.
=0l x|
Reguester Name Binary Certificate | Serial Mumber | Certificate Effective Date :I
[E Refresh by (Local) SSE-DBIIUSR_S5.., 5dae530d00000000000¢F 6/30/2005 3:27 AM
= Export List... SSE-08IIUSR_S5.. 5db14043000000000010 6/30/2005 3:30 AM
= . SSE-08IIUSR_S5.. Sezd7c1b000000000011 6/30/2005 5146 AM
Aig=ien Ficates SSE-OBLILSR_55,.. 16db4fEfO0D0000000: 2 7/8/2005 3121 AM
Help uests SSE-08IIUSR_S5.. 261c3924000000000013 7/14)2005 5:00 AM
ests SSE-08IIUSR_S5.. 262b520200000000001 4 7/14)2005 5116 AM
SSE-08IIUSR_S5.. 2634c7f2000000000015 7/14)2005 5:27 AM
SSE-08IIUSR_S5.. 2635b000000000000016 7/14)2005 5:28 AM
SSE-08IIUSR_S5.. 26485040000000000017 7/14)2005 5:48 AM
SSE-08IIUSR_S5.. 2a276357000000000018 7/14)2005 11:51 PM
SSE-08IIUSR_SS.. 3fsacbf 7000000000019 70192005 3129 AM
SSE-08IIUSR_SS.. BedbSFSfO0000000001 3 7/28/2005 3158 AM
SSE-08IIUSR_SS.. 725b&2d500000000001 0 7/28/2005 10154 PM
SSE-08IIUSR_SS.. 735a857800000000001C 7/2912005 3133 AM
SSE-08IIUSR_SS.. 148511c700000000001d 8/3/2005 11:30 PM
SSE-08IIUSR_SS.. 14a7170100000000001e 8/4/2005 12:07 AM
SSE-08IIUSR_SS.. 14fc45b500000000001F 8/4/2005 1:40 AM
SSE-08IIUSR_SS.. 456ce80b000000000020 /172005 3158 AM
SSE-08IIUSR_SS.. 4ca4a333000000000021 8/17/2005 11137 PM
SSE-08IIUSR_SS.. 1a355c500000000002F 9/1/2005 11:36 PM
SSE-08IIUSR_SS.. 3f0545dd00000000003F 9/9/2005 1:11 AM
SSE-08IIUSR_SS.. 3f619b7e000000000042 /92005 2145 AM
SSE-08IIUSR_SS.. B313c463000000000052 9/16/2005 1:09 AM
SSE-08IIUSR_SS.. Fc3861e3000000000060 9/20/2005 10120 PM
SSE-08IIUSR_SS.. Fc6ee351000000000061 9/20/2005 11:20 PM
SSE-08IIUSR_SS.. 0a3358eal000000000074 11/12f2005 &:32 AM = o~
| ol |E
Contains operations that can be perfarmed on the object. N | b
Step2  In the Certificate Revocation List dialog box, click Yes to publish the latest CRL.
-0/
Action  Yiew “ o= | ‘ @ |
Tree I Requester Name Einary Certificate | Serial Mumber | Certificate Effective Date ;l
fE3 Certfication uthority Local) SSE-OB\ILISR_S5... - BEGIN CERTL... SdseS3cd00000000000F 6/30/2005 3:27 AM
= @ Aparna CA SSE-O8YIUSR_S5... - BEGIM CERTI... Sdbl140d3000000000010 6/30/2005 3:30 AM
T2 Revoked Certificates SSE-0|IUSR_35. .. -BEGIN CERTL... Sezd7c1b00000000001 1 6)30/2005 S:46 AM
(L0 Issued Certificates SSE-08YIUSR_SS... -BEGIN CERTI... 16db4fafo00000000012 7/8/2005 3:21 AM
|23 Pending Requests SSE-O8YIUSR_S5... - BEGIM CERTI... 261c33240000000000135 7/14/2005 5:00 A
(L Failed Requests SSE-08YIUSR_SS... -BEGIN CERTI... 262b5202000000000014 7/14/2005 5:16 &AM
SSE-08YIUSR_SS... -BEGIN CERTI... 2634c7F2000000000015 7/14/2005 5:27 &M
SSE-O8YIUSR_S5...  ---- BEGIM CERTI... 2635b000000000000016 7/14/2005 5:28 AM
SSE-08YIUSR_SS.. EGIN CERTL... 26485040000000000017 7/14/2005 5:48 AM
2 1'200511:51 Pr
2005 3:29 AM
& The last published CRL is still valid and can be used by clients. Are you sure you want ko publish a new CRL? 2005 3:58 AM
2005 10:54 PM
2005 3:33 AM
es ho 005 11:30 PM
005 12:07 AM
31 SSE-O8YIUSR_S5...  ---- BEGIN CERTI...  14fc45b500000000001F 8/4/2005 1:40 &M
32 SSE-08|ILUSR_55... -BEGIN CERTL.. 486ceB0b000000000020 8/17/2005 3:56 AM
33 SSE-08|ILUSR_55... -BEGIN CERTL.. 4ca4a3aa000000000021 8/17/2005 11:37 PM
47 SSE-08YIUSR_55.., === BEGIN CERTL.. 1aa55c8e00000000002F 9/1/2005 11:36 PM
63 SSE-08|ILUSR_55... -BEGIN CERTL.. 3f0845dd00000000003F 9/9(2005 1:11 AM
66 SSE-08|ILUSR_55... -BEGIN CERTL.. 3f619b7e000000000042 9/9(2005 2:48 AM
82 SSE-08YIUSR_55.., === BEGIM CERTI... 6313c463000000000052 9/16/2005 1:09 AM
96 SSE-08|ILUSR_55... -BEGIM CERTI... 7c386123000000000060 9/20/2005 10:20 PM
97 SSE-08|ILUSR_55... -BEGIN CERTIL... 7c6ee351000000000061 9/20/2005 11:20 PM
116 SSE-08YIUSR_55.., === BEGIN CERTI... 0a338eal000000000074 11/12{2005 8:32 AM =
< | ol
=
N | 3
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Downloading the CRL

Step 1

Step 2

Step 3

To download the CRL from the Microsoft CA website, follow these steps:.

From the Microsoft Certificate Services web interface, click Request the CA certificate or certificate
revocation list and click Next.

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
willl be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

Mext =

144784

Click Download latest certificate revocation list.

Microsoft Ce

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to download:
CA Certificate: [ffitnd

© DER encoded or & Base 64 encoded
Download CA cerfificate

Download CA certification path

Download |atest certificate revocation list

144785

In the File Download dialog box, click Save.
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Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cedification path to allow your computer to trust certificates issued from this certification authority

It is nat necessary to manually install the CA Xk this certification authority, because the

CA certification path will be installed for yov
Some files can haim pour computer. f the file information below
loaks suspiciaus. or pou do not full trust the saurce, do not apen or
Choose file to download: save this fle,
CA Certficate: File name: cetcici
File type:  Certficate Revocation List

From: 1076 45108

CDER encoded or & Ba
Download CA certificate

Dovwnload CA cerification ¢
Download latest cerlificate © Open Save Cancel Hore Info

[ Always ask before apening this tpe of file

Wwiould you fiks to open the fils or save it to your computer?

144786

Step4  In the Save As dialog box, enter the destination file name and click Save.

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

It is not necessary to manually install the CA F'I nload T i xjjom this certification authority, because the
CA certification path will be installed for you £ 'E — —I—I—II e

Choose file to download: Savein: | 3 testeents s e ®mcfE
CA Certificate: [Qiiail EiCIe

© DER encoded or & Base
Dovwnload CA certificate

Download CA cerification pa
Download latest cerificate re:

File name: [apamaCa.ci = Save
=l Cancel

2|

Saveastype  [Cenificate Revocation List

144787

(K

Step5  Enter the Microsoft Windows type command to display the CRL.
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Importing the CRL

To import the CRL to the trustpoint corresponding to the CA, follow these steps:

Step 1 Copy the CRL file to the Cisco NX-OS device bootflash.

Device-1# copy tftp:apranaCA.crl bootflash:aparnaCA.crl

Step2  Configure the CRL.

Device-1# configure terminal
Device-1(config)# crypto ca crl request myCA bootflash:aparnaCA.crl
Device-1(config)#

Step3  Display the contents of the CRL.

Device-1(config)# show crypto ca crl myCA
Trustpoint: myCA
CRL:
Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /emailAddress=admin@yourcompany.com/C=IN/ST=Karnatak
Yourcompany/OU=netstorage/CN=Aparna CA
Last Update: Nov 12 04:36:04 2005 GMT
Next Update: Nov 19 16:56:04 2005 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:27:28:F2:46:83:1B:AC:23:4C:45:4D:8E:C9:18:50:1
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1.3.6.1.4.1.311.21.1:

Revoked Certificates:

Serial Number:

Serial Number:
Revocation

Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:

611B09A1000000000002
Date: Aug 16 21:52:19

4CDE464E000000000003

Date: Aug 16 21:52:29
4CFC2B42000000000004
Date: Aug 16 21:52:41
6C699EC2000000000005
Date: Aug 16 21:52:52
6CCF7DDC000000000006
Date: Jun 8 00:12:04
70CC4FFF000000000007
Date: Aug 16 21:53:15
4D9B1116000000000008
Date: Aug 16 21:53:15
52A80230000000000009

Revocation Date: Jun 27 23:47:06
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 5349AD4600000000000A
Revocation Date: Jun 27 23:47:22
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 53BD173C00000000000B
Revocation Date: Jul 4 18:04:01
CRL entry extensions:
X509v3 CRL Reason Code:
Certificate Hold
Serial Number: 591E7ACE00000000000C
Revocation Date: Aug 16 21:53:15
Serial Number: 5D3FD52E00000000000D
Revocation Date: Jun 29 22:07:25
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: 5DAB771300000000000E
Revocation Date: Jul 14 00:33:56
Serial Number: 5DAE53CD0O0000000000F
Revocation Date: Aug 16 21:53:15
Serial Number: 5DB140D3000000000010
Revocation Date: Aug 16 21:53:15
Serial Number: 5E2D7C1B000000000011
Revocation Date: Jul 6 21:12:10
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation
Serial Number: 16DB4F8F000000000012
Revocation Date: Aug 16 21:53:15

Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:

261C3924000000000013
Date: Aug 16 21:53:15
262B5202000000000014
Date: Jul 14 00:33:10
2634C7F2000000000015
Date: Jul 14 00:32:45
2635B000000000000016
Date: Jul 14 00:31:51
26485040000000000017
Date: Jul 14 00:32:25
2A276357000000000018

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT
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Revocation Date:
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Signature

Algorithm:

Aug 16 21:53:15 2005 GMT

3F88CBF7000000000019
Date: Aug 16 21:53:15
6E4AB5F5F00000000001A
Date: Aug 16 21:53:15
725B89D800000000001B
Date: Aug 16 21:53:15
735A887800000000001C
Date: Aug 16 21:53:15
148511C700000000001D
Date: Aug 16 21:53:15
14A7170100000000001E
Date: Aug 16 21:53:15
14FC45B500000000001F
Date: Aug 17 18:30:42
486CE80B000000000020
Date: Aug 17 18:30:43
4CA4A3AA000000000021
Date: Aug 17 18:30:43
1AA55C8E00000000002F
Date: Sep 5 17:07:06
3F0845DD00000000003F
Date: Sep 8 20:24:32
3F619B7E000000000042
Date: Sep 8 21:40:48
6313C463000000000052
Date: Sep 19 17:37:18

7C3861E3000000000060

Date: Sep 20 17:52:56
7C6EE351000000000061
Date: Sep 20 18:52:30
0OA338EA1000000000074
Date: Nov 12 04:34:42

2005 GMT

2005 GMT
2005 GMT
2005 GMT
2005 GMT
2005 GMT
2005 GMT
2005 GMT
2005 GMT
2005 GMT
2005 GMT
2005 GMT
2005 GMT
2005 GMT

2005 GMT

<-- Revoked identity certificate

2005 GMT

shalWithRSAEncryption
Ob:cb:dd:43:0a:08:62:1e:80:95:06:
44:8e:a7:94:97:af:02:09:a6:9c:14:

6f:4d:ab:0c:d8:8e:32:
fd:eb:90:c£:18:¢c9:96:

29:bb:57:37:d9:1f:d5:bd:4e:9a:4b:18:2b:00:2f:d2:6e:cl:
la:9f:1a:49:07:9¢c:58:24:d7:72

Note

The identity certificate for the device that was revoked (serial number

0A338EA1000000000074) is listed at the end.

Default Settings

Table 5-1 lists the default settings for PKI parameters.

Table 5-1 Default PKI Parameters

Parameters Default
Trustpoint None

RSA key pair None

RSA key-pair label Device FQDN

[l Cisco Nexus 7000 Series NX-0S Security Configuration Guide, Release 4.1
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Additional References

Table 5-1 Default PKI Parameters (continued)
Parameters Default
RSA key-pair modulus 512
RSA key-pair exportable Enabled
Revocation check method CRL

Additional References

For additional information related to implementing RADIUS, see the following sections:

e Related Documents, page 5-47

e Standards, page 5-47

Related Documents

Related Topic

Document Title

Cisco NX-OS Licensing

Cisco Nexus 7000 Series NX-OS Licensing Guide, Release 4.1

Command reference

Cisco Nexus 7000 Series NX-OS Security Command Reference,
Release 4.1

VRF configuration

Cisco Nexus 7000 Series NX-OS Unicast Routing Configuration
Guide, Release 4.1

Standards

Standards

Title

No new or modified standards are supported by this
feature, and support for existing standards has not been

modified by this feature.

Feature History for PKI

Table 5-2 lists the release history for this feature.

Table 5-2 Feature History for PKI
Feature Name Releases Feature Information
PKI 4.1(2) This feature was introduced.

[ oL-18345-01
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