Installing Software Maintenance Update for
log4j2 Vulnerability

* Installing Software Maintenance Update on Cisco DCNM OVA/ISO Deployment, on page 1

Installing Software Maintenance Update on Cisco DCNM
OVA/ISO Deployment

Cisco DCNM provides a Software Maintenance Update (SMU) to address the CVE-2021-45046 and
CVE-2021-44228 issue in Release 11.3(1).

This section contains the following topics:

Installing SMU on Cisco DCNM 11.3(1) Standalone Deployment

This section provides instructions to install Software Maintenance Update (SMU) on Cisco DCNM OVA/ISO
appliance to address CV E-2021-45046 and CV E-2021-44228 issue. Note that CVE-2021-45105 has a lower
severity and not used in DCNM with default configuration, and therefore it is not addressed here.

To apply the Software Maintenance Update (SMU) on Cisco DCNM OVA/ISO in Standalone deployment
mode, perform the following steps:

Before you begin

» Take a backup of the application data using the appmgr backup command on the DCNM appliance.

dcnm# appmgr backup

Copy the backup file to a safe location outside the DCNM server.

* If Cisco DCNM appliance is installed in VMware environment, ensure that you take VM snapshots for
all nodes. For instructions, refer to VMware Shapshot Support section in your Cisco DCNM Release
Notes.

* Ensure that you plan for a maintenance window to install SMU.

* Ensure that Cisco DCNM 11.3(1) is up and running.
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. Installing SMU on Cisco DCNM 11.3(1) Standalone Deployment

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

\}

Note Only a root user can install the SMU on the Cisco DCNM Release 11.3(1)
appliance

Procedure

Download the SMU file.

a) Go to the following site: https://software.cisco.com/download/.

A list of the latest release software for Cisco DCNM available for download is displayed.

b) Inthe Latest Releases list, choose Release 11.3(1).

¢) Locate DCNM 11.3.1 Maintenance Update for VMWare, KVM, Bare-metal, and Appliance servers
to addresslogdj2 CVE-2021-45046 and CVE-2021-44228 file and click Download icon.

d) Save the denm-va-patch.11.3.1-pl.iso.zip file to your directory that is easy to find when you
start to apply the SMU.

Unzip the denm-va-patch.11.3.1-pl.iso. zip file and upload the file to the /root/ folder in the
DCNM node.

Log on to the Cisco DCNM appliance using SSH as a sysadmin user.
Run the su command to enable root user.

dcnm# su
Enter the root password:
[root@dcnm] #

Run the following command to create a screen session.
[root@dcnm] # screen

This creates a session which allows you to execute the commands. The commands continue to run even when
the window is not visible or if you get disconnected.

Create a folder named is0 using the mkdir /mnt/iso command.
[root@dcnml] # mkdir -p /mnt/iso

Mount the DCNM 11.3(1) SMU file in the /mnt /iso folder.

[root@dcnm] # mount -o loop denm-va-patch.11.3.1-pl.iso /mnt/iso

Navigate to /scripts directory.

[root@dcnm] # ed /mnt/iso/packaged-files/scripts/
Run the .finline-upgrade.sh script.
[root@dcnm] # ./inline-upgrade.sh

The progress is displayed on the screen. When the installation of SMU is complete, a successful message
appears.

Note After the SMU is installed successfully, the DCNM process restarts. This results in a momentary
loss of access to the DCNM Web UL
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Step 9

Step 10

Step 11

Installing SMU on Cisco DCNM 11.3(1) Native HA Deployment .

Ensure the DCNM application is functional, by using the appmgr statusall command.

[root@dcnm] # appmgr status all

Terminate the screen session, by using the exit command.

[root@dcnm] # exit

Unmount the denm-va-patch.11.3.1-pl. iso file from the DCNM setup.

Note You must terminate the Screen session before unmounting the SMU file.

[root@dcnm] # umount /mnt/iso

Installing SMU on Cisco DCNM 11.3(1) Native HA Deployment

This section provides instructions to install Software Maintenance Update (SMU) on Cisco DCNM OVA/ISO
appliance to address CV E-2021-45046 and CV E-2021-44228 issue. Note that CVE-2021-45105 has a lower
severity and not used in DCNM with default configuration, and therefore it is not addressed here.

To apply the Software Maintenance Update (SMU) on Cisco DCNM OVA/ISO in Native HA deployment
mode, perform the following steps:

Before you begin

* Check and ensure that the Active and Standby servers are operational, using the appmgr show ha-role
command.

Example:

On the Active node:

dcnml# appmgr show ha-role
Native HA enabled.
Deployed role: Active
Current role: Active

On the Standby node:

dcnm2# appmgr show ha-role
Native HA enabled.
Deployed role: Standby
Current role: Standby

Take a backup of the application data using the appmgr backup command on both Active and Standby
appliances.

denml# appmgr backup
dcnm2# appmgr backup

Copy the backup file to a safe location outside the DCNM server.

If Cisco DCNM appliance is installed in VMware environment, ensure that you take VM snapshots for
all nodes. For instructions, refer to VMware Shapshot Support section in your Cisco DCNM Release
Notes.

* Ensure that you plan for a maintenance window to install SMU.
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. Installing SMU on Cisco DCNM 11.3(1) Native HA Deployment

Step 1

Step 2

Step 3

Step 4

Step 5

* Ensure that both the Cisco DCNM 11.3(1) Active and Standby peers are up and running.

To apply this software maintenance update on Cisco DCNM Virtual Appliance in Native HA Mode,
apply this update on the Active and Standby appliance. Wait until the role of the Active appliance is
Active again. Apply the update on the Standby appliance, later.

For Native HA cluster deployments, install the SMU on Active and Standby appliances, before installing
SMU on the compute nodes.

\}

Note Only a root user can install the SMU on the Cisco DCNM Release 11.3(1)
appliance.

Procedure

Download the SMU file.

a) Go to the following site: https://software.cisco.com/download/.

A list of the latest release software for Cisco DCNM available for download is displayed.

b) Inthe Latest Releases list, choose Release 11.3(1).

¢) Locate DCNM 11.3.1 Maintenance Update for VMWare, KVM, Bare-metal, and Appliance servers
to addresslogdj2 CVE-2021-45046 and CVE-2021-44228 file and click Download icon.

d) Save the denm-va-patch.11.3.1-pl.iso.zip file to your directory that is easy to find when you
start to apply the SMU.

Unzip the denm-va-patch.11.3.1-pl.iso. zip file and upload the file to the /root/ folder in both
Active and Standby node of the DCNM setup.

Note For example, let us indicate Active and Standby appliances as dcnm1 and dcnm2 respectively.

Log on to the Cisco DCNM appliance using SSH as a sysadmin user.
Run the su command to enable root user.

dcnml# su
Enter the root password:
[root@dcnml] #

dcnm2# su
Enter the root password:
[root@dcnm2] #

Run the following command to create a screen session.
[root@dcnml]# screen
[root@dcnm2]# screen

This creates a session which allows you to execute the commands. The commands continue to run even when
the window is not visible or if you get disconnected.

On the Active node, install the SMU.
a) Create a folder named is0 using the mkdir /mnt/iso command.

[root@dcnml] # mkdir -p /mnt/iso
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Step 6

Step 7

Step 8

Installing SMU on Cisco DCNM 11.3(1) Native HA Deployment .

b) Mount the DCNM 11.3(1) SMU file on the Active node in the /mnt /iso folder.
[root@dcnml]# mount -o loop denm-va-patch.11.3.1-pl.iso /mnt/iso

¢) Navigate to /scripts/ directory.
[root@dcnml]# ed /mnt/iso/packaged-files/scripts/

d) Runthe .Jinline-upgrade.sh script.
[root@dcnml]# ./inline-upgrade.sh

The progress is displayed on the screen. When the installation of SMU is complete, a successful message
appears.

Note After the SMU is installed successfully, the DCNM process restarts. This results in a momentary
loss of access to the DCNM Web Ul

e) Ensure the DCNM application is functional, by using the appmgr statusall command.

[root@dcnml] # appmgr status all

Note Ensure that all the services are up and running on the Cisco DCNM Active node before
proceeding to apply SMU on the Standby node.

On the Standby node, install the SMU.
a) Create a folder named is0 using the mkdir /mnt/iso command.
[root@dcnm2] # mkdir -p /mnt/iso
b) Mount the DCNM 11.3(1) SMU file on the Standby node in the /mnt /1iso folder.
[root@dcnm2] # mount -o loop dcnm-va-patch.11.3.1.iso /mnt/iso
¢) Navigate to /scripts/ directory.
[root@dcnm2]# ed /mnt/iso/packaged-files/scripts/
d) Run the ./inline-upgrade.sh script.
[root@dcnm2]# ./inline-upgrade.sh --standby

The progress is displayed on the screen. When the installation of SMU is complete, a successful message
appears.

Note After the SMU is installed successfully, the DCNM process restarts. This results in a momentary
loss of access to the DCNM Web Ul.

e) Ensure the DCNM application is functional, by using the appmgr statusall command.

[root@dcnm2] # appmgr status all

Terminate the Screen session, by using the exit command.
[root@dcnml] # exit

[root@dcnm2] # exit

Unmount the denm-va-patch.11.3.1-pl. iso file in both Active and Standby node of the DCNM setup.

Note You must terminate the screen session before unmounting the SMU file.

[root@dcnml]# umount /mnt/iso
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. Installing SMU on Cisco DCNM 11.3(1) Compute Nodes

[root@dcnm2] # umount /mnt/iso

Installing SMU on Cisco DCNM 11.3(1) Compute Nodes

This section provides instructions to install Software Maintenance Update (SMU) on Cisco DCNM OVA/ISO
appliance to address CVE-2021-45046 and CVE-2021-44228 issue. Note that CVE-2021-45105 has a lower
severity and not used in DCNM with default configuration, and therefore it is not addressed here.

To apply the Software Maintenance Update (SMU) on compute nodes in Cisco DCNM clustered setup, perform
the following steps:

Before you begin

* You must install the SMU on Cisco DCNM Servers in Native HA mode, before upgrading the DCNM
compute nodes.

* If Cisco DCNM appliance is installed in VMware environment, ensure that you take VM snapshots for
all nodes. For instructions, refer to VMware Shapshot Support section in your Cisco DCNM Release
Notes.

* Ensure that you plan for a maintenance window to install SMU.

* Ensure that Cisco DCNM 11.3(1) is up and running.

\}

Note Only a root user can install the SMU on the Cisco DCNM Release 11.3(1)
appliance.

Procedure

Step 1 Download the SMU file.

a) Go to the following site: https://software.cisco.com/download/.
A list of the latest release software for Cisco DCNM available for download is displayed.

b) In the Latest Releases list, choose Release 11.3(1).

¢) Locate DCNM 11.3.1 Maintenance Update for VMWare, KVM, Bare-metal, and Appliance servers
to addresslogdj2 CVE-2021-45046 and CVE-2021-44228 file and click Download icon.

d) Save the denm-va-patch.11.3.1-pl.iso.zip file to your directory that is easy to find when you
start to apply the SMU.

Step 2 Unzip the denm-va-patch.11.3.1-pl.iso. zip file and upload the file to the /root/ folder in all
three compute nodes of the DCNM setup.

For example, let us indicate the three Compute Nodes as Computel, Compute2, and Compute3.

Step 3 Log on to the Cisco DCNM appliance using SSH as a sysadmin user.

Run the su command to enable r oot user.
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Step 4

Step 5

Step 6

Installing SMU on Cisco DCNM 11.3(1) Compute Nodes .

dcnm-computel# su
Enter the root password:
[root@dcnm-computel] #

Run the following command to create a screen session.

[root@dcnm-computel] # screen

This creates a session which allows you to execute the commands. The commands continue to run even when
the window is not visible or if you get disconnected.

On Computel node, install the SMU.

a)

b)

<)

d)

g)

Create a folder named iso using the mkdir /mnt/iso command.
[root@dcnm-computel]# mkdir -p /mnt/iso

Mount the DCNM 11.3(1) SMU file on Computel node in the /mnt/iso folder.
[root@dcnm-computel]# mount -o loop dcnm-va-patch.11.3.1-pl.iso /mnt/iso
Navigate to /scripts directory.

[root@dcnm-computel]# ed /mnt/iso/packaged-files/scripts/

Run the ./inline-upgrade.sh script.

[root@dcnm-computel]# ./inline-upgrade.sh

The progress is displayed on the screen. When the installation of SMU is complete, a successful message
appears.

If some services are still running, a prompt to stop the services appears. When prompted, press Yy to
continue.

Ensure the DCNM application is functional, by using the appmgr statusall command.

[root@dcnm-computel]# appmgr status all

Note Ensure that all the services are up and running on the dcnm-computel node.

Terminate the Screen session, by using the exit command.
[root@dcnm-computel]# exit
Unmount the denm-va-patch.11.3.1-pl. iso file from the Computel.

Note You must terminate the Screen session before unmounting the SMU file.

[root@dcnm] # umount /mnt/iso

Install the SMU on the other two Compute nodes also.

Follow the instructions as explained in Step Step 5, on page 7.

What to do next

After the installation is complete, each compute node joins the cluster automatically. On the Web UI, choose
Applications > Compute to verify if the compute node appears as Joined.
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. Sample Output of Commands to address Log4j vulnerability

\)

Note If you try to install the SMU again, an error message appears stating that the patch is already applied on the
Cisco DCNM/Compute.

Sample Output of Commands to address Log4j vulnerability
The following is a sample output while installing the SMU on Cisco DCNM Release 11.3(1).
* Sample Output to Install SMU in DCNM Standalone Deployment, on page 8
 Sample output to install SMU in DCNM Native HA Deployment, on page 13
» Sample Output to Install SMU in DCNM Compute Nodes, on page 20

Sample Output to Install SMU in DCNM Standalone Deployment

[root@dcnm] # ./inline-upgrade.sh

Upgrading from version: 11.3(1)

Upgrading from install option: LAN Fabric
System type: Standalone

Compute only: No

Do you want to continue and perform the inline upgrade to 11.3(1)
==== Fri Dec 17 11:26:51 PST 2021 - Task checkAfwStatus started =
==== Fri Dec 17 11:26:51 PST 2021 - Task checkAfwStatus finished ====

==== Fri Dec 17 11:26:51 PST 2021 - Task updateAfwApps started ====
==== Fri Dec 17 11:26:51 PST 2021 - Updating AFW applications ====
Pausing Services that need to be patched

Deleted Containers:
992d06574c57882c£1a86bf7¢c19414055¢c6£501073a262b9%e97cee0a75718a55
324£f8ecfc34223£9d71abb86a807a£54a720b40121aa8£38f6aa2dccbc233071
£f7£e8656838af£352d0d128163ble9%e4dcca9ebb73ea3a0956e4199e867£69%9a34
ab0£0dd90b98dacca8e01c944c6b07390bad8cdB8247cf£8cdf7629503bd01d252
52d0d5ad7edf990424b43c57d95ba836191fa913e556e6clb75a65f171debbeb
4daf92fd8ba5445a81913df573343c0d6617b436330d103b8abf631a477c9b91
786768ab289596fbfb3904b1115a14717057bc83a06e555aalabb76abb4dc3ade
1£5£52c42e532b4be9cff0eb22844824d969c6838436098251236efdf4£85£57
p780eff0776d9dfa752ef28446dcaffcffffacbac20a2b41738ac23e6d060ed3
756097c7bd5028ee5eafc74c7£fb90eae20104b1584£2611ealb3089340d40011c

Total reclaimed space: 1.418MB
pauseAfwApp: calling PUT with {pause}
pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK
Date : Fri, 17 Dec 2021 19:26:52 GMT
Content-Length : 99
Content-Type : text/plain; charset=utf-8
{
"ResponseType": O,
"Response": "Application is Paused for elasticsearch Cisco afw. Check for status"
}
pauseAfwApp: calling PUT with ({pause}
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pauseAfwApp:

HTTP/1.1 200 OK

Content-Length
Content-Type

Date
{

"ResponseType":
"Response":

}

pauseAfwApp:
pauseAfwApp:

HTTP/1.1 200 OK

Fri,

value of Wait:

text/plain;
17 Dec 2021 19:27:12 GMT

calling PUT with
value of Wait:

Sample Output of Commands to address Log4j vulnerability

false

96
charset=utf-8

0,

"Application is Paused for watchtower Cisco _afw. Check for status"

{pause}
false

Date Fri, 17 Dec 2021 19:27:32 GMT
Content-Length 91
Content-Type text/plain; charset=utf-8
{
"ResponseType": 0O,
"Response": "Application is Paused for eplui Cisco_afw. Check for status"
}
pauseAfwApp: calling PUT with {pause}
pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK
Fri,

Date

Content-Length
Content-Type

{

"ResponseType":
"Response": "Application is Paused for elasticservice Cisco_afw. Check for status"

}

text/plain;

17 Dec 2021 19:27:52 GMT

100
charset=utf-8

0,

Now Removing Images from Runtime

Untagged:
Untagged:
127.0.0.1:
Untagged:
Untagged:
127.0.0.1:
Untagged:

Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:

Untagged:
Untagged:
127.0.0.1:
Untagged:
Untagged:
127.0.0.1:
Untagged:

Deleted:
Deleted:
Deleted:
Deleted:
Deleted:

Untagged:

127.0.

5001/dcnmelastic@sha256:a872d49e3b5a0fc58ec9c1e8d8908c62604258chbfblal2ac418227ed7£928128
127.0.

5000/dcnmelastic@sha256:a872d49e3b5a0fc58ec9c1e8d8908c62604258chbfbla02ac418227ed7£928128

0.1:5001/dcnmelastic:6.8.3 11.5.2

0.1:5000/dcnmelastic:6.8.3 11.5.2

dcnmelastic:6.8.3 11.5.2

sha256:
sha256:
sha256:

sha256

sha256

5001/elasticservice@sha256:0£0293e69d144bbf2dbd4192£59884fb596629bb6b1b09522a75bd59902461b2
127.0.

5000/elasticservice@sha256:0£0293e69d144bbf2dbd4192£59884fb596629bb6b1b09522a75bd59902461b2

0173109c0612f48ed4165de7e5fa96£2243fe48756405bd0a0b4£12279785dbl
8d0bl6£607caee532685643cf21550079881b67db%edf7d54a50baddec673¢c45
63£9d6a3667c56£4a64d986b13b0059353£fb9834950b34£840b6a38c63e39938c

:af6ebeed783b56a675c53698ad4d374a77222218ebf706ad9891785b4ec2a537
sha256:
sha256:
sha256:

37dablfal0ee831d1979104edd0ea820alb3de3£fe818aa75200021£868b221998
cf1569581d9385a63ebdl156e15dc795ab82de8d0a27fc5a3205dac339b591eeb
3d293d026d9a7552a3630a75500d860083763a558191e1£28ebb6344c985b09d

:b285cfcb6bcb0850c0121d404c51e£f0a333380c£332b3b776e75b45a94c2e8a7
sha256:
sha256:
sha256:

127.0.

6€43279655973e51749e6¢c13db£f63733802071££665927375£9£988278570b548
544fc6ed244eef6449d95305179600648£f339c0adbcbcbf93cc4f9e402122c53
6810a2c88653fe864294296¢c70a5a657caa0f638689££58£13493acc532£5c77
0.1:5001/elasticservice:1.3

0.1:5000/elasticservice:1.3

elasticservice:1.3

sha256:

sha256
sha256

c6cdl8e3bcc36abb60a3d74le8fabecl66ec53de742cd959fbef572b2d6e75£db

:be5892dd6be6e671d8dbf07949d2559cdd43ccc537a0cb4f18eedb74£634238¢c
:e0£9a768£8£c9a173£00b6babcb017789713195b566£97470d49501bbbbba8e74
sha256:
sha256:

127.0.

213b03f962fe9%p6df0da77ccabel74c74ccb790d084a25£7221076£45958ced9
1ef5822648e60b2be83c8641db64375bel4ecb6f5acd66al42919e14f8afl3bdd
0.1:5001/watchtower:2.1
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. Sample Output of Commands to address Log4j vulnerability

Untagged:
127.0.0.1:5001/watchtower@sha256:793aee652b615cd3161c8dd9c60eb89b6afd684£c89c6518£84££71563bee99%e
Untagged: 127.0.0.1:5000/watchtower:2.1

Untagged:
127.0.0.1:5000/watchtower@sha256:793aee652b615cd3161c8dd9c60eb89b6afd684£c89c6518£84££71563bee99%e
Untagged: watchtower:2.1

Deleted: sha256:b44bcfbcd001b7c85a2028e813ef6919e316d6af37732a092151639d1c3d2b45
Deleted: sha256:3d30de4d2f50296af6affeb5baa20e58a91b84abab65£89cb379ac78308c47ble
Deleted: sha256:a066£951d571bcead85b9%9a6530bl4a7b82ccal834al74c28delbc037bb80a2edd
Deleted: sha256:c£95f9ed8314cec412869a95a1a50b7b7d04£f29bbc5b8a3dl49a424ca6c83e49
Untagged: 127.0.0.1:5001/eplui:2.2

Untagged:
127.0.0.1:5001/eplui@sha256:af90£d9362£9244ed03bdd13318£f6123817a7be64e089c42£5094£d570ebb03d
Untagged: 127.0.0.1:5000/eplui:2.2

Untagged:
127.0.0.1:5000/eplui@sha256:af90£d9362£9244ed03bdd13318£f6123817a7be64e089c42£5094£d570ebb03d
Untagged: eplui:2.2

Deleted: sha256:5ccad4a674£345d289c814ae0a3f24ec9aac76937046beb4273b51cc29¢c4b6408
Deleted: sha256:d6886b2e02aaf7ebf7cf£d0423bedffbd27905d12£81d0908d4ab02b2e9973ccl
Deleted: sha256:301f9eb3bal05164dbd29cab2c93dad24e5elfeal3cf2abd2£1585c25df6a75c34
Deleted: sha256:0af470c810372aa3ecee7f4£5b6cdbab0dc857e£371d658668bb43fb2e50f2ef
Checking and starting a writable registry

Error response from daemon: no such image: AfwAppRegistry: invalid reference format:
repository name must be lowercase
£11dc4cb9677d2cb7e0£e215050£69fdbb60ed583762£3867290c8aeda7712b2a

Achieved Pause state for all services, Now Patching services

Loading Images into the writable registry

Loaded image: eplui:2.2

Loaded image: dcnmelastic:6.8.3 11.5.2

Loaded image: elasticservice:1.3

Loaded image: watchtower:2.1

The push refers to a repository [127.0.0.1:5000/dcnmelastic]

97da84£f99ba3: Preparing

a0bb674£f2b12: Preparing

1d07ed4e39fa: Preparing

8d8ad48£fd5741: Preparing

bl4eb3458281: Preparing

£13999d3b63e: Preparing

dlc75bcbebl0: Preparing

£51£8d284b3b: Preparing

617b86abcd6d: Preparing

d3071a656898: Preparing

Obcabbb3cf37: Preparing

5d50c3ca45af: Preparing

9785ac5771£f5: Preparing

dlc75bcbebl0: Waiting

d3071a656898: Waiting

£51£8d284b3b: Waiting

5d50c3ca4d4b5af: Waiting

617b86abcd6d: Waiting

fbb373121c59: Preparing

Tb9£72883£99: Preparing

9785ac5771£f5: Waiting

fbb373121c59: Waiting

5fb2dee77c93: Preparing

bc2717dd2942: Preparing

Tb9£72883£99: Waiting

5fb2dee77c93: Waiting

bc2717dd2942: Waiting

Obcabbb3cf37: Waiting

1d07ed4e39fa: Pushed

97da84£f99ba3: Pushed

aObb674£2b12: Pushed

8d8a48fd5741: Pushed

. Installing Software Maintenance Update for log4j2 Vulnerability



bl4eb3458281:
dlc75bcbebl0:
£13999d3b63e:
£51£8d284b3b:
617b86abcd6d:
d3071a656898:
Obcabbb3cf37:
5d50c3cadbaft:
fbb373121c59:
9785ac5771£5:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
6.8.3 11.5.2: digest:

size: 3882

The push refers to a repository
e9e60715acea:
83082b3681a8:
ec805d3c2de0:
fa8a90cb6518:
5d50c3cadbaf:
9785ac5771£5:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
9785ac5771£5:
5d50c3cadbaf:
9785ac5771£5:
fbb373121c59:
fa8a90cb6518:
5fb2dee77c93:
bc2717dd2942:
e9e60715acea:
83082b3681a8:
Tb9£72883£99:
ec805d3c2de0:

1.3:
2422

digest:

The push refers to a repository
Tbb58c00babl:
69c967d71211:
€a7268754985:
5d50c3cadbaft:
9785ac5771£5:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
fbb373121c59:
5d50c3cadbaft:
9785ac5771£5:
Tb9£72883£99:
fbb373121c59:
5fb2dee77c93:
bc2717dd2942:
7Tbb58c00babl:
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Pushed
Pushed
Pushed
Pushed
Pushed
Layer
Layer
Layer
Layer
Layer
Layer
Layer
Layer

already
already
already
already
already
already
already
already

Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Waiting
Waiting
Waiting
Waiting
Waiting

Layer already
Layer already
Layer already
Pushed

Layer already
Layer already
Pushed

Pushed

Layer already
Pushed

Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Waiting
Waiting
Waiting
Waiting

Layer already
Layer already
Layer already
Layer already
Layer already
Layer already
Pushed

sha256:

Sample Output of Commands to address Log4j vulnerability .

exists
exists
exists
exists
exists
exists
exists
exists
0ed407eefbc956a3e4cbbl705ab3add29¢c883e63dalb84d8e89£2345fe2fc557f

[127.0.0.1:5000/elasticservice]

exists
exists
exists

exists
exists

exists

sha256:ece5bb0b46547a166907£38£4958e40£d5202bf015728ea89dda2af342d28727 size:

[127.0.0.1:5000/watchtower]

exists
exists
exists
exists
exists
exists
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€a7268754985:
69c967d71211:

2.1: digest:
2214

The push refers to a repository
4d33a08042c4:
a6480cd96594:
53cebfe822f4:
5d50c3cadbaf:
9785ac5771£5:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
Tb9£72883£99:
fbb373121c59:
5fb2dee77c93:
9785ac5771£5:
5d50c3cadbaf:
fbb373121c59:
4d33a08042c4:
53cebfe822f4:
Tb9£72883£99:
bc2717dd2942:
5fb2dee77c93:
a6480cd96594:

2.2: digest:
2214

AfwAppRegistry
Loaded images,

pauseAfwApp:

. Sample Output of Commands to address Log4j vulnerability

Pushed
Pushed

Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Waiting
Waiting
Waiting

Layer already
Layer already
Layer already
Pushed

Pushed

Layer already
Layer already
Layer already
Pushed

now unpausing services
calling PUT with

HTTP/1.1 200 OK

Date : Fri,

Content-Length

Content-Type
{

100
text/plain;

"ResponseType": O,
"Application is Running for elasticsearch Cisco_afw. Check for status"

"Response":

}
pauseAfwApp:

calling PUT with

HTTP/1.1 200 OK

Date : Fri,

Content-Length

Content-Type
{

97
text/plain;

"ResponseType": O,
"Application is Running for watchtower Cisco_afw. Check for status"

"Response":

}
pauseAfwApp:

calling PUT with

HTTP/1.1 200 OK

Date : Fri,

Content-Length

Content-Type
{

92
text/plain;

"ResponseType": 0O,
"Response": "Application is Running for eplui Cisco_afw. Check for status"

}
pauseAfwApp:

calling PUT with

HTTP/1.1 200 OK

Date : Fri,

exists
exists
exists

exists
exists
exists

17 Dec 2021 19:30:22 GMT

charset=utf-8

17 Dec 2021 19:30:43 GMT

charset=utf-8

17 Dec 2021 19:31:04 GMT

charset=utf-8

17 Dec 2021 19:31:25 GMT
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{unpause}

{unpause}

{unpause}

{unpause}
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sha256:2aeded0£fa00d3c92c4e78a5339%bl16e27b0ac5fbed36c241£d26676a6642d91 size:

[127.0.0.1:5000/eplui]

sha256:6a6b2266bb21bbcb88cd2fc3f01c7127d2793b663026£fa88d0665eb82£8d354 size:



| Installing Software Maintenance Update for log4j2 Vulnerability
Sample Output of Commands to address Log4j vulnerability .

Content-Length : 101
Content-Type : text/plain; charset=utf-8
{
"ResponseType": 0O,
"Response": "Application is Running for elasticservice Cisco_afw. Check for status"
}
Nothlng to Patch in NI Base image is not installed here
Fri Dec 17 11:30:45 PST 2021 - Task updateAfwApps finished ====
Fri Dec 17 11:30:45 PST 2021 - Task disableAppsOnStandby started ====

Stopping HA apps on Standby node

Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...

Stopping High-Availability services: Done.

==== Fri Dec 17 11:31:45 PST 2021 - Task disableAppsOnStandby finished ====

==== Fri Dec 17 11:31:45 PST 2021 - Task stopDcnmServer started ====

==== Fri Dec 17 11:31:45 PST 2021 - Trying to upgrade your DCNM, so stopping the dcnm to
proceed... ====

Stopping FMServer (via systemctl): [ OK ]

==== Fri Dec 17 11:32:20 PST 2021 - Task stopDcnmServer finished ====

= Fri Dec 17 11:32:20 PST 2021 - Task updatePackagedFiles started ====

Fri Dec 17 11:32:20 PST 2021 - Updating packaged-files ====

Fri Dec 17 11:32:20 PST 2021 - Task updatePackagedFiles finished ====

Fri Dec 17 11:32:20 PST 2021 - Task updateFmServer started ====

= Fri Dec 17 11:32:20 PST 2021 - Updating FMServer ====

Fri Dec 17 11:32:20 PST 2021 - Backing up dcm.ear ====

==== Fri Dec 17 11:32:21 PST 2021 - Applying patch... ====
Patching ear file, please wait...

Patchlng war file, please wait...

Dec 17 11:32:30 PST 2021 - Task updateFmServer finished =
Dec 17 11:32:30 PST 2021 - Task updatePatchList started
Dec 17 11:32:30 PST 2021 - Task updatePatchList finished
Dec 17 11:32:30 PST 2021 - Task startDcnmServer started
Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped
Done.

Fri Dec 17 11:33:23 PST 2021 - Task startDcnmServer finished
== Fri Dec 17 11:33:23 PST 2021 - Task completeUpgrade started =

R R Rk I I h b b b b b b dh E b b h b b b b E b b b b b b b b b b b b b b b b b b dE b b b b b b b b b b b b b b b b b b b b b b b b 3k b b b i

Inline upgrade of this Standalone DCNM node is complete.

==== Sat Dec 17 11:33:23 PST 2021 - Task completeUpgrade finished ====

R R R R I I I h h b h b b b dh h b b b b b b b b h b b b b b b b b b b b b b b b b b b 2E b b b b b b b b b b b b b b b b b b b b b b b b b b b i

Sample output to install SMU in DCNM Native HA Deployment
Installing DCNM SMU for Release 11.3(1) on Active Node

============ Inline Upgrade to DCNM 11.3(1)-pl =============

Upgrading from version: 11.3(1)

Upgrading from install option: LAN Fabric
System type: HA

Compute only: No
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. Sample Output of Commands to address Log4j vulnerability

Do you want to continue and perform the inline upgrade to 11.3(1)-pl? [y/n]: y

==== Fri Dec 17 11:26:51 PST 2021 - Task checkAfwStatus started ====
= Fri Dec 17 11:26:51 PST 2021 - Task checkAfwStatus finished ====
Fri Dec 17 11:26:51 PST 2021 - Task updateAfwApps started ====
Fri Dec 17 11:26:51 PST 2021 - Updating AFW applications ====
Pausing Services that need to be patched

Deleted Containers:
992d06574c57882c£1a86bf7¢c19414055¢c6£501073a262b9%e97ceela75718a55
324£f8ecfc34223£9d71abb86a807a£54a720b40121aa8£38f6aa2dccbc233071
£f7£e8656838af352d0d128163ble%e4dccade5b73ea3a0956e4199e867£69a34
ab0£0dd90b98dacca8e01c944c6b07390bad8cdB8247cf8cdf7629503bd01d252
52d0d5ad7edf990424b43c57d95ba836191fa913e556e6clb75a65f171debbeb
4daf92fd8ba5445a81913d£f573343c0d6617b436330d103b8abf631a477c9b91
786768ab289596fbfb3904b1115a14717057bc83a06e555aalabb76abb4dc3ade
1£5£52c42e532b4be9cff0eb22844824d969c6838436098251236efdf4£85£57
b780eff0776d9dfa752ef28446dcaffcffffacbac20a2b41738ac23e6d060ed3
756097c7bd5028ee5eafc74c7fb90eae20104b1584£2611ealb308934040011c
Total reclaimed space: 1.418MB

pauseAfwApp: calling PUT with {pause}

pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK

Date : Fri, 17 Dec 2021 19:26:52 GMT

Content-Length : 99

Content-Type : text/plain; charset=utf-8

{

"ResponseType": 0,

"Response": "Application is Paused for elasticsearch Cisco_afw. Check for status"

}

pauseAfwApp: calling PUT with {pause}

pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK

Content-Length : 96

Content-Type : text/plain; charset=utf-8

Date : Fri, 17 Dec 2021 19:27:12 GMT

{

"ResponseType": O,

"Response": "Application is Paused for watchtower Cisco afw. Check for status"

}

pauseAfwApp: calling PUT with {pause}

pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK

Date : Fri, 17 Dec 2021 19:27:32 GMT

Content-Length : 91

Content-Type : text/plain; charset=utf-8

{

"ResponseType": O,

"Response": "Application is Paused for eplui Cisco_afw. Check for status"

}

pauseAfwApp: calling PUT with {pause}

pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK

Date : Fri, 17 Dec 2021 19:27:52 GMT

Content-Length : 100

Content-Type : text/plain; charset=utf-8

{

"ResponseType": O,

"Response": "Application is Paused for elasticservice Cisco_afw. Check for status"

}
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Sample Output of Commands to address Log4j vulnerability .

Now Removing Images from Runtime

Untagged:
Untagged:

127.0.0.1:

Untagged:
Untagged:

127.0.0.1:

Untagged:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:

Untagged:
Untagged:
127.0.0.1:
Untagged:
Untagged:
127.0.0.1:
Untagged:

Deleted:
Deleted:
Deleted:
Deleted:
Deleted:

Untagged:
Untagged:

127.0.0.1:

Untagged:
Untagged:

127.0.0.1:

Untagged:

Deleted:
Deleted:
Deleted:
Deleted:

Untagged:
Untagged:
127.0.0.1
Untagged:
Untagged:
127.0.0.1
Untagged:

Deleted:
Deleted:
Deleted:
Deleted:

Checking

127.0.0.1:5001/dcnmelastic:6.8.3 11.5.2

5001/dcnmelastic@sha256:a872d49e3b5a0fc58ec9c1e8d8908c62604258cbfbla02ac418227ed7£928128
127.0.0.1:5000/dcnmelastic:6.8.3 11.5.2

5000/dcnmelastic@sha256:a872d49e3b5a0fc58ec9c1e8d8908c62604258chbfbla02ac418227ed7£928128
dcnmelastic:6.8.3 11.5.2
sha256:017