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      Chapter 1. Overview
      

      
         This chapter contains the following sections:

         
      

      
      
      
         
         	Information About the Cisco Nexus 1000V OpenStack REST API

         
         	Finding Supported OpenStack Resource Names

         
         	List of Available OpenStack Resource Names for the Cisco Nexus 1000V

         
      

      
      
      
   
      
      
      Information About
         	 the Cisco Nexus 1000V OpenStack REST API
      

      
         
            
               	[image: ../images/note.gif]
Note
               	


 OpenStack supports
                  		configuring all of the core Neutron resources, such as the network, subnet, and
                  		port, by using the REST APIs. The Cisco plug-in for OpenStack supports all of
                  		these core resources and also the resources that Cisco added to support Nexus
                  		1000v, such as 
                  		cisco-network-profile and 
                  		cisco-policy-profile. 
                  	 
                  

               
            

         

         
          Accessing the core
            		OpenStack resources through the REST APIs is thoroughly documented on the
            		OpenStack Website. This document describes the resources that Cisco newly added
            		or extended. The REST APIs can be accessed by using a Web browser or using the
            		cURL tool. 
            	 
         

         
          Accessing the REST
            		APIs for OpenStack is a two step process. You must authenticate with the
            		Keystone service and obtain an authorization token. You use this token with the
            		
            		curl
            		command to access the Neutron resources. 
            	 
         

         
         
            	 
               		  
               To authenticate
                  			 with the Keystone service: 
                  		  
               

               
               		  curl -k -X 'POST' -v http://Controller’s_public_IP:Keystone’s_public_port/v2.0/tokens \
-d '{"auth":{"passwordCredentials":{"username": "userName", "password":"password"}, \
"tenantId":"tenant-ID"}}' -H 'Content-type: application/json'

               
               		

            
            	 
               		  
               To request access
                  			 to the Neutron resources: 
                  		  
               

               
               		  curl -H "X-Auth-Token:Token" \
http://Controller's_public_port:neutron's_public_port/v2.0/networks

               
               		

            
         

         
         The following example
            		authenticates with the Keystone service and fetches all of the networks
            		configured on Neutron in JSON format: 
            	 
         

         $ curl -k -X 'POST' -v http://192.168.10.25:5000/v2.0/tokens -d \
'{"auth":{"passwordCredentials":{"username": "admin", "password":"pw1"}, \
"tenantId":"36c7867df9d24ab38fef45475a0a0c17"}}' -H 'Content-type: application/json'

$ curl -H "X-Auth-Token: 5788dc57e14036c7867df9d24ab38fef45475a0" \
-X GET http://192.168.10.25:9696/v2.0/networks
{
"networks": 
    [
    {"status": "ACTIVE", "subnets": [], "name": "extnet", "provider:physical_network": "net1", "admin_state_up": true, "tenant_id": "36c7867df9d24ab38fef45475a0a0c17", "provider:network_type": "vlan", "router:external": true, "n1kv:profile_id": "cb027858-d3e7-4c73-a631-5788dc57e140", "shared": false, "id": "081e4573-2cf5-4abc-97a4-cb4860e642e4", "provider:segmentation_id": 14}
    ]
}

         

      
      
      
         
      

      
      
      
   
      
      
      Finding Supported
         	 OpenStack Resource Names
      

      
         Every OpenStack REST
            		API function is associated with a resource name 
            	 
         

         
         To find the list of
            		Cisco Nexus 1000V OpenStack resource names, use the following command:
            	 
         

         curl -H "X-Auth-Token:Authorization_token" -X GET http://172.23.231.25:9696/v2.0/

         You get the following
            		output: 
            	 
         

         {
	"resources":
	[
		{
			"links": [{"href": "http://172.23.231.25:9696/v2.0/subnets", "rel": "self"}], 
			"name": "subnet", "collection": "subnets"
		},
		{
			"links": [{"href": "http://172.23.231.25:9696/v2.0/networks", "rel": "self"}], 
			"name": "network", "collection": "networks"
		}, 
		{
			"links": [{"href": "http://172.23.231.25:9696/v2.0/ports", "rel": "self"}], 
			"name": "port", 
			"collection": "ports"
		}
	]
}

         

      
      
      
         
      

      
      
      
   
      
      
      List of Available
         	 OpenStack Resource Names for the Cisco Nexus 1000V
      

      
         
         
            
               Available Resource
                     		Names
               
                  
                     	 
                        				
                        Namespace 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Description 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        cisco-policy-profile-list 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Retrieves the
                           				  list of policy profiles of a Cisco Nexus 1000V switch. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        cisco-policy-profile-show 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Retrieves
                           				  information about a port profile of a Cisco Nexus 1000V switch. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        cisco-network-profile-create 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Creates a
                           				  network profile on a Cisco Nexus 1000V switch. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        cisco-network-profile-list 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Retrieves a
                           				  list of network profiles from a Cisco Nexus 1000V switch. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        cisco-network-profile-show 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Gets
                           				  information about a network profile on a Cisco Nexus 1000V switch. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        cisco-network-profile-update 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Updates a
                           				  network profile on a Cisco Nexus 1000V switch. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        cisco-network-profile-delete 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Deletes a
                           				  network profile from a Cisco Nexus 1000V switch. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        net-create 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Creates a
                           				  network on a Cisco Nexus 1000V switch. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        port-create 
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Creates a port
                           				  on a Cisco Nexus 1000V switch. 
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Chapter 2. Cisco Nexus 1000V
         	 OpenStack API Functions
      

      
         This chapter provides information about the Cisco Nexus 1000V OpenStack
            		application programming interface (API) functions. The Cisco Nexus 1000V
            		resource name is generic across all hypervisors. The functions that support
            		write (create, update, and delete) operations are explicitly marked as
            		writeable. All others are read-only functions.
            	 
         

         
         The chapter contains the following topics:
            	 
         

         
      

      
      
      
         
         	Get the List of Policy Profiles

         
         	Get Information About a Policy Profile

         
         	Create a Network Profile

         
         	Get a List of Network Profiles

         
         	Get Information About a Network Profile

         
         	Update a Network Profile

         
         	Delete a Network Profile

         
         	Create a Network

         
         	Create a Port

         
      

      
      
      
   
      
      
      Get the List of
         	 Policy Profiles
      

      
          
            	 
         

         
         
            Name
 
            		 
            		
            cisco-policy-profile-list 
               		
            

            
            	 
         

         
         
            Description
 
            		 
            		
            Retrieves the list
               		  of policy profiles from a Cisco Nexus 1000V switch. 
               		
            

            
            	 
         

         
         
            Type
 
            		 
            		
             Request 
               		
            

            
            	 
         

         
         
            Response
               		  Format
            
 
            		 
            		
             JSON 
               		
            

            
            	 
         

         
         
            Accept
               		  Header
            
 
            		 
            		
             application/json 
               		
            

            
            	 
         

         
         
            Verb and
               		  URI
            
 
            		 
            		
            GET
               		  /v2.0/policy_profiles.json 
               		
            

            
            	 
         

         
         
            User
               		  Agent
            
 
            		 
            		
            
               		  python-neutronclient 
               		
            

            
            	 
         

         
         
            Response
               		  Sample
            
 
            		 
            		{
  "date": "Fri, 13 Sep 2013 00:29:06 GMT",
  "status": "200",
  "content-length": "84",
  "content-type": "application/json; charset=UTF-8",
  "content-location": "http://172.23.180.45:9696/v2.0/policy_profiles.json"
}
{
  "policy_profiles": [
    {
      "id": "452788f5-109d-4963-9153-1c5b181c8a0d",
      "name": "pp1"
    }
  ]
}

            
            	 

         
         
            Response
               		  Description
            
 
            		 
            		
            
            
               
                  
                     
                        	 
                           					 
                           Property 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable
                              						or Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           content-location 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           name 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Get Information
         	 About a Policy Profile
      

      
          
            	 
         

         
         
            Name
 
            		 
            		
            
               		  cisco-policy-profile-show 
               		
            

            
            	 
         

         
         
            Description
 
            		 
            		
            Retrieves
               		  information about a policy profile from a Cisco Nexus 1000V switch. 
               		
            

            
            	 
         

         
         
            Type
 
            		 
            		
            Request 
               		
            

            
            	 
         

         
         
            Response
               		  Format
            
 
            		 
            		
            JSON 
               		
            

            
            	 
         

         
         
            Accept
               		  Header
            
 
            		 
            		
             application/json 
               		
            

            
            	 
         

         
         
            Verb and
               		  URI
            
 
            		 
            		
             GET
               		  /v2.0/policy_profiles/452788f5-109d-4963-9153-1c5b181c8a0d.json 
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


Retrieve the policy profile ID as shown in 
                     		  Get the List of Policy Profiles,
                     		  specifying the profile name in the command line. For example: 
                     		  GET /v2.0/policy_profiles.json?fields=id&name=pp1.
                     		  
                     		
                     

                  
               

            

            
            	 
         

         
         
            User
               		  Agent
            
 
            		 
            		
            
               		  python-neutronclient 
               		
            

            
            	 
         

         
         
            Response
               		  Sample
            
 
            		 
            		{
  "date": "Fri, 13 Sep 2013 00:33:32 GMT",
  "status": "200",
  "content-length": "81",
  "content-type": "application/json; charset=UTF-8",
  "content-location": "http://172.23.180.45:9696/v2.0/policy_profiles/452788f5-109d-4963-9153-1c5b181c8a0d.json"
}
{
  "policy_profile": {
    "id": "452788f5-109d-4963-9153-1c5b181c8a0d",
    "name": "pp1"
  }
}

            
            	 

         
         
            Response
               		  Description
            
 
            		 
            		
            
            
               
                  
                     
                        	Property 
                           				  
                        
                        
                        	Writeable or Readable 
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	content-location 
                           				  
                        
                        
                        	Readable 
                           				  
                        
                        
                     

                     
                     
                        	id 
                           				  
                        
                        
                        	Readable 
                           				  
                        
                        
                     

                     
                     
                        	name 
                           				  
                        
                        
                        	Readable 
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Create a Network
         	 Profile
      

      
          
            	 
         

         
         
            Name
 
            		 
            		
            
               		  cisco-network-profile-create 
               		
            

            
            	 
         

         
         
            Description
 
            		 
            		
            Creates a network
               		  profile on a Cisco Nexus 1000V switch. 
               		
            

            
            	 
         

         
         
            Type
 
            		 
            		
            Request 
               		
            

            
            	 
         

         
         
            Response
               		  Format
            
 
            		 
            		
            JSON 
               		
            

            
            	 
         

         
         
            Accept
               		  Header
            
 
            		 
            		
             application/json 
               		
            

            
            	 
         

         
         
            Verb and
               		  URI
            
 
            		 
            		
             POST
               		  /v2.0/network_profiles.json 
               		
            

            
            	 
         

         
         
            User
               		  Agent
            
 
            		 
            		
            
               		  python-neutronclient 
               		
            

            
            	 
         

         
         
            Response
               		  Sample
            
 
            		 
            		{
  "network_profile": {
    "segment_range": "100-200",
    "segment_type": "vlan",
    "physical_network": "physnet1",
    "name": "VlanNetProf"
  }
}
{
  "date": "Fri, 13 Sep 2013 00:57:15 GMT",
  "status": "201",
  "content-length": "220",
  "content-type": "application/json; charset=UTF-8"
}
{
  "network_profile": {
    "segment_range": "100-200",
    "segment_type": "vlan",
    "name": "VlanNetProf",
    "sub_type": null,
    "physical_network": "physnet1",
    "id": "58f722ca-489c-4abf-b74f-7bcc2e988d89",
    "multicast_ip_range": null
  }
}

            
            	 

         
         
            Response
               		  Description
            
 
            		 
            		
            
            
               
                  
                     
                        	 
                           					 
                           Property 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable
                              						or Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           segment_range 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           segment_type 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           name 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           sub_type 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           physical_network 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           multicast_ip_range 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Get a List of
         	 Network Profiles
      

      
          
            	 
         

         
         
            Name
 
            		 
            		
            
               		  cisco-network-profile-list 
               		
            

            
            	 
         

         
         
            Description
 
            		 
            		
            Retrieves a list
               		  of network profiles from a Cisco Nexus 1000V switch. 
               		
            

            
            	 
         

         
         
            Type
 
            		 
            		
            Request 
               		
            

            
            	 
         

         
         
            Response
               		  Format
            
 
            		 
            		
            JSON 
               		
            

            
            	 
         

         
         
            Accept
               		  Header
            
 
            		 
            		
             application/json 
               		
            

            
            	 
         

         
         
            Verb and
               		  URI
            
 
            		 
            		
             GET
               		  /v2.0/network_profiles.json 
               		
            

            
            	 
         

         
         
            User
               		  Agent
            
 
            		 
            		
            
               		  python-neutronclient 
               		
            

            
            	 
         

         
         
            Response
               		  Sample
            
 
            		 
            		{
  "date": "Fri, 13 Sep 2013 00:59:07 GMT",
  "status": "200",
  "content-length": "223",
  "content-type": "application/json; charset=UTF-8",
  "content-location": "http://172.23.180.45:9696/v2.0/network_profiles.json"
}
{
  "network_profiles": [
    {
      "segment_range": "100-200",
      "segment_type": "vlan",
      "name": "VlanNetProf",
      "sub_type": null,
      "physical_network": "physnet1",
      "id": "58f722ca-489c-4abf-b74f-7bcc2e988d89",
      "multicast_ip_range": null
    }
  ]
}

            
            	 

         
         
            Response
               		  Description
            
 
            		 
            		
            
            
               
                  
                     
                        	 
                           					 
                           Property 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable
                              						or Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           content-location 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           segment_range 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           segment_type 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           name 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           sub_type 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           physical_network 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           multicast_ip_range 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Get Information
         	 About a Network Profile
      

      
          
            	 
         

         
         
            Name
 
            		 
            		
            
               		  cisco-network-profile-show 
               		
            

            
            	 
         

         
         
            Description
 
            		 
            		
            Gets information
               		  about a network profile on a Cisco Nexus 1000V switch. 
               		
            

            
            	 
         

         
         
            Type
 
            		 
            		
            Request 
               		
            

            
            	 
         

         
         
            Response
               		  Format
            
 
            		 
            		
            JSON 
               		
            

            
            	 
         

         
         
            Accept
               		  Header
            
 
            		 
            		
             application/json 
               		
            

            
            	 
         

         
         
            Verb and
               		  URI
            
 
            		 
            		
             GET
               		  /v2.0/network_profiles/58f722ca-489c-4abf-b74f-7bcc2e988d89.json 
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


Retrieve the network profile ID as shown in 
                     		  Get a List of Network Profiles,
                     		  specifying the profile name in the command line. For example: 
                     		   GET
                        			 /v2.0/network_profiles.json?fields=id&name=VlanNetProf. 
                     		
                     

                  
               

            

            
            	 
         

         
         
            User
               		  Agent
            
 
            		 
            		
            
               		  python-neutronclient 
               		
            

            
            	 
         

         
         
            Response
               		  Sample
            
 
            		 
            		{
  "date": "Fri, 13 Sep 2013 01:00:03 GMT",
  "status": "200",
  "content-length": "220",
  "content-type": "application/json; charset=UTF-8",
  "content-location": "http://172.23.180.45:9696/v2.0/network_profiles/58f722ca-489c-4abf-b74f-7bcc2e988d89.json"
}
{
  "network_profile": {
    "segment_range": "100-200",
    "segment_type": "vlan",
    "name": "VlanNetProf",
    "sub_type": null,
    "physical_network": "physnet1",
    "id": "58f722ca-489c-4abf-b74f-7bcc2e988d89",
    "multicast_ip_range": null
  }
}

            
            	 

         
         
            Response
               		  Description
            
 
            		 
            		
            
            
               
                  
                     
                        	 
                           					 
                           Property
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable or Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           content-location 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           segment_range 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           segment_type 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           name 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           sub_type
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           physical_network 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           multicast_ip_range 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Update a Network
         	 Profile
      

      
          
            	 
         

         
         
            Name
 
            		 
            		
            
               		  cisco-network-profile-update 
               		
            

            
            	 
         

         
         
            Description
 
            		 
            		
            Updates a network
               		  profile on a Cisco Nexus 1000V switch. 
               		
            

            
            	 
         

         
         
            Type
 
            		 
            		
            Request 
               		
            

            
            	 
         

         
         
            Response
               		  Format
            
 
            		 
            		
            JSON 
               		
            

            
            	 
         

         
         
            Accept
               		  Header
            
 
            		 
            		
             application/json 
               		
            

            
            	 
         

         
         
            Verb and
               		  URI
            
 
            		 
            		
             PUT
               		  /v2.0/network_profiles/27d1d0a0-f4fa-462a-977f-4a92cd206616.json 
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


Retrieve the
                     		  network profile ID as shown in 
                     		  Get a List of Network Profiles, specifying the profile name in
                     		  the command line. For example: 
                     		   GET
                        			 /v2.0/network_profiles.json?fields=id&name=vmnp2. 
                     		
                     

                  
               

            

            
            	 
         

         
         
            User
               		  Agent
            
 
            		 
            		
            
               		  python-neutronclient 
               		
            

            
            	 
         

         
         
            Response
               		  Sample
            
 
            		 
            		{
 "network_profile": {
  "name": "vmnp2"
 }
}
 
{
  "date": " Mon, 28 Oct 2013 14:56:29 GMT",
  "status": "200",
  "content-length": "208",
  "content-type": "application/json; charset=UTF-8"
}
{
 "network_profile": {
   "segment_range": "700-705", 
   "segment_type": "vlan", 
   "name": "VlanNetProf", 
   "sub_type": null, 
   "physical_network": "p1", 
   "id": "58f722ca-489c-4abf-b74f-7bcc2e988d89", 
   "multicast_ip_range": null
  }
}

            
            	 

         
         
            Response
               		  Description
            
 
            		 
            		
            
            
               
                  
                     
                        	 
                           					 
                           Property 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable
                              						or Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           segment_range 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           segment_type 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           name 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           sub_type 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           physical_network 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           multicast_ip_range 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Delete a Network
         	 Profile
      

      
          
            	 
         

         
         
            Name
 
            		 
            		
            
               		  cisco-network-profile-delete 
               		
            

            
            	 
         

         
         
            Description
 
            		 
            		
            Deletes a network
               		  profile from a Cisco Nexus 1000V switch. 
               		
            

            
            	 
         

         
         
            Type
 
            		 
            		
            Request 
               		
            

            
            	 
         

         
         
            Response
               		  Format
            
 
            		 
            		
            JSON 
               		
            

            
            	 
         

         
         
            Accept
               		  Header
            
 
            		 
            		
             application/json 
               		
            

            
            	 
         

         
         
            Verb and
               		  URI
            
 
            		 
            		
             DELETE
               		  /v2.0/network_profiles/58f722ca-489c-4abf-b74f-7bcc2e988d89.json 
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


Retrieve the network profile ID as shown in 
                     		  Get a List of Network Profiles,
                     		  specifying the profile name in the command line. For example: 
                     		   GET
                        			 /v2.0/network_profiles.json?fields=id&name=VlanNetProf. 
                     		
                     

                  
               

            

            
            	 
         

         
         
            User
               		  Agent
            
 
            		 
            		
            
               		  python-neutronclient 
               		
            

            
            	 
         

         
         
            Response
               		  Sample
            
 
            		 
            		{
  "date": "Fri, 13 Sep 2013 01:02:01 GMT",
  "status": "204",
  "content-length": "0"
}

            
            	 

         
         
            Response
               		  Description
            
 
            		 
            		
            
            
               
                  
                     
                        	 
                           					 
                           Property 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable
                              						or Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           content-length 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Create a
         	 Network
      

      
          
            	 
         

         
         
            Name
 
            		 
            		
             net-create 
               		
            

            
            	 
         

         
         
            Description
 
            		 
            		
            Creates a network
               		  on a Cisco Nexus 1000V switch. 
               		
            

            
            	 
         

         
         
            Type
 
            		 
            		
            Request 
               		
            

            
            	 
         

         
         
            Response
               		  Format
            
 
            		 
            		
            JSON 
               		
            

            
            	 
         

         
         
            Accept
               		  Header
            
 
            		 
            		
             application/json 
               		
            

            
            	 
         

         
         
            Verb and
               		  URI
            
 
            		 
            		
            POST
               		  /v2.0/networks.json 
               		
            

            
            	 
         

         
         
            User
               		  Agent
            
 
            		 
            		
            
               		  python-neutronclient 
               		
            

            
            	 
         

         
         
            Response
               		  Sample
            
 
            		 
            		{
  "network": {
    "n1kv:profile_id": "89b77e10-d363-4ee7-81b8-3e3e9ced5b08",
    "name": "VlanNet1",
    "admin_state_up": true
  }
}
{
  "date": "Fri, 13 Sep 2013 01:05:57 GMT",
  "status": "201",
  "content-length": "396",
  "content-type": "application/json; charset=UTF-8"
}
{
  "network": {
    "status": "ACTIVE",
    "subnets": [],
    "name": "VlanNet1",
    "provider:physical_network": "physnet1",
    "admin_state_up": true,
    "tenant_id": "4e56ea94b54442bab13dafcec9f52ebe",
    "provider:network_type": "vlan",
    "router:external": false,
    "n1kv:profile_id": "89b77e10-d363-4ee7-81b8-3e3e9ced5b08",
    "shared": false,
    "id": "036a0a93-d7ef-4920-8ea1-bfe813aa21f4",
    "provider:segmentation_id": 100
  }
}


            
            	 

         
         
            Response
               		  Description
            
 
            		 
            		
            
            
               
                  
                     
                        	 
                           					 
                           Property 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable
                              						or Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           status 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           subnets 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           name 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           provider:physical_network 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           admin_state_up 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           tenant_id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           provider:network_type 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           router:external 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           n1kv:profile_id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           shared 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           provider:segmentation_id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Create a
         	 Port
      

      
          
            	 
         

         
         
            Name
 
            		 
            		
            port-create 
               		
            

            
            	 
         

         
         
            Description
 
            		 
            		
            Creates a port on
               		  a Cisco Nexus 1000V switch. 
               		
            

            
            	 
         

         
         
            Type
 
            		 
            		
            Request 
               		
            

            
            	 
         

         
         
            Response
               		  Format
            
 
            		 
            		
            JSON 
               		
            

            
            	 
         

         
         
            Accept
               		  Header
            
 
            		 
            		
             application/json 
               		
            

            
            	 
         

         
         
            Verb and
               		  URI
            
 
            		 
            		
             GET
               		  /v2.0/networks.json?fields=id&name=VlanNet1 
               		
            

            
            	 
         

         
         
            User
               		  Agent
            
 
            		 
            		
            
               		  python-neutronclient 
               		
            

            
            	 
         

         
         
            Response
               		  Sample
            
 
            		 
            		{
  "date": "Fri, 13 Sep 2013 01:10:14 GMT",
  "status": "200",
  "content-length": "62",
  "content-type": "application/json; charset=UTF-8",
  "content-location": "http://172.23.180.45:9696/v2.0/networks.json?fields=id&name=VlanNet1"
}
{
  "networks": [
    {
      "id": "036a0a93-d7ef-4920-8ea1-bfe813aa21f4"
    }
  ]
}

            
            	 

         
         
            Response
               		  Description
            
 
            		 
            		
            
            
               
                  
                     
                        	 
                           					 
                           Property 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable
                              						or Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           content-location 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            Type
 
            		 
            		
            Request 
               		
            

            
            	 
         

         
         
            Response
               		  Format
            
 
            		 
            		
            JSON 
               		
            

            
            	 
         

         
         
            Accept
               		  Header
            
 
            		 
            		
             application/json 
               		
            

            
            	 
         

         
         
            Verb and
               		  URI
            
 
            		 
            		
            POST
               		  /v2.0/ports.json 
               		
            

            
            	 
         

         
         
            User
               		  Agent
            
 
            		 
            		
            
               		  python-neutronclient 
               		
            

            
            	 
         

         
         
            Response
               		  Sample
            
 
            		 
            		{
  "port": {
    "network_id": "036a0a93-d7ef-4920-8ea1-bfe813aa21f4",
    "n1kv:profile_id": "452788f5-109d-4963-9153-1c5b181c8a0d",
    "admin_state_up": true
  }
}
{
  "date": "Fri, 13 Sep 2013 01:10:14 GMT",
  "status": "201",
  "content-length": "472",
  "content-type": "application/json; charset=UTF-8"
}
{
  "port": {
    "status": "ACTIVE",
    "name": "",
    "admin_state_up": true,
    "network_id": "036a0a93-d7ef-4920-8ea1-bfe813aa21f4",
    "tenant_id": "4e56ea94b54442bab13dafcec9f52ebe",
    "binding:vif_type": "ovs",
    "device_owner": "",
    "n1kv:profile_id": "452788f5-109d-4963-9153-1c5b181c8a0d",
    "mac_address": "fa:16:3e:0a:b8:ca",
    "fixed_ips": [
      {
        "subnet_id": "9244aacc-8d0c-4fbd-8811-6f023cf8288a",
        "ip_address": "10.10.10.3"
      }
    ],
    "id": "e94ad622-eda7-4030-83dd-303bff7a557a",
    "device_id": ""
  }
}

            
            	 

         
         
            Response
               		  Description
            
 
            		 
            		
            
            
               
                  
                     
                        	 
                           					 
                           Property
                              						
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable or Readable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           					 
                           name 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           admin_state_up 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           network_id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           tenant_id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           binding:vif_type 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           device_owner 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           n1kv:profile_id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           mac_address 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           subnet_id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           ip_address 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Readable
                              						
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 
                           device_id 
                              					 
                           

                           
                           				  
                        
                        
                        	 
                           					 
                           Writeable 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Preface

      
         This preface contains the following sections: 
            			 
         

         
      

      
      
      
         
         	Audience

         
         	Document Conventions

         
         	Related Documentation for Cisco Nexus 1000V for KVM Software

         
         	Documentation Feedback

         
         	Obtaining Documentation and Submitting a Service Request

         
      

      
      
      
   
      
      
      Audience

      
         This publication is
            		for 
            		
            		network administrators who configure and maintain 
            		Cisco Nexus devices. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Document Conventions

      
         

         
         
            Command descriptions use the following conventions:

            
            
            
            
               
                  
                     
                        	Convention
                        
                        	Description
                        
                     

                     
                  
                  
                  
                     
                        	
                           bold
                           
                        
                        
                        	
                           
                           Bold text indicates the commands and keywords that you enter literally as shown.

                           
                           
                        
                        
                     

                     
                     
                        	
                           Italic 
                           
                        
                        
                        	
                           
                           Italic text indicates arguments for which the user supplies the values.

                           
                           
                        
                        
                     

                     
                     
                        	[x]
                        
                        	
                           
                           Square brackets enclose an optional element (keyword or argument).

                           
                           
                        
                        
                     

                     
                     
                        	[x | y]
                        
                        	
                           
                           Square brackets enclosing keywords or arguments separated by a vertical bar indicate an optional choice.

                           
                           
                        
                        
                     

                     
                     
                        	{x | y}
                        
                        	
                           
                           Braces enclosing keywords or arguments separated by a vertical bar indicate a required choice.

                           
                           
                        
                        
                     

                     
                     
                        	[x {y | z}]
                        
                        	
                           
                           Nested set of square brackets or braces indicate optional or required choices within optional or required elements. Braces
                              and a vertical bar within square brackets indicate a required choice within an optional element.
                           

                           
                           
                        
                        
                     

                     
                     
                        	
                           variable
                           
                        
                        
                        	
                           
                           Indicates a variable for which you supply values, in context where italics cannot be used.

                           
                           
                        
                        
                     

                     
                     
                        	string
                        
                        	A nonquoted set of characters. Do not use quotation marks around the string or the string will include the quotation marks.
                        
                     

                     
                  
                  
               

               
            

            
            
         

         
         
            
            Examples use the following conventions:

            
            
            
               
                  
                     
                        	Convention
                        
                        	Description
                        
                     

                     
                  
                  
                  
                     
                        	
                           screen font
                           
                        
                        
                        	
                           
                           Terminal sessions and information the switch displays are in screen font.

                           
                           
                        
                        
                     

                     
                     
                        	
                           
                              boldface screen font
                              
                           
                        
                        
                        	
                           
                           Information you must enter is in boldface screen font.

                           
                           
                        
                        
                     

                     
                     
                        	
                           
                              italic screen font
                              
                           
                        
                        
                        	
                           
                           Arguments for which you supply values are in italic screen font.

                           
                           
                        
                        
                     

                     
                     
                        	< >
                        
                        	
                           
                           Nonprinting characters, such as passwords, are in angle brackets.

                           
                           
                        
                        
                     

                     
                     
                        	[ ]
                        
                        	
                           
                           Default responses to system prompts are in square brackets.

                           
                           
                        
                        
                     

                     
                     
                        	!, #
                        
                        	
                           
                           An exclamation point (!) or a pound sign (#) at the beginning of a line of code indicates a comment line.

                           
                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
         

         
         
            
            This document uses the following conventions:
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Note
                  	



                     
                     Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.
                     

                     
                     
                     

                  
               

            

            
            
            
               
                  	[image: ../images/caut.gif]
Caution
                  	



                     
                     Means reader be careful. In this situation, you might do something that could result in equipment damage or loss of data.
                     

                     
                     
                     

                  
               

            

            
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Related
         	 Documentation for 
         	 Cisco Nexus 1000V for KVM Software
      

      
          
            		
            This section lists
               		  the documents used with the 
               		  Cisco Nexus 1000V for KVM software: 
               		
            

            
            	 
         

         
         
            General
               		  Information
            
 
            		 
            		
            Cisco Nexus 1000V for KVM Release Notes 
                  					  
               		
            

            
            	 
         

         
         
            Install and
               		  Upgrade
            
 
            		 
            		
            Cisco Nexus 1000V for KVM Software Installation Guide 
               		
            

            
            	 
         

         
         
            Configuration
               		  Guides
            
 
            		 
            		
            Cisco Nexus 1000V for KVM High-Availability Configuration
                  						Guide 
               		
            

            
            		
            Cisco Nexus 1000V for KVM Interface Configuration Guide 
               		
            

            
            		
            Cisco Nexus 1000V for KVM Layer 2 Configuration Guide 
               		
            

            
            		
            Cisco Nexus 1000V for KVM License Configuration Guide 
               		
            

            
            		
            Cisco Nexus 1000V for KVM
                  						Virtual Network Configuration Guide 
               		
            

            
            		
            Cisco Nexus 1000V for KVM Port Profile Configuration Guide 
                  					  
               		
            

            
            		
            Cisco Nexus 1000V for KVM
                  						REST API Configuration Guide 
               		
            

            
            		
            Cisco Nexus 1000V for KVM
                  						Security Configuration Guide 
               		
            

            
            		
            Cisco Nexus 1000V for KVM System Management Configuration
                  						Guide 
               		
            

            
            		
            Cisco Nexus 1000V for KVM Verified Scalability Guide 
               		
            

            
            		
            Cisco Nexus 1000V for KVM VXLAN Configuration Guide 
               		
            

            
            	 
         

         
         
            Reference
               		  Guides
            
 
            		 
            		
            Cisco Nexus 1000V for KVM Command Reference 
               		
            

            
            		
            Cisco Nexus 1000V for KVM OpenStack REST API Reference 
               		
            

            
            	 
         

         
         
            Troubleshooting
               		  and Alerts
            
 
            		 
            		
            Cisco Nexus 1000V for KVM Troubleshooting Guide 
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Documentation
         	 Feedback
      

      
         To provide technical
            		feedback on this document, or to report an error or omission, please send your
            		comments to: 
            	 
            

            We appreciate your feedback. 
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